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DETAILED ACTIONS

Notice of Pre-AlA status
1. The present application is being examined under the pre-AlA first to invent
provisions.

Information Disclosure Statement
2. The information disclosure statement (IDS) submitted on 02/17/2016 has been

considered by the Examiner.

Status of Claims
3. This Office Action is issued in response to the Amendment filed on 02/15/2016.
Claims 48-71 are pending in this Office Action.
Claims 48-56, 58, 59, 62-71 are amended.

Claims 1-47 are cancelled.

Drawing

4. The previous drawing objection has been withdrawn in response to applicants’

amendments.

Claim Rejections - 35 U.S.C § 112
5. Previous 112(b) rejection has been withdrawn in response to applicants’

amendments.
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Claim Rejections - 35 U.S.C § 101

6. The previous 101 rejections have been withdrawn in response to applicant’s

amendments.

Response to Arguments
7. Applicants’ arguments regarding 35 U.S.C. § 103 Claim Rejections are moot in

view of new grounds of rejection.

Claim Rejections - 35 U.S.C. § 103
8. The following is a quotation of pre-AlA 35 U.S.C. 103(a) which forms the basis

for all obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth
in section 102 of this title, if the differences between the subject matter sought to be patented and the
prior art are such that the subject matter as a whole would have been obvious at the time the invention
was made to a person having ordinary skill in the art to which said subject matter pertains. Patentability
shall not be negatived by the manner in which the invention was made.

9. Claims 48-52, 56-61, 64-69 are rejected under pre-AlA 35 U.S.C. 103(a) as
being unpatentable over Chou et al. (US Patent No. 7,966,646), hereinafter
"Chou", in view of Kumar et al. (US Patent No. 8364975), hereinafter "Kumar”.
Regarding claim 48, Chou discloses system-on-a-chip apparatus comprising:
[a system-on-a-chip comprising a security engine having a secure memory
accessible only by the security engine, wherein the secure memory includes a security
key that was encoded in the secure memory during a manufacturing process of the

system-on-a-chip, the security engine to: ]
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generate a random nonce for initiating a request for a secure communication
session with a server over a network using the nonce (Fig. 1 and associated text: Client
hello message 150 is sent from first network device-client- to second network device-
server. Fig. 2A and associated text: Client hello message 150 includes first random
number-random nonce. Chou discloses that a random number is generated internally
within the second device (Col. 6, line 67 and Col.7, line1 and claim 7). Therefore, it is
obvious to apply this feature of generating random number internally within a device so
that the first device can generate its own random number);

perform a cryptographic key exchange with the server (Fig. 1, step 180 and
associated text: client key exchange message is sent to second network device-server)
to generate a symmetric session key to encrypt messages sent to the server and
decrypt messages received from the server during the secure communication session
(Col. 5, lines 63-67: a Master key can be produced prior to completion of the SSL/TLS
authentication procedure. The Master key is now used as a symmetric key for
supporting encrypted communications between the network devices 110 and 120);

[encrypt the session key based on the security key]; and

store the encrypted session key in [the secure memory] (Chou does not explicitly
disclose about storing the session key; however, in order for using the key to
communicate between the two device in a period of time-a session of communication-, it
is obvious that the key must be stored), [the system-on-a-chip] to establish the secure
communication session with the server over the network using the session key(Col. 4,

lines 60-63: Client Hello message 150 is a message that provides second network
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device 120 with information that is used to establish secured communications between
network devices 110 and 120. Col. 5, lines 63-67: a Master key can be produced prior
to completion of the SSL/TLS authentication procedure. The Master key is now used as
a symmetric key for supporting encrypted communications between the network devices
110 and 120).

Chou does not explicitly disclose a system-on-a-chip comprising a security
engine having a secure memory accessible only by the security engine, wherein
the secure memory includes a security key that was encoded in the secure
memory during a manufacturing process of the system-on-a-chip, the session
key is encrypted based on the security key and is stored in the secure memory.

However, in the field of protecting data, Kumar discloses a system-on-a-chip
(Col. 1, lines 26-32: TPM is a system on a chip) comprising a security engine having a
secure memory accessible only by the security engine, wherein the secure memory
includes a security key (Col. 1, lines 41-46: The sub-components of a TPM may include
an execution engine and secure nonvolatile (NV) memory or storage. The secure NV
memory is used to store sensitive information, such as encryption keys. Fig. 1:Itis
obvious that Processor 22 could also be a secure processor-TPM/system-on-a chip-
with Proc. Unit 30 is a secure nonvolatile and the Proc. Unit 30 is the execution engine.
Col. 2, lines 17-19: In a platform with a TPM, platform measurements and encryption
can be used to seal sensitive information or secrets to the TPM.) that was encoded in
the secure memory during a manufacturing process of the system-on-a-chip (Fig. 1:

Proc. Unit 30 has PUK 70. Col. 3, lines 2-7: a processing unit key or PUK is a

Petitioner Samsung Ex-1004, 0522



Application/Control Number: 13/997,412 Page 6
Art Unit: 2495

cryptographic key that is stored in a processor when the processor is manufactured,
and that remains in the processor in nonvolatile form), the session key is encrypted
based on the security key and is stored in the secure memory (Fig. 1: Proc. Unit 30
stores PUK, 3PK, and SK-session key. Col. 6, lines 43-50: PKU is used to encrypt 3KP.
Col. 7, lines 44-47: encrypted key is protected from attacker. Therefore, it is obvious
that PKU is also used to encrypt SK to protect SK from attacker.)

Therefore, it would have been obvious to a person of ordinary skill in the art at
the time the invention was made to combine Chou's invention of establishing a secure
communication session with the server over the network using a session key with a
system on a chip that contains a secure memory to store session key and the session is
encrypted using a key that was encoded in the secure memory during a manufacturing
process of the system-on-a-chip as taught by Kumar. The motivation to do so would be
to protect data and to seal sensitive information or secrets to a secure area as taught by
Kumar (Col. 1, line 8 and Cal. 2, lines 17-19).

Regarding claim 49, Chou and Kumar disclose the system-on-a-chip apparatus
of claim 48, wherein,
the security engine is further to receive a server nonce from the server in a response
message to the request for the secure communication session, the response message
including a server nonce and store the server nonce in the secure memory (Chou, Figs.
1, 2B and associated text: server hello message 160-response message- includes
random number 260. Chou does not explicitly disclose that the server nonce is stored.

However, it is known in the art to store data for later retrieving. Combining with Kumar’s
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teaching of secure memory as in claim 48 above, it is obvious to have the server’s
nonce stored in the secure memory to protect the nonce from being compromised).
Regarding claim 50, Chou and Kumar disclose the system-on-a-chip apparatus
of claim 48, wherein the security engine is further to generate a pre-master key, encrypt
the pre-master key using the security key of the security engine, and send the
encrypted pre-master key to the server (Chou, Col. 5, lines 50-61: first network device
generates Pre-Master key. Pre-master key is encrypted with the public key of second
network device and is sent to second network device-server. Kumar, Col. 3, lines 27-34:
3PKs are used to generate session key. Col. 6, lines 43-50: PKU is used to encrypt
3KP. The combination of Chou and Kumar’s teaching makes it obvious that pre-master
key is generated and encrypted using the security key of the security engine).
Regarding claim 51, Chou and Kumar disclose the system-on-a-chip apparatus
of claim 50, wherein the security engine is further to wrap the pre-master key using a
server public key and store the wrapped pre-master key in the secure memory (Chou,
Col. 5, lines 50-57: first network device generates Pre-Master key and pre-master key is
encrypted with the public key of second network device. Kumar, Col. 1, lines 41-46: The
secure NV memory is used to store sensitive information, such as encryption keys. Fig.
1: Proc. Unit 30 stores PUK, 3PK, and SK-session key. Col. 6, lines 43-50: PKU is
used to encrypt 3KP. Col. 7, lines 44-47: encrypted key is protected from attacker.
Therefore, the combination of Chou and Kumar’s teachings make it obvious that PKU is
also used to encrypt pre-master key and store it in the secure memory to protect it from

attacker.)
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Regarding claim 52, Chou and Kumar disclose the system-on-a-chip apparatus
of claim 50. Chou further discloses wherein the security engine is further to:

generate the session key as a function of the pre-master key (Col. 5, lines 61-65:
a master key is produced from the pre-master key); and

calculate a hash function as a function of the random nonce generated by the
security engine and a nonce received from the server (Col. 3, lines 27-29: The
completion of a TLS handshake includes a hash of all the frames sent and received by
each peer. Col. 7, lines 11-17: According to one embodiment of the invention, each
hash value is a result produced by performing one-way hash operations on
authentication messages during the SSL/TLS Handshake. These hash operations may
be in accordance with MD5, SHA-1 or other hash algorithms that are performed in an
iterative to produce a single hash value or in any other selected manner. The hash
value is used by the CP processing element to continue the remaining portion of the
SSL/TLS Handshake. Therefore, it is obvious that the designer can calculate hash
function on his/her choices of values which could be random numbers from client and
server).

Claims 56-58 and 64-66 are rejected because they disclose similar subject
matter to claims 48-50 respectively.

Claims 59 and 67 are rejected because they disclose similar subject matter to
claim 48.

Claims 60-61 and 68-69 are rejected because they disclose similar subject

matter to claim 52.
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10. Claims 53, 54, 62, 63, 70, and 71 are rejected under pre-AlA 35 U.S.C. 103(a)
as being unpatentable over Chou et al. (US Patent No. 7,966,646), hereinafter
"Chou", in view of Kumar et al. (US Patent No. 8364975), hereinafter "Kumar”, and
further in view of Jin-Meng Ho (US application No. 2010/0042839), hereinafter
"Ho”.

Regarding claim 53, Chou and Kumar disclose the system-on-a-chip apparatus
of claim 48. Chou further discloses that client hello message includes list of
cryptographic algorithms supported by first network device 110 such as Ephemeral
Diffie-Hellman (DHE). Chou also discloses data is encrypted with server's private key
before being sent to the server (Chou, Col. 5, lines 50-57: pre-master key is encrypted
with the public key of second network device-server).

Chou and Kumar do not explicitly disclose wherein the security engine to
generate a public Diffie-Hellman client key and a private Diffie- Hellman client key, sign
the public Diffie-Hellman client key using a security key of the security engine, and send
the signed public Diffie-Hellman key to the server.

However, in the field of data communication and security, Ho discloses the
security engine to generate a public Diffie-Hellman client key and a private Diffie-
Hellman client key (Fig. 3, step 0a and associated text: a secret (private) key is chosen
and a public key is computed. Paragraph [0038]: public key generated initiating device
A-client- is used for Diffie-Hellman key exchange), sign the public Diffie-Hellman client
key using a security key of the security engine (it is obvious to apply Chou’s teaching of

encrypting-signing- data before sending as stated above), and send the signed public
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Diffie-Hellman key to the server (Fig. 3, Step 2a and associated text: Public key PKa is
sent to device B-server).

Therefore, it would have been obvious to a person of ordinary skill in the art at
the time the invention was made to combine Chou and Kumar's inventions of
establishing a secure communication session with the server over the network using a
session key with a system on a chip that contains a secure memory to store sensitive
information and with Ho’s invention of using Diffie-Hellman for generating key. The
motivation to do so would be to allow two parties to exchange information over an
insecure channel to establish a shared secret as taught by Ho (paragraph [0022]).

Regarding claim 54, Chou, Kumar, and Ho disclose the system-on-a-chip
apparatus of claim 53. Ho further discloses wherein the security engine to receive a
public Diffie-Hellman server key from the server (Fig. 3, step 4b and associated text:
Public key of device B-server- is sent to device A) and generate the session key as a
function of the private Diffie-Hellman client key and the public Diffie-Hellman server key
(step 5a and associated text: DHkey-session key- is computed based on Private key of
device A —client- and public key of Device B-server).

Regarding claim 63, Chou and Kumar disclose the method of claim 56 (claim 56
is rejected for disclosing similar subject matter to claim 48, as stated in section 9
above). Chou further disclose:

generating, in the security engine of the system-on-a-chip, a hash code of a
preceding message sent from the client to the server (Col. 3, lines 27-29: The

completion of a TLS handshake includes a hash of all the frames sent and received by
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each peer. Col. 7, lines 11-17: According to one embodiment of the invention, each
hash value is a result produced by performing one-way hash operations on
authentication messages during the SSL/TLS Handshake. These hash operations may
be in accordance with MD5, SHA-1 or other hash algorithms that are performed in an
iterative to produce a single hash value or in any other selected manner. The hash
value is used by the CP processing element to continue the remaining portion of the
SSL/TLS Handshake. Therefore, it is obvious that the designer can calculate hash
function on his/her choices of values which could be random numbers from client and
server).

signing the hash code using a security key stored in a secure memory of the
security engine (Chou discloses data is encrypted with server's private key before being
sent to the server (Chou, Col. 5, lines 50-57: pre-master key is encrypted with the public
key of second network device-server. Kumar, Col. 1, lines 41-46: The secure NV
memory is used to store sensitive information, such as encryption keys. Fig. 1: Proc.
Unit 30 stores PUK, 3PK, and SK-session key. Col. 6, lines 43-50: PKU is used to
encrypt 3KP. The combination of Chou and Kumar’ teachings makes it obvious that the
hash code could be signed using a security key stored in the secure memory of the
security engine).

Chou and Kumar do not explicitly disclose sending a client certificate verification
message to the server, the client certificate verification message including the signed

hash code.
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However, in the field of data communication and security, Ho discloses sending a
hash client certificate verification message to the server, the client certificate verification
message including the signed hash code (Fig. 3, steps 5a and 7a and associated text:
Verification Va1 is computed and sent to device B-server. With Chou’s teaching of
signing data before sending as above, the client certificate verification message
including the signed hash code is sent to the server).

Therefore, it would have been obvious to a person of ordinary skill in the art at
the time the invention was made to combine Chou and Kumar's inventions of
establishing a secure communication session with the server over the network using a
session key with a system on a chip that contains a secure memory to store sensitive
information and with Ho’s invention of using hash code for verification message. The
motivation to do so would be to ensure secure communication for involved parties.

Claims 62 and 70 are rejected because they disclose similar subject matter to
the combination of claims 53 and 54.

Claim 71 is rejected because it discloses similar subject matter to claim 63.

11. Claim 55 is rejected under pre-AlA 35 U.S.C. 103(a) as being unpatentable
over Chou et al. (US Patent No. 7,966,646), hereinafter "Chou", in view of Kumar
et al. (US Patent No. 8364975), hereinafter "Kumar”, in view of Jin-Meng Ho (US

application No. 2010/0042839), hereinafter "Ho”, and further in view of Peyravian

et al (US application No. 2004/0158715), hereinafter “Peyravian”.
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Regarding claim 55, Chou and Kumar disclose the system-on-a-chip apparatus
of claim 48. Kumar also discloses the secure memory stores cryptographic key as
stated in claim 48.

Chou and Kumar do not explicitly disclose wherein the security engine to receive
Diffie-Hellman global values and a public Diffie-Hellman server key from the server.

However, in the field of data communication and security, Ho discloses the
security engine to receive Diffie-Hellman [global values] and a public Diffie-Hellman
server key from the server (Fig. 3, step 4b and associated text: Public key of device B-
server- is sent to device A-client).

Therefore, it would have been obvious to a person of ordinary skill in the art at
the time the invention was made to combine Chou and Kumar' s inventions of
establishing a secure communication session with the server over the network using a
session key with a system on a chip that contains a secure memory to store sensitive
information and with Ho'’s invention of using Diffie-Hellman for generating key. The
motivation to do so would be to allow two parties to exchange information over an
insecure channel to establish a shared secret as taught by Ho (paragraph [0022]).

Chou, Kumar, and Ho do not explicitly disclose the security engine to receive
Diffie-Hellman global values.

However, in the field of data security, Peyravian discloses a prime modulus-
global Diffie-Hellman value- is sent to a device (paragraph [0011]: prime modulus is
sent to server, so that the server can use this prime modulus as one of parameters to

generate Diffie-Hellman symmetric secret key-session key. It is obvious that the client
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and server can switch roles. In other words, the server can be the sender instead of
receiver of the prime modulus).

Therefore, it would have been obvious to a person of ordinary skill in the art at
the time the invention was made to combine Chou, Kumar, and Ho' inventions of
establishing a secure communication session with the server over the network using a
session key with a system on a chip that contains a secure memory to sensitive
information with using Diffie-Hellman for generating key and with Peyravian’s invention
of sending a global value. The motivation to do so would be to provide an improved
way to distribute and authenticate public cryptographic keys as taught by Peyravian
(paragraph [0010].

The combination of Chou and Ho's references discloses store at least one of the
Diffie-Hellman global values and the public Diffie-Hellman server key in the secure
storage (Chou, Abstract: secure memory stores cryptographic key. Ho, Fig. 3, step 4b
and associated text: Public key of device B-server- is sent to device A-client).

Conclusion
12.  Applicant’'s amendment necessitated the new ground(s) of rejection presented in
this Office Action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP §
706.07(a). Applicant is reminded of the extension of time policy as set forth in 37 CFR
1.136(a).

A shortened statutory period for reply to this final action is set to expire THREE
MONTHS from the mailing date of this action. In the event a first reply is filed within

TWO MONTHS of the mailing date of this final action and the advisory action is not
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mailed until after the end of the THREE-MONTH shortened statutory period, then the
shortened statutory period will expire on the date the advisory action is mailed, and any
extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of
the advisory action. In no event, however, will the statutory period for reply expire later
than SIX MONTHS from the mailing date of this final action.

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to THANH T. LE whose telephone number is (571)270-
0279. The examiner can normally be reached on M-Th 7:00 am- 1:00 pm.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Farid Homayounmehr can be reached on 571-272-3739. The fax phone
number for the organization where this application or proceeding is assigned is 571-
273-8300.

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http:/pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.
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Doc Code: A.NE.AFCP
Document Description: After Final Consideration Pilot Program Request

PTO/SB/434 (05-13)

CERTIFICATION AND REQUEST FOR CONSIDERATION UNDER THE
AFTER FINAL CONSIDERATION PILOT PROGRAM 2.0

Practitioner Docket No.: Application No.: Filing Date:
P41624US/45631-225521|13/997,412 April 3, 2014

First Named Inventor: Title:

Horm UZd M . Khosravi Method and Device for Secure Communications Over a Network Using a Hardware Security Engine

APPLICANT HEREBY CERTIFIES THE FOLLOWING AND REQUESTS CONSIDERATION UNDER THE AFTER FINAL CONSIDERATION PILOT
PROGRAM 2.0 (AFCP 2.0) OF THE ACCOMPANYING RESPONSE UNDER 37 CFR 1.116.

1. The above-identified application is (i) an original utility, plant, or design nonprovisional application filed under
35 U.S.C. 111{a) [a continuing application {e.g., a continuation or divisional application) is filed under 35 U.5.C. 111{a) and is
eligible under (i)], or {ii) an international application that has entered the national stage in compliance with 35 U.5.C. 371{c).

2. The above-identified application contains an outstanding final rejection.

3. Submitted herewith is a response under 37 CFR 1.116 to the outstanding final rejection. The response includes an
amendment to at least one independent claim, and the amendment does not broaden the scope of the independent claim in
any aspect.

4, This certification and request for consideration under AFCP 2.0 is the only AFCP 2.0 certification and request filed in
response to the outstanding final rejection.

S. Applicant is willing and available to participate in any interview requested by the examiner concerning the present response.

6. This certification and request is being filed electronically using the Office’s electronic filing system {(EFS-Web).

7. Any fees that would be necessary consistent with current practice concerning responses after final rejection under 37 CFR

1.116, e.g., extension of time fees, are being concurrently filed herewith. [There is no additional fee required to request
consideration under AFCP 2.0.]

8. By filing this certification and request, applicant acknowledges the following:

. Reissue applications and reexamination proceedings are not eligible to participate in AFCP 2.0.
. The examiner will verify that the AFCP 2.0 submission is compliant, i.e., that the requirements of the program have been met
{see items 1 to 7 above). For compliant submissions:

o The examiner will review the response under 37 CFR 1.116 to determine if additional search and/or consideration
(i) is necessitated by the amendment and (i) could be completed within the time allotted under AFCP 2.0. If
additional search and/or consideration is required but cannot be completed within the allotted time, the examiner
will process the submission consistent with current practice concerning responses after final rejection under
37 CFR 1.116, e.g., by mailing an advisory action.

o Ifthe examiner determines that the amendment does not necessitate additional search and/or consideration, or if
the examiner determines that additional search and/or consideration is required and could be completed within
the allotted time, then the examiner will consider whether the amendment places the application in condition for
allowance (after completing the additional search and/or consideration, if required). If the examiner determines
that the amendment does not place the application in condition for allowance, then the examiner will contact the
applicant and request an interview.

L] The interview will be conducted by the examiner, and if the examiner does not have negotiation
authority, a primary examiner and/or supervisory patent examiner will also participate.

L] If the applicant declines the interview, or if the interview cannot be scheduled within ten (10) calendar
days from the date that the examiner first contacts the applicant, then the examiner will proceed
consistent with current practice concerning responses after final rejection under 37 CFR 1.116.

Signature Date
/Scott Rylan Powell/ June 28, 2016
Name Practitioner

(Print/Typed) Registration No.

Scott Rylan Powell 58378

Note: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4(d) for signature requirements and certifications. Submit multiple
forms if more than one signature is required, see below*.

m * Total of 1 forms are submitted.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the
requirements of the Act, please be advised that: (1) the general authority for the collection of this information is
35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which
the information is used by the U.S. Patent and Trademark Office is to process and/or examine your submission
related to a patent application or patent. If you do not furnish the requested information, the U.S. Patent and
Trademark Office may not be able to process and/or examine your submission, which may result in termination
of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of
records may be disclosed to the Department of Justice to determine whether disclosure of these
records is required by the Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in
the course of settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress
submitting a request involving an individual, to whom the record pertains, when the individual has
requested assistance from the Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency
having need for the information in order to perform a contract. Recipients of information shall be
required to comply with the requirements of the Privacy Act of 1974, as amended, pursuantto 5 U.S.C.
552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this
system of records may be disclosed, as a routine use, to the International Bureau of the World
Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act
(42 U.S.C. 218(c)).

7. Arecord from this system of records may be disclosed, as a routine use, to the Administrator, General
Services, or his/her designee, during an inspection of records conducted by GSA as part of that
agency’s responsibility to recommend improvements in records management practices and programs,
under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the
GSA regulations governing inspection of records for this purpose, and any other relevant (i.e., GSA or
Commerce) directive. Such disclosure shall not be used to make determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35
U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine
use, to the public if the record was filed in an application which became abandoned or in which the
proceedings were terminated and which application is referenced by either a published application, an
application open to public inspection or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local
law enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or
regulation.
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AMENDMENTS TO THE CLAIMS

1-47. (Canceled)

48. {Currently Amended) A system-on-a-chip apparatus comprising:

a system-on-a-chip comprising a security engine having a secure memory
accessible only by the security engine, wherein the secure memory includes a security key that
was encoded in the secure memory during a manufacturing process of the system-on-a-chip, the
security engine to:

generate a random nonce for initiating a request for a secure communication
session with a remote server over a network using the nonce;

perform a cryptographic key exchange with the remote server; [[to]]

generate a symmetric session key, based on the cryptographic key exchange, to

encrypt messages sent to the remote server and decrypt messages received from the remote
server during the secure communication session;

encrypt the symmetric session key based on the security key; and

store the encrypted session key in the secure memory,
the system-on-a-chip to establish the secure communication session with the

remote server over the network using the session key.

49. (Currently Amended) The system-on-a-chip apparatus of claim 48, wherein the
security engine is further to receive a server nonce from the remote server in a response message
to the request for the secure communication session, the response message including a server

nonce and store the server nonce in the secure memory.

50. (Currently Amended) The system-on-a-chip apparatus of claim 48, wherein the
security engine is further to generate a pre-master key, encrypt the pre-master key using the

security key of the security engine, and send the encrypted pre-master key to the remote server.

-Page 2 of 12 -

Petitioner Samsung Ex-1004, 0552



Application No. 13/997,412
Art Unit 2495
Docket No. P41624US/45631-225521

51. (Previously Presented) The system-on-a-chip apparatus of claim 50, wherein the
security engine is further to wrap the pre-master key using a server public key and store the

wrapped pre-master key in the secure memory.

52. (Currently Amended) The system-on-a-chip apparatus of claim 50, wherein the
security engine is further to:
generate the session key as a function of the pre-master key; and
calculate a hash function as a function of the random nonce generated by the

security engine and a nonce received from the remote server.

53. {Currently Amended) The system-on-a-chip apparatus of claim 48, wherein the
security engine is further to generate a public Diffie-Hellman client key and a private Diffie-
Hellman client key, sign the public Diffie-Hellman client key using the security key of the

security engine, and send the signed public Diffie-Hellman key to the remote server.

54. (Currently Amended) The system-on-a-chip apparatus of claim 53, wherein the
security engine is further to receive a public Diffie-Hellman server key from the remote server
and generate the session key as a function of the private Diffie-Hellman client key and the public

Diffie-Hellman server key.

55. (Currently Amended) The system-on-a-chip apparatus of claim 48, wherein the
security engine is further to receive Diffie-Hellman global values and a public Diffie-Hellman
server key from the remote server and store at least one of the Diffie-Hellman global values and

the public Diffie-Hellman server key in the secure memory.

56. {Currently Amended) A method comprising:
generating a random nonce in a security engine of a system-on-a-chip of a client
device;
initiating, using the client device, a request for a secure communication session

with a remote server over a network, the request including the random nonce;

-Page 3 0of 12 -
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performing a cryptographic key exchange, using the security engine of the
system-on-a-chip, with the remote server: [[to]]

generate a symmetric session key to encrypt messages sent to the remote server
and decrypt messages received from the remote server during the secure communication session;

encrypting the session key based on a security key that was encoded in a secure
memory of the security engine during a manufacturing process of the system-on-a-chip;

storing the encrypted session key in the secure memory of the security engine of
the system-on-a-chip; and

establishing, using the client device, the secure communication session with the

remote server using the session key.

57. (Currently Amended) The method of claim 56, wherein initiating a request for a
secure communication session comprises sending a ClientHello message, including the nonce, to
the remote server; and further comprising:

receiving a ServerHello message from the remote server, the ServerHello message
including a server nonce; and
storing the server nonce in the secure memory of the security engine of the

system-on-a-chip.

58. (Currently Amended) The method of claim 56, wherein performing the
cryptographic key exchange with the remote server comprises:
generating a pre-master key in the security engine;
encrypting the pre-master key using the security key of the security engine; and

sending the encrypted pre-master key to the remote server.

59. (Previously Presented) The method of claim 58, further comprising:
wrapping the pre-master key in the security engine of the system-on-a-chip using
a server public key, and
storing the wrapped pre-master key in the secure memory of the security engine

of the system-on-a-chip.

-Page 4 of 12 -
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60. (Currently Amended) The method of claim 58, wherein performing the
cryptographic key exchange with the remote server comprises generating the session key in the

security engine of the system-on-a-chip as a function of the pre-master key.

61. (Currently Amended) The method of claim 60, wherein generating the session key
in the security engine comprises calculating, using the security engine of the system-on-a-chip, a
hash function as a function of the random nonce generated by the security engine and a nonce

received from the remote server.

62. {Currently Amended) The method of claim 56, wherein performing the

cryptographic key exchange with the remote server comprises:

generating, in the security engine of the system-on-a-chip, a public Diffie-
Hellman client key and a private Diffie-Hellman client key;

signing the public Diffie-Hellman client key using the security key of the security
engine of the system-on-a-chip;

sending the signed public Diffie-Hellman key to the remote server;

receiving a public Diffie-Hellman server key from the remote server; and

generating, in the security engine of the system-on-a-chip, the session key as a

function of the private Diffie-Hellman client key and the public Diffie-Hellman server key.

63. (Currently Amended) The method of claim 56, further comprising:
generating, in the security engine of the system-on-a-chip, a hash code of a
preceding message sent from the client to the remote server;
signing the hash code using the security key stored in the secure memory of the
security engine; and
sending a client certificate verification message to the remote server, the client

certificate verification message including the signed hash code.

-Page 5of 12 -
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64. (Currently Amended) One or more non-transitory machine-readable storage

media comprising a plurality of instructions stored thereon that, in response to execution by a
computing device, cause the computing device to:

generate a random nonce in a security engine of a system-on-a-chip of the
computing device;

initiate a request for a secure communication session with a remote server over a
network, the request including the random nonce;

perform a cryptographic key exchange, using the security engine of the system-
on-a-chip, with the remote server; [[to]]

generate, based on the cryptographic key exchange, a symmetric session key to
encrypt messages sent to the remote server and decrypt messages received from the remote
server during the secure communication session;

encrypt the session key based on a security key that was encoded in a secure
memory of the security engine during a manufacturing process of the system-on-a-chip;

store the session key in the secure memory of the security engine of the system-
on-a-chip; and

establish the secure communication session with the remote server using the

session key.

65. (Currently Amended) The one or more non-transitory machine-readable storage
media of claim 64, wherein to initiate a request for a secure communication session comprises to
send a ClientHello message, including the nonce, to the remote server; and

wherein the plurality of instructions further cause the computing device to:
receive a ServerHello message from the remote server, the ServerHello message including a
server nonce; and

store the server nonce in the secure memory of the security engine of the system-

on-a-chip.

-Page 6 of 12 -
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66. (Currently Amended) The one or more non-transitory machine-readable storage
media of claim 64, wherein to perform the cryptographic key exchange with the remote server
comprises to:

generate a pre-master key in the security engine;
encrypt the pre-master key using the security key of the security engine; and

send the encrypted pre-master key to the remote server.

67. (Previously Presented) The one or more non-transitory machine-readable storage
media of claim 66, wherein the plurality of instructions further cause the computing device to:
wrap the pre-master key in the security engine of the system-on-a-chip with a
server public key, and
store the wrapped pre-master key in the secure memory of the security engine of

the system-on-a-chip.

68. {Currently Amended) The one or more non-transitory machine-readable storage
media of claim 66, wherein to perform the cryptographic key exchange with the remote server
comprises to generate the session key in the security engine of the system-on-a-chip as a function

of the pre-master key.

69. (Currently Amended) The one or more non-transitory machine-readable storage
media of claim 68, wherein to generate the session key in the security engine comprises to
calculate, using the security engine of the system-on-a-chip, a hash function as a function of the

random nonce generated by the security engine and a nonce received from the remote server.

70. (Currently Amended) The one or more non-transitory machine-readable storage
media of claim 64, wherein to perform the cryptographic key exchange with the remote server
comprises to:

generate, in the security engine of the system-on-a-chip, a public Diffie-Hellman

client key and a private Diffie-Hellman client key;

-Page 7 of 12 -
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sign the public Diffie-Hellman client key using the security key of the security
engine of the system-on-a-chip;

send the signed public Diffie-Hellman key to the remote server;

receive a public Diffie-Hellman server key from the remote server; and

generate, in the security engine of the system-on-a-chip, the session key as a

function of the private Diffie-Hellman client key and the public Diffie-Hellman server key.

71. (Currently Amended) The one or more non-transitory machine-readable storage
media of claim 64, wherein the plurality of instructions further cause the computing device to:
generate, in the security engine of the system-on-a-chip, a hash code of a
preceding message sent from the client to the remote server;
sign the hash code using the security key stored in the secure memory of the
security engine; and
send a client certificate verification message to the remote server, the client

certificate verification message including the signed hash code.

-Page 8 of 12 -
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REMARKS
Applicants thank the Examiner for consideration of the present application. Applicants
have carefully reviewed the Office Action dated May 6, 2016 (hereinafter “the Office Action™).
Claims 48-71 are pending in this application. In the present Response, Applicants have amended
claims 48-50, 52-58, 60-66, and 68-71 without prejudice or disclaimer of subject matter.
Applicants respectfully request reconsideration of the present application in light of the above

amendments and the remarks presented below.

I. 35 U.S.C. § 103 REJECTIONS

Each of claims 48-52, 56-61, and 64-69 stands rejected under 35 U.S.C. § 103 as being
unpatentable over U.S. Patent No. 7,966,646 of Chou et al. (hereinafter “Chou’) in view of U.S.
Patent No. 8,364,975 of Kumar et al. (hereinafter “Kumar’). Further, each of claims 53, 54, 62,
63, 70, and 71 stands rejected under 35 U.S.C. § 103 as being unpatentable over Chou in view of
Kumar and further in view of U.S. Patent Application No. 2010/0042839 of Ho (hereinafter
“Ho™). Additionally, claim 55 stands rejected under Chou in view of Kumar and Ho, and further
in view of U.S. Patent Application Publication No. 2004/0158715 of Peyravian et al. (hereinafter
“Peyravian™). It is well settled that the analysis required under 35 U.S.C. § 103(a) must be
resolved on the basis of the factual inquiries outlined in Graham v. John Deere, Co., 383 U.S. 1,
148 USPQ 459 (1966); see KSR v. Teleflex, 127 S.Ct. at 1740. The Graham Court stated that as
part of any analysis under Section 103,

the scope and content of the prior art are to be determined;
differences between the prior art and the claims at issue are to be
ascertained; and the level of ordinary skill in the pertinent art
resolved. Against this background, the obviousness or
nonobviousness of the subject matter is determined.
148 USPQ at 467. The analysis of obviousness therefore requires an inquiry into the scope and
content of the prior art and, more particularly, an inquiry into whether the prior art discloses all

of the elements of the claimed invention.

A. Independent Claim 48
In support of the 35 U.S.C. § 103 rejection of independent claim 48, the Office Action

asserts that Chou in view of Kumar describes or suggests every feature of independent claim 48.

-Page 9 of 12 -
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Applicants disagree. However, in order to expedite prosecution of the present application,
Applicants have amended independent claim 48 to clarify that the session key encrypted by the
security engine is generated based on a cryptographic key exchange with a remofte server, to
encrypt and decrypt messages exchanged with the remote server. More specifically, claim 48
has been amended to recite: a system-on-a-chip that includes a security engine to “perform a
cryptographic key exchange with the remote server . . . generate a symmetric session key, based
on the cryptographic key exchange, to encrypt messages sent to the remote server and decrypt
messages received from the remote server during the secure communication session....” Chou
does not disclose this feature. In fact, the Office Action acknowledges, on page 5, that Chou
does not disclose a system-on-a-chip that includes a security engine. Kumar also fails to disclose
the features amended into claim 48. Rather, Kumar describes a processor 22 establishing
communication with a trusted platform module (TPM) 44 within the same processing system
(i.e., within the same computer). See Kumar at col. 8, lines 49-52. Further, Kumar describes, at
col. 8, lines 49-52, generating a session key using a third party key that was embedded in the
processor at the time of assembly. This is in contrast to encrypting a session key generated from
a cryptographic key exchange, wherein the encryption of the session key is performed using a
security key that was encoded in the secure memory at the time of manufacture, in accordance
with claim 48.

For at least the reasons discussed above, Applicants respectfully submit that the proposed
combination of Chou and Kumar does not render claim 48 obvious and Applicants respectfully

request withdrawal of the Section 103 rejection of claim 48.

B. Independent Claim 56

The Office Action also rejected claim 56 under Section 103 as being rendered obvious by
Chou and Kumar, using similar rational as set forth in the rejection of claim 48. Although
Applicants respectfully disagree, Applicants have amended independent claim 56 in a manner
similar to amended independent claim 48, in order to expedite prosecution. As such, all of the
arguments presented above with regard to amended independent claim 48 apply with equal force
to the rejection of amended claim 56 and are incorporated into this section by reference.

Accordingly, Applicants submit that the proposed combination of Chou and Kumar does not

- Page 100f 12 -
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render claim 56 obvious and Applicants respectfully request withdrawal of the Section 103

rejection of claim 56.

C. Independent Claim 64

The Office Action also rejected claim 64 under Section 103 as being rendered obvious by
Chou and Kumar, using similar rational as set forth in the rejection of claim 48. Although
Applicants respectfully disagree, Applicants have amended independent claim 64 in a manner
similar to amended independent claim 48, in order to expedite prosecution. As such, all of the
arguments presented above with regard to amended independent claim 48 apply with equal force
to the rejection of amended claim 64 and are incorporated into this section by reference.
Accordingly, Applicants submit that the proposed combination of Chou and Kumar does not
render claim 64 obvious and Applicants respectfully request withdrawal of the Section 103

rejection of claim 64.

D. Dependent Claims 49-55, 57-63, and 65-71

Each of claims 49-55 includes independent claim 48 as a base claim; each of claims 57-
63 includes independent claim 56 as a base claim; and each of clams 65-71 includes independent
claim 64 as a base claim. Ho and Peyravian do not cure the deficiencies of Chou and Kumar
with respect to independent claims 48, 56, and 64. Accordingly, Applicants respectfully request
withdrawal of the Section 103 rejection of claims 49-55, 57-63, and 65-71. Any arguments
specific to claims 49-55, 57-63, and 65-71 are held in abeyance without prejudice or admission

to any assertion made in the Office Action in order to expedite prosecution.

II. CONCLUSION

In view of the foregoing, it is submitted that this application is in a condition for
allowance. Action to that end is hereby solicited. If there are any questions or comments that
would expedite prosecution of this application, the Examiner is invited to call the undersigned at
(317) 231-7307.

It is respectfully requested that, if necessary to effect a timely response, this paper be
considered as a Petition for an Extension of Time sufficient to effect a timely response. The

Commissioner is hereby authorized to charge the fee for such Petition, if needed, and any

-Page 11 of 12 -
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shortage of fees, and credit any overpayment of fees, to the Account of Barnes & Thornburg,

Deposit Account No. 10-0435 with reference to file P41624U5/45631-225521.

Respectfully submitted,

(G [Pl

Scott R. Powell

Registration No. 58,378

Barnes & Thornburg

11 South Meridian Street
Indianapolis, Indiana 46204-3535
Telephone: (317)231-7307
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THANH T. LE 2495 No

--The MAILING DATE of this communication appears on the cover sheet with the correspondence address --

THE REPLY FILED 28 June 2016 FAILS TO PLACE THIS APPLICATION IN CONDITION FOR ALLOWANCE.
NO NOTICE OF APPEAL FILED
1. X The reply was filed after a final rejection. No Notice of Appeal has been filed. To avoid abandonment of this application, applicant must timely file one
of the following replies: (1) an amendment, affidavit, or other evidence, which places the application in condition for allowance;
(2) a Notice of Appeal (with appeal fee) in compliance with 37 CFR 41.31; or (3) a Request for Continued Examination (RCE) in compliance with 37
CFR 1.114 if this is a ulility or plant application. Note that RCEs are not permitted in design applications. The reply must be filed within one of the
following time periods:
a) D The period for reply expires months from the mailing date of the final rejection.
b) The period for reply expires on: (1) the mailing date of this Advisory Action; or (2) the date set forth in the final rejection, whichever is later. In
no event, however, will the statutory period for reply expire later than SIX MONTHS from the mailing date of the final rejection.
c) D A prior Advisory Action was mailed more than 3 months after the mailing date of the final rejection in response to a first after-final reply filed
within 2 months of the mailing date of the final rejection. The current period for reply expires months from the mailing date of
the prior Advisory Action or SIX MONTHS from the mailing date of the final rejection, whichever is earlier.
Exarmniner Note: If box 1 is checked, check either box (a), (b) or (c). ONLY CHECK BOX (b) WHEN THIS ADVISORY ACTION IS THE
FIRST RESPONSE TO APPLICANT’S FIRST AFTER-FINAL REPLY WHICH WAS FILED WITHIN TWO MONTHS OF THE FINAL
REJECTION. ONLY CHECK BOX (c) IN THE LIMITED SITUATION SET FORTH UNDER BOX (c). See MPEP 706.07(f).
Extensions of time may be obtained under 37 CFR 1.136(a). The date on which the petition under 37 CFR 1.136(a) and the appropriate extension
fee have been filed is the date for purposes of determining the period of extension and the corresponding amount of the fee. The appropriate
extension fee under 37 CFR 1.17(a) is calculated from: (1) the expiration date of the shortened statutory period for reply originally set in the final
Office action; or (2) as set forth in (b) or (c) above, if checked. Any reply received by the Office later than three months after the mailing date of the
final rejection, even if timely filed, may reduce any earned patent term adjustment. See 37 CFR 1.704(b).
NOTICE OF APPEAL
2. |:| The Notice of Appeal was filed on . A brief in compliance with 37 CFR 41.37 must be filed within two months of the date of filing the
Notice of Appeal (37 CFR 41.37(a)), or any extension thereof (37 CFR 41.37(e)), to avoid dismissal of the appeal. Since a Notice of Appeal
has been filed, any reply must be filed within the time period set forth in 37 CFR 41.37(a).
AMENDMENTS
3. & The proposed amendments filed after a final rejection, but prior to the date of filing a brief, will not be entered because
a) They raise new issues that would require further consideration and/or search (see NOTE below);
b) D They raise the issue of new matter (see NOTE below);
c) D They are not deemed to place the application in better form for appeal by materially reducing or simplifying the issues for
appeal; and/or
d) [:l They present additional claims without canceling a corresponding number of finally rejected claims.
NOTE: . (See 37 CFR 1.116 and 41.33(a)).
4.[] The amendments are not in compliance with 37 CFR 1.121. See attached Notice of Non-Compliant Amendment (PTOL-324).
5. D Applicant’s reply has overcome the following rejection(s):
6. D Newly proposed or amended claim(s) would be allowable if submitted in a separate, timely filed amendment canceling the non-
allowable claim(s).
7. & For purposes of appeal, the proposed amendment(s): (a) [X] will not be entered, or (b) [] will be entered, and an explanation of how the
new or amended claims would be rejected is provided below or appended.
AFFIDAVIT OR OTHER EVIDENCE
8. D A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on

9. [0 The affidavit or other evidence filed after final action, but before or on the date of filing a Notice of Appeal will not be entered because
applicant failed to provide a showing of good and sufficient reasons why the affidavit or other evidence is necessary and was not earlier
presented. See 37 CFR 1.116(e).

10. [J The affidavit or other evidence filed after the date of filing the Notice of Appeal, but prior to the date of filing a brief, will not be entered
because the affidavit or other evidence failed to overcome all rejections under appeal and/or appellant fails to provide a showing of good and
sufficient reasons why it is necessary and was not earlier presented. See 37 CFR 41.33(d)(1).

11. [J The affidavit or other evidence is entered. An explanation of the status of the claims after entry is below or attached.

REQUEST FOR RECONSIDERATION/OTHER

12. X The request for reconsideration has been considered but does NOT place the application in condition for allowance because:

amended limitations need further search and considerarion.

13. [ Note the attached Information Disclosure Statement(s). (PTO/SB/08) Paper No(s).
14. X Other: PTOL-2323.
STATUS OF CLAIMS
15. The status of the claim(s) is (or will be) as follows:

Claim(s) allowed:

Claim(s) objected to:

Claim(s) rejected: 48-71.

Claim(s) withdrawn from consideration:

/FARID HOMAYOUNMEHR/ J/THANH T LE/
Supervisory Patent Examiner, Art Unit 2495 Examiner, Art Unit 2495
U.S. Patent and Trademark Office
PTOL-303 (Rev. 08-2013) Advisory Action Before the Filing of an Appeal Briet Part of Paper No. 20160803
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° ° Examiner Art Unit
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This is in response to the After Final Consideration Pilot request filed 06/28/2016.
1. Improper Request — The AFCP 2.0 request is improper for the following reason(s) and the after final amendment submitted with
the request will be treated under pre-pilot procedure.
[ An AFCP 2.0 request form PTO/SB/434 (or equivalent document) was not submitted.
[ A non-broadening amendment to at least one independent claim was not submitted.

[ A proper AFCP 2.0 request was submitted in response to the most recent final rejection.
[ Other:
2. Proper Request
A. After final amendment submitted with the request will not be treated under AFCP 2.0.
The after final amendment cannot be reviewed and a search conducted within the guidelines of the pilot program.
X The after final amendment will be treated under pre-pilot procedure.
B. Updated search and/or completed additional consideration.
The examiner performed an updated search and/or completed additional consideration of the after final amendment

within the time authorized for the pilot program. The result(s) of the updated search and/or completed additional
consideration are:

[ 1. All of the rejections in the most recent final Office action are overcome and a Notice of Allowance is issued
herewith.

[ 2. The after final amendment would not overcome all of the rejections in the most recent final Office action.
See attached interview summary for further details.

[ 3. The after final amendment was reviewed, and it raises a new issue(s). See attached interview summary for
further details.

[ 4. The after final amendment raises new issues, but would overcome all of the rejections in the most recent
final Office action. A decision on determining allowability could not be made within the guidelines of the
pilot. See attached interview summary for further details, including any newly discovered prior art.

[ 5. Other:

Examiner Note: Please attach an interview summary when necessary as described above.

U.S. Patent and Trademark Office
PTOL-2323 (Rev. 10-14) AFCP 2.0 Decision Part of Paper No. 20160803
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Secure session set up based on the Wireless Application Protocol.

Technical Field of the Invention

The Wireless Application Protocol (WAP) defines an industry-wide
specification for developing applications that operate over wireiess
communication networks. The wireless market is growing very quickly, and
reaching new customers and services. To enable operators and
manufacturers to meet the challenges in advanced services, differentiation
and fast/flexible service creation a set of protocols has been designed in

transport, security, transaction, session and application layers.

Background of the Invention

WAP security functionality includes the Wireless Transport Layer Security
(WAPWTLS) and application ievel security, accessible using Wireless Markup
Language Script (WMLScript). For optimum security, some parts of the
security functionality need to be performed by a tamper-resistant device, so
that an attacker cannot retrieve sensitive data. Such data is especially the
permanent private keys used in WTLS handshake with client authentication,
and for making application level electronic signatures (such as confirming an
application level transaction). In WTLS, also master keys (master secrets) are
relatively long living - which could be several days - this is in order to avoid
frequent full handshakes which are quite heavy both computationally and due
to relatively large data transfer. Master secrets are used as a source of
entropy, to calculate MAC keys and message encryption keys which are used

to secure a limited number of messages, depending on usage of WTLS.
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US-A-5,307,411 describe the set up of a secure communication session

between two communication units, such as phones or facsimile machines.
The secure session is controlled by separate smart cards based verification
units associated with a respective one of the communication units. These two
verification units exchanges random number, encrypts these numbers by
using private keys, returns the encrypted random numbers to their origin.
Then the encrypted random number is decrypted based on public keys. If the
received numbers corresponds to the transmitted numbers, the parties verifies
each other an the secure session may take place. However, this requires that
both communication units are provided with a smart card reader, which is not
a necessary requirement in a server, like e.g. an Internet server. Thus, this
document is quite restricting for the user, since it requires that both parties
have a smart card reader, and is less suitable for communication between a
wireless communication apparatus and a data communication apparatus.
Also, every time a session is going to be established between the two

communication apparatuses, an exchange of keys must be done.

Also, US-A-5,371,794, by Sun Microsystems, discloses a way to providing a
secure wireless communication link between a mobile nomadic device and a
base computing unit. The mobile device sends a host certificate to the base
along with a randomly chosen challenge value (CH1) and a list of supported
shared key algorithms. The base sends random number (RN1) encrypted in
the mobile’s public key and an identifier for the chosen algorithm back to the
mobile. The base saves the RN1 value and adds the CH1 value and the
chosen algorithm to the mobile. The mobile verifies under the public key of the
base the signature on the message. When the public key is verified, the
mobile determines the value of RN1 by decrypting the public key under the.
private key of the mobile. The mobile then generates RN2 and a session key,
and encrypts RN2 under the public key of the base to the base. The base

verifies and decrypting the RN2, and determines the session key. Finally, the
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mobile and the base can enter a data transfer phase using encrypted data

which is decrypted using the session key which is RN1 + RN2. The values of
RN1 and RN2 are always derived from the last key exchange, which may be
from the initial connection setup or from the last key change message,
whichever is more recent. This means that each time a data transfer is made,
two new numbers is generated based on RN1 and RN2, which will make the
data transfer quite slow. Thus, as in US-A-5,307,411, every time a session is
going to be established between the two apparatuses, in this case the mobile
nomadic device and the base computing unit, an exchange of keys must be

done.

Summary of the Invention

The main object of the present invention is to establish a secure connection
between a wireless communication apparatus and a data communication

apparatus based on a wireless application protocol.

Another cbject is to enable the user to re-establish a secure at a later
occasion, since establishing a secure connection is a heavy procedure both
computationally and due to intensive data transfer. That is why, there is a
need to use the mutually agreed master secret for a relatively long time. The
problem is to store the master key in a secure way. Partly due to that problem,
it is common practice to restrict the lifecycle of the master secret and the
associated secure session to e.g., 24 hours, after which it is required to

perform the heavy key establishment procedure a new.

The main object is achieved in accordance with the present invention by
connecting a wireless communication apparatus, e.g. a cellular phone, to a
separate unit, e.g. a smart card, a SIM (Subscriber Identity Module) card, etc.,
which may store sensitive data of a secure connection. This means that the

wireless communication apparatus having some kind of contact means, for

Petitioner Samsung Ex-1004, 0579



10

15

20

25

30

WO 00/02358 PCT/EP99/04720

4
example wireless (e.g. infra-red, radio frequency, etc.) or physical (i.e. an

electrical contact), for receiving information from the separate unit, i.e. the unit
is provided with memory means. The memory means comprises information
to control an access of the wireless communication apparatus through a
wireless communication network, e.g. a cellular phone network, connected to
a data communication apparatus, e.g. a server, which supports a Wireless
Application Protocol (WAP).

One advantage of usihg a separate unit, when establishing a secure
connection, is that it will be much easier to re-establish a connection to the
data communication apparatus. Thus, it is possible to save information, e.g.
signatures, secret keys, efc., in the memory means, and may be re-used in
another secure connection. In order to avoid fraud, the re-use of a secure
connection can be restricted for limited period of time. By saving this

information in the memory means the second object will be achieved.

Another advantage is that the user pays less when re-establishing a secure

session, in case of the necessary information to re-establishing is saved.

To establish a connection, the wireless communication apparatus connects to
the separate unit, accessing the wireless communication network connected
to said data communication apparatus. Then the wireless communication
apparatus transmits a request to the data communication apparatus. This
request comprises information of which pre-defined algorithm(s) the wireless
communication apparatus supports. When the data communication apparatus
receives this request, it chooses at least one algorithm, associated with a
public key and a private key, and transmits a message back to the wireless
communication apparatus. This message comprises the public key and
information about which algorithm the data communication apparatus has

chosen. When the wireless communication apparatus receives the message,
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comprising the public key, it will generate a master secret code, and
calculates a signature based on the chosen algorithm, the public key and the
master secret code. Thereafter, the wireless communication apparatus will
transmit a respond to the data communication apparatus. This respond
comprises the calculated signature. When the data communication apparatus
receives the respond, comprising the signature, it will calculate the master
secret code based on the chosen algorithm, the signature received, and the
private key. Finally, the data communication apparatus will be able to

establish a secure connection to the wireless communication apparatus.

Further advantages of the vane arrangement according to the present

invention will be apparent from the dependent claims.

Brief Description of the Drawing

Fig. 1 schematically illustrates a preferred embodiment of a hand portable

phone according to the invention.

Fig. 2 schematically shows the essential parts of a telephone for

communication with a cellular or cordless network.

Fig. 3 schematically shows how the secure session is set up between a client

/phone and a server according to the invention.

Fig. 4 illustrates the message structure for setting up a secure connection

according to the invention.

Detailed Description of Embodiments
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Fig. 1 shows a preferred embodiment of a phone according to the invention,

and it will be seen that the phone, which is generally designated by 1,
comprises a user interface having a keypad 2, a display 3, an on/off button 4,
a speaker 5, and a microphone 6. The phone 1 according to the preferred
embodiment is adapted for communication via a cellular network, but could
have been designed for a cordless network as well. The keypad 2 has a first
group 7 of keys as alphanumeric keys, by means of which the user can enter
a telephone number, write a text message (SMS), write a name (associated
with the phone number), etc. Each of the twelve alphanumeric keys 7 is
provided with a figure “0-9” or a sign “#” or **”, respectively. In alpha mode
each key is associated with a number of letters and special signs used in text

editing.

The keypad 2 additionally comprises two soft keys 8, two call handling keys 9,

and a navigation key 10.

The two soft keys 8 have a functionality corresponding tc what is known from
the phones Nokia 2110™, Nokia 8110™ and Nokia 3810™. The functionality of
the soft key depends on the state of the phone and the navigation in the menu
by using a navigation key. The present functionality of the soft keys 8 is

shown in separate fields in the display 3 just above the keys 8.

The two call handling keys 9 according to the preferred embodiment are used
for establishing a call or a conference call, terminating a call or rejecting an

incoming call.

The navigation key 10 is an up/down key and is placed centrally on the front
surface of the phone between the display 3 and the group of alphanumeric
keys 7. Hereby the user will be able to control this key with his thumb. This is

the best site to place an input key requiring precise motor movements. Many
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experienced phone users are used to one-hand handling. They place the

phone in the hand between the finger tips and the palm of the hand. Hereby

the thumb is free for inputting information.

Fig. 2 schematically shows the most important parts of a preferred
embodiment of the phone, said parts being essential to the understanding of
the invention. The preferred embodiment of the phone of the invention is
adapted for use in connection with the GSM network, but, of course, the
invention may also be applied in connection with other phone networks, such
as cellular networks and various forms of cordless phone systems or in dual
band phones accessing sets of these systems/networks. The microphone 6
records the user's speech, and the analog signals formed thereby are A/D
converted in an A/D converter (not shown) before the speech is encoded in
an audio part 14. The encoded speech signal is transferred to the controller
18, which i.a. supports the GSM terminal software. The controlier 18 also
forms the interface to the peripheral units of the apparatus, including a RAM
memory 17a and a Flash ROM memory 17b, a SIM card 16, the display 3 and
the keypad 2 (as well as data, power supply, etc.). The controller 18
communicates with the transmitter/receiver circuit 19. The audio part 14
speech-decodes the signal, which is transferred from the controller 18 to the

earpiece 5 via an D/A converter (not shown).

The controller 18 is connected to the user interface. Thus, it is the controller
18 which monitors the activity in the phone and controls the display 3 in

response thereto.

Therefore, it is the controller 18 which detects the occurrence of a state
change event and changes the state of the phone and thus the display text. A
state change event may be caused by the user when he activates the keypad

including the navigation key 10, and this type of events is called entry events
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or user events. However, the network communicating with the phone may

also cause a state change event. This type of event and other events beyond
the user's control are called non user events. Non user events comprise
status change during call set-up, change in battery voltage, change in

antenna conditions, message on reception of SMS, etc.

An example of a tamper-resistant device is a smart card (SC). In the phone, it

can be the Subscriber ldentity Module (SIM) or an external smart card.

The way which a phone and a smart card interact is specified as a command-
response protocol. The goal of this protocol is to provide means for a WAP
handset to utilize smart cards in performing WTLS and application level
security functions. The functionality presenied here is based on the
requirement that sensitive data, especially keys, can be stored in the card,
and all operations where these key are involved can be performed in the card.
Different classes of the cards are introduced in order to define how widely the

functionality is implemented.

This specification is based on 1ISO7816 series of standards on smart cards. In
particular, it uses the ISQO7816-8 standard (draft) [ISO7816-8]. When this
functionality is applied to GSM SIM there may be a need to extend also the

related GSM specifications [GSM11.11], where applicable.

According to the invention the smart card 16 is used to enhance security of
the implementation of the Security Layer and certain functions of the
Application Layer. The smart card 16 can be used for several purposes for
WTLS. The major purpose of the smart card 16 is to perform cryptographic
operations during the handshake, especially when the handshake is used for
client authentication. Furthermore the memory of the smart card 16 is used for

securing a master secret, a public key and other type of confidential material
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during long-living WTLS sessions. Finally the memory of the smart card 16 is

used for recording the level security of the sessions. According to the
invention the WTLS support in a smart card 16 can be described with

reference to the following three embodiments.

First embodiment.

According to this embodiment, the smart card 16 is used for storage of
permanent, typically certified, private keys and for performing operations
using these keys. The operations includes signing operation (e.g., ECDSA or
RSA) for client authentication when needed for the selected handshake
scheme; key exchange operation using a fixed client key (e.g., ECDH key, in
ECDH_ECDSA handshake).

The smart card 16 is not required to perform the calculation of the master
secret or operations using the master key. These calculations may
advantageously be performed by the controlier 18 of the phone. However, the
smart card 16 may act as a persistent storage for WTLS secure session (and
connection) data, including master secrets. |In this case, master secrets would
be calculated and used for key derivation in the volatile phone memory (the
RAM 17a) but erased from there when not needed at that moment, e.g., when
the user exits from secure WAP applications. Not storing session data
persistently in phone 1 may improve security, e.g., in the case of a stolen
phone 1. It also brings better usability in the case of changing the smart card

16 from one phone 1 to another.

Additionally, for portability, the smart card 16 may store needed certificates.
Storage of trusted root certificates (or public keys) has significance also from
security point of view: they must not be altered - but they can be exposed

without danger.
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Note that when public key encryption based key exchange (e.g., RSA) is used

according to the first embodiment of the invention, there is no advantage in
doing public key encryption on the smart card 16 when the pre-master secret
would anyway be returned fo the phone1, for master secret calculation in the

controller 18.

When client authentication is not supported in WTLS, at the minimum, the
smart card 16 only acts as a storage for session data. If client authentication
is supported, the card would be able to perform a signing operation based on
a private key (e.g., ECDSA or RSA) stored in the card, or key agreement

calculation (e.g., ECDH) based on a fixed key stored in the card.

Second embodiment.

According to the second embodiment, the smart card 16 is used as a tamper
resistant device for all crypto-critical functionality: storage of all persistent keys
and operations using these keys. Besides the operations performed according
the first embodiment, the smart card 16 now also supports the

calculation (ECDH key exchange) or generation (RSA key exchange) of the
pre-master secret; calculation and storage of the master secret for each
secure session; and derivation and output of key material (for MAC,

encryption keys, 1V, finished check), based on the master secret

The phone 1 stores MAC and message encryption keys as long as they are
currently needed. These keys have a limited lifetime which may be negatiated
during the WTLS handshake - in the extreme case they are used for a single
message only. The phone 1 has to delete the from its RAM memory 17a when
the user exits from the secure WAP applications. These keys can always be

derived anew from the master secret if needed.
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An attacker who obtains a message encryption key can read as many

messages as is agreed in the key refresh configuration (in the extreme case,
a single message). An attacker who obtains a MAC key can impersonate the
compromised party during as many messages as is agreed in the

configuration (in the extreme case, a single message).

Third embodiment.

Certain specialized smart cards 16 may act as full-blown security engines for
WTLS. This requires that the smart card 16 is equipped with its own
processing unit and only uses the phone 1 as an interface to the cellular
network during the secure session set up or the handshake procedure.
Besides the operations according to the second embodiment, the smart card
16 may store MAC and encryption keys for each secure connection; and

perform MAC calculation/verificaticn and encryption/decryption of messages.

Furthermore the smart card 16 may be responsible for the verification of

certificates and the verification of digital signatures.

Note that having message encryption in the smart card 16 does not
necessarily bring any additional security because in any case the data is as
plain text in the phone 1. The same is true for MAC calculation: the phone 1
must be trusted to input and output data in a correct way. The only advantage
here would be not having to take encryption keys out of the card 16. However,
the keys have a limited lifetime which is negotiated during the WTLS
handshake - in the exitreme case they are used for single message only.
According to the third embodiment, the smart card 16 will contain all

algorithms so that they could be controlled by smart card issuers.

Smartcard.
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The term “smartcard” covers a card-like unit having some memory means in

which some secret information identifying the card holder is stored. The
memory means may be a magnet strip that may be read by a magnet reader,
or it may be provided as discrete memory components as a ROM, EEPROM
etc. When the user inserts the smart card in a more or less public apparatus
he may become authorized to perform some operations such as banking
operations. Presently the user of a GSM phone is identified by a so-called
Subscriber Identity Module or a SIM card 16, and the structure of this type of
smart card is defined in the GSM specification “Specification of the Subscriber
Identity Module - Mobile Equipment (SIM - ME) interface”, GSM 11.11 version
5.5.0, published by European Telecommunications Standards Institute; ETSI.
The present type of smartcards will be able to support the first embodiment

explained above.

Gemplus has recently launched a smartcard, GemXpresso RAD, based on a
32-bit chip from Texas Instruments using ARM7 RISC core technology. This
32 bit RISC processor has a 32 kbyte of non volatile flash memory and 8
kbyte of ROM. When the mechanical interface of the Gemplus card is adapted
to fulfill the GSM specification this type of smartcard will be able to support the

second and the third embodiment.

Network.

Fig. 3 schematically shows how the secure session, i.e. a secure connection,
between a data communication apparatus and a wireless communication
apparatus, e.g. a cellular phone 1. Basically the WAP content and
applications are specified in a set of well-known content formats based on the
familiar WWW content formats. Content is transported using a set of standard
communication protocols based on the WWW communication protocols. A
browser in the phone 1 co-ordinates the user interface and is

analogous to a standard web browser.
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The wireless communication apparatus 1 is a client 1 who wants to establish
a secure connection to a server 20,30,40, which is the data communication
apparatus 20,20,30. The client is provided in an environment, which make it
possible to reach a wide variety of different wireless platforms, e.g. world wide
web (WWW). The environment provided may be referred to as Wireless
Application Environment (WAE). This means that the client 1 may be
supported by some kind of browser, e.g. a micro-browser, to access the
different services connected to the server. In order to access these services
the browser may comprise following functionalities:

- Wireless Markup Language (WML) — a lightweight markup language, similar
to HTML, but optimised for use in hand-held mobile terminals;

- WMLScript — a lightweight scripting language, similar to JavaScript™;

- Wireless Telephony Application (WTA, WTAI) — telephony services and
programming interfaces; and

- Content Formats — a set of well-defined data formats, including images,

phone book records and calendar information.

The server 20 is using a wireless application protocol, and may comprise a
gateway 30 and an origin server 40. The gateway 30 is also a server, which
may identify and encrypt/decrypt information between the client 1 and the
origin server 40. This means that the gateway is provided with encoders and
decoders (not shown). Also, the server 20 comprises different algorithms to
make the encryption/decryption. The encryption/decryption itself may be
performed by well-known methods, e.g. RSA, Diffie-Hellman, etc. The origin
server 40 comprises different scripts to support WAP and data to be accessed
by the client. This data may be all kind of information, e.g. weather reports,

news, information from stock markets, etc.
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In order to access the server 20, from the client 1, the server has to be

connected to a wireless communication network 50, e.g. a cellular phone
network. Therefore, in accordance with the present invention, the client is
provided with contact means (not shown) for receiving information from a
separate unit (not shown) provided with memory means. This separate unit
may be a smart card, subscriber identity module (SIM), or the like. The
memory means may be a random access memory (RAM), read only memory
(ROM), or the like. Further, the memory means comprises information to
control the access of the server 20 through the wireless communication
network 50.

To establish a secure connection, the client 1 connects to the separate unit,
accessing the wireless communication network 50 connected to the server 20.
Then the client 1 transmits an encrypted request 60 through the gateway 30.
This encrypted request 60 comprises information of which pre-defined
algorithm(s) the client 1 supports. When the gateway 30 receives this
encrypted request 60, it sends 70 the encrypted request to the origin server
40. The origin server 40 chooses at least one algorithm, associated with a
public key and a private key, and transmits a message 80 back to the
gateway 30. The gateway encrypts the message and send it 90 to the client 1.
This message 90 comprises the public key and information about which
algorithm the server 20 has chosen. When the client 1 receives the encrypted
message 90, comprising the public key, it will generate a master secret code,
and calculates a signature based on the chosen algorithm, the public key and
the master secret code. Thereafter, the client 1 will transmit an encrypted
respond 65 to the gateway 30. This encrypted respond 65 comprises the
calculated signature. When the gateway 30 receives the encrypted respond
80, comprising the signature, it will decrypt the respond 75 and send it to the
origin server 40. The origin server will calculate the master secret code based

on the chosen algorithm, the signature received, and the private key. Finally,
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the origin server 40 sends a final message 85 to the client through the

gateway 30. If the origin server 40 has accepted the clients 1 request 60, the
server will be able to establish a secure connection between the origin server

40 and the client 1, else the connection will be terminated.

Setting up a secure connection.

Fig. 4 illustrates the message structure for setting up a secure connection

according to the invention.

The cryptographic parameters of the secure session are produced by the
WTLS Handshake Protocol, which operates on top of the WTLS Record
Layer. When a WTLS client and server first start communicating, they agree
on a protocol version, select cryptographic algorithms, optionally authenticate
each other, and use public-key encryption techniques to generate a shared

secret.

The WTLS Handshake Protocol is described Wireless Transport Layer
Security Specification dated 30. April 1998 and is a part of the Wireless

Application Protocol.

The WTLS Handshake Protocol involves the following sequence of steps.
When the a WAP session has been set between the phone 1 (the client) and
the server 20 (e.g. a bank), and the client (phone 1) wants to establish a
secure connection he sends a client hello message 100 as his first message.
This message includes a key exchange list that contains the cryptographic
key exchange aigorithms supported by the client in decreasing order of
preference. In addition, each entry defines the certificate or public key the
client wishes to use. The server will select one or, if no acceptable choices
are presented, return a handshake failure alert and close the secure

connection.
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In response to the client hello message 100 the server 20 will send a server
hello message 101 when it was able to find an acceptable set of algorithms. If
it cannot find such a match, it must respond with a handshake_failure alert.
The server hello message 101 will identify the session and set up the

parameters need for the session.

The server 20 will furthermore transmit a server certificate message 102. The
server certificate message 102 will always immediately folliow the server hello
message 101, and the purpose of this server certificate message 102 identify
the cryptation algorithm selected by the server from the key exchange list
included in the client hello message 100. The server certificate message 102
will include a so-called certificate carrying a public key for the selected
encryption algorithm. The server certificate message 102 includes information
about issuer of the certificate, the beginning and the end of the validity period,
and parameters relevant or the public key. The server controls the validity
period and when the granted validity period is expired the client has to renew
the secure connection. The length of the validity period will typically be in the
level of a week or more. The maximum number of session will also have to be
defined.

A Server Key Exchange Message 103 will be send as a third message
immediately after the server certificate message 102. The server key
exchange message 103 is optionally and will be sent by the server 20 only
when the server certificate message102 does not contain encugh data to
allow the client 1 to exchange a pre-master secret. This message 103
conveys cryptographic information to allow the client to communicate the pre-
master secret: either an RSA public key to encrypt a secret with, or Elliptic
Curve Diffie-Hellman parameters with which the client can complete a key

exchange (with the result being the pre-master secret). As additional Key
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Exchange Suites are defined for WTLS which include new key exchange

algorithms, the server key exchange message will be sent if and only if the
certificate type associated with the key exchange algorithm does not provide

enough information for the client to exchange a pre-master secret.

Also a forth message - a Server Certificate message 104 - is optionally. This
message 104 requests a certificate from the client, if appropriate for the
selected cipher suite. This message will immediately foliow the Server

Certificate message 102 and Server Key Exchange message 103.

In order to inform the client that the server has ended of the Server Hello
session, it transmits a Server Hello Done message 105. After sending this
message 105 the server 20 will wait for a client response. This message
indicates that the server 20 has send messages to support the key exchange,
and that the client 20 can proceed with its phase of the key exchange.

Upon receipt of the server hello done message the client should verify that the
server provided a valid certificate if required and check that the server helio

parameters are acceptable.

If the server 20 asks for an Client Certificate message 107, the client 1 has to
transmit such a after receiving a Server Hello Done message 105. This
message is only sent if the server 20 requests a certificate. If no suitable
certificate is available, the client must send a certificate message containing
no certificates. If client authentication is required by the server for the
handshake to continue, it may respond with a fatal handshake_failure alert.
Client certificates are sent using the Certificate structure defined previousiy for

server certificates.

Now the phone 1 or the client starts to calculate a 20 byte random number to

be used as a Master Secret 106 for the secure sessions. The master secret
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106 is used to derive key material needed for Message Authentication Code

(MAC) keys and data encryption keys. MAC and data encryption provide data
integrity and privacy between communicating parties. A public key based key
establishment is a heavy procedure both computationally and due to intensive
data transfer. That is why, there is a need to use the mutually agreed master

secret 106 for a relatively long time.

The processor or the controller 18 of the phone 1 calculates the master
secret. A smart card, e.g. the SIM card16, which can be regarded as a tamper
resistant device, is used for storage of the sensitive data of the secure
session, and performing operations using that sensitive data, so that this data
never leaves the card. In practice the secure information will be transferred
from the SIM card 16 to the working RAM 17a of the processor 18 but these
information will be overwritten when no session is ongoing or when the phone

1 is switched off.

According to the first embodiment of the invention the controller 18 performs
the operations needed for the key establishment, e.g., Diffie-Hellman
calculation or RSA encryption and complementary calculations. Then the
controller 18 persistently stores the resulting secret key (master secret 106) in
the SIM card 16. Then the controller 18 performs the key derivation based on
the master secret 106 and additional data (e.g., seed), producing key material
for MAC calculation and encryption. The key derivation function is security
protocol specific. It is typically based on some secure hash function, e.g.,
SHA-1.

Preferably the SIM card 16 is provided as a smart card having its own
processor, whereby both the operations needed for performing the key
establishment and the key derivation based on the master secret may be

performed inside the smart card. Then the master secret, and data used to
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calculate it, would never have to leave smart card. So, the secure session

associated with the master secret can be used during a long period

A Client Key Exchange Message 108 will immediately follow the client
certificate message 107, if it is sent. Otherwise it will be the first message sent
by the client 1 after it receives the Server Hello Done message 105. With this
message 108, a pre-master secret is set, either through direct transmission of
the RSA-encrypted secret, or by the transmission of EC Diffie-Hellman public

key which will allow each side to agree upon the same pre-master secret.

Then the Master Secret 106 is encrypted by using the public key from the
server’'s certificate and the agreed RSA algorithm. The result is send to the

server 20 in an encrypted master secret message 109.

A Certificate Verify message 110 is used to provide explicit verification of a
client certificate. This message is only sent by the client following a client

certificate Message 107 that has signing capability (i.e., RSA certificates).

Both ends has to send finished messages 111 and 112 at the end of the
handshake to verify that the key exchange and authentication processes were

successful.

The finished messages 111 and 112 is the first messages protected with the
just-negotiated algorithms, keys, and secrets. Recipients of finished
messages must verify that the contents are correct. Once a side has sent its
Finished message and received and validated the Finished message from its
peer, it may begin to send and receive application data 113 over the secure
connection. It is a critical or fatal error if a finished message is not preceded

by a change cipher spec message at the appropriate point in the handshake.
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The value handshake_messages includes all handshake messages starting at

client hello up to, but not including, this finished message. The
handshake_messages for the finished message sent by the client will be
different from that for the finished message sent by the server, because the

one which is sent second will include the prior one.

As long as a secure connection is valid application data session 113 may be
initiated just by using Client Hello messages 100 and Server Helloc messages
101.

Acronyms.

APDU Application Protocol Data Unit

API Application Programming interface

CA Certification Authority

CBC Cipher Block Chaining

DF Dedicated File

DH Diffie-Hellman

EC Elliptic Curve

ECC Elliptic Curve Cryptography

ECDH Elliptic Curve Diffie-Hellman

ECDSA Elliptic Curve Digital Signature Algorithm
EF Elementary File

GSM Global System for Mobile Communication
v Initialization Vector

MAC Message Authentication Code

ME Management Entity

oSl Open System interconnection

PDU Protocol Data Unit

PRF Pseudo-Random Function

SAP Service Access Point
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SHA-1
SIM
SMS
SSL
TLS
WAP
WML
WMLScript
WDP
WSP
WTLS
WTP

21
Service Data Unit

Secure Hash Algorithm
Subscriber Identity Module

Short Message Service

Secure Sockets Layer

Transport Layer Security
Wireless Application Protocol
Wireless Markup Language
Wireless Markup LanguageScript
Wireless Datagram Protocol
Wireless Session Protocol
Wireless Transport Layer Security

Wireless Transaction Protocol

PCT/EP99/04720

The list above includes the acronyms used in the present text. Detailed

discussion and explanation of the acronyms may be found in the technical

specifications defining the Wireless Application Protocol on the Internet

homepage

for WAPFORUM,

http://'www.wapforum.org/.
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CLAIMS

1. Method for establishing a secure connection between a wireless

communication apparatus and a data communication apparatus based on

a wireless application protocol, wherein said wireless. communication

apparatus having contact means for receiving information from a separate

unit provided with memory means, said memory means comprising

information to control the access of the wireless communication apparatus

through a wireless communication network connected to said data

communication apparatus, comprising the following steps:

connecting said wireless communication apparatus to the separate
unit, accessing the wireless communication network connected to said
data communication apparatus

the wireless communication apparatus transmits a request to the data
communication apparatus to establish a connection, said request
comprising information of which pre-defined algorithm(s) the wireless
communication apparatus supports,

upon reception of said request, the data communication apparatus
choose at least one algorithm, associated with a public key and a
private key, and transmits a message back to the wireless
communication apparatus, said message comprising the public key
and information about which algorithm the data communication
apparatus has chosen,

upon reception of the message, comprising the public key, the wireless
communication apparatus generates a master secret code, and
calculates a signature based on the chosen algorithm, the public key
and the master secret code, and transmits a respond to the data
communication apparatus, said respond comprising the calculated

signature,
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- upon reception of the respond comprising the signature, the data

communication apparatus calculates the master secret code based on
the chosen algorithm, the signature received and the private key, and
establish a secure connection to the wireless communication
apparatus, and

- saving said master secret code on said memory means and in the data
communication apparatus, in order to re-establish the connection at a

later occasion.

2. A method according to claim 1, and comprising a step of saving said

master secret under a pre-defined time.

3. A method according to claim 1 or 2, and comprising a step of re-
establishing the connection by
- transmitting a request from the wireless communication apparatus to
the data communication apparatus, said request comprising the
calculated signature based on the chosen algorithm, the public key and
the stored secret key, and
- upon reception of the request, the data communication apparatus
calculates the master secret code based on the chosen algorithm, the
signature received, and the private key, and, establish a secure

connection to the wireless communication apparatus.

4. A method according to claim 1, 2, or 3, and comprising a step of providing

said memory means in a smart card.
5. Wireless communication apparatus for establishing a secure connection to

a data communication apparatus based on a wireless application protocol,

said wireless communication apparatus comprising:
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- communication means for establishing a connection to a wireless

communication network connected to said data communication
apparatus,

- contact means for receiving information from a separate unit provided
with memory means, said memory means is provided with information
to control the access of the data communication apparatus through the
wireless communication network,

- reading means for reading information received from the data
communication apparatus and the information provided on said
memory means,

- random generating means, for generating a master secret code,

- pre-defined algorithm(s), to generate a signature based on said master
secret code and a public key received from said data communication
apparatus, which is to be used when the wireless communication
apparatus is going to establish a secure connection to the data
communication apparatus, and

- said reading means corr_:prising a secure database provided with at
least one master secret code and/or at least one signature related to
one or more data communication apparatus, in order to re-establish a

secure connection to a data communication apparatus.

6. A wireless communication apparatus according to claim 5, having its

memory means exchangeabile.

7. An apparatus according to claim 5 or 6, said memory means is a smart

card.

8. An apparatus according to claim 5, 6, or 7, said memory means is a

subscriber identity module.
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9. Memory card for establishing a secure connection between a wireless

communication apparatus and a data communication apparatus based on
a wireless application protocol, arranged to be connected to said wireless
communication apparatus having contact means for receiving information
from the memory card, and said memory card is provided with information
to control the access of the data communication apparatus through a

wireless communication network.

10. A memory card according to claim 9, further comprising encryption means
for encrypting the master secret, which is to be used as a signature for the
wireless communication apparatus when it is establishing a secure

connection.

11. A memory card according to claim 9 or 10, comprising a secure database
provided with at least one master secret code and/or at least one signature
related to one or more data communication apparatus, in order to re-

establish a secure connection to a data communication apparatus.

12. A memory card according to claim 9, 10, or 11, is provided on a smart

card.

13. System for establishing a secure connection when using a wireless

application protocol, comprising:

- a data communication apparatus based on the wireless application
protocol,

- a wireless communication network, connected to said data
communication apparatus,

- a wireless communication apparatus having contact means for
receiving information from a separate unit provided with memory

means, and
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the separate unit provided with the memory means, said memory

means, comprising information to control the access of the wireless
communication apparatus through the wireless communication
network, wherein

the wireless communication apparatus is arranged  to transmit a
request to the data communication apparatus to establish a
connection, said request comprising information of which pre-defined
algorithm(s) the wireless communication apparatus supports,

upon reception of said request, the data communication apparatus is
arranged to choose at least one algorithm, associated with a public key
and a private key, and to transmit a message back to the wireless
communication apparatus, said message comprising the public key
and information about which algorithm the data communication
apparatus will choose,

upon reception of said message, comprising the public key, the
wireless communication apparatus is arranged to generate a master
secret code, to calculate a signature based on the chosen algorithm,
the public key and the master secret code, and to transmit a respond to
the data communication apparatus, said respond comprising the
calculated signature,

upon reception of the respond comprising the signature, the data
communication apparatus is arranged to calculate the master secret
code based on the chosen algorithm, the signature received, and the
private key, and, thus establish a secure connection to the wireless
communication apparatus, and

said memory means and the data communication apparatus are
arranged to save said master secret code, in order to re-establish the

connection at a later occasion.
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14. A system according to claim 13, said master secret is arranged to be

saved under a pre-defined time.

15.A system according to claim 13, or 14, said memory means is a smart

card.
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HYBRID CRYPTOGRAPHIC ACCELERATOR AND
METHOD OF OPERATION THEREOF

TECHNICAL FIELD OF THE INVENTION

[0001] The present invention is directed, in general, to
cryptographic systems and, more specifically, to a hybrid
cryptographic accelerator and method of encryption and
decryption using a hybrid cryptographic operation.

BACKGROUND OF THE INVENTION

[0002] Decades ago, cryptography and cryptanalysis were
relegated to the backrooms of covert organization such as
the United States” Central Intelligence Agency and the
United Kingdom’s MI-6. Nowadays, however, electronic
computing and communication have become so common-
place that everyone it seems is concerned about the sanctity
of their computers and the privacy of their data and com-
munications. The ever-increasing popularity of wireless
communication has only heightened that concern. As a
result, engineers with cryptographic skills are in great
demand, and the latest computing and communication sys-
tems are coming to market with cryptographic capability and
data security as a cornerstone of their design. Wireless
communication devices have certainly obeyed this trend.

[0003] To this end, a concept called a Secure Execution
Environment, or “SEE,” has begun to find its way into
computing and communications systems. An SEE is
designed to perform according to the following objectives:
(1) programs are authenticated and therefore free of unex-
pected code before being admitted to run within the SEE, (2)
programs and data within the SEE are free from unwanted
interference from outside the SEE and (3) programs and data
within the SEE cannot be read from outside the SEE. An
elaborate authentication process, often involving permis-
sions and digital signatures, is employed to meet all three
objectives. Further, components within the SEE are isolated
from user-accessible memory, buses or external pins to meet
the second and third objectives. For this reason, SEEs are
often provided with their own isolated, secure memory and
buses. In fact, SEEs are advantageously implemented in
Systems-on-2-Chip, or SoCs, allowing user-accessible
external pins to be kept to a minimum.

[0004] SoC designers wanting to incorporate crypto-
graphic capability into their systems have found SEEs to be
a valuable way to ensure that cryptographic keys and
processes remain secret. Unfortunately, while cryptography
can certainly be carried out securely within an SEE, the data
to be provided as input to the cryptographic process must
pass securely into the SEE before it is encrypted or
decrypted, and then it must pass out of the SEE. From an
architectural perspective, the central processing unit is
heavily involved in the movement of the data into and out of
the SEE, and resource-consuming authentication must be
done to ensure that false data are not allowed into the SEE.
The result is that cryptography occurring within an SEE
comes at a great cost in terms of processing overhead and
resulting throughput. If a particular application calls for the
encryption or decryption of time-sensitive streaming data or
large files (as might well be encountered in a wireless
environment), a diminished throughput would be particu-
larly undesirable or even unacceptable.

[0005] In an effort to address the overall problem of
encryption and decryption speed, hardware cryptographic
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“accelerators” have been introduced. A cryptographic accel-
erator uses dedicated cryptographic hardware to perform the
same cryptographic functions that a central processing unit
would otherwise perform with software. Not only can
encryption and decryption be performed faster in hardware
than in software, but the computational burden of the central
processing unit can also be dramatically reduced, allowing
it to perform other important tasks. A cryptographic accel-
erator may therefore be thought of as a “cryptographic
co-central processing unit.” Unfortunately, even with the
availability of a cryptographic accelerator, SoC designers
are faced with having to choose between placing the cryp-
tographic accelerator within the SEE and continuing to
suffer performance penalties by virtue of the required secure
data movement, or placing the accelerator outside of the
SEE and compromising the secrecy of the cryptographic key
oI process.

[0006] Accordingly, what is needed in the art is a way to
achieve a higher encryption or decryption throughput in an
SoC than uses a cryptographic accelerator without compro-
mising Key or process security.

SUMMARY OF THE INVENTION

[0007] To address the above-discussed deficiencies of the
prior art, in one aspect the present invention provides, for
use in an SoC having an SEE containing secure memory, a
cryptographic accelerator. In one embodiment, the crypto-
graphic accelerator includes (1) a key register located within
the SEE and coupled to the secure memory to receive a
cryptographic key therefrom and (2) data input and output
registers located outside of the SEE and coupled to the key
register to allow the cryptographic key to be applied to input
data arriving via the data input register to yield output data
via the data output register.

[0008] In another aspect, the present invention provides a
method of performing cryptography in an SoC having an
SEE containing secure memory. In one embodiment, the
method includes: (1) loading a key register located within
the SEE with a cryptographic key from the secure memory,
the key register forming a part of a cryptographic accelerator
and (2) applying the cryptographic key to input data arriving
via a data input register to yield output data via a data output
register, the data input and output registers located outside of
the SEE.

[0009] Inanother aspect, the present invention provides an
SoC. In one embodiment, the SoC includes: (1) a central
processing unit (CPU), (2) a secure memory coupled to the
CPU and having (2a) secure read-only memory (ROM) and
(2b) secure static random-access memory (SRAM), the CPU
and secure memory configured to provide an SEE and (3) a
cryptographic accelerator, having: (3a) a key register located
within the SEE and coupled to the secure memory 1o receive
a cryptographic key therefrom and (3b) data input and
output registers located outside of the SEE and coupled to
the key register to allow the cryptographic key to be applied
to input data arriving via the data input register to yield
output data via the data output register.

[0010] The foregoing has outlined preferred and alterna-
tive features of the present invention so that those skilled in
the art may better understand the detailed description of the
invention that follows. Additional features of the invention
will be described hereinafter that form the subject of the
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claims of the invention. Those skilled in the art should
appreciate that they can readily use the disclosed conception
and specific embodiment as a basis for designing or modi-
fying other structures for carrying out the same purposes of
the present invention. Those skilled in the art should also
realize that such equivalent constructions do not depart from
the spirit and scope of the invention.

BRIEF DESCRIPTION OF THE DRAWINGS

[0011] For a more complete understanding of the present
invention, reference is now made to the following descrip-
tions taken in conjunction with the accompanying drawings,
in which:

[0012] FIG. 1 illustrates a block diagram of one embodi-
ment of an SoC incorporating a hybrid cryptographic accel-
erator constructed according to the principles of the present
invention;

[0013] FIG. 2 illustrates a block diagram of one embodi-
ment of a hybrid cryptographic accelerator constructed
according to the principles of the present invention; and

[0014] FIG. 3 illustrates a flow diagram of one embodi-
ment of a method of performing cryptography in an SoC
having an SEE containing secure memory carried out
according to the principles of the present invention.

DETAILED DESCRIPTION

[0015] Referring initially to FIG. 1, illustrated is a block
diagram of one embodiment of a System-on-a-Chip (SoC),
generally designated 100, incorporating a hybrid crypto-
graphic accelerator constructed according to the principles
of the present invention.

[0016] SoCs in general are familiar to those skilled in the
pertinent art and thus will not be described in detail greater
than necessary to convey the inventive concepts introduced
herein. The SoC 100 includes a central processing unit
(CPU) 110. The CPU 110 is coupled via buses (some of
which are shown and designated 112, 114, 116) to various
peripheral components. Among those peripheral compo-
nents is a secure memory space 120 composed in the specific
embodiment of FIG. 1 of a secure read-only memory
(ROM) 122 and secure static random-access memory
(SRAM) 124. The CPU 110 has access to external memory
118 and other components (not shown) via the bus 112.
Because it goes outside the SoC 100, the bus 112 requires
various external pins (only one of which is designated 102)
of the SoC 100. Thus, the CPU 110 and peripheral compo-
nents can receive and transmit programs, data and control
signals from and to the external memory 116 and other
external system components in a manner that is well known
to those skilled in the pertinent art.

[0017] The SoC 100 is illustrated as having the capability
to create a secure execution environment (SEE) 130. In FIG.
1, the SEE 130 1s represented as a broken line encompassing
the secure ROM 122 and secure SRAM 124. Although the
SEE 130 is an architectural abstraction, those skilled in the
pertinent art understand that system components within the
SEE 130 (e.g., the secure ROM 122 and the secure SRAM
124) are secured as against unwanted infiltration and inter-
ference as described above in the Background of the Inven-
tion section. As a practical matter, the SEE 130 is created by
physically and/or logically isolating components within the

D
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SEE 130 from those outside of the SEE 130 and the various
external pins (e.g., the pin 102) and by equipping the CPU
110 with a secure mode or state of operation in which the
CPU 110 isolates itself from external components and
renders its registers user-inaccessible for either read or write
purposes.

[0018] FIG. 1 also illustrates a schematic representation
of a hybrid cryptographic accelerator 140 constructed
according to the principles of the present invention. The
term “hybrid” is appropriately used because, as FIG. 1
illustrates, the cryptographic accelerator 140 straddles both
the SEE 130 and the portion of the SoC 100 that is outside
of the SEE 130. More particularly, a kev register 142 of the
hybrid cryptographic accelerator 140 lies within the SEE
130 and is coupled to the secure ROM 122 and the secure
SRAM 124 by a secure bus 126. In contrast, data input and
output registers 144, 146 of the hybrid cryptographic accel-
erator 140 lie outside of the SEE 130 and are coupled to the
CPU 110 by a bus 112 that is not secure and therefore is
wholly separate from the secure bus 126. Thus, the hybrid
cryptographic accelerator 140 operates partially within and
partially without the SEE 130. As will be described below,
this arrangement yields a particularly advantageous opera-
tion that accommodate both cryptographic key security and
high data throughput.

[0019] Turning now to FIG. 2, illustrated is a more
detailed block diagram of one embodiment of the crypto-
graphic accelerator 140 constructed according to the prin-
ciples of the present invention. The cryptographic accelera-
tor 140 includes the key register 142 first illustrated in FIG.
1. The key register 142 is coupled to the secure memory as
detailed above so as to receive a cryptographic key in a
secure manner. The key register 142 may advantageously be
a write-only register and may be writeable only when the
CPU (110 of FIG. 1) is in a secure state. The cryptographic
key is advantageously never transmitted in the clear outside
the SEE 130.

[0020] The cryptographic accelerator 140 further includes
the data input and output registers 144, 146 first illustrated
in FIG. 1. The data input register(s) 144 receives input data
to be encrypted or decrypted, and the data output register(s)
provide output data that has been encrypted or decrypted.

[0021] Also illustrated is a cryptographic block 210.
Those skilled in the pertinent art are familiar with the
structure and function of cryptographic blocks in general.
They understand that cryptographic blocks employ a cryp-
tographic key and a cryptographic algorithm to perform a
cryptographic operation on input data to yield output data.
The cryptographic operation may be one of encryption or
decryption. The cryptographic block 210 is therefore
coupled to the key register 142 and the data input and output
registers 144, 146 to receive the key and input data and
produce the output data based thereon. In the embodiment
illustrated in FIG. 2, the cryptographic block 210 is a Data
Encryption Standard (DES) block or a triple Data Encryp-
tion Standard (3DES) block. Those skilled in the pertinent
art will understand, however, that any conventional or
later-developed cryptographic block or combination of mul-
tiple cryptographic blocks falls within the broad scope of the
present invention and is employable as the cryptographic
block 210.

[0022] Important to an understanding of the present inven-
tion is that, while the cryptographic register 142 and the
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cryptographic key the register contains remain within the
SEE (130 of FIG. 1), the data input and output registers 144,
146 remain outside of the SEE. Since, in the illustrated
embodiment, the CPU mediates movement of the input data
and the output data between the data input and output
registers and the external memory, bandwidth-consuming
security operations that would otherwise be required to
move the input data to within the SEE are wholly avoided
such that the speed at which the SoC (100 of FIG. 1) can
encrypt or decrypt can be significantly enhanced. In fact,
direct memory access (DMA) can be advantageously
employed further to reduce any CPU involvement in data
transfer. All the while, the key register 142 remains unreach-
able from the data input and output registers 144, 146,
thereby preserving the secrecy of the cryptographic key.

[0023] Turning now to FIG. 3, illustrated is a flow dia-
gram of one embodiment of a method, generally designated
300, of performing cryptography in an SoC having an SEE
containing secure memory carried out according fo the
principles of the present invention.

[0024] The method 300 begins in a start step 310, wherein
it is desired, for example, to decrypt streaming input data
received by a mobile telecommunications device. In a step
320, the CPU of the SoC enters a secure state and calls for
an appropriate cryptographic key to be conveyed from a
secure SRAM to a secure key register of a hybrid crypto-
graphic accelerator via a secure bus. Afterwards, the CPU 1s
free 1o exit the secure state, though it need not. Then, in a
step 330, the mobile telecommunications device buffers the
streaming encrypted input data in a memory external to the
SoC.

[0025] Next, in a step 340, the CPU of the SoC mediates
a transfer of the streaming encrypted input data from the
external memory to one or more insecure data input registers
of a hybrid cryptographic accelerator without. At no point
does the streaming encrypted input data enter the SEE.

[0026] Then, in a step 350, a cryptographic block within
the hybrid cryptographic accelerator operates on the stream-
ing encrypted input data to yield streaming decrypted output
data. In a step 360, the streaming decrypted output data are
provided to one or more insecure data output registers of the
hybrid cryptographic accelerator. Next, in a step 370, the
streaming decrypted output data, which may now take the
form of a file or coded voice or video, is stored or decoded
for hearing or watching, as the case may be. The method 300
ends in an end step 380.

[0027] While the method disclosed herein has been
described and shown with reference to particular steps
performed in a particular order, it will be understood that
these steps may be combined, subdivided, or reordered to
form an equivalent method (including, of course, various
other decrypting or encrypting methods) without departing
from the teachings of the present invention. Accordingly,
unless specifically indicated herein, the order and the group-
ing of the steps are not limitations of the present invention.

[0028] Although the present invention has been described
in detail, those skilled in the art should understand that they
can make various changes, substitutions and alterations
herein without departing from the spirit and scope of the
invention in its broadest form.
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‘What is claimed is:

1. For use in a system-on-a-chip (SoC) having a secure
execution environment (SEE) containing secure memory, a
cryptographic accelerator, comprising:

a key register located within said SEE and coupled to said
secure memory to receive a cryptographic key there-
from; and

data input and output registers located outside of said SEE
and coupled to said key register to allow said crypto-
graphic key to be applied to input data arriving via said
data input register to yield output data via said data
output register.

2. The cryptographic accelerator as recited in claim 1
wherein a secure data bus coupling said key register and said
secure memory is isolated from external pins of said SoC.

3. The cryptographic accelerator as recited in claim 1
wherein a cryptographic block coupled to said key register
and said data input and output registers is selected from the
group consisting of:

a Data Encryption Standard (DES) block, and a triple
Data Encryption Standard (3DES) block.

4. The cryptographic accelerator as recited in claim 1
wherein said key register is a write-only register and write-
able only when a central processing unit of said SoC is in a
secure state.

5. The cryptographic accelerator as recited in claim 1
wherein a data bus coupled to said input and output registers
is further coupled to external pins of said SoC.

6. The cryptographic accelerator as recited in claim 1
wherein a central processing unit mediates movement of
said input data and said output data between said input and
output registers and memory external to said SoC.

7. The cryptographic accelerator as recited in claim 1
wherein said secure memory comprises secure read-only
memory and secure static random-access memory.

8. A method of performing cryptography in a system-on-
a-chip (SoC) having a secure execution environment (SEE)
containing secure memory, comprising:

loading a key register located within said SEE with a
cryptographic key from said secure memory, said key
register forming a part of a cryptographic accelerator;
and

applying said cryptographic key to input data arriving via
a data input register to yield output data via a data
output register, said data input and output registers
located outside of said SEE.

9. The method as recited in claim 8 wherein a secure data
bus coupling said key register and said secure memory is
isolated from external pins of said SoC.

10. The method as recited in claim 8 wherein said
applying is carried out in a cryptographic block coupled to
said key register and said data input and output registers,
said cryptographic block selected from the group consisting

of:
a Data Encryption Standard (DES) block, and

a triple Data Encryption Standard (3DES) block.

11. The method as recited in claim 8 wherein said key
register 1s a write-only register and writeable only when a
central processing unit of said SoC is in a secure state.
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12. The method as recited in claim 8 wherein a data bus
coupled to said input and output registers is further coupled
to external pins of said SoC.

13. The method as recited in claim 8 further comprising
mediating movement of said input data and said output data
between said input and output registers and memory external
to said SoC with a central processing unit.

14. The method as recited in claim 8 wherein said secure
memory comprises secure read-only memory and secure
static random-access memory.

15. A system-on-a-chip (SoC), comprising:

a central processing unit;

a secure memory coupled to said central processing unit
(CPU) and including:
secure read-only memory (ROM), and
secure static random-access memory (SRAM), said
CPU and said secure memory configured to provide
a secure execution environment (SEE); and
a cryptographic accelerator, including:

a key register located within said SEE and coupled to
said secure memory to receive a cryptographic key
therefrom, and
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data input and output registers located outside of said
SEE and coupled to said key register to allow said
cryptographic key to be applied to input data arriving
via said data input register to yield output data via
said data output register.

16. The SoC as recited in claim 15 wherein a secure data
bus coupling said key register and said secure memory is
isolated from external pins of said SoC.

17. The SoC as recited in claim 15 wherein a crypto-
graphic block coupled to said key register and said data input
and output registers is selected from the group consisting of:

a Data Encryption Standard (DES) block, and

a triple Data Encryption Standard (3DES) block.

18. The SoC as recited in claim 15 wherein said key
register is a write-only register and writeable only when said
CPU is in a secure state.

19. The SoC as recited in claim 15 wherein a data bus
coupled to said input and output registers is further coupled
to external pins of said SoC.

20. The SoC as recited in claim 15 wherein said CPU
mediates movement of said input data and said output data
between said input and output registers and memory external
to said SoC.
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4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need
for the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Inteliectual Property Organization,
pursuant to the Patent Cooperation Treaty.

8. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
Naticnal Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services,
or his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2908. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record may
be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in an
application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTQO becomes aware of a viclation or potential violation of law or regulation.
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Electronic Patent Application Fee Transmittal

Application Number:

13997412

Filing Date:

03-Apr-2014

Title of Invention:

METHOD AND DEVICE FOR SECURE COMMUNICATIONS OVER A NETWORK
USING A HARDWARE SECURITY ENGINE

First Named Inventor/Applicant Name:

Hormuzd M. Khosravi

Filer:

Scott Rylan Powell

Attorney Docket Number:

P41624US5/45631-225521

Filed as Large Entity

Filing Fees for U.S. National Stage under 35 USC 371

Description Fee Code Quantity Amount SUB-STI;:;)I in
Basic Filing:
Pages:
Claims:

Miscellaneous-Filing:

Petition:

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-Issuance:

Extension-of-Time:
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Extension - 1 month with $0 paid 1251 1 200 200
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Request for Continued Examination 1801 1 1200 1200
Total in USD ($) 1400
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Electronic Acknowledgement Receipt

EFS ID: 26629614
Application Number: 13997412
International Application Number:
Confirmation Number: 1045

Title of Invention:

METHOD AND DEVICE FOR SECURE COMMUNICATIONS OVER A NETWORK
USING A HARDWARE SECURITY ENGINE

First Named Inventor/Applicant Name:

Hormuzd M. Khosravi

Customer Number:

73486

Filer:

Scott Rylan Powell/Stacy Tebo

Filer Authorized By:

Scott Rylan Powell

Attorney Docket Number:

P41624US/45631-225521

Receipt Date: 12-AUG-2016
Filing Date: 03-APR-2014
Time Stamp: 15:48:23

Application Type:

U.S. National Stage under 35 USC 371

Payment information:

Submitted with Payment

yes

Payment Type Deposit Account
Payment was successfully received in RAM $1400

RAM confirmation Number 2185

Deposit Account 504238

Authorized User

POWELL, SCOTTR.

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

Charge any Additional Fees required under 37 CFR 1.492 (National application filing, search, and examination fees)

Charge any Additional Fees required under 37 CFR 1.17 {Patent application and reexamination processing fees)
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Charge any Additional Fees required under 37 CFR 1.19 (Document supply fees)
Charge any Additional Fees required under 37 CFR 1.20 (Post Issuance fees)

Charge any Additional Fees required under 37 CFR 1.21 {(Miscellaneous fees and charges)

Charge any Additional Fees required under 37 CFR 1.492(a) (basic national fee only)

File Listing:
Document Document Description File Name File Slze(B)(tes)/ Multl. .Pages
Number Message Digest | Part/.zip| (ifappl.)
1349922
1 Request for Con;g:ed Examination P41624US_RCE.pdf no 3
( ) 7ede5d1d4bb867086acf4cde28c0dd4a217]
7fd10
Warnings:
Information:
32980
2 Fee Worksheet (SB06) fee-info.pdf no 2
47867bd9683d6a0de7808dcabddd0455d1
84283a
Warnings:
Information:
Total Files Size (in bytes)1 1382902

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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U.8. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Linder the Paparwork Reduction Act of 1295, no persans are required to respond to a callection of infermation unless it digplays a valid OME contral number.

PATENT APPLICATION FEE DETERMINATION RECORD Application or Docket Number Filing Date
Substitute for Form PTO-875 13/997 412 04/03/2014 | [ 7o be Maited
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CFR 1.16(5).
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*** If the "Highest Number Praviously Paid For” IN THIS SPACE is less than 3, enter "3",
The “Highest Number Previously Paid For" (Total or Independent) is the highest number found in the appropriate box in column 1

i AN i
This collection of information is required by 37 CFR 1.16. The informaticn is required to ebtain or retain a benefit by the public which is to file (and by the USPTC 1o
process) an application, Confidentiality is governed by 35 U.8.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gatharing,
preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
raquire to complete this form and/or suggestions for reducing this burden, should be sent 1o the Chief Information Officer, U.S. Patent and Trademark Office, U.S.
Department of Commerce, P.O. Box 1450, Alexandria. VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0O-9199 and select aption 2.
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Doc code: IDS PTO/SB/08a (03-15)

Doc description: Information Disclosure Statement (IDS) Filed SO .. . 3o A il

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a cellection of information unless it contains a valid OMB control number.

Application Number 13997412
Filing Date P014-04-03

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

First Named Inventor ‘ Hormuzd M. Khosravi

Art Unit | 2495

Examiner Name ‘ LE, THANH T.

Attorney Docket Number ‘ P41624U8/45631-225521

U.S.PATENTS | Remove |
Examiner| Cite Kind Name of Patentee or Applicant Pages,Columns, Lines where
iy Patent Number Issue Date ; Relevant Passages or Relevant
Initial No Code? of cited Document .
Figures Appear
1
If you wish to add additional U.S. Patent citation information please click the Add button. Add
U.S.PATENT APPLICATION PUBLICATIONS | Remove |
Examiner| .. Publication Kind | Publication Name of Patentee or Applicant Pages,Columns, Lines where
s Cite No ; Relevant Passages or Relevant
Initial Number Code’| Date of cited Document -
Figures Appear
1 0040158715 A1l 004-08-12 eyravian ef al.

If you wish to add additional U.S. Published Application citation information please click the Add button.l Add |

FOREIGN PATENT DOCUMENTS |Remove|

Name of Patentee or Pages,Columns, Lines
Examiner| Cite | Foreign Document | Country Kind | Publication Avblicant of cited where Relevant Ts
Initial* No | Number? Code?j Code?| Date PP Passages or Relevant
Document :
Figures Appear
1 |po100s309 A |201002-16 IS:L"” Spring Networks

If you wish to add additional Foreign Patent Document citation information please click the Add button | Add |

NON-PATENT LITERATURE DOCUMENTS |Rem°\fe|
; .. | Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
Examiner| Cite Voo : ; '
o (book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s}, TS
Initials No ; ; 2
publisher, city and/or country where published.
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INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

Application Number 13997412

Filing Date 2014-04-03
First Named Inventor ‘ Hormuzd M. Khosravi
Art Unit | 2495
Examiner Name ‘ LE, THANH T.

Attorney Docket Number ‘P41624US!45631~225521

016, 11 pages.

Dffice Action, Search Report, and English Translation of R.O.C. Patent Application No. 101147511, dated Ociober 24,

If you wish to add additional non-patent literature document citation information please click the Add button| Add |

EXAMINER SIGNATURE

Examiner Signature

Date Considered ‘

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of USPTO Patent Documents at www. USPTO.GOV or MPEP 901.04. ? Enter office that issued the document, by the two-letter code (WIPO
Standard ST.3). 3 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. ® Applicant is to place a check mark here if|

English language translation is attached.
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Application Number 13997412

Filing Date 2014-04-03

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

First Named Inventor l Hormuzd M. Khosravi
Art Unit | 2495
Examiner Name ‘ LE, THANH T.

Attorney Docket Number | P41624US/45631-225521

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s):

That each item of information contained in the information disclosure statement was first cited in any communication
X from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[] any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

See attached certification statement.
The fee set forth in 37 CFR 1.17 {(p) has been submitted herewith.

A certification statement is not submitted herewith.

SIGNATURE
A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature /GLEN M. KELLETT/ Date (YYYY-MM-DD) 2017-01-19
Name/Print GLEN M. KELLETT Registration Number b0202

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1874 (P.L. 83-578) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1874, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Abstract of D3: TW 201008309

Methods and systems a provided for security in a wircless utility network. The
methods and systems use different levels of trust to securely enroll new nodes mto a
network through other nodes acting as proxies. A node's security state with respect
to another node in the network is categorized into one of several trust levels. A node
responds o certain requests, actions or messages depending based on its trust level
with the other entity. Initially, a node is not trusted. A first trust level is established
based on a digital certificate that is stored in a node when the node is manufactured.
A second trust level is established based on a second digital certificate obtained from
a certifying authority while a node is in the first trust level. A node with a verified
secoud certificate can be fully eorolled in the network and participate as a network

node with minimal or no constraints.
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Electronic Acknowledgement Receipt

EFS ID: 28109380
Application Number: 13997412
International Application Number:
Confirmation Number: 1045

Title of Invention:

METHOD AND DEVICE FOR SECURE COMMUNICATIONS OVER A NETWORK

USING A HARDWARE SECURITY ENGINE

First Named Inventor/Applicant Name:

Hormuzd M. Khosravi

Customer Number:

73486

Filer:

Glen Madison Kellett/Stacy Tebo

Filer Authorized By:

Glen Madison Kellett

Attorney Docket Number:

P41624US/45631-225521

Receipt Date: 19-JAN-2017
Filing Date: 03-APR-2014
Time Stamp: 16:53:12

Application Type:

U.S. National Stage under 35 USC 371

Payment information:

Submitted with Payment no
File Listing:
Document e . File Size(Bytes)/ Multi Pages
Number Document Description File Name Message Digest | Part/.zip| (ifappl.)
1035118
1 Information Disclosure Statement (IDS) DS pdf o 4

Form (SB08)
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Information:

5685
2 Foreign Reference TW201008309ABST.pdf no 1
4c810257d2aee8b0338a14e594h585a00 1)
Warnings:
Information:
5480086
3 Non Patent Literature TW_OA.pdf no 11
9f6b5d1e11e90354ea727f95b46b4bbadad)
bec9q
Warnings:
Information:
Total Files Size (in bytes)1 6520889

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similarto a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S5.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.0. Box 1450

Alexandria, Virginia 223131450

WWw BEpto.gov

AFPLICATION NO. | FILING DATE | FIRST NAMED INVENTOR | ATTORNEY DOCKETNO. | CONFIRMATION NO. |
13/997.412 04/03/2014 Hormuzd M. Khostavi P41624U8/45631-225521 1045
T3486 T5%0 DL232017 =
EXAMINER

Barnes & Thomburg LLP (Intel) I I
11 S. Meridian Street LE, THANH T
Indianapolis, IN 46204

I ART UNIT | PAPER NUMBER I

2495
I NOTIFICATION DATE | DELIVERY MODE I
01/23/2017 ELECTRONIC

Please find below and/or attached an Office communication concerning this application or proceeding.
The time period for reply, if any, is set in the attached communication.
Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the

following e-mail address(es):

INDocket @btlaw.com
inteldocket @btlaw.com
inteldocs_docketing @cpaglobal.com

PTOL-90A (Rev. 04/07)
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Application No. Applicant(s)
13/997,412 KHOSRAVI ET AL.

Office Action Summary Examiner Art Unit AIA (First Inventor to File)
THANH T. LE 2495 rs\ltgtus

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTHS FROM THE MAILING DATE OF
THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a}. In no event, however, may a reply be timely filed

after SIX (6) MONTHS from the mailing date of this communication.
- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any

earned patent term adjustment. See 37 CFR 1.704(b).

Status
1) Responsive to communication(s) filed on 6/28/2016.
[ A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on
2a)[] This action is FINAL. 2b)[X This action is non-final.
3)J An election was made by the applicant in response to a restriction requirement set forth during the interview on
; the restriction requirement and election have been incorporated into this action.
4[] Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11,453 O.G. 213.

Disposition of Claims*
5)X] Claim(s) 48-71 is/are pending in the application.
5a) Of the above claim(s) is/are withdrawn from consideration.
6)[] Claim(s) ___is/are allowed.
7)IX Claim(s) 48-71 is/are rejected.
8)[] Claim(s) ____is/are objected to.
9] Claim(s) are subject to restriction and/or election requirement.
* If any claims have been determined allowable, you may be eligible to benefit from the Patent Prosecution Highway program at a

participating intellectual property office for the corresponding application. For more information, please see
hitp/heww usolo aovipatents/init_events/peh/indax.jsp or send an inquiry to PPHfeadback@uspio. qoy.

Application Papers
10)[]] The specification is objected to by the Examiner.
11)[] The drawing(s) filed on is/are: a)[] accepted or b)[] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).

Priority under 35 U.S.C. § 119
12)[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:
a)J Al b)[d Some** ¢)[] None of the:
1.[] Certified copies of the priority documents have been received.
2.0 Certified copies of the priority documents have been received in Application No.
3. Copies of the certified copies of the priority documents have been received in this National Stage
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DETAILED ACTIONS
Notice of Pre-AlA status
1. The present application is being examined under the pre-AlA first to invent

provisions.

Continued Examination Under 37 CFR 1.114
2. A request for continued examination under 37 CFR 1.114, including the fee set
forth in 37 CFR 1.17(e), was filed in this application after final rejection. Since this
application is eligible for continued examination under 37 CFR 1.114, and the fee set
forth in 37 CFR 1.17(e) has been timely paid, the finality of the previous Office action
has been withdrawn pursuant to 37 CFR 1.114. Applicant's submission filed on

08/12/2016 has been entered.

Information Disclosure Statement
3. The information disclosure statement (IDS) submitted on 08/11/2016 has been

considered by the Examiner.

Status of Claims
4. This Office Action is issued in response to the Amendment filed on 06/28/2016.
Claims 1-47 are cancelled.
Claims 48-71 are pending in this Office Action.

Claims 48-50, 52-58, 60-66, 68-71 are amended.
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Response to Arguments
5. Applicants’ arguments regarding Kumar is not persuasive because Kumar is
used to remedy the deficiencies of Chou which are security key that was encoded in the
secure memory during a manufacturing process of the system-on-a-chip and the
security key is used to encrypt session key. Other limitations regarding session key
have been taught by Chou.
Applicant’s argument regarding amended limitation is moot in view of new ground

of rejections. See new applied rejections below.

Claim Rejections - 35 U.S.C. § 103
6. The following is a quotation of pre-AlA 35 U.S.C. 103(a) which forms the basis

for all obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth
in section 102 of this title, if the differences between the subject matter sought to be patented and the
prior art are such that the subject matter as a whole would have been obvious at the time the invention
was made to a person having ordinary skill in the art to which said subject matter pertains. Patentability
shall not be negatived by the manner in which the invention was made.

7. Claims 48-52, 56-61, 64-69 are rejected under pre-AlA 35 U.S.C. 103(a) as
being unpatentable over Chou et al. (US Patent No. 7,966,646), hereinafter
"Chou", in view of Asad Mahboob Ali (US Application No. 2006/0041938),
hereinafter “Ali” and further in view of Kumar et al. (US Patent No. 8364975),
hereinafter "Kumar”.

Regarding claim 48, Chou discloses system-on-a-chip apparatus comprising:
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[a system-on-a-chip comprising a security engine having a secure memory
accessible only by the security engine, wherein the secure memory includes a security
key that was encoded in the secure memory during a manufacturing process of the
system-on-a-chip, the security engine to]:

generate a random nonce for initiating a request for a secure communication
session with a [remote] server over a network using the nonce (Fig. 1 and associated
text: Client hello message 150 is sent from first network device-client- to second
network device-server. Fig. 2A and associated text: Client hello message 150 includes
first random number-random nonce. Col. 7, lines 22-23: “the first random number
generated by the first network device”);

perform a cryptographic key exchange with the [remote] server (Fig. 1, step 180
and associated text: client key exchange message is sent to second network device-
server);

generate a symmetric session key, based on the cryptographic key exchange,
to encrypt messages sent to the [remote] server and decrypt messages received from
the [remote] server during the secure communication session (Col. 5, lines 63-67: a
Master key can be produced prior to completion of the SSL/TLS authentication
procedure. The Master key is now used as a symmetric key for supporting encrypted
communications between the network devices 110 and 120);

[encrypt the symmetric session key based on the security key]; and

store the encrypted session key in the [secure memory] (Chou does not explicitly

disclose about storing the session key; however, in order for using the key to
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communicate between the two device in a period of time-a session of communication-, it
is obvious that the key must be stored), [the system-on-a-chip] to establish the secure
communication session with the remote server over the network using the session key
(Col. 4, lines 60-63: Client Hello message 150 is a message that provides second
network device 120 with information that is used to establish secured communications
between network devices 110 and 120. Col. 5, lines 63-67: a Master key can be
produced prior to completion of the SSL/TLS authentication procedure. The Master key
is now used as a symmetric key for supporting encrypted communications between the
network devices 110 and 120).

Chou does not explicitly disclose the secure communication session is with a
remote server. However, generating session key for secure communication with a
remote server is known in the art and Ali’s teaching is an example (Paragraph [0039]:
“Client applications on the Internet, such as standard web browsers, can connect to the
web server on the smart card using HTTPS protocol. The TLS client side
implementation allows the smart card to initiate a secure HTTPS connection to a remote
web server on the Internet.”

Therefore, it would have been obvious to a person of ordinary skill in the art at
the time the invention was made to combine Chou's invention of establishing a secure
communication session with the server over the network using a session key with Ali’s
invention of secure communication session is with a remote server. The motivation to
do so would be enable secure communications end-to-end between the resource-

constrained device and the remote node as taught by Ali (paragraph [0007]).
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Chou and Ali do not explicitly disclose a system-on-a-chip comprising a
security engine having a secure memory accessible only by the security engine,
wherein the secure memory includes a security key that was encoded in the
secure memory during a manufacturing process of the system-on-a-chip, the
session key is encrypted based on the security key and is stored in the secure
memory.

However, in the field of protecting data, Kumar discloses a system-on-a-chip
(Col. 1, lines 26-32: TPM is a system on a chip) comprising a security engine having a
secure memory accessible only by the security engine, wherein the secure memory
includes a security key (Col. 1, lines 41-46: The sub-components of a TPM may include
an execution engine and secure nonvolatile (NV) memory or storage. The secure NV
memory is used to store sensitive information, such as encryption keys. Fig. 1:Itis
obvious that Processor 22 could also be a secure processor-TPM/system-on-a chip-
with Proc. Unit 30 is a secure nonvolatile and the Proc. Unit 30 is the execution engine.
Col. 2, lines 17-19: In a platform with a TPM, platform measurements and encryption
can be used to seal sensitive information or secrets to the TPM) that was encoded in
the secure memory during a manufacturing process of the system-on-a-chip (Fig. 1:
Proc. Unit 30 has PUK 70. Col. 3, lines 2-7: a processing unit key or PUK is a
cryptographic key that is stored in a processor when the processor is manufactured,
and that remains in the processor in nonvolatile form), the session key is encrypted
based on the security key and is stored in the secure memory (Fig. 1: Proc. Unit 30

stores PUK, 3PK, and SK-session key. Col. 6, lines 43-50: PKU is used to encrypt 3KP.
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Col. 7, lines 44-47: encrypted key is protected from attacker. Therefore, it is obvious
that PKU is also used to encrypt SK to protect SK from attacker.)

Therefore, it would have been obvious to a person of ordinary skill in the art at
the time the invention was made to combine Chou and Ali's invention of establishing a
secure communication session with the remote server over the network using a session
key with a system on a chip that contains a secure memory to store session key and the
session is encrypted using a key that was encoded in the secure memory during a
manufacturing process of the system-on-a-chip as taught by Kumar. The motivation to
do so would be to protect data and to seal sensitive information or secrets to a secure
area as taught by Kumar (Col. 1, line 8 and Col. 2, lines 17-19).

Regarding claim 49, Chou, Ali, and Kumar disclose the system-on-a-chip
apparatus of claim 48, wherein the security engine is further to receive a server nonce
from the remote server in a response message to the request for the secure
communication session, the response message including a server nonce and store the
server nonce in the secure memory (Chou, Figs. 1, 2B and associated text: server hello
message 160-response message- includes random number 260. Col. 4, lines 43-57:
previously required and stored elements are used for second phase of authentication. It
is obvious that server nonce is saved for using in second phase authentication.
Combining with Kumar’s teaching of secure memory as in claim 48 above, it is obvious
to have the server’s nonce stored in the secure memory to protect the nonce from being

compromised).
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Regarding claim 50, Chou, Ali, and Kumar disclose the system-on-a-chip
apparatus of claim 48, wherein the security engine is further to generate a pre-master
key, encrypt the pre-master key using the security key of the security engine, and send
the encrypted pre-master key to the remote server (Chou, Col. 5, lines 50-61: first
network device generates Pre-Master key. Pre-master key is encrypted with the public
key of second network device and is sent to second network device-server. Kumar, Col.
3, lines 27-34: 3PKs are used to generate session key. Col. 6, lines 43-50: PKU is used
to encrypt 3KP. The combination of Chou and Kumar’s teaching makes it obvious that
pre-master key is generated and encrypted using the security key of the security
engine).

Regarding claim 51, Chou, Ali, and Kumar disclose the system-on-a-chip
apparatus of claim 50, wherein the security engine is further to wrap the pre-master key
using a server public key and store the wrapped pre-master key in the secure memory
(Chou, Col. 5, lines 50-57: first network device generates Pre-Master key and pre-
master key is encrypted with the public key of second network device. Kumar, Col. 1,
lines 41-46: The secure NV memory is used to store sensitive information, such as
encryption keys. Fig. 1: Proc. Unit 30 stores PUK, 3PK, and SK-session key. Col. 6,
lines 43-50: PKU is used to encrypt 3KP. Col. 7, lines 44-47: encrypted key is protected
from attacker. Therefore, the combination of Chou and Kumar’s teachings make it
obvious that PKU is also used to encrypt pre-master key and store it in the secure

memory to protect it from attacker.)
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Regarding claim 52, Chou and Kumar disclose the system-on-a-chip apparatus
of claim 50. Chou further discloses wherein the security engine is further to:

generate the session key as a function of the pre-master key (Col. 5, lines 61-65:
a master key is produced from the pre-master key); and

calculate a hash function as a function of the random nonce generated by the
security engine and a nonce received from the remote server (Col. 3, lines 27-29: The
completion of a TLS handshake includes a hash of all the frames sent and received by
each peer. Col. 7, lines 11-17: According to one embodiment of the invention, each
hash value is a result produced by performing one-way hash operations on
authentication messages during the SSL/TLS Handshake. These hash operations may
be in accordance with MD5, SHA-1 or other hash algorithms that are performed in an
iterative to produce a single hash value or in any other selected manner. The hash
value is used by the CP processing element to continue the remaining portion of the
SSL/TLS Handshake. Therefore, it is obvious that the designer can calculate hash
function on his/her choices of values which could be random numbers from client and
server).

Claims 56-58 and 64-66 are rejected because they disclose similar subject
matter to claims 48-50 respectively.

Claims 59 and 67 are rejected because they disclose similar subject matter to
claim 48.

Claims 60-61 and 68-69 are rejected because they disclose similar subject

matter to claim 52.
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8. Claims 53, 54, 62, 63, 70, and 71 are rejected under pre-AlA 35 U.S.C. 103(a)
as being unpatentable over Chou et al. (US Patent No. 7,966,646), hereinafter
"Chou", in view of Asad Mahboob Ali (US Application No. 2006/0041938),
hereinafter “Ali”, in view of Kumar et al. (US Patent No. 8364975), hereinafter
"Kumar”, in view of William Stallings

(hifptwww inf.ufsc. br/~bosco.sobral/ensing/ine5680/material-crinto-seg/2014-

1/8tallings/Slallings Crvplography_and Network Security.pdf), hereinafter,

“Stallings”, and further in view of Jin-Meng Ho (US application No. 2010/0042839),
hereinafter "Ho”..

Regarding claim 53, Chou, Ali, and Kumar disclose the system-on-a-chip
apparatus of claim 48. Chou further discloses that client hello message includes list of
cryptographic algorithms supported by first network device 110 such as Ephemeral
Diffie-Hellman (DHE). Chou also discloses data is encrypted with server's public key
before being sent to the server (Chou, Col. 5, lines 50-57: pre-master key is encrypted
with the public key of second network device-server).

Chou, Ali, and Kumar do not explicitly disclose wherein the security engine to
generate a public Diffie-Hellman client key and a private Diffie- Hellman client key, sign
the public Diffie-Hellman client key using a security key of the security engine, and send
the signed public Diffie-Hellman key to the remote server.

However, using Diffie-Hellman public and private keys in handshake process,

signing and sending data are well-known in the art and Stallings’ teaching is an example

Petitioner Samsung Ex-1004, 0645



Application/Control Number: 13/997,412 Page 11
Art Unit: 2495

(page 540: “Ephemeral Diffie-Hellman: This technique is used to create ephemeral
(temporary, one-time) secret keys. In this case, the Diffie-Hellman public keys are
exchanged, signed using the sender's private RSA or DSS key. The receiver can use
the corresponding public key to verify the signature. Certificates are used to
authenticate the public keys. This would appear to be the most secure of the three
Diffie-Hellman options because it results in a temporary, authenticated key.”)

Therefore, it would have been obvious to a person of ordinary skill in the art at
the time the invention was made to combine Chou, Ali, and Kumar's inventions of
establishing a secure communication session with remote server over the network using
a session key with a system on a chip that contains a secure memory to store sensitive
information and with Stallings’ invention of using Diffie-Hellman keys, signing and
sending data. The motivation to do so would be to provide authentication.

Chou, Ali, Kumar and Stallings do not explicitly disclose that the security engine
generate the Diffie-Hellman keys itself. However, generating Diffie-Hellman keys by
sender is known in the art and Ho's teaching is an example ((Fig. 3, step 0a and
associated text: a secret (private) key is chosen and a public key is computed.
Paragraph [0038]: public key generated initiating device A-client- is used for Diffie-
Hellman key exchange).

Therefore, it would have been obvious to a person of ordinary skill in the art at
the time the invention was made to combine Chou, Ali, Kumar and Stallings' inventions
of establishing a secure communication session with remote server over the network

using a session key with a system on a chip that contains a secure memory to store
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sensitive information with using Diffie-Hellman keys, signing and sending data and with
Ho’s invention of generating Diffie-Hellman keys by sender. The motivation to do so
would be to allow two parties to exchange information over an insecure channel to
establish a shared secret as taught by Ho (paragraph [0022]).

Regarding claim 54, Chou, Ali, Kumar, Stallings and Ho disclose the system-on-
a-chip apparatus of claim 53. Ho further discloses wherein the security engine to
receive a public Diffie-Hellman server key from the server (Fig. 3, step 4b and
associated text: Public key of device B-server- is sent to device A) and generate the
session key as a function of the private Diffie-Hellman client key and the public Diffie-
Hellman server key (step 5a and associated text: DHkey-session key- is computed

based on Private key of device A —client- and public key of Device B-server).

9. Claims 53, 54, 62, 63, 70, and 71 are rejected under pre-AlA 35 U.S.C. 103(a)
as being unpatentable over Chou et al. (US Patent No. 7,966,646), hereinafter
"Chou", in view of Asad Mahboob Ali (US Application No. 2006/0041938),
hereinafter “Ali”, in view of Kumar et al. (US Patent No. 8364975), hereinafter
"Kumar”, in view of William Stallings
(http://www.inf.ufsc.br/~bosco.sobral/ensino/ine5680/material-cripto-seg/2014-
1/Stallings/Stallings_Cryptography_and_Network_Security.pdf), hereinafter,
“Stallings”.

Regarding claim 55, Chou, Ali and Kumar disclose the system-on-a-chip
apparatus of claim 48. Kumar also discloses the secure memory stores cryptographic

key as stated in claim 48.
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Chou, Ali and Kumar do not explicitly disclose wherein the security engine to
receive Diffie-Hellman global values and a public Diffie-Hellman server key from the
server.

However, receiving Diffie-Hellman global values and a public Diffie-Hellman
server key from the server are well-known in the art and Stallings’ teaching is an
example (page 541: “Anonymous Diffie-Hellman: The message content consists of the
two global Diffie-Hellman values (a prime number and a primitive root of that number)
plus the server's public Diffie-Hellman key.”)

Therefore, it would have been obvious to a person of ordinary skill in the art at
the time the invention was made to combine Chou, Ali, and Kumar's inventions of
establishing a secure communication session with remote server over the network using
a session key with a system on a chip that contains a secure memory to store sensitive
information and with Stallings’ invention of receiving Diffie-Hellman global values and a
public Diffie-Hellman server key from the server. The motivation to do so would be to

provide web security for client and server.

Regarding claim 63, Chou, Ali, and Kumar disclose the method of claim 56
(claim 56 is rejected for disclosing similar subject matter to claim 48, as stated in section
9 above). Chou further disclose:

generating, in the security engine of the system-on-a-chip, a hash code of a
preceding message sent from the client to the server (Col. 3, lines 27-29: The
completion of a TLS handshake includes a hash of all the frames sent and received by

each peer. Col. 7, lines 11-17: According to one embodiment of the invention, each
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hash value is a result produced by performing one-way hash operations on
authentication messages during the SSL/TLS Handshake. These hash operations may
be in accordance with MD5, SHA-1 or other hash algorithms that are performed in an
iterative to produce a single hash value or in any other selected manner. The hash
value is used by the CP processing element to continue the remaining portion of the
SSL/TLS Handshake. Therefore, it is obvious that the designer can calculate hash
function on his/her choices of values which could be random numbers from client and
server).

Chou, Ali, and Kumar do not explicitly disclose signing the hash code using a
security key stored in a secure memory of the security engine and sending a client
certificate verification message to the server, the client certificate verification message
including the signed hash code. However, signing hash code and sending a client
certificate verification message are well-known in the art and Stallings’ teaching is an
example (page 540: “Ephemeral Diffie-Hellman: This technique is used to create
ephemeral (temporary, one-time) secret keys. In this case, the Diffie-Hellman public
keys are exchanged, signed using the sender's private RSA or DSS key. The receiver
can use the corresponding public key to verify the signature. Certificates are used to
authenticate the public keys. This would appear to be the most secure of the three
Diffie-Hellman options because it results in a temporary, authenticated key.” Page 542:
“the client may send a certificate_verify message to provide explicit verification of a
client certificate... This message signs a hash code based on the preceding messageas,

defined as follows:

CartificatevVerify.signature.mdd hash
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MDS {master secret || pad Z || MD3({handshake messages

master szecret || pad 1});

ey Lgnature., sha hash

SH il pad 2 i| SHA(handshake messages
_secret | pad 1)} ;)

Therefore, it would have been obvious to a person of ordinary skill in the art at
the time the invention was made to combine Chou, Ali, and Kumar's inventions of
establishing a secure communication session with remote server over the network using
a session key with a system on a chip that contains a secure memory to store sensitive
information and with Stallings’ invention of signing and sending signed data. The
motivation to do so would be to provide authentication and to ensure secure
communication for involved parties.

Claims 62 and 70 are rejected because they disclose similar subject matter to
the combination of claims 53 and 54.

Claim 71 is rejected because it discloses similar subject matter to claim 63.

Conclusion
10.  Any inquiry concerning this communication or earlier communications from the
examiner should be directed to THANH T. LE whose telephone number is (571)270-
0279. The examiner can normally be reached on M-Th 8:30 am- 2:30 pm.
If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Farid Homayounmehr can be reached on 571-272-3739. The fax phone
number for the organization where this application or proceeding is assigned is 571-

273-8300.
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Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/THANH T. LE/

Examiner, Art Unit 2495

/FARID HOMAYOUNMEHR/

Supervisory Patent Examiner, Art Unit 2495
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Sir:
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Listing of the Claims, which begin on page 2: and
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LISTING OF THE CLAIMS

1-47. (Canceled)

48. {Previously Presented) A system-on-a-chip apparatus comprising:

a system-on-a-chip comprising a security engine having a secure memory
accessible only by the security engine, wherein the secure memory includes a security key that
was encoded in the secure memory during a manufacturing process of the system-on-a-chip, the
security engine to:

generate a random nonce for initiating a request for a secure communication
session with a remote server over a network using the nonce;

perform a cryptographic key exchange with the remote server;

generate a symmetric session key, based on the cryptographic key exchange, to
encrypt messages sent to the remote server and decrypt messages received from the remote
server during the secure communication session;

encrypt the symmetric session key based on the security key; and

store the encrypted session key in the secure memory,

the system-on-a-chip to establish the secure communication session with the

remote server over the network using the session key.

49. (Previously Presented) The system-on-a-chip apparatus of claim 48, wherein the
security engine is further to receive a server nonce from the remote server in a response message
to the request for the secure communication session, the response message including a server

nonce and store the server nonce in the secure memory.

50. (Previously Presented) The system-on-a-chip apparatus of claim 48, wherein the
security engine is further to generate a pre-master key, encrypt the pre-master key using the

security key of the security engine, and send the encrypted pre-master key to the remote server.

- Page 2 of 14 -
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51. (Previously Presented) The system-on-a-chip apparatus of claim 50, wherein the
security engine is further to wrap the pre-master key using a server public key and store the

wrapped pre-master key in the secure memory.

52. (Previously Presented) The system-on-a-chip apparatus of claim 50, wherein the
security engine is further to:
generate the session key as a function of the pre-master key; and
calculate a hash function as a function of the random nonce generated by the

security engine and a nonce received from the remote server.

53. {Previously Presented) The system-on-a-chip apparatus of claim 48, wherein the
security engine is further to generate a public Diffie-Hellman client key and a private Diffie-
Hellman client key, sign the public Diffie-Hellman client key using the security key of the

security engine, and send the signed public Diffie-Hellman key to the remote server.

54. (Previously Presented) The system-on-a-chip apparatus of claim 53, wherein the
security engine is further to receive a public Diffie-Hellman server key from the remote server
and generate the session key as a function of the private Diffie-Hellman client key and the public

Diffie-Hellman server key.

55. (Previously Presented) The system-on-a-chip apparatus of claim 48, wherein the
security engine is further to receive Diffie-Hellman global values and a public Diffie-Hellman
server key from the remote server and store at least one of the Diffie-Hellman global values and

the public Diffie-Hellman server key in the secure memory.

-Page 3 of 14 -
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56. {(Previously Presented) A method comprising:

generating a random nonce in a security engine of a system-on-a-chip of a client
device;

initiating, using the client device, a request for a secure communication session
with a remote server over a network, the request including the random nonce;

performing a cryptographic key exchange, using the security engine of the
system-on-a-chip, with the remote server;

generate a symmetric session key to encrypt messages sent to the remote server
and decrypt messages received from the remote server during the secure communication session;

encrypting the session key based on a security key that was encoded in a secure
memory of the security engine during a manufacturing process of the system-on-a-chip;

storing the encrypted session key in the secure memory of the security engine of
the system-on-a-chip; and

establishing, using the client device, the secure communication session with the

remote server using the session key.

57. (Previously Presented) The method of claim 56, wherein initiating a request for a
secure communication session comprises sending a ClientHello message, including the nonce, to
the remote server; and further comprising:

receiving a ServerHello message from the remote server, the ServerHello message
including a server nonce; and
storing the server nonce in the secure memory of the security engine of the

system-on-a-chip.

58. (Previously Presented) The method of claim 56, wherein performing the
cryptographic key exchange with the remote server comprises:
generating a pre-master key in the security engine;
encrypting the pre-master key using the security key of the security engine; and

sending the encrypted pre-master key to the remote server.

- Page 4 of 14 -
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59. (Previously Presented) The method of claim 58, further comprising:
wrapping the pre-master key in the security engine of the system-on-a-chip using
a server public key, and
storing the wrapped pre-master key in the secure memory of the security engine

of the system-on-a-chip.

60. (Previously Presented) The method of claim 58, wherein performing the
cryptographic key exchange with the remote server comprises generating the session key in the

security engine of the system-on-a-chip as a function of the pre-master key.

61. {Previously Presented) The method of claim 60, wherein generating the session
key in the security engine comprises calculating, using the security engine of the system-on-a-
chip, a hash function as a function of the random nonce generated by the security engine and a

nonce received from the remote server.

62. (Previously Presented) The method of claim 56, wherein performing the

cryptographic key exchange with the remote server comprises:

generating, in the security engine of the system-on-a-chip, a public Diffie-
Hellman client key and a private Diffie-Hellman client key;

signing the public Diffie-Hellman client key using the security key of the security
engine of the system-on-a-chip;

sending the signed public Diffie-Hellman key to the remote server;

receiving a public Diffie-Hellman server key from the remote server; and

generating, in the security engine of the system-on-a-chip, the session key as a

function of the private Diffie-Hellman client key and the public Diffie-Hellman server key.

-Page 5of 14 -
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63. {Previously Presented) The method of claim 56, further comprising:
generating, in the security engine of the system-on-a-chip, a hash code of a
preceding message sent from the client to the remote server;
signing the hash code using the security key stored in the secure memory of the
security engine; and
sending a client certificate verification message to the remote server, the client

certificate verification message including the signed hash code.

64. (Previously Presented) One or more non-transitory machine-readable storage

media comprising a plurality of instructions stored thereon that, in response to execution by a
computing device, cause the computing device to:

generate a random nonce in a security engine of a system-on-a-chip of the
computing device;

initiate a request for a secure communication session with a remote server over a
network, the request including the random nonce;

perform a cryptographic key exchange, using the security engine of the system-
on-a-chip, with the remote server;

generate, based on the cryptographic key exchange, a symmetric session key to
encrypt messages sent to the remote server and decrypt messages received from the remote
server during the secure communication session;

encrypt the session key based on a security key that was encoded in a secure
memory of the security engine during a manufacturing process of the system-on-a-chip;

store the session key in the secure memory of the security engine of the system-
on-a-chip; and

establish the secure communication session with the remote server using the

session key.

-Page 6 of 14 -
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65. (Previously Presented) The one or more non-transitory machine-readable storage
media of claim 64, wherein to initiate a request for a secure communication session comprises to
send a ClientHello message, including the nonce, to the remote server; and

wherein the plurality of instructions further cause the computing device to:
receive a ServerHello message from the remote server, the ServerHello message including a
server nonce; and

store the server nonce in the secure memory of the security engine of the system-

on-a-chip.

66. (Previously Presented) The one or more non-transitory machine-readable storage
media of claim 64, wherein to perform the cryptographic key exchange with the remote server
comprises to:

generate a pre-master key in the security engine;
encrypt the pre-master key using the security key of the security engine; and

send the encrypted pre-master key to the remote server.

67. (Previously Presented) The one or more non-transitory machine-readable storage
media of claim 66, wherein the plurality of instructions further cause the computing device to:
wrap the pre-master key in the security engine of the system-on-a-chip with a
server public key, and
store the wrapped pre-master key in the secure memory of the security engine of

the system-on-a-chip.

68. (Previously Presented) The one or more non-transitory machine-readable storage
media of claim 66, wherein to perform the cryptographic key exchange with the remote server
comprises to generate the session key in the security engine of the system-on-a-chip as a function

of the pre-master key.

- Page 7 of 14 -
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69. {Previously Presented) The one or more non-transitory machine-readable storage
media of claim 68, wherein to generate the session key in the security engine comprises to
calculate, using the security engine of the system-on-a-chip, a hash function as a function of the

random nonce generated by the security engine and a nonce received from the remote server.

70. (Previously Presented) The one or more non-transitory machine-readable storage
media of claim 64, wherein to perform the cryptographic key exchange with the remote server
comprises to:

generate, in the security engine of the system-on-a-chip, a public Diffie-Hellman
client key and a private Diffie-Hellman client key;

sign the public Diffie-Hellman client key using the security key of the security
engine of the system-on-a-chip;

send the signed public Diffie-Hellman key to the remote server;

receive a public Diffie-Hellman server key from the remote server; and

generate, in the security engine of the system-on-a-chip, the session key as a

function of the private Diffie-Hellman client key and the public Diffie-Hellman server key.

71. {Previously Presented) The one or more non-transitory machine-readable storage
media of claim 64, wherein the plurality of instructions further cause the computing device to:
generate, in the security engine of the system-on-a-chip, a hash code of a
preceding message sent from the client to the remote server;
sign the hash code using the security key stored in the secure memory of the
security engine; and
send a client certificate verification message to the remote server, the client

certificate verification message including the signed hash code.
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REMARKS
Applicant thanks the Examiner for consideration of the present application. Applicant
has carefully reviewed the Office Action dated January 23, 2017 (hereinafter “the Office
Action”). Claims 48-71 are pending in this application. Applicant respectfully requests

reconsideration of the present application in light of the remarks presented below.

L CLAIM LISTING
Although none of the pending claims 48-71 has been amended by the present Response,

Applicant has included the above Claim Listing for the convenience of the Examiner.

1I. 35 U.S.C. § 103 REJECTIONS

Each of claims 48-52, 56-61, and 64-69 stands rejected under 35 U.S.C. § 103 as being
unpatentable over U.S. Patent No. 7,966,646 of Chou et al. (hereinafter “Chou’) in view of U.S.
Patent Application No. 2006/0041938 of Asad Mahboob Ali (hereinafter “Ali”’) and further in
view of U.S. Patent No. 8,364,975 of Kumar et al. (hereinafter “Kumar”). Further, each of
claims 53, 54, 62, 63, 70, and 71 stands rejected under 35 U.S.C. § 103 as being unpatentable
over Chou in view of Ali and Kumar and in view of “Stallings Cryptography and Network
Security” by William Stallings (herein after “Stallings™) and further in view of U.S. Patent
Application No. 2010/0042839 of Ho (hereinafter “Ho™). Additionally, claim 55 stands rejected
under Chou in view of Ali, Kumar, and Stallings. It is well settled that the analysis required
under 35 U.S.C. § 103(a) must be resolved on the basis of the factual inquiries outlined in
Graham v. John Deere, Co., 383 U.S. 1, 148 USPQ 459 (1966); see KSR v. Teleflex, 127 S.Ct. at
1740. The Graham Court stated that as part of any analysis under Section 103,

the scope and content of the prior art are to be determined;
differences between the prior art and the claims at issue are to be
ascertained; and the level of ordinary skill in the pertinent art
resolved. Against this background, the obviousness or
nonobviousness of the subject matter is determined.

148 USPQ at 467. The analysis of obviousness therefore requires an inquiry into the scope and
content of the prior art and, more particularly, an inquiry into whether the prior art discloses all

of the elements of the claimed invention.

-Page 9 of 14 -
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A. Independent Claim 48

In support of the 35 U.S.C. § 103 rejection of independent claim 48, the Office Action
asserts that a combination of Chou, Ali, and Kumar describes or suggests every feature of
independent claim 48. Applicant disagrees and submits that the proposed combination of
references fails to disclose a security engine to “encrypt the symmetric session key based on the
security key,” which is “encoded in the secure memory during a manufacturing process of the
system-on-a-chip” as recited in independent claim 48.

Indeed, the Office Action acknowledged on page 6 that Chou and Ali do not disclose:

a system-on-a-chip comprising a security engine having a secure
memory accessible only by the security engine, wherein the secure
memory includes a security key that was encoded in the secure
memory during a manufacturing process of the system-on-a-chip,
the session key is encrypted based on the security key and is stored
in the secure memory.

To remedy this shortcoming of Chou and Ali, the Office Action relied on Kumar. In
support of the proposition that Kumar discloses such features, the Office Action asserted on page

6 that:

Kumar discloses a system-on-a-chip (Col. 1, lines 26-32: TPM is a
system on a chip) comprising a security engine having a secure
memory accessible only by the security engine, wherein the secure
memory includes a security key (Col. 1, lines 41-46: The sub-
components of a TPM may include an execution engine and secure
nonvolatile (NV) memory or storage. The secure NV memory is
used to store sensitive information, such as encryption keys. Fig. 1:
It is obvious that Processor 22 could also be a secure processor-
TPM/system-on-a chip-with Proc. Unit 30 is a secure nonvolatile
and the Proc. Unit 30 is the execution engine. Col. 2, lines 17-19:
In a platform with a TPM, platform measurements and encryption
can be used to seal sensitive information or secrets to the TPM)
that was encoded in the secure memory during a manufacturing
process of the system-on-a-chip (Fig. 1: Proc. Unit 30 has PUK 70.
Col. 3, lines 2-7: a processing unit key or PUK is a cryptographic
key that is stored in a processor when the processor is
manufactured, and that remains in the processor in nonvolatile
form),

The Office Action indicated that the TPM 44 is the system-on-a-chip. However, contrary

- Page 10 of 14 -
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to the Office Action’s assertions, the TPM 44 does not comprise a security engine that has a
secure memory that includes a security key that was encoded in the secure memory during a
manufacturing process of the TPM 44 as recite in claim 48. Instead, Kumar discloses in col. 3,
H. 2-7 that “a processing unit key or PUK [of the processing unit 30, and not the TPM 44] is a
cryptographic key that is stored in a processor when the processor is manufactured, and that
remains in the processor in nonvolatile form.”

It seems that the Office Action is asserting that the TPM 44 may be incorporated into the
processing unit 30 and function as a single component. However, Kumar states in col. 8, 11. 49-
59 that:

[Plrocessing unit 30 and TPM 44 may then use 3PK 72 to create a

session key (SK) 74 to be used for protecting communications

between processing unit 30 and TPM 44. Processing unit 30 and

TPM 44 may then use SK 74 to create a protected channel, as

shown at block 230. That protected channel may traverse multiple

system buses 24 and zero or more components of chipset 34. TPM

44 and processing unit 30 may then use SK 74 to encrypt

communications, as indicated at block 232. In alternative

embodiments, multiple session keys may be used for protecting

communications between processing unit 30 and TPM 44.
In other words, the processing unit 30 and the trusted platform module (TPM) 44 are separate
components within the same processing system (i.e., within the same computer) that
communicates with one another other. As such, the assertion that the processor 22 that includes
the processing unit 30 “could also be a secure processor-TPM/system-on-a-chip-with” the
processing unit 30 is not supported by Kumar. Accordingly, Kumar fails to disclose or teach at
least “a system-on-a-chip comprising a security engine having a secure memory accessible only
by the security engine, wherein the secure memory includes a security key that was encoded in
the secure memory during a manufacturing process of the system-on-a-chip” as recited in claim
48.

Moreover, the Office Action asserted on page 6 that Kumar discloses that:

the session key is encrypted based on the security key and is stored
in the secure memory (Fig. 1: Proc. Unit 30 stores PUK, 3PK, and
SK-session key. Col. 6, lines 43-50: PKU is used to encrypt 3KP.
Col. 7, lines 44-47: encrypted key is protected from attacker.

- Page 11 of 14 -
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Therefore, it is obvious that PKU is also used to encrypt SK to
protect SK from attacker.)

Applicant respectfully submits that the Office Action’s assertion that “it is obvious that
PKU is also used to encrypt SK to protect SK from attacker” is unsupported by Kumar. As
quoted above, Kumar discloses in col. 8, lines 49-52 that “processing unit 30 and TPM 44 may
then use 3PK 72 to create a session key (SK) 74 to be used for protecting communications
between processing unit 30 and TPM 44.”" In other words, Kumar teaches that the session key
(SK) 74 is created using the third party key (3PK) 72, and that the 3PK may be encrypted based
on the PUK. See Kumar, col. 8, 1l. 49-52 and col. 2, In. 67 - col. 3, 11. 1. This is in contrast to
encrypting a session key generated from a cryptographic key exchange, wherein the encryption
of the session key is performed using a security key that was encoded in the secure memory at
the time of manufacture, in accordance with claim 48. As such, Kumar fails to disclose at least
that feature of claim 48.

For at least the reasons discussed above, Applicant respectfully submits that the proposed
combination of Chou, Ali, and Kumar does not render claim 48 obvious and Applicant

respectfully requests withdrawal of the Section 103 rejection of claim 48.

B. Independent Claim 56

The Office Action also rejected claim 56 under Section 103 as being rendered obvious by
Chou, Ali, and Kumar, using similar rational as set forth in the rejection of claim 48. Though
different in scope, claim 56 includes features similar to those discussed above with reference to
claim 48. Accordingly, Applicant respectfully disagrees with the rejection for at least the
reasons provided above in regard to the rejection of independent claim 48. As such, all of the
arguments presented above in regard to the rejection of independent claim 48 apply with equal
force to the rejection of independent claim 56 and are incorporated into this section by reference.

Accordingly, for at least the reasons provided above, Applicant respectfully submits that
the proposed combination of Chou, Ali, and Kumar fails to disclose every feature of independent
claim 56. As such, that proposed combination fails to render independent claim 56 obvious.
Applicant, therefore, respectfully submits that independent claim 56 is in condition for allowance

and such action is respectfully requested.
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C. Independent Claim 64

The Office Action also rejected claim 64 under Section 103 as being rendered obvious by
Chou, Ali, and Kumar, using similar rational as set forth in the rejection of claim 48. Though
different in scope, claim 64 includes features similar to those of claim 48, discussed above. As
such, Applicant respectfully disagrees with the rejection for at least the reasons provided above
in regard to the rejection of independent claim 48. Accordingly, all of the arguments presented
above in regard to the rejection of independent claim 48 apply with equal force to the rejection of
independent claim 64 and are incorporated into this section by reference.

For at least the reasons provided above, Applicant respectfully submits that the proposed
combination of Chou, Ali, and Kumar fails to disclose every feature of independent claim 64.
As such, that proposed combination fails to render independent claim 64 obvious. Applicant,
therefore, respectfully submits that independent claim 64 is in condition for allowance and such

action is respectfully requested.

D. Dependent Claims 49-55, 57-63, and 65-71

Each of claims 49-55 includes independent claim 48 as a base claim; each of claims 57-
63 includes independent claim 56 as a base claim; and each of clams 65-71 includes independent
claim 64 as a base claim. Stallings and Ho do not cure the deficiencies of Chou, Ali, and Kumar
with respect to independent claims 48, 56, and 64. Accordingly, Applicant respectfully requests
withdrawal of the Section 103 rejection of claims 49-55, 57-63, and 65-71. Any arguments
specific to claims 49-55, 57-63, and 65-71 are held in abeyance without prejudice or admission

to any assertion made in the Office Action in order to expedite prosecution.

1. CONCLUSION

In view of the foregoing, it is submitted that this application is in a condition for
allowance. Action to that end is hereby solicited. If there are any questions or comments that
would expedite prosecution of this application, the Examiner is invited to call the undersigned at

(317) 231-7307.
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It is respectfully requested that, if necessary to effect a timely response, this paper be
considered as a Petition for an Extension of Time sufficient to effect a timely response. The
Commissioner is hereby authorized to charge the fee for such Petition, if needed, and any
shortage of fees, and credit any overpayment of fees, to the Account of Barnes & Thomburg,

Deposit Account No. 10-0435 with reference to file P41624US/45631-225521.

Respectfully submitted,

P I
< 2
Séott R. Powell
Registration No. 58,378
Barnes & Thornburg
11 South Meridian Street
Indianapolis, Indiana 46204-3535
Telephone: (317)231-7307

DMS 4950792v1
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) 30 {3 5 T S b B R T A, TR AT R A 0 A e € T P A B S R AT

13. A EEsR 12 BT A0 PR 2R 4, JUURHELE T, 78 TR AL B g u 19 32 SR IP A e i
MR E RS 2 b A B R T AN FE Z 4 2k 8] .

14, WIBRIEE R 12 prid bR R A, HYFHEAE T «

PR HALTESE — T8

Petitioner Samsung Ex-1004, 0686



CN 101251879 B W OB B 1/8 W1

AT RIF IR EFRE

& AR
[0001] ARGy Iy R B AL IR, JEHE B ] R P de i 7 i A G R L

BEEEA

[0002]  Ab¥EFR Ly n] LA FEREAF BT IR, 2 P R AGTE 5T (CPU) BENLAZ BUEAESS (RAM) FI
S RPN o AT R G0 b ] LU RS AR UR8, i 0 Ok A At R4 (BIOS) R IHL G
#HREFE (W) | L,U?(%E VWM EisAT R — ek 2 P AURE R (09) « il BALRZ 4 S
ek B, A LR B10S, FEAEBH J5 8 A VMM. VMM B B LGN — A~ ek AN RUL, IF
Hix gl a] LLS | 5 AR 0S8 2 AHIE 0S 1A [Ela= 8 .

[0003] [T RAMFI—-PEKE A~ CPUZ 4t b3 R GEIE 7] LAELFE & U AL ER 2%, 8 tn ] {57
& B (TPM) o TPM 247 T4 R4 N Wl R4, JHR T H TRRA R R4 2 MR
B PPV A& FURR o B0, TPM AT LS S plc i (1O sl 4.0 8, IF B el A TR
FARIFIEH PORIALE. TPM AT LA QSRR & i ol J5UE VTP S5 RAT TP 22543 7Y
N, E T 2003 4 10 H 2 H&RATH Trusted Computing Group (TCG) TPM Specification
Version 1. 2( B[fFil 5/ 4l (TCC) TPM MG A 1. 2) ( FHRR“TPM RIE”) RSO, % TPM
FUYE HH TCG 2547 0] AR HE www. trustedecomputinggroup. org/home b3l .

[0004]  TPM fYy F {7 ELOFEHAT SR 2 4R B ke (NV) (P ds aliAT . 224 NV AT
2% T A2 A v s s ) 2 2R A0 EU s BL, o AT 5 EE IR PR 11 TPM BOF2 Rl 85 2 1
A NSRRI X EURE R .

[0006]  —Hil &, A TCG (1Y) TPM BT &4 PR 05 Uik 0 5 o / 5P e B
ZaeRE . TPMEEHER TSR tEERE & 1B a4, T e TSNS Fr 4], LU AT T
1L°F & W44, W an il 440 0S. TPM R AT UL IR W & fn H AR %, T e g8
EME U B UL R AT RUSAIE. BRI sk BT A A TPM 2 ¥ 30 & B R TR .

EIANE

(00061 AR BRAZ{ T —F0H ¥ $d 19 77 %, Bk i a4 A0k B B R4 AE S
S PEAT it 2% 100 25 B 1 0 25 R AR B AN TR AL T AR 45 (P AL BHER T 5 55 TR B B 5 P A o 25
WA 5 78 T 420 B8 48 50 1) 52 IR AP &1 73 PY A 58 I IR R 25 1985 5H « UL B A8 FH BT 8 R 5 B R
16 BT IR AL FE R G 14 P i b 33 g e A& 4 P AL 3T 28 2 IR 3R S 2 AR B (5 18 .

[o007] ARIMAK AN S Jrm,RO0LT A TREARE vk, B B AT
b RGN A AL BEAT, TR P T{ERT IR AL B 5 40 1) S S B o M 224 P Ak
TS 2 [V Z R B E 10 IS TR S — R IR A R R 4 R AT iR
P b H RGN BT 38 — S PR as  A ; LA AR R s R e B R RN S| B 47
fits, oAb BT IR ACAS B Yo tu 8 FH P s L T IR 88 — 35 BH IV T 8 Jn 285 A L LA R F B8 — 3R R ARk
%4 .

[o008] R A KBRS — A7, 24 T ML RS, BLIE AT ST HATIR AL TR T
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BERAE S R ATl A s LR S AT IR A I R 2 Ph A B2 s B P i A B 5 5T 4
Al B T -5k B AL E R AR HE 5 M A 1 A% Y S DT R A R\ BT iR A S R GE R AL
MR TC s ARTEE T IR P B B BT IR N R AR 5 16 AT IR AR T T R R S A
AT T P A B 0 B < LR AT P P A 0 BHORAE BT IR A PR AR 458 1) P AR B B8 e 22 e By A
AR 2 AT S AR B (E T

Bt =115 AR

[0009] A% HHARFAE AR A0 MO B BRI SRS LR 53—~ e 22 A 75 49 52 3 90 7 12 &4
FER UL B AH Y. G B B A2 18 i af & L, B s

[oo10] & 1 J& 4z [ EH rpoa] LS I AR 2 B — 4 o 1] s ) 1y S 4 7 1l (1) TR S0P Ak
FLARGENIHER ;

[oo11] P 2 J24iee T vb A B 1 (SR A0 TE R 45 (o 9 PR AL TR B AR P

[0012] FE3 ERIEARHA P p A T E L BB REMEEE = EHNE
TR

[0018]  I¥ 4 PR — IS FER T Fa R0 5 S AR B L g HE I LA %

[0014] & 5 JEARYE A K B — Ao 181 92 HE 0] 1) HE A0 AL B 8 o0 22 A P Ab PR 8% 2 [0) &8 7
SR A ERE N R AR E

BEXEAR

[00151  FEHAT TPM B9°F & W, 7] LU 1 5 0 5t A0 s ke 4 ek (5 S oluhih o s o 33 TPM,
190 41, ZEAF VM G940 TR ZR 4 A, nf A VMM 0 LA S 5 2H A i SRR 58 9 ) 45 TP,
TPM ] L350 MA S L0 bl i 4 Vit 5508 AN TPM 381, BaE VWM I Al Sl E 4k 4 iE 5 H T5%
hir i = VRS . SR, AR A T B, 2 2 AF TPM A1 CPU 2 R AR AR IR R 4 N &8 il {5 1M
Blabise A (BRI, ARins ) (£,

(00161 AK BN HFR T H PEZ e PrabEs (5, TPM) FabM 860 (Fldn, CPU) 2
) LA s e X DL (5 A 5 O LA AR AR o ERLIEL, B Do 2 LS T A B R 40 P9 B P i R 2L Bl
SN e A L A N

[0017]  F (AL AT B T 4 0 Wi SRR BRAS HE (DRV) 1R S 4 (20 P9 A 4 (I 15
FIRAT . W R — D R A IR A, & — - SE W o, 78 TPM AN CPU 2 [A) FUd {5 8 18 1 19 %k
A RS AR a5 . 4k, CPU I TP 4% PR HEEA 3740 (AUBLBRRh “ B =y %4H”
B “3PK” ), FSRYE B 2G4 kS R A B ih e B

[0018]  Jfy T AN H K, A FARE PR PRSP AN REm S, “%—
777 REALEEBR A I R, 0 SR = 7 R S iZ A0 B T e Ab B R S A SR R ) HoA sE 14
lan, de ARG S A AL S R R IR S AN R B AT,

[0019]  HIKZHLHE = 754, CPU [FMHliE i v 40 £08 3PK 2R CPU BR TPM. [P, Bl A
TPM 57 65 41 2Bk, A BARS 2 CPU il v JF R4S EE T 65, B4 CPU i s v] REEH L &%

IPK 2 TPM. AR M, 3PK LR HoAR N\ b 38 R 40 il R ) LA 338 phy Rt 2k Ho Aty # h0), i%
WAL R HE R . B, 1 PR D PR AR AR, 2T Ah I R, [Rh T & ik
i (OEM) B] DASKEL CL g4 7o A0 & B s &2 AR 1 LB R CPU N YR = 7 3 I % ] 1
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(AC) Bidle. b Rk B rd MALEE, e 70 AC ALHL (AACM) Wi, 3PK W] ik T-4b 28 B 5
FH PUK) BTy . AMCMIER] L2450 AL R B A, AL oo gk PUK
FEAE IS AL ES S AE A (LA SR A B, JF HELAE 5 R MR B IR B b 25 Py . 9]
o, AR PR R LR B i3 A REIZ AP D R EEE .

[0020]  AACM 1] LI 4465 | SA7E4E (B0, BE 54 BIOS fUIMINE ) N. TFeidiE
F WAl BT & HliG HARDEE: SPK 2238 NiZ- A 0T TPM. WG, /£ FIN, CPU W] LAt $kFFiz 4T
i% AACM., PRI, AC ST LL 22 O N5 1) 3PK 917 A0 I SRS BRI BEER g vT 8% A 28 A 51
FCOGRLE., 2 ASEiEf . CPU AT RUME A MIfE: O3 (FIT) 44 A & 48RS 1T AACY
FObRAENLE] . A 2C FIT RUESMEEAE LT 2008 45 12 H 9Intel® Itanium® Processor
Family System Abstraction lLayerSpecification(Intel® Itanium® I F K BT E
JEESE ) RO, aX AT LA EIRE M down load. intel. com/design/Ttanium/Down loads/2453
5907. pdf K. IEATI, AACM AT LA 3PK ‘22 % % (A iR BLARIAE it CPU H 47488 T
2By 6 n] PAE T AE B R BY i o OEM %5 £H %0 N BIOS /7 fikas - a0 5 AR
A R A AL TELE .

[0021]  AACM 3R] LAFIRGHL TPM JF EURR 20 1R 8 U1, 18 B4 AL SE S50 TPM TR n s 783
A2 MAEHR 5 . Blan, — B 3PK C 24 3 A AL FLS A TPM, 1 e £ 3 n] {iF HY
FRUEMZ HEZEH TFAR— P2 NS H . ZSiEMETTH TIRP ARSI TPM 2 [H]
HIIEAE -

[0022]  Hi (IR P 77 & RUUFAE CPU L WE 20 TPM 2 25 )0 4 b T 45 2 IR A 22 A 11, H
U % B B R A A e 2 U TR R A LS AT P B U7 0] B B A, AT R R A A
o 40, WAL I ET G wl AR H IR 5dE i B (lan, HFERiriashE
LR MPEG) 2 NEH H TR EH G BEIEFE NEHYS ) 22T H AN
(ITP) fBtis

[0023] &b, AATFHR T — M R EER T 2ok W& g FHL g v 2EPEEa
. FHHHBE - HEEHHREZE NG, PK BH LT AR FABIE ., B
S s DG T ANEE 3PK. DRk, SR B0 b 3 28 3R D145 i3 i, ] RAEEA S B 3PK 1%
AR o T A AR A . A SRR M R] L Al (E f SR 7R i 3PK, I H 3PK W] L AE
WHIRAPETF & BT 3R 2 % B8

[0024]  [&] 1 24 T 7EH rhw] BLSE IR A A2 0 — A4~ o 1 5 e f4] £ ShE 2% 5 1 -6 0 45 4k
HARS 20 FHERE] . B RS 20 EHLH — M3 E D ARG 24 B AR F IR
i 5 & A AL ALEIE S RS A0 & R AR AL 82, Wt th R gb BT (CPU) 22, A TFAEH
AR« 27 RAAILERAEBRIR LA A SRR, CPU 22 pAERF I E N $
JC, W AL 5T 30 FUALBE SR ST 32, W REHE, AbSH RN LLEAKERE — AN b BT CPU,
BEZHAO2 L — G R T 2 s, AR TA] iR M) BRECH T
(5] BF B3 A ] B AT 22 S AT (e JEAth B0 AR LA S FH

[0025]  E&nAFHAE H Y, AE “Ab IR R ” M “HER G RR” B 205 5008,
RS ERGRIRE TR VLSRR S RS, A RA A E AR T 4K
W H RS HEE VL SR E RS GHEER AN AL MBS EALE YL - IR
B FE A AT BN TAEuh R 5528 8 550k 5000 18 L AT S 0L, BUR S AR B
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WA AECEBEE (PDA) F R & B S 0A / SR & S IR R iR & U R T b8
A B LAl i

[0026]  AbFE ARG 20 n] 2 /b & o iU i R A i Wi AL Blbs 28 00 W s A B s AN, T
/ORI B b a VLR R Y a2 e uk . s A IR B S R ok s . LR S
20 1] IR A — A el 2 DR SR AL T R A — N S AN RS, e i e a5 s A
(NIC) 40 i thil fft 1 A sk HEAth (Y5 15 3 O sYORR 7 Ab T8 B & ] DL ok v sy dsk ™) (LAND L) 38k
P (WAN) PRI | PRIy D9 2 A PR/ ol OB AR P £ 1) 77 SN . 0 R R 2 1138 135 AT AR
& MA LA/ ol G2 AR SO R 4R AR AT B, A RE AR (RF) L T2 S+ 1T
22> (IEEE)802. 11.802. 16.802. 20 ¥ 5 02 AL AR B 88 VUL S %. H 55802, 11
B A AR 2 Jok S R L (WiFD) Bhil. 55 2K 802, 16 FyWp i % FF o WiMAK G 46 I
B R T, A S IR S A S BB AT R M grouper. ieee. org/ groups/802/16/published.
html K.

00271 P2 BT EE | KA RS 20 KD 500 e 3R sE 12 fER. =
B, SR 4 BEIRHE 12 4S5 4 A #E R S f AL IR R 4% 20, LL R AR AACM & A 45
80 RIEFEF ARG, ALBER S 20 A AACM KBRS 80 v LALE I BI%E 90 1815 . i, &P R
45 20 n {1 OFM H2EC) 102 Py, 3 H. 24 OEM [F 3% fitek il & 4b T 2R 45 20 A, OBM w] LI{# 1540
MRS 20 5 AACOM R4 #5 80 I 15 AR ACHE R4 20 145 1% OEM & R[] 3PK, XTE VA M &%
FE 3 PR R . 5 B AR, 1 FA, OOM A] LL{EAS AACM %4285 80 £E413E AC Bith
RN 3PK 72, FH IR HLAE 30 Al iZ OFM & FH I AACM.

[0028] PR ZBEEKE |, AR RS 20 th, 4-# 28 20 Al LU E B SE— i A S kMg
HEG R VEEAR A v &, a0 RAM 26, LUisdr s (ROM) 42 1% anfidi 5 Sk sh 4% i K & = {7 it
P& 36 F1 / Bl L OGP A7 VBT I AT 0428 B MBS 5 1 At B A el T
F T AT BB, ARTE “ROM” 8 & H T 488 lin] 0% 0] 407 ROM(EPROM) . HE AT $22 & AT
47 F2 ROM(EEPROM) | [N 3% ROM, (N A7 0 E By R Mg 28 W & AFESS 22 W LA S
SN A RS SR R K Eh A T (TDE) s hRE b AL R gk 1
(SCST) Fasifil#s GRTT B AT B2 (USB) FEHI8s 4N/ M (1/0) 3k L VTN IR & IS TN B R 88
Z EMEH S S %

[0029]  TEWE 1 ByschEd . AbEE R 20 L HLRE TPM 44, 7EIES SERE il dn] LA A H Atk
R AL TESS . AbFESS 22 RAM 26.TPM 44 FHAh A A] OB Z A 240 34, it
2H 34 R IEF PR ARG AU DU ARSI ZAE AT 0 — k2 ek S .
[0030] i {1 FE AT s i) 25 25 S Lo 20 PR I m] DAAR S TR oA ok S BB A O (Hla,
PCT 4588 ) MIERLAR R o dE—DEFERIT , — AN ERE A & 7] DAk S B 4 ff i anml m 2
B AN H] G FRIB AR 23T B MR 2 . 2 T R iR % (ASIC) VR AU HL B R RS HL TR A R
a5 o

[0031] AR HAEM T LB WES BB DR RO 254 L R R P e B Vs S B
PEoR A, i e dn g VLA U5 N, S AE 2L 358 AT 0 S BB 2 B s K g {4
R SCRIESS, R/ BRENAT W Weks£E LLT 38 9 0 G R s ) HoAL PR (ke pv o i 5008 wT LA
WATELE G SR/ AR S R BdRaEh . AT HM, RIE“EFE"Eml XisH
B AL AR b3, ARG R TR OB R LD R V00 R 7 3 S B BICRT R e . ARG L
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] T3 —sads i oy (B0, T o aid i) 984 ) (iR P RS S Egmign
fEf—i4r . T, RiE“HER” iTH T AAE AL R AT S HAT EN— P 2 4
FEMEATIEA I0ES . EACTR A S 20 Y IR F o] DA S B 51088 84 (2.

[0032]  fdn, JALFEFR S 20 S A, BIOS 50 A1 VMM 52 A] 35 A RAM 26 JE7F K-+ 155 84
NEAT . BIOS 50 i) CAHLHE F HE 4 2006 4F | H 31 H Y Version 2.0 ofthe Unified
[xtensible Firmware Interface Specification (& A5 &R O AR A 2. 0)
S ROM A2 38V LA TR QI A5H AC BIHR (AACM) 60 Z ZERIBIHL, X A Rt 283
.

[0033] [ 3 BRIEAKRE B sciEm A I riib i R4 20 25 3pK i M mEE.
A~ IR 5 OEM 5 PR S Al sl AC B B4 A 0, Z I R 1E OEM IE % (m) HofiL4y 3PK 14k
FRRZE 20 Z 5 4G, 7EHE 110, ORM BESETLLL 1) 3PK.

[0034]  {EHE 112, OEM #fE % P25 () AC A5 B 2% s ) M 1) 2 i 9 7P, OFM O 4% AC A%
Hedd B 0 46 B B8 24 2006 5F 9 B B9 LaGrande Technology PreliminaryArchitecture
Specification (f#g B H AW 20, R Oh “LTPA ™) HR M 0. 1% LTPA
G 25 80 7] A AT M www, intel. com/technology/security/downloads/LT spec 0906.
pdf $IHL.

[0035] | 1 (¥ ) Pt AL P R 4 o P e PR O o 22 S0 i (SMIX) (T e S ER L S AT 4%
Hilz 1. A% SMX FIERAME S RT A LTPA IS $RER . 1% LTPA BLVEIG i 7 b far % 51 H AT
AC IR, B4, 56 11 A 12 sift R HARRe

[0036] g Sz A2 SR PP B BE (1 37, SMX i FH S8 S QI B AT B U R B b o 3R T F 4%
BERR M S AR BT H (AC BiHe ) [T 2 AR AR gk 2 Ah B S ) Y 3 RAMLC BB O S 0 AR 6
HATIX ) WIRETT . % AC BEHL B S5 4% %5 0 AL b o A8 AP B o 7 43T -

(00371  « %Wt B 77 AC B SL N (5L 7288 2R SEFL . ARFRESTHEL AC BEHLI B
BN AL FH 2 455 TR A 28 44 AT R0 o il FH SMX, AR 3 250 (L1 IR AL &b 88 PR & s A HETm i % 9] (1
T B 3RAT AC FCAEEII . R A 55 A A AL A (R 5 A6 Ab T AR A Y &0 RAM PN, BT LAAZABEER 17
PATRENE 5 A5 47 il 3% B0 PN 2 AP b B 88 S 2R IS sh R S b gE AT

[oo3e]  FRR[FIFHE 112, 24 7 HEAVI A2 AC Bk, OEM n] LU HI P {08 / Bdas AL AC
B P X . 7RG, ¥ AC BEEHIME R B R RN 20110 AC BEHLYT OBM Py 2810 i 2N AL
No AFRFRER 20 0] LUA TR Z A0 AC BEb i) HARHE 4, i Kb FEL.

[0039]  WIHE 114 fion, AbPE ARG 20 Bl i E 12 52 AACM A /ER% 80, 1o I s it 31
AL PR ZR S 20 FNAACM RAESS 80 # v H TS EUIE R %Al iE, o] LERE T 58
AR TIX R EZAIEE. WHE 116 iR, I R % 20 b Jo a] LUK B BkiER 84 Kikeh
ACM B A2% 80, W 2 TR, iR 84 vl LI REIE AC Bibh LA R HIEE /4 3PK. FEbR {7k
SERE P, 910 AC BRHURE ST OEM BRER — 7 thilil f I 78 H BATE 7 54K 1% AACM [ 4L L85
R B, WiIlE 120 01 122 BToR, AACM RAE2% 80 1] LI ALPE JR 4t 20 Z0w]E AC it
3PK, Hw] LL/ER fa & 3PK.

[0040]  {EPE 2 A9zl b, AACM R4 8% 80 HHALPEES 22 BRIE R EF 1, 3F B AACH R4 4%
80 {5 F Pl i AL A% s a5 8 (PMK) 71 S 3PK. 7EB 2 RS, PMK 71 2R,
3f HLALFE 0 30 A FE1E AR A 811 PUK 70. 7E5— S, PMK R PUK 1] LL 2 A1 [H]
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g CRE. &A1 LLEAARERIE ) .

[0041] 7EF 1 AUsEHEHIA, PUK 70 0]t 4L 228 22 B SR S A, ZE1 AL FE % 22
IR N OBM [R) 35 5 2 {7l A e A AL 3E H G 30. ZETHEE 22 (R ki f o] LAE PMK 71
R, DT 1 3 A SE R e e 1Z PMK 71 (1. 54k, Ab R 28 it i v BLZSHEAS ] 5
SEARCK A FE AACM 2 2E48 80, HAA PUK 70 Akl h 2 “ A7 81, (B enl g fre, LIS
A M AHE AL T A T 30 .

[0042]  FHIR[AIFIPE 3, WIHE 124 AT7=, AACM A& 2B 2% 80 Bl j5 2 7 AL 5 N (Y 3PK (E3PK) 72A
) AACM 60. HF EL ki, BRI RIE 2, 25557 AACM 60 I, AACM %7525 80 1] LI F3PK [ &
V1B AC BRI P R, JF B BNz s K7 B . 40, AACM 60 1] LUGLES F LALRFFn
Z 3PK (T2 LB . B3E 3PK INEERRAS I AACM AT #FR A Inss 1) AC A5t

[0043] THRZBZE 3, UIHE 126 F77, AACM & 2 52 80 Bl 514 AACM 60 2% 4P 2 %5 20,
{EHE 130, A PR AR S 20 AT LUk H AACM K245 8% 80 AU AACM 60. Bl J5 4 132 Fis, 4bBE
FE 20 A[ A% 4, AACM 60, A0, OEM Al RAZEHE 1 AC BLEL A BT, i W B YEHTRY — oK
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DETAILED ACTIONS

Notice of Pre-AlA status
1. The present application is being examined under the pre-AlA first to invent
provisions.

Information Disclosure Statement
2. The information disclosure statements (IDS) submitted on 01/19/2017 and

04/27/2017 have been considered by the Examiner.

Status of Claims
3. This Office Action is issued in response to the Amendment filed on 04/24/2017.
Claims 1-47 are cancelled.

Claims 48-71 are pending in this Office Action.

Response to Arguments
4. Independent claim 48
Applicant states: “The Office Action indicated that the TPM 44 is the system-on-
a-chip. However, contrary to the Office Action’s assertions, the TPM 44 does not
comprise a security engine that has a secure memory that includes a security key that
was encoded in the secure memory during a manufacturing process of the TPM 44 as
recite in claim 48. Instead, Kumar discloses in col. 3, 11. 2-7 that “a processing unit key

or PUK [of the processing unit 30, and not the TPM 44] is a cryptographic key that is
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stored in a processor when the processor is manufactured, and that remains in the
processor in nonvolatile form.”

It seems that the Office Action is asserting that the TPM 44 may be incorporated
into the processing unit 30 and function as a single component. However, Kumar states
in col. 8, 11. 49-59 that:

[Processing unit 30 and TPM 44 may then use 3PK 72 to create a session key (SK) 74
to be used for protecting communications between processing unit 30 and TPM 44.
Processing unit 30 and TPM 44 may then use SK 74 to create a protected channel, as
shown at block 230. That protected channel may traverse multiple system buses 24 and
zero or more components of chipset 34. TPM 44 and processing unit 30 may then use
SK 74 to encrypt communications, as indicated at block 232. In alternative
embodiments, multiple session keys may be used for protecting communications
between processing unit 30 and TPM 44.

In other words, the processing unit 30 and the trusted platform module (TPM) 44
are separate components within the same processing system (i.e., within the same
computer) that communicates with one another other. As such, the assertion that the
processor 22 that includes the processing unit 30 “could also be a secure processor-
TPM/system-on-a-chip-with” the processing unit 30 is not supported by Kumar.
Accordingly, Kumar fails to disclose or teach at least “a system-on-a-chip comprising a
security engine having a secure memory accessible only by the security engine,

wherein the secure memory includes a security key that was encoded in the secure
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memory during a manufacturing process of the system-on-a-chip” as recited in claim
48.

In response, Kumar is brought in to show the obviousness of the limitation “a
system-on-a-chip comprising a security engine having a secure memory accessible only
by the security engine, wherein the secure memory includes a security key that was
encoded in the secure memory during a manufacturing process of the system-on-a-
chip, the session key is encrypted based on the security key and is stored in the secure
memory.”

Kumar discloses a system-on-a-chip (Col. 1, lines 26-32: TPM is a system on a
chip) comprising a security engine having a secure memory accessible only by the
security engine, wherein the secure memory includes a security key (Col. 1, lines 41-46:
The sub-components of a TPM may include an execution engine and secure nonvolatile
(NV) memory or storage. The secure NV memory is used to store sensitive information,
such as encryption keys, and the execution engine protects the sensitive information
according to the security policies dictated by the TPM’s control logic). Kumar also
discloses “in a platform with a TPM, platform measurements and encryption can be
used to seal sensitive information or secrets to the TPM” and in Fig. 1, Processor 22
which has Proc. Unit 30-stores keys and Proc. Unit 32. Therefore, it is obvious to apply
TPM to Processor 22 with Proc. Unit 32 as an execution engine and Proc. Unit 30 as
secure nonvolatile (NV) memory or storage to protect data of Processor 22.

Applicant states: “Applicant respectfully submits that the Office Action’s assertion

that “it is obvious that PKU is also used to encrypt SK to protect SK from attacker” is
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unsupported by Kumar. As quoted above, Kumar discloses in col. 8, lines 49-52 that
“processing unit 30 and TPM 44 may then use 3PK 72 to create a session key (SK) 74
to be used for protecting communications between processing unit 30 and TPM 44.” In
other words, Kumar teaches that the session key (SK) 74 is created using the third party
key (3PK) 72, and that the 3PK may be encrypted based on the PUK. See Kumar, col.
8, 11.49-52 and col. 2, In. 67 - col. 3, 11. 1. This is in contrast to encrypting a session
key generated from a cryptographic key exchange, wherein the encryption of the
session key is performed using a security key that was encoded in the secure memory
at the time of manufacture, in accordance with claim 48. As such, Kumar fails to
disclose at |least that feature of claim 48.”

In response, Kumar teaches the concept of security key is encoded at the time of
manufacture (Col. 3, lines 2-7: “a processing unit key or PUK is a cryptographic key that
is stored in a processor when the processor is manufactured, and that remains in the
processor in nonvolatile form.” Col. 3, lines 9-11: “The platform builder may also install
the 3PK into the TPM of the platform during platform manufacturing.”), the concept of
encrypting key (Col. 7, lines 44-47: encrypted key is protected from attacker), and the
concept of encryption using key that is encoded at the time of manufacture (Col. 6, lines
43-50: PKU is used to encrypt 3KP.) The combination of these concepts makes it
obvious to have the encryption of the session key is performed using a security key that
was encoded in the secure memory at the time of manufacture.

In conclusion, it is the combination of Kumar’s teachings of TPM, key is encoded

at the time of manufacture, and encryption using key that is encoded at the time of
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manufacture that makes the limitation “a system-on-a-chip comprising a security engine
having a secure memory accessible only by the security engine, wherein the secure
memory includes a security key that was encoded in the secure memory during a
manufacturing process of the system-on-a-chip, the session key is encrypted based on
the security key and is stored in the secure memory” obvious. Therefore, Applicant’s
arguments regarding Kumar are not persuasive and previous 35 U.S.C. § 103 rejections
are maintained.

Applicant’s arguments regarding independent claims 56, 64 and dependent
claims 49-55, 57-63, and 65-71 are moot because they depend on Applicant’s

arguments of claim 48 which is found non-persuasive.

Claim Rejections - 35 U.S.C. § 103
5. The following is a quotation of pre-AlA 35 U.S.C. 103(a) which forms the basis

for all obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth
in section 102 of this title, if the differences between the subject matter sought to be patented and the
prior art are such that the subject matter as a whole would have been obvious at the time the invention
was made to a person having ordinary skill in the art to which said subject matter pertains. Patentability
shall not be negatived by the manner in which the invention was made.

6. Claims 48-52, 56-61, 64-69 are rejected under pre-AlA 35 U.S.C. 103(a) as
being unpatentable over Chou et al. (US Patent No. 7,966,646), hereinafter
"Chou", in view of Asad Mahboob Ali (US Application No. 2006/0041938),
hereinafter “Ali” and further in view of Kumar et al. (US Patent No. 8364975),

hereinafter "Kumar”.
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Regarding claim 48, Chou discloses system-on-a-chip apparatus comprising:

[a system-on-a-chip comprising a security engine having a secure memory
accessible only by the security engine, wherein the secure memory includes a security
key that was encoded in the secure memory during a manufacturing process of the
system-on-a-chip, the security engine to]:

generate a random nonce for initiating a request for a secure communication
session with a [remote] server over a network using the nonce (Fig. 1 and associated
text: Client hello message 150 is sent from first network device-client- to second
network device-server. Fig. 2A and associated text: Client hello message 150 includes
first random number-random nonce. Col. 7, lines 22-23: “the first random number
generated by the first network device”);

perform a cryptographic key exchange with the [remote] server (Fig. 1, step 180
and associated text: client key exchange message is sent to second network device-
server);

generate a symmetric session key, based on the cryptographic key exchange,
to encrypt messages sent to the [remote] server and decrypt messages received from
the [remote] server during the secure communication session (Col. 5, lines 63-67: a
Master key can be produced prior to completion of the SSL/TLS authentication
procedure. The Master key is now used as a symmetric key for supporting encrypted
communications between the network devices 110 and 120);

[encrypt the symmetric session key based on the security key]; and

Petitioner Samsung Ex-1004, 0709



Application/Control Number: 13/997,412 Page 8
Art Unit: 2495

store the encrypted session key in the [secure memory] (Chou does not explicitly
disclose about storing the session key; however, in order for using the key to
communicate between the two device in a period of time-a session of communication-, it
is obvious that the key must be stored), [the system-on-a-chip] to establish the secure
communication session with the remote server over the network using the session key
(Col. 4, lines 60-63: Client Hello message 150 is a message that provides second
network device 120 with information that is used to establish secured communications
between network devices 110 and 120. Col. 5, lines 63-67: a Master key can be
produced prior to completion of the SSL/TLS authentication procedure. The Master key
is now used as a symmetric key for supporting encrypted communications between the
network devices 110 and 120).

Chou does not explicitly disclose the secure communication session is with a
remote server. However, generating session key for secure communication with a
remote server is known in the art and Ali's teaching is an example (Paragraph [0039]:
“Client applications on the Internet, such as standard web browsers, can connect to the
web server on the smart card using HTTPS protocol. The TLS client side
implementation allows the smart card to initiate a secure HTTPS connection to a remote
web server on the Internet.”

Therefore, it would have been obvious to a person of ordinary skill in the art at
the time the invention was made to combine Chou's invention of establishing a secure
communication session with the server over the network using a session key with Ali’'s

invention of secure communication session is with a remote server. The motivation to
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do so would be enable secure communications end-to-end between the resource-
constrained device and the remote node as taught by Ali (paragraph [0007]).

Chou and Ali do not explicitly disclose a system-on-a-chip comprising a
security engine having a secure memory accessible only by the security engine,
wherein the secure memory includes a security key that was encoded in the
secure memory during a manufacturing process of the system-on-a-chip, the
session key is encrypted based on the security key and is stored in the secure
memory.

However, in the field of protecting data, Kumar discloses a system-on-a-chip
(Col. 1, lines 26-32: TPM is a system on a chip) comprising a security engine having a
secure memory accessible only by the security engine, wherein the secure memory
includes a security key (Col. 1, lines 41-46: The sub-components of a TPM may include
an execution engine and secure nonvolatile (NV) memory or storage. The secure NV
memory is used to store sensitive information, such as encryption keys. Fig. 1:Itis
obvious that Processor 22 could also be a secure processor-TPM/system-on-a chip-
with Proc. Unit 30 is a secure nonvolatile and the Proc. Unit 30 is the execution engine.
Col. 2, lines 17-19: In a platform with a TPM, platform measurements and encryption
can be used to seal sensitive information or secrets to the TPM) that was encoded in
the secure memory during a manufacturing process of the system-on-a-chip (Fig. 1:
Proc. Unit 30 has PUK 70. Col. 3, lines 2-7: a processing unit key or PUK is a
cryptographic key that is stored in a processor when the processor is manufactured,

and that remains in the processor in nonvolatile form), the session key is encrypted
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based on the security key and is stored in the secure memory (Fig. 1: Proc. Unit 30
stores PUK, 3PK, and SK-session key. Col. 6, lines 43-50: PKU is used to encrypt 3KP.
Col. 7, lines 44-47: encrypted key is protected from attacker. Therefore, it is obvious
that PKU is also used to encrypt SK to protect SK from attacker.)

Therefore, it would have been obvious to a person of ordinary skill in the art at
the time the invention was made to combine Chou and Ali's invention of establishing a
secure communication session with the remote server over the network using a session
key with a system on a chip that contains a secure memory to store session key and the
session is encrypted using a key that was encoded in the secure memory during a
manufacturing process of the system-on-a-chip as taught by Kumar. The motivation to
do so would be to protect data and to seal sensitive information or secrets to a secure
area as taught by Kumar (Col. 1, line 8 and Col. 2, lines 17-19).

Regarding claim 49, Chou, Ali, and Kumar disclose the system-on-a-chip
apparatus of claim 48, wherein the security engine is further to receive a server nonce
from the remote server in a response message to the request for the secure
communication session, the response message including a server nonce and store the
server nonce in the secure memory (Chou, Figs. 1, 2B and associated text: server hello
message 160-response message- includes random number 260. Col. 4, lines 43-57:
previously required and stored elements are used for second phase of authentication. It
is obvious that server nonce is saved for using in second phase authentication.

Combining with Kumar’s teaching of secure memory as in claim 48 above, it is obvious
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to have the server’'s nonce stored in the secure memory to protect the nonce from being
compromised).

Regarding claim 50, Chou, Ali, and Kumar disclose the system-on-a-chip
apparatus of claim 48, wherein the security engine is further to generate a pre-master
key, encrypt the pre-master key using the security key of the security engine, and send
the encrypted pre-master key to the remote server (Chou, Col. 5, lines 50-61: first
network device generates Pre-Master key. Pre-master key is encrypted with the public
key of second network device and is sent to second network device-server. Kumar, Col.
3, lines 27-34: 3PKs are used to generate session key. Col. 6, lines 43-50: PKU is used
to encrypt 3KP. The combination of Chou and Kumar’s teaching makes it obvious that
pre-master key is generated and encrypted using the security key of the security
engine).

Regarding claim 51, Chou, Ali, and Kumar disclose the system-on-a-chip
apparatus of claim 50, wherein the security engine is further to wrap the pre-master key
using a server public key and store the wrapped pre-master key in the secure memory
(Chou, Col. 5, lines 50-57: first network device generates Pre-Master key and pre-
master key is encrypted with the public key of second network device. Kumar, Col. 1,
lines 41-46: The secure NV memory is used to store sensitive information, such as
encryption keys. Fig. 1: Proc. Unit 30 stores PUK, 3PK, and SK-session key. Col. 6,
lines 43-50: PKU is used to encrypt 3KP. Col. 7, lines 44-47: encrypted key is protected

from attacker. Therefore, the combination of Chou and Kumar’s teachings make it
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obvious that PKU is also used to encrypt pre-master key and store it in the secure
memory to protect it from attacker.)

Regarding claim 52, Chou and Kumar disclose the system-on-a-chip apparatus
of claim 50. Chou further discloses wherein the security engine is further to:

generate the session key as a function of the pre-master key (Col. 5, lines 61-65:
a master key is produced from the pre-master key); and

calculate a hash function as a function of the random nonce generated by the
security engine and a nonce received from the remote server (Col. 3, lines 27-29: The
completion of a TLS handshake includes a hash of all the frames sent and received by
each peer. Col. 7, lines 11-17: According to one embodiment of the invention, each
hash value is a result produced by performing one-way hash operations on
authentication messages during the SSL/TLS Handshake. These hash operations may
be in accordance with MD5, SHA-1 or other hash algorithms that are performed in an
iterative to produce a single hash value or in any other selected manner. The hash
value is used by the CP processing element to continue the remaining portion of the
SSL/TLS Handshake. Therefore, it is obvious that the designer can calculate hash
function on his/her choices of values which could be random numbers from client and
server).

Claims 56-58 and 64-66 are rejected because they disclose similar subject
matter to claims 48-50 respectively.

Claims 59 and 67 are rejected because they disclose similar subject matter to

claim 48.
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Claims 60-61 and 68-69 are rejected because they disclose similar subject

matter to claim 52.

7. Claims 53, 54, 62, 63, 70, and 71 are rejected under pre-AlA 35 U.S.C. 103(a)
as being unpatentable over Chou et al. (US Patent No. 7,966,646), hereinafter
"Chou", in view of Asad Mahboob Ali (US Application No. 2006/0041938),
hereinafter “Ali”, in view of Kumar et al. (US Patent No. 8364975), hereinafter
"Kumar”, in view of William Stallings

(hitofwww.inf.ufsc. br/~bosco.sobral/ensing/ine5680/material-crioto-seg/2014-

1/Stallings/Stallings  Cryptography and Network Security.odf), hereinafter,

“Stallings”, and further in view of Jin-Meng Ho (US application No. 2010/0042839),
hereinafter "Ho”..

Regarding claim 53, Chou, Ali, and Kumar disclose the system-on-a-chip
apparatus of claim 48. Chou further discloses that client hello message includes list of
cryptographic algorithms supported by first network device 110 such as Ephemeral
Diffie-Hellman (DHE). Chou also discloses data is encrypted with server's public key
before being sent to the server (Chou, Col. 5, lines 50-57: pre-master key is encrypted
with the public key of second network device-server).

Chou, Ali, and Kumar do not explicitly disclose wherein the security engine to
generate a public Diffie-Hellman client key and a private Diffie- Hellman client key, sign
the public Diffie-Hellman client key using a security key of the security engine, and send

the signed public Diffie-Hellman key to the remote server.
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However, using Diffie-Hellman public and private keys in handshake process,
signing and sending data are well-known in the art and Stallings’ teaching is an example
(page 540: “Ephemeral Diffie-Hellman: This technique is used to create ephemeral
(temporary, one-time) secret keys. In this case, the Diffie-Hellman public keys are
exchanged, signed using the sender's private RSA or DSS key. The receiver can use
the corresponding public key to verify the signature. Certificates are used to
authenticate the public keys. This would appear to be the most secure of the three
Diffie-Hellman options because it results in a temporary, authenticated key.”)

Therefore, it would have been obvious to a person of ordinary skill in the art at
the time the invention was made to combine Chou, Ali, and Kumar's inventions of
establishing a secure communication session with remote server over the network using
a session key with a system on a chip that contains a secure memory to store sensitive
information and with Stallings’ invention of using Diffie-Hellman keys, signing and
sending data. The motivation to do so would be to provide authentication.

Chou, Ali, Kumar and Stallings do not explicitly disclose that the security engine
generate the Diffie-Hellman keys itself. However, generating Diffie-Hellman keys by
sender is known in the art and Ho's teaching is an example ((Fig. 3, step 0a and
associated text: a secret (private) key is chosen and a public key is computed.
Paragraph [0038]: public key generated initiating device A-client- is used for Diffie-
Hellman key exchange).

Therefore, it would have been obvious to a person of ordinary skill in the art at

the time the invention was made to combine Chou, Ali, Kumar and Stallings' inventions
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of establishing a secure communication session with remote server over the network
using a session key with a system on a chip that contains a secure memory to store
sensitive information with using Diffie-Hellman keys, signing and sending data and with
Ho’s invention of generating Diffie-Hellman keys by sender. The motivation to do so
would be to allow two parties to exchange information over an insecure channel to
establish a shared secret as taught by Ho (paragraph [0022]).

Regarding claim 54, Chou, Ali, Kumar, Stallings and Ho disclose the system-on-
a-chip apparatus of claim 53. Ho further discloses wherein the security engine to
receive a public Diffie-Hellman server key from the server (Fig. 3, step 4b and
associated text: Public key of device B-server- is sent to device A) and generate the
session key as a function of the private Diffie-Hellman client key and the public Diffie-
Hellman server key (step 5a and associated text: DHkey-session key- is computed

based on Private key of device A —client- and public key of Device B-server).
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8. Claims 53, 54, 62, 63, 70, and 71 are rejected under pre-AlA 35 U.S.C. 103(a)
as being unpatentable over Chou et al. (US Patent No. 7,966,646), hereinafter
"Chou", in view of Asad Mahboob Ali (US Application No. 2006/0041938),
hereinafter “Ali”, in view of Kumar et al. (US Patent No. 8364975), hereinafter
"Kumar”, in view of William Stallings
(http://www.inf.ufsc.br/~bosco.sobral/ensino/ine5680/material-cripto-seg/2014-
1/Stallings/Stallings_Cryptography_and_Network_Security.pdf), hereinafter,
“Stallings”.

Regarding claim 55, Chou, Ali and Kumar disclose the system-on-a-chip
apparatus of claim 48. Kumar also discloses the secure memory stores cryptographic
key as stated in claim 48.

Chou, Ali and Kumar do not explicitly disclose wherein the security engine to
receive Diffie-Hellman global values and a public Diffie-Hellman server key from the
server.

However, receiving Diffie-Hellman global values and a public Diffie-Hellman
server key from the server are well-known in the art and Stallings’ teaching is an
example (page 541: “Anonymous Diffie-Hellman: The message content consists of the
two global Diffie-Hellman values (a prime number and a primitive root of that number)
plus the server's public Diffie-Hellman key.”)

Therefore, it would have been obvious to a person of ordinary skill in the art at
the time the invention was made to combine Chou, Ali, and Kumar's inventions of

establishing a secure communication session with remote server over the network using

Petitioner Samsung Ex-1004, 0718



Application/Control Number: 13/997,412 Page 17
Art Unit: 2495

a session key with a system on a chip that contains a secure memory to store sensitive
information and with Stallings’ invention of receiving Diffie-Hellman global values and a
public Diffie-Hellman server key from the server. The motivation to do so would be to

provide web security for client and server.

Regarding claim 63, Chou, Ali, and Kumar disclose the method of claim 56
(claim 56 is rejected for disclosing similar subject matter to claim 48, as stated in section
9 above). Chou further disclose:

generating, in the security engine of the system-on-a-chip, a hash code of a
preceding message sent from the client to the server (Col. 3, lines 27-29: The
completion of a TLS handshake includes a hash of all the frames sent and received by
each peer. Col. 7, lines 11-17: According to one embodiment of the invention, each
hash value is a result produced by performing one-way hash operations on
authentication messages during the SSL/TLS Handshake. These hash operations may
be in accordance with MD5, SHA-1 or other hash algorithms that are performed in an
iterative to produce a single hash value or in any other selected manner. The hash
value is used by the CP processing element to continue the remaining portion of the
SSL/TLS Handshake. Therefore, it is obvious that the designer can calculate hash
function on his/her choices of values which could be random numbers from client and
server).

Chou, Ali, and Kumar do not explicitly disclose signing the hash code using a
security key stored in a secure memory of the security engine and sending a client

certificate verification message to the server, the client certificate verification message
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including the signed hash code. However, signing hash code and sending a client
certificate verification message are well-known in the art and Stallings’ teaching is an
example (page 540: “Ephemeral Diffie-Hellman: This technique is used to create
ephemeral (temporary, one-time) secret keys. In this case, the Diffie-Hellman public
keys are exchanged, signed using the sender's private RSA or DSS key. The receiver
can use the corresponding public key to verify the signature. Certificates are used to
authenticate the public keys. This would appear to be the most secure of the three
Diffie-Hellman options because it results in a temporary, authenticated key.” Page 542:
“the client may send a certificate_verify message to provide explicit verification of a

client certificate... This message signs a hash code based on the preceding messages,

defined as follows:

CertificateVerify.signature.mdd hash
. > il pad 2 i] MD5(handshake messages
Popad 1y):
ture.sha hash
b pad 2 1] SHA(handshake msssages ||
naster secret || pad 1));)

Therefore, it would have been obvious to a person of ordinary skill in the art at
the time the invention was made to combine Chou, Ali, and Kumar's inventions of
establishing a secure communication session with remote server over the network using
a session key with a system on a chip that contains a secure memory to store sensitive
information and with Stallings’ invention of signing and sending signed data. The
motivation to do so would be to provide authentication and to ensure secure

communication for involved parties.
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Claims 62 and 70 are rejected because they disclose similar subject matter to
the combination of claims 53 and 54.

Claim 71 is rejected because it discloses similar subject matter to claim 63.

Conclusion

9. THIS ACTION IS MADE FINAL.

Applicant is reminded of the extension of time policy as set forth in 37 CFR
1.136(a).

A shortened statutory period for reply to this final action is set to expire THREE
MONTHS from the mailing date of this action. In the event a first reply is filed within
TWO MONTHS of the mailing date of this final action and the advisory action is not
mailed until after the end of the THREE-MONTH shortened statutory period, then the
shortened statutory period will expire on the date the advisory action is mailed, and any
extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of
the advisory action. In no event, however, will the statutory period for reply expire later
than SIX MONTHS from the mailing date of this final action.

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to THANH T. LE whose telephone number is (571)270-
0279. The examiner can normally be reached on M-Th 8:30 am- 2:30 pm.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s

supervisor, Farid Homayounmehr can be reached on 571-272-3739. The fax phone
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number for the organization where this application or proceeding is assigned is 571-
273-8300.

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/THANH T. LE/

Examiner, Art Unit 2495

/FARID HOMAYOUNMEHR/

Supervisory Patent Examiner, Art Unit 2495
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Receipt date: 04/27/2017 13997412 ~ GAU: 2485

Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submissicn, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(9 U.S.C. 552) and the Privacy Act (5 U.S5.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.5.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her desigriee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S_.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Receipt date: 01/18/2017 13997412 - GAU: 2495

Doc code: IDS PTO/SB/08a (03-15)
ST : & S Approved for use through 07/31/2016. OMB 0651-0031
Doc description: Information Disclosure Statement (IDS) Filed U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1895, no persons are required to respond o a collection of information unless it contains a valid OMB control number.

Application Number 13997412
Filing Date P014-04-03

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

First Named Inventor | Hormuzd M. Khosravi

Art Unit 2495

Examiner Name | LE, THANH T.

Attorney Docket Number | P41624US/45631-225521

U.S.PATENTS Remove |
Examiner| Cite Kind Name of Patentee or Applicant Pages,Columns, Lines where
e Patent Number Issue Date ; Relevant Passages or Relevant
Initial No Code! of cited Document :
Figures Appear
1
If you wish to add additional U.S. Patent citation information please click the Add button. Add
U.S.PATENT APPLICATION PUBLICATIONS Remove |
Examiner; Cite No Publication Kind | Publication Name of Patentee or Applicant Eaelgeevsaftofli’ir;n:'z:?r gr:r\?ant
Initial™ Number Code’| Date of cited Document - Sag €
Figures Appear
/T.T. .s( ’
20040158715 A1l 2004-08-12 eyravian et al.

If you wish to add additional U.S. Published Application citation information please click the Add button, Add |
FOREIGN PATENT DOCUMENTS Remcwe|

Naifie of Pateites or Pages,Columns,Lines

Examiner| Cite | Foreign Document Country Kind | Publication Avblicarit ol ited where Relevant TS
Initial* No | Number? Code?j Code4 Date Dzzument Passages or Relevant

Figures Appear

/T.TIL/

1 001008309 frw A 2010-02-16 | pPver Spring Networks

Inc.

If you wish to add additional Foreign Patent Document citation information please click the Add button | Add

NON-PATENT LITERATURE DOCUMENTS R43'T1C""\9|
; .. | Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
Examiner| Cite o oy : . : 5
Initials* | No (book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s), T
publisher, city and/or country where published.
EFS Web 2.1.17
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ecaipt date: 01/19/2017 13297412 -~ GAUJ: 249
Application Number 13997412

Filing Date 2014-04-03

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

First Named Inventor | Hormuzd M. Khosravi
Art Unit | 2495

Examiner Name | LE, THANH T

Attorney Docket Number |P41624USI45631—225521

ITT, L._( Dffice Action, Search Report, and English Translation of R.O.C. Patent Application No. 101147511, dated October 24,
016, 11 pages.

If you wish to add additional non-patent literature document citation information please click the Add button| Add |
EXAIJ}INER SIGNATURE
Examiner Signature ' ' Date Considered |

L

Uh/sU/2ULY

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 809. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of USPTQ Patent Documents at www. USPTO.GOV or MPEP G01.04. 2 Enter office that issued the document, by the two-letter code (WIPO

Standard ST.3). 3 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. * Applicant is to place a check mark here if|
English language transiation is attached.
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ecaipt date: 01/19/2017 13297412 -~ GAUJ: 249
Application Number 13997412

Filing Date 2014-04-03

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

First Named Inventor | Hormuzd M. Khosravi
Art Unit | 2495

Examiner Name | LE, THANH T
Attorney Docket Number | P41624U8/45631-225521

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s):

That each item of information contained in the information disclosure statement was first cited in any communication
X from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

(] any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

See attached certification statement.
The fee set forth in 37 CFR 1.17 {p) has been submitted herewith.

A certification statement is not submitted herewith.

SIGNATURE
A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature /GLEN M. KELLETT/ Date (YYYY-MM-DD) 2017-01-19
Name/Print GLEN M. KELLETT Registration Number Fozoz

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Receipt date: 01/1%/2017 13997412 ~ GAU: 2485

Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submissicn, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(9 U.S.C. 552) and the Privacy Act (5 U.S5.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.5.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her desigriee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S_.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Doc Code: A.NE.AFCP
Document Description: After Final Consideration Pilot Program Request

PTO/SB/434 (05-13)

CERTIFICATION AND REQUEST FOR CONSIDERATION UNDER THE
AFTER FINAL CONSIDERATION PILOT PROGRAM 2.0

Practitioner Docket No.: Application No.: Filing Date:
P41624US/45631-225521 | 13/997,412 April 3, 2014

First Named Inventor: Title:

Horm uzd M . Khosravi METHOD AND DEVIGE FOR SECURE COMMUNIGATIONS OVER A NETWORK USING A HARDWARE SECURITY ENGINE

APPLICANT HEREBY CERTIFIES THE FOLLOWING AND REQUESTS CONSIDERATION UNDER THE AFTER FINAL CONSIDERATION PILOT
PROGRAM 2.0 (AFCP 2.0) OF THE ACCOMPANYING RESPONSE UNDER 37 CFR 1.116.

1. The above-identified application is (i) an original utility, plant, or design nonprovisional application filed under
35 U.S.C. 111{a) [a continuing application {e.g., a continuation or divisional application) is filed under 35 U.5.C. 111{a) and is
eligible under (i)], or {ii) an international application that has entered the national stage in compliance with 35 U.S.C. 371{c).

2. The above-identified application contains an outstanding final rejection.

3. Submitted herewith is a response under 37 CFR 1.116 to the outstanding final rejection. The response includes an
amendment to at least one independent claim, and the amendment does not broaden the scope of the independent claim in
any aspect.

4, This certification and request for consideration under AFCP 2.0 is the only AFCP 2.0 certification and request filed in
response to the outstanding final rejection.

S. Applicant is willing and available to participate in any interview requested by the examiner concerning the present response.

6. This certification and request is being filed electronically using the Office’s electronic filing system {(EFS-Web).

7. Any fees that would be necessary consistent with current practice concerning responses after final rejection under 37 CFR

1.116, e.g., extension of time fees, are being concurrently filed herewith. [There is no additional fee required to request
consideration under AFCP 2.0.]

8. By filing this certification and request, applicant acknowledges the following:

. Reissue applications and reexamination proceedings are not eligible to participate in AFCP 2.0.
. The examiner will verify that the AFCP 2.0 submission is compliant, i.e., that the requirements of the program have been met
{see items 1 to 7 above). For compliant submissions:

o The examiner will review the response under 37 CFR 1.116 to determine if additional search and/or consideration
(i) is necessitated by the amendment and (i) could be completed within the time allotted under AFCP 2.0. If
additional search and/or consideration is required but cannot be completed within the allotted time, the examiner
will process the submission consistent with current practice concerning responses after final rejection under
37 CFR 1.116, e.g., by mailing an advisory action.

o Ifthe examiner determines that the amendment does not necessitate additional search and/or consideration, or if
the examiner determines that additional search and/or consideration is required and could be completed within
the allotted time, then the examiner will consider whether the amendment places the application in condition for
allowance (after completing the additional search and/or consideration, if required). If the examiner determines
that the amendment does not place the application in condition for allowance, then the examiner will contact the
applicant and request an interview.

L] The interview will be conducted by the examiner, and if the examiner does not have negotiation
authority, a primary examiner and/or supervisory patent examiner will also participate.

L] If the applicant declines the interview, or if the interview cannot be scheduled within ten (10) calendar
days from the date that the examiner first contacts the applicant, then the examiner will proceed
consistent with current practice concerning responses after final rejection under 37 CFR 1.116.

Signature Date
/Scott Rylan Powell/ July 26, 2017
Name Practitioner

(Print/Typed) Registration No.

Scott Rylan Powell 58378

Note: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4(d) for signature requirements and certifications. Submit multiple
forms if more than one signature is required, see below*.

m * Total of 1 forms are submitted.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the
requirements of the Act, please be advised that: (1) the general authority for the collection of this information is
35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which
the information is used by the U.S. Patent and Trademark Office is to process and/or examine your submission
related to a patent application or patent. If you do not furnish the requested information, the U.S. Patent and
Trademark Office may not be able to process and/or examine your submission, which may result in termination
of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of
records may be disclosed to the Department of Justice to determine whether disclosure of these
records is required by the Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in
the course of settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress
submitting a request involving an individual, to whom the record pertains, when the individual has
requested assistance from the Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency
having need for the information in order to perform a contract. Recipients of information shall be
required to comply with the requirements of the Privacy Act of 1974, as amended, pursuantto 5 U.S.C.
552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this
system of records may be disclosed, as a routine use, to the International Bureau of the World
Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act
(42 U.S.C. 218(c)).

7. Arecord from this system of records may be disclosed, as a routine use, to the Administrator, General
Services, or his/her designee, during an inspection of records conducted by GSA as part of that
agency’s responsibility to recommend improvements in records management practices and programs,
under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the
GSA regulations governing inspection of records for this purpose, and any other relevant (i.e., GSA or
Commerce) directive. Such disclosure shall not be used to make determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35
U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine
use, to the public if the record was filed in an application which became abandoned or in which the
proceedings were terminated and which application is referenced by either a published application, an
application open to public inspection or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local
law enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or
regulation.
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AMENDMENTS TO THE CLAIMS

1-47. (Canceled)

48. {Currently Amended) A system-on-a-chip apparatus comprising:

a system-on-a-chip comprising a security engine that is separate from a processor

core of the system-on-a-chip and has havine a secure memory accessible only by the security

engine, wherein the secure memory includes a security key that was encoded in the secure
memory during a manufacturing process of the system-on-a-chip, the security engine to:

generate a random nonce for initiating a request for a secure communication
session with a remote server over a network using the nonce;

perform a cryptographic key exchange with the remote server;

generate a symmetric session key, based on the cryptographic key exchange, to
encrypt messages sent to the remote server and decrypt messages received from the remote
server during the secure communication session;

encrypt the symmetric session key based on the security key; and

store the encrypted session key in the secure memory,

the system-on-a-chip to establish the secure communication session with the

remote server over the network using the session key.

49. (Previously Presented) The system-on-a-chip apparatus of claim 48, wherein the
security engine is further to receive a server nonce from the remote server in a response message
to the request for the secure communication session, the response message including a server

nonce and store the server nonce in the secure memory.

50. (Previously Presented) The system-on-a-chip apparatus of claim 48, wherein the
security engine is further to generate a pre-master key, encrypt the pre-master key using the

security key of the security engine, and send the encrypted pre-master key to the remote server.

-Page 2 of 14 -
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51. (Previously Presented) The system-on-a-chip apparatus of claim 50, wherein the

security engine is further to wrap the pre-master key using a server public key and store the

wrapped pre-master key in the secure memory.

52. (Previously Presented) The system-on-a-chip apparatus of claim 50, wherein the
security engine is further to:
generate the session key as a function of the pre-master key; and
calculate a hash function as a function of the random nonce generated by the

security engine and a nonce received from the remote server.

53. {(Previously Presented) The system-on-a-chip apparatus of claim 48, wherein the
security engine is further to generate a public Diffie-Hellman client key and a private Diffie-
Hellman client key, sign the public Diffie-Hellman client key using the security key of the

security engine, and send the signed public Diffie-Hellman key to the remote server.

54. (Previously Presented) The system-on-a-chip apparatus of claim 53, wherein the
security engine is further to receive a public Diffie-Hellman server key from the remote server
and generate the session key as a function of the private Diffie-Hellman client key and the public

Diffie-Hellman server key.

55. (Previously Presented) The system-on-a-chip apparatus of claim 48, wherein the
security engine is further to receive Diffie-Hellman global values and a public Diffie-Hellman
server key from the remote server and store at least one of the Diffie-Hellman global values and

the public Diffie-Hellman server key in the secure memory.

-Page 3 of 14 -

Petitioner Samsung Ex-1004, 0741



Application No. 13/997,412
Art Unit 2495
Docket No. P41624US/45631-225521

56. {Currently Amended) A method comprising:

generating a random nonce in a security engine that is separate from a processor

core of a system-on-a-chip of a client device;

initiating, using the client device, a request for a secure communication session
with a remote server over a network, the request including the random nonce;

performing a cryptographic key exchange, using the security engine of the
system-on-a-chip, with the remote server;

generate a symmetric session key to encrypt messages sent to the remote server
and decrypt messages received from the remote server during the secure communication session;

encrypting the session key based on a security key that was encoded in a secure
memory of the security engine during a manufacturing process of the system-on-a-chip;

storing the encrypted session key in the secure memory of the security engine of
the system-on-a-chip; and

establishing, using the client device, the secure communication session with the

remote server using the session key.

57. (Previously Presented) The method of claim 56, wherein initiating a request for a
secure communication session comprises sending a ClientHello message, including the nonce, to
the remote server; and further comprising:

receiving a ServerHello message from the remote server, the ServerHello message
including a server nonce; and
storing the server nonce in the secure memory of the security engine of the

system-on-a-chip.

58. (Previously Presented) The method of claim 56, wherein performing the
cryptographic key exchange with the remote server comprises:
generating a pre-master key in the security engine;
encrypting the pre-master key using the security key of the security engine; and

sending the encrypted pre-master key to the remote server.

-Page 4 of 14 -
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59. (Previously Presented) The method of claim 58, further comprising:
wrapping the pre-master key in the security engine of the system-on-a-chip using
a server public key, and
storing the wrapped pre-master key in the secure memory of the security engine

of the system-on-a-chip.

60. (Previously Presented) The method of claim 58, wherein performing the
cryptographic key exchange with the remote server comprises generating the session key in the

security engine of the system-on-a-chip as a function of the pre-master key.

61. (Previously Presented) The method of claim 60, wherein generating the session
key in the security engine comprises calculating, using the security engine of the system-on-a-
chip, a hash function as a function of the random nonce generated by the security engine and a

nonce received from the remote server.

62. (Previously Presented) The method of claim 56, wherein performing the

cryptographic key exchange with the remote server comprises:

generating, in the security engine of the system-on-a-chip, a public Diffie-
Hellman client key and a private Diffie-Hellman client key;

signing the public Diffie-Hellman client key using the security key of the security
engine of the system-on-a-chip;

sending the signed public Diffie-Hellman key to the remote server;

receiving a public Diffie-Hellman server key from the remote server; and

generating, in the security engine of the system-on-a-chip, the session key as a

function of the private Diffie-Hellman client key and the public Diffie-Hellman server key.

-Page 5 of 14 -
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63. {Previously Presented) The method of claim 56, further comprising:
generating, in the security engine of the system-on-a-chip, a hash code of a
preceding message sent from the client to the remote server;
signing the hash code using the security key stored in the secure memory of the
security engine; and
sending a client certificate verification message to the remote server, the client

certificate verification message including the signed hash code.

64. {Currently Amended) One or more non-transitory machine-readable storage
media comprising a plurality of instructions stored thereon that, in response to execution by a
computing device, cause the computing device to:

generate a random nonce in a security engine that is separate from a processor

core of a system-on-a-chip of the computing device;

initiate a request for a secure communication session with a remote server over a
network, the request including the random nonce;

perform a cryptographic key exchange, using the security engine of the system-
on-a-chip, with the remote server;

generate, based on the cryptographic key exchange, a symmetric session key to
encrypt messages sent to the remote server and decrypt messages received from the remote
server during the secure communication session;

encrypt the session key based on a security key that was encoded in a secure
memory of the security engine during a manufacturing process of the system-on-a-chip;

store the session key in the secure memory of the security engine of the system-
on-a-chip; and

establish the secure communication session with the remote server using the

session key.

65. (Previously Presented) The one or more non-transitory machine-readable storage
media of claim 64, wherein to initiate a request for a secure communication session comprises to

send a ClientHello message, including the nonce, to the remote server; and
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wherein the plurality of instructions further cause the computing device to:
receive a ServerHello message from the remote server, the ServerHello message including a
server nonce; and
store the server nonce in the secure memory of the security engine of the system-

on-a-chip.

66. (Previously Presented) The one or more non-transitory machine-readable storage
media of claim 64, wherein to perform the cryptographic key exchange with the remote server
comprises to:

generate a pre-master key in the security engine;
encrypt the pre-master key using the security key of the security engine; and

send the encrypted pre-master key to the remote server.

67. (Previously Presented) The one or more non-transitory machine-readable storage
media of claim 66, wherein the plurality of instructions further cause the computing device to:
wrap the pre-master key in the security engine of the system-on-a-chip with a
server public key, and
store the wrapped pre-master key in the secure memory of the security engine of

the system-on-a-chip.

68. (Previously Presented) The one or more non-transitory machine-readable storage
media of claim 66, wherein to perform the cryptographic key exchange with the remote server
comprises to generate the session key in the security engine of the system-on-a-chip as a function

of the pre-master key.
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69. {Previously Presented) The one or more non-transitory machine-readable storage
media of claim 68, wherein to generate the session key in the security engine comprises to
calculate, using the security engine of the system-on-a-chip, a hash function as a function of the

random nonce generated by the security engine and a nonce received from the remote server.

70. (Previously Presented) The one or more non-transitory machine-readable storage
media of claim 64, wherein to perform the cryptographic key exchange with the remote server
comprises to:

generate, in the security engine of the system-on-a-chip, a public Diffie-Hellman
client key and a private Diffie-Hellman client key;

sign the public Diffie-Hellman client key using the security key of the security
engine of the system-on-a-chip;

send the signed public Diffie-Hellman key to the remote server;

receive a public Diffie-Hellman server key from the remote server; and

generate, in the security engine of the system-on-a-chip, the session key as a

function of the private Diffie-Hellman client key and the public Diffie-Hellman server key.
71. (Canceled)

72. (New) The system-on-a-chip apparatus of claim 48, wherein the security engine is

communicatively coupled to the processor core through an interconnect of the system-on-a-chip.
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REMARKS
Applicant thanks the Examiner for consideration of the present application. Applicant
has carefully reviewed the Final Office Action dated June 9, 2017 (hereinafter “the Office
Action”). Claims 48-71 stand rejected. In this amendment, claims 48, 56, 64 have been
amended, claim 71 has been canceled, and claim 72 is new. Applicant respectfully requests

reconsideration of the present application in light of the remarks presented below.

L 35 US.C. § 103 REJECTIONS

Each of claims 48-52, 56-61, and 64-69 stands rejected under 35 U.S.C. § 103 as being
unpatentable over U.S. Patent No. 7,966,646 of Chou et al. (hereinafter “Chou”) in view of U.S.
Patent Application No. 2006/0041938 of Asad Mahboob Ali (hereinafter “Ali”’) and further in
view of U.S. Patent No. 8,364,975 of Kumar et al. (hereinafter “Kumar’). Further, each of
claims 53, 54, 62, 63, 70, and 71 stands rejected under 35 U.S.C. § 103 as being unpatentable
over Chou in view of Ali and Kumar and in view of “Stallings Cryptography and Network
Security” by William Stallings (herein after “Stallings™) and further in view of U.S. Patent
Application No. 2010/0042839 of Ho (hereinafter “Ho”’). Additionally, claim 55 stands rejected
under Chou in view of Ali, Kumar, and Stallings. It is well settled that the analysis required
under 35 U.S.C. § 103(a) must be resolved on the basis of the factual inquiries outlined in
Graham v. John Deere, Co., 383 U.S. 1, 148 USPQ 459 (1966); see KSR v. Teleflex, 127 S.Ct. at
1740. The Graham Court stated that as part of any analysis under Section 103,

the scope and content of the prior art are to be determined;
differences between the prior art and the claims at issue are to be
ascertained; and the level of ordinary skill in the pertinent art
resolved. Against this background, the obviousness or
nonobviousness of the subject matter is determined.

148 USPQ at 467. The analysis of obviousness therefore requires an inquiry into the scope and
content of the prior art and, more particularly, an inquiry into whether the prior art discloses all

of the elements of the claimed invention.

A. Independent Claim 48
In support of the 35 U.S.C. § 103 rejection of independent claim 48, the Office Action
asserts that a combination of Chou, Ali, and Kumar describes or suggests every feature of

independent claim 48. Applicant disagrees. However, solely in the interest of expediting
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prosecution, Applicant has amended claim 48 to clarify that the security engine that performs the
steps of the method (e.g., generating a random nonce, performing a cryptographic key exchange,
generating a symmetric session key, etc.) is separate from a processor core of the system-on-a-
chip. In particular, claim 48 has been amended to recite: “a system-on-a-chip comprising a

security engine that is separate from a processor core of the system-on-a-chip and has a secure

memory accessible only by the security engine, wherein the secure memory includes a security
key that was encoded in the secure memory during a manufacturing process of the system-on-a-
chip, the security engine to . . . generate a random nonce for initiating a request for a secure
communication session with a remote server over a network using the nonce . . . perform a
cryptographic key exchange with the remote server . . . generate a symmetric session key, based
on the cryptographic key exchange, to encrypt messages sent to the remote server and decrypt
messages received from the remote server during the secure communication session . . . encrypt
the symmetric session key based on the security key . . . store the encrypted session key in the
secure memory . . . the system-on-a-chip to establish the secure communication session with the
remote server over the network using the session key.”

This feature is described in paragraph [0014] of the present application, which is

reproduced below:

The security engine 110 may be embodied as a security co-
processor or processing circuitry separate from the processor core
118. The security engine 110 includes the security key 150 and the
secure memory 114, which is accessible only by the security
engine 110. The security engine 110 stores the security key 150,
and other cryptographic keys as discussed below, in the secure
memory 114. In the illustrative embodiment, the security key 150
is provisioned during the manufacturing of the SOC 112, but may
be generated by the SOC 112 during operation in other
embodiments. For example, in some embodiments, the security
key 150 is based on blown fuses within the security engine 110
itself. Additionally or alternatively, the security engine 110 may
include a key-generating module, such as a trusted platform
module (TPM), to generate the security key 150. During use, the
security engine 110 may use any number of security keys 150,
which may be identical or different from each other.
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By contrast, the Office Action, on page 9, cited a general purpose processor 22 in Kumar
as allegedly being a security engine. As such, the art of record does not teach a security engine
that is separate from a processor core of a system on a chip.

Furthermore, and with reference to page 10 of the Office Action, Applicant respectfully
submits that Kumar does not disclose a security engine encrypting a session key that was
generated from a key exchange with a remote server. Rather, Kumar discloses an AACM
Generator 80, which is a remote system used in the assembly of the processor 22, that encrypts a
third party key (3PK) that is later stored in the memory of the processor 22.

Chou and Ali do not cure these deficiencies of Kumar. Indeed, the Office Action
acknowledged on page 9 that Chou and Ali do not disclose:

a system-on-a-chip comprising a security engine having a secure
memory accessible only by the security engine, wherein the secure
memory includes a security key that was encoded in the secure
memory during a manufacturing process of the system-on-a-chip,
the session key is encrypted based on the security key and is stored
in the secure memory.
For at least the reasons discussed above, Applicant respectfully submits that the proposed
combination of Chou, Ali, and Kumar does not render claim 48 obvious and Applicant

respectfully requests withdrawal of the Section 103 rejection of claim 48.

B. Independent Claim 56

The Office Action also rejected claim 56 under Section 103 as being rendered obvious by
Chou, Ali, and Kumar, using similar rational as set forth in the rejection of claim 48. Solely in
the interest of expediting prosecution, Applicant has amended claim 56 in a manner similar to
claim 48. In particular, claim 48 has been amended to recite: “generating a random nonce in a

security engine that is separate from a processor core of a system-on-a-chip of a client device . . .

initiating, using the client device, a request for a secure communication session with a remote
server over a network, the request including the random nonce . . . performing a cryptographic
key exchange, using the security engine of the system-on-a-chip, with the remote server . . .
generate a symmetric session key to encrypt messages sent to the remote server and decrypt
messages received from the remote server during the secure communication session . . .

encrypting the session key based on a security key that was encoded in a secure memory of the
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security engine during a manufacturing process of the system-on-a-chip . . . storing the encrypted
session key in the secure memory of the security engine of the system-on-a-chip
establishing, using the client device, the secure communication session with the remote server
using the session key.”

As such, all of the arguments presented above in regard to the rejection of independent
claim 48 apply with equal force to the rejection of independent claim 56 and are incorporated
into this section by reference. Accordingly, for at least the reasons provided above, Applicant
respectfully submits that the proposed combination of Chou, Ali, and Kumar fails to disclose
every feature of amended independent claim 56. As such, that proposed combination fails to
render independent claim 56 obvious. Applicant, therefore, respectfully submits that

independent claim 56 is in condition for allowance and such action is respectfully requested.

C. Independent Claim 64

The Office Action also rejected claim 64 under Section 103 as being rendered obvious by
Chou, Ali, and Kumar, using similar rational as set forth in the rejection of claim 48. Applicant
respectfully disagrees. However, solely in the interest of expediting prosecution, Applicant has
amended claim 64 in a manner similar to claim 48. In particular, Applicant has amended claim
64 to recite: “One or more non-transitory machine-readable storage media comprising a plurality

of instructions stored thereon that, in response to execution by a computing device, cause the

computing device to . . . generate a random nonce in a security engine that is separate from a
processor core of a system-on-a-chip of the computing device . . . initiate a request for a secure

communication session with a remote server over a network, the request including the random
nonce . . . perform a cryptographic key exchange, using the security engine of the system-on-a-
chip, with the remote server . . . generate, based on the cryptographic key exchange, a symmetric
session key to encrypt messages sent to the remote server and decrypt messages received from
the remote server during the secure communication session . . . encrypt the session key based on
a security key that was encoded in a secure memory of the security engine during a
manufacturing process of the system-on-a-chip . . . store the session key in the secure memory of
the security engine of the system-on-a-chip . . . establish the secure communication session with

the remote server using the session key.”
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Accordingly, all of the arguments presented above in regard to the rejection of
independent claim 48 apply with equal force to the rejection of independent claim 64 and are
incorporated into this section by reference. For at least the reasons provided above, Applicant
respectfully submits that the proposed combination of Chou, Ali, and Kumar fails to disclose
every feature of amended independent claim 64. As such, that proposed combination fails to
render independent claim 64 obvious.  Applicant, therefore, respectfully submits that

independent claim 64 is in condition for allowance and such action is respectfully requested.

D. Dependent Claims 49-55, 57-63, and 65-71

Each of claims 49-55 includes independent claim 48 as a base claim; each of claims 57-
63 includes independent claim 56 as a base claim; and each of clams 65-70 includes independent
claim 64 as a base claim. Claim 71 has been canceled. Stallings and Ho do not cure the
deficiencies of Chou, Ali, and Kumar with respect to independent claims 48, 56, and 64.
Accordingly, Applicant respectfully requests withdrawal of the Section 103 rejection of claims
49-55, 57-63, and 65-70. Any arguments specific to claims 49-55, 57-63, and 65-70 are held in
abeyance without prejudice or admission to any assertion made in the Office Action in order to

expedite prosecution.

1I. NEW CLAIM
Claim 72 is new and is supported by the present application at least at paragraph [0013].
Further, claim 72 depends from and thereby incorporates the features of claim 48, which has

been shown to be patentable. As such, Applicant submits that claim 72 likewise is patentable.

III. CONCLUSION

In view of the foregoing, it is submitted that this application is in a condition for
allowance. Action to that end is hereby solicited. If there are any questions or comments that
would expedite prosecution of this application, the Examiner is invited to call the undersigned at

(317) 231-7307.
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It is respectfully requested that, if necessary to effect a timely response, this paper be
considered as a Petition for an Extension of Time sufficient to effect a timely response. The
Commissioner is hereby authorized to charge the fee for such Petition, if needed, and any
shortage of fees, and credit any overpayment of fees, to the Account of Barnes & Thornburg,

Deposit Account No. 10-0435 with reference to file P41624US/45631-225521.

Respectfully submitted,

Scott R. Powell

Registration No. 58,378

Barnes & Thornburg

11 South Meridian Street
Indianapolis, Indiana 46204-3535
Telephone: (317) 231-7307

DMS 4950792v1
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e
I:l MULTIPLE DEPENDENT CLAIM PRESENT (37 GFR 1.16())
—
* If the difference in column 1 is less than zero, enter “0” in column 2, TOTAL
APPLICATION AS AMENDED - PART I
(Golumn 1} (Golumn 2) (Column 3)
CLAIMS HIGHEST
INI -
| 07/26/2017 | i ™e nmocueLy | PRESENT EXTRA RATE ($) ADDITIONAL FEE (3)
=z AMENDMENT PAID FOR
Lu fe—
z | ige |~2 minus | -~ 24 -0 x 380 - 0
= et 1-38 vinus | 3 -0 x 5420 - g
g D Application Size Fee (37 CFR 1.18(s))
D FIRST PRESENTATICN OF MULTIPLE DEPENCENT GLAIM (37 GFR 1.16()1)
TOTAL ADD'L FEE 0
(Column 1) {Column 2} {Column 3)
CLAIMS HIGHEST
REMAINING NUMBER & . -
AFTER PREVIOUSLY PRESENT EXTRA RATE ($) ADDITIONAL FEE ($)
= AMENDMENT PAID FOR
- e —
E ;F?tial {37 CFR . Minus | = = %8 o
= BT vins | - - T
5 D Application Size Fee (37 CFR 1.16(s))
=
< I:] FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 GFR 1.16(j))
TOTAL ADD'L FEE
* |f the entry in column 1 is less than the entry in column 2, write "0 in column 3. LIE

JAMES MASON

This collection of information is required by 37 CFR 1.18. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO 1o
process) an application. Confidentiality is governed by 35 U.8.C. 122 and 37 CFR 1.14, This collection is estimated to take 12 minutes fo complete, including gatharing,
preparing, and submitting the completed application form to the USPTO. Time will vary depending upeon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMFLETED FORMS TO THIS

ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTO-9192 and select aption 2
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.0. Box 1450

Alexandria, Virginia 223131450

WWw BEpto.gov

AFPLICATION NO. | FILING DATE | FIRST NAMED INVENTOR | ATTORNEY DOCKETNO. | CONFIRMATION NO. |
13/997.412 04/03/2014 Hormuzd M. Khostavi P41624U8/45631-225521 1045
T3486 T5%0 08112017 =
EXAMINER

Barnes & Thomburg LLP (Intel) I I
11 S. Meridian Street LE, THANH T
Indianapolis, IN 46204

I ART UNIT | PAPER NUMBER I

2495
I NOTIFICATION DATE | DELIVERY MODE I
08/11/2017 ELECTRONIC

Please find below and/or attached an Office communication concerning this application or proceeding.
The time period for reply, if any, is set in the attached communication.
Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the

following e-mail address(es):

INDocket @btlaw.com
inteldocket @btlaw.com
inteldocs_docketing @cpaglobal.com

PTOL-90A (Rev. 04/07)
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Application No. Applicant(s)
Advisory Action 13/997,412 KHOSRAVI ET AL.
Before the Filing of an Appeal Brief Examiner Art Unit AIA (First Inventor to File) Status
THANH T. LE 2495 No

--The MAILING DATE of this communication appears on the cover sheet with the correspondence address --

THE REPLY FILED 26 July 2017 FAILS TO PLACE THIS APPLICATION IN CONDITION FOR ALLOWANCE.
NO NOTICE OF APPEAL FILED
1. X The reply was filed after a final rejection. No Notice of Appeal has been filed. To avoid abandonment of this application, applicant must timely file one
of the following replies: (1) an amendment, affidavit, or other evidence, which places the application in condition for allowance;
(2) a Notice of Appeal (with appeal fee) in compliance with 37 CFR 41.31; or (3) a Request for Continued Examination (RCE) in compliance with 37
CFR 1.114 if this is a utility or plant application. Note that RCEs are not permitted in design applications. The reply must be filed within one of the
following time periods:
a) D The period for reply expires months from the mailing date of the final rejection.
b) The period for reply expires on: (1) the mailing date of this Advisory Action; or (2) the date set forth in the final rejection, whichever is later. In
no event, however, will the statutory period for reply expire later than SIX MONTHS from the mailing date of the final rejection.
c) D A prior Advisory Action was mailed more than 3 months after the mailing date of the final rejection in response to a first after-final reply filed
within 2 months of the mailing date of the final rejection. The current period for reply expires months from the mailing date of
the prior Advisory Action or SIX MONTHS from the mailing date of the final rejection, whichever is earlier.
Examiner Note: If box 1 is checked, check either box (a), (b) or (c). ONLY CHECK BOX (b) WHEN THIS ADVISORY ACTION IS THE
FIRST RESPONSE TO APPLICANT’S FIRST AFTER-FINAL REPLY WHICH WAS FILED WITHIN TWO MONTHS OF THE FINAL
REJECTION. ONLY CHECK BOX (c) IN THE LIMITED SITUATION SET FORTH UNDER BOX (c). See MPEP 706.07(f).
Extensions of time may be obtained under 37 CFR 1.136(a). The date on which the petition under 37 CFR 1.136(a) and the appropriate extension
fee have been filed is the date for purposes of determining the period of extension and the corresponding amount of the fee. The appropriate
extension fee under 37 CFR 1.17(a) is calculated from: (1) the expiration date of the shortened statutory period for reply originally set in the final
Office action; or (2) as set forth in (b) or (c) above, if checked. Any reply received by the Office later than three months after the mailing date of the
final rejection, even if timely filed, may reduce any earned patent term adjustment. See 37 CFR 1.704(b).
NOTICE OF APPEAL
2. |:| The Notice of Appeal was filed on . A brief in compliance with 37 CFR 41.37 must be filed within two months of the date of filing the
Notice of Appeal (37 CFR 41.37(a)), or any extension thereof (37 CFR 41.37(e)), to avoid dismissal of the appeal. Since a Notice of Appeal
has been filed, any reply must be filed within the time period set forth in 37 CFR 41.37(a).
AMENDMENTS
3. & The proposed amendments filed after a final rejection, but prior to the date of filing a brief, will not be entered because
a) They raise new issues that would require further consideration and/or search (see NOTE below);
b) D They raise the issue of new matter (see NOTE below);

c) D They are not deemed to place the application in better form for appeal by materially reducing or simplifying the issues for
appeal; and/or

d) [:l They present additional claims without canceling a corresponding number of finally rejected claims.
NOTE: . (See 37 CFR 1.116 and 41.33(a)).
4.[] The amendments are not in compliance with 37 CFR 1.121. See attached Notice of Non-Compliant Amendment (PTOL-324).
5. D Applicant’s reply has overcome the following rejection(s): ___
6. D Newly proposed or amended claim(s) would be allowable if submitted in a separate, timely filed amendment canceling the non-
allowable claim(s).

7. & For purposes of appeal, the proposed amendment(s): (a) [X] will not be entered, or (b) [] will be entered, and an explanation of how the
new or amended claims would be rejected is provided below or appended.

AFFIDAVIT OR OTHER EVIDENCE

8. D A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on

9. [0 The affidavit or other evidence filed after final action, but before or on the date of filing a Notice of Appeal will not be entered because

applicant failed to provide a showing of good and sufficient reasons why the affidavit or other evidence is necessary and was not earlier
presented. See 37 CFR 1.116(e).

10. [ The affidavit or other evidence filed after the date of filing the Notice of Appeal, but prior to the date of filing a brief, will not be entered
because the affidavit or other evidence failed to overcome all rejections under appeal and/or appellant fails to provide a showing of good and
sufficient reasons why it is necessary and was not earlier presented. See 37 CFR 41.33(d)(1).

11. [J The affidavit or other evidence is entered. An explanation of the status of the claims after entry is below or attached.

REQUEST FOR RECONSIDERATION/OTHER

12. X The request for reconsideration has been considered but does NOT place the application in condition for allowance because:

13. [ Note the attached Information Disclosure Statement(s). (PTO/SB/08) Paper No(s).
14. X Other: PTO 2323 is attached.
STATUS OF CLAIMS
15. The status of the claim(s) is (or will be) as follows:
Claim(s) allowed:
Claim(s) objected to: .
Claim(s) rejected: 48-70, 72.
Claim(s) withdrawn from consideration:

/Jason K. Gee/ /THANH T LE/
Primary Examiner AU 2495 Examiner, Art Unit 2495
U.S. Patent and Trademark Office
PTOL-303 (Rev. 08-2013) Advisory Action Before the Filing of an Appeal Briet Part of Paper No. 20170804
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Continuation Sheet (PTOL-303) Application No.

Continuation of 12: Applicant's request for AFCP 2.0 is acknowledged. However, the request is denied because the amended limitations
cannot be reviewed and updated search cannot be conducted in the limited amount of time authorized for this pilot program. Therefore, the
response is being reviewed under pre-pilot practice.

The request for reconsideration has been considered, but does not place the application in condition for allowance because amended
limitations would require further consideration and/or search.
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Application No. Applicanti(s)

AFCP 2.0 13/997.412 KHOSRAVI ET AL.

° ° Examiner Art Unit
Decision
THANHT. LE 2495

This is in response to the After Final Consideration Pilot request filed 26 July 2017.
1. Improper Request — The AFCP 2.0 request is improper for the following reason(s) and the after final amendment submitted with
the request will be treated under pre-pilot procedure.
[ An AFCP 2.0 request form PTO/SB/434 (or equivalent document) was not submitted.
[ A non-broadening amendment to at least one independent claim was not submitted.

[ A proper AFCP 2.0 request was submitted in response to the most recent final rejection.
[ Other:
2. Proper Request
A. After final amendment submitted with the request will not be treated under AFCP 2.0.
The after final amendment cannot be reviewed and a search conducted within the guidelines of the pilot program.
X The after final amendment will be treated under pre-pilot procedure.
B. Updated search and/or completed additional consideration.
The examiner performed an updated search and/or completed additional consideration of the after final amendment

within the time authorized for the pilot program. The result(s) of the updated search and/or completed additional
consideration are:

[ 1. All of the rejections in the most recent final Office action are overcome and a Notice of Allowance is issued
herewith.

[ 2. The after final amendment would not overcome all of the rejections in the most recent final Office action.
See attached interview summary for further details.

[ 3. The after final amendment was reviewed, and it raises a new issue(s). See attached interview summary for
further details.

[ 4. The after final amendment raises new issues, but would overcome all of the rejections in the most recent
final Office action. A decision on determining allowability could not be made within the guidelines of the
pilot. See attached interview summary for further details, including any newly discovered prior art.

[ 5. Other:

Examiner Note: Please attach an interview summary when necessary as described above.

U.S. Patent and Trademark Office
PTOL-2323 (Rev. 10-14) AFCP 2.0 Decision Part of Paper No. 20170804
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DO NOT ENTER: /T.7.L/

08/04/2017
Doc Code: A.NE.AFCP

Document Description: After Final Consideration Pilot Program Request

PTO/SB/434 (05-13)

CERTIFICATION AND REQUEST FOR CONSIDERATION UNDER THE
AFTER FINAL CONSIDERATION PILOT PROGRAM 2.0

Practitioner Docket No.: Application No.: Filing Date:
P41624US5/45631-225521 | 13/997,412 April 3, 2014

First Named Inventor: Title:

Horm uzd M . Khosravi METHOD AND DEVIGE FOR SECURE GOMMUNIGATIONS OVER A NETWORK USING A HARDWARE SEGURITY ENGINE

APPLICANT HEREBY CERTIFIES THE FOLLOWING AND REQUESTS CONSIDERATION UNDER THE AFTER FINAL CONSIDERATION PILOT
PROGRAM 2.0 (AFCP 2.0) OF THE ACCOMPANYING RESPONSE UNDER 37 CFR 1.116.

1. The above-identified application is (1) an original utility, plant, or design nonprovisional application filed under
35 U.S.C. 111{a) [a continuing application {e.g., a continuation or divisional application) is filed under 35 U.5.C. 111{a) and is
eligible under {i}], or {ii) an international application that has entered the national stage in compliance with 35 U.5.C. 371(c).

2. The above-identified application contains an outstanding final rejection.

3. Submitted herewith is a response under 37 CFR 1.116 to the outstanding final rejection. The response includes an
amendment to at least one independent claim, and the amendment does not broaden the scope of the independent claim in
any aspect.

4. This certification and request for consideration under AFCP 2.0 is the only AFCP 2.0 certification and request filed in
response to the outstanding final rejection.

5. Applicant is willing and available to participate in any interview requested by the examiner concerning the present response.

6. This certification and request is being filed electronically using the Office’s electronic filing system (EFS-Web).

7. Any fees that would be necessary consistent with current practice concerning responses after final rejection under 37 CFR

1.116, e.g., extension of time fees, are being concurrently filed herewith. [There is no additional fee required to request
consideration under AFCP 2.0.]

8. By filing this certification and request, applicant acknowledges the following:

. Reissue applications and reexamination proceedings are not eligible to participate in AFCP 2.0.
. The examiner will verify that the AFCP 2.0 submission is compliant, i.e., that the requirements of the program have been met
{see items 1 to 7 above). For compliant submissions:

o The examiner will review the response under 37 CFR 1,116 to determine if additional search and/or consideration
(i) is necessitated by the amendment and (i) could be completed within the time allotted under AFCP 2.0. If
additional search and/or consideration is required but cannot be completed within the allotted time, the examiner
will process the submission consistent with current practice concerning responses after final rejection under
37 CFR 1.1186, e.g., by mailing an advisory action.

o If the examiner determines that the amendment does not necessitate additional search and/or consideration, or if
the examiner determines that additional search and/or consideration is required and could be completed within
the allotted time, then the examiner will consider whether the amendment places the application in condition for
allowance (after completing the additional search and/or consideration, if required). If the examiner determines
that the amendment does not place the application in condition for allowance, then the examiner will contact the
applicant and request an interview.

L] The interview will be conducted by the examiner, and if the examiner does not have negotiation
authority, a primary examiner and/or supervisory patent examiner will also participate.

L] If the applicant declines the interview, or if the interview cannot be scheduled within ten {10) calendar
days from the date that the examiner first contacts the applicant, then the examiner will proceed
consistent with current practice concerning responses after final rejection under 37 CFR 1.116.

Signature Date

/Scott Rylan Powell/ July 26, 2017
Name Practitioner

{Print/Typed) SCOtt Rylan Powell Registration N0A58378

Note: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4{d} for signature requirements and certifications. Submit multiple
forms if more than one signature is required, see below?*.

H * Total of 1 forms are submitted.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the
requirements of the Act, please be advised that: (1) the general authority for the collection of this information is
35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which
the information is used by the U.S. Patent and Trademark Office is to process and/or examine your submission
related to a patent application or patent. If you do not furnish the requested information, the U.S. Patent and
Trademark Office may not be able to process and/or examine your submission, which may result in termination
of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of
records may be disclosed to the Department of Justice to determine whether disclosure of these
records is required by the Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in
the course of settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress
submitting a request involving an individual, to whom the record pertains, when the individual has
requested assistance from the Member with respect o the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency
having need for the information in order to perform a contract. Recipients of information shall be
required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C.
552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this
system of records may be disclosed, as a routine use, to the International Bureau of the World
Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act
(42 U.S.C. 218(c)).

7. Arecord from this system of records may be disclosed, as a routine use, to the Administrator, General
Services, or his/her designee, during an inspection of records conducted by GSA as part of that
agency’s responsibility to recommend improvements in records management practices and programs,
under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the
GSA regulations governing inspection of records for this purpose, and any other relevant (i.e., GSA or
Commerce) directive. Such disclosure shall not be used to make determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35
U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine
use, to the public if the record was filed in an application which became abandoned or in which the
proceedings were terminated and which application is referenced by either a published application, an
application open to public inspection or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local
law enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or
regulation.
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Doc code: RCEX PTO/SBI30EFS (07-14)
Doc description. Request for Continued Examination (RCE} Approved for use through 07/31/2016. CMB 0651-0031
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1925, no persons are required to respond to 2 collection of information uniess it contains a valid OMB controf number.

REQUEST FOR CONTINUED EXAMINATION(RCE)TRANSMITTAL
{Submitted Only via EFS-Web)

Appiication Filing Docket Number Art

e po |13997412 Pate D(14-04-03 GF snplicabiay P41624US/45631-225521 Unit 2495
First Named| o 2d M. Knhosravi Examiner LE, THANH T.

Inventor Name

This is a Request for Continued Examination (RCE} under 37 CFR 1.114 of the above-identified application.

Request for Continued Examination (RCE) practice under 37 CFR 1.114 does not apply to any ulility or plant application filed prior to June 8,
19895, to any intemational application that does not comply with the requirements of 35 U.S.C. 371, or to any design application. The
Instruction Sheet for this form is iocated at WWW LUSPTO GOV

SUBMISSION REQUIRED UNDER 37 CFR 1.114

Mote: If the RCE is proper, any previously filed unentered amendmenis and amendments enclosed with the RCE will be eniered in the order
in which they were filed uniess applicant instructs otherwise. If applicant does not wish to have any previously filed unentered amendment(s)
entered, applicant must request non-entry of such amendment(s).

Previously submiited. If a final Office action is cutsianding, any amendments filed after the final Office action may be considered as a

—
X submission even if this box is not checked.

D Consider the arguments in the Appeal Brief or Reply Brief previously filed on

o
Aot Response to Final Office Action filed July 26, 2017

[ ] Enclosed

1 Amendment/Reply
D Information Disclosure Statement (IDS)

[ ] Affidavit{s) Declaration(s)

{1 Other

MISCELLANEOUS

E:‘ Suspension of action on the above-identified application is requested under 37 CFR 1.103{c) for a pericd of months
{Period of suspension shall not exceed 3 months; Fee under 37 CFR 1.17(i) required)

[] Other

FEES

The RCE fee under 37 CFR 1.17(e} is required by 37 CFR 1.114 when the RCE is filed.
EE The Director is hereby authorized o charge any underpayment of fees, or credit any overpayments, to
Deposit Account No 1100435

SIGNATURE OF APPLICANT, ATTORNEY, OR AGENT REQUIRED

X Patent Practitioner Signature

Applicant Signature

EFS - Web2.1.15
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Doc code: RCEX
Doc description: Request for Contnued Examination (RCE) Approved for use through 07/31/2016. CMB 0651-0031

PTO/SB/IOEFS (07-1)

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1925, no persons are required to respond to 2 collection of information uniess it contains a valid OMB controf number.

Signature of Registered U.S. Patent Practitioner

Signature | fScolt R. Powell/ Date (YYYY-MM-DD} [RO17-09-11
Name Fcott R_ Powell Registration Number 378

This collection of information is required by 37 CFR 1.114. The information is required to obtain or retain a benefit by the public which is to
file {and by the USPTO {o process) an application. Confidentiality is governed by 35 US.C. 122 and 37 CFR 1.11 and 1.14. This collection is
estimated to take 12 minutes to complete, including gathenng, preparing, and submitting the completed application form to the USPTO. Time
will vary depending upon the individual case. Any comments on the amount of ime you require to complete this form andfor suggestions for
reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Deparfment of Commerce,
P.0O. Box 1450, Alexandria, VA 22313-1450.

if you need assislance in completing the form, call 1-800-PT0-9199 and sefect option 2.

EFS - Web2.1.15
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Privacy Act Statement

The Privacy Act of 1874 (P.L. 83-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be
advised that: (1) the general authority for the collection of this information is 35 U.5.C. 2(b)(2); (2) furnishing of the information
solicited is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office
is to process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information
Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these records.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disciosures to opposing counsel in the course of settlement
negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need
for the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Inteliectual Property Organization,
pursuant to the Patent Cooperation Treaty.

8. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
Naticnal Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services,
or his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2908. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record may
be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in an
application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTQO becomes aware of a viclation or potential violation of law or regulation.

EFS - Web 2.1.15
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Electronic Patent Application Fee Transmittal

Application Number:

13997412

Filing Date:

03-Apr-2014

Title of Invention:

METHOD AND DEVICE FOR SECURE COMMUNICATIONS OVER A NETWORK
USING A HARDWARE SECURITY ENGINE

First Named Inventor/Applicant Name:

Hormuzd M. Khosravi

Filer:

Scott Rylan Powell/kim tyree

Attorney Docket Number:

P41624US5/45631-225521

Filed as Large Entity

Filing Fees for U.S. National Stage under 35 USC 371

Description Fee Code Quantity Amount SUB-STI;:;)I in
Basic Filing:
Pages:
Claims:

Miscellaneous-Filing:

Petition:

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-Issuance:

Extension-of-Time:
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Description Fee Code Quantity Amount Sul:j—;l’g(tsa)l in
Miscellaneous:
RCE- 2ND AND SUBSEQUENT REQUEST 1820 1 1700 1700
Total in USD ($) 1700
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Electronic Acknowledgement Receipt

EFS ID: 30318784
Application Number: 13997412
International Application Number:
Confirmation Number: 1045

Title of Invention:

METHOD AND DEVICE FOR SECURE COMMUNICATIONS OVER A NETWORK
USING A HARDWARE SECURITY ENGINE

First Named Inventor/Applicant Name:

Hormuzd M. Khosravi

Customer Number:

73486

Filer:

Scott Rylan Powell/kim tyree

Filer Authorized By:

Scott Rylan Powell

Attorney Docket Number:

P41624US/45631-225521

Receipt Date: 11-SEP-2017
Filing Date: 03-APR-2014
Time Stamp: 10:59:05

Application Type:

U.S. National Stage under 35 USC 371

Payment information:

Submitted with Payment yes
Payment Type DA
Payment was successfully received in RAM $1700

RAM confirmation Number

091117INTEFSW00010494100435

Deposit Account

100435

Authorized User

kim tyree

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

37 CFR 1.17 (Patent application and reexamination processing fees)

37 CFR 1.19 (Document supply fees)
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37 CFR 1.21 (Miscellaneous fees and charges)

37 CFR 1.492 (National application filing, search, and examination fees)

37 CFR 1.492(a) (Basic national fee only)

File Listing:
Document Document Description File Name File Slze(B)ftes)/ Multl. .Pages
Number Message Digest | Part/.zip| (ifappl.)
1349924
1 Request forCongg:ed Examination P41624US_RCE2.pdf no 3
( ) be42ach2926a6772085060e33aae53c4fca’]
1ale
Warnings:
Information:
31198
2 Fee Worksheet (SB06) fee-info.pdf no 2
1f221d9daalcd44b1a112ce13ff83716cc5ch)
Warnings:
Information:
Total Files Size (in bytes)1 1381122

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b}-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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PTG/SE/06 (09-11)

Approved for use through 1/31/2014, OMB 0651-0032
U.8. Patent and Trademark Office; US. DEPARTMENT OF COMMERCE
Linder the Paparwork Reduction Act of 1995, no persons are required to respond to a collection of infermation unless it displays a valid OME contral number.

PATENT APPLICATION FEE DETERMINATION RECORD | Aepication or Docket Numbar [~ Filing Date
Substitute for Form PTO-875 13/997.,412 04/03/2014 | [ 7o be Mailed
ENTITY: LARGE []smaLL [] micro
APPLICATION AS FILED = PART |
(Column 1) (Column 2)
FOR NUMEER FILED NUMBER EXTHA RATE ($) FEE ($)
T
[ sasic FEE 5
(37 CFR 1.18(a). b) or (o)) i A VA
_|:| SEARCH FEE
/
(37 CFR 11604, () or (m)) WA ki Pt
_|:| EXAMINATION FEE
g i /, !
37 CFR 1,18{0), (p}, or {g)} N/A NA N/A
TOTAL CLAIMS .
37 GFR 1.16(1) minus 20 = X & -
INDEPENDENT CLAIMS ; .
(37 CFR 1.16(n)) minle3 = X8 =
If the specification and drawings exceed 100 sheets
. of paper, the application size fee due is $310 ($155
Dﬁg%;gﬁ'g: SIZE FEE for small entity) for each additional 50 sheets or
@ el fraction thereof. See 35 U.S.C. 41(a)(1)(G) and 37
CFR 1.16(s).
e
I:l MULTIPLE DEPENDENT CLAIM PRESENT (37 GFR 1.16())
—
* If the difference in column 1 is less than zero, enter “0” in column 2, TOTAL
APPLICATION AS AMENDED - PART I
(Golumn 1} (Golumn 2) (Column 3)
CLAIMS HIGHEST
INI -
| 09111/2017 | JEvEN e nmocueLy | PRESENT EXTRA RATE ($) ADDITIONAL FEE (3)
=z AMENDMENT PAID FOR
Lu fe—
g :I'|ot|al {87 CFR - o4 Minus - 24 -0 x 380 = 0
= et 1-38 vinus | 3 -0 x 5420 - g
= D Application Size Fee (37 GFR 1.16(s))
< [
D FIRST PRESENTATICN OF MULTIPLE DEPENCENT GLAIM (37 GFR 1.16()1)
TOTAL ADD'L FEE 0
(Column 1) {Column 2} {Column 3)
CLAIMS HIGHEST
REMAINING NUMBER & . -
AFTER PREVIOUSLY PRESENT EXTRA RATE ($) ADDITIONAL FEE ($)
= AMENDMENT PAID FOR
e —
E ;F?tial {37 CFR . Minus . = %8 o
= BT vinus § - A
5 D Application Size Fee (37 CFR 1.16(s))
=
< I:] FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 GFR 1.16(j))
TOTAL ADD'L FEE
* |f the entry in column 1 is less than the entry in column 2, write "0 in column 3. LIE
** If the "Highest Number Previously Paid For” IN THIS SPACE is less than 20, enter “20". EVELYN NIMMONS
*** If the “Highest Number Previously Paid For” IN THIS SPACE is less than 3, enter “3".
The "Highest Number Previously Paid For” (Total or Independent) is the highest number found in the appropriate box in column 1

This collection of information is required by 37 CFR 1.18. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO 1o
process) an application. Confidentiality is governed by 35 U.8.C. 122 and 37 CFR 1.14, This collection is estimated to take 12 minutes fo complete, including gatharing,
preparing, and submitting the completed application form to the USPTO. Time will vary depending upeon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMFLETED FORMS TO THIS

ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTO-9192 and select aption 2
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United Siates Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.0. Box 1430

Alexandria, Virginia 22313-1450

www.usplo.gw

NOTICE OF ALLOWANCE AND FEE(S) DUE

73486 7590 09/26/2017 I EXAMINGR |
Barnes & Thormburg LLP (Intel) LE, THANH T
11 S. Meridian Steet
Indianapolis, IN 46204 [ ART UNIT PAPER NUMBER |
2495
DATE MAILED: 09/29/2017
| APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKETNO. | CONFIRMATION NO.
13/997,412 04/03/2014 Hormuzd M. Khosravi P41624US/45631-225521 1045

TITLE OF INVENTION: METHOD AND DEVICE FOR SECURE COMMUNICATIONS OVER A NETWORK USING A HARDWARE SECURITY
ENGINE

I AFPLN. TYFE | ENTITY STATUS I ISSUE FEE DUE Il’UBLICATION FEE DUE | PREV. PAID ISSUE FEE I TOTAL FEE(S) DUE | DATE DUE |

nonprovisional UNDISCOUNTED 5960 50 30 5960 12/29/2017

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE
MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS
STATUTORY PERIOD CANNOT BE EXTENDED. SEE 35 US.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. 1F AN ISSUE FEE HAS
PREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM
WILL BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW
DUE.

HOW TO REPLY TO THIS NOTICE:

L. Review the ENTITY STATUS shown above. If the ENTITY STATUS is shown as SMALL or MICRO, verify whether entitlement to that
entity status still applies.

If the ENTITY STATUS is the same as shown above, pay the TOTAL FEE(S) DUE shown above.

If the ENTITY STATUS is changed from that shown above, on PART B - FEE(S) TRANSMITTAL, complete section number 5 titled
"Change in Entity Status (from status indicated above)".

For purposes of this notice, small entity fees are 1/2 the amount of undiscounted fees, and micro entity fees are 1/2 the amount of small entity
ces.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing
the paper as an cquivalent of Part B.

ITI. All communications regarding this application must give the application number. Please direct all communications prior to issuance to
Mail Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due.

Page 1 of 3
PTOL-85 (Rev. 02/11)
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450
or Fax (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where
apgropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as
indicated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for
maintenance fee notifications.

Note: A certificate of mailing can only be used for domestic mailings of the
Fee(s) Transmittal. This cerliﬁcale cannot be used for any other accompanying

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address) apers. Each additional paper, such as an assignment or formal drawing, must
Eave its own certificate of mailing or transmission.

Certificate of Mailing or Transmission

73486 7590 0972972017 1 hereby certify that this Fee(s) Transmittal is being deposited with the United
Barnes & Thornburg LLP (Intel) States Postal Service with sufficient postage for first class mail in an envelope
11 S. Meridian Steet addressed to the Mail Stop ISSUE FEE address above, or being facsimile

». Merdian Steel transmitted to the USPTO (571) 273-2885, on the date indicated below.

Indianapolis, IN 46204

(Depositor's name)

(Signature)
(Date)
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.
13/997,412 04/03/2014 Hormuzd M. Khosravi P41624US/45631-225521 1045
TITLE OF INVENTION: METHOD AND DEVICE FOR SECURE COMMUNICATIONS OVER A NETWORK USING A HARDWARE SECURITY
ENGINE
I APPLN. TYPE ENTITY STATUS | ISSUE FEE DUE I PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE
nonprovisional UNDISCOUNTED $960 $0 30 $960 12/29/2017

I EXAMINER | ART UNIT I CLASS-SUBCLASS |
LE, THANH T 2495 713-171000
1. Change of correspondence address or indication of "Fee Address" (37 2. For printing on the patent front page, list
CFR 1.363). N . 1
(1) The names of up to 3 registered patent attorneys
[ Change of correspondence address (or Change of Correspondence or agents OR, alternatively,
Address form PTO/SB/122) attached. 7 . . . 9
(2) The name of a single firm (having as a membera =
[J “Fee Address” indication (or "Fee Address™" Indication form registered attorney or agent) and the names of up to
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customner 2 registered patent attorneys or agents. If no nameis 3
Number is required. listed, no name will be printed.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : [ Individual 1 Corporation or other private group entity [ Government

4a. The following fee(s) are submitted: 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)
[ Issue Fee [ A check is enclosed.
[ Publication Fee (No small entity discount permitted) | Payment by credit card. Form PTO-2038 is attached.
[ Advance Order - # of Copies [ I The director is hereby authorized to charge the required fee(s), any deficiency, or credits any
overpayment, to Deposit Account Number (enclose an extra copy of this form).

5. Change in Entity Status (from status indicated above)

| Applicant certifying micro entity status. See 37 CFR 1.29 NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue
fee payment in the micro entity amount will not be accepted at the risk of application abandonment.
d Applicant asserting small entity status. See 37 CFR 1.27 NOTE: If the application was previously under micro entity status, checking this box will be taken

to be a notification of loss of entitlement to micro entity status.

d Applicant changing to regular undiscounted fee status. NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro
entity status, as applicable.

NOTE: This form must be signed in accordance with 37 CER 1.31 and 1.33. See 37 CER 1.4 for signature requirements and certifications.

Authorized Signature Date
Typed or printed name Registration No.
Page 2 of 3
PTOL-85 Part B (10-13) Approved for use through 10/31/2013. OMB 0651-0033 U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.0. Box 1430

Alexandria, Virginia 22313-1450

W\’c'W.I.ISPIO.gCN

| APPLICATION NO, | FILING DATE | FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. | CONFIRMATION NO. |
13/997.412 04/03/2014 Hormuzd M. Khosravi P41624US8/45631-225521 1045
73486 7590 09/20/2017 I EEANINE |
Barnes & Thormburg LLP (Intel) LE, THANH T
11 S. Meridian Steet
Indianapolis, IN 46204 [ ART UNIT PAPER NUMBER |

2495

DATE MAILED: 09/29/2017

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(Applications filed on or after May 29, 2000)

The Office has discontinued providing a Patent Term Adjustment (PTA) calculation with the Notice of Allowance.

Section 1(h)(2) of the AIA Technical Corrections Act amended 35 U.S.C. 154(b)(3)(B)(i) to eliminate the
requirement that the Office provide a patent term adjustment determination with the notice of allowance. See
Revisions to Patent Term Adjustment, 78 Fed. Reg. 19416, 19417 (Apr. 1, 2013). Therefore, the Office is no longer
providing an initial patent term adjustment determination with the notice of allowance. The Office will continue to
provide a patent term adjustment determination with the Issue Notification Letter that is mailed to applicant
approximately three weeks prior to the issue date of the patent, and will include the patent term adjustment on the
patent. Any request for reconsideration of the patent term adjustment determination (or reinstatement of patent term
adjustment) should follow the process outlined in 37 CFR 1.705.

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.

Page 3 of 3
PTOL-85 (Rev. 02/11)
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OMB Clearance and PRA Burden Statement for PTOL-85 Part B

The Paperwork Reduction Act (PRA) of 1995 requires Federal agencies to obtain Office of Management and
Budget approval before requesting most types of information from the public. When OMB approves an agency
request to collect information from the public, OMB (i) provides a valid OMB Control Number and expiration
date for the agency to display on the instrument that will be used to collect the information and (ii) requires the
agency to inform the public about the OMB Control Number’s legal significance in accordance with 5 CFR
1320.5(b).

The information collected by PTOL-85 Part B is required by 37 CFR 1.311. The information is required to obtain
or retain a benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is
governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete,
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary
depending upon the individual case. Any comments on the amount of time you require to complete this form
and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 22313-1450. DO NOT
SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box
1450, Alexandria, Virginia 22313-1450. Under the Paperwork Reduction Act of 1995, no persons are required to
respond to a collection of information unless it displays a valid OMB control number.

Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the
requirements of the Act, please be advised that: (1) the general authority for the collection of this information is
35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which
the information is used by the U.S. Patent and Trademark Office is to process and/or examine your submission
related to a patent application or patent. If you do not furnish the requested information, the U.S. Patent and
Trademark Office may not be able to process and/or examine your submission, which may result in termination of
proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records
may be disclosed to the Department of Justice to determine whether disclosure of these records is required
by the Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of
settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance
from the Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having
need for the information in order to perform a contract. Recipients of information shall be required to
comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes
of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C.
218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency's
responsibility to recommend improvements in records management practices and programs, under authority
of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations
governing inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive.
Such disclosure shall not be used to make determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication
of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a
record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the
record was filed in an application which became abandoned or in which the proceedings were terminated
and which application is referenced by either a published application, an application open to public
inspection or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Application No. Applicant(s)
13/997,412 KHOSRAVI ET AL.
Notice of Allowability _Eﬁrm?rr " QZE ;’mt iy st Inventor to File)
. No

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1. [ This communication is responsive to 7/26/2017.
D A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on

2. [[] An election was made by the applicant in response to a restriction requirement set forth during the interview on ; the restriction
requirement and election have been incorporated into this action.

3. The allowed claim(s) is/are 48-70 and 72. As a result of the allowed claim(s), you may be eligible to benefit from the Patent
Prosecution Highway program at a participating intellectual property office for the corresponding application. For more information,
please see http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov.

4. [ Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).

Certified copies:
a)J Al b) [ Some *c)[] None of the:
1. [ Certified copies of the priority documents have been received.
2. [ Certified copies of the priority documents have been received in Application No.
3. [ Copies of the certified copies of the priority documents have been received in this national stage application from the
International Bureau (PCT Rule 17.2(a)).
* Certified copies not received:

Applicant has THREE MONTHS FROM THE “MAILING DATE” of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5. [] CORRECTED DRAWINGS ( as “replacement sheets”) must be submitted.

[ including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper No./Mail Date .

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of
each sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6. [[] DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner’'s comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)

1. X Notice of References Cited (PTO-892) 5. J Examiner's Amendment/Comment

2. [ Information Disclosure Statements (PTO/SB/08), 6. [X] Examiner's Statement of Reasons for Allowance
Paper No./Mail Date

3. [ Examiner's Comment Regarding Requirement for Deposit 7. [ Other .

of Biological Material
4. [ Interview Summary (PTO-413),
Paper No./Mail Date .

/THANH T LE/
Examiner, Art Unit 2485

U.S. Patent and Trademark Office

PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date
20170915

Petitioner Samsung Ex-1004, 0774



Application/Control Number: 13/997,412 Page 2
Art Unit: 2495

DETAILED ACTIONS

Notice of Pre-AlA status
1. The present application is being examined under the pre-AlA first to invent

provisions.

Reasons for Allowance
2. Claims 48-70 and 72 are allowed.

The following is an Examiner’s statement of Reasons for Allowance:

Applicant's arguments/amendments submitted on 07/26/2017 have been
considered and are persuasive in light of the arguments and claim amendments. Also,
please see prior Office actions. Therefore, the previously filed claim rejections have
been withdrawn. The record is clear; therefore, no reason for allowance is necessary.

According to MPEP 1302.14 (I): “In most cases, the Examiner’s actions and the
applicant’s replies make evident the reasons for allowance, satisfying the “record as a
whole” provisio of the rule. This is particularly true when applicant fully complies with 37
CFR 1.111 (b) and (c) and 37 CFR 1.133(b). Thus, when the Examiner's actions clearly
point out the reasons for rejection and the applicant's reply explicitly presents reasons
why claims are patentable over the reference, the reasons for allowance are in all
probability evident from the record and no statement should be necessary."

Any comments considered necessary by applicant must be submitted no later

than the payment of the issue fee and, to avoid processing delays, should preferably

Petitioner Samsung Ex-1004, 0775



Application/Control Number: 13/997,412 Page 3
Art Unit: 2495

accompany the issue fee. Such submissions should be clearly labeled “Comments on

Statement of Reasons for Allowance.”

Conclusion
3. Any inquiry concerning this communication or earlier communications from the
examiner should be directed to THANH T. LE whose telephone number is (571)270-
0279. The examiner can normally be reached on M-Th 9:00 am- 2:00 pm and alt Fri 9
am- 5:30 pm.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Farid Homayounmehr can be reached on 571-272-3739. The fax phone
number for the organization where this application or proceeding is assigned is 571-
273-8300.

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http:/pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.
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Application/Control Number: 13/997,412 Page 4
Art Unit: 2495

/THANH T. LE/

Examiner, Art Unit 2495

/FARID HOMAYOUNMEHR/

Supervisory Patent Examiner, Art Unit 2495
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PTO/AIA/BO (07-12)

Approved for use through 11/30/2014. OMB 0651-0035

U.S. Patent and Trademark Office; U.S DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1885, no persons are required to respond to a collection of information unless it displays a valid OMB control number,

POWER OF ATTORNEY TO PROSECUTE APPLICATIONS BEFORE THE USPTO

| hereby revoke all previous powers of attorney given in the application identified in the attached statement
under 37 CFR 3.73(c).

| hereby appoint:
Practitioners associated with Customer Number:
73486
OR
|:| Practitioner(s) named below (if more than ten patent practitioners are to be named, then a customer number must be used):
Name Registration Name Registration
Number Number

As aftorney(s) or agent(s) to represent the undersigned before the United States Patent and Trademark Office (USPTO) in connection with
any and all patent applications a ssigned only to the undersigned according to the USPTO assignment records or assignments docu ments

attached to this form in accordance with 37 CFR 3.73‘02.

Flease change the correspondence address for the application identified in the attached statement under 37 CFR 3.73(c) to:

The address associated with Customer Number: 73486
OR

Firm or
Individual Name

Address

City

Country

Telephone Email

Assignee Name and Address: INTEL CORPORATION
2200 MISSION COLLEGE BOULEVARD SANTA CLARA, CA 95054

A copy of this form, together with a statement under 37 CFR 3.73(c) (Form PTO/SB/96 or equivalent) is required to be
Filed in each application in which this form is used. The statement under 37 CFR 3.73(c) may be completed by one of
The practitioners appointed in this form, and must identify the application in which this Power of Attorney is to be filed.

SIGNATURE of Assignee of Record
The individual whose sngﬂature and title is suppllqd below is authorized to act on behalf of the assignee

o | AT e [ 7]70/2

Name Heather Adamson Telephone 503-613-0191

Title Administrator of Patents

—
This collection of information is required by 37 CFR 1.31, 1.32 and 1.33. The information is required to obiain or retain a benefit by the public which is to file {and
by the USPTQ to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14, This collection is estimated to take 3 minutes
to complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any
comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer,
U.S. Patent and Trademark Office, U.5. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED
FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.0. Box 1450, Alexandria, VA 22313-1450,

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
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PTO/AIA/14 (03-13)

Approved for use through 01/31/2014. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT CF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | P41624US
Application Number 13/997,412

Application Data Sheet 37 CFR 1.76

METHOD AND DEVICE FOR SECURE COMMUNICATIONS OVER A NETWORK USING A HARDWARE

Title of Invention SECURITY ENGINE

Authorization to Permit Access to the Instant Application by the Participating Offices

If checked, the undersigned hereby grants the USPTO authority to provide the European Patent Office (EPQ),

the Japan Patent Office (JPQ), the Korean Intellectual Property Office {(KIPO}), the World Intellectual Property Office (WIPO),
and any other intellectual property offices in which a foreign application claiming priority to the instant patent application

is filed access to the instant patent application. See 37 CFR 1.14(c} and (h). This box should not be checked if the applicant
does not wish the EPO, JPO, KIPO, WIPOQ, or other intellectual property office in which a foreign application claiming priority
to the instant patent application is filed to have access to the instant patent application.

In accordance with 37 CFR 1.14{h)(3), access will be provided to a copy of the instant patent application with respect

to: 1) the instant patent application-as-filed; 2) any foreign application to which the instant patent application

claims priority under 35 U.S.C. 119(a)-(d) if a copy of the foreign application that satisfies the certified copy requirement of
37 CFR 1.55 has been filed in the instant patent application; and 3) any U.S. application-as-filed from which benefit is
sought in the instant patent application.

In accordance with 37 CFR 1.14{c), access may be provided to information concerming the date of filing this Authorization.

Applicant Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title 37 of CFR
to have an assignment recorded by the Office.

Applicant 1

If the applicant is the inventor (or the remaining joint inventor or inventors under 37 CFR 1.45), this section should not be completed.
The information to be provided in this section is the name and address of the legal representative who is the applicant under 37 CFR
1.43; or the name and address of the assignee, person to whom the inventor is under an obligation to assign the invention, or person
who otherwise shows sufficient proprietary interest in the matter who is the applicant under 37 CFR 1.46. If the applicant is an
applicant under 37 CFR 1.46 {assignee, person to whom the inventor is obligated to assign, or person who otherwise shows sufficient
proprietary interest) together with one or more joint inventors, then the joint inventor or inventors who are also the applicant should be

identified in this section.

X Assignee (O Legal Representative under 35 U.S.C. 117 (O Joint Inventor
il
O Person to whom the inventor is obligated to assign. O Person who shows sufficient proprietary interest

If applicant is the legal representative, indicate the authority to file the patent application, the inventor is:

Name of the Deceased or Legally Incapacitated Inventor :

If the Applicant is an Organization check here. X]

Prefix Given Name Middle Name Family Name Suffix

EFSWeb 226
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PTO/AIA/14 (03-13)

Approved for use through 01/31/2014. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT CF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | P41624US

Application Data Sheet 37 CFR 1.76

Application Number 13/997,412

METHOD AND DEVICE FOR SECURE COMMUNICATIONS OVER A NETWORK USING A HARDWARE

Title of Invention SECURITY ENGINE

Mailing Address Information:

Address 1 2200 Mission College Blvd.
Address 2
City Santa Clara State/Province CA
Country | Postal Cod -
ountry us ostal Code 95054
Phone Number Fax Number
Email Address
Additional Applicant Data may be generated within this form by selecting the Add button. Add

Non-Applicant Assignee Information:

Providing assignment information in this section does not subsitute for compliance with any requirement of part 3 of Title 37 of CFR to
have an assignment recorded by the Office.

Assignee 1
Complete this section only if non-applicant assignee information is desired to be included on the patent application publication in
accordance with 37 CFR 1.215(b). Do nol include in this section an applicant under 37 CFR 1.46 (assignee, person to whom lhe
inventor is obligated to assign, or person who otherwise shows sufficient proprietary interest), as the patent application publication will
include the name of the applicant(s).

If the Assignee is an Organization check here. []

Prefix Givenh Name Middle Name Family Name Suffix

Mailing Address Information:

Address 1

Address 2

City State/Province

Country i Postal Code

Phone Number Fax Number

Email Address
Additional Assignee Data may be generated within this form by selecting the Add button. v
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PTO/AIA/14 (03-13)

Approved for use through 01/31/2014. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT CF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | P41624US

Application Data Sheet 37 CFR 1.76

Application Number 13/997,412

METHOD AND DEVICE FOR SECURE COMMUNICATIONS OVER A NETWORK USING A HARDWARE

Title of Invention SECURITY ENGINE

Signature:

NQTE: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4 for signature requirements and
certifications 2017-12-26

Signature Scott Rylan Powell/ Date (YYYY-MM-DD)| 20&8x88xdGe
First Name | Glesd&= Scott Last Name | =letet Powell Registration Number | £8282 58378
Additional Signature may be generated within this form by selecting the Add button. Add

This collection of information is required by 37 CFR 1.76. The information is required to obtain or retain a benefit by the public which
is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This
collection is estimated to take 23 minutes to complete, including gathering, preparing, and submitting the completed application data
sheet form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to
complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

EFSWeb 226
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the attached form related to
a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised that: (1) the general authority for the collection
of this information is 35 U.8.C. 2(b){(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information is
used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent application or patent. If you do not
furnish the requested information, the U.3. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:
1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act (6 U.S.C. 552)
and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the Department of Justice to determine

whether the Freedom of Information Act requires disclosure of these records.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a court, magistrate, or
administrative tribunal, including disclosures to opposing counsel in the course of settflement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a request involving an
individual, to whom the record pertains, when the individual has requested assistance from the Member with respect to the subject matter of
the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for the information in

order to perform & contract. Recipients of information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.8.C. 652a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records may be disclosed,
as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of National Security
review (36 U.S5.C. 181} and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or his/her designee,
during an inspection of records conducted by GSA as part of that agency's responsibility to recommend improvements in records
management practices and programs, under authority of 44 U.5.C. 2904 and 2806. Such disclosure shall be made in accordance with the
GSA regulations governing inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such
disclosure shall not be used to make determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of the application pursuant]
to 35 U.5.C. 122(b) or issuance of a patent pursuant to 35 U.5.C. 151. Further, a record may be disclosed, subject to the limitations of 37
CFR 1.14, as a routine use, to the public if the record was filed in an application which became abandoned or in which the proceedings were
terminated and which application is referenced by either a published application, an application open to public inspections or an issued
patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law enforcement agency, if the
USPTO becomes aware of a violation or potential violation of law or regulation.

EFSWeb226
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PTQ/EEMT (03-08)

Approved for use through 07/31/2018, OMB 0651-0016

U 5. Patent and Trademark Office; U. 5. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1895, no persons are required to respond to a collection of informmation unless i displays a valid OMB control number,

“FEE ADDRESS” INDICATION FORM

Address to: Fax to:
Mail Stop M Correspondence &71-273-6500
Commissioner for Patents -OR -

P.O. Box 1450
Alexandria; Y7y 225131460

B INSTRUCTIONS: The issue fee must have been paid for application{(s) listed on this form. in addition,

& only an address represented by a Customer Number can be esiablished as the fee address for maintenance

l fee purposes (hereafter, fee address). A fee address should be established when correspondence related to

B maintenance fees should be mailed to a different address than the correspondence addrass for the application.
Bl When fo check the first box below: If you have a Customer Number to represent the fee address. When

i to check the second box below: If you have no Customer Number representing the desired fee address,

g in which case a completed Request for Customer Number (PTO/EB/125) must be attached 1o this form. For

;: more information on Cusiomer Numbers, see the Manual of Patent Examining Procedure (MPEP) § 403

For the following listed application(s). please recognize as the “Fee Address” under the provisions of 37 CFR
1.363 the address associated with:

Customer Number; 000197

oRr

D The attached Request for Customer Number (PTO/SB/125) form.

PATENT NUMBER APPLICATION NUMBER
{if known)

131997 412

Completed by {check one}:

DAppiicanmnvemor fSeott Ryian Powell/
Signature
@Atlomey or Agent of record _ 58378 Scott Ryian Powell
{Reg. No.) Typed or printed name
DAssignee of record of the entire interest. See 37 CFR 3.71. _31 7-231-7307
Statement under 37 CFR 3.73{b} is enclosed. Requester's telephone number
(Form PTO/SB/SS)
DAssignee recorded at Reel Frame_ December 26’ 2017
Date

NOTE: Sipnatures af 4l the inveniors or assgness of recond of the sntite interest or thelr representative(s) are reguued. Submil multipie forms it more that one
signature is required, see below”
* Totalof 1 forms are submitted.

becrnasses -
This colieciion of information Is required by 37 CFR 1 363 The infermation is required to obizin ar retain a bemefit by the pubdic which s to file {fand by the USPTO
to process) an application. Confidentiality is governed by 35 U.5.C. 122 and 37 CFR 1. 11 and 1,14, This colle otion is estimated to teke 5 minutes to complete,
inciuding gathering, preparing, and submiting the compieted application form o the USPTO. Time will vary depending upon the individual case. Any comments on
the arnounl of time you require to complete this foim and/or suggestons for retducing this burden, should be sent to the Chief Information Officer, U.S. Patert and
Trademark Office, U.S. Depar tment of Commerce, P.O. Box 1450, Alex andria, WA 22313- 1450, DO NOT SEND COMPLETE D FORMS TO THIS A DDRESS.
SEND TO: Mail Stop M Commespondence, Commissioner for Palents, P.O. Box 1450, Alexandria, VA 22313-1450.
If you need assistance in compleling the form, call 1-800-FPT0-97198 and sefect option 2.
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Privacy Act Statement

The Privacy Act of 1974 {P.L. 83-879} reqguires that you be given centain informaticn in connection
with your submissien of the attached form related 1o a patent application or patent. Accordingly,
pursuant to the requirements of the Act, please be advised that: (1) the general authority for the
collection of this information is 35 U.8.C. 2(b)}{2), (2) furnishing of the information solicited is voluntary;
and (3) the principal purpose for which the information is used by the U.8. Patent and Trademark
Cffice is to process and/or examine your submission related to a patent gpplication or patent. If you de
not furnish the requested information, the U.S. Patent and Trademark Office may not be able to
process and/or examine your submission, which may result in termination of proceedings or
abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the foliowing routine usas:

1.  The information on this form will be treated confidentially to the extent allowed under the
Freedom of Information Act (5 U.S.C. 552) and the Privacy Act {5 U.S.C 552a). Records from
this system of records may be disclosed to the Depariment of Justice t¢ determins whether
disclosure of these records is required by the Freedem of Information Act.

2. Avrecord from this system of records may be disclosed, as a routine use, in the course of
presenting evidence to a courl, magistrate, or administrative tribunal, including disclosures io
opposing counsel in the course of settlement negetiations.

3. Arecord in this system of records may be discliosed, as a routine use, o 2 Member of
Congress submitting a reguest invelving an individual, to whom the record pertains, when the
individual has requested assistance from the Member with respect to the subject matterof the
record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the
Agency having need for the information in order to perform a contract. Recipients of
information shall be required o comply with the reguirements of the Privacy Act of 1874, as
amended, pursuant to 5 U.8.C. 552a{m).

5. Avrecord related to an international Application filed under the Patent Cooperation Traaty in
this system of records may be disclosed, as a routine use, 1o the International Bursau of the
World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

8. A record in this system of records may be disclosed, as a routine use, 1o ancther federal
agency for purposes of National Securily review (35 U.8.C. 181) and for review pursuant o
the Atomic Energy Act (42 U.S.C. 218(c)).

7. A rscord from this system of records may be disclosed, as a routine use, to the Administrator,
General Services, or his/her designee, during an inspection of records conducted by GSA as
part of that agency's responsibility o recommend improvemenis in records management
practices and programs, under authority of 44 U.S.C. 2904 and 2908, Such disclosure shall
be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (f.e., GSA or Commerce) directive. Such disciosure shall not
be usad to make determinations about individuais.

8. A record from this sysiem of records may be disclosed, as a routine use, to the public after
either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent
pursuant o 35 U 8.C. 151, Further, a record may be disclosed, subject to the limitations of 37
CFR 1.14, as a routine use, to the public if the racord was filed in an application which
became abandoned or in which the proceedings were terminated and which application is
referenced by either g published application, an application open to public inspection or an
issued patent.

3. A record from this system of records may be disclosed, as a routine use, to a Federal, Siate,
or lgcal law enforcement agency, if the USPTO becomes aware of a vioiation or potential
violation of law or regulation.
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PTO/AIA/S6 (08-12)

Approved for use through 01/31/2013. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB contral number.

STATEMENT UNDER 37 CFR 3.73(c)
ApplicantPatent Owner: Hormuzd M. Khosravi et al.

Application No./Patent No.: 13/997,412 Filed/Issue Date: April 3, 2014
Titled: MEHTOD AND DEVICE FOR SECURE COMMUNICATIONS OVER A NETWORK USING A HARDWARE SECURITY ENGINE

Intel Corporation , g corporation

{Name of Assignee) {Type of Assignee, e.g., corporaticn, partnership, university, government agency, etc.)
states that, for the patent application/patent identified above, it is (Choose one of options 1, 2, 3 or 4 below):
1. The assignee of the entire right, title, and interest.

2. |:] An assignee of less than the entire right, title, and interest (check applicable box):

|_| The extent (by percentage) of its ownership interest is %. Additional Statement(s) by the owners
holding the balance of the interest must be submitted to account for 100% of the ownership interest.

D There are unspecified percentages of ownership. The other parties, including inventors, who together own the entire
right, title and interest are:

Additional Statement(s) by the owner(s}) holding the balance of the interest must be submitted to account for the entire
right, title, and interest.

3. D The assignee of an undivided interest in the entirety (a complete assignment from one of the joint inventors was made).
The other parties, including inventors, who together own the entire right, title, and interest are:

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire
right, title, and interest.

4. D The recipient, via a court proceeding or the like (e.g., bankruptcy, probate), of an undivided interest in the entirety (a
complete transfer of ownership interest was made). The certified document(s) showing the transfer is attached.

The interest identified in option 1, 2 or 3 above (not option 4) is evidenced by either (choose one of options A or B below):

A. |:| An assignment from the inventor(s) of the patent application/patent identified above. The assignment was recorded in
the United States Patent and Trademark Office at Reel , Frame , or for which a copy
thereof is attached.

B. A chain of title from the inventor(s), of the patent application/patent identified above, to the current assignee as follows:

1. From: Hormuzd M. Khosravi and Edward C. Epp To: Intel Corporation

The document was recorded in the United States Patent and Trademark Office at

Reel 027820 , Frame 0601 , or for which a copy thereof is attached.

2 From: rarhana Kabir To: Intel Corporation

The document was recorded in the United States Patent and Trademark Office at
Reel 032595 , Frame 0639 , or for which a copy thereof is attached.

[Page 1 of 2]
This collection of information is required by 37 CFR 3.73(b). The informaticn is required to obtain or retain a benefit by the public which is to file {and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 12 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTQ. Time will vary depending upon the individual case. Any comments on the amount
of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark
Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND
TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0-9199 and select option 2.
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PTO/AIA/96 (08-12)
Approved for use through 01/31/2013. OMB 0651-0031
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are reguired to respond to a collection of information unless it displays a valid OMB control number.

3. From:

STATEMENT UNDER 37 CFR 3.73(c)

To:

4. From:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.

To:

5. From:

The document was recorded in the United States Patent and Trademark Office at

6. From:

Reel , Frame , or for which a copy thereof is attached.
To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.
To:

|:| Additional documents in the chain of title are listed on a supplemental sheet(s).

|:| As required by 37 CFR 3.73(c)(1)(i), the documentary evidence of the chain of title from the original owner to the
assignee was, or concurrently is being, submitted for recordation pursuant to 37 CFR 3.11.

[NOTE: A separate copy (i.e., a true copy of the original assignment document(s)) must be submitted to Assignment
Division in accordance with 37 CFR Part 3, to record the assignment in the records of the USPTO. See MPEP 302.08]

The undersigned (whose title is supplied below) is authorized to act on behalf of the assignee.

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.

/Scott Rylan Powell/ December 26, 2017

Signature Date

Scott Rylan Powell 58378

Printed or Typed Name Title or Registration Number
[Page 2 of 2]
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the
requirements of the Act, please be advised that: (1) the general authority for the collection of this information is 35
U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the
information is used by the U.S. Patent and Trademark Office is to process and/or examine your submission related
to a patent application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark
Office may not be able to process and/or examine your submission, which may result in termination of proceedings
or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records
may be disclosed to the Department of Justice to determine whether disclosure of these records is
required by the Freedom of Information Act.

2. Arecord from this system of records may be disclosed, as a routine use, in the course of presenting
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the
course of settlement negotiations.

3. Avrecord in this system of records may be disclosed, as a routine use, to a Member of Congress
submitting a request involving an individual, to whom the record pertains, when the individual has
requested assistance from the Member with respect to the subject matter of the record.

4. Arecord in this system of records may be disclosed, as a routine use, to a contractor of the Agency
having need for the information in order to perform a contract. Recipients of information shall be required
to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. Arecord related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

6. Arecord in this system of records may be disclosed, as a routine use, to another federal agency for
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act
(42 U.S.C. 218(c)).

7. Arecord from this system of records may be disclosed, as a routine use, to the Administrator, General
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency’s
responsibility to recommend improvements in records management practices and programs, under
authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA
regulations governing inspection of records for this purpose, and any other relevant (i.e., GSA or
Commerce) directive. Such disclosure shall not be used to make determinations about individuals.

8. Arecord from this system of records may be disclosed, as a routine use, to the public after either
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C.
151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the
public if the record was filed in an application which became abandoned or in which the proceedings were
terminated and which application is referenced by either a published application, an application open to
public inspection or an issued patent.

9. Arecord from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Electronic Patent Application Fee Transmittal

Application Number:

13997412

Filing Date:

03-Apr-2014

Title of Invention:

METHOD AND DEVICE FOR SECURE COMMUNICATIONS OVER A NETWORK
USING A HARDWARE SECURITY ENGINE

First Named Inventor/Applicant Name:

Hormuzd M. Khosravi

Filer:

Scott Rylan Powell/kim tyree

Attorney Docket Number:

P41624US/45631-225521

Filed as Large Entity

Filing Fees for U.S. National Stage under 35 USC 371

Description Fee Code Quantity Amount SUB-;S:;)I in

Basic Filing:
Pages:
Claims:
Miscellaneous-Filing:
Petition:
Patent-Appeals-and-Interference:
Post-Allowance-and-Post-Issuance:

UTILITY APPL ISSUE FEE 1501 1 960 960
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Description Fee Code Quantity Amount Sul:j—;l’;(tsa)l in
Extension-of-Time:
Miscellaneous:
Total in USD ($) 960
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Electronic Acknowledgement Receipt

EFS ID: 31334839
Application Number: 13997412
International Application Number:
Confirmation Number: 1045

Title of Invention:

METHOD AND DEVICE FOR SECURE COMMUNICATIONS OVER A NETWORK

USING A HARDWARE SECURITY ENGINE

First Named Inventor/Applicant Name:

Hormuzd M. Khosravi

Customer Number:

73486

Filer:

Scott Rylan Powell/kim tyree

Filer Authorized By:

Scott Rylan Powell

Attorney Docket Number:

P41624US/45631-225521

Receipt Date: 26-DEC-2017
Filing Date: 03-APR-2014
Time Stamp: 16:12:13

Application Type:

U.S. National Stage under 35 USC 371

Payment information:

Submitted with Payment yes
Payment Type DA
Payment was successfully received in RAM $960

RAM confirmation Number

122717INTEFSW00001636100435

Deposit Account

100435

Authorized User

kim tyree

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

37 CFR 1.17 (Patent application and reexamination processing fees)

37 CFR 1.19 (Document supply fees)
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37 CFR 1.20 (Post Issuance fees)
37 CFR 1.21 (Miscellaneous fees and charges)
37 CFR 1.492 {National application filing, search, and examination fees)
37 CFR 1.492(a) (Basic national fee only)
File Listing:
Document s . . File Size(Bytes Multi Pages
Y Document Description File Name ile Size( y i v . 9
Number Message Digest | Part/.zip| (ifappl.)
588822
1 Issue Fee Payment (PTO-85B) P41624US_|55|uec_j;ee_transmltt no 1
a p fh1590c38fc1ad%9a1886277493b71844bdf7]
€744
Warnings:
Information:
59541
2 Power of Attorney POST_AIA_POA_INTEL.pdf no 1
154e780f8b5b2ceaf641dedaf534a7486115
Warnings:
Information:
340587
3 Application Data Sheet P41624US_correctedADS.pdf no 4
15721813902e0800d09f0c270394e38ba36)
Warnings:
Information:
This is not an USPTO supplied ADS fillable form
156590
4 Maintenance Fee Address Change P41624US_fee_address.pdf no 2
bec209679fa00ac857bf25dde5had 7ff3320
455¢
Warnings:
Information:
119635
. howi hi
5 Assignee showing of ownership per 37 P416241US_373_certpdf no 3
CFR 3.73
7d4c339a22ecal9382643088948a1cafc384)
ea2d
Warnings:
Information:
31078
6 Fee Worksheet (SB06) fee-info.pdf no 2
0f62cc3a9ef2223d0623939155¢141f07bf59
191
Warnings:
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Information:

Total Files Size (in bytes):| 1296253

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similarto a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450
or Fax (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where
apgropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as
indicated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for
maintenance fee notifications.

Note: A certificate of mailing can only be used for domestic mailings of the
Fee(s) Transmittal. This cerliﬁcale cannot be used for any other accompanying

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address) apers. Each additional paper, such as an assignment or formal drawing, must
Eave its own certificate of mailing or transmission.

Certificate of Mailing or Transmission

73486 7590 0972972017 1 hereby certify that this Fee(s) Transmittal is being deposited with the United
Barnes & Thornburg LLP (Intel) States Postal Service with sufficient postage for first class mail in an envelope
11 S. Meridian Steet addressed to the Mail Stop ISSUE FEE address above, or being facsimile

». Merdian Steel transmitted to the USPTO (571) 273-2885, on the date indicated below.

Indianapolis, IN 46204

(Depositor's name)

(Signature)
(Date)
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.
13/997.412 04/03/2014 Hormuzd M. Khosravi P41624US/45631-225521 1045
TITLE OF INVENTION: METHOD AND DEVICE FOR SECURE COMMUNICATIONS OVER A NETWORK USING A HARDWARE SECURITY
ENGINE
I APPLN. TYPE ENTITY STATUS | ISSUE FEE DUE I PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE
nonprovisional UNDISCOUNTED $960 $0 30 $960 12/29/2017
I EXAMINER | ART UNIT I CLASS-SUBCLASS |
LE, THANH T 2495 713-171000
1. Change of correspondence address or indication of "Fee Address" (37 2. For printing on the patent front page, list
CFR 1.363). (1) The names of up to 3 registered patent attorneys 1 Barnes & Thornburg LLP
[ Change of correspondence address (or Change of Correspondence or agents OR, alternatively,
Address form PTO/SB/122) attached. . . . 9
(2) The name of a single firm (having as a membera =
X “Fee Address” indication (or "Fee Address™" Indication form registered attorney or agent) and the names of up to
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customner 2 registered patent attorneys or agents. If no name is 3
Number is required. listed, no name will be printed.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.
(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Intel Corporation Santa Clara, CA

Please check the appropriate assignee category or categories (will not be printed on the patent) : [ Individual & Corporation or other private group entity [ Government

4a. The following fee(s) are submitted: 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)
Issue Fee [ A check is enclosed.
[ Publication Fee (No small entity discount permitted) | Payment by credit card. Form PTO-2038 is attached.
[ Advance Order - # of Copies mThe director is hereby authorized to charge the required fee(s). any deficiency, or credits any

re
overpayment, to Deposit Account Number 1 00235

(enclose an extra copy of this form).

5. Change in Entity Status (from status indicated above)

| Applicant certifying micro entity status. See 37 CFR 1.29 NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue
fee payment in the micro entity amount will not be accepted at the risk of application abandonment.

d Applicant asserting small entity status. See 37 CFR 1.27 NOTE: If the application was previously under micro entity status, checking this box will be taken
to be a notification of loss of entitlement to micro entity status.

d Applicant changing to regular undiscounted fee status. NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro
entity status, as applicable.

NOTE: This form must be signed in accordance with 37 CER 1.31 and 1.33. See 37 CER 1.4 for signature requirements and certifications.

Authorized Signature /Scott Rylan Powell/ Date December 26, 2017
Typed or printed name Scott Rylan Powell Registration No. 58378
Page 2 of 3
PTOL-85 Part B (10-13) Approved for use through 10/31/2013. OMB 0651-0033 U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
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N UNITED STATES PATENT AND TRADEMARK OFFIGE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office

Address: COMMISSICNER FOR PATENTS
PO, Bax 1450

ﬁmﬂ,g\;‘:@ﬁa 23313-1450
[ APFLICATIONNUMBER | FILING OR 371(C) DATE FIRST NAMED APPLICANT | ATTY. DOCKET NO/TITLE |
13/997 412 04/03/2014 Hormuzd M. Khosravi P41624US
CONFIRMATION NO. 1045
73486 POA ACCEPTANCE LETTER
Barnes & Thornburg LLP (Intel)

11 S. Meridian Steet
Indianapolis, IN 46204

T

Date Mailed: 12/28/2017

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY

This is in response to the Power of Attorney filed 12/26/2017.

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the

above address as provided by 37 CFR 1.33.

Questions about the contents of this notice and the
requirements it sets forth should be directed to the Office
of Data Management, Application Assistance Unit, at
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101.

/berittenden/

page 1 of 1
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UNITED STaTES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO, Bax 1450

Alexandria, Vinginia 22313-1450

WWW.USDLe ZoY

APPLICATION FILING ot GRP ART
NTIMBER I 371i¢) DATE I UNIT I FIL FEE REC'D I ATTY.DOCKET.NO ITOT (tI,AIMSI IND CI.AIMSl
13/997,412 04/03/2014 2495 1800 P41624US 24 £
CONFIRMATION NO. 1045
73486 CORRECTED FILING RECEIPT

B & Thornburg LLP (Intel
18 Meldansiost | T AR AR U

Indianapolis, IN 46204
Date Mailed: 12/28/2017

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE,
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection.
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections

Inventor(s)
Hormuzd M. Khosravi, Portland, OR;
Edward C. Epp, Portland, OR;
Farhana Kabir, Camas, WA;
Applicant(s)
Intel Corporation, Santa Clara, CA;

Power of Attorney: The patent practitioners associated with Customer Number 73486

Domestic Priority data as claimed by applicant
This application is a 371 of PCT/US11/65069 12/15/2011

Foreign Applications for which priority is claimed (You may be eligible to benefit from the Patent Prosecution
Highway program at the USPTO. Please see http://www.uspto.gov for more information.) - Nore.

Foreign application information must be provided in an Application Data Sheet in order to constitute a claim to
foreign priority. See 37 CFR 1.55 and 1.76.

Permission to Access Application via Priority Document Exchange: Yes
Permission to Access Search Results: No

Applicant may provide or rescind an authorization for access using Form PTO/SB/39 or Form PTO/SB/69 as
appropriate.

If Required, Foreign Filing License Granted: 10/23/2014
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The country code and number of your priority application, to be used for filing abroad under the Paris Convention,
is US 13/997,412

Projected Publication Date: Not Applicable
Non-Publication Request: No

Early Publication Request: No
Title

METHOD AND DEVICE FOR SECURE COMMUNICATIONS OVER A NETWORK USING A
HARDWARE SECURITY ENGINE

Preliminary Class
713
Statement under 37 CFR 1.55 or 1.78 for AlA (First Inventor to File) Transition Applications: No

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent" and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4258).
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LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

SelectUSA

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to
promote and facilitate business investment. SelectUSA provides information assistance to the international investor
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states,
and regions competing for global investment; and counsels U.S. economic development organizations on investment
attraction best practices. To learn more about why the United States is the best country in the world to develop
technology, manufacture products, deliver services, and grow your business, visit http./www.SelectUSA.gov or call
+1-202-482-6800.
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UNITED STaTES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO, Bax 1450

Alexandria, Vinginia 22313-1450

WWW.USDLe ZoY

APPLICATION FILING ot GRP ART
NTIMBER I 371i¢) DATE I UNIT I FIL FEE REC'D I ATTY.DOCKET.NO ITOT (tI,AIMSI IND CI.AIMSl
13/997,412 04/03/2014 2495 1800 P41624US 24 £
CONFIRMATION NO. 1045
73486 CORRECTED FILING RECEIPT

B & Thornburg LLP (Intel
15 Hokmse LT

Indianapolis, IN 46204
Date Mailed: 01/10/2018

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE,
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection.
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections

Inventor(s)
Hormuzd M. Khosravi, Portland, OR;
Edward C. Epp, Portland, OR;
Farhana Kabir, Camas, WA;
Applicant(s)
Hormuzd M. Khosravi, Portland, OR;
Edward C. Epp, Portland, OR;
Farhana Kabir, Camas, WA;

Power of Attorney: The patent practitioners associated with Customer Number 73486

Domestic Priority data as claimed by applicant
This application is a 371 of PCT/US11/65069 12/15/2011

Foreign Applications for which priority is claimed (You may be eligible to benefit from the Patent Prosecution
Highway program at the USPTO. Please see http://www.uspto.gov for more information.) - None.

Foreign application information must be provided in an Application Data Sheet in order fo constlitute a claim to
foreign priority. See 37 CFR 1.55 and 1.76.

Permission to Access Application via Priority Document Exchange: Yes
Permission to Access Search Results: No

Applicant may provide or rescind an authorization for access using Form PTO/SB/39 or Form PTO/SB/69 as
appropriate.
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If Required, Foreign Filing License Granted: 10/23/2014

The country code and number of your priority application, to be used for filing abroad under the Paris Convention,
is US 13/997,412

Projected Publication Date: Not Applicable
Non-Publication Request: No

Early Publication Request: No
Title

METHOD AND DEVICE FOR SECURE COMMUNICATIONS OVER A NETWORK USING A
HARDWARE SECURITY ENGINE

Preliminary Class
713
Statement under 37 CFR 1.55 or 1.78 for AlA (First Inventor to File) Transition Applications: No

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent" and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4258).
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LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

SelectUSA

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to
promote and facilitate business investment. SelectUSA provides information assistance to the international investor
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states,
and regions competing for global investment; and counsels U.S. economic development organizations on investment
attraction best practices. To learn more about why the United States is the best country in the world to develop
technology, manufacture products, deliver services, and grow your business, visit http./www.SelectUSA.gov or call
+1-202-482-6800.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.0. Box 1450

Alexandria, Virginia 223131450
www nspto. gov

| APPLICATION NO. I ISSTIE DATE I PATENT NO. ATTORNEY DOCKET NO. CONFIRMATION NO.
13/997.412 02/06/2018 9387838 P41624U8 1045
73486 7300 011772018

Barnes & Thomburg LLP (Intel)
11 S. Meridian Steet
Indianapohis, IN 46204

ISSUE NOTIFICATION

The projected patent number and issue date are specified above,

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment is 0 day(s). Any patent to issue from the above-identified application will include
an indication of the adjustment on the front page.

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information
Retrieval (PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the
Office of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee
payments should be directed to the Application Assistance Unit (AAU) of the Office of Data Management
(ODM) at (571)-272-4200.

APPLICANT(s) (Please see PAIR WER site http://pair.uspto.goy for additional applicants):

Hormuzd M. Khosravi, Portland, OR;
Edward C. Epp, Portland, OR;
Farhana Kabir, Camas, WA;

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location
for business investment, innovation, and commercialization of new technologies. The USA offers tremendous
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation
works to encourage and facilitate business investment. To learn more about why the USA is the best country in
the world to develop technology, manufacture products, and grow your business, visit SelectUSA .gov,
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