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J. 

Field of the Invention 

The present invention relates generally to access control readers and more specifically to 
modular contactless smart card access control readers. Such modular readers can provide 
for cost-effective, scalable and/or easily configurable design for a physical access control 
reader. 

Background 

Existing access control readers are limited in functionality. Such readers typically 
include a unified electronics board, a mounting plate, and an aesthetically pleasing cover. 
When the electronics become obsolete, the entire reader is discarded and replaced. Such 
an approach can be costly in terms of expenditures and wasted time. Accordingly, there 
exists a need in the art for advanced systems, devices and methods for '8:CCCSS control. 

Summary 

Some embodiments of the present invention can Qe used in relation to physical access 
control related to a building or other secured location; to logical access control of, for 
example, a computer network; and/or to access control utilizing biometrics such as, for 
example, finger prints, retinal scans and/or the like. 

A. A system for providing contactless access control, the system comprising: 

a modular component group, wherein the modular component group includes a 
first active component and a second active component. 

A+l. The system of A, wherein the first component is fixed in relation to a mounting 
surface, and wherein the second component is removable. 

A+3. The system of A, wherein the second component is detached from the first 
component, and replaced with a third component. 

A+4. The system of A+3, wherein the first component is PCB operable to implement 
wireless access. · 

A+S. The system of A+3, wherein the second component is selected from a group 
consisting of: a PCB operable to implement wireless access; a PCB operable to 
implement a keypad; and a dongle operable to implement infra red communications with 
the first component. 

B. A multiple frequency access control device. 
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B+ 1. The multiple frequency access control device of B, wherein the device 
communicates over a first frequency band and a second frequency band. 

B+ 2. The multiple frequency access control device of B+ 1, wherein the device 
additionally communicates over a third frequency band. 

c~ A method for controlling access, the method comprising: 
providing a first set of access control parameters at a first operational frequency; 

and 
providing a second set of access control parameters at a second frequency. 

C+ 1. The method of C, wherein the method further comprises: 
migrating to the second set of access control parameters. 

C+2. The method of C+l, wherein the method further comprises: 
eliminating the first set of access control parameters. 

D. A method for controlling access, the method comprising: 
associating a wireless controller with an access control device; and 
programming the access control device via the wireless controller. 

D+ 1. The method of D, wherein the wireless controller is an infra red dongle. 

This summary provides only a general outline of some embodiments according to the 
present invention. Many other objects, features, advantages and other embodiments of 
the present invention will become more fully apparent from the following detailed 
description, the appended claims and the accompanying drawings. 

Figures 

Various features and attendant advantages of the present invention will become fully 
appreciated as the same becomes better understood when considered in conjmction with the 
accompanying drawings, in which like reference characters designate the same or similar parts 
throughout the several views, and wherein: 

FIG. 1 is a perspective view of the base assembly in accordance with an embodiment of the 
present invention; 

FIG.2 is a perspective view of the cover assembly in accordance with an embodiment of the 
present invention; 

FIG.3 is a rear view of the cover assembly in accordance with an embodiment of the present 
invention; 

FIG.4 is a perspective view of the communications adaptor in accordance with an embodiment 
of the present invention; 
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FIG. 5 is a block diagram overview of the electronics in accordance with an embodiment of the 
present invention; 

FIG.6 is a block diagram of the electronics in the base assembly in accordance with an 
embodiment of the present invention; 

FIG.7 is a block diagram of the electronics in the cover assembly in accordance with an 
embodiment of the present invention; 

FIG. 8 illustrates a method in accordance with some embodiments of the present 
invention; 

FIG. 9 illustrates another method in accordance with some embodiments of the present 
invention; and 

FIG. IO illustrates yet another method in accordance with some embodiments of the 
present invention. 

Detailed Description of the Inventions 

In some embodiments of the present inventions a potted design is provided that includes 
two or more components. Such components can include a first electronic circuit board 
and a second electronic circuit board. The access control can be designed such that the 
first electronic circuit board and the second electronic circuit board are attached together 
by a connector. The first electronic circuit board provides baseline functionality, and the 
second electronic circuit board provides modular functionality. Thus, when a system is 
to be upgraded, the second electronic circuit board can be removed from the first 
electronic circuit board, and replaced by a different electronic circuit board. This 
provides an ability to upgrade a system without requiring a rewiring and/or total 
replacement of the system. In some cases, the system does not need to be dismounted 
from its fixed location, rather, only the upgrade component needs to be added. One 
example of the second electronic circuit board is that associated with a keypad controller 
and that associated with a RF controller. 

In other embodiments, the systems include a programmable electronic element that can 
be updated to perform new and/or different operations. Thus, for example, the 
programmable electronic element can be communicably coupled to a programming port. 
This programming port can be an infra red port, and in some cases, the infra red port can 
be removably coupled to the programmable electronic element through, for example, 
attaching a dongle to an electronic circuit card. Alternatively, or in addition, the systems 
can include a wired programming interface that allows the programmable electronic 
element to be programmed from a remote location via a central computer system. 

In some cases, such systems provide for upgrading systems easily. Further, in some 
cases, such systems can provide the ability to reprogram access control parameters 
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without cycling power. This offers increased flexibility for configuring and/or upgrading 
the product in the field. Such systems can be cost-effective, scaleable and easily 
configurable design for a physical access control reader. 

·One embodiment of the present invention provides a modular contactless smart card access 
control reader that substantially departs from the conventional concepts and designs of the prior 
art, and in so doing provides an apparatus primarily developed for the purpose of allowing a 
cost-effective, scaleable and easily configurable design for a physical access control reader. 

In some cases, the present invention provides a new modular contactless smart card access 
control reader that has many of the advantages of the access control readers mentioned 
heretofore and many novel features that result in a new modular contactless smart card access 
control reader which is not anticipated, rendered obvious, suggested, or even implied by any of 
the prior art access control readers, either alone or in any combination thereof. 

In one case, the present invention provides a contactless access control reader with a base 
assembly and a communication adaptor. The base assembly consists of a PCB potted into a 
piece of plastic which contains the following functionality: (1) the contactless card 
communications engine and security functions , (2) reader to host controller interface circuitry 
and (3) the reader microcontroller and all associated functionality. The cover assembly 
consists of a PCB potted into a piece of plastic which contains the following functionality: (1) 
One or more antennas and associated tuning circuits, (2) additional analog front end circuitry, 
(3) LEDs and ( 4) a part of the personality detection scheme novel in this invention. The 
communications adaptor consists of a small PCB potted in a piece of plastic that contains the 
following functionality: (1) An infrared interface, (2) several momentary switches and (3) the 
circuitry associated with programming a microcontroller in the base assembly. 

Before explaining at least one embodiment of the invention in detail, it is to be understood that 
the invention is not limited in its application to the details of construction and to the 
arrangements of the components set forth in the following description or illustrated in the 
drawings. The invention is capable of other embodiments and of being practiced and carried 
out in various ways. Also, it is to be understood that the phraseology and tenninology 
employed herein are for the purpose of the description and should not be regarded as limiting. 

One example of posstble modification is from a non-keypad to a keypad reader after installation 
in the field. In some cases, the present invention provides for modular contactless smart card 
access control readers that operate at multiple RF frequencies. For example, two or more 
frequencies can be supported including 125 KHz and 13.56:MHz. This multiple frequency 
approach provides for transitioning systems from one generation of control to another. Thus, 
where access control is initially provided at 125 KHz, new processes of access control can be 
supported at 13 .56MHz until the new processes of access control are fully implemented and 
the 125KHz processes can then be ended. 

Various embodiments of the present invention provide a contactless smart card access 
control reader that can easily be re-programmed in the field with finnware updates. This can 
be accomplished by providing access to a programming connector without removing the reader 
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from it's installed position on a wall or mullion. This connector can be accessed by simply 
removing the aesthetic cover from the reader. Yet other embodiments of the present invention 
can include a personality detection system operable to detect what type of cover is installed on 
the reader base and uses this infonnation to configure the microcontroller appropriately for the 
application. Further, some embodiments of the present invention provide a contactless smart 
card access control reader that implements a tamper detection scheme capable of detennining 
when the cover has been removed from the reader. This tamper detection scheme can be 
configured to send a message to the host controller and/or sound an alann at the reader. 

Yet further embodiments of the present invention provide a contactless smart card access 
control reader that implements an automatic software-based addressing scheme via an RS-485 
network, or some other network. This scheme could allow a group of readers on a 
network to be automatically assigned addresses when first connected to a new host controller. 
Addressing the readers through software simplifies the installation procedure as well as keeps 
the cost of the readers lower by eliminating the need for a hardware switch or switch bank in 
the reader. Additional embodiments of the present invention provide a contactless smart card 
access control reader that can easily accept a communication adaptor for the purpose of 
programming or configuring the reader. This communication adaptor can be plugged into 
the base reader unit while it is still mounted in its service position on the wall or mullion. The 
communication adaptor will include infrared communication capability so that a personal data 
assistant with an infrared interface can be used to re-flash, configure or load keys into the reader. 

Twning now descriptively to the drawings, in which similar reference characters denote similar 
elements throughout the several views, the attached figures illustrate a modular contactless 
smart card access control reader, which comprises A base assembly, a cover assembly and a 
communication adaptor. 

The base assembly mounts on the wall or mullion in the service position for the reader and is 
never removed. The base assembly PCB contains the following functionality: (1) the 
contactless smart card communications engine and security functions, (2) all reader to host 
controller interface circuitry,(3) the reader microntroller and all associated functionality and (4) 
all interface circuitry to the host controller. Several poSSible structural and functional variations 
to the base assembly are obvious to one skilled in the art. These variations include any feature 
cwrently partitioned into the cover assembly. Examples of such variations include but are not 
limited to keypad, LCD, USB, CAN and/or TCPIP connectivity interface electronics. 

The cover assembly consists of the following functionality: (1) a PCB, (2) one or more 
antennas and associated hming circuits, (3) additional analog front end circuitry, (4) LEDs and 
(5) a personality detection circuit that allows the microncontroller in the base assembly to 
detennine the exact configuration of the cover assembly plugged into it Several possible 
structural and functional variations to the cover assembly are obvious to one skilled in the art. 
These variations include any feature that may be integrated into a proximity access control 
reader. Examples of such variations include but are not limited to keypad, LCD, USB, CAN 
and/or TCPIP connectivity interface electronics. It is also possible to include antennas, hming 
networks, and appropriate RF reader electronics for other frequency reader systems including 
but not limited to 125 KHz, 433MHz, 800MHz, 900MHz and/or 2400MHz. 
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The communications adaptor consists of a small PCB that contains the following functionality: 
(1) an infrared interface, (2) several momentary switches, (3) a particular personality circuit ( 4) 
and the circuitry associated with programming a microcontroller in the base assembly. Several 
possible structural and functional variations to the communications adaptor exist. Some of 
these variations include but are not limited to a hardware programming, USB, serial or cellular 
phone interface. Any of these interfaces could be used through a PDA or other portable 
computing device to program, load keys, download data or program the reader in it's installed 
position on the wall or mullion. 

The components and sub-components in this invention are interconnected as described as 
follows. First, the base assembly is wired into the existing building wiring at the reader 
installation location and the base assembly is mounted to the wall or mullion using screws. The 
base assembly contains a male PCB interconnect header. This header is visible and accessible 
through an open window on the exposed front surface of the base assembly. Second, the back 
of the cover assembly is potted with a rectangular shaped cavity recessed into the potting. In 
this cavity, there is a mating female PCB interconnect header. The cover assembly is snapped 
onto the base assembly and during this process, the female connector in the cover assembly 
engages the male connector in the base assembly. This connector mating provides the 
interconnect of all of the circuits that are distributed between the base and cover assemblies. 
The communications adaptor subassembly can be attached to the base assembly if the cover 
assembly is removed. The female header connector on the communications adaptor board is the 
same as that found on the cover assembly PCB. Before installing or after removing the cover 
assembly, a technician can install the communications adaptor by mating the connector on the 
communications adaptor to the exposed connector on the base assembly. (4) The portable PDA 
or programmer assembly can then interact with the base assembly through the infrared port on 
the PDA A program running on the PDA allows several operations with the electronics on the 
base PCB. These operations include but are not limited to configuration or reader behavior, 
loading keys to the reader, addressing the reader for an RS-485 bus, downloading data from the 
reader and flashing the reader with new finnware. 

There are several alternative variations to the aforementioned embodiments. The variations 
include re-partitioning the electronics/functionality in any way to change the features that are 
included in the base, cover and communications adaptor assemblies. For example, it is possible 
to include all of the functionality on the communications adaptor into the base assembly thus 
eliminating the need for the base assembly. Other potential variations include adding another 
operation frequency or protocol to the functionality of the reader. 

This invention and the main components can operate collectively as a physical access control 
reader. In one embodiment, the system includes functionality at both 125 KHz and 13.56 
MHz. In such an embodiment, the reader base assembly can be mounted on the wall, the 
communication adaptor is plugged into the base assembly and is used to configure or download 
or upload any information to or from the base assembly. The cover is then snapped onto the 
base· assembly. The microcontroller in the base assembly detects when a cover assembly is 
snapped onto it and then reads the value on an analog to digital converter channel to determine 
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what type of cover it is. Based on the personality of the cover module, the microcontroller 
configures 1/0 and operation accordingly. 

As just one example illustrating the power of the present invention, a reader that lacks keypad 
functionality is in service in the field. The user of the access control reader decides that they 
would like to convert the reader from a non-keypad to a keypad reader. An installer or service 
technician is sent to the site where the reader is in use. The installer removes the cover 
assembly from the reader and installs a new cover assembly that includes the keypad 
functionality. This process may or may not include using the commllllications adaptor to re-
flash the firmware in the reader. After the new cover assembly is installed on to the base 
assembly, the microcontroller assembly detects the new cover and configures itself as a keypad 
reader. 

The microncontoller then resets and begins the normal operation mode for the physical access 
control reader. In an embodiment, this includes polling for two or more different types of 
transponders within the field of the reader. At a predetermined period, the microncontroller 
turns on the RF interface, waits for the hardware to settle, either sends a poll or not depending 
on the type of transponder it is searching for, then checks the output of the receiver to 
determine if a transponder is in the field and responding. If a transponder is in the field and 
responding, the microntroller then canies out all of the steps to read or write the data from or 
to the transponder. Once this operation is completed, the microcontroller formats the data 
appropriately and sends it to the host,eontroller. 

In addition to polling for a tag, the reader can be configured to operate in a "pass-through" 
mode. In this mode, the reader is controlled by a host computer through the serial port. The 
reader simply performs any command the host controller sends to it and responds with the 
appropriate message according to the serial protocol for the reader. 

The reader can also contain several other features such as LEDs and a beeper that can be 
controlled by the host controller through hardware lines or through the serial protocol. The 
hardware control lines are normally pulled-up in the reader and are active low. When the host 
pulls the line low, the microcontroller detects this state and activates the appropriate feature as 
it is configured. These controls include but are not limited to green and red led and beeper. A 
novel feature included in this invention that can be employed to extend the physical cable 
distance employed between the host and reader is the use of an analog to digital converter on 
the microcontroller to detect the host activation of a control line. Since long cable lengths can 
result in the host being unable to pull the line below the digital threshold on the microcontroller 
1/0 line, this invention employs the use of an aid channel in Eeu of a digital 1/0 line. This 
allows the activation threshold for the control line to be programmable and configureable 
resulting in significantly longer cable runs between the host computer and reader to be 
successfully detected. 

One embodiment of the present invention provides a modular contactless smart card access 
control reader for allowing a cost-effective, scaleable and easily configureable design for a 
physical access control reader. The inventive device includes a base assembly, a cover assembly 
and a commllllication adaptor. The base assembly consists of a pcb potted into a piece of plastic 
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which contains the following functionality: (1) the contactless smart card communications 
engine and security functions, (2) all reader to host controller interface circuitry and (3) the 
reader microntroller and all associated functionality. The cover assembly consists of a pcb 
ported into a piece of plastic which contains the following functionality: (1) One or more 
antennas and associated tuning circuits, (2) additional analog front end circuitry, (3) leds and 
(4) a part of the personality detection scheme novel in this invention. The communications 
adaptor consists of a small pcb poted in a piece of plastic that contains the following 
functionality: (1) An infrared interface, (2) several momentary switches and (3) the circuitry 
necessary to program a microcontroller in the base assembly. 

As to a further discussion of the manner of usage and operation of the present invention, the 
same should be apparent from the above description. Accordingly, no further discussion 
relating to the manner of usage and operation will be provided. 

With respect to the above description then, it is to be realized that the optimwn dimensional 
relationships for the parts of the invention, to include variations in size, materials, shape, fomt, 
function and manner of operation, assembly and use, are deemed readily apparent and obvious 
to one skilled in the art, and all equivalent relationships to those illustrated in the drawin~ and 
descnbed in the specification are intended to be encompassed by the present invention. 
Therefore, the foregoing is considered as illustrative of the principles of the invention. Further, 
since nwnerous modifications and changes will readily occur to those skilled in the art, it is not 
desired to limit the invention to the exact construction and operation shown and descnbed, and 
accordingly, all suitable modifications and equivalents may be resorted to, falling within the 
scope of the invention. 

FIG. 1 is a perspective view of the base assembly in accordance with an embodiment of the 
present invention. 
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FIG.2 is a perspective view of the cover assembly in accordance with an embodiment of the 
present invention. 

0 

FIG.3 is a rear view of the cover assembly in accordance with an embodiment of the present 
invention. 
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FIG.4 is a perspective view of the communications adaptor in accordance with an embodiment 
of the present invention. 
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FIG. 5 is a block diagram overview of the electronics in accordance with an embodiment of the 
present invention 
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FIG.6 is a block diagram of the electronics in the base assembly in accordance with an 
embodiment of the present invention 
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FIG. 7 is a block diagram of the electronics in the cover assembly in accordance with an 
embodiment of the present invention 
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Install reader base to wall Install snap on reader cover to Reader base automatically 
base configures appropriate _,.. - .... finnware according to its 

cover type 

I 

A finnware revision occurs Reader cover is removed A dongle device is inserted 
for the reader family and into the connector in the 
readers need to be upgraded - - .... reader base 
with modified functionality 

I 

A PDA device then Appropriate firmware is then Cover is reinstalled and the 
communicates with the dongle loaded into the reader reader functionality has now 
via RF or IR link - ... -- been upgraded in the field 

FIG. 8 illustrates a method in accordance with some embodiments of the present 
invention. 

Install reader base and cover Use reader as part of access Upgrade functionality of 
on wall ..... control system -- access system by removing 

I 

When keypad cover is Reader base then learns the Reader has now reconfigured 
installed the reader base cover type installed with itself automatically with 
remains as-is - unique personality detection - '""firmware as a keypad reader 

FIG. 9 illustrates another method in accordance with some embodiments of the present 
invention. 
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A given facility uses an older The facility wishes to upgrade To avoid rebadging all 
technology for access control, - technology to contactless -_ employees at once the facility 
for example, 125 kHz smart cards and readers will need a reader upgrade 
proximity cards and readers without re-badging all at once 

I 
I 

Existing readers are replaced The same device now allows The device is unique in that 
with multi-frequency readers old access cards and the new the base reader board contains 
so old and new cards may be -- contactless smart cards to be - .... the antenna for one frequency 
used used so a slow transition ofre-

badging may occur I 
I -

The snap-on cover contains The reader searches for cards The data may be sent from the 
the antenna for the other of multiple frequencies and reader to a host controller for 
frequency - '" reads/transmits the data from - - a decision on what to do with 

the card the transaction 

, I 
I 

The reader may also make a The base reader may contain The base reader learns its 
local decision within the multiple antennas and the cover and functionality thru 
reader on what to do with the - snap on cover with connector - - personality detection 
transaction may contain multiple antennas 

I 

I 
I 

When a different cover size or The configuration can be 
type is installed on the base specific to the base in use and 
reader the reader - '" the specific cover and 
automatically configures antenna(s) attached 

FIG. 10 illustrates yet another method in accordance with some embodiments of the 
present invention. 
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Application Information 

Application number:: 

Filing Date:: 

Application Type:: 

Subject Matter:: 

Suggested classification:: 

Suggested Group Art Unit:: 

CD-ROM or CD-R?:: 

Number of CD disks:: 

Number of copies of CDs:: 

Sequence submission?:: 

Computer Readable Form 
(CFR)?:: 

Number of copies of CRF:: 

March 15, 2004 

Provisional 

Utility 

None 

Title:: Modular Contactless Smart Card Access Control 
Reader 

Attorney Docket Number:: 303008 

Request for Early Publication?:: No 

Request for Non-Publication?:: No 

Suggested Drawing Figure:: 

Total Drawing Sheets:: 

Small Entity?:: 

Latin name:: 

Variety denomination name:: 

Forty-two (42) 

Yes 
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Licensed US Govt. Agency:: 

Contract or Grant Numbers:: 

Secrecy Order in Parent Appl.?:: No 

Applicant Information 

Applicant Authority Type:: 

Primary Citizenship 
Country:: 

Status:: 

Given Name:: 

Middle Name:: 

Family Name:: 

Name Suffix:: 

City of Residence:: 

State or Province of 
Residence:: 

Country of Residence:: 

Street of mailing address:: 

City of mailing address:: 

State or Province of 
mailing address:: 

Country of mailing 
address:: 

Postal or Zip Code of 
mailing address:: 

Inventor 

us 
Full Capacity 

Michael 

T. 

CONLIN 
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Country:: 
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Country of Residence:: 

Street of mailing address:: 
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State or Province of 
mailing address:: 

Country of mailing 
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Postal or Zip Code of 
mailing address:: 

Correspondence Information 

Correspondence Customer 
Number:: 

Name:: 

Street of mailing address:: 

Inventor 

us 
Full Capacity 

Jean-Hugues 

WENDLING 

35657 

Faegre & Benson LLP 

3200 Wells Fargo Center 
1700 Lincoln Street 
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City of mailing address:: 

State or Province of mailing 
address:: 

Country of mailing address:: 

Postal or Zip Code of mailing 
address:: 

Phone number:: 

Fax Number:: 

E-Mail address:: 

Representative Information 

Representative Customer 
Number:: 

Representative Designation:: 

Primary 

Domestic Priority Information 

Denver 

co 
us 

80203-4532 

303-607-3500 

303-607-3600 

dhamilton@faegre.com 

35657 

Registration Number:: 

47,629 

Representative Name:: 

. Douglas M. Hamilton 

Application:: Continuity Type:: Parent Application:: Parent Filing Date:: 

Foreign Priority Information 

Country:: Application number:: Filing Date:: Priority Claimed:: 
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Assignee name:: 

Street of mailing 
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City of mailing address:: 

State or Province of 
mailing address:: 

Country of mailing 
address:: 

Postal or Zip Code of 
mailing address:: 

XceedlD Corporation 

10531 Ridgecrest Circle 
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us 
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