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Figure 12.7 Manufacture of a smart card coil using the embedding technique on an inlet foil.
The sonotrodes, the welding electrodes (to the Jeft of the sonotrodes) for contacting the coils,
and some finished transponder coils are visible (reproduced by permission of AmaTech GmbH
& Co. KG, Pfronten)

Figure 12.8 Example of a 13.56 MHz smart card coil using screen printing technology
coil resistance of an etched coil can easily be calculated from the surface resistancff -

Ra (Cu: 500 w2/0J where d = 35 um).

12.2.2 Connection technique

The different types of antenna also require a different connection technique bet Wekag
the antenna coil and the transponder chip. "
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338 12 THE MANUFACTURE OF TRANSPONDERS AND CONTACTLESS SMART CARDS 12.2  CONTACTLESS SMART CARDS
339
Finally, a reflow soldering procedure, like the procedure used for fitting components =
to SME printed circuit boards, is available for the connection of an etehed ¢ail to a chip _% @—@_m
module. In order to prevent short circuits (between the coil windings) in the vicinity P w % w @
of the chip module as a result of the soldering process, the coil is first printed with P w w @ 9
a solder resist (typically light green), keeping the antenna terminals free. A defined P Zl____?//
—

quantity of soldering paste is deposited onto these connection areas by a dispenser.
After the chip module has been inserted into a stamped hole on the carrier foil provided |
for this purpose and is thus fixed into position, heat is supplied to the terminals of the
chip module by a suitable soldering tool (soldering stamp). This causes the soldering
paste to melt, creating a permanent electrical and mechanical connection between the
chip module and the antenna coil (Figure 12,10),

Siampad oul area
Insulation

Antenna |

Section A-B

Contactless
_\_{, * chip module

-/
"

~ Insulntion

Soldering | -
pasto” Antonna  AntEnna
Figure 12.12  After the cooling of the p e indivi
multi-purpose sheets 4 e PVC sheets the individual cards are stamped out of the
Figure 12.10  Soldered connection belween the chip module and an eiched antenna of heat, the Toils are brought into a soft elastic state at hi ectire: .
100-150°C). This ‘bakes” the . ' at high pressure (approximaiely
- nikes OUr Sheets 10 ereate a permanent bond (Fi
oL 2 L ; > ure 12,1
12.2.3 Lamination szﬂi:tu::. “‘:;:;:"um” r1 n: cooling of the laminaied PVC fuils, the umif‘rdunl nmth
Lo are. stair out of the multi- se sheet (Fipure :
tiong CPurpose sheet (Figure 12.12). A subsequent func-

Sl ensures the quality of the cards be u
In the next step, the overlay and inlet foils are assembled and joined together with s before these can be sent to the customer.

precision. Finally, the foils are placed in a laminating machine. By the conduction

J

Pressure

Temperature

Figure 12.11 During the lamination procedure the PVC sheets ace melied at high pressure and
temperatures up to |50°C
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Example Applications

13.1 Contactless Smart Cards

The first plastic cards appeared in the USA as early as the beginning of the 1950z, when
chieap PVC replaced cardbonrd, In the years that followed, plastic credit cards hecame
widespread. Intidentally, ih t eredit card was issued by Diners Club in 1950,

The rapid development of semiconductor technology made it possible to integrate
data memory and protective logic onto a single silicon chip in the 19705, The idea of
Incorporating such an integrated memory chip into an identification eard wits: patented
in 1968 by Jirgen Dethloff and Hetmut Gritrupp in Germany. However, it was not untif
almost 15 years later that the great breakthrough was achieved with the introduction
of the telephone smart card by the French company PTT. Sevecal million telephone
smart eaeds were in circulation in France by 1986 (Rankl and Effing, 1996). These first
generation smart cards were memory eards with contacts. A significant Improvement
wiis achieved when entire TMICTOPrOCEsSOrs wWere successfully integrated into @ silicon
chip, and these chips incorporated into an identification card, This made it possible 1o
Tun software In a smart card, thus opening up the possibility of realising high-security
applications, Thus, smart cards for mobile telephones and the new bank curds (EC with
chip) were realised exclusively using microprocessor cards.

Since the mid-1980s, repeated atempls have been made to launch comtactless smast
cards onto the market. The operating frequency of 135kHz that was normal at the
time and the high power consumplion of the silicon chips on the market necessitated
transponder coils with several hurnidred windings. The resulting large coil cross-section,
and the additipnal capacitors that were often required, impeded manufacture in the form
of ID-1 format plastic cards, and transponders were usually cast Into inconvenient
plastic shells, Due to this limitation, comactless smart cards played a minor role in the
Smart card market for a long time.

In the first haif of the 1990s, transponder systems were develaped with an operating
l'qulcncy of 13.56MHz. The transpondsrs required for these systems required just
five windings. For the first time it was possible to produce transponder systems in the
0.76 mim thick ID-1 formar, The great breakthrough in Germany oceurred in 1995, with
the introduction of the “Frequent Traveller’ contactless customer loyalty card in 1D-|
forma by (he German company Lufthansa AG. It was noteworthy that these cards,
manufactured by the Munich company Giesecke & Devriont, still had a magnetic strip,

—_—
ontnitens Smart Cards and Ideniification, Klaus Finkenzeller
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Figure 13.1 The large ‘family’ of smart cards, including the relevant ISO standard

a hologram and were embossed with the customer number and name. A more in-depth
i j i in Section 13,3,
cription of this project is included in Sccnlun N -
df—?:j?:ﬂ; cunmcnc’;s sminrt earils are divided into three groups h‘llwc% up:nn the I.{[:I;;ln,:!
ards (F 3 clos i te coupling (Inductively couple
le standards (Figure 13.1): close coupling, remol Ning (inducth ¢ .
Eicinil; coupled (inductively coupled) smart cards. While vicmity coupling ::nrl:lI:. E,;Z
only available in the form of memory cards, microprocessor t.':mi.:‘. huv:;};;.n availa
in the form of inductively coupled cards in small pilot projects .sl‘n:-e 2 et
Cutrently, the main fields of application for contactless smiart cards are I.’ :.—D n
systems (public transport, ticketing) or passes (1D cards, compzlmy pass) {Hnguf' ml-.
Illj;‘ the long term we can expect that contaciless smarl c:nrdshthi Im‘l‘-g;jcly ;frm.; :}. qu
i i ir classi i lication (tclephone cards, EC cards).
(h contacts in their classical fields of appl r
::ildilion contactless technology will allow smart cards to be used in completely new
fields — fields we may not yet have even thought of.

13.2 Public Transport

i e 3 the
Public transport is one of the applications where the greatest potential cxést(;efolrJSA
use of RFID systems, patticularly contactless smart cards. In Europe an

13.2  PUBLIC TRANSPORT 343

* @
m Ifal'e Market drivers

N
] Pay-Tv
Farkdiride
() s (=

" Banking
PR, contact
(cantaiiiecs)

pl s 5 S =
MO | oyally schema 2B Cac
BESemes Entevrnt banking

ME or i F0 e i

Philips semiconductors

Figure 132 The main fields of applieation for contactless smart cards are public transport and
change systems for telephone boxes ar consumer goods (groceries, cigarettes) (reproduced by
permission of Philips Electronics N.V.)

traffic associations. are still operating at a huge loss, sometimes as much as 40% of
tumaver (Czako, 1997), which must be made up by subsidies from the ity and
country in question, Due o the increasing shortuge of resources, long-term solutions
must be sought that will cut these losses by feducing costs and incrensing income.
The use of contactless smart cards as eleetronic travel passes could make an important
contribution to improving the siwation (AFC = awtematic fare collection). In the field
of fare management in particular there Is o great deal of room for improvement.

13.2.1 The starting point

The unhealthy financial situation of transport companies naturally has many differ-

ent causes. However, the following factors are worth mentioning in connection with
electronic travel passes:

¢ Transport compinies incur high costs through the sale of teavel passes by automatic

dispensers. For cxample, the sale of a travel pass through an automatic dispenser
in Ziirich costs Sfr 0.45, where the average sales price is Sfr. 2.80 (Czako, 19497),
Thus, 16% of the sales price is lost from the outsel by the provision of the dis.
penser, maintenance and repairs alone (fifling with notes and coins, repairs, daomage
by vandalism).

In vehicles, too, expensive electronic ticket printers or mobile devices are required,
Sometimes the tickets are even sold by the driver, which causes long waiting times
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344 13 EXAMPLE APPLICATIONS

while passengers board, plus the additional security risk presented by the continuous
distraction of the driver.

e Paper tickets are thrown away after use, although the manufacture of fraud-proof
tickets for transport companies is becoming more and more expensive.

e In German cities in particular, losses of up to 25% must be taken into account due
to fare-dodgers (Czako, 1997). This is because German transport companies have
very liberal travelling conditions and permit entry to the underground system and
buses without travel passes first being checked.

e Association discounts can only be calculated on the basis of costly random counts,
which leads to imprecision in the calculation.

13.2.2 Requirements

Electronic fare management systems have to fulfil very high expectations and require-
ments, particularly with regard to resistance to degradation and wear, write and read
speed and ease of use. These expectations can only be satisfactorily fulfilled by RFID
systems. The most common format for contactless smart cards is the ID-1 format and,
recently, wrist watches.

13.2.2.1 Transaction time

The time taken for the purchase or verification of a travel pass is particularly critical
in transport systems in which the pass can only be checked inside the vehicle. This
is a particular problem in buses and trams. In the underground railway, passes can be
checked at a turnstile, or by conductors. A comparison of different methods shows the
clear superiority of RFID systems in terms of transaction times (Table 13.1).

13.2.2,2 Resistance to degradation, lifetime, convenience

Contactless smart cards are designed for a lifetime of 10 years. Rain, cold, dirt and
dust are a problem for neither the smart card nor the reader.

Table 13.1 Passenger processing times for different tech-
nologies. Source: transport companies in Helsinki, taken from
Czako (1997)

Technology Passenger processing time
(s)

RFID I (remote coupling) 1.7

Visual verification by driver 2.0

RFID 1I (close coupling) 2.5

Smart card with contacts 3.5

Cash >6
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Figure 13.3 Contactless reader in a public transport system (photo: Frydek-Mistek project,
Czechoslovakia, source: reproduced by permission of EM Test)

Contactless smart cards can be kept in a briefcase or handbag and are therefore
extremely convenient to use (Figure 13.3). Transponders can also be fitted into wrist-
watches.

13.2.3 Benefits of RFID systems

The replacement of conventional paper tickets by a modern electronic fare management
system based on contactless smart cards provides a multitude of benefits to all those
involved. Although the purchase costs of a contactless smart card system are still
higher than those of a conventional system, the investment should repay itself within a
short period. The superiority of contactless systems is demonstrated by the following
benefits for users and operators of public transport companies.

Benefits for passengers

e Cash is no longer necessary, contactless smart cards can be loaded with large
amounts of money, passengers no longer need to carry the correct change.

e Prepaid contactless smart cards remain valid even if fares are changed.

e The passenger no longer needs to know the precise fare; the system automatically
deducts the correct fare from the card.
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o Monthly tickets can begin on any day of the month. The period of validity begins
after the first deduction from the contactless card.

Benefits for the driver

o Passes are no longer sold, resulting in less distraction of driving staff.

e No cash in vehicle.

o Elimination of the daily income calculation.

Benefits for the transport company .

e Reduction in operating and maintenance costs of sales dispensers and ticket
devaluers.

s Very secure against vandalism (chewing gum effect).

o It is easy to change fares; no new tickets need to be printed.

o The introduction of a closed (electronic) system, in which all passengel: must
produce a valid travel pass, can significantly reduce the number of fare dodgers.

Benefits for the transport association

e Tt is possible to calcutate the performance of inﬁiv_'niunl paitners in the J.\ssncila—t
tion. Because precise duta is obtained automatically in electronic fare managemen
systems, the discount for the association can be calculated using precise figures,

o Expressive statistical data is obtained.
Benefits for the Ireasury
o Reduction of the need for subsidies due to cost reductions.

o Better use of public transport due to the improved service has a positive effect on
takings and on the environment.

13.2.4 Fare systems using electronic payment

Transport associntion regions are often divided into different ‘f:]m"mnc; :.:1:1;::3,:
ment zones. There are also different types of travel pass, time mn\us an Spes
possible combinations. The calculation of the fare can therefore be ..x[fcn}cl:dy © ]-nfto
cated in conventional payment systems and can even be a source of bewilderme

Tocal customers. N N
ectronic fare management systems, on the other hand, facilitate the use of co

pletely new procedures for the calculation and p-‘!j{lltl.'nt of fares. There are four basic
models for electronic fare calculation, as shown in Table 13.2.

13.2.5 Market potential

It is estimated that around 50% of all contactless cards sold are used in the public
transport sector (Hamann, 1997). The biggest areas of use are the large pop

ulation

—
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Table 13.2 Different fare systems for payment with contactless smart card
Fare system | Payment takes place at the beginning of the journey. A fixed amount is
deducted from the contactless smart card, regardless of the distance

travelled,

Fare system 2 At the beginning of the journey the entry point (check-in) is recorded on the

card, Upon disembarking at the final station (check-out), the

fare for the distance traveiled is automatically calculated and deducted
from the card. In addition, the card can be checked a1 aach change-over
point for the cxistence of a valid “check-in' entry. To foil auempis at
munipilation, the lack of a “check-aut’ recard can be penalised by the
deduction of the maximum fare pt the beginning of the next journey.

Fare system 3 This model is best suited for interlinked networks, in which the same route
can be travelled using different transport systems at different fares. Every
time the passenger changes vehicles a predetermined amount is deducted
from the card, bonus fares for long distance travellers and people who
change several times can be automatically laken into account (sce

Figure 13.4).
Best price In this system all journeys made are recorded on the contactless card for a
calculation month, I a certain number of journeys was exceeded on one day or in

the month as a whole, then the contactless card can automatically be
converied into a cheaper 24 hour or monthly card. This gives the
customer maximum flexibility and the best possible fares. Best price
calculation improves customer relations and makes a big contribution to
customer satisfaction.

centres in Asia (Seoul, Hong Kong, Singapore, Shanghai), and European cities (Paris,
London, Berlin).

In 1994 and 1995 around | million contactless smart cards were produced per year
worldwide for public transport applications, In the period 1996 to 1997 the volume
rose to over 40 million cards per year (Droschl, 1997). The expected volume for 1998
alone is around 100 million contactless smart cards worldwide for public transport
applications (Hamann, 1997). Given annual growth rates of 60% or more, we can
expect the annual demand for contactless smart cards to have risen to 250 million by
the turn of the century.

The highest growth rates for contuctless smart cards in public transport applications
will be in the Asiatie-Pacific area, because of the new infrastructures being created
here using the latest technologics (Droschi, 1997).

13.2.6 Example projects
13.2.6.1 Korea - Seoul

The largest electronic travel pass system (AFC) yet to use contactiess cards was
commissioned at the start of 1996 in the meteopolis: of Seoul, South Korea (see
Figures 13.5-13.7). The Korean ‘Bus Card’ is & prepnid card, issued with a basic
vilue of 20000 W (~17 euro). Fares are calculated necording 10 fare system (. A bus
Journey costs an average of 400 W (~0.35 euro), but every time the passenger changes
vehicles they must pay again.
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Under-
ground

Fare system 1
Fare syslem 2

Fare system 3

xi Entrance, change of vehicle, final station
° Read/wrile to conlaciless cards
Figure 13.4 Use of the different tariff systems in a journey by public transport, The journey

shown involves two changes between the underground and bus network. The number of times
the smart card is read depends upon the fare system used

Figure 13,5 Use of a contactless smart card in Seoul, A contactless terminal is shown in com-
munication with a contactless smart card in the centre of the picture (reproduced by permission
of Intec)

The card can be used on all 453 lines and recharged at identified kiosks as required.
The transport association, Seoul Bus Union, is made up of 89 individual operator
companies with a total of over 8700 buses, which were all equipped with contactless
terminals by the middle of 1996. When the Kyung-Ki province that surrounds the cap-
ital city was included in the scheme, a further 4000 buses and a total of 3500 charging
points were fitted with terminals by 1997 (Drosch!, 1997). The RFID technology used
in this project is the MIFARE® system (inductively coupled, 10cm, 13.56 MHz), which
is very popular in public transport applications.

It is predicted that four million Bus Cards will be in circulation by the end of 1997.
The huge success of this system has convinced the government of Seoul to introduce
a compatible system for the underground railway system.

13.2 PUBLIC TRANSPORT 349

Figure 13.6 Contactiess smart ¢ard for paying for journeys in a scheduled bus in Se

duced by permissian of Klaus Finkenzeller, Munich) oul (repro-

(l'lgure 137 Reade( F(‘)r contactless smart cards at the entrance of a scheduled bus in Seoul
reproduced by permission of Klaus Finkenzeller, Munich)

13.2.6.2 Germany - Liineburg, Oldenburg

2;1:{(:[ e Tn:\_i simart card prc:jccls in Germany’s public tansport system is the Falrs-
suwdﬂ:;e;[ in the KV_G Luml‘:burg — VWG Oldenburg transport association. The
Rcs- ) ﬂf{nﬁ}]}rl!‘r pilot project was launched by the Ministry for Education and

carch in this arca s early as 19901, Around 20000 smart cards with contacts
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were issued o customers for this project. However, significant flaws in the installed
systems became evident during this pilot project; the biggest problem. was mm_lhc
registration time of over three seconds per | wing dered 1o be excessi

At the beginning of 1996 a new field test was launched, the Fahrsmart 11 ?ysicm
based upon contactless smart cards, The RFID technology used was the MIFARE
system by Philips/Mikron. System i ion, ie. the issioning of the entire
system, was performed by Siemens VT (Berlin). )

The Fahrsmart system automatically caleulates the cheapest price for the customer
(best price guamatee). The passenger must check in at the start of the Journey using
their personal smurt eurd and check out at the end of the journey. The journcy data
obtained are collected in the on-board computer and siored on the smart card for
verification.

When the vehicle returns 1o the depot at the end of the day the current day’s
duta is sent from the vehicle computer to the station server via on infrared interface
(Figure 13.8). The processed dnta i% then transferred to the central Fahtsmart server via
an internal network. To caleulate the monthly invoice, the Fahrsmart server analyses
the usage profile of each individual ger and caleul the cheapest ticket for
the distance travelled (individual journcy, weekly pass, monthly pass etc.). Figure 13.9
shows a Fahrsmart II smart card.

13.2.6.3 EU Projects - ICARE and CALYPSO

Some of the above-mentioned local transport projects using contactless sthart cards,
like nlmost all projects realised to date, are so-called closed exchange systems. In
practice this means that the smart cards are ‘chorged up' with money, but can only be
used within the public transport system in question as a tickel or means of payment
for small amounts — for example in the operating company’s drinks machines. They
cannot be used in other shops or even as an' electronic travel pass in other towns,

A Depot/headquarters m Vehicle equipment
Depot On-board
server — —. computer
]uu L
-l
Fahrsmart o L
server L
M/ ] rruxlulel-ﬂ— f :

Gontactless
card reader

Customer lea
reader

l_ Diopot signal

Figure 13.8 System components of the Fahrsmart system. The vehicle equipment consisk§ of
a reader for contactless smart cards, which is linked to the on-board computer. Upon entry into
the station, the record data is transferred from the on-board computer to a depot server via an
infrared link

L
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FAHRSMAR
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Figure 13.9  Fahrsmart II contactless smart card, partially cut away. The transponder coil is

clealy visible at the lower right-hand edge of the picture (reproduced by permission of Giesecke
& Devrient, Munich)

This means that the card holder has to store money for a specific application in the
electronic purse of each closed system and no longer has direct access to this for a
different application (e.g. telephone smart card, contactless travel pass, prepaid card
for the company restaurant) (Lorenz, 1998b).

This is the result of the card technology used, since the cards that have predominated
up qnl}] now have only a memory chip and thus do not saisfy the strict seourity
requirements of the credit institutes for open automated financial exchange systems.

Open financial exchange systems based upon a microprocessor chip have already
been successfully introduced in the field of contact:smart cards. In Germany these
systems are the Paycard from Telekom, the VISA-Cash-Karte, and the ‘ec-Karte mit
Chip’, the latter having the greatest customer base with approximately 50-55 million
cards in use. These cards were designed for payments of small sums and can be used
everywhere that suitable readers are available. From the point of view of the user, it
would be ideal if the cash card could be used os @ ticket for loeal public tanspor, Due
to the high transaction times of contact smart cards (s¢e Section 13.2.2.1) electronic
cnsh cards have also not yet been able (o establish themselves as an electronic travel
pass in local public transport applications.

Various solutions have been proposed that aim to combine the user-friendliness of
contactless tickets with the security of contact exchange systems, and thus improve the
aceeptance of such systems by customers (Lorenz, |998b).

The hybrid card is the combination of a contactless smart card with an additional
contact chip on one card. There is, however, no electrical connection between the two
chips. This means that it must be possible 1o transfer sums of money from one chip to
the other — for example in special machings. Due to this limitation, the hybrid card
100 can anly be considered as a provisional selution.
nu:;l;:::: dual intetface card (or Cnmb‘l‘cerd._wu Sccliqn 10.2.1) m_ullcd from the combi-

of a contuct and a contactless interface on a single card chip. This is actually the
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ideal solution for the combination of an electronic travel pass with an open financial
exchange system, However, the question of when the electronic purse of the German
ZKA (ec-card) will be available as a dual interface card, and ‘what quantities will exist,
must remain unanswered for the present. However, VISA has already announced that
it will integrate its VISA cash chip, previously based wpon contact technology, into a
combichip in Madrid.

The envelope solution, in which & contactless *adaptec’ (rns the contact smart curd
into a contactless pass, offers the advantage over the above-mentioned variants that the
microprocessor smart cards already in circulation can be made usable as contictless
cards without ¢l the cards th ves (Figure 13.10).

The envelope solution is central to ICARE (‘Integration of contaciless technologies
into public wansport environment’), “This EU-supported project is oriented towards
the use of open electonic exchange systems in local public transport systems
(Lorenz, 1998a). The field Irials for this project, which was started as early as 1996,
will be performed in various European regions.

In Paris, the largest European conurbation, 40 000 RATP staff and 4000 passengers
have already been equipped with an envelope. As an additional feature, an cmer-
gency call feature has been developed that is currently being tested in the metro.
This feature can be triggered by means of the envelope. In addition 10 the enve-
lope concept. the development of a disposable ticket was also given some priotily
in Paris.

In Venice. a town willi a high proportion of day rippers, several landing stages
nave been fitted with contactless readers. [n addition 1o the contuctless ticket function,
 central feature in Venice is the multifunctionality of the concept. The card can be
used in museums, hotels, or as a car park ticket. In the district of Constance on Lake
Constance, after an initial field wial in Autumn 1996, a second field trial was initiated

Figure 13.10 The contactless FlexPass of the district of Constance showing the GeldKarte and
envelope (reproduced by permission of TCAC GmbH, Dresden)

e ———
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Figure 1311 Contactless transaction using the FlexPass at a reader reproduced by peimission
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of TCAC G mbH, Dresden) o ‘ .
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in January 1998. In this second trial the cashcard of the local savings bank is used in
conjunction with an envelope to form the ‘FlexPass’ (Lorenz, 1998b), which can be
used in local transport (Figure 13.11).

A hands-free antenna with a range of 1 m allows statistical data on card use to be
recorded without the customer having to hold the envelope near to the reader.

In Lisbon, a medium-sized European capital city with a complex local public trans-
port system and numerous public and private operating companies, the development
of a handsfree antenna was also central to the project.

Since 1998, research activities have been continued under the EU CALYPSO project
(‘Contact And contactLess environments Yielding a citizen Pass integrating urban Ser-
vices and financial Operations’). Transport companies have increased their efforts to
build up a partnership with the operators of automated exchange systems. Among other
companies from the German credit industry, the Deutsche Sparkassen- und Giroverband
(DSGV) has been recruited as a partner (Ampélas, 1998; Lorenz, 1998c).

The objective of the CALYPSO project is the ‘FlexPass’. The intention is that this
will replace both the paper ticket and the cash used by the customer for payment. A
new aspect of the project is the introduction of further services on the envelope, for
example a dynamic passenger information service, i.e. departure times and connections

| Figure 13.11 Contactless transaction using the FlexPass at a reader (reproduced by permission
of TCAC GmbH, Dresden)
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are shown on the display. Use in car parks or the integration of (emergency) call
services is also being considered.

In the long term, the inclusion of further applications in the fields of parking, tourism,
public administration, or even car-sharing on the FlexPass is planned (Lorenz, 1998c¢).

13.3 Ticketing

13.3.1 Lufthansa miles & more card

The Lufthansa ‘Ticketless flying’ project is the German showcase project for contactless
smart card systems. The pilot test involving 600 regular fliers from May to December
1995 ran so smoothly that by March 1996 the ‘Miles & More’ programme was extended
to all Lufthansa cards (‘HON Club’, ‘SENATOR’ and ‘Frequent Traveller’), and the
Lufthansa owned service company AirPlus was established. Since Autumn 1996, all
of the approximately 250000 regular fliers possess the new contactless ‘ChipCard’.
This new contactless smart card — in conjunction with the Lufthansa central com-
puter in Munich-Erding — replaces both the old paper ticket and the conventional
boarding pass.

The RFID system selected for this project was the MIFARE® system by Philips/
Mikron. The terminals were developed by Siemens-Nixdorf, while the contactless smart
cards were manufactured by the Munich company Giesecke & Devrient. In addition
to a contactless transponder module, the cards also incorporate a magnetic strip, raised
lettering, signature strip, hologram and an optional (contact based) telephone chip
(Figure 13.12).

From the point of view of the passenger, the system operates as follows: the card
holder books a flight by telephone via a travel agent, quoting his individual card

1
i
f
\

Figure 13.12 Miles & More — Senator ChipCard, partially cut away. The transponder module
and antenna are clearly visible at the right-hand edge of the picture underneath the hologram
(reproduced by permission of Giesecke & Devrient, Munich)

4
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Figure 13.13 Passenger checking in using the contactless Miles & More Frequent Flyer Card
(reproduced by permission of Lufthansa)

number. With the new cards, the booking may be performed up to one hour before
departure. An electronic ticket is created that combines personal data and the flight
data, and this is saved in the Lufthansa computer. To check in at the airport (at the last
minute) the smart card owner only has to present his contactless smart card briefly at
the Chip-In-Terminal (Figure 13.13). Normally, he can do this without even removing
the card from his briefcase. The system verifies the booking, and the flight data appear
on the screen. At this point the passenger is given the option of either confirming the
suggested flight including seat reservation or selecting an alternative flight on the touch
screen monitor. The passenger receives a printed receipt specifying his seat number
and boarding gate, plus other details. This procedure allows the passenger to check in
with his hand luggage in less than 10 seconds, which helps to prevent queues at the
terminal. When he arrives at the boarding gate he merely presents his ChipCard once
again and can then board.

The new ChipCard solution benefits both passengers and Lufthansa and AirPlus.
The passengers are overjoyed about the time saving on the ground, the ability to
book at short notice and the convenient and simple operation. Clear rationalisation
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successes can be seen at Lufthansa and AirPlus, above all due to the self service
of customers, which significantly reduces labour intensive handling and verification
tasks. Furthermore, the ability to accept short notice bookings is increased by the
time saving on the ground, thus increasing competitiveness compared to alternative
travelling options (according to Giesecke & Devrient, 1997).

t,;‘ 13.3.2 Ski tickets

Anyone entering a ski lift has to be in possession of a valid daily or weekly pass. These
tickets were originally made of cardboard and validated by a date stamp. Checking
paper tickets is very labour intensive because each ticket must be checked visually for
validity. Furthermore, it is inconvenient for individual skiers to have to fish around in
their anoraks for a sodden paper ticket with cold fingers before every journey on the lift.

RFID technology offers an ideal alternative by replacing paper tickets with contact-
less smart cards or disk transponders (Figure 13.14). When the transponder is sold a
deposit of 5—-10euros is usually retained. After use, the transponder can be returned
and the deposit refunded. The lift operator can revalue the transponder using special
readers and it can thus be reused.

The read range of the system is designed to be great enough that the transponder 1
tickets no longer need to be held in the hand, but can remain in an anorak pocket. “
i All ski lift entrances are protected by a turnstile, which is released by the read elec-
' tronics upon detection of a valid transponder. In order to read the skier’s transponder,
however it is carried, every entrance is monitored by two antenna opposite each other.

The size of the magnetic antenna is a problem, because it must be very large
due to the desired read range. The resulting magnetic coupling between the two reader
‘ antennas is so great at a distance of several metres that the resulting mutual interference
“ makes it impossible to read a transponder. To circumvent this problem, ski ticket

Figure 13.14 Contactless reader as access control and till device at a ski lift (reproduced by
permission of Legic Identsystems, CH-Wetzikon)
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Figure 13.15 To achieve mutual decoupling the readers are switched alternately in time-
division multiplex operation

systems activate only one reader at a time, while the HF field of all other readers is
switched off altogether. To achieve this, a multiplexer sends a start signal to one reader
after the other in a cyclical sequence, which causes the addressed reader to switch on
its HF field and check for the presence of a transponder (Figure 13.15). If the reader
discovers a transponder, then it activates a busy signal. The busy signal tells the control
unit to suppress the cyclical start signal for the duration of the busy signal. The active
reader is now free to perform the data exchange it has begun with the transponder.
After the end of this transaction, the active reader stops transmitting the busy signal,
whereupon the multiplexer can continue its cyclical interrogation.

13.4 Access Control

Electronic access control systems using data carriers are used to automatically check
the access authorisation of individuals to buildings, (commercial or event) premises,
or individual rooms. When designing such systems we must first differentiate between
two fundamentally different systems with corresponding properties: online and offline
systems.

13.4.1 Online systems

Online systems tend to be used where the access authorization of a large number
of people has to be checked at just a few entrances. This is the case, for example,
at the main entrances to office buildings and commercial premises. In this type of
system, all terminals are connected to a central computer by means of a network.
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The central computer runs a database in which each terminal is assigned all the data
carriers authorised for access to that terminal. The authorisation data generated from
the database is loaded into the terminals (or into an intermediate door control unit) via
the network and saved there in a table.

Changes to an individual’s access authorisation can be made by a single entry on
the central computer of the access control system. The data carrier itself does not need
to be present, since only an entry in the central database has to be edited. This is
advantageous, because it means that sensitive security areas can be protected against
unauthorised access even in the event of a data carrier being lost.

The data carriers of an online system only have to be able to store a small amount
of data, for example a unique pass number. The use of read-only transponders is also
possible. See Figure 13.16.

13.4.2 Offline systems

Offline systems have become prevalent primarily in situations where many individual
rooms, to which only a few people have access, are to be equipped with an electronic
access control system. Each terminal saves a list of key identifiers (e.g. general-key-3,
floor-waiter-7, guest-room-517), for which access to this terminal is to be authorised.
There is no network to other terminals or a central computer.

Information regarding the rooms to which the data carrier can provide access is
stored on the data carrier itself in the form of a table of key identifiers (e.g. ‘guest-
room-517’, ‘sauna’, ‘fitness-room’). The terminal compares all the key identifiers stored
on a data carrier with those stored in its own list and permits access as soon as a
match is found. The transponder is programmed at a central programming station,
for example at the reception of a hotel upon the arrival of the guest. In addition to
the authorised rooms, the transponder can also be programmed with the duration of
validity, so that hotel keys, for example, are automatically invalidated on the departure
date of the guest.

Figure 13.16 Access control and time keeping are combined in a single terminal. The watch
with an integral transponder performs the function of a contactless data carrier (reproduced by
permission of Legic® -Installation, Kaba Security Locking Systems AG, CH-Wetzikon)
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red Figure 13.17 Offline terminal integrated into a doorplate. The lock is released by holding the
S a authorized transponder in front of it. The door can then be opened by operating the handle. The
on, door terminal can be operated for a year with four 1.5V Mignon batteries and even has a real
to time clock that allows it to check the period of validity of the programmed data carrier. The
of terminals themselves are programmed by an infrared data transmission using a portable infrared
fe reader (reproduced by permission of Hifele GmbH, D-Nagold)
Only in the event of a data carrier being lost do key identifiers need to be deleted
from the terminal in question using a suitable programming device.
Offline systems offer the following advantages over conventional lock systems with
key and cylinder (Koch and Gaur, 1998) (see Figures 13.17 and 13.18):

e Early specification on a lock plan in the normal sense is not necessary. The system
is initially coded for use as a building-site. When the site is handed over, the
door terminals are recoded for commercial use by means of an infrared interface.
Subsequent changes and expansions do not pose any problems.

e The option of programming time windows opens up further options: Temporary
employees can receive a ‘three-month key’, the data carriers of cleaning staff can
be given precise time specifications (for example Mondays and Fridays from 17.30

to 20.00).

tch e The loss of a key causes no problems. The data of the lost key is deleted from
by the read stations, a new key is programmed, and this key’s data is entered on the
terminals in question.
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ith integ i inal can only be opened by an authorised
i 13.18 The hotel safe with integral offline term.ma e a
g;lg;zlrrier (reproduced by permission of (hotel-save is shown by the picture) Hifele GmbH,

D-Nagold)

13.4.3 Transponders

Access control using PVC cards has been around .fur a long time. Hole puncdhed :;df
were used initially, which were superseded. by mfrarer'l passes (IR ]}{arco e); cargs
netic strip passes, Wiegand passes (magnelic mel.al ‘smps), and ﬁna;gé;m’ra;e carcs
incorporating a microchip (Schmidhﬁuslelr, 1995; Y1rn1ch and Poslenv, éedum .
disadvantage of these procedures is the inconvenience of the operating Ero i
to the fact that the cards must always be 1nsel:ted into a reader thel rig L way g
Access control using contactless systems permits much greater ﬁextbllu)[') becaucsan .
transponder only needs to pass a short distance from the reader antellpa. asics
made in the form of contactless smart cards, key rings, anc.i even wnstw(elxtc .es;namw_
A great advantage of conlactless accesds_cont.rol st.yftcmfr lhsetlii ;:ﬁ;zine[; ;Smounted
- is not influenced by dust, dirt or moisture. 1 L x
?:Egzrf;f;?enr?, where it is completely invi§|blel and pro!ecled agal_nsl vandalls::/.elr;[izrrl:i:h
free readers are also available for mounting in turnstiles or to increase lcho b
In these designs, the transponders do not even need to be removed from the p!
Jac:(.‘ztt i{:};s operated by a transponder in the cat’s collar represent another zsipapril:j:’l:;
in the field of access control, as does the use of read.«onlvy transponders a
sensors for opening or closing doors and windows (Miehling, 1996).
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13.5 Transport Systems
13.5.1 Eurobalise 521

Although Europe is moving closer together cross-border fransport still presents an
obstacle to Europe's railways. Different signals and train security systems force laing 1o
incur the cost of carrying multiple sets of equipment on locomotives and tractive units,
Itis often necessary 10 expend precious time changing tsactive vehicles at the border,
burdening trains with a compétitive disadvantage compared to flying or travelling by
road (Lehmann, 1996),

For this reason, the European Union is cking the purchase of a unified European
train security and conteol system, the ETCS (European Train Control System), The
ETCS will facilitate interoperable cross-border traffic and Improve the competitiveness
of railways by implementing the latest train control technology,

The ETCS comprises four main systems:

b

EURO-Cab A vehicle device, in which all connected elements are linked to

the secure vehicle computer EVC (European Vital Computer) by a special ETCS
bus system.

¢ EURO-Radio A GSM radio link between the vehicles and a radio centre by the
track, the RBC (Radio Block Center).

EURGO-Loop A system for lincar data transfer over distances up to several hundred
metres. The system is d upon so-called leakage cable, ie. conxial cables for
which the sheathing is designed (o be partially permeable to the clectromagnetic
field. The frequency ranges of this application lie between around 80MHz and
| GHz (Ernst, 1996), EURO-Loop is primarily used to wansfer information for the
evaluation of discretely transmitted dita,

¢ EURO-Balise A system for the discrete transmission of data. Depending upon
design, lacal data (location marking, gradient profiles, speed limits) or signal-related
data for the rowte are transmitied to the vehicle (Lehmann, 1996),

The Eurobalise subsystem is particularly important, because it is o crucial prefegui-
site for the full introduction of the ETCS, In Junuary 1995, afier lengthy experiments,
the technical framework data for the EURO-Balise were dewermined, It is an inductively
coupled RFID system with anharmonic feedback frequency.

The power supply to the system is taken from a passing tractive unit by inductive
coupling at the 1SM frequency 27.115 MHz. Data is transferred o the tractive unit at
4.24 MHz, and the system is designed to reliably read the data telegeam at tinin specds
ofup 1o 500 kmM. See Figures 13.19 and 13.20, and Table 13,3,

Four different halise types have been developed by Sicmens:

* Type 1 transmits a permanently programmed telegram,

* Type 2 transmits a telegram that can be programmed by the user via the contactless

Intecface. For example, this may be line data such as gradient and speed profiles,
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3
Table 133 Basic data for the Eurobalise
Coupling Inductive
Power imnsmissian frequency, vehicle — balise 27.115MHz
Datn transmission frequency, balise — vehicle 424 MHz,
Modulution type FSK
Modulation index 1
Dala rate 565 Kbit/s
Telegram length 1023 or 341-bit
Useful data size 863 or 216-bit
Read distance 230 10 450 mm
Maximum sideways offset 180 mm
Coverage with snow, waler, ore Non-critical
e Type 3 transmits a telegram generated by a line device (transparent balise). Type 3
is primarily used in connection with signals.
e Type 4 makes it possible to download data as vehicles drive past.
13.5.2 International container transport
International freight ransport containers have been identified using the alphanumeric
identification procedure specified in the International standard 18O 6346 since the end
S el tion (reproduced by permission of Siemens Verke- -?F the 1960s. 1‘hi-;. identification mark cansists of four Ilcllcrs. the o\wucr‘ls code, n
Figure 13.19 Euro balise in practical operation (rep six-digit numeric serial number and a test digit, and is painted onto the outside of the
histechnik, Braunschweig) container at a specified position (Figure 13.21).

Almost all of the 7 million containers in use worldwide employ the identification
procedures specified in this standard and thus have their own, unmistakable identifi-
cation number. The process of manually recording the container identification number
and entering it into the computer of a transhipment plant is extremely susceptible 1o
erors, Up to 30% of identifications have been falsely recorded at some ot Auto-
matic data transmission can help w solve this prablem by the reading of n transponder
attached to the container. In 1991 (he intesnational standard 15O 10374 was drawn up

I to provide a basis for the worldwide use of this technology.

The bands $88 (o 889 MHz and 902 10 928 MHz (North America) and 2.4 to 2.5 GHz
(Europe) are used as the operating frequencies for the itinsponders. The tansponders
must respond on all three of the frequency ranges used. Backseatter modulation (mod-
ulated reflection cross-section) with an FSK modulated subcarrier is the procedure used
for the dua wransfer from the container (o the reader. The subcarrier frequencies gre

20kHz and 40kHz, A Lotal of 128 bits (16 bytes) are transmitted within Just 2ms,

ABZU 001234 l

d by KF'.E“TE 13.21  Container identification mark, consisting of owner’s code, serial number and a
. . . e i
Figure 13.20 Fitting a read antenna for the Euro balise onto a tractive unit (reproduc digit

permission of Siemens Verkehrstechnik, Braunschweig)
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The reader’s signal is not modulated (read-only transponder), The specified maxi- b
mum reader distance is 13 m.
SO 10374 specifies the following information that can be stored in the transponder:

owner’s code, serial number and test digit;

.
e container length, height and width; V— .y @@=z
o container type, i.c. suitcase container, tank container, open top container and others;
=
-

o laden and tare weight.

A battery provides the power supply to the electronic data carrier in the transponder |
(active transponder). The lifetime of the battery corresponds with the lifetime of the
container itself, i.e. around 10 to 15 years. |

The same technology is used in the identification of goods wagons in North Amer-
ican and European railway transport. A European standard is in preparation for the
automatic identification of European interchangeable containers (Siedelmann, 1997).

Figure 1322 Sive compari Ml d mimal identification transpon-
i . mparison of dillerent variants of electror i i i {
gure ’ 0 A 1 al ide Cil

ders: colfar transponder, rumen halus, ear tags with i “' p i 54

o opo . duced by permission of Dt Mi 5 » I Lranspander (repro-
13-6 Ammal Idenl‘lflcohon Frsing) n of Dr Michael Klindiworth, Bayrische Landesansialt fiir Landiechnik,

13.6.1 Stock keeping

_H_‘—‘——__ —

Electronic identification systems have been used in stock keeping for almost 20 years - =
(Kern and Wendl, 1997) and are now state of the art in Europe, In addition to inter- B
nal applications for autematic feeding and calculating praductivity, these systems can
also be used in inter-company identification, for the control of epidemics and quality
assurance and for tracing the origin of animals. The required unified data transmission
and coding procedures are provided by the 1996 1SO standards 11784 and 11785 (see =1
Section 9.1). The specified frequency is 134,2 kHz, and FDX and SEQ transponders can -
both be used. A size comparison of the various transponders is given in Figure 13.22. i

There are four bosic procedures for attaching the transponder 10 the animal: /\ / tgiigﬁder
collar transponders, car tag transponders, injectible ransponders and the so-called Ear fag
bolus (Figure 13.23). Cross-sections of different types of transponders are shown in
Figure 13.24.

Collar transponders can be easily transferred from one animal to another. This

: Bolus
L

perimils the use of this system within a company. Possible applications are automatic
feeding in a feeding stall and measuring milk output.

Ear tags incorpotating an RFID teansponder compete with the much cheaper biar- Collar transponder
codle ear tags, However, the latter are not suitable for total automation, because barcode | - )
car tags must be passed a few centimetres from o hand reader to identify the animal. fgure 13.23  The options for attaching the transponder to a cow
RFID car tags, on the other hand, can be read nt a distance of up to'l m. i .

Injectible transponders were first used around 10 years ogo. In this system, e e implant is in the o b v
transponder is placed under the animal’s skin using a special tool. A fixed connection B “."Elln.- 13.25). The uu;“ili::;“?{i: il‘“".l’l "i‘]""'r‘f’m_!”,”r 10, 20 or 30mm in length
is thereby made between the animal's body and the transponder, which can only be I disinfectant, The dimensions of IJ:L: “|‘IW| ed in a Sterile package or with a dose of
removed by an operation. This allows the use of implants in inter-company applicntians, that they contain the chip EIlJILI g r'uﬁ ":‘ ":jllspundcr are amazingly 51";”]- considering
such as the verification of origin and the control of epidemics 3. mm 3.85 mm (Texas In“ml‘"m“\,mﬁngfund a ferrite rod. A typical format is
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Injeclible transponder Bolus Ear tag
o c
Glass shatl  Forrita anrnn:‘m

Caramics Loop—
antenna

i r designs for animal identification (repro-
i 13.24 Cross-sections of various [ransponde‘r or ¢ ; .
gl:%::;eby permission of Dr Georg Wendl, Landtechnischer Verein in Bayern e.V., Freising)

Figure 13.25 Enlargement of different types of glass transponder (reproduced by permission
of Texas Instruments)

. 5 y 5 {niection:
Various instruments and injection needles are available for performing the injectio

o 'Single-shot” devices use closed hullow_ needles (‘O° Sh?lp?], w}?ich :l:t}:;'l]q:cielg
individually. Single use needles containing lmnsponder!i in a steri ?1 p-;';if N
also available, The hollow needles are shflrpf:md at the tip, 5o that t‘e 5 I‘ i
animal is ripped open when the needle is fnserted. The blunt u_lpp.:gl‘lr oim s
needle tip presses the cut flap of skin to one side so thallthe |I1ll‘52I i lIp:;;0 ik
covered up again when the needle has been removed, allowing the woun 3
quickly (Kern, 1994). - ,
The *Multi-shot* device bas a magazine for several lramapom:lc:.s, thus Lllﬁrh‘.l'l::'f
with the need to load the device. Open-crded hollow needles (U shapcd.) :;f:nné
as these are easier to clean, disinfect and check than closed hollow needie:

can therefore be used several times.

The injection does not hurt the animal and can be carried out by mncltllactll:lﬁ\;;:l:
However, attention should be given to hygiene to ensure that t_hc \':'utl]’l_l hea :r|1i: 73

An injected transponder represents a foreign body in the .-m!mfﬂ shn‘ s Il-uxly.
lead to problems in the locational stability of ?hc transponder Wlfhl? the :::1: g‘xpuricnce
and imay therefore cause problems when reading the truusponf!cr. I roim R o
of war injuries we know that shrapnel canl often wander several _{Im?imcl(;c:_ e
body during u person’s lifetime. An injected transponder can also “wamn e &

a
N ‘ diechnik in plan, §
solve this problem, the Bayerischen 1 alt fiir 1 f
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Figure 13.26 Injection of a transponder under the scutulum of a cow (reproduced by permis-
sion of Dr Georg Wendl, Landtechnischer Verein in Bayern e.V., Freising)

branch of the Technical University in Munich, has been investigating various injection
sites since 1989 (Kern, 1994). As a resull of these studies, injection under the scittilin
is currently favoured over the use of the right ear, with the injection being directed
towards the occipital bone (Figure 13.26), Acconding to findings of the Landanstalt,
this position is also suitable for measuring the animal’s body temperature,

The so-called bolus Is a very useful method of fitting the transponder. The bolus is
a transponder mounted in an acid resistanl, cylindrical housing, which may be made
of a cerunic material, The bolus is deposited in the rumen, the omasum that is present
in all ruminants, via the gullet using a sensor. Under normal circumstances the bolus
remaing in the stomach fof the animal’s entire lifetime. A particular advantage of this
method is the simple intoduation of the transponder into the animal’s body, and n
particular the fact that it does not cause any injury to the animal. The removal of
the bolus in the slaughter house is also simpler than the location and removal of an
injected transponder (Kern and Wendl, 1997), See Figures 13.27-13.30.

1L is clear that the injected transponder and the bolus are the only foolproal iden-
tiication systems available 1o stock keepers. A more detailed comparison of the two
systems (Kern and Wendl, 1997) shows that the bolus is particularly suited for use in
the extensive type of stock keeping that is prevalent in Australia or South America,
In intensive stock keeping methods, commonly used in centrs Europe, both systems
Ippeir to be suitable. The degree to which bolus, injection or even RFID ear tags
Will become the industry standard means of identification temains @ be seen. Sce
Geers et al, (1997), Kemn (1997) and Klindiworth (1998) for further information on
the material in this section,

13.6.2 Carrier pigeon races

P‘"“Cipﬂling in races is a significant part of carrier pigeon breeding. In these races,

undreds of pigeons are released at the same place and time, at a location a long
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Figure 13.27 Automatic identification and calculation of milk production in the milking pogth
(reproduced by permission of Dr Georg Wendl, Landtechnischer Verein in Bayern e.V., Freising)

| JIQ

wh

Figure 13.28 Output related dosing of concentrated feed at an automatic feed booth for milk
cows. In the illustration the cow is identified by the transponder at its neck (reproduced by
permission of Dr Georg Wendl, Landtechnischer Verein in Bayern e.V,, Freising)

distance from their home, Pigeons are judged by the fime they take to return home F{ml\
the point where they were released, One problem is the reliable recording {c:!l.lﬁlll'lil“o“)
of arrival times, because in the past the breeders themselves recorded the times using
a mechanical confirmation clock.

can rt:ccivc an individually sdjustable
Petmission of Dr Michnel Klindiwosth, Bayerische Lang b
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Figure 13.29 Ora‘l application of a bolus transponder (reproduced by permission of Dr Michael
Klindtworth, Bayerische Landesanstalt fiir Landtechnik, Freising)

xample of auiomated animal ghition in practice;

wires much time and efforr. Here a machine

g calves properly
takes on this task: the animals
amaunt of milk in several small portions (reproduced by

ir Landrechn Froising)
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Figure 13.31 Pigeon upon artival at its own pigeonry, Upon the pigeon’s entry, the transponder
in the ring is read (reproduced by permission of Legic Identsystems, CH-Welzikon)

To solve the problem of timing, the pigeons are fitted with rings that incorporate a
read-only transponder based upon a glass transponder. As the pigeons are loaded onto
the transporter for transport to the release site, the serial numbers of the transponders
are read to register the animals for participation in the race. Upon the pigeon’s arrival
at its home pigeonry a reader installed in the pigeonhole records the serial number
and stores it, together with the precise acrival time, in a portable control unit. Judging
takes place by the reading of the devices at the operating point (Figure 13.31).

However, the ingenuity of some of the breeders was greatly underestimated when
this system was first introduced. It was not long before some breedeis were not only
able to read the transponder codes from the pigeon ring, but could also fool the reader
using a simulation device in the home pigeonry. The technology involved was fairly
simple — all that was required was an extremely simple read-only transponder, whose
‘serial number’ could be altered using external DIP switches, Thus, some breeders
were able to significantly accelerate the ‘flight speeds” of their champions.

“ An effective measure to protect against such attempts at fraud is the incorporation of
an additional writable EEPROM memory into the transponder. The memory size is just
1 byte to keep the chip size and cost of circuitry low (Figure 13.32). Before the start,
a previously determined random number, for which there are 2% = 256 possibilities, is
written to this byte in the transponder at the headquarters. It is crucial that the breeder
does not have access to his bird while it is being transported to the release site after the
transponder has been programmed. This prevents the random number from being read.
When the pigeon reaches its home pigeonry, its arrival is confirmed electronically. The
time, together with the transponder code and the secret random number are stored.
When the records are evaluated at the headquarters, the random number read upon
atrival is compared with the number programmed at the start. The measured times are
only validated if the two figures are identical, otherwise it is assumed that an attempted
fraud has taken place.

The procedure described is clearly adequate to successfully prevent attempted fraud.
With 256 possibilities for the random number the probability that this will be guessed
correctly in a single attempt is only 0.4%.

In order to keep the weight and dimensions of the pigeon transponder low, gla_ss
transponders are used in this application, which are cast into a plastic ring. These plasti¢
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Figure 13.32 The generation of a candom number which is written to

the start protects against attempted fraud i SrgndEntEgE

l’ligure 1333 Typical antenna of
Plgn:xlzn'ec left leg is also clearly
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ﬂp_cleclronic confirmation system. The transponder on the
visible (reproduced by permission of Deister Electronik,
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13.7 Electronic Immobilisation

The sh
Germay

arp rise in vehicle theft at the beginning of the 1990s — particularly in
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remote control devices with a range of 5-20 m had already been available on the
market for years. These are small infrared or RF transmitters operating on the UHF
frequency 433,92 MHz, which are primarily used to control the central locking system
and an integral alarm. An (electronic) immobiliser may also be coupled to the remote
control function. In this type of anti-theft device, however, the mechanical lock can
still be used to gain access to the vehicle — in case the remote control device fails to
work due (o the failure of the battery in the transmitter. This is the greatest weakness
of this type of system, as the system cannot check whether the mechanical key is
genuine. Vehicles secured in this manner can therefore be opened with a suitable tool
(e.g. picklock) and started up by an unauthorised person.

Since the middle of the 1990s, transponder technology has provided a solution that
can be used to check the authenticity, i.e, the genuineness, of the key. This solution has
proved ideal for the realisation of the electronic immobilisation function via the ignition
lock. Today, transponder technology is usually combined with the above-mentioned
remote contro! system: the remote control operates the vehicle’s central locking and
alarm system, while transponder technology performs the immobilisation function.

13.7.1 The functiondlity of an immobilisation system

In an electronic immobilisation system a mechanical ignition key is combined with a
transponder. The miniature transponder with a ferrite antenna is incorporated directly
into the top of the key (see Figure 13.34). The antenna is integrated into the ignition
lock (Figure 13.35).

The reader antenna is integrated into the ignition lock in such a manner that when the
ignition key is inserted, the (inductive) coupling between reader antenna and transpon-
der coil is optimised. The transponder is supplied with energy via the inductive coupling
and is therefore totally maintenance free. Electronic immobilisers typically operate at a
transmission frequency in the LF range 100—135 kHz. ASK modulation is the preferred
modulation procedure for the data transfer to the transponder, because it allows reader
and transponder to be manufactured very cheaply (Doerfler, 1994). Load modulation
is the only procedure used for data transmission from the transponder to the reader.

When the ignition key is turned in the ignition lock to start the vehicle, the reader
is activated and data is exchanged with the transponder in the ignition key. Three
procedures are employed to check the authenticity of the key:

s Checking of an individual serial number. In almost all transponder systems (he
transponder has a simple individual serfal aumber (unique number). 1 the normal
number of binary positions is used, significantly more different codes are available
than worldwide car production (2% = 4 3 billion, 2% = 2.8 x 10"). Very simple
systems (first generation immobilisation) read the transponder’s serial number and
compare this with a reference number stored in the reader. IT the two numbers
are identical the motor electronics are released. The problem here is the fact that
the transponder serial number is not protected against unauthorised reading ‘“f‘J'
in theory, this serinl number could be read by an attacker and copied 10 # Specid
transponder with a writable serial number.

s written

e Rolling code procedure. Every time the key is operated a new number o
rando!

to the key transponder’s memory. This number is generated by a pseudo-
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Figure 13.34  Ignition key with integ

R ral transponder (reproduced by permission of Philips Elec-

ener i 2 i i
generator in the vehicle reader. It is therefore impossible to duplicate the transpon-

der if this system is used. If seve
! 5 ral keys are used with i
tuns through its own pseudo-random sequence. B o

(ryplpgmphic procedures (authentication) with fixed keys

}_zmlgllhu: pl'nccdurm offers much greater security (second genera

M the featie : e 1l

key 1:; . rTmn sequence (ah allenge response) knowledge of a secrel (binary)
eked, wilhout this key being transmitted (see Chapter 8). i vehicle appli-

cations, however, unilateral authenticati
. A entication of the 7 ¢ e reader |
the ignition loek is sulficient. P K

The use of cryplo-
tion immobilisation),

ﬁ"_:r}";l::]]l:::’!;:lder: now communicates with the vehicle’s motor electronics, although
eontrol all imy ﬂ;}nt L"‘e}i”?‘“[“d by eryptographic procedures. The molor electronics
Sifl1|)ly short E.?rcuit'n I1L'd'-‘. fuuclmn._i. in purulcnlar the ignition system and fuel system,
o eletimat s Il ‘g or iscnnnc?l_mg_-:crl;un cables and wires is no longer sufficient
ool g :lee‘m‘tmmc m!:numlhsnuun system (Figure 13,36). Even attempting to
ignition Tock hu:::(;mcs'b}r‘ inserting allmlhur ignition key of the same type into the
and mogor plckiversin r(a] h;n hccausc_ of 'lhc authentication procedure between reader
Succesgiy] - Only the vehicle's own key has the correct (binary) key to
¥ complete the authentication sequence with the motor electronics.
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The installation of such an electronic immobiliser 1o the engine management system
can only be performed at the factory by the vehicle manufacturer, thus puaranteging
optimal interaction between engine control system and security device. The individ-
ual key dwta is programmed in the factory by laser progmmmable fuses on the chip
or by writing to an OTP-EEPROM, The vehicle manufacturer is also responsible
for implementing appropriate Security measures 1o prevent criminals from unlawfully
procuting replacement parts (Wolff, 1994), With few exceptions, electronic immobili-
sation systems have been fitted to all new cars as standard since the beginning of 1995
(Anselm, 1996), See Figure 13,37,

13.7.2 Brief success story

In 1989 the Berlin wall and the border 1o Eastern Europe were apened, and thie yenrs
following 1989 were characterised by dramatic increases in vehicle thefts in Germany,
Erom 48 514 thefis in 1988, the figure had risen o 144 057 thefts just five years lnter in
1993 — almost & (hreefold increase. This prompied the German Federal Supervisory
Office for Insurance to declare a change (o the General Insurance Conditions for Motor
Vehicle Insurance (AKB) at the beginning of 1993,

According to the old conditions, vehicle owners with fully comprehiensive insurance
could, under certain conditions, cliim the full price for a new car if their vehicle was
stolen, although the resale value of the stolen vehicle and thus the damage suffered
was significantly less than this (Wolff, 1994). The value of & vehicle after just a few
months falls a long way short of the price of a new car.

TIRIS Cryptograptic Eniry Trurmpondhir
Combinalion of Funclionafities

Passive enlry:
- o user aclion required

13.56 MHz

Immobilizer ]

Remote Keyless Entry (RKE)
‘!i’
TIRIS tasnss

Figure 1337 Eleeironic immobiliser and door locking sysiem are imegrated into a transponder
i the ignition key. In the ignition lock and in the v inity of the doors (passive entry) the
Iransponder i supplied with power by indictive coupling. At greater distances (remote keyless
Chiry) the tansponder is supplied with power from a baery (round cell in the top af the key)
M the push of o bulton ('OPEN") (reproduced by permission of Toxas Instrumnts)
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Under the new conditions, only the cost of replacing the vehiele, e ils actual
market value, is refunded in the case of loss (accident, theft, ...). Furthermore, if the
loss is due to theft an exeess is deducted from the payment, which may be waived if the
vehicle is fitted with an approved anti-thefl device (Wolll, 1994). The vehicle owner's
own interest in having an effective anti-theft device was significantly increased by the
new insurance conditions,

The effectiveness of elecironic immaobilisation has been clearly demonsirated by the
deareasing trend in vehicle thefis in Germany. In 1994 there had already been o stight
fall of about 2000 to 142 113, compared to the record figure: from 1993, Two yeurs

Jater — 1996 — 110 764 thefts were reported. This represents fall of 22% in just

2 yeors.
Another factor is thiat since 1995 electronic immobilisers have been fitted to all new

cars — with a few exceptions — in the factory as standard. If we consider vehicles
cecured in this manner alone, then we can expect a reduction in the theft rate by a
factor of 40(!).

In this connection it is interesting to examine investigations by insurance companies
into vehicle thefts where electronic immobilisers were fitted (Anselm, 1995, 1996;
Caspers, 1997).

OF 147 stolen vehicles in 1996, 706 of thefis were per formed using the original
key, which the thief had obtained by breaking into homes, garages and workshops, or
by stealing from offices, bags and changing rooms or by the fraudulent renting and
misappropriation of rental or demonstration cars. In the remaining 30% of cases, the
vehicles cither disappeared under circumstances that indicated the cooperation of the
owner (without this being proved in individual cases), or vehicles were londed onto
lorries and transported awny by professionals.

There has not been one case since 1995 where the clectronic immobiliser has been
‘cracked’ or beaten by a thief.

13.7.3 Predictions

The next generation of immabilisers will also incorporate & passive, cryptologically
secured aecess sysiem. In this systeny, a reader will be fitted in each of the vehicle’s
doors. Sequential sysiems (T1 RIS™) will be #ble 10 achieve a remole range, in which the
transponder is supplied by a battery, so that the vehicle's central locking system can be
operated from a greater distance awny. This is similar in its function to the combination
of an immobiliser and central locking remote contral on a single transponder.

13.8 Container Identification
13.8.1 Gas bottles and chemical containers

Gas and chemieals are transported in high quality rented containers. Selecting the wrong
botle during refilling or use could have fatal consequences. In addition to product
specific sealing systems, a cleas identification system can help to prevent such errors:

machine readable identification system gives additional protection (Braunkohle, 1997)-

I —
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A . " ; ;
lm:::%; -::'ropurllmn of containers supplied today are identified by barcodes. However, in
strial use the popular barcode system is not reliable enough, and its short li i
means that maintenance is expensive = N
Tiansponders also hav iy
: E e 4 much higher storage capuci i
) f2p = b ! apacity than conventional barc
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1r:ui:-r|jxe?g;:55 :rc d'cs_‘:gnrd :nhr an extended temperature range from —40°C (o 41 20 °C;
§ just 3 mm. These transponders must al i i )
et 50 be resistant
\lblr.llmns. dirt, radintion and acids (Biihrlen, 1995) 1o
Becans issi Z :
., hn:u:iﬂrl:)nw!rnzsmls‘&mp_pm\x.dum for transponders used in container identifica-
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Eo mep:'rr hat can process all the transponder types used, the user can choose
Mierent transponder syslems — gy e i b
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Mabi i 5 i 7l
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impact,

Figure 13, o
13.38  Idemtification of gas bottles using i portable reader. The reader (scemtec SIH3) is

designed 1o fy rction with transponders fro Nt manufacturers (reproduce: permission
function i
; o X ponders from differe anufacturers ( duced by S
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Figure 13.39 Portable antenna for reading inductively coupled transponders mour_}ledhonl gas
bottles or other containers (reproduced by permission of SCEMTEC Transponder Technology

GmbH, Reichshof-Wehnrath)

containers dirty (Braunkohle, 1997). For gas, where lhc?rc is not mugh polenl‘l(z)lr:vf:l

product differentiation between manufacturers, the associated cost savings can c: y
i iti tihrlen, 1995).

an important competitive advantage (Biihr! en, N )
In l?olal over eight million gas bottles in Germa.ny alone are_wattlng todgi'ﬁ:e[o

with transponders. For Europe, this figure is appromm?tely 30 million, lndab u;) -

gas bottles, transponders are also used for rental containers, beer kegs and boxe:

transportation containers for the delivery industry,

13.8.2 Waste disposal

Because of increasingly rigorous clmmmrl:enlz# legisl!:lgi|::l|::1::l:::l!: ;.E:;fr:::fﬁg
is increasing all the time. Costs associated wit creating ne ; <posal ”
:':Lp:i[::.tt:zingsuxisling sites are being passed on to individual !-;luu,wlzlurt]ds; :ut!) :::l[l::u[e
companies. Automatic measurement of the amount of }l{aste plodulce R‘;F[S) 5\.§|;;|p:.- G
the costs fairly. For this reason, more and more cities are uz':mgA " ]n.r-}[‘“:c e
optimise communal waste disposal, :md. are [hus. putting the L-mtjmozn e cuontly
replacing the flat rate charge for waste disposal with a charge based up
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-t

Figure 13.40 Left, dustbin transponder for fitting onto metal sutfaces; right, reader antenna for
inatallation in the dusteart. A plastic dusthin fitted with a transponder is shown in the background
(reproduced by permission of Deister Electronic, Barsinghausen)

of waste produced. The waste disposal companies will only charge for the amount that
has actunlly been removed,

To achieve this goal, a transponder is fitted to the dustbin and automatic reader
systems are installed in rubbish collection vehicles (Figure 13.40), As soon as the
dustbin is placed on the vehicle's emptying device its transponder is read. In addition,
cither the weight or the valume of rubbish i calculated, depending upon the preferen
of the community, A eounter, to show how often the bin has been emplied in the year,
is also feasible (EURO-ID, ).

The identifier read by the transponder is stored in & smart card in the vehicle's
on-boaid computer together with the data collected. At the end of a round the driver
passes the card to the operntions centre so that the collected dila can be processed.
Individual households no longer pay & monthly flat rate, but exch receive an individual
bill (Prawitz, 1996) (Figure 13.41),

In Germany RFID systems are already in use in various cities, including Bremen,
Cologne and Dresden, and in numeroys communities.

13.9 Sporting Events

In large-scale sparting events such as major marathons, the runners who start at the
back of the field are always at a disadvantage, because their times are calculated from
the moment the race is started. For many runners it takes several minutes before they
actunlly cross the starting line. In very lnrge events with 10000 participants or more,
It might be 5 minutes before the last runners have crossed the starting line. Without
individugal timing, the runners in (he back rows are therefore st a severe disadvantage.

To rectify this injustice; all runners carry o transponder with them. The system is
based upon the idea that each runner places his feet repeatedly on the ground and thus
omes very clase to a ground antena. In experimental events it was found that using
& Ingenious arcangement of multiple antennns in an array and a chip in the shoe over
1000 runners can be registered up 10 eight times in a minute with a start width of just
4m (ChampionChip, n.d.).
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Figure 13.41 Waste generation cycle including billing (reproduced by permission of MOBA
Mobile Automation GmbH, Elz)

The transponder is based upon a glass transponder operating in the frequency
range 135kHz, embedded into a specially shaped (ABS) injection moulded housing
(Figure 13.42). To get the transponder as close as possible to the ground — and thus
to the antenna of the time measurement device — this is attached to the runner’s shoe
using the shoelaces (Figure 13.43).

The reader antennas are cast into thin mats and can thus be placed on the ground
and still be protected from all environmental influences (Figure 13.44). The dimensions
of a single mat are 2.10m x 1.00 m. At a normal running speed a net time resolution
of %15 is possible, derived from the time the runner remains within the read range
of a mat. The accuracy for cyclists improves to £0.2 seconds. The measured time is
immediately displayed on a screen, so that the reader can read his current intermediate
time or final time as he passes a control station.

The runner can make a one-off purchase of the transponder for 38 DM and then
use it wherever compatible timing syslems are used.

The performance of a transponder based timing system has been demonstrated
at the following events: Rotterdam Marathon (10000 participants), Shell H sealic
Marathon, Hamburg (11 500 participants) and the Berlin Marathon (13 500 p:ulicipnnlsl
(Champion-chip). See Figure 13.45.
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Glass (ransponder
Plastic holder

‘Flgl.llrt 13.42. The lranspnnde.r consists of a glass transponder, which is injeeted into a plastic
1ousing that is shaped according 1o its function. The diagram shows the purtiatly cut away

plastic housing
B /v - .‘,‘

Fi‘gure 1343 The (?h:{mpionchip transponder is fastened to the runner's shoe with the shoelace
(reprodiced by permission of ChumplonChip BV, NL-Nijmegen)

13.10 Industrial Automation
13.10.1 Tool identification

As asi st :

“k:m_ll s its metal cuting too! industry, Germany's woodworking industry also plays

un'.r.mf"'&" role in the \Im}rld market. The modern woodworking and fumiture manufac-

e & hdlustey is dominated by CNC teclhnology because this ennbles manufacturers
manufacture at a low cost and remain competitive,
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i systom from 1000 min™! to more than 20000 min=' (%) are atined in wood and plastic pro-
Backup system A cessing. The risk of accidents for man and machine is therefore very high during the
™ tool-change operation; tor example, hazards may be caused by the wrong fitling of the
ﬁr:?s’:' - CNC machine's ¢f

1 magazine (Leitz, n.d:; Toppel, 1996).
This potential hazard can be eliminated by fitti
or in the retention bolts of the wolholder (Figures 13
. data are preprogrammed into the tra
<

4 |
X Race direction

i transponder in the raper shaft
A6 and [3.47). All relevant tool
nsponder by the ool manufacturer. The maching
aperator fits the transponder tools inte the CNC machine’s toolholder in any arder. Then

| the CNC machine initiates an automatic read sequence of all tools in the toolholder,
| during which the wols are first ordered into tolholder positions and then all geometric
| anel technical diua for the tools is transmiued cor rectly to the tool management system
| of the CNC cantrol unit (Figure 13.48). There is no manval data entry, which eliminates
the possibility of humin ecror (leitz, n.d.). The danger of accidents due to excessive
speeds, the selection of the wrong rotation dircetion of the

e |

Control unit

ingarreet positioning of the
i tool in relation 1o the workpicee is thus eliminated,
Reader |
|
' {
Fi 13.44 A control station consists of a main system and a reserve sysiem, The systems | \ s
igure 13 " i
arc made up of arrays of antennas in mats
|
|
|
i
Figure 13.46 CNC milling tool with transponder in the retention bolts (reproduced by permis-
1 sion of Leitz GmbH & Co., Oberkochen)
|
arathon, In
Figure 13.45  Runnees passing the control station at the end of the 101st HO;:':;?::!‘-::id e
”:' foreground we can sec the mats containing lh:_ n:;ulgl&. ”?c ';Tcs\r' ::L oy ¥ |
sereen immediately (reproduced by permission of ChamplonChip, NL-Nijutcg

i f ulfil tasks
CNC machines equipped with tool holders and automatic lu'[‘?ll _ch::rugc;i::l:iilc };m-
: 500 ith small batch production. This increas
hat arc increasingly associated wi ) i e
ltrli:m of mmmf:::ulring costs incurred by retvoling and tulul Ch“lnll‘glll l:mdf'nurs — e
po her consideration is the fact that a CNC woodworking maching diflt i -4 i
ther e ,
nm:‘\l'lr\‘:‘arkmg machine because of its higher rotation and path speeds, Rotatior
i

ous woodworking tools with transponder data carrier in the taper shafi (repro-
Uced by permission of EUCHNER & Co., Leinfelden-Echterdingen)
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Figure 13.48 Representalion of the tool cycle when using transponder coded CNC tools

Table 13.4 Example of a data record for a tool transponder

Furniture Production

Customer e
LEITZ 1D no. 130004711 D25x60
Manufacturing ref. Y21

Place of manufacture [3JHE

Rotalion direction

Max. rotalion speed 24000

Min. rotation speed 18000

Ideal rotation speed 20000

Radius correction 25011

Longitudinal correction 145893

Greatest radius 25500

Greatest length 145893

Maximum lravel 3000

Current travel 875

Tool number 14

Tool type |

Number of sharpenings 2

Angle of clearance 2]2

grue‘:l:fxllake Finishing cutler HM Z =3

wders operating in the frequency range <133 kHz are

Inductively coupled transpor Rl

il i 5 [ = core o shield it fro
e imiogni ooy '110!:'1:;3 gl';]»l 'ﬁ:-:[:;'ull.l(;p(rlltlcf must have a minimum
: ASCIl string containing the required
) Table 134 (from Leitz, n.d-)
o cost saving [_m:-
y and simply. into

surface (sec also Sections 4. ' ’
of 256 bytes of memory, which is wrilien w!n an AS(
tool data. An example of a data record is illusirated ir e
Maodern transponder coded CNC 1oals can !m In:nrpumru‘ inf tc]:]1
duction and service cycle. The service cycle is incorporated, smoo

the production cycle as follows.
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The worn tool is first examined and measured in detail to determine its condition,
The tool is then serviced, sharpened and balanced on the basis of this data, After
every maintenance sequence the tool length and radius is updated and written to the
transponder, so that correctly dimensioned workpieces are produced by both new and
sharpened tools without intervention by the operator.

13.10.2 Industrial production

Production processes underwent a process of continuous rationalisation during the
development of industrial mess production. This soon led to production ling assembly
("conveyar belt production’), with the same stage of production being performed at
a cedain position on the assembly line time afier time. For the present, a production
process of this type is only able to produce objects that are identical in function and
appearance. However, the days are numbered for machines that produce large quantitics
of n single product with no variants,

If different variants of a producl are to be produced at the same time on an assem-
bly line in an automated procedure, the abject must be identified and its staws elearly
recognised at every work station, so that the carrect processes can be performed. Orig-
inally, this was achieved by objects being accompanied by process cards, which gave
the aperating personnel all the information required at a particular work station — the
desived paint colour, for example. This was first achieved in electronic form using
coding pegs affixed to the revolving palettes so that palette numbers could be read
by the electronic control system. The position of these coding pegs could be sensed
by inductive proximity switches (Weisshaupt and Gubler, 1992). This procedure has
tecently been improved by the use of barcode labels, which can simply be stuck onio
the individual objects.

RFID technology now provides an additional option — data carricrs that can not
only be read, but also writien, Now, in addition to recording the identity of an object,
it is also possible to document its curent status (e.g. processing level, quality data)
and the past and future (desired end state) of the object.

Using modern idemtification tech i production systems can now be realised
which can protuce variants of a product, or even different products, down 1o a batch
size of one (Weisshaupt and Gubler, 1992), The automotive industry is 4 good example;
since vehicles are predominantly produced to order and it s mre for two identical
vehicles 1o be ordered, automatic materinl flow tracking is crucial to smoath operation
A vehicle must be clearly identified at the individunl manufacturing stages to avoid,
for example, an unwanted air conditioning system from belng fited, or the wrong paint
colour being applied duting painting (Homburg, 1996).

There are 1wo possible methods of conteolling a sysiem based upon object d
centmlised and decentralised control,

Centralised cantrol  In this approach, material flow and object status are continuously
monttored during the process and are stored in a database on & central computer
(Figure 13.49); This builds up an image of the curment process data and systen status
in the process control system of the central computer. It makes no difference whether
the status of objects in the process is determined using barcodes, radio, optical character
Tecopnition, RFID or any other type of information coding and transmission,
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Object status and

Database Central computer
Identification
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Conlrol commands \\

\ Reader
Goods inwards [} : J'l Palnl11\, : = = Stores
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T gl £
//-’E.__.-._...,,._!

= -
Figure 13.49 The object and data flow in a central control system is performed using com-

pletely separate routes. The central computer has a powerful database in which all process data
is stored

Object and material flow

The monitoring of the process must be completely infallible, otherwise there is a
danger that an object will become out of control. The restarting of the system after a
fault or the crashing of the control software can be a particularly critical moment.

Centralised control systems based upon a powerful central database are particularly
common when it is necessary to access the information from different locations simul-
taneously, when a transparent image of process data must be available continuously for
other purposes, or if important data needs to be stored permanently (Homburg, 1996).
Apart from production, typical applications include stores technology, logistics or the
collection of operating data.

Decentralised control  The use of readable and writable data carriers opens up the
possibility of controlling a system locally, i.e, completely independently of the central
process computer. Each object carries a complete data record with it that contains
information about its identity, its current status, its history and its future — material
and data flow are thus interlinked (Figure 13.50). For this to be successful, it must
be possible not only to read the relevant data from the object at each processing
station, but also to change and update this information. Of all known identification
technologies, this can only be achieved with the necessary reliability using writable
RFID transponders.

The option of changing the object data in the transponder at each processing station
means that it is possible to create an information flow between the individual processing
stations, which takes the pressure off the control system. Production and processing
operations are becoming faster all the time, so the fact that information can be carrit?d
with the object and is available in the right place can become a decisive factor il
speeding processes up. Due to possible overheads associated with accessing a remote

13.10  INDUSTRIAL AUTOMATION 387

Cenlral compuler

Monitoring the ]
process stalus (G Obiject hislory
QA data

Control commands,,

Q‘...\.
L

» Reader
/

|§ E}]ﬁ

A i S_Icres I_ -
SRS -

Goods
inwards

Object, material and data flow /

Figure 13.50 In a decentralised system the data is carried along with the objects

salli;.:u!;c. readers in sysieims that operate at a rate of seconds are becoming increasingly
unithle: to keep pace with the process, for example in the seiting of points or the
initiation of the correct processing operation (Homburg, 1996),

13.10.2.1 Benefits from the use of RFID systems

° Qunltty control: In modern production lines the qualily of products is tested
test poinis located at a number of stations. When the p;lllllu.'l is in'i:.?mI:mlAn[ H;E
end pf the production process, it must be possible 1o unnmhiguuuslse attribute the
quality =f:||:| gathered earlicer 1o the correct object. With writable transponders that
tlnycl with the product this is casy to achieve because all the qualit, ;11tn obt\' ]rnl:f
during the production process is carried with the object. v e

5;.-.'lem security: Shifting object data from the central commputer to the objecr sig-
nificantly increases system security. Even afler software crashes or failures of‘llﬁu
cl:llll':l.i computer, the relationship betwean an object and its C;.Il'ml'\l.' data can be
established anywhere and at any time, If necessary, objects can also be withdrawn
from the production process without losing the data. IF the Uhjccll is subseg uc‘mlI
put back into. the process, work can continue without prablems or faults IOL‘CI 4
ring (Weisshaupt and Gubler, 1992), a

. IJatf: :ccurily: Protecting the data stored in the transponder using a checksum
:Jhriﬁlu ure (e.g. CRC, see Section 7.1) ensures the complete security of the data
at has been rend. Read etrors are recognised s such and the data ignored.

] II'll;xihrIu 't The use of writable transpanders facilitates much more flexible con- !
rol of the manufacturing process. For example, the setup data for universall
Pl'ax::rumn_mbfu rabots and production machines can be writien o the Imnaporldc{
::::L'_d. ufuln the abject duri!ug the preparatory stige and is available immediately

fe itis needed. Using this technique, products can be manufactured right :lowh |
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to a batch size of one, without having to set up a complex communication with the
central computer for each object.

e Harsh environmental conditions: RFID systems are completely insensitive to
dust, moisture, oils, coolants, cuttings, gases, high temperatures and similar prob-
lems that can occur in a manufacturing environment. Glass and plastic transpon-
ders usually comply with protection type 1P67; that is, they are totally dustproof
and waterproof,

Even particularly dusty or dirty environmental conditions, which would make the
use of barcode readers impossible due to the rapid blocking of scanner optics, pose
no problems for RFID systems.

13.10.2.2 The selection of a suitable RFID system

When selecting a suitable RFID system for use in the production process, the charac-
teristics of the different memory lechnologies should be considered (see Table 13.5;
see also Section 10.3).

EEPROM  Data stored in an EEPROM s retained for several years without a power
supply. The energy required for writing to or reading from a transponder using EEP-
ROM technology is transmitted by inductive coupling. Since the transponders do not
require a battery they may be very small. The guaranteed number of write access oper-
ations to a memory address is typically around 100000 cycles, which is greater than
the lifetime of the transponder. However, an innovative type of EEPROM technology
is now available on the market which can be reprogrammed more than 10° times. This

Table 13.5 Comparison between the two memory technologies for transponders

EEPROM/FRAM

SRAM

Memory size
Data transmission

Power supply
Typical number of
wrile cycles
Typical temperature
range
Applications

16 byte—32 Kbyte
Inductive coupling

Inductive coupling

EEPROM: 1000001000000
FRAM: 10"

~20°C-120°C

Applications with a limiled
number of reprogramming
operations (EEPROM)

Applications with expanded
temperature range

1-5]12Kbytes

Tnductive coupling,
backscatter

Baltery

Unlimited

0°C—60°C

Applications with any
number of reprogramming
operations, €.g. in assembly
systems

Use in the ‘normal’ industrial
temperature range

Need for higher memory Size
with short transaclion time

Large iransponder range
required (or low posilional
accuracy)
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can be increased still further by the use of FRAM
y 1 l memary technology. Over 10'0 wri
cycles are already being achieved using this [echnolng)r,y s

SRAM I contrast to EEPROMS, SRAM memory cells require o constint power
supply to retain stored data. Therefore, leansponders using this memm‘y-mchnlulo'
ithways Im_vc their own battery, Data transmission between reader and trang l)dl\:.‘yl
employs either inductive coupling or the backscatier procedure (microwave) E?MM
memory can be reprogrammed any number of times with high write speeds Iiu Vel
the integrai battery limits the lemperature range of this transponder to :]—{vi)‘(‘wc "

13.10.2.3 Example projects

Let us tiow consider a few examples of the use of RFID systems in manufacturing. It is
E; mmu?cnc? that most gt‘ the examples deseribed here are taken from the t/tr{:lﬂ:-olive
thcl;f;‘mlm:l’;:r;:;g:::y in particular companies are continuously striving to optimise

in_ BMW's Dingolfing factory (Souihern Germany), the car bodies of the 7 and
5 series were oviginally identified manually at the identification poinis using burr::sdc
re_adcrs. To cut costs, 0 microwave identification system was installed (2‘-I5(]f{z trans-
mission power of reader: 10mW) at the end of 1996, A transponder is now li'll.'l!tl ‘llr.\
the bonnet of each painted body as it enters the production process and data for the
mode! (e.g. chassis number) is writien (o this transponder (Figure 13.51). A total of
around 3000 transponders are in circulation. Around 70 readers are .instc;nllcd in the
assembly area at individual identification points in the various assembly stages. As

'“igl:re 13.51  After successful identification of the vehicle, its speeific data is interrogated and
splayed (reproduced by pemmission of Pepper! & Fuchs GmbH, Manaheim)
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soon 03 the body enters the interrogation zone of a reader the read process is initiated
by an inductive proximity switch. The required dista is read from, or il necessary writ-
ten to, the wanspender. The transponders are equipped with a battery designed for a
lifetime of 8 years. They have a memory size of 32 Kbyles, and the range of uptodm
is sufficient in all stages of assembly (Pepperl & Fuchs, 1998, ad.a)

In Mercedes Benz's Tuscaloosa factory in the USA, inductively coupled transpon-
ders (125kHz, read-only system) are used for the identification of skids for vehicle
bodies. After the skid has travelled through the painting line several limes it must be
cleaned. This selection process can be performed without incurring additional costs by
data capure using transponders (schenk, 1997).

In the production of its 1E generation, vehicle manufacturer General Motors pro-
duces 26 different engine models under one roof at its Flint factory (Michigan, USA).
The product range incorporates a mullitude of engine types, which includes 1997
10 1998 models, 5.0 to 5.7 litre engines. engines for automatic or shift tmnsmission,
engines for export, engines designed to run on covironmental fuel and petrol, and
engines for cars nnd lorries. Fitting the product carriers with transponders (13.56 MHz,
8 Kbyte memory) makes it possible to track and identify all engine models throughout
the production process. Using RFID it is possible to trace any engine in the factory
within seconds. Around 50 readers are installed in the production area for this purpose
(Escort, 1998a),

The Johi Deere Company in Watetloo (lowa, USA), the worldwide market teader in
the production of agricultural machinery. empleys an inductively coupled RFID sysiem
in the manufscture of iractors. The tractor bodies are equipped with special transponders
that can withstand temperatures of up to 225°C, and can even communicate with o
reader a1 these temperatures, which means that they can be used in the painting ovens
(Escort, 1998b). The data carriers (13.56 MHz, 8 Kbyte memory) can be easily fitted
1 the rear axle of the tractor chassis. Because most tractors are manufactured to order,
{he use of modern identification technology allows tractors 1o be adapied 10 individual
customer reguirenments.

The use of RFID systems in the meat processing industry is another interesting
eximple. Barcode systems cannot be used due to the high temperatures of above 100 °c
during canning and the long cooling periods. The company 1. M. Schineider Meats, one
of the Inrgest meal processing companics in Canada with 15 factories, therefore uses an
inductively coupled RFID system in the processing sequence for product identification
and tracking. Al the beginning of the process the meat is stacked onto mobile shelves.
The meat is conveyed into the ¢hill room via the smoking chambers on these shelves
and in the last stage of processing it is heated to above 100°C for conservation. Itis
vital that the company always knows precisely where the individual shelves are and
which process they are currently undergoing, Transponders are therefore attached (©
the individual shelves (13.56 MHz) and significant data, such as the location of the
shelves, meat type and weight data, is written to the transponder. The delivery time
of the meat, which depends upon its use-by date, can alse be consistently tracked by
means of the RFID system (Escort, 1998¢).

A further application that should clarify how RFID systems can help o incresse
the quality of n product by tolerance selection (Pepperl & Fuchs, n.d.b) is ilustwated
in Figure 13.52. This application involves the assembly of precision clutch release
stop. The: system consists of a pallet rotary system, (wo rohots and & manual work
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Figure 13,52  Individual components of a clutch release stop on a revalving pallel. Transpond
. nder

nd reader antenna are visible in the lawer part of the pl o (reproduced by permission of Peppe;
S ¢
; { pa the plioto (rep. Y permissit t Pepper!

:l:zl:llu::;!k.:l'lll:lmup:t\ lets il-lr cquipped with transponders. The individual components
iy ::.I; e Tnm‘lsll[ltdr by one of the ml)f):s and these measurements are
1rlnu'||ionl Iur' e “'d ponents so that the play in the finished stop is minimised, This
:md ;hu J indivi ual componeats to cach other is written a5 data 1o the transponder
3 Larrlg:i along with the individual components. The second robol is an asse
::!I::-ﬂuihr:. \-In:‘wch assembles the individual componenis into n stop. Al |I1;$ |naﬁ:1mlll1|1c-
LLE g [ § ;
i"delm;(c m::pr:n::;stlmmpondcr, 5o that the robot can always assemble the correct
o
“‘SJI"_I'I::P u:;.gﬁlg?::i:;)lzﬁf'cms cu:? also h_ring bene s in storekeeping and erder pro-
::fn:l[(;nicm[ m.“r,né{["w phmrnugculucn] companies, Sanacorp in Munich, has an
o s gc ‘""m«;mr. ;mck kccpm_g and order |mlzcr:«‘sing system, which allows
Fhip s k " ically CO(ILTculad I.". chunlnr:cn.' w:lhillw delivery niote. More than
grment cos astic cont pass through the siores ev
::jcr;‘;l:lllnu?ﬁ'c;::l'lvﬁw at' mdwifhm! loading points. In the old system usi’:-:;f S::Y
Sy by mnl ve cofle Jn‘bcl.-‘ up to 100 errors oceurred daily, meaning that the
oidgilen ilgmrlmnl_ containers pamctl llm_:ugh all of the loading points on
s it I,;\i:iu,. ‘:}Lw;rtl.\. N.Illﬂ delaying IIuF entire consignment. To gunrantee the
Taiting H.]‘gSEQ) ‘Uh";: consignment containers these were filted with ranspon-
oAl I'ocatud.und". lt:urb:' welded to the base of the:plastic trough. The reader
ety cli he conveyor belts al the relevant stations. As soon as a
P s e éu s into the interrogation zonc of a reader the transponder
oo 5 ored dan is |rmmrc|~rcd_ to the stock-control computer. The central
puter is informed of where each consignment comtainer is located, whether delays
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are occurring during loading, and how busy the individual loading points are. The
rapid collection of goods from the stores is important because customers, who are
mainly pharmacists, expect the consignment to arrive on time and be complete. This
can only be guaranteed by a technically infallible order picking procedure (Sander and
Mollik, 1997).

13.11 Medical Applications

The ability of passive transponders to operate reliably for years without their own
power supply — which may be susceptible to failure — predestined this technology
for applications in human medicine.

Glaucoma is a condition in which increased interocular pressure (IOP) at first causes
a narrowing of the field of vision, and ultimately results in complete blindness. The lat-
est research has shown that interocular pressure is subject to sharp diurnal fluctuations
and that not only the absolute pressure, but also the pressure fluctuations, significantly
influence the risk of blindness (ullerich, 2001). Therefore, the continuous measurement
of the interocular pressure under normal conditions and in the patient's normal envi-
ronment is necessary to improve understanding of the progression of the condition and
facilitate an individual programme of treatment (Bogel and Niederholz, 2001). This is
in contrast to the normal practice of measuring [OP exclusively during surgery hours
with the aid of a tonometer.

In patients with a cataract, the natural lens is removed from the eye and replaced by
an artificial interocular lens. This prompted the idea of integrating a full transponder,
i.e. a microcoil and a transponder chip with an integral capacitive pressure sensor, into
the haptic of such an artificial intraocular lens. Figure 13.53 shows such a transponder
unit after casting in PDMS (polydimethylsiloxane), a soft silicon normally used for the
manufacture of artificial lenses.

The external diameter of the microcoil is acound 10.3 mm and the internal diameter
7.7 mm. For the optical part of the lens Smm is specified. The microcoil is manu-
factured on a flexible polyimide foil (Ullerich, 2001; Ullerich et al., 2000, 2001a,b)

Figure 13.53 Transponder unit after casting into an artificial intraocular lens made of silicon.

(reproduced by permission of IWE1, RWTH Aachen, D-52074 Aachen)
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14.4 Printed Circuit Board Layouts
14.4.1 Test card in accordance with I1ISO 14443

This section contains the layout, component mounting diagram, and jumper settings
for the circuit introduced in Section 10.1.1.2. This is a contactless test card used to
generate a load modulation signal in accordance with ISO 14443 at a reader.'

I Reader: 13.56 MHz. Contactless smart card: load modulation with subcarrier 847 kHz. Subcarrier ASK
modulated with Manchester coding or BPSK (2-FSK) modulated with NRZ coding. :

WAVELYNX EX. 1008, Pg. 136
WaveLynx Technologies v. ASSA Abloy, IPR2023-00730



14.4 PRINTED CIRCUIT BOARD LAYOUTS 413

The layout of the test card is available to download from the author’s homepage
(http://rfid-handbook.de/downloads) as a Postscript or Gerber file.
14.4.2 Field generator coil

The layout depicted shows the field generator coil described in Section 9.2.4. This
coil is however also excellently suited for use as an antenna in the frequency range of
13.56 MHz.

Table 14.1 Jumper position for setting the supported modulation procedures

Jumper setting* Jpl Jp2 Jp3 Jp4 Jp5 Jp6 Jp7 Jp8 Jp9
Don’t transmit — — 33 — —_ = = — -
Manchester 1111 13 22 33 Down — — — — —
Manchester 1010 1.3 21 33 Down — — — — —
BPSK 1111** 13 23 33 — —_ = = — —
BPSK 1010, Phase 0° 1.2 23 33 — Right — — — —
BPSK 1010, Phase + /2 12 23 33 — Left — — — —

BPSK external data, phase 0° 1.1 23 3.1 Down Right — — — —_
BPSK external data, phase +7/2 1.1 23 3.1 Up Left — — — —
R-modulation —_ = = — — Off Off Right Down
C-modulation _ = = — — On On Left Up

*The card is held such that the antenna is to the right.
**Subcarrier unmodulated.

Table 14.2 Parts list for test chip card

Component Value/type Comment
(&) 22 pF —
CV1 6—-60 pF Adjusting of the transponder resonant
frequency
C2 100 pF e
7C3 10nF -
Cc4 10pF Modulation capacitor
€5 10pF Modulation capacitor
R1 4.7Q -
R2 4.7k —
R3, R4, RS, R6 1MQ —
R7 10 @ Shunt resistor during C-modulation
R8 470 Shunt resistor during R-modulation
R9 1-1.8k2 Modulation resistor
D1, D2, D3, D4 BAR42 —
D5 3V8 Zenor diode
L1 ~3.5uH Conductor loop in the layout
Ul T4HC4040 Asynchronous 12-bit binary counter
U2 74HC74 Dual D flip-flop
U3 74HCO00 4 x NAND
U4 T4HCO3 4 x NAND, Open Collector
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Figure 14.1 Component mounting diagram of the ISO 14443 test card. The transponder’s
antenna is in the upper half of the printed circuit board
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Figure 14.2 Printed circuit board layout of the test card, front and back
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Figure 14.3 Layout of the field generator coil — front-(reproduced by permission of Philips \

Semiconductors, Hamburg)

Table 14.3 Parts list of the interface circuit

Component Value Comment

C1 47 pF —

c2 180 pF, 33 pF Parallel ‘
€3 2-27pF Trimming capacitor |
R1 5x4.7Q Parallel
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Figure 14.4 Layout of the field generator coil — back (reproduced by permission of Philips
Semiconductors, Hamburg)

BNC

Figure 14.5 Interface circuit of the field generator coil — component mounting diagram
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Figure 14.6 Interface circuit of the field generator coil — circuit
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