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Chapter 10: Investigating Windows NT/2000

Links are used to associate a desktop shortcut or a Start menu item with an applica-
tion or a document. Manually removing applications or documents does not remove the
links that were created for them. Users may delete files but forget to delete the desktop
icon on the system. The NTRK tool chklnks.exe is excellent for unearthing files that were
once installed but now are nowhere to be found. As shown in Figure 10-9, chkInks finds
dead (broken) links.

Links are also important when considering network connections and shortcuts. The
average users have desktop shortcuts for their ISP dial-up connections and other network
connections. Check out the user’s \%systemroot%\Profiles\<user>\Desktop directory
and review all the links (*.Ink) for that user’s desktop applications.

Reviewing Web Browser Files

Employees need access to the Internet at work, but many companies do not want their
employees spending the majority of their work hours shopping, surfing, trading stocks,
chatting, or downloading pornography on company systems. These activities require the
use of Web browsers. Web browsers such as Netscape and Internet Explorer maintain log
files. Both browsers record browsing history and track sites that were recently visited.
They also maintain a cache that contains a certain amount of the actual files and Web
pages recently viewed.

Viewing Netscape and Internet Explorer History Files  The Netscape history file, netscape.hst,
is normally located in the \Program Files\Netscape\Users\<username> directory.
Netscape's fat.db file maintains an even longer history of browsing activity, and it is usu-
ally located in the \Program Files\Netscape\Users\ <username>\Cache directory. Most
people are aware of Netscape’s history file, and individuals who wish to hide their
cyber-shenanigans (using their browser to visit inappropriate sites) often erase this file or
clear it via the Netscape Preferences settings. However, the fat.db file is often overlooked
and is an excellent source for tracing browser use. For the initial response, you can simply
use the about:cache URL to review the contents of the fat.db.

Internet Explorer maintains its temporary Internet files in the \WINNT\Pro-
files\ <Userld>\Local Settings\Temporary Internet Files\Content XX directory, in the in-
dex.dat file. The actual HTML and files are stored in the Internet Explorer cache files, usu-
ally found in the \WINNT\Temporary Internet Files directory. Windows 2000 stores these
files in a different directory, but they contain similar information. Windows 2000 maintains
the Web browser cache in \Documents and Settings\ <User Account> \ Local Settings \
Temporary Internet Files. The index.dat file in Windows 2000 that maps cached html pages
to actual dates, times, and specific URLs is located in the \Documents and Settings\ <User
Account>\ Application Data\Microsoft\Internet Explorer\UserData directory.
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Netscape's fat.db and netscape.hst files and Internet Explorer’s index.dat file are bi-
nary files. Therefore, you must use a special utility to view them. The Internet Explorer
History Viewer, a tool discussed earlier in the “Reviewing Files in the Recycle Bin” sec-
tion of this chapter, allows you to view most of the binary files maintained by both
Netscape (fat.db and netscape.hst) and Internet Explorer (index.dat). The Internet Ex-
plorer History Viewer will parse and print the history of URLs visited using Internet
Explorer versions 3.x, 4.x, and 5.x, as shown in Figure 10-10.

EnCase is another tool that provides phenomenal features that automate the process
of outlining the Web activity of a system. Figure 10-11 shows the EnCase script that re-
ports on Netscape and Internet Explorer Web use.

Reviewing Dialup Networking ~ Another way to determine the browsing activities of a user
is to review the Dial Up Networking (DUN) settings on the system. DUN has a feature
called dial-on-demand, which many applications try to set automatically as a default.
Dial-on-demand, or autodial, allows Windows systems to initiate a connection automati-
cally whenever an application requires the use of the Internet.

Windows NT /2000 maintains a listing of the IP addresses that have been connected
to via the autodial feature. To view the autodial database, use the following command:

rasautou -s

Figure 10-12 displays the output of the attempted connections made by the RAS dialer.

A Internet Explorer History Viewer - Demo Version

Fie Hep
History File: ID.‘-‘\E.’IH?'JT‘-.F':a?e-;'*.“'—icm:r.-;'l.‘::CI‘aLcr,::\ Settings\Tempatary Inteine! Files\Content|[ES\index.dat Open History File
[Type | Datet Time T | Location |
URL  02/23/200113:46:28  hitp://10.0.0.5/issamples/defaul/SQUIGGLE.GIF . _:_I
URL  02/23/2001 12:46:28  http://10.0.0.5/issamples/default/nav2.gif . )
URL  02/20/20011346:28  htp://10.0.0 /issamples/detauit MSFT GIF _ "3

URL  02/23/20011346:28  htip://10.0.05/issamples/defaut/IISTille.gif
URL  02/23/2001 1346:28  htip://10.0.0.5/fssamples/defaut/ISSice GIF
URL  02/23/20011346:28  http://10.0.0.5/ssamples/defaul/IE GIF
URL  02/21/2001 16:58:32  hip://10.0.05/somethingelse bt

URL  02/21/2001 15:5814  hitp://10,0.0.5/dirt ) ) =
URL Count |57 REDR Count: |0 File Version: Intemet Explorer 5.x

search | Ba |
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t file are bi-
et Explorer

Rﬂ EnCase [Professional Edition] - [C:\CHICAGOACHICAGO.CAS]

le Bin” sec &y fe Edt View Took Window Help NETE]
-le bin- se ) New & Open [ Save & F_Add = Acquire [& Preview + Case #* & Next @4 Search _"Sigs
red bY b%th Case | AllFiles | Found | File | Gallery | Disk | Evidence | Report | ]
et BEx- t_] Scripts HainClass { =
,Intem t - ) Programs int Files:
ing Interne Exarmpie] JPEG Findes e, aerds;
Exs et Hitor| :
E Je] Gr. Fie Finder String Path;
s the process ~ Fne:mﬂm”ﬁﬁ void ParselE(ZntryClass emtry, FileClass &afile) {
. i long seekpos = 20480;
:rlpt that re- 5 [Example) Large Fies long end = tile.GetSize();
<5 [Example) Large Pictures long url = 0;
¢ [Example) Fies Accessed This FileClass page;
@ Dec. 26th - Jan 31, 2001 - Wi if (page.Create(Path + "page" 4 Files + " .hcm“)){

page.¥rive("<html>\n<head>\n<title>EnCase Internet History Parser</tit
“<center> Internet Bxplorer </center>" +
"<center>" + entry.FullPath() + "</center>\n* +

ties of a user < May 15th - Juip 20th, 2000 - W

aas a feature

"<ceble BORDER COLSs2 WIDTH=**100%** >=);

as a default. file.Seek(24);
5 if (file.ReadString(3) == "4.7")
on automati- url = 104;

file.Seek(24);
if (file.ReadString(3) == "5.2")

:n connected A el - ok LF[
r command:

< |
—_— ot Bod Roogra o2 Sel94158 PSO SO0 FOO LEY

RAS dialer.

= E3 |

[*3 cmd.exe

ftimcet E:\>rasautou -s

Checking netcard bindings...

NetworkConnected: network (\Device\NetBT_Tcpip_(6833524D-83AF-4FBB-85D2-F9961B5F
CE93>. 8> is up

Enumerating AutoDial addresses...
There are 188 Autodial addresses:
152.163.180.25
152.163.188.57
167.216.133.33

198.3.99.101
199.172.146.114

199 45,39 .55

284.146.164.173

204.71.3091.3

285.138.3.182

205.188.148.185

2851881481249

2085 .188.247.65

285188 .247.66

286.135.57.167

286 113557 171

207.172.4.95 =l
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Identifying Unauthorized User Accounts or Groups

A common ploy by evildoers is to start rogue accounts on a system or to elevate their pri
leges to an unauthorized level, where they can get to data that they should not be able to
cess. There are several ways to audit user accounts and user groups on a live system:

¥V Look in the User Manager for unauthorized user accounts (during a live
system response).

B  Use usrstat from the NTRK to view all domain accounts on a domain
controller, looking for suspicious entries.

B Examine the Security log using Event Viewer, filtering for event ID 624
(addition of a new account), 626 (user account enabled), 636 (changing an
account group), and 642 (user account changed).

B Check the \WINNT\Profiles directories on the system. If the user account
exists, but there is no corresponding \WINNT\Profiles \<useraccount>
directory, that user account has not been used to log in to the system yet.

NTES
If that directory does exist, but the user account is no longer listed in the (HFS), to
User Manager or Registry (at HKLM\SAM\SAM\Domains\ Account\ Etreamst
Users\Names), that user ID did exist at one time but no longer exists. of the ad
A Review the SIDs in the Registry, under HKLM\SOFTWARE\Microsoft\ hiddenir
Windows NT\CurrentVersion\ProfileList. When a user account is deleted, the
corresponding Profile directory entry is not deleted, and the corresponding SID g. °p nc.&
will remain in the Registry, as shown in the following illustration (in which the Notic
Registry shows a SID value exists for user ID mandingo, which no longer exists Safloctad
as a valid user account on the system). This allows you to trace which user IDs -
have been deleted over the course of a system’s life. fod a5k
i Registey Editor
_Begiy d View Help ¥ T Program
&L NetworkCar « 3 e
=B gxﬁgri\«ts = (5] Defact) I I[:\);:m.m] Usage -
2 'j ;:::‘ atm&dh ld
? '1.':.:.; 44103 ¥ 571004 a;ﬁdww’ mﬁ;\m&n g N
5 51521 oot al —I éﬂf“ Tﬁaﬁiﬁnﬁnffwustsmmmukms4zsa|' =
_ 22 related dese = ) L .LIJ o
{My Computes\HKEY_LOCAL_MACHINE\SOFTWARE \Microsoft\Windows NT\CurrenlVerson\ProfieLish-1-5.21-3064441 03-884705030-270368765- VA l
Identifying Rogue Processes Bl Enc
Identifying rogue processes is much simpler when reviewing a live system. Since most i
rogue processes listen for network connections or sniff the network for clear-text user IDs Ot_he
and passwords, these processes are easier to find when they are executing. As you changing
learned in Chapter 9, the pslist command will list the name of the running process, listdlls temffﬂels
can foo
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