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Description
Title of Invention: WEARABLE DEVICE PERFORMING USER
AUTHENTICATION USING BIO-SIGNALS AND AUTHEN-

TICATION METHOD OF THE SAME
Technical Field

[1] The following description relates to a wearable device performing user authentication

using biosignals and an authentication method of the wearable device.

Background Art

[2] Amid the proliferation of smart phones, a variety of mobile devices are being
developed, and a wearable type mobile device has been emerging. A mobile device
may provide a great deal of convenience for modern life. A growing computing power
of the mobile device may enable users to handle tasks previously performed using a
personal computer (PC). However, due to widespread use of the mobile device,
protecting personal information stored on the mobile device, such as, contact in-
formation, personal multimedia contents, for example, photos and videos, messages,
and financial information has become more important. In a case in which a user loses a
mobile device and another unspecified user uses the mobile device, there is a high risk
of personal information of the user being unintentionally exposed. Accordingly, there
is a desire for a method of authenticating a user for whom use of a mobile device is
intended and controlling an access to various types of personal information stored on

the mobile device.
Disclosure of Invention

Solution to Problem

[3] This Summary is provided to introduce a selection of concepts in a simplified form
that are further described below in the Detailed Description. This Summary is not
intended to identify key features or essential features of the claimed subject matter, nor
is it intended to be used as an aid in determining the scope of the claimed subject
matter

(4] In one general aspect, there is provided a wearable device, including a first sensor
configured to detect a first biosignal generated in response to a gesture performed by a
user, and a second sensor configured to detect a second biosignal of the user. The
device further includes a memory configured to store, with respect to at least one user,
information of the first biosignal and the second biosignal, and a processor configured
to initiate user authentication based on a result of determining whether the detected

first biosignal corresponds to the stored information, and authenticate the user by
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[5]

[6]

[7]

[8]

[9]
[10]

[11]

[12]

[13]
[14]

[15]

[16]

comparing the detected second biosignal to the stored information.

The first biosignal may be generated in response to a muscle movement performed
by the user to input the gesture.

The first biosignal may be at least one of an electromyogram (EMG) signal generated
before and after the muscle movement, a light signal penetrating a muscle of the user,
and a force signal generated by the muscle.

The second biosignal may be at least one of an electrocardiogram (ECG) signal, a
photoplethysmogram (PPG) signal, a voice of the user, and an impedance signal
generated by a body of the user.

The stored information may include a piece of feature point information obtained by
performing signal processing on the first biosignal and the second biosignal.

The stored information may be encoded.

The processor may be configured to determine whether a difference between the
detected second biosignal and the stored information is within a predetermined error
range, and authenticate the user based on a result of the determining of whether the
difference is within the predetermined error range.

The device may further include an initial authenticator configured to receive the
gesture and the second biosignal from the user, and store, in the memory, the first
biosignal corresponding to the gesture, and the second biosignal.

The memory may be further configured to store access right information of a
function executable in the wearable device, and in response a command to execute the
function being input to the wearable device by the user, the processor may be
configured to read, from the memory, the access right information, and provide, to the
user, at least one of a visual feedback, an auditory feedback, and a tactile feedback
based on the access right information.

The feedback may be a request for the user authentication.

The device may further include a wearing detection sensor configured to detect
whether the wearable device is detached from the user, and the processor may be
configured to control the user authentication to be invalid in response to the wearable
device being detected to be detached from the user.

The wearing detection sensor may be configured to detect a mechanical movement of
a band attached to a portion of a body of the user, and/or detect an electrical signal
generated by attaching and detaching of the band.

The memory may be further configured to store device setting information of the at
least one user, and in response to the user being authenticated, the processor may be
further configured to read, from the memory, the device setting information of the au-
thenticated user, and provide, to the user, a user interface based on the device setting

information.
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[17]
[18]

[19]

[20]

[21]

[22]

[23]

[24]

The wearable device may be a watch-type smartphone.

In another general aspect, there is provided a wearable device, including a first sensor
configured to detect a first biosignal generated in response to a muscle movement
performed by a user to input a gesture, and a second sensor configured to detect a
second biosignal of the user, the second biosignal being at least one of an electro-
cardiogram (ECG) signal, a photoplethysmogram (PPG) signal, a voice of the user, and
an impedance signal generated by a body of the user. The device further includes a
memory configured to store, with respect to at least one user, information of the first
biosignal and the second biosignal, and a processor configured to trigger user authen-
tication based on a result of determining whether the detected first biosignal cor-
responds to the stored information, and authenticate the user by comparing the detected
second biosignal to the stored information.

In still another general aspect, there is provided a user authentication method of a
wearable device, the method including detecting a first biosignal generated in response
to a gesture performed by a user, and detecting a second biosignal of the user. The
method further includes storing, with respect to at least one user, information of the
first biosignal and the second biosignal, initiating user authentication based on a result
of determining whether the detected first biosignal corresponds to the stored in-
formation, and authenticating the user by comparing the detected second biosignal to
the stored information.

The authenticating may include determining whether a difference between the
detected second biosignal and the stored information is within a predetermined error
range, and authenticating the user based on a result of the determining of whether the
difference is within the predetermined error range.

The method may further include receiving the gesture and the second biosignal from
the user, and storing the first biosignal corresponding to the gesture, and the second
biosignal.

The method may further include storing access right information of a function ex-
ecutable in the wearable device. In response a command to execute the function being
input to the wearable device by the user, the initiating may include reading the access
right information, and providing, to the user, at least one of a visual feedback, an
auditory feedback, and a tactile feedback based on the access right information.

The method may further include detecting whether the wearable device is detached
from the user, and controlling the user authentication to be invalid in response to the
wearable device being detected to be detached from the user.

The detecting may include detecting a mechanical movement of a band attached to a
portion of a body of the user, and/or detecting an electrical signal generated by

attaching and detaching of the band.
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[25]

[26]

[27]

[28]
[29]

[30]

[37]

[38]

[39]

The method may further include storing device setting information of the at least one
user, and in response to the user being authenticated, reading the device setting in-
formation of the authenticated user, and providing, to the user, a user interface based

on the device setting information.
A non-transitory computer-readable storage medium may store a program including

instructions to cause a computer to perform the method.

In yet another general aspect, there is provided a wearable device, including a first
sensor configured to detect a first signal of a user, and a second sensor configured to
detect a second signal of the user. The device further includes a processor configured
to initiate user authentication in response to the detected first signal corresponding to
information of the first signal, and authenticate the user in response to the detected
second signal being within a predetermined range of information of the second signal.

The information of the first and second signals may be predetermined.

The processor may be further configured to receive, from the user, a command to
execute a function, and provide, to the user, a feedback based on predetermined access
right information corresponding to the function, the predetermined access right in-
formation indicating a level of the user authentication needed.

Other features and aspects will be apparent from the following detailed description,
the drawings, and the claims.

Brief Description of Drawings

FIG. 1 is a diagram illustrating an example of a wearable device.

FIG. 2 is a block diagram illustrating an example of a wearable device.

FIG. 3 is a block diagram illustrating another example of a wearable device.

FIG. 4 is a flowchart illustrating an example of an authentication method of a
wearable device.

FIG. 5 is a flowchart illustrating another example of an authentication method of a
wearable device.

FIG. 6 is a flowchart illustrating an example of an authentication method used to
provide different functions based on access right information of a user in a wearable
device.

FIG. 7 is a flowchart illustrating an example of an operational method used when a
wearable device is detached from a user.

FIG. 8 is a diagram illustrating an example of access right information on executable
functions, which are stored in a memory of a wearable device.

Throughout the drawings and the detailed description, unless otherwise described or
provided, the same drawing reference numerals will be understood to refer to the same

elements, features, and structures. The drawings may not be to scale, and the relative
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size, proportions, and depiction of elements in the drawings may be exaggerated for
clarity, illustration, and convenience.
Mode for the Invention

[40] The following detailed description is provided to assist the reader in gaining a com-
prehensive understanding of the methods, apparatuses, and/or systems described
herein. However, various changes, modifications, and equivalents of the systems, ap-
paratuses and/or methods described herein will be apparent to one of ordinary skill in
the art. The progression of processing steps and/or operations described is an example;
however, the sequence of and/or operations is not limited to that set forth herein and
may be changed as is known in the art, with the exception of steps and/or operations
necessarily occurring in a certain order. Also, descriptions of functions and con-
structions that are well known to one of ordinary skill in the art may be omitted for
increased clarity and conciseness.

[41] The features described herein may be embodied in different forms, and are not to be
construed as being limited to the examples described herein. Rather, the examples
described herein have been provided so that this disclosure will be thorough and
complete, and will convey the full scope of the disclosure to one of ordinary skill in the
art.

[42] FIG. 1 is a diagram illustrating an example of a wearable device. Referring to FIG. 1,
the wearable device may be attachable to, wearable on, and detachable from a portion
of a body of a user, using an arm band, a wrist band, and/or other fixing devices known
to one of ordinary skill in the art.

[43] For convenience of description, a surface of the wearable device that is provided with
a display visible to the user, for example, a touch display, will be described as a front
130, and another surface of the wearable device that faces the body of the user when
the wearable device is attached or worn will be described as a back 150. Based on a
design of the wearable device, a mechanically or electrically openable and closeable
protector may be disposed on the front 130 to protect the display. In this example, the
front 130 may refer to, for example, the surface of the actual display or a surface of the
protector, on which a sensor to be described later is provided.

[44] The wearable device includes a plurality of sensors 131, 151, and 155 provided on
the front 130 and the back 150, respectively. The wearable device detects, using at
least one of the sensors 131, 151, and 155, a trigger signal triggering a process of user
authentication, and initiates the user authentication based on the detected trigger signal.

[45] The user may generate the trigger signal by performing a predetermined gesture, for
example, opening a hand, clenching a fist, rotating a wrist, and/or other gestures

known to one of ordinary skill in the art. The wearable device may detect, using at
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least one of the sensors 131, 151, and 155, the trigger signal generated in response to
the gesture. When the trigger signal is detected, the wearable device may initiate the
process of the user authentication. According to an example, the gesture may be inten-
tionally inputted by the user while the user is wearing the wearable device, although
the gesture may not be performed by the user in a process of putting on the wearable
device.

[46] When the user performs the gesture while the user is wearing the wearable device,
the sensor 155 provided on the back 150 of the wearable device may detect a biosignal
generated in response to a muscle movement of the user, which is generated by the
gesture. The biosignal generated in response to the gesture performed by the user may
be the trigger signal used to initiate the user authentication, and be referred to as a first
biosignal. The first biosignal may include, for example, an electromyogram (EMG)
signal generated before and after the muscle movement of the user, a light signal pen-
etrating a muscle of the user, and/or a force signal generated by the muscle of the user.
The first biosignal may be generated only in response to a predetermined gesture input
from the user.

[47] When the process of user authentication with respect to the user is initiated by the
first biosignal detected by the sensor 155 provided on the back 150 of the wearable
device, the wearable device may authenticate the user, using a second biosignal
detected by the sensor 131 provided on the front 130 and/or the sensor 151 provided on
the back 150. The second biosignal may be unique to each user, and be distinguished
from the first biosignal. The second biosignal may include, for example, an electro-
cardiogram (ECG) signal, a photoplethysmogram (PPG) signal, a voice of the user,
and/or an impedance signal generated by a body of the user. Based on implementation,
the second biosignal may be unique to each user, and thus, recognizing an iris or a fin-
gerprint may be used to obtain the second biosignal.

[48] As shown in FIG. 1, the wearable device may be a watch-type smartphone 110. The
watch-type smartphone 110 may be an example of the wearable device, and thus, it
may be obvious to those skilled in the art that various applications and design modi-
fications may be possible. Described hereinafter is an example of an operation of the
wearable device used when the user wears the wearable device around a left wrist.

[49] The user wearing the wearable device around the left wrist may perform a prede-
termined gesture, for example, opening a left hand and/or rotating the left hand
upwards. Due to the gesture, a first biosignal, as a trigger signal, may be generated, and
the wearable device may detect the first biosignal. The wearable device may initiate a
process of user authentication in response to the detecting of the first biosignal. The
detecting of the first biosignal and the initiating of the process of user authentication

may be performed inconsecutively or consecutively in terms of time based on imple-
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mentation.
[50] According to an example, the first biosignal generated in response to a muscle

[51]

[52]

[53]

[54]

[55]

[56]

movement of the user, due to the gesture, may be detected by the sensor 155 provided
on the back 150 of the wearable device. The first biosignal detected by the sensor 155
may be compared to a trigger signal stored in a memory of the wearable device and
predetermined by the user. As a result of the comparison, when the first biosignal is
determined to be identical to the trigger signal or within a predetermined error range of
the trigger signal, the process of user authentication may be initiated.

After the process of user authentication is initiated, the user may place a finger of a
right hand on the sensor 131 provided on the front 130 of the wearable device, and the
wearable device may detect a second biosignal of the user, using the sensor 131. The
sensor 151 provided on the back 150 of the wearable device and in contact with skin of
the user may also detect the second biosignal in the same way as the sensor 131
provided on the front 130. For example, the sensor 155 may detect an EMG signal of
the user, and the sensor 131 and the sensor 151 may detect an ECG signal of the user.

To detect the ECG signal as an example of the second biosignal, a signal detected in
at least two different portions of the body of the user may be needed, and thus, the
sensors 131 and 151 are provided on the front 130 and on the back 150, respectively.
In an example of detecting a biosignal unique to the user from a body part, for
example, a voice of the user and/or an impedance signal generated by the body of the
user, aside from the ECG signal, a sensor used to receive the second biosignal may be
provided on either the front 130 or the back 150. A number of the sensors used to
detect the first biosignal and the second biosignal may vary based on need.

FIG. 2 is a block diagram illustrating an example of a wearable device 200. Referring
to FIG. 2, the wearable device 200 may include a first sensor 210, a second sensor 220,
a memory 230, and a processor 240.

The first sensor 210 detects a first biosignal generated in response to a gesture
performed by a user. The first biosignal may be generated in response to a muscle
movement of the user to input the gesture. The first biosignal may include, for
example, an EMG signal generated before and after the muscle movement of the user,
a light signal penetrating a muscle of the user, and/or a force signal generated by the
muscle of the user.

The gesture performed by the user may be one of various forms, for example, a wrist
rotating, a hand flailing, and/or a fist clenching, which may be performed by the user
using a portion of a body on which the user wears the wearable device 200. When a
higher level of user authentication is needed based on implementation, at least two
gestures consecutively input by the user may initiate the user authentication.

The second sensor 220 detects a second biosignal of the user. The second biosignal
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may include, for example, an ECG signal, a PPG signal, a voice of the user, and/or an
impedance signal generated by the body of the user.

[57] The memory 230 stores, with respect to at least one user, information directly or in-
directly representing the first biosignal and the second biosignal. For example, when
sampling the first biosignal and the second biosignal, the information directly rep-
resenting the first biosignal and the second biosignal may be information representing
at least a portion of a sampled data symbol, or may be a duplicated signal of the first
biosignal and the second signal. The information indirectly representing the first
biosignal and the second biosignal may be information in which the first biosignal and
the second biosignal are processed and represented based on various signal processing
methods.

[58] The memory 230 may store at least one piece of feature point information obtained
through signal processing performed on the first biosignal and the second biosignal.
The information to be stored in the memory 230 may be encoded and stored in the
memory 230.

[59] Based on implementation, in an example of irregular access to the stored in-
formation, a design to prevent the stored information from being leaked out may be
applied. When the user loses the wearable device 200, various methods may be
adopted to prevent a third person from decoding the stored information in an abnormal
manner.

[60] The processor 240 determines, by referring to the memory 230, whether the first
biosignal detected by the first sensor 210 corresponds to the information stored in the
memory 230, and initiates a process of user authentication when the first biosignal cor-
responds to the stored information. The processor 240 authenticates the user by
comparing the second biosignal detected by the second sensor 220 to the information
stored in the memory 230. When comparing the second biosignal detected by the
second sensor 220 to the information stored in the memory 230, the processor 240 may
operate based on a predetermined error range. The error range may be determined by
the user or predetermined in the wearable device 200 based on a result of statistics. For
example, the error range may be predetermined, by the user, to be 7%.

[61] When a 5% error occurs as a result of comparing the second biosignal detected by
the second sensor 220 to the information stored in the memory 230, the processor 240
may determine that the second biosignal detected by the second sensor 220 cor-
responds to the information stored in the memory 230 because the 5% error is within
the predetermined error range. In this example, the processor 240 may authenticate the
user. When a 10% error occurs as a result of comparing the second biosignal detected
by the second sensor 220 to the information stored in the memory 230, the processor

240 may determine that the second biosignal detected by the second sensor 220 does
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[62]

[63]

[64]

[65]

[66]

not correspond to the information stored in the memory 230 because the 10% error is
outside the predetermined error range. In this example, the processor 240 may not au-
thenticate the user. The processor 240 may notify the user of a result of the user au-
thentication in a visual, audible, and/or tactile manner, for example, on a display of the
wearable device 200, through a speaker of the wearable device 200, and/or through a
vibration of the wearable device 200.

FIG. 3 is a block diagram illustrating another example of a wearable device 300.
Referring to FIG. 3, the wearable device 300 may include a first sensor 310, a second
sensor 320, a memory 330, a processor 340, an initial authenticator 350, and a wearing
detection sensor 360.

The memory 330 stores access right information on at least one function executable
in the wearable device 300. The access right information on each function may be de-
termined by an external device, for example, a personal computer (PC), a laptop
computer, and/or a smartphone, which is connected to the wearable device 300 through
a wire or a wireless communication, or may be self-determined by the wearable device
300. An example of the access right information on the executable function, which is
stored in the memory 330, will be described in detail by referring to following FIG. 8.

When a command to execute a function is input to the wearable device 300 from the
user, the processor 340 reads the access right information on the function, by referring
to the memory 330, and provides at least one of a visual feedback, an auditory
feedback, and a tactile feedback to the user based on the access right information. Each
form of feedback may be a request for user authentication to the user.

The wearable device 300 may include various executable functions, for example,
performing a financial task, smartphone banking, opening a personal e-mail, using the
Internet, transmitting a short message service (SMS) message, and/or other executable
functions known to one of ordinary skill in the art, and each function may need a
different access right. The memory 330 may store the access right information on the
various functions executable in the wearable device 300. For example, functions such
as smartphone banking and opening a personal e-mail may need a relatively high level
of the access right information, and functions such as using the Internet and
transmitting an SMS message may need a relatively low level of the access right in-
formation.

For example, when the user inputs a command to execute the function of opening a
personal e-mail, the processor 340 may read the access right information on the
function, by referring to the memory 330. The access right information on the function
of opening a personal e-mail that is stored in the memory 330, may be at a relatively
high level. The processor 340 may provide, to the user, at least one of a visual

feedback, an auditory feedback, and a tactile feedback requesting a high level of user
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authentication based on the access right information. For example, the visual feedback
may be feedback indicated on a display of the wearable device 300, the auditory
feedback may be feedback delivered in a form of sound to the user through a speaker
of the wearable device 300, and the tactile feedback may be feedback delivered in a
form of touch sensation to the user through vibration of the wearable device 300.

[67] The initial authenticator 350 receives a gesture and/or a first biosignal and a second
biosignal from the user through the first sensor 310 and the second sensor 320, re-
spectively, to set up an initial authentication. The initial authenticator 350 stores, in the
memory 330, the first biosignal corresponding to the input gesture and the second
biosignal.

[68] The wearing detection sensor 360 detects whether the wearable device 300 is
detached from the user. The wearing detection sensor 360 may detect a mechanical
movement of a band attached to a portion of a body of the user, by being connected to
the wearable device 300, or may detect an electrical signal generated in association
with attaching and detaching of the band.

[69] The wearing detection sensor 360 may detect, by being connected to the wearable
device 300, changes generated when the band attached to the portion of the body of the
user is attached and detached. For example, the wearing detection sensor 360 may
detect a change in which tension or elasticity of the band attached to a wrist of the user
increases or decreases. Also, the wearing detection sensor 360 may detect a change in
an amount of light detected by a light receiving unit of a photo sensor attached to a
back of the wearable device 300, and may detect a change in which an electrical signal
or an impedance signal is intensified or weakened when a contact point between the
wearing detection sensor 360 and a skin appears or disappears due to the attaching or
detaching of the band. Further, the wearing detection sensor 360 may include various
sensors that may detect whether the wearable device 300 is worn or not, and may
deliver changes detected by the sensors to the processor 340.

[70] The processor 340 controls the user authentication to be invalid based on a signal
received from the wearing detection sensor 360. For example, the signal received from
the wearing detection sensor 360 may be a signal such as "the user authentication to be
invalid" indicating that a usage right assigned to the user through the process of the
user authentication that is performed when the user wears the wearable device 300 is
withdrawn or nullified. When the user authentication is invalid, the user may need to
obtain the usage right through the process of the user authentication that is performed
again when the user resumes wearing the wearable device 300.

[71] The memory 330 may further store device setting information on each of at least one
user. When the user is authenticated, the processor 340 may read the device setting in-

formation on the authenticated user, by referring to the memory 330, and may provide
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[73]
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[76]

[77]

[78]
[79]

[80]

[81]

a user interface based on the device setting information.

For example, different device setting information or different configuration in-
formation pertaining to user A and user B may be stored in the memory 330. When the
authenticated user is the user A, the processor 340 may read the device setting in-
formation on the user A that is stored in the memory 330, and may provide a main
display and/or an icon arrangement for application execution, for the user A.

Other operations of the first sensor 310, the second sensor 320, the memory 330, and
the processor 340 of FIG. 3, which are not described in the foregoing, may be the same
as the description of the first sensor 210, the second sensor 220, the memory 230, and
the processor 340 of FIG. 2, respectively. Thus, a repeated detailed description of the
related operations is omitted here for conciseness and ease of description.

FIG. 4 is a flowchart illustrating a user authentication method of a wearable device.
Referring to FIG. 4, in operation 410, the wearable device detects a first biosignal
generated in response to a gesture performed by a user. The first biosignal may be
generated in response to a muscle movement of the user to input the gesture. The first
biosignal may be at least one of an EMG signal generated before and after the muscle
movement of the user, a light signal penetrating a muscle of the user, and a force signal
generated by the muscle of the user.

In operation 420, the wearable device detects a second biosignal of the user. The
second biosignal may be a signal distinguished from the first biosignal, and at least one
of an ECG signal, a PPG signal, a voice of the user, and an impedance signal generated
by a body of the user.

In operation 430, the wearable device stores, with respect to at least one user, in-
formation directly or indirectly representing the first biosignal and the second
biosignal, in a memory of the wearable device.

In operation 440, the wearable device determines whether the first biosignal detected
by the first sensor corresponds to the information stored in the memory. When the
wearable device determines that the first biosignal corresponds to the stored in-
formation, the wearable device continues in operation 450. When the wearable device
determines that the first biosignal does not correspond to the stored information, the
wearable device ends the method.

In operation 450, the wearable device initiates a process of user authentication.

In operation 460, the wearable device compares the second biosignal detected by the
second sensor to the stored information.

In operation 470, the wearable device authenticates the user based on a result of the
comparison, €.g., when the second biosignal corresponds to the stored information.

When the user is authenticated, the wearable device may read device setting in-

formation of the authenticated user, by referring to the memory, and provide a user
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[88]

[89]
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[91]

interface based on the device setting information. The device setting information on
each of the at least one user may be stored in the memory of the wearable device.

FIG. 5 is a flowchart illustrating another example of a user authentication method of
a wearable device. Referring to FIG. 5, in operation 510, the wearable device receives
a gesture and a second biosignal from a user.

In operation 515, the wearable device stores, in a memory of the wearable device, a
first biosignal corresponding to the gesture, and the second biosignal.

A process of storing initial user information is performed in operations 510 and 515,
and thus, the user information stored in operations 510 and 515 may be used for user
authentication in the wearable device. When two or more users use the wearable
device, the information stored in operations 510 and 515 may be managed with respect
to each of the users.

In operation 520, the wearable device detects the first biosignal generated in response
to the gesture performed by the user. The first biosignal may be generated in response
to a muscle movement of the user to input the gesture. The first biosignal may include,
for example, an EMG signal generated before and after the muscle movement of the
user, a light signal penetrating a muscle of the user, and/or a force signal generated by
the muscle of the user.

In operation 525, the wearable device detects the second biosignal of the user. The
second biosignal may be a biosignal unique to each of users and distinguished from the
first biosignal, and may include, for example, an ECG signal, a PPG signal, a voice of
the user, and/or an impedance signal generated by a body of the user.

In operation 530, the wearable device stores, with respect to at least one user, in-
formation directly or indirectly representing the first biosignal and the second
biosignal, in the memory.

In operation 535, the wearable device determines whether the first biosignal detected
by the first sensor corresponds to the information stored in the memory. When the
wearable device determines that the first biosignal corresponds to the stored in-
formation, the wearable device continues in operation 540. When the wearable device
determines that the first biosignal does not correspond to the stored information, the
wearable device ends the method.

In operation 540, the wearable device initiates a process of user authentication.

In operation 545, the wearable device compares the second biosignal detected by the
second sensor to the information stored in the memory.

In operation 550, the wearable device determines whether a difference between the
second biosignal detected by the second sensor and the information stored in the
memory is within a predetermined error range. When the wearable device determines

that the difference between the second biosignal and the stored information is within
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[97]

[98]

[99]

[100]

[101]

[102]

the predetermined error range, the wearable device continues in operation 555. When
the wearable device determines that the difference between the second biosignal and
the stored information is outside the predetermined error range, the wearable device
ends the method.

In operation 555, the wearable device authenticates the user.

When the wearable device determines that the difference between the second
biosignal and the stored information is beyond the predetermined error range, the
wearable device may provide basic information, such as time and day, to the user.

FIG. 6 is a flowchart illustrating an example of an authentication method used to
provide different functions based on access right information of a user in a wearable
device. Referring to FIG. 6, in operation 610, the wearable device stores the access
right information on at least one function executable in the wearable device.

In operation 620, the wearable device receives, from the user, an input of a command
to execute a function of the wearable device of the at least one function executable in
the wearable device.

In operation 630, the wearable device reads, by referring to a memory of the
wearable device, the access right information on the function for which the command
to execute is input.

In operation 640, the wearable device provides at least one of a visual feedback, an
auditory feedback, and a tactile feedback to the user based on the access right in-
formation. Each feedback may be a request sent to the user for authentication.

FIG. 7 is a flowchart illustrating an example of an operational method used when a
wearable device is detached from a user. Described hereinafter is an example in which
a wearing detection sensor is provided with a sensor detecting a change of impedance.

Referring to FIG. 7, in operation 710, the wearable device detects, from the wearing
detection sensor, the change of the impedance input to the wearable device.

In operation 720, the wearable device determines whether the wearable device is
detached from the user based on the change of the impedance. When the wearable
device determines that the wearable device is detached from the user, the wearable
device continues in operation 730. When the wearable device determines that the
wearable device is attached to the user, the wearable device continues in operation 740.

For example, when a value of the impedance input to the wearable device is greater
than a predetermined level or is changed to be less than the predetermined level, the
wearable device may determine that the wearable device is detached from the user.
When a value of the impedance input to the wearable device remains at the prede-
termined level or is increased to be the predetermined level, the wearable device may
determine that the wearable device is not detached from the user.

In operation 730, the wearable device controls user authentication to be invalid.
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In operation 740, the wearable device controls the user authentication to be
maintained.

According to another example, the wearing detection sensor may include a photo
sensor detecting an amount of light collected on a back of the wearable device, or a
sensor detecting tension of a band. In this example, the wearable device may determine
whether the wearable device is detached from the user in a same or a similar manner as
described, based on a characteristic of each sensor.

FIG. 8 is a diagram illustrating an example of access right information on executable
functions, which are stored in a memory of a wearable device. Referring to FIG. §, in
the memory of the wearable device, the access right information on the executable
functions may be stored along with a command code for execution of each of the ex-
ecutable functions, such as performing a financial task, smartphone banking, opening a
personal e-mail, using the Internet, transmitting an SMS message, and providing time
(clock) and weather information.

A different access right determined with respect to each of the executable functions
may be stored in the memory. For example, the access right of level 4 may be de-
termined for functions relating to important financial information and privacy
protection such as performing a financial task, smartphone banking, and opening a
personal e-mail. The access right of level 3 may be determined for functions such as
using the Internet and transmitting an SMS message. Also, the access right of level 0
may be determined for basic functions needing no security, such as, providing time or
weather information. The functions for which the access right of level 0 is determined,
may be provided even when a user does not undergo user authentication or fails the
user authentication.

For example, when a command for execution is input from the user, a processor of
the wearing device may verify, by referring to the memory, which function is related to
the command based on an input command code for execution, and may read the access
right information on the verified function. For example, when the input command code
for execution is #00011, the processor may verify that the function is a function of
opening a personal e-mail, and may read that the access right information on the
verified function of opening a personal e-mail is of level 4. The processor may request,
based on the access right information, for example, of level 4, an additional user au-
thentication to the user, using a visual feedback, an auditory feedback, and/or a tactile
feedback.

Described in the foregoing is the example in which the access right information on at
the executable functions in the wearable device is stored in a form or order of a level of
the access right. However, the access right information may be stored in other various

forms or orders.
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The various units, elements, and methods described above may be implemented
using one or more hardware components, one or more software components, or a com-
bination of one or more hardware components and one or more software components.

A hardware component may be, for example, a physical device that physically
performs one or more operations, but is not limited thereto. Examples of hardware
components include microphones, amplifiers, low-pass filters, high-pass filters, band-
pass filters, analog-to-digital converters, digital-to-analog converters, and processing
devices.

A software component may be implemented, for example, by a processing device
controlled by software or instructions to perform one or more operations, but is not
limited thereto. A computer, controller, or other control device may cause the
processing device to run the software or execute the instructions. One software
component may be implemented by one processing device, or two or more software
components may be implemented by one processing device, or one software
component may be implemented by two or more processing devices, or two or more
software components may be implemented by two or more processing devices.

A processing device may be implemented using one or more general-purpose or
special-purpose computers, such as, for example, a processor, a controller and an
arithmetic logic unit, a digital signal processor, a microcomputer, a field-pro-
grammable array, a programmable logic unit, a microprocessor, or any other device
capable of running software or executing instructions. The processing device may run
an operating system (OS), and may run one or more software applications that operate
under the OS. The processing device may access, store, manipulate, process, and create
data when running the software or executing the instructions. For simplicity, the
singular term "processing device" may be used in the description, but one of ordinary
skill in the art will appreciate that a processing device may include multiple processing
elements and multiple types of processing elements. For example, a processing device
may include one or more processors, or one or more processors and one or more con-
trollers. In addition, different processing configurations are possible, such as parallel
processors or multi-core processors.

A processing device configured to implement a software component to perform an
operation A may include a processor programmed to run software or execute in-
structions to control the processor to perform operation A. In addition, a processing
device configured to implement a software component to perform an operation A, an
operation B, and an operation C may have various configurations, such as, for
example, a processor configured to implement a software component to perform op-
erations A, B, and C; a first processor configured to implement a software component

to perform operation A, and a second processor configured to implement a software
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component to perform operations B and C; a first processor configured to implement a
software component to perform operations A and B, and a second processor configured
to implement a software component to perform operation C; a first processor
configured to implement a software component to perform operation A, a second
processor configured to implement a software component to perform operation B, and
a third processor configured to implement a software component to perform operation
C; a first processor configured to implement a software component to perform op-
erations A, B, and C, and a second processor configured to implement a software
component to perform operations A, B, and C, or any other configuration of one or
more processors each implementing one or more of operations A, B, and C. Although
these examples refer to three operations A, B, C, the number of operations that may
implemented is not limited to three, but may be any number of operations required to
achieve a desired result or perform a desired task.

[114] Software or instructions for controlling a processing device to implement a software
component may include a computer program, a piece of code, an instruction, or some
combination thereof, for independently or collectively instructing or configuring the
processing device to perform one or more desired operations. The software or in-
structions may include machine code that may be directly executed by the processing
device, such as machine code produced by a compiler, and/or higher-level code that
may be executed by the processing device using an interpreter. The software or in-
structions and any associated data, data files, and data structures may be embodied per-
manently or temporarily in any type of machine, component, physical or virtual
equipment, computer storage medium or device, or a propagated signal wave capable
of providing instructions or data to or being interpreted by the processing device. The
software or instructions and any associated data, data files, and data structures also
may be distributed over network-coupled computer systems so that the software or in-
structions and any associated data, data files, and data structures are stored and
executed in a distributed fashion.

[115] For example, the software or instructions and any associated data, data files, and data
structures may be recorded, stored, or fixed in one or more non-transitory computer-
readable storage media. A non-transitory computer-readable storage medium may be
any data storage device that is capable of storing the software or instructions and any
associated data, data files, and data structures so that they can be read by a computer
system or processing device. Examples of a non-transitory computer-readable storage
medium include read-only memory (ROM), random-access memory (RAM), flash
memory, CD-ROMs, CD-Rs, CD+Rs, CD-RWs, CD+RWs, DVD-ROMs, DVD-Rs,
DVD+Rs, DVD-RWs, DVD+RWs, DVD-RAMs, BD-ROMs, BD-Rs, BD-R LTHs,
BD-REs, magnetic tapes, floppy disks, magneto-optical data storage devices, optical
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data storage devices, hard disks, solid-state disks, or any other non-transitory
computer-readable storage medium known to one of ordinary skill in the art.

Functional programs, codes, and code segments for implementing the examples
disclosed herein can be easily constructed by a programmer skilled in the art to which
the examples pertain based on the drawings and their corresponding descriptions as
provided herein.

As a non-exhaustive illustration only, a device described herein may refer to mobile
devices such as, for example, a cellular phone, a smart phone, a wearable smart device
(such as, for example, a ring, a watch, a pair of glasses, a bracelet, an ankle bracket, a
belt, a necklace, an earring, a headband, a helmet, a device embedded in the cloths or
the like), a personal computer (PC), a tablet personal computer (tablet), a phablet, a
personal digital assistant (PDA), a digital camera, a portable game console, an MP3
player, a portable/personal multimedia player (PMP), a handheld e-book, an ultra
mobile personal computer (UMPC), a portable lab-top PC, a global positioning system
(GPS) navigation, and devices such as a high definition television (HDTV), an optical
disc player, a DVD player, a Blue-ray player, a setup box, or any other device capable
of wireless communication or network communication consistent with that disclosed
herein. In a non-exhaustive example, the wearable device may be self-mountable on
the body of the user, such as, for example, the glasses or the bracelet. In another non-
exhaustive example, the wearable device may be mounted on the body of the user
through an attaching device, such as, for example, attaching a smart phone or a tablet
to the arm of a user using an armband, or hanging the wearable device around the neck
of a user using a lanyard.

While this disclosure includes specific examples, it will be apparent to one of
ordinary skill in the art that various changes in form and details may be made in these
examples without departing from the spirit and scope of the claims and their
equivalents. The examples described herein are to be considered in a descriptive sense
only, and not for purposes of limitation. Descriptions of features or aspects in each
example are to be considered as being applicable to similar features or aspects in other
examples. Suitable results may be achieved if the described techniques are performed
in a different order, and/or if components in a described system, architecture, device,
or circuit are combined in a different manner and/or replaced or supplemented by other
components or their equivalents. Therefore, the scope of the disclosure is defined not
by the detailed description, but by the claims and their equivalents, and all variations
within the scope of the claims and their equivalents are to be construed as being

included in the disclosure.
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Claims

A wearable device, comprising:

a first sensor configured to detect a first biosignal generated in response
to a gesture performed by a user;

a second sensor configured to detect a second biosignal of the user;

a memory configured to store, with respect to at least one user, in-
formation of the first biosignal and the second biosignal; and

a processor configured to

initiate user authentication based on a result of determining whether the
detected first biosignal corresponds to the stored information, and
authenticate the user by comparing the detected second biosignal to the
stored information.

The device of claim 1, wherein the first biosignal is generated in
response to a muscle movement performed by the user to input the
gesture.

The device of claim 2, wherein the first biosignal is at least one of an
electromyogram (EMG) signal generated before and after the muscle
movement, a light signal penetrating a muscle of the user, and a force
signal generated by the muscle.

The device of claim 1, wherein the second biosignal is at least one of an
electrocardiogram (ECG) signal, a photoplethysmogram (PPG) signal,
a voice of the user, and an impedance signal generated by a body of the
user.

The device of claim 1, wherein the stored information comprises a
piece of feature point information obtained by performing signal
processing on the first biosignal and the second biosignal.

The device of claim 1, wherein the stored information is encoded.

The device of claim 1, wherein the processor is configured to:
determine whether a difference between the detected second biosignal
and the stored information is within a predetermined error range; and
authenticate the user based on a result of the determining of whether
the difference is within the predetermined error range.

The device of claim 1, further comprising:

an initial authenticator configured to

receive the gesture and the second biosignal from the user; and

store, in the memory, the first biosignal corresponding to the gesture,

and the second biosignal.
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The device of claim 1, wherein:

the memory is further configured to store access right information of a
function executable in the wearable device; and

in response a command to execute the function being input to the
wearable device by the user, the processor is configured to

read, from the memory, the access right information, and

provide, to the user, at least one of a visual feedback, an auditory
feedback, and a tactile feedback based on the access right information.
The device of claim 9, wherein the feedback is a request for the user
authentication.

The device of claim 1, further comprising:

a wearing detection sensor configured to detect whether the wearable
device is detached from the user,

wherein the processor is configured to control the user authentication to
be invalid in response to the wearable device being detected to be
detached from the user.

The device of claim 11, wherein the wearing detection sensor is
configured to:

detect a mechanical movement of a band attached to a portion of a body
of the user; and/or

detect an electrical signal generated by attaching and detaching of the
band.

The device of claim 1, wherein:

the memory is further configured to store device setting information of
the at least one user; and

in response to the user being authenticated, the processor is further
configured to

read, from the memory, the device setting information of the au-
thenticated user, and

provide, to the user, a user interface based on the device setting in-
formation.

The device of claim 1, wherein the wearable device is a watch-type
smartphone.

A wearable device, comprising:

a first sensor configured to detect a first biosignal generated in response
to a muscle movement performed by a user to input a gesture;

a second sensor configured to detect a second biosignal of the user, the

second biosignal being at least one of an electrocardiogram (ECG)
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signal, a photoplethysmogram (PPG) signal, a voice of the user, and an
impedance signal generated by a body of the user;

a memory configured to store, with respect to at least one user, in-
formation of the first biosignal and the second biosignal; and

a processor configured to

trigger user authentication based on a result of determining whether the
detected first biosignal corresponds to the stored information, and
authenticate the user by comparing the detected second biosignal to the
stored information.

A user authentication method of a wearable device, the method
comprising:

detecting a first biosignal generated in response to a gesture performed
by a user;

detecting a second biosignal of the user;

storing, with respect to at least one user, information of the first
biosignal and the second biosignal;

initiating user authentication based on a result of determining whether
the detected first biosignal corresponds to the stored information; and
authenticating the user by comparing the detected second biosignal to
the stored information.

The method of claim 16, wherein the authenticating comprises:
determining whether a difference between the detected second
biosignal and the stored information is within a predetermined error
range; and

authenticating the user based on a result of the determining of whether
the difference is within the predetermined error range.

The method of claim 16, further comprising:

receiving the gesture and the second biosignal from the user; and
storing the first biosignal corresponding to the gesture, and the second
biosignal.

The method of claim 16, further comprising:

storing access right information of a function executable in the
wearable device,

wherein, in response a command to execute the function being input to
the wearable device by the user, the initiating comprises reading the
access right information, and providing, to the user, at least one of a
visual feedback, an auditory feedback, and a tactile feedback based on

the access right information.
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[Claim 20] The method of claim 16, further comprising:
detecting whether the wearable device is detached from the user; and
controlling the user authentication to be invalid in response to the
wearable device being detected to be detached from the user.

[Claim 21] The method of claim 20, wherein the detecting comprises:
detecting a mechanical movement of a band attached to a portion of a
body of the user; and/or
detecting an electrical signal generated by attaching and detaching of
the band.

[Claim 22] The method of claim 16, further comprising:
storing device setting information of the at least one user; and
in response to the user being authenticated, reading the device setting
information of the authenticated user, and providing, to the user, a user
interface based on the device setting information.

[Claim 23] A non-transitory computer-readable storage medium storing a program
comprising instructions to cause a computer to perform the method of
claim 16.

[Claim 24] A wearable device, comprising:
a first sensor configured to detect a first signal of a user;
a second sensor configured to detect a second signal of the user; and
a processor configured to
initiate user authentication in response to the detected first signal corre-
sponding to information of the first signal, and
authenticate the user in response to the detected second signal being
within a predetermined range of information of the second signal.

[Claim 25] The wearable device of claim 24, wherein the information of the first
and second signals are predetermined.

[Claim 26] The wearable device of claim 24, wherein the processor is further
configured to:
receive, from the user, a command to execute a function; and
provide, to the user, a feedback based on predetermined access right in-
formation corresponding to the function, the predetermined access right

information indicating a level of the user authentication needed.
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[Fig. 3]
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[Fig. 5]
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DOES FIRST BIOSIGNAL
CORRESPOND TO INFORMATION
STORED IN MEMORY?

NO

INITIATE PROCESS OF USER AUTHENTICATION

—— 540

Y

COMPARE SECOND BIOSIGNAL TO INFORMATION
STORED IN MEMORY

—— 545

550

IS DIFFERENCE
BETWEEN SECOND BIOSIGNAL
AND INFORMATION STORED IN MEMORY
WITHIN PREDETERMINED ERROR

NO

AUTHENTICATE USER

—~— 555

V‘
( END )

-28-

Masimo Ex. 1011

IPR Petition - USP 10,942,491



6/7

WO 2015/034149 PCT/KR2014/001414

[Fig. 6]

( START )

Y

STORE ACCESS RIGHT INFORMATION ON AT LEASTONE | 410
FUNCTION EXECUTABLE IN WEARABLE DEVICE
\
RECEIVE, FROM USER, INPUT OF COMMAND TO 620
EXECUTE FUNCTION OF WEARABLE DEVICE
\
READ ACCESS RIGHT INFORMATION ON FUNCTION | 630
BY REFERRING TO MEMORY
\
PROVIDE AT LEAST ONE OF VISUAL, AUDITORY,
AND TACTILE FEEDBACKS TO USER BASED ON —— 640
ACCESS RIGHT INFORMATION
\
( END )
[Fig. 7]
( START )
A
DETECT CHANGE OF IMPEDANCE | ___ 7/
INPUT TO WEARABLE DEVICE
720
IS WEARABLE NO
DEVICE DETACHED FROM
(')
USERY 240
/,4/730 Y /N/
CONTROL USER
CONTROL USER AUTHENTICATION AUTHENTICATION
TO BE INVALID TO BE MAINTAINED

Y

( END )
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[Fig. 8]
COMMAND CODE|  ACCESS RIGHT
FUNCTION | 5oR EXECUTION | INFORMATION \
FINANCIAL TASK #00001 LEVEL : 4 \
PERSONAL EMAIL 400011 LEVEL : 4 /
INTERNET 400111 LEVEL : 3
SMS 401111 LEVEL : 3 /
LEVEL : 0
CLOCK #11111 (BASIC FUNCTION) (
WEATHER 1110 LEVEL : 0
INFORMATION (BASIC FUNCTION)
I
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