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57 ABSTRACT 

An intelligent data protection system includes a men 
ory refreshing apparatus and a memory access appara 
tus connected to the volatile memory array of a com 
puter system for maintaining the integrity of the data 
contained therein and allowing the main computer sys 
tem to access data. Control apparatus follows a user 
programmable power control sequence to selectively 
provide power to various components and to initiate the 
transfer of data into a non-volatile memory. Initially, 
the control apparatus provides power from a reserve 
power supply to the volatile memory, the memory 
maintenance apparatus, and the memory access appara 
tus immediately upon detecting a power failure. If the 
power is not restored within a predetermined time, the 
control apparatus removes power from all non-essential 
components, including the memory access apparatus, to 
minimize the power consumed by the data protection 
system while still maintaining the data in the volatile 
memory. The data protection system also includes data 
transfer apparatus to transfer data from the volatile 
memory into a non-volatile memory upon command 
from the control apparatus. 

26 Claims, 9 Drawing Sheets 
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DATAPROTECTIONSYSTEMUSINGDIFFERENT 
LEVELS OF RESERVE POWER TO MAINTAIN 
DATA IN VOLATELE MEMORIES FOR ANY 

PERIOD OF TIME 

BACKGROUND OF THE INVENTION 
1. Field of the Invention 
This invention relates to data protection systems for 

computer systems in general, and more particularly to a 
data protection system having user programmable 
power sequences to efficiently manage the limited 
power available from a reserve power supply. 

2. Brief Description of the Prior Art 
Almost without exception, most currently used com 

puter systems, from the smallest microprocessor oper 
ated devices on up to the large, so-called "main frame' 
computer Systems, rely at least to some extent on vola 
tile memory arrays to temporarily store data being pro 
cessed. Such memory arrays are referred to as "vola 
tile,” because they require constant electrical power to 
retain data. If electrical power to the memory array is 
interrupted as a result of a power failure or a failure of 
the memory power supply, the data stored in the mem 
ory will be lost. 
A common type of volatile memory array used by 

such computer systems is the so-called Dynamic Ran 
dom. Access Memory, or DRAM. DRAM memory 
arrays are used in a wide variety of computer memory 
devices, such as RAM memory arrays, memory caching 
systems, and solid state disk drive systems, because they 
are relatively compact and inexpensive and can store 
large amounts of data. One characteristic of such Dy 
namic Random Access Memories (DRAMs) is that they 
need to be periodically "refreshed' (i.e., electrically 
recharged) every few milliseconds to retain data over 
extended periods of time. Therefore, Dynamic Randon 
Access Memory arrays require suitable hardware re 
freshing apparatus to provide such periodic data re 
freshment. Unfortunately, if the electrical power to the 
DRAM array and the data refreshing apparatus is inter 
rupted, even momentarily, the data stored in the 
DRAM array will be lost forever and must be replaced 
or reconstructed before computer operations can re 
Sle. 

Since such data replacement or reconstruction tends 
to be relatively difficult and time consuming, and may 
even be impossible in some circumstances, numerous 
data protection systems have been devised to help pre 
vent data loss during various types of long and short 
term power failures or surges that would otherwise 
result in a partial or total loss of the data stored in such 
volatile memory arrays. Examples of such data protec 
tion systems are shown in U.S. Pat. No. 3,980,935 issued 
to Worst; U.S. Pat. No. 4,327,410 issued to Patel et al.; 
U.S. Pat. No. 4,375,663 issued to Arcara et at; U.S. Pat. 
No. 4,458,307 issued to McAnlis et at.; U.S. Pat. No. 
4,525,800 issued to Hameria; U.S. Pat. No. 4,677,311 
issued to Morita; U.S. Pat. No. 4,698,808 issued to Ishii; 
U.S. Pat. No. 4,763,333 issued to Byrd; U.S. Pat. No. 
4,800,532 issued to Honeck et at.; U.S. Pat. No. 
4,874,960 issued to Cybela; and U.S. Pat. No. 4,907,150 
issued to Arroyo et al. 
Most of the existing data protection systems, such as 

those listed above, can be grouped into one of two 
categories or classifications depending on the particular 
data saving strategy that is utilized. Data protection 
systems falling into the first category (hereinafter re 
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2 
ferred to as category I systems) typically rely on rela 
tively large capacity storage batteries in the reserve 
power supplies to continually supply power to the vola 
tile memory arrays and memory refreshing apparatus 
until the main power is restored. In contrast, data pro 
tection systems falling into the second category (herein 
after referred to as category II systems) usually include 
memory transfer apparatus in addition to the data re 
freshing apparatus to transfer data from the volatile 
memory arrays into non-volatile memory arrays (i.e., 
memory arrays that can retain data without power) 
upon detecting power failures. 

Unfortunately, a major drawback associated with the 
category I data protection systems is that if the main 
power remains interrupted for a long period of time, the 
reserve power supplies (usually comprising conven 
tional storage batteries) may be exhausted, resulting in a 
complete loss of data. One way to circumvent this prob 
lem has been to provide relatively large capacity back 
up batteries in the reserve power supplies to extend the 
time that the systems can preserve data in the volatile 
memory array. However, such large reserve batteries 
require large capacity battery chargers and associated 
components, which increase the overall costs, complex 
ities, and sizes of such data protection systems. Further 
more, most category I systems rely on the reserve 
power supply to supply power to the entire computer 
system, including the main processor and any peripheral 
devices, thereby substantially increasing the power 
demands placed on the reserve power supply. There 
fore, regardless of the size of the battery in the reserve 
power supply, there is always a chance that the battery 
will be exhausted before the main power is restored, 
resulting in a complete loss of data. 
Another disadvantage associated with category I 

systems is that the reserve power supplies are only used 
on rare occasions, since power outages or failures of the 
main power supplies are relatively infrequent. There 
fore, it is simply not efficient to provide large capacity 
reserve power supplies when such supplies are infre 
quently required. Unfortunately, reducing the capaci 
ties of the components of such reserve power supplies 
to make their costs acceptable introduces the problem 
of limiting the amount of time that the data protection 
systems can compensate for power interruptions. 
The category II data protection systems were devel 

oped in response to the shortcomings associated with 
the category I systems described above. Most of the 
category II data protection systems immediately trans 
fer data stored in the volatile computer memories into a 
non-volatile memory as soon as a power interruption is 
detected. Since the volatile memory arrays and the data 
protection system need only be energized during the 
time necessary to transfer the data to the non-volatile 
memory, much smaller reserve batteries can be used in 
the reserve power supply without compromising the 
ability of the data protection system to preserve data. 
Accordingly, category II data protection systems have 
tended to be effective in reducing the sizes of the re 
serve battery systems, because the power consuming 
volatile memory arrays only require power until the 
data stored therein can be transferred into non-power 
consuming non-volatile memory arrays. As soon as all 
the data are transferred by such a system, the entire data 
protection system is then usually shut down. 
An example of such a category II data protection 

system is described in the patent issued to Byrd (U.S. 
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Pat. No. 4,763,333). Essentially, Byrd discloses a data 
protection system for PC-type computers which saves 
the data stored in various volatile memory arrays in the 
computer into a non-volatil. e memory, such as a mag 
netic disk, as soon as a power interruption is detected. 
Byrd accomplishes this data protection function by 
immediately connecting the reserve power supply to 
the CPU and the volatile memory array (RAM), as well 
as to all the other devices connected to the CPU, to 
preserve the data in the volatile memories associated 
with these devices. Byrd's system then transfers all data 
stored in the respective volatile memories of such de 
vices, including the CPU state, operating system, appli 
cation program, and user data, into the non-volatile 
memory. When power is restored, Byrd's data protec 
tion system then transfers the data from the non-volatile 
memory array back into the respective volatile memory 
arrays from which the data originated, thereby restor 
ing the PC to the exact state in which it was before the 
power failed, right down to the cursor position on the 
SCeel. 

While the system disclosed by Byrd is useful in many 
circumstances, it is not without drawbacks. For exam 
ple, while Byrd's system is suitable for relatively small, 
low power consuming computers, such as PCs, it can 
not be effectively adapted for use in a larger, main frame 
computer, because of the enormous power loads that 
would be placed on the reserve batteries by the large 
central processor and volatile memory arrays, not to 
mention the numerous high power consuming periph 
eral devices, such as solid state disks, that are commonly 
connected to such a large computer system. Providing a 
large enough reserve power supply to energize these 
components, even for a short time according to the 
teachings of Byrd, is just not practical. 
Another problem associated with the data protection 

system according to Byrd is that there is no convenient 
means of stopping the data transfer process if power is 
restored to the system during the time the data are being 
transferred from the volatile memory arrays into the 
non-volatile memory, such as would occur in relatively 
common, but momentary power outages lasting only a 
few seconds or minutes. With Byrd's system, the user 
must wait until the data protection system transfers all 
the data into the non-volatile memory and back into the 
volatile memories before computer operation can be 
resumed. While this delay is not a problem for small 
PCs, since the amount of data being handled is rela 
tively small and can be quickly transferred, it is imprac 
tical on large computer systems since the amount of 
data being handled is many orders of magnitude larger. 
Further, if such a large computer system needs to be 
briefly shut down to service a piece of equipment, the 
users will have to wait for Byrd's data recovery se 
quence to be completed before they can use the system. 

Therefore, there is a need for a data protection sys 
tem that can be effectively used with larger, high power 
consuming computer systems that include relatively 
large volatile RAM arrays, solid state disks, data cach 
ing systems, and the like, while only requiring a rela 
tively small reserve battery to ensure data protection. 
Such a data protection system should be capable of 
temporarily powering the volatile memory arrays to 
allow the computer system to be rapidly restored to 
operation following short power outages, and yet en 
sure full data integrity by storing the data in non 
volatile memory in the event the power failure is of long 
duration. Ideally, such a data protection system should 
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4. 
have a user configurable power sequence to allow the 
user to tailor the operation of the system depending on 
the size of the reserve battery utilized and should have 
a user selectable recovery option to allow the user to 
select whether the data transfer process will be com 
pleted if power is restored during that process. Until 
this invention, no such data protection system existed. 

SUMMARY OF THE INVENTION 

Accordingly, it is a general object of this invention to 
provide an improved data protection system that more 
efficiently utilizes the limited energy stored in the re 
serve power supply. 

It is another object of this invention to provide an 
improved data protection system that can maintain the 
data stored in the volatile memory system in an on-line 
state during short duration power outages. 

It is a further object of this invention to provide an 
improved data protection system that will automati 
cally minimize the power load placed on the reserve 
power supply in accordance with a power control se 
quence. 

It is yet a further object of this invention to automati 
cally transfer data to a non-volatile memory only when 
the reserve power supply can no longer maintain data in 
an on-line state. 

It is still another object of this invention to provide an 
improved data protection system for quickly and accu 
rately restoring data to the volatile memory if the 
power returns during the time when data are being 
transferred to the non-volatile memory. 

It is a more specific object of this invention to provide 
an improved data protection system having a user pro 
grammable power control sequence. 

Additional objects, advantages and novel features of 
the invention shall be set forth in part in the description 
that follows, and in part will become apparent to those 
skilled in the art upon examination of the following or 
may be learned by the practice of the invention. The 
objects and the advantages of the invention may be 
realized and attained by means of the instrumentalities 
and in combinations particularly pointed out in the 
appended claims. 
To achieve the foregoing and other objects and in 

accordance with the purpose of the present invention, 
as embodied and broadly described herein, the intelli 
gent data protection system of this invention includes a 
memory refreshing apparatus and a memory access 
apparatus connected to the volatile memory array of a 
computer system for maintaining the integrity of the 
data contained therein and allowing the main computer 
system to access data. Control apparatus follows a user 
programmable power control sequence to selectively 
provide power to various components and to initiate the 
transfer of data into a non-volatile memory. Initially, 
the control apparatus provides power from a reserve 
power supply to the volatile memory, the memory 
maintenance apparatus, and the memory access appara 
tus immediately upon detecting a power failure. If the 
power is not restored within a predetermined time, the 
control apparatus removes power from all non-essential 
components, including the memory access apparatus, to 
minimize the power consumed by the data protection 
system while still maintaining the data in the volatile 
memory. The data protection system also includes data 
transfer apparatus to transfer data from the volatile 
memory into a non-volatile memory upon command 
from the control apparatus. 
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The method of the intelligent data protection system 
of this invention includes the steps of monitoring the 
memory power supply and selectively supplying re 
serve power from a reserve power supply to the volatile 
memory, the memory refreshing apparatus, the memory 
access apparatus, and the non-volatile memory in accor 
dance with the user programmable power control se 
quence. 

BRIEF DESCRIPTION OF THE DRAWINGS 
The accompanying drawings, which are incorpo 

rated herein and form a part of the specification illus 
trate preferred embodiments of the present invention, 
and together with the description, serve to explain the 
principles of the invention. In the drawings: 
FIG. 1 is a schematic block diagram of the intelligent 

data protection system according to the present inven 
tion showing the major components in the power sub 
System and control subsystem and how those compo 
nents are connected to the volatile memory array, the 
non-volatile memory array, and to the main computer 
system; 

FIG. 2 is a graph of the power control sequence 
utilized by the intelligent data protection system to 
minimize the load on the reserve power supply while 
keeping the data in an on-line or "near' on-line state; 
FIG.3 is a flow chart of the initial power on sequence 

executed by the intelligent data protection system ac 
cording to the present invention; 
FIG. 4 is a flow diagram of the idle loop process 

executed by the intelligent data protection system; 
FIG. 5 is a detailed flow diagram of the power loss 

process executed by the intelligent data protection sys 
tem according to the present invention; 

FIG. 6 is flow diagram of the force save process 
executed by the intelligent data protection system; 

FIG. 7 is a schematic diagram of the switch circuit 
shown in FIG. 1 showing how power from either the 
main power supply or reserve power supply can be 
selectively routed to three individual power conduc 
tors; 
FIG. 8 is a detailed block diagram of the supervisor 

circuit shown in FIG. 1 showing the power loss detec 
tion circuit, the reserve power sensing circuit, and the 
time out detection circuit; and 

FIG. 9 is a block diagram of the memory control 
logic circuit shown in FIG. 1. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENT 

The intelligent data protection system 10 according 
to the present invention is shown in FIG. 1 and gener 
ally comprises a power subsystem 12 and a control 
subsystem 14 that are connected to each other and to a 
volatile memory 16, a non-volatile memory 18, and a 
main computer system 20. In the preferred embodiment, 
the volatile memory 16 is a solid state disk drive (SSD) 
of the type commonly used to temporarily store large 
amounts of frequently accessed data to allow rapid 
access thereto by the computer system 20. Accordingly, 
the following description is directed to a data protec 
tion system for protecting data stored in such a volatile 
SSD memory system. However, it should be under 
stood that the data protection system 10 according to 
the present invention could be used just as easily with a 
wide variety of volatile memory arrays, such as those 
found in memory caching systems or RAM (random 
access memory) systems, with only minor changes that 
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6 
would be obvious to persons having ordinary skill in 
this art depending on the particular configuration of the 
volatile memory array and after having become familiar 
with this invention. Therefore, while the following 
description is directed to a data protection system for 
use with a SSD, the present invention should not be 
regarded as limited to use only with SSD memory sys 
tenS. 

In the preferred embodiment, the power subsystem 
12 supplies power to certain selected portions of the 
control subsystem 14, the volatile memory array 16 of 
the solid state disk drive system (not shown), and the 
non-volatile or back-up memory array 18 via primary, 
secondary, and tertiary power conductors 22, 24, and 
26, respectively, and in accordance with a power con 
trol sequence 72 (FIG. 2), as will be described in detail 
below. A microprocessor 60 in the control subsystem 14 
controls the operation of the various components of the 
data protection system 10. 

During normal computer operation, power supplied 
by the main power supply 32 passes through switch 
circuit 36 which directs the power to the volatile mem 
ory 16 and the control subsystem 14 via primary and 
secondary power conductors 22 and 24. Note that the 
tertiary power conductor 26, which supplies power to 
the non-volatile memory 18 is not energized at this time. 
During such normal computer operation, the data pro 
tection system 10 constantly monitors the electrical 
power supplied by the main power supply 32 for inter 
ruptions caused by either an interruption of the AC 
power to the main power supply 32 or by the failure of 
some component within the main power supply 32 it 
self. When such an interruption is detected, the supervi 
sor circuit 38 immediately directs the switch circuit 36 
to connect the reserve power supply 34 to the primary 
and secondary power lines 22 and 24, thereby prevent 
ing data loss. 
As was briefly mentioned above, and as will be de 

scribed in detail below, the microprocessor 60 now 
directs the operation of the data protection system 10 in 
accordance with the predetermined power control se 
quence 72 shown in FIG. 2. Essentially, this power 
control sequence 72 includes three power load sequen 
ces 74, 76, and 78, that are sequentially activated de 
pending on the amount of time that has passed since the 
power loss occurred and on certain other factors that 
will be described below. Immediately following a 
power loss, the power load 74 on the reserve power 
supply is the same as that placed on the main power 
supply 32 before the power loss occurred, i.e., the pri 
mary and secondary power conductors 22 and 24, re 
spectively, remain energized. During this power load 
sequence 74, power will continue to be supplied to the 
volatile memory array 16 and the entire control subsys 
tem 14, so that the data stored in the volatile memory 
remain in an "on-line' state. Thus, if power is restored 
while the data protection system is in this power load 
sequence 74, the main computer 20 can immediately 
begin accessing the data once the main computer system 
20 has been re-booted. 

If power is not restored before the expiration of the 
power load sequence 74, the timers 52 in control subsys 
tem 14 (FIG. 1) will direct the supervisor circuit 38 to 
begin reduced power load sequence 76 by removing 
power from the secondary power line 24. When power 
is removed from the secondary power line 24, those 
circuits not required to preserve the data in the memory 
array 16 are de-energized to minimize the power drain 
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on the reserve power supply 34. See FIG.2. During this 
reduced power load sequence 76, the data in memory 16 
are kept in a "near’ on-line status. That is, while data 
access operations cannot be immediately resumed as 
Soon as power is restored, such data access operations 
can begin as soon as power is restored to both the main 
computer system 20 and to the non-essential circuits of 
control subsystem 14 that are energized by the second 
ary power line 24. 

If power is not restored during this reduced power 
load sequence 76, the timers 52 in control subsystem 14 
will direct the supervisor circuit 38 to reconnect the 
reserve power supply 34 to the secondary power con 
ductor 24. At this time, the timers 52 will also direct the 
Supervisor circuit 38 to connect the reserve power sup 
ply 34 to the tertiary power conductor 26 to energize 
the non-volatile memory 18, such as a magnetic disk 
drive or tape unit. Then, after these components have 
been energized, the data protection system 10 will begin 
transferring data from the volatile memory 16 to the 
non-volatile memory array 18 while there is still enough 
power in the reserve power supply 34 to accomplish 
this data transfer. After all the data have been trans 
ferred, the reserve power supply 34 is disconnected 
from all the power conductors and the system 10 will 
remain in this power off state until power is restored to 
the system. Advantageously, a user selectable recovery 
option allows the user to select one of two "recovery 
modes' if power is restored during the data transfer 
process executed during power sequence 78. If the first 
recovery mode is selected, the system 10 will continue 
the data transfer process until all the data have been 
transferred into the non-volatile memory 18. Only after 
all the data have been transferred can data access opera 
tions resume. If the second recovery mode is selected, 
the system 10 will immediately abort the data transfer 
process to allow data access operations to be resumed 
immediately. 
The intelligent data protection system 10 according 

to this invention, therefore, represents an improvement 
over the existing volatile memory data protection sys 
tems, because data are kept in an on-line state or a 
“near’ on-line state in the volatile memory array 16 for 
a maximum period of time commensurate with the en 
ergy capacity of the reserve power supply 34. Thus, the 
computer system 20 can be quickly restored to func 
tional status if power is restored anytime during power 
load sequence 74 or 76 without having to wait for a time 
consuming data transfer process to be completed. Only 
if the power remains off for a period longer than the 
time required to complete power load sequences 74 and 
76, i.e., when the reserve power supply 34 is almost 
exhausted, will data be saved to the non-volatile mem 
ory array 18. Consequently, the intelligent data protec 
tion system 10 maximizes the utilization of the batteries 
in the reserve power supply 34, maintaining data for a 
much longer time than was possible with the prior art 
data protection systems having equivalently sized back 
up batteries. 
Another important advantage associated with the 

data protection system 10 is that the power control 
sequence 72 is user programmable. That is, the user can 
determine the length of time that the power sequence 72 
dwells in power load sequences 74 and 76, thus allowing 
the user to tailor the operation of the data protection 
system to accommodate a wide variety of capacities of 
reserve power supplies. For example, if a user provides 
a relatively low capacity reserve power supply (helping 
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to reduce the overall cost of the data protection sys 
tem), the power sequence 72 can be programmed to 
keep the data in the on-line and near on-line states (se 
quences 74 and 76) for a shorter time than would a user 
with a computer having a higher capacity reserve 
power supply. Therefore, the user can always obtain 
optimum utilization of the reserve power supply regard 
less of the capacity of the reserve power supply. 

Still another advantage associated with the data pro 
tection system 10 is that it continuously monitors the 
status of the reserve power supply 34 during power load 
sequences 74 and 76. If, at any time during these power 
load sequences 74 and 76, the reserve power supply 34 
is discharged to the point where there is only enough 
energy to accomplish the data transfer task, the data 
protection system 10 will automatically initiate the data 
transfer process to ensure complete data integrity even 
if the user mistakenly programmed too long a time 
period for power load sequences 74 and 76. This reserve 
power supply monitoring feature also compensates for 
less than optimum performance of the reserve power 
supply batteries that might result from aging or if the 
batteries were not completely recharged from a previ 
ous back-up operation. 
The method of the present invention is best under 

stood by referring to the power control sequence 72 
shown in FIG. 2 and the flow charts shown in FIGS. 
3-6. As was briefly described above, when an interrup 
tion of the main power supply 32 is detected by the data 
protection system 10, the switch circuit 36 automati 
cally connects reserve power supply 34 to the volatile 
memory army 16 and control subsystem 14 via primary 
power line 22 and secondary power line 24. At this 
time, the power control sequence 72 is in the power 
load sequence 74 and the power load on the reserve 
power supply 34 is identical to the power load that was 
on the main power supply 32 just before the power loss. 
See FIG. 2. Since the volatile memory 16 and the con 
trol subsystem 14 are in the same state that they were 
before the power loss, the data stored in volatile mem 
ory array 16 remain in an on-line state, thereby allowing 
the computer system 20 to quickly resume data access 
operations if power is restored while the power se 
quence 72 is still in power load sequence 74. Note that 
during execution of the power load sequence 74 the 
non-volatile memory array 18 is not yet activated, 
thereby reducing the electrical load on the reserve 
power supply 34. 

If the power to the volatile memory array remains off 
for a time period longer than the time the power control 
sequence 72 dwells in power load sequence 74, the data 
protection system enters reduced power load sequence 
76 to further reduce the power load placed on reserve 
power supply 34. The power load is reduced in power 
load sequence 76 by removing power from all but the 
essential elements in the control subsystem 14 that are 
needed to preserve the data in volatile memory 16, i.e., 
the volatile memory array 16 itself, timers 52, clock 50, 
memory control logic 46, and supervisor circuit 38, as 
will be described below. Therefore, during power load 
sequence 76, the power load on reserve power supply 
34 is the minimum that will still allow the data to be 
preserved in volatile memory array 16. This power load 
sequence 76 maintains the data in a “near on-line state. 
If power is restored while the intelligent data protection 
system 10 remains in this reduced power sequence 76, 
the main computer system 20 can quickly return to a 
functional state as soon as power is restored to the 
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other, non-essential components of the control subsys 
ten 14, without having to wait for data to be transferred 
back into the volatile memory array 16 from the non 
volatile memory array 18. 

If the power remains off for a period longer than that 
represented by power load sequence 76, the chances are 
good that the power will not be restored anytime soon, 
and the data from volatile memory array 16 will be 
transferred into the non-volatile memory array 18 while 
there is still enough power remaining in the reserve 
power supply 34 to accomplish the data transfer pro 
cess. If this is the case, the switch circuit 36 is directed 
by the supervisor circuit 38 to supply power to the 
primary power conductor 22, the secondary power 
conductor 24, and the tertiary power conductor 26, 
therefore energizing the entire control subsystem 14, 
the volatile memory array 16, and the non-volatile 
memory array 18. The power consumed by these de 
vices is represented by power load sequence 78 of FIG. 
2. As will be described in more detail below, the control 
subsystem 14 will now immediately begin transferring 
data from the volatile memory array 16 to the non 
volatile memory array 18. Then, after all the data have 
been transferred, the supervisor circuit 38 removes 
power from the primary, secondary, and tertiary power 
conductors 22, 24, and 26, respectively, thereby deacti 
vating the entire data protection system 10. 
The details of the processes executed by the micro 

processor 60 to perform the above-described power 
control sequence 72 are best seen in FIGS. 3, 4, 5, and 
6. Referring now to FIG. 3, the first process executed 
by the microprocessor 60 checks for an initial power on 
status at decision block 114. If the system 10 has just 
been powered on, such as, for example, after a power 
failure and subsequent data transfer operation, the mi 
croprocessor executes the print message process 116 
which prints a message for the user identifying the intel 
ligent data protection system and indicating that the 
start up diagnostics 118 will be executed. The run start 
up diagnostics process 118 is executed to ensure that all 
components of the system 10 are operating properly. 
Next, the microprocessor 60 executes step 120 which 
starts the data recover operation. The data recover 
operation 120 reloads data from the non-volatile back 
up memory array 18 into the volatile memory array 16. 
Once this recover operation 120 is complete, the inter 
rupts generated on the detection of any one of the error 
or attention conditions, as will be described below, are 
enabled at step 122 and the power sequence timers 52 
(FIG. 1) are programmed according to the predeter 
mined time lengths for each of the individual sequences 
74 and 76. A message is printed at step 124 indicating 
that the overall computing system is powered up and 
ready to resume operation. The program then proceeds 
to the idle loop process 138, as shown in FIG. 4. 

Referring back to step 114, if this is not an initial 
power on process, the program proceeds to step 126 
and checks to see if the intelligent data protection sys 
tem 10 is being powered by the reserve power supply 34 
(FIG. 1). If the system is being powered by the reserve 
power supply 34, the process executes step 134 to en 
able the interrupts before proceeding to the power loss 
process 136 (FIG. 5), and as will be described below. 

If the intelligent data protection system 10 is not 
operating from the reserve power supply 34, the pro 
cess proceeds to step 128 to determine if a save opera 
tion has begun. This procedure would be executed if 
power has been restored while data were being saved to 

10 

15 

20 

25 

30 

35 

40 

45 

50 

55 

65 

10 
the non-volatile memory array 18. If a save operation 
has not begun, the process proceeds to the idle loop step 
138. If the save process has been initiated, the program 
proceeds to step 130 to determine whether the save 
process should be aborted, in accordance with pre-pro 
grammed instructions by the user. If the abort option 
had been previously enabled by the user, indicating that 
the user wants to return to an operating state in the 
shortest possible time, the program loops back to the 
enable interrupt step 122, send message step 124, and 
proceeds to idle loop step 138. If the abort option is not 
enabled, the program cheeks to see if the save process 
has been completed at step 132. If not, the save is con 
tinued from the last location and again checked until it 
is completed. When the save process has been com 
pleted, the program loops back to the enable interrupts 
step 122, message step 124, and idle loop step 138. 
The details of the idle loop process 138 are best seen 

in FIG. 4. This idle loop process 138 is optional and is 
executed in the preferred embodiment because the pre 
ferred embodiment contains memory sparing circuitry 
108 (FIG. 9), as will be discussed below, to spare out 
defective memory cells in the volatile memory cell 
array. Obviously, if such sparing circuitry is not in 
cluded in the memory control logic 146, the idle loop 
process 138 would be a simplified process with either no 
or a minimal memory testing procedure performed. 

In the preferred embodiment with memory sparing 
capability, the idle loop process 138 begins at process 
140 which tests a section of the volatile memory array 
16 and cheeks for either hard or soft errors in the indi 
vidual memory cells at step 142. If no errors are found, 
the program loops back and tests the next section of 
memory at step 140. If an error is found at step 142, the 
program proceeds to execute process 144 to determine 
whether the error is a hard error or a soft error. If the 
error is a soft error, the error counter is incremented at 
step 150 and the program loops back to test the next 
section of volatile memory at step 140. If the error is a 
hard error, the memory section that contains the hard 
error will be de-allocated from use and by step 146 and 
a message will be printed at step 148 to indicate that 
memory cells have been replaced. 
The power loss process 136 is shown in FIG. 5. When 

this process 136 is first entered, it checks to see whether 
the power control sequence 72 (FIG. 2) is currently in 
power load sequence 78 (FIG. 2) in which data is being 
transferred into nonvolatile memory 18 (FIG. 1). If the 
power control sequence 72 (FIG. 2) is not in power 
sequence 78, the program proceeds to step 162 (FIG. 5) 
and the microprocessor 60 (FIG. 1) will then print a 
message to the user indicating that the power control 
.sequence 72 (FIG. 2) is in power load sequence 74in 
which both the primary and secondary conductors 22, 
24, respectively, (FIG. 1) are powered by reserve 
power source 34 (FIG. 1), and the system waits for AC 
power to return. Note that if the process is not in power 
load sequence 78 (FIG. 2) as detected by step 152 (FIG. 
5), then it is in power load sequence 74 (FIG. 2), since 
the microprocessor 60 (FIG. 1) is powered down dur 
ing power load sequence 76 (FIG. 2) and none of the 
processes illustrated in FIGS. 3, 4, 5, or 6 will be exe 
cuted. The microprocessor next executes step 164 (FIG. 
5) and waits for the AC power to return. If power has 
not been returned, the microprocessor 60 (FIG. 1) exe 
cutes step 166 (FIG. 5) to determine whether the user 
wants to override the automatic control of the data 
protection system 10 (FIG. 1) and instruct it to immedi 
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ately save data from the volatile memory array 16 into 
the non-volatile memory array 18. If the user has se 
lected such an option, the program will jump to step 154 
(FIG. 5), as will be described below. If the AC power 
does return, as detected by step 164, the process will 
proceed to step 168 and send a message to the main 
computer system 20 (FIG. 1) indicating an on line state 
and the process will go to the idle loop process 138 
(FIG. 5), as described above. If the power control se 
quence is in power sequence 78 (FIG. 2), the micro 
processor 60 (FIG. 1) will print a message indicating 
that the save operation is beginning and will proceed to 
step 156 (FIG. 5) to begin saving the data from the 
volatile memory into the non-volatile memory. The 
program will execute this process until the save is com 
plete and then shut off power to the entire data protec 
tion system 10 (FIG. 1). 
The forced save process 166 is shown in detail in 

FIG. 6. Essentially, this process begins by printing a 
message at step 170 indicating that the user has initiated 
a forced save operation at step 166. The data from the 
volatile memory array 16 are saved in the non-volatile 
memory array 18 by step 172 until the process is com 
plete as detected by step 174. When all the data from the 
volatile memory array 16 have been saved into the 
non-volatile memory array 18, the program will print a 
message at step 176 indicating that the save operation 
has been completed and that the computing system is on 
line. The process will then proceed to the idle loop step 
138, as described above. The main difference between 
the forced save process 166 and the power out save 
process 156 is that process 156 is executed during a 
power failure, while the forced save process 166 occurs 
while the system remains in a powered up or on line 
state. Thus, when the force save process 166 is com 
plete, the program returns to the idle loop process 138. 
The structural details of the intelligent data protec 

tion system 10 are best seen by referring to FIGS. 1, 7, 
8, and 9 simultaneously. However, before proceeding 
with a detailed explanation, it should be noted that 
many of the components in the power subsystem 12 and 
the control subsystem 14 are well-known in the art and 
are required in nearly every type of computer system to 
allow various functions to be performed, such as, for 
example, data access and refreshing functions as well as 
data error detection and correction functions. Since 
such components to accomplish desired functions are 
well-known and since the specific details of such com 
ponents would vary depending on the scope of the 
functions to be performed as well as the particular con 
figuration of the computer system, such components 
will only be generally described herein. 

Referring now to FIG. 1, the main power supply 
circuit 32 of the power subsystem 12 receives AC 
power from a main AC power supply, such as a wall 
plug (not shown), and supplies power at the proper 
voltage and current to the volatile memory array 16 and 
to the control subsystem 14 via switch circuit 36 and 
primary and secondary power conductors 22 and 24. 
Power from the main power supply 32 is also used to 
recharge the batteries or other energy storage devices 
(not shown) in reserve power supply 34 and to power 
the supervisor circuit 38. As will be described in more 
detail below, the supervisor circuit 38 controls the oper 
ation of switch circuit 36 which selectively connects 
main or reserve power supplies to the primary power 
line 22, the secondary power line 24, and the tertiary 
power line 26. 
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The details of the main power supply 32 and the 

reserve power supply 34 will not be described in further 
detail, because such circuits are well known in the art 
and persons having ordinary skill in the art could easily 
provide a suitable main power supply 32 and reserve 
power supply 34 with sufficient capacity to power the 
control subsystem 14, volatile memory array 16, and 
non-volatile memory array 18, depending on the partic 
ular configuration of the computer system and after 
having become familiar with the details of this inven 
tO. 
The details of the switch circuit 36 are best seen in 

FIG. 7. Essentially, the switch circuit 36 comprises 
three switches 80, 84, and 86 that selectively connect 
either the main power supply 32 or the reserve power 
supply 34 to various combinations of the primary, sec 
ondary, and tertiary power conductors 22, 24, and 26, 
respectively. Note that these three switches 80, 84, and 
86 are shown in schematic form in FIG. 7 for simplicity. 
In reality, such switches 80, 84, and 86 could be any 
thing ranging from simple mechanical relays to solid 
state components, such as transistors or other equiva 
lent devices, and the selection of the appropriate de 
vices to perform the switching function as described 
herein would be obvious to persons having ordinary 
skill in this art depending on the particular power re 
quirements of the computer system and after having 
become familiar with the details of this invention. 
Therefore, this invention should not be regarded as 
being limited to either mechanical relays or solid state 
components to perform the switching function of 
switches 80, 84, and 86. 
The positions of the main/reserve select switch 80, 

secondary switch 84, and tertiary switch 86 are con 
trolled by the supervisor circuit 38 via a plurality of 
lines on control bus 44. Main/reserve switch 80 selects 
whether the main power supply 32 or the reserve power 
supply 34 is the source of power for the system by 
selecting either main power line 40 or reserve power 
line 42. The selection of the output power lines for the 
system is done with secondary switch 84, and tertiary 
switch 86. These switches 84 and 86 are independently 
controlled by separate lines on control bus 44 and deter 
mine whether secondary power line 24 or tertiary 
power line 26, respectively, are connected to either the 
main power line 40 or reserve power line 42 (depending 
on the position of switch 80), along with the primary 
line 22, which is always connected. Accordingly, when 
the power from the main power supply 32 is interrupted 
and the reserve power supply 34 is selected to power 
the system, one, two, or all three of the power lines 22, 
24, or 26 may be energized depending on whether the 
system 10 is in power load sequence 74,76, or 78. 
The supervisor circuit 38 is best seen in FIG. 8 and 

includes a power loss detection circuit 88, a reserve 
power sense circuit 90, and a time out detection circuit 
92, each of which will be described below. Essentially, 
the supervisor circuit 38 monitors the system power 
Supplies (i.e., main power supply 32 and reserve power 
Supply 34), and generates the switch control signals 
which control the positions of the switches 80, 84, and 
86 in Switch circuit 36 via control bus 44. 
The power loss detection circuit 88 monitors the 

main power supply 32 via main power line 40. If a 
power interruption is detected, the power loss detection 
circuit 88 sends switch control signals to the switch 
circuit 36 via control bus 44 and sends status informa 
tion to the control subsystem 14 via power supply status 
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line 30. A Zener diode 202 provides a reference voltage 
for comparison with the voltage on the main power line 
40 and a capacitor 204 helps to hold the reference volt 
age at the set level immediately following a power loss. 
During normal operation from the main power supply 
32, the output voltage of comparator 206 is positive, 
which keeps transistor 208 turned on and the voltage on 
the power supply status line 30 “low” (logic level O). 
When the voltage on the main power line 40 drops to a 
level below the reference voltage, indicating a power 
failure, the output voltage of comparator 206 swings 
from positive to negative, turning off transistor 208, 
which causes the power supply status line 30 to go “hi” 
(logic level 1), indicating a loss of the main power sup 
ply 32. 
The reserve power sense circuit 90 monitors the volt 

age of the reserve power supply 34 via reserve power 
line 42. If a low voltage condition is detected, indicating 
that the storage batteries in the reserve power supply 34 
are almost exhausted, control signals are sent to the 
Switch circuit 36 via control bus 44 and a status signal is 
sent to the control subsystem 14 via power supply status 
line 30, so that the system 10 can immediately initiate 
the data transfer process before the reserve battery is 
exhausted. More specifically, the primary power line 
22, Secondary power line 24, and tertiary power line 26 
will all be connected to the reserve power line 42 via 
Switches 82, 84, 86, respectively, and the control subsys 
ten 14 will begin transferring data from the volatile 
memory array 16 to the non-volatile memory array 18, 
thereby preventing data loss. 

In the reserve power sensing circuit 90, a zener diode 
210 is used to create a reference voltage for comparator 
212 which monitors the voltage on primary power line 
22. Since primary power line 22 is supplied by either the 
main power supply 32 during normal operation or by 
the reserve power supply 34 during a power failure, 
comparator 212 monitors the status of the reserve 
power supply 34 even during normal operation. Suit 
able resistors, such as resistors 214, 216 may be required 
to reduce the voltage on reserve power line 42 to create 
a "safe minimum voltage level” for comparison by com 
parator 212. That is, a given battery in the reserve 
power supply 34 will safely power the system 10 in 
either power sequence 74 or reduced power sequence 
76 until it reaches some safe minimum voltage level, at 
which point there will only be enough energy left in the 
battery to just safely complete the data transfer process. 
The specific safe minimum voltage level will, of course, 
depend on the particular discharge curve of the battery 
in the reserve power supply and on the energy required 
by the various components of the system 10 to complete 
the data transfer. process during power load sequence 
78. However, the determination of such a safe minimum 
voltage would be obvious to persons having ordinary 
skill in this art based on these factors and such a person 
could then select the proper values for resistors 214 and 
216 to provide the comparator 212 with the safe mini 
mun voltage as a reference voltage. Finally, a feedback 
resistor 218 provides hysteresis on the switching of 
comparator 212. 
When the voltage of the reserve power supply 34 

(sensed on line 42) is above the safe minimum voltage 
level, the output of comparator 212 will be positive, 
thus turning on transistor 220 and driving the power 
supply status line 30 “low” (logic level 0). If the voltage 
of the reserve power supply falls below the predeter 
mined safe minimum voltage, the output of comparator 
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14 
212 will be negative, thus turning off transistor 220 and 
driving the power supply status line 30 "high' (logic 
level 1). 
The time out detection circuit 92 is enabled by power 

supply status line 30 when a power loss is detected by 
the power loss detection circuit 88. So long as the volt 
age on the main power line 40 is at an acceptable level, 
the voltage level of sense line 30 will be “low” (logic 
level 0), which holds flip-flops 222 and 224 in a reset 
state. This sets the control signals on the two lines on 
control bus 44 that control the main/reserve select 
switch 80 and the secondary switch 84. During normal 
operation, the main power switch 80 selects the main 
power supply, the secondary power switch 84 will be 
activated, and the tertiary power switch 86 will be 
inactivated. 

If the voltage of the main power supply 32 drops 
below the reference level set by Zener diode 202, indi 
cating a power failure, the power supply status line 30 
goes "high' (logic level 1) and the switch 80 in switch 
circuit 36 connects the reserve power supply 34 to the 
primary power line 22 and the secondary power line 24. 
The rest of the control lines 44 remain in the same state 
until flip-flop 224 is clocked by a control line from the 
timers 52 via status bus 30, indicating that the time per 
iod 74 has timed out. At this time, the select line 44 for 
the secondary power switch 84 goes low, which deacti 
vates the switch 84 and removes power from the sec 
ondary power bus 24. The system remains in this state 
until flip-flop. 222 is clocked by a control line from the 
timers 52 via status line 30, indicating that the time 
period 76 has expired. When sequence 76 has expired, 
the control lines 44 for secondary switch 84 and tertiary 
switch 86 go high, thus activating these switches and 
connecting the reserve power to both the secondary 
and tertiary power lines 24 and 26, respectively. The 
switch control lines 44 stay in this state until a control 
line from the timer circuit 52 goes active and forces the 
control line for the power switch 80 to a low state 
which selects the main power supply and powers the 
system off, since the main power supply is dead. The 
system has now completed time period 78 and is 
through the entire power sequence. 
Note that if the reserve power sense output line goes 

active at any time, indicating that the voltage of the 
reserve power supply 34 has fallen below the safe mini 
mum voltage, the time out detection circuit 92 forces 
the secondary and tertiary power switches 84 and 86 to 
close, thus supplying power to secondary and tertiary 
lines 24, 26, respectively. This sequence allows the sys 
tem 10 to immediately enter the full power sequence 78 
and begin the data save sequence anytime the voltage of 
the reserve power supply 34 falls below the safe mini 
mum voltage. Note also that the entire supervisor cir 
cuit 38 is powered by the primary power line 22, 
thereby ensuring that this circuit 38 always receives 
power. 
The details of the control subsystem 14 are best seen 

by referring to FIG. I. Most of the components in con 
trol subsystem 14 are conventional and well-known 
components that are required to control data flow into 
and out of the volatile memory 16 and to refresh and 
maintain the data via memory address bus 64 and data 
bus 62. However, as will be described in detail below, 
control subsystem 14 also includes special circuitry and 
logic to monitor the status of the power subsystem 12 
via power supply status line 30 to determine when there 
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has been an interruption of the main power supply 32, 
and Such special components will be described in detail. 

Essentially, the operation of the control subsystem 14 
is controlled by the microprocessor 60 which deter 
mines the status of the data protection system 10 (i.e., 
whether the system is in power loss sequence 74, 76, or 
78) and directs responses based on the results of the 
Status. The microprocessor 60 receives status informa 
tion and gives commands via buses 30 and 68. The pro 
gram that controls the microprocessor 60 is stored in 
the ROM (read only memory) 54 which communicates 
with the microprocessor 60 via data bus 68, as is well 
known. 
The clock 50 synchronizes the microprocessor 60, the 

timerS 52, and the memory control logic circuit 46 via 
clock signal control line 66. The timers 52 may include 
a plurality of conventional well-known timers to time 
the individual events in the intelligent data protection 
System 10 and to keep the power back-up sequence 
running even though the microprocessor 60 is powered 
down during power load sequence 76. The interrupt 
logic circuit 58 interrupts the microprocessor 60 when 
an error or attention condition occurs, such as, for ex 
ample, an AC power loss, low reserve power, ECC 
errors, host transfer parity errors, configuration initial 
ization problems, and the like. Such processor interrupt 
status information is transferred over control bus 68. 
The interrupt event notification is made to the interrupt 
logic circuit 58 over power supply status line 30. The 
configuration logic circuit 56 is programmable by the 
user and allows the user to configure the intelligent data 
protection system 10 according to his requirements, as 
described above. This configuration logic 56 interrupts 
the microprocessor 60 via the interrupt logic circuit 58 
and communicates over control bus 68. 
The host interface logic circuit 48 communicates 

with the main or host computer system 20 via data bus 
28. Essentially, this host interface logic circuit 48 con 
trols the transfer of data to and from the main computer 
system 20 and to and from the memory control logic 
circuit 46 via data bus 28 and data bus 70, respectively. 
The details of such hostinterface logic 48 are dependent 
on the particular requirements of the main processor 20 
as well as the volatile memory array 16, and would be 
obvious to persons having ordinary skill in the art after 
becoming familiar with the details of this invention. 
Therefore, the details of the host interface logic circuit 
48 will not be described in further detail. 
The details of the memory control logic circuit 46 are 

best seen in FIG. 9. The particular memory control 
logic circuit 46 shown in block form in FIG.9 is specifi 
cally designed for use with a volatile memory array 16 
comprising dynamic random access memory (DRAM), 
such as would be used in a solid state disk drive system. 
Of course, different types or configurations of the voia 
tile memory array 16 would require corresponding 
changes in the design of the memory control logic cir 
cuit 46, as would be obvious to persons having ordinary 
skill in the art. 
The host interface transfer circuit 98 controls the 

transfer of data to and from the host interface logic 
circuit 48 (FIG. 1), as is well-known. The control of the 
transfer is handled on bus 68. During a data transfer 
process, the address counters 94 are loaded with their 
initial values via control bus 68. The memory addresses 
are then incremented as data are transferred by the 
memory control logic circuit 46. The incrementing of 
the address counters 94 is controlled by the host inter 
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face transfer circuit 98 via control bus 110. The particu 
lar address to be accessed in the memory is then Sup 
plied to the address multiplexer, or address mux 102 and 
bank select circuit 104. These circuits 102, 104 provide 
the access to the volatile memory array 16 in the re 
quired format and select which bank of the memory 
array 16 is being accessed. The memory address and 
bank selection signals are supplied on bus 64. 
The refresh counter circuit 96 counts the required 

time period between the refresh cycles required by the 
dynamic randon access volatile memory array 16. The 
clock signal for the refresh counter 96 is provided by 
clock signal bus 66 and the refresh request signal is sent 
to the control signal generation circuit 106 via bus 112. 
The control signal generation circuit 106 takes input 
from the refresh counter circuit 96 and the host inter 
face transfer circuit 98, and determines when to gener 
ate the appropriate control signals to the volatile mem 
ory array 16 via control bus 64. The timing of the con 
trol signals is input via bus 66. 

In the preferred embodiment, the data in the volatile 
memory array 16 are corrected by an ECC generation 
and detection circuit 100 in accordance with well 
known principles. Briefly, this ECC generation and 
detection circuit 100 generates an error correcting 
(ECC) code and stores it with the data when data are 
written into the volatile memory array 16. When the 
data are read from the volatile memory array 16, the 
ECC code is checked against the stored ECC codes for 
errors, and corrections to the data are made if required. 
The data path to and from the volatile memory array 16 
for these ECC signals and the actual data is on the data 
bus 62 and from or to the host interface logic circuit 48 
on data bus 70. The status of the ECC detection and the 
control of the ECC generation is handled by control bus 
68. The data are transferred from the volatile memory 
array 16 to the main computer system 20 via data bus 62, 
ECC generation detection circuit 100, data bus 70, host 
interface logic 48, and data bus 28. 

Finally, the memory control logic circuit 46, accord 
ing to this invention, may also include a spare control 
circuit 108 for mapping bad memory cells in the volatile 
memory array to a spare memory location. 
Most of these logic circuits in the memory control 

logic 46 are powered by the secondary power line 24, 
since such “non-essential' circuits are not required to 
maintain the integrity of the data in the volatile memory 
array 16. More specifically, address counter circuit 94, 
address multiplexer 102, the host interface transfer cir 
cuit 98, the ECC generation and detection circuit 100, 
spare control circuit 108, and the bank select circuit 104 
are all powered from the secondary power line 24. 
The essential elements of the memory control logic 

circuit 46, i.e., those elements required to continually 
maintain or refresh the data in the volatile memory, that 
must be continually supplied with power via primary 
power line 22 are the refresh counter circuit 96 and the 
control signal generation circuit 106. 
This concludes the detailed description of the intelli 

gent data protection system 10 according to this inven 
tion. It should be noted that the details of the system 10 
are somewhat tied to the specific configuration of the 
memory systems and the main computer system. Other 
System configurations may require certain changes in 
either the hardware or software portions of the data 
protection system 10, which changes would be obvious 
and could be readily provided or substituted by persons 
having ordinary skill in this art after becoming familiar 
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with the principles of this invention. Therefore, the 
present invention should not be regarded as limited to 
the particular system configurations shown and de 
scribed herein. 
The foregoing is considered to be illustrative only of 5 

the principles of the invention. Further, since numerous 
modifications and changes will readily occur to those 
skilled in the art, it is not desired to limit the invention 
to the exact construction and operation shown and 
described, and accordingly, all suitable modifications 
and equivalents may be resorted to as falling within the 
scope of the invention as defined by the claims which 
follow. 
The embodiments of the invention in which an exclu 

sive property or privilege is claimed are defined as 
follows: 

1. A data protection system for use with a host com 
puter system, comprising: 

volatile memory means for storing data, said volatile 
memory means requiring electric power to main 
tain data and for transferring data into and out of 
said volatile memory means; 

nonvolatile memory means for storing data, said non 
volatile memory means requiring electric power 
for transferring data into and out of said nonvola 
tile memory means but capable of maintaining data 
without electric power; 

memory access control means connected to said vola 
tile memory means, to said host computer system, 
and to said nonvolatile memory means for access 
ing and transferring data into and out of said vola 
tile memory means to and from said host computer 
system and to and from said nonvolatile memory 
means, said memory access control means requir 
ing electric power for said accessing and transfer 
ring data; 

main power supply means for supplying electric 
power from an external electric power source to 
said volatile memory means, to said nonvolatile 
memory means, and to said memory access control 
means; 

reserve power supply means having a limited electric 
power source that is capable of supplying a limited 
amount of electric power to said volatile memory 
means, to said nonvolatile memory means, and to 
said memory access control means for respective 
limited times; 

switch means connected to said main power supply 
means, to said reserve power supply means, to said 
volatile memory means, and to said memory access 
control means for selectively connecting either 
said main power supply means or said reserve 
power supply means to selected ones of said vola 
tile memory means, said nonvolatile memory 
means, and said memory access control means; and 

supervisor circuit means connected to said main 
power supply means, to said reserve power supply 
means, to said switch means, and to said memory 
access control means for generating on-line main 
power mode signals to said switch means and to 
said memory access control means when said main 
power supply means is providing adequate electric 
power to operate both said volatile memory means 
and said memory access control means, for sensing 
when said main power supply means is not provid 
ing said adequate electric power and in response 
generating on-line reserve power mode signals to 
said switch means and to said memory access con 
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trol means immediately upon sensing that said main 
power supply means is not providing said adequate 
electric power, for sensing when a first time period 
has elapsed after generation of said on-line reserve 
power mode signals and said main power supply 
means is still not providing said adequate electric 
power and in response generating near on-line 
reserve power mode signals to said switch means 
and to said memory access control means, and for 
sensing when a second time period has elapsed 
after generation of said near on-line reserve power 
mode signals and said main power supply means is 
still not providing said adequate electric power and 
in response generating back-up data transfer mode 
signals to said switch means and to said memory 
access control means; 

said switch means being responsive to said on-line 
main power mode signals to connect said main 
power supply means to said volatile memory means 
and to said memory access control means, and said 
memory access control means being responsive to 
said on-line main power mode signals to facilitate 
transferring data into and out of said volatile mem 
ory means to and from said host computer system; 

said switch means being responsive to said on-line 
reserve power modesignals to connect said reserve 
power supply means to said volatile memory means 
and to said memory access control means, and said 
memory access control means being responsive to 
said on-line reserve power mode signals to facili 
tate transferring data into and out of said volatile 
memory means to and from said host computer 
system said reserve power supply means supplying 
a first level of electric power; 

said switch means being responsive to said near on 
line reserve power mode signals to maintain said 
connect of said reserve power supply means to said 
volatile memory means and to disconnect said re 
serve power supply means from said memory ac 
cess control means, said reserve power supply 
means supplying a second level of electric power 
which is less than said first level; and 

said switch means being responsive to said back-up 
data transfer mode signals to maintain said connect 
of said reserve power supply means to said volatile 
memory means, to reconnect said reserve power 
supply means to said memory access control 
means, and to connect said reserve power supply 
means to said nonvolatile memory means; said 
memory access means being responsive to said 
back-up data transfer mode signals to transfer data 
out of said volatile memory means to said nonvola 
tile memory means said reserve power supply 
means supplying a third level of electric power 
which is greater than said second level. 

2. The data protection system of claim 1, including 
reserve power monitor means connected to said reserve 
power supply means and to said supervisor circuit 
means for comparing voltage provided by said reserve 
power supply means to a safe minimum level voltage 
and for generating a low reserve power signal when the 
voltage provided by the reserve power supply means is 
below said safe minimum level, said supervisor circuit 
means being responsive to said low reserve power sig 
nal to generate said back-up data transfer mode signals. 

3. The data protection system of claim 1, wherein said 
supervisor circuit means is also for generating power 
down mode signals to said switch means and to said 
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memory access control means after the transfer of data 
out of said volatile memory means to said nonvolatile 
memory means, said switch means being responsive to 
said power down signals to switch connection of said 
volatile memory means, said memory access control 
means, and said nonvolatile memory means from con 
nection with said reserve power supply means to said 
main power supply means. 

4. The data protection system of claim3, wherein said 
memory access control means is responsive to on-line 
main power mode signals from said supervisor circuit 
means that occur after said power down mode signals to 
recover data from said nonvolatile memory means back 
into said volatile memory means and for generating data 
recovery complete mode signals after the data is recov 
ered back into the volatile memory. 

5. The data protection system of claim 4, wherein said 
Supervisor circuit means is responsive to said data re 
covery complete mode signals to generate nonvolatile 
memory disconnect mode signals to said switch means, 
and said switch means being responsive to said nonvola 
tile memory disconnect mode signals to disconnect said 
main power supply means from said nonvolatile mem 
ory means. 

6. The data protection system of claim 5, wherein said 
first time period is adjustable. 

7. The data protection system of claim 5, wherein said 
second time period is adjustable. 

8. The data protection system of claim 5, wherein said 
supervisor circuit means is also for sensing when a third 
time period has elapsed after generation of said back-up 
data transfer mode signals and for generating said 
power down mode signals after said third time period 
has elapsed. 

9. The data protection system of claim 8, wherein said 
third time period is adjustable. 

10. The data protection system of claim 1, wherein 
said volatile memory means includes an array of elec 
tronic memory cells that require periodic refreshing 
with new electric charge to maintain storage of data, 
and refresh circuit means connected to said switch 
means for providing periodic refresh control signals to 
said electronic memory cells when said refresh circuit 
means is connected by said switch means either to said 
main power supply means or to said reserve power 
supply means. 

11. The data protection system of claim 10, wherein 
said refresh circuit means includes refresh control signal 
generation means connected to said switch means and 
to said array of electronic memory cells for generating 
the refresh control signals, refresh counter means con 
nected to said switch means and to said refresh control 
signal generation means for determining time intervals 
for said refresh control signals, and clock means con 
nected to said switch means, to said refresh control 
signal generation means and to said refresh counter 
means for providing clock signals to said refresh control 
signal generation means and to said refresh counter 
leaS. 

12. The data protection system of claim 1, wherein 
said memory access control means includes memory 
control logic means connected to said volatile memory 
means, to said nonvolatile memory means, to said host 
computer system, and to said switch means for format 
ting and controlling transfer of data into and out of said 
volatile memory means and to and from either said host 
computer system or said nonvolatile memory means. 
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13. The data protection system of claim 12, wherein 

said memory access control means includes host inter 
face logic means connected between said memory con 
trol logic means and said host computer system for 
formatting data transfer between said memory control 
logic means and said host computer System, said host 
interface logic means also being connected to Said 
switch means. 

14. The data protection system of claim 13, wherein 
said memory access control means includes micro 
processor means connected to said memory control 
logic means and to said nonvolatile memory means for 
generating signals to activate said memory control logic 
means to transfer data from said volatile memory means 
to said nonvolatile memory means in response to Said 
back-up data transfer mode signals and to recover data 
from said nonvolatile memory means to said volatile 
memory means in response to said on-line main power 
mode signals that occur after said power down mode 
signals, said microprocessor means also being con 
nected to said switch means. 

15. The data protection system of claim 14, wherein 
said memory access control means includes interrupt 
logic means connected to said microprocessor means 
and to said supervisor circuit means for sensing said 
on-line main power mode signals, said on-line reserve 
power mode signals, said near on-line reserve power 
mode signals, and said back-up data transfer mode sig 
nals from said supervisor circuit means and for generat 
ing interrupt signals to said microprocessor means in 
response to said signals from said supervisor circuit 
means, said interrupt logic means also being connected 
to said switch means. 

16. The data protection system of claim 15, wherein 
said memory access control means includes adjustable 
configuration logic means connected to said micro 
processor means, to said supervisor circuit means, and 
to said interrupt logic means for adjustably setting said 
first time period and said second time period, said ad 
justable configuration logic means also being connected 
to said switch means. 

17. The data protection system of claim 16, wherein 
said adjustable configuration logic means is also for 
selecting whether said microprocessor means is respon 
sive to a main power supply mode signal that occurs 
during transfer of data from said volatile memory means 
to said nonvolatile memory means in a manner that 
aborts said transfer of data to said nonvolatile memory 
means and to activate immediately the host interface 
logic means for data transfer between said host com 
puter system and said volatile memory means or instead 
delay activating said host interface logic means until the 
transfer of data to said nonvolatile memory means is 
finished. 

18. The data protection system of claim 17, wherein 
said volatile memory means includes an array of elec 
tronic memory cells that require periodic refreshing 
with new electric charge to maintain storage of data, 
and refresh circuit means connected to said switch 
means for providing periodic refresh control signals to 
said electronic memory cells when said refresh circuit 
means is connected by said switch means either to said 
main power supply means or to said reserve power 
supply means, said refresh circuit means includes re 
fresh control signal generation means connected to said 
switch means and to said array of electronic memory 
cells for generating the refresh control signals, refresh 
counter means connected to said switch means and to 
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said refresh control signal generation means for deter 
mining time intervals for said refresh control signals, 
and clock means connected to said switch means, to said 
refresh control signal generation means and to said 
refresh counter means for providing clock signals to 
said refresh control signal generation means and to said 
refresh counter means; said data protection system also 
including primary conductor means connected between 
Said switch means and said volatile memory means, 
Secondary conductor means connected between said 
Switch means and said memory access control means, 
and tertiary conductor means connected between said 
switch means and said nonvolatile memory means; 
wherein said switch means connects said main power 
Supply means to said primary conductor means and to 
said secondary conductor means in response to either 
said on-line reserve power mode signals; wherein said 
Switch means disconnects said secondary conductor 
means from said reserve power supply means in re 
sponse to said on-line reserve power modesignals while 
leaving said primary conductor means connected to 
said reserve power supply means; and wherein said 
Switch means connects said reserve power supply 
means to said primary conductor means, to said second 
ary conductor means, and to said tertiary conductor 
means in response to said back-up data transfer mode 
signals. 

19. The data protection system of claim 18, including 
reserve power monitor means connected to said reserve 
power supply means and to said supervisor circuit 
means for comparing voltage provided by said reserve 
power supply means to a safe minimum level voltage 
and for generating a low reserve power signal when the 
voltage provided by the reserve power supply means is 
below said safe minimum level, said supervisor circuit 
means being responsive to said low reserve power sig 
nal to generate said back-up data transfer mode signals; 
said data protection system also including tertiary con 
ductor means connected between said switch means and 
said nonvolatile memory means for conducting electric 
power from either said main power supply means or 
said reserve power supply means, as connected by said 
switch means, to said nonvolatile memory means. 

20. The data protection system of claim 1, including 
primary conductor means connected between said 
switch means and said volatile memory means, second 
ary conductor means connected between said switch 
means and said memory access control means, and ter 
tiary conductor means connected between said switch 
means and to said nonvolatile memory means; wherein 
said switch means connects said main power supply 
means to said primary conductor means and to said 
secondary conductor means in response to either said 
on-line reserve power mode signals; wherein said 
switch means disconnects said secondary conductor 
means from said reserve power supply means in re 
sponse to said on-line reserve power mode signals while 
leaving said primary conductor means connected to 
said reserve power supply means; and wherein said 
switch means connects said reserve power supply 
means to said primary conductor means, to said second 
ary conductor means, and to said tertiary conductor 
means in response to said back-up data transfer mode 
signals. 

21. A data protection system for use with a host com 
puter system, comprising: 

volatile memory means for storing data, said volatile 
memory means requiring electric power to main 
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tain data and for transferring data into and out of 
said volatile memory means; 

nonvolatile memory means for storing data, said non 
volatile memory means requiring electric power 
for transferring data into and out of said nonvola 
tile memory means but capable of maintaining data 
without electric power; 

memory access control means connected to said vola 
tile memory means, to said host computer System, 
and to said nonvolatile memory means for access 
ing and transferring data into and out of said vola 
tile memory means to and from said host computer 
system and to and from said nonvolatile memory 
means, said memory access control means requir 
ing electric power for said accessing and transfer 
ring data; 

main power supply means for supplying electric 
power from an external electric power source to 
said volatile memory means, to said nonvolatile 
memory means, and to said memory access control 
means; 

reserve power supply means having a limited electric 
power source that is capable of supplying a limited 
amount of electric power to said volatile memory 
means, to said nonvolatile memory means, and to 
said memory access control means for respective 
limited times; 

switch means connected to said main power supply 
means, to said reserve power supply means, to said 
volatile memory means, and to said memory access 
control means for selectively connecting either 
said main power supply means or said reserve 
power supply means to selected ones of said vola 
tile memory means, said nonvolatile memory 
means, and said memory access control means; and 

supervisor circuit means connected to said main 
power supply means, to said reserve power supply 
means, to said Switch means, and to said memory 
access control means for generating on-line main 
power mode signals to said switch means and to 
said memory access control means when said main 
power supply means is providing adequate electric 
power to operate both said volatile memory means 
and said memory access control means, for sensing 
when said main power supply means is not provid 
ing said adequate electric power and in response 
generating on-line reserve power mode signals to 
said switch means and to said memory access con 
trol means immediately upon sensing that said main 
power supply means is not providing said adequate 
electric power, for sensing when a first time period 
has elapsed after generation of said on-line reserve 
power mode signals and said main power supply 
means is still not providing said adequate electric 
power and in response generating near on-line 
reserve power mode signals to said switch means 
and to said memory access control means, and for 
sensing when reserve power is depleted to an 
amount that can just safely execute a bulk transfer 
of data from said volatile memory to said nonvola 
tile memory after generation of said near on-line 
reserve power mode signals and said main power 
supply means is still not providing said adequate 
electric power and in response generating back-up 
data transfer mode signals to said switch means and 
to said memory access control means; 

said switch means being responsive to said on-line 
main power mode signals to connect said main 
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power Supply means to said volatile memory means 
and to said memory access control means, and said 
memory access control means being responsive to 
Said on-line main power mode signals to facilitate 
transferring data into and out of said volatile mem 
ory means to and from said host computer system; 

Said Switch means being responsive to said on-line 
reserve power mode signals to connect said reserve 
power Supply means to said volatile memory means 
and to said memory access control means, and said 
memory access control means being responsive to 
said on-line reserve power mode signals to facili 
tate transferring data into and out of said volatile 
memory means to and from said host computer 
system said reserve power supply means supplying 
a first level of electric power; 

said Switch means being responsive to said near on 
line reserve power mode signals to maintain said 
connect of said reserve power supply means to said 
volatile memory means and to disconnect said re 
Serve power Supply means from said memory ac 
cess control means said reserve power supply 
means supplying a second level of electric power 
which is less than said first level; and 

said switch means being responsive to said back-up 
data transfer mode signals to maintain said connect 
of said reserve power supply means to said volatile 
memory means, to reconnect said reserve power 
Supply means to said memory access control 
means, and to connect said reserve power supply 
means to said nonvolatile memory means; said 
memory access means being responsive to said 
back-up data transfer mode signals to transfer data 
out of said volatile memory means to said nonvola 
tile memory means said reserve power supply 
means supplying a third level of electric power 
which is greater than said second level. 

22. In a data storage system for receiving and storing 
data from a host computer system for later access of the 
data by the host computer system, wherein the data 
storage system has a volatile memory which requires a 
first level of electric power for maintaining data in the 
volatile memory, a memory access control system for 
facilitating transfer of data into and out of the volatile 
memory that requires a second level of electric power 
such that transferring data into and out of the volatile 
memory with the memory access control system re 
quires more electric power than does maintaining data 
in the volatile memory, a nonvolatile memory that re 
quires a third level of electric power while transferring 
data into said nonvolatile memory but which requires 
no electric power to maintain data in said nonvolatile 
memory, a main power supply connected to said vola 
tile memory for providing electric power from an exter 
nal source to said volatile memory, and a reserve power 
supply that has a limited amount of electric power, a 
process of protecting data stored in the volatile men 
ory, comprising the steps of: 

monitoring and comparing voltage of said main 
power supply to a threshold voltage level that is 
required to provide both the first and second levels 
together of electric power; 

supplying electric power from said main power sup 
ply to said volatile memory and to said memory 
access control system when said main power sup 
ply has at least said threshold voltage level; 

disconnecting said volatile memory and said memory 
access system from said main power supply when 
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said main power supply does not have at least said 
threshold voltage level and connecting said vola 
tile memory and said memory access system in 
stead to said reserve power supply for providing 
both said first and second levels together of electric 
power to said volatile memory and to said memory 
access System; 

continuing said monitoring and comparing voltage of 
said main power supply to said threshold voltage 
level for a first time period after connecting said 
volatile memory and said memory access system to 
said reserve power supply, and when the voltage of 
the main power supply does not return to said 
threshold voltage level within said first time per 
iod, then disconnecting said memory access system 
from said reserve power supply; 

continuing said monitoring and comparing voltage of 
said main power supply to said threshold voltage 
level for a second time period after disconnecting 
said memory access system from said reserve 
power supply, and when the voltage of the main 
power supply does not return to said threshold 
voltage level within said second time period, then 
reconnecting said memory access system to said 
reserve power supply, connecting said nonvolatile 
memory to said reserve power supply, and transfer 
ring data from said volatile memory to said nonvol 
atile memory while said reserve power supply still 
has sufficient power to supply said first, second, 
and third levels together of electric power; and 

after completing transfer of data from said volatile 
memory to said nonvolatile memory, disconnect 
ing said volatile memory, said memory access sys 
tem, and said nonvolatile memory from Said re 
serve power supply, and reconnecting said volatile 
memory, said memory access system, and said non 
volatile memory to said main power supply. 

23. The process of claim 22, including the steps of 
continuing said monitoring and comparing voltage of 
said main power supply to said threshold voltage level 
after reconnecting said volatile memory, said memory 
access system, and said nonvolatile memory to said 
main power supply, and when said main power supply 
again has said threshold voltage level, then recovering 
data from said nonvolatile memory back into said vola 
tile memory. 

24. The process of claim 23, including the step of 
disconnecting said nonvolatile memory from main 
power supply after said step of recovering data from 
said nonvolatile memory back into said volatile mem 
Ory. 

25. A data protection system for use with a host com 
puter system, comprising: 

volatile memory means for storing data, said volatile 
memory means requiring electric power to main 
tain data and for transferring data into and out of 
said volatile memory means; 

nonvolatile memory means for storing data, said non 
volatile memory means requiring electric power 
for transferring data into and out of said nonvola 
tile memory means but capable of maintaining data 
without electric power; 

memory access control means connected to said vola 
tile memory means, to said host computer system, 
and to said nonvolatile memory means for access 
ing and transferring data into and out of said vola 
tile memory means to and from said host computer 
system and to and from said nonvolatile memory 
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means, said memory access control means requir 
ing electric power for said accessing and transfer 
ring data; 

main power supply means for supplying electric 
power from an external electric power source to 
said volatile memory means, to said nonvolatile 
memory means, and to said memory access control 
means; 

reserve power supply means having a limited electric 
power source that is capable of supplying a limited 
amount of electric power to said volatile memory 
means, to said nonvolatile memory means, and to 
said memory access control means for respective 
limited times; 

Switch means connected to said main power supply 
means, to said reserve power supply means, to said 
volatile memory means, and to said memory access 
control means for selectively connecting either 
said main power supply means or said reserve 
power supply means to selected ones of said vola 
tile memory means, said nonvolatile memory 
means, and said memory access control means; and 

Supervisor circuit means connected to said main 
power supply means, to said reserve power supply 
means, to said switch means, and to said memory 
access control means for generating on-line main 
power mode signals to said switch means and to 
said memory access control means when said main 
power supply means is providing adequate electric 
power to operate both said volatile memory means 
and said memory access control means, for sensing 
when said main power supply means is not provid 
ing said adequate electric power and in response 
generating near on-line reserve power modesignals 
to said switch means and to said memory access 
control means, and for sensing when a time period 
has elapsed after generation of said near on-line 
reserve power mode signals and said main power 
supply means is still not providing said adequate 
electric power and in response generating back-up 
data transfer modesignals to said switch means and 
to said memory access control means; 

said switch means being responsive to said on-line 
main power mode signals to connect said main 
power supply means to said volatile memory means 
and to said memory access control means, and said 
memory access control means being responsive to 
said on-line main power mode signals to facilitate 
transferring data into and out of said volatile mem 
ory means to and from said host computer system 
said main power supply means supplying a first 
level of electric power; 

said switch means being responsive to said near on 
line reserve power mode signals to maintain said 
connect of said reserve power supply means to said 
volatile memory means and to disconnect said re 
serve power supply means from said memory ac 
cess control means said reserve power supply 
means supplying a second level of electric power 
which is less than said first level; and 

said switch means being responsive to said back-up 
data transfer mode signals to maintain said connect 
of said reserve power supply means to said volatile 
memory means, to reconnect said reserve power 
supply means to said memory access control 
means, and to connect said reserve power supply 
means to said nonvolatile memory means; said 
memory access means being responsive to said 
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back-up data transfer mode signals to transfer data 
out of said volatile memory means to said nonvola 
tile memory means said reserve power supply 
means supplying a third level of electric power 
which is greater than said second level. 

26. A data protection system for use with a host com 
puter system, comprising: 

volatile memory means for storing data, said volatile 
memory means requiring electric power to main 
tain data and for transferring data into and out of 
said volatile memory means; 

nonvolatile memory means for storing data, said non 
volatile memory means requiring electric power 
for transferring data into and out of said nonvola 
tile memory means but capable of maintaining data 
without electric power; 

memory access control means connected to said vola 
tile memory means, to said host computer system, 
and to said nonvolatile memory means for access 
ing and transferring data into and out of said vola 
tile memory means to and from said host computer 
system and to and from said nonvolatile memory 
means, said memory access control means requir 
ing electric power for said accessing and transfer 
ring data; 

main power supply means for supplying electric 
power from an external electric power source to 
said volatile memory means, to said nonvolatile 
memory means, and to said memory access control 
means; 

reserve power supply means having a limited electric 
power source that is capable of supplying a limited 
amount of electric power to said volatile memory 
means, to said nonvolatile memory means, and to 
said memory access control means for respective 
limited times; 

switch means connected to said main power supply 
means, to said reserve power supply means, to said 
volatile memory means, and to said memory access 
control means for selectively connecting either 
said main power supply means or said reserve 
power supply means to selected ones of said vola 
tile memory means, said nonvolatile memory 
means, and said memory access control means; 

supervisor circuit means connected to said main 
power supply means, to said reserve power supply 
means, to said switch means, and to said memory 
access control means for generating on-line main 
power mode signals to said switch means and to 
said memory access control means when said main 
power supply means is providing adequate electric 
power to operate both said volatile memory means 
and said memory access control means, for sensing 
when said main power supply means is not provid 
ing said adequate electric power and in response 
generating near on-line reserve power modesignals 
to said switch means and to said memory access 
control means, and for sensing when reserve power 
is depleted to an amount that can just safely exe 
cute a bulk transfer of data from said volatile men 
ory to said nonvolatile memory after generation of 
said near on-line reserve power mode signals and 
said main power supply means is still not providing 
said adequate electric power and in response gener 
ating back-up data transfer mode signals to said 
switch means and to said memory access control 
means; 
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Said Switch means being responsive to said on-line 
main power mode signals to connect said main 
power supply means to said volatile memory means 
and to said memory access control means, and said 
memory access control means being responsive to 
said on-line main power mode signals to facilitate 
transferring data into and out of said volatile mem 
ory means to and from said host computer system 
Said main power supply means supplying a first 
level of electric power; 

said switch means being responsive to said near on 
line reserve power mode signals to maintain said 
connect of said reserve power supply means to said 
volatile memory means and to disconnect said re 
Serve power supply means from said memory ac 
ceSS control means said reserve power supply 
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means supplying a second level of electric power 
which is less than said first level; and 

said switch means being responsive to said back-up 
data transfer mode signals to maintain said connect 
of said reserve power supply means to said volatile 
memory means, to reconnect said reserve power 
supply means to said memory access control 
means, and to connect said reserve power supply 
means to said nonvolatile memory means, said 
memory access means being responsive to said 
back-up data transfer mode signals to transfer data 
out of said volatile memory means to said nonvola 
tile memory means said reserve power supply 
means supplying a third level of electric power 
which is greater than said second level. 

:: :: k is 

KIOXIA Ex-1008, Page 24




