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U.S. Patent No. 8,538,845 (Claim 1)

Accused Instrumentalities —PayPal Application and Backend System (“PayPal System”), Venmo Application and

Claims Backend System (Venmo System), and Xoom Application and Backend System (“Xoom System”)
1[c] The PayPal, Venmo, and Xoom Systems include a monetary transaction system processor that performs the one or more
a monetary transactions specified by the unbanked subscriber, wherein performing the specified transactions includes communicating with
transaction a monetary transaction database to determine whether the transaction is permissible based on data indicated in the unbanked
system subscriber's profile.

processor that
performs the
one or more
transactions
specified by
the unbanked
subscriber,
wherein
performing the
specified
transactions
includes
communicating
with a
monetary
transaction
database to
determine
whether the
transaction 1s
permissible
based on data

See e.g. Claim 5; Claim 5[b].

As another example, the PayPal, Venmo, and Xoom Systems allows users to create a profile and perform transactions using
the PayPal, Venmo, and Xoom Systems.

SEND AND REQUEST MONEY FOR FREE

« When funded by a bank account or with your PayPal balance, it's free and secure
to send money or ask for it back from friends and family in the US.

« Just type a name, email or phone number and PayPal will find the right person for
you if they have an account.

« Request money quickly and securely from friends or family and personalize your
payments with animations, stickers, emojis and more.

See e.g., https://apps.apple.com/app/1d283646709?mt=8 (last accessed on June 23, 2022).
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U.S. Patent No. 8,538,845 (Claim 1)

Accused Instrumentalities —PayPal Application and Backend System (“PayPal System”), Venmo Application and

Claims Backend System (Venmo System), and Xoom Application and Backend System (“Xoom System”)

indicated in the
unbanked
subscriber's
profile;

See e.g., PAYPAL-FINTIV000005036. As an example, PayPal includes profiles of a “user”. /d. Moreover, communication
regarding whether a transaction is permissible 1s communicated as shown in the diagram. Id.
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U.S. Patent No. 8,538,845 (Claim 1)

Claims

Accused Instrumentalities —PayPal Application and Backend System (“PayPal System”), Venmo Application and
Backend System

See e.g., PAYPAL-FINTIV000005062

“Xoom System”)
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U.S. Patent No. 8,538,845 (Claim 1)

Accused Instrumentalities —PayPal Application and Backend System (“PayPal System”), Venmo Application and

Claims Backend System (Venmo System), and Xoom Application and Backend System (“Xoom System”)

See e.g., PAYPAL-FINTIV000005092

(¥ ]
W
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U.S. Patent No. 8,538,845 (Claim 1)

Claims

Accused Instrumentalities —PayPal Application and Backend System (“PayPal System”), Venmo Application and

Backend System (Venmo System), and Xoom A

lication and Backend System (“Xoom System”)
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U.S. Patent No. 8,538,845 (Claim 1)

Claims

Accused Instrumentalities —PayPal Application and Backend System (“PayPal System”), Venmo Application and
Backend System (Venmo System), and Xoom Application and Backend System (“Xoom System”)

See e.g., PAYPAL-FINTIV000005094-95.
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U.S. Patent No. 8,538,845 (Claim 1)

Claims

Accused Instrumentalities —PayPal Application and Backend System (“PayPal System”), Venmo Application and
Backend System (Venmo System), and Xoom Application and Backend System (“Xoom System”)

As another example, the transaction and communication are performed as follows:

PAYPAL-FINTIV000004743 at 55.

See also 1d. at 56.
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U.S. Patent No. 8,538,845 (Claim 1)

Accused Instrumentalities —PayPal Application and Backend System (“PayPal System”), Venmo Application and

Claims Backend System (Venmo System), and Xoom Application and Backend System (“Xoom System”)

As another example, PAYPAL-FINTIV000004799 also shows communicating with a monetary transaction database to
determine whether the transaction is permissible based on data indicated in the unbanked subscriber's profile using the
“GreenDot” and the “Sending Limit Analysis”. See also PAYPAL-FINTIV000004801.
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U.S. Patent No. 8,538,845 (Claim 1)

Claims

Accused Instrumentalities —PayPal Application and Backend System (“PayPal System”), Venmo Application and
Backend System (Venmo System), and Xoom Application and Backend System (“Xoom System”)

To the extent PayPal argues that “agent” or “agent branch” are limited to a physical subscriber at a particular branch. The
limitation is met under the DOE. PayPal, Venmo, and Xoom. (See above).

1[g], and 1[h]
validating the
status of the
unbanked
subscriber's
mobile wallet
account;

determining if
the agent
branch is
authorized to
receive
deposited
money,;

performing one
or more of a
limit check and
a velocity
check on the
unbanked
subscriber's
mobile wallet
account, the

The PayPal, Venmo, and Xoom Systems implement validating the status of the unbanked subscriber's mobile wallet account;
determining if the agent branch is authorized to receive deposited money; performing one or more of a limit check and a
velocity check on the unbanked subscriber's mobile wallet account, the limit check determining whether sufficient funds are
available to make the deposit amount, the velocity check determining whether the unbanked subscriber has exceeded a specified
number of transactions within a specified time period; and crediting the unbanked subscriber's mobile wallet account with the
specified amount of funds when the agent bank is authorized to receive the deposited money.

Add Money X

O From your bank
€5 Ata store, with cash
S With Direct Deposit

& Cash a Check

\. o
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U.S. Patent No. 8,538,845 (Claim 1)

Claims

Accused Instrumentalities —PayPal Application and Backend System (“PayPal System”), Venmo Application and
Backend System (Venmo System), and Xoom Application and Backend System (“Xoom System”)

limit check
determining
whether
sufficient
funds are
available to
make the
deposit
amount, the
velocity check
determining
whether the
unbanked
subscriber has
exceeded a
specified
number of
transactions
within a
specified time
period;

crediting the
unbanked
subscriber's
mobile wallet
account with
the specified
amount of
funds when the

Cashin

ACD CASH
wscone

ADD CASH

PPL32509416

. Select Walmart, review the details and p <
In the More section, select Add Cash. 2 Show the code to a cashier, give them

generate your code.

See e.g., https://www.paypal.com/us/digital-wallet/manage-money/add-cash (last accessed on June 23, 2022).

1
the cash, and the money is sent

directly to your PayPal balance.

The PayPal, Venmo, and Xoom Systems also perform a limit check to determine if there are sufficient available funds in the
balance account to complete a transaction.

The PayPal, Venmo, and Xoom Systems also perform a velocity check, including to identify fraud, to address regulatory
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U.S. Patent No. 8,538,845 (Claim 1)

Claims

Accused Instrumentalities —PayPal Application and Backend System (“PayPal System”), Venmo Application and
Backend System (Venmo System), and Xoom Application and Backend System (“Xoom System”)

agent bank 1s
authorized to
receive the
deposited
money,

requirements, or filter for transaction issues.

The PayPal, Venmo, and Xoom Systems include velocity checks. These checks for example, monitor the number of
transactions the user receive by minute, hour, etc. and the IP addresses of the user’s customers. PayPal, Venmo, and Xoom's
Fraud Protection Services in the PayPal, Venmo, and Xoom Systems include velocity checks along with many other filters to
help assist in preventing fraud.

Account number velocity filter

The account number velocity filter is triggered for excessive use of a card within a short period of time.

What does the filter do?

The account number velocity filter triggers when any credit card account number is used five times within a

three-day (72-hour) period.

See e.g. https://developer.paypal.com/api/nvp-soap/payflow/fraud-protection/ (showing velocity functionality) (last accessed
on June 23, 2022).

For example, the PayPal, Venmo, and Xoom Systems implement various velocity checks in the form of filters.

The PayPal, Venmo, Xoom Systems include functionality to further determine that the mobile wallet application is a valid
account and 1s associated with the correct user.

See e.g. https://developer.paypal.com/api/nvp-soap/payflow/fraud-protection/ (showing validating functionality) (last accessed
on June 23, 2022).
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U.S. Patent No. 8,538,845 (Claim 5)

Claims

Accused Instrumentalities —PayPal Application and Backend System (“PayPal System”), Venmo Application and
Backend System (“Venmo System”), and Xoom Application and Backend System (“Xoom System™)

5[f], 5[g], and 5[h]
validating the
status of the
selected payment
method;

performing at least
one of a limit
check and a
velocity check on
the selected
payment method,
the limit check
determining
whether sufficient
funds are available
to make the
deposit amount,
the velocity check
determining
whether the
unbanked
subscriber has
exceeded a
specified number
of transactions

The PayPal, Venmo, and Xoom Systems implement validating the status of the selected payment method; performing at
least one of a limit check and a velocity check on the selected payment method, the limit check determining whether
sufficient funds are available to make the deposit amount, the velocity check determining whether the unbanked subscriber
has exceeded a specified number of transactions within a specified time period;

Validating the status of the specified recipient to ensure the specified recipient has a valid mobile wallet account and
checks the status of the selected payment method. For example, the PayPal, Venmo, and Xoom Systems perform such
checks to determine whether the payment method can be used.

How do | send a payment using my PayPal balance?

Payments are automatically made using your PayPal balance first if the currency of your payment is
the same as the one of your balance. To send a payment:

1. Click Send and Request at the top of the page.

2. Click Pay for goods or services.

3. Enter the recipient’s email address, and click Next.

4, Enter the amount you want to send, and click Continue.

5. Review your payment information, and click Send Payment Now.

See e.g. https://www.paypal.conv/bs/smarthelp/article/how-do-i-send-a-pa
accessed on June 23, 2022).

-my-paypal-balance-faql844 (last

The PayPal, Venmo, and Xoom Systems also perform a limit check to determine if there are sufficient available funds in
the balance account to complete a transaction.
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U.S. Patent No. 8,538,845 (Claim 5)

Claims

Accused Instrumentalities —PayPal Application and Backend System (“PayPal System”), Venmo Application and
Backend System (“Venmo System”), and Xoom Application and Backend System (“Xoom System™)

within a specified
time period;

validating the
status of the
specified recipient
to ensure the
specified recipient
has a valid mobile
wallet account;

The PayPal, Venmo, and Xoom Systems also perform velocity check, including to identify fraud, to address regulatory
requirements, or filter for transaction issues. These checks for example, monitor the number of transactions the user
receive by minute, hour, etc. and the IP addresses of the user’s customers. PayPal, Venmo, and Xoom's Fraud Protection
Services in the PayPal, Venmo, and Xoom Systems include velocity checks along with many other filters to help assist
n preventing fraud.

Account number velocity filter

The account number velocity filter is triggered for excessive use of a card within a short period of time.

What does the filter do?

The account number velocity filter triggers when any credit card account number is used five times within a

three-day (72-hour) period.

See e.g. https://developer.paypal.com/api/nvp-soap/payflow/fraud-protection/ (showing velocity functionality) (last
accessed on June 23, 2022).

For example, the PayPal, Venmo, and Xoom Systems implement various velocity checks in the form of filters.

The PayPal, Venmo, and Xoom Systems include functionality to further determine that the mobile wallet application is a
valid account and is associated with the correct user.

See e.g. https://developer.paypal.com/api/nvp-soap/payflow/fraud-protection/ (showing validating functionality) (last
accessed on June 23, 2022).
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U.S. Patent No. 8,538,845 (Claim 5)

Claims

Accused Instrumentalities —PayPal Application and Backend System (“PayPal System”), Venmo Application and
Backend System (“Venmo System”), and Xoom Application and Backend System (“Xoom System™)

Why are limitations placed on an account?
There can be several reasons for an account limitation:

* An unauthorized person may be using your account. If PayPal believes someone is using your
account without your knowledge, the account could be limited to protect you from fraudulent
charges while PayPal investigates the suspicious transactions. Similar steps may be taken if your
debit or credit card issuer or bank notifies PayPal that someone has used your card or bank
account without permission.

* The account is out of compliance with regulatory requirements. Limitations can also be placed on
an account that has been found to be out of compliance with regulatory requirements. For
example, if you receive donations, you're required to provide documents confirming you're a
registered nonprofit organization. PayPal may limit your account while you gather those
documents or while we're working with you to satisfy any other regulatory requirements. The
same is true if you don’t follow PayPal’s Acceptable Use Policy—selling banned items, such as
prescription drugs or guns, for example.

* Your account has a high number of claims and chargebacks. When there’s a high number of buyer
claims and chargebacks to your account, we may review your account. While we're reviewing, you
may experience an account limitation.

* Sudden, rapid changes in what or how much you sell. If you start to sell an entirely new type of

product, specifically higher-end items like jewelry; or there's a rapid increase in sales volume, yo
account may be limited while PayPal reviews it. 6

See e.g. https://www.paypal.com/us/bre/article/understanding-account-limitations (last accessed on June 23, 2022).

Upon information and belief, the Venmo and Xoom Systems include the same functionality. For example, the Venmo
and Xoom Systems check the status of the selected payment method. For example, the Venmo and Xoom Systems check
to determine whether the payment method can be used.

Upon information and belief, the Venmo and Xoom Systems also perform a limit check to determine if there are sufficient
available funds in the balance account to complete a transaction.
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U.S. Patent No. 8,538,845 (Claim 5)

Claims

Accused Instrumentalities —PayPal Application and Backend System (“PayPal System”), Venmo Application and
Backend System (“Venmo System”), and Xoom Application and Backend System (“Xoom System™)

The Venmo and Xoom Systems also perform velocity check, including to identify fraud, to address regulatory

requirements, or filter for transaction issues.

The Venmo and Xoom Systems include velocity checks. These checks, for example, monitor the number of
transactions the user receive by minute, hour, etc. and the IP addresses of the user’s customers. Venmo and Xoom's
Fraud Protection Services in the PayPal System include velocity checks along with many other filters to help assist in

preventing fraud.

The Venmo and Xoom Systems include functionality to further determine that the mobile wallet application is a valid

account and is associated with the correct user.
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U.S. Patent No. 8,538,845 (Claim 5)

Claims

Accused Instrumentalities —PayPal Application and Backend System (“PayPal System”), Venmo Application and
Backend System (“Venmo System”), and Xoom Application and Backend System (“Xoom System™)

venmo

Articles in this section

|dentity Verification

fenmo

ldentity Verification

Venma is a money transfer business regulated by the United States Treasury Department. As
such, we are obligated to collect certain information from our users to verify their identities

Why are you asking me to do this?

Verifying your identity allows you to make payments using the money in your Venmo account

and can enable you to send and transfer greater amounts of maney on Venmo.

Venmo is required by federal law to collect certain information from all its users that have

access to a balance. We may also ask to verify your identity if you attempt to do any of the
following:

Send $300.00 or more in one week (rolling 7 day period)
Transfer $1000.00 or more to your bank in one week
Be added as a manager for a group account

Receive payments for goods & services through either a personal or business profile

Submit a request
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U.S. Patent No. 8,538,845 (Claim 5)

Claims

Accused Instrumentalities —PayPal Application and Backend System (“PayPal System”), Venmo Application and
Backend System (“Venmo System”), and Xoom Application and Backend System (“Xoom System™)

venmo

Articles in this section

dentity Verification

Scams on

See e.g., https://help.venmo.com/hc/en-us/articles/360035844973-Security (last accessed on June 23, 2022).

Login Security

If you're having trouble logging in because you have a new phone number, please visit
New Phone Number.

Why do | need to authenticate who | am on sign-in?
Completing multi-factor authentication when signing in adds an additional layer of security.

When you sign in, we may send & code to the phone number registered with your Venmo
account. Entering this code correctly provides an extra layer of authentication.

Never share this code with anyone else. Venmo will never ask you to provide your six-
digit code on a phone call, text message, email, or chat. Venmo will never ask you to
send us money on another payment platform. If someone requests your six-digit code,
it’s probably a scam.

If you have a bank or card linked to your Venmo account, you may be able to complete
authentication by verifying your financial information. If this option is available to you, follow
the prompts in the app by tapping "Other options to confirm your identity...." (this backup
option is not available for all users).

After successfully signing in, you may grant Yenmo permission to remember the device by
tapping "Remember Device". When you sign in on that device in the future, you may not need
a code to confirm your identity.

See also Claim 1 above.

Submit a request  Login
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U.S. Patent No. 8,538,845 (Claim 5)

Claims

Accused Instrumentalities —PayPal Application and Backend System (“PayPal System”), Venmo Application and
Backend System (“Venmo System”), and Xoom Application and Backend System (“Xoom System™)

In addition to direct infringement of this claim by PayPal, Venmo, and Xoom (including its employees),

PayPal, Venmo, and Xoom also indirectly infringe and continue to indirectly infringe by actively inducing other by using
the Accused Instrumentalities. For example, PayPal, Venmo, and Xoom’s customer facing documents show PayPal,
Venmo, and Xoom’s inducement of others to infringe. See, e.g., PAYPAL-FINTIV000005529; PAYPAL-
FINTIV000005532; PAYPAL-FINTIV000005535; PAYPAL-FINTIV000005541; PAYPAL-FINTIV000005560;
https://camogie.ie/files/Camogie%20User%20Manual%20for%20PavyPal.pdf:
https://www.paypal.com/us/smarthelp/PAYPAL HELP GUIDE:;: https://www.pavypal.com/bs/webapps/mpp/shop/faq;
https://help.venmo.com/hc/en-us; https://help.xoom.com/s/?language=en_US.

Further, PayPal, Venmo, and Xoom have indirectly infringed and continue to indirectly infringe this claim by contributing
to infringement of this claim. For instance, components of the Accused Instrumentalities are especially made or especially
adapted for use to infringe this claim by making available for use, offering for sale, selling, and/or importing the
components of the instrumentalities, to third parties, who, for example, use such components to practice this claim. See,
e.g., PAYPAL-FINTIV000005529; PAYPAL-FINTIV000005532; PAYPAL-FINTIV000005535; PAYPAL-
FINTIV000005541; PAYPAL-FINTIV000005560;
https://camogie.ie/files/Camogie%20User%20Manual%20for%20PavyPal.pdf:
https://www.paypal.com/us/smarthelp/PAYPAL HELP GUIDE:;: https://www.pavypal.com/bs/webapps/mpp/shop/faq;
https://help.venmo.com/hc/en-us; https://help.xoom.com/s/?language=en_US.

Further, to the extent the limitations are not met by each Accused Instrumentalities, these limitations are met under the
doctrine of equivalents. Any difference between the Accused Instrumentalities and the claimed limitation is insubstantial.

5[1], 5[;], and 5[k]
debiting the
specified payment
method by the
specified amount
of funds:

The PayPal, Venmo, and Xoom Systems perform debiting the specified payment method by the specified amount of funds
transferring the specified amount of funds 5[1], 5[j], and 5[k]

debiting the specified payment method by the specified amount of funds; transferring the specified amount of funds to the
specified recipient over at least one of the plurality of channels connected to the monetary transaction system; notifying
the unbanked subscriber that the specified amount of funds was transferred to the specified recipient over at least one of
the plurality of channels connected to the monetary transaction system.

For example, subscribers can send money to one another through the monetary transaction system channels. This includes
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U.S. Patent No. 8,538,845 (Claim 5)

Claims

Accused Instrumentalities —PayPal Application and Backend System (“PayPal System”), Venmo Application and
Backend System (“Venmo System”), and Xoom Application and Backend System (“Xoom System™)

transferring the
specified amount
of funds to the
specified recipient
over at least one of
the plurality of
channels
connected to the
monetary
transaction system;

notifying the
unbanked
subscriber that the
specified amount
of funds was
transferred to the
specified recipient
over at least one of
the plurality of
channels
connected to the
monetary
transaction system.

an unbanked subscriber using PayPal, Venmo, and Xoom balances. On information and belief, once the unbanked
subscriber transfers funds to another PayPal/Venmo/Xoom account, the unbanked PayPal/Venmo/Xoom account is

debited and a notification is sent to the unbanked PayPal/Venmo/Xoom account.

About Payment Methods

PayPal allows you to make payments using a variety of methods including: PaxPal balance[ a

bank account, PayPal Credit, debit or credit cards, and rewards balance.

This page does not address unauthorized transactions. For information on your protection
against unauthorized transactions, please see the Error Resolution section of the PayPal User

Agreement.

See https://www.paypal.com/us/webapps/mpp/popup/about-payment-methods (last accessed on June 23, 2022).

To protect yourself from unauthorized activity in your Balance Account, you should regularly log into your personal account and review
your Balance Account statements. PayPal will notify you of each transaction by sending an email to your primary email address on file.
You should review these transaction notifications to ensure that each transaction was authorized and accurately completed.

See https://www.paypal.com/us/webapps/mpp/ua/pp-balance-tnc#protection-unauth
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