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A mobile phone system and method of initializing, at a
secure transaction server (STS), a mobile payment software
with a software authentication parameter, as an authentic
mobile payment software; providing an STS correlation
between a personal identification entry (PIE) and the authen-
tic mobile payment software; installing, in a mobile phone,
the authentic mobile payment software; and inputting, by a
user, the PIE to the installed authentic mobile payment
software to generate according to the PIE and the software
authentication parameter a transformed secure authenticable
mobile phone cashless monetary transaction over the mobile
phone network, as a mobile phone wireless wallet of the user
of the mobile phone. The mobile phone authenticable cash-
less monetary transaction is performed according to an
agreement view(s) protocol.

1({3 ’2\0
STS ACTIONS
ATRENTIC @ SELECT SOFTWARE AUTHENTICATION
AHOBLE PARAMETERS (E.G. CREATE NEW SEED
GTENT, o AND CAPTURE INTIALZATION CURRENT TNE)
VOBLE L COMPILE MOBILE PAYMENT SOFTWARE
PHONE TEMPLATE WITH SOFTWARE
@ AUTHENTICATION PARAMETERS TO
/ CREATE ANEW AUTHENTIC EXECUTABLE
o | 1 INSTANCE OF SOFTWARE 108
CREATE APIE
MERCHANTIPAYEE/ 60 STORE IN DATABASE 203: MOBILE
TRANSACTIONPARTY [+—\ PHONE # (DEVICE IDENTIFIER),
7 MOBILE PHONE CARRIER (OPTIONAL),
A SOFTWARE AUTHENTICATION
PARAVETERS AND PIE
INSTALL AUTHENTIC MOBILE
PAYNENT SOFTWARE IN MOBILE PHONE
EXECUTE AMOBILE PHONE USER
ELECTRONICALLY AUTHENTICABLE TRANSACTION

I[PR2023-00744
Fintiv Ex. 2009 | Page 1 of 35



US 2005/0187873 Al

Patent Application Publication Aug. 25,2005 Sheet 1 of 15

vl Ol

NOILOYSNYYL 318VIILNFHLAY ATTVOIINOYLITTI
435N INOHd JNEOWY 31n33X3

INOHd 380N Nt FaYMLIOS INTWAVA
FUBOW JILNIHLNY TIVLSNI

Jid ONY SHILINVUVY
NOILYOLLNTHLOY FHYMLI0S
‘(TNOILO) HI¥YD INOHd FTI80W
(43141LN3Q 3IAFQ) # INOH
T80 ‘€02 ISVEYLYQ NI JHOLS

EICLEIVELY)

80 FHYML0S 40 JONVLSNI
318vLNO3X3 JLINFHLNY MAN Y 31VIHD
01 SY313NVavd NOILYOLLNIHLNY
FUVMLI0S HLIM 31 1dW3L

JUYMLH0S INJWAV 180N 3T1dNOD

(WL LN3YHNO NOLLYZITVILINI 34N 1dvO NV
0335 MIN 3LY340 "9'3) SHILINVYvd
NOLLYOILNIHLAY FVYMLIOS 103713S

SNOILIY SLS

OENONONONOIO

A/

/

!

09

ALYVd NOILOVSNYYL
[33AYAILNYHOYIN

a0l

09

INOHd
E

8%

\

0z

JUYMLI0S
INIWAYd
380N
JIINIHLOY

\
804

IPR2023-00744

Fintiv Ex. 2009 | Page 2 of 35



US 2005/0187873 Al

Patent Application Publication Aug. 25,2005 Sheet 2 of 15

137TVM SSIT3YIM S3LVALLIY ¥38N
3003 NOLVAILDY H1IM
31180W OL SWS SAN3S SLS

1317VM SS3T34IM SAYOINMOC ¥3SN

YINITQYOTNMOQ HLIM INOHd
J7180W OL SWS SAN3S SLS

3ld MONX LON S300 43QIA0Yd
LYHL OS JOVAI NV 38 LHOIW 3d - 435N
01 3id SAY1dSIC 8 31d S139 ¥3QIAOYd

Y¥301A0d OL 3id

SON3S SLS -3Id Y ANV 318v1NI3X3 SIHL
QYOINMOQ OL NIV (SYIL3NHYd HSTHd,
HLIM) 318YLN03XT MINY S3L¥3YD SLS

Y¥3GNNN JTION ONY QI3LdN 3HL

$1S 0L SAN3S ANY QOMSSYdIINYNY3SN
¥3QIAOHd ¥O4 (WOANVY) aI 41dNn

¥ S3LVYINTO ATIYNOILAO Y3AINOYd

J30IA04d O1 NMONX
QYOMSSYd/INYNYISN ¥ Y04 YIWNN
3INOHd 3TI0N SFUNLYI H3AIACYd

SNOILOY

OJONOROIOIOIO

gl Ol

“INOHd |_-901
1800 [~

Emp
i

NOLLYO! lddY INIWAYd 3TI90W

35N 0L Nid 35N ONIQYOINMOQ ¥3LdY -
NOLLYDIddY

INIWAVd 3UG0W TIVLSNI ONV QYOTNMOQ
OL)INITQYOINMOQ HLIM INOHd ¥NOA NO

8IS L~ 29¥SSIN LYOHS ¥ IN3039 TIM N0A -
@ JOVAM3INI ¥36N
'y /

T

o ] ( so 0L 370N 3HL 40 Y3gNN
INOHd 3L ¥3IN3

YN INORd TTG0N SR0R

00N HIM SINIAAVE DIV
\ T 3ovasaivEsn

A

\

01

IPR2023-00744

Fintiv Ex. 2009 | Page 3 of 35



US 2005/0187873 Al

Patent Application Publication Aug. 25,2005 Sheet 3 of 15

094~

X3

|njssa0ons
SBM UONBANDY

191IEM SSOIBIM

¢ liesul

o)oidwos
S| peojumoq

85h~

Jl 9l

sjeAnoy e

£er68eoty

apon
uoljeAndy Jau3

13]|BM SSO[RNIM

Aun o} 09

19)|EM SSB|3JIM
INOA peOjUMOP O}
XASeCyyG/ZI0LPD

/BCnyoL vve
‘8'8Z1/diy 03 0D
18pPIACId WO}

E

95~

youne

191leMSS 8|8
‘youne| 0} 2u0 10918S

058~

ST 13

IPR2023-00744

Fintiv Ex. 2009 | Page 4 of 35



US 2005/0187873 Al

Patent Application Publication Aug. 25,2005 Sheet 4 of 15

¢

N0 =

JYNOIS-NON —-----

H-1-

T

:Ez_ mmw

Ol

20
/
LY

J
sk ol Fdgg

i .
KT _.L“_Ig_a o] sy

0435
IN3NAYd

r

) L~ NOILYDII¥3A

\
90} -801 207
007
T
-~ "m_:o
ae.@%o_mv
N A W
890
w0
02k /

— = —

[ Ton -4 o | Moo | eremov | [ S o1 [ Fag |
J

mm>mmm NOILJVSNYdL mm:omm

IPR2023-00744

Fintiv Ex. 2009 | Page 5 of 35



US 2005/0187873 Al

Patent Application Publication Aug. 25,2005 Sheet 5 of 15

9y
TINNVHO

008~ yannsnog

v . " - . - . - " S = W% A e Gm . W AR MR = R w e

NOILYJ01 VJISAHd Hz<Iomm_y_ 1v38

10N AV 4O AVIN NOLLYOIlddY VL3

0

y0¢

JOIN43S

480}
INVHOYIN

N
. N
¢0¢ .,/

IN3FWAVd

|
]

Q713INNVHD

ddV

o
O
L

s

-

d

315 40 m
INOd m J/
\ -
AR | GOTM
NEINER
NOILDYSNYAL
O3S A
8 3 13INNVHO

LINYILNI

0I€

IPR2023-00744

Fintiv Ex. 2009 | Page 6 of 35



Patent Application Publication Aug. 25,2005 Sheet 6 of 15 US 2005/0187873 A1

cousune 20
sp—{ (00 [0 TT5 ][ AGREEUENT [ DI | DDy ﬂ~ M
C = /
RN ‘ 405
an il

g0 [0 [ ke | 00 J 00y | Mg

vechaT —~ 202
oA %]

408
'4 A
[0y [0 | 15 |[ AGREEENT ] OOy J| O |~ Wy |

SECURE TRANSACTION SERVER

| 08 i D0 {0 | TS AGREEMENT | DIDg | DOy | MO Bi
> |{1]|PNC

R KEYe N~ 402
=1 LLLRSNC CONSUMER

- S N (=T
[00c T [ 75 ][ AckeeuewT [ 0c | Oy Jr~={ W0 |
e i i Y 4

_____ =

Y ¥y vV
| i I DDy [ ™D ] 715 |[ AGREEMENT DID’X‘W\ Wy ]
08 |_D0y_| | J[ | Doy | omg }‘ MJ DATABASE

120

"4

~~404

EREREN

120
CONSUMER AND MERCHANT MESSAGE ENCRYPTION
AND SECURE TRANSACTION SERVER PROCESSING

FIG. 4

I[PR2023-00744
Fintiv Ex. 2009 | Page 7 of 35



US 2005/0187873 Al

Patent Application Publication Aug. 25,2005 Sheet 7 of 15

~

-
]
1
]
1]
]
)
]
]
]
)
]
]
]
]
)
1
}
]
]
1
]
]
]
1
1
]
]
]
1
)
]
1
]
]
]
]

m IS
" NOILDYSNVYL
m ENIRES
o
m e
b
| TINNYHO
NV A /.Y ST
N33
INTWAYd
PIg=
Y 925
LA/ AN
206><\
g NHHOE3N

G 9Ol
0 " $53005 NOLLOYSNVAL
) S . INNOOY 103138
! y34IN30 QHOMSSWd Oy~ oS Nid 431N
..... ANNOJOY LNJWAYd +; 915 $
Nid
(1335 WOONY ¢ "
01 30/A30 HOY3 404
, 30}
" " s ﬁz:mzs
0% m
- vy | TINNVHO A
g9 !
ENO 0
05 0
. ¥INNSNOD OL LAY OL 3SNOGSTY SLS QHVAO4 SLN 875
“ HLAY OL JSNOAS3 SONGS SIS 97§
N JONOASTY 30IAN3S INAYA SIA03M SIS 126
- i 303 LN3NAY OL NOILDYSNYRL SONFS SLS 726
B _ HLAY SINNSNOD ONY HLNY SLA SONS SLI 076
> i NOLLDYSNYL STZIMOHLNY $IANSNO 816
T X ¥INNSNOD OL DY OL JSNOIST SIS STHVMNOA SLA 91
L\ JANSNO ¥O3 SINNOOOY HLINE D34 OL JSNOS SONGS SIS b1
ONILSH INNOJOY SN0 SIS 21§
¥INNSNOD 03 ONILSITLNN0ODY S139 SIS 01S
e 039 ¥3NSNOD ONY O3y S SANS SL 808
- N NOLLOVSNYALL SISTND3M HINTSNOD 905
S 0d SN HINNSNOD #0G
(0d) 43040 3SVHOUNd SLSIND3Y HINNSNOD 208
NOLLOYSNYYL 3LITdNODY

IPR2023-00744

Fintiv Ex. 2009 | Page 8 of 35



US 2005/0187873 Al

Patent Application Publication Aug. 25,2005 Sheet 8 of 15

WILSAS INFWAYd

. NOLLYOIddY dn-NOIS 00}
@ mu_m -~ =
//1// \\\\N b
s d ‘ ' Illl . e
TR - "
W 20~ T0vaaIN
0l me\,. , | i
7 danEs 0nominog
T 8 T3NNVHO
" GTENNVHD
T— T |
_ 8 TBNNYH)
TIINHY 1 \ouvordavaswonnd | SR
o | | v T
AL e PR a] | NSO - ”
D _ _~ NOILYITddV S3¥S Eo_: 70 203 @v
\\\rh lllllllllllllll 7~
IR GiE \\.\\
14303 & - %%W__MMA .........
....... e AT 2] N
(S0d) NOLLYOIddY Ldi3034 YWANID 0T 198 <¢-- e mmmee

IPR2023-00744

Fintiv Ex. 2009 | Page 9 of 35



US 2005/0187873 Al

Patent Application Publication Aug. 25,2005 Sheet 9 of 15

0L~

920~

nusy dnByq

_ao._. 16}80Y] BiAO

‘uonnq Avd. ssaid

ST18 IeoL

b :u0NED0 VBB
oF:pL (PO LE/

Z1 uo (D) seeg Joyioig

ugbd dnBg
iy e APy
]

d SZ:Z %00y jO 100YoS
wd

§612 L BWNIOA ‘NG 1IN
Nd $6:Z iAog pood

Wd 00:Z 313
[ndor'Geea oumcrg
Wd 05:Z ejues peg
]

1802038 V14

120l~_

820L~

0L~

2. 5295 1INPY

‘Iejeq esevaung
e ey

101 fuem nok og|

—Bupmojjo) oy

Wolj 9600y esEold

P20L~_

B0l ~

nuay dnbd
(00'6$) souas

0
G PiD

[

Z 93] WPy
¥ 1UCNEI0T UBBIDS
ovivl (POM)LE/

Z} uo (9) seag sayjo:g
oy

uofiq dandy
doj Jeeay} ewe|

aseyund InoA M|

9128y OIACW 4DV 1Y

131EMSSBRIM

I§auUnE] 0} QUO 399|06

IPR2023-00744

Fintiv Ex. 2009 | Page 10 of 35



US 2005/0187873 Al

Patent Application Publication Aug. 25,2005 Sheet 10 of 15

P3LL~

0H~

1dja02)

inak i0j X0 sSaid
a303320ns
1BaY] A0
015Zi8

10 wowded mop

WL~

DR SFONO)

sebsw

11508.6¢

1dj029Y N0, 8,8.0}|

Ho * 130NVD

oz
SPEDPIIBAOSII O

T1S-PIOOPIIOeN )|
Buyo

suveninuolbulsem O

Bupoydissiiv O

———

UN0IJY 109jeg)

g/ Ol

WTENY

£[0j000aY M)

0} juem nof oQ

A
0
eieapy-ea O

T Buimo)jo) eyy)
1I0J) 0800YD oseeld

0901~

0

19memessEIM Buisn
18)1 1) BABINGY URD NOY,
1013021 104 aloi8

pue moys 0} YO ssald

Wissey|

290~

12)[EMSSjBIM

(e ———

4aune) 0} su0 J00jeS

IPR2023-00744

Fintiv Ex. 2009 | Page 11 of 35



Patent Application Publication Aug. 25,2005 Sheet 11 of 15 US 2005/0187873 Al

P2P PAYMENT: MOBILE PAYER MAKES PAYMENT

(UBLEPYE )~ 50 C s o ap_ME )
A PN
80\4 PAVHENT [FORMG) | 802

(2) USER SELECTS | (2) USER SELECTS
OPTION "MAKE | OPTION'PENDING N\ 808
PAYMENT' (FORM 1) | REQUESTS' (FORM 1)

Y
RETRS
HONE NOBER!
ENAL ADORESS
(FORY2)

/L__

Y
810 A%USER ENTERS
IN[FORMAOR7) | USE USERPINTO CREATE
VA ENCRYPTED PAYEE D
REQUESTPENDING LIST REQUEST ___

812 15)STS AUTHENTICATES PAYER, AND
IDENTIFIES PAYEERETURN PENDING (~__ 814
REQUESTLIST

| PAYEE D (UD, D, FULLNAME)

V/ PENDING REQUEST LIST
-—

WREREVERS [ EIISR TS
AVOUNTHE | FROPENDING
WAITSTOPAY | PAENTLST (o

ANDCONFIRM | AND CONFIRM
FORMS,E) |  (FORMS.H

/

816 ~ PAY(PAYER, PAYEE, AMOUNT)

W STS PROCESSES PAYMENT RETURN
NALRESULT TOPAYER. IF SUCCEED, ~_ 820
NOTIFY PAYEE AS WELL

PAYWENTRESULT NOTIFCATION O PAYEE (S3 OR ENAL)

GESTADIS | oo amg s

IF USER WANTS 10 f=—

BOOKMARK PAYEE
(FORMD) [ -822

'

FIG.8 |

I[PR2023-00744
Fintiv Ex. 2009 | Page 12 of 35



Patent Application Publication Aug. 25,2005 Sheet 12 of 15 US 2005/0187873 Al

P2P PAYMENT: MOBILE PAYEE REQUEST PAYMENT

({MOBILE PAYEE N 200 C ST 0 20 PAYER )

s PN P
PAYUENT FORM) | 902

1
e
PAVHENT: FORM )| 04

(3AUSER ENTERS | (3 USER CHOOSES®
PHONE NUMBER 1 SELECT FROM FAVORITE?
EMAL ADDRESS |  ANDPICKSUPONE  1™~-908
(FORM2) | ENTRY (FORM 2THEN 3)
/

906 [ /4 USER ENTERS
PIN (FORM4) USE USER PIN TO CREATE
VA ENCRYPTED PAYER

IDENTIFICATION REQUEST —__

910 11 STS AUTHENTICATES PATEE

IDENTIFIES PAYER AND RESOLVES ~<91)

PAYER INFO. RETURNS PAYER INFO.

PAYER INFO (UDID, I, FULLNAME)
(6) USER ENTERS
AMOUNT HE
ASKS FOR
AND CONFIRM
(FORMS, 6
/
914 REQ (PAYER, PAYEE, AMOUNT)
STS PROCESSES REQUEST (CREATE NEW REQUEST
ENTRY) F PAER S AN USER. SEND SHS, OTHERWIE I~_ o,
SEND EMAL TONOTIFY PAYER
REQUESTRESLLT NOTIFICATION TO PAYER (SMSIEMAL)
(8) FINAL REQUEST ADDITIONAL SMS AS
RESULT AND ASK QUT-OF-BAND CONFIRMATION
FWNTTO  je—
BOOKMARK PAYER
(FORM10) ~ [™-918
* FIG.9 | "

I[PR2023-00744
Fintiv Ex. 2009 | Page 13 of 35



US 2005/0187873 Al

Patent Application Publication Aug. 25,2005 Sheet 13 of 15

0l Ol

DNNO— N camoney ok o) [aahed]

_ (S39vosH v
S04 4 1S3 «-LivM INN0QOY LTS « LNAHAYG ONIONd
103138 «Nid ¥3LN3 S 131034 INION3A T3 NAWAYG o d

S3A | L oN

ppe 0} juem nok oQ

"q303300NS [994ed]

A

o3 [X]$ jo wuowhed inog
(S30WSS3N b SHYO3 8 1NS3H « LM« LNNODOY LITT3S - LNNOHY ol
Y3IN3eNig 3N 3T 3NNV e LAY —
S3A ON
_ (S30vSS3M v
SO0 TNS3be L INROOY DTS INORY BUNINA IR
« 300N« 00N NOW LTS LNV e NIV > BC00b~Jemmoramotoritear | | 020
S04 31815504 luaca sew ssanbou nos
010 20l o4 6 810}
) 1/ 1ol T,
%0 _] woeg %0 ] [Gioes %0 R lé O | [wes
O [ wnoooy 113G o (D'd$) eulow snser o
\ 00hedjroheg B L[oweN ealeqiefed) ] ﬁ_.xwu. rm‘_%MJ SuEA ..___>>O._n_
Eﬂﬂn___\_.w w_.__www_u“w uﬁﬂﬂﬁhﬂ“ﬂﬁnﬂﬂ& uﬂ Aed B
‘Nid InoK 19jua asea) UEM NOA 21nS NOA 0J BjuowAed Buipued Jnop
w7l Le .
‘ Y/ SI530
_ 1 w0 [ONIONA3
W1 FE] [ -IM0Y oo~ Desed (oI DX 20l

BUlO} SNSO o -t — . ) % bnbnvou.mq_ﬂnumdlll Suc Mmmmm

g z%m__..__mhoo\mﬁw worg oo 3 \‘\aﬁﬁwﬁwﬁwﬂ_\w\ wWewAed dzd o

WIBWY0O0R JOsN IN0X \\\Mﬂ_ﬂﬂﬂoﬂ,ﬂ\ :013ueM nok og 10} Juem nok og

E— & } 0

IPR2023-00744

Fintiv Ex. 2009 | Page 14 of 35



US 2005/0187873 Al

Patent Application Publication Aug. 25,2005 Sheet 14 of 15

IPR2023-00744

Fintiv Ex. 2009 | Page 15 of 35

H ol TSHNOLIVNYAL 9 30VSS3H
LSO B LSO S0 NG DN 43 NS
AEHNOLYIMINIINE 0 SV
SR NOLYLINGC] 4334 2 S5
i3 LS SIS ONENR 3 00N
LSO LT LS3N04 SHONIG ¥ J0WSKaN
¥ X ¥ T T3
y T 7 T XX X X T
O T O X T
X y X 1 )
7 Y T X X 4
X H X TV
(T i
a oo | oo | a0 | oo | 3w 90 il
ooy | 19503 | INNOOY | ANVORY e | v | vassanons | vz | T mzm_i ooy | S AL | sovesay | 00
ETTE
\
0
T T 7
X S
X 1
X 13
X 4
X TV
ST | a0 | v
LB
\
0




US 2005/0187873 Al

¢l 9l

0y

\\

¢ Uuppeg

_

a0BSSo

|oupped | [ _ L

15301 aBesSayy

S

Qan

NIY1d

EIPIAIE
\

\

IPR2023-00744

Fintiv Ex. 2009 | Page 16 of 35

Patent Application Publication Aug. 25,2005 Sheet 15 of 15

30 oy ‘IdOTINT FOVSSIN -

“UigQILilunowylcaweuindleaianieal
g1 gunowylzaweuinlzaianizal waiLinunouwy]saweuindlyaianlial ewio; jsi jsanbay Buipuag {7021

" EIUNOIYU\ZIUNOIYU\|IUNOIDY ‘JeLulof Js!| Junoddy



US 2005/0187873 Al

WIRELESS WALLET
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BACKGROUND OF THE INVENTION
[0010] 1. Field of the Invention

[0011] The present invention is directed to wireless com-
puting device authenticable transactions, for example,
authenticable cashless monetary transactions. For example,
a mobile phone wireless wallet.

[0012] 2. Description of the Related Art

[0013] The future ubiquitous computing environment will
consist of mobile users with information computing appli-
ances (mobile devices), such as cellular phones or Personal
Digital Assistants (PDA’s), that will be wirelessly commu-
nicating and interacting with the varied services and devices
encountered at any particular moment and place. Many
applications that operate in such environments have been
proposed from the research and business community, but
there has not yet been a strong market pull for any particular
one. It is apparent that a crucial enabler for ubiquitous
computing to emerge into the marketplace is the ability to
safely conduct financial transactions using mobile devices in
this form of environment.

[0014] However, mobile devices, and, in particular,
mobile phones, can present certain characteristics, such as
limited capabilities (computation power, communication
bandwidth, battery capacity, small display, limited key-
board, etc), a typical user who is not technically savvy and
cannot be overly burdened with a complex application for
executing transactions with other parties, and a wireless
transport network that is deemed insecure at the network
layer.

[0015] There have been many approaches and solutions
proposed for the mobile commerce (m-commerce) problem.
A few small manufacturers have offered Wireless Local-
Area Network (WLAN)-enabled mobile phones and both
MOTOROLA and NOKIA have made announcements of
plans to offer such phones in 2004.

[0016] The current m-commerce practice involves Web
Store-Front Payment, in which a consumer pays for goods or
services offered by a retailer that has Internet presence. For
web pages that are specially prepared for mobile devices,
such as those that are WAP-enabled, one could use the
mobile device to make a purchase as it is normally done in
e-commerce transactions using a web browser on a personal
computer. But, since payment typically requires logging in
and typing a username and password, this approach is
impractical and inefficient on a mobile device, even if the
transaction uses Wireless Application Protocol (WAP) and
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has occurred through a secured network link such as through
https or Secure Socket Layer (SSL). In many current web
browsing applications, the consumer can pre-register one or
more financial accounts with a merchant to save time and
avoid repeatedly entering ones financial information, but
this approach requires a consumer to register multiple user
account information with multiple merchants. Further, in
case of a physical point-of-sale (POS) case it is too complex
to deploy from a business point of view because it frequently
involves integration with the back-end store systems and
some form of binding between the payer and the physical
goods purchased.

[0017] From a data security perspective, existing m-com-
merce data security solutions rely on Public Key Infrastruc-
ture (PKI) technologies. However, PKI solutions suffer from
poor computational performance in mobile device environ-
ments and complexity of the user experience. There are
many different ways PKI can be used for mobile payments.
One proposed PKI-based solution for mobile payments is by
MET LIMITED, which is discussed at [www.mobiletrans-
action.org, retrieved on Jan. 5, 2005]. Under existing
m-commerce security solutions, a user signs a transaction (a
purchase order) with a certificate that authenticates the
identity of the user (it is unclear whether each user has a
single such certificate or a variety of them, each for every
eligible account). For example, handling of multiple security
certificates from many vendors is confusing, at best, and can
be dangerous if left up to the user. Since these certificates are
stored on the mobile device, the certificate store needs to be
protected and “unlocked” on a per use basis. If the certificate
storage is implemented in software the key used to unlock
the storage should be of sufficient length to protect this
storage, or it can be instead implemented in hardware, which
in case of a mobile phone would require the phone to be
designed for this purpose. Such an approach requires an
infrastructure for dissemination of certificates (including
revocation), possibly specialized mobile phones and possi-
bly some basic understanding by the user of certificates and
their usage.

SUMMARY OF THE INVENTION

[0018] The embodiments described herein relate to wire-
less mobile computing device user electronically authenti-
cable transactions, for example, mobile phone user authen-
ticable cashless monetary transactions. For example, a user
mobile phone wireless wallet.

[0019] A mobile phone system and method of initializing,
at a secure transaction server (STS), a mobile payment
software with a software authentication parameter, as an
authentic mobile payment software; providing an STS cor-
relation between a personal identification entry (PIE) and the
authentic mobile payment software; installing, in a mobile
phone, the authentic mobile payment software; and input-
ting, by a user, the PIE to the installed authentic mobile
payment software to generate according to the PIE and the
software authentication parameter a transformed, secure
authenticable mobile phone cashless monetary transaction
over a mobile phone network, as a mobile phone wireless
wallet of the user of the mobile phone. The mobile phone
authenticable cashless monetary transaction is performed
according to an agreement view(s) protocol.

[0020] The above as well as additional aspects and advan-
tages will be set forth in part in the description which

Aug. 25, 2005

follows and, in part, will be obvious from the description, or
may be learned by practice of the described embodiments.

BRIEF DESCRIPTION OF THE DRAWINGS

[0021] These together with other aspects and advantages
which will be subsequently apparent, reside in the details of
construction and operation as more fully hereinafter
described and claimed, reference being had to the accom-
panying drawings forming a part hereof, wherein like
numerals refer to like parts throughout.

[0022] FIG. 1A is a flow chart of activating a mobile
phone cashless monetary transaction capability, according to
an embodiment of the present invention.

[0023] FIG. 1B is a flow chart of activating a mobile
phone cashless monetary transaction capability, according to
another embodiment of the present invention.

[0024] FIG. 1C is a diagram of mobile phone display
screen user interface images to activate a mobile phone
cashless monetary transaction, according to an embodiment
of the present invention.

[0025] FIG. 2 is a functional block diagram of Universal
Pervasive Transaction Framework Secure Agreement Sub-
mission (UPTF SAS) system architecture to execute a
mobile device cashless monetary transaction, according to
an embodiment of the present invention.

[0026] FIG. 3 is functional block diagram of a UPTF
based system architecture to execute a mobile phone cash-
less monetary transaction with a physical point of sale
(POS), according to an embodiment of the present invention.

[0027] FIG. 4 is a diagram of UPTF cashless monetary
transaction messages based upon Secure Agreement Sub-
mission (SAS) protocol to execute a mobile phone cashless
monetary transaction, according to an embodiment of the
present invention.

[0028] FIG. 5 is a flow chart of a UPTF based mobile
phone cashless monetary transaction with a merchant,
according to an embodiment of the present invention.

[0029] FIG. 6 is a flow chart of a UPTF based mobile
phone cashless monetary transaction to purchase a movie
ticket, according to an embodiment of the present invention.

[0030] FIGS. 7A-B are mobile phone display screen user
interface images to execute mobile phone cashless monetary
transaction to purchase a movie ticket, and to obtain, store,
and retrieve a transaction receipt, according to an embodi-
ment of the present invention.

[0031] FIG. 8 is a flow chart based upon mobile phone
display screen user interface images and message flow
between a requestor device, a secure transaction server
(STS) and a requestee to execute a person-to-person mobile
phone cashless payment transaction, according to an
embodiment of the present invention.

[0032] FIG. 9 is a flow chart based upon mobile phone
display screen user interface images and message flow
between a requester device, a secure transaction server
(STS) and a requestee to execute a person-to-person mobile
phone cashless payment request transaction, according to an
embodiment of the present invention.
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[0033] FIG. 10 is overall mobile phone display screen
user interface images and possible workflows available to an
operator of a wireless wallet on a mobile phone to execute
peer-to-peer cashless monetary transactions, according to an
embodiment of the present invention.

[0034] FIGS. 11-12 are diagrams of mobile phone cash-
less monetary transaction message formats to execute vari-
ous mobile phone person-to-person cashless monetary trans-
actions, according to an embodiment of the present
invention.

DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENTS

[0035] Reference will now be made in detail to the present
embodiments of the present invention, examples of which
are illustrated in the accompanying drawings. The embodi-
ments are described below to explain the present invention
by referring to the figures.

[0036] Generally, there can be three classes of mobile
commerce transactions, as follows:

[0037] 1. Person-to-person payments: A consumer can
directly make an agreed upon payment to another consumer
using their mobile devices.

[0038] 2. Web Store-Front Payment: A consumer pays for
goods or services offered by a retailer that has an Internet
presence. A user browses the retailer’s web pages using a
mobile device to identify the good or service to be purchased
and then conducts payment. Examples of this case would be
paying for a book or purchasing movie tickets through a web
service.

[0039] 3. Physical Point-of-Sale (POS) purchase: A con-
sumer pays a retailer at a check-out station using the mobile
device, such as when making a payment at a “brick and
mortar” store or restaurant.

[0040] The boundaries between these categories are mal-
leable and their common properties can be exploited using
the transaction agreement point of view. The embodiment(s)
described herein accommodates these and/or other mobile
commerce transactions.

[0041] In the described embodiments herein, a mobile
device is any wireless handheld, or hand size, electronic
computing device, including, without limitation, a mobile
phone. The embodiment(s) described herein relate to wire-
less mobile computing device user electronically authenti-
cable transactions based upon Universal Pervasive Transac-
tion Framework Secure Agreement Submission (UPTF
SAS) protocol, such as (without limitation) mobile phone
user authenticable transactions that may or may not result in
a financial settlement, and/or mobile phone user authenti-
cable cashless financial/monetary transactions. For example,
a user authenticable mobile phone wireless wallet. More
particularly, according to an aspect of the embodiment(s)
described herein, a wireless mobile computing device pro-
vides user electronically authenticable transactions accord-
ing to time and software dependent secured (e.g.,
encrypted), matched (verified against each other), and trans-
action party anonymous, transaction view(s) of one or more
parties (i.e., in a typical embodiment paired and/or more
than two transaction views).
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[0042] FIG. 1A is a flow chart of activating a mobile
phone cashless monetary transaction capability, according to
an embodiment of the present invention. A computer system
and method for a wireless mobile computing device user
electronically authenticable transactions (i.e., electronic
authentication of a user and/or the user’s transaction) com-
prises, at operations 50 and 52, initializing, at a secure
transaction server (STS) 120, a mobile payment software
template with software authentication parameter(s), as an
authentic mobile payment software 108. At operations 54
and 56, correlating, at the STS 120, a personal identification
entry (PIE) and an identifier of a mobile phone 106 with the
authentic mobile payment software 108. At operation 58,
installing, in the mobile phone 106, the authentic mobile
payment software 108. At operation 60, executing, at the
mobile phone 106, the installed authentic mobile payment
software 108 using the PIE to execute a mobile phone
authenticable cashless monetary transaction as a mobile
phone wireless wallet of a user of the mobile phone 106.
More particularly, at operation 60, inputting by a user the
PIE to the installed authentic mobile payment software to
generate according to the PIE and the software authentica-
tion parameter, a transformed secure authenticable mobile
phone cashless monetary transaction. According to an aspect
of the embodiment described herein, at operation 50, one or
more software authentication parameters are selected, which
can be (without limitation) creation of a new seed, such as
a new random seed number, and an initialization time. At
operation 56, the STS 120 stores in a database 203, a unique
identifier (referred to as Device ID, or DID) for the mobile
phone 106, which can, for example, be a mobile phone
number of the mobile phone 106 or some randomly gener-
ated globally unique identifier (GUID), a mobile phone
carrier (as the case may be), the software authentication
parameter(s) selected at operation 50, and the generated PIE.
According to an aspect of the described embodiment, a
mobile phone number can also be used as a device identifier
for the mobile phone 106. The unique identifier (device ID
(DID)) of the mobile phone 106 is used by the STS 120 to
correlate a transaction message with authentic mobile phone
payment software 108; to correlate the DID with the soft-
ware authentication parameter(s) and the PIE stored at the
STS 120 so that the STS 120 can generate a key that
corresponds to a device 106 having the DID. The mobile
phone number can be used to communicate (e.g., notifica-
tions, etc.) with the mobile phone 106 (e.g., Short Message
Service (SMS) and/or Multimedia Message Service
(MMS)). The mobile phone 106 can be an Internet enabled,
according to known techniques, mobile phone. The PIE is
described in more detail further below. The mobile phone
authenticable cashless monetary transaction is performed
according to an agreement view(s) protocol known as Uni-
versal Pervasive Transaction Framework (UPTF) (described
in more detail below) and secured (e.g., encrypted) accord-
ing to a protocol known as Secure Agreement Submission
(SAS) (described in more detail below). According to an
aspect of the embodiment(s) described herein, a transaction
message is bound to a unique combination of a user and a
device (e.g., mobile phone wireless wallet 106), the binding
to the user is via the PIE and the binding to the device 106
is via the software authentication parameter(s) of the authen-
tic mobile payment software 108. In particular, a transaction
is an SAS based encrypted message and the encrypted
message can be traced back to a combination of the user and
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the device 106 through the PIE and the software authenti-
cation parameter(s) of the authentic mobile payment soft-
ware 108.

[0043] FIG. 1B is a flow chart of activating a mobile
phone cashless monetary transaction capability, according to
another embodiment of the present invention. In FIG. 1B, a
computer system and method comprises, at operation 100,
providing to a user a mobile phone cashless monetary
transaction activation link at a computing device 102 (sign-
up application 102), at operation 104, registering a phone
number of a mobile phone 106 of the user via the activation
link, at operation 105, associating a mobile payment soft-
ware 108 with software authentication parameters, as an
authentic mobile payment software 108, and, at operation
110, providing a correlation between a personal identifica-
tion entry (PIE) and the authentic mobile payment software
108, at the STS 120. At operation 112, a mobile phone
download link to the mobile payment software 108 is
transmitted to the mobile phone 106, using the registered
phone number of the mobile phone 106. At operation 114,
the mobile payment software 108 is downloaded to the
mobile phone 106 via the download link. At operation 116,
the user can activate the downloaded mobile payment soft-
ware 108 using an optional activation code. After installa-
tion of the authentic mobile payment software 108, as a user
mobile phone wireless wallet 106 of the mobile phone user
(ie., a mobile phone wireless wallet application 108), the
user can execute a mobile phone user electronically authen-
ticable cashless monetary transaction using the user mobile
phone wireless wallet 106.

[0044] The mobile payment software 108 is implemented
according to an application platform of the mobile phone
106. For example, the mobile payment software 108 can be
implemented according to Java 2 Platform Micro Edition
(J2ME). According to an aspect of the embodiment
described herein, at operation 112, the mobile payment
software downloaded link is transmitted to the mobile phone
106 using short message service (SMS) and/or multimedia
message service (MMS).

[0045] In FIG. 1B, after operation 116, a mobile phone
cashless monetary transaction may be performed according
to Universal Pervasive Transaction Framework Secure
Agreement Submission (UPTF SAS) protocol. The UPTF
SAS protocol is discussed in related commonly assigned
pending U.S. patent application Ser. No. 10/458,205, filed
Jun. 11, 2003; Ser. No. 10/628,584, filed Jul. 29, 2003; Ser.
No. 10/628,569, filed Jul. 29, 2003; and Ser. No. 10/628,583,
filed Jul. 29, 2003, owned by FUJITSU LIMITED assignee
of the present Application, the entire disclosures of all of
which are hereby incorporated herein by reference.

[0046] InFIG. 1B, at operation 105, the associating of the
mobile payment software 108 with the software authentica-
tion parameters comprises generating a UPTF random num-
ber identifier by a provider 122 of the mobile phone cashless
monetary transaction activation, so that the UPTF random
number can be associated with the user and transmitting the
UPTF random number identifier and the registered phone
number of the mobile phone 106 to a secure transaction
server (STS) 120. For example, at operation 105, in case the
provider 122 is a payment service 122 at which a transaction
party (a user) registers financial account information, the
payment service 122 can assign a UPTF random number
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identifier (abstracted identifier) 123 to identify the user when
communicating with the STS 120. Accordingly, the STS 120
can communicate with the provider 122 to execute a UPTF
based transaction based upon the provider 122 UPTF ran-
dom number and without knowledge of actual transaction
party account information. Further, operation 110, com-
prises generating, by the STS 120, an executable mobile
payment software including the initialization parameters, as
the authentic mobile payment software, and generating the
PIE that is correlated in the STS with the authentic mobile
payment software 108. At operation 112, the transmitting of
the mobile payment software download link comprises
transmitting, by the STS 120, via short message service
(SMS) the mobile payment software 108 download link to
the mobile phone 106 of the user; and providing, by the STS
120, the PIE to the user. The described embodiment is not
limited to the above-described authentic mobile payment
software 108 generation, activation, and installation, and, at
operation 58, an authentic mobile payment software 108 can
be installed or provided for a mobile phone 106 via mobile
phone removable/installable (e.g., smart card) and/or
embedded computer readable media, embedded in a mobile
phone computing processor, via an emailed download link,
emailed attachment, etc.

[0047] FIG. 1C is a diagram of mobile phone display
screen user interface images to activate a mobile phone
cashless monetary transaction, according to an embodiment
of the present invention. User interface screen image 150 is
displayed at operation 112, when the mobile phone 106
receives an SMS message from the STS 120 on behalf of the
provider 122. User interface screen image 152 displays the
received SMS message directing the mobile phone user to
go to an Internet address to download the authentic wireless
wallet software 108. The user interface screen image 154 is
displayed after operation 114, when downloading of the
authentic wireless wallet software 108 to the mobile phone
106 is completed. The user interface screen image 156 is
displayed when installing the authentic wireless wallet soft-
ware 108. The user interface screen image 158 is displayed
at operation 116, when an optional activation code for the
authentic wireless wallet software 108 has been provided to
be input at the mobile phone 106. After input of the
activation code via the user interface screen image 158, the
user interface screen image 160 is displayed, confirming to
the user that the authentic wireless wallet software 108 has
been activated and ready for executing mobile phone user
electronically authenticable cashless monetary transactions.

[0048] According to an aspect of the described embodi-
ment herein, at operation 100, a provider 122, such as an
online payment system/service, a merchant/service provider,
a financial institution, etc., provides the mobile phone cash-
less monetary transaction activation link to a member of the
provider 122 as the user. In case of an online payment
system 122, the described embodiment provides member-
to-member mobile phone cashless monetary transactions
using the user mobile phone wireless wallet 108.

[0049] According to an aspect of the described embodi-
ment herein, at operation 110, the STS 120 sends the PIE to
the provider 122, and, at operation 111, the provider 122
receives the PIE and displays the PIE to the user at the
computer 102. At operation 111, for additional security, the
PIE might only be an image so that the provider 122 does not
know the PIE, thereby allowing for anonymity of the trans-
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action parties. The PIE can be delivered according to other
secured ways, such as mail, email, a customer service
representative, etc.

[0050] Therefore, with reference to FIGS. 1A and 1B, in
an unlimiting example, the wireless wallet application 108 is
implemented as a J2ME application than can be downloaded
and executed on the mobile phone 106 and enables users to
make purchases and payments leveraging Universal Perva-
sive Transaction Framework (UPTF). Currently, many
mobile phones offered by carriers in the US are J2ME
enabled and web-enabled, such that the wide-spread avail-
ability of J2ME on mobile phones enables new business
models with respect to the delivery of content and services
to mobile users. With J2ME, anyone can develop download-
able J2ME applications for custom content or service deliv-
ery to the mobile. This is the case of the wireless wallet
application 108, which allows offering the service of secure
payments using mobile phones 106.

[0051] The J2ME wireless wallet application is a rela-
tively small application (typically according to the present
invention less than 90 Kbytes) which combines the func-
tionality of a web browser (for example, a cHTML web
browser) and that of the purchasing application that imple-
ments the UPTF SAS framework and security protocol. It
allows mobile users to enable or disable the payment func-
tionality and to store receipts of purchase. The wireless
wallet method can be offered by any retailer or payment
service in order for consumers to make payments with their
mobile phone. It is a completely software solution to the
problem of secure payments using a mobile device. If the
provider of the wireless wallet is a web store-front retailer,
such as a movie ticket provider, the wireless wallet appli-
cation 108 can be used to make payments with any of the
accounts registered with the retailer. If the provider is an
Online Payment Service, the wireless wallet software 108
can be used to make payments to other online payment
service users (person-to-person) or to “brick and mortar”
retailers that accept payment with this payment service or a
central service/system that can interface a plurality of pay-
ment services. In the latter case, the merchant can use a
merchant’s version of the wireless wallet client 108 to
specify transaction information, such as the payment
amount. The issue of identifying what is being paid for by
the consumer via a mobile phone 106 is addressed by having
the consumer enter a receipt number (e.g., as printed in the
receipt of the restaurant where the meal is paid for) and/or
a merchant identifier (e.g., a phone number of the merchant,
including merchant POS identifier, etc.) on their wireless
wallet application 108 to interface with the merchant retail
application software; the goal being to bind a virtual shop-
ping cart to a specific consumer.

[0052] A more detailed mobile payment software 108
download and activation is described as follows:

[0053] 1. After a user logs into a Provider’s 122 web site
using a computer device, such as personal computer 102, the
option of using one’s mobile phone for payments is pre-
sented and the user is re-directed to a page where one is
asked for a phone number of the mobile phone to be used for
mobile phone cashless money payments.

[0054] 2. The Provider 122 generates a UPTF_ID (random
number) for the already captured username and password
(operation 105) and sends to the STS 120 the UPTF_ID and
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mobile number. Therefore, in this example, the Provider 122
does not have to share with the operator of the STS 120 real
account information of the user, but the provider 122 and the
STS 120 relate transactions to a user based upon a random
identifier generated by the provider 122.

[0055] 3. The STS 120 then creates a new wireless wallet
executable 108 (with “fresh” initialization parameters per
the UPTF requirements), a link to download this executable,
an optional activation code, and a personal identification
entry (PIE), all of which are correlated at and maintained by
the STS 120 (operations 50-56 and 110). The STS 120 can
send the PIE to the Provider 122.

[0056] 4.1If the STS 120 sends the PIE to the Provider 122,
the PIE is received by the provider 122 and displayed to the
user (operation 111). Optionally, the STS 120 can provide an
activation code to the user via SMS (e.g., at operation 116)
or via the provider 122 (e.g., at operation 111). Alternatively,
the PIE and the activation code (as the case may be) can be
communicated to the user through channels other than the
provider 122 or SMS, for example, via mail, email, etc.
Typically in the present invention, the activation code is a
number (for easier user entry) and used as a one time
password that encrypts the UPTF-related initialization
parameters of the downloaded software 108, so that if a third
party attacker intercepts the software while in transit, the
attacker cannot have access to the device-specific initializa-
tion parameters.

[0057] 5. The STS sends a Short Message Service (SMS)
message to the previously entered mobile’s phone number
with the download link (operation 112).

[0058] 6. The mobile user downloads the wireless wallet
software 108 (e.g., at operation 114, the link can be easily
followed directly from the SMS text itself and subsequently
uses the wireless wallet software 108 (operation 116). An
initial activation can involve using the activation code.
Otherwise, at operation 116, the user can subsequently use
the wireless wallet software 108 to execute a mobile phone
cashless monetary transaction by using only the PIE.

[0059] After operation 114 (after downloading wireless
wallet application 108 into the mobile phone 106), the
wireless wallet 108 is ready for use; purchases and/or
financial transactions can be paid for with any of the
accounts registered with the wireless wallet provider 122.
This scheme for distributing the software ensures a secure
distribution of the software, on request, and a safe dissemi-
nation of the PIE. A mobile phone wireless wallet software
108 distribution model has been implemented for download-
ing and installing a J2ME executable on the mobile phone
106. Operation of the software 108 is very easy and trans-
action time largely depends on the speed of the mobile
phone carrier’s network. Based on tests, a mobile phone
cashless monetary transaction time can vary between 30 and
45 seconds, the differences due to a mobile carrier’s net-
work-related delays. The traffic generated by the mobile
payment software application 108 (following the determi-
nation of what is purchased) is less than 1 KByte (send/
receive) for each transaction, as each mobile phone cashless
monetary transaction message can be smaller than 256
bytes. In an unlimiting example, communication between
the mobile phone 106 and the STS 120 during payment was
routed either through a provider 122 or directly to the STS
120 (depending on the type of financial transaction and as
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will be described in more detail below) and was carried over
Internet Hypertext Transfer Protocol (HTTP) on a mobile
phone communication network. More particularly, because
the UPTF SAS security is session-less based upon message
view (as described in more detail below) encryption (i.e., not
based upon communication session security), such as secure
socket layer (SSL), secured transaction processing efficiency
by the mobile phone 106 is substantially improved.

[0060] FIG. 2 is a functional block diagram of Universal
Pervasive Transaction Framework Secure Agreement Sub-
mission (UPTF SAS) system architecture to execute a
mobile device cashless monetary transaction, according to
an embodiment of the present invention. In FIG. 2, colors
are used to highlight features/concepts described herein. The
Universal Pervasive Transaction Framework (UPTF) defines
a system architecture based upon independent and anony-
mous transaction agreement views and a communication
security protocol called the Secure Agreement Submission
(SAS) protocol to transmit the views. Essentially the UPTF
offers a vessel, which is able to securely carry the individual
views of a transaction agreement from each party involved
in the transaction to a trusted third party for verification,
using a communication network which may consist of
insecure segments such as wireless LANs or cellular links.
When used for financial applications, such as the electronic
wireless wallet, the transaction parties are payer 200 and a
payee 202, for example, a customer payer 200 and a mer-
chant payee 202, and a typical example of an “agreement”
may read: “Party A will pay Party B $X for item Y.”

[0061] The UPTF SAS protocol encrypts/decrypts a trans-
action message using a symmetric, secret-key approach
where the secret key is producible only by an individual
party’s device 106 and a trusted third party (e.g., imple-
mented as STS 120) and without transmission of the secret
key among the parties. In other words, the UPTF SAS
provides an implicit user authentication, because decryption
by a trusted third party, such as STS 120, of a sending party’s
encrypted message, authenticates the sending party. The
SAS insures that the authenticity of the parties is verified and
during delivery, the privacy of the information is preserved
(transaction party anonymity), even when the parties distrust
each other and the messages from one party may be for-
warded by the other to the third party verification. The UPTF
also provides the mechanism for the trusted third party to
verify that the independent views of the agreement are
consistent with each other.

[0062] After the agreement data is extracted from the
transaction views received from the parties and the data is
verified by the trusted third party, further actions may need
to be taken to actually execute the agreement. This is
realized by the trusted third party interacting with the
financial institutions associated with the payer 200 and the
payee 202 to cause the transfer of the specified funds
between the customer payer 200 and the merchant payee
202.

[0063] The wireless wallet UPTF system architecture is
shown in FIG. 2 and comprises: a Payer 200 operating a
UPTF device (called a UPTD), such as a mobile phone 106
loaded with a mobile phone wireless wallet 108, a Payee 202
operating another UPTF device, a Secure Transaction Server
(STS) 120, a number of financial institutions 204, and
several communication channels among them. For example,
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the payer 200 operates the mobile phone wireless wallet 106
to interact with the Payee 202 to determine the details of a
purchase transaction and executes the UPTF protocol and its
corresponding security operations SAS. The mobile phone
wireless wallet 106 can support wireless communication
capability necessary for discovering/interfacing with the
payees 202 via service spots of the payees 202 (a place
where a signal can exist to connect to the mobile phone
wireless wallet 106). The wireless communication capability
of the mobile phone wireless wallet 106 to communicate
with a service spot payee 202 and/or an STS 120 can be
wireless local area network (WLAN) and/or mobile phone
communication (cellular) network. The mobile phone wire-
less wallet 106 can also have a user interface for interacting
with the payee 202 through some common application and
to the STS 120 as needed. The Payee 202 can also operate
a UPTD, such as a merchant transaction server (MTS) 302
that implements a retail application, and is responsible for
interacting with the payer 200, executing the UPTF protocol
and its corresponding security operations and interacting
with the STS 120. In FIG. 1B, in case the provider 122 is
an online payment system, the provider 122 would corre-
spond to the financial institutions 204 of FIG. 2, which
allows any type of UPTD person-to-person cashless mon-
etary transactions via Channels A, B, and C as logical
communication channels. Of course, the STS 120 and the
financial institutions 204 might be implemented by a single
entity or separate entities, as the case may be.

[0064] According to an aspect of the embodiment
described herein, the STS 120 is a backend verification
server on which both the payer 200 and the payee 202 have
registered and provided identifying account information that
is maintained in a secure STS database 203. The secret
information used for encrypting the messages to/from each
payer 200 and payee 202 are also stored in this DB 203. The
STS 120 receives independently generated UPTF SAS trans-
action views (described in more detail further below) from
both the payer 200 and the payee 202 regarding a financial
transaction conducted between them. The STS 120 is able to
decode both of the views using information from UPTF SAS
cashless monetary transaction messages and the information
stored in the STS 120 database 203. Following successful
decoding, the STS 120 verifies that the view messages are
original, authentic, involve the intended payer 200 and
payee 202 and that the information fields in the agreement
views are consistent with each other. The STS 120 will
maintain a log of messaging activity for non-repudiation
purposes.

[0065] InFIG.2, ageneric set of communication channels
are explicitly indicated. The indicated communication chan-
nels reflect anonymity of the transaction party communica-
tions (anonymous transaction party communication chan-
nels) according to the UPTF. Channel A (Ch A) logically
represents the link between the payer 200 and the payee 202.
This link is used to negotiate the details of a cashless
payment transaction. This aspect is application dependent
and is not considered to be part of the UPTF framework. Ch
A may or may not exist, and if it exists it can be a wireless
channel, for example, in case of a WLAN enabled mobile
phone 106, and/or channel A can be oral communication
between the payer 200 and payee 202 in case of a non-
WLAN mobile phone 106 used in a point of sale financial
transaction. Channels B and C, are example logical links
among the Payer 200, the Payee 202, and the STS 120. In
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case of a mobile phone wireless wallet 106, Channels B and
C are mobile phone communication networks that can carry
Internet traffic. In most situations these are not direct links,
but involve communicating through the mobile communi-
cations network and/or the Internet. In general, these are
insecure channels. Channel D, from the STS 120 to the
Financial Institutions 204 is a different type of channel and
is assumed to be a highly secure communication path. In
addition, STS 120 itself is assumed to be housed in a
protected facility so that its database 203 is physically secure
and inaccessible from the network.

[0066] The mobile phone wireless wallet 106 operations
involved in an example transaction with reference to FIG. 2
is described. The payer (operator) 200 initiates the SAS
protocol through an explicit action, enters the PIE generated
in operation 110 by the STS 120. This allows the payer 200
to generate a view of the transaction and to encrypt this with
its private key based upon the PIE and the software authen-
tication parameter(s) and then to send the encrypted view as
a message to the STS 120. Similarly, the payee (operator)
202 enters its PIE that is also generated in operation 110 by
the STS 120 and generates it’s own view of the transaction,
encrypts the view with its private key based upon the PIE
and the software authentication parameter(s) and then sends
its view to the STS 120. The STS 120 receives both
encrypted views and verifies the views, through a successful
view decryption (i.e., a successful view decryption authen-
ticates a user) and a successful comparison of two or more
views (as the case may be) (i.e., a successful comparison of
transaction party views authenticates a transaction). The
STS 120 then uses the secure back channels D to interact
with the financial institutions 204 of the payer 200 and the
payee 202 for transferring the funds. The STS 120 sends
receipts (or failure notices) back to the payer 200 and the
payee 202 to complete the transaction. The response mes-
sages are also encrypted by the STS 120 for each intended
destination.

[0067] Other examples described herein are particular
instances of the FIG. 2 UPTF system architecture. In
particular, the physical POS deployment represents a com-
mon variation of this scheme. For this situation, the Payer
200 is a customer device, such as the mobile phone 106 that
executes the wireless wallet application 108, the Payee 202
is the merchant operated device. The merchant operated
device is located at a fixed site and can be a more powerful
computer and provide additional network services, such as
an Internet connection. A direct payer 200 to STS 120 Ch B
is not used, but rather the Payer 200 UPTF cashless mon-
etary transaction messages are forwarded to the STS 120
through the merchant 202. In this case, channels A and B
would be a mobile communication channel between the
payer 200 and the merchant server 302 to bind the mobile
phone user with transaction information of the merchant,
such as the merchant products/services available for pur-
chase and to forward, by the merchant server 302 to the STS
120, the payer 200 UPTF transaction messages (see FIGS.
3, 5 and 6). The properties of the protocol prevent the
merchant from gathering personal information from the
customer 200. Further details of the encryption procedures
as part of the SAS are described further below.

[0068] Therefore, the mobile phone 106 wireless wallet
application 108 is based on a general framework, called the
Universal Pervasive Transaction Framework (UPTF), a
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generic architecture and a new security protocol for con-
ducting secure multi-party agreements, using mobile devices
over a wireless transport network. The framework is
designed to address several key aspects specific to the
envisioned pervasive environments.

[0069] FIG. 3 is functional block diagram of a UPTF
based system architecture to execute a mobile phone cash-
less monetary transaction, according to an embodiment of
the present invention. A universal pervasive transactions
device (UPTD) is a wireless mobile computing device, such
as mobile phones 106a-n, based upon the UPTF SAS to
implement a wireless wallet by installing in the mobile
phones 106a-n corresponding authentic mobile payment
software 108a-n. A computer system and method of binding
the mobile payment software 108z with transaction infor-
mation of a transaction party (e.g., merchant online retail
application 302); inputting the PIE by the user at the mobile
phone 106a of the user; executing the authentic mobile
payment software 1082 and presenting, by the STS at the
mobile phone 106a, a selectable list of abstracted relation-
ship identifiers (identifiers that are a level removed from
actual identifiers), corresponding to the registered financial
entities of the user, that are correlated with the authentic
mobile payment software 108a; and executing the mobile
phone cashless monetary transaction with the transaction
party 302 using the PIE and the software authentication
parameter and according to UPTF transaction messages
comprising an identifier of the mobile phone 1064, an
identifier of the transaction party 302, and an identifier of the
transaction, thereby providing the mobile phone wireless
wallet based upon a combination of the authentic mobile
payment software 108a at the mobile phone 1064 and the
STS 120 correlations of the authentic mobile payment
software 1082 with the PIE, the software authentication
parameter, and the financial entities of the user, and inde-
pendent, anonymous exchange of the UPTF transaction
messages between the user, the transaction party and the
STS. As described in more detail below, the authentic mobile
payment software 108 and the STS 120 correlations result in
generation of a security tool (e.g., an encryption key) to
secure (e.g., encrypt) messages, and, thus, successfully
decrypting each message authenticates a sender, and, in case
of UPTF transaction messages, by decrypting and matching
UPTF transaction views of one or more transacting parties
authenticates the transaction.

[0070] A UPTD wireless wallet can be a WLAN enabled
wallet-sized computing device, including a WLAN enabled
mobile phone, able to detect UPTF-enabled physical points
of sale (POS), to wirelessly connect to the POS using a
wireless local area network/short range radio technology
(e.g., 802.11, BLUETOOTH, Infrared, etc.), and to allow
their owners to make purchases and or payments with the
UPTD wireless wallet. A UPTD wireless wallet can also be
a mobile phone without WLAN capability. UPTF authenti-
cable transactions using a UPTD that is a WLAN enabled
mobile phone is described in, and can also be understood, for
example, by referring to, the pending U.S. patent application
Ser. No. 10/628,583 (attorney docket n0.1634.1002) filed
Jul. 29,2003 and owned by FUJITSU LIMITED assignee of
the present patent application, which is incorporated herein
by reference. In a typical embodiment described herein, the
UPTD wireless wallet is an Internet and/or web capable/
enabled mobile phone 106 (hereinafter referred to as a
mobile phone 106 or as a mobile phone wireless wallet 106).
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For example, a mobile phone wireless wallet 106 could be
used to place an order at a restaurant and subsequently make
payment, as follows: (1) the user consumer 200, through
activating a UPTD mobile phone wireless wallet software
108 function, according to the processes of FIG. 1A, inter-
faces over a mobile phone communication network 317 with
a service spot merchant 202 (which, for example, could be
a retail application server 302 on Internet 310 for a movie
theater ticket, a gas station, etc., a point of sale 315 at a
physical location of the merchant 202)—the retail applica-
tion 302 implements a virtual store front (for ordering goods
or retrieving the payment amount and is accessible through
a web server) and implements the UPTF-related functions
for effecting mobile phone cashless purchasing; (2) the
mobile phone wireless wallet 106 displays a listing of the
available merchant 202 offered services (via Channel A
between the mobile phone wireless wallet 106 and the retail
application 302 in FIGS. 2 and 3); (3) the consumer 200
selects the service (e.g., ordering a meal, or payment at
checkout station) with a simple keypad input at the 106; (4)
once a purchase amount is determined, the consumer 200
presses a designated payment button on the mobile phone
wireless wallet 106, which begins the payment stage and
results in retrieval of a purchase order (i.e., the agreement)
from the merchant 202; following a visual inspection by the
consumer 200, the consumer 200 is requested to input the
consumer’s security PIE (also optionally selecting which
financial entity account to use for payment ); (5) the con-
sumer 200 receives on the mobile phone wireless wallet 106
a confirmation and a receipt, if the transaction was success-
ful (the service spot merchant 202 also receives a notifica-
tion of the successful transaction).

[0071] 1t is important that the payment stage (5) is explic-
itly initiated by the consumer 200, so that the consumer
cannot be spoofed into typing a PIN into an attacker-served
page. In a typical implementation of the embodiment
described herein, pressing the payment button results in
termination of a browsing application (e.g., an execution
thread) executed at the mobile phone 106 and the launching
of new application (e.g., another execution thread) for user
entry (albeit transparent to the user). As long as the user
never entered a PIE without first pressing a payment button,
hijacking of the PIE can be prevented.

[0072] The retail application 302 implements a virtual
store front (for ordering goods or retrieving the payment
amount and is accessible through the web server) and the
UPTF-related functions for effecting purchasing.

[0073] The mobile phone wireless wallet 106 can deliver
a user experience to execute UPTF SAS based cashless
monetary transactions in a fast and intuitive manner. The
mobile phone wireless wallet software 108 delivers an
implicit localization by allowing interfacing at any location
(location independent) to merchants 202. The speed and its
simple and unified interface are effective and with some
practice, performing a transaction could be accomplished in
seconds (e.g., 30 seconds, or less than 12 seconds in case of
a WLAN mobile phone wireless wallet 106); which can be
less than a typical cash or card transaction involving getting
change or physical paper receipts. A consumer 200 could
purchase (or be offered) a mobile phone wireless wallet 106,
for example, on-line via the sign up application computer
102. In other words, the consumer 200 would obtain a PIE
as well as obtain (download) a wireless wallet software 108
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for a mobile phone to execute mobile phone UPTF SAS
based transactions. Merchants 202 would provide UPTF
SAS functions in retail and purchasing applications 302,
315.

[0074] FIG. 4 is a diagram of UPTF cashless monetary
transaction messages based upon Secure Agreement Sub-
mission (SAS) protocol to execute a mobile phone cashless
monetary transaction, according to an embodiment of the
present invention. In FIG. 4, colors are used to highlight
features/concepts described herein. The SAS protocol is
used for encrypting and submitting views of desired UPTF
based cashless financial transactions. The message structure
and encryption mechanism of SAS are designed to provide
many of the desired security properties in an insecure
pervasive communication environment envisioned for wire-
less purchasing, such as:

[0075] Authentication: the agreement parties and the
verification party are authenticated to each other, as
is the integrity of the agreement group;

[0076] Anonymity: agreement parties may remain
anonymous to each other and personal and/or other
account related information is not revealed to the
other party;

[0077] Protection of the agreement content: the
agreement is Kept private, it is tamper-resistant,
non-replayable, and strong non-repudiation proper-
ties are provided. In particular, a continuously
changing, time dependent, device specific key is
used to encrypt the views.

[0078] The underlying SAS algorithms are well-suited for
a system using low-cost user devices, which have limited
computing resources, while minimizing the complexity of
use for the user. In addition, some of the information
necessary to use the SAS, in particular the PIE, is not
permanently stored on the UPTD 106 and not included in
any data transmissions, so that if the UPTD 106 is lost or
stolen, the UPTD 106 cannot be used. Additional details of
the SAS and the encryption mechanism are provided with
reference to FIG. 4, as follows.

[0079] The internal structure and the generation process of
view messages 402, 404 (i.c., UPTF SAS cashless monetary
transaction messages) are shown in FIG. 4. The UPTF SAS
based views 402, 404 are implemented in software and/or
computing hardware as the electronic wireless wallet soft-
ware application 108 that is executed in the UPTD 106, such
as the mobile phone 106. Since the views 402, 404 from the
payer and the payee are symmetrical, the payer’s 200 view
402 is only described. The symbols used in FIG. 4 are
explained below:

[0080] DIDc: device ID, a unique identifier for the
Payer’s UPTD device 106 (the consumer (c) or
source transaction party).

[0081] DIDm: device ID, a unique identifier for the
Payee’s device (the merchant (m) or destination
transaction party).

[0082] RSN: random sequence number.
[0083] TS: local current timestamp.

[0084] TID: transaction ID, a unique identification
number assigned to an agreement, which is main-
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tained by the STS 120 to identify corresponding
UPTF agreement views 402, 404.

[0085] MD: message digest

[0086] PIE: Personal identification entry, a user and
STS 120 maintained input secret entry, such as an
alphanumeric string. In a typical embodiment
described herein, the PIE is only maintained by the
user and the STS 120, is not known to and/or
maintained by another party to a transaction and/or
the financial institutions 122, 204, and is temporally
known as an intermediate parameter to the mobile
phone 106 of the payer 200 for encrypting the payer
view 402. More particularly, the PIE is not included
in transaction messages (e.g., UPTF SAS messages
and/or SAS based informational messages) and,
thus, the wireless wallet software 108 does not
transmit the PIE. The PIE can be non-secure by
being a substantially short alphanumeric string, such
as a 4 digit number. The user enters the PIE when-
ever the user attempts a transaction. Preferably the
PIE is issued to the user following the registration of
the user for the application 108 that the client device
106 is used for. The user can also select the PIE at
such time. The PIE is an alphanumeric string. In
order to speed up the user entry to make it easier for
the user to remember it, the PIE can be a number
such as 4-digit or 5-digit PIN. The PIE is, however,
a piece of highly secure information in the sense that
it is never transmitted during the UPTF protocol
execution, it is only known to the user and the STS
120, and its secrecy should be well protected. It is
assumed that the PIE can be input by the user on a
mobile phone 106 in a secure fashion or it may be
deterministically generated using a biometric device
such as a fingerprint sensor. For example, a compu-
tation applied on the fingerprint data received from a
fingerprint sensor can be used to generate a PIE that
is initially communicated by the user to the STS 120.
Whenever the user attempts a transaction, the user
applies her finger to the fingerprint sensor, thus
generating the PIE. The PIE is not kept in permanent
storage on the mobile phone 106, but is used as an
intermediate parameter required for the generation of
the encryption key for a transaction and it should not
be retained by the device 106 for a period longer than
the transaction execution time. If a particular imple-
mentation of the present invention uses a form of PIE
that is not convenient for a user to input for each
agreement transaction and the device needs to store
its user’s PIN, the storage must be secure and
tamper-resistant.

[0087] As shown in the FIG. 4, a view 402 comprises a
cipher text part (or encrypted part) 406 and a perceptible
(e.g., plaintext) part 408. A plaintext part 408 includes the
TID, the DIDc of the payer 200 generating the view 402, and
the local current timestamp (TS) of device 106. The TS,
among other functions described herein, is also used to
prevent transaction replay. The encrypted part 406 includes
two critical fields: the agreement data and the DIDm of the
payee’s 202 device 106 involved in the agreement. The
DIDm is the minimum necessary reference field in order to
provide the desired verification properties of the UPTF
protocol. Therefore, a user can execute a UPTD 106 cashless
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monetary transaction with a transaction party according to a
PIE and a wireless wallet software 108 authentication
parameter RSN and transaction messages comprising an
identifier of the mobile phone, an identifier of the transaction
party and an identifier for a transaction (for example, an
identifier and/or other transaction related data such as pay-
ment amount, etc.) thereby providing the UPTD wireless
wallet based upon a combination of the mobile payment
software at the UPTD and STS association of the PIE and
the software authentication parameter with financial entities
of the user and exchange of the transaction messages
between the user, the transaction party and the STS 120.

[0088] First, DIDc and the TS obtained from the UPTD’s
local clock (and/or as provided as a part of the agreement
data), are utilized by the device’s 106 pseudorandom num-
ber generator to generate a time-dependent RSN. Therefore,
the parameters of the generator are particular to each device
106. The encryption key K is then generated from the RSN
and user input PIE (shown in FIG. 4 with green coloring),
where the PIE is generated by the STS 120 as shown in FIG.
1A. Firstly, the RSN and PIE are combined using a function
F and then a hash function H is applied to the result
(typically a string) to generate the encryption key:

K=H(F((PIE, RSN))

[0089] A message digest function can be applied to the
agreement data, the DIDm, and the DIDc to generate a MD
of the view. The MD can further strengthen the security by
ensuring that no other party has tampered with or modified
the contents of the view 402 in any way. The encryption
algorithm with the encryption key K is then applied to the
MD, the agreement data, the DIDc, and the DIDm to
generate the cipher text part of the view 402, as shown in
FIG. 4 with yellow coloring. For further protection, the SAS
protocol uses random message padding in order to further
prevent “known-text” attacks. According to an aspect of the
embodiment described herein, the embodiment uses
Advanced Encryption Standard (AES) for encryption, a
Keyed-Hashing for Message Authentication (HMAC)-based
scheme for random number generation, and SHA1 Secure
Hash Algorithm for the hash function.

[0090] The STS 120 has sufficient prior knowledge of the
functions and specific parameters used by each device 106
in the encryption process, so that when combined with the
plaintext portions of a message 402, 404, it is possible to
decrypt the message 402, 404 by reversing the above pro-
cess. For example, from the plaintext part 408 of the view
402, the STS 120 recovers the DIDc and TS, which are used
to look-up the customer’s 200 PIE and other parameters of
the RSN generator that can be stored in the STS database
203. These are used to compute the RSN. The encryption
key K can then be computed using the same method with
which the customer UPTD 106 generates the encryption key.
The cipher text part 406 of the view message 402 is then
decoded.

[0091] After all applicable fields of the payer 200 view
402 are acquired, the STS 120 locates the payee’s 202 view
404 for the same transaction, using the DIDm and TID
included in the previously decoded payer 200 view 402.
After going through a similar decryption process, the
decoded fields of the agreement data of the payee 202 view
404 are compared with the corresponding fields from the
payer 200 view 402. If all applicable corresponding fields
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match (correspond according to application design), the
received views 402, 404 are considered verified. Further
processing is then carried out and external executions are
triggered as necessary.

[0092] Any responses from the STS 120 to the payer 200
or payee 202 are encrypted by the STS 120 using the same
encryption methods and using the parameters for the desti-
nation devices 106, 302 and the TS of the original transac-
tion. Only the intended recipient can decrypt the response
message, insuring privacy protection and authentication of
the STS.

[0093] Another example encryption key generation for the
UPTF SAS is described herein. In FIG. 4, using the view
402, the key KEYc is a hash of a RSNc and a PIEc; the
detailed key generation procedure is as follows:

[0094] The initialization data for the RSNc are created
when a new UPTD account is created by the STS (e.g., when
the code executable 108 is created by the STS 120 at
operation 110 in FIG. 1A). Specifically:

[0095] 1. a random 128-bit seed is generated using a
software service function.

[0096] 2. a random 160-bit initialization timestamp is
created also at new UPTD account creation time, using
software service function. Therefore, in FIG. 1A, at opera-
tion 110, the STS 120 generates device 106 specific initial-
ization parameters of a random number and an initialization
time stamp, both of which, at operation 114 are transmitted
via the wireless wallet application 108 to the UPTD device
106 (e.g., mobile phone 106).

[0097] In FIG. 1A, at operation 110, the PIE is created by
the STS 120 when a new account is created at the STS 120,
as follows: a 32-byte random value is created using a
software service function, convert each byte to a decimal
value string, and concatenate them all to produce a long
string. Randomly chop 4 digits from this string to create PIE.

[0098] When the key needs to be created in order to
encrypt a transaction message, the following steps take
place:

[0099] 1. A 160-bit current timestamp is generated, as
follows:

[0100] a. Convert current time to string, for example,
converting the current time to a 16 characters string, e.g.,
5:04 pm, Jan. 26, 2004 is written in “0000170401262004.”

[0101] b. Take the string and a one way function to output
another value, for example by hashing the current time string
using SHA1 algorithm, which produces a 160-bit output.

[0102] 2.XOR an init timestamp and current timestamp to
produce a 160-bit output. This operation is essentially a form
of deterministically calculating a difference between two
values of time (i.e., a deterministic transformation between
two values).

[0103] 3. Use the 128-bit sced software authentication
parameter as data, and the XORed value of the two time
stamps as the key, compute the HMAC result (a 160-bit
value). The result of the HMAC is the RSNec. Use of the
HMAC accommodates unpredictability in the RSNc gen-
eration.
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[0104] 4. Chop the first 128-bit of the HMAC result,
combine (e.g., concatenate) with the 32-bit PIE (convert
from a 4 digit string) for a 160-bit value.

[0105] 5. Compute the hash (SHAL) value of the 160 bit
stream in operation (4), and chop the first 128 bit as the final
key.

[0106] In the encrypted part of the message a hash of the
transaction part of the message (with the padding) using
SHAL1 (alternatively a CRC can be used) is used.

[0107] In the above-described embodiment, the values of
a number of bits are provided as unlimiting examples, and
the present invention is not limited to a specific number of
bits values. Therefore, as illustrated with reference to FIGS.
1, 2, 3 and 4, a UPTF SAS based transaction requires a
device 106 which provides device-specific parameters that
determine a device-specific and time-specific key and an
operator for the device who provides a fixed PIE that is only
known to the STS 120 and the operator. The combination of
the two is required for an encrypted transaction request that
can be validated by the STS 120. Intercepting one (or more)
transaction message and successfully decrypting it would
not be sufficient for purposes of inferring either the PIE, or
the device specific parameters employed in the key genera-
tion process. Moreover, a single, time-dependant key is not
re-usable because of the pair-wise agreement notion of
transactions processed by the STS 120.

[0108] Accordingly, a system and method of generating,
by the mobile phone, a first view of the mobile phone
cashless monetary transaction, and transmitting the first
view of the transaction to the STS according to the SAS;
generating, independently by a party to the transaction, a
second view of the transaction, and transmitting the second
view of the transaction to the STS according to the SAS; and
verifying, by the STS, the first and second views to authen-
ticate the transaction, and causing, by the STS, execution of
the transaction based upon the verifying. The first and
second views are symmetrical and the SAS comprises
generating as each independent view of the transaction an
unencrypted perceptible part comprising an identification of
a first mobile phone for the first view and a current times-
tamp, and an encrypted part by performing a combination of
time and authentic mobile payment software dependent
transformations based upon the PIE, on a transaction mes-
sage comprising data of the transaction, the identification of
the first mobile phone and an identification of a second
mobile phone for the second view.

[0109] An authentic mobile phone wireless wallet soft-
ware 108, which generates the UPTF SAS views, comprises
therein software authentication parameters of an initializa-
tion time stamp and an initialization random seed number,
and wherein the first and second views are symmetrical and
the SAS comprises generating as each independent view of
the transaction, an unencrypted perceptible part comprising
an identification of a first mobile phone for the first view and
a current timestamp, and an encrypted part by performing a
combination of transformations based upon the PIE and the
software authentication parameters included in the authentic
payment software from the STS, on a transaction message
comprising data of the transaction, the identification of the
first mobile phone and an identification of a second mobile
phone for the second view. The combination of transforma-
tions to encrypt comprises generating a transaction random
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sequence number based upon the software authentication
parameters of the authentic payment software; and generat-
ing an encryption key based upon the transaction random
sequence number and the PIE.

[0110] The generating of the encryption key further com-
prises generating a current time stamp; converting the cur-
rent time stamp to a string; using a one way function, such
as a hash function, to convert the current time stamp string
to a current time stamp value; determining a time difference
value between the current time stamp and the initialization
time stamp; computing a Keyed-Hashing for Message
Authentication (HMAC) result, based upon the initialization
random seed number and the time difference value, to
generate the transaction random sequence number; selecting
a number of bits from the HMAC result as the transaction
random sequence number and combining the selected num-
ber of bits fwith the PIE; computing a hash value of the
combination; and selecting a number of bits of the hash
value to generate the encryption key. The number of bits is
about 128.

[0111] FIG. 5 is a flow chart of a UPTF based mobile
phone cashless monetary transaction with a merchant,
according to an embodiment of the present invention. A
computer system is described that comprises an Online
Payment Service (122, 204), a Secure Transaction Server
(STS) 120, and a mobile phone wireless wallet application
108 comprising mobile phone specific electronic financial
transaction initialization parameters, that is downloadable to
a mobile phone 106 for consumers to execute a mobile
phone cashless monetary transaction with a merchant, send
money to other consumers using their mobile phone or for
consumers to request money from other consumers using
their mobile phone. When making payments using a mobile
phone, the consumer can select any of the accounts regis-
tered with the online payment service 122, 204 to make the
payment using that account.

[0112] An Online Payment Service (OPS) 122, 204 is a
web accessible service that enables consumers to make
payments to other consumers or merchants, or consumers or
merchants to request payments from other consumers. In
current Online Payment Services 122, 204, a consumer 200
identifies a merchant 202 or another consumer 200 by an
e-mail address (or some other user identifier, such as a user
name, etc.) that has been verified by the OPS 122, 204. Users
200, 202 of the OPS 122, 204 provide to the online payment
service 122, 204 the information of their personal accounts
(credit cards, bank accounts, etc.), so that any of those
accounts can be used when making a wireless device cash-
less payment. The Secure Transactions Server (STS) 120 is
a Universal Pervasive Transaction Framework (UPTF)
based system that verifies transaction requests that observe
the UPTF.

[0113] As also described above with reference to FIG. 1B,
when the user is logged on, over the web, to the OPS 122,
204, the user might see an option that enables them to make
payments or request payments from a mobile phone 106.
Upon following the link associated with this option, the user
will be asked for the phone number of the mobile phone 106
that she would like to use for such transactions and possibly
the mobile carrier for that phone number. Upon submitting
this information, the user will be shown a PIE to be used for
making payments and requesting money from her mobile
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phone 106 and she will also receive a SMS (Short Messag-
ing Service) message on the specified mobile phone, with a
link that if followed will enable her to download to her
mobile phone 106 the mobile phone wireless wallet software
108 that will enable her to make payments and request
money using her mobile phone 106. The link points to a
unique downloadable executable associated with this user at
the STS 120 via the STS 120 maintained software authen-
tication parameters and PIE. If the user has access to the web
from the mobile phone 106, she will be able to follow that
link and download the software 108 to the mobile phone
106. Upon completing the download of the mobile phone
wireless wallet application 108, the user will be asked to
save the application on the mobile phone 106. From that
point on the application 108 is ready for use. The down-
loaded application can be referred to as mobile phone
electronic wireless wallet 108. A consumer 200 who is also
an OPS 122, 204 user and has downloaded a mobile phone
wireless wallet 108 to her mobile phone 106 will be referred
to as a mobile OPS user (as opposed to a OPS user). All
mobile OPS users are also OPS users, so when using the
term OPS users, it refers to both OPS users and mobile OPS
users.

[0114] As discussed above with reference to FIG. 1A, the
mobile phone wireless wallet software 108 is an executable
written in a language that is installable and executable on the
mobile phone 106, such as Java 2 Platform, Micro Edition
(J2ME), Binary Runtime Environment for Wireless
(BREW), any other language that might be installable on the
mobile phone 106 so that applications written in that lan-
guage can be executed on the mobile phone 106, or any
combination thereof. The executable 108 is created by the
STS 120 entirely, or at least partially as the STS 120 needs
to create, store and retrieve data that is used to identify this
executable 108 and the user associated with it for each future
transaction. The STS 120 also creates and stores the PIE that
is used for such transactions. The PIE is not stored on the
executable 108 or the mobile phone 106 that this executable
108 will be eventually downloaded to. Only the software
authentication parameters (operations 50, 52) are included in
the mobile phone wireless wallet software 108.

[0115] Also, an OPS user can make a payment from the
web-accessible OPS 122, 204 to a mobile OPS user, by
using the mobile phone number of the mobile OPS user to
identify the consumer who will receive the payment. Typi-
cally, OPS users identify other OPS users with an e-mail
address. If an OPS user knows the mobile phone number of
a mobile OPS user, she can identify that user by the mobile
phone number and makes a payment to that user. Similarly
if an OPS user wants to request money from a mobile OPS
user, she will have to identify that user by a mobile phone
number. In the latter case, the mobile OPS user might
receive a SMS notification on her mobile phone notifying
her that someone has requested money from her. The
requestee can the use her mobile phone 106 to make a
payment to that OPS user.

[0116] Also a mobile OPS user can use her mobile phone
the make payments to other OPS users. If the payee is also
a mobile OPS user, the payer can identify the payee by
mobile phone number, although she can also identify that
payee by e-mail address if she so chooses. Entering a phone
number in a mobile phone is easier and faster than typing an
e-mail address. If the payee was identified by phone number,
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the payee will receive a SMS notification about the payment.
The payer also will receive a notification SMS if the
payment is successful. The payer can select any of the
OPS-registered accounts to make the payment from.

[0117] A mobile OPS user can also use her mobile phone
to request a payment by an OPS user, by similarly specifying
the OPS user by either e-mail address or mobile phone
number if the user knows it. Requestor and requestee will
receive a SMS message notifying them of successful
request. Mobile OPS users can also view in their mobile
phone a list of transactions that involved their mobile
wireless wallet software 108 from a relevant menu of the
application 108. This list can include all transactions that
involved the mobile phone 106 in order to effect the trans-
action. Specifically, this includes payments that were made
from the mobile phone 106 (including a payment made in
response to a request for payment) and requests for pay-
ments to other OPS users. OPS users can view in the
web-accessible OPS, a list of all transactions that they have
performed, regardless of whether they were made from the
web-accessible OPS or from their mobile phone 106.

[0118] Payments and request for payments from the
mobile phone 106 using the mobile phone wireless wallet
software 108 result in UPTF messages (e.g., 402, 404),
encrypted according to UPTF, send by the mobile phone’s
106 wireless wallet 108 to the STS 120 and/or generated by
the STS 120 (i.e., in case of a person-to-person mobile
phone payment, the STS may or may not create a second
view for the payment transaction depending on system
configuration and/or application design and/or transacting
party preference). For example, in FIG. 5, in case of a
member-to-member, as a person-to-person transaction
example, cashless payment transaction involving one pay-
ment service 122, 204 in which both members have regis-
tered accounts, the merchant 202 transaction system 302 and
the payment service 122, 204 could be logically (conceptu-
ally) one entity/system 500 for through processing (via a
channel D between the OPS 122, 204 and the STS 120) the
UPTF views 402, 404 to/from the STS 120. In general, in a
person-to-person type transaction scenario, each transacting
party creates its own view. In case of a payment by one
person to another person using the mobile phone wireless
wallet 106, because the other person (payee) may not require
(or be required) to approve a payment made to the payee, the
payee might not need to create a view to accept the payment.
Therefore, in case of a payment transaction, the payee’s
view can be omitted and the STS 120 may simply only
verify a first payment request view 402 from a payer 200, or
the STS 120 may create the other person’s (payee 202)
second view 404 on the payee’s behalf. Paired views 402,
404 are used in case of a plurality of online payment services
122, 204 to achieve person-to-person mobile payment trans-
actions. According to an aspect of the embodiment
described, the system 500 can also comprise the STS 120.
Also, responses to messages from the STS 120 to a mobile
phone 106 are UPTF SAS messages, encrypted according to
UPTF SAS. The OPS 122, 204 has a secure connection (i.e.,
channel D) to the STS 120.

[0119] According to an aspect of the embodiment
described herein, in case of person-to-person payment trans-
action, a payment action from the web-accessible OPS 122
(ie., in case of a payment from a desktop to a mobile phone
wireless wallet 106), 204 can be carried through the secure
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connection D to the STS 120 and need not be encrypted
according to UPTF SAS. As discussed above, payment from
the web-accessible OPS is effective immediately and does
not require an action by the payee. Still, the STS 120 will
receive that payment action, decrypt the payment action,
which according to the UPTF SAS serves to authenticate the
originating payment action requester, including the transac-
tion, and will determine if the payee is a valid mobile OPS
user, who is still active with the STS 120, and possibly notify
the payee 202 mobile phone wireless wallet 106.

[0120] According to another aspect of the embodiment
described herein, the STS 120 through the secure connection
D between the STS 120 and the OPS 122, 204, can receive
a request for payment to a mobile OPS user (i.e., in case of
a request for payment from a desktop to a mobile phone
wireless wallet 106). Upon receipt of the request the STS
120 will send a notification SMS to the mobile phone 106 of
the mobile OPS requestee. When the mobile OPS user, using
her mobile phone 106 and the mobile phone wireless wallet
software 108 checks for pending requests she will see that
request and can decide to make a payment to the requestor.
Upon receipt of the payment message by the STS 120, the
STS 120 will check against the pending request by the
request, will determine according the UPTF methods that
the complete transaction is valid and accordingly notify
requestor and requestee.

[0121] According to another aspect of the embodiment
described herein, a request for payment by a mobile OPS
user that uses her mobile phone for that request, is handled
similarly. If the requestee was identified as a mobile OPS
user, the requestee will receive a notification SMS and will
see the request upon checking for pending requests with the
wireless wallet software 108 and can decide to complete a
payment. The STS 120 will use the UPTF criteria to
compare with the requestor’s messages to the STS 120 and
determine the validity of the complete transaction. Upon
such determination the STS 120 will notify the OPS and the
requestor and requestee.

[0122] All of the above described transaction examples,
only require that the mobile OPS user use her mobile phone
106 and the mobile phone wireless wallet software 108 and
entering the designated PIE for those transactions. The STS
120 and OPS 122, 204 may be operated by the same entity
and/or execute in the same computer system, or they me be
operated by different entities. According to an aspect of the
embodiment(s) described herein, a user can be notified at the
mobile phone wireless wallet 106 of a status (e.g., result,
confirmation, state, success/failure, problem/help notifica-
tion, etc.) of the mobile phone UPTF authenticable cashless
monetary transaction using Short/Multimedia Message Ser-
vice, email, and/or voice message.

[0123] FIG. 6 is a flow chart of a UPTF based mobile
phone cashless monetary transaction to purchase a movie
ticket, according to an embodiment of the present invention.
FIGS. 7A-B are mobile phone display screen user interface
images to execute mobile phone cashless monetary transac-
tion to purchase a movie ticket and to obtain, store and
retrieve a transaction receipt, according to an embodiment of
the present invention. With reference to FIGS. 5, 6, and
7A-7B, an example mobile phone cashless monetary trans-
action with a merchant is described. In FIG. §, at operation
502, a mobile phone 106 user/consumer 200 uses an
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installed (FIGS. 1A, 1B, 1C) mobile phone wireless wallet
108 to request a purchase order from the merchant 302 payee
202. In FIGS. § and 6, operation 502 comprises binding the
consumer 200 with the merchant 302 transaction informa-
tion, for example, by browsing a merchant ticket sales
application (merchant transaction server (MTS)) 302 (FIGS.
2, 3) for purchasing a movie ticket via a mobile phone
(cellular) communication network. The binding of the user
with a merchant’s virtual shopping cart can also be per-
formed by inputting at the mobile phone wireless wallet
software 108 an identifier for the merchant (e.g., a POS 135
transaction paper receipt information) and/or the mobile
phone wireless wallet might have pre-stored a merchant
identifier (e.g., Internet Universal Resource Locator (URL)
address). In FIG. 7A, for example, at operation 502, mobile
phone user interface screen images 702a-4 are displayed for
browsing the merchant ticket sales application 302, which
comprise, at 702a, selecting the mobile phone wireless
wallet software 108, at 7025, selecting “Go shopping,” at
702¢, selecting “Movie Theater,” at 7024, selecting “Movies
Playing Next,” at 702¢, selecting movie times from dis-
played movie time information, at 702f, selecting a movie
from displayed movies at the selected time, and, at 702g,
completing a purchase order form request to be sent to the
merchant 302, and, at 702/, transmitting to the merchant 302
the purchase order request, which is a binding of the
consumer 200 with the merchant 302 transaction informa-
tion by identifying what is being paid for (electronic shop-
ping cart) and payment information.

[0124] At operation 504, the mobile phone wireless wallet
software 108 receives a purchase order from the merchant
ticket sales application 302, which, for example, can result
in mobile phone user interface screen image 704 that dis-
plays a summary of the electronic shopping cart, including
payment information, from the merchant 302, and a “Please
press PAY button” selection. According, to an aspect of the
invention, at operation 504, information used as a device
identifier of the merchant (DIDm) (FIG. 4) can be identified
by the mobile phone wireless wallet 108 based upon the
purchase order received from the merchant 302 payee 202.

[0125] At operation 506, selection of the “PAY” button at
704 begins the UPTF SAS functions of the embodiment. In
particular, via the mobile phone user interface screen images
706a, 706b, the mobile phone wireless wallet software 108
requests input of the PIE (e.g., a PIN) and generates a UPTF
SAS view 402 (as described with reference to FIG. 4), as a
consumer 200 REQuest transaction, and transmits the
REQuest transaction to the merchant 302. As shown in FIG.
6, the UPTF SAS based messages 402 from the mobile
phone wireless wallet software 108 are carried over the
mobile carrier’s network, either directly to the STS 120 or
indirectly through the merchant application 302, as indicated
by Channel B. The transport layer between client 108 and
MTS 302 and/or STS 120 uses Internet (Internet Protocol)
HTTP communication. However, the transport layer can by
any known transport layer, such as HTTP, web service calls,
socket based communication, etc. According to an aspect of
the embodiment(s) described herein, the MTS 302 is imple-
mented with a web interface for sending and receiving
messages from and to the mobile phone client 106; specifi-
cally the mobile phone wireless wallet software client 108
running on the mobile phone 106 sends its messages to the
MTS 302 by submitting them to a pre-specified CGI-like
interface, and the MTS 302 forwards/receives the same/
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responses to/from the STS 120 using web service calls. In
other words, a UPTF message is an HTTP parameter. Since
HTTP is stateless, the MTS 302 uses a small database to
keep track of state(s) during the sending and receiving the
messages. Also, because messages are carried over HT'TP, a
hex encoding of the encrypted UPTF SAS based message is
used to avoid problems with special ASCII characters in the
encrypted form of the message, as it is transported over
HTTP.

[0126] At operation 508, the MTS 302 generates an MTS
UPTF SAS view 404, as an MTS REQ, and transmits the
MTS REQ and the Consumer REQ (i.e., views 402, 404) to
the STS 120. According to an aspect of the embodiment, at
operation 506, information used as a device identifier of the
consumer (DIDc) is obtained by the MTS 302 from the
unencrypted part of the consumer REQuest view 402, based
upon which the MTS 302 generates the MTS REQuest view
404.

[0127] At operation 510, the STS 120 gets abstracted
account listing for the consumer 200 from the payment
service 122, 204. In particular, if at 7065, the consumer 200
inputs a request to use a financial account other than a
default account, the consumer REQuest view 402 includes a
request for financial account information. At operation 510,
the STS 120 uses an account association 123 for the con-
sumer 200, which is provided from the payment service 122,
204 (i.e., operations 105 in FIG. 1A), to confirm the
consumer REQuest with the payment service 122, 204. At
operation 512, the STS 120, receives an account reference
listing (not actual account numbers) from the payment
service 122, 204. At operations 514, 516, the STS 120
forwards via the MTS 302, an STS Response to the con-
sumer REQuest view 402, which includes the account
reference listing. At operation, 516, the mobile phone user
interface screen image 708 displays a selectable user
account reference listing. At operation 518, the consumer
200 authorizes the transaction. At operation 520, the MTS
302 sends an MTS authorization and the consumer autho-
rization to the STS 120.

[0128] At operation 522, in response to the MTS and
consumer authorization requests of operation 520, the STS
120 sends an AUTHorization transaction to payment service
122, 204 and, at operation 524, receives a payment service
response. At operation 526, the STS 120, forwards to the
MTS 302 the payment service response to the AUTHoriza-
tion transaction, which, at operation 528, the MTS 302
forwards the STS response to AUTHorization transaction to
the consumer 200. In particular, at operation 528, the mobile
phone user interface screen image 710 displays a transaction
success confirmation message. Accordingly, at operations
508 and 520, the STS 120 receives and verifies the UPTF
SAS based merchant and consumer views 402, 404 (c.g.,
decrypting and cross-referencing the UPTF SAS based MTS
REQ and consumer REQ messages and the MTS AUTH and
consumer AUTH messages).

[0129] According to an aspect of the described embodi-
ment herein, the wireless wallet application 108 running on
the mobile phone 106 receives receipt related information,
as shown in the display screen image 712, which according
to an aspect of the embodiment is in the form of a barcode
image on a computer display screen, as shown in a barcode
image 714 displayed on the mobile phone display screen
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106, after every successful purchase and stores these receipts
on the mobile phone 106 for further reference and reuse
(e.g., to be displayed on a display screen of the mobile phone
wireless wallet 106 and read from the computer displayed
barcode image by a barcode reader 315 to gain physical
access to the paid service at a physical merchant service
spot, such as a cinema point of sale (POS) 315). The
transaction receipt related information could be remotely
stored and retrievable. Therefore, the wireless wallet appli-
cation 108 provides transaction receipt management and in
FIG. 7B, an example of mobile phone display screen user
interface images 716a-d is illustrated for retrieving transac-
tion receipt related information. According to another aspect
of the embodiment(s) described herein, provided is a system
and method of notifying the user at the mobile phone of a
status of the mobile phone UPTF authenticable cashless
monetary transaction using Short/Multimedia Message Ser-
vice, email, and/or voice message, including transaction
receipt information, wherein the receipts can be forwarded
to another (e.g., in case of a movie ticket purchase, a barcode
image movie ticket receipt delivered to the mobile phone
wireless wallet 106 can be forwarded to another person for
theater entry). Therefore, the wireless wallet software 108
includes a general receipt management mechanism based
upon a computer display screen image of a barcode 714. In
FIG. 6, the VPN is a Virtual Private Network.

[0130] The wireless wallet application 108 running on the
mobile phone 106 combines both a browser and a payment
application. The browser (lightweight web client) is used for
purchasing and the payment application component is used
for executing a UPTF SAS transaction.

[0131] FIG. 8 is a flow chart based upon mobile phone
display screen user interface images and message flow
between a requestor device, a secure transaction server
(STS) and a requestee to execute a person-to-person mobile
phone cashless payment transaction, according to an
embodiment of the present invention. FIG. 9 is a flow chart
based upon mobile phone display screen user interface
images and message flow between a requestor device, a
secure transaction server (STS) and a requestee to execute a
person-to-person mobile phone cashless payment request
transaction, according to an embodiment of the present
invention. FIG. 10 is overall mobile phone display screen
user interface images and possible workflows available to an
operator of a wireless wallet on a mobile phone to execute
person-to-person cashless monetary transactions, according
to an embodiment of the present invention. FIGS. 11-12 are
diagrams of mobile phone person-to-person cashless mon-
etary transaction message formats to execute various mobile
phone cashless monetary transactions, according to an
embodiment of the present invention. An example of a
person-to-person payment and a person-to-person payment
request will be described with reference to FIGS. 8, 9,10 and
11. FIG. 8 is a flow chart of a person-to-person payment
when a mobile phone payer 200 makes payment via a
payment request or via responding to a received request for
payment from a payee 202. In FIG. 8, at operation 802, a
mobile OPS payer 200 starts the mobile phone wireless
wallet 108 and chooses option “P2P Payment,” correspond-
ing to the mobile phone user interface display screen image
1002 (Form 0). At operation 804, the user selects option
“Make Payment,” corresponding to the mobile phone user
interface display screen image 1004 (Form 1). Also, at
operation 806, the user can select option “Pending
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Requests,” corresponding to the mobile phone user interface
display screen image 1004 (Form 1). If, at operation 804, the
user selects “Make Payment,” at operation 810, the user is
prompted, via the mobile phone user interface display screen
image 1006 (Form 2), to enter a phone number/email
address. After operation 804 and operation 806 (as the case
may be), the user is prompted, via the mobile phone user
interface display screen images 1010 (Form 4) or 1018
(Form 7), to enter a PIE, such as a PIN. At operation 812,
when the user enters the PIN, the mobile phone wireless
wallet software 108 uses the input PIN to create encrypted
payee id request/pending list request (as the case may be)
according to UPTF SAS message view 402 and sends the
message view 402 to the STS 120. At operation 814, the STS
120 receives the message views 402 and authenticates the
user payer 200, and identifies payee 202/returns a pending
request list (as the case may be).

[0132] At operation 814, the STS 120 creates and trans-
mits response requests to a “payment request” or a “pending
payment request list,” according to UPTF SAS message
views 402. At operation 816, in case of a “payment”
transaction, the mobile phone wireless wallet software 108
receives from the STS 120 a payee id (e.g., udid, id,
fullname), and the user is prompted, via the mobile phone
user interface display screen images 1012, 1014 (Forms 5,
6), respectively, to enter amount the user payer 200 wants to
pay and confirm. At operation 818, in case of a “pending
payment requests” transaction, the mobile phone wireless
wallet software 108 receives from the STS 120 a pending
payment request list, and the user is prompted, via the
mobile phone user interface display screen images 1016,
1018 (Forms 8, 6), respectively, to select from a pending
payee payment request list and confirm. At operation 814,
for a make payment transaction, if a payee 202 confirmation
message view 404 is not required, the STS 120 only authen-
ticates payer 200 message view 402 and identifies payee
202. At operation 814, for a make payment transaction in
response to a payment request from another person, the STS
120 verifies both message views 402, 404 of the payer 200
and the payee 202, respectively, according to the UPTF
SAS.

[0133] At operations 816 and 818, the mobile phone
wireless wallet software 108 sends a payment message view
402 that comprises payer, payee and amount information,
and, at operation 820, the STS 120 receives and processes
the payment message view 402 (display screen image 1020),
and returns a final result to payer 200. If the payment
transaction is successful, the payee 202 can be notified as
well. In particular, at operation 822, the mobile phone
wireless wallet software 108 receives a payment result
message view 402 and informs the user payer 200, via the
mobile phone user interface display screen image 1022b
(Form 10), of the payment result and ask if the user wants
to bookmark payee. At operation 820, a notification to payee
202, via SMS or email, can be sent.

[0134] FIG. 9 is a flow chart of a person-to-person pay-
ment when a mobile phone payee 202 requests payment
from a payer 200. In FIG. 9, at operation 902, a mobile OPS
payee 202 starts the mobile phone wireless wallet 108 and
chooses option “P2P Payment,” corresponding to the mobile
phone user interface display screen image 1002 (Form 0). At
operation 904, the user selects option “Request Payment,”
corresponding to the mobile phone user interface display
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screen image 1004 (Form 1). At operation 906, the user is
prompted, via the mobile phone user interface display screen
image 1006 (Form 2), to enter a phone number/email
address for the payer 200. Also, at operation 908, the user
can be prompted, via the mobile phone user interface display
screen images 1006 and 1008 (Forms 2 and 3), respectively,
to select a payer 200 from a favorite list. After operation 906
and operation 908 (as the case may be), the user is prompted,
via the mobile phone user interface display screen image
1010 (Form 4), to enter a PIE, such as a PIN. At operation
910, when the user enters the PIN, the mobile phone wireless
wallet software 108 uses the input PIN to create encrypted
payer identification request according to UPTF SAS mes-
sage view 402 and sends the message view 402 to the STS
120. At operation 912, the STS 120 receives the payer
identification request message view 402 and authenticates
the user payee 202, identifies payer 200 and resolves payer
200 information and returns payer 200 information to the
mobile phone wireless wallet software 108.

[0135] At operation 912, the STS 120 creates and trans-
mits response requests according to UPTF SAS message
view 402. In particular, at operation 912, the STS 120
creates a payer 200 information (e.g., udid, id, full name)
response message view 402. At operation 914, the mobile
phone wireless wallet software 108 receives from the STS
120 the payer 200 information (e.g., udid, id, fullname), and
the user is prompted, via the mobile phone user interface
display screen images 1012, 1014 (Forms 5, 6), respectively,
to enter amount the user payee 202 asks to be paid from the
payer 200 and confirm.

[0136] At operations 914, the mobile phone wireless wal-
let software 108 sends a payment request from payer 200
message view 402 that comprises payer, payee and amount
information, and, at operation 916, the STS 120 receives and
processes the payment request from payer 200 message view
402 (display screen image 1020). At operation 916, the STS
120 processes (i.e., decrypting according to SAS and log-
ging) the received payment request from the mobile phone
wireless wallet software 108 by creating a new payment
request entry for the payer 200, which can be requested by
the payer via operation 806. In particular, at operation 916,
the STS logs a transaction identifier of the message view
402, and with reference to FIG. 8, at operation 806, the
payer 200 can select “Pending Payment Requests”™ to receive
the created payment request, including the transaction iden-
tifier, of operation 916. In FIG. 8, via operations 812, 814
and 816, the payer 200 creates a corresponding agreement
view 404, including the transaction identifier of the payment
request, which corresponds to the created payment request
of operation 916 and can be processed by the STS 120
according to UPTF SAS by decrypting and verifying both
views 402, 404 of the payer 200 and payee 202, respectively.
At operation 916, if payer 200 is a mobile phone wireless
wallet software 108 user, SMS can be sent to the payer 200
or otherwise an email notification can be sent to the payer
200. At operation 916, the STS 120 returns a request result
to payee 202. In particular, at operation 918, the mobile
phone wireless wallet software 108 receives a payment
request result message view 402 and informs the user payee
202, via the mobile phone user interface display screen
image 1022g (Form 10), of the payment request result and
ask if the user wants to bookmark payer.
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[0137] More particularly, FIG. 11 is a format diagram of
six example mobile phone person-to-person cashless mon-
etary transaction message views 402, 404, including unen-
crypted part 408 and encrypted part 406, for executing
mobile phone person-to-person payment transactions. In
FIG. 11, according to an aspect of the embodiments
described herein, messages A and C are informational mes-
sage views that are essentially SAS messages (encrypted
according to SAS, which authenticates a sender of a message
and the content). Responses from the STS 120 to the mobile
phone wireless wallet 106 (messages B, D, and G) are also
SAS messages (encrypted according to SAS, which authen-
ticates a sender of a message and the content) (i.e., the
messages are encrypted with a generated key (FIG. 4)
corresponding to the device 106, even though the messages
are sent by the STS 120, thus from the device 106 perspec-
tive, authenticating the sender (the STS 120 in this case) and
the content, because only the corresponding device 106 with
the installed authentic wireless wallet software 108 (via
software authentication parameter(s) and the STS 120 can
possibly successfully reconstruct the key used for encrypting
a message at a particular time (timestamp). Messages E/F
are essentially agreement message views (a transaction
message, including a transaction identifier, for an agreement
that involves or relates to two or more parties) that comply
with UPTF and are also secured according to SAS encryp-
tion, hence UPTF SAS. Therefore, in the embodiments
described herein, mobile phone transactions are executed
according to SAS as well as UPTF SAS. For example,
message A is a pending payment request list message view
402 created at operation 806, which is provided after opera-
tion 812 to the STS 120. Message B is a pending payment
request list reply message view 402 created at operation 814
by the STS 120. Message C is a person (e.g., peer) identi-
fication request message view 402 created at operation 810
by the mobile phone wireless wallet 108, which is provided
after operation 812 to the STS 120. Message D is a person
(e.g., peer) identification reply message view 402 created by
the STS 120 at operation 814, which is transmitted to the
mobile phone wireless wallet software 108 at operation 816.
Messages E/F are make payment request/request payment
request message views 402 created by the mobile phone
wireless wallet software 108 at operations 816 and 818,
respectively, and transmitted to the STS 120 for processing
at operation 820. Message G is a transaction result message
view 402 created by the STS 120 at operation 820, which is
transmitted to the mobile phone wireless wallet software at
operation 822.

[0138] FIG. 10 illustrates and describes three possible
flows for mobile phone user interface display screen images.
In FIG. 10, flow I is mobile phone user interface display
screen images 1002, 1004, 1006, 1008, 1010, 1012, and
1014. In FIG. 10, flow 11 is mobile phone user interface
display screen images 1002, 1004, 1006, 1010, 1012 and
1014. In FIG. 10, flow III is mobile phone user interface
display screen images 1002, 1004, 1018, 1016 and 1014.
FIG. 12 is a diagram of an example envelope of a mobile
phone cashless monetary transaction message view 402 for
a pending payment request list reply (Message B in FIG.
11). In FIG. 12, the message B view 402 is according to the
SAS. The “message” portion contains an actual content of a
message, as encrypted according to SAS. FIG. 12 shows
example of message B (FIG. 11) for a Pending Payment
Request List Reply. The message format 1202 is an example
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format of the “message” portion for a Pending Payment
Request List Reply message B sent by the STS 120 in reply
to message A. The message format 1202 comprises a list of
pending payment requests and a list of abstracted account
identifiers to select from for payment. Padding 1 and pad-
ding 2 can be random numbers to hide location of the
“message” portion. Ptrl and ptr2 are pointers indicating
where the “message” portion begins.

[0139] A true mobile (service spot independent) electroni-
cally anonymously authenticable wireless wallet 106 is
provided in which the user does not carry any financial
account information, the mobile device does not temporally
and/or permanently store any actual user financial account
information, the mobile device does not require/need to be
swiped over and/or even interface with a point of sale (POS)
reader (i.e., a user is not bound to a payee location) to
execute mobile authenticable cashless monetary transac-
tions, and no bank card swiping is performed by the user at
the mobile device and/or via the mobile device. A mobile
phone, comprises a computer readable medium storing a
mobile payment software initialized at a secured transaction
server (STS) with a software authentication parameter, as an
authentic mobile payment software; and a programmed
computer processor executing the authentic mobile payment
software controlling the mobile phone according to a pro-
cess comprising prompting a user to input a personal iden-
tification entry (PIE) that is correlated by the STS with a
phone number of the mobile phone and the authentic mobile
payment software, and generating according to the PIE and
the software authentication parameter a transformed authen-
ticable mobile phone cashless monetary transaction, as a
mobile phone wireless wallet of the user of the mobile
phone, thereby accommodating mobile phone UPTF SAS
based transactions.

[0140] Although the above-described embodiments are
directed to mobile phone user electronically authenticable
cashless monetary transaction, the embodiments are not
limited to cashless monetary transactions, any type of user
electronically authenticable transaction can be accommo-
dated. The user mobile phone wireless wallet 106 provides
an always-on, always-available, always-accessible “foot-
print” for accessing, delivering and paying (for) services
with selectable accounts. The “footprint” is an authentic
mobile phone wireless wallet application 108 according to a
mobile phone application platform, such as J2ME, and
running on a consumer’s mobile phone 106. The authentic
mobile phone wireless wallet application 108 can be dis-
tributed and managed directly by the “business” without the
collaboration, participation and consent of a mobile phone
communication carrier. The services that include “sensitive”
data, such as payment, are securely accessible by the user,
with a simple user maintained (i.e., not permanently stored
on the mobile phone 106) identifier, such as a 4 digit PIN.
Further, a provider-controlled “footprint™ for additional ser-
vices beyond payment can be accommodated.

[0141] For example, in case of a movie ticket purchase
service using the user mobile phone wireless wallet 106, a
main service would be payment for movie ticket at any
location (mobile) and redemption at a service spot in the
movie theater to gain entry admission. Some example addi-
tional services can be browsing movie schedules prior to
purchasing, rating of movies for a reward (discount) to be
applied towards future purchases, loyalty programs with
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immediate awards, download previews, and provide notifi-
cations of movie times based on customer profile. Also,
ability to send notifications (SMS) for promotions/adver-
tisements that are accessible once starting the mobile phone
wireless wallet application 108 and/or redeemed with the
wireless wallet application 108 (e.g., in combination with
payment towards something that is paid for and the promo-
tion is applied towards).

[0142] Other example mobile phone wireless wallet appli-
cation 108 services comprise financial related transactions
for person-to-person and customer-online merchant. Addi-
tional services can be online auction related services, such as
initial informational services for an online auction service
customer, checking watched auctions, etc., and payment to
another transaction party for a successful bid. Also, ringtone,
game, digital/media content, software, advertisements, cou-
pons, etc. rewards mechanism (or credits for ringtone, game,
digital content/media, software, etc. purchasing) can be
provided in connection for mobile to mobile payments using
the mobile phone wireless wallet application 108. More
particularly, according to an aspect of the embodiment(s)
described herein, a system and method is provided that ties
transactions with a wireless wallet 106 (e.g., wireless wallet
software 108 payment transactions/purchases) to a reward
system for receiving/purchasing mobile phone related items,
such as ringtone, game, digital/media content, software, etc.
According to another aspect of the embodiment described
herein, a mobile phone reward system and method is pro-
vided in which a reward is immediately deliverable to a
mobile phone, for example, after completion of a wireless
wallet 106 payment, an automatic ringtone download, via a
mobile phone communication network, to the mobile phone
106. The mobile phone wireless wallet application 108
makes the process of earning and redeeming credits much
easier. Customers can be online payment services, banks,
credit card companies, online merchants, and/or physical
merchants using a mobile phone wireless wallet 106 as a
point of sale (POS).

[0143] Other example mobile phone wireless wallet appli-
cation 108 services comprise ordering and payment for
medical prescriptions and refills prior to pickup at an autho-
rized merchant. Additional services of notification (SMS) of
refill due, when ready for pickup, rewards, transfer prescrip-
tions by providing doctor’s identifier and prescription num-
ber from mobile phone and incorporating validation of
doctor and prescription.

[0144] Other example mobile phone wireless wallet appli-
cation 108 services comprise payment, in-store, using the
store loyalty card with the mobile phone wireless wallet 106,
along with additional services of augmenting a royalty
program, delivering and accessing rewards, coupons, etc.
and redeeming.

[0145] Other example mobile phone wireless wallet appli-
cation 108 services comprise various types of financial
transactions, such as browsing accounts, funds, stocks, sell-
ing, buying, transferring stocks/funds/bonds using funds,
broker accounts, banks, debit/credit cards. Additional ser-
vices of notification onto the mobile phone wireless wallet
106 if stock meets price range, delivering and accessing
recommendations, reports, analysis, trends, tracking, and
voice activation.

[0146] The above-described processes of the present
invention are implemented in software and/or computing
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hardware. The embodiment(s) described herein can be
thought of as a server-side wallet to which access can be
controlled through a four digit PIN, with the UPTF notions
of multi-party agreements and time-of-transaction depen-
dent key generation combining to provide expected security
properties. The combined solution does not require any
storage of critical data on the mobile device, it does not
impose special hardware requirements and “reduces” secu-
rity to a 4-digit PIN which is a major convenience for the
user. The mobile phone wireless wallet described herein is
computationally fast; on mobile phones the key generation
and encryption (or decryption) (i.e., SAS portion) can take
approximately 100 ms on a fast available mobile phone
(approximately 500 ms on a slow mobile phone) using
J2ME for 160-bit AES encryption for each message. Thus,
the security-related computational time is non-noticeable
with respect to the transaction time (time it takes for
messages to travel over a communication link).

[0147] The many features and advantages of the invention
are apparent from the detailed specification and, thus, it is
intended by the appended claims to cover all such features
and advantages of the invention that fall within the true spirit
and scope of the invention. Further, since numerous modi-
fications and changes will readily occur to those skilled in
the art, it is not desired to limit the invention to the exact
construction and operation illustrated and described, and
accordingly all suitable modifications and equivalents may
be resorted to, falling within the scope of the invention.

What is claimed is:
1. A method, comprising:

initializing, at a secure transaction server (STS), a mobile
payment software with a software authentication
parameter, as an authentic mobile payment software;

providing an STS correlation between a personal identi-
fication entry (PIE) and the authentic mobile payment
software;

installing, in a mobile phone, the authentic mobile pay-
ment software; and

inputting, by a user, the PIE to the installed authentic
mobile payment software to generate according to the
PIE and the software authentication parameter a trans-
formed secure authenticable mobile phone cashless
monetary transaction over a mobile phone network, as
a mobile phone wireless wallet of the user of the mobile
phone.

2. The method of claim 1, further comprising implement-
ing the authentic mobile payment software according to an
application platform of the mobile phone.

3. The method of claim 1, further comprising implement-
ing the authentic mobile payment software according to Java
2 Platform Micro Edition (J2ME) and/or Binary Runtime
Environment for Wireless (BREW).

4. The method of claim 1, further comprising:

providing to the mobile phone a download link to the
authentic mobile payment software; and

downloading to the mobile phone the authentic mobile
payment software via the download link, thereby per-
forming the installing of the authentic mobile payment
software.
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5. The method of claim 4, wherein the authentic mobile
payment software downloaded link is transmitted to the
mobile phone using short/multimedia message service.

6. The method of claim 1, wherein the mobile phone
authenticable cashless monetary transaction is performed
according to Universal Pervasive Transaction Framework
Secure Agreement Submission (UPTF SAS) protocol.

7. The method of claim 1,

wherein the authenticable mobile phone cashless mon-
etary transaction is performed according to Universal
Pervasive Transaction Framework Secure Agreement
Submission (UPTF SAS) protocol,

wherein the initializing of the authentic mobile payment
software comprises:

providing to the user a mobile phone cashless monetary
transaction activation link at a computing device;

registering a phone number of the mobile phone of the
user via the activation link;

transmitting the registered phone number of the mobile
phone to the STS;

generating, by the STS, an executable mobile payment
software including the initialization parameter, as the
authentic mobile payment software; and

generating, by the STS, the PIE correlated in the STS
with the authentic mobile payment software, and

wherein the installing of the authentic mobile payment
software download link comprises:

transmitting, by the STS, via short/multimedia message
service using the registered mobile phone number, a
download link to the authentic mobile payment soft-
ware to the mobile phone of the user;

downloading to the mobile phone the authentic mobile
payment software via the download link, thereby
performing the installing of the authentic mobile
payment software; and

providing, by the STS, the PIE to the user.
8. The method of claim 6, further comprising:

correlating, at the STS, abstracted registered financial
entities information of the user with the authentic
mobile payment software;

binding the authentic mobile payment software with
transaction information of a transaction party;

presenting, by the STS at the mobile phone, a selectable
list of abstracted identifiers corresponding to the reg-
istered financial entities of the user correlated with the
authentic mobile payment software; and

executing the mobile phone cashless monetary transaction
with the transaction party using the PIE and the soft-
ware authentication parameter and according to UPTF
transaction messages that comprise an identifier of the
mobile phone, an identifier of the transaction party, and
an identifier of the transaction, thereby providing the
mobile phone wireless wallet based upon a combina-
tion of the authentic mobile payment software at the
mobile phone and the STS correlations of the authentic
mobile payment software with the PIE, the software
authentication parameter, and the financial entities of
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the user, and exchange of the UPTF transaction mes-

sages between the user, the transaction party and the
STS.

9. The method of claim 6, wherein the UPTF SAS
comprises

generating, by the mobile phone, a first view of the mobile
phone cashless monetary transaction, and transmitting
the first view of the transaction to the STS according to
the SAS;

generating, independently by a party to the transaction, a
second view of the transaction, and transmitting the
second view of the transaction to the STS according to
the SAS; and

verifying, by the STS, the first and second views to
authenticate the transaction, and

causing, by the STS, execution of the transaction based

upon the verifying.

10. The method of claim 9, wherein the first and second
views are symmetrical and the SAS comprises generating as
each independent view of the transaction an unencrypted
perceptible part comprising an identification of a first mobile
phone for the first view and a current timestamp, and an
encrypted part by performing a combination of time and
authentic mobile payment software dependent transforma-
tions based upon the PIE, on a transaction message that
comprises data of the transaction, the identification of the
first mobile phone and an identification of a second device
for the second view.

11. The method of claim 9,

wherein the software authentication parameter comprises
a plurality of parameters of an initialization time stamp
and an initialization random seed number, and

wherein the first and second views are symmetrical and
the SAS comprises:

generating as each independent view of the transaction,
an unencrypted perceptible part comprising an iden-
tification of a first mobile phone for the first view and
a current timestamp, and an encrypted part by per-
forming a combination of transformations based
upon the PIE and the software authentication param-
eters included in the authentic payment software by
the STS in the initializing, on a transaction message
that comprises data of the transaction, the identifi-
cation of the first mobile phone and an identification

of a second device for the second view.
12. The method of claim 11, wherein the combination of

transformations to encrypt comprises:

generating a transaction random sequence number based
upon the software authentication parameters of the
authentic payment software; and

generating an encryption key based upon the transaction
random sequence number and the PIE.
13. The method of claim 12, wherein the generating of the
encryption key further comprises:

generating a current time stamp;
converting the current time stamp to a string;

using a one way function to convert the current time
stamp string to a current time stamp value;
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determining a time difference value between the current
time stamp and the initialization time stamp;

computing a Keyed-Hashing for Message Authentication
(HMAQ) result, based upon the initialization random
seed number and the time difference value, to generate
the transaction random sequence number;

selecting a number of bits from the HMAC result as the
transaction random sequence number and combining
the selected number of bits with the PIE;

computing a hash value of the combination; and

selecting a number of bits of the hash value to generate the

encryption key.

14. The method of claim 13, wherein the number of bits
is about 128.

15. The method of claim 4, wherein an online payment
system provides the mobile phone cashless monetary trans-
action activation link to a member of the online payment
system as the user, thereby providing person-to-person
mobile phone authenticable cashless monetary transactions
using the user’s mobile phone wireless wallet.

16. The method of claim 15, further comprising:

displaying on the mobile phone of the user a graphical
user interface presenting selectable menu items com-
prising person-to-person payment, person-to-person
transaction, a pending payment request by another
person, setup, or any combination thereof;

upon selection of the person-to-person payment or the
pending payment request menu items, displaying a
graphical user interface accepting inputs comprising a
mobile phone number, an email address or any com-
bination thereof, of a transaction party; and

upon input of a mobile phone number and/or an email
address of the transaction party, and the PIE, executing
the mobile phone cashless monetary transaction with
the transaction party using the mobile phone wireless
wallet of the mobile phone user.

17. The method of claim 16, wherein the accepting inputs
further comprises accepting abstracted previously registered
financial account reference identifiers of the mobile phone
user to execute the transaction.

18. The method of claim 1,

wherein the mobile phone authenticable cashless mon-
etary transaction is performed according to Universal
Pervasive Transaction Framework Secure Agreement
Submission (UPTF SAS) protocol, and the method
further comprises:

correlating, at the STS, abstracted financial entity infor-
mation of the user with the authentic mobile payment
software; and

providing person-to-person mobile phone UPTF
authenticable cashless monetary transactions using
the user mobile phone wireless wallet.

19. The method of claim 1, wherein the PIE is an
alphanumeric string having less than or equal to 5 charac-
ters.

20. The method of claim 6, further comprising transmit-
ting the mobile phone authenticable cashless transaction
messages over a mobile phone communications network
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according to Hypertext Transfer Protocol (HTTP), socket
based communication, and/or web service calls.

21. The method of claim 8, wherein the executing of the
mobile phone cashless monetary transaction further com-
prises:

receiving a mobile phone display screen displayable bar-
code image as a receipt of the executed mobile phone
cashless monetary transaction and/or other transaction,
receipt related information;

displaying the barcode image on a display screen of the
mobile phone; and

reading, at a physical point of service of the transaction
party, the displayed barcode image for transaction
management by the transaction party.

22. The method of claim 18, wherein the person-to-person
mobile phone UPTF authenticable cashless monetary trans-
actions comprise sending a payment to a person, requesting
a payment from another person, checking a pending request
for payment from another, storing and retrieving records of
transactions, or any combination thereof.

23. The method of claim 1, wherein the installing of the
authentic mobile payment software in the mobile phone
comprises downloading the authentic mobile payment soft-
ware to the mobile phone, storing the authentic mobile
payment software on a mobile phone installable computer
readable medium, storing the authentic mobile payment
software in a mobile phone embedded computer readable
medium, or any combination thereof.

24. The method of claim 7, wherein the providing of the
PIE to the user comprises delivering the PIE to the user as
an image through a third party.

25. The method of claim 21, further comprising storing in
the mobile phone the barcode image transaction receipt.

26. The method of claim 1, further comprising rewarding
a mobile phone wireless wallet transaction with an auto-
matic download of a mobile phone content comprising a
ringtone, a game, a digital/media content, software, or any
combination thereof, and/or a credit towards any thereof.

27. The method of claim 22, further comprising notifying
the user at the mobile phone of a status of the mobile phone
UPTF authenticable cashless monetary transaction using
Short/Multimedia Message Service, email, and/or voice
message.

28. The method of claim 21, further comprising notifying
the user at the mobile phone of a status of the mobile phone
UPTF authenticable cashless monetary transaction using
Short/Multimedia Message Service, email, and/or voice
message, including transaction receipt information.

29. The method of claim 18, wherein the PIE is an
alphanumeric string having less than or equal to 5 charac-
ters.
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30. A mobile phone, comprising:

a computer readable medium storing a mobile payment
software initialized at a secured transaction server
(STS) with a software authentication parameter and
correlated with a personal identification entry (PIE), as
an authentic mobile payment software; and

a programmed computer processor executing the authen-
tic mobile payment software controlling the mobile
phone according to a process comprising:

prompting a user to input the PIE, and generating accord-
ing to the PIE and the software authentication param-
eter a transformed secure authenticable mobile phone
cashless monetary transaction over a mobile phone
network, as a mobile phone wireless wallet of the user
of the mobile phone.

31. A computer system, comprising:

a computer server comprising a programmed computer
controlling the server according to a process compris-
ing:

initializing a mobile payment software with a software
authentication parameter, as an authentic mobile
payment software,

generating a secured personal identification entry
(PIE);

providing a secured correlation between the PIE and
the authentic mobile payment software, and

providing an online purchasing interface; and

a mobile phone in mobile phone network communication
with the server and comprising:

a computer readable medium storing the authentic
mobile payment software, and

a computer processor executing the authentic mobile
payment software controlling the mobile phone
according to a process comprising:

interfacing with the online purchasing interface to
generate a virtual shopping cart,

prompting a user to input the PIE,

generating according to the PIE and the software
authentication parameter a transformed secure
authenticable mobile phone cashless monetary
transaction based upon the virtual shopping cart,
and

transmitting over the mobile phone network the
transformed secure authenticable mobile phone
cashless monetary transaction to the computer
server to execute the transaction.

#* #* #* #* #*
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