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Receipt is acknowledged of this provisional patent application. It will not be examined for patentability and will
become abandoned not later than twelve months after its filing date. Any correspondence concerning the application
must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE, NAME OF
APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection. Please verify
the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please submit
a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections

Inventor(s)

Brian D. Armstrong, San Francisco, CA;
Applicant(s)

Coinbase, Inc., San Francisco, CA

Power of Attorney:
Stephen De Klerk--46503

If Required, Foreign Filing License Granted: 03/28/2014

The country code and number of your priority application, to be used for filing abroad under the Paris Convention,
is US 61/954,434

Projected Publication Date: None, application is not eligible for pre-grant publication

Non-Publication Request: No

Early Publication Request: No
** SMALL ENTITY **
Title

METHOD AND SYSTEM FOR TRANSACTING BITCOIN
Statement under 37 CFR 1.55 or 1.78 for AlA (First Inventor to File) Transition Applications: No

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent

in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
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application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent” and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4258).

LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
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security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

SelectUSA

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to
promote and facilitate business investment. SelectUSA provides information assistance to the international investor
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states,
and regions competing for global investment; and counsels U.S. economic development organizations on investment
attraction best practices. To learn more about why the United States is the best country in the world to develop
technology, manufacture products, deliver services, and grow your business, visit http:/www.SelectUSA.gov or call
+1-202-482-6800.
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Doc Code: TR.PROV

Document Description: Provisional Cover Sheet (SB16)
PTO/SB/16 (11-08)
Approved for use through 01/31/2014 OMB 0651-0032
U.S. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number

Provisional Application for Patent Cover Sheet
This is a request for filing a PROVISIONAL APPLICATION FOR PATENT under 37 CFR 1.53(c)

Inventor(s)

Inventor 1

Given Name Middle Name Family Name City State Country j
Brian D. Armstrong San Francisco |CA us

All Inventors Must Be Listed — Additional Inventor Information blocks may be
generated within this form by selecting the Add button.

Title of Invention A METHOD AND SYSTEM FOR TRANSACTING BITCOIN

Attorney Docket Number (if applicable) COIN_P001Z

Correspondence Address

Direct all correspondence to (select one):

® The address corresponding to Customer Number O Firm or Individual Name

Customer Number 17169

The invention was made by an agency of the United States Government or under a contract with an agency of the United
States Government.

® No.

O Yes, the name of the U.S. Government agency and the Government contract number are:

EFS - Web 1.0.1




Doc Code: TR.PROV

Document Description: Provisional Cover Sheet (SB16)

PTO/SB/16 (11-08)
Approved for use through 01/31/2014 OMB 0651-0032
U.S. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number

Entity Status
Applicant claims small entity status under 37 CFR 1.27

® Yes, applicant qualifies for small entity status under 37 CFR 1.27
O No

Warning

Petitioner/applicant is cautioned to avoid submitting personal information in documents filed in a patent application that may
contribute to identity theft. Personal information such as social security numbers, bank account numbers, or credit card
numbers (other than a check or credit card authorization form PTO-2038 submitted for payment purposes) is hever required
by the USPTO to support a petition or an application. If this type of personal information is included in documents submitted
to the USPTO, petitioners/applicants should consider redacting such personal information from the documents before
submitting them to USPTO. Petitioner/applicant is advised that the record of a patent application is available to the public
after publication of the application (unless a non-publication request in compliance with 37 CFR 1.213(a) is made in the
application) or issuance of a patent. Furthermore, the record from an abandoned application may also be available to the
public if the application is referenced in a published application or an issued patent (see 37 CFR1.14). Checks and credit
card authorization forms PTO-2038 submitted for payment purposes are not retained in the application file and therefore are
not publicly available.

Signature

Please see 37 CFR 1.4(d) for the form of the sighature.

Signature /Stephen M. De Klerk/ Date (YYYY-MM-DD) 2014-03-17
First Name Stephen M. Last Name De Klerk Registratiqn Number 46503
(If appropriate)

This collection of information is required by 37 CFR 1.51. The information is required to obtain or retain a benefit by the public which is to
file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection
is estimated to take 8 hours to complete, including gathering, preparing, and submitting the completed application form to the USPTO.
Time will vary depending upon the individual case. Any comments on the amount of time you require to complete this form and/or
suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department
of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. This
form can only be used when in conjunction with EFS-Web. If this form is mailed to the USPTO, it may cause delays in handling
the provisional application.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of
the attached form related to a patent application or paten. Accordingly, pursuant to the requirements of the Act, please be
advised that : (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the
information solicited is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and
Trademark Office is to process and/or examine your submission related to a patent application or patent. If you do not
furnish the requested information, the U.S. Patent and Trademark Office may not be able to process and/or examine your
submission, which may result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether disclosure of these records is required by the Freedom of Information
Act.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a request
involving an individual, to whom the record pertains, when the individual has requested assistance from the Member
with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization,
pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of the
application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record may be
disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in an
application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspection or an

issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.



PTO/AIA/14 (11-13)
Approved for use through 01/31/2014. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

) ) Attorney Docket Number | COIN-P001Z
Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention A METHOD AND SYSTEM FOR TRANSACTING BITCOIN

The application data sheet is part of the provisional or nonprovisional application for which it is being submitted. The following form contains the
bibliographic data arranged in a format specified by the United States Patent and Trademark Office as outlined in 37 CFR 1.76.

This document may be completed electronically and submitted to the Office in electronic format using the Electronic Filing System (EFS) or the
document may be printed and included in a paper filed application.

Secrecy Order 37 CFR 5.2

[ Portions or all of the application associated with this Application Data Sheet may fall under a Secrecy Order pursuant to
37 CFR 5.2 (Paper filers only. Applications that fall under Secrecy Order may not be filed electronically.)

Inventor Information:

Inventor 1
Legal Name

Prefix| Given Name Middle Name Family Name Suffix
Brian D. Armstrong

Residence Information (Select One) ® US Residency (O Non US Residency (O Active US Military Service

City | San Francisco State/Province | CA Country of Residencd | US

Mailing Address of Inventor:

Address 1 250 King Street, #1204

Address 2

City San Francisco | State/Province CA
Postal Code | 94107 | Countryi us

All Inventors Must Be Listed - Additional Inventor Information blocks may be
generated within this form by selecting the Add button.

Correspondence Information:

Enter either Customer Number or complete the Correspondence Information section below.
For further information see 37 CFR 1.33(a).

[ ] An Address is being provided for the correspondence Information of this application.

Customer Number 17169
Email Address stephen@dk-lund.com
Email Address ariana.bates@hotmail.com

Application Information:

Title of the Invention A METHOD AND SYSTEM FOR TRANSACTING BITCOIN

Attorney Docket Number| COIN-P001Z Small Entity Status Claimed
Application Type Provisional

Subject Matter Utility

Total Number of Drawing Sheets (if any) 45 Suggested Figure for Publication (if any)

EFS Web 2.2.9



PTO/AIA/14 (11-13)

Approved for use through 01/31/2014. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | COIN-P001Z

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention A METHOD AND SYSTEM FOR TRANSACTING BITCOIN

Publication Information:
[] Request Early Publication (Fee required at time of Request 37 CFR 1.219)

Request Not to Publish. | hereby request that the attached application not be published under

] 35 U.S.C. 122(b) and certify that the invention disclosed in the attached application has not and will notbe the
subject of an application filed in another country, or under a multilateral international agreement, that requires
publication at eighteen months after filing.

Representative Information:

Representative information should be provided for all practitioners having a power of attorney in the application. Providing

this information in the Application Data Sheet does not constitute a power of attorney in the application (see 37 CFR 1.32).

Either enter Customer Number or complete the Representative Name section below. If both sections are completed the customer
Number will be used for the Representative Information during processing.

Please Select One: @® Customer Number (O US Patent Practitioner (O Limited Recognition (37 CFR 11.9)

Customer Number 17169

Domestic Benefit/National Stage Information:

This section allows for the applicant to either claim benefit under 35 U.S.C. 119(e), 120, 121, or 365(c) or indicate
National Stage entry from a PCT application. Providing this information in the application data sheet constitutes the
specific reference required by 35 U.S.C. 119(e) or 120, and 37 CFR 1.78.

When referring to the current application, please leave the application number blank.

Prior Application Status

Application Number Continuity Type Prior Application Number Filing Date (YYYY-MM-DD)

Additional Domestic Benefit/National Stage Data may be generated within this form
by selecting the Add button.

Foreign Priority Information:

This section allows for the applicant to claim priority to a foreign application. Providing this information in the application data sheet
constitutes the claim for priority as required by 35 U.S.C. 119(b) and 37 CFR 1-55{d). When priority is claimed to a foreign application
that is eligible for retrieval under the priority document exchange program (P DIX]._the information will be used by the Office to
automatically attempt retrieval pursuant to 37 CFR 1.55(h)(1) and (2). Under the PDX program, applicant bears the ultimate
responsibility for ensuring that a copy of the foreign application is received by the Office from the participating foreign intellectual
property office, or a certified copy of the foreign priority application is filed, within the time period specified in 37 CFR 1.55(g)(1).

Application Number Countryi Filing Date (YYYY-MM-DD) Access Colj‘giif applicable)

EFSWeb 2.29



PTO/AIA/14 (11-13)

Approved for use through 01/31/2014. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

) ) Attorney Docket Number | COIN-P001Z
Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention A METHOD AND SYSTEM FOR TRANSACTING BITCOIN

Additional Foreign Priority Data may be generated within this form by selecting the
Add button.

Statement under 37 CFR 1.55 or 1.78 for AIA (First Inventor to File) Transition
Applications

This application (1) claims priority to or the benefit of an application filed before March 16, 2013 and (2) also

contains, or contained at any time, a claim to a claimed invention that has an effective filing date on or after March
[] 16, 2013.

NOTE: By providing this statement under 37 CFR 1.55 or 1.78, this application, with a filing date on or after March

16, 2013, will be examined under the first inventor to file provisions of the AlA.

Authorization to Permit Access:

[] Authorization to Permit Access to the Instant Application by the Participating Offices

If checked, the undersigned hereby grants the USPTO authority to provide the European Patent Office (EPO),

the Japan Patent Office (JPO), the Korean Intellectual Property Office (KIPO), the World Intellectual Property Office (WIPO),
and any other intellectual property offices in which a foreign application claiming priority to the instant patent application

is filed access to the instant patent application. See 37 CFR 1.14(c) and (h). This box should not be checked if the applicant
does not wish the EPO, JPO, KIPO, WIPO, or other intellectual property office in which a foreign application claiming priority
to the instant patent application is filed to have access to the instant patent application.

In accordance with 37 CFR 1.14(h)(3), access will be provided to a copy of the instant patent application with respect

to: 1) the instant patent application-as-filed; 2) any foreign application to which the instant patent application

claims priority under 35 U.S.C. 119(a)-(d) if a copy of the foreign application that satisfies the certified copy requirement of
37 CFR 1.55 has been filed in the instant patent application; and 3) any U.S. application-as-filed from which benefit is
sought in the instant patent application.

In accordance with 37 CFR 1.14(c), access may be provided to information concerning the date of filing this Authorization.

Applicant Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title 37 of CFR
to have an assignment recorded by the Office.

EFSWeb 2.29



PTO/AIA/14 (11-13)

Approved for use through 01/31/2014. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | COIN-P001Z

Application Data Sheet 37 CFR 1.76 —
Application Number

Title of Invention A METHOD AND SYSTEM FOR TRANSACTING BITCOIN

Applicant 1

If the applicant is the inventor (or the remaining joint inventor or inventors under 37 CFR 1.45), this section should not be completed.
The information to be provided in this section is the name and address of the legal representative who is the applicant under 37 CFR
1.43; or the name and address of the assignee, person to whom the inventor is under an obligation to assign the invention, or person
who otherwise shows sufficient proprietary interest in the matter who is the applicant under 37 CFR 1.486. If the applicant is an
applicant under 37 CFR 1.46 (assignee, person to whom the inventor is obligated to assign, or person who otherwise shows sufficient
proprietary interest) together with one or more joint inventors, then the joint inventor or inventors who are also the applicant should be
identified in this section.

® Assignee (O Legal Representative under 35 U.S.C. 117 (O Joint Inventor

(O Person to whom the inventor is obligated to assign. O Person who shows sufficient proprietary interest

If applicant is the legal representative, indicate the authority to file the patent application, the inventor is:

Name of the Deceased or Legally Incapacitated Inventor :

If the Applicant is an Organization check here.

Organization Name Coinbase. Inc.

Mailing Address Information For Applicant:

Address 1 1 Bluxome Street #410

Address 2

City San Francisco State/Province CA
Countryi us Postal Code 94107
Phone Number Fax Number

Email Address

Additional Applicant Data may be generated within this form by selecting the Add

hiittAn

Assignee Information including Non-Applicant Assignee Information:

Providing assignment information in this section does not subsitute for compliance with any requirement of part 3 of Title 37 of CFR to
have an assignment recorded by the Office.

Assignee 1

Complete this section if assignee information, including non-applicant assignee information, is desired to be included on the patent
application publication . An assignee-applicant identified in the "Applicant Information” section will appear on the patent application
publication as an applicant. For an assignee-applicant, complete this section only if identification as an assignee is also desired on the
patent application publication.

If the Assignee or Non-Applicant Assignee is an Organization check here. ]

EFSWeb 2.29



PTO/AIA/14 (11-13)

Approved for use through 01/31/2014. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Application Data Sheet 37 CFR 1.76

Attorney Docket Number

COIN-P001Z

Application Number

Title of Invention

A METHOD AND SYSTEM FOR TRANSACTING BITCOIN

Prefix

Given Name

Middle Name

Family Name

Suffix

Mailing Address Information For Assignee including Non-Applicant Assignee:

Address 1

Address 2

City State/Province
Countryi Postal Code
Phone Number Fax Number

Email Address

Additional Assignee or Non-Applicant Assignee Data may be generated within this form by

selecting the Add button.

Signature:
NOTE: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4 for signature requirements and
certifications.
Signature |/Stephen M. De Klerk/ Date (YYYY-MM-DD)| 2014-03-17
First Name Stephen M. Last Name De Klerk Registration Number | 46503

Additional Signature may be generated within this form by selecting the Add button.

This collection of information is required by 37 CFR 1.76. The information is required to obtain or retain a benefit by the public which
is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This
collection is estimated to take 23 minutes to complete, including gathering, preparing, and submitting the completed application data
sheet form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to
complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

EFSWeb 2.29



Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the attached form related to
a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised that: (1) the general authority for the collection
of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information is
used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent application or patent. If you do not
furnish the requested information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act (5 U.S.C. 552) and the
Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the Department of Justice to determine whether the
Freedom of Information Act requires disclosure of these records.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a court, magistrate, or
administrative tribunal, including disclosures to opposing counsel in the course of settlement negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a request involving an individual,
to whom the record pertains, when the individual has requested assistance from the Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for the information in order
to perform a contract. Recipients of information shall be required to comply with the requirements of the Privacy Act of 1974, as amended,
pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records may be disclosed, as a
routine use, to the International Bureau of the World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of National Security review (35
U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or his/her designee, during
an inspection of records conducted by GSA as part of that agency's responsibility to recommend improvements in records management
practices and programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA
regulations governing inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure
shall not be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of the application pursuant to
35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CFR
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A METHOD AND SYSTEM FOR TRANSACTING BITCOIN

Inventor: Brian D. Armstrong
BACKGROUND OF THE INVENTION

1). Field of the Invention

[0001] This invention relates to a computer system and method for transacting bitcoin.

2). Discussion of Related Art

[0002] The Bitcoin network is a peer-to-peer payment system having a plurality of nodes
that are connected to one another. Bitcoin exchange computer systems allow for users to
exchange local currency into or out of bitcoin. Users send payments by broadcasting
digitally signed messages to the Bitcoin network. Users may, for example, send and receive
payments using mobile applications on mobile devices, client software or a web browser.
[0003] Transactions do not explicitly identify the payor and payee by name or wallet.
Instead, a bitcoin transaction transfers ownership to a new address, referred to as a “Bitcoin
address”. The Bitcoin address is derived from the public portion of one or more
cryptographic key pairs. The private portion of a key pair is not disclosed to the public. To
send bitcoin sent to an address, a user broadcasts a payment message that is digitally signed
with the associated private key.

[0004] Participants known as “miners” at miner computer systems verify and timestamp
transactions into a shared public database called a “block chain”. The miners are rewarded
with transaction fees and newly minted bitcoin for their effort. The miner computer systems
are specialized computers that append blocks of transactions to the block chain. Solving a

cryptographic puzzle required to append a block carries a reward plus fees included in
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transactions in the block.

[0005] Host computer systems reside at various nodes and may host accounts or
“wallets” that allow users to make and accept payments using bitcoin. The wallet stores the
public key of the Bitcoin address and its associated private key.

[0006] The transfer of bitcoin may be an onerous task if the entire public key of the
Bitcoin address has to be copied and transmitted.

[0007] When a transaction is made between two wallets at the same or different host
computer systems, the transaction is broadcast to the Bitcoin network for block chain
verification. Such a block chain verification may take a long time to complete. Miner fees
are also associated with such a transfer and have to be paid by a host computer system

requesting the transfer.
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SUMMARY OF THE INVENTION

SEND BITCOIN TO EMAIL ADDRESS

[0008] The invention provides a host computer system for transacting bitcoin including a
processor, a network interface device connected to the processor, a computer readable
medium connected to the processor, a data store on the computer readable medium and

a set of instructions on the computer readable medium that are executable by the processor.
The set of instructions includes a wallet establishment module, a login module, a hosted
email module and a wallet management. The wallet establishment module establishes a first
wallet in the data store, stores login details for the first wallet and storing a value
representative of an amount of bitcoin held by the first wallet. The login module receives
login credentials over the network interface device for the first wallet from a first user
device, verifies whether the login credentials match the login details for the first wallet, and
if the login credentials match the login details then logs the first user device into the first
wallet. The hosted email module, if the first user device is logged into the wallet, permits
transmission of an email by a user of the first user device to an email address of a second
user device. The wallet management module, in response to the transmission of the email,
records a transfer in the first wallet for an amount of bitcoin from the first wallet to a second
wallet identified by the email address.

[0009] The invention also provides a method of transacting bitcoin. A processor
establishes a first wallet in a data store connected to the processor. The processor stores
login details for the first wallet. The processor stores a value representative of an amount of
bitcoin held by the first wallet. The processor receives login credentials for the first wallet

from a first user device. The processor verifies whether the login credentials match the
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login details for the first wallet. The processor, if the login credentials match the login
details then, logs the first user device into the first wallet. The processor, if the first user
device is logged into the wallet, permits transmission of an email by a user to the first user
device to an email address of a second user device and in response to the transmission of the
email. The processor records a transfer in the first wallet for an amount of bitcoin from the
first wallet to a second wallet identified by the email address.

[0010] The invention further provides a non-transitory computer-readable medium having
stored thereon a set of instructions that are executable by a processor to carry out a method
of transacting bitcoin. The processor establishes a first wallet in a data store connected to
the processor. The processor stores login details for the first wallet. The processor stores a
value representative of an amount of bitcoin held by the first wallet. The processor receives
login credentials for the first wallet from a first user device. The processor verifies whether
the login credentials match the login details for the first wallet. The processor, if the login
credentials match the login details then, logs the first user device into the first wallet. The
processor, if the first user device is logged into the wallet, permits transmission of an email
by a user to the first user device to an email address of a second user device and in response
to the transmission of the email. The processor records a transfer in the first wallet for an

amount of bitcoin from the first wallet to a second wallet identified by the email address.

OFF-BLOCK CHAIN TRANSACTIONS IN COMBINATION WITH ON-BLOCK CHAIN
TRANSACTIONS

[0011] The invention further provides a first host computer system for transacting bitcoin
including a processor at a first node of the Bitcoin network, a network interface device

connected to the processor, a computer readable medium connected to the processor, a data
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store on the computer readable medium and a set of instructions on the computer readable
medium that are executable by the processor. The set of instructions includes a wallet
establishment module. The wallet establishment module establishes a first and second
wallets in the data store and stores a value representative of an amount of bitcoin held by the
first wallet. The wallet management module receives, over the network interface device, a
first transfer instruction for an amount of bitcoin from the first wallet and an identifier of the
second wallet, in response to the first transfer instruction, records a transfer in the first wallet
for the amount of bitcoin in the first transfer instruction out of the first wallet and a transfer
in the second wallet, identified by the identifier of the second wallet, for the amount of
bitcoin in the first transfer instruction into the second wallet without paying a miner’s fee for
the first transfer. In order to execute a subsequent on-block chain transaction, the wallet
management module receives, over the network interface device, a second transfer
instruction for an amount of bitcoin from the first wallet and a bitcoin address associated
with a second node of the Bitcoin network, and in response to the second transfer
instruction, records a transfer in the first wallet for the amount of bitcoin in the second
transfer instruction out of the first wallet, broadcasts a message to the Bitcoin network,
including to the second node, to record a transfer associated with the bitcoin address
associated with the second node, for the amount of bitcoin in the second transfer instruction,
and pays a miner’s fee for the second transfer.

[0012] The invention further provides a method of transacting bitcoin including. A
processor of a first host computer system at a first node of the Bitcoin network establishes
first and second wallets in a data store connected to the processor. The processor stores a

value representative of an amount of bitcoin held by the first wallet. The processor receives
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a first transfer instruction for an amount of bitcoin from the first wallet and an identifier of
the second wallet. The processor, in response to the first transfer instruction, records a
transfer in the first wallet for the amount of bitcoin in the first transfer instruction out of the
first wallet and a transfer in the second wallet, identified by the identifier of the second
wallet, for the amount of bitcoin in the first transfer instruction into the second wallet
without paying a miner’s fee for the first transfer. In order to execute a subsequent on-block
chain transaction, the processor receives a second transfer instruction for an amount of
bitcoin from the first wallet and a bitcoin address associated with a second node of the
bitcoin network. The processor, in response to the second transfer instruction records a
transfer in the first wallet for the amount of bitcoin in the second transfer instruction out of
the first wallet, broadcasts a message to the Bitcoin network, including to the second node,
to record a transfer associated with the bitcoin address associated with the second node, for
the amount of bitcoin in the second transfer instruction and pays a miner’s fee for the second
transfer.

[0013] The invention further provides a non-transitory computer-readable medium having
stored thereon a set of instructions that are executable by a processor of a first host computer
system at a first node of the Bitcoin network to carry out a method of transacting bitcoin.
The processor establishes first and second wallets in a data store connected to the processor.
The processor stores a value representative of an amount of bitcoin held by the first wallet.
The processor receives a first transfer instruction for an amount of bitcoin from the first
wallet and an identifier of the second wallet. The processor, in response to the first transfer
instruction, records a transfer in the first wallet for the amount of bitcoin in the first transfer

instruction out of the first wallet and a transfer in the second wallet, identified by the
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identifier of the second wallet, for the amount of bitcoin in the first transfer instruction into
the second wallet without paying a miner’s fee for the first transfer. In order to execute a
subsequent on-block chain transaction, the processor receives a second transfer instruction
for an amount of bitcoin from the first wallet and a bitcoin address associated with a second
node of the bitcoin network. The processor, in response to the second transfer instruction
records a transfer in the first wallet for the amount of bitcoin in the second transfer
instruction out of the first wallet, broadcasts a message to the Bitcoin network, including to
the second node, to record a transfer associated with the bitcoin address associated with the
second node, for the amount of bitcoin in the second transfer instruction and pays a miner’s

fee for the second transfer.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0014] The invention is further described by way of example with reference to the
accompanying drawings, wherein:

[0015] Figure 1A is a block diagram of a network environment that includes the Bitcoin
network and a number of systems forming part thereof or connected thereto;

[0016] Figure 1B is a block diagram of a first host computer system and a first and second
user devices connected thereto;

[0017] Figure 2 is diagrammatic view of a first wallet that is held within a first host
computer system in Figure 1;

[0018] Figure 3 is a view similar to Figure 2, further illustrating a second wallet that has
been established within the first host computer system;

[0019] Figure 4 is a view of an email that is received by the second user device in Figure
1,

[0020] Figure 5 is a view of a browser displaying a user interface with fields for creating
login details for the second wallet;

[0021] Figures 6 to 30 are views similar to Figure 5 that step a user of the second user
device through a wallet set up;

[0022] Figures 31 to 33 are views of the browser wherein the user interface discloses
various tools that can be used by the user;

[0023] Figures 34 to 37 are views of the browser wherein the user interface is used by the
user to purchase bitcoin from the first host computer system;

[0024] Figure 38 is an email that is received by the second user device to confirm the

purchase of the bitcoin from the first host computer system;
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[0025] Figure 39 is an email that is received by the second user device with a notification
that bitcoin has been added to their wallet as part of a referral bonus system;

[0026] Figure 40 is a view of the browser wherein the user interface displays “Limits and
Verifications” associated with the second wallet;

[0027] Figure 41 is a view similar to Figure 3 displaying transfer of bitcoin from the
second wallet to the first wallet;

[0028] Figures 42 and 43 are views of the browser when the user interface steps the user
through the transfer of bitcoin from the second wallet to the first wallet;

[0029] Figure 44 is a view of the browser wherein the user interface displays Bitcoin
addresses associated with transactions that have been completed;

[0030] Figure 45 is a view similar to Figure 40 further showing the transfer of bitcoin
from the second wallet to a third wallet that is connected to a second host computer system;
and

[0031] Figure 46 is a block diagram of a machine in the form of a computer system

forming part of the network environment.
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DETAILED DESCRIPTION OF THE INVENTION

[0032] Figure 1A of the accompanying drawings illustrates a network environment 10,
including the Bitcoin network 12, a first host computer system 14 within which the
invention manifests itself, a second host computer system 16, first and second user devices
18 and 20 connected over the Internet 22 to the first host computer system 14, a third user
device 24 connected to the second host computer system 16, a bitcoin exchange computer
system 26 and a miner computer system 28.

[0033] The Bitcoin network 12 includes a host node 30 and a plurality of remote nodes
32A to D that are connected to one another. The first host computer system 14 is connected
to the host node 30. The bitcoin exchange computer system 26 is connected to the remote
node 32A. The second host computer system 16 is connected to the remote node 32B. The
miner computer system 28 is connected to the remote node 32D or could reside on the same
computer system.

[0034] The first host computer system 14 is used primarily for transacting bitcoin and, as
shown in Figure 1B, includes a website 34 having a user interface 36, a login module 38, a
wallet establishment module 40, a plurality of wallets 42, a wallet management module 44
and a hosted email module 46. The login module 38 is connected to the website 34 and the
hosted email module 46 is connected to the login module 38. The wallet establishment
module 40 is connected to the wallets 42. The hosted email module 46 is connected via the
wallet management module 44 to the wallets 42. As illustrated in the drawing, the first user
device 18 is connected over the Internet 22 and the user interface 36 to the login module 38.
As further illustrated in the drawing, the hosted email module 46 is connected over the

Internet 22 to the second user device 20 and the second user device 20 is connected over the
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Internet 22 and the user interface 36 to the wallet establishment module 40.

[0035] As shown in Figure 2, the first host computer system 14 already has one wallet
(Wallet A) stored among the wallets 42 corresponding to the first user device 18. The first
wallet (Wallet A) includes an email address (email address A) and login details for the
wallet. The first wallet (Wallet A) also includes a number of Bitcoin addresses (Bitcoin
address 1; Bitcoin address 2) that have been created due to respective transfers or purchases
(Transfer 1; Transfer 2). The first Bitcoin address (Bitcoin address 1) is created due to a
purchase (Transfer 1) from a master wallet of the first host computer system 14 (First Host)
and is recorded for a value in an amount in bitcoin. The second Bitcoin address (Bitcoin
address 2) is created due to a transfer (Transfer 2) from another location within the Bitcoin
network 12 having a network address outside of the first host computer system 14 and is
recorded for a particular amount in bitcoin. The first wallet (Wallet A) was originally
established by the wallet establishment module 40 in Figure 1B. The email address (email
address A) and login details of the first wallet were also recorded by the wallet
establishment module 40. The wallet establishment module 40 and wallet management
module 44 were used to record the transfers and purchases (Transfer 1; Transfer 2), their
Bitcoin addresses (Bitcoin address 1; Bitcoin address 2), their values and other details within
the wallet.

[0036] A user of the first user device 18 in Figure 1B may use a mobile application on the
first user device 18 to communicate over the Internet 22 directly with the login module 38 or
may use a browser on the first user device 18 to communicate via the Internet 22 and the
website 34 with the login module 38. A browser application on the first user device 18

transmits a user interface request over the Internet 22 to the website 34. The website 34
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responds to the user interface request by transmitting the user interface 36 over the Internet
22 to the first user device 18. The user interface 36 is then displayed on the first user device
18. The user interface 36 includes fields for entering login credentials, which are then
transmitted from the first user device 18 over the Internet 22 to the login module 38. The
login module 38 verifies whether the login credentials match the login details for the wallet
(Wallet A). If'the login credentials match the login details, then the login module 38 logs
the first user device 18 into the wallet (Wallet A) in Figure 2. If the login credentials do not
match the login details, then the first user device 18 is not logged in to the wallet.

[0037] If the first user device 18 in Figure 1B is logged in to the wallet, the login module
38 also provides access for the first user device 18 to the hosted email module 46 and
transmission of an email by a user of the first user device 18 to an email address of the
second user device 20. The user interface 36 provides a field for entering the email address
of the second user device 20. The user interface 36 also includes a field for entering an
amount in bitcoin (or an amount in local currency that is converted to bitcoin using an
exchange rate) that is being transferred from the wallet (Wallet A) corresponding to the first
user device 18 to a respective wallet among the wallets 42 corresponding to the second user
device 20 that has not yet been established at this point in time. The user of the first user
device 18 then uses the hosted email module 46 to send an email at 50 to the second user
device 20. The hosted email module 46 simultancously at 52 instructs the wallet
establishment module 40 to establish a wallet corresponding to the email address within the
wallets 42. The hosted email module 46 simultaneously instructs the wallet management
module 44 to record the amount of bitcoin that is being transferred from the wallet (Wallet

A) within the wallet corresponding to the email address.
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[0038] Figure 3 illustrates further activity within the wallets 42 due to the email
represented by a third transfer (Transfer 3). When the user of the first wallet (Wallet A)
transmits the email, the system uses an existing Bitcoin address (Bitcoin address 2) to which
the outgoing transfer is charged. Associated with the transfer (Transfer 3) are the email
address to which the email has been transmitted, the amount in bitcoin, a miner’s fee of zero
bitcoin that is paid by the first host computer system 14 to any miner computer system such
as the miner computer system 28 in Figure 1A, and a host fee of zero bitcoin that are
charged to the wallet (Wallet A) for the transfer. A second wallet (Wallet B) is established
by the wallet establishment module 40 and the email address (email address B) of the second
user device 20 is recorded as an identifier of the wallet (Wallet B). A Bitcoin address
(Bitcoin address 3) is recorded within the second wallet (Wallet B) for the transfer (Transfer
3). Within the second wallet (Wallet B), the transfer (Transfer 3) has the Bitcoin address
(Bitcoin address 3), the identifier of the wallet (Wallet A) from where the funds are
transferred associated therewith, and the amount in bitcoin that has been transferred. The
amount in bitcoin corresponding to the transfer (Transfer 3) of both wallets (Wallet A;
Wallet B) is the same, consistent with double entry accounting principles. The second
wallet (Wallet B) so far has no login details or any other user information and has not been
accessed by a user of the second user device 20 at this point in time.

[0039] Figure 4 illustrates the email when it is received at the second user device 20 in
Figure 1B. The email is received and viewed within an email application on the second user
device 20. The email includes a link (“Click here to sign in and claim this amount”) that ,
when selected by the user of the second user device 20, transmits a user interface request

from the browser on the second user device 20 over the Internet 22 to the website 34. The
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website 34 responds to the user interface request to transmit the user interface 36 over the
Internet 22 to the second user device 20 for viewing within the browser.

[0040] Figure 5 illustrates the user interface 36 as displayed on the second user device 20
in Figure 1B. The user interface 36 includes a plurality of fields for the user of the second
user device 20 to enter login details for the second wallet (Wallet B), including a password
and a confirmation of the password. After the user has entered a password, the user can
access their wallet by selecting the button “Access My Wallet”. The wallet establishment
module 40 in Figure 1B stores the login credentials in association with the second wallet
(Wallet B). The login module 38 also logs the second user device 20 into the second wallet
(Wallet B). If the user is logged out, the user can be provided with a login page where the
user can enter login credentials that are compared with the login details in the second wallet
(Wallet B) and then log into the second wallet (Wallet B) following a favorable match
between the login credentials and the login details.

[0041] Figure 6 shows a view that is displayed on the second user device 20 in Figure 1B.
The user is already logged into the wallet, as shown in the top right. The user can accept or
decline an agreement. Figure 7 displays the first page that is displayed to the user following
acceptance of the agreement. The page shows the current balance corresponding to the
amount of bitcoin at the Bitcoin address (Bitcoin address 4) in Figure 3. The user can select
various tools down the left margin, including sending or requesting bitcoin, buying or selling
bitcoin, account settings and various merchant tools. Figure 8 illustrates a view that is
displayed to the user if the user selects the “Buy/Sell” link in Figure 7. The user is prompted
to add a bank account. Figures 9 through 15 step the user through the entry of bank account

details and verification of the bank account. The user can also select a credit card as a
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backup payment. Figures 16 to 19 step the user through the entry of a credit card number
and a billing address, and Figures 20 and 21 step the user through a verification process to
verify that the user is in control of the credit card account. Figures 22 and 23 request
additional information from the user. Figure 23 also allows the user to verify a phone at a
phone number and Figures 24 through 27 step the user through a process for verifying their
phone and phone number. Figures 28 through 30 illustrate a process for verifying an
identity of the user of the second user device 20. As illustrated in Figures 31 to 33, the top
margin within the account settings allow for additional tools such as referrals (Figure 31),
viewing of Bitcoin addresses (Figure 32), and integration with an application programmable
interface (Figure 33).

[0042] Figure 34 illustrates a process that is initiated by the user to purchase bitcoin from
a wallet of the first host computer system 14. In the present example, the user selects one
(1) bitcoin (BTC) to purchase. Figures 35 and 36 step the user through the process of
purchasing the bitcoin. Once the bitcoin is purchased, the user can select on “History” tab in
the top margin to display a view as shown in Figure 37 wherein the transaction is displayed
and is marked as “PENDING”.

[0043] Figure 38 shows an email that is transmitted by the hosted email module 46 in
Figure 1B to the second user device 20 to confirm the purchase of the bitcoin following
selection of a “Confirm” button in Figure 35. The email also has a link that, when selected
by the user, opens the browser on the second user device 20 and allows the user to login to
their wallet and view the transaction.

[0044] Figure 39 shows an email that is transmitted by the hosted email module 46 in

Figure 1B to the second user device 20 with a notification that bitcoin has been added to
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their wallet as part of a referral bonus system.

[0045] Figure 40 illustrates a view that is displayed when the user selects a “Limits and
Verifications” tab in the top margin of the “Buy/Sell” page.

[0046] When the user selects the “Send/Request” link in the left margin in Figure 40, the
user is provided an option to send bitcoin from their wallet (Wallet B) in Figure 3 to another
wallet (e.g. the first wallet (Wallet A)) in Figure 3.

[0047] Figure 41 illustrates further transfers or purchases (Transfer 4; Transfer 5; Transfer
6). The fourth transfer (Transfer 4) represents the purchase of bitcoin from the first host
computer system’s 14 master wallet.

[0048] The fifth transfer (Transfer 5) represents the transfer of bitcoin from the second
wallet (Wallet B) to the first wallet (Wallet A). The second wallet (Wallet B) now has login
details stored therein. If the second user device 20 in Figure 1B has been logged out of the
second wallet (Wallet B), then the second user device 20 is first directed to the login module
38 which receives login details for the second wallet (Wallet B) from the second user device
20, verifies whether the login credentials for the second wallet (Wallet B) match the login
details for the second wallet (Wallet B). If the login details match the login credentials, then
the login module 38 logs the second user device 20 into the second wallet (Wallet B).

[0049] The login module 38 then provides the second user device 20 with access to the
hosted email module 46. The user of the second user device 20 then enters the email
address (email address A) of the user of the first wallet (Wallet A) and an amount of bitcoin
that the user of the second user device 20 wishes to transfer from the second wallet (Wallet
B) to the first wallet (Wallet A). The user of the second user device 20 then uses the hosted

email module 46 to send an email via the Internet 22 to the first user device 18. As soon as
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the email is sent, a transfer (Transfer 5) is recorded within the second wallet (Wallet B).
Because one of the Bitcoin addresses (Bitcoin address 4) has funds associated therewith, it
can be charged for the transfer (Transfer 4). Within the second wallet (Wallet B) the
transfer (Transfer 4) has the email address (email address A) to which the email has been
sent and the amount in bitcoin associated therewith.

[0050] As indicated, the miner’s fee that is paid by the first host computer system 14 and
the host fee that is charged for the transfer are zero bitcoin because the first wallet (Wallet
A) is stored within the wallets 42 of the first host computer system 14. The user of the first
user device 18 receives the email indicating the transfer of bitcoin to their wallet (Wallet A).
A Bitcoin address (Bitcoin address 5) is recorded within the first wallet (Wallet A) for the
transfer (Transfer 5) together with the identifier of the second wallet (Wallet B) from which
the transfer has been made and the amount in bitcoin. The amount in bitcoin corresponding
to the transfer (Transfer 4) in the second wallet (Wallet B) is the same as the amount in
bitcoin as in the first wallet (Wallet A).

[0051] As illustrated by the next transfer (Transfer 6), the user of the second wallet
(Wallet B) can opt to send bitcoin to a Bitcoin address of the first wallet (Wallet A). The
transfer (Transfer 6) is the same as the preceding transfer (Transfer 5) in all other respects.
[0052] Figure 42 shows a view that is displayed to the user of the second user device 20 in
Figure 1B in order to make the transfer from their wallet (Wallet B) to the first wallet
(Wallet A). The view includes a field for the user to enter the email address (email address
A) and fields for entering either an amount in bitcoin (BTC) or an amount in a local
currency (USD-United States Dollar). The exchange rate between bitcoin and the local

currency is shown in the top left corner. The view also includes a button “Send Money”
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which, when selected by the user, initiates the transfer of bitcoin.

[0053] Figure 43 is a view that is displayed to the user indicating transactions that have
been initiated or completed. The purchase of bitcoin discussed with reference to Figures 35
to 37 is shown as “PENDING”. A block chain verification notice has to be broadcast by the
miner computer system 28 and be received by the first host computer system 14 in Figure
1A before a determination is made to change the marker “PENDING” to “COMPLETE”.
The other transactions representing transfers between the first and second wallets (Wallet A
and Wallet B) in Figure 41 are shown as completed because they do not need block chain
verification outside of the first host computer system 14. No block chain verification notice
is thus required for these transactions to be marked “COMPLETE”. Figure 44 shows a view
that can be selected by the user by selecting a tab in the top margin wherein the user is
shown the Bitcoin addresses associated with transactions that have been completed.

[0054] Figure 45 illustrates a further transaction (Transfer 7) wherein bitcoin is transferred
from the second wallet (Wallet B) to a third wallet (Wallet C) held by the second host
computer system 16 in Figure 1A. The user of the second user device 20 enters a bitcoin
address (Bitcoin address 6) that is located in the third wallet (Wallet C) and an amount of
bitcoin to be transferred to the third wallet (Wallet C). A transfer (Transfer 7) is recorded
within the second wallet (Wallet B). Associated with the transfer (Transfer 7) are the
Bitcoin address (Bitcoin address 6), the amount in bitcoin that is being transferred and a
miner’s fee that is charged for the transfer and has to be paid by the first host computer
system 14 to the miner computer system 28 in Figure 1A. No fee is charged by the first host
computer system 14 for a transfer to another Bitcoin address.

[0055] When the user of the second user device 20 in Figure 1A completes the purchase, a
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transfer instruction is created and is broadcast via the host node 30 to all remote nodes 32A-
D within the Bitcoin network 12. The transfer instruction thus traverses the first node and
the second remote node 32B to reach the second host computer system 16. The second host
computer system 16 and all other computer systems connected to the remote nodes 32A-D
record the transfer (Transfer 7) with respect to the Bitcoin addresses (Bitcoin address 4;
Bitcoin address 6). The transfer (Transfer 7) has associated therewith the amount in bitcoin.
[0056] The transfer instruction that results in the transfer (Transfer 5) thus results in no
miner’s fee being charged to and paid by the first host computer system 14. No host fee is
charged to the second wallet (Wallet B) because the transfer (Transfer 7) is made to another
wallet (Wallet A) within the wallets 42 of the first host computer system 14. By contrast,
the transfer instruction that results in the transfer (Transfer 7) representing the transfer to
the Bitcoin address (Bitcoin address 6) in the third wallet (Wallet C) results in a miner’s fee
that is paid by the first host computer system 14 to the miner computer system 28. The
miner computer system 28 is responsible for verifying transfers of bitcoin over the Bitcoin
network 12. In the present scenario, the miner computer system 28 verifies the transfer of
bitcoin from the second wallet (Wallet B) to the third wallet (Wallet C).

[0057] Another transfer may comprise that bitcoin is sent to one of the nodes, ¢.g. node
32C. The node 32C could be a fourth user device which is owned by the recipient of the
bitcoin transfer having its own bitcoin address.

[0058] Figure 46 shows a diagrammatic representation of a machine in the exemplary
form of a computer system 900 within which a set of instructions, for causing the machine to
perform any one or more of the methodologies discussed herein, may be executed. In

alternative embodiments, the machine operates as a standalone device or may be connected
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(e.g., networked) to other machines. In a network deployment, the machine may operate in
the capacity of a server or a client machine in a server-client network environment, or as a
peer machine in a peer-to-peer (or distributed) network environment. The machine may be a
personal computer (PC), a tablet PC, a set-top box (STB), a Personal Digital Assistant
(PDA), a cellular telephone, a web appliance, a network router, switch or bridge, or any
machine capable of executing a set of instructions (sequential or otherwise) that specify
actions to be taken by that machine. Further, while only a single machine is illustrated, the
term “machine” shall also be taken to include any collection of machines that individually or
jointly execute a set (or multiple sets) of instructions to perform any one or more of the
methodologies discussed herein.

[0059] The exemplary computer system 900 includes a processor 930 (e.g., a central
processing unit (CPU), a graphics processing unit (GPU), or both), a main memory 932
(e.g., read-only memory (ROM), flash memory, dynamic random access memory (DRAM)
such as synchronous DRAM (SDRAM) or Rambus DRAM (RDRAM), etc.), and a static
memory 934 (e.g., flash memory, static random access memory (SRAM, etc.), which
communicate with each other via a bus 936.

[0060] The computer system 900 may further include a video display 938 (e.g., a liquid
crystal displays (LCD) or a cathode ray tube (CRT)). The computer system 900 also
includes an alpha-numeric input device 940 (e.g., a keyboard), a cursor control device 942
(e.g., amouse), a disk drive unit 944, a signal generation device 946 (¢.g., a speaker), and a
network interface device 948.

[0061] The disk drive unit 944 includes a machine-readable medium 950 on which is

stored one or more sets of instructions 952 (e.g., software) embodying any one or more of
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the methodologies or functions described herein. The software may also reside, completely
or at least partially, within the main memory 932 and/or within the processor 930 during
execution thereof by the computer system 900, the memory 932 and the processor 930 also
constituting machine readable media. The software may further be transmitted or received
over a network 954 via the network interface device 948.

[0062] While certain exemplary embodiments have been described and shown in the
accompanying drawings, it is to be understood that such embodiments are merely illustrative
and not restrictive of the current invention, and that this invention is not restricted to the
specific constructions and arrangements shown and described since modifications may occur

to those ordinarily skilled in the art.

Patent Application 21 COIN-P0O01Z



CLAIMS

What is claimed:

SEND BITCOIN TO EMAIL ADDRESS

Inventor: Brian D. Armstrong

1. A host computer system for transacting bitcoin comprising:

a processor;

a network interface device connected to the processor;

a computer readable medium connected to the processor;

a data store on the computer readable medium; and

a set of instructions on the computer readable medium that are executable by the
processor, including:

a wallet establishment module establishing a first wallet in the data store,
storing login details for the first wallet and storing a value representative of an amount of
bitcoin held by the first wallet;

a login module receiving login credentials over the network interface device
for the first wallet from a first user device, verifying whether the login credentials match the
login details for the first wallet, and if the login credentials match the login details then
logging the first user device into the first wallet;

a hosted email module that, if the first user device is logged into the wallet,
permits transmission of an email by a user of the first user device to an email address of a

second user device; and
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a wallet management module that, in response to the transmission of the
email, records a transfer in the first wallet for an amount of bitcoin from the first wallet to a

second wallet identified by the email address.

2. The host computer system of claim 1, wherein the set of instructions further
includes:

a website receiving a user interface request from the first user device over the
network interface device; and

a user interface of the website that is transmitted over the network interface device in
response to the user interface request from the first user device, the user interface having at

least one field for entering the login credentials and a field for entering the email address.

3. The host computer system of claim 2, wherein the user interface includes a field for

entering of the amount of bitcoin that is being transferred.

4. The host computer system of claim 1, wherein the second wallet is stored in the data

store connected to the processor.

5. The host computer system of claim 4, wherein the wallet management module, in

response to the transmission of the email, records the transfer in the second wallet.
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6. The host computer system of claim 4, wherein the wallet establishment module, in
response to the transmission of the email, creates and stores the second wallet in the data

store connected to the processor.

7. The host computer system of claim 6, wherein the email includes a link that, when
selected by a user of the second user device, transmits a user interface request from a
browser of the second user device, further comprising:

a website receiving the user interface request from the second user device over the
network interface device; and

a user interface of the website that is transmitted over the network interface device in
response to the user interface request from the second user device, the user interface having
a plurality of fields for the user of the second user device to enter at least login details for the
second wallet, wherein the wallet establishment module stores the login details received

from the second user device in association with the second wallet.

8. The host computer system of claim 7, wherein the login module stores login details
for the second wallet, receives login credentials for the second wallet from a second user
device, verifies whether the login credentials for the second wallet match the login details
for the second wallet, and if the login credentials match the login details then logs the
second user device into the second wallet, and if the second user device is logged into the

wallet, displays the amount of bitcoin being transferred.
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9. The host computer system of claim 4, wherein the second wallet includes a plurality
of Bitcoin addresses wherein each Bitcoin address represents a respective transfer of bitcoin

to the second wallet.

10. A method of transacting bitcoin comprising:

establishing, by a processor, a first wallet in a data store connected to the processor;

storing, by the processor, login details for the first wallet;

storing, by the processor, a value representative of an amount of bitcoin held by the
first wallet;

receiving, by the processor, login credentials for the first wallet from a first user
device;

verifying, by the processor, whether the login credentials match the login details for
the first wallet;

if the login credentials match the login details then, by the processor, logging the
first user device into the first wallet;

if the first user device is logged into the wallet, permitting, by the processor,
transmission of an email by a user to the first user device to an email address of a second
user device; and

in response to the transmission of the email, recording, by the processor, a transfer in
the first wallet for an amount of bitcoin from the first wallet to a second wallet identified by

the email address.

11. The method of claim 10, further comprising:

Patent Application 25 COIN-P0O01Z



receiving, by the processor, a user interface request at a website from the first user
device; and

transmitting, by the processor in response to the user interface request, a user
interface of the website to the first user device, the user interface having at least one field for

entering the login credentials and a field for entering the email address.

12.  The method of claim 11, wherein the user interface includes a field for entering of

the amount of bitcoin that is being transferred.

13. The method of claim 10, wherein the second wallet is stored in the data store

connected to the processor.

14. The method of claim 13, further comprising:
in response to the transmission of the email, recording, by the processor, the transfer

in the second wallet.

15.  The method of claim 13, further comprising:
in response to the transmission of the email, creating and storing, by the processor,

the second wallet in the data store connected to the processor.

16. The method of claim 15, wherein the email includes a link that, when selected by a

user of the second user device, transmits a user interface request from a browser of the

second user device, further comprising:
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receiving, by the processor, a user interface request at a website from the second user
device;

transmitting, by the processor in response to the user interface request, a user
interface of the website to the first user device, the user interface having a plurality of fields
for the user of the second user device to enter at least login details for the second wallet; and

storing the login details received from the second user device in association with the

second wallet.

17. The method of claim 16, further comprising:

receiving, by the processor, login credentials for the second wallet from a second
user device;

verifying, by the processor, whether the login credentials match the login details for
the second wallet;

if the login credentials for the second wallet match the login details then, by the
processor, logging the second user device into the second wallet; and

if the second user device is logged into the wallet, displaying, by the processor, the

amount of Bitcoin being transferred.

18.  The method of claim 13, wherein the second wallet includes a plurality of Bitcoin

addresses wherein each Bitcoin address represents a respective transfer of bitcoin to the

second wallet.
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19. A non-transitory computer-readable medium having stored thereon a set of
instructions that are executable by a processor to carry out a method of transacting bitcoin
comprising:

establishing, by a processor, a first wallet in a data store connected to the processor;

storing, by the processor, login details for the first wallet;

storing, by the processor, a value representative of an amount of Bitcoin held by the
first wallet;

receiving, by the processor, login credentials for the first wallet from a first user
device;

verifying, by the processor, whether the login credentials match the login details for
the first wallet;

if the login credentials match the login details then, by the processor, logging the
first user device into the first wallet;

if the first user device is logged into the wallet, permitting, by the processor,
transmission of an email by a user to the first user device to an email address of a second
user device; and

in response to the transmission of the email, recording, by the processor, a transfer in
the first wallet for an amount of bitcoin from the first wallet to a second wallet identified by

the email address.

OFF-BLOCK CHAIN TRANSACTIONS IN COMBINATION WITH ON-BLOCK CHAIN
TRANSACTIONS

Inventor: Brian D. Armstrong
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20. A first host computer system computer system for transacting bitcoin comprising;:
a processor at a first node of the Bitcoin network;
a network interface device connected to the processor;
a computer readable medium connected to the processor;
a data store on the computer readable medium; and
a set of instructions on the computer readable medium that are executable by the
processor, including:

a wallet establishment module establishing a first and second wallets in the
data store, storing a value representative of an amount of bitcoin held by the first wallet;
and

a wallet management module receiving, over the network interface device, a
first transfer instruction for an amount of bitcoin from the first wallet and an identifier of the
second wallet, in response to the first transfer instruction, recording a transfer in the first
wallet for the amount of bitcoin in the first transfer instruction out of the first wallet and a
transfer in the second wallet, identified by the identifier of the second wallet, for the amount
of bitcoin in the first transfer instruction into the second wallet without paying a miner’s fee
for the first transfer, receiving, over the network interface device, a second transfer
instruction for an amount of bitcoin from the first wallet and a bitcoin address associated
with a second node of the Bitcoin network, and in response to the second transfer
instruction, recording a transfer in the first wallet for the amount of bitcoin in the second
transfer instruction out of the first wallet, broadcasting a message to the Bitcoin network,

including to the second node, to record a transfer associated with the bitcoin address
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associated with the second node, for the amount of bitcoin in the second transfer instruction,

and paying a miner’s fee for the second transfer.

21.  The host computer system of claim 20, wherein the set of instructions includes:

a login module that stores login details for the first wallet, receives login credentials
for the first wallet from a first user device, verifies whether the login credentials match the
login details for the first wallet, if the login credentials match the login details then logs the
first user device into the first wallet, and if the first user device is logged into the wallet,
permits the transfers based on the first transfer instruction and the second transfer instruction

by a user of the first user device.

22.  The host computer system of claim 21, wherein the set of instructions further
includes:

a website receiving a user interface request from the first user device; and

a user interface of the website that is transmitted in response to the user interface
request from the first user device, the user interface having at least one field for entering the
login credentials and a field for selectably entering an identifier of the second wallet or

bitcoin address associated with the second node.

23. The host computer system of claim 22, wherein the user interface includes a field for

entering of the amount of bitcoin that is being transferred.

24.  The host computer system of claim 22, wherein the login module:
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stores login details for the second wallet, receives login credentials for the second
wallet from a second user device, verifies whether the login credentials for the second wallet
match the login details for the second wallet, if the login credentials match the login details
then logs the second user device into the second wallet, and if the second user device is
logged into the wallet, displays the amount of bitcoin being transferred based on the first

transfer instruction.

25.  The host computer system of claim 24, wherein the wallet management module
determines whether a block chain verification notice has been received from the Bitcoin
network indicating that the transfer based on the second transfer instruction has been
verified, and records a notification in the first wallet that the transfer based on the second

transfer instruction has been verified.

26. The host computer system of claim 25, wherein the wallet management module
records a notification in the first wallet that the transfer based on the first transfer instruction
has been processed without determining whether a block chain verification notice has been

received.

27. The host computer system of claim 26, wherein the transfer based on the first

transfer instruction is not broadcast to the Bitcoin network.

28. A method of transacting bitcoin comprising:

establishing, by a processor of a first host computer system at a first node of the
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Bitcoin network, first and second wallets in a data store connected to the processor;
storing, by the processor, a value representative of an amount of bitcoin held by the first
wallet;

receiving, by the processor, a first transfer instruction for an amount of bitcoin from
the first wallet and an identifier of the second wallet;

in response to the first transfer instruction, by the processor, recording a transfer in
the first wallet for the amount of bitcoin in the first transfer instruction out of the first wallet
and a transfer in the second wallet, identified by the identifier of the second wallet, for the
amount of bitcoin in the first transfer instruction into the second wallet without paying a
miner’s fee for the first transfer;

receiving, by the processor, a second transfer instruction for an amount of bitcoin
from the first wallet and a bitcoin address associated with a second node of the bitcoin
network;

in response to the second transfer instruction, by the processor, recording a transfer
in the first wallet for the amount of bitcoin in the second transfer instruction out of the first
wallet, broadcasting a message to the Bitcoin network, including to the second node, to
record a transfer associated with the bitcoin address associated with the second node, for the
amount of bitcoin in the second transfer instruction; and

paying, by the processer, a miner’s fee for the second transfer.

29. The method of claim 28, further comprising:

storing, by the processor, login details for the first wallet;

receiving, by the processor, login credentials for the first wallet from a first user
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device;

verifying, by the processor, whether the login credentials match the login details for
the first wallet;

if the login credentials match the login details then, by the processor, logging the
first user device into the first wallet; and

if the first user device is logged into the wallet, permitting, by the processor, the
transfers based on the first transfer instruction and the second transfer instruction by a user

of the first user device.

30.  The method of claim 29, further comprising:

receiving, by the processor, a user interface request at a website from the first user
device; and

transmitting, by the processor in response to the user interface request from the first
user device, a user interface of the website to the first user device, the user interface having
at least one field for entering the login credentials and a field for selectably entering an

identifier of the second wallet or the bitcoin address associated with the second node.

31. The method of claim 30, wherein the user interface further include a field for

entering of the amount of bitcoin that is being transferred.

32. The method of claim 30, further comprising:

storing, by the processor, login details for the second wallet;

receiving, by the processor, login credentials for the second wallet from a second
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user device;

verifying, by the processor, whether the login credentials match the login details for
the second wallet;

if the login credentials for the second wallet match the login details then, by the
processor, logging the second user device into the second wallet; and

if the second user device is logged into the wallet, displaying, by the processor, the

amount of bitcoin being transferred based on the first transfer instruction.

33.  The method of claim 32, further comprising:

determining, by the processor, whether a block chain verification notice has been
received from the Bitcoin network indicating that the transfer based on the second transfer
instruction has been verified; and

recording, by the processor, a notification in the first wallet that the transfer based on

the second transfer instruction has been verified.

34.  The method of claim 33, further comprising:
recording a notification in the first wallet that the transfer based on the first transfer
instruction has been processed without determining whether a block chain verification notice

has been recetved.

35. The method of claim 34, wherein the transfer based on the first transfer instruction is

not broadcast to the Bitcoin network.
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36. A non-transitory computer-readable medium having stored thereon a set of
instructions that are executable by a processor of a first host computer system at a first node
of the Bitcoin network to carry out a method of transacting bitcoin comprising:

establishing, by the processor, first and second wallets in a data store connected to
the processor;

storing, by the processor, a value representative of an amount of bitcoin held by the
first wallet;

receiving, by the processor, a first transfer instruction for an amount of bitcoin from
the first wallet and an identifier of the second wallet;

in response to the first transfer instruction, by the processor, recording a transfer in
the first wallet for the amount of bitcoin in the first transfer instruction out of the first wallet
and a transfer in the second wallet, identified by the identifier of the second wallet, for the
amount of bitcoin in the first transfer instruction into the second wallet without paying a
miner’s fee for the first transfer;

receiving, by the processor, a second transfer instruction for an amount of bitcoin
from the first wallet and a bitcoin address associated with a second node of the bitcoin
network;

in response to the second transfer instruction, by the processor, recording a transfer
in the first wallet for the amount of bitcoin in the second transfer instruction out of the first
wallet, broadcasting a message to the Bitcoin network, including to the second node, to
record a transfer associated with the bitcoin address associated with the second node, for the
amount of bitcoin in the second transfer instruction; and

paying, by the processer, a miner’s fee for the second transfer.
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ABSTRACT OF THE DISCLOSURE
A system and method for transaction bitcoin is described. Bitcoin can be sent to an email

address. No miner’s fee is paid by a host computer system.
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