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There is also a random-number generator that uses the computer’s disk drive
[439]. It measures the time required to read a disk block and uses the variation in
that time as a random number source. It filters the timing data to remove structure
that comes from quantization, then applies a fast Fourier transform to vectors of the
numbers. This removes bias and correlation. Finally, it uses the spectral angles for
frequencies in (0, 7r), normalized to the unit interval, as the random bits. A large part
of the variation in disk rotation speed is caused by air turbulence, so there is ran-
domness in the system. There are caveats, though. If you keep too many bits of the
output, you are using the fast Fourier transform as a random-number generator and
risk predictability. And it’s best to read the same disk block over and over, so that
your filtering doesn’t have to remove structure that comes from the disk-scheduler.
An implementation of this system was able to collect about 100 bits per minute
[439}.

Using the Computer’s Clock

If you want a single random bit {or even a few), take the least significant bit from
any clock register. This might not be terribly random in a UNIX system because of
various potential synchronizations, but it works on some personal computers.

Beware of getting too many bits this way. Executing the same subroutine several
times in succession could easily skew bits generated in this manner. For example, if
each bit generation subroutine takes an even number of clock ticks to execute, you
will get an endless stream of the same bit out of the generator. If each subroutine
takes an odd number of clock ticks to execute, you will get an endless stream of
alternating bits out of the generator. Even if the resonance isn’t this obvious, the
resultant bit stream will be far from random.

One random-number generator works this way [918]:

Our truly random number generator ... works by setting an alarm and then
incrementing a counter register rapidly in the CPU until an interrupt occurs. The
contents of the register are then XORed with the contents of an output buffer byte
{truncating the register’s data to 8 bits). After each byte of the output buftfer is
filled, the buffer is further processed by doing a right, circular shift of each char-
acter by 2 bits. This has the effect of moving the most active {and random| least
significant bits into the most significant positions. The entire process is then
repeated 3 times. Finally each character of the buffer has been touched by the two
most random bits of the counter register after interrupts. That is 4n interrupts
have occurred where n is the number of desired random bytes.

This method is very sensitive to the randomness of system interrupts and the
granularity of the clock. The output looked pretty good when tested on real UNIX
machines.

Measuring Kevboard Latency

People’s typing patterns are both random and nonrandom. They are nonrandom
enough that they can be used as a means of identification, but they are random
enough that they can be used to generate random bits. Measure the time between
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successive keystrokes, then take the least significant bits of those measurements.

" These bits are going to be pretty random. This technique may not work on a UNIX
terminal, since the keystrokes pass through filters and other mechanisms before
they get to your program, but it will work on most personal computers.

Ideally, you only want to collect one random bit per keystroke. Collecting more
may skew the results, depending on how good a typist is sitting at the keyboard.
This technique is limited, though. While it’s easy to have someone type 100 words

. or so when it is time to generate a key, it isn’t reasonable to ask the typist to type a
' 100,000-word essay to generate a keystream for a one-time pad.

Biases and Correlations

A major problem with all these systems is that there could be nonrandomness in
the generated sequence. The underlying physical processes might be random, but
many kinds of measuring instruments are between the digital part of the computer
and the physical process. Those instruments could easily introduce problems.

A way to eliminate bias, or skew, is to XOR several bits together. If a random bit
is biased toward 0 by a factor e, then the probability of 0 can be written as:

PO)=.5+¢
XORing two of these bits together yields:
PO)=(A+el+(5~ef=.5+2&
By the same calculation, XORing 4 bits together yields:
Pl0) = .5 + 8e*

XORing m bits will exponentially converge to an equal probability of 0 and 1. If you
know the maximum bias you are willing to accept for your application, you can cal-
culate how many bits you need to XOR together to get random bits below that bias,

An even better method is to look at the bits in pairs. If the 2 bits are the same, dis-
card them and look at the next pair. If the 2 bits are different, take the first bit as the
output of the generator. This eliminates bias completely. Other techniques for reduc-
ing bias use transition mappings, compression, and fast Fourier transforms [511].

The potential problem with both methods is that if there is a correlation between
adjacent bits, then these methods will increase the bias. One way to correct this is
to use multiple random sources. Take four different random sources and XOR the
bits together; or take two random sources, and look at those bits in pairs.

For example, take a radioactive source and hook a Geiger counter to your com-
puter. Take a pair of noisy diodes and record as an event every time the noise
exceeds a certain peak. Measure atmospheric noise. Get a random bit from each and
XOR them together to produce the random bit. The possibilities are endless.

The mere fact that a random-number generator has a bias does not necessarily
mean that it is unuasable. It just means that it is less secure. For example, consider
the problem of Alice generating a triple-DES 168-bit key. All she has is a random-bit
generator with a bias toward 0: It produces 55 percent Os and 45 percent 1s. This
means that there are only 0.99277 bits of entropy per key bit, as opposed to I bit of
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entropy if the generator were perfect. Mallory, trying to break the key, can optimize
his brute-force search to try the most probable key first (000 . . . 0), and work toward
the least probable key {111 ... 1). Because of the bias, Mallory can expect to find the
key in 2% attempts. If there were no bias, Mallory would expect to make 2M
attempts. The resultant key is less secure, but not appreciably so.

Distilling Randomness

In general, the best way to generate random numbers is to find a whole lot of
seemingly random events and distill randomness from them. This randomness can
then be stored in a pool or reservoir that applications can draw on as needed. One-
way hash functions are ready-made for the job; they're fast, so you can shovel quite
a bit through them without worrying too much about performance or the actual ran-
domness of each observation. Hash almost anything you can find that has at least
some randomness. Try:

— A copy of every keystroke
— Mouse commands

— The sector number, time of day, and seek latency for every disk oper-
ation

— Actual mouse position

— Number of current scanline of monitor

— Contents of the actually displayed image
- Contents of FATs, kernel tables, and so on
— Access/modify times of /dev/tty

— CPU load

— Arrival times of network packets

— Input from a microphone

— Jdev/audio without a microphone attached

If your system uses separate crystal oscillators for its CPU and time-of-day clocks,
try reading the time of day in a tight loop. On some (but not all) systems this will
reflect the random phase jitter between the two oscillators.

Since much of the randomness in these events is in their timing, use the most
finely grained time-of-day clock you can find. A standard PC uses an Inte] 8254
clock chip (or equivalent) driven at 1.1931818 megahertz, so reading the counter
register directly gives you 838-nanosecond resolution. To avoid skewing the results,
avoid taking your event samples on a timer interrupt.

Here is the process in C with MD5 {see Section 18.5) as the hash function:

char Randpool[167;

/% Catl early and call often on a wide variety of random or semi-
* pandom System events ifo churn the randomness pool.
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% The exact format and length of randevent doesn’t matter as long as

* its contents are at least somewhat unpredictable.

*/

void churnrand(char *randevent unsigned int randien)

|
MDE_CTX md5;
MB5Init(&mdbh);
MD5Update(&mdb,Randpool,sizeof(Randpooll);
MOSUpdate(&mdb, randevent, randlen);
MD5Final (Randpool,&mdb);

}

After calling churnrand|(} enough to build up sufficient randomness in Randpool,
you can now generate random bits from it. MD5 again comes in handy, this time as
a counter-mode pseudo-random byte-stream generator.

tong Randent;
void genrand(char *buf,unsigned int buflen)
{
MD5_CTX mdb;
har tmpll6]:
nsigned int n;

while(buflen I= 0) |
/* Hash the pool with a counter */
MDEIntt(&mdb);
MD5Update{&md5,Randpool, sizeof{Randpool));
MO5Update(&mds, (unsigned char *)&Randcnt,sizeof{Randent);
MD&Final (tmp, &md5);
Randent++; /* Increment counter */

/* Copy 16 bytes or requested amount, whichever is less,
* to the user’s buffer */

n = {(buflen < 16) 7 buflen : lo;

memepy{buf,tmp,n);

buf += n;

buflen ~= n;

}

The hash function is crucial here for several reasons. First, it provides an easy way
to generate an arbitrary amount of pseudo-random data without having to call
churnrand|) each time. In effect, the system degrades gracefully from perfect to prac-
tical randomness when the demand exceeds the supply. In this case it becomes the-
oretically possible to use the result from one genrand() call to determine a previous
or subsequent result. But this requires inverting MD5, which is computationally
infeasible.

This is important since the routine doesn’t know what each caller will do with
the random data it returns. One call might generate a random number for a protocol
that is sent in the clear, perhaps in response to a direct request by an attacker. The
very next call might generate a secret key for an unrelated session that the attacker
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—

wishes to penetrate. Obviously, it is very important that an attacker not be able to
deduce the secret key from the nonce.

One problem remains. There must be sufficient randomness in the Randpooll]
array before the first call to genrand(). If the system has been running for a while
with a local user typing on the keyboard, no problem. But what about a standalone
system that reboots automatically without seeing any keyboard or mouse input?

This is a tough one. A partial solution would require the operator to type for a
while after the very first reboot, and to create a seed file on disk before shutting
down to carry the randomness in Randseed|] across reboots. But do not save the
Randseed[] array directly. An attacker who steals this file could determine all of the
results from genrand) after the last call to churnrand() prior to the file being created.

The fix to this problem is to hash the Randseed|] array before storing it, perhaps
by just calling genrand(]. When the system reboots, you read in the seed file, pass it
to churnrand(}, then promptly destroy it. Unfortunately, this does not deal with the
threat of someone stealing the seed file between reboots and using it to guess future
values of the genrand]) function. I see no solution to this problem other than to wait
until enough external random events have taken place after a reboot before allowing
genrand() to produce results.
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CHAPTER 18

- One-Way
"]Hash Functions

18.1 BACKGROUND

A one-way hash function, H{M), operates on an arbitrary-length pre-image message,
M. 1t returns a fixed-length value, h.

h = H(M), where h is of length m

Many functions can take an arbitrary-length input and return an output of fixed
length, but one-way hash functions have additional characteristics that make them
one-way [1065}:

Given M, it is easy to compute h.
Given b, it is hard to compute M such that H{M) =h.
Given M, it is hard to find another message, M’, such that H{M} = H{M’).

If Mallory could do the hard things, he would undermine the security of every pro-
tocol that uses the one-way hash function. The whole point of the one-way hash
function is to provide a “fingerprint” of M that is unique. If Alice signed M by using
a digital signature algorithm on H{M), and Bob could produce M’, another message
different from M where H{M) = H{M’), then Bob could claim that Alice signed M".

In some applications, one-wayness is insufficient; we need an additional require-
ment called collision-resistance.

It is hard to find two random messages, M and M’, such that H{M) = H{M’).

Remember the birthday attack from Section 7.4 It is not based on finding another
message M, such that H{M| = H{M’), but based on finding two random messages, M
and M, such that H{M) = H{M').
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The following protocol, first described by Gideon Yuval [1635], shows how—if
the previous requirement were not true—Alice could use the birthday attack to
swindle Bob.

{1} Alice prepares two versions of a contract: one is favorable to Bob; the other
bankrupts him.

(2} Alice makes several subtle changes to each document and calculates the
hash value for each. (These changes could be things like: replacing SPACE
with SPACE-BACKSPACE-SPACE, putting a space or two before a carriage
return, and so on. By either making or not making a single change on each
of 32 lines, Alice can easily generate 2** different documents.)

(3] Alice compares the hash values for each change in each of the two docu-
ments, looking for a pair that matches. {If the hash function only outputs a
64-bit value, she would usually find a matching pair with 2** versions of
each.) She reconstructs the two documents that hash to the same value.

{4) Alice has Bob sign the version of the contract that is favorable to him,
using a protocol in which he only signs the hash value.

[5) At some time in the future, Alice substitutes the contract Bob signed with
the one that he didn’t. Now she can convince an adjudicator that Bob
signed the other contract.

This is a big problem. {One moral is to always make a cosmetic change to any doc-
ument you sign.)

Other similar attacks could be mounted assuming a successful birthday attack.
For example, an adversary could send an automated control system {on a satellite,
perhaps) random message strings with random signature strings. Eventually, one of
those random messages will have a valid signature. The adversary would have no
idea what the command would do, but if his only objective was to tamper with the
satellite, this would do it.

Length of One-Way Hash Functions

Hash functions of 64 bits are just too small to survive a birthday attack. Most
practical one-way hash functions produce 128-bit hashes. This forces anyone
attempting the birthday attack to hash 2% random documents to find two that hash
to the same value, not enough for lasting security. NIST, in its Secure Hash Standard
{SHS), uses a 160-bit hash value. This makes the birthday attack even harder, requir-
ing 2% random hashes.

The following method has been proposed to generate a longer hash value than a
given hash function produces.

(1} Generate the hash value of a message, using a one-way hash function listed
in this book.



18.2 Snefru 431

{2} Prepend the hash value to the message.

(3) Generate the hash value of the concatenation of the message and the hash
value.

(4) Create a larger hash value consisting of the hash value generated in step (1)
concatenated with the hash value generated in step {3},

(5] Repeat steps (1] through (3) as many times as you wish, concatenating as
you go.

Although this method has never been proved to be either secure or insecure, var-
ious people have some serious reservations about it [1262,859].

" Querview of One-Way Hash Functions

It’s not easy to design a function that accepts an arbitrary-length input, let alone
- make it one-way. In the real world, one-way hash functions are built on the idea of
‘a compression function. This one-way function outputs a hash value of length n
. given an input of some larger length m [1069,414]. The inputs to the compression
function are a message block and the output of the previous blocks of text {see Fig-
" ure 18.1). The output is the hash of all blocks up to that point. That is, the hash of

" block M, is

h1‘=f(M1:hz'- 1}

This hash value, along with the next message block, becomes the next input to the
compression function. The hash of the entire message is the hash of the last block.
The pre-image should contain some kind of binary representation of the length of

.- the entire message. This technique overcomes a potential security problem result-
‘. ing from messages with different lengths possibly hashing to the same value

[1069,414]. This technique is sometimes called MD-strengthening [930].

~ Various researchers have theorized that if the compression function is secure,
then this method of hashing an arbitrary-length pre-image is also secure—but noth-
ing has been proved [1138,1070,414].

A lot has been written on the design of one-way hash functions. For more mathe-
matical information, consult [1028,793,791,1138,1069,414,91,858,1264}. Bart Pre-
neel’s thesis [1262] is probably the most comprehensive treatment of one-way hash
" functions,

M; > One-Way A,
Function [

hj_ Figure 18.1 QOne-way function.
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18.2 SNEFRU

Snefru is a one-way hash function designed by Ralph Merkle [1070]. {Snefru, like
Khufu and Khafre, was an Egyptian pharaoh.} Snefru hashes arbitrary-length mes-
sages into either 128-hit or 256-bit values,

First the message is broken into chunks, each 512-m in length, (The variable m is
the length of the hash value.} If the output is a 128-bit hash value, then the chunks
are each 384 bits long; if the output is a 256-bit hash value, then the chunks are each
256 bits long.

The heart of the algorithm is function H, which hashes a 512-bit value into an m-
bit value. The first m bits of H's output are the hash of the block; the rest are dis-
carded. The next block is appended to the hash of the previous block and hashed
again. (The initial block is appended to a string of zeros.) After the last block {if the
message isn’t an even number of blocks long, zeros are used to pad the last block),
the first m bits are appended to a binary representation of the length of the message
and hashed one final time.

Function H is based on E, which is a reversible block-cipher function that operates
on 512-bit blocks. H is the last m bits of the output of E XORed with the first m bits
of the input of E.

The security of Snefru resides in function E, which randomizes data in several
passes. Each pass is composed of 64 randomizing rounds. In each round a different
byte of the data is used as an input to an S-box; the output word of the S-box is
XORed with two neighboring words of the message. The S-boxes are constructed in
a manner similar to those in Khafre {see Section 13.7). Some rotations are thrown in,
too. Originally Snefru was designed with two passes.

Cryptanalysis of Snefru

Using differential cryptanalysis, Biham and Shamir demonstrated the insecurity
of two-pass Snefru (128-bit hash value} [172]. Their attack finds pairs of messages
that hash to the same value within minutes.

On 128-bit Snefru, their attacks work better than brute force for four passes or
less. A birthday attack against Snefru takes 2 operations; differential cryptanalysis
can find a pair of messages that hash to the same value in 2% operations for three-
pass Snefru and 2**° operations for four-pass Snefru. Finding a message that hashes
to a given value by brute force requires 2'** operations; differential cryptanalysis
takes 2°¢ operations for three-pass Snefru and 2% operations for four-pass Snefru.

Although Biham and Shamir didn’t analyze 256-bit hash values, they extended
their analysis to 224-bit hash values. Compared to a birthday attack that requires
212 operations, they can find messages that hash to the same value in 2'2° opera-
tions for two-pass Snefru, 2** operations for three-pass Snefru, and 2*' operations for
four-pass Snefru.

Currently, Merkle recommends using Snefru with at least eight passes [1073].
However, with this many passes the algorithm is significantly slower than either
MD5 or SHA.
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" 18.3 N-HasH

‘N-Hash is an algorithm invented by researchers at Nippon Telephone and Tele-
~ graph, the same people who invented FEAL, in 1990 {1105,1106]. N-Hash uses 128-
- bit message blocks, a complicated randomizing function similar to FEAL’s, and
' produces a 128-bit hash value.
- The hash of each 128-bit block is a function of the block and the hash of the pre-
" “vious block.

H, =1, where I is a random initial value
H,= g(Mi,,Hi @M@H,
' The hash of the entire message is the hash of the last message block. The random
initial value, I, can be any value determined by the user (even all zeros).

. The function g is a complicated one. Figure 18.2 is an overview of the algorithm.
Initially, the 128-bit hash of the previous message block, H; 1, has its 64-bit left half
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Figure 18.2 Qutline of N-Hash.
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and 64-bit right half swapped; it is then XORed with a repeating one/zero pattern {128
bits worth), and then XORed with the current message block, M,. This value then cas-
cades into N {N =8 in the figures) processing stages. The other input to the processing
stage is the previous hash value XORed with one of eight binary constant values.

One processing stage is given in Figure 18.3. The message block is broken into
four 32-bit values. The previous hash value is also broken into four 32-bit values.
The function f is given in Figure 18.4. Functions S, and S, are the same as they were
in FEAL.

Sola,b) = rotate left two bits {{g + b) mod 256}
$\{a,b) = rotate left two bits {{a + b + 1) mod 256)

The output of one processing stage becomes the input to the next processing
stage. After the last processing stage, the output is XORed with the M, and H, _ ,, and
then the next block is ready to be hashed.

Cryptanalysis of N-Hash

Bert den Boer discovered a way to produce collisions in the round function of
N-Hash [1262]. Biham and Shamir used differential cryptanalysis to break 6-round
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Figure 18.3 One processing stage of N-Hash.
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Figure 18.4 Function f.

N-Hash {169,172]. Their particular attack {there certainly could be others) works for
any N that is divisible by 3, and is more efficient than the birthday attack for any N
less than 15.

. The same attack can find pairs of messages that hash to the same value for 12-
round N-Hash in 2% operations, compared to 2% operations for a brute-force attack.
N-hash with 15 rounds is safe from differential cryptanalysis: The attack requires 27
operations.

The algorithm’s designers recommend using N-Hash with at least 8 rounds [1106].
Given the proven insecurity of N-Hash and FEAL (and its speed with 8 rounds), I
recommend using another algorithm entirely.

18.4 MD4

MD4 is a one-way hash function designed by Ron Rivest [1318,1319,1321]. MD
stands for Message Digest; the algorithm produces a 128-bit hash, or message digest,
of the input message.

In [1319], Rivest outlined his design goals for the algorithm:

Security. It is computationally infeasible to find two messages that
hashed to the same value. No attack is more efficient than brute force.
Direct Security. MD4’s security is not based on any assumption, like the
difficulty of factoring.
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Speed. MD4 is suitable for high-speed software implementations. It is
based on a simple set of bit manipulations on 32-bit operands.
Simplicity and Compactness. MD4 is as simple as possible, without large
data structures or a complicated program.

Favor Little-Endian Architectures. MD4 is optimized for microprocessor
architectures (specifically Intel microprocessors); larger and faster com-
puters make any necessary translations.

After the algorithm was first introduced, Bert den Boer and Antoon Bosselaers
successfully cryptanalyzed the last two of the algorithm’s three rounds [202]. In an
unrelated cryptanalytic result, Ralph Merkle successfully attacked the first two
rounds [202]. Eli Biham discussed a differential cryptanalysis attack against the first
two rounds of MD4 [159]. Even though these attacks could not be extended to the
full algorithm, Rivest strengthened the algorithm. The result is MD5.

18.5 MD5

MD5 is an improved version of MD4 [1386,1322]. Although more complex than
MD4, it is similar in design and also produces a 128-bit hash.

Description of MD5

After some initial processing, MD5 processes the input text in 512-bit blocks,
divided into 16 32-bit sub-blocks. The output of the algorithm is a set of four 32-bit
blocks, which concatenate to form a single 128-bit hash value.

First, the message is padded so that its length is just 64 bits short of being a mul-
tiple of 512. This padding is a single 1-bit added to the end of the message, followed
by as many zeros as are required. Then, a 64-bit representation of the message’s
length |before padding bits were added) is appended to the result. These two steps
serve to make the message length an exact multiple of 512 bits in length {required
for the rest of the algorithm], while ensuring that different messages will not look
the same after padding.

Four 32-bit variables are initialized:

A =0x01234567
B = 0x8%9abcdef
C = 0xfedcba98
D =0x76543210

These are called chaining variables.

Now, the main loop of the algorithm begins. This loop continues for as many 512-
bit blocks as are in the message.
~ The four variables are copied into different variables: a gets A, b gets B, ¢ gets C,
and d gets D.

The main loop has four rounds (MD4 had only three rounds), all very similar. Each
round uses a different operation 16 times. Each operation performs a nonlinear func-
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tion on three of a, b, ¢, and d. Then it adds that result to the fourth variable, a sub-
block of the text and a constant. Then it rotates that result to the right a variable
number of bits and adds the result to one of a, b, ¢, or d. Finally the result replaces
one of a, b, ¢, or d. See Figures 18.5 and 18.6.
There are four nonlinear functions, one used in each operation (a different one for
- each round).

X, YZl={XAY)v(-XIAZ
GIX.YZ) = XAZ) v Y A({=Z))
HXYZ=X®oY®Z
IX.Y,Z)=Y® (X v (- Z))

(@ 1is XOR, A is AND, v is OR, and — is NOT.)

These functions are designed so that if the corresponding bits of X, Y, and Z are
independent and unbiased, then each bit of the result will also be independent and
unbiased. The function F is the bit-wise conditional: If X then Yelse Z. The function
H is the bit-wise parity operator.

If M, represents the jth sub-block of the message {from 0 to 15), and <<<s repre-
sents a left circular shift of s bits, the four operations are:

FF(a,b,c,d, M,,s,t;) denotes a = b + {{a + F{b,c.d) + M; + t;} <<< 5]
GGla,b,c,d,M,s,t,) denotes a = b + {{a + G{b,c,d) + M; + t;} <<< 5
HH(a,b,¢,d, M,,s,t;) denotes a = b + {{a + H{b,c,d) + M; + ;) <<< §)
I{a,b,c,d,M,,s,t;) denotes a = b + {{a + I{b,c,d) + M; + t;} <<< 5)
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The four rounds (64 steps) look like:

Round 1:

FF (a, b, ¢, d, My, 7, 0xd76aa478)

FE(d, a, b, ¢, M), 12, Oxe8c7b756)

FF (¢, d, a, b, My, 17, 0x242070db)
FF (b, ¢, d, a, M3, 22, Oxclbdceee)
FF(a, b, ¢, d, M, 7, 0xt57cOfaf)
FF{d, a, b, ¢, M, 12, 0x4787c62a)
FF(c, d, a, b, M, 17, 0xa8304613)
FF (b, ¢, d, a, M, 22, 0xfd469501)
FF{a, b, ¢, d, M, 7, 0x698098d8)
FF{d, a, b, ¢, My, 12, 0x8b44{7af)
FF (c, d, a, b, My, 17, Oxtfff5bb1)
FF (b, ¢, d, a, My, 22, 0x895cd7be)
FF (a, b, ¢, d, My, 7, 0x6b901122)
FF|d, a, b, ¢, M3, 12, 0x{d987193)
FFc, d, a, b, My, 17, 0xa679438¢}
FF (b, ¢, d, a, M;5; 22, 0x49b40821)
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Round 2:

Gla, b, ¢, d, M;, 5, 0xf61e2562)
GG|d, a, b, ¢, My, 9, 0xc040b340}
G lc. d, a, b, My, 14, 0x265e5a51)
G (b, ¢, d, a, My, 20, 0xe9b6c7aa)
Gla, b, ¢, d, Ms, 5, 0xd62£105d)
Gld, a, b, ¢, My, 9, 0x02441453)
Gic, d, a, b, M,;, 14, 0xd8ale681]
G (b, ¢ d, a, My, 20, Oxe7d3fbc8)
Gla, b, ¢, d, My, 5, 0x21elcdeb)
Gld, a, b, ¢, My, 9, 0xc33707d6)
Glo d, a, b, M, 14, 0xf4d50d87)
G (b, ¢, d, a, M, 20, 0x455a14ed)
Gila, b, ¢, d, My, 5, 0xa9e3¢905)
Gld, a, b, ¢, My, 9, Oxfcefa3f8)
Gle d, a, b, M, 14, 0x676£02d9)
G b, ¢, d, a, My, 20, 0x8d2a4c8a)

Round 3:

Hla, b, ¢, d, Ms, 4, 0xfffa3942)
Hld, a, b, c, Mg, 11, 0x8771£681)
H (¢, d, a, b, My, 16, 0x6d9d6122)
Hib, ¢, d, a, My, 23, 0xfde5380c])
H{a, b, ¢, d, My, 4, 0xadbecad4)
Hi{d, a, b, ¢, My, 11, Ox4bdecfa9)
H{c. d, a, b, My, 16, 0xf6bb4b60)
H (b, ¢, d, a, My, 23, Oxbebfbc70)
H{a, b, ¢, d, My, 4, 0x289b7ec6)
H{d, a, b, ¢, Mg, 11, Oxeaal27fa)
Hl(c, d, a, b, My, 16, 0xd4ef3085)
H (b, ¢, d, g, M,, 23, 0x04881d05)
Hla b, ¢, d, My, 4, 0xd9d4d039)
H{d, a, b, ¢, My, 11, 0xe6db99e5)
Hic, d, a, b, Mis, 16, 0x1{a2.7ci8)
H (b, ¢, d, a, My, 23, 0xcdach665)
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Round 4:

{a, b, ¢, d, My, 6, 0xf4292244)
I(d a, b, ¢, My, 10, 0x432aff97)
Il{c, d, a, b, My, 15, 0xab9423a7)
(b, ¢, d, a, Ms, 21, 0xfc93a039)
Il {a, b, ¢, d, My,, 6, 0x655b59¢3)
II{d, a, b, ¢, Ms, 10, 0x8f0ccc92)
II{c, d, a, b, My, 15, Oxffeff47d)
(b, ¢ d, a M, 21, 0x85845dd1)
I (a, b, ¢, d, Ms, 6, 0x6fa87e4f)
IL{d, a, b, ¢, Mys, 10, Oxfe2ce6e0)
Iic, d, a, b, Mg, 15, 0xa3014314)
(b, c, d, a, My 21, 0x4e0811al)
Ii{a b, c, d M, 6, 0xf7537¢82)
II{d, a, b, ¢, M,;, 10, 0xbd3af235)
Hlc d, a b, M, 15, 0x2ad7d2bb)
I{b, ¢, d, a, Ms, 21, 0xeb86d391)

Those constants, t, were chosen as follows:

In step i, ¢, is the integer part of 2¥«abs(sin|i}}, where i is in radians,

After all of this, a, b, ¢, and d are added to 4, B, C, D, respectively, and the algo-
rithm continues with the next block of data. The final output is the concatenation
of A, B, C, and D.

Security of MD5
Ron Rivest outlined the improvements of MD5 over MD4 [1322]:

1.
2.
3.

A fourth round has been added.
Each step now has a unique additive constant.

The function G in round 2 was changed from (X A Y) v (X A Z) v (Y A Z)) toO
(X A Z) v {Y = {Z))) to make G less symmetric.

Each step now adds in the result of the previous step. This promotes a
faster avalanche effect.

. The order in which message sub-blocks are accessed in rounds 2 and 3 is

changed, to make these patterns less alike.

The left circular shift amounts in each round have been approximately
optimized, to yield a faster avalanche effect. The four shifts used in each
round are different from the ones used in other rounds.
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Tom Berson attempted to use differential cryptanalysis against a single round of
o MD5 [144], but his attack is ineffective against all four rounds. A more successful
_attack by den Boer and Bosselaers produces collisions using the compression func-
tion in MDS5 [203,1331,1336]. This does not lend itself to attacks against MD5 in
_practical applications, and it does not affect the use of MD5 in Luby-Rackoff-like
~ encryption algorithms (see Section 14.11). It does mean that one of the basic design
- principles of MD5—to design a collision-resistant compression function—has been
_violated. Although it is true that “there seems to be a weakness in the compression
. function, but it has no practical impact on the security of the hash function” [1336],
T am wary of using MD5.

. 18.6 MD2

MD2 is another 128-bit one-way hash function designed by Ron Rivest [801,1335]. It,
along with MDS5, is used in the PEM protocols (see Section 24.10). The security of
 MD2 is dependent on a random permutation of bytes. This permutation is fixed, and
- ~depends on the digits of 7. S, S}, S, . . ., Sass is the permutation. To hash a message M:

(1] Pad the message with i bytes of value i so that the resulting message is a
multiple of 16 bytes long.

{2) Append a 16-byte checksum to the message.

(3) Initialize a 48-byte block: Xy, X1, X,, . . ., X, Set the first 16 bytes of X to
be 0, the second 16 bytes of X to be the first 16 bytes of the message, and
the third 16 bytes of X to be the XOR of the first 16 bytes of X and the sec-
ond 16 bytes of X,

{4) This is the compression function:
t={0
Forj=0to 17
Fork=0to 47
t =X, XOR 8§,
Xe=t
t=|{t+j) mod 256

(5) Set the second 16 bytes of X to be the second 16 bytes of the message, and
the third 16 bytes of X to be the XOR of the first 16 bytes of X and the sec-
ond 16 bytes of X. Do step (4). Repeat steps (5) and (4) with every 16 bytes
of the message, in turn.

{6] The output is the first 16 bytes of X.

Although no weaknesses in MD2 have been found {see [1262]), it is slower than
most other suggested hash functions.
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18.7 SecURE HAsH ALGORITHM (SHA)

NIST, along with the NSA, designed the Secure Hash Algorithm (SHA) for use with
the Digital Signature Standard (see Section 20.2) [1154]. {The standard is the Secure
Hash Standard {SHS); SHA is the algorithm used in the standard.)

According to the Federal Register [539]:

A Federal Information Processing Standard {FIPS) for Secure Hash Standard {SHS}
is being proposed. This propesed standard specified a Secure Hash Algorithm
[SHA] for use with the proposed Digital Signature Standard . . .. Additionally, for
applications not requiring a digital signature, the SHA is to be used whenever a
secure hash algorithm is required for Federal applications.

And

This Standard specifies a Secure Hash Algorithm {SHAJ, which is necessary to
ensure the security of the Digital Signature Algorithm {DSA}. When a message of
any length < 2% bits is input, the SHA produces a 160-bit output called a message
digest. The message digest is then input to the DSA, which computes the signa-
ture for the message. Signing the message digest rather than the message often
improves the efficiency of the process, because the message digest is usually
miuch smaller than the message. The same message digest should be obtained by
the verifier of the signature when the received version of the message is used as
input to SHA. The SHA is called secure because it is designed to be computa-
tionally infeasible to recover a message corresponding to a given message digest,
or to find two different messages which produce the same message digest. Any
change to a message in transit will, with a very high probability, result in a dif-
ferent message digest, and the signature will fail to verify. The SHA is based on
principles similar to those used by Professor Ronald L, Rivest of MIT when
designing the MD4 message digest algorithm [1319], and is closely modelled after
that algorithm.

SHA produces a 160-bit hash, longer than MD5,

Description of SHA
First, the message is padded to make it a multiple of 512 bits long. Padding is
exactly the same as in MD5: First append a one, then as many zeros as necessary to
make it 64 bits short of a multiple of 512, and finally a 64-bit representation of the
length of the message before padding.
Five 32-bit variables {MD5 has four variables, but this algorithm needs to produce
a 160-bit hash) are initialized as follows:
A =0x67452301
B = Oxefcdabg9
C = 0x98badcfe
D = 0x10325476
E =0xc3d2elf0
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The main loop of the algorithm then begins. It processes the message 512 bits at
" time and continues for as many 512-bit blocks as are in the message.
First the five variables are copied into different variables: a gets A, b gets B, ¢ gets
C,’ d gets D, and e gets E.
~ The main loop has four rounds of 20 operations each {MD5 has four rounds of 16
~ operations each). Each operation performs a nonlinear function on three of ¢, b, ¢, d,
 and e, and then does shifting and adding similar to MD5.
- S§HA’s set of nonlinear functions is:

X YZ)= (X AY)v{[-X)AZ), fort=0to 19.

XY 2 =X®Y® Z, fort =20 to 39.

FAXYZ) = (X AYIVIXAZ) VY AZ), fort=40t059. =
FAIXYZ)=X®Y®Z fort=60to 79. ..

Four constants are used in the algorithm:

K, =0x5a827999, for t = 0 to 19.

K, = 0x6ed9ebal, for t = 20 to 39.
K, = 0x8f1bbcde, for t = 40 to 59.
K, = 0xca62clds, for t = 60 to 79.

{If you wonder where those numbers came from: 0x5a827999 = 212/4, 0x6ed9ebal
= 3172/4, 0x8f1bbede = 5'2/4, and Oxca62c1d6 = 10%/4.)

The message block is transformed from 16 32-bit words {M, to M,;) to 80 32-bit
words {W, to W) using the following algorithm:

W,=M, fort=0to 15
WzZ(Wr..V;;@Wf_g@W{-y;@ Wt~]6)<<< 1, fort:16 to 79.

[As an interesting aside, the original SHA specification did not have the left cir-
cular shift. The change “corrects a technical flaw that made the standard less secure
than had been thought” [543]. The NSA has refused to elaborate on the exact nature

- of the flaw.)

If ¢ is the operation number (from 1 to 80), W, represents the tth sub-block of the
expanded message, and <<< s represents a left circular shift of s bits, then the main
loop looks like:

FOR t=0to 79
TEMP = (a <<< 5) + fi{b,c,d) + e + W, + K,
e=d
d=c
c=b<<<30
b=a
a=TEMP
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Figure 18.7 One SHA operation.

Figure 18.7 shows one operation. Shifting the variables accomplishes the same
thing as MD5 does by using different variables in different locations.

After all of this, a, b, ¢, d, and e are added to A, B, C, D, and E respectively, and
the algorithm continues with the next block of data. The final output is the con-
catenation of A, B, C, D, and E.

Security of SHA

SHA is very similar to MD4, but has a 160-bit hash value. The main changes are
the addition of an expand transformation and the addition of the previous step’s out-
put into the next step for a faster avalanche effect. Ron Rivest made public the
design decisions behind MD5, but SHA’s designers did not. Here are Rivest's MD5
improvements to MD4 and how they compare with SHA’s: ’

1. “A fourth round has been added.” SHA does this, too. However, in SHA the
fourth round uses the same f function as the second round.

2. “Each step now has a unique additive constant.” SHA keeps the MD4
scheme where it reuses the constants for each group of 20 rounds.

3. “The function G in round 2 was changed from (X A Y) v (X A Z) v (Y A Z))
to ((X A Z) v [Y A = {Z))) to make G less symmetric.” SHA uses the MD4
version: ([(X A YI V(X A Z) v (Y A Z)).
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. “Fach step now adds in the result of the previous step. This promotes a
faster avalanche effect.” This change has been made in SHA as well. The
difference in SHA is that a fifth variable is added, and not b, ¢, or d, which
is already used in f,. This subtle change makes the den Boer-Bosselaers
attack against MD5 impossible against SHA.

5. “The order in which message sub-blocks are accessed in rounds 2 and 3 is
changed, to make these patterns less alike.” SHA is completely different,
since it uses a cyclic error-correcting code.

. “The left circular shift amounts in each round have been approximately
optimized, to yield a faster avalanche effect. The four shifts used in each
round are different from the ones used in other rounds.” SHA uses a con-
stant shift amount in each round. This shift amount is relatively prime to
the word size, as in MD4,

" "This leads to the following comparison: SHA is MD4 with the addition of an
expand transformation, an extra round, and better avalanche effect; MD5 is MD4
with improved bit hashing, an extra round, and better avalanche effect.
There are no known cryptographic attacks against SHA. Because it produces a
" 160-bit hash, it is more resistant to brute-force attacks {including birthday attacks)
- than 128-bit hash functions covered in this chapter.

| 18.8 RIPE-MD

RIPE-MD was developed for the European Community’s RIPE project [1305] (see

Section 25.7). The algorithm is a variation of MD4, designed to resist known crypt-

‘analytic attacks, and produce a 128-bit hash value. The rotations and the order of

‘ the message words are modified. Additionally, two instances of the algorithm, dif-

fering only in the constants, run in parallel. After each block, the output of both

. instances are added to the chaining variables. This seems to make the algorithm
-~ highly resistant to cryptanalysis.

18.9 HAVAL

HAVAL is a variable-length one-way hash function [1646]. It is a modification of
MD5. HAVAL processes messages in blocks of 1024 bits, twice those of MD5. It has
. eight 32-bit chaining variables, twice those of MD5. It has a variable number of
“rounds, from three to five (each of which has 16 steps), and it can produce a hash
length of 128, 160, 192, 224, or 256 bits.
HAVAL replaces MD5’s simple nonlinear functions with highly nonlinear 7-
. variable functions, cach of which satisfies the strict avalanche criterion. Each round
uses a single function, but in every step a different permutation is applied to the
inputs. It has a new message order and every step [except those in the first round)
uses a different additive constant. The algorithm also has two rotations.
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The core of the algorithm is

TEMP = (f|j,A,B,C,D,E,EG) <<< 7} + [H <<< 11} + M{i][r(j}] + K(j]
H=G; G=F;F=E;E=D;D=C; C=B;B:A;A=TEMP

The variable number of rounds and variable-length output mean there are 15 ver-
sions of this algorithm. Den Boer’s and Bosselaers’s attack against MD5 {203] does
not apply to HAVAL because of the rotation of H.

18.10 OTHER ONE-WAY HASH FUNCTIONS

MD3 is yet another hash function designed by Ron Rivest. It had several flaws and
never really made it out of the laboratory, although a description was recently pub-
lished in [1335].

A group of researchers at the University of Waterloo have proposed a one-way
hash function based on iterated exponentiation in GF{2°%) [22]. In this scheme, a
message is divided into 593-bit blocks; beginning with the first block, the blocks are
successively exponentiated. Each exponent is the result of the computation with
the previous block; the first exponent is given by an IV.

Ivan Damgard designed a one-way hash function based on the knapsack problem
(see Section 19.2) [414]; it can be broken in about 2% operations [290,1232,787].

Steve Wolfram’s cellular automata [1608] have been proposed as a basis for one-
way hash functions. An early implementation [414] is insecure [1052,404]. Another
one-way hash function, Cellhash [384,404], and an improved version, Subhash
[384,402,405), are based on cellular automata; both are designed for hardware. Boog-
nish mixes the design principles of Cellhash with those of MD4 [402,407].
StepRightUp can be implemented as a hash function as well [402].

Claus Schnorr proposed a one-way hash function based on the discrete Fourier
transform, called FET-Hash, in the summer of 1991 [1399]; it was broken a few
months later by two independent groups [403,84]. Schnorr proposed a revised ver-
sion, called FFT-Hash II {the previous version was renamed FFT-Hash I} {1400],
which was broken a few weeks later {1567]. Schnorr has proposed further modifica-
tions {1402,1403] but, as it stands, the algorithm is much slower than the others in
this chapter. Another hash function, called SL, [1526], is insecure [315].

Additional theoretical work on constructing one-way hash functions from one-
way functions and one-way permutations can be found in [412,1 138,1342].

18.11 ONE-WAY HasH FUNCTIONS USING SYMMETRIC
BLOCK ALGORITHMS
It is possible to use a symmetric block cipher algorithm as a one-way hash function.

The idea is that if the block algorithm is secure, then the one-way hash function
will also be secure.
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The most obvious method is to encrypt the message with the algorithm in CBC
or CFB mode, a fixed key, and IV; the last ciphertext block is the hash value. These
_methods are described in various standards using DES: both modes in [1143], CBC
_ in|[1145], CBC in [55,56,54]. This just isn’t good enough for one-way hash functions,
 although it will work for a MAC (see Section 18.14) [29].
- A cleverer approach uses the message block as the key, the previous hash value as
 the input, and the current hash value as the output.
- The actual hash functions proposed are even more complex. The block size is usu-
~ ally the key length, and the size of the hash value is the block size. Since most block
algorithms are 64 bits, several schemes are designed around a hash that is twice the
block size.
Assuming the hash function is correct, the security of the scheme is based on the
security of the underlying block function. There are exceptions, though. Differential
- cryptanalysis is easier against block functions in hash functions than against block
“functions used for encryption: The key is known, so several tricks can be applied;
only one right pair is needed for success; and you can generate as much chosen
plaintext as you want. Some work on these lines is [1263,858,1313].
What follows is a summary of the various hash functions that have appeared in
the literature [925,1465,1262]. Statements about attacks against these schemes
-assume that the underlying block cipher is secure; that is, the best attack against
them is brute force.
One useful measure for hash functions based on block ciphers is the hash rate, or
the number of n-bit messages blocks, where n is the block size of the algorithm, pro-
‘cessed per encryption. The higher the hash rate, the faster the algorithm. {This mea-
- sure was given the opposite definition in [1262], but the definition given here is
more intuitive and is more widely used. This can be confusing.)

Schemes Where the Hash Length Equals the Block Size
The general scheme is as follows (see Figure 18.8):
H, = Iy, where I is a random 1nitial value
H,=E,B)® C

. where 4, B, and C can be either M,, H, _ 1, ([M; @ H, _ 1}, or a constant {assumed to be 0).

 Hyis some random initial value: Iy. The message is divided up into block-size chunks,
M, and processed individually. And there is some kind of MD-strengthening, perhaps
the same padding procedure used in MD5 and SHA.

A ‘—————l C
Key Figure 18.8 General hash function where the
B> Encrypt hash length equals the block size.
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Table 18.1
Secure Hash Functions Where the
Block Length Equals the Hash Size

H;=Ey. _ (M) ® M,
Hi=Ey, (M@®H_)oMeH,.,
H,=E, [M|®H _, oM,
H,=Ey, I(M(—BIL-J@M
H;=Ey(H; ., 1
H, = EM(MGBHl 1)@M ®H,.

(

{

HMEMIH1«1 @M ®H1

H;,= EMM(”Bszl)@Hz»I
H; = EMz%Hi' (M)@M

Hi;'EMi & H; 1( i~ 1) ®H;
Hi:EM!«GBHi 1( )@ H;
Hi:EMj&)Hi ( 1-1}@M

1

The three different variables can take on one of four possible values, so there are
64 total schemes of this type. Bart Preneel studied them all [1262].

Fifteen are trivially weak because the result does not depend on one of the inputs.
Thirty-seven are insecure for more subtle reasons. Table 18.1 lists the 12 secure
schemes remaining: The first 4 are secure against all attacks (see Figure 18.9) and
the last 8 are secure against all but a fixed-point attack, which is not really worth
worrying about.

The first scheme was described in [1028]. The third scheme was described in
[1555,1105,1106} and was proposed as an ISO standard [766]. The fifth scheme was
proposed by Carl Meyer, but is commonly called Davies-Meyer in the literature
[1606,1607,434,1028]. The tenth scheme was proposed as a hash-function mode for
LOKI [273].

The first, second, third, fourth, ninth, and eleventh schemes have a hash rate of 1;
the key length equals the block length. The others have a rate of k/n, where k is the
key length. This means that if the key length is shorter than the block length, then
the message block can only be the length of the key. It is not recommended that the
message block be longer than the key length, even if the encryption algorithm’s key
length is longer than the block length.

If the block algorithm has a DES-like complementation property and DES-like
weak keys, there is an additional attack that is possible against all 12 schemes. The
attack isn’t very dangerous and not really worth worrying about. However, you can
solve it by fixing bits 2 and 3 of the key to “01” or “10” [1081,1107]. Of course, this
reduces the length of k from 56 bits to 54 bits (in DES, for example} and decreases
the hash rate.

The following schemes, proposed in the literature, have been shown to be insecure.
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/
H;
\ A
Key 4 Key L4
> M, — D> L
Encrypt i ' ' Encrypt i '
Hi_;
Y Y
| Key ¥ Y Key
- M, - -
Encrypt ! Encrypt Iy

Figure 18.9 The four secure hash functions where the block length equals the
“*hash size.

This scheme {1282] was broken in [369]:
Hy=Ey{H, )

Davies and Price proposed a variant which cycles the entire message through the
algorithm twice [432,433]. Coppersmith’s attack works on this variant with not
much larger computational requirements [369].

Another scheme [432,458] was shown insecure in {1606]:

H, = EMI- @ H; - I(HJ,‘ - 1)
i . This scheme was shown insecure in [1028] (¢ is a constant):
Hi:EC(Mi®Hi«~I)®Mi®HiMI

Modified Davies-Meyer

. Lai and Massey modified the Davies-Meyer technique to work with the IDFA
cipher [930,925]. IDEA has a 64-bit block size and 128-bit key size. Their scheme is

H, =1y, where I is a random initial value
HL' = EHj - 1’;’\'[1'(H'I - l)

This function hashes the message in blocks of 64 bits and produces a 64-bit hash
value (See Figure 18.10).
No known attack on this scheme is easier than brute force,
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; Encrypt
Hi»l * vp ——

Key

M.

H

Figure 18.10 Modified Davies-Meyer.

Preneel-Bosselaers-Govaerts-Vandewalle

This hash function, first proposed in [1266], produces a hash value twice the block
length of the encryption algorithm: A 64-bit algorithm produces a 128-bit hash.

With a 64-bit block algorithm, the scheme produces two 64-bit hash values, G,
and H, which are concatenated to produce the 128-bit hash. With most block algo-
rithms, the block size is 64 bits. Two adjacent message blocks, L, and R, each the
size of the block length, are hashed together.

Gy = I, where I is a random initial value
Hy = Iy, where Iy is another random initial value
Gi:ELi@Hibl(Ri® Gz‘—l)@Ri@ G @H,_,
HijLj@Rj(le @ Gz‘~1) @Li@ Giul ®Hj~1
Lai demonstrates attacks against this scheme that, in some instances, make the

birthday attack trivially solvable [925,926]. Preneel [1262] and Coppersmith [372]
also have successful attacks against this scheme. Do not use it.

Quisquater-Girault

This scheme, first proposed in [1279], generates a hash that is twice the block
length and has a hash rate of 1. It has two hash values, G, and H;, and two blocks, L;
and R,, are hashed together.

Gy = I, where I; is a random initial value

Hy = I;, where I, is another random initial value
Wj‘ = ELi(Gi -1 @ RI) @ Ri @ Hl‘ ~1
Gjr‘ERi(Wi(aLi)@Gi-l @Hj-} ®L1
H=W,®G;_,

This scheme appeared in a 1989 draft ISO standard [764], but was dropped in a
later version [765]. Security problems with this scheme were identified in [1107,925,
1262,372]. (Actually, the version in the proceedings was strengthened after the ver-
sion presented at the conference was attacked.) In some instances the birthday

attack is solvable with a complexity of 2%°, not 2%, through brute force. Do not use
this scheme.
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" LOKI Double-Block
This algorithm is a modification of Quisquater-Girault, specifically designed to
- work with LOKI [273]. All parameters are as in Quisquater-Girault,
Gy = I, where I is a random initial value
H, = Iy, where I is another random initial value
Wj:ELi@c;f,{( i @Rz‘> R O®H 4
Gi=Fron [WOLI®G._  ©H ®L
H=W, &G _,

- Again, in some instances the birthday attack is trivially solvable [925,926,1262,
11372,736]. Do not use this scheme.

Parallel Davies-Meyer
- This is yet another attempt at an algorithm with a hash rate of 1 that produces a
- hash twice the block length {736].
' Gy = I, where I 1s a random initial value
H, = Iy, where Iy is another random initial value
Gi=ELer|Gi1®L)®L®H,_,
; Hi:ELi(Hi»»l@Rz)@Ri®Hi~l
. Unfortunately, this scheme isn’t secure either [928,861]. As it turns out, a
© ‘double-length hash function with a hash rate of 1 cannot be more secure than
‘Davies-Meyer [861].
Tandem and Abreast Davies-Meyer

~ - Another way around the inherent limitations of a block cipher with a 64-bit key
- uses an algorithm, like IDEA (see Section 13.9), with a 64-bit block and a 128-bit key.
These two schemes produce a 128-bit hash value and have a hash rate of 4 [930,925].
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Figure 18.11 Tandem Davies-Meyer.
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In this first scheme, two modified Davies-Meyer functions work in tandem (see
Figure 18.11).
Gy = I, where [; is some random initial value
H,= I, where I is some other random initial value
W, = Ec;i B I;Mi(H;' - 1)
Gi=Gi® En@-;w"j(Gf - 1)
H=W& Hz' -1
The following scheme uses two modified Davies-Meyer functions side-by-side
{see Figure 18.12]).
Gy = I;, where [; is some random initial value
Hy = Iy, where Ij; is some other random initial value
Gi=Giy @EMZ-fHI-, 1(““! 5o 1)
Hi=H; ,® EGi - IJ}\’TI(Hj 1)
In both schemes, the two 64-bit hash values &; and H, are concatenated to produce
a single 128-bit hash.
As far as anyone knows, these algorithms have ideal security for a 128-bit hash
function: Finding a message that hashes to a given hash value requires 2> attempts,
and finding two random messages that hash to the same value requires 2% attempts—

assuming that there is no better way to attack the block algorithm than by using
brute force.

MDC-2 and MDC-4

MDC-2 and MDC-4 were first developed at IBM [1081,1079]. MDC-2, sometimes
called Meyer-Schilling, is under consideration as an ANSI and ISO standard [61,765];
a variant was proposed in [762]. MDC-4 is specified for the RIPE project [1305] (see
Section 25.7). The specifications use DES as the block function, although in theory
any encryption algorithm could be used.
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Figure 18.12 Abreast Davies-Meyer.
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MDC-2 has a hash rate of %, and produces a hash value twice the length of the
block size. It is shown in Figure 18.13. MDC-4 also produces a hash value twice the
~ length of the block size, and has a hash rate of % {see Figure 18.14).
These schemes have been analyzed in [925,1262]. They are secure against current
- computing power, but they are not nearly as secure as the designers have estimated.
If the block algorithm is DES, they have been looked at with respect to differential
cryptanalysis [1262].
Both MDC-2 and MDC-4 are patented [223].

AR Hash Function

_The AR hash function was developed by Algorithmic Research, Ltd. and has been
distributed by the ISO for information purposes only [767]. Its basic structure is a
variant of the underlying block cipher {DES in the reference} in CBC mode. The last

- two ciphertext blocks and a constant are XORed to the current message block and

“encrypted by the algorithm. The hash is the last two ciphertext blocks computed.

The message is processed twice, with two different keys, so the hash function has a

hash rate of %. The first key is 0x0000000000000000, the second key is 0x2a4152

- 24446502a, and ¢ is 0x0123456789abcdef. The result is compressed to a single 128-
- bit hash value. See [750] for the details.

Hy=EdM;,®H, ., ®H,_,®c)®M,

~This sounds interesting, but it is insecure. After considerable preprocessing, it is
possible to find collisions for this hash function easily [416].
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GOST Hash Function

This hash function comes from Russia, and is specified in the standard GOST R
34.11-94 [657]. It uses the GOST block algorithm (see Section 14.1}, although in the-
ory it could use any block algorithm with a 64-bit block size and a 256-bit key. The
function produces a 256-bit hash value.

The compression function, H; ={{M; H; _,} (both operands are 256-bit quantities) is
defined as follows:

(1} Generate four GOST encryption keys by some linear mixing of M;, H, ~ 1,
and some constants,

{2} Use each key to encrypt a different 64 bits of H; _, in ECB mode. Store the
resulting 256 bits into a temporary variable, S.

{3) H,is a complex, although linear, function of §, M, and H; _ ;.

The final hash of M is not the hash of the last block. There are actually three
chaining variables: H,, is the hash of the last message block, Z is the XOR of all the
message blocks, and L is the length of the message. Given those variables and the
padded last block, M’, the final hash value is:

H=1{{Z & M f{Lf{M,H,)))

The documentation is a bit confusing {and in Russian}, but I think all that is cor-
rect. In any case, this hash function is specified for use with the Russian Digital Sig-
nature Standard (see Section 20.3).
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: * Other Schemes

Ralph Merkle proposed a scheme using DES, but it’s slow; it only processes seven
message bits per iteration and each iteration involves two DES encryptions [1065,
1069]. Another scheme [1642,1645] is insecure [1267]; it was once proposed as an

"+ ISO standard.

18.12 UsING PuBLIC-KEY ALGORITHMS

- Tt is possible to use a public-key encryption algorithm in a block chaining mode as
a one-way hash function. If you then throw away the private key, breaking the hash
would be as difficult as reading the message without the private key.

Here’s an example using RSA. If M is the message to be hashed, n is the product of
two primes p and g, and e is another large number relatively prime to {p — 1){q - 1},
then the hash function, H(M), would be

H{M) = M mod n

- An even easier solution would be to use a single strong prime as the modulus
- p. Then:

H(M} = M° mod p

Breaking this problem is probably as difficult as finding the discrete logarithm of
. The problem with this algorithm is that it’s far slower than any others discussed
here. I don't recommend it for that reason.

18.13 CHOOSING A ONE-WAY HAasH FUNCTION

The contenders seem to be SHA, MD5, and constructions based on block ciphers;
 the others really haven’t been studied enough to be in the running. I vote for SHA.
It has a longer hash value than MD3, is faster than the various block-cipher con-
structions, and was developed by the NSA. I trust the NSA’s abilities at cryptanaly-
sis, even if they don’t make their results public.
- Table 18.2 gives timing measurements for some hash functions. They are meant
- for comparison purposes only.

18.14 MESSAGE AUTHENTICATION CODES

A message authentication code, or MAC, is a key-dependent one-way hash function.

MACs have the same properties as the one-way hash functions discussed previously,

but they also include a key. {This does not imply that you can publish the key to a

MAC and use it as a one-way hash function.] Only someone with the identical key
~can verify the hash. They are very useful to provide authenticity without secrecy.

MAC:s can be used to authenticate files between users. They can also be used by

a single user to determine if his files have been altered, perhaps by a virus. A user
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Table 18.2
Encryption Speeds of Some Hash Functions on a 33 MHz 486SX

Encryption Speed

Algorithm Hash Length {kilobytes/second)
Abreast Davies-Meyer {with IDEA) 128 22
Davies-Meyer {with DES} 64 9
GOST Hash 256 11
HAVAL (3 passes) variable 168
HAVAL (4 passes) variable 118
HAVAL (5 passes) variable 95
MD2 128 23
MD4 128 236
MD5 128 174
N-HASH {12 rounds) 128 29
N-HASH (15 rounds) 128 24
RIPE-MD 128 182
SHA 160 75
Snerfu (4 passes) 128 48
Snerfu (8 passes) 128 23

could compute the MAC of his files and store that value in a table. If the user used
instead a one-way hash function, then the virus could compute the new hash value
after infection and replace the table entry. A virus could not do that with a MAC,
because the virus dees not know the key.

An easy way to turn a one-way hash function into a MAC is to encrypt the hash
value with a symmetric algorithm. Any MAC can be turned into a one-way hash
function by making the key public.

CBC-MAC

The simplest way to make a key-dependent one-way hash function is to encrypt a
message with a block algorithm in CBC or CFB modes. The hash is the last encrypted
block, encrypted once more in CBC or CFB modes. The CBC method is specified in
ANSI X9.9 [54], ANSI X9.19 [56), ISO 8731-1 [759], ISO 9797 [763], and an Australian
standard [1496]. Differential cryptanalysis can break this scheme with reduced-round
DES or FEAL as the underlying block algorithms [1197].

The potential security problem with this method is that the receiver must have
the key, and that key allows him to generate messages with the same hash value as
a given message by decrypting in the reverse direction.

Message Authenticator Algorithm (MAA)

This algorithm is an ISO standard [760]. It produces a 32-bit hash, and was
designed for mainframe computers with a fast multiply instruction {428].




18.14 Message Authentication Codes 457

v=v<<<]
e=vaew
x=({{le +y) mod 2} v A A C) * [x ® M;}) mod 2% — 1
y={{{{e + x) mod 2%} v B A D] » ([y ® M;)) mod 2** -2
Iterate these for each message block, M, and the resultant hash is the XOR of x and
y. The variables v and e are determined from the key. A, B, C, and D are constants.

- This algorithm is probably in wide use, but I can’t believe it is all that secure. It
- was designed a long time ago, and isn’t very complicated.

Bidirectional MAC

This MAC produces a hash value twice the length of the block algorithm [978].
First, compute the CBC-MAC of the message. Then, compute the CBC-MAC of the
message with the blocks in reverse order. The bidirectional MAC value is simply

- the concatenation of the two. Unfortunately, this construction is insecure [1097].

Jueneman’s Methods

This MAC is also called a quadratic congruential manipulation detection code
(QCMDC] [792,789]. First, divide the message into m-bit blocks. Then:

Hy = I, where Iy is the secret key

H,=(H,;_,+ M} mod p, where p is a prime less than 2™ -1
and + denotes integer addition

Jueneman suggests n = 16 and p = 2% - 1. In [792] he also suggests that an addi-
- tional key be used as H;, with the actual message starting at H,.

- Because of a variety of birthday-type attacks discovered in conjunction with Don
Coppersmith, Jueneman suggested computing the QCMDC four times, using the
result of one iteration as the IV for the next iteration, and then concatenating the
results to obtain a 128-bit hash value [793]. This was further strengthened by doing
the four iterations in parallel and cross-linking them [790,791]. This scheme was
broken by Coppersmith [376].

Another variant [432,434] replaced the addition operation with an XOR and used
‘message blocks significantly smaller than p. H, was also set, making it a keyless
one-way hash function. After this scheme was attacked [612], it was strengthened as
part of the European Open Shop Information-TeleTrust project [1221], quoted in
CCITT X.509 [304], and adopted in ISO 10118 [764,765]. Unfortunately, Copper-

- smith has broken this scheme as well [376]. There has been some research using
exponents other than 2 {603], but none of it has been promising.

RIPE-MAC

RIPE-MAC was invented by Bart Preneel [1262] and adopted by the RIPE project
[1305] {sec Section 18.8). It is based on ISO 9797 [763], and uses DES as a block
encryption function. RIPE-MAC has two flavors: one using normal DES, called
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RIPE-MACI, and another using triple-DES for even greater security, called RIPE-
MAC3. RIPE-MACI uses one DES encryption per 64-bit message block; RIPE-MAC3
uses three.

The algorithm consists of three parts. First, the message is expanded to a length
that is a multiple of 64 bits. Next, the expanded message is divided up into 64-bit
blocks. A keyed compression function is used to hash these blocks, under the con-
trol of a secret key, into a single block of 64 bits. This is the step that uses either
DES or triple-DES. Finally, the output of this compression is subjected to another
DES-based encryption with a different key, derived from the key used in the com-
pression. See [1305] for details.

IBC-Hash

IBC-Hash is another MAC adopted by the RIPE project [1305] (see Section 18.8). It
is interesting because it is provably secure; the chance of successful attack can be
quantified. Unfortunately, every message must be hashed with a different key. The
chosen level of security puts constraints on the maximum message size that can be
hashed—something no other function in this chapter does. Given these considera-
tions, the RIPE report recommends that IBC-Hash be used only for long, infre-
guently sent messages.

The heart of the function is

h; = {{M; mod p} + v} mod 2*

The secret key is the pair p and v, where p is an n-bit prime and v is a random num-
ber less than 2”. The M, values are derived by a carefully specified padding procedure.
The probabilities of breaking both the one-wayness and the collision-resistance can
be quantified, and users can choose their security level by changing the parameters.

One-Way Hash Function MAC

A one-way hash function can also be used as a MAC [1537]. Assume Alice and Bob
share a key K, and Alice wants to send Bob a MAC for message M. Alice concate-
nates K and M, and computes the one-way hash of the concatenation: H(K,M}. This
hash is the MAC. Since Bob knows K, he can reproduce Alice’s result. Mallory, who
does not know K, can't.

This method works with MD-strengthening techniques, but has serious prob-
lems. Mallory can always add new blocks to the end of the message and compute a
valid MAC. This attack can be thwarted if you put the message length at the begin-
ning, but Preneel is suspicious of this scheme [1265]. It is better to put the key at the
end of the message, H{M,K), but this has some problems as well [1265]. If H is one-
way but not collision-free, Mallory can forge messages. Still better is H{K,M,K]}, or
H(K,,M,K,), where K; and K, are different [1537]. Prencel is still suspicious [1265].

The following constructions seem secure:

H{K,, H(Ky,M})
HIK, H(K, M)}
H{K,p,M,K), where p pads K to a full message block.
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~ Figure 18.15 Stream cipher MAC,

The best approach is to concatenate at least 64 bits of the key with each message
block. This makes the one-way hash function less efficient, because the message
blocks are smaller, but it is much more secure {1265].

Alternatively, use a one-way hash function and a symmetric algorithm. Hash the
file, then encrypt the hash. This is more secure than first encrypting the file and
then hashing the encrypted file, but it is vulnerable to the same attack as the H{M,K)
approach [1265].

Stream Cipher MAC

This MAC scheme uses stream ciphers {see Figure 18.15) [932]. A cryptographi-
cally secure pseudo-random-bit generator demultiplexes the message stream into
two substreams. If the output bit of the bit generator k,, is 1, then the current mes-
sage bit m, is routed to the first substream; if the k; is 0, the m, is routed to the sec-
ond substream. The substreams are each fed into a different LFSR (see Section 16.2).
The output of the MAC is simply the final states of the shift registers.

Unfortunately, this method is not secure against small changes in the message
[1523]. For example, if you alter the last bit of the message, then only 2 bits in the
corresponding MAC value need to be altered to create a fake MAC; this can be done
with reasonable probability. The author presents a more secure, and more compli-
cated, alternative.
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CHAPTER 19

. Public-Key Algorithms

‘  1 9.1 BACKGROUND

The concept of public-key cryptography was invented by Whitfield Diffie and Mar-
tin Hellman, and independently by Ralph Merkle. Their contribution to cryptogra-
phy was the notion that keys could come in pairs—an encryption key and a
decryption key—and that it could be infeasible to generate one key from the other
[see Section 2.5). Diffic and Hellman first presented this concept at the 1976
‘National Computer Conference [495]; a few months later, their seminal paper “New
“Directions in Cryptography” was published [496]. (Due to a glacial publishing pro-
cess, Merkle's first contribution to the field didn’t appear until 1978 [1064].

Since 1976, numerous public-key cryptography algorithms have been proposed.
Many of these are insecure. Of those still considered secure, many are impractical.
Either they have too large a key or the ciphertext is much larger than the plaintext.
- Only a few algorithms are both secure and practical. These algorithms are gener-

~ally based on one of the hard problems discussed in Section 11.2. Of these secure and

. practical public-key algorithms, some are only suitable for key distribution. Others

~ are suitable for encryption {and by extension for key distribution). Still others are

- only useful for digital signatures. Only three algorithms work well for both encryp-

tion and digital signatures: RSA, El samal, and Rabin. All of these algorithms are

slow. They encrypt and decrypt data much more slowly than symmetric algorithms;
usually that’s too slow to support bulk data encryption.

Hybrid cryptosystems (see Section 2.5) speed things up: A symmetric algorithm
with a random session key is used to encrypt the message, and a public-key algo-

- rithm is used to encrypt the random session key. :

Security of Public-Key Algorithms

Since a cryptanalyst has access to the public key, he can always choose any mes-
sage to encrypt. This means that a cryptanalyst, given C = E(P), can guess the value
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of P and easily check his guess. This is a serious problem if the number of possible
plaintext messages is small enough to allow exhaustive search, but can be solved by
padding messages with a string of random bits. This makes identical plaintext mes-
sages encrypt to different ciphertext messages. (For more about this concept, see
Section 23.15.)

This is especially important if a public-key algorithm is used to encrypt a session
key. Eve can generate a database of all possible session keys encrypted with Bob’s
public key. Sure, this requires a large amount of time and memory, but for a 40-bit
exportable key or a 56-bit DES key, it’s a whole lot less time and memory than
breaking Bob’s public key. Once Eve has generated the database, she will have his
key and can read his mail at will.

Public-key algorithms are designed to resist chosen-plaintext attacks; their secu-
rity is based both on the difficulty of deducing the secret key from the public key
and the difficulty of deducing the plaintext from the ciphertext. However, most
public-key algorithms are particularly susceptible to a chosen-ciphertext attack {see
Section 1.1}).

In systems where the digital signature operation is the inverse of the encryption
operation, this attack is impossible to prevent unless different keys are used for
encryption and signatures.

Consequently, it is important to look at the whole system and not just at the indi-
vidual parts. Good public-key protocols are designed so that the various parties can’t
decrypt arbitrary messages generated by other parties—the proof-of-identity proto-
cols are a good example {see Section 5.21.

19.2 KNAPSACK ALGORITHMS

The first algorithm for generalized public-key encryption was the knapsack algo-
rithm developed by Ralph Merkle and Martin Hellman {713,1074]. It could only be
used for encryption, although Adi Shamir later adapted the system for digital signa-
tures [1413]. Knapsack algorithms get their security from the knapsack problem, an
NP-complete problem. Although this algorithm was later found to be insecure, it is
worth examining because it demonstrates how an NP-complete problem can be
used for public-key cryptography.

The knapsack problem is a simple one. Given a pile of items, each with different
weights, is it possible to put some of those items into a knapsack so that the knap-
sack weighs a given amount? More formally: Given a set of values M;, M, . .., M,
and a sum 8, compute the values of b, such that

S=bM +bM,+...+bM,

The values of b; can be either zero or one. A one indicates that the item is in the
knapsack; a zero indicates that it isn't.

For example, the items might have weights of 1, 5, 6, 11, 14, and 20. You could
pack a knapsack that weighs 22; use weights 5, 6, and 11. You could not pack a knap-
sack that weighs 24. In general, the time required to solve this problem seems to
grow exponentially with the number of items in the pile.
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The idea behind the Merkle-Hellman knapsack algorithm is to encode a message
+ as a solution to a series of knapsack problems. A block of plaintext equal in length
to the number of items in the pile would select the items in the knapsack (plaintext
~ bits corresponding to the b values), and the ciphertext would be the resulting sum.
Figure 19.1 shows a plaintext encrypted with a sample knapsack problem.

The trick is that there are actually two different knapsack problems, one solvable
~in linear time and the other believed not to be. The easy knapsack can be modified
to create the hard knapsack. The public key is the hard knapsack, which can easily
be used to encrypt but cannot be used to decrypt messages. The private key is the
easy knapsack, which gives an casy way to decrypt messages. People who don’t
know the private key are forced to try to solve the hard knapsack problem.,

Superincreasing Knapsacks

What is the easy knapsack problem? If the list of weights is a superincreasing
~sequence, then the resulting knapsack problem is €asy to solve. A superincreasing
sequence is a sequence in which every term is greater than the sum of all the previ-
ous terms. For example, {1,3,6, 13,27,52} is a superincreasing sequence, but {1,3,4,9,
15,25} is not,

The solution to a superincreasing knapsack is easy to find. Take the total weight
and compare it with the largest number in the sequence. If the total weight is less
than the number, then it is not in the knapsack. If the total weight is greater than or
equal to the number, then it is in the knapsack. Reduce the weight of the knapsack
by the value and move to the next largest number in the sequence. Repeat until fin-
ished. If the total weight has been brought to zero, then there is a solution. If the
total weight has not, there isn't.

. For example, consider a total knapsack weight of 70 and a sequence of weights of
12,3,6,13,27,52). The largest weight, 52, is less than 70, s0 52 is in the knapsack. Sub-
tracting 52 from 70 leaves 18. The next weight, 27, is greater than 18, 50 27 is not in
the knapsack. The next weight, 13, is less than 18, so 13 is in the knapsack. Sub-
tracting 13 from 18 leaves 5. The next weight, 6, is greater than 5, 50 6 is not in the
knapsack. Continuing this process will show that both 2 and 3 are in the knapsack
and the total weight is brought to 0, which indicates that a solution has been found.
Were this a Merkle-Hellman knapsack encryption block, the plaintext that resulted
from a ciphertext value of 70 would be 110101.

- Non-superincreasing, or normal, knapsacks are hard problems; they have no
known quick algorithm. The only known way to determine which items are in the

Plaintext: 11100 1 010110 000000 011000
Knapsack: 156111420 156111420 156111420 186111420
Ciphertext: 145+6+20=  5411514= 0= 546=

j
|
f
32 30 0 11 |
I

U

- Figure 19.1  Encryption with knapsacks.
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knapsack is to methodically test possible solutions until you stumble on the correct
one. The fastest algorithms, taking into account the various heuristics, ZrOow expo-
nentially with the number of possible weights in the knapsack. Add one item to the
sequence of weights, and it takes twice as long to find the solution. This is much
more difficult than a superinereasing knapsack where, if you add one more weight
to the sequence, it simply takes another operation to find the solution.

The Merkle-Hellman algorithm is based on this property. The private key is a
sequence of weights for a superincreasing knapsack problem. The public key is a
sequence of weights for a normal knapsack problem with the same solution. Merkle
and Hellman developed a technique for converting a superincreasing knapsack prob-
lem into a normal knapsack problem. They did this using modular arithmetic.

Creating the Public Key from the Private Key

Without going into the number theory, this is how the algorithm works: To get a
normal knapsack sequence, take a superincreasing knapsack sequence, for example
{2,3,6,13,27,52}, and multiply all of the values by a number 1, mod m. The modulus
should be a number greater than the sum of all the numbers in the sequence: for
example, 105. The multiplier should have no factors in common with the modulus:
for example, 31. The normal knapsack sequence would then be

2+ 31 mod 105 = 62
3+ 31 mod 105 =93
6+ 31 mod 105 = 81
13 + 31 mod 105 = 88
27 + 31 mod 105 = 102
52 » 31 mod 105 = 37
The knapsack would then be {62,93,81,88, 102,37}
The superincreasing knapsack sequence is the private key. The normal knapsack
sequence is the public key.
Encryption

To encrypt a binary message, first break it up into blocks equal to the number of
items in the knapsack sequence. Then, allowing a one to indicate the item is present
and a zero to indicate that the item is absent, compute the total weights of the knap-
sacks—one for every message block.

For example, if the message were 011000110101101110 in binary, encryption
using the previous knapsack would proceed like this:

message = (011000 110101 101110

011000 corresponds to 93 + 81 =174

110101 corresponds to 62 + 93 + 88 + 37 = 280

101110 corresponds to 62 + 81 + 88 + 102 = 333
The ciphertext would be

174,280,333
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Decryption

A legitimate recipient of this message knows the private key: the original super-
increasing knapsack, as well as the values of n and m used to transform it into a nor-
- mal knapsack. To decrypt the message, the recipient must first determine n' such
that n{n™") = 1 {mod m). Multiply each of the ciphertext values by n! mod m, and
‘then partition with the private knapsack to get the plaintext values. '

In our example, the superincreasing knapsack is {2,3,6,13,27,52}, m is equal to
105, and n is equal to 31. The ciphertext message is 174,280,333. In this case n-! is
equal to 61, so the ciphertext values must be multiplied by 61 mod 105.

174 = 61 mod 105 =9 =3 + 6, which corresponds to 011000

280 + 61 mod 105 =70 =2 + 3 + 13 + 52, which corresponds to 110101
333 » 61 mod 105=48 =2+ 6+ 13 + 27, which corresponds to 101110
- The recovered plaintext is 011000 110101 101110.

Practical Implementations

With a knapsack sequence of only six items, it’s not hard to solve the problem
even if it isn’t superincreasing. Real knapsacks should contain at least 250 items.
The value for each term in the superincreasing knapsack should be somewhere
between 200 and 400 bits long, and the modulus should be somewhere between 100

7 t0 200 bits long. Real implementations of the algorithm use random-sequence gen-

erators to produce these values.
With knapsacks like that, it’s futile to try to solve them by brute force. If a com-

- puter could try a million possibilities per second, trying all possible knapsack values

would take over 10* years. Even a million machines working in parallel wouldn’t
~ solve this problem before the sun went nova.

Security of Knapsacks

It wasn't a million machines that broke the knapsack cryptosystem, but a pair of
cryptographers. First a single bit of plaintext was recovered [725]. Then, Shamir
showed that knapsacks can be broken in certain circumstances [1415,1416]. There

“were other results—({1428,38,754,516,488]—but no one could break the general
Merkle-Hellman system. Finally, Shamir and Zippel [1418,1419,1421] found flaws
in the transformation that allowed them to reconstruct the superincreasing knap-

. sack from the normal knapsack. The exact arguments are beyond the scope of this

book, but a nice summary of them can be found in [1233,1244]. At the conference
where the results were presented, the attack was demonstrated on stage using an

Apple I computer {492,494]. :

Knapsack Variants

- Since the original Merkle-Hellman scheme was broken, many other knapsack sys-
tems have been proposed: multiple iterated knapsacks, Graham-Shamir knapsacks,

~and others. These have all been analyzed and broken, generally using the same cryp-
tographic techniques, and litter the cryptographic highway {260,253,269,921,15,919;
920,922,366,254,263,255]. Good overviews of these systems and their cryptanalyses
can be found in [267,479,257,268].
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Other algorithms have been proposed that use ideas similar to those used in knap-
sack cryptosystems, but these too have been broken. The Lu-Lee cryptosystem
[990,13] was broken in [20,614,873]; a modification [507] is also insecure [1620].
Attacks on the Goodman-McAuley cryptosystem are in [646,647,267,268]. The
Pieprzyk cryptosystem [1246] can be broken by similar attacks. The Niemi cryp-
tosystem [1169], based on modular knapsacks, was broken in [345,788]. A newer
multistage knapsack [747] has not yet been broken, but I am not optimistic. Another
variant is [294].

While a variation of the knapsack algorithm is currently secure—the Chor-Rivest
knapsack [356], despite a “specialized attack” [743]—the amount of computation
required makes it far less useful than the other algorithms discussed here. A variant,
called the Powerline System, is not secure [958]. Most important, considering the
case with which all the other variations fell, it doesn’t seem prudent to trust them.

Patents

The original Merkle-Hellman algorithm is patented in the United States [720] and
worldwide (see Table 19.1). Public Key Partners (PKP) licenses the patent, along
with other public-key cryptography patents (see Section 25.5). The U.S. patent will
expire on August 19, 1997,

19.3 RSA

Soon after Merkle’s knapsack algorithm came the first tull-fledged public-key algo-
rithm, one that works for encryption and digital signatures: RSA [1328,1329]. Of all
the public-key algorithms proposed over the years, RSA is by far the easiest to
understand and implement. (Martin Gardner published an early description of the
algorithm in his “Mathematical Games” column in Scientific American [599].) It is

Table 19.1
Foreign Merkle-Hellman Knapsack Patents
Country Number Date of Issue
Belgium 871039 5 Apr 1979
Netherlands 7810063 10 Apr 1979
Great Britain 2006580 2 May 1979
Germany 2843583 10 May 1979
Sweden 7810478 14 May 1979
France 2405532 8 Jun 1979
Germany - 2843583 3 Jun 1982
Germany 2857905 15 Jul 1982
Canada 1128159 20 Jul 1982
Great Britain 2006580 18 Aug 1982
Switzerland 63416114 14 Jan 1983
Italy 1099780 28 Sep 1985
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also the most popular. Named after the three inventors—Ron Rivest, Adi Shamir,
and Leonard Adleman—it has since withstood years of extensive cryptanalysis,

" Although the cryptanalysis neither proved nor disproved RSA’s security, it does sug-
gest a confidence level in the algorithm.

RSA gets its security from the difficulty of factoring large numbers. The public
and private keys are functions of a pair of large {100 to 200 digits or even larger)
prime numbers. Recovering the plaintext from the public key and the ciphertext is
conjectured to be equivalent to factoring the product of the two primes.

To generate the two keys, choose two random large prime numbers, p and g. For
maximum security, choose p and g of equal length, Compute the product:

nn=pq

Then randomly choose the encryption key, e, such that ¢ and {p - 1){g ~ 1} are rela-
tively prime. Finally, use the extended Euclidean algorithm to compute the decryp-
‘tion key, d, such that

ed =1 (mod {p - 1){qg - 1})
In other words,
d=e" mod ((p-1)ig - 1))

Note that d and n are also relatively prime. The numbers e and n are the public
key; the number d is the private key. The two primes, p and g, are no longer needed.
They should be discarded, but never revealed.

w0 encrypt a message m, first divide it into numerical blocks smaller than n {with
binary data, choose the largest power of 2 less than n). That is, if both p and q are
100-digit primes, then n will have just under 200 digits and each message block, m,,
should be just under 200 digits long. {If you need to encrypt a fixed number of

- blocks, you can pad them with a few zeros on the left to ensure that they will always
be less than n. The encrypted message, ¢, will be made up of similarly sized message
blocks, ¢, of about the same length. The encryption formula is simply

¢;=m/modn
To decrypt a message, take each encrypted block ¢, and compute
m;=cfmodn
Since

Cz'd - (In{_e)z'i - Iﬂ;m — Iﬂjkw SR U milnjk(p =g -1 my*1 = m;; all
{mod n)

-~ the formula recovers the message. This is summarized in Table 19.2.
The message could just as easily have been encrypted with d and decrypted with
e; the choice is arbitrary. I will spare you the number theory that proves why this
+ works; most current texts on cryptography cover it in detail.
. Ashort example will probably go a long way to making this clearer. If p = 47 and
g=171, then
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Table 19.2
RSA Encryption

Public Key:
n  product of two primes, p and g (p and ¢ must remain secret)
e relatively prime to (p— 1){g - 1)
Private Key:
d e’mod(lp~-1)g-1])
Encrypting:
c=m*modn

Decrypting:
m =c?mod n

n=pg=3337
The encryption key, ¢, must have no factors in common with

(p=1llg~1)=46~ 70=3220

Choose ¢ [at random| to be 79. In that case

d=79" mod 3220 = 1019

This number was calculated using the extended Buclidean algorithm {see Section
11.3). Publish e and n, and keep d secret. Discard p and q.
To encrypt the message

m = 6582326879666683

first break it into small blocks. Three-digit blocks work nicely in this case. The mes-
sage is split into six blocks, m1,, in which

m; = 688
m, =232
my = 687
mg =966
ms; = 668
e = 003

The first block is encrypted as
688”7 mod 3337 = 1570 = ¢,

Performing the same operation on the subsequent blocks generates an encrypted
message:

c=15702756 2091 2276 2423 158

- Decrypting the message requires performing the same exponentiation using the
decryption key of 1019, so

_
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1570 mod 3337 = 688 = m,

The rest of the message can be recovered in this manner.

RSA in Hardware

Much has been written on the subject of hardware implementations of RSA [1314,
1474,1456,1316,1485,874,1‘222,87,1410,1409,1343,998,367,1429,523,772]. Good sur-
vey articles are [258,872]. Many different chips perform RSA encryption | 1310,252,
- 1101,1317,874,69,737,594,12.75,1563,509, 1223]. A partial list of currently available
- RSA chips, from [150,258], is listed in Table 19.3. Not all are available on the open

market.

Speed of RSA

- In hardware, RSA is about 1000 times slower than DES, The fastest VLSI hard-
wate implementation for RSA with a 512-bit modulus has a throughput of 64 kilo-
bits per second [258]. There are also chips that perform 1024-bit RSA encryption.
Currently chips are being planned that will approach 1 megabit per second using a

~512-bit modulus; they will probably be available in 1995, Manufacturers have also
implemented RSA in smart cards; these implementations are slower.

In software, DES is about 100 times faster than RSA. These numbers may change
slightly as technology changes, but RSA will never approach the speed of symmet-

- ric algorithms. Table 19.4 gives sample software speeds of RSA [918].

Software Speedups

_ RSA encryption goes much faster if you’re smart about choosing a value of e. The
three most common choices are 3, 17, and 65537 {2+ 1). {The binary representation
of 65537 has only two ones, so it takes only 17 multiplications to exponentiate, )
- X.509 recommends 65537 [304], PEM recommends 3 [76], and PKCS #1 (see Section
- 24.14) recommends 3 or 65537 [1345]. There are no security problems with using

Table 19.3
Existing RSA Chips
Clack Cycles .
Clock Baud Rate Per512 Bit Bitsper  Number of
Company Speed Per 512 Bits Encryption Technology Chip Transistors
Alpha Techn, 25 MHz 13K 98 M 2 micron 1024 180,000
AT&T 15 MHz 19K AM 1.5 micron 298 100,000
British Telecom 10 MHz 51K M 2.5 micron 256 e
. Business Sim. Ltd. 5 MHz 38K 67 M Gate Array 32 -

. Calmos Syst. Inc. 20 MHz 28K 36M 2 micron 593 95,060
CNET 25 MHz 53K 23 M 1 micron 1024 100,000
Cryptech 14 MHz 17K A4 M Gate Array 120 33,000
Cylink 30 MHz 6.8K 12 M 1.5 micron 1024 150,000
GEC Marconi 25 MHz 10.2 K H67 M 1.4 micron 512 160,000 .
Pijnenburg 25 MHz 50K 256 M 1 micron 1024 * 400,000
Sandia § MHz 10K 4 M 2 micron 272 86,0060

Siemens 5 MHz 85K 03 M 1 micron 512 . 60,000
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Table 19.4
RSA Speeds for Different Modulus Lengths
with an 8-bit Public Key (on a SPARC 1)

512 bits 768 bits 1,024 bits

Encrypt 0.03 sec 0.05 sec 0.08 sec
Decrypt 0.16 sec 0.48 sec 0.93 sec
Sign 0.16 sec 0.52 sec 0.97 sec
Verify 0.02 sec 0.07 sec 0.08 sec

any of these three values for e (assuming you pad messages with random values—see
later section), even if a whole group of users uses the same value for e.

Private key operations can be speeded up with the Chinese remainder theorem if
you save the values of p and ¢, and additional values such as d mod (p - 1}, d mod
{g — 1), and "' mod p [1283,1276]. These additional numbers can easily be calcu-
lated from the private and public keys.

Security of RSA

The security of RSA depends wholly on the problem of factoring large numbers.
Technically, that's a lie. It is conjectured that the security of RSA depends on the
problem of factoring large numbers. It has never been mathematically proven that
you need to factor n to calculate m from ¢ and e. It is conceivable that an entirely
different way to cryptanalyze RSA might be discovered. However, if this new way
allows the cryptanalyst to deduce d, it could also be used as a new way to factor
large numbers. I wouldn’t worry about it too much.

It is also possible to attack RSA by guessing the value of {p ~ 1){g — 1). This attack
is no easier than factoring n [1616].

For the ultraskeptical, some RSA variants have been proved to be as difficult as
factoring (see Section 19.5). Also look at [36], which shows that recovering even cer-
tain bits of information from an RSA-encrypted ciphertext is as hard as decrypting
the entire message.

Factoring n is the most obvious means of attack. Any adversary will have the
public key, e, and the modulus, n. To find the decryption key, d, he has to factor n.
Section 11.4 discusses the current state of factoring technology. Currently, a 129-
decimal-digit modulus is at the edge of factoring technology. So, n must be larger
than that. Read Section 7.2 on public key length.

It is certainly possible for a cryptanalyst to try every possible d until he stumbles on
the correct one. This brute-force attack is even less efficient than trying to factor n.

From time to time, people claim to have found easy ways to break RSA, but to
date no such claim has held up. For example, in 1993 a draft paper by William Payne
proposed a method based on Fermat’s little theorem [1234]. Unfortunately, this
method is also slower than factoring the modulus.

There’s another worry. Most common algorithms for computing primes p and ¢
are probabilistic; what happens if p or g is composite? Well, first you can make the
odds of that happening as small as you want. And if it does happen, the odds are that
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encryption and decryption won’t work properly—you’'ll notice right away. There are
a few numbers, called Carmichael numbers, which certain probabilistic primality
algorithms will fail to detect. These are exceedingly rare, but they are insecure [746]
Honestly, I wouldn’t worry about it.

Chosen Ciphertext Attack against RSA

Some attacks work against the implementation of RSA. These are not attacks
against the basic algorithm, but against the protocol. It’s important to realize that
it’s not enough to use RSA. Details matter.

~ Scenario 1: Eve, listening in on Alice’s communjcations, manages to collect a
ciphertext message, ¢, encrypted with RSA in her public key. Eve wants to be able
to read the message. Mathematically, she wants m, in which

m=c?

To recover m, she first chooses a random number, 7, such that ris less than n. She
gets Alice’s public key, e. Then she computes

x=r’modn
y=xcmodn
t=r"modn

- Ifx=r"mod n, then 7 = x? mod n.
Now, Eve gets Alice to sign y with her private key, thereby decrypting y. (Alice
has to sign the message, not the hash of the message.] Remember, Alice has never
seen y before. Alice sends Eve

u=y?*modn
Now, Eve computes
tumodn=r"y*modn=r"%x%!modn=c’modn=m

Eve now has m.

- Scenario 2: Trent is a computer notary public. If Alice wants a document nota-

rized, she sends it to Trent. Trent signs it with an RSA digital signature and sends it
“back. (No one-way hash functions are used here; Trent encrypts the entire message

with his private key.)

~ Mallory wants Trent to sign a message he otherwise wouldn’t. Maybe it has a

phony timestamp; maybe it purports to be from another person. Whatever the rea-

son, Trent would never sign it if he had a choice. Let’s call this message m’.

First, Mallory chooses an arbitrary value x and computes y =x° mod n. He can eas-
ily get e; it’s Trent’s public key and must be public to verify his signatures. Then he
computes m = ym’ mod n, and sends m to Trent to sign, Trent returns m“ mod n.
Now Mallory calculates (m? mod njx' mod n, which equals Y mod n and is the sig-

- nature of m”. , '

Actually, Mallory can use several methods to accomplish these same things
[423,458,486]. The weakness they all exploit is that exponentiation preserves the
multiplicative structure of the input. That is:

{xm)? mod n = x‘m¢ mod n
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Scenario 3: Eve wants Alice to sign m;. She generates two messages, m,; and m,,
such that

my = mym, {mod n)
If Eve can get Alice to sign m; and m,, she can calculate my:
m;? = {m,¥ mod nj{m,? mod n)

Moral: Never use RSA to sign a random document presented to you by a stranger.
Always use a one-way hash function first. The ISO 9796 block format prevents this
attack.

Common Modulus Attack on RSA

A possible RSA implementation gives everyone the same 11, but different values
for the exponents e and d. Unfortunately, this doesn’t work. The most obvious prob-
lem is that if the same message is ever encrypted with two different exponents (both
having the same modulus), and those two exponents are relatively prime (which
they generally would be), then the plaintext can be recovered without either of the
decryption exponents [1457].

Let m be the plaintext message. The two encryption keys are e; and e,. The com-
mon modulus is n. The two ciphertext messages are:

¢ =m modn
¢ =m“ modn

The cryptanalyst knows n, ey, e,, ¢, and ¢,. Here’s how he recovers m.
Since e; and e, are relatively prime, the extended Euclidean algorithm can find r
and s, such that

18, + Sey = 1

Assuming r is negative (either r or s has to be, so just call the negative one r, then
the extended Euclidean algorithm can be used again to calculate ¢;. Then

(e )"+ Cf = mmod n

There are two other, more subtle, attacks against this type of system. One attack
uses a probabilistic method for factoring n. The other uses a deterministic algorithm
for calculating someone’s secret key without factoring the modulus. Both attacks
are described in detail in [449].

Moral: Don’t share a common n among a group of users.

Low Encryption Exponent Attack against RSA

RSA encryption and signature verification are faster if you use a low value for e,
but that can also be insecure [704]. If you encrypt efe + 1)/2 linearly dependent mes-
sages with different public keys having the same value of e, there is an attack
against the system. If there are fewer than that many messages, or if the messages
are unrelated, there is no problem. If the messages are identical, then e messages are
enough. The easiest solution is to pad messages with independent random values.
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This also ensures that m* mod n = m*®. Most real-world RSA implementations—PEM
and PGP {see Sections 24.10 and 24.12), for example—do this.

Moral: Pad messages with random values before encrypting them; make sure m is
about the same size as A.

Low Decryption Exponent Attack against RSA

Another attack, this one by Michael Wiener, will recover d, when d is up to one
quarter the size of n and e is less than n [1596], This rarely occurs if e and d are cho-
sen at random, and cannot occur if e has a small value.

Moral: Choose a large value for d.

Lessons Learned

Judith Moore lists several restrictions on the use of RSA, based on the success of
these attacks [1114,1115]:

— Knowledge of one encryption/decryption pair of exponents for a given
modulus enables an attacker to factor the modulus.

— Knowledge of one encryption/decryption pair of exponents for a given
modulus enables an attacker to calculate other encryption/
decryption pairs without having to factor n.

— A common modulus should not be used in a protocol using RSA in a
communications network. {This should be obvious from the previous
two points.)

— Messages should be padded with random values to prevent attacks on
low encryption exponents.

— The decryption exponent should be large.

Remember, it is not enough to have a secure cryptographic algorithm. The entire
cryptosystem must be secure, and the cryptographic protocol must be secure. A fail-
ure in any of those three areas makes the overall system insecure.

Attack on Encrypting and Signing with RSA

It makes sense to sign a message before encrypting it {see Section 2.7}, but not
everyone follows this practice. With RSA, there is an attack against protocols that
encrypt before signing [48].

Alice wants to send a message to Bob. First she encrypts it with Bob’s public key;
then she signs it with her private key. Her encrypted and signed message looks like:

{m®s mod ng)™ mod n,

Here’s how Bob can claim that Alice sent him m’ and not m. Realize that since
Bob knows the factorization of ng {it’s his modulus), he can calculate discrete loga-
rithms with respect to ng. Therefore, all he has to do is to find an x such that

m’™=m mod ny
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Then, if he can publish xe; as his new public exponent and keep n; as his modu-
lus, he can claim that Alice sent him message m’ encrypted in this new exponent.

This is a particularly nasty attack in some circumstances. Note that hash fune-
tions don’t solve the problem. However, forcing a fixed encryption exponent for
every user does.

Standards

RSA is a de facto standard in much of the world. The ISO almost, but not quite,
created an RSA digital-signature standard; RSA is in an information annex to ISO
9796 [762]. The French banking community standardized on RSA [525], as have the
Australians [1498]. The United States currently has no standard for public-key
encryption, because of pressure from the NSA and patent issues. Many U.S, compa-
nies use PKCS (see Section 24.14), written by RSA Data Security, Inc. A draft ANSI
banking standard specifies RSA [61].

Patents

The RSA algorithm is patented in the United States [1330], but not in any other
country. PKP licenses the patent, along with other public-key cryptography patents
{see Section 25.5). The U.S. patent will expire on September 2.0, 2000.

19.4 PoOHLIG-HELLMAN

The Pohlig-Hellman encryption scheme [1253] is similar to RSA. It is not a sym-
metric algorithm, because different keys are used for encryption and decryption. It
is not a public-key scheme, because the keys are easily derivable from each other;
both the encryption and decryption keys must be kept secret.
Like RSA,
C=P*modn
P=C'modn

where
ed = 1 [mod some complicated number]

Unlike RSA, 1 is not defined in terms of two large primes, it must remain part of
the secret key. If someone had e and n, they could calculate d, Without knowledge
of e or d, an adversary would be forced to calculate

¢ = log,C mod n
We have already seen that this is a hard problem.
Patents

The Pohlig-Hellman algorithm is patented in the United States [722] and also in
Canada. PKP licenses the patent, along with other public-key cryptography patents
{see Section 25.5).
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19.5 RaABIN

Rabin’s scheme [1283,1601] gets its security from the difficulty of finding square
roots modulo a composite number. This problem is equivalent to factoring. Here is
one implementation of this scheme,

First choose two primes, p and g, both congruent to 3 mod 4. These primes are the
private key; the product n = pq is the public key.

To encrypt a message, M {M must be less than n), simply compute

C=Mmodn

Decrypting the message is just as easy, but slightly more annoying. Since the
receiver knows p and g, he can solve the two congruences using the Chinesc
remainder theorem. Compute

my = C¥* W modp
my ={p -~ CP* ¥ modp
my=C4* Y mod g
my={q-~C? " mod g

Then choose an integer a = g(g™" mod p) and a integer b = p[p™ mod q). The four
possible solutions are:
M, ={am; + bm,} mod n
Mg = (flml + bm4

)

Jmod n
M; = lam, + bm;l mod n

)

M, = {am, + bm,) mod n

One of those four results, M;, M,, M,, or M, equals M. If the message is English
text, it should be easy to choose the correct M,. On the other hand, if the message is
a random-bit stream ({say, for key generation or a digital signature), there is no way
to determine which M, is correct. One way to solve this problem is to add a known
header to the message before encrypting.

Williams

Hugh Williams redefined Rabin’s schemes to eliminate these shortcomings [1601].
In his scheme, p and g are selected such that

p=3mod8§

g=7mod8
and

N=pq

Also, there is a small integer, S, such that J{S,N) = ~1. (] is the Jacobi symbol-—see
Section 11.3}. N and S are public. The secret key is k, such that

k=1/2+{1/4«[p~1)+(g—-1)+1)
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To encrypt a message M, compute ¢, such that J[M,N) = (-1}, Then, compute M’
= (5% « M} mod N. Like Rabin’s scheme, C = M mod N. And ¢, = M’ mod 2. The final
ciphertext message is the triple:

(C, ¢i, €)
To decrypt C, the receiver computes M” using
CF = +M” (mod N}
The proper sign of M” is given by c,. Finally,
M=(§1~ (-1} + M”") mod N

Williams refined this scheme further in [1603,1604,1605]. Instead of squaring the
plaintext message, cube it. The large primes must be congruent to 1 mod 3; other-
wise the public and private keys are the same. Even better, there is only one unique
decryption for each encryption.

Both Rabin and Williams have an advantage over RSA in that they are provably as
secure as factoring. However, they are completely insecure against a chosen-
ciphertext attack. If you are going to use these schemes in instances where an
attacker can mount this attack (for example, as a digital signature algorithm where
an attacker can choose messages to be signed), be sure to use a one-way hash func-
tion before signing. Rabin suggested another way of defeating this attack: Append a
different random string to each message before hashing and signing. Unfortunately,
once you add a one-way hash function to the system it is no longer provably as
secure as factoring {628], although adding hashing cannot weaken the system in any
practical sense.

Other Rabin variants are [972,909,696,697,1439,989}‘ A two-dimensional variant
is in [866,889].

19.6 ELGAMAL

The ElGamal scheme [518,519] can be used for both digital signatures and encryp-
tion; it gets its sccurity from the difficulty of calculating discrete logarithms in a
finite field.

To generate a key pair, first choose a prime, p, and two random numbers, g and x,
such that both g and x are less than p. Then calculate

y=g*modp

The public key is y, g and p. Both g and p can be shared among a group of users.
The private key is x.

ElGamal Signatures

To sign a message, M, first choose a random number, k, such that k is relatively
prime to p - 1. Then compute

a=gfmodp
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and use the extended Euclidean algorithm to solve for b in the following equation:
M = {xa + kb} mod (p - 1)

The signature is the pair: a and b. The random value, k, must be kept secret.
~ To verify a signature, confirm that

ya® mod p = g mod p

Each ElGamal signature or encryption requires a new value of k, and that value
" must be chosen randomly. If Eve ever recovers a k that Alice used, she can recover
- Alice’s private key, x. If Eve ever gets two messages signed or encrypted using the
same k, even if she doesn’t know what it is, she can recover x,
- This is summarized in Table 19.5.
For example, choose p =11 and g = 2. Choose private key x = 8. Calculate

y=g*mod p = 2° mod 11;3

The publickeyisy=3,g=2, andp=11.
. Toauthenticate M = 5, first choose a random number k = 9. Confirm that ged(9,10)
© = 1. Compute
a=g*modp=2"mod 11 =6 ,,
and use the extended Euclidean algorithm to solve for b:
M ={ax+kb)mod [p - 1)
5={8+6+9 +b)mod 10

The solution is b = 3, and the signature is the pair: ¢ = 6 and b = 3.

Table 19.5
ElGamal Signatures

Public Key:
prime [can be shared among a group of users)
< p {can be shared among a group of users)
=g"mod p

AR Btol

Private Key:
X <p

Signing:
k  choose at random, relatively prime to p— 1
a (signature) = g¢* mod p
b {signature) such that M = (xa + kb) mod {p - 1)

Verifying:
Accept as valid if y°a’ mod p = g" mod p
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To verify a signature, confirm that

y*a’ mod p=g" mod p
3% mod 11 =2° mod 11
A variant of ElGamal for signatures is in [1377]. Thomas Beth invented a variant
of the ElGamal scheme suitable for proofs of identity [146]. There are variants for

password authentication {312}, and for key exchange [773]. And there are thousands
more (see Section 20.4),

ElGamal Encryption
A modification of ElGamal can encrypt messages. To encrypt message M, first
choose a random %, such that k is relatively prime to p ~ 1. Then compute
a=gmodp
b=y*Mmod p
The pair, a and b, is the ciphertext. Note that the ciphertext is twice the size of the

plaintext.
To decrypt a and b, compute

M=b/a*mod p

Since a* = g* (mod p), and b/a* = y*M/a* = g*M/g** = M (mod p), this all works
{see Table 19.6). This is really the same as Diffie-Hellman key exchange (see Section
22.1}, except that y is part of the key, and the encryption is multiplied by y*.

Speed
Table 19.7 gives sample software speeds of ElGamal [918].

Table 19.6
ElGamal Encryption

Public Key:
p prime {can be shared among a group of users)
& <p(can be shared among a group of users)
y =g¢"modp

Private Key:
X <p

Encrypting:
k  choose at random, relatively prime to p - 1.

a {ciphertext) = ¢* mod p
b [ciphertext) = y*M mod p

Decrypting:
M [plaintext) = b/a* mod p
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Patents

ElGamal is unpatented. But, before you g0 ahead and implement the algorithm,
realize that PKP feels that this algorithm is covered under the Diffie-Hellman patent
[718]. However, the Diffie-Hellman patent will expire on April 29, 1997, making
ElGamal the first public-key cryptography algorithm suitable for encryption and
digital signatures unencumbered by patents in the United States. I can hardly wait.

19.7 MCcELUECE

In 1978 Robert McEliece developed a public-key cryptosystem based on algebraic
coding theory [1041]. The algorithm makes use of the existence of a class of error-
correcting codes, known as Goppa codes. His idea was to construct a Goppa code
and disguisc it as a general linear code. There is a fast algorithm for decoding Goppa
codes, but the general problem of finding a code word of a given weight in a linear
binary code is NP-complete. A good description of this algorithm can be found in
[1233]; see also [1562]. Following is just a quick summary.

Let dy{x,y) denote the Hamming distance between x and y. The numbers n, k, and
t are system parameters.

The private key has three parts: 7 is a k * n generator matrix for a Goppa code
that can correct ¢ errors. P is an n + 1 permutation matrix. S is a k « k nonsingular
matrix.

The public key is a k » n matrix G: G = SG'P

Plaintext messages are strings of k bits, in the form of k-element vectors over GE(2).

To encrypt a message, choose a random n-element vector over GF{2), z, with Ham-
ming distance less than or equal to t.

c=mG+z

To decrypt the ciphertext, first compute ¢’ = ¢P'. Then, using the decoding algo-
rithm for the Goppa code, find m” such that du{m’G, ¢’) is less than or equal to ¢.
Finally, compute m = m’S.

In his original paper, McEliece suggested that n = 1024, t =50, and k = 524. These
are the minimum values required for security.

Table 19.7
ElGamal Speeds for Different
Modulus Lengths with a 160-bit
Exponent (on a SPARC II)

512 bits 768 bits 1024 bits

Encrypt 0.33 sec 0.80 sec 1.09 sec
Decrypt 0.24 sec 0.58 sec 0.77 sec
Sign 0.25 sec 0.47 sec 0.63 sec
Verify 1.37 sec 5.12 sec 9.30 sec
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Although the algorithm was one of the first public-key algorithms, and there were
no successful cryptanalytic results against the algorithm, it has never gained wide
acceptance in the cryptographic community. The scheme is two to three orders of
magnitude faster than RSA, but has some problems. The public key is enormous: 2
bits long. The data expansion is large: The ciphertext is twice as long as the plaintext.

Some attempts at cryptanalysis of this system can be found in [8,943,1559,306].
None of these were successful in the general case, although the similarity between
the McEliece algorithm and knapsacks worried some.

In 1991, two Russian cryptographers claimed to have broken the McEliece system
with some parameters [882]. Their paper contained no evidence to substantiate their
claim, and most cryptographers discount the result. Another Russian attack, one
that cannot be used directly against the McEliece system, is in [1447,1448]. Exten-
sions to McEliece can be found in [424,1227,976].

Other Algorithms Based on Linear Error-Correcting Codes

The Niederreiter algorithm [1167] is closely related to the McEliece algorithm, and
assumes that the public key is a random parity-check matrix of an error-correcting
code. The private key is an efficient decoding algorithm for this matrix.

Another algorithm, used for identification and digital signatures, is based on
syndrome decoding [1501]; see [306] for comments, An algorithm based on error-
correcting codes [1621] is insecure [698,33,31,1560,32].

19.8 ELLpTiIc CURVE CRYPTOSYSTEMS

Elliptic curves have been studied for many years and there is an enormous amount
of literature on the subject. In 1985, Neal Koblitz and V. S. Miller independently pro-
posed using them for public-key cryptosystems [867,1095]. They did not invent a
new cryptographic algorithm with elliptic curves over finite fields, but they imple-
mented existing public-key algorithms, like Diffie-Hellman, using elliptic curves.

Elliptic curves are interesting because they provide a way of constructing “ele-
ments” and “rules of combining” that produce groups. These groups have enough
familiar properties to build cryptographic algorithms, but they don’t have certain
properties that may facilitate cryptanalysis. For example, there is no good notion of
“smooth” with elliptic curves. That is, there is no set of small elements in terms of
which a random element has a good chance of being expressed by a simple algo-
rithm. Hence, index calculus discrete logarithm algorithms do not work. See [1095]
for more details.

Elliptic curves over the finite field GF(27) are particularly interesting. The arith-
metic processors for the underlying field are easy to construct and are relatively sim-
ple to implement for 21 in the range of 130 to 200. They have the potential to provide
faster public-key cryptosystems with smaller key sizes. Many public-key algo-
rithms, like Diffie-Hellman, ElGamal, and Schnorr, can be implemented in elliptic
curves over finite fields.

The mathematics here are complex and beyond the scope of this book. Those
interested in this topic are invited to read the two references previously mentioned,
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and the excellent book by Alfred Menezes [1059]. Two analogues of RSA work in

elliptic curves [890,454]. Other papers are [23,119,1062,869, 152,871,892,25,895 353,
1061,26,913,914,915]. Elliptic curve cryptosystems with small key lengths are dis-

cussed in [701]. Next Computer Inc.’s Fast Elliptic Encryption (FEE) algorithm also

uses elliptic curves [388]. FEE has the nice feature that the private key can be any

easy-to-remember string. There are proposed public-key cryptosystems using hyper-
elliptic curves [868,870,1441,1214].

19.9 LUC

Some cryptographers have developed generalizations of RSA that use various per-
mutation polynomials instead of exponentiation. A variation called Kravitz-Reed,
using irreducible binary polynomials [898], is insecure [451,589]. Winfried Miiller
and Wilfried Nobauer use Dickson polynomials [1127,1128,965]. Rudolph Lidl and
~Miiller generalized this approach in [966,1126] (a variant is called the Réidi scheme],
and Nobauer looked at its security in [1172,1173]. (Comments on prime generation
- with Lucas functions are in [969,967,968,598].) Despite all of this prior art, a group
of researchers from New Zealand managed to patent this scheme in 1993, calling it
LUC {1486,521,1487].
The nth Lucas number, V,(P1), is defined as

VH(IJ,I):PVU, ‘(P,l)w Vrz ~2 (Rl)

There's a lot more theory to Lucas numbers; I'm ignoring all of it. A good theoret-
ical treatment of Lucas sequences is in [1307,1308]. A particularly nice description
of the mathematics of LUC is in [1494,708].

- In any case, to generate a public-key/private-key key pair, first choose two large
primes, p and g. Calculate n, the product of p and g. The encryption key, e, is a ran-
. dom number that is relatively primetop -1, g-1,p+ 1, and g + 1.
There are four possible decryption keys,

d=e"'mod (lem{(p+ 1), (g + 1
{ g -1
p~1),lg+1
{ (q-1

)
d=e"' mod {lem({p + 1)
)
d=e' mod {lem{{p - 1), {q -

(

{lem(
d=e¢™ mod (lem|

{lem|

~ where lem is the least common multiple.
The public key is d and n; the private key is e and n. Discard p and q.
To encrypt a message, P {P must be less than nl, calculate

C=V,(E1) {mod n)
And to decrypt;
P=V,P1)(mod n), with the proper d

At best, LUC is no more secure than RSA. And a recent, still-unpublished results
show how to break LUC in at least some implementations. I just don’t trust it.
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19.10 FiNniTE AUTOMATON PUBLIC-KEY CRYPTOSYSTEMS

Chinese cryptographer Tao Reniji has developed a public-key algorithm based on
finite automata [1301,1302,1303,1300,1304,666]. Just as it is hard to factor the prod-
uct of two large primes, it is also hard to factor the composition of two finite
automata. This is especially so if one or both of them is nonlinear.

Much of this research took place in China in the 1980s and was published in Chi-
nese. Renji is starting to write in English. His main result was that certain nonlin-
car automata {the quasilinear automata) possess weak inverses if, and only if, they
have a certain echelon matrix structure. This property disappears if they are com-
posed with another automaton (even a linear one). In the public-key algorithm, the
secret key is an invertible quasilinear automaton and a linear automaton, and the
corresponding public key can be derived by multiplying them out term by term.
Data is encrypted by passing it through the public automaton, and decrypted by
passing it through the inverses of its components (in some cases provided they have
been set to a suitable initial state). This scheme works for both encryption and dig-
ital signatures.

The performance of such systems can be summed up by saying that like McFEliece’s
system, they run much faster than RSA, but require longer keys. The keylength
thought to give similar security to 512-bit RSA is 2792 bits, and to 1024-bit RSA is
4152 bits. For the former case, the system encrypts data at 20,869 bytes/sec and
decrypts data at 17,117 bytes/sec, running on a 33 MHz 80486.

Renji has published three algorithms. The first is FAPKCO. This is a weak system
which uses linear components, and is primarily illustrative. Two serious systems,
FAPKCI and FAPKC2, use one linear and one nonlinear component each. The latter
is more complex, and was developed in order to support identity-based operation.

As for their strength, quite a lot of work has been done on them in China (where
there are now over 30 institutes publishing cryptography and security papers). One
can see from the considerable Chinese language literature that the problem has been
studied.

One possible attraction of FAPKCI and FAPKC2 is that they are not encumbered
by any U.S. patents. Thus, once the Diffie-Hellman patent expires in 1997, they will
unquestionably be in the public domain.
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CHAPTER 20

Public-Key Digital
Signature Algorithms

'20.1 DIGITAL SIGNATURE ALGORITHM (DSA)

In August 1991, The National Institute of Standards and Technology (NIST] pro-
- posed the Digital Signature Algorithm (DSA] for use in their Digital Signature Stan-
dard {DSS). According to the Federal Register [538]:

A Federal Information Processing Standard (FIPS) for Digital Signature Standard
[DSS] is being proposed. This proposed standard specifies a public-key digital sig-
nature algorithm (IDSA] appropriate for Federal digital signature applications. The
proposed DSS uses a public key to verify to a recipient the integrity of data and
identity of the sender of the data. The DSS can also be used by a third party to
ascertain the authenticity of a signature and the data associated with it.

This proposed standard adopts a public-key signature scheme that uses a pair of
: transformations to generate and verify a digital value called a signature.

“And:

This proposed FIPS is the result of evaluating a number of alternative digital sig-
nature techniques. In making the selection NIST has followed the mandate con-
tained in section 2 of the Computer Security Act of 1987 that NIST develop
standards to “. . . assure the cost-effective security and privacy of Federal infor-
mation and, among technologies offering comparable protection, on selecting the
option with the most desirable operating and use characteristics.”

Among the factors that were considered during this process were the level of
security provided, the ease of implementation in both hardware and software, the
ease of export from the U.S., the applicability of patents, impact on national secu-
tity and law enforcement and the level of efficiency in both the signing and veri-
fication functions. A number of techniques were deemed to provide appropriate
protection for Federal systems. The technique selected has the following desirable
characteristics:
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NIST expects it to be available on a royalty-free basis. Broader use of this
technique resulting from public availability should be an economic benefit to
the government and the public.

The technique selected provides for efficient implementation of the signature
operations in smart card applications. In these applications the signing opera-
tions are performed in the computationally modest environment of the smart
card while the verification process is implemented in a more computationally
rich environment such as a personal computer, a hardware cryptographic
module, or 2 mainframe computer,

Before it gets too confusing, let me review the nomenclature: DSA is the algo-
rithm; the DSS is the standard. The standard employs the algorithm. The algorithm
is part of the standard.

Reaction to the Announcement

NIST’s announcement created a maelstrom of criticisms and accusations. Unfor-
tunately, it was more political than academic. RSA Data Security, Inc., purveyors of
the RSA algorithm, led the criticism against DSS. They wanted RSA, and not
another algorithm, used as the standard. RSADSImakes a lot of money licensing the
RSA algorithm, and a royalty-free digital signature standard would directly affect
their bottom line. (Note: DSA is not necessarily free of patent infringements ; 1 dis-
cuss that later.)

Before the algorithm was announced, RSADSI campaigned against a “common
modulus,” which might have given the government the ability to forge signatures.
When the algorithm was announced without this common modulus, they attacked
it on other grounds [154], both in letters to NIST and statements to the press. {Four
letters to NIST appeared in [1326]. When reading them, keep in mind that at least
two of the authors, Rivest and Hellman, had a financial interest in DSS’s not being
approved.)

Many large software companies that already licensed the RSA algorithm came out
against the DSS. In 1982, the government had solicited public-key algorithms for a
standard [537]. After that, there wasn't a peep out of NIST for nine years, Companies
such as IBM, Apple, N ovell, Lotus, Northern Telecom, Microsoft, DEC, and Sun had
already spent large amounts of money implementing the RSA algorithm. They were
not interested in losing their investment.

In all, NIST received 109 comments by the end of the first comment period on
February 28, 1992,

Let’s look at the criticisms against DSA, one by one.

1. DSA cannot be used for encryption or key distribution.
True, but not the point of the standard. This is a signature standard. NIST
should have a standard for public-key encryption. NIST is committing a
grave injustice to the American people by not implementing a public-key
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encryption standard. It is suspicious that this proposed digital signature

standard cannot be used for encryption. [As it turns out, though, it can—see
Section 23.3.] That does not mean that a signature standard is useless.

2. DSA was developed by the NSA, and there may be a trapdoor in the algo-
rithm.

Much of the initial comments were just paranoia: “NIST’s denial of
information with no apparent justification does not inspire confidence in
DSS, but intensifies concern that there is a hidden agenda, such as laying
the groundwork for a national public-key cryptosystem that is in fact vul-
nerable to being broken by NIST and/or NSA” [154]. One serious question
about the security of DSA was raised by Arjen Lenstra and Stuart Haber at
Bellcore. This will be discussed later.

3. DSA is slower than RSA [800].

True, more or less. Signature generation speeds are the same, but signa-
ture verification can be 10 to 40 times slower with DSA. Key generation,
however, is faster. But key generation is irrelevant; a user rarely does it. On
the other hand, signature verification is the most common operation.

The problem with this criticism is that there are many ways to play with
the test parameters, depending on the results you want. Precomputations
can speed up DSA signature generation, but don’t always apply. Proponents
of RSA use numbers optimized to make their calculations easier; propo-
nents of DSA use their own optimizations. In any case, computers are get-
ting faster all the time. While there is a speed difference, it will not be
noticeable in most applications.

4. RSA is a de facto standard.,
Here are two examples of this complaint. From Robert Follett, the pro-
gram director of standards at IBM [570]:

IBM is concerned that NIST has proposed a standard with 2 different
digital signature scheme rather than adopting the international stan-
dard. We have been convinced by users and user organizations that the
international standards using RSA will be a prerequisite to the sales of
security products in the very near future.

From Les Shroyer, vice president and director, corporate MIS and
telecommunications, at Motorola [1444]);

We must have a single, robust, politically-accepted digital signature
standard that is usable throughout the world, between both U.S. and
non-U.S., and Motorola and non-Motorola entities. The lack of other
viable digital signature technology for the last eight years has made
RSA a de facto standard. . . . Motorola and many other compantes . .,
have committed millions of dollars to RSA. We have concern over the
interoperability and support of two different standards, as that situation
will lead to added costs, delays in deployment, and complication. . . .
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6.

Many companies wanted NIST to adopt the ISO 9796, the international
digital signature standard that uses RSA [762]. While this is a valid com-

plaint, it is not a sufficient justification to make it a standard. A royalty-
free standard would better serve the U.S. public interest.

. The DSA selection process was not public; sufficient time for analysis has

not been provided.

First NIST claimed that they designed the DSA; then they admitted that
NSA helped them. Finally, they confirmed that NSA designed the algo-
rithm. This worries many people; the NSA doesn’t inspire trust. Even so,
the algorithm is public and available for analysis; and NIST extended the
time for analysis and comment.

DSA may infringe on other patents.
It may. This will be discussed in the section on patent issues.

. The key size is too small.

This was the only valid criticism of DSS. The original implementation
set the modulus at 512 bits [1149]. Since the algorithm gets its security
from the difficulty of computing discrete logs in that modulus, this wor-
ried most cryptographers. There have since been advances in the problem
of calculating discrete logarithms in a finite field, and 512 bits is too short
for long-term security (see Section 7.2). According to Brian LaMacchia and
Andrew Odlyzko, . .. even 512-bit primes appear to offer only marginal
security . . .” [934]. In response to this criticism, NIST made the key size
variable, from 512 bits to 1024 bits. Not great, but better.

On May 19, 1994, the standard was finally issued [1154]. The issuing statement
said [542]):

This standard is applicable to all Federal departments and agencies for the protec-
tion of unclassified information. . . . This standard shall be used in designing and
implementing public-key based signature schemes which Federal departments
and agencies operate or which are operated for them under contract. Adoption and
use of this standard is available to private and commercial organizations.

Before you run out and implement this standard in yout next product, read the
section on patent issues below.

Description of DSA

DSA is a variant of the Schnorr and ElGamal signature algorithms, and is fully
described in [1154]. The algorithm uses the following parameters:

p=a prime number L bits long, when L ranges from 512 to 1024 and is a
multiple of 64. {In the original standard, the size of p was fixed at 512
bits [1149]. This was the source of much criticism and was changed by
NIST {1154].)
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g = a 160-bit prime factor of p - 1.

g=h""""mod p, where h is any number less than p ~ 1 such that
h'* 4 mod p is greater than 1.

x = a number less than q.

y = g“ mod p.

i "The algorithm also makes use of a one-way hash function: H{m). The standard
“specifies the Secure Hash Algorithm, discussed in Section 18.7.

The first three parameters, p, ¢, and g, are public and can be common across a net-
- work of users. The private key is x; the public key is y.
To sign a message, m;

{1} Alice generates a random number, k, less than q.
(2} Alice generates

r={g"mod p) mod g

s={k" {H{m) + xr}) mod ¢

The parameters r and s are her signature; she sends these to Bob.

(3] Bob verifies the signature by computing

w=s5"mod g

uy = (H{m) » w) mod g

u, = {rw) mod g

v={{g" * y**) mod p) mod ¢

If v =1, then the signature is verified.

Proofs for the mathematical relationships are found in [1154]. Table 20.1 provides
a summary.

Speed Precomputations

Table 20.2 gives sample software speeds of DSA [918].

Real-world implementations of DSA can often be speeded up through precompu-
~ tations. Notice that the value r does not depend on the message. You can create a
string of random k values, and then recompute r values for each of them. You can
~also recompute k! for each of those k values. Then, when a message comes along,
~you can compute s for a given r and k.

- This precomputation speeds up DSA considerably. Table 20.3 is a comparison of

- DSA and RSA computation times for a particular smart card implementation
(1479). |
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Table 20.1
DSA Signatures

Public Key:
512-bit to 1024-bit prime (can be shared among a group of users)
160-bit prime factor of p - 1 {can be shared among a group of users)
= h" =Y mod p, where h is less than p - 1 and A7~ ¢ mod p > 1 {can be shared
among a group of users)

y =g"*mod p (a p-bit number}

09 .y N3

Private Key:
x < (a160-bit number)

Signing:
k  choose at random, less than g
r (signature) = (g mod p) mod ¢
s [signature) = (k! (H{m) + xz}) mod ¢

Verifving:
w = s modgqg
u; = (H{m) + w)mod g
u; = {rw) mod g
v = ((g" * y2) mod p) mod g
If v = r then the signature is verified,

DSA Prime Generation

Lenstra and Haber pointed out that certain moduli are much easier to crack than
others [950]. If someone forced a network to use one of these “cooked” moduli, then
their signatures would be easier to forge. This isn’t a problem for two reasons: These
moduli are easy to detect and they are so rare that the chances of using one when
choosing a modulus randomly are almost negligible—smaller, in fact, than the
chances of accidentally generating a composite number using a probabilistic prime
generation routine.

In [1154] NIST recommended a specific method for generating the two primes, p
and g, where ¢ divides p ~ 1. The prime p is L bits long, between 512 and 1024 bits

Table 20.2
DSA Speeds for Different Modulus Lengths
with a 160-bit Exponent (on a SPARC II)
512 bits 768 bits 1024 bits

Sign 0.20 sec 0.43 sec 0.57 sec
Verify 0.35 sec 0.80 sec 1.27 sec
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Table 20.3
Comparison of RSA and DSA Computation Times
DSA with
G ‘ DSA RSA Commonp, q, g
~ Global Computations Off-card (P) N/A Off-card (P)
Key Generation 14 sec Off-card (S) 4 sec
Precomputation 14 sec N/A 4 sec
. 7Signature .03 sec 15 sec .03 sec
. Verification 16 sec 1.5 sec 10 sec

1-5 sec off-card (P} 1-3 sec off-card (P)
Off-card computations were performed on an 80386 33 MHz, personal computer. (P} indi-

cates public parameters off-card and (S} indicates secret parameters off-card. Both algorithms
use a 512-bit modulus.

long, in some multiple of 64 bits. The prime g is 160 bits long. Let L — 1 =160n + b,
“where L is the length of p, and n and b are two numbers and b is less than 160.

(1) Choose an arbitrary sequence of at least 160 bits and call it S. Let g be the
length of S in bits.

(2) Compute U = SHA(S} & SHA {{S + 1) mod 2¢), where SHA is the Secure
Hash Algorithm {see Section 18.7).

(3) Form g by setting the most significant bit and the least significant bit
of U to 1.

Check whether ¢ is prime.

If g is not prime, go back to step ({1).

Let C=0and N=2.

Fork=0,1,...,n let V,=SHA ((S+ N+ k) mod 2¢)
Let W be the integer

W Vo+ 210V, 4 42108y 4 21900y mod 27

G

and let
X=W+2-"1
Note that X is an L-bit number.
Let p = X — {{(X mod 2q) - 1). Note that p is congruent to 1 mod 24.
If p <21 then go to step {13).
Check whether p is prime.

S N

hS =

H p is prime, go to step {15).
letC=C+land N=N+n+1,

e TAIN
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{14) If C=4096, then go to step (1). Otherwise, £0 to step (7).
{15) Save the value of S and the value of C used to generate p and q.

In [1154], the variable S is called the “seed,” C is called the “counter,” and N the
“offset.”

The point of this exercise is that there is a public means of generating p and g.
For all practical purposes, this method prevents cooked values of p and ¢. If some-
one hands you a p and a g, you might wonder where that person got them. How-
ever, if someone hands you a value for S and C that generated the random p and ¢,
you can go through this routine yourself. Using a one-way hash function, SHA in
the standard, prevents someone from working backwards from a p and ¢ to gener-
ate an § and C.

This security is better than what you get with RSA. In RSA, the prime numbers
are kept secret. Someone could generate a fake prime or one of a special form that
makes factoring easier. Unless you know the private key, you won’t know that.
Here, even if you don’t know a person’s private key, you can confirm that p and ¢
have been generated randomly.

ElGamal Encryption with DSA

There have been allegations that the government likes the DSA because it is only
a digital signature algorithm and can’t be used for encryption. It is, however, possi-
ble to use the DSA function call to do ElGamal encryption.

Assume that the DSA algorithm is implemented with a single function call:

DSAsign (p,q,q,k,x,h,r,s)

You supply the numbers p, g, g, k, x, and b, and the function returns the signature
paramieters: r and s.

To do ElGamal encryption of message m with public key y, choose a random num-
ber, k, and call

DSAsian (p,p,q9,k,0,0,r,5)

The value of r returned is a in the ElGamal scheme., Throw s away. Then, call
DSAsign (p,p,v,k,0,0,r,s)

Rename the value of r to be u; throw s away. Call
DSAsign (p,p,m,1,u,0,r,s)

Throw r away. The value of s returned is b in the ElGamal scheme. You now have
the ciphertext, a and b.

Decryption is just as easy. Using secret key x, and ciphertext messages a and b, call

DSAsign ip,p,a,x,0,0,r,s)
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" The value r is a* mod p. Call that e. Then call

pSAsign (p,p,i,e,b,0,r,s)

The value s is the plaintext message, m.

This method will not work with all implementations of DSA. Some may {ix the
values of p and ¢, or the lengths of some of the other parameters. Still, if the imple-
mentation is general enough, this is a way to encrypt using nothing more than digi-
tal signature function.

RSA Encryption with DSA
RSA encryption is even easier. With a modulus n, message m, and public key ¢, call

DSAsiagn (n,n,m,e,0,0,r,5)

- The value of r returned is the ciphertext.

RSA decryption is the same thing. If d is the private key, then
BSAsign (n,n,m,d,0,0,r,53

returns the plaintext as the value of r.

Security of DSA

At 512-bits, DSA wasn’t strong enough for long-term security. At 1024 bits, it is.
The NSA, in its first public interview on the subject, commented to Joe Aber-
nathy of The Houston Chronicle on allegations about a trapdoor in DSS [363]:

Regarding the alleged trapdoor in the DSS. We find the term trapdoor somewhat
misleading since it implies that the messages sent by the DSS are encrypted and
with access via a trapdoor one could somehow decrypt {read) the message without
the sender’s knowledge

The DSS does not encrypt any data. The real issue is whether the DSS is sus-
ceptible to someone forging a signature and therefore discrediting the entire sys-
tem. We state categorically that the chances of anyone—including NSA-—forging
a signature with the DSS when it is properly used and implemented is infinitesi-
mally small.

Furthermore, the alleged trapdoor vulnerability is true for any public key-based
authentication system, including RSA. To imply somehow that this only affects
the DSS (a popular argument in the press) is totally misleading. The issue is one of
implementation and how one goes about selecting prime numbers. We call your
attention to a recent EUROCRYPT conference which had a panel discussion on the
issue of trapdoors in the DSS. Included on the panel was one of the Bellcore
researchers who initially raised the trapdoor allegation, and our understanding is
that the panel—including the person from Bellcore—concluded that the alleged
trapdoor was not an issue for the DSS. Purthermore, the general consensus
appeared to be that the trapdoor issue was trivial and had been overblown in the
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press. However, to try to respond to the trapdoor allegation, at NIST’s request, we
have designed a prime generation process which will ensure that one can avoid
selection of the relatively few weak primes which could lead to weakness in using
the DSS. Additionally, NIST intends to allow for larger modulus sizes up to 1024
which effectively negates the need to even use the prime generation process to
avoid weak primes. An additional very important point that is often overlooked is
that with the DSS the primes are public and therefore can be subject to public
examination. Not all public key systems provide for this same type of examination.
The integrity of any information security system requires attention to proper
implementation. With the myriad of vulnerabilities possible given the differences
among users, NSA has traditionally insisted on centralized trusted centers as a way
to minimize risk to the system. While we have designed technical modifications to
the DSS to meet NIST’s requests for a more decentralized approach, we still would
emphasize that portion of the Federal Register notice for the DSS which states:

“While it is the intent of this standard to specify general security require-
ments for generating digital signatures, conformance to this standard does
not assure that a particular implementation is secure. The responsible
authority in each agency or department shall assure that an overall imple-
mentation provides an acceptable level of security. NIST will be working
with government users to ensure appropriate implementations.”

Finally, we have read all the arguments purporting insecurities with the DSS,
and we remain unconvinced of their validity. The DSS has been subjected to
intense evaluation within NSA which led to its being endorsed by our Director of
Information Systems Security for use in signing unclassified data processed in
certain intelligence systems and even for signing classified data in selected sys-
tems. We believe that this approval speaks to the lack of any credible attack on
the integrity provided by the DSS given proper use and implementation. Based on
the technical and security requirements of the U.S. government for digital signa-
tures, we believe the DSS is the hest choice. In fact, the DSS is being used in a
pilot project for the Defense Message System to assure the authenticity of elec-
tronic messages of vital command and control information. This initial demon-
stration includes participation from the Joint Chiefs of Staff, the military
services, and Defense Agencies and is being done in cooperation with NIST,

I'm not going to comment on the trustworthiness of the NSA. Take their com-
ments for what you think they’re worth.,

Attacks against k

Each signature requires a new value of k, and that value must be chosen ran-
domly. If Eve ever recovers a k that Alice used to sign a message, perhaps by exploit-
ing some properties of the random-number generator that generated k, she can
recover Alice’s private key, x. If Eve ever gets two messages signed using the same
k, even if she doesn’t know what it is, she can recover x. And with x, Eve can gen-
crate undetectable forgeries of Alice’s signature. In any implementation of the DSA,
a good random-number generator is essential to the system's security [1468]
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. - Dangers of a Common Modulus

Even though the DSS does not specify a common modulus to be shared by every-
one, different implementations may. For example, the Internal Revenue Service is
considering using the DSS for the electronic submission of tax returns. What if they
require every taxpayer in the country to use a common p and g? Even though the

- gtandard doesn’t require a common modulus, such an implementation accom-
- plishes the same thing. A common modulus too easily becomes a tempting target
“for cryptanalysis. It is still too early to tell much about different DSS implementa-
“tions, but there is some cause for concern.

Subliminal Channel in DSA

. Gus Simmons discovered a subliminal channel in DSA [1468,1469] {see Section
~23.3). This subliminal channel allows someone to embed a secret message in his sig-
nature that can only be read by another person who knows the key. According to
- Simmons, it is a “remarkable coincidence” that the “apparently inherent short-
comings of subliminal channels using the ElGamal scheme can all be overcome” in
the DSS, and that the DSS “provides the most hospitable setting for subliminal
~communications discovered to date.” NIST and NSA have not commented on this
subliminal channel; no one knows if they even knew about it. Since this subliminal
~channel allows an unscrupulous implementer of DSS to leak a piece of the private
. key with cach signature, it is important to never use an implementation of DSS if
you don’t trust the implementer.

Patents

David Kravitz, formerly of the NSA, holds a patent on DSA [897]. According to
NIST [538]:

NIST intends to make this DSS technique available world-wide on a royalty-free
basis to the public interest, We believe this technique is patentable and that no
other patents would apply to the DSS, but we cannot give firm assurances to such
effect in advance of issuance of the patent.

~ Even so, three patent holders claim that the DSA infringes on their patents:
Diffie-Hellman (see Section 22.1) [718], Merkle-Hellman (see Section 19.2) [720],
and Schnorr (see Section 21.3) [1398]. The Schnorr patent is the most troublesome.
. The other two patents expire in 1997; the Schnorr patent is valid until 2008. The
Schnorr algorithm was not developed with government money; unlike the PKP
‘patents, the U.S. government has no rights to the Schnorr patent; and Schnorr
- patented his algorithm worldwide. Even if the U.S. courts rule in favor of DSA, it is
unclear what other courts around the world would do. Is an international company
going to adopt a standard that may be legal in some countries but infringes on a
~ patent in others? This issue will take time to resolve; at the time of this writing it
isn't even resolved in the United States.
InJune 1993 NIST proposed to give PKP an exclusive patent license to DSA [541].
The agreement fell through after public outcry and the standard was issued without
any deal. NIST said [542]:
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... NIST has addressed the possible patent infringement claims, and has con-
cluded that there are no valid claims.

So the standard is official, lawsuits are threatened, and no one knows what to do.
NIST has said that it would help defend people sued for patent infringement, if they
were using DSA to satisfy a government contract. Everyone else, it seems, is on
their own. ANSI has a draft banking standard that uses DSA [60]. NIST is working
to standardize DSA within the government. Shell Qil has made DSA their interna-
tional standard. I know of no other proposed DSA standards.

20.2 DSA VARIANTS

This variant makes computation easier on the signer by not forcing him to complute
k7 [1135]. All the parameters are as in DSA. To sign a message, m, Alice generates
two random numbers, k and d, both less than ¢. The signature is

r={g* mod p) mod q
s ={H{m)+xz) » dmod ¢
t=kd mod g

Bob verifies the signature by computing
w=t/s mod g
u, = (H{m) * w) mod g
u, = {rw) mod g

If r={(g"1 » y*2) mod p) mod ¢, then the signature is verified.
This next variant makes computation easier on the verifier [1040,1629]. All the

parameters are as in DSA. To sign a message, m, Alice generates a random number,
k, less than ¢. The signature is

r={g"* mod p) mod ¢
s=k = (H(m)+xr)" mod q

Bob verifies the signature by computing

u, = (H{m) » s) mod ¢
1y = (s} mod g

Ifr={{g" » y2) mod p) mod ¢, then the signature is verified.

Another DSA variant allows for batch verification; Bob can verify signatures in
batches [1135]. If they are all valid, he is done. If one isn’t valid, then he still has to
find it. Unfortunately, it is not secure; either the signer or the verifier can easily cre-
ate a set of bogus signatures that satisfy the batch criteria [974].

There is also a variant for DSA prime generation, one that embeds q and the
parameters used to generate the primes within p. Whether this scheme reduces
the security of DSA is still unknown.
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1} Choose an arbitrary sequence of at least 160 bits and call it S. Let g be the
length of § in bits.

Compute U = SHA[S} @ SHA {(S + 1) mod 2#), where SHA is the Secure
Hash Algorithm {see Section 18.7).

(3] Form g by setting the most significant bit and the least significant bit of
Jto 1.

Check whether g is prime.
Let p be the concatenation of ¢, S, C, and SHA(S). C is set to 32 zero bits.

i}

e

QN

p=p-|{pmodqg)+1.

J
)
J
7) p=p+gq.
J
J
)

o0

If the Cin p is 0 x 7§ftffff, go to step (1).
9] Check whether p is prime.

(10

(
(
(
(
(
{

If p is composite, go to step (7).

‘ -~ The neat thing about this variant is that you don’t have to store the values of C
and S used to generate p and g; they are embedded within p. For applications with-
out a whole lot of memory, like smart cards, this can be a big deal.

20.3 GOST DIGITAL SIGNATURE ALGORITHM

This is a Russian digital signature standard, officially called GOST R 34.10-94 [656].
The algorithm is very similar to DSA, and uses the following parameters

p = a prime number, either between 509 and 512 bits long,
or between 1020 and 1024 bits long.
q = a 254- to 256-bit prime factor of p - 1.
a = any number less than p - 1 such that a¢? mod p = 1.
x = a number less than gq.
y = a* mod p.
The algorithm also makes use of a one-way hash function: H{x]. The standard
- specifies GOST R 34.11-94 (see Section 18.11), a function based on the GOST sym-
- metric algorithm (see Section 14.1) [657].
The first three parameters, p, g, and g, are public and can be common across a net-
work of users. The private key is x; the public key is y.
"+ To sign a message, m

(1) Alice generates a random number, k, less than g
(2) Alice generates

r={(a* mod p) mod g

§={xr+ k{H{m))) mod g
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If Him) mod g = 0, then set it equal to 1. If r = 0, then choose another k and
start again. The signature is two numbers: 7 mod 22 and s mod 22%. She
sends these to Bob.

{3} Bob verifics the signature by computing

v=H{m)?" ?mod ¢
zy={sv)mod g
zy={lg~1}* v/mod g
u={{a*! » y2) mod p) mod ¢

If u =z, then the signature is verified.

The difference between this scheme and DSA is that with DSA s = (xr+ k™'{H|{m)))
mod g, which leads to a different verification equation. Curious, though, is that g is
256 bits. Most Western cryptographers seem satisfied with a q of around 160 bits.
Perhaps this is just a reflection of the Russian tendency to play it ultrasafe.

The standard has been in use since the beginning of 1995, and is not classified “for
special use”—whatever that means.

20.4 DiSCRETE LOGARITHM SIGNATURE SCHEMES

ElGamal, Schnorr (see Section 21.3), and DSA signature schemes are very similar. In
fact, they are just three examples of a general digital signature scheme based on the
Discrete Logarithm Problem. Along with thousands of other signature schemes,
they are part of the same family [740, 741,699,1184].

Choose p, a large prime number, and g, either p — 1 or a large prime factor of p-
1. Then choose g, a number between 1 and psuch that g7 =1 (mod p). All these num-
bers are public, and can be common to a group of users. The private key is x, less
than g. The public key is y = g* mod q.

To sign a message, m, first choose a random k less than and relatively prime to ¢.
If g is also prime, any k less than ¢ works. First compute

r=g"modp
The generalized signature equation now becomes
ak =b+ cxmod g

The coefficients g, b, and ¢ can be any of a variety of things. Each line in Table 20.4
gives six possibilities.
To verify the signature, the receiver must confirm that

=g mod p

This is called the verification equation.
Table 20.5 lists the signature and verifications possible from just the first line of
potential values for g, b, and ¢, ignoring the effects of the +.
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Table 20.4
Possible Permutations
~_ofa, b, and ¢ (r' = r mod q)

d ts m
L arm e 1
ivm tms 1
o ¥mr +r's 1
' +ms +r's 1

o That’s six different signature schemes. Adding the negative signs brings the total

o to 24. Using the other possible values listed for a, b, and ¢ brings the total to 120.

ElGamal [518,519] and DSA [1 154] are essentially based on equation {4). Other
schemes are based on equation (2)[24,1629]. Schnorr [1396, 1397]is closely related to

~ equation (5, as is another scheme [1183]. And equation (1) can be modified to yield

“the scheme proposed in [1630]. The rest of the equations are new.
- There’s more. You can make any of these schemes more DSA-like by defining r as
r={g¥mod p) mod ¢
- Keep the same signature equation and make the verification equation

m =a'bmod g

w=a"'cmod g

r={g"y" mod p) mod g

{r mod g)* = gy mod p
- There are two other possibilities along these lines [740,741]; you can do this with
each of the 120 schemes, bringing the total to 480 discrete-logarithm-based digital
signature schemes.

But wait—there’s more. Additional generalizations and variations can generate

more than 13,000 variants {not all of them terribly efficient) [740,741].
One of the nice things about using RSA for digital signatures is a features called

_message recovery. When you verify an RSA signature you compute m. Then you

compare the computed m with the message and see if the signature is valid for that

Table 20.5
Discrete Logarithm Signature Schemes
- Signature Equation Verification Equation

(1) 7’k = s+ mx mod g r=g'y" mod p
(2)r'k =m +sx mod ¢ = g™y mod p

{3) sk=1"+mx mod g r'=g¢y" modp

(4) sk =m+ rx mod g r*=g"y " mod p

5| mk =5+ r'xmod g " =gy mod p

)

(
(

6] mk =1 +sxmod ¢ = g"v* mod p
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message. With the previous schemes, you can’t recover m when you compute the
signature; you need a candidate m that you use in a verification equation. Well, as it
turns out it is possible to construct a message recovery variant for all the above sig-
nature schemes.

To sign, first compute

r=mg" mod p

and replace m by 1 in the signature equation. Then you can teconstruct the verifi-
cation equation such that m can be computed directly.
You can do the same with the DSA-like schemes:

r=(mg* mod p) mod ¢

All the variants are equally secure, so it makes sense to choose a scheme that is
casy to compute with. The requirement to compute inverses slows most of these
schemes. As it turns out, a scheme in this pile allows computing both the signature
equation and the verification equation without inverses and also gives message
recovery. It is called the p-NEW scheme [1184].

r=mg*

mod p
s=k-rxmod g

And m is recovered {and the signature verified] by
m=g'y'rmod p

Some variants sign two and three message blocks at the same time [740]; other
variants can be used for blind signatures [741].

This is a remarkable piece of research. All of the various discrete-logarithm-based
digital signature schemes have been put in one coherent framework. In my opinion
this finally puts to rest any patent dispute between Schnorr [1398] and DSA [897]:
DSA is not a derivative of Schnorr, nor even of ElGamal. All three are examples of
this general construction, and this general construction is unpatented.

20.5 ONG-SCHNORR-SHAMIR

This signature scheme uses polynomials modulo n [1219,1220]. Choose a large inte-
ger n (you need not know the factorization of n). Then choose a random integer, k,

such that k and n are relatively prime. Calculate h such that

h=-k?mod n=~k" modn

The public key is h and n; k is the private key,
To sign a message, M, first generate a random number, r, such that r and n are rel-
atively prime. Then calculate:
Si=1/2 « {M/r+r) mod n
Sy =k/2 + (M/r—1r)mod n
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The pair, S, and §,, is the signature.
To verify a signature, confirm that

S*+h * S = M (mod n)

~ The version of the scheme described here is based on quadratic polynomials.
" When it was first proposed in [121 7], a $100 reward was offered for successful crypt-
~analysis. It was proved insecure [1255,18], but its authors were not deterred. They
- proposed a modification of the algorithm based on cubic polynomials, which is also

insecure [1255]. The authors then proposed a quartic version, which was also broken
{524,1255]. A variant which fixes these problems is in {1134].

-20.6 ESIGN

~ESIGN is a digital signature scheme from NTT Japan {1205,583]. It is touted as being
at least as secure and considerably faster than either RSA or DSA, with similar key
and signature lengths.
The private key is a pair of large prime numbers, p and ¢. The public key is n, when
n=piq
H is a hash function that operates on a message, m, such that H{m) is between 0
cand n - 1. There is also a security parameter, k, which will be discussed shortly.

(1] Alice picks a random number x, where x is less than pq.
(2] Alice computes:
w, the least integer that is larger than or equal to
(H{m) - x* mod n)/pq
s =x+ {(w/kx* ') mod plpg

{31 Alice sends s to Bob.

(4] To verify the signature, Bob computes s* mod n. He also computes @, which
is the least integer larger than or equal to two times the number of bits of
n divided by 3. If H(m) is less than or equal to s* mod n, and if s* mod n is
less than H(m) + 27 then the signature is considered valid.

~ This algorithm works faster with precomputation. This precomputation can be
done at any time and has nothing to do with the message being signed. After pick-
ing x, Alice could break step (2} into two partial steps. The first can be precomputed.

{2a) Alice computes;

u=x"modn
v=1/{kx* ") mod p
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(2b) Alice computes:

w = the least integer that is larger than or equal to
(H[m] - u)/pq)
s=x+{wv mod plpg

For the size of numbers generally used, this precomputation speeds up the signa-
ture process by a factor of 10. Almost all the hard work is done in the precomputa-
tion stage. A discussion of modular arithmetic operations to speed ESIGN can he
found in [1625,1624]. This algorithm can also be extended to work with elliptic
curves [1206].

Security of ESIGN

When this algorithm was originally proposed, k was set to 2 [1215]. This was
quickly broken by Ernie Brickell and John DeLaurentis [261], who then extended
their attack to k = 3. A modified version of this algorithm [1203] was broken by
Shamir [1204]. The variant proposed in [1204] was broken in [1553]. ESIGN is the
current incarnation of this family of algorithms. Another new attack [963] does not
work against ESIGN,

The authors currently recommend these values for k: 8, 16, 32, 64, 128, 256, 512,
and 1024. They also recommend that p and g each be of at least 192 bits, making n
at least 576 bits long. (I think n should be twice that length.) With these parameters,
the authors conjecture that ESIGN is as secure as RSA or Rabin. And their analysis
shows favorable speed comparison to RSA, ElGamal, and DSA [582].

Patents

ESIGN is patented in the United States [1208], Canada, England, France, Germany,
and Ttaly. Anyone who wishes to license the algorithm should contact Intellectual
Property Department, NTT, 1-6 Uchisaiwai-cho, 1-chome, Chiyada-ku, 100 Japan.

20.7 CELLULAR AUTOMATA

A new and novel idea, studied by Papua Guam [665], is the use of cellular automata
in public-key cryptosystems. This system is still far too new and has not been stud-
ied extensively, but a preliminary examination suggests that it may have a crypto-
graphic weakness similar to one seen in other cases [562]. Still, this is a promising
area of research. Cellular automata have the property that, even if they are invertible,
it is impossible to calculate the predecessor of an arbitrary state by reversing the rule
for finding the successor. This sounds a whole lot like a trapdoor one-way function.

20.8 OTHER PuBLIC-KEY ALGORITHMS

Many other public-key algorithms have been proposed and broken over the years.
The Matsumoto-Tmai algorithm [1021] was broken in [450]. The Cade algorithm
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 was first proposed in 1985, broken in 1986 {774]), and then strengthened in the same
 year [286]. In addition to these attacks, there are general attacks for decomposing
 polynomials over finite fields [605]. Any algorithm that gets its security from the
_composition of polynomials over a finite ficld should be looked upon with skepti-
~ cism, if not outright suspicion.
The Yagisawa algorithm combines exponentiation mod p with arithmetijc mod p
.y [1623]; it was broken in [256]. Another public-key algorithm, Tsujii-Kurosawa-
 Itoh-Fujioka-Matsumoto [1548] is insecure [948]. A third system, Luccio-Mazzone
 [993], is insecure |71 7]. A signature scheme based on birational permutations [1425]
_ was broken the day after it was presented [381]. Tatsuaki Okamoto has several sig-
“ pature schemes: one is provably as secure as the Discrete Logarithm Problem, and
another is provably as secure as the Discrete Logarithm Problem and the Factoring
Problem [1206]. Similar schemes are in [709].
Gustavus Simmons suggested J-algebras as a basis for public-key algorithms
[1455,145]. This idea was abandoned after efficient methods for factoring polynomi-
als were invented [951], Special polynomial semigroups have also been studied
- [1619,962], but so far nothing has come of it. Harald Niederreiter proposed a public-
- key algorithm based on shift-register sequences [1166]. Another is based on Lyndon
~words [1476] and another on propositional calculus [817]. And a recent public-key
algorithm gets its security from the matrix cover problem [82]. Tatsuaki Okamoto
. and Kazuo Ohta compare a number of digital signature schemes in [1212].
. Prospects for creating radically new and different public-key cryptography algo-
- rithms seem dim. In 1988 Whitfield Diffie noted that most public-key algorithms
are based on one of three hard problems [492,494);

L. Knapsack: Given a set of unique numbers, find a subset whose sum is N
2. Discrete logarithm: If Pisaprime and g and M are integers, find x such that

g = M [mod p).
3. Factoring: If N is the product of two primes, either
a] factor N,
b

} given integers M and C, find 4 such that M = C {mod N,
¢} given integers e and C, find M such that M* = {mod N}, or
J

given an integer x, decide whether there exists an integer y such that
x =y’ {mod NJ.

jo

According to Diffie [492,494), the Discrete Logarithm Problem was suggested by J.
Gill, the Factoring Problem by Knuth, and the knapsack problem by Diffie himself.
This narrowness in the mathematical foundations of public-key cryptography is
worrisome. A breakthrough in either the problem of factoring or of calculating dis-
. crete logarithms could render whole classes of public-key algorithms insecure.
Diffie points out [492,494] that this risk is mitigated by two factors:

L. The operations on which public key cryptography currently depends—mul-
tiplying, exponentiating, and factoring—are all fundamental arithmetic phenom-
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ena. They have been the subject of intense mathematical scrutiny for centuries
and the increased attention that has resulted from their use in public key cryp-
tosystems has on balance enhanced rather than diminished our confidence.

2. Our ability to carry out large arithmetic computations has grown steadily
and now permits us to implement our systems with numbers sufficient in size to
be vulnerable only to a dramatic breakthrough in factoring, logarithms, or root
extraction.

As we have seen, not all public-key algorithms based on these problems are secure.
The strength of any public-key algorithm depends on more than the computational
complexity of the problem upon which it is based; a hard problem does not necessar-
ily imply a strong algorithm. Adi Shamir listed three reasons why this is so [1415]:

1. Complexity theory usually deals with single isolated instances of a problem.
A cryptanalyst often has a large collection of statistically related problems to
solve—several ciphertexts encrypted with the same key.

2. The computational complexity of a problem is typically measured by its
worst-case or average-case behavior. To be useful as a cipher, the problem must be
hard to solve in almost all cases.

3. An arbitrarily difficult problem cannot necessarily be transformed into a
cryptosystem, and it must be possible to insert trapdoor information into the
problem so that a shortcut solution is possible with this information and only
with this information.
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CHAPTER 21

 Identification Schemes

= 21.1 FEIGE-FIAT-SHAMIR

““Amos Fiat’s and Adi Shamir’s authentication and digital signature scheme is dis-
~cussed in [566,567]. Uriel Peige, Fiat, and Shamir modified the algorithm to a zero-
_knowledge proof of identity [544,545]. This is the best-known zero-knowledge proof
of identity.

- On July 9, 1986 the three authors submitted a U.S. patent application {1427].
““Because of its potential military applications, the application was reviewed by the
military. Occasionally the Patent Office responds not with a patent, but with some-
. thing called a secrecy order. On January 6, 1987, three days before the end of their
. six-month period, the Patent Office imposed that order at the request of the Army.
They stated that “. .. the disclosure or publication of the subject matter . . . would
be detrimental to the national security. . . .” The authors were ordered to notify all
Americans to whom the research had been disclosed that unauthorized disclosure
could lead to two years’ imprisonment, a $10,000 fine, or both. Furthermore, the
- authors had to inform the Commissioner of Patents and Trademarks of all foreign
citizens to whom the information had been disclosed.

This was ludicrous. All through the second half of 1986, the authors had pre-
sented the work at conferences throughout Israel, Europe, and the United States.
The authors weren’t even American citizens, and all the work had been done at the
Weizmann Institute in Israel.

Word spread through the academic community and the press. Within two days the
secrecy order was rescinded; Shamir and others believe that the NSA pulled strings
to rescind the order, although they officially had no comment. Further details of this
bizarre story are in [936].

Simplified Feige-Fiat-Shamir Identification Scheme

Before issuing any private keys, the arbitrator chooses a random modulus, n,
which is the product of two large primes. In real life, n should be at least 512 bits
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long and probably closer to 1024 bits. This n can be shared among a group of
provers. {Choosing a Blum integer makes computation easier, but it is not required
for security.)

To generate Peggy’s public and private keys, a trusted arbitrator chooses a num-
ber, v, where v is a quadratic residue mod n. In other words, choose v such that x* =
v {mod n} has a solution and v"! mod n exists. This v is Peggy’s public key. Then cal-
culate the smallest s for which s = sqrt (v"'} {(mod n). This is Peggy’s private key.

The identification protocol can now proceed.

(1) Peggy picks a random 7, where r is less then n. She then computes x =
7> mod n, and sends x to Victor.

(2] Victor sends Peggy a random bit, b.

(3] If b=0, then Peggy sends Victor 7. If b = 1, then Peggy sends Victor y=r+*s
mod n.

(4} It b =0, Victor verifies that x = > mod n, proving that Peggy knows sqrt

{x}.If b=1, Victor verifies that x =y » vmod 1, proving that Peggy knows

sqrt [vih

This is a single round-—called an accreditation—of the protocol. Peggy and Victor
repeat this protocol ¢ times, until Victor is convinced that Peggy knows s. It’s a cut-
and-choose protocol. If Peggy doesn’t know s, she can pick r such that she can fool
Victor if he sends her a 0, or she can pick r such that she can fool Victor if he sends
her a 1. She can’t do both. The odds of her fooling Victor once are 50 percent. The
odds of her fooling him ¢ times are 1 in 2%

Another way for Victor to attack the protocol would be trying to impersonate
Peggy. He could initiate the protocol with another verifier, Valerie. In step (1],
instead of choosing a random r, he would just reuse an old r that he saw Peggy use.
However, the odds of Valerie choosing the same value for b in step {2} that Victor did
in the protocol with Peggy are 1 in 2. So, the odds of his fooling Valerie are 50 per-
cent. The odds of his fooling her ¢ times are 1 in 2°.

For this to work, Peggy must not reuse an r, ever. If she did, and Victor sent Peggy
the other random bit in step (2}, then he would have both of Peggy’s responses. Then,
from even one of these, he can calculate s and it’s all over for Peggy.

Feige-Fiat-Shamir Identification Scheme

In their papers [544,545], Feige, Fiat and Shamir show how parallel construction
can increase the number of accreditations per round and reduce Peggy and Victor’s
interactions.

First generate 1 as in the previous example, the product of two large primes. To
gencerate Peggy’s public and private keys, first choose k different numbers: vy,
V2, ..., Vi, where each v, is a quadratic residue mod n. In other words, choose v, such
that x* = v, mod n has a solution and v, mod n exists. This string, vy, v, ..., Vi i8
the public key. Then calculate the smallest s, such that s; = sqrt (v;!} mod n. This
String, sy, 8y, . . ., Sy, is the private key.
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And the protocol is:

{1} Peggy picks a random 7, when r is less than n. She then computes x = 7> mod
1, and sends x to Vietor,

(2] Victor sends Peggy a random binary string k-bits long: by, b,, . . ., b,.

(3) Peggy computes y =71 + {s;"1 = 5,2 + .+ gP) mod n. {She multiplies
together whichever values of s; that correspond to b, = 1. If Victor’s first bit
is a 1, then s, is part of the product; if Victor’s first bit is a 0, then s, is not
part of the product, and so on.) She sends y to Victor.

(4] Victor verifies that x = y* + {v)"t «+ v)?2 « | . + v;”) mod n. (He multiplies
together the values of s; based on the random binary string. If his first bit is

a 1, then s, is part of the product; if his first bit is a 0, then s, is not part of
the product, and so on.)

_ Peggy and Victor repeat this protocol ¢ times, until Victor is convinced that Peggy
knows 8y, Sy, .. ., Spe
The chance that Peggy can fool Victor is 1 in 2. The authors recommend a 1 in
9% chance of a cheater fooling Victor and suggest that k =5 and ¢ = 4. If you are more
_ paranoid, increase these numbers.

“An Example

" Let’s look at this protocol in action with small numbers.

If n =35 (the two primes are 5 and 7}, then the possible quadratic residues are:
1: x* = 1 {mod 35) has the solutions: x =1, 6, 29, or 34.

4: x* = 4 {mod 35} has the solutions: x =2, 12, 23, or 33.

9: x* = 9 {mod 35} has the solutions: x=23, 17, 18, or 32.

11: x* = 11 {mod 35) has the solutions: x =9, 16, 19, or 26.
14: x* = 14 {mod 35} has the solutions: x = 7 or 28.
15: x* = 15 {mod 35} has the solutions: x = 15 or 20. ,
16: x* = 16 {mod 35} has the solutions: x =4, 11, 24, or 31.
21: x* = 21 (mod 35) has the solutions: x = 14 or 21. |
25; X2 25 {mod 35) has the solutions: x = 5 or 30.
29: x* = 29 (mod 35) has the solutions: x =8, 13, 22 or 27.
}

30: x* = 30 {mod 35} has the solutions: x = 10 or 25.

- The inverses (mod 35} and their square roots are:

v v 8 = sqrt (v
1 1 1
4 9 3
9 4 2
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11 16 4
16 11 9
29 29 8

Note that 14, 15, 21, 25, and 30 do not have inverses mod 35, because they are
not relatively prime to 35. This makes sense, because there should be {5~ 1} =
{7 — 1)/4 quadratic residues mod 35 relatively prime to 35: That is ged(x,35) = 1
[see Section 11.3}.

So, Peggy gets the public key consisting of k = 4 values: {4,11,16,29}. The corre-
sponding private key is {3,4,9,8}. Here’s one round of the protocol.

(1) Peggy chooses a random r = 16, computes 16 mod 35 = 11, and sends it to
Victor.

{2} Victor sends Peggy a random binary string {1,1,0,1}.
(3] Peggy computes 16 + [(3') * (4!) » (99 + (8!} mod 35 =31 and sends it to Victor.
{4) Victor verifies that 31% « ((41) « {11}) « (16°) « (29') mod 35 =11.

Peggy and Victor repeat the protocol ¢ times, each time with a different random A
until Victor is satisfied.

With small values like these, there’s no real security. But when n is 512 bits long
or more, Victor cannot learn anything about Peggy’s secret key except the fact that
she knows it.

Enhancements

It is possible to embed identification information into the protocol. Assume that
I'is a binary string representing Peggy’s identification: her name, address, social
security number, hat size, preferred brand of soft drink, and other personal informa-
tion. Use a one-way hash function H{x) to compute H(Ij), where 7 is a small number
concatenated onto 1. Find a set of js where H(1j} is a quadratic residue mod z. These
H(Lj)s become vy, v, . .., vi (the js need not be quadratic residues). Peggy’s public
key is now I and the list of js. She sends I and the list of js to Victor before step (1)
of the protocol (or perhaps Victor downloads them from a public bulletin board
someplace), and Victor generates vy, v,, . . ., vi from H(Lj}.

Now, after Victor successfully completes the protocol with Peggy, he is assured
that Trent, who knows the factorization of the modulus, has certified the associa-
tion between I and Peggy by giving her the square roots of the v; derived from I. (See
Section 5.2 for background information.)

Feige, Fiat, and Shamir include the following implementation remarks [544,545}:

For nonperfect hash functions, it may be advisable to randomize I by concatenat-
ing it with a long random string, R. This string is chosen by the arbitrator and is
revealed to Victor along with I.

In typical implementations, k should be between 1 and 18. Larger values of k can
reduce the time and communication complexity by reducing the number of rounds.
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The value i should be at least 512 bits long. (Of course, there has been consid-

erable progress in factoring since then.)
~ If each user chooses his own n and publishes it in a public key file, they can dis-
pense with the arbitrator. However, this RSA-like variant makes the scheme con-

siderably less convenient.

Fiat-Shamir Signature Scheme

- Turning this identification scheme into a signature scheme is basically a matter

of turning Victor into a hash function. The primary benefit of the Fiat-Shamir digi-

 tal signature scheme over RSA is speed: Fiat-Shamir requires only 1 percent to 4 per-

cent of the modular multiplications of RSA. For this protocol, we'll bring back Alice
~and Bob.

. The setup is the same as the identification scheme. Choose 1 to be the product of

L ~two large primes. Generate the public key, v, vy, .. ., vi, and the private key, s,
8,..., S such that s, = sqrt (vi'') mod n.
(1) Alice picks t random integers between 1 and n: Iy, by ..., I, and computes
X1, X2, - . ., X, such that x, = r? mod n.

{2) Alice hashes the concatenation of the message and the string of x;s to gen-
erate a bit stream: Him, x,, x,, . . ., x,]. She uses the first k ~ t bits of this
string as values of b;, where 1 goes from 1 to ¢, and j goes from 1 to k.

{3) Alice computes y,, y,, ..., v, where

Vi=r;* (Slbil * Szb;‘l * Skbik) mod n

(For each 1, she multiplies together the values of the s;based on the random
b, ;values. If b, ; is a 1, then s, is multiplied; if b, | is a 0, then s, is not
multiplied.)

[4] Alice sends Bob m, all the bit values of b, » and all the values of y,. He
already has Alice’s public key: vy, v,, . . . , v,

{5) Bob computes zj, z,, . . ., z, where
Zi= yj2 * (V}bﬂ * V}_biz L kaﬂ() mod n

(Again, Bob multiplies based on the b, , values.} Also note that z, should be
equal to x,.

(6) Bob verifies that the first k * ¢ bits of Him, z,, z,, . . ., z,) are the b, ; valueés
that Alice sent him.

- As with the identification scheme, the security of this signature scheme is pro-
~bortional to 1/2* It also depends on the difficulty of factoring n. Fiat and Shamir
- pointed out that forging a signature is easier when the complexity of factoring n is
- considerably lower than 2%, And, because of birthday-type attacks [see Section 18.1 ),
they recommend that k » ¢ be increased from 20 to at least 72. They suggest k = 9
andt =8, ' '
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Improved Fiat-Shamir Signature Scheme

Silvio Micali and Adi Shamir improved the Fiat-Shamir protocol in [1088]. They
chose vy, vy, . . ., Vi to be the first k prime numbers. So

vi=2, v,=3, v; =5, and so on.

This is the public key.
The private key, sy, 83, . . ., Sx is a random square root, determined by

s;=sqrt {vi'Y) mod n

In this version, every person must have a different n. The modification makes it
easier to verify signatures. The time required to generate signatures, and the secu-
rity of those signatures, is unaffected.

Other Enhancements

There is also an N-party identification scheme, based on the Fiat-Shamir algo-
rithm [264]. Two other improvements to the Fiat-Shamir scheme are proposed in
[1218]. Another variant is {1368].

Ohta-Okamoto Identification Scheme

This protocol is a modification of the Feige-Fiat-Shamir identification scheme and
gets its security from the difficulty of factoring [1198,1199]. The same authors also
wrote a multisignature scheme (see Section 23.1), by which a number of different
people can sequentially sign a message [{1200]. This scheme has been proposed for
smart-card implementation {850].

Patents

Fiat-Shamir is patented [1427]. Anyone interested in licensing the algorithm
should contact Yeda Research and Development, The Weizmann Institute of Sci-
ence, Rehovot 76100, Israel.

21.2 GuUILLOU-QUISQUATER

Feige-Fiat-Shamir was the first practical identity-based protocol. It minimized com-
putation by increasing the number of iterations and accreditations per iteration. For
some implementations, like smart cards, this is less than ideal. Exchanges with the
outside world are time-consuming, and the storage required for each accreditation
can strain the limited resources of the card.

Louis Guillou and Jean-Jacques Quisquater developed a zero-knowledge identifi-
cation algorithm more suited to applications like these [670,1280]. The exchanges
between Peggy and Victor and the parallel accreditations in each exchange are
both kept to an absolute minimum: There is only one exchange of one accredita-
tion for each proof. For the same level of security, the computation required by
Guillou-Quisquater is greater than by Feige-Fiat-Shamir by a factor of three. And
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like Feige-Fiat-Shamir, this identification algorithm can be converted to a digital
signature algorithm.

Guillou-Quisquater Identification Scheme

Peggy is a smart card who wants to prove her identity to Victor. Peggy’s idept%ty
consists of a set of credentials: a data string consisting of the card’s name, Va1‘1d1t.y
period, a bank account number, and whatever else the application warrants. This bit
string is called J. (Actually, the credentials can he a longer string and hashed to a |
value. This complexity does not modify the protocol in any way.) This is analogous
to the public key. Other public information, shared by all “Peggys” who could use
this application, is an exponent v and a modulus n, where n is the product of two
secret primes. The private key is B, calculated such that JBY = 1 [mod n}.

Peggy sends Victor her credentials, J. Now, she wants to prove to Victor that those

~ credentials are hers. To do this, she has to convince Victor that she knows B. Here's

the protocol:

{1} Peggy picks a random integer r, such that r is between 1 and n - 1. She com-
putes T'=r" mod n and sends it to Victor.

[2) Victor picks a random integer, d, such that d is between zero and v~ 1. He
sends d to Peggy.

(3] Peggy computes D = rB mod n, and sends it to Victor.

(4) Victor computes T'= D"/ mod n. If T= T (mod n), then the authentication
sueceeds.

The math isn't that complex:
T = ’Dv]d - (rBd)»fld . l.dev]d - I.v(]BV)d =rr=T (mod 1’1)
since B was constructed to satisfy

JB" =1 {mod n)

Guillou-Quisquater Signature Scheme

This identification can be converted to a signature scheme, also suited for smart-
card implementation [671,672]. |

The public and private key setup is the same as before. Here’s the protocol:

(1) Alice picks a random integer r, such that r is between 1 and n~ 1. She com-
putes T'=r" mod n,

(2] Alice computes d = H(M, T}, where M is the message being sigqed and Hx]
is a one-way hash function. The d produced by the hash f}lanclOH mu§t l?e
between 0 and v — 1 {1280]. If the output of the hash function is not within
this range, it must be reduced modulo v. '




510 CHAPTER 21 Identification Schemes

{3) Alice computes D = rB? mod n. The signature consists of the message, M,
the two calculated values, d and D, and her credentials, ], She sends this
signature to Boh.

(4) Bob computes 7" = D'J? mod n. He then computes d’' = HM,T). It d = &',
then Alice must know B and the signature is valid.

Multiple Signatures

What if many people want to sign the same document? The easy solution has each
of them signing separately, but this signature scheme can do better than that. Here
Alice and Bob sign the same document and Carol verifies the signatures, but any
number of people can be involved in the signature process. As before, Alice and Bob
have their own unique J and B values: {/4 Ba) and (J5, Bg). The values n and v are com-
mon to the system.

(1} Alice picks a random integer, r,, such that z, is between 1 and 1 — 1. She
computes T4 = r," mod n and sends 7', to Bob.

{2) Bob picks a random integer, 7, such that rgis between 1 and - 1. He com-
putes Ty = 13" mod n and sends T} to Alice.

(3] Alice and Bob each compute T = {TaTy) mod n.

(4} Alice and Bob each compute d = H{M,T), where M is the message being
signed and H(x) is a one-way hash function. The d produced by the hash
function must be between 0 and v 1 {1 280]. 1f the output of the hash func-
tion is not within this range, it must be reduced modulo v

{5] Alice computes D, = r,B,9 mod 1 and sends D, to Bob.

{6] Bob computes Dy = B, mod n and sends Dy to Alice.

{7} Alice and Bob each compute D= D,Dyz mod n. The signature consists of the
message, M, the two calculated values, d and D, and both of their creden-
tials: [, and /5.

(8) Carol computes ] = J,J; mod n.

(9] Carol computes T = D*/¥ mod n. She then computes d’= HM,T'}. If d = ',
then the multiple signature is valid.

This protocol can be extended to any number of people. For multiple people to
sign, they all multiply their individual T} values together in step (3), and their indi-
vidual D; values together in step (7). To verify a multiple signature, multiply all the
signers J; values together in step (8). Either all the signatures are valid or there is at
least one invalid signature.

21.3 SCHNORR

Claus Schnorr’s authentication and signature scheme [1396,1397] gets its security
from the difficulty of calculating discrete logarithms. To generate a key pair, first
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_ choose two primes, p and g, such that g is a prime factor of P - 1. Then, choose an a
~notequal to I, such that ¢ = 1 {mod pl. All these numbers can he common to a
_group of users and can be freely published.
-~ To generate a particular public-key/private-key key pair, choose a random num-
~ berless than g. This is the private key, s. Then calculate v = g mod p. This is the
. public key.

' Authentication Protocol

(1) Peggy picks a random number, z, less than q, and computes x = ' mod p.
This is the preprocessing stage and can be done long before Victor is
present.

(2] Peggy sends x to Victor.

(3) Victor sends Peggy a random number, ¢, between 0 and 2t - 1. (I'1l discuss ¢
in a moment.)

(4] Peggy computes y = [r + se) mod g and sends y to Victor,
(5) Victor verifies that x = a*v* mod D.

~ The security is based on the parameter t. The difficulty of breaking the algorithm
- is about 2% Schnorr recommended that p be about 512 bits, ¢ be about 140 bits, and
. the 72.
Digital Signature Protocol

. Schnorr can also be used as a digital signature protocol on a message, M. The
- public-key/private-key key pair is the same, but we’re now adding a one-way hash
function, H{M).

{1] Alice picks a random number, r, less than ¢, and computes x = ¢' mod p.
This computation is the preprocessing stage.

{2) Alice concatenates M and x, and hashes the result:
e = H{Mx]|

{3) Alice computes y = (r + se) mod g. The signature is e and v; she sends these
to Bob.

(4) Bob computes x’ = a#v* mod p. He then confirms that the concatenation of
M and x’ hashes to e,

e=H{M,x’)

If it does, he accepts the signature as valid.

In his paper, Schnorr cites these novel features of his algorithm:

Most of the computation for signature generation can be completed in a prepro-
cessing stage, independent of the message being signed. Hence, it can be done dur-
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ing idle time and not affect the signature speed. An attack against this prepro-
cessing stage is discussed in [475], but I don’t think it’s practical.

For the same level of security, the length of signatures is less for Schnorr than
for RSA. For example, with a 140-bit g, signatures are only 212-bits long, less
than half the length of RSA signatures. Schnorr’s signatures are also much shorter
than ElGamal signatures.

Of course, practical considerations may make even fewer bits suitable for a given
scheme: For example, an identification scheme where the cheater must perform an
on-line attack in only a few seconds, versus a signature scheme where the cheater
can calculate for years off-line to come up with a forgery.

A modification of this algorithm, by Ernie Brickell and Kevin McCurley, enhances
its security {265].

Patents

Schnorr is patented in the United States [1398] and in many other countries. In
1993, PKP acquired the worldwide rights to the patent [see Section 25.5). The U.S.
patent expires on February 19, 2008,

21.4 CONVERTING IDENTIFICATION SCHEMES TO SIGNATURE
SCHEMES

There is a standard method of converting an identification scheme into a signature
scheme: Replace Victor with a one-way hash function. The message is not hashed
before it is signed; instead the hashing is incorporated into the signing algorithm. In
principle, this can be done with any identification scheme.
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CHAPTER 22

Key-Exchange
- Algorithms

| 22.1 DiFrie-HELLMAN

Diffie-Hellman was the first public-key algorithm ever invented, way back in 1976

[496]. It gets its security from the difficulty of calculating discrete logarithms in a

finite field, as compared with the ease of calculating exponentiation in the same

field. Diffie-Hellman can be used for key distribution—Alice and Bob can use this

algorithm to generate a secret key—but it cannot be used to encrypt and decrypt

messages.

The math is simple. First, Alice and Bob agree on a large prime, n and g, such that

g is primitive mod n. These two integers don’t have to be secret; Alice and Bob can
agree to them over some insecure channel. They can even be common among a
group of users. It doesn’t matter.

~ Then, the protocol goes as follows:

(1) Alice chooses a random large integer x and sends Bob
X=g*modn

(2) Bob chooses a random large integer y and sends Alice
Y=g"modn

{3] Alice computes
k=Y"mod n

(4} Bob computes
k=X mod n

Both k and k' are equal to ¢ mod n. No one listening on the channel can compute
that value; they only know n, g, X, and Y. Unless they can compute the discrete log-
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arithm and recover x or y, they do not solve the problem. So, k is the sccret key that
both Alice and Bob computed independently.

The choice of g and n can have a substantial impact on the security of this system.
The number (n - 1)/2 should also be a prime [1253]. And most important, n should
be large: The security of the system is based on the difficulty of factoring numbers
the same size as n. You can choose any g, such that g is primitive mod n; there’s no
reason not to choose the smallest ¢ you can—generally a one-digit number. {And
actually, g does not have to be primitive; it just has to generate a large subgroup of
the multiplicitive group mod n.)

Diffie-Hellman with Three or More Parties

The Diffie-Hellman key-exchange protocol can easily be extended to work with
three or more people. In this example, Alice, Bob, and Carol together generate a
secret key.

(1) Alice chooses a random large integer x and computes

X=g*modn

(2} Bob chooses a random large integer y and sends Carol
Y=g"modn

(3} Carol chooses a random large integer z and sends Alice
Z=gmodn

(4} Alice sends Bob
Z'=Z"modn

{5) Bob sends Carol
X =X"modn

[6) Carol sends Alice
Y =Y*modn

{7) Alice computes
k=Y*modn

(8) Bob computes
k=Z"modn

(9} Carol computes
k=X"mod n

The secret key, k, is equal to £ mod n, and no one else listening in on the com-
munications can compute that value. The protocol can be easily extended to four or
more people; just add more people and more rounds of computation.
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Extended Diffie-Hellman

Diffie-Hellman also works in commutitive rings [1253]. Z. Shmuley and Kevin
~McCurley studied a variant of the algorithm where the modulus is a composite
number [1442,1038]. V. S. Miller and Neal Koblitz extended this algorithm to ellip-
tic curves [1095,867]. Taher ElGamal used the basic idea to develop an encryption
and digital signature algorithm {see Section 19.6).

This algorithm also works in the Galois field GF|2¥) [1442,1038]. Some imple-
mentations take this approach [884,1631,1632], because the computation is much
quicker. Similarly, cryptanalytic computation is equally fast, so it is important to
carefully choose a field large enough to ensure security.

- Hughes

. This variant of Diffie-Hellman allows Alice to generate a key and send it to
Bob[745].

(1] Alice chooses a random large integer x and generates
k=g*modn

{2) Bob chooses a random large integer y and sends Alice
Y=g"modn

{3} Alice sends Bob
X=Y*modn

(4) Bob computes

z=y"!
kK =X*modn

H everything goes correctly, k = k.
The advantage of this protocol over Diffie-Hellman is that k can be computed
- before any interaction, and Alice can encrypt a message using k prior to contacting

~ Bob. She can send it to a variety of people and interact with them to exchange the
= key individually later.

Key Exchange Without Exchanging Keys

- If you have a community of users, cach could publish a public key, X = g mod n,
- In a common database. If Alice wants to communicate with Bob, she just has to
_retrieve Bob’s public key and generate their shared secret key. She could then
_encrypt a message with that key and send it to Bob. Bob would retrieve Alice’s pub-
~lickey to generate the shared secret key.

- Each pair of users would have a unique secret key, and no prior comimunication
- between users is required. The public keys have to be certified to prevent spoofing
- attacks and should be changed regularly, but otherwise this is a pretty clever idea.
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Patents

The Diffie-Hellman key-exchange algorithm is patented in the United States [718]
and Canada [719]. A group called Public Key Partners (PKP) licenses the patent,
along with other public-key cryptography patents (see Section 25.5). The U.S. patent
will expire on April 29, 1997.

22.2 STATION-TO-STATION PROTOCOL

Ditfie-Hellman key exchange is vulnerable to a man-in-the-middle attack. One way to
prevent this problem is to have Alice and Bob sign their messages to each other [500].

This protocol assumes that Alice has a certificate with Bob’s public key and that
Bob has a certificate with Alice’s public key. These certificates have been signed by
some trusted authority outside this protocol. Here’s how Alice and Bob generate a
secret key, k.

{1} Alice generates a random number, x, and sends it to Bob.

(2] Bob generates a random number, y, Using the Diffie-Hellman protocol he
computes their shared key based on x and y: k. He signs x and y, and
encrypts the signature using k. He then sends that, along with y, to Alice.

VBl Ss(x.y))

(3] Alice also computes k. She decrypts the rest of Bob’s message and verifies
his signature. Then she sends Bob a signed message consisting of x and y,
encrypted in their shared key.

E1<£SA<X7V))

{4) Bob decrypts the message and verifies Alice’s signature.

22.3 SHAMIR’S THREE-PASS PROTOCOL

This protocol, invented by Adi Shamir but never published, enables Alice and Bob
to communicate securely without any advance exchange of either secret keys or
public keys [1008].
This assumes the existence of a symmetric cipher that is commutative, that is:
EAEgP)) = EyEA(P))
Alice’s secret key is A; Bob's secret key is B. Alice wants to send a message, M, to
Bob. Here’s the protocol.

(1) Alice encrypts M with her key and sends Bob
Cy = E (M)

{2) Bob encrypts C; with his key and sends Alice
Cy = EgEa(M))
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{3) Alice decrypts C, with her key and sends Bob
Cy= DA(EB{EA‘M))) = DA(EA(EB(M))) = EB(M)
(4) Bob decrypts C, with his key to recover M.

One-time pads are commutative and have perfect secrecy, but they will not work
- with this protocol. With a one-time pad, the three ciphertext messages would be:

Ci=P®A
C,=P@A®B

Eve, who can record the three messages as they pass between Alice and Bob, sim-

" ply XORs them together to retrieve the message:

' COC,®C;=POAOMOA®B ®MOB=M

. ~ This clearly won't work.

‘Shamir {and independently, Jim Omura) described an encryption algorithm that

 will work with this protocol, one similar to RSA. Let p be a large prime for which p

=1 has a large prime factor. Choose an encryption key, e, such that e is relatively
- prime to p ~ 1. Calculate d such that de = 1 {mod p - 1)

To encrypt a message, calculate

C=M’modp

- To decrypt a message, calculate

M=C'modp

- There seems to be no way for Eve to recover M without solving the discrete loga-
~ rithm problem, but this has never been proved.

, Like Diffie-Hellman, this protocol allows Alice to initiate secure communica- 1
__ tion with Bob without knowing any of his keys. For Alice to use a public-key algo-
~ rithm, she has to know his public key. With Shamir’s three-pass protocol, she just

~ sends him a ciphertext message. The same thing with a public-key algorithm
 looks like:

{1] Alice asks Bob (or a KDC]) for his public key.
{2) Bob {or the KDC) sends Alice his public key.
(3) Alice encrypts M with Bob’s public key and sends it to Bob.

Shamir’s three-pass protocol will fall to a man-in-the-middle attack.
224 COMSET

CQMSET (COMmunications SETup) is a mutual identification and key exchange
 Protocol developed for the RIPE project [1305] (see Section 25.7). Using public-key
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cryptography, it allows Alice and Bob to identify themselves to each other and also
to exchange a secret key.

The mathematical principle behind COMSET is Rabin’s scheme [1283] (see Sec-
tion 19.5). The scheme itself was originally proposed in [224]. See [1305] for details.

22.5 ENCRYPTED KEY EXCHANGE

The Encrypted Key Exchange (EKE) protocol was designed by Steve Bellovin and
Michael Merritt [109]. It provides security and authentication on computer net-
works, using both symmetric and public-key cryptography in a novel way: A shared
secret key is used to encrypt a randomly generated public key.

The Basic EKE Protocol

Alice and Bob (two users, a user and the host, or whoever) share a common pass-
word, P. Using this protocol, they can authenticate each other and generate a com-
mon session key, K.

(1) Alice generates a random public-key/private-key key pair. She encrypts the
public key, K, using a symmetric algorithm and P as the key: E,(K’). She
sends Bob

A, E4K’)

(2] Bob knows P He decrypts the message to obtain K. Then, he generates a
random session key, K, and encrypts it with the public key he received
from Alice and P as the key. He sends Alice

EpEx(K))
{3} Alice decrypts the message to obtain K. She generates a random string, R,
encrypts it with K, and sends Bob
EdRa)
(4) Bob decrypts the message to obtain R 4. He generates another random
string, Ry, encrypts both strings with K, and sends Alice the result.
EK(RA; RB)

[5) Alice decrypts the message to obtain R, and Ry Assuming the R, she
received from Bob is the same as the one she sent to Bob in step (3], she
encrypts R with K and sends it to Bob.

Ex{R5g)

(6) Bob decrypts the message to obtain Rz. Assuming the R, he received from
Alice is the same one he sent to Alice in step (4], the protocol is complete.
Both parties now communicate using K as the session key.

At step (3), both Alice and Bob know K’ and K. K is the session key and can be used
to encrypt all other messages between Alice and Bob, Eve, sitting between Alice and
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Bob, only knows Ey(K’), Ex{Ex{K)), and some messages encrypted with K. In other pro-
tocols, Eve could make guesses at P [people choose bad passwords all the time, and if
Eve is clever she can make some good guesses) and then test her guesses. In this pro-
tocol, Eve cannot test her guess without cracking the public-key algorithm as well.
And if both K" and K are chosen randomly, this can be an insurmountable problem.
The challenge-response portion of the protocol, steps (3} through {6), provides val-
idation. Steps (3] through (5) prove to Alice that Bob knows X; steps (4] through (6)
prove to Bob that Alice knows K. The Kerberos protocol timestamp exchange
- accomplishes the same thing.
EKE can be implemented with a variety of public-key algorithms: RSA, ElGamal,
Diffie-Hellman. There are security problems with implementing EKE with a knap-
sack algorithm (aside from the inherent insecurity of knapsack algorithms): The
. normal distribution of the ciphertext messages negates the benefits of EKE.

Implementing EKE with RSA

The RSA algorithm seems perfect for this application, but there are some subtle
problems. The authors recommend encrypting only the encryption exponent in step
{1} and sending the modulus in the clear. An explanation of the reasoning behind
this recommendation, as well as other subtleties involved in using RSA, is in [109]

Implementing EKE with ElGamal

- Implementing EKE with the ElGamal algorithm is straightforward, and there is
- even a simplification of the basic protocol. Using the notation from Section 19.6, g
and p are parts of the public key and are common to all users. The private key is a

random number r. The public key is g* mod p. The message Alice sends to Bob in
step {1) becomes

Alice, g mod p

~Note that this public key does not have to be encrypted with P This is not true in
_ general, but it is true for the ElGamal algorithm. Details are in [109].
Bob chooses a random number, R {for the EIGamal algorithm and independent of

any random numbers chosen for EKE), and the message he sends to Alice in step (2)
becomes

Ex{g* mod p, Kg™ mod p)
Refer back to Section 19,6 for restrictions on choosing the variables for ElGamal.

Implementing EKE with Diffie-Hellman
With the Diffie-Hellman protocol, K is generated automatically. The final proto-

~ coliseven simpler. A value for g and n is set for all users on the network.
{1} Alice picks a random number, r,, and sends Bob

A, g24modn

With Diffie-Hellman, Alice does not have to encrypt her first message
with P,
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(2] Bob picks a random number, r,, and calculates
K=g4+%modn
He generates a random string R, then calculates and sends Alice:
Ep{g’s mod n), Ex(Rp)

(3) Alice decrypts the first half of Bob’s message to obtain g's mod n. Then she
calculates K and uses K to decrypt R, She generates another random
string, R,, encrypts both strings with X, and sends Bob the result.

Ex{Ra, Ry)

{4) Bob decrypts the message to obtain R 4 and Ry. Assuming the R, he received
from Alice is the same as the one he sent to Alice in step (2}, he encrypts R,
with K and sends it to Alice.

El{R,)

{5) Alice decrypts the message to maintain R 4- Assuming the R, she received
from Bob is the same as the one she sent to Bob in step {3}, the protocol is
complete. Both parties now communicate using K as the session key.

Strengthening EKE

Bellovin and Merritt suggest an enhancement of the challenge-and-response por-
tion of the protocol—to prevent a possible attack if a cryptanalyst recovers an old
K value.

Look at the basic EKE protocol. In step (3], Alice generates another random num-
ber, S,, and sends Bob

EK(RA: SA}
In step (4], Bob generates another random number, Sz and sends Alice
EK(RA’ RE: SB)

Alice and Bob now can both calculate the true session key, S, @ S;. This key is
used for all future messages between Alice and Bob; K is just used as a key-
exchange key.

Look at the levels of protection EKE provides. A recovered value of S gives Eve no
information about P, because P is never used to encrypt anything that leads directly
to 8. A cryptanalytic attack on K is also not feasible; K is used only to encrypt ran-
dom data, and S is never encrypted alone.

Augmented EKE

The EKE protocol suffers from one serious disadvantage: It requires that both par-
ties possess the P Most password-based authentication systems store a one-way
hash of the user’s password, not the password itself {see Section 3.2). The Aug-
mented EKE [A-EKE] protocol uses a one-way hash of the user’s password as the
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“superencryption key in the Diffie-Hellman variant of EKE. The user then sends an
extra message based on the original password; this message authenticates the newly
chosen session key.

Here’s how it works. As usual, Alice and Bob want to authenticate each other and
generate a3 common key. They agree on some digital signature scheme where any
~ number can serve as the private key, and where the public key is derived from the
~ private key, rather than being generated along with it. The ElGamal and DSA algo-
+ rithms work well for this. Alice’s password P (or perhaps some simple hash of it) will
serve as the private key and as P

{1} Alice picks her random exponent R, and transmits
Ex{g"4 mod n)

(2] Bob, who knows only P and cannot derive P from it, chooses R, and sends
Eplgs mod n)

(3] Both Alice and Bob calculate the shared session key K = ¢'4 ‘s mod n.
Finally, Alice proves that she knows P itself, and not just I, by sending

Ex(SpK])

Bob, who knows both K and P, can decrypt and validate the signature. Only Alice

could have sent this message, since only she knows P; an intruder who obtains a

~copy of Bob’s password file can try guessing at P, but cannot otherwise sign the ses-

sion key.

The A-EKE scheme does not work with the public-key variant of EKE, since in it

~one party chooses the session key and imposes it on the other. This permits a man-
in-the-middle attack by an attacker who has captured P,

Applications of EKE
Bellovin and Merritt suggest using this protocol for secure public telephones [109]:

Let us assume that encrypting public telephones are deployed. If someone wishes
to use one of these phones, some sort of keying information must be provided.
Conventional solutions . . . require that the caller possess a physical key. This is
undesirable in many situations. EKE permits use of a short, keypad-entered pass-
word, but uses a much longer session key for the call.

EKE would also be useful with cellular phones. Fraud has been a problem in the
cellular industry; EKE can defend against it {and ensure the privacy of the call) by
rendering a phone useless if a PIN has not been entered. Since the PIN is not
stored within the phone, it is not possible to retrieve one from a stolen unit.

EKE's primary strength is that both symmetric and public-key cryptography work
together in a manner that strengthens them both:

From a general perspective, EKE functions as a privacy amplifier. That is, it can
be used to strengthen comparatively weak symmetric and asymmetric systems
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when used together. Consider, for example, the key size needed to maintain secu-
rity when using exponential key exchange. As LaMacchia and Odlyzko have
shown [934], even modulus sizes once believed to be safe [to wit, 192 bits} are vul-
nerable to an attack requiring only a few minutes of computer time. But their
attack is not feasible if one must first guess a password before applying it.

Conversely, the difficulty of cracking exponential key exchange can be used to
frustrate attempts at password-guessing. Password-guessing attacks are feasible
because of how rapidly each guess may be verified. i performing such verification
requires solving an exponential key exchange, the total time, if not the concep-
tual difficulty, increases dramatically.

EKE is patented [111].

22.6 ForTiFiED KEY NEGOTIATION

This scheme also protects key-negotiation schemes from poorly chosen passwords
and man-in-the-middle attacks [47,983]. It uses a hash function of two variables that
has a very special property: It has many collisions on the first variable while having
effectively no collisions on the second variable.

H'(x, y] = H{H(k, x) mod 2™ x),
where H(k, x} is an ordinary hash function on k and x

Here’s the protocol. Alice and Bob share a secret password, P, and have just
exchanged a secret key, K, using Diffie-Hellman key exchange. They use P to check
that their two session keys are the same {and that Eve is not attempting a man-in-
the-middle attack), without giving P away to Eve.

{1} Alice sends Bob
H' (P K]

{2} Bob computes H' (P, K} and compares his result with what he received from
Alice. If they match he sends Alice

H’ (H[P, K))

(3] Alice computes H’ (H(P, K}) and compares her result with what she
received from Bob.

If Eve is trying a man-in-the-middle attack, she shares one key, K,, with Alice, and
another key, K,, with Bob. To fool Bob in step (2), she has to figure out the shared
password and then send Bob H - (B K,). With a normal hash function she can try
common passwords until she guesses the correct one, and then successfully infil-
trate the protocol. But with this hash function, many passwords are likely to pro-
duce the same value when hashed with K,. So when she finds a match, she will
probably have the wrong password, and hence Bob will not be fooled.
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~ 22.7 CoNFERENCE KEY DISTRIBUTION AND SECRET
| BROADCASTING

~“Alice wants to broadcast a message, M, from a single transmitter. However, she
_doesn’t want it to be intelligible by every listener. In fact, she only wants a select
. subset of listeners to be able to recover M. Everyone else should get nonsense.
" Alice can share a different key (secret or public) with each listener. She encrypts
the message in some random key, K. Then she encrypts a copy of K with each of the
~ keys of her intended recipients. Finally, she broadcasts the encrypted message and
then all of the encrypted Ks. Bob, who is listening, either tries to decrypt all the Ks
with his secret key, looking for one that is correct, or, if Alice doesn’t mind every-
oneknowing who her message is for, he looks for his name followed by an encrypted
~key. Multiple-key cryptography, previously discussed, also works.
Another method is suggested in [352]. First, cach listener shares a secret key with
~Alice, one that is larger than any possible encrypted message. All of those keys
should be pairwise prime. She encrypts the message in a random key, K. Then, she
~computes a single integer, R, such that R modulo a secret key is congruent to K
~ when that secret key is supposed to decrypt the message, and R modulo a secret key
is otherwise congruent to zero.
For example, if Alice wants the secret to be received by Bob, Carol, and Ellen,
‘ but not by Dave and Frank, she encrypts the message with K and then computes R

such that
R = K [mod Kj)
R = K (mod K¢}
R =0 {mod K)
R = K {mod Kj)
R = 0{mod K

This is a straightforward algebra problem, one that Alice can solve easily. When
listeners receive the broadcast, they compute the received key modulo their secret
key. If they were intended to receive the message, they recover the key. Otherwise,
they recover nothing.

Yet a third way, using a threshold scheme {sce Section 3.7), is suggested in [141].
Like the others, every potential receiver gets a secret key. This key is a shadow in a
yet-uncreated threshold scheme. Alice saves some secret keys for herself, adding
some randomness to the system, Let’s say there are k people out there.

Then, to broadcast M, Alice encrypts M with key K and does the following.

{1} Alice chooses a random number, j. This number serves to hide the number
of recipients of the message. It doesn’t have to be very large; it can be as
small as 0.
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(2) Alice createsa (k +7+ 1, 2k + j+ 1) threshold scheme, with:
K as the secret.
The secret keys of the intended recipients as shadows.
The secret keys of nonrecipients not as shadows.
j randomly chosen shadows, not the same as any of the secret
keys.
{3} Alice broadcasts k + j randomly chosen shadows, none of which is any of
the shadows listed in step (2).

(4] All listeners who receive the broadcast add their shadow to the k + j shad-
ows they received. If adding their shadow allows them to calculate the
secret, then they have recovered the key. If it does not, then they haven't.

Another approach can be found in [885,886,1194]. For yet another approach,
see [1000].

Conference Key Distribution

This protocol allows a group of i users to agree on a secret key using only insecure
channels. The group shares two large primes, p and g, and a generator ¢ the same
size as ¢.

{1) User i, where i goes from 1 to n, chooses a random z; less than g, and
broadcasts
z;=g"mod p

(2} Every user verifies that z# =1 (mod p), for all i from 1 to n,
(3} User i broadcasts

X;=(z; [z, (i mod p
(4) User i computes
K=z i xp-ts L *X;_,modp

All index computations in the above protocol—i - 1,7 -2, and i+ l—should be
computed mod n. At the end of the protocol, all honest users have the same K. No
one else gets anything, However, this protocol falls to a man-in-the-middle attack.
Another protocol, not quite as pretty, is in [757].

Tatebayashi-Matsuzaki-Newman

This key distribution protocol is suitable for networks [1521]. Alice wants to gen-
erate a session key with Bob using Trent, the KDC. All parties know Trent’s public
key, n. Trent knows the two large primes that n factors to, and hence can easily take
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cube roots modulo n. A lot of the details ar

o e left out of the following protocol, but
- you get the idea. , ‘ , ,

(1) Alice chooses a random number, r,, and sends Trent
rimodn
{2] Trent tells Bob that someone wants to exchange a key with him.
(3) Bob chooses a random number, r, and sends Trent
15 mod n
(4) Trent uses his private key to recover r4 and rp. He sends Alice
Iy @ 1y
{5) Alice calculates
(A @ 1) @1y =1y
She uses this r, to communicate securely with Bob.
| This protocol looks good, but it has a horrible flaw. Carol can listen in on step (3)
and use that information, with the help of an unsuspecting Trent and another mali-
- cious user (Dave), to recover r, [1472).
{1} Carol chooses a random number, 7., and sends Trent
rg’re® mod n
{2) Trent tells Dave that someone wants to exchange a key with him.
(3] Dave chooses a random number, 7, and sends Trent
rv* mod n
[4) Trent uses his private key to recover 1i; and rp. He sends Carol
{rsrc) mod n @ 1

[5) Dave sends r, to Carol.
{6} Carol uses r. and r;, to recover 7. She uses 5 to eavesdrop on Alice and Bob.

This is not good.
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CHAPTER 23

Special Algorithms
for Protocols

z
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23.1 MuLtirLE-KEY PuBLIC-KEY CRYPTOGRAPHY

' This is a generalization of RSA [see Section 19.3) {217,212]. The modulus, n, is the
product of two primes, p and g. However, instead of choosing ¢ and d such that ed
- = 1mod {[p~ 1}{g - 1)}, choose t keys, K,, such that

Ki+Ky*x...»K;=1mod([p-1)g-1)
Since
ME - Ky <o Ko At

‘this is a multiple-key scheme as described in Section 3.5.

If, for example, there are five keys, a message encrypted with K; and K can be
o decrypted with K, K,, and K,

C=M3"%modn
M=CKi % Kamodn

One use for this is multisignatures. Imagine a situation where both Alice and Bob
have to sign a document for it to be valid. Use three keys: K, K,, and K. The first
* two are issued one each to Alice and Bob, and the third is made public.

{1} First Alice signs M and sends it to Bob.
M = M*1 mod n

{2) Bob can recover M from M’.
M=M%* "*3modn

(3] He can also add his signature.
M =M% mod n
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(4] Anyone can verify the signature with Ks, the public key.
M= M"*3mod n

Note that a trusted party is needed to set this system up and distribute the keys
to Alice and Bob. Another scheme with the same problem is [484]. Yet a third
scheme is [695,830,700], but the effort in verification is proportional to the number
of signers. Newer schemes [220,1200] based on zero-knowledge identification
schemes solve both shortcomings of the previous systems.

23.2 SECRET-SHARING ALGORITHMS

Back in Section 3.7 I discussed the idea behind secret-sharing schemes. The four dif-
ferent algorithms that follow are all particular cases of a general theoretical frame-
work [883].

LaGrange Interpolating Polynomial Scheme

Adi Shamir uses polynomial equations in a finite field to construct a threshold
scheme [1414]. Choose a prime, p, which is both larger than the number of possible
shadows and larger than the largest possible secret. To share a secret, generate an
arbitrary polynomial of degree m - 1. For example, if you want to create a (3,n)-
threshold scheme (three shadows are necessary to reconstruct M), generate a
quadratic polynomial

{ax* + bx + M} mod p

where p is a random prime larger than any of the coefficients. The coefficients ¢ and
b are chosen randomly; they are kept secret and discarded after the shadows are
handed out. M is the message. The prime must be made public.

The shadows are obtained by evaluating the polynomial at n different points:

k; = Flx,)

In other words, the first shadow could be the polynomial evaluated at x = 1, the sec-
ond shadow could be the polynomial evaluated at x =2, and so forth.

Since the quadratic polynomial has three unknown coefficients, a, b, and M, any
three shadows can be used to create three equations. Two shadows cannot. One
shadow cannot. Four or five shadows are redundant.

For example, let M be 11. To construct a (3, 5)-threshold scheme, where any three
of five people can reconstruct M, first generate a quadratic equation {7 and 8 were
chosen randomly}:

Flx)={(7x*+8x+ 11) mod 13

The five shadows are:
ki=F1}=7+8+11 =0 (mod 13}
ky=F2)=28+16+ 11 = 3 {mod 13|
ks=F(3)=63+24+ 11 = 7 {mod 13}
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ky=F4) =112+ 32 + 11 = 12 {mod 13|
ks=F(5)=175+40+ 11 = 5 {mod 13)

To reconstruct M from three of the shadows, for example k,, k;, and k;, solve the
- set of linear equations:

ax2*+b~2+M=3(mod13)
a*3"+b+*3+M=7(mod 13)
a+5"+b+5+M=5(mod 13)

The solution willbe a=7, b=8, and M =11, So M is recovered.

This sharing scheme can be easily implemented for larger numbers. If you want to
divide the message into 30 equal parts such that any six can get together and repro-
duce the message, give each of the 30 people the evaluation of a polynomial of
degree 5.

Flx) = ax’ + bx® + cx* + dx* + ex’ + fx + M {mod p)

Six people can solve for the six unknowns (including M); five people cannot learn
anything about M.

The most mind-boggling aspect of secret sharing is that if the coefficients are
picked randomly, five people with infinite computing power can’t learn anything
more than the length of the message (which each of them knows anyway). This is as
secure as a one-time pad; an attempt at exhaustive search (that is, trying all possible
sixth shadows] will reveal that any conceivable message could be the secret. This is
true for all the secret-sharing schemes presented here.

Vector Scheme

George Blakley invented a scheme using points in space [182]. The message is
defined as a point in m-dimensional space. Each shadow is the equation of an
(m - 1)-dimensional hyperplane that includes the point. The intersection of any m
of the hyperplanes exactly determines the point.

For example, if three shadows are required to reconstruct the message, then it is a
point in three-dimensional space. Each shadow is a different plane. With one shadow,
you know the point is somewhere on the plane. With two shadows, you know the
point is somewhere on the line formed where the two planes intersect. With three
shadows, you can determine the point exactly: the intersection of the three planes.

Asmuth-Bloom

This scheme uses prime numbers [65]. For an {m, n)-threshold scheme, choose a
large prime, p, greater than M. Then choose n numbers less than pody, o, ..., dy
such that:

1. The d values are in increasing order; d, < d, , ,
2. Each d, is relatively prime to every other d,
3. dl * dz* - *dm>p*dn»-'m+2*dn~m:~3* s *dn
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To distribute the shadows, first choose a random value r and compute

M=M-+rp
The shadows, k,, are
k=M mod d;

Any m shadows can get together and reconstruct M using the Chinese remainder
theorem, but any m ~ 1 cannot. See [65] for details.

Karnin-Greene-Hellman

This scheme uses matrix multiplication [818]. Choose n + 1 m-dimensional vec-
tors, Vo, V,, ..., V,, such that any possible m » m matrix formed out of those vec-
tors has rank m. The vector U is a row vector of dimension m + 1.

M is the matrix product U-V,. The shadows are the products U-V, where i is a
number from 1 to 7.

Any m shadows can be used to solve the m » m system of linear equations, where
the unknowns are the coefficients of U. UV, can be computed from U. Anym -1
shadows cannot solve the system of linear equations and therefore cannot recover
the secret,

Advanced Threshold Schemes

The previous examples illustrate only the simplest threshold schemes: Divide a
secret into n shadows such that any m can be used to recover the secret. These algo-
rithms can be used to create far more complicated schemes. The following examples
will use Shamir’s algorithm, although any of the others will work.

To create a scheme in which one person is more important than another, give
that person more shadows. If it takes five shadows to recreate a secret and one per-
son has three shadows while everyone else has only one, then that person and two
other people can recreate the secret. Without that person, it takes five to recreate
the secret.

Two or more people could get multiple shadows. Each person could have a differ-
ent number of shadows. No matter how the shadows are distributed, any m of them
can be used to reconstruct the secret. Someone with m — 1 shadows, be it one per-
son or a roomful of people, cannot do it.

In other types of schemes, imagine a scenario with two hostile delegations. You
can share the secret so that two people from the 7 in Delegation A and 3 people from
the 12 in Delegation B are required to reconstruct the secret. Make a polynomial of
degree 3 that is the product of a linear expression and a guadratic expression. Give
everyone from Delegation A a shadow that is the result of an evaluation of the lin-
ear equation; give everyone from Delegation B a shadow that is the evaluation of the
quadratic equation.

Any two shadows from Delegation A can be used to reconstruct the linear equa-
tion, but no matter how many other shadows the group has, they cannot get any
information about the secret. The same is true for Delegation B: They can get three
shadows together to reconstruct the quadratic equation, but they cannot get any
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more information necessary to reconstruct the secret, Only when the two delega-
tions share their equations can they be multiplied to reconstruct the secret.

In general, any type of sharing scheme that can be imagined can be implemented.
All you have to do is to envision a system of equations that corresponds to the par-
ticular scheme. Some excellent papers on generalized secret-sharing schemes are
[1462,1463,1464].

Sharing a Secret with Cheaters

This algorithm modifies the standard (m, n)-threshold scheme to detect cheaters
[1529]. T demonstrate this using the LaGrange scheme, although it works with the
others as well.

Choose a prime, p, that is both larger than n and larger than

(s=1}m-1lje+m

where s is the largest possible secret and e is the probability of successful cheating.
You can make ¢ as small as you want; it just makes the computation more complex.
Construct your shadows as before, except instead of using 1, 2, 3, ..., n for x,
choose random numbers between 1 and p - 1 for x,.

Now, when Mallory sneaks into the secret reconstruction meeting with his false
share, his share has a high probability of not being possible. An impossible secret is,
of course, a fake secret. See [1529] for the math.

Unfortunately, while Mallory is exposed as a cheater, he still learns the secret
[assuming that there are m other valid shares). Another protocol, from [1529,975],
prevents that. The basic idea is to have a series of k secrets, such that none of the
participants knows beforehand which is correct. Each secret is larger than the one
before, except for the real secret. The participants combine their shadows to gener-
ate one secret after the other, until they create a secret that is less than the previous
secret. That’s the correct one.

This scheme will expose cheaters early, before the secret is generated. There are
complications when the participants deliver their shadows one at a time; refer to the
papers for details. Other papers on the detection and prevention of cheaters in
threshold schemes are [355,114,270].

23.3 SuBLMINAL CHANNEL

Ong-Schnorr-Shamir

This subliminal channel (see Section 4.2}, designed by Gustavus Simmons
[1458,1459,1460], uses the Ong-Schnorr-Shamir identification scheme (see Section
20.5). As in the original scheme, the sender (Alice) chooses a public modulus, n, and
a private key, &, such that n and k are relatively prime. Unlike the original scheme,
k is shared between Alice and Bob, the recipient of the subliminal message.

The public key is calculated:

h=-k>modn




532 CHaPTER 23 Special Algorithms for Protocols

If Alice wants to send the subliminal message M by means of the innocuous mes-
sage M, she first confirms that M’ and n are relatively prinie, and that M and n are
relatively prime.

Alice calculates

Si=1/2 + {(M'/M + M)) mod n
8y =k/2 ~ {{M'/M - M) mod n
Together, the pair, §; and §,, is the signature under the traditional Ong-Schnorr-
Shamir scheme and the carrier of the subliminal message.
Walter the warden (remember him?} can authenticate the message as described by
the Ong-Schnorr-Shamir signature scheme, but Bob can do better. He can authenti-

cate the message [it is always possible that Walter can make his own messages). He
confirms that

512 - Szl/kz = M (mOd n)

If the message is authentic, the receiver can recover the subliminal message using
this formula:

M = M’/‘S; + S;)‘khl} mod n
This works, but remember that the basic Ong-Schnorr-Shamir has been broken.

ElGamal

Simmons’s second subliminal channel [1459], described in [1407,1473], is based
on the ElGamal signature scheme (see Section 19.6).

Key generation is the same as the basic ElGamal signature scheme. First choose a
prime, p, and two random numbers, g and z, such that both g and r are less than p.
Then calculate

K=g modp

The public key is K, g, and p. The private key is r. Besides Alice, Bob also knows
7; it is the key that is used to send and read the subliminal message in addition to
being the key used to sign the innocuous message.

To send a subliminal message M using the innocuous message M’, M and p must
be all relatively prime to cach other, and M and p - 1 must be relatively prime. Alice
calculates

X=g"modp
and solves the following equation for Y (using the extended Euclidean algorithm):
M =rX+ MY mod {p - 1)

As in the basic ElGamal scheme, the signature is the pair: X and Y.
Walter can verify the ElGamal signature. He confirms that

K*XY = ¢" {mod p)
Bob can recover the subliminal message. First he confirms that
(g1X” = g" (mod p)
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If it does, he accepts the message as genuine (not from Walter).
Then, to recover M, he computes

M= (Y (M ~rX) mod (p - 1)

* For example, let p = 11 and g = 2. The private key, r, is chosen to be 8. This

. means the public key, which Walter can use to verify the signature, is ¢ mod p =

2*mod 11 =3.
To send the subliminal message M = 9, using innocuous message M’ = 5, Alice con-
firms that 9 and 11 are relatively prime and that 5 and 11 are relatively prime. She

‘also confirms that 9 and 11 ~ 1 = 10 are relatively prime. They are, so she calculates

X=¢g"modp=2"mod 11 =6

© Then, she solves the following equation for Y;

5=8*6+9* Ymod 10

. Y=3, so the signature is the pair, X and Y 6 and 3.

" Bob confirms that

(g% = g (mod p|
{2%)°6° = 2° (mod 11)

" It does {do the math yourself if you don’t trust me), so he then recovers the sublim-

inal message by calculating

M={Y M -1X))mod (p~1)=3"5 -8 « 6) mod 10 = 7(7) mod 10 =
49 mod 10=9

ESIGN

A subliminal channel can be added to ESIGN [1460] (see Section 20.6).

In ESIGN, the secret key is a pair of large prime numbers, p and ¢, and the public
key is n = p’q. With a subliminal channel, the private key is three primes, p, g, and
1, and the public key is n, such that

n=piqr
The variable, r, is the extra piece of information that Bob needs to read the sublimi-
nal message.

To sign a normal message, Alice first picks a random number, x, such that x is less
than pgr and computes;

w, the least integer that is larger than (H(m) ~ x* mod n)/pqr)
s=x+ {{(w/kx* ') mod plpgr

H{m)is the hash of the message; k is a security parameter. The value s is the signature.
To verity the signature, Bob computes s* mod n. He also computes a, which is the
least integer larger than the number of bits of n divided by 3. If H{m) is less than or
equal to s* mod n, and if s mod n is less than H{m) + 2¢, then the signature is con-
sidered valid.
To send a subliminal message, M, using the innocuous message, M’, Alice calcu-
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lates s using M in place of H{m). This means that the message must be smaller than
p*qr. She then chooses a random value, u, and calculates

X =M +ur

Then, use this x* value as the “random number” x to sign M’. This second s value
is sent as a signature.

Walter can verify that s {the second s is a valid signature of M’.

Bob can also authenticate the message in the same way. But, since he also knows
1, he can calculate

s=x"+ypqr=M+ ur+ypgr = M (mod r)

This implementation of a subliminal channel is far better than the previous two.
In the Ong-Schnorr-Shamir and ElGamal implementations, Bob has Alice’s private
key. Besides being able to read subliminal messages from Alice, Bob can imperson-
ate Alice and sign normal documents. Alice can do nothing about this; she must
trust Bob to set up this subliminal channel.

The ESIGN scheme doesn’t suffer from this problem. Alice’s private key is the set
of three primes: p, g, and . Bob’s seeret key is just z. He knows n = pqz, but to
recover p and g he has to factor that number. If the primes are large enough, Bob has
just as much trouble impersonating Alice as would Walter or anyone else.

DSA

There is also a subliminal channel in DSA (see Section 20.1)[1468,1469,1473]. In
fact, there are several. The simplest subliminal channel involves the choice of k. It
is supposed to be a 160-bit random number. However, if Alice chooses a particular
k, then Bob, who also knows Alice’s private key, can recover it. Alice can send Bob
a 160-bit subliminal message in each DSA signature; everyone else simply verifies
Alice’s signature. Another complication: Since k should be random, Alice and Bob
need to share a one-time pad and encrypt the subliminal message with the one-time
pad to generate a k.

DSA has subliminal channels that do not require Bob to know Alice’s private key.
These also involve choosing particular values of k, but cannot be used to send 160
bits of information. This scheme, presented in [1468,1469], allows Alice and Bob to
exchange one bit of subliminal information per signed message.

(1) Alice and Bob agree on a random prime, P (different from the parameter p in
the signature scheme). This is their secret key for the subliminal channel.

{2) Alice signs an innocuous message, M. If she wants to send Bob the sublim-
inal bit, 1, she makes sure the r parameter of the signature is a quadratic
residue modulo P. If she wants to send him a 0, she makes sure the r param-
eter is a quadratic nonresidue modulo P. She does this by signing the mes-
sage with random k values until she gets a signature with an r with the
requisite property. Since quadratic residues and quadratic nonresidues are
equally likely, this shouldn’t be too difficult.

{3) Alice sends the signed message to Bab.
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(4) Bob verifies the signature to make sure the message is authentic. Then he
checks whether r is a quadratic residue or a quadratic nonresidue modulo
P and recovers the subliminal bit.

Sending multiple bits via this method involves making r either a quadratic
residue or a quadratic nonresidue modulo a variety of parameters. See [1468,1469]
for details.

This scheme can be easily extended to send multiple subliminal bits per signa-
ture. If Alice and Bob agree on two random primes, P and Q, Alice can send two bits
by choosing a random k such that r is either a quadratic residue mod P or a
quadratic nonresidue mod P, and either a quadratic residue mod Q or a quadratic
nonresidue mod Q. A random value of k has a 25 percent chance of producing an r

- of the correct form.

Here’s how Mallory, an unscrupulous implementer of DSA, can have the algo-

rithm leak 10 bits of Alice’s private key every time she signs a document.

(1) Mallory puts his implementation of DSA in a tamperproof VLSI chip, so
that no one can examine its inner workings. He creates a 14-bit subliminal
channel in his implementation of DSA. That is, he chooses 14 random
primes, and has the chip choose a value of k such that r is either a quadratic
residue or a quadratic nonresidue module each of those 14 primes, depend-
ing on the subliminal message.

[2) Mallory distributes the chips to Alice, Bob, and everyone else who wants
them.

(3] Alice signs a message normally, using her 160-bit private key, x.

{4) The chip randomly chooses a 10-bit block of x: the first 10 bits, the second
10 bits, and so on. Since there are 16 possible 10-bit blocks, a 4-bit number
can identify which block it is. This 4-bit identifier, plus the 10 bits of the
key, is the 14-bit subliminal message.

(5] The chip tries random values of k until it finds one that has the correct
quadratic residue properties to send the subliminal message. The odds of a
random k being of the correct form are 1 in 16,384. Assuming the chip can
test 10,000 values of k per second, it will find one in less than two seconds.
This computation does not involve the message and can be performed off-
line, before Alice wants to sign a message.

{6) The chip signs the message normally, using the value of k chosen in step {5).

Alice sends the digital signature to Bob, or publishes it on the network, or
whatever.

5

(8) Mallory recovers r and, because he knows the 14 primes, decrypts the sub-
liminal message.

" It's scary that even if Alice knows what is happening, she cannot prove it. As long
as those 14 secret primes stay secret, Mallory is safe.
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Foiling the DSA Subliminal Channel

The subliminal channel relies on the fact that Alice can choose k to transmit =
subliminal information. To foil the subliminal channel, Alice cannot be allowed to.

choose k. However, neither can anyone else; if someone else were allowed to

choose k, it would allow that person to forge Alice’s signature. The only solutionis =

for Alice to jointly generate k with another party, call him Bob, in such a way that

Alice cannot control a single bit of k and Bob cannot know a single bit of k. At the

end of the protocol, Bob should be able to verify that Alice used the k that they
jointly generated. ,
Here's the protocol [1470,1472, 1473]:

(1) Alice chooses k” and sends Bob
u=g¥modp
{2) Bob chooses k” and sends it to Alice.

(3) Alice calculates k = kK’k” mod {p - 1). She uses & to sign her message, M,
with the DSA and sends Bob the signature: r and s.

{4) Bob verifies that
({t" mod p) mod ¢} = ¢

If it does, he knows that k was used to sign M.

After step (4), Bob knows that no subliminal information can be embedded in r. If
he is a trusted party, he can certify that Alice’s signature is subliminal-free. Others
will have to trust his certification; Bob cannot prove this fact to a third party with a
transcript of the protocol.

A surprising result is that if Bob wants to, he can use this protocol to create his
own subliminal channel. Bob can embed a subliminal message in one of Alice’s sig-
natures by choosing k” with certain characteristics, When Simmons discovered this,
he dubbed it the “Cuckoo’s Channel.” Details on how the Cuckoo’s Channel works,
and a three-pass protocol for generating k that prevents it, are discussed in
[1471,1473].

Other Schemes

Any signature scheme can be converted into a subliminal channel [1458,1460,
1406]. A protocol for embedding a subliminal channel in the Fiat-Shamir and Feige-
Fiat-Shamir protocols, as well as possible abuses of the subliminal channel, can be
found in [485].

23.4 UNDENIABLE DIGITAL SIGNATURES
This undeniable signature algorithm (see Section 4.3) is by David Chaum (343,327].

First, a large prime, p, and a primitive element, g, are made public, and used by a
group of signers. Alice has a private key, x, and a public key, ¢* mod p.
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To sign a message, Alice computes z = m* mod p. That’s all she has to do.
Verification is a little more complicated.

(1) Bob chooses two random numbers, a and b, both less than p, and sends
Alice:

c=z%g")’ mod p

{2} Alice computes t=x' mod (p — 1}, and sends Bob:
d=¢'modp

(3} Bob confirms that

d = m*g® {mod p)

if it is, he accepts the signature as genuine.

Imagine that Alice and Bob went through this protocol, and Bob is now convinced

~that Alice signed the message. Bob wants to convince Carol, so he shows her a tran-

script of the protocol. Dave, however, wants to convince Carol that some other per-

son signed the document, He creates a fake transcript of the protocol. First he

' generates the message in step (1). Then in step (3) he generates d and the fake trans-
_mission from this other person in step (2. Finally, he creates the message in step (2.
 To Carol, both Bob’s and Dave’s transcripts are identical. She cannot be convinced

“of the signature’s validity unless she goes through the protocol herself.

- Of course, if she were watching over Bob’s shoulder as he completed the protocol,

she would be convinced. Carol has to see the steps done in order, just as Bob does,

" There may be a problem with this signature scheme, but I know of no details.

- Please pay attention to the literature before you use it.

Another protocol not only has a confirmation protocol—Alice can convince Bob

that her signature is valid—but it also has a disavowal protocol; Alice can use a zero-

 knowledge interactive protocol to convince him that the signature is not valid, if it
isnot [329].

" Like the previous protocol, a group of signers use a shared public large prime, p,
and a primitive element, g. Alice has a unique private key, x, and a public key,

~g*mod p. To sign a message, Alice computes z =m* mod p.

To verify a signature:

(1) Bob chooses two random numbers, a and b, both less than p, and sends Alice:
c=m" mod p

{2} Alice chooses a random number, g, less than p, and computes and sends
to Bob:

s, =cgfmod p, $; = [(cg¥* mod p

(3) Bob sends Alice a and b, so that Alice can confirm that Bob did not cheat
in step {1).
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(4) Alice sends Bob ¢, so that Bob can use m* and reconstruct s, and s,. If

5, = cg? (mod p)
s; = (g")" " 92* {mod p)

then the signature is valid.

Alice can also disavow a signature, z, for a message, m. See [329] for details.
Additional protocols for undeniable sighatures can be found in [584,344]. Lein
Harn and Shoubao Yang proposed a group undeniable signature scheme [700].

Convertible Undeniable Signatures

An algorithm for a convertible undeniable signature, which can be verified, dis- -
avowed, and also converted to a conventional digital signature is given in [213]. It’s
based on the ElGamal digital signature algorithm.

Like ElGamal, first choose two primes, p and ¢, such that g divides p - 1. Now you
have to create a number, g, less than g. First choose a random number, h, between 2
and p - 1. Calculate

g — hU” - g mod p
If g equals the 1, choose another random h. If it doesn't, stick with the g you have.
The private keys are two different random numbers, x and z, both less than g. The
public keys are p, g, g v, and u, where
v=g"modp
u=g" modp
To compute the convertible undeniable signature of message m (which is actually
the hash of a message), first choose a random number, t, between 1 and ¢ — 1. Then
compute
T=g'modp
and
m’ = Ttzm mod q.

Now, compute the standard ElGamal signature on . Choose a random number,
R, such that R is less than and relatively prime to p — 1. Then compute r = g8 mod p,
and use the extended Euclidean algorithm to compute s, such that

m’ = rx+ Rs {mod ¢

The signature is the El1Gamal signature (r, s}, and T,
Here’s how Alice verifies her signature to Bob:

(1) Bob generates two random numbers, @ and b. He computes ¢ = T™g* mod
p and sends that to Alice.

{2) Alice generates a random number, k, and computes h, = c¢g“ mod p, and h,
= h;* mod p, and sends both of those numbers to Bob.
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{3} Bob sends Alice ¢ and b.
(4) Alice verifies that ¢ = T™g" mod p. She sends k to Bob.
(5] Bob verifies that h; = T™™¢" ** mod p, and that h, = y“r*u? ** mod p.

Alice can convert all of her undeniable signatures to normal signatures by pub-

 lishing z. Now, anyone can verify her signature without her help.

Undeniable signature schemes can be combined with secret-sharing schemes to
create distributed convertible undeniable signatures [1235]. Someone can sign a

~message, then distribute the ability to confirm that the signature is valid. He might,

for example, require three out of five people to participate in the protocol in order to
convince Bob that the signature is valid. Improvements on this notion deleted the

23.5 DESIGNATED CONFIRMER SIGNATURES

Here’s how Alice can sign a message and Bob can verify it, such that Carol can ver-
ify Alice’s signature at some later time to Dave (see Section 4.4)1333].
- First, a large prime, p, and a primitive element, g, are made public and used by a

_group of users. The product of two primes, n, is also public. Carol has a private key,

z, and a public key is h = ¢* mod p.
In this protocol Alice can sign m such that Bob is convinced that the signature is

- ~valid, but cannot convince a third party.

(1) Alice chooses a random x and computes
a=g"*modp
b= h*mod p

She computes the hash of m, H{m), and the hash of ¢ and b concatenated,
H{a,b). She then computes

j={H{m) ® H{a, b))'® mod n
and sends a, b, and j to Bob. ,
(2) Bob chooses two random numbers, s and ¢, both less than p, and sends Alice
c=gh'modp
[3] Alice chooses a random g less than p, and sends Bob
=g'modp
e={cd)* mod p
{4} Bob sends Alice s and t.
[5) Alice confirms that
gh" = ¢ {mod p)
Then she sends Bob ¢.
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(6) Bob confirms
d = g% (mod p)
efa? = ¢*b' (mod p)
H{m) @ H{a, b} = i"® mod n
If they all check out, he accepts the signature as genuine.

Bob cannot use a transcript of this proof to convince Dave that the signature is
genuine, but Dave can conduct a protocol with Alice’s designated confirmer, Carol.
Here’s how Carol convinces Dave that a and b constitute a valid signature.

{1} Dave chooses a random 1 and v, both less than p, and sends Carol
k=g'a*modp

{2) Carol chooses a random w; less than p, and sends Dave
I=g"modp
y = [kl mod p

{3) Dave sends Carol u and v.

{4} Carol confirms that
g°a” = Lk {mod p)
Then she sends Dave w.
{5) Dave confirms that

g" = I{mod p)
y/h" = h"b’ (mod p)

It they both check out, he accepts the signature as genuine.

In another protocol Carol can convert the designated-confirmer protocol into a2 =~
conventional digital signature. See [333] for details.

23.6 CompuTtING WITH ENCRYPTED DATA

The Discrete Logarithm Problem

There is a large prime, p, and a generator, g. Alice has a particular value for x, and
wants to know e, such that

g = x[mod p)

This is a hard problem, and Alice lacks the computational power to compute the
result. Bob has the power to solve the problem—he represents the government, or a
large computing organization, or whatever. Here’s how Bob can do it without Alice
revealing x [547,4]:
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{1} Alice chooses a random number, 7, less than p.
{2) Alice computes
X =xg" mod p
(3} Alice asks Bob to solve
g’ =x"{mod p)
{5] Bob computes ¢” and sends it to Alice.

(6] Alice recovers e by computing
e={e -rfmod (p~1)

Similar protocols for the quadratic residuosity problem and for the primitive root
~problem are in [3,4]. (See also Section 4.8.)

- 23.7 Far CoiN Fups

_ The following protocols allow Alice and Bob to flip a fair coin over a data network

_[see Section 4.9) [194]. This is an example of flipping a coin into a well (see Section

~ 4.10]. At first, only Bob knows the result of the coin toss and tells it to Alice. Later,
~Alice may check to make sure that Bob told her the correct outcome of the toss,

- Coin Flipping Using Square Roots
- Coin-flip subprotocol:

(1} Alice chooses two large primes, p and g, and sends their product, 1 to Boh.

(2) Bob chooses a random positive integer, , such that r is less than n/2. Bob
computes

z=1r"modn

and sends z to Alice.
{3} Alice computes the four square roots of z {mod n). She can do this because

she knows the factorization of 1. Let’s call them +x, —x, +v, and ~y. Call ¥’
the smaller of these two numbers:

xmod n
-x mod n
Similarly, call y’ the smaller of these two numbers:

v mod n

-y mod n

Note that r is equal either to x* or v,
{4] Alice guesses whether r = x’ or r = ¥, and sends her guess to Bob,
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(5] If Alice’s guess is correct, the result of the coin flip is heads. If Alice’s guess .
is incorrect, the result of the coin flip is tails. Bob announces the result of
the coin flip. 5

Verification subprotocol:

(6] Alice sends p and g to Bob.
{7] Bob computes x" and ¥ and sends them to Alice.
{8) Alice calculates r.

Alice has no way of knowing 7, so her guess is real. She only tells Bob one bit of -
her guess in step {4) to prevent Bob from getting both x” and . If Bob has both of
those numbers, he can change r after step (4).

Coin Flipping Using Exponentiation Modulo p

Exponentiation modulo a prime number, p, is used as a one-way function in this =
protocol [1306]:
Coin-flip subprotocol:

{1] Alice chooses a prime number, p, in such a way that the factorization of p
~ 1 is known and contains at least one large prime.

(2) Bob selects two primitive elements, h and ¢, in GF(p). He sends them to
Alice.
(3} Alice checks that h and t are primitive and then chooses a random integer
x, relatively prime to p -~ 1. She then computes one of the two values:
y=h"modp, ory=t"mod p
She sends y to Bob.

{4) Bob guesses whether Alice calculated y as a function of h or t, and sends his
guess to Alice.

(5) If Bob’s guess is correct, the result of the coin flip is heads. If Bob’s guess is
incorrect, the result of the coin flip is tails. Alice announces the result of
the coin flip.

Verification subprotocol:

(6] Alice reveals x to Bob. Bob computes h* mod p and t* mod p, to confirm
that Alice has played fairly and to verify the result of the toss. He also
checks that x and p — 1 are relatively prime.

For Alice to cheat, she has to know two integers, x and x’, such that k¥ =
t* {mod p). If she knew those values, she would be able to calculate:
log:h = xx ' mod p - 1 and log,h = x "'’ mod p-1

These are hard problems.
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Alice would be able to do this if she knew log,h, but Bob chooses h and ¢t in step

(2. Alice has no other recourse except to try to compute the discrete logarithm.
Alice could also attempt to cheat by choosing an x that is not relatively prime to p

1, but Bob will detect that in step (6).

Bob can cheat if h and ¢ are not primitive in GF(p), but Alice can easily check that

_after step {2) because she knows the prime factorization of p - 1.

One nice thing about this protocol is that if Alice and Bob want to flip multiple

_ ¢oins, they can use the same values for p, h, and t. Alice just generates a new x, and
the protocol continues from step (3).

o ,Coin Flipping Using Blum Integers
- Blum integers can be used in a coin-flipping protocol.

{1) Alice generates a Blum integer, n, a random x relatively prime to n, x; =
x* mod n, and x, = x> mod n. She sends n and x; to Bob.

| Bob guesses whether x; is even or odd.

| Alice sends x to Bob.

] Bob checks that n is a Blum integer {Alice would have to give Bob the fac-
tors of n and proofs of their primality, or execute some zero-knowledge
protocol to convince him that z is a Blum integer), and he verifies that x, =
x* mod n and x, = x,” mod n. If all this checks out, Bob wins the flip if he
guessed correctly.

It is crucial that n be a Blum integer. Otherwise, Alice may be able to find an x/,
. such that ¥’ mod n = x> mod n = x,, where x’; is also a quadratic residue. If x, were
_evenand X, were odd {or vice versa), Alice could freely cheat.

. 238 ONE-WAY ACCUMULATORS

. There is a simple one-way accumulator function [116] (see Section 4.12}:
Alx, y)=x;. " modn

- The numbers n {n is the product of two primes) and x, must be agreed upon in
_advance. Then, the accumulation of y,, v,, and y; would be

({x¢"* mod n? mod n)*s mod n

_ This computation is independent of the order of y,, y», and y;.

239 ALL-OR-NOTHING DISCLOSURE OF SECRETS

~ This protocol allows multiple parties {at least two are required for the protocol to

~ work) to buy individual secrets from a single seller (see Section 4.13} [1374,1175].

_ First, here’s a definition. Take two bit strings, x and y. The fixed bit index (FBI) of x
~and y are the bits where the ith bit of x equals the ith bit of y.
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For example:

Now, here’s the protocol. Alice is the seller. Bob and Carol are buyers. Alice has -

x=110101001011
y = 101010000110
FBI(x, y) =1 4, 5, 11]

(We're reading the bits from right to left, with the right-most bit as
zero.)

k n-bit secrets: Si, Sy, ..., Si. Bob wants to buy secret S,; Carol wants to buy
secret S,.

(1)

(2)

Alice generates a public-key/private-key key pair and tells Bob (but not
Carol) the public key. She generates another public-key/private-key key
pair and tells Carol (but not Bob} the public key.

Bob generates k n-bit random numbers, By, B,, . .., By, and tells them to
Carol. Carol generates k n-bit random numbers, C,, C,, ..., Cy, and tells
them to Bob.

Bob encrypts C; {remember, S; is the secret he wants to buy) with the pub- |
lic key from Alice. He computes the FBI of C, and the result he just -
encrypted. He sends this FBI to Carol.

Carol encrypts B, [remember, S, is the secret she wants to buy) with the
public key from Alice. She computes the FBI of B, and the result she just
encrypted. She sends this FBI to Bob.

| Bob takes each of the n-bit numbers B, B,, . . ., By, and replaces every bit

whose index is not in the FBI he received from Carol with its complement.
He sends this new list of n-bit numbers, B’;, B, . .., B’ to Alice.
Carol takes each of the n-bit numbers C,, C,, . . ., Cj, and replaces every

bit whose index is not in the FBI she received from Bob with its comple-

ment. She sends this new list of n-bit numbers, &'}, C’,, . .., C’ to Alice.

Alice decrypts all C’; with Bob’s private key, giving her k n-bit numbers:
C", C"%, ..., G". She computes S;® C”, fori=1 to k, and sends the results
ta Bob.

Alice decrypts all B, with Carol’s private key, giving her k n-bit num-
bers: B”), B”,, ..., B”;. She computes S, ® B”, for i = 1 to k, and sends the
results to Carol.

Bob computes S, by XORing C, and the bth number he received from
Alice.

Carol computes S, by XORing B, and the cth number she received from

Alice.

This is complicated. An example will go a long way to help.

Alice has the following eight 12-bit secrets for sale: §; = 1990, S, =471, S; = 3860,
Sy = 1487, 8; = 2235, S¢= 3751, S; = 2546, and Sg = 4043. Bob wants to buy §;. Carol
wants to buy §,.
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-

(1] Alice uses the RSA algorithm. The key pair she will use with Bob is: n =
7387, ¢ = 5145, and d = 777. The key pair she will use with Carol is: n =
2747, ¢ =1421, and d = 2261, She tells Bob and Carol each their public key.

(2] Bob generates eight 12-bit random numbers, B, = 743, B, =1988, B;= 4001,
By =12942, By = 3421, Bs = 2210, B, = 2306, and By =222, and tells them to
Carol. Carol generates eight 12-bit random numbers, C; = 1708, C, = 711,
Cy=1969, Cy=3112, Cs=4014, Cy = 2308, C;=2212, and Cy =222, and tells
them to Bob.

{3] Bob wants to buy S;, so he encrypts C, with the public key that Alice
gave him.

22125 mod 7387 = 5928
Now:
2212 = 0100010100100
5928 = 1011100101000
So, the FBI of those two numbers is {0, 1, 4, 5, 6}. He sends this to Carol.
Carol wants to buy S,, so she encrypts B, with the public key that Alice

gave her and computes the FBI of B, with the result of her encryption. She
sends {0, 1, 2, 6, 9, 10} to Bob.

(4] Bob takes By, B, ..., By, and replaces every bit whose index is not in the
set {0, 1, 2, 6, 9, 10} with its complement. For example:

By=111111000100 = 1988
B, =011001111100 = 1660
He sends By, B, ..., B, to Alice.

Carol takes C;, C,, ..., Cq, and replaces every bit whose index is not in
the set {0, 1, 4, 5, 6} with its complement. For example:

Cy;=0100010100100 =2212
C’>= 1011100101000 = 5928
She sends C*, C',, ..., C’, to Alice.

(5] Alice decrypts all C’; with Bob’s private key and XORs the results with S
For example, fori=7;

59287 mod 7387 = 2212, 2546 ® 2212 = 342

She sends the results to Bob.
Alice decrypts all B’, with Carol’s private key and XORs the results with
S;. For example, for i =2:

16607 (mod 2747) = 1988, 471 @ 1988 = 1555

She sends the results to Carol.

(6] Bob computes S; by XORing C, and the seventh number he received
from Alice:
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2212 @ 342 = 2546
Carol computes S, by XORing B, and the second number she received from
Alice.

1988 @ 1555 =471

The protocol works for any number of buyers. If Bob, Carol, and Dave want to buy
secrets, Alice gives each buyer two public keys, one for each of the others. Fach
buyer gets a set of numbers from each other buyer. Then, they complete the proto-
col with Alice for each of their sets of numbers and XOR all of their final results
from Alice to get their secret. More details are in [1374,1175].

Unfortunately, a pair of dishonest parties can cheat. Alice and Carol, working
together, can easily find out what secret Bob is getting: If they know the FBI of C;, -
and Bob’s encryption algorithm, they can find b such that C, has the right FBI. And
Bob and Carol, working together, can easily get all the secrets from Alice.

If you assume honest parties, there’s an easier protocol [389].

(1} Alice encrypts all of the secrets with RSA and sends them to Bob:
C;=S8modn

(2} Bob chooses his secret C,, picks a random z, and sends ¢’ to Alice.
C' = Cpr* mod n

{3) Alice sends Bob .
P=C"modn

{4) Bob calculates S;.
Sp=P'r? modn

If the parties may be dishonest, Bob can prove in zero-knowledge that he knows
some r such that C" = C,r* mod n and keep b secret until Alice gives him P’ in step -
(3) [246].

23.10 FaIrR AND FAILSAFE CRYPTOSYSTEMS

Fair Diffie-Hellman

Fair cryptosystems are a way to do key escrowing in software {see Section 4.14).
This example is from Silvio Micali [1084,1085]. It is patented [1086,1087]. ,

In the basic Diffie-Hellman scheme, a group of users share a prime, p, and a gen- |
erator, g. Alice’s private key is s, and her public key is t = g* mod p.

Here’s how to make Diffie-Hellman fair (this example uses five trustees).

(1} Alice chooses five integers, s, s, $3, S5, and ss, each less than p—1. Alice's
private key is :




P
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S={S+ 8+ 83+ 84+ 85) mod p — 1
and her public key is
t=g"modp
Alice also computes
i=gimodp, fori=1t05
Alice’s public shares are t,, and her private shares are S

(2] Alice sends a private piece and corresponding public piece to each trustee.
For example, she sends s, and t, to trustee 1. She sends £ to the KDC.,
(3] Each trustee verifies that

t;=g"mod p

If it does, the trustee signs ¢; and sends it to the KDC. The trustee stores 8;
in a secure place.

(4] After receiving all five public pieces, the KDC verifies that
t=(t, vty * t3* 4« t5) mod p
If it does, the KDC approves the public key.

At this point, the KDC knows that the trustees each have a valid piece, and that

_ they can reconstruct the private key if required. However, neither the KDC nor any
_ four of the trustees working together can reconstruct Alice’s private key,

Micali’s papers [1084,1085] also contain a procedure for making RSA fair and for
combining a threshold scheme with the fair cryptosystem, so that m out of n

~ trustees can reconstruct the private key.

k " Failsafe Diffie-Hellman

Like the previous protocol, a group of users share a prime, p, and a generator, g.

 Alice’s private key is s, and her public key is ¢ = ¢° mod D.

(1} The KDC chooses a random number, B, between 0 and p -2, and commits
to B using a bit-commitment protocol {see Section 4.94.

{2) Alice chooses a random number, 4, between 0 and p 2. She sends g* mod
p to the KDC.

(3] The user “shares” A with each trustee using a verifiable secret-sharing
scheme (see Section 3.7).

(4] The KDC reveals B to Alice.
(5] Alice verifies the commitment from step {1). Then she sets her public key as
t=(g")g" mod p
She sets her private key as
s=(A+ B)mod (p - 1)
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The trustees can reconstruct A. Since the KDC knows B, this is enough to recon-
struct s. And Alice cannot make use of any subliminal channels to send unautho-
rized information. This protocol, discussed in [946,833] is being patented.

23.11 Zero-KNOWLEDGE PROOFS OF KNOWLEDGE

Zero-Knowledge Proof of a Discrete Logarithm
Peggy wants to prove to Victor that she knows an x that satisfies

A*= B (mod p|

where p is a prime, and x is a random number relatively prime to p — 1. The num-
bers A, B, and p are public, and x is secret. Here's how Peggy can prove she knows x
without revealing it (see Section 5.1} [338,337].

(1) Peggy generates t random numbers, r;, r,, . . ., 1, where all r; are less than
p-1.
{2] Peggy computes h, = A% mod p, for all values of 1, and sends them to Victor,

(3] Peggy and Victor engage in a coin-flipping protocol to generate t bits: by,
by, ..., b,

{4} For all ¢ bits, Peggy does one of the following:
al If b,=0, she sends Victor t;

b] If b;=1, she sends Victor s, = (z; ~ r;) mod (p — 1), where j is the lowest
value for which b; = 1

{5} For all ¢ bits, Victor confirms one of the following:
a) Ifb,=0, that A" = b, (mod p}
b] I b, =1, that A% = hh; " (mod p)

(6] Peggy sends Victor Z, where

Z=(x-rJmod{p-1)
{7} Victor confirms that
A% = Bh;" {mod p)

Peggy’s probability of successfully cheating is 2.

Zero-Knowledge Proof of the Ability to Break RSA

Alice knows Carol’s private key. Maybe she has broken RSA; maybe she has bro-
ken into Carol’s house and stolen the key. Alice wants to convince Bob that she
knows Carol’s key. However, she doesn’t want to tell Bob the key or even decrypt
one of Carol’s messages for Bob. Here’s a zero-knowledge protocol by which Alice
convinces Bob that she knows Carol’s private key [888].

Carol’s public key is e, her private key is d, and the RSA modulus is n.
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(1) Alice and Bob agree on a random k& and an m such that
km = ¢ {mod n)
They should choose the numbers randomly, using a coin-flip protocol to

generate k and then computing m. If both k and m are greater than 3, the
protocol continues. Otherwise, they choose again.

(2) Alice and Bob generate a random ciphertext, C. Again, they should use a
coin-flip protocol,

{3) Alice, using Carol’s private key, computes
M=C'modn
She then computes
X =M"mod n
and sends X to Bob.
{4) Bob confirms that X mod n = C. If it does, he believes Alice.

A similar protocol can be used to demonstrate the ability to break a discrete loga-
rithm problem [888].

Zero-Knowledge Proof that n Is a Blum Integer

~ There are no known truly practical zero-knowledge proofs that n = pq, where p and
g are primes congruent to 3 modulo 4. However, if you allow 11 to be of the form p'q’,
. where r and s are 0dd, then the properties which make Blum integers useful in cryp-
tography still hold. And there exists a zero-knowledge proof that 1 is of that form.
Assume Alice knows the factorization of the Blum integer n, where n is of the form
previously discussed. Here’s how she can prove to Bob that n is of that form [660].

g

T s e

{1) Alice sends Bob a number uz which has a Jacobi symbol ~1 modulo n.
(2] Alice and Bob jointly agree on random bits: b, by, .. ., b,
{3] Alice and Bob jointly agree on random numbers: Xy, X3, ..., Xio
; (4] Poreachi=1, 2, ..., k, Alice sends Bob a square root modulo n, of one of
[ the four numbers: x,, -x, ux, —ux. The square root must have the Jacobi
L symbol b;.

. The odds of Alice successfully cheating are one in 2%,

: 23.12 BLIND SIGNATURES

The notion of blind signatures (see Section 5.3) was invented by David Chaum

[317,323], who also invented their first implementation [318]. It uses the RSA
-algorithm. :

S R
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Bob has a public key, e, a private key, d, and a public modulus, n, Alice wants Bob
to sign message m blindly.

(1) Alice chooses a random value, k, between 1 and n. Then she blinds m by
computing

t=mk*mod n
{2) Bob signs ¢
t*= (mk*) mod n
(3} Alice unblinds t* by computing
s =tk mod n
{4) And the result is
s=m‘modn
This can easily be shown
t! = (mk?)* = m?k (mod n}, so t¥/k = m%k/k = m® {mod n).
Chaum invented a family of more complicated blind signature algorithms in

[320,324}, called blind unanticipated signatures. These signatures are more complex
in construction, but more flexible.

23.13 OBLIVioUs TRANSFER

In this protocol by Michael Rabin [1286], Alice has a 50 percent chance of sending
Bob two primes, p, and ¢. Alice will not know whether the transfer is successful.
(See Section 5.5.} {This protocol can be used to send Bob any message with a 50 per-
cent success rate if p and g reveal an RSA private key.)

(1) Alice sends Bob the product of the two primes: n = pq.

(2) Bob chooses a random x less than n, such that x is relatively prime to n. He
sends Alice:

a=xmodn

(3) Alice, knowing p and ¢, computes the four roots of a: x, n - x, y, and n — y.
She chooses one of these roots at random and sends it to Bob.

(4) If Bob receives y or n — y, he can compute the greatest common divisor of x
+y and n, which is either p or g. Then, of course, n/p = q.
If Bob receives x or n - x, he can’t compute anything.

This protocol may have a weakness: It might be the case that Bob can compute

a number a such that given the square root of a you can calculate a factor of n all
the time.
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- 23.14 SECURE MULTIPARTY COMPUTATION

- This protocol is from [1373]. Alice knows the integer 1; Bob knows the integer ;. Alice

and Bob together wish to know whether i <7 or if i > j, but neither Alice nor Bob wish

~toreveal the integer each knows. This special case of secure multiparty computation
[see Section 6.2 is sometimes known as Yao’s millionaire problem [1627].

- For this example, assume that 7 and j range from 1 to 100. Bob has a public key and
a private key.

{1} Alice chooses a large random number, x, and encrypts it in Bob’s public key.
¢ = Eglx}

{2) Alice computes ¢ ~ 7 and sends the result to Bob.

{3} Bob computes the following 100 numbers:
Vo=Dylc-i+u), for 1 <u<100

Dy is the decryption algorithm with Bob’s private key.

He chooses a large random prime, p. {The size of p should be somewhat
smaller than x. Bob doesn’t know x, but Alice could easily tell him the size
of x.) He then computes the following 100 numbers:

Zy={y,modp}, for 1 Su<100
He then verifies that, forall u # v
lzy =2z, 22
and that for all u
O<z,<p-1
If this is not true, Bob chooses another prime and tries again.
(4] Bob sends Alice this sequence of numbers in this exact order:
ZuZy o Zn Zia b Loz + 1 L Zie+ L p

(5] Alice checks whether the ith number in the sequence is congruent to
A x mod p. If it is, she concludes that i <7. If it is not, she concludes that i > J.

(6] Alice tells Bob the conclusion.

All the verification that Bob goes through in step (3] is to guarantee that no num-
~ber appears twice in the sequence generated in step (4). Otherwise, if z, = z;, Alice
 knows thata<j<b,
. The one drawback to this protocol is that Alice learns the result of the compu-
~ tation before Bob does. Nothing stops her from completing the protocol up to step
_[5)and then refusing to tell Bob the results in step {6). She could even lie to Bob in
Step (6], '
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Example of the Protocol

Assume they’re using RSA. Bob’s public key is 7 and his private key is 23; n = 55,
Alice’s secret value, 1, is 4; Bob’s secret value, j, is 2. {Assume that only the values 1,
2, 3, and 4 are possible for 7 and f.)

{1} Alice chooses x =39, and ¢ = Ex{39) =19,
[2) Alice computes ¢ ~ 1= 19 — 4 = 15. She sends 15 to Bob,
(3] Bob computes the following 4 numbers:

Vi=Dyl5+1)=26
Va=Dy{15+ 2] =18
Vi=Dy{15+3) =2

Vo= Dy(15 +4] = 39

He chooses p =31 and calculates:

z;=(26 mod 31) =26
zy=(18 mod 31} =18
zZ;={2mod 311=2

z;={39 mod 31)= 8§

He does all the verifications and confirms that the sequence is fine.
(4] Bob sends Alice this sequence of numbers in this exact order;

26,18,2+1,8+1,31=26, 18, 3,9, 31

{5) Alice checks whether the 4th number in the sequence is congruent to
x mod p. Since 9 # 39 (mod 31), then i > ;.

{6} Alice tells Bob.

This protocol can be used to create far more complicated protocols. A group of
people can conduct a seeret auction over a computer network. They arrange them-
selves in a logical circle, and through individual pairwise comparisons, determine
which is offering the highest price. In order to prevent people from changing their
bids in mid-auction, some sort of bit-commitment protocol could also be used. If the
auction is a Dutch auction, then the highest bidder gets the item for his highest
price. If it is an English auction, then he gets the item for the second-highest price.
(This can be determined by a second round of pairwise comparisons.) Similar ideas
have applications in bargaining, negotiations, and arbitration.

23.15 PROBABILISTIC ENCRYPTION

The notion of probabilistic encryption was invented by Shafi Goldwasser and Silvio
Micali [624]. Although its theory makes it the most secure cryptosystem invented,
its early implementation was impractical [625]. More recent implementations have
changed that,
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The point behind probabilistic encryption is to eliminate any information leaked
~ with public-key cryptography. Because a cryptanalyst can always encrypt random
 ‘messages with a public key, he can get some information. Assuming he has cipher-
i text C = Eg[M) and is trying to recover plaintext message M, he can pick a random
message M’ and encrypt it: C" = E (M) If ¢’ = C, then he guessed the correct plain-
text. If it’s wrong, he just guesses again.

- Also, no partial information is leaked about the original message. With public-key
cryptography, sometimes a cryptanalyst can learn things about the bits: The XOR of
bits 5, 17, and 39 is 1, and so on. With probabilistic encryption, even this type of

‘information remains hidden.
- Not a whole lot of information is to be gained here, but there are potential prob-
lems with allowing a cryptanalyst to encrypt random messages with your public
_ key. Some information is being leaked to the cryptanalyst every time he encrypts a
message. No one really knows how much.
, Probabilistic encryption tries to eliminate that leakage. The goal is that no com-
_ putation on the ciphertext, or on any other trial plaintexts, can give the cryptanalyst
_ any information about the corresponding plaintext.
" In probabilistic encryption, the encrypting algorithm is probabilistic rather than
 deterministic. In other words, a large number of ciphertexts will decrypt to a given
. plaintext, and the particular ciphertext used in any given encryption is randomly
chosen.

C = EK(M) Cy = EK(M); Cs= EK(M>7 R EK(M)
M= DK‘CI} = DK(GZ) = DK(Cg) Faa.= DK(Ci)

With probabilistic encryption, a cryptanalyst can no longer encrypt random plain-
 texts looking for the correct ciphertext. To illustrate, assume the cryptanalyst has
_ ciphertext C; = EgM). Even if he gucsses M correctly, when he encrypts ExM), the
result will be a completely different C: C,. He cannot compare C;and C,, and so can-
not know that he has guessed the message correctly.
; This is amazingly cool stuff, Even if a cryptanalyst has the public encryption key,
~ the plaintext, and the ciphertext, he cannot prove that the ciphertext is the encryp-
tion of the plaintext without the private decryption key. Even if he tries exhaustive
~search, he can only prove that every conceivable plaintext is a possible plaintext.
Under this scheme, the ciphertext will always be larger than the plaintext. You
can’t get around this; it’s a result of the fact that many ciphertexts decrypt to the
~same plaintexts. The first probabilistic encryption scheme [625] resulted in a cipher-
_textso much larger than the plaintext that it was unusable,
. However, Manual Blum and Goldwasser have an efficient implementation of
 Dprobabilistic encryption using the Blum Blum Shub (BBS) random-bit generator
_ described in Section 17.9 [199].
:; The BBS generator is based on the theory of quadratic residues. In English, there
_ are two primes, p and g, that are congruent to 3 modulo 4. That’s the private key.
Their product, pg = n, is the public key. (Mind your ps and gs; the security of this
- scheme rests in the difficulty of factoring n.)
Toencrypt a message, M, first choose some random x, relatively prime to n. Then
_ compute
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Xo=x*mod n

Use x; as the seed of the BBS pseudo-random-bit generator and use the output of .
the generator as a stream cipher. XOR M, one bit at a time, with the output of the .
generator. The generator spits out bits b; (the least-significant bit of x;, where x; =
x;-1* mod n), so

M=M1, Mg, Mg, ‘e oa Mt
C=~‘M;®b1, Mz@bg,Ma@bg, . .,Mt®bl
where t is the length of the plaintext

Append the last computed value, x,, to the end of the message and you're done.
The only way to decrypt this message is to recover x, and then set up the same
BBS generator to XOR with the ciphertext. Because the BBS generator is secure to
the left, the value x, is of no use to the cryptanalyst. Only someone who knows p
and g can decrypt the message.
In C, the algorithm to recover x, from x, is:

int x0 (int p, int g, int n, int t, int xt)
{

int a, b, u, v, w, z;

/* we glready know that ged(p, g} == 1 %/
(void)extended_euclidian(p, q, &a, &b);

u = modexp ((p+1}/4, t, p-1);

= modexp {(q+l1)/4, t, g-1);

madexp (xt%p, u, pl;

modexp {xt%q, v, q);:

eturn (b*g*w + a*p*z) % n;

!

il

i

v
W
z
r
!

Once you have x,, decryption is easy. Just set up the BBS generator and XOR the out-
put with the ciphertext.

You can make this scheme go even faster by using all the known secure bits of X,
not just the least significant bit. With this improvement, Blum-Goldwasser proba-
bilistic encryption is faster than RSA while leaking no partial information about the
plaintext. You can also prove that the difficulty of breaking this scheme is the same
as the difficulty of factoring n.

On the other hand, this scheme is totally insecure against a chosen-ciphertext
attack. From the least significant bits of the right quadratic residues, it is possible to
calculate the square root of any quadratic residue. If you can do this, then you can
factor. For details, consult [1570,1571,35,36].

23.16 QuANTUM CRYPTOGRAPHY

Quantum cryptography taps the natural uncertainty of the quantum world. With it,
You can create a communications channel where it is impossible to eavesdrop with-
out disturbing the transmission. The laws of physics secure this quantum channel:
even if the eavesdropper can do whatever he wants, even if the eavesdropper has
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unlimited computing power, even if P = NP. Charles Bennett, Gilles Brassard,
- Claude Crépeau, and others have expanded on this idea, describing quantum key
- distribution, quantum coin flipping, quantum bit commitment, quantum oblivious
- transfer, and quantum secure multiparty computation. Their work is described in
o {128,129,123,124,125,133,126,394,134,392,243,517,132,130,244,393,396]. The best
~ overview of quantum cryptography can be found in [131]; [1651] is another good
nontechnical overview. A complete bibliography of quantum cryptography is [237].
This would still be on the lunatic fringe of cryptography, but Bennett and Brassard
- actually went and built a working model of the thing [127,121,122]. Now we have
experimental quantum cryptography.
So sit back, get yourself something to drink, and relax. I'm going to explain what
this is all about.
According to quantum mechanics, particles don't actually exist in any single
place. They exist in several places at once, with probabilities of being in different
~places if someone looks. However, it isn’t until a scientist comes along and mea-
~ sures the particle that it “collapses” into a single location. But you can’t measure
every aspect ({for example, position and velocity) of a particle at the same time, If
~you measure one of those two quantities, the very act of measuring it destroys any
_possibility of measuring the other quantity. The quantum world has a fundamental
uncertainty and there’s no way to avoid it.
; That uncertainty can be used to generate a secret key. As they travel, photons
_ vibrate in some direction; up and down, left to right, or more likely at some angle.
_Normal sunlight is unpolarized; the photons vibrate every which way. When a large
- group of photons vibrate in the same direction they are polarized. Polarization filters
allow only photons that are polarized in a certain direction through; the rest are
_ blocked. For example, a horizontal polarization filter only allows horizontally polar-
_ ized photons through. Turn that filter 90 degrees, and only vertically polarized pho-
tons can come through.
" Let’s say you have a pulse of horizontally polarized photons. If they try to pass
‘through a horizontally polarized filter, they all get through. Slowly turn that filter
90 degrees; the number of photons getting through gets smaller and smaller, until
_none get through. This is counterintuitive. Youw’d think that turning the filter just a
little will block all the photons, since the photons are horizontally polarized. But in
quantum mechanics, each particle has a probability of suddenly switching its polar-
_ ization to match the filter. If the angle is a little bit off, it has a high probability. If
~the angle is 90 degrees off, it has zero probability. And if the angle is 45 degrees off,
it has a 50 percent probability of passing through the filter.
Polarization can be measured in any basis: two directions at right angles. An exam-
ple basis is rectilinear: horizontal and vertical. Another is diagonal: left-diagonal and
~ right-diagonal. If a photon pulse is polarized in a given basis and you measure it in the
~ - same basis, you learn the polarization. If you measure it in the wrong basis, you get
- arandom result. We're going to use this property to generate a secret key:

(1) Alice sends Bob a string of photon pulses. Each of the pulses is randomly
polarized in one of four directions: horizontal, vertical, left-diagonal, and
right-diagonal.
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For example, Alice sends Bob:

Pl e — N [ —

(2] Bob has a polarization detector. He can set his detector to measure recti-
linear polarization or he can set his detector to measure diagonal polariza-
tion. He can’t do both; quantum mechanics won't let him. Measuring one
destroys any possibility of measuring the other. So, he sets his detectors at
random, for example:

X+ + XXX+ X+ +

Now, when Bob sets his detector correctly, he will record the correct polar-
ization. If he sets his detector to measure rectilinear polarization and the
pulse is polarized rectilinearly, he will learn which way Alice polarized
the photon. If he sets his detector to measure diagonal polarization and the
pulse is polarized rectilinearly, he will get a random measurement. He
won’t know the difference. In this example, he might get the result:

I e NN e o |

(3) Bob tells Alice, over an insecure channel, what settings he used.

(4] Alice tells Bob which settings were correct, In our example, the detector
was correctly set for pulses 2, 6, 7, and 9.

(5] Alice and Bob keep only those polarizations that were correctly measured.
In our example, they keep:

"[***\m* *

Using a prearranged code, Alice and Bob each translate those polarization
measurements into bits. For example, horizontal and left-diagonal might
cqual one, and vertical and right-diagonal might equal zero. In our exam-
ple, they both have:

0011

R i

So, Alice and Bob have generated four bits. They can generate as many as they like
using this system. On the average, Bob will guess the correct setting 50 percent of
the time, so Alice has to send 2n photon pulses to generate n bits. They can use
these bits as a secret key for a symmetric algorithm or they can guarantee perfect
secrecy and generate enough bits for a one-time pad.

The really cool thing is that Eve cannot eavesdrop. Just like Bob, she has to guess
which type of polarization to measure; and like Bob, half of her guesses will be
wrong. Since wrong guesses change the polarization of the photons, she can’t help
introducing errors in the pulses as she eavesdrops. If she does, Alice and Bob will end
up with different bit strings. So, Alice and Bob finish the protocol like this:

AR

(6] Alice and Bob compare a few bits in their strings. If there are discrepancies,
they know they are being bugged. If there are none, they discard the bits
they used for comparison and use the rest,




23.16  Quantum Cryptography -~ K57
- .

Enhancements to this protocol allow Alice and Bob to use their bits even in the -

. presence of Eve [133,134,192). They could compare only the parity of subsets of the

- bits. Then, if no discrepancies are found, they only have to discard one bit of the sub-
- set. This detects eavesdropping with only a 50 percent probability, but if they do
this with n different subsets Eve’s probability of eavesdropping without detection is

~only 1in 27,

There’s no such thing as passive eavesdropping in the quantum world. If Eve tries
to recover all the bits, she will necessarily disrupt the communications.

- Bennett and Brassard built a working model of quantum key distribution and have
‘exchanged secure bits on a laser table. The latest T heard, some folks at British Tele-
-com were sending bits over a 10-kilometer fiber-optic link [276, 1245,1533). They
figure 50 kilometers is feasible. The mind boggles.
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CHAPTER 24

Example
~ Implementations

~It’s one thing to design protocols and algorithms, but another thing to field them in
_operational systems. In theory, theory and practice are the same; in practice they are
_different. Often ideas that look good on paper don’t work in real life. Maybe the
- bandwidth requirements are too large; maybe the protocol is too slow. Chapter 10
~ discusses some of the issues related to using cryptography; this chapter gives exam-
~ ples of how it has been done in practice.

24.1 IBM SecRET-KEY MANAGEMENT PROTOCOL

Inthelate 1970s IBM developed a complete key management system for communi-
_ cations and file security on a computer network, using only symmetric cryptogra-
~ phy[515,1027]. This protocol is less important in the actual mechanisms and more
__in its overall philosophy: By automating the generation, distribution, installation,
~ storage, changing, and destruction of keys, the protocol went a long way to ensure
, the security of the underlying cryptographic algorithms.
__Thisprotocol provides three things: secure communications between a server and
~ several terminals, secure file storage at the server, and secure communication

~ among servers. The protocol doesn’t really provide for direct terminal-to-terminal
~ communication, although it can be modified to do that.

 Each server on the network is attached to a cryptographie facility, which does all
_ of the encrypting and decrypting. Each server has a Master Key, KM;, and two vari-
_ ants, KM, and KM,, both of which are simple variants of KM,. These keys are used
_ toencrypt other keys and to generate new keys. Each terminal has a Master Termi-
 nalKey, KMT, which is used to exchange keys with other terminals.
 Theservers store KMT, encrypted with KM,. All other keys, such as those used to
_ enerypt files of keys (called KNF), are stored in encrypted form under KM,. The mas-
ter key, KM,, is stored in some nonvolatile security module. Today that could be
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either a ROM key or a magnetic card, or it could be typed in by the user [probably as
a text string and then key crunched). KM, and KM, are not stored anywhere in the
system, but are computed from KM, whenever they are needed. Session keys, for
communication among servers, are generated with a pseudo-random process in the
server. Keys to encrypt files for storage (KNF) are generated in the same manner.

The heart of the protocol is a tamper-resistant module, called a cryptographic
facility. At both the server and the terminal, all encryption and decryption takes
place within this facility. The most important keys, those used to generate the
actual encryption keys, are stored in this module. These keys can never be read once
they are stored. And they are tagged by use: A key dedicated for one purpose cannot
accidentally be used for another. This coneept of key control vectors is probably the
most significant contribution of this system. Donald Davies and William Price dis-
cuss this key management protocol in detail [435].

A Variation

A variation on this scheme of master and session keys can be found in [1478]. It’s
built around network nodes with key notarization facilities that serve local termi-
nals. It is designed to:

- Secure two-way communication between any two terminal users.
— Secure communications using encrypted mail.

-— Provide personal file protection.

— Provide a digital signature capability.

For communication and file transfer among users, the scheme uses keys generated
in the key notarization facility and sent to the users encrypted under a master key.
The identities of the users are incorporated with the key, to provide evidence that
the session key has been used betwceen a particular pair of users. This key notariza-
tion feature is central to the system. Although the system does not use public-key
cryptography, it has a digital-signature-like capability: A key could have only come
from a particular source and could only be read at a particular destination.

24.2 MITRENET

One of the carliest implementations of public-key cryptography was the experi-
mental system MEMO (MITRE Encrypted Mail Office). MITRE is a DoD contractor,
a government think tank, and an all-around bunch of smart guys. MEMO was a
secure electronic mail system for users in the MITRENET network, using public-
key cryptography for key exchange and DES for file encryption.

In the MEMO system, all public keys are stored in a Public Key Distribution Cen-
ter, which is a separate node on the network. They are stored in an EPROM to prevent
anyone from changing them. Private keys are generated by users or by the system.
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. For a user to send secure messages, the system first establishes a secure cominu-
nications path with the Public Key Distribution Center. The user requests a file of
all public keys from the Center. If the user passes an identification test using his
private key, the Center sends this list to the user’s workstation. The list is
encrypted using DES to ensure file integrity.

The implementation uses DES to encrypt messages. The system generates a ran-
dom DES key for file encryption; the user encrypts the file with the DES key and
encrypts the DES key with the recipient’s public key. Both the DES-encrypted file
and the public-key-encrypted key are sent to the recipient.

MEMO makes no provision for lost keys. There is some provision for integrity
checking of the messages, using checksums. No authentication is built into the
system.

The particular public-key implementation used for this system—Ditfie-Hellman
key exchange over GF(2/¥)—was proven insecure before the system was imple-
mented {see Section 11.6), although it is easy to modify the system to use larger
numbers. MEMO was intended mainly for experimental purposes and was never
made operational on the real MITRENET system.

24.3 ISDN

“Bell-Northern Research developed a prototype secure Integrated Services Digital
Network (ISDN) telephone terminal [499,1192,493,500]. As a telephone, it was

- never developed beyond prototype. The resulting product was the Packet Data Secu-
rity Overlay. The terminal uses Diffie-Hellman key exchange, RSA digital signa-
tures, and DES data encryption; it can transmit and receive voice and data at 64
kilobits per second.

Keys
A long-term public-key/private-key key pair is embedded in the phone. The pri-

- vate key is stored in a tamper-resistant area of the phone. The public key serves as
the identification of the phone. These keys are part of the phone itself and cannot be
altered in any way.

Additionally, two other public keys are stored in the phone. One of these keys is

the owner’s public key. This key is used to authenticate commands from the owner

- and can be changed via a command signed by the owner. In this way an owner can
transfer ownership of the phone to someone else.

- The public key of the network is also stored in the phone. This key is used to
authenticate commands from the network’s key management facility and to authen-
ticate calls from other users on the network. This key can also be changed via a signed
command from the owner. This permits the owner to move his phone from one net-

~work to another.

These keys are considered long-term keys: rarely, if ever, changed. A short-term
public-key/private-key key pair is also stored on the phone. These are encapsulated
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in a certificate signed by the key management facility. When two phones set up a
call, they exchange certificates. The public key of the network authenticates these
certificates.

This exchange and verification of certificates only sets up a secure call from
phone to phone. To set up a secure call from person to person, the protocol has an
additional piece. The owner’s private key is stored on a hardware ignition key,
which is inserted into the telephone by the owner. This ignition key contains the
owner’s private key, encrypted under a secret password known only by the owner
{not by the phone, not by the network’s key management facility, not by anybody).
It also contains a certificate signed by the network’s key management facility that
contains the owner’s public key and some identifying information {(name, company,
job title, security clearance, favorite pizza toppings, sexual preference, or whatever).
This is also encrypted. To decrypt this information and enter it into the phone, the
owner types his secret password on the phone’s keypad. After the phone uses this
information to set up calls, it is erased after the owner removes his ignition key.

The phone also stores a set of certificates from the network’s key management
facility. These certificates authorize particular users to use particular phones.

Calling
A call from Alice to Bob works as follows,

(1) Alice inserts her ignition key into the phone and enters her password.

(2} The phone interrogates the ignition key to determine Alice’s identity and
gives Alice a dial tone.

(3] The phone checks its set of certificates to ensure that Alice is authorized
to use the particular phone.

(4) Alice dials the number; the phone places the call.

(5] The two telephones use a public-key cryptography key-exchange protocol
to generate a unique and random session key. All subsequent protocol
steps are encrypted using this key.

(6} Alice’s phone transmits its certificate and user authentication.

{7} Bob’s phone authenticates the signatures on both the certificate and the
user authentication using the network’s public key.

{8) Bob’s phone initiates a challenge-and-reply sequence. It demands real-time
signed responses to time-dependent challenges. {This prevents an adver-
sary from using certificates copied from a previous exchange.] One
response must be signed by Alice’s phone’s private key; another must be
signed by Alice’s private key.

(9) Bob’s phone rings, unless he is already on the phone.

(10} If Bob is home, he inserts his ignition key into the phone. His phone inter-
rogates the ignition key and checks Bob’s certificate as in steps (2} and {3).
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{11} Bob transmits his certificate and user authentication.

(12} Alice’s phone authenticates Bob’s signatures as in step {7), and initiates a
challenge-and-reply sequence as in step (8).

{13] Both phones display the identity of the other user and phone on their
displays.

{14) The secure conversation begins.

(15) When one party hangs up, the session key is deleted, as are the certificates
Bob’s phone received from Alice’s phone and the certificates Alice’s phone
received from Bob’s phone.

Each DES key is unique to each call. It exists only inside the two phones for the

duration of the call and is destroyed immediately afterward. If an adversary captures

~ oneor both of the phones involved in the call, he will not be able to decrypt any pre-
 vious call between the two phones.

244 STU-II

- 8TU stands for “Secure Telephone Unit,” an N SA-designed secure phone. The unit
- is about the size and shape of a conventional telephone, and can be used as such.
The phones are also tamper-resistant, enough so that they are unclassified if
unkeyed. They also have a data port and can be used to secure modem traffic as well
as voice {1133].
Whitfield Diffie described the STU-III in [494]:

To make a call with a STU-IL, the caller first places an ordinary call to another
STU-IL then inserts a key-shaped device containing a cryptographic variable and
pushes a “go secure” button. After an approximately 15-second wait for crypto-
graphic setup, each phone shows information about the identity and clearance of
the other party on its display and the call can proceed.

In an unprecedented move, Walter Deeley, NSA’s deputy director for commu-
nications security, announced the STU-IH or Fature Secure Voice System in an
exclusive interview given to The New York Times [282]. The objective of the new
system was primarily to provide secure voice and low-speed data communica-
tions for the U.S. Defense Department and its contractors. The interview didn’t
say much about how it was going to work, but gradually the word began to leak
out. The new system was using public key.

The new approach to key management was reported early on [68] and one arti-
cle spoke of phones being “reprogrammed once a year by secure telephone link,”
a turn of phrase strongly suggestive of a certificate passing protocol, similar to
that described [in Section 24.3], that minimizes the need for phones to talk to the
key management center. Recent reports have been more forthcoming, speaking of
a key management system called FIREFLY that [1341] “evolved from public key
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technology and is used to establish pair-wise traffic encryption keys.” Both this
description and testimony submitted to the U.S. Congtess by Lee Neuwirth of
Cylink [1164] suggest a combination of key exchange and certificates similar to
that used in the ISDN secure phone and it is plausible that FIREFLY too is based
OR exponentiation.

STU-Us are manufactured by AT&T and GE. Somewhere between 300,000 and
400,000 have been fielded through 1994. A new version, the Secure Terminal Equip-
ment (STE}, will work on ISDN lines.

24.5 KERBEROS

Kerberos is a trusted third-party authentication protocol designed for TCP/IP net-
works. A Kerberos service, sitting on the network, acts as a trusted arbitrator. Ker-
beros provides secure network authentication, allowing a person to access different
machines on the network. Kerberos is based on symmetric cryptography (DES as
implemented, but other algorithms could be used instead). Kerberos shares a differ-
ent secret key with every entity on the network and knowledge of that secret key
equals proof of identity.

Kerberos was originally developed at MIT for Project Athena. The Kerberos model
is based on Needham-Schroeder’s trusted third-party protocol (see Section 3.3)
[1159]. The original version of Kerberas, Version 4, is specified in [1094,1499]. (Ver-
sions 1 through 3 were internal development versions.) Version 5, modified from
Version 4, is specified in [876,877,878]. The best overview of Kerberos is [1163].
Other survey articles are [1384,1493], and two good articles on using Kerberos in the
real world are [781,782].

The Kerberos Model

The basic Kerberos protocol was outlined in Section 3.3. In the Kerberos maodel,
there are entities—clients and servers—sitting on the network. Clients can be users,
but can also be independent software programs that need to do things: download
files, send messages, access databases, access printers, obtain administrative privi-
leges, whatever,

Kerberos keeps a database of clients and their secret keys. For a human user, the
secret key is an encrypted password. Network services requiring authentication; as
well as clients who wish to use these services, register their secret key with Kerberos.

Because Kerberos knows everyone's secret key, it can create messages that con-
vince one entity of another entity’s identity. Kerberos also creates session keys
which are given to a client and a server [or to two clients) and no one else. A session
key is used to encrypt messages between the two parties, after which it is destroyed.

Kerberos uses DES for encryption. Kerberos Version 4 provided a nonstandard
mode for authentication. This mode is weak: It fails to detect certain changes to the
ciphertext {see Section 9.10). Kerberos Version 5 uses CBC mode,
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1. Requestfor Ticket-Granting Ticket
2. Ticket-Granting Ticket

3. Requestfor Server Ticket

4. Server Ticket

5. Requestfor Service

=)

Client

Figure 24.1 Kerberos authentication steps.

How Kerberos Works

This section discusses Kerberos Version 5. I will outline the differences between
_Version 4 and Version 5 further on. The Kerberos protocol is straightforward [see
_Figure 24.1]. A client requests a ticket for a Ticket-Granting Service (TGS) from Ker-
beros. This ticket is sent to the client, encrypted in the client’s secret key. To use a
particular server, the client requests a ticket for that server from the TGS. Assum-
ing everything is in order, the TGS sends the ticket back to the client. The client
_ then presents this ticket to the server along with an authenticator. Again, if there’s
_nothing wrong with the client’s credentials, the server lets the client have access to
 the service.

Table 24.1
Kerberos Table of Abbreviations
c = client
8 = 8erver
g = client’s network address
v = beginning and ending validity time for a ticket
t = timestamp
K, = x'ssecret key
Ky, =session key for x and y
mK, = m encrypted in x's secret key
Ty, =x'sticket to use v
Ay, =authenticator from x to v
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Credentials

Kerberos uses two types of credentials: tickets and authenticators. (The rest of
this section uses the notation used in Kerberos documents—see Table 24.1.) A
ticket is used to pass securely to the server the identity of the client for whom the
ticket was issued. It also contains information that the Server can use to ensure that
the client using the ticket is the same client to whom the ticket was issued, An
authenticator is an additional credential, presented with the ticket.

A Kerberos ticket takes this form:

T(,', 5= 8, {Cx a, v, K(,;, S}Kb

A ticket is good for a single server and a single client. It contains the client’s name
and network address, the server’s name, a timestamp, and a session key. This infor-
mation is encrypted with the server’s secret key. Once the client gets this ticket, she
can use it multiple times to access the server—until the ticket expires, The client
cannot decrypt the ticket (she does not know the server’s secret key), but she can
present it to the server in its encrypted form. No one listening on the network can
read or modify the ticket as it passes through the network.

A Kerberos authenticator takes this form:

A, s=lc t keylK, |

The client generates it every time she wishes to use a service on the server. The
authenticator contains the client’s name, a timestamp, and an optional additional
session key, all encrypted with the session key shared between the client and the
server. Unlike a ticket, it can only be used once. However, since the client can
generate authenticators as needed (it knows the shared secret key), this is not a
problem.

The authenticator serves two purposes. First, it contains some plaintext encrypted
in the session key. This proves that it also knows the key. Just as important, the
sealed plaintext includes the timestamp. An eavesdropper who records both the
ticket and the authenticator can’t replay them two days later.

Kerberos Version 5 Messages

Kerberos Version 5 has five messages (see Figure 24.1):

L. Client to Kerberos: ¢, tgs

2. Kerberos to client: (K, st Ko T 5t K

3. Client to TGS: [Ac JK. o (T s Kgs, s
4. TGS to client: K., K. s 1T, JK,

5. Client to server: A, JK. o (T, JK,

These will now be discussed in detail.
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Getting an Initial Ticket

The client has one picce of information that proves her identity: her password.
Obviously we don’t want her to send this password over the network, The Kerberos
protocol minimizes the chance that this password will be compromised, while at
the same time not allowing a user to properly authenticate herself unless she knows
the password.

The client sends a message containing her name and the name of her TGS server
to the Kerberos authentication server. (There can be many TGS servers.} In reality,
the user probably just enters her name into the system and the login program sends
the request.

The Kerberos authentication server looks up the client in his database. If the
client is in the database, Kerberos generates a session key to be used between her
and the TGS. This is called a Ticket Granting Ticket [TGT). Kerberos encrypts that

sion key.

The client saves the TGT and session key and erases the password and the one-
way hash. This information is erased to reduce the chance of compromise. If an
adversary manages to copy the client’s memory, he will only get the TGT and the

_ session key. These are valuable pieces of information, but only during the lifetime
of the TGT. After the TGT expires, they will be worthless.

The client can now prove her identity to the TGS for the lifetime of the TGT.

Getting Server Tickets

-+ Aclient has to obtain a separate ticket for each service she wants to use, The TGS
- 8rants tickets for individual servers.
- When a client needs a ticket that she does not already have, she sends a reguest to
the TGS. (In reality, the program would do this automatically, and it would be invis-
ible to the user.)

- The TGS, upon receiving the request, decrypts the TGT with his secret key. Then
he uses the session key included in the TGT to decrypt the authenticator. Finally,
he compares the information in the authenticator with the information in the
ticket, the client’s network address with the address the request was sent from, and

~ the timestamp with the current time. If everything matches, he allows the request
. to proceed.

~Checking timestamps assumes that all machines have synchronized clocks, at

least to within several minutes. If the time in the request is too far in the future or
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the past, the TGS treats the request as an attempt to replay a previous request, The
TGS should also keep track of all live authenticators, because past requests can have
timestamps that are still valid. Another request with the same ticket and time-
stamp as one already received can be ignored.

The TGS responds to a valid request by returning a valid ticket for the client to
present to the server. The TGS also creates a new session key for the client and the
server, encrypted with the session key shared by the client and the TGS. Both of
these messages are then sent back to the client. The client decrypts the message and
extracts the session key.

Requesting a Service

Now the client is ready to authenticate herself to the server. She creates a mes-
sage very similar to the one sent to the TGS (which makes sense, since the TGS is a
service).

The client creates an authenticator, consisting of her name and network address,
and a timestamp, encrypted with the session key for her and the server that the TGS
generated. The request consists of the ticket received from Kerberos {already
encrypted with the server’s secret key) and the encrypted authenticator.

The server decrypts and checks the ticket and the authenticator, as discussed pre-
viously, and also checks the client’s address and the timestamp. If everything
checks out, the server knows that, according to Kerberos, the client is who she says
she is.

For applications that require mutual authentication, the server sends the client
back a message consisting of the timestamp, encrypted with the session key. This
proves that the server knew his secret key and could decrypt the ticket and there-
fore the authenticator.

The client and the server can encrypt future messages with the shared key, if
desired. Since only they share this key, they both can assume that a recent message
encrypted in that key originated with the other party.

Kerberos Version 4

The previous sections discussed Kerberos Version 5. In the messages and the con-
struction of the tickets and authenticators, Version 4 is slightly different.
In Kerberos Version 4, the five messages looked like:

1. Client to Kerberos: ¢, tgs

2. Kerberos to client:  {K, 0 {T., g5 Kige} Ke

3. Client to TGS: {Ac JKe o {Te, 4K igo §
4. TGS to client; {Ke o 1T JKJK 16

5. Client to server: A, K. o T, JK,

T.s={s. ¢, a,v, I K, JK,
A(r, 5= {C; d, t}KcL &
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Messages 1, 3, and 5 are identical. The double encryption of the ticket in steps 2,
and 4 has been removed in Version 5. The Version 5 ticket adds the possibility of
multiple addresses, and it replaces a “lifetime” field, I with a beginning and ending
time. The Version 5 authenticator adds the option of including an additional key.:

Security of Kerberos

Steve Bellovin and Michael Merritt discussed several potential security vulnera-
bilities of Kerberos [108]. Although this paper was written about the Version 4 pro-
tocols, many of their comments also apply to Version 5.

It may be possible to cache and replay old authenticators. Although timestamps
are supposed to prevent this, replays can be done during the lifetime of the ticket.
Servers are supposed to store all valid tickets to prevent replays, but this is not
always possible. And ticket lifetimes can be long; eight hours is typical.

Authenticators rely on the fact that all the clocks in the network are more or less
synchronized. If a host can be fooled about the correct time, then an old authentica-
tor can be replayed without any problem. Most network time protocols are insecure,
so this can be a serious problem.

Kerberos is also vulnerable to password-guessing attacks. An intruder can collect
tickets and then try to decrypt them. Remember that the average user doesn’t usu-
ally choose good passwords. If Mallory collects enough tickets, his chances of recov-
ering a password are good.

Perhaps the most serious attack involves malicious software. The Kerberos proto-
cols rely on the fact that the Kerberos software is trustworthy. There’s nothing to
stop Mallory from surreptitiously replacing all client Kerberos software with a ver-
sion that, in addition to completing the Kerberos protocols, records passwords. This
is a problem with any cryptographic software package on an insecure computer, but
the widespread use of Kerberos in these environments makes it a particularly tempt-
ing target.

Enhancements to Kerberos are in the works, including an implementation of
public-key cryptography and a smart-card interface for key management.

Licenses

Kerberos is not in the public domain, but MIT’s code is freely available. Actually
implementing it into a working UNIX environment is another story. Several compa-
nies sell versions of Kerberos, but you can get a good version free from Cygnus Sup-
port, 814 University Ave., Palo Alto, CA, 94301; (415) 322-3811; fax: (415) 322-3270.

A 2

24.6 KRrYPTOKNIGHT

KryptoKnight (Kryptonite—get it?} is an authentication and key distribution system
designed by IBM. It is a secret-key protocol and uses either DES in CBC mode (see
Section 9.3) or a modified version of MD5 {see Section 18.5).

KryptoKnight supports four security services:

.
L
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— User authentication (called single sign-on)
- Two-party authentication

— Key distribution

— Authentication of data origin and content

From a user’s perspective, KryptoKnight is similar to Kerberos. Some differences are:
persp Iryp g

— KryptoKnight uses a hash function for authentication and encrypting
tickets,

— KryptoKnight does not rely on synchronized clocks; it uses nonces for
challenges (see Section 3.3).

— 1If Alice wishes to communicate with Bob, KryptoKnight has the
option of allowing Alice to send a message to Bob and then for Bob to
initiate the key exchange protocol.

KryptoKnight has tickets and authenticators, just like Kerberos. It has TGSs, but
KryptoKnight calls them authentication servers. KryptoKnight's designers spent con-
siderable effort minimizing the number of messages, lengths of messages, and amount
of encryption. For further information on KryptoKnight, read [1110,173,174,175].

24.7 SESAME

SESAME stands for Secure European System for Applications in a Multivendor
Environment. It’s a European Community security project, 50 percent funded by
RACE (see Section 25.7], whose primary objective is producing technology for user
authentication with distributed access control. Think of it as kind of a European
version of Kerberos. It’s a two-part project: Stage one is a hasic prototype of the
architecture, and stage two is a set of commercial projects. The three companies
with the greatest hand in development are ICL in the United Kingdom, Siemens in
Germany, and Bull in France.

SESAME is an authentication and key-exchange system [361,1248,797,1043]. It
uses the Needham-Schroeder protocol, with public-key cryptography to communi-
cate between different security domains. The system is seriously flawed in several
respects. Instead of using a real encryption algorithm, they use XOR with a 64-bit
key size. Even worse, they use XOR in CBC mode, which leaves half the plaintext :
unencrypted. In their defense, they planned on using DES until the French govern- -
ment complained; they validated the code with DES but then removed it, and expect
people to add it back. I am unimpressed nonetheless.

Authentication in SESAME is a function on the first block of a message, not on
the entire message. This has the effect of authenticating “Dear Sir” and not the body
of a letter. Key generation consists of two calls to the UNIX rand function, which
isn't very random. SESAME uses crc3?2 and MD5 as one-way hash functions. And of
course, SESAME is vulnerable to Kerberos-like password-guessing.

AR
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24.8 IBM CoMMON CRYPTOGRAPHIC ARCHITECTURE

The Common Cryptographic Architecture {CCA] was designed and developed by
IBM to provide cryptographic primitives for confidentiality, integrity, key manage-
ment, and personal identification number (PIN) processing [751,784,1025,1026,
940,752]. Keys are managed by control vectors {CVs) {see Section 8.5). Every key has
a CV XORed with it and is never separated from the vector unless inside secure
hardware. The CV is a data structure providing an intuitive understanding of the
privileges associated with a particular key.

The individual bits of the CV are defined to have specific meanings for using and
handling each key managed by CCA. The CV is carried with the encrypted key in
data structures called key tokens. Internal key tokens are used locally and contain
keys encrypted under the local master key (MK). External key tokens are used to
export and import encrypted keys between systems. Keys in external key tokens are
encrypted under key-encrypting keys (KEK|. The KEKs are managed in internal key
tokens. Keys are separated according to their permitted uses,

o Key length is also specified and enforced using bits in the CV. Single length
. keys are 56 bits and are used for such functions as privacy and message authenti-

cation, Double length keys are 112 bits and are used for key management, PIN
functions, and other special uses. Keys can be required to be DOUBLE-ONLY in
which both the left and right halves of the key must be different, DOUBLE in
which the halves are permitted to be equal by chance, SINGLE-REPLICATED in
which the left and right halves are equal, or SINGLE which contains only 56 bits.
The CCA functions specify hardware enforcement of certain key types to be used
for some operations.

The CV is checked in a secure hardware processor: It must conform to the per-
mitted CCA rules for each CCA function. If the CV successfully passes the test
requirements, a variant of the KEK or MK is obtained by the XOR of the KEK or MK
with the CV, and the plaintext target key is recovered for use internally with the
CCA function. When new keys are generated, the CV specifies the uses of the gen-
erated key. Those combinations of key types that could be used in attacking the sys-
tem are not generated or imported into a CCA-compliant system.

CCA uses a combination of public-key cryptography and secret-key cryptography
for key distribution. The KDC shares a secret master key with each user and
encrypts session keys using that master key. Master keys are distributed using
public-key cryptography.

The system’s designers chose this hybrid approach for two reasons. The first is
performance. Public-key cryptography is computationally intensive; if session keys
are distributed using public-key cryptography, the system might bog down. The sec-
ond is backwards compatibility; this system can be overlaid on existing secret-key
schemes with minimal disruption,

CCA systems are designed to be interoperable. For systems that are non-CCA
compliant, a Control Vector Translate (CVXLT) function permits keys to be passed
between the two implementations. Initialization of the CVXLT function requires
dual control. Two individuals must set up the required translation tables indepen-

T
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dently. Such dual control provides a high degree of assurance concerning the
integrity and pedigree of any keys introduced into the system.

A key of type DATA is provided for compatibility with other systems. A DATA
key is stored with a CV that identifies the key as a DATA key. DATA keys can have
broad uses and as such must be regarded with suspicion and used with care. DATA
keys may not be used for any key management functions.

The Commercial Data Masking Facility (CDMF) provides an exportable version of
CCA. It has a special feature that reduces DES keys to an effective 40 bits for export
{[see Section 15.5} [785].

24.9 SO AUTHENTICATION FRAMEWORK

Public-key cryptography has been recommended for use with the ISO authentica-
tion framework, also known as the X.509 protocols [304]. This framework provides
for authentication across networks. Although no particular algorithms are specified
for either security or authentication, the specification recommends RSA. There are

Version

Serial Number

Algorithm ldentifier:

- Algorithm
— Parameters

issuer

Period of Validity:

— Not Before Date
- Not After Date

Subject

Subject’s Public Key:

- Algorithm
~ Parameters
~ Public Key

Signature Figure 24.2  An X.509 certificate.
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‘provisions, however, for multiple algorithms and hash functions. X.509 was ini-
tially issued in 1988. After public review and comment, it was revised in 1993 to
correct some security problems [1100,750].

Certificates

The most important part of X.509 is its structure for public-key certificates. Each

- user has a distinct name. A trusted Certification Authority (CA| assigns a unique

name to each user and issues a signed certificate containing the name and the user’s
public key. Figure 24.2 shows an X.509 certificate [304].

The version field identifies the certificate format. The serial number is unique
within the CA. The next field identifies the algorithm used to sign the certificate,
together with any necessary parameters. Issuer is the name of the CA. The period of

- validity is a pair of dates; the certificate is valid during the time period between the

two. Subject is the name of the user. The subject’s public key information includes

- the algorithm name, any necessary parameters, and the public key. The last field is
“the CA’s signature.

If Alice wants to communicate with Bob, she first gets his certificate from a data-
base. Then she verifies its authenticity. If both share the same CA, this is easy. Alice
simply verifies the CA'’s signature on Bob’s certificate.

If they use different CAs, it’s more complicated. Think of a tree structure, with
different CAs certifying other CAs and users. On the top is one master CA. Each CA

“ has a certificate signed by the CA above it, and by the CAs below it. Alice uses these
certificates to verify Bob’s certificate.

Figure 24.3 illustrates this. Alice’s certificate is certified by CA,; Bob's is certified
by CA;. Alice knows CA,’s public key. CA_ has a certificate signed by CA,, so Alice

CAp

Bob

Figure 24.3  Sample certification hierarchy.
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can verify that. CAp, has a certificate signed by CA¢. CA, has a certificate signed by
CAp. And Bob’s certificate is signed by CAj. By moving up the certification tree to
a common point, in this case CAp, and then down to Bob, Alice can verify Bob’s cer-
tificate.

Certificates can be stored on databases around the network. Users can send them
to each other. When a certificate expires, it should be removed from any public
directories. The issuing CA, however, should maintain a copy of the certificate.
Should a dispute arise later, it will be required.

Certificates can also be revoked, either because the user’s key has been compro-
mised, the CA’s key has been compromised, or because the CA no longer wants to
certify the user. Each CA must maintain a list of all revoked but not expired certifi-
cates. When Alice receives a new certificate, she should check to see if it has been
revoked. She can check a database of revoked keys on the network, but more likely
she will check a locally cached list of revoked certificates. There are certainly pos-
sible abuses to this system; key revocation is probably its weakest part.

Authentication Protocols

Alice wants to communicate with Bob. First she goes to a database and obtains
what is called a certification path from Alice to Bob, and Bob'’s public key. At this
point Alice can initiate either a one-way, two-way, or three-way authentication
protocol.

The one-way protocol is a single communication from Alice to Bob. It establishes
the identities of both Alice and Bob and the integrity of any information communi-
cated by Alice to Bob. It also prevents any replay attacks on the communication.

The two-way protocol adds a reply from Bob. It establishes that Bob, and not an
imposter, sent the reply. It also establishes the secrecy of both communications and
prevents replay attacks.

Both the one-way and two-way protocols use timestamps. A three-way protocol
adds another message from Alice to Bob and obviates the need for timestamps {and
therefore authenticated time).

The one-way protocol is:

(1) Alice generates a random number, R,.

(2) Alice constructs a message, M = (T4, Ry, Iy, d), where T, is Alice’s time-
stamp, I; is Bob's identity, and d is an arbitrary piece of data. The data may
be encrypted with Bob’s public key, E, for security.

{3) Alice sends {C,, D4(M)) to Bob. (C, is Alice’s certificate; D, is the common
point on the certification tree.}

(4] Bob verifies C, and obtains E,. He makes sure these keys have not expired.
{E4 is Alice’s public key.)

(5) Bob uses E, to decrypt D4(M). This verifies both Alice’s signature and the
integrity of the signed information.

{6) Bob checks the I; in M for accuracy,

{7} Bob checks the T, in M and confirms that the message is current,
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{8) Asanoption, Bob can check R, in M against a database of old random num-
bers to ensure the message is not an old one being replayed, :

The two-way protocol consists of the one-way protocol and then a similar one-
way protocol from Bob to Alice. After executing steps {1) through (8) of the one-way
protocol, the two-way protocol continues with:

[9) Bob generates another random number, R A

{10) Bob constructs a message M’ = Ty, Ry, 14, Ry, d}, where Ty is Bob’s time-
stamp, I, is the identity of Alice and d is arbitrary data. The data may be
encrypted with Alice’s public key, E,, for security. R, is the random num-
ber Alice generated in step (1.

(11} Bob sends DM’} to Alice.

[12) Alice uses Ej to decrypt Dy(M’). This verifies both Bob's signature and the
integrity of the signed information.

{13) Alice checks the I, in M’ for accuracy.
(14) Alice checks the Ty in M’ and confirms that the message is current.,

{15) As an option, Alice can check the R, in M’ to ensure the message is not an
old one being replayed.

The three-way protocol accomplishes the same thing as the two-way protocol, but
without timestamps. Steps (1) through {15) are identical to the two-way protocol;
with TA = T;g ={.

{16) Alice checks the received version of R, against the R, she sent to Bob in
step {3).
(17) Alice sends D4{Rj) to Bob.

(18] Bob uses E, to decrypt D4(Ry). This verifies both Alice’s signature and the
integrity of the signed information.

{19} Bob checks the received version of R, against the Rj; he sent to Alice in
step {10},

24.10 PRIVACY-ENHANCED MaiL (PEM)

PEM is the Internet Privacy-Enhanced Mail standard, adopted by the Internet Archi-
tecture Board {IAB) to provide secure electronic mail over the Internet, It was ini-
tially designed by the Internet Resources Task Force {IRTF) Privacy and Security
Research Group (PSRG), and then handed over to the Internet Engineering Task -
Force (IETF) PEM Working Group. The PEM protocols provide for encryption,
authentication, message integrity, and key management.
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The complete PEM protocols were initially detailed in a series of RFCs
(Requests for Comment) in [977] and then revised in [978]. The third iteration of
the protocols [979,827,980] is summarized in [177,178]. The protocols were modi-
tied and improved, and the final protocols are detailed in another series of RECs
[981,825,76,802]. Another paper by Matthew Bishop [179] details the changes.
Reports of attempts to implement PEM include [602,1505,1522,74,351,1366,
1367]. See also [1394].

PEM is an inclusive standard. The PEM procedures and protocols are intended to
be compatible with a wide range of key-management approaches, including both
symmetric and public-key schemes to encrypt data-encrypting keys. Symmetric
cryptography is used for message-text encryption. Cryptographic hash algorithms
are used for message integrity. Other documents support key-management mecha-
nisms using public-key certificates; algorithms, modes, and associated identifiers;
and paper and electronic format details and procedures for the key-management
infrastructure to support these services.

PEM supports only certain algorithms, but allows for different suites of algorithms
to be specified later. Messages are encrypted with DES in CBC mode. Authentica-
tion, provided by something called a Message Integrity Check (MIC), uses either
MD2 or MD5. Symmetric key management can use either DES in ECB mode or
triple-DES using two keys (called EDE mode). PEM also supports public-key certifi-
cates for key management, using the RSA algorithm (key length up to 1024 bits) and
the X.509 standard for certificate structure.

PEM provides three privacy-enhancement services: confidentiality, authentica-
tion, and message integrity. No special processing requirements are imposed on the
electronic mail system. PEM can be incorporated selectively, by site or by user,
without affecting the rest of the network.

PEM Documents
The specifications for PEM come from four documents:

— RFC 1421: Part I, Message Encryption and Authentication Proce-
dures. This document defines message encryption and authentication
procedures in order to provide privacy-enhanced mail services for
electronic mail transfer on the Internet.

— RFC 1422: Part II, Certificate-Based Key Management. This docu-
ment defines a supporting key management architecture and infra-
structure, based on public-key certificate techniques to provide
keying information to message originators and recipients.

— RFC 1423: Part III, Algorithms, Modes, and Identifiers. This docu-
ment provides definitions, formats, references, and citations for
cryptographic algorithms, usage modes, and associated identifiers
and parameters.

—  RFC 1424: Part IV, Key Certification and Related Services. This docu-
ment describes three types of service in support of PEM: key certifi-
cation, certificate revocation list (CRL) storage, and CRL retrieval.
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Certificates

PEM is compatible with the authentication framework described in [304]; see also
[826]. PEM is a superset of X.509; it establishes procedures and conventions for a
key-management infrastructure for use with PEM and with other protocols (from
both the TCP/IP and OSI suites) in the future.

The key-management infrastructure establishes a single root for all Internet cer-
tification. The Internet Policy Registration Authority (IPRA) establishes global poli-
cies that apply to all certification under this hierarchy. Beneath the IPRA root are
Policy Certification Authorities {PCAs), each of which establishes and publishes its
policies for registering users or organizations. Each PCA is certified by the IPRA.
Below PCAs, CAs certify users and subordinate organizational entities {such as
departments, offices, subsidiaries). Initially, the majority of users are expected to be
registered with some organization.

Some PCAs are expected to provide certification for users who wish to register
independent of any organization. For users who wish anonymity while taking

“advantage of PEM privacy facilities, one or more PCAs are expected to be estab-
lished with policies that allow for registration of users who do not wish to disclose
their identities.

PEM Messages

: PEM's heart is its message format. Figure 24.4 shows an encrypted message using

. symmetric key management, Figure 24.5 shows an authenticated and encrypted

: - message using public-key key management, and Figure 24.6 shows an authenticated
{but unencrypted) message using public-key key management.

The first field is “Proc-Type,” and identifies the type of processing performed on

" the message. There are three possible types of messages. The “ENCRYPTED” spec-

- -BEGIN PRIVACY -ENHANCED MESSAGE-----

Proc-Type: 4, ENCRYPTED

Content-Domain; RFCB22

DEK-Info: DES-CBC,F8143EDESY60C597

Originator-ID-Symmetric: schneier@icounterpane. conm, ,

Recipient-1D-Symmetric: schneier@chinet, com,ptf-kmc,3

Key-Info:
DES~ECB,RSAvMDZ,QFDBAADZF269189A}B7066SBBQBF7CBCDA601950894F72?D3

Recipient-1D-Symmetric: pem-dev@tis, com,ptf-kme,4

Key-Info:
DES»ECB,RSA~MDZ,161A3F75D682EF26,EZEF532C65CBCFF79F83A2658132DB47
LLrHBOeryhP+/fSStdW8okeEnv47jxe7SJ/iN?ZothUijHEUSoHlnvNSIWL9M
8tEij/sz+bATMtPjCUszSLr9w?oXijHUTBvaXROUrUszkMpkOagVZIzUpk
J6UiRRGCDSVzrsoK+oquu6z7X55sz5quUchKl26720chWGGsDLprSCnpot

dXd/HELMDWNonNYPCWQUHE ==

AAAAA END PRIVACY-ENHANCED MESSAGE-----

 Figwre24.4 Example of an encapsulated message (symmetric case).
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~~~~~ BEGIN PRIVACY-ENHANCED MESSAGE-----
Proc-Type: 4,ENCRYPTED
Content-Domain: RFC822
DEK-Info: DES-CBC,BFF968AA7A691ACT
Originator-Certificate:
MIIBITCCASCCAWUWDQYIKoZ ThvcNAGECBQAWUTELMAKGATUERNMCVYMX I DAeRGNY
BAGTFLJTQSBEYXRNIFNTY3VyaXROLCBIbmMMuMQBwDQYDVAQLEWZCZXRIIDEXDZAN
BgNVBASTBKSGPVEFSWTAe FwOAMTASMDOXQDMAMTda Fw0aMZASMIMXODMAMT 7 aMEUx
CzAJBGNVBAYTATYTMSAwHGYDVOQKEXASUOEGRGFOYSBTZWNIcml OeSwaSW5 i LiEU
MBIGAIUEAXMLVGY ZdCBVCZVy IDEWWTAKBGRVCAEBAGICAANLADBTAKEAWHZHY 71+
yJegDtjdCowzTdBIrdATLARSCHCnnjOJELYuQiBgkGrgIh3i8/ xOfM+Y rsyFLu3f
LZP¥tzTndhYFJIQIDAQABMAGGCSQGSTD3DOEBAQUAALKACKrDPaphdYwlj+YPtclg
iW]FPuNSjJ79thg7ASFx5kYkEMjRNZV/HZDZQEhtVaU?foZSZWfXSDyMpZX3U/
S5XUXGX7qusDoHOGS7 JkIWBCHI fuSWUgNdw==
Key-Info: RSA,
I3rRIGXUGKAFBjs5wCzRTkdhO34PTHARZYSTuvmO3M+NM7 Fx6qc5udixpsZlngO+
wGrtilm/fovtKdinz670/aQ==
Issuer-Certificate:
MITB3DCCAUGCAQowDOYIKCZINveNAQECBQAWT ZELMAKGATUEBIMCY VM IDACBGNY
BAOTFLITQSBEYXRhIFNTY3VyaXRELCBIbmMUMOBWDQYDVAQLEWZCZXRRIDEXDTAL
BgNVBASTBFRMOOEWHhCNOTEWOTAXMDgWMDAWKCNOT IwOTAXMDCLOTUSHFBRM O sw
CQYDVQQGEWIVUZEGMBAGALUECRMXUTNBIERNAGEGU2V I dXIpdHks TETuYy4xDzAN
BoNVBASTBKITAGEGMTEPMADGATUECXMGTKIUQVIZMHAWC gY EVOgBAQICArwDY gAw
AwdYCsnpETACXYykNTODWUtF/ IMI3kL+3PY yHOwk+/9rLabX65R/ LD4bIHE D5 KK
cqAz/7R7XhIYCmOPeabdzoACZtI1ETrkred iDYoP+DkZ8k1gCk7hQHpb IwIDAGAR
MAOGCSGGSTb3DAEBAGUAAIBAATICPVATIGK /LY 4+p+ADB7MV+EKZInvBoyBzgoMGOx
ADZJMZ/3Hs yWKWgSFOeH/AJB3gr9zosG47pyMnT3aSyZnB07CMxpUNRBCXUpE+x
EREZdS++320fGBIXa12aIn0gVUn0025YqugtQ077ndLDUi0h0ehCi zEs5wld35a5h
MIC-Info: RSA-MD5,RSA,
UdFJIRBU/TIGhTHE 1 eewe? 1 0WAtooadvZCvUNGBZirf/7nrgzWDABZBWINS XSexy
AFRFDHONPZBUxwmOAF e AOHIsZLAYRVAG
Recipient-I1D-Asymmetric:
MFEXCZAJBGNVBAYTATVTMSAwHGYDVQOKEXASUOEGRGFOYSBTZWNIcml OeSwgSK5 3
LIEPMADGATUECXMEAmYOYSAXMO8WDQYDVQQLEWZOTIRRBU k=,
66
Key-Info: RSA,
0685 IwwICTYyHPLS3bMLD+L0hejdvX60vIHK2ds2sQPEaXhX8ERVVDhHY Tiwekdhy
7Xx023Ix2yTAROYHMeqqCjA==
qeW1J/YJ2ufongdyznPhtDOmY T oSwIUVIFRY x+gzY+81 Xd/NQrXHFi6 /MhPFPE3d
JIgCIAxv1d2xgqQimizoSiadr7k(0be/ Tuadlakeq3ciFzEv /MbZhA==
~~~~~ END PRIVACY-ENHANCED MESSAGE-----

Figure 24.5 Example of an encapsulated ENCRYPTED message (asym-
metric case).
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ifier says that the message is encrypted and signed. The “MIC-ONLY” and “MIC-
CLEAR” specifiers would indicate that the message is signed, but not encrypted.
MIC-CLEAR messages are not encoded and can be read using non-PEM software,
MIC-ONLY messages need PEM software to transform them to a human-readable
form. A PEM message is always signed; it is optionally encrypted. :

The next field, “Content-Domain,” specifies the type of mail message. It has
nothing to do with security. The “DEK-Info” field gives information on the Data
Exchange Key (DEK), the encryption algorithm used to encrypt the text, and any
parameters associated with the encryption algorithm. Only DES in CBC mode is
currently specified, or “DES-CBC.” The second subfield specifies the IV. Other algo-
rithms may be specified by PEM in the tuture; their use will be noted in DEK-Info
and in other fields that identify algorithms.

For messages with symmetric key management (see Figure 24.4), the next field is
“Originator-ID-Symmetric” with three subfields. The first subfield identifies the
sender by a unique electronic mail address. The second subfield is optional and iden-
tifies the authority that issued the interchange key. The third is an optional Ver-
sion/Expiration subfield.

Continuing with the symmetric key-management case, each recipient has two
fields: “Recipient-ID-Symmetric” and “Key-Info.” The “Recipient-ID-Symmetric”
field has three subfields; these identify the receiver in the same way that “Originator-
ID-Symmetric” identified the sender.

The “Key-Info” field specifies the key-management parameters. This field has four
subfields. The first subfield gives the algorithm used to encrypt the DEK. Since the
key management in this message is symmetric, the sender and receiver have to share
a common key. This is called the Interchange Key (IK), which is used to encrypt the
DEK. The DEK can be either encrypted using DES in ECB {denoted by “DES-ECB”}
or triple-DES {which would be denoted “DES-EDE”). The second subfield specifies
the MIC algorithm, It can be either MD?, {denoted by “RSA-MD2") or MD5 {which
would be denoted “RSA-MD5”). The third subfield, the DEK, and the fourth field,
the MIC, are both encrypted with the IK.

Figures 24.5 and 24.6 show messages with public-key key management {called
“asymmetric” in PEM nomenclature|. The headers are different. In ENCRYPTED
messages, after the “DEK-Info” field comes the “Originator-Certificate” field, The
certificate follows the X.509 standard [see Section 24.9). The next field is “Key-Info”
with two subfields. The first subfield specifies the public-key algorithm used to
encrypt the DEK; currently only RSA is supported. The next subfield is the DEK,
- encrypted in the originator’s public key. This is an optional field, intended to permit

the originator to decrypt his own message in the event that it is returned by the mail
- system. The next field “Issuer-Certificate,” is the certificate of whomever signed
the Originator-Certificate.

Continuing with the asymmetric key-management case, the next field is "MIC-
Info.” The first subfield gives the algorithm under which the MIC was computed.
The second subfield shows the algorithm under which the MIC was signed. The
third subfield consists of the MIC, signed by the sender’s private key.

S s ST R B
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————— BEGIN PRIVACY-ENHANCED MESSAGE-----

Proc-Type: 4,MIC-ONLY

Content-Domain: RFC827

Originator-Certificate;
MIIBTTCCASCCAWUWDOYJKOZIhchAQECBQAwUTELMAkGAIUEBhMCVVMxIDAeBgNV
BAOTFI&TQSBEYXRhIFN?Y3VyaxRSLCBmeMuMOBwDQYDVOOLEwZCZXRhIDExDzAN
BgNVBAsTBkBPVEFSHTAerO5MTA5MDQxODM4MTdaFwOSMzASMDMxODM4MTZaMEUx
CzAJBgNVBAYTATVTMSAngYDVOOKEdeUGEgRGFOYSBTZWNlcmlOeSwgSWBijEU
MBIGA}UEAXMLVGVZdCBVCZVyIDEwNTAKBgRVCAEBAgICAANLADBIAkEAwHZH171+
chthjJCoszdBerAéLAnSC+CnnjOJELyuOTngGrgIh3j8/xOfM+YrsyF1u3F
LZPVtzInthFJQIDAOABMAOGCSQGSIb3DOEBAgUAA1kACKrOPqphJlej+YPthq
1w1FPuNSjJ79thg7ASFxskYkEMjRNZV/HZDZOEhtVaU?JxfstwaSbyMp2X3U/

S5XUKGx7qusDgHOGS 7 JkOWBEW FuSHUgNAwe=

Issuer-Certificate:
MIIBEDCCAUQCAOOWDOYJKOZIhvCNAOECBOAszELMAkGAlUEBhMCVVMxIDAeBgNV
BAoTFlJTQSBEYXRhIFNWY3VanR5LCBJmeuMQBwDQYDVOQLEwZCZXRhIDExDTAL
BgNvBASTBFRMOOEthcNOTEwOTAxMDgwMDAwWhcNOTIwOTAxMDclOTUSNjBRMOsw
CQYDVQQGEWJVUZEgMB4GA1UEChMXU1NBIEthGEgUZdeXdeHksIE1uYy4xDzAN
BgNVBAsTBkJ?dGEgMTEPMAOGAIUECxMGTkQUOVJZMHAngYEVOgBAOICAerYgAw
XwJ¥Csnp61QCnykNWODwutF/jMJ3kL+3PjYyHOwk+/9rLg6X658/LD4bJHtO5xw
chz/7R7thYCmOchbdzoACZtITETrKchiDYDP+Dk28k1ng7hOHDwaIDAOAB
MAOGCSqGSIb3DQEBAgUAA38AAICPv4fQGxftY4+p+4D87MV+tKZanoszgoMGOx
dDZjMZ/3HsyWKNgSFOeH/AJBSquzosG479yMan3aSyZnBO7CMprWRBCXUpE+x
EREZd9++3ZQfGBIXaia?nOgVUnOOzSYgu91OO??nJLDUjOthhCizEsSwUJ35a5h

MIC-Info: RSA-MD5,RSA,
jVZOfH+nnXHU8an8kPAad/mSOlTDZ}quvaAOVRZSq5+Ejl5vaquqOUNer6

ELE7KZ2QDeVMCyXsdJ T ABf A==
LSBBIGI1c3Nh22Ume9yIHVzZSpr1BOZXNOaW5nLgOKLSBGbesb3dpbmcgaXMg

YSBibGFuayBsalW510g0KDApUaGT zIG1zIHROZSR T bmQubQo=

-----END PRIVACY-ENHANCED MESSAGE-----

Figure 24.6  Example of an encapsulated MIC-ONLY message (asymmet-
ric case).

Still continuing with asymmetric key management, the next fields deal with the
recipients. There are two fields for each recipient: “Recipient-ID-Asymmetric” and
“Key-Info.” The “Recipient-ID-Asymmetric” field has two subfields. The first iden-
tifies the authority that issued the receiver’s public key; the second is an optional
Version/Expiration subfield. The “Key-Info” field specifies the key management
parameters: The first subfield identifies the algorithm used to encrypt the message
and the second subfield is the DEK encrypted with the receiver’s public key.

Security of PEM

RSA keys in PEM can range from 508 bits to 1024 bits. This should be long
enough for anyone’s security needs. A more likely attack would be against the key-
management protocols. Mallory could steal your private key—don't write it down
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anywhere—or attempt to fool you into accepting a bogus public key. The key certi- -
fication provisions of PEM make this unlikely if everyone follows proper proce-
dures, but people have been known to be sloppy. , :

A more insidious attack would be for Mallory to modify the PEM implementation .
running on your system. This modified implementation could surreptitiously send
Mallory all of your mail, encrypted with his public key. It could even send him a
copy of your private key. If the modified implementation works well, you will never
know what is happening.

There’s no real way to prevent this kind of attack. You could use a one-way hash
function and fingerprint the PEM code. Then, each time you run it, you could check
the fingerprint for modification. But Mallory could modify the fingerprint code at
the same time he modifies the PEM code. You could fingerprint the fingerprint code,
but Mallory could modify that as well. If Mallory can get access to your machine, he
can subvert the security of PEM.

The moral is that you can never really trust a piece of software if you cannot trust
the hardware it is running on. For most people, this kind of paranoia is unwarranted.
For some, it is very real.

TIS/PEM

Trusted Information Systems, partially supported by the U.S, government
Advanced Research Projects Agency, has designed and implemented a reference
implementation of PEM (TIS/PEM). Developed for UNIX-based platforms, it has
also been ported to VMS, DOS, and Windows.

Although the PEM specifications indicate a single certification hierarchy for use
by the Internet, TIS/PEM supports the existence of multiple certification hierar-
chies. Sites may specify a set of certificates that are to be considered valid, includ-

~ ing all certificates issued by them. A site need not join the Internet hierarchy in
order to use TIS/PEM.

TIS/PEM is currently available to all U.S. and Canadian organizations and citizens
upon request. It will be distributed in source code form. Interested parties should

- contact: Privacy-Enhanced Mail, Trusted Information Systems, Inc., 3060 Washing-
ton Road [Rte. 97, Glenwood, MD 21738; (301) 854-6889; fax: {301) 854-5363; Inter-
net: pem-info@tis.com.

R

RIPEM

RIPEM is a program, written by Mark Riordan, that implements the PEM proto-
cols. Although technically not public domain, the program is publicly available and
can be used royalty-free for personal, noncommercial applications. A license for its
use is included with the documentation,

The code cannot be exported. Of course, U.S. government laws don’t apply out-
side the United States, and some people have ignored the export rules. RIPEM code
is available on bulletin boards worldwide. Something called RIPEM/SIG, which
only does digital signatures, is exportable. ,
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At this writing, RIPEM is not a complete implementation of the PEM protocols;
it does not implement certificates for authenticating keys. ,
Before writing RIPEM, Riordan wrote a similar program called RPEM. This was
intended to be a public-domain electronic-mail encryption program. To try to avoid
patent issues, Riordan used Rabin’s algorithm (see Section 19.5). Public Key Partners :
claimed that their patents were broad enough to cover all of public-key cryptogra-
phy and threatened to sue; Riordan stopped distributing the program.

RPEM isn't really used anymore. It is not compatible with RIPEM. Since RIPEM
can be used with the full blessing of Public Key Partners, there is no reason to use
RPEM instead.

24.11 MESSAGE SECURITY ProTocoL (MSP)

The Message Security Protocol (MSP) is the military equivalent of PEM. It was
developed by the NSA in the late 1980s under the Secure Data Network System
(SDNS]) program. It is an X.400-compatible application-level protocol for securing
electronic mail. MSP will be used for signing and encrypting messages in the
Department of Defense’s planned Defense Message System (DMS) network.

The Preliminary Message Security Protocol [PMSP), to be used for “unclassified
but sensitive” messages, is a version of MSP adapted for use with both X.400 and
TCP/IP. This protocol is also called Mosaic.

Like PEM, MSP and PMSP software applications are flexible and designed to
accommodate a variety of algorithms for security functions including signing, hash-
ing, and encryption. PSMP will work with the Capstone chip {see Section 24.1 7.

24.12 PReETTY GOOD PRIVACY (PGP)

Pretty Good Privacy (PGP is a freeware electronic-mail security program, originally
designed by Philip Zimmermann [1652]. It uses IDEA for data encryption, RSA
(with keys up to 2047 bits] for key management and digital signatures, and MD3 as
a one-way hash function.

PGP’s random public keys use a probabilistic primality tester, and get their initial
seeds from measuring the user’s keyboard latency while typing. PGP generates ran-
dom IDEA keys using the method delineated in ANSI X9.17, Appendix C (see Sec-
tion 8.1) [55], with IDEA as the symmetric algorithm instead of DES. PGP also
encrypts the user’s private key using a hashed pass phrase instead of a password.

PGP-encrypted messages have layered security, The only thing a cryptanalyst can

signed the message, if it is signed. Contrast this approach with PEM, which leaves
quite a bit of information about the sender, recipient, and message in the unen-
crypted header.




24.12  Pretty Good Privacy (PGP) - 585
— ,

The most interesting aspect of PGP is its distributed approach to key manage-
ment (see Section 8.12). There are no key certification authorities; PGP instéad
supports a “web of trust.” Every user generates and distributes his own public key.
Users sign each other’s public keys, creating an interconnected community of
PGP users.

For example, Alice might physically give her public key to Bob. Bob knows Alice,
so he signs her public key. He then gives the signed key back to her and keeps a copy
for himself. When Alice wants to communicate with Carol, Alice sends Carol a
copy of the key Bob signed. Carol, who already has Bob’s public key (she got it at
some other time) and trusts Bob to certify other people’s keys, verifies his signature
on Alice’s key and accepts it as valid. Bob has introduced Alice to Carol.

PGP does not specify a policy for establishing trust; users are free to decide who
they trust and who they do not. PGP provides mechanisms for associating trust
with public keys and for using trust. Each user keeps a collection of signed public
keys in a file called a public-key ring. Each key in the ring has a key legitimacy field
that indicates the degree to which the particular user trusts the validity of the key.
The higher the trust level, the more the user believes the key is legitimate. A sig-
nature trust field measures how far the user trusts the signer to certify the public
keys of other users. And finally, an owner trust field indicates the degree to which
the particular user trusts the key’s owner to sign other public keys; this field is set
manually by the user. PGP continuously updates these ficlds as users supply new
information.

Figure 24.7 shows how this model might look for a particular user, Alice. Alice’s
key is at the top, and the owner trust value is ultimate trust. Alice has signed Bob’s,
Carol’s, Dave's, Ellen’s, and Frank’s keys. She trusts Bob and Carol to sign other peo-
ple’s public keys, and she partially trusts Dave and Ellen to sign other people’s pub-
lic keys. And she trusts Gail to sign other people’s public keys, even though she has
- not signed Gail’s key herself.

Two partially trusted signatures may be sufficient to certify a key. Alice believes

_that Kurt’s key is legitimate because both Dave and Ellen have signed it. This is not

- automatic in PGP; Alice can set her own paranoia level.

Just because Alice believes a key to be valid, she does not have to trust it to sign

“other people’s keys. She does not trust Frank to sign other people’s public keys, even

. though she signed his key herself. And she does not trust Ivan's signature on Mar-
- tin's key, or Kurt’s signature on Nancy’s key,

Owen’s key doesn't fit into the web anywhere, perhaps Alice got it from a key

server. PGP does not assume that the key is valid; Alice must either declare the key

valid or decide to trust one of the key’s signers.

- Of course, nothing prevents Alice from using keys she does not trust. PGP'’s job is
to alert Alice that the key is not trusted, not to prevent communications.

The weakest link of this whole system is key revocation: It is impossible to guar-

- antee that no one will use a compromised key. If Alice’s private key is stolen she

- can send out something called a key revocation certificate, but since key distribu-

tion is ad hoc and largely word of mouth there is no guarantee that it will reach
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—
D Alice trusts key’s owner to sign other key
X signs y's key
E] Alice partially trusts key’s owner to sign other key

DAlice believes key is legit IZ] Alice does not believe key is legit

Jennifer

Figure 24.7 PGP trust model.

everyone who has her public key on his key ring. And as Alice has to sign the key
revocation certificate with her private key; if she loses the key altogether she can-
not revoke it,

The current version of PGP is 2.6.2. A new version of PGP, PGP 3.0, is scheduled
for release by the end of 1995. Changes in 3.0 include options for triple-DES, SHA,
and other public-key algorithms, a split of the encryption and signature public-
key/private-key key pairs, enhanced procedures for key revocation, improved key-
ring management functions, an API for integrating PGP in other programs, and a
completely rewritten code base.

PGP is available for MS-DOS, UNIX, Macintosh, Amiga, and Atari. It is free for per-
sonal, noncommercial use, and is available from many ftp sites on the Internet. To ftp
PGP from MIT, telnet to net-dist. mit.edu, log in as getpgp, answer the questions, then
ftp to net-dist.mit.edu and change to the directory named in the telnet session. It is
also available from ftp.ox.ac.uk, ftp.dsi.unimi.it, ftp.funet.fi, ftp.demon.co.uk, Com-
puserve, AOL, and elsewhere. For U.S. commercial users, PGP can be bought—com-
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plete with licenses—for about $100 from a company called ViaCrypt, 9033 N 24th
Ave., Phoenix, AZ, 85021; (602) 944-0773; viacrypt@acm.org, Several shareware front-
ends are available to help integrate PGP into MS-DOS, Microsoft Windows, Macin-
tosh, and UNIX.

There are several books about PGP [601,1394,1495]. The source code has even
been published in book form [1653] in an attempt to frustrate the U.S. Department
of State, which continues to maintain that source code is exportable on paper but
not electronically. Assuming you trust IDEA, PGP is the closest you're likely to get
to military-grade encryption.

24.13 SwmArT CARDS

, A smart card is a plastic card, the size and shape of a credit card, with an embedded
. computer chip. It's an old idea—the first patents were filed 20 years ago—but prac-
tical limitations made them feasible only five or so years ago. Since then they have
taken off, mostly in Europe. Many countries use smart cards for pay telephones.
There are also smart credit cards, smart cash cards, smart everything cards. The U.S.
credit-card companies are looking at the technology, and within a few years even
backwards Americans will have smart cards in their wallets.
A smart card contains a small computer {usually an 8-bit microprocessor), RAM
{about a quarter kilobyte), ROM (about 6 or 8 kilobytes), and either EPROM or EEP-
. ROM (a few kilobytes). Future-generation smart cards will undoubtedly have more
capacity, but some physical limitations on smart cards make expansion difficult.
- The card has its own operating system, programs, and data. (What it doesn’t have is
- power; that comes when the card is plugged in to a reader.] And it is secure. In a
world where you might not trust someone else’s computer or telephone or what-
- ever, you can still trust a card that you keep with you in your wallet.
Smart cards can have different cryptographic protocols and algorithms programmed
into them. They might be configured as an electronic purse, and be able to spend and
receive digital cash. They may be able to perform zero-knowledge authentication pro-
tocols; they may have their own encryption keys. They might be able to sign docu-
ments, or unlock applications on a computer.
Some smart cards are assumed to be tamperproof; this often protects the institu-
. tion that issues the cards. A bank wouldn’t want you to be able to hack their smart
card to give yourself more money.
~ There is a lot of interest in smart cards, and a lot of information about them is
available. A good survey article on the cryptography in smart cards is [672]. CARTES
~ 1s a conference held in Paris every October; and CardTech is held in Washington,
. D.C. every April. The proceedings of two other smart-card conferences are [342,
'382]. There are hundreds of smart-card patents, mostly owned by European compa-
_hies, An interesting paper on possible future applications—integrity checking, audit
trails, copy protection, digital cash, secure postage meters—is [1628].
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24.14 PuBLIC-KEY CRYPTOGRAPHY STANDARDS (PKCS)

The Public-Key Cryptography Standards (PKCS) are RSA Data Security, Inc.’s
attempt to provide an industry standard interface for public-key cryptography. Tra-
ditionally, this sort of thing would be handled by ANSI, but, considering the current
situation in cryptography politics, RSADSI figured that they had better do it on their
own. Working with a variety of companies, they developed a series of standards.
Some are compatible with other standards and some are not.

These are not standards in the traditional sense of the word; no standards body
convened and voted on PKCS. According to its own materials, RSADSI will “retain
sole decision-making authority on what each standard is” and will “publish revised
standards when appropriate” [803].

Even so, there is a lot of good stuff here. If you're not sure what kind of syntax and
data structures to use when programming public-key cryptography, these standards
are probably as good as anything else you can come up with. And, since they’re not
really standards, you can tailor them to suit your needs.

Following is a short description of each PKCS (PKCS #2 and PKCS #4 have been
incorporated into PKCS #1).

PKCS #1 [1345] describes a method for RSA encryption and decryption, primarily
for constructing the digital signatures and digital envelopes described in PKCS #7. For
digital signatures, the message is hashed and then the hash is encrypted with the pri-
vate key of the signer. Both message and hash are represented together as detailed in
PKCS #7. For digital envelopes (encrypted messages), the message is first encrypted
with a symmetric algorithm, and then the message key is encrypted with the public
key of the recipient. The encrypted message and encrypted key are represented
together according to the syntax of PKCS #7. Both of these methods are compatible
with PEM standards. PKCS #1 also describes a syntax, identical to the syntax in X.509
and PEM, for RSA public and private keys and three signature algorithms—MD2 and
RSA, MD4 and RSA, and MD5 and RSA-—for signing certificates and the like.

PKCS #3 [1346] describes a method for implementing Diffie-Hellman key
exchange.

PKCS #5 [1347] describes a method for encrypting messages with a secret key
derived from a password. It uses either MD2 or MD5 to derive the key from the pass-
word, and encrypts with DES in CBC mode. The method is intended primarily to
encrypt private keys when transferring them from one computer system to another,
but can be used to encrypt messages.

PKCS #6 [1348] describes a standard syntax for public key certificates. The syntax
is a superset of an X.509 certificate, so that X.509 certificates can be extracted if nec-
essary. Over and above the X.509 set, additional attributes extend the certification
process beyond just the public key. These include other information, such as elec-
tronic mail address.

PKCS # 7 [1349] is a general syntax for data that may be encrypted or signed, such
as digital envelopes or digital signatures. The syntax is recursive, so that envelopes
can be nested, or someone can sign some previously encrypted data. The syntax also
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allows other attributes, such as timestamps, to be authenticated along with the
message content. PKCS #7 is compatible with PEM so that signed and encrypted
messages can be converted to PEM messages without any cryptographic operations,
and vice versa. PKCS #7 can support a variety of architectures—PEM is one—for cer-
tificate-based key management. ,

PKCS #8 [1350] describes a syntax for private key information—including a pri-
vate key and a set of attributes—and a syntax for encrypted private keys. PKCS #5
can be used to encrypt the private key information.

- PKCS #9[1351] defines selected attribute types for PKCS #6 extended certificates,
PKCS #7 digitally signed messages, and PKCS #8 private-key information.

PKCS #10 [1352] describes a standard syntax for certification requests. A certifi-
cation comprises a distinguished name, a public key, and (optionally) a set of
attributes, collectively signed by the person requesting certification. Certification
requests are sent to a certification authority, who either transforms the request into
an X.509 public-key certificate or a PKCS #6 certificate.

PKCS #11 [1353], the Cryptographic Token API Standard, specifies a programming
interface called “Cryptoki” for portable cryptographic devices of all kinds. Cryptoki
presents a common logical model, enabling applications to perform cryptographic

_ operations on portable devices without knowing details of the underlying technol-
ogy. The standard also defines application profiles: sets of algorithms that a device
may support.

PKCS #12 [1354] describes syntax for storing in software a user’s public keys,

~protected private keys, certificates, and other related cryptographic information.

The goal is to standardize on a single key file for use among a variety of applica-

tions.

~ These standards are comprehensive, but not exhaustive. Many things are outside

their scope: the problem of naming, noncryptographic issues surrounding certifica-

- tion, key lengths, and conditions on various parameters. What the PKCS provide are

_aformat for transferring data based on public-key cryptography and an infrastruc-
ture to support that transfer.

24.15 UNIVERSAL ELECTRONIC PAYMENT SYSTEM (UEPS)

The UEPS is a smart-card banking application initially developed for rural South
Africa, but later adopted by all of that country’s major banking groups. About 2 mil-
_lion cards were issued in that country by early 1995. It has also been adopted in

- Namibia, and is also being deployed by at least one bank in Russia.

.. The system provides a secure debit card suitable for regions where poor telephone
service make on-line verification impossible. Both customers and merchants have
cards; customers can use their cards to transfer money to merchants. Merchants can
then take their cards to a telephone and deposit the money in their bank account;

- Customers can take their cards to a telephone and have money moved onto their

~card. There is no intention to provide anonymity, only to prevent fraud.
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Here is the communications protocol between customer Alice and merchant Bob.
(Actually, Alice and Bob just plug their cards into a machine and wait for it to com-
plete the transaction.) When Alice first gets her card, she is given a key pair, K, and
K,; the bank calculates them from her name and some secret function. Only the
merchant cards have the secrets necessary to work out these customer keys.

(1)

(4)

Alice sends Bob her name, A, his name, B, and a random number, R,
encrypted using DES: first with K, and then with K,. She also sends her
name in the clear.

A, Ex |Exy(A, B, Ry))

Bob calculates K, and K, from Alice’s name. He decrypts the message, con-
firms that A and B are correct, then encrypts Alice’s unencrypted second
message with K.

Ex,(A, B, Ry

Bob does not send this message to Alice; 56 bits of the ciphertext become
K. Bob then sends Alice his name, her name, and another random number,
R;, encrypted using DES: first with K; and then with K,.

EK](EKg(B: A; RB”

Alice computes K; in the same manner Bob did. She decrypts Bob’s mes-
sage, confirms that B and A are correct, then encrypts Bob's unencrypted
message with K.

Ex,(B, A, Ry

Alice does not send this message to Bob; 56 bits of the ciphertext become
K,. Alice then sends Bob her name, his name, and the digital check, C. This
check contains the names of the sender and recipient, a date, a check num-
ber, an amount, and two MACs, all encrypted using DES: first with K, and
then with K;. One of the MACs can be verified by Alice’s bank, and the
other can only be verified by the clearing center. Alice debits her account
by the correct amount.

EK;(EIQ;(A: B’ C)}

Bob computes K, in the same manner Alice did. Assuming all the names
match and the check is correctly formed, he accepts it for payment.

A really clever thing about this protocol is that the encryption key for each mes-
sage depends on the previous message. Each message doubles as an authenticator for
all previous messages. This means that someone can’t replay an old message; the
receiver could never decrypt it. I am impressed with this idea and expect that it will
see wider use once it becomes widely known.

Another clever thing about this protocol is that it enforces correct implementa-
tion. If the application developer doesn't implement this protocol correctly, it just
won’t work.
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Both cards store records of every transaction. When the cards eventually go online
to communicate with the bank—the merchant to deposit his money and the cus-
tomer to get more money—the bank uploads these records for auditing purposes.

Tamperproof hardware prevents either participant from messing with the data;
Alice cannot change the value of her card. Extensive audit trails provide data to

~ identify and prosecute fraudulent transactions. There are universal secrets in the

- cards—MAC keys in the customer cards, functions to convert customer names to

K, and K, in the merchant cards—but these are assumed to be difficult to reverse-
engineer.

This scheme is not meant to be perfect, only more secure than either paper
checks or traditional debit cards. The threat of fraud is not from rival militaries,
but from opportunistic customers and merchants. UEPS protects against that kind

'+ of abuse.
. The message exchange is an excellent example of a robust protocol: Every mes-
- sage names both parties, includes unique information to ensure freshness, and
depends explicitly on all the messages that came before it.

] 24.16 CLIPPER

‘The Clipper chip {also known as the MYK-78T) is an NSA-designed, tamper-
resistant VLSI chip designed for encrypting voice conversations; it is one of the two
chips that implements the U.S. government'’s Escrowed Encryption Standard {EES)
[1153]. VLSI Technologies, Inc. manufactures the chip, and Mykotronx, Inc. pro-
- grams it. Initially, the Clipper chip will be available in the AT&T Model 3600 Tele-
_ phone Security Device [see Section 24.18). The chip implements the Skipjack
encryption algorithm (see Section 13.12), an NSA-designed classified secret-key

- encryption algorithm, in OFB only.
. The most controversial aspect of the Clipper chip, and the entire EES, is the key-
escrow protocol (see Section 4.14). Each chip has a special key, not needed for mes-
sages. This key is used to encrypt a copy of each user’s message key. As part of the
synchronization process, the sending Clipper chip generates and sends a Law Enforce-
ment Access Field (LEAF) to the receiving Clipper chip. The LEAF contains a copy of
the current session key, encrypted with a special key (called the unit key). This allows
. agovernment eavesdropper to recover the session key, and then recover the plaintext

of the conversation.
According to the director of NIST [812}:

A “key-escrow” system is envisioned that would ensure that the “Clipper Chip”
is used to protect the privacy of law-abiding Americans. Each device containing
the chip will have two unique “keys,” numbers that will be needed by authorized
government agencies to decode messages encoded by the device. When the device
is manufactured, the two keys would be deposited separately in two “key-escrow”
databases established by the attorney general. Access to these keys would be lim-
ited to government officials with legal authorization to conduct a wiretap.
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The government also wants to encourage the sale of telephones with these devices
abroad; no one knows what might happen to those key-escrow databases.

Politics aside, the internal structure of the LEAF is worth discussing [812,1154,
1594,459,107,462]. The LEAF is a 128-bit string containing enough information to
allow law enforcement to recover the session key, K, assuming the two escrow
agencies in charge of those key-escrow databases cooperate. The LEAF contains a
32-bit unit identifier, U, unique to the Clipper chip. It also contains the current 80-
bit session key encrypted with the chip’s unique unit key, Ky, and a 16-bit check-
sum, C, called an escrow identifier. This checksum is a function of the session key,
the IV, and possibly other information. These three fields are encrypted with a fixed
tamily key, K; shared by all interoperable Clipper chips. The family key, the
encryption modes used, the details of the checksum, and the exact structure of the
LEAF are all secret. It probably looks something like this:

EKF(EKu(KS! U, C))

Ky is programmed into Clipper chips at the factory. This key is then split [see Sec-
tion 3.5) and stored in two different key-escrow databases, guarded by two different
€scrow agencies.

For Eve to recaver K from the LEAF, she first has to decrypt the LEAF with K and
recover U. Then she has to take a court order to each escrow agency, who each
return half of Ky, for the given U. Eve XORs the two halves together to recover K,
then she uses K, to recover Ky, and K s to eavesdrop on the conversation.

The checksum is designed to prevent someone from circumventing this scheme;
the receiving Clipper chip won't decrypt if the checksum doesn’t check. However,
there are only 2'¢ possible checksum values, and a bogus LEAF with the right check-
sum but the wrong key can be found in about 42 minutes [187]. This isn’t much help
for Clipper voice conversations. Because the key exchange protocol is not part of the
Clipper chip, the 42-minute brute-force attack must occur after key exchange; it
cannot be done before making the telephone call. This attack may work for facsim-
ile transmission or with the Fortezza card [see Section 24.17|.

Supposedly, the Clipper chip will resist reverse-engineering by “a very sophisti-
cated, well-funded adversary” [1154], but ramors are that Sandia National Laborato-
ries successfully reverse-engineered one. Even if those rumors aren'’t true, I suspect
that the largest chip manufacturers in the world can reverse-engineer Clipper; it’s
just a matter of time before someone with the right combination of resources and
ethics comes along.

Enormous privaey issues are associated with this scheme. Numerous civil lib-
erty advocacy groups are actively campaigning against any key-escrow mechanism
that gives the government the right to eavesdrop on citizens. But the sneaky thing
is that this idea never went through Congress; NIST published the Escrowed
Encryption Standard as a FIPS [1153], bypassing that irritating legislative process.
Right now it looks like the EES is dying a slow and quiet death, but standards have
a way of creeping up on you.

Anyway, Table 24.2 lists the different agencies participating in this program. Any-
one want to do a threat analysis on having both escrow agents in the executive
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branch? Or on having escrow agents who really don’t know anything about the wire-
tap requests, and can do no more than blindly approve them? Or on having the gov-
ernment impose a secret algorithm as a commercial standard?

In any case, implementing Clipper raises enough problems to question its value in
court. Remember, Clipper only works in OFB mode. Despite what you may have
been told to the contrary, this does not provide integrity or authentication. Imagine
that Alice is on trial, and a Clipper-encrypted telephone call is part of the evidence.
Alice claims that she never made the call; the voice is not hers. The phone’s com-
pression algorithm is so bad that it is hard to recognize Alice’s voice, but the prose-
cution argues that since only Alice’s escrowed key will decipher the call it must
have been made from her telephone.

Alice argues that the call was forged like so [984,1339]: Given the ciphertext and
the plaintext, it is possible to XOR them to get the keystream. This keystream can
then be XORed with an entirely different plaintext to form a forged ciphertext,
which can then be converted to forged plaintext when fed into the Clipper decryp-
tor. True or not, this argument could easily put enough doubt in a jury’s mind to dis-
regard the telephone call as evidence.

Another attack, called the Squeeze attack, allows Alice to frame Bob. Here’s how
[575]: Alice calls Bob using Clipper. She saves a copy of his LEAF as well as the ses-
sion key. Then, she calls Carol {who she knows is being wiretapped). During the key
setup, Alice forces the session key to be identical to the one she used with Bob; this
requires hacking the phone, but it is not hard. Then, instead of sending her LEAF she
sends Bob’s. It's a valid LEAF, so Carol’s phone will not notice. Now she can say
whatever she wants to Carol; when the police decrypt the LEAF, they will find that
it is Bob’s. Even if Bob wasn’t framed by Alice, the mere fact that he can claim this
in court undermines the purpose of the scheme.

The law enforcement authorities of the United States should not be in the busi-
ness of collecting information in criminal investigations that is useless in court.
Even if key escrow were a good idea, Clipper is a bad way of implementing it.

24.17 CAPSTONE

Capstone (also known as the MYK-80) is the other NSA-developed VLSI crypto-
graphic chip that implements the U.S. government’s Escrowed Encryption Standard
[1153]. Capstone includes the following functions [1 155,462

Table 24.2
EES Participating Agencies

- Justice—System Sponsor and Family Key Agent
~ NIST—Program Manager and Escrow Agent
- FBI—Decrypt User and Family Key Agent
. Treasury—Escrow Agent
- NSA~—Program Developer
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- The Skipjack algorithm in any of the four basic modes: ECB, CBC,
CFB, and OFB.

— A public-key Key Exchange Algorithm (KEA), probably Diffie-
Hellman.

— The Digital Signature Algorithm (DSA).
— The Secure Hash Algorithm (SHA).
— A general purpose exponentiation algorithm.

— A general purpose, random-number generator that uses a pure noise
source.

Capstone provides the cryptographic functionality needed for secure electronic
commerce and other computer-based applications. The first application of Capstone
is in a PCMCIA card called Fortezza. (It was originally called Tessera until a com-
pany called Tessera, Inc. complained.)

NSA had considered lengthening Capstone’s LEAF checksum in production ver-
sions for use in Fortezza cards, in order to foil the brute-force attack against the
LEAF previously discussed. Instead, they added a feature that reset the card after 10
incorrect LEAFs. This only increases the time required to find a fake but valid LEAE
by 10 percent, to 46 minutes. [ am not impressed.

24.18 AT&T MobEL 3600 TELEPHONE SECURITY DEVICE
(TSD)

The AT&T Telephone Security Device (TSD] is the Clipper phone. Actually, there
are four models of the TSD. One contains the Clipper chip, another contains an
exportable proprietary AT&T encryption algorithm, the third contains a proprietary
algorithm for domestic use plus the exportable algorithm, and the fourth containg
the Clipper, domestic, and exportable algorithms.

TSDs use a different session key for each telephone call, A pair of TSDs generate
a session key using Diffie-Hellman key exchange, independent of the Clipper chip.
Since Diffie-Hellman incorporates no authentication, the TSD has two methods to
thwart a man-in-the-middle attack.

The first is a screen. The TSD hashes the session key and displays that hash on a
small screen as four Hex digits. The conversants should confirm that their screens
show the same digits. The voice quality is good enough that they can recognize each
other’s voice.

Eve still has a possible attack. Imagine her in the middle of Alice and Bob’s con-
versation. She uses one TSD on the line with Alice and a modified TSD on the line
with Bob; in the middle she bridges the two phone calls. Alice tries to go secure. She
generates a key as normal, except that Eve is acting as Bob. Eve recovers the key, and
using the modified TSD, forces the key she generates with Bob to have the same
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“hash value. This attack may not sound very likely, but the TSD uses a variant of the

 interlock protocol to prevent it.

; The TSD generates random numbers using a noise source and a chaotic amplifier
- with digital feedback. This generates a bit stream, which is fed through a post-

whitening filter using the digital signal processor.

Despite all of this, the TSD manual does not mention security at all. In fact, it
- says [70]:

AT&T makes no warranty that the TSD will prevent cryptanalytic attack on any
encrypted transmission by any government agency, its agents, or any third party.
Furthermore, AT&T makes no warranty that the TSD will prevent any attack on
any communication by methods which bypass encryption.
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CHAPTER 25

Politics

25.1 NATIONAL SECURITY AGENCY (NSA)

 The NSA is the National Security Agency (once called “No Such Agency” or “Never

~Say Anything,” but they’'ve been more open recently), the official security body of

© the U.S. government. President Harry Truman created the agency in 1952 under the

_ Department of Defense, and for many years its very existence was kept secret, The

 NSA is concerned with signals intelligence; its mandate is to listen in on and decode
_all foreign communications of interest to the security of the United States.

The following paragraphs are excerpted from NSA'’s original charter, signed by

_President Truman in 1952, and classified for many years thereafter [1535}:

The COMINT mission of the National Security Agency {NSA] shall be to provide
an effective, unified organization and control of the communications intelligence
activities of the United States conducted against foreign governments, to provide
for integrated operational policies and procedures pertaining thereto. As used in
this directive, the terms “communications intelligence” or “COMINT” shall be
construed to mean all procedures and methods used in the interception of com-
munications other than foreign press and propaganda broadcasts and the obtain-
ing of information from such communications by other than intended recipients,
but shall exclude censorship and the production and dissemination of finished
intelligence.

The special nature of COMINT actives requires that they be treated in all
respects as being outside the framework of other or general intelligence activities:
Order, directives, policies, or recommendations of any authority of the Executive
Branch relating to the collection, production, security, handling, dissemination,
or utilization of intelligence, and/or classified material, shall not be applicable to
COMINT actives, unless specifically so stated and issued by competent depart-
mental of agency authority represented on the Board. Other National Security
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Council Intelligence Directive to the Director of Central Intelligence and related
implementing ditectives issued by the Director of Central Intelligence shall be
construed as non-applicable to COMINT activities, unless the National Security
Council has made its directive specifically applicable to COMINT.

NSA conducts research in cryptology, both in designing secure algorithms to pro-
tect U.S. communications and in designing cryptanalytic techniques to listen in on
non-U.S. communications. The NSA is known to be the largest employer of mathe-
maticians in the world; it is also the largest purchaser of computer hardware in the
world. The NSA probably possesses cryptographic expertise many years ahead of the
public state of the art (in algorithms, but probably not in protocols) and can
undoubtedly break many of the systems used in practice. But, for reasons of national
security, almost all information about the NSA—even its budget—is classified. (Its
budget is rumored to be $13 billion per year—including military funding of NSA
projects and personnel—and it is rumored to employ 16,000 people.)

The NSA uses its power to restrict the public availability of cryptography, so as to
prevent national enemies from employing encryption methods too strong for the
NSA to break. James Massey discusses this struggle between academic and military
research in cryptography [1007]:

If one regards cryptology as the prerogative of government, one accepts that most
cryptologic research will be conducted behind closed doors. Without doubt, the
number of workers engaged today in such secret research in cryptology far
exceeds that of those engaged in open research in cryptology. For only about 10
years has there in fact been widespread open research in cryptology. There have
been, and will continue to be, conflicts between these two research communities,
Open research is a common quest for knowledge that depends for its vitality on
the open exchange of ideas via conference presentations and publications in
scholarly journals. But can a government agency, charged with responsibilities of
breaking the ciphers of other nations, countenance the publication of a cipher
that it cannot break? Can a researcher in good conscience publish such a cipher
that might undermine the effectiveness of his own government’s code-breakers?
One might argue that publication of a provably secure cipher would force all gov-
ernments to behave like Stimson’s “gentlemen, ” but one must be aware that open
research in cryptography is fraught with political and ethical considerations of a
severity more than in most scientific fields. The wonder is not that some conflicts
have occurred between government agencies and open researchers in cryptology,
but rather that these conflicts (at least those of which we are aware] have been so
few and so mild.

James Bamford wrote a fascinating book about the NSA: The Puzzle Palace {79],
recently updated by Bamford and Wayne Madsen [80].

The Commercial COMSEC Endorsement Program (CCEP)

The Commercial COMSEC Endorsement Program (CCEP), codenamed Overtake,
is a 1984 NSA initiative to facilitate the development of computer and communica-
tions products with embedded cryptography [85, 1 165]. The military had always paid
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for this kind of thing for themselves, and it was very expensive. The NSA figured
that if companies could sell equipment to both the military and to corporate users,
even overseas, costs would go down and everyone would benefit. They would no
longer endorse equipment as complying with Federal Standard 1027, and then CCEP
would provide government-endorsed cryptographic equipment [419].

NSA developed a series of cryptographic modules for different purposes. Different
algorithms would be used in the modules for different applications, and manufac-
turers would be able to pull one module out and plug in another depending on the
customer. There were modules for military use {Type I}, modules for “unclassified
but sensitive” government use {Type IT), modules for corporate use {Type III), and
modules for export (Type IV). Table 25.1 summarizes the different modules, applica-
tions, and names.

This program is still around, but never became popular outside the government.
All the modules were tamperproof, all the algorithms were classified, and you had
to get your keys from NSA. Corporations never really bought into the idea of using
classified algorithms dictated by the government. You’d think the NSA would have
learned from this lesson and not even bothered with Clipper, Skipjack, and
escrowed encryption chips.

25.2 NaTiONAL COMPUTER SECURITY CENTER (NCSCQ)

The National Computer Security Center, a branch of the NSA, is responsible for the
government’s trusted computer program. Currently, the center evaluates commer-
_ cial security products {both hardware and software), sponsors and publishes research,
develops technical guidelines, and generally provides advice, support, and training.

. The NCSC publishes the infamous “Orange Book” [465]. Its actual title is the
Department of Defense Trusted Computer Systemn Evaluation Criteria, but that's a
- mouthful to say and the book has an orange cover. The Orange Book attempts to
- define security requirements, gives computer manufacturers an objective way to
* measure the security of their systems, and guides them as to what to build into their
secure products. It focuses on computer security and doesn’t really say a lot about

. cryptography.
~ The Orange Book defines four broad divisions of security protection. It also
- defines classes of protection within some of those divisions. They are summarized

. in Table 25.2.

Table 25.1
CCEP Modules
~ Application Type I Type I
Voice/low-speed data Winster Edgeshot
Computer Tepache Bulletproof
- High-speed data Foresee Brushstroke

Next Generation Countersign I Countersign II
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Sometimes manufacturers say things like “we have C2 security.” This is what "
they’re talking about. For more information on this, read [1365]. The computer secu- |
rity model used in these criteria is called the Bell-LaPadula model [100,101, 102,103],

The NCSC has published a whole series of books on computer security, sometimes
called the Rainbow Books (all the covers have different colors). For example, Trusted
Network Interpretation of the Trusted Computer System Evaluation Criteria [1146], -
sometimes called the “Red Book,” interprets the Orange Book for networks and net. 3
work equipment. The Trusted Database Management System Interpretation of the
Trusted Computer System Evaluation Criteria [1147]—1 can’t even begin to describe
the color of that cover—does the same for databases. There are now over 30 of these
books, some with hideously colored covers.

For a complete set of the Rainbow Books, write Director, National Security
Agency, INFOSEC Awareness, Attention: C81, 9800 Savage Road, Fort George G.
Meade, MD 20755-6000; (301) 766-8729. Don't tell them I sent you.

25.3 NATIONAL INSTITUTE OF STANDARDS AND TECHNOLOGY
(NIST)

The NIST is the National Institute of Standards and Technology, a division of the
U.S. Department of Commerce. Formerly the NBS (National Bureau of Standards),
it changed its name in 1988, Through its Computer Systems Laboratory {CSL), NIST
promotes open standards and interoperability that it hopes will spur the economic
development of computer-based industries. To this end, NIST issues standards and
guidelines that it hopes will be adopted by all computer systems in the United
States. Official standards are published as FIPS (Federal Information Processing
Standards) publications.

If you want copies of any FIPS for any other NIST publication), contact National
Technical Information Service (NTIS), U.S. Department of Commerce, 5285 Port
Royal Road, Springfield, VA 22161 i [703) 487-4650; or visit gopher://csrc.nesl.nist.gov.

When Congress passed the Computer Security Act of 1987, NIST was mandated
to define standards for ensuring the security of sensitive but unclassified informa-

Table 25.2
Orange Book Classifications

D: Minimal Security
C: Discretionary Protection
Cl: Discretionary Security Protection
C2: Controlled Access Protection
B: Mandatory Protection
B1: Labeled Security Protection
B2: Structured Protection
B3: Security Domains
A: Verified Protection
Al: Verified Design
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tion in government computer systems. {Classified information and Warner Amend-
ment data are under the jurisdiction of the NSA.) The Act authorizes NIST to work

- with other government agencies and private industry in evaluating proposed tech-
nology standards.

NIST issues standards for cryptographic functions. U.S. government agencies are
' required to use them for sensitive but unclassified information. Often the private
sector adopts these standards as well. NIST issued DES, DSS, SHS, and EES.

. All these algorithms were developed with some help from the NSA, ranging from
. analyzing DES to designing DSS, SHS, and the Skipjack algorithm in EES. Some peo-
. ple have criticized NIST for allowing the NSA to have too much control over these
standards, since the NSA’s interests may not coincide with those of NIST. It is
unclear how much actual influence NSA has on the design and development of the
- algorithms. Given NIST’s limited staff, budget, and resources, NSA’s involvement is
- probably considerable. NSA has significant resources to contribute, including a
computer facility second-to-none.

The official “Memorandum of Understanding” (MOU) between the two agencies

‘reads:

MEMORANDUM OF UNDERSTANDING BETWEEN THE DIRECTOR OF
THE NATIONAL INSTITUTE OF STANDARDS AND TECHNOLOGY AND
THE DIRECTOR OF THE NATIONAL SECURITY AGENCY CONCERNING
THE IMPLEMENTATION OF PUBLIC LAW 100-235

Recognizing that:

A. Under Section 2 of the Computer Security Act of 1987 {Public Law 100-235),
{the Act], the National Institute of Standards and Technology (NIST) has the
responsibility within the Federal Government for:

1. Developing technical, management, physical, and administrative standards
and guidelines for the cost-effective security and privacy of sensitive information
in Federal computer systems as defined in the Act; and,

2. Drawing on the computer system technical security guidelines of the
National Security Agency (NSA) in this regard where appropriate.

B. Under Section 3 of the Act, the NIST is to coordinate closely with other
agencies and offices, including the NSA, to assure:

1, Maximum use of all existing and planned programs, materials, studies, and
reports relating to computer systems security and privacy, in order to avoid
unnecessary and costly duplication of effort; and,

2. To the maximum extent feasible, that standards developed by the NIST
under the Act are consistent and compatible with standards and procedures devel-
oped for the protection of classified information in Federal computer systems,

C. Under the Act, the Secretary of Cornmerce has the responsibility, which he
has delegated to the Director of NIST, for appointing the members of the Com-
puter System Security and Privacy Advisory Board, at least one of whom shall be
from the NSA.

Therefore, in furtherance of the purposes of this MOU, the Director of the NIST
and the Director of the NSA hereby agree as follows: :




602

CHAPTER 25 Politics

I. The NIST will:

1. Appoint to the Computer Security and Privacy Advisory Board at least one
representative nominated by the Director of the NSA.

2. Draw upon computer system technical security guidelines developed by the
NSA to the extent that the NIST determines that such guidelines are consistent
with the requirements for protecting sensitive information in Federal computer
systems,

3. Recognize the NSA-certified rating of evaluated trusted systems under the
Trusted Computer Security Evaluation Criteria Program without requiring addi-
tional evaluation.

4. Develop telecommunications security standards for protecting sensitive
unclassified computer data, drawing upon the expertise and products of the
National Security Agency, to the greatest extent possible, in meeting these
responsibilities in a timely and cost-effective manner.

5. Avoid duplication where possible in entering into mutually agreeable
arrangements with the NSA for the NSA support.

6. Request the NSA’s assistance on all matters related to cryptographic algo-
rithms and cryptographic techniques including but not limited to research, devel-
opment evaluation, or endorsement.

IL. The NSA will:

1. Provide the NIST with technical guidelines in trusted technology, telecom-
munications security, and personal identification that may be used in cost-effective
systems for protecting sensitive computer data.

2. Conduct or initiate research and development programs in trusted technology,
telecommunications security, cryptographic technigues and personal identification
methods.

3. Be responsive to the NIST’s requests for assistance in respect to all matters
related to cryptographic algorithms and cryptographic techniques including but
not limited to research, development, evaluation, or endorsement,

4. Establish the standards and endorse products for application to secure sys-
tems covered in 10 USC Section 2315 {the Warner Amendment).

5. Upon request by Federal agencies, their contractors and other government-
sponsored entities, conduct assessments of the hostile intelligence threat to fed-
eral information systems, and provide technical assistance and recommend
endorsed products for application to secure systems against that threat.

HI. The NIST and the NSA shall:

L. Jointly review agency plans for the security and privacy of computer systems
submitted to NIST and NSA pursuant to section 6(b} of the Act.

2. Exchange technical standards and guidelines as necessary to achieve the pur-
poses of the Act.

3. Work together to achieve the purposes of this memorandum with the great-
est efficiency possible, avoiding unnecessary duplication of effort.

4. Maintain an on-going open dialogue to ensure that each organization
remains abreast of emerging technologies and issues affecting automated infor-
mation system security in computer-based systems.
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5. Establish a Technical Working Group to review and analyze issues: of
mutual interest pertinent to protection of systems that process sensitive or other
unclassified information. The Group shall be composed of six federal employees, -
three each selected by NIST and NSA and to be augmented as necessary by rep-
resentatives of other agencies. Issues may be referred to the group by either the
NSA Deputy Director for Information Security or the NIST Deputy Director or
may be generated and addressed by the group upon approval by the NSA DDI or
NIST Deputy Director. Within days of the referral of an issue to the Group by
either the NSA Deputy Director for Information Security or the NIST Deputy
Director, the Group will respond with a progress report and plan for further anal-
ysis, if any.

6. Exchange work plans on an annual basis on all research and development
projects pertinent to protection of systems that process sensitive or other unclas-
sified information, including trusted technology, for protecting the integrity and
availability of data, telecommunications security and personal identification
methods. Project updates will be exchanged quarterly, and project reviews will be
provided by either party upon request of the other party.

7. Ensure the Technical Working Group reviews prior to public disclosure all
matters regarding technical systems security techniques to be developed for use
in protecting sensitive information in federal computer systems to ensure they
are consistent with the national security of the United States, If NIST and NSA
are unable to resolve such an issue within 60 days, either agency may elect to
raise the issue to the Secretary of Defense and the Secretary of Commerce. It is
recognized that such an issue may be referred to the President through the NSC
for resolution. No action shall be taken on such an issue until it is resolved.

8, Specify additional operational agreements in annexes to this MOU as they
are agreed to by NSA and NIST.

IV. Either party may elect to terminate this MOU upon six months’ written
notice. This MOU is effective upon approval of both signatories.

/signed/

RAYMOND G. KAMMER

Acting Director, National Institute of Standards and Technology, 24 March
1989

W. O. STUDEMAN
Vice Admiral, U.S. Navy; Director, National Security Agency, 23 March 1989

25.4 RSA DAtAa SECURITY, INC.

RSA Data Security, Inc. (RSADSI) was founded in 1982 to develop, license, and mar-
ket the RSA patent. It has some commercial products, including a standalone e-mail
security package, and various cryptographic libraries {available in either source or

. - object form). RSADSI also markets the RC2 and RC4 symmetric algorithms (see

Section 11.8). RSA Laboratories, a research lab associated with RSADSI, performs
basic eryptographic research and provides consulting services.
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Anyone interested in either their patents or products should contact Director of
Sales, RSA Data Security, Iric., 100 Marine Parkway, Redwood City, CA 94065; (415)
595-8782; fax: (415) 595-1873.

25.5 PuBLiIc KEY PARTNERS

The five patents in Table 25.3 are held by Public Key Partners (PKP) of Sunnyvale,
California, a partnership between RSADSI and Caro-Kahn, Inc.—the parent com-
pany of Cylink. [RSADSI gets 65 percent of the profits and Caro-Kahn gets 35 per-
cent.} PKP claims that these patents, and 4,218,582 in particular, apply to all uses of
public-key cryptography.

In [574], PKP wrote:

These patents [4,200,770, 4,218,582, 4,405,829, and 4,424,414] cover all known
methods of practicing the art of Public Key, including the variations collectively
known as ElGamal.

Due to the broad acceptance of RSA digital signatures throughout the interna-
tional community, Public Key Partners strongly endorses its incorporation in a
digital signature standard. We assure all interested parties that Public Key Part-
ners will comply with all of the policies of ANSI and the IEEE concerning the
availability of licenses to practice this art. Specifically, in support of any RSA sig-
nature standard which may be adopted, Public Key Partners hereby gives its
assurance that licenses to practice RSA signatures will be available under reason-
able terms and conditions on a nondiscriminatory basis.

Whether this is true depends on who you talk to. PKP’s licenses have mostly
been secret, so there is no way to check if the licenses are standard. Although they
claimn to have never denied a license to anyone, at least two companies claim to
have been denied a license. PKP guards its patents closely, threatening anyone who
tries to use public-key cryptography without a license. In part, this is a reaction to
U.S. patent law. If you hold a patent and fail to prosecute an infringement, you can
lose your patent. There has been much talk about whether the patents are legal, but
so far it has all been talk. All legal challenges to PKP’s patents have been settled
before judgment.

Table 25.3
Public Key Partners’ Patents
Patent # Date Inventors Patent Covers
4,200,770  3/29/80  Hellman, Diffie, Merkle Diffie-Hellman Key Exchange
4,218,582  8/19/80  Hellman, Merkle Merkle-Hellman Knapsacks
4,405,829  9/20/83  Rivest, Shamir, Adleman  RSA
4,424,414  3/3/84 Hellman, Pohlig Pohlig-Hellman

4,995,082 2/19/91  Schnorr Schnorr Signatures
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lam not going to dispense legal advice in this book. Maybe the RSA patent will not
hold up in court. Maybe the patents do not apply to the entirety of public-key cryp-
tography. (Honestly, I can’t see how they cover ElGamal or elliptic curve cryptosys-
tems.) Perhaps someone will eventually win a suit against PKP or RSADSL But keep
in mind that corporations with large legal departments like IBM, Microsoft, Lotus,
Apple, Novell, Digital, National Semiconductor, AT&T, and Sun have all licensed
RSA for use in their products rather than fight them in court. And Boeing, Shell Oil,
DuPont, Raytheon, and Citicorp have all licensed RSA for their own internal use.

In one case, PKP brought suit against TRW Corporation for using the ElGamal
algorithm without a license. TRW claimed they did not need a license. PKP and
TRW reached a settlement in June 1992. The details of the settlement are unknown,
but they included an agreement by TRW to license the patents. This does not bode
well. TRW can afford good lawyers; I can only assume that if they thought they
could win the suit without spending an unreasonable amount of money, they would
have fought.

Meanwhile, PKP is having its own internal problems. In June 1994 Caro-Kahn
sued RSADSI alleging, among other things, that the RSA patent is invalid and unen-
forceable [401]. Both partners are trying to have the partnership dissolved. Are the
patents valid or not? Will users have to get a license from Caro-Kahn to use the RSA
algorithm? Who will own the Schnorr patent? The matter will probably be sorted
out by the time this book sees publication.

Patents are good for only 17 years, and cannot be renewed. On March 29, 1997,
Diffie-Hellman key exchange {and the ElGamal algorithm) will enter the public
domain. On September 20, 2000, RSA will enter the public domain. Mark your
calendars.

25.6 INTERNATIONAL ASSOCIATION FOR CRYPTOLOGIC
RESEARCH (IACR)

The International Association for Cryptologic Research is the worldwide Crypto-
graphic research organization. Its stated purpose is to advance the theory and practice
~ of cryptology and related fields. Membership is open to any person. The association
./ sponsors two annual conferences, Crypto {held in Santa Barbara in August) and Euro-
crypt (held in Europe in May), and publishes quarterly The Journal of Cryptology and
the JACR Newsletter.

The address of the TACR Business Office changes whenever the president does.
The current address is: IACR Business Office, Aarhus Science Park, Gustav Wieds
Vej 10, DK-8000 Aarhus C, Denmark.,

i 25.7 RACE INTEGRITY PRIMITIVES EVALUATION (RIPE)

The Research and Development in Advanced Communication Technologies in
- Europe (RACE) program was launched by the European Community to support pre-
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competitive and pre-normative work in communications standards and technolo-
gies to support Integrated Broadband Communication (IBC). As part of that effort,
RACE established the RACE Integrity Primitives Evaluation (RIPE) to put together
a portfolio of techniques to meet the anticipated security requirements of IBC.

Six leading European cryptography research groups made up the RIPE consor-
tium: Center for Mathematics and Computer Science, Amsterdam; Siemens AG;
Philips Crypto BV; Royal PTT Nederland NV, PTT Research; Katholieke Univer-
siteit Leuven; and Aarhus Universitet. After calls for algorithms in 1989 and 1991
[1564], 32 submissions from around the world, and a 350 man-month evaluation
project, the consortium published RIPE Integrity Primitives [1305,1332]. The
report included an introduction and some basic integrity concepts, and these prim-
itives: MDC-4 (see Section 14.11), RIPE-MD {see Section 14.8), RIPE-MAC [see Sec-
tion 14.14), IBC-HASH, SKID (see Section 3.2), RSA, COMSET (see Section 16.1),
and RSA key generation.

25.8 CoNDITIONAL ACCESS FOR EUROPE (CAFE)

Conditional Access for Europe (CAFE) is a project in the European Community’s
ESPRIT program [204,205]. Work began in December 1992 and is scheduled to be
finished by the end of 1995. The consortium involved consists of groups for social
and market studies {Cardware, Institut fiir Sozialforschung), software and hardware
manufacturers (DigiCash, Gemplus, Ingenico, Siemens), and cryptographers (CWI
Amsterdam, PTT Research Netherlands, SPET, Sintef Delab Trondheim, Universi-
ties of Arhus, Hildesheim and Leuven).

The goal is to develop systems for conditional access, particularly digital payment
systems. Payment systems must give legal certainty to everybody at all times and
require as little trust as possible—this certainty should not depend on the tamper-
resistance of any devices.

The basic device for CAFE is an electronic wallet: a small computer that looks
something like a pocket calculator. It has a battery, keyboard, screen, and an
infrared channel for communicating with other wallets. Every user owns and uses
his own wallet, which administers his rights and guarantees his security.

A device with a keyboard and screen has an advantage over a smart card; it can
operate independent of a terminal. A user can directly enter his password and the
amount of the payment. The user does not have to give his wallet up to complete a
transaction, unlike the current situation with credit cards.

Additional features are:

— Offline transactions. The purpose of the system is to replace small
cash transactions; an online system would be too cumbersome.

— Loss tolerance. If a user loses his wallet, or if it breaks or is stolen, he
can recover his money.

— Support for different currencies.
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— An open architecture and open system. A user should be able to pay.
for arbitrary services, such as shopping, telephone, and public trans-
port, by a range of service providers. The system should be interoper-
able between any number of electronic money issuers, and between
different wallet types and manufacturers.

—  LOW Cost.

At this writing there is a software version of the system, and the consortium is hard
at work on a hardware prototype.

25.9 ISO/IEC 9979

In the mid-80s, the ISO tried to standardize DES, which by then was already a FIPS
and an ANSI standard. After some political wrangling, the ISO decided not to stan-
dardize cryptographic algorithms, but instead to register algorithms. Only encryp-
tion algorithms can be registered; hash functions and signature schemes cannot.
Any national body can submit an algorithm for registration.

Currently only three algorithms have been submitted (see Table 25.4). A submis-
sion includes information about applications, parameters, implementations, modes,
and test vectors, A detailed description is optional; it is possible to submit secret
algorithms for registration.

The fact that an algorithm is registered does not imply anything about its quality,
nor is registration an approval of the algorithm by the ISO/IEC. Registration merely
indicates that a single national body wants to register the algorithm, based on what-
ever criteria that body uses.

I 'am not impressed with this idea. Registration obstructs the standardization pro-
cess. Rather than agreeing on a few algorithms, the ISO is allowing any algorithm to
be registered. With so little control over what is registered, stating that an algorithm
is “ISO/IEC 9979 Registered” sounds a whole lot better than it is. In any case, the
registry is maintained by the National Computer Centre Ltd., Oxford Road, Man-
chester, M1 7ED, United Kingdom.

Table 25.4
ISO/IEC 9979
Registered Algorithms

Registration Number Name

0001 B-CRYPT
0002 IDEA
0003 LUC
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25.10 PROFESSIONAL, CIVIL LIBERTIES, AND INDUSTRY
GRrouprs

Electronic Privacy Information Center (EPIC)

EPIC was established in 1994 to focus public attention on emerging privacy issues
relating to the National Information Infrastructure, such as the Clipper chip, the
Digital Telephony proposal, national identity numbers and systems, medical
records privacy, and the sale of consumer data. EPIC conducts litigation, sponsors
conferences, produces reports, publishes the EPIC Alert, and leads campaigns on
privacy issues. Anyone interested in joining should contact Electronic Privacy Infor-
mation Center, 666 Pennsylvania Avenue SE, Suite 301, Washington, D.C. 20003;
(202) 544-9240; fax: {202) 547-5482; Internet: info@epic.org.

Electronic Frontier Foundation (EFF)

The EFF is dedicated to protecting civil rights in cyberspace. With respect to cryp-
tographic policy in the United States, they believe that information and access to
cryptography are fundamental rights, and therefore should be free of government
restriction. They organized the Digital Privacy and Security Working Group, a coali-
tion of 50 organizations. The group opposed the Digital Telephony bill and the Clip-
per initiative. The EFF is also helping in a lawsuit against cryptography export
controls [143]. Anyone interested in joining the EFF should contact Electronic Fron-
tier Foundation, 1001 G Street NW, Suite 950E, Washington, D.C. 20001; (202) 347-
5400; fax: (202) 393-5509; Internet: eff@eff.org.

Association for Computing Machinery (ACM)

The ACM is an international computer industry organization. In 1994 the U.S.
ACM Public Policy Committee produced an excellent report on U.S. cryptography
policy [935]. This should be required reading for anyone interested in the politics of
cryptography. It is available via anonymous ftp from info.acm.org in /reports/acm_
crypt_study/acm_crypto_study.ps.

Institute of Electrical and Electronics Engineers (IEEE)

The IEEE is another professional organization. The U.S. office investigates and
makes recommendations on privacy-related issues including encryption policy,
identity numbers, and privacy protections on the Internet.

Software Publishers Association (SPA)

The SPA is a trade association of over 1000 personal computer software compa-
nies. They have lobbied for relaxation of export controls on cryptography, and main-
tain a list of commercially available foreign cryptography products.

25.11 Sci.crYPT

Sci.crypt is the Usenet newsgroup for cryptology. It is read by an estimated 100,000
people worldwide. Most of the posts are nonsense, bickering, or both; some are
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political, and most of the rest are requests for information or basic guestions. Qcca-
sionally nuggets of new and useful information are posted to this newsgroup. If you
follow sci.crypt regularly, you will learn how to use something called a kill file.

Another Usenet newsgroup is sci.crypt.research, a moderated newsgroup devoted
to discussions about cryptology research. There are fewer posts and they are more
interesting.

25.12 CYPHERPUNKS

The Cypherpunks are an informal group of people interested in teaching and learn-
ing about cryptography. They also experiment with cryptography and try to put it
into use. In their opinion, all the cryptographic research in the world doesn’t do soci-
ety any good unless it gets used.

In “A Cypherpunk’s Manifesto,” Eric Hughes writes [744];

We the Cypherpunks are dedicated to building anonymous systems. We are
defending our privacy with cryptography, with anonymous mail forwarding sys-
tems, with digital signatures, and with electronic money.

Cypherpunks write code. We know that someone has to write software to
defend privacy, and since we can’t get privacy unless we all do, we're going to
write it. We publish our code so that our fellow Cypherpunks may practice and
play with it. Our code is free for all to use, worldwide. We don’t care much if you
don't approve of the software we write. We know that software can't be destroyed
and that widely dispersed systems can’t be shut down,

People interested in joining the cypherpunks mailing list on the Internet should
send mail to majordomo@toad.com. The mailing list is archived at ftp.csua.
berkeley.edu in /pub/ cypherpunks.

25.13 PATENTS

Software patents are an issue much larger than the scope of this book. Whether
they’re good or bad, they exist. Algorithms, cryptographic algorithms included, can
be patented in the United States. IEM owned the DES patents [514]. IDEA is
patented. Almost every public-key algorithm is patented. NIST even has a patent for
the DSA. Some cryptography patents have been blocked by intervention from the
NSA, under the authority of the Invention Secrecy Act of 1940 and the National
Security Act of 1947. This means that instead of a patent, the inventor gets a secrecy
order and is prohibited from discussing his invention with anybody.

The NSA has special dispensation when it comes to patents. They can apply for a
patent and then block its issuance. It's a secrecy order again, but here the NSA is
both the inventor and the issuer of the order. When, at some later date, the secrecy
order is removed, the Census Office issues the patent good for the standard 17 years.
This rather clearly protects the invention while keeping it secret. If someone else
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invents the same thing, the NSA has already filed for the patent. If no one else
invents it, then it remains secret.

Not only does this fly directly in the face of the patent process, which is supposed
to disclose as well as protect inventions, it allows the NSA to keep a patent for more
than 17 years. The 17-year clock starts ticking after the patent is issued, not when
it is filled. How this will change, now that the United States has ratified the GATT
treaty, is unclear,

25.14 U.S. ExpoRT RULES

According to the U.S. government, cryptography can be a munition. This means it
is covered under the same rules as a TOW missile or an M1 Abrams tank. If you sell
cryptography overseas without the proper export license, then you are an interna-
tional arms smuggler. Unless you think time in a federal penitentiary would look
good on your résumé, pay attention to the rules,

With the advent of the Cold War in 1949, all of the NATO countries (except lee-
land), and later Australia, Japan, and Spain, formed CoCom, the Coordinating Com-
mittee for Multilateral Export Controls. This is an unofficial nontreaty organization,
chartered to coordinate national restrictions on the export of sensitive military tech-
nologies to the Soviet Union, other Warsaw Pact countries, and the People’s Repub-
lic of China. Examples of controlled technologies are computets, milling machinery,
and cryptography. The goal here was to slow technology transfer into those coun-
tries, and thereby keep their militaries inferior.

Since the end of the Cold War, the CoCom countries realized that many of their
controls were obsolete. They are supposedly in the process of defining something
called the “New Forum,” another multinational organization designed to stop the
flow of military technologies to countries the members don’t particularly like.

In any case, U.S. export policy on strategic goods is defined by the Export Admin-
istration Act, the Arms Export Control Act, the Atomic Energy Act, and the
Nuclear Non-Proliferation Act. The controls established by all this legislation are
implemented through a number of statutes, none of them coordinated with each
other. Over a dozen agencies including the military services administer controls;
often their regulatory programs overlap and contradict.

Controlled technologies appear on several lists. Cryptography has traditionally
been classified as a munition and appears on the U.S. Munitions List {USML),
the International Munitions List {IML), the Commerce Control List {CCL), and the
International Industrial List (IIL). The Department of State is responsible for
the USML,; it is published as part of the International Traffic in Arms Regulations
(ITAR} [466,467].

Two U.S. government agencies control export of cryptography. One is the Bureau
of Export Administration (BXA} in the Department of Commerce, authorized by the
Export Administration Regulations (EAR). The other is the Office of Defense Trade
Controls (DTCJ in the State Department, authorized by the ITAR. As a rule of
thumb, the Commerce Department’s BXA has far less stringent requirements, but
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State Department’s DTC (which takes technical and national security advice from
the NSA, and always seems to follow that advice] sees all cryptography exports first
and can refuse to transfer jurisdiction to BXA. ,

The ITAR regulates this stuff. [Before 1990 the Office of Defense Trade Controls
was called the Office of Munitions Controls; presumably this public relations effort
is designed to help us forget that we’re dealing with guns and bombs.) Historically,
the DTC has been reluctant to grant export licenses for encryption products
stronger than a certain level—not that they have ever been public about exactly
what that level is.

The following sections are excerpted from the ITAR [466,467]:

§ 120.10 Technical data.

Technical data means, for purposes of this subchapter:

(1) Information, other than software as defined in 120.10(d}, which is required
for the design, development, production, processing, manufacture, assembly,
operation, repair, maintenance or modification of defense articles. This includes,
for example, information in the form of blueprints, drawings, photographs, plans,
instructions and documentation;

{2} Classified information relating to defense articles and defense services;

{3} Information covered by an invention secrecy order;

[4) Software as defined in Sec, 121 8{f] directly related to defense articles;

{5] This definition does not include information concerning general scientific,
mathematical or engineering principles commonly taught in schools, colleges and
universities in the public domain as defined in § 120,11, 1t also does not include
basic marketing information on function or purpose or general system descrip-
tions of defense articles.

§ 120.11 Public domain.

Public domain means information which is published and which is generally
accessible or available to the public:

{1) Through sales at newsstands and bookstores;

{2} Through subscriptions which are available without restriction to any indi-
vidual who desires to obtain or purchase the published information;

{3) Through second class mailing privileges granted by the U.S. Government;

(4] At libraries open to the public or from which the public can obtain docu-
ments;

{5) Through patents available at any patent office;

{6) Through unlimited distribution at a conference, meeting, seminar, trade
show or exhibition, generally accessible to the public, in the United States;

{7} Through public release {i.e. unlimited distribution) in any form (e.g., not
necessarily in published form) after approval by the cognizant U.S, government
department or agency {see also § 125.4{b){13}}.

{8) Through fundamental research in science and engineering at accredited insti-
tutions of higher learning in the U.S., where the resulting information is ordinarily
published and shared broadly in the scientific community. Fundamental research is
defined to mean basic and applied research in science and engineering where the
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resulting information is ordinarily published and shared broadly within the scien-
tific community, as distinguished from research the results of which are restricted
for proprietary reasons or specific U.S. Government access and dissemination con-
trols, University research will not be considered fundamental research if:

{i} The University or its reséarchers accept other restrictions on publication of
scientific and technical information resulting from the project or activity, or

{ii) The research is funded by the U.S. Government and specific access and dis-
semination controls protecting information resulting from the research are appli-
cable.

§ 120.17 Export.

Export means;

{1) Sending or taking defense articles out of the United States in any manner,
except by mere travel outside of the United States by a person whose personal
knowledge includes technical data; or

{2) Transferring registration, control or ownership to a foreign person of any air-
craft, vessel, or satellite covered by the U.S. Munitions List, whether in the
United States or abroad; or

(3] Disclosing (including oral or visual disclosure] or transferring in the United
States any defense articles to an embassy, any agency or subdivision of a foreign
governmert {e.g., diplomatic missions); or

{4) Disclosing {including oral or visual disclosure] or transferring technical data
to a foreign person, whether in the United States or abroad; or

{5} Performing a defense service on behalf of, or for the benefit of, a foreign per-
son, whether in the United States or abroad.

{6) A launch vehicle or payload shall not, by the launching of such vehicle, be
considered export for the purposes of this subchapter. However, for certain lim-
ited purposes (see § 126.1 of this subchapter], the controls of this subchapter apply
to sales and other transfers of defense articles or defense services.

Part 121—The United States Munitions List

§ 121.1 General. The United States Munitions List

Category XIIl—Auxiliary Military Equipment

{1} Cryptographic {including key management) systems, equipment, assem-
blies, modules, integrated circuits, components or software with the capability of
maintaining secrecy or confidentiality of information or information systems,
except cryptographic equipment and software as follows:

{1} Restricted to decryption functions specifically designed to allow the execu-
tion of copy protected software, provided the decryption functions are not user-
accessible,

{ii} Specifically designed, developed or modified for use in machines for banking
or money transactions, and restricted to use only in such transactions. Machines
for banking or money transactions include automatic teller machines, self-service
statement printers, point of sale terminals or equipment for the encryption of
interbanking transactions.
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[iii} Employing only analog techniques to provide the cryptographic processing
that ensures information security in the following applications. . . .

{iv] Personalized smart cards using cryptography restricted for use only in
equipment or systems exempted from the controls of the USML.

{v] Limited to access control, such as automatic teller machines, self-service
statement printers or point of sale terminals, which protects passwords or per-
sonal identification numbers [PIN] or similar data to prevent unauthorized access
to facilities but does not allow for encryption or files or text, except as directly
related to the password of PIN protection.

{vi) Limited to data authentication which calculates a Message Authentication
Code {MAC] or similar result to ensure no alteration of text has taken place, or
authenticate users, but does not allow for encryption of data, text or other media
other than that needed for the authentication.

{vii) Restricted for fixed data compression or coding techniques.

[viii} Limited to receiving for radio broadcast, pay television or similar
restricted audience television of the consumer type, without digital encryption
and where digital decryption is limited to video, audio or management functions.

(ix) Software designed or modified to protect against malicious computer dam-
age, (e.g., viruses),

(2) Cryptographic (including key management) systems, equipment, assem-
blies, modules, integrated circuits, companents or software which have the capa-
bility of generating spreading or hopping codes for spread spectrum systems or
equipment.

(3) Cryptographic systems, equipment, assemblies. modules, integrated cir-
cuits, components or software.

§ 125.2 Exports of unclassified technical data.

{a} General. A license {DSP-5] is required for the export of unclassified techni-
cal data unless the export is exempt from the licensing requirements of this sub-
chapter. In the case of a plant visit, details of the proposed discussions must be
transmitted to the Office of Defense Trade Controls for an appraisal of the tech-
nical data. Seven copies of the technical data or the details of the discussions
must be provided.

{b] Patents. A license issued by the Office of Defense Trade Controls is required
for the export of technical data whenever the data exceeds that which is used to
support a domestic filing of a patent application or to support a foreign filing of a
patent application whenever no domestic application has been filed. Requests for
the filing of patent applications in a foreign country, and requests for the filing of
amendments, modifications or supplements to such patents, should follow the
regulations of the U.S. Patent and Trademark Office in accordance with 37 CFR
part 5. The export of technical data to support the filing and processing of patent
applications in foreign countries is subject to regulations issued by the U.S.
Patent and Trademark Office pursuant to 35 U.S.C. 184.

{c} Disclosures. Unless atherwise expressly exempted in this subchapter, a
license is required for the oral, visual or documentary disclosure of technieal data
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by U.S, persons to foreign persons. A license is required regardless of the manner
in which the technical data is transmitted {e.g., in person, by telephone, corre-
spondence, electronic means, etc.). A license is required for such disclosures by
U.S. persons in connection with visits to foreign diplomatic missions and con-
sular offices.

And so on. There’s a lot more information in this document. If you’re going to try to
export cryptography, I suggest you get a copy of the entire thing and a lawyer who
_speaks the language.

In reality, the NSA has control over the export of cryptographic products. If you
want a Commodity Jurisdiction {C]), you must submit your product to the NSA for
approval and submit the CJ application to the State Department. After State Depart-
ment approval, the matter moves under the jurisdiction of the Commerce Depart-
ment, which has never cared much about the export of cryptography. However, the
State Department will never grant a CJ without NSA approval.

In 1977 an NSA employee named Joseph A. Meyer wrote a letter—unauthorized,
according to the official story of the incident—to the IEEE, warning them that the
scheduled presentation of the original RSA paper would violate the ITAR. From The
Puzzle Palace:

He had a point. The ITAR did cover any “unclassified information that can be
used, or adapted for use, in the design, production, manufacture, repair, overhaul,
processing, engineering, development, operation, maintenance, or teconstruc-
tion” of the listed materials, as well as “any technology which advances the state-
of-the-art or establishes a new art in an area of significant military applicability in
the United States.” And export did include transferring the information both by
writing and by either oral or visual means, including briefings and symposia in
which foreign nationals are present.

But followed literally, the vague, overly broad regulations would seem to
require that anyone planning to write or speak out publicly on a topic touching
the Munitions List must first get approval from the State Department—a chilling
prospect clearly at odds with the First Amendment and one as yet untested by the
Supreme Court.

In the end NSA disavowed Meyer’s actions and the RSA paper was presented as
planned. No actions were taken against any of the inventors, although their work
arguably enhanced foreign cryptography capabilities more than anything released
since,

The following statement by NSA discusses the export of cryptography {363}:

Cryptographic technology is deemed vital to national security interests. This
includes economic, military, and foreign policy interests.

We do not agree with the implications from the House Judiciary Committee
hearing of 7 May 1992 and recent news articles that allege that U.S. export laws
prevent 11§, firms’ manufacture and use of top encryption equipment. We are
unaware of any case where a U.S. firm has been prevented from manufacturing
and using encryption equipment within this country or for use by the U.S. firm or
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its subsidiaries in locations outside the U.S. because of U S, export restrictions. In
fact, NSA has always supported the use of encryption by U.S. businesses operat-
ing domestically and overseas to protect sensitive information. S

For export to foreign countries, NSA as a component of the Department of
Defense {along with the Department of State and the Department of Commerce)
reviews export licenses for information security technologies controlled by the
Export Administration Regulations or the International Traffic in Arms Regula-
tions. Similar export control systems are in effect in all the Coordinating Com-
mittee for Multilateral Export Controls [CoCom} countries as well as many
non-CoCom countries as these technologies are universally considered as sensi-
tive. Such technologies are not banned from export and are reviewed on a case-by-
case basis. As part of the export review process, licenses may be required for these
systems and are reviewed to determine the effect such export could have on
national security interests—including economic, military, and political security
interests. Export licenses are appraved or denied based upon the type of equip-
ment invelved, the proposed end use and the end user.

Our analysis indicates that the U.S. leads the world in the manufacture and
export of information security technologies. Of those cryptologic products
referred to NSA by the Department of State for export licenses, we consistently
approve over 90%. Export licenses for information security products under the
jurisdiction of the Department of Commerce are processed and approved without
referral to NSA or DoD. This includes products using such techniques as the DSS
and RSA which provide authentication and access control to comiputers or net-
works. In fact, in the past NSA has played a major role in successfully advocating
the relaxation of export controls on RSA and related technologies for authentica-
tion purposes. Such techniques arc extremely valuable against the hacker prob-
lem and unauthorized use of resources.

It is the stated policy of the NSA not to restrict the export of authentication prod-
ucts, only encryption products. If you want to export an authentication-only prod-
uct, approval may merely be a matter of showing that your product cannot easily be

- used for encryption. Furthermore, the bureaucratic procedures are much simpler for

- authentication products than for encryption products. An authentication product

~ needs State Department approval only once for a CJ; an encryption product may

- require approval for every product revision or even cvery sale. .

_ Without a CJ, you must request export approval every time you wish to export the
product. The State Department does not approve the export of products with strong
encryption, even those using DES. Isolated exceptions include export to U.S. sub-
sidiaries for the purposes of communicating to the U.S., exports for some banking
applications, and export tc appropriate U.S. military users. The Software Publishers
Association (SPA) has been negotiating with the government to ease export license
restrictions. A 1992 agreement between them and the State Department eased the

“export license rules for two algorithms, RC2 and RC4, as long as the key size is 40
bits or less. Refer to Section 7.1 for more information. ' ,

In 1993, Rep. Maria Cantwell (D-WA) introduced a bill at the behest of the soft-
Wware industry to relax export controls on encryption software. Sen. Patty Murray
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(D-WA] introduced a companion bill in the Senate. The Cantwell Bill was appended
to the general export control legislation going through Congress, but was deleted by
the House Intelligence Committee after a massive lobbying effort by the NSA.
Whatever the NSA did, it was impressive; the committee voted unanimously to
delete the wording. T can’t remember the last time a bunch of legislators voted unan-
imously to do anything.

In 1995 Dan Bernstein, with the help of the EFF, sued the U.S. government,
seeking to bar the government from restricting publication of cryptographic docu-
ments and software [143]. The suit claimed that the export control laws are uncon-
stitutional, an “impermissible prior restraint on speech, in violation of the First
Amendment.” Specifically, the lawsuit charges that the current export control
process:

— Allows bureaucrats to restrict publication without ever going to
court.

— Provides too few procedural safeguards for First Amendment rights.

— Requires publishers to register with the government, creating in
effect a “licensed press.”

~— Disallows general publication by requiring recipients to be individu-
ally identified.

— Is sufficiently vague that ordinary people cannot know what conduct
is allowed and what conduct is prohibited.

— Is overbroad because it prohibits conduct that is clearly protected
(such as speaking to foreigners within the United States).

— Is applied too broadly, by prohibiting export of software that contains
no cryptography, on the theory that cryptography could be added to it
later.

— Egregiously violates the First Amendment by prohibiting private
speech on cryptography because the government wishes its own opin-
ions on cryptography to guide the public instead.

— Exceeds the authority granted by Congress in the export control laws
in many ways, as well as exceeding the authority granted by the Con-
stitution.

Everyone anticipates that the case will take several years to settle, and no one has
any idea how it will come out.

Meanwhile, the Computer Security and Privacy Advisory Board, an official advi-
sory board to NIST, voted in March 1992 to recommend a national policy review of
cryptographic issues, including export policy. They said that export policy is
decided solely by agencies concerned with national security, without input from
agencies concerned with encouraging commerce. Those agencies concerned with
national security are doing everything possible to make sure this doesn't change,
but eventually it has to.




25.15  Foreign Import and Export of Cryptography " 617
e

25.15 FOREIGN IMPORT AND EXPORT OF CRYPTOGRAPHY

Other countries have their own import and export rules [311]. This summary is
incomplete and probably out of date. Countries could have rules and ignore them, or
could have no rules but restrict import, export, and use anyway.

~— Australia requires an import certificate for cryptography only upon
request from the exporting country.

— Canada has no import controls, and export controls are similar to
those of the United States. The exportation of items from Canada
may be subject to restriction if they are included on the Export Con-
trol List pursuant to the Export and Import Permits Act. Canada fol-
lows the CoCom regulations in the regulation of cryptographic
technology. Encryption devices are outlined in category five, part two
of Canada’s export regulations. These provisions are similar to U.S.
category five in the Export Administration Regulations.

— China has a licensing scheme for importing commodities; exporters
must file an application with the Ministry of Foreign Trade. Based on
China’s List of Prohibited and Restricted Imports and Exports enacted
in 1987, China restricts the import and export of voice-encoding
devices.

— France has no special rules for the import of cryptography, but they
have rules regarding the sale and use of cryptography in their coun-
try. All products must be certified: Either they must meet a pub-
lished specification, or the company proprietary specification must
be provided to the government. The government may also ask for
two units for their own use. Companies must have a license to sell
cryptography within France; the license specifies the target market.
Users must have a license to buy and use cryptography; the license
includes a statement to the effect that users must be prepared to give
up their keys to the government up to four months after use. This
restriction may be waived in some cases: for banks, large companies,
and so on. And there is no use license requirement for cryptography
exportable from the U.S.

— Germany follows the CoCom guidelines, requiring a license to export
cryptography. They specifically maintain control of public-domain
and mass-market cryptography software.

— Israel has import restrictions, but no one seems to know what they are.

— Belgium, Italy, Japan, Netherlands, and the United Kingdom follow
the CoCom guidelines on cryptography, requiring a license for export.

- Brazil, India, Mexico, Russia, Saudi Arabia, Spain, South Africa, Sweden,
and Switzerland have no import or export controls on cryptography.
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25.16 LEGAL ISSUES

Are digital signatures real signatures? Will they stand up in court? Some prelimi-
nary legal research has resulted in the opinion that digital signatures would meet
the requirements of legally binding signatures for most purposes, including com-
mercial use as defined in the Uniform Commercial Code {UCC]. A GAO (General
Accounting Office) decision, made at the request of NIST, opines that digital signa-
tures will meet the legal standards of handwritten signatures [362].

The Utah Digital Signature Act went into effect on May 1, 1995, providing a legal
framework for the use of digital signatures in the judicial system. California has a bill
pending, while Oregon and Washington are still writing theirs. Texas and Florida are
right behind. By this book’s publication, more states will have followed suit.

The American Bar Association {EDI and Information Technology Division of the
Science and Technology Section) produced a model act for states to use for their own
legislation. The act attempts to incorporate digital signatures into the existing legal
infrastructure for signatures: the Uniformmn Commercial Code, the United States Fed-
eral Reserve regulations, common law of contracts and signatures, the United
Nations Convention on Contracts for the International Sale of Goods, and the
United Nations Convention on International Bills of Exchange and International
Promissory Committees. Included in the act are responsibilities and obligations of
certification authorities, issues of liability, and limits and policies.

In the United States, laws about signatures, contracts, and comumercial transac-
tions are state laws, so this model act is designed for states. The eventual goal is a
federal act, but if this all begins at the state level there is less chance of the NSA
mucking up the works.

Even so, the validity of digital signatures has not been challenged in court; their
legal status is still undefined. In order for digital signatures to carry the same
authority as handwritten signatures, they must first be used to sign a legally bind-
ing document, and then be challenged in court by one party. The court would then
consider the security of the signature scheme and issue a ruling. Over time, as this
happened repeatedly, a body of precedent rulings would emerge regarding which dig-
ital signature methods and what key sizes are required for a digital signature to be
legally binding. This is likely to take years.

Until then, if two people wish to use digital signatures for contracts {or purchase
requests, or work orders, or whatever), it is recommended that they sign a paper con-
tract in which they agree in the future to be bound by any documents digitally
signed by them [1099]. This document would specify algorithm, key size, and any
other parameters; it should also delineate how disputes would be resolved.
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Afterword
by Matt Blaze

One of the most dangerous aspects of cryptology (and, by extension, of this book), is
that you can almost measure it. Knowledge of key lengths, factoring methods, and
cryptanalytic techniques makes it possible to estimate {in the absence of a real the-
ory of cipher design) the “work factor” required to break a particular cipher. It’s all
too tempting to misuse these estimates as if they were overall security metrics for
the systems in which they are used. The real world offers the attacker a richer menu
of options than mere cryptanalysis. Often more worrisome are protocol attacks,
Trojan horses, viruses, electromagnetic monitoring, physical compromise, black-
mail and intimidation of key holders, operating system bugs, application program
bugs, hardware bugs, user errors, physical eavesdropping, social engineering, and
dumpster diving, to name just a few.

High-quality ciphers and protocols are important tools, but by themselves make
poor substitutes for realistic, critical thinking about what is actually being pro-
tected and how various defenses might fail (attackers, after all, rarely restrict them-
selves to the clean, well-defined threat models of the academic world). Ross
Anderson gives examples of cryptographically strong systems (in the banking indus-
try} that fail when exposed to the threats of the real world {43,44]. Even when the
attacker has access only to ciphertext, seemingly minor breaches in other parts of
the system can leak enough information to render good cryptosystems useless. The
Allies in World War II broke the German Enigma traffic largely by carefully exploit-
ing operator errors [1587].

An NSA-employed acquaintance, when asked whether the government can crack
DES traffic, quipped that real systems are so insecure that they never need to bother.
Unfortunately, there are no easy recipes for making a system secure, no substitute
for careful design and critical, ongoing scrutiny. Good cryptosystems have the nice
property of making life much harder for the attacker than for the legitimate user;
this is not the case for almost every other aspect of computer and communication
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security. Consider the following (quite incomplete) “Top Ten Threats to Security in
Real Systems” list; all are easier to exploit than to prevent.

1.

The sorry state of software. Everyone knows that nobody knows how to
write software. Modern systems are complex, with hundreds of thousands
of lines of code; any one of them has the chance to compromise security.
Fatal bugs may even be far-removed from the security portion of the soft-
ware.

. Ineffective protection against denial-of-service attacks. Some crypto-

graphic protocols allow anonymity. It may be especially dangerous to
deploy anonymous protocols if they increase the opportunities for uniden-
tified vandals to disrupt service; anonymous systems therefore need to be
especially resistant to denial-of-service attacks. Robust networks can mare
easily support anonymity; consider that hardly anyone worries very much
about the millions of anonymous entry points to more robust networks
like the telephone system or the postal service, where it’s relatively diffi-
cult {or expensive] for an individual to cause large-scale failures.

. No place to store secrets, Cryptosystems protect large secrets with smaller

ones {keys). Unfortunately, modern computers aren’t especially good at pro-
tecting even the smallest secrets. Multi-user networked workstations can
be broken into and their memories compromised. Standalone, single-user
machines can be stolen or compromised through viruses that leak secrets
asynchronously. Remote servers, where there may be no user available to
enter a passphrase {but see threat #5), are an especially hard problem.

. Poor random-number generation. Keys and session variables need good

sources of unpredictable bits. A running computer has a lot of entropy in it
but rarely provides applications with a convenient or reliable way to
exploit it. A number of techniques have been proposed for getting true ran-
dom numbers in software (taking advantage of unpredictability in things
like I/O interarrival timing, clock and timer skew, and even air turbulence
inside disk enclosures), but all these are very sensitive to slight changes in
the environments in which they are used.

Weak passphrases. Most cryptographic software addresses the key storage
and key generation problems by relying on user-gencrated passphrase
strings, which are presumed to be unpredictable enough to produce good
key material and are also easy enough to remember that they do not
require secure storage. While dictionary attacks are a well-known problem
with short passwords, miuch less is known about lines of attack against
user-selected passphrase-based keys. Shannon tells us that English text has
only just over 1 bit of entropy per character, which would seem to leave
most passphrases well within reach of brute-force search. Less is known,
however, about good techniques for enumerating passphrases in order to
exploit this. Until we have a better understanding of how to attack
passphrases, we really have no idea how weak or strong they are.




Afterword T 421

6.

10.

Mismatched trust. Almost all currently available cryptographic software
assumes that the user is in direct control over the systems on which it runs
and has a secure path to it. For example, the interfaces to programs like
PGP assume that their passphrase input always comes from the user over
a secure path like the local console. This is not always the case, of course;
consider the problem of reading your encrypted mail when logged in over a
network connection. What the system designer assumes is trusted may not
match the nceds or expectations of the real users, especially when software
can be controlled remotely over insecure networks.

Poorly understood protocol and service interactions. As systems get bigger
and more complex, benign features frequently come back to haunt us, and
it’s hard to know even where to look when things fail. The Internet worm
was propagated via an obscure and innocent-looking feature in the send-
mail program; how many more features in how many more programs have
unexpected consequences just waiting to be discovered?

. Unrealistic threat and risks assessment. Security experts tend to focus on

the threats they know how to model and prevent. Unfortunately, attackers
focus on what they know how to exploit, and the two are rarely exactly the
same. Too many “secure” systems are designed without considering what
the attacker is actually likely to do.

Interfaces that make security expensive and special. If security features are
to be used, they must be convenient and transparent enough that people
actually turn them on. It’s easy to design encryption mechanisms that
come only at the expense of performance or ease of use, and even ecasier to
design mechanisms that invite mistakes. Security should be harder to turn
off than on; unfortunately, few systems actually work this way.

Little broad-based demand for security. This is a well-known problem
among almost everyone who has tied his or her fortune to selling security
products and services. Until there is widespread demand for transparent
security, the tools and infrastructure needed to support it will be expensive
and inaccessible to many applications. This is partly a problem of under-
standing and exposing the threats and risks in real applications and partly
a problem of not designing systems that include security as a basic feature
rather than as a later add-on.

A more complete list and discussion of these kinds of threats could easily fill a
book of this size and barely scratch the surface. What makes them especially diffi-
cult and dangerous is that there are no magic techniques, beyond good engineering
and ongoing scrutiny, for avoiding them, The lesson for the aspiring cryptographer
is to respect the limits of the art.

Matt Blaze
New York, NY







1. DES

2. LOKI91

3. IDEA

4. GOST
5. BLOWFISH
6. 3-Way
7. RC5
8. A5
9. SEAL

DES

fdefine END
f#define DEL 1

typedef struct |
unsigned Tong eki32];
unsigned long dki321;

extern void deskey{unsigned char *, short}:
i hexkey[8] MODE

*

Sets the internal kKey register according to the hexadecimal

* key contained in the B bytes of hexkey, according to the DES,
* for encryption or decrypiion according to MODE.

*/

extern void usekeylunsigr
/* cookedkey

Teng *7;
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* Loads the internal key register with the data in cookedkey.
*/

extern void cpkeylunsigned long #);
/% cookedkeyl32]
* Copies the contents of the internal key register fnto the storage
* Jgeated at &cookedkey[0].

*/

extern void destunsigned char *, unsigned char *);

/* from(8] tolg]

* Encrypts/Decrypts (according to the key currently Yoaded in the
* internal key register) one block of eight bytes at address 'from'
* into the block at address ‘to’. They can be the same.

*/

static void scrunch{unsigned char *, unsigned tong *);
static void unscruntunsigned tong *, unsigned char *);
stetic vold desfupciunsigned long *, unsigned long *};
static veid cockey(unsigned long *);

static unsigned tong Knl[32] = { OL
static unsigned long KnR{32] = { 0L
static unsigned tong Kn2{32] = { 0L
static unsigned char Df_KeyiZd
Ox01,0x23,0x45,0x67,0x89,0xab, 0xcd, Oxef,
Oxfe,0xdc,0xba,0x98,0x76,0x54,0x32,0%10,
0x89,0xab, 0xed,0xef,0x01,0x23,0x45,0%67 13

y
2

’

}
}
}

static unsigned short bytebit[8] = |
0208, C100, 040, 020, 010, 04, 02, 01 1,

static unsigned long bighytel24] = |

Ox800000L, 0x4000660L, 0x260000L, 0x106006L

0x&0000L, 0x40000L, Ox20000L, Ox10000L,

0x8000L, 0x40001, 0x2000L, 0x1080L,

0x800L, Ox4004L, Dx200L, 0x100t,
0x80L, Ox40L, Ox20L, 0x10L,
Ox8L, Ox4t, 0x2L, Oxil 13

/* Use the key schedule specified in the Standard (ANSI X3.92-1981). */

static unsigned char pclihél =

56, 48, 40, 32, 24, 16, 8, G, 57, 49, 41, 33, 25, 17,
9, 1, 58, 50, 42, 34, 26, 18, 10, 2, 59, 51, 43, 35,
62, b4, 46, 38, 30, 22, 14, 6, 61, 83, 45, 37, 29, 21,
13, &, 60, 52, 44, 36, 28, 20, 12, 4, 27,198, 11, 3 1;
static unsigned char totrot[16] = |
1,2,4,6,8,10,12,14,15,17,19,21,23,25,27,28 };
static unsigned char pc2[48] = |
13, 16, 10, 23, o, 4, 2, 27,14, 5,20, 9,
22, 18, 11, 3, 25, 17, 15, 6, 26, 19, 12, 1,
40, 51, 30, 36, 46, 54, 2%, 39, 50, 44, 32, 47,
43, 48, 38, 55, 33, 52, 45, 41, 49, 35, 28, 31}
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-

void deskey(key, edf) /% Thanks to James Gillogly & Phil Karn! */
unsigned char *key;

short edf;

|

unsigned char peim{561, per{5673;

unsigred long kn(327;

register int 1, j, 1, m, n;

for { § =10; ] < 56; j++ ) |

b= pcllil;

m=14& 07;

peimljl = (key[l >> 31 & bytebit{m]) 2 1 : 0;
;

For( 1 = 0; 1 < 16; i++ ) |
0 edf == DEL ¥ m = (15 - 1) < 1,
else m =1 < 1;
n=m+1;
kn[m] = knind = 0L;
for( J = 0; § < 28; j++ ) {
T =3 + totrot{il;
TECT <28 ) per[jT = peim{1];
else per{j] = pclmll - 281;

}
for( J = 28; § < 86; j++ ) |
1 =3 + totrot[il;
PFCT <86 ) perlidl = pelm[1];
else perlj] = pelmll - 287;
}
forl J =0; § < 247 j++ ) |

1F( perlpe2li]] ) knlml |= bigbyteljl;
ifC perfpe2{j+2411 3 knlnd |= bigbyteli];
}
}
cookey(kn):
return;
)

static void cookey{rawl)

register unsigned long *rawl;

{
register unsigned long *cook, *rawl;
unsigned lang dough{327]:
register int 1

S R e e e e e e i

cook = dough;

for( 1 = 0; 1 < 16; i++, rawl+s ) |
raw = rawl++;
*cook = {*raw0 & 0x00fc0000L) << 6;
*cook = {(*raw0d & 0x0000DfcOL) << 10;
*cosk |= (*rawl & Dx0Q0fc0000L) >> 10;
*Cookt+ f= (*rawl & Ox00000FcOL) >> 6;
*cook = {*raw & Ox0003f000L) << 17;
*cook  f= (Frawl & 0x0000003FL) << 16;
*eook  |= (*rawl & Ox0003f000LY »> 4;
*oook++ [= (*rawl & 0x0000003fL);
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}
usekey(doughl;
return;

}

void cpkey{into)
register unsigned long *into:
{
register unsigned long *from, *endp:

from = Knb, endp = &KnLi32];
white( from < endp } *into++ = *fromet;
return;

}

void usekeyt{from}
register unsigned long *from;
{
register unsigned long *to, *endp;

to = KnlL, endp = &Knl[327;
while( to < endp ) *to++ = *from++;
return;

}

void des{inblack, outhblock)
unsigned char *inbiock, *outblock;
{

unsigned Yong work[2]:

scrunch{inblock, workJ;
desfunciwork, Kal);
unscrun{work, outblock);
return;

}

static void scrunch{outof, into}
register unsigned char *outof;
register unsigned Tong *into;

{

*into = (*outof++ & OxfflL) << 24; -
*into  |= (Foutofses & OxFFL) << 16 .
*into = (Youtof++ & OxffL) << 8;

*intott [= (*outof++ & OxffL);

*into = (Foutof++ & OxffL) << 24;

*into |= (*outof++ & Oxffl) << 16;

*into [= (*outof++ & OxfflL) <<C 8;

*into |= (foutof & OxffLi;

return;
}

static void unscrun(outof, into)
register unsigned ltong *outof;
register unsigned char *into;

{
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static

Fintort = (%outof »> 24) & Oxffl;
*inter+ = (Foutof >> 16) & Oxffl;
*intor+ = (foutof >> 8) & OxffL;
*ntot+ = Foutof++ & Oxffl;

*intot+ = (Foutof >» 24) & Oxffl:
*intot+ = (*gutof >» 16) & Oxffl;
*ntot+ = (Foutof >>  8) & OxffL;
*into = *outof & Dxffl;

return;

ic unsigned long SP1[647 = |

Ox01010400L, 0xCODGOOOOL, 0x00010000L,
0x01010004L, 0x00010404L, 0x00000004L,
0x00000400L, 0x01010400L, 0x01010404L,
0xG1000404L, 0x01016604L, 0x01000000L,
0x00000404L, 0x01000400L, 0x01000400L,
0x00010400L, O0x01010000L, Ox01010000L,
0x00010004L, 0Ox010060004L, 0x01000004L,
0x00000000L, 0x00000404L, 0x00010404L,
0x00010000L, 0x01010404L, 0xD0000004L,
0x01010400L, 0x01000000L, 0x01000000L,
0x01010004L, 0xD0O0OI0O0OOL, 0x00010400L,
0x0000040GL, 0x00000004L, 0x01000404L,
0x01016404L, 0x00010004L, 0x01010000L,
0x01000004L, Ux00000404L, 0x00010404L,
0x00000404L, 0x01000400L, 0x01000400L,
0x000100041, 0x00010400L, 0x0DOOOOOOL,

unsigned Tong SP2L647 = |

0x80108020L, 0Ox80008000L, 0x00008000L,
0x80100000L, £x00000020L, 0x80100020L,
0x80000020L, 0x80108020L, 0xB0108004L,
0x80008000L, 0x00100000L, 0x00000020L,
(x00108000L, 0x00100020L, 0xB0008O20L,
Ox80000000L, 0x00008000L, 0x00108020L,
0x00100020L, 0x80000020L, 0x000806000L,
0x0C008020t, Ox80108000L, 0x80100000L,
0x00000000L, 0x00108020L, 0x801000201,
0x80008020L, 0xB0100000L, 0xB0108000L,
0x80100000L, 0x80008000L, 0x00000020L,
0x00108020L, 0x00000020L, 0x00008000L,
0x00008620L, 0xB80108060L, 0x00100000L,
0x00100020L, 0x80008020L, 0x80000020L,
0x00108000L, 0x00000000L, 0x80008000L,
0x80000000L, 0x80100020L, 0xB01080Z0L,

unsigned long SP3[64] = |

0x00000208L, 0x08020200L, 0x0000DCO0L,
0x08000200L, 0x00000000L, 0x0D020208L,
0x00020008L, 0x{8000008L, 0x08000008L,
0x08020208L, 0x0Q0020008L, 0x08020000L,
0x08000000L, Ox00000008L, 0x08020200L,
0x00020200L, 0x08020000L, 0x08020008L,

0x01010404L,
0x00010000L,
0x00000400L,
0x00000004L,
0x00010400L,
0x01000404L ,
0x00010004L,
0x01000000L
0x01010000L,
0x000004001,
0010000041,
0x00010404L,
0x01000404L,
0x01010400L,
0x00000000L,
0x01010004L };

0x00108020L,
0x80008020L,
0x80000000L,
0x80100020L,
0x00000000L,
0x80100000L,
0x00108000L,
0x00008020L,
0x00100000L,
0x00008000L,
0x80108020L,
0x80000000L,
0x80000020L,
0x00100020L,
0x00008020L,
0x00108000L }:

0x08020008L,
0x08000200L,
0x00020000L,
0x00600208L,
0x00000200L,
0x000202081,

627
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static

static

static

0x08000208L,
0x000000081,,
0x08020200L,
0x000200001,
0x00000200L,
0x08000008L,
0x08000208L,
0x00000008L,
0x08020000L ,
0x00020208L,

0x000202001L,
0x08020208L,
0x0B000000L,
0x08020200L,
0x00020008L,
0x00000200L,
0x000200001,
0x00020208L,
0x08000208L,
0x00000008L,

unsigned leng SP4L64] = |

0x00802001L,
0x00802080L,
0000060001 ,
0x00000081L,
0x00000001L,
0x00000080L,
0x00800081L,
0x00002000L
0x00800080L ,
0x00000081L,
0x00002080L ,
0x008020011L,
0x00802081L,
000800001 L,
0x000020011,
0x000060080L,

0x00002081L,
0xCO800081IL,
0x00802000L,
0x00000000L,
0x00002000L,
0x00800000L,
0x00000001L,
0x00B02080L,
0x00800001L,
0x00000000L,
0x00800080L,
0x00002081L,
0x00000081L,
0x00002001L,
0x00002080L,
0x00800000L,

unsigned long SPHL64T = |

0x00000100L,
0x000800001 ,
0x40080100L,
0x42000100L,
0x02000000L,
0x40000100t,
0x42080000L,
0x02080100L,
0x00080000L,
0x40000000L,
0x02000100L,
040080100,
0x420801001,
0x02080000L,
0x00080100L,
0x00000000L,

0x02080100L,
0x00000100L,
0x00086000L,
0x42080000L,
0x40080000L,
0x42080100L,
0x40000100L,
0x02000000L,
0x42000100L,
0x02080000L,
0x40000000L,
0x00000100L.,
0x00080100L,
0x00000000L,
0x02000100L,
0x40080000L,

unsigrned Yong SPELE4AT = |

0x20000010L,
0x20400000L,
0%20004000L,
0x00400010L,
0x00000000L ,
0x00404000L,

0x20406000L,
0x00000010L,
0x00404010L,
0x20004000L,
0x004000101L,
0x20004010L,

0x00020000L,
0x00000200L,
0x00020008L,
0x08000200L,
0x08020208L,
0x00000000L,
0x08000000L ,
0x00020200L,
0x00000208L,
0x08020008L,

0x00002081L,
0x00800001L,
0x00802000L,
0x00800080L,
0x00800000L,
0x00002001L,
0x00002080L,
0x00802081L,
0x00802000,
0x000000001L,
0x00800081L,
0x00002081L,
0x000000011,
0x00802080L,
0x00800000L,
0x00002000L,

0x02080000L,
0x40000000L,
0x02000100L,
0x00080100L,
0x40080000L,
0%42080100L,
0x00066000L,
0x42000000L,
000000100,
0x42000100t
0x42080000L,
0x02000000L,
0x42000000L,
0x40080000L,
0x40000100L,
0x02080100L,

0x00004000L,
0x20404010L,
0x00400000L,
0x200000001L,
0x20004010L,
0x00000010L,

0x08000208L,
ax08000000L,
0x00000208L,
0x000600000L,
0x08000200L,
0x08020008L,
0x08020208L,
0x08000008L,
0x08020000L,

0x00020200L 14

0x00000080L,
0x00002001L,
0x00802081L,
0x00800001L,
0x00802001L,
0x00002080L,
0x00800080L,
0x00000081L,
0x00802081L,
0x00802000L,
6x00000001L,
0x00000080L ,
0x00002000L ,
0x00800081L,
0x00802001L,

0x00802080L 1

0x420001001,
0x02080000L,
0x40080100L,
0x40000000L,
0x00000000L,
0x02000100L,
0x42000000L,
0x00080100L,
0x02000000L,
0x40080100L,
0x02080100L,
0x42080000L,
0x42080100L,
0x42000000L,
0x00080000L,

0x40000100L };

0x20404010L,
0x00400000L,
0x20000010L,
0x00004010L,
0x00004000%,
0x20400010L,

SR e
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0x20400010L, 0x00000000L, 0x00404010L, 0x20404000L,
0x00004010L, 0x00404000L, 0x20404000L, 0x20000000L,
0x20004000, 0x00000010L, 0x20400010L, 0x00404000L,
0x20404010L, 0x00400000L, 0x00004010L, 0x20000010L,
0x00400000L, 0x20004000L, 0x20000000L, 0x00004010L,
0x20000010L, 0x20404010L, 0x00404000L, 0x20400000L,
0x00404010L, 0x20404000L, 0x00000000L, 0x20400010L,
0x00000010L, 0x00004000L, 0x20400000L, 0x00404010L,
. 0x00004000L, 0x00400010L, 0x20004010L, 0x00000000L,
P 0x20404000L, 0x20000000L, 0x00400010L, 0x20004010L };

static unsigned long SP7064] = {
x00200000L, 0x04200002L, 0x04000802L, 0x00000000L,
0x000008B00L, 0x04000802L, 0x00200802L, 0x04200800L,
0x04200802L, 0x002000001L, 0x@0000000L, 0x04000002L,
0x00000002L, 0x04000000L, 0x04200002L, 0x00000802L,
0xD4000800L, 0x00200802L, 0x00200002L, 0x04000800L,
0x04000002L, 0x04200000L, 0x04200800L, 0x00200002L,
0x04200000t, 0x00000800L, 0x00000802L, 0x04200802L,
0x00200800L, 0x00000002L, 0x04000000L, 0x00200800L,
0x04000000L, 0x002008001, 0x00200000L, 0x04000802L,
0x04000802L, 0x04200002L, 0x04200002L, 0x00000002L,
0x00200002L, 0x04000000L, 0x04000800L, 0x00200000L,
0x04200800L, 0x00000802L, 0x00200802L, 0x04200800L,
0x00000802L, 0x04000002(, 0x0420080ZL, 0x04200000L,
0x00200800L, 0x00000000L, ©x00000002L, 0x04200802L,
0x06000000L, 0x002008021, 0x04200000L, 0x00000800L,
0x040000071, 0x04000800L, 0x00000800L, 0x00200002L 13

i

A R

static unsigned long SPBRIG4] = |
0x10001040L, 0x00001000L, 0x00040000L, 0x10041040L,
0x10000000L, 0x100010401L, 0x00000040L, 0x10000000L,
0x00040040L, 0x10040000L, 0x10041040L, 0x00041000L,
0x10041000L, 0x00041040L, 0x00001000L, 0x00000040L,
0x10040000L, 0x10000040L, 0x10001000L, 0x00001040t,
0x00041000L, 0x00040040L, 0x10040040L, 0x10041000L,
0x00001040L, 0x00000000L, 0x00000000L, 0x10040040L,
px10000040L, 0x10001000L, 0x00041040L, 0xQ0040000L,
0x00041040L, 0x00040000L, 0x10041000L, 0x00001000L,
0x00000040L, 0x10040040L, 0x00001000L, 0x00041040L,
0x10001000L, 0x00000040L, 0x10000040L, 0x10040000L,
0x10040040L, 0x10000000L, 0x00040000L, 0x10001040L,
0x00000000L, 0x10041040L, 0x00040040L, 0x10000040L,
0x10040000L, 0x10001000L, 0x10001040L, 0x00000000L,
0x10041040L, 0x00041000L, 0x00041000L, 0x00001040L,
0x00001040L, 0x00040040L, 0x10000000L, 0x10041000L s

A R S B R

static void desfunciblock, keys)

register unsigned long *block, *keys;

{
register unsigned long fval, work, right, lefit;
register int round;

Teftt = block{0];
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right = block[17;
>> 43~ right) & OxOfOfOfOfL;

work = ((leftt
right ~= work;
leftt *= {(work
work = ({leftt
right *= work;
Teftt ~= {(work
work = {{right
feftt *= work;
right *= {work
work = {({right
leftt »= work;
right *= {work

right = {{right << 1) | ({right >> 31) & 10)) & OxffffffffL;

{4y

>» 16} ~ right) & OxQ00O0fFffL;

< 16);

>> 20 ~ Jeftt) & 0x33333333L;

KL 2y

5> 8) & Teftt) & Ox00FfO0FFL;

<< 8);

work = (leftt ~ right) & Oxaasaaaaal;

teftt "= work;
right 7= work;

Teftt = ({teftt << 1) | ((leftt >> 31) & 1L)) & OxfFEFFfffL;

for( round = 0; round < 8; round++ ) |

work = {right << 28) | (right >> 4);
work A= ¥keyg++:

fyal = SP7[ work & 0x3fLT;
fval {= SP5[(work >> 8) & 0x3fL1;

fval |= SP30(work >> 16) & Ox3fL};

fvat |= SP1l(work >> 24) & Ox3fL];

work = right » *keys++;

fval j= SPB[ work & Ox3fL1;
fval |= SP6[(work >> B} & Ox3fLI;

fval |= SP4l{work >> 16) & Ox3fL];

fval |= SPZ{(work »>> 24) & 0x3fL];

teftt »= fval;
= (Teftt << 28) | (leftt > 4);

work
work
fval
fval
fval
fval
work
fyal
fyval
fval
fval
righ
}

he klaysHt

= SPT[ work

[= SP5[{work >> 8)
|= SP3[({work >> 16)
= SP1[{work »> 24)
= Jeftt A *keys++;
= SPB[ work

= SP6[(work >> 8)
= SP4ftwork >> 16)
= SP2[(wark >> 243

~= fval;

& Ox3fLI;
0x3fL1;
0x3fL1;
0x3fL:

& Ox3fL1;
0x3fL];
0x3fL]:
Ox3fL1;

right = (right << 31) | {right >> 1);
work = {leftt » right} & Oxaazaaaaal;
leftt ~= work;
right *= work;
leftt = (Jeftt << 31) [ (Teftt »> 1),

work = {(leftt >> 8) ~ right) & Ox0Q0FFOOFfL;
right #= work;

Teftt ~= (work << 8);

flg
|
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wark = ((leftt >> 2) ~ right) & 0x33333333L;
right *= work;

Teftt *= (work <« 23

WOrk = ({right >> 165 ~ Jeftt) & 0x0000FFffL;
Teftt *= work;

right "= (work <« 16);

work = ({right >» 4) » jeftt) & OxDFOfOfOFL;
Teftt 4= work;

right ~= (work << 4j;

*block++ = right;

*Hlock = Teftt;

return;

Validation sets:

e

*
#*
* Single-Tlength key, single-tength plaintext

* Key : 0123 4567 894h cdef

* Plain @ 0123 4567 8%ab cde7y

* Clipher © 957 4425 Gabe 4314

*
************************k*********************************i***********/

void des_key(des_ctx *dc, unsigned char *key)!
deskey(key ENO);
cpkey{de->ek);
deskey(key,DE1);
cpkey{dc->dk);
b

/* Encrypt several blocks in ECB mode. Caller is responsible for
short blocks. */
void des_enc(des ctx *dc, unsigned char *data, inat blocks){
unsigned Tong work[21;
int i;
unsigned char *cp;

cp = data;

for{i=0;i<blocks ;i++)1
serunch{cp,work);
desfunc(work,dc'>ek);
unscrun(work,cpj;
Cp+=8;

}

void des_dec(des_ctx *dc, unsigned char *data, int blocks)!
unsigned tong work[z7,
int 1
unsigned char *cp;

cp = data;

for(i=0;1<blocks;i++)
scrunchicp,work);
desfunciwork,de->dk)
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unseruniwork,cpl;
cpt=8;

J

void main{void)i
des_ctx do;
int 1,
unsigned long datall07;
chiar *cp,key[81 = {0x01,0x23,0x45,0x67,0x89,0xab,0xcd, Oxef};
char x[8] = {0x01,0x23,0x45,0x67,0x89,0xab,0xcd,0xa7};

cp = x;

des_key(&dc,key):

des_enc{&dc,cp,1);

printf("tnc(0..7,0..7) = "},

for({=0;1<8;i++) printf("%02x ", ((unsigned int) cpli])1&0x00Ff);
printf("\n");

des_dec(&dc,cp,1);
printf{"Decfabove,0..7) = ");

for{i=0;i<8;i++) printf("%02x ", ((unsigned int)cp[i])&0x00ff);
printf("\n"y;

cp = (char *} data;
for(i=0;i<10;i++)datali]=1;

des_enc(&dc,cp,5); /* Enc 5 bDlocks. */
for(i=0;i<10;i+=2) printf("Block %01d = Z081x %081x.\n",
i/2,datali],datali+11};

des_dect&de,cp,1y;

des_dec(&dc,cp+8,4};

for{i=0;1<10;1+=2) printf("Block %01d = %081x %081x.\n",
i/2,datalil,datali+11);

LOKI91

finclude <stdio.h>

#define LOKIBLK 8 /* No of bytes in a LOKI data-block */
fidefine ROUNDS 16 /* No of LOKI rounds * f
typedef unsigned long Long; /* type specification for aligrned LOKI blocks
*/

extern Long Tokikey[271; /% g4d-bit key used by LOKI routines */

extern char *loki_lib_ver; /* String with version no. & copyright */
fHifdef __STDC /* declare prototypes for library functions */

extern void enloki{char *b);
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extern void deloki(char *b);

extern void setlokikey(char key[LOKIBLKT);

#else /* else just declare Vibrary functions extéern */
extern void enloki(}), deloki(}, setiokikey();

#endif __STDC_

char P[32] = {

31, 23, 15, 7, 30, 22, 14, 6,
29, 21, 13, 5, 28, 20, 12, 4,
27, 19, 11, 3, 26, 18, 10, 2,
25, 17, 9, 1, 24, 16, 8, 0
b
typedef struct
short gen; /* drreducible polynomial used in this field »/
short  exp; /* exponent used to generate this s function */ 1
b sfn_desc; ;
1]
sfn_desc sfnl] = |
b /% 101110111 */ 375, 31}, { /* 101111011 */ 379, 311,
£ /% 110000111 */ 391, 31v, [ /* 110001011 */ 395, 311,
{/% 110001101 */ 397, 31}, { /* 110011111 */ 415, 311,
[/> 110100611 */ 419, 31}, © /% 110101001 */ 425, 314,
[ 7% 110110001 */ 433, 31}, | /% 110111101 */ 445, 3114,
U7* 111000011 */ 451, 31}, { /* 111001111 */ 463, 311,
U/* 131010111 */ 471, 311, { /* 111011101 */ 477, 314,
£/ 111100111 */ 487, 31}, | /* 111110011 */ 499, 31t,
{ 00, 00} by
typedef struct {
Long 1okiv5ubkeyS£ROUNDS];
} Toki_ctx; , 1
static tong £ /* declare LOKI function f */
static short  s(); /* declare LOKI S-box fn s */

§

fdefine ROL1Z2(b) b = ((h << 12) | b > 200y,
fdefine ROLIZ(D) b = ((b << 13) P b o> 19));

#ifdef LITTLE_ENDIAN
#tdefine bswapi{ch) |
register char ¢;
¢ = cbl01; ¢b[0] = ¢bI3]; cbl3] = c;

e

¢ = cbll]; ebll] = cb[2]; cbl2] = ¢;
¢ = cbl4]; cb[4} = ¢bl7]; cb[7] = C;
€ = cbld]; cb[BY = ¢bl6]; cbl6] = ¢;
}
frendif
void
setlokikey(loki_ctx *c, char *key)
{
register i

register Long KL, KR;




634

Source Code

#ifdef LITTLE_ENDIAN
bswap(key);
jfendif
KL =
KR

{{Long *}key)(01;
= ((Long *)key)[17;

for (i=0; 1<ROUNDS; i+=4)
c->Toki_subkeys[i] =

ROLIZ {KL);
c->1oki_subkeys[i+1]
ROLIZ (Kiyy
c->loki_subkeys[i+2]
ROL1Z {KR)
c->Toki_subkeys[i+3]
ROLLIZ (KRY;
}

#ifdef LITTLE_ENDIAN
bswap(key);

fendif

}

void
enfoki (loki_ctx *c, char *h)
{
register i
register tong L, R;
fifdef LITTLE_ENDIAN
bswap(b);
frendif

L= {{Long *)b)[0];
R = ({tong *¥b){1];

for (i=0; 1<ROUNDS; j+=2)
->loki_subkeys{i3):

Loa= 1 (R,

i

/* swap bytes round if Tittle-endian */

/* Generate the 16 subkeys */

/% swap bytes back if little-endian */

/* left & right data halves =/

/% swap bytes round if Tittle-endian */

/% Enecrypt with the 16 subkeys */

Ror= 1 (L, c-»loki_subkeys[i+1]};

}

({Llong =)bY[0O] =
({Long *)b){11

i
p)

i

fhifdef LITTLE_ENDIAN
bswap(b);

flendif

}

void
detoki{loki_ctx *c, char *b}
{
register i
register Long L, R;

fifdef LITTLE ENDIAN

/* ¥ = swap(LR) */

/* swap bytes round if Tittle-endian */

/* left & right data halves */
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ol
o bswap(b): /* swap bytes round if Tittle-endian */
i fendi f
L = {{Long *)b)[0]; /* LR = X XOR K */
R = ((Long *yn)(17;
for (1=ROUNDS; i>0; i-=2) | /* subkeys in reverse grder +/

L= f{R, c->Toki_subkeys[i-117;
R a= f{L, c->Yoki_subkeys[i-21);
}

({Long *)b)L0] = R; J* Y = LR XOR K */
((Long *)b)L1] = L3
i
#define MASK1Z Ux0fff /* 12 bit mask for expansion E */
 static Long
Cflr, k)
“register Long r; /* Data value R(i-1) */
Long k; /* Key Kty %/
{
Long  a, b, c; /* 32 bit S-box output, & P output */
a=r " k; /%A = R(i-1) XOR K(i) ¥/

/* want to use slow speed/small size version */

b = ((Long)s({a & MASK1Z)N) b/ B o= STRER{E-1))7K()) */
((Long)s({{a »>> B) & MASKL2)) << 8) f
(Clong)s({(a >> 16) & MASKI2)) << 16) |
({Long)s{(((a >> 24) | (a << 8)) & MASK1Z)) << 24);

perm32(&c, &b, PJ; /* 0= PLSC E(RCI-1)) XOR K(i))) */

e return{c); /% f returns the result ¢ */
]

Ustatic short s{i)

crregister Long i /* return S-box value for input i */
o

: register short r, c, v, t;

short  exp8(); /* exponentiation routine for GF(248) */
ro={(i>>8) & Oxc) | (i & 0x3); /* row value-top 2 & bottom 2 */
c o= {i>72) & Oxff; /* column value-middle 8 bits */
t=(c+ ({r*17) * Oxff)) & Oxff; /* base value for Sfn */

v o= exp8(t, sfnlrl.exp, sfn{rl.gen); /* Sfnlr]l = t ~ exp mod gen */

return{v);

}
 Hdefine MSB 0x80000000L /* MSB of 32-bit word */

Caoperm32{out, in , perm)
crlong xout; /* Qutput 32-bit block to be permuted */
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o~
Long *in; #* Input 32-bit block after permutation */
char perm{3273; /* Permutation array */
{
Long  mask = MSB; /* mask used to set bit in output *f
register int i, o, b; /% input bit no, output bit no, value */
register char *p = perm; /* ptr to permutation array */
*out = {; /% clear oufput block */
for (o=0; 0<32; o++) | /* For each output bit position o */
i o=(int)*p++; /* get input bit permuted to output o */
D= (*in >> i) & 01; /* value of input bit 1 */
if (b) /* If the input bit 1 is set */
*out |= mask; /% OR in mask to output 1 */
mask >>= 1; /* Shift mask to next bit */
H
}
#define SIZE 256 /* 256 elements in GF(2r8) */
short mult8(a, b, gen)
short  a, b; /* operands for multiply */
short gen; /* irreducibte polynomial generating Galois Field */
{
shart  product = 0; /* result of multiplication */
while(b != 0) { /* while multiplier is non-zerg */
if (b & 01
product ~= a; /*  add multipticand if LSB of b set */
a <= 1; /% shift multiplicand one place */
if (a >= SIZE)
a "= gen; /* and modulo reduce if needed */
b >>=1; /* shift multiplier one place */

}
return{product);
}

short exp8(base, exponent, gen)

short  base; /* base of exponentiation *{
short  exponent; /* exponent *f
short  gen; /* dirreducible polynomial generating Galois Field */
{
short accum = base; /* superincreasing seguence of base */
short result = 1; /* result of exponentiatiocn */
if (base == () /* if zero base specified then */
return(0); /* the resutt s "0" if base = 0 */
while {exponent I= () | /* repeat while exponent non-zero */
if {(( exponent & 0x0001) == 0x0001) [ multiply if exp 1 */
result = mult8{result, accum, gen);
expanent >>= 1: /* shift exponent to next digit */
accum = mult8(accum, accum, gen); /* & square */

}
return{result):
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void Toki_key(loki ctx *c, unsigned char ey
setiakikey(c,key);

1

votd Toki_enc(loki ctx *¢, unsigned char *data, int blocks)|
unsigned char *Cp;
int 1;

cp = data;

for(in@;i<b%ocks;i++>{
enloki{c,ep);
Cp=§;

}

void Toki_dec{ioki_ctx *¢, unsigned char *data, int blocks)i
unsigned char *cp;
int i,

cp = data;

for(izO;i<b?ocks;i++){
deloki{c,cp)
Cpt=8;

!

void main{void)l
Toki_ctx Ics
unsigned long datali0];
unsigned char *cp;
unsigned char key[] = {0,1,2,3,4,5,6,7};
int i;

Forli=0;7<10,i++) datalil=i:
Iokiwkey(&Tc,key);

tp = {char *)data;

Ioki_enc(&}c,cp,S);

For(i=0;1<10;i+=2) printf("Block %01d = %0871« %081xAn",
i/2,data[i],data[i+1});

loké_dec(&lc,cp,l);

1oki“dec{&?c,cp+8,4);

forti=0;i<10;i+=2) printf("Block 201d = %081« 081xyn",
i/Z,data[i},data[i+1]);

IDEA

typedef unsigned char boolean; /* values are TRUE or FALSE *f
typedef unsigned char byte; /% values are G-265 */
typedef byte *byteptr; /* pointer fo byte */
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typedef char *string;/* pointer to ASCII character string */
typedef unsigned short wordlf; /* values are 0-65535 */
typedef unsigned Tong word32; /* values are 0-4294967295 =/

#i fndef TRUE

fidefine FALSE ©

fidefine TRUE (IFALSE)

frendif /* if TRUE not already defined */

#Fifndef min  /* if min macro not already defined */
#define min(a,b) ( (a)<(b) ? (a) : ¢b)

#idefine max{a,b) ¢ (a)>(h) 2 (a) : (b))

fendif /* if min macro not already defined */

ffidefine IDEAKEYSIZE 16
fdefine IDEABLOCKSIZE 8§

fidefine IDEARDUNDS 8
#define IDEAKEYLEN (6*IDEARQUNDS+4)

typedef struct{
wordl6 ek[IDEAKEYLENT,dk[IDEAKEYLENT;
bidea _ctx;

/* End includes for IDEA.C */

fHifdef IDEA32 /* Use »16-bit temporaries */

fidefine Towl6(x) ((x) & OxFFFF)

typedef unsigned int uintl6;/* at LEAST 16 Dits, maybe more */
felse

fdefine Towl6(x) {x) /* this is only ever applied to uintlf's */
typedef wordlé uintl6;

flendif

#Fifdef SMALL_CACHE
static uintle
mullregister wintlé a, register uintlé b)
{
register word3Z p;

p = {(word3Zya * b;
;

if (p) {
b= Towlb{p};
a = pr>l6;

return (b - a) + (b < a);
boelse if (a) |
return 1-b;
boelse |
return l-a;
}
Po/Eomul %/
flendif /% SMALL_CACHE */

static uintle
mulInv{uinti6s x)
{
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uintle tg, ti;
uwintlie g, Y;

T (x <= 1)
return x; /%0 and 1 gre self-inverse */
t1 = 0x10001L X5 /% Since x »= 2, this fits inte 14 bits *
y = 0x10001L % X;
iy = 1)
return Towl6(1-t1);

ng
i

t0 = 1.
do {
4d=x7y;
X=X %y,
LD 4= g * ],
if (x == 1)
return t0;
9=y / x
Y=y %x

1 += q * to;
bowhile (y 1= 1y;
return Tow16(1vtl);

PR mukiny x/

static void
ideaExpandKey(byte LONSt *userkey, wordlg *EK)
{

i

int 1,5;

for {j=0; i«s; JH++y
EK[jY = {userkey[07<<8) + userkey[17;
userkey += 2.

for (1=0; § < IDEAKEYLEN; jes) 4

it

EKDIH+7T = EKTH & 71 << 9 [EKLI+T & 73 5 7;
EK += 1 & 8;

i =7

}
P/ ideatxpandkey */

static voigd
idealnvertkey(wordls const *EK, wordls OKLTDEAKEYLENT)
{

int 1;

uintle t1, tz, t3;

wordle temp[IDEAKEYLENj;

wordlg *p = temp + TDEAKEYLEN:

L= mul Inv (*Ek++r)
t2 = -*EK++,
t3 = FEKs

Foop o= mulIny(*EK++)
*op o= t3;
Foop o= 12,
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———
*--p o= tl;
for (i = 0; 1 < IDEARQUNDS-1: $++) |
tl o= *EK++;
Xo-p o= FEKHE,
Fo-p o=t

t1 = muiInv{*EK++);
t2 = -*EKE+;

£3 = -*EK+;

Foop o= mulIny (REK++)

Foep o= 12,
*--p = 13
*eep o= f1;

I

tl = K+,

*~—p = *EK++;

*--p o= 1l

t1 o= mulInv(*EK++};
t2 = -FEK+;

t3 = -¥EK+;

*o-p o= omul Inv(FEK+H)
*o-p o= 13,
¥o-p o= 2
*--p o= 11,

/* Copy and destroy temp copy */
memcpy (DK, temp, sizeof(temp));
Tor(i=0;1<IDEAKEYLEN;i++)temp[il=0;
P /* ddealnvertkey */

#ifdef SMALL_CACHE

fidefine MULOX,y) (x = mul(Towl6(x),y}}

felse /* LSMALL_CACHE */

#Fifdef AVOID_JUMPS

fdefine MUL{X,y) (x = Towl6(x-1), t16 = Towlb({y)-1), \
132 = (word32)x*tI6 + x + t16 + 1, x = Towl6(32), \
t16 = t325316, x = (x-t16) + {x<ti6) )

flelse /* 1AVOID_JUMPS (defauit) =/

fidefine MUL(x,y) \

((t16 = (y)) 2

{(x=Towl

3

G(xi) 7%

37 = (word32)x*ti6, \
X = lowl6(t32), &

t16 = t32>»16, &

X (X-116)+(x<tlb) \

#

(x = 1-116) \

fendit
fendif

static void

e S
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jdeaClipher(byte *inbuf, byte *outhuf, wordl6 *key)
{
register wintle x1, x2, x3, x4, 52, s3;
wordlé *in, *out:
fHifndef SMALL_CACHE
register uintle tl6; /* Temporaries needed by MUL macro */
register word32 t3z;
flendif
int r = IDEAROQUNDS;

in = {wordl6 *)inbuf;

x1 = *ip++; x2 = Fint+;
X3 = *in++: w4 = *in;

#ifndef HIGHFIRST

x1 = {x1 >>8) | (x1<<B);
X2 = (x2 >>8) | (x2¢8);
x3 = {x3 >>8) | (x3<<B);
x4 = (x4 >>8) | (x4<<8);

1

fendif
do {
MUL(X1, *key++);
X2 = Fkeytt;
X3 += Fkey+t;
MUL{x4, *key++);

53 = x3;

X3 f*= x1;
MUL(x3, *key++);
s2 = x2;

xe P xd:

X2 = x3;
MUL(x2, *key++);
X3 += x23

k]

xl 2= x2; x4 r= x3;

X2 M= g3 X3 M= 57,
}owhile {~-r);
MUL{x1, *key++);
x3 += *key++;
X2 = Flay+t;
MUL(x4, *key);

out = (wordlée *)outbuf;
fifdef HIGHFIRST
*out+t = x1;
*out++ = x3;
*out+t = x2;
*out = x4;
ffelse /* IHIGHFIRST */
Fout+t = (x1 >>8) | (x1<K8);
*out+t = (x3 DDB) ] (x3<<8);
Fouttt = (x2 >>8) | (x2<<8);
*out = (x4 >>8) | (x4<<8);

641
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fendif
} /% ideaCipher */

void idea_key(idea_ctx *c, unsigned char *key){
ideabxpandKey(key,c->ek)s
idealnvertKey(c->ek,c->dk);

}

void idea_enc{idea_ctx *c, unsigned char *data, int blocks){
int i
unsigned char *d = data;
for{i=0;i<blocks;i++){

idealipherid,d,c->ek);
d+=8;

}
yoid idea_dec(idea_ctx *c, unsigned char *data, int bloacks){
int i;
unsighed char *d = data;
for(i=0;i<blocks;i++t){
idealipher{d,d,c->dk);
d+=8;

}
fFinctude <stdio. h>

#ifndef BLOCKS
#ifndef KBYTES
fidefine KBYTES 1024

#endif

fidefine BLOCKS (64*KBYTES)

f#endif

int

main{void}

{ /* Test driver for IDEA cipher */

int 1, J, k;

idea_ctx ¢;

byte userkey[16];

wordle EX[IDEAKEYLEN], DK{IDEAKEYLEND;
byte XX[8], YY[8T, Z7E81:

word3? long_block[10}; /* 5 blocks */
long 1;

char *1bp;

/* Make a sample user key for testing... */
for{i=0; i<16; i++)
userkey[i] = i+1;

idea_key(&c,userkey);

/* Make a sample pleintext pattern for festing... */
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for (k=0; k<8; k++)
XX[k] = k;

idea_enc(&c,XX,1); /* encrypt */

Tbp = (unsigned char *) long_block;

for{41=0;1<10;1++) tong_block[i] = 1;

idea_enc(&c,1bp,5);

For{i=0;i<10;i+=2) printf{"Block %01ld = %0871x %08Ix.\n",

643

i/2,Tong_blockli], ong blockl[i+11);

idea_dec(&c,ibp,3);
idea_dec(&c,bp+24,2};

For(i=0;1<00;1+=2) printf("Block %01d = %081x %2081x.\n",

i/2,Tong_block{i1, ong_block[i+1]1);

return Q; /* normal exit */
b/ omain */

GOST

typedef unsigned long ud;
typedef unsigned char byte;

typedef struct |

ud k[87;
/* Constant s-boxes -- set up in gost_init()y. */
char kB870256],k65[2561,k43[2567,k2112466]7;

} gost_ctx;

/* Note: encrypt and decrypt expect full blocks--padding blocks is

caller's responsibiiity. A1l bulk encryption is done

in

ECBE mode by these calls. Other modes may be added easily

enough.
void gost_enc{gost_ctx *, ud *, int};
void gost_dec(gost_ctx *;, ud *, int);
void gost_key(gaest_ctx *, u4 *);
void gost_init{gost_cix *};
void gost_destroy{gost_ctx *);

fifdef __alpha /* Any ather 64-bit machines? */
typedef unsigned int word3Z;

#else

typedef unsigned Tong word3?;

flendif

kboxinit{gost_ctx *¢)
i

int 1;

byte k801671 = {14, 4, 13, 1, 2, 15, 11, 8§, 3, 10,
12, 5, 9, 0, 71},

byte k77161 = {15, 1, 8, 14, 6, 11, 3, 4, 9, 7,

*/
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13, 12, 0, 5, 10 };
byte k6[16] = {10, 0, 9, 14, 6, 3,15, 5, 1, 13, 12,
7,11, 4, 2, 8 I;
byte k5[161 = { 7, 13, 14, 3, 0, 6, 9,10, 1, 2, 8,
5, 11, 12, 4, 15 };
byte k4[161 = { 2, 12, 4, 1, 7,10, 11, 6, 8, 5, 3,
15, 13, 0, 14, 9 };
byte k3[16} = (12, 1, 16, 15, 9, 2, 6, 8, 0, 13, 3,
4, 14, 7, 5,11 1;
byte k2[16] = { 4, 11, 2, 14, 15, 0, 8§, 13, 3, 17, 9,
7, 5,10, 6, 11;
byte k1{16) = (13, 2, 8, 4, 6, 15, 11, 1, 10, 9, 3,
M, 5, 0,12, 71,
for (1 = 0; 1 < 256; i++) |
c->k870171 = KBI[T > 4] << 4 b k703 & 151,
c->k65011 = k6L >> 47 << 4 | K5[1 & 151,
C-Ok43[1) = ka4[i »>> 47 << 4 I k3[4 & 157,
C->k21{1] = k2[1 >> 4] << 4 P kIfT & 151,

j

static word3?
f{gost_ctx *c,word3? x)
{
X = €< okBI{x>>24 & 2551 < 24 | c->kE5[x>p16 & 2557 << 16 |
C-Ok43[x>> 8 & 25851 < 8 | ¢-ok210x & 2557;

/* Rotate Yeft 11 bits */
return x<<11 | x>>(32-11);
J

void gosterypt(gost_ctx *c, word3? *d)i
register word32 nl, nZ; /* As named in the GOST */

nl = df{0};
nZ = d[11;

#

/* Instead of swapping halves, swap names each round */
ne ~= fle,nl+c->k{03); nl ~= f(c,n2+c->k{17);
nz "= flc,ni+c->k[21); nl "= f{c,n2+c->k[3]);
nZ = flc,nl+c->k[41y; nl »= f{c,n2+c->k(51);
n2 ~= flo,nl+c->k[61); nl *= flc,n2+c->k[713;

]

nZ A= fle,nl+c->k[01); nl *= fc,n2+c->k[1D);
n2 A= flc,nl+c->k[21); nl *= flc,n2+c->k[31);
nZ M= flo,nl+e->k{41); nl »= flc,n2+c->k[5]);

nZ A= flc,nl+c->k[61); nl *= f{¢,n2+c->k[71);

N2 "= fle,nl+c->k[01); nl *= f(c,n2+c->k(17);
n2 ~= flc,nl+e->k[21); nl = flc,n2+c-3k[317;
n2 = flo,nl+c->k[41); nl »= f(c n2+c->k[61);
02 "= flo,nl+c->k6]); nl “= fc,n2+c->k[71);

nZ "= f(c,nl+e->k[71); nl *= f(c,n2+c->ki6]);
nZ o= flc,nl+c->kf5}); nl »= fle,n2+e->k[41);
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n2 M= flo,l+e->kE31); nl *= f(¢,n2+c->k{27]);
ng *= flc,nl+c->kl11}; nl A= flc,n2+c->k{01);

d[0] = n2; dl1] = nl:
j

void
gostdecryptigost_ctx *c, ud *d){
register word32 nl, n2; /* As named in the GOST */

nl = d[01; n2 = d{17;

n2 f= flo,ni+c->k[01Y; nl *= flc,n2+c->k[1]);
nZ = flc,nl+c->ki21); nl A= f{c,n2+c->k{31);
n2 A= fle,nl+e->k[41); nl »= flc,n2+c->k[81);
ng M= fle,nl+c->ki61); nl 2= f(c,n2+c->k(71);

ng = flo,nl+c->k[71); nl *= fc,n2+c->k[6]);
nZ M= flo,nl+e-2kE510; nl A= flc,n2+c->k(4]);
nZ *= flo,nl+c->k(31); nl A= flc,n2+c->k[21);
n2 = flo,nl+c->k[11); nl ~= f{c,n2+c->k{07);

ng f= fle,nl+c->k[71); nl "= flc,n2+c->k[61);
nZ t= flc,ni+c-3k[51); nl »= flc,n2+c->k[4]);
ng *= fle,nl+e->k[31); nl »= flc,n24+c->kl21);
nZ f= flc,nl+c->k[11); nl *= flc,n2+c->k{01);

n2 = flc,nl+e->ki73); nl A= flc,n2+c->k[61):
n2 *= fle,nl+c>k[51); nl »= f{c,n2+c->k[4]);
ng "= flc,nl+c->k[31); nl *= flc n2+c-3k{2]);
n2 "= fle,nl+c->k[11); nl ~= f{c, n2+c->k{0]);

dl{07 = n2; d{1] = ni;
}

void gost_enclgost_ctx *c, ud *d, int blocks)!
int 1;

for(i=0;i<blocks;i++}{
gosterynt{c,d);
d+=2;

b
void gost_dec{gost_ctx *¢, u4 *d, int blocks){
int 1;

for{i=0:1<blocks;it+)i
gostdecryptic,d):
d=2

void gost_key{gost_ctx *c, ud *k)
int 1
for{i=0;i<B:i++) ¢->k[{11=k[1];
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}

void gost_init{gost_ctx *cJ
kboxinit(c);
}

void gost_destroy(gost_ctx *ci{

int 1;

for{i=0;1<¢8;{++) ¢->k[11=0;
!

void main{void){
gost._ctx gc;
ud k{8],datall0l;
int i,
/% Initialize GOST context. */
gost_init{&gcl;

/* Prepare key--a simple key should be OK, with this many rounds! */
for{i=0;1<8;i++) k[i} = i;
gost_key{&ge,k);

/% Try some test vectors. */
datat0l = 0; datall] = 0;

gosterypt(&gce,data);
printf("Enc of zero vector: %08Tx %081x\n" datal0],datalll);
gosterypt(&ge,data);
printf{"knc of above: %08Tx %Z08Tx\n",datal0],datall3);

datal07] = OxfEEFFfff; datalll = OxFIFFfffe;
gosterypt(&ge,data);

printf("Enc of ones vector: #%#081x %081x\n",datal0],datall]);
gosterypt{&gc,datal;

printf("Enc of above: 5081x %081x\n",datalC]l,datalll);

/* Deoes gost_dec() properly reverse gost_enc{)}? Do
we deal OK with single-block Tengths passed in gost_dec()?
Do we deal OK with different lengths passed in? */

% Init date */
for(i=0;1<10;1++) datalil=i;

/* Encrypt data as 5 blocks. */
gost_enc(&ge,data,s);

/* Display encrypted data. */
for(i=0;1<10;1+=2) printf("Block %02d = %0B1x %081x\n",
i/2,datal1],datali+17);

#* Decrypt in different sized chunks. */
gost_dec(&gc,data,l);
gost_decl&ge,datat?,4);

printf("\n");

/* Display decrypted data. */
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for(i=0;1<10;i+=2) printf("Block %02d = %081x %081x\n",
i/2,datali],datali+1]);

gost_destroy{&gc);

BLOWFISH

#include {math.h>
#include <stdio.h>
#include <stdlib.h>
finclude <time.h»

fifdef 1ittle_endian /* Eg: Intel */
#Finclude <alloc.h>
frendif

#include <ctype.h>

#ifdef Vittle_endian /% Eg: Intel */
#Hinclude <dir.h>
fHinclude <bigs.h>

fendif

 pifdef big_endian
#include <Types,h>
ffendif

typedef struct {
unsigned long S[41[256]1,PL181;
PbIf_ctx;

© fdefine MAXKEYBYTES 56 Fx 448 bits */
S 1) #define Tittle_endian 1 /* Eg: Intel */
0 fdefine big_endian 1 /* Egr Motorola */

void Blowfish_encipher(blf_ctx *,unsigned long *x1, unsigned lang *xr);
void Blowfish_decipher(hif_ctx *,unsigned long *x1, unsigned long *xr);

f#define N 16
fdefine nofrr 0
#idefine DATAERROR -1
f#define KEYBYTES 8

CFILE® SubkeyFile;

“unsigned long F{blf_ctx *bc, unsigred long x)
{
unsigned short a;
unsigned short b;
unsigned short c;
unsigned short d;
unsigned long y;
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N
N
o>
2 00 pe 00 e 0O ge

OX00FF;

({(SEGILal + S[LIEDI) » S[23Lc]) + S[31[dY;
bc->S[01Lal + be->S{11[bI;

¥y~ be->S[230cl;

¥ + be->S[310d7T;

ol
N
o> f o=

~—
=

I

1

R A T i T o e

return y;
}

veid Blowfish_encipher(blf_ctx *c,unsigned Tang *x1, unsigned fong *xr)
{

unsigned ltong X1;

unsiagned tong Xr;

unsigned Tong temp;

short i
Xt o= *x1;
Xr o= *xr;

for (1 =0; 1 < N; ++i) ¢
X1 = X1 ~ ¢-»p[i1;
Xro= F{c, X1} * Xr;

temp = X1,

X1 = Xr;

Xr = temp;
}

temp = X1;
X1 = Xr;
Xr = temp;

f

Xro= Xr » c->P[NI;

X1 =XV » ¢->PIN + 11;
*x1 o= X1,
*xro= Xr;

}

void Blowfish_ decipher{blf_ctx *c, unsigned Tong *x1, unsigned long *xr)
{

unsigned long XI1;

unsigned long Xr:

unsigned long temp;

short i3

X1 = *x1,
Xr = *xr;
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and Xr */

X1 = Xr;
Xro= femp;

Xro= Xr & co>pr13;
X1 = X1 % c>po];

i
i

short InitializeBlowfish{bif_ctx *c, char key[l, short keybytes)
{
short ;
short J;
short ks
error;
numread;
Tong data:
d tong  datal;
Uns 7dreé long datar;

unsigned iong ksOl] = |
l?lﬂb ﬂ, 0x98dfbbac, Ox2ffd72db, Oxd0ladfb?, OxbBelafed, 0x0a267e96,
xFl2e7f99, 0x24a19947, 0xb3916¢ct7, 0x0801fZe2, 0xB5Befcls,
» 8x71574e69, 0xad58fea3, 0xf4933d7e, OxDd95748F, 0x/728eb658,
0xB2154aee, 0x7554341d, 0xc2ba59b5, 0x9c30d539, 0x2af26013,
. Ux2BB0BEF0, Oxcadl7918, Uxb8db3Bef, 0x8e79dcho, 0x603a180e,
28b, Oxb0le8ale, Uxd71577¢l, Oxbd314b27, Ox78af?fda, 0x55605¢60,
. Oxaab5ab94, 0x57489862, 0x53e81440, 0x55ca396a, 0x2sablObé
34, Ox114le8ce, Oxalb486af, Gx7¢72e993, Oxb3eeldll, Ox636fhc2a,
» Ox741831F6, Oxce5c3els, Ux9b87931e, Oxafdéba3l3, Oxéc24cfse,
. UxZ2B9BB6T7, 0x3b8F4898, 0x6bdbbYaf, OxcdbFfeBib, 0x66282193,
Dxfb21a991, 0x487cachl, Oxbdec8032, UOxef845d5d, 0xe98575b1,
Oxeb651b88, 0x23893e81, Oxd396acch, Ox0f6d6¥f3, 0x831f44239,
Uxa4842004, 0x69¢8704a, Ox9elf9bhe, 0x21c66842, 0xf6e96cYa,
0xabd38810, Dxbablaldz, 0xdB854268, 0x960fa728, 0xab5133a3,
¢, 0xi37a3bed, Oxbalnfisg, 0x7efb2af8, Oxalflésid, 0x39af0176,
0x82430e88, 0xBceeBs19, 0x456f9fb4, 0x7dB84a5c3, 0x3b8h5ebe,
Ox85¢12073, 0x401a4497, Ox56¢i6aab, Ux4edlaas?, 0x363f7706,
0x429b023d, 0x37d0d724, 0x400a1248, Oxdb0fead3, 0x49f1c09b,
» 0xB0991b7b, 0x25d47948, OxfoeBdef?, Oxe3feb0la, 0xh6794c3b,
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0x976celbd,
(Ix68fh6faf,
OxccB14544,
OxcOchbaBb7,
Oxdball0ch,
0x3¢75164d1,

0x53317b48,
Oxd542a8f6,
Oxelffalsd, (
0x9ah3e479,
Ox62fb1341,
0x95dbdadd,
Gx8elchb?f,
OxAfadbeal

Oxea/bodfe,
Oxb4aB4dfel,
0x93cc7314,
OxebcdafOc,
0x2268000b, O
0x78c14389,
0x11c819588,
Oxd60f573f,
0xf296echb,
0x53h02db4d,

unsigned long ksl

O0x4b7a70e9,
0x9ceetlbB,

Ox193r7zad,
OxbbBfedds,
Ox4rdd2(86,
Dx3c¢971814,
0x3e07841c¢,
OxfOlclfod,
0xd19113f9,
Oxc8b57634,
0xeZ38cd99,
0x6f420403,
Oxde9a771f,
O0x501addet,
Uxec7aec3a,
Oxdd433b37,
0x71dffa%e,
Ox3¢11183h,
Gx86914”70

\XLUlD esa
0x1939260°,
Oxe3bcdhis
Ox65584‘8

1
uxeeccSBbL
0xa02369b9,
0x9b540h19,

5
28,
e,

, Ox688f¢

0x04c006ba,
0x3e6c53h5,
Oxafhebd09,
0x45¢8740°,
0x402¢ /279
Jxfdé6
0x3e00df82,
Jx?ﬁ7ef’c
OxbB8fDila
vxb6‘@4565
Oxceedchbed,
0Oxa3e9(49198,
OxB8e7594h7,
wL,,
0x8b021fal,
Oxfd13ebh7,
0x211a1477,
0x7b3e89a0,
x57h8elat,
Oxd%hablif,
Ox4e734541,
OxbcYbeted,
0x7a0ddo
Oxa%

(}J

Oxbbb374944
Ox8fedb266,
Ox75094c29,
qx9@f/jic6,
0xB470e
Ox6be
Ox7fdes Sty
Ox0700h31T,
(x7calZfis,
Ox%af3dda7,
Ox3bealel?f,
Oxf60a04bft,
0xd9930816,
0x9184cd87,
OxdbBbidfa,
Ox24¢?balt,
0x10314eb5,
Ox8924a509,
Cxeaed6fhl,
0x99e71d07,
OxJieEea78,
0x39c27960,
, Oxab7bcBB3,
Ux68ab9802
"K7GO“6?7C,
Uxaal363ct,
0x60622ca7,
Ox655abbb0,
Ux875fa@99,

Oxciab4fthe,
Ox1339h2eb,
Oxbee3d004,
uxd)}EBTjE,

de’OzazCJ
0x10Fa3d98,
(xdZB8e49bc,
OxefZlcada,
OxeaadBell,
DxBffee2fh,
Oxdleffl9l,
fxe5g0cchf,
O0x7ccd3b8l,
OxebadZ065,
Oxd6411bd3,
0x2464369D0,
Ox707d5baz,
(0xb3472dca,
Ox2boladrs,
Oxbhe36521,
Ox08bad799,

Oxdb75092¢,
OxecaaBc7l,
Ox dUJJ134O
Oxald29ch7,
(0xH382e9¢6,
Ox66713584,
Ox8e7dddec,
Oxaelcfbia,
0x943724773,
0xa8446146,
0x37280bbal,
0x2ch81290,
0xb38bael?,
0x7ab84718,
0x63094366,
(0x1Z2aldd4z,
0x8lac?7d6,
Oxf28fetbed,
1x860e5e0a,
0x803e89d6,
Uxabfe3ch3,
Ox3223a/08,
Oxb1737d1,

, UxeeceabOf,
‘xﬂfdd£775

0x409f60c4,
Ox3b52echT,
Oxde334afd,
1xh9d3¥hdb,
exfhlfalcc,
Oxad0552ab
Dxc36f8ma0,
Ox8cdfh5s73,
Oxfd2183b8,
Ox4b¥th97490,
0x36774c01,
0x6b93d5al,
Oxf2122b64,
Oxh2aBclad,
Oxbhef74e8,
Oxd?ada8d9,
Gx77b5%a86,
Gxaele/edd,
Uxf009b%91e
Ox02e5b%ch,
Ox7bidadda,
0x81e67400,
Oxe7b9fabh,

Oxteg5076at;

O0xc4192623,
0x699al7ff,
Oxed183ale,
OxefeB30f5,
0xl2lecche,
Ox52a0e286,
0x571617208,
0x3chb574b7,
O0x22£54701

CxOfdQOjoe,
0x183eb331,

0x24977c79,
OXdLCf3fZL,
Ox7408dal7,
Oxc464c3d?,
OxZabhcdbl,
0x5711199h,
0x97f1fhfa,
Gx6a3e2353(
0x5266¢825,
OxleDa2df4,
Oxf7131206,
0x0iB8cT¥2y,
Oxdb2%953b,
0x&19F1510,
, Ox4c70a239,
Oxb2f3B46e,
Ox3c2abdb3,
uX@ngzddu,

Oxhebcfec?,
Oxedfcsllf,
Ox6 ”f?B”',
0x5579¢0bd,
OxBeabedfg,
0x323db5fa,
Oxia8fL6¢C,
0x695b2700,
Oxdafchbéc,
Oxelddf2da,
Jxd07e9ete,
0xcl8edldl,
0x8888h817Z, (
Gx2f2f2218, 0
Ox18acf3ds,
0x165ta266,
Oxc75442F5,
(1x00250e24d,
0x55639114,
0x83260376, 0
0x1b510052,
0x08ba 5
Oxff340526,

Oxadbeabbl
Uxb664 266.
0x3f54989%a,
Ox4d2d38e8,
OxOU6b6J

Oxb79¢5305
OxDO?dJa f
Ux25837458,
, Ox3aebebfl,
Oxecc8e73e,
Dx4e548h38,
Ox5679b072,
0x5512721f,
Oxbe9fgabe, {
Oxeflci847,
Bx50940002,
OxO435R6fi,
0x9
OA//v»"= ,
ux294 c§78,
Oxf /
dxeLu feoe
ch3326uef,
OxZaef7dad,
0x13cca830,

e
3f
Q:

0x648hieaf,
0x319ee9d5,
Oxf83788¢

OAd4Lb/ B
Jy?ufllrL,
an 5

OXRJOH/
x*b”ﬁ

Ux49a7df74d,
OxcZbifeel,

Ox5b47259d6
@xfu455da
VXBeb

Oxbeats Odf
Oxieoail24,
A7d8

UXQLlHd//d
0x133aeddd,
Gxd7a3c76h,
, OxlelB3che,
Ox4e3d06ta,
Gx%c10h36a,
, 0x361d7b3d,
,xeac31

Jxe,n“wi9o

b, Oxcbaadeld,

Oxlitdr@ca

T R S S
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Oxited93sf,
Ox57fh84a5,
0x8fd948e4
Ox5d4al4d9,
Oxdbbcdflh,
Oxd8le/99e,

O\fp8%33@

Ox7cd

Ox9eddia;
LXD/LTd1’9
Gxi53ezie7

uﬁségned T@n

d5a68,
Ox'fTﬂhQZD

060239560,
deﬂ/73/bu,

0x60787
0x83426033
0x55464299
Ox526679
Cx846a30,4,
uQCbaf“!,

Gxupatemfu, (x5

(x10681281,

0x1b227263,
Oxadbc3128,
Ux .

g ks2il =

0x94814077,
0xd4a2(068,
0x57244545,
, OxB6alafas,
£5fd3941,
£6dfh,

2, OxeB87ad8c,
i, Ux406bZa4z,
7, Ox4h6d18586,
7, Oxcal820fh,
0x208 39d8“

. QX\ 70f E‘;du,

(0x333e97%e

0x2dazf728,

Ox877d48fa,

!xrdrﬁfadl,

0x0e358829,
0x9b8IC3FF,
0x58ebfref,
0x42105d14,

40, Oxc742f447,
Dx86854dc7,
, Oxclcib6as,
, Uxadl19489d,
0x233f7061,
Oxchbee7460,
OxeSefd”uL, i 3

, UxC3453484,
Oxel3674344,
, Ux8fb03d4a,

Oxed4b476a,
0x7f1524¢3,
0x1462b174,
03372092,
0x4085¢2a7,

5, (xad69%a’aa,

Oxfddb6705%,
Oxchcd346h,
Oxe6e39f2b,

Oxfodcinlc,
Oxd4082471,
0x14214€74,
Oxbfbecl9ec,
Oxdazh47et,
Ox68decl462,
Oxbh&celln,
Ox20fe@e35,
(0x26a36631,
Oxfblafbde
Oxfebbadhy,
OxabZadahn,
3x80bb155e,
0x07f9c9¢e,
, Oxf2bocliBf,
Ox0elZbdc?,
Ox3b240062,
0xd0127845,
(xc39dfd27,
0xa812¢c60,
0x2765643h,
Ox66709Ffh,

24, 0x7b9479b7,
12d, 0x68472ada7,

e, 0xda86a85f.
0x6003604d,

ab71,
37

3AC4

U%@T
0x77318¢6
0x30¢

51,
Jxx8“s8ﬁ".
0xGibf4he?2,
(0xEbB255¢0,
324633,

Gx06albbesd,
0x44421659,
Oxbebfedss,
Oxd1¥d8346,
Oxb0804187,
Ox4eb8F48T,
be 751255,

OxeBh
ﬂxaLb6fLu
501 1ULL1

. ch3004b3
2, Oxlle6%ed?,
, Oxebfcidal,

Oxcleglfde,
Ox1ac24696,
Ox34c6ffen,
0x203e13e0,
Oxefbabbbhs,
0x3d4816250,
0x69ch7492,
Ox23820e00, 0x58428d7a,
0x8d937e41, Oxdéafecfl,
Oxce77326e, 0xab078084,
OxchH0chbe?, Oxnaudabfa,
Oxlele9ecy, Oxdb73dbd3,
0x713e38d8, {x3d28f89e,
OxdbB3adf7};

Ox96dedfal,
Oxcdb30aeb,
Oxfe28edbl,
Ox45eee?bb,
Ox654f3hid,
Oxcferalfz,
0x47848a0b,

0x94692934  Ox41152017,
0x3320%46a, 0x43b7dab7,
Oxbf8bBRA0, Ox4d951 <d,
0x03bd978%5, 0x7fachbddl,
Oxabcalafa, 0x28507825,
0xd7486900, 0x680ectad,
Ox7afddbb6, Oxaacele’c,
0xd9f385b9, Oxeel9d7ab,
Oxeaed87b2, Oxlabefald,
Oxd8feb397, 0x454056ac,
0xd096954h, | xa5a86;bb,

(0x373125f9, Oxb%efdTelc, 0x9

0x05282¢e3,
O0x41041F0F, 0x40477984,
O0x41113864, 0x25707834,
0x02e1329e, Oxafb64fdl,
Uxeebeby9?2?2, OXSQDZaZOL,
0x96b794fd, 0x64740862,
Oxf33eBdie, 0x0a476341,
Oxalebddf8, 0x991heldc,
OxdcdleB04,
Oxcedb7d9c, Oxal9lcfib,
Ux763bdbeb, 0(x37392eb3,
Oxc66a2b3b, 0x127%4cce,
Ox4bfho350, 0x1a6b1018,
0x0a121386, Oxd90ceche,
Oxtdedcife, 0x9dbcB057,
0xT6381Fh0, Ux77453e04,
0x3cl0be5f, Ox77a0l57be
Oxf2ddfdaz, 0xf474ef3s,
Ox46fcd9by, 0Ox7aeb266l,
0x20b45770, 0xBcdb5591,
Ox7574a9%e, Oxb77f19b6,
uxiqfuuhac, 0x4299a02
0x2868f169, Oxdch7dass,
Oxa7068 5Fa, Oxal0ebbed,
Ux61a806b5, 0xf0177a28,
0x2338ea63, 0x53c¢2dd94,
Oxceb91d76, 0x6105e409,

0x95¢11548,

O0xfl298de?, 0

5, Oxldbefeld,
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0x7858b599,
0x532e3054,
Oxee7c3c73

2

Oxal3agabea

0x41cd2105,
Ox5b842646,
0x5692b285,
OxQc55f5¢ea,
Gx60223hdb,
0x19f8509e,
0x800bcadc,
0x105588cd,
Oxfi6dff20,

0X7602d417,
Ox500061af,
0x96b591af,
(Gx31chBh04,
0x53042974,
0x27al8dee,
Oxd3375fFec,
Ox3b124e8b),
Oxdd5b4332,
OxbadB89577,
Oxall59asB,
029317¢,
Oxedchbd2e,
0x5d886el7,
0x602a%ch0,
Oxcadl8lls,
Oxe6bald99,
Oxelocthiy,
Ux992eff74,
Oxdbsebbid,
xcc00ffad,
Dxd91552a3,
Oxccll5979,
Ox782eflic,
Oxllcaedfa,

0xff7c0886,
Oxd730fcce,

, OxbdeBaeZ4,

0xB878Yhdc?,
0xBb1ddfg4,
Ox¢c902dedc,
OxeCal%aci9,

0x573906
0x0debdDZ7,
Oxc0f586e0,
Oxc2ecl1634,
Ox4b7c0188,
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0x39720a3d, 0x7c927c24, Ox86e3725f, 0x724d9db9, Oxlaclbhbb4, 0xd39eb8fc,
Oxedb45578, Ox08fcabh5, 0xdB3d7cd3, Ux4dad0fc4, OxlebQefSe, 0Oxb161e6f8,
0xa28514d9, O0x6¢51133¢, Ox6fd5cie7, Dxbbeldecd, Ox362abfce, OxddcbcB37,
Oxd7983234, 0x92638212, Ox670efale, 0x40600000);

unsigned long ks3[] = {

0x3a39ce37,
Oxd382274p,
Oxb78¢ib6b,
Oxcbal7hd2,
0x2939bhdb,
Ox63efBce?,
0x83c061ba,
Ox4ba99586,
0x80eda91s,
Ox2cftb7d9,
OxIfOf25¢t,
0x47b0actd,
0x785f0191,
0x03a16125,
0x1b3f6d9p,
0xD3563482,
Ox4deB1751,
Ox5121ces4,
Oxa2ael810,
Oxb8acdect,
OxddaZbale,
OxBd6t12ae,
Ox740e0d8d,
0x34d24664a,
Ox6f3f3b82,
Oxbb3a792b,
OxellcceB7e,
OxdOdadech,
0xf79e59b7,
Ox0f91fc71,
Oxb6cl075e,
0x4c98albe
0x1b0a7441,
Oxeb0h6747,
0x1618b166,
0x93a83531,
Oxde966297,
Ox45e1d006,
0x7112690%,
0x38Babbd60,
Ox85chbfede,
Ox0lc36aed,
Oxb74e6132,

Oxd3fafbef,
0x99bc9bbe,
0x21a19045,
0x6549c2c8,
Uxa9bad650,
0xBaB6re??,
0x3be96add,
Oxefb562e9,
0x87008501,
0x027b8bs1,
Oxadf2bB9b,
Oxed93fash,
Dxed756055,
0x056410bd,
Oxleb321%5,
0x8abalchhb,
0x3830dc8e,
0x774fhe32,
Oxddadb2z4,
Ox1¢20c8Bae,
0x3ah9frss,
Oxbf3c6f47,
Oxe75b1357,
0x0115af84,
0x3520ab82,
0x344525bd,
Oxbec7difs,
Oxdb0adais,
0x43f5bb2a,
Ox8h941525,
0xa3056a0c,
0x3278e964,
O0x4ba3348c,
Ox0fel3flld,
OxfdZcidos,
Ox56cccdl?,
0x81b%44d0,
Oxc312759a,
Oxb2040222,
0x2547adf0,
Ux8ae88d4d8,
Oxdtebelf9,
Oxcel7e25b,

Oxabe27737,
0xd5118e9d,
Oxb2beblbe,
0x530ff8ee,
Oxac9526e8,
0xc08%9c2b8s,
0x8feb1550,
Oxc72fefds,
0x9b0%abad,
0x96d5ac3a,
Ox5ad6b472,
Oxe8d3c4Bd,
Oxf7960e44,
Oxc3ebfels,
Oxf59c66fh,
0x285177%11,
Ux375d5862,
UxagBbbel7e,
0x68852df1d,
Oxabbef7dd,
Ox3e350a44,
0xd29bed63,
Oxf8721671,
Oxelbd6428,
0x011ald4b,
OxalB883%el,

Ox5acs2dib,
Oxbf0f7315,
Ox6al3e6ebd,
Ux468dde7d,
Oxbebeel(4,
0x43242¢7%6,
Oxbabdhhbde,
Oxf752f7da,
Ox3b3eeb93,
0x017dab7d,
OxbaB8Bf54c,
0x283b57¢e,
Oxe3d35e8¢,
0x3c9057a2,
Ox26dcf319,
Oxc20adaf§g,
0x8220f991,
0xc3293d46,
0x09072166,
0x1b588d4(7,
Oxbcbdcdds,
O0x542f5d9e,
Oxaf537d5d,
0x95983ald,
0x27722718,
O0x51ce794b,

Oxcf0111c3, OxaleBaacy,
0x033%c37a, 0xc6913667,
Oxf2d519ff, 0x27d945%¢,
Uxfae59361, Oxceb6%ceb,
0x10d25065, Oxcb03a442,
0x9f1f9532, 0Oxeld392df,
Oxchbe7120, 0xc37632d8,
Oxebdcdab4, Oxledadf9l,
0x848fd2c5, Oxf6fH2299,
Oxacf08162, Ox5a75ebbs,
0x4c50901b, 0x71ch5614,
OxcBaab3fd, 0x62a80fQ0,
Oxb6ebef7e, 0xcd769c2b,
Oxba3820%c, Oxf746ce7s,
Ox7aaaf9b0, Ox4cf9aale,
0x20d4f869, Oxabbcdeal,
Ox5787dfe3, 0Ox3ac372e6};

Ox5¢ch0679¢,
Oxd62dlcie,
Ox5748ab2f,
0xd5730ald,
Oxalfadsfo,
Oxa51el3aa,
0x2826a219,
0x3f046f69,
Oxe990fdaa,
Oxd1cfieds,
0xe029%ac71,
O0xf8dh6629,
0x15056dd4,
0x97271aec,
x7533d928,
Oxabeceb167,
Oxea7a%0c2,
0x48de5369,
Oxb39a460a,
Oxccd20177,
Ox72eacess,
Oxaec2771b,
0x4040cb08,
0x06b8B9fh4,
0x611560b1,
0x2f32c9b7,
0x18908749,
0x8df9317¢,
Oxbfarzzec,
0xc2aB6459
Oxelectele,
0xd3a0342b,
Oxdf359f8d,
Uxce6279¢f,
Oxf5237357,
Ox6e163697,
OxebcheTbhd,
Oxbb2sbfe?,
0x53113ech,
Ox77afatch,
O0x1848c?5¢c,
0x3¥092524d,

Ox4fa33742,
Oxc70Q0c4T7h,
OxbcB46e79,
Oxdcd0ddes,
Ox6a2d519z,
Ox8cfodbad,
Oxa73a3azl,
Ox/7falab9,
0x9e34d797,
Ox7c7d2des,
Oxe(19abet,
0x79132e28,
Ox88f46dba,
Dxa93a672a,
Oxb155fdf5,
Oxccad92sf,
Oxfhielbce,
Oxb413e680,
Ox6445c0dd,
Ox6bb4e3bl,
Oxfab484bh,
Oxf64e6370,
Oxdebde?ce,
Oxcebeal4s,
Oxe7933fdc,
Oxallfbacy,
Oxd44fbd9a,
OxeObl2bar,
Ox15e6feZa,
Ox12baa8dl,
0x1698db3b,
0x8971121e,
0x9h99z772e,
Oxcd3elebt,
Oxab327623,
Dx88d273ce,
0x327a140a,
0x35bdd2f6,
0x1640e3d3,
0x206756060,
0x02fbBakc,
Oxc208eh4f,

SRS i & G

/* Initialize s-boxes without file read. */
For(i=0;1<256;i++){
C->SLOITT = ksO[1];
c->STII0F] = ks1[11;
C->SE2HAT = ks2[1];




BLOWEFISH

for (1 =0; 1 < N+ 2; ++1) 4
data = 0x00000000;
for (k= 0; k < 4; ++) | !
data = (data << 8) Vokeyl3T:,
f =3+ 1;
0] >= keybytes) ¢
I=0

U

i
}
C->PLi] = ¢->Pi] » data;
|
datal = 0x00000000;
datar = 0x0000B060;

for (1 =0; 1 <N + 2y 1 += ) i
shwencfiher(c,&data7, &datar);

}
for (3 =0y 1 < 4y ++i) 4
for (3 =0; 1< 256 5 4= 2) |
BIowfishwencipher(c,&data%, &datar);
C-2S[i104] = datal;
C->SEILS + 11 = datar;
L

void bTf_key(D1f etx *c, char *k, int lenyd
Initia1izeB?owfish(c,k}QQH};
1

void bif_enc(blf_ctx *c, unsigned long *data, int biocks)y
unsigned long *d;
int i;

—+ O
B
— L
o)
o+
Y

;i<hlocks; j++3 ¢

Blewfishwencipher(c,d,d+1};
d += 2;

void b1f _dec(bif _ctx *¢, unsigned Tong *data, int blocks}{
unsigned long *d;

it g,
me 1

653
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d = data;

for(i=0;i<blocks;i++){
Blowfish decipher{c,d,d+l);
d += 2;

J

void main{void){
bif_ctx ¢;
char key[J="AAAAA™;
unsigned Tong datall0];
int i;
fFor(i=0:1<10:3++) datalil = 1;
b1f_key(&c, key,b);
b1f_enc({&c,data,5);

b1f_dec(&c,data,l);
bl1f_dec(&c,datat+z,4);

for{i=0;1<10;i+=2} printf("Block %01d decrypts to:

i/2,datalid,datali+11);

3-Way

fidefine  STRT_E  0x0bOb /* round constant of first encryption round */
#idefine  STRT_D  Oxblbl /* round constant of first decryption round */

fdefine NMBR 11 /* number of rounds is 11

typedef  unsigned Tong int word32 ;

*/

/* the program only works correctly if long = 32bits */

typedef unsigned long ud;
typedef unsigned char ul;

typedef struct |
u4d k[37,kif3], ercon[NMBR+11,drcon{NMBR+1];
botwy_ctx;

/* Note: encrypt and decrypt expect full blocks--padding blocks 15
calier’'s responsibility. AlY bulk encryption is done in
ECB mode by these calls. Other modes may be added easily

enough.

/* destroy: Context. */
/* Scrub context of all sensitive data. */
void twy_destroy(twy_ctx *};

/* encrypt: Context, ptr to data block, # of blocks,

void twy_enc(twy _ctx *, ud *, int);

/* decrypt: Context, ptr to data block, # of blocks.

vold twy_dec(twy_ctx *, ud *, int);

*

%081x %Z08Ix.An",
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/% key: Lontext, pir fo key dats. */
vold Twy keyl{twy ctx *, ud *);

void mu(word3? *a; /* dinverts the order of the bits of a */
{
t

int i
word32 bl3]

bI0] = b[1] =

altl = piol alll = bll] ; al2] = bl2l ;

void gammalword32 *a)  /* the nonlinear step */

i
i

word3?2 bl3] ;

af2l = bl2]

void thetalword3Z *a) /* the Iinear step */

Bl = A alliKkigy A {all]>>16) » (af2lKiey 2
)~ (al27¢¢8y (al21>>8) » (a{0]«24d)y »

R E IR ECS T DI (af21>>24y » {al03<<8)

b{i] = A (al2icliey # (al23>>163 » (al01<«lp) ~
A {al0l<esy # {al01>»8y ~ (alli24) »

A lafllkle) » (al01>>24) ~ (al11<K8)
;o0 {al0]<dde) 2 fal0I>>16) » (al1)<de) »

b2 = A
) A (a[1]<<8)  ~ (al11>>8)  » (a[2]<<24) »

6) » (al2]<<ig) »  (aliD>>24) * (al2]<<B)
al0] = b{0] ; all] = bi1l ; af2] = bi2l ;

1

i

void pi l{word3Z *a)

da
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{
1
al0] = (al01>>10) ~ (af01<<22y;
al2] = (al21<1y » (aiZl>>31);

void pi _2{word3Z *a)

{

al0] = (al0J<<ly  *~ (al0>»31,

al?2] = (al2I>>10y ~ (a{214<22y;

1

void rholword3Z *a) /* the round function */

thetala)
pi 1a) ;

gammala) ;
pi.2la) ;

}

void rndcon_geniword3?2 stri,word3? *rtab)
{ /* generates the round constants */
int i

for(i=0 ; 1<=NMBR ; i4+ )
{
rtablil = strt
stri <<= 1 ;
10 stre&0x10000 ) strt = Ox11011
}
}

/% Modified slightly to fit the caller's needs. */
vold encrypt{twy_ctx *c, word32 *a)

i
1

char 1

for( i=0 ; 1<NMBR ; i++ )
{
al0} 7= c->k[0] » (c->erconfil<lB)
alll "= c¢->k[1] :
al2] »= ¢->k[21 »~ c¢->ercon[i] ;
rhofa)
)

3
3
=
:

al0l] »= c->k[0] » (c->érconiNMBRIKIE)
al1] »= c~>kf1} :
al2) "= c->k[2] » c->erconfNMBR] ;

thetaad>

}

/* Modified slightly to meet caller's needs. */
void decrypt{twy_ctx *c, word3? *a)

{

char i

»

mila)




3-Way

TCHMBR 5 i+ )
c{e-adrconliiK<ie)

A c->dreonfi]

?

(c->drcon[NMBRI<CIG)

3

e C“>k?t2] A e-rdreon[NMBR]

H]

3

£t ded
— oy
o3

void twyvkey(twy_ctx *c, ud *keyl{
c->kilol = >k[O] = key[0];
c-2ki[1] = c->ki key[11:
c- >k (2] = c~>k{2} = keyl[27;

{co>ki);

mu{c->ki);

radcon, qﬂn(s RT_E,c->ercon);

rodcon_gen(STRY D, c-»drecany;

ECB mode. */

void T‘,&yw‘vY?C‘\ \’j/thX ~C ud *data Hﬂt b]kC t){
H s
U[r ‘u;

int 1;

,;i<b?k“nf-i+“) {
encryptic,d);
d +=3;

!

/% Decrypt in ECB mode. */

vold twy dec{twy_ctx *¢, ud *data, int blkent)!
ud *
int 1y

d = data;

for(i=0;i<blkent;i++) ¢
decryptic,d);
=3

£ Serub sensitive values from memory before deallocating. */
j twy destroyi{twy cix *c)

int i;

AQ

o
|

for(i=0;143;7++)
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}

void printvec{char *chrs, word32 *d){
printf("%20s ¢ %081x %087x %081x \n",chrs,d[27,4017,d[0%);

!

main{}

{

twy_ctx gc;
word3Z al91,k(3];

int 1;
/* Test vector 1. */

k[O3=k[1]=k{2]=0;
at0l=alll=al2]1=1;
twy _key{&go, ki

prjntf("**********\n“);
printvec("KEY = " k}:
printvec("PLAIN = ",a);
encrypt(&gc,a);
printvec{"CIPHER = ",a);

/¥ Test vector 2. */

k[0d=6;k[1]=5;k[2}=4;
al0l=3;a{11=2;al2]=1;
twy key(&ac,k);

priﬂtf("**********\ﬂ");
printvec("KEY = " k};
printvec{"PLAIN = ",a);
ancrypti{&gc,al;
printvec{"CIPHER = ",a);

/* Test vector 3, */

kKE21=0xbodef012;k[1]=0x45678%ab;k{0]=0xdef(1234;
ab21=0x01234567 ;5[ 11=0x9abcdefl;a[0]=0x23456789;
fwy_key{&gc,k);

printfi"**r*******\n"h
printvec{"KEY = " k);
printvec({"PLAIN = ",a):
encryptl&ge,a);
printvec{"CIPHER = " ,a):

/* Test vector 4. */
k[21=0xcah920cd; k[ 171=0xdh144138;k[01=0xd2105b5e;
al2]=0xad2lecf?;al11=0x83ae9dc4;al0]=0x4059cT6e;
twy_keyt&gc,k);

printf( sssersnten
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printvec("KEY = " k);
printvec("PLAIN = ", a);
encrypti{&gc,al;
printvec("CIPHER = “ a);

/% TEST VALUES

100 00000000 00006000

key : 00000Co
plaintext : 00000001 0GODOGCL DOOGOHOI
ciphertext @ ad2lecf? 83ae9dcd 4059c76e

Key ¢ 50000004 00000GOS 00D0O00S
plaintext : 00000001 000000G2 00000DDO3
ciphertext @ cab920cd d6144138 d2f05h5e

key 1 bedef012 456789%ab def01234
plaintext : (1234567 Babcdefld 23456789
ciphertext : 7cdb76b2 9cdddbhd Daa55dbb

key 1 ¢ab%20cd d6144138 d2f05b5e
plaintext : adZ2lecf’ 83aef%dcd 4059¢7he
ciphertext : 1%b155ed 6b13€17c 478e4871

*/

/* Enc/dec test: */

for(i=0;1<9;1++) alil=i;

twy enc{&gc,a,3);

forti=0;i<9;i+=3) printf{"Biock %01d encrypts to %Z081x #081x %081x\n",
i/3,a01],ali+17,ali+2]);

twy_decl&qgc,a,?);
twy_dec{&go,a+6,1);

for(i=0;1<9;1+=3) printf("Block %01d decrypts to %081x %081x %Z081x\n",
/3,010, ali+11,ali%2]);

RC5

#include <stdie.h>

/* An RC5 context needs to know how many rounds it has, and its subkeys. */
typedef struct |

ud *xk:

int nr;
roreboctx;

/* Where possible, these should be replaced with actual rotate instructions.
For Turbo C++, this is done with _Irot]l and irotr. */

#define ROTL220X, 01 (COOUL) 100 (32-(C )
#idefine ROTR32(X,0) CCEXD (0N LO032-(0n )
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/* Function prototypes for dealing with RC5 basic operations. */
void rch_init(rch_ctx *, int);

void rch_destroytreb_ctx *3;

void rch_key(rch_ctx *, ul *, int);

void rch_encrypt{rcb_ctx *, ud * int);

void rch_decrypt{rch_ctx *, ud *, int);

/* Function implementations for RCH. */

/* Scrub out all sensitive values, */
void rch_destroy(reb_ctx *¢jf
int i,
for(i=0;1<{c->nr)*2+2;1++) c->xk{11=0;
free{c->xk);
}

/* Allocate memory for rc% context's xk and such. */
void rch_init{rch_ctx *c, int rounds)|

c-o>nr = rounds;

c->xk = (ud *) malloc(4*(rounds*2+2));

il

}

void rch_encrypt(rch _ctx *c, u4 *data, int blocksy{
ud *d,*sk;
int h,i,rc;

d = data;
sk o= {c->xk)+2;
for(h=0;h<bTocks;h++){
4ray += c->xkiol;
dl1] += c-oxk{11;
for(i=0;i<c-anr*2;i+=2)1
di0} *= d[13;
re = dl17] & 31:
dl0] = ROTL32(d[0],rc);
di0l += skiil;
ditl »= d{0];
rc = d[0] & 31;
dli] = ROTL3Z4dL1T,rc):
df13 += skli+17;
f*printf("Round %#03d : %081x %081x sk= %4081x %081x\n",i/2,
d{01,d17,sk{id,skli+131,*/
}
d+=Z;
}
}

void rc5_decrypt(rcS_ctx *c, ud *data, int blocks)!
ud *d,*sk;
int h,i,rc;

d = data;
sk o= (c->xk)+2;
for(h=0;h<blocks;h++){
ForCi=c->nr*2-2;1>=0;1-=2}{
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/Fprintt("Round %03d: %0B1x %081x  sk: %087x %081x\n",
a1, skDid, sk[i+11); */

dlld -= sk{i+1];

reo= dl037 & 31;

dl1] = ROTR32¢d[11,rc);

dl17 #= d{07;

01 -= sk{il;

= df1] & 31,

01 = ROTR32(d[0],rc):
]

) “o, ul Fkey, int keylen)!
ud *pi, ALB; /* padded key */

int xk._Ten, pk_ien, 1, num_steps,rc;

ul *cp;

xk_len

§, anyway.... */

1% P32 */

CooxklI] = c->xk[3-17 + 0xYe3779b%; /* Q37 */

xk_Ten;is+) |
A+ c-Oxklil;
B =B " cooxkfil;

into xk. */
end) num_steps = 3*pk_len;else num_steps = 3*xk_len;

i)
ien]

= ROTLIZ2(c->xkIi%xk_Ten] + A + B,3);
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8 = pkli%pk_Tenl = ROTLZZ2(pkli%pk. Ten]l + A + B,rc);

/* Clobber sepsitive data before deallccating memory. */
for(i=0:i<pk_Jen;i++} pkli] =0;

free(pk);

void mainivoid}i
rehoctx c;
ué dataf8);
char key[] = "ABCDE";
int 1;

prv-kntt(" ,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, \\n“)y

For{i=0;1¢8;i++) datali] = 1;
reb_init{&e,107; /* 10 rounds */
rch_key{(&c, key,5);

rch_encrypt{&c,data,4);

printf{"Encryptions:\n"y;

for(i=0;1<8;1+=2) printf("Block %01d = %08ix %C81x\n",
i/2,datali],datali+1]);

rch_decrypt(&c,data,d);

rch decrypt(&c,data+d,?2);

printf{"Decryptions:i\n"};

for(i=0;1<8;i+=27 printf("Block %#01ld = %087x %08Tx\n",
i/2,datali],datali+11);

A5

typedef struct {
unsigned long rl,r2,r3;
b oab_ctx;

static int threshold{ri, rZ, r3
unsigned ot rl;

unsigned int rg;

unsigred int r3:

i

i

int total;

total = (({rl »> 9) & Ox1) == 1) +
(({r2 »> 11) & 0x1) 1)+
(C0r3 3> 11) & 0x1) == 1);

if (total > 1)
refurn (0);
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unsigned long clock_ritetl, riy

int cti;
unsigned fong ri;

unsigned long feedback;

ctl 2= {{rl >> 9) & 0x13;

[
i
et

el > 16) 0 (rl >

i
[
S

{(feedback & 0x01)

= DY
rl m= 0xD1;

return (ri);

unsigned tong clock r2(ctl, r2)
int ¢ctl;

unsigned long r2;

i

unsigned lang feedback;

e
.
s
[
-
-

e 25> 21 (r2 >> 200 » (r2 >> 165 » (r2 123
r2 = {r2 <K 1) & Ox3FFFff:
f & OxD1

;
if (feedback x01)
ré t= 0x01;

i

return {r2);
¥
i

, 3

unsigned long feedback;

et = ({r3 >>» 11) & Oxi)s

it o{cti

f
feedback = (r3 >> 229 ~ (r3 3> 2L M (rd o> 18) ¢ (r3 > 173,
3= {r3 << 1) & Ox7frere,

cedback & Ox01)

r3 r= 0x01;

~
i

retyrn {(r3i;
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int keystream{key, frame, alice, bob)

unsigned char *key; /* 64 bit session Key */
unsigned tang frame; /* 22 bit frame sequence number */

unsigned char *alice; /7* 114 bit Alice to Bob key stream */
unsigned char *bob; /* 114 bit Bob to Alice key stream */
{
unsigned long rl; /* 19 bit shift register */
unsigned Tong rz: /* 22 bit shift register */
unsigned Tong r3; /* 23 bit shift register */
int i; /¥ counter for Toops */
int clock_ctl; /% xored with clock enable on each shift register */
unsigned char *ptr; /% current position in keystream */
urisigned char byte; /* byte of keystream being assembied */
unsigned int bits; /* npumber of bits of keystream in byte */
unsigned int bit; {* bit output from keystream generator */
/% Initialise shift registers from session key */
Pl o= (key[0] | (key[1] << 8) | (key[2] <C 16) ) & OX7Ffff;
r2 = (tkey[23 »> 3) | (key[3] << 5) | (key[4] << 133 | (key[5] << 21)) &
OX3FEFFTS
r3 = ({keyl[5] >» 1) | (keyl[&] << 7y | (key[7] << 15) ) & OxZFffff,

it

/* Merge frame sequence number inte shift register state, by xer'ing it
* into the feedback path
*/

for (1=0;1¢22;1++)
{
clock_ctl = threshold{rl, r2, r2J;
rl = clack_rl{clock_ctl, rl);
re = c¢lock_r2{clock _cti, ro);
r3 = ¢clock_r3f{clock_ctl, r3};
if (frame & 1)

{
ri = 1;
rg f= i
r3 A= 1
}
frame = frame >> 1;

1

/* Run shift registers for 100 clock ticks fto allow frame numbér to
* pbe diffused into all the bits of the shift registers
y

for (1=0;1<100;7++)
{
clock_ctl = threshold{rl, r2, r2);
rl = clock_rl{clock_ctl, ri);
r2 = ctock_r2{cltock_ctl, r2);
r3 = clock_r3{cliock ctl, r3j;

/* Produce 114 bits of Alice->Bab key stream */
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ptr = alice;
bits = 0y
byte = {;
For (i=0:7<114;7++)
{
clock_ctl = threshold(rl, r2, r2y:
rl = C]ng ri{elock ctl, rid;
rZ = clock_r2{clock_cti, r2y;
r3 = clock_r3tclock ctl, r3);

665

bit = ((rl >> 18) » (r2 >> 21) ~ (r3 >> 22)) & 0x01;

byte = (byte << 1} | bi t;
DitsH+;
if (bits == 8)
i
*otr = byte;
phrtt;
bits = 0;
byte = O
}
}
if (bits)
*pir = byte;

/% Run shift r@q'S"rs far ancther 100 bits to hide
* Alice->Bob key stream and Bob->Alice key stream.
*/

for (1=0;1<100;1++)
{

rl =
re =
rd =

/* Produce 114 bits of Bob->Alice key stream */

ptr = bob;
bits = 0y
byte = 0;

for (i=0;1<114;1++)
i
clock _ctl = threshold(rl, r2, r2);
rl = clock_rl{clock ctl, rly;
r2 = cltock_rz{clock_ctt, r2);
r3 = clock_r3{clock ”i?, r3);

relationship between

DIt = ((rl >> 18y ~ (p2 >> 21) » {r3 >> 22}) & 0x01;

byte = (byte << 1) | bity
bits++;

it (bits == 8)

1

1

*ntr = byte;
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ptrdt;
bits = 0;
byte = 0;
}
}
if {bits)
*ptr = byte;

return (0}

}

void ab_key(as_ctx *¢, char *k){

c->rl = k[0T€CI1[K[1T<K3 | k[21>>5 S CIY
c-dr2 = k[21K<171K[31<CO | K[AIKKL | K[BI>>7; /* 22 */
¢->r3 = K[51<CI5|k[61<<8 | K[7] ; Ik 23 %/

}

/* Step one bit in A5, return 0 or 1 as output bit. */
int ab_steplab_ctx *¢if

int control;

control = thrashotd(c->rl,c->rZ,c->r3);

¢->rl = clock_ri{control,c->rl);

c->r2 = clock_rz{control,c->r2};

c->r3 = clock_r3(control,c=>rd);

returnt (c->rirc->r2tc->r3jgly;

}

/* Encrypts a buffer of len bytes. */

void ab_encrypt(as_ctx *c, char *data, int lten){
int 1,3;
char t;

for{i=0;1<Ten;i++){
for(j=0:J<8;j++) t = t<<1 | ab_step(c);
dataliJr=t;

}

void a5_decrypt(ab_ctx *c, char *data, int len){
a5_encrypt{c,data,len);
}

void main{void){
a5 _ctx ¢;
char datal1007;
Char kEYE] = {1,?,3,4,5,6,7,8};
int i,flag;

for(i=0;1<100;i++) datalil = 1i;

ab_key(&c,key);
ab_encrypt(&c,data,100};

ab_key(&c,key);
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/
ab_decryptife,data,l);
> decryptide,data+tl,99);
ifldatalill=1)flag = 1;
crypt fd1 ed\n“), else printf{"Decrypt succeededi\n®);
1
H

SEAL

fgefin
#defin ToK 1
sdefing ER.SEAL_CALL 1024
typedef struct |
unsigped i
gn 3 sEZ651; 7%

swunpé 1org rf20); 7+
unsigned long counter;
unsigned lonyg
int ks_nos;

1 ctx;

ﬂfine
#lef 2
#define ROTi6(x
fdefine ROT24(x)
fHefine ROT27(x)

#define WORD(cp)

int gli i, k)
unsigned ”har *in;
int 1,

t

signed long

ursigned
ur;1qnec

unsigned
unsigred
unsigned

ON] t05201; /% 512 rounded up to a multiple of
256 rounded up te a multiple of
16 rounded up to multiple of 5 *

/* 32-bit synch value. */
ks_buf[HO RDS_PER_SEAL_CALLT;

5+ 5/
5 + 5%/
/

[
[

)
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unsigned char *kp;
unsigned Tong wi807;

unsigned long temp;

kp = in;

N0 = WORD(kp}; kp += 4;
hl = WORD(kp); kp += 4
h2 = WORD{kp); kp += 4:
h3 = WORD(kp); kp 4= 4;
h4 = WORD{kp); kp += 4,

pi<ile ;i)
wii] = 0
for (1=16;1<80;1++)
wiil = wli-33%i-81"wli-141*wl[i-16];

a = hi};
b o= hi:

M o™

o
o
o

for (1=0;1<20;14+)

temp = ROT27(a) + Fl(b, ¢, d) + e + wii] + 0x5aB27999.

e = d;

d = ¢

¢ = ROTZ(h);
b G,

a = temp:

for (§=20:140 i++)

temp = ROT27(a) + F2(b, ¢, d) + e + wii] + Ox6ed9chal:

e = (;
d = ¢;
co= ROT2(b);
b = a;

§

a temp;

For (7=40;1<¢60:i++)

temp = ROTZ7{a) + F3(b, ¢, d) + e + w[i] + O0x8f1lbbcde;

e d;
P o= ¢y
c = ROTZ(b},

g
i

a r
a = temp;

for (1=60;1<80;i++)

H
temp = ROTZ7(a) + Fd(b, ¢, d} + e + wlil + Oxcab2cldé;
e = d;
d = c;
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h[ g3
e ;
hl2l = ha+e:
= h3+d;

= hid+e;

return (ALG_0K);

unsigned Jo
unsigned
int i;

unsigned long

(voidy gla,

for (1=0;1<510;i+=5)
glkey, /5, &lresult->t{ily),
/* horribie special cas the end %/
73
2 1++)
11 = h[i-5107;

*+1, so have horrible special case for the start %/
/5, hy;

=4, 1<254;14=5)
glkey, (1+0x10003/5, &lresuit->sfily);
1 e
)

/% herribl for the end */

/% (x
g{key,

(5=

for (

*

orribl

return (ALG 0K
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}

int seal(seal_ctx *key, unsigred long in, unsigned long *out)
{

int 1;

int i;

int 1;

unsigned long a;
unsigned long b;
unsigned ltong c;
unsigred ltong d;
urisigned short p;
unsigred short gq;
unsigned Yong nil;
unsigned long n2;
unsigned Tong n3;
unsigned Ton 4,
unsigned long *wp;

wp = out;

for (1=0;1<4;1++)
g = in * key->r[4*17;
b= ROTB(in) » key->rid*T+i];
¢ o= ROTIG(InY ~ key->rid4xi+2]:
d = ROT24(in} » key->ri4%1+37;
for (j=0;3<2;j++)

po=a & OUx7fcy
bo+= key->tip/471;

a = ROT9(ay;
p=1>b & Ox/fc;

¢ 4= key->t{p/4];
b = ROTS{b);

p=c & Ox/fc;
d 4= key->tlp/dd;
¢ = ROT9(cy;

p=d & Ox7fc;
@ += key->t{p/43;
d = ROT9(d};

G s
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a = ROT9(al;

D= Db & Dxife,
¢ += key->t{p/47;
b = ROTY(b);

p=c & Ox7fc;
d += key->t{p/471;
¢ = ROT9(c);

P =d & Ox7fc;
a += key->t{p/4];
d = ROTY(d);

/* This generates 64 32-bit words, or 756 bytes of keystream, */
for (1=0;9<64:7++)

= a & Ox7fc;
+= key->t[p/47;
= ROT9{a);

A a;

[ <1}

g =Db & Ox7fc;

€ "= key->tfq/4];
b o= ROTY(b):

C = b;

po=({p+¢y & Ox7fc;
d += key->t{p/d];
¢ = ROT9(cy,

d "= g

= {q+d) & Ox7%c,
b= key->tlg/4];
= ROT9(d);

+=

ot

=%

P = (p+ta) & OxJfc;
b "= key->tlp/d];
= R0T9(a);

@ o

= (g+b} & Ox7fc;
C b= key->tigq/4];
= ROT9(D);

[N

j=g

D= (ptc} & Ox7fe;
d "= key->t[p/4];
¢ = ROT9(c);
¢ = {g+d) & Ox7fc;
a += key->tlg/4];
d = ROT9(d};

Wp o= b+ key->s[4¥i];
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WhHE;
*Wp = ¢ key->s[A¥i+1];
WPt
*wp = d + key->s{4*i+27;
WpHF;
*Wp = a » key->s[4*i+31;
WD+
if (1 & 1)
!
g += n3;
C 4= né;
!
efse
{
a += nl;
C +=n7;

1
return (ALG_DK);
}

/* Added call to refill ks_buf and reset counter and ks_pos. */
void seal_refill_buffer(seal_ctx *c}!
seal{c,c->counter,c-ks_buf);
c=>counter+t;
¢->ks_pos = 0
}

void seal _key({seal_ctx *c, unsigned char *key){
seal_init{c,key);
c->counter = 0; /* By default, init to zero. */
c->ks_pos = WORDS_PER_SEAL_CALL;
/* Refill keystream buffer on next call. */
}

/* This encrypts the next w words with SEAL, */
void seal_encrypt{seal_ctx *c, unsigned long *data_ptr, int w)i
int 1;

for(i=0;i<w;i++){
1f{c->ks_pos>=WORDS_PER _SEAL_CALLY seal_refill_bufferfc)
data_ptrlilrt=c->ks_buf{c->ks_pos];
c->ks_past+t;

]

void seal_decryptiseal_ctx *c, unsigned Tong *data_ptr, int w) {
seal_encrypti{c,data_ptr,w);

i

void seal_resynch(seal_ctx *c, unsigned long synch word)!
c->counter = synch_word;
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void

.
L
.
(=)
—
3
[
jes}
el

Fey
PO 1vn" g,

;
seal_key(&sc,key);

Bii4+3 buflil=0;

;11000 i++) £t = ¢ A pufiil;
! FOROR of buf is %087x.\n" t)

i
3

’

ai decrypt{&sc,buf, i),
ea?wdecrypt{&sc,buf+},999);
Ta 0 ‘

Vo

yot failed. \n"):
succeeded.\n")

intf{"Decrypt
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using one-way hash func-
tions, 351-354
whitening, 366-367
xDES!, 365-366
Block length, doubling, 363
Block replay, 191-193
Blocks, 4
Blowfish, 336-339, 354,
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367-368
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Chosen-key attack, 7
Chosen-plaintext attack, 6-7,
359
Chosen-text attack, 7

Cipher:
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Cipher block chaining mode,
198-197, 208-210
DES, 277278
error exténsion, 196
error propagation, 195-196
initialization vector, 194
message authentication
codes, 456
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secarity, 196-197
self-recovering, 196
triple encryption, 360-361
Cipher block chaining of plain-
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Cipher block chaining with
checksum, 207-208
Cipher-feedback mode,
200-202, 208-210
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error propagation, 201202
initialization vector, 201
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Ciphertext, 1-2
auto key, 198
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Ciphertext-only attack, 5-6
Cleartext, see Plaintext
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Clipper key-escrow, 328
Clipper phone, 594
Clock-controlled generators,
381
Clocking, 381
CoCom, 610
Code, 9
Coefficients, solving for, 248
Coin flipping, 89-92
fair, 541543
into a well, 92
key generation, 92
using Blum integers, 543
using one-way functions, 90
using public-key cryptogra-
phy, 90-91
using square roots, 541-542
Collision, 166 '
Collision-free, 30
Collision-resistance, 429
Combination generator, 381



746

Index

Combining function, 381
Commercial COMSEC Endorse-
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phy, 28-29
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encryption, 216-220
Communications Setup,
517-518
Complementation property, 281
Complement keys, DES,
281-282
Completely blind signatures,
112-113
Complete set of residues, 242,
Complexity-theoretic approach,
stream ciphers, 415-418
Complexity theory, 237-242
algorithms, 237-239
complexity of problems,
239-241
Compression, 226
Compression function, 431
Compression permutation,
273274
Compromise, 5
Compromised keys, 182183
Computational complexity, 237
Compurationally secure, 8
Computer algorithms, 17
Computer clock, as random-
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Computer Security Act of 1987,
600--601
Computing, with encrypted
data, 85-86, 540-541
COMSET, 517-518
Conditional Access for Europe,
606-607
Conference key distribution, 524
Confusion, 237, 346-347
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406-407
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Contract signing, simultaneous:

with an arbitrator, 118
withaout an arbitrator
face-to-face, 118119
not face-to-face, 119120
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120-122
Control Vectar, 180
Convertible undeniable signa-
tures, 538-539
Coppersmith, Don, 94, 266,
280, 283, 293, 398, 457
Coppersmith’s algorithm, 263
Correlation attack, 380
Correlation immunity, stream
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Correlations, random-sequence
generators, 425
Counter mode, 205206, 209
Counting coincidences, 14
Crab, 342-344
Credit cards, anonymous, 147
Crepeau, Claude, 555
Crypt{l}, 414
CRYPTI(3}, 296
Cryptanalysis, 1, 5-8
differential, see Differential
cryptanalysis
FEAL, 311-312
GOST, 333-334
IDEA, 323
linear, 290-293
LOKI?1, 316
Madryga, 306
N-Hash, 434-435
related-key, 290
Snefru, 432
types, 5~7
Cryptanalysts, 1
Crypt Breakers Workbench,
414
Cryptographiers, 1
Cryptographic algorithm, see
Cipher
Cryptographically secure
pseudo-random, 45
Cryptographic facility, 562
Cryptographic mode, 189
Cryptographic protection,
databases, 73-74
Cryptographic protocol, 22
Cryptography, 1
CRYPTO-LEGGQ, 414
Cryptologists, 1
Cryptology, 1
CRYPTO-MECCANO, 346

Cryptosystems, 4
fair, 97
finite automaton public-key,
482
hybrid, 32-34
security, 234-235
weak, 97
Cusick, Thomas, 312
Cut and chaose, 103
Cypherpunks, 609

Daemen, Joan, 325, 341, 349
414
Damgard, Ivan, 446
Damm, Arvid Gerhard, 13
Data, encrypted:
computing with, 85-86,
540-541
discrete logarithm problen,
540-541
for storage, 220~-222
Databases, cryptographic pro-
tection, 73-74
Data complexity, 9
Data Eneryption Algorithm, see
Data Encryption Stan-
dard
Data Encryption Standard, 17,
265-301
adoption, 267-268
algorithm, brute-force attack
efficiency, 152-153
characteristics, 286-288
comimercial chips, 279
compared to GOST, 333-334
Compression permutation,
273-274
CRYPT{3}, 296
decryption, 277
description, 270
DESX, 295
development, 265-267
differential cryptanalysis,
284-290
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273-275
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generalized, 296-297
hardware and software imple-
mentation, 278-279
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key transformation, 272-273
liear cryptanalysis, 290-293
modes, 277-278
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related-key cryptanalysis, 290
RIPE-MAC, 457458
S-boxes, 349
alternate, 296-298
design criteria, 294
key-dependent, 298, 300,
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substitution, 274-276
security, 278, 280-285
algebraic structure,
282-283
complement keys, 281282
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key length, 283-284
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possibly weak keys,
281-282
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semiweak keys, 280-281
weak keys, 280-281
$"DES, 298-299
sourge code, 623-632
speeds on microprocessors
and computers, 279
validation and certification of
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Data Keys, 176
Davies, Donald, 562
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Davies-Price, 358
Decoherence, 165
Decryption, |
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key-error detection, 179
knapsack algorithms, 465
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with symmetric algorithm, 4
den Boer, Bert, 434, 436, 441
Dienning-Sacco protocol, 63
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Dereferencing keys, 221-222
Derived sequence attack, 381
Designated confirmer signa-
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Desmedt, Yvo, 81
DES, see Data Encryption Stan-
dard
Destruction:
information, 228-229
of keys, 184-185
DESX, 295
Dictionary attack, 52, 171-173
Differential cryptanalysis,
284-290
attacks against
DES, 288-290
DES variants, 298
Lucifer, 303
extending to higher-order dif-
ferentials, 293
strength against, block cipher
design theory, 348349
Differential-linear cryptanaly-
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Diffie, Whitfield, 31,37, 122,
216, 283, 419, 461, 501,
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Diffie-Hellman;
EKE implementation,
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extended, 515
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fair, 546-547
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key exchange without
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with three or more parties, 514
Diffie’s randomized stream
cipher, 419
Diffusion, 237, 346-347
Digital card, properties, 146
Digital cash, 139--147
anonymous, 139
credit cards, 147
money orders, 140
double spending problem,
140-141
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on-line systems, 145146
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perfect crime, 145
practical, 145
secret splitting, 142145
Digital certified mail, 122--123
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493
description, 486488
ElGamal encryption with,
490-491
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483-486
RSA encryption with, 491
security, 491-492
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534-536
foiling, 536
variants, 494495
Digital signatures, 34-41
algorithms, 39
applications, 41
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convertible undeniable signa-
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with encryption, 41-44
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fail-stop, 85
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multiple, 39-40
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cellular automata, 500
Digital Signature Algo-
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ture Algorithm
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public-key, 158-165
DNA computing, 163-164
guantum computing,
164-165
recommended lengths,
161~163
symmetric, 151-158
biotechnology as cryptanal-
ysis tool, 156-157
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attack, RSA, 472-473
Luby, Michael, 352
Luby-Rackoff, 352-353
xDESY, 365
LUC, 481
Lucas number, 481
Luccio-Mazzone, 501
Lucifer, 266, 303-304
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245-246
inverses modulo a number,
246-248
Jacobi symbol, 252-253
Legendre symbol, 251
modular arithmetic, 242-245
Montgomery’s method, 244
prime numbers, 245
quadratic residues, 250-251
solving for coeffieients, 248
Nyberg, Kajsa, 348

Oblivious transfer, 116~117,
550




Index

753

Oblivous signatures, 117
OFB, see Output-feedback mode
Ohta, Kazuo, 146; 501
Ohta-Okamoto identification
scheme, 508
Okamote, Tatsuaki, 146, 501
1/p generator, 414
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P-boxes:
design criteria, 294
permutation, 275, 277, 316
PEM, see¢ Privacy-Enhanced
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secrets, 123124
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one-way hash functions,
38-39
Versus symmetric cryptogras
phy, 216-217
Public-Key Cryptography Stan-
dards, 588-589
Public Key Partners, 604-605
Public-key ring, 585
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