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Why it’s Hard to Deliver Content to Mobile Devices

The Problem

Delivering easy to use content to mobile devices today is difficult for the content
provider. There are a myriad of devices that have different functionalities and
many more are expected to surface over the near term. As a result, there is a
growing need to deliver this content in the most suitable and aesthetically
pleasing way so that it is custom-tailored to each device, while leveraging the
best features specific to every device. This delivery platform must work with
today’s devices, while being extensible for tomorrow’s.

The following functional elements must be taken into account when delivering
content to a mobile device. Figure 1 further illustrates these elements.
Enterprises and content providers need an easy way to deliver the “right”
content, while taking into account the below mentioned elements

« Device language - Devices can support languages like WML, HDML,
HTML, compact-HTML, or Palm WebClippings. Even if two devices speak
the same language, there is no guarantee that they each interpret and
render content the same way. For example, the way WML is rendered on
Nokia devices is very different from the way it is rendered on Phone.com
devices.

+ Device display - There is a large variation in the way content is
displayed across different handheld devices. Some displays are long and
some are wide. Some browsers can display images and some do not.
Some displays support color in various depths, some support grayscales,
and support only black and white. Moreover, resolution and legibility vary
differently from display size. Wireless web content must be able to
overcome these constraints while delivering the relevant content.

o Device input - Mobile phones usually only have a numeric keypad, while
PDA’s have stylus input. Some devices like the RIM Blackberry have a full
keyboard. Some devices even support voice commands.

¢ Character Encoding - Some devices require content to be delivered
using a special character encoding. For example, the i-mode phones
require content in Shift-JIS encoding in order for Japanese characters to
appear correctly.

e User preferences - Often, users will want content in a particular
language or style. If a users wishes to see content in French, it should be
available in French without having to author a second web site. In
addition, users may prefer to see only text content in order to speed up
content delivery, or prefer to see graphics-rich content on their color PDA
display.

Typical Ways of Solving this Problem

Developers have tried many different approaches for solving the dilemma of
serving content to all mobile devices. Here a few examples:

2000-11-09-CF-1 3

Page 5 of 20 (IPR2023-00759)
Netflix, Inc. v. GoTV Streaming, LLC



1. Multiple Versions of Content Approach

In this approach, the content developer creates multiple versions of web sites for
each major device technology. For example, there may be one site dedicated to
serving content to Phone.com-browser phones. Another site may serve content to
Palm pilots. Another may serve to Nokia phones, etc. The obvious disadvantage
to this approach is the issue of (a) the time and effort involved in building these
sites, (b) the effort involved in keeping them updated and in synchronization,
and (c) the inability to specialize content within a category (for example, all
Phone.com browsers will be delivered the same content).

2. Lowest Common Denominator Approach

A content developer can build one site that delivers content to multiple devices,
but only use features that are common to each device. For example, a content
developer can build a wireless web site in WML, not use Phone.com extensions,
and be very careful about how it is built so as to work correctly on all devices.
There are numerous disadvantages to this approach: First, the site will never be
able to reach every device. In this example, older wireless phones that use
HDML, and even the Palm VII's, would not be able to access this site. Second,
the devices that are able interpret the site will deliver content which does not
look right, and does not take full advantage the various features of the device.
In order to enable the correct display the site would have to be text-only, and
difficult to navigate. For example, many phone browsers require special
instructions to get the BACK button to work properly.

3. Web-Scraping Approach

In this approach, the content developer purchases a software package that takes
a standard HTML web site and converts it into a language a mobile device can
understand. Even though this approach might seems attractive given its low cost,
most existing web sites are not suited for the content of mobile applications and
the navigation of mobile devices. Moreover, maintaining a site using “web
scraping” is difficult, since it requires keeping the translation rules in sync with
the HTML content. Most importantly, web applications are fundamentally
designed with a different paradigm than wireless web applications, and are not
readily translated to mobile devices - let alone being tailored to a large set of
devices. Therefore, web-scraping tools will generally not result in a wireless web
site that is easy to use.

4. Common Language Approach

The best solution is to author content in any easily extended language that can
be translated into a variety of different mobile device markup languages. This is
how Kargo has implemented its Mobile Content Framework. Content is authored
in Kargo's Generic Markup Language (KGML), and then transformed upon request
to a language best suited to the end user’s device. KGML. is designed to enable
the content developer to describe content at a more abstract level than the
typical wireless markup languages like WML, HDML and HTML. These markup
fanguages focus on how content is rendered on the device, while KGML focuses
on generic, but smart, objects whose transformation is tailored to specific
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devices. During this transformation process, parts of Kargo's MCF ensure the
best type and length of text is used, the best type and size of image is used, and
the content is well suited and customized for the device, and user.
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Figure 1 - Variables in Delivering Content to Mobile Devices
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Kargo’s Mobile Content Framework Solution

Kargo’s Solution

Kargo's Mobile Content Framework (MCF) solution provides a platform comprised
of many features that enable the content developer to easily build an effective
wireless web site. By authoring content in KGML and using the technologies in
Kargo’s MCF, the content developer is able to quickly and easily build wireless
web applications that target today’s devices. Since each device is different, their
technologies must be exploited, and their limitations overcome. Kargo’s MCF
handles these issues, while being truly extensible for future devices.
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Figure 2 - Mobile Content Framework Features

Features of Kargo’s Mobile Content Framework

As illustrated in Figure 2, the following features are included in Kargo’s MCF.
These features can be used selectively, or collectively, to provide the best
content for mobile devices. Each feature is described below:

Kargo Generic Markup Language and Translation

Kargo’s Mobile Content Framework offers its own brand of markup language
known as Kargo Generic Markup Language (KGML) with which to describe
wireless web content. This language is geared exclusively to mobile devices, and
combines features of the most common markup languages like WML, HDML and
HTML in order to provide the most robust features.
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KGML has been carefully designed at a level above other content markup
languages such as WML, HDML and HTML. KGML focuses on “logical widgets”
that are translated to content that function correctly, and work better, for each
and every device. KGML is designed to overcome the challenges of graphics and
user-input on small devices. For example, a good paradigm for delivering
content on mobile phones is a “9-grid” as illustrated in Figure 3. A graphicis
displayed and broken up into 9 segments (like a tic-tac-toe board), and each
number on the keypad of the mobile phone is an input link to each segment of
the grid. This paradigm works well when navigating and zooming maps. This
paradigm, however, does not hold true with PDA’s since they do not have
numeric keypads. In this case, a PDA would display the “9-grid” using a set of
anchored images that can be clicked on using the PDA’s stylus.
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Figure 3 - Kargo's 9-Grid Technology

KGML has been developed such that it is “device-smart”. It is able to determine
the idiosyncrasies of each device. For example, the WAP browser on Nokia’s
phones do not display lists in the same fashion as the browsers on Phone.com
phones. Some devices have two programmable “soft-keys”, while others have
one. KGML knows these limitations and features, and adjusts to them. KGML is
also extensible so that as new devices are available, new translation sheets can
be added easily. For example, if a new device supports a brand-new markup
language, a translator for this new device can be added seamlessly, without
changing any piece of the core KGML architecture.

KGML includes the following key features:

¢ Ability to be translated on the fly to a device’s native language. Kargo’s
Mobile Content Framework translates KGML into other markup languages
on the fly using XML-based technologies. Content is translated from
KGML to languages like WML, HDML and HTML, plus device-specific
variants of each of these languages. For example, some devices require
their own special translation rules.

+« KGML tags, which are simple to use, represent “widgets” which are at a
higher level of abstraction than prior standard wireless markup languages.
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For example, a KGML “Date-Chooser” renders one way on the limited
screen sizes of mobile phones (possibly through a series of WML decks),
and another way on a PDA (all on one screen).

+ FEasily extensible since new tags can be added by the content developer.
The developer can specialize the behavior of any KGML tag (new and old)
by updating or adding to the translation rules.

*» Any system can generate KGML. KGML can originate from Java Server
Pages, Active Server Pages, Perl, PHP, or many other web content
management packages.
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Figure 4 - KGML Translation

Figure 4 illustrates what happens when a KGML stream is fed into the translation
engine. First, the stream of KGML enters into a set of filters that alter many of
the “logical” tags into “physical” tags (as explained later in “Device Image and
Text Selection”). Then, KGML content is translated using any number of
translation sheets. The stream can then be filtered through another level of
processing in order to accommodate device requirements such as character
encoding.

Application Framework
Kargo’s MCF framework features include:

*» Logging of application messages. These messages can have levels to
specify debug, informational, warning and error conditions and are
important for developing and debugging large scale wireless web sites.

» Database framework including connection pooling. Database parameters
are kept in a properties file to ease deployment from development to test
to production.
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» Automated session handling will use cookies (if the device supports them),
or transparently use URL rewriting if the device does not. Session
handling, including URL rewriting, is automatic, so no extra development
effort is required.

Device Identification and Capability Checking

All mobile devices and their capabilities are kept in a device registry. This
registry is an XML file, and allows the content developer to group devices
together, and keep track of the specific features of each device. This registry
also contains a set of rules used to determine which device is connecting to the
Mobile Content Framework. These rules are important since all mobile devices
identify themselves differently. Once the type of device is identified, attributes
such as screen size, color depth, browser version and type, and translation rules
become known.

Changes can be made to the device registry on an application-specific basis. In
this case, however, the system allows the content developer to receive automatic
updates of the device registry for new devices from Kargo while maintaining a
separate registry for application specific device groupings and capabilities.
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~ Screen size ' \A#x96
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Figure 5 - Device Determination

Figure 5 illustrates how MCF determines the mobile device and its capabilities.
Information is passed into the framework via the HTTP request from the mobile
gateway. Some gateways identify the device and provide their own set of device
capabilities, some gateways identify the device but do not provide capabilities,
some gateways identify the “family” of the device, and others do not even
identify the device. Kargo’'s MCF takes all of this information, processes it against
a set of device-identification rules, and then informs the rest of the framework
about the device.
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Dynamic Image and Text Selection

One of the most challenging aspects of delivering content to mobile devices is
delivering the right format of content. Some phones only support 1-bit BMP
images, some PDA’s support GIF's, and many browsers do not support images at
all. The same problem arises when providing text to a mobile device. Some
screens are large and some are small. For example, it may be best to limit the
size of a restaurant review to one sentence when communicating with a mobile
phone, but one paragraph may be better when communicating with a PDA with a
much larger screen.
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Figure 6 - Dynamic Item Selection for Images

Kargo’s Mobile Content Framework solves this problem by moving the decision of
which image or text element to display out of KGML, and into resource registries.
The framework can use the registry to decide what is the best content to deliver

to a device at any given time. This is known as “Dynamic Item Selection”. Here
are some of the features:

o KGML is marked up with “logical” image and text identifiers. The
processor looks up the “logical” identifier in the appropriate image or text
registry, and processes rules to determine which is the best “physical”
item. The KGML stream is filtered on the fly to represent the “physical”
item.

+ Rules can be placed into the registry to deliver content based on many
different variables such as the actual type of device, a device’s group
(devices can be placed into many different groups, such as “big browser”,
or “color browser”, or “PDA"), and the user’s preferred language (for
serving different language pages without having to modify the page
content!).
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» Build-in filename conventions allow images to be served to specific
devices, and groups of devices, just by naming the file the right way! Of
course, if naming conventions are not followed, specific rules can be
added to the image registry to server an image to a device.

Dynamic Image Scaling

Kargo’s Mobile Content Framework includes dynamic image scaling. This feature
allows a content developer to provide only a small set of images during design
time, and have the framework generate images guaranteed to be displayed
correctly on each device. The image-scaling framework:

s Scales and crops images to the right size
o Translates from one image format to the next
s Caches generated images to avoid translating an image more than once

e Pre-generates images to allow content developers to see all images before
they are served to a device

HTML to KGML Translation

Kargo's Mobile Content Framework also includes support for web-scraping
technology. This allows content to be authored in HTML, and translated on the
fly to KGML, which again is transformed into content best suited for the
requesting device - all without having to change the originating HTML source.

Since this technology goes through two separate translation steps, the process
will always be slower than authoring in KGML alone. However, it does serve a
purpose: content developers can (a) easily and quickly get an existing HTML site
onto the wireless web, and (b) provide a learning bridge for building robust and
full-featured applications using just KGML. In this model, content is still authored
in KGML, however the KGML is embedded with rules that determine where in the
HTML document to obtain dynamic content.

Page Caching

One of the biggest problems with translating content on the fly is the
performance penalty paid during each web page request. Kargo’s Mobile Content
Framework provides multiple stages at which to cache completed page request in
order to improve the performance of subsequent requests.

The page cache will work at two different levels:

» The post-process cache - After an application retrieves dynamic data
from the database, user-preference system, or anywhere else, the KGML
page will be persisted to disk. Subsequent requests for the same page
will not require expensive system calls. Since this caching is performed
before the device-specific translation, it is good for pages whose contents
change fairly infrequently, and are not user or device dependent. For
example, a page that is rendered from a fairly timely database call can be
cached before filtering and translation.

2000-11-09-CF-1 11
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+ The post-translate cache - After KGML has been processed, the
framework then translates it into a device-specific markup language
(WML, HTML, etc.). At this point, the page is persisted to disk and
subsequent requests for the same page do not require processing. This
form of caching is good for highly customized pages that are directly
targeted to a user and/or a device.

The content developer will be in complete control over how a document is
cached, and how long the page remains in cache.

In 2Q2001: Graphical Development and Testing Environment

Although the current version of Kargo's Mobile Content Framework exhibits a
high degree of flexiblility, we recognize that it could be made even easier. The
2.0 release in early 2001 will focus on making wireless web applications easier
and faster to implement. Some features that will be incorporated into this
release include:

+ Automated installation tool so the Mobile Content Framework will install
and integrate effortlessly with pre-installed Java Serviet engines.

s Graphical development environment so content developers can build
wireless applications without having to write any code. Since content may
change with each device, an automated testing environment will make
sure content will display correctly before they are deployed to a device.
This feature will answer the question of "What content will be delivered to
this device?”

Architecture Overview
MCF’s Core Technologies

Kargo’s Mobile Content Framework uses a few different technologies to perform
its work. These technologies include:

* Java and Java Servlets —~ All components of Kargo’s Mobile Content
Framework are developed using the Java 1.2 SDK, and the Java Servlet
2.2 specification. You will need to provide your own Servlet engine which
supports the 2.2 spec, but there are plenty of free implementations to
choose from. Your choice of web server will depend on the Servlet engine
being used. An example of an implementation scenario is the Apache Web
Server with Apache Tomcat Serviet engine on Linux. This implementation
is licensed entirely under the Apache Software License, and can therefore
be deployed free of charge (please see http://www.apache.org/ for
information on these products). Keep in mind that the web server and
servlet engine do not need to be the source for your web content.

» XML and XSL - The Extensible Markup Language (XML) is used to author
KGML itself, and the Extensible Stylesheet Language (XSL) is used to
author the rules that translate KGML to device-specific languages. These
technologies are open standards that can be found at
http://www.w3.0rg/. Kargo’s Mobile Content Framework uses The Apache
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Page 14 of 20 (IPR2023-00759)
Netflix, Inc. v. GoTV Streaming, LLC




Software Foundation XML Parser (Xerces) and XSL Processor (Xalan) and
is distributed according to their license.

Walkthrough of a Logical Transaction

It may be a little tough to understand how Kargo’s Mobile Content
Framework functions without seeing the flow of processes from the
beginning where a device requests a page, to the end where the framework
delivers device-specific content.

Flgure 7 ||Iustrates thls process.
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Figure 7 - Process flow of Mobile Content Framework

1. Device requests web page — A mobile device or PDA requests a page from
a server running Kargo’s Mobile Content Framework. This request ultimately
results in an HTTP page request to the Web Server.

2. Web server and servlet engine process the request - The web server
accepts the network connection and the HTTP request, and determines the
request should be passed to the Servlet Engine. The Servlet Engine then
directs the request to the appropriate page or servlet destined to generate
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KGML. Please not that this configuration is entirely dependent on the web
server and Servlet engine being used. However, you can be guaranteed that
this process will work flawlessly as long as your serviet engine supports the
Java Servlet 2.2 specification.

3. Device Identification — The headers of the HTTP request are examined in
order to determine the type of device and a suitable XSL stylesheet to use for
the device-specific translation.

4. Device Registry = An XML registry of devices is consulted to determine
device capabilities (screen size, browser version, etc.)

5. Session Management - A session is started to minimize subsequent
processing, and serve as a temporary place for applications to store transient
information (like the contents of a “shopping cart”).

6. Business Logic ~ This is where application content is generated. Business
rules, database queries, personalization engines, and other systems can be
leveraged to build dynamic content for the end user.

a) Dynamic KGML - KGML can be generated on the fly by a Java Servlet, by
a Java Server Page, or any other system which can generate dynamic
content (PHP, Perl CGI, or other 3™ party content management packages)

b) KGML can also be generated from other sources outside of MCF.

c) External database can be queried using JDBC. You can also ieverage the
built-in database framework and connection pooling classes.

d) Hooks into existing authentication and authorization systems can
programmed.

e) Kargo's Mobile Content Framework includes the client API to interact
directly with Kargo’s personalization service so user preferences can be
extracted from a global shared repository.

f) The API to communicate with Kargo’s Location Based Services framework
is also included.

7. Static KGML ~ Once all dynamic “business” processing is complete, the
resulting KGML is fed into the content translation system.

8. Dynamic Image Processing — The KGML stream is examined in order to
substitute the most appropriate image with regards to the device, and user
preferences.
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9. Dynamic Text Processing ~ The KGML stream is examined in order to
substitute the most appropriate text with regards to the device, and user
preferences.

10. XSL Processing -~ KGML is translated into a language the requesting device
can understand. The stylesheet determined in Step 3 is used to perform the
translation.

11. Content is sent back to the device - The requesting device obtains the
content, and renders it for the user.

Extensibility and Scalability

Kargo’s Mobile Content Framework is easily extendible and scalable. The content
developer can configure and add to the framework in the following areas:

* Tags can be added and removed from the KGML language. A developer
can include new KGML tags that can almost anything. A new tag can be a
composite of existing tags, or it can represent an entirely new idea.

» Content filters can be inserted to add new functionality, or address special
characteristics of new types of devices (special character encodings,
scripting languages, etc.)

e As new devices become available, the content developer can freely add
these new devices to the registry, and rules to recognize those devices.
Alternatively, a subscription plan can ensure that an enterprise always
obtains the most recent version of this file,

+ Database classes aliow many different options for pooling database
connections in order to perform fast database access.

Example KGML

The following is a sample of KGML which illustrates some of its basic features.

<?xml version="1.0" encoding="utf-8"7?>
<kgml:kgml xmlns:kgml="http://www.kargo.com/kgml" version="0.9">
<kgml:doc version="1.0">
<kgml:title>NY Nightlife</kgml:title>
<kgml:block id="splash">

V== EXAMPLE 1 ~-->
<kgml:button href="index?a=main"
keytype="accept" type="go" labelid="enter"/>
<kgml:p align="center">

<!-—- EXAMPLE 2 -->
<kgml:img srcid="logo" alt="My Nightlife”
border="0"/>

<kgml:br/>
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<!-- EXAMPLE 3 -->
<kgml:text id="welcome"/>

<t-- EXAMPIE 4 -->
<% if ((String)session.getAttribute("lang") ==
null)
out.printin("<kgml:a
href=\"index?a=chlang\">Choose
Language</kgml:a>");
% >
<kgml:br/>
<kgml:br/>
</kgml:p>
</kgml:block>
</kgml :doc>
</kgml:kgml>

Example 1 shows the abstract nature of KGML. The <kgml:button> element will
be displayed as a “soft-key” for WAP devices, but as a “link” for devices which
understand only HTML.

Examples 2 and 3 illustrates KGML's Dynamic Item Processing feature. Notice
that in Example 1 the text “logo” is placed into the srcid attribute instead of the
URL to the actual image. The text “logo” is used to index into a set of rules to
determine the best image to display for the specific device. For example, the
framework may determine that “logo.gif” is the best image for the given device,
or possibly “logo-nok7100.wbmp” is the best image. The important thing to
understand is that the KGML itself does not determine the “physical image” to
display - only the “logical” image.

Example 3 illustrates the same principal, but with text. The id “welcome” may be
translated to “Bonjour” for users who specify French as their preferred language,
or possibly “Welcome to our site, please take a look around!” for wireless devices
having a larger display.

Example 4 shows how Java code can be inserted directly into the KGML. In this
case, a Java Server Page is rendering the KGML. However, remember that KGML
can be generated by many different web technologies like ASP or Perl CGL.

Integration with Other Systems

Kargo knows that content can and will be generated from a variety of different
web systems. Although Kargo’s MCF uses Java Servlets to perform its work,
content can be generated using any web technology.

« KGML Content - Almost all web technology tools can be leveraged to
generate KGML. Since KGML. is just a plain XML document, tools like PHP,
ColdFusion, Perl CGI, Vignette, Microsoft Active Server Pages, and Java
Server Pages can be utilized to generate dynamic KGML. Kargo’'s MCF
dispatcher will automatically query these services, and translate the
content to a form best suited to the requesting device.
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» HTML Content - Using Kargo’s HTML to KGML engine, content can be
written in HTML and converted on-the-fly to a language best suited to the
requesting device, without changing the source HTML.

¢ XML Content - Content developers can generate content using XML, and
then provide XSL stylesheets to translate the XML into any markup
language. This is ideal in cases where dynamic XML content is obtained
from a database, or third-party source, and needs to be rendered into
KGML, or any other XML variant.
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Figure 8 - Integration with Other Content Systems

Figure 8 illustrates how content can originate from different sources, and be
translated on the fly by Kargo’s Mobile Content Framework.

1. The wireless language first requests a page from the MCF. The
framework will immediately determine the type of device with which it is
communicating, and initiate a session.

2. The dispatcher picks up the request, and determines from where to
obtain the data. The dispatcher can choose to serve the page from cache,
or obtain the page again from the data source.

3. The data is retrieved, and translated. The appropriate data source is
contacted, and the resulting stream of data is obtained. This data can be
KGML, or any XML file. It can even be plain HTML. The data source can be a
web site, a static file, a Serviet or a Java Server Page. Once the data is
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obtained, it is processed through a variety of filters and translation rules to
retrieve the end-result content.

4. The cache is updated, and the resulting page is returned to the
device. The resulting stream is saved to cache (if appropriate) so
subsequent requests will be processed instantaneously,
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