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NON-VOLATILE SEMICONDUCTOR MEMORY
WITH SCRAM HOLD CYCLE PRIOR TO
SCRAM-TO-E2PROM BACKUP TRANSFER

BACKGROUND OF THE INVENTION

The invention relates to non-volatile semiconductor
memory systems including a volatile high speed SRAM
(static random access memory), a non-volatile EZ
PROM (electrically eraseable programmable read only
memory) backup memory, and circuitry for transferring
the contents of the SRAM to the E2PROM in response
to onset of a power interruption or failure.

In the past, core memory systems have been widely
used where non-volatile RAMs were required, since the
ferrite cores used therein are inherently non-volatile.

The technology for semiconductor memories has
advanced rapidly, making semiconductor memories
faster, more reliable, and less costly than core memo-
ries. However, in applications where non-volatile mem-
ory is required, the problems of volatility of available
semiconductor RAM storage cells, the slow write speed
and wear out factor of EZPROM circuits that might
otherwise be used as backup memories, the large
amounts of power required to sustain data storage in
available semiconductor RAMs and to effectuate trans-
fer of data from such RAMs to E2PROMs, and the
difficulties of storing enough energy in a backup capaci-
tor to effectuate RAM-to-E2PROM downloading have
combined to prevent semiconductor memories from
being widely used where non-volatile memory perfor-
mance is required.

U.S. Pat. No. 4,591,782 (Germer, issued May 27,
1986) describes a non-volatile memory incorporated
into an electric meter in which volatile semiconductor
memory is used in conjunction with a backup capacitor
and control circuitry. The control circuitry senses the
onset of a power failure. The backup capacitor supplies
power to effectuate transfer of some of the data from
the volatile semiconductor memory to a non-volatile
EZPROM backup memory. The Germer patent deals
with the problem of “wear out” of the E2PROMs by
not: immediately transferring data from the non-volatile
storage to the E2PROMs and instead waiting a fixed
amount of time until a preset counter “times out”. The
backup capacitor has sufficient energy storage to main-
tain power to critical circuits for a long enough period
after power failure to permit transfer of the entire con-
tents of the volatile RAM to the non-volatile E2PROM.
When a momentary power outage causes the voltage of
an unregulated DC power supply to fall below a first
threshold, a counter is started, but normal operation of
the system continues. If the unregulated DC voltage
does not rise above a second threshold that is slightly
higher than the first threshold before the counter times
out, a processor initiates transfer of data from the vol-
tatile RAM to the non-volatile E2PROM. If the regu-
lated supply voltage falls below a third threshold at
which the processor is no longer able to reliably main-
tain its operating conditions, a reset signal is produced
to reset the processor. The third threshold is set low
enough that all data is safely transferred from the vola-
tile RAM to the non-volatile EZPROM before the reset
signal is generated.

There are several disadvantages of the Germer ap-
proach. The requirement of a backup timer and the
circuitry using the three thresholds increases overall
complexity and cost of the Germer system. The timeout

25

35

45

50

55

65

2

period of the backup timer is constant, so if the current
drawn by the EZPROM and associated circuitry in-
creases with age or if the storage capacity of the backup
capacitors is degraded the timeout period of the timer
may be inadequate and data may be lost. The constant
duration timeout period does not permit maximum use-
age of the storage capacity of the backup capacitor, so
unnecessary downloading and uploading may occur for
short duration power losses even though the backup
supply has the capacity to maintain integrity of data in
the volatile RAM for the duration of the power loss.

There exist devices called NOVORAMSs that com-
bine the functions of an SRAM and an E2PROM on a
single silicon chip. Data from the SRAM portion may
be stored in the non-volatile E2PROM portion prior to
power loss. However, if power is removed prior to
completion of data transfer from the SRAM portion to
the E2PROM portion, the correctness of data in the
E2PROM is indeterminate.

It has been a common practice to encrypt data before
storing it. Government approved encryption algorithms
using a “key word” often are used. The encrypted data
usually is stored in magnetic media. If there is a need to
destroy the encrypted data, all of it must be erased from
the magnetic media. In some cases, the amount of time
required to erase the encrypted data from the magnetic
media may be unacceptable.

There is an unmet need for a non-volatile memory
system which includes a volatile semiconductor RAM
and a non-volatile backup memory to which data in the
RAM is downloaded during power interruptions and
from which data is uploaded into the RAM after power
interruptions, wherein the number of downloading op-
erations is minimized in accordance with the duration of
power  interruption, condition of a backup power
source, and current drain of the entire memory system.

SUMMARY OF THE INVENTION

Accordingly, it is an object of the invention to pro-
vide an economical non-volatile semiconductor mem-
ory system that provides substantially faster perfor-
mance, utilizes substantially less power, and occupies
substantially less space than the closest prior non-
volatile core memory systems.

It is another object of the invention to provide reli-
able data retention in a high speed semiconductor ran-
dom access read/write memory system in an environ-
ment in which intermittent short duration power fail-
ures are likely.

It is another object of the invention to provide mini-
mum degradation of an E2PROM backup memory for a
high speed semiconductor SRAM.

It is another object of the invention to provide mini-
mum duration of memory useage interruptions caused
by short duration power interruptions, such as power
interruptions caused by high electrical noise on an input
power line.

It is another object of the invention to provide an
E2PROM based backup system for a volatile RAM
wherein downloading operations are avoided unless a
backup power source is unable to safely supply enough
power to effectuate such downloading.

It is another object of the invention to provide a
secure  non-volatile memory system in which data
stored in a non-volatile backup memory during a power
interruption can be, in effect, very rapidly erased or
made undecipherabie.
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Briefly described, and in accordance with one em-
bodiment thereof, the invention provides a system that
utilizes a volatile SRAM and a non-volatile backup
store implemented by means of E2PROMs in which
data is transferred from the SRAMs to the E2PROMs
when the power is turned off or interrupted by using
high voltage energy stored in a backup capacitor to
provide operating power for at least a long enough
period of time to effectuate reliable transfer of data from
the SRAM to the E2PROM. Any drop in input power
below a first threshold causes operation of the SRAM
to be halted as soon as the present cycle of operation is
finished. An internal power supply voltage applied to
the SRAM:s is reduced to a minimal maintenance level
(e.g., 2 volts), and power to certain other circuitry in
the system is cut off. The energy stored in the backup
capacitor is monitored, and at a time when just enough
energy plus a safety factor remains to download all of
the data from the SRAM to the E2PROM, a controller
effectuates downloading of all the data in the SRAM to
the E2PROM backup memory. A unique row-column
parity accumulation and check system “scrubs” errors
from data read out of the E2PROM during an upload of
data from the E?2PROM to the SRAM.

More specifically, in the described embodiment of the
invention, the backup capacitor voltage is charged up to
and maintained at a selected level of approximately 100
volts while the external power supply is applied to the
non-volatile memory system. Accessing of the SRAM
by a host computer is halted while the backup capacitor
is discharged to supply energy to maintain the reduced
data maintenance voltage across the SRAM if the exter-
nal supply voltage falls below the first threshold. Ac-
cessing of the SRAM by the host computer is resumed
if the external power supply voltage rises above the first
threshold before the backup capacitor voltage falls
below a second threshold of approximately 85 volts. If
the backup capacitor voltage falls below the second
threshold, all of the data in the SRAM is downloaded to
the E2PROM while the backup capacitor is discharged
to supply energy to maintain the internal power supply
voltage at 5 volts during the entire downioading. The
backup capacitor stores enough energy when the
backup capacitor voltage is at 100 volts to both allow
the halted condition to continue for at least one minute
and also effectuate complete downloading of data from
the SRAM to the E2PROM. Power is removed from
the E2PROM during read or write memory accesses by
the host computer and also when the 2 volt data mainte-
nance voltage is being maintained on the SRAM. Dur-
ing downloading, row parity information and column
parity information are accumulated and stored in the
EZPROM along with the data from the SRAM. The
non-volatile memory system includes a plurality of inte-
grated circuit SRAMs and a plurality of integrated
circuit EZPROMs, each of which is subdivided into a
plurality of subsections. The downloading operation
includes reading words in a first subsection of a first
integrated circuit SRAM and transferring the read data
into a corresponding subsection of a first integrated
circuit E2PROM, and also transferring the read data
into corresponding words of a row parity accumulator
and also into a column parity accumulator. The words
in a first subsection of a second integrated circuit
SRAM then are read and exclusively ORed with corre-
sponding words of the row parity accumulator and the
results replace corresponding words of the row parity
accumulator. Each word of the first subsection also is
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4
exclusively ORed with the word in the column parity
accumulator, and the result replaces the same prior
word in the column parity accumulator. The contents
of the row parity accumulator and the column parity
accumulator then are transferred into a scratch pad
section of the E2PROM. The uploading operation in-
cludes reading the words in a first subsection of the first
integrated circuit E2PROM and transferring the read
data into the first subsection of the SRAM, and also
transferring the read data into corresponding words of
the row parity accumulator and the column parity accu-
mulator. The words in a first subsection of a second
integrated circuit E2PROM are read and exclusively
ORed with the corresponding words of the row parity
accumulator and the result replaces the same word of
the row parity accumulator. The words in the first
subsection of the second integrated circuit E2PROM
also are exclusively ORed with the contents of the col-
umn parity accumulator and the result replaces the
contents of the column parity accumulator. The row
parity data and the column parity data are compared
with previously stored row parity data and column
parity data written into the E2PROM during a prior
downloading operation. An error pattern is produced if
a mismatch occurs, and data written into the SRAM is
exclusively ORed with the error pattern to correct the
data. The corrected data then is written into the SRAM.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a block diagram of the non-volatile semi-
conductor memory system of the present invention.

FIG. 2 is a schematic circuit diagram of the backup
storage capacitor, voltage up converter, and voltage
down converter circuitry which cooperate to effectuate
transfer of data from the SRAM to the EZPROM in the
event of a power interruption of at least a minimum
specified duration. '

FIG. 3 is a detailed block diagram useful in describing
the control logic of FIG. 1.

FIG. 3A is a detailed block diagram slowing an im-
plementation of the ASIC (application specific inte-
grated circuit) of FIG. 3.

FIG. 4 is a diagram useful in explaining the “bit per
chip” row parity and column parity accumulation tech-
niques of the present invention.

FIG. § is a timing diagram useful in describing the
operation of the system of FIG. 1.

FIGS. 6A and 6B are logic diagrams useful in de-
scribing certain blocks in FIG. 3A.

DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENT

Referring to FIG. 1, memory system 1 includes a
volatile RAM (Random Access Memory) section 2,
which in the presently preferred embodiment of the
invention. includes CMOS static RAM cells. The
SRAM cells preferably operate reliably to retain data
with power supply voltages as low as 2 volts, and oper-
ate at normal speeds with Vpp, equal to +35 volts.
SRAM 2 is organized as 256k (actually 262,144) words
each including 16 data bits and 6 bits of Hamming code
data.

SRAM 2 is accessed in response to control circuitry
22 and in conjunction with operation of error detection
and correction circuitry 18. Control circuitry 22 gener-
ates addresses on bus 23 for accessing SRAM 2 and
E2PROM 8. Bus 23 also includes data conductors, a
read conductor, and a write conductor. Bus 23 also
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includes 6 Hamming code conductors and 2 parity bit
conductors. Control circuitry 22 is coupled by bus 25 to
data input/output circuitry 26, which receives address
and control signals on conductors 28. Eighteen Data In
conductors 30A and eighteen Data Out conductors 30B
are connected to input/output unit 26.

Power is supplied to SRAM 2 via a power bus from
an energy storage circuit 6 which contains circuitry
shown in FIG. 2 to supply a steady internal input power
during normal operating conditions and backup power
during short duration power interruptions. External
power bus 10 supplies input power at, for example, +5
volts, to energy storage circuit 6.

Non-volatile memory system 1 also includes an E?
PROM 8. Bus 23 includes conductors coupled to error
detection and correction circuitry 20 and control circuit
22. Error detection circuitry 18 includes standard Ham-
ming code double bit detection, single bit correction
circuitry to “scrub” errors from data read out of SRAM
2. Error detection and correction circuitry 20 includes
row and column parity circuitry and correction cir-
cuitry which efficiently “scrubs” errors from data read
out of E2PROM 8.

The non-volatile memory system 1 of FIG. 1 nor-
mally operates as an SRAM when the main power on
conductor 10 is present. If there is a power interruption
or failure, non-volatile energy system 1 acts as a backup
memory that contains all of the data in SRAM 2 imme-
diately before the interruption of input power 10.

If the input power 10 falls below specification limits
(typically 10% below a nominal Vpp voltage of 5
volts), the system 1 goes into a “hold mode”, reducing
the sustaining power to SRAM 2 to approximately 2
volts and cutting off power via conductors 14 to control
circuitry 22, input/output circuitry 26, and error cor-
rection and detection circuitry 18 and 20. If the input
power 10 does not then increase to a minimum specifi-
cation level within a “hold” period which preferably is
at least approximately one minute, control circuitry 22
(which along with SRAM 2 is being sustained by a
backup capacitor in energy storage circuit 6) initiates
downloading of data from SRAM 2 to E2PROM 8 and
applies the internal supply voltage to the components as
needed to effectuate the downloading.

More specifically, downloading is initiated if the volt-
age stored on the backup capacitor falls below the pre-
defined threshold, typically about 80% below the nomi-
nal backup energy level. In this event, the controller
circuit 22 applies full power from the energy storage
circuit 6 to all or nearly all of the circuitry in FIG. 1 to
effectuate downloading of the entire contents of SRAM
2 into E2PROM 8. Controller circuit 22 controls the
sequence of all transfers of data between SRAM 2 and
E2PROM 8. Controller circuit 22 also controls all 1/O
functions and built-in self test and housekeeping func-
tions.

The overall operation of non-volatile memory 1 can
be more thoroughly understood by referring to the
timing diagram of FIG. 5. In FIG. 5, numeral 32 desig-
nates an example of a waveform of the input voltage
carried by conductor 10. Dotted line 33 represents a
minimum input voltage threshold. Input power wave-
form 32 rises from an initial zero level up to a constant
operating level, as indicated by numeral 32A. Data in
E2PROM 8 then is “uploaded” into SRAM 2 during the
interval 38B in the “Data Location” graph in FIG. §.

In the example of FIG. 5, the input voltage 10 then
falls below the input voltage threshold at point 33A, as
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indicated by section 32B of waveform 32. After being
below the input voltage threshold 33 for a short period
of time, which should be at least about one minute, the
input voltage rises as indicated by numeral 32D to level
32E, crossing the input voltage threshold at point 33B
and remaining at 45 volts for an indefinite period of
time. Then the input voltage falls below the input volt-
age threshold at point 33C and remains low for an indef-
inite time, as indicated by numeral 32F.

In accordance with the present invention, the dura-
tion of section 32C of input voltage waveform 32 is
short enough that non-volatile memory system 1 goes
into a “hold mode”, which is a low power data mainte-
nance mode, after finishing the present read or write
cycle. However, the data of SRAM 2 is not down-
loaded to E2PROM 8 unless the backup voltage wave-
form 35 falls below a “backup voltage threshold” desig-
nated by dotted line 36 for more than the minimum hold
time.

The above mentioned backup voltage waveform 35
represents the voltage stored on backup capacitor 43 of
FIG. 2 as a result of the input power interruptions
shown in input voltage waveform 32. More specifically,
input voltage waveform 32 causes backup voltage
waveform 35 to rise as indicated by numeral 35A, cross-
ing the backup voltage threshold 36 at point 36A and
then leveling off as indicated by numeral 35B. The
interruption of input power designated by section 32B
of input voltage waveform 32 causes a very slow decay
of backup voltage waveform 35 between points 35C and
35D. However, backup voltage waveform 35 does not
fall below backup voltage threshold 36. When the input
voltage waveform 32 then rises as indicated by numeral
32D, backup voltage waveform 35 rises from point 35D
to its normal level 35E

However, when input voltage waveform 32 is later
interrupted as indicated by numeral 32F, backup volt-
age waveform 35 slowly decays from point 35F to the
backup voltage threshold 36, as indicated at point 35G.
This initiates downloading of data from SRAM 2 to
E?PROM 8, resulting in the further decay of backup
voltage 35 between points 35G and 35H.

Data Location graph 38 in FIG. 5 indicates the time
intervals in which data is stored in the EZPROM 8 and
SRAM 2, uploaded from E2PROM 8 to SRAM 2, and
downloaded from to SRAM 2 to E2PROM 8. When
both input voltage waveform 32 and backup voltage
waveform 35 are above their respective thresholds 33
and 36 during initial powering up of non-volatile mem-
ory 1, the read/write waveform 40 is at a low level. The
powering up operation typically takes approximately 3
seconds. Interval 38B designates the time during which
data is being uploaded from E2PROM 8 to SRAM 2,
and typically is approximately 250 milliseconds. Once
the transfer is complete, then read/write waveform 40
undergoes transition 40A to level 40B. While read/-
writeswaveform 40 is at level 40B, a host computer 120
(FIG. 3) can perform ordinary read and write accesses
to SRAM 2. Meanwhile, E2PROM 8 and its associated
row and column parity circuitry 20 are powered down
by control unit 101 of FIG. 3A.

FIG. 2 shows energy storage circuitry 6, which in-
cludes a voltage up converter 42 that performs the

- function of boosting the external 5§ volt power supply

65

voltage on conductor 10 to charge up a 1,000 to 5,000
microfarad backup capacitor 43 to approximately 100
volts to provide a backup voltage on backup capacitor
terminal 65 to power the non-volatile memory system 1.
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The 100 voits produced on conductor 65 by backup
capacitor 43 when it is fully charged then is converted
back down to the internal 5 volt supply voltage on
conductor 91 whenever the external 5 volt level on
conductor 10 is interrupted, by slowly discharging the
energy stored in backup capacitor 43. Control circuit
101 (FIG. 3A) supplies separate control voltages to
conductors 91A, 91B, and 91C to distribute the internal
5 volt supply voitage on conductor 91 to conductors 12,
-14, and 16, respectively, by selectively turning on MOS-
FETs 97, 98, and 99. If MOSFET 97 is turned off, a
three volt zener diode 92 maintains conductor 12 at 2
volts to provide standby power to SRAM 2. At this low
voltage, all data is maintained in SRAM 2 in which the
total current drawn by SRAM 2 is reduced to only
about a miliampere.

Voltage up converter 42 includes a regulator circuit
46, which may be implemented by means of a Motorola
“Universal Switching Regulator Subsystem”, part num-
ber UA78S40. Oscillator 46 contains a comparator 48
and an oscillator 47. The output of oscillator 47 is con-
nected to a pullup resistor and a coupling capacitor 51
and to the input of an amplifier. The amplifier includes
NPN transistors 52, 55, and 57, diode 53, and resistors
54, 56, and 58. This amplifier provides a 6-to-1 duty
cycle pulse signal to the base of NPN transistor 60,
producing current to charge inductor 61. When the
transistor 60 is turned off, a back emf is generated across
inductor 61, forward biasing diode 62. This causes the
current in inductor 61 to charge up capacitor 43. This
operation continues with the same duty cycle until the
voltage on conductor 65 reaches approximately 100
volts. The current flowing through inductor 61 also
flows through a 0.1 ohm resistor 41A, the upper termi-
nal of which is connected to 45 volt conductor 10. The
other terminal of resistor 41A is connected to inductor
61 and a control input of oscillator 47. Resistor 41A
prevents excessive current from flowing through induc-
tor 61 and transistor 60. When the backup capacitor
voltage 65 has been charged to approximately 100 volts,
a voltage divider circuit including resistors 66 and 67
produces a voltage that exceeds a reference voltage
VREerapplied to the non-inverting input of comparator
48. This stops oscillator 47 until the voltage on conduc-
tor 68 falls below VRgr, effectively stretching out the
duty cycle of the charging of backup capacitor 43.

It should be noted that switch 49 initially is momen-
tarily closed, charging conductor 91 to 5 volts, and
thereby providing a 5 volt internal “jump start” supply
voltage to all of the circuits in voltage down converter
circuit 44. Voltage down converter circuit 44 includes
an oscillator 71 that produces a square wave output that
is amplified and shaped by an amplifier including tran-
sistors 72, 73, and 77. This amplifier also includes resis-
tors 74 and 76 and capacitor 75, and produces a square
wave current pulse through the primary winding of
transformer 80. The secondary winding of transformer
80 is connected between the gate and source of a MOS-
FET 83. The source of MOSFET 83 is connected to the
cathode of a diode 84, the anode of which is connected
to ground. The secondary winding of transformer 80
produces a voltage pulse that turns MOSFET 83 on,
causing current to flow from backup capacitor 43
through resistor 88, MOSFET 83, and inductor 69,
charging up capacitor 89. When MOSFET 83 is turned
off, a back emf across inductor 69 causes the induction
current to continue flowing, forward biasing “catch”
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8
diode 84 and further charging up capacitor 89 and con-
ductor 91.

When the voltage on conductor 91 reaches 5 volts, a
resistive divider circuit including resistors 63 and 64
causes the voltage on the inverting input of comparator
70 to exceed a reference voltage VREer applied to the
non-inverting terminal thereof, halting oscillator 71.
Backup capacitor 43 thus is graduaily discharged as
needed to maintain 5 volts on internal 5 volt conductor
91.

Comparator 93 generates a “Input Power Okay”
signal Pryox on conductor 94 by sensing the input sup-
ply voitage on conductor 10 by means of a resistive
divider circuit that applies a voltage to the non-invert-
ing input of comparator 93. When V ppis less then +4.5
volts, Pryox goes from a “1” to a “0”, initiating the
above described “hold mode”.

When the backup voltage on conductor 65 is less than
about 85% of its usual voltage of 100 volts, this causes
a voltage divider to apply a voltage less than Vrgr to
the non-inverting input of comparator 95, so that an
“Energy Okay” signal Egg on conductor 96 goes from
a “1” to a “0”, initiating the downloading of data from
SRAM 2 to E2PROM 8.

FIG. 3 illustrates the organization of SRAM 2, E
PROM 8, and ASIC (Application Specific Integrated
Circuit) device 115 that includes control circuit 22,
Hamming code error detection and correction circuitry
18, row and column parity error detection and correc-
tion circuitry 20, and part of input/output circuit 26.
ASIC 115 can be an XC3090 programmable logic gate
array manufactured by XILINK. It can be programmed
to a wide variety of configurations to establish various
input/output formats that might be desirable for input-
/output circuitry 26.

A 56 bit magnetic register 111 constitutes a “secure
key” which is a completely eraseable 56 bit code that is
read as a “seed” into an encryption/decryption circuit
112 (FIG. 3A) in ASIC 115 to automatically encrypt
data being downloaded from SRAM 2 to EZPROM 8
and automatically decrypt seed data when it is being
uploaded from E2PROM 8 to SRAM 2. The 56 bit
magnetic register, which can be fabricated of ferrite
memory cores, can be erased and reset to contain a
different “security key” in such a manner that the origi-
nal key cannot be recovered, at least not at the present
state-of-the-art.

As those skilled in the art know, a fast, reliable erase
of certain stored data may be required. It is known that
E2PROMSs must be rewritten several times in order to
reliably erase all evidence of the previously stored data.
It is also known that E2PROMs require very long write
cycles.

Therefore, there is a need for a much faster, more
reliable means of effectively erasing data stored in an
E2PROM. The above described system allows an “ef-
fective erasing” of the contents of the EZPROM so that
the previously stored data becomes undecipherable in
an extremely fast manner by simply erasing the contents
of the magnetic register 111, which can be accom-
plished in about 10 microseconds. It aiso is known that
without a secure key, the encrypted data that might be
otherwise recovered from EZPROM 8 cannot, as a
practical matter, be deciphered, and hence can be “de-
classified”, whereas, certain data that might be stored in
non-volatile memory system 1 might otherwise have to
be treated as “classified” or secret.
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As shown in FIG. 3, SRAM 2 includes sections 2A-1,
2A-2...2A-8, each of which is a 32,768 word (i.e., 32k)
by 16 bit CMOS SRAM, such as an IDT71256L85LB,
manufactured by Integrated Device Technology Corp.,
having its address inputs connected to address bus 28B.
The data terminals of each of SRAMs 2A-1...2A-8 are
connected to internal data bus 30A,B. A similar group
of eight CMOS SRAMs 2B-1. . . 2B-8 having address
and data terminals connected to address bus 28B and the
internal data bus 30A,B also is composed of identical
32k by 8 CMOS SRAMs; this group of SRAMs is used
to store Hamming code data. Finally, SRAM 2 also
includes an identical 32k word by 16 CMOS SRAM
scratch pad memory 2C having its data terminals and
address terminals connected to address bus 28B and the
data bus 30A,B, respectively. The address terminals of
the Hamming code data SRAMS 2B-1. .. 2B-8 are
connected by conductors 109A to ASIC 115.

Address buffer 26A buffers the 18 bit external address
bus conductors 28A from the various internal address
bus conductors 28B and 28C. Data buffers 26B and 26C
buffer the 18 external Data In conductors 30A and the
18 external Data Out conductors 30B from the internal
data bus conductors 30A,B.

E2PROM 8 includes sections 8A-1 . . . 8A-8 orga-
nized identically (32k words by 16 bits) to data section
2A-1...2A-8 of SRAM 2. The address and data termi-
nals of the E2PROMs 8A-1 through 8A-8 are connected
to the address bus conductors 28B and the data bus
conductors 30A,B, respectively. E2PROM 8 also in-
cludes an identical 32k word by 16 bit row parity mem-
ory 8B having its address and data conductors con-
nected to address bus 28B and data bus 30A,B. Column
parity and correction data and maintenance data section
8C of E2PROM 8 also has its address and data terminals
connected to,address bus 28B and data bus 30A,B.

FIG. 3A shows a block diagram representing the
functional blocks “programmed” into ASIC 115 in
order to accomplish the control, Hamming code gener-
ation, row and column parity generation, and checking
functions needed to implement the error detection and
correction circuits 18 and 20 of FIG. 1.

Address decode circuit 100 receives as inputs 28C the
three external higher order addresses A15, Al6, and
A17 of address bus 28B. Address decode circuit 100 also
receives address inputs 107A (A15-A17) produced by
address generation circuit 107 in response to either
upload sequence circuit 106 or download sequence
circuit 10B. Address decode circuit 100 generates nine
SRAM chip select conductors 100A and ten E2PROM
chip select conductors 100B to effectuate the necessary
chip select functions for downloading SRAM 2 into
E2PROM 8, uploading E2PROM 8 into SRAM 2, and
accessing of SRAM 2 by a host computer 120 via the
input/output circuitry 26 of FIG. 1.

Control circuit 101 receives Piyox and Egg on con-
ductors 94 and 96, upload control signals 106A from
upload sequencing circuit 106, and download control
signals 108A from download sequencing circuit 108.
Download sequencer circuit 10B is an ordinary “state
machine” circuit that receives control inputs 108A indi-
cating that the input power has fallen below threshold
33 and that the backup capacitor voltage has fallen
below threshold 36 (FIG. 5). By communicating back
to control circuit 101 and address generator 107, data is
transferred from the SRAM 2 to EZ2PROM 8 at the same
time that row/column parity data is accumulated. At
the completion of a 64 word transfer, the row/column
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parity controller 105 transfers parity data into EZ
PROM 8. This process is repeated 512 times, until all
data has been transferred from the SRAM 2 to the E>
PROM 8. Control circuit 101 includes both a counter
which counts 64 word blocks and the above-mentioned
state machine.

Upload sequencer 106 triggers control circuit 101 to
generate the necessary timing to generate the read and
write signals required for the downloading operation.

Upload sequencer 106 is implemented similarly to
download sequencer 108, to transfer data in opposite
direction from the E2PROM 8 to SRAM 2 wherein
both input power and the backup voltage exceed their
respective thresholds 33 and 36 (FIG. 5). At the com-
pletion of each 64 word block transfer, the generated
row/column parities are compared to the stored parities
for the determination of the failure locations so that
uploaded data can be corrected.

Control circuit 101 receives data error information
102A from Data In parity check circuit 102, and also
receives external read and external write signals and
control signals on bus 101A. Control circuit 101 also
receives control signals generated by host computer 120
on bus 101A. Control block 101 is configured to pro-
vide back plane timing signals and protocol and internal
SRAM and EZPROM timing. The timing element input
is a delay line which is triggered by either an external
cycle initiate trigger signal or an internal trigger stimu-
lus. External trigger signals are the result of a request
for read/write cycles from the host processor 120. In-
ternal trigger signals result from internal requests for
transfers, i.e., transferring data from SRAM 2 to E?-
PROM 8 or vice versa. After an initial edge on the
delay on a delay line following edges are produced by
the conventional delay line circuitry at 25 nanosecond
intervals, and suitable gain circuitry is provided to gen-
erate timing signals used to produce the sequence of
handshaking required by the host computer 120, the
setup timing, the hold times, and the access, read, and
write timing signals required by SRAM 2 and E2PROM
8 for an uploading or a downloading operation. Control
circuit 101 also includes a mode sensing circuit which
determines if a particular cycle is a read cycle or a write
cycle. Once this information is latched, then the time
sequence controlling data flow through the data input
latch in block 102, the encryptor/decryptor circuit 112,
the Hamming code generator 109, the Hamming com-
parator/corrector circuit 110, and the Data Out parity
check circuit 104, and the column parity accumulator
103 can be processed. The control circuit 101 also pro-
vides feedback to the upload sequencer 106 and the
download sequencer 108 ailowing them to “bump” to
the next address or sequence during the data transfers.

Column parity accumulator 103 performs exclusive
OR functions necessary to accumulate column parity, as
subsequently explained with reference to FIG. 4.

More specifically, column parity accumulator 103
includes a 16 bit exclusive OR register, each bit of
which may have the configuration shown in FIG. 64,
where i represents a particular bit of the lower and
upper data bytes on data bus 30A,B. For each bit, if a
particular logic level already is stored in the D type
latch, and if the next value of the same bit loaded into
the register is of the opposite logic level, a mismatch
will be produced, and a “1” will appear on the output
terminal 102C-i.

Row/column parity accumulator control circuit 105
is used to control transfer of parity data from internal
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registers to scratch pad SRAM 2C, and then from
scratch pad SRAM 2C into EZ2PROM 8. During upload
operations row/column parity accumulator control
circuit 105 controls the comparison of generated pari-
ties to the previously stored parities and then helps
effectuate correction of failed locations, as explained
subsequently with reference to FIG. 4.

Data In parity check circuit 102 latches data from
internal data bus 30A,B, performs a parity check on the
18 bits on data bus 30A,B, generates a data error signal
on conductor 102A if an error is detected, and makes
the latched data available to column parity accumulator
103 via conductors 102C or to encryptor/decryptor
circuit 112 if it is presently enabled. If encryptor/de-
cryptor circuit 112 is presently disabled, Data In parity
check circuit 102 makes the latched data available to
bus 112A, and hence to Hamming code generator 109
and Hamming comparator/corrector circuit 110. The
parity check is a dual byte parity check which involves
exclusive ORing of the first data byte DO, D1. ... D7
with the first (lower byte) parity bit D8 and logically
ORing that with the exclusive OR of the second byte of
data D9, D10 . . . D16 and the second (upper byte)
parity bit which is D17. This expression produces the
data error signal on conductor 102, as indicated by the
following equation:

DATA ERROR=(D0® D1 @ — @ D7 &
D8)@(D9 @ D18 @ — @ D16 & D17)

Data Out parity generator 104 receives 16 bits of data
via bus 103A from column parity accumulator 103 and
generates the parity bits D8 and D17 for the lower and
upper bytes of data, respectively. It receives corrected
data from Hamming comparator/corrector 110 via bus
110C, and also performs the function of driving data bus
30A,B. The following equations show that lower parity
bit D8 is the exclusive OR of the lower data bits D0, D1
... D7 on corrected data bus 110C, and upper parity bit
D17 is the exclusive OR of bits D9 through D16 on
corrected data bus 110C:

D8=D0 @ D1 @ — @ D7

D17=D9 @ D10 & - @ D16
Encryptor/decryptor circuit 112 receives an enable/-
disable signal on conductor 101D from controller 101 to
perform an encryption/decryption function during
downloading and uploading. Encryptor/decryptor cir-
cuit 112 is bypassed during accessing of SRAM 2 by
host computer 120. Encryptor/decryptor circuit 112
receives a 56 bit “security key” from fully eraseable 56
bit magnetic register 111 serially via conductor 111A.
During upload or download operations the encrypted/-
decrypted output is supplied on bus 112A to Hamming
code generator 109 and Hamming comparator/correc-
tor 110. The encrypted data stored in E2PROM 8 can be
very quickly made un-decryptable, and hence “effec-
tively erased”, by merely erasing the security key word
from magnetic register 111. Encryptor/decryptor cir-
cuit 112 could be implemented by using a Western Digi-
tal WD2001/WD2002 encryption/decryption devices
which are designed to encrypt and decrypt 64-bit blocks
of data using the algorithms specified in the Federal
Information Processing Data Encryption Standard No.
46 using a 56 bit user-specified key to produce a 64-bit
cipher text word. Alternately, the publicly known algo-
rithm can be programmed into the ASIC 115, which is
the applicant’s preferred embodiment. The Western
Digital Corporation June, 1984 Communication Prod-
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ucts Handbook provides a detailed explanation and an
application note.

Hamming code generator 109 receives the 16 bits of
latched data present on bus 112A and generates 6 bits of
Hamming data on bus 109A. This is an entirely standard
function that can be readily implemented by those
skilled in the art from any text on Hamming codes. The
Hamming code equations are well known and can be
implemented using commercially available circuits or
by programming ASIC 115 to exclusive OR the latched
and encrypted data bits on bus 112A.

Hamming comparator/corrector circuit 110 receives
both the 16 bits of latched data on bus 112A and also
receives the 6 bits of Hamming data supplied on bus
109A by Hamming code generator 109 or read out of
Hamming data section 2B of SRAM 2. Hamming code
generator 109 regenerates the Hamming codes. The
Hamming data that is regenerated is compared to the
Hamming data that was previously stored. Based on this
comparison, a bit pattern is generated that can then be
exclusively ORed with incorrect data to produce the
corrected data on bus 110C. FIG. 6B indicates the im-
plementation of Hamming comparator/corrector 110.

Maintenance control circuit 150 performs the func-
tion of error logging.

Data Out parity check circuit 104 produces two par-
ity bits which are included with the two byte of cor-
rected data to internal data bus 30A,B. The corrected
data and its two parity bits can be read via buffer 26C by
host computer 120. If the present data has in fact been
corrected, it is also rewritten into SRAM 2 by applying
a write command to SRAM 2 in order to write the
corrected data into the present address (which still is
available on address bus 28B).

A normal write operation by host computer 120 in-
cludes addressing SRAM 2 via address bus 28A to gen-
erate the chip addresses on internal address bus 28B and
the necessary SRAM chip select signals on conductors
100A. The data to be written is applied to Data Input
conductors 30A, including 16 bits of data and two par-
ity bits. This data is latched into Data In parity check
circuit 102 and stripped of the parity bits. The data is
input via bus 112A to Hamming code generator 109 to
produce the corresponding Hamming codes on Ham-
ming bus 109A. Then the Hamming data on bus 109A is
written into SRAM section 2B, and the data on data bus
30A,B is written in SRAM section 2A.

A normal read operation by bus host computer 12
includes addressing SRAM 2 via address bus 28A to
generate the chip addresses on internal address bus 28B
and the necessary SRAM chip select signals on conduc-
tors 100A. The data read from SRAM 2 is latched into
Data In parity check circuit 102, bypasses the encryp-
tor/decryptor 112, and is applied to Hamming code
generator 109. The generated Hamming codes are com-
pared to the previously stored Hamming codes in block
110, which detects data errors and supplies corrected
data on bus 110C. Two parity bits are added to the
corrected data by Data Out parity check circuit 104.
The corrected data and the Hamming data on six bit
Hamming data bus 109A then are simultaneously writ-
ten into the presently addressed word of sections 2A
and 2B, respectively, of SRAM 2 by means of a write
command.

The addresses of any errors detected by Hamming
comparator/correction circuit 110 are stored in the
scratch pad section 2C of SRAM 2 along with a count
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of how many times an error has occurred at that address
of SRAM 2 in response to maintenance control circuit
150.

A downloading operation occurs when both a Pivk
signal and an Eqg is received by control circuit 101,
indicating both loss of input voltage 10 below the input
power threshold 33 and loss of the backup voltage 65
below energy threshold 36 (FIG. 5).

However, if only the Pzyox signal has been received,
control circuit 101 puts the non-volatile memory system
1 into the above-mentioned “hold mode” and turns off
MOSFET 91A. (MOSFET 91C already will be off.)
Then operating power will be absent from EPROM 8, and
SRAM 2 will be powered by a 2 volt standby voltage produced
on conductor 12 by 3 volt zener diode 92 in FIG. 2,
maintaining all of the data in SRAM 2 with a very low
current drain. If the input voltage on conductor 10
returns before the Eopg signal is received, the Pivox
signal disappears. SRAM 2 and all of control circuitry
22 are supplied by the normal 5 volt levels, and normal
read and write operations by host computer 120 are
continued.

If the Epk signal is received while Pinok is present,
control circuit 101 triggers download sequencer 108 via
one of conductors 108A to download the data of
SRAM 2 into E?PROM 8. Download sequencer 108
triggers address generation circuit 107 by means of one
of conductors 108B, causing address generation circuit
107 to generate addresses A15-A17 of SRAM 2, caus-
ing address decode circuit 100 to generate the corre-
sponding chip select signals on ten conductors 100A. to
select one of the SRAM chips 2A-1, 2A-2, etc. at a time.
Download sequencer 108 also causes address decode
circuit 100 to generate chip select signals 100B to select
corresponding E2PROM chips 8A-1, 8A-2, etc. one at a
time, and also causes data at each address to be read
from SRAM 2, input to data in parity check circuit 102
and applied via 16 conductors 102C to column parity
accumulator 103. Address generator 107 also generates
addresses A0-A14 in response to download sequencer.

At the same time, the data on internal data bus 30A,B
is written into the same location of EZPROM 8 and also
is written into the scratch pad section 2C of SRAM 2 to
accumulate row parity data under the control of row/-
column parity control circuit 105, as subsequently de-
scribed with reference to FIG. 4. The accumulated row
parity and column parity then are written into corre-
sponding locations of scratch pad memory 2C and row
parity section 8B of E2PROM 8 after scanning of a
“row” is complete. At the end of the downioad cycle,
all of the data and all of the associated row and column
parity bits from SRAM 2 have been loaded into corre-
sponding locations of E2PROM 8.

An uploading operation is initiated when the Pryvox
and Eopg signals disappear, indicating the return of input
voltage on conductor 10 to a value above input voltage
threshold 33 and indicating that backup voltage 65 has
increased above threshold 36. When that happens, con-
trol circuit 101 generates a signal on one of conductors
106A causing upload sequencer 106 to produce signals
on conductors 106B that trigger address generator 107.
Address generator 107 produces addresses A15-A17
signals on conductors 107A which are decoded by ad-
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107 also generates the addresses A0-A14 on conductors
28B in response to upload sequencer 106.

Data read from the accessed location of E;PROM 8
appears on internal data bus 30A,B. The row parity and
column parity are accumulated. The row and column
parity are checked against the corresponding row and
column parity for the previous downloading stored in
E,PROM section 8B. If a mismatch is found, an error
exists in the data transferred to SRAM 2 at the mis-
match address. An error pattern identifying the mis-
match is exclusively ORed in column parity accumula-
tor 103 with the erroneous data in the SRAM, and the
corrected data is rewritten into SRAM 2. More specifi-
cally, the corrected data is uploaded into the present
address of the selected one of SRAM sections 2A-1,
2A-2,...2A-8 by applying a write command to it. The
corrected data on data bus 30A,B also is used by Ham-
ming generator 109 to generate correct Hamming codes
which are stored at the same address of SRAM section
2B. The above process is repeated until all of the data in
E;PROM 8 has been read out, parity checked, cor-
rected if necessary, corresponding Hamming codes
have been generated, the corrected data has been stored
in a corresponding one of SRAM sections 2A-1, 2A-2, .
.. 2A-8, and the Hamming data has been stored in a
corresponding section 2B of SRAM 2.

If a data error is detected by data in parity check
circuit 102 at the present address, data in parity check
circuit 102 produces a data error signal on conductor
102A. This data error signal may be read by host com-
puter 120 to inform it that the present data contains an
error.

Next, the row parity accumulation technique and
column parity accumulation technique and correspond-
ing error correction technique of the present invention
will be described with reference to FIG. 4.

In FIG. 4, numerals 8A-1, 8A-2 ... 8A-8 show three-
dimensional representations of sections of EZPROM 8
as described above. Each section such as 8A-1 is subdi-
vided into 512 64 word by 16 bit subsections. For exam-
ple, section 8A-1 includes 512 subsections such as sub-
section 129, which includes 64 words such as 125 and
128 each having 16 bits. Similarly, section 8A-2 of E?-
PROM 8 includes 512 subsections 131 each having 64
16 bit words, such as word 130. Similarly, section 8A-8
includes 512 64 word subsections 136.

Although not shown in FIG. 4, sections 2A-1, 2A-2.
. . 2A-8 of SRAM 2 also each are similarly subdivided
into 512 64 word by 16 bit subsections. Row parity
accumulation and column parity accumulation are ac-
complished for SRAM 2 by scanning SRAM 2 in pre-
cisely the same fashion as for EZPROM 8.

In FIG. 4 scratch pad RAM 2C includes a single 64
word by 16 bit “row parity accumulator” subsection
132, which includes 64 16 bit words such as 133, 134,
etc. Individual corresponding bits of all of the above 64
word by 16 bit subsections of E2PROM sections 8A-1 .
.. 8A-8, SRAM subsections 2A-1. .. 2A-8, and 64 word
by 16 bit subsection 132 of scratch pad 2C of SRAM 2
are addressed by the same group of address conductors
of address bus 28B.

“Column parity accumulator” register 103 of ASIC
115 of FIG. 3C is shown in FIG. 4 for convenience.

The group of 64 word by 16 bit subsections 129, 131
... 136 of E2PROM 8 (or a similar row of subsections
of SRAM 2) is referred to herein as a “row” for the
purpose of describing scanning of E2PROM 8 or
SRAM 2 to accumulate row and column parities during
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an upload operation or 2 download operation of non-
volatile memory system 1. In FIG. 4, exclusive OR
gates 126, 127, and 137 are shown to assist in describing
the functions of exclusive ORing corresponding bits on
a “bit per chip” basis during “row” scanning to accumu-
late row and column parity, in accordance with the
present invention.

First, the row and column parity accumulation will
be described for an uploading of data stored in E%
PROM 8 into SRAM 2. The first step in the scanning
procedure is to sequentially read the contents of the first
word 125 in subsection 129. That entire word 125 is
stored in the first word 133 of SRAM scratch pad sub-
section 132. Word 125 also is written into column parity
accumulator 103. Next, the second word 128 of subsec-
tion 129 is written into a second word 134 of scratch
pad subsection 132, and is exclusively ORed with the
contents of column parity accumulator 103 as indicated
by Exclusive OR gate 137. The results replace the pre-
vious contents of column parity accumulator 103. The
next step is to repeat the above process for the third 16
bit word and all subsequent 16 bit words of subsection
129. At this point, all of the data in subsection 129 has
been transferred to scratch pad section 132, and the
column parity for section 129 has been accumuiated in
column parity accumulator 103.

Then the above process is repeated for section 8A-2,
except that each bit in each word of subsection 131 is
exclusively ORed with the corresponding bit in scratch
pad subsection 132 and the results are loaded into
scratch pad subsection 132. The accumulated column
parity then is written into the first word 142 of another
64 word by 16 bit subsection 141 of scratch pad RAM
2C. Meanwhile, column parity is accumulated for sec-
tion 131 in column parity accumulator 103. Exclusive
OR gate 126 illustrates the exclusive ORing of corre-
sponding bits in first word 125 (after it is transferred to
scratch pad subsection 132) with the corresponding bits
in word 130 of subsection 131 and storing the results in
word 133 of scratch pad subsection 132. Exclusive OR
gate 127 represents the last such exclusive ORing in the
first “row”. When the entire “row” consisting of sub-
sections 129, 131 . . . 136 has been scanned, the row
parity for the entire “row” has been accumulated in
scratch pad subsection 132, and the column parities for
each of those subsections has been accumulated in the
first eight words of scratch pad subsection 141.

Then the contents of subsection 132 of row parity
accumulator subsection 132 and the contents of column
parity accumuiator subsection 141 are compared with
corresponding row parity and column parity stored
during the previous downloading operation into sec-
tions 8B and 8C, respectively, of EZPROM 8. Simulta-
neously, all of the data being scanned and read out of
EZPROM 8 is being written into corresponding loca-
tions of SRAM 2. Whenever a mismatch is found be-
tween the present row and column parity and the row
and column parity stored in sections 8B and 8C of E>
PROM 8 during the previous downioading operation,
that row and column parity is exclusively ORed with
the data just read out of the corresponding location of
E2PROM section 8A to correct the data. The result of
that exclusive ORing represents a two-dimensional map
of any erroneous bit positions. The third dimension
information needed to locate the error precisely is de-
rived from the exclusive ORing of the column parity
information in subsection 141 with previously stored
column parity information from the previous down-
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loading operation. The result of that exclusive ORing
represents the erroneous bit positions in the columns of
the “row” 129, 131.. . . 136 being scanned. It is necessary
to match bit positions in the “row error pattern” and
“column error pattern” in order to properly locate the
erroneous bit. This is performed by testing these row
and column error patterns for each of the sections 8A-1,
8A-2 ... until a match is found.

Once the location of the error is found so as to pro-
duce a row-column bit position match, that match is
exclusively ORed with the data in the SRAM at the
identified location to correct the erroneous data. The
row-column bit match is obtained by logically ANDing
the row error pattern and the column error pattern to
produce the “correction data” which then is exclusively
ORed with the erroneous data from the SRAM at the
identified address.

The above “row” scanning procedure during upload-
ing allows corrected data for an entire section such as
8A-1, 8A-2 etc. to be conveniently corrected if neces-
sary and uploaded into SRAM 2, because all of the
wrong row and column parity data corresponding to
that chip can be stored in sections 8B and 8C and used
to correct the erroneous bits. The above scanning pro-
cedure is particularly advantageous in view of the prob-
able failure modes of SRAM chips, since if there is a
failure in one bit of an SRAM chip, the probability of
another failure in another bit of the same chip is high.

For downloading, the scanning procedure is identical
except that in FIG. 4, EZ2PROM sections 8A-1, 8A-2. .
. 8A-8 are replaced by SRAM sections 2A-1, 2A-2 . . .
2A-8. The same scratch pad subsections 132 and 141 and
the same column parity accumulator 103 are used for
both uploading and downloading. However, the accu-
mulated row parity data in scratch pad subsection 132
and the accumulated column parity data accumulated in
scratch pad section 141 are not used to locate and cor-
rect errors during downloading, but are simply stored in
E2PROM sections 8B and 8C at the end of scanning of
each “row”. The row and column parity data is then
available for error correction during the next uploading
operation, as described above.

Appendix 1 attached hereto shows how ASIC 115
can be programmed to produce the configuration of
FIG. 3B.

The above-described non-volatile memory system
provides a plug-in replacement for a core memory sys-
tem providing the advantages of non-volatility, and is
capable of providing substantially faster access times

"and cycle times than a comparable core memory. Reli-

ability is greatly increased over that of a core memory
system because of the use of integrated circuit compo-
nents and attendant reduction in the number of solder
connections. The amount of power dissipated is much
less than that of a comparable core memory, resulting in
much less generation of heat and thermal stressing of
components and component connections. This contrib-
utes greatly to long term reliability. The described error
detection and correction techniques further increase the
reliability of the described memory system over a core
memory system replaced thereby. Problems associated
with the wear-out phenomena of with E2PROMs are
avoided. The hold mode duration is automatically “seif-
adjusting” to meet variations in energy stored in the
backup capacitor and current drain by circuitry that
discharges the backup capacitor during a power inter-
ruption due to aging, temperature changes, etc. The
secure key using a ferrite core register as a completely
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erasable security key for encryption and decryption of
data provides the advantage of a secure system which
can allow confidential data to be more conveniently
“declassified”.

While the invention has been described with refer-
ence to a particular embodiment thereof, those skilled in
the art will be able to make the various modifications to
the described embodiment of the invention without

APPENDIX "1"

: 10000000F F04F 035K JECFFFFFFFFFFFFF 9F DFBBF 3F
: 10001000FFFFFFFFBFFFFFFFOFFFEFF7F7F7F7F 788
: 10002000F73732F 5F7EFEFEFEDEFEFEFEFEFEFFF31
: 10003000F 6FEFEFEFEFEFEFEFEFEFEFDFOFDFOFDED
: 10004000F DFDFDFOFDCFFFFFFFFFFFB77FDOFFFFE
: 100050007 FFFFFFFFEFFFFFFFFFFFFFSFFFFFFFF38
: 10006000FFF 7BFBFFFFFFFFFFFFFFFFFFFFFFFEF38
:10007000EFDFFFFFFFFFFFFFFFFFFFFFFFFFFFFFCO
: 10008000FFFFFFFFFFFFFEFEFEFEF CFEFEFGFEFF93
: 10009000F EF DF DFDF DFDF 9F DF DFDFDCFEFEFEFEFF9
: L000AOOOEFEFE7EFEFEF DFDFDFDFDFOFDFOFDFDF 08
: 1000B000F FFEF DFDF DFBF DFF SEF EF CFBFFFBFBFE12
: 1000C000F BF 7F BFBFBFBCFFFFFFFFFFFFFFFFBBI0G
: 10000000FFFFFFFFFFFFFFFFFFFFFFFF3E3F3F3F31
: 1000E0003F 3F 3F 3F BF 3F 7F 7E7E7E7E7E7E7E7E7 631
: 1000F0UOFEEFFFFFFFEFFFFFEEF7F7FEFFFFOF7FF3
:10010000FFFFFFFFFFFFEF7EZF7F7FFFFEFBOF7FB4
: 1001 1000FFFDFFFEFEFEFEFEFFFEFEFGEFFFFFFF1L
:100120007FFFFFFFFFFFFFFFFFFFFFFFFFEFFFFFGF
:10013000FFFFFEFFFFFFFFFFFFFFFFEFBFBFFFFF60
:10014000FFFFFFFFFFFF7FEEFFFFFEFFFFFFFFFFS0
: 10015000FFFFFFFFFFFFFFFFFFFFFFFFEFDEFFFFEQ
:10016000FFFFFFFF37FDFFFFFFFFFFFFFFFFFFFF69
: 10017000F FEFEFFFFFFFFFFFFFFFESFFFOFFFFFFCD
: 10018000FFFFFEF FFFFFFFFFFEFFFFFFFFFFFFFF80
:10019000F DF FFFFFFFFFFFFFFFFFFFBFFFEFFFFFCL
:1001A000FFFFFF7FFF 9FFEFFFFFFFFFFFBFFFFFF44
: 10018000FFFFFFFCFFFFFFFFFFFFFFFEFFFFFFFF53
:1001CO00FFFFFFFFFFFFFFFFAEFFFFFFFFFFFFFF90
: 1001D000F FFFFFFFEFFFFFFFFFFFFFFFFFFFFAFF34
: 1001E000FFFFFFFFFFBFFEFFFFFFFFFFFFFFFFFF60
: 1001F000FFFF7BEFFFFFFFFFOFFFFF7BFFFFFFFF47
: 10020000FFFFFEFFFFFFFFFFF79EFDFFFFFFFFFF6A
:100210008FFFFFFFFF7FFB7FFBIFFB7FFBOFAEFFAF
:10022000F FFFFFFEFFFFFFFFFFFFFFFFFFFFFFFFOF
: 10023000FFFFFFFFFAFFFFFFOFFFFFFFFFFFFFEFO3
: 10024000FFF6FFF 6FFF6FFF67F 6FFFFFFFFFFFFFF2
: 10025000F FFFFFFFFOFFO7FFD7BED7FBO3FEE73E73
:10026000F FFFFFFFFFFF3FFFFFFFEF7FBE7FFE7F30
:10027000FE7FFEFFCFF 2FFFFFFFFFFFFF3FFFFFFS9
: 10028000FFE7FFE7FFE7FFE7FFEB3EFDFFFFFFFFBS
:10029000FF 3FFFFFFFFFFFF7FFF7FFF7FFF7FFAF9E
:1002A000F 3FFFF7FFFFFFFEIFF7FFOFFFFFFFFFFS8
: 1002B000F FFFFFFFFF3EFFFFFFFFFFFF3FFEFFFFDO
:1002C000FFFFFFFFFFBFFFFFFFFFEFD3FFFFFFFEBB
: 1002D000FFFFF 3F FFFFFFFFFFFFFFFFFFFFFFBFF3E
: 1002E0003EFFFFFFFFFFFF3FFFFFFFFF7FFEZFFEAL
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departing from the true spirit and scope of the inven-
tion. For example, certain very high capacitance double
layer low voltage capacitors could be used which are
not charged to a boosted-up voltage. Alternatively,

5 certain kinds of batteries might be used instead of a
backup capacitor.

What is claimed is:

: 1002F0007FFEZFFEF7EFF 3FFFFFFFFFFFFFIFFFFA0
: 10030000FBFFA7FFE7BFE7FFE7FFFBFEFFFFFFBF26
:10031000FFFFFFFFDFBFFFFFFFFFFFFFFFFFEF7FOD
: 10032000EEFFFFFEFFFBFFFF7FFFFFFFFEFFFFFF7 4
: 10033000F FFFFFFFFBEFDEFFFFFFBFFOFFFFFFFFA4
:10034000FFFFFFFFFFFFFFFFFFF7FFEFFFFFFFFFDS
:10035000FBFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFBL
:10036000F DFEFFFFFF 3FFEFFFFFFEFFFFFFFFFFF7]
:10037000FFFFFFFFFFBFEFFFFFFFFFCIFFFFFFFF19
:10038000FFFFFFFFFFFFFFFFFFFFFOFFFCF7FFEFOE
: 100390003FFFFFFFFEFFFFFFFFFFBFDFFFFFEFFFOE

:1003A000F FAEFFFFFFFFF3FFFFFFFFFFFFFFFFFFBA
: 1003B00OFFFFFFFFFOFFFFFAFFFFFFFBFEFFFFFF59
: 1003C000FFFFFFFFFFFFFFF7FFFFF77FEFFEFFFFDE
: 1003D000FFF 9FFFFFF7FFFFFFFFFFFFFFFFFFFFFB3
: 1003E000FFF 7DEFFFFFFBFFDFFBFFDFFFFFFFFFFCA
: 1003F 0007F 7BF B7FFB7FFBAEFFFFFFFFFFFFFFFF6E
: 10040000FFFDFFFFFFFFFFFFFFFFFFFFFDFAFFFFOS
: 10041000FFFFFFFFBFFFFFFFFFFFFFFFFOD6FFFE67
: 100420000F 76EFFFFFFFFFFFFFFFEBFFFFFFFFBFES
: 10043000FFO707FFD7FED7EIFEFFFFFFFFFFFFFFGA
: 10044000FFFFFFFFFFFF7F7EFE7FFE7FEECFFFFFO0
: 10045000FFFFFFFFFFFFFFFFFEFFFFFFE7EZFFETFS |
: 10046000FFE7EFFEFFFFFFFFFFFFFFFDFFFFFFFFCY
:10047000FFFFF7F7FFF7FFF7AFFFFFFFEFFFFFFFFC
: 10048000FFFFFFFFFFFFFFFFFFFFFFFEFFFBFEFFS2
: 10049000F FFFFFFFFF3FFFFFFFFFFFFFFFFFFFFF2C
: 1004A000BFFFFFEFFFFFFFFFFFFFFFD3FFFFFFFFO8
: 1004BOOOF FFFFFFFFFFBFFFBF7FEFFFFFFFFFEFFSE
:1004C0003FFFFFFFFFFFFF7F7EFE7FF67F 7EEFFF98
: L004DOOOFFFFFFFFFFFFF 3FFFFFBFFFFFFEZE7FF6C
: 1004E000E3FFE7EFFEFFFFFFFFFFFFFFDFFFBFBFOL
: 1004F 000FFFFF7FFBFFFFFBF7EEFFFFFFFFFFFFF25
: 10050000F FFFFFFFFFFFFFFFFFFFFFFFFEEFEFDE3D
:10051000FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF7F3
: 10052000FFFF7FFBEFFFFFFFFFFFFFFFFFFFFEFF70
: L0053000FFFFFFFFFFFFBF7FF7FDFEFFFFFFFFFF96
: 10054000FFFFFFFFFFFFFFFFFFFFFFBFBF7FEFEFDB
: 10055000FFFFFFFFFFFFFFFFFFFFFFFFFFFFFOFFAD
:10056000F FFBFFB7FFF4FFFFFFFFFFFFFFFFFFFFF2
:10057000FFFFFFFFFFBFFFFFAFFCAEFEFFFFFFFF70
: 10058000FFFFFFFFFFFFFFFFFFFFFFFFFDFDEFFFSF
: 10059000FAFFFFFFFFFFFFFFDFFFFFFFFFFFFFFF 90
. :1005A000FFFFFF7F7EEFFEFDFFFFFFFFFFBFFFFFAF"
: 1005B000FFFFFFFFFFFFBFFBFBF7F7FEFFFFFFFFA4
:1005C000FFFFFFFFFFFFFF7FFB7FFB7FFB7F7BFBCF
: L005DO0OAEFFFFFFFFFOFF7FFFFFFDFFFFFFFFFFO0
: 1005E000F FFFFBFFFFFDFAFFFFFFFFFFFFFFFFFF26
: 1005F 000DFFFFFF6FFF6FFFEFF567FEFFFFFFFFF7F
: 10060000FFFFFFFFFFFFFFFFD7FFD7FFD3FBD7DF C2
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:1009A000FFFFFFFFFF76FF76FF360F767FAFFFFFAB
: 1009B000FFFFFFFFFFFFFFFFFFFFO7DB07DFD7DF23
:1009C00097DDE7FEFFFFFFFFFFFFFFFFFFFFFF7FBA
: 1009DU006E/EFE697E7E7EBECFFFFFFFFFFFFFFFCA
: 1009EQ0OFFFFFEFFFFETEZE7FFE7DFE7DFEFFEFFEL
: 100SF000FFFFFFFFFFFFEFDFFFFFFF779AF7FA7789
: 10OAOUDOFA77FAAFFFFFFFFFFFFFFFFFBFFFFFFF18
:100A 1000FFE7FFD7FFDFFFFFFFFEFFFFFFFFFFFF47
: 100A2000FFFFFFEFFFFF7FFE7FFF3FFEZFFEEFFF29
: 100A 3000FFFFFFFEFFFFFFBFFFFFFFFF9579AFFF47
: 100A40009FFFBFF7FEFFFFFFFFFFFFFFFFFFFFFFSF
+100A50007FSE7EFE7B7E383EFEEFFFFFFFFFFFFFEY
: 100A6000FFFFFFFFFBFF63E7A7FF65FF67FFEGFEF2
: 100A7000F FFFFFFEFFFFFFFFFFBFEFFFFFFFF7SF7E
: 100A8000D6FFBSFFEFFFFFFFFFFFFFFFFFFF7FFF76
: LOOA9000FFOFFFFFFBFFFFCFFFFFFEFFFFFFFFFFBY
: 100AAQUOFFFFFFFFFFFFFAFAFFEAFFFB7FF37FEF95
: 100ABOOOFFFFFFFFFFFFFFFFFOFFFF77F7FFEF7F68
: 100ACODOE77EF 7FFFFFEFFFFFFFFFFFFFFFFFFFFDS
: 100ADOUO7F6FFFF7FE7FFC3FFFFFEFFFFFFFFFBFD2
: L0DAEQOOOFFFFFFBFFFFFAFAFFFAF7FBFFFB7FBFF52
: LOOAFOUOF CEFFFFEFFFFFFFFFFFFDFOFFFEFEFFF69
: 100BOO0UFFFBBFECEFAEFFFFFFFFFFFFFFFEFFFFAD
: 100B1000FFFBFDFFFFFOE7FDEFFFFFFAFFFBFFFF24
< 100B2000FFFFFFFFFFFF7FBDBY7FFD3FFEFFFEZFAL
: 100B3000AFFFFFFFFFFFFFFFFFFFFF7FF7F7FFF7AD
: 100B4000FBEFFFF7BFF7FEDFFFFFFFFFFFFFFFFF3A
: 100B5000FF7F7B587B7B8785B3B7BFBAEFFFFFFFF1A
:100B6000FFFFFFFFFFFFFEFFFFFFFDFFFFFFFFFF98
: 100B7000F DFAFFEFFFFFFFFFOFFFOFFFFFFFFEF6EG
: 100B8000FE36FF56BF56AFFFFFFFFD7FFFFFFF7F23
: 100B9000FFFFFFD70307070ED39707E7FEFFFFFFFF
: LOOBAODOEFFFFFFFFFFFEFEFDD39FE79FE/D3LE/EBS
: 100BBOOOBECFFFFFFFFFEFFFFFFFFFEFFFFBEFETER
: 100BCOOOEFE7DDE7FFE/EFFEFFFFFFFFFFFFFFFFCO
: 100BDUOOFFFFFFFDFAD7FA77F877FAF7AFFFFFFFCD
: 100BEQOOBF 7FFEFFFF7DFFFFOFSFFFDFFF87FBOFD3
: LUOBFOOOF FFFFEFFFFFFFFFDFFFFEFFDFFFFBIFFS0
: 100CO000FFFFF7FF7FBEFFEFFFFFFFFFFEFFFFFFCE
:100C1000FFFFFFFFAFFDADFFOFFF 99FBF 7FEFFFF5B
:100C2000FFFFFFFFFFFFFFFFFFFF7AFEZA7E7ETEG2
:100C3000707EEFFFFFFFFFFFFFFFFFFFFFFBTFFFGE
: 100C4000E7FFE/E367DFA7EFFEFFFFFFBFFFFFFF6
: 100C5000F FFFBF7FFE7FEB3FDFSFFF7F2EEFFFFFOD
: 100C6000FFFFFBFFFFFFEFBFFFEZFFC/FF77FDDZEA
: 100C7000FF 7FF7FEFFFFFFBFFDFFFF7FFSFF67FA76
:100C80005FBAFFDA7FFBOFFBEFFFFFFFFFFBFFFF3A
: 100C90COFFFFFFFF677FEZFFEDFFF7EFE7FFFEFFCT
: 100CAOOOFFFFFFFFFFOFFFFFFF7FFCSFFCEFFDIFSC
: 100CBOOOFE4FF CEFFDFFFFFFDFFEFFFFD77F7F8FC2
:100CC0007FA77897FFAF7FBFFEFCFFFFFF3FFFFFLC
: 100CDO0OFFF7FFFFFFFE7FFA7FFFFFEEFFEBAEFFAS
: 100CEOOOFFFFFEF3FFFFFFFFFFFFEZFFE7FFF7FF58
: 100CFOO0EFFFESFFFAFFFFFFBFEEDFFFBFFEFD7F67
: 100D0000F D7 FFDBFFOFFFD7F7A2FFOFFFFFFFBBFD6
: 10001000F FFFFBFFFFF7FBF7BFF7FFEEFDEFF7FEGF
: 100D2000FFFFFFBFFDFFFFBFFDFF7F7BFB7B7B5B0B
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:10061000E7FEFFFFFFFFFFFFFFFFFFFFFF7FFEZFO4
:10062000FE7FFE7F7EFECFFFFFFFFFFFFFFFFFFFSE
:10063000FFFFFFE7FFE7FFE7FFE7OBEFFEFFFFFFSF
:10064000FFFFFFFFFFFFFFFFFFF7FFF7FFF7FF775A
: 10065000FAAFFFFFFFFFFFFFFFFFFFFDFFFFFFFFOL
:10066000FFFFFFFFFF9EFFFEFFFFFFFFFFFFFFFFFC
:10067000F FFFFFFFFFBFBBFFFFDF7FFEEFFFFFFFBF
: 10068000FFFFFFFFFFFFFFFFFFFFFFFFFFFFFDFBS0
:10069000SFFFFEFFFFFFFFFFFFFFFFFFFFFF7FBESC
:1006A0007FFE7FFE7FS6FEEFFFFFFFFFFFFFFFFF96
1 1006BO0OFFFFFBFFEZFF67FFE7FFE7FFFFFEFFFF2F
: 1006CO00FFFFFFFFFFFFFFBFFFFFFFSFFC7FFFBFDD
+1006D000F C7FEFFFFFFFFFFFFFFF7FFFFFFFFEFFE
: L006EOOOFFA7FFF7FEAFFEF7FEFFFFFFFFFFFFFFDG
: 1006F000FFFFFFFFFFFF7FFB7FFB6FDB7FEFFFFF56
:10070000FFFFFFFFFFFFFFFFFFFFFF7FA7FFB37F9D
:10071000F7BFFEFEFFFFFFFFFFFFFFFFFFFFFFFF33
:10072000FF7FFEFFFC7FEDFFEFFFFEFFFFFFFFFFO0
:10073000FFFFFFFFFFFFFFA7FFAFFB977FFOFCFF62
:10074000FFFFFFFFFFFFFFFFFFFFFFFFSFFCFFEA7L
:10075000AFFEFFAEFFFFFFFFFFFFFFFFFFFFFFFF4B
:10076000FDFFE7FFEFFFEFFDFFFAFFFFFFFFFFFFDA
:10077000F FFFFFFFFFFFBF7FFSDBFOFFFE7FAFFF4A
: 10078000F FFFFFFFFFFFFFFFFFFFFFFFFFF7BBEFDS
:10079000F BF 7FFF7FEFFFFFFFFFFFFEFFFFFEFFF9E
:1007A000FF7F7B7878787B7BFBAEFFFFFFFFFFFF 46
: 1007BO0OF FFFFFFFFFFFFFFFFFFOFFFFBFFFFFFA90
:1007CO00FFFFFFFFFFFFFFFFFFFFFFFFFFFGBE760C
: 1007D000FF76FFS6AFFFFFFFFFFFFFFFFFFFFFFFAB

:1007E0COFFFFD79FD707D307D7E6FEFFFFFFFFFF87 .

: 1007F000FFFFFFFFFFFFFF7FFE7E7E787E6EBECF 96
: 10080000FFFFFFFFFFFFFFFFFFFDFFFFFFEZEFE73A
:10081000FBE7FFE7EFFEFFFFFFFFFFFFFFFFFFFF2D
: 10082000FFFFFFD7FA779A77FAF7AFFFFFFFFFFOD9
: 10083000F FFFFFFFFFFFFFFFFFCFFFS0FBIDFFFFCO
:10084000FEFFFFFFFFFFFFFFFFFFFFFFFFFF7FBF79
:100850003F FE3FBEDFEFFFFFFFFFFFFFFFFFFFFESB
: 10086000FFFFFFFD97FF 9FFF9FFFFFFEFFFFFFFFC3
: 10087 000FFFFFFFFFFFFFFFF7F7E797E7C3E7CFESS
: L0088000EFFFFFFFFFFFFFFFFFFFFFFBFFFF67D54E
:1008900067FFEZFFE7EFFEFFFFFFFFFFFFFFOFFF61
: 1008A000BF BFFF7FFEEFFFB7EEFFDIEFFFFFFFFFFS
: 1008B000FFFFBFBFFFBF7FFFFFFFFFCOFECFFFESO05
: 1008CO00FFFEFFFFFFFFFFFFFFEFFFFFFFFFFFF345
: 10080000F FFAGF FBFFFBEFFFFFFFFFFFFFFFFFFFDS
: 1008EO0OFFFF7FFFE7FFFBFFF77BE7FFFEEFFFFF69
: 1008F 000FFFFFFFFFFFFFFFFFFZFECF7FF77FDFF2D

: 10090000EFEFFFFFFFFFFFFFFFFFFFFFFEFFFFBFSS

: 10091000F FAFF 9B7FEAGFFF CFFFFFFFFFFFFFFFFE2
: 10092000FFFFFFFFBFFBFFDESFFAFFFFAEFFFFFFF2
: 10093000FFFFFFFFFFFFFFFFFFFFEZFFFFFFEBFFF3
: 10094000E7FFFAFFFFFFFFFFFFFFFFFFFFFFFF5F74
: 10095000FE7FFD7FFE7770AFFFFFFFFFFFFFFFFFOS
: 10096000F FFFFFFFBFEFFFEFFFF7FFF3F7FEFFFF14
:10097000FFFFFFFFFFFFFFFFFF7F7B7878787B583F
:100980007BFBAEFFFFFFFFFFFFFFFOFFFFFFFFFF52
: 10099000FFFFFFFFFBFDFDFEFAFFFFFFFFFFFFFF7S
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.1000300078787BBBAEFFFFFFFFFFFFFFFDFFDEFFO7
- 100D4000F BFFBFFFFEFFFFBOFFFEFAFFFFFF7FFFCO
. 100D05000FFFFFFFBOF7FFF76DFEGFE76BF767FAF2C
- 100D6000FFFFFFFFEFFFFFFFBFFFFFD6070797D7EC
. 1000700007077 0FE7FEFFFFFF7FFCFFFF3FFFFF77
. 100D80007F7ESE7EFE797E7EGEBCCFFFFFFFFFIB27
: 100D900CFFFFFFE3FFFFE7E3C7E7FFE3DFETFFEF67
- 100DACOOFEFFFFFFBFEDFFFF3FFFFF7FFA77FED78C
: 100DBO00FB77FA77F88FFFFFFFFFC7FF7FBFE3FFE7
: 1000CO00FFE3FFC3FBIFFDIEFFFFFFFEFFFFFFIFB3
- 100DD000FFFFFD3FFEFF7FBE7FFE7FFF7BFE7FFEAE
- 100DEQUOEFFFFFFFFFDBFFFFFFE2FFFFAFFFD/FEDC
< 100DF000AFFFBFFDSFFRFEFFFFFFBFEEEFFF3FFF21
. 100EQ00OFFFF7E7E78FE7 C7E7C7EFEEFFFFFFFDFBS
: 10UE1000FBFFBFFFF3FFFB67E7E7E7D3E7FFE79BD6
- 100E2000F /FEFFFFFFFFFFBFFFFFFFSF7FEFFEFFLC
: 10OE3000FF7FFCFFESBFEEFFFFFFFFFFFFF7FFFFBA
. 100E4000BFFFE7CF7FFB7F2FFFFFFFFFFEFFFFFFOF
- 100E5000FFFFFFFDFFDBFF7F 7AEB7FFA7FFBEFFFFA
. 100E6000F 7EFFFFFFFFFFFFFFFFFFFFFFEF7F37F3F
. 100E7000A7FBBFFFFFFFFDFEFFFFFFFFFFFFDFFF41
. 100EB000DFFF7F 3CFFFFFD7FFEOFDDFFEFFFFFFFEA
: 100E9000FFFFFFDEFFBFFFFEA7B7FFBFFFAFFCFDFS
- L0OEAQOOFFFFFCFFFFFFFFFF7FFFEFFFFF7FFSEETD
. 100EBCOOFFF9SFFDFFFOFFAEFFFFFFFFFFFFFBFF4S5
. 100ECO00FFFF7FESEFFFFDFFFFFFFFFFFFFAFFFFES
: 100EDOOOFFEFFFBFFEDFEFEF 3FFDD97FBO7FBOFF1F
: 100EE000BFSFAFFFFFFFFFFFFFEFFFFFBFFFF7F7A2
. 100EF000FFF 3BFFSBFFFFFFSFEFFFFFFFFFFBFFDE4
: 100FO00OFFFF7F7358787B858787B8787BFBAEFFFFB2
: 100F 1000FFDFFFFFFFFEFFFFOFFFFFFFFFFFFBFF26

+ 100F2000FFFOFEDAFFFFFFFFEFBFFBFFFFFF7FFFCO

: 100F 3000BEF GFEBEFF56FF76AFFFFFFFFFFFFFAB2B
: 100F 4000FFFOFFFFD7079307D3FFD7D707E7FEFFS4
: 100F5000FFFFFFFF3FF CFFFFDF7FDE7DFE7FFESFCY
: 100F60005E7EFECFFFFFFFFFFFFFF3FFFFFFFFESO0A
: 100F7000EFESDFE7FFE7DFE7EFFAFFFFFFFFFFFFA8
: 100F8000FFFFFFFF 7FFAF8F7FBF7FF770B37AFFFD5
: 100F9000FFFFFFFFFFFF7FFFFFFFE2DBFFF 9FBOFAC
: 100FAQQOFF8FFFFFFEFFFFFFFFFFFFFFFFFOFF7848
: 100FBOOOBAFF 3FFFFFBF 7FFFFFEFFFFFFFFFFFFF16
: L0OFCOOOFDFFFFFFFFAFAFFFAFFFDBFFAFFDFSFEA4
: 100FDO0OFFFFFFFFFF3FFFFFFBFFFFFEZAFEZEFEEE
: 100FEQ007B3E7EFEEEFFFFFFFFFFFFF37FFFFEFA/B
: 100FF000670F67F7E7FFE7FF65EFFEFFFFFFFFFF34
: 10100000FFFF 7FFF 3F 78FE7FFEFFFE7FDEBFBIEF71
:10101000FFFFFFFFFFFFFFFFFBFFE7EGFFDAFECF71
:10102000F CSFFFE7FFFEFFFFFFFFFFFFFFFFFD7FOE
:101030007AF 27FFBFFFABFFBFFFBEFFFFFFFFFFF33
: 10104000FFFFFFFFFFE777FFAZFFEFFFE77FEZFDEA
:10105000F EFFFFFFFFFFFFFF3FFEFF7CBF77FEE7CE
: 10106000F D6F SCOFEDAFFFFFFFFFFFFFFFFFDIFF33
: 101070008027+ DA7F FBFF DBFFF87FFFCFFFFFFFF21
: 10108000FFFFFFBFFE7F7 CBE7FF CFFESFFFBLFFFA2
: 10109000AEFFFFFFFFFFFFFFFFE7BFEZE7FFE7FDS3
:1010A000FFFFE7FFE7FFFAFFFFFFFFFFFFFFBFFECG
: 1010B0007F7DFO7F FD3FFDFFBERB7 DAFFFFFFFFFOF
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: 1010C000FFFFFFFFFB6FF7F SFFEFF CEFBBEBFFF759
. 10100000F7FEFFFFFFFFFFFFFFBFBDF978787B78C1
: 1010E000387B78387BFBAEFFFFFFFFFFFFFFFFFF/9
: 1010F 000FFFFFFBOFBFFFFFFFOFFFFFEFAFFFEFFAE
- 10110000FFFFEFFF7FAF7F3FFF36FF76FF76FF7663
:101110006F CFFFFFFFOFFFFFFFFFEFEBO707D5E379
:1011200006E/07070597E7FEFFFFFFFFFFFFFF3FCB
:101130007 CF 47E7FFESE7E7ETETE/EDCCFFFFFFFCS
:10114000FFFFFFFFFFEFBF7 C7E3EFE7F7E30FE/AF
: 10115000FBEFFEF FFFFFOFFFFFFF3FBO7F7FFA7763
:10116000FBO7FAS7FA77FBAFFFFFFFFFFFFFFFFFAC
:10117000E3F 7EFE7FRF7FFOFFFDBFF7FFEFAFFFFI0
:10118000FFFFFFFFFFBF7EFF 3EFE7FFFFFBD3FFES
:101190007FFEAFFFFFFFFFFFFFFFFFCBFBO587FDOC
:1011A00097FFOOFF 9FFBBBFFFCFFFFFFFFFFFFFFS4
: 101 1B00UBF 6F 7B3D7EFE7E7E7F7ETA76F CEFFFFFAB
:1011C000FFOFFFFFFFFF6BF7EBBGEZAFE7E767FF/8
:10110000ESFUF FFEFFFFFFFFFFFFFFFFFFBFFF7803
: 1011E000FDBFFE7FBE7FEFFFEFFFFFFFFFFFFFFFB3
:1011FO0CFFFFFFFF6F 8FFFEFFFF77FEF 7D DFEFF2C
: 10120000FFFFFFFFFFFFFFFFRF77FAF2FFFA7FF319
:101210007F BBFFEFFFFFFFFFFFFFFFFFFFFFFF674A
: 10122000F77FAF7FE7FFEFFFFFFEFFFFFFFFFFFFAF
: 10123000FFFFFFFF5FF CBOFFFO7FDE7FFCFFEFFFD9
: 10124000FFFFFFFFFFFFFFFFFFFFA3BFFDBFFFASEG
: 10125000FFBEFFFFFCFFFFFFFFFFFFFFFFFFFF7F62
: 10126000F 8F 99FFB7FFC7FFADFAEFFFFFFFFFFFF78
: 10127000FFFFFFFFFFEZFFFFFFFFE/FFFOFFF3FACL
: 10128000FFFFFFFFFFFFFFFFFFFF7FBDDD7FODSF 94
: 10129000FDFFFO7FAFFFFFFFFFFFFFFFFFFFFFFF32
:1012A000F 7F 7FF6BFFEFFFF 3FFF/FEFFFFFFFFFFL7
: 1012B000FFFFFFFFFF7F587B7B7B7878787BFBAF 52
:1012C000FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFBF6E
: 10120000F FBRFBF 9F 7FAFFFFFFFFFFFFFFFFFFFF79
: 1012E000FF 7E8F/6FF76F FF6BF76AFFFFFFFFFFFO3
: 1012F 000FFFFFFFFFFFFE7E7DSDFD7 9F D7FBD7F75C
: 10130000FEFFEFFFFFFFFFFFFFFFFF6FFESF7E7827
: 10131000FE7FFE7DFECFFFFFFFFFFFFFFFFEFFFF12
':10132000FFFBEBE7E7E7FFE7DFE7EFFEFFFFFFFFE
:10133000FFFFFFFFFFFFFFFBFAF7FB77FAF7FDF771
: 10134000AFFFFFFFFFFFFFFFFFFFFFFFC7FFFFFF35
: 10135000FFE7FFSFFFFDFEFFFFFFFFFFFFFFFFFFLS
:10136000FF7FDCFF7FFFFFD7FFOFFFEFFFFFFFFFO8
:10137000FFFFFFFFFFFFFFBFAFFFABFFBFFFOF7F41
:10138000FFFEFFFFFFFFFFFFFFFFFFFFFFFF7E7ETO
: 101390007F 7€ 3EFESFFEEFFFFFFFFFFFFFFFFFFFDL
: 1013A000FFFBE7FFE7EFE7E7A7DEG7FFFEFFFFFFD3
:1013BOOFFFFFEFFFFFFBFFFFEFFFF7FFEFFBFOFSF
:1013C00079EFFFFFFFFFFFFFFFFFFFFFFFEFFFFFD3
: 1013D000FFE7FFFFFFDDF 7FEFFFFFFFFFFFFFFFF60
: 1013E000FFFFFFFB7FFAGFEAEFF7FFFFEFFFFFIF63
:1013F000FFFFFFFFFFFFFFFFFFFFA7FFE7FBFBFF75
: 10140000F BFEFEFFFFFFFFFFFFFFFFFFFFFFEFCF32
:10141000807FFCF7CDFFFDEFFFFFFFFFFFFFFFFF 10
: 10142000FFFFFFBD7F 9FFOAZ7FFFFFOFFFF CFFFFED
: 10143000FFFFFFFFFFFFFFFFFFFEDFFFAFUAEFBIAS
: 101440000F OFAEFFFFFFFFFFFFFFFFFFFFFFEFFFAD
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: 10145000FFFFF7FFEFFFFFFFFAFFFFFFFFFFFFFFAS
: L0146000F FFFFE7FF9BFOD7FFOFFFFFF7FAFFFFFCG
: 10147000FFFFFFFFFFFFFFFFFFF7BFF7FFF7FFFFDA
: 10148000F BFFF 7FEFFFFFFFFFFFFFFFFFFFF/F787D
: 101490007878787B7B7B7BF BAFF FFFFFEFFFFFFF AC
1 1014A000FFFFFFFFFFFFFFFFFFFFFBFBFFFFFAFFS9
: LOL4BOOOFFFHFFFFFFFFFFFFF7FFF76FF56FF 1607
: L014CO00FF 76 /FAFFFFFFFFFFFFFFFFEFFFFFFD7AD
: 1014000007E70707070F 9307F7FEFFFFFFFFFFFFO]
: 1014E000FFFFFFFF7F7FFE7F 6ESB7E78F EBFCFFFIE
: 1014FO00FFFEFFFFFFFFFFFFFFFFF7E7FFETETET 64
: 10150000EFE7E7EFFEFFFFFFFFFFFFFFFFFFFFFF3C
:10151000F BF 7FAS7FA77FBF 7TFAAFFFFFFFFFFFFF82
: 10152000F FFFFFFFFFDFFBCFFDC2FFFFFFEFFFFEGF
: 10153000FFFFFFFFFFFFFFFFFFFFFFFFFFFE7BF042
: 101540007 FFE7BBFEFFFFFFFFFFFFFFFFFFFFFFFO0
: 10155000BFFF8FFF8FFFAFFFB7F7FEFFFFFFFFFF5C
: 10156000FFFFFFFFFF7F7BFE7B7E7E7ESFOEFFEF68
: 10157000FFFFFFFFFFFFFFFFFFFFFBF7E7FBEVETD3
: 10158000E7DFE7E7F 3FEFFFFFFFFFFFFFFFFFFBF20
: 10159000FFFFFF 7F D67F BEFFFEGFEEFFFFFFFFFF67
: 1015AQ00FFFFFFFFFFFFFFFFFFE7FFE7FFEFFBF797
: 1015B000FEFFFFFFFFFFFFFFFFFFFFFF7EFA7FBABG
:1015C0007FFB7FFBFFEFFFFFFFFFFFFFFFFFFFFFA3
: 1015D000FFFBE77FE77FE7FFF 3FEFFFEFFFFFFFFTS
: 1015E000FFFFFFFFFFFFFFFFFO7FFO7FFEZFFCFFY3
: 1015F 000EFFFFFFFFFFFFFFFFFFFFFFFFFBF7BAF LF
:10160000FFA7FF9FFFFFFCFFFFFFFFFFFFFFFFFFAS
: 10161000FFFFFFF97FFA7FBCSFOEEFAEFFFFFFFF 4A
: 10162000FFFFFFFFFFFFFFFFFFFFE7FFESFBFFFFO0
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1. A method of operating a non-volatile memory
system to prevent excessive downloading of data from a
volatile SRAM into an E2PROM in response to short
duration power interruptions, comprising the steps of:

(a) writing data into the SRAM by means of a host

computer, and then performing read and/or write
memory accesses to the SRAM while an external
power supply voltage is applied to the non-volatile
memory system;

(b) charging a backup capacitor to a selected voltage
level and maintaining the selected voltage level
while the external power supply voltage is applied
to the non-volatile memory system;

(c) halting accessing of the SRAM by the host com-
puter while discharging the backup capacitor to
supply energy to maintain a data maintenance volt-
age on the SRAM if the external power supply
voltage falls below a first threshold;

(d) resuming accessing of the SRAM by the host
computer if the external power supply voltage rises
above the first threshold before the backup capaci-
tor voltage falls below a second threshold;

(e) downloading all of the data in the SRAM to the
E2PROM while discharging the backup capacitor
to supply energy to maintain an internal power
supply voltage necessary for the downloading if
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the backup capacitor voltage falls below the sec-
ond threshold,

the backup capacitor storing enough energy when

the backup capacitor voltage is at the selected level
to both effectuate the downloading and allow the
halted condition to continue for at least a prese-
lected time.

2. The method of claim 1 including charging the
backup capacitor by means of a voltage up converter to
increase the amount of backup energy storage, and
discharging current from the backup capacitor by
means of a voltage down converter circuit to supply the
internal supply voltage.

3. The method of claim 1 including removing power
from the E2PROM during the read and/or write mem-
ory accesses by the host computer and maintaining the
data maintenance voltage at a reduced level substan-
tially less than a normal operating voltage of the SRAM
while accessing of the SRAM is halted.

4. The method of claim 2 wherein the selected level
of the backup capacitor voltage is approximately 100
volts and the first threshold is approximately 85 volts.

5. The method of claim 1 wherein the preselected
time is at least approximately one minute.

6. The method of claim 1 including uploading data
from the E2PROM to the SRAM if the external power
supply voltage rises above the first threshold and the
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backup capacitor voltage rises above the second thresh-
old.

7. The method of claim 6 including accumulating row
parity information and column parity information and
comparing it with previously stored row parity infor-
mation and column parity information in the E2PROM
and using results of the comparing to correct the data
and storing the corrected data in the SRAM during the
uploading.

8. The method of claim 7 wherein the SRAM in-
cludes a plurality of integrated circuit SRAMs and a
plurality of integrated circuit E2PROMs, the method
including subdividing each integrated circuit SRAM
into a plurality of subsections and subdividing the inte-
grated circuit E?PROMs into corresponding subsec-
tions, the downloading including

(i) reading data in words in a first subsection of a first
integrated circuit SRAM and transferring the read
data into a corresponding subsection of a first inte-
grated circuit E2PROM and also transferring the
read data into corresponding word locations of a
row parity accumulator and also into a column
parity accumulator;

(ii) reading data in words in a first subsection of a
second integrated circuit SRAM and exclusive
ORing each bit of that first subsection with a corre-
sponding bit of the row parity accumulator and
storing the result into a corresponding bit location
of the row parity accumulator and exclusive
ORing each bit of that first subsection with a corre-
sponding bit of the column parity accumulator and
storing the result in that corresponding bit location
of the column parity accumulator;

(iii) repeating step (ii) for the first subsection of each
remaining integrated circuit SRAM;

(iv) transferring the contents of the row parity accu-
mulator and the column parity accumulator into
the E2PROM.

9. The method of claim 8 wherein the uploading

includes:

(1) reading data in words in a first subsection of the
first integrated circuit E2PROM and transferring
that read data into the first subsection of the
SRAM and also transferring that read data into
corresponding word locations of the row parity
accumulator and into the column parity accumuia-
tor;

(2) reading data in words in a first subsection of a
second integrated circuit EZPROM and exclusive
ORing each bit with a corresponding bit of the row
parity accumulator and storing the result into a
corresponding bit location of the row parity accu-
mulator, and also exclusively ORing that bit with a
corresponding bit of the column parity accumula-
tor and storing the result into a corresponding bit
location of the column parity accumulator;

(3) repeating step (2) for the first subsection of each
remaining integrated circuit E2PROM;

(4) comparing the row parity data in the row parity
accumulator with corresponding row parity data
previously stored in the E2PROM and comparing
column parity data in the column parity accumula-
tor with column parity data previously stored in
the E2PROM if a mismatch occurs, and exclusively
ORing an error pattern produced from the row
parity data and column parity data with corre-
sponding data transferred from the EPROM to the
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SRAM to produce corrected data and writing the
corrected data into the SRAM.

10. The method of claim 9 including repeating steps
(@) through (iv) and steps (1) through (4) for each sub-
section of the integrated circuit SRAMSs and each sub-
section of the integrated circuit E2PROMs.

11. A non-volatile memory system including means
for preventing excessive downloading of data from a
volatile SRAM into an EZPROM in response to short
duration power interruptions, the non-volatile memory
system comprising in combination:

(a) means for writing data into and reading data from

the SRAM in response to a host computer;

(b) means for enabling the host computer to continue
to perform read and/or write memory accesses to
the SRAM while an external power supply voltage
is applied to the non-volatile memory system;

(c) a backup capacitor

(d) means for charging a voltage of the backup capac-
itor to a selected level and maintaining the selected
level while the external power supply voltage is
applied to the non-volatile memory system;

{e) means for halting accessing of the SRAM by the
host computer if the external power supply voltage
falls below a first threshold;

' (f) means for discharging the backup capacitor to
supply energy to maintain a data maintenance volt-
age on the SRAM if the external power supply
voltage falls below the first threshold;

(g) means for resuming accessing of the SRAM by
the host computer if the external power supply
voltage rises above the first threshold before the
backup capacitor voltage falls below a second
threshold;

(h) means for downloading all of the data in the
SRAM to the E2PROM while discharging the
backup capacitor to supply energy to maintain an
internal power supply voltage needed for the
downloading if the backup capacitor voltage falls
below the second threshold, the backup capacitor
storing enough energy when the backup capacitor
voltage is at the selected level to both effectuate
the downloading and allow the halted condition to
continue for at least a preselected time.

12. The non-volatile memory system of claim 11
wherein the backup capacitor charging means includes
a voltage up converter to increase the amount of backup
energy storage, and the backup capacitor discharging
means including a voltage down converter circuit dis-
charging current from the backup capacitor to supply
the internal power supply voltage.

13. The non-volatile memory system of claim 11 in-
cluding means for removing power from the E2PROM
during the read and/or write memory accesses by the
host computer, and including means for maintaining the
data maintenance voltage at a reduced level substan-
tially less” than a normal operating voltage of the
SRAM.

14. The non-volatile memory system of claim 12
wherein the selected level of the backup capacitor volt-
age is approximately 100 volts and the first threshold is
approximately 85 volts.

15. The non-volatile memory system of claim 11
wherein the preselected time is at least approximately
one minute.

16. The non-volatile memory system of claim 11 in-
cluding means for uploading data from the E2PROM to
the SRAM if the external power supply voltage rises
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above the first threshold and the backup capacitor volt-
age rises above the second threshold.

17. The non-volatile memory system of claim 16 in-
cluding means for accumulating row parity information
and column parity information and means for compar-
ing the accumulated row parity information and the
column parity information with previously stored row
parity information and column parity information, re-
spectively, in the E2PROM, and means for correcting
the data in response to the comparing, and means for
storing the corrected data in the SRAM during the
uploading.

18. A method of operating a non-volatile memory
system to prevent excessive downloading of data from a
volatile RAM into a non-volatile backup memory in
response to short duration power interruptions, com-
prising the steps of:

(a) writing data into the RAM by means of a host

computer and then performing read and/or write
memory accesses to the RAM while an external
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20

power supply voltage is applied to the non-volatile

memory system;

(b) providing a backup voltage source supplying a
backup voltage of a selected level and maintaining
the selected level while the external power supply
voltage is applied to the non-volatile memory sys-
tem,

(c) halting accessing of the RAM by the host com-
puter while discharging the backup voltage source
to supply energy to maintain a data maintenance
voltage on the RAM if the external power supply
voltage falls below a first threshold;

(d) resuming accessing of the RAM by the host com-
puter if the external power supply voltage rises
above the first threshold before the backup voltage
falls below a second threshold;

(e) downloading all of the data in the RAM to the
non-volatile backup memory while discharging the
backup voltage source to supply energy to main-
tain an internal power supply voltage necessary for
the downloading if the backup voltage falls below
the second threshold,

the backup voltage source storing enough energy to
both effectuate the downloading and allow the
halted condition to continue for at least a prese-
lected time.

19. The method of claim 18 including uploading data
from the E2PROM to the SRAM if the external power
supply voltage rises above the first threshold and the
backup capacitor voltage rises above the second thresh-
old, and accumulating row parity information and col-
umn parity information and comparing it with previ-
ously stored row parity information and column parity
information in the non-volatile backup memory and
using results of the comparing to correct the data and
storing the corrected data in the RAM during the
uploading.

20. The method of claim 19 including storing a key
word into a non-volatile, eraseable key register, en-
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crypting data being downloaded from the RAM into
the non-volatile memory using the stored key word, and
decrypting data being uploaded from the non-volatile
memory to the RAM using the key word, and erasing
the key word from the key register to allow the data
downloaded to be declassified.

21. A non-volatile memory system including means
for preventing excessive downloading of data from a
volatile RAM into a non-volatile backup memory, in
response to short duration power interruptions, the
non-volatile memory system comprising in combina-
tion:

(a) means for writing data into and reading data from

the RAM in response to a host computer;

(b) means for enabling the host computer to continue
to perform read and/or write memory accesses to
the RAM while an external power supply voltage
is applied to the non-volatile memory system;

(c) a backup voltage source supplying a backup volt-
age;

(d) means for halting accessing of the RAM by the
host computer if the external power supply voltage
falls below a first threshold;

(e) means for discharging the backup voltage source
to supply energy to maintain a data maintenance
voltage on the RAM if the external power supply
voltage falls below the first threshold;

(f) means for resuming accessing of the RAM by the
host computer if the external power supply voltage
rises above the first threshold before the backup
voltage falls below a second threshold;

(g) means for downloading all of the data in the RAM
to the non-volatile backup memory while discharg-
ing the backup voltage source to supply energy to
maintain an internal power supply voltage needed
for the downloading if the backup voltage falls
below the second threshold, the backup voltage
source storing enough energy to both effectuate
the downloading and allow the halted condition to
continue for at least a preselected time.

22. The non-volatile memory system of claim 21 in-
cluding means for uploading data from the non-volatile
backup memory to the RAM if the external power
supply voltage rises above the first threshold and the
backup voltage rises above the second threshold.

23. The non-volatile memory system of claim 22 in-
cluding an eraseable register storing a key word, and
encryption/decryption means coupled to the eraseable
register for encrypting data being downloaded from the
RAM into the non-volatile memory using the key word
and decrypting data being uploaded from the non-
volatile memory into the RAM using the key word, and
means coupled to the eraseable register for rapidly eras-
ing the key word from the eraseable register in response
to a user command.

24. The non-volatile memory system of claim 23
wherein the eraseable register is a 56-bit ferrite core

register.
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