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(57) ABSTRACT 
A system for preserving data associated with a memory. 
unit having a volatile section and a non-volatile section. 
The system controls the transfer of data between the 
volatile and non-volatile sections of the memory unit 
and also handles successive impending power fail sig 
nals so as to preserve data such as transaction totals, for 
example, and also includes a control means to enable the 
system to return to a processing point at which the first 
of the impending power fail signals occurred, thereby 
avoiding reconstruction of an aborted transaction, for 
example. 

3 Claims, 12 Drawing Figures 
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PROCESSOR AUTO-RECOVERY SYSTEM 

BACKGROUND OF THE INVENTION 

This invention relates to a system or means for han 
dling the sequencing of data between the volatile and 
non-volatile portions of a memory unit during momen 
tary power fluctuations including successive momen 
tary power fluctuations so as to avoid the loss of trans 
action processing data such as totals and the like. 

In certain financial terminals, for example, transac 
tion processing (TP) data is developed for handling 
customers' accounts. This TP data is stored in memory 
units which are sometimes referred to as Non-Volatile 
Random Access Memory (NVRAMS). These 
NVRAMS contain a first section which acts as a normal 
RAM when the power thereto is on; however, these 
RAMS lose the data when the power thereto is turned 
off. These NVRAMS also contain a second section 
which comprises for example, Electrically Alterable 
Read Only Memory (EAROM) which section is non 
volatile in that data (which is readily written into) is not 
lost therefrom when the power thereto is turned off. 
These NVRAMS are frequently used to store TP data 
such as teller totals, accumulators, transaction counters, 
supervisory codes, certain constants and terminal sign 
in information, which TP data frequently has to be 
updated. 
The financial terminal in which these NVRAMS are 

used generally has a power supply whose A.C. input is 
subjected to fluctuations in voltage, which fluctuations 
may be due to, for example, excessive demands on the 
associated A.C. source in the building in which the 
terminal is housed. The excessive demands (heavy 
loads) may be due to the operation of elevators, air 
conditioning units, and the like in the building, for ex 
ample. 
One of the problems with such terminals is that such 

a momentary fluctuation in the AC source is sensed by 
the terminal as an impending power failure causing the 
terminal to be placed in a complete "reset" in order to 
insure that only valid data will be retained in the nem 
ory unit. This resetting of the terminal could result in a 
considerable down time for the reconstruction of an 
aborted transaction via an audit trail, a restart of pro 
gram loading operations and/or an establishment of 
disrupted communication lines. 

SUMMARY OF THE INVENTION 

In a preferred embodiment of this invention, the sys 
ten comprises a memory unit having first and second 
sections for storing data, with the first section being 
volatile and the second section being non-volatile; 
means for processing data being operatively coupled to 
the memory unit for handling data; and means for con 
trolling the transfer of data between the first and second 
sections, whereby the controlling means is adapted to 
transfer the data from the second section to the first 
section upon the occurrence of a first signal, to clear the 
data from the second section upon the occurrence of a 
second signal to provide a cleared second section, and 
also to transfer the data from the first section to the 
cleared second section upon the occurrence of a third 
signal which indicates at least an impending power 
failure to the memory unit; the controlling means also 
includes means for handling successive third signals so 
as to enable the system to preserve data which was 
stored in the first section and to enable the processing 
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2 
means to return to a point in processing data at which 
point the first one of the successive third signals oc 
curred without losing any of the TP data referred to 
earlier herein. 

BRIEF DESCRIPTION OF THE DRAWING 

FIGS. 1A and 1B taken together show a terminal, 
such as a financial teller terminal in block form in which 
the automatic recovery system of this invention may be 
used; 
FIG. 2 is a block diagram showing more details of the 

automatic recovery system shown in FIG. 1; 
FIG. 3 is a block diagram showing additional details 

of the automatic recovery system shown in FIG. 2; 
FIG. 4 is a timing diagram showing the relationship 

among various signals associated with a normal se 
quence; 

FIG. 5 is a timing diagram showing the relationship 
among various signals associated with a momentary 
power failure mode of operation; 

FIG. 6 is a schematic diagram showing the details of 
the disable circuit shown in FIG. 3; 

FIG. 7 is a schematic diagram showing the details of 
the control circuit shown in FIG. 3; 
FIG. 8 is a schematic diagram showing a circuit for 

generating the RESETINA signal shown in FIG. 3; 
FIG. 9 is a schematic diagram of the WAROM dis 

able control circuit shown in FIG. 2; 
FIG. 10 is a timing diagram showing the relationship 

among various signals associated with one of the mem 
ory units shown in FIG. 1B; and 

FIG. 11 is a chart showing the relationship of various 
transistors (with regard to being "on" or "off") included 
in different portions of the control logic and disable 
control circuit shown in FIG, 1B. 

DETAILED DESCRIPTION OF THE 
INVENTION 

As stated earlier herein, the data recovery system of 
this invention may be used, for example in a financial 
teller terminal. FIG. 1A shows a portion of a financial 
terminal 20 (hereinafter called terminal) in which the 
data recovery system 22 (FIG. 1B) of this invention 
may be used. The data recovery system 22 (hereinafter 
called system 22) is coupled to the terminal 20 via a 
conventional port 24. Because the terminal 20 may be 
conventional, it is described only generally herein. 
The terminal 20 (FIG. 1A) includes a processor 26 

having the usual reset 28, clock 30, and read/write 
control 32 circuit associated therewith. The terminal 20 
also has a main memory 34 consisting of, for example, 
ultraviolet-light, erasable, Programmable Read Only 
Memories or EPROMS and also utilized Random Ac 
cess Memories 36 (RAMS) as a scratch pad for the 
processor 26. The main memory 34 contains all the 
programs associated with data handling for the proces 
sor 26. 

In the embodiment described, the processor 26 (FIG. 
1A) is an eight bit processor such as an 8085 processor 
which is manufactured by Intel Corp. of California, 
although the principles of this invention may be ex 
tended to other processors. 
The processor 24 (FIG. 1A) has 16 address lines 

associated therewith, with the most significant 8 bits 
(A8-A15) passing through a buffer 38 to a utilization 
system 40 and with the least significant 8 bits (Ab-A7) 
passing through a buffer 42 to the utilization system 40. 
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The bus 44, which is an address and data bus is also 
marked AD Bus d-7, is used to transfer either 8 bits of 
data or the least significant 8 bits of the address between 
the processor 26 and the rest of the terminal 20. Eight 
bits of data leaving the terminal 20 pass through the data 
buffer 44, and the eight bits of data or the least signifi 
cant 8 bits of an address pass through the buffer 46 to 
the buffered address or data lines BADBdb-BADB7 
which are also marked as 48. When an address is being 
supplied to the buffer 46, a control signal such as ad 
dress latch enable (ALE), coming from the processor 
26, will cause the address (the least significant 8 bits) to 
be latched into the latch 50. The remaining 8 bits or the 
most significant 8 bits (A8-A15) are supplied to a buffer 
52. 

In the embodiment described, 5 bits of the output of 
buffer 52 (FIG. 1A) are fed to a memory decode 54 
which is used to select the appropriate section in mem 
ory 34 to be read, and similarly, the 6 most significant 
address bits are fed to a memory decode 56 which is 
used to select the appropriate section of the memory 36 
for reading and writing operations. When data is to be 
read from memory, for example, the data therefrom 
passes through a buffer 58 prior to being placed on the 
bus 44. The buffers 38, 42, 46, 52, and 58 are conven 
tional tri-state buffers which are used for effecting data 
transfer; three sequentially occurring time frames T1, 
T2, and T3 (not shown) from the processor 26 are uti 
lized to conventionally transfer data through these buff 
ers in either direction. 
The bus 48 (FIG. 1A) communicates with a plurality 

of input/output devices such as a display or a cathode 
ray tube (CRT) 60 and a printer 62 via conventional 
ports such as 64 and 66, respectively. The CRT 60 has 
the usual CRT control 68 and character generator and 
RAM 70 associated therewith as shown in FIG. 1A. 
Data from bus 44 or the RAM 36 is supplied to the 
character generator and RAM 70 via the port 72 and 
bus 74 which is also marked as MDdb-7. The terminal 20 
also has a keyboard 76 (FIG. 1B) for entering data 
thereon, and the keyboard 76 communicates with the 
bus 44 via a conventional port 78. The read/write con 
trol 32 (FIG. 1A) generates the usual control outputs 
80, shown only generally, for conventionally control 
ling the flow of data in the terminal 20. 

Earlier herein, it was stated that the terminal 20 (FIG. 
1A) is coupled to the data recovery system 22 (FIG. 1B) 
via the port 24. In general terms, the system 22 includes 
a first memory unit 82 having some input/output func 
tions associated therewith, a second memory unit 84, a 
processor 86, a control logic and disable control circuit 
88 (hereinafter referred to as control circuit 88), and a 
bus 89 intercoupling the first and second memories (82 
and 84) with the processor 86. 
The system 22 (FIG. 1B) is shown in more detail in 

FIG. 2. The port 24 essentially performs a handshaking 
function, and it can be programmed to effect the type of 
data exchange which is desired; one such programmed 
peripheral interface circuit which may be used for port 
24 is the integrated circuit (IC) #8255 which is manu 
factured by Intel Corporation. 
The memory unit 82 (FIG. 2) is comprised of the 

sections 82A and 82B, with section 82A having an in 
put/output (I/O) port 90 associated therewith, and with 
section 82B having an I/O port 92 associated therewith. 
The sections 82A and 82B are comprised of Electrically 
Alterable Read Only Memories (EAROMs), with sec 
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4. 
tion 82A having the lower addresses and with section 
82B having the higher addresses. 
The memory unit 84 (FIG. 1B) is comprised of the 

sections 84A and 84B shown in FIG. 2. The section 84A 
contains Volatile Random Access Memory units and 
non-volatile EAROM's. The memory section 84B con 
tains Word Alterable Read Only Memory units (WA 
ROMS). In the embodiment described, one half of 
memory section 84A contains volatile RAMS 94 and 
the other half contains non-volatile EAROMS 96. 
Memory section 84A has the lower addresses and sec 
tion 84B has the higher addresses. As an illustration, the 
range of addresses for each of the memory sections 82A, 
82B, 84A, and 84B is shown in each of the sections in 
FIG. 2, with unit 82A having hex addresses of 000H to 
3FFH and with unit 84B having hex addresses of 2000H 
to 8FFH. In one embodiment, the memory unit 84 con 
sists of part #006-1022026 which is manufactured by 
NCR Corporation. 

In general, the WAROMs of memory section 84B 
(FIG. 2) are used for storing user programs; these WA 
ROMs can be altered under program control but are 
intended primarily for the long-term storage of data. 
The RAMs 94 of section 84A are used to store Terminal 
Processor (TP) data which is frequently updated, such 
data as teller totals, accumulators, transaction counters, 
supervisory codes, and terminal sign-in information. 
The RAMs 94 in section 84A have the advantage of 
acting as a normal RAM while the operating power 
from power supply 99 (FIG. 1A) is on, and when there 
is an impending power failure (indicated by a PFAIL/ 
signal from the power supply 99), the data which is in 
the volatile RAMs 94 is transferred to the non-volatile 
EAROMS 96. The non-volatile EAROMs 96 in section 
84A are used for storing data from the RAMs 94 while 
the operating power is off. A series of operations (to be 
later described herein) allows the data to be block trans 
ferred from the RAMs 94 to the EAROMs 96 and vice 
versa as required. 
The normal sequence of operations for transferring 

data between the RAMs 94 and the EAROMs 96 of 
memory section 84A (FIG. 2) will be discussed begin 
ning with the operating power being off and with data 
being stored in the EAROMs 96. When operating 
power is turned on, a Restore operation is performed 
whereby data from the EAROMs 96 is transferred to 
the RAMs 94. After the data is so transferred, an Erase 
operation is performed on the EAROMs 96 so as to 
enable them to receive data from the RAMs 94 on the 
next power down. When a power fail signal (PFAIL/) 
is detected (indicating that valuable data in the RAMs 
94 may be lost) a Store operation is performed whereby 
data from the RAMs 94 is transferred to the EAROMs 
96. Some restrictions apply to the sequencing of the 
Restore, Erase, and Store operations. For example, 
neither the Restore nor the Store operations can be 
interrupted before being completed, otherwise invalid 
data could result; however, before a discussion of these 
restrictions, it appears appropriate to further discuss the 
elements included in the recovery system 22. 
The control circuit 88 (FIG. 2) is used to control the 

sequencing of the transfer of data between the RAMs 94 
and EAROMs 96 and also is used to prevent invalid 
situations from arising, A WAROM disable control 
circuit 98 coupled between the control circuit 88 and 
the WAROMs 84B is used to disable the WAROMs 
84B. The following List #1 contains the various control 
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signals used in the system 22 (FIG, 2) along with their 
definitions, 

List #1 
Signal Definition 

RESETNA This is a master system reset 
which is generated on "power up' 
or is generated manually. 
This is an impending power fail 
detection signal generated by 
the associated power supply 99. 
This is a non-maskable interrupt 
request line which is triggered 
by the control circuit 88 when a 
PFAILA signal is detected; it 
initiates the Store routinese 
quence. 
This is a general purpose inter 
rupt request line which is issued 
by the processor 26 through port 
24 to alert the processor 86 
that a command sequence is being 
initiated by the processor 26. 
This is a reset line to the 
processor 86 which reset line is 
under software control of the 
processor 26. 
This is a system bus timing 
synchronization pulse which is 
generated by the processor 86. 
This is a signal which is under 
control of software associated 
with the processor 26 and it 
allows a dummy SYNC pulse to be 
generated for internally re 
setting the memory sections 82A, 
82B, 84A and 84B. 
This is an input to the port 92 
in system 22 from the terminal 
20 which signal is set only on 
"power up"; this allows the 
firmware in system 22 to distin 
guish between a power up signal 
and a manual reset. 
This is an output from the con 
trol circuit 88 which holds the 
memory section 84A. in a disabled 
state during critical power up, 
power down and reset periods. 
This is an ERASEASTOREARESTORE 
signal from the control circuit 
88 for controlling the Store, 
Restore, Erase, and Disabie 
function of the memory section 
84A. 
This is a disable line from the 
WAROM disable control circuit 98 
to disable the memory section 
84B during critical power up, 
power down, and reset periods. 

PFAIL 

NMINT 

GPINT 

MEDRESETA 

SYNC 

MDMYRST 

PWRUP 

ES 

WARM 30 

The system 22 shown in FIG. 2 is shown in more 
detail in FIG. 3 and the associated timing diagrams for 
a normal operating sequence are shown in FIG. 4. The 
various letters A-M along the base of FIG. 4 represent 
various times in a typical step-by-step sequence. 
A portion of the system 22 is shown in FIG. 3 and it 

includes the I/O port 92 which is part of the EAROM 
82B. The system 22 also includes the inverter 100, 
NAND gates 102 and 104, AND gate 106, and "D'- 
type, flip-flops 108 and 110. Also includes in the circuit 
22 are an inverter 112, a disable circuit 114, an AND 
gate 116, and a control circuit 118. 
The I/O port 92 associated with the EAROM 82B 

(FIG. 3) is shown as having its input and output func 
tions separated as input and output ports 92-I and 92-O, 
respectively. The normal operating sequence will be 
discussed with regard to FIGS. 3 and 4. 
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6 
The line 120 (FIG. 4) represents the normal power-up 

for the system 22 whereby a -5 volt line is raised from 
zero volts to +5 volts at time A. The signals remaining 
in FIG. 4 will now be discussed as they relate to time A. 
With regard to the signal MEDRESET/ shown on 

line 122 in FIG. 4, the main function of this signal is to 
reset the processor 86 (FIG. 2) and the ports 90 and 92 
of the EAROMs 82A and 82B, respectively. At time A, 
the MEDRESET/ signal is at zero volts, and at power 
up, all eight lines (PA-PA7) of port 92-O (FIG. 3) are 
initialized as an output port and all eight lines 
(PB-PB7) of port 90-I are initialized as an input port. 
During and after removal of the MEDRESET/ signal 
from the EAROMs 82A and 82B, the output port 92-O 
is initialized at --5 volts in the embodiment described. 
With regard to the signal PFAIL/ shown on line 124 

in FIG. 4, a function of this signal is that it provides an 
impending power failure detection before the voltages 
from the power supply 99 for the systems 20 and 22 
actually go out of tolerance or are at zero volts. In the 
embodiment described, the pre-power fail detection 
time, i.e., the time from the PFAIL/ signal switching 
from a high level to a low level to the voltages from the 
power supply 99 actually going out of tolerance is 20 
milliseconds; this is referred to as a store time. In a 
normal operating mode, the line 124 is held at a low 
level from time A through time C for 35 milliseconds as 
a minimum after the power supplies have stabilized. 
The clear up signal (CLRUP) is generated at terminal 

PAs of port 92-O (FIG. 3) of the EAROM 82B and is 
shown as being at a high level or --5 volts at time A on 
line 126 in FIG. 4. The CLRUP signal disables the 
flip-flop 110 (FIG. 3) as long as this signal is at a high 
level. When the CLRUP signal on line 126 changes to a 
low level, it causes the Q/ output of flip-flop 108 (FIG. 
3) to rise to a high level and it enables the flip-flop. 110. 
Only when the CLRUP signal to flip-flop 108 is at a low 
level and the PFAIL/ signal (line 124 in FIG. 4) to 
NAND gate 104 switches from a high level to a low 
level (as shown at point 128 on line 124) will the Q 
output offlip-flop 110 change to a high level (represent 
ing the NMINT signal) as shown at point 130 on line 
132 of FIG. 4. 
The power up signal (PWRUP) is generated at the Q 

output of flip-flop 108 (FIG. 3) and is shown as being at 
a high level at time A on line 134 of FIG. 4. When the 
PFAIL/ signal to inverter 100 (FIG. 3) is at a low level 
and the CLRUP signal to NAND gate 102 is at a high 
level, the flip flop 108 switches the PWRUP signal (at 
the Q output of flip-flop 108) to a high level. A low 
level for the CLRUP signal at the clear (CLR) input to 
flip-flop 108 resets it, causing the Q output thereof or 
the PWRUP output to fall to a low level, thereby indi 
cating to the processor 86 (FIG. 2) via the terminal PB2 
of the input port 92 of the EAROM 82B that this was a 
true power-up or a manual reset. The PWRUP signal 
falling to a low level is shown at point 136 of line 134. 
A disable memory signal (DSBLMEM) is generated 

at terminal PA6 of the output port 92-O of the EAROM 
82B as shown in FIG. 3, with the line 138 in FIG. 4 
being used for this signal which is at a high level at time 
A during the normal power-up routine. The purpose of 
the DSBLMEM signal is to disable the circuit 114 
(FIG. 3) so that the memory section 84A is not acciden 
tally erased or written into with regard to the non 
volatile portion (EAROM 96) of this section 84A. 
A non-maskable interrupt signal (NMINT) is gener 

ated at the Q output of flip-flop 10 as shown in FIG. 3, 
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with the line 132 (FIG. 4) being used for this signal 
which is initially at a low level at time A. When an 
impending power failure occurs, the signal PFAIL/ on 
line 124 in FIG. 4 falls from a high level to a low level 
at point 128, and this causes the Q output of flip-flop 110 
to change from a low to a high as shown at point 130 on 
line 132. The Q output of flip-flop 110 (producing the 
NMINT signal) is connected to the highest-priority 
interrupt input pin of the processor 86 which services 
the interrupt to cause the STORE operation to be per 
formed. The STORE operation is shown occurring 
between times I and J in FIG. 4, and it should be re 
called that the STORE operation transfers data from 
the volatile RAMS 94 to the non-volatile EAROMS 96 
of section 84A. 
The disable memory signal (DSBTMR), shown as 

line 142 in FIG. 4, follows the PFAIL/ signal and re 
mains high from point 144 (after time C) until the dis 
able memory (DSBLMEM) signal changes to a low 
level at point 140 and time K. The DSBLMEM signal 
comes from the terminal PA6 of the output port 92-O of 
the section 82B (FIG. 3) and is fed into the circuit 114 
(FIG. 3). The output of circuit 114 is the DSBTMR 
signal which is fed into the AND gate 116 whose output 
(the DSBLNVRM signal) is fed into the circuit 118 to 
disable this circuit 118 which in turn disables the ERA 
SE/STORE (E/S) signals from the circuit 118 associ 
ated with the memory section 84A (FIG. 3), and the 
DSBNVRM signal is also fed into the WAROM disable 
control circuit 98 (FIG. 2) to disable the memory sec 
tion 84B. 

Having described what occurs at time A (FIG. 4) 
with regard to normal sequence timing in the system 22 
(FIG. 2), the discussion will now proceed to an explana 
tion of what occurs during the times B through M 
shown in FIG. 4. 
At time B in FIG. 4, only the MEDRESET/ signal 

(coming from the system 20 in FIGS. 1A and 1B 
switches from a low signal to a high level as shown at 
point 146 on line 122 in FIG. 4. The MEDRESET 
/signal is fed into the ports 90 and 92 of the memory 
sections 82A and 82B (FIG. 2) and is also fed into the 
processor 86. In the embodiment described, the mini 
mum time and the maximum time between the times A 
and B are 10 and 30 milliseconds, respectively. At time 
B, the processor 86 starts its program counter (not 
shown) as is conventionally done to start the operation 
of the system 22. 
At time C in FIG, 4, the PFAILAand the DSBTMR 

signals are switched to a high level as shown at points 
148 and 144, respectively, and the rest of the signals 
shown in FIG. 4 are unchanged. At time C, the memory 
section 84B (FIG. 2), consisting of the WAROMS, is 
enabled, and the firmware or transaction program asso 
ciated with the processor 86 and located in the memory 
sections 82A and 82B has read the PFAIL/ signal 
switching from a low to a high level via terminal PB1 of 
input port 92-I of memory section 82B (FIG. 3). Be 
cause the power up (PWRUP) signal to terminal PB2 of 
the input port 92-I of memory section 82B is at a high 
level, the processor 86 starts the RESTORE operation 
at time C. During the RESTORE operation, the data 
which was stored in the non-volatile portion (EAROM 
96) of memory section 84A is transferred to the volatile 
(RAM 94) portion of memory 84A. Any momentary 
power fluctuation in the PFAIL/ signal during a RE 
STORE operation will not set the NMINT flip-flop 110 
(FIG. 3) because the NMINT signal is disabled by the 
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8 
flip-flop 108 (FIG. 3) due to the fact that the Q output 
of flip flop 108 is at a high level and the Q/ thereof is at 
a low level, indicating that the transaction program is in 
a RESTORE operation. The minimum time between 
time A and C in the embodiment described is 35 milli 
seconds. 
At time D in FIG. 4, the RESTORE operation men 

tioned in the previous paragraph is completed and the 
firmware, hereinafter called the transaction program, 
associated with the processor 86 (FIG. 2) switches the 
clear up (CLRUP) signal from a high to a low level via 
terminal PA5 of the output port 92-O of the memory 
section 82B (FIG. 3) as shown at point 150 in FIG. 4. 
The CLRUP signal, switching to a low (as at point 150 
in FIG. 4) resets the flip-flop 108 in FIG. 3 which in 
turn allows the PWRFAIL signal (in the case of a mo 
mentary power failure) to pass through the gate 104, 
setting flip flop 110. The time required for the RE 
STORE operation to be completed is between 50 and 
1000 microseconds (between times C and D). At the end 
of the RESTORE operation, the transaction program 
associated with the processor 86 (FIG. 2) enters the 
ERASE routine during which the non-volatile (EA 
ROMs 96) portion of the memory section 84A is erased. 
The ERASE operation continues between times D and 
E of FIG. 4. 
At time E, the ERASE operation shown in FIG. 4 is 

completed, and the transaction program associated with 
the processor 86 enters the normal mode of operation in 
which any of the usual transactions associated with the 
financial terminal 20 may be run. The duration of the 
ERASE operation between the times D and E in FIG. 
4 is from 100 to 200 milliseconds, 
The time between times F and G in FIG. 4 indicates 

that the processors 26 and 28 are in reset. When a manu 
ally-operated shunt 192 (FIG. 8) is placed in the opera 
tive position, the MEDRESET/ signal switches to a 
low level as shown at point 152 and the CLRUP signal 
switches to a high level as shown at point 154; this resets 
the processor 86 and causes the transaction program 
associated with the processor 86 to return to restart 
execution at address zero. Notice that the time between 
times F and G is located in the normal mode of opera 
tlOn. 
At time G in FIG. 4, the shunt 192 mentioned in the 

previous paragraph is removed, causing the MEDRE 
SET/ signal to return to a high level as at point 156. 
Also at time G, the processor 86, via its transaction 
program, starts at program count zero, and the proces 
sor 86 reads the PFAIL/ and the PWRUP signals (via 
input port 92-I in FIG. 3). Because the PFAIL/ signal is 
at a high level and the PWRUP signal is at a low level, 
it indicates that the reset is due to shunt 192 and there is 
no momentary power failure; accordingly, the transac 
tion program associated with the processor 86 bypasses 
the RESTORE operation and switches the CLRUP 
signal (via output port 92-O) from a high to a low level 
as at point 158 in FIG. 4 to thereby initiate the ERASE 
operation beginning at time G in FIG. 4. The elapsed 
time for an ERASE operation between the times G and 
H is from 100 to 200 milliseconds. The transaction pro 
gram associated with the processor 86 is now at the 
same position it was in after time E (FIG. 4) in that 
normal operations by the terminal 20 may be per 
formed. 
At time I in FIG. 4, the PFAIL/ signal switches from 

a high to a low level as shown at point 128. The 
PFAIL/ signal (entering via the port 92-I in FIG. 3) 
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also causes the Q output of flip-flop. 110 (FIG. 3) to 
change from a low to a high level as shown at point 130 
in the NMINT signal (FIG. 4) as previously explained. 
A high level in the NMINT signal causes the processor 
86 (FIG. 2) and its associated transaction program to 
enter the highest priority interrupt service routine as 
previously explained. At time I in FIG. 4, the data 
which is stored in the RAM 94 of the memory section 
84A is in the process of being transferred into the non 
volatile EAROMs 96 of memory section 84A in the 
STORE operation shown in FIG. 4. The time required 
to complete the STORE operation ending at time J in 
FIG. 4 is between one and twenty milliseconds in the 
embodiment described. The data transferred to or 
stored in the EAROMs 96 can be retained from 3 to 30 
days without keeping power supplied to the terminal 20 
in the embodiment described; however, the periods for 
storing will depend upon the particular memory units 
used for section 84A. 
At time J in FIG.4, the data which was in the RAMs 

94 has been transferred or stored in the EAROMs 96 of 
section 84A. The transaction program associated with 
the processor 86 then switches the CLRUP signal from 
a low to a high level as shown at point 160 in FIG. 4. 
The high level of the CLRUP signal sets the flip-flop 
108, causing the Q output thereof to switch from a low 
to a high level, producing a low level at the Q/output 
(PWRUP/) of flip-flop 108 which PWRUP/ signal is 
also fed into the CLR input of flip-flop 110 which in 
turn causes the Q output thereof, the NMINT signal, to 
switch to a low level as shown at point 162 in FIG. 4. 
When the NMINT signal is disabled or at a low level by 
the CLRUP signal being at a high level, it indicates that 
the STORE operation (ending at time J in FIG. 4) has 
been completed, and that the terminal 20 is ready for 
either a power off condition or for the PFAIL/ signal 
to switch to a high level. 
At time Kin FIG. 4, the transaction program associ 

ated with the processor 86 causes the DSBLMEM sig 
nal (at output port 92-O in FIG. 3) to momentarily 
switch to a low level as shown at point 140 (FIG. 4), 
and this low level is fed into the circuit 114 (FIG. 3) 
which disables it and causes the DSBTMR signal to 
change from a high to a low level as shown at point 164 
in FIG. 4. 
From times L to M in FIG. 4, the transaction pro 

gram associated with the processor 86 waits for the 
PFAIL/ signal to change from a low to a high level 
which would indicate that the terminal 20 is to begin 
normal operations. 
At time M in FIG. 4, the MEDRESET/ signal 

switches from a high to a low level at point 166, indicat 
ing that the terminal 20 is losing power. 

FIG. 5 is a timing diagram showing the relationship 
among the various signals shown in FIG. 4 during a 
momentary power failure. The various signals shown in 
FIG. 4 are identified by the same lines in FIG. 5, as for 
example, the PFAIL/ signal is shown as line 124 in both 
FIGS. 4 and 5. 
With regard to FIG. 5, the behavior of the various 

signals shown in FIG. 5 between the times A through E 
thereof is identical to those shown in FIG. 4 for these 
same times. 
At time F in FIG. 5, the PFAIL/ signal is switched 

from a high to a low level, and this in turn sets the 
flip-flop 110 (FIG. 3), causing the Q output (NMINT 
signal) thereof to switch from a low to a high level as 
shown at point 168 (FIG. 5). A high level in the 
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10 
NMINT signal provides the processor 86 (FIG. 2) with 
a highest priority interrupt as previously explained, and 
as a result, the data which is in the RAMs 94 of section 
84A is transferred to the non-volatile EAROMs 96 in a 
STORE operation, extending between times F and the 
adjacent time H shown in FIG. 5; the elapsed time for 
the STORE operation in the embodiment described is 
between one and twenty milliseconds. 
At time H in FIG. 5, the STORE operation is com 

pleted, and the data from the volatile RAMs 94 of sec 
tion 84A is stored in the non-volatile EAROMs 96 of 
section 84A. Thereafter, the transaction program asso 
ciated with the processor 86 switches the CLRUP sig 
nal from a low to a high level as at point 170 in FIG. 5, 
and this sets the flip-flop 108 (FIG. 3), causing the Q/ 
output thereof (PWRUP/) to switch to a low level. The 
low level PWRUP/signal is fed into the CLR input of 
the flip-flop. 110 (FIG. 3) and resets it, causing the Q 
output thereof (NMINT) to switch from a high to a low 
level. Accordingly, the flip-flop 110 is disabled (i.e., the 
Q output thereof is not allowed to switch to a high 
level) as long as the CLRUP signal (to NAND gate 102 
in FIG. 3) remains at a high level beginning from the 
time H (adjacent to time F) in FIG. 5. The significance 
of the flip-flop 110 being disabled is that it prevents the 
accidental restart of a STORE operation during a con 
dition in which the power to the terminal 20 and system 
22 is actually going down. 
At time I included in the bracket 172 in FIG. 5, the 

DSBLMEM signal from output port 92-O of the mem 
ory section 82B (FIG. 3) is fed into the circuit 114 and 
resets it causing the DSBTMR output of circuit 114 
(which is fed into AND gate 116) to switch from a high 
to a low level. The output of AND gate 116 
(DSBLNVRM signal) is at a low level which disables 
the control circuit 118 (FIG. 3) which prevents any 
accidental STORE/RESTORE/ERASE operations 
from being performed on the memory section 84A dur 
ing the condition when the power is going down. The 
low level state of the DSBMEM signal is also used to 
set the flip-flop 108, causing the Q/ output thereof 
(PWRUP/) to switch to a low level. At the end of time 
J included in bracket 172, the interrupt service routine 
being described waits for the PFAIL/ signal to switch 
from a low to a high level which indicates that the 
power failure has been terminated. 
At time Kincluded in the bracket 172 in FIG. 5, the 

PFAIL/ signal switches from a low to a high level at 
point 174 and this high level sets the circuit 114 (FIG. 
3), causing the DSBTMR output thereof to switch from 
a low to a high level. A high level in the DSBTMR 
signal enables the control circuit 118. A high level in the 
PFAIL/ signal is read by the transaction program asso 
ciated with the processor 86 and this switches or resets 
the CLRUP signal (from output port 92-O) to a low 
level, and this in turn resets the flip-flop 108 in FIG. 3, 
causing the Q/ output thereof (PWRUP/) to switch 
from a low to a high level at time L in bracket 172. The 
high level at the Q/ output of flip flop 108 allows the 
PWRFAIL signal (in the case of a power failure when 
PFAIL/goes low) to go through gate 104 (FIG. 3), and 
hence, it is used to preset the flip flop 110 causing the Q 
output (NMINT) to switch to a high level. As soon as 
the CLRUP signal switches to a low level, the transac 
tion program associated with the processor 86 begins 
the ERASE routine to erase the non-volatile portion 
EAROMs 96 of the memory section 84A. 
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At time M in bracket 172 in FIG. 5, the PFAIL/ 
signal from the terminal 20 switches again from a high 
to a low level which in turn sets the flip-flop. 110 causing 
the Q output thereof (the NMINT signal) to switch 
from a low to a high level. A high level in the NMINT 
signal at point 176 in FIG. 5 interrupts the previous 
interrupt service and the transaction program associ 
ated with the processor 86 enters the STORE routine. 
The sequential timings from the times H through L 

which are included in the bracket 178 in FIG. 5 are 
exactly the same as were described for the times H 
through L included in the bracket 172. The ERASE 
operation 180 shown in FIG. 5 erases the non-volatile 
EAROMs 96 of memory section 84A, whereby the 
operation is completed at time M (referenced also by 
182) and the transaction program associated with the 
processor 86 then returns to the point at which the 
program was previously interrupted which is at time M 
included in bracket 172. From the point in the program 
represented by time M in bracket 172, the program 
returns to the normal mode of operation, or it returns to 
the originally interrupted program which is represented 
by the time between times E and F in FIG. 5, or times 
M (182) to N in FIG. 5. 
The times N, O, P, and Q shown in FIG. 5 are the 

same as those described in the first occurrence of times 
F-J in FIG. S. 
The time R in FIG. 5 represents the MEDRESET/ 

signal 122 switching to a low level as at point 184; this 
indicates that the terminal is losing power or is in the 
process of being turned off. 
The disable circuit 114 (FIG. 3) is shown in more 

detail in FIG. 6. The operation of the circuit 114 can be 
understood more readily in conjunction with the chart 
designated generally as 184 (FIG. 11) and the timing 
signals shown in FIG. 10. 
Across the top of the chart 184 (FIG. 11) there is 

shown a listing of transistors which are numbered con 
secutively from Q1 to Q13; however, these transistors 
are grouped to correspond to the circuits in which they 
are located. For example, the transistors marked Q9, 
Q4, Q3, Q1, and Q2 are grouped under a bracket 118-A, 
and these transistors are located in the control circuit 
118 shown generally in FIG. 3, and shown in detail in 
FIG. 7. Similarly, the transistors Q13, Q12, Q11, and 
Q10 which are grouped under the bracket 114-A are 
associated with the disable circuit 114 shown generally 
in FIG. 3 and shown in detail in FIG. 6. The times 
which are lettered consecutively from A through M in 
FIG. 11 correspond to these same times which are 
shown also in FIG, 10 which shows the relationship 
among various signals which are used principally in the 
data recovery system 22. 
The chart 184 (FIG. 11) may be used as follows. At 

time A shown in FIG. 10 and FIG. 11, the transistors 
Q9, Q4, Q3, Q1 and Q2 (associated with circuit 118) all 
are in the non-conducting or "OFF" state shown. Only 
when a change occurs in the state of a transistor will 
there be a notation in the column for that transistor; for 
example, transistor Q9 is OFF at time A and remains 
OFF until time F when it is turned ON. Transistor Q9 
is turned OFF at time G and remains OFF until time I 
when it is turned ON. Continuing further, transistor Q9 
is switched OFF at time J and remains OFF through 
time M. Some additional comments with regard to the 
various times A-M associated with chart 184 are found 
in List #2 included hereinafter. The outputs of some of 
the transistors listed in FIG. 11 are shown directly 
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12 
under the associated transistor; for example, the 
DSBTMR signal is associated with transistor Q10 in 
cluded in bracket 114-A. 

Continuing with a discussion of the disable circuit 114 
(FIG. 6), the two inputs to this circuit are the PFAIL/ 
and DSBLMEM signals shown, and the output there 
from is the DSBTMR signal. The circuit 114 includes 
the transistors Q10, Q11, Q12, Q13, the resistors R125, 
R126, R127, R128, R129, R130, R131, and the diodes 
CR21 and CR22 which are interconnected as shown. 
The resistance values for the resistors (such as R125, 
R126) are shown in FIG. 6. At time A shown in FIGS. 
10 and 11, the DSBLMEM signal (line 138 in FIG. 10) 
is at a high level and the PFAIL/ signal (line 124 in 
FIG. 10) is at a low level. At time A, with a low level 
PFAIL/ signal being fed through resistor R131 to the 
base of transistor Q13, this transistor Q13 will be in the 
OFF state as shown for time A in FIG. 11. With transis 
tor Q13 in the OFF state, the base-emitter junction of 
transistor Q12 will be forward-biased, causing transistor 
Q12 to be ON as shown in FIG. 11. When transistor 
Q12 is ON at time A, transistor Q11 is OFF, and with 
transistor Q11 being OFF, transistor Q10 will conduct 
causing the collector output thereof to be tied to ap 
proximately ground level or zero volts. With the collec 
tor output of transistor Q10 being at a ground or low 
level, the DSBTMR signal (shown as line 142 in FIG. 
10) is at a low level; in other words, the DSBTMR 
signal follows the collector of transistor Q10. The 
DSBTMR output from circuit 114 is fed into the AND 
gate 116 as shown in FIG. 3. When the PFAIL/ signal 
rises to a high level as shown at time F in FIG. 10, this 
high level causes the transistor Q13 to turn ON as 
shown in FIG. 11, and this in turn, causes transistor Q12 
to turn or switch OFF. With transistor Q12 in the OFF 
state, and with the DSBLMEM signal (line 138 in FIG. 
10) also being at a high level at time F, the transistor 
Q11 is turned ON; consequently, transistor Q10 is 
switched OFF at time F, causing the DSBTMR signal 
(line 142 in FIG. 10) to rise to a high level as shown at 
time F. When the PFAIL/ signal rises to a high level at 
time F (FIG. 10) it means that the operating voltages 
associated with the terminal 20 and the system 22 are at 
their appropriate levels. A high level for the DSBTMR 
signal which is fed into the AND gate 116 (FIG. 3) 
causes the DSBLNVRM output thereof to switch to a 
high level as shown by line 142 in FIG. 10, The 
DSBLNVRM output from gate 116 is fed into the con 
trol circuit 118 (FIGS. 3 and 7). From what has already 
been described, the operation of the circuit 114 (FIG. 6) 
can be readily understood by reference to the various 
signals shown in FIG. 10 for the times A-M and the 
various states of the transistors Q13, Q12, Q11, and Q10 
shown in chart 184 in FIG. 11 for the times A-M. 
The DSBLNVRM signal from gate 116 is fed into 

junction 186 included in the control circuit 118 (FIG. 
7). A high level at junction 186 means that the ERASE 
and RESTORE (RSTST) inputs to the circuit 118 are 
enabled; a low level from gate 116 to this junction 186 
means that the ERASE and RSTST signals or inputs to 
the circuit 118 are disabled; this is important in the 
functioning of the circuit 118. The other input to AND 
gate 116 (FIG. 3) is the RESETIN/ signal which is 
developed by the circuit 188 shown in FIG. 8. Circuit 
188 is operatively connected to the power supplies (not 
shown but associated with the terminal 20) and is used 
as a back up system for protecting the memory section 
84A (FIGS. 2 and 3) in the event that the PFAIL/ 
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signal is not properly developed when these power 
supplies start to drop in voltage. In other words, the 
ERASE and RSTST inputs to circuit 118 (FIG. 7) are 
enabled only when there are high levels for both the 
RESETIN/ and PFAIL/ signals entering AND gate 
116 causing the junction 186 to switch to a high level, 
and a low level for any of these signals will cause the 
output of gate 116 to switch to a low level, and a low 
level at junction 186 means that the ERASE and 
RSTST inputs to circuit 118 are disabled. The RESE 
TIN/ signal is shown as line 190 in FIG. 10. 
The control circuit 118 (FIG. 7) includes the transis 

tors Q9, Q4, Q3, Q1, Q2, the resistors R1, R4, R6, R7, 
R8, R11, R12, R13, R14, R16, R18, R33, the diodes 
CR10, CR11, and the Zener diodes CR2 and CR3 
which are all interconnected as shown in FIG. 7. Zener 
diode CR2 is a 10 volt diode whereas Zener diode CR3 
is a 27 volt diode. The resistance values of the resistors 
like R1, R4, etc., in FIG. 7 are also shown on the draw 
ing. The output of circuit 118 is the E/S signal which is 
fed into the memory section 84A (FIGS, 2 and 3). From 
what has already been described, the operation of the 
circuit 118 can easily be ascertained from FIGS. 7, 10 
and 11. 

Earlier herein, it was stated that the circuit 188 (FIG. 
8) provides a back-up system for protecting the memory 
section 84A in the event that the power fail (PFAIL/) 
signal fails to develop when the power supply voltages 
to the recovery system 22 start to drop. The circuit 188 
includes the transistor Q5, the resistors R94, R99, R101, 
R102, R104, R107, R108, R119, R120, R128, the diodes 
CR12, CR16, the Zener diode CR17 (having a thresh 
old voltage of 3.3 volts), the capacitors C42, C43, the 
manually-operated shunt 192, and a conventional com 
parator 194 such as integrated circuit (IC) #LM339. 
The various values for the resistors and capacitors in 
cluded in the circuit 188 are shown in FIG. 8. The 
comparator 194 essentially compares the voltage con 
ing in to it with some reference voltage. Essentially, 
when the voltage to the input pin 11 of comparator 19440 
is high or greater than the voltage at input pin 10 
thereof, then the output voltage at pin 13 of comparator 
194 will be at a high level. In other words, the voltage 
at output pin 13 of comparator 194 follows the input 
voltage at pin 11 thereof as long as the voltage at input 
pin 11 is higher than the voltage at pin 10 of the compar 
ator 194. With a high level output at pin 13 of the com 
parator 194, the transistor Q5 is switched ON, causing 
the output (RESETINA) of the circuit to be at a low 
level as shown for time A in FIGS. 10 and 11. A low 
level signal into gate 116 (FIG. 3) keeps the entire cir 
cuit 118 disabled. When the voltage level at the input 
pin 10 is greater than the voltage level at pin 11 of 
comparator 194, the voltage level at the output pin 13 
thereof will fall. As the voltages build up or are coming 
up in the power supply 99, the voltage level at the input 
pin 10 of comparator 194 will be higher than the voltage 
level at the input pin 11, causing the output pin 13 of the 
comparator 194 to switch to a low level, and this 
switching does not cause the output of the circuit 188 to 
change immediately due to the RC combination consist 
ing of resistor R128 and capacitor C42. The voltage 
level at junction 196 starts to decay slowly due to the 
time constant of the RC combination of resistor 128 and 
capacitor C42. When the voltage level at junction 196 is 
about the same as the voltage level at pin 13 of compara 
tor 194 (i.e. when the voltage level at junction 196 ap 
proaches zero volts) then, the transistor Q.5 will be shut 
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OFF, as shown at time B in FIG. 11, causing the collec 
tor of transistor Q5 to switch to a high level which 
changes the RESETIN/ output of circuit 188 to a high 
level as shown at point 198 (for time B) in FIG. 10. It 
should be recalled that a high level for the RESETIN/ 
signal from circuit 188 and also a high level for the 
DSBTMR signal from circuit 114 (FIG. 6) are required 
into the AND gate 116 (FIG. 3) to enable the circuit 118 
as previously explained. 
The WAROM disable control circuit 98 (shown in 

FIG. 2 and referred to as circuit 98 hereinafter) is 
shown in more detail in FIG. 9. The circuit 98 has the 
PFAIL/ signal and the DSBLNVRM signal (from 
AND gate 116 in FIG. 3) as inputs to an AND gate 198 
included therein, and the output from the circuit 98 is 
the WARM30 signal which is fed into the memory 
section 84B (FIG. 2) to control the operation thereof. 
The circuit 98 also includes the transistors Q6, Q7, Q8, 
the resistors R18, R19, R20, R29, R106, R117, the diode 
CR18, and the capacitor C34 which are interconnected 
as shown in FIG. 9. The output WARM30 from FIG.9 
is shown on line 200 in FIG. 10, When the 
DSBLNVRM and PFAIL/ signals to AND gate 198 
are at the high levels shown at time F in FIG. 10, the 
transistors Q6, Q7 and Q8 will be switched to the ON 
condition as shown at time F in Fl(G. 11, and the 
WARM30 will switch to a high level which enables the 
memory section 84B (FIG. 2). The transistors Q6, Q7, 
and Q8 will remain in the ON condition until time I 
when they are disabled, and the beginning of the 
STORE operation occurs. 
Some additional signals associated with the system 22 

are shown in FIG. 10. The PWRFAIL signal shown as 
line 202 is the complement of the PFAIL/ signal shown 
on line 124; the PWFAIL signal comes from the in 
verter 100 in FIG. 3. The power clear signal 
(PWRCLR) is shown as line 204 (FIG. 10) and comes 
from the output of gate 106 in FIG. 3. The PWRUP/ 
signal is shown as line 206 (FIG. 10) and comes from the 
Q/ output of flip flop 108 shown in FIG. 3. The inter 
rupt enable signal (INTENB/) is shown as line 208 in 
FIG. 10 and comes from the output of NAND gate 104 
shown in FIG. 3. The signal DSBNVRM is shown as 
line 210 in FIG. 10 and is derived from the output of 
AND gate 116 shown in FIG. 3. The ERASE/STORE 
signal E/S is shown as line 212 in FIG. 10 and is derived 
from the output of circuit 118 shown in FCS. 3 and 7. 
The MDMYSPUL signal shown as line 214 in FIG. 10 
is derived from the terminal 20 and is used for a reset 
ting function for the memory unit 84. 
With regard to FIG. 10, the switch from a high to a 

low level at point 216 for the RESTIN/ signal shown 
on line 190 represents the action caused by closing the 
shunt 192 (FIG. 8) which is used in field testing or 
servicing as earlier described herein. When the RES 
TIN/ signal falls to a low level at point 216, the 
MEDRESET signal on line 122 (FIG. 10) is changed to 
a low level at point 218, and this low level is fed into the 
ports 90 and 92 of memory sections 82A and 82B (FIG. 
2) which in turn causes all the terminals of the output 
port 92-O to rise to a high level. This is how the 
CLRUP signal from terminal PA5 of output port 92-O 
changes from a low to a high level as at point 220 in 
FIG. 10. The transaction program associated with the 
processor 86 (FIG. 2) will read (at point 219 on line 190 
in FIG. 10) the fact that the PFAIL/ signal is high (as 
there was no power failure but a reset is due to shunt 
192) and the PWRUP signal (line 134) is at a low level 
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at this time, and it therefore ignores the RESTORE 
routine (because there was no momentary power fail 
ure) and changes the CLRUP signal to a low level as 
shown at point 222 in FIG. 10. 
The following List #2 is helpful in explaining some 5 

additional activities which occur in the system 22 dur 
ing the various times A-M shown in FIGS. 10 and 11. 

LIST #2 
Times Associated 10 
With FIG 11 Comments 

A. Terminal 20 and processors 26 and 
86 are in RESET. 

B Voltages +5 and +12 are stable. 
Processor 26 is out of RESET and 
is executing its program. Pro- 5 
cessor 86 is in RESET. 

C Processor 26 sends preliminary 
synchronization signals (line 214 
in FIG. 10) to reset memory sec 
tions 84A and 84B. 

D Processor 26 removes preliminary 20 
synchronization signal applied in 
time C above. 

E Processor 26 removes MEDRESET 
signal from processor 86. 

F Memory Sections 84A and 84B are 
enabled. (Circuits 18 and 98 are 
enabled). Beginning of RESTORE 25 
operation. 
End of RESTORE operation. Begin 
ning of ERASE operation. 

H End of ERASE operation. Terminal 
20 is ready to accept transac 
tions. (Terminal is ready between 30 
Times H and 1). 
Memory section 84B is disabled. 
Begin STORE operation. 

J End STORE operation. 
K Circuit li8 is disabled by cir 

cuit 114. 35 
L DSBLMEN signal to circuit 114 

switched from a low to a high 
level. 
Processors 26 and 86 are in 
RESET. Power to terminal 20 is 
turned off. 40 

The following are some general comments with re 
gard to the data recovery system 22 shown in FIGS. 2 
and 3. The store/erase control logic and disable control 
circuit 88 (FIG. 2) including the control circuits 114 and 45 
118 shown in FIG, 3 is used to control the sequencing of 
the operations associated with the memory section 84A. 
Several safeguards are used to insure that only valid 
operation sequences can occur. The control circuit 118 
protects the section 84A during reset and power down 50 
intervals by applying a disable signal (DSBLNVRM) to 
the section 84A. The memory section 84B is disabled by 
control circuit 98 in FIG. 2. In addition, the disable 
circuitry 114 can be activated under software control 
when required to prevent accidental loss of data. 55 

In a normal sequence on power up, the firmware (in 
memory sections 82A and 82B) associated with the 
processor 86 initiates the RESTORE operation previ 
ously discussed in relation to FIG. 4. On completion of 
this operation, the (NMINT) latch (flip flop 110 in FIG. 60 
3) is enabled to allow for power fail detection, and the 
ERASE operation is performed on the EAROMs 96. 
Normal operation is then begun. At some time later, the 
terminal 20 is powered down and the power down 
sequence is initiated. the PFAIL/ signal from the power 65 
supply 99 (FIG. 1A) triggers the NMINT signal which 
vectors the transaction program associated with the 
processor 86 to a location where the STORE operation 
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is performed. Upon completion of the STORE opera 
tion, the NMINT latch (flip flop. 110) is reset but not 
enabled, and the DSBLNVRM signal to circuit 118 
disables it. The power in the terminal 20 can then drop 
to zero with no further changes to the data stored in the 
memory section 84A. A number of special situations or 
cases can occur during this normal sequence which 
requires the use of special logic control sequences. 
The first of these logic control sequences which can 

occur is the occurrence of a PFAIL/ signal during a 
RESTORE operation. The RESTORE operation can 
not be interrupted before completion thereof and insure 
that valid data will be available. The control circuit 88 
prevents the NMINT latch (flip flop 110) from being 
enabled until a control signal (CLRUP) from the trans 
action program associated with the processor 86 enables 
it. Thus on power up, the RESTORE operation is al 
ways completed, and if a PFAIL/ occurred during that 
time, it will be detected immediately upon enabling 
NMINT. The STORE operation is then performed. 
This is a valid operation sequence. 

Another of the logic control sequences which can 
occur is the occurrence of a PFAIL/ during ERASE. 
Once the RESTORE operation is performed and 
NMINT is enabled, the ERASE operation is begun. If a 
PFAIL/ occurs during this time, the STORE operation 
is performed. This is a valid operation sequence since no 
data has been changed since the RESTORE operation 
occurred. 

Finally, another logic control sequence which can 
occur during normal sequencing is the occurrence of a 
PFAIL/ signal during a STORE operation. The first 
time that the PFAIL/ signal switches from a high to a 
low level, NMINT is set and the STORE operation is 
begun. The control logic 88 prevents NMINT from 
following PFAIL/ should it "bounce" during this time 
period. NMINT must be both reset and enabled by the 
transaction program associated with the processor 86 
before another PFAIL/ signal will be recognized. 
Thus, the STORE operation is always completed re 
gardless of how PFAIL/ reacts after first indicating an 
impending power loss. 
The following will be a general discussion of the 

logic control sequences which are associated with a 
momentary power loss as discussed in association with 
the various signals shown in FIG. 5. 

During an impending momentary power failure, the 
PFAIL/ signal may switch to a low or active level 
without the D.C. voltages from power supply 99 actu 
ally going out of tolerance. Once the A.C. input voltage 
to the power supply 99 has returned to its appropriate 
level, the PFAIL/ signal will switch to a high level, 
indicating that normal operation is possible. In this situ 
ation, the following sequence is used to permit auto 
matic recovery of normal program operation. When the 
PFAIL/ signal switches to the low or active level, the 
NMINT signal (from flip flop. 110 in FIG, 3) is trig 
gered, and the STORE operation is performed. Upon 
completion of the STORE operation, the flip flop 110 is 
reset by the control signal CLRUP generated by the 
transaction program associated with the processor 86, 
but it is not enabled. The software (via the DSBLMEM 
signal from port 92-0 in FIG. 3) activates the circuit 114 
to a low level to protect the memory sections 84A and 
84B as in a normal power down sequence. Both the 
transaction program associated with the processor 86 
and the circuit 88 (FIG. 2) then wait for the PFAIL/ 
signal to switch to high level indicating that the volt 
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ages of the power supply 99 are back within tolerance. 
When the PFAIL/ signal switches to a high level, the 
memory sections 84A and 84B are enabled by the con 
trol circuits 118 and 98, respectively (FIG. 3) and the 
NMINT signal (from flip flop. 110) is enabled by the 
transaction program associated with processor 86 via 
switching the CLRUP to a low level. At this point, 
there is valid data in both the RAMS 94 and EAROMS 
96 of section 84A since the power never actually went 
out of tolerance. The ERASE operation is performed to 
clear the EAROMS 96 of the stored data in preparation 
for the next power down sequence. The transaction 
program associated with the processor 86 can then 
return to normal operation by treating the NMINT 
signal as a normal interrupt sequence, "popping” the 
interrupted program status and registers (associated 
with the processor 86) off the stack associated with the 
processor 86 and returning to the interrupted point. The 
net effect of this interruption is that the normal program 
operation is interrupted for the time period it takes to 
perform the STORE and ERASE operations. If a 
PFAIL/ signal occurs again during this recovery oper 
ation, it will be recognized because the NMINT latch 
(flip flop 110) has been reset and enabled, and another 
STORE operation will occur; again, this is a valid se 
quence. For example, in FIG. 5 the STORE operation 
began at time F and the ERASE operation began at 
time L; however, before the ERASE operation was 
completed, a second PFAIL/ occurred at time M (in 
cluded in bracket 172), causing the ERASE operation 
to be interrupted and the STORE operation to com 
mence again. Because the power did not go down com 
pletely, there is valid data in both the RAMS94 and the 
EAROMS96, and consequently, the STORE operation 
can be performed over the partially erased EAROMS 
96 without any errors being introduced. Again, this is a 
valid operation sequence. 

In summary then, the following restrictions apply to 
the sequencing of the operations associated with the 
system 22. 

Neither the RESTORE nor STORE operations can 
be interrupted before completion, otherwise invalid 
data can result. More than one STORE can be per 
formed sequentially, provided no data has changed 
since the preceding STORE. An ERASE operation can 
be interrupted by a STORE operation and the data will 
be valid. On completion of a STORE, data is valid in 
both the EAROM and RAM portions of memory sec 
tion 84A until the power actually goes down. Perform 
ing a RESTORE operation after an ERASE operation 
is invalid since null data is transferred to RAM. Per 
forming a STORE operation after a RESTORE opera 
tion is invalid if any data changes in between the two 
operations. 
The following Table 1 is a Data State Diagram which 

indicates the valid and invalid operation sequences asso 
ciated with the system 22. 

TABLE #1 
AFTER - RESTORE ERASE SORE 

RESTORE WALD. WALD WAD 
ERASE NWALO WALD WALD. 
STORE WALID INVALID WALD 

Provided to data changes between the operations. 
Can newer occur. 

The following are some additional general comments 
associated with the general functioning of the terminal 
20 and the data recovery system 22. In general the pro 
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cessor 26 first notifies the processor 86 of its intention to 
send certain key data to the system 22, and then it sends 
the data to the system 22. The processor 86 included in 
the system 22 sets a flag to indicate that it is receiving 
the key information. If a PFAIL/ signal occurs during 
this time, the processor finishes receiving the data and 
loads it into the RAMS 94. Therafter, the data from the 
RAMS 94 is transferred to the EAROMS 96 via the 
STORE operation of the interrupt routine mentioned. 
Multiple PFAIL/ signals as shown in FIG. 5 are han 
dled by a multiple nested interrupt service routine in 
that data for example, from a first interrupt is pushed on 
to a relative stack address 0, data from a second inter 
rupt is pushed on to a relative stack address 1, and data 
from a third interrupt is pushed on to a relative stack 
address 2. When the momentary PFAIL/ signal returns 
to the high level, as previously stated, the transaction 
program associated with processor 86 will 'pop' the 
data off relative stack address 2 in the illustration given 
and then pop the data off relative stack address 1, and 
finally pop the data off relative stack address 0, assum 
ing that no additional PFAIL/ signals occur. At this 
time, the terminal 20 returns to that point at which it 
was prior to the first PFAIL/ signal occurring. 
A feature of the system 22 is that the system 22 inter 

rupts itself with the same interrupt (PFAIL/ signal). 
The number of successive PFAIL/ interrupts which the 
system 22 can handle is dependent essentially upon the 
capacity of the RAMS 94 and the EAROMS 96. An 
other feature is that system 22 is activated by firmware 
and it can only be deactivated by hardware, the firm 
ware has the ability of determining when the memory 
section 84A should be disabled or cut off from the bus 
89 and the hardware described has the capability of 
indicating (via a high level PFAIL/ signal) when nor 
mal operations are to be resumed by the system 22. 
We claim: 
1. A system for preserving data comprising: 
a memory unit comprising first and second sections 

for storing data, said first section being volatile and 
said second section being non-volatile; 

means for processing data being operatively coupled 
to said memory unit for processing said data; said 
processing means including a processor and a mul 
tiple nested interrupt service routine; and 

means for controlling the transfer of said data be 
tween said first and second sections; said control 
ling means being responsive to the occurrence of a 
restore signal from said processing means during 
initialization to transfer said data from said second 
section to said first section; said controlling means 
also being responsive to an erase signal from said 
processing means during initialization to clear said 
data from said second section; said controlling 
means also being responsive to a power fail signal 
to transfer said data from said first section to said 
cleared second section; 

said power fail signal indicating at least an impending 
power failure to said memory unit; 

a first circuit means included in said controlling 
means for generating an interrupt signal in response 
to a said power fail signal; 

said controlling means being responsive to a first said 
power fail signal to transfer said data from said first 
section to said cleared second section; 

said first circuit means generating said interrupt sig 
nal in response to said first power fail signal to 
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interrupt said processor at a first point in the pro 
cessing of said data and also to initiate said multiple 
nested interrupt service routine; 

said multiple nested interrupt service routine and said 
processing means being effective to condition said 
first circuit means by resetting it to respond to 
second and subsequent said power fail signals to 
produce second and subsequent said interrupt sig 
nals to interrupt said processor at second and subse 
quent points in said multiple nested interrupt ser 
vice routine in said processing of data to preserve 
said data; 

said processing means including means for storing the 
location at which said first point in the interruption 
of the processing of said data occurred and for 
storing the locations of said second and subsequent 
points; and 

said multiple nested interrupt service routine and said 
processing means utilizing the locations in said 
storing means to return said processing of data to 
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said first point in the absence of further subsequent 
said power fail signals. 

2. The system as claimed in claim 1 in which said 
controlling means further comprises means for disabling 
said memory unit after said data is transferred to said 
second section, and in which said disabling means in 
cludes a first circuit which generates a control signal 
which when in a first binary state is utilized to enable 
said memory unit in response to the binary complement 
of a said power fail signal and which said control signal 
when in the second binary state is also utilized to disable 
said memory unit. 

3. The system as claimed in claim 2 in which said 
memory unit has erase, store, and disable inputs thereto, 
and also in which said disabling means includes a second 
circuit which receives said control signal and generates 
a second control signal which is fed into said disable 
input to said memory unit so as to disable said erase and 
store inputs. 

k . . . k. 
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