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1. 

SYSTEMAND METHOD OF CONTROLLING 
ACCESS TO THE INTERNET 

BACKGROUND OF THE INVENTION 

1. Field of the Invention 
This application relates to controlling access to the Internet 

by monitoring data received in response to a data request to 
the Internet. More particularly, the application relates to sys 
tems and methods for monitoring results to user requests for 
content or information. 

2. Description of the Related Art 
It is estimated that 80 percent of website visits are initiated 

through search engines. As a result, website pages that appear 
in a list of returned search results or hyperlinks tend to receive 
significant inbound traffic through the search engine. The 
higher a website is on the list of returned hyperlinks, the more 
likely the user will select that hyperlink. Unfortunately, tech 
niques such as "Google-bombing” or "Spamdexing allow 
website operators to deliberately modify HTML pages asso 
ciated with their websites so as to increase the chance that 
their pages are placed higher on the list of search engine 
results, or to influence the category to which their pages are 
assigned in a misleading or dishonest manner. Thus, opera 
tors of websites having undesirable or malicious content 
often employ such tactics to generate traffic to their websites. 

In addition, as the use of the Internet evolves, more and 
more content is delivered to users from disparate and some 
times unknown sources. For example, the desire on the part of 
users for quicker and easier access to frequently updated 
content has led to the development of technologies such as 
web feeds which serve frequently updated content. In one 
common scenario of using web feeds, a content provider 
publishes a web feed link on their site which allows an aggre 
gator program (also called a feed reader or a news reader) to 
register to receive updated content. The aggregator is config 
ured to periodically ask each server in its feed list if they have 
new content. For each of the servers having new content, the 
aggregator either makes a note of the new content or down 
loads the content. Although various types of content may be 
delivered by web feeds, typically, HTML pages or URL links 
to web pages are delivered. As with the search engine results 
discussed above, operators of websites having undesirable or 
malicious content may utilize misleading techniques with the 
purpose of having their malicious content included in the web 
feeds. 

SUMMARY OF CERTAIN INVENTIVE ASPECTS 

The system, method, and devices of the present invention 
each have several aspects, no single one of which is solely 
responsible for its desirable attributes. Without limiting the 
scope of this invention, several of its features will now be 
discussed briefly. 

In one embodiment, a method of monitoring data sent from 
a requested device to a requesting device is provided. The 
method includes identifying an outgoing request from the 
requesting device and intercepting content sent from the 
requested device in response to the outgoing request. At least 
a portion of the intercepted contentis compared to a database. 
The method further includes modifying the content by 
removing at least Some of the content based at least in part on 
a classification and presence of the content in the database and 
sending the modified content to the requesting device. 

In another embodiment a system for monitoring content 
sent from a first device to a second device in response to a 
request by the second device for data from the first device is 
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2 
provided. The system includes a gateway server module con 
figured to intercept the content sent from the first device to the 
second device and determine a category for the content based 
at least partially on a comparison of the intercepted content 
with data in a categorized URL/content database. The system 
further includes a policy module including instructions for 
modifying content based on the category of the content, and a 
content filtering module configured to modify at least some of 
the content based at least in part on the instructions. 

In yet another embodiment, a method of controlling access 
to data requested from the Internet for display at a workstation 
is provided. The method includes sending a network request 
for information and receiving a plurality of URLs in response 
to the network request at a gateway server module. The 
method further includes comparing the plurality of URLs to a 
database of categorized URLS and modifying at least one of 
the plurality of URLs based at least in part on the comparison. 
The modified plurality of URLs are forwarded to the work 
station. 

In still another embodiment, a system for monitoring data 
sent from a requested device to a requesting device is pro 
vided. The system includes means for identifying an outgoing 
request from the requesting device to the requested device. 
The system further includes means for intercepting content 
sent from the requested device in response to the outgoing 
request and means for comparing at least a portion of the 
content to data in a database. The system further includes 
means for modifying the content by removing at least Some of 
the content based at least in part on a classification and pres 
ence of the content in the database; and means for sending the 
modified content to the requesting device. 

BRIEF DESCRIPTION OF THE DRAWINGS 

In this description, reference is made to the drawings 
wherein like parts are designated with like numerals through 
Out. 

FIG. 1 is a block diagram of various components of a 
system in accordance with aspects of the invention. 

FIG. 2 is a block diagram of a workstation module from 
FIG 1. 
FIG.3 is a block diagram of a gateway server module from 

FIG 1. 
FIG. 4 is an exemplary table of a logging database from 

FIG. 3. 
FIG. 5 is an exemplary table of a URL Access Policy from 

FIG. 3. 
FIG. 6A is an exemplary table of URLs and their associated 

categories. 
FIG. 6B is an exemplary table of uncategorized URLs. 
FIG. 7 is a block diagram of a database management mod 

ule from FIG. 1. 
FIG. 8 is a block diagram of a collection system from FIG. 

7. 
FIG.9 is a block diagram of a collection module from FIG. 

8. 
FIG. 10 is an exemplary computer screen shot of a search 

engine request for websites associated with the search phrase 
“free screen savers.” 

FIG. 11A is an exemplary table summarizing the results 
received from the search engine in response to the search 
engine request of FIG. 10. 

FIG. 11B is a listing of the URLs summarized in FIG. 11A 
along with results of an analysis performed on the listed 
URLs by the system of FIG. 1. 
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FIG. 12A is an illustration of how the URLs listed in FIG. 
11B would appear to the user that requested websites associ 
ated with the search phrase “free screen savers.” 

FIG. 12B is an illustration of how the URLs listed in FIG. 
11B would appear to the user that requested websites associ 
ated with the search phrase “free screen savers' after being 
filtered by the system of FIG. 1. 

FIG. 13 is an exemplary computer screen shot of a search 
engine request for image files associated with the search 
phrase “free screen savers.” 

FIG. 14 is a partial listing of the image files returned by the 
search engine in response to the search parameters outlined in 
FIG. 13 with the system of FIG. 1 identifying objectionable 
image files by blocking their contents from view. 

FIG. 15 is a partial listing of the image files returned by the 
search engine in response to the search parameters outlined in 
FIG. 13 with the system of FIG. 1 not displaying the objec 
tionable image files to the user. 

FIG. 16A is an exemplary screen shot of the results 
returned by a search engine search for web feed content and 
includes a partial listing of the contents of the folder labeled 
unread news. 

FIG. 16B is an exemplary screen shot of the results from 
FIG.16A with the system of FIG. 1 identifying malicious web 
feed content files by placing a box over the file. 

FIG. 17 is a flowchart depicting an exemplary method of 
monitoring and/or modifying the results returned to a user in 
response to a request for data. 

DETAILED DESCRIPTION OF CERTAIN 
INVENTIVE EMBODIMENTS 

Certain embodiments provide for systems and methods of 
monitoring data sent from a requested device to a requesting 
device, and removing or identifying certain portions of the 
returned data that may be malicious or otherwise contain 
objectionable content Such as, for example, potentially 
executable web content. The systems and methods may fur 
ther remove uniform resource locator (URL) links from the 
returned data which link to web pages having malicious or 
otherwise objectionable content. 
As used herein URL refers to a network or Internet address. 

A URL may consist of an access protocol (e.g. http), a 
domain name (e.g., WWW.google.com), and in some cases a 
path to a file or resource residing on the server indicated by the 
domain name. A URL link is a portion of a web page or some 
other network resource that may be used to access a URL. A 
example of a URL link is an HREF tag in HTML. As used 
herein, objectionable content may include any data which an 
organization wishes to prevent users from accessing over a 
network. An organization may refer to any entity that man 
ages a local computer network having users who access the 
Internet. Potentially executable web content generally refers 
to any type of content that includes instructions that are 
executed by a web browser or web client computer. Poten 
tially executable web content may include, for example, 
applets, executable code embedded in HTML or other hyper 
text documents (including Script languages such as JavaScript 
or VBScript), executable code embedded in other documents, 
such as Microsoft Word macros, or stylesheets. Potentially 
executable web content may also refer to documents that 
execute code in another location Such as another web page, 
another computer, or on the web browser computer itself. For 
example, a HTML web page that includes an “OBJECT 
element, and thus can cause execution of ActiveX or other 
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4 
executable components, may generally be considered poten 
tially executable web content regardless of the location of the 
executable components. 

Malicious content may refer to content that is not execut 
able but which is calculated to exploit a vulnerability on a 
client computer. However, potentially executable web con 
tent may also be malicious content. For example, image files 
have been used to exploit Vulnerabilities in certain operating 
systems when those images are processed for display. More 
over, malicious web content may also refer to interactive 
content such as “phishing schemes in which a HTML form 
or other web content is designed to appear to be provided by 
another, typically trusted, web site Such as a bank, in order to 
deceive the user into providing credentials or other sensitive 
information to an unauthorized party. 

FIG. 1 provides a top level illustration of an exemplary 
system according to a preferred embodiment of the present 
invention. The system includes a network 110. The network 
110 may be a local area network, a wide area network, or 
some other type of network. The network 110 may include 
one or more workstations 116. The workstations 116 may be 
various types of client computers that are attached to the 
network. The workstations 116 may be desktop computers, 
notebook computers, handheld computers or the like. The 
workstations 116 may also be loaded with operating systems 
that allow them to utilize the network through various soft 
ware modules Such as web browsers, e-mail programs, or the 
like. 

Each of the workstations 116 may be in electrical commu 
nication with a gateway server module 120. The gateway 
server module may reside at the edge of the network 110 so 
that traffic sent to and from the Internet 112 may pass through 
it on its way into or out of the network 110. The gateway 
server module 120 may take the form of a software module 
that is installed on a server that stands as a gateway to a wider 
area network 112 than the network 110 to which the work 
stations 116 are directly attached. Also connected to the Inter 
net 112 is a database management module 114. The database 
management module 114 also may be a Software module (or 
one or more hardware appliances) which resides on one or 
more computing devices. The database management module 
114 may reside on a machine that includes some sort of 
network connecting hardware, such as a network interface 
card, which allows the database management module 114 to 
send and receive data and information to and from the Internet 
112. 
One or more search engines 113 are connected to the Inter 

net 112. The search engine 113 is typically a web site which 
receives user requests for information and websites which are 
relevant to the parameters of the submitted user requests. Well 
known examples of search engines are Google, Yahoo, and 
Ask.com. 
One or more syndicated websites 115 are connected to the 

Internet 112. The syndicated website 115 offers a web feed of 
content from the website. Typically, the content from the 
syndicated website 115 is accessed by web feed readers 
installed on client workstations 116. 

Referring now to FIG. 2, a more detailed view of the 
workstation 116 is presented. The workstation 116 may 
include a workstation module 130. The workstation module 
130 may take the form of software installed to run on the 
operating system of the workstation 116. Alternatively, the 
workstation module 130 could be an application running on 
another machine that is launched remotely by the workstation 
116. 
The workstation module 130 may include various compo 

nents. The workstation module may include a local content 
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inventory module 132 which may store some or all of the 
network content received by the workstation 116. In some 
embodiments, the local content inventory module 132 may 
periodically inventory all content received from the network 
110 and the Internet 112. The inventoried data may be 
uploaded to the gateway server module 120 for comparison to 
data stored in the categorized URL/content database 146 
(FIG.3). The local content inventory module 132 may also be 
configured to determine whether new content is being intro 
duced to the workstation 116 by comparison to the invento 
ried local content 132. 
The workstation module 130 also may include one or more 

upload/download modules 134 and one or more network 
request modules 136. The upload/download modules 134 
may be used to send and receive data from the network 110. 
through the gateway server module 120 and to the Internet 
112. The network request module 136 may receive a data 
request from either a user or some system process, and send 
the request via the gateway server module 120 to retrieve the 
file and/or content associated with the request. The request 
may be a search engine request made to the search engine 113. 
In response to the search, the search engine 113 may return 
one website or a list of websites (and URL links leading to 
those websites) based on the search parameters. The request 
may also be a content request made to the syndicated website 
115. In response to the request, the syndicated website 115 
may return one URL link or a list of URL links to the 
requested content. For ease of explanation, the term network 
request is used to include user requests for content via the 
search engine 113 or requests sent via a web feed reader to the 
syndicated website 115. The system of FIG. 1 monitors and/ 
or modifies the data returned in response to the network 
request to inhibit objectionable or malicious content from 
being available to the user. 

Typically, the functions of each of the upload/download 
modules 134 and the network request modules 136 may be 
performed by software applications such as web browsers, 
with Internet Explorer R, Mozilla Firefox, Opera, Safari, 
being examples of browsing Software well-known in the art. 
These functions may also be performed by other types of 
Software Such as web feed readers, instant messaging pro 
grams, peer-to-peer file sharing applications, digital media 
player application (e.g., iTunes.(R), RealPlayer, Quicktime), or 
Some other applications. 

Alternatively, the functions of the modules may be divided 
among different software applications. For example, an FTP 
application may perform the functions of the upload/down 
load module 134, while a web browser performs the functions 
of sending requests to the search engine. A web feed reader 
application may send a request for content to the Syndicated 
website 1115. Other types of software may also perform the 
functions of the upload/download module 134. Although 
these types of software are generally not desirable on a work 
station, Software Such as Spyware, or Trojan Horses may 
make requests to send and receive data from the Internet. 
The workstation module 130 may be in communication 

with the gateway server module 120. The gateway server 
module 120 may be used to analyze incoming and outgoing 
web traffic and to make various determinations about the 
impact the traffic may have on the workstations 116. Refer 
ring now to FIG. 3, an example of the gateway server module 
120 is provided. The gateway server module 120 is in two way 
communication with the workstation 116. It may receive file 
uploads and downloads and network requests from the work 
station module 130. The gateway server module 120 is also in 
two way communication with the Internet 112. Thus, requests 
originating within the workstations 116 of the network 110 
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6 
may be required to pass through the gateway server module 
120 as they proceed to the Internet. In some embodiments, the 
gateway server module 120 may be integrated with some 
firewall hardware or software that protects the network 110 
from unauthorized intrusions from the Internet 112. In other 
embodiments, the gateway server module 120 may be a stan 
dalone hardware appliance or even a Software module 
installed on a separate gateway server residing at the network 
gateway to the Internet 112. 
As discussed above, the gateway server module 120 may 

receive network requests and upload/download data from the 
workstation 116 by way of the workstation module 130. The 
gateway server module 120 may include various components 
that perform various functions based on the data received. 
One feature included in the gateway server module 120 is 

a categorized URL database 146. The URL database 146 may 
be used to store information about URLs including data that 
is associated with the URLs. The categorized URL database 
146 may be a relational database, or it may be stored in some 
other form Such as a flat file, an object-oriented database, and 
may be accessed via an application programming interface 
(API), or some database management software (DBMS). The 
URL database 146 may generally be used to help determine 
whether data returned in response to a network request will be 
permitted to be completed. In one embodiment, the URLs 
stored in the URL database 146 are categorized. 
The gateway server module 120 may also include a policy 

module 142. The policy module 142 may be used to imple 
ment network policies regarding how certain content will be 
handled by the gateway server module 120 or by a firewall or 
some other security software installed within the network 
110. In one embodiment, the policy module 142 may be 
configured to provide the system guidance on how to handle 
a returned list of URLs in response to a network request where 
at least some of the returned URLs are categorized. For 
example, the gateway server module 120 may be configured 
to editor identify returned URLs that are categorized as being 
“Malicious” or “Spyware.” In other embodiments, the policy 
module 142 may be used to determine how to handle returned 
URLs that have not been categorized. In one embodiment, the 
system may be configured to block all returned URLs that are 
not in the categorized URL database 146. The policy module 
142 may also be configured to allow certain uncategorized 
URLs based on the user making the request or the time at 
which the request is made. This allows the system to avoid 
having a one-size-fits-all configuration when Such as configu 
ration would not meet the business needs of the organization 
running the gateway server module 120. 
The gateway server module 120 may also include a content 

filtering module 149. The content filtering module 149 may 
work in conjunction with the policy module and the catego 
rized URL/content database 146 to filter portions of search 
results returned in response to a network request. In one 
embodiment, the content filtering module 149 may be con 
figured to remove URL links and other content from a list of 
URLs returned in response to a user query sent to an Internet 
search engine 113. By way of example and not of limitation, 
the content filtering module 149 may be configured to recog 
nize an outgoing search engine query. A page returned by the 
search engine 113 to the client workstation 116 may be inter 
cepted by the gateway server module 120 and analyzed by the 
content filtering module 149. The content filtering module 
149 may be configured to parse the returned page and identify 
URL links in the returned search results and embedded items 
of content such as images or active content. 

Each identified URL link or item of content may be com 
pared to the data in the URL/content database 146 to deter 
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mine if the URL link has already been categorized. If it has 
been categorized, the policy module is consulted for instruc 
tions on how to handle the content. For example, the policy 
module 142 may instruct the content filtering module 149 to 
remove URL links that lead to web pages that are categorized 
as being “Malicious” or “Spyware.” In addition, the content 
filtering module 149 may also be configured to remove objec 
tionable content from the returned search engine results based 
on the presence and categorization of the content in the URL/ 
content database 146. Further details of this process will be 
provided below in connection with FIGS. 10-17. 

The gateway server module 120 may include a collection 
module 140. The collection module 140 may be a software 
program, routine, or process that is used to collect data about 
URLS. In one embodiment, when an internet request is 
received from the network request module 136 for content 
from the syndicated website 115, the collection module 140 
may be configured to visit the website associated with the 
syndicated website 115 and download data to the gateway 
server module 120 for analysis by components of the gateway 
server module 120. The downloaded data may also be sent via 
the Internet 112 for delivery to the database management 
module 114 (as will be discussed in further detail below). 

In some embodiments, the gateway server module 120 may 
also include a logging database 144. The logging database 
144 may perform various functions. For example, it may store 
records of certain types of occurrences within the network 
110. In one embodiment, the logging database 144 may be 
configured to record each event in which an uncategorized 
URL is requested by a workstation 116. In some embodi 
ments, the logging database 144 may also be configured to 
record events in which search engine results include URL 
links to uncategorized URL. In some embodiments, the log 
ging database 144 may also be configured to record the fre 
quency with which a particular uncategorized URL is 
returned in response to network requests. This information 
may be useful in determining whether an uncategorized URL 
should be of particular importance or priority and should be 
categorized by the database management module 114 ahead 
of earlier received data. In some embodiments, uncategorized 
URLs may be stored separately in an uncategorized URL 
database 147. 

For example, some spyware may be written to request data 
from a particular URL. If many workstations 116 within the 
network 110 are infected with the spyware, repeated requests 
to a particular URL may provide an indication that some 
anomaly is present within the network. Alternatively, if a 
particular URL link is continuously returned with search 
results requested from the search engine 113, it may provide 
an indication that the search engine has been compromised in 
Some way, and that the returned results may include harmful 
data. The logging database may also be configured to record 
requests of categorized URL data. In some embodiments, 
categorizing requests of categorized URLs may be helpful in 
determining whether a particular URL has been mischarac 
terized. 

Referring now to FIG. 4, an example of the logging data 
base 144 is discussed. The logging database 144 includes four 
columns of data. The first column "No. Requests' 152 is 
indicative of the number of times a particular URL has been 
returned in response to a network request within the network 
110. The second column “URL 154 records the particular 
URL string that is being logged in the logging database 144. 
Thus, when a URL is sent to the logging database 144, the 
database may first be searched to determine whether the URL 
string is already in it. If not, then the URL string may be added 
to the database. In some embodiments, the collection module 
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8 
140 may be configured to visit the requested URL and gather 
data about the URL. The collection module 140 may retrieve 
the page source of the requested URL and scan it for certain 
keywords that may indicate a type of content. For example, if 
the page source includes avaScript://then the page may be 
identified as having JavaScript. While such content is not 
inherently dangerous, a web page with JavaScript may have a 
greater chance of including malicious content designed to 
exploit how a browser application handles JavaScript func 
tion calls. In some embodiments, this data may be stored in 
the logging database 144 in JavaScript column 155. The 
logging database may also receive similar information from 
pages that include Active-X content and store that content 
within Active X column 156. In other embodiments, other 
types of content may be detected and stored for java applets, 
VBScript, and the like. 

Referring again to FIG. 3, the gateway server module 120 
may further include an administrative interface module 148 
or “admin module.” The admin module 148 may be used to 
allow network administrators or other technical personnel 
within an organization to configure various features of the 
gateway server module 120. In certain embodiments, the 
admin module 148 allows the network administrator or some 
other network management-type to configure the policy mod 
ule 142. 

Referring now to FIG. 5, an example of a URL access 
policy database 158 is provided. The URL access policy 
database 158 may be used by the policy module 142 to imple 
ment policies for accessing web-based content by worksta 
tions 116 within the network 110. In the embodiment shown 
the URL access policy database 158 includes a table with four 
columns. The first column is a user column 160. The “User' 
column 160 includes data about the users that are subject to 
the policy defined in a given row of the table. The next 
column, “Category’ 162, lists the category of content to 
which the policy defined by that row is applicable. The third 
column, 'Always Block' 164, represents the behavior or 
policy that is implemented by the system when the user and 
category 166 of requested content match the user and cat 
egory as defined in that particular row. In one embodiment, 
the “Always Block” field may be a Boolean-type field in 
which the data may be set to either true or false. Thus, in the 
first row shown in the data table, the policy module 142 is 
configured to “always block” requests for “malicious con 
tent” by user “asmith.” 
As noted above, the policy module may also be configured 

to implement policies based on different times. In the 
embodiment provided in FIG. 5, the fourth column 'Allowed 
Times' 166 provides this functionality. The second row of 
data provides an example of how time policies are imple 
mented. The user 160 is set to “bnguyen' and the category 
162 is "gambling.” The policy is not configured to “always 
block' gambling content for “bnguyen, as indicated by the 
field being left blank. However, the time during which these 
network requests are permitted is limited to 6 PM to 8 AM. 
Thus, adopting these types of policies allows network admin 
istrators to provide a certain degree of flexibility to worksta 
tions and users, but to do so in a way that network traffic is not 
compromised during typical working hours. 

FIG. 6A is an exemplary table of URLs and their associated 
categories. FIG. 6B is an exemplary table of uncategorized 
URLs. In one embodiment, the categorized URLs may be 
stored in a two-column database table 146 such as the one 
shown in FIG. 6A. In one embodiment, the table may include 
a URL column 172 which may store the URL string that has 
been characterized. The Category column 174 may store data 
about how that URL has been characterized by database 
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module 114 (as will be described in detail below). In one 
embodiment, the URL field may be indexed so that it may be 
more quickly searched in real time. Because the list of cat 
egorized URLs may reach well into the millions of URLs, a 
fast access routine is beneficial. 5 

Referring now to FIG. 6B, the table of uncategorized URLs 
147 is provided (described earlier in connection with FIG. 3). 
This table may be populated by network requests from the 
workstation 116 which request a URL or a list of URLs that 
are not present in the categorized URL table 146. For 10 
example, the websites identified by a web feed reader as 
having content requested by the user and that are not catego 
rized may be added to the table of uncategorized URLs 147. 
In addition, the table may also include uncategorized URLs 
which were listed in pages returned by search engine 113 in 15 
response to search engine requests. As will be described in 
greater detail below, the gateway server module 120 may be 
configured to query the categorized URL database 146 to 
determine whether a URL listed in the page returned by the 
search engine 113 should be blocked or removed from the 20 
page content. If the URL is in the categorized database 146 
the policy module may determine whether to remove the URL 
listing from the returned webpage. If the listed URL is not 
found in the categorized URL database, however, it may be 
added to the list of uncategorized URLs 176 so that it may be 25 
sent to the database management module 114 via the Internet 
112 and later analyzed and categorized and downloaded into 
the database of categorized URLs 146. 

FIG. 7 is an illustration of various components that may be 
included in the database management module 114. As dis- 30 
cussed above, the database management module 114 may be 
located remotely (accessible via Internet 112) from the net 
work 110 and its associated workstations 116. The database 
management module may take the form of one or many 
different hardware and software components such as a server 35 
bank that runs hundreds of servers simultaneously to achieve 
improved performance. 

In one embodiment, the database management module 114 
may include an upload/download module 178. The upload/ 
download module 178 may be a software or hardware com- 40 
ponent that allows the database management module 114 to 
send and receive data from the Internet 112 to any number of 
locations and may or may not operate in a Substantially simi 
lar manner as the upload/download module 134 on the gate 
way server module 120. In one embodiment, the upload/ 45 
download module is configured to send newly categorized 
URLs to gateway server modules 120 on the Internet 112 for 
addition to their local URL databases 146. 
The database management module 114 may also include a 

database management module URL/content database 180. 50 
The database management module URL/content database 
180 may take the form of a data warehouse which stores URL 
strings and information about URLs that have been collected 
by a collection system 182 which will be described in further 
detail below. The database management module URL/con- 55 
tent database 180 may be a relational database that is indexed 
to provide quick and effective searches for data. In certain 
embodiments, the URL/content database 180 may be a data 
warehousing application which spans numerous physical 
hardware components and storage media. The URL/content 60 
database 180 may include data such as URL strings, the 
content associated with those strings, information about how 
the content was gathered (e.g., by a honey client, by a cus 
tomer Submission, etc.), and possibly the date in which the 
URL was written into the URL? content database 180. 65 
The database management module 114 may further 

include a training system 184. The training system 184 may 

10 
be a software/hardware module which is used to define prop 
erties and definitions that may be used to categorize web 
based content. The database management module 114 may 
further provide a scoring/classification system 186 which 
utilizes the definitions and properties created by the training 
system 184 to provide a score or classification (e.g., a catego 
rization) to web content so that the categorization may be 
delivered via the upload/download module 178 to gateway 
server modules 120. 
With reference now to FIG. 8, a more detailed view of the 

collection system 182 is provided. The collection system 182 
may include a database management collection module 190 
which is coupled (either directly or indirectly) to a data min 
ing module 192. The database management collection mod 
ule 190 may be used by the database management module 114 
to collect data for the URL? content database 180 about URLs 
that have not been categorized. The database management 
collection module 190 may also be used to collect URLs for 
additional analysis by other system components. The data 
base management collection module 190 may be associated 
with one or more collection sources 194 from which it may 
collect data about URLs. Collection sources 194 may take 
various forms. In some embodiments, the collection sources 
194 may include active and passive honeypots and honey 
clients, data analysis of logging databases 144 stored on the 
gateway server module 120 to identify applications, URLs 
and protocols for collection. The collection sources 194 may 
also be webcrawling applications that search the Internet 112 
for particular keywords or search phrases within page con 
tent. The collection sources 194 may also include URLs and 
IP addresses data mined from a DNS database to identify 
domains that are associated with known malicious IP 
addresses. In some embodiments, URLs for categorization 
may be collected by receiving malicious code and malicious 
URL samples from other organizations who share this infor 
mation. In yet other embodiments, URLs may be collected 
via e-mail modules configured to receive tips from the public 
at large, much in the way that criminals are identified through 
criminal tip hotlines. 

Referring now to FIG. 9, a more detailed view of the 
database management collection module 190 is provided. 
The database management collection module 190 may 
include various subcomponents that allow it to effectively 
utilize each of the collection sources 194 described above. 
The database management collection module 190 may 
include a search phrase data module 197 and an expression 
data module 198. The search phrase data module 197 collects 
and provides search phrases that may be relevant to identify 
ing inappropriate content. The expression data module 198 
may include various types of expressions such as regular 
expressions, operands, or some other expression. The search 
phrase data module 197 and the expression data module 198 
each may include updatable record sets that may be used to 
define the search parameters for the web crawling collection 
source 194. The database management collection module 190 
may also include a priority module 200. The priority module 
200 may take the form of a software process running within 
the collection system 182, or it may run as a separate process. 
The priority module may be used to prioritize the data col 
lected by the database management collection module in 
order to have more potentially dangerous or Suspect URLS (or 
data) receive close inspection prior to the likely harmless 
URLs. In one embodiment, the priority module 200 may 
assign priority based on the collection source 194 from which 
the URL is received. For example, if a URL is received from 
a customer report, it may be designated with a higher priority. 
Similarly, if the URL is received from a web crawler access 
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ing a domain or IP address or Subnet known to host malicious 
content in the past, the URL may receive a high priority. 
Similarly, a potentially dangerous website identified by a 
honey client (discussed in further detail below) may also 
receive a high priority. The database management collection 
module 190 may also include a data selection module 202 
which may work with the priority module 200 to determine 
whether identified URLs should be tagged as candidate URLs 
for categorization. In one embodiment, the data selection 
URL may provide a user interface for receiving search param 
eters to further refine the prioritized data by searching for data 
based on priority and content. 
As indicated above, the collection module may also 

include a data download module 204. The data download 
module 204 may be configured to identify URLs to visit and 
to download data and content from the visited URLs. The data 
download module 204 may work in conjunction with various 
Subsystems in the database management collection module 
190 to retrieve data for the URL? content database 180. One 
such subsystem is the webcrawler module 206. The web 
crawler module 206 may be a software application configured 
to access websites on the Internet 112 by accessing web pages 
and following hyperlinks that are included in those pages. The 
webcrawler module 206 may be configured with several con 
current processes that allow the module to simultaneously 
crawl many websites and report the visited URLs back to the 
database management module URL/content database 180 as 
will be discussed in further detail below. The database man 
agement collection module 190 may also include a honey 
client module 208. The honey client module 208 is a software 
process configured to mimic the behavior of a web browser to 
visit websites in such a manner that is inviting to malicious 
code stored within the visited pages. The honey client module 
208 may visit the web sites and track the behavior of the 
websites and download the content back to the URL? content 
database 180 for further analysis. 
The database management collection module 190 may also 

include a third party supplier module 212 which is configured 
to receive URLs and associated content from third parties. For 
example, the third party module 212 may be configured to 
provide a website which may be accessed by the general 
public. The module may be configured to receive an input 
URL string which may then be entered into the URL/content 
database 180. In some embodiments, the third party module 
may also be configured to receive e-mails from private or 
public mailing lists, and to identify any URL data embedded 
within the e-mails for storage in the URL/content database 
180. 
The database management collection module 190 may also 

include a gateway server access module 210. The gateway 
server access module is a software component or program 
that may be configured to regularly access the logging data 
base 144 on the gateway server module 120 to download/ 
upload all of the newly uncategorized web content identified 
by the logging database 144. 

Referring back to FIG. 8, the collection system 182 may 
also include a data mining module 192. The data mining 
module 192 may be used to obtain additional data about 
URLs stored in the database management module's URL/ 
content database 180. In many instances, the information 
supplied by the collection sources 194 to the database man 
agement collection module 190 and URL/content database 
180 is limited to nothing more than a URL string. Thus, in 
order for the system to effectively categorize the content 
within that URL, more data may be necessary. For example, 
the actual page content may need to be examined in order to 
determine whether there is dangerous content embedded 
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12 
within the URL. The data mining module 192 is used to 
collect this additional necessary data about the URLs, and 
will be discussed in further detail below. 
As previously discussed, certain embodiments of the 

invention provide for the use of a content filtering module 149 
to remove unwanted content from pages returned to a client 
workstation 116 in response to a user request. In one particu 
lar embodiment, search engine results may be intercepted by 
the gateway server module 120 and filtered to remove, prior to 
presentation to the user, undesired content such as URL links 
which point to web pages having objectionable content from 
the returned pages. FIGS. 10-12 provide an illustration of 
how the various components of the gateway server module 
may be configured to intercept, filter, and/or modify objec 
tionable content returned in search engine query results. 

Referring now to FIG. 10, an example of an entry form 220 
for a search engine 113 is provided. The entry form 220 
includes a text box 222 into which a user may enter search 
parameters 223. In the example provided, the search param 
eters include the words “free screen savers.” The search entry 
form 220 may also include a search type selection 224. In the 
example provided, the search type selection 224 includes 
various user-selectable options such as Web, Images, Video, 
News, Maps, etc. As shown in FIG. 10, the option for “Web” 
is selected, indicating that the search will look for web pages 
to return to the user. The entry form 220 may also include a 
submission element 226. The submission element 226 allows 
the user to submit their search to the search engine 113. 
When a user Submits a search request to the search engine 

113, the search engine 113 typically searches its databases 
and indexes to determine the web pages or other items which 
are relevant to the submitted search. The results are returned 
to the user in a web page which displays data about the 
relevant pages and URL links which allow the user to access 
the identified pages. As noted above in connection with FIG. 
3, the gateway server module 120 may be configured to inter 
cept the returned search engine results and analyze their con 
tent. 

FIGS. 11A and 11B provide examples of the analysis per 
formed by the gateway server module 120 on a page returned 
by a search engine 113 in response to the search shown in 
FIG. 10. In many embodiments, this information will be 
hidden from the user and the results of the analysis will be 
largely transparent. In other embodiments, however, the 
results of the analysis may be presented to the user so that they 
have an indication when search results have been removed 
from their query. In other embodiments, this information may 
be presented in a report to a network manager. The data 
presented in the report may be used to analyze how the gate 
way server module 120 handles certain types of searches and 
helps to determine how to configure the policy module 142 in 
Such away as to prevent it from blocking or removing content 
that is not objectionable. 

With reference to FIG. 11A, a chart 230 provides an 
example of a category breakdown of returned search results. 
The chart 230 includes aheader area 232. The header area 232 
may include information related to the data returned to the 
client computer 16 which was intercepted by the gateway 
server module 120. In the example provided, the header 232 
includes information describing the URL of the intercepted 
page. The header 232 also includes a listing of the number of 
URLs analyzed by the gateway server module 120 and the 
time taken for the analysis. In embodiments where the inter 
cepted data includes search engine results, the information in 
the header 232 may also include the search string submitted to 
the search engine 113. 
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The chart 230 may also include one or more columns 
including information about the specific URLs intercepted by 
the gateway server module 120. In the example provided in 
FIG. 11A, the breakdown of the intercepted content includes 
a list of the frequencies of the categories for the intercepted 
URLs. A first column 234 includes a description of the cat 
egory. A second column 236 includes the number of links 
found in the intercepted content which are in the category. A 
third column 238 may include the percentage share of the 
links in each category. 

Referring now to FIG. 11B, a link analysis chart 250 pro 
vides more detailed information about each of the URL links 
intercepted by the gateway server module 120 and analyzed 
by the content filtering module 149. The link analysis chart 
250 may include several columns which list information 
about each intercepted item. A first column 252 may include 
the item type such as “a.href for URL links, “img Src for 
embedded image files, and the like. The chart 250 may also 
include a second column 254 in which each analyzed URL is 
listed. The chart 250 may further include a third column 256 
which specifies the action taken with respect to each data item 
such as “Observe”, “Allow”, or “Block.” The link analysis 
chart may also include a fourth column 258 for each item 
which lists the category of the URL in the link, along with a 
fifth column 260 which may include a numeric code repre 
sentative of the category in the fourth column 258. 

FIGS. 12A and 12B are screen shots of unfiltered and 
filtered search engine results, respectively. FIG. 12A is an 
illustration of how the URLs listed in FIG. 11B would appear 
to the user that requested websites associated with the search 
phrase “free screen savers.” The unmodified search results 
page 270 includes all of the content shown in FIG. 11B, 
without any of the content blocked or removed from the page. 
The unmodified page 270 includes URL links 272 which lead 
to the web pages identified by the search engine 113 as being 
relevant to the search request. The unmodified page 270 also 
includes images 274 which are embedded in the page. The 
images 274 may include data stored by the search engine 113 
itself, or they may include image files which are embedded in 
the page content from another web site. 

FIG. 12B is an illustration of how the URLs listed in FIG. 
111B would appear to the user that requested websites asso 
ciated with the search phrase “free screen savers' after being 
filtered by the system of FIG. 1. FIG. 12B illustrates a modi 
fied search results page 276. In the embodiment shown, the 
gateway server module 120 has intercepted the unmodified 
search results page 270 described in FIG. 12A, and has iden 
tified objectionable content (or URL links leading to objec 
tionable content) within the search engine results. As shown 
in FIG. 12B, the modified page 276 includes several unmodi 
fied URL links 272 returned from the search engine 1113. As 
noted above, the content filtering module 149 and the gateway 
server module 120 do not modify these links based on their 
categorization in the URL/content database 146 and the poli 
cies defined and implemented through the policy module 142. 
The modified page 276 also includes additional URL links 

which have been removed or not displayed by the gateway 
server module 120. In the embodiment shown, the content of 
the URL links has been replaced by content blocking notifi 
cations 278 which provide notification to the user that the 
page content has been modified to remove objectionable con 
tent. In some embodiments, the notification 278 may include 
text indicating the reason why the content was removed. For 
example, the notification may indicate that the URL link 
would access a page categorized as adult content in the URL/ 
content database 146 and that the policy module 142 has been 
configured to block Such content. In other embodiments, the 
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modified page 276 may not provide an indication that the 
content has been modified. In Such an embodiment, the links 
and their associated data may be removed in a manner that is 
transparent to the user. This alternate implementation will be 
discussed in further detail below with respect to FIGS. 14 and 
15. 
As discussed previously, various types of objectionable 

content may be filtered from data sent in response to network 
requests. In yet another aspect of the invention, embedded 
multimedia data may be removed from web pages prior to 
presentation to the requesting user. FIGS. 13-15 illustrate one 
embodiment in which the various components of the gateway 
server module 120 block image data based on the policies 
defined in the policy module 142 and categorization of the 
images in the URL/content database 146. 

FIG. 13 is an exemplary computer screen shot of a search 
engine request for image files associated with the search 
phrase “free screen savers.” The search entry form 220 from 
FIG.10 is also used in FIG. 13. Unlike the example in FIG.10 
where the search type selection 224 was set to “Web”, in the 
embodiment shown in FIG. 13, the search type selection 224 
is set to “Images.” The selection of images is indicated by the 
boldface text and by the text in the form submit button 226 
which indicates that the search will search for images. After 
typing the search parameters 223 into the text box 222, and 
Submitting the search to the search engine 113 by actuating 
the search button 226, the search engine 113 performs the 
search operation and returns results to the user. Unlike the 
previous search described in connection with FIGS. 10-12, 
the results returned from this search are in the form of image 
data rather than simple text strings. Before the returned page 
reaches the client workstation 116, the gateway server mod 
ule 120 intercepts the returned results. 

FIG. 14 is a partial listing of the image files returned by the 
search engine 113 in response to the search parameters out 
lined in FIG. 13 with the system of FIG. 1 identifying mali 
cious image files by blocking visual access to the image files. 
FIG. 15 is a partial listing of the image files returned by the 
search engine 113 in response to the search parameters out 
lined in FIG. 13 with the system of FIG. 1 not displaying the 
objectionable image files to the user. FIGS. 14 and 15 provide 
two examples of how the content filtering module 149 may 
modify the returned image data. In both instances, the pages 
are modified according to the policies as defined by the policy 
module 142 and categorization of the returned image content. 

Referring now to FIG. 14, the modifications to the image 
search page 280 performed by the content filtering module 
149 are visible to the user and shown as blocks of disallowed 
data. The page 280 includes allowed images 282 returned by 
the search engine 113 and unobstructed by the gateway server 
module 120, and also includes notifications of blocked 
images 284. In the illustrated embodiment, the blocked 
images 284 are replaced by a display element notifying the 
user that the image has been blocked. 
As discussed above, in Some embodiments, the gateway 

server module 120 may intercept incoming web content and 
remove objectionable content without notifying the user. 
FIG. 15 is a partial listing of the image files returned by the 
search engine 113 in response to the search parameters out 
lined in FIG. 13 with the system of FIG. 1 not displaying the 
objectionable image files to the user. Unlike the embodiment 
shown in FIG. 14 in which the blocked content was identified 
in the modified page 280, in this embodiment, the blocked 
images 284 are removed from the page by the gateway server 
module 120 without notifying the user. Thus, the page deliv 
ered to the client computer 116 by the gateway server module 
120 has been modified to remove the objectionable content 
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unbeknownst to the user of the client computer 116. In pre 
viously described embodiments, the intercepted content was 
the returned results from a search engine request. However, as 
one of skill in the art would readily appreciate, in other 
embodiments, the functionality of the gateway server module 
120 may be applied to many different content types. In one 
such alternative embodiment, the gateway server module 120 
may be configured to intercept web feed content sent in 
response to a request by web feed software stored on a client 
workstation 116. 

Typically, the web feed content will take the form of an 
XML file. As discussed previously, a client computer 116 
may include Software for accessing syndicated web content. 
FIG. 16 provides an illustration of how content requested by 
web feed software may be filtered by the gateway server 
module 120. FIG. 16A is an exemplary screen shot of the 
results returned by a search engine search for web feed con 
tent and includes a partial listing of the contents of the folder 
labeled unread news in a web feed interface 300. The web 
feed interface 300 may include a navigation area 302, an item 
list area 304, and a preview area 306. The navigation area 302 
allows the user to navigate to content that has been down 
loaded into the web feed reader software. The item area 304 
may include a list of items which include URL links to con 
tent. Each item in the list may include a title which provides 
a summary of the content that is linked to the item. The 
preview area 306 allows the user to preview the content found 
at the URL link which is associated with each content item. 

FIG. 16B is an exemplary screen shot of the results from 
FIG. 16A with the system of FIG. 1 identifying objectionable 
web feed content files by placing a box over the file in the web 
feed reading interface 300. As noted above, each item in the 
list area 304 includes a URL link to web content. When the 
web feed reader requests content from a web feed such as a 
syndicated website 115, the web feed send the requested 
content to the web feed reader software. While the requested 
content is in transit to the client computer 116, the gateway 
server module 120 may intercept the content and compare it 
to data stored in the URL? content database 146. Based on the 
configuration of the policy module 142 and the content filter 
ing module 149, the content may be removed from the web 
feed by modifying the XML page sent from the content pro 
vider. In the example shown in FIG. 16B, one of the content 
items has been removed from the list area 304. Replacing the 
removed content item is a notification 308 that the content 
item has been removed from the web feed. 

FIG. 17 is a flowchart which describes a process for moni 
toring data sent to a workstation 116 in response to a network 
request from, for example, an Internet search engine 113 or 
web feed. The process begins at block 1700, where the gate 
way module identifies an outgoing network request. As noted 
previously, the outgoing network request may typically origi 
nate at the workstation 116, and may be a search request, a 
web feed request, or some other type of request. When data is 
sent back to the workstation 116 in response to the network 
request, the gateway server module 120 intercepts the 
returned data at block 1702. The process then moves to block 
1704 where the intercepted data is compared to data stored in 
a database such as, for example, the categorized URL/content 
database 146. Next, the process moves to decision block 1706 
where it is determined whether some or all of the intercepted 
data is represented in the database 146. If the intercepted data 
is not found in the database 146, the data is sent to a collection 
module at block 1716. The collection module may be a col 
lection module 140 which is part of the gateway server mod 
ule 120, or it may be a collection module 190 which is part of 
the database management module 114. Then, at block 1718, 
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the collection module processes the data and then sends it to 
a scoring/classification system 186 where it may be classified 
and categorized according to its content. 

If the intercepted data is found in the database 146, then the 
process moves to decision block 1708, where the system then 
determines whether the intercepted data has been classified in 
the database 146. If the intercepted data has not been catego 
rized yet, process moves to block 1718, where the data is sent 
to the scoring/classification system 186 for classification and 
categorization. After the data is sent to the classification sys 
tem 186, the process then moves to block 1720, where the 
unclassified/uncategorized content policy is applied to the 
intercepted data. Next, the process moves to block 1720 
where based on the unclassified/uncategorized content 
policy, the content is modified (or possibly not modified) in 
accordance with the policy. 

Returning now to block 1708, if the intercepted data has 
already been categorized, the process then moves to block 
1710 where the policy module 142 determines, based on the 
category of the intercepted data, whether to modify or block 
the intercepted content. Next, at block 1712, the data is passed 
to the content filtering module 149 which modifies the con 
tent by either removing or blocking the objectionable content 
as identified in accordance with the policies defined in the 
policy module 142. Once the content filtering module 148 has 
completed its modifications of the intercepted page, the modi 
fied page is then sent to the originating workstation 116 at 
block 1714. 

It will be understood by those of skill in the art that numer 
ous and various modifications can be made without departing 
from the spirit of the present invention. Therefore, it should be 
clearly understood that the forms of the invention are illus 
trative only and are not intended to limit the scope of the 
invention. 

What is claimed is: 
1. A method of monitoring data sent from a requested 

device to a requesting device, the method comprising: 
identifying, at a gateway server, an outgoing request from 

the requesting device, the outgoing request comprising a 
search request and the requested device comprising a 
Search engine; 

intercepting, at the gateway server, content sent from the 
requested device in response to the outgoing request, the 
intercepted content comprising search results for display 
on a web page returned by the search engine, the search 
results comprising a list of uniform resource locators; 

determining categories of at least some of the intercepted 
uniform resource locators by comparing the at least 
Some of the intercepted uniform resource locators to a 
portion of information from a categorized URL-content 
database, the information in the URL-content database 
based on at least: 
a record of a number of repeated requests for a web 

content referenced by a URL, the number exceeding a 
threshold; 

a priority associated with a collection Source, the collec 
tion Source configured to provide a URL referencing 
a web content and to provide data regarding the web 
content referenced by the URL.; and 

an indication of whether a web content referenced by a 
URL comprises active content; 

modifying the content by removing at least one of the 
uniform resource locators from the list of uniform 
resource locators on the web page returned by the search 
engine based at least in part on the categories of the 
uniform resource locators in the search results; and 
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sending the modified content for display on the requesting 
device. 

2. The method of claim 1, further comprising sending the 
intercepted content to a collection module if the intercepted 
content is not already in the database. 

3. The method of claim 2, further comprising collecting 
data related to the intercepted content not already in the 
database. 

4. The method of claim 3, further comprising determining 
a candidate status for the one or more URL links not in the 
database based on the collected data. 

5. The method of claim 1, wherein the list of uniform 
resource locators is identified by the search engine as being 
relevant to the search request Submitted to the search engine. 

6. The method of claim 1, wherein uniform resource loca 
tors categorized as being potentially harmful content are 
removed from the content when the content is modified. 

7. The method of claim 1, wherein the gateway server 
computer is located on the requesting device. 

8. The method of claim 1, wherein the URL-content data 
base is located on a server separate from the gateway server. 

9. The method of claim 1, wherein modifying the contentis 
further based in part on instructions from a policy module, the 
policy module located on the gateway server. 

10. A system for monitoring content sent from a first device 
comprising a search engine to a second device comprising a 
user workstation in response to a request by the second device 
for data from the first device, the system comprising: 

a gateway server module executed by a processor on a 
gateway server computer configured to: 
intercept the content sent from the first device to the 

second device, wherein the content comprises a col 
lection of uniform resource locators sent in response 
to a search engine query, the search engine query 
being sent from the second device to the first device; 
and 

determine categories associated with uniform resource 
locators within the content based at least partially on 
a comparison of the intercepted content with a portion 
of data in a categorized URL-content database, the 
database configured to store data indicative of catego 
rized uniform resource locators and uncategorized 
uniform resource locators, wherein the data in the 
URL-content database is based on at least: 
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a record of a number of repeated requests for a web 

content referenced by a URL, the number exceed 
ing a threshold; 

a priority associated with a collection source, the col 
lection source configured to provide a URL refer 
encing a web content and to provide data regarding 
the web content referenced by the URL: and 

an indication of whether a web content referenced by 
a URL comprises active content; and 

a content filtering module configured to modify the collec 
tion of uniform resource locators by removing at least 
some of the collection of uniform resource locators 
based at least in part on the categories. 

11. The system of claim 10, wherein the gateway server 
module is further configured to send the intercepted content 
to a collection module if the intercepted content is not already 
in the database. 

12. The system of claim 10, further comprising a collection 
module configured to collect data related to the intercepted 
content if the intercepted content is not already in the data 
base. 

13. The system of claim 12, further comprising a classifi 
cation module configured to receive the intercepted content 
from the collection module and further configured to deter 
mine a classification for the intercepted content. 

14. The system of claim 10, wherein the list of uniform 
resource locators is identified by the search engine as being 
relevant to the search request Submitted to the search engine. 

15. The system of claim 10, wherein uniform resource 
locators categorized as being objectionable content are 
removed from the content when the content is modified. 

16. The system of claim 10, whereintheuser workstation is 
the gateway server computer. 

17. The system of claim 10, wherein the URL-content 
database is located on a server separate from the gateway 
SeVe. 

18. The system of claim 10, further comprising a policy 
module located on the gateway server computer, the policy 
module configured to provide instructions indicating what 
uniform resource locators to remove from the collection of 
uniform resource locators based on the categories associated 
with the uniform resource locators in the records of the data 
base. 
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