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SECOND AMENDED COMPLAINT FOR PATENT INFRINGEMENT

Plaintiffs Webroot, Inc., (“Webroot”) and Open Text, Inc., (“OpenText”) (collectively
“Plaintiffs’) allege against Forcepoint LLC (“Forcepoint” or “ Defendant”) the following:

1. This case involves patented technologies that helped to revolutionize and have
become widely adopted in the fields of maware detection, network security, and endpoint
protection. Endpoint protection involves securing endpoints or entry points of end-user devices
(e.g., desktops, laptops, mobile devices, etc.) on anetwork or in acloud from cybersecurity threats,
like malware.

2. Before Plaintiffs patented technologies, security platforms typically relied on
signatures (i.e., unique identifiers) of computer objects (e.g., computer programs) that were
analyzed and identified as “bad” by teams of threat researchers. This approach required antivirus
companies to employ hundreds to thousands of threat analysts to review individual programs and
determine if they posed athreat.

3. The “bad” programs identified by researchers were compiled into a library and

uploaded to an antivirus software program installed on each endpoint device. To detect threats, a
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resource intensive “virus scan” of each endpoint device was conducted. These virus scans could
take hours to complete and substantially impact productivity and performance.

4, Despite substantial investments in resources and time, the conventional systems
still were unable to identify and prevent emerging (“zero-day”) threats from new or unknown
malware. New threats persisted and were free to wreak havoc until ateam of threat analysts could
identify each one and upload these newly identified threats to an update of the “bad” program
library. The updated “bad” program library, including signatures to identify new threats aswell as
old, then had to be disseminated to all of the endpoint computers, which required time and resource
consuming downloads of the entire signature library to every computer each time an update was
provided.

5. By the early-to-mid 2000s, new threats escalated as network connectivity became
widespread, and programs that mutate slightly with each new copy (polymorphic programs)
appeared. These events, and others, rendered the traditional signature-based virus scan systems
entirely ineffective for these modern environments.

6. Plaintiffs patented technology helped transform the way malware detection and
network security is conducted, reducing, and often even eliminating the shortcomings that plagued
signature-based endpoint security products that relied on human analysts.

7. Instead of relying on human analysts, Plaintiffs’ patented technology enabled the
automatic and real-time analysis, identification, and neutralization of previously unknown threats,
including new and emerging maware, as well as advanced polymorphic programs.

8. Plaintiffs’ patented technology uses information about the computer objects being
executed—including, for example, information about the object’s behavior and information

collected from across a network—along with machine learning technology and novel system
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architectures—to provide security systems that are effective in identifying and blocking new
security threatsin real-timein real-world, commercia systems.

0. Plaintiffs’ patented technology further includes new architectures that efficiently
and effectively distribute workloads across the network, new techniques for enabling safe and
secure browsing even of potentially malicious websites, advanced identification, and classification
of potentially harmful Internet resources, among other technologies.

10. Plaintiffs’ patented technology makes the new security platforms and techniques
better at detecting malware by for example reducing false positives/negatives and enabling the
identification and mitigation of new and emerging threats in near real-time. These improvements
are accomplished while at the same time reducing the resource demands on the endpoint computers
and network appliances.

11. Plaintiff Webroot hasimplemented this patented technology in its security products
like Webroot SecureAnywhere AntiVirus, which identifies and neutralizes unknown and
undesirable computer objectsin thewild in real-time.

12.  Overtheyears, Plaintiff Webroot has al so received numerous accolades and awards
for its products and services. For example, Webroot has received 22 PC Magazine Editor’ s Choice
Awards, including “Best AntiVirus and Security Suite 2021.” That same year, Webroot also
received the Expert Insights Best-of-Endpoint Security award.

13. Plaintiffs currently own more than 70 patents describing and claiming these various
security innovations, including U.S. Patent No. 8,726,389 (the “’389 Patent”), U.S. Patent No.
10,599,844 (the “’ 844 Patent”), U.S. Patent No. 8,438,386 (the “’386 Patent”), U.S. Patent No.
9,413,721 (the “’ 721 Patent”), U.S. Patent No. 10,025,928 (the “’928 Patent”), U.S. Pat. No.

11,409,869 (the “’ 869 Patent”), U.S. Patent No. 8,201,243 (the “’ 243 Patent”), and U.S. Patent
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No. 8,719,932 (Exhibits 1 — 8, respectively).

14. Plaintiffs patented technology represents such a vast improvement on the
traditional malware detection and network security systems that it has become a widely adopted
and accepted approach to providing endpoint security in real-time.

15. Defendant Forcepoint is a direct competitor of Plaintiffs and provides security
software that, without authorization, implements Plaintiffs’ patented technologies. Forcepoint’s
infringing security products and services include, but are not limited to, Forcepoint’s Next-
Generation Firewall, Web Appliance or Secure Web Gateway, Web Security, Forcepoint One,
Advanced Classification Engine, Threat Seeker Intelligence, Advanced Malware Detection, and
Remote Browser Isolation, as well as products that include any of the above products or modules,
or that include the same functionality described herein (collectively, “ Accused Products’).

16. Plaintiffs bring this action to seek damages for and to ultimately stop Defendant’s
continued infringement of Plaintiffs’ patents, including in particular the * 389, '844, '386, ' 721,
'928,"869, ' 243, and ’ 932 Patents (collectively the “ Asserted Patents’). Asaresult of Forcepoint’s
unlawful competition in this District and elsewhere in the United States, Plaintiffs have lost sales
and profits and suffered irreparable harm, including lost market share and goodwill.

NATURE OF THE CASE

17. Plaintiffs brings claims under the patent laws of the United States, 35 U.S.C. § 1,
et seg., for the infringement of the Asserted Patents. Defendant has infringed and continue to
infringe each of the Asserted Patents under at least 35 U.S.C. 88271(a), 271(b) and 271(c).

THE PARTIES

18. Plaintiff Webroot, Inc., isthe owner by assignment of each of the Asserted Patents.

19.  Webroot has launched multiple cybersecurity products incorporating its patented
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technology, including for example Webroot SecureAnywhere and Evasion Shield.

20.  Webroot is aregistered business in Texas with multiple customers in this District.
Webroot also partners with several entities in this District to resell, distribute, install, and consult
on Webroot’ s products.

21. Plaintiff Open Text Inc. holds an exclusive license to the Asserted Patents.
OpenText isregistered to do businessin the State of Texas.

22. OpenText is a Delaware corporation and maintains three business offices in the
state of Texas, two of which arelocated in this District, including one in Austin and another in San
Antonio. Over 60 employees work in OpenText’'s Austin office, including employees in
engineering, customer support, legal and compliance teams, 1T, and corporate development. The
Austin office also hosts an OpenText data center. OpenText isin the computer systems design and
services industry. OpenText sells and services software in the United States.

23. Defendant Forcepoint LLC isaDelawarelimited liability company with a principal
place of businessin this District at 10900 Stonelake Blvd #350, Austin, TX 78759. Forcepoint is
registered to do business in the State of Texas

JURISDICTION & VENUE

24.  Thisaction arises under the Patent Laws of the United States, 35 U.S.C. 81, et seq.
The Court has subject matter jurisdiction pursuant to 28 U.S.C. 88 1331 and 1338(a).

25.  ThisCourt has personal jurisdiction over Forcepoint because Forcepoint’ s principal
place of business is located in the State of Texas and because Forcepoint regularly conducts
business in the State of Texas and in this District, including operating systems, using software,
providing services, and/or engaging in activities in Texas and in this District that infringe one or

more claims of the Asserted Patents.
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26. Defendant Forcepoint has, either directly and through its extensive network of
partnerships including those with local IT service providers, purposely and voluntarily placed its
infringing products and/or provided services into the stream of commerce with the intention and
expectation that they will be purchased and used by customers in this District, as detailed below.
(See, e.g., Forcepoint, Find a Partner, https://www.forcepoint.com/partners/find-a-partner.)

27.  Venueis proper in this District pursuant to 28 U.S.C. 88 1391(b) and (c) and 28
U.S.C. § 1400(b) because Forcepoint residesin this District, has aregular and established place of
businessin this District, and has committed acts of infringement within this District.

28.  On information and belief, Forcepoint has employees in this District that have
relevant knowledge regarding the Accused Products, including for example how they are marketed
and sold to customers, what additional services are provided to customers based on the Accused
Products, and how the products operate.

29. Forcepoint’ s operationsin this District include client outreach and sales for each of
the Accused Products. Forcepoint also provides technical support to partners and customers
located in this District, including from its office in this District.

30.  Oninformation and belief, Forcepoint uses and/or tests the Accused Products in
this Digtrict, including at its office in this District.

31 Forcepoint further sells, offers for sale, advertises, makes, installs, maintains,
and/or otherwise provides security software, appliances, and services, including the Accused
Products, the use of which infringesthe Asserted Patentsin this District. Forcepoint performsthese
infringing acts directly in this District.

32. Forcepoint also performs these infringing acts through other entities such as

resellers, managed service provides, and cybersecurity experts located in this District, including
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for example, through its  “partners.” (Forcepoint, Find a Partner,
https://www.forcepoint.com/partners/find-a-partner.).

33.  As further detailed below, Defendant engages in activities within this judicial
district that infringe (directly or indirectly) the Asserted Patents, either literally or under the
doctrine equivalents, including the provision of, use, operation, sales, offering for sale, installation,
maintenance, and advertising of the Accused Products. Forcepoint also infringes (directly or
indirectly) the Asserted Patents by using, offering for sale, selling, installing, maintaining,
operating, providing instructions, and/or advertising the Accused Products within this District,
either literally or under the doctrine of equivalents.

34. End-users and partner customers infringe the Asserted Patents at least by using and
operating, in whole and in part, the Accused Products with this District.

35. Defendant Forcepoint encourages and induces third parties including partners and
customers to use the Accused Products in an infringing way at least by making Forcepoint’s
security software, appliances, and services available for download or purchase, widely advertising
those products and services, providing instructions for using, installing, and maintaining those
products, providing technical support to users, and/or engaging in activities that aid and abet
infringement of the Asserted Patents by end-users. (See, e.g., Forcepoint, Welcome to Forcepoint
Hub, https://support.forcepoint.com/s/login/?ec=302& startURL =%2Fs%2F).

36. Defendant Forcepoint also contributes to the infringement of its customers and end
users of the Accused Products by offering to sell or selling with the United States or importing
into the United States the Accused Products, which are for use in practicing, and under normal
operation practice, methods claimed in the Asserted Patents, constituting a material part of the

inventions claimed, and not a staple article or commodity of commerce suitable for substantial
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non-infringing uses. Indeed, the Accused Products and the example functionality discussed below
have no substantial non-infringing uses but instead are specifically designed to practice the
Asserted Patents.

37. Defendant’s infringement adversely impacts Plaintiffs and their employees who
livein thisdistrict, as well as Plaintiffs’ partners and customers who live and work in and around
this judicial district. On information and belief, Defendant actively targets and offers Accused
Products to customers served by Plaintiffs, including in particular customers/end-users in this
District.

PLAINTIFFS PATENTED INNOVATIONS

38. Plaintiff Webroot, and its predecessors were al pioneers and leading innovatorsin
developing and providing modern end point security protection, including “community-based”
signaturel ess threat detection process using Al-driven behavior analysis across the entire network
to provide “ zero-day” protection against unknown threats.

39.  The Asserted Patents discussed below capture technology, features, and processes
that reflect these and other innovations, and improve on traditional anti-Malware and network
security systems.

U.S. Patent No. 8,726,389

40.  The '389 Patent generally discloses and claims systems and processes related to
real-time and advanced classification techniques. Plaintiff Webroot owns by assignment the entire
right, title, and interest in and to the '389 Patent. Webroot has granted Plaintiff OpenText an
exclusive license to the * 389 Patent.

41.  The’389 Patent is entitled “Methods and Apparatus for Dealing with Maware,”

was filed on July 8, 2012, and was duly and legally issued by the United States Patent Office on
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May 13, 2014. The’ 389 Patent claims priority to Foreign Application No. 0513375.6 (GB), filed
on June 30, 2005. A true and correct copy of the ' 389 Patent is attached as Exhibit 1.

42. Malware detection systems in use at the time the 389 Patent was filed identified
malware by maintaining a database of signatures identifying known bad objects (i.e., malware).
The signature for an object was conventionally made by creating a hash or checksum
corresponding to the object file, which uniquely identifiesthat object. The signature of each object
was then compared to the database to look up whether it matches known malware.

43. If the signature of the object is not found in the database, it is assumed safe or
aternatively, the whole file is sent for further investigation by a human analyst. The process of
further investigation was typically carried out manually or “semimanually” by subjecting the file
to detailed analysis, for example by emulation or interpretation, which can take days given the
human involvement that is typically required. (See, e.g., Exhibit 1, ' 389 Patent, 2:9-17.)

44.  This approach had significant drawbacks, including that it required considerable
effort by the providers of such systems to identify and analyze new malware and generate
signatures of objectsthat are found to be bad after human analysis. Large vendors of anti-maware
packagestypically employed thousands of human analyststo identify and analyze objects and keep
the database of signatures of bad objects reasonably up to date.

45, However, as the volume of network traffic increases, the task of keeping up with
identifying suspect objects and investigating whether or not they are bad becomes practically
impossible. It can take days to subject a suspicious file to detailed analysis given the human
involvement, and a considerable period of time elapses before anew fileis classified as safe or as

malware. Thus, the human analysis introduces a time delay where users are exposed and
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unprotected from the risks posed by previously unidentified malware. (See Exhibit 1, * 389 Patent,
2:9-23, 2:63-67.)

46. By contrast, the methods and systems disclosed and claimed in the *389 Patent
perform automatic, sophisticated review (e.g., “pattern analysis’) of the actual attributes of a
software object or process and the behavior engaged in by, or associated with, that object or process
on computers connected to a network.

47.  Thisreview enables a determination of “the nature of the object,” (e.g., whether it
ismalicious or not based on review of the object, its behaviors or the activities associated with the
object), without requiring a detailed manual analysis of the code of the object itself or relying
exclusively on whether it has a signature that matches an extensive database of known malicious
“signatures.” (See Exhibit 1, ' 389 Patent, 3:14-24.) This provides a significant improvement to the
operation of the computer network because monitoring behavior or other information about the
object or process, rather than code or signature matching, allows the system to rapidly determine
the nature of the object (e.g., malware), without requiring a detailed manual analysis of the code
of the object itself asin conventional anti-virus software. (See Exhibit 1, ' 389 Patent, 3:14-24.)

48.  The approaches in the ' 389 Patent are generally focused on receiving information
about the behavior of objects or processes on remote computers at a base computer. This
information is analyzed automatically by, for example, mapping the behavior and attributes of
objects known across the community in order to identify suspicious behavior and to identify
malware at an early stage. (See Exhibit 1, '389 Patent, 11:5-26.) This approach alows, among
other advantages, the number of human analysts needed to be massively reduced. It also improves
the computer network by reducing the latency involved with identifying new threats and

responding to objects exhibiting new, potentially malevolent behavior.

10
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49.  The techniques disclosed and claimed in the 389 Patent is necessarily rooted in
computer technology—in other words, the identification of malicious computer code in computer
networks is fundamentally and inextricably a problem experienced with computer technology and
networks—and addresses this fundamental computer technology problem with a computer
technology solution. Furthermore, the *389 patent improves the technical functioning of the
computer network using technigues—such as analyzing behavioral information about or
associated with computer objects and processes—to improve network security by identifying
malware more quickly and with less resources. These technical improvements address identified
weaknesses in conventional systems and processes. (See, e.g., Exhibit 1, * 389 Patent, 3:14-24.)

50. In particular, the *389 Patent describes and claims deploying an unconventional
“event” based model that classifies a particular object as malicious or safe by analyzing real-time
data sent by remote computers on the events, or actions, that a particular software “object,” and
other objects deemed similar to it, initiate or perform on those computers. (See Exhibit 1, *389
Patent, 3:14-55.) This information is collected from across the network, correlated and used for
subsequent comparisons to new or unknown computer objects to identify relationships between
the correlated data and the new or unknown computer objects. The objects may be classified as
malware based on this comparison.

51.  Through continuous aggregate analysis of events involving computer objects as
they occur across networks, the methods and systems described and claimed in the *389 Patent
maintain up-to-date information about computer objects (including malicious objects) seen across
the network, identify relationships between those previously identified objects and any new or
unknown objects, and make malware determinations based on those relationships. “ For example,

anew object that purportsto be a version of notepad.exe can have its behavior compared with the

11
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behav[io]r of one or more other objects that are also known as notepad.exe ... In this way, new
patterns of behav[io]r can be identified for the new object.” (Id. at 10:58-65.)

52.  The methods and systems described and claimed in the *389 Patent can rapidly
determine “the nature of the object,” (e.g., whether it is malicious or not) based on information
such as the behavior of the object or effects the object has, without requiring “ detailed analysis of
the object itself as such” (manually reviewing the object’s code) or reliance on matching an
extensive database of known malicious “signatures.” (Id. at 3:14-24.)

53.  The’389 Patent describes and claims systems and methods that necessarily address
issues unique to computer networks and computer network operation; namely the identification of
“bad” software (e.g., malware, viruses, etc.). This patent provides unique network security
enhancement that solves the technical problem of rapidly identifying newly arising and emerging
malware by reviewing information about the object and processes (e.g., the behaviors and events
associated with software objects and processes running on computers within the network).

54.  The systems and methods described and claimed in the *389 Patent improve the
operation of computer networks by identifying malicious objects in real-time and taking action to
remove or eliminate the threat posed by the malware object or process once it has been identified.
The described and claimed techniques provide a technological solution to a technological
problem—the inability of conventional code or signature matching solutions to identify new or
unknown malware objects or processes at or near the runtime of the objects or processes
themselves without the extensive delay and resource use associated with traditional systems.

U.S. Patent Nos. 10,599,844 and 11,409,869

55. The ' 844 Patent is entitled “ Automatic Threat Detection of Executable Files Based

on Static Data Analysis,” was filed May 12, 2015 and was duly and legally issued by the USPTO

12
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on March 24, 2020. A true and correct copy of the '844 Patent is attached as Exhibit 2. Plaintiff
Webroot owns by assignment the entire right, title, and interest in and to the ’ 844 Patent. Webroot
has granted Plaintiff OpenText an exclusive license to the ' 844 Patent.

56.  The’869 Patent, entitled “ Automatic Threat Detection of Executable Files Based
on Static Data Analysis,” isa continuation of the’ 844 Patent and claims priority to the application
of the’ 844 Patent. The’ 869 Patent was filed on February 14, 2020 and was duly and legally issued
by the USPTO on August 9, 2022. A true and correct copy of the’ 869 Patent is attached as Exhibit
6. Plaintiff Webroot owns by assignment the entireright, title, and interest in and to the’ 869 Patent.
Webroot has granted Plaintiff OpenText an exclusive license to the ' 869 Patent.

57.  The’844 and ’'869 Patents address and improve upon conventional approaches to
malware detection in computer networks and computer network operation. Every day, an
uncountable number of new executable files are created and distributed across computer networks.
Some of those files are unknown, and malicious. It is, thus, vital to accurately and immediately
diagnose thosefilesfor any potential threat, while also efficiently using resources (e.g., processing
power). (See Exhibit 2, 844 Patent, 1:7-13.)

58.  Conventiona approachesfor diagnosing potential malware threats were costly and
time consuming, making it difficult to realistically address zero-day threats for all of the files
entering a system. These “[a]pproaches to detecting threats typically focused] on finding
malicious code blocks within a file and analyzing the behavior of the file.” (See Exhibit 2, 844
Patent, 2:15-17.) Encrypted files would be decrypted then disassembled to extract the code for
analysis, typically by traditional anti-virus software based on signature matching. (Id. at 2:15-20)
If the code was malware, investigating its behavior involved running the code on the system, which

put the system at risk. (Id. at 2:20-23.)
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59.  Another approach for protecting against potential threats from unknown executable
filesinvolved wavelet decomposition to determine software entropy. (See WBRT007115 at 7491,
' 844 Patent Prosecution History, April 24, 2019 Applicant Remarks, at 8.) Wavel et decomposition
isaprocess where an origina image is decomposed into a sequence of new images, usually called
wavelet planes. (1d.) In this method, each data file in a set of data filesis split into random, non-
overlapping file chunks of afixed length. (1d.) Thosefile chunks are then represented as an entropy
time-series, which measures the time it takes for each chunk to decompose. (Id.) Said differently,
this approach measured how much time it took a data file to decompose. (Id.) Once the file
decomposition rate, or entropy time-series, had been calculated, that rate would be compared to
decomposition rates of “known bad” files to identify files that contain maware. (Id. at
WBRTO007492.) This process required significant computing resources—typically taking hours to
complete—and was not sufficiently accurate in identifying malware.

60. The 844 and '869 Patents significantly improve upon and address shortcomings
associated with these prior approaches. The Patents describe and claim methods and systems that
detect threats in executable files without the need to decrypt or unpack those executable files by
extracting “ static data pointsinside of the executable file without decrypting or executing thefile,”
generating “feature vectors’ from those static data points, selectively turning on or off features of
the feature vector, and then evaluating the feature vector to determineif the fileis malicious. (See,
e.g., Exhibit 2, '844 Patent, 1:20-21; cl. 1.) The described systems and methods enable accurate
and efficient identification of malware without the need to distinguish between encrypted filesand
non-encrypted files (id. at 6:58-59), thereby significantly increasing efficiency and reducing
processing resources required to analyze each potentially malicious computer object. By using this

unconventional approach to determine whether a file executable on a computer poses a threat, the

14
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'844 and 869 Patents improve on the operation of the computer network associated with the
computer by enhancing security, including by increasing detection of new threats, reducing the
error rates in identifying suspicious files, and improving efficiency in detecting malicious files.
(See Exhibit 2, '844 Patent, 2:46-56.)

61. The 844 and '869 Patents describe and claim techniques that employ a learning
classifier (e.g., amachine-learning classifier) to determine whether an executable fileis malicious,
for example by using the classifier to classify datainto subgroups and identify and analyze specific
data points to which those subgroups correspond. (See Exhibit 2, ' 844 Patent, 4:33-41, 7:40-8:1.)
The described and claimed techniques also selectively turn on or off features for evaluation by the
learning classifier. (Seeid. at 7:57-66.) Doing so accelerates analysis and reduces false positives
by testing those features of afilelikely to be relevant to a determination of its maliciousness. For
example, the learning classifier “may detect that the file does not contain ‘legal information’,”
such as “timestamp data, licensing information, copyright information, etc.” (Seeid. at 7:66-8:5.)
In this example, given the lack of legal protection information in the file, the learning classifier
would “adaptively check” thefilefor additional featuresthat might beindicative of athreat,” while
“turn[ing] off,” and thus not use processing time unnecessarily checking features related to an
evaluation of “legal information.” (Id. at 8:5-10.)

62.  Second, the’844 and ‘ 869 Patents describe and claim techniques that use character
strings extracted from within the executable file to generate afeature vector and then evaluate that
feature vector using support vector processing to classify executable files. (See Exhibit 2, '844
Patent, 9:2-11.) The classifier provides, for example, the ability to leverage the indicia of *benign”
files, which use “meaningful words’ in certain data fields, versus “malicious’ files, which leave

such fields empty or full of “random characters,” to build meaningful feature vectors that are

15



Case 6:22-cv-00243-ADA-DTG Document 121 Filed 12/09/22 Page 16 of 338

analyzed to make faster and more identifications of malware (See, e.g., Exhibit 2, ' 844 Patent, 9:2-
18.)

63. The 844 and '869 Patents are thus directed to specific solutions to problems
necessarily rooted in computer technology, namely, the determination whether a file executable
on a computer poses a threat. The 844 and '869 Patents improved upon the accuracy and
efficiency of malware detection. (See Exhibit 2, ' 844 Patent, 2:15-45.)

64. By using some or al of the unconventional techniques described above to
determine whether afile executable on acomputer poses athreat, the’ 844 and’ 869 Patents address
aproblem necessarily involving computers and improve upon the operation of computer networks.
In particular, the '844 and '869 Patents achieve a number of technical advantages over
conventional approaches to malware detection including, for example:

e enhanced security protection including automatic detection of threats,
reduction or minimization of error rates in identification and marking of
suspicious behavior or files (e.g., cut down on the number of false
positives),

e ability to adapt over time to continuously and quickly detect new threats or
potentially unwanted files/applications,

e improved efficiency in detection of maliciousfiles, and

improved usability and interaction for users by eliminating the need to
continuously check for security threats.

(See Exhibit 2, ' 844 Patent, 2:15-57.)
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U.S. Patent No. 8,438,386

65. U.S. Patent No. 8,438,386, entitled “System and Method for Developing a Risk
Profile for an Internet Service,” was filed on February 21, 2010, and claims priority to two
provisional applications, application numbers 61/171,264 and 61/241,389, filed on April 21, 2009
and September 10, 2009 respectively. The United States Patent Office duly and legally issued the
'386 Patent on May 7, 2013. A true and correct copy of the '386 Patent is attached as Exhibit 3.
Plaintiff Open Text owns by assignment the entireright, title, and interest in and to the’ 386 patent.
Open Text has granted Plaintiff Webroot an exclusive license to the ' 386 patent.

66. The '386 Patent generaly is directed to a method for controlling access to an
Internet resource by determining that resource’ s reputation and risk. The’ 386 Patent discloses and
claims inventive techniques that significantly improve on prior art tools for preventing access to
Internet resources. Preventing access to computer network resources is, by its very nature,
necessarily rooted in computer technology and overcomes a problem specific to computer
networks (namely, problems arising with accessing malicious Internet resources).

67. Beforethefiling of the’ 386 Patent, conventiona methodsfor preventing usersfrom

accessing malicious code on webpages involved “* Content Filtering’ or “ Security solutions, such
as antivirus products.” (Exhibit 3, * 386 Patent, 1:30-46.) Content filtering iswhere “Web sites are
organized into categories and requests for Web content are matched against per-category policies
and either allowed or blocked.” (Id. at 1:30-40.) Security solutions like anti-virus products, by
contrast, “ examinefile or Web page content to discover known patterns or signatures that represent
security threats to users, computers, or corporate networks. These focus not on the subject matter

of asite but look for viruses and other ‘ malware that are currently infecting the site.’” (Id. at 1:41-

46.) These approaches, however, are reactive rather than predictive; for example, they focus on

17
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“accessing known infected sites” and “identif[ying] and distribut[ing]” signatures of known
malware. (Id. at 1:46-50.)

68. Unlike these prior art systems (e.g., signature matching systems) which cannot
predictively prevent access, the 386 Patent improved on prior-art security solutions by assigning
risk profiles to internet resources that have not been previously characterized before granting or
allowing access. (Id. at 1:23-24.) The patent explains that a* predictive security assessment for an
Internet resource is provided based on known facts about the Internet resource, which is more
secure than relying only on knowledge of previously experienced security attacks.” (1d. at 9:42-
45.) Techniques described in the '386 Patent system include the use of samples of internet
resources that have varying degrees of risk and, using a reputational model, predicts an internet
resource’ s relative degree of risk. (Id. at 4:34-36.)

69. For example, the methods and systems described and claimed in the ' 386 Patent
system may predict the relative degree of risk by generating a reputation index based on factors
that include location, behavior and legitimacy. (Id. at 6:10-25.) When an end-user of aLocal Area
Network (“LAN") transmits arequest for an internet resource, the system analyzes the “reputation
index” for the requested resource and determines whether the reputation index is at or above a
threshold value established for the LAN before granting or denying access to the resource. (Id. at
1:26.) In doing so, behavioral and other information about the internet resource may be used to
proactively block or allow access, as opposed to systems that employ a reactive approach that
relies on, for example, signature matching.

70. By assessing an internet resource’ srisk in a predictive way—e.g., beforeinfections
are isolated and signatures are identified and distributed—a technological solution that addresses

weaknesses in prior systems is provided. As the *386 Patent explains, “[a] predictive security
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assessment for an Internet resource is provided . . . , which is more secure than relying only on
knowledge of previously experienced security attacks.” (Id. at 9:42-45.) In other words, systems
and methods described in the 386 Patent can protect against threats from internet resources that
have not been previously characterized as malicious or included in pre-existing signature files.
71.  Thetechniques described and claimed in the’ 386 Patent solve problemsin thefield
of computers and network security. As discussed above, traditional virus detection methods
focused on reactive approaches—blocking web resources that included signatures of known
viruses or malware, and internet resource management toolswere limited to categorically blocking
certain types of web resources. These limitationsin prior systems were overcome by, for example,
predicting the potentia risk that requested internet resources presented to a user’s computing
device and the network on which the user was operating. Whereas categorically blocking websites
of acertain type or websites that were infected with known signatures of viruses and malware | eft
systems vulnerable to unknowns, assessing the “reputation” of an internet resource based on, for
example, location, legitimacy and/or behavioral factors, the 386 Patent provided methods and
systems that effectively and efficiently determined whether to block or allow a user’s accessto a
web resource in a predictive manner. These approaches can address zero-day threatsin an efficient
and effective way. Moreover, the specific factors and combinations of factors described and

claimed in the 386 Patent (e.g., “country of an internet protocol address block,” “top-level
domain,” and “script block count”) are necessarily rooted in computer technology to overcome a
problem specifically arising in the realm of computer networks. (See, e.g., Exhibit 3, * 386 Patent,

cl. 1) The 386 Patent system improves on prior, manual, and reactive approaches with an

unconventional, automated, and predictive approach that improves computer functionality.
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U.S. Patent No. 9,413,721

72.  The’'721 Patent is entitled “Methods and Apparatus for Dealing with Malware,”
was filed on February 13, 2012, and duly and legally issued by the United States Patent Office on
February 5, 2013. A true and correct copy of the ' 721 Patent is attached as Exhibit 4. Plaintiff
Webroot owns by assignment the entire right, title, and interest in and to the’ 721 Patent. Webroot
has granted Plaintiff OpenText an exclusive license to the’ 721 Patent.

73.  The systems and methods described and claimed in the ’ 721 Patent are directed to
improved techniques for detecting and classifying maware, a technological problem
fundamentally and inextricably associated with computer technology and computer networks. The
' 721 Patent explains that prior anti-malware products used signature matching to detect malware,
either locally or at a central server. (Exhibit 4, 721 Patent, 1:37-2:14.) The local anti-maware
product suffered from delaysin identifying new malware threats and obtaining signatures for them
so they could be blocked. (1d. at 1:37-55.) Central servers stored signaturesin the cloud. (Id. at 56-
57.) But only signature or very basic information was sent to the central server for matching. (1d.
at 1:67-2:2.) If the object was unknown, acopy had to be sent to the central server for investigation
by a human, atime consuming and laborioustask. (Id. at 2:5-7.) In a network environment, it was
unrealistic for a human to investigate each new object due to the high volume of incursions that
take place over anetwork. (Id. at 2:7-10.) Thus, under these approaches, “ malevolent objects may
escape investigation and detection for considerable periods of time.” (Id. at 2:10-13.)

74. To address these shortcomings, the ’'721 Patent describes and claims
unconventional, novel distributed system architectures, such as remote computers that may be
allocated to “threat” servers, with “central” servers sitting behind them. (Exhibit 4, * 721 Patent,

9:16-57.) These enhanced computer architectures provide a technical solution to the technical
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problem of detecting and classifying malware in acomputer network environment, thusimproving
network security while identifying and classifying malware threats in real-time without delays
engendered by use of human analysts. (See, e.g., Exhibit 4, ’ 721 Patent, 1:60-2:7.)

75. In particular, the ' 721 Patent describes and claims embodiments that may include
three-tiered architectures of remote computers, threat servers, and a central server that provides a
technical enhancement to the computer network itself (improving upon the two-tiered architectures
of traditional systems having only remote computers and a central server) by enabling the central
server to keep, for example, amaster list “of all data objects, their metadata and behaviour seen on
all of the remote computers’ and propagate it back to the threat servers. (Exhibit 4, * 721 Patent
12:28-54.) This novel network architecture improves the operation of the computer network over
traditional networks because, for example and as described in the ' 721 Patent, “[t]his scheme has
been found to reduce workload and traffic in the network by afactor of about 50 compared with a
conventional scheme.” (Id. at 12:55-57.)

76. Further, “by being able to query and analyze the collective view of an object, i.e.,
its metadata and behaviours, across all agents [] that have seen it, a more informed view can be
derived, whether by human or computer, of the object. In addition, it is possible to cross-group
objects based on any of their criteria, i.e. metadata and behaviour.” (Id. at 18:17-22.) Thus,
embodiments enable better malware identification than conventiona systems (e.g., using human
analysis) in addition to providing an efficiency benefit. The patent explicitly notes that “the work
in processing theraw data[] istoo large of atask to be practical for ahuman operator to complete.”
(Id. at 18:50-52.)

77.  The systems and methods described and claimed in the’ 721 Patent provide further

technical improvements. For example, the information collected at the central server may include
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additional information about the object being classified as well as a count associated with the
number of times that the first computer object has been seen to the central server. (Id. at cl. 1.) As
explained above, using information about the object (such as behavior information) being
classified, embodiments described and claimed in the’ 721 Patent provide an approach that ismore
effective than traditional code or signature matching techniques for classifying objects as
malicious. (Id. at 1:54-2:14.)

78. Prior methods of classifying malware had technical drawbacks when used on a
distributed network. For example, adistributed network that required each server to maintain rules
for determining what is malware required each server to dea with huge amounts of largely
common data. (Exhibit 4, ' 721 Patent, 12:20-24.) It was also generally impractical to store the
required data on each server because, for example, there were problems determining whether or
not the data—which is both massive and constantly changing—is common and up-to-date in real -
time. (Id. at 12:24-27.) The three-tiered architectures described and claimed in embodiments of
the ' 721 Patent provide a technical solution for distributed computer networks by, inter alia,
reducing the workload across the network. (Id. at 12:28-59.)

79.  Accordingly, the '721 Patent discloses and claims, among other things, an
unconventional technological solution to the inherently computer-network centric technical issue
of identifying malware in computer systems. The solutions implemented by the '721 Patent
provides a specific and substantial improvement over prior malware classification systems, for
example by introducing novel computer network architecture elements combined in an
unconventional manner. These approachesimprove the function and working of malware detection
services by, for example, utilizing multiple threat servers and central servers and performing the

analysis and communication carried out by each type of server in an unconventional and efficient
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manner. These elements and their combination represent amarked improvement in the functioning

of computer systems utilized to identify and detect malware in computers networks.

U.S. Patent No. 10,025,928

80. U.S. Patent No. 10,025,928 (“the '928 Patent”) entitled “Proactive Browser
Content Analysis’ was filed on October 3, 2012, claims priority to provisional application
61/542,693 filed October 3, 2011, and was duly and legally issued by the United States Patent
Officeon July 17, 2018. A true and correct copy of the’ 928 Patent is attached as Exhibit 5. Plaintiff
Webroot owns by assignment the entire right, title, and interest in and to the ' 928 Patent. Webroot
has granted Plaintiff OpenText an exclusive license to the ' 928 Patent.

8l. The '928 Patent sets forth techniques for, inter alia, “controlling pestware or
malware or other undesirable or unwanted applications and/or instructions.” (928 Patent, 1:19-
21.) The’ 928 Patent describes and claims methods and systems that guard against malware by, for
example, intercepting browser engine requests and modifying data received from the web server
for rendering and display by the browser engine. The’ 928 Patent warnsthat “ source[s] of malware
... end up or [are] strategically placed at [a] webserver ... [so that] the malware source 106 may
generate a malware object in a variety of forms including in a scripting language.” (928 Patent,
3:21-26.)

82. In one embodiment, the ’ 928 Patent describes a protection agent 116, which “ha[s]
full control over what the browser engine 118 ‘sees.’” (928 Patent, 4:6-10, 4:21-22.) Protection
agent 116 intercepts the browser’ s requests for web content. (928 Patent, 4:9.) “[1]f the request
does not appear to be a request for malicious content,” then protection agent 116 forwards the
request to the web server and, in return, “receives [the requested] content ... from the website.”

(1928 Patent, 6:19-22.) After receiving the web content, protection agent 116 analyzesthe webpage
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for threats. For example, “all the links in the webpage, all the pictures in the webpage, and any
scriptsin the webpage ... at alow level of granularity.” (' 928 Patent, 6:51-54.) If athreat isfound
in the webpage action may be taken. For example, “[1]f a malicious script is found, it may be
commented out [changed, enhanced, and removed] before the content is handed to the browser
engine.” (' 928 Patent, 6:54-58.) “[A]fter performing all of its processing, removing, and/or adding
any code as needed, the protection agent feeds the HTML content back to the browser enging” as
if the browser engine were “‘ speaking to an actual web server.” ('928 Patent, 4:14-21.)

83.  The '928 Patent provides technical benefits that improve the functioning of the
computer system, including enabling safer browsing without affecting the browsing experience.
For example, the protection agent can analyze webpages for any signs of malware and delete any
instances found. The web browser seamlessly may communicate with a protection agent in such a
way that the browser receives communications from the protection agent asif the protection agent
were the web server. In addition, methods and systems claimed in the '928 Patent provided
technical benefits that improve the performance of computer systems. For example, while prior
methods simply made high-level modifications to the content after it had been displayed through
aBrowser Helper Object,” embodiments of the’ 928 Patent may modify the content at the protocol
level, requiring “virtually no performance overhead.” In fact, in addition to there being virtually
no performance overhead, “in many cases, there is actually a performance improvement.” (928
Patent, 4:49-55.)

84. The systems and methods described and claimed in the 928 Patent are
fundamentally rooted in computer technology—in fact, they are processes only performed within
anetworked computer environment. The techniques described in the’ 928 Patent address problems

necessarily rooted in computer technology. For example, the 928 Patent guards against computer
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malware distributed through webpages accessed over a computer network, a problem affecting
internet traffic.

85. The '928 Patent further describes and claims unconventional techniques for
guarding against malware. For example, the '928 Patent describes embodiments that annotate
instances of possible malware—e.g., when the protection agent assembles and modifies the
webpage. While prior methods, for example, simply “make high-level modificationsto the content
after it has been displayed through a Browser Helper Object,” the described and claimed methods
may do so at the protocol level, which requires “virtually no performance overhead.” (' 928 Patent,
4:49-55.) Moreover, by modifying the webpage at the protocol level, embodiments of the '928
Patent offer a novel means to prevent malware from ever reaching a user’s browser, without the
need to account for differences between browsers. For example, the ' 928 Patent explains:

[M]odifying content at the [protocol] level ... is very different than the prior

approaches ... [after] a page has already been parsed and rendered by a browser

engine. This prior approach is problematic because it allows the browser engine to
potentially execute malicious scripts or perform malicious actionswhile ... parsing

and rendering the code. And in addition, because the annotations are added after

rending, the annotation process must account for the rendering differences (e.g.,

differences in how and where content is displayed) that different browsers (e.g.,

Firefox, Safari, Chrome, Internet Explorer, etc.) exhibit.”

('928 Patent, 7:11-20.)

Kernel-Level API Monitoring Patents
U.S. Patent Nos. 8,201,243 and 8,719,932

86. The’243 and '932 Patents are part of the same patent family. Plaintiff Webroot
owns by assignment the entire right, title, and interest in and to the ' 243 and ' 932 Patents.

87. The '243 Patent, entitled “Backwards Researching Activity Indicative of
Pestware,” was filed on April 20, 2006, and was duly and legally issued by the USPTO on June

12, 2012. A true and correct copy of the ' 243 Patent is attached as Exhibit 7.
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88. The '932 Patent, also entitled “Backwards Researching Activity Indicative of
Pestware,” wasfiled on June 6, 2012, and was duly and legally issued by USPTO on May 6, 2014.
The 932 Patent claims priority to the ' 243 Patent. A true and correct copy of the '932 Patent is
attached as Exhibit 8.

89.  Atthetimethe’ 243 and’ 932 Patents were filed, conventional pestware-detection-
and-removal solutions struggled to stay ahead of evolving pestware because they relied on
“definitions of known pestware to search for and remove files on a protected system.” (Exhibit 10,
'243 Patent, 1:63-65.) “Th[os]e definitions were often slow and cumbersome to create,” and “it
was often difficult to locate the pestware in order to create the definitions,” in thefirst place. (1d.at
1:65-67.) Furthermore, relying on definitions madeit difficult to distinguish wanted pestware from
unwanted pestware. (Id. at 1:60-62.)

90. Toovercomethese and other shortcomings, the ' 243 and ’ 932 Patents describe and
claim novel “systems and methods for discovering the source of activity that is indicative of
pestware.” (Id. at 2:17-19.) For example, the * 243 and ' 932 Patents describe and claim the use of
a kernel-mode driver to monitor the behavior of processes running on a computer, for example
monitoring APl calls, to detect pestware. (Id. at 4:24-29.) The inventors found that this approach

provided technical advantages, such asthe ability to “intercept” “when aprocess (e.g., the pestware
process) attempt[ed] to spawn ... another pestware process or ater aregistry entry, ... before it
[wa]s carried out by an operating system of the protected computer.” (1d. at 5:46-50.)

91. Moreover, the’ 243 and * 932 Patents describe and claim techniques that enable the
identification of suspected pestware as well as externally networked sources that, for example,

may be the source of the pestware on the system. This approach provides benefits, such as

identifying the source of malicious malware, which can be used to identify new maware (e.g.,
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based on a known source of malware) as well as to block potential malware based on a known
malicious source.

ACCUSED PRODUCTS

92. Forcepoint’s products that practice one or more claims of the Asserted Patents
include, but are not necessarily limited to, Forcepoint’ s Next-Generation Firewall, Web Appliance,
Web Security or Secure Web Gateway, Advanced Classification Engine, Threat Seeker
Intelligence, Advance Maware Detection, Forcepoint One, and Remote Browser | solation, aswell
as products that include any of the above products or modules, or that include the same
functionality described herein.

93. Forcepoint’s Next-Generation Firewall (“NGFW”) isan SD-WAN network device
that provides Forcepoint’ s customerswith “ consistent security, performance, and operations across
physical, virtual, and cloud systems.” Forcepoint’s NGFW provides application-layer exfiltration
protection, “selectively and automatically whitelist[ing] or blacklistling] network traffic
originating from applications on PCs, laptops, servers, file shares, and other endpoint devices
based on highly granular endpoint contextual data.” (See
https://www.forcepoint.com/sites/defaul t/fil es/resources/datasheets/datasheet_forcepoint_ngfw_e
n_0_O.pdf.)

94. Forcepoint’s Web Appliances “are preconfigured to eliminate vulnerabilities from
unnecessary software, open ports, default logins, and more, easing your deployment and enhancing
your security.” (Forcepoint, Appliance, https.//www.forcepoint.com/appliance.) They are
designed “to simplify the deployment of redundant, load-balanced clusters, increasing the
throughput of your implementation.” (https://www.forcepoint.com/appliance.)

95. Forcepoint’s Web Security (or Secure Web Gateway, “SWG”), which on
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information and belief is offered as a standalone product or as part of Forcepoint One, is aproduct
that “provides robust protection through content aware defenses and cloud app discovery and
monitoring, reducing risks to sensitive data for both on premise and mobile users.” (See, e.g.,
Forcepoint, Forcepoint Web Security, https.//forcepoint.drift.click/brochure
secure_web_gateway.) Forcepoint Web Security employs Forcepoint’s Advanced Classification
Engine (“ACE”) as the decision engine that identifies the nature and format of the digital artifacts
being analyzed. (See https://forcepoint.drift.click/brochure secure web gateway.) Forcepoint
Web Security additionally employs Forcepoint’s ThreatSeeker Intelligence to provide real-time
security updates that block advanced threats, malware, phishing attacks, lures, and scams.

96. Forcepoint’s ACE is a suite of cyber threat prevention and detection analytics
embedded in Forcepoint products. (See Forcepoint, Forcepoint Advanced Classification Engine
(ACE), https.//www.forcepoint.com/sites/default/files/resources/solution_brief/solution_brief
forcepoint_ace en.pdf.) As shown in the picture below, ACE combines many different threat

analysis approaches into one detection engine.

(See https://www.forcepoint.com/sites/defaul t/files/resources/solution_brief/solution_brief

forcepoint_ace _en.pdf.) Using these various methods, Forcepoint’s ACE provides “ detailed, real-
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time categorization of content to enable arich picture of the content surrounding cyber behavior.”
(See https://www.forcepoint.com/sites/default/files/resources/solution_brief/solution_brief force
point_ace en.pdf.)

97. Forcepoint’s ThreatSeeker Intelligence is responsible for collecting and
aggregating threat data, using ACE to anayze  the data. (See
https://forcepoint.drift.click/brochure_secure web gateway.) ThreatSeeker Intelligence provides
Forcepoint’'s products with “the core collective security intelligence.” (See
https://forcepoint.drift.click/brochure_secure web gateway.)

98. Forcepoint’s Advance Malware Detection (“AMD”) provides visualized malware
reporting. Using Advanced Malware Detection, system administrators can view their threat
exposure with detailed correlated incident information. (See Forcepoint, Advanced Malware
Detection, https.//www.forcepoint.com/product/advanced-mal ware-detection.)

99. Forcepoint’s Remote Browser Isolation “provides users with safe access to
uncategorized sites and known bad sites when necessary by using Forcepoint Web Security with
Remote Browser Isolation.” By isolating the browser from the end user’s desktop, Forcepoint’s

Remote Browser Isolation prevents threats from reaching the user’s browser.

(See Forcepoint, Remote Browser |solation, https.//www.forcepoint.com/sites/defaul t/files/
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resources/solution_brief/sol ution-brief-remote-browser-isol ation-

FIRST CAUSE OF ACTION
(INFRINGEMENT OF THE '389 Patent)

100. Webroot realleges and incorporates by reference the allegations of the preceding

paragraphs of this Complaint.

101. Forcepoint has infringed and continues to infringe one or more claims of the *389
Patent in violation of 35 U.S.C. 8 271 in thisjudicia district and elsewhere in the United States
and will continueto do so unless enjoined by this Court. The Accused Products, including products
that include features such as Forcepoint’s Advanced Classification Engine and ThreatSeeker
Intelligence, at least when used for their ordinary and customary purposes, practice each element

of at least claim 1 of the '389 Patent as demonstrated below.
102. For example, claim 1 of the ' 389 Patent recites:

a method of classifying a computer object as maware, the method
comprising:

at a base computer, receiving data about a computer object from afirst
remote computer on which the computer object or similar computer objects are
stored, wherein said data includes information about events initiated or involving
the computer object when the computer object is created, configured or runs on the
first remote computer, said information including at least an identity of an object
initiating the event, the event type, and an identity of an object or other entity on
which the event is being performed;

at the base computer, receiving data about the computer object from a
second remote computer on which the computer object or similar computer on
which the computer object or similar computer objects are stored, wherein said data
includes information about events initiated or involving the computer object when
the computer object is created, configured, or runs on the second remote computer,
said information including at least an identity of an object initiating the event, the
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event type, and an identity of an object or other entity on which the event is being
performed;

storing, at the base computer, said data received from the first and
second remote computers;

correlating, by the base computer, at least a portion of the data about the
computer object received from the first remote computer to at least a portion of the
data about the computer object received from the second remote computer;

comparing, by the base computer, the correlated data about the
computer object received from the first and second remote computers to other
objects or entitiesto identify relationships between the correl ated data and the other
objects or entities; and

classifying, by the base computer, the computer object as malware on
the basis of said comparison.

103. To the extent the preamble is limiting, the Accused Products perform a method of
classifying a computer object as malware. For example, Forcepoint’s Advanced Classification
Engine (“ACE”) in combination with Forcepoint's ThreatSeeker Intelligence “identif[ies]
malware, phishing, spam, and other risks to [an] enterprise.” (See Forcepoint, Forcepoint
Advanced Classification Engine (ACE) Solution Brief,
https://www.forcepoint.com/sites/defaul t/files/resources/solution_brief/solution_brief forcepoint

_ace_en.pdf.)

104. The Accused Products perform a method that includes the step of at a base
computer, receiving data about a computer object from a first [and second] remote computer on
which the computer object or similar computer objects are stored, wherein said data includes
information about events initiated or involving the computer object when the computer object is
created, configured or runs on the first remote computer, said information including at least an
identity of an object initiating the event, the event type, and an identity of an object or other entity
on which the event is being performed. Forcepoint’s ThreatSeeker Intelligence resides on a base
computer and receives threat data about computer objects from multiple remote computers. For
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example, “ThreatSeeker Intelligence aggregates threat intel from ACE engines, firewalls, and
endpoints deployed around the world to provide telemetry back to those devices.” (See Forcepoint,
Forcepoint Advanced Classification Engine (ACE) Solution Brief,
https://www.forcepoint.com/sites/default/files/resources/solution_brief/solution_brief forcepoint
_ace_en.pdf.) Thefigure below illustrates how ThreatSeeker receivesinformation from Forcepoint

products.

(See Forcepoint, Forcepoint Advanced Classification Engine (ACE) Solution Brief,
https://www.forcepoint.com/sites/default/files/resources/solution_brief/solution_brief forcepoint

_ace_en.pdf.)

105. ThreatSeeker Intelligence also receives “threat telemetry” and “threat inteliigence,”
which includes collecting content from “web pages, documents, executable, scripts, streaming,
media, emails, mobile applications, and other Internet traffic,” as well as information from
Forcepoint’s Advanced Classification Engine (ACE). For example, “ ACE inspects traffic content
and usage patterns using up to eight different defense assessment areas for identifying maware,

phishing, spam, and other risks’ to provide threat data including behavioral information. (1d.)

106. Moreover, as explained above, Forcepoint’s ThreatSeeker Intelligence aggregates
data from sources of information, including endpoints, firewalls, and Threatpoint’s ACE. That
information about the object isused to detect threats. For example, A CE assesses objects according

to identifying information from their code, i.e., scripts and iframe tags, url classification of
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websites, and how datais structured. Thisinformation is provided to the ThreatSeeker Intelligence,
which “alow[s] threat intelligence [to,] from one attack vector[,] ... influence analytics applied to
another attack vector.” (See Forcepoint, Forcepoint Advanced Classification Engine (ACE)
Solution Brief, https.//www.forcepoint.com/sites/default/files/resources/solution_brief/solution

brief forcepoint_ace en.pdf.)

107. The Accused Products perform a method that includes storing, at the base
computer, said data received from the first and second remote computers. As explained above,
“Forcepoint’s ThreatSeeker Intelligence aggregates threat intel from ACE engines, firewalls, and
endpoints.” (1d.) Aggregating threat intelligence and telemetry involves and includes storing the
information. For example, data collected is further stored and analyzed by Forcepoint X-Labs.
“ThreatSeeker informs ACE with directly actionable updates by continually collecting content and
new trends, and this data allows X-Labs researchers to further optimize data models and analytics

on an ongoing basis.” (1d.)

108. The Accused Products perform a method that includes correlating, by the base
computer, at least a portion of the data about the computer object received from the first remote
computer to at least a portion of the data about the computer object received from the second
remote computer. As explained above, Forcepoint’s ThreatSeeker Intelligence aggregates data
from endpoints, firewalls, and Threatpoint’s ACE. That aggregated information is then correlated
so that the information may be used, for example, to assist in identifying zero-day threats as well
as threats identified by other sources. For example, Forcepoint's ACE, in connection with
Forcepoint’s ThreatSeeker Intelligence, performs file analysis such that “[o]bserved behavior is
correlated with known threats to provide valuabl e information for even zero-day threats, all in real

time.” (See Forcepoint, Cybersecurity Intelligence (C9) Tools,
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https://www.forcepoint.com/services/cybersecurity-intelligence-csi-tools.) This “alow[s] threat
intelligence gained from one attack vector to influence analytics applied to another attack vector.”
(See Forcepoint, Forcepoint Advanced Classification Engine (ACE) Solution Brief,
https://www.forcepoint.com/sites/default/files/resources/solution_brief/solution_brief forcepoint

_ace_en.pdf.)

109. The Accused Products perform a method that includes comparing, by the base
computer, the correlated data about the computer object received fromthefirst and second remote
computersto other objectsor entitiesto identify relationships between the correlated data and the
other objects or entities. As explained above, Forcepoint ACE, in connection with Forcepoint’s
ThreatSeeker Intelligence, correlates intelligence and telemetry from attacks and compares that
correlated information to new and previoudy identified threats for analysis, including on
information and belief, to determine relationships between the correlated data and any potential
threats (other objects or entities) “to detect previously unknown maware.” For example,
Forcepoint advertises that its ACE shareswhat it learns, “allowing threat intelligence gained from
one attack vector to influence analytics applied to another attack vector.” (See Forcepoint,
Forcepoint Advanced Classification Engine (ACE) Solution Brief,
https://www.forcepoint.com/sites/defaul t/files/resources/solution_brief/solution_brief forcepoint

_ace_en.pdf.)

110. Moreover, Forcepoint’'s ACE, in connection with Forcepoint’s ThreatSeeker
Intelligence, performsfile analysis such that “[o]bserved behavior is correlated with known threats
to provide valuable information for even zero-day threats, all in real time.” (See Forcepoint,
Cybersecurity Intelligence (CS) Tools, https.//www.forcepoint.com/services/cybersecurity-

intelligence-csi-tools.)
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111. The Accused Products perform a method that includes classifying, by the base
computer, the computer object as malware on the basis of said comparison. As explained above,
Forcepoint’s ThreatSeeker Intelligence, alone or in combination with Forcepoint’'s ACE,

“identif[ies] malware, phishing, spam, and other risksto [an] enterprise.” (1d.)

112. Each claim in the ' 389 Patent recites an independent invention. Neither claim 1,

described above, nor any other individual claim isrepresentative of al claimsin the’ 389 Patent.

113. Forcepoint has been aware of the 389 Patent since at least the filing of this
Complaint. Further, Plaintiffs have marked their products with the * 389 Patent, including on its
web site, since at least July 2020.

114. Forcepoint directly infringes at least claim 1 of the ’389 Patent, literally or under
the doctrine of equivalents, by performing the steps described above. For example, on information
and belief, the Forcepoint performs a method in an infringing manner as described above by
running the Accused Productsto protect its own computer and network operations. On information
and belief, the Forcepoint performs a method in an infringing manner in testing the operation of
the Accused Products and corresponding systems. As another example, Forcepoint performs each
of the method steps when providing or administering services to third parties, customers, and

partners using the Accused Products.

115. Defendant’s directly infringing activities in this District, Texas and elsewhere in
the United States include at least making and using the inventions in the claims identified above.
Defendant makes and uses the claimed inventions in connection with at least the following
activities involving the Accused Products (e.g., software and corresponding systems): (1)
operating and maintaining data centers that process information; (2) employing the Accused

Products in connection with, and to protect, its own computer and network operations and/or the
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operations of affiliates, (3) using software that includes the Accused Products, (4) testing the
operation of the Accused Products and corresponding systems, (5) collecting and gathering
information and data, and (6) providing services to others including installation, maintenance,

update, verification, processing, support, and other services.

116. In addition, Defendant directly infringes the above identified claims because it
directs and controls the performance of the above-identified claimed inventions by others. As an
example, Defendant 1) directs and controls the performance and operation of the Accused Products
or components thereof on customers’, partners’, and end users devices; and 2) establishes the
manner of the operation of the Accused Products. Defendant further directs and controls by means
that include contractual agreements such as its End User License Agreements, its continued
monitoring, verification and access to the Accused Products, its continued collection of
information from the Accused Products, its programming of the software used in the Accused
Products, and/or its provision of information, data, and instructions that control the operation of
the system (for example, updates to algorithms, malware definitions, and other system and module
code). Each of these claimed steps is performed automatically, without the user taking an action

or initiating the process.

117. Defendant also actively induces direct infringement of the above identified patent
claims by others with specific intent to induce infringement, and/or willful blindness to the
possibility that its acts induce infringement, in violation of 35 U.S.C. § 271(b). Defendant’s
partners, customers, and end users (collectively, “ Third Party Users’) of the Accused Products and
corresponding systems and services directly infringe at least by making and using the inventions
in the above-identified claims, for example when they install, operate and use the Accused

Products and corresponding systems. Defendant has had knowledge of the asserted patent and of
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the specific alegations of infringement with respect to the asserted patent at least as of the filing

data of the complaint.

118. Defendant encourages and induces Third Party Users with specific intent to use the
Accused Products in a manner that infringes the asserted claims of the *389 Patent at least by
offering, selling, licensing and providing the Accused Products which infringe the above-identified
claims of the asserted patent when installed and operated by Third Party Users. Defendant further
inducesinfringement of the above-identified claims by Third Party Users by engaging in activities
that include: 1) making its security services available on its website, providing applications that
allow users to access those services, widely advertising those services, and providing technical
support and instructions to users, and 2) marketing, advertising, promotion, installation, support,
and distribution activities involving the Accused Products, including its security software and
services in the United States; 3) recommending and selling the Accused Products and providing
technical support for the installation, implementation, integration, and ongoing operation of the
Accused Products; 4) providing installation, implementation, and integration of the Accused
Products in addition to ensuring the Accused Products remain operational for each customer
through ongoing technical support. See, eg.,
http://www.websense.com/content/support/library/web/v85/web _help/web_help.pdf;
https.//www.websense.com/content/support/library/amd-op/v10/install/manager-install.pdf;
https://www.forcepoint.com/sites/defaul t/files/resources/brochures/brochure_forcepoint_email_s
ecurity_en_0.pdf;
https://www.websense.com/content/support/library/ngfw/v67/install/ngfw_670 ig_a en-us.pdf;
http://www.websense.com/content/support/library/data/v87/hel p/hel p.pdf. For example,

Defendant sharesinstructions, guides, and manual's, which advertise and instruct Third Party Users
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on how to use the software in a manner that infringes the above-identified claims of the asserted
patent |d. Defendant further provides customer service and technical support to purchasers of the
Accused Products and corresponding systems and services, which directs and encourages
customers to perform certain actions that deploy and use the Accused Products in an infringing

manner. 1d.

119. Further, Defendant induces infringement by Third Party Users of the Accused
Products by requiring each user to enter into one or more contractual agreements with Defendant
including an End User License Agreement, which obligates each customer to perform certain
actions in order to use the Accused Products and to use the Accused Products in a manner that
infringes the above-identified claims. In order to receive the benefit of Defendant and/or its
partner’s continued technical support and their specialized knowledge and guidance of the
operability of the Accused Products, each customer must continue to use the Accused Productsin

away that infringes the above-identified claims of the asserted patent.

120. Defendant also contributes to the infringement of the Accused Products by Third
Party Users by providing within the United States or importing the Accused Products into the
United States, which are for use in practicing, and under normal operation practice, the claimed
invention in an infringing manner, constituting a material part of the claimed invention, and not a
staple article or commodity of commerce suitablefor substantial non-infringing uses. For example,
the Accused Products and the example functionality described below have no substantial non-

infringing uses but are specifically designed to practice the ’ 389 Patent.

121. The Accused Products have no substantial non-infringing uses because the accused
functionality is an integral part of the Accused Products and must be performed for the Accused

Products to perform their intended purpose. For example, without compiling and analyzing data
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about the behavior of an object running on one or more remote computers, the Accused Products
could not timely detect processes (running objects) that pose as threats. See, eg.,
http://www.websense.com/content/support/library/web/v85/web _help/web_help.pdf;
https://www.websense.com/content/support/library/amd-op/v10/install/manager-install.pdf;
https://www.forcepoint.com/sites/defaul t/files/resources/brochures/brochure_forcepoint_email s
ecurity_en_0.pdf;
https://www.websense.com/content/support/library/ngfw/v67/install/ngfw_670 ig a en-us.pdf;
http://www.websense.com/content/support/library/data/v87/help/help.pdf. These processes are
continually running when the systemisin use and cannot be removed or disabled (or, if they could,
the system would no longer suitably function for its intended purpose). Moreover, for the same
reasons, without performing each of the steps as described and shown below, or without the system
and components identified below that practice the asserted claims of the '389 Patent, that

functionality could not be performed.

122. The accused functionality, including the accused behaviora threat analysis
functionality described below, itself has no substantial non-infringing uses because the
components, modules and methods identified are a necessary part of that functionality. For
example, without the ACE and ThreatSeeker platforms that compile and correlate data from
processes that run on the endpoints protected by the Accused Products, the Accused Products could
not assess which processes on any given endpoint constitute athreat. See, e.g., WBR_FRP001321,
https://www.forcepoint.com/sites/defaul t/files/resources/sol utionbrief/solution_brief_forcepoint
ace_en.pdf. These process are continually running when the system is in use and cannot be
removed or disabled (or, if they could, the system would no longer function for its intended

purpose). Moreover, for the same reasons, without performing each of the steps as described and

39



Case 6:22-cv-00243-ADA-DTG Document 121 Filed 12/09/22 Page 40 of 338

shown below, or without the system and components identified below that practice the asserted

claims of the’ 389 Patent, that functionality could not be performed.

123. In addition, the products, systems, modules, and methods provided by Defendant
constitute a material part of the invention—indeed, it provides all the components, modules, and
features that perform the claimed methods and systems. For example, the Accused Products and
corresponding functionality constitute a material part of the inventions claimed because such
analysisisintegral to the processes identified above (such as “ correlating, by the base computer,
at least a portion of the data about the computer object received from the first remote computer to
at least a portion of the data about the computer object received from the second remote
computer™), asrequired by the asserted claims of the’ 389 Patent. None of these products are staple
goods—they are sophisticated and customized cyber security and malware detection products and

systems.

124.  Oninformation and belief, the infringing actions of each partner, customer, and/or
end-user of the Accused Products are attributable to Forcepoint. For example, on information and
belief, Forcepoint directs and controls the activities or actions of its partners in connection with
the Accused Products by contractual agreement or otherwise requiring partners to provide
information and instructions to customers who acquire the Accused Products which, when
followed, results in infringement. Forcepoint further directs and controls the operation of devices
executing the Accused Products by programming the software which, when executed by a

customer or end user, perform the method steps of at least claim 1 of the ’ 389 Patent.

125. Plaintiffs have suffered and continues to suffer damages, including lost profits, as

aresult of Defendant’ s infringement of the 389 Patent. Defendant is therefore liable to Plaintiffs

40



Case 6:22-cv-00243-ADA-DTG Document 121 Filed 12/09/22 Page 41 of 338

under 35 U.S.C. § 284 for damages in an amount that adequately compensates Plaintiffs for

Defendant’ s infringement, but no less than a reasonabl e royalty.

126. Plaintiffs will continue to suffer irreparable harm unless this Court preliminarily
and permanently enjoins Defendant, its agents, employees, representatives, and all others acting
in concert with Defendant from infringing the ' 389 Patent. On information and belief, Plaintiffs
have lost potential customers, business opportunities, and goodwill in the community. Plaintiffs

will continue to suffer these harms absent an injunction.

127. Defendant’s infringement of the 389 Patent, is knowing and willful. Defendant
acquired actual knowledge of the '389 Patent at least when Plaintiffs filed this lawsuit and had
constructive knowledge of the’ 389 Patent from at | east the date Plaintiffs marked its products with
the 389 Patent and/or provided notice of the 389 Patent on its website.

128. Oninformation and belief, despite Defendant’ s knowledge of the Asserted Patents
and Plaintiffs' patented technology, Defendant made the deliberate decision to sell products and
services that they knew infringe these patents. Defendant’s continued infringement of the 389

Patent with knowledge of the ' 389 Patent constitutes willful infringement.

129. Plaintiffs allegations of infringement, indirect infringement, and willful
infringement with respect to this patent are further set forth in Plaintiffs Disclosure of Asserted
Claims and Preliminary Infringement Contentions Pursuant to the Court’s Standing Order

Governing Patent Proceedings served July 12, 2022.

SECOND CAUSE OF ACTION
(INFRINGEMENT OF THE '844 PATENT)

130. Plaintiffs reallege and incorporate by reference the allegations of the preceding

paragraphs of this Complaint.
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131. Forcepoint has infringed and continues to infringe one or more claims of the 844
Patent in violation of 35 U.S.C. § 271 in thisjudicia District and elsewhere in the United States
and will continue to do so unless enjoined by this Court. The Accused Products, including features
of the Forcepoint Advanced Malware Detection Appliance (as well as any other products that
include the features described below), when used for their ordinary and customary purposes,

practice each element of at least claim 1 of the ' 844 Patent, as demonstrated below.
132. Claim 1 of the’ 844 Patent recites:

1 A computer-implemented method comprising:

extracting a plurality of static data points from an executable file without
decrypting or unpacking the executable file, wherein the plurality of static data
points represent predefined character strings in the executablefile;

generating a feature vector from the plurality of static data points using a
classifier trained to classify the plurality of static data points based on a collection
of data comprising known malicious executable files, known benign executable
files, and known unwanted executable files, wherein the collection of data
comprises at least a portion of the plurality of static data points, and

wherein one or more features of the feature vector are selectively turned on
or off based on whether a value of one or more static data points from the plurality
of extracted static data pointsis within a predetermined range; and

evaluating the feature vector using support vector processing to determine
whether the executable file is harmful.

133. The Accused Products perform each element of the method of claim 1 of the 844
Patent. To the extent the preamble is construed to be limiting, the Accused Products perform a
computer-implemented method, as further explained below. For example, the Accused Products
“perform([] acombination of static and behavioral analysisto detect and prevent the entry of known
malware and brand-new exploits.” The “Forcepoint Advanced Malware Detection Applianceisan
on-premises, automated malware analysis framework developed for organizations needing to add

detection and prevention against stealthy and advanced threats to their existing Forcepoint Web
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and Email Security solutions’ including processing “files through seven distinct static analytic
agents and a dual-sandboxing process.” The Accused Products perform an analysis that includes
integrating and using static analysis, including by integrating and using its partner Cylance’ s static
analysis, in which “files are put through a four-phase machine learning process (collection,
extraction, learning & classification) in milliseconds with extreme accuracy.” On information and
belief, this analysis includes the use of “models’ that are “deliver[ed]” to the appliance and then

used to “predict whether afileisvalid or malicious.”

F:ur\,'ears. Sel-::ur!b,' and Risk [SR] professionals rrla:le major Fﬂrcepﬂiﬂt Advanced Malware

imvestrnents in signature-based defenses of email, network and . .

endpoint security solutions. The metheodology of these solutions Detection Appllance 3.4

has proven itself ineffective against today’s evasive malware

being developed by highly sophisticated and well-funded Forcepoint Advanced Malware Detection Appliance is an on-
adversaries. As a response, SR professionals are turning to premises, autamated malware analysis framework developed
Automated Malware Analysis [AMA) technologies in order to arm for organizations neading to add detection and prevention
thernselves against zero day and Advanced Persistent Threats against stealthy and advanced threats to their existing

[APTz) attacking their srganizations. AMA tools automate the Forcepoint Web and Email Secunity solutions. Forcepoint
unique skill set of malware analysis traditionally done only Advanced Malware Detection Appliance framework’s unmatched
by highly qualified manual practitioners. Due to the shortage efficacy processes files through seven distinct static analytic
of this expertise, manual processes have bean replaced with zgents and a duzl-sandboxing process. |ts ecosystem analyses
automation that performs a combination of static and behavioral mabware behavior with a combination of best-of-breed
analysis to detect and prevent the entry of known malware and open source and Forcepoint proprietary static and dynamic
brand-new exploits. technologies. Unigue to the market is the defense-grade

anti-evasion technology within Forcepoint’s propristary ThINK
sandbox, stopping malware typically capable of circumventing
commercizlly available sandboxas.

(See https://www.forcepoint.com/sites/defaul t/files/resources/files/brochure_forcepoint

advanced malware detection_appliance_en.pdf at page 2.)
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FORCEPOINT ADVANCED MAL WARE DETECTION APPLIANCE DETECTION FRAMEWOR

STATIC DETECTION AGENTS

w

CUCKOO BEHAVIORAL AGENTS —‘

Behavioral Sandbmang Solution

Completed static
+ detections and
two sandboxes
K12 BEHAVIORAL AGENTS included

Behavioral Sandbmang Solution

RISK SCORE '

(See https://www.forcepoint.com/sites/defaul t/files/resources/files/brochure_forcepoint

advanced _malware_detection_appliance_en.pdf at page 3.)
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(See https://www.forcepoint.com/sites/defaul t/files/resources/files/brochure_forcepoint
advanced _malware detection_appliance_en.pdf at page 4.)

134. The Accused Products perform a method that includes extracting a plurality of
static data points from an executable file without decrypting or unpacking the executable file,
wherein the plurality of static data points represent predefined character stringsin the executable
file. For example, the Accused Products use “seven distinct static detection methodologies’
including Cylance' s static analysis, in which “files are put through a four-phase machine learning

process (collection, extraction, learning & classification) in milliseconds with extreme accuracy.”
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135. The Accused Products implement Cylance's static analysis—e.g. through the use
of a set of models delivered to the appliance. That analysis examines data features that include
“any static element you can pull from memory or disc into memory: file size, signing attributes,
string data, icon, imports, permissions in a data section, packers, compiler type and language,
headers, directories, and the presence or absence of features in combination.” Further, “[w]hen a
new, unknown file is encountered on the endpoint, we can then use this information to determine

statistically whether afile is safe to run before it is executed.”
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(See https://www.blackberry.com/content/dam/cylance/documents/pdf/pdf-feature-focus-protect-
malware-control.pdf at page 02; see also, blackberry.com/us/en/products/unified-endpoint-

security/cylance-is-now-blackberry (“Cylance is now part of Blackberry Cybersecurity”).)

136. The Accused Products perform a method that includes generating a feature vector
from the plurality of static data points using a classifier trained to classify the plurality of static
data points based on a collection of data comprising known malicious executable files, known
benign executable files, and known unwanted executable files, wherein the collection of data
comprises at least a portion of the plurality of static data points. As explained above, the Accused
Productsimplement Cylance' s static analysisin which “files are put through afour-phase machine
learning process (collection, extraction, learning & classification).” “Machine learning is applied
during the learning phase, which delivers a set of models that can predict whether afileisvalid or

malicious. Any unknown files are then classified.”
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CYLANCE With our highly respected partner, Cylance, files are put through a four-phase machine
learning process [collection, extraction, learning & classification] in milliseconds with extreme
accuracy. Cylance uses feeds to collect millions of files from a plethora of industry sources,
extracting over 20,000 attributes from these files. These attributes are learned by Cylance
through normalization and conversion to numerical values that can then be used in statistical
models. Machine learning is applied during the learning phase, which delivers a set of models
that can predict whether a file is valid or malicious. Any unknown files are then classified.

(See https://www.forcepoint.com/sites/defaul t/files/resources/files/brochure_forcepoint
advanced malware detection_appliance_en.pdf.)

137. Additionaly, the resulting data “from the feature extraction is . . . vectorized and
used to train the machine learning.” On information and belief, Cylance’ s static analysis similarly
generates a feature vector from the static data points during the classification process. (See
https.//www.bl ackberry.com/content/dam/cyl ance/documents/pdf/pdf-feature-focus-protect-
malware-control.pdf at page 02.) For example, the Accused Products, implementing the Cylance
static analysis, uses “any static element you can pull from memory or disc into memory: file size,
signing attributes, string data, icon, imports, permissions in a data section, packers, compiler type
and language, headers, directories, and the presence or absence of featuresin combination.” During
the classification process, the Accused Products generate a “feature vector” using “extracted

properties’” from thefile:

(See https://skylightcyber.com/2019/07/18/cylance-i-kill-you/.)
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138. As explained above, the Accused Products implement Cylance's static analysis
(e.g., through the use of a set of models provided to the appliance), which uses a “math model
[that] trains on an immense data set from both safe and unsafe executabl e filesin Windows, Mac,
and Linux frameworks. The algorithm breaks down these files into their fundamental building

blocks, and then examines millions of characteristics of each file.”

(See https://www.blackberry.com/content/dam/cylance/documents/pdf/pdf-feature-focus-protect-

malware-control.pdf.)

(See https://skylightcyber.com/2019/07/18/cylance-i-kill-you/ at page 04.)

139. The Accused Products perform a method that includes wherein one or more
features of the feature vector are selectively turned on or off based on whether a value of one or
mor e static data points from the plurality of extracted static data pointsiswithin a predetermined
range. As explained above, the Accused Products implement Cylance's static analysis as part of
the classification process. When that occurs “extracted properties’ are turned “into a feature
vector.” On information and belief, there “are thousands of lines of code handling this

transformation, but the overall logic is the same: the engine takes an input property and compares
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it against a known value or a list of values. One comparison for examples compares the
TimeDateStamp field from the File Header of the PE file against alist of 3523 different ranges of
timestamps. Depending on what range the timestamp falls into, the engine executes a certain
action. That actionisreally just a sequence of instructions to increment or decrement values of the
feature vector. Each action can affect one or more values, and the list of instructions is stored in

the moddl’ s data.”

(See https://skylightcyber.com/2019/07/18/cylance-i-kill-youl/.)

(See https://www.blackberry.com/content/dam/cylance/documents/pdf/pdf-feature-focus-protect-

malware-control.pdf at page 02.)
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140. The Accused Products perform amethod that includes eval uating the feature vector
using support vector processing to determine whether the executable file is harmful. As explained
above, the Accused Products use Cylance's static analysis in which “files are put through a four-
phase machine learning process (collection, extraction, learning & classification)” and “[m]achine
learning is applied during the learning phase, which delivers a set of models that can predict
whether afileisvalid or malicious. Any unknown files are then classified.” When Forcepoint uses
Cylance' s static analysis, the “feature vector” is used to “ determine the score and classification of

thefile” by “apply[ing] the model to the extracted feature vector.”

CYLANCE With our highly respected partner, Cylance, files are put through a four-phase machine
learning process [collection, extraction, learning & classification] in milliseconds with extreme
accuracy. Cylance uses feeds to collect millions of files from a plethora of industry sources,
extracting over 20,000 attributes from these files. These attributes are learned by Cylance
through normalization and conversion to numerical values that can then be used in statistical
models. Machine learning is applied during the learning phase, which delivers a set of models
that can predict whether a file is valid or malicious. Any unknown files are then classified.

(See https://www.forcepoint.com/sites/defaul t/files/resources/files/brochure_forcepoint_

advanced_malware_detection_appliance_en.pdf.)

(See https://skylightcyber.com/2019/07/18/cylance-i-kill-you/.)
141. Each clam in the '844 Patent recites an independent invention. Neither claim 1,

described above, nor any other individual claim isrepresentative of al claimsin the ' 844 Patent.
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142. Defendant has been aware of the '844 Patent since at least the filing of this
Complaint. Further, Plaintiffs have marked their products with the ' 844 Patent, including on their

web site, since at least July 2020.

143. Defendant directly infringes at least claim 1 of the '844 Patent, either literally or
under the doctrine of equivalents, by performing the steps described above. For example, on
information and belief, Defendant performs the claimed method in an infringing manner as
described above by running the Accused Products to protect their own computer and network
operations. On information and belief, Defendant also performs the claimed method in an
infringing manner when testing the operation of the Accused Products and corresponding systems.
As another example, Defendant performs the claimed method when providing or administering
servicesto third parties, customers, and partners using the Accused Products. Defendant’ s partners,
customers, and end users of the Accused Products and corresponding systems and services directly
infringe at least claim 1 of the '844 Patent, literally or under the doctrine of equivalents, at least

by using the Accused Products and corresponding systems and services, as described above.

144. Defendant’s directly infringing activities in this District, Texas and elsewhere in
the United States include at least making and using the inventions in the claims identified above.
Defendant makes and uses the claimed inventions in connection with at least the following
activities involving the Accused Products (e.g., software and corresponding systems): (1)
operating and maintaining data centers that process information; (2) employing the Accused
Products in connection with, and to protect, its own computer and network operations and/or the
operations of affiliates, (3) using software that includes the Accused Products, (4) testing the

operation of the Accused Products and corresponding systems, (5) collecting and gathering
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information and data, and (6) providing services to others including installation, maintenance,

update, verification, processing, support, and other services.

145. In addition, Defendant directly infringes the above identified claims because it
directs and controls the performance of the above-identified claimed inventions by others. As an
example, Defendant 1) directs and controlsthe performance and operation of the Accused Products
or components thereof on customers’, partners’, and end users devices; and 2) establishes the
manner of the operation of the Accused Products. Defendant further directs and controls by means
that include contractual agreements such as its End User License Agreements, its continued
monitoring, verification and access to the Accused Products, its continued collection of
information from the Accused Products, its programming of the software used in the Accused
Products, and/or its provision of information, data, and instructions that control the operation of
the system (for exampl e, updates to algorithms, malware definitions, and other system and module
code). Each of these claimed steps is performed automatically, without the user taking an action
or initiating the process. As such, Defendant isliable for all of the steps performed by the Accused

Products. See SRF Tech., Inc. v. International Trade Commission, 601 F.3d 1319 (Fed. Cir. 2010).

146. Defendant also actively induces direct infringement of the above identified patent
claims by others with specific intent to induce infringement, and/or willful blindness to the
possibility that its acts induce infringement, in violation of 35 U.S.C. § 271(b). Defendant’s
partners, customers, and end users (collectively, “ Third Party Users’) of the Accused Products and
corresponding systems and services directly infringe at least by making and using the inventions
in the above-identified claims, for example when they install, operate and use the Accused

Products and corresponding systems. Defendant has had knowledge of the asserted patent and of
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the specific alegations of infringement with respect to the asserted patent at least as of the filing

data of the complaint.

147. Defendant encourages and induces Third Party Users with specific intent to use the
Accused Products in a manner that infringes the asserted claims of the 844 Patent at least by
offering, selling, licensing and providing the Accused Products which infringe the above-identified
claims of the asserted patent when installed and operated by Third Party Users. Defendant further
inducesinfringement of the above-identified claims by Third Party Users by engaging in activities
that include: 1) making its security services available on its website, providing applications that
allow users to access those services, widely advertising those services, and providing technical
support and instructions to users, and 2) marketing, advertising, promotion, installation, support,
and distribution activities involving the Accused Products, including its security software and
services in the United States; 3) recommending and selling the Accused Products and providing
technical support for the installation, implementation, integration, and ongoing operation of the
Accused Products; 4) providing installation, implementation, and integration of the Accused
Products in addition to ensuring the Accused Products remain operational for each customer
through ongoing technical support. See, eg.,

https://hel p.stonesoft.com/onlinehel p/StoneGate/ SMC/6.7.0/GUID-EECA 15DA-9B8A-4C2F-

9C42-D53516ADC19E.html; http://www.websense.com/content/support/library/web/v85/
web_help/web_help.pdf; https.//www.websense.com/content/support/library
/amd-op/v10/install/manager-install . pdf; https://www.forcepoint.com/sites/defaul t/files/

resources/brochures/brochure_forcepoint_email _security_en_0.pdf; https.//www.websense.com
/content/support/library/email/v85/email _help/email _help.pdf;

https://www.websense.com/content/support/library/ngfw/v67/install/ngfw_670 ig_a en-us.pdf;
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https://www.websense.com/content/support/library/casb/admin_guide/casb_admin_guide.pdf.

For example, Defendant shares instructions, guides, and manuals, which advertise and instruct
Third Party Users on how to use the software in amanner that infringes the above-identified claims
of the asserted patent Id. Defendant further provides customer service and technical support to
purchasers of the Accused Products and corresponding systems and services, which directs and
encourages customers to perform certain actions that deploy and use the Accused Products in an

infringing manner. Id.

148. Further, Defendant induces infringement by Third Party Users of the Accused
Products by requiring each user to enter into one or more contractual agreements with Defendant
including an End User License Agreement, which obligates each customer to perform certain
actions in order to use the Accused Products and to use the Accused Products in a manner that
infringes the above-identified claims. In order to receive the benefit of Defendant and/or its
partner’s continued technical support and their specialized knowledge and guidance of the
operability of the Accused Products, each customer must continue to use the Accused Productsin

away that infringes the above-identified claims of the asserted patent.

149. Defendant also contributes to the infringement of the Accused Products by Third
Party Users by providing within the United States or importing the Accused Products into the
United States, which are for use in practicing, and under normal operation practice, the claimed
invention in an infringing manner, constituting a material part of the claimed invention, and not a
staple article or commodity of commerce suitablefor substantial non-infringing uses. For example,
the Accused Products and the example functionality described below have no substantial non-

infringing uses but are specifically designed to practice the ’ 844 Patent.
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150. The Accused Products have no substantial non-infringing uses because the accused
functionality is an integral part of the Accused Products and must be performed for the Accused
Products to perform their intended purpose. For example, without compiling and analyzing data
about an object running on one or more remote computers, the Accused Products could not timely
detect  processes  (running  objects) that pose as threats. See, eg.,
https://hel p.stonesoft.com/onlinehel p/StoneGate/ SMC/6.7.0/GUID-EECA 15DA-9B8A-4C2F-
9C42-D53516ADCI19E.html;  http://mww.websense.com/content/support/library/web/v85/web
_help/web_help.pdf; https.//www.websense.com/content/support/library
/amd-op/v10/install/manager-install.pdf; https://www.forcepoint.com/sites/default/files/resources
/brochures/brochure_forcepoint_email _security _en O.pdf; https.//www.websense.com/content/
support/library/email/v85/email _help/email _hel p.pdf; https.//www.websense.
com/content/support/library/ngfw/v67/install/ngfw_670 ig_a en-us.pdf;
https://www.websense.com/content/support/library/  casb/admin_guide/casb_admin_guide.pdf.
These processes are continually running when the system is in use and cannot be removed or
disabled (or, if they could, the system would no longer suitably function for its intended purpose).
Moreover, for the same reasons, without performing each of the steps as described and shown
below, or without the system and components identified below that practice the asserted claims of

the ' 844 Patent, that functionality could not be performed.

151. The accused functionality, including the accused threat analysis functionality
described below, itself has no substantial non-infringing uses because the components, modules
and methodsidentified are anecessary part of that functionality. For example, without the Cylance
PROTECT platform that generates feature vectors from processes that run on the endpoints

protected by the Accused Products, the Accused Products could not assess which processes on any
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given endpoint constitute a threat. See, eg.,
https://www.forcepoint.com/sites/defaul t/files/resources/files/brochure_forcepoint_advanced ma
Iware detection_appliance  en.pdf at 1275. These process are continually running when the
system isin use and cannot be removed or disabled (or, if they could, the system would no longer
function for itsintended purpose). Moreover, for the same reasons, without performing each of the
steps as described and shown below, or without the system and components identified below that

practice the asserted claims of the ' 844 Patent, that functionality could not be performed.

152. In addition, the products, systems, modules, and methods provided by Defendant
constitute a material part of the invention—indeed, it provides all the components, modules, and
features that perform the claimed methods and systems. For example, the Accused Products and
corresponding functionality constitute a material part of the inventions claimed because such
analysisisintegral to the processesidentified above (such as “generating a feature vector fromthe
plurality of static data points using a classifier trained to classify the plurality of static data points
based on a collection of data comprising known malicious executable files, known benign
executable files, and known unwanted executable files’), as required by the asserted claims of the
' 844 Patent. None of these products are staple goods—they are sophisticated and customized cyber

security and malware detection products and systems.

153. Plaintiffs have suffered and continue to suffer damages, including lost profits, as a
result of Defendant’s infringement of the '844 Patent. Defendant is therefore liable to Plaintiffs
under 35 U.S.C. 8§ 284 for damages in an amount that adequately compensates Plaintiffs for

Defendant’ s infringement, but no less than a reasonabl e royalty.
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154. Plaintiffs will continue to suffer irreparable harm unless this Court preliminarily
and permanently enjoins Defendant, its agents, employees, representatives, and all others acting

in concert with Defendant from infringing the ’ 844 Patent.

155. Defendant’ sinfringement of the’ 844 Patent isknowing and willful. On information
and belief, Defendant had actual knowledge of the ' 844 Patent at least by the time Plaintiffs filed
this lawsuit and had constructive knowledge of the 844 Patent from at least the date Plaintiffs
marked their products with the 844 Patent and/or provided notice of the '844 Patent on their

website.

156. Oninformation and belief, the infringing actions of each partner, customer, and/or
end-user of the Accused Products are attributable to Forcepoint. For example, on information and
belief, Forcepoint directs and controls the activities or actions of its partners in connection with
the Accused Products by contractual agreement or otherwise requiring partners to provide
information and instructions to customers who acquire the Accused Products which, when
followed, results in infringement. Forcepoint further directs and controls the operation of devices
executing the Accused Products by programming the software which, when executed by a
customer or end user, perform the method steps of at least claim 1 of the ' 844 Patent.

157. Oninformation and belief, despite Defendant’ s knowledge of the Asserted Patents
and Plaintiffs' patented technology, Defendant made the deliberate decision to sell products and
servicesthat it knew infringe these patents. Defendant’ s continued infringement of the ' 844 Patent
with knowledge of the ' 844 Patent constitutes willful infringement.

158. Despite Defendant’ s knowledge of the Asserted Patents and Plaintiffs’ patented

technology, Defendant made the deliberate decision to sell products and services that it knew
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infringe these patents. Defendant’ s continued infringement of the ’ 844 Patent with knowledge of

the 844 Patent constitutes willful infringement.

159. Plaintiffs allegations of infringement, indirect infringement, and willful
infringement with respect to this patent are further set forth in Plaintiffs' Disclosure of Asserted
Claims and Preliminary Infringement Contentions Pursuant to the Court’s Standing Order

Governing Patent Proceedings served July 12, 2022.

THIRD CAUSE OF ACTION
(INFRINGEMENT OF THE *386 PATENT)

160. Webroot realleges and incorporates by reference the allegations of the preceding

paragraphs of this Complaint.

161. Forcepoint has infringed and continues to infringe one or more claims of the * 386
patent in violation of 35 U.S.C. § 271 in this judicial district and elsewhere in the United States
and will continue to do so unless enjoined by this Court. The Accused Products, including for
example products such as Forcepoint’'s Web Security software that include features such as
Forcepoint’s Advanced Classification Engine (ACE) and ThreatSeeker Intelligence that, when
used for their ordinary and customary purposes, practice each element of at least clam 1 of the

' 386 Patent, as demonstrated below.
162. For example, claim 1 of the ' 386 patent recites:

1. A method for controlling access to an Internet resource, the
method comprising:

transmitting a request for an Internet resource from an Internet-
enabled client application from a client-side device of alocal area network,
the Internet resource residing at afirst server;
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receiving the request for the Internet resource at a security appliance
of the local area network prior to transmission of the request over the
Internet;

determining if a reputation index for the Internet resource is at or
above a threshold value established for the local area network, the
reputation index generated from a reputation vector for the Internet
resource, the reputation vector comprising a plurality of factors for the
Internet resource comprising security history, legitimacy, behavior,
associations and location, wherein the location factor of the plurality of
factors for the reputation vector comprises two or more of: country of
domain registration, country of service hosting and country of an internet
protocol address block, wherein the legitimacy factor of the plurality of
factorsfor the reputation vector comprises two or more of: age of adomain
registration, popularity rank, internet protocol address, number of hosts,
top-level domain, and wherein the behavior factor of the plurality of factors
for the reputation vector comprises at least one of: plurality of run-time
behaviors, script block count, picture count, immediate redirect and
response latency; and

transmitting a decision transmission to the Internet-enabled client
application of the client-side device, the decision transmission allowing or
denying access to the Internet resource.

163. To the extent the preamble is construed to be limiting, the Accused Products
perform a method that includes “controlling access to an Internet resource.” For example,
Forcepoint’s Web Security, using Forcepoint’s ThreatSeeker Intelligence, “provides content-
aware web security reputation intelligence that enables customers to manage access to suspicious
websites.” (See Forcepoint, Master Database URL Categories, https.//www.forcepoint.com/

product/feature/master-database-url-categories.)

164. The Accused Products perform a method that includes “transmitting a request for
an Internet resource from an Internet-enabled client application from a client-side device of a
local area network, the Internet resource residing at a first server [and] receiving the request for
the Internet resource at a security appliance of the local area network prior to transmission of the

request over the Internet.” For example, Forcepoint’s Secure Web Gateway includes a Proxy
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(SSL) for “in-line inspection of al web traffic [to] ensure[] maximum security efficiency.” (See
Forcepoint, Forcepoint Web Security: Forcepoint’s Cloud and On-Premises Web Security,

https://forcepoint.drift.click/brochure_secure web gateway.)

165. The Accused Products perform a method that includes “ determining if a reputation
index for the Internet resource is at or above a threshold value established for the local area
network, the reputation index generated from a reputation vector for the Internet resource.” For
example, Forcepoint’s Advanced Classification Engine (“ACE”), which runs analytics on many
of Forcepoint’s offerings including “Forcepoint Web Security, Forcepoint Email Security,
Forcepoint Next Generation Firewall (NGFW), and Forcepoint DLP (Data Loss Prevention),”
outputs a composite score for determining whether aresource is malware based on each of ACE’s
eight defense assessment areas. Forcepoint’s literature explains that “ ACE defense assessment
contributes a risk score and contextual information to the composite scoring algorithms, which
then calculates overall risk and consider patterns that may indicate the presence of athreat.” (See
Websense, Websense ACE (Advanced Classification Engine) at 7,
https://bluekarmasecurity.net/wp-content/upl oads/2014/09/Websense-A CE- A dvanced-
Classification-Engine whitepaper.pdf.) “An overal composite score is determined and passed
back to the submitting security applications (Forcepoint Email Security or Forcepoint Web
Security) to take action.” (Forcepoint, Forcepoint Advanced Malware Detection Appliance 7,
https://www.forcepoint.com/sites/defaul t/files/resources/files/brochure_forcepoint_advanced ma
Iware_detection_appliance _en.pdf.) Additionally, “ACE considers more than twenty different
characteristics in its URL/IP reputation analysis by including attributes such as traffic volumes,

DNS registration details and the autonomous system number (ASN).” (See
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https://bluekarmasecurity.net/wp-content/upl oads/2014/09/Websense-A CE-Advanced-
Classification-Engine whitepaper.pdf at page 6.)

166. The combination of reputation factors analyzed includes a plurality of factors for
the Internet resour ce comprising security history, legitimacy, behavior, associations, and location.
Regarding security history, Forcepoint’s ThreatSeeker Intelligence analyzes, for example, a
website's reputation for “contain[ing] suspicious content.” (See
https://www.forcepoint.com/product/feature/master-database-url-categories.) Regarding
legitimacy, Forcepoint ThreatSeeker Intelligence analyzes, for example, awebsite’ s reputation for
being Newly Registered: “[s]ites whose domain name was registered recently.” (Id.) Regarding
behavior, Forcepoint ThreatSeeker Intelligence analyzes, for example, a website's reputation for
“camouflageling] [its] true nature or ... include[ing] €l ements suggesting latent malicious intent.”
(Id.) Regarding associations, Forcepoint ThreatSeeker Intelligence anayzes, for example, a
website’'s reputation for “hosting known and potential exploit code.” Regarding location, for
example, Forcepoint’s ACE considers “DNS registration details’ and ThreatSeeker Intelligence
analyzes a website' s reputation for “mask[ing] [its] identity using Dynamic DNS services, often

associated with advanced persistent threats (APTs).” (1d.)

167. Oninformation and belief, the reputation analysis of the location factor comprises
two or more of: country of domain registration, country of service hosting and country of an
internet protocol address block. For example, “ACE considers more than twenty different
characteristicsin its URL/IP reputation analysis ... including ... DNS registration details and the
autonomous system number (ASN), thereby going beyond legacy reputation systems...” (See, e.g.,
https://bluekarmasecurity.net/wp-content/upl oads/2014/09/Websense-A CE-Advanced-

Classification-Engine whitepaper.pdf at page 6.) ACE additionally analyzes a website's
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reputation for masking its identity using a Dynamic DNS service, which requires knowledge of
the website’ s true identity. (See https:.//www.forcepoint.com/product/f eature/master-database-url-
categories) The website's true identity includes where the website’'s domain is registered.
Additionally, the website's full URL address includes the country of the internet protocol, for

example .us, .uk, etc.

168. The reputation analysis of the legitimacy factor ... comprises two or more of: age
of a domain registration, popularity rank, internet protocol address, number of hosts, or top-level
domain. For example, ThreatSeeker Intelligence analyzes awebsite’ s reputation for being Newly
Registered:  “[glites whose domain name was registered recently.”  (See
https://www.forcepoint.com/product/feature/master-database-url-categories  (navigate to and
select “Web Security Reputation™).) ThreatSeeker Intelligence also analyzes awebsite' sreputation
based on protocol address such as “Private IP Addresses: |P addresses defined in RFC 1918
‘Address Allocation for Private Intranets.”” (Id. (navigate to and select “Baseline Categories’).)
Further, as discussed above, ThreatSeeker Intelligence analyzes a website's full URL address,

which includes the top-level domain of the internet protocol, for example .com, co.uk, .ru, etc.

169. Thereputation analysisof the behavior factor ...comprisesat least one of: plurality
of run-time behaviors, script block count, picture count, immediate redirect and response latency.
For example, ThreatSeeker Intelligence analyzes awebsite’ s reputation for a plurality of run-time
behaviors including websites that encrypt using custom encryption methods for the outbound
network transmissions and websites that “record all keystrokes, and ... send those keystrokes ...
to an externa party.” (See https.//www.forcepoint.com/product/feature/master-database-url-
categories (navigate to and select “ Forcepoint Security Filtering”.) ThreatSeeker Intelligence also

analyzes a website’'s “malicious URL Redirection.” (See https://bluekarmasecurity.net/wp-
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content/upl oads/2014/09/Websense-A CE-Advanced-Classification-Engine_whitepaper.pdf at

page 10.)

170. Each claim in the '386 Patent recites an independent invention. Neither claim 1,

described above, nor any other individual claim isrepresentative of al claimsin the’ 386 Patent.

171. Forcepoint has been aware of the '386 Patent since at least the filing of this
Complaint. Further, Plaintiffs have marked their products with the ' 386 Patent, including on its
web site, since at least July 2020.

172. Forcepoint directly infringes at least claim 1 of the ’386 Patent, literally or under
the doctrine of equivalents, by performing the steps described above. For example, on information
and belief, the Forcepoint performs a method in an infringing manner as described above by
running the Accused Productsto protect its own computer and network operations. On information
and belief, the Forcepoint performs a method in an infringing manner in testing the operation of
the Accused Products and corresponding systems. As another example, Forcepoint performs each
of the method steps when providing or administering services to third parties, customers, and

partners using the Accused Products.

173. Defendant’s directly infringing activities in this District, Texas and elsewhere in
the United States include at least making and using the inventions in the claims identified above.
Defendant makes and uses the claimed inventions in connection with at least the following
activities involving the Accused Products (e.g., software and corresponding systems): (1)
operating and maintaining data centers that process information; (2) employing the Accused
Products in connection with, and to protect, its own computer and network operations and/or the
operations of affiliates, (3) using software that includes the Accused Products, (4) testing the

operation of the Accused Products and corresponding systems, (5) collecting and gathering
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information and data, and (6) providing services to others including installation, maintenance,
update, verification, processing, support, and other services.

174. In addition, Defendant directly infringes the above identified claims because it
directs and controls the performance of the above-identified claimed inventions by others. As an
example, Defendant 1) directs and controlsthe performance and operation of the Accused Products
or components thereof on customers’, partners’, and end users devices; and 2) establishes the
manner of the operation of the Accused Products. Defendant further directs and controls by means
that include contractual agreements such as its End User License Agreements, its continued
monitoring, verification and access to the Accused Products, its continued collection of
information from the Accused Products, its programming of the software used in the Accused
Products, and/or its provision of information, data, and instructions that control the operation of
the system (for example, updates to algorithms, malware definitions, and other system and module
code). Each of these claimed steps is performed automatically, without the user taking an action
or initiating the process.

175. Defendant also actively induces direct infringement of the above identified patent
claims by others with specific intent to induce infringement, and/or willful blindness to the
possibility that its acts induce infringement, in violation of 35 U.S.C. § 271(b). Defendant’s
partners, customers, and end users (collectively, “ Third Party Users’) of the Accused Products and
corresponding systems and services directly infringe at least by making and using the inventions
in the above-identified claims, for example when they install, operate and use the Accused
Products and corresponding systems. Defendant has had knowledge of the asserted patent and of
the specific alegations of infringement with respect to the asserted patent at least as of the filing

data of the complaint.
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176. Defendant encourages and induces Third Party Users with specific intent to use the
Accused Products in a manner that infringes the asserted claims of the 386 Patent at least by
offering, selling, licensing and providing the A ccused Products which infringe the above-identified
claims of the asserted patent when installed and operated by Third Party Users. Defendant further
inducesinfringement of the above-identified claims by Third Party Users by engaging in activities
that include: 1) making its security services available on its website, providing applications that
allow users to access those services, widely advertising those services, and providing technical
support and instructions to users, and 2) marketing, advertising, promotion, installation, support,
and distribution activities involving the Accused Products, including its security software and
services in the United States; 3) recommending and selling the Accused Products and providing
technical support for the installation, implementation, integration, and ongoing operation of the
Accused Products; 4) providing installation, implementation, and integration of the Accused
Products in addition to ensuring the Accused Products remain operational for each customer
through ongoing technical support. See, eg.,
http://www.websense.com/content/support/library/web/v85/web _help/web_ hel p.pdf;
http://www.websense.com/content/support/library/web/v85/instal | /'websec_install_full.pdf;
https://www.forcepoint.com/sites/defaul t/files/resources/sol ution_brief/solution-brief-secure-
https://www.websense.com/content/support/library/ngfw/v67/install/ngfw_ 670_ig_a en-us.pdf;
https://www.websense.com/content/support/library/endpoint/v20/install ation.pdf;
https://www.forcepoint.com/sites/defaul t/fil es/resources/brochures/guide-sase-gui de-to-
protecting-remote-workers-en 0 0 0 0 0 0 0 O.pdf. For example, Defendant shares

instructions, guides, and manuals, which advertise and instruct Third Party Users on how to use

66



Case 6:22-cv-00243-ADA-DTG Document 121 Filed 12/09/22 Page 67 of 338

the software in a manner that infringes the above-identified claims of the asserted patent (1d.)
Defendant further provides customer service and technical support to purchasers of the Accused
Products and corresponding systems and services, which directs and encourages customers to
perform certain actions that deploy and use the Accused Products in an infringing manner. (1d.)

177. Further, Defendant induces infringement by Third Party Users of the Accused
Products by requiring each user to enter into one or more contractual agreements with Defendant
including an End User License Agreement, which obligates each customer to perform certain
actions in order to use the Accused Products and to use the Accused Products in a manner that
infringes the above-identified claims. In order to receive the benefit of Defendant and/or its
partner’s continued technical support and their specialized knowledge and guidance of the
operability of the Accused Products, each customer must continue to use the Accused Productsin
away that infringes the above-identified claims of the asserted patent.

178. Defendant also contributes to the infringement of the Accused Products by Third
Party Users by providing within the United States or importing the Accused Products into the
United States, which are for use in practicing, and under normal operation practice, the claimed
invention in an infringing manner, constituting a material part of the claimed invention, and not a
staple article or commodity of commerce suitablefor substantial non-infringing uses. For example,
the Accused Products and the example functionality described below have no substantial non-
infringing uses but are specifically designed to practice the ' 386 Patent.

179. Indeed, as shown below, the Accused Products have no substantial non-infringing
uses because the accused functionality is an integral part of the Accused Products and must be
performed for the Accused Products to perform their intended purpose. For example, without

identifying and assessing reputation of Internet resources, the Accused Products could not timely
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identify Internet  resources  that pose as threats. See, eg., infra;
http://www.websense.com/content/support/library/ web/v85/web _help/web_help.pdf;
https://www.forcepoint.com/sites/defaul t/files/resources/solution_brief/  solution-brief-secure-
https://www.websense.com/content/support/library/ngfw/v67/install/ngfw_670 ig a en-us.pdf;
https://www.websense.com/content/support/library/endpoint/v20/install ation.pdf;
https://www.forcepoint.com/sites/defaul t/fil es/resources/brochures/guide-sase-gui de-to-

when the system is in use and cannot be removed or disabled (or, if they could, the system would
no longer suitably function for its intended purpose). Moreover, for the same reasons, without
performing each of the steps as described and shown bel ow, or without the system and components
identified below that practice the asserted claims of the ' 386 Patent, that functionality could not
be performed.

180. Additionally, the accused functionality, including the accused threat analysis
functionality described below, itself has no substantial non-infringing uses because the
components, modules and methods identified are a necessary part of that functionality. For
example, without the appliances and systems analyzing Internet resources requested by endpoints
protected by the Accused Products, the Accused Products could not assess which processes on any
given endpoint constitute a threat. See, eg., infra;
http://www.websense.com/content/support/library/ web/v85/web _help/web_help.pdf;
https://www.forcepoint.com/sites/defaul t/files/resources/sol ution_brief/solution-brief-secure-

https://www.websense.com/content/support/library/ngfw/v67/install/ngfw_670 ig_a en-us.pdf;
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https://www.websense.com/content/support/library/ngfw/v67/mgmt/ngfw_670 pg_a en-us.pdf;
https://www.websense.com/content/support/library/endpoint/v20/install ation.pdf;
https://www.forcepoint.com/sites/defaul t/fil es/resources/brochures/guide-sase-gui de-to-

when the system is in use and cannot be removed or disabled (or, if they could, the system would
no longer function for its intended purpose). Moreover, for the same reasons, without performing
each of the steps as described and shown below, or without the system and components identified
below that practice the asserted claims of the '386 Patent, that functionality could not be
performed.

181. In addition, as shown in the detailed analysis below, the products, systems,
modules, and methods provided by Defendant constitute a material part of the invention—indeed,
it provides al the components, modules, and features that perform the claimed methods and
systems. For example, the Accused Products and corresponding functionality constitute a material
part of the inventions claimed because such analysis is integral to the processes identified above
(such as “determining if a reputation index for the Internet resource is at or above a threshold
value established for the local area network, the reputation index generated from a reputation
vector for the Internet resource”), as required by the asserted claims of the’ 386 Patent. None of
these products are staple goods—they are sophisticated and customized cyber security and
malware detection products and systems.

182. Based on current information available to Plaintiffs, Defendant has had notice of
the ' 386 Patent at least as of the filing of the original Complaint. Defendant’ s infringing actions
have continued after the original Complaint was filed. Defendant had knowledge of the '386

Patent, and of the specific conduct that constitutes infringement of the *386 Patent at least based
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on the original Complaint, but has continued to engage in the infringing activity, including by
selling, making, configuring, and installing the Accused Products and performing the accused
functionality, and by engaging in activities that constitute inducing infringement and contributory
infringement as described above.

183. The infringing actions of each Third Party User of the Accused Products are
attributable to Defendant. For example, Defendant directs and controls the activities or actions of
its partners or others in connection with the Accused Products by contractual agreement or
otherwise requiring partners or others to provide information and instructions to customers who
acquire the Accused Products which, when followed, results in infringement. Defendant further
directs and controls the operation of devices executing the Accused Products by programming the
software which, when executed by a Third Party User, perform the methods and systems of the

asserted claims of the ' 386 Patent.

184. Plaintiffs have suffered and continue to suffer damages, including lost profits, as a
result of Defendant’s infringement of the '386 Patent. Defendant is therefore liable to Plaintiffs
under 35 U.S.C. 8§ 284 for damages in an amount that adequately compensates Plaintiffs for

Defendant’ s infringement, but no less than a reasonabl e royalty.

185. Plaintiffswill continue to suffer irreparable harm unless this Court preliminarily
and permanently enjoins Defendant, its agents, employees, representatives, and all others acting
in concert with Defendant from infringing the ’ 386 Patent. On information and belief, Plaintiffs
have lost potential customers, business opportunities, and goodwill in the community. Plaintiffs

will continue to suffer these harms absent an injunction.

186. Defendant’ sinfringement of the’ 386 Patent isknowing and willful. Oninformation

and belief, Defendant had actual knowledge of the ' 386 Patent at least by the time Plaintiffs filed
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this lawsuit and had constructive knowledge of the '386 Patent from at least the date Plaintiffs

marked its products with the * 386 Patent and/or provided notice of the ' 386 Patent on its website.

187. Oninformation and belief, despite Defendant’ s knowledge of the Asserted Patents
and Plaintiffs patented technology, Defendant made the deliberate decision to sell products and
services that they knew infringe these patents. Defendant’s continued infringement of the ’ 386

Patent with knowledge of the ' 386 Patent constitutes willful infringement.

188. Plaintiffs allegations of infringement, indirect infringement, and willful
infringement with respect to this patent are further set forth in Plaintiffs' Disclosure of Asserted
Claims and Preliminary Infringement Contentions Pursuant to the Court’s Standing Order

Governing Patent Proceedings served July 12, 2022.

FOURTH CAUSE OF ACTION
(INFRINGEMENT OF THE ' 721 PATENT)

189. Plaintiffs reallege and incorporate by reference the allegations of the preceding
paragraphs of this Complaint.

190. Forcepoint has infringed and continues to infringe one or more claims of the ' 721
patent in violation of 35 U.S.C. § 271 in thisjudicial district and elsewhere in the United States
and will continue to do so unless enjoined by this Court. The Accused Products, including for
example Forcepoint’ s Advanced Maware Detection Systems and systems that incorporate it, such
as Next Generation Firewall solutions, when used for their ordinary and customary purposes,
practice each element of at least claim 1 the’ 721 Patent as demonstrated below.

191. For example, claim 1 of the’ 721 patent recites:

A method of classifying a computer object as malware, the method
comprising:

71



Case 6:22-cv-00243-ADA-DTG Document 121 Filed 12/09/22 Page 72 of 338

receiving, at afirst threat server, details of a first computer object
from afirst remote computer, wherein the detail s of the first computer object
include data uniquely identifying the first computer object;

determining, by the first threat server, whether the first computer
object has been previously seen by comparing the data uniquely identifying
the first computer object to a plurality of data uniquely identifying plural
computer objects in afirst database associated with the first threat server;

receiving additional information about the first computer object
from the first remote computer when the first computer object has not been
previously seen;

storing the details of the first computer object and the received
additional information about the first computer object in a second database
associated with thefirst threat server when the first computer object has not
been previously seen;

providing contents of the second database to at least one database
associated with a central server, wherein the contents comprise a signature
of the first computer object, behavior information about the first computer
object, and information about the first remote computer;

increasing a count associated with a number of times that the first
computer object has been seen, and providing the increased count
associated with the number of times that the first computer object has been
seen to the central server; and
receiving, at a second threat server, at least a portion of the contents
of the at least one database associated with the central server, wherein the
at least a portion of the contents of the at |east one database associated with
the central server include a subset of the details of the first computer object
stored in the second database.
192. To the extent the preamble is construed as limiting, the Accused Products perform
a method of classifying a computer object as malware. For example, the Forcepoint Advanced
Maware Detection systems and Next Generation Firewall solutions detect “zero-day and other

advanced malware.”
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(See https://www.forcepoint.com/sites/defaul t/files/resources/solution_brief/solution brief
forcepoint_advanced_malware_detection_en.pdf;

https://hel p.stonesoft.com/onlinehel p/StoneGate/ SM C/6.5.0/GUID-DA3B3807-18E1-482B-
A5E8-A8BD468E5BBO.html.)

193. The Accused Products perform a method that includes receiving, at a first threat
server, details of a first computer object from a first remote computer, wherein the details of the
first computer object include data uniquely identifying the first computer object. For example, in
systems using Forcepoint Advanced Maware Detection and Forcepoint Next Generation Firewall
solution, when the Forcepoint File Filtering Policy detects a suspiciousfile, the Forcepoint NGFW
(next generation firewall) Engine sends a hash of the file to a sandbox server; at least the hash

uniquely identifies the file object.

73



Case 6:22-cv-00243-ADA-DTG Document 121 Filed 12/09/22 Page 74 of 338

(See https://hel p.stonesoft.com/onlinehel p/StoneGate/ SM C/6.5.0/GUID-EECA 15DA-9B8A -
4C2F-9C42-D53516ADC19E.html.)

194. The Accused Products perform a method that includes the step of determining, by
the first threat server, whether the first computer object has been previously seen by comparing
the data uniquely identifying the first computer object to a plurality of data uniquely identifying
plural computer objectsin afirst database associated with thefirst threat server. For example, the
sandbox server compares the file hash to a database of hashes of files that have been previously
seen to determine whether the hash matches a“ previously analyzed file” that has previously been

identified.
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(See https://hel p.stonesoft.com/onlinehel p/StoneGate/ SM C/6.5.0/GUID-EECA 15DA-9B8A -
4C2F-9C42-D53516ADC19E.html.)

195. The Accused Products perform a method that includes receiving additional
information about the first computer object fromthefirst remote computer when thefirst computer
object has not been previously seen and storing the details of the first computer object and the
received additional information about the first computer object in a second database associated
with the first threat server when the first computer object has not been previously seen. For
example, if the suspect file has not been previously analyzed by the sandbox server, the NGFW

Engine uploads a copy of the file to the sandbox server. The NFGW Engine also receives
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information about whether afile was compressed (.zip) and if so what files/objects wereinside the
archive, and whether a file object is a “document, [or] archive files, including HTML and
JavaScript.” Indeed, Forcepoint sends “threat intelligence updates containing the characteristics,
behaviors and associated |OCs of every malicious object curated and analyzed within the global

service.” On information and belief, this information is stored in a database.

(See https://hel p.stonesoft.com/onlinehel p/StoneGate/ SM C/6.5.0/GUID-EECA 15DA-9B8A -

4C2F-9C42-D53516ADC19E.html.)
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(See https://www.websense.com/content/support/library/web/v85/web _help/web_help.pdf at
page 107.)

196. The Accused Products perform a method that includes providing contents of the
second database to at least one database associated with a central server, wherein the contents
comprise a signature of the first computer object, behavior information about the first computer
object, and information about the first remote computer. For example, Forcepoint Advanced
Malware Detection and the NGFW send information about the file, the source URL, and the
command-and-control targets to Forcepoint ThreatSeeker Intelligence, which updates the Master
Database, as well as ACE analytic databases and other security components. Moreover, as
discussed above, hashes (signatures) of files are also transmitted. Indeed, Forcepoint sends “ threat
intelligence updates containing the characteristics, behaviors and associated IOCs of every

malicious object curated and analyzed within the global service.”
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(See https://www.websense.com/content/support/library/web/v85/web _help/web_help.pdf at

page 107.)

Global Threat Intelligence

Forcepoint sends threat intelligence updates containing the characteristics, behaviors and associated |OCs of every malicious object
curated and analyzed within the global service. This allows for faster identification of previously-seen threats, new threats that reuse
objects, and streamlines the analysis, detection and response to previously unseen threats.

(See https://roi4cio.com/catal og/en/product/forcepoi nt-advanced-mal ware-detection.)

197. The Accused Products perform a method that includes increasing a count
associated with a number of times that the first computer object has been seen, and providing the
increased count associated with the number of times that the first computer object has been seen
to the central server. On information and belief, Forcepoint Advanced Maware Detection and the
NGFW systems keep a count of how many times a malicious file has been encountered. For
example, Forcepoint AMD is able to determine how many people have encountered a malicious

file across a user group.
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(See https://www.forcepoint.com/form/thank-you-your-interest-
webcast?orm_id=1427& resource=18566& category=webcasts.)

198. In addition, on information and belief, the Accused Products such as Forcepoint
Advanced Malware Detection and NGFW solutions log information about network activity and
trends are stored in one or more databases. For example, “the Log Database can store trend data to
enable presentation reporting on Internet activity trends. When trend reporting is enabled, the ETL
database job (see Web protection reporting database jobs, page 452) adds daily trend data to the
catalog database, and the trend job runs nightly to store weekly, monthly, and yearly trend
information. The Log Database also stores statistical data (like bandwidth and count) for browsers,
operating system platforms, and user agent strings to enable application reporting.” (See
https://www.websense.com/content/support/library/web/v85/web _help/.pdf at pages 460-461.)

199. The Accused Products perform amethod that includes receiving, at a second threat
server, at least a portion of the contents of the at least one database associated with the central
server, wherein the at least a portion of the contents of the at |east one database associated with
the central server include a subset of the details of the first computer object stored in the second
database. On information and belief, the file's hash and reputation is distributed to all sandbox
servers such that the sandboxes can return reputation results.
(https://hel p.stonesoft.com/onlinehel p/ StoneGate/ SM C/6.9.0/GUI D-41D85576-7C24-4BA 8-
8605-710F52790CD8.html (“When the analysisis complete, the sandbox server sends an updated
file reputation to the NGFW Engine. The updated file reputation is cached on the NGFW Engine
that requested the scan and stored on the sandbox server”);
https://hel p.stonesoft.com/onlinehel p/StoneGate/ SMC/6.7.0/GUID-EECA 15DA-9B8A-4C2F-

9C42-D53516ADC19E.html.)
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200. Thisenables, for example, the sandbox server to compare the file hash to a database
of hashes of files that have been previously seen to determine whether the hash matches a
“previoudly analyzed file” that has previously been identified. In addition, as explained above,
information about the file, uploaded by Forcepoint ThreatSeeker Intelligence to the Master
Database, ACE analytics databases, and other security components, are further disseminated to

other web protection deployments.

(See https://hel p.stonesoft.com/onlinehel p/ StoneGate/ SM C/6.5.0/GUID-EECA 15DA-9B8A -

4C2F-9C42-D53516ADC19E.html.)
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(See https://hel p.stonesoft.com/onlinehel p/StoneGate/ SM C/6.5.0/GUI D-222054A 1-AAC3-4153-

8F8C-47E17903EA70.html.)

(See https://www.websense.com/content/support/library/web/v85/web _help/web_help.pdf, at

page 107.)

(See https://www.forcepoint.com/sites/defaul t/files/resources/files/datasheet_advanced

malware_detection_en.pdf.)
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201. Each claim in the ' 721 Patent recites an independent invention. Neither claim 1,
described above, nor any other individual claim isrepresentative of al claimsin the’ 721 Patent.

202. Forcepoint has been aware of the '721 Patent since at least the filing of this
Complaint. Further, Plaintiffs have marked their products with the ' 721 Patent, including on its
web site, since at least July 2020.

203. Forcepoint directly infringes at least claim 1 of the ' 721 Patent, literally or under
the doctrine of equivalents, by performing the steps described above. For example, on information
and belief, the Forcepoint performs a method in an infringing manner as described above by
running the Accused Productsto protect its own computer and network operations. On information
and belief, the Forcepoint performs a method in an infringing manner in testing the operation of
the Accused Products and corresponding systems. As another example, Forcepoint performs each
of the method steps when providing or administering services to third parties, customers, and
partners using the Accused Products.

204. Defendant’s directly infringing activities in this District, Texas and elsewhere in
the United States include at least making and using the inventions in the claims identified above.
Defendant makes and uses the claimed inventions in connection with at least the following
activities involving the Accused Products (e.g., software and corresponding systems): (1)
operating and maintaining data centers that process information; (2) employing the Accused
Products in connection with, and to protect, its own computer and network operations and/or the
operations of affiliates, (3) using software that includes the Accused Products, (4) testing the
operation of the Accused Products and corresponding systems, (5) collecting and gathering
information and data, and (6) providing services to others including installation, maintenance,

update, verification, processing, support, and other services.
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205. In addition, Defendant directly infringes the above identified claims because it
directs and controls the performance of the above-identified claimed inventions by others. As an
example, Defendant 1) directs and controlsthe performance and operation of the Accused Products
or components thereof on customers’, partners’, and end users devices; and 2) establishes the
manner of the operation of the Accused Products. Defendant further directs and controls by means
that include contractual agreements such as its End User License Agreements, its continued
monitoring, verification and access to the Accused Products, its continued collection of
information from the Accused Products, its programming of the software used in the Accused
Products, and/or its provision of information, data, and instructions that control the operation of
the system (for example, updates to algorithms, malware definitions, and other system and module
code). Each of these claimed steps is performed automatically, without the user taking an action
or initiating the process.

206. Defendant also actively induces direct infringement of the above identified patent
claims by others with specific intent to induce infringement, and/or willful blindness to the
possibility that its acts induce infringement, in violation of 35 U.S.C. § 271(b). Defendant’s
partners, customers, and end users (collectively, “ Third Party Users’) of the Accused Products and
corresponding systems and services directly infringe at least by making and using the inventions
in the above-identified claims, for example when they install, operate and use the Accused
Products and corresponding systems. Defendant has had knowledge of the asserted patent and of
the specific alegations of infringement with respect to the asserted patent at least as of the filing
data of the complaint.

207. Defendant encourages and induces Third Party Users with specific intent to use the

Accused Products in a manner that infringes the asserted claims of the ' 721 Patent at least by
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offering, selling, licensing and providing the Accused Products which infringe the above-identified
claims of the asserted patent when installed and operated by Third Party Users. Defendant further
inducesinfringement of the above-identified claims by Third Party Users by engaging in activities
that include: 1) making its security services available on its website, providing applications that
allow users to access those services, widely advertising those services, and providing technical
support and instructions to users, and 2) marketing, advertising, promotion, installation, support,
and distribution activities involving the Accused Products, including its security software and
services in the United States; 3) recommending and selling the Accused Products and providing
technical support for the installation, implementation, integration, and ongoing operation of the
Accused Products; 4) providing installation, implementation, and integration of the Accused
Products in addition to ensuring the Accused Products remain operational for each customer
through ongoing technical support. See, eg.,
https://www.websense.com/content/support/library/amd-op/v10/install/manager-install.pdf;
https://www.websense.com/content/support/library/ngfw/v67/install/ngfw_670 ig_a en-us.pdf;
https://www.websense.com/content/ support/library/endpoint/v20/install ation.pdf;
https://www.forcepoint.com/sites/defaul t/fil es/resources/brochures/guide-sase-gui de-to-
protecting-remote-workers-en 0 0 0 0 0 0 0 O.pdf. For example, Defendant shares
instructions, guides, and manuals, which advertise and instruct Third Party Users on how to use
the software in a manner that infringes the above-identified claims of the asserted patent Id.
Defendant further provides customer service and technical support to purchasers of the Accused
Products and corresponding systems and services, which directs and encourages customers to

perform certain actions that deploy and use the Accused Products in an infringing manner. 1d.
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208. Further, Defendant induces infringement by Third Party Users of the Accused
Products by requiring each user to enter into one or more contractual agreements with Defendant
including an End User License Agreement, which obligates each customer to perform certain
actions in order to use the Accused Products and to use the Accused Products in a manner that
infringes the above-identified claims. In order to receive the benefit of Defendant and/or its
partner’s continued technical support and their specialized knowledge and guidance of the
operability of the Accused Products, each customer must continue to use the Accused Productsin
away that infringes the above-identified claims of the asserted patent.

209. Defendant also contributes to the infringement of the Accused Products by Third
Party Users by providing within the United States or importing the Accused Products into the
United States, which are for use in practicing, and under normal operation practice, the claimed
invention in an infringing manner, constituting a material part of the claimed invention, and not a
staple article or commodity of commerce suitablefor substantial non-infringing uses. For example,
the Accused Products and the example functionality described below have no substantial non-
infringing uses but are specifically designed to practice the’ 721 Patent.

210. The Accused Products have no substantial non-infringing uses because the accused
functionality, including the database and server architecture and related functionality described
herein, isan integral part of the Accused Products and must be performed for the Accused Products
to perform their intended purpose. For example, without compiling and correlating threat
information about an assessed object from dynamically updated threat databases, the Accused
Products could not assess whether to allow those objects to pass through firewalls or subject them
to further anaysis, triage and final designation as malicious or benign. These processes are

continually running when the system is in use and, on information and belief, cannot be removed
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or disabled (or, if they could, the system would no longer suitably function for its intended
purpose). Moreover, for the same reasons, without performing each of the steps as described and
shown above, or without the system and components identified above that practice the’ 721 patent,
that functionality could not be performed.

211. Indeed, the Accused Products have no substantial non-infringing uses because the
accused functionality is an integral part of the Accused Products and must be performed for the
Accused Products to perform their intended purpose. For example, without compiling and
analyzing data about a process running on one or more remote computers, the Accused Products
could not timely detect processes (running objects) that pose as threats. See, eqg., infra;
http://www.websense.com/content/support/library/web/v85/ web_help/web_help.pdf;
https://www.websense.com/content/support/library/amd-op/v10/install/manager-install.pdf;
https://www.forcepoint.com/sites/defaul t/files/resources/brochures/brochure_forcepoint_email_s
ecurity_en_0.pdf;
https://www.websense.com/content/support/library/email /v85/email _help/email _help.pdf;
https://www.websense. com/content/support/library/ngfw/v67/install/ngfw_670_ig_a en-us.pdf;
https://www.websense.com/content/support/library/cash/  admin_guide/casb_admin_guide.pdf.
These processes are continually running when the system is in use and cannot be removed or
disabled (or, if they could, the system would no longer suitably function for its intended purpose).
Moreover, for the same reasons, without performing each of the steps as described and shown
below, or without the system and components identified below that practice the asserted claims of
the’ 721 Patent, that functionality could not be performed.

212. Additiondly, the accused functionality, including the accused threat analysis

functionality described below, itself has no substantial non-infringing uses because the
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components, modules and methods identified are a necessary part of that functionality. For
example, without the appliances that compile data regarding processes run on endpoints protected
by the Accused Products, the Accused Products could not assess which processes on any given
endpoint constitute a threat. See, eg.,
https://www.forcepoint.com/sites/defaul t/files/resources/files/brochure_forcepoint_advanced ma
Iware_detection_appliance _en.pdf at 1275. These process are continually running when the system
isin use and cannot be removed or disabled (or, if they could, the system would no longer function
for itsintended purpose). Moreover, for the same reasons, without performing each of the steps as
described and shown below, or without the system and components identified below that practice
the asserted claims of the’ 721 Patent, that functionality could not be performed. Similarly, without
leveraging information from multiple dynamically updated threat databases, the Accused Products
could not propagate the latest intelligence about objects to their firewalls, and therefore could not
enable their firewalls to make accurate decisions about the malicious or benign nature of assessed
objects. These processes are continually running when the system is in use and, on information
and belief, cannot be removed or disabled (or, if they could, the system would no longer function
for itsintended purpose). Moreover, for the same reasons, without performing each of the steps as
described and shown above, or without the system and components identified above that practice
the’ 721 patent, that functionality could not be performed.

213. In addition, the products, systems, modules, and methods provided by Defendant
constitute a material part of the invention—indeed, they provide all the components, modules, and
features that perform the claimed methods and systems. For example, the Accused Products and
accused functionalities (including database and server architecture) constitute a material part of

the inventions claimed at least because such functionality is integral to the processes identified
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above (such as “receiving, at a first threat server, details of a first computer object . . .”;
“determining, by the first threat server, whether the first computer object has been previousy
seen . . ."”; “receiving additional information about the first computer object . . .”; “storing the
details of the first computer object . . . ”; “providing contents of the second database . . .”;
“increasing a count associated with a number of times that the first computer object has been
seen...”; “receiving, at a second threat server, at least a portion of the contents of the at |east one
database associated with the central server . . .."), asrecited in the claims of the’ 721 patent. None
of these products are staple goods—they are sophisticated and customized cyber security and
malware detection products, methods, and systems.

214. Plaintiffs have suffered and continue to suffer damages, including lost profits, asa
result of Defendant’s infringement of the ' 721 Patent. Defendant is therefore liable to Plaintiffs
under 35 U.S.C. § 284 for damages in an amount that adequately compensates Plaintiffs for

Defendant’ s infringement, but no less than a reasonabl e royalty.

215. Plaintiffs will continue to suffer irreparable harm unless this Court preliminarily
and permanently enjoins Defendant, its agents, employees, representatives, and all others acting
in concert with Defendant from infringing the ' 721 Patent. On information and belief, Plaintiffs
have lost potential customers, business opportunities, and goodwill in the community. Plaintiffs

will continue to suffer these harms absent an injunction.

216. Defendant’s infringement of the '721 Patent is knowing and willful. Defendant
acquired actual knowledge of the '721 Patent when Plaintiffs filed this lawsuit and had
constructive knowledge of the’ 721 Patent from at | east the date Plaintiffs marked its products with

the’ 721 Patent and/or provided notice of the’ 721 Patent on its website.
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217. Oninformation and belief, despite Defendant’ s knowledge of the Asserted Patents
and Plaintiffs patented technology, Defendant made the deliberate decision to sell products and
services that they knew infringe these patents. Defendant’s continued infringement of the ’ 721

Patent with knowledge of the’ 721 Patent constitutes willful infringement.

218. Plaintiffs adlegations of infringement, indirect infringement, and willful
infringement with respect to this patent are further set forth in Plaintiffs Disclosure of Asserted
Claims and Preliminary Infringement Contentions Pursuant to the Court’s Standing Order

Governing Patent Proceedings served July 12, 2022.

FIFTH CAUSE OF ACTION
(INFRINGEMENT OF THE '928 Patent)

219. Plaintiffs reallege and incorporate by reference the alegations of the preceding

paragraphs of this Complaint.

220. Forcepoint has infringed and continues to infringe one or more claims of the '928
Patent in violation of 35 U.S.C. 8 271 in thisjudicia district and elsewhere in the United States
and will continue to do so unless enjoined by this Court. The Accused Products, for example
Forcepoint’s Remote Browser Isolation and related software and services, such as Ericom Shield
Zero Trust and Cyberinc’s Isla Smart | solation feature incorporated therein (* Remote Browser” or
“RBI") that, when used for their ordinary and customary purposes, practice each element of at

least claim 1 of the ' 928 Patent as demonstrated bel ow.
221. For example, claim 1 of the ' 928 Patent recites:

1. A content analysis and malware prevention method comprising:

intercepting, by a protection agent, a request from aweb browser;

89



Case 6:22-cv-00243-ADA-DTG Document 121 Filed 12/09/22 Page 90 of 338

determining, by the protection agent, whether the request is associated with
known malicious content;

when the request is associated with known malicious content, blocking, by
the protection agent, the request; and

when the request is not associated with known malicious content:

sending, by the protection agent, the request to one or more web servers

receiving, at the protection agent on a remote computer, web content from
the one or more web servers, wherein web content comprises data for assembling a

web page, and wherein the web content is received in response to the request;

identifying, by the protection agent, a malware threat within the web
content;

in response to identifying the malware threat, modifying, by the protection
agent, the web content, wherein modifying the web content comprises modifying

the web content at protocol level to remove the malware threat from the web
content;

assembling, by the protection agent, a modified version of the web page,
wherein the modified web page is assembled using the modified web content, and
wherein the modified version of the web page does not comprise the malware
threat; and

providing, by the protection agent, the modified version of the web page to
the web browser application on the remote computer for rendering and display.

222. To the extent the preamble is construed to be limiting, the Accused Products
perform a content analysis and malwar e prevention method. For example, Forcepoint’ sRBI “gives
us two modes necessary to deal with all the ultra-risky sites as well as the unknown or potentially
risky ones’: “Secure Streaming “and “ Secure Rendering.” RBI “automatically adjust[s] between
the two rendering modes based on potential risk or verified trust of the page and associated
content.” The Accused Products thereby “provide[] maware protection against ransomware” as
well as“zero-day threats.” Indeed, “[i]f thereis any maware on the site, this process stripsit from

what is passed to the user, allowing them a safe browsing experience even on amalicious site.”
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That’s where Remote Browser Isolation (RBI) comes in. RBl enables organizations to
take a Zero Trust approach to web access. With BBl web traffic is automatically
redirected through an isolated browserin a secure container. There. potentially risky
web content can be rendered, with the results sent to the user as a safe stream of
pixels. providing a familiar, native browser experience. If there is any malware on the
site, this process strips it from what is passed to the user allowing them a safe
browsing experience even on a malicious site. This is the best kind of protection: the
security tool itself is almost invisible to the user but delivers the highest possible
security efficacy.

(See https://www.forcepoint.com/blog/insights/remote-browser-isol ation-higher-level -web-
security at page 01.)

(See https://www.sourcesecurity.com/news/forcepoint-launches-industry-smart-remote-browser-
C0-1642591598-ga-npr.1642592193.html Zref=nav at page 02.)

91



Case 6:22-cv-00243-ADA-DTG Document 121 Filed 12/09/22 Page 92 of 338

(See https://www .forcepoint.com/sites/def aul t/fil es/resources/sol ution_brief/sol ution-brief-

(See https://www .forcepoint.com/sites/def aul t/fil es/resources/sol ution_brief/solution-brief-

223. The Accused Products perform a method that includes intercepting, by a protection
agent, a request from a web browser. For example, “[w]ith RBI, web traffic is automatically

redirected through an isolated browser in a secure container.”  (See
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https://www.forcepoint.com/bl og/insi ghts/remote-browser-isol ation-higher-level -web-security at

page 01.)

(See https://www.forcepoint.com/cyberinc.)
224.  “Download interception prevents drive-by downloads that push malware onto

endpoints.” (See https.//www.forcepoint.com/sites/defaul t/fil es/resources/sol ution_brief/solution-

225. The Accused Products perform a method that includes determining, by the
protection agent, whether the request is associated with known malicious content and when the
request is associated with known malicious content, blocking, by the protection agent, the request.
As one example, the Accused Products utilize risk-based isolation (e.g., using Threat Intelligence)
to determine if websites should be trusted, isolated, blocked, etc. As another example, the Accused
Products are “commonly used when dealing with websites that aren’t known to be either *good’
(and can typically be safely alowed) or ‘bad” (and are usually blocked), allowing such
uncategorized sites to be used without fear.” RBI can “ detect[] a potential security threat” such as
a “website built by hackers with malicious intent” and “block[] access’ to protect “your
organization and you from malware infections and other harm.” On information and belief, each
request is analyzed to determine “good” (allow) and “bad: (block). Indeed, Forcepoint “analyzes

millions of websites every hour, putting them into more than 90 categories in over 50 languages
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and inspecting them for malicious content.” If “you’ ve been denied access to a website because of

Forcepoint, your organization is using our technology to apply its Internet use policy.”

(See https://www.forcepoint.com/cyberinc.)

Selective Isolation Enables a Seamless, Progressive Rollout

Isla 6 includes new Selective Isolation capabilities which allow for a fast, simple deployment by offering easy administrative control over
what traffic needs to be isolated. Traffic segmentation can be based on the category of traffic, risk levels and aligned with the
organization’s risk appetite and policies. For example, users attempting to visit an online gambling or other suspicious site can be
blocked or redirected to the site through an isolated browser to ensure nothing malicious can be downloaded or sent to the device.

(See https://www.businesswire.com/news/home/20210218005375/en/Cyberinc-Introduces-1sla-
| sol ati on-Platform-6-With-Smart-1 sol ati on- Setting-a-New- Standard-in- Security-and-a-Seaml ess-

User-Experience.)
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(See https://www.forcepoint.com/form/thank-you-your-interest-

webcast?Xorm_id=1427& resource=36739& category=webcasts.)

(See https://www.forcepoi nt.com/bl og/insights/forcepoint-acquires-cyberinc-rbi at page 02.)
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How Forcepoint technology is protecting your organization — and you.

If you've been denied access to a website because of Forcepoint, your organization is using our technology to apply its Internet use policy. These
policies are typically established to ensure a safe and productive work environment.

Here are the likely reasons you have been denied access:
» Qurtechnology detected a potential security threat. This could be malicious code injected into a legitimate website. or a

website built by hackers with malicious intent. In either case, blocking access protects your organization and you from

malware infections and other harm.

(See https://www.forcepoint.com/company/blocked-by-forcepoint at page 01.)

How Forcepoint keeps you and your organization safe and secure.

Forcepoint technology analyzes millions of websites every hour, putting them into more than 90 categories in over 50 languages and inspecting
them for malicious content. It also:

= Conducts a reputation analysis of more than 2 million domains, networks, IP addresses and hosts every hour.

= Uses more than 900 million real-time data collecting systems to parse 3-5 billion pieces of content daily.

(See https://www.forcepoint.com/company/blocked-by-forcepoint at page 01.)

226. The Accused Products perform a method that includes when the request is not
associated with known malicious content: sending, by the protection agent, the request to one or
more web servers and receiving, at the protection agent on a remote computer, web content from
the one or more web servers, wherein web content comprises data for assembling a web page, and
wherein the web content is received in response to the request. As one example “Smart Isolation
fetches...all pages remotely.” (https.//staging.cyberinc.com/wp-content/uploads/2021/03/isla-
smart-isolation-datasheet-1.pdf.) As explained above, “[w]ith RBI, web traffic is automatically
redirected through an isolated browser in a secure container. There, potentially risky web content
can be rendered with the results sent to the user as a safe stream of pixels, providing a familiar,
native browser experience.” (See https://www.forcepoint.com/blog/insights/remote-browser-
isolation-higher-level -web-security at page 01.)

227. In addition, Forcepoint’s RBI “adapts the browsing experience with dynamic risk
assessment, powered by Cyberinc Threat Intelligence Service, to remotely fetch and execute web
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pages and safely render them according to risk levels.” RBI “adapts web rendering according to
the risk levels of the page or web element with two complementary approaches to rendering”
including “Secure Streaming model” that “renders elements remotely and securely streams
harmless pixels to the endpoint to offer the strongest possible security” and “UX Optimized
model” that “intelligently renders harmful pages and web elements remotely while rendering the
less harmful pages and elements locally to balance native user experience and security.” (See
https://www.busi nesswire.com/news/home/20210218005375/en/Cyberinc-Introduces-1sl a-

| sol ati on-Platform-6-With-Smart-1 sol ati on- Setting-a- New-Standard-in- Security-and-a-Seaml ess-

User-Experience.)

(See https://www.forcepoint.com/blog/insights/forcepoint-acquires-cyberinc-rhbi.)
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(See https://www.forcepoint.com/cyberinc.)

(See https://www.forcepoint.com/form/thank-you-your-interest-

webcast?form_id=1427& resource=36739& category=webcasts.)
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(See https://www.youtube.com/watch?v=1R0J2L PT1R8.)
228. The Accused Products perform a method that includes when the request is not

associated with known malicious content: . . . identifying, by the protection agent, a malwarethreat
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within the web content and in response to identifying the malware threat, modifying, by the
protection agent, the web content, wherein modifying the web content comprises modifying the
web content at protocol level to remove the malware threat from the web content. As explained
above, RBI detects “a potential security threat” such as “malicious code injected into a legitimate
website.” (See https.//www.forcepoint.com/company/blocked-by-forcepoint at page 01.) The
Accused Products also include “ Smart Isolation technology,” which is “context-aware, enabling
the isolation to be dynamically adapted according to the risk associated with each page—and even
elements within the page.” For example, RBI “adapts web rendering according to the risk levels
of the page or web element with two complementary approaches to rendering” including “ Secure
Streaming model” that “renders elements remotely and securely streams harmless pixels to the
endpoint to offer the strongest possible security” and “UX Optimized model” that “intelligently
renders harmful pages and web elements remotely while rendering the less harmful pages and
elements localy to balance native user experience and  security.”  (See
https://www.busi nesswire.com/news/home/20210218005375/en/Cyberinc-Introduces-1sl a-

| sol ati on-Platform-6-With-Smart-1 sol ati on- Setting-a- New-Standard-in- Security-and-a-Seaml ess-
User-Experience.)) The Accused Products modify the web content, such as by removing

“Javascripts,” “CSS scripts,” and “URLS.”
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(See https://www.forcepoint.com/form/thank-you-your-interest-

webcast?orm_id=1427& resource=36739& category=webcasts.)

229. Indeed, “[i]f thereisany malware on the Site, this process strips it from what is
passed to the user, allowing them a safe browsing experience even on amalicious site.”

That's where Remote Browser Isolation (RBI) comes in. RBl enables organizations to
take a Zero Trust approach to web access. With BBl web traffic is automatically
redirected through an isolated browserin a secure container. There, potentially risky
web content can be rendered, with the results sent to the user as a safe stream of
pixels, providing a familiar, native browser experience. If there is any malware on the
site, this process strips it from what is passed to the user. allowing them a safe
browsing experience even on a malicious site. This is the best kind of protection: the
security tool itself is almost invisible to the user but delivers the highest possible

security efficacy.

(See https://www.forcepoint.com/blog/insights/remote-browser-isol ation-higher-level -web-

security at page 01.)

230. The Accused Products perform a method that includes when the request is not
associated with known malicious content: . . . assembling, by the protection agent, a modified
version of the web page, wherein the modified web page is assembled using the modified web
content, and wherein the modified version of the web page does not comprise the malware threat

and providing, by the protection agent, the modified version of the web page to the web browser
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application on the remote computer for rendering and display. As explained above, “[w]ith RBI,
web traffic is automatically redirected through an isolated browser in a secure container. There,
potentially risky web content can be rendered with the results sent to the user as a safe stream of
pixels, providing a familiar, native browser experience.” (See
https://www.forcepoint.com/bl og/insi ghts/remote-browser-isol ation-higher-level -web-security at
page 01.)

231. In addition, Forcepoint’s RBI “adapts the browsing experience with dynamic risk
assessment, powered by Cyberinc Threat Intelligence Service, to remotely fetch and execute web
pages and safely render them according to risk levels.” RBI “adapts web rendering according to
the risk levels of the page or web element with two complementary approaches to rendering”
including “Secure Streaming model” that “renders elements remotely and securely streams
harmless pixels to the endpoint to offer the strongest possible security” and “UX Optimized
model” that “intelligently renders harmful pages and web elements remotely while rendering the
less harmful pages and elements locally to balance native user experience and security.” (See
https://www.busi nesswire.com/news/home/20210218005375/en/Cyberinc-Introduces-1sl a-
| sol ati on-Platform-6-With-Smart-1 sol ati on- Setting-a- New-Standard-in- Security-and-a-Seaml ess-

User-Experience.)
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(See https://www.forcepoint.com/blog/insights/forcepoint-acquires-cyberinc-rhbi.)

232. Moreover, “[i]f thereisany malware on the site, this process stripsit from what is
passed to the user, allowing them a safe browsing experience even on a malicious site.” “Safe
rendering information representing the website is sent from [the RBI] to the endpoint browser,
providing a fully interactive user experience” that “ensures no active web content—including

malware—every reaches the endpoint.”

That's where Remote Browser Isolation (RBI) comes in. BBl enables organizations to
take a Zero Trust approach toweb access. With RBIl. web traffic is autornatically
redirected through an isolated browserin a secure container. There. potentially risky
web content can be rendered. with the results sent to the user as a safe stream of
pixels. providing a familiar, native browser experience. If there is any malware on the
site, this process strips it from what is passed to the user, allowing them a safe
browsing experience even on a malicious site. This is the best kind of protection: the
security tool itself is almost invisible to the user but delivers the highest possible

security efficacy.

(See https://www.forcepoint.com/blog/insights/remote-browser-isol ation-higher-level -web-

security at page 01.)
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(See https://blog.ericom.com/Browser-1sol ation-as-a- K ey-Part-of -a-Blueprint-for-SA SE-Success/

at page 02.)

233. Each claim in the 928 Patent recites an independent invention. Neither claim 1,
described above, nor any other individual claim isrepresentative of al claimsin the ' 928 Patent.

234. Forcepoint has been aware of the '928 Patent since at least the filing of this
Complaint. Further, Plaintiffs have marked their products with the ' 928 Patent, including on its
web site, since at least July 2020.

235. Forcepoint directly infringes at least claim 1 of the ' 928 Patent, literally or under
the doctrine of equivalents, by performing the steps described above. For example, on information
and belief, the Forcepoint performs a method in an infringing manner as described above by
running the Accused Productsto protect its own computer and network operations. On information
and belief, the Forcepoint performs a method in an infringing manner when testing the operation
of the Accused Products and corresponding systems. As another example, Forcepoint performsthe
claimed method when providing or administering servicesto third parties, customers, and partners
using the Accused Products.

236. Defendant’s directly infringing activities in this District, Texas and elsewhere in

the United States include at least making and using the inventions in the claims identified above.
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Defendant makes and uses the claimed inventions in connection with at least the following
activities involving the Accused Products (e.g., software and corresponding systems): (1)
operating and maintaining data centers that process information; (2) employing the Accused
Products in connection with, and to protect, its own computer and network operations and/or the
operations of affiliates, (3) using software that includes the Accused Products, (4) testing the
operation of the Accused Products and corresponding systems, (5) collecting and gathering
information and data, and (6) providing services to others including installation, maintenance,
update, verification, processing, support, and other services.

237. In addition, Defendant directly infringes the above identified claims because it
directs and controls the performance of the above-identified claimed inventions by others. As an
example, Defendant 1) directs and controlsthe performance and operation of the Accused Products
or components thereof on customers’, partners’, and end users devices; and 2) establishes the
manner of the operation of the Accused Products. Defendant further directs and controls by means
that include contractual agreements such as its End User License Agreements, its continued
monitoring, verification and access to the Accused Products, its continued collection of
information from the Accused Products, its programming of the software used in the Accused
Products, and/or its provision of information, data, and instructions that control the operation of
the system (for example, updates to algorithms, malware definitions, and other system and module
code). Each of these claimed steps is performed automatically, without the user taking an action
or initiating the process.

238. Defendant also actively induces direct infringement of the above identified patent
claims by others with specific intent to induce infringement, and/or willful blindness to the

possibility that its acts induce infringement, in violation of 35 U.S.C. § 271(b). Defendant’s
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partners, customers, and end users (collectively, “ Third Party Users’) of the Accused Products and
corresponding systems and services directly infringe at least by making and using the inventions
in the above-identified claims, for example when they install, operate and use the Accused
Products and corresponding systems. Defendant has had knowledge of the asserted patent and of
the specific alegations of infringement with respect to the asserted patent at least as of the filing
data of the complaint.

239. Defendant encourages and induces Third Party Users with specific intent to use the
Accused Products in a manner that infringes the asserted claims of the '928 Patent at least by
offering, selling, licensing and providing the A ccused Products which infringe the above-identified
claims of the asserted patent when installed and operated by Third Party Users. Defendant further
inducesinfringement of the above-identified claims by Third Party Users by engaging in activities
that include: 1) making its security services available on its website, providing applications that
allow users to access those services, widely advertising those services, and providing technical
support and instructions to users, and 2) marketing, advertising, promotion, installation, support,
and distribution activities involving the Accused Products, including its security software and
services in the United States; 3) recommending and selling the Accused Products and providing
technical support for the installation, implementation, integration, and ongoing operation of the
Accused Products; 4) providing installation, implementation, and integration of the Accused
Products in addition to ensuring the Accused Products remain operational for each customer
through ongoing technical support. See, eg.,
https://www.websense.com/content/support/library/web/hosted/admin_guide/rbi_support.aspx;
https://www.forcepoint.com/sites  default/files/resources/solution_brief/solution-brief-secure-

web-gateway-en 0 0 0 0 0 0 O _O.pdf; https.//www.websense.com/
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content/support/library/endpoint/v20/installation.pdf;

https://www.forcepoint.com/sites/defaul t/fil es/resources/brochures/guide-sase-gui de-to-

https://www.forcepoint.com/sites/defaul t/files/resources
/solution_brief/solution-brief-remote-browser-isol ation-

and manuals, which advertise and instruct Third Party Users on how to use the software in a
manner that infringes the above-identified claims of the asserted patent Id. Defendant further
provides customer service and technical support to purchasers of the Accused Products and
corresponding systems and services, which directs and encourages customers to perform certain
actions that deploy and use the Accused Products in an infringing manner. 1d.

240. Further, Defendant induces infringement by Third Party Users of the Accused
Products by requiring each user to enter into one or more contractual agreements with Defendant
including an End User License Agreement, which obligates each customer to perform certain
actions in order to use the Accused Products and to use the Accused Products in a manner that
infringes the above-identified claims. In order to receive the benefit of Defendant and/or its
partner’s continued technical support and their specialized knowledge and guidance of the
operability of the Accused Products, each customer must continue to use the Accused Productsin
away that infringes the above-identified claims of the asserted patent.

241. Defendant also contributes to the infringement of the Accused Products by Third

Party Users by providing within the United States or importing the Accused Products into the
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United States, which are for use in practicing, and under normal operation practice, the claimed
invention in an infringing manner, constituting a material part of the claimed invention, and not a
staple article or commodity of commerce suitablefor substantial non-infringing uses. For example,
the Accused Products and the example functionality described below have no substantial non-
infringing uses but are specifically designed to practice the ’ 928 Patent.

242. The Accused Products have no substantial non-infringing uses because the accused
functionality is an integral part of the Accused Products and must be performed for the Accused
Products to perform their intended purpose. For example, without compiling and analyzing data
about a process running on one or more remote computers, the Accused Products could not timely
detect  processes  (running  objects) that pose as threats. See, eg.,
https://www.websense.com/content/support/library/web/hosted/  admin_guide/rbi_support.aspx;
https://www.forcepoint.com/sites/defaul t/fil es/resources/sol ution_brief/solution-brief-secure-
https://www.websense.com/content/support/library/endpoint/v20/installation.pdf;  https.//www.

forcepoint.com/sites/defaul t/fil es/resources/brochures/gui de-sase-gui de-to-protecting-remote-

running when the system isin use and cannot be removed or disabled (or, if they could, the system
would no longer suitably function for its intended purpose). Moreover, for the same reasons,

without performing each of the steps as described and shown below, or without the system and
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components identified below that practice the asserted claims of the’ 928 Patent, that functionality
could not be performed.

243. The accused functionality, including the accused threat analysis functionality
described below, itself has no substantial non-infringing uses because the components, modules
and methods identified are a necessary part of that functionality. For example, without the
appliances and systems analyzing Internet resources requested by endpoints protected by the
Accused Products, the Accused Products could not assess which processes on any given endpoint
constitute a threat. See, eg.,
https://www.websense.com/content/support/library/web/hosted/admin_guide/rbi_support.aspx;
https://www.forcepoint.com/sites  default/files/resources/solution_brief/solution-brief-secure-
web-gateway-en 0 0 0 0 0 0 O O.pdf; https.//www.websense.com/
content/support/library/endpoint/v20/installation.pdf;
https://www.forcepoint.com/sites/defaul t/fil es/resources/brochures/guide-sase-gui de-to-

https://www.forcepoint.com/sites/defaul t/files/resources/brochures/ brochure-zero-trust-cdr-

en 0 0 0 0 O O.pdf; https.//www.forcepoint.com/sites/defaul t/files/

isin use and cannot be removed or disabled (or, if they could, the system would no longer function
for itsintended purpose). Moreover, for the same reasons, without performing each of the steps as
described and shown below, or without the system and components identified below that practice

the asserted claims of the 928 Patent, that functionality could not be performed.
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244. In addition, the products, systems, modules, and methods provided by Defendant
constitute a material part of the invention—indeed, it provides all the components, modules, and
features that perform the claimed methods and systems. For example, the Accused Products and
corresponding functionality constitute a material part of the inventions claimed because such
analysisisintegral to the processesidentified above (such as* determining, by the protection agent,
whether the request is associated with known malicious content”), as required by the asserted
claims of the '928 Patent. None of these products are staple goods—they are sophisticated and
customized cyber security and malware detection products and systems.

245. Plaintiffs have suffered and continue to suffer damages, including lost profits, asa
result of Defendant’s infringement of the '928 Patent. Defendant is therefore liable to Plaintiffs
under 35 U.S.C. § 284 for damages in an amount that adequately compensates Plaintiffs for
Defendant’ s infringement, but no less than a reasonabl e royalty.

246. Plaintiffs will continue to suffer irreparable harm unless this Court preliminarily
and permanently enjoins Defendant, its agents, employees, representatives, and all others acting
in concert with Defendant from infringing the ' 928 Patent. On information and belief, Plaintiffs
have lost potential customers, business opportunities, and goodwill in the community. Plaintiffs
will continue to suffer these harms absent an injunction.

247. Defendant’ sinfringement of the’ 928 Patent isknowing and willful. Oninformation
and belief, Defendant had actual knowledge of the ' 928 Patent at |east by the time Plaintiffs filed
this lawsuit and had constructive knowledge of the '928 Patent from at least the date Plaintiffs
marked its products with the ' 928 Patent and/or provided notice of the ' 928 Patent on its website.

248. Oninformation and belief, despite Defendant’ s knowledge of the Asserted Patents

and Plaintiffs patented technology, Defendant made the deliberate decision to sell products and
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services that they knew infringe these patents. Defendant’s continued infringement of the 928
Patent with knowledge of the ' 928 Patent constitutes willful infringement.

249. Plaintiffs alegations of infringement, indirect infringement, and willful
infringement with respect to this patent are further set forth in Plaintiffs' Disclosure of Asserted
Claims and Preliminary Infringement Contentions Pursuant to the Court’s Standing Order
Governing Patent Proceedings served July 12, 2022.

SIXTH CAUSE OF ACTION
(INFRINGEMENT OF THE 869 PATENT)

250. Plaintiffs reallege and incorporate by reference the allegations of the preceding
paragraphs of this Amended Complaint.
251. Forcepoint has infringed and continues to infringe one or more claims of the 869
Patent in violation of 35 U.S.C. 8§ 271 in thisjudicial District and elsewhere in the United States
and will continue to do so unless enjoined by this Court. The Accused Products, including features
of the Forcepoint Advanced Malware Detection Appliance (as well as any other products that
include the features described below, including, but not limited to, Forcepoint’s Cloud Access
Security Broker (“CASB”), Next-Gen Firewall (“NGFW”), Web Security, and Email Security
products), when used for their ordinary and customary purposes, practice each element of at |east
claim 46 of the ' 869 Patent, as demonstrated below.
252. Claim 46 of the ' 869 Patent recites:
46. A system comprising:
at least one memory;

at least one processor configured to perform operation of:

identifying static data points that may be indicative of ether a
harmful or benign executable file; and
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associating the identified static data points with one of a plurality of
categories of files, the plurality of categories of files including harmful files and
benign files; and

at least one processor configured to perform operation of
identifying an executable file to be evaluated,
extracting apluraity of static data points from the executable file;

generating a feature vector from the plurality of static data points
using aclassifier trained to classify the static data points based on training data, the
training data comprising files known to fit into one of the plurality of categories of
files, wherein one or more features of the feature vector are selectively turned on
or off based at least in part on evaluation of whether avalue of one of the plurality
of static data pointsiswithin a predetermined range; and

evaluating the feature vector using a machine learning model to
determine whether the executable file fits into one of the categories of files.

253. The Accused Products include each component of the system of claim 46 of the
'869 Patent. To the extent the preamble is construed to be limiting, the Accused Products include
a system, as further explained below. For example, the Forcepoint Advanced Malware Detection
Appliance “is an on-premises, automated maware anaysis framework developed for
organizations needing to add detection and prevention against stealthy and advanced threats to
their existing Forcepoint Web and Email Security solutions’ including processing “files through
seven distinct static analytic agents and a dual-sandboxing process.” (Forcepoint, Forcepoint
Advanced Malware Detection Appliance 34 at 2,
https://www.forcepoint.com/sites/defaul t/files/resources/files/brochure_forcepoint_advanced ma

Iware_detection_appliance_en.pdf).
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For yaars, Security and Risk [SR] profassionals made major
investrments in signature-based defenses of email, network and
endpoint security solutions. The methodology of these solutions
has proven itself ineffective against today's evasive malware
being developed by highly sophisticated and well-funded
adversaries. As a response, SR professionals are turning to
Automated Malware Analysis [AMA] tachnologies in order to arm
thernselves against zero day and Advanced Persistent Threats
[APTz] attacking thair organizations. AMA tools automate the
unique skill set of malware analysis traditionally done only

by highly qualifiad manual practitioners. Due to the shortage

of this expertise, manual processes have been replaced with
automation that performs a combination of static and behavioral
analysis to detect and prevent the entry of known malware and
brand-new exploits.

Forcepoint Advanced Malware
Detection Appliance 3.4

Forcepoint Advanced Malware Detection Appliance is an on-
premises, autornated malware analysis framework developad
for organizations needing to add detection and prevention
zgainst stealthy and advanced thraats to their existing
Forcepoint Web and Email Security solutions. Forcepoint
Advanced Malware Detaction Appliance framework’s unmatched
efficacy processes files through seven distinct static analytic
agents and a dual-sandboxing process. Its ecosystemn analyses
malware behavior with s combination of bast-of-breed

open scurce and Forcepoint proprietary static and dynamic
technologies. Unigue to the market is the defense-grade
anti-evasion technology within Forcepoint’s proprietary ThINK
sandbox, stopping malware typically capable of circumventing
commercially available sandboxes.

(1d.)

254. The Accused Products perform stetic data analysis, including by integrating with
Forcepoint’s partner Cylance's systems, in which “files are put through a four-phase machine
learning process (collection, extraction, learning & classification) in milliseconds with extreme
accuracy.” (Id. at 4). Thisanalysisincludes the use of “models’ that are “deliver[ed]” by Cylance
servers to the Advanced Malware Detection appliance and then used to “predict whether afileis

valid or malicious.” (Seeld.).
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FORCEPOINT ADVANCED MAL WARE DETECTION APPLIANCE DETECTION FRAMEWOR

STATIC DETECTION AGENTS

w

CUCKOO BEHAVIORAL AGENTS

Completed static
+ detections and
two sandboxes
K12 BEHAVIORAL AGENTS included

Behavioral Sandbmang Solution

RISK SCORE '

(1d. at 3)
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(I1d. at 4)

255. The Accused Products include “at least one memory and “at least one processor”
such as the memory and processor(s) in one or more servers, appliances, and/or endpoint devices.
For example, the Forcepoint Advanced Maware Detection Appliance may be provided via
“Controller Node Small,” “Controller Node Large,” and “Behavioral Nodes’ models with 64

gigabytes, 128 gigabytes, and 32 gigabytes of memory, respectively.
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(Id. at 10)

256. Asanother example, the Accused Products implement Cylance' s static analysisin
which “filesare put through afour-phase machine learning process (collection, extraction, learning
& classification).” “Machine learning is applied during the learning phase, which delivers a set of
modelsthat can predict whether afileisvalid or malicious. Any unknown filesarethen classified.”

Upon information and belief, these classifications, among others, are stored in memory.

CYLANCE With our highly respected partner, Cylance, files are put through a four-phase machine
learning process (collection, extraction, learning & classification) in milliseconds with extreme
accuracy. Cylance uses feeds to collect millions of files from a plethora of industry sources,
extracting over 20,000 attributes from these files. These attributes are learned by Cylance
through normalization and conversion to numerical values that can then be used in statistical
models. Machine learning is applied during the learning phase, which delivers a set of models
that can predict whether a file is valid or malicious. Any unknown files are then classified.

(Seeid. at 4)
257. The Accused Products include at least on processor to perform operation of

“identifying static data points that may be indicative of either a harmful or benign executablefile.”
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For example, one or more servers, appliances, and/or endpoint devices each have one or more
processors. As example, and as shown above, the Forcepoint Advanced Maware Detection
Appliance is provided via “Controller Node Small,” “Controller Node Large,” and “Behavioral
Nodes’ models. (Id.). Each model includes an Intel E5-2650 v3 processor. (Id. at 10). The
Forcepoint Advanced Maware Detection Appliance “framework’s unmatched efficacy processes
files through seven distinct analytic agents and a dual-sandboxing process. Its ecosystem analyses
malware behavior with a combination of best-of-breed open source and Forcepoint static and
dynamic technologies.” (1d.). “After performing static analysis of suspicious files, AMD can be
called upon to perform the deep behavioral analysis necessary to identify zero-day threats and
other modern malware.” (Forcepoint, Forcepoint Advanced Malware Detection at 1,
https://www.forcepoint.com/sites/defaul t/fil es/resources/datasheets/datasheet_forcepoint_advanc
ed_malware detection.pdf). As another example, the Accused Products use “seven distinct static
detection methodologies’ including, upon information and belief, computers with processors that
perform Cylance's static analysis, in which “files are put through a four-phase machine learning

process (collection, extraction, learning & classification) in milliseconds with extreme accuracy.”
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(Forcepoint, Forcepoint Advanced Malware Detection Appliance 34 a 4,
https://www.forcepoint.com/sites/defaul t/files/resources/files/brochure forcepoint_advanced _ma
Iware_detection_appliance_en.pdf).

258. The Accused Products include “at least one processor configured to perform
operation of . . . associating the identified static data points with one of a plurality of categories
of files, the plurality of categories of files including harmful files and benign files.”

259. The Accused Products use Cylance' s static analysisin which “files are put through
a four-phase machine learning process (collection, extraction, learning & classification)” and
“[m]achine learning is applied during the learning phase, which delivers a set of models that can
predict whether afileisvalid or malicious. Any unknown files are then classified.” (Id. (emphasis
added)). When Forcepoint uses Cylance’ sstatic analysis, the “feature vector” isused to “ determine
the score and classification of the file” by “apply[ing] the model to the extracted feature vector.”
(See Skylight Cyber, Cylance, | Kill You!, https.//skylightcyber.com/2019/07/18/cylance-i-kill-

you/.).
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CYLANCE With our highly respected partner, Cylance, files are put through a four-phase machine
learning process [collection, extraction, learning & classification] in milliseconds with extreme
accuracy. Cylance uses feeds to collect millions of files from a plethora of industry sources,
extracting over 20,000 attributes from these files. These attributes are learned by Cylance
through normalization and conversion to numerical values that can then be used in statistical
models. Machine learning is applied during the learning phase, which delivers a set of models
that can predict whether a file is valid or malicious. Any unknown files are then classified.

(See Forcepoint, Forcepoint Advanced Malware Detection Appliance 3.4 at 4,

https://www.forcepoint.com/sites/defaul t/files/resources/files/brochure forcepoint_advanced _ma

Iware_detection_appliance_en.pdf)

(See Skylight Cyber, Cylance, | Kill You!, https://skylightcyber.com/2019/07/18/cylance-i-kill-
you/.)

260. The Accused Products include “at least one processor configured to perform
operation of: identifying an executable file to be evaluated.” For example, the Accused Products
are “capable of analyzing any and ALL file types (PDF files, Windows executables, Office

documents, HTML files, Windows shortcut (.Ink) files, zip files, jar files and more).”

(Forcepoint, Forcepoint Advanced Malware Detection Appliance 34 a 2,
https://www.forcepoint.com/sites/defaul t/files/resources/files/brochure_forcepoint_advanced ma

Iware_detection_appliance_en.pdf)
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261. The Accused Products use Cylance's static analysis to select an executable file to
“put through a four-phase machine learning process (collection, extraction, learning &
classification)” and “[m]achine learning is applied during the learning phase, which delivers a set
of models that can predict whether a file is valid or malicious. Any unknown files are then
classified.” (Seeid. at 4).

262. When Forcepoint uses Cylance's static analysis, the “feature vector” is used to
“determine the score and classification of thefile” by “apply[ing] the model to the extracted feature
vector.” (See Skylight Cyber, Cylance, | Kill You!, https://skylightcyber.com/2019/07/18/cylance-
i-kill-your.).

CYLANCE With our highly respected partner, Cylance, files are put through a four-phase machine
learning process [collection, extraction, learning & classification] in milliseconds with extreme
accuracy. Cylance uses feeds to collect millions of files from a plethora of industry sources,
extracting over 20,000 attributes from these files. These attributes are learned by Cylance
through normalization and conversion to numerical values that can then be used in statistical

models. Machine learning is applied during the learning phase, which delivers a set of models
that can predict whether a file is valid or malicious. Any unknown files are then classified.

(See Forcepoint, Forcepoint Advanced Malware Detection Appliance 3.4 at 4, available at

https://www.forcepoint.com/sites/defaul t/files/resources/files/brochure forcepoint_advanced _ma

Iware_detection_appliance_en.pdf)

(See Skylight Cyber, Cylance, | Kill You!, https.//skylightcyber.com/2019/07/18/cylance-i-kill-

you/.)
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263. The Accused Products include “at least one processor configured to perform
operation of . . . extracting a plurality of static data points from the executable file.”_For example,
the Accused Products use “seven distinct static detection methodologies’ including Cylance's
static analysis, in which “files are put through a four-phase machine learning process (collection,
extraction, learning & classification) in milliseconds with extreme accuracy.” (Forcepoint,
Forcepoint Advanced Malware Detection Appliance 34 at 4,
https://www.forcepoint.com/sites/defaul t/files/resources/files/brochure_forcepoint_advanced ma

Iware _detection_appliance_en.pdf).

264. The Accused Products implement Cylance's static analysis—e.g. through the use
of a set of models delivered to the appliance. That analysis extracts and examines data features
that include “any static element you can pull from memory or disc into memory: file size, signing
attributes, string data, icon, imports, permissions in a data section, packers, compiler type and
language, headers, directories, and the presence or absence of features in combination.”

(Blackberry, CylancePROTECT: Malware Execution Control at 2,
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blackberry.com/us/en/products/unified-endpoint-security/cylance-is-now-blackberry).  Further,
“[w]hen anew, unknown file is encountered on the endpoint, we can then use this information to

determine statistically whether afileis safeto run before it is executed.” (1d.).

265. (See id.; see also Blackberry, Cylance is Blackberry Cybersecurity,
blackberry.com/us/en/products/unified-endpoint-security/cylance-is-now-blackberry (“Cylanceis
now part of Blackberry Cybersecurity”).

266. The Accused Products include “at least one processor configured to perform
operation of . . . generating a feature vector from the plurality of static data points using a
classifier trained to classify the static data points based on training data, the training data
comprising files known to fit into one of the plurality of categories of files, wherein one or more
features of the feature vector are selectively turned on or off based at least in part on evaluation
of whether a value of one of the plurality of static data points is within a predetermined range.”
For example, as explained above, the Accused Products implement Cylance's static analysis in
which “files are put through afour-phase machinelearning process (collection, extraction, learning
& classification).” “Machine learning is applied during the learning phase, which delivers a set of
modelsthat can predict whether afileisvalid or malicious. Any unknown files arethen classified.”
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CYLANCE With our highly respected partner, Cylance, files are put through a four-phase machine
learning process [collection, extraction, learning & classification] in milliseconds with extreme
accuracy. Cylance uses feeds to collect millions of files from a plethora of industry sources,
extracting over 20,000 attributes from these files. These attributes are learned by Cylance
through normalization and conversion to numerical values that can then be used in statistical
models. Machine learning is applied during the learning phase, which delivers a set of models
that can predict whether a file is valid or malicious. Any unknown files are then classified.

(See Forcepoint, Forcepoint Advanced Malware Detection Appliance 3.4 at 4,
https://www.forcepoint.com/sites/defaul t/files/resources/files/brochure_forcepoint_
advanced malware detection_appliance_en.pdf).

267. Additionaly, the resulting data “from the feature extraction is . . . vectorized and
used to train the machine learning.” On information and belief, Cylance’ s static analysis similarly
generates a feature vector from the static data points during the classification process. (See
Blackberry, CylancePROTECT, Malware Execution Control at 2,
https://www.bl ackberry.com/content/dam/cyl ance/documents/pdf/pdf-feature-focus-protect-
malware-control.pdf). For example, the Accused Products, implementing the Cylance static
analysis, uses“any static element you can pull from memory or disc into memory: filesize, signing
attributes, string data, icon, imports, permissions in a data section, packers, compiler type and
language, headers, directories, and the presence or absence of features in combination.” During
the classification process, the Accused Products generate a “feature vector” using “extracted

properties’ from thefile:
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(See Skylight Cyber, Cylance, | Kill You!, https.//skylightcyber.com/2019/07/18/cylance-i-kill-
you/)

268. As explained above, the Accused Products implement Cylance's static analysis
(e.g., through the use of a set of models provided to the appliance), which uses a “math model
[that] trains on an immense data set from both safe and unsafe executabl e filesin Windows, Mac,
and Linux frameworks. The algorithm breaks down these files into their fundamental building

blocks, and then examines millions of characteristics of each file.”

(See Blackberry, CylancePROTECT, Malware Execution Control at 2,
https://www.blackberry.com/content/dam/cyl ance/documents/pdf/pdf-feature-focus-protect-

malware-control.pdf.)

(See Skylight Cyber, Cylance, | Kill You!, https://skylightcyber.com/2019/07/18/cylance-i-kill-

you/)
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269. The Accused Products implement Cylance's static analysis as part of the
classification process. When that occurs “ extracted properties’ are turned “into a feature vector.”
On information and belief, there “are thousands of lines of code handling this transformation, but
the overall logic is the same: the engine takes an input property and compares it against a known
value or alist of values. One comparison for examples compares the TimeDateStamp field from
the File Header of the PE file against alist of 3523 different ranges of timestamps. Depending on
what range the timestamp falls into, the engine executes a certain action. That action isreally just
a sequence of instructions to increment or decrement values of the feature vector. Each action can

affect one or more values, and thelist of instructionsis stored in the model’ s data.”

(See Skylight Cyber, Cylance, | Kill You!, https://skylightcyber.com/2019/07/18/cylance-i-kill-
you/)
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(See  Blackberry, CylancePROTECT  Malware  Execution  Control a 2
https://www.blackberry.com/content/dam/cyl ance/documents/pdf/pdf -feature-focus-protect-
malware-control.pdf)

270. The Accused Products include “at least one processor configured to perform
operation of . . . evaluating the feature vector using a machine learning model to determine
whether the executablefilefitsinto one of the categories of files.” For example, as explained above,
the Accused Products use Cylance's static analysis in which “files are put through a four-phase
machine learning process (collection, extraction, learning & classification)” and “[m]achine
learning is applied during the learning phase, which delivers a set of models that can predict
whether a file is valid or malicious. Any unknown files are then classified.” (See Forcepoint,
Forcepoint: Threat Protection Appliance 34 at 4,
https://www.forcepoint.com/sites/defaul t/files/resources/files/brochure_forcepoint_
advanced_malware _detection_appliance_en.pdf.). When Forcepoint uses Cylance's static
analysis, the “feature vector” is used to “determine the score and classification of the file” by

“apply[ing] the model to the extracted feature vector.”
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CYLANCE With our highly respected partner, Cylance, files are put through a four-phase machine
learning process [collection, extraction, learning & classification] in milliseconds with extreme
accuracy. Cylance uses feeds to collect millions of files from a plethora of industry sources,
extracting over 20,000 attributes from these files. These attributes are learned by Cylance
through normalization and conversion to numerical values that can then be used in statistical
models. Machine learning is applied during the learning phase, which delivers a set of models
that can predict whether a file is valid or malicious. Any unknown files are then classified.

(See Forcepoint, Forcepoint: Threat Protection Appliance 3.4 at 4,

https://www.forcepoint.com/sites/defaul t/files/resources/files/brochure_forcepoint_

advanced_malware_detection_appliance_en.pdf.)

(See Skylight Cyber, Cylance, | Kill You!, https://skylightcyber.com/2019/07/18/cylance-i-kill-
you/)
271. Each clam in the 869 Patent recites an independent invention. Neither claim 46,

described above, nor any other individual claim isrepresentative of al claimsin the ' 869 Patent.

272. Forcepoint has been aware of the '869 Patent since at least the filing of this

Amended Complaint.

273. Defendant directly infringes at least claim 46 of the '869 Patent, either literally or
under the doctrine of equivalents, by practicing the elements described above. For example, on
information and belief, Defendant makes and uses the claimed system in an infringing manner as
described above by running this software and system to protect its own computer and network
operations. On information and belief, Defendant also makes and uses the claimed system in an

infringing manner when testing the operation of the Accused Products and corresponding systems.
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As another example, Defendant makes and uses the claimed system when providing or

administering services to third parties, customers, and partners using the Accused Products.

274. Defendant’s partners, customers, and end users of its Accused Products and
corresponding systems and services directly infringe at least claim 46 of the ' 869 Patent, literally
or under the doctrine of equivalents, at least by using the Accused Products and corresponding
systems and services, as described above.

275. Defendant has actively induced and is actively inducing infringement of at least
claim 46 of the’869 patent with specific intent to induce infringement, and/or willful blindness to
the possibility that its acts induce infringement, in violation of 35 U.S.C. § 271(b). For example,
Defendant encourages and induces customers with specific intent to use Forcepoint’s security
software in a manner that infringes claim 46 of the ' 869 patent at least by offering and providing
software and/or hardware that embodies the system that infringes claim 46 when installed and
operated by the customer, and by engaging in activities relating to selling, marketing, advertising,
promoation, installation, support, and distribution of the Accused Products, including the activities
described below.

276. Defendant encourages, instructs, directs, and/or requires third parties — including
its certified partners and/or customers — to practice the claims using the software, services, and
systems in infringing ways, as described above.

277. Defendant further encourages and induces its customers to infringe claim 46 of the
'869 patent: 1) by making its security services available on its website, providing applications that
allow users to access those services, widely advertising those services, and providing technical
support and instructions to users, and 2) through activities relating to marketing, advertising,

promoation, installation, support, and distribution of the Accused Products, including its Forcepoint
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security software, and services in the  United States. See, eg.,
https://www.websense.com/content/support/library/amd-op/v10/install/manager-install.pdf;
https://www.websense.com/content/support/library/ngfw/v67/install/ngfw_670 ig a en-us.pdf;
https.//www.websense.com/content/support/library/endpoint/v20/install ation.pdf;
https://www.forcepoint.com/sites/defaul t/fil es/resources/brochures/guide-sase-gui de-to-

278. For example, on information and belief, Defendant shares instructions, guides, and
manual s, which advertise and instruct third parties on how to use the software as described above,
including at least customers and partners. 1d. On further information and belief, Defendant also
provides customer service and technical support to purchasers of the Accused Products and
corresponding systems and services, which directs and encourages customers to perform certain
actions that deploy and use the Accused Products in an infringing manner. 1d.

279. Defendant and/or its partners recommend and sell the Accused Products and
provide technical support for the installation, implementation, integration, and ongoing operation
of the Accused Products for each individual customer. On information and belief, each customer
enters into a contractual relationship with Defendant and/or one of its partners, which obligates
each customer to perform certain actionsin order to use the Accused Products. Further, in order to
receive the benefit of Defendant and/or its partner’s continued technical support and their
specialized knowledge and guidance of the operability of the Accused Products, each customer
must continue to use the Accused Products in away that infringes the ’ 869 Patent.

280. Further, as the entity that provides installation, implementation, and integration of
the Accused Products in addition to ensuring the Accused Product remains operational for each

customer through ongoing technical support, on information and belief, Defendant and/or its
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partners affirmatively aid and abet each customer’s use of the Accused Products in a manner that
infringes the claimed system of, and infringes, the * 869 Patent.

281. Defendant also contributes to the infringement of the its partners, customers, and
end-users of the Accused Products by providing within the United States or importing the Accused
Products into the United States, which are for use in practicing, and under normal operation
practice, systems claimed in the Asserted Patents, constituting a material part of the inventions
claimed, and not a staple article or commodity of commerce suitable for substantial non-infringing
uses.

282. Indeed, as shown above, the Accused Products have no substantial non-infringing
uses because the accused functionality, including the machine learning static analysis and related
functionality, are integral parts of the Accused Products and must be performed for the Accused
Products to perform their intended purpose. These processes are continually running when the
system isin use and, on information and belief, cannot be removed or disabled (or, if they could,
the system would no longer suitably function for its intended purpose). Moreover, for the same
reasons, without performing each of the steps as described and shown above, or without the system
and components identified above that practice the '869 patent, that functionality could not be
performed.

283. Additionaly, the accused functionality, including the machine learning static
analysisrelated functionality described below, itself has no substantial non-infringing uses because
the components, modules and methods identified above are a necessary part of that functionality.
For example, without the Accused Products machinelearning functionality, the Accused Products
could not deploy their machine learning model to determine whether or not an object is malicious

or benign based on the object’s static features. These process are continually running when the
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system isin use and, on information and belief, cannot be removed or disabled (or, if they could,
the system would no longer function for its intended purpose). Moreover, for the same reasons,
without performing each of the steps as described and shown below, or without the system and
components identified below that practice the '869 Patent, that functionality could not be
performed.

284. In addition, as shown in the detailed analysis above, the products, systems,
modules, and methods provided by Defendant constitute a material part of the invention—indeed,
they provide al the components, modules, and features that perform the claimed methods and
systems. For example, the Accused Products and accused functionalities (including the machine
learning static analysis) constitute a material part of the inventions claimed because such analysis
is integral to the processes identified above as recited in the claims of the 869 Patent. None of
these products are staple goods—they are sophisticated and customized cyber security and
malware detection products, methods, and systems.

285. Oninformation and belief, the infringing actions of each partner, customer, and/or
end-user of the Accused Products are attributable to Defendant. For example, on information and
belief, Defendant directs and controlsthe activities or actions of its partners or othersin connection
with the Accused Products by contractual agreement or otherwise requiring partners or others to
provide information and instructions to customers who acquire the A ccused Products which, when
followed, results in infringement. Defendant further directs and controls the operation of devices
executing the Accused Products by programming the software which, when executed by a
customer or end user, perform the claimed method of at least claim 46 of the’ 869 Patent.

286. Plaintiffs have suffered and continue to suffer damages, including lost profits, asa

result of Defendant’s infringement of the '869 Patent. Defendant is therefore liable to Plaintiffs
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under 35 U.S.C. § 284 for damages in an amount that adequately compensates Plaintiffs for
Defendant’ s infringement, but no less than a reasonabl e royalty.

287. Plaintiffs will continue to suffer irreparable harm unless this Court preliminarily
and permanently enjoins Defendant, its agents, employees, representatives, and all others acting
in concert with Defendant from infringing the ’ 869 Patent.

288. Defendant’s infringement of the '869 Patent is knowing and willful. Defendant
acquired knowledge of the’ 869 Patent and of the specific conduct that constitutes infringement of
the '869 patent at least based on this Amended Complaint. Defendant continues to engage in
infringing activities after the filing of this amended complaint, including by selling, making,
configuring, and installing the Accused Products and performing the accused functionality, and by
engaging in activities that constitute inducing infringement and contributory infringement as
described above.

289. Oninformation and belief, despite Defendant’ s knowledge of the Asserted Patents,
Defendant made the deliberate decision to sell products and services that it knew infringe these
patents. Defendant’ s continued infringement of the ’ 869 Patent with knowledge of the’ 869 Patent
constitutes willful infringement.

SEVENTH CAUSE OF ACTION
(INFRINGEMENT OF THE 243 PATENT)

290. Paintiffs reallege and incorporate by reference the allegations of the preceding
paragraphs of this Amended Complaint.

291. Forcepoint has infringed and continues to infringe one or more claims of the ' 243
Patent in violation of 35 U.S.C. 8§ 271 in thisjudicial District and elsewhere in the United States
and will continue to do so unless enjoined by this Court. The Accused Products, including features

of the Forcepoint’'s Advanced Maware Detection system (as well as any other products that
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include the features described below), when used for their ordinary and customary purposes,
practice each element of at least claim 1 of the ' 243 Patent, as demonstrated below.
292. Claim 1 of the’ 243 Patent recites:

1 A method for identifying an origin of activity on a computer that is
indicative of pestware comprising:

monitoring, using a kernel-mode driver, the computer for activity that is
indicative of pestware, wherein the monitoring includes monitoring API calls and
storing a history of at least a portion of the API callsin an activity log;

analyzing, heuristically, computer activity to determine whether one or
more weighted factors associated with an activity exceeds athreshold so asto arrive
at adetermination that the activity isindicative of pestware;

identifying, based upon the activity, an object residing on the computer that
is a suspected pestware object;

accessing, in response to the identifying an object, at least a portion of a
recorded history of externally networked sources that the computer received files

from so asto identify areference to an identity of aparticular externally networked

source that the suspected pestware object originated from; and

reporting the identity of the particular externally networked source to an
externally networked pestware research entity so as to enable the externaly
networked pestware research entity to research whether the particular externally
networked source is a source of pestware.

293. The Accused Products include “a method for identifying an origin of activity on a
computer that is indicative of pestware.” For example, Forcepoint Advanced Malware Detection
(AMD) provides leading malware detection capabilities. The sandbox used by AMD is based on
an architecture that emulates and analyzes the activity of a host, including the CPU, system
memory, al input/output devices, operating system, and hardware environment. Forcepoint
Advanced Malware Detection Appliance integrates with Forcepoint Web Security and Forcepoint
Email Security gatewaysto incorporate Forcepoint Advanced Malware Detection Appliance’ srisk

assessments into one platform. An “Events section” speeds incident response with a dynamic and
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interactive screen, providing information by threat channel category such as Email, File, URL,
Network or External. Forcepoint Advanced Maware Detection Appliance’s link analysis
visualization feature provides relationships between events, sender/receiver, files and other

information.

(Forcepoint, Forcepoint Advanced Malware Detection Appliance 34,
https://www.forcepoint.com/sites/defaul t/files/resources/files/brochure_forcepoint_advanced ma
Iware_detection_appliance_en.pdf at 7)
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(Forcepoint Advanced Maware Detection Appliance 3.4,
https://www.forcepoint.com/sites/defaul t/fil es'resources/datasheets/datasheet_forcepoint_advanc
ed malware_detection.pdf at 01)

(Forcepoint, FORCEPOINT Advanced Malware Detection,
https://www.guardsense.com/datasheets/datasheet_forcepoint_advanced malware detection_|ast
line_en_O.pdf at 1)

(Forcepoint, FORCEPOINT Advanced Malware Detection,
https://www.guardsense.com/datasheets/datasheet_forcepoint_advanced_malware_detection_last
line_en_O.pdf at 2)
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(Forcepoint, FORCEPOINT Advanced Malware Detection,
https://www.guardsense.com/datasheets/datasheet_forcepoint_advanced malware detection_|ast
line_en O.pdf at 2)

Malware Interaction

Sandbox-only solutions provide a relatively static environment, limiting the malicious ‘behavior they may uncover, Because Forcepoint Advanced Malware Detection
interacts with malware, it observes every action that it might take, even when those actions are delegated to the operating system or other programs. In addition, this tool
identifies potentially malicious ‘dormant code’ that the malware does not execute,

(Forcepoint, Forcepoint Advanced Malwar e Detection, https://www.guardsense.com/AMD.asp at
2)
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(Forcepoint, Forcepoint Advanced Malware Detection Appliance 34,
https://www.forcepoint.com/sites/defaul t/files/resources/files/brochure_forcepoint_advanced ma
Iware_detection_appliance_en.pdf at 7)

(Forcepoint, Forcepoint Advanced Malware Detection Appliance 3.4,
https://www.forcepoint.com/sites/defaul t/files/resources/files/brochure forcepoint_advanced _ma
Iware_detection_appliance_en.pdf at 8)
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(Forcepoint, Forcepoint Advanced Malware Detection Appliance 3.4,
https://www.forcepoint.com/sites/defaul t/files/resources/files/brochure_forcepoint_advanced ma
Iware_detection_appliance_en.pdf at 9)

(Forcepoint, Forcepoint Advanced Malware Detection Appliance 3.4,
https://www.forcepoint.com/sites/defaul t/files/resources/files/brochure forcepoint_advanced _ma
Iware_detection_appliance_en.pdf at 10)
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294. The Accused Products include “monitoring, using a kernel-mode driver, the
computer for activity that is indicative of pestware, wherein the monitoring includes monitoring
API callsand storing a history of at least a portion of the API callsin an activity log.” For example,
Forcepoint Advanced Malware Detection Appliance utilizes Cuckoo’'s malware analysis system
with Raytheon’s defense-grade ThiNK sandboxing technologies which add dual behavioral
analysis to the static analysis processes as the sandboxing process begins with sending the file to
Cuckoo’'s malware analysis system which is able to trace API calls. Following Cuckoo’ s analysis,
thefileissent to ThINK, Raytheon’s proprietary sandbox, which isacustom hypervisor to contain

and isolate maliciousfiles.

Malware Interaction

Sandbox-only solutions provide a re
interacts with malware, it observes ever
identifies potentially malicious *"dormant c

static environment, limiting the malicious ‘behavior’ they may uncover. Because Forcepoint Advanced Malware Detection
tion that it might take, even when those actions are delegated to the operating system or other programs. In addition, this tool
de’ that the malware does

L execute.

(Forcepoint, Forcepoint Advanced Malware Detection (AMD),
https://www.guardsense.com/AMD.asp at 02)

(Forcepoint, Forcepoint Advanced Malware Detection Appliance 3.4,
https://www.forcepoint.com/sites/defaul t/files/resources/files/brochure_forcepoint_advanced ma
Iware_detection_appliance en.pdf at 1)
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(Forcepoint, Forcepoint Advanced Malware Detection Appliance 34,
https://www.forcepoint.com/sites/defaul t/files/resources/files/brochure_forcepoint_advanced ma
Iware_detection_appliance_en.pdf at 6)

(Forcepoint, Forcepoint Advanced Malware Detection Appliance 34,
https://www.forcepoint.com/sites/defaul t/fil es/resources/datasheets/datasheet_forcepoint_advanc
ed_malware_detection.pdf at 2)
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(Forcepoint, Forcepoint Advanced Malware Detection,
https://www.forcepoint.com/sites/defaul t/files/resources/datasheets/datasheet_forcepoint_advanc
ed_malware_detection.pdf at 1)

295. The Cuckoo Sandbox utilizes a kernel level driver that “logs kernel activity during
a malware execution in hooking the SSDT.” The driver also logs function calls and parameters,
along with taking “advantage of the callbacks provided by the windows API to log registry

operations and kernel components loading (drivers).”

(https://github.com/conix-security/zerOmOn)
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(https://github.com/conix-security/zerOmOn); (See also https://github.com/conix-
security/zerOmOn/bl ob/master/README.md)

296. The Accused Products include “analyzing, heuristically, computer activity to
determine whether one or more weighted factors associated with an activity exceeds a threshold
SO as to arrive at a determination that the activity is indicative of pestware.” For example,
Forcepoint Advanced Malware Detection utilizes various detection methodologies, including
behavioral sandboxing, that return independent risk scores, along with confidence information and
an overall composite score (which isassociated with alevel of risk) isdetermined, and passed back

to the submitting security applications to take action.
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(Forcepoint, Forcepoint Advanced Malware Detection Appliance 3.4,
https://www.forcepoint.com/sites/defaul t/files/resources/files/brochure_forcepoint_advanced ma
Iware_detection_appliance en.pdf at 7)
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(Forcepoint, Forcepoint Advanced Malware Detection Appliance 3.4,
https://www.forcepoint.com/sites/defaul t/files/resources/files/brochure_forcepoint_advanced ma
Iware_detection_appliance en.pdf at 3)
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(Forcepoint, Forcepoint Advanced Malware Detection Appliance 3.4,
https://www.forcepoint.com/sites/defaul t/files/resources/files/brochure_forcepoint_advanced ma
Iware_detection_appliance en.pdf at 7)

(https://www.youtube.com/watchv=hwW7NppQnCc (Time Stamp: 1:45))
297. The Accused Products include “identifying, based upon the activity, an object

residing on the computer that is a suspected pestware object.” For example, the Accused Products
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utilize a Cuckoo sandbox that performed “advanced memory analysis of [an] infected virtualized
system with integrated support for Volatility**. Followed by Cuckoo’s analysisthe file is sent to
ThiNK.” The ThiNK proprietary sandbox “executes files within a virtualized environment to

contain and isolate malicious files before they can infect production systems.”

(Forcepoint, Forcepoint Advanced Malware Detection Appliance 34,
https://www.forcepoint.com/sites/defaul t/files/resources/files/brochure_forcepoint_advanced ma
Iware_detection_appliance_en.pdf at 6)

298. Further, as noted above, various detection methodologies return independent risk
scores, along with confidence information and an overall composite scoreis determined and passed

back to the submitting security applications to take action.
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(Forcepoint, Forcepoint Advanced Malware Detection Appliance 34,
https://www.forcepoint.com/sites/defaul t/files/resources/files/brochure_forcepoint_advanced ma
Iware_detection_appliance_en.pdf at 7)

(Forcepoint, Forcepoint Advanced Malware Detection Appliance 3.4,
https://www.forcepoint.com/sites/defaul t/files/resources/files/brochure_forcepoint_advanced ma
Iware_detection_appliance en.pdf at 3)
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(Forcepoint, Forcepoint Advanced Malware Detection Appliance 34,
https://www.forcepoint.com/sites/defaul t/files/resources/files/brochure forcepoint_advanced _ma
Iware_detection_appliance_en.pdf at 3)

299. The Accused Productsinclude “accessing, in response to the identifying an object,
at least a portion of a recorded history of externally networked sour ces that the computer received
files from so as to identify a reference to an identity of a particular externally networked source
that the suspected pestware object originated from.” For example, the Accused Products “can
analyze the behavior of a wide array of malicious files (executables, document exploits, Java
applets), as well as malicious websites, in Windows, OS X, Linux, and Android virtualized

environments.”
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300. Forcepoint Advanced Malware Detection Appliance also integrates with
Forcepoint Web Security and Forcepoint Email Security gateways to incorporate Forcepoint
Advanced Malware Detection Appliance's risk assessments into one centralized platform. An
“Events section” includes a dynamic and interactive screen, providing information by threat

channel category such as Email, File, URL, Network or External.

(Forcepoint, Forcepoint Advanced Malware Detection Appliance 3.4,
https://www.forcepoint.com/sites/defaul t/files/resources/files/brochure_forcepoint_advanced ma
Iware_detection_appliance_en.pdf at 7)
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(Forcepoint, Forcepoint Advanced Malware Detection Appliance 3.4,
https://www.forcepoint.com/sites/defaul t/files/resources/files/brochure_forcepoint_advanced ma
Iware_detection_appliance_en.pdf at 8)

(Forcepoint, Forcepoint Advanced Malware Detection Appliance 3.4,
https.//www.forcepoint.com/sites/defaul t/files/resources/files/brochure forcepoint_advanced_ma
Iware_detection_appliance_en.pdf at 9)

301. The Accused Products include “reporting the identity of the particular externally
networked source to an externally networked pestware research entity so as to enable the
externally networked pestware research entity to research whether the particular externally
networked source is a source of pestware.” For example, Forcepoint's Advanced Malware
Detection engine communicates identified pestware object and other analysisresultsto an incident

response team, which further analyzes the pestware object and determines the source of the

pestware object, potentially related pestware, and various other potential threats.
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(Forcepoint, Forcepoint Advanced Malware Detection,
https://www.forcepoint.com/sites/defaul t/fil es'resources/datasheets/datasheet_forcepoint_advanc
ed malware_detection.pdf at 2)

(See Forcepoint, What is Incident Response?, https.//www.forcepoint.com/cyber-edu/incident-
response)
302. Each claim in the ' 243 Patent recites an independent invention. Neither claim 1,

described above, nor any other individual claim isrepresentative of al claimsin the’ 243 Patent.

303. Forcepoint has been aware of the ' 243 Patent since at least the date it received a

copy of this Amended Complaint.

304. Defendant directly infringes at least claim 1 of the '243 Patent, either literally or
under the doctrine of equivalents, by practicing the elements described above. For example, on
information and belief, Defendant makes and uses the claimed system in an infringing manner as
described above by running this software and system to protect its own computer and network

operations. On information and belief, Defendant also makes and uses the claimed system in an
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infringing manner when testing the operation of the Accused Products and corresponding systems.
As another example, Defendant makes and uses the claimed system when providing or

administering services to third parties, customers, and partners using the Accused Products.

305. Defendant’s partners, customers, and end users of its Accused Products and
corresponding systems and services directly infringe at least claim 1 of the’ 243 Patent, literally or
under the doctrine of equivalents, at least by using the Accused Products and corresponding
systems and services, as described above.

306. Defendant has actively induced and is actively inducing infringement of at least
claim 1 of the ' 243 Patent with specific intent to induce infringement, and/or willful blindness to
the possibility that its acts induce infringement, in violation of 35 U.S.C. § 271(b). For example,
Defendant encourages and induces customers with specific intent to use Forcepoint’s security
software in a manner that infringes claim 1 of the '243 Patent at least by offering and providing
software and/or hardware that embodies the system that infringes claim 1 when installed and
operated by the customer, and by engaging in activities relating to selling, marketing, advertising,
promoation, installation, support, and distribution of the Accused Products, including the activities
described below.

307. Defendant encourages, instructs, directs, and/or requires third parties — including
its certified partners and/or customers — to practice the claims using the software, services, and
systems in infringing ways, as described above.

308. Defendant further encourages and induces its customers to infringe claim 1 of the
'243 Patent: 1) by making its security services available on itswebsite, providing applications that
allow users to access those services, widely advertising those services, and providing technical

support and instructions to users, and 2) through activities relating to marketing, advertising,
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promotion, installation, support, and distribution of the Accused Products, including its Forcepoint
security software, and services in the  United States. See, eg.,
https://www.forcepoint.com/sites/defaul t/fil es/resources/datasheets/datasheet_forcepoint_advanc
ed _malware_detection.pdf;

https://www.forcepoint.com/sites/defaul t/files/resources/files/brochure_forcepoint_advanced ma
Iware_detection_appliance_en.pdf;

https://hel p.stonesoft.com/onlinehel p/StoneGate/ SM C/6.7.0/GUID-41D85576-7C24-4BA 8-
8605-710F52790CD8.html.

309. For example, on information and belief, Defendant shares instructions, guides, and
manual s, which advertise and instruct third parties on how to use the software as described above,
including at least customers and partners. 1d. On further information and belief, Defendant also
provides customer service and technical support to purchasers of the Accused Products and
corresponding systems and services, which directs and encourages customers to perform certain
actions that deploy and use the Accused Products in an infringing manner. 1d.

310. Defendant and/or its partners recommend and sell the Accused Products and
provide technical support for the installation, implementation, integration, and ongoing operation
of the Accused Products for each individual customer. On information and belief, each customer
enters into a contractual relationship with Defendant and/or one of its partners, which obligates
each customer to perform certain actions in order to use the Accused Products. Further, in order to
receive the benefit of Defendant and/or its partner’s continued technical support and their
specialized knowledge and guidance of the operability of the Accused Products, each customer

must continue to use the Accused Products in away that infringes the ’ 243 Patent.
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311. Further, as the entity that provides installation, implementation, and integration of
the Accused Products in addition to ensuring the Accused Product remains operational for each
customer through ongoing technical support, on information and belief, Defendant and/or its
partners affirmatively aid and abet each customer’s use of the Accused Products in a manner that
infringes the claimed system of, and infringes, the ' 243 Patent.

312. Defendant also contributes to the infringement of its partners, customers, and end-
users of the Accused Products by providing within the United States or importing the Accused
Products into the United States, which are for use in practicing, and under normal operation
practice, systems claimed in the Asserted Patents, constituting a material part of the inventions
claimed, and not a staple article or commodity of commerce suitable for substantial non-infringing
uses.

313. Indeed, as shown above, the Accused Products have no substantial non-infringing
uses because the accused functionality, including malware detection, sandboxing, and related
functionality, are integral parts of the Accused Products and must be performed for the Accused
Products to perform their intended purpose. These processes are continually running when the
system isin use and, on information and belief, cannot be removed or disabled (or, if they could,
the system would no longer suitably function for its intended purpose). Moreover, for the same
reasons, without performing each of the steps as described and shown above, or without the system
and components identified above that practice the '243 Patent, that functionality could not be
performed.

314. Additionaly, the accused functionality, including the malware detection and
sandboxing described below, itself has no substantial non-infringing uses because the components,

modules and methods identified above are a necessary part of that functionality. For example,
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without the Accused Products’ kernel level driver for monitoring API calls, the Accused Products
could not deploy sandbox features to detect malware in a computer. These processes are
continually running when the system is in use and, on information and belief, cannot be removed
or disabled (or, if they could, the system would no longer function for its intended purpose).
Moreover, for the same reasons, without performing each of the steps as described and shown
below, or without the system and components identified below that practice the ' 243 Patent, that
functionality could not be performed.

315. In addition, as shown in the detailed analysis above, the products, systems,
modules, and methods provided by Defendant constitute a material part of the invention—indeed,
they provide all the components, modules, and features that perform the claimed methods and
systems. For example, the Accused Products and accused functionalities (including the machine
learning static analysis) constitute a material part of the inventions claimed because such analysis
isintegral to the processes identified above as recited in the claims of the '243 Patent. None of
these products are staple goods—they are sophisticated and customized cyber security products,
methods, and systems.

316. Oninformation and belief, the infringing actions of each partner, customer, and/or
end-user of the Accused Products are attributable to Defendant. For example, on information and
belief, Defendant directs and controlsthe activities or actions of its partners or othersin connection
with the Accused Products by contractual agreement or otherwise requiring partners or others to
provide information and instructions to customers who acquire the A ccused Products which, when
followed, results in infringement. Defendant further directs and controls the operation of devices
executing the Accused Products by programming the software which, when executed by a

customer or end user, perform the claimed method of at least claim 1 of the ' 243 Patent.
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317. Plaintiffs have suffered and continue to suffer damages, including lost profits, asa
result of Defendant’s infringement of the ' 243 Patent. Defendant is therefore liable to Plaintiffs
under 35 U.S.C. § 284 for damages in an amount that adequately compensates Plaintiffs for
Defendant’ s infringement, but no less than a reasonabl e royalty.

318. Plaintiffs will continue to suffer irreparable harm unless this Court preliminarily
and permanently enjoins Defendant, its agents, employees, representatives, and all others acting
in concert with Defendant from infringing the ’ 243 Patent.

319. Defendant’s infringement of the '243 Patent is knowing and willful. Defendant
acquired knowledge of the’ 243 Patent and of the specific conduct that constitutes infringement of
the 243 Patent at |east when it received a copy of this Amended Complaint. Defendant continues
to engage in infringing activities after the filing of this amended complaint, including by selling,
making, configuring, and installing the Accused Products and performing the accused
functionality, and by engaging in activities that constitute inducing infringement and contributory
infringement as described above.

320. Oninformation and belief, despite Defendant’ s knowledge of the Asserted Patents,
Defendant made the deliberate decision to sell products and services that it knew infringe these
patents. Defendant’ s continued infringement of the ’ 243 Patent with knowledge of the’ 243 Patent
constitutes willful infringement.

EIGHTH CAUSE OF ACTION
(INFRINGEMENT OF THE '932 PATENT)

321. Plaintiffs reallege and incorporate by reference the allegations of the preceding
paragraphs of this Amended Complaint.
322. Forcepoint has infringed and continues to infringe one or more claims of the '932

Patent in violation of 35 U.S.C. 8§ 271 in this judicial District and elsewhere in the United States
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and will continue to do so unless enjoined by this Court. The Accused Products, including features
of the Forcepoint’s Advanced Malware Detection system (as well as any other products that
include the features described below), when used for their ordinary and customary purposes,
practice each element of at least claim 1 of the 932 Patent, as demonstrated below.

323. Claim 1 of the'932 Patent recites:

1 A method for identifying an origin of activity on a computer that is
indicative of pestware comprising:

monitoring, using akernel-mode driver, API call activity on the computer;
storing information related to the API call activity in alog;

analyzing, heuristically, the API call activity to determine whether one or
more weighted factors associated with the API call activity exceeds a threshold;

identifying, based upon the API call activity, a suspected pestware object
on the computer;

identifying, in response to the identifying the suspected pestware object, a
referenceto anidentity of an externally networked source of the suspected pestware
object; and

reporting the identity of the externally networked source to an externally
networked pestware research entity, wherein

the identity of the externally networked source is selected from a group
consisting of an |.P. address, a URL, an email client and a program.

324. The Accused Products include “a method for identifying an origin of activity on a
computer that is indicative of pestware.” For example, Forcepoint Advanced Maware Detection
(AMD) provides malware detection capabilities. The sandbox used by AMD is based on a unique
architecture that emulates and analyzes the activity of a host, including the CPU, system memory,
al input/output devices, a complete operating system, and hardware environment. Forcepoint
Advanced Malware Detection Appliance integrates with Forcepoint Web Security and Forcepoint

Email Security gatewaysto incorporate Forcepoint Advanced Malware Detection Appliance’ srisk
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assessments into one platform. An “Events section” facilitates incident response with a user
interface, providing information by threat channel category such as Email, File, URL, Network or

External.

(Forcepoint, Forcepoint Advanced Malware Detection Appliance 34,
https://www.forcepoint.com/sites/defaul t/files/resources/files/brochure_forcepoint_advanced ma
Iware_detection_appliance_en.pdf at 7)

(Forcepoint Advanced Maware Detection Appliance 3.4,
https://www.forcepoint.com/sites/defaul t/fil es/resources/datasheets/datasheet_forcepoint_advanc
ed_malware_detection.pdf at 01)
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(Forcepoint, FORCEPOINT Advanced Malware Detection,
https://www.guardsense.com/datasheets/datasheet_forcepoint_advanced malware detection_|ast
line_en O.paf at 1)

(Forcepoint, FORCEPOINT Advanced Malware Detection,
https://www.guardsense.com/datasheets/datasheet_forcepoint_advanced malware detection_|ast
line_en O.pdf at 2)

(Forcepoint, FORCEPOINT Advanced Malware Detection,
https://www.guardsense.com/datasheets/datasheet_forcepoint_advanced malware detection |ast
line_en O.pdf at 2)
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Malware Interaction
Sandbox-only solutions provide a relatively static environment, limiting the malicious ‘behavior’ they may uncover. Because Forcepoint Advanced Malware Detection
interacts with malware, it observes every action that it might take, even when those actions are delegated to the operating system or other programs. In addition, this tool

identifies potentially malicious ‘dormant code’ that the malware does not execute.

(Forcepoint, Forcepoint Advanced Malwar e Detection, https://www.guardsense.com/AMD.asp at
2)

(Forcepoint, Forcepoint Advanced Malware Detection Appliance 3.4,
https://www.forcepoint.com/sites/defaul t/files/resources/files/brochure forcepoint_advanced _ma
Iware_detection_appliance_en.pdf at 8)

(Forcepoint, Forcepoint Advanced Malware Detection Appliance 3.4,
https://www.forcepoint.com/sites/defaul t/files/resources/files/brochure forcepoint_advanced _ma
Iware_detection_appliance_en.pdf at 9)
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(Forcepoint, Forcepoint Advanced Malware Detection Appliance 3.4,
https://www.forcepoint.com/sites/defaul t/files/resources/files/brochure_forcepoint_advanced ma
Iware_detection_appliance_en.pdf at 10)

325. The Accused Products include “monitoring, using a kernel-mode driver, API call
activity on the computer.” For example, Forcepoint Advanced Maware Detection Appliance
utilizes Cuckoo’s malware analysis system with Raytheon’s defense-grade ThiNK, sandboxing
technol ogies which adds dual behavioral analysisto the static analysis processes as the sandboxing
process begins with sending the file to Cuckoo’s malware analysis system which can analyze the
behavior of awide array of malicious files and is able to trace API calls, followed by Cuckoo’s
analysis, thefileis sent to ThINK, Raytheon’s proprietary sandbox, which is a custom hypervisor

to contain and isolate malicious files before they can infect production systems.

Malware Interaction

Sandbox-only solutions provide a
interacts with malware, it observe
identifies potentially malicious ‘do

atic environment, limiting the malicious 'behavior’ they may uncover. Because Forcepoint Advanced Malware Detection
on that it might take, even when those actions are delegated to the operating system or other programs. In addition, this tool
" that the malware does not execute.

(Forcepoint, Forcepoint Advanced Malware Detection (AMD),
https://www.guardsense.com/AMD.asp at 02)
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(Forcepoint, Forcepoint Advanced Malware Detection Appliance 34,
https://www.forcepoint.com/sites/defaul t/files/resources/files/brochure_forcepoint_advanced ma
Iware_detection_appliance_en.pdf at 1)

(Forcepoint, Forcepoint Advanced Malware Detection Appliance 34,
https://www.forcepoint.com/sites/defaul t/files/resources/files/brochure forcepoint_advanced _ma
Iware_detection_appliance_en.pdf at 6)

163



Case 6:22-cv-00243-ADA-DTG Document 121 Filed 12/09/22 Page 164 of 338

(Forcepoint, Forcepoint Advanced Malware Detection Appliance 34,
https://www.forcepoint.com/sites/defaul t/fil es/resources/datasheets/datasheet_forcepoint_advanc
ed_malware_detection.pdf at 2)

(Forcepoint, Forcepoint Advanced Malware Detection,
https://www.forcepoint.com/sites/defaul t/fil es/resources/datasheets/datasheet_forcepoint_advanc
ed_malware_detection.pdf at 1)

326. With the use of the Cuckoo sandbox, the Accused Products use a kernel-mode

driver to monitor various activities on the computer, including API calls.
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(https:.//github.com/conix-security/zerOmOn)

(https://github.com/conix-security/zerOmOn); (See also https://github.com/conix-
security/zerOmOn/blob/master/README.md)

327. The Accused Productsinclude “ storing information related to the API call activity
in alog.” For example, the Forcepoint Advanced Maware Detection system monitors API call
activity, among other events and threats, and stores the corresponding data in alog. For instance,
the Cuckoo sandbox includes a driver that “logs kernel activity during a malware execution in
hooking the SSDT, overwriting the pointers to new functions in order to log the calls and
parameters. It also takes advantage of the callbacks provided by the windows API to log registry

operations and kernel components loading (drivers).”

165



Case 6:22-cv-00243-ADA-DTG Document 121 Filed 12/09/22 Page 166 of 338

(https://github.com/conix-security/zerOmOn)

(https://github.com/conix-security/zerOmOn; see also https://github.com/conix-
security/zerOmOn/blob/master/README.md)
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(Forcepoint, Forcepoint Advanced Malware Detection,
https://www.forcepoint.com/sites/defaul t/fil es/resources/datasheets/datasheet_forcepoint_advanc
ed_malware_detection.pdf at 1)

328. The Accused Products include “analyzing, heuristically, the API call activity to
determine whether one or more weighted factors associated with the API call activity exceeds a
threshold.” For example, Forcepoint Advanced Maware Detection utilizes Cuckoo's malware
analysis system which can analyze the behavior of a wide array of malicious files and is able to
trace API calls. Further, to identify threats, various detection methodologies return independent
risk scores, along with confidence information and an overall composite score is determined and

passed back to the submitting security applications to take action.

167



Case 6:22-cv-00243-ADA-DTG Document 121 Filed 12/09/22 Page 168 of 338

(Forcepoint, Forcepoint Advanced Malware Detection Appliance 34,
https://www.forcepoint.com/sites/defaul t/files/resources/files/brochure forcepoint_advanced _ma
Iware_detection_appliance_en.pdf at 3)
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(Forcepoint, Forcepoint Advanced Malware Detection Appliance 34,
https://www.forcepoint.com/sites/defaul t/files/resources/files/brochure_forcepoint_advanced ma
Iware_detection_appliance_en.pdf at 6)
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(Forcepoint, Forcepoint Advanced Malware Detection Appliance 34,
https://www.forcepoint.com/sites/defaul t/files/resources/files/brochure_forcepoint_advanced ma
Iware_detection_appliance_en.pdf at 7)

(Forcepoint, Forcepoint Advanced Malware Detection Appliance 3.4,
https://www.forcepoint.com/sites/defaul t/files/resources/files/brochure_forcepoint_advanced ma
Iware_detection_appliance en.pdf at 8)

329. The Accused Products include “identifying, based upon the API call activity, a
suspected pestwar e object on the computer.” For example, the Accused Products utilize a Cuckoo
sandbox that performed “advanced memory analysis of [an] infected virtualized system with
integrated support for Volatility**. Followed by Cuckoo’ s analysisthefileis sent to ThiNK.” The
ThiNK proprietary sandbox that “executes files within a virtualized environment to contain and

isolate malicious files before they can infect production systems.”
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(Forcepoint, Forcepoint Advanced Malware Detection Appliance 34,
https://www.forcepoint.com/sites/defaul t/files/resources/files/brochure forcepoint_advanced _ma
Iware_detection_appliance_en.pdf at 6)

(Forcepoint, Forcepoint Advanced Malware Detection Appliance 34,
https://www.forcepoint.com/sites/defaul t/files/resources/files/brochure_forcepoint_advanced ma
Iware_detection_appliance_en.pdf at 7)
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(Forcepoint, Forcepoint Advanced Malware Detection Appliance 34,
https://www.forcepoint.com/sites/defaul t/files/resources/files/brochure_forcepoint_advanced ma
Iware_detection_appliance_en.pdf at 8)

(Forcepoint, Forcepoint Advanced Malware Detection Appliance 34,
https://www.forcepoint.com/sites/defaul t/files/resources/files/brochure forcepoint_advanced _ma
Iware_detection_appliance_en.pdf at 3)

330. The Accused Products include “identifying, in response to the identifying the
suspected pestware object, a reference to an identity of an externally networked source of the
suspected pestware object.” For example, the Accused Products “can analyze the behavior of a
wide array of malicious files (executables, document exploits, Java applets), as well as malicious

websites, in Windows, OS X, Linux, and Android virtualized environments.”

172



Case 6:22-cv-00243-ADA-DTG Document 121 Filed 12/09/22 Page 173 of 338

331. Forcepoint Advanced Malware Detection Appliance also integrates with
Forcepoint Web Security and Forcepoint Email Security gateways to incorporate Forcepoint
Advanced Malware Detection Appliance's risk assessments into one centralized platform. An
“Events section” includes a dynamic and interactive screen, providing information by threat

channel category such as Email, File, URL, Network or External.

(Forcepoint, Forcepoint Advanced Malware Detection Appliance 3.4,
https://www.forcepoint.com/sites/defaul t/files/resources/files/brochure_forcepoint_advanced ma
Iware_detection_appliance_en.pdf at 7)
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(Forcepoint, Forcepoint Advanced Malware Detection Appliance 3.4,
https://www.forcepoint.com/sites/defaul t/files/resources/files/brochure_forcepoint_advanced ma
Iware_detection_appliance_en.pdf at 8)

(Forcepoint, Forcepoint Advanced Malware Detection Appliance 34,
https://www.forcepoint.com/sites/defaul t/files/resources/files/brochure_forcepoint_advanced ma
Iware detection_appliance_en.pdf at 9)

332. The Accused Products include “reporting the identity of the externally networked
sourceto an externally networ ked pestwar e resear ch entity.” For example, Forcepoint’s Advanced
Malware Detection engine communicates identified pestware object and other analysis results to
an incident response team, which further analyzes the pestware object and results in order to

determine the source of the pestware object, potentially related pestware, and various other

potential threats.
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(Forcepoint, Forcepoint Advanced Malware Detection,
https://www.forcepoint.com/sites/defaul t/fil es'resources/datasheets/datasheet_forcepoint_advanc
ed maware detection.pdf at 1-2)

(See Forcepoint, What is Incident Response?, https.//www.forcepoint.com/cyber-edu/incident-
response)
333. The Accused Products include “wherein the identity of the externally networked

source is selected from a group consisting of an |.P. address, a URL, an email client and a
program.” For example, Forcepoint Advanced Malware Detection Appliance integrates with
Forcepoint Web Security and Forcepoint Email Security gateways to incorporate Forcepoint
Advanced Malware Detection Appliance's risk assessments into a centralized platform. An
“Events section” provides information by threat channel category such as Email, File, URL,
Network or External. Forcepoint’s Advanced Maware Detection includes an interface that may
identify URL s associated with the identified pestware. The analysis also allows I T administrators
to respond accordingly to the source of the pestware, such as by “[c]hoog[ing] to ignore certain

filetypesor URLS.”

176



Case 6:22-cv-00243-ADA-DTG Document 121 Filed 12/09/22 Page 177 of 338

(Forcepoint, Forcepoint Advanced Malware Detection (AMD),
https://www.forcepoint.com/sites/defaul t/files/resources/files/brochure_forcepoint_advanced ma
Iware_detection_appliance_en.pdf at 7)

(Forcepoint, Forcepoint Advanced Malware Detection (AMD),
https://www.forcepoint.com/sites/defaul t/files/resources/files/brochure_forcepoint_advanced ma
Iware_detection_appliance_en.pdf at 8)
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(Forcepoint, Forcepoint Advanced Malware Detection Appliance 34,
https://www.forcepoint.com/sites/defaul t/files/resources/files/brochure forcepoint_advanced _ma
Iware_detection_appliance_en.pdf at 9)

334. Each claim in the '932 Patent recites an independent invention. Neither claim 1,

described above, nor any other individual claim isrepresentative of al claimsin the ' 932 Patent.

335. Forcepoint has been aware of the *932 Patent since at least the date it received a

copy of this Amended Complaint.

336. Defendant directly infringes at least claim 1 of the '932 Patent, either literally or
under the doctrine of equivalents, by practicing the elements described above. For example, on
information and belief, Defendant makes and uses the claimed system in an infringing manner as
described above by running this software and system to protect its own computer and network
operations. On information and belief, Defendant also makes and uses the claimed system in an

infringing manner when testing the operation of the Accused Products and corresponding systems.
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As another example, Defendant makes and uses the claimed system when providing or

administering services to third parties, customers, and partners using the Accused Products.

337. Defendant’s partners, customers, and end users of its Accused Products and
corresponding systems and services directly infringe at least claim 1 of the’ 932 Patent, literally or
under the doctrine of equivalents, at least by using the Accused Products and corresponding
systems and services, as described above.

338. Defendant has actively induced and is actively inducing infringement of at least
claim 1 of the 932 Patent with specific intent to induce infringement, and/or willful blindness to
the possibility that its acts induce infringement, in violation of 35 U.S.C. § 271(b). For example,
Defendant encourages and induces customers with specific intent to use Forcepoint’s security
software in a manner that infringes claim 1 of the '932 Patent at least by offering and providing
software and/or hardware that embodies the system that infringes claim 1 when installed and
operated by the customer, and by engaging in activities relating to selling, marketing, advertising,
promoation, installation, support, and distribution of the Accused Products, including the activities
described below.

339. Defendant encourages, instructs, directs, and/or requires third parties — including
its certified partners and/or customers — to practice the claims using the software, services, and
systems in infringing ways, as described above.

340. Defendant further encourages and induces its customers to infringe claim 1 of the
'932 Patent: 1) by making its security services available on itswebsite, providing applications that
allow users to access those services, widely advertising those services, and providing technical
support and instructions to users, and 2) through activities relating to marketing, advertising,

promoation, installation, support, and distribution of the Accused Products, including its Forcepoint
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security software, and services in the  United States. See, eg.,
https://www.forcepoint.com/sites/defaul t/fil es/resources/datasheets/datasheet_forcepoint_advanc
ed _malware_detection.pdf;

https://www.forcepoint.com/sites/defaul t/files/resources/files/brochure_forcepoint_advanced ma
Iware_detection_appliance_en.pdf;

https://hel p.stonesoft.com/onlinehel p/StoneGate/ SM C/6.7.0/GUID-41D85576-7C24-4BA 8-
8605-710F52790CD8.html.

341. For example, on information and belief, Defendant shares instructions, guides, and
manual s, which advertise and instruct third parties on how to use the software as described above,
including at least customers and partners. 1d. On further information and belief, Defendant also
provides customer service and technical support to purchasers of the Accused Products and
corresponding systems and services, which directs and encourages customers to perform certain
actions that deploy and use the Accused Products in an infringing manner. 1d.

342. Defendant and/or its partners recommend and sell the Accused Products and
provide technical support for the installation, implementation, integration, and ongoing operation
of the Accused Products for each individual customer. On information and belief, each customer
enters into a contractual relationship with Defendant and/or one of its partners, which obligates
each customer to perform certain actions in order to use the Accused Products. Further, in order to
receive the benefit of Defendant and/or its partner’s continued technical support and their
specialized knowledge and guidance of the operability of the Accused Products, each customer
must continue to use the Accused Products in away that infringes the ’ 932 Patent.

343. Further, as the entity that provides installation, implementation, and integration of

the Accused Products in addition to ensuring the Accused Product remains operational for each
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customer through ongoing technical support, on information and belief, Defendant and/or its
partners affirmatively aid and abet each customer’s use of the Accused Products in a manner that
infringes the claimed system of, and infringes, the * 932 Patent.

344. Defendant also contributes to the infringement of its partners, customers, and end-
users of the Accused Products by providing within the United States or importing the Accused
Products into the United States, which are for use in practicing, and under normal operation
practice, systems claimed in the Asserted Patents, constituting a material part of the inventions
claimed, and not a staple article or commodity of commerce suitable for substantial non-infringing
uses.

345. Indeed, as shown above, the Accused Products have no substantial non-infringing
uses because the accused functionality, including malware detection, sandboxing, and related
functionality, are integral parts of the Accused Products and must be performed for the Accused
Products to perform their intended purpose. These processes are continually running when the
system isin use and, on information and belief, cannot be removed or disabled (or, if they could,
the system would no longer suitably function for its intended purpose). Moreover, for the same
reasons, without performing each of the steps as described and shown above, or without the system
and components identified above that practice the '932 Patent, that functionality could not be
performed.

346. Additionaly, the accused functionality, including the malware detection and
sandboxing described below, itself has no substantial non-infringing uses because the components,
modules and methods identified above are a necessary part of that functionality. For example,
without the Accused Products’ kernel level driver for monitoring API calls, the Accused Products

could not deploy sandbox features to detect malware in a computer. These processes are
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continually running when the system is in use and, on information and belief, cannot be removed
or disabled (or, if they could, the system would no longer function for its intended purpose).
Moreover, for the same reasons, without performing each of the steps as described and shown
below, or without the system and components identified below that practice the’ 932 Patent, that
functionality could not be performed.

347. In addition, as shown in the detailed analysis above, the products, systems,
modules, and methods provided by Defendant constitute a material part of the invention—indeed,
they provide all the components, modules, and features that perform the claimed methods and
systems. For example, the Accused Products and accused functionalities (including the machine
learning static analysis) constitute a material part of the inventions claimed because such analysis
isintegral to the processes identified above as recited in the claims of the 932 Patent. None of
these products are staple goods—they are sophisticated and customized cyber security products,
methods, and systems.

348. Oninformation and belief, the infringing actions of each partner, customer, and/or
end-user of the Accused Products are attributable to Defendant. For example, on information and
belief, Defendant directs and controlsthe activities or actions of its partners or othersin connection
with the Accused Products by contractual agreement or otherwise requiring partners or others to
provide information and instructions to customers who acquire the A ccused Products which, when
followed, results in infringement. Defendant further directs and controls the operation of devices
executing the Accused Products by programming the software which, when executed by a
customer or end user, perform the claimed method of at least claim 1 of the ’ 932 Patent.

349. Plaintiffs have suffered and continue to suffer damages, including lost profits, asa

result of Defendant’s infringement of the 932 Patent. Defendant is therefore liable to Plaintiffs
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under 35 U.S.C. § 284 for damages in an amount that adequately compensates Plaintiffs for
Defendant’ s infringement, but no less than a reasonabl e royalty.

350. Plaintiffs will continue to suffer irreparable harm unless this Court preliminarily
and permanently enjoins Defendant, its agents, employees, representatives, and all others acting
in concert with Defendant from infringing the ’ 932 Patent.

351. Defendant’s infringement of the '932 Patent is knowing and willful. Defendant
acquired knowledge of the’ 932 Patent and of the specific conduct that constitutes infringement of
the '932 Patent at |east when it received a copy of this Amended Complaint. Defendant continues
to engage in infringing activities after the filing of this amended complaint, including by selling,
making, configuring, and installing the Accused Products and performing the accused
functionality, and by engaging in activities that constitute inducing infringement and contributory
infringement as described above.

352. Oninformation and belief, despite Defendant’ s knowledge of the Asserted Patents,
Defendant made the deliberate decision to sell products and services that it knew infringe these
patents. Defendant’ s continued infringement of the * 932 Patent with knowledge of the’ 932 Patent
constitutes willful infringement.

PRAYER FOR RELIEF

WHEREFORE, Plaintiffs respectfully request the following relief:

a) That this Court adjudge and decree that Defendant has been, and is currently,
infringing each of the Asserted Patents;

b) That this Court award damages to Plaintiffs to compensate them for Defendant’s

past infringement of the Asserted Patents, through the date of trial in this action;
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d)

f)

Q)

h)

That this Court award pre- and post-judgment interest on such damages to
Plaintiffs;

That this Court order an accounting of damagesincurred by Plaintiffsfrom six years
prior to the date this lawsuit was filed through the entry of afinal, non-appealable
judgment;

That this Court determine that this patent infringement case is exceptional and
award Plaintiffs their costs and attorneys' feesincurred in this action;

That this Court award increased damages under 35 U.S.C. § 284;

That this Court preliminarily and permanently enjoin Defendant from infringing
any of the Asserted Patents,

That this Court order Defendant to:

(i) recal and collect from all persons and entities that have purchased any and all
products found to infringe any of the Asserted Patents that were made, offered for
sale, sold, or otherwise distributed in the United States by Defendant or anyone
acting on their behalf;

(i)  destroy or deliver al such infringing products to Plaintiffs;

(iii)  revokeall licensesto all such infringing products;

(iv)  disable all web pages offering or advertising all such infringing products;
(V) destroy all other marketing materialsrelating to all such infringing products;
(vi) disableall applications providing accessto all such infringing software; and

(vii)  destroy al infringing software that exists on hosted systems,
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i) That this Court, if it declines to enjoin Defendant from infringing any of the
Asserted Patents, award damages for future infringement in lieu of an injunction;
and

), That this Court award such other relief as the Court deems just and proper.

DEMAND FOR JURY TRIAL

Plaintiffs respectfully requests atrial by jury on all issues triable thereby.

DATED: October 28, 2022
By:/d/ Jeffrey D. Mills
Jeffrey D. Mills
Texas Bar No. 24034203
KING & SPALDINGLLP
500 West Second St.
Suite 1800
Austin, Texas 78701
Telephone: (512) 457-2027
Facsimile: (512) 457-2100
jmills@kslaw.com

Mark D. Siegmund
STECKLER WAYNE
CHERRY & LovE,PLLC
8416 Old McGregor Rd.
Waco, Texas 76712
Telephone: (254) 651-3690
Facsimile: (254) 651-3689
mark@swclaw.com

Steve Sprinkle

Texas Bar No. 00794962
SPRINKLE IPLAW GROUP, P.C.
1301 W. 25th Street, Suite 408
Austin, Texas 78705

Telephone: 512-637-9220
ssprinkle@sprinklelaw.com

Christopher C. Campbell (DC Bar No. 444262)
Patrick M. Lafferty (pro hac vice)

KING & SPALDINGLLP

1700 Pennsylvania Avenue, NW

Suite 200
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Washington, DC 20006
Telephone: (202) 626-5578
Facsimile: (202) 626-3737
ccampbell @kslaw.com
plafferty @kslaw.com

Britton F. Davis (pro hac vice)
Brian Eutermoser (pro hac vice)
KING & SPALDINGLLP
1401 Lawrence Street

Suite 1900

Denver, CO 80202

Telephone: (720) 535-2300
Facsimile: (720) 535-2400
bfdavis@kslaw.com
beutermoser@kslaw.com

Attorneys for Plaintiffs Open Text, Inc. and

Webroot, Inc.

CERTIFICATE OF SERVICE

A true and correct copy of the foregoing instrument was served or delivered electronically

viathe U.S. District Court ECF filing system to all counsel of record on this 28th day of October,

2022.
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METHODS AND APPARATUS FOR DEALING
WITH MALWARE

This application is a continuation of U.S. application Ser.
No. 11/477,807 filed Jun. 30, 2006, which claims priority to
United Kingdom Application No. 0513375.6, filed Jun. 30,
2005. The entirety of all of the above-listed Applications are
incorporated herein by reference.

The present invention relates generally to methods and
apparatus for dealing with malware. In one aspect, the present
invention relates to a method and apparatus for classifying a
computer object as malware. In another aspect, the present
invention relates to a method and apparatus for determining
the protection that a remote computer has from malware. In
another aspect, the present invention relates to a method and
apparatus for classifying a computer object as malware or as
safe. In another aspect, the present invention relates to a
method of installing software on a computer.

The term “malware” is used herein to refer generally to any
executable computer file or, more generally “object”, that is
or contains malicious code, and thus includes viruses, Tro-
jans, worms, spyware, adware, etc. and the like.

A typical anti-malware product, such as anti-virus scan-
ning software, scans objects or the results of an algorithm
applied to the object or part thereof to look for signatures in
the object that are known to be indicative of the presence of a
virus. Generally, the method of dealing with malware is that
when new types of malware are released, for example via the
Internet, these are eventually detected. Once new items of
malware have been detected, then the service providers in the
field generate signatures that attempt to deal with these and
these signatures are then released as updates to their anti-
malware programs. Heuristic methods have also been
employed.

These systems work well for protecting against known
malicious objects. However, since they rely on signature files
being generated and/or updated, there is inevitably a delay
between a new piece of malware coming into existence or
being released and the signatures for combating that malware
being generated or updated and supplied to users. Thus, users
are at risk from new malware for a certain period of time
which might be up to a week or even more. Moreover, in order
to try to defeat anti-virus products, the malware writers use
obfuscation techniques in order to attempt to hide the signa-
ture or signature base data of the virus code from detection.
Typically, the obfuscation involves encrypting or packing the
viral code.

WO-A-2004/097602 describes a system that analyses
computer files received or generated by a local computer and

compares these with a database of known files to determine 5

whether a particular file is known and if so whether it has been
known about long enough that it can be regarded as “safe”.
However, in practice, on its own this is not likely to provide
for adequate protection because, for example, the active pay-

load of a virus or Trojan may only be programmed to activate :

ata particular date, or upon receiving a message or instruction
from alocal or remote system or process, or on the occurrence
of a particular event that may be many months or even years
after the process has been first run or is released. Thus, just
looking at the age of a file is an unsatisfactory way of deter-
mining whether it is properly safe and will remain so.

In the system of US-A-2004/0083408, a worm in a file is
detected by examining connection attempts made by the spe-
cific file running on a computer.

U.S. Pat. No. 6,944,772, U.S. Pat. No. 6,772,346, EP-A-
1549012 and EP-A-1280040 all disclose “community-
based” anti-malware systems in which a plurality of “local”
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computers all connect via a network (which may be alLAN or
the Internet, for example) to a central computer. On encoun-
tering a file that is not already known to them, the local
computers send a request to the central computer for autho-
risation to run the file. If the file is recognised at the central
computer, then the central computer can send permission for
the local computer to run the file if the file is known to be safe
or send a “deny” command if the file is known to be mali-
cious. However, in each of these prior art proposals, if the file
is not known at the central computer, then the whole file is
sent to the central computer where it can be analysed to
determine whether it should be regarded as safe or malware.
Such analysis is typically carried out manually or “semi-
manually” by subjecting the file to detailed analysis, for
example by emulation or interpretation, which can still take
days given the human involvement that is typically required.
There is therefore still a considerable period of time before a
new fileis classified as safe or as malware. In the case of these
prior art systems, the request for authorisation to run the file
that is sent by a local computer to the central computer may
comprise sending a checksum or “signature” or “key” that
uniquely represents the file.

A similar community-based anti-malware system is dis-
closed in WO-A-02/33525. In this system, in the case that a
local computer is seeking clearance to run a file that is not
known by the central computer to be safe or malware, some
limited audit information about the prevalence of the file on
other local computers can be sent to a human system admin-
istrator associated with the local computer that is seeking
permission to run the file. The human system administrator
can therefore make a better informed though still “manual”
decision as to whether or not the file is safe to run.

In the system of US-A-2004/0073810, a metafile contain-
ing data about an attachment or other transmitted file is sent to
a central computer. The data about that file is analysed to
determine a likelihood of the transmitted file being malware.
A specific example given is that if the transmitted file has been
transmitted via at least a certain number of servers, then it
should be treated as malware.

In the systems disclosed in US-A-2005/0021994 and
US-A-2004/0153644, pre-approved files, which may be cer-
tified as safe by for example the software vendor associated
with the files, may be permitted always to run without further
checking. In one embodiment of the system of US-A-2004/
0153644, monitoring is carried out to decide that a file is
malicious if an abnormally high number of requests by that
file is received at a central authority from plural local com-
puters in a time period or if an abnormally high number of
requests by that file on a single computer is received from the
single local computer in a time period.

In the system of US-A-2004/0006704, a comparison is
made between installed versions of software on a computer
with a database of software versions and their known vulner-
abilities. A user of the computer can therefore be informed of
specific risks and how to minimise those risks by updating
existing or installing new software.

In the system of WO-A-03/021402, a central database
holds a virtnal image of all files stored on each of plural local
computers. If a threat in one local computer is identified, other
local computers with a similar configuration can be notified
of the risk.

Thus, the prior art systems either rely on deep analysis of a
new object in order to determine whether or not the object is
malicious, which introduces delay and therefore risk to users
during the period that the file is analysed and new anti-mal-
ware signatures distributed, or limited analysis of the opera-
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tion of the particular object or its method of transmission to a
computer is carried out to decide a likelihood of the object
being malicious.

According to a first aspect of the present invention, there is
provided a method of classifying a computer object as mal-
ware, the method comprising:

at a base computer, receiving data about a computer object
from each of plural remote computers on which the object or
similar objects are stored;

comparing in the base computer the data about the com-
puter object received from the plural computers; and,

classifying the computer object as malware on the basis of
said comparison.

Compared to the prior art that relies solely on signature
matching, this aspect allows a comparison to be made
between the objects and/or their effects on the different
remote computers to determine whether or not a particular
object should be classed as good or as malware. Sophisticated
pattern analysis can be carried out. This allows a rapid deter-
mination of the nature of the object to be made, without
requiring detailed analysis of the object itself as such to
determine whether it malware and also avoids the need to
generate new signatures to be used for signature matching as
in the conventional prior art anti-virus software.

In a preferred embodiment, the data about the computer
object that is sent from the plural remote computers to the
base computer and that is used in the comparison includes one
or more oft executable instructions contained within or con-
stituted by the object; the size of the object; the current name
of the object; the physical and folder location of the object on
disk; the original name of the object; the creation and modi-
fication dates of the object; vendor, product and version and
any other information stored within the object; the object
header or header held by the remote computer; and, events
initiated by or involving the object when the object is created,
configured or runs on the respective remote computers.

Preferably, the comparing identifies relationships between
the object and other objects. In an example, this can be used
immediately and automatically to mark a child object as bad
(or good) if the or a parent or other related object is bad (or
good). Thus, if at least one other object to which said object is
related is classed as malware, then the method may comprise
classifying said object as malware. Said other objects include
the object or similar objects stored on at least some of the
remote computers. Said other objects may include other
objects that are parent objects or child objects or otherwise
process-related objects to said object.

In a most preferred embodiment, the data is sent in the form
of key that is obtained by a hashing process carried out in

respect of the objects on the respective remote computers. A 5

major advantage of using such a key is that it keeps down the
volume of data that needs to be transmitted to the base com-
puter. Given that there may be thousands or even millions of
connected remote computers and further given that each may

send details about very many objects, this can be an important

advantage.

The key preferably has at least one component that repre-
sents executable instructions contained within or constituted
by the object. This important preferred feature allows a com-
parison to be made at the base computer of only the execut-
able instructions of the object. This means for example that
differently named objects that basically have the same execut-
able instructions, which is often an indicator that the objects
are malware, can nevertheless be regarded as the “same”
object for this purpose. As another example, a new version of
a program may be released which has minor changes com-
pared to a previous version already known to the base com-
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puter and which in substance, at least in respect of the execut-
able instructions, can be regarded as being the same as the
previous version. In that case, the minor differences can be
ignored and the objects regarded as being the same. Not only
is this useful in distinguishing between malware and for
example revised versions of previous software, it also keeps
down the data transmission and storage requirements because
the base computer can inform the remote computers that an
apparently new object is for this purpose the same as a pre-
viously known object, thus avoiding having the remote com-
puters send full details about the object or the object itself to
the base computer.

The key preferably has at least one component that repre-
sents data about said object. Said data about said object may
include at least one of: the current name of the object; the
physical and folder location of the object on disk; the original
name of the object; the creation and modification dates of the
object; vendor, product and version and any other information
stored within the object; the object header or header held by
the remote computer; and, events initiated by or involving the
object when the object is created, configured or runs on the
respective remote computers.

The key preferably has at least one component that repre-
sents the physical size of the object.

Where more than one of these components are present in
the key, the plural components are preferably severable.

The method may comprise initially classifying an object as
not malware, generating a mask for said object that defines
acceptable behaviour for the object, and comprising monitor-
ing operation of the object on at least one of the remote
computers and reclassifying the object as malware if the
actual monitored behaviour extends beyond that permitted by
the mask. This provides an efficient and effective way of
monitoring the behaviour of an object that has been classified
or regarded as good and allows the object to be reclassified
quickly as malware if the behaviour of the object warrants it.

According to asecond aspect of the present invention, there
is provided apparatus for classifying a computer object as
malware, the apparatus comprising:

a base computer constructed and arranged to receive data
about a computer object from each of plural remote comput-
ers on which the object or similar objects are stored;

the base computer being constructed and arranged to com-
pare the data about the computer object received from said
plural computers; and,

the base computer being constructed and arranged to clas-
sify the computer object as malware on the basis of said
comparison.

According to a third aspect of the present invention, thereis
provided a method of providing data about a computer object
from a remote computer to a base computer so that a com-
parison can be made at the base computer with similar data
received from other remote computers, the method compris-
ing:

providing from a remote computer to a base computer data
about a computer object that is stored on the remote com-
puter;

the data including one or more of: executable instructions
contained within or constituted by the object; the size of the
object; the current name of the object; the physical and folder
location of the object on disk; the original name of the object;
the creation and modification dates of the object; vendor,
product and version and any other information stored within
the object; the object header or header held by the remote
computer; and, events initiated by or involving the object
when the object is created, configured or runs on the respec-
tive remote computers;

WBRTO007803



Case 6:22-cv-00243-ADA-DTG Document 121 Filed 12/09/22 Page 196 of 338

US 8,726,389 B2

5

the data being sent in the form of key that is obtained by a
hashing process carried out in respect of the object on the
remote computer.

This method, which may be carried out by so-called agent
software running on the remote computer, allows for efficient
sending of data to the base computer, which minimises data
transmission and storage requirements and also permits rapid
analysis to be made at the base computer.

The key preferably has at least one component that repre-
sents executable instructions contained within or constituted
by the object.

The key preferably has at least one component that repre-
sents data about said object. Said data about said object may
include at least one of: the current name of the object; the
physical and folder location of the object on disk; the original
name of the object; the creation and modification dates of the
object: vendor, product and version and any other information
stored within the object; the object header or header held by
the remote computer; and, events initiated by or involving the
object when the object is created, configured or runs on the
respective remote computers.

The key preferably has at least one component that repre-
sents the physical size of the object.

According to a fourth aspect of the present invention, there
is provided a method of determining the protection that a
remote computer has from malware, the method comprising:

receiving at a base computer details of all or selected secu-
rity products operating at a point in time on said remote
computer;

receiving similar information from other remote comput-
ers connected to the base computer; and,

identifying any malware processes that were not identified
by said other remote computers having that particular com-
bination of security products.

In this way, the base computer can be used to obtain infor-
mation as to whether for example a particular, specific com-
bination of operating system and various security products,
including settings and signature files existing at a point in
time, renders a particular computer having those products and
settings susceptible or vulnerable to any particular malware
object. The user can be advised accordingly and for example
provided with recommendations for remedying the situation.

The method may therefore comprise providing informa-
tion to the user of said remote computer that said remote
computer may be susceptible to attack by said malware pro-
cesses on the basis of said identifying.

The details of all or selected security products preferably

includes the name of the security products, versions, and 5

loaded signature files.

According to a fifth aspect of the present invention, there is
provided apparatus for determining the protection that a
remote computer has from malware, the apparatus compris-
ing:

a base computer constructed and arranged to receive com-
puter details of all or selected security products operating at a
point in time on said remote computer;

the base computer being constructed and arranged to
receive similar information from other remote computers
connected to the base computer; and,

the base computer being constructed and arranged to iden-
tify any malware processes that were not identified by said
other remote computers having that particular combination of
security products.

According to a sixth aspect of the present invention, there
is provided a method of classifying a computer object as
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malware or as safe, wherein said computer object is a descen-
dant or otherwise related object of a first computer object, the
method comprising:

classitying a first computer object as malware or as safe;

identifying in a key relating to said first computer object a
component that uniquely identifies the first computer object
and that is inherited or otherwise present in the key of a
descendant or other related computer object of the first com-
puter object; and,

classifying said computer object as malware or as safe as
the case may be on the basis of the unique identifier compo-
nent being present in the key of said computer object.

This aspect uses the concept of ancestry to enable objects to
be marked as malware. For example, any particular process
may spawn child processes which are therefore related. The
key relating to the first object may be inspected to identify a
component that uniquely identifies the first object and that is
inherited or otherwise present in the key of a descendant or
other related object of the first object.

The method may comprise monitoring activities of said
first computer object and reclassifying the first computer
object as malware in the case that it was initially classified as
safe and subsequently determined to be malware, the method
further comprising automatically classifying as malware any
computer object that has a key in which said unique identifier
component is present.

According to a seventh aspect of the present invention,
there is provided apparatus for classifying a computer object
as malware or as safe, wherein said computer object is a
descendant or otherwise related object of a first computer
object, the apparatus comprising:

a computer constructed and arranged to classify a first
computer object as malware or as safe;

the computer being constructed and arranged to identify in
a key relating to said first computer object a component that
uniquely identifies the first computer object and that is inher-
ited or otherwise present in the key of a descendant or other
related computer object of the first computer object; and,

the computer being constructed and arranged to classify
said computer object as malware or as safe as the case may be
on the basis of the unique identifier component being present
in the key of said computer object.

According to an eighth aspect of the present invention,
there is provided a method of installing software on a com-

s puter, the method comprising:

on initiation of installation of software on a computer,
providing a computer-generated prompt on the computer to a
user to ascertain whether the user authorises the installation;
and,

ceasing the installation if a user authorisation is not
received, else:

receiving at the computer the user’s authorisation to pro-
ceed with the installation;

proceeding with the installation;

obtaining data about computer objects that are created or
used during the installation;

storing said data at the local computer.

This provides for security when a user is installing new
software and is not for example connected to a base computer
having a community database of the type mentioned above. In
that case, the method, which may be implemented in agent
software running on the local computer, allows the user to
permit the installation to proceed whilst at the same time
gathering data about the objects (such as processes, new files,

s etc.) that are created during the installation.

Preferably, the locally stored data is referred to during the
installation to ensure that all objects created or used during
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the installation are part of the installation process, and, if it is
found that objects created or used during the installation are
not part of the installation process, either or both of: (i)
ceasing the installation and (ii) providing a computer-gener-
ated prompt on the computer to the user accordingly. This
allows the method to ensure that only those objects that are
required for the installation are permitted to be created or used
and thus avoids unwittingly allowing malware to install
(given that malware often creates objects that are notexpected
as part of a normal installation of new software).

In a preferred embodiment, the method comprises connect-
ing the computer to a community database that is connectable
to a plurality of computers, and uploading the stored data to
the community database for comparison with similar data
provided by other computers.

The method may comprise downloading data about trusted
installers to the computer, said data about trusted installers
being referred to during the installation such that any objects
relating to or created by the trusted installer are automatically
authorised to proceed. This facilitates installation of software
that is known a priori to be trustworthy.

Said data about trusted installers may be referred to only
for a predetermined time period following receipt at the com-
puter of the user’s authorisation to proceed with the installa-
tion.

The present invention also includes computer programs
comprising program instructions for causing a computer to
perform any of the methods described above.

Although the embodiments of the invention described with
reference to the drawings comprise computer processes per-
formed in computer apparatus and computer apparatus itself,
the invention also extends to computer programs, particularly
computer programs on or in a carrier, adapted for putting the
invention into practice. The program may be in the form of
source code, object code, a code intermediate source and
object code such as in partially compiled form, or in any other
form suitable for use in the implementation of the processes
according to the invention. The carrier be any entity or device
capable of carrying the program. For example, the carrier may
comprise a storage medium, such as a ROM, for example a
CD ROM or a semiconductor ROM, or a magnetic recording
medium, for example a floppy disk or hard disk. Further, the
carrier may be a transmissible carrier such as an electrical or
optical signal which may be conveyed via electrical or optical
cable or by radio or other means.

Embodiments of the present invention will now be
described by way of example with reference to the accompa-
nying drawings, in which:

FIG. 1 shows schematically apparatus in which an embodi-
ment of the present invention may be implemented;

FIG. 2 is a flowchart showing schematically the operation
of an example of a method according to an embodiment of the
present invention;

FIG. 3 is a flowchart showing schematically the operation

of another example of a method according to an embodiment 5

of the present invention; and,

FIG. 4 is a flowchart showing schematically an information
obtaining stage.

Referring to FIG. 1, a computer network is generally
shown as being based around a distributed network such as
the Internet 1. The present invention may however be imple-
mented across or use other types of network, such as a LAN.
Plural local or “remote” computers 2 are connected via the
Internet 1 to a “central” or “base” computer 3. The computers
2 may each be variously a personal computer, a server of any
type, a PDA, mobile phone, an interactive television, or any
other device capable of loading and operating computer
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objects. An object in this sense may be a computer file, partof
a file or a sub-program, macro, web page or any other piece of
code to be operated by or on the computer, or any other event
whether executed, emulated, simulated or interpreted. An
object 4 is shown schematically in the figure and may for
example be downloaded to a remote computer 2 via the Inter-
net 1 as shown by lines 5 or applied directly as shown by line
6.

In one preferred embodiment, the base computer 3 holds a
database 7 with which the remote computers 2 can interact
when the remote computers 2 run an object 4 to determine
whether the object 4 is safe or unsafe. The community data-
base 7 is populated, over time, with information relating to
each object run on all of the connected remote computers 2.
As will be discussed further below, data representative of
each object 4 preferably takes the form of a so-called signa-
ture or key relating to the object and its effects. As will also be
discussed further below, the database 7 may further include a
mask for the object 4 that sets out the parameters of the
object’s performance and operation.

Referring now to FIG. 2, at the start point 21, a computer
object 4 such as a process is run at a remote computer 2. At
step 22, by operation of local “agent” software running on the
remote computer 2, the operation of the process is hooked so
that the agent software can search a local database stored at
the remote computer 2 to search for a signature or key repre-
senting that particular process, its related objects and/or the
event. If the local signature is present, it will indicate either
that the process is considered to be safe or will indicate that
that process is considered unsafe. An unsafe process might be
one that has been found to be malware or to have unforeseen
or known unsafe or malevolent results arising from its run-
ning. If the signature indicates that the process is safe, then
that process or event is allowed by the local agent software on
the remote computer 2 to run at step 23. If the signature
indicates that the process is not safe, then the process or event
is stopped at step 24.

It will be understood that there may be more than two states
than “safe” or “not-safe” and choices may be given to the user.
For example, if an object is considered locally to be not safe,
the user may be presented with an option to allow the related
process to run nevertheless. It is also possible for different
states to be presented to each remote computer 2. The state
can be varied by the central system to take account of the
location, status or ownership of the remote computer or time-
frame.

If the object is unknown locally, then details of the object
are passed over the Internet 1 or other network to the base
computer 3 for storing in the community database 7 and
preferably for further analysis at the base computer 3. In that
case, the community database 7 is then searched at step 25 for
a signature for that object that has already been stored in the
community database 7. The community database 7 is sup-
plied with signatures representative of objects, such as pro-
grams or processes, run by each monitored remote computer
2. In a typical implementation in the field, there may be
several thousands or even millions of remote computers 2
connected or connectable to the base computer 3 and so any
objects that are newly released upon the Internet 1 or that
otherwise are found on any of these remote computers 2 will
soon be found and signatures created and sent to the base
computer 3 by the respective remote computers 2.

When the community database 7 is searched for the signa-
ture of'the object that was not previously known at the remote
computer 2 concerned, then if the signature is found and
indicates that that object is safe, then a copy of the signature
or at least a message that the object is safe is sent to the local
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database of the remote computer 2 concerned at step 26 to
populate the local database. In this way, the remote computer
2 has this information immediately to hand the next time the
object 4 is encountered. A separate message is also passed
back to the remote computer 2 to allow the object to run in the
current instance.

If the signature is found in the community database 7 and
this indicates for some reason that the object is unsafe, then
again the signature is copied back to the local database and
marked “unsafe” at step 27, and/or a message is sent to the
remote computer 2 so that running of the object is stopped (or
it is not allowed to run) and/or the user given an informed
choice whether to run it or not.

If after the entire community database 7 has been searched
the object is still unknown, then it is assumed that this is an
entirely new object which has never been seen before in the
field. A signature is therefore created representative of the
object at step 28, or a signature sent by the remote computer
2 is used for this purpose, and this signature is initially marked
as bad or unsafe community database 7 at step 29. The sig-
nature is copied to the local database of the remote computer
2 that first ran the object at step 30. A message may then be
passed to the remote computer 2 to instruct the remote com-
puter 2 not to run the object or alternatively the user may be
given informed consent as to whether to allow the object to
run or not. In addition, a copy of the object itself may be
requested at step 31 by the community database 7 from the
remote computer 2.

If the user at the remote computer 2 chooses to run a
process that is considered unsafe because it is too new, then
that process may be monitored by the remote computer 2
and/or community database 7 and, if no ill effect occurs or is
exhibited after a period of time of n days for example, it may
then be considered to be safe. Alternatively, the community

database 7 may keep a log of each instance of the process :

which is found by the many remote computers 2 forming part
ofthe network and after a particular number of instances have
been recorded, possibly with another particular number of
instances or the process being allowed to run and running
safely, the signature in the community database 7 may then be
marked as safe rather than unsafe. Many other variations of
monitoring safety may be done within this concept.

The details of an object 4 that are passed to the base com-
puter 3 are preferably in the form of a signature or “key” that
uniquely identifies the object 4. This is mainly to keep down
the data storage and transmission requirements. This key may
be formed by a hashing function operating on the object at the
remote computer 2.

The key in the preferred embodiment is specially arranged
to have at least three severable components, a first of said
components representing executable instructions contained
within or constituted by the object, a second of said compo-
nents representing data about said object, and a third of said
components representing the physical size of the object. The

data about the object in the second component may be any or 5

all of the other forms of identity such as the file’s name, its
physical and folder location on disk, its original file name, its
creation and modification dates, vendor, product and version
and any other information stored within the object, its file
header or header held by the remote computer 2 about it; and,
events initiated by or involving the object when the object is
created, configured or runs on the respective remote comput-
ers. In general, the information provided in the key may
include at least one of these elements or any two or more of
these elements in any combination.

In one preferred embodiment, a check sum is created for all
executable files, such as (but not limited to) .exe and .dil files,
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which are of the type PE (Portable Executable file as defined
by Microsoft). Three types of checksums are generated
depending on the nature of the file:

Type 1: five different sections of the file are check summed.
These include the import table, a section at the beginning and
a section at the end of the code section, and a section at the
beginning and a section at the end of the entire file. This type
applies to the vast majority of files that are analysed;

Type2: for old DOS or 16 bitexecutable files, the entire file
is check summed;

Type 3: for files over a certain predefined size, the file is
sampled into chunks which are then check summed. For files
less than a certain predefined size, the whole file is check
summed.

For the check sumiming process, in principle any technique
is possible. The MDS5 (Message-Digest algorithm 5) is a
widely-used cryptographic hash function that may be used for
this purpose.

This allows a core checksum to be generated by viewing
only the executable elements of the checksum and making a
comparison between two executables that share common
executable code.

For the type 1 checksum mentioned above, three signature
processes may be used. The first defines the entire file and will
change with almost any change to the file’s content. The
second attempts to define only the processing instructions of
the process which changes much less. The third utilises the
file’s size, which massively reduces the potential of collisions
for objects of differing sizes. By tracking the occurrences of
all signatures individually appearing with different counter-
parts, it is possible to identify processes that have been
changed or have been created from a common point but that
have been edited to perform new, possibly malevolent func-
tionality.

This “meta data” enables current and newly devised heu-
ristics to be run on the data in the community database 7.

The data stored in the community database 7 provides an
extensive corollary of an object’s creation, configuration,
execution, behaviour, identities and relationships to other
objects that either act upon it or are acted upon by it.

The preferred central heuristics use five distinct processes
to establish if an object is safe, unsafe or suspicious.

The first of the said processes utilises the singularity or
plurality of names, locations, vendor, product and version
information captured and correlated from all of the remote
computers 2 that have seen the object. By considering the
plurality of this information for a single object, a score can be
determined which can be used as a measure of the authenticity
and/or credibility of the object. Most safe objects tend not to
use a large plurality of identifying information or locations.
Rules can be established to consider this information in
respect of the type of object and its location. For example,
temporary files often utilise a plurality of system generated
file names which may differ on each remote computer for the
same object. Where an object has little plarality, then it pro-
vides a reference point to consider its behaviour in compari-
son to the known behaviours of other objects that have pre-
viously used that identifying information. For example, a new
object that purports to be a version of notepad.exe can have its
behaviour compared with the behaviour of one or more other
objects that are also known as notepad.exe. This comparison
may be against a single other object or multiple other objects
that use the same or even similar identifying information. In
this way, new patterns of behaviour can be identified for the
new object. Also it allows the preferred embodiment to police
an object’s behaviour over time to identify new behavioural
patterns that may cause an object that was previously consid-
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ered safe to have its status reconsidered. Alternatively, the
score based on identities may be considered along with scores
for other objects or scores created by other processes on this
object to be considered in combinations.

The second of the said processes utilises an object’s rela-
tionship to other objects that act upon it or upon which it acts.
For example, analysis can be made of which object created
this object, which objects this object created, which objects
created a registry key to run or configure this object, which
objects were configured by or had registry keys created by
this object, etc. In this regard an object is considered to have
a relationship based on the event performed by it upon
another object, or upon it by another object. This simple
1-to-1 relationship chain provides a complex series of corre-
lation points, allowing ancestral relationships to be consid-
ered for any object and its predecessors by event or its issue
(ie.

child and sub-child processes) by event. This allows ascore
to be developed that describes its relationships and associa-
tions with known, unknown, known safe or known bad
objects or a combination thereof. Objects that have specific
relationships, volumes of relationships or mixes of relation-
ships to one type or another may be judged safe or unsafe
accordingly. Alternatively, the relationship-based score may
be considered along with other scores to arrive at a determi-
nation of safe or unsafe. This data can also be used to deduce
a number of factors about objects related directly or via other
objects and their behaviours. For example it is possible to
deduce how one object’s behaviour can be influenced or
changed by its association or linkage to another. Consider for
example notepad.exe as supplied by Microsoft with the Win-
dows series of operating systeras. It has a limited range of
functionality and would not be expected therefore to perform
a wide variety of events, such as transmitting data to another
computer or ranning other programs etc. However, the behav-
iour of notepad.exe could be modified by injecting new code
into it, such as via dynamic link library injection (DLL injec-
tion). In this case notepad.exe would now have new capabili-
ties derived by the code injection or linkage to another object.
Using the data that defines the relationships between objects
it is possible to deduce that the new behaviours of a program
can be attributed to the association with another object. If that
new behaviour is malevolent, then it is possible to mark either
or all processes as unsafe as appropriate.

The combination of behaviours captured provide a basis to
determine if the object is safe or unsafe. Malware typically
exhibit certain behaviour and characteristics. For example,
malware frequently has a need to self-persist. This manifests
itself in the need to automatically restart on system restarts or

upon certain events. Creating objects in specific locations to 5

auto restart or trigger execution is a typical characteristic of
malware. Replacing core objects of the Windows system
environment are another example of typical characteristics of
malware. By providing a pattern of behaviour, the determi-

nation of objects to be unsafe or safe can be automated. The :

centralisation of the community data in the community data-
base 7 provides the ability to rapidly assimilate object behav-
iours, allowing for the rapid identification and determination
of malware. Objects may also perform events upon them-
selves which can be considered in deriving a score.

The third said process involves time and volumes. Relevant
data includes when the object was first seen, when it was last
seen, how many times it has been seen, how many times it has
been seen in a given interval of time, and the increase or
decrease of acceleration in it being seen. This information is
highly relevant in determining the prevalence of an object in
the community of remote computers. A score is developed
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based on these metrics which can be used to determine if an
object is safe, unsafe or too prevalent to allow it to execute or
propagate without very thorough examination. In this case,
the object can be temporarily held or blocked from executing
pending further information about its behaviour or relation-
ships. This score may also be used in combination with scores
from other processes. Time is also highly relevant in combi-
nation with other information, including but not limited to
behaviours and identities. For example in the case of poly-
morphic or randomly named objects, time is a powerful quali-
fier. (A polymorphic virus changes its encryption algorithm
and the corresponding encryption keys each time it replicates
from one computer to another and so can be difficult to detect
by conventional measures.) A program that creates other pro-
grams can often be considered normal or abnormal based on
its activity over time.

The fourth said process considers the behaviour of an
object. This allows a score to be developed based on the types
of events performed by an object or events performed on it by
itself or other objects. The centralised system of the commu-
nity database 7 allows for an unlimited number of event types
and can consider the object performing the event or the object
having the event performed upon it, or both. Some event types
also relate to external information other than objects, for
example a program performing an event to connect with an
Internet Chat Relay site, or a program modifying a non-
executable file such as the Windows hosts file. The behav-
ioural events of an object, be they as “actor” (i.e. the object
doing something to another object) or as “victim” (i.e. the
object has something done to it by another object) of any
event can be considered in many ways, such as in combina-
tion, in sequence, in volume, in presence or absence, or in any
combination thereof. The behavioural events in the preferred
embodiment may have been provided by a remote computer 2
or from other external sources. The process can consider these
in isolation or in combination. Furthermore it is a feature of
the preferred embodiment that the behavioural events can be
considered in combination with the status of other objects
upon which the object acts or that act upon the object. For
example, creating a program may have a different score ifthe
program being created is safe, unsafe, new, unknown or sus-
picious. Similarly, a program that is created by a known bad

5 program will likely have a different score attributed to its

creation event depending on the status of the object creating
it.

The fifth process considers the behaviour of a web page or
script. In this respect, the web page and url combination is
assigned a unique identity which allows its behaviour to be
tracked as if'it were an object like any other executable file. In
this example, the web page may perform events that would
normally be seen as events performed by the web browser
(e.g. IExplore.exe or Firefox.exe). The preferred embodiment
substitutes the identifying details and signatures of the web
browser for the “psendo” object identity associated with the
web page being displayed or executing within the browser. In
this respect, the status of the web page and/or web site to
which it relates may be determined as safe, unsafe, unknown
or suspicious in the same way as any other object. The web
page’s “pseudo” object identity also allows the preferred
embodiment to block, interject or limit the functionality of
that web page or web site to prevent some or all of its poten-

s tially unsafe behaviour or to provide the remote user with

qualifying information to guide them about the safety of the
web site, web page or their content.
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Amongstother types, the types of meta data captured might
be:

“Events™: these define the actions or behaviours of an
object acting upon another object or some other entity. The
event has three principal components: the key of the object
performing the act (the “Actor”), the act being performed (the
“Hvent Type”), and the key of the object or identity of an other
entity upon which the act is being performed (the “Victim™).
While simple, this structure allows a limitless series of behav-
iours and relationships to be defined. Examples of the three
components of an event might be:

Actor Event Type Victim
Object 1 Creates Program Object 2
Object 1 Sends data IP Address 3
Object 1 Deletes Program Object 4
Object 1 Executes Object 2
Object 2 Creates registry key Object 4

“Identities”: these define the attributes of an object. They
include items such as the file’s name, its physical location on
the disk or in memory, its logical location on the disk within
the file system (its path), the file’s header details which
include when the file was created, when it was last accessed,
when it was last modified, the information stored as the ven-
dor, the product it is part of and the version number of the file
and it contents, its original file name, and its file size.

“Genesisactor”—the key of an object that is not the direct
Actor of an event but which is the ultimate parent of the event
being performed. For example in the case of a software instal-
lation, this would be the key of the object that the user or
system first executed and that initiated the software installa-
tion process, e.g. Setup.exe.

“Ancillary data™ many events may require ancillary data,
for example an event such as that used to record the creation
of a registry run key. In this situation the “event” would
identify the Actor object creating the registry run key, the
event type itself (e.g. “regrunkey”), and the Victim or subject
of the registry run key. The ancillary data in this case would
define the run key entry itself; the Hive, Key name and Value.

“Hvent Checksums”™: because the event data can be quite
large extending to several hundred bytes of information for a
single event, its identities for the Actor and Victim and any
ancillary data, the system allows for this data itself to be
summarised by the Event Checksums. Two event checksums
are used utilising a variety of algorithms, such as CRC and
Adler. The checksums are of the core data for an event. This

allows the remote computer 2 to send the checksums of the s

data to the central computer 3 which may already have the
data relating to those checksums stored. In this case, it does
not require further information from the remote computer 2.
Only if the central computer 3 has never received the check-

sums will it request the associated data from the remote :

computer 2. This affords a considerable improvement in per-
formance for both the remote and central computers 2, 3
allowing much more effective scaling.

Thus, the meta data derived from the remote computers 2
can be used at the community database 7 to define the behav-
iour of a process across the community. As mentioned, the
data may include at least one of the elements mentioned
above (file size, location, etc.) or two or three or four or five or
six or all seven (or more elements not specifically mentioned
here}. This may be used accordingly to model, test and create
new automated rules for use in the community database 7 and
as rules that may be added to those held and used in the local
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database of the remote computers 2 to identify and determine
the response of the remote computers 2 to new or unknown
processes and process activity.

Moreover, it is possible to monitor a process along with any
optional sub-processes as an homogenous entity and then
compare the activities of the top level process throughout the
community and deduce that certain, potentially malevolent
practices only occur when one or more specific sub-processes
are also loaded. This allows effective monitoring (without
unnecessary blocking) of programs, suchas Internet Explorer
or other browsers, whose functionality may be easily altered
by downloadable optional code that users acquire from the
Internet, which is of course the principal source of malevolent
code today.

The potentially high volume of active users gives a high
probability of at least one of them being infected by new
malware. The speed of propagation can be detected and
recorded so that the propagation of malware can be detected
and malware designated as bad on the basis of the speed of
propagation, optionally in combination with the other factors
discussed above, such as file size, location and name. The
simple volume of infection can also be used as a trigger. In a
further embodiment, difference of naming of an otherwise
identical piece of code combined with acceleration of first
attempts to execute the code within the community allows
pattern matching that will show up an otherwise identically
signatured piece of code as bad.

This feature allows the statement in some embodiments
that “nothing will propagate in our community faster than X
without being locked down”, so that if any process or event
propagates more quickly over a given duration, it is marked as
bad. This is for reasons of safety given that if for example an
object is propagating quickly enough, then it might infect
computers before it can be analysed to determine whether or
not it is malware.

This process can be automated by the identification of the
vector of propagation in the community (i.e. the source of
type of propagation), from timestamp data held in the com-
munity database and the marking of a piece of code that has
these attributes as bad. By comparison, it is believed that all
other anti-malware providers rely on a simplistic known bad
model and therefore are reliant primarily on malware infec-
tion actually occurring on terminals and being reported.

Thus, the community database 7 can be used to make early

5 diagnosis, or simply to take precautionary measures, and thus

stop potentially fast propagating worms and other malware
very, very early in their life cycle. Given that it is possible to
create a worm that can infect every computer connected to the
Internet within a matter of a few minutes, this feature is highly
desirable.

Even faster determination may be made by combining data
defining the speed of propagation of a new piece of software
with metadata collected by the agent software from the
remote computers 2 and fed to the community database 7.
This includes monitoring processes that attempt to conceal
themselves from the user by randomly changing name and/or
location on the remote computers 2. It also includes a pro-
cess’s attempt to create an identical copy (i.e. with identical
code contents) on the computer but with a different name.
This is a classic attribute of a worm.

The signature of an object may comprise or be associated
with a mask which can be built up with use of that object and
which indicates the particular types of behaviour to be
expected from the object. If an object is allowed to run on a
remote computer 2, even if the initial signature search 22
indicates that the object is safe, then operation of that object
may be monitored within the parameters of the mask. The
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mask might indicate for example, the expected behaviour of
the object; any external requests or Internet connections that
that object might legitimately have to make or call upon the
remote computer 2 to make, including details of any ports or
interfaces that might be required to be opened to allow such
communication; any databases, either local or over a local
area network or wide area network or Internet, that may be
expected to be interrogated by that object; and so on. Thus, the
mask can give an overall picture of the expected “normal”
behaviour of that object.

In practice, therefore, in one embodiment the behaviour of
the object is continually monitored at the remote computer(s)
2 and information relating to that object continually sent to
and from the community database 7 to determine whether the
object is running within its expected mask. Any behaviour
that extends beyond the mask is identified and can be used to
continually assess whether the object continues to be safe or
not. Thus, if for example the object, on a regular basis (say
monthly or yearly) opens a new port to update itself or to
obtain regular data, then this information is flagged. If it is
found that the object has done this on other remote computers
and has had no ill effects, or this behaviour is known from
other objects and known to be safe, then this behaviour might
be considered as safe behaviour and the mask is then modified
to allow for this. If it has been found previously that this new
behaviour in fact causes unsafe or malevolent results, then the
object can then be marked as unsafe even if previously it was
considered safe. Similarly, if the object attempts to connect to
a known unsafe website, database or to take action that is
known as generally being action only taken by unsafe pro-
grams, then again the object may be considered to be unsafe.

This is shown schematically in FIG. 3. FIG. 3 also shows
the concept that any object can be pre-authorised by, for
example a trusted partner, such as a major software company,
a verification authority, a Government department, and so on.
Pre-authorisation enables a supplier of a new object, which
has not been released before, to get pre-authorisation for that
object, and optionally includes the provision by that supplier
of a mask detailing the expected and allowable behaviour of
that object.

Referring to FIG. 3 for example, when a process is run, the
local and/or community databases are searched as before at
step 31. If the process is not a pre-authorised one, then the
steps of FIG. 2 may be taken and the process might be allowed
to run or not at step 32. If the process is pre-authorised, as
determined at step 33, then it is immediately allowed to run,
step 34. This may terminate the operation of the method.
However, in a preferred variation, the process is then moni-
tored whilst ranning, and is monitored each time it is run in

the future in a monitoring state step 35 to determine whether 5

its behaviour falls within its pre-authorised mask 36. If the
behaviour falls within the pre-authorised behaviour, then the
process is allowed to continue to run. If the behaviour extends
beyond the allowed mask, such as by trying to instigate fur-

ther processes or connections that have not been pre-autho- :

rised, then this behaviour is flagged at an alert step 37. Various
actions could be taken at this stage. The process might simply
not be allowed to run. Alternatively, the trusted authority that
initially enabled pre-authorisation might be contacted, who
may be able to confirm that this behaviour is acceptable or
not. If it is acceptable, then the mask could be modified
accordingly. If not acceptable, then the process might be
marked as unsafe. Many other actions may be taken upon the
noting of such an alert state.

If the process has been found not to be pre-authorised at
step 33 but is nevertheless allowed to run, then the process is
monitored at step 38 in order to generate a mask 39 represen-
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tative of the normal behaviour of that process. Data represen-
tative of this mask might be sent to the community database 7
for scanning when other computers run that process. By con-
tinually monitoring a process each time it is run or during
running of the process, any behaviour that differs from pre-
vious behaviour of the process can be noted and the mask can
be modified, or this behaviour might be used to determine that
a process that was once considered safe should now be con-
sidered to be unsafe.

In another embodiment, a computer 2 may have agent
software installed that periodically or on-demand provides
information to the community database 7 that is representa-
tive of all or selected ones of the software products loaded on
or available the computer 2. In particular, this may be infor-
mation on one or more of: all the locally-loaded security
products (such as anti-malware systems including anti-virus
software, anti-spyware, anti-adware and so on), firewall prod-
ucts, specific settings and details of which signature files are
currently loaded, version details for the operating system and
other software, and also information such as which files are
operating and the particular version and software settings at
any time. (It will be understood from the following that audit-
ing and testing for a match for more of these criteria increases
the likelihood of computers being very similarly arranged and
thus reduces the rate of false negatives and positives during
the match search.)

The information relating to these software products, etc.
may be provided individually to the community database.
Preferably however, again for reasons of data quantity for
storage and transmission, the information is provided as a
signature or key representative of the information (e.g. by a
hashing or compression function at the computer 2). FIG. 4
shows schematically how the details of all local security
products, versions, signature files, firewall settings, etc. 40
are used to create a key 41. The key is transmitted to the
community database 7. Since the community database 7 is
provided with such information from many, possibly mil-
lions, of users’ computers 2, it is likely to hold corresponding
information for other computers 2 that have the same or a
similar configuration of security products, etc. Thus, the com-
munity database 7 can be searched at step 42 for other com-
puters 2 having the same or a similar combination of security
products including the same setting, signature files loaded
and so on.

The community database 7 in this embodiment is also
provided by the agent software with details of processes run
by every computer 2 and thus knows whether or not a process
has been detected by each computer 2.

In this way, the community database 7 can be used to obtain
information as to whether for example a particular, specific
combination of operating system and various security prod-
ucts, including settings and signature files existing at a point
in time, renders a particular computer 2 having those products
and settings susceptible or vulnerable to any particular mal-
ware object.

Inasimple example, if for example the database knows that
a computer in the past has version A of anti-virus product B
with downloaded signature update C, and also has a firewall D
with particular settings E, and perhaps anti-spyware software
F with signature updates G, but that a particular malware
process P was not detected by this combination of programs
at that point in time, then this information can be provided to
a computer 2 that is known as having that combination of
security programs/settings, and can be used to indicate that

s thatcomputer 2 is vulnerable in the short term to attack by that

particular malware process. This information can be pre-
sented to the user either by displaying a window 43 on the
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screen display of the computer 2 or by directing the user to a
particular website which explains the position in more detail.
The user might be informed for example that their particular
combination of security products, etc., exposes their com-
puter to a risk of being infected by the Sobig virus as that virus
is not detectable by their computer. The user might be offered
specific advice (e.g. to update a particular anti-virus program
with a particular signature file) or software to download and
install to remove the risk.

Thus, the community database 7, when provided with
information relating to all the security products, etc. on a
particular computer at a particular time, is searched for events
for processes marked as “bad” that occurred on computers
with that particular mix of security products and that were not
locally detected. This information can then be fed back to the
user of the particular computer, for example directly or by
directing the user to a website. This information can be pro-
vided virtually in real-time, allowing a new user ora userof a
new computer to be able to increase the computer’s effective
security very quickly.

The preferred method also tracks which objects are related
to each other and uses the concept of ancestry to enable
objects to be marked as malware. For example, any particular
process may spawn child processes which are therefore
related. The key relating to the first object may be inspected to
identify a component that uniquely identifies the first object
and that is inherited or otherwise present in the key of a
descendant or other related object of the first object. This
component is referred to herein as a “gene”. This general
technique may be used in a number of ways:

a) A known and trusted parent process is afforded the
ability to create child processes which may be automatically
marked as safe to run on the local computer. It is also possible
that this “inherited” property may be passed down to grand
children processes and so on. This safe status is passed to the
parent’s child processes and possibly, through them, further
child processes (referred to here as “issue”), such signatures
for the issue can all automatically be recorded in the local
database as good. This allows the issue processes to be
quickly marked as good, even if a connection to the commu-
nity database 7 is not available.

b) By monitoring activity of the parent process, ifit is later
found that the parent process is malware, then all of the issue
processes can all automatically be recorded in the local data-
base as bad.

C) Similarly, by monitoring activity of the issue processes,
if it is later found that one of the issue processes is malware,
then one or more of the parent process and all of the other

issue processes (i.e. all of the related processes in this context) 5

can all automatically be recorded in the local database as bad.

d) Parental creation of a signature for a child or children
including the ability for these to be automatically marked as
either good or bad depending on the parent’s behaviour and

determination. Note that in some embodiments the product :

can “watch” or monitor the birth of a child process and auto-
matically create the signature upon arrival. This provides the
ability to monitor the creation of a bad program by another
bad program. It is possible therefore to monitor the ancestry
of a program so if for example the grandfather creates a
program (the father) and this in turn creates a bad program
(the son), it is possible automatically to determine the father
as a bad program.

e) A feature may be included that allows for automatic
forfeiture of a child’s inherited ability to trigger the automatic
creation of signatures on any further births because the child,
as parent, has already produced bad offspring. Preferably, a
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rule is that if a file has one bad offspring then the inherited
ability can be automatically removed.

) An ability to watch clones or identical twins of objects
(e.g. the same process running on other systems in the com-
munity) to compare the pattern of their issue and to make
decisions as to whether or not to treat any particular process as
malware.

One or more of these features a) to f) can be used to provide
a solution to the problem of producing a security product that
can be used effectively without 100% reliance on being per-
manently connected to the Internet, which is often impracti-
cal. Examples of this are Windows Update and other pro-
cesses used more and more by vendors who wish to be able to
roll out product updates automatically across the worldwide
web.

Possible benefits of these types of features above conven-
tional software are as follows. Antivirus software tends to
have a cache of known bad signatures. The problem is keep-
ing this up to date. Take the simple example of someone
buying a new computer. The computer comes with an antivi-
rus product preloaded with a signature cache. Between the
time when the PC was built, shipped to the store and bought
by the user several days or weeks will have passed. The user
starts the PC and is exposed to any new virus or malware
which was created after the PC was built. Full protection
requires the user to connect to the internet and download
updates. This cannot be guaranteed to occur ahead of other
activities by the user on the internet (almost physically impos-
sible to guarantee). With a local cache of known good pro-
cesses, as in the embodiments of the present invention, it is
possible to ship the computer/terminal preloaded with a pre-
generated cache of signatures for all of the good (clean)
software preloaded by the computer manufacturer. In this
case the user can connect to the internet knowing that any new
or updated programs will be immediately detected and veri-
fied. Also any auto-updating software can function forcing
signatures to be automatically built for its children and more
remote off-spring (i.e. grandchildren, great-grandchildren,
etc).

Reference is now made to “Defeating Polymorphism:
Beyond Emulation” by Adrian Stepan of Microsoft Corpora-
tion published in “Virus Bulletin Conference, October 2005
and also to U.S. 60/789,156 filed on 5 Apr. 2006, the entire
content of which are hereby incorporated by reference. In that
paper and patent application, there are disclosed methods of
decrypting files to allow the files to be analysed to determine
whether or not the file actually is malware. InU.S. 60/789,156
in particular, there is disclosed a method of unpacking/de-
crypting an executable computer file using a host computer,
the method comprising: partitioning the executable computer
file into plural basic blocks of code; translating at least some
of'the basic blocks of code into translated basic blocks of code
that can be executed by the host computer; linking at least
some of the translated basic blocks of code in memory of'the
host computer; and, executing at least some of the translated
basic blocks of code on the host computer so as to enable the
executable computer file to be unpacked or decrypted, where-
upon the unpacked or decrypted executable computer file can
be analyzed to determine whether the executable computer
file is or should be classed as malware. There is also disclosed
in U.S. 60/789,156 a method of unpacking/decrypting an
executable computer file, the method comprising: partition-
ing the executable computer file into plural basic blocks of
code; creating at least a read page of cache memory for at least
some of the basic blocks, the read page of cache memory
storing a read cached real address corresponding to a read
cached virtual memory address for the respective basic block,
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and creating at least a write page of cache memory for at least
some of the basic blocks, the write page of cache memory
storing a write cached real address corresponding to a write
cached virtual memory address for the respective basic block;
and, emulating the executable file by executing at least some
of the basic blocks of code so as to enable the executable
computer file to be unpacked or decrypted, whereupon the
unpacked or decrypted executable computer file can be ana-
lyzed to determine whether the executable computer file is or
should be classed as malware; wherein during the execution
of a basic block, at least one of the read page and the write
page of cache memory is checked for a cached real address
corresponding to the virtual address that is being accessed for
said basic block.

The techniques disclosed in these documents can be used
in the present context when it is desired to analyse a file in
detail. More generally however, the techniques disclosed in
these papers, and particularly the enhanced techniques dis-
closedin U.S. 60/789,156, can be used to provide information
about the activity of a file when it is run on a computer
because the techniques disclosed in these papers emulate the
running of the file and therefore allow the file’s activity to be
interpreted.

A further situation arises when users wish to install soft-
ware while offline. In a preferred embodiment, when a user
attempts to install new software while offline, agent software
running on the user’s computer 2 prompts the user for autho-
risation to allow the installation process to proceed such that
the execution of the installation can itself be “authorised” by
the user. This authorisation by the user is treated as a “Gen-
esis” event and will be so termed hereinafter. However there
are some processes commonly used in installation of software
that communicate with other existing programs on the instal-
lation machine, e.g. Microsoft’s MSIEXEC.

The Genesis approach involves a process that generates
signatures as a result of the user’s authorisation on the user’s
computer 2. Those signatures are stored in the local database
on the user’s computer 2. In one embodiment, those locally
stored signatures are referred to as necessary by the agent
software during the installation process so that the installation
can proceed. Alternatively, the security checks made by the
agent software can be switched off during the installation
process. The switching off may only be for a limited duration,
such as a few minutes which should be sufficient to allow
most software to be installed, the off time optionally being
user-configurable.

In any event, once the installation has been completed and
the user’s computer 2 connected to the community database
7, the agent software on the user’s computer 2 can upload the
signatures relating to the installation from the user’s local
database to the community database 7. With corresponding
data from other users” computers 2, the community database
7 can then be used to make a rapid determination that the
installation of this particular software is benign.

As a variant to this embodiment, when a user’s computer 2 :

is at some point in time on-line, the agent software on the
user’s computer 2 may download signatures of a so-called
“trusted installer” or “licensed installer”. This allows the
operation of a method such that a “licensed installer” and any
child processes of the licensed installer are permitted to
execute while a Genesis event is “current”, e.g. within a
period of minutes after an authorisation from the user. Pref-
erably signatures of licensed installers are always down-
loaded, as and when added to the community database 7,to a
remote computer 2 while online.

There may be further refinements to this method, such as to
prevent licensed installers executing if a media change has
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occurred during the currency of a Genesis event. However,
any unknown processes, which may be malware, may still be
detected and blocked. Having a small number of licensed
installers facilitates download, as minimal data is required,
especially compared to downloading virus signature files. As
another example, super-trusted installers, such as for example
“Windows Update”, may be employed whereby all new pro-
cesses created by the super-trusted installer are marked
immediately as safe.

In the case of an installation occurring when the remote
computer 2 is connected to the community database 7,
another option is that if the software that is about to be
installed is not known to the community database 7, then the
system will block the installation or alert the user. For
example, a message may be displayed at the user’s computer
2 to the effect that “You are about to install some sofiware.
This software is not known to [the community]. Are you sure
you wish to proceed?”.

Embodiments of the present invention have been described
with particular reference to the examples illustrated. How-
ever, it will be appreciated that variations and modifications
may be made to the examples described within the scope of
the present invention.

The invention claimed is:

1. A method of classifying a computer object as malware,
the method comprising:

at a base computer, receiving data about a computer object

from a first remote computer on which the computer
object or similar computer objects are stored, wherein
said data includes information about events initiated or
involving the computer object when the computer object
is created, configured or runs on the first remote com-
puter, said information including at least an identity of
an object initiating the event, the event type, and an
identity of an object or other entity on which the event is
being performed,

at the base computer, receiving data about the computer

object from a second remote computer on which the
computer object or similar computer objects are stored,
wherein said data includes information about events ini-
tiated or involving the computer object when the com-
puter object is created, configured, or runs on the second
remote computer, said information including at least an
identity of an object initiating the event, the event type,
and an identity of an object or other entity on which the
event is being performed;

storing, at the base computer, said data received from the

first and second remote computers;

correlating, by the base computer, at least a portion of the

data about the computer object received from the first
remote computer to at least a portion of the data about
the computer object received from the second remote
computer,

comparing, by the base computer, the correlated data about

the computer object received from the first and second
remote computers to other objects or entities to identify
relationships between the correlated data and the other
objects or entities; and

classifying, by the base computer, the computer object as

malware on the basis of said comparison.

2. A method according to claim 1, wherein the relationship
is between objects related directly, or between objects related
via other objects.

3. A method according to claim 1, wherein where an object
and other objects are found to have a relationship, monitoring

WBRTO007811



Case 6:22-cv-00243-ADA-DTG Document 121 Filed 12/09/22 Page 204 of 338

US 8,726,389 B2

21

those related objects as a homogenous entity and identifying
a common object of the homogenous entity as a malware
object.

4. A method according to claim 1, comprising deducing an
object to be malware based on the behaviour of a related
object.

5. A method according to claim 1, wherein if at least one
other object to which said computer object is related is classed
as malware, then classifying said computer object as mal-
ware.

6. A method according to claim 1, wherein said other
objects include the object or similar objects stored on at least
one of the first and second remote computers.

7. A method according to claim 1, wherein said other
objects include other objects that are parent objects or child
objects or otherwise process-related objects to said computer
object.

8. A method according to claim 1, wherein the data about
the computer object that is sent from the respective remote
computer to the base computer and that is used in the com-
parison includes one or more of:

executable instructions contained within or constituted by

the computer object;

the size of the computer object;

the current name of the computer object;

the physical and folder location of the computer object on

disk;

the original name of the computer object;

the creation and modification dates of the computer object;

vendor, product and version and any other information

stored within the computer object; and

the computer object header or header held by the respective

remote computer.

9. A method according to claim 1, wherein the data is sent
in the form of a key that is obtained by a hashing process
carried out in respect of the objects on the respective remote
computer.

10. A method according to claim 9, wherein the key has at
least one component that represents executable instructions
contained within or constituted by the computer object.

11. A method according to claim 9, wherein the key has at
least one component that represents data about said computer
object.

12. A method according to claim 11, wherein said data
about said computer object includes at least one of:

the current name of the computer object;

the physical and folder location of the computer object on

disk;

the original name of the computer object;

the creation and modification dates of the computer object;

vendor, product and version and any other information

stored within the computer object;

the computer object header or header held by the respective ;3

remote computer; and,

events initiated by or involving the computer object when
the computer object is created, configured or runs on the
respective remote computers.

13. A method according to claim 9, wherein the key has at
least one component that represents the physical size of the
computer object.

14. A method according to claim 1, comprising initially
classitying a computer object as not malware, generating a
mask for said computer object that defines acceptable behav-
iour for the computer object, monitoring an operation of the
computer object on at least one of the first and second remote
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computers and reclassifying the computer object as malware
if the actual monitored behaviour extends beyond that per-
mitted by the mask.

15. An apparatus for classifying a computer object as mal-

ware, the apparatus comprising:

a base computer constructed and arranged to receive data
about a computer object from a first remote computer on
which the computer object or similar computer objects
are stored, wherein said data includes information about
events initiated or involving the computer object when
the computer object is created, configured, or runs onthe
first remote computer, said information including at
least an identity of an object initiating the event, the
event type, and an identity of an object or other entity on
which the event is being performed;

the base computer being constructed and arranged to
receive data about the computer object from a second
remote computer on which the computer object or simi-
lar computer objects re stored, wherein said data
includes information about events initiated or involving
the computer object when the computer object is cre-
ated, configured, or runs on the second remote computer,
said information including at least an identity of an
object initiating the event, the event type, and an identity
of an object or other entity on which the event is being
performed;

the base computer being constructed and arranged to cor-
relate at least a portion of the data about the computer
object received from the first remote computer to at least
a portion of the data about the computer object received
from the second remote computer;

the base computer being constructed and arranged to com-
pare the data about the computer object received from
the first and second remote computers to other objects or
entities to identify relationships between the correlated
data and the other objects or entities; and

the base computer being constructed and arranged to clas-
sify the computer object as malware on the basis of said
comparison.

16. Tha apparatus according to claim 15, wherein the base

computer is constructed and arranged so as to identify the
relationship between objects related directly, or between

s objects related via other objects.

17. The apparatus according to claim 15, wherein the base
computer is constructed and arranged so as, where an object
and other objects are found to have a relationship, to monitor
those related objects as a homogenous entity and identify a
common object of the homogenous entity as a malware
object.

18. The apparatus according to claim 15, wherein the base
computer is constructed and arranged so as to deduce an
object to be malware based on the behaviour of a related
object.

19. The apparatus according to claim 15, wherein the base
computer is constructed and arranged so that if at least one
other object to which said object is related is classed as
malware, then said object is classified as malware.

29. The apparatus according to claim 15, wherein the base
computer is constructed and arranged so that said other
objects include the object or similar objects stored on at least
one of the first and second remote computers.

21. The apparatus according to claim 15, wherein the base
computer is constructed and arranged so that said other
objects include other objects that are parent objects or child
objects or otherwise process-related objects to said object.
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22. The apparatus according to claim 15, wherein the base
computer is constructed and arranged so as to compare the
data where the data includes one or more of:

executable instructions contained within or constituted by

the computer object;

the size of the computer object;

the current name of the computer object;

the physical and folder location of the computer object on

disk;

the original name of the computer object;

the creation and modification dates of the computer object;

vendor, product, and version and any other information

stored within the computer object; and

the computer object header or header held by the respective

remote computer.

23. The apparatus according to claim 15, wherein the base
computer is constructed and arranged so as to be able to
process data that is sent in the form of a key that is obtained by
a hashing process carried out in respect of the objects on said
respective remote computer.

24. The apparatus according to claim 23, wherein the key
has at least one component that represents executable instruc-
tions contained within or constituted by the computer object.

25. The apparatus according to claim 23, wherein the key
has at least one component that represents data about said
computer object.

26. Apparatus according to claim 25, wherein said data
about said object includes at least one of:

the current name of the computer object;

the physical and folder location of the computer object on

disk;

24

the original name of the comptuer object;
the creation and modification dates of the computer object;

vendor, product, and version and any other information
stored within the computer object;

the computer object header or header held by the respective
remote computer; and

events initiated by or involving the computer object when
the computer object is created, configured, or runs onthe
respective remote computers.

277. The apparatus according to claim 23, wherein the key
has at least one component that represents the physical size of
the computer object.

28. The apparatus according to claim 15, wherein the base
computer is constructed and arranged to generate a mask for
acomputer object that 1s initially classed not as malware, said
mask defining acceptable behaviour for the computer object,
and the base computer is constructed and arranged to monitor
an operation of the computer object on at least one of the first
and second remote computers and to reclassify the computer
object as malware if the actual monitored behaviour extends
beyond that permitted by the mask.

29. A computer program recorded on non-transitory com-
puter readable medium comprising program instructions for
causing a computer to perform the method of claim 1.

30. A method according to claim 1, wherein the data
received about the computer object from the first remote
computer is different than the data received about the com-
puter object from the second remote computer.
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1
AUTOMATIC THREAT DETECTION OF
EXECUTABLE FILES BASED ON STATIC
DATA ANALYSIS

BACKGROUND

Everyday new executable files are created and distributed
across networks. A large portion of these distributed execut-
able files are unknown. For instance, it is not known if such
distributed executable files are malicious or not. Given the
high volume of new unknown files distributed on a daily
basis, it is important to determine threats contained in the set
of new unknown files instantaneously and accurately. It is
with respect to this general environment that aspects of the
present technology disclosed herein have been contem-
plated.

SUMMARY

Aspects of the present disclosure relate to threat detection
of executable files. A plurality of static data points are
extracted from an executable file without decrypting or
unpacking the executable file. The executable file may then
be analyzed without decrypting or unpacking the executable
file. Analyzing of the executable file comprises applying a
classifier to the plurality of static data points extracted from
the executable file. The classifier is trained from data com-
prising known malicious executable files, known benign
executable files and potentially unwanted executable files.
Based upon the analysis of the executable file, a determi-
nation is made as to whether the executable file is harmful.
In some examples, execution of the executable file is pre-
vented when a determined probability value that the execut-
able file is harmful exceeds a threshold value.

This summary is provided to introduce a selection of
concepts in a simplified form that are further described
below in the Detailed Description. This summary is not
intended to identify key features or essential features of the
claimed subject matter, nor is it intended to be used to limit
the scope of the claimed subject matter.

BRIEF DESCRIPTION OF THE DRAWINGS

Non-limiting and non-exhaustive examples are described
with reference to the following figures. As a note, the same
number represents the same element or same type of element
in all drawings.

FIG. 1 illustrates an exemplary system 100 showing
interaction of components for implementation threat detec-
tion as described herein.

FIG. 2 illustrates an exemplary distributed system 200
showing interaction of components for implementation of
exemplary threat detection as described herein.

FIG. 3 illustrates an exemplary method 300 for imple-

mentation of threat detection systems and methods described 3

herein.

FIG. 4 illustrates one example of a suitable operating
environment 400 in which one or more of the present
examples may be implemented.

DETAILED DESCRIPTION

Non-limiting examples of the present disclosure relate to
the threat detection of executable files. The examples dis-
closed herein may also be employed to detect zero day
threats from unknown executable files. However, one skilled
in the art will recognize that the present disclosure is not
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limited to detection of executable files that may present zero
day threats and can be applicable to any unknown file that
is attempting to execute on a system (e.g., processing
device). The present disclosure is able to detect whether an
executable file is harmful or benign before the executable
file is actually executed on a processing device. In examples,
machine learning processing applies a classifier to evaluate
an executable file based on static points data collected from
the executable file. The classifier is trained from a collection
of data comprising known malicious files, potentially
unwanted files and benign files. The classifier is designed
and trained such that it can handle encrypted and/or com-
pressed files without decrypting and/or decompressing the
files.

Approaches to detecting threats typically focus on finding
malicious code blocks within a file and analyzing the
behavior of the file. Such approaches are expensive and
time-consuming operations that require decrypting
encrypted files, dissembling code, analyzing behavior of
malware, among other things. Additionally, behavioral
detection requires the execution of the potentially malicious
code, thereby presenting an opportunity for the malicious
code to harm the computing system is executing on. The
present disclosure achieves high and accurate classification
rates for potentially malicious executables without the need
to employ time consuming processing steps like decryption,
unpacking or executing unknown files while maintaining a
controlled and safe environment. The determination of
unknown files is achieved by evaluating static data points
extracted from an executable file using a trained classifica-
tion system that is able to identify potential threats without
analyzing executable behavior of a file. The present disclo-
sure also provides for the creation of a training set that
adaptively learns what static data points may indicate the
existence of malicious code using training data that contains
a statistically significant number of both encrypted and
non-encrypted examples of malicious or unwanted execut-
able files, among other information. By collecting a large set
oftraining examples as they appear as publicly available and
distributed over network connection (e.g., “in the wild”), the
present disclosure ensures that its adaptive learning process-
ing is robust enough to comprise suflicient representation of
features (and distributions) from files that may be encrypted,
not-encrypted, compressed, and uncompressed, among other
examples.

A pumber of technical advantages are achieved based on
the present disclosure including, but not limited to:
enhanced security protection including automatic detection
of threats, reduction or minimization of error rates in iden-
tification and marking of suspicious behavior or files (e.g.,
cut down on the number of false positives), ability to adapt
over time to continuously and quickly detect new threats or
potentially unwanted files/applications, improved efficiency
in detection of malicious files, and improved usability and
interaction for users by eliminating the need to continuously
check for security threats, among other benefits that will be
apparent to one of skill in the art.

FIG. 1 illustrates an exemplary system 100 showing an
interaction of components for implementation threat detec-
tion as described herein. Exemplary system 100 may be a
combination of interdependent components that interact to
form an integrated whole for execution of threat detection
and/or prevention operations. Components of the systems
may be hardware components or software implemented on
and/or executed by hardware components of the systems. In
examples, system 100 may include any of hardware com-
ponents (e.g., used to execute/run operating system (OS)),
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and software components (e.g., applications, application
programming interfaces, modules, virtual machines, runtime
libraries, etc.) running on hardware. In one example, an
exemplary system 100 may provide an environment for
software components to run, obey constraints set for oper-
ating, and/or makes use of resources or facilities of the
system 100, where components may be software (e.g.,
application, program, module, efc.) running on one or more
processing devices. For instance, threat detection operations
(e.g., application, instructions, modules, etc.) may be run on
a processing device such as a computer, a client device (e.g.,
mobile processing device, laptop, smartphone/phone, tablet,
etc.) and/or any other electronic devices, where the compo-
nents of the system may be executed on the processing
device. In other examples, the components of systems
disclosed herein may be spread across multiple devices. For
instance, files to be evaluated may be present on a client
device and information may be processed or accessed from
other devices in a network such as, for example, one or more
server devices that may be used to perform threat detection
processing and/or evaluation a file before execution of the
file by the client device.

As one example, system 100 comprises a knowledge
component 102, a learning classifier component 104, and a
threat determination component 106, each having one or
more additional components. The scale of systems such as
system 100 may vary and include more or less components
than those described in FIG. 1. In alternative examples of
system 100, interfacing between components of the system
100 may occur remotely, for example where threat detection
processing is implemented on a first device (e.g., server) that
remotely monitors and controls process flow for threat
detection and prevention of a second processing device (e.g.,
client).

As an example, threat detection may detection exploits
that are executable files. However, one skilled in the art will
recognize that the descriptions herein referring to executable
files are just an example. Threat detection examples
described herein can relate to any computer file. In one
example, an executable file may be a portable executable
(PE) file that is a file format for executables, object code,
dynamic link Hbrary files (DLLs), and font library files,
among other examples. However, one skilled in the art will
recognize that executable files are not limited to PE files and
can be any file or program that executes a task according to
an encoded instruction. Knowledge component 102
described herein may collect data for use in building,
training and/or re-training a learning classifier to evaluate
executable files. The knowledge component 102 is one or

more storages, memories, and/or modules that continuously 5

collects and manages data that may be used to detect threats
in files such as executable files. In one example, the knowl-
edge component 102 maintains a robust collection of data
comprising known malicious executable files, known benign

executable files, and potentially unwanted executable files. :

As an example, Malicious executable files may be any type
of code, data, objects, instructions, etc., that may cause harm
or alter an intended function of a system and/or any system
resources (e.g., memory, processes, peripherals, etc.) and/or
applications running on a device such as an operating system
(OS). A benign executable file is a file that upon execution,
will not cause harm/damage or alter an intended system
function. In other examples, a benign executable may cause
harm/damage or alter an intended system; however, the
potential harm/damage or alteration may be acceptable to
the owner of the system or device. In examples, potentially
unwanted executable files are files that may be installed on
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system 100 that may not be malicious, but a user of the
device may not want such a file to execute and/or a file that
is executed/installed unknowingly to a user. In one example,
classification of executable files as malicious, benign or
potentially unwanted are done by research and development
support associated with developments and programming of
a threat detection application/module. However, one skilled
in the art will recognize that identification and classification
of files into the above identified categories may be done by
monitoring or evaluating a plurality of resources including
but not limited to: network data, executable file libraries and
information on previously known malicious executable files
as well as benign executable files and potentially unwanted
executable files, users/customers of threat detection/com-
puter security software, network flow observed from use of
threat detection processing and products, business associa-
tions (e.g., other existing threat detection services or part-
ners), third-party feeds, and updates from threat detection
performed using learning classifier of present disclosure,
among other examples.

To classify executable files into one of the above identi-
fied categories, the knowledge component 102 collects static
data on a large variety of executable files (e.g., PE files).
Examples of different types of executable files collected and
evaluated include but are not limited to: bit files (e.g., 32/64
bit files), operating system files (e.g., Windows, Apple,
Linux, Unix, etc.), custom built files (e.g., internal tool files),
corrupted files, partial downloaded files, packed files,
encrypted files, obfuscated files, third party driver files,
manually manipulated binary files, unicode files, infected
files, and/or memory snapshots, among other examples. The
data collected and maintained by the knowledge component
102 yields a knowledgebase that may be used to periodically
train a classifier, e.g. learning classifier component 104
utilized by system 100. The learning classifier component
may be used to classify an executable file as one of the
following classifications: malicious, benign or potentially
unwanted. In some examples, classification may span two or
more two or more of those classification categories. For
example, an executable file may be benign in the sense that
it is not harmful to system 100 but may also be classified as
potentially unwanted as it might be installed without explicit
user consent, for example. Data maintained by the knowl-
edge component 102 may be continuously updated system
100 or a service that updates system 100 with new exploits
to add to the training sample. For example, a research team
may be employed to continuously collect new examples of
harmful executables, benign executables, and potentially
unwanted executables, as many unknown executable files
are generated on a daily basis over the Internet. Executable
files may be evaluated by the research team such as by
applying applications or processing to evaluate executable
files including data associated with the file and/or actions
associated with the file (e.g., how it is installed and what a
file does upon execution). Continuous update of the data
maintained by the knowledge component 102 in conjunction
with on-going re-learning/re-training of the learning classi-
fier component 104 ensures that system 100 is up-to-date on
current threats. Knowledge of the most current threats
improves the generalization capability of system 100 to new
unknown threats. By incorporating malicious files, benign
files and potentially unwanted files, the present disclosure
greatly improves a knowledge base that may be used to in
training a learning classifier thereby resulting in more accu-
rate classifications as compared with other knowledge bases
that are based on only malicious and/or benign files.
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In examples, the collected data on the executable files is
analyzed to identify static data points that may indicate one
of a malicious file, a benign file or a potentially unwanted
file. For instance, the knowledge component 102 may
employ one or more programming operations to identify
static data points for collection, and to associate the static
data points with one of the categories of files (e.g., mali-
cious, benign or potentially unwanted). Programming opera-
tions utilized by the knowledge component 102 include
operations to collect file data (e.g., executable files or data
points from executable files), parse the file data, and store
extracted data points. In at least one example, the knowledge
component 102 comprises one or more components to
manage file data. For example, the knowledge component
102 may comprise one or more storages such as databases,
and one or more additional components (e.g., processors
executing programs, applications, application programming
interfaces (APIs), etc.).

Further, the knowledge component 102 may be config-
ured to continuously collect data, generate a more robust
collection of file data to improve classification of file data
and train a classifier used to detect whether an executable file

6

(e.g., APIs and DLLs), among other examples. Static data
points may be organized into categories that identify a type
of static data point. Categories of static data points comprise,
but are not limited to: numeric values, nominal values string
sequences, byte sequences, and/or Boolean values, among
other examples. Any number of static data points may be
collected and analyzed for an executable file. In general,
collecting and analyzing a greater number of static data
points results in more accurate classification of an execut-
able file. For example, eighty static data points may be
identified and collected (or attempted to be collected) from
an executable file during analysis of an executable file.
While a specific number is static data points are provided
herein, one of skill in the art will appreciate the more or
fewer static data points may be collected without departing
from the scope of this disclosure. As an example, the
following table, Table 1.1, identifies some of the static data
points identified for analysis of an executable file, where the
static data points are organized by category:

TABLE 1.1

Numeric values

Strings/Byte

Nominal vahies sequences Boolean values

File size

tinker version

code size
OS version

image version

subsystem
version

file version
number

product version

number

size of heapr

size of stackr
size of image
PE header time

initialize Comunents Address Of Entry Point
Ancmaly
Image Base Anomaly

Section Alignment Anomaly

Un-initialize
entry point

company name
file description

subsystem internal name Size Of Code Mismateh
Anomaly

file subtype legal copyright Low Import Count Anomaly

language original file Entry Point Anomaly

file flags masks private build certificate Validity

Section Entropy
Sections count

file flags produet name Certificate Exception

file OS special build Code Characteristics Anomaly
file type product version ~ Code Name Anomaly
machine type file version Count Anomaly

PE type package code Data Characteristics Anomaly
section counts product code Data Name Anomaly

DLL count export DLL name Export Exception

DLIL functions

data directory
export count

Farliest Data Byte
TESOULCEs

resources language
resource Encoding

resource code

assermbly version

Certificate Issuer
Certificate
Subject

Imports

Exports

Section Names
Non-resource
section strings

Large Number of DLLs
Anomaly

flag DLL Name Anomaly
Number of Functions
Anomaly

Function Name Anomaly

PE Header Anomaly

High Section Count Anomaly
PE Magic Validity

Resource Exception

page

resource size VR Code Ratio Anomaly
DLL Import Exception
characteristics

is harmful, benign, or potentially unwanted. The identifica-
tion of static data points to be collected and analyzed for
executable files may be continuously updated as more
information becomes available to the knowledge component
102. A static data point may be a point of reference used to
evaluate an executable file. As examples, static data points
include, but are not limited to: header information, section
information, import and export information, certificate infor-
mation, resource information, string and flag information,
legal information, comments, and/or program information

60

Examples of the present disclosure need not distinguish
between encrypted files and non-encrypted files. The static
data points may be extracted from files regardless of whether
or not they are encrypted and/or compressed. Given that the
training set contains a statistically significant number of
encrypted and non-encrypted examples, as well as com-
pressed and decompressed files, a learning classifier (e.g.,
learning classifier component 104) may be trained to iden-
tify features in the extracted data to identify malicious files.
Since a very large majority of the files “in the wild” use few
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tools to encrypt the files (e.g., encryption algorithm, packers,
etc.), the distribution of the data found across large number
of files is preserved after encryption, although the actual
content of the data is transformed into something different.
By collecting a large set of training examples as they appear
“in the wild”, a sufficient representation of features and
distributions associated with the represented features exist in
a fraining set that are both encrypted and not-encrypted. The
present disclosure provides at least one benefit over other
threat detection applications/programs by utilizing a very
large and diverse training sample, thereby enabling a more
intelligent and adaptive learning classifier that is able to
achieve high detection rates for threats and low false posi-
tive rates, among other benefits.

In addition to collecting and managing information to
train a learning classifier, the knowledge component 102 is
vsed to evaluate an executable file and extract/collect static
data points for evaluation of the file by the learning classifier
before the file is executed. In one example, the system
automatically identifies a new file {e.g., unknown file) for
evaluation. As examples, identification of an executable file
for evaluation may occur in examples such as: when a
download of a file is requested, while a download is being
performed, evaluation of streaming data, when a new file is
detected as attempting to execute (e.g., potentially unwanted
file), and before an unknown file or file containing execut-
able code that was not previously checked attempts to
execute, among other examples. In another example, a user
of a device with which components of system 100 are
operating may identify a file to be evaluated. The knowledge
component 102 collects as many static data points as it can
to evaluate the executable file using a learning classifier built
by the learning classifier component 102. In an exemplary
extraction, the knowledge component 102 extracts each of
the static data points identified in Table 1.1. The learning
classifier component 102 intelligently builds a learning
classifier to evaluate a file based on the extracted static data
points of the file and the data managed by the knowledge
component 102.

The learning classifier component 104 is a component
used to evaluate an executable file using the information
provided by the knowledge component 102. The learning
classifier component 104 interfaces with the knowledge
component 102 and a threat detection component 106 for the
system 109 to evaluate an executable file as a possible threat.
As an example, the learning classifier 104 applies program-
ming operations or machine learning processing to evaluate
static data points extracted from a file to be analyzed. In
doing so, the learning classifier component 104 builds a

learning classifier based on information from the knowledge 5

component 102 including the extracted static data points of
a file and the information used to train/re-train the learning
classifier (e.g., static data on the robust collection of execut-
able files including variety of file types of malicious execut-

able files, benign executable files, and potentially unwanted 5

executable files).

As an example, the learning classifier can adaptively set
features of a learning classifier based on the static data points
extracted for a file. For example, ranges of data can be
identified for static data points that may enable the learning
classifier to controllably select (e.g., turn on/off) features for
evaluation by learning classifier. In one instance where a
static data point extracted for evaluation is a file size (e.g.,
numeric value), the learning classifier may turn on/off fea-
tures for evaluation based on whether a the file size of the file
is within a certain range. In another example, the learning
classifier may detect that the file does not contain “legal
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information” in the file. Legal information may be any
identifying information indicating data that conveys rights to
one or more parties including: timestamp data, licensing
information, copyright information, indication of intellec-
tal property protection, etc. In an example where the
learning classifier detects the presence of legal information
does not exist in the executable file, this may trigger the
learning classifier to adaptively check for additional features
that might be indicative of a threat or malicious file as well
as turn off other features related to an evaluation of the
“legal information.” The learning classifier component 104
utilizes programming operations or machine-learning pro-
cessing to train/re-train the learning classifier to uniquely
evaluate any file/file type. One of skill in the art will
appreciate different types of processing operations may be
employed without departing from the spirit of this disclo-
sure. For example, the learning classifier component 104
may utilize an artificial neural network (ANN), a decision
tree, association rules, inductive logic, a support vector
machine, clustering analysis, and Bayesian networks, among
other examples.

The learning classifier component 104 processes and
encodes collected/extracted data from a file to make the
static data points suitable for processing operations. The
processing and encoding executed by the learning classifier
component 104 may vary depending on the identified cat-
egories and/or type (e.g., numeric values, nominal values,
string/byte sequences, Boolean values, etc.) of static data
points collected by the knowledge component 102. As an
example, string sequence data as well as byte sequence data
may be parsed and processed as n-grams and/or n-gram
word prediction (e.g., word-grams). For instance, for a given
string all unigrams, bigrams and so forth up to a given length
n are generated and the counts of the individual n-grams are
determined. The resulting counts of the unique n-grams
string and/or byte sequences are then used as input to a
generated feature vector. In one example, strings are pro-
cessed directly according to a bag of word model. A bag of
word model is a simplifying representation used in natural
language processing and information retrieval. In another
example, numeric value static data points may be binned
appropriately ensuring a good balance between information
loss through data binning and available statistics. Nominal
values as well Boolean values may be encoded using true/
false flags. All of the different encoded data may be com-
bined into one or more final feature vectors, for example
after a complex vector coding/processing is performed (e.g.,
L2 norm).

As an application example of processing performed by the
learning classifier component 104, suppose extraction of
static data points from a file identifies the following four ( 4)
data points:

File size: 4982784

PEHeader Anomaly: False

Section name: . TEXT

Legal copyright: Copyright (C) Webroot Inc. 1997

Processing these 4 data points into a feature vector may
require binning the file size, labeling the PE Header
Anomaly, build n-grams for the section name and building
word-gram for legal copyright. Encapsulation of special
characters that sometimes appear in text (e.g., section
names) may be desirable. In an example, strings of data may
be transformed first into hex code representation and then
build n-grams or word-grams. In this particular example, the
section name is transformed into n-grams while the legal
copyright text is transformed into word-grams. In evaluation
using the classifier, the features related to the extracted data

WBRTO008001



Case 6:22-cv-00243-ADA-DTG Document 121 Filed 12/09/22 Page 218 of 338

US 10,599,844 B2

9

points may be weighted by the particular data point being
evaluated or by category, for example. For instance, the
training of the learning classifier may indicate that legal
information (e.g., “legal copyright”) provides a better indi-
cation that a file may be malicious than that of a section
name. Features being evaluated (and their distributions)
differ for benign files as compared to malicious files (e.g.,
harmful executables such as malware). For example, the
data field “Legal Copyright” for benign files tends to have
meaningful words, whereas in a malicious file, this data field
is often left empty or it is filled with random characters.
Commercial software files tend to have a valid certificate,
whereas malware in general do not have valid certificates.
Similarly, each data field for a static data point evaluated
provides further indication about the maliciousness of the
file. The combined information from all these data fields
coupled with machine learning enables accurate prediction
determination as to whether a file is malicious, benign or
potentially unwanted. As an example, the resulting feature
vector in sparse form is shown below:
secname_002e00740065:0.204124145232
secname_0065:0.0944911182523
secname_0074006500780074:0.353553390593
secname_006500780074:0.408248290464
secname_00740065:0.144337567297
secname_002e007400650078:0.353553390593
secname_00650078:0.144337567297
secname_002e0074:0.144337567297
secname_002e:0.0944911182523
secname_00780074:0.433012701892
secname_0078:0.0944911182523
secname_007400650078:0.204124145232
secname_0074:0.472455591262
legalcopyright_0043006£00700079007200690067006-
80074:0.4472135955
legalcopyright_002800430029:0.4472135955
legalcopyright_0043006f00720070002e:0.4472135955
legalcopyright_0031003900390035:0.4472135955
legalcopyright_004d006900630072006{0073006{00-
660074:0.4472135955
filesize_9965:1.0
PEHeaderAnomaly_False:1.0
In examples, the learning classifier component 104 pro-
vides the one or more feature vectors as input to a support
vector machine (SVM). The SVM may then perform data
analysis and pattern recognition on the one or more feature
vectors. In one example the SVM, may be a linear SVM.
Given a set of training examples provided by the knowledge
component 102, an SVM may build a probabilistic model
that indicates whether or not a file may be malicious. In
another example, a hybrid approach may be elected that

combines two or more individual linear SVM classifiers into 5

a final classifier using ensemble methods. Specifically, the
evaluated static data points may be subdivided into a set of
families {e.g., sections, certificate, header data, and bytes
sequences are used as different families). For each family, a

linear SVM may be trained. The resulting classification :

scores generated by each linear SVM may then be combined
into a final classification score using a decision tree. As an
example, the decision tree may be trained using two-class
logistic gradient boosting. In yet another example of feature
classification evaluation, a classification may be subdivided
into a three class classification problem defined by malicious
files, potentially unwanted files/applications and benign
files. The resulting three class problem is solved using
multi-class classification (e.g., Directed Acyclic Graph
(DAG) SVM) or, in case of the hybrid approach based on
feature families, using a decision tree based on three-class
logistic gradient boosting,
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The threat detection component 106 is a component of
system 100 that evaluates results of the processing per-
formed by the learning classifier component 104 to make a
determination as to whether the executable file is malicious,
benign or a potentially unwanted file/application. As an
example, a probabilistic value may be a final score deter-
mined from evaluating all static data points (or feature
distributions) individually and determining an aggregate
score that may be used for the evaluation of an executable
file. In another example, correlation between static data
points may be determined by the learning classification
component 104 and a final score may be generated based on
the correlation between static data points evaluated.

In one example, a classification as to whether a file is

5 malicious or not may be based on comparison with a

predetermined threshold value. For instance, a final score
(e.g., probability value/evaluation) is determined based on
feature vector processing performed by the learning classi-
fler component 104 and compared with a probability thresh-
old value for determining whether an executable file is
malicious. As an example, a threshold value(s) may be set
based on predetermined false positive range data where
ranges may be set for one or more of the malicious execut-
able files, the benign executable files and the potentially
unwanted executable files. The threshold values for each of
the different types may be the same or different. For
instance, a threshold value may be set that indicates a
confidence score in classifying an executable file as a
malicious executable file. Ranges may be determined indi-
cating how confident the system 100 is in predicting that a
file is malicious. That may provide an indication of whether
further evaluation of an executable file should occur. How-
ever, one skilled in the art will recognize that threshold
determinations can be set in any way that be used to
determine whether an executable file is malicious or not.
Examples of further evaluation include but are not limited
to: additional processing using a learning classifier, identi-
fication of an executable file as potentially malicious where
services associated with the system 100 may follow-up,
quarantining a file, and moving the file to a secure environ-
ment for execution (e.g., sandbox) among other examples. In
other examples, retraining of the classifier may occur based
on confidence scores. In examples, when a probability value
exceeds or threshold value (or alternatively is less than a
threshold value), it may be determined that an executable file
may be identified as malicious. One skilled in the art will
recognize that determination for predictive classification of
executable files is not limited to threshold determinations.
For example, any type of analytical, statistical or graphical
analysis may be performed on data to classify an executable
file/unknown executable file. As identified above, the threat
detection component 106 may interface with the learning
classifier component 104 to make a final determination as to
how to classify an executable file as well as interface with
the knowledge component 102 for training/retraining asso-
ciated with the learning classifier.

FIG. 2 illustrates an exemplary distributed system 200
showing interaction of components for implementation of
exemplary threat detection system as described herein.
Where FIG. 1 illustrates an example system 100 having
components (hardware or software) operating on a client,
FIG. 2 illustrates an exemplary distributed system 200
comprising a client component 202 connected with at least
one server component 204 via communication line 203.

s Communication line 203 represents the ability of the client

component 202 to communicate with the server component
204, for example, to send or receive information over a
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network connection. That is, client component 202 and
server component 204 are connectable over a network
connection {e.g., a connection Internet via, for example, a
wireless connection, a mobile connection, a hotspot, a
broadband connection, a dial-up, a digital subscriber line, a
satellite connection, an integrated services digital network,
etc.).

The client component 202 may be any hardware (e.g.,
processing device) or software (e.g., application/service or
remote connection running on a processing device) that
accesses a service made available by the server component
204. The server component 204 may be any hardware or
software (e.g., application or service running on a process-
ing device) capable of communicating with the client com-
ponent 202 for execution of threat detection processing (e.g.,
threat detection application/service). Threat detection pro-
cessing may be used to evaluate a file before execution of the
file as described in FIG. 1. Threat detection application or
services may be present on at least one of the client
component 202 and the server component 204. In other
examples, applications or components (e.g., hardware or
software) may be present on both the client component 202
and the server component 204 to enable processing by threat
detection application/services when a network connection to
the server cannot be established. In one example of system
200, client component 202 (or server component 204) may
comprise one or more components for threat detection as
described in system 100 including a knowledge component
102, a learning classifier component 104 and/or a threat
detection component 106, as described in the description of
FIG. 1. In other examples, the client component 202 may
transmit data to/from the server component 204 to enable
threat detections services over distributed network 200, for
example as represented by communication line 203. In one
example, threat detection applications/services operating on
the client component 202 may receive updates from the
server component 204. For instance, updates may be
received by the client component 202 for re-training of a
learning classifier used to evaluate an executable file on the
client component 202.

FIG. 3 illustrates an exemplary method 306 for perform-
ing threat detection. As an example, method 300 may be
executed by an exemplary system such as system 100 of
FIG. 1 and system 200 of F1G. 2. In other examples, method
300 may be executed on a device comprising at least one
processor configured to store and execute operations, pro-
grams or instructions. However, method 300 is not limited
to such examples. Method 300 may be performed by any
application or service that may include implementation of

threat detection processing as described herein. The method 5

300 may be implemented using software, hardware or a
combination of software and hardware.

Method 300 begins at operation 302 where a knowledge
base is built for training/retraining of a learning classifier

used to detect threats in executable files. Operation 302 5

builds the knowledge base from data collected and evaluated
related to known malicious executable files, known benign
executable files and potentially unwanted executable files as
described in the description of FIG. 1 (e.g., knowledge
component 102). The knowledge base may be used to
automatically train/re-train one or more learning classifiers
used to evaluate threats in executable files based on the
known malicious executable files, known benign executable
files and the potentially unwanted executable files. In
examples, the knowledge base may be maintained on at least
one of a client component and a server component, and the
knowledge base may be continuously updated with infor-
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mation from the resources described in FIG. 1 including
update information based on threat detection processing
evaluation performed on unknown executable files.

When an executable file is identified for evaluation, flow
proceeds to operation 304 where a one or more static data
points are extracted from an executable file. In operation
304, an executable file is analyzed using machine learning
processing as described with respect to the knowledge
component 102 of FIG. 1 to collect/extract static data points
from an executable file for evaluation. In examples, opera-
tion 304 occurs without decrypting or unpacking the execut-
able file. However, in other examples, machine learning
processing performed has the capability to evaluate static
data points from extracted/unpacked content. In one
example, machine learning processing is used to extract
static data points from encrypted and/or compress versions
of one or more files. In another example, machine learning
processing is used to extract static data points from
decrypted and/or unpacked versions of one or more files. In
any example, extraction of static data points from different
files (e.g. executable files) can be used to enhance training
of a learning classifier, providing better results for extraction
of static data points and classification of files.

In examples, operation 304 further comprises classifying
extracted data according to a type of data extracted. For
instance, the actions performed at operation 304 may be
used to classify the plurality of static data points extracted
into categories (categorical values) comprising numeric val-
ues, nominal values, string or byte sequences, and Boolean
values, for example, as described with respect to FIG. 1. In
examples, data of an executable file (e.g., binary file data)
may be parsed and compared against data maintained by a
threat detection application/service as described in the pres-
ent disclosure to determine static data points for extraction/
collection.

In operation 306, the executable file is analyzed for
threats. As an example, operation 306 analyzes an execut-
able without decrypting or unpacking the executable file.
However, in other examples, the machine learning process-
ing being performed has the capability to evaluate static data
points from extracted/unpacked content. Operation 306
comprises applying a learning classifier (e.g., the learning
classifier generated during performance of operation 302) to
the plurality of static data points extracted from the file. As

5 discussed, the learning classifier may be built from data

comprising known malicious executable files, known benign
executable files and known unwanted executable files, for
example. In one example, operation 306 comprises gener-
ating at least one feature vector from the plurality of static
data points extracted using the learning classifier trained by
the knowledge base. In order to generate the feature vector
for the learning classifier, data may be parsed and encoded
for machine learning processing.

In one example, generation of the feature vector may
comprise selectively setting features of the learning classi-
fier based on the one or more of static data points extracted.
Features of the generated feature vector may be weighted
based on classified categories identified by the knowledge
base (as described above) and the plurality of static data
points extracted from the file. As an example, one or more
features of the feature vector may be selectively turned on or
off based on evaluation of whether a value of a static data
point is within a predetermined range. However, one skilled
in the art will recognize that the learning classifier can

s uniquely generate a feature vector for analysis of the execut-

able file based on any data used to train/ re-train the learning
classifier. In examples, operation 306 further comprises
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evaluating the feature vector using linear or nonlinear sup-
port vector processing to determine a classification for the
executable file, for example whether the executable file is
harmful, benign, or unwanted.

Flow proceeds to operation 308, where a determination is
made as to a classification of the executable file. For
example, operation 308 makes a final determination as to
whether the executable file is harmful (e.g., malicious,
malware} or not based on results of the analysis of the
executable file (e.g., using machine learning processing by
a learning classifier). In one example, results of the analysis
of an executable file may be data obtained from learning
classifier, such as, for example an SVM, processing data. In
one example, operation 308 further comprises preventing
execution of the executable file when a probability value that
the executable file is harmful exceeds a threshold value. The
probability value for the executable file may be determined
based on applying the learning classifier to the executable
file. As an example, the threshold value may be set based on
predetermined false positive range data for identifying a
malicious or harmful executable file. False positive range
data may be determined from the analysis/evaluation of the
known malicious executable files, known benign files and
potentially unwanted executable files/applications, of the
knowledge base. However, as acknowledged above, deter-
mining a classification of an executable file may be based on
any type of analytical, statistical or graphical analysis, or
machine learning processing. In one example, ranges can be
based on evaluation of data during operation of the threat
detection service as well as analysis related to unknown
files, for example analytics performed to evaluate unknown
files.

At any point in time, operation 310 may occur where a
learning classifier used for threat detection processing is
re-trained. Continuously re-training of the learning classifier
may ensure that the threat detection application/service is up
to date and able to accurately detect new threats. As iden-
tified above, re-training may occur through results of threat
detection processing including updated information added to
the knowledge base. In one example, training of a learning
classifier can be based on evaluation of data during opera-
tion of the threat detection service as well as analysis related
to unknown files, for example analytics performed to evalu-
ate unknown files.

FIG. 4 and the additional discussion in the present speci-

fication are intended to provide a brief general description of

a suitable computing environment in which the present
invention and/or portions thereof may be implemented.

Although not required, the embodiments described herein 5

may be implemented as computer-executable instructions,
such as by program modules, being executed by a computer,
such as a client workstation or a server. Generally, program
modules include routines, programs, objects, components,
data structures and the like that perform particular tasks or
implement particular abstract data types. Moreover, it
should be appreciated that the invention and/or portions
thereof may be practiced with other computer system con-
figurations, including hand-held devices, multi-processor
systems, microprocessor-based or programmable consumer
electronics, network PCs, minicomputers, mainframe com-
puters and the like. The invention may also be practiced in
distributed computing environments where tasks are per-
formed by remote processing devices that are linked through
a communications network. In a distributed computing
environment, program modules may be located in both local
and remote memory storage devices.
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FIG. 4 illustrates one example of a suitable operating
environment 400 in which one or more of the present
embodiments may be implemented. This is only one
example of a suitable operating environment and is not
intended to suggest any limitation as to the scope of use or
functionality. Other well-known computing systems, envi-
ronments, and/or configurations that may be suitable for use
include, but are not limited to, personal computers, server
computers, hand-held or laptop devices, multiprocessor sys-
tems, microprocessor-based systems, programmable con-
sumer electronics such as smart phones, network PCs,
minicomputers, mainframe computers, distributed comput-
ing environments that include any of the above systems or
devices, and the like.

In its most basic configuration, operating environment
400 typically includes at least one processing unit 402 and
memory 404. Depending on the exact configuration and type
of computing device, memory 404 (storing, among other
things, executable evaluation module(s), e.g., malware
detection applications, APIs, programs etc. and/or other
components or instructions to implement or perform the
system and methods disclosed herein, etc.) may be volatile
(such as RAM), non-volatile {such as ROM, flash memory,
etc.), or some combination of the two. This most basic
configuration is illustrated in FIG. 4 by dashed line 406.
Further, environment 400 may also include storage devices
(removable, 408, and/or non-removable, 410) including, but
not limited to, magnetic or optical disks or tape. Similarly,
environment 400 may also have input device(s) 414 such as
keyboard, mouse, pen, voice input, etc. and/or output
device(s) 416 such as a display, speakers, printer, etc. Also
included in the environment may be one or more commu-
nication connections, 412, such as LAN, WAN, pomnt to
point, etc.

Operating environment 400 typically includes at least
some form of computer readable media. Computer readable
media can be any available media that can be accessed by
processing unit 402 or other devices comprising the oper-
ating environment. By way of example, and not limitation,
computer readable media may comprise computer storage
media and communication media. Computer storage media
includes volatile and nonvolatile, removable and non-re-
movable media implemented in any method or technology
for storage of information such as computer readable
instructions, data structures, program modules or other data.
Computer storage media includes, RAM, ROM, EEPROM,
flash memory or other memory technology, CD-ROM, digi-
tal versatile disks (DVD) or other optical storage, magnetic
cassettes, magnetic tape, magnetic disk storage or other
magnetic storage devices, or any other non-transitory
medium which can be used to store the desired information.
Computer storage media does not include communication
media.

Communication media embodies computer readable
instructions, data structures, program modules, or other data
in a modulated data signal such as a carrier wave or other
transport mechanism and includes any information delivery
media. The term “modulated data signal” means a signal that
has one or more of its characteristics set or changed in such
a manner as to encode information in the signal. By way of
example, and not limitation, communication media includes
wired media such as a wired network or direct-wired con-
nection, and wireless media such as acoustic, RF, infrared
and other wireless media. Combinations of the any of the
above should also be included within the scope of computer
readable media.

The operating environment 400 may be a single computer
operating in a networked environment using logical connec-
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tions to one or more remote computers. The remote com-
puter may be a personal computer, a server, a router, a
network PC, a peer device or other common network node,
and typically includes many or all of the elements described
above as well as others not so mentioned. The logical
connections may include any method supported by available
communications media. Such networking environments are
commonplace in offices, enterprise-wide computer net-
works, intranets and the Internet.

The different aspects described herein may be employed
using software, hardware, or a combination of software and
hardware to implement and perform the systems and meth-
ods disclosed herein. Although specific devices have been
recited throughout the disclosure as performing specific
functions, one of skill in the art will appreciate that these
devices are provided for illustrative purposes, and other
devices may be employed to perform the functionality
disclosed herein without departing from the scope of the
disclosure.

As stated above, a number of program modules and data
files may be stored in the system memory 404. While
executing on the processing unit 402, program modules 408
(e.g., applications, Input/Output (I/O) management, and
other utilities) may perform processes including, but not
limited to, one or more of the stages of the operational
methods described herein such as method 300 illustrated in
FIG. 3, for example.

Furthermore, examples of the invention may be practiced
in an electrical circuit comprising discrete electronic ele-
ments, packaged or integrated electronic chips containing
logic gates, a circuit utilizing a microprocessor, or on a
single chip containing electronic elements or microproces-
sors. For example, examples of the invention may be prac-
ticed via a system-on-a-chip {SOC) where each or many of
the components illustrated in FIG. 4 may be integrated onto
a single integrated circuit. Such an SOC device may include
one or more processing units, graphics units, communica-
tions unifs, system virtualization units and various applica-
tion functionality all of which are integrated (or “burned”)
onto the chip substrate as a single integrated circuit. When
operating via an SOC, the functionality described herein
may be operated via application-specific logic integrated
with other components of the operating environment 400 on
the single integrated circuit (chip). Examples of the present
disclosure may also be practiced using other technologies
capable of performing logical operations such as, for
example, AND, OR, and NOT, including but not limited to
mechanical, optical, fluidic, and quantum technologies. In

addition, examples of the invention may be practiced within 5

a general purpose computer or in any other circuits or
systems.

This disclosure described some aspects of the present
technology with reference to the accompanying drawings, in

which only some of the possible embodiments were shown. 5

Other aspects may, however, be embodied in many different
forms and should not be construed as limited to the embodi-
ments set forth herein. Rather, these aspects were provided
so that this disclosure was thorough and complete and fully
conveyed the scope of the possible embodiments to those
skilled in the art.

Although specific aspects were described herein, the
scope of the technology is not limited to those specific
embodiments. One skilled in the art will recognize other
embodiments or improvements that are within the scope and
spirit of the present technology. Therefore, the specific
structure, acts, or media are disclosed only as illustrative

[
LA

w
@

40

45

60

16

embodiments. The scope of the technology is defined by the
following claims and any equivalents therein.

What is claimed is:

1. A computer-implemented method comprising:

extracting a plurality of static data points from an execut-

able file without decrypting or unpacking the execut-
able file, wherein the plurality of static data points
represent predefined character strings in the executable
file;

generating a feature vector from the plurality of static data

points using a classifier trained to classify the plurality
of static data points based on a collection of data
comprising known malicious executable files, known
benign executable files, and known unwanted execut-
able files, wherein the collection of data comprises at
least a portion of the plurality of static data points, and
wherein one or more features of the feature vector are
selectively turned on or off based on whether a value of
one or more static data points from the plurality of
extracted static data points is within a predetermined
range; and

evaluating the feature vector using support vector pro-

cessing to determine whether the executable file is
harmful.

2. The computer-implemented method according to claim
1, wherein the extracting the plurality of static data points
further comprises classifying the extracted static data points
according to a type of data extracted from the executable
file, and encoding the extracted static data points for the
classifier based on the classification.

3. The computer-implemented method according to claim
2, wherein generating the at least one feature vector com-
prises selectively setting features of the classifier based on
the plurality of extracted static data points.

4. The computer-implemented method according to claim
2, wherein the classifying the at least one static data point
comprises classifying the plurality of extracted static data
points into categories comprising numeric values, nominal
values, string or byte sequences, and Boolean values.

5. The computer-implemented method according to claim
4, wherein analyzing the executable file further comprises
generating at least one feature vector from the plurality of
extracted static data points, wherein features of the gener-
ated feature vector are weighted based at least upon the
classified categories and the plurality of extracted static data
points.

6. The computer-implemented method according to claim
1, wherein determining whether the executable file is harm-
ful further comprises preventing execution of the executable
file when a determined probability value that the executable
file is harmful exceeds a threshold value.

7. The computer-implemented method according to claim
6, wherein the threshold value is set based on predetermined
false positive range data.

8. The computer-implemented method according to claim
1, wherein the plurality of static data points is extracted
using a machine learning technique.

9. The computer-implemented method according to claim
1, wherein a determination of whether the executable file is
harmful is used to retrain the classifier.

10. A computer-readable storage device containing
instructions, that when executed on at least one processor,
causing the processor to execute a process comprising:

extracting a plurality of static data points from an execut-

able file without decrypting or unpacking the execut-
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able file, wherein the plurality of static data points
represent predefined character strings in the executable
file;

generating a feature vector from the plurality of static data

points using a classifier trained to classify the plurality
of static data points based on a collection of data
comprising known malicious executable files, known
benign executable files and known unwanted execut-
able files, wherein the collection of data comprises at
least a portion of the plurality of static data points, and
wherein one or more features of the feature vector are
selectively turned on or off based on whether one or
more values of one or more static data points from the
plurality of extracted static data points is within a
predetermined range; and

evaluating the feature vector using support vector pro-

cessing to determine whether the executable file is
harmful.

11. The computer-readable storage device according to
claim 10, wherein the extracting of the plurality of static data
points executed by the processor further comprises classi-
fying the extracted static data points according to a type of
data extracted from the executable file, and encoding the
extracted static data points for the classifier based on the
classifying.

12. The computer-readable storage device according to
claim 11, wherein generating the at least one feature vector
comprises selectively setting features of the classifier based
on the plurality of extracted static data points.

13. The computer-readable storage device according to
claim 11, wherein the classifying the at least one static data
point comprises classifying the plurality of extracted static
data points into categories comprising numeric values,
nominal values, string or byte sequences, and Boolean
values.

14. The computer-readable storage device according to
claim 13, wherein analyzing the executable file further
comprises generating a feature vector from the plurality of
extracted static data points, wherein features of the gener-
ated feature vector are weighted based at least upon the
classified categories and the plurality of extracted static data
points.

15. The computer-readable storage device according to
claim 10, wherein determining whether the executable file is
harmful further comprises preventing execution of the
executable file when a determined probability value that the
executable file is harmful exceeds a threshold value.

5

ot
<

.
1"

b2
<

w
@

40

18

16. The computer-readable storage device according to
claim 15, wherein the threshold value is set based on
predetermined false positive range data.

17. A system comprising:

at least one memory; and

at least one processor operatively connected with the

memory and configured to perform operation of:

extracting a plurality of predefined character strings
from an executable file without decrypting or
unpacking the executable file;

generating a feature vector from the plurality of pre-
defined character strings using a classifier trained to
classify the plurality of predefined character strings
based on a collection of data comprising known
malicious executable files, known benign executable
files and known unwanted executable files, wherein
the collection of data comprises at least a portion of
one or more of the plurality of predefined character
strings, and wherein one or more features of the
feature vector are selectively turned on or off based
on whether a value of one or more predefined
character strings from the plurality of predefined
character strings is within a predetermined range;
and

evaluating the feature vector using support vector pro-
cessing to determine whether the executable file is
harmful.

18. The system according to claim 17, wherein the deter-
mining further comprises preventing execution of the
executable file when a determined probability value that the
executable file is harmful exceeds a threshold value, and
wherein the threshold value is set based on predetermined
false positive range data.

19. The system according to claim 17, wherein the
extracting the plurality of predefined character strings fur-
ther comprises classifying the extracted plurality of pre-
defined character strings according to a type of data
extracted from the executable file, and encoding the
extracted plurality of predefined character strings for the
classifier based on the classification.

290. The system according to claim 17, wherein determin-
ing whether the executable file is harmful further comprises
preventing execution of the executable file when a deter-
mined probability value that the executable file is harmful
exceeds a threshold value.

L 3 &® ok %k
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SYSTEM AND METHOD FOR DEVELOPING
A RISK PROFILE FOR AN INTERNET
SERVICE

CROSS REFERENCE TO RELATED
APPLICATION

The present application claims priority to U.S. Provisional
Patent Application No. 61/241,389, filed on Sep. 10, 2009 and
U.S. Provisional Patent Application No. 61/171,264, filed on
Apr. 21, 2009, both of which are hereby incorporated by
reference in their entireties.

STATEMENT REGARDING FEDERALLY
SPONSORED RESEARCH OR DEVELOPMENT

Not Applicable

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention is related to assessing risk profiles of
Internet resources. More specifically, the present invention is
related to a system and method for developing a risk profile
for an Internet resource by generating a reputation index,
based on attributes of the resource collectively referred to as
the reputation vector of the resource.

2. Description of the Related Art

Management of internet access, particularly to Web sites,
has been accomplished in the past using “Content Filtering”,
where Web sites are organized into categories and requests for
Web content are matched against per-category policies and
either allowed or blocked. This type of management focuses
on the subject matter of a Web site, and provides visibility
into, for example, how employees spend their time, and their
company’s network bandwidth usage, during the course of
the day. These solutions also allow companies to enforce
established internet usage policy (IUP) by blocking Web sites
whose subject matter violates their TUP.

Security solutions, such as anti-virus products, examine
file or Web page content to discover known patterns or sig-
natures that represent security threats to users, computers, or
corporate networks. These focus not on the subject matter of
a site, but look for viruses and other ‘malware’ that are cur-
rently infecting the site. However, current solutions to man-
agement of Internet resources fail to measure the security risk
associated with accessing an Internet resource in a more
predictive way, before infections are isolated and signatures
are identified and distributed.

A possible analogy to the reputation of an Internet resource
is the credit score of an individual. A Web user would want to
be informed of the reputation of a Web site before visiting it,
just as a lender would want to know the reputation, the finan-

cial reputation at least, of a borrower of the lender’s money. ;

A credit score is based on a variety of fairly tightly related
factors, such as existing debt, available credit lines, on-time
payments, existing credit balances, etc.

In the United States, a credit score is a number based on a
statistical analysis of a person’s credit files that represents the
creditworthiness of that person, which is the likelihood that
the person will pay their bills. A credit score is primarily
based on credit information, typically from one of the three
major credit agencies.

There are different methods of calculating credit scores.
The best known one, FICO, is a credit score developed by the
Fair Isaac Corporation. FICO is used by many mortgage
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lenders that use a risk-based system to determine the possi-
bility that the borrower may default on financial obligations to
the mortgage lender.

FICO® scores are provided to lenders by the three major
credit reporting agencies: Equifax, Experian and TransUnion.
When lenders order your credit report, they can also buy a
FICO® score that is based on the information in the report.
That FICO® score is calculated by a mathematical equation
that evaluates many types of information from the borrower’s
credit report at that agency. In order for a FICO® score to be
calculated on the borrower’s credit report, the report must
contain sufficient information—and sufficient recent infor-
mation——on which to base a score. Generally, that means the
borrower must have at least one account that has been open
for six months orlonger, and at least one account that has been
reported to the credit reporting agency within the last six
months.

FICO scores provide a reliable guide to future risk based
solely on credit report data. FICO® scores have a 300-850®
score range. The higher the score, the lower the risk. But no
score says whether a specific individual will be a “good” or
“pad” customer. And while many lenders use FICO® scores
to help them make lending decisions, each lender has its own
strategy to determine if a potential borrower is a good cus-
tomer. Although FICO won’t reveal exactly how it determines
a credit score, it considers the following factors: payment
history (35%); outstanding debt (30%); length of credit his-
tory (15%); types of credit (10%); and new credit (10%).

Returning to Internet resources, attackers have been using
the Internet to attack the computers and other devices of users
ofthe Internet. Attackers continue to take advantage of flaws
in traditional security measures and bypass reputation-based
systems to increase attack effectiveness.

In 2008, massive attacks were conducted that compro-
mised hundreds of thousands of legitimate Web sites with
good reputations worldwide with data-stealing malicious
code. The attacks included sites from MSNBC, ZDNet,
Wired, the United Nations, a large UK government site, and
more. In the attacks, when a user’s browser opened one of the
thousands of compromised sites, a carefully crafted iframe
HTML tag redirected users to a malicious site rife with
exploits. As a result, malicious code, designed to steal confi-

5 dential information, was launched on vulnerable machines. In

addition to Web exploits, email spammers are also taking
advantage of the reputation of popular email services like
Yahoo! and Gmail to bypass anti-spam systems.

Also, spammers use sophisticated tools and bots to break
the “CAPTCHA-” systems that were developed to keep email
and other services safe from spammers and other malicious
activity. MICROSOFT Live Mail, GOOGLE’s popular
Gmail service and Yahoo! mail services were all compro-
mised by this breakthrough method. Subsequently, spammers
have been able to sign up for the free email accounts on a mass
basis and send out spam from email accounts with good
reputations. With a free signup process, access to a wide
portfolio of services and domains that are unlikely to be
blacklisted given their reputation, spammers have been able
to launch attacks on millions of users worldwide while main-
taining anonymity.

Thus, prior art solutions have focused on security when
accessing known infected sites in the Internet from a network
such as a local area network or a wide area network.

Hegli et al., U.S. Pat. No. 7,483,982 for Filtering Tech-
niques For Managing Access To Internet Sites Or Other Soft-
ware Applications discloses a system and method for control-
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ling an end user’s access to the Internet by blocking certain
categorized sites or limiting access based on bandwidth
usage.

Hegli et al., U.S. Pat. No. 6,606,659 for a System And
Method For Controlling Access To Internet Sites discloses a
system and method for controlling an end user’s access to the
Internet by blocking certain categorized sites or limiting the
number of times the end user can access an Internet site.

Yavatkar et al., U.S. Pat. No. 6,973,488 for Providing
Policy Information To A Remote Device discloses a method
for distributing high level policy information to remote net-
work devices using a low-level configuration.

Turley et al., U.S. Patent Publication Number 2005/
0204050 for a Method And System For Controlling Network
Access discloses a system and method for controlling access
to a specific site by using a gateway that assigns incoming
traffic to specific sections of the site.

Shull et al., U.S. Pat. No. 7,493,403 for Domain Name
Validation discloses accessing domain name registries to
determine the ownership of a domain and monitoring the
domain and registry.

Roy et al., U.S. Pat. No. 7,406,466 for a Reputation Based
Search discloses using a search engine to present search
results associated with measures of reputation to overcome
the problem of META tags skewing the search results.

Hailpern et al., U.S. Pat. No. 7,383,299 for a System And
Method For Providing Service For Searching Web Site
Addresses discloses

Moore et al., U.S. Pat. No. 7,467,206, for a Reputation
System For Web Services discloses a system and method for
selecting a Web service from a search engine list which is
ranked based on reputation information for each Web service.

Definitions for various terms are set forth below.

FTP or File Transfer Protocol is a protocol for moving files
over the Internet from one computer to another.

HyperText Markup Language (HTML) is a method of mix-
ing text and other content with layout and appearance com-
mands in a text file, so that a browser can generate a displayed
image from the file.

Hypertext Transfer Protocol (HTTP) is a set of conventions
for controlling the transfer of information via the Internet
from a Web server computer to a client computer, and also
from a client computer to a Web server.

Internet is the worldwide, decentralized totality of server
computers and data-transmission paths which can supply
information to a connected and browser-equipped client com-
puter, and can receive and forward information entered from
the client computer.

JavaScript is an object-based programming language.

JavaScript is an interpreted language, not a compiled lan- 5

guage. JavaScript is generally designed for writing software
routines that operate within a client computer on the Internet.
Generally, the software routines are downloaded to the client
computer at the beginning of the interactive session, if they

are not already cached on the client computer. JavaScript is 5

discussed in greater detail below.

Parser is a component of a compiler that analyzes a
sequence of tokens to determine its grammatical structure
with respect to a given formal grammar. Parsing transforms
input text into a data structure, usually atree, which is suitable
for later processing and which captures the implied hierarchy
of the input. XML Parsers ensure that an XML document
follows the rules of XML markup syntax correctly.

URL or Uniform Resource Locator is a address on the
World Wide Web.

Web-Browser is a complex software program, resident in a
client computer, that is capable of loading and displaying text
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and images and exhibiting behaviors as encoded in HTML
(HyperText Markup Language) from the Internet, and also
from the client computer’s memory. Major browsers include
MICROSOFT INTERNET EXPLORER, NETSCAPE,
APPLE SAFARI, MOZILLA FIREFOX, and OPERA.

Web-Server is a computer able to simultaneously manage
many Internet information-exchange processes at the same
time. Normally, server computers are more powerful than
client computers, and are administratively and/or geographi-
cally centralized. An interactive-form information-collection
process generally is controlled from a server computer, to
which the sponsor of the process has access. Servers usually
contain one or more processors (CPUs), memories, storage
devices and network interface cards. Servers typically store
the HTML documents and/or execute code that generates
Web-pages that are sent to clients upon request. An interac-
tive-form information-collection process generally is con-
trolled from a server computer, to which the sponsor of the
process has access.

World Wide Web Consortium {W3C) is an unofficial stan-
dards body which creates and oversees the development of
web technologies and the application of those technologies.

XHTML (Extensible Hypertext Markup Language) is a
language for describing the content of hypertext documents
intended to be viewed or read in a browser.

XML (Extensible Markup Language) is a W3C standard
for text document markup, and it is not a language but aset of
rules for creating other markup languages.

The prior art fails to provide solutions to the problems with
accessing the Internet.

BRIEF SUMMARY OF THE INVENTION

The present invention provides a predictive approach based
on a statistical model built on a broad sampling of Internet
resources with varying degrees of risk. The present invention
focuses on the reputation of a Web site, or any Internet-based
service or resource. The reputation incorporates many factors
that are relevant to the overall safety of visiting a site. The
reputation assesses the over-time track record of the site and
the provider that operates the web site, the current character-
istics of the pages and related files composing the site, and
reputations of sites linked to the site and of referrers to the
site. The overall assessment is expressed as a score, not unlike
a FICO score, that predicts the potential risk of visiting the
site which can be used to protect users from inadvertently
visiting or utilizing higher-risk sites or services within the
Internet.

There are many components of reputation available within
the Internet. Much like other scoring mechanisms, such as
credit scoring, the factors to be considered must be decided
upon, and the weight that each factor will have in the overall
“score” must be determined.

The present invention provides a system and method for
defining a reputation of an Internet service such as a Web site.

A basic element of reputation is how long a domain has
been registered to a particular company/entity. In addition, a
domain which frequently changes hands is also interesting in
a negative way relative to reputation.

Preferred steps of the invention are: evaluation of the
important features to be included in the collection of reputa-
tion-relevant features referred to as the reputation vector;
collection of the reputation vectors for a large sample of
Internet resource; training of a classifier based on training sets
of known high and low reputation services/sites; testing of a
model against a wide variety of random samples; run-time
evaluation of requests for the Internet resource using the
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developed classifier and responding to reputation index infor-
mation requests from clients which enforce network security
policy.

The present invention preferably protects users against
threats which are typically are not related to the subject matter
of the service, or site. The present invention preferably pro-
tects users and networks from zero-day threats which have
not been characterized or included in anti-virus signature
files. The present invention preferably allows network man-
agers to protect users and infrastructure without having to
restrict access to particular categories of content. The present
invention preferably allows higher security which is indepen-
dent of cultural or moral biases related to many categories of
content.

One aspect of the present invention is a method for con-
trolling access to a Web site. The method includes transmit-
ting a request for a Web site from a browser on a client-side
device of a local area network. The Web site resides at a first
server. The method also includes receiving the request for the
Web site at a security appliance of the local area network prior
to transmission of the request over the Internet. The method
also includes analyzing a reputation vector for the Web site at
the security appliance. The reputation vector includes a plu-
rality of factors for the Web site comprising at least one or
more of country of domain registration, country of service
hosting, country of an internet protocol address block, age of
a domain registration, popularity rank, internet protocol
address, number of hosts, top-level domain, a plurality of
run-time behaviors, JavaScript block count, picture count,
immediate redirect and response latency. The method also
includes generating a reputation index for the Web site based
on the analysis of the plurality of factors. The method also
includes determining if the reputation index for the Web site
is above a threshold value established for the local area net-
work. The method also includes transmitting a decision trans-
mission to the browser of the client-side device.

If the reputation index for the Web site is above the thresh-
old value, the method further includes transmitting the
request for the Web-site over the Internet to a server for the
Web site and receiving a Web page for the Web site at the local
area network. In this situation, the decision transmission is the
Web page for the Web site. If the reputation index for the Web
site is at or below the threshold value, the decision transmis-
sion is a Web page from the local area network

The method can further include obtaining the plurality of
factors for the Web site. Obtaining the plurality of factors for
the Web site comprises accessing the Web site, analyzing a
plurality of HTML documents for the Web site by crawling
the Web site. Accessing the Web site comprises rendering a
page for the Web site. Analyzing the plurality of HTML
documents comprises determining the JavaScript block count
and the picture count of each of the HTML documents.

Another aspect of the present invention is a system for
controlling access to a Web site. The system includes a net-
work, a Web site and a local area network. The network is the
Internet. The Web site is hosted at a first server and accessible
over the Internet. The local area network includes a plurality
of client-side devices and a security appliance. Each of the
client side devices has a browser. The security appliance
controls access to the Internet by each of the plurality of
client-side devices. The security appliance has a service
engine for analyzing a reputation vector for the Web site and
generating a reputation index for the Web site from the repu-
tation vector. The reputation vector is based on a plurality of
factors for the Web site. The plurality of factors comprises at
least one or more of country of domain registration, country
of service hosting, country of an internet protocol address
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block, age of a domain registration, popularity rank, internet
protocol address, number of hosts, top-level domain, a plu-
rality of run-time behaviors, JavaScript block count, picture
count, immediate redirect and response latency. Access to the
Web site by any of the plurality of client-side devices is
determined on the reputation index exceeding a threshold
value established for the local area network.

Another aspect of the present invention is a method for
controlling access to an Internet resource utilizing a reputa-
tion generating site. The method includes transmitting a
request for an Internet resource from a browser for a client-
side device of a local area network. The Internet resource
resides at a first server. The method also includes receiving
the request for the Internet resource at reputation generating
site prior to transmission of the request over the Internetto the
first server. The method also includes analyzing a reputation
vector for the Internet resource at the reputation generating
site. The reputation vector inclndes a plurality of dimensions
for the Internet resource comprising at least two of country of
domain registration, country of service hosting, country of an
internet protocol address block, age of a domain registration,
popularity rank, internet protocol address, number of hosts,
to-level domain, a plurality of run-time behaviors, JavaScript
block count, picture count, immediate redirect and response
latency. The method also includes generating a reputation
index for the Internet resource based on the analysis of the
plurality of factors. The method also includes determining if
the reputation index for the Internet resource is above a
threshold value established for the local area network. The
method also includes transmitting a decision transmission to
the browser of the client-side device.

Another aspect of the present invention is a method for
controlling access to an Internet resource. The method
includes transmitting a request for an Internet resource from
an Internet-enabled client application from a client-side
device of a local area network. The Internet resource resides
at a first server. The method also includes receiving the
request for the Internet resource at a security appliance of the
local area network prior to transmission of the request over
the Internet. The methed also includes determining if a repu-
tation index for the Internet resource is at or above a threshold
value established for the local area network. The reputation
index is generated from a reputation vector for the Internet
resource. The reputation vector comprises a plurality of fac-
tors for the Internet resource comprising security history,
legitimacy, behavior, associations and location. The reputa-
tion index preferably resides in a database file at the security
appliance, which is immediately accessible by the security
appliance for determining whether or not to allow access to
the Internet resource. Alternatively, the reputation index is
generated in real-time at a data collection site accessible by
the security appliance over the Internet, and the reputation
index is forwarded to the security appliance from the data
collection site upon request. The method also includes trans-
mitting a decision transmission to the Internet-enabled client
application of the client-side device. The decision transmis-
sion allows or denies access to the Internet resource.

Yet another aspect of the present invention is a method for
controlling access to an Internet resource. The method
includes transmitting a request for an Internet resource from
a Web browser for a client-side device of a local area network.
The Internet resource resides at a first server. The method also
includes receiving the request for the Internet resource at a
security appliance of the local area network prior to transmis-
sion of the request over the Internet. The method also includes
constructing a reputation vector for the Internet resource at
the security appliance. The reputation vector comprises a
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plurality of factors for the Internet resource comprising secu-
rity history, legitimacy, behavior, associations and location.
The method also includes analyzing the reputation vector to
generate a reputation index for the Internet resource based on
the analysis of the plurality of factors and the reputation
classifier. The method also includes determining if the repu-
tation index for the Internet resource is at or above a threshold
value established for the local area network. The method also
includes transmitting a decision transmission to the Web
browser of the client-side device. The decision transmission
allows or denies access to the Internet resource.

Yet another aspect of the present invention is a method for
building a reputation database for Internet resources. The
method includes collecting a plurality of factors for an Inter-
net resource site to populate a reputation vector for the Inter-
net resource to perform reputation analysis of the Internet
resource. The method also includes receiving the plurality of
factors for the Internet resource at a data collection site. The
method also includes constructing a reputation vector for the
Internet resource at the data collection site. The reputation
vector comprises a plurality of factors for the Internet
resource comprising security history, legitimacy, behavior,
associations and location. The method also includes analyz-
ing the reputation vector to generate a reputation index for the
Internet resource based on the analysis of the plurality of
factors and the reputation classifier. The method also includes
storing the reputation index for the Internet resource at the
data collection site. The method also includes transmitting the
stored reputation index to a local area network upon request
for managing access to the Internet resource.

The method further includes weighting each of the plural-
ity of factors based on empirical knowledge of each of the
plurality of factors. The method further includes obtaining the
plurality of factors for the Internet resource using a crawler.
Obtaining the plurality of factors for the Internet resource
preferably comprises accessing the Internet service, analyz-
ing a plurality of HTML documents for the Internet resource,
and crawling a plurality of linked Internet resources of the
plurality of HTML documents for Internet resource. Analyz-
ing the plurality of HTML documents preferably comprises
determining the JavaScript block count and the picture count
of each of the HTML documents, browser hijacking, file
downloads and a subject matter.

Yet another aspect of the present invention is a method for
controlling access to an Internet resource. The method
includes collecting a first plurality of Internet resource repu-
tation vectors. The method also includes partitioning the first
plurality of Internet resource reputation vectors into a plural-

ity of training sets. The method also includes training a maxi- 5

mum entropy discrimination classifier with the plurality of
training sets, the maximum entropy discrimination classifier
trained for a specific local area network. The method also
includes testing the trained maximum entropy discrimination

classifier vsing a second plurality of Internet resource repu- 5

tation vectors. Each of the second plurality of Internet
resource reputation vectors is unknown to the trained maxi-
mum entropy discrimination classifier. The method also
includes evaluating the tested maximum entropy discrimina-
tion classifier. The method also includes providing feedback
to the evaluated maximum entropy discrimination classifier.
The method also includes utilizing the reputation index at a
local area network for managing access to an Internet
resource.

Preferably, each of the first plurality of Internet resource
reputation vectors comprises a plurality of dimensions for the
Internet resource comprising security history, legitimacy,
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behavior, associations and location, and the method further
comprises weighting each of the plurality of dimensions.

Yet another aspect of the present invention is a method for
training a MED classifier for controlling access to an Internet
resource. The method includes collecting a plurality of repu-
tation vectors for Internet resources. The method also
includes partitioning the plurality of reputation vectors into
training sets. The method also includes training a MED clas-
sifier with the training sets. The method also includes testing
the trained MED classifier against unknown Internet
resources. The method also includes evaluating the trained
MED classifier. The method also includes determining if the
trained MED classifier has been adequately trained.

Having briefly described the present invention, the above
and further objects, features and advantages thereof will be
recognized by those skilled in the pertinent art from the fol-
lowing detailed description of the invention when taken in
conjunction with the accompanying drawings.

BRIEF DESCRIPTION OF THE SEVERAL
VIEWS OF THE DRAWINGS

FIG. 11s a block diagram of a system for controlling access
to a Web site.

FIG. 2 is a block diagram of a system for controlling access
to a Web site.

FIG. 3 is a flow chart of a method for controlling access to
a Web site.

FIG. 4 is a Web page for a requested Web site.

FIG. 5 is a page for a local area network informing a
requestor of the denial of access to a Web site.

FIG. 6 is a block diagram of an Internet resource having a
HTML document that is accessed by a crawler.

FIG. 7 is a flow chart of a method for generating a reputa-
tion index.

FIG. 8 is a flow chart of a method for controlling access to
an Internet resource.

FIG. 9 is a flow chart of a method for utilizing a MED
classifier for controlling access to an Internet resource.

FIG. 10 is flow chart of a method for controlling access to
an Internet resource utilizing a MED classifier.

FI1G. 11 s a block diagram of a system for utilizing a MED
classifier for controlling access to an Internet resource.

DETAILED DESCRIPTION OF THE INVENTION

Reputation is a qualitative assessment of the safety of a
website, expressed as a quantitative value that can be used in
managing internet usage. Internet resources, such as Web
sites, are safe, or of high reputation, if the Internet resource
preferably has: a reputable ownership and registration; a con-
sistent history; had consistent content during that history;
associated with other high reputation sites; from a geographi-
cally safe region; the Internet service provider (“ISP”) is
well-known and reputable; not been known to be a source of
malware infection; and worked cooperatively with the end-
user and the end-user’s Web browser application.

While security threats are transitory since they come up
suddenly and are mitigated as quickly as possible, reputation
is built up over a period of time and is a more enduring quality.
Reputation can be lost, or become ‘bad’, over a period of time
with repeated security events, bad associations, and bad
behavior. For that reason, the occurrence of a single security
breach (the site gets hacked and is a danger to visitors) does
not dramatically lower the reputation of a site. Repeated
occurrences over time, however, will destroy the reputation of
the site.
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Competitive reputation products include social consider-
ations in their definitions, such that a highly reputable site, a
site “held in high regard”, preferably has these characteris-
tics: established record of Web presence; not a source of
network security risk; no introduction of malware; no popup
ads; no persistent ad infection; is not porpographic or
obscene; and has no illegal content.

The reputation of an Internet resource is preferably deter-
mined by security, legitimacy, behavior, geographic location,
associations and additional factors. Legitimacy is determined
by the top-level domain, the investment in the Internet
resource (virtual hosting with non-affiliated sites, multiple
hosting and SSL security), the traffic volume, the category
age and the popularity rank. Legitimacy is also preferably
determined by any or all of the following: the consistency
between the registering and hosting city region or country;
and city, region or country associated with the IP address.
Behaviors include the use of popup ads, browser hijacking
and the use of auto-redirecting, Associations include the num-
ber of sites linking into the site, the reputations of the linked
in sites and the reputations of the linked-to sites. The geo-
graphic location includes the hosting country, the registration
country, the region and the city. The geographic location also
preferably includes the consistency between the registering
and hosting country and the country associated with the IP
address.

In a most preferred embodiment discussed below, machine
learning technologies are utilized for controlling access to an
Internet resource. A variation on support vector machine
techniques called Maximum Entropy Discrimination
(“MED”) is a preferred machine learning technology. MED
allows a computer to be trained to recognize the relative
reputation of an Internet resource based on the features of the
Internet resource. The set of features which characterize the
reputation of the Internet resource is its reputation vector.
Once trained, the computer uses the reputation vector for a
requested Internet service to evaluate its reputation index, a
score which can be used with empirically developed thresh-
old values to block access where the reputation index is
deemed to be too low to be safe.

A predictive security assessment for an Internet resource is
provided based on known facts about the Internet resource,
which is more secure than relying only on knowledge of
previously experienced security attacks.

The system preferably provides classification of each
Internet resource at ran-time given a Uniform Resource Iden-
tifier (URT) and the reputation vector of the Internet resource.
The system returns a score, or index, expressing the results on

arelative scale for use by requesting clients, typically a secu- 5

rity product which integrates the reputation assessment as a
service.

The reputation vector preferably comprises a combination
of some or all of the following: country of domain registra-

tion; country of service hosting; country of IP Address block; 5

age of domain registration; time known to the assessor site;
subject matter; classification age (time since last re-categori-
zation); rank (popularity); IP Address; virtual hosting; num-
ber of hosts; top-level domain (.com, .biz, .ru, etc); security
history; run-time behaviors; popup ads; downloadable
executables; virus-infected executables; JavaScript block
count; picture count; immediate redirect; and response
latency. These features are collected and evaluated for all
model training samples and at run-time on a per-user-request
basis. Those skilled in the pertinent art will recognize that
other factors may be utilized which are relevant to the security
as determined by an assessor.
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As shown in FIG. 1, a system for controlling access to an
Internet service is generally designated 20. The system 20
preferably comprises a local area network 30, the Internet 100
and an Internet service located at a remote server 60. The
Internet resource is preferably a Web site. A local area net-
work 30 preferably comprises a security appliance 50 and a
plurality of client-side devices 55. The plurality of client-side
devices preferably comprises desktop computers, laptop
computers, personal digital assistants, smartphones and the
like. Each of the client-side devices 55 preferably has a Web-
browser for accessing the Internet from the client side device
35. The security appliance 50 preferably comprises a network
access 51 for permitting access to the Internet from the local
area network 30, and a service engine 52 for determining if a
requested Internet resource has a reputation index that meets
a threshold established for the local area network 30.

A method 1060 for controlling access to a Web site is
shown in FIG. 3. At block 1001, a request for a Web site is
transmitted from a browser for a client-side device of a local
area network which is received at a security appliance of the
local area network prior to transmission of the request over
the Internet. At block 1002, areputation index for the Web site
is obtained at the security appliance. The reputation index is
calculated from a reputation vector which preferably includes
a plurality of factors for the Web site comprising country of
domain registration, country of service hosting, country of an
internet protocol address block, age of a domain registration,
popularity rank, internet protocol address, number of hosts,
to-level domain, a plurality of run-time behaviors, JavaScript
block count, picture count, immediate redirect and response
latency. At block 1004, a determination is made if the repu-
tation index for the Web site is above a threshold value estab-
lished for the local area network. At decision 1005, if the
reputation index is not above the threshold, then at block 1006
access to the Web site is denied and a transmission of the
denial is sent to the client-side device, preferably as a page
500 as shown in FIG. §. If at decision 1005 the reputation
index for the Web site is above the threshold, then the access
to the Web site by the client-side device is permitted by the
security appliance, and preferably, as shown in FIG. 4, a Web
page 400 is provided to the client-side device.

An alternative embodiment of the system 20 is illustrated
in FIG. 2. The system 20 preferably comprises a local area
network 30, the Internet 100, an Internet service located at a
remote server 60 and a reputation generating site 70 prefer-
ably having a crawler 71 and a database 72. The Internet
service is preferably a Web site. A local area network 30
preferably comprises a security appliance 50 and a plurality
of client-side devices 55. Each of the client-side devices 55
preferably has a Web-browser for accessing the Internet from
the client side device 55. The security appliance 50 preferably
comprises a network access 51 for permitting access to the
Internet from the local area network 390, and a service engine
52 for determining if a requested Internet service has a repu-
tation index that meets a threshold establish for the local area
network 30. The reputation generating site 70 provides repu-
tation indices 1o service engine 52 of the security appliance
50. The reputation generating site 70 preferably utilizes the
crawler 71 and other means to access Internet resources such
as the Internet resource located at Web server 60. The other
means preferably includes publicly available data feeds, pur-
chased databases, proprietary database, zone files from
WHOIS database.

A flow chart for a method 2000 for generating a reputation
index is shown in FIG. 7. At block 2001, a HT'TP request is
transmitted from a reputation generating site 70 for an Inter-
net resource. From the HTTP request, a crawler 71 of the
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reputation generating site accesses the Internet resource. In
accessing the Internet resource, as shown in FIG. 6, the
crawler 71 preferably accesses at least one HTML document
91 of a plurality of HTML documents of the Internet resource
90. At block 2003, from the HTML documents and links
within the HTML documents, the crawler 71 obtains infor-
mation concerning the Internet resource 90. The reputation
vector for the Internet resource 90 is based on some of this
information obtained by the crawler 71. At block 2004, the
reputation vector for the Internet resource is analyzed at the
reputation generating site 70. At block 2005, a reputation
index for the Internet resource 90 is generated at the data
collection site. At block 2006, the reputation index for the
Internet resource 99 is stored in a database 72 of the reputa-
tion generating site 70. The reputation for the Internet
resource is available to the security appliance as updates or
individual requests. At block 2007, the reputation index for
the Internet resource 90 is transmitted to a LAN 30 for storage
in a service engine 52 of a security appliance 50.

A flow chart for a method 3000 for controlling access to an
Internet resource is shown in F1G. 8. At block 3001, a request
for an Internet resource is transmitted from an Internet-en-
abled client application for a client-side device 55 of a LAN
30. At block 3002, the request is received at a security appli-
ance 50 of the LAN 39 prior to transmission of the request
over the Internet 100. Atblock 3003, a reputation index for the
Internet resource is accessed from a database of a service
engine 52 of the security appliance 50. The reputation index
is based on a reputation vector which includes a plurality of
factors for the Internet resource comprising at least two or
more of country of domain registration, country of service
hosting, country of an internet protocol address block, age of
a domain registration, security history, popularity rank, inter-
net protocol address, number of hosts, to-level domain, a
plurality of run-time behaviors, JavaScript block count, pic-
ture count, immediate redirect and response latency. At block
3004, a determination is made if the reputation index for the
Internet resource is at or above a threshold value established
for the LAN 30. At decision 3005, if the reputation index is
below the threshold value, then at block 3006 access to the
Internet resource is denied and a transmission of the denial is
sent to the client-side device 55. If at decision 3005 the
reputation index for the Web site is at or above the threshold
value, then the access to the Internet resource by the client-
side device 55 is permitted by the security appliance 50.

Table One provides a list of the attributes for the reputation
vector and a description of each of the attributes.

TABLE ONE
Aftribute Description
Country 2-letter code, 3-letter code or full name of country

based on IP block

.com, .biz, .org, .gov, ete.

Number of months in existence on zone lists, or no
less than the classification age

Months since Authority was entered into database

Top-level Domain
Domain Age

Database Age

Classification Months that the Authority has held its current

Age classification

Hosts Number of IP’s associated with the Authority

Virtually Hosted T/F if the other authorities share associated IP’s

Popups T/F if the page opens new browser windows on its
own

Hijack T/F does the default page alter the browser
configuration

JavaScript Count of <SCRIPT> blocks in default pages

Executables T/F does the authorities download executables to
client

Pictures Count of pictures on default page
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TABLE ONE-continued

Attribute Description

Latency Number of milliseconds fo return default page

Rank Numerical ranking, used as T if <2,000,000, F
otherwise in modeling

Infected T/F were infected download files found by AV tools
during site analysis

Security Trend Number of matware infections in past 12 months

Total Security Total number of malware infections known

Count

Redirect Authority redirects to another Authority

IP Address Analysis of IP address for known threat sources,
reserved IP ranges, and legacy IP address
assigninents

isp Internet service provider

City

Region

Table Two is an example of a “good” Internet resource.

TABLE TWO

Attribute Value

Authority USmoney.gov
Country USA

Top Level Domain Gov
Domain Age 18

Hosts

Virtual Hosts
Rank

Infected
Security Events
Recent Events
PublicColP
GovernmentIP
Hijack
JavaScript
Executables
Pictures
Latency
Redirect

DD OO0 =D 0 DO ON

Table Three is an example of a “bad” Internet resource.

TABLE THREE

Attribute Value
Authority www.c.reditcan.cn
Country CN
Top Level Domain CN
Domain Age 3
Hosts 1
Virtual Hosts 1
Rank 0
Infected ]
Security Events 1
Recent Events 1
PublicColP 8]
GovernmentIP Q
Hijack ¢]
JavaScript 13
Executables 1
Pictures 14
Latency 826
Redirect 0

Depending on the threshold value established by the
administrator of the LAN, the Internet resource of
www.c.reditcan.cn with an reputation index value of 51, isnot
available for access by a user based on its reputation index,
and the Internet resource of www.USmoney.GOV is available
for access by a user based on its reputation index 95. Thus,
even if the Internet resource of www.c.reditcan.cn is not a
known source of malware or viruses, the present invention
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would prevent an end user client from accessing the Internet
resource since its reputation index is deemed unsafe.

Another embodiment uses a MED algorithm to build a
statistical model on a Web page based on good and bad
Internet samples. This embodiment uses a unique optimiza-
tion algorithm for training, as well as two other optimization
steps for calibrating the outputs to be probabilities, in a pro-
cess that tolerates some input errors while still yielding reli-
able outputs. Training process feedback loops guide the
implementer to improve the model data through splitting data
into sets for holdout, training, and testing guided by two
criteria: most violating examples, and least understood
examples. The implementer using the criteria iteratively
improves the quality of the training set which also reduces
classifier errors and is exponentially faster than having the
implementer manually verify or check the example assign-
ments to categories in random or haphazard order. The
examples are randomly reassigned before every training
iteration to improve generalization. Sparse matrix math dur-
ing the classification process improves processing speeds to
enable a modest computer to classify millions of URLSs per
day. The implementation allows for a multiple of dimensions,
each representing a fact about the Internet resource, to be
included in the reputation model, while classification speed of
any particular Internet resource is independent of the number
of total dimensions in its reputation vector.

This embodiment is preferred since classifying a large
percentage of existing Web sites into reputation risk assess-
ments quickly and efficiently requires an automated process
because the number of humans required is too large to be
practical or economical. Further, defining automated classi-
fication rules by hand is very hard and requires writing many
thousands of extremely specific as well as vague rules. All of
these rules will interact with each other in an exponential
number of ways, making human-based rule construction a
daunting effort as well. The machine learning approach of this
embodiment solves the problem by having humans define
“training sets” or examples of each topic for the classifier,
which then “trains” by optimizing the weights each factor
should have in order to reduce classification error the most.

In addition to providing a good implementation of the
learning algorithm, this embodiment efficiently utilizes the
human efforts in identifying examples of good and bad repu-
tations.

This embodiment preferably applies an effective learning
formulation based on the principles and theory of MED with
an efficient optimization algorithm based on the principles of
Platt’s sequential minimization optimization (*SMO”), in
conjunction with an overall optimization of tunable param-
eters and calibrated confidence scores, to solve the learning
problem given proper examples of Web sites of good and bad
reputation.

The process then involves having humans examine a list of

“most violating” examples, the examples which were marked :

as being good reputations but received extremely low confi-
dence scores from the classifier (and vice-versa), as well as
“least understood” examples, the examples which receive a
confidence score close to the prior probability of the reputa-
tion.

By spending human time examining these two classes of
examples, the classifier benefits from having egregiously
misclassified examples being put into the proper reputation
{good or bad) as well as providing the classifier with the
largest amount of new information as quickly as possible.
This combination improves the classifier’s real-world effec-
tiveness very quickly with minimal human effort. Thus, this
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embodiment efficiently combines human and automated
work to solve the problem of automated reputation classifi-
cation of Internet resources.

In one method, an evaluation of multiple factors (such as
discussed above) is included in determining a reputation vec-
tor for an Internet resource. This process is done for multiple
Internet resources. Next, reputation vectors for a large sample
of Internet resources are collected at a data collection site.
Next, a MED classifier is trained using the collection of
reputation vectors based on training sets of known high repu-
tation Internet resources and low reputation Internet
resources. Next, a MED-based model for classification is
tested against a wide variety of random samples of Internet
resources. Next, a security appliance is deployed at a LAN.
Next, a run-time evaluation of Internet resource requests is
performed in using the developed MED classifier for
responding to reputation index information requests from
clients based on a LAN security policy. The MED-based
model for classification is preferably utilized at run-time to
calculate a reputation index. In this manner, this embodiment
provides a predictive security assessment based on known
facts about an Internet resource. which is more secure than
relying only on knowledge of previously experienced secu-
rity attacks. This embodiment provides a LAN real-time
updates, real-time classification of non-cached URLs and a
real-time feedback loop.

A flow chart of a method 4000 for utilizing a MED classi-
fier for controlling access to an Internet resource is shown in
FIG. 9. At block 4001, multiple reputation vectors for a large
sample of Internet resources are collected preferably at a
reputation generating site. The reputation vectors for the
Internet resources are previously generated as discussed
above. At block 4002, the reputation vectors are partitioned
into multiple training sets. The training sets comprise at least
two training sets divided into high reputation Internet
resources and low reputation Internet resources. At block
4003, a MED classifier is trained using the training sets of
high reputation Internet resources and low reputation Internet
resources to create a trained MED classifier. At block 4004,
the trained MED classifier is tested against a wide variety of
Internet resources which are not grouped into training sets
and the reputation index is unknown to the trained MED
classifier. At block 4005, the tested MED classifier is evalu-
ated to determine the accuracy of the tested MED classifier
and to determine the most violating examples of either a
wrongly categorized high reputation Internet resource or low
reputation Internet resource, and the least understood Internet
resources. At decision block 4006, an evaluation of the testing
is performed. If the testing was performed correctly, then at
block 4007 the MED classifier is considered trained and
ready for operations. If the testing was inadequate feedback is
provided to the MED classifier concerning the wrongly cat-
egorized high reputation Internet resources or low reputation
Internet resources, and the least understood Internet
resources. The process is continued at block 4003 again until
the MED classifier is properly trained.

In another embodiment, a reputation index is returned
immediately from a stored set of reputation indexes calcu-
lated prior to the user’s request. As shown in FIG. 10, a
method for controlling access to an Internet resource utilizing
a MED classifier is generally designated 5000. At block 5001,
a request for an Internet resource is transmitted from an
Internet-enabled client application for a client-side device 55
of a LAN 30. At block 5002, a reputation vector for the
Internet resource is analyzed preferably ata MED classifieror
at a security appliance for the LAN. At block 5003, a reputa-
tion index for the Internet resource is accessed/generated
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from a database of a service engine 52 of the security appli-
ance 50. The reputation index is preferably based on a repu-
tation vector which includes a plurality of factors for the
Internet resource comprising at least two or more of country
of domain registration, country of service hosting, country of
an internet protocol address block, age of a domain registra-
tion, security history, popularity rank, internet protocol
address, number of hosts, to-level domain, a plurality of run-
time behaviors, JavaScript block count, picture count, imme-
diate redirect and response latency. At block 5004, a determi-
nation is made if the reputation index for the Internet resource
is at or above a threshold value established forthe LAN 30. At
decision 5005, if the reputation index is below the threshold
value, then at block 5006 access to the Internet resource is
denied and a transmission of the denial is sent to the client-
side device 55. If at decision 5005 the reputation index for the
Web site is at or above the threshold value, then the access to
the Internet resource by the client-side device 55 is permitted

by the security appliance 50. In such an embodiment, a pre- ,

calculated reputation index residing on the LAN or quickly
available to the security appliance of the LAN provides for a
much faster response (if not immediate response) as to the
accessibility of the Internet resource.

FIG. 11 illustrates a system 20 for controlling access to an
Internet resource utilizing a MED classifier site 77. The sys-
tem 20 preferably comprises a local area network 30, the
Internet 100, a MED classifier site 77, and an Internet service
located at a remote server 60. The Internet resource is pref-
erably a Web site. A local area network 30 preferably com-
prises a security appliance 50 and a plurality of client-side
devices 55. Each of the client-side devices 55 preferably has
a Web-browser for accessing the Internet from the client side
device §5. The security appliance 50 preferably comprises a
network access 51 for permitting access to the Internet from
the local area network 30, based on data from the MED
classifier site 77, which determines if a requested Internet
resource has a reputation index that meets a threshold estab-
lish for the local area network 30.

Table Four provides an example of some dimensions and
the sorted model weights of the MED classifier.

TABLE FOUR
Identification Dimension Sorted Mode! weights
1966272070 Domain age 3.785360
2307717 gov 1.969750
1906396306 paris 0.647784
1477426223 Hijack ~19.887100

From the foregoing it is believed that those skilled in the
pertinent art will recognize the meritorious advancement of
this invention and will readily understand that while the
present invention has been described in association with a
preferred embodiment thereof, and other embodiments illus-
trated in the accompanying drawings, numerous changes
modification and substitutions of equivalents may be made
therein without departing from the spirit and scope of this
invention which is intended to be unlimited by the foregoing
except as may appear in the following appended claim. There-
fore, the embodiments of the invention in which an exclusive
property or privilege is claimed are defined in the following
appended claims.

We claim as our invention:
1. A method for controlling access to an Internet resource,
the method comprising:
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transmitting a request for an Internet resource from an
Internet-enabled client application from a client-side
device of a local area network, the Intemet resource
residing at a first server;

receiving the request for the Internet resource at a security

appliance of the local area network prior to transmission
of the request over the Internet;

determining if a reputation index for the Internet resource

is at or above a threshold value established for the local
area network, the reputation index generated from a
reputation vector for the Internet resource, the reputation
vector comprising a plurality of factors for the Internet
resource comprising security history, legitimacy, behav-
ior, associations and location, wherein the location fac-
tor of the plurality of factors for the reputation vector
comprises two or more of: country of domain registra-
tion, country of service hosting and country of an inter-
net protocol address block, wherein the legitimacy fac-
tor of the plurality of factors for the reputation vector
comprises two or more of: age of a domain registration,
popularity rank, internet protocol address, number of
hosts, top-level domain, and wherein the behavior factor
of the plurality of factors for the reputation vector com-
prises at least one of: plurality of run-time behaviors,
script block count, picture count, immediate redirect and
response latency; and

transmitting a decision transmission to the Internet-en-

abled client application of the client-side device, the
decision transmission allowing or denying access to the
Internet resource.

2. The method according to claim 1, wherein the reputation
index for the Internet resource is at or above the threshold
value and wherein the decision transmission is access to the
Internet resource, the method further comprises transmitting
the request for the Internet resource over the Internet to the
first server for the Internet resource and receiving the Internet
resource at the local area network.

3. The method according to claim 1, wherein the reputation
index for the Internet resource is below the threshold value,
and wherein the decision transmission is a Web page from the
local area network containing information that accessing the
Internet resource is against an Internet policy established on
the local area network.

4. The method according to claim 1, wherein the Internet

5 resource is one of a Web site, an email server and a voice

communications server.

5. The method according to claim 1, wherein the reputation
index is received from a data collection site accessible by the
security appliance over the Internet.

6. The method according to claim 1, wherein the reputation
index is stored at a remote reputation generating site.

7. A system for controlling access to a Web site, the system
comprising:

a network, the network comprising the Internet;

an Internet resource hosted at a first server and accessible

over the Internet; and

a local area network, the local area network comprising:

a plurality of client-side devices, each of the client-side
devices having a browser; and

a security appliance, the security appliance controlling
access to the Internet by each of the plurality of client-
side devices, the security appliance having a service
engine for analyzing a reputation vector for the Web
site and generating a reputation index for the Web site
from the reputation vector, the reputation vector com-
prising a plurality of factors for the Internet resource
comprising security history, legitimacy, behavior,
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associations and location, wherein the location factor
of the plurality of factors for the reputation vector
comprises two or more of: country of domain regis-
tration, country of service hosting and country of an
internet protocol address block, wherein the legiti-
macy factor of the plurality of factors for the reputa-
tion vector comprises two or more of: age of a domain
registration, popularity rank, internet protocol
address, number of hosts, top-level domain, and
wherein the behavior factor of the plurality of factors
for the reputation vector comprises at least one of:
plurality of run-time behaviors, script block count,
picture count, immediate redirect and response
latency;

wherein access to the Internet resource by any of the plu-

rality of client-side devices is determined based on the
reputation index exceeding a threshold value established
for the local area network.

8. The system according to claim 7, wherein the client-side
device is a personal computer or a PDA.

9. The system according to claim 7, further comprising a
data collection site accessible over the Internet, the security
site having a crawler for collecting a plurality of factors from
a plurality of Internet resources.

10. The system according to claim 9, wherein the data
collection site has a database containing reputation indices
for a plurality of Internet resources.

11. A method for controlling access to an Internet resource,
the method comprising:

transmitting a request for an Internet resource from a Web

browser for a client-side device of a local area network,
the Internet resource residing at a first server;

receiving the request for the Internet resource at a security

appliance of'the local area network prior to transmission
of'the request over the Internet;

accessing a reputation index for the Internet resource, the

reputation index based on a reputation vector for the
Internet resource comprising security history, legiti-
macy, behavior, associations and location, wherein the
location factor of the plurality of factors for the reputa-
tion vector comprises two or more of: country of domain
registration, country of service hosting and country ofan
internet protocol address block, wherein the legitimacy
factor of the plurality of factors for the reputation vector
comprises two or more of: age of a domain registration,
popularity rank, internet protocol address, number of
hosts, top-level domain, and wherein the behavior factor
of the plurality of factors for the reputation vector com-
prises at least one of: plurality of run-time behaviours,
script block count, picture count, immediate redirect and
response latency;

determining if the reputation index for the Internet

resource is at or above a threshold value established for
the local area network; and

transmitting a decision transmission to the Web browser of

the client-side device, the decision transmission allow-
ing or denying access to the Internet resource.
12. The method according to claim 11, further comprising
transmitting the reputation index over the Internet to the local
area network.
13. A method forbuilding a reputation database for Internet
resources, the method comprising:
collecting a plurality of factors for an Internet resource site
to populate a reputation vector for the Internet resource
to perform reputation analysis of the Internet resource;

receiving the plurality of factors for the Internet resource at
a data collection site;
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constructing a reputation vector for the Internet resource at
the data collection site, the reputation vector comprising
aplurality of factors for the Internet resource comprising
security history, legitimacy, behavior, associations and
location, wherein the location factor of the plurality of
factors for the reputation vector comprises two or more
of: country of domain registration, country of service
hosting and country of an internet protocol address
block, wherein the legitimacy factor of the plurality of
factors for the reputation vector comprises two or more
of age of: a domain registration, popularity rank, internet
protocol address, number of hosts, top-level domain,
and wherein the behavior factor of the plurality of fac-
tors for the reputation vector comprises at least one of:
plurality of run-time behaviours, script block count, pic-
ture count, immediate redirect and response latency;

analyzing the reputation vector to generate a reputation
index for the Internet resource based on the analysis of
the plurality of factors and the reputation classifier;

storing the reputation index for the Internet resource at the
data collection site; and

transmitting the stored reputation index to a local area

network upon request for managing access to the Inter-
net resource.

14. The method according to claim 13, further comprising
weighting each of the plurality of factors based on empirical
knowledge of each of the plurality of factors.

15. The method according to claim 13, further comprising
obtaining the plurality of factors for the Internet resource
using a crawler.

16. The method according to claim 15, wherein obtaining
the plurality of factors for the Internet resource comprises
accessing the Internet service, analyzing a plurality of HTML
documents for the Internet resource, and crawling a plurality
of linked Internet resources of the plurality of HTML docu-
ments for Internet resource.

17. The method according to claim 15, wherein analyzing
the plurality of HTML documents comprises determining the
script block count and the picture count of each of the HTML
documents, browser hijacking, file downloads and a subject
matter.

18. The method according to claim 13, wherein the stored
reputation index is transmitted over the Internet to a local area
network.

19. A method for controlling access to an Internet resource,
the method comprising:

collecting a first plurality of Internet resource reputation

vectors;

partitioning the first plurality of Internet resource reputa-

tion vectors into a plurality of training sets;

training a maximum entropy discrimination classifier with

the plurality of training sets, the maximum entropy dis-
crimination classifier trained for a specific local area
network;

testing the trained maximum entropy discrimination clas-

sifier using a second plurality of Internet resource repu-
tation vectors, the second plurality of Internet resource
reputation vectors unknown to the trained maximum
entropy discrimination classifier;

evaluating the tested maximum entropy discrimination

classifier;

providing feedback to the evaluated maximum entropy

discrimination classifier; and

utilizing the maximum entropy discrimination classifier at

a local area network for managing access to an Internet
resource.
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26. The method according to claim 19, wherein each of the
first plurality of Internet resource reputation vectors com-
prises a plurality of dimensions for the Internet resource
comprising security history, legitimacy, behavior, associa-
tions and location, and the method further comprises weight-
ing each of the plurality of dimensions.

21. The method according to claim 19, wherein at least one
of collecting, training, and testing is performed external to the
local area network.

22. A method for training a maximum entropy discrimina-
tion (MED) classifier for controlling access to an Internet
resource, the method comprising:

collecting a first plurality of reputation vectors for Internet
resources;

partitioning the first plurality of reputation vectors for the
Internet resources into one or more training sets;

training a MED classifier with the plurality of training sets,
the maximum entropy discrimination classifier being
trained for a specific local area network;

10

20

testing the trained MED classifier using a second plurality
of Internet resource reputation vectors, the second plu-
rality of Internet resource reputation vectors unknown to
the trained MED classifier;

evaluating the tested MED classifier; and

determining if the tested MED classifier has been

adequately trained.

23. The method according to claim 22, wherein the training
set comprises good reputation Internet resources and bad
reputation Internet resources.

24. The method according to claim 22, further comprising
locating the trained MED classifier at a security appliance of
the local area network.

25. The method according to claim 22, wherein at least one
of collecting, training, and testing is performed external to the
local area network.

26. The method according to claim 22, wherein each ofthe
first plurality of Internet resource reputation vectors com-
prises a plurality of dimensions for the Internet resource
comprising security history, legitimacy, behavior, associa-
tions and location.
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METHODS AND APPARATUS FOR DEALING
WITH MALWARE

CLAIM OF PRIORITY UNDER 35 U.S.C. §119

The present Application for Patent claims priority to Pro-
visional Application No. 61/443,095 entitled “METHODS
AND APPARATUS FOR DEALING WITH MALWARE”
filed Feb. 15, 2011, and assigned to the assignee hereof and
hereby expressly incorporated by reference herein.

REFERENCE TO CO-PENDING APPLICATIONS
FOR PATENT

The present Application for Patent is related to the follow-
ing U.S. Patent Applications: co-pending U.S. patent appli-
cation Ser. No. 13/372,433, entitled “METHODS AND
APPARATUS FOR MALWARE THREAT RESEARCH,”
assigned to the assignee hereof, and expressly incorporated
by reference herein; and U.S. patent application Ser. No.
13/372,439, entitled “METHODS AND APPARATUS FOR
AGENT-BASED MALWARE MANAGEMENT”, now
abandoned, assigned to the assignee hereof, and expressly
incorporated by reference herein.

BACKGROUND

1. Field

The present invention relates generally to methods and
apparatus for dealing with malware. And more specifically,
systems and methods for protection against malware.

2. Background

The term “malware” is used herein to refer generally to any
executable computer file or, more generally “object”, that is
or contains malicious code, and thus includes viruses, Tro-
jans, worms, spyware, adware, etc. and the like.

A typical anti-malware product, such as virus scanning
software, scans objects or the results of an algorithm applied
to the object or part thereof to look for signatures in the object
that are known to be indicative of the presence of malware.
Generally, the method of dealing with malware is that when
new types of malware are released, for example via the Inter-
net, these are eventually detected. Once new items of malware
have been detected, then the service providers in the field
generate signatures that attempt to deal with these and these
signatures are then released as updates to their anti-malware
programs. Heuristic methods have also been employed.

These systems work well for protecting against known
malicious objects. However, since they rely on signature files

being generated and/or updated, there is inevitably a delay s

between a new piece of malware coming into existence or
being released and the signatures for identifying that malware
being generated or updated and supplied to users. Thus, users
are at risk from new malware for a certain period of time
which might be up to a week or even more.

More recently, so-called “cloud” based techniques have
been developed for fighting malware/viruses. In these tech-
niques, protection is provided by signatures that are stored in
the cloud, i.e. in a central server to which the remote comput-
ers are connected. Thus, a remote computer can be given
protection as soon as a new malware object is spotted and its
signature stored in the central server, so that the remote com-
puter is protected from it without the need to wait for the latest
signatures to be downloaded and installed on the remote
computer. This technique can also give the advantage of mov-
ing the processing burden from the remote computer to the
central server. However, this technique is limited by sending
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only signature information or very basic information about an
object to the central server. Therefore, in order to analyse
whether or not an unknown object is malware, a copy of that
object is normally sent to the central server where it is inves-
tigated by a human analyst. This is a time consuming and
laborious task introducing considerable delay in classifying
malware as safe or unsafe. Also, given the considerable vol-
uvme of new objects that can be seen daily across a community,
it is unrealistic to have a skilled human analyst investigate
each new object thoroughly. Accordingly, malevolent objects
may escape investigation and detection for considerable peri-
ods of time during which time they can carry out their malevo-
lent activity in the community.

We refer in the following to our previous application
US-A-2007/0016953, published 18 Jan. 2007, entitled
“METHODS AND APPARATUS FOR DEALING WITH
MALWARE,” the entire contents of which are hereby incor-
porated by reference. In this document, various new and
advantageous cloud-based strategies for fighting malware are
disclosed. In particular a cloud-based approach is outlined
where the central server receives information about objects
and their behaviour on remote computers throughout the
community and builds a picture of objects and their behaviour
seen throughout the community. This information is used to
make comparisons with this data across the community in
developing and applying various heuristics and or rules to
determine whether a newly seen object is malevolent or not.

This approach to fighting malware involves communicat-
ing, storing and managing vast amounts of data at the central
server, which is a challenging problem in itself. It is also
challenging to develop new schemes for more accurately and
more efficiently detecting malware given the vast amount of
data collected about objects seen in the community and the
constantly evolving strategies used by malware writers to
evade detection. It is also desirable to improve the processes
for analysing the data to make the best use of the time and
specialised skills of the human malware analysts.

Malware is also becoming increasingly adept at self-de-
fence by interfering with the operation of security programs
installed on a computer. This is another problem that security
software must contend with.

SUMMARY

According to a first aspect of the present invention, there is
provided a method of classifying a computer object as mal-
ware, the method includes:
at a base computer, receiving data about a computer object
from each of plural remote computers on which the
object or similar objects are stored and or processed:

wherein the base computer comprises plural threat servers
arranged to receive the data from the plural remote com-
puters and apply rules and or heuristics against that data
in real time to determine whether or not the object is
malware and to communicate the determination to the
remote computers;

the base computer further comprising at least one central

server in communication with the threat servers and
arranged to receive the data about objects from the threat
servers to maintain a master database of data received
about objects from all of the threat servers.

According to another aspect, an apparatus is provided for
classifying a computer object as malware, the apparatus
includes a base computer arranged to receive data about a
computer object from each of plural remote computers on
which the object or similar objects are stored or processed.
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The base computer includes plural threat servers arranged to
receive the data from the plural remote computers and apply
rules or heuristics against that data in real time to determine
whether or not the object is malware and to communicate the
determination to the remote computers. The base computer
also includes at least one central server in communication
with the threat servers and arranged to receive the data about
objects from the servers to maintain a master database of data
received about objects from all threat servers.

According to yet another aspect, a method is provided for
connecting a remote computer to one of a plurality of servers.
The method includes installing an agent program on the
remote computer, the agent program having an algorithm for
allocating the remote computer to a server determined by the
time when the agent program was installed; and connecting
the agent program to the allocated server.

As will become apparent in view of the following disclo-
sure, the various aspects and embodiments of the invention
can be combined.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 shows schematically apparatus in which an embodi-
ment of the present invention may be implemented;

FIG. 2 is a flowchart showing schematically the operation
of an example of a method according to an embodiment of the
present invention;

FIG. 3 shows a more detailed view of an example of a base
computer 3 according to an embodiment of the present inven-
tion;

FIG. 4 shows an example where web servers are located in
ditferent geographical locations;

FIG. 5 shows schematically the apparatus of FIG. 3 inmore
detail and in particular the way in which data can be moved
from the FX layer to the ENZO layer in an embodiment;

FIG. 6 shows schematically an example in which a new
instance of an ENZO server is created in accordance with an
embodiment of the invention;

FIG. 7 shows schematically an example of apparatus by
which an ENZO server shares out its workload between plural
servers in accordance with an embodiment of the invention;

FIG. 8 is a chart showing an example of a scheme for
analysing data about objects according to an embodiment of
the present invention;

FIG. 9 show shows schematically an example of a scheme
for processing data about objects according to an embodi-
ment of the invention;

FIGS. 10 to 13 show graphical user interfaces of an
example of a computer program for researching objects
according to an embodiment of the present invention;

FIG. 14 shows an example of an agent program on a remote
computer according to an embodiment of the present inven-
tion; and

FIG. 15 shows the hierarchy on a computer system.

DETAILED DESCRIPTION

Overview

Referring to FIG. 1, a computer network is generally
shown as being based around a distributed network such as
the Internet 1. Embodiments of the present invention may
however be implemented across or use other types of net-
work, such as a LAN. Plural local or “remote” computers 2
are connected via the Internet 1 to a “central” or “base”
computer 3. The computers 2 may each be variously a per-
sonal computer, a server of any type, a PDA, mobile phone, an
interactive television, or any other device capable of loading
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and operating computer objects. An object in this sense may
be a computer file, part of a file or a sub-program, macro, web
page or any other piece of code to be operated by or on the
computer, or any other event whether executed, emulated,
simulated or interpreted. An object 4 is shown schematically
in the figure and may for example be downloaded to a remote
computer 2 via the Internet 1 as shown by lines 5 or applied
directly as shown by line 6. The object 4 may reside in
computer RAM, on the hard disk drive of the computer, on
removable storage connected to the computer, such as a USB
pen drive, an email attachment, etc.

In one exemplary embodiment, the base computer 3 is in
communication with a database 7 with which the remote
computers 2 can interact when the remote computers 2 run an
object 4 to determine whether the object 4 is safe or unsafe.
The community database 7 is populated, over time, with
information relating to each object run on all of the connected
remote computers 2. As will be discussed further below, data
representative of each object 4 may take the form of a so-
called signature or key relating to the object, its attributes and
behaviour.

Referring now to FIG. 2, at the start point 21, a computer
object 4 such as a process is run at a remote computer 2. At
step 22, by operation of a local “agent™ program or software
running on the remote computer 2, the operation of the pro-
cess is hooked so that the agent program can search a local
database stored at the remote computer 2 to search for a
signature or key representing that particular process, its
related objects and/or the event. If the local signature is
present, it will indicate either that the process is considered to
be safe or will indicate that that process is considered unsafe.
An unsafe process might be one that has been found to be
malware or to have unforeseen or known unsate or malevolent
results arising from its running. If the signature indicates that
the process is safe, then that process or event is allowed by the
local agent program on the remote computer 2 to run at step
23. If the signature indicates that the process is not safe, then
the process or event is stopped at step 24.

It will be understood that there may be more than two states
than “safe” or “not-safe’”” and choices may be given to the user.
For example, if an object is considered locally to be not safe,
the user may be presented with an option to allow the related
process to run nevertheless. It is also possible for different
states to be presented to each remote computer 2. The state
can be varied by the base computer to take account of the
location, status or ownership of the remote computer or time-
frame.

Furthermore, the agent software at the remote computer 2
may be arranged to receive rules or heuristics from the base
computer 3 for classifying objects as safe or unsafe. If the
object is unknown locally, the agent software may apply the
rules or heuristics to the details of the object to try to classify
the object as safe or unsafe. If a classification is made, details
of the object and classification are passed to the base com-
puter 3 to be stored in the community database 7. This means
that the agent software is capable of providing protection
against previously unseen objects even if it is “offline”, e.g. it
is unable to connect to the base computer for any reason. This
mechanism is described in more detail later in the disclosure.

If the object is still not classified locally, then details of the
object are passed over the Internet 1 or other network to the
base computer 3 for storing in the community database 7 and
for further analysis at the base computer 3. In that case, the
community database 7 is then searched at step 25 for a sig-
nature for that object that has already been stored in the
community database 7. The community database 7 is sup-
plied with signatures representative of objects, such as pro-
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grams or processes, run by each monitored remote computer
2. In a typical implementation in the field, there may be
several thousands or even millions of remote computers 2
connected or connectable to the base computer 3 and so any
objects that are newly released upon the Internet 1 or that
otherwise are found on any of these remote computers 2 will
soon be found and signatures created and sent to the base
computer 3 by the respective remote computers 2.

When the community database 7 is searched for the signa-
ture of the object that was not previously known at the remote
computer 2 concerned, then if the signature is found and
indicates that that object is safe, then a copy of the signature
or at least a message that the object is safe is sent to the local
database of the remote computer 2 concerned at step 26 to
populate the local database. In this way, the remote computer
2 has this information immediately to hand the next time the
object 4 is encountered. A separate message is also passed
back to the remote computer 2 to allow the object to run in the
current instance.

If the signature is found in the community database 7 and
this indicates for some reason that the object is unsafe, then
again the signature is copied back to the local database and
marked “unsafe” at step 27, and/or a message is sent to the
remote computer 2 so that running of the object is stopped (or
it is not allowed to run) and/or the user given an informed
choice whether to run it or not.

If after the entire community database 7 has been searched
the object is still unknown, then it is assumed that this is an
entirely new object which has never been seen before in the
field. A signature is therefore created representative of the
object at step 28, or a signature sent by the remote computer
2 is used for this purpose.

At this poiunt, rules or heuristics may be applied by the base
computer 3 to the details of the object to try to classify the
object as safe or unsafe. If a classification is made, the signa-
ture is marked as safe or unsafe accordingly in the community
database 7. The signature is copied to the local database of the
remote computer 2 that first ran the object. This mechanism is
described in more detail later in the disclosure.

If the object is still not classified, the signature may be
initially marked as bad or unsafe in the community database
7 at step 29. The signature is copied to the local database of
the remote computer 2 that first ran the object at step 30. A
message may then be passed to the remote computer 2 to
instruct the remote computer 2 not to run the object or alter-
natively the user may be given informed consent as to whether
to allow the object to run or not. In addition, a copy of the
object itself may be requested at step 31 by the community
database 7 from the remote computer 2.

If the user at the remote computer 2 chooses to run a
process that is considered unsafe because it is too new, then
that process may be monitored by the remote computer 2
and/or community database 7 and, if no ill effect occurs or is
exhibited after a period of time of n days for example, it may

then be considered to be safe. Alternatively, the community 5

database 7 may keep a log of each instance of the process
which is found by the many remote computers 2 forming part
of'the network and after a particular number of instances have
been recorded, possibly with another particular number of
instances or the process being allowed to run and running
safely, the signature in the community database 7 may then be
marked as safe rather than unsafe. Many other variations of
monitoring safety may be done within this concept.

The database 7 may further include a behaviour mask for
the object 4 that sets out the parameters of the object’s per-
formance and operation. If an object is allowed to run on a
remote computer 2, even if the initial signature search 22
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indicates that the object is safe, then operation of that object
may be monitored within the parameters of the mask. Any
behaviour that extends beyond that permitted by the mask is
identified and can be used to continually assess whether the
object continues to be safe or not.

The details of an object 4 that are passed to the base com-
puter 3 may be in the form of a signature or “key” that
uniquely identifies the object 4. This is mainly to keep the data
storage and transmission requirements as minimal as pos-
sible. This key may be formed by a hashing function operat-
ing on the object at the remote computer 2.

The key in the exemplary embodiment is specially
arranged to have at least three severable components, a first of
the components representing executable instructions con-
tained within or constituted by the object, a second of the
components representing data about the object, and a third of
the components representing the physical size of the object.
The data about the object in the second component may be
any or all of the other forms of identity such as the file’s name,
its physical and folder location on disk, its original file name,
its creation and modification dates, resource information such
as vendor, product and version, and any other information
stored within the object, its file header or header held by the
remote computer 2 about it; and, events initiated by or involv-
ing the object when the object is created, configured or runs
on the respective remote computers. In general, the informa-
tion provided in the key may include at least one of these
elements or any two or more of these elements in any com-
bination.

In one embodiment, a checksum is created for all execut-
able files, such as (but not limited to) .exe and .dll files, which
are of the type PE (Portable Executable file as defined by
Microsoft). Three types of checksums are generated depend-
ing on the nature of the file:

Type 1: five different sections of the file are check summed.
These include the import table, a section at the beginning and
a section at the end of the code section, and a section at the
beginning and a section at the end of the entire file. This type
applies to the vast majority of files that are analysed;

Type2: for old DOS or 16 bitexecutable files, the entire file
is check summed,;

Type 3: for files over a certain predefined size, the file is
sampled into chunks which are then check summed. For files
less than a certain predefined size, the whole file is check
summed.

For the check sumuming process, in principle any technique
is possible. The MD5 (Message-Digest algorithm 5) is a
widely-used cryptographic hash fanction that may be used for
this purpose.

This allows a core checksum to be generated by viewing
only the executable elements of the checksum and making a
comparison between two executables that share common
executable code.

For the type 1 checksum mentioned above, three signature
processes may be used. The first defines the entire file and will
change with almost any change to the file’s content. In par-
ticular, the first defines a representative sampling of the con-
tents of the program in that if any fundamental change is made
to the program, the checksum will change, but trivial changes
can be identified as such, allowing correlation back to the
original program body. The second attempts to define only the
processing instructions of the process, which changes much
less. The third utilises the file’s size, which massively reduces
the potential of collisions for objects of differing sizes. By
tracking the occurrences of all signatures individually appear-
ing with different counterparts, it is possible to identify pro-
cesses that have been changed or have been created from a
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common point but that have been edited to perform new,
possibly malevolent functionality.

As well as checksum data, in many embodiments metadata
about the object is captured and sent to the base computer 3.
Amongst other types, the types of metadata captured and sent
to the base computer 3 might be:

“Events™ these define the actions or behaviours of an
object acting upon another object or some other entity. The
event may include three principal components: the key of the
object performing the act (the “Actor”), the act being per-
formed (the “Event Type”), and the key of the object or
identity of another entity upon which the act is being per-
formed (the “Victim”). For example, the event data might
capture the identity, e.g. the IP address or URL, of a network
entity with which an object is communicating, another pro-
gram acting on the object or being acted on by the object, a
database or IP registry entry being written to by the object,
etc. While simple, this structure allows a limitless series of
behaviours and relationships to be defined. Examples of the
three components of an event might be:

Actor Event Type Vietim
Object 1 Creates Program Object 2
Object 1 Sends data 1P Address 3
Object 1 Deletes Program Object 4
Object 1 Executes Object 2
Object 2 Creates registry key Object 4

“Identities:” these define the attributes of an object. They
include items such as the file’s name, its physical location on
the disk or in memory, its logical location on the disk within
the file system (its path), the file’s header details which
include when the file was created, when it was last accessed,
when it was last modified, the information stored as the ven-
dor, the product it is part of and the version number of the file
and it contents, its original file name, and its file size.

“Genesisactor”: the key of an object that is not the direct
Actor of an event but which is the ultimate parent of the event
being performed. For example in the case of a software instal-
lation, this would be the key of the object that the user or
system first executed and that initiated the software installa-
tion process, e.g. Setup.exe.

“Ancillary data”: many events may require ancillary data,
for example an event such as that used to record the creation
of a registry run key. In this situation the “event” would
identify the Actor object creating the registry run key, the
event type itself (e.g. “regrunkey”), and the Victim or subject

of the registry run key. The ancillary data in this case would 5

define the run key entry itself; the Hive, Key name and Value.

“Event Checksums”: because the event data can be quite
large extending to several hundred bytes of information for a
single event, its identities for the Actor and Victim and any

ancillary data, the system allows for this data itself to be 5

summarised by the Event Checksums. Two event checksums
are used utilising a variety of algorithms, such as CRC and
Adler. The checksums are of the core data for an event. This
allows the remote computer 2 to send the checksums of the
data to the central computer 3 which may already have the
data relating to those checksums stored. In this case, it does
not require further information from the remote computer 2.
Only if the central computer 3 has never received the check-
sums will it request the associated data from the remote
computer 2. This affords a considerable improvement in per-
formance for both the remote and central computers 2,3
allowing much more effective scaling,
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Thus, the metadata derived from the remote computers 2
can be used at the community database 7 to define the behav-
iour of a process across the community. As mentioned, the
data may include at least one of the elements mentioned
above {file size, location, etc.) or two or three or four or five or
six or all seven (or more elements not specifically mentioned
here). The data stored in the community database 7 provides
an extensive corollary of an object’s creation, configuration,
execution, behaviour, identities and relationships to other
objects or entities that either act upon it or are acted upon by
it. This may be used accordingly to model, test and create new
automated rules and heuristics for use in the community
database 7 and as rules that may be added to those held and
used in the local database of the remote computers 2 to iden-
tify and determine the response of the remote computers 2 to
new or unknown processes and process activity.

Moreover, it is possible to monitor a process along with any
optional sub-processes as a homogenous entity and thencom-
pare the activities of the top level process throughout the
community and deduce that certain, potentially malevolent
practices only occur when one or more specific sub-processes
are also loaded. This allows effective monitoring (without
unnecessary blocking) of programs, such as Internet Explorer
or other browsers, whose functionality may be easily altered
by downloadable optional code that users acquire from the
Internet, which is of course the principal source of malevolent
code today.

Distributed Architecture

The system as described so far is generally as described in
our previous application US-A-2007/0016953. There now
follows a description of new, advantageous schemes in oper-
ating such a system. It will be appreciated that in the descrip-
tion in relation to FIGS. 1 and 2 the central computer and the
community database are presented for convenience as single
entities. As will be apparent from the following discussion,
the base computer 3 can be comprised of multiple computers
and servers, etc. and the community database 7 can be made
up multiple databases and storage distributed around this
central system.

FIG. 3 shows an example of an arrangement for the base
computer 3. The remote computer 2 has an agent program 190,
which generally includes the same functionality as the agent
program described above in relation to FIGS. 1 and 2. In
short, the agent program 10 the monitors objects on that
computer 2 and their behaviour and communicates with the
base computer 3 to send details of new objects and behaviour
found on the remote computer 2 and to receive determinations
of whether the objects are safe or not. The agent program 10
optionally communicates with a local database 11, which
holds a local copy of signatures relating to the objects found
on the remote computer 2.

The agent program 10 can be comparatively small com-
pared with other commercially available anti-malware soft-
ware. The download size for the agent program 10 can be less
than 1 MB and occupy about 3 MB of memory when running,
using more memory only to temporarily hold an image of a
file(s) being scanned. In comparison, other anti-malware
packages will typically have a download of 50 MB and
occupy 50 MB to 200 MB of computer memory whilst scan-
ning files. Thus, the exemplary architecture can occupy less
that 2% of system resources compared with other products.

This is achieved primarily by the exemplary agent program
10 being developed in a low-level language, having direct
access to system resources such as the video display, disk,
memory, the network(s), and without the incorporation of
many standard code or dynamic linked libraries to perform
these functions. Memory usage is optimised by storing datain
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the local database structure that provides the ability to refer to
objects by a unique identifier rather than requiring full file-
names or signatures. All unnecessary dynamic link libraries
are unloaded from the process immediately as they are iden-
tified as no longer being used, and background threads are
merged to reduce CPU usage. A small, efficient agent can be
deployed more quickly and can used alongside other pro-
grams, including other security programs, with less load onor
impact on the computer’s performance. This approach also
has the advantage of having less surface area for attack by
malware making it inherently more secure.

The agent program 10 communicates with the base com-
puter 3 over the Internet 1 via the Internet’s Domain Name
Resolution System (DNS) 50.

The base computer 3 has a first layer comprising one or
more servers 61, which in this example are web servers. In the
present disclosure, the web servers 61 are referred to as “FX
servers” or “threat servers” and the first layer is referred to as
the “FX layer”. However, it will be appreciated that any type
of suitable server may be used according to need. The remote
computers 2 are allocated to one of the web servers 61 as
explained in more detail below.

The X layer 60 makes real time decisions as to whether or
not an object is benign or malevolent based on the details of
that object sent from the remote computer 2. Each web server
61 of the FX layer 60 is connected to a database 62 which
contains entries for all of the objects known to the base
computer 3 and a classification of whether the object is safe or
unsafe. The database 62 also stores rules for deciding whether
unknown objects are safe or unsafe based on the information
received from the remote computer 2. The web server 61 first
searches the database 62 for matching signatures to determine
if the object is safe or unsafe or unknown. As described above,
the signature can be a function of the hashes (checksum data)
derived from file itself, event data involving the object and or
metadata about the object in any combination. If the object is
unknown, the web server 61 then determines if any of the
rules classify the object as unsafe. The web server 61 then
communicates back to the remote computer 2 whether the
object is safe and can be allowed to run, unsafe and is to be
prevented from running, or unknown in which case the object
can be allowed to run or not according to user preference.

Thus, the FX layer 60 reacts in real time to threats to
determine whether or not malware should be allowed to run
on a remote computer 2.

Sitting behind the FX layer 60 is a second layer (called the
“ENZO layer” 70 herein). Information about objects received
by the FX layer 60 from the remote computers 2 is sent to the

ENZO layer 70 such that a master record is maintained at the 3

ENZO layer 70 of all data received from all remote computers
2. This process is described in more detail below.

The ENZO layer 70 has one or more servers 74 (referred to
as “central servers” or “ENZO servers” in this disclosure)

connected to one or more “master” databases which aggre- :

gate all of the information received from all web servers 61
from all remote computers 2. The databases may comprise
any combination of the following three databases and in one
exemplary embodiment has all three.

1) An object database 71, which has entries containing
object signatures (e.g. their MDS5 checksums) and including
metadata received about objects, e.g. file name, file location,
or any other metadata collected by the system as described
above.

2) A behaviour database 72 for capturing details of the
behaviour of objects observed on a remote computer 2. This
database 72 is populated by the event data sent from the
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remote computers 2 and allows a picture to be built up of the
behaviour and relationships an object has across the commu-
nity.

3) A computer-object database 73 which associates remote
computers 2 in the community with objects observed on those
remote computers 2 by associating objects with identification
codes sent from the remote computer 2 during object detail
transmission. The computer may be identified by at least the
following three identifiers sent from the remote computer:
one which relates to the physical system, one which relates to
the operating system instance and one which relates to the
logged on user.

As will be appreciated, in a community having for example
10 million or more remote computers 2, each having on
average hundreds to thousands of objects, each having a large
number of behaviours and associations with other objects, the
amount of data held in the databases 71,72,73 is enormous.

The ENZO servers 74 can query the databases 71,72,73
and are operable, either by automation or by input from a
human analyst or both, in monitoring object behaviour across
the community and in investigating objects and developing
rules for spotting malware. These rules are fed back to the FX
layer 60 and or the agent program 10 running on remote
computers 10 and, as discussed elsewhere in this document,
are used by the web servers 61 or the agent program 10 in real
time to stop malware from running on remote computers 2.
The performance of those rules in accurately stopping mal-
ware on the remote computers 2 is fed back to the ENZO layer
70 and can be used to refine the rules. The techniques used are
described further in the following disclosure.

In an exemplary embodiment, some or all of the servers
61,74 and databases 62,71,72,73 of the FX and ENZO layers
60,70 are implemented using cloud computing. Cloud com-
puting is a means of providing location-independent comput-
ing, whereby shared servers provide resources, software, and
data to computers and other devices on demand. Generally,
cloud computing customers do not own the physical infra-
structure, instead avoiding capital expenditure by renting
usage from a third-party provider. Cloud computing users
avoid capital expenditure on hardware, software, and services
when they pay a provider only for what they use. New
resources can quickly be put on line. This provides a large
degree of flexibility for the user.

An example of cloud computing is the Amazon Elastic
Compute Cloud (EC2), which is a central part of the Ama-
zon.com cloud computing platform, Amazon Web Services
{AWS). Another example is the Windows Azure Platform,
which is a Microsoft cloud platform that enables customers to
deploy applications and data into the cloud. EC2 is used in the
present example to provide cloud computing. Nonetheless, it
will be appreciated that, in principle, any suitable cloud archi-
tecture could be used to implement the base computer 3.
Alternatively conventional data centres could be used to
implement the base computer 3, or a mixture of conventional
data centres and cloud-based architecture could be used.

EC2 allows users to rent virtual computers on which to run
their own computer applications. EC2 allows scalable
deployment of applications by providing a web service
through which a user can boot an Amazon Machine Image to
create a virtual machine, which Amazon calls an “instance,”
containing any software desired.

A user can create, launch, and terminate server instances as
needed, paying by the hour for active servers, allowing the
provision of “elastic” computing. EC2 provides users with
control over the geographical location of instances, which
allows for latency optimization and high levels of redun-
dancy. For example, to minimize downtime, a user can set up
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server instances in multiple zones which are insulated from
each other for most causes of failure such that one backs up
the other. In this way, the cloud provides complete control of
a user’s computing resources and its configuration, i.e. the
operating system and software packages installed on the
resource. Amazon EC2 allows the user to select a configura-
tion of memory, CPU, instance storage, and the boot partition
size that is optimal for the operating system and application.
EC2 reduces the time required to obtain and boot new server
instances to minutes, allowing the user to quickly scale capac-
ity, both up and down, their computing requirements change.

EC2 maintains a number of data centres in different geo-
graphical regions, including: US East Coast, US West Coast,
EU (Ireland), and Asia Pacific (APAC) (Singapore). As
shown by FIG. 4, in an exemplary embodiment, the servers
and databases of the base computer 3 are implemented in
plural of these geographical locations 80.

The important question therefore arises of how to allocate
remote computers 2 to a particular instance of web server 61
in the FX layer 60. Important considerations in this decision
are to minimise latency and to share the load evenly across the
web servers. Ideally, the load on resources would be shared
approximately equally across all instances of web servers in
order to avoid web servers being under utilised and to mini-
mise the number of web servers required. It is also desirable
to implement a simple solution which does not add signifi-
cantly to the speed or size of the agent program 10 on the
remote computers, or place an overhead on the base computer
3.

1) In an exemplary embodiment, the agent program 10 uses
the geographical location of the remote computer 2 in allo-
cating the remote computer 2 to a web server 61, 1.e. based on
its proximity to a geographical region 80 of the cloud. The
location of the remote computer can be determined by any
convenient means, such as examining the IP address of the
remote computer 2 against a database of known location
ranges, or performing a network route analysis to determine
the number of “hops” required to reach the destination server.
This functionality can be performed by the agent program 10
running on the remote computer 2 when it is first installed on
the computer 2. And by allocating based on location, latency
can be minimised.

2) In an exemplary embodiment, the agent program 10
generates a random number based on the date and time of'its
installation seeded with unigue identifiers of the remote com-
puter to decide to which web server 61 it should be mapped.
This provides a simple, pseudo random way of mapping
remote computers 2 to web servers 61, which shares the load

evenly between web servers 61 even if several thousand 3

remote computers are being installed simultaneously.

3) The DNS distribution layer then maps the URL to the
physical data centre. The Domain Name System (DNS) is a
hierarchical naming system built on a distributed database for

computers, services, or any resource connected to the Internet 5

or a private network. It associates various information with
domain names assigned to each of the participating entities.
The DNS distribution network 50 allows load balancing to
plural servers 61 making up the FX layer 60.

Any combination of these techniques can be used by the
agent program 10 to allocate a remote computer 2 to a web
server 61. And all three may be used in combination.

The agent program may also utilize a secondary algorithm
to re-map the remote computer 2 to different URL in case the
primary URL is unavailable for any reason, e.g. if the servers
go down. Also, in the event that malware has been able to
disable the DNS mechanism then the agent program 10 can
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make direct contact with the FX servers 61 by referring
directly to a series of direct IP addresses reserved for this
purpose.

Optionally, the agent program 10 is arranged so that it can
reassign the remote computer 2 to a different server 61 by
receiving feedback/instruction from the server 61 the com-
puter is already connected to. This can be used to add central
control to the allocation of agent program 10 to servers 61,
which adds more flexibility to the system.

Thus, this scheme allows a simple, agent managed way of
dynamically load balancing between servers and providing
resiliency, whilst dealing with geographical location. In
known prior art arrangements, specialised hardware load bal-
ancers are employed in the network to divide load to other
servers, or else agents are manually allocated to web servers
61 when the agent program 10 is installed.

Using a cloud-based distributed architecture for the base
computer 3 presents challenges in trying to maintain integrity
of data across the servers and in managing the update of data
across the many servers. As will be clear from the foregoing,
the web servers 61 in a typical implementation will be dealing
with huge amounts of data. There will be large amounts of
commonality in the data, which can be used for determining
rules on what objects are malware. However, it is impractical
to store all data on all web servers 61 on all regions. This
presents a problem in determining whether or not the data is
common in real time.

To address these issues, an exemplary embodiment adopts
the following scheme. Each web server 61 in the FX layer 60
examines an incoming packet of data from a remote computer
2 about an object seen on that remote computer 2. The agent
program 10 generates a checksum of the data packet and
sends it to the web server 61. The web server 61 has a database
62 of objects that have previously been seen and which have
already been sent to the ENZO server 74. The web server 61
checks its database 62 for the checksum of the incoming data.
If the checksum is found, then the data has already been seen
by the ENZO server 74. In this case, the web server 61 just
increases the count associated with that checksum in its data-
base ofthe number of times that data has been seen to assist in
determining the popularity of a piece of sofiware or the fre-
quency of the occurrence of a specific event. This information
can then be forwarded to the ENZO server 74. If the check-
sum is not found in the FX database 62, then the web server

s requests the full data packet from the remote computer and

then forwards this to the ENZO server 74. The ENZO server
74 then stores this data in the appropriate databases 71,72,73.
Thus, the ENZO layer 70 keeps a master list in the object
database 71 of all data objects, their metadata and behaviour
seen on all of the remote computers 2. This master list is
propagated back to all of the web servers 61 in all of the
geographical locations 80. Thus, all web servers 61 are
updated with information about which objects have been seen
by the community.

"This scheme has been found to reduce workload and traffic
in the network by a factor of about 50 compared with a
conventional scheme where typically each piece of data on
being received by a web server would immediately be propa-
gated to all other servers in the system.

It is desirable that the data held in the master databases
71,72,73 in the ENZO layer 70 provide scalability, accessi-
bility and resilience to the data for users. It will be appreciated
that if just one live ENZO server 74 is used, then if that server
becomes inaccessible, all live data is lost. For this reason, in
many embodiments at least one ENZO server 74 resides in
each region 80 of the cloud to provide redundancy. This
means that the web servers 61 are not all directly linked to the
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same ENZO server 74, but rather the web servers 61 are only
linked to the ENZO server 74 in their own region 80. This
creates a need for an extensible method of providing data to
multiple database servers.

FIG. 5 shows schematically a scheme of updating data
from a web server 61 to an ENZO server 74. Each web server
61 has two temporary databases 63a, 635 linked to it. At an
initial starting point, one database 63a is part full 635 (active)
and the other is empty (inactive). As information about
objects is received from a remote computer 2 by the web
server 61, it posts the information into the active database
63a. This information will be checksum information received
from the remote computers 2 about objects or events seen on
the remote computer. If the checksum is previously unseen at
the web server, the associated data about that object or event
is posted to the database along with its checksum.

Once the active database 63« reaches a predetermined size
or some other predetermined criteria is met, the contents of
the active database 63¢ are put into long term storage 66
together with a time stamp of the point in time when this
happens. While this is occurring, the inactive database 635 is
made active and starts to fill with new dataas itarrives, and the
formerly active database 63a is cleared and made inactive.
Again, when this database is full, then the process of time
stamping and moving the contents of the database to long
term storage 1s repeated and the databases are swapped over.
In some embodiments, the FX layer 60 has a S3 sub-layer 65,
which is responsible for managing input/output to the long
term storage 66. S3 (Simple Storage Service) is an online
storage web service offered by Amazon Web Services. 83 is
an Amazon service for the storage of high volume data in a
secure and non-volatile environment through a simple web
services interface. 83 is used to store the history of the FX
server data being sent from the FX servers to the ENZO
servers. When a block of data is put into long term storage 66,
the S3 layer 66 also forwards this data to the ENZO server 74
or servers so that the ENZO server can update its databases.
All FX servers feed all ENZO servers via the S3 storage
service.

The databases 634,635 may be emptied into long term
storage 66 for example every few minutes or even every few
seconds. However, as will be appreciated, the actual time
period used can be selected according to the load and size of
the databases and may be chosen dynamically based on for
example the load on the database or the size of the data. Thus,
the S3 layer 65 holds all of the data received by all of the web
servers 61 in the community. This has a number of advantages
as illustrated by FIG. 6.

Firstly, this can be used to allow the master ENZO data-

bases 71,72,73 to be rebuilt for example in the event thatan 5

ENZO server 74 develops a problem. Also, if the data held by
an ENZO server 74 is corrupted somehow, for example by a
problem in a software upgrade on the ENZO server 74, it is
possible to roll back the databases at the ENZO server 74 to a

point before the corruption occurred. By using the times- :

tamps associated with the blocks of data in the S3 layer 65, the
ENZO server 74 can request the data blocks in long term
storage 66 at the S3 layer 65 to be resent to the ENZO server
74 so the server’s databases 71,72,73 can be brought up to
date.

Furthermore, using this scheme, the ENZO servers 74 in
multiple regions 80 can create backup databases ofthe ENZO
databases by receiving the data from the S3 layer. This can be
done without affecting the live ENZO databases 74, so these
can carry on functioning seamlessly.

The alternative would be to post to databases at a single
ENZO server which is designated the master server and to
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propagate the data from the master server to other servers in
the community. However, this in effect creates one “live”
server and one or more backups. The live server therefore
does most of the work, e.g. pre-processing data received from
the agents, updating the databases and analysing the data for
threats, whilst the backup servers are under utilised. Thus, the
live server must be more powerful than the backup servers.
This tends to be wasteful and inefficient of resources. In
comparison, the exemplary embodiment, shares the workload
around the servers equally.

It is also desirable for operators, human malware analysts,
etc., to have a copy of the data from a live server for research,
etc. Image servers may be created in the same way as the live
servers and the backup servers. The user of the system can
take the image server offline when he needs to take an image
for offline use. Once the image is taken, the image database
can be brought up to date using the blocks of data from the 83
layer.

Cloud computing can recreate instances of web servers
very quickly, e.g., in a matter of minutes. Cloud computing is
therefore advantageous in implementations where the vol-
ume of transactions grows (or shrinks). Inthis situation, a new
server instance can be quickly created to handle the new load.
However, it is necessary to take an image of a live server to
create the image. This is disruptive to the processes running
on that instance during imaging. It is therefore clearly not
acceptable to take a live server out of commission for this
period. Therefore, in many embodiments, a special dedicated
image server is maintained behind the ENZO server, whichis
updated in a similar way fo the live and backup servers. In this
case, the image server is taken off-line and imaged. This
process might take for example 30 minutes. During this time,
the image server is not receiving updates from the S3 server
and therefore becomes out of date. However, since the exact
time when the server went off line is known, it can be updated
by requesting data blocks from the 83 server with a timestamp
later than when it went off line. Thus, an image can be taken
of an updated server for offline use etc. and brought back up
to date without affecting the running of the system.

It is also desirable to be able to scale out the architecture of
the ENZO layer 70. For example, a live server 74 may be
running out of processing power due to the increase in traffic
it is seeing from web servers 61 or agents 10. For example,
more remote computers 2 may be connected to the system, or
a common software package may be updated leading to a
large volume of new data being sent to the ENZO layer 70. In
this situation, a second or further live server instance can be
created inthe ENZO layer 70 in order to scale out horizontally
(as opposed to adding more CPU/RAM to an existing server).
As described above, it is relatively straightforward to create
an image of an ENZO server 74 in a cloud-computing envi-
ronment. As can be seen from FIG. 7, the data on each server
74 is divided into a plurality of sections. In this case the data
on the server 74 is divided into eight sections 0-7. Fach
section does a share of the processing on that server. Whenthe
server is divided, various sections are allocated to each server.
So, for example, in the example of FIG. 7, the original server
L1 processes data 0-3, and the newly created server L2 pro-
cesses data 4-7. Each server then handles pre-processing and
storing its own data. For the purposes of analysing the data, in
many embodiments the data from these multiple severs is
aggregated so that the human analyst is working on the com-
plete set of data when investigating malware (as described in
more detail below). Of course, the data can be divided in
different ways among the servers according to need.

So, instead of holding a single database and then having to
dissect it if it is required to distribute the load across multiple
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servers, in many embodiments the database is already dis-
sected making it is much easier to make a transition to further
distribution of the database workload across multiple servers.

The number of data sections may be selected to be eight,
because this is enough to give reasonable flexibility and abil-
ity to expand. However, it is rare that a business needs to
expand by more than 800% at any time. Nonetheless, other
plural numbers of data sections can be used as appropriate.

This architecture allows vast amounts of data to be man-
aged across multiple locations and servers. The architecture
can be scaled and servers copied without incurring extra work
or affecting the running of the system. The data can be
exchanged across servers that can change dynamically.

Using Trend Data

Malware evolves at a significant pace. Historically, mal-
ware used a single infection (module or program) to infect
many computers. As this allowed malware researchers to
quickly become aware of the infection, signatures could be
quickly deployed to identify and block the threat. In the last
decade, malware authors have made their threats contain
many varied modules, which shared a common purpose. To
detect and block these new threats is a much greater challenge
for malware research and to creating and distributing signa-
tures to identify and block all of the variations, any one of
which could infect one or more computers. Due to the varied
and distributed nature of these modern threats malware
researchers are often late in identifying that a threat even
exists.

By collecting hashes, signatures and statistics of new pro-
grams and modules correlated by path and file details, and
aggregating this information at a central location, it is pos-
sible to use a method of analysis that will allow faster iden-
tification of new threats.

On any given day the amount of new commercial programs
and modules that are created can be considered almost con-
stant. This data can be measured against any of the metadata
or event data collected about the object. In one example, the
data is measured against the Path (Folder) location of new
files created. The data can also be measured against their
filenames, and file types (e.g. .exe, .dll, .drv, etc.} along with
details such as vendor, product and version information, reg-
istry keys, or any other system derived data forwarded to base
computer. Any combination of these factors is possible. In
whichever way it is chosen to group the data, by establishing
a baseline for the pattern and distribution of this data across
the groups it is possible to quickly identify outliers.

FIG. 8 shows an example of collected data over a time
period grouped according to folders in the file system com-
pared with the established normal distribution (base line). If

the number of new programs in the windows system32 sub- 5

folder is normally X in any given time period t (e.g., in a given
day) and in a particular time period t1 under consideration it
is 1.4x (or exceeds some other predetermined ratio) then it
indicates an abnormal increase in the number of new files

which signifies possible malware activity. This identification 5

allows greater focus to be placed on researching these outli-
ers. Processes can be readily developed that can use this
outlier information to automatically group, identify or priori-
tise research effort and even make malware determinations.
Where automated rules are used to identify malware, this
information can be used to automatically heighten sensitivity
of these rules when applied to objects in the group that has
been identified as an outlier.

Another example of this technique is to focus on a filename
and compare the number of new objects (as represented by its
hash) that utilize that name, or the number of new objects all
of which have new names. This is contrary to the general
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principles of most commercial software, which needs consis-
tency to enable manageability of their products. Most com-
mercial applications have only a few names and each file
name has only a few variants as each new release is made
available. In contrast, some malware has thousands of vari-
ants using the same, similar or similarly structured name and
which are observed by the community utilising the related
names within a very short window of time (e.g., seconds-
weeks).

In principle, any length of time for the window can be
selected. In practice, this is likely to be of the order of every 15
minutes, or every few hours, or a day, rather than longer
periods like every week.

In some embodiments, techniques are provided to provide
context for researchers. In detecting malware, human ana-
lysts and computer automated analysis have different
strengths and are often used together to some degree to har-
ness the capabilities of both. Computers are good at applying
rules to and processing large amounts of data. In the present
application, the amount of data received from agent program
10 running on remote computers 2 is vast and therefore suited
to being processed by computer. It would be impractical to
have human operators to look at all of this data to determine
malware. On the other hand, experienced human analysts are
highly adept at spotting malware given the appropriately
focussed data about that object and similar objects and their
context. Often a human analyst can “intuitively” spot mal-
ware, in a way that is difficult to reduce to a set of rules and
teach to a machine. For example, kernel32.dll is a file asso-
ciated with the Windows® operating system. A malware pro-
gram may be called something similar, e.g. kernel64.dll,
which would immediately be apparent to a user as being
suspicious, but which it would be ditficult to teach a machine
10 spot.

The pattern may be obvious in retrospect when an analyst
is presented with the relevant data. However, this is a rear
view mirror approach. The problem is finding the relevant
data in the vast amount of data being received at the base
computer 3 so that the analyst can focus his/her time on the
important data. As illustrated by FIG. 9, what is needed is
some what of distilling the raw data 100 into groups ofrelated
data 101 to provide a focussed starting point for a malware
researcher to investigate and take necessary action 102 to flag
objects bad or safe 103 accordingly.

As will be appreciated, a single object on a remote com-
puter 2 across the community can have a high degree of
associations with other objects on remote computers 2. Some
tools currently exist which can map links between entities to
create a network of associations. However, when used for a
malware object and its associations with other objects, these
will result in a diagram that is so dense and complicated that
it is practically useless for the purpose of allowing a human
analyst to identity malware. The problem is sifting this data so
useful features are extracted for the analyst so that he can
quickly focus on the likely candidates for being malware.

An exemplary embodiment, illustrated by FIGS. 10 to 13,
provides a software program running on the ENZO server 74
and giving the user a visual based tool for running queries
against the databases. A query language such as TSQL may be
used for example to query the database based on the user’s
input. As mentioned in the foregoing, the ENZO layer 70 has
a complete record of the properties and activities of all objects
seen on all remote computers 2 in their databases. FIG. 10
shows an example of an on-screen display and user interface
including a table 105 in which the rows represent the objects
(determined by their signatures) that match the results of the
current query. The user interface provides tools for creating
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new queries 106, for displaying current and recent queries
107 and for sorting the data displayed in the table for the
current query 108. Clearly there may be more results than will
fit on one screen. There may therefore be more than one page
of results to which the user can navigate through appropriate
controls 109 provided by the user interface.

The table 105 has a plurality of columns of data represent-
ing information about the objects. The information may
include any of the data collected about an object, its metadata
or its behaviour, sent to the base computer 3 by the remote
computers 2. This may include any of the following for
example: the name of the file, and the location (path) of the
file, the country where the object was first encountered, the
identity of the remote computer that encountered the object,
its operating system and version number, details of the web
browser and any other security products installed on the com-
puter, the creator of the file, the icon associated with the file,
etc. The information may include metadata about the file,
such as the author or the size of the object or information
relating to executable instructions in the object. The data may
contain “actor” and “victim” information and details of its
registry key. The information may include information about
whether or not the object has been identified as safe or unsafe
at the remote computer 2 or at the FX server 61.

The information displayed may contain counts of how
often a particular attribute is present among all the objects
returned by the query or across the community. In addition,
the information may contain less easily understood informa-
tion. As discussed above, the information collected about an
object can include checksums of parts of the executable, e.g.
the first 500 bytes of the executable part of the file. In many
cases, the actual value of the checksum or other data is of little
or no interest to the user. Therefore, in many implementations
some or all of this information is presented to the user in a
graphical way, utilising colour, shape and or different sym-
bols, which makes spotting patterns in the data more intuitive
and speedy for the user.

In some embodiments, at least one column of data is pre-
sented according to the following scheme:

1) if the value is unique in that column between the rows of
data representing objects then the numeral “1” is presented.

2) if the value is replicated between the rows of data on the
screen, or between all the rows of data matching that query,
then a coloured symbol (e.g. a green triangle or ared letter “P”
in a blue square, etc.) is allocated for that value and displayed
in that column for all rows that share that value. Thus, without
needing to know what the symbols represent, the user can see
at a glance which rows on the screen have commonality of an
attribute.

This provides a starting point for running further queries.
For example, the user can quickly see commonality between
objects, which look interesting. As explained elsewhere in
this document, a typical trait of malware is that the objects use
a large number of file names, file locations, similar file sizes,

similar code portions, etc. The program allows a user to refine

a query by for example clicking on columns in the table and
using the query creating tools 106 to add a particular attribute
value to the predicate of the query, or to start a new query with
this column value in the predicate, etc.

The ultimate aim of this process is for the user to find a
query that returns the maximum number of rows with com-
monality. By this process, the user identifies a set of criteria
made up of hashes and other metadata definitions that can be
used to accurately identify similar objects that share criteria.
For example, FIG. 11 shows a user query that returns rows
with a high degree of commonality representing objects that
have commonality. The software also in many implementa-
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tions allows the user to bring up a screen of statistics for the
objects that have been returned from the query. In particular,
as shown by FIG. 12, the interface can display to the user the
number of objects returned by the query that are known to the
database as being malware, the number known as being not
malware, and the number where it is not yet known whetheror
not the object is malware (represented in FIG. 12 by differ-
ently shaded/coloured bars). Other data about the results of a
query or objects having a certain attribute selected by the user
can be shown in graphical form, e.g. a bar graph, or a pie
diagram as shown in F1G. 13. The user can take this informa-
tion into account as well as information shown in the table
105 when deciding whether or not the results of the query
determine malware. The user can then take the appropriate
action, such as tagging the objects returned by the query as
malware, not malware, or suspicious and requiring further
investigation. Thus, by being able to query and analyse the
collective view of an object, i.e. its metadata and behaviours,
across all agents 10 that have seen it, a more informed view
can be derived, whether by human or computer, ofthe object.
In addition it is possible to cross-group objects based on any
of their criteria, i.e. metadata and behaviour.

To take an example, it might be a previously identified trait
of certain types of malware that the malevolent object is
located in the “recycle bin” of the operating system. This
gives a starting point for the user to run a query to find all
objects, or all objects encountered during a user specified
time frame, that are located in the recycle bin by looking at
their “path” attribute. This would display rows to the user
corresponding to the different objects found (e.g. each row
corresponding to a different MDS5 signature). The user can
then drill down through the rows by selecting interesting
attributes by clicking on a value in a column. For example, the
user may choose objects whose attributes show that the
object’s icon is the same as the icon used the “Notepad”
program {which comes with Microsoft Windows® operating
systerns), but which are not Microsoft originating programs.
In many implementations the system allows the user to apply
Boolean operators in refining the query. The system allows
the user to bring up statistics of how well the query cover
objects that are known by the system to be malevolent or
benign to give the user more information about useful the
query is in classifying objects.

The users employed in grouping objects according to this

5 scheme need not be highly skilled malware analysts. The

users need only basic training in use of the tool and in group-
ing objects by running queries and looking for commonality.
The final analysis of objects covered by the query can be taken
by a skilled malware analyst. The advantage of this system is
that the computer is doing the work in processing the raw data
which is too large of a task to be practical for a human
operator to complete. The human operators grouping the data
need not be skilled, which reduces costs for the business. This
reduces costs and leaves the skilled malware analysts to con-
centrate on queries that are found to be good candidates for
further investigation. Thus, the skill of these operators is most
effectively deployed in using their experience to identify mal-
ware.

Referring to FIG. 9, if at stage 103 the user decides that a
query (Q5) is deterministic in classifying the objects returned
by a query as safe or unsafe, then the rule can be passed back
to the web servers 61 and or the agent program 10 at the
remote computers 2 and used in real time in deciding whether
new objects seen at the web servers 61 or remote computer 2
are safe or unsafe.

If a new object that has not been seen before by the com-
munity is received by a remote computer 2 or a web server 61
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and is deemed by one of the rules run by the remote computer
2 or web server 61 to be unsafe, the object can be stopped
from running on the remote computer 2 in real time, or the
user of the remote computer 2 can be warned and given the
option of continuing or not. Furthermore, the remote com-
puter 2 (via the web server 61 to which it is assigned) or the
web server 61 can report to the ENZO server 74 that a new
object has been determined to be safe or unsafe by the rule.
The ENZO server 74 can update its master database with this
finding and this finding can be communicated to other remote
computers 2 and or web servers 61 and used to update their
databases that objects with that signature are unsafe and
should be blocked in the future, or safe and should be allowed
to run.

Alternatively, the rule can be used by human analyst at the
ENZO layer to monitor suspicious objects. Objects covered
by the rule can be displayed to a human analyst and the
analyst can then decide for each object in turn whether it is
malevolent or benign, and mark the object accordingly. These
determinations for each object are sent back to the web serv-
ers 62 and or agent software 10 and used to decide whetheror
not the object is allowed to run when encountered at the
remote computers in real time. This method does not react as
quickly to new threats, compared with applying the rules in
real time at the web servers 62 and or agent software 10.
However, it may be preferred in cases where it is desired to
keep the number of “false positives™ low, and or where a rule
is found to be good at identifying suspicious objects which
need further investigation before a firm determination can be
made that they are malware.

Furthermore, this action can be semi automated. The appli-
cation can monitor the groupings along with any and all
actions taken such as groups being determined as malicious or
as benign. By tracking these actions it is possible for the
ENZO server 74 to learn from human analysts how to identify
and determine objects automatically. The application can
remember queries that have been run by users. If the same
query is being ran repeatedly by a user and returning malware
objects, or if a researcher consistently takes the action of
determining the objects to be malware, then the system can
automatically identify this condition and create a rule of the
criteria and the action to determined matching objects as
malicious. This rule can be sent to the FX server layer 60 to
enable real time actions to be made to catch objects that match
the rule and determine them as malicious. The identity of
these rules and of malware grouping applied by the rules can
then be fed back to both the agent and the ENZO server 74. In
this way the FX server 61 is performing an action sanctioned
and distributed by the ENZO server 74, on its behalf. Simi-

larly, these same processes can be applied to benign groupsof 5

objects resulting in rules that determine such objects as
“good” which can be propagated back to the FX layer 60 in
the same way for the rules for “bad” objects. Thus, the ENZO
layer 70 allows the user to easily identify these groupings.

The ENZO layer can then monitor the groupings along with ;

any and all actions taken such as groups being determined as
malicious or as benign. By tracking these actions it is possible
for the ENZO layer 70 to learn from humans how to identify
and determine objects automatically.

The ENZO layer 70 can also monitor trends and bring
information to the human analysts’ attention, such as the
evolution in the behaviour of a previously known good pro-
gram. For example, a legitimate version of the game Solitaire
will be observed by the ENZO servers to have a particular
behaviour profile from the actions performed by that program
onremote computers over a period of time. If after a period of
time that program starts exhibiting new, suspicious behav-
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iour, such as trying to install a driver or accessing a web server
in another country, this can be flagged for investigation.

Furthermore, an exemplary embodiment of the agent pro-
gram 10 at the remote computer provides an interface that
allows the user to report “false positives” to the system, i.e.
where an object has been flagged as malware, which the user
believes to be legitimate software. The system is arranged to
feedback this information to the ENZO server 74. At this
point, the system can determine that the rule is no longer
reliably deterministic in finding malware and can disable the
rule. Alternatively the system can flag the rule for manual
review and or modification by a human analyst. Alternatively,
it can be decided that the rule is generally usetful despite the
false positive and that the false positive is an outlier. The
conflicting benign object can then be specifically excluded
from the rule at the FX layer 70 by placing it on a white list.

It should be noted that rules can be prioritised (applied in
order by priority) and can be established to only apply against
objects having a specific determination, location, popularity,
age or any other criteria known by or derived by the database.
For example, if a first rule determines the object originates
from Microsoft, then it may be decided not to apply any
further rules. In contrast, if a first rule determines that an
object is suspicious, then it may be decided to apply further
rules as appropriate.

Thus, many embodiments of the software application run-
ning on an ENZO server 74 provide powerful object behav-
iour monitoring and assessment. The software allows the user
to obtain a thorough understanding of an object’s behaviour
on a remote computer and the contextual environment in
which it is observed, in part through providing powerful data
visualisation techniques. The software enables large research
teams to work collaboratively and incrementally and lever-
ages human research skills and experience through expert
system automation.

Configurable Firewall

It is desirable to stop malware before a computer becomes
infected, e.g., when the infected file is received by email,
downloaded, or when it is installed or run for the first time.

A well known example of amalware program is the “Zeus”
Trojan. This program runs in the background on an infected
computer and steals login details as they are entered on screen
by a user by monitoring the user’s keystrokes. This informa-
tion is then sent to the criminal’s servers where it can be used
to take control ofthe infected computer. An instant message is
sent to the criminal over the network when the malware
program detects logon information being entered on an online
banking website, so the criminal receives this information in
near real time. The Trojan can then take remote control of the
user’s computer using the Virtual Network Connection pro-
tocol, a protocol that allows a remote user to access and take
control of a computer remotely. The criminal can then steal
money from the victim’s bank account.

While most anti-malware software attempts to stop the
malware from infecting a host computer or stopping commu-
nications with the malware as soon as possible, not much
attention has been shown to finding and prosecuting the
criminals responsible. One difficulty is that it is illegal for the
anti-malware or even the police to hack into the criminal’s
servers to find the criminal’s data. Indeed, it a known ruse for
the criminals to use so-called “botnets”, which are “zombie
networks™ of legitimate users’ computers which have been
infected by malware and are thereby under the control of the
criminals.

An exemplary embodiment itlustrated by FIG. 14 imple-
ments a firewall 95 with the agent program 10 at the remote
computer 2. A firewall per se is well known. However, nor-
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mally firewalls are configured by rules input by the user to
govern what programs have permission to access the network
for incoming/outgoing traffic. The exemplary embodiment
additionally takes rules from the base computer 3 to limit,
which objects on the remote computer 2 can communicate
across the firewall and with which entities 96,97 on the net-
work. For example, information can be sent from the base
computer 3 to the firewall 95 that known active URLs of Zeus
servers 97 are blocked from exchanging messages from all
objects on the remote computer 2. Thus, the firewall 95 can
implement a rule blocking communications with the crimi-
nal’s servers.

This provides a valuable second line of defence against
malware. It is generally desirable to stop malware at the point
of infection by preventing the malware from infecting a com-
puter. The next line of defence is to stop the malware from
communicating. The configurable firewall 95 can therefore
leverage the rules and knowledge developed about malevo-
lent objects and network URLs held at the base computer 3 to
provide a next line of defence in fighting malware.

Furthermore, in one embodiment, the agent program 10
can be used to contact the authorities 98, e.g., a law enforce-
ment agency, if malevolent Internet traffic is detected. The IP
traffic between the infected computer 2 and the criminal’s
server 97 can be intercepted by the firewall 95, stored and sent
to the authorities’ server 98, so the authorities can see what
information the criminals were stealing through the malware.
This information can be sent to the authorities’ servers 98 in
encrypted form for added security. In the exemplary embodi-
ment, checksums are made and stored of the data that sent to
the authorities’ servers 98, as there are very strict processes in
place for forensic data handling and evidence retention that
should be observed.

Legal constraints will mean in most instances it is neces-
sary to obtain permission from the user of the infected com-
puter 2 before this information is captured and sent to a third
party. In this situation, the agent program 10 will open a
dialogue with the user to obtain permission before proceed-
ing. In some instances, the user may be happy to give blanket
permission for data to be sent whenever a malware program or
a particular class of malware program is detected on his
computer 2, so it will not be necessary to obtain specific
permission every time malevolent objects or communication
is detected.

Self Defence

Malware has evolved to the state where it will attack,
disable or otherwise destroy security products installed on a
computer. There are two principle vectors, which need to be
considered.

A first approach is to target the methods used by malware 3

to identify security products. In this specific case the malware
will use behaviour monitoring of processes running on the
remote computer that view, observe, record, examine or oth-
erwise interfere any aspect of the malware code. Examples

might be a malware entity watching for processes or tasks 5

which look at the registry keys the malware has used to
configure, control or record its operation. As will be appreci-
ated, malware is by its nature surreptitious. From the mal-
ware’s point of view, no processes on the remote computer
should be monitoring or interacting with the malware object,
since the existence of the malware object on the local com-
puter should be unknown. If any processes are monitoring the
malware, it is therefore likely to be security software or a
system monitoring tool or a system tool being used by the user
of the computer 2 to rid the computer 2 of the infection.
Thus, by finding processes that are doing this, the malware
process can find the identity of the process and its location or
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locations on disk. This identification then allows it the ability
to delete, disable or interfere with the process or processes it
has identified as potential threats. In most cases these will
indeed be security programs or system monitoring tools, both
which it might consider threats.

Many embodiments guard against this possible interfer-
ence by malware programs by preventing the behavioural
detection of a security program when examining the malware.
This is achieved by hiding behind, masquerading as, and/or
leveraging core operating system components to examine the
malware’s state and components. In particular, the agent pro-
gram 10 performs operations by impersonating the system’s
context when it is necessary to rely on standard system calls,
or circumventing any system calls by accessing data at the
raw level as it is stored on disk. For example, the agent
program 10 can directly impersonate the kernel of the oper-
ating system when calling the ZwTerminateProcess function
to terminate a malevolent process. In doing so, the malware
cannot trace the call back to the agent program. The malware
considers this behaviour as normal, as it expects the operating
system to interact with it (e.g. it is necessary for the operating
system to be able to terminate the process when the computer
is shut down), and so the malware does not attempt to termi-
nate the agent program process. Furthermore, the malware
cannot react by killing the process as the process is only
identifiable as the operating system itself. To kill the operat-
ing system would also prevent the malware from operating.

FIG. 15 shows ahierarchy of control on a computer system
2 going from the kernel level 92 at the lowest level, the
operating system level 91, and a web browser running 92 on
the operating system 91. A second consideration is that, for
malware to assert maximum control over the operation of the
computer, it will often attempt to install a driver, possibly a
kernel mode driver, which has complete control over pro-
cesses and actions performed. A type of malware commonly
known as a “rootkit” operates in this way and can, among
other things, be used to conceal other malware, notably pass-
word-stealing key loggers and computer viruses. In certain
cases the malware will load a malicious driver and use this to
disable security applications and drivers from starting when
Windows starts. In particular, the malware may have a list of
drivers or program components that it knows correspond to
security products.

'To prevent malware from using this approach to disabling
security applications the agent program 10 dynamically cre-
ates a second or backup driver or component 94 which loads
as a backup of main component 93 during installation or
bootup in the event that the main components 93 are inacces-
sible (as shown by FIG. 14). It would have identical fonction-
ality but would be modified so as to appear different by name
and form. This can be randomised, so that the malware cannot
learn to identify the security program. In this scenario should
the primary component fail to load, most likely due to being
killed by malware, the second driver 94 would be loaded to
perform its function. If the primary component 93 loads suc-
cessfully, the secondary component 94 would simply termi-
nate to avoid conflict by identifying the presence of the pri-
mary component 93. By randomising the filenames and
checksums of the installed objects comprising the agent pro-
gram 10, the agent program 10 is able to evade heuristic
detection by active threats that would attempt to terminate or
remove critical agent components.

Later versions of Microsoft’s Windows operating system
provide enhanced security by requiring system and low level
drivers to be signed. This policy, called the kernel mode code
signing policy, disallows any unauthorized or malicious
driver to be loaded. Some malware creations modify the
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master boot record to nullify driver certification checks. The
malware executed by an infected master boot record bypasses
driver signing policy by changing the boot options of
Microsoft boot programs that will allow an unsigned driver to
load.

So, in these conditions the secondary driver or component
could remove its own digital signature to evade detection by
the malware. This means it would fail to load unless the
master boot record had been modified to disable driver veri-
fication. So it represents no threat to an uninfected system and
would never load unless the system was infected and the
master boot record was modified.

Embodiments of the present invention have been described
with particular reference to the examples illustrated. How-
ever, it will be appreciated that variations and modifications
may be made to the examples described within the scope of
the present invention.

Those of skill in the art would understand that information
and signals may be represented using any of a variety of
different technologies and techniques. For example, data,
instructions, commands, information, signals, bits, symbols,
and chips that may be referenced throughout the above
description may be represented by voltages, currents, elec-
tromagnetic waves, magnetic fields or particles, optical fields
or particles, or any combination thereof.

Those of skill would further appreciate that the various
illustrative logical blocks, modules, circuits, and algorithm
steps described in connection with the embodiments dis-
closed herein may be implemented as electronic hardware,
computer software, or combinations of both. To clearly illus-
trate this interchangeability of hardware and software, vari-
ous illustrative components, blocks, modules, circuits, and
steps have been described above generally in terms of their
functionality. Whether such functionality is implemented as
hardware or software depends upon the particular application
and design constraints imposed on the overall system. Skilled
artisans may implement the described functionality in vary-
ing ways for each particular application, but such implemen-
tation decisions should not be interpreted as causing a depar-
ture from the scope of the present invention.

One of ordinary skill in the art will appreciate that the
various illustrative logical blocks, modules, and circuits
described in connection with the embodiments disclosed
herein may be implemented or performed with a general
purpose processor, a digital signal processor (DSP), an appli-
cation specific integrated circuit (ASIC), a field program-
mable gate array (FPGA) or other programmable logic
device, discrete gate or transistor logic, discrete hardware
components, or any combination thereof designed to perform

the functions described herein. A general purpose processor 5

may be a microprocessor, but in the alternative, the processor
may be any conventional processor, controller, microcontrol-
ler, or state machine. A processor may also be implemented as
a combination of computing devices, e.g., a combination of a

DSP and a microprocessor, a plurality of microprocessors, :

one or more microprocessors in conjunction with a DSP core,
or any other such configuration.

The steps of a method or algorithm described in connection
with the embodiments disclosed herein may be embodied
directly in hardware, in a software module executed by a
processor, or in a combination of the two. A software module
may reside in RAM memory, flash memory, ROM memory,
EPROM memory, EEPROM memory, registers, hard disk, a
removable disk, a CD-ROM, or any other form of storage
medium known in the art. An exemplary storage medium is
coupled to the processor such the processor can read infor-
mation from, and write information to, the storage medium.
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In the alternative, the storage medium may be integral to the
processor. The processor and the storage medium may reside
in an ASIC. The ASIC may reside in a user terminal. In the
alternative, the processor and the storage medium may reside
as discrete components in a user terminal.

The previous description of the disclosed embodiments is
provided to enable any person skilled in the art to make or use
the present invention. Various modifications to these embodi-
ments will be readily apparent to those skilled in the art, and
the generic principles defined herein may be applied to other
embodiments without departing from the spirit or scope of the
invention. Thus, the present invention is not intended to be
limited to the embodiments shown herein but is to be
accorded the widest scope consistent with the principles and
novel features disclosed herein.

What is claimed is:

1. A method of classifying a computer object as malware,
the method comprising:

receiving, at a first threat server, details of a first computer

object from a first remote computer, wherein the details
of the first computer object include data uniquely iden-
tifying the first computer object;

determining, by the first threat server, whether the first

computer object has been previously seen by comparing
the data uniquely identifying the first computer object to
a plurality of data uniquely identifying plural computer
objects in a first database associated with the first threat
server;

receiving additional information about the first computer

object from the first remote computer when the first
computer object has not been previously seen;
storing the details of the first computer object and the
received additional information about the first computer
object in a second database associated with the first
threat server when the first computer object has not been
previously seen;
providing contents of the second database to at least one
database associated with a central server, wherein the
contents comprise a signature of the first computer
object, behavior information about the first computer
object, and information about the first remote computer;

increasing a count associated with a number of times that
the first computer object has been seen, and providing
the increased count associated with the number of times
that the first computer object has been seen to the central
server; and

receiving, at a second threat server, at least a portion of the

contents of the at least one database associated with the
central server, wherein the at least a portion of the con-
tents of the at least one database associated with the
central server include a subset of the details of the first
computer object stored in the second database.

2. The method according to claim 1, further comprising
storing at intervals, the contents of the second database in
storage together with a timestamp and clearing the second
database.

3. The method according to claim 2, further comprising
creating a backup central server by receiving at a second
central server, all of the time-stamped blocks of data from the
second database and incorporating all of the time-stamped
blocks of data into at least one database associated with the
second central server.

4. The method according to claim 2, further comprising:

taking the central server off-line for a period of time such

that the central server does not receive data from the first
and second threat servers during that period of time;
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after the period of time has elapsed, updating at least one
database associated with the central server with time-
stamped blocks of data from the storage that have a
timestamp later than the time when the central server
went off-line; and
bringing the central server back on line.
5. The method according to claim 2, comprising:
rolling back at least one database associated with the cen-
tral server to a point of time in the past;
updating the at least one database associated with the cen-
tral server with time-stamped blocks of data from stor-
age that have a timestamp later than the past point of
time; and
bringing the central server back on line.
6. The method according to claim 2, wherein the central
Server comprises:
a) an object database storing object signatures and meta-
data about objects;
b) abehavior database storing object behavior information;
and
¢) a computer-object database storing information about
what objects are present on what remote computers.
7. The method according to claim 6, wherein the threat and
central servers are implemented using cloud computing.
8. The method according to claim 1, further comprising:
receiving, at the second threat server, details of a second
computer object from a second remote computer,
wherein the details of the second computer object
include data uniquely identifying the second computer
object;
determining, by the second threat server, whether the sec-
ond computer object has been previously seen by com-
paring the data uniquely identifying the second com-
puter object to a plurality of data uniquely identifying
plural computer objects in a third database associated
with the second threat server;
determining that the second computer object has been seen
before;
increasing a count associated with a number of times that
the second computer object has been seen and providing
the increased count associated with the number of times
that the second computer object has been seen to the at
least one central server; and
receiving, at the first threat server, a count associated with
the number of times that the second computer object has
been seen.
9. A system for classifying a computer object as malware,
the system comprising:
a first threat server arranged to receive details of a computer

object from a first remote computer, wherein the details 5

of the first computer object include data uniquely iden-
tifying the first computer object, wherein the first threat
server is further arranged to receive the details of the
computer object from the first remote computer and

determine whether the first computer object has been 3

previously seen by comparing the data uniquely identi-
fying the first computer object to a plurality of data
uniquely identifying plural computer objects in a first
database associated with the first threat server, wherein
the first threat server is further arranged to receive addi-
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tional information about the first computer object from
the first remote computer when the first computer object
has not been previously seen, store the details of the first
computer object and the received additional information
about the first computer object in a second database
associated with the first threat server when the first com-
puter object has not been previously seen, provide con-
tents of the second database to at least one database
associated with a central server wherein the contents
comprise a signature of the first computer object, behav-
ior information about the first computer object, and
information about the first remote computer, and
increase a count associated with a number of times that
the first computer object has been seen;

the central server arranged to receive the increased count

associated with the number of times that the first com-
puter object has been seen; and

a second threat server arranged to receive at least a portion

of the contents of the at least one database associated
with the central server, wherein the at least a portion of
the contents of the at least one database associated with
the central server include a subset of the details of the
first computer object stored in the second database.

10. The system according to claim 9, wherein the first and
second threat servers are arranged to store, at intervals, the
contents of the second database in storage together with a
timestamp and clear the database.

11. The system according to claim 10, further comprising:

a backup central server having a database, the database of

the backup central server being populated by receiving
at the backup central server all of the time-stamped
blocks of data from the storage and incorporating them
into the database of the backup central server.

12. The system according to claim 10, wherein, in the event
that the central server is taken off-line for a period of time
such that it does not receive updates of data from the first and
second threat servers during that period of time, the central
server is arranged to, after the period of time has elapsed,
update at least one database with time-stamped blocks of data
from the storage that have a timestamp later than the time
when the central server went off-line.

13. The system according to claim 10, wherein, in the event
that at least one database of a central server is rolled back to
a point of time in the past, the central server is arranged to
update the at least one database with time-stamped blocks of
data from storage that have a timestamp later than the point of
time in the past.

14, The system according to claim 9, wherein the central
server comprises:

a) an object database storing object signatures and meta-

data about objects;

b) a behavior database storing object behavior information;

and

¢) a computer-object database storing information about

what objects are present on what remote computers.

15. The system according to claim 14, wherein the first and
second threat servers and the central server are implemented
using cloud computing.

* ® & * *
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1
PROACTIVE BROWSER CONTENT
ANALYSIS

CROSS REFERENCE TO RELATED
APPLICATION

The present application claims the benefits of and priority,
under 35 US.C. § 119(e), to U.S. Provisional Application
No. 61/542,693, filed Oct. 3, 2011, entitled “PROACTIVE
BROWSER CONTENT ANALYSIS,” which is incorpo-
rated herein by this reference in its entirety for all that is
teaches and for all purposes.

FIELD

An exemplary aspect of the present invention generally
relates to computer system management. In particular, but
not by way of limitation, an exemplary aspect relates to
systems and methods for controlling pestware or malware or
other undesirable or unwanted applications and/or instruc-
tions.

BACKGROUND

Personal computers and business computers are continu-
ally attacked by viruses, trojans, spyware, adware, etc,
collectively referred to as “malware” or “pestware.” These
types of programs generally act to gather information about
a person or organization—often without the person or orga-
nization’s knowledge. Some pestware is highly malicious.
Other pestware is non-malicious but may cause issues with
privacy or system performance. And yet other pestware is
actually beneficial or wanted by the user. Wanted pestware
is sometimes not characterized as “pestware” or “spyware.”
But, unless specified otherwise, “pestware” or “malware” as
used herein refers to any program that is malicious in some
way and/or collects and/or reports information about a
person or an organization and any “watcher processes”
related to the pestware or malware.

SUMMARY

In accordance with an exemplary aspect, a protection
module operates to analyze threats, at the protocol level
(e.g., at the HTML level), by intercepting all requests that a
browser engine resident in a computing device sends and
receives, and the protection agent completes the requests
without the help of the browser engine.

And then the protection module analyzes and/or modifies
the completed data before the browser engine has access to
it, to, for example, display it. After performing all of its
processing, removing, and/or adding any code as needed, the
protection module provides the HTML content to the
browser engine, and the browser engine receives responses
from the protection agent as if it was speaking to an actual
web server, when in fact, browser engine is speaking to an
analysis engine of the protection module.

This allows the protection module to have control over
what a browser engine “sees,” providing means to remove
any exploits, malware, and other threats dynamically. This
also enables the protection module to add content into the
browser stream at the HTML level, before receipt by the
browser.

In some exemplary implementations, search engine
results (e.g., results provided by Google®, Yahoo®, and
Bing®) are annotated/updated/amended by the protection
module—within the HTML code—to denote if a particular
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website is legitimate or malicious. For example, a legitimate
link in the search results may be depicted in connection with
a green check mark and a suspect link may be depicted with
a red cross. (Of course other indicators could also be used
that identify to a user whether or not a link is “good,” “bad,”
or “unknown.) In addition to search result annotation, the
protocol-level analysis approach may also be used in con-
nection with anti-phishing and URL analysis among other
types of analysis.

The differences between the disclosed protocol-level
analysis approach compared to other prior anti-malware
approaches are significant. In the context of search result
annotation for example, the data (e.g., a web page of search
results) is first analyzed and modified by an analysis engine
of the protection module, which has control over every
element of a web page before the web page is operated on
by the browser engine. This is in contrast to prior approaches
that just make high-level modifications to the content after
the content has been rendered and displayed through a
Browser Helper Object. With an exemplary aspect of the
present protocol-level approach, there is virtually no perfor-
mance overhead, and in many cases, there is actually a
performance improvement when performing the browser
content analysis.

When the protection module receives content from a web
server, the protection module then, if necessary, decrypts
and decompresses the web content and then assembles the
requested web page (e.g., in a decrypted and decompressed
HTML format that the web page existed in at the remote
server). The protection module then analyzes the web page
to determine whether the web page includes links that may
lead to sites hosting malware or whether the web page itself
includes malware. The analysis of the assembled web page
may include communicating with a remote security center so
that a malware management analysis may be performed to
analyze one or more portions of the content of the assembled
web page and/or the protection module itself may perform
analysis of content of the assembled webpage. The analyzed
webpage can then be forwarded to the web browser for
display to a user.

The preceding is a simplified summary of the disclosure
to provide an understanding of some aspects of the disclo-
sure. This summary is neither an extensive nor exhaustive
overview of the disclosure and its various aspects, embodi-
ments, and/or configurations. It is intended neither to iden-
tify key or critical elements of the disclosure nor to delineate
the scope of the disclosure but to present selected concepts
of the disclosure in a simplified form as an introduction to
the more detailed description presented below. As will be
appreciated, other aspects, embodiments, and/or configura-
tions of the disclosure are possible utilizing, alone or in
combination, one or more of the features set forth above or
described in detail below.

BRIEF DESCRIPTION OF THE FIGURES

FIG. 1 illustrates an exemplary embodiment of a com-
puting environment according to an exemplary embodiment.

FIG. 2 illustrates an exemplary embodiment of systems
and operations at the remote computer.

FIG. 3 is a flowchart illustrating exemplary process flow
at the remote computer.

FIG. 4 illustrates an exemplary embodiment of one of the
computers in FIG. 1.

DETAILED DESCRIPTION

Referring now to the drawings, where like or similar
elements are designated with identical reference numerals
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throughout the several views, and referring in particular to
FIG. 1, it is a block diagram depicting an environment in
which several embodiments of the invention may be imple-
mented. As shown, a security center 102 (also referred to
herein as a “central” or “base” computer), remote user 104
operating a remote computer 105, a malware source 106,
and a web server 108 are all communicatively coupled
through one or more networks (e.g., the Internet and/or local
or wide area networks) 110 and links 5. Although only one
remote user 104, remote computer 105, malware source 106,
web server 108, and security center 102 are depicted, each
of these logically represents a potentially unlimited number
of persons, entities and/or computers or computing
resources.

The remote user 104 may be an individual or a business
enterprise that operates the remote computer 105, which
may each be a personal computer, a server of any type, a
PDA, mobile phone, tablet, netbook, an interactive televi-
sion, or any other device capable of loading and operating
computer objects.

In the depicted environment, the malware source 106
generally represents a source of malware that ends up or is
strategically placed at the web server 108, which may or
may not be suspected of hosting malware. For example, the
malware source 106 may generate a malware object in a
variety of forms including in a scripting language such as
ECMAscript-based scripting languages (e.g., JavaScript or
Adobe Flash), but the malware source may generate other
types of objects such as computer files, part of a file or a
sub-program, an instruction(s), macro, web page or any
other piece of code to be operated by or on the computer, or
any other event whether executed, emulated, simulated or
interpreted.

As depicted, the security center 102 is disposed and
configured to be accessible to the user 104 so that, as
discussed further herein, the security center 102 may facili-
tate the management of malware on the remote computer
104. In many implementations, the security center 102
operates according to a Software as a Service (SaaS) busi-
ness model to generally provide Web security services “in
the cloud.”

As depicted in FIG. 1, the exemplary security center 102
includes a malware management portion 112 that is coupled
to a data store 114. Although not depicted, the security center
102 may also include components that provide other ser-
vices (e.g., internet policy enforcement, in/outbound content
control, application control, compliance-related services,
etc.).

The security center 102 is generally configured to obtain
information about malware threats and to be a resource for
the remote computer 105 to enable the remote computer to
manage malware threats more effectively and efficiently. It
should be noted that that the malware management compo-
nent 112 and data store 114 are presented for convenience as
single entities, but the security center 102 can be scaled and
comprised of multiple geographically distributed computers
and servers, etc., and the data store can be made up multiple
databases and storage distributed around this central system
and/or be located in a cloud-type environment.

Although not required, the malware management 112
component of the security center 102 may maintain the data
store 114 as a community database that is populated, over
time, with information relating to each object run on all of
the connected remote computers as disclosed in US A
2007/0016953, published 18 Jan. 2007, entitled “METH-
ODS AND APPARATUS FOR DEALING WITH MAL-
WARE,” the entire contents of which are hereby incorpo-
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rated herein by reference. As discussed in the above-
identified application, data representative of each malware
object may take the form of a so-called signature or key
relating to and/or identifying the object, its attributes and/or
behavior(s).

In operation, the protection agent 116 in this embodiment
operates to analyze threats, at the protocol level (e.g., at the
HTML level), by intercepting all requests that the browser
engine 118 sends and receives, and the protection agent 116
completes the requests without the help of the browser
engine 118. And then the protection agent 116 analyzes
and/or modifies the completed data before the browser
engine 118 has access to it. After performing all of its
processing, removing, and/or adding any code as needed, the
protection agent feeds the HTML content back to the
browser engine 118, and the browser engine 118 receives
responses from the protection agent 116 as if it was “speak-
ing” to an actual web server (e.g., web server 108) when in
fact, it is speaking to an analysis engine of the protection
agent 116. This allows the protection agent 116 to have full
control over what the browser engine 118 “sees,” providing
means to remove any exploits, malware, and other threats
dynamically. This also enables the protection agent 116 to
add content into the browser stream at the HTML level.
Stated another way, the protection agent 116 caches web
content requested by a browser, analyzes and/or modifies the
retrieved web content, and provides a clean or sanitized
version of the web content, free of malware, to the browser.

In some optional implementations for example, search
engine results (e.g., results provided by Google, Yahoo, and
Bing) are annotated by the protection agent 116—within the
HTML code—to denote if a particular website is legitimate
or malicious. For example, a legitimate link in the search
results may be depicted in connection with a green check
mark and a suspect link may be depicted with a red cross. In
addition to search result annotation, the protocol-level
analysis approach may also be used in connection with
anti-phishing and URL analysis among other types of analy-
sis.

The differences between the protocol-level analysis
approach disclosed herein as compared to other prior anti-
malware approaches are significant. In the context of search
result annotation for example, the data (e.g., a web page of
search results) is first analyzed and modified by an analysis
engine of the protection agent 116, which has full control
over every element of the web page before the page is
operated on by the browser engine 118. This is in contrast to
prior approaches that just make high-level modifications to
the content after it has been displayed through a Browser
Helper Object. With the present protocol-level approach,
there is virtually no performance overhead, and in many
cases, there is actually a performance improvement when
performing the browser content analysis.

When the protection agent 116 receives content from the
web server 108, the protection agent 116 then, if necessary,
decrypts and decompresses the web content and then
assembles the requested web page (e.g., in a decrypted and
decompressed HTML format that the web page existed in at
the remote server 108). The protection agent 116 then
analyzes the web page to determine whether the web page
includes links that may lead to sites hosting malware or
whether the web page itself includes malware. The analysis
of the assembled web page may include communicating
with the security center 102 so that the malware manage-
ment component 112 may analyze one or more portions of
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the content of the assembled web page and/or the protection
agent 116 itself may perform analysis of content of the
assembled webpage.

In many embodiments, the cleaning process that the
protection agent 116 carries out takes place through a highly
optimized routine written in, for example, raw C with an
inline assembler reducing processing effort within the
browser engine 118 itself by decrypting/decompressing/de-
encoding any of the content outside of the browser engine
118. Having full control at this level also means that
complex inferential algorithms can be applied to the browser
content as a whole, taking into account any external script/
image links, to build an in-memory picture of the final
content before it is rendered to the user by the browser on a
display (not shown). This general operation can be extended
to remove/modify any form of content, whether illicit
images, ads, fake password request forms, malicious
exploits, cross site scripting attacks (XSS), etc.

Referring to FIG. 2, shown is a block diagram depicting
exemplary functional components and operations that reside
and take place on the remote computer 105 at the location of
the remote user 104. In the depiction of FIG. 2, the browser-
related processes and protection-agent-related processes are
separated so that the interaction between the two types of
processes may be more clearly understood. While referring
to FIG. 2, simultaneous reference is also made to FIG. 3,
which depicts exemplary aspects of the process flow that
occurs in connection with the components depicted in FIG.
2. Depicted next to each of the blocks in FIG. 3 is either a
“K” or a “U,” which indicate that the operation is imple-
mented at the kernel or user-level, respectively. It should be
recognized, however, that the operations described with
reference to FIGS. 2 and 3 may be implemented with some
kernel-mode operations being implemented at the user-level
and vice versa. Moreover, the illustrated arrangement of
components in FIGS. 2 and 3 is logical, and is not meant to
be an actual hardware diagram. Thus, many of the compo-
nents can be combined and/or further separated in an actual
implementation.

As shown, the browser processes in this embodiment
include agent processes 220 that are installed on the remote
computer 105 in connection with the protection agent 116 so
that functions of the protection agent 116 are integrated with
a typical browser engine 218. In other words, the agent
processes 220 of the browser processes are implemented by
additional code that is wrapped around a typical browser
engine 218 to intercept what is requested and received. As
discussed further herein, these agent processes 220 enable
all content that is requested by an application 222 (e.g., a
browser) and received by the browser engine 218 to be
intercepted.

More specifically as shown, when a user initiates a request
via the application 222 (e.g., web browser or other applica-
tion that requests web content), a connection request 360 is
initiated as a POST/GET request 362 to a website (e.g.,
hosted by the webserver 108) and the analysis engine 224
looks at the context of the request to assess whether the
request is the first request in a session (Block 364), and if the
request is the first request, a determination is made as to
whether the request is associated with known, malicious
content (Block 366), and if so, the request is blocked (Blocks
368, 370).

In some embodiments, the analysis engine 224 accesses
the security center 102 via the Internet and the security
center 102 is utilized to facilitate whether the request is a
request for known malicious content (e.g., the URL of the
request may be compared to a black list of URLs). But the
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analysis engine 224 may also include some malware check-
ing functionality locally. As shown, if the request is not
blocked, the request may be pre-processed by the content
acquisition component 226 (Block 372) (e.g., to set aside
sufficient memory in RAM in anticipation of the content
from the website being received) before the request is sent
to the destination website 108.

And as shown, when the first response is received by the
content acquisition component 226 (Block 374), if the
response is not complete, the response is stored in memory
(Block 376), and the next request is sent to the destination
website 108 (Block 378). In this way, the content acquisition
component 226 continues to obtain content from the website
108 (Blocks 374, 376, 378) until the web page is complete,
and the complete page is held in memory by the content
acquisition component 226.

Thus, in short, the initial request 360 by the application
(e.g., browser) is intercepted and if the request does not
appear to be a request for malicious content, the content
acquisition component 226 iteratively sends requests and
receives content (Blocks 374, 376, 378) from the website
108 until the requested content has been completely
received. This is very different from the ordinary operation
of the browser engine 218, which would (if unaltered by the
protection agent 116) obtain the content from the webserver
108 itself by way of a series of GET requests.

As shown in FIG. 2, once the web content is completely
gathered by the content acquisition component 226, the
content is passed along to the service process component
228 via the user process component 230, and the data is then
preprocessed (Block 380), if necessary, to decrypt, remove
chunks, and decompress the gathered content. When a web
page is received from the webserver 108, it may be com-
pressed, chunked encoded, and encrypted, and decompress-
ing, decoding and unencrypting the content enables a com-
plete picture of the webpage looked like before if any of the
these forms of obfuscation were applied to the content by the
webserver 108. One of ordinary skill in the art will appre-
ciate that various layers of encoding and compression may
be applied to content, but for simplicity, these known details
are not included herein for clarity.

And after the data is decrypted and decompressed, the
data is in an HTML format, so at this point, the protection
has the content in the same HTML format that the website
108 had the content in. And at this point the browser engine
218 is unaware that the requested content (e.g., an entire
webpage) has been received. As a consequence, the browser
page may be analyzed by the protocol-level analysis/modi-
fication component 382 depicted in FIG. 3 outside of the
context of the browser engine 218 before the browser engine
218 has operated on the webpage. For example, all the links
in the webpage, all the pictures in the webpage, and any
scripts in the webpage may be analyzed at a low level of
granularity. And code may be changed, enhanced, and
removed according to default modes and/or user-configu-
rable mode of operation. As one particular example, if a
malicious script is found, it may be commented out before
the content is handed to the browser engine.

In addition, in many modes of operation the protocol-
level analysis/modification component 382 modifies and/or
annotates the content—as HTML within the content—to
provide the user with textual, audible and/or graphical
indicators of risk associated with the content. In the context
of'a webpage that include search results from a user’s search
query, for example, a green check may be added within the
HTML code next to a result that is a low risk link, and a red
X may be added within the HTML code next to a result the
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is a high risk link. For example, an image tag and/or text may
be added within the HTML to indicate a risk of being
exposed to malware. Beneficially, making modifications to
the content (e.g., to include risk indicators) at the HTML
level avoids having to address the differences that different
browsers introduce into the presentation of rendered content.

This approach of modifying content at the HTML level
(e.g., to add annotations) is very different than the prior
approaches of rendering (e.g., using a Browser Helper
Object) annotations on top of a page that has already been
parsed and rendered by a browser engine. This prior
approach is problematic because it allows the browser
engine to potentially execute malicious scripts or perform
malicious actions while it is parsing and rendering the code.
And in addition, because the annotations are added after
rending, the annotation process must account for the ren-
dering differences (e.g., differences in how and where con-
tent is displayed) that different browsers (e.g., Firefox,
Safari, Chrome, Internet Explorer, etc.) exhibit.

It should be recognized that although search results anno-
tation is one application for the protocol-level (e.g., HTML
level) handling of content, it is certainly contemplated that
there are other anti-malware-related applications of the
protocol-level handling of content. One application for
example, is an anti-phishing application, which may auto-
matically modify HTML data so that user need not type in
a password and expose the password to a keylogger object.

As shown in FIG. 2, more details of the protocol-level
analysis/modification component 382 are depicted. As
shown, once a complete collection of content is received, the
service process 228 is utilized to initiate parsing of the
HTML content and extraction of any scripts 230 in the
content before building a tree representation of the content
234, which is then asynchronously analyzed 236. As shown
in FIG. 2 for example, the analysis may include URL
analysis 238, IP analysis 240, image analysis (e.g., to
analyze phishing threat) 242, and script/HTML analysis 244.
The results of the analysis are then aggregated by the result
aggregator 246 so that cloud verification 248 may be per-
formed on the single aggregated collection of data by the
base computer 112 of the security center 102 to determine
malware vulnerabilities.

But in optional embodiments, the verification may be
effectuated locally or in combination with the security center
102. As shown, the results of the cloud verification are
provided to the final content packager 250 of the service
process 228, and then in some modes of operation, annota-
tions are performed 252 on the packaged HTML code before
being distributed 254 back to the data wrapper component
256, which sits on top of the response receive component of
the browser engine 218 and performs final context modifi-
cations 258 to ensure content is properly displayed before
being passed to the browser engine 218. As shown, final
content modifications are performed at 258 before the final
content 260 is provided to the browser engine 218 for
parsing and rendering of the HTML content before being
displayed by the application 222.

Referring again to FIG. 3, shown is a loop (Blocks 384,
386, 364) that depicts the cleaned and/or annotated content
being fed back to the browser engine 218. As shown, as the
browser engine requests more content, the pointer is set to
the next byte to be read (Block 384), and once all the content
is on hand, the browser engine requests content (Block 386),
and the cleaned and/or annotated content is fed to the
browser engine 218 in the manner the browser engine 218
would have requested and received the content.
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In other words, from the browser engine’s 218 perspec-
tive, the browser engine 218 is obtaining the content from
the webserver 108 directly. In other words, the protection
agent 116 operates as an emulated server in memory to
provide the clean content in the way the web server 108
would have provided the content to the browser engine 118,
218 if the browser received the content form the web server
108 directly.

In the exemplary embodiment however, for operational
speed, the clean/modified content is not encoded or
encrypted once it is cleaned. As a consequence, the packet
headers (e.g., length headers) are modified to reflect that the
content being provided to the browser engine 118, 218 is in
a decrypted, decompressed, and/or de-chunked format. In
this way, the browser is not expecting to receive encrypted,
encoded, compressed content. Beneficially, the decryption
and decompression is carried out with code implemented in
raw C (and most browsers are written in a high level
language), so the decryption and decompression are actually
carried out faster than an ordinary browser would do so.
Additionally, the decryption and decoding is generally car-
ried out after the request is complete, so the decryption and
decompression is more efficient than handling the decryp-
tion and decompression over several passes.

Referring next to FIG. 4, shown is a block diagram
depicting hardware components in an exemplary embodi-
ment of the protected computer described with reference to
FIG. 1. As shown, the N processing components 140
described with reference to FIG. 1 are depicted as N
processors 440 that are coupled to a bus 460, and also
coupled to the bus 460 are a memory 438 (corresponding to
memory 138), storage medium 412 (corresponding to the
storage medium 112), a keyboard/pointing device 462, a
display/graphics adapter 464, and a network interface 466.
In addition, a display 468 is coupled to the display/graphics
adapter 464.

The storage medium 412 may be any device capable of
holding substantial amounts of data, such as a hard drive,
flash memory, or some other form of fixed or removable
storage device. And the storage medium 412 in this embodi-
ment stores processor-readable code with instructions to
effectuate the functions described herein (e.g., the functions
of the components in FIG. 1 depicted in the user 102 and
kernel 104 environments). The processors 440 generally
function to execute code and process other information that
resides in memory and may be any specific or general-
purpose processor such as an INTEL x86 or POWERPC-
compatible central processing unit (CPU), and each may
include one or multiple (e.g., four) cores. The memory 438
may include several gigabytes of random access memory,
but this is merely exemplary and other memory types and
sizes may be utilized. As one of ordinarily skill will appre-
ciate, an operating system (e.g., LINUX® or WINDOWS®)
may also reside in the storage medium 412 and memory 438
and function (e.g., when executed by one or more of the
processors 440) to enable the components to operate as
described with reference to FIG. 1.

As one of ordinary skill in the art in light of this disclosure
will appreciate, FIG. 4 depicts only an exemplary embodi-
ment, and the processes presented herein are not inherently
related to any particular computing device or other appara-
tus. Various general purpose systems may be used with
programs in accordance with the teachings herein, or it may
prove convenient to construct a more specialized apparatus
to perform the desired method. In addition, embodiments of
the present invention are not described with reference to any
particular programming language. It will be appreciated that
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a variety of programming languages may be used to imple-
ment the teachings of the invention as described herein. In
addition, it should be understood that operations, capabili-
ties, and features described herein may be implemented with
any combination embodied in firmware, software, applica-
tion-specific integrated circuits (ASICs), and/or program-
mable logic devices.

It is to be appreciated that a lesser or more equipped
computer system than the example described above may be
desirable for certain implementations. Therefore, the con-
figuration of the system illustrated in the figure can vary
from implementation to implementation depending upon
numerous factors, such as its intended use, price constraints,
performance requirements, storage requirements, techno-
logical improvements, and/or other circumstances, or the
like.

It should also be noted that while the embodiments and
methods described herein may be performed and used with
a computer similar to the one described herein, other
embodiments and variations can be used with computer that
vary from the described example. Therefore, nothing dis-
closed herein concerning the configuration of the illustrated
computer should be construed as limiting the disclosure to a
particular embodiment wherein the recited operations are
performed by a specific combination of hardware compo-
nents.

The various embodiments and variations thereof illus-
trated in the accompanying Figures and/or in the totality of
this document are merely exemplary and are not meant to
limit the scope of the invention. It is to be appreciated that
numerous variations of the invention have been contem-
plated as would be obvious to one of ordinary skill in the art
with the benefit of this disclosure. Additionally, while cer-
tain features may be categorized under one or more headings
to assist with readability, it is to be appreciated that the
feature(s) described under a particular heading may be used
in associating with other portions of the specification and/or
feature(s) described herein. Similarly, while certain embodi-
ments are discussed in relation to specific languages, it is to
be appreciated that the techniques disclosed herein can be
used with any software language(s).

While the above described methodology has been dis-
cussed in relation to a particular sequence of events, it
should be appreciated that minor changes to this sequence
can occur without materially effecting the operation of the
invention.

The above-described system and methodology, as has
been indicated herein, can be implemented on a computing
device, such as a personal computer, server, dedicated
computing device, distributed processing system, in a cloud,
or the like, or a separately programmed general purpose
computer. Additionally, the systems and methods of this
invention can be implemented on a special purpose com-
puter, a programmed microprocessor or microcontroller and
peripheral integrated circuit element(s), an ASIC or other
integrated circuit, a digital signal processor, a hard-wired
electronic or logic circuit such as a discrete element circuit,
a programmable logic device such as a PLD, PLA, FPGA,
PAL, or the like, in fuzzy logic, artificial intelligence and/or
neural networks. In general, any device(s) or module, which
can be any combination of hardware and/or software,
capable of implementing a state machine that is in turn
capable of implementing the processes described herein can
be used to implement this invention.

Furthermore, the disclosed methods may readily imple-
mented in software using, for example, object or object-
oriented software development environments that provide
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portable source code that can be used on a variety of
computer or workstation and/or server platforms. The soft-
ware can be stored on a non-transitory computer-readable
medium, with the software including one or more processor
executable instructions. The disclosed system and method-
ology may also be implemented partially or fully in hard-
ware using standard logic circuits or, for example, a VLSI
design. Whether software or hardware is used to implement
the systems in accordance with this invention is dependent
on the speed and/or efficiency requirements of the system,
the particular function, and the particular software or hard-
ware systems or microprocessor or microcomputer systems
being utilized. The systems and methods illustrated herein
can be readily implemented in hardware and/or software
using any suitable systems, means, structures, devices and/
or the functionality stored on an appropriate information
storage medium, by those of ordinary skill in the applicable
art from the functional description provided herein and with
a basic general knowledge of the computer and software
arts.

While the embodiments illustrated herein may show some
of the various components collocated, it is to be appreciated
that the various components of the system can be located at
distant portions of a distributed network, such as a commu-
nications network and/or the Internet and/or within a dedi-
cated network. Thus, it should be appreciated that the
various components can be combined into one or more
devices or collocated on a particular node of a distributed
network and/or in a cloud. As will be appreciated from the
description, and for reasons of computational efficiency, the
components can be arranged at any location within a dis-
tributed network without affecting the operation of the
system.

Furthermore, it should be appreciated that various links
connecting elements can be wired or wireless links, or a
combination thereof, or any known or later developed ele-
ment(s) that is capable of supplying and/or communicating
data to and from the elements.

The present disclosure, in various aspects, embodiments,
and/or configurations, includes components, methods, pro-
cesses, systems and/or apparatus substantially as depicted
and described herein, including various aspects, embodi-
ments, configurations embodiments, subcombinations, and/
or subsets thereof. Those of skill in the art will understand
how to make and use the disclosed aspects, embodiments,
and/or configurations after understanding the present disclo-
sure. The present disclosure, in various aspects, embodi-
ments, and/or configurations, includes providing devices
and processes in the absence of items not depicted and/or
described herein or in various aspects, embodiments, and/or
configurations hereof, including in the absence of such items
as may have been used in previous devices or processes, €.g.,
for improving performance, achieving ease and‘\or reducing
cost of implementation.

The foregoing discussion has been presented for purposes
of illustration and description. The foregoing is not intended
to limit the disclosure to the form or forms disclosed herein.
In the foregoing Detailed Description for example, various
features of the disclosure are grouped together in one or
more aspects, embodiments, and/or configurations for the
purpose of streamlining the disclosure. The features of the
aspects, embodiments, and/or configurations of the disclo-
sure may be combined in alternate aspects, embodiments,
and/or configurations other than those discussed above. This
method of disclosure is not to be interpreted as reflecting an
intention that the claims require more features than are
expressly recited in each claim. Rather, as the following
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claims reflect, inventive aspects lie in less than all features
of a single foregoing disclosed aspect, embodiment, and/or
configuration. Thus, the following claims are hereby incor-
porated into this Detailed Description, with each claim
standing on its own as a separate exemplary, and separately
claimable, embodiment of the disclosure.

While exemplary aspects have been described in conjunc-
tion with a number of embodiments, it is evident that many
alternatives, modifications and variations would be or are
apparent to those of ordinary skill in the applicable arts.
Accordingly, this disclosure is intended to embrace all such
alternatives, modifications, equivalents and variations that
are within the spirit and scope of this disclosure.

The invention claimed is:

1. A content analysis and malware prevention method
comprising:

intercepting, by a protection agent, a request from a web

browser;

determining, by the protection agent, whether the request

is associated with known malicious content;

when the request is associated with known malicious

content, blocking, by the protection agent, the request;
and

when the request is not associated with known malicious

content:

sending, by the protection agent, the request to one or
more web servers;

receiving, at the protection agent on a remote computer,
web content from the one or more web servers,
wherein web content comprises data for assembling
a web page, and wherein the web content is received
in response to the request;

identifying, by the protection agent, a malware threat
within the web content;

in response to identifying the malware threat, modify-
ing, by the protection agent, the web content,
wherein modifying the web content comprises modi-
fying the web content at protocol level to remove the
malware threat from the web content;

assembling, by the protection agent, a modified version
of the web page, wherein the modified web page is
assembled using the modified web content, and
wherein the modified version of the web page does
not comprise the malware threat; and

providing, by the protection agent, the modified version
of the web page to the web browser application on
the remote computer for rendering and display.

2. The method of claim 1, further comprising supplement-
ing, by the protection agent, the web content with indicators
regarding a vulnerability of one or more links within the web
content.

3. The method of claim 1, wherein an analysis to identify
a malware threat within the web content includes one or
more of a URL (Uniform Resource Locator) analysis, an IP
(Internet Protocol) analysis, an image analysis, and a script/
HTML analysis.

4. The method of claim 1, further comprising determining,
by the protection agent, whether a request for the web
content from the web browser application is a first request.

5. The method of claim 1, further comprising performing
one or more of pre-process data decryption, de-chunking and
decompressing.

6. The method of claim 1, wherein a protocol-level
analysis is utilized to identify the malware threat within the
web content.

7. The method of claim 3, further comprising performing
cloud verification of the web content, wherein cloud veri-
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fication determines one or more malware vulnerabilities
based on an aggregation of the analyses.

8. The method of claim 1, further comprising allocating
memory for caching the web content.

9. A content analysis and malware prevention system
comprising:

at least one processor; and

memory encoding computer executable instructions that,

when executed by the at least one processor, perform a
method comprising:
intercepting a request from a web browser;
determining whether the request is associated with
known malicious content;
when the request is associated with known malicious
content, blocking, by a protection agent, the request;
and
when the request is not associated with known mali-
cious content:
sending the request to one or more web servers;
receiving web content from one or more web servers,
wherein web content comprises data for assem-
bling a web page;
identifying a malware threat within the web content;
in response to identifying the malware threat, modi-
fying the web content, wherein modifying the web
content comprises modifying the web at protocol
level to remove the malware threat from the web
content;
assembling a modified version of the web page,
wherein the modified web page is assembled using
the modified web content, and wherein the modi-
fied version of the web page does not comprise the
malware threat; and
providing the modified version of the web page to a
web browser application on the remote computer
for rendering and display.

10. The system of claim 9, wherein the method further
comprises supplementing the web content with indicators
regarding a vulnerability of one or more links within the web
content.

11. The system of claim 9, wherein the method further
comprises identifying the malware threat within the web
content by performing one or more of a URL (Uniform
Resource Locator) analysis, an IP (Internet Protocol) analy-
sis, an image analysis, and a script HTML analysis.

12. The system of claim 9, wherein the method further
comprises determining whether a request for the web con-
tent from the web browser application is a first request.

13. The system of claim 9, wherein the method further
comprises performing one or more of pre-process data
decryption, de-chunking, and decompressing.

14. The system of claim 9, wherein the method further
comprises identifying the malware threat utilizing a proto-
col-level analysis.

15. The system of claim 9, wherein the method further
comprises caching the web content in allocated memory.

16. The method of claim 1, wherein the malware threat
comprises a Uniform Resource Locator (URL).

17. The system of claim 9, wherein the method further
comprises determining if a malware threat comprises a
Uniform Resource Locator (URL).

18. The method of claim 1, wherein sending the request
to one or more web servers comprises iteratively sending a
plurality of requests to the one or more web servers.

19. The method of claim 1, further comprising processing
the web content prior to identifying the malware threat
within the web content.
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20. The system of claim 9, wherein sending the request to
one or more web servers comprises iteratively sending a
plurality of requests to the one or more web servers.
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1
AUTOMATIC THREAT DETECTION OF
EXECUTABLE FILES BASED ON STATIC
DATA ANALYSIS

CROSS-REFERENCE TO RELATED
APPLICATION(S)

This application is a continuation of, and claims a benefit
of priority from U.S. patent application Ser. No. 14/709,875,
filed May 12, 2015, issued as U.S. Pat. No. 10,599,844,
entitted “AUTOMATIC THREAT DETECTION OF
EXECUTABLE FILES BASED ON STATIC DATA
ANALYSIS,” which is fully incorporated by reference
herein.

BACKGROUND

Everyday new executable files are created and distributed
across networks. A large portion of these distributed execut-
able files are unknown. For instance, it is not known if such
distributed executable files are malicious or not. Given the
high volume of new unknown files distributed on a daily
basis, it is important to determine threats contained in the set
of new unknown files instantaneously and accurately. It is
with respect to this general environment that aspects of the
present technology disclosed herein have been contem-
plated.

SUMMARY

Aspects of the present disclosure relate to threat detection
of executable files. A plurality of static data points are
extracted from an executable file without decrypting or
unpacking the executable file. The executable file may then
be analyzed without decrypting or unpacking the executable
file. Analyzing of the executable file comprises applying a
classifier to the plurality of static data points extracted from
the executable file. The classifier is trained from data com-
prising known malicious executable files, known benign
executable files and potentially unwanted executable files.
Based upon the analysis of the executable file, a determi-
nation is made as to whether the executable file is harmful.
In some examples, execution of the executable file is pre-
vented when a determined probability value that the execut-
able file is harmful exceeds a threshold value.

This summary is provided to introduce a selection of
concepts in a simplified form that are further described
below in the Detailed Description. This summary is not
intended to identify key features or essential features of the
claimed subject matter, nor is it intended to be used to limit
the scope of the claimed subject matter.

BRIEF DESCRIPTION OF THE DRAWINGS

Non-limiting and non-exhaustive examples are described
with reference to the following figures. As a note, the same
number represents the same element or same type of element
in all drawings.

FIG. 1 illustrates an exemplary system 100 showing
interaction of components for implementation threat detec-
tion as described herein.

FIG. 2 illustrates an exemplary distributed system 200
showing interaction of components for implementation of
exemplary threat detection as described herein.

FIG. 3 illustrates an exemplary method 300 for imple-
mentation of threat detection systems and methods described
herein.
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FIG. 4 illustrates one example of a suitable operating
environment 400 in which one or more of the present
examples may be implemented.

Non-limiting examples of the present disclosure relate to
the threat detection of executable files. The examples dis-
closed herein may also be employed to detect zero day
threats from unknown executable files. However, one skilled
in the art will recognize that the present disclosure is not
limited to detection of executable files that may present zero
day threats and can be applicable to any unknown file that
is attempting to execute on a system (e.g., processing
device). The present disclosure is able to detect whether an
executable file is harmful or benign before the executable
file is actually executed on a processing device. In examples,
machine learning processing applies a classifier to evaluate
an executable file based on static points data collected from
the executable file. The classifier is trained from a collection
of data comprising known malicious files, potentially
unwanted files and benign files. The classifier is designed
and trained such that it can handle encrypted and/or com-
pressed files without decrypting and/or decompressing the
files.

Approaches to detecting threats typically focus on finding
malicious code blocks within a file and analyzing the
behavior of the file. Such approaches are expensive and
time-consuming  operations that require decrypting
encrypted files, dissembling code, analyzing behavior of
malware, among other things. Additionally, behavioral
detection requires the execution of the potentially malicious
code, thereby presenting an opportunity for the malicious
code to harm the computing system is executing on. The
present disclosure achieves high and accurate classification
rates for potentially malicious executables without the need
to employ time consuming processing steps like decryption,
unpacking or executing unknown files while maintaining a
controlled and safe environment. The determination of
unknown files is achieved by evaluating static data points
extracted from an executable file using a trained classifica-
tion system that is able to identify potential threats without
analyzing executable behavior of a file. The present disclo-
sure also provides for the creation of a training set that
adaptively learns what static data points may indicate the
existence of malicious code using training data that contains
a statistically significant number of both encrypted and
non-encrypted examples of malicious or unwanted execut-
able files, among other information. By collecting a large set
of training examples as they appear as publicly available and
distributed over network connection (e.g., “in the wild”), the
present disclosure ensures that its adaptive learning process-
ing is robust enough to comprise sufficient representation of
features (and distributions) from files that may be encrypted,
not-encrypted, compressed, and uncompressed, among other
examples.

A number of technical advantages are achieved based on
the present disclosure including, but not limited to:
enhanced security protection including automatic detection
of threats, reduction or minimization of error rates in iden-
tification and marking of suspicious behavior or files (e.g.,
cut down on the number of false positives), ability to adapt
over time to continuously and quickly detect new threats or
potentially unwanted files/applications, improved efficiency
in detection of malicious files, and improved usability and
interaction for users by eliminating the need to continuously
check for security threats, among other benefits that will be
apparent to one of skill in the art.

FIG. 1 illustrates an exemplary system 100 showing an
interaction of components for implementation threat detec-
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tion as described herein. Exemplary system 100 may be a
combination of interdependent components that interact to
form an integrated whole for execution of threat detection
and/or prevention operations. Components of the systems
may be hardware components or software implemented on
and/or executed by hardware components of the systems. In
examples, system 100 may include any of hardware com-
ponents (e.g., used to execute/run operating system (OS)),
and software components (e.g., applications, application
programming interfaces, modules, virtual machines, runtime
libraries, etc.) running on hardware. In one example, an
exemplary system 100 may provide an environment for
software components to run, obey constraints set for oper-
ating, and/or makes use of resources or facilities of the
system 100, where components may be software (e.g.,
application, program, module, etc.) running on one or more
processing devices. For instance, threat detection operations
(e.g., application, instructions, modules, etc.) may be run on
a processing device such as a computer, a client device (e.g.,
mobile processing device, laptop, smartphone/phone, tablet,
etc.) and/or any other electronic devices, where the compo-
nents of the system may be executed on the processing
device. In other examples, the components of systems
disclosed herein may be spread across multiple devices. For
instance, files to be evaluated may be present on a client
device and information may be processed or accessed from
other devices in a network such as, for example, one or more
server devices that may be used to perform threat detection
processing and/or evaluation a file before execution of the
file by the client device.

As one example, system 100 comprises a knowledge
component 102, a learning classifier component 104, and a
threat determination component 106, each having one or
more additional components. The scale of systems such as
system 100 may vary and include more or less components
than those described in FIG. 1. In alternative examples of
system 100, interfacing between components of the system
100 may occur remotely, for example where threat detection
processing is implemented on a first device (e.g., server) that
remotely monitors and controls process flow for threat
detection and prevention of a second processing device (e.g.,
client).

As an example, threat detection may detection exploits
that are executable files. However, one skilled in the art will
recognize that the descriptions herein referring to executable
files are just an example. Threat detection examples
described herein can relate to any computer file. In one
example, an executable file may be a portable executable
(PE) file that is a file format for executables, object code,
dynamic link library files (DLLs), and font library files,
among other examples. However, one skilled in the art will
recognize that executable files are not limited to PE files and
can be any file or program that executes a task according to
an encoded instruction. Knowledge component 102
described herein may collect data for use in building,
training and/or re-training a learning classifier to evaluate
executable files. The knowledge component 102 is one or
more storages, memories, and/or modules that continuously
collects and manages data that may be used to detect threats
in files such as executable files. In one example, the knowl-
edge component 102 maintains a robust collection of data
comprising known malicious executable files, known benign
executable files, and potentially unwanted executable files.
As an example, Malicious executable files may be any type
of'code, data, objects, instructions, etc., that may cause harm
or alter an intended function of a system and/or any system
resources (e.g., memory, processes, peripherals, etc.) and/or

25

30

40

45

4

applications running on a device such as an operating system
(OS). A benign executable file is a file that upon execution,
will not cause harm/damage or alter an intended system
function. In other examples, a benign executable may cause
harm/damage or alter an intended system; however, the
potential harm/damage or alteration may be acceptable to
the owner of the system or device. In examples, potentially
unwanted executable files are files that may be installed on
system 100 that may not be malicious, but a user of the
device may not want such a file to execute and/or a file that
is executed/installed unknowingly to a user. In one example,
classification of executable files as malicious, benign or
potentially unwanted are done by research and development
support associated with developments and programming of
a threat detection application/module. However, one skilled
in the art will recognize that identification and classification
of files into the above identified categories may be done by
monitoring or evaluating a plurality of resources including
but not limited to: network data, executable file libraries and
information on previously known malicious executable files
as well as benign executable files and potentially unwanted
executable files, users/customers of threat detection/com-
puter security software, network flow observed from use of
threat detection processing and products, business associa-
tions (e.g., other existing threat detection services or part-
ners), third-party feeds, and updates from threat detection
performed using learning classifier of present disclosure,
among other examples.

To classify executable files into one of the above identi-
fied categories, the knowledge component 102 collects static
data on a large variety of executable files (e.g., PE files).
Examples of different types of executable files collected and
evaluated include but are not limited to: bit files (e.g., 32/64
bit files), operating system files (e.g., Windows, Apple,
Linux, Unix, etc.), custom built files (e.g., internal tool files),
corrupted files, partial downloaded files, packed files,
encrypted files, obfuscated files, third party driver files,
manually manipulated binary files, unicode files, infected
files, and/or memory snapshots, among other examples. The
data collected and maintained by the knowledge component
102 yields a knowledgebase that may be used to periodically
train a classifier, e.g. learning classifier component 104
utilized by system 100. The learning classifier component
may be used to classify an executable file as one of the
following classifications: malicious, benign or potentially
unwanted. In some examples, classification may span two or
more two or more of those classification categories. For
example, an executable file may be benign in the sense that
it is not harmful to system 100 but may also be classified as
potentially unwanted as it might be installed without explicit
user consent, for example. Data maintained by the knowl-
edge component 102 may be continuously updated system
100 or a service that updates system 100 with new exploits
to add to the training sample. For example, a research team
may be employed to continuously collect new examples of
harmful executables, benign executables, and potentially
unwanted executables, as many unknown executable files
are generated on a daily basis over the Internet. Executable
files may be evaluated by the research team such as by
applying applications or processing to evaluate executable
files including data associated with the file and/or actions
associated with the file (e.g., how it is installed and what a
file does upon execution). Continuous update of the data
maintained by the knowledge component 102 in conjunction
with on-going re-learning/re-training of the learning classi-
fier component 104 ensures that system 100 is up-to-date on
current threats. Knowledge of the most current threats
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improves the generalization capability of system 100 to new
unknown threats. By incorporating malicious files, benign
files and potentially unwanted files, the present disclosure
greatly improves a knowledge base that may be used to in
training a learning classifier thereby resulting in more accu-
rate classifications as compared with other knowledge bases
that are based on only malicious and/or benign files.

In examples, the collected data on the executable files is
analyzed to identify static data points that may indicate one
of a malicious file, a benign file or a potentially unwanted
file. For instance, the knowledge component 102 may
employ one or more programming operations to identify
static data points for collection, and to associate the static
data points with one of the categories of files (e.g., mali-
cious, benign or potentially unwanted). Programming opera-
tions utilized by the knowledge component 102 include
operations to collect file data (e.g., executable files or data
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points may be organized into categories that identify a type
of'static data point. Categories of static data points comprise,
but are not limited to: numeric values, nominal values string
sequences, byte sequences, and/or Boolean values, among
other examples. Any number of static data points may be
collected and analyzed for an executable file. In general,
collecting and analyzing a greater number of static data
points results in more accurate classification of an execut-
able file. For example, eighty static data points may be
identified and collected (or attempted to be collected) from
an executable file during analysis of an executable file.
While a specific number is static data points are provided
herein, one of skill in the art will appreciate the more or
fewer static data points may be collected without departing
from the scope of this disclosure. As an example, the
following table, Table 1.1, identifies some of the static data
points identified for analysis of an executable file, where the
static data points are organized by category:

TABLE 1.1

Numeric values

Nominal values

Strings/Byte sequences Boolean values

File size initialize
linker version Un-initialize
code size entry point
OS version subsystem
image version file subtype
subsystem version language

file version number

product version number file flags
size of heapr file OS
size of stackr file type

size of image
PE header time
Section Entropy
Sections count

PE type

file flags masks

machine type

section counts
DLL count

DLL functions
data directory

export count

Earliest Data Byte
resources

resources language
resource Encoding
resource code page

resource size

DLL characteristics

Comments
company name
file description
internal name

legal copyright

Address Of Entry Point Anomaly
Image Base Anomaly

Section Alignment Anomaly

Size Of Code Mismatch Anomaly
Low Import Count Anomaly

original file Entry Point Anomaly

private build certificate Validity

product name Certificate Exception

special build Code Characteristics Anomaly
product version Code Name Anomaly

file version Count Anomaly

package code

product code

export DLL name

assembly version

Certificate Issuer

Certificate Subject

Imports

Exports

Section Names
Non-resource section strings

Data Characteristics Anomaly
Data Name Anomaly

Export Exception

Large Number of DLLs Anomaly
flag DLL Name Anomaly
Number of Functions Anomaly
Function Name Anomaly

PE Header Anomaly

High Section Count Anomaly
PE Magic Validity

Resource Exception

VR Code Ratio Anomaly
Import Exception

points from executable files), parse the file data, and store
extracted data points. In at least one example, the knowledge
component 102 comprises one or more components to
manage file data. For example, the knowledge component
102 may comprise one or more storages such as databases,
and one or more additional components (e.g., processors
executing programs, applications, application programming
interfaces (APIs), etc.).

Further, the knowledge component 102 may be config-
ured to continuously collect data, generate a more robust
collection of file data to improve classification of file data
and train a classifier used to detect whether an executable file
is harmful, benign, or potentially unwanted. The identifica-
tion of static data points to be collected and analyzed for
executable files may be continuously updated as more
information becomes available to the knowledge component
102. A static data point may be a point of reference used to
evaluate an executable file. As examples, static data points
include, but are not limited to: header information, section
information, import and export information, certificate infor-
mation, resource information, string and flag information,
legal information, comments, and/or program information
(e.g., APIs and DLLs), among other examples. Static data
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Examples of the present disclosure need not distinguish
between encrypted files and non-encrypted files. The static
data points may be extracted from files regardless of whether
or not they are encrypted and/or compressed. Given that the
training set contains a statistically significant number of
encrypted and non-encrypted examples, as well as com-
pressed and decompressed files, a learning classifier (e.g.,
learning classifier component 104) may be trained to iden-
tify features in the extracted data to identify malicious files.
Since a very large majority of the files “in the wild” use few
tools to encrypt the files (e.g., encryption algorithm, packers,
etc.), the distribution of the data found across large number
of files is preserved after encryption, although the actual
content of the data is transformed into something different.
By collecting a large set of training examples as they appear
“in the wild”, a sufficient representation of features and
distributions associated with the represented features exist in
a training set that are both encrypted and not-encrypted. The
present disclosure provides at least one benefit over other
threat detection applications/programs by utilizing a very
large and diverse training sample, thereby enabling a more
intelligent and adaptive learning classifier that is able to
achieve high detection rates for threats and low false posi-
tive rates, among other benefits.
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In addition to collecting and managing information to
train a learning classifier, the knowledge component 102 is
used to evaluate an executable file and extract/collect static
data points for evaluation of the file by the learning classifier
before the file is executed. In one example, the system
automatically identifies a new file (e.g., unknown file) for
evaluation. As examples, identification of an executable file
for evaluation may occur in examples such as: when a
download of a file is requested, while a download is being
performed, evaluation of streaming data, when a new file is
detected as attempting to execute (e.g., potentially unwanted
file), and before an unknown file or file containing execut-
able code that was not previously checked attempts to
execute, among other examples. In another example, a user
of a device with which components of system 100 are
operating may identify a file to be evaluated. The knowledge
component 102 collects as many static data points as it can
to evaluate the executable file using a learning classifier built
by the learning classifier component 102. In an exemplary
extraction, the knowledge component 102 extracts each of
the static data points identified in Table 1.1. The learning
classifier component 102 intelligently builds a learning
classifier to evaluate a file based on the extracted static data
points of the file and the data managed by the knowledge
component 102.

The learning classifier component 104 is a component
used to evaluate an executable file using the information
provided by the knowledge component 102. The learning
classifier component 104 interfaces with the knowledge
component 102 and a threat detection component 106 for the
system 100 to evaluate an executable file as a possible threat.
As an example, the learning classifier 104 applies program-
ming operations or machine learning processing to evaluate
static data points extracted from a file to be analyzed. In
doing so, the learning classifier component 104 builds a
learning classifier based on information from the knowledge
component 102 including the extracted static data points of
a file and the information used to train/re-train the learning
classifier (e.g., static data on the robust collection of execut-
able files including variety of file types of malicious execut-
able files, benign executable files, and potentially unwanted
executable files).

As an example, the learning classifier can adaptively set
features of a learning classifier based on the static data points
extracted for a file. For example, ranges of data can be
identified for static data points that may enable the learning
classifier to controllably select (e.g., turn on/ofl) features for
evaluation by learning classifier. In one instance where a
static data point extracted for evaluation is a file size (e.g.,
numeric value), the learning classifier may turn on/off fea-
tures for evaluation based on whether a the file size of the file
is within a certain range. In another example, the learning
classifier may detect that the file does not contain “legal
information” in the file. Legal information may be any
identifying information indicating data that conveys rights to
one or more parties including: timestamp data, licensing
information, copyright information, indication of intellec-
tual property protection, etc. In an example where the
learning classifier detects the presence of legal information
does not exist in the executable file, this may trigger the
learning classifier to adaptively check for additional features
that might be indicative of a threat or malicious file as well
as turn off other features related to an evaluation of the
“legal information.” The learning classifier component 104
utilizes programming operations or machine-learning pro-
cessing to train/re-train the learning classifier to uniquely
evaluate any file/file type. One of skill in the art will
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appreciate different types of processing operations may be
employed without departing from the spirit of this disclo-
sure. For example, the learning classifier component 104
may utilize an artificial neural network (ANN), a decision
tree, association rules, inductive logic, a support vector
machine, clustering analysis, and Bayesian networks, among
other examples.

The learning classifier component 104 processes and
encodes collected/extracted data from a file to make the
static data points suitable for processing operations. The
processing and encoding executed by the learning classifier
component 104 may vary depending on the identified cat-
egories and/or type (e.g., numeric values, nominal values,
string/byte sequences, Boolean values, etc.) of static data
points collected by the knowledge component 102. As an
example, string sequence data as well as byte sequence data
may be parsed and processed as n-grams and/or n-gram
word prediction (e.g., word-grams). For instance, for a given
string all unigrams, bigrams and so forth up to a given length
n are generated and the counts of the individual n-grams are
determined. The resulting counts of the unique n-grams
string and/or byte sequences are then used as input to a
generated feature vector. In one example, strings are pro-
cessed directly according to a bag of word model. A bag of
word model is a simplifying representation used in natural
language processing and information retrieval. In another
example, numeric value static data points may be binned
appropriately ensuring a good balance between information
loss through data binning and available statistics. Nominal
values as well Boolean values may be encoded using true/
false flags. All of the different encoded data may be com-
bined into one or more final feature vectors, for example
after a complex vector coding/processing is performed (e.g.,
L2 norm).

As an application example of processing performed by the
learning classifier component 104, suppose extraction of
static data points from a file identifies the following four (4)
data points:

File size: 4982784

PEHeader Anomaly: False

Section name: .TEXT

Legal copyright: Copyright (C) Webroot Inc. 1997

Processing these 4 data points into a feature vector may
require binning the file size, labeling the PE Header
Anomaly, build n-grams for the section name and building
word-gram for legal copyright. Encapsulation of special
characters that sometimes appear in text (e.g., section
names) may be desirable. In an example, strings of data may
be transformed first into hex code representation and then
build n-grams or word-grams. In this particular example, the
section name is transformed into n-grams while the legal
copyright text is transformed into word-grams. In evaluation
using the classifier, the features related to the extracted data
points may be weighted by the particular data point being
evaluated or by category, for example. For instance, the
training of the learning classifier may indicate that legal
information (e.g., “legal copyright™) provides a better indi-
cation that a file may be malicious than that of a section
name. Features being evaluated (and their distributions)
differ for benign files as compared to malicious files (e.g.,
harmful executables such as malware). For example, the
data field “Legal Copyright” for benign files tends to have
meaningful words, whereas in a malicious file, this data field
is often left empty or it is filled with random characters.
Commercial software files tend to have a valid certificate,
whereas malware in general do not have valid certificates.
Similarly, each data field for a static data point evaluated
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provides further indication about the maliciousness of the
file. The combined information from all these data fields
coupled with machine learning enables accurate prediction
determination as to whether a file is malicious, benign or
potentially unwanted. As an example, the resulting feature
vector in sparse form is shown below:

5

10

In one example, a classification as to whether a file is
malicious or not may be based on comparison with a
predetermined threshold value. For instance, a final score
(e.g., probability value/evaluation) is determined based on
feature vector processing performed by the learning classi-
fier component 104 and compared with a probability thresh-

secname_002e00740065:0.204124145232
secname_0065:0.0944911182523

secname_ 0074006500780074:0.353553390593
secname_ 006500780074:0.408248290464
secname_ 00740065:0.144337567297
secname_ 002e007400650078:0.353553390593
secname_ 00650078:0.144337567297
secname_002e0074:0.144337567297
secname_002e:0.0944911182523

secname_ 00780074:0.433012701892
secname_0078:0.0944911182523
secname_007400650078:0.204124145232
secname_0074:0.472455591262

legalcopyright_ 0043006f0070007900720069006700680074:0.4472135955

legalcopyright. 002800430029:0.4472135955
legalcopyright  0043006f00720070002¢:0.4472135955
legalcopyright_ 0031003900390035:0.4472135955

legalcopyright_ 004d006900630072006f0073006f00660074:0.4472135955

filesize_ 9965:1.0
PEHeaderAnomaly_ False:1.0

In examples, the learning classifier component 104 pro-
vides the one or more feature vectors as input to a support
vector machine (SVM). The SVM may then perform data
analysis and pattern recognition on the one or more feature
vectors. In one example the SVM, may be a linear SVM.
Given a set of training examples provided by the knowledge
component 102, an SVM may build a probabilistic model
that indicates whether or not a file may be malicious. In
another example, a hybrid approach may be elected that
combines two or more individual linear SVM classifiers into
a final classifier using ensemble methods. Specifically, the
evaluated static data points may be subdivided into a set of
families (e.g., sections, certificate, header data, and bytes
sequences are used as different families). For each family, a
linear SVM may be trained. The resulting classification
scores generated by each linear SVM may then be combined
into a final classification score using a decision tree. As an
example, the decision tree may be trained using two-class
logistic gradient boosting. In yet another example of feature
classification evaluation, a classification may be subdivided
into a three class classification problem defined by malicious
files, potentially unwanted files/applications and benign
files. The resulting three class problem is solved using
multi-class classification (e.g., Directed Acyclic Graph
(DAG) SVM) or, in case of the hybrid approach based on
feature families, using a decision tree based on three-class
logistic gradient boosting.

The threat detection component 106 is a component of
system 100 that evaluates results of the processing per-
formed by the learning classifier component 104 to make a
determination as to whether the executable file is malicious,
benign or a potentially unwanted file/application. As an
example, a probabilistic value may be a final score deter-
mined from evaluating all static data points (or feature
distributions) individually and determining an aggregate
score that may be used for the evaluation of an executable
file. In another example, correlation between static data
points may be determined by the learning classification
component 104 and a final score may be generated based on
the correlation between static data points evaluated.
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old value for determining whether an executable file is
malicious. As an example, a threshold value(s) may be set
based on predetermined false positive range data where
ranges may be set for one or more of the malicious execut-
able files, the benign executable files and the potentially
unwanted executable files. The threshold values for each of
the different types may be the same or different. For
instance, a threshold value may be set that indicates a
confidence score in classifying an executable file as a
malicious executable file. Ranges may be determined indi-
cating how confident the system 100 is in predicting that a
file is malicious. That may provide an indication of whether
further evaluation of an executable file should occur. How-
ever, one skilled in the art will recognize that threshold
determinations can be set in any way that be used to
determine whether an executable file is malicious or not.
Examples of further evaluation include but are not limited
to: additional processing using a learning classifier, identi-
fication of an executable file as potentially malicious where
services associated with the system 100 may follow-up,
quarantining a file, and moving the file to a secure environ-
ment for execution (e.g., sandbox) among other examples. In
other examples, retraining of the classifier may occur based
on confidence scores. In examples, when a probability value
exceeds or threshold value (or alternatively is less than a
threshold value), it may be determined that an executable file
may be identified as malicious. One skilled in the art will
recognize that determination for predictive classification of
executable files is not limited to threshold determinations.
For example, any type of analytical, statistical or graphical
analysis may be performed on data to classify an executable
file/unknown executable file. As identified above, the threat
detection component 106 may interface with the learning
classifier component 104 to make a final determination as to
how to classify an executable file as well as interface with
the knowledge component 102 for training/retraining asso-
ciated with the learning classifier.

FIG. 2 illustrates an exemplary distributed system 200
showing interaction of components for implementation of
exemplary threat detection system as described herein.
Where FIG. 1 illustrates an example system 100 having
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components (hardware or software) operating on a client,
FIG. 2 illustrates an exemplary distributed system 200
comprising a client component 202 connected with at least
one server component 204 via communication line 203.
Communication line 203 represents the ability of the client
component 202 to communicate with the server component
204, for example, to send or receive information over a
network connection. That is, client component 202 and
server component 204 are connectable over a network
connection (e.g., a connection Internet via, for example, a
wireless connection, a mobile connection, a hotspot, a
broadband connection, a dial-up, a digital subscriber line, a
satellite connection, an integrated services digital network,
etc.).

The client component 202 may be any hardware (e.g.,
processing device) or software (e.g., application/service or
remote connection running on a processing device) that
accesses a service made available by the server component
204. The server component 204 may be any hardware or
software (e.g., application or service running on a process-
ing device) capable of communicating with the client com-
ponent 202 for execution of threat detection processing (e.g.,
threat detection application/service). Threat detection pro-
cessing may be used to evaluate a file before execution of the
file as described in FIG. 1. Threat detection application or
services may be present on at least one of the client
component 202 and the server component 204. In other
examples, applications or components (e.g., hardware or
software) may be present on both the client component 202
and the server component 204 to enable processing by threat
detection application/services when a network connection to
the server cannot be established. In one example of system
200, client component 202 (or server component 204) may
comprise one or more components for threat detection as
described in system 100 including a knowledge component
102, a learning classifier component 104 and/or a threat
detection component 106, as described in the description of
FIG. 1. In other examples, the client component 202 may
transmit data to/from the server component 204 to enable
threat detections services over distributed network 200, for
example as represented by communication line 203. In one
example, threat detection applications/services operating on
the client component 202 may receive updates from the
server component 204. For instance, updates may be
received by the client component 202 for re-training of a
learning classifier used to evaluate an executable file on the
client component 202.

FIG. 3 illustrates an exemplary method 300 for perform-
ing threat detection. As an example, method 300 may be
executed by an exemplary system such as system 100 of
FIG. 1 and system 200 of FIG. 2. In other examples, method
300 may be executed on a device comprising at least one
processor configured to store and execute operations, pro-
grams or instructions. However, method 300 is not limited
to such examples. Method 300 may be performed by any
application or service that may include implementation of
threat detection processing as described herein. The method
300 may be implemented using software, hardware or a
combination of software and hardware.

Method 300 begins at operation 302 where a knowledge
base is built for training/retraining of a learning classifier
used to detect threats in executable files. Operation 302
builds the knowledge base from data collected and evaluated
related to known malicious executable files, known benign
executable files and potentially unwanted executable files as
described in the description of FIG. 1 (e.g., knowledge
component 102). The knowledge base may be used to
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automatically train/re-train one or more learning classifiers
used to evaluate threats in executable files based on the
known malicious executable files, known benign executable
files and the potentially unwanted executable files. In
examples, the knowledge base may be maintained on at least
one of a client component and a server component, and the
knowledge base may be continuously updated with infor-
mation from the resources described in FIG. 1 including
update information based on threat detection processing
evaluation performed on unknown executable files.

When an executable file is identified for evaluation, flow
proceeds to operation 304 where a one or more static data
points are extracted from an executable file. In operation
304, an executable file is analyzed using machine learning
processing as described with respect to the knowledge
component 102 of FIG. 1 to collect/extract static data points
from an executable file for evaluation. In examples, opera-
tion 304 occurs without decrypting or unpacking the execut-
able file. However, in other examples, machine learning
processing performed has the capability to evaluate static
data points from extracted/unpacked content. In one
example, machine learning processing is used to extract
static data points from encrypted and/or compress versions
of one or more files. In another example, machine learning
processing is used to extract static data points from
decrypted and/or unpacked versions of one or more files. In
any example, extraction of static data points from different
files (e.g. executable files) can be used to enhance training
of'a learning classifier, providing better results for extraction
of static data points and classification of files.

In examples, operation 304 further comprises classifying
extracted data according to a type of data extracted. For
instance, the actions performed at operation 304 may be
used to classify the plurality of static data points extracted
into categories (categorical values) comprising numeric val-
ues, nominal values, string or byte sequences, and Boolean
values, for example, as described with respect to FIG. 1. In
examples, data of an executable file (e.g., binary file data)
may be parsed and compared against data maintained by a
threat detection application/service as described in the pres-
ent disclosure to determine static data points for extraction/
collection.

In operation 306, the executable file is analyzed for
threats. As an example, operation 306 analyzes an execut-
able without decrypting or unpacking the executable file.
However, in other examples, the machine learning process-
ing being performed has the capability to evaluate static data
points from extracted/unpacked content. Operation 306
comprises applying a learning classifier (e.g., the learning
classifier generated during performance of operation 302) to
the plurality of static data points extracted from the file. As
discussed, the learning classifier may be built from data
comprising known malicious executable files, known benign
executable files and known unwanted executable files, for
example. In one example, operation 306 comprises gener-
ating at least one feature vector from the plurality of static
data points extracted using the learning classifier trained by
the knowledge base. In order to generate the feature vector
for the learning classifier, data may be parsed and encoded
for machine learning processing.

In one example, generation of the feature vector may
comprise selectively setting features of the learning classi-
fier based on the one or more of static data points extracted.
Features of the generated feature vector may be weighted
based on classified categories identified by the knowledge
base (as described above) and the plurality of static data
points extracted from the file. As an example, one or more
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features of the feature vector may be selectively turned on or
off based on evaluation of whether a value of a static data
point is within a predetermined range. However, one skilled
in the art will recognize that the learning classifier can
uniquely generate a feature vector for analysis of the execut-
able file based on any data used to train/re-train the learning
classifier. In examples, operation 306 further comprises
evaluating the feature vector using linear or nonlinear sup-
port vector processing to determine a classification for the
executable file, for example whether the executable file is
harmful, benign, or unwanted.

Flow proceeds to operation 308, where a determination is
made as to a classification of the executable file. For
example, operation 308 makes a final determination as to
whether the executable file is harmful (e.g., malicious,
malware) or not based on results of the analysis of the
executable file (e.g., using machine learning processing by
a learning classifier). In one example, results of the analysis
of an executable file may be data obtained from learning
classifier, such as, for example an SVM, processing data. In
one example, operation 308 further comprises preventing
execution of the executable file when a probability value that
the executable file is harmful exceeds a threshold value. The
probability value for the executable file may be determined
based on applying the learning classifier to the executable
file. As an example, the threshold value may be set based on
predetermined false positive range data for identifying a
malicious or harmful executable file. False positive range
data may be determined from the analysis/evaluation of the
known malicious executable files, known benign files and
potentially unwanted executable files/applications, of the
knowledge base. However, as acknowledged above, deter-
mining a classification of an executable file may be based on
any type of analytical, statistical or graphical analysis, or
machine learning processing. In one example, ranges can be
based on evaluation of data during operation of the threat
detection service as well as analysis related to unknown
files, for example analytics performed to evaluate unknown
files.

At any point in time, operation 310 may occur where a
learning classifier used for threat detection processing is
re-trained. Continuously re-training of the learning classifier
may ensure that the threat detection application/service is up
to date and able to accurately detect new threats. As iden-
tified above, re-training may occur through results of threat
detection processing including updated information added to
the knowledge base. In one example, training of a learning
classifier can be based on evaluation of data during opera-
tion of the threat detection service as well as analysis related
to unknown files, for example analytics performed to evalu-
ate unknown files.

FIG. 4 and the additional discussion in the present speci-
fication are intended to provide a brief general description of
a suitable computing environment in which the present
invention and/or portions thereof may be implemented.
Although not required, the embodiments described herein
may be implemented as computer-executable instructions,
such as by program modules, being executed by a computer,
such as a client workstation or a server. Generally, program
modules include routines, programs, objects, components,
data structures and the like that perform particular tasks or
implement particular abstract data types. Moreover, it
should be appreciated that the invention and/or portions
thereof may be practiced with other computer system con-
figurations, including hand-held devices, multi-processor
systems, microprocessor-based or programmable consumer
electronics, network PCs, minicomputers, mainframe com-
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puters and the like. The invention may also be practiced in
distributed computing environments where tasks are per-
formed by remote processing devices that are linked through
a communications network. In a distributed computing
environment, program modules may be located in both local
and remote memory storage devices.

FIG. 4 illustrates one example of a suitable operating
environment 400 in which one or more of the present
embodiments may be implemented. This is only one
example of a suitable operating environment and is not
intended to suggest any limitation as to the scope of use or
functionality. Other well-known computing systems, envi-
ronments, and/or configurations that may be suitable for use
include, but are not limited to, personal computers, server
computers, hand-held or laptop devices, multiprocessor sys-
tems, microprocessor-based systems, programmable con-
sumer electronics such as smart phones, network PCs,
minicomputers, mainframe computers, distributed comput-
ing environments that include any of the above systems or
devices, and the like.

In its most basic configuration, operating environment
400 typically includes at least one processing unit 402 and
memory 404. Depending on the exact configuration and type
of computing device, memory 404 (storing, among other
things, executable evaluation module(s), e.g., malware
detection applications, APIs, programs etc. and/or other
components or instructions to implement or perform the
system and methods disclosed herein, etc.) may be volatile
(such as RAM), non-volatile (such as ROM, flash memory,
etc.), or some combination of the two. This most basic
configuration is illustrated in FIG. 4 by dashed line 406.
Further, environment 400 may also include storage devices
(removable, 408, and/or non-removable, 410) including, but
not limited to, magnetic or optical disks or tape. Similarly,
environment 400 may also have input device(s) 414 such as
keyboard, mouse, pen, voice input, etc. and/or output
device(s) 416 such as a display, speakers, printer, etc. Also
included in the environment may be one or more commu-
nication connections, 412, such as LAN, WAN, point to
point, etc.

Operating environment 400 typically includes at least
some form of computer readable media. Computer readable
media can be any available media that can be accessed by
processing unit 402 or other devices comprising the oper-
ating environment. By way of example, and not limitation,
computer readable media may comprise computer storage
media and communication media. Computer storage media
includes volatile and nonvolatile, removable and non-re-
movable media implemented in any method or technology
for storage of information such as computer readable
instructions, data structures, program modules or other data.
Computer storage media includes, RAM, ROM, EEPROM,
flash memory or other memory technology, CD-ROM, digi-
tal versatile disks (DVD) or other optical storage, magnetic
cassettes, magnetic tape, magnetic disk storage or other
magnetic storage devices, or any other non-transitory
medium which can be used to store the desired information.
Computer storage media does not include communication
media.

Communication media embodies computer readable
instructions, data structures, program modules, or other data
in a modulated data signal such as a carrier wave or other
transport mechanism and includes any information delivery
media. The term “modulated data signal” means a signal that
has one or more of its characteristics set or changed in such
a manner as to encode information in the signal. By way of
example, and not limitation, communication media includes
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wired media such as a wired network or direct-wired con-
nection, and wireless media such as acoustic, RF, infrared
and other wireless media. Combinations of the any of the
above should also be included within the scope of computer
readable media.

The operating environment 400 may be a single computer
operating in a networked environment using logical connec-
tions to one or more remote computers. The remote com-
puter may be a personal computer, a server, a router, a
network PC, a peer device or other common network node,
and typically includes many or all of the elements described
above as well as others not so mentioned. The logical
connections may include any method supported by available
communications media. Such networking environments are
commonplace in offices, enterprise-wide computer net-
works, intranets and the Internet.

The different aspects described herein may be employed
using software, hardware, or a combination of software and
hardware to implement and perform the systems and meth-
ods disclosed herein. Although specific devices have been
recited throughout the disclosure as performing specific
functions, one of skill in the art will appreciate that these
devices are provided for illustrative purposes, and other
devices may be employed to perform the functionality
disclosed herein without departing from the scope of the
disclosure.

As stated above, a number of program modules and data
files may be stored in the system memory 404. While
executing on the processing unit 402, program modules 408
(e.g., applications, Input/Output (I/O) management, and
other utilities) may perform processes including, but not
limited to, one or more of the stages of the operational
methods described herein such as method 300 illustrated in
FIG. 3, for example.

Furthermore, examples of the invention may be practiced
in an electrical circuit comprising discrete electronic ele-
ments, packaged or integrated electronic chips containing
logic gates, a circuit utilizing a microprocessor, or on a
single chip containing electronic elements or microproces-
sors. For example, examples of the invention may be prac-
ticed via a system-on-a-chip (SOC) where each or many of
the components illustrated in FIG. 4 may be integrated onto
a single integrated circuit. Such an SOC device may include
one or more processing units, graphics units, communica-
tions units, system virtualization units and various applica-
tion functionality all of which are integrated (or “burned”)
onto the chip substrate as a single integrated circuit. When
operating via an SOC, the functionality described herein
may be operated via application-specific logic integrated
with other components of the operating environment 400 on
the single integrated circuit (chip). Examples of the present
disclosure may also be practiced using other technologies
capable of performing logical operations such as, for
example, AND, OR, and NOT, including but not limited to
mechanical, optical, fluidic, and quantum technologies. In
addition, examples of the invention may be practiced within
a general purpose computer or in any other circuits or
systems.

This disclosure described some aspects of the present
technology with reference to the accompanying drawings, in
which only some of the possible embodiments were shown.
Other aspects may, however, be embodied in many different
forms and should not be construed as limited to the embodi-
ments set forth herein. Rather, these aspects were provided
so that this disclosure was thorough and complete and fully
conveyed the scope of the possible embodiments to those
skilled in the art.
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Although specific aspects were described herein, the
scope of the technology is not limited to those specific
embodiments. One skilled in the art will recognize other
embodiments or improvements that are within the scope and
spirit of the present technology. Therefore, the specific
structure, acts, or media are disclosed only as illustrative
embodiments. The scope of the technology is defined by the
following claims and any equivalents therein.

What is claimed is:

1. A computer-implemented method comprising:

identifying, by a knowledge module, static data points

that may be indicative of either a harmful or benign
executable file;

associating, by the knowledge module, the identified

static data points with one of a plurality of categories of
files, the plurality of categories of files including harm-
ful files and benign files;
identifying an executable file to be evaluated;
extracting, by the knowledge module, a plurality of static
data points from the identified executable file;

generating a feature vector from the plurality of static data
points using a classifier trained to classify the static
data points based on training data, the training data
comprising files known to fit into one of the plurality of
categories of files, wherein one or more features of the
feature vector are selectively turned on or off based at
least in part on evaluation of whether a value of one of
the plurality of static data points is within a predeter-
mined range; and

providing the generated feature vector to one or more

support vector machines to build a probabilistic model
that indicates whether the executable file fits into one of
the categories of files.

2. The computer-implemented method according to claim
1, wherein the plurality of static data points are extracted
without decrypting or unpacking the executable file.

3. The computer-implemented method according to claim
1, wherein the one or more support vector machines builds
the probabilistic model by performing data analysis and
pattern recognition on the one or more feature vectors.

4. The computer-implemented method according to claim
1, wherein the probabilistic model indicates whether the
executable file is harmful.

5. The computer-implemented method according to claim
1, wherein the executable file is identified in response to a
detected condition.

6. The computer-implemented method according to claim
5, wherein the detected condition is user request for a file
download.

7. The computer-implemented method according to claim
5, wherein the detected condition is the detection of a new
file attempting to execute.

8. The computer-implemented method according to claim
1, wherein the plurality of static data points represent
predefined character strings in the executable file.

9. The computer-implemented method according to claim
1, wherein a determination of whether the executable file is
harmful is used to retrain the classifier.

10. A system comprising:

at least one memory; and

at least one processor operatively connected with the

memory and configured to perform operation of:
identifying static data points that may be indicative of
either a harmful or benign executable file;

associating the identified static data points with one of a

plurality of categories of files, the plurality of catego-
ries of files including harmful files and benign files;
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identifying an executable file to be evaluated;

extracting a plurality of static data points from the iden-

tified executable file; and

generating a feature vector from the plurality of static data

points using a classifier trained to classify the static
data points based on training data, the training data
comprising files known to fit into one of the plurality of
categories of files, wherein one or more features of the
feature vector are selectively turned on or off based at
least in part on evaluation of whether a value of one of
the plurality of static data points is within a predeter-
mined range; and

providing the generated feature vector to one or more

support vector machines to build a probabilistic model
that indicates whether the executable file fits into one of
the categories of files.

11. The system according to claim 10, wherein the plu-
rality of static data points are extracted without decrypting
or unpacking the executable file.

12. The system according to claim 10, wherein the one or
more support vector machines builds the probabilistic model
by performing data analysis and pattern recognition on the
one or more feature vectors.

13. The system according to claim 10, wherein the proba-
bilistic model indicates whether the executable file is harm-
ful.

14. The system according to claim 10, wherein the plu-
rality of static data points represent predefined character
strings in the executable file.

15. A computer-readable storage device containing
instructions, that when executed on at least one processor,
causing the processor to execute a process comprising:

identifying static data points that may be indicative of

either a harmful or benign executable file;

associating the identified static data points with one of a

plurality of categories of files, the plurality of catego-
ries of files including harmful files and benign files;
identifying an executable file to be evaluated;

extracting a plurality of static data points from the iden-

tified executable file;

generating a feature vector from the plurality of static data

points using a classifier trained to classify the static
data points based on training data, the training data
comprising files known to fit into one of the plurality of
categories of files, wherein one or more features of the
feature vector are selectively turned on or off based at
least in part on evaluation of whether a value of one of
the plurality of static data points is within a predeter-
mined range; and

providing the generated feature vector to one or more

support vector machines to build a probabilistic model
that indicates whether the executable file fits into one of
the categories of files.

16. The computer-readable storage device according to
claim 15, wherein the plurality of static data points are
extracted without decrypting or unpacking the executable
file.

17. The computer-readable storage device according to
claim 15, wherein the plurality of static data points represent
predefined character strings in the executable file.

18. A computer-implemented method comprising:

identifying static data points that may be indicative of

either a harmful or benign executable file;

associating the identified static data points with one of a

plurality of categories of files, the plurality of catego-
ries of files including harmful files and benign files;
identifying an executable file to be evaluated;
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extracting a plurality of static data points from the execut-

able file;

generating a feature vector from the plurality of static data

points using a classifier trained to classify the static
data points based on training data, the training data
comprising files known to fit into one of the plurality of
categories of files, wherein one or more features of the
feature vector are selectively turned on or off based at
least in part on evaluation of whether a value of one of
the plurality of static data points is within a predeter-
mined range; and

evaluating the feature vector using a machine learning

model to determine whether the executable file fits into
one of the categories of files.

19. The computer-implemented method according to
claim 18, wherein the plurality of static data points are
extracted without decrypting or unpacking the executable
file.

20. The computer-implemented method according to
claim 18, wherein the machine learning model comprises an
artificial neural network.

21. The computer-implemented method according to
claim 18, wherein the machine learning model comprises a
support vector machine.

22. The computer-implemented method according to
claim 18, wherein the machine learning model comprises a
machine learning decision tree.

23. The computer-implemented method according to
claim 18, wherein the machine learning model comprises a
Bayesian network.

24. The computer-implemented method according to
claim 18, wherein evaluating the feature vector using the
machine learning model comprises evaluating the feature
vector using support vector processing.

25. The computer-implemented method according to
claim 18, wherein the machine learning model comprises a
clustering model.

26. The computer-implemented method according to
claim 18, wherein the executable file is identified in response
to a detected condition.

27. The computer-implemented method according to
claim 26, wherein the detected condition is user request for
a file download.

28. The computer-implemented method according to
claim 26, wherein the detected condition is the detection of
a new file attempting to execute.

29. The computer-implemented method according to
claim 18, wherein the plurality of static data points represent
predefined character strings in the executable file.

30. The computer-implemented method according to
claim 18, wherein a determination of whether the executable
file is harmful is used to retrain the classifier.

31. The computer-implemented method according to
claim 18, further comprising preventing execution of the
executable file based on classifying the executable file as
harmful.

32. A computer-readable storage device containing
instructions, that when executed on a processor, cause the
processor to execute a process comprising:

identifying static data points that may be indicative of

either a harmful or benign executable file;

associating the identified static data points with one of a

plurality of categories of files, the plurality of catego-
ries of files including harmful files and benign files;
identifying an executable file to be evaluated;

extracting a plurality of static data points from the execut-

able file;
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generating a feature vector from the plurality of static data
points using a classifier trained to classify the static
data points based on training data, the training data
comprising files known to fit into one of the plurality of
categories of files, wherein one or more features of the
feature vector are selectively turned on or off based at
least in part on evaluation of whether a value of one of
the plurality of static data points is within a predeter-
mined range; and

evaluating the feature vector using a machine learning

model to determine whether the executable file fits into
one of the categories of files.

33. The computer-readable storage device according to
claim 32, wherein the plurality of static data points are
extracted without decrypting or unpacking the executable
file.

34. The computer-readable storage device according to
claim 32, wherein the machine learning model comprises an
artificial neural network.

35. The computer-readable storage device according to
claim 32, wherein the machine learning model comprises a
support vector machine.

36. The computer-readable storage device according to
claim 32, wherein the machine learning model comprises a
machine learning decision tree.

37. The computer-readable storage device according to
claim 32, wherein the machine learning model comprises a
Bayesian network.

38. The computer-readable storage device according to
claim 32, wherein evaluating the feature vector using the
machine learning model comprises evaluating the feature
vector using support vector processing.

39. The computer-readable storage device according to
claim 32, wherein the machine learning model comprises a
clustering model.

40. The computer-readable storage device according to
claim 32, wherein the executable file is identified in response
to a detected condition.

41. The computer-readable storage device according to
claim 40, wherein the detected condition is user request for
a file download.

42. The computer-readable storage device according to
claim 40, wherein the detected condition is the detection of
a new file attempting to execute.

43. The computer-readable storage device according to
claim 32, wherein the plurality of static data points represent
predefined character strings in the executable file.

44. The computer-readable storage device according to
claim 32, wherein a determination of whether the executable
file is harmful is used to retrain the classifier.

45. The computer-readable storage device according to
claim 32, wherein the process further comprises preventing
execution of the executable file based on classifying the
executable file as harmful.

46. A system comprising:

at least one memory;

at least one processor configured to perform operation of:

identifying static data points that may be indicative of
either a harmful or benign executable file; and
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associating the identified static data points with one of
a plurality of categories of files, the plurality of
categories of files including harmful files and benign
files; and

at least one processor configured to perform operation of:

identifying an executable file to be evaluated;

extracting a plurality of static data points from the
executable file;

generating a feature vector from the plurality of static
data points using a classifier trained to classify the
static data points based on training data, the training
data comprising files known to fit into one of the
plurality of categories of files, wherein one or more
features of the feature vector are selectively turned
on or off based at least in part on evaluation of
whether a value of one of the plurality of static data
points is within a predetermined range; and

evaluating the feature vector using a machine learning
model to determine whether the executable file fits
into one of the categories of files.

47. The system according to claim 46, wherein the plu-
rality of static data points are extracted without decrypting
or unpacking the executable file.

48. The system according to claim 46, wherein the
machine learning model comprises an artificial neural net-
work.

49. The system according to claim 46, wherein the
machine learning model comprises a support vector
machine.

50. The system according to claim 46, wherein the
machine learning model comprises a machine learning deci-
sion tree.

51. The system according to claim 46, wherein the
machine learning model comprises a Bayesian network.

52. The system according to claim 46, wherein evaluating
the feature vector using the machine learning model com-
prises evaluating the feature vector using support vector
processing.

53. The system according to claim 46, wherein the
machine learning model comprises a clustering model.

54. The system according to claim 46, wherein the execut-
able file is identified in response to a detected condition.

55. The system according to claim 54, wherein the
detected condition is user request for a file download.

56. The system according to claim 54, wherein the
detected condition is the detection of a new file attempting
to execute.

57. The system according to claim 46, wherein the plu-
rality of static data points represent predefined character
strings in the executable file.

58. The system according to claim 46, wherein a deter-
mination of whether the executable file is harmful is used to
retrain the classifier.

59. The system according to claim 46, further comprising
at least one processor configured to perform operation of:

preventing execution of the executable file based on

classifying the executable file as harmful.
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BACKWARDS RESEARCHING ACTIVITY
INDICATIVE OF PESTWARE

RELATED APPLICATIONS

The present application is related to commonly owned and
assigned application Ser. No. 10/956,573, now U.S. Pat. No.
7,480,683, entitled System and Method For Heuristic Analy-
sis to Identify Pestware; application Ser. No. 10/956,574, now
U.S. Pat. No. 7,533,131, entitled System and Method for
Pestware Detection and Removal; application Ser. No.
10/956,818, entitled System and Method for Locating Mal-
ware and Generating Malware Definitions; application Ser.
No. 11/257,609, entitled System and Method for Kernel-
Level Pestware Management; application Ser. No. 11/237,
291, entitled Client Side Exploit Tracking; application Ser.
No. 11/408,215, entitled Backward Researching Existing
Pestware, filed herewith; and application Ser. No. 11,408,
145, entitled Backward Researching Time Stamped Events to
Find an Origin of Pestware, filed herewith, which are incor-
porated herein by reference.

COPYRIGHT

A portion of the disclosure of this patent document con-
tains material that is subject to copyright protection. The
copyright owner has no objection to the facsimile reproduc-
tion by anyone of the patent disclosure, as it appears in the
Patent and Trademark Office patent files or records, but oth-
erwise reserves all copyright rights whatsoever.

FIELD OF THE INVENTION

The present invention relates to computer system manage-
ment. In particular, but not by way of limitation, the present
invention relates to systems and methods for detecting, con-
trolling and/or removing pestware.

BACKGROUND OF THE INVENTION

Personal computers and business computers are continu-
ally attacked by trojans, spyware, and adware, collectively
referred to as “malware,” “spyware” or “pestware.” These
types of programs generally act to gather information about a
person or organization—often without the person or organi-
zation’s knowledge. Some pestware is highly malicious.
Other pestware is non-malicious but may cause issues with
privacy or system performance. And yet other pestware is
actually beneficial or wanted by the user. Unless specified
otherwise, “pestware” as used herein refers to any of these
programs that collects information about a person or an orga-
nization.

Software is presently available to detect and remove pest-
ware. But as it evolves, the software to detect and remove it
must also evolve. Accordingly, current techniques and soft-
ware for removing pestware are not always satisfactory and
will most certainly not be satisfactory in the future. Addition-
ally, because some pestware is actually valuable to a user,
pestware-detection software should, in some cases, be able to
handle differences between wanted and unwanted pestware.

Current pestware removal software uses definitions of
known pestware to search for and remove files on a protected
system. These definitions are often slow and cumbersome to
create. Additionally, it is often difficult to initially locate the
pestware in order to create the definitions. Accordingly, a
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system and method are needed to address the shortfalls of
present technology and to provide other new and innovative
features.

SUMMARY OF THE INVENTION

Exemplary embodiments of the present invention that are
shown in the drawings are summarized below. These and
other embodiments are more fully described in the Detailed
Description section. It is to be understood, however, that there
is no intention to limit the invention to the forms described in
this Summary of the Invention or in the Detailed Description.
One skilled in the art can recognize that there are numerous
modifications, equivalents and alternative constructions that
fall within the spirit and scope of the invention as expressed in
the claims.

The present invention can provide a system and method for
researching an identity of a source of activity that is indicative
of pestware. In one embodiment the method comprises moni-
toring the computer for activity that is indicative of pestware,
identifying, based upon the activity, an object residing on the
computer that is a suspected pestware object and accessing at
least a portion of a recorded history of sources that the com-
puter received files from so as to identify a reference to an
identity of a particular source that the suspected pestware
object originated from.

As previously stated, the above-described embodiments
and implementations are for illustration purposes only.
Numerous other embodiments, implementations, and details
of the invention are easily recognized by those of skill in the
art from the following descriptions and claims.

BRIEF DESCRIPTION OF THE DRAWINGS

Various objects and advantages and a more complete
understanding of the present invention are apparent and more
readily appreciated by reference to the following Detailed
Description and to the appended claims when taken in con-
junction with the accompanying Drawings wherein:

FIG.1illustrates a block diagram of one implementation of
the present invention;

FIG. 2 is a block diagram depicting an embodiment of the
file storage device of FIG. 1;

FIG. 3 is a flowchart depicting a method according to an
exemplary embodiment;

FIG. 4 is a flowchart depicting another method according
to another embodiment;

FIG. 5 is a flowchart depicting yet another method accord-
ing to yet another embodiment.

DETAILED DESCRIPTION

Referring now to the drawings, where like or similar ele-
ments are designated with identical reference numerals
throughout the several views, and referring in particular to
FIG. 1, it illustrates a block diagram of one implementation of
the present invention. Shown is a protected computer 100 that
includes a detection module 102, quarantine module 104,
removal module 106, and shields 120. In addition, a research
module 108 is shown coupled to a heuristics module 110, a
time stamp module 112 and a reporting module 114.

Each of these modules can be implemented in software or
hardware. And if implemented in software, the modules can
be implemented in a single software package or in multiple
software packages. In addition, one of ordinary skill in the art
will recognize that the software can be designed to operate on
any type of computer system including WINDOWS and
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Linux-based systems. Additionally, the software can be con-
figured to operate on personal computers and/or servers. For
convenience, embodiments of the present invention are gen-
erally described herein with relation to WINDOWS-based
systems. Those of skill in the art can easily adapt these imple-
mentations for other types of operating systems or computer
systems.

Also shown is a file storage device 118 that is coupled to the
research module 108 and an activity monitor 116. In this
embodiment the file storage device includes an activity log
120, a pestware file 124 and a collection of N files 130. The
file storage device 118 is described herein in several imple-
mentations as hard disk drive for convenience, but this is
certainly not required, and one of ordinary skill in the art will
recognize that other storage media may be utilized without
departing from the scope of the present invention. In addition,
one of ordinary skill in the art will recognize that the storage
device 118, which is depicted for convenience as a single
storage device, may be realized by multiple (e.g., distributed)
storage devices.

In the exemplary embodiment, the pestware file 124, cor-
responds to (e.g., includes data relating to) a pestware process
122 operating in memory. The pestware process 122 is exem-
plary of pestware processes that are configured to make one or
more unauthorized alterations to the computer 100. For
example, the pestware process 122 may make changes to
either or both of the browser settings and/or operating system
(OS) settings without approval and/or the knowledge of the
user.

In accordance with several embodiments, the research
module 108 is configured to receive an indication that either
known pestware is residing on the computer or activities
indicative of pestware have occurred or are occurring on the
protected computer. In response, the research module 108 is
configured to research the activity log 120 and/or the N files
130, which include information (e.g., historical logs) relating
to events on the computer 100, to identify a source of the
pestware 122, 124 or pestware-related activities, which may
be reported by the reporting module 114 to a centralized data
store for subsequent pestware management purposes.

For example, the identities (e.g., I.P. address, URL, email
client or program name) of sources (e.g., web sites, email or
program) of the pestware may be collected in a centralized
data store (not shown) and then subsequently reported to
other users. In addition, the sources of the pestware or sus-
pected pestware may be visited to further research how the
pestware is being distributed from the URLs and/or to gener-
ate new definitions for pestware discovered at these sources.

As described further with reference to FIG. 2, the N files
130 include one or more files with information that assist the
research module 108 in tracing information in the N files 130
to an identity (e.g., URL) of the source of pestware 122, 124
on the computer 100. One or more of the N files 130 may be
associated with an operating system of the protected com-
puter and/or one or more applications of the protected com-
puter, and may include information such as process IDs,
registry entries, file names, cookies and URLs among other
information that is used to trace from an identified pestware
file, pestware process and/or pestware activity to an originat-
ing source (e.g., URL or IP address) of the infection. In one
embodiment, one or more of the N files 130 is generated from
an application that generates a log of data after examining the
computer. An example of such an applicationis an application
distributed under the name HijackThis.

In the exemplary embodiment depicted in FIG. 1, the
research module 108 is configured to receive indications that
pestware may be present on the computer from each of the
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detection engine 102, the heuristics engine 110 and the time
stamp module 112, but this is certainly not required. In other
embodiments, for example, the research module 108 may be
configured to communicate only with the detection engine
102 or only with the heuristics engine. In yet other embodi-
ments, the research module 108 may be configured to receive
only a time stamp from the time stamp module 112.

According to several embodiments, pestware-detection
functions operating on the protected computer 100 are repre-
sented by the detection engine 102, the quarantine engine
104, the removal engine 106, the shields 120 and the heuristic
engine 110. The basic functions of the detection engine 102 is
to compare files, processes and registry entries on the pro-
tected computer against known pestware definitions and char-
acteristics. When a match is found, in addition to quarantining
and removing a pestware object, the detection engine 102
informs the research module 108 of the pestware. Details
associated with several embodiments of sweep, quarantine,
and removal engines are found in the above-identified appli-
cation entitled System and Method for Pestware Detection
and Removal.

Pestware and pestware activity can also be identified by the
shields 120, which generally run in the background on the
computer system. In the exemplary embodiment depicted in
FIG. 1, the shields 120 are divided into the operating system
shields 120A and the browser shields 120B. The shields 120
are designed to watch for pestware and for typical pestware
activity and includes two types of shields: behavior-monitor-
ing shields and definition-based shields.

As an example, the shields 120 monitor the protected com-
puter 100 for certain types of activities that generally corre-
spond to pestware behavior. Particular examples of some of
the types of activities that are monitored include a process
spawning another process, an alteration to registry entries,
communications with remote sites via the Internet, alterations
to a start up folder, injection of a DLL into another process,
and a change to the browser’s home page and/or bookmarks.
Some specific examples of shields are disclosed in the above-
identified application entitled System and Method for Locat-
ing Malware and Generating Malware Definitions. In the
exemplary embodiment, the shields 120 inform the heuristics
engine 108 about the activities and the heuristics engine 108
determines whether the research module 108 should be
informed and/or whether the activity should be blocked.

As an example, the heuristics module 110 may compare the
activities on the computer with weighted factors to make
decisions relative to activities at the protected computer. Each
of these factors may be, for example, associated with a par-
ticular activity and each factor may be weighted by the like-
lihood that the activity is associated with pestware. If the sum
of the weighted factors that match the activity history exceed
a threshold, then the activity is identified as pestware activity
and the heuristics module 110 prompts the research module
108 to initiate research into the origin of the pestware initiat-
ing the activity. It should be recognized that this type of
heuristics operation is merely one example, and that the heu-
ristics module 110 may use other techniques to analyze activ-
ity on the computer. Additional information related to heuris-
tics-based scanning is found in the above-identified
applications entitled System and Method For Heuristic
Analysis to Identify Pestware and Client Side Exploit Track-
ing.

In the exemplary embodiment depicted in FIG. 1, the time
stamp module 112 is configured to send a time stamp to the
research module 108 in response to a request from a user
and/or in response to the heuristics module 108. In some
embodiments for example, the heuristics module 108 pro-
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vides the user with information about suspect activity on the
computer 100 so that the user has the option as to whether or
not the research module 108 will attempt to identify the
source of the activity.

In other embodiments, the heuristics module 110 prompts
the time stamp module 112 to initiate the generation of a time
stamp, without user intervention, in response to activity that is
indicative of pestware activity. In one implementation, for
example, the heuristics module 110 prompts the research
module 108 to initiate tracing of the pestware activity to an
origin of the pestware that is associated with the activity, and
the heuristics module 110 also prompts the time stamp mod-
ule 112 to send a time stamp 112 to the research module 108
so that the research module 108 is provided with a time
reference as well as information about the pestware activities.

In yet other embodiments, the timestamp module 112 oper-
ates independently of the heuristics module 110. For
example, the timestamp module 112 may prompt the research
module 108 to initiate a review of the activity log 120 and/or
one or more of the N files in response to a user request.

The activity monitor 116 in several embodiments monitors
activities on the computer and stores information about the
activities in the activity log 120 so as to assist the research
module 108 in identifying activities associated with pestware
and the source of the pestware. In some embodiments, for
example, the activity log 120 includes a list of processes that
are running on the protected computer and the files that are
associated with the processes. Although not depicted in FIG.
1, the shields 120 may utilize the activity monitor 116 to
detect pestware-related events and intercept efforts by pest-
ware to spawn new processes or alter aspects of the protected
computer 100.

In some variations, the activity monitor 116 may inject
code into existing processes so that when a process attempts
to call a function of the computer’s 100 operating system (not
shown) the injected code can check the process to be started
and raise a flag if the existing process is attempting to create
a new pestware process or attempting to alter one or more
settings (e.g., a registry setting) of the protected computer
100.

In other embodiments, the activity monitor 116 is realized
by a kernel-mode driver that may be loaded during a boot
sequence for the protected computer or anytime later. In these
embodiments, the activity monitor 116 is configured to log
API calls in the activity log. In many variations for example,
when a process (e.g., the pestware process) attempts to spawn
a another pestware process or alter a registry entry, the API
call utilized by the process is intercepted before it is carried
out by an operating system of the protected computer. In this
way, the attempt may be logged in the activity log 120 and the
process may be analyzed to determine whether it is known to
be a pestware-related process. Additional details of use of a
kernel-level driver in connection with pestware management
may be found in the above identified application entitled:
System and Method for Kernel-Level Pestware Management.

It should be recognized that the block diagram in FIG. 1
depicts functional capabilities associated with several
embodiments of the present invention. One of ordinary skill
in the art will recognize that the functions described with
reference to FIG. 1 may be realized by various implementa-
tions of software in connection with hardware or hardware
alone. In these implementations several functions may be
consolidated into a single module, for example, and as a
consequence, may appear different from the block diagram in
FIG. 1 without departing from the scope of the present inven-
tion.
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Referring next to FIG. 2, shown are exemplary resources,
also referred to herein as historical logs, that are available to
the research module 108 in accordance with one embodiment
ofthe present invention. In general, these resources are logs of
historical events that occurred on the computer, and each of
the logs includes information that may be used to reference
other information when, for example, activities, processes
and files are traced so as to determine an origin of the pestware
or suspected pestware. As shown, a file storage device 218 in
this embodiment includes an activity log 220, which may be
generated by an activity monitor (e.g., the activity monitor
116) and may include information about processes running
on the computer 100 and files corresponding to the processes.
In variations, the activity log 220 includes a history of API
calls and respective times made by processes running on the
protected computer, but this is certainly not required.

In addition, the file storage device 218 includes a browser
history 240, browser cache 242, browser settings 244, OS
settings 246, an event log 248, a debugging log 250, a firewall
log 252, file information 254 and monitoring software logs
256. One or more of these exemplary files 240-256 may be
implemented for one or more of the N files 130 described with
reference to FIG. 1.

The browser history 240 in this embodiment includes a
listing of web sites and respective times that the web sites
were visited by the user. The browser cache 242 in this
embodiment includes files, cookies, and other objects cached
in connection with use of a browser of the protected computer
(e.g., Internet Explorer or Mozilla (not shown)). As depicted,
the browser cache 242 includes a cache index 243 that
includes a listing, which associates the content of the browser
cache 242 with URLs and time stamps. As discussed further
herein, the cache index 243 provides an efficient means for
identifying the times objects were retrieved and the URLs that
the objects were retrieved from.

The browser settings 244 include information about set-
tings associated with a browser and may include a home page
setting and list of user favorites. The browser settings 244 are
monitored by the shields 120 for changes. Those settings also
contain URLs that may be referenced in time stamped logs,
firewall logs, browser histories, etc.

The operating system (OS) settings 246 may include reg-
istry entries, a start up folder and other information utilized by
an operating system of the protected computer. As discussed
further herein, data included in the OS settings 246 may
include time stamps, which indicate when changes were
made to the settings.

The event log 248 in this embodiment includes a log of
events that is maintained by an operating system of the pro-
tected computer 100. For example, the event log 248 may
include event information including errors, user log-in his-
tory, a listing of processes that have been launched (and the
users that launched the processes), path information, infor-
mation about which process (and which users) accessed a
secure area and other information relating to operations of the
computer 100.

Also shown in FIG. 2 is a debugging log 250 that includes
application errors, which point to a process and the address
where the error occurred. Some techniques employed by pest-
ware forcibly shut down applications, or cause applications to
crash when their memory space is injected with pestware
code. The infected applications like “explorer.exe” will crash,
or some times restart spontaneously. These events/occur-
rences show up in debugging logs. These are time stamped
events, that also reference files on the system.

The firewall log 252 is this embodiment is a collection of
information relating to network-related events on the pro-
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tected computer. The firewall log 252, may for example,
include time stamps of network activities on the protected
computer, which may be utilized by the research module 108
to locate pestware or indicia of pestware.

Also shown in the data storage device 218 is a collection of
file information 254, also known as the file system, which
includes a database that the operating system uses to locate
and store information about files. For example, the file infor-
mation 254 may include the date and time a file is created, a
date and time the file was last modified, the date and time the
files was last accessed and the size of the file.

The monitoring-software logs 256 includes information
collected from one or more pieces of monitoring software that
are configured to monitor activity on the computer. As an
example, the monitoring logs 256 may be generated from a
filter driver, a module interfacing with a layer service provider
and/or browser helper objects. It should be recognized that
the logs 220, 240-256 depicted in FIG. 2 are merely exem-
plary and these logs are by no means representative all the
potential logs that may be accessed to research origins of
pestware and/or suspected-pestware.

Referring next to FIG. 3, shown is a flowchart depicting a
method in accordance with one embodiment. Although ref-
erence will be made to FIGS. 1 and 2 for exemplary purposes,
it should be recognized that the method described with refer-
ence to FIG. 3 is certainly not limited to the specific embodi-
ments described with reference to FIGS. 1 and 2. As shown, in
this embodiment a scan of a computer (e.g., the computer
100) for pestware is initially carried out (Block 302). In
several embodiments for example, the detection engine 102
scans the file storage device 118, the operating system regis-
try and executable memory of the protected computer for
indicia of pestware (e.g., processes or files matching pestware
definitions and/or alterations to a registry entry that are con-
sistent with pestware).

As shown in FIG. 3, if pestware indicia is found, then
recorded information (e.g., the activity log 120 and/or the N
files 130) that may include traces of the pestware is accessed
(Block 304), and traversed to search for information leading
to the identification of the source of the pestware (Block 306).
In some instances, the origin of the pestware may be identi-
fied by simply referencing one piece of data that is stored in
connection with the identification of the pestware source. In
other instances, however, it may be necessary to access sev-
eral pieces of referential data, which may be located in one or
more of the files 220-256 before arriving at the identity of the
source of the pestware.

As an example, if a pestware file is found on the file storage
device 118, then the cache index 243 of the browser cache 242
may be searched to identify the name of the file, and if the
originating URL is stored in connection with the file, the URL
is identified as the source of the file. As another example, if a
pestware process is identified, a search of the activity log 220
may lead to the identity of a second process that spawned the
pestware process, and additional searching of the activity log
220 using the name of the second process may lead to the
identification of a pestware file associated with the second
process. In turn, a search of the cache index 243 for the name
of the pestware file may lead to the URL from which the
pestware file was downloaded.

As shown in FIG. 3, if the source of the pestware is iden-
tified (Block 308), then the source of the pestware is reported
(Block 310). In some embodiments, it is contemplate that
several other computers configured in accordance with the
protected computer 100 depicted in FIG. 1 may also report
sources of pestware to a centralized location where the URLs
may be added to a list of “bad URLs.” In addition, the iden-
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tified URLs may be actively searched to learn more about the
pestware generated at the sites, which may help generate
definitions for the pestware and may provide information
about how pestware infections occur.

Referring next to FIG. 4, shown is a flowchart depicting a
method in accordance with another embodiment of the
present invention. Again, reference will be made to FIGS. 1
and 2 for exemplary purposes, but it should be recognized that
the method described with reference to FIG. 4 is certainly not
limited to the specific embodiments described with reference
to FIGS. 1 and 2. As shown, in this embodiment activity on a
computer is monitored for indicia of pestware (Block 402),
and if potential pestware-related activity is detected, recorded
information related to the activity is searched to identify one
or more suspicious objects (e.g., files and/or processes) that
are related to the activity (Block 404). In some embodiments,
the shields 120 (described with reference to FIG. 1) may
monitor the protected computer 100 for activities, and if the
activity is identified as potential pestware activity (e.g., by the
heuristics module 110), then the research module 108
searches the activity log 120 and/or one or more of the N files
for information relating to the pestware-related activity.

As shown in FIG. 4, recorded information (e.g., one or
more of the N files) is then traversed to trace through infor-
mation related to the suspicious objects that leads to an origin
of'the suspicious objects (Block 406). In one embodiment for
example, the suspicious activity leads to a search for suspi-
cious processes and/or files related to the activity (e.g., using
the activity log 120), which then leads to a search of one or
more of the N files 130 (e.g., the cache index 243) for an
indication of the source of the suspicious process and/or files.

As depicted in FIG. 4, if the source of the suspicious
object(s) is identified (Block 408), then the source of the
suspicious object(s) is then reported (e.g., to a pestware
research entity). In this way, the suspicious objects and the
web sites originating the suspicious objects may be further
researched to establish the extent to which they may be a
threat.

As anexample of pestware-related activity that may trigger
the search for a source of the activity, if a series of particular
API calls is made in a pattern known to be associated with
pestware, the process(es) making the calls may be identified
using, for example, the activity log 120. In turn, the activity
log 120 may be used to identify the file(s) associated with the
process(es), and the cache index 243 may be utilized to search
for a source of the file(es). It should be recognized that this is
merely one example of the type of activity that may trigger
backwards researching of logs on a computer, and that pat-
terns in process creation, downloaded files, changes to an
operating system registry and browser settings, for example,
may trigger a search of the computer’s logs.

Referring nextto FIG. 5, shown is a flowchart depicting yet
another method in accordance with another embodiment of
the present invention. While referring to FI1G. 5, simultaneous
reference will be made to FIGS. 1 and 2 for exemplary pur-
poses, but it should be recognized that the method described
with reference to FIG. 5 is certainly not limited to the specific
embodiments described with reference to FIGS. 1 and 2.

As shown, in this embodiment a time of interest is initially
established based upon a suspicion that pestware has infected
a computer (Block 502). In some embodiments, for example,
auser may establish the time of interest based upon events the
user observed (e.g., pop-ups or a system crash). In one
embodiment, as discussed with reference to FIG. 1, in
response to a user request, the time stamp module 112 may
issue a time stamp and initiate research that is related to
activity occurring at or around the time of the time stamp. In
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variations, the user is provide with an alert in response to the
heuristics module 110 identifying an activity that is suspi-
cious and the user is given an option to initiate research at or
around the time of interest.

In other embodiments, the time stamp module 112 auto-
matically generates a time stamp in response to a report of
suspicious activity (e.g., from the shields 120 or heuristics
module 110).

As shown in FIG. 5, once a time of interest is established,
suspicious activity is identified on the computer based upon
the time of interest (Block 504). The time of interest may be
established, for example, to include a time period before the
time stamp is issued so that a search for suspicious activity is
limited to a particular time period. In some embodiments, the
activity log 130 and/or one or more of the N files 130 are
accessed and analyzed to determine whether any activity
during the time of interest is suspicious (e.g., the activity
indicates in some way that it may be associated with pest-
ware). As an example, if any logged information (e.g., in the
activity log 130 and/or one or more of the N files 130) indi-
cates that during the time of interest that, for example, access
to the registry was carried out in connection with a down-
loaded file or the launch of a process, the activities may
identified as being suspect and further research relative to the
process and the file may carried out.

Beneficially, many of the logs accessed include time-
stamped information, which enables an activity that occurred
during the time of interest to be readily identified and ana-
lyzed either alone or in connection with other activities occur-
ring during the time of interest. As an example, the activity log
220, the browser history 240, browser cache 242, operating
system setting 246, the event log 248, the debugging log 250
the firewall log 252, the file information 254 and the moni-
toring software logs 256 include time stamped information
that provides insight into the activities that occurred on the
computer during the time of interest.

As depicted in FIG. 5, once one or more activities are
identified as being suspicious (Block 504), one or more
objects (e.g., processes or files) on the computer are associ-
ated with the suspicious activity (Block 506). For example,
the research module 108 may search the activity log 120
and/or one or more of the N files for information that associ-
ates the suspicious activity to one or more processes and the
processes may be related to one or more files.

As shown in FIG. 5, recorded information on the computer
is then traversed in order to trace to an origin of one or more
of the objects (Block 508). For example, a search of one or
more of the N files 130 (e.g., the cache index 243) may be
carried out to identify the source of a suspicious process
and/or files. Once the source of the suspicious object(s) is
identified (Block 510), the source is then reported (e.g., to a
remote research entity)(Block 512).

It should be recognized that the methods described with
reference to FIGS. 3, 4 and 5 are merely exemplary and are
certainly not the only modes of operation that are contem-
plated. As an example, the establishment of a time of interest,
as discussed with reference to FIG. 5, may be useful in the
method described with reference to FIGS. 3 and 4 for identi-
fying information that leads to the source of the pestware or
pestware-related activities. Moreover, it is contemplated that
aspects from all three of the methods described with reference
to FIGS. 3, 4 and 5 may be combined.

In conclusion, the present invention provides, among other
things, a system and method for identifying a source of pest-
ware or suspected pestware on a computer. Those skilled in
the art can readily recognize that numerous variations and
substitutions may be made in the invention, its use and its
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configuration to achieve substantially the same results as
achieved by the embodiments described herein. Accordingly,
there is no intention to limit the invention to the disclosed
exemplary forms. Many variations, modifications and alter-
native constructions fall within the scope and spirit of the
disclosed invention as expressed in the claims.
What is claimed is:
1. A method for identifying an origin of activity on a
computer that is indicative of pestware comprising:
monitoring, using a kernel-mode driver, the computer for
activity that is indicative of pestware, wherein the moni-
toring includes monitoring API calls and storing a his-
tory of at least a portion of the API calls in an activity log;

analyzing, heuristically, computer activity to determine
whether one or more weighted factors associated with an
activity exceeds a threshold so as to arrive at a determi-
nation that the activity is indicative of pestware;

identifying, based upon the activity, an object residing on
the computer that is a suspected pestware object;

accessing, in response to the identifying an object, at least
a portion of a recorded history of externally networked
sources that the computer received files from so as to
identify a reference to an identity of a particular exter-
nally networked source that the suspected pestware
object originated from; and

reporting the identity of the particular externally net-

worked source to an externally networked pestware
research entity so as to enable the externally networked
pestware research entity to research whether the particu-
lar externally networked source is a source of pestware.

2. The method of claim 1, wherein the particular externally
networked source is identified by an identifier selected from
the group consisting of an I.P. address and a URL.

3. The method of claim 2, wherein the identifying includes
accessing an activity log that includes information that relates
the activity to the suspected pestware object.

4. The method of claim 1, wherein the recorded history
resides in a browser cache, which includes information about
files downloaded to the computer and a source of each of the
files.

5. The method of claim 1, wherein the recorded history
resides in at least one log selected from the group consisting
of an activity log, a browser history, browser cache, browser
settings, operating system settings, an event log, a debugging
log, a firewall log, file information and monitoring software
logs.

6. A system for identifying a source of activity on a com-
puter that is indicative of pestware including:

an activity monitor configured to monitor API calls and to

store a history of at least a portion of the API calls in an
activity log, wherein the activity monitor includes a
kernel-mode driver adapted to intercept the API calls;

a heuristics module configured to identify an activity on the

computer that is indicative of pestware residing on the
computer and to analyze the activity to determine
whether one or more weighted factors associated with
the activity exceeds a threshold; and

a research portion configured to access, in response to a

prompt from the heuristics module, a first set of recorded
information on the computer that relates the activity to at
least one file residing on the computer, and wherein the
research portion is configured to access a second set of
recorded information on the computer that relates the at
least one file to an externally networked source from
which the file was received; and

a reporting portion configured to generate a report that

identifies the externally networked source of the file and
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to report an identity of the externally networked source
to an externally networked pestware research entity so as
to enable the externally networked pestware research
entity to research whether the externally networked
source is a source of pestware.

7. The system of claim 6, wherein activity monitor is con-
figured to store an identity of each process that made each of
the API calls in the stored history, and wherein the activity
monitor is configured to store an identity of each file that
corresponds to each the processes that made the API calls in
the stored history so as to create a relation between each API
call and at least one file.

8. The system of claim 6, wherein the heuristics module is
configured to receive information about the API calls from the
activity monitor and determine whether the API calls are
indicative of pestware.

9. The system of claim 6, wherein the first set of recorded
information and the second set of recorded information reside
in the same log file on a file storage device of the computer.

10. The system of claim 6, wherein the externally net-
worked source is identified by an identifier selected from the
group consisting of an I.P. address and a URL.

11. The system of claim 6 wherein the recorded history
resides in at least one log selected from the group consisting
of an activity log, a browser history, browser cache, browser
settings, operating system settings, an event log, a debugging
log, a firewall log, file information and monitoring software
logs.

12. A non-transitory computer-readable medium including
processor-executable instructions for identifying an origin of
activity on a computer that is indicative of pestware, the
instructions including instructions for:

5

20
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monitoring, with a kernel-mode driver, the computer for
activity that is indicative of pestware, wherein the
instructions for monitoring include instructions for
monitoring API calls and storing a history of at least a
portion of the API calls in an activity log;
analyzing, heuristically, computer activity to determine
whether one or more weighted factors associated with an
activity exceeds a threshold so as to arrive at a determi-
nation that the activity is indicative of pestware;

identifying, based upon the activity, an object residing on
the computer that is a suspected pestware object;

accessing, in response to the identifying an object, at least
a portion of a recorded history of externally networked
sources that the computer received files from so as to
identify a reference to an identity of a particular exter-
nally networked source that the suspected pestware
object originated from; and

reporting the identity of the particular externally net-

worked source to an externally networked pestware
research entity so as to enable the externally networked
pestware research entity to research whether the particu-
lar externally networked source is a source of pestware.

13. The non-transitory computer-readable medium of
claim 12, wherein the particular externally networked source
is identified by an identifier selected from the group consist-
ing of an I.P. address and a URL.

14. The non-transitory computer-readable medium of
claim 12, wherein the recorded history resides in at least one
log selected from the group consisting of an activity log, a
browser history, browser cache, browser settings, operating
system settings, an event log, a debugging log, a firewall log,
file information and monitoring software logs.

ok ok % %
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BACKWARDS RESEARCHING ACTIVITY
INDICATIVE OF PESTWARE

PRIORITY

The present application is a continuation of commonly-
owned and assigned application Ser. No. 11/408,146, entitled
Backwards Researching Activity Indicative of Pestware, filed
Apr. 20, 2006, which is incorporated herein by reference in its
entirety and for all purposes.

RELATED APPLICATIONS

The present application is related to commonly-owned and
assigned application Ser. No. 10/956,573, entitled System
and Method For Heuristic Analysis to Identify Pestware,
which issued as U.S. Pat. No. 7,480,683; application Ser. No.
10/956,574, entitled System and Method for Pestware Detec-
tion and Removal which issued as U.S. Pat. No. 7,533,131;
application Ser. No. 11/237,291, entitled System and Method
for Locating Malware and Generating Malware Definitions;
application Ser. No. 11/257,609, entitled System and Method
for Kernel-Level Pestware Management; application Ser. No.
11/237,291, entitled Client Side Exploit Tracking; applica-
tion Ser. No. 11/408,215, entitled Backward Researching
Existing Pestware; and application Ser. No. 11/408,145,
entitled Backward Researching Time Stamped Events to Find
an Origin of Pestware, which are incorporated herein by
reference.

COPYRIGHT

A portion of the disclosure of this patent document con-
tains material that is subject to copyright protection. The
copyright owner has no objection to the facsimile reproduc-
tion by anyone of the patent disclosure, as it appears in the
Patent and Trademark Office patent files or records, but oth-
erwise reserves all copyright rights whatsoever.

FIELD OF THE INVENTION

The present invention relates to computer system manage-
ment. In particular, but not by way of limitation, the present
invention relates to systems and methods for detecting, con-
trolling and/or removing pestware.

BACKGROUND OF THE INVENTION

Personal computers and business computers are continu-
ally attacked by trojans, spyware, and adware, collectively
referred to as “malware,” “spyware” or “pestware.” These
types of programs generally act to gather information about a
person or organization—often without the person or organi-
zation’s knowledge. Some pestware is highly malicious.
Other pestware is non-malicious but may cause issues with
privacy or system performance. And yet other pestware is
actually beneficial or wanted by the user. Unless specified
otherwise, “pestware” as used herein refers to any of these
programs that collects information about a person or an orga-
nization.

Software is presently available to detect and remove pest-
ware. But as it evolves, the software to detect and remove it
must also evolve. Accordingly, current techniques and soft-
ware for removing pestware are not always satisfactory and
will most certainly not be satisfactory in the future. Addition-
ally, because some pestware is actually valuable to a user,
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pestware-detection software should, in some cases, be able to
handle differences between wanted and unwanted pestware.

Current pestware removal software uses definitions of
known pestware to search for and remove files on a protected
system. These definitions are often slow and cumbersome to
create. Additionally, it is often difficult to initially locate the
pestware in order to create the definitions. Accordingly, a
system and method are needed to address the shortfalls of
present technology and to provide other new and innovative
features.

SUMMARY OF THE INVENTION

Exemplary embodiments of the present invention that are
shown in the drawings are summarized below. These and
other embodiments are more fully described in the Detailed
Description section. Itis to be understood, however, that there
is no intention to limit the invention to the forms described in
this Summary of the Invention or in the Detailed Description.
One skilled in the art can recognize that there are numerous
modifications, equivalents and alternative constructions that
fall within the spirit and scope of the invention as expressed in
the claims.

The present invention can provide a system and method for
researching an identity of a source of activity that is indicative
of pestware. In one embodiment the method comprises moni-
toring, using a kernel-mode driver, API call activity on the
computer; storing information related to the API call activity
in a log; analyzing, heuristically, the API call activity to
determine whether one or more weighted factors associated
with the API call activity exceeds a threshold; identifying,
based upon the API call activity, a suspected pestware object
on the computer; identifying, in response to the identifying
the suspected pestware object, a reference to an identity of an
externally networked source of the suspected pestware
object; and reporting the identity of the externally networked
source to an externally networked pestware research entity.

As previously stated, the above-described embodiments
and implementations are for illustration purposes only.
Numerous other embodiments, implementations, and details
of the invention are easily recognized by those of skill in the
art from the following descriptions and claims.

BRIEF DESCRIPTION OF THE DRAWINGS

Various objects and advantages and a more complete
understanding of the present invention are apparent and more
readily appreciated by reference to the following Detailed
Description and to the appended claims when taken in con-
junction with the accompanying Drawings wherein:

FIG. 1 illustrates a block diagram of one implementation of
the present invention;

FIG. 2 is a block diagram depicting an embodiment of the
file storage device of FIG. 1;

FIG. 3 is a flowchart depicting a method according to an
exemplary embodiment;

FIG. 4 is a flowchart depicting another method according
to another embodiment;

FIG. 5 is a flowchart depicting yet another method accord-
ing to yet another embodiment.

DETAILED DESCRIPTION

Referring now to the drawings, where like or similar ele-
ments are designated with identical reference numerals
throughout the several views, and referring in particular to
FIG. 1, it illustrates a block diagram of one implementation of
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the present invention. Shown is a protected computer 100 that
includes a detection module 102, quarantine module 104,
removal module 106, and shields 120. In addition, a research
module 108 is shown coupled to a heuristics module 110, a
time stamp module 112 and a reporting module 114.

Each of these modules can be implemented in software or
hardware. And if implemented in software, the modules can
be implemented in a single software package or in multiple
software packages. In addition, one of ordinary skill in the art
will recognize that the software can be designed to operate on
any type of computer system including WINDOWS and
Linux-based systems. Additionally, the software can be con-
figured to operate on personal computers and/or servers. For
convenience, embodiments of the present invention are gen-
erally described herein with relation to WINDOWS-based
systems. Those of skill in the art can easily adapt these imple-
mentations for other types of operating systems or computer
systems.

Also shown is a file storage device 118 that is coupled to the
research module 108 and an activity monitor 116. In this
embodiment the file storage device includes an activity log
120, a pestware file 124 and a collection of N files 130. The
file storage device 118 is described herein in several imple-
mentations as hard disk drive for convenience, but this is
certainly not required, and one of ordinary skill in the art will
recognize that other storage media may be utilized without
departing from the scope of the present invention. In addition,
one of ordinary skill in the art will recognize that the storage
device 118, which is depicted for convenience as a single
storage device, may be realized by multiple (e.g., distributed)
storage devices.

In the exemplary embodiment, the pestware file 124, cor-
responds to (e.g., includes data relating to) a pestware process
122 operating in memory. The pestware process 122 is exem-
plary of pestware processes that are configured to make one or
more unauthorized alterations to the computer 100. For
example, the pestware process 122 may make changes to
either or both of the browser settings and/or operating system
(OS) settings without approval and/or the knowledge of the
user.

In accordance with several embodiments, the research
module 108 is configured to receive an indication that either
known pestware is residing on the computer or activities
indicative of pestware have occurred or are occurring on the
protected computer. In response, the research module 108 is
configured to research the activity log 120 and/or the N files
130, which include information (e.g., historical logs) relating
to events on the computer 100, to identify a source of the
pestware 122, 124 or pestware-related activities, which may
be reported by the reporting module 114 to a centralized data
store for subsequent pestware management purposes.

For example, the identities (e.g., I.P. address, URL, email
client or program name) of sources (e.g., web sites, email or
program) of the pestware may be collected in a centralized
data store (not shown) and then subsequently reported to
other users. In addition, the sources of the pestware or sus-
pected pestware may be visited to further research how the
pestware is being distributed from the URLs and/or to gener-
ate new definitions for pestware discovered at these sources.

As described further with reference to FIG. 2, the N files
130 include one or more files with information that assist the
research module 108 in tracing information in the N files 130
to an identity (e.g., URL) of the source of pestware 122, 124
on the computer 100. One or more of the N files 130 may be
associated with an operating system of the protected com-
puter and/or one or more applications of the protected com-
puter, and may include information such as process IDs,
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registry entries, file names, cookies and URLs among other
information that is used to trace from an identified pestware
file, pestware process and/or pestware activity to an originat-
ing source (e.g., URL or IP address) of the infection. In one
embodiment, one or more of the N files 130 is generated from
an application that generates a log of data after examining the
computer. An example of such an application is an application
distributed under the name HijackThis.

In the exemplary embodiment depicted in FIG. 1, the
research module 108 is configured to receive indications that
pestware may be present on the computer from each of the
detection engine 102, the heuristics engine 110 and the time
stamp module 112, but this is certainly not required. In other
embodiments, for example, the research module 108 may be
configured to communicate only with the detection engine
102 or only with the heuristics engine. In yet other embodi-
ments, the research module 108 may be configured to receive
only a time stamp from the time stamp module 112.

According to several embodiments, pestware-detection
functions operating on the protected computer 100 are repre-
sented by the detection engine 102, the quarantine engine
104, the removal engine 106, the shields 120 and the heuristic
engine 110. The basic functions of the detection engine 102 is
to compare files, processes and registry entries on the pro-
tected computer against known pestware definitions and char-
acteristics. When a match is found, in addition to quarantining
and removing a pestware object, the detection engine 102
informs the research module 108 of the pestware. Details
associated with several embodiments of sweep, quarantine,
and removal engines are found in the above-identified appli-
cation entitled System and Method for Pestware Detection
and Removal.

Pestware and pestware activity can also be identified by the
shields 120, which generally run in the background on the
computer system. In the exemplary embodiment depicted in
FIG. 1, the shields 120 are divided into the operating system
shields 120A and the browser shields 120B. The shields 120
are designed to watch for pestware and for typical pestware
activity and includes two types of shields: behavior-monitor-
ing shields and definition-based shields.

As an example, the shields 120 monitor the protected com-
puter 100 for certain types of activities that generally corre-
spond to pestware behavior. Particular examples of some of
the types of activities that are monitored include a process
spawning another process, an alteration to registry entries,
communications with remote sites via the Internet, alterations
to a start up folder, injection of a DLL into another process,
and a change to the browser’s home page and/or bookmarks.
Some specific examples of shields are disclosed in the above-
identified application entitled System and Method for Locat-
ing Malware and Generating Malware Definitions. In the
exemplary embodiment, the shields 120 inform the heuristics
engine 110 about the activities and the heuristics engine 110
determines whether the research module 108 should be
informed and/or whether the activity should be blocked.

As an example, the heuristics module 110 may compare the
activities on the computer with weighted factors to make
decisions relative to activities at the protected computer. Each
of these factors may be, for example, associated with a par-
ticular activity and each factor may be weighted by the like-
lihood that the activity is associated with pestware. If the sum
of'the weighted factors that match the activity history exceed
a threshold, then the activity is identified as pestware activity
and the heuristics module 110 prompts the research module
108 to initiate research into the origin of the pestware initiat-
ing the activity. It should be recognized that this type of
heuristics operation is merely one example, and that the heu-
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ristics module 110 may use other techniques to analyze activ-
ity on the computer. Additional information related to heuris-
tics-based scanning is found in the above-identified
applications entitled System and Method For Heuristic
Analysis to Identify Pestware and Client Side Exploit Track-
ing.

In the exemplary embodiment depicted in FIG. 1, the time
stamp module 112 is configured to send a time stamp to the
research module 108 in response to a request from a user
and/or in response to the heuristics module 110. In some
embodiments for example, the heuristics module 110 pro-
vides the user with information about suspect activity on the
computer 100 so that the user has the option as to whether or
not the research module 108 will attempt to identify the
source of the activity.

In other embodiments, the heuristics module 110 prompts
the time stamp module 112 to initiate the generation of a time
stamp, without user intervention, in response to activity thatis
indicative of pestware activity. In one implementation, for
example, the heuristics module 110 prompts the research
module 108 to initiate tracing of the pestware activity to an
origin of the pestware that is associated with the activity, and
the heuristics module 110 also prompts the time stamp mod-
ule 112 to send a time stamp to the research module 108 so
that the research module 108 is provided with a time reference
as well as information about the pestware activities.

In yet other embodiments, the timestamp module 112 oper-
ates independently of the heuristics module 110. For
example, the timestamp module 112 may prompt the research
module 108 to initiate a review of the activity log 120 and/or
one or more of the N files in response to a user request.

The activity monitor 116 in several embodiments monitors
activities on the computer and stores information about the
activities in the activity log 120 so as to assist the research
module 108 in identifying activities associated with pestware
and the source of the pestware. In some embodiments, for
example, the activity log 120 includes a list of processes that
are running on the protected computer and the files that are
associated with the processes. Although not depicted in FIG.
1, the shields 120 may utilize the activity monitor 116 to
detect pestware-related events and intercept efforts by pest-
ware to spawn new processes or alter aspects of the protected
computer 100.

In some variations, the activity monitor 116 may inject
code into existing processes so that when a process attempts
to call a function of the computer’s 100 operating system (not
shown) the injected code can check the process to be started
and raise a flag if the existing process is attempting to create
a new pestware process or attempting to alter one or more
settings (e.g., a registry setting) of the protected computer
100.

In other embodiments, the activity monitor 116 is realized
by a kernel-mode driver that may be loaded during a boot
sequence for the protected computer or anytime later. In these
embodiments, the activity monitor 116 is configured to log
API calls in the activity log. In many variations for example,
when a process (e.g., the pestware process) attempts to spawn
a another pestware process or alter a registry entry, the API
call utilized by the process is intercepted before it is carried
out by an operating system of the protected computer. In this
way, the attempt may be logged in the activity log 120 and the
process may be analyzed to determine whether it is known to
be a pestware-related process. Additional details of use of a
kernel-level driver in connection with pestware management
may be found in the above identified application entitled:
System and Method for Kernel-Level Pestware Management.
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It should be recognized that the block diagram in FIG. 1
depicts functional capabilities associated with several
embodiments of the present invention. One of ordinary skill
in the art will recognize that the functions described with
reference to FIG. 1 may be realized by various implementa-
tions of software in connection with hardware or hardware
alone. In these implementations several functions may be
consolidated into a single module, for example, and as a
consequence, may appear different from the block diagram in
FIG. 1 without departing from the scope of the present inven-
tion.

Referring next to FIG. 2, shown are exemplary resources,
also referred to herein as historical logs, that are available to
the research module 108 in accordance with one embodiment
ofthe present invention. In general, these resources are logs of
historical events that occurred on the computer, and each of
the logs includes information that may be used to reference
other information when, for example, activities, processes
and files are traced so as to determine an origin of the pestware
or suspected pestware. As shown, a file storage device 218 in
this embodiment includes an activity log 220, which may be
generated by an activity monitor (e.g., the activity monitor
116) and may include information about processes running
on the computer 100 and files corresponding to the processes.
In variations, the activity log 220 includes a history of API
calls and respective times made by processes running on the
protected computer, but this is certainly not required.

In addition, the file storage device 218 includes a browser
history 240, browser cache 242, browser settings 244, OS
settings 246, an event log 248, a debugging log 250, a firewall
log 252, file information 254 and monitoring software logs
256. One or more of these exemplary files 240-256 may be
implemented for one or more of the N files 130 described with
reference to FIG. 1.

The browser history 240 in this embodiment includes a
listing of web sites and respective times that the web sites
were visited by the user. The browser cache 242 in this
embodiment includes files, cookies, and other objects cached
in connection with use of a browser of the protected computer
(e.g., Internet Explorer or Mozilla (not shown)). As depicted,
the browser cache 242 includes a cache index 243 that
includes a listing, which associates the content of the browser
cache 242 with URLs and time stamps. As discussed further
herein, the cache index 243 provides an efficient means for
identifying the times objects were retrieved and the URLs that
the objects were retrieved from.

The browser settings 244 include information about set-
tings associated with a browser and may include a home page
setting and list of user favorites. The browser settings 244 are
monitored by the shields 120 for changes. Those settings also
contain URLs that may be referenced in time stamped logs,
firewall logs, browser histories, etc.

The operating system (OS) settings 246 may include reg-
istry entries, a start up folder and other information utilized by
an operating system of the protected computer. As discussed
further herein, data included in the OS settings 246 may
include time stamps, which indicate when changes were
made to the settings.

The event log 248 in this embodiment includes a log of
events that is maintained by an operating system of the pro-
tected computer 100. For example, the event log 248 may
include event information including errors, user log-in his-
tory, a listing of processes that have been launched (and the
users that launched the processes), path information, infor-
mation about which process (and which users) accessed a
secure area and other information relating to operations of the
computer 100.
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Also shown in FIG. 2 is a debugging log 250 that includes
application errors, which point to a process and the address
where the error occurred. Some techniques employed by pest-
ware forcibly shut down applications, or cause applications to
crash when their memory space is injected with pestware
code. The infected applications like “explorer.exe” will crash,
or some times restart spontaneously. These events/occur-
rences show up in debugging logs. These are time stamped
events, that also reference files on the system.

The firewall log 252 is this embodiment is a collection of
information relating to network-related events on the pro-
tected computer. The firewall log 252, may for example,
include time stamps of network activities on the protected
computer, which may be utilized by the research module 108
to locate pestware or indicia of pestware.

Also shown in the data storage device 218 is a collection of
file information 254, also known as the file system, which
includes a database that the operating system uses to locate
and store information about files. For example, the file infor-
mation 254 may include the date and time a file is created, a
date and time the file was last modified, the date and time the
files was last accessed and the size of the file.

The monitoring-software logs 256 includes information
collected from one or more pieces of monitoring software that
are configured to monitor activity on the computer. As an
example, the monitoring logs 256 may be generated from a
filter driver, a module interfacing with a layer service provider
and/or browser helper objects. It should be recognized that
the logs 220, 240-256 depicted in FIG. 2 are merely exem-
plary and these logs are by no means representative all the
potential logs that may be accessed to research origins of
pestware and/or suspected-pestware.

Referring next to FIG. 3, shown is a flowchart depicting a
method in accordance with one embodiment. Although ref-
erence will be made to FIGS. 1 and 2 for exemplary purposes,
it should be recognized that the method described with refer-
ence to FIG. 3 is certainly not limited to the specific embodi-
ments described with reference to FIGS. 1 and 2. As shown, in
this embodiment a scan of a computer (e.g., the computer
100) for pestware is initially carried out (Block 302). In
several embodiments for example, the detection engine 102
scans the file storage device 118, the operating system regis-
try and executable memory of the protected computer for
indicia of pestware (e.g., processes or files matching pestware
definitions and/or alterations to a registry entry that are con-
sistent with pestware).

As shown in FIG. 3, if pestware indicia is found, then
recorded information (e.g., the activity log 120 and/or the N
files 130) that may include traces of the pestware is accessed
(Block 304), and traversed to search for information leading
to the identification of the source of the pestware (Block 306).
In some instances, the origin of the pestware may be identi-
fied by simply referencing one piece of data that is stored in
connection with the identification of the pestware source. In
other instances, however, it may be necessary to access sev-
eral pieces of referential data, which may be located in one or
more of the files 220-256 before arriving at the identity of the
source of the pestware.

As an example, if a pestware file is found on the file storage
device 118, then the cache index 243 of the browser cache 242
may be searched to identify the name of the file, and if the
originating URL is stored in connection with the file, the URL
is identified as the source of the file. As another example, if a
pestware process is identified, a search of the activity log 220
may lead to the identity of a second process that spawned the
pestware process, and additional searching of the activity log
220 using the name of the second process may lead to the
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identification of a pestware file associated with the second
process. In turn, a search of the cache index 243 for the name
of the pestware file may lead to the URL from which the
pestware file was downloaded.

As shown in FIG. 3, if the source of the pestware is iden-
tified (Block 308), then the source of the pestware is reported
(Block 310). In some embodiments, it is contemplate that
several other computers configured in accordance with the
protected computer 100 depicted in FIG. 1 may also report
sources of pestware to a centralized location where the URLs
may be added to a list of “bad URLs.” In addition, the iden-
tified URLs may be actively searched to learn more about the
pestware generated at the sites, which may help generate
definitions for the pestware and may provide information
about how pestware infections occur.

Referring next to FIG. 4, shown is a flowchart depicting a
method in accordance with another embodiment of the
present invention. Again, reference will be made to FIGS. 1
and 2 for exemplary purposes, but it should be recognized that
the method described with reference to FIG. 4 is certainly not
limited to the specific embodiments described with reference
to FIGS. 1 and 2. As shown, in this embodiment activity on a
computer is monitored for indicia of pestware (Block 402),
and if potential pestware-related activity is detected, recorded
information related to the activity is searched to identify one
or more suspicious objects (e.g., files and/or processes) that
are related to the activity (Block 404). In some embodiments,
the shields 120 (described with reference to FIG. 1) may
monitor the protected computer 100 for activities, and if the
activity is identified as potential pestware activity (e.g., by the
heuristics module 110), then the research module 108
searches the activity log 120 and/or one or more of the N files
for information relating to the pestware-related activity.

As shown in FIG. 4, recorded information (e.g., one or
more of the N files) is then traversed to trace through infor-
mation related to the suspicious objects that leads to an origin
of'the suspicious objects (Block 406). In one embodiment for
example, the suspicious activity leads to a search for suspi-
cious processes and/or files related to the activity (e.g., using
the activity log 120), which then leads to a search of one or
more of the N files 130 (e.g., the cache index 243) for an
indication of the source of the suspicious process and/or files.

As depicted in FIG. 4, if the source of the suspicious
object(s) is identified (Block 408), then the source of the
suspicious object(s) is then reported (e.g., to a pestware
research entity). In this way, the suspicious objects and the
web sites originating the suspicious objects may be further
researched to establish the extent to which they may be a
threat.

As an example of pestware-related activity that may trigger
the search for a source of the activity, if a series of particular
API calls is made in a pattern known to be associated with
pestware, the process(es) making the calls may be identified
using, for example, the activity log 120. In turn, the activity
log 120 may be used to identify the file(s) associated with the
process(es), and the cache index 243 may be utilized to search
for a source of the file(es). It should be recognized that this is
merely one example of the type of activity that may trigger
backwards researching of logs on a computer, and that pat-
terns in process creation, downloaded files, changes to an
operating system registry and browser settings, for example,
may trigger a search of the computer’s logs.

Referring nextto FIG. 5, shown is a flowchart depicting yet
another method in accordance with another embodiment of
the present invention. While referring to FIG. 5, simultaneous
reference will be made to FIGS. 1 and 2 for exemplary pur-
poses, but it should be recognized that the method described
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with reference to FIG. 5 is certainly not limited to the specific
embodiments described with reference to FIGS. 1 and 2.

As shown, in this embodiment a time of interest is initially
established based upon a suspicion that pestware has infected
a computer (Block 502). In some embodiments, for example,
auser may establish the time of interest based upon events the
user observed (e.g., pop-ups or a system crash). In one
embodiment, as discussed with reference to FIG. 1, in
response to a user request, the time stamp module 112 may
issue a time stamp and initiate research that is related to
activity occurring at or around the time of the time stamp. In
variations, the user is provide with an alert in response to the
heuristics module 110 identifying an activity that is suspi-
cious and the user is given an option to initiate research at or
around the time of interest.

In other embodiments, the time stamp module 112 auto-
matically generates a time stamp in response to a report of
suspicious activity (e.g., from the shields 120 or heuristics
module 110).

As shown in FIG. 5, once a time of interest is established,
suspicious activity is identified on the computer based upon
the time of interest (Block 504). The time of interest may be
established, for example, to include a time period before the
time stamp is issued so that a search for suspicious activity is
limited to a particular time period. In some embodiments, the
activity log 130 and/or one or more of the N files 130 are
accessed and analyzed to determine whether any activity
during the time of interest is suspicious (e.g., the activity
indicates in some way that it may be associated with pest-
ware). As an example, if any logged information (e.g., in the
activity log 130 and/or one or more of the N files 130) indi-
cates that during the time of interest that, for example, access
to the registry was carried out in connection with a down-
loaded file or the launch of a process, the activities may
identified as being suspect and further research relative to the
process and the file may carried out.

Beneficially, many of the logs accessed include time-
stamped information, which enables an activity that occurred
during the time of interest to be readily identified and ana-
lyzed either alone or in connection with other activities occur-
ring during the time of interest. As an example, the activity log
220, the browser history 240, browser cache 242, operating
system setting 246, the event log 248, the debugging log 250
the firewall log 252, the file information 254 and the moni-
toring software logs 256 include time stamped information
that provides insight into the activities that occurred on the
computer during the time of interest.

As depicted in FIG. 5, once one or more activities are
identified as being suspicious (Block 504), one or more
objects (e.g., processes or files) on the computer are associ-
ated with the suspicious activity (Block 506). For example,
the research module 108 may search the activity log 120
and/or one or more of the N files for information that associ-
ates the suspicious activity to one or more processes and the
processes may be related to one or more files.

As shown in FIG. 5, recorded information on the computer
is then traversed in order to trace to an origin of one or more
of the objects (Block 508). For example, a search of one or
more of the N files 130 (e.g., the cache index 243) may be
carried out to identify the source of a suspicious process
and/or files. Once the source of the suspicious object(s) is
identified (Block 510), the source is then reported (e.g., to a
remote research entity)(Block 512).

It should be recognized that the methods described with
reference to FIGS. 3, 4 and 5 are merely exemplary and are
certainly not the only modes of operation that are contem-
plated. As an example, the establishment of a time of interest,
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as discussed with reference to FIG. 5, may be useful in the
method described with reference to FIGS. 3 and 4 for identi-
fying information that leads to the source of the pestware or
pestware-related activities. Moreover, it is contemplated that
aspects from all three ofthe methods described with reference
to FIGS. 3, 4 and 5 may be combined.

In conclusion, the present invention provides, among other
things, a system and method for identifying a source of pest-
ware or suspected pestware on a computer. Those skilled in
the art can readily recognize that numerous variations and
substitutions may be made in the invention, its use and its
configuration to achieve substantially the same results as
achieved by the embodiments described herein. Accordingly,
there is no intention to limit the invention to the disclosed
exemplary forms. Many variations, modifications and alter-
native constructions fall within the scope and spirit of the
disclosed invention as expressed in the claims.

What is claimed is:

1. A method for identifying an origin of activity on a
computer that is indicative of pestware comprising:

monitoring, using a kernel-mode driver, API call activity
on the computer;

storing information related to the API call activity in a log;

analyzing, heuristically, the API call activity to determine
whether one or more weighted factors associated with
the API call activity exceeds a threshold;

identifying, based upon the API call activity, a suspected
pestware object on the computer;

identifying, in response to the identifying the suspected
pestware object, a reference to an identity of an exter-
nally networked source of the suspected pestware
object; and

reporting the identity of the externally networked source to
an externally networked pestware research entity,
wherein

the identity of the externally networked source is selected
from a group consisting of an I.P. address, a URL, an
email client and a program.

2. The method of claim 1, wherein the identifying the
suspected pestware object includes accessing an activity log
that includes information that relates the activity to the sus-
pected pestware object.

3. The method of claim 1, wherein the identifying a refer-
enceincludes accessing at least a portion of a recorded history
of externally networked sources.

4. The method of claim 3, wherein the recorded history
resides in at least one log selected from the group consisting
of an activity log, a browser history, browser cache, browser
settings, operating system settings, an event log, a debugging
log, a firewall log, file information and monitoring software
logs.

5. A system for identifying a source of activity on a com-
puter that is indicative of pestware including:

a kernel-level monitor configured to monitor API call
activity on the computer and to store information related
to the API call activity in a log;

a heuristics module configured to analyze the API call
activity to determine whether one or more weighted
factors associated with the API call activity exceeds a
threshold;

a research portion configured to identify, in response to a
prompt from the heuristics module, a suspected pest-
ware object on the computer; and

a reporting portion configured to generate a report includ-
ing a reference to an identity of an externally networked
source of the suspected pestware object and to report the
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identity of the externally networked source to an exter-
nally networked pestware research entity, wherein

the kernel-level monitor is configured to store information

about a relationship between at least one API call of the
API call activity and a file.

6. The system of claim 5, wherein the information com-
prises an identity of at least one process that made at least one
API call in the log.

7. The system of claim 5, wherein the heuristics module is
configured to receive information about the API call activity
from the kernel-level monitor and to determine whether the
API call activity is indicative of pestware.

8. The system of claim 5, wherein the kernel-level monitor
is configured to intercept at least one API call.

9. The system of claim 5, wherein the identity of the exter-
nally networked source is selected from the group consisting
ofan I.P. address, a URL, an email client and a program name.

10. The system of claim 5, wherein the research portion is
configured to access at least a portion of a recorded history of
externally networked sources.

11. The system of claim 10, wherein the recorded history
resides in at least one log selected from the group consisting
of an activity log, a browser history, browser cache, browser
settings, operating system settings, an event log, a debugging
log, a firewall log, file information and monitoring software
logs.

12. A non-transitory computer-readable medium including
processor-executable instructions for identifying an origin of
activity on a computer that is indicative of pestware, the
instructions including instructions for:

monitoring, using a kernel-mode driver, API call activity

on the computer;
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storing information related to the API call activity in a log;

analyzing, heuristically, the API call activity to determine

whether one or more weighted factors associated with
the API call activity exceeds a threshold;

identifying, based upon the API call activity, a suspected

pestware object on the computer;

identifying, in response to the identifying the suspected

pestware object, a reference to an identity of an exter-
nally networked source of the suspected pestware
object; and

reporting the identity of the externally networked source to

an externally networked pestware research entity,
wherein

the identity of the externally networked source is selected

by an identifier selected from a group consisting of an
1.P. address, a URL, an email client and a program.

13. The non-transitory computer-readable medium of
claim 12, wherein the instructions for identifying the sus-
pected pestware object include instructions for accessing an
activity log that includes information that relates the activity
to the suspected pestware object.

14. The non-transitory computer-readable medium of
claim 12, wherein the instructions for identifying a reference
include instructions for accessing at least a portion of a
recorded history of externally networked sources.

15. The non-transitory computer-readable medium of
claim 14, wherein the recorded history resides in at least one
log selected from the group consisting of an activity log, a
browser history, browser cache, browser settings, operating
system settings, an event log, a debugging log, a firewall log,
file information and monitoring software logs.
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