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“The book has a very good balance between the theory and practice of real-time embedded system
designs. Most other books on real-time systems concentrate on theory without practical experi-
ence or have a focus on design examples without the theoretical background.” ’

—Jun-ichiro itojun Hagino, Ph.D., Research Laboratory, Internet Initiative Japan Inc., IETF IPvé6
Operations Working Group (v6ops) co-chair

“A clear, concise, and comprehensive introduction to embedded and pervasive computing. This
book should be required reading for any engineer or product manager entering or looking to grow
in the embedded marketplace. Beginning with basic concepts, Qing Li provides exceptional detail
taking the new embedded reader to whatever level of granularity they require or would find inter-
esting. Qing Li introduces the concept of embedded designs and clearly illustrates the differences
between non-real-time and soft and hard real-time requirements. Taking the RTOS concept from
its component structure (e.g., scheduler, objects, and services), he delves into great detail with each
sub-component. His sections on /O, exception handling, and protocol stacks create a comprehen-
sive presentation for the embedded ‘newbee’ as well as the intermediate-level embedded devel-
opet.”

—Jerry Krasner, Ph.D., MBA., vice-president, industry analyst, and consultant, Embedded Market
Forecasters

«This book has comprehensive, practical, updated, and easy-to-understand content about
real-time embedded computer systems. I strongly believe that the knowledge, theory, and concepts
explained in this book are quite important not only for the engineers who design the real-time sys-
tems and students in computer science and robotics departments, but also for every user of
real-time embedded systems—especially a communication network operator, system administrator,
or machinery engineer.”

—Dr. Shin Miyakawa, senior research manager, IPv6 Group, Innovative IP Architecture Center,
NTT Communications Corporation
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FOREWORD

We live in a world today in which software plays a critical part. The most critical soft-
ware is not running on large systems and PCs. Rather, it runs inside the infrastructure
and in the devices that we use every day. Our transportation, communications, and
energy systems won’t work if the embedded software contained in our cars, phones,
routers and power plants crashes.

The design of this invisible, embedded software is crucial to all of us. Yet, there has been
a real shortage of good information as to effective design and implementation practices
specific to this very different world. Make no mistake, it is indeed different and often
more difficult to design embedded software than more traditional programs. Time, and
the interaction of multiple tasks in real-time, must be managed. Seemingly esoteric con-
cepts, such as priority inversion, can become concrete in a hurry when they bring a
device to its knees. Efficiency—a small memory footprint and the ability to run on lower
cost hardware—become key design considerations because they directly affect cost,
power usage, size, and battery life. Of course, reliability is paramount when so much is
at stake—company and product reputations, critical infrastructure functions, and, some-
times, even lives.

Mr. Li has done a marvelous job of pulling together the relevant information. He lays
out the issues, the decision and design process, and the available tools and methods. The
latter part of the book provides valuable insights and practical experiences in under-
standing application development, common design problems, and solutions. The book
will be helpful to anyone embarking on an embedded design project, but will be of par-
ticular help to engineers who are experienced in software development but not yet in
real-time and embedded software development. It is also a wonderful text or reference
volume for academic use.

The quality of the pervasive, invisible software surrounding us will determine much
about the world being created today. This book will have a positive effect on that quality
and is a welcome addition to the engineering bookshelf.

Jerry Fiddler
Chairman and Co-Founder, Wind River
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In this chapter...

® Real Life Examples of Embedded
SYStOms . .ooconvvras e

* Real-Time Embedded Systems. .. ... 10
» The Future of Embedded Systems. . . 16
* Points to Re‘mamber; ..... i g7

CHAPTER 1

INTRODUCTION

In ways virtually unimaginable just a few decades ago, embedded systems are reshaping
the way people live, work, and play. Embedded systems come in an endless variety of
types, each exhibiting unique characteristics. For example, most vehicles driven today
embed intelligent computer chips that perform value-added tasks, which make the vehi-
cles easier, cleaner, and more fun to drive. Telephone systems rely on multiple integrated
hardware and software systems to connect people around the world. Even private homes
are being filled with intelligent appliances and integrated systems built around embedded
systems, which facilitate and enhance everyday life.

Often referred to as pervasive or ubiquitous computers, embedded systems represent a
class of dedicated computer systems designed for specific purposes. Many of these
embedded systems are reliable and predictable. The devices that embed them are conve-
nient, user-friendly, and dependable.

One special class of embedded systems is distinguished from the rest by its requirement
to respond to external events in real time. This category is classified as the real-time
embedded system.

As an introduction to embedded systems and real-time embedded systems, this chapter
focuses on:

examples of embedded systems,

defining embedded systems,

defining embedded systems with real-time behavior, and
e current trends in embedded systems.
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3.5

On-Chip Debugging 51

3. creating necessary stacks for RTOS

4. initializing additional RTOS extensions, such as:
e TCPAP stack
e file systems

5. starting the RTOS and its initial tasks

The components of an RTOS (for example, tasks, semaphores, and message queues) are
discussed in more detail in later chapters of this book. For now, note that the RTOS
abstracts the application code from the hardware and provides software objects and ser-
vices that facilitate embedded-systems application development.

3.4.3 Application Software Initialization

After the RTOS is initialized and running with the required components, control is
transferred to a user-defined application. This transfer takes place when the RTOS code
calls a predefined function (that is RTOS dependent) which is implemented by the
user-defined application. At this point, the RTOS services are available. This application
also goes through initialization, during which all necessary objects, services, data struc-
tures, variables, and other constructs are declared and implemented. For a simple, user
application such as the “hello world” application, all the work can be done in this func-
tion. This user-defined application (maybe the “hello world” application) might finally
produce its impressive output. On the other hand, for a complex application, it will cre-
ate task or tasks to perform the work. These application-created tasks will execute once
the kernel scheduler runs. The kernel scheduler runs when this control-transfer function
exits.

On-Chip Debugging

Many silicon vendors recognize the need for built-in microprocessor debugging, called
on-chip debugging (OCD). BDM and JTAG are two types of OCD solutions that allow
direct access and control over the microprocessor and system resources without needing
software debug agents on the target or expensive in-circuit emulators. As shown in
Figure 3.1, the embedded processor with OCD capability provides an external interface.
The developer can use the external interface to download code, read or write processor
registers, modify system memory, and command the processor to execute one instruction
and halt, thus facilitating single-step debugging. Depending on the selected processor, it
might be possible to disable the on-chip peripherals while OCD is in effect. It might also
be possible to gain a near real-time view of the executing system state. OCD is used to
solve the chicken-and-egg problem often encountered at the beginning development
stage—if the monitor is the tool for debugging a running program, what debugs the
monitor while it’s developed? The powerful debug capabilities offered by the OCD com-
bined with the quick turnaround time required to set up the connection means that soft-
ware engineers find OCD solutions invaluable when writing hardware initialization
code, low-level drivers, and even applications.
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B2 CHAPTER 3: EMBEDDED SYSTEM INITIALIZATION

3.6

JTAG stands for Joint Test Action Group, which was founded by electronics manufac-
turers to develop a new and cost-effective test solution. The result, produced by the
JTAG consortium, is sanctioned by the IEEE1149.1 standard.

BDM stands for background debug mode. It refers to the microprocessor debug inter-
face introduced by Motorola and found on its processor chips. The term also describes
the non-intrusive nature (on the executing system) of the debug method provided by the
OCD solutions.

An OCD solution is comprised of both hardware and software. Special hardware
devices, called personality modules, are built for the specific processor type and are
required to connect between the OCD interface on the target system and the host devel-
opment system. The interface on the target system is usually an 8- or 10-pin connector.
The host side of the connection can be the parallel port, the serial port, or the network
interface. The OCD-aware host debugger displays system state information, such as the
contents of the processor registers, the system memory dump, and the current executing
instruction. The host debugger provides the interface between the embedded software
developer and the target processor and its resources.

Points to Remember

Some points to remember include the following:

o Developers have many choices for downloading an executable image to a target sys-
tem. They can use target-monitor-based, debug-agent-based, or hardware-assisted
connections.

e The boot ROM can contain a boot image, loader image, monitor image, debug
agent, or even executable image.

e Hardware-assisted connections are ideal, both when first initializing a physical target
system as well as later, for programming the final executable image into ROM or
flash memory.

e Some of the different ways to boot a target system include running an image out of
ROM, running an image out of RAM after copying it from ROM, and running an
image out of RAM after downloading it from a host.

e A system typically undergoes three distinct initialization stages: hardware initializa-
tion, OS initialization (RTOS), and application initialization.

e After the target system is initialized, application developers can use this platform to
download, test, and debug applications that use an underlying RTOS.
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MICROPROCESSORS / OPERATING SYSTEMS

A clear, concise, and comprehensive

introduction to embedded and pervasive
computing. This book should be required
reading for any engineer or product manager ...
—Jerry Krasner, Ph.D., MBA., vice-president,
industry analyst, and consultant, Embedded

Market Forecasters

... a very good balance between the
theory and practice of real-time
embedded system designs.
—Jun-ichiro itojun Hagino, Ph.D.,
Research Laboratory, Internet Initiative
Japan Inc., IETF IPv6 Operations
Working Group (v6ops) co-chair

Master the fundamental concepts of real-time embedded system
programming and jumpstart your embedded projects with effective design
and implementation practices. This book bridges the gap between higher-

level abstract modeling concepts and the lower-level programming aspects of
embedded systems development. You gain a solid understanding of real-time
embedded systems with detailed practical examples and industry wisdom on
key concepts, design processes, and the available tools and methods.

Delve into the details of real-time programming so you can develop a
working knowledge of the common design patterns and program structures
of real-time operating systems (RTOS). The objects and services that are a
part of most RTOS kernels are described and real-time system design is
explored in detail. You learn how to decompose an application into units and
how to combine these units with other objects and services to create
standard building blocks. A rich set of ready-to-use, embedded design
“building blocks” is also supplied to accelerate your development efforts and

increase your productivity.

Experienced developers new to embedded systems and engineering or
computer science students will both appreciate the careful balance between
theory, illustrations, and practical discussions. Hard-won insights and
experiences shed new light on application development, common design
problems, and solutions in the embedded space. Technical managers active
in software design reviews of real-time embedded systems will find this a
valuable reference to the design and implementation phases.
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