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Privacy Act Statement

The Privacy Act of 1874 (P.L. 93-879) requires that you be given certain information in connection with your
submission of the allached form reiated o a patent application or patent. Accordingly, pursuant to the
requirements of the Act, please be advised that: (1) the general authority for the collection of this information is
35 U.S.C. 2(b)}(2); (2) furnishing of the information soliciled is voluntary; and (3) the principal purpose for which
the information is used by the U.S. Patent and Trademark Office is to process and/or examine your submission
related {0 a patent application or patent. If you do not furnish the requested information, the U.S. Patent and
Trademark Office may not be able 1o process and/or examine your submission, which may result in termination
of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be frealed confidentially 1o the exient allowed under the Freedom of
information Act (& U.S.C. 552) and the Privacy Act (5 U.5.C 552a). Records from this system of
records may be disclosed 1o the Depariment of Justice {o delermine whether disclosure of these
records is required by the Freadom of Information Act.

2. Avrecord from this system of records may be disclosed, as a routine use, in the course of preseniing
evidence 10 a court, magistrate, or adminisirative tribunal, including disclosures {0 opposing counsel in
the course of setilement negotiations.

3. A record in this system of records may be disclosed, as a routine use, 1o a Member of Congress
submitting a request involving an individual, 1o whom the record pertains, when the individual has
requested assisiance from the Member with respect to the subject maiter of the record.

4. A record in this system of records may be disclosed, as a routine use, 1o a contractor of the Agency
having need for the information in order io perform a contract. Recipients of information shall be
required {o comply with the requiremenis of the Privacy Act of 1974, as amended, pursuant io 5 U.S.C.
552a{m).

5. A record refated io an inlernational Application filed under the Patent Cooperation Treaty in this
system of records may be disclosed, as a routine use, 1o the International Bureau of the World
intellectual Property Organization, pursuant {o the Patant Cooperation Treaty.

6. A record in this system of records may be disclosed, as a rouline use, to another federal agency for
purposes of National Security review (35 U.S8.C. 181) and for review pursuant {o the Alomic Energy Act
{42 U.5.C. 218(¢}}.

7. Avrecord from this system of records may be disclosed, as a routine use, 1o the Adminisirator, General
Services, or his/her designee, during an inspection of records conducied by GSA as pari of that
agency’s responsibility to recommend improvements in records management practices and programs,
under authority of 44 U .S.C. 2804 and 2906, Such disclosure shall be made in accordance with the
GSA regulations governing inspection of records for this purpose, and any other relevant (je., GSA or
Commerce) directive. Such disclosure shall not be used {0 make determinations about individuals.

8. A record from this sysiem of records may be disclosed, as a routine use, 1o the public afier either
pubtication of the application pursuant to 35 U.S.C. 122(b) or issuance of a palent pursuant {o 35
U.S.C. 151, Further, a record may be disclosed, subject 1o the limitations of 37 CFR 1.14, as a routine
use, to the public if the record was filed in an application which became abandened or in which the
proceedings were terminated and which application is referenced by either a published application, an
application open o public inspection or an issued patent.

9. A record from this system of records may be disciosed, as a routing use, to a Federal, State, or local
law enforcement agency, if the USPTO becomes aware of a violation or polential viclation of law or
regulation.
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Approved for use through 11/30/2020. OMB 0651-0032
U.S. Patent and Trademark Cffice; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid CMB control number.

Attorney Docket Number | 81230.921US3

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | SMART BARRIER ALARM DEVICE

The application data sheet is part of the provisional or nonprovisional application for which it is being submitted. The following form contains the
bibliographic data arranged in a format specified by the United States Patent and Trademark Office as outlined in 37 CFR 1.76.

This document may be completed electronically and submitted to the Office in electronic format using the Electronic Filing System (EFS) or the
document may be printed and included in a paper filed application.

Secrecy Order 37 CFR 5.2:

[ Portions or all of the application associated with this Application Data Sheet may fall under a Secrecy Order pursuant to
37 CFR 5.2 (Paper filers only. Applications that fall under Secrecy Order may not be filed electronically.)

Inventor Information:

Remove
Inventor [1

Legal Name

Prefix| Given Name Middle Name Family Name Suffix
[+ [Seorge Bealman [+

Residence Information (Select One) e US Residency Non US Residency Active US Military Service

City Iremecula State/Province | [CA | Country of Residencd | US

Mailing Address of Inventor:

Address 1 P055 Corte del Nogal

Address 2

City | [Carlsbad State/Province | |CA
Postal Code 92011 Countryi | us

All Inventors Must Be Listed - Additional Inventor Information blocks may be

generated within this form by selecting the Add button. Add

Correspondence Information:

Enter either Customer Number or complete the Correspondence Information section below.
For further information see 37 CFR 1.33(a).

[ ] An Address is being provided for the correspondence Information of this application.

Customer Number 34018

Email Address chiipmail@gtlaw_.com | AddEmail | |Remove Email

Application Information:

Title of the Invention SBMART BARRIER ALARM DEVICE

Attorney Docket Number| 81230.921US3 Small Entity Status Claimed [ |

Application Type Nonprovisional v
Subject Matter ility v
Total Number of Drawing Sheets (if any) 15 Suggested Figure for Publication (if any)
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PTO/AIA/4 (02-18)

Approved for use through 11/30/2020. OMB 0651-0032

U.S. Patent and Trademark Cffice; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | 81230.921US3

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | SMART BARRIER ALARM DEVICE

Filing By Reference:

Only complete this section when filing an application by reference under 35 US.C. 111(c} and 37 CFR 1.57{a). Do not complete this section if
application papers including a specification and any drawings are being filed. Any domestic benefit or foreign priority information must be
provided in the appropriate section(s) below (i.e., “Domestic Benefit/National Stage Information” and “Foreign Priority Information”).

For the purposes of a filing date under 37 CFR 1.53(b), the description and any drawings of the present application are replaced by this
reference to the previously filed application, subject to conditions and requirements of 37 CFR 1.57(a). ]
Application number of the previcusly Filing date {YYYY-MM-DD) Intellectual Property Authority or Country

filed application

Publication Information:
[ ] Request Early Publication (Fee required at time of Request 37 CFR 1.219)

Request Not to Publish. | hereby request that the attached application not be published under

35 U.S.C. 122(b) and certify that the invention disclosed in the attached application has not and will not be the
subject of an application filed in another country, or under a multilateral international agreement, that requires
publication at eighteen months after filing.

Representative Information:

Representative information should be provided for all practitioners having a power of attorney in the application. Providing
this information in the Application Data Sheet does not constitute a power of attorney in the application (see 37 CFR 1.32).

Either enter Customer Number or complete the Representative Name section below. If both sections are completed the customer
Number will be used for the Representative Information during processing.

Please Select One: ¢ Customer Number US Patent Practitioner () Limited Recognition (37 CFR 11.9)
Customer Number 34018

Domestic Benefit/National Stage Information:

This section allows for the applicant to either claim benefit under 35 U.S.C. 119(e), 120, 121, 365(c), or 386(c) or indicate
National Stage entry from a PCT application. Providing benefit claim information in the Application Data Sheet constitutes
the specific reference required by 35 U.5.C. 119(e) or 120, and 37 CFR 1.78.

When referring to the current application, please leave the “Application Number” field blank.

Prior Application Status | Pending - Remove
Filing or 371(c) Date
Application Number Continuity Type Prior Application Number (YYYY-MM-DD)

[Continuation in part of 15946511 2018-04-05

4
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Approved for use through 11/30/2020. OMB 0651-0032

U.S. Patent and Trademark Cffice; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

. Attorney Docket Number | 81230.921US3
Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | SMART BARRIER ALARM DEVICE

Prior Application Status | |Patented v

Application o Prior Application Filing Date Issue Date
Number Continuity Type Number (YYYY-MM-DD) Patent Number (YYYY-MM-DD)
15946511 Division of ~| (14629370 2015-02-03 9940797 2018-04-10

Additional Domestic Benefit/National Stage Data may be generated within this form

by selecting the Add button.

Foreign Priority Information:

This section allows for the applicant to claim priority to a foreign application. Providing this information in the application data sheet
constitutes the claim for priority as required by 35 U.S.C. 119(b) and 37 CFR 1.55. When priority is claimed to a foreign application
that is eligible for retrieval under the priority document exchange program (PDX)I the information will be used by the Office to
automatically attempt retrieval pursuant to 37 CFR 1.55(i)(1) and (2). Under the PDX program, applicant bears the ultimate
responsibility for ensuring that a copy of the foreign application is received by the Office from the participating foreign intellectual
property office, or a certified copy of the foreign priority application is filed, within the time period specified in 37 CFR 1.55(g)(1).

Remove

Application Number Cc>untryi Filing Date (YYYY-MM-DD) Access Codé (if applicable)

Additional Foreign Priority Data may be generated within this form by selecting the
Add button. Add

Statement under 37 CFR 1.55 or 1.78 for AlA (First Inventor to File) Transition
Applications

This application (1) claims priority to or the benefit of an application filed before March 16, 2013 and (2) also

contains, or contained at any time, a claim to a claimed invention that has an effective filing date on or after March
[] 16, 2013.

NOTE: By providing this statement under 37 CFR 1.55 or 1.78, this application, with a filing date on or after March

16, 2013, will be examined under the first inventor to file provisions of the AlA.
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Approved for use through 11/30/2020. OMB 0651-0032

U.S. Patent and Trademark Cffice; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

. Attorney Docket Number | 81230.921US3
Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | SMART BARRIER ALARM DEVICE

Authorization or Opt-Out of Authorization to Permit Access:

When this Application Data Sheet is properly signed and filed with the application, applicant has provided written
authority to permit a participating foreign intellectual property {IP) office access to the instant application-as-filed (see
paragraph A in subsection 1 below) and the European Patent Office {(EPO) access to any search results from the instant
application (see paragraph B in subsection 1 below).

Should applicant choose not to provide an authorization identified in subsection 1 below, applicant must opt-out of the
authorization by checking the corresponding box A or B or both in subsection 2 below.

NOTE: This section of the Application Data Sheet is ONLY reviewed and processed with the INITIAL filing of an
application. After the initial filing of an application, an Application Data Sheet cannot be used to provide or rescind
authorization for access by a foreign IP office(s). Instead, Form PTO/SB/39 or PTO/SB/69 must be used as appropriate.

1. Authorization to Permit Access by a Foreign Intellectual Property Office(s)

A. Priority Document Exchange (PDX) - Unless box A in subsection 2 (opt-out of authorization) is checked, the
undersigned hereby grants the USPTO authority to provide the European Patent Office (EPQ), the Japan Patent Office
{(JPO), the Korean Intellectual Property Office (KIPQ), the State Intellectual Property Office of the People’s Republic of
China (SIPQO)}, the World Intellectual Property Organization (WIPO), and any other foreign intellectual property office
participating with the USPTO in a bilateral or multilateral priority document exchange agreement in which a foreign
application claiming priority to the instant patent application is filed, access to: (1) the instant patent application-as-filed
and its related bibliographic data, (2) any foreign or domestic application to which priority or benefit is claimed by the
instant application and its related bibliographic data, and (3) the date of filing of this Authorization. See 37 CFR 1.14(h)

(1).

B. Search Results from U.S. Application to EPO - Unless box B in subsection 2 {opt-out of authorization) is checked,
the undersigned hereby grants the USPTO authority to provide the EPO access to the bibliographic data and search
results from the instant patent application when a European patent application claiming priority to the instant patent
application is filed. See 37 CFR 1.14(h)(2).

The applicant is reminded that the EPO’s Rule 141(1) EPC (European Patent Convention) requires applicants to submit a
copy of search results from the instant application without delay in a European patent application that claims priority to
the instant application.

2. Opt-Out of Authorizations to Permit Access by a Foreign Intellectual Property Office(s)

A. Applicant DOES NOT authorize the USPTO to permit a participating foreign IP office access to the instant
[ ] application-as-filed. If this box is checked, the USPTO will not be providing a participating foreign IP office with
any documents and information identified in subsection 1A above.

B. Applicant DOES NOT authorize the USPTO to transmit to the EPO any search results from the instant patent
[ ] application. If this box is checked, the USPTO will not be providing the EPO with search results from the instant
application.
NOTE: Once the application has published or is otherwise publicly available, the USPTO may provide access to the
application in accordance with 37 CFR 1.14.
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PTO/AIA/4 (02-18)

Approved for use through 11/30/2020. OMB 0651-0032

U.S. Patent and Trademark Cffice; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | 81230.921US3

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | SMART BARRIER ALARM DEVICE

Applicant Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title 37 of CFR
to have an assignment recorded by the Office.

Applicant {1

If the applicant is the inventor (or the remaining joint inventor or inventors under 37 CFR 1.45), this section should not be completed.
The information to be provided in this section is the name and address of the legal representative who is the applicant under 37 CFR
1.43; or the name and address of the assignee, person to whom the inventor is under an obligation to assign the invention, or person
who otherwise shows sufficient proprietary interest in the matter who is the applicant under 37 CFR 1.46. If the applicant is an
applicant under 37 CFR 1.46 {(assignee, person to whom the inventor is obligated to assign, or person who otherwise shows sufficient
proprietary interest) together with one or more joint inventors, then the joint inventor or inventors who are also the applicant should be

identified in this section.

® Assignee Legal Representative under 35 U.S.C. 117 Joint Inventor

Person to whom the inventor is obligated to assign. Person who shows sufficient proprietary interest

If applicant is the legal representative, indicate the authority to file the patent application, the inventor is:

vI

Name of the Deceased or Legally Incapacitated Inventor:

If the Applicant is an Organization check here. X

Organization Name | ko) Nk INTELLIGENT TECHNOLOGY, INC.

Mailing Address Information For Applicant:

Address 1 P055 Corte del Nogal

Address 2

City Carlshad State/Province CA
Country | s Postal Code 92011
Phone Number Fax Number

Email Address

Additional Applicant Data may be generated within this form by selecting the Add button. Add

Assignee Information including Non-Applicant Assignee Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title
37 of CFR to have an assighment recorded by the Office.
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PTO/AIA/4 (02-18)

Approved for use through 11/30/2020. OMB 0651-0032

U.S. Patent and Trademark Cffice; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | 81230.921US3

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | SMART BARRIER ALARM DEVICE

Assignee 1

Complete this section if assighee information, including non-applicant assignee information, is desired to be included on the patent
application publication. An assignee-applicant identified in the "Applicant Information™ section will appear on the patent application
publication as an applicant. For an assighee-applicant, complete this section only if identification as an assignee is also desired on the
patent application publication.

If the Assignee or Non-Applicant Assignee is an Organization check here. []

Prefix Given Name Middle Name Family Name Suffix
Mailing Address Information For Assignee including Non-Applicant Assignee:

Address 1

Address 2

City State/Province

Countryi Postal Code

Phone Number Fax Number

Email Address

Additional Assignee or Non-Applicant Assignee Data may be generated within this form by 2

selecting the Add button.

Signature:

NOTE: This Application Data Sheet must be signed in accordance with 37 CFR 1.33(b). However, if this Application
Data Sheet is submitted with the INITIAL filing of the application and either box A or B is not checked in
subsection 2 of the “Authorization or Opt-Out of Authorization to Permit Access” section, then this form must
also be signed in accordance with 37 CFR 1.14(c).

This Application Data Sheet must be signed by a patent practitioner if one or more of the applicants is a juristic
entity (e.g., corporation or association). If the applicant is two or more joint inventors, this form must be signed by a
patent practitioner, all joint inventors who are the applicant, or one or mare joint inventor-applicants who have been given
power of attorney (e.g., see USPTO Form PTO/AIA/81) on behalf of all joint inventor-applicants.

See 37 CFR 1.4(d) for the manner of making signatures and certifications.

Signature |/Gary R. Jarosik/ Date (YYYY-MM-DD)| [2018-11-26
First Name | |Gary R. Last Name | {arosik Registration Number | [35906
Additional Signature may be generated within this form by selecting the Add button. Add
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Approved for use through 11/30/2020. OMB 0651-0032

U.S. Patent and Trademark Cffice; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | 81230.921US3

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | SMART BARRIER ALARM DEVICE

This collection of information is required by 37 CFR 1.76. The information is required to obtain or retain a benefit by the public which
is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This
collection is estimated to take 23 minutes to complete, including gathering, preparing, and submitting the completed application data
sheet form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to
complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandna, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the attached form related tc a patent
application or patent. Accordingly, pursuant to the requirements of the Act, please be advised that: (1) the general authority for the collection of this information
is 35 U.5.C. 2(b)(2); (2} furnishing of the informaticn solicited is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and
Trademark Office is to process and/or examine your submission related to a patent application or patent. If you do not furnish the requested informaticn, the U.S.
Patent and Trademark Office may not be able to process and/or examine your submission, which may result in termination of proceedings or abandonment of
the application or expiration of the patent.

The information provided by youin this form will be subject to the following routine uses:

1

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act (5 U.5.C. 552) and the Privacy
Act (5 US.C. 552a). Records from this system of records may be disclosed to the Department of Justice to determine whether the Freedom of
Information Act requires disclosure of these records.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a court, magistrate, or administrative
tribunal, including disclosures to opposing counsel in the course of settlement negotiations.

Arecord in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a request involving an individual, to whom
the record pertains, when the individual has requested assistance from the Member with respect tc the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for the information in order to perform
acontract. Recipients of information shall be required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.5.C.
552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records may be disclosed, as a routine use,
to the Internaticnal Bureau of the World Intellectual Property Crganization, pursuant to the Patent CooperationTreaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of National Security review (35 U.5.C. 181)
and for review pursuant to the Atomic Energy Act (42 U 5.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or his/her designee, during an
inspection of records conducted by GSA as part of that agency's responsibility to recommend improvements in records management practices and
programs, under authority of 44 U.5.C. 2904 and 2906. Such disclosure shall be made in accordance with the G5A regulations governing inspection of
records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make determinations about
individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of the application pursuant to 35 U.5.C.
122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use,
to the public if the record was filed in an application which became abandoned cr in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law enforcement agency, if the USPTO becomes
aware of a violation or potential viclation of law or regulation.
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SMART BARRIER ALARM DEVICE

BACKGROUND
I Cross-Reference to Related Application
[001] The present application is a continuation-in-part of U.S. patent application serial

number 15/946,511, filed on April 5, 2018, which is a divisional of U.S. patent application
serial number 14/629,370, filed on February 3, 2015, now U.S. patent number 9,940,797.

IL. Field of Use
[002] The present application relates to the field of home and business security. More
specifically, the present application relates to a barrier alarm device that helps reduce the

occurrences of false alarms.

III.  Description of the Related Art

[003] Security systems for homes and businesses have been around for many years. Often,
these systems make use of barrier alarm devices, such as door and window sensors, motion
detectors, sound detectors, etc. Door and window alarms typically comprise two distinct
parts: a magnet and a reed switch/transmitter assembly. The reed switch/transmitter assembly
is typically installed onto a stationary surface, such as a door or window frame, while the
magnet is mounted to a movable portion of a door or window. When the door or window is
closed, the magnet and reed switch are in close proximity to one another, maintaining the reed
switch in a first state indicative of a “no alarm” condition. If the door or window is opened,
proximity is lost between the magnet and the reed switch, resulting in the reed switch
changing state, e.g., from closed to open or from open to closed. The change of state is
indicative of a local alarm condition, and a signal may be generated by circuitry located
within the reed switch assembly and sent, via wires or over-the-air, to a central security panel
or gateway in the home, which may forward the signal to a remote monitoring station. In
addition, a very loud audible alert is typically generated by a siren coupled to the central

security panel in the home indicating that a door or window has been opened.
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[004] One problem with security systems is the relatively frequent occurrence of false
alarms. Most security systems offer a “home” arming feature which arms all door and
window sensors, but does not arm any interior motion sensors. In this way, occupants are
protected against intruders while being able to move about within the home without causing
motion sensors to alarm. Often times, occupants forget that the security system is armed, and
when they open a door or a window, a false alarm is triggered. These false alarms sometimes
cause a response by police or fire personnel, wasting valuable public resources. Additionally,
homeowners may be fined if too many false alarms occur within a certain time period.
Further, occupants are often startled if a local siren is triggered inside the home, because the
siren is deliberately designed to be very loud.

[005] It would be desirable to provide a security system that allows occupants to open doors
or windows while the security system is in an armed, “home” mode of operation, without

triggering an immediate, startling, audible alarm caused by a local siren.

SUMMARY

[006] The embodiments described herein relate to methods, systems, and apparatus for
monitoring a barrier by a barrier alarm device that reduces or prevents false alarms from
occurring. In one embodiment, a barrier alarm device is describe, comprising a barrier status
detection device for detecting when a barrier monitored by the barrier alarm device has been
opened, a human detection device for determining when a human being is inside a premises in
proximity to the barrier, a transmitter for transmitting a timed alarm signal to a receiver, the
timed alarm signal for initiating a timer, a memory having processor-executable instructions
stored thereon, and a processor coupled to the barrier status detection device, the human
detection device, the transmitter, and the memory, for executing the processor-executable
instructions that cause the barrier alarm device to determine, by the processor via the barrier
status detection device, that the barrier has been opened, determine, by the processor via the
human detection device, that a human being is inside the premises in proximity to the barrier,

and transmit, by the processor via the transmitter, the timed alarm signal to the receiver when
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the barrier has been opened and when a human being is inside the premises in proximity to the
barrier.

[007] In another embodiment, a central security panel is describe, comprising a
communication interface for receiving signals from a barrier alarm device, a memory for
storing processor-executable instructions, and a processor coupled to the communication
interface and the memory, for processing the processor-executable instructions that causes the
central security panel to receive a first alarm signal from a barrier alarm device that monitors
a barrier of a premises, the first alarm signal indicative of the barrier being opened and that a
human being is inside the monitored premises and in proximity to the barrier, in response to
receiving the first alarm signal, begin monitoring an elapsed time from when the first alarm
signal was received, determine, by the processor, that the elapsed time has exceeded a
predetermined time, in response to determining that the elapsed time has exceeded the
predetermined time, generate a security response, and provide the security response to a
receiver via the communication interface.

[008] In another embodiment, a method is described, performed by a barrier status detection
device, comprising determining when a barrier monitored by the barrier status detection
device has been opened, determining when a human being is inside a premises monitored by a
central security panel and inside the premises, and transmitting a timed alarm signal to a local
receiver, the timed alarm signal for initiating a timer, when the barrier has been opened and a
human being is in inside the premises and in proximity to the barrier.

[009] In yet another embodiment, a method is performed by a central security panel,
comprising receiving a first alarm signal from a barrier alarm device that monitors a barrier of
a premises, the first alarm signal indicative of the barrier being opened and that a human
being is inside the premises in proximity to the barrier, in response to receiving the first alarm
signal, starting a countdown timer, determining that the countdown timer has expired, in
response to determining that the countdown timer has expired, generate a security response,

and providing the security response to a receiver via a communication interface.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0010] The features, advantages, and objects of the present invention will become more
apparent from the detailed description as set forth below, when taken in conjunction with the
drawings in which like referenced characters identify correspondingly throughout, and
wherein:

[0011] FIG. 1 is an illustration of a security system in accordance with one embodiment of
the principles discussed herein;

[0012] FIG. 2 is a perspective view of one embodiment of a barrier alarm device shown in
FIG. 1;

[0013] FIG. 3 is a functional block diagram of one embodiment of the barrier alarm device
shown in FIG. 2;

[0014] FIG. 4 is an illustration of another security system in accordance with another
embodiment of the principles discussed herein;

[0015] FIG. 5 is a flow diagram illustrating one embodiment of a method performed by the
barrier alarm device shown in FIG. 2 when installed into a system such as FIG. 1,

[0016] FIG. 6 is a perspective view of another embodiment of the smart barrier alarm device
as shown in FIG 2;

[0017] FIG. 7 is a perspective view of the smart barrier alarm device as shown in FIG 6
showing an opening as a circular aperture formed through an end cap of the smart barrier
alarm device;

[0018] FIG. 8 is a cutaway, side view of the smart barrier alarm device as shown in FIG. 6;

[0019] FIG. 9 is a functional block diagram of one embodiment of a central security panel
using in conjunction with the smart barrier alarm device as shown in FIG. 6,

[0020] FIG. 10 is a flow diagram illustrating one embodiment of a method performed by the
smart alarm device as shown in FIG. 6 and the central security panel as shown in FIG. 9, for
reducing or preventing the occurrence of false alarms;

[0021] FIG. 11 is a flow diagram illustrating one embodiment of a method performed by
barrier alarm device 600 installed proximate to a door or a window of a premises being
monitored and central security panel 116, for reducing or preventing the occurrence of false

alarms;
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[0022] FIG. 12 is a functional block diagram of a stand-alone human detection device for use
in yet another embodiment, where the human detection device is used in conjunction with an
existing, prior-art barrier alarm device;

[0023] FIG. 13 is a flow diagram illustrating one embodiment of a method performed by the
human detection device as shown in FIG. 12 and the central security panel as shown in FIG. 9
when the door is opened by someone from inside the premises when the central security panel
is in an armed-home state;

[0024] FIG. 14 is a flow diagram illustrating the embodiment of a method performed by the
human detection device and the central security panel, as described by FIG. 13, except that a
door is opened by someone from outside a premises when the central security panel is in an
armed-home state; and

[0025] FIG. 15 is a flow diagram illustrating another embodiment of a method, performed by
the barrier alarm device of FIG. 6, to reduce the occurrence of false alarms, where the barrier
alarm device initiates a countdown timer before sending an immediate alarm signal the central
security device as shown in FIG. 9; and

[0026] FIG. 16 is a flow diagram illustrating one embodiment of a method performed by the
central security panel of FIG. 9 or a server as shown in Fig. 4 for reducing the occurrences of
false alarms when the door is opened by someone from outside of a premises when a home

security system is in an armed-home state.

DETAILED DESCRIPTION

[0027] The present application relates to systems, methods and apparatus for monitoring
doors and windows (“barriers”) using barrier alarm devices, such as door or window sensors,
while reducing occurrences of false alarms. For the purpose of the discussions herein, the
term “barrier alarm device” means any device used to monitor and report states, physical
conditions, attributes, status, or parameters of an entrance/exit barrier such as a door, a
window, a garage door, a gate, etc. Examples of barrier alarm devices comprise door and
window sensors, glass breakage detectors, light interruption detectors, etc.

[0028] Embodiments of a barrier alarm device described herein comprise a human detection
device that detects the presence of a human being in proximity to the barrier alarm device,

either inside or outside of monitored premises. In once embodiment, if a person inside a
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structure, such as a person’s residence, opens a monitored door or window while a security
system is armed, an alarm will not immediately be triggered if the barrier alarm device senses
the person in inside the structure in proximity to the barrier that was opened. Instead, a timed
alarm signal is generated by the barrier alarm device and transmitted to a security panel
which, in response, start a countdown timer that allows a person to cancel a security response
from occurring if a certain action is taken before the countdown timer expires. This new
barrier alarm device operates on the principle that if a door or window is opened and a person
is detected nearby the barrier alarm device on the inside of the premises, it is assumed that the
person is authorized to be inside the premises, and a security response should not be
immediately generated when the door or window is opened, allowing an authorized person
time to cancel the security response. Conversely, a new barrier alarm device may operate on
the principle that if a door or window is opened, and a person is detected in proximity to the
barrier alarm device on the outside of the premises, a security response should be immediately
initiated. Each of these principles is discussed in detail below.

[0029] FIG. 1 is an illustration of a security system in accordance with one embodiment of
the principles discussed herein. In this embodiment a door assembly 100 and a window
assembly 102 are monitored by barrier alarm devices 104 and 106, respectively. In one
embodiment, barrier alarm device 104 comprises magnet 108 mounted to door 112 and reed
switch assembly 110 mounted to door frame 114, while barrier alarm device 106 comprises a
magnet-less type sensor. The barrier alarm devices could, use alternative techniques to
magnetic field sensing to determine that status of a door or a window.

[0030] Each of the barrier alarm devices communicates with a receiver, such as central
security panel 116, typically using wireless RF signals generated by the barrier alarm devices
and/or central security panel 116. For example, if door 112 is opened, reed switch assembly
110 detects a reduction or elimination of a magnetic field produced by magnet 108 as magnet
108 moves away from reed switch assembly 110 as door 112 is opened. In response, reed
switch assembly 110 transmits a message to central security panel 116 indicative of a local
alarm condition, e.g., door 112 has been opened. In other embodiments, an Internet-
connected “hub” or “gateway” may replace central security panel 116, where signals from
barrier alarms and other security devices are sent to a central processing station, such as a

server in the “cloud”, for processing. References made to “central security panel 116” herein
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shall also include devices such as a hub, gateway, or the like. Additionally, the functionality
of central security panel 116 may be implemented by a remote processing device, such as a
server accessible by security panel 116 over a wide-area network, such as the Internet. In this
embodiment, signals from barrier alarm devices and other sensors may be sent via central
security panel 116 to such a remote processing device, and central security panel 116 may
receive commands from the remote processing device, such as to cause a siren located inside
and/or outside a premises monitored by one or more barrier alarm devices, to produce a very
loud, audible siren, to cause one or more lights to turn on, to lock or unlock one or more
wireless locks, etc.

[0031] Some barrier alarm devices are capable of being placed into an open position while
remaining “armed”. For example, some reed switch barrier alarm devices may use two
magnets, a first magnet positioned near the bottom of a window and one placed several inches
above the first magnet along a window frame such that the resultant opening allows air
through the window but not a human being. Thus, in an open but monitored position, the
window 1s opened so that the reed switch assembly is in close proximity to the second
magnet. Then, if an unauthorized person tries to enter the premises by opening the window
further, an immediate alarm signal will be generated.

[0032] In some embodiments, central security panel 116 may send messages to either of the
barrier alarm devices requesting a status of either alarm, e.g., either “open” or “closed”. In
response, one or both barrier alarm devices may transmit a response to central security panel
116 indicating a status of the door or window, as the case may be. Other commands may be
transmitted by central security panel 116 to other devices, such as “sound alarm” (to a
wireless siren), “turn on lights” (to a lamp control module), open gate (to an electronic gate
opener), lock doors (to a wireless lock), etc.

[0033] As described above, central security panel 116 monitors barrier alarm devices 104,
106, and other security devices (for example, a tilt sensor, shock sensor, motion detector,
passive infra-red detector, light interruption detector, etc.) that may be part of the security
system. Such security panels are widely used in home security systems, sold by large
companies such as Honeywell Security of Melville, New York, 2Gig Technologies of Lehi,

Utah. In addition, central security panel 116 generally provides status information to users

29 (13
2

via a display, generally providing a visual indication of the status (“open”, “closed”, “on”

2
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“off”, “normal”, “alarm”, etc.) of each barrier alarm device, other security devices in the

system, or the system as a whole. Central security panel 116 may also be in communication
with an off-site remote monitoring station 124 via communication network 122, such as the
Internet, PSTN, a fiber optic communication network, a wireless communication network
(e.g., cellular, data, satellite, etc.), and/or other wide-area network(s). Remote monitoring
station 124 typically provides security monitoring services for homes and businesses equipped
with security systems such as the one shown in FIG. 1. Remote monitoring station 124 is
adapted to receive communications from central security panel 116 via network 122 in
response to central security panel 116 receiving an indication of an alarm condition being
sensed by one or more barrier alarm devices/sensors in the security system. In other
embodiments, central security panel 116 simply receives raw data from the barrier alarm
devices and determines, based on the data, whether a local alarm condition has occurred.
When a local alarm condition is detected, central security panel 116 generates a system alarm
which may comprise taking one or more security responses, such as notifying remote
monitoring station 124 that a local alarm condition has occurred, illuminating one or more
lights, causing one or more audible alerts to sound within a home or business, etc.

[0034] Keypad 118 is a remote user interface, wired or wirelessly coupled to central security
panel 114. Keypad 118 may be conveniently located near an entry door and used to arm and
disarm the security system, and display status information to a user. It is also generally used
to allow a user to cancel an alarm, preventing a security response from being initiated, such as
in the case when a timed alarm signal is sent by a barrier alarm that monitors a primary entry
door. The timed alarm signal allows an authorized user to open a monitored door, whereupon
a countdown timer is generally started by central security panel 116, giving the person a fixed
time period in which to cancel a security response by central security panel 116. To cancel
the security response, an authorized person typically enters a known security code into keypad
118, and keypad 118 transmits the security code to central security panel 116, whereupon
central security panel 116 cancels the security response if the security code matches an
authorized security code stored in a memory of central security panel 116.

[0035] FIG. 2 is a perspective view of one embodiment of a barrier alarm device, comprising
magnet 108 and reed switch assembly 110. In other embodiments, the barrier alarm device

may use alternative door/window status detection devices, such as an ultrasonic
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transducer/receiver, an infrared transmitter/receiver, or some other device to determine
whether a window is open or closed. The barrier alarm device may have additional features,
such as a user interface 202 and status indicator 204. The user interface 202 may comprise a
pushbutton or other switch to provide input to the barrier alarm device. For example, in some
embodiments, user interface 202 is used to place the barrier alarm device into a “learn” state
of operation for initial installation and pairing with central security panel 116, or can be used
to “bypass” a barrier alarm device, for temporarily disabling a barrier alarm device. Status
indicator 204 can comprise, for example, an LED or a piezo speaker and related electronics to
indicate a state of the barrier alarm (i.e., normal, learn, low battery) and/or providing an
indication that a timed alarm signal has been transmitted. Such a timed alarm signal is
transmitted by a barrier alarm device when the barrier alarm device determines that a door or
window has been opened, and that a human being is inside a structure in proximity to a barrier
being monitored by the barrier alarm device. In this situation, status indicator 204 may be
illuminated, or emit one or more sounds, indicating to the person in proximity to the barrier
that he or she must cancel a security response within a fixed time period, as monitored by a
countdown timer located either in the barrier alarm device, the central security panel, or a
cloud-based server, such as within 30 seconds. The illumination and/or sound is generally
bright/loud enough to gain the person’s attention, but not so as to startle the person. For
example, one or more audible “chirps” may be emitted by a piezo speaker when the timed
alarm signal is transmitted, each chirp less than 40 decibels or so in volume. In one
embodiment, as the countdown timer nears its expiration, the indication(s) produced by status
indicator 204 may increase in frequency, intensity, and/or volume.

[0036] In one embodiment, reed switch assembly 110 comprises housing 200 that covers a
processor, a barrier state detection device (in this example, a reed switch), an RF transmitter, a
human detection device, and a battery. For purposes of discussion herein, the term “barrier
alarm device” is used interchangeably with the term “reed switch assembly” or the
combination of reed switch assembly 110 and magnet 108. Of course, the barrier alarm
device could comprise any number of alternative embodiments, such as a magnet-less door
window sensor, an RF detector, an RFID sensor, a light interruption detector, or any other
device that is able to determine the status of a barrier such as a door or a window (i.e.,

whether a door or window is open or closed). The reed switch is used to detect the presence
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or absence of a magnetic field produced by magnet 108 and the transmitter used to transmit
information to central security panel 116 relating to the status of a door or window. Reed
switch assembly 110 further comprises a human detection device for detecting the presence of
a person inside a home or business and in proximity to the barrier being monitored by the
barrier alarm device. The term “in proximity” generally means within a distance from a
barrier for a human being to open or close the barrier.

[0037] As mentioned above, reed switch assembly 110 comprises a human detection device.
The human detection device detects the presence of a human being in proximity to a barrier
that is being monitored by the reed switch assembly. In one embodiment, the reed switch
assembly is configured to detect human beings inside a monitored premises and in proximity
to a barrier and in another, configured to detect human beings outside a monitored premises
and in proximity to a barrier. When configured to detect human beings outside of a monitored
premises, the reed switch assembly may use a detector that is external to housing 200 and
coupled to the detector via a wire or via wireless communications. For example, an ultrasonic
transducer and receiver could be mounted external to a window, and a wire connecting it to
the reed switch assembly. In other embodiments, reed switch assembly 110 comprises
hardware and related circuitry to detect a human being outside of a premises, such as by using
radar, subsonic tones.

[0038] Reed switch assembly 110 may comprise one or more apertures 206 to allow a human
detection device inside housing 200 to propagate signals in order to detect a human being in
proximity to a barrier. For example, if the human detection device is an ultrasonic transducer
and receiver, the apertures 206 allow ultrasonic pings to escape the housing and to be returned
to the ultrasonic receiver for processing. In other embodiments, the apertures 206 may,
additionally or alternatively, be located on a different surface of housing 200 in order to better
direct signals used to determine the presence of a human being. For example, in the
embodiment shown in FIG. 2, apertures 206 are located on “front-facing” side of housing 200.
This configuration might be best for a barrier alarm device that is mounted between three and
a half to six feet from the floor, for example, such as on a “head” of a movable portion of a
double hung window, to project signals horizontally towards anyone who might be in
proximity to the window. In an embodiment where the barrier alarm device is mounted

between seven and ten feet, for example mounted to a top portion of a door, apertures 206
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might be formed on the “bottom-facing” surface of housing 200, in order to project signals
downwards, towards a human being who may be opening the door.

[0039] In some embodiments, a deflection device 208 may be used to better guide signals
emanating from housing 200 to detect a human being after being installed over apertures 206.
In one embodiment, deflection device 208 comprises a fixed structure that mounts over
apertures 206. In another embodiment, deflection device 208 comprise movable “shutters” or
“louvers” mounted over or through apertures 206 to allow a user to adjust the direction of
signals emanating from housing 200. The deflection device 208 may be configured to guide
signals at a certain angle away from the housing 200 to have the best opportunity to sense a
human being, e.g., to guide signals to where a human being would expect to be when the reed
switch assembly is mounted in a typical location, such as on top of a door or window frame.
For example, the angle of deflection device 208 may be 45 degrees, thereby guiding signals
downwards and away from the barrier by 1-2 feet or so, depending on how high the reed
switch assembly is mounted.

[0040] In one embodiment, when a person is detected near barrier alarm device 110 inside a
monitored premises, no alarm signal is transmitted to security panel 116 if a door or window
is opened or, conversely, if a person is not detected when a door or window is opened, an
alarm signal is transmitted to security panel 116. This reduces the occurrence of false alarms,
because a person opening a door or window from within a monitored premise is assumed to
have authorization to be there. In another embodiment, the human detection device is
configured to detect the presence of a person near the barrier alarm device, but outside the
monitored premises. An alarm signal will only be generated when a door or window is
opened and a person is detected near the barrier alarm device, outside the monitored premises
or, conversely, when a door or window is opened and no person is detected outside the door
or window, no alarm signal is transmitted to central security panel 116. In another
embodiment, a bypass signal is sent to central security panel 116 when it is determined that an
authorized person has opened a door or a window, the bypass signal is an instruction to
central the remote location 116 to ignore future alarm signals generated by the barrier alarm
device or to disarm the system.

[0041] FIG. 3 is a functional block diagram of one embodiment of a portion of barrier alarm

device 104 or 106 in accordance with the teachings herein. Specifically, FIG. 3 shows
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processor 300, memory 302, human detection device 304, a barrier status detection device
306, and transmitter 308. It should be understood that the functional blocks may be coupled
to one another in a variety of ways, and that not all functional blocks necessary for operation
of the barrier alarm device are shown (such as a power supply), for purposes of clarity.

[0042] Processor 300 is configured to provide general operation of the barrier alarm device by
executing processor-executable instructions stored in memory 302, for example, executable
code. Processor 300 typically comprises a general purpose processor, such as an ADuC7024
analog microcontroller manufactured by Analog Devices, Inc. of Norwood Massachusetts,
although any one of a variety of microprocessors, microcomputers, and/or microcontrollers
may be used alternatively. Due to the relative small size of barrier alarm devices, and the fact
that most barrier alarm devices are battery-powered, processor 300 is typically selected to
have low power consumption, small in size, and inexpensive to purchase.

[0043] Memory 302 comprises one or more information storage devices, such as RAM
memory, ROM memory, EEPROM memory, UVPROM memory, flash memory, SD
memory, XD memory, or other type of electronic, optical, or mechanical memory device.
Memory 302 is used to store processor-executable instructions for operation of the barrier
alarm device as well as any information used by processor 300, such as threshold information,
parameter information, identification information, current or previous door or window status
information, etc.

[0044] Barrier status detection device 306 is coupled to processor 300 and monitors or
determines a state, physical condition, attribute, status, or parameter of something, such as the
status (e.g., “open”, “closed”, “movement detected”, etc.) of a door, window, gate, or other
entrance or exit barrier. Barrier status detection device 306 may comprise a reed switch,
ultrasonic transducer/receiver, an infrared transmitter/receiver, an RFID receiver, a tilt sensor,
an accelerometer, a gyroscope, a motion sensor, or some other device to determine whether a
window is open or closed.

[0045] Human detection device 304 comprises a device or circuitry to detect the presence of a
person in proximity to the barrier alarm device, either inside a monitored premises, outside a
monitored premises, or both. Examples of human detection device 304 include an ultrasonic
transducer/receiver, an infrared transmitter/receiver, a capacitance sensor, an RF tank circuit,

an RFID receiver and RFID chip, a motion detector, or some other circuitry or device able to
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detect the presence of a human being proximate to the barrier alarm device, door, or window.
The term “proximate to the barrier alarm device, door or window” means that a person is
within a distance from a barrier alarm device, door, or window that the person could open the
door or window where a barrier alarm device is installed.

[0046] In one embodiment, when a person approaches a door or window monitored by the
barrier alarm device, either inside premises being monitored or outside, human detection
device 304 sends a signal to processor 300 when the person is within a predetermined distance
from the barrier alarm device and, thus, the monitored door or window. In another
embodiment, human detection device 304 is inactive until barrier status detection device 306
determines that a monitored door or window has been opened. In this embodiment, barrier
status detection device 306 sends a signal to processor 300, and processor 300 then activates
the human detection device 304 to determine if a person is proximate to the barrier alarm
device and, thus, the monitored door or window, either inside the monitored premises,
outside, or both.

[0047] Transmitter 308 comprises circuitry necessary to wirelessly transmit alarm signals
and/or status messages and/or other information from the barrier alarm device to one or more
receivers, such as central security panel 116 or a gateway device coupled to a wide area
network such as the Internet, either directly or through in intermediate device, such as a
repeater, commonly used in popular mesh networks. Such circuitry is well known in the art
and may comprise BlueTooth, Wi-Fi, RF, optical, ultrasonic circuitry, among others.
Alternatively, or in addition, transmitter 308 comprises well-known circuitry to provide
signals to central security panel 116 or a gateway via wiring, such as telephone wiring,
twisted pair, two-conductor pair, CAT wiring, AC home wiring, or other type of wiring.

[0048] In normal operation, processor 300 executes processor-executable instructions stored
in memory 302 that causes processor 300 to monitor signals provided by barrier status
detection device 306 indicative of changes in one or more states, physical conditions,
attributes, status, or parameters of something being monitored, such as the condition of a door
or window being “open” or “closed”, changes between these states, or simply “movement”.
Processor 300 uses this data from barrier status detection device 306 to determine whether a
predetermined condition has occurred relating to the barrier alarm device (herein “local alarm

condition”), such as a door or window being monitored by the barrier alarm device changing
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state from “closed” to “open”, movement between these states, or simply “movement”.
Human detection device 304 monitors for the presence of a person proximate to the barrier
alarm device, door or window and provides signals to processor 300 indicative of whether a
human being is proximate or not. If processor 300 determines that a door or window has been
opened, it checks to see whether human detection device 304 has sensed a person proximate
to the barrier alarm device, door, or window. In an embodiment where human detection
device 304 is configured to detect persons inside a monitored premises, processor 300
generates an alarm signal only if there is no person proximate to the barrier alarm device,
door, or window inside the monitored premises, indicating that door or window movement
was the result of someone outside the monitored premises attempting unauthorized entry to
the premises. In an embodiment where human detection device 304 is configured to detect
persons outside a monitored premises, processor 300 generates an alarm signal only if there is
a person proximate to the barrier alarm device, door, or window outside the monitored
premises, again indicating that door or window movement was the result of someone outside
the monitored premises attempting unauthorized entry to the premises. In any case, if
processor 300 determines that a local alarm condition has occurred, an alarm signal is
provided to transmitter 308 for transmission to a remote location, such as central security
panel 116 or a gateway. In one embodiment, the alarm signal comprises a notification to
central security panel 116 that a local alarm condition has been detected at a particular door or
window being monitored by the barrier alarm device.

[0049] Thus, using the barrier alarm device described above, when a person inside a
monitored premises opens a door or window while a security system is armed, an alarm signal
will not be generated, or it will be ignored by central security panel 116, thereby avoiding a
false alarm.

[0050] FIG. 4 is an illustration of another security system in accordance with another
embodiment of the principles discussed herein. In this embodiment, barrier alarm devices 104
and 106 communicate with a receiver such as gateway 402, which forwards communications
from the barrier alarm devices to remote server 400 via wide area network 404. In one
embodiment, the barrier alarm devices additionally may communicate with a second receiver,
such as central alarm panel 116, as discussed previously. Gateway 402 comprises a wireless

and/or wired router and/or modem commonly found in millions of homes and businesses for
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routing Internet traffic. In this embodiment, gateway 402 provides signals from the barrier
alarm devices to remote server 400 and, in some embodiments, from remote server 400 to
barrier alarm device 106. Remote server 400 comprises an electronic computing device such
as a desktop or laptop computer, server, smartphone, wearable device, etc. In one
embodiment, remote server 400 may communicate with one or more remote entities, such as
other desktop or laptop computers, tablets, smart devices such as smartphones, wearable
devices, etc., to notify interested parties of activities occurring on/in the premises being
monitored by one or more barrier alarm devices. Such interested parties may include family
members and friends of an owner or renter of the premises, police, fire, paramedics, a remote
security monitoring center, etc.

[0051] In one embodiment, when a barrier alarm device detects that a barrier, such as a door
or a window, has been opened, and further that a human being is inside the premises being
monitored in proximity to the barrier, the barrier alarm device does not send an alarm signal
to gateway 402, as this situation indicates that an authorized person inside the monitored
premises has opened the barrier. In another embodiment, a bypass signal is transmitted to
central security panel 116, as described above. Additionally, or alternatively, the barrier alarm
device sends a status signal to gateway 402 to notify server 400 that a barrier has been
opened. Server 400 may simply store an indication of the opening and the time that it
occurred in an account associated with an account owner, i.e., the owner or renter of the
monitored premises. Alternatively, or in addition, server 400 may transmit an alert to one or
more remote devices 406, alerting interested parties of the opening.

[0052] When the barrier alarm device detects that a barrier has been opened, and further that a
human being is not inside the premises being monitored in proximity to the barrier, the barrier
alarm device sends an alarm signal to gateway 402, as this situation indicates that an
unauthorized person outside the monitored premises has opened the barrier. Server 400
receives the alarm signal and typically stores the date and time of the alarm signal occurrence
in an account, as described above. Alternatively, or in addition, server 400 sends a remote
alarm signal to one or more remote devices 406, alerting users of those devices that a barrier
has been opened by an unauthorized person. The alarm signal may also be transmitted from

the barrier alarm device to central security panel 116.
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[0053] In an alternative embodiment, a barrier alarm device may be configured to detect
whether a human being is outside of the monitored premises in proximity to a barrier being
monitored. Thus, when a barrier alarm device detects that a barrier has been opened and that
a human being is outside the monitored premises in proximity to the barrier, an alarm signal 1s
transmitted. Conversely, when a barrier alarm device 106 detects that a barrier has been
opened, and that a human being is not outside the monitored premises in proximity to the
barrier, an alarm signal is not transmitted (and/or a bypass signal is transmitted), as this
condition indicates that an authorized person has opened the barrier. The bypass signal, or
another, separate signal, may be transmitted to gateway 402, which then provides it to remote
server 400 as an indication that a barrier has been opened by an authorized person.

[0054] In another embodiment, barrier alarm device 106 does not make determinations as to
when to transmit an alarm signal and/or a bypass signal. Instead, processor 300 monitors
barrier status determination device 306 and human detection device 304 and transmits a
barrier status signal and a human status signal, respectively, to gateway 402, central security
panel 116, or both, when a change in state of one or both devices occurs. Remote server 400
and/or central security panel 116 receives these status signals and determines whether a local
alarm condition exists and whether to transmit an alarm signal to one or more remote devices
406 of interested parties and/or to a remote monitoring station 124. For example, as an
authorized person approaches a barrier, human detection device 304 changes state and
processor 300 causes transmitter 308 to transmit a human status signal to gateway 402, central
security panel 116, or both, which forwards it on to remote server 400 via wide area network
404 in the case of gateway 402. If the authorized person does not open the barrier, and then
walks away, barrier alarm device 106 transmits a second human status signal to gateway 402,
central security panel 116, or both, indicative of the person leaving proximity to the barrier.
If, however, the authorized person instead opens the barrier, barrier alarm device 106
transmits a barrier status signal to gateway 402, central security panel 116, or both, indicative
of the barrier being opened. If remote server 400 and/or central security panel 116 receives
this status indication signal, and the last known state of human detection device 304 is
“person detected inside in proximity to barrier”, then remote server 400 and/or central
security panel 116 does not generate an alarm signal (but may provide a notification to

interested parties of the status of the barrier such as “barrier open/authorized person present”).
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If no authorized person was present when the human status signal was received indicating that
the barrier had been opened, remote server 400 and/or central security panel 116 generates an
alarm signal that may provided to one or more interested parties and/or to remote monitoring
station 124.

[0055] FIG. 5 is a flow diagram illustrating one embodiment of a method performed by a
barrier alarm device installed proximate to a door or a window in a premises being monitored,
for reducing or preventing the occurrence of false alarms. It should be understood that in
some embodiments, not all of the steps shown in FIG. 5 are performed. It should also be
understood that the order in which the steps are carried out may be different in other
embodiments.

[0056] At block 500, processor 300 monitors signals from barrier status detection device 306
and human detection device 304.

[0057] At block 502, the barrier (e.g., door or window) is opened by an individual outside the
premises.

[0058] At block 504, processor 300 determines that the barrier has been opened by detecting a
change in a signal from barrier status detection device 306.

[0059] At block 506, processor 300 determines that a human being is not inside the premises
in proximity to the barrier by evaluating the signals from human detection device 304.

[0060] In one embodiment, human detection device 304 periodically evaluates the space
inside the premises and in proximity to the barrier to determine whether a human being is
present or not. For example, a motion sensor may be energized once every three seconds to
determine whether any infrared signal are detected, indicating the presence of a human being.
In another embodiment, an ultrasonic transducer may transmit an ultrasonic “ping” once every
two seconds to determine whether a return signal is received, indicating the presence of a
human being.

[0061] In another embodiment, human detection device 304 is kept in a default, “quiescent”,
de-energized state and energized only when processor 300 determines that the barrier has
been opened. The quiescent state refers to a low-power consumption state of operation or a
no-power consumption state of operation, e.g., being in an “off” condition. In this way,
power savings are achieved by the barrier alert device, as the circuitry comprising human

detection device 304 is only energized when the barrier is opened. For example, in an
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embodiment where human detection device 304 comprises an ultrasonic transducer and an
ultrasonic receiver, the ultrasonic transducer and ultrasonic receiver may be powered off until
processor 300 determines that the barrier has been opened. In response to determining that
the barrier has been opened, processor 300 energizes the ultrasonic transducer and an
ultrasonic receiver circuitry and causes the ultrasonic transducer to emit a number of
ultrasonic “pings” in order to determine whether a human being is in proximity to the barrier
or not. In one embodiment, only a single ping is sent. Processor 300 then determines whether
a human being is in proximity of the barrier by determining if a return signal was received by
the ultrasonic receiver. If no human being was determined to be in proximity of the barrier, it
indicates that the barrier was opened by someone outside the premises, e.g., an unauthorized
person. In this case processing continues to block 508. If processor 300 determined that a
human being was in proximity of the barrier, then no alarm signal would be transmitted to
central security panel, as this is an indication that someone inside the premises opened the
barrier, e.g., an authorized person, or a bypass signal is transmitted to central security panel
116.

[0062] At block 508, in response to determining that the barrier has been opened and that a
human being is not inside the premises in proximity to the barrier, processor 300 generates an
alarm signal and provides it to transmitter 308.

[0063] At block 510, transmitter 308 transmits the alarm signal to receiver, such as central
security panel 116. Alternatively, or in addition, transmitter 308 transmits the alarm signal to
gateway 402 connected to a wide area network, such as the Internet, for presentation to
remote server 400.

[0064] At block 512, central security panel 116 receives the alarm signal from the barrier
alarm device and takes at least one action. For example, central security panel 116 may cause
a loud siren inside the premises to activate and/or send a remote alarm signal to a remote
monitoring station so that the remote monitoring station may summon appropriate authorities
to the premises. Remote server 400 may also provide a notification to interested parties that
an alarm signal was received.

[0065] At block 514, processor 300 determines that the barrier has been placed into a closed

position based on signals received from barrier status detection device 306.
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[0066] At block 516, in response to determining that the barrier has been placed into the
closed position, processor 300 provides a signal to transmitter 308 indicating that the barrier is
in the closed position.

[0067] At block 518, transmitter 308 transmits the signal to either central security panel 116,
gateway 402, or both.

[0068] At block 520, in response to receiving the signal by central security panel 116 from
the barrier alarm device that the barrier is in the closed position, providing a remote alarm
signal to a remote monitoring station by central security panel 116 when a future alarm signal
is received by central security panel 116 from the barrier alarm device. In other words, the
central security panel 116 will no longer ignore alarm signals sent by the barrier alarm device
unless another bypass signal is received. Likewise, remote server 400 likewise will no longer
ignore alarm signals sent by the barrier alarm device.

[0069] At block 522, after the barrier has been closed, processor 300 determines that the
barrier has been opened by detecting a change in a signal from barrier status detection device
306.

[0070] At block 524, processor 300 determines that a human being is inside the premises in
proximity to the barrier by evaluating the signals from human detection device 304.

[0071] At block 526, in response to determining that the barrier has been opened and that a
human being is inside the premises in proximity to the barrier detection device, processor 300
may refrain from sending an alarm signal to central security panel 116 and gateway 402.
Additionally, or alternatively, processor 300 generates a bypass signal and provides the
bypass signal to transmitter 308 where it is transmitted to central security device 116 and/or
gateway 402. The bypass signal is an instruction to central security panel 116 to ignore future
alarm signals generated by the barrier alarm device. The bypass signal may, additionally or
alternatively, cause central security panel 116 to disarm the entire security system and to
notify one or more persons that the security system has been disarmed, and/or that a barrier
has been opened by an authorized person. Similarly, the bypass signal, or a different signal,
may be transmitted to gateway 402 to provide an indication to remote server 400 that a barrier
has been opened by an authorized person and to ignore future alarm signals generated by the

barrier alarm device until the barrier is again placed into the closed position.
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[0072] At block 528, the bypass signal is transmitted by transmitter 308 to central security
panel 116 and/or the same or similar signal is transmitted to gateway 402.

[0073] FIG. 6 is a perspective view of another embodiment of the smart barrier alarm device
104 or 106, shown as smart barrier alarm device 600. In this embodiment, smart barrier alarm
device 600 comprises a top end 602 and a bottom end 604, with bottom end 604 comprising
an opening 606. Smart barrier alarm device 600 is mounted to a door or window frame, or to
a door or window itself, while magnet 608 is mounted in proximity to smart barrier alarm
device 600 when a door or window is closed. In one embodiment, smart barrier alarm device
600 is mounted such that top end 602 is positioned upwards towards a ceiling, while bottom
end 604 is positioned downwards and in alignment towards a door handle or door deadbolt, or
window latch (or some other portion of a window), i.e., the bottom end 604 is pointed in a
particular direction to determine whether a human being is present within a confined area,
such as a door handle, door deadbolt, window latch, or some other portion of a window. In
other embodiments, smart barrier alarm device 600 may be positioned horizontally, for
example in the case where smart barrier alarm device 600 is mounted to a window sash. In
this case, smart barrier alarm device 600 is mounted to a window sash such that bottom end
604 points towards a window latch, or some other portion of a window.

[0074] It should be understood that opening 606 may resemble a perimeter of the external
surface of smart barrier alarm device 600, in this case, a square, but that in other
embodiments, opening 606 may comprise an aperture of any shape, formed into an end cap,
as shown in FIG. 7, showing opening 606 as a circular aperture formed through end cap 702.
Opening 606 is formed to allow human detection device 304 located inside smart barrier
alarm device 600 to pass signals to detect the presence of a human hand that may grab a door
handle, door deadbolt, or window latch (or some other portion of a window) upon opening a
door or window. Detection of a human hand on or approaching a door handle, door deadbolt,
or a window latch or some other portion of a window, such as a window “lip” formed, for
example, on a window sill of a double-hung window that aids in opening a window. In one
embodiment, a lens 704 may be used to direct light or sound energy towards a particular area
of a door or window, for example, directed towards a door handle or deadbolt, or a portion of

a window, such as a window latch or sash.
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[0075] FIG. 8 is a cutaway, side view of smart barrier alarm device 600. Shown is human
detection device 304, processor 300, and memory 302 mounted to circuit board 800, housing
200, user interface 202, barrier status detection device 306, transmitter 308 and indictor 204.
It should be understood that in other embodiments, user interface 202 and indicator 204 could
comprise a single unit, such as a push button switch having one or more LEDs mounted
thereon, and that the physical arrangement of the components shown in FIG. 8 could be
arranged differently in other embodiments. Processor 300, memory 302, human detection
device 304, barrier status detection device 306, transmitter 308, indictor 204 and user
interface 202 are referenced in terms of the components found in FIGs. 2 and 3, as they are
the same or similar in structure and in functionality.

[0076] In the embodiment shown in FIG. 8, human detection device 304 comprises a
thermopile, an ultrasonic transceiver, an IR transceiver, a passive infrared detector, a camera,
or any other circuitry capable of determining whether a human being is proximate to a barrier
monitored by barrier alarm device 600. Generally, human detection device 304 is positioned
so that any emissions from human detection device 304 is directed out of barrier alarm device
600 via opening 606. User interface 202 allows a person to operate barrier alarm device 600,
for example, to place barrier alarm device 600 into various operating modes, or to turn barrier
alarm device 600 on or off. Indicator 204 provides an indication that a timed alarm signal has
been transmitted, as explained below.

[0077] FIG. 9 is a functional block diagram of one embodiment of central security panel 116.
Shown is processor 900, memory 902, transmitter 904, receiver 906 and user interface 908. It
should be understood that the functional blocks may be coupled to one another in a variety of
ways, and that not all functional blocks necessary for operation of the barrier alarm device are
shown (such as a power supply), for purposes of clarity.

[0078] Processor 900 is configured to provide general operation of the central security panel
116 by executing processor-executable instructions stored in memory 902, for example,
executable code. Processor 900 typically comprises a general purpose processor, such as an
ADuC7024 analog microcontroller manufactured by Analog Devices, Inc. of Norwood
Massachusetts, although any one of a variety of microprocessors, microcomputers, and/or
microcontrollers may be used alternatively. Processor 900 is typically selected based on

factors such as cost, computational power, and memory requirements.
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[0079] Memory 902 comprises one or more information storage devices, such as RAM
memory, ROM memory, EEPROM memory, flash memory, SD memory, XD memory, or
other type of electronic, optical, or mechanical memory device. Memory 902 is used to store
processor-executable instructions for operation of central security panel 116 as well as any
information used by processor 900, such as one or more authorized security codes, a
predetermined countdown time (such as thirty seconds), an identification of all of the sensors
that have been learned into central security panel 116 and information related thereto, door
and window current status, etc.

[0080] Transmitter 904 comprises circuitry necessary to transmit alarm signals and/or status
messages and/or other information from central security panel 116 to a remote receiver, such
as central security panel 116. Transmitter 904 may also be used to transmit security
responses, such as a signal to sound a local siren or to cause a strobe to flash. Such circuitry
is well known in the art and may comprise POTS, Wi-Fi, RF, cellular, LTE, and/or Ethernet
circuitry, among others.

[0081] Receiver 906 comprises circuitry necessary to receive timed alarm signals and alarm
signals from one or more barrier alarm devices located throughout the premises. Such
circuitry is well known in the art and may comprise Wi-Fi, RF, Ethernet or some other well-
known, local-area network circuitry.

[0082] User interface 908 comprises one or more pushbuttons, touch screens, video cameras,
microphones, display screens, or other well-known devices for allowing a user to interact with
central security panel 116 for purposes of introducing new sensors, or barrier alarm devices,
to central security panel 116, and to receive status information of the security system.

[0083] FIG. 10 is a flow diagram illustrating one embodiment of a method performed by
barrier alarm device 600 installed proximate to a door or a window of a premises being
monitored and central security panel 116, for reducing or preventing the occurrence of false
alarms. It should be understood that in some embodiments, not all of the steps shown in FIG.
10 are performed. It should also be understood that the order in which the steps are carried
out may be different in other embodiments.

[0084] At block 1000, processor 300 monitors signals from barrier status detection device 306
and human detection device 304 while the security system is in the “armed-home” mode. The

armed-home mode is used when authorized persons are present in a home or business. In this
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mode, central security panel 116 causes one or more security responses to be generated in
response to any door or window barrier alarm device sending an alarm signal, i.e., a signal in
response to a door or window being opened. However, any signals from motion sensors are
typically ignored.

[0085] At block 1002, the barrier (e.g., door or window) is opened by an individual inside the
premises.

[0086] At block 1004, processor 300 determines that the barrier has been opened by detecting
a change in a signal from barrier status detection device 306.

[0087] At block 1006, processor 300 determines whether a human being is inside the
premises in proximity to the barrier by evaluating the signals from human detection device
304. In one embodiment, processor 300 determines whether a human hand is approaching, or
has touched, a door handle, door deadbolt, a window latch or some other portion of a window.

[0088] In one embodiment, human detection device 304 periodically or continuously
evaluates the space inside the premises and in proximity to the barrier to determine whether a
human being is proximate to the barrier. For example, a motion sensor may be energized
once every three seconds to determine whether any infrared signal are detected, indicating the
presence of a human being. In another embodiment, an ultrasonic transducer may transmit an
ultrasonic “ping” once every two seconds to determine whether a return signal is received,
indicating the presence of a human being.

[0089] In another embodiment, human detection device 304 is kept in a default, “quiescent”,
de-energized or low-power state, and energized only when processor 300 determines that the
barrier has been opened. The quiescent state refers to a low-power consumption state of
operation or a no-power consumption state of operation, e.g., being in an “off” condition. In
this way, power savings are achieved by the barrier alert device, as the circuitry comprising
human detection device 304 is only energized when the barrier is opened. For example, in an
embodiment where human detection device 304 comprises an ultrasonic transducer and an
ultrasonic receiver, the ultrasonic transducer and ultrasonic receiver may be powered off until
processor 300 determines that the barrier has been opened. In response to determining that
the barrier has been opened, processor 300 energizes the ultrasonic transducer and an
ultrasonic receiver circuitry and causes the ultrasonic transducer to emit a number of

ultrasonic “pings” in order to determine whether a human being is in proximity to the barrier
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or not. In one embodiment, only a single ping is sent. Processor 300 then determines whether
a human being is in proximity of the barrier by determining if a return signal was received by
the ultrasonic receiver.

[0090] At block 1008, in response to determining that the barrier has been opened and that a
human being is inside the premises in proximity to the barrier, processor 300 generates a
timed alarm signal and provides it to transmitter 308. In another embodiment, the timed
alarm signal is transmitted when processor 300 determines that the barrier has been opened
and that a human being is not outside the premises in proximity to the barrier.

[0091] At block 1010, transmitter 308 transmits the timed alarm signal to a receiver, such as
central security panel 116.

[0092] At block 1012, in response to transmitting the timed alarm signal or, alternatively, in
response to processor 300 detecting that the barrier has been opened and that a person is
inside (or not outside) a premises in proximity to the barrier, processor 300 causes indicator
204 to provide an audio or visual alert to a person that one or more security responses will be
generated unless the timed alarm signal is canceled within a predetermined time period, such

as 30 seconds. The alert may comprise a steady or blinking light, an audible alert, such as a

29 (13
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series of “beeps”, “chirps”, a synthesized human voice providing instructions to cancel the
alert, etc.

[0093] At block 1014, central security panel 116 receives the timed alarm signal from barrier
alarm device 600 via receiver 906 and, in response, processor 900 begins tracking the time
from when the timed alarm signal was received. In one embodiment, processor 900 may
initiate a countdown timer, set to a predetermined time that provides enough time for a person
to disarm central security panel 116 from anywhere within the premises when a door or
window is inadvertently opened when central security panel 116 is armed. Central security
panel 116 may be disarmed by a person entering a security code into security panel 116, or
keypad 118.

[0094] At block 1016, if processor 900 receives a cancelation code from an authorized person
to cancel the security response, processor 900 may cancel the countdown timer and refrain

from enacting one or more security responses, such as contacting remote monitoring station

124, causing a siren inside the premises to sound a loud, audible warning, or contact one or
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more remote communication devices, such as wired or wireless phones, smart phones, tablets,
wearables or computers.

[0095] At block 1018, if processor 900 does not receive the cancellation code from an
authorized person to cancel the security response by the time the predetermined time has
elapsed, or the countdown timer has expired, processor initiates the one or more security
responses, as mentioned above.

[0096] At block 1020, when the security system is in the “armed-home” mode, in response to
determining that a barrier has been opened and that a human being is not inside the premises
in proximity to the barrier, processor 300 generates an immediate alarm signal and provides it
to transmitter 308. In another embodiment, the immediate alarm signal is transmitted when
processor 300 determines that the barrier has been opened and that a human being is outside
the premises in proximity to the barrier.

[0097] At block 1022, transmitter 308 transmits the immediate alarm signal to central security
panel 116.

[0098] At block 1024, central security panel 116 receives the immediate alarm signal via
receiver 906 from barrier alarm device 600 and, in response, immediately initiates one or
more security responses, as described above, i.e., within 5 seconds, or some other short time
period on the order of seconds, of receipt of the immediate alarm signal.

[0099] FIG. 11 is a flow diagram illustrating one embodiment of a method performed by
barrier alarm device 600 installed proximate to a door or a window of a premises being
monitored and central security panel 116, for reducing or preventing the occurrence of false
alarms. It should be understood that in some embodiments, not all of the steps shown in FIG.
11 are performed. It should also be understood that the order in which the steps are carried
out may be different in other embodiments.

[00100] As described previously, in this embodiment, barrier alarm device 600 is programmed
to transmit both a timed alarm signal and an immediate alarm signal. The timed alarm signal
may comprise a serial number of barrier alarm device 600, while the alarm signal may
comprise a modified version of the serial number, in order to differentiate the two signal from
each other by central security panel 116. Of course, the timed alarm signal the alarm signal
could comprise other information, so long as central security panel 116 can differentiate

between the two signals.
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[00101] At block 1100, central security panel 116 is placed into a “learn” mode of operation,
where new barrier alarm devices and/or other sensors may be introduced, or enrolled, into
central security panel 116. In one embodiment, a user places central security panel 116 into
the learn mode via user interface 908. In other embodiments, the user may place central
security panel 116 into the learn mode via a personal communication device, such as a smart
phone or tablet computing executing a software application specially designed to interface to
central security panel 116.

[00102] At block 1102, the user provides an indication to central security panel 116 that the
user would like to add a new sensor or barrier alarm device into central security panel 116.
The indication is received by processor 900.

[00103] At block 1104, the user provides a first identification code to central security panel
116, indicative of barrier alarm device 600 when barrier alarm device transmits a timed alarm
signal. The first identification code may comprise a serial number of smart barrier device
600, a serial number appended with an alphanumeric character (such as an “A”), some other
alpha-numeric identification of smart barrier device 600 while transmitting a timed alarm
signal.

[00104] The user may enter the first identification code via user interface 908 or by causing
barrier alarm device 600 to transmit the timed alarm signal. In this embodiment, the user
simulates a door or window opening by bringing a small magnet in proximity to barrier alarm
device 600, in an embodiment where barrier alarm device 600 comprises a reed switch. In
some embodiments, this must be repeated one or more times. While the user is bringing the
magnet in proximity to barrier alarm device 600, the user ensures that human detection device
304 detects the user by pointing barrier alarm device 600 towards the user’s body, or some
other object such that human detection device 304 indicates the presence of a human. In
response to detecting a human being, and that the magnet is brought in close proximity to
barrier alarm device 600, barrier alarm device 600 transmits the first identification code.

[00105] Sensors may be assigned to zones based on their proximity to certain rooms, where
triggering one sensor assigned to a zone causes the central security system 116 to report that a
fault, or alarm, has occurred in that particular zone. However, zones may be set up to respond
to signals from sensors differently. For example, signals received from sensors assigned to a

first zone might cause central security panel 116 to immediately initiate one or more security
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responses, i.e., without allowing a person to cancel the alarm within a predetermined time
period. Signals received from other sensors assigned to a second zone might cause central
security panel 116 to begin a timer, allowing a person 30 seconds, for example, to cancel the
alarm. Sensors assigned to such a zone might include entry doors, where authorized persons
are given a fixed time period to disarm an alarm after entering a premises through a monitored
door.

[00106] In other embodiments, each sensor is assigned to its own zone (effectively eliminating
the concept of zones). In this embodiment, central security panel 116 is programmed to
respond to each sensor in a particular way, i.e., either generating one or more immediate
security responses, or allowing a predetermined time period for someone to cancel an alarm
received from a sensor.

[00107] In one embodiment, barrier alarm device 600 is learned into two zones: a first zone
whereby central security panel 116 immediately initiates one or more security responses, and
a second zone, whereby central security panel 116 to allows a predetermined time for a person
to cancel an alarm generated by an authorized person, i.e., a homeowner or other resident of a
premises. This is accomplished by assigning two identification codes to barrier alarm device
600, one to initiate an immediate security response and another code to delay initiation of the
security response. Such identification codes are stored in memory 302.

[00108] At block 1106, processor 900 receives the first identification code and stores it in
memory 902.

[00109] At block 1108, the user may provide additional information to central security panel
116, indicating the type of sensor that was just added, such as a “door” or “window” sensor, a
description of an intended location of the sensor (i.e., “back sliding door”), and an indication
that one or more security responses should be delayed by a predetermined delay time when
the timed alarm signal is received. The additional information is received by processor 900
and stored in memory 902 in association with the first identification code. When learning in a
sensor to central security panel 116, i.e., activating a new sensor in a security system, each
sensor is assigned to a zone by a person performing the learn process.

[00110] At block 1110, the user provides a second identification code to central security panel
116, indicative of barrier alarm device 600 when barrier alarm device transmits an immediate

alarm signal. The second identification code may comprise a serial number of smart barrier
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device 600 with an alphanumeric character (such as a “B”), or some other alpha-numeric
identification of smart barrier device 600 while transmitting an immediate alarm signal,
different than the first identification code.

[00111] As with the first identification code, the user may enter the second identification code
manually via user interface 908 or by causing barrier alarm device 600 to transmit the
immediate alarm signal by bringing a small magnet in proximity to barrier alarm device 600
one or more times (or by some other method suited to the particular type of barrier alarm
device). While the user is bringing the magnet in proximity to barrier alarm device 600, the
user ensures that human detection device 304 does not detect the user by pointing barrier
alarm device 600 towards empty space. In response to detecting that the magnet is brought in
close proximity to barrier alarm device 600, and not detecting a human being, barrier alarm
device 600 transmits the second identification code.

[00112] At block 1112, processor 900 receives the second identification code and stores it in
memory 902. The second identification code may be associated with the first identification
code, indicating that the two identification codes originate from the same barrier alarm device
600.

[00113] At block 1114, the user may provide additional information to central security panel
116, indicating the type of sensor that was just added, such as a “door” or “window” sensor, a
description of an intended location of the sensor (i.e., “back sliding door”), and an indication
that one or more security responses should be initiated immediately by processor 900 in
response to receipt of the immediate alarm signal. Some of the additional information may be
the same as the additional information associated with the first identification code, such as a
sensor name, the type of sensor and/or its intended location, since the same barrier alarm
device 600 transmits either the first identification code or the second identification code,
depending on whether a human being is detected or not when a door or window is opened.
The additional information is received by processor 900 and stored in memory 902 in
association with the second identification code.

[00114] At block 1116, the user places central security panel 116 into an armed-home mode of
operation, where central security panel 116 monitors smart barrier devices and other sensor in

the security system.
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[00115] At block 1118, central security panel 116 receives the first identification code
associated with barrier alarm device 600 via receiver 906 when a person is inside a premises
being monitored by barrier alarm device 600 and proximate to a door or window that is being
monitored. The first identification code is provided to processor 900.

[00116] At block 1120, processor 900 compares the first identification code to a number of
identification codes stored in memory 902.

[00117] At block 1122, when a match is found, processor 900 determines whether an
immediate security response is needed, or whether a security response should be delayed by a
predetermined delay time, in order to allow an authorized person to cancel any security
response. Processor 900 evaluates the additional information stored in association with the
matched identification code to make this determination, i.e., the first identification code is
associated with a zone that immediately responds to immediate alarm signals or not. In this
case, processor 900 determines that an immediate security response is not needed, based on
the additional information.

[00118] At block 1124, processor 900 begins monitoring the time from when the first
identification code was received, either by monitoring an elapsed time, or by starting a
countdown timer set to the predetermined time period.

[00119] At block 1126, if processor 900 receives a cancellation code from an authorized
person to cancel the security response, processor 900 stops monitoring the elapsed time from
when the timed alarm signal is receives, or cancels the countdown timer, and refrains from
enacting one or more security responses, such as contacting remote monitoring station 124,
causing a siren inside the premises to sound a loud, audible warning, or contact one or more
remote communication devices, such as wired or wireless phones, smart phones, tablets,
wearables or computers.

[00120] At block 1128, if processor 900 does not receive a cancellation code from an
authorized person to cancel the security response by the time the predetermined time has
elapsed, or the countdown timer has expired, processor initiates the one or more security
responses, as mentioned above.

[00121] At block 1130, at some other time, processor 900 receives a second identification code
from barrier alarm device 600 while the security system is in the armed-home mode,

generated by barrier alarm device 600 in response to barrier alarm device 600 determining
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that a barrier has been opened and that a human being is not inside the premises (or,
alternatively, that a person is outside the premises) in proximity to the barrier.

[00122] At block 1132, processor 900 receives the second identification code from barrier
alarm device 600 and compares the second identification code to the number of identification
codes stored in memory 902.

[00123] At block 1134, when a match is found, processor 900 determines whether an
immediate security response is needed, or whether a security response should be delayed by a
predetermined delay time, in order to allow an authorized person to cancel any security
response. Processor 900 evaluates the additional information stored in association with the
matched identification code to make this determination, i.e., the first identification code is
associated with a zone that immediately responds to immediate alarm signals or not. In this
case, processor 900 determines that an immediate security response is needed, based on the
additional information.

[00124] At block 1136, in response to determining that an immediate security response is
needed, processor 900 immediately initiates one or more security responses, as described
above.

[00125] FIG. 12 is a functional block diagram of a stand-alone human detection device 1200,
for use in yet another embodiment, where human detection device 1200 is used in conjunction
with an existing barrier alarm device to reduce the occurrences of false alarms. In this
embodiment, when a door or window is opened, a corresponding barrier alarm device
transmits an alarm signal to central security panel 116, indicating that a door or a window has
been opened. Human detection device 1200 also transmits a signal if a human being is in
proximity to the door or window being monitored by the barrier alarm device. Central
security panel 116 receives the alarm signal, and if no signal is received from human
detection device 1200, central security panel 116 immediately initiates one or more security
responses. If central security panel 116 does receive a signal from human detection device
1200 indicative of a human being inside the premises and in proximity to a door or window
monitored by the barrier alarm device that transmitted the alarm signal, central security panel
116 initiates a timer, or monitors an elapsed time from when the signal is received from
human detection device 1200, that allows an authorized person to cancel the one or more

security responses if a cancellation code is received by central security panel 116 within a
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predetermined time period, such as 30 seconds. This embodiment allows implementation of a
delayed security response while not having to replace an existing, prior art barrier alarm
device.

[00126] Human detection device 1200 is generally no larger than a typical barrier alarm
device, designed to be battery operated, and mounted in proximity to a door or window in
order to detect when a human being is in proximity to the door or window. Human detection
device 1200 may be mounted near a barrier alarm device, for example on a door next to a
barrier alarm device, near a door handle, door lock, or a window latch to detect when a human
hand is approaching, or has grabbed, a door handle, door lock, or a window latch.

[00127] Human detection device 1200 comprises processor 1201, memory 1202, transmitter
1204, human detection element 1206, in some embodiments, a barrier status detection device
1208, and an indicator 1210.

[00128] Processor 1201 is configured to provide general operation of human detection device
1200 by executing processor-executable instructions stored in memory 1202, for example,
executable code. Processor 1201 typically comprises a general purpose processor, such as an
ADuC7024 analog microcontroller manufactured by Analog Devices, Inc. of Norwood
Massachusetts, although any one of a variety of microprocessors, microcomputers,
microcontrollers and/or custom ASICs may be used alternatively. Due to the relative small
size of barrier alarm devices, and the fact that most barrier alarm devices are battery-powered,
processor 1201 is typically selected to have low power consumption, small in size, and
inexpensive to purchase.

[00129] Memory 1202 comprises one or more information storage devices, such as RAM
memory, ROM memory, flash memory, SD memory, XD memory, or other type of electronic,
optical, or mechanical memory device. Memory 1202 is used to store processor-executable
instructions for operation of human detection device 1200 as well as any information used by
processor 1201, such as threshold parameters, identification information, current or previous
status information, etc. In some embodiments, memory 1202 may be part of processor 1201.

[00130] Transmitter 1204 comprises circuitry necessary to wirelessly transmit human status
detection signals and/or status messages and/or other information to one or more receivers,

such as central security panel 116. Such circuitry is well known in the art and may comprise
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BlueTooth, Low-Energy Bluetooth, Wi-Fi, RF, optical, ultrasonic circuitry, among others.
Alternatively, or in addition, transmitter

[00131] Human detection element 1206 comprises a device or circuitry to detect the presence
of a person in proximity to the barrier alarm device, either inside a monitored premises,
outside a monitored premises, or both. Examples of human detection element 1206 include
an ultrasonic transducer/receiver, an infrared transmitter/receiver, a capacitance sensor, an RF
tank circuit, an RFID receiver, a motion detector, a “time of flight” sensor, or some other
circuitry or device able to detect the presence of a human being proximate to the barrier alarm
device, door, or window.

[00132] In one embodiment, human detection element 1206 is chosen to only detect a person’s
hand as it approaches or touches a door handle, door deadbolt, window latch or other
designated portion of a window. In this embodiment, human detection element 1206
generally does not detect the mere presence of a person in proximity to a barrier. Thus,
human detection element may be configured to only detect the presence of a human being
with, say 3 inches of a door handle, door deadbolt, window latch, other designated portion of
a window, or to human detection device 1200. For example, if human detection element 1206
comprises a time of flight sensor or an ultrasonic detector, human detection element 1206 may
be selected based on a limited range of the time of flight sensor or ultrasonic detector. In
other embodiments, memory 1202 may store a threshold distance, such as 3 inches,
representing the maximum distance from a door handle, door deadbolt, window latch, other
designated portion of a window, or to human detection device 1200 that human detection
element 1206 will be triggered.

[00133] Optional barrier status detection device 1208 is coupled to processor 1201 and
monitors or determines a state, physical condition, attribute, status, or parameter of
something, such as the status (e.g., “open”, “closed”, “movement detected”, etc.) of a door,
window, gate, or other entrance or exit barrier. Barrier status detection device 1208 may
comprise a reed switch, ultrasonic transducer/receiver, an infrared transmitter/receiver, an
RFID receiver, a tilt sensor, an accelerometer, a gyroscope, a motion sensor, or some other
device to determine whether a window is open or closed. Barrier status detection device 1208
may be used with either the magnet associated with a typical barrier alarm device, such as a

reed switch-based door or window sensor, or it could operate using a second magnet. In the
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case of “sharing” the barrier status alarm device’s magnet, human detection device 1200 may
be installed just above or below the barrier status detection device, such that barrier status
detection device 1208 can sense a magnetic field generated by the barrier alarm device’s
magnet. In the case of using its own magnet, human detection device 1200 may be located
away from a barrier alarm device. In the case of human detection element 1206 comprising a
reed switch, human detection device 1200 operates much the same as a typical barrier alarm
device, where processor 1201 detects when a door or window is opened based on the status of
human detection element 1206, in this case, a reed switch.

[00134] Barrier status detection device 1208 may be used to keep the other components of
human detection device 1200 in a default, “quiescent”, low-power or de-energized state until
barrier status detection device 1208 detects that a door or window being monitored by human
detection device 1200 has been opened. In this embodiment, power savings may be
maximized by keeping a majority of the circuitry in a low or de-powered state, and processor
1201, memory 1202, transmitter 1204 and human detection element 1206 may be selected to
consume more energy than would otherwise be tolerated, since human detection device 1200
is typically battery-powered.

[00135] Indicator 1210 can comprise, for example, an LED or a piezo speaker and related
electronics to indicate when a human being, or human hand, is in proximity to a door handle,
door deadbolt, window latch (or some other portion of a window), or to human detection
device 1200 itself. Indicator 1210 may be activated for a predetermined time period by
processor 1201, for example 3 seconds, upon processor 1201 determining that a human being,
or human hand, is in proximity to a door handle, door deadbolt, window latch (or some other
portion of a window), or to human detection device 1200 itself. This serves to alert a person
who is grabbing for a door handle, door deadbolt, window latch, or some other portion of a
window, to know that human detection device 1200 has detected the person’s hand.
Alternatively, or in addition, processor 900 may cause activation of indicator 1210 to alert a
person that a countdown time period has begun that allows an authorized person to cancel one
or more security responses that will be initiated by central security panel 116 within the
countdown time period.

[00136] FIG. 13 is a flow diagram illustrating one embodiment of a method performed by a

human detection device 1200 and central security panel 116 when the door is opened by
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someone from inside the premises when central security panel 116 is in an armed-home state.
It should be understood that in some embodiments, not all of the steps shown in FIG. 13 are
performed and that the order in which the steps are carried out may be different in other
embodiments.

[00137] At block 1300, human detection device 1200 is learned into central security panel 116,
similar to learning in a barrier alarm device as described previously herein. As part of the
learn in process, a user may associate human detection device 1200 with a particular prior-art
barrier alarm device near where human detection device 1200 will be located for example, a
user may name the human detection device 1200 with the same name as the barrier alarm
device, i.e., “rear sliding door”, or the user may assign human detection device 1200 to the
same zone as the barrier alarm device.

[00138] At block 1302, central security panel 116 is in an armed-home mode of operation,
human detection device 1200 is mounted to detect the presence of a human hand proximate to
a door handle, door deadbolt, window latch, or some other part of a window, and a typical
barrier alarm device monitors the same door or window that the human detection device 1200
is monitoring. For the remainder of the discussion of FIG. 13, it will be assumed that a door
is being monitored.

[00139] In one embodiment, at block 1304, a person approaches the door inside a premises.
Human detection device 1200 may not respond to the person who is merely in proximity of
the person of the door in an embodiment where only a constricted area is monitored by human
detection device 1200, such as the area around a door handle, door deadbolt, window latch, or
other portion of a window.

[00140] At block 1306, the person reaches for a door handle to open the door.

[00141] At block 1308, human detection device 1200 detects the person’s hand approaching
the door handle, as human detection element 1206 provides a signal to processor 1201,
indicating detection of the human hand (or detection of a human body proximate to the door).

[00142] At block 1310, processor 1201 receives the signal from human detection element 1206
and, in response, generates a message for transmission by transmitter 1204 to central security
panel 116. The message typically comprises an identification code to uniquely identify
human detection device 1200.

[00143] At block 1312, transmitter 1204 transmits the message.
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[00144] At block 1314, processor 1201 may cause indicator 1210 to activate, alerting the
person that human detection device 1200 has sensed the person, or the person’s hand, in
proximity to the door handle.

[00145] At block 1316, central security panel 116 receives the message from human detection
device 1200 and provides it to processor 900. Processor 900 may begin monitoring the
elapsed time from when the message was received.

[00146] A short time after detecting that the human hand is in proximity to the door handle, the
person grabs the door handle and opens the door. In one embodiment, this is when human
detection device 1200 transmits the signal to central security panel 116, as opposed to
transmitting the signal when the human hand is near the door handle.

[00147] At block 1318, the prior-art barrier alarm device transmits an alarm signal to central
security panel 116, indicating that the door has been opened. The alarm signal typically
comprises an identification code that uniquely identifies the prior-art barrier alarm device.

[00148] At block 1320, central security panel 116 receives the alarm signal and provides it to
processor 900. Processor 900 may determine the time when the alarm signal was received.

[00149] At block 1322, processor 900 may determine that the alarm signal is associated with
the message by determining that an identification code of the alarm signal is associated with
the identification code of the message, i.e., that each identification code is associated with the
same location (i.e., “rear sliding door”), or that each identification code is associated with the
same zone. If the two identification codes are not associated with the same location,
processor 900 may immediately cause one or more security responses to be generated. If the
two identification codes are associated with the same location, this indicates that the message
that was transmitted by the human detection device is monitoring the same door or window as
a barrier alarm that is monitoring the same door or window.

[00150] At block 1324, in one embodiment, if the time between when the message is received
and the alarm signal is received is less than a predetermined time period, such as 3 seconds,
processor 1201 begins monitoring the time from when either the message from human
detection device 1200 was received, or from when the alarm signal from the barrier alarm
device was received. In one embodiment, processor 1201 starts a countdown timer, set for a

predetermined time period for a person inside the premises to cancel a security response. The
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predetermined time is selected to allow the some time between when a human hand is
detected near the door handle and the time when the door is actually opened.

[00151] At block 1326, if processor 900 receives a cancellation code from an authorized
person to cancel the security response, processor 900 stops monitoring the elapsed time, or
cancels the countdown timer, and refrains from enacting one or more security responses, such
as contacting remote monitoring station 124, causing a siren inside the premises to sound a
loud, audible warning, or contact one or more remote communication devices, such as wired
or wireless phones, smart phones, tablets, wearables or computers.

[00152] At block 1328, if processor 900 does not receive a cancellation code from an
authorized person to cancel the security response by the time the predetermined time has
elapsed, or the countdown timer has expired, processor 900 initiates the one or more security
responses, as mentioned above.

[00153] At block 1330, referring back to block 1318, if the alarm signal is not received within
the predetermined time from when the message was received from human detection device
1200, processor 900 immediately initiates one or more security responses.

[00154] FIG. 14 is a flow diagram illustrating the embodiment of a method performed by
stand-alone human detection device 1200, a prior art barrier alarm device 104 or 102 and
central security panel 116, as described by FIG. 13, except that in this description, the door s
opened by someone from outside the premises when central security panel is in an armed-
home state. It should be understood that in some embodiments, not all of the steps shown in
FIG. 14 are performed and that the order in which the steps are carried out may be different in
other embodiments.

[00155] At block 1400, the barrier alarm device 102/104transmits an alarm signal when it
detects that the door has been opened. Since the door was opened by someone outside the
premises, human detection device 1200 does not transmit a message to central security panel
116.

[00156] At block 1402, central security panel 116 receives the alarm signal via receiver 906,
and provides it to processor 900. Processor 900 may being monitoring the elapsed time from
when the alarm signal was received.

[00157] At block 1404, processor 900 may determine a type of sensor that sent the alarm

signal, a zone to which the sensor belongs, or otherwise determine whether one or more
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security responses should be initiated, based on an identification code contained within the
alarm signal;

[00158] At block 1406, if the identification code is indicative of immediately initiating one or
more security responses, processor 900 initiates the one or more security responses.

[00159] At block 1408, if the identification code is indicative of delaying implementation of
the one or more security responses, processor 900 waits for the elapsed time to expire in
accordance with a predetermined time to allow a person to cancel the one or more security
responses.

[00160] At block 1410, if processor 900 receives a cancellation code from an authorized
person to cancel the one or more security responses, processor 900 stops monitoring the
elapsed time, or cancels the countdown timer, and refrains from enacting one or more security
responses, such as contacting remote monitoring station 124, causing a siren inside the
premises to sound a loud, audible warning, or contact one or more remote communication
devices, such as wired or wireless phones, smart phones, tablets, wearables or computers.

[00161] At block 1412, if processor 900 does not receive a cancellation code from an
authorized person to cancel the one or more security responses by the time the predetermined
time has elapsed, or the countdown timer has expired, processor 900 initiates the one or more
security responses.

[00162] FIG. 15 is a flow diagram illustrating another embodiment of a method performed by
barrier alarm device 600 to reduce the occurrence of false alarms, where barrier alarm device
600 initiates a countdown timer before sending an immediate alarm signal to central security
device 116. It should be understood that in some embodiments, not all of the steps shown in
FIG. 15 are performed and that the order in which the steps are carried out may be different in
other embodiments.

[00163] At block 1500, processor 300 monitors signals from barrier status detection device 306
and human detection device 304 while the security system is in the “armed-home” mode.

[00164] At block 1502, the barrier (e.g., door or window) is opened by an individual inside the
premises.

[00165] At block 1504, processor 300 determines that the barrier has been opened by detecting

a change in a signal from barrier status detection device 306.
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[00166] At block 1506, processor 300 determines whether a human being is inside the
premises in proximity to the barrier by evaluating the signals from human detection device
304.

[00167] In one embodiment, human detection device 304 periodically or continuously
evaluates the space inside the premises and in proximity to the barrier to determine whether a
human being is proximate to the barrier.

[00168] In another embodiment, human detection device 304 is kept in a default, “quiescent”,
de-energized or low-power state, and energized only when processor 300 determines that the
barrier has been opened, as described previously.

[00169] At block 1508, in response to determining that the barrier has been opened and that a
human being is inside the premises in proximity to the barrier, processor 300 begins
monitoring the time from when the door or window was opened, or begins a countdown timer
set to a predetermined time period, such as 30 seconds, for an authorized person to cancel the
one or more security responses.

[00170] At block 1510, processor 300 causes indicator 204 to provide an audio or visual alert
to a person, indicating that one or more security responses will be initiated by central security
panel 116 unless an authorized person cancels the one or more security responses within the
predetermined time period. Processor 300 may cause indicator 204 to modify the audio or
visual alert as the predetermined time period elapses, such as blinking at a slow rate to
blinking at a faster rate, chirping at a slow rate to chirping at a faster rate, in order to impart
an importance to an authorized person that the predetermined time period is close to
expiration.

[00171] At block 1512, before the predetermined time period expires, processor 900 in central
security panel 116 may receive a cancelation code from an authorized person to cancel the
one or more security responses, either via user interface 908, or via receiver 906, as a result of
triggering the countdown time in barrier alarm device 600. Processor 900 compares the
cancellation code to one or more cancellation codes stored in memory 902 and, if a match is
found, processor 900 waits for an immediate alarm signal to be received from barrier alarm
device 600, up to the predetermined time used as the countdown time at barrier alarm device

600.
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[00172] At block 1514, when processor 300 determines that the predetermined time period has
expired in barrier alarm device 600, processor 300 transmits an immediate alarm signal to
central security panel 116, the immediate alarm signal comprising an identification code of
barrier alarm device 600.

[00173] At block 1516, central security panel 116 receives the immediate alarm signal and
provides it to processor 900.

[00174] At block 1518, if processor 900 has not received the cancellation code before
receiving the immediate alarm signal, processor 900 immediately initiates the one or more
security responses, i.e., within 5 seconds or some other short time period on the order of
seconds.

[00175] At block 1520, if processor 900 has received a valid cancellation code before
receiving the immediate alarm signal, processor 900 simply ignores the immediate alarm
signal and refrains from initiating the one or more security responses.

[00176] At block 1522, if processor 900 fails to receive an immediate alarm signal from barrier
alarm device 600, processor 900 simply discards the authorized cancellation code and resets
its timer.

[00177] FIG. 16 is a flow diagram illustrating one embodiment of a method performed by
central security panel 116 or server 400 for reducing the occurrences of false alarms when the
door is opened by someone from outside the premises when central security panel 116 is in an
armed-home state. Throughout this section, reference will be made only to central security
panel 116 and its components therein, although it is to be understood that reference will also
apply to server 400 and similar components. In this embodiment, central security panel 116
receives alarm signals from a prior-art barrier alarm device, such as window sensor 102 or
door sensor 104, and also receives a human status signals from a camera 128 that is
configured to view an area outside area proximate to door 112. Camera 128 could comprise a
wireless still or video camera wireless coupled to local-area network 126 (or to gateway 402),
comprising one or more well-known wireless gateways, routers, modems, repeaters, etc., such
as home Wi-Fi network equipment. In one embodiment, camera 128 may comprise motion
detection capability, and send one or more digital photos or videos when movement is
detected in front of door 112. In some embodiments, camera 128 may be part of a doorbell

camera 130 or “doorbell cam”, such as a Wi-Fi enabled doorbell camera sold by Ring, Inc. of
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Santa Monica, California. Such doorbell cams may begin to record images when a doorbell
button 132 is pressed, or when doorbell camera 130 detects motion in front of door 112. In
any case, when a person is detected, a notification may be transmitted by camera 128 or
doorbell camera 130 to local-area network 126/gateway 402, and local-area network
126/gateway 402 forwards the alert to a user’s smart device, computer, wearable, etc. via
wide-area network 122/404. The notification may comprise the digital photo(s) and/or video.
In this embodiment, central security panel 116 is configured to receive the notification from
camera 128 or doorbell camera 130 when camera 128/doorbell camera 130 detects a person
outside of door 112. In some embodiments, the notification is additionally received by chime
134, located inside a premises monitored by prior-art door sensor 104, which may be used to
emit a gentle sound, or “chime”, to alert people inside the premises that there is someone
outside of door 112. In this embodiment, user interface 908 may additionally comprise a
microphone that can detect sound emissions from chime 134 to provide a notification to
central security panel 116 that a person is outside and in proximity to door 112. It should be
understood that in some embodiments, not all of the steps shown in FIG. 16 are performed
and that the order in which the steps are carried out may be different in other embodiments.

[00178] At block 1600, door 112 is monitored by prior-art door sensor 104 and an area outside
of door 112, proximate to door 112, is monitored by camera 128/doorbell camera 130. Prior-
art door sensor 104 is in communication with central security panel 116, and camera 128/130
is in communication with local-area network 126. In another embodiment, camera 128/130 is
in communication directly with central security system 116 by “learning in” camera 128/130
to central security system similarly to how a sensor may be learned in. Central security
system 116 is placed into an armed-home mode.

[00179]  Atblock 1602, a person approaches door 112 from the outside.

[00180] At block 1604, camera 128/130 detects the person and, in response, transmits a
notification to local-area network 126.

[00181] At block 1606, local-area network 126 forwards the notification to wide-area network
122/404 for alerting a user that a person is outside of door 112, as well as to central security
panel 116. The notification may be forwarded to a back-end system that manages user
accounts associated with cameras 128/130, where the notification may be forwarded to a

user’s mobile device, such as a phone, tablet, or wearable device in accordance with a phone
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number, email address, or some other notification code provided by a user to receive such
notifications from the back end system. In one embodiment, a user account may store a
notification code identifying central security panel 116 so that when a notification is received
from camera 128/130 by the back end system, central security panel 116 is provided with the
notification via wide-area network 122/404.

[00182] At block 1608, the notification is also received by central security panel 116, either
directly from camera 128/130, from local-area network 126 or from the back end system via
wide-area network 122/404.

[00183] At block 1610, processor 900 receives the notification and, in response, begins
tracking the time from when the notification was received.

[00184] At block 1612, the person outside door 112 opens door 112.

[00185] At block 1614, in response to detecting that door 112 has been opened, prior-art door
sensor 104 transmits an alarm signal to central security panel 116.

[00186] At block 1616, central security panel 116 receives the alarm signal and provides it to
processor 900.

[00187] At block 1618, processor 900 determines that the alarm signal was received within a
predetermined time from when processor 900 received the notification. The predetermined
time is chosen to allow the person outside door 112 to open door 112, in some cases, by
forcing door 112 open. As such, the predetermined time may be chosen to be several minutes,
such as 2 minutes.

[00188] At block 1620, processor 900 generates a security response in response to determining
that the alarm signal was received within the predetermined time from when processor 900
received the notification.

[00189] At block 1622, processor 900 provides the security response to transmitter 904, which
transmits the security response to remote monitoring station 124, to a local siren, and/or to a
local illumination device, such as one or more lights, strobes, etc.

[00190] At block 1624, after block 1614, processor 900 determines that the alarm signal was
not received within the predetermined time from when processor 900 received the notification
from camera 128/130. In this case, processor 900 ignores the alarm signal and does not
generate a security response, as receipt of the alarm signal outside the predetermined time

period indicates that door 112 was opened by an authorized person inside door 112.
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[00191] The methods or algorithms described in connection with the embodiments disclosed
herein may be embodied directly in hardware or embodied in processor-readable instructions
executed by a processor. The processor-readable instructions may reside in RAM memory,
flash memory, ROM memory, EPROM memory, EEPROM memory, registers, hard disk, a
removable disk, a CD-ROM, or any other form of storage medium known in the art. An
exemplary storage medium is coupled to the processor such that the processor can read
information from, and write information to, the storage medium. In the alternative, the storage
medium may be integral to the processor. The processor and the storage medium may reside
in an ASIC. The ASIC may reside in a user terminal. In the alternative, the processor and the
storage medium may reside as discrete components.

[00192] Accordingly, an embodiment of the invention may comprise a computer-readable
media embodying code or processor-readable instructions to implement the teachings,
methods, processes, algorithms, steps and/or functions disclosed herein.

[00193] While the foregoing disclosure shows illustrative embodiments of the invention, it
should be noted that various changes and modifications could be made herein without
departing from the scope of the invention as defined by the appended claims. The functions,
steps and/or actions of the method claims in accordance with the embodiments of the
invention described herein need not be performed in any particular order. Furthermore,
although elements of the invention may be described or claimed in the singular, the plural is

contemplated unless limitation to the singular is explicitly stated.
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CLAIMS

I claim:

1. A barrier alarm device, comprising:
a barrier status detection device for detecting when a barrier monitored by the barrier
alarm device has been opened;
a human detection device for determining when a human being is inside a premises in
proximity to the barrier;
a transmitter for transmitting a timed alarm signal to a receiver, the timed alarm signal for
initiating a timer;
a memory having processor-executable instructions stored thereon; and
a processor coupled to the barrier status detection device, the human detection device, the
transmitter, and the memory, for executing the processor-executable instructions that cause the
barrier alarm device to:
determine, by the processor via the barrier status detection device, that the barrier
has been opened;
determine, by the processor via the human detection device, that a human being is
inside the premises in proximity to the barrier; and
transmit, by the processor via the transmitter, the timed alarm signal to the
receiver when the barrier has been opened and when a human being is inside the premises

in proximity to the barrier.

2. The barrier alarm of claim 1, wherein the processor-executable instructions further
comprise instructions that cause the barrier alarm device to:

determine, by the processor via the human detection device, that a human being is not
inside the premises in proximity to the barrier when the barrier is opened; and

transmit, by the processor via the transmitter, an immediate alarm signal to the local

receiver for causing a security response to be initiated.

3. The barrier alarm of claim 1 further comprising:
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an indicator for providing an alert to the human being when the timed alarm signal is
transmitted;

wherein the processor-executable instructions comprise further instructions that causes
the barrier alarm device to:

cause, by the processor via the indicator, the alert to be generated by the indicator when
the timed alarm signal is transmitted, the alert indicating that a security response will be initiated
after a predetermined time unless the human being performs an act to cancel the security

response.

4. The barrier alarm of claim 3, wherein the indicator comprises a light-emitter, and the alert

comprises a blinking light produced by the light-emitter.

5. The barrier alarm of claim 3, wherein the indicator comprises a speaker, and the alert

comprises a sound produced by the speaker.

6. The barrier alarm of claim 2, further comprising:

an indicator for providing an alert to the human being when the timed alarm signal is
transmitted;

wherein the processor-executable instructions further comprise instructions that causes
the barrier alarm device to:

cause, by the processor via the indicator, the alert to be generated by the indicator, the
alert indicating that a security response will be initiated after a predetermined time unless the
human being performs an act to cancel the security response; and

refrain, by the processor, from causing the alert to be generated by the indicator when the
processor determines that a human being is not inside the premises in proximity to the barrier

when the barrier is opened.

7. A central security panel, comprising:
a communication interface for receiving signals from a barrier alarm device;

a memory for storing processor-executable instructions; and
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a processor coupled to the communication interface and the memory, for processing the
processor-executable instructions that causes the central security panel to:

receive a first alarm signal from a barrier alarm device that monitors a barrier of a
premises, the first alarm signal indicative of the barrier being opened and that a human
being is inside the monitored premises and in proximity to the barrier;

in response to receiving the first alarm signal, begin monitoring an elapsed time
from when the first alarm signal was received;

determine, by the processor, that the elapsed time has exceeded a predetermined
time;

in response to determining that the elapsed time has exceeded the predetermined
time, generate a security response; and

provide the security response to a receiver via the communication interface.

8. The central security panel of claim 7, wherein the processor-executable instructions
further comprise instructions that cause the barrier alarm device to:

receive a second alarm signal from the barrier alarm device, the second alarm signal
indicative of the barrier being opened and that a human being is not inside the monitored
premises and in proximity to the barrier;

in response to receiving the second signal, provide the security response to the receiver

via the communication interface.

9. The central security panel of claim 7, further comprising:
an indicator coupled to the processor for providing an alert to the human being when the
timed alarm signal is received; and
a user interface coupled to the processor for receiving user input;
wherein the processor-executable instructions comprise further instructions that causes
the central security panel to:
cause, by the processor via the indicator, the alert to be generated by the indicator
when timed alarm signal is received,
receive, by the processor via the user interface, a cancellation signal prior to the

elapsed time exceeding the predetermined time; and
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refrain, by the processor, from providing the security response to the receiver
when the cancellation signal is received prior to the elapsed time exceeding the

predetermined time.

10.  The central security panel of claim 9, wherein the indicator comprises a light-emitter, and

the alert comprises a blinking light produced by the light-emitter.

11.  The central security panel of claim 9, wherein the indicator comprises a speaker, and the

alert comprises a sound produced by the speaker.

12. A method performed by a barrier status detection device, comprising;

determining when a barrier monitored by the barrier status detection device has been
opened,;

determining when a human being is inside a premises monitored by a central security
panel and inside the premises; and

transmitting a timed alarm signal to a local receiver, the timed alarm signal for initiating a
timer, when the barrier has been opened and a human being is in inside the premises and in

proximity to the barrier.

13. The method of claim 12, further comprising:

determining that a human being is not inside the premises in proximity to the barrier
when the barrier is opened; and

transmitting an immediate alarm signal to the local receiver for causing a security

response to be initiated.

14. The method of claim 12 further comprising:
generating an alert when the timed alarm signal is transmitted, the alert indicating that a
security response will be initiated after a predetermined time unless the human being performs an

act to cancel the security response.

15. The method of claim 14, wherein the alert comprises a blinking light.
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16. The method of claim 14, wherein the alert comprises a sound.

17. The method of claim 13, further comprising:

generating an alert when the timed alarm signal is transmitted, the alert indicating that a
security response will be initiated after a predetermined time unless the human being performs an
act to cancel the security response; and

refraining from generating the alert when the processor determines that a human being is

not inside the premises in proximity to the barrier when the barrier is opened.

18. A method performed by a central security panel, comprising:

receiving a first alarm signal from a barrier alarm device that monitors a barrier of a
premises, the first alarm signal indicative of the barrier being opened and that a human being is
inside the premises in proximity to the barrier;

in response to receiving the first alarm signal, starting a countdown timer;

determining that the countdown timer has expired;

in response to determining that the countdown timer has expired, generate a security
response; and

providing the security response to a receiver via a communication interface.

19. The method of claim 18, further comprising:

receiving a second alarm signal from the barrier alarm device, the second alarm signal
indicative of the barrier being opened and that a human being is not inside the monitored
premises and in proximity to the barrier;

in response to receiving the second signal, providing the security response to the receiver

via the communication interface.

20. The method of claim 18, further comprising:
generating the alert when timed alarm signal is received,
receiving a cancellation signal prior to the countdown timer elapsing; and
refraining from providing the security response to the receiver when the cancellation

signal is received prior to the countdown timer elapsing.
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ABSTRACT

A barrier alarm device for reducing the number of false alarms that may occur in a home
or business security system. In one embodiment, a barrier alarm device, such as a door or
window sensor, determines whether a barrier, such as a door or a window, has been opened, and
determines whether a human being is inside a premises in proximity to the door or window. If a
human being is inside the monitored premises when the door or window is opened, it indicates
that the human being is authorized to be inside the monitored premises, and the barrier alarm
device transmits a timed alarm signal to a central security panel, causing a security response to
be generated by the central security panel if a predetermined time period elapses without a user

canceling the security response.
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Fig. 10

1000 - Monitor Signals from Barrier Status Detection Device and Human Detection Device
1002 - Barrier Opened

1004 - Processor Determines Barrier Open

1006 - Processor Determines if Human Being inside Premises in Proximity to Barrier
1008 - Generate Timed Alarm Signal

1010 - Transmit Timed Alarm Signal

1012 - Activate Indicator

1014 - Receive Timed Alarm Signal by Central Security Panel

1016 - Receive Cancellation Code - Refrain From Initiating Security Response(s}
1018 - Initiate Security Response(s) if Cancellation Code Not Received

1020 - Determine Barrier Opened; No Human Being Inside

1022 - Transmit Immediate Alarm Signal to Central Security Panel

1024 - Receive Immediate Alarm Signal - Initiate Security Response(s}

Fig. 11

1100 - Central Security Device Placed in Learn Mode

1102 - Receive Indication to Add New Sensor

1104 - Receive First ldentification Code

1106 - Store First Identification Code in Memory

1108 - Receive Additional Information - Store in Association with First Identification Code
1110 - Receive Second ldentification Code

1112 - Store Second ldentification Code in Memory

1114 - Receive Additional Information - Store in Association with First Identification Code
1116 - Central Security Panel Placed Into Armed-Home Mode

1118 - Receive First Identification Code via Receiver

1120 - Compare First ldentification Code to Codes Stored in Memory

1122 - Determine Whether to Immediately Initiate Security Response(s) or Wait

1124 - Monitor Elapsed Time From When First ldentification Code Received

1126 - Refrain from Initiating Security Response(s) When Cancellation Code Received
1128 - Initiate Security Response{s) When Cancellation Code Not Received

1130 - Receive Second ldentificaiton Code

1132 - Compare Second Identification Code to Codes Stored in Memory

1134 - Determine Whether to Immediately Initiate Security Response(s) or Wait

1136 - Initiate Security Response(s)
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FiG. 13

1300 - Learn In Human Detection Device into Central Security Panel

1302 - Place Central Security Panel into Armed-Home Mode

1304 - Person Approaches Door

1306 - Person Reaches for Door Handle

1308 - Detect Human Being in Proximity to Door

1310 - Generate Message

1312 - Transmit Message

1314 - Activate Indicator

1316 - Receive Message by Central Security Panel

1318 - Transmit Alarm Signal by Barrier Alarm Device

1320 - Receive Alarm Signal by Central Security Panel

1322 - Determine If Alarm Signal Associated with Message

1324 - Start Timer

1326 - Refrain from Initiating Security Response(s} When Cancellation Code Received
1328 - Initiate Security Response(s} When Cancellation Code Not Received

FiG. 14

1400 - Transmit Alarm Signal When Barrier Opened from Qutside

1402 - Receive Alarm Signal by Central Security Panel - Begin Timer

1404 - Determine Attribute of Sensor

1406 - Initiate Security Response(s)

1408 - Wait for Timer to Expire

1410 - Refrain from Initiating Security Response(s} When Cancellation Code Received
1412 - Initiate Security Response(s} When Cancellation Code Not Received
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FiG. 15

1500 - Monitor Signals from Barrier Status Detection Device and Human Detection Device
1502 - Barrier Opened

1504 - Determine Barrier Opened

1506 - Processor Determines if Human Being inside Premises in Proximity to Barrier
1508 - Initiate Timer

1510 - Activate Indicator

1512 - Receive Cancellation Code

1514 - Timer Expires - Transmit Alarm Signal by Barrier Alarm Device

1516 - Receive Alarm Signal by Central Security Panel

1518 - Initiate Security Response(s)

1520 - Refrain from Initiating Security Response(s} When Cancellation Code Received
1522 - Discard Cancellation Code - Refrain from Initiating Security Response(s)
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FiG. 16

1600 - Security System in Armed-Home Mode

1602 - Person Approaches Door from QOutside

1604 - Detect Person - Transmit Notification

1606 - Notification of Person Sent

1608 - Notification Received by Central Security Panel

1610 - Begin Tracking Time of Receipt

1612 - Door is Opened by Person Qutside

1614 - Transmit Alarm Signal by Door Sensor

1616 - Alarm Signal Received by Central Security Panel

1618 - Determine That Alarm Signal Received w/in Predetermined Time
1620 - Generate Security Response

1622 - Transmit Security Response

1624 - Determine That Alarm Signal Not Received w/in Predetermined Time
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3. From: To:
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|:| Additional documents in the chain of title are listed on a supplemental sheet(s).
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oA

In consideration of the sum of $1.00 (One Dollar), the receipt of which is hereby acknowledged,
and other good and valuable consideration, be it known that GEORGE SEELMAN, an individual, has sold,
assigned and transferred and by these presents do sell, assign, transfer and set over unto ECOLINK
INTELLIGENT TECHNOLOGY, Inc, a Delaware corporation, having a place of business at 2055 Corte

Del Nogal, Carlsbad, California 92011, its successors, legal representatives, or assigns, the whole right, title

devised and any applications for United States Patents therefor filed in the United States Patent and
Trademark Office, and all original and reissue patents granted thereof, and all divisions, and continuations
thereot, including the subject ratter of any and all claims which may be obtained in every such patent, and
all foreign rights to said invention, and covenant that I have full right to do so, and agree that 1 will
communicate to said corporation or its representatives all facts known to me respecting said invention,
whenever requested, and testify in any legal proceedings, sign all lawful papers, make all rightful caths
and generally do everything possible to aid said corporation, its successors, assigns and nominees, to obtain
and enforce proper patent protection for said invention in all countries.

The Commissioner of Patents and Trademarks is requested to issue the Letters Patent which may

be granted for said invention or any part thereof unito said corporation in keeping with this Assignment.

Done at Carlsbad, California, this 19th day of November, 2018.

George Seelman
Print Name

[George Seeliman/

signature
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SECURITY MONITORING WITH PROGRAMMABLE MAPPPING

RELATED PATENT DOCUMENTS

This Application is a continuation-in-part and claims priority to common aspects of:
U.S. Patent Application Serial No. 11/389,673 (RSIA_010PA), entitled “Spread Spectrum
Communications For Building-Security Systems,” filed on March 24, 2006; U.S. Patent
Application Serial No. 11/388,764 (RSIA.006PA), entitled “Security Monitoring
Arrangement And Method Using A Commen Field Of View,” filed on March 24, 2006;
and U.S. Patent Application Serial No. 60/785,570 (RSIA.009P1), entitled “Motion-Image
Monitoring Method and Device,” filed on March 24, 2006. Priority is claimed for common
subject matter, under 35 U.S.C. §120, to each of these underlying patent documents.

FIELD OF THE INVENTION
The present invention is directed to a security arrangement and method for

monitoring the inside of a facility or residence.

BACKGROUND

Home, office and other building-security systems are often used for safeguarding
valuable possessions and for personal protection. These systems are typically implemented
using different monitoring devices, such as cameras, motion sensors, keypads or contact
sensors. Many buildings have mulfiple locations that are monitored for security purposes,
requiring multiple monitoring devices in the different locations. For increased security and
functionality, the monitoring devices can be configured to communicate with one or more
central control devices. The central control device can, among other things, perform
monitoring or recording functions, determine whether the building-security has been
breached and whether to contact security personnel.

One method of communicating between the monitoring devices and the central
control device is by a physical connection, such as electrical or other wiring. Using wiring
to establish communication between the security devices can be troublesome for a number
of reasons, such as the high cost of installation and maintenance. For example, exposed
wiring is often unacceptable in a building, and thus, the installation of the security system
requires passing the wires through the walls of the building. This type of installation can
significantly increase the time required to complete a security system installation.

Moreover, the troubleshooting and repair of the security system can be difficult because
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there is limited access to the unexposed wiring. The cost of the wire is another factor,
especially in large buildings requiring numerous monitoring devices.

One potential solution is to use wireless monitoring devices to reduce or eliminate
the need for physical connections between the devices, however, wireless security systems
also have a set of problems, such as battery life. Ideally, the security devices would be
self-powered by, for example, a battery. Self-powered devices are more secure because
they are not subject to failure upon loss of power to the building. They also require less
installation problems because they do not need to be connected to a separate power source;
however, self-powered devices often have reliability issues due to the finite life of their
power source., Increasing the useable time of a power source reduces the cost for
replacement of the power source and increases the security of the entire system by having
less pgtentia] downtime of the system or its components. Several recent developments
have increased the potential power requirements of wireless security devices.

For example, the use of wireless communications in home, office and other
buildings has been steadily increasing, creating additionatl issues with wireless security
systems. One such issue is the increased potential for corrupted data due to interference
between different wireless communications devices. This issue may also be present when
an unauthorized person attempts to disrupt the security system by “jamming” the wireless
communications using a wireless interference device. Techniques exist for reducing
unwanted interference, however, the implementation of some of the techniques result in
increased power requirements. Two such technigues, both of which can result in increased
power requirements, include increasing the power of the transmission or varying the
frequency of the transmission.

Another problem with power requirements arises from the desire to have increased
monitoring capabilities with smaller devices. As security systems become more advanced,
the power requirements of the monitoring devices are often increased. For instance,
monitoring devices that contain digital cameras require enough power to run the camera, to
store the digital picture in memory and to transmit the digital picture to the control device.
The increased functionality of the monitoring devices, along with the desire to have
smaller, less noticeable devices with less room for batteries or other power sources, has
impacted the reliability of the monitoring devices.

Implementing a wireless building-security system can be further complicated by
indusiry or government regulations. One such set of regulations is imposed by the Federal

Communications Commission (FCC). The current regulations cover numerous aspects of
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wireless communications systems including, but not limited to, a range of restricted
frequencies, a minimum number of different hopping frequencies within the allowable
frequencies, the maximum output power of a transmitter and a requirement related to equal
use of the hopping frequencies.

Attempts have been made to implement _wireless security systems using a variety of
methods. One such method is taught by European Patent Application Publication No. EP 1
363 260 filed on May 6, 2003, entitled “Procédé de communication radiofréquence entre
plusieurs dispositifs et systéme de surveillance mettant en ceuvre un tel procédé,” which is
fully incorporated herein by reference. Yet, these methods still leave room for
improvement.

In order to protect residents, employees, personal property, and the like, security
monitoring systerns are used to monitor a variety of facilities and to sense the presence of
unwanted intruders. Many such security systems are connected to a central control unit
and monitored by an operator who can alert the appropriate emergency services in the
event of an unwanted intruder. Typically, 2 home monitoring security system includes a
combination of sensing devices and alarm devices and some also include cameras. To
achieve the maximum monitoring coverage, these devices are distributed throughout the
interior of the facility.

Security systems that employ cameras are advantageous in that they are able to

record activity assoéiated with a suspected breach of the facility and also can be used by a

monitoring station to prevent false alarms. In some instances, however, the cameras record

the regular activities of the facilities” residents and/or employees. The cameras also record
activities that are falsely perceived to be security breaches such as pet behaviors and
authorized users that have been accidentally locked out.

In specific situations, such as those having the potential to violate the privacy of
anthorized residents and/or employees of the facility, such comprehensive recordation by
the security cameras may be undesirable. Since unwanted intruders could breach the
securify of a facility while the inhabitants are present, it is necessary for the security
monitoring system to be functioning at all times. However, having cameras constantly
being triggered to record the inhabitants’ daily living and working routines is a dramatic
invasion of the inhabitants’ privacy, and is burdensome with respect to false triggers.
Further, the monitoring and recording of guests’ activities can be just as invasive..

Moreover, the installation and configuration of the various cameras and devices

often requires complex and time-consuming installation procedures.
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The above-discussed issues have presented challenges to developing a home and/or
facility security monitoring system that provides maximum coverage while minimizing one

or more of the above-identified issues.

SUMMARY

The present invention is directed to the above and related types of integrated
security systems. These and other aspects of the present invention are exemplified in a
number of illustrated implementations and applications, some of which are shown in the
figures and characterized in the claims section that follows.

In one embodiment of the present invention, an integrated security arrangemernt
includes a plurality of intrusion sensors that sense an intrusion in a target area, a motion
sensor, and an image-capture device that is responsive to the motion sensor. When the
image-capture device is enabled it captures images of the target area in response to
movement in the target area as indicated by the motion sensor. The integrated security
arrangement also includes a mapping database that contains data used to associate one or
more of the plurality of intrusion sensors with the image-capture device. A user configures
the mapping database to select at least one of the plurality of intrusion sensors for enabling
the image-capture device. The integrated security arrangement further includes a control
unit that enables the image-capture device in response to the selected intrusion sensor as
configured in the mapping database,

In another embodiment of the present invention, an integrated security arrangement
is implemented. The arrangement has a plurality of intrusion sensors to sense an intrusion
and a motion sensor to sense motion in a target area. An image-capture device captures
images of the target area in response to the motion sensor and at least one selected one of
the intrusion sensors. A control arrangement uses a mapping database that contains data
used to associate one or more of the plurality of intrusion sensors with the image-capture
device. The confrol arrangement permits a user to configure the mapping database to select
said at least one of the plurality of intrusion sensors to which the image-capture device is
responsive.

In another embodiment of the present invention, an integrated security arrangement
is implemented. The arrangement has an intrusion sensor to sense an intrusion and a -
plurality of motion sensors to sense motion in respective target areas. A selected at least
one of a plurality of image-capture devices, each associated with respective ones of the

plurality of motion sensors, captures images of the respective target area in response to the
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respective motion sensor and the intrusion sensor. A control arrangement includes a
mapping database that contains data used to associate the intrusion sensor with the selected
image-capture device. The control arranéement permits a user to configure the mapping
database o select said at least one of a plurality of irnage-capture devices that which is
responsive to the intrusion sensor.

In another embodiment of the present invention, an integrated security arrangement
includes an intrusion sensor to detect an intrusion, a plurality of motion sensors, and a
plurality of image-capture devices. Each of the image-capture devices is responsive to a
respective one of the motion sensors and when the image-capture devices are enabled they
capture images of respective target areas in response to movement in the respective target
areas as indicated by the respective motion sensors. The integrated security arrangement
also includes a mapping database that contains data uséd to associate one or more of the
plurality of image-capture devices with the intrusion sensor. The mapping database is
configurable by a user. The integrated security arrangement further includes a control unit
that enables one or more of the plurality of image-capture devices in response to the
intrusion sensor detecting an intrusion. The control unit determines whether to enable one
or more of the image-capture devices based upon data in the mapping database.

Commensurate with another embodiment of the present invention, an integrated
security arrangement is implemented with a mapping database for mapping
sensors/detectors other than intrusions sensors to various image-devices. The detection of
an event by a sensor triggers the correspondingly mapped image-device to capture images
of a target area.

The above summary of the present invention is not intended to describe each
illustrated embodiment or every implementation of the present invention. The figures and

detailed description that follow more particularly exemplify these embodiments.

BRIEF DESCRIPTION OF THE DRAWINGS
The invention may be more completely understood in consideration of the detailed
description of various embodiments of the invention in connection with the accompanying
drawings, in which:
FIG. 1 depicts a building-security system according to an example embodiment of
the present invention;
FIG. 1A illustrates an example embodiment of an integrated security system,

according to the present invention;
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FIG. 2 shows a block diagram of a security system for mapping a plurality of
Sensors to a camera, according to an example embodiment of the present invention;

FIG. 3 shows a block diagram of a security system for mapping a plurality of
cameras 1o a sensor, according to an example embodiment of the present invention;

FIG. 4 shows an example mapping or lookup table, according to an example
embodiment of the present invention;

FIG. 5 shows a flow diagram for logic for implementing a process to enable
security cameras in response to mapped sensors, according to an example embodiment of
the present invention;

FIG. 6 shows a flow diagram for logic used to enable cameras for a security system,
according to an example embodiment of the present invention;

FIG. 7 shows a block diagram of an interface for implementing differing levels of
access to a security system, to an example embodiment of the present invention;

FIG. 8 shows a block diagram of another interface for implementing differing levels
of access to a security system, to an example embodiment of the present invention; and

FIG. 9 shows a block diagram of another interface that provides administrative
monitoring of configuration settings for a security system, to an example embodiment of
the present invention.

While the invention is amenable to various modifications and altermnative forms,
specifics thereof have been shown by way of example in the drawings and will be
described in detail. It should be understood, however, that the intention is not necessarily
to limit the invention to the particular embodiments described. On the contrary, the
intention is to cover all modifications, equivalents, and alternatives falling within the spirit

and scope of the invention as defined by the appended claims.

DETAILED DESCRIPTION

The present invention is believed to be applicable to a variety of different
approaches and arrangements for providing security services. The invention has been
found to be particularly advantageous for addressing security monitoring needs in a
residence or private-office environment.

According to an example embodiment, a security system utilizes cameras to detect
and identify intruders. The system includes an integrated camera/motion detector that is
responsive to intrusion sensors and other types of sénsors/alarms (e.g., a smoke detector, a

carbon monoxide detector, a gas detector, or a panic button). For simplicity, the following
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discussion focuses on the integrated camera/motion detector being responsive to intrusion
detection; however, the discussion is equally applicable to the integrated camera/motion
detector being responsive to other types of sensors and alarms as well. The camera’s
smart-behavior results in reduced power consumption and mitigates privacy concerns on
various levels. A system user sets up zones with at least one intrusion sensor {e.g.,
door/window contacts, glass-break detectors, hyper frequency radar detector, or an infrared

barrier) for each zone around the perimeter of a facility and sets up corresponding

‘camera/motion detectors in the interior of the facility. The intrusion sensors are activated

(armed) by a system user, using, e.g., a keypad on a security panel, a remote control
keyfob, a phone call using DTMF, a personal computer or a remote server. This allows for
a complete activation of the system when the system user leaves the facility as well as 2
partial perimeter activation of the facility when the system user (or other authorized
person) is present. Thus, when the user is present the camera remains “off”” unless
appropria;ely triggered by the motion detector. However, the motion detector also remains
“off” unless it is armed by a corresponding intrusion sensor. Therefore, cameras record
images inside the facility when both an intrusion sensor has been tripped and a motion
detector has detected motion. In one implementation, the system user enters a code (e.g.,
using a keypad on a security panel) to identify the desired mode of system operation. In
another implementation, the system user enters a system access code and then selects that
desired mode of operation from a display.

Another example embodiment is directed to an integrated security arrangement.
The arrangement includes an intrusion sensor to sense an intrusion at a target area of a
facility, a second sensor to sense movement, an image-capture device, and a base unit. The
image-capture device captures images in response to an intrusion indication from the
intrusion sensor and in response to a movement indication fron;x the second sensor. The
base umnit integrates a direction of view of the second sensor and of the image-capture
device, thereby directing the second sensor to sense in the target area in which the images
are captured by the image-capture device.

FIG. 1 depicts a building-security system according to an example embodiment of
the present invention. FIG. 1 includes building 100, control panel 102, and peripheral
devices 104-110. The security system is implemented in such a manner so as to reduce the
power consumption of one or more of the control panel and peripheral devices as related to
the wireless communications between the devices. When implementing the wireless

communications, the devices use multiple frequencies (channels) as well as communication
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intervals. The devices are able to reduce the power consumption by utilizing information
regarding a specific frequency from the multiple frequencies used and the communication
interval. For example, if the transmitting devices modify their transmissions based upon
the information, a receiving device may reduce the power consumption by decreasing the
time the receiving device is listening for a transmission from another device. By reducing
the power consumption, the system lends itself to implementing bi-directional
communications between the devices, which typically require more power consumption
than unidirectional communications.

The jagged lines and ellipses found between control panel 102 and the peripheral
devices represent wireless comm\unications between the control panel and the peripheral
devices. The wireless communications may be implemented using suitable frequencies.
For instanc;a, wireless communications frequencies in industrial, scientific and medical
(ISM) radio bands (900Mhz, 2.4Ghz and 5.8Ghz) have been found to be suitable for
security systems; however, alternate frequencies may be implemented in accordance with
the particulars of the system or its intended implementation.

The various elements of the peripheral devices and the control panel are
implemented using one or more of electric circuit arrangements, processors, memory
elements, software code, programmable logic devices, input/output interfaces or
combinations thereof.

Building 100 represents a facility for which the building-security system is
implemented. Common implementations of building 100 include, but are not limited to,
residential homes, retail stores, office buildings, government buildings, museums and other
facilities. Typically, the security system will monitor several locations within building
100. Accordingly, FIG. 1 depicts various peripheral devices throughout the building.

Peripheral communications devices 104-110 may take the form of a variety of
different devices, a few of which.are depicted in FIG. 1. For instance, device 104 depicts a
window sensor that may, among other things, detect when the window has been opened or
otherwise compromised; device 106 depicts a camera for video capture; device 108 depicts
an alarm; and device 110 depicts a mobile peripheral, such as a key fob for interfacing with
the control panel or another peripheral. Other example sensors include but are not limited
to fire alarms, carbon dioxide sensors and panic buttons. These peripheral devices
communicate with control panel 102 using wireless communications.

Block 112 depicts several elements that may be implemented in the peripheral

devices, including.a transceiver block, a message protocol block, a synchronization block
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and a transmit (TX) anticipatioﬁ block. Various embodiments of the present invention use
one or more of these blocks. In one such embodiment, a peripheral device wirelessly
transmits a signal using the transceiver block. The peripheral device uses information
regarding a transmission period and the listening channel of the control panel in the
transmission process.

In one embodiment, the peripheral devices transmit building-security information to
the control panel. For instance, device 106 might transmit video images or device-status
information to the control panel, while device 104 might transmit information relating to
the window’s sensor.

F1G. 1 depicts control panel 102 as inchiding a transceiver block, a message
protocol block, a synchronization block and a transmit (Tx) anticipation block. Various
embodiments of the present invention use one or more of these blocks. In one such
embodiment, the fransceiver block is used for receiving signals from one of the peripheral
devices as a function of the communication intervals and the frequency the control panel
uses to listen for transmissions. The listening frequency is one of several potential
frequencies available for communication between the peripheral devices and the control
panel. For instance, the system may use a number of contiguous frequency slots (channels)
within a suitable frequency band. One example of such a use includes 25 or more channels
within the ISM frequency band from 902-928 MHz. Numerous other combinations of
channels and frequency bands are possible using the present invention.

Typically, the control panel and peripherals are implemented using a similar set of
elements as depicted by blocks 102 and 112; however, various components may be
implemented differently. For instance, the synchronization block can be implemented
differently in the control panel versus the peripheral devices where the control panel
provides synchronization information to each of the peripherals and the peripherals must
use the synchronization information to maintain synchronization using a local clock. In
such an instance, the peripherals would compare the synchronization information with the
local clock in order to compensate for any difference between the peripherals’ time frames
and the control panel’s time frame. The synchronization information can take the form of a
time index, such as a counter value, a current time of day or any other time based data
which the peripheral can use as a reference for synchronization. In another example, the.
time index can be a reference within each message transmitted. Using such a system the
peripheral device can compare when the message was received to when the message was

expected. The peripheral device may also be configured to adjust the local clock using a
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compensation for a timing error. For instance, if the peripheral clock appears to be running
slower than the control panel, the peripheral can compensate by increasing the clock
frequency or using a counter to compensate for the differences between clocks.

The control panel and the peripheral blocks are depicted as having a transceiver;
however, the system may be implemented using variations of receivers and transmitters. In
some instances, a peripheral may be implemented with only a transmitter. In other
instances, a peripheral may be implemented with only a receiver. Other implementations
allow for one or more of the control panels and peripherals to have both a transmitter and
receiver (transceiver). Thus, transceiver is used herein to describe a receiver, transmitter
or both a receiver and transmitter.

One embodiment of the present invention reduces the power of one of the devices
as a function of the listening channel and a communications period. The system decreases
the length of time that a receiver is active by using the communications period and
listening channel to reduce the window of time necessary to receive the start of a
transmission. When the receiver is not active, various methods of power reduction are
employed, such as removing power from the receiving devices or reducing or stopping
selected functions (e.g., amplification or proccssing)..

Another embodiment synchronizes the various peripheral devices with the control
panel. The synchronization can further reduce the active time of the transmitter because,
for example, the transmitter may limit the transmission times relative to the times for which
the receiver is active. Such a reduction can be accomplished because, for example, in’
many systems the transmission time cannot be shorter than the Rx activation period of the
receiver without knowledge of when the Rx activation occurs; however, synchronization
can reduce the transmission times to less than the Rx activation period of the receiver.

In a specific example, the control panel sends periodic synchronization messages to
the peripheral devices. A peripheral device that determines it has lost synchronization with
the control panel can increase the active time of the receiver to compensate for the loss in
synchronization. In the event that the peripheral device is no longer receiving
synchronization messages, the device can increase the active receive time to ensure that a
transmission from the control panel will be received. The peripheral device can increase
the activation time based upon an expected accuracy of the local tracking (e.g., local clock}
of the control panel time-base. For instance, where the expected accuracy of the local
tracking is relatively high, the peripheral device increases the activation time anly upon the

loss of several synchronization messages.
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Some devices, such as a keyfob or other handheld device (110), are portable and are
often removed from the wireless communication range of the rest of the system or may
cease to receive or transmit information in response to a period of inactivity. Thus, the
portable devices often lose synchronization during the time they are unable to communicate
with the control panel. Accordingly, such portable devices frequently increase the
activation time to compensate for the lack of synchronization between the portable devices
and the control panel. The frequent increase in activation time often leads to a high rate of
power consumption. To compensate, portable devices can be implemented to shut down
transmission monitoring efforts until an external action occurs, such as a button being
pressed.

In one embodiment of the present invention, the messages sent by the control panel
are received by multiple peripheral devices simultaneously. Where the message is not
intended for all the peripherals, the message can include information that indicates for
which peripheral the message is intended. The message can also be associated with a
channel that the control panel uses for an acknowledge message from the peripheral.

FIG. 1A illustrates an example embodiment of an integrated security system,
according to the present invention. A base unit 35 is located in the interior of a facility and
integrates a motion sensor 20, a camera 25 (e.g., CCD camera), a data process;)r 30,and a
communication interface 15. In one implementation the motion sensor is a passive infrared
(PIR) sensor, which detects infrared energy in a target area and, in connection with a
processor 30, recognizes changes in infrared energy (e.g:, temperéture changes} to detect
motion. Depending on the size of the facility, multiple base units are located throughout
the facility’s interior, with a control panel 45 acting as a conventional conununication hub
for the facility. The control panel 45 interfaces with the base unit 35 via communications
interface 15. In the event that an intrusion signal 10 is received by the control panel 45
from an intrusion sensor, the control panel arms motion sensor 20 allowing the motion
senor to activate the camera 25 when movement is detected. The control panel 45 can also
directly activate the camera 25 (e.g., without regard to motion sensor 20). In one
implementation, the base unit 35 can receive the intrusion sensor input 10 via
commmunications interface 15. The sensor input 10 can therefore inform either the base unit
35 or the control panel 45 to arm the motion sensor 20 and/or activate the camera 25.
When unarmed, the motion sensor 20 will not be able to activate camera 25 but may still
detect motion. The motion sensor 20 can detect motion in its field of view, and once the

motion sensor is armed, the motion sensor is able to activate the camera 25. The motion
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sensor 20 and the cameéra 25 are positioned such that both devices have overlapping fields
of detection. Thus, images of the source of the detected motion are recorded by the camera
without requiring any intervening adjustment or aligriment. The recorded images are
processed by a data processor 30, which can be integrated with the motion sensor 20 and
the camera 25 in a base unit 35 as shown, or may be located remotely and electrically
coupled to the base unit 35,

It will be appreciated that the data processor 30 can be implemented, for example,
in the form of a high-speed processor such as a DSP (including an ALU) and/or a more
general-purpose processor that may be optionally programmed for video data
(de)compression. Thus, various embodiments may include a variety of combinations of
processing operations with one or more aspects of the processing operations performed at
one or more local or remote processors. For example, both video data storage and
compression may be performed in the base unit 35 by the data processor 30. When the
processor is located remotely, the data storage may still occur in base unit 35, but
compression of the video data could be implemented in the remote processor. Another
embodiment may involve data storage in the base unit 35 without any compression of the
video data. Moreover, each of the above operations may be performed in combination with
a central processor 55, as further discussed below.

In example implementations the base unit 35 is a battery-operated, wireless device
having both motion sensing and image-capture capabilities. For further information on
such a device, reference may be made to filed provisional application serial no. 60/785,570
filed on March 24, 2006, entitled “Motion-Image Monitoring Method and
Device”(Attomey Docket No. RSIA.009P1), which is fully incorporated herein by
reference. In certain implementations, data processor 30 is configured to preserve battery
life by communicating in accordance with appropriate power-saving protocols. For
example implementations related to communicative coupling and data transfer among the
above-discussed devices in accordance with appropriate protocols, reference may be made
to U.S. application serial no. 11/389,673 filed on March 24, 2006, entitled “Spread
Spectrum Communications for Building-Security” (Attorney Docket No. RSIA.010PA)
and European Patent Application Publication No. EP 1 363 260 filed on May 6, 2003,
entitled “Procédé de communication radiofréquence entre ﬁ)lusieurs dispositifs et systeme
de surveillance mettant en ceuvre un tel procédé,” which are herein fully incorporated by

reference. The power-saving approaches also provide for limited activation of the above-
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discussed camera such that the privacy of the inhabitants of a residence or facility is largely
maintained.

The recorded images are transmitted over a bi-directional sensor communication
path 40 to a conirol panel 45. In one implementation, the sensor communication path 40 is
wireless and can be employed, e.g., as described in the above two incorporated patent
documents. The transmitted images may be encrypted by the data processor 30 before
being transmitted to the control panel 45. The conirol panel 45 includes a local storage
area for the recorded images 50, the central processing unit 55, and a transceiver 60. The
control panel 45 is located within the same facility as the base unit 35. The central
processor 55 receives images from each of the base units located within the facility.
Similar to the above discussion, the central processor 55 may perform a variety of
processing operations alone or in combination with data processor 30. The images may
optionally be stored in data storage 50 for further review or processing. The control panel
45 includes a battery backup power source 65 in the event of a loss of power, e.g., a natural
disaster or an intruder disables power to the facility. The transceiver 60 further transmits
signals including system status reports or recorded images via a telephone channel 70 or
cable channel 75 to outside monitoring facilities. The telephone channel 70 and cable
channel 75 are not limited to PSTN or broadband channels; they may be part of a
GSM/CDMA network. Outside monitoring facilities may include a private security
company or a local law enforcement station.

In another example embodiment, when an intrusion sensor senses an intruder
breaching the facility (e.g., door/window contact is tripped), the intrusion signal 10 is
transmitted directly to the control panel 45. The control panel 45 arms one or more base
units 35 in the same zone as where the intrusion signal (via sensor 10) originated. For
example, in response to a widow contact being tripped in a room the control panel 45 can
arm the sensor 20 of base unit 35 in that room, as well as the sensors of the base units
iocated in adjacent rooms and/or the hallway outside the room. In this manner the system
can track intruders as they move throughout the facility. The base unit(s) 35 respond as
discussed above. In this system architecture, the control panel 45 is the master and the
sensors and control devices {e.g., keypads, keyfobs) are slave devices. The radio link in
this architecture is a star topology with the control panel 45 at the center of the network.
The branches include base units 35 and external links, e.g., telephone channel 70 and
broadband channel 75.
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Other aspects of the present invention are applicable to a security system where a
second sensor and image-capture device are not physically integrated inside the same
housing. In one such example, an embodiment is arranged with an intrusion sensor to
sense an intrusion at a target area of a facility, a second sensor to sense movement, and an
image-capture device. The second sensor bears a special relationship (e.g., located
sufficiently near and aligned) with the image-capture device to form a common field of
view, such that the fields of view for both devices overlap without the devices being
located inside a common housing. The image-capture device captures images in response
to an intrusion indication from the intrusion sensor and in response to a movement
indication from the second sensor.

In more specific embodiments, the various arrangements permit for the devices to
be situated in different ways to provide the common field of view. For example, horizontal
movement, vertical movement, or horizontal and vertical movement can be provided for
each of the motion sensor and the image-capture device, with their movements mirrored to
maintain the integrated field of view. More particularly, such mirrored movement can be
provided by using a ratchet-like mechanism with devices to provide increment adjustments
in the horizontal and/or vertical directions; the skilled artisan would appreciate that such
adjustment can be implemented using servo-control motors or be manually implemented
using conventional position-stabilizers that permit step-wise/incremental rotation.

In a related embodiment, horizontal movement, vertical movement, or horizontal
and vertical movement can be provided for either or both the motion sensor and the image-
capture device by way of conventional electronically-implemented pan/tilt/zoom
operation(s), with their movements coordinated to maintain the integrated field of view.
For image-capture, such pan/tilt/zoom operation is commonly used in digital video-
recording devices. The motion detector may also be manipulated to alter the field of view.

In more specific embodiments, the various arrangements can be implemented with a
spatial relationship between the motion sensor and the image-capture device by using a
common backplate to which each of the motion sensor and the image-capture devices are
mounted and/or a template for aligning the motion sensor and the image-capture device for
mounting on a wall, where contoured portions of the respective backs of the motion sensor
and the image-capture device may provide an offset for biasing the direction of view.

In other specific embodiments, the various arrangements permit for such above-
described devices to be situated such that their movement is pre-set before they are used or

dynamically controlled while in use with automated or semi-automated coordination

IPR2023-00792 Page 00100



10

15

20

25

30

WO 2007/111802 PCT/US2007/004773

15

provided by the control circuitry and/or personnel at a remote-site center. Such
coordinated movement, while maintaining a common field of view, benefits a variety of
monitoring and/or security applications. '

According to one example embodiment of the present invention, an intrusion
sensor, such as a window or door contact, located at a perimetef of a facility detects
whether the contact subject, window or door, has been breached. If, for example, a
window has been opened, the window contact (intrusion sensor) sends a signal to a
corresponding integrated motion sensor/camera _located at the intertor of the facility. Upon

receipt of the intrusion signal, the motion sensor is armed and the integrated camera is set

_to a “ready” mode without initiating recording. The motion detector remains armed and

when motion is detected, the integrated motion sensor/camera is again triggered. Once
motion is detected, the camera turns “on’ and captures images of the source of the motion.
The video images are sent to a central control panel for further evaluation. Further
evaluation may include determining (manually or automatically using, e.g., machine
visions) whether the source of the motion is human, an animal such as a pci, or another
moving object. If the source is determined to be human, further evaluation may reveal
whether any identifying images were captured, whether the human is an intruder or an
inhabitant of the facility, and face recognition may be used to identify a previously
unknown person intruding on the facility.

In another example embodiment, the home entry infrusion sensor (e.g., front door
contact) corresponds to a delayed-response motion sensor such that the transmission of the
motion indication is delayed to a_ccornmodate a security system control keypad located near
the entrance. In another zone located nearby, such as a kitchen, the motioﬂ indication is
not delayed when motion is detected. The system recognizes that motion sensed in the
nearby room (e.g., person setting grocery bags down in the kitchen) following a delayed
sensing of motion in the entry zone is likely an authorized user and an alarm will not sound
for a predetermined length of time. If the system is not deactivated or reset before the
predetermined length of time expires, the alarm will sound. The number of nearby zones
configured with such a relationship with the delayed motion indication in the entry zone
should be limited to ensure that an actual intruder is not provided enough time to traverse
the premises without being detected.

In a further example embodiment, the security system is equipped to capture an
image of the person arming or disarming the system (e.g., by entering a code on a security

system control keypad) to determine if the person is an authorized user. In one instance,
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the captured image can be sent to a remote monitoring station for verification or stored for
future reference. In another instance, the security system can be programmed with images
of the authorized users and the system uses face recognition to compare the captured image
of the person attempting to arm/disarm the system with the images of the authorized users
to determine whether the person is an authorized user. If the person’s image matches that
of an authorized user, then the person is allowed to arm/disarm the system. In one
implementation, the security system control keypad is equipped with a camera to capture
an image of the person entering a code. In another implementation, a base unit 35 is
positioned such that the base unit’s camera 25 can capture an image of the person entering
a code on the security system control keypad. In response to a code being entered, the
security system conirol keypad activates the camera 25 to captur‘e an image of the person
entering the code.

In an additional example embodiment, the security system is equipped with a self
diagnostic mode that is used to determine if the system is functioning properly. The system
sends test signals representing intrusion detections by various sensors to the base stations
45 to determine that the appropriate sensors 20 are armed and/or the appropriate cameras
25 are activated. The system can also enable each of the cameras 25 to capture an image to
check that the cameras are working. The results of the diagnostic tests can be displayed for
the system user, saved for future review or provided to a remote monitoring station.

FIG. 2 shows a block diagram of a security system for mapping a plurality of
sensors to a camera, according to an example embodiment of the present invention.
Control block 206 interfaces with sensors 204 (i.e., sensor(1} to sensor(IN))} and camera
202. Control block 206 receives input from sensors 204 regarding the status of the sensor.
For instance, a particular sensor may send a message to control block 206 in response to a
window or door being opened. Control block 206 can then make a determination as to
whether camera 202 should be activated. In one implementation, control block 206 has a
mapping or lookup table that links one or more of the sensors to camera 202. In this
fashion the response of control block 206 to one or more of sensors 204 can be limited to
sensors that correspond to the room or field of view covered by camera 202. In some
instances, control block 206 can receive images from camera 202 and also forward the
images to a monitoring station, using a telephone or network interface. Moreover, in some
instances, camera 202 is able to pan, tilt, zoom or otherwise change the field of view to

correspond to the particular sensor that was triggered.
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According to an example embodiment of the present invention, sensors 204 and
camera 202 announce their presence to control block 206 during an initialization stage. A
user of the system can select from these devices when determining what sensors camera
202 should be configured to respond to. In one instance a graphical user interface can be
used to allow for ease of configuration. In another instance, a graphical display of the
location of the sensors 204 and camera 202 can be used to allow a user to easily select and
configure the system. Such configuration can be limited to implementation during
installation of the security system, or can be implemented throughout the use of the
security system. For instance, given that sensors 204 can optionally be wireless, it is
possible that the sensors may be moved from time to time. This may be necessary where
the function of a room changes or where the structure undergoes changes. Moreover,
sensors can be added or replaced at later dates.

In certain instances, camera 202 can operate in different modes that may or may not
be responsive to sensors 204. For example, one mode may disable carera 202 completely,
while another mode may enable camera 202. One such mode would include control block
206 enabling cameras 202 in response to one or more selected sensors 204. In one
embodiment of the present invention, different modes may have different sensors mapped
to camera 202. For instance, one mode may have a door sensor mapped to camera 202,
while another mode may have both a door sensor and a motion sensor mapped to camera
202 (e.g., for when there should be no authorized occupant in the area). The system can be
prograrnmed such that a different code is used to identify each of these modes of operation.
The system user enters one of the codes (e.g., on a security system control keypad) to select
the desired mode of oﬁeration. In one implementation, the system user enters a security
access code and then selects from one of the programmed modes of system operation that
are identified on a display screen (e.g., by selecting a corresponding icon on a touch screen
or by entering a number identifying one of the modes). In another implementation, the
system user enters a code for each mode of operation. This can be useful for allowing
different levels of access/mode settings for different users. For instance, a child, friend or
relative could be given only certain codes. This is particularly useful for controiling access
to configuration settings or preventing access during restricted time periods, such as late at
night.

In a particular instance, one of the codes may correspond to a sequence of image
captures from various cameras. Thus, a user of the system can initiate a sequence of

camera shots to view different areas of the facility. This can be particularty useful for
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assuring a user that there are no intruders or for monitoring the status of an occupant (e.g.,
a small child or otherwise vulnerable person) and the house in general (e.g., to check for
fire or damage due to natural disasters).

In connection with the embodiments discussed herein as examples of the present
invention, the camera can be enabled in various ways. Generally, enabling of the camera
includes enabling the camera arrangements discussed in connection with figures 1-3.
Accordingly, when a sensor mapped to a camera arrangement detects a potential intruder,
the motion detector of the camera arrangement is enabled. If the motion detector senses
motion, the camera can then be enabled to capture pictures of potential intruders. In an
alternative mode, the camera can also be configured to immediately capture pictures (e.g.,
regardless of the motion detector) in response to the detection of a potential intruder. This
can be particularly useful for sensors that do not necessarily correspond to an intruder (e.g.,
fire alarm) and for high security modes that do not implement a delay or second level of
motion detection. In such a mode, the camera would capture images independent of
motion detection by the motion sensor. Another mode or setting could be used to
distinguish between video capture (e.g., consecutive shots over a period of time capable of
showing motion, such as those stored in an MPEG file) and still image capture (e.g., one
or more individual images that can be stored using file formats such as JPEG) by the
camera. Accordingly, in response to a sensor and a selected mode, the system can be
configured to 1) capture images after detecting motion in the field of view, 2) immediately
capture video, and 3) immediately capture a still image. These and other configuration
options can be implemented using the various mapping features discussed herein.

FIG. 3 shows a block diagram of a security system for mapping a plurality of
cameras to a sensor, according to an example embodiment of the present invention. As
discussed above, sensor 302 and cameras 304 (i.e., camera(l) to camera(N)) communicate
with control block 306. In response to input from sensor 302, one or more of cameras 304
can be enabled. As discussed in connection with FIG. 2 and elsewhere herein, the control
block 306 can implement the desired correspondence between cameras 304 to sensor 302
using mapping database or lookup table. This can be advantageous where the cameras
provide different angles of view and/or different fields of view. For instance, in response
to window sensor, several cameras can be enabled, allowing for security monitoring
stations to view the entire room, and also to have a better chance of identifying a potential

intruder.
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In one embodiment of the present invention, multiple cameras can be selectively
linked to multiple sensors. For instance, all cameras and sensors within a room can be
linked together. Accordingly, the mapping of both FIG. 2 and FIG. 3 can be used in
conjunction with each other.

FIG. 4 shows an example mapping or lookup table, according to an example
embodiment of the present invention. The data contained in the mapping table can be
stored in a suitable memory device, such as flash, random-access-memories, hard drives
and the like. In some applications it can be advantageous to use nonvolatile memory for
guarding against problems due to power loss.

Column 402 contains camera-1 to camera-N. It should be noted that FIG. 4 and the
relevant discussion make reference to camera-1 to camera-N. As discussed herein, such
cameras may include an integrated motion detector, and thus, identification information as
to whether the camera device includes such an integrated motion detector may also be
stored in the mapping or lookup table. Column 404 contains sensors that are configured to
enable the camera arrangement in the corresponding row. For instance, sensors A, Band C
would enable camera 1, while sensors X, Y and Z would enable camera 2. In this manner a
user of the system provides information as to the desired associations between sensors and
cameras resulting in a corresponding change in the data in the mapping table. For example,
a graphical user interface can be presented to a user through a software application running
on a processor. In one instance, the processor is a general purpose computer, such as a
personal computer or personal digital assistant, that can interface with the control device of
the security system using, for example a universal-gerial-bus (USB), Ethernet or similar
interface. In another instance, the processor is part of the control device.

Column 406 contains additional information regarding relationships between
sensors and cameras. In one instance, column 406 represents sensors that enable the
corresponding camera when the security system is in a particular mode (i.e., a different
mode than column 404 would be associated with). This is useful to distinguish between
situations where the occupants are awake from when they are sleeping, windows that are
opened from the inside from windows that are opened from the outside, situations where
the occupants are on vacation from when the'y are not, and the like. In another instance,
column 406 represents sensors that need to be triggered prior to sensors in column 404
activating a camera in column 402. Thus, the sensors can be linked to each other, thereby
requiring a succession of sensors to be triggered prior to activation of a mapped camera. In

vet another instance, column 406 represents sensors that are only enabled after a certain
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delay. This can be particularly useful for enabling sensors that are in the likely path of an
intruder. For instance, the camera in a bedroom may be enabled after a window sensor in
the bedroom is triggered. Afier a delay sufficient to allow an intruder to traverse the room,
a sensor from column 406 and corresponding to an adjoining room can be enabled.

Column 408 represents additional data nsed to supplement the mapping functions.
In one instance, column 408 may contain information relating to cameras that are only
enabled afier a certain delay. This can be particularly useful for enabling cameras that are
in the likely path of an intruder. For instance, the camera in a bedroom may be enabled
after a window sensor in the bedroom is triggered. Afier a given delay (e.g., sufficient to
allow an intruder to traverse the room) a camera in an adjoining room can be enabled. In
another instance, column 408 may contain data that contains delay values for enabling the
cameras or sensor of column 404 and 406. In yet another instance, the data in column 408
can be used to denote one or more security modes for which the sensors and cameras stored
in the respective mapping table columns are enabled or disabled.

According to another embodiment of the present invention, a combination of sensor
events and the details of the sensor events can be selected to further define enabling events
for various cameras. In addition to requiring a sensor to be triggered, combinational events
can be used to determine details, such as whether a series of sensor events represent a
person leaving or entering an area. More specifically, the order of sensor events and the
absence of certain sensor events can be used to determine the direction a person is
traveling, the number of people present and other security factors. Using information
relative to the sequences of events, the system can be configured to avoid unnecessary
video capture of normal occurrences, such as the exit of an authorized person from a
secured area, while still capturing abnormal occurrences, such as the entrance of a person
to the secured area.

Additional data storage elements of the mapping table (e.g., similar to columns 406
and 408) are possible and only limited by practical considerations, such as complexity and
storage space.

FIG. 5 shows a flow diagram for logic for implementing a process to enable
security cameras in response to mapped sensors, according to an example embodiment of
the present invention. Block 502 represents a decision as to whether a sensor has been
triggered. The process waits at block 502 for a sensor to be triggered. If a sensor is
triggered, the process proceeds to block 504. Block 504 determines whether the sensor is

mapped to a camera. If no camera is mapped to the sensor, the process returns to block 502
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and waits for another sensor to be triggered. If a camera is mapped to the sensor, the
process proceeds to block 506.

Block 506 represents potential enable logic. In the simplest case, the enable logic
depicted by block 506 need not be implemented. In such a case, the process proceeds
directly to block 508. In other instances, various determinations, delays and other
functions can be carried out at block 506. In a particular embodiment of the present
invention, information stored in a mapping fable is used to implement the enabling logic.
As discussed herein, such information may represent different logic for different modes,
delays before enabling and the like. In some instances, the logic may determine that no
camera should be enabled and the process proceeds to block 510. One such instance is
where the security system is in a mode for which the linked camera is not to be enabled. In
another instance, the logic may enable other sensors prior to enabling the camera. After
determining that the camera should be enabled the process proceeds to block 508 to enable
the camera.

The process next checks for additional cameras that are linked to the triggered
sensor as shown by block 510. If no additional camera is found, the process returns to
block 502. If an additional camera is found, the process proceeds to block 512. Block 512
is a logic i)]ock similar to block 506, where the process can branch to blocks 510 or 514.
Block 514 enables the corresponding camera and returns to block 510 to determine if
additional cameras aré mapped to the triggered sensor. In this manner, a series of cameras
can be enabled in response to one or more triggered sensors. This is particularly useful for
enabling cameras along a likely path of an intruder.

The various components of such a process can be implemented using one or more
general purpose processors configured with appropriate software, one or more custom
processors, programmable logic devices, analog/digital circuits, integrated circuit devices
and combinations thereof.

FIG. 6 shows a flow diagram for logic used to enable cameras for a security system,
according to an example embodiment of the present invention. In a particular embodiment
this Jogic can be implemented in place of enable logic blocks 506 and 512 (e.g.,as a
function call in a software routine). The process begins at block 602 where it proceeds to
block 604. Block 604 can implement a delay before enabling any cameras. If no delay is
require, the delay step can be skipped. In one instance, the delay can be a fixed delay for
each camera. In another instance, the delay can be a function of data stored in the mapping

table along with other variables, such as the current mode of the security system. After the
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delay, if any, is implemented, the process proceeds to block 606. At block 606, a
determination is made as to whether the sensor is configured to enable the camera relative
to the current security mode. This can be accomplished, for example, by a comparison of
the data in the mapping table with the current security mode. If it is determined that the
camera should not be enabled in response to the sensor, the process exits as shown by
block 614. Otherwise the process proceeds to block 608.

At block 608 a determination is made as to whether additional sensors are linked
(e.g., required to be triggered) relative to the corresponding camera, This is useful for
configuring the camera to’only be triggered in response to more than one sensor. If it is
determined that no additional sensors are linked, the process proceeds to block 612 where
the corresponding camera is enabled. The process then exits as shown by block 614.

If at least one additional sensor is linked, the process proceeds to block 610. At
block 610 a determination is made as to whether the linked sensor is triggered. If the
linked sensor is not triggered, the process can wait at block 610 until the linked sensor is
triggered. In some instances, it is desirable to reset or exit from this state even if the linked
sensor is not triggered. This can be aécomplished using various methods. Using one such
method, at timer can precipitate the exit from state 610. Using another such method, the
process exits from state 610 in response to an external event, such as the resetting of the
triggered sensor(s). If the linked sensor is triggered, the process returns to block 608 to
check for other linked sensors. ‘

FI1G. 7 shows a block diagram of an interface for implementing differing levels of
access to a security system, to an example embodiment of the present invention. FIG. 7
depicts a security interface 704 that provides two control/access levels 706 and 712 for
different users of the system. The different control levels can be particularly useful for
simplifying the control aspects available to an end user 702, while allowing additional
functionality to be configured by a qualified installer 710. The control levels can also be
particularly useful for reducing the risk of an end user 702 improperly configuring the
security system, by limiting the control of certain aspects of the system. Thus, the security
system can be configured such that a minimum level of security is maintained, regardless
of the end user 702 configuration changes.

Security interface 704 is accessed using a number of different mechanisms. A non-
exhaustive list of acceptable interfaces includes a general purpose computer connected
through Ethernet, USB or the like, key pads, touch screens, voice response systems and

keyfobs. Security interface 704 provides a different level of access depending upon the
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user. In one instance, the user credentials can be determined by a username and/or
password, electronic identification cards, wireless transmiiters, biometric identifications or
the like. Once the user credentials are determined, the user is granted an appropriate level
of control over the system as shown by blocks 708 and 714. The number of different levels
of control and user can vary depending upon the particular application. For example, a first
level (e.g., full access) may exist for an installer of the system; a second level (e.g., limited
access) may exist for home owners and a third level (e.g., mode change only) may exist for
children of the home owners.

FIG. 8 shows a block diagram of an interface for implementing differing levels of
access to a security system, to an example embodiment of the present invention. FIG. 8
depicts a security system 808 that allows end user 802 access using end user interface 804
and qualified installer 814 access using qualified installer interface 812. By providing
multiple interfaces to the system with different levels of control, the cén be further
protected. For instance, subset of conirol features 806 could be provided through a touch
screen or local computer. Such interfaces may be subject to potential security risks (e.g.,
hacking into the computer remotely or gaining access to the touch screen prior when the
system is not armed) that may compromise the security system. By limiting the control
available through the end user interface, the overall security can be improved. A higher
level of control {e.g., installer control features 810) can be provided using a more secure
interface method. For example;, the interface might only accept a security card that is
controlled by the installer, or it may only accept instructions from a known server or input
port. Accordingly, the security system is not entirely compromised simply by
compromising the end user interface 804. This can also be particularly useful for limiting
the complexity by essentially hiding certain configuration options from the end user.

FIG. 9 shows a block diagram of another interface that provides administrative
monitoring of configuration settings for a security system, to an example embodiment of
the present invention. FIG. 9 depicts an end user interface 904 that allows end user 902 to
access control logic 916. End user interface 904 sends data to and from end user 902 using

network 906. End user is able to configure control logic 916 and monitor the status of

- sensors 912 and cameras 914 through such data transfers. Offsite administrator 908

provides monitoring functions for all or a subset of end user transactions. For instance,
offsite administrator 908 can monitor configuration settings for control logic 916 to verify
that the system is not compromised due to user error or an unauthorized person. In some

instances, the monitoring can be limited to critical functions, such as disabling sensors 912
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and cameras 914. In other instances, the monitoring can encompass all transactions. This
monitoring can be accomplished using an automated process that follows a rule set
designed to identify potential issues. The monitoring can also be accomplished using
(alone or in combination with automated processes) human operators that watch for
potential problems.

While certain aspects of the present invention have been described with reference to
several particular example embodiments, those skilled in the art will recognize that many
changes may be made thereto. For example, aspects of the underlying patent documents
(e.g., aspects that provide integration on fields of view, and implementation details of the
integrated image-capture and motion-sensing devices). Such changes do not neceésarily
depart from the spirit and scope of the present invention. Aspects of the invention are set

forth in the following claims.
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What is claimed is:

1. An integrated security arrangement, comprising:

a plurality of intrusion sensors;

a motion sensor to sense motion in a target area;

an image-capture device physically integrated with the motion sensor to capture
images of the target area in response to the motion sensor and in response to at least one
selected one of the intrusion sensors; and

a control arrangement including a mapping database that contains data used to
associate one or more of the plurality of intrusion sensors with the image-capture device
and to permit a user to configure the mapping database to select said at least one of the

plurality of intrusion sensors to which the image-capture device is responsive.

2. The arrangement of claim 1, further including a base unit that physically integrates
the image-capture device with the motion sensor, and wherein the control arrangement is
configurabile to override responsiveness of the image-capture device to the motion sensor
and said selected one of the intrusion sensors, and to cause the image—captﬁre device to
capture images of the target area in response to a security code received at the control

arrangement.

3. The arrangement of claim 1, wherein the control arrangement is configurable to
override responsiveness of the image-capture device to the motion sensor or said selected
one of the infrusion sensors, and to cause the image-capture device to capture images of the

target area in response to a security code received at the control arrangement.

4. The arrangement of claim 1, wherein the control arrangement is configurable to
cause the image-capture device to capture images of the target area in response to a

security code received at the control arrangement.

5. The arrangement of claim 1, wherein the control arrangement is configurable to
cause the image-capture device to capture images of the target area in response to a signal
from a sensor, the signal representing a detectable situation, and wherein the signal is

directly provided to the image-capture device.
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6. The arrangement of claim 1, where the control arrangement is configurable to
override the image-capture device to cause the image-capture device to capture images of
the target area in response to a signal from a sensor, the signal representing a detectable
situation and the signal from at least one of one of the plurality of intrusion sensors, a

sensor other than one of the plurality of intrusion sensors.

7. The integrated security arrangement of claim 1, wherein the image-capture device
includes and is integrated with the motion sensor, and further including a user interface that

receives data for configuring the mapping database.

8. The integrated security arrangement of claim 1, wherein the image-capture device
includes and is integrated with the motion sensor, and further including a user interface that
receives data for configuring the mapping database, and wherein configuring the mapping
database is limited based upon a control level associated with a user that is configuring the

mapping database.

9. The integrated security arrangement of claim 8, wherein configuring the mapping

database is limited based upon a different control level for a different user.

10. The integrated security arrangement of claim 1, further including a communication
device to transmit signals to a remotely-located central controller, and housing to contain
the communication device, the control unit, the motion sensor, and the image-capture

device.
11. The integrated security arrangement of claim 1, wherein multiple sensors are linked
in the mapping database, thereby requiring more than one sensor be tripped prior to the

image-capture device capturing pictures.

12. The integrated security arrangement of claim 1, wherein the image-capture device is

used to differentiate between images of a human and another moving object.

13. The integrated security arrangement of claim 1, wherein the intrusion sensor is one

of a window contact and a glass-break detector.
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14. The integrated security arrangement of claim 1, wherein, responsive to data stored
in the mapping database, a second image-capture device capture images in response to a

first image-capture device capturing images.

15. The integrated security arrangement of claim 1, further including a user interface
and an installation interface that each receive input for configuring the mapping database,
wherein the user interface has a first level of access to the mapping database and the

installation interface has a second level of access to the mapping database.

16. The integrated security arrangement of claim 15, wherein said first level of access is

a subset of said second level of access.

17. The integrated security arrangement of claim 1, wherein, in a first mode, the image-
capture device captures one or more still images and, in a second mode, the image-capture-

device captures video images.

18. The integrated security arrangement of claim 1, wherein the image-capture device
includes and is integrated with the motion sensor, and further including a user interface that
receives data for configuring the mapping database, and wherein the mapping database
stores data identifying the image-capture device and each of the plurality of intrusion

SENnsors.

19, The integrated security arrangement of claim 1, wherein the image-capture device
includes and is integrated with the motion sensor, and further including a user interface that
receives data for configuring the mapping database, and wherein the user interface is one of
a personal computer running software configured to interface with the control unit through

a communication link, a keypad and a remote server.

20. An integrated security arrangement, comprising:
an intrusion sensor;
a plurality of motion sensors to sense motion in respective target areas;
a selected at least one of a plurality of image-capture devices, the selected image-

capture device physically integrated with a respective one of the plurality of motion
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sensors, to capture images of the respective target area in response to the respective motion
sensor and the intrusion sensor; and

a control arrangement including a mapping database that contains data used to
associate the intrusion sensor with the selected image-capture device and to permit a user to
configure the mapping database to select said at least one of a plurality of image-capture

devices that which is responsive to the intrusion sensor.

21. The integrated security arrangement of claim 20, further including a base unit that
physically integrates the image-capture device with the motion sensor, and wherein the
image-capture devices are each integrated with respective motion sensors, and further

including a user interface that receives data for configuring the mapping database.

22. The integrated security arrangement of claim 20, wherein the image-capture devices
are integrated with the respective motion sensors, and further including a user interface that
receives data for configuring the mapping database, and wherein configuring the mapping
database is limited based upon a control level associated with a user that is providing the
data for configuring the mapping database, and wherein configuring the mapping dataﬁase

is limited based upon a different control level for a different user.

23, The integrated security arrangement of claim 20, wherein each image-capture
device further includes a camera, and a housing to contain the control unit, the motion

sensor, and the camera.

24. The integrated security arrangement of claim 20, wherein the image-capture devices

are used to differentiate between images of a human and another moving object.

25. The integrated security arrangement of claim 20, wherein the intrusion sensor is one

of a window contact and a glass-break detector.

26, The integrated security arrangement of claim 20, wherein afier the selected at least
one of a plurality of image-capture devices captures an image, and after a delay, another
one of the image-capture devices is enabled in response to data stored in the mapping

database and independent of additional sensors.
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27. The integrated security arrangement of claimi 20, further including a user interface
and an installation interface that each receive input for configuring the mapping database,
wherein the user interface has a first level of access to the mapping database and the

installation interface has a second level of access to the mapping database.

28. The integrated security arrangement of claim 20, further including a user interface
and an installation interface that each receive input for configuring the mapping database,
wherein the user interface h?‘:ls a first level of access to the mapping database and the
installation interface has a second level of access to the mapping database, and wherein

said first level of access is a subset of said second level of access.

29. The integrated security arrangement of claim 20, wherein, in response to a user
selected mode, the control unit configures two or more image-capture devices of the
plurality of image-capture devices to consecutively capture images independent of their

respective maotion sensors.

30. The integrated security arrangement of claim 20, wherein the mapping database

stores data identifying each of the plurality of image-capture devices.
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WRITTEN OPINION OF THE International application No.
INTERNATIONAL SEARCHING AUTHORITY
- PCT/US16/17807
Box No. | Basis of this opinion
1. With regard to the language, this opinion has been established on the basis of:
z] the international application in the language in which it was filed.
l:] a translation of the international application into which is the language of a translation

furnished for the purposes of international search (Rules 12.3(a) and 23.1(b)).

2, D This opinion has been established taking into account the rectification of an obvnous mistake authorized by or notified to
this Authority under Rule 91 (Rule 43bis.1(a)).

3. I:I With regard to any nucleotide and/or amino acid sequence disclosed in the international application, this opinion has
been established on the basis of a sequence listing:

a. [:] forming part of the international application as filed:
D in the form of an Annex C/ST.25 text file.
[___l on paper or in the form of an image file.

b. [:] furnished together with the international application under PCT Rule 13zer. l(a) for the purposes of international
search only in the form of an Annex C/ST.25 text file.

c. D furnished subsequent to the international filing date for the purposes of international search only:
D in the form of an Annex C/ST.25 text file (Rule 13zer.1(2)).
I:] on paper or in the form of an image file (Rule 13fer. 1(b) and Administrative Instructions, Section 713).

4. D In addition, in the case that more than one version or copy of a sequence listing has been filed or furnished, the required
statements that the information in the subsequent or additional copies is identical to that forming part of the application as
filed or does not go beyond the application as filed, as appropriate, were furnished.

5. Additional comments:
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Box No. V Reasoned statement under Rule 43bis.1(a)(i) with regard to novelty, inventive step and industrial applicability;
citations and explanations supporting such statement

1. Statement

2-11,13-20

Novelty (N) Claims YES
Claims 1,12 ~ NO
Inventive step (IS) ' Claims 7,18-20 YES
Claims 1-6, 8-17 NO
Industrial applicability (1A) Claims 1-20 YES
Claims NONE NO

2.  Citations and explanations:

Claims 1, 12 lack novelty under PCT Article 33(2) as being anticipated by US 2008/0157964 A1 to ESKILDSEN, K et al. (hereinafter
“Eskildsen”).

As per claim 1, Eskildsen discloses a barrier alarm device (system for securing a structure against intrusion; abstract, figure 1),
comprising: a barrier status detection device for detecting whether a barrier monitored by the barrier alarm device has been opened
(door/window sensor 104 (barrier status detection device) detects the door or window is open; figure 1, paragraph [0019]); a human
detection device for determining whether a human being is inside a monitored premises in proximity to the barrier (IR sensor 102 (human
detection device) detects motion inside the premises near a door or window (proximity to the barrier); figure 3, paragraph [0017], claim 6);
a transmitter for transmitting an alarm signal to a receiver (transceiver 106 sends (transmits) a fault signal (alarm) which is received by the
control panel 112; figure 1, paragraph [0019]); a memory having processor-executable instructions stored thereon (sensor 104 coupled to
processor 108 stores (memory) unique identifiers; figure 1, paragraphs [0016], [0021]); and a processor coupled to the barrier status
detection device (sensor 104 (barrier status detection device) coupled to processor 108; figure 1, paragraph [0016]), the human detection
device, the transmitter, and the memory for executing the processor-executable instructions that cause the barrier alarm device to:
generate the alarm signal when the processor determines that the barrier has been opened based on the barrier status detection device
and that a human being is not in proximity to the barrier human detection device {if no motion is detected 207 (human being not in
proximity) and the door is opened 209 (barrier is open) then a fault signal 211 (alarm) is sent {transmitted) to the control panel; fgure 2,
paragraphs [0026], [0027], [LUZ8)).

As per claim 12, Eskildsen discloses a method for a barrier alarm device to reduce occurrences of false alarms, comprising: determining,
by a processor coupled to a barrier status detection device (sensor 104 (barrier status detection device) coupled to processor 108; figure
1, paragraph [0016]), whether a barrier monitored by the barrier alarm device has been opened (door/window sensor 104 (barrier status
detection device) detects the door or window is open; figure 1, paragraph {0019]); determining, by the processor coupled to a human
detection device (upon detecting motion, IR sensor 102 (human detection device) sends a signal (coupled) to processor 108; paragraph
[0017]), whether a human being is inside a monitored premises in proximity to the barrier (step 207 determines whether human being is
present or not within the monitored area (premises); figure 2, claim 6); and generating, by the processor, an alarm signal when the
processor determines that the barrier has been opened based on the barrier status detection device and that a human being is not in
proximity to the barrier human detection device (if no motion is detected 207 (human being not in proximity) and the door is opened 209
(barrier is open) then a fault signal 211 (alarm) is sent (transmitted) to the control pane!; figure 2, paragraphs [0026], [0027], {0028]).

Claims 2, 3, 13, 14 lack an inventive step under PCT Article 33(3) as being obvious over Eskildsen in view of US 2013/0257611 A1 to
LAMB, M et al. (hereinafter “Lamb”).

As per claim 2, Eskildsen discloses the barrier alarm of claim 1. Eskildsen further discloses wherein the processor-executable instructions
further comprise instructions that cause the barrier alarm device to: determine that the barrier has been opened (door/window sensor 104
detects the door or window is open; figure 1, paragraph [0019]); determine that a human being is inside the premises and in proximity to
the barrier (IR sensor 102 (human detection device) detects motion inside the premises (human being inside) near a door or window
(proximity to the barrier); figure 3, paragraph [0017]); in response to determining that the barrier has been opened and that a human being
is inside the premises and in proximity to the barrier (Step 207 detects motion (human being inside) and step 209 determines a door
(barrier) is open; figure 2). However, Eskildsen does not disclose generate a bypass signal by the processor; the bypass signal for
instructing the receiver to ignore future alarm signals from the barrier alarm device; and transmit the bypass signal to the receiver. Lamb
discloses generate a bypass signal by the processor (barrier alarm is placed in a bypass mode and contains a processor 400; figure 4,
paragraph [0050]); the bypass signal for instructing the receiver to ignore future alarm signals from the barrier alarm device (entering
bypass prevents (ignore) central controller 116 (receiver) from declaring an alarm condition occurred; paragraph [0051])); and transmit the
bypass signal to the receiver (transmit a message (bypass signal) to the central controller 116 (receiver) to indicate barrier alarm is
entering bypass mode; paragraph [0050]). it would have been obvious to a person of ordinary skill in the art, at the time of the invention, to
have modified the barrier alarm of Eskildsen, by generating a bypass signal and instructing the receiver to ignore future alarms, as taught
by Lamb, in order to gain the capability of allowing the user to open a barrier without sounding an alarm.

-***.Continued Within the Next Supplemental Box-***-
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Supplemental Box

In case the space in any of the preceding boxes is not sufficient.
Continuation of:

-***-Continued from Box V: Citations and Explanations-***- .
As per claim 3, Eskildsen discloses the barrier alarm device of claim 1. However, Eskildsen does not disclose wherein the
processor-executable instructions further comprise instructions that cause the barrier alarm to: determine that the barrier has been placed
into a closed position; in response to determining that the barrier has been placed into the closed position, transmit a signal to the receiver
indicating that the barrier is in the closed position; in response to receiving the signal by the receiver from the barrier alarm device that the
barrier is in the closed position, providing a remote alarm signal to a remote monitoring station by the receiver when a future alarm signal ig
received by the receiver from the barrier alarm device. Lamb discloses wherein the processor-executable instructions further comprise
instructions that cause the barrier alarm to: determine that the barrier has been placed into a closed position (user will close a door or
window (barrier) prior to entering the normal mode; paragraph [0052]); in response to determining that the barrier has been placed into the
closed position (sensor 404 and processor 400 determine that door or window (barrier) is closed; paragraph [0053]), transmit a signal to
the receiver indicating that the barrier is in the closed position (barrier alarm transmits a message (signal) to the central controller 116
indicating that the barrier alarm is entering normal (barrier is closed) mode; paragraph {0054]); in response to receiving the signal by the
receiver from the barrier alarm device that the barrier is in the closed position (begin monitoring messages sent by the barrier alarm in a
usual manner which includes performing action if an alarm condition occurs; paragraph [0054)), providing a remote alarm signal to a
remote monitoring station by the receiver when a future alarm signa! is received by the receiver from the barrier alarm device (central
controller 116 notifies a remote monitoring station 124 when an alarm occurs; paragraph [0027]). It would have been obvious to a person
of ordinary skill in the art, at the time of the invention, to have modified the barrier alarm device of Eskildsen, by transmitting a signal to the
receiver that the barrier is closed to allow future alarm signals to be received by the remote monitoring station, as taught by Lamb, in order
to gain the capability of releasing the barrier alarm device from a bypass mode and continue to monitor the barriers for intrusion thereby
improving the safety ot the premises.

As per claim 13, Eskildsen discloses the method of claim 12. Eskildsen discloses further comprising: determining that the barrier has been
opened (door/window sensor 104 detects the door or window is open; figure 1, paragraph [0019]); determining that a human being is insidé
the premises-and in proximity to the barrier (IR sensor 102 (human detection device) detects motion inside the premises (human being
inside) near a door or window (proximity to the barrier); figure 3, paragraph [0017], claim 6); in response to determining that the barrier has|
been .opened and that a human being is inside the premises and in proximity to the barrier (Step 207 detects motion (human being inside)
and step 209 determines a door (barrier) is open; figure 2). However, Eskildsen does not disclose generating a bypass signal by the
processor; the bypass signal for instructing the receiver to ignore future alarm signals from the barrier alarm device; and transmitting the
bypass signal to a receiver. Lamb discloses generating a bypass signal by the processor (barrier alarm is placed in a bypass mode and
contains a processor 400; figure 4, paragraph [0050]); the bypass signal for instructing the receiver to ignore future alarm signals from the
barrier alarm device (entering bypass prevents (ignore) central controller 116 (receiver) from declaring an alarm condition occurred;
paragraph [0051]); and transmitting the bypass signal to a receiver (transmit a message (bypass signal) to the central controller 116
(receiver) to indicate barrier alarm is entering bypass mode; paragraph {0050}). it would have been obvious to a person of ordinary skill in
the art, at the time of the invention, to have modified the barrier alarm of Eskildsen, by generating a bypass signal and instructing the
receiver to ignore future alarms, as taught by Lamb, in order to gain the capability of allowing the user to open a barrier without sounding
an alarm. .

As per claim 14, Eskildsen discloses the method of claim 12. However, Eskildsen does not disclose further comprising: determining that
the barrier has been placed into a closed position; in response to determining that the barrier has been placed into the closed position,
transmitting a signal to the receiver indicating that the barrier is in the closed position; in response to receiving the signal by the receiver
from the barrier alarm device that the barrier is in the closed position, providing a remote alarm signal to a remote monitoring station by the]
receiver when a future alarm signal is received by the receiver from the barrier alarm device. Lamb discloses further comprising:
determining that the barrier has been placed into a closed position (user will close a door or window (barrier) prior to entering the normal
mode; paragraph {0052]); in response to determining that the barrier has been placed into the closed position (sensor 404 and processor
400 determine that door or window (barrier} is closed; paragraph [0053]), transmitting a signal to the receiver indicating that the barrier is in
the closed position (barrier alarm transmits a message (signal) to the central controller 116 indicating that the barrier alarm is entering
normal (barrier is closed) mode; paragraph [0054]); in response to receiving the signal by the receiver from the barrier alarm device that
the barrier is in the closed position (begin monitoring messages sent by the barrier alarm in a usual manner which includes performing
action if an alarm condition occurs; paragraph [0054]), providing a remote alarm signal to a remote monitoring station by the receiver when
a future alarm signal is received by the receiver from the barrier alarm device (central controller 116 notifies a remote monitoring station
124 when an alarm occurs; paragraph [0027]). It would have been obvious to a person of ordinary skill in the art, at the time of the
invention, to have modified the barrier alarm device of Eskildsen, by transmitting a signal to the receiver that the barrier is closed to allow
future alarm signals to be received by the remote monitoring station, as taught by Lamb, in order to gain the capability of releasing the
barrier alarm device fioim a bypass mode and continue to monitor the barrlers for Intrusion thereby improving the safety of the premises. .

-***-Coritinued Within the Next Supplemental Box-"""-
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Supplemental Box

In case the space in any of the preceding boxes is not sufficient.
Continuation of:

-***-Continued from Previous Supplemental Box-***-

Claims 4, 15 lack an inventive step under PCT Article 33(3) as being obvious over Eskildsen in view of US 4,639,902 A to LEVERANCE, R}
et al. (hereinafter “Leverance”).

As per claim 4, Eskildsen discloses the barrier alarm device of claim 1. Eskildsen further discloses determine that a human being is in
proximity to the barrier (IR sensor (human detection device) monitors an area near the window or door (barrier); figure 2, paragraph
[0017]). However, Eskildsen does not disclose wherein the human detection device comprises an ultrasonic transducer and an ultrasonic
receiver, wherein the processor executable instructions for determining whether a human being is in proximity to the barrier comprise
instructions for the barrier alarm device to: transmit ultrasonic pings by the ultrasonic transducer at predetermined time periods; determine
that a human being is not inside the premises when an ultrasonic return signal is not received by the ultrasonic receiver. Leverance
discloses wherein the human detection device comprises an ultrasonic transducer and an ultrasonic receiver (transmit transducer 20 and
receive transducer 24 are quasi-ultrasonic detector; figure 1, column 3, lines 1-5), wherein the processor executable instructions for
determining whether a human being is in proximity to the barrier comprise instructions for the barrier alarm device to: transmit ultrasonic
pings by the ultrasonic transducer at predetermined time periods (ultrasonic transducer (transmitter) generates plurality of pulses (pings) a
predetermined period and intervals; figure 1, column 3, 1-5, column 5, lines 57-59, 66-68); determine that a human being is not inside the
premises when an ultrasonic return signal is not received by the ultrasonic receiver (receive return ultrasonic signal and compare against
stored signals for an unoccupied (human being not inside) room; column § lines 27-34). It would have been obvious to a person of ordinary
skill in the art, at the time of the invention, to have modified the barrier alarm device of Eskildsen, by transmitting and receiving using
ultrasonic transducers, as taught by Leverance, in order to improve the accuracy of sensors and allow operation in bright light because the
sensors are sonic based.

As per claim 15, Eskildsen discloses the method of claim 12. Eskildsen further discloses determining that a human being is in proximity to
the barrier (IR sensor (human detection device) monitors an area near the window or door (barrier); figure 2, paragraph [0017]). However,
Eskildsen does not disclose wherein the human detection device comprises an ultrasonic transducer and an ultrasonic receiver, wherein
determining whether a human being is in proximity to the barrier comprises: transmitting ultrasonic pings by the ultrasonic transducer at
predetermined time periods; determining that a human being is not inside the premises when an ultrasonic return signal is not received by
the ultrasonic receiver. Leverance discloses wherein the human detection device comprises an ultrasonic transducer and an ultrasonic
receiver (transmit transducer 20 and receive transducer 24 are quasi-ultrasonic detector; figure 1, column 3, lines 1-5), wherein
determining whether a human being is in proximity to the barrier comprises: transmitting ultrasonic pings by the ultrasonic transducer at
predetermined time periods (ultrasonic transducer (transmitter) generates plurality of pulses (pings) at predetermined period and intervals;
figure 1, column 3, lines 1-5, column 5, lines 57-59, 66-68); determining that a human being is not inside the premises when an ultrasonic
return signal is not received by the ultrasonic receiver (receive return ultrasonic signal and compare against stored signals for an
unoccupied (human being not inside) room; column 5, lines 27-34). It would have been obvious to a person of ordinary skill in the art, at
the time of the invention, to have modified the barrier alarm device of Eskildsen, by transmitting and receiving using ultrasonic transducers
as taught by Leverance, in order to improve the accuracy of sensors and allow operation in bright light because the sensors are sonic
based.

-***.Continued Within the Next Supplemental Box-***-
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Supplemental Box
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Continuation of:

-***-Continued from Previous Supplemental Box-***-

Claim 5, 16 lack an inventive step under PCT Article 33(3) as being obvious over Eskildsen in view of WO 2007/111802 A2 to RSIALARM,
INC. (hereinafter “Rsialarm”) further in view of US 2004/0021778 A1 OLDANI, J et al. (hereinafter “Oldani").

As per claim 5, Eskildsen discloses the barrier alarm device of claim 1. Eskildsen further discloses, wherein the processor-executable
instructions for generating an alarm signal comprise instructions for the barrier alarm device to: generate a signal by the human detection
device indicative of whether a human being is in proximity to the barrier or not and provide the signal to the processor (IR sensor (human
detection device) monitors an area near (proximity) the window or door (barrier) and determines at step 207 if motion is detected or not
(human being in proximity or not) and sends the signal to processor 108; figure 2, paragraph [0017]). However, Eskildsen does not
disclose wherein the human detection device operates in a default quiescent state, wherein the processor-executable instructions for
generating an alarm signal comprise instructions for the barrier alarm device to: in response to determining that the barrier has been
opened, energize the human detection device; determine that a human being is not inside the premises and in proximity to the barrier by
the processor using the signal from the human detection device; and return the human detection device back to the quiescent state.
Rsialarm discloses wherein the human detection device operates in a default quiescent state (camera (human detection device) remains
off (quiescent state) unless triggered by motion detector; column 7, lines 13-14), wherein the processor-executable instructions for
generating an alarm signal comprise instructions for the barrier alarm device to: in response to determining that the barrier has been
opened (device 104 for detecting whether a window (barrier) has been opened or otherwise compromised; figure 1, column 8, lines 26-28)
energize the human detection device (camera is to “ready”(energizes human detection device) mode when intrusion signal is received;
column 15, lines 8-10); determine that a human being is not inside the premises and in proximity to the barrier by the processor using the
signal from the human detection device (cameras record images and evaluation (processing) of images by control panel determines if
source of motion is human, combination of sensor enables camera to distinguish when occupants are on vacation (human being not
inside) and window is opened from outside (human being proximate to barrier); column 15, lines 13-15, column 19, lines 24-30). It would
have been obvious to a person of ordinary skill in the art, at the time of the invention, to have modified the barrier alarm device of
Eskildsen, by energizing the human detection device to determine human being is not inside the premises and proximate to the barrier, as
taught by Rsialarm, in order to confirm that the premises are vacant and an intruder is outside the barrier therefore confirm the validity of
the alarm condition and improve security. Oldani discloses return the human detection device back to the quiescent state (server turns the
camera (human detection device) off; paragraph [0047]). It would have been obvious to a person of ordinary skill in the art, at the time of
the invention, to have modified the barrier alarm device of Eskildsen, by returning the human detection device back to the quiescent state,
as taught by Oldani, because by activating the human detection device only when necessary would save power.

As per claim 16, Eskildsen discloses the method of claim 12. Eskildsen further discloses generating a signal by the human detection
device indicative of whether a human being is in proximity to the barrier or not and provide the signal to the processor (IR sensor (human
detection device) monitors an area near (proximity) the window or door (barrier) and determines at step 207 if motion is detected or not
(hurman being in proximity or not) and sends the signal to processor 108; figure 2, paragraph [0017]). However, Eskildsen does not
disclose wherein the human detection device operates in a default quiescent state, wherein generating an alarm signal comprises: in
response to determining that the barrier has been opened, energizing the human detection device; determining that a human being is not
inside the premises and in proximity to the barrier by the processor using the signal from the human detection device; and returning the
human detection device back to the quiescent state. Rsialarm discloses wherein the human detection device operates in a default
quiescent state (camera (human detection device) remains off (quiescent state) unless triggered by motion detector; column 7, lines
13-14), wherein generating an alarm signal comprises: in response to determining that the barrier has been opened (device 104 for
detecting whether a window (barrier) has been opened or otherwise compromised; figure 1, column 8, lines 26-28), energizing the human
detection device (camera is to “ready”(energizes human detection device) mode when intrusion signal is received; column 15, lines 8-10);
determining that a human being is not inside the premises and in proximity to the barrier by the processor using the signal from the human
detection device (cameras record images and evaluation (processing} of images by control panel determines if source of motion is human,
combination of sensor enables camera to distingulsh when occupants are on vacation (human being not inside) and window is opened
from outside (human being proximate to barrier); column 15, lines 13-15, column 19, lines 24-30). It would have been obvious to a person
of ordinary skill in the art, at the time of the invention, to have modified the barrier alarm device of Eskildsen, by energizing the human
detection device to determine human being is not inside the premises and proximate to the barrier, as taught by-Rsialarm, in order to
confirm that the premises are vacant and an intruder is outside the barrier therefore confirm the validity of the alarm condition and improve
security. Oldani discloses returning the human detection device back to the quiescent state (server turns the camera (human detection
device) off; paragraph [0047]). It would have been obvious to a person of ordinary skill in the art, at the time of the invention, to have
modified the barrier alarm device of Eskildsen, by returning the human detection device back to the quiescent state, as tauqht by Oldani,
because by activating the human detection deVIce only when necessary would save power
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Claims 6, 17 lacks an inventive step under PCT Article 33(3) as being obvious over Eskildsen in view of Rsialarm further in view of Oldani,
further in view of Leverance,

As per claim 6, Eskildsen in view of Rsialarm further in view of Oldani discloses the barrier alarm device of claim 5. However, Eskildsen
does not disclose wherein the human detection device comprises an ultrasonic transducer and an ultrasonic receiver, wherein the
processor executable instructions for detecting whether a human being is inside the premises and in proximity to the barrier or not
comprise instructions for causing the barrier alarm device to: transmit at least one ultrasonic ping by the ultrasonic transducer; and
determine that a human being is not inside the premises and in proximity to the barrier if an ultrasonic return signal is not received by the
ultrasonic receiver. Leverance discloses wherein the human detection device comprises an ultrasonic transducer and an ultrasonic
receiver (transmit transducer 20 and receive transducer 24 are quasi-ultrasonic detector; figure 1, column 3, lines 1-5), wherein the
processor executable instructions for detecting whether a human being is inside the premises and in proximity to the barrier or not
comprise instructions for causing the barrier alarm device to: transmit at least one ultrasonic ping by the ultrasonic transducer (ultrasonic
transducer (transmitter) generates plurality of pulses (pings) at predetermined period and intervals; figure 1, column 3, lines 1-5, column 3,
lines 57-59, 66-68); and determine that a human being is not inside the premises if an ultrasonic return signal is not received by the
ultrasonic receiver (receive return ultrasonic signal and compare against stored signals for an unoccupied (human being not inside) room;
column 5, lines 27-34). It would have been obvious to a person of ordinary skill in the art, at the time of the invention, to have modified the
barrier alarm device of Eskildsen, by transmitting and receiving using ultrasonic transducers, as taught by Leverance, in order to improve
the accuracy of sensors and allow operation in bright light because the sensors are sonic based. Rsialarm discloses wherein determine
that a human being is in proximity to the barrier (cameras record images and evaluation of images by control pane! determines if source of
motion is human, combination of sensor enables camera to distinguish when window is opened from outside (human being proximate to
barrier); column 15, lines 13-15, column 19, lines 24-30). It would have been obvious to a person of ordinary skill in the art, at the time of
the invention, to have modified the barrier alarm device of Eskildsen, by determining human being is proximate to the barrier, as taught by
Rsialarm, in order to confirm an intruder is outside the barrier therefore confirm the validity of the alarm condition and improve security.

As per claim 17, Eskildsen in view of Rsialarm further in view of Oldani disclose the method of claim 16. However, Eskildsen does not
disclose wherein the human detection device comprises an ultrasonic transducer and an ultrasonic receiver, wherein detecting whether a
human being is inside the premises and in proximity to the barrier or not comprises: transmitting at least one ultrasonic ping by the
ultrasonic transducer; and determining that a human being is not inside the premises and in proximity to the barrier if an ultrasonic return
signal is not received by the ultrasonic receiver. Leverance discloses wherein the human detection device comprises an ultrasonic
transducer and an ultrasonic receiver (transmit transducer 20 and receive transducer 24 are quasi-ultrasonic detector; figure 1, column 3,
lines 1-5), wherein detecting whether a human being is inside the premises and in proximity to the barrier or not comprises: transmitting at
least one ultrasonic ping by the ultrasonic transducer (ultrasonic transducer (transmitter) generates plurality of pulses (pings) at
predetermined period and intervals; figure 1, column 3, lines 1-5, column 3, lines 57-59, 66-68); and determining that a human being is not
inside the premises if an ultrasonic return signal is not received by the ultrasonic receiver (receive return ultrasonic signal and compare
against stored signals for an unoccupied (human being not inside) room; column 5, lines 27-34). It would have been obvious to a person of]
ordinary skill in the art, at the time of the invention, to have modified the barrier alarm device of Eskildsen, by transmitting and receiving
using ultrasonic transducers, as taught by Leverance, in order to improve the accuracy of sensors and allow operation in bright light
because the sensors are sonic based. Rsialarm discloses wherein determine that a human being is in proximity to the barrier (cameras
record images and evaluation of images by control panel determinss if source of motion is human, combination of sensor enables camera
to distinguish when window is opened from outside (human being proximate to barrier); column 15, lines 13-15, column 19, lines 24-30). It
would have been obvious to a person of ordinary skill in the art, at the time of the invention, to have modified the barrier alarm device of
Eskildsen, by determining human being is proximate to the barrier, as taught by Rsialarm, in order to confirm an intruder is outside the
barrier therefore confirm the validity of the alarm condition and improve security.
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Claims 8, 9 lack an inventive step under PCT Article 33(3) as being obvious over Eskildsen in view of Rsialarm.

As per claim 8, Eskildsen discloses a system for monitoring a barrier of a premises (system for securing a structure against intrusion; figurg
1, abstract), comprising: a barrier alarm device installed proximate to the barrier, comprising: a barrier status detection device for detecting
.whether the barrier monitored by the barrier alarm device has been opened (door/window sensor 104 (barrier status detection device)
detects the door or window is open; figure 1, paragraph [0019]); a transmitter for transmitting status signals to a receiver (transceiver 106
sends (transmitter) a fault signal (alarm) received by the control panel 112; figure 1, paragraphs [0019]); a memory having
processor-executable instructions stored thereon (sensor 104 coupled to processor 108 store (memory) unique identifiers; figure 1,
paragraphs [0016], [0021}); and a processor coupled to the barrier status detection device (sensor 104 (barrier status detection device)
coupled to processor 108; figure 1, paragraph [0016]), the human detection device, the transmitter, and the memory for executing the
processor executable instructions that cause the barrier alarm device to: determine a barrier status as being open or closed using signals
provided by the barrier status detection device (door/window sensor 104 (barrier status detection device) at step 209 determines if the doo|
(barrier) is open or not; figure 2, paragraph [0019]); determine a human being status as being inside the premises in proximity to the
monitored barrier or not using signals from the human detection device; transmit a barrier status signal to the receiver (RF transceiver 106
is used to transmit fault signal (barrier status signal) to the contro! panel (receiver) when sensor 104 detects door/window is open;
paragraph [0019]); and transmit a human status signal to the receiver (IR sensor 102 (human detection device) housed separately
transmits motion signal (human status signal) to the control panel (receiver); paragraph [0020]); the receiver for receiving the barrier status
signal and the human status signal and for generating an alarm signal if the receiver determines that the barrier has been opened from the
barrier status signal , and a human being is not in proximity to the barrier from the human status signal (control panel 112 considers signalg
received from door/window sensor (barrier status) and corresponding motion sensor (human detection), if no motion is detected 207
(human being not in proximity) and the door is opened 209 (barrier is open) then a fault signal 211 (alarm) is raised; figure 2, paragraphs
[0022], [0026], [0027], [0028]). Howaver, Eskildsen does not disclose a human detection device for determining whether a human being is
inside the premises in proximity to the monitored barrier or not. Rsialarm discloses a human detection device for determining whether a
human being is inside the premises in proximity to the monitored barrier or not (cameras record images and evaluation of images by
control panel determines if source of motion is human, combination of sensor enables camera to distinguish when occupants are on
vacation (human being not inside) and window is opened from outside (human being proximate to barrier); column 15, lines 13-15, column
19, lines 24-30). It would have been obvious to a person of ordinary skill in the art, at the time of the invention, to have modified the system
for monitoring a barrier of a premises of Eskildsen, by determining a human being is inside the premises in proximity to the barrier or not,
as taught by Rsialarm, in order to confirm the presence of an intruder outside the barrier of vacant premises, therefore confirm the validity
of the alarm condition and improve security.

As per claim 9, Eskildsen in view of Rsialarm discloses the system of claim 8. Eskildsen further discloses wherein the receiver is further
configured to send the alarm signal to a remote monitoring station (If a fault signal (alarm) is received by the control panel (receiver) it is
processed accordingly and sent to a remote monitoring station; paragraph [0017]).

N
'

Claim 10 lacks an inventive step under PCT Article 33(3) as being obvious over Eskildsen in view of Rsialarm and in further in view of
Oldani.

As per claim 10, Eskildsen in view of Rsialarm discloses the system of claim 8. Eskildsen further discloses generate a signal by the human
detection device indicative of whether a human being is in proximity to the barrier or not and provide the signal to the processor (IR sensor|.
(human detection device) monitors an area near (proximity) the window or door (barrier) and determines at step 207 if motion is detected
or not (human being in proximity or not) and sends the signal to processor 108; figure 2, paragraph [0017]). However, Eskildsen does not
disclose wherein the human detection device operates in a default quiescent state, wherein the processor-executable instructions for
determining whether a human being is inside the monitored premises in proximity to the barrier or not comprise instructions for the barrier
alarm device to: in response to determining that the barrier has been opened, energize the human detection device; determine that a
human being is not in proximity to the barrier by the processor using the signal from the human detection device; and return the human
detection device back to the quiescent state. Rsialarm discloses wherein the human detection device operates in a default quiescent state
(camera (human detection device) remains off (quiescent state) uniess triggered by motion detector; column 7, lines 13-14), wherein the
processor-executable instructions for determining whether a human being is inside the monitored premises in proximity to the barrier or no
comprise instructions for the barrier alarm device to: in response to determining that the barrier has been opened (device 104 for detecting
whether a window (barrier) has been opened or otherwise compromised; figure 1, column 8, lines 26-28), energize the human detection
device (camera is to “ready”(energizes human detection device) mode when intrusion signal is received; column 15, lines 8-10). generate 3
signal by the human detection device indicative of whether a human being is in proximity to the barrier or not and provide the signal to the
processor (images recorded by camera (human detection device) which may be integrated within base unit 35 communicates via sensor
communication (signal) path 40 with central control panel (processor) to determine presence of human being in proximity to barrier; figure
1A, column 12, lines 4-6, column 15, lines 13-15); determine that a human being is not in proximity to the barrier by the processor using
the signal from the human detection device (combination of sensor enables camera to distinguish when occupants are on vacation (human
being not inside) and window is opened from outside (human being proximate to barrier); column 15, lines 13-15, column 19, lines 24-30).
It would have been obvious to a person of ordinary skill in the art, at the time of the invention, to have modified the barrier alarm device of
Eskildsen, by energizing the human detection device to determine human being is not inside the premises and proximate to the barrier, as
taught by Rsialarm, in order to confirm that the premises are vacant and an intruder is outside the barrier therefore confirm the validity of .
the alarm condition and improve security. Oldani discloses return the human detection device back to the quiescent state (server turn the
camera off; paragraph [0047]). It would have been obvious to a person of ordinary skill in the art, at the time of the invention, to have
modified the barrier alarm device of Eskildsen, by returning the human detection device back to the quiescent state, as taught by Oldani,
because by activating the human detection device only when necessary would save power.
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Claim 11 lacks an inventive step under PCT Article 33(3) as being obvious over Eskildsen in view of Rsialarm further in view of Leverance.

As per claim 11, Eskildsen in view of Rsialarm discloses the.system of claim 8. However, Eskildsen does not disciose wherein the human
detection device comprises an ultrasonic transducer and an ultrasonic receiver, wherein the processor-executable instructions for detectingl1
whether a human being is inside the premises and in proximity to the barrier or not comprise instructions for causing the barrier alarm
device to: transmit at least one ultrasonic ping by the uitrasonic transducer; and determine that a human being is not in proximity to the
barrier if an ultrasonic return signal is not received by the ultrasonic receiver. Leverance discloses wherein the human detection device
comprises an ultrasonic transducer and an ultrasonic receiver (transmit transducer 20 and receive transducer 24 are quasi-ultrasonic
detector; figure 1, column 3, lines 1-5), wherein the processor-executable instructions for detecting whether a human being is inside the

‘premises and in proximity to the barrier or not comprise instructions for causing the barrier alarm device to: transmit at least one ultrasonic
ping by the ultrasonic transducer (ultrasonic transducer (transmitter) generates plurality of pulses (pings) at predetermined period and
intervals; figure 1, column 3, lines 1-5, column 3, lines 57-59, 66-68); and determine that a human being is not in proximity to the barrier if
an ultrasonic return signal is not received by the ultrasonic receiver (receive return ultrasonic signal and compare against stored signals for]
an unoccupied (human being not proximal to barrier) room; column 5 lines 27-34). It would have been obvious to a person of ordinary skill
in the art, at the time of the invention, to have modified the barrier alarm device of Eskildsen, by transmitting and receiving using ultrasonic
transducers, as taught by Leverance, in order to improve the accuracy of sensors and allow operation in bright light because the sensors
are sonic based.

Claim 7 meets the criteria set out in PCT Article 33(2)-(3), because the prior art does not teach or fairly suggest, the barrier alarm device
wherein generate a signal indicative of the capacitance and provide it to the processor; and determine that a human being is notin
proximity to the barrier if the signal from the capacitance sensor indicates no change in detected capacitance.

In the closest prior art, US 2007/0132578 A1 to Powell, M (hereinafter “Powell") discloses wherein the human detection device comprises g
capacitance sensor (body proximity sensor 30 (human detection device) senses child unit 12 has separated from a child’s body; paragraph
[0086]), detect a change in capacitance by the capacitance detector (change in capacitance is detected; paragraph [0086]); generate a
signal indicative of the capacitance and provide it to the processor (value of time constant Tc indicates to the microprocessor the
separation of the child unit 12 from the child; paragraph [0088]); and determine that a human being is not in proximity if the signal from the
capacitance sensor indicates no change in detected capacitance (capacitance C decreases when the body proximity sensor is not in
proximity to the body; paragraph [0086]).

Powell and the reference of record fail to disclose the barrier alarm device wherein the human detection device comprises a capacitance
sensor, wherein the processor-executable instructions for determining whether a human being is inside the monitored premises in
proximity to the barrier or not comprise instructions for the barrier alarm device to: detect a change in capacitance by the capacitance
detector; generate a signal indicative of the capacitance and provide it to the processor; and determine that a human being is not in
proximity to the barrier if the signal from the capacitance sensor indicates no change in detected capacitance. Although Powell discloses a
human detection device comprising a capacitance sensor it fails to disclose providing the signal to a processor and determins that a
human being is not in proximity to the barrier if the signal from the capacitance sensor indicates no change in detected capacitance. It
would not have beén obvious to one of ordinary skill in the art at the time the invention was made to have employed these instructions,
because the references taken solely, or in combination, fail to provide the required limitations, and modification of any complementary
combination of the references of record would be impermissible and not provide any advantages over the present application.
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Claim 18 meets the criteria set out in PCT Article 33(2)-(3), because the prior art does not teach or fairly suggest, the barrier alarm device
wherein generate a signal indicative of the capacitance and provide it to the processor; and determine that a human being is not in
proximity to the barrier if the signal from the capacitance sensor indicates no change in detected capacitance.

In the closest prior art, Powell discloses wherein the human detection device comprises a capacitance sensor (body proximity sensor 30
(human detection device) senses child unit 12 has separated from a child's body; paragraph [0086]), detecting a change in capacitance by
the capacitance detector (change in capacitance is detected; paragraph [0086)); generating a signal indicative of the capacitance and
provide it to the processor (value of time constant Tc indicates to the microprocessor the separation of the child unit 12 from the child;
paragraph [0088]); and determining that a human being is not in proximity if the signal from the capacitance sensor indicates no change in
detected capacitance (capacitance C decreases when the body proximity sensor is not in proximity to the body; paragraph [0086]).

Powell and the reference of record fail to disclose the barrier alarm device, wherein the human detection device comprises a capacitance
sensor, wherein determining whether a human being is inside the monitored premises in proximity to the barrier or not comprises:
detecting a change in capacitance by the capacitance detector; generating a signal indicative of the capacitance and provide it to the
processor; and determining that a human being is not in proximity to the barrier if the signal from the capacitance sensor indicates no
change in detected capacitance. Although Powell discloses a human detection device comprising a capacitance sensor it fails to disclose
providing the signal to a processor and determine that a human being is not in proximity to the barrier if the signal from the capacitance
sensor indicates no change in detected capacitance. It would not have been obvious to one of ordinary skill in the art at the time the
invention was made to have employed these instructions, because the references taken solely, or in combination, fail to provide the
required limitations, and modification of any complementary combination of the references of record would be impermissible and not
provide any advantages over the present application.

Claim 19 meets the criteria set out in PCT Article 33(2)-(3), because the prior art does not teach or fairly suggest, a system for monitoring ﬁ
barrier of a premises, comprising the receiver for forwarding the barrier status signal and the human status signal to a remote server, the
remote server for generating an alarm signal if the remote server determines that the barrier has been opened from the barrier status
signal, and a human being is not in proximity to the barrier from the human status signal.

In the closest prior art, Eskildsen discloses a system for monitoring a barrier of a premises (system for securing a structure against
intrusion,; figure 1, abstract), comprising: a barrier alarm device installed proximate to the barrier {four components of present invention
(barrier alarm device) for monitoring a door or window; figure 1), comprising: a barrier status detection device for detecting whether the
barrier monitored by the barrier alarm device has been opened (door/window sensor 104 (barrier status detection device) detects the door
or window is open; figure 1, paragraph [0019]); a transmitter for transmitting status signals to a receiver (transceiver 106 sends
(transmitter) a fault signal, received by the control panel 112; figure 1, paragraphs [0019], [0022]); a memory having processor-executable
instructions stored thereon (sensor 104 coupled to processor 108 store (memory) unique identifiers; figure 1, paragraphs [0016], [0021]);
and a processor coupled to the barrier status detection device (sensor 104 (barrier status detection device) coupled to processor 108;
figure 1, paragraph [0016]), the human detection device, the transmitter, and the memory for executing the processor executable
instructions that cause the barrier alarm device to: determine a barrier status as being open or closed using signals provided by the barrier
status detection device (step 209 determines if a door is open or not based on door/window sensor 104 (barrier status detection device);
figures 1, 2, paragraph [0019]); transmit a barrier status signal to the receiver (RF transceiver 106 is used to transmit fault signal (barrier
status signal) to the control panel (receiver) when sensor 104 detects door/window is open; paragraph [0019]); and transmit a human
status signal to the receiver (IR sensor 102 (human detection device) housed separately transmits motion signal (human status signal) to
the control panel (receiver); paragraph [0020]), the receiver for receiving the barrier status signal and the human status signal {control
panel 112 receives door/window sensor (barrier status) and motion sensor (human detection) signals; paragraph [0022]).

In additional prior art, Rsialarm discloses determine a human being status as being inside the premises in proximity to the monitored
barrier or not using signais from the human detection device (combination of sensor enables camera to distinguish when occupants are on
vacation (human being not inside) and window is opened from outside (human being proximate to barrier); column 15, lines 13-15, column
19, lines 24-30).

In additional prior art, US 2001/0056579 A1 to KOGANE, H et al. (hereinafter “Kogane") discloses forwarding the barrier status signal and
the human status signal to a remote server for generating an alarm signal (network surveillance system transmits alarm data including
sensor data tu vuntrol server which transmits the alarm further; paragraphs {0011], [0040]).

Eskildsen, Rsialarm and Kogane and the reference of record fail to disclose a system for monitoring a barrier of a premises, comprising:
the receiver forwarding the barrier status signal and the human status signal to a remote server, the remote server for generating an alarm
signal if the remote server determines that the barrier has been opened from the barrier status signal, and a human being is not in
proximity to the barrier from the human status signal. Kogane does not adequately teach forwarding the barrier and human status signals
being forwarded by the receiver to a remote server. It would not have been obvious to one of ordinary skilt in the art at the time the
invention was made to have employed these instructions, because the references taken solely, or in combination, fail to provide the
required limitations, and modification of any complementary combination of the references of record would be impermissible and not
provide any advantages over the present application.

Claim 20 also meet the criteria set out in PCT Article 33(2)-(3), because it depends upon Claim 19.

Claims 1-20 have industrial applicability as defined by PCT Article 33(4) because the subject matter can be made or used in industry.
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810}, a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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DocCode — SCORE

SCORE Placeholder Sheet for IFW Content

Application Number: 16200172 Document Date: 11/26/2018

The presence of this form in the IFW record indicates that the following document type was received
in electronic format on the date identified above. This content is stored in the SCORE database.

Since this was an electronic submission, there is no physical artifact folder, no artifact folder is
recorded in PALM, and no paper documents or physical media exist. The TIFF images in the IFW
record were created from the original documents that are stored in SCORE.

Drawing

At the time of document entry (noted above):

e USPTO employees may access SCORE content via eDAN using the Supplemental Content
tab, or via the SCORE web page.

e External customers may access SCORE content via PAIR using the Supplemental Content
tab.

Form Revision Date: August 26, 2013

IPR2023-00792 Page 00145



Doc code: DS PTO/SR/O8a (01-10)

i cevintian: lafar iy Fiic PRSI NGy Approved for use through 07/31/2012. OMB 0851-0031
Doc description: Information Disclosure Statement (IDS) Filed U.S. Patent and Tragemark Office; U.S. DEPARTMENT OF COMMERCE
Under the Papemwork Reduction Act of 1685, no persons are required to respond to a collection of information unless it containg g valid OMB control number.

Application Number 16200172
Filing Date 2018-11-26

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
{ Not for submission under 37 CFR 1.89)

First Named Inventor | George Seeiman

Art Unit 2685

Examiner Name

Attorney Docket Number 81230.921US3
U.S.PATENTS
Examineri Cite Kind . MName of Patentee or Applicant Pages,@oiumi:es,i,mes where
. Patent Number lssue Date ) Relevant Passages or Relevant
Initial No Code? of cited Document

Figures Appear

if you wish to add additional U.S. Patent cilation information please click the Add buiton.

U.S.PATENT APPLICATION PUBLICATIONS

Examineri .. Publication Kind | Publication Name of Patentee or Applicant Pages,@oiumi:es,i,mes where
. Cite No ) Relevant Passages or Relevant
initial Number Codel| Date of cited Document . i
Figures Appeai
1 20150097669 A 2015-04-08 L

if you wish to add additional U.S. Published Application citation information please click the Add button.

FOREIGN PATENT DOCUMENTS

Name of Patentee or Pages,Columns,Lines
Examineri Cite | Foreign Document Country Kind | Pubilication Applicant of cited where Relevant 15
Initiai* No | Numberd Code2| Coded) Date ppacant of ¢ Passages or Relevant
Document )
Figures Appear
1 ]

if you wish to add additional Foreign Patent Document citation information please click the Add bution

NON-PATENT LITERATURE DOCUMENTS

include name of the author (in CAPITAL LETTERS), title of the article {(when appropriate), title of the item
{book, magazine, journal, serial, symposium, catalog, eic), date, pages(s), volume-issue number(s}, T
publisher, city and/or country where published.

Examiner| Cite
{nitials® i No

re

EFS Web 2.1.17
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Application Number 16200172
Filing Date 2018-11-26

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
{ Not for submission under 37 CFR 1.99}

First Named Inventor | George Seeiman

Art Unit 2685

Examiner Name

Attorney Docket Number 81230.821US3

If vou wish to add additional non-patent literature document cifation information please click the Add button

EXAMINER SIGNATURE

Examiner Signature Date Considered

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 608, Draw ling through a
citation if not in conformance and not considered. Include copy of this form with next communication {o applicant.

1 See Kind Codes of USPTO Patent Documents at wenw UERTO GOV or MPEP 801.04. 2 Enter office that issued the document, by the two-letter code (WIPO
Standard S7.3). ° For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
+ Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.18 if possible. 5 Applican is to place a check mark here if
English language translation is attached.

EFS Web 2.1.17

IPR2023-00792 Page 00147



Application Number 16200172

Filing Date 2018-11-26

INFORMATION DISCLOSURE

First Named Inventor | George Seeiman

STATEMENT BY APPLICANT

. Art Unit 2685
{ Not for submission under 37 CFR 1.99}

Examiner Name

Attorney Docket Number 81230.821US3

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection{(s):

_ That each item of information contained in the information disclosure statement was first cited in any communication
[ from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure siatement. See 37 CFR 1.97{e)(1).

OR

That no item of information contained in the information disclosure statement was ciled in a communication from a
foreign patent office in a counterpart foreign application, and, 1o the knowledge of the person signing the certification
after making reasonable inguiry, no item of information contained in the information disclosure statement was Known to

[ 1 any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.87(e)}(2).

B3 Ses attached certification statement.
[ 1 The fee set forth in 37 CFR 1.17 {p) has been submitted herewith.

[ 1 A certification statement is not submitted herewith.

SIGNATURE
A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature iGary R, Jarosik/ Date (YYYY-MM-DD) 2018-12-05

Name/Print Gary R. Jarosik Reqistration Number 35006

This collection of information is required by 37 CFR 1.97 and 1.98. The information is reguired o oblain or retain a benefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.8.C. 122 and 37 CFR
1.14. This collection is estimated 1o take 1 hour {o complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require {o complete this form and/or suggestions for reducing this burden, should be sent o the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
W& 223131450,

EFS Web 2.1.17
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Privacy Act Statement

The Privacy Act of 1874 (P.L. 83-579) requires that you be given certain information in connection with your submission of the
attached form related {o a patent application or patent. Accordingly, pursuant {o the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.8.C. 2{b){2); (2} furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is {o
process and/or examine your submission related 1o a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
resull in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the foliowing routine uses:

1.

The information on this form will be treated confidentiaily to the exdent allowed under the Freedom of Information Act
(5 U.8.C. 552) and the Privacy Act (5 U.8.C. 552a). Records from this system of records may be disclosed {o the
Department of Justice to determineg whether the Fresdom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence 10 a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routing use, to a Member of Congress submitting a
reguest involving an individual, to whom the record pertains, when the individual has requestied assistance from the
Member with respect io the subject matier of the record.

A record in this system of records may be disclosed, as a routing use, to a contractor of the Agency having need for
the information in order o perform a contract. Recipients of information shall be required {o comply with the
reguirements of the Privacy Act of 1874, as amended, pursuant to 5 U.S.C. 552a{(m).

A record related to an International Application filed under the Patent Cooperation Trealy in this system of records
may be disclosed, as a routine use, io the International Bureau of the World Intellectual Property Organization, pursuant
o the Palent Cooperation Treaty.

A record in this system of records may be disclosed, as a routing use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, {o the Administrator, General Services, or
his/her designee, during an inspection of receords conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U1.3.C. 2904 and
2808, Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used o make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, {o the public afier either publication of
the application pursuant to 35 U.8.C. 122(b) orissuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, 1o the public if the record was filed in
an application which became abandoned or in which the proceedings were terminaied and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, {0 a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a viclation or potential violation of taw or regulation.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Applicant. Ecolink Intelligent Technology, Inc.
Examiner:
Serial No.: 16/200,172

Filed: November 26, 2018

)

)

)

) Group Art Unit: 2685

)

) Docket No.: 81230.921US3
)

Title:  SMART BARRIER ALARM DEVICE

CERTIFICATION STATEMENT

FILED VIA EFS-WEB

Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

The Information Disclosure Statement being filed concurrently herewith should
be considered because it is submitted, pursuant to 37 C.F.R. §1.97(b)(3) before the
mailing of a first Office Action on the merits. Therefore, no fee is required.

Respectfully submitted,
Date: December 5, 2018 By: __/Gary R. Jarosik/
Gary R. Jarosik, Reg. No. 35,906
Greenberg Traurig, LLP
77 W. Wacker Drive - Suite 3100

Chicago, lllinois 60601
(312) 456-8400

CHI 69748189v1

Certificate of Electronic_Transmission: The undersigned hereby certifies that this document and its
attachments are being transmitted electronically via EFS-Web to the United States Patent and Trademark
Office on this 5" day of December, 2018.

By: /Cynthia Tapia/
Name: Cynthia Tapia
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Electronic Acknowledgement Receipt

EFS ID: 34491477
Application Number: 16200172
International Application Number:
Confirmation Number: 4128

Title of Invention:

SMART BARRIER ALARM DEVICE

First Na

med Inventor/Applicant Name:

George Seelman

Customer Number:

34018

Filer:

Gary R. Jarosik/Cynthia Tapia

Filer Authorized By:

Gary R. Jarosik

Attorney Docket Number: 81230.921US3
Receipt Date: 05-DEC-2018
Filing Date:
Time Stamp: 13:34:26

Application Type:

Utility under 35 USC 111{(a)

Payment information:

Submitted with Payment no
File Listing:
Document .. . File Size(Bytes)/ Multi Pages
Number Document Description File Name Message Digest | Part/.zip| (ifappl.)
152841
1 Information Disclosure Statement (IDS) 81230_921US3IDS.pdf o 5

Form (SB08)

2571482020d641004620a2b02cd938b171
971d6f

Warnings:
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Information:

This is not an USPTO supplied IDS fillable form

Total Files Size (in bytes): 152841

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810}, a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.

IPR2023-00792 Page 00152




PATENT APPLICATION FEE DETERMINATION RECORD

Application or Docket Number

Substitute for Form PTO-875 16/200,172
APPLICATION AS FILED - PART | OTHER THAN
(Column 1) (Column 2) SMALL ENTITY OR SMALL ENTITY
FOR NUMBER FILED NUMBER EXTRA RATE($) FEE($) RATE($) FEE($)
BASIC FEE
(37 OFR 1.16(a), (5), or (6)) N/A N/A N/A N/A 300
SEARCH FEE
(37 CFR 1.16(K), (i), or (m)) N/A N/A N/A N/A 660
EXAMINATION FEE
(37 CFR 1.16(0), (p), or (a)) N/A N/A N/A N/A 760
TOTAL CLAIMS ] *
(37 CFR 1.16(i)) 20 minus 20= OR |« 100 - 0.00
INDEPENDENT CLAIMS ] *
(37 CFR 1.16(h)) 4 minus 3 = 1 x 460 - 460
If the specification and drawings exceed 100
APPLICATION SIZE | sheets of paper, the application size fee due is
FEE $310 ($155 for small entity) for each additional 0.00
(37 CFR 1.16(s)) 50 sheets or fraction thereof. See 35 U.S.C.
41(a)(1)(G) and 37 CFR 1.16(s).
MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j)) 0.00
* |f the difference in column 1 is less than zero, enter "0" in column 2. TOTAL TOTAL 2180
APPLICATION AS AMENDED - PART Il
OTHER THAN
(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
< AFTER PREVIOUSLY EXTRA RATE(S) FEE($) RATE(S) FEE($)
E AMENDMENT PAID FOR
| Total . i - =
s (37 CF% ?.16(i)) Minus = OR |« =
a Independent * Minus | *** =
E (37 CFR 1.16(h)) = OR |« =
<§( Application Size Fee (37 CFR 1.16(s))
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) OR
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE
{Column 1) {Column 2) {Column 3)
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
m AFTER PREVIOUSLY EXTRA RATE(S) FEE($) RATE(S) FEE($)
E AMENDMENT PAID FOR
1N} Total * Minus * = =
= (37 CF% ?.16(i)) OR |x =
% Independent * Minus | *** = = OR |x =
L (37 CFR 1.16(h))
<§( Application Size Fee (37 CFR 1.16(s))
OR
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j))
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE

* If the entry in column 1 is less than the entry in column 2, write "0" in column 3.
** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20".
*** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3".
The "Highest Number Previously Paid For" (Total or Independent) is the highest found in the appropriate box in column 1.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

APPLICATION FILING or GRP ART
NUMBER 371(c) DATE UNIT FIL FEE REC'D ATTY.DOCKET.NO TOT CLAIMSJIND CLAIMS
16/200,172 11/26/2018 2685 2180 81230.921US3 20 4
CONFIRMATION NO. 4128

34018 FILING RECEIPT
Greenberg Traurig, LLP
77 W. Wacker Drive RO O G AR AU RN
Suite 3100

CHICAGO, IL 60601-1732
Date Mailed: 12/18/2018

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE,
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection.
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections

Inventor(s)
George Seelman, Temecula, CA;
Applicant(s)
ECOLINK INTELLIGENT TECHNOLOGY, INC., Carlsbad, CA;

Power of Attorney: The patent practitioners associated with Customer Number 34018

Domestic Priority data as claimed by applicant
This application is a CIP of 15/946,511 04/05/2018
which is a DIV of 14/629,370 02/23/2015 PAT 9940797 *
(*)Data provided by applicant is not consistent with PTO records.

Foreign Applications for which priority is claimed (You may be eligible to benefit from the Patent Prosecution
Highway program at the USPTO. Please see http://www.uspto.gov for more information.) - None.

Foreign application information must be provided in an Application Data Sheet in order to constitute a claim to
foreign priority. See 37 CFR 1.55 and 1.76.

Permission to Access Application via Priority Document Exchange: Yes
Permission to Access Search Results: Yes

Applicant may provide or rescind an authorization for access using Form PTO/SB/39 or Form PTO/SB/69 as
appropriate.

If Required, Foreign Filing License Granted: 12/14/2018

page 1 of 3
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The country code and number of your priority application, to be used for filing abroad under the Paris Convention,
is US 16/200,172

Projected Publication Date: 03/28/2019
Non-Publication Request: No

Early Publication Request: No
Title

SMART BARRIER ALARM DEVICE
Preliminary Class
340
Statement under 37 CFR 1.55 or 1.78 for AlA (First Inventor to File) Transition Applications: No

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent” and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4258).

page 2 of 3
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LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

SelectUSA

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to
promote and facilitate business investment. SelectUSA provides information assistance to the international investor
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states,
and regions competing for global investment; and counsels U.S. economic development organizations on investment
attraction best practices. To learn more about why the United States is the best country in the world to develop
technology, manufacture products, deliver services, and grow your business, visit http://www.SelectUSA.gov or call
+1-202-482-6800.

page 3 of 3
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
16/200,172 11/26/2018 George Seelman 81230.921US83
CONFIRMATION NO. 4128
34018 PUBLICATION NOTICE
Greenberg Traurig, LLP
77 W. Wacker Drive IR A ORI
Suite 3100 000000106950648

CHICAGO, IL 60601-1732

Title:SMART BARRIER ALARM DEVICE

Publication No.US-2019-0096202-A1
Publication Date:03/28/2019

NOTICE OF PUBLICATION OF APPLICATION

The above-identified application will be electronically published as a patent application publication pursuant to 37
CFR 1.211, et seq. The patent application publication number and publication date are set forth above.

The publication may be accessed through the USPTO's publically available Searchable Databases via the
Internet at www.uspto.gov. The direct link to access the publication is currently http://www.uspto.gov/patft/.

The publication process established by the Office does not provide for mailing a copy of the publication to
applicant. A copy of the publication may be obtained from the Office upon payment of the appropriate fee set
forth in 37 CFR 1.19(a)(1). Orders for copies of patent application publications are handled by the USPTO's
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Application No. Applicant(s)

16/200,172 Seelman, George
Office Action Summary Examiner ArtUnit | AIA (FITF) Status
DANIEL PREVIL 2684 Yes

-- The MAILING DATE of this communication appears on the cover sheet with the corresponderice address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTHS FROM THE MAILING
DATE OF THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed after SIX (6) MONTHS from the mailing

date of this communication.
- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6} MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).
Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any earned patent term
adjustment. See 37 CFR 1.704(b).

Status
1)v] Responsive to communication(s) filed on 11/26/2018.
[J A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filedon
2a)[] This action is FINAL. 2b) v This action is non-final.

3)(J An election was made by the applicant in response to a restriction requirement set forth during the interview on
; the restriction requirement and election have been incorporated into this action.

4)(] Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under £x parte Quayte, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims*
5) Claim(s) 1-20 is/are pending in the application.

5a) Of the above claim(s) ______is/are withdrawn from consideration.
6) [J Claim(s) __ is/are allowed.
7) Claim(s) 1-20 is/are rejected.
8) [O Claim(s) ____is/are objected to.
9) [OJ Claim(s) ____are subject to restriction and/or election requirement
* If any claims have been determined allowable, you may be eligible to benefit from the Patent Prosecution Highway program at a

participating intellectual property office for the corresponding application. For more information, please see
http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov.

Application Papers
10)(J The specification is objected to by the Examiner.
11)J The drawing(s) filedon ___is/are: a)[] accepted or b)(] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).

Priority under 35 U.S.C. § 119

12)(] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:

a)[d All b)(J Some** ¢)(J None of the:
1.0 Certified copies of the priority documents have been received.
2.(J Certified copies of the priority documents have been received in Application No.

3.0 Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).

** See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)

1) Notice of References Cited (PTO-892) 3) [ Interview Summary (PTO-413)
Paper No(s)/Mail Date
4) [J Other: _

2) Information Disclosure Statement(s) (PTO/SB/08a and/or PTO/SB/08b)
Paper No(s)/Mail Date

U.S. Patent and Trademark Office
PTOL-326 (Rev. 11-13) Office Action Summary Part of Paper No./Mail Date 20190919
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Application/Control Number: 16/200,172 Page 2
Art Unit: 2684

DETAILED ACTION
Notice of Pre-AlA or AlA Status
The present application, filed on or after March 16, 2013, is being examined under the first

inventor to file provisions of the AlA.

Claim Rejections - 35 USC § 103
The following is a quotation of 35 U.S.C. 103 which forms the basis for all obviousness rejections

set forth in this Office action:

A patent for a claimed invention may not be obtained, notwithstanding that the claimed invention is
not identically disclosed as set forth in section 102, if the differences between the claimed invention
and the prior art are such that the claimed invention as a whole would have been obvious before the
effective filing date of the claimed invention to a person having ordinary skill in the art to which the
claimed invention pertains. Patentability shall not be negated by the manner in which the invention
was made.

Claims 1-6, 12-17 are rejected under 35 U.S.C. 103 as being unpatentable over Lamb et al. (US
2013/0257611) in view of Meier et al. (US 2010/0245088).

Regarding claims 1, 12, Lamb discloses a barrier alarm device (abstract), comprising: a barrier status
detection device for detecting when a barrier monitored by the barrier alarm device has been opened
(page 2, [0016]); a transmitter for transmitting a timed alarm signal to a receiver, the timed alarm signal
for initiating a timer (scheduled time in page 5, [0048]; page 6, [0063]); a memory having processor-
executable instructions stored thereon (page 1, [0011]); and a processor coupled to the barrier status
detection device (page 1, [0011]), the human detection device (page 3, [0030]), the transmitter (page 5,
[0048]), and the memory, for executing the processor-executable instructions that cause the barrier
alarm device (page 1, [0011]) to: determine, by the processor via the barrier status detection device,
that the barrier has been opened (page 2, [0025]); and transmit, by the processor via the transmitter,

the timed alarm signal to the receiver when the barrier has been opened (page 5, [0048 -0049]).
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Lamb discloses all the limitations set above but fails to explicitly disclose a human detection device for
determining when a human being is inside a premises in proximity to the barrier; determine, by the
processor via the human detection device, that a human being is inside the premises in proximity to the
barrier and when a human being is inside the premises in proximity to the barrier.

However, Meier discloses a human detection device for determining when a human being is inside a
premises in proximity to the barrier (page 4, [0040]); determine, by the processor via the human
detection device, that a human being is inside the premises in proximity to the barrier (page 4, [0040])
and when a human being is inside the premises in proximity to the barrier (page 4, [0040]).

Therefore, it would have been obvious to one of ordinary skill in the art at the time the invention was
made to incorporate the features of Meier within the system of Lamb in order to accurately detect the
presence of a person and/or detecting some movement of an object caused by the person thereby
improving the reliability of the system.

Regarding claims 2, 13, Lamb discloses wherein the processor-executable instructions further comprise
instructions that cause the barrier alarm device to: determine, by the processor via the human detection
device, that a human being is not inside the premises in proximity to the barrier when the barrier is
opened; and transmit, by the processor via the transmitter, an immediate alarm signal to the local
receiver for causing a security response to be initiated (page 1, [0009-0011]).

Regarding claims 3, 14, Lamb discloses an indicator for providing an alert to the human being when the
timed alarm signal is transmitted; wherein the processor-executable instructions comprise further
instructions that causes the barrier alarm device to: cause, by the processor via the indicator, the alert
to be generated by the indicator when the timed alarm signal is transmitted, the alert indicating that a
security response will be initiated after a predetermined time unless the human being performs an act

to cancel the security response (page 5, [0048-0050]).
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Regarding claims 4, 15, Lamb discloses a light-emitter, and the alert comprises a blinking light produced
by the light-emitter (page 5, [0050, 0057]).

Regarding claims 5, 16, Lamb discloses wherein the indicator comprises a speaker, and the
alert comprises a sound produced by the speaker (page 6, [0058]).

Regarding claims 6, 17, Lamb discloses an indicator for providing an alert to the human being when the
timed alarm signal is transmitted; wherein the processor-executable instructions further comprise
instructions that causes the barrier alarm device to: cause, by the processor via the indicator, the alert
to be generated by the indicator, the alert indicating that a security response will be initiated after a
predetermined time unless the human being performs an act to cancel the security response; and
refrain, by the processor, from causing the alert to be generated by the indicator when the processor
determines that a human being is not inside the premises in proximity to the barrier when the barrier is

opened (page 5, [0048-0050).

Claims 7-11, 18-20 are rejected under 35 U.S.C. 103 as being unpatentable over Lamb in view of
Meier and further in view of Ohtsubo et al. (US 6,542,071).

Regarding claims 7, 9, 18, 20, Lamb discloses a central security panel (fig. 1), comprising: a
communication interface for receiving signals from a barrier alarm device (page 2, [0028-0029]); a
memory for storing processor-executable instructions; and a processor coupled to the communication
interface and the memory, for processing the processor-executable instructions that causes the central
security panel (page 5, [0056-0057]) to: receive a first alarm signal from a barrier alarm device that
monitors a barrier of a premises (page 5, [0050]), generate a security response; and provide the security

response to a receiver via the communication interface (page 6, [0058]).
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Lamb discloses all the limitations set forth above but fails to explicitly disclose the first alarm signal
indicative of the barrier being opened and that a human being is inside the monitored premises and in
proximity to the barrier;
in response to receiving the first alarm signal, begin monitoring an elapsed time from when the first
alarm signal was received; determine, by the processor, that the elapsed time has exceeded a
predetermined time; in response to determining that the elapsed time has exceeded the predetermined
time, generate a security response.

However, Meier discloses the first alarm signal indicative of the barrier being opened and that a
human being is inside the monitored premises and in proximity to the barrier (page 4, [0040]).

Thus, it would have been obvious to one of ordinary skill in the art at the time the invention was made
to incorporate the features of Meier within the system of Lamb in order to accurately detect the
presence of a person and/or detecting some movement of an object caused by the person thereby
improving the reliability of the system.

Moreover, in response to receiving the first alarm signal, begin monitoring an elapsed time from when
the first alarm signal was received (col. 4, lines 11-31); determine, by the processor, that the elapsed
time has exceeded a predetermined time (col. 4, lines 11-31); in response to determining that the
elapsed time has exceeded the predetermined time, generate a security response (col. 4, lines 11-31).
Claim 18, starting a countdown timer (col. 12, lines 39-42; col. 15, lines 33-35).

Therefore, it would have been obvious to one of ordinary skill in the art at the time the invention was
made to incorporate the features of Ohtsubo within the system of Lamb and Meier in order to
accurately detect the presence of a person and/or detecting some movement of an object caused by the

person thereby improving the reliability of the system.

IPR2023-00792 Page 00171



Application/Control Number: 16/200,172 Page 6
Art Unit: 2684

Regarding claim 8, Lamb discloses wherein the processor-executable instructions further comprise
instructions that cause the barrier alarm device to: receive a second alarm signal from the barrier alarm
device, the second alarm signal indicative of the barrier being opened and that a human being is not
inside the monitored premises and in proximity to the barrier; in response to receiving the second
signal, provide the security response to the receiver via the communication interface (fig. 2; page 2,
[0024-0031]).

Regarding claim 10, Lamb discloses wherein the indicator comprises a light-emitter, and the alert
comprises a blinking light produced by the light-emitter (page 5, [0050]).

Regarding claim 11, Lamb discloses wherein the indicator comprises a speaker, and the alert comprises
a sound produced by the speaker (page 6, [0058]).

Regarding claim 19, Lamb discloses receiving a second alarm signal from the barrier alarm device, the
second alarm signal indicative of the barrier being opened and that a human being is not inside the
monitored premises and in proximity to the barrier (page 6, [0058]); in response to receiving the second

signal, providing the security response to the receiver via the communication interface (page 6, [0058]).

Conclusion

The prior art made of record and not relied upon is considered pertinent to applicant's
disclosure.

Eskildsen et al. (US 2008/0157964) discloses wireless door contact sensor with motion sensor
disable.

Hanning (US 2016/0093179) discloses alarm system for passageways.

Daniel (US 5,769,011) discloses transaction security system.

Andersen (US 5,712,621) discloses security system with variable inductance sensor.

Freebody et al. (US 2009/0309723) discloses public distress beacon and method of use thereof.
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Any inquiry concerning this communication or earlier communications from the examiner
should be directed to DANIEL PREVIL whose telephone number is (571)272-2971. The examiner can
normally be reached on Monday-Friday from 9:30 AM -6:00 PM.

Examiner interviews are available via telephone, in-person, and video conferencing using a
USPTO supplied web-based collaboration tool. To schedule an interview, applicant is encouraged to use
the USPTO Automated Interview Request (AIR) at http://www.uspto.gov/interviewpractice.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s supervisor,
Wang Quan-Zhen can be reached on 571 272 3114. The fax phone number for the organization where
this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the Patent Application
Information Retrieval (PAIR) system. Status information for published applications may be obtained
from either Private PAIR or Public PAIR. Status information for unpublished applications is available
through Private PAIR only. For more information about the PAIR system, see http://pair-
direct.uspto.gov. Should you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a USPTO Customer
Service Representative or access to the automated information system, call 800-786-9199 (IN USA OR

CANADA) or 571-272-1000.

DP

September 21, 2019
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CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection{(s):

_ That each item of information contained in the information disclosure statement was first cited in any communication
[ from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure siatement. See 37 CFR 1.97{e)(1).

OR

That no item of information contained in the information disclosure statement was ciled in a communication from a
foreign patent office in a counterpart foreign application, and, 1o the knowledge of the person signing the certification
after making reasonable inguiry, no item of information contained in the information disclosure statement was Known to

[ 1 any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.87(e)}(2).

B3 Ses attached certification statement.
[ 1 The fee set forth in 37 CFR 1.17 {p) has been submitted herewith.

[ 1 A certification statement is not submitted herewith.
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A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.
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Name/Print Gary R. Jarosik Reqistration Number 35006
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public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.8.C. 122 and 37 CFR
1.14. This collection is estimated 1o take 1 hour {o complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require {o complete this form and/or suggestions for reducing this burden, should be sent o the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
W& 223131450,
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Privacy Act Statement

The Privacy Act of 1874 (P.L. 83-579) requires that you be given certain information in connection with your submission of the
attached form related {o a patent application or patent. Accordingly, pursuant {o the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.8.C. 2{b){2); (2} furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is {o
process and/or examine your submission related 1o a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
resull in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the foliowing routine uses:

1.

The information on this form will be treated confidentiaily to the exdent allowed under the Freedom of Information Act
(5 U.8.C. 552) and the Privacy Act (5 U.8.C. 552a). Records from this system of records may be disclosed {o the
Department of Justice to determineg whether the Fresdom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence 10 a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routing use, to a Member of Congress submitting a
reguest involving an individual, to whom the record pertains, when the individual has requestied assistance from the
Member with respect io the subject matier of the record.

A record in this system of records may be disclosed, as a routing use, to a contractor of the Agency having need for
the information in order o perform a contract. Recipients of information shall be required {o comply with the
reguirements of the Privacy Act of 1874, as amended, pursuant to 5 U.S.C. 552a{(m).

A record related to an International Application filed under the Patent Cooperation Trealy in this system of records
may be disclosed, as a routine use, io the International Bureau of the World Intellectual Property Organization, pursuant
o the Palent Cooperation Treaty.

A record in this system of records may be disclosed, as a routing use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, {o the Administrator, General Services, or
his/her designee, during an inspection of receords conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U1.3.C. 2904 and
2808, Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used o make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, {o the public afier either publication of
the application pursuant to 35 U.8.C. 122(b) orissuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, 1o the public if the record was filed in
an application which became abandoned or in which the proceedings were terminaied and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, {0 a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a viclation or potential violation of taw or regulation.
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Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

The Information Disclosure Statement being filed concurrently herewith should
be considered because it is submitted, pursuant to 37 C.F.R. §1.97(b)(3) before the
mailing of a first Office Action on the merits. Therefore, no fee is required.

Respectfully submitted,
Date: December 5, 2018 By: __/Gary R. Jarosik/
Gary R. Jarosik, Reg. No. 35,906
Greenberg Traurig, LLP
77 W. Wacker Drive - Suite 3100

Chicago, lllinois 60601
(312) 456-8400
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Certificate of Electronic_Transmission: The undersigned hereby certifies that this document and its
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Office on this 5" day of December, 2018.

By: /Cynthia Tapia/
Name: Cynthia Tapia
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that: (1) the general authority for the collection of this information is 35 U.8.C. 2{b){2); (2} furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is {o
process and/or examine your submission related 1o a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
resull in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the foliowing routine uses:

1.

The information on this form will be treated confidentiaily to the exdent allowed under the Freedom of Information Act
(5 U.8.C. 552) and the Privacy Act (5 U.8.C. 552a). Records from this system of records may be disclosed {o the
Department of Justice to determineg whether the Fresdom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence 10 a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routing use, to a Member of Congress submitting a
reguest involving an individual, to whom the record pertains, when the individual has requestied assistance from the
Member with respect io the subject matier of the record.

A record in this system of records may be disclosed, as a routing use, to a contractor of the Agency having need for
the information in order o perform a contract. Recipients of information shall be required {o comply with the
reguirements of the Privacy Act of 1874, as amended, pursuant to 5 U.S.C. 552a{(m).

A record related to an International Application filed under the Patent Cooperation Trealy in this system of records
may be disclosed, as a routine use, io the International Bureau of the World Intellectual Property Organization, pursuant
o the Palent Cooperation Treaty.

A record in this system of records may be disclosed, as a routing use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, {o the Administrator, General Services, or
his/her designee, during an inspection of receords conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U1.3.C. 2904 and
2808, Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used o make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, {o the public afier either publication of
the application pursuant to 35 U.8.C. 122(b) orissuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, 1o the public if the record was filed in
an application which became abandoned or in which the proceedings were terminaied and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, {0 a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a viclation or potential violation of taw or regulation.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Applicant.  Ecolink Intelligent Technology, Inc.

Serial No.: 16/200,172 Examiner: Previl, Daniel

Filed: November 26, 2018

)
)
;
) Group Art Unit: 2684
)
)

Title: SMART BARRIER ALARM DEVICE Docket No.: 81230.921US3

CERTIFICATION STATEMENT

FILED VIA EFS-WEB

Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

In accordance with 37 CFR 1.704(d), each item of information contained in the Information
Disclosure Statement being filed concurrently herewith: (i) was first cited in a communication from
a patent office in a counterpart foreign or international application or from the Office, and this
communication was not received by any individual designated in § 1.56(c) more than thirty days
prior to the filing of the information disclosure statement; or (ii) is a communication that was issued
by a patent office in a counterpart foreign or international application or by the Office, and this
communication was not received by any individual designated in § 1.56(c) more than thirty days
prior to the filing of the information disclosure statement.

While it is believed that no fee is required, the Commissioner is authorized to charge any
fee deficiency to deposit account number 502428 in the name of Greenberg Traurig, LLP.

Respectfully submitted,

Date: June 10, 2019 By: /Gary R. Jarosik/
Gary R. Jarosik, Reg. No. 35,906
Greenberg Traurig, LLP
77 W. Wacker Drive - Suite 3100
Chicago, lllinois 60601
(312) 456-8400

ACTIVE 43869378v1

Certificate of Flectronic Transmission: The undersigned hereby certifies that this document and its attachments are
being transmitted electronically via EFS-Web to the United States Patent and Trademark Office on June 10, 2019,

By: /Cynthia Tapia/
Cynthia Tapia
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EAST Search History

EAST Search History

EAST Search History (Prior Art)

RefiHits {i{Search Query DBs Default {iPlurals {iTime
# Operator Stamp
L1 5 ("9940797").PN. US-PGPUB; {OR OFF 2019/09/19
USPAT; 15:52
USOCR,;
FPRS; EPO;
JPO;
DERWENT;
IBM_TDB
L2 i (monitor$3 or detect$3) neards (barrier {US-PGPUB; OR ON 2019/09/19
or gate or door) near55 open$3 same USPAT; 16:15
(baby or kid or elderly) same (inside or USOCR,;
interior) near55 (premises or facilities or {{FPRS; EPO;
facility or premise) JPO;
DERWENT;
IBM_TDB
L3 8 (monitor$3 or detect$3) same (barrier or {{US-PGPUB; OR ON 2019/09/19
gate or door) same (unlatch$3 or open$3){{USPAT,; 16:16
same (baby or kid or elderly) same (inside{{USOCR,;
or interior) same (premises or facilities or {FPRS; EPO;
facility or premise) JPO;
DERWENT;
IBM_TDB
L4 28 (monitor$3 or detect$3) same (barrier or {{US-PGPUB; OR ON 2019/09/19
gate or door) same (unlatch$3 or open$3){jUSPAT,; 16:29
and (baby or kid or elderly) same (inside {USOCR;
or interior) same (premises or facilities or {FPRS; EPO;
facility or premise) JPO;
DERWENT;
IBM_TDB
L5 {i251 iji(sens$3 or monitor$3 or detect$3) same {{US-PGPUB; OR ON 2019/09/19
(barrier or gate or door) same (unlock$3 {USPAT; 17:24
or unlatch$3 or open$3) and (inmate$1 orliUSOCR,;
child or children or baby or kid or elderly) {FPRS; EPO;
same (inside or interior) same (premises {JPO;
or facilities or facility or premise or DERWENT;
building or prison) IBM_TDB
L6 {112 iil5 and (timer or tim$3 near5 alarm or US-PGPUB; OR ON 2019/09/19
tim$3 near5 buzzer or tim$3 near5 USPAT; 17:30
alert$3) USOCR,;
FPRS; EPO;
JPO;
DERWENT;
IBM_TDB
L7 {{111 iil6 and (central near5 panel or panel or US-PGPUB; OR ON 2019/09/19
control near5 panel or controller or USPAT; 17:32
processor or cpu or computer) USOCR,;
FPRS; EPO;
JPO;
DERWENT;
IBM_TDB
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EAST Search History

EAST Search History

EAST Search History (Prior Art)

Ref iiHits {|Search Query DBs Default {iPlurals {iTime
# Operator Stamp
L1 1 "20130257611".pn. and tim$3 {{US-PGPUB; USPAT; OR ON 2019/09/20
USOCR; FPRS; EPO; 22:49
JPO; DERWENT;
IBM_TDB
L2 i1 "20130257611".pn. and (person {{US-PGPUB; USPAT; OR ON 2019/09/20
or human or resident) USOCR; FPRS; EPO; 22:58
JPO; DERWENT;
IBM_TDB
L3 i1 "20130257611".pn. and US-PGPUB; USPAT; OR ON 2019/09/20
(blink$3 or flash$3) USOCR; FPRS; EPO; 23:41
JPO; DERWENT;
IBM_TDB
L4 i1 "20130257611".pn. and (sound {{US-PGPUB; USPAT; OR ON 2019/09/20
or speaker) USOCR; FPRS; EPO; 23:43
JPO; DERWENT;
IBM_TDB
L5 it "20130257611".pn. and US-PGPUB; USPAT; OR ON 2019/09/21
(elaps$3 or exceed$3) USOCR; FPRS; EPO; 00:01
JPO; DERWENT;
IBM_TDB
L6 4 (("20130257611") or US-PGPUB; USPAT; OR OFF 2019/09/21
("20100245088")).PN. USOCR; FPRS; EPO; 00:05
JPO; DERWENT;
IBM_TDB
L7 1 16 and (elaps$3 or exceed$3) US-PGPUB; USPAT; OR OFF 2019/09/21
USOCR; FPRS; EPO; 00:05
JPO; DERWENT;
IBM_TDB
L8 {4585 iielaps$3 near5 time nears US-PGPUB; USPAT; OR OFF 2019/09/21
exceed$3 near5 predetermin$3 {{USOCR; FPRS; EFO; 00:16
near5 time JPO; DERWENT;
IBM_TDB
L9 i1 I8 and barrier near5 alarm US-PGPUB; USPAT; OR OFF 2019/09/21
USOCR; FPRS; EPO; 00:17
JPO; DERWENT;
IBM_TDB
L10 {2 I8 and barrier same alarm US-PGPUB; USPAT; OR OFF 2019/09/21
USOCR; FPRS; EPO; 00:17
JPO; DERWENT;
IBM_TDB
L11 {101 I8 and (gate or door or barrier) {US-PGPUB; USPAT; OR OFF 2019/09/21
same (buzzer or beep$3 or USOCR; FPRS; EPO; 00:20
alarm or alert$3 or warn$3) JPO; DERWENT;
IBM_TDB
L12 i3 [11 and human near55 US-PGPUB; USPAT; OR OFF 2019/09/21
detect$3 USOCR; FPRS; EPO; 00:20

JPO; DERWENT;
IBM_TDB

1
H
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H
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3
H
H
H
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i
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EAST Search History

L13 i3 11 and human same detect$3 {US-PGPUB; USPAT; OR OFF 2019/09/21
USOCR; FPRS; EPO; 00:21
JPO; DERWENT;
IBM_TDB
L14 #16 111 and (person or resident or {{US-PGPUB; USPAT; OR OFF 2019/09/21
intruder or human) same USOCR; FPRS; EPO; 00:23
(detect$3 or sens$3) JPO; DERWENT;
IBM_TDB
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EAST Search History

EAST Search History

EAST Search History (Prior Art)

IPR2023-00792 Page 00193

Ref iiHits {Search Query DBs Default {iPlurals {iTime
# Operator Stamp
L1 5 ("9940797").PN. US-PGPUB; {{OR OFF 2019/09/19
USPAT; 15:52
USOCR,;
FPRS;
EPO; JPO;
DERWENT;
IBM_TDB
L2 i (monitor$3 or detect$3) neard5 (barrier or {US-PGPUB; {{CR ON 2019/09/19
gate or door) near55 open$3 same (baby or {JUSPAT; 16:15
kid or elderly) same (inside or interior) USOCR,;
near55 (premises or facilities or facility or FPRS;
premise) EPO; JPO;
DERWENT;
IBM_TDB
L3 8 (monitor$3 or detect$3) same (barrier or US-PGPUB; iOR ON 2019/09/19
gate or door) same (unlatch$3 or open$3) {JUSPAT; 16:16
same (baby or kid or elderly) same (inside {JUSOCR;
or interior) same (premises or facilities or FPRS;
facility or premise) EPO; JPO;
DERWENT;
IBM_TDB
L4 28 (monitor$3 or detect$3) same (barrier or US-PGPUB; {OR ON 2019/09/19
gate or door) same (unlatch$3 or open$3) {{USPAT; 16:29
and (baby or kid or elderly) same (inside or {{USOCR;
interior) same (premises or facilities or FPRS;
facility or premise) EPO; JPO;
DERWENT;
IBM_TDB
L5 #251 {i(sens$3 or monitor$3 or detect$3) same US-PGPUB; {OR ON 2019/09/19
(barrier or gate or door) same (unlock$3 or {{USPAT; 17:24
unlatch$3 or open$3) and (inmate$1 or USOCR;
child or children or baby or kid or elderly) FPRS;
same (inside or interior) same (premises or {EPO; JPO;
facilities or facility or premise or building or §DERWENT;
prison) IBM_TDB
L6 {112 {I5 and (timer or tim$3 near5 alarm or tim$3 {{US-PGPUB; iCR ON 2019/09/19
near5 buzzer or tim$3 near5 alert$3) USPAT; 17:30
USOCR,;
FPRS;
EPO; JPC;
DERWENT;
IBM_TDB
L7 {111 I6 and (central near5 panel or panel or US-PGPUB; {{OR ON 2019/09/19
control near5 panel or controller or USPAT; 17:32
processor or cpu or computer) USOCR;
FPRS;
EPO; JPO;
DERWENT;
IBM_TDB
L8 #20 {4 AND ( (G01S5/02 CR G01S11/06 OR US-PGPUB; §OR ON 2019/09/19
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G01S5/00 OR G0155/0036 OR G01S5/0226
OR G01S85/0252 OR G0185/0273 OR
G01S5/06 OR G08B21/24 OR G08B25/016
OR G08B25/12 OR G08B29/181 OR
G08B21/0469 OR G08B13/19621 OR
G08B21/0423 OR G08B21/0484 OR
G08B25/08 OR G08B21/043 OR
G08B21/0476 OR G08B21/0492 OR
G08B21/22 OR G01C21/206 OR H04B1/38
OR H04B17/309 OR H04B1/385 OR
H04L27/362 OR H04L25/0228 OR
H04L25/0242 OR H04L25/4902 OR
H04L43/12 OR H04L51/04 OR HO4L51/18
OR H04L51/20 OR HO4L7/042 OR
H04W40/244 OR H04W4/33 OR
H04W72/0413 OR H04W4/021 OR
H04W4/06 OR H0O4W4/14 OR HO4W4/80 OR
H04W4/90 OR H04W52/0229 OR
H04W52/0254 OR HO4W56/001 OR
H04W84/18 OR A62C3/14).CPC. )

USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
IBM_TDB

18:25

Lo

25

4 AND ( (G01S5/02 OR G01511/06 OR
G01S5/00 OR G0155/0036 OR G01S5/0226
OR G01S85/0252 OR G0185/0273 OR
G01S5/06 OR G08B21/24 OR G08B25/016
OR G08B25/12 OR G08B29/181 OR
G08B21/0469 OR G08B13/19621 OR
G08B21/0423 OR G08B21/0484 OR
G08B25/08 OR G08B21/043 OR
G08B21/0476 OR G08B21/0492 OR
G08B21/22 OR G01C21/206 OR H04B1/38
OR H04B17/309 OR H04B1/385 OR
H04L27/362 OR H04L25/0228 OR
H04L25/0242 OR H04L25/4902 OR
H04L43/12 OR H04L51/04 OR HO4L51/18
OR H04L51/20 OR HO4L7/042 OR
H04W40/244 OR H04W4/33 OR
H04W72/0413 OR H04W4/021 OR
H04W4/06 OR H0O4W4/14 OR HO4W4/80 OR
H04W4/90 OR H04W52/0229 OR
H04W52/0254 OR HO4W56/001 OR
H04W84/18 OR A62C3/14 OR E05B65/1026
OR E05Y2800/102 OR E05Y2900/134 OR
E06B2003/343 OR E06B2003/346 OR
E06B2003/406 OR E06B2003/7057 OR
E06B2007/202 OR E06B3/341 OR EQ06B5/00
OR E06B5/125 OR E06B7/20 OR E06B9/00
OR F21Y2115/10 OR F21Y2103/00 OR
F24F11/00 OR GO6N5/045 OR G06Q50/22
OR G06Q10/00 OR G06Q10/06 OR
G06Q10/10 OR G06Q50/165 OR
G06Q50/265 OR H04M1/72538 OR
H04M2250/10 OR H04M2250/52).CPC. )

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
IBM_TDB

OR

ON

2019/09/19
18:26

L10

26

4 AND ( (G01S5/02 OR G01511/06 OR
G01S5/00 OR G0155/0036 OR G01S5/0226
OR G01S85/0252 OR G0155/0273 OR
G01S5/06 OR G08B21/24 OR G08B25/016
OR G08B25/12 OR G08B29/181 OR
G08B21/0469 OR G08B13/19621 OR
G08B21/0423 OR G08B21/0484 OR
G08B25/08 OR G08B21/043 OR
G08B21/0476 OR G08B21/0492 OR
G08B21/22 OR G01C21/206 OR H04B1/38
OR H04B17/309 OR H04B1/385 OR
H04L27/362 OR H04L25/0228 OR

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
IBM_TDB

OR

ON

IPR2023-00792 Page 00194
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EAST Search History

H04L25/0242 OR H04L25/4902 OR
H04L43/12 OR H04L51/04 OR HO4L51/18
OR H04L51/20 OR HO4L7/042 OR
H04W40/244 OR H04W4/33 OR
H04W72/0413 OR H04W4/021 OR
H04W4/06 OR H0O4W4/14 OR HO4W4/80 OR
H04W4/90 OR H04W52/0229 OR
H04W52/0254 OR HO4W56/001 OR
H04W84/18 OR A62C3/14 OR E05B65/1026
OR E05Y2800/102 OR E05Y2900/134 OR
E06B2003/343 OR E06B2003/346 OR
E06B2003/406 OR E06B2003/7057 OR
E06B2007/202 OR E06B3/341 OR EQ06B5/00
OR E06B5/125 OR E06B7/20 OR E06B9/00
OR F21Y2115/10 OR F21Y2103/00 OR
F24F11/00 OR GO6N5/045 OR G06Q50/22
OR G06Q10/00 OR G06Q10/06 OR
G06Q10/10 OR G06Q50/165 OR
G06Q50/265 OR H04M1/72538 OR
H04M2250/10 OR H04M2250/52 OR
H05B33/0896 OR HO5B33/0845 OR
H05B33/0857 OR HO5B33/0866 OR
H05B33/0872 OR HO5B37/0218 OR
HO5B37/0227 OR HO5B37/0245 OR
HO5B37/0272 OR HO5B37/0281 OR
A23L27/70 OR A23L27/88 OR A23L7/191
OR A61B5/00 OR A61B5/002 OR
A61B5/4815 OR A61M21/00 OR
A61N2005/0626 OR A61N5/0618).CPC. )

L1128 {4 AND ( (GO1S5/02 OR G01511/06 OR US-PGPUB; {jOR ON 2019/09/19
G01S5/00 OR G01S5/0036 OR G0155/0226 {USPAT,; 18:27
OR G01S85/0252 OR G0155/0273 OR USOCR;
G01S5/06 OR G08B21/24 OR G08B25/016  {iFPRS;
OR G08B25/12 OR G08B29/181 OR EPO; JPC;
G08B21/0469 OR G08B13/19621 OR DERWENT;
G08B21/0423 OR G08B21/0484 OR IBM_TDB

G08B25/08 OR G08B21/043 OR
G08B21/0476 OR G08B21/0492 OR
G08B21/22 OR G01C21/206 OR H04B1/38
OR H04B17/309 OR H04B1/385 OR
H04L27/362 OR H04L25/0228 OR
H04L25/0242 OR H04L25/4902 OR
H04L43/12 OR H04L51/04 OR HO4L51/18
OR H04L51/20 OR HO4L7/042 OR
H04W40/244 OR H04W4/33 OR
H04W72/0413 OR H04W4/021 OR
H04W4/06 OR H0O4W4/14 OR HO4W4/80 OR
H04W4/90 OR H04W52/0229 OR
H04W52/0254 OR HO4W56/001 OR
H04W84/18 OR A62C3/14 OR E05B65/1026
OR E05Y2800/102 OR E05Y2900/134 OR
E06B2003/343 OR E06B2003/346 OR
E06B2003/406 OR E06B2003/7057 OR
E06B2007/202 OR E06B3/341 OR EQ06B5/00
OR E06B5/125 OR E06B7/20 OR E06B9/00
OR F21Y2115/10 OR F21Y2103/00 OR
F24F11/00 OR GO6N5/045 OR G06Q50/22
OR G06Q10/00 OR G06Q10/06 OR
G06Q10/10 OR G06Q50/165 OR
G06Q50/265 OR H04M1/72538 OR
H04M2250/10 OR H04M2250/52 OR
H05B33/0896 OR HO5B33/0845 OR
H05B33/0857 OR HO5B33/0866 OR
H05B33/0872 OR HO5B37/0218 OR
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HO5B37/0227 OR HO5B37/0245 OR
HO5B37/0272 OR HO5B37/0281 OR
A23L27/70 OR A23L27/88 OR A23L7/191
OR A61B5/00 OR A61B5/002 OR
A61B5/4815 OR A61M21/00 OR
AB61N2005/0626 OR A61N5/0618 OR
B33Y50/00 OR B60N2/002 OR B60Q9/00
OR B65D1/32 OR B65D25/42 OR
B65D51/2807 OR B65D77/24 OR
B65D81/32 OR B65D83/06 OR E05G5/02
OR E05G7/008 OR F21K9/232 OR
F21K9/238 OR F21K9/27 OR F21K9/272 OR
F21K9/278).CPC. )

L12 {28 {4 AND ( (G0O1S5/02 OR G01511/06 OR US-PGPUB; {OR ON 2019/09/19
G01S5/00 OR G01S5/0036 OR G0155/0226 {USPAT,; 18:27
OR G01S85/0252 OR G0185/0273 OR USOCR;
G01S5/06 OR G08B21/24 OR G08B25/016  {jFPRS;
OR G08B25/12 OR G08B29/181 OR EPO; JPC;
G08B21/0469 OR G08B13/19621 OR DERWENT;
G08B21/0423 OR G08B21/0484 OR IBM_TDB

G08B25/08 OR G08B21/043 OR
G08B21/0476 OR G08B21/0492 OR
G08B21/22 OR G01C21/206 OR H04B1/38
OR H04B17/309 OR H04B1/385 OR
H04L27/362 OR H04L25/0228 OR
H04L25/0242 OR H04L25/4902 OR
H04L43/12 OR H04L51/04 OR HO4L51/18
OR H04L51/20 OR HO4L7/042 OR
H04W40/244 OR H04W4/33 OR
H04W72/0413 OR H04W4/021 OR
H04W4/06 OR H0O4W4/14 OR HO4W4/80 OR
H04W4/90 OR H04W52/0229 OR
H04W52/0254 OR HO4W56/001 OR
H04W84/18 OR A62C3/14 OR E05B65/1026
OR E05Y2800/102 OR E05Y2900/134 OR
E06B2003/343 OR E06B2003/346 OR
E06B2003/406 OR E06B2003/7057 OR
E06B2007/202 OR E06B3/341 OR EQ06B5/00
OR E06B5/125 OR E06B7/20 OR E06B9/00
OR F21Y2115/10 OR F21Y2103/00 OR
F24F11/00 OR GO6N5/045 OR G06Q50/22
OR G06Q10/00 OR G06Q10/06 OR
G06Q10/10 OR G06Q50/165 OR
G06Q50/265 OR H04M1/72538 OR
H04M2250/10 OR H04M2250/52 OR
H05B33/0896 OR HO5B33/0845 OR
H05B33/0857 OR HO5B33/0866 OR
H05B33/0872 OR HO5B37/0218 OR
HO5B37/0227 OR HO5B37/0245 OR
HO5B37/0272 OR HO5B37/0281 OR
A23L27/70 OR A23L27/88 OR A23L7/191
OR A61B5/00 OR A61B5/002 OR
A61B5/4815 OR A61M21/00 OR
AB1N2005/0626 OR A61N5/0618 OR
B33Y50/00 OR B60N2/002 OR B60QY/00
OR B65D1/32 OR B65D25/42 OR
B65D51/2807 OR B65D77/24 OR
B65D81/32 OR B65D83/06 OR E05G5/02
OR E05G7/008 OR F21K9/232 OR
F21K9/238 OR F21K9/27 OR F21K9/272 OR
F21K9/278 OR F2152/00 OR F21V23/0442
OR F21Vv23/06 OR GO6F17/00 OR
GO6F17/50 OR GO6F2217/04 OR
G06K9/00221 OR G0O6K9/00369).CPC. )
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L13 {28 4 AND ( (GO1S5/02 OR G01511/06 OR US-PGPUB; {OR ON 2019/09/19
G01S5/00 OR G01S5/0036 OR G0155/0226 {USPAT,; 18:28
OR G01S85/0252 OR G0185/0273 OR USOCR;
G01S5/06 OR G08B21/24 OR G08B25/016  {{FPRS;
OR G08B25/12 OR G08B29/181 OR EPO; JPC;
G08B21/0469 OR G08B13/19621 OR DERWENT;
G08B21/0423 OR G08B21/0484 OR IBM_TDB

G08B25/08 OR G08B21/043 OR
G08B21/0476 OR G08B21/0492 OR
G08B21/22 OR G01C21/206 OR H04B1/38
OR H04B17/309 OR H04B1/385 OR
H04L27/362 OR H04L25/0228 OR
HO04L25/0242 OR H04L25/4902 OR
HO04L43/12 OR HO4L51/04 OR HO4L51/18
OR HO04L51/20 OR H04L7/042 OR
HO4W40/244 OR H04W4/33 OR
HO4W72/0413 OR HO4W4/021 OR
HO4W4/06 OR HO4W4/14 OR HO4W4/80 OR
HO4W4/90 OR H04W52/0229 OR
HO4W52/0254 OR H04W56/001 OR
HO4W84/18 OR A62C3/14 OR E05B65/1026
OR E05Y2800/102 OR E05Y2900/134 OR
E06B2003/343 OR E06B2003/346 OR
E06B2003/406 OR E06B2003/7057 OR
E06B2007/202 OR E06B3/341 OR E06B5/00
OR E06B5/125 OR E06B7/20 OR E06B9/00
OR F21Y2115/10 OR F21Y2103/00 OR
F24F11/00 OR GOBN5/045 OR G06Q50/22
OR G06Q10/00 OR GO6Q10/06 OR
G06Q10/10 OR G06Q50/165 OR
G06Q50/265 OR H04M1/72538 OR
H04M2250/10 OR H04M2250/52 OR
HO5B33/0896 OR HO5B33/0845 OR
HO05B33/0857 OR HO5B33/0866 OR
HO05B33/0872 OR HO5B37/0218 OR
H05B37/0227 OR HO5B37/0245 OR
HO05B37/0272 OR H05B37/0281 OR
A23L27/70 OR A23L27/88 OR A23L7/191
OR A61B5/00 OR A61B5/002 OR
A61B5/4815 OR A61M21/00 OR
A61N2005/0626 OR A61N5/0618 OR
B33Y50/00 OR B6ON2/002 OR B60Q9/00
OR B65D1/32 OR B65D25/42 OR
B65D51/2807 OR B65D77/24 OR
B65D81/32 OR B65D83/06 OR E05G5/02
OR E05G7/008 OR F21K9/232 OR
F21K9/238 OR F21K9/27 OR F21K9/272 OR
F21K9/278 OR F21S2/00 OR F21V23/0442
OR F21V23/06 OR GO6F17/00 OR
GO6F17/50 OR GO6F2217/04 OR
GO6K9/00221 OR GO6KY/00369 OR
G16H40/20 OR G16H40/67 OR G16H50/20
OR Y02B20/383 OR Y02B20/46 OR
Y02D70/00 OR Y02D70/10 OR Y02D70/142
OR Y02D70/144 OR Y02D70/164 OR
Y02D70/20 OR Y02D70/26 OR
Y04S10/54).CPC. )
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EAST Search History
EAST Search History (Prior Art)

RefiHits {i{Search Query DBs {iDefault iPlurals Time
# Operator Stamp
L1 §3 ("20070089467" | "20130249730" | Us- OR OFF 2019/09/19
"6392547").PN. PGPUB; 21:37
USPAT
L2 i ("20150097669").PN. Us- OR OFF 2019/09/19
PGPUB; 21:53
USPAT
L3 #12 1i("20010056579" | "20040021778" | Us- OR OFF 2019/09/19
"20060170572" | "20070132578" | PGPUB; 22:12
"20070182540" | "20080157964" | USPAT
"20100245088" | "20130257611" | "4639902" |
"5534849" | "5656900" | "6919918").PN.

9/19/2019 11:25:52 PM
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EAST Search History

EAST Search History
EAST Search History (Prior Art)

RefiHits {i{Search Query DBs Default {iPlurals {iTime
# Operator Stamp
L1 i "20130257611".pn. and US-PGPUB; USPAT; USOCR; i{OR ON 2019/09/20
tim$3 FPRS; EPO; JPO; DERWENT; 22:49
IBM_TDB
L2 i "20130257611".pn. and US-PGPUB; USPAT; USOCR; i{{OR ON 2019/09/20
(person or human or FPRS; EPO; JPO; DERWENT; 22:58
resident) IBM_TDB
L3 "20130257611".pn. and US-PGPUB; USPAT; USOCR; i{{OR ON 2019/09/20
(blink$3 or flash$3) FPRS; EPO; JPO; DERWENT; 23:41
IBM_TDB
L4 i "20130257611".pn. and US-PGPUB; USPAT; USOCR; {OR ON 2019/09/20
(sound or speaker) FPRS; EPO; JPO; DERWENT; 23:43
IBM_TDB
L5 i "20130257611".pn. and US-PGPUB; USPAT; USOCR; {OR ON 2019/09/21
(elaps$3 or exceed$3) FPRS; EPO; JPO; DERWENT; 00:01
IBM_TDB
L6 4 (("20130257611") or US-PGPUB; USPAT; USOCR; {OR OFF 2019/09/21
("20100245088")).PN. FPRS; EPO; JPO; DERWENT; 00:05
IBM_TDB
L7 i I6 and (elaps$3 or US-PGPUB; USPAT; USOCR; {{OR OFF 2019/09/21
exceed$3) FPRS; EPO; JPO; DERWENT; 00:05
IBM_TDB

9/21/2019 12:07:59 AM
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EAST Search History

EAST Search History (Prior Art)
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Ref iiHits {Search Query DBs Default {iPlurals {iTime
# Operator Stamp
L1 5 ("9940797").PN. US-PGPUB; {{OR OFF 2019/09/19
USPAT; 15:52
USOCR,;
FPRS;
EPO; JPO;
DERWENT;
IBM_TDB
L2 i (monitor$3 or detect$3) neard5 (barrier or {US-PGPUB; {{CR ON 2019/09/19
gate or door) near55 open$3 same (baby or {JUSPAT; 16:15
kid or elderly) same (inside or interior) USOCR,;
near55 (premises or facilities or facility or FPRS;
premise) EPO; JPO;
DERWENT;
IBM_TDB
L3 8 (monitor$3 or detect$3) same (barrier or US-PGPUB; iOR ON 2019/09/19
gate or door) same (unlatch$3 or open$3) {JUSPAT; 16:16
same (baby or kid or elderly) same (inside {JUSOCR;
or interior) same (premises or facilities or FPRS;
facility or premise) EPO; JPO;
DERWENT;
IBM_TDB
L4 28 (monitor$3 or detect$3) same (barrier or US-PGPUB; {OR ON 2019/09/19
gate or door) same (unlatch$3 or open$3) {{USPAT; 16:29
and (baby or kid or elderly) same (inside or {{USOCR;
interior) same (premises or facilities or FPRS;
facility or premise) EPO; JPO;
DERWENT;
IBM_TDB
L5 #251 {i(sens$3 or monitor$3 or detect$3) same US-PGPUB; {OR ON 2019/09/19
(barrier or gate or door) same (unlock$3 or {{USPAT; 17:24
unlatch$3 or open$3) and (inmate$1 or USOCR;
child or children or baby or kid or elderly) FPRS;
same (inside or interior) same (premises or {EPO; JPO;
facilities or facility or premise or building or §DERWENT;
prison) IBM_TDB
L6 {112 {I5 and (timer or tim$3 near5 alarm or tim$3 {{US-PGPUB; iCR ON 2019/09/19
near5 buzzer or tim$3 near5 alert$3) USPAT; 17:30
USOCR,;
FPRS;
EPO; JPC;
DERWENT;
IBM_TDB
L7 {111 I6 and (central near5 panel or panel or US-PGPUB; {{OR ON 2019/09/19
control near5 panel or controller or USPAT; 17:32
processor or cpu or computer) USOCR;
FPRS;
EPO; JPO;
DERWENT;
IBM_TDB
L8 #20 {4 AND ( (G01S5/02 CR G01S11/06 OR US-PGPUB; §OR ON 2019/09/19
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G01S5/00 OR G0155/0036 OR G01S5/0226
OR G01S85/0252 OR G0185/0273 OR
G01S5/06 OR G08B21/24 OR G08B25/016
OR G08B25/12 OR G08B29/181 OR
G08B21/0469 OR G08B13/19621 OR
G08B21/0423 OR G08B21/0484 OR
G08B25/08 OR G08B21/043 OR
G08B21/0476 OR G08B21/0492 OR
G08B21/22 OR G01C21/206 OR H04B1/38
OR H04B17/309 OR H04B1/385 OR
H04L27/362 OR H04L25/0228 OR
H04L25/0242 OR H04L25/4902 OR
H04L43/12 OR H04L51/04 OR HO4L51/18
OR H04L51/20 OR HO4L7/042 OR
H04W40/244 OR H04W4/33 OR
H04W72/0413 OR H04W4/021 OR
H04W4/06 OR H0O4W4/14 OR HO4W4/80 OR
H04W4/90 OR H04W52/0229 OR
H04W52/0254 OR HO4W56/001 OR
H04W84/18 OR A62C3/14).CPC. )

USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
IBM_TDB

18:25

Lo

25

4 AND ( (G01S5/02 OR G01511/06 OR
G01S5/00 OR G0155/0036 OR G01S5/0226
OR G01S85/0252 OR G0185/0273 OR
G01S5/06 OR G08B21/24 OR G08B25/016
OR G08B25/12 OR G08B29/181 OR
G08B21/0469 OR G08B13/19621 OR
G08B21/0423 OR G08B21/0484 OR
G08B25/08 OR G08B21/043 OR
G08B21/0476 OR G08B21/0492 OR
G08B21/22 OR G01C21/206 OR H04B1/38
OR H04B17/309 OR H04B1/385 OR
H04L27/362 OR H04L25/0228 OR
H04L25/0242 OR H04L25/4902 OR
H04L43/12 OR H04L51/04 OR HO4L51/18
OR H04L51/20 OR HO4L7/042 OR
H04W40/244 OR H04W4/33 OR
H04W72/0413 OR H04W4/021 OR
H04W4/06 OR H0O4W4/14 OR HO4W4/80 OR
H04W4/90 OR H04W52/0229 OR
H04W52/0254 OR HO4W56/001 OR
H04W84/18 OR A62C3/14 OR E05B65/1026
OR E05Y2800/102 OR E05Y2900/134 OR
E06B2003/343 OR E06B2003/346 OR
E06B2003/406 OR E06B2003/7057 OR
E06B2007/202 OR E06B3/341 OR EQ06B5/00
OR E06B5/125 OR E06B7/20 OR E06B9/00
OR F21Y2115/10 OR F21Y2103/00 OR
F24F11/00 OR GO6N5/045 OR G06Q50/22
OR G06Q10/00 OR G06Q10/06 OR
G06Q10/10 OR G06Q50/165 OR
G06Q50/265 OR H04M1/72538 OR
H04M2250/10 OR H04M2250/52).CPC. )

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
IBM_TDB

OR

ON

2019/09/19
18:26

L10

26

4 AND ( (G01S5/02 OR G01511/06 OR
G01S5/00 OR G0155/0036 OR G01S5/0226
OR G01S85/0252 OR G0155/0273 OR
G01S5/06 OR G08B21/24 OR G08B25/016
OR G08B25/12 OR G08B29/181 OR
G08B21/0469 OR G08B13/19621 OR
G08B21/0423 OR G08B21/0484 OR
G08B25/08 OR G08B21/043 OR
G08B21/0476 OR G08B21/0492 OR
G08B21/22 OR G01C21/206 OR H04B1/38
OR H04B17/309 OR H04B1/385 OR
H04L27/362 OR H04L25/0228 OR

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
IBM_TDB

OR

ON

IPR2023-00792 Page 00202
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H04L25/0242 OR H04L25/4902 OR
H04L43/12 OR H04L51/04 OR HO4L51/18
OR H04L51/20 OR HO4L7/042 OR
H04W40/244 OR H04W4/33 OR
H04W72/0413 OR H04W4/021 OR
H04W4/06 OR H0O4W4/14 OR HO4W4/80 OR
H04W4/90 OR H04W52/0229 OR
H04W52/0254 OR HO4W56/001 OR
H04W84/18 OR A62C3/14 OR E05B65/1026
OR E05Y2800/102 OR E05Y2900/134 OR
E06B2003/343 OR E06B2003/346 OR
E06B2003/406 OR E06B2003/7057 OR
E06B2007/202 OR E06B3/341 OR EQ06B5/00
OR E06B5/125 OR E06B7/20 OR E06B9/00
OR F21Y2115/10 OR F21Y2103/00 OR
F24F11/00 OR GO6N5/045 OR G06Q50/22
OR G06Q10/00 OR G06Q10/06 OR
G06Q10/10 OR G06Q50/165 OR
G06Q50/265 OR H04M1/72538 OR
H04M2250/10 OR H04M2250/52 OR
H05B33/0896 OR HO5B33/0845 OR
H05B33/0857 OR HO5B33/0866 OR
H05B33/0872 OR HO5B37/0218 OR
HO5B37/0227 OR HO5B37/0245 OR
HO5B37/0272 OR HO5B37/0281 OR
A23L27/70 OR A23L27/88 OR A23L7/191
OR A61B5/00 OR A61B5/002 OR
A61B5/4815 OR A61M21/00 OR
A61N2005/0626 OR A61N5/0618).CPC. )

L1128 {4 AND ( (GO1S5/02 OR G01511/06 OR US-PGPUB; {jOR ON 2019/09/19
G01S5/00 OR G01S5/0036 OR G0155/0226 {USPAT,; 18:27
OR G01S85/0252 OR G0155/0273 OR USOCR;
G01S5/06 OR G08B21/24 OR G08B25/016  {iFPRS;
OR G08B25/12 OR G08B29/181 OR EPO; JPC;
G08B21/0469 OR G08B13/19621 OR DERWENT;
G08B21/0423 OR G08B21/0484 OR IBM_TDB

G08B25/08 OR G08B21/043 OR
G08B21/0476 OR G08B21/0492 OR
G08B21/22 OR G01C21/206 OR H04B1/38
OR H04B17/309 OR H04B1/385 OR
H04L27/362 OR H04L25/0228 OR
H04L25/0242 OR H04L25/4902 OR
H04L43/12 OR H04L51/04 OR HO4L51/18
OR H04L51/20 OR HO4L7/042 OR
H04W40/244 OR H04W4/33 OR
H04W72/0413 OR H04W4/021 OR
H04W4/06 OR H0O4W4/14 OR HO4W4/80 OR
H04W4/90 OR H04W52/0229 OR
H04W52/0254 OR HO4W56/001 OR
H04W84/18 OR A62C3/14 OR E05B65/1026
OR E05Y2800/102 OR E05Y2900/134 OR
E06B2003/343 OR E06B2003/346 OR
E06B2003/406 OR E06B2003/7057 OR
E06B2007/202 OR E06B3/341 OR EQ06B5/00
OR E06B5/125 OR E06B7/20 OR E06B9/00
OR F21Y2115/10 OR F21Y2103/00 OR
F24F11/00 OR GO6N5/045 OR G06Q50/22
OR G06Q10/00 OR G06Q10/06 OR
G06Q10/10 OR G06Q50/165 OR
G06Q50/265 OR H04M1/72538 OR
H04M2250/10 OR H04M2250/52 OR
H05B33/0896 OR HO5B33/0845 OR
H05B33/0857 OR HO5B33/0866 OR
H05B33/0872 OR HO5B37/0218 OR
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HO5B37/0227 OR HO5B37/0245 OR
HO5B37/0272 OR HO5B37/0281 OR
A23L27/70 OR A23L27/88 OR A23L7/191
OR A61B5/00 OR A61B5/002 OR
A61B5/4815 OR A61M21/00 OR
AB61N2005/0626 OR A61N5/0618 OR
B33Y50/00 OR B60N2/002 OR B60Q9/00
OR B65D1/32 OR B65D25/42 OR
B65D51/2807 OR B65D77/24 OR
B65D81/32 OR B65D83/06 OR E05G5/02
OR E05G7/008 OR F21K9/232 OR
F21K9/238 OR F21K9/27 OR F21K9/272 OR
F21K9/278).CPC. )

L12 {28 {4 AND ( (G0O1S5/02 OR G01511/06 OR US-PGPUB; {OR ON 2019/09/19
G01S5/00 OR G01S5/0036 OR G0155/0226 {USPAT,; 18:27
OR G01S85/0252 OR G0185/0273 OR USOCR;
G01S5/06 OR G08B21/24 OR G08B25/016  {jFPRS;
OR G08B25/12 OR G08B29/181 OR EPO; JPC;
G08B21/0469 OR G08B13/19621 OR DERWENT;
G08B21/0423 OR G08B21/0484 OR IBM_TDB

G08B25/08 OR G08B21/043 OR
G08B21/0476 OR G08B21/0492 OR
G08B21/22 OR G01C21/206 OR H04B1/38
OR H04B17/309 OR H04B1/385 OR
H04L27/362 OR H04L25/0228 OR
H04L25/0242 OR H04L25/4902 OR
H04L43/12 OR H04L51/04 OR HO4L51/18
OR H04L51/20 OR HO4L7/042 OR
H04W40/244 OR H04W4/33 OR
H04W72/0413 OR H04W4/021 OR
H04W4/06 OR H0O4W4/14 OR HO4W4/80 OR
H04W4/90 OR H04W52/0229 OR
H04W52/0254 OR HO4W56/001 OR
H04W84/18 OR A62C3/14 OR E05B65/1026
OR E05Y2800/102 OR E05Y2900/134 OR
E06B2003/343 OR E06B2003/346 OR
E06B2003/406 OR E06B2003/7057 OR
E06B2007/202 OR E06B3/341 OR EQ06B5/00
OR E06B5/125 OR E06B7/20 OR E06B9/00
OR F21Y2115/10 OR F21Y2103/00 OR
F24F11/00 OR GO6N5/045 OR G06Q50/22
OR G06Q10/00 OR G06Q10/06 OR
G06Q10/10 OR G06Q50/165 OR
G06Q50/265 OR H04M1/72538 OR
H04M2250/10 OR H04M2250/52 OR
H05B33/0896 OR HO5B33/0845 OR
H05B33/0857 OR HO5B33/0866 OR
H05B33/0872 OR HO5B37/0218 OR
HO5B37/0227 OR HO5B37/0245 OR
HO5B37/0272 OR HO5B37/0281 OR
A23L27/70 OR A23L27/88 OR A23L7/191
OR A61B5/00 OR A61B5/002 OR
A61B5/4815 OR A61M21/00 OR
AB1N2005/0626 OR A61N5/0618 OR
B33Y50/00 OR B60N2/002 OR B60QY/00
OR B65D1/32 OR B65D25/42 OR
B65D51/2807 OR B65D77/24 OR
B65D81/32 OR B65D83/06 OR E05G5/02
OR E05G7/008 OR F21K9/232 OR
F21K9/238 OR F21K9/27 OR F21K9/272 OR
F21K9/278 OR F2152/00 OR F21V23/0442
OR F21Vv23/06 OR GO6F17/00 OR
GO6F17/50 OR GO6F2217/04 OR
G06K9/00221 OR G0O6K9/00369).CPC. )

IPR2023-00792 Page 00204
file:///C/Users/dprevil/Documents/e-Red%20Folder/16200172/EASTSearchHistory.16200172_AccessibleVersion.htm[9/19/2019 6:28:20 PM]



EAST Search History

9/19/2019 6:28:18 PM

IPR2023-00792 Page 00205
file:///C/Users/dprevil/Documents/e-Red%20Folder/16200172/EASTSearchHistory.16200172_AccessibleVersion.htm[9/19/2019 6:28:20 PM]



EAST Search History

EAST Search History

EAST Search History (Prior Art)

RefiHits {i{Search Query DBs Default {iPlurals {iTime
# Operator Stamp
L1 6 human near55 detection same US-PGPUB; OR ON 2019/09/20
determin$3 near55 (intruder or human) {jUSPAT,; 19:04
same (room or premise or facility or USOCR; FPRS;
building) same proximity near55 barrier §EPO; JPO;
DERWENT;
IBM_TDB
L2 §27 human same detection same US-PGPUB; OR ON 2019/09/20
determin$3 same (intruder or human) {USPAT,; 19:06
same (room or premise or facility or USOCR; FPRS;
building) same proximity same (door or {EPO; JPO;
window or barrier) DERWENT;
IBM_TDB
L3 {7 human same detect$3 same determin$3{{US-PGPUB; OR ON 2019/09/20
same (intruder or human or burglar or {USPAT,; 19:21
child) same (inside or interior) same USOCR; FPRS;
(room or premise or facility or building) {EPO; JPO;
same proximity same (door or window {DERWENT;
or barrier) IBM_TDB
L4 {24 human same detect$3 same (intruder US-PGPUB; OR ON 2019/09/20
or human or burglar or child) same USPAT; 19:27
(inside or interior) same (room or USOCR; FPRS;
premise or facility or building) same EPO; JPO;
proximity same (door or window or DERWENT;
barrier) IBM_TDB
L5 21 detect$3 near55 (intruder or human or {jUS-PGPUB; OR ON 2019/09/20
burglar or child) same (inside or USPAT; 19:48
interior) same (room or premise or USOCR; FPRS;
facility or building) same proximity EPO; JPO;
same (door or window or barrier) DERWENT;
IBM_TDB
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IPR2023-00792 Page 00206

file:///C/Users/dprevil/Documents/e-Red%20Folder/16200172/EASTSearchHistory.16200172_AccessibleVersion.htm[9/20/2019 7:58:29 PM]




EAST Search History

EAST Search History

EAST Search History (Prior Art)

Ref iiHits {Search Query DBs Default {iPlurals {iTime

# Operator Stamp

L1 {5 ("9940797").PN. US-PGPUB; USPAT; USOCR; H{OR OFF 2019/09/20
FPRS; EPO; JPO; DERWENT; 00:31
IBM_TDB

L2 jo ("20080157964.pn.").PN. {jUS-PGPUB; USPAT; USOCR; i{OR OFF 2019/09/20
FPRS; EPO; JPO; DERWENT; 00:33
IBM_TDB

L3 2 ("20080157964").PN. US-PGPUB; USPAT; USOCR; #OR OFF 2019/09/20
FPRS; EPO; JPO; DERWENT; 00:33
IBM_TDB

L4 2 ("20130257611").PN. US-PGPUB; USPAT; USOCR; {OR OFF 2019/09/20
FPRS; EPO; JPO; DERWENT; 00:37
IBM_TDB

L5 2 |4 and open$3 US-PGPUB; USPAT; USOCR; {OR ON 2019/09/20
FPRS; EPO; JPO; DERWENT; 00:46
IBM_TDB

L6 it I4 and human US-PGPUB; USPAT; USOCR; {OR ON 2019/09/20
FPRS; EPO; JPO; DERWENT; 00:58
IBM_TDB

L7 Ho 14 and inside US-PGPUB; USPAT; USOCR; H{OR ON 2019/09/20
FPRS; EPO; JPO; DERWENT; 01:00
IBM_TDB

L8 o I4 and timed near55 US-PGPUB; USPAT; USOCR; HOR ON 2019/09/20

alarm FPRS; EPO; JPO; DERWENT; 01:01

IBM_TDB

L9 o 14 and timed US-PGPUB; USPAT; USOCR; HOR ON 2019/09/20
FPRS; EPO; JPO; DERWENT; 01:01
IBM_TDB

L10 i1 14 and tim$3 US-PGPUB; USPAT; USOCR; #OR ON 2019/09/20
FPRS; EPO; JPO; DERWENT; 01:01
IBM_TDB

9/20/2019 1:05:23 AM
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Receipt date:

Doc code: IDS
Dec description: Information Disclosure Statement (IDS) Filed

11/26/2018

16/200,172 ~- GAU: 2684
PTO/SB/08a (01-10)

Approved for use through 07/31/2012. OMB 0651-0031
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

Application Number

Filing Date

First Named Inventor

[George Seelman

Art Unit

Examiner Name

Daniel Previl

Aftorney Docket Number

81230.921U83

U.S.PATENTS Remove
Examiner| Cite Kind Name of Patentee or Applicant Pages,Columns, Lines where
e Patent Number Issue Date . Relevant Passages or Relevant
Initial No Code! of cited Document )
Figures Appear
/D.e/ |1 p639902 A 1987-01-27 | everance et al.
/D2, 5656900 A 1997-08-12  [Michel et al.
/D.p/3 H534849 A [1996-07-09 McDoenald et al.
/D.P/ |4 6919918 B2 |poos-07-19  |fcarretero Guerrero

If you wish to add additional U.S. Paten

t citation information please click the Add button.

Add

U.S.PATENT APPLICATION PUBLICATIONS

Remove

Examiner| .. Publication Kind | Publication Name of Patentee or Applicant Pages Columns, Lines where
e Cite No . Relevant Passages or Relevant
Initial Number Code'| Date of cited Document )
Figures Appear
/D.B/ 1 0080157964 A1l P008-07-03 Fskildsen et al.
/D.®/ |2 0130257611 A1l P013-10-03 | amb et al.

EFS Web 2.1.17

ALL REFERENCES COMSIDERED EXCEPT WHERE LINED THROUGH. /D.P/
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sceipnt date: 11/26/2018 16/200,172 - GpU: 268
Application Number

Filing Date

INFORMATION DISCLOSURE

First Named Inventor | George Seelman

STATEMENT BY APPLICANT At Uni
nit

( Not for submission under 37 CFR 1.99)

Examiner Name Daniel Previl

Aftorney Docket Number 81230.921US3

/D.p/ |3 20040021778 A1 P004-02-05 Oldani et al.
/o.p/ 4 20070132578 A1 P007-06-14 Powell
/D-®/ 5 20010056579 A1 P001-12-27 Kogane et al.
/D.9/ |6 20070182540 A1 P007-08-09 Marman
/o.p/ |7 20100245088 A1 P010-09-30 Meier et al.
/D.B/ |8 20060170572 A1 P006-08-03 Kurachi et al.

If you wish to add additional U.S. Published Application citation information please click the Add button| Add

FOREIGN PATENT DOCUMENTS Remove
Name of Patentee or Pages,Columns,Lines
Examiner| Cite | Foreign Document Country Kind | Publication Applicant of cited where Relevant Ts
Initial* No | Number3 Code2j Code?| Date PP Passages or Relevant
Document ;
Figures Appear
/D.p/ |1 007111802 wo A2 2007-10-04 |Rsialarm, Inc.

If you wish to add additional Foreign Patent Document citation information please click the Add button | Add

NON-PATENT LITERATURE DOCUMENTS Remove
. .. | Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
Examiner| Cite S . . '
. (book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s), TS
Initials No . . .
publisher, city and/or country where published.

ALL REFERENCES COMSIDERED EXCEPT WHERE LINED THROUGH. /D.P/
IPR2023-00792 Page 00209
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sceipnt date: 11/26/2018 16/200,172 - GpU: 268
Application Number

Filing Date

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

First Named Inventor | George Seelman
Art Unit

Examiner Name Daniel Previl

Aftorney Docket Number 81230.921US3

/D.B/ |1 SA/US, Int. Search Report and Written Opinion issued on PCT/U816/17807, dated May 6, 2016, 13 pages

If you wish to add additional non-patent literature document citation information please click the Add button| Add
EXAMINER SIGNATURE

Examiner Signature /DANIEL PREVIL/ Date Considered 08/18/2018

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO

Standard ST.3). 2 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPQ Standard ST.16 if possible. * Applicant is to place a check mark here if
English language translation is attached.

ALL REFPERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /D.P/
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sceipt date: 11/26/2018 16/200,172 ~ apli: 268

Application Number

Filing Date

INFORMATION DISCLOSURE
STATEMENT BY APPLICANT

First Named Inventor | George Seelman

. Art Unit
( Not for submission under 37 CFR 1.99)

Examiner Name

Aftorney Docket Number 81230.921US3

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s):

That each item of information contained in the information disclosure statement was first cited in any communication
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[ ] any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

See attached certification statement.
The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

X A certification statement is not submitted herewith.

SIGNATURE

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature /Gary R. Jarosik/ Date (YYYY-MM-DD) 2018-11-26
Name/Print Gary R. Jarosik Registration Number 35906

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file {and by the USPTO to process) an application. Confidentiality is governed by 35 U.5.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.

ALL REFPERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /D.P/

IPR2023-00792 Page 00211
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Receipt date: 11/26/2018 16/200,172 - GAU: 2684

Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.5.C. 552) and the Privacy Act (5 U.5.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.5.C. 181) and for review pursuant to the Atomic Energy Act (42 U.5.C. 218(¢)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.

ALL REFERENCES CONSIDERED EXCEFT WHERE LINED THROUGH. /D.P/
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EAST Search History

EAST Search History

EAST Search History (Prior Art)

RefiHits {i{Search Query DBs Default {iPlurals {iTime
# Operator Stamp
L1 5 ("9940797").PN. US-PGPUB; OR OFF 2019/09/19
USPAT; USOCR; 15:52
FPRS; EPO;
JPO;
DERWENT;
IBM_TDB
L2 i (monitor$3 or detect$3) neards (barrier{jUS-PGPUB; OR ON 2019/09/19
or gate or door) near55 open$3 same {USPAT; USOCR; 16:15
(baby or kid or elderly) same (inside or §FPRS; EPO;
interior) near55 (premises or facilities {JPO;
or facility or premise) DERWENT;
IBM_TDB
L3 8 (monitor$3 or detect$3) same (barrier {{US-PGPUB; OR ON 2019/09/19
or gate or door) same (unlatch$3 or USPAT; USOCR,; 16:16
open$3) same (baby or kid or elderly) H#FPRS; EPO;
same (inside or interior) same JPO;
(premises or facilities or facility or DERWENT;
premise) IBM_TDB
L4 28 (monitor$3 or detect$3) same (barrier {jUS-PGPUB; OR ON 2019/09/19
or gate or door) same (unlatch$3 or USPAT; USOCR,; 16:29
open$3) and (baby or kid or elderly) FPRS; EPO;
same (inside or interior) same JPO;
(premises or facilities or facility or DERWENT;
premise) IBM_TDB

9/19/2019 5:22:14 PM
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EAST Search History

EAST Search History

EAST Search History (Prior Art)

IPR2023-00792 Page 00214

RefiHits {i{Search Query DBs Default {iPlurals {iTime
# Operator Stamp
L1 {6 human near55 detection same US-PGPUB; OR ON 2019/09/20
determin$3 near55 (intruder or human) {jUSPAT,; 19:04
same (room or premise or facility or USOCR; FPRS;
building) same proximity near55 barrier §EPO; JPO;
DERWENT;
IBM_TDB
L2 §27 human same detection same US-PGPUB; OR ON 2019/09/20
determin$3 same (intruder or human) {USPAT,; 19:06
same (room or premise or facility or USOCR; FPRS;
building) same proximity same (door or {EPO; JPO;
window or barrier) DERWENT;
IBM_TDB
L3 {7 human same detect$3 same determin$3{{US-PGPUB; OR ON 2019/09/20
same (intruder or human or burglar or {USPAT,; 19:21
child) same (inside or interior) same USOCR; FPRS;
(room or premise or facility or building) {EPO; JPO;
same proximity same (door or window {DERWENT;
or barrier) IBM_TDB
L4 {24 human same detect$3 same (intruder US-PGPUB; OR ON 2019/09/20
or human or burglar or child) same USPAT; 19:27
(inside or interior) same (room or USOCR; FPRS;
premise or facility or building) same EPO; JPO;
proximity same (door or window or DERWENT;
barrier) IBM_TDB
L5 21 detect$3 near55 (intruder or human or {jUS-PGPUB; OR ON 2019/09/20
burglar or child) same (inside or USPAT; 19:48
interior) same (room or premise or USOCR; FPRS;
facility or building) same proximity EPO; JPO;
same (door or window or barrier) DERWENT;
IBM_TDB
L6 {90 ii(intruder or human or burglar or child) {US-PGPUB; OR ON 2019/09/20
same (inside or interior) same (room or {USPAT,; 19:59
premise or facility or building) same USOCR; FPRS;
proximity same (door or window or EPO; JPO;
barrier) DERWENT;
IBM_TDB
L7 #495 ii(intruder or human or burglar or child) }US-PGPUB; OR ON 2019/09/20
same (room or premise or facility or USPAT; 20:27
building) same proximity same (door or jUSOCR; FPRS;
window or barrier) EPO; JPO;
DERWENT;
IBM_TDB
L8 ii61 (intruder or human or burglar or child) }US-PGPUB; OR ON 2019/09/20
near15 (room or premise or facility or USPAT; 20:28
building) near15 proximity near15 (door jUSOCR; FPRS;
or window or barrier) EPO; JPO;
DERWENT;
IBM_TDB
L9 §27 iidetect$3 near25 (intruder or human or {{US-PGPUB; OR ON 2019/09/20
burglar or child) near15 (room or USPAT; 20:28

file:///C/Users/dprevil/Documents/e-Red%20Folder/16200172/EASTSearchHistory.16200172_AccessibleVersion.htm[9/20/2019 9:05:46 PM]




EAST Search History

§premise or facility or building) near15 USOCR; FPRS;
§proximity near15 (door or window or EPO JPO;
libarrier) I DERWENT;
JIBM_TDB

9/20/2019 9:05:44 PM

IPR2023-00792 Page 00215
file:///C/Users/dprevil/Documents/e-Red%20Folder/16200172/EASTSearchHistory.16200172_AccessibleVersion.htm[9/20/2019 9:05:46 PM]



Doc code: IDS PTO/SBI08a (01-10)

L . . . Approved for use through 07/31/2012. OMB 0651-0031
Doc description: Information Disclosure Statement (IDS) Filed U.S. Patent and Trademark Office; U.5. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Application Number 16200172
Filing Date P018-11-26

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.9%)

First Named Inventor |jGeorge Seelman

Art Unit 2684

Examiner Name Previl, Daniel

Aftorney Docket Number 81230.921US3

U.S.PATENTS Remove
. . . . Pages,Columns,Lines where
E).(allm*lner Cite Patent Number Kind Issue Date Nar.ne of Patentee or Applicant Relevant Passages or Relevant
Initial No Code! of cited Document )
Figures Appear
1
If you wish to add additional U.S. Patent citation information please click the Add button. Add
U.S.PATENT APPLICATION PUBLICATIONS Remove
Examiner| .. Publication Kind | Publication Name of Patentee or Applicant Pages,Columns, Lines where
e Cite No . Relevant Passages or Relevant
Initial Number Code’| Date of cited Document

Figures Appear

If you wish to add additional U.S. Published Application citation information please click the Add button| Add

FOREIGN PATENT DOCUMENTS Remove
Name of Patentee or Pages,Columns Lines
Examiner| Cite | Foreign Document Country Kind | Publication Applicant of cited where Relevant Ts
Initial* No | Number3 Code2j Code#| Date PR Passages or Relevant

Document Figures Appear

If you wish to add additional Foreign Patent Document citation information please click the Add button | Add

NON-PATENT LITERATURE DOCUMENTS Remove
. .. | Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
Examiner| Cite . : ; '
e (book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s), TS
Initials No : ; :
publisher, city and/or country where published.
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Application Number 16200172
Filing Date 2018-11-26

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.9%)

First Named Inventor | George Seelman
Art Unit 2684

Examiner Name Previl, Daniel

Aftorney Docket Number 81230.921US3

SA/US, International Search Report and Written Opinion issued on PCT application number US19/56176, dated
November 8, 2019, 9 pages

If you wish to add additional non-patent literature document citation information please click the Add button| Add

EXAMINER SIGNATURE

Examiner Signature Date Considered

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO

Standard ST.3). 2 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPQ Standard ST.16 if possible.  Applicant is to place a check mark here if
English language translation is attached.
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Application Number 16200172

Filing Date 2018-11-26

INFORMATION DISCLOSURE
STATEMENT BY APPLICANT

First Named Inventor | George Seelman

.. Art Unit 2684
( Not for submission under 37 CFR 1.9%)

Examiner Name Previl, Daniel

Aftorney Docket Number 81230.921US3

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection({s):

That each item of information contained in the information disclosure statement was first cited in any communication
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[ ] any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e){(2).

X See attached certification statement.
The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

A certification statement is not submitted herewith.

SIGNATURE

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature /Gary R. Jarosik/ Date (YYYY-MM-DD) 2019-11-15
Name/Print Gary R. Jarosik Registration Number 35,906

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.5.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.5.C. 552) and the Privacy Act (5 U.5.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1874, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.5.C. 181) and for review pursuant to the Atomic Energy Act (42 U.5.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.5.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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PATENT COOPERATION TREATY

From the INTERNATIONAL SEARCHING AUTHORITY

To: p(:’ B
GARY R. JAROSIK -
GREENBERG TRAURIG, LLP NOTIFICATION OF TRANSMITTAL OF THE
- . INTERNATIONAL SEARCH REPORT AND THE
ggﬁ&;ﬁg&hk BRIVE ) WRITTEN OPINION OF THE INTERNATIONAL
CHICAGO, ILLINGIS 60607 SEARCHING AUTHORITY, OR THE DECLARATION
UNITED STATES OF AMERICA (PCT Rule 44.1) .
Date of mailing
{day/monthivear) {} R N G v 2:@?9
Applicant’s or agent's file reference FOR FURTHER !
§1238-921PCT3 ACTION See paragraphs | and 4 below
International application No. Intemational filing date
PCT/USI0INE56176 {duy/monthivear) 15 October 2019 (15.10.2819)
Applicant

ECOLINK INTELLIGENT TECHNOLOGY, INC,

i. The applicant is hereby notified that the international search report and the written opinion of the International Searching
Authority have been established and are transmitied herewith.

Filing of amendiments and stntement under Articie 19
The applicant is-entitled, if he so wishes, 1o amend the claims of the international application (see Rule 46):

When? The time Hmit for filing such amendments is normally two months from the date of transmitial of the international
search report.
How? Directly to the International Burcau of WIPQ preferably through ePCT or on paper to, 34 chemin des Colombettes

1211 Geneva 20, Switzerland, Facsimile No.: +41 22 338 82 70
For more detailed instructions, see PCT Applicant's Guide, International Phase, paragraphs 2.004 ~ 9.011.

2. m The applicant i1s hereby notified that no inteimational search report will be established and that the declaration under Article
17{23¥a} to that effect and the written opinion of the International Searching Authority are transmitted herewith.

3. E:} With regard o any protest against payment of (an} additional fee(s) under Rule 40.2, the applicant is notified that:

the protest together with the decigion thereon has been transmitted to the International Buresu together with any request
to forward the texts of both the protest and the decision thereon to the designated Offices. ’

E:] no decision has been made yet on the protest; the applicant will be notified as soon a3 a decision is mads. -

4. Reminders
The applicant may submit comments on an informal basis on the written opinion of the International Searching
Authority to the International Bureau. These comments will be made available to the public after international publication, The
International Bursau will send a copy of such comments to all designated Offices unless an international preliminary examination
report has been or is to be established.
Shortly after the expiration of 18 months from the priority date, the international application will be published by the
International Burcaw. If the applicant wishes to avoid or postpone publication, a notice of withdrawal of the intermational
application, or of the priority claim, must reach the International Bureau before the completion of the technical preparations for
international publication (Rules 90bis.1 and 90bis.3).
Within 19 months from the priority date, but only in respect of some designated Offices, a demand for international preliminary
examination must be filed if the applicant wishes to postpone the entry into the national phase until 30 months from the priority
date (in some CHfices even iater); otherwise, the applicant must, within 20 menths from the priority date, perform the prescribed
acts for entry into the national phase before those designated Gffices. In respect of other designated Offices, the time limit of
38 months {or later) will apply even if no demand is filed within 19 months. For details about the applicable time limits, Office
by Office, sce www.wipo.int/peten/texss/time_limits html and the PCT Applicant’s Guide, National Chapters.
Within 12 months from the priority date, the applicant may request that a supplementary international search be
carvied out by a different International Searching Authority that offers this service (Rule 48bis 1), The procedure for requesting
supplementary intemational search is described in the PCT Applicant’s Guide, Interational Phase, paragraphs 8.006-8.032.

Name and mailing address of the ISA/US Authorized officer
COMMISSIONER FOR PATENTS MALL STOP PCT,
ATTN: [SA/US P.O. BOX 1450 ALEXANDRIA, VA HARRY . KIM
22333-1450, UNITED STATES OF AMERICA

Facsimile No. {(571}273-8380 Telephone No. 571-272-438¢

Form PCT/SA/220 (July 2014)
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PATENT COOPERATION TREATY

PCT

INTERNATIONAL SEARCH REPORT
{PCT Article 18 and Rules 43 and 44)

Applicant’s or agent’s file reforence FOR FURTHER see Form PCT/ISA/220
81130-921PCT3 ACTION as weil as, where applicable, item 5 below.
International application Mo, International filing date (day/monthivear) | {Earlicst) Priority Date (day/monthivear)
PCT/US2019/056176 15 October 2019 (15.10.2019) 16 November 2018 (26.11.2618)
Applicant

ECOLINK INTELLIGENY TECHNOLOGY, INC,

This international search report has been prepared by this International Searching Aunthority and is transmitted to the applicant according
to Article 18. A copy is being transmitted to the International Bureau.

This internations] search report consists of a total of 3 sheets.

B it is also accompanied by a copy of cach prior art document cited in this report.

i. Basis of the report
a.  With regard to the fanguage, the international search was carried out on the basis of:
the international application in the ianguage in which it was filed.

m a iranslation of the international application into which is the language of a
transiation fumished for the purposes of international search (Rules 12.3(a} and 23.1(b}).

b. E:} This intermnational search report has been established taking into account the rectification of an sbvisus mistake
authorized by or notified to this Authority under Rule 81 (Rule 43.65/5()).

c. m With regard to any nucleotide and/or amino acid sequence disclosed in the international application, see Box No. .

2. E} Certain claims were found unsearchable (see Box Ne. I},
3. D Unity of invention is lacking {see Box No. ).

4. With regard to the title,
the text is approved as submitted by the applicant.
E the text has been established by this Authority to read as follows:

5. With regard 1o the abstrace,
the text is approved as submitted by the applicani.

m the text has been established, according to Rule 38.2, by this Authority as it appears in Box No. IV, The applicant may,
within one month from the date of mailing of this international search report, submit comments to this Authority.

6. With regard to the drawings,
a. the figure of the drawings to be published with the abstract is Figure No. _ 315
as suggested by the applicant.
m as selected by this Authority, because the applicant tailed to suggest a figurc.
Eﬂ as selected by this Authority, because this figure betfer characterizes the invention.
b, m none of the figures is to be published with the abstract.

Form PCTASA/210 (first sheet) (January 2015}
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INTERNATIONAL SEARCH REPORT International application Mo,
PCT/USZ019/056176

Al CLASSIFICATION OF SUBJECT MATTER

IPC: GO8B 13/08, 13722, 19/00, 25/00; EO5R 45/06
CPC: GORE 13/08, 13/22, 19/00, 25/008; EOSB 45/06

According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED
Mininmum documentation searched {classification system followed by classification symbols)
CPC: CPC: GOSB 13/08, 13722, 19/00, 25/008; EOSR 45/06/IPC: GG3B 13/08, 13/22, 19/00, 25/00,E058 45/06

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

Electronic data base consulied during the international search (name of data base and, where practicable, search terms used)
US-PGPUB, USPAT, USOCR, FPRS, £PO, JPO, DERWENT, IBM_TDR: person, and, human, blink, speaker, timed, or,
exceed, sound, elapse, flash, recident, detection, same, facility, barrier, intruder, proximity, window, burglar, door, interior, room,
determine, near, door, premise, child, inside, warn, alarm, detect, predetermine, sound, sensor, elderly, kid, baby, gate, monitor,
open, promise, unlatch, premises, buzzer, panel, controlier, central, computer, children, inmate, alert

. DBOCUMENTS CONSIDERED TO BE RELEVANT

Category* Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.

US 2013/0257611 Al {(LAMRB ET AL.) 03 Getober 2013 (03.10.2013),

Y See entire documents. 1-6,7-11, 12
17, and 18-20

US 2010/0245088 Al (MEIER ET AL.) 30 September 2010 (30.02.2010) .

Y See entire documents. i-6, 7-11, 12-
17, and 18-20

US 6,542,071 BI (CHTSUBQ ET AL.) 01 April 2003 (01.04.2003),
Y See entire documents. 7-11, and 18-20

IS 2008/0157964 Al (ESKILDSEN ET AL} 03 July 2008 (03.07.2008} ,
A See entire documends, 1-20

LS 2016/0093179 A1 (HANNING) 31 March 2016 (31.03.2016) ,

e’

A See entire documents. 1-20
E o EF‘.xrther documents are listed in the continuation of Box . m See patent family annex.
*  Special categories of cited documents: “1 later document published after the international filing date or priority
e R . _ . date and not in conflict with the application but cited to understand
A document defining the general state of the art which is not considered the principle or theory underlying the invention
to be of particular relevance . L i . . ;
i . e . , ; <xm document of particular relevance; the claimed invention cannot be
“E" carlier application or patent bt published on or after the international considered novel or cannot be considered to involve an inventive step
filing dute . o . L when the document is taken alone
L document which may throw doubts on pricrity claim(s) or which is  wyw dacument of particular relevance; the claimed invention cannot be
cited o establish the puolx\cauon date of another citation or other considered 1o involve an inventive step when the document is
special reason {as specified) combined with one or more other such documents, such combination
“3”  document referring Yo an oral disclosure, use, exhibition or cther being cbvious to a person skilled in the art
means u&» document member of the same patent family

“pv  document published prior to the international fiting date but later than
the pricrity date claimed

Date of the actual completion of the international search Drate of mailing of the international search report
85 November 2019 (85.11.2819) Q 8 N 0 v ZQ‘B g
Name and mailing address of the ISA/US Authorized officer
COMMISSIONER FOR PATENTS MAIL STOP PCY,
ATTN: ISA/US P.O. BOX 1450 ALEXANDRIA, VA HARRY C. KIM
22313-1456, UNITED STATES OF AMERICA
Facgimile Mo, {871)273-830¢ Telephone No, 571-272-4308

Fore PCT/ASA/210 {second sheet) {(January 2015)
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INTERNATIONAL SEARCH REPORY International application No.
PLT/US201%/856176

<. DOCUMENTS CONSIDERED TO BE RELEVANT

Category* Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.

US 5,769,011 A (DANIEL) 23 June 1998 {23.06.1998) ,
A See entire documents. 1=20

US 5,712,621 A {ANDERSON) 27 January 1998 (27.01.1998},
A See entire documents. 1-20

US 2009/0309723 Al (FREEBODY ET AL.) 17 December 2009 (17.12.2009),
A See entire documents. 1-20

Form PCT/ISA/210 (second sheet} (January 2015}
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PATENT COOPERATION TREATY

From the INTERNATIONAL SEARCHING AUTHORITY

To:
GARY R, JARQOSIK
GREENBERG TRAURIG, LLP

TTW. WACKER DRIVE

SUITE 3108

CHICAGO, ILLINGIS 66661
UNITED STATES OF AMERICA

PCT

WRITTEN OPINION OF THE
INTERNATIONAL SEARCHING AUTHORITY

(PCT Rule 435is.1)

Date of mailing
(dayimonthivear)

OaNOV 2019

Applicant's or agent's file reference
B1238-921PCT3

FOR FURTHER ACYION
See paragraph 2 below

International application No.,

PCT/USZ01%/056176

International filing date ¢day/monthtyeark

15 October 2819 (15.10.2019)

Priority date (dayvdnonth/vear)
26 Movember 2818 (26.13.2818)

international Patent Classification (IPC) or both nationsl classification and 1PC
IPC: GOBB 13/08, 13/22, 19/00, 25/00; EO058 45/06
CPC: GOBB 13/08, 13/22, 19/00, 25/008; EOSB 43/06

Applicant

ECOLINK INYELLIGENT TECHNQLOGY, INC.

Box No.

{71 BoxNo. 11
[ ] Boxwo.m
{ ] BoxNo.1v
Box Meo. V

E::E Box No. Vi

[ ] Boxwo. v1I
[} Box We. vint

Basis of the opinion

Priority

Lack of unity of invention

Certain documents cited

2. FURTHER ACTION

For further options, see Form PCT/ISA/220.

{. This opinion contains indications refating to the following items:

Non-establishment of opinion with regard to novelty, inventive step and industrial applicability

Reasoned statement under Rule 435445, 1{a )1} with regard to novelty, inventive step and industrial applicability;
citations and explanations supporting such statement

Cartain defects in the intemational application

Certain observations on the internationa! application

If a demand for international preliminary examination is made, this opinion will be considered to be a written opinion of the
International Preliminary Examining Authority ("IPEA”} except that this does not apply where the applicant chooses an Authority
other than this one to be the IPEA and the chosen IPEA has notified the International Bureau under Rule 66.15i5(b) that written
opinions.of this International Searching Authority will not be so considered.

If this opinion is, as provided above, considered to be a wrilten opinion of the IPEA, the applicant is invited to submit to the IPEA
a written reply together, where appropriate, with amendments, before the expiration of 3 months from the date of mailing of Form
PCT/ISA/220 or before the expiration of 22 months from the priority date, whichever expires later.

Name and mailing address of the ISA/US

COMMISSIONER FOR PATENTS
MAIL STOP PCT, ATTN: ISA/US
P.O, BOX 1450 ALEXANDRIA, VA
223313-1450, UNITED STATES OF
AMERICA

Fagsimile No. (871)173-830¢

Date of completion of this opinion

85 November 2019 (05.11.201%)

Authorized officer

HARRY C. KIM

Telephone No. 571-272-4308

Form PCT/ASA237 {Cover sheet) (January 2015}
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WRITTEN OPINECON OF THE International application No.
INTERNATIONAL SEARCHING AUTHORITY POT/USI019/056176
Box No. § Basis of the opinion

1. With regard to the language, this opinion has been established on the basis of:
the international application in the language in which it was filed.

D a translation of the international application into
furnished for the purposes of international search (Rules 12.3(a) and 23.1(b}).

which is the language of a translation

2. m This opinion has been established taking into account the rectification of an obvious mistake authorized by or notified to
this Authority under Rule 91 (Rule 43bis.1{a}).

3 With regard to any nucleotide and/or amino acid sequence disclosed in the international application, this opinion has been
established on the basis of 3 sequence listing:

a. E} forming part of the international application as filed:

i the form of an Annsx C/8T.25 text file.

g::j on paper or in the form of an image file.

b. ﬂ furnished together with the international application under PCT Rule 13re.1(a) for the purposes of international search
only in the form of an Annex C/8T.25 text file.

<. m furnished subsequent to the international fiting date for the purposes of international search only:
[] inthe form of an Annex C/ST.25 text file (Rule 13zer.1(2)).
E:; on paper or in the form of an image file (Rule 13zer. 1{b} and Administrative Instructions, Section 713).
4. E_:} In addition, in the case that more than one version or copy of a sequence listing has been filed or furnished, the required
statements that the information in the subsequent or additional copies is identical to that forming part of the application as

filed or does not go beyond the spplication as filed, as appropriate, were furnished.

5. Additional comments:

Form PCTASA/237 (Box No. [} {January 2015)
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WRITTEN OPINION OF THE Intemational application No.
INTERNATIONAL SEARCHING AUTHORITY POT/US2619/056176

Reasoned statement under Rule 43845, 1{a)(i) with regard to novelty, inventive step and industrial applicability;

Box No, V . . .
citations and explanations supporting such staiement

1. Statement

Novelty (N} Claims 1-20 YES
Claims NONE NGO

Inventive step {(I5) B NONE YES
Claims 1-20 NGO

Industrial applicabitity (1A} Claims  1-20 YES
Claims NONE NO

2. Citations and explanations :
e X PLANATION e

Claims [-8, 12-17 lacks an inventive step under PCT Article 33(3) as being obvious over Lamb et al. (US
2013/0257611) in view of Meier et al. (US 2010/0245088).

Regarding claims 1, 12, Lamb discloses a barrier alarm device {abstract}, comprising: a barrier status
detection device for detecting when a barrier monitored by the barrier alarm device has been opened
{page 2, [0016]}); a transmuitter for transmitting a tuned alarm signal to a receiver, the timed alarm signal
for initiating a timer (scheduled time in page 3, [0048]; page 6, [0063]); a memory having processor-
executable instructions stored thereon {page 1, [D011]); and 2 processor coupled to the bamier status
detection device {page 1, [0011]), the human detection device (page 3, {1030}, the transmitter {page 5,
[0048]), and the memory, for executing the processor-executable instructions that cause the barrier alarm
device (page I, [0011]) to: determine, by the processor via the barrier status detection device, that the
barrier has been opened (page 2, [00251); and transmit, by the processor via the transmitter, the timed
alarm signal to the receiver when the barvier has been opened {page 3, [0048 -D0497).

Lamb discloses all the limitations set above but fails to explicitly disclose 2 human detection device
for determining when a human being is inside a premises in proximity to the barrier; determine, by the
processor via the human detection device, that a human being is inside the premises in proximity to the
barrier and when a human being is inside the premises in proximity to the barmer.

However, Meier discloses a human detection device for determining when a human being is inside a
premises in proximity to the barrier {(page 4, [00407); determine, by the processor via the human detection
device, that a human being is inside the premises in proximity to the barrier (page 4, [0040]) and when a
human being is inside the premises in proximity to the barrier (page 4, [0040]}.

Therefore, it would have been obvious to one of ordinary skill in the art at the time the invention was
made to incorporate the features of Meier within the system of Lamb in order to accurately detect
the presence of a person and/or detecting some movement of an object caused by the person thereby
improving the reliability of the system.

Regarding clatms 2, 13, Lamb discloses wherein the processor-executable instructions further comprise
instructions that cause the barrier alarm device to: determine, by the processor via the human detection
device, that a human being is not inside the premises in proximity to the barrier when the barrier is
opened; and transmit, by the processor via the transmister, an immediate alarm signal to the local receiver
for causing a security response to be initiated (page 1, [0009-00111).

Regarding claims 3, 14, Lamb discloses an indicator for providing an alert io the human being when

the timed alarm signal is transmitted; wherein the processor-executable instructions comprise further
instructions that causes the barrier alarm device to: cause, by the processor via the indicator, the alert to be
generated by the indicator when the timed alarm signal is transmitted, the alert indicating that a security
response will be initiated after a predetermined time unless the human being performs an act to cancel the
security response {page 5, [0048-00507).

Form PCTASA/237 (Box No. V} {January 2015)
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WRITYEN OPINION OF THE International application MNo.
SO . .
INTERNATIONAL SEARCHING AUTHORITY POT/US2019/856176

Reasoned statement under Rule 438is.1{a)(i) with regard to novelty, inventive step and industrisl applicability;

Bex Ng. V com gt . .
citations snd explanations supporting such statement

Regarding claims 4, 15, Lamb discloses a light-emitter, and the alert comprises a blinking light produced
by the light-emitter (page 5, [0050, 00571,

Regarding claims 5, 16, Lamb discloses wherein the indicator comprises 3 speaker, and the alert comprises
a sound produced by the speaker {page 6, [0058]).

Regarding claims 6, 17, Lamb discloses an indicator for providing an alert to the human being when

the timed alarm signal is transmitted; wherein the processor-executable instructions further comprise
instructions that causes the barrier alarm device to: cause, by the processor via the indicator, the alert

to be generated by the indicator, the alert indicating that a security response will be initiated after a
predetermined time unless the human being performs an act to cancel the security response; and refrain,
by the processor, from causing the alert to be generated by the indicator when the processor determines
that a2 human being 1s not inside the premises in proximity to the barrier when the barrier is opened (page
3, {0048-0050).

Claims 7-11, 18-20 lacks an inventive step under PCT Article 33(3) as being obvious over Lamb in view
of Meier, in the prior art as applied in the immediately preceding paragraph and further in view of Ohtsubo
et al. (US 6,542,071},

Regarding claims 7, 9, 18, 28, Lamb discloses a central security panel (fig. 1), comprising: a
communication interface for receiving signals from a barrier alarm device {page 2, [0028-0029]); a
memory for storing processor-executable instructions; and a processor coupled to the communication
interface and the memory, for processing the processor-executable instructions that causes the central
security panel {page 5, [00356-00577) to: receive a first alarm signal from a barrier alarm device that
monitors a barrier of 2 premises (page 5, [0050]), generate a security response; and provide the security
response t0 a recetver via the communication interface {page 6, [0058]).

Lamb discloses all the limitations set forth above but fails to explicitly disclose the first alarm signal
indicative of the barrier being opened and that a human being is inside the monitored premises and in
proximity to the barrier;

in response to receiving the first alarm signal, begin monitoring an elapsed time from when the first alarm
signal was received; determine, by the processor, that the elapsed time has exceeded a predetermined time;
inresponse to determining that the elapsed time has exceeded the predetermined time, generate a security

response.

However, Meier discloses the first alarm signal indicative of the barrier being opened and that a human
eing is inside the monitored premises and in proximity to the barrier {page 4, [00407).

Thus, it would have been ohvious to one of ordinary skill in the art at the time the invention was made
to incorporate the features of Meier within the system of Lamb in order to accurately detect the presence
of a person and/or detecting some movement of an object caused by the person thereby improving the
reliability of the system.

Moteover, in response to receiving the first alarm signal, begin monitoring an elapsed time from when the
first alarm signal was received (col. 4, lines 11-31); determine, by the processor, that the elapsed time has
exceeded a predetermined time {col. 4, lines 11-31); in response to determining that the elapsed time has
exceeded the predetermined time, generate a security response (col. 4, lines 11-31). Claim 18, starting a ~
countdown timer {col. 12, lines 39-42; col. 13, lines 33-35).

Therefore, it would have been obvious to one of ordinary skill in the art at the time the invention was
made to incorporate the features of Ghitsubo within the system of Lamb and Meier in order to accurately
detect the presence of a person and/or detecting some movement of an object caused by the person thereby
improving the reliability of the system.

Regarding claim 8, Lamb discloses wherein the processor-executable instructions further comprise
instructions that cause the barrier alarm device to: receive a second alarm signal from the barrier alarm
device, the second alarm signal indicative of the barrier being opened and that 3 human being is not inside
the monitored premises and in proximity to the barrier; in response to receiving the second signal, provide
the security response to the receiver via the communication interface (fig. 2; page 2, [0024-0031}).

Form PCT/ISA/237 (Box No. V) (January 2015)
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Reasoned siatement under Rule 435is,1{a)i) with regard te novelty, inventive step and industrial applicability;

Box Ne. ¥ citations and explanations supporting such statement

Regarding claim 10, Lamb discloses wherein the indicator comprises a light-emitter, and the alert
comprises a blinking light produced by the light-emitier (page 5, [0050]).

Regarding claim 11, Lamb discloses wherein the indicator comprises a speaker, and the alert comprises a
sound produced by the speaker (page 6, [0058]).

Regarding claim 19, Lamb discloses receiving a second alarm signal from the barrier alarm device,

the second alarm signal indicative of the barrier being opened and that a human being is not inside the
monitored premises and in proximity to the barrier (page 6, [00581); in response to receiving the second
signal, providing the security response to the receiver via the communication interface (page 6, [0058]).

Claims 1-20 meets the criteria set out in PCT Article 33(4), and thus have industrial applicability because
the subject matter claimed can be made or used in industry.

Form PCTASA/237 (Box No. V) (Janusry 2015}
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Applicant: Lamb ) Examiner: Previl, Daniel
Application No.: 16/200,172 ; Attny Doc.: 81230.921US3
Filing Date: November 26, 2018 ; Art Unit: 2684
Title: Smart Barrier ;
Alarm Device )
RESPONSE

Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

Dear Sir:

In response to the Office Action dated September 26, 2019, please enter the Amendment

to the Claims which begins on page 2 of this paper and consider the Remarks which begin on

page 9 of this paper.

The Commissioner is authorized to charge any fee deficiency to deposit account number

50-2428 in the name of Greenberg Traurig, LLP.

Certificate of Electronic Transmission: I hereby certify that this document is being transmitted electronically via
EFS-Web to the U.S. Patent and Trademark Office on this 6™ day of December 2019.

/Gladys Negron-Munoz/

ACTIVE 47507693v1

Gladys Negron-Munoz
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U.S. Application No. 16/200,172

AMENDMENT TO THE CLAIMS
This listing of claims will replace all prior listing of claims in the subject application.

Listing of claims:

1. (Currently Amended) A barrier alarm device, comprising:

a barrier status detection device for deteeting-when indicating that a barrier monitored by
the barrier alarm device has been opened;

a human detection device for determintnrg-when indicting that a human being is inside a
premises in proximity to the barrier;

a transmitter for transmitting a timed alarm signal to a receiver associated with a security

panel, the timed alarm signal for initiating a timer associated with the security panel;

a memory having processor-executable instructions stored thereon; and
a processor coupled to the barrier status detection device, the human detection device, the

transmitter, and the memory, for executing the processor-executable instructions that cause the

barrier alarm device to:

respond to the barrier status detection device indicating that the barrier has been opened

by determining determineby-the-proeesserwta whether the human detection device[[,]] indicates

that [[a]] the human being is inside the premises in proximity to the barrier; and
transmit, by-the-preeesser via the transmitter, the timed alarm signal to the receiver only

when it is determined that the human detection device indicates that the barrterhas-beenopened

and-whena human being is inside the premises in proximity to the barrier.

2. (Currently Amended) The barrier alarm of claim 1, wherein the processor-executable

ACTIVE 47507693v1 2
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instructions further comprise instructions that cause the barrier alarm device to—determineby-the

barrter-when-the-barrterts-opened:-and transmit, by-the-preeesser via the transmitter, an

immediate alarm signal to the leeat receiver for causing a security response to be initiated when

it is determined that the human detection device does not indicate that the human being is inside

the premises in proximity to the barrier.

3. (Currently Amended) The barrier alarm of claim 1 further comprising[[:]] an indicator,

coupled to the processor, for providing an alert to the human betrg when the timed alarm signal

is caused to be transmitted—whereitn-the-processor-executabletnstructions-comprise-further

4. (Original) The barrier alarm of claim 3, wherein the indicator comprises a light-emitter, and

the alert comprises a blinking light produced by the light-emitter.

5. (Original) The barrier alarm of claim 3, wherein the indicator comprises a speaker, and the

alert comprises a sound produced by the speaker.

6. (Canceled)

ACTIVE 47507693v1 3
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7. (Currently Amended) A central security panel, comprising:

a communication interface for receiving signals from a barrier alarm device;

a memory for storing processor-executable instructions; and

a processor coupled to the communication interface and the memory, for processing the
processor-executable instructions that causes the central security panel to:

receive a first alarm signal from a barrier alarm device that monitors a barrier of a

premises, the first alarm signal indicative of the barrier being opened and-that-ahuman-betngis

s cided cored : ¥ L he bastier

respond to the first alarm signal by determining whether a human being has been

indicated to be inside the premises and in proximity to the barrier;

begin menttertg a measuring of an elapsed time from when the first alarm signal was

received when it is determined that the human being has been indicated to be inside the premises

in proximity to the barrier;

determinesby-the-processer-that whether the elapsed time has exceeded a predetermined

time;

generate a security response when it is determined that the elapsed time has exceeded the

predetermined time; and

provide the generated security response to a receiver via the communication interface.

8. (Currently Amended) The central security panel of claim 7, wherein the processor-executable

instructions further comprise instructions that cause the barrier alarm device to—reeeive-a—second

ACTIVE 47507693v1 4
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barrter—t-response-to-recetving-the-second-signal; generate the security response when it is

determined that the human being has not been indicated to be inside the premises in proximity to

the barrier and to provide the generated security response to the receiver via the communication

interface.

9. (Currently Amended) The central security panel of claim 7, further comprising:

an indicator coupled to the processor for providing an alert to the human being when the

timed-alarmsignal first alarm signal is received; and

a user interface coupled to the processor for receiving user input for stopping the

measuring of the elapsed time and for turning off the alert:

10. (Original) The central security panel of claim 9, wherein the indicator comprises a light-

emitter, and the alert comprises a blinking light produced by the light-emitter.

11. (Original) The central security panel of claim 9, wherein the indicator comprises a speaker,

and the alert comprises a sound produced by the speaker.

ACTIVE 47507693v1 5
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12. (Currently Amended) A method perfermed-by-a-barrierstatus-deteetiondeviee, comprising:
in response to determining a barriermonttored-by-the barrier status detection device

associated with a barrier alarm device indicating that a barrier being monitored by the barrier

alarm device has been opened[[;]]. determining when whether a human detection device

associated with the barrier alarm device indicates that a human being is inside a premises

monitored by a central security panel and-instde-the-premises in proximity to the barrier; and

transmitting by the barrier alarm device a timed alarm signal to the central security panel

for the purpose of initiating a timer associated with the central security panel only ateeat

recerver-the-timed-alarm-signal-fortnttiatinea-tiners when it is determined that the human
detection device indicates that the barrierhas-been-epenred-and-a human being is in inside the

premises and in proximity to the barrier.

13. (Currently Amended) The method of claim 12, further comprising—determininethata

and transmitting by the barrier alarm device an immediate alarm signal to the leeal-recetver

central security panel for causing a security response to be initiated when it is determined that the

human detection device does not indicate that the human being is in inside the premises and in

proximity to the barrier.

14. (Currently Amended) The method of claim 12 further comprising: generating by at least one

of the barrier alarm device and the securing panel an alert when the timed alarm signal is

transmitted, the alert indicating that a security response will be initiated after a predetermined

time unless the human being performs an act to cancel the security response.

ACTIVE 47507693v1 6
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15. (Original) The method of claim 14, wherein the alert comprises a blinking light.

16. (Original) The method of claim 14, wherein the alert comprises a sound.

17. (Canceled)

18. (Currently Amended) A method performed by a central security panel, comprising:

receiving a first alarm signal from a barrier alarm device that monitors a barrier of a

premises, the first alarm signal indicative of the barrier being opened;

responding to the first alarm signal by determining whether and-that a human being has

been indicated to be is inside the premises in proximity to the barrier;

trresponse-to-recerving-the-first-alarm-stenal: starting a countdown timer when it is

determined that the human being has been indicted to be inside the premises in proximity to the

barrier,

determining that whether the countdown timer has expired,;

in response to determining that the countdown timer has expired, generate generating a
security response; and

providing the generated security response to a receiver via a communication interface.

19. (Currently Amended) The method of claim 18, further comprising=—reeetving-asecond-alarm

ACTIVE 47507693v1 7
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barrter—nresponse-to-receivingthe-second-stenal; generating the security response when it is

determined that the human being has not been indicated to be inside the premises in proximity ot

the barrier and providing the generated security response to the receiver via the communication

interface.

20. (Currently Amended) The method of claim 18, further comprising: generating the an alert
when timed-atarm first alarm signal is received; receiving a cancellation signal prior to the
countdown timer elapsing; and refraining from providing the security response to the receiver

and stopping the generation of the alert when the cancellation signal is received prior to the

countdown timer elapsing.

ACTIVE 47507693v1 8
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REMARKS

In the application claims 1-5, 7-16, and 18-20 remain pending. Claims 6 and 17 have
been cancelled without prejudice. The claims have been amended to better clarify what is
regarded as the invention. Support for the claim amendments is found in the application as filed.
No new matter has been added.

The pending claims have been rejected under 35 U.S.C. § 103 as being unpatentable over
Lamb (US 2013/0257611) in view of Meier (US 2010/0245088).

The reconsideration of this rejection is respectfully requested.

In the Office Action it has been acknowledged that Lamb does not disclose, teach, or
suggest a human detection device for determining whether a human being is inside a monitored
premises in proximity to a barrier. (OA, pg. 3).

It is submitted that, because Lamb admittedly does not disclose, teach, or suggest a
human detection device for determining whether a human being is inside a monitored premises
in proximity to a barrier, Lamb must also fail to disclose, teach, or suggest:

A) a barrier alarm device that responds fo a barrier status detection device indicating that

a barrier being monitored by the barrier alarm device has been opened by determining whether a
human detection device associated with the barrier alarm device indicates that a human being is

inside a premises monitored in proximity to the barrier and a barrier alarm device that

subsequently transmits a timed alarm signal to a central security panel for the purpose of

initiating a timer associated with the central security panel only when it is determined that the

human detection device indicates that the human being is inside the premises and in proximity to
the barrier as recited in claims 1 and 12; or

B) a central security panel that responds fo a receipt of a first alarm signal from a barrier

ACTIVE 47507693v1 9
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alarm device that monitors a barrier of a premises that is indicative of the barrier being opened
by determining whether a human being has been indicated to be inside the premises in proximity

fo the barrier and a central security panel that subsequently starts a measure of a timed

interval/starts a countdown timer when it is determined that the human being has been indicted

fo be inside the premises in proximity to the barrier as recited in claims 7 and 18.

Turning now to Meier, it is respectfully submitted that Meier also fails to disclose, teach,
or suggest these claimed elements.

More particularly, it is respectfully submitted that Meier discloses a security control

panel that responds to a perimeter sensor entering into a fault/bypassed condition by

reconfiguring an interior sensor whereupon the interior sensor will cause an alarm signal to be

issued by the interior sensor affer a period of time — as measured by the interior sensor - has

elapsed subsequent to the interior sensor sensing an alarm condition. (1 0008-0011, 0037, and

0049).

Accordingly, were one of skill in the art to use the teachings within Meier to modify
Lamb in order to accurately detect the presence of a person and/or detecting some movement of
an object caused by the person as proposed, while one of skill in the art might be led to include
within the system of Lamb interior sensors that might delay the sending of an alarm signal to a
control panel in the event it was determined that a barrier alarm was in a fault condition, nothing
within Meier would lead one of skill in the art to use a status indication generated by a barrier
alarm device and a status indication generated by a human detection device in the cooperative
manner that is claimed. For at least this reason, it is respectfully submitted that the combination
of Lamb and Meier cannot be said to present a prima facie case of obviousness with respect to

the claims presented and the rejection of the claims under 35 U.S.C. § 103 must be withdrawn.

ACTIVE 47507693v1 10
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Conclusion
It is respectfully submitted that the subject application stands in condition to receive a

Notice of Allowability. Such action on the part of the Office is respectfully requested.

Respectfully Submitted,;

/Gary R. Jarosik/
Date: December 6, 2019 By:  Gary R. Jarosik, Reg. No. 35,906
Greenberg Traurig, LLP
77 West Wacker Drive, Suite 2500
Chicago, lllinois 60601
(312) 456-8449

ACTIVE 47507693v1 11

IPR2023-00792 Page 00244



Electronic Acknowledgement Receipt

EFS ID: 37955413
Application Number: 16200172
International Application Number:
Confirmation Number: 4128

Title of Invention:

SMART BARRIER ALARM DEVICE

First Named Inventor/Applicant Name:

George Seelman

Customer Number:

34018

Filer:

Gary R. Jarosik/Gladys Negron-Munoz

Filer Authorized By:

Gary R. Jarosik

Attorney Docket Number: 81230.921US3
Receipt Date: 06-DEC-2019
Filing Date: 26-NOV-2018
Time Stamp: 14:40:29

Application Type:

Utility under 35 USC 111{(a)

Payment information:

Submitted with Payment no
File Listing:
Document .. . File Size(Bytes Multi Pages
Y Document Description File Name ile Size( y i Y I. . 9
Number Message Digest | Part/.zip| (ifappl.)
199070
1 Transmittal Letter TransmittalForm_16200172.pdf no 2
20a0bc2840bcda6345ac69dab6f9aSeeb4s)
c60ff
Warnings:

IPR2023-00792 Page 00245




Information:

126072

2 RespOA_16200172_921us3.pdf] yes 11

432a83f5d8a77814fc1669e787ce6fadel acH]
Sba

Multipart Description/PDF files in .zip description

Document Description Start End
Amendment/Req. Reconsideration-After Non-Final Reject 1 1
Claims 2 8
Applicant Arguments/Remarks Made in an Amendment 9 11
Warnings:
Information:
Total Files Size (in bytes): 325142

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810}, a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.

IPR2023-00792 Page 00246




Doc Code: TRANLLET

Document Description: Transmittal Letter
PTO/SB/21 (07-09)
Approved for use through 07/31/2012. OMB 0651-0031
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

—.nderthe Papenvork Reduction Actof 1995, no persons are reauired to respond fo g collection of information unless it disolavs a valid OMB controlnumber.
Application Number 18/200,472

TRANSMITTAL Filing Date 11/268/2018
F O RM First Named Inventor George Seelman
Art Unit P

Examiner Name Previl. Daniel
(to be used for all correspondence after initial filing) e

Attorney Docket Number R
k Total Number of Pages in This Submission §1230.621US3 j

ENCLOSURES (Check all that apply)

E::E Atfter Allowance Communication to TC
Fee Transmittal Form

[::} Fee Attached

Amendment/Reply

[::} Atfter Final

D Affidavits/declaration(s)

Drawing(s)

Appeal Communication to Board

Licensing-related Papers of Appeals and Interferences

Appeal Communication to TC
(Appeal Notice, Brief, Reply Brief)

N

Petition

Petition to Convertto a

Provisional Application

Power of Attorney, Revocation
Change of Correspondence Address

Proprietary Information

Status Letter

LI LI
LD o

E::} . . . Other Enclosure(s) (please Identify
Extension of Time Request Terminal Disclaimer below):
Ei} Express Abandonment Request Request for Refund
E::} Information Disclosure Statement CD. Number of CD(s)
i:l Landscape Table on CD
E] Certified Copy of Priority Remarks
Document(s)
E:j Reply to Missing Parts/ THE COMMISSIONER IS AUTHORIZED TO CHARGE ANY FEE DEFICIENCY OR CREDIT
Incomplete Application OVERPAYMENT TO DEPOSIT ACCOUNT NO. 502428 IN THE NAME OF GREENBERG
Reply to Missing Parts TRAURIG.

under 37 CFR 1.52 or 1.53

SIGNATURE OF APPLICANT, ATTORNEY, OR AGENT

Firm Name
Greenberg Traurig, LLP - Customer No. 34018

Signature /Gary R. Jarosik/

Printed name .
Gary R. Jarosik

Date December 6, 2019 Reg. No. |45 g0

( CERTIFICATE OF TRANSMISSION/MAILING \

| hereby certify that this correspondence is being facsimile transmitted to the USPTO or deposited with the United States Postal Service with
sufficient postage as first class mail in an envelope addressed to: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450 on
the date shown below:

Signature
/Gladys Megron-Munoz/
Qped or printed name | Glasiys Negron-hMunoz Date |Dacember 6, 2019 j

This collection of information is required by 37 CFR 1.5. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and1.14. This collection is estimated to 2 hours to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the
amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0O-9199 and select option 2.

IPR2023-00792 Page 00247
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The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection
with your submission of the attached form related to a patent application or patent. Accordingly,
pursuant to the requirements of the Act, please be advised that: (1) the general authority for the
collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary;
and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark
Office is to process and/or examine your submission related to a patent application or patent. If you do
not furnish the requested information, the U.S. Patent and Trademark Office may not be able to
process and/or examine your submission, which may result in termination of proceedings or
abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the
Freedom of Information Act (6 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from
this system of records may be disclosed to the Department of Justice to determine whether
disclosure of these records is required by the Freedom of Information Act.

2. Arecord from this system of records may be disclosed, as a routine use, in the course of
presenting evidence to a court, magistrate, or administrative tribunal, including disclosures to
opposing counsel in the course of settlement negotiations.

3. Arecord in this system of records may be disclosed, as a routine use, to a Member of
Congress submitting a request involving an individual, to whom the record pertains, when the
individual has requested assistance from the Member with respect to the subject matter of the
record.

4. Arecord in this system of records may be disclosed, as a routine use, to a contractor of the
Agency having need for the information in order to perform a contract. Recipients of
information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.S.C. 552a(m).

5. Avrecord related to an International Application filed under the Patent Cooperation Treaty in
this system of records may be disclosed, as a routine use, to the International Bureau of the
World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

6. Arecord in this system of records may be disclosed, as a routine use, to another federal
agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant to
the Atomic Energy Act (42 U.S.C. 218(c)).

7. Avrecord from this system of records may be disclosed, as a routine use, to the Administrator,
General Services, or his/her designee, during an inspection of records conducted by GSA as
part of that agency’s responsibility to recommend improvements in records management
practices and programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall
be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not
be used to make determinations about individuals.

8. Avrecord from this system of records may be disclosed, as a routine use, to the public after
either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent
pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37
CFR 1.14, as a routine use, to the public if the record was filed in an application which
became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspection or an
issued patent.

9. Arecord from this system of records may be disclosed, as a routine use, to a Federal, State,
or local law enforcement agency, if the USPTO becomes aware of a violation or potential
violation of law or regulation.
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IN THE UNITED STATES PATENT AND TRADEMAREK OFFICE

Applicant: Lamb ) Examiner: Previl, Daniel
Application No.: 16/200,172 “)) Attny Doc.: 81230.9211J83
Filing Date: November 26, 2018 ; Art Unit: 2684
Title: Smart Barrier ;
Alarm Device )
RESPONSE

Commissicner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

Dear Sir:

Per the request of the Office, please enter the Amendment to the Claims which begins on
page 2 of this paper and consider the Remarks which begin on page 8 of this paper.
The Commissioner is authorized to charge any fee deficiency to deposit account number

50-2428 in the name of Greenberg Traurig, LLP.

Certificate of Electronic Transmission; I hereby certify that this document is being transmitted electronically via
EFS-Web to the 1).S. Patent and Trademark Office on this 23rd day of January 2020.

/Gladys Negron-Munoz/
Gladys Negron-Munoz
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AMENDMENT TO THE CLAIMS
This listing of claims will replace all prior listing of claims in the subject application.

Listing of claims:

1, (Currently Amended) A barrier alarm device, comprising:

a barrier status detection device for indicating that a barrier monitored by the barrier
alarm device has been opened;

a human detection device for indieting indicating that a human being is inside a premises
in proximity to the barrier;

a transmitter for transmitting a timed alarm signal to a receiver associated with a security
panel, the timed alarm signal for initiating a timer associated with the security panel:

a memory having processor-executable instructions stored thereon; and

a processor coupled to the barrier status detection deviee, the human detection device, the
transmitter, and the memory, for executing the processor-executable instructions that cause the
barrier alarm device to:

respond to the barrier status detection device indicating that the barrier has been opened
by determining whether the human detection device indicates that the human being is inside the
premises in proximity to the barrier; and

transmit, via the transmitter, the timed alarm signal to the receiver only when it is
determined that the human detection device indicates that the human being is inside the premises

in proximity to the barrier.

2. (Previously Presented) The barrier alarm of claim 1, wherein the processor-executable

instructions further comprise instructions that cause the barrier alarm device to transmit, via the

ACTIVE 47507693v2 2
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transmitter, an immediate alarm signal to the receiver for causing a security response to be
initiated when it is determined that the human detection device does not indicate that the human

being is inside the premises in proximity to the barrier.

3. (Previously Presented) The barrier alarm of claim 1 further comprising an indicator, coupled
to the processor, for providing an alert to the human when the timed alarm signal is caused to be

transmitted.

4. (Original) The barrier alarm of ¢claim 3, wherein the indicator comprises a light-emitter, and

the alert comprises a blinking light produced by the light-emitter.

5. (Original) The barrier alarm of claim 3, wherein the indicator comprises a speaker, and the

alert comprises a sound produced by the speaker.

6. (Canceled)

7. (Previously Presented) A central security panel, comprising:

a communication interface for receiving signals from a barrier alarm device;

a memory for storing processor-executable instructions; and

a processor coupled to the communication interface and the memory, for processing the
processor-executable instructions that causes the central security panel to:

receive a first alarm signal from a barrier alarm device that monitors a barrier of a

premises, the first alarm signal indicative of the barrier being opened,

ACTIVE 47507693v2 3
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respond to the first alarm signal by determining whether a human being has been
indicated to be inside the premises and in proximity to the barrier;

begin a measuring of an elapsed time from when the first alarm signal was received when
it is determined that the human being has been indicated to be inside the premises in proximity to
the barrier;

determine whether the elapsed time has exceeded a predetermined time;

generate a security response when it is determined that the elapsed time has exceeded the
predetermined time; and

provide the generated security response to a receiver via the communication interface.

8. (Previously Presented) The central security panel of claim 7, wherein the processor-
executable instructions further comprise instructions that cause the barrier alarm device to
generate the security response when it is determined that the human being has not been indicated
to be inside the premises in proximity to the barrier and to provide the generated security

response to the receiver via the communication interface.

9. (Previously Presented) The central security panel of claim 7, further comprising:

an indicator coupled to the processor for providing an alert to the human being when the
first alarm signal is received; and

a user interface coupled to the processor for receiving user input for stopping the

measuring of the elapsed time and for turning off the alert.

10. (Original) The central security panel of claim 9, wherein the indicator comprises a light-

ACTIVE 47507693v2 4
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emitter, and the alert comprises a blinking light produced by the light-emitter.

11. (Original) The central security panel of claim 9, wherein the indicator comprises a speaker,

and the alert comprises a sound produced by the speaker.

12. (Previously Presented) A method, comprising:

in response to a barrier status detection device associated with a barrier alarm device
indicating that a barrier being monitored by the barrier alarm device has been opened,
determining whether a human detection device associated with the barrier alarm device indicates
that a human being is inside a premises monitored by a central security panel in proximity to the
barrier; and

transmitting by the barrier alarm device a timed alarm signal to the central security panel
for the purpose of initiating a timer associated with the central security panel only when it is
determined that the human detection device indicates that the human being is in inside the

premises and in proximity to the barrier.

13. (Previously Presented) The method of claim 12, further comprising transmitting by the
barrier alarm device an immediate alarm signal to the central security panel for causing a
security response to be initiated when it is determined that the human detection device does not

indicate that the human being is in inside the premises and in proximity to the barrier.

14. (Previously Presented) The method of claim 12 further comprising: generating by at least

one of the barrier alarm device and the securing panel an alert when the timed alarm signal is

ACTIVE 47507693v2 5
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transmitted, the alert indicating that a security response will be initiated after a predetermined

time unless the human being performs an act to cancel the security response.

15. (Original) The method of claim 14, wherein the alert comprises a blinking light.

16. (Original) The method of claim 14, wherein the alert comprises a sound.

17. (Canceled)

18. (Currently Amended) A method performed by a central security panel, comprising:

receiving a first alarm signal from a barrier alarm device that monitors a barrier vf'a
premises, the first alarm signal indicative of the barrier being opened;

responding to the first alarm signal by determining whether a human being has been
indicated to be inside the premises in proximity to the barrier;

starting a countdown timer when it is determined that the human being has been indieted
indicated to be inside the premises in proximity to the barrier;

determining whether the countdoven timer has expired;

in response to determining that the countdown timer has expired, generating a security
response; and

providing the generated security response to a receiver via a communication interface.

19. (Currently Amended) The method of claim 18, further comprising generating the security

response when it is determined that the human being has not been indicated to be inside the
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premises in proximity [[ot]] to the barrier and providing the generated security response to the

receiver via the communication interface.

20. (Currently Amended) The method of claim 18, further comprising: generating an alert when
the first alarm signal is received; receiving a cancellation signal prior to the countdown timer
elapsing; and refraining from providing the security response to the receiver and stopping the
generation of the alert when the cancellation signal is received prior to the countdown timer

elapsing.

ACTIVE 47507693v2 7
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REMARKS
In the application claims 1-3, 7-16, and 18-20 remain pending. Claims 6 and 17 have
been cancelled without prejudice.
The claims have been amended to correct typographical errors as requested by the Office.
Conclusion
It is respectfully submitted that the subject application stands in condition to receive a

Notice of Allowability. Such action on the part of the Office is respectfully requested.

Respectfully Submitted;

\\\\\\\ {Gary R, Jarosik/

Date: January 23, 2020 By:  Gary R. Jarosik, Reg. No. 35,906
Greenberg Traurig, LLP
77 West Wacker Drive, Suite 2500
Chicago, lllinois 60601
(312) 456-8449
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[Patent Claims]

[Claim 1]A passive type far infrared detector for detecting far infrared energy emitte
d from a human body, an active near infrared detector including a light emitting ele
ment and a light receiving element for detecting a change in the amount of reflected
light of near infrared rays, and a control means for detecting a human body in the m
onitoring area by output signals of both detectors ;A temperature sensor for detectin
g ambient temperature of the detector and a temperature setting part for setting a r
eference temperature to the control means are provided, and the control means com
pares the ambient temperature detected by the temperature sensor with a reference
temperature set by the temperature setting part, and when the ambient temperatue
is lower than the reference temperature, the temperature sensor is used. The infrare
d human body detedion device is characterized in that an output signal of the far inf
rared ray detector and an output signal of the near infrared ray detector are effective
ly operated, and when the ambient temperature is higher than the reference temper
ature, an output signal of the far infrared ray detector is invalidated, and only an out
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put signal of an output signal of the near infrared ray detector is activated.

[Claim 2]The infrared human body detection device according to claim 1, wherein wh
en the ambient temperature is lower than the reference temperature, the control me
ans operates by the logical produd of the output signals of the two detectors.

[Claim 3]The control means sets the reference temperature as a 1 reference temper

ature and sets a 2 reference temperature higher than the reference temperature, an

d once the ambient temperature becomes equal to or lower than the 1 reference tem
perature, the control means is used. The infrared human body detection device accor
ding to claim 1 or 2, wherein, when the ambient temperature exceeds the 2 referenc
e temperature, only an output signal from the near infrared ray detector is activated.

Detailed Description Cigse

[Detaiied description of the invention]

(00017

[Technicai field of invention] The present invention relates to an infrared human bod
y detection apparatus and, more particularly, to an infrared human body detection a

pparatus which can accurately detect a human body without being affected by a bac

kground of a monitoring region.

[0002]

[Prior art] As an example of an automatic door, a human body detection sensor is ro

ughly classified into an ultrasonic sensor, an electrostatic capacitance sensor, and an
infrared sensor.

[0003]Of these, an ultrasonic sensor is most inexpensive, but its directivity (extent o
f spreading) is not clear, and there is a possibility that a human body other than a m
onitoring area may be detected and an automatic door may be opened and closed un
necessarily.

[0004]0n the other hand, since the capacitance sensor is caused by electromagnetic
induction coupling with the human body, the monitoring region is clear, but the elect
rode plate must be buried in the floor in addition to the fact that the apparatus itself

is expensive, and the application is limited exclusively in terms of cost.

[0G05]
[Problemn to be solved by the invention] In an infrared sensor, it is a carrier.

https://www.j-platpat.inpit.go.jp/p0200 112472020
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While there are a working far-infrared sensor and an active infrared sensor, the pres
ent invention has been recently becoming mainstream in the field of control of an au
tomatic door, and has been evaluated in that it is cheaper in terms of cost than an ul
trasonic sensor or a capacitive sensor, is easy to install around a door, and is capabi
e of clearly setting a monitoring area.

[0006]However, since the far-infrared sensor receives infrared rays of about 10 pm
emitted by the human body and determines that the infrared ray is a human body, t
he detection ability decreases in a summer season in which the temperature in the m
onitoring region becomes close to the human body temperature, and in some cases,
the detection capability of the human body becomes undetectable,

[0007]Further, since the near-infrared ray sensor is of a reflection type using near in
frared rays having a wavelength of, for example, about 950 nm, it is detected that th
ere is @ human body due to the reflected light due to snow accumulation and snowfal
l'in a cold district or other disturbance fight, and the automatic door may malfunctio
n.

[0008]The present invention has been made to solve the drawbacks of the passive in
frared sensor and the infrared ray sensor. To provide an infrared human body detecti
ng device capable of reliably detecting a human body in a monitoring area without d
etecting failure in summer and preventing erroneous detection due to reflected light
and disturbance light due to snow and snow.

[0009]

[Means for solving the problem] To achieve the above object, the present invention r
elates to a passive far-infrared detector for detecting far-infrared energy emitted fro
m a human body, an active near-infrared detector including a light-emitting element
and a light-receiving element for detecting a change in the amount of reflected near-
infrared light, and a control means for detecting a human body in the monitoring regi
on based on output signals from both the detectors. A temperature sensor for detecti
ng ambient temperature of the detector and a temperature setting part for setting a
reference temperature to the control means are provided, and the control means co
mpares the ambient temperature detected by the temperature sensor with a referen
ce temperature set by the temperature setting part, and when the ambient tenmperat
ure is lower than the reference temperature, the temperature sensor is used. In this
case, an output signal from the near-infrared detector is validated, and when the am
bient temperature is higher than the reference temperature, an output signal of the f
ar-infrared detector is invalidated, and only an output signal of an output signal of th
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e near-infrared detector is activated.

[0010]The far-infrared detector detects 7.0 y m of infrared rays (heat rays). A heatr
ay of about 10 p m is radiated from the human body, but in summer, a far infrared r
ay detector becomes insufficient in sensitivity, Therefore, in the present invention, w
hen a far infrared ray detector and a near-infrared ray detector are used together, th
e two detectors are selectively used depending on ambient temperature.

[0011]In other words, in summer, a far infrared detector is turned off, a human bod

y is detected using only a near-infrared detector (a summer operation mode), and in
a winter season where snow and snow fall, a human body detection operation is perf
ormed on the basis of output signals from both detectors on the basis of output sign

als from both detectors.

(Winter operation mode).

[060121In this way, for example, in winter in which the ambient temperature is iower
than or equal to a predetermined reference temperature, both the far infrared detect
or and the near infrared detector are turned on, but in this case, it is preferable to o
perate the control means by the logical product of the output signals of the two dete
ctors, thereby preventing erroneous opening and closing of the automatic door due t
0 snow or the like.

[0013]The control means is constituted by a CPU (central processing unit) and an MP
U (microprocessors, and a reference temperature for switching between the summer
operation mode and the winter operation mode is input to the control unit by, for ex
ample, an operation panel or a dip switch. It is preferabie that a 2 reference tempera
ture higher than the reference temperature (1 reference temperature) is set, and aft
er the ambient temperature becomes lower than or equal to the 1 reference tempera
ture, only an output signal from the near infrared ray detector is enabled when the a
mbient temperature exceeds the 2 reference temperature.

[00141For example, when the 1 reference temperature is set at 5 ° C,, whereas the
2 reference temperature is set at 15 ° C., when the ambient temperature is reduced
to 5 @ C. or lower, both the far infrared detector and the near infrared detector are t
urned on and the winter operation mode is established. Once the engineis in the win
ter operation mode, even if the ambient temperature exceeds 5 ° C,, the winter oper
ation mode is not canceled, and the operation mode is not switched to the summer ¢
peration mode unless the temperature exceeds the 2 reference temperature 15° C,
[0015]Thus, even if the ambient temperature fluctuates in the vicinity of 5 © C. after

the operation mode is once set in the winter season, the operation mode is not chan
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ged to the summer operation mode, and so-called teaching is prevented. Note that t
he 2 reference temperature may be input together with the 1 reference temperature
by an operator, or may be automatically set on the control means side when the 1 re
ference temperature is input.

[0016]

[Embodiment of invention] In order to better understand the technical idea of the pr
esent invention, a preferred embodiment of the present invention will be described w
ith reference to the accompanying drawings.

f0017]As shown in FIG. 1, the infrared human body detecting device 10 includes 2 d
etectors of a far infrared ray detector 11 and a near infrared ray detector 12, and a t
emperature sensor 13 which detects a surrounding ambient temperature. A CPU 14
as a control means which receives output signals from both the detectors 11,12 and
and the temperature sensor 13 and sends the opening / closing control signal to an a
utomatic door {not shown) and an operation unit 15 which sets a reference temperat
ure and the like to the CPU 14 are provided.

[0018]While both the far infrared ray detector 11 and the near infrared ray detector
12 are set to the same monitoring area, the far infrared ray detector 11 is provided
with a light receiving element 111 for detecting infrared rays (heat rays) of 7.0 u m
and an amplifier 112, and an output signal amplified by the amplifier 112 is given to
the CPU 14. The amplification of the amplifier 112 is the *.

It can be arbitrarily set by the roller 113,

[0019]The near infrared ray detector 12 includes a light emitting element 121 compr
ising, for example, a light emitting diode for emitting a predetermined near infrared r
ay tc the monitoring region, a light receiving element 122 for receiving the reflected

light from the monitering region, and an ampilifier 123 of the light receiving element

122, and an output signal amplified by the amplifier 123 is given to the CPU 14. Ind

dentally, the amplification degree of the amplifier 123 can be arbitrarily set by the co
ntroller 124.

[0020]For example, a thermocouple type, a semiconductor type, or the like is used f
or the temperature sensor 13, and in this embodiment, although the temperature se
nsor 13 is built in the body (housing) of the infrared human body detection device 1

0, in order to detect the temperature more accurately, the temperature sensor 13 m

ay be extracted from the inside of the body and preferably placed outside the periph
ery of the door. The output signal of the temperature sensor 13 is read intc the CPU

14 at a predetermined time interval.
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[0021]The infrared human body detection device 10 is attached to, for example, a n
on-eye portion of an automatic door as in the case of a normal door sensor, and att
his time, a 1 reference temperature T 1 and a 2 reference temperature T 2 are set fr
om the operation portion 15 to the CPU 14. In other words, in this embodiment, the
1 reference temperature T 1 is 5 ° C. and the 2 reference temperature T 2 is 15 ° C.,
which is input into the CPU 14.

[0022]The temperature graph of FIG. 2 shows a relationship between the reference t
emperatures T 1 and T 2 and the ambient temperature T detected by the temperatur
e sensor 13. In this embodiment, when the ambient temperature T is higher than 5 °
C. of the 1 reference temperature T 1, the CPU 14 determines that the vehicle isin t
he summer operation mode, cancels (disables) the output signal from the far infrare
d detector 11, detects the presence or absence of a human body based on only the o
utput signal from the near-infrared detector 12, and controls the opening and closing
of the automatic door.

[0023]When the ambient temperatue T gradually decreases and becomes less than
or equal to 5 ° C. of the 1 reference temperature T 1, the CPU 14 determines that th
e vehicle is in a winter operation mode, receives an output signal from the far infrare
d detector 11 together with an outputsignal from the near-infrared detector 12, and
performs an AND operation of the both output signals to control the opening and clos
ing of the automatic door.

[0024]In other words, only when the output signals of the far infrared detector 11 a
nd the near infrared detector 12 are "presence of human bedy”, the CPU 14 sends a
n "open" signal to the automatic door. As a result, it is possible to prevent the Samu
kaze from being blown into the building by opening the door even if there {s no perso
n in winter snow or snowfall.

[0025]0Once the winter operation mode is entered, the CPU 14 does not shift to the s
ummer operation mode even if the ambient temperature T fluctuates around the 2 re
ference temperature T 2 uniess the ambient temperature T exceeds 15° C. of the 1
reference temperature T 1. Thus, so-called chattering, in which the winter operation

mode and the summer operation mode are frequently switched, is prevented.

[0026]In the above embodiment, the 1 reference temperature T 1 and the 2 referen
ce temperature T 2 are input by the operation unit 15, but the 2 rerence temperat
ure T 2 may be automatic@lly set on the side of the CPU 14 based on the 1 reference
temperature T 1.

[0027]Alternatively, a calendar timer function may be provided to the CPU 14, and a
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winter operation mode may be set for a certain period of time, for example, from No
vember 1 to March 31, and a summer operation mode may be set for another period
of time.

[0028]Further, if an illuminance sensor is additionally provided and, even in the wint
er operation mode, there is a possibility that the sunshine {heat ray) is strong and th
e sensitivity of the far infrared ray detector 11 is insufficient, an output signal from t
he far infrared ray detector 11 may be disabled. In the above embodiment, both of t
he output signals of the far-infrared detector 11 and the near-infrared detector 12 ar
e effective during the winter operation mode, but only the output signal of the far-inf
rared detector 11 may be effective in some cases.

[0029]

[Effect of the Invention] As described above, according to the present invention, ther
e is provided 2 infrared detectors of a far-infrared detector and a near-infrared detec
tor, only a near-infrared detector is used in summer, and a far-infrared detector and
a near-infrared detector are combined in winter where snow and snowfall and snowfa
[l are expected to be expected, and near red due to snow or the like.

By covering the erroneous operation of the outside line detector with a far infrared r

ay detector, it is possibie to prevent the door from being opened even though there |
s no particular problem in the snowfall region.

[0030}Further, a 1 reference temperature and a 2 reference temperature higher tha

n the first reference temperature are set, and after the ambient temperature is once
lower than the 1 reference temperature, the second reference temperature is set. W
hen the ambient temperature exceeds the 2 reference temperature, only an output s
ignal from the near infrared ray detector is enabled, thereby preventing so-called ch

attering in which the winter operation mode and the summer operation mode are fre
guently switched.

Brief description of the drawings Open
Lrawings Gpen
Representative drawing 1 3
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Abstract of JPI004310485 {4}

FROBLEM TO BE SOWED: To provide a orime prevention alarm system in which an
accident waming means approprately emits an alarm o positively prevent a false
alarm caused by a signal transmission means. [SOLUTION: The wrime prevention
alarm system comprises: crima pravertion sensors 1 detscting the opening movement
of the enfrance door, the window, and the iike of a dwelling unit; and a houss
information board & having the acddent warming means 2 emilting the alarm by
raceiving the detection signal of the crime prevention sansor 1, and the signal
transmission means 5 sending the alarm state o a separate administrant room, a
ssourity management company, and the ke, The houss information beard § has a stop
switch 7 releasing the alarm siate generated from the signal ranamission means 2 1o
actuate no signal ransmission meaans 5 except when the siop switch 7 s not operated
within g specified pericd of time after operating the signal ransmission means 2.
CORPYRIGHT: (C)2005 JROENCIPI
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Notice

This ransiation s machine-gererated. i cannot ba quaranesd thst iUis Intelligible, scoursie r_t(_m'-g_iie{c:t, refisbie or {it for specilic purposes Gritical decisions,

suech as commercially relevant of financisl decisions, shouid not bea based on machine-transiation vuipy

As

A security sensor that delects the opening operation of the entrance door or window of the dwelling unit, an alarm device that
receives g detection signal of the security sensor and issues an alarm, A housing information panel having a transier means for
naotifying & raceiver or the fike of & security managamaent company, wherein the houss information panel bas a stop switch for
canceling an alarm state of the alarm means, A security alarm sysiem in which the transfer means is not operated undess the
stop switch is not operated within 3 predetermined tme alter the operation of the notification means,

2.

A mode selection switch is provided on the housing information panel to select and set the absence alert mode in which the
rasident is absent and the home alert moda in which the residant is at homa. Only when the alarm means s operated and tha
home alerd mode s sat, the transfer means is not operated unless the siop swilch is not operated within a predefenmmined tme
after the operation of the alarm means. 2. The securlty alarm system according to claim 1, wherein

B

B

A gacurity sensor thet detects the prasence of 8 person near the inside of a dwalling unit, such 33 an entrance door of window,
whose opering operation is detected by the securily sensar, is provided.lf the security sensor defects withoul delecting the
human sansor, The transfer maans 5 operated together with the notification means, and only when the security sensor detadts
the detection following the detection of the coterie sensor, axeapt when the stop switch is not eperated within a pradetermined
fime after the operation of the notification means. 2. The security alarm system according to claim 1, wherein the transfer means
is not operated.

4,

Onby whien the securlty sensor detacts within 2 cerlaln perind of time after detection of the motion sensar, the transfer means is
not aperated unless the stop switch s not operated within a predetermined tima after the operation of the alam means, The
security atarm system according 1o claim 3, wherein

5,

Ondy whaen the security sensor datests in the detection state following the detection of the human sensor, the wansfer means is
not eperated unless the stop switch is net eperated within 2 predetormined time after the operation of the notification means.
The security alarm system according to claim 3, wherein:

8.
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&. The security alarm system according to claiim 5, wherein a swilch unit is formed by connecting a security sensor that opens a
switch in the detection siate and a human sensor that closes the switch in the detection siate in a paraliel circuit,

7.

7. The security alarm system according to caim 8, wherein a plurality of switch units are wired and connected in series.

8.

A security sansor and 3 housing informstion panel sre arangad in 2ach of 3 plurality of dwelling units, an alsrm monitoring
panel for centrally managing each housing information panel, and a ransmitter for connecting the alarm monitoring panel and a
receiver of 3 security management company, § A method as claimed in claim 1, wherein the means {or reporting the housing
information panet of each dwelling unit reports the alarm state © the recelver via the alarm monitoring panal and the transmittar,
The security alarm system described in {1}

IPR2023-00792 Page 00281
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Notice

This translation s machine-gererated i cannot Do guarantaad that i is intalligible, scoursie, compicte, raliabie or fit for spedific purposes, Oritical dedisions,

sueh 85 commearcially relevant or financisi decisions, shouid not de based on machine-transiation output,

Frovided s a orima-pravention slarm system in which an alarm is appropriagiely ssued by an alarmy unit and a false alarm by a
transfer unit can be reliably prevented. A securily sensor for defecting an opening operation of an entrance door or 2 window of
= dwelling unit, an alarming means for receiving a detection signal of the security sensor and issuing an siarm, and a waming
staie for another security reom. By a securily alanm systemn inchxding 2 bousing information panat § having a transfer means 5 for
natifying a securily managemant company or the like, the house information panel 8 has a stop switch 7 for canceling an alarm
state of the alarm means 2. The fransfer means 5 is not operated excent when the stop switch 7 15 not operated within a
pradetermined time afler the operation of the netification means 2. [Seleciion diagram] Fig. 1

Securily alarm system

{0001} The present invention relates 1o a system for nolifving = resident that an entrance door, a window, or the like of g dwelling
unit has been openad by an intruder, or an alarm monitoring panel or a orime pravention system in another manageament room.
The present nvaniion relates i a securlly alarm sysiam that can neiify a raceiver of a4 managament company or the ke, 2.
Description of the Related At Conventionally, as shown in FIGE. 15 and 14, a securily alzrm system of this kind detecis a
security sensor 1 for detecting an opening operation of an entrance door or & window of a dwelling and a detection by the
secuilly sansor 1. Notifilcation means Gt shown) for cebving a signal and issuipg an alarm, and notification means {not
shown) for nolifying the alarm state 1 an alarm moeniioring panel 3 in another management room, a receiver 4 of a security
management company, and the lie, (Not shown)), This Kind of crime pravention alarm system is construcied in an apartment
house such as a condominium. Here, an alarm monitor panel 3 instated in & manager's office and a house information panel 8
instatied in sach dwelling unit are connecied. A call and various kinds of information are exchanged between each other, and
a2ach house information panel § is centially managed by the alarm monitoring panel 3. I the security alanm system, when the
securty sensor 1 delects the opening operation of the entrance door o windoew, 2 delacion signal is transmiied 0 the house
irformation panel &, and in this house information panel 8, an alarm means issues an alarm. Emit. Then, the transfer means of
the house information panel 8 notifies the alarm state by the alarm means 1o the alaim moniter panal 3 of the manager's office,
and this information is transmifted from the aiarm monitor panei 3 {o the receiver 4 of the securily management company. | will
be further reported. In this case, the security alarm system includes a transmitter 11, information is transmitted from the slarm
monitor panei 3 o the transmitter 11 via the 1/ F, and information is transmitied from the transmitfer 11 10 the recsiver 4 thiough
an axtamnal line. s done. Accordingly, in this security alarm system, when an entrance door, 3 window, or the like is opened by
=i intruder in any of the dwelling units of the apariment house, the security information sensor 1 detects the house information
panei 8 of the dweiiing unil. The alarm s issuad and the security alarm infermation is ransmifted {o the alann monitaring panel
3, s¢ that the manager can moniler the alarm of sach dwelling unit. Further, in this case, the alarm staie is notified to the
recelver 4 of the security mansgement company through an outside line via the transmifter 11, and the security managemesnt
samgany can also perform securily moniiening of sach dwalling unit of the apariment house. | have [0005] When the sacurity
management company receives the noiification of the alarm stale, a clerk rushes 1o the site 1o confirm and lake appropriate
action. Also, when a mansager is resident in the managers room, Is being promptly dealt with by the same manager, and has
baern thoroughly monitored for securily,

This security monitoring siate is padicularly impodant when a resident is absent, and a swilch {not shown) thal allows the
asident to set whether or not to perform the security monitoring state is provided on the house information pansl & i is

IPR2023-00792 Page 00282
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provided. Howeaver, in the securily alarm system, when the security monitoring stale is set in the absence of a resident, the
senuitty monitoring state is preferably set {0 a perfect security monitoring state. If the resident forgets that and opens the window
far ventilation or epens the entrance door with a visiter, the treatment in the security monitoring stale is perfermad, That i3, the
transfer means of the housing information panel 8 immediately operates and s erroneously reported o the manager’s office or
the securdiy management company. Rushed, causing a grest burden on residenis and securily managemeant companies. {03071
O the other hand, there has been known a security device for general househalds in which 2 home securily mode and an oif-
af-home secuiily made can be selactively set (see JP-A-2002-278564). In this case, if the sut-of-office alert mode is sat, after a
grace pericd when going oul, all the aleit areas are alerted, and I a sensor s delectad in this state, # s determined that an
abnormal situation has ocourred, and the security device of the dwelling unit is detected. A waming is issued and the ssouyity
company is also notified. The home alert made is & mode mainly set when the user s aslesp. When this mode is set, the aler
status is sei only for a predeiemminad area Jor example, ouldoors) and the alert status is sel for other arsas (for exampls,
indoors). That is noi done. In this cass, if 2 sensor is detected in the area in the alert siate, i is determined that an abnormal
situation has ooetrad, and the alam is ssusd and fransferad in the same manner as desoribad above. In the area not in the
aleri state, the sensor delechion is ignored and the alarm is issuad. Neither the report nor the ransfer is made, and tha
resident's movement does not determine that an abnormal sifuation has cecured. In the sseurity device, when refurning home
ar going cul while the home security mode is set, the home / cut-of-home security mode can be set s0 as not 1o determine that
an abnormal sftuation has ocowrred, | This at-hoame 7 oub-of-home alert mode is further sel in 2 stale where the at-home / oubof-
home alert mode is setWhen eniering the at-homs / cut-of-home alert mods, after refumning o the at-home /7 sul-of-home aled
mode after 2 grace parind, this Even if the sensor is detected within the grase pericd, i is not immediately determined that an
abnormmal situation has ocoured, and i s determined that an abnormal situation has scourred only when the at-homs / oub ol
home warning mode is not canceled within the grace period.

Therefore, in the security device, the ccourrence of an sbhnormal situation is determined by distinguishing betweean the operation
of the intrudar and the operation of the resident. An alarm s issued by the sacurily device, and is alse notified 0 2 seourily
company. That is, even in this securily device, the alarming means ang the iransfer means are operated at the same Hime as in
the security alarm system described above, and zlse alarms io the sacurily company are not relisbly prevenied. However, there
s a probiam in that i places a graal burden on residants and securty companies, Also, in this case, § it is nol determinad that
an abnormal situation has occurred, the alarming means itself does not eperate, 50 that the resident is not notified. there were,
{3010} Patent Document 1: Japaness Patent Application Laid-Gpen No. 2002-278564 [3011] The present invention has been
invenied in order o soive all of the problems in the above-described conventional iachnology. it is an objgct of the present
invention o provide a orime-prevention alarm system in which an alarm s appropriately issued by an alarm unit and a ialse
alaim by the fransfer unit can be reliably prevented. According to a first aspect of the present invendinn, there s provided a
security alanm system for datecting an opening operalion of an entrance door, a window, or the like of a dwelling unii, and
aceiving a detection signal of the securlty sensor. A security alanm comprising: an alarming means for issuing an alarm by
ssuing an alarm; and g housing information panel having 2 notification means for notifying the alarm state to an alam
monitoring panel in 2aothar management moem o a raceiver of 8 securdly managemant company. In the system, the housa
irformation panel has a stop switch for releasing an alarm state of the slarm means, and does not operate the transfer mesns
urdess the stop switch is not nperated within a predetermined time afier the oparation of the alarm means, That's what § gid
{013} Therefors, in this case, even H the rasident opens the anirance door, windoew, or tha like, the alarming means operalas
temporarily, and the houss information pans! issues an alarm. When the stop swiich is operated, the alarm state of the slarm
means is released and the alam means does not operate, and faise alarms 1o the alarm monitoring panel in the manager's
office and the receiver of the security management company by 1his alamm means are surely made. Is prevenied. Also, when a
asident is absent, for exampie, when an entrance door or a window is opened by an intruder other than the resident, the alarm
means is activated first, and the housing information panel issues an alamm, and thereafier within a predetermined tima. The
stop switch is not operated, and afler a predelermined pericd of time, the alarm state of the alarm means is automatically
nigtified 1o the alarm monitoring panel of the manager's office, the receiver of the sacurily management company, olc. by the
naiificaiion means, |, Seocurily moenioring siatus,

According 1o a second aspect of the prasent invention, them s grovided a security alarm system according 1o the first aspect of
the present invention, which seleciively sels an absence alert mode in which a resident s absent and a home alsr mode in
which & resident Is at home, A mode selection switch is provided on the house information panel, so that when the absence alent
mnde is set, the notifying maans is operatad egether with the alad means, and the alzom is activated only when the home alent
mode is sei The transfer means is not operated excep! when the siop swilch is not operated within a predeiemined time afler
the operation of the notification means. Therefore, in this case, in particuiar, the absence mode and the home security mode can
be salectively set by the mode selection swiich provided on the house information ganel Only whan the hoeme sesurily mode s
set, the above-mentionad condition is set. As described above, since the fransfer means is not operated axcept when the siop
switch is not operated within a predetermined time after the oparation of the alarm means, the absance alert mode is set when
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the rasident goes out and becomaes ahsent. By this, whean only an infruder other than the rasident can open the enirance door or
window, the notifying means is operated together with the r-e)ﬂfyin means, and the predetermined information is issued after the
housing fermation panel issuas 20 alarm, Without waiting for time, the slarm & inmediately sant to the alarm moniinndng panel
of the security officer room, the receiver of the security management company, sle., and the secunty moniforing sizte is more
thorough, Acoorling fo a third asgect of the gresent invention, thars s providad a secuity alarm systarn ascording 1o the first
aspect of the present invention, wherein g person i3 present in the vicinity of the inside of the dwelling unil, such as a front door
ar a window, whose spening operation s detected by a seourity sensor. I the seourtty sensor detacts the presence of the
secuiity sensor withoul delecting the prasence sensor, the nolification means is oparated together with the alarm means, and
the security Only when the sensor detects, the fransfer means is nol operated except when the stop swiich is not operated
within a predeterminad time after the operation of the notification means. Therefore, in this case, in particalar, whern the security
sensor detects the human body sansor provided near the inside of the dwelling unil such as the entrance deor of window, that
i3, when the resident detects the entrance door or window inside the dwaliing unil. Only when i is highly prebabie that the
apening operation has been parformed, as described above, the transfer unit is not operated except when the stop switch is not
eperatad within g predelermined Hime after the oparation of the alarm unil. I the security sensor detents without delaching §
sensor, i is determined that an infruder other than the resident has opened the entrance door orwmdwx from the oculsides of § h@
cwellm unit, and at that tiime, the notification unit operates fogether with the alarm unit After the warning is issued from the
housing infprmation panasl, the warning is immeadiztely sent 16 the alam monitoring panel in the managar's office, the recaiver of
the securily managemeant company, eio. without waiting for a pradsatermined time. Security surnveillance lefler State.

The security alarm system of the invention according to claim 4 of the present invention is the ssourity alarm system according
o claim 3, wherein the alarm is ssued only when the seourity sensor detects within 2 predetermined time afier the detection of
the numan sensor. The iransfer means is not oparated except when the siop switch is not operated within a pradeterminad time
after the cperation of the notification means. Tharefors, in this case, in particular, in the security alarm system, i is assumed that
the securily senser detecls within a certain period of thine after the delactivn of the human sensoer. The degres of freedoem in
setiing the position and range of the coterie sensor is increased by appropriately changing and selting aconding o the route
and distance Dehwaen the sensor and the window. According 1o a filth aspect of the present invention, in the security alam
system aceording 0 the third aspect, the alamm means s providad only when the sacurity sensor datests in the detection stals
following the delection of the human sensor. The natification means is not operated except whan the siop switch is not operaied
within & predelermined time asfter the above operation. Therefore, in this case, in particular, in the sescurity alarm system
described above, the securiy senser s detected in {he detection stale foliowing the detection of the human sensor, so that the
human sensor and the securily sensor have an open / ciose switch structure. By setting the comrespondence petween the opan/
cinsed detection states of the two, it s possible fo easily determine the case where the securily sensor detects subsequent io
tha detection of the coterie sensor, Th curity alzom sysiam of the invention according 0 claim 8 of the present inventinn is
the security alarm system scoording to claim §, whcrc:n a securily sensor that opens a switch in a detection state and a human
sansor that closes a swi A switch unit s formed by circuit connection. Therefore,

A in a detection state are aranged in paraiiel A
in this case, i paicularn, a simple switch unil s fermad by connecling a security sensor that opens the switch in the detaction
state and a human sensor that closes the switch i the detection state in s paralle! circuit. Further, the human sensor can be
a2asily installed and constructed as the switch unit, Here, even when the human sensor is in the switch closed detection state
and the sacwity sensor is in the swilch open datection siate, the swilch remains ON dug i the switch sonfact ON of the human
sensor, and the notfication means s not operated. in the non-detection state of the sense saensor when the switch is not
deteciad, when the secuwily sensor is in the detection siate of swilch open, hoth switch contacts are turned off 1o be in a non-
conductive staie, and the noelification meaans operates iogeather with the notification means.

A 5
-

acurty alarm system according o a seventh aspect of the present invention is the security alarm sysiem according o the
sixth aspect, wherein a plurality of switch units are connecied in series by wiring. Therefore,, in this case, in particular, a plurality
of the switnch units are connested i sedas and the witing betwaen aach securily sansor and the human senser and the houss

information pansl s szmphf ied. In the unit, only when both the human sensor and the securlly sensor are fumed on, the notifying
means is operated together with the notifving mesns. Otherwise, = clos er circuit is formead hetween the 'musm information
panat and sach switch unil, Then, the notification means s nol oparated. A security alarm sysiem according o olaim 3 of the

prasent inveniion is the sscurity alamm sysiem according to any one of claims 1 o 7, wherein a securily ssnsor anfi a housing
information panel are provided in each of the plurality of dwelling units. An alarm monitor that centrally manages each house
information panel, and a ransmilter that conneclts the alarm monitor B a receiver of a securily management company. Tha
prasent invention is characierized in that an alarm slaie is notified o a receiver via an alarm maniioring pansl and 2 ransmitier.
Tharefore, in this case, it is particularly stitable for construstion In an apatrnent house or the ke, When a securily sensor
detects an opaning operation of an enirance deor, a window, o the like i any one of the dwelling units, a detection signal s
generated. H is fransnutted to the housing information panel, and in this house information panel, the alarm means issues an
alaim, and the transter means of the housing infermation panel notifies the alamm state of the alarm means o the alam

IPR2023-00792 Page 00284
http://translationportal.epo.org/emtp/translate/?ACTION=description-retrieval KCOUNTR... 1/24/2020



2004310495-Desc-en Page 4 of 8

monitoring panel of the management room, This information is further transferred from the alarm monioring panel to the
raceiver of the security managamant company viz the transmitter, and the securily monfloring state s fully ensured, and all false
sarms by the transfer means here are reliably pravented, You, 1 1o 4 show a security alarm systam acoording to a first
ambodiment of the present invention. The security alarm system according 1o this embodimmt includes a securily sensor 1 for
detecting an opening eperatinn of an entrance door or a window of a dwalling unit, an aiarm unit 2 for recaiving a detection
signal of the security sensor 1 and issuing an alanm, and the alarm. And a housing informatmn gansl & having a fransfer means
5 for notifying the state to an alarm moniioring panael 3 in another management rom and a recsiver 4 of a securily management
company. in this security alarm sysiem, the house information panai § has a stop swilch 7 for canceling the alarm stale of the
aiarm means 2, except when the siop swiich 7 is not operated within a pradetermined time afier the operation of the aiamm
means 2. The transfer means 5 is not operated.

Further, in this security alarm systam, a mode seieclion switch 8 for selecting and setting an absence alert mode in which a
resident is absent and a home alert mode in which a resident is ai home is provided on the house information panel 8. if set, the
natifying means § is operated togather with the notifving means 2, and only when the home alam mode s set, stops within a
predetarminad fime after the operation of the notifying means 2. T?- : notification unit 3 s not operated except when the switch 7
i3 not operated. The security alarm system inciudes a securily sensor 1 and 2 housing information panel 8 provided in each of a
pluraiity of dweliing units, an slarm monitoring panst 3 for centrally managing sach of the housing information panels 8, and an
alarm monilonng paned 3 And a ransmitter 11 for connecting the recaiver 3 of the securdly managameni comgeany, and the
fransiar maans 5 of the house information panel 8 of each dwelling uni is conneciad o the receiver 11 via the alarm moniforing
panei 3 and the ransmitter 11, 4 1o notify the alarm siate. Hereinafier, the security alarm system of this embodiment will be
descitbed more specifically. This security alarm system is a security monitoring system constructed in an apartment house or
the iike. As shown i PG 2, an alarm mondtoring panel 3 installed in a manager's office and a housing information panel 8
instalied in each of & plurality of dwalling units are provided. Are branched and connected 1o each cther, and a call and various

Kinds of infcsrmsa‘:icm arg axchanged. Cach house ibfermation panel § s centrally managad by the alarm monitordng panel 3. in
sach dwelling unit, a house information pansl 8 is installed inside the dwelling unil and a door phone slave ynit 12 15 installed

autside the dwelling unit, and they are connecled to each other. In esach dwelling unit, = plurality of securily sensors 1 are
instalisd. Hera, a securdly senser ia for detenting the opening oparation of the window s instaled near the window, and a

security sensor 1b for delecting the opening operation of the entrance douor. s insialied near this enirance donr. in this case,
when any one of the sscurity sensors 1 defects the opening operation, this detsction signal is tfransmitted 1o the houss
information paned 8, and an alan is issuad from the houss information panel 8§ F i s delermined thal the information is aot a
false repor, the information indicaiing the alarm stale is transmifted o the alarm moniforing panel 3 and further fransmitted from
the alarm monitoring paned 3 to the receiver of the security management comgpany. 4 Era this case, the security alarm system
includes 2 apsmiter 11, and information is transmitted rom the alarm moenitor paned 3 to the ransmitter 41 via the /7 F 13, and
the information is fransmitied from the transmitter 11 1o the receiver 4 through the outsmi Eme 14. Sent. Therefore, in any one of
the dwelling units of an apartiment house, when an enirance door, a window, or the lie is openad by an illegal intruder, the
detection of the senurity sensor 1 causes the dwelling unit information panel § of the dwelling unit to issue an alarm, and no
false alzrm Is a security monitoring system in which this security alarm information is transferred o the alarm monitoring panei 3
so that the managser can monitor the alarm of each dwelling unit.

Further, in this case, the alarm stale is repoited {o the recaiver 4 of the securily management company via the cuiside line 14
vim the transmitter 11, and the sscurity management company can alse perform security moniloring of each dweliing unit of the
apariment housa. ing. When the securlty management company receives the nolification of the alarm condition, a clerk rushes
to the site fo check and padorm an appropriate action. Also, when a manager is resident in the managads reom, s being
promptly dealt with by the same manager, and has heen thoroughly monitored for securily. Such a transfer is performed when
the secuiity alarmm infermation is not 2 false report, and when a resident opens the entrance door of window, oto., 2 false repont
is made. By eperating a stop switch 7 described Iater, the securily alann information s not ransferrad. As shown in FIG. 1, the
phuraiity of security sensors 1 are conneciad 1o the house information panel 6 at inpui terminais 15, and detection signals from
the secuiity sensors 1 are transmitted from the input terminals 15 10 the security iInpat cireuit 18, Is input to the CRU 17 via the.
When the detaction signal is transmitted from the CRU7 1o the alarmm means 2, the alarm means 2 emils an alarm seund. Tha
noiification means 2 has a sound generalion circull 18 and 2 speaker 18, and when the sound generation circuit 18 receives a
detection signal from the CPU 17, the notification sound is generated and sounded from the speaker 19, The CPU 17 contivls
the alarming means 2 and the fransfaring means &, and in this case, the securty senser 1 and olher switchas such as the stop
switch 7, the mods selection swilch &, and the security alarm sei swiich 20 are controlled by the CRLU 17 B is controlled based
an the input information. When the security alert state s set by operating the sacurity alert set switch 24, one of an absence
aleri mode and 2 hoeime aled mode, which will be described izter, can be selected and sel. Can release the securily alert stals
by opersting the sscurity alert set switch 20, In the state where the security alert state is set by operating the securily alert sat
switch 20 and the absence alert mode is selecled and sot by the mode selection switch 8, when a detection signal is Input from
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the sacurity sensor 1 o the CRPU 17, The detection signal is immedistely ransmitted from the CRU 17 {o both the notification
means 2 and the transfer means 5, whereby the notificatinn means 2 starts the notiflcation operation as deseribad above and
ihe transfer means 5 is conneacted o the oulput tpominal 21, Transmits the securdly alaom information {o the alarm monioer 3

{n the state where the security alarm state is set by operating the securily alarm set swiich 20 and the home securily mode is
selactad and set by the mode salsction switch 8, when 2 detection signal is input from the security sensor 1o the CPU 17, This
gelpchon signal is immedialely bansmitted from the CRU 17 {o the alaom means 2 and the slam means 2 starts the slamm
oparation as describad above, but the detection signal is not immediaiely fransmitied to the transfer means §. Here, the CRU T
fimers a pradetermined time Jor example, about several tens of seconds 1o one minute), and transmits the detection signat o
ihe notification means 5 depending on whether the stop swilch 7 is operaled within the pradstermined time, | s delermined
whether or not. That is, i the stop switch 7 is not operated within a predatermined time, the detection signal is transmitted to the
fransfer means § after the predetermined time, and the operation of the bransfer means 5 s contiolled. The securily aleit
information s transmifted and transmitiad. Further, if the siop swileh 7 is operated within a predetermined time, the deleciion
signal is not transmitied o the transter means 5 and the operstion of the notification means 2 (sound of notification sound) is
stopped by operating the stop switch 7. And the alarm state s relpased. Futher, as shown in FIG. 3, sunh various swiiches amm
aranged near a display unlt 22 io te described iater on a surface portion of the house mm'ﬂaieun panel &. In this case, the
house information panel 8 s provided with 2 handset for talking with the intercom slave unit 12 or the siarm monifor panel 3, and
a display unil 22 s provided beside the handsel. Varicus switches such as 2 siep switch 7, a mode selection switch 8, and a
security alarm set switch 20 are provided belnow the unit 22. On the display unil 22, the securily Hght 22a s #luminated when the
securily alert sfate is set, and the home light 22b is #luminated when the home alert mods is further selecied and set in this
senuiity alert state. | Then, on the display unit 22, the two ciime pravention lights 22d are it and displaved during the operation
of the alarm means 2, and the one orime pravention light 22c is illuminated and displayed while the transfer means § is
oparating. In 8, the alarm state is also notified by the display unit 22, Nexi, the operation of the securily alarm system of this
aimbhodiment wrll be describad with refarence o FIG. In this security alanm sysiem, the presence / absence of detection by the
security sensor 1 is consiantly monitorad. ¥YWhen the securty sensor 1 i detecied, # is determined which of the absence aled
mode and the home glert mode is set, Whean the slert mode is set, the alerting means 2 and the alerting means § ars
immadialely eperated 1o issue alerts and alerts, When the alert mode is sei, the aleding means 2 and the alading means 5 are
sieried. Only the alamm is issued on the house information panet € and no nolification s made.

Then, time counting is performed simuitanacusly with the stait of the operation of the alarm means 2, and if the stop switeh 7
sperated within a predetermined time based on the fime measurament, the operation of the alam means 2 s stopped at that
fima B is stopped and the alanm stale is relessed. i the stog switch 7 s not operaled within the predelermined ing, the lima is
up and the notification means § is operated after the predetermined fime, and the notification from the house information pansl 8
o the alarm monitoring panel 3 is performad. These oparations are controlied by the CPU 17, and the CPU 17 also contiois the
gisplay unit 22, the paris related to the call, and the like. Therefore, In the secuwrily alarm system of this embodiment, even ¥ the
resident opens the entrance door, window, or the like, the alarm means 2 operates temporarily, and the house information panel
& issues an alamm. H the resident operates the siop switch 7 within a predeiermined time after confirming the sound and the
gisplay unit 22, the atarm state of the alarm unit 2 13 released and the alarm unit 5 does not operate. False alarms o the alarm
monitoring panel 3 in the security officer mom, the recelver 4 in the security managemant company, and the like are reliably
preveniad, When the anfrance door orwindow is epened by an infruder othar than the resident, such as when the resident goas
out and is absent, first, the alarm means 2 operates and the housing information panel 8 issues an alarm. In this case, since ihe
stop switch 7 is not operated within a predetermined time thereafier, the alam state of the notification means 2 is changaed by
tha fransfer means 5 after this predelermined me o the alam moniiernng of the manager reom. H s automatically nolified o
the panel 3 and ihe recaiver 4 of the security management company, elc., and is in 2 state of thorough securily moniioring.
Furthermore, in the security alarm system of this embodiment, the absence mode and the home security mode can be selected
and set by the mode selection switch 8 provided on the house informaiion panal 8, and the home sesurily mode is sat. Only
when the siop swiich 7 is not eperaled within a predeterminad time after the oparation of the alane unit 2 as described above,
the transfer unit 5 is not operated, so that a more thorough security monitoring state can be achieved. It can be. That is, when
tha resident goes cut and becomes absent, the mode selection swilch 8 is oparated 10 sefect and sat the absence alert mode,
30 that only an intruder other than the resident can open the enirance door o window. Yhen the alarm is not obiainad, the
transfor means § is operated togather with the notification means 2, so that the alarm monitor pane! 3 and the security control in
the managemant mom are immadiately provided withoul wailting for 2 pradatermined time afier the house information pansl 8
has issued an alarm. The notification is sent to the receivars 4 of the company and the like, and the securily monitoring slate is
more thorough.

Further, the security alarm system of this embodiment is optimally installad in an apartiment house or other condominium, That
3, in any one of the dweiling units, when the ssourity sensor 1 defecis an opening operation of an entrance door, a window, or
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the like, = detection signal is transmitted o the house information panel §, and in this house information panet §, the alarm unit 2
issues an alarm. When the alarm is not false, the transfer means 5 of the house information panel 8 notifies the alarm state of
ihe alarm means 2 o the alarm moniter paned 3 of the management ronm, and this infermation s fransmitied Foem the alamm
monitor panel 3 {o the transmitier. The information is further transferred 1o the receiver 4 of the crime pravention managemant
company via 11 and a thereugh securily monitoring state s achieved, whereby all false alarms by the transier means 5 are
refiably preventad. FIGS. 5 io 10 show a securily alarmm system gocording to a8 second embodgiment correspondinﬁ to claims 1. 3,
4, and 8 of the present apgiication. In the securily alarm systern of this embodiment, a human sensor @ for detacting the
presense of a parson H s provided pear the inside of a dwelling unil such as an entrance door 25 or 2 window 24 whosa
opening ceperation is detected by the security sensor 1. When the security sensor 1 delects without detaction of the security
sensor ¥, the notification means 5 is operated togather with the notification means 2, and when the security sensor 1 detacts
following the cie*:wi's':n of the cotarie sensor 9. Only when the stop swilch 7 s not operaled within 2 predelermined ting afier the
oparation of the alerding means 2, the notifying means 5 is not operated. in this case, the human sensor 8 s 2 sensor of a8 heat
sensing type, an infrared sensing tvpe, or the like. As shown in FiG. 5, a pluradity of human sansors 8 are connected o the
housing information panel § ab input terminals 15, The detection signal from sach buman sensor 8 s input from the input
terminal 15 to the CPU 17 via the human sansor input oireult 230 7 1o 8, the sscurity sensor 1z detacts the opening operation of
the window 24, A human sensor 93 s provided inside the dweiling unit near the window 24, and the securily sensor b s
connactad o the enfrancs deor 25 The human body sensor 85 s provided inside the dwaliing unit near the entranse door 25

shown in FHE. & the securily sensor 1 a is provided inside the window 24 1o detect the opening operation of the window 24,
and the motion sensor 8 a s installed on the calling or wall near the window 24, Then, a person H {resident) who approaches
the window 24 Frem inside the dwelling unit and bries o open the window 24 for ventilaiion or the like is detected. A5 shown in
FiG. 9, the securily sensor 1b is attached to an upper frame poriion of the entrance door 25 inside the dwelling unil to detect the
apening oparation of the entrance door 25, | is installed on & nearby entrance sl and detects a resident who approaches
tha entrance door 25 from inside the dwelling unil and trias o open the anfrance door 25 for a visiier or the like.

in the house information panel & of this embodiment, as shown in FIG. & the securly alanm sef swiich 20 of the first
ambodiment also functions as the mode tei@c ion switch 8, and the securily alanm sat swiich 20 {mode selection By repeatediy
pushing the swiich 8), # is possible fo ihe sacurity alerd staie, sel the absance alert mode, set the home alert mode, and
release the securily alert state. A!thuugh rhs home light 22b in the first embodiment is omitiad from the display unit 22, the
warning light 22a may be blinked when the home sacurily mode is selected and set. Further, in the security slarm system of this
embodiment, the alanm is ssued only when the securily senser 1 detects within a cadain perod of time {for example, about
sevaral secends to several iens of seconds) after the datection of the human sensor 2. The notification means 5 is not operated
axcept whan the stop switch 7 is not eperated wathm a predetermined time after the operation of Step 2. In this case, as shown
in FIG. 10, when the security sensor 1 s delecied, # s determined whether or not it &5 within a predetarmined time after the
detection of the human sensor §, and if it is not, the i‘.OilfiCSi!On means 2 and the transfer It the means § is operated immediately
and within a ceriain perod of time afier the detection of the motion sensor B, only the alarm means 2 is operated, and the
subseguent operation is the sama ag in the first ambodiment. . Therefore, in the security 2larm system of this ambodiment,
when the security sensor 1 detects the detection next 1o the human sensor § provided near the inside of the dwelling unit such
as the entrance door 25 of the window 24, that is, the inside of the dwelling unit Only when it is highly probabie that the resider
has apenad the entrance door 25, the window 24, efc. in the sama mannar as in the first embodimani, the slop switch is set
within = predetermined time afler the operation of the slarm mesns 2 The transfer means 5 is not p@eated sxeept when the
user 7 is not operated. Therefore, when the seourity sensor 1 detects without detacting the motion sensor 8, # s determined that
an intrider other than the resideni hias opened the entrance door 23, the window 24, aic. from the outside of the dwelling unit. AL
this time, the xmtii‘ving means 3 is operated together with the notilying means 2, so that the alarm is not raceived by the slarm
monitoring pane! 3 or the %cuntg management company of the seocwity office imimediately without walting for & predetarminad
time afier the housing information pane! 8 issuas an alarm. As a result, the securily moniianng S’.dl[ﬂu is more thoreugh. Alsg, in
the security alarm system of this embodiment, only when the security sensor 1 detects within a certain time after the detaction of
ihe human sensor 8, The notification means 5 s not eperated except when the siop swiich 7 Is noi operated, so thal a cardain
period of time following the delection of the human sensor 918 a predetermined time after the fietec jor by the human sensor 3,
the entrance door 25, the window 24, efc. Can be appropriaiely changed and set in sceordance with the route, distance, and the
fika, thereby intreasing the degree of freadom in setting the position and rangs of the coterie sensor 8.

Oiherwise, the configuratinn is the sama as in the first embodiment, and the same operalion and effest as in the first
ambodiment ars achieved. FIGS. 11 and 12 show a securily alarm system according 1o a third embodiment comesponding io
the finst, third, fifth and eighth aspacts of the prasent invention. In the security alarm system of this embodiment, the stop switch
7 is not operated within a predeiarmined time afiar the operation of the alarm unit 2 only whan the sacurity sensor 1 detects the
detection of the human sensar 8 in the continuous detection state. Except at the time, the transfer means 5 is not operated. in
this nase, 3s shown ip FIG. 11, the cireult having the seourity sensor 1 and the cirouit having the motion sensor @ are separately
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connected to the input terminal 15 of the house information panel 8, and the detection signal is 1 and the human sensor 8 are
individuaily input to the house information panel 8. Here, when the resident opens the entrance door, window, or the ke, as
shown i FIG 124, the detestion iaput frem the human senser 8 i in the ON state {detection is being condinuedy, and the
securily sensor 1 The detechion input is turned on, that is, the ON siale continues from Hime A when the motion sensor 8 is
turnad on, and the security senso 115 turped on during that s Gime B, When the iniruder opens the entrance door, window,
or the like, as shown in FIG. 128, the detection input from the human sensor 8 is OFF {no deleciion}, and the security sensor
The detection input from 1 is turped on, that §s, the security sensor 1 is turnsd on while the human sensor 8 is kept off {lime C).
{n this case, the ransiar msans § s operated together with the notifcation means 2, and in the casa of the opaning opaation by
the resident, except when the siop switch ¥ is nat operated within 2 predetermined time afler the operation of the noilfication
means 2. Does not operate the transfer means § 10 pravent false reports. Therefore, In the sacurity alamm system of this
smbodiment, only whan the securily sensor 4 d tacts in the detection ON slals foliowing the detection of the human senser 8
within a predetermined firme after the operation of the alanm means 2 Since the transfer means § is not oparated axcept when
the stop switch 7 is not operated, the human sensor 8 and the seourity sensor 1 have an open / close swilch stiucture, and the
correspondence bebweaen the opan 7 ciosed detection slates of the two i described above, By seliing, it s possible o sasily
determing the case wheirs the sacurily sensor 1 delects the detection foilowing the detection of the coterle sensor 8. Ctherwise,
the configuration is the same as i the second embodiment, and the same operation and effect as in the second embodiment
are achieved.

FIGE. 13 and 14 show a sscurity alarm sysiem acoomding to a fourlh embodiment of the present invention. In the securily alarm
system of this embaodiment, a switch unit 18 is formed by connecting s securnity sensor 1 that opens a swilch in a detection state
and & human sensor % that closes a switch in a defection state in 3 parallel dimuit. 10 are conpecied in sardes. In this case, 35
shown in FIG. 13, the switch unit 10 in which the security sensor b and the human sensor 8h are infegraled is insialled in the
upper frame porlion of the entrancea door 25 inside the dwelling unit. The unit 10 is installed. As shown in FIG. 14, the switch unit
13 in which the sacurity sensor 1 and the human sensor & are connecied in a paraiiel cirouit is wired in serles and conneacted o
the house information paneal 8. in this case, when the security sensor 1 defecis an opening oparation of the entrance door 28, a
window, or the ke, its contact is opened. When the human sensor § datsets a person, the conizct is closad. That s, in the stale
shown in FIG. 14, both the securily sensor 1 and the human sensor 8 are in the non-datection staie. Here, when all the securily
sensors 1 are in the swilch closed siate (normal state}, the voltage of Voo - RoRb /! (HaRe + RaRb + MbRe) is applied o the A/
D input port of the CPU 17 iIn the house information panel 8. When the security sensor 1 detects that the switeh is open, a
voltage of Voo - Bo / {Ra + Ro) s appliad o the A7 D inpul port. By such a change in voliage, the GRU 17 of the house
information panel € can determine the detection siate of the securily sensor 1. Whean the human sensor & detects a person and
the switch s closed, even if the securily sensor 1 detacts the switch and opens the swiich as ds Q(;"ibi%'i above, in ihis state, one
of the paratied cirouits Since the conduntive state conlinuas at the cortact peint of the coleds sensaer 8, 2 clesed ieog ciroult is
formed between the house information panel 8 and each swilch unit 10, and the transfer means 5 is not operated. Even i the
sacurity sensor 1 detects {switch open) while the human sensor 8 is dﬁtwtmg {switch closed), it s necessary o oparate the
alarming means 2, 50 that the securtty sensoer 1 serving as a parallel ciroull s reguired. By making a difference in the resistance
value bebween the side and the human sensor 8 side, for example, by peavsd,ng a resistor R in the cirouit on the humsan senser 8
siie, the changs in the vollage is obce'\md as described ahove, or By ohserving a change in the current, a normal state In which
tha motion sensor 8 s swilchad on and the security sensnr 1 s closed, and an alaom state iy which the motion senser 8 s
dosed and the securily sensor 1 is swetched gpen are determinad. Afler the identification and determination, the alzamm means 2
san be eperated in this alam state.

Therefore, in the security alarm system of this embodiment, a simpie switch unit 13 s formad by connacting the sacurity sensor
1 that opens the swich in the delection state and the human sensoer 3 that cioses the switch in the detection stale in a parallel
sircuit, The two seourity sensors 1 and the human sensor 9 can be gasily instalied and constructed together as the same switch
unit 10, and the insiallaiion and wiring work of the sensors s simplified, Alse, bere, aven I the securily sensor 1 s in the
deteciion state of the swiich open while the human sensor 8 is in the detection siate of the switch ciosed, the conduction staie is
maintained by the switch contact of the human sensor 8 and the conduction state s changed. The notifyéng unit 5 is not
eperatad, and whan the sacwrily sensor 1 is in the datecting slale of the swiich opaaing in the non-detection siate of the human
body sensor 8 and the switch is open, both the swilch contacis are tumned off and become non-conduciive, and togsather with the
notifving unit 2, The netification means 5 is operated, and the neotification is immediately performed without waiting for &
predetamminad thine, Further, in the securdiy alarm system of this ambodiment, a gluralily of the switch unils 19 are wired and
connectad in serles, and the wiring tetween each of the securily sensors 1 and the human sensor 8 and the house information
panei 8 is simply performed. In this casa, in any one of the switch units 14, only when both the human sensor 9 and the sacurily
sensor 1 oare opened, the naiifving unit § and the notifying unit § are operated. Otherwise, a closed loop oircui s fnrmed
betweaen the house information pansl & and each switch unit 10, and the transfer means 5 is nof operated. Gthenwise, the

configuration is the same as in the third embodiment, and the same operation and effect as in the third embodiment are exerted.
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in the security alarm systemn according o the first aspect of the present invention, when the resident opens the entrance door,
window, or the like, only the alarm means operates, and the house information panel issues an alarm temporavily. i the
inhatitan! operatas the siop swilch within a predetermined Hime afler confirming the alarm, the signaling means doss o
oparate, and false repording by the signaling means is reliably prevented, and the entrance door or window s opaned by the
intruder. When the alarm s issued, the alaov s antivaled, and after a predeiermined tine, the alarm is aciomatizally nolified by
the alarm and the securily monitoring stale is esiablished. in the securily alarm systers according 1o the second aspect of the
present invention, the absence alarm mode is set when the resident is absent, so that only the intruder can open the entrance
door or window, Than, the notifying maans is operaled iogather with the notiiving means, and the alarm is immadistely issued
without wailing for a predeterminad fims after the alarm is issued from the house information pansel, s0 that the security
monitoring state bacomes mores thorough.

in the orime pravention alarm system according o the third aspect of the present invention, especiaily when the sacurily sensor
deiecis after the detactinn of the human senser inside the dwelling unil, § is regarded as an opening eperation by the resident
and the notification means s immediately operated. However, when the security sensor detects without detecting the human
sensor, | is regardad as an opening operation by the intruder, the notification means is sperated together with the alarm means,
and a predetermined time after the housing information panei issues an alans You will pe notified immediately without waiting.
and you will be in a more thomugh securily monitoring state. in the security alanm system according to the fourth aspect of the
present invention, in particular, in the securly alarm sysiem, # s assumed thal the ssacurity sensor delacis within a
pradatermined Hime afier the detection of the numan sensor, The degree of freedom in instaliing the coterde sensor s increased

approprigtely changing and sstting the route according o the roule and distance betwesn the sensation sensor and the
entrance door of window, In the sacurity alarm system aocording to the §fth aspect of the presant invention, in particular, in the
security alarm system, §t is assumed that the security sensor detects in the defection atatc following the detection of the human
sensor, With the opan / close switch struciure, the open / close datection state corresponding 1o both can be easily set. in the
securty alanm systam according to the sbdh aspent of the gresent invention, in padioudar, the security sensor and the human
sensor are formed as a simple switch unit in a parallel cirou®f, and can be easily mstalled and constructed as the same *fetﬂh
unit. As a result, the notification is immediately sent only when Doth the human sensor and the security sansor sre open. in the
security alarm system according 1o the sevenih aspect of the present inventinn, i parlicuiarn, a pluraiity of the sw::x,h units are
copnected in series and the wiring is simpiified, and the human sensor and the security sensor are combined in any one of the
switch units. Only when the switch is opened, the notification is sent immadiaisly, otherwise, a closad loop circuit is formed and
tha notification is not sant immediataly, It the crime pravention alann system accoerding o the eighth aspect of the prasent
invertion, it s most suliable when the buliding is instalied in an apariment house. The information s notified to the moniforing
panei, further transferred to the receiver of the time pravention management company via the ransmitter, and the securfly
monitoring siate is fully ensurad, whereby all false reports by the transfer means are suraly grevenied, BRIEF DESCRIFTION
OF THE DRAWINGS FIG. 1 s 2 main part block diagram mainly showing a house infoermation pane! showing a securily slarm
system aceording 1o & first embodiment of the present invention.

FIG. 215 an overall configuration diagrarm of the security alarmy system. FIG. 3 is an enlargad front view showing the vicinity of a
housing infermation panel and iis dispiay section in the secunty alarm system: FIG. 4 is a flowehar showing an operation in the
securfly alarm system. FIG. § is a main part block diagram mainly showing a houses information pane! showing = security alamm
system acooming 1o a second embodiment of the present inveniion, FIG . 8 s an axternal front view showing, in an enlarged
manner, the vicinity of a housing information panel and s display unit in the securily alarm system. FIG. 7 is a system
configuration diagram showing the security slarm system; FIG. 8 is a schematic expiarﬁarery view showing a delection state in a
window of tha securdly alamm system. FiIG. 3 5 a schamatic explanalory view showing a detection state &l a front door of the
security alanm system. FIG. 10 is a flowchad showing an operation in the securlly alarm system. FIG 11 s a main part circul
diagram mainly showing a hous? information panel showing a ssacurfly alarm system according 1o a third embodiment of the
present invention. 12A 15 a time chart showing 2 defaction input state when a resident performs an opaaing oparation, and FiG,
128 is a time chan showing a detection input state when an intruder performs an opening operation. FIG. 13 is a2 schematic
axplanatory view showing a detection staie at a front door of a security alarm system aceording o a fourth embodiment of the
presani invention. FIG. 14 s a main part clredll diagram mainly showing a house information panet showing the security alarm
system; FiIG. 15 i3 an overall system configuration diagram showing a conventional security alarm system. FiG 18 s a main
pait cirouit diagram mainly showing a house information panai showing the securfly alarm systern; [Description of Signs] 1
Securily senser 2 Alarm unit 3 Alarm moniior 4 Receiver 5 Transiar unit § Housing infermation paael 7 Siop switch 8 Moda
selaction swilch 8 Human sensor 16 Switch unit 11 Transmifter

IPR2023-00792 Page 00289
http://translationportal.epo.org/emtp/translate/?ACTION=description-retrieval KCOUNTR... 1/24/2020



(nEfruBLmes

FORE2004-31040
b o (PHS-3I0NESA)
HHEME TRIBENRIE M4

(I EXBRNEUS

Frop e B
SO

B I Bl
BO8E pehicd
G088 W
GOBE JW

5200
SRR OBTEOs S DL (RIS E O BNELRs

MElodssw

Hio48SNETe

BIOIRERETE

Bt
a3

BRI
e
GRER

GO RO B

IPR2023-00792 Page 00290



IPR2023-00792 Page 00291



IPR2023-00792 Page 00292



IPR2023-00792 Page 00293



IPR2023-00792 Page 00294



IPR2023-00792 Page 00295



IPR2023-00792 Page 00296



IPR2023-00792 Page 00297



IPR2023-00792 Page 00298



IPR2023-00792 Page 00299



} .VUE,%

IPR2023-00792 Page 00300



(PR004- 1

IPR2023-00792 Page 00301



i
e 0y
113

IPR2023-00792 Page 00302



P2

GA954)

IPR2023-00792 Page 00303



(1S B0

P20 A9

e

PRI
RRTRETREY

IPR2023-00792 Page 00304



CLed

ey ]

PRON- G4

CRELRER
iR TR

BRERER

L3S

o

e

IPR2023-00792 Page 00305



I SR RHLO04-A 10405 (P20~ 110495

BRSO N

P

IPR2023-00792 Page 00306



2004-3104954)

IPR2023-00792 Page 00307



Electronic Acknowledgement Receipt

EFS ID: 38395574
Application Number: 16200172
International Application Number:
Confirmation Number: 4128

Title of Invention:

SMART BARRIER ALARM DEVICE

First Named Inventor/Applicant Name:

George Seelman

Customer Number:

34018

Filer:

Gary R. Jarosik/Gladys Negron-Munoz

Filer Authorized By:

Gary R. Jarosik

Attorney Docket Number: 81230.921US3
Receipt Date: 24-JAN-2020
Filing Date: 26-NOV-2018
Time Stamp: 16:29:02

Application Type:

Utility under 35 USC 111{(a)

Payment information:

Submitted with Payment no
File Listing:
Document .. . File Size(Bytes Multi Pages
Y Document Description File Name ile Size( y i Y I. . 9
Number Message Digest | Part/.zip| (ifappl.)
256627
1 Transmittal Letter TransmittalForm_16200172.pdf no 2
d4f075d1b5b22b454bb2a9378e98f605 10
2bf8e
Warnings:

IPR2023-00792 Page 00308




Information:

137701
2 Transmittal Letter CertStat_16200172.pdf no 1
39bec656295995feaas55f3c2fd49310f81582
dof
Warnings:
Information:
612200
3 Information Disclosure Statement (IDS) IDS_16200172_uei_921us3.pdf o 4
Form (SB08)
75254d126da9%6c1436789c98deaa3abf7ba
35cd3
Warnings:

Information:

A U.S. Patent Number Citation or a U.S. Publication Number Citation is required in the Information Disclosure Statement (IDS) form for
autoloading of data into USPTO systems. You may remove the form to add the required data in order to correct the Informational Message if
you are citing U.S. References. If you chose not to include U.S. References, the image of the form will be processed and be made available
within the Image File Wrapper (IFW) system. However, no data will be extracted from this form. Any additional data such as Foreign Patent
Documents or Non Patent Literature will be manually reviewed and keyed into USPTO systems.

336465
4 Foreign Reference ForeignRef_JP10239450A.pdf no 11
dd5f76ac7ac25f1230457e189451540309e8
Warnings:
Information:
7858010
5 Foreign Reference ForelgnRef_JijOO4310495A. o 29
p 708df55da2c7feb0f90ec 1a705ch42ce90ea
38c3
Warnings:
Information:
1436365
6 Non Patent Literature NPL_921jp1_OA.pdf no 28
21745b203a4634f147d7cd5bff55a16fbec2|
9eBa
Warnings:
Information:
Total Files Size (in bytes): 10637368

IPR2023-00792 Page 00309
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If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
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Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection
with your submission of the attached form related to a patent application or patent. Accordingly,
pursuant to the requirements of the Act, please be advised that: (1) the general authority for the
collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary;
and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark
Office is to process and/or examine your submission related to a patent application or patent. If you do
not furnish the requested information, the U.S. Patent and Trademark Office may not be able to
process and/or examine your submission, which may result in termination of proceedings or
abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the
Freedom of Information Act (6 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from
this system of records may be disclosed to the Department of Justice to determine whether
disclosure of these records is required by the Freedom of Information Act.

2. Arecord from this system of records may be disclosed, as a routine use, in the course of
presenting evidence to a court, magistrate, or administrative tribunal, including disclosures to
opposing counsel in the course of settlement negotiations.

3. Arecord in this system of records may be disclosed, as a routine use, to a Member of
Congress submitting a request involving an individual, to whom the record pertains, when the
individual has requested assistance from the Member with respect to the subject matter of the
record.

4. Arecord in this system of records may be disclosed, as a routine use, to a contractor of the
Agency having need for the information in order to perform a contract. Recipients of
information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.S.C. 552a(m).

5. Avrecord related to an International Application filed under the Patent Cooperation Treaty in
this system of records may be disclosed, as a routine use, to the International Bureau of the
World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

6. Arecord in this system of records may be disclosed, as a routine use, to another federal
agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant to
the Atomic Energy Act (42 U.S.C. 218(c)).

7. Avrecord from this system of records may be disclosed, as a routine use, to the Administrator,
General Services, or his/her designee, during an inspection of records conducted by GSA as
part of that agency’s responsibility to recommend improvements in records management
practices and programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall
be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not
be used to make determinations about individuals.

8. Avrecord from this system of records may be disclosed, as a routine use, to the public after
either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent
pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37
CFR 1.14, as a routine use, to the public if the record was filed in an application which
became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspection or an
issued patent.

9. Arecord from this system of records may be disclosed, as a routine use, to a Federal, State,
or local law enforcement agency, if the USPTO becomes aware of a violation or potential
violation of law or regulation.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Applicant:  ECOLINK INTELLIGENT
TECHNOLOGY, INC.

Serial No.:  16/200,172 Examiner: Previl, Daniel

Filed: 11/26/2018 Group Art Unit: 2684

)
)
)
)
)
;
) Docket No.: 81230.921US3

Title: SMART BARRIER ALARM DEVICE

CERTIFICATION STATEMENT

FILED VIA EFS-WEB

Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

In accordance with 37 CFR 1.704(d), each item of information contained in the Information
Disclosure Statement being filed concurrently herewith: (i) was first cited in a communication from
a patent office in a counterpart foreign or international application or from the Office, and this
communication was not received by any individual designated in § 1.56(c) more than thirty days
prior to the filing of the information disclosure statement; or (ii) is a communication that was issued
by a patent office in a counterpart foreign or international application or by the Office, and this
communication was not received by any individual designated in § 1.56(c) more than thirty days
prior to the filing of the information disclosure statement.

While it is believed that no fee is required, the Commissioner is authorized to charge any
fee deficiency to deposit account number 502428 in the name of Greenberg Traurig, LLP.

Respectfully submitted,

Date: January 24, 2020 By: __/Gary R. Jarosik/
Gary R. Jarosik, Reg. No. 35,906
Greenberg Traurig, LLP
77 W. Wacker Drive - Suite 3100
Chicago, lllinois 60601
(312) 456-8400

ACTIVE 40742299v1

Certificate of Electronic _Transmission: The undersigned hereby certifies that this document and its
attachments are being transmitted electronically via EFS-Web to the United States Patent and
Trademark Office on January 24, 2020.

By: /Gladys Negron-Munoz/
Name: Gladys Negron-Munoz
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.UsSpto.gov

NOTICE OF ALLOWANCE AND FEE(S) DUE

| EXAMINER |
34018 7590 02/10/2020
Greenberg Traurig, LLP PREVIL, DANIEL
77 W. Wacker Drive
Suite 3100 | ART UNIT PAPER NUMBER |
CHICAGO, IL 60601-1732 2684
DATE MAILED: 02/10/2020
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.
16/200,172 11/26/2018 George Seelman 81230.921U83 4128

TITLE OF INVENTION: SMART BARRIER ALARM DEVICE

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

nonprovisional UNDISCOUNTED $1000 $0.00 $0.00 $1000 05/11/2020

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE MAILING
DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS STATUTORY PERIOD
CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES NOT REFLECT A CREDIT
FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS PREVIOUSLY BEEN PAID IN
THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM WILL BE CONSIDERED A REQUEST
TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW DUE.

HOW TO REPLY TO THIS NOTICE:

I. Review the ENTITY STATUS shown above. If the ENTITY STATUS is shown as SMALL or MICRO, verify whether entitlement to that
entity status still applies.

If the ENTITY STATUS is the same as shown above, pay the TOTAL FEE(S) DUE shown above.

If the ENTITY STATUS is changed from that shown above, on PART B - FEE(S) TRANSMITTAL, complete section number 5 titled
"Change in Entity Status (from status indicated above)".

For purposes of this notice, small entity fees are 1/2 the amount of undiscounted fees, and micro entity fees are 1/2 the amount of small entity
fees.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing
the paper as an equivalent of Part B.

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to Mail
Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Maintenance fees are due in utility patents issuing on applications filed on or after Dec. 12, 1980.
It is patentee's responsibility to ensure timely payment of maintenance fees when due. More information is available at

www.uspto.gov/PatentMaintenanceFees.
Page 1 of 3
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PART B - FEE(S) TRANSMITTAL
Complete and send this form, together with applicable fee(s), by mail or fax, or via EFS-Web.

By mail, send to: Mail Stop ISSUE FEE By fax, send to:  (571)-273-2885
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where appropriate. All
further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as indicated unless corrected
below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for maintenance fee notifications.

Note: A certificate of mailing can only be used for domestic mailings of the
Fee(s) Transmittal. This certificate cannot be used for any other accompanying
papers. Each additional paper, such as an assignment or formal drawing, must
have its own certificate of mailing or transmission.

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address)

34018 7590 02/10/2020 Certificate of Mailing or Transmission

Greenberg Traurig LLP I hereby certify that this Fee(s) Transmittal is being deposited with the United
e States Postal Service with sufficient postage for first class mail in an envelope
77 W. Wacker Drive addressed to the Mail Stop ISSUE FEE address above, or being transmitted to
Suite 3100 the USPTO via EFS-Web or by facsimile to (571) 273-2885, on the date below.
CHICAGO, IL 60601-1732 (Typed or printed name)
(Signature)
(Date)
| APPLICATION NO. | FILING DATE | FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. | CONFIRMATION NO. |

16/200,172 11/26/2018 George Seelman 81230.921US83 4128

TITLE OF INVENTION: SMART BARRIER ALARM DEVICE

| APPLN. TYPE | ENTITY STATUS | ISSUE FEE DUE | PUBLICATION FEE DUE | PREV. PAID ISSUE FEE | TOTAL FEE(S) DUE | DATE DUE |
nonprovisional UNDISCOUNTED $1000 $0.00 $0.00 $1000 05/11/2020
| EXAMINER | ART UNIT | CLASS-SUBCLASS |
PREVIL, DANIEL 2684 340-545900
1. Change of correspondence address or indication of "Fee Address” (37 2. For printing on the patent front page, list
CFR 1.363). (1) The names of up to 3 registered patent attorneys

or agents OR, alternatively, 1
(2) The name of a single firm (having as a member a
registered attorney or agent) and the names of up to 2
2 registered patent attorneys or agents. If no name is
listed, no name will be printed.

M| Change of correspondence address (or Change of Correspondence
Address form PTO/SB/122) attached.

(] "Fee Address” indication (or "Fee Address" Indication form PTO/
SB/47; Rev 03-09 or more recent) attached. Use of a Customer
Number is required.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document must have been previously
recorded, or filed for recordation, as set forth in 37 CFR 3.11 and 37 CFR 3.81(a). Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : (] Individuat [ Corporation or other private group entity (] Government

4a. Fees submitted: [ Missue Fee [Jpublication Fee (if required) [_JAdvance Order - # of Copies
4b. Method of Payment: (Please first reapply any previously paid fee shown above)

(] Electronic Payment via EFS-Web (] Enclosed check (L] Non-electronic payment by credit card (Attach form PTO-2038)

(] The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any overpayment to Deposit Account No.

5. Change in Entity Status (from status indicated above)

NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue
fee payment in the micro entity amount will not be accepted at the risk of application abandonment.
NOTE: If the application was previously under micro entity status, checking this box will be taken
to be a notification of loss of entitlement to micro entity status.

NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro
entity status, as applicable.

M| Applicant certifying micro entity status. See 37 CFR 1.29
M| Applicant asserting small entity status. See 37 CFR 1.27

M| Applicant changing to regular undiscounted fee status.

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications.

Authorized Signature Date
Typed or printed name Registration No.
Page 2 of 3
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.UsSpto.gov

| APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. |  CONFIRMATION NO. |
16/200,172 11/26/2018 George Seelman 81230.921US3 4128
| EXAMINER |
34018 7590 02/10/2020
Greenberg Traurig, LLP PREVIL, DANIEL
77 W. Wacker Drive
Suite 3100 | ART UNIT PAPER NUMBER |
CHICAGO, IL 60601-1732 2684

DATE MAILED: 02/10/2020

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(Applications filed on or after May 29, 2000)

The Office has discontinued providing a Patent Term Adjustment (PTA) calculation with the Notice of Allowance.

Section 1(h)(2) of the AIA Technical Corrections Act amended 35 U.S.C. 154(b)(3)(B)(i) to eliminate the requirement
that the Office provide a patent term adjustment determination with the notice of allowance. See Revisions to Patent
Term Adjustment, 78 Fed. Reg. 19416, 19417 (Apr. 1, 2013). Therefore, the Office is no longer providing an initial
patent term adjustment determination with the notice of allowance. The Office will continue to provide a patent term
adjustment determination with the Issue Notification Letter that is mailed to applicant approximately three weeks prior
to the issue date of the patent, and will include the patent term adjustment on the patent. Any request for reconsideration
of the patent term adjustment determination (or reinstatement of patent term adjustment) should follow the process
outlined in 37 CFR 1.705.

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.

Page 3 of 3
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OMB Clearance and PRA Burden Statement for PTOL-85 Part B

The Paperwork Reduction Act (PRA) of 1995 requires Federal agencies to obtain Office of Management and Budget
approval before requesting most types of information from the public. When OMB approves an agency request to
collect information from the public, OMB (i) provides a valid OMB Control Number and expiration date for the
agency to display on the instrument that will be used to collect the information and (ii) requires the agency to inform
the public about the OMB Control Number’s legal significance in accordance with 5 CFR 1320.5(b).

The information collected by PTOL-85 Part B is required by 37 CFR 1.311. The information is required to obtain
or retain a benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is
governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 30 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon
the individual case. Any comments on the amount of time you require to complete this form and/or suggestions
for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office,
U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
Virginia 22313-1450. Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection
of information unless it displays a valid OMB control number.

Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the requirements
of the Act, please be advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)
(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information
is used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent
application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark Office may not
be able to process and/or examine your submission, which may result in termination of proceedings or abandonment
of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records may
be disclosed to the Department of Justice to determine whether disclosure of these records is required by the
Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of
settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting
a request involving an individual, to whom the record pertains, when the individual has requested assistance
from the Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having
need for the information in order to perform a contract. Recipients of information shall be required to comply
with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

7. Arecord from this system of records may be disclosed, as a routine use, to the Administrator, General Services,
or his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility
to recommend improvements in records management practices and programs, under authority of 44 U.S.C.
2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection
of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall
not be used to make determinations about individuals.

8. Arecord from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed
in an application which became abandoned or in which the proceedings were terminated and which application
is referenced by either a published application, an application open to public inspection or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violatﬁ%ﬁ%%}%tgﬁge 00317
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Notice of Allowability Examiner ArtUnit | AIA (FITF) Status
DANIEL PREVIL 2684 Yes

-- The MAILING DATE of this communication appears on the cover sheet with the corresponderice address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1.4} This communication is responsive to 1/24/2020.
[J A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on .

2.[J An election was made by the applicant in response to a restriction requirement set forth during the interview on ; the
restriction requirement and election have been incorporated into this action.

3. The allowed claim(s) is/are 1-5,7-16 and 18-20 . As a result of the allowed claim(s), you may be eligible to benefit from the Patent
Prosecution Highway program at a participating intellectual property office for the corresponding application. For more information
, please see http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov.
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1. [ Certified copies of the priority documents have been received.
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3. [J Copies of the certified copies of the priority documents have been received in this national stage application from the
International Bureau (PCT Rule 17.2(a)).

* Certified copies not received:

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5. CORRECTED DRAWINGS (as "replacement sheets") must be submitted.

0 including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper No./Mail Date .

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of each
sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6..J DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.
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1. Notice of References Cited (PTO-892) 5. (J Examiner's Amendment/Comment
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Application/Control Number: 16/200,172 Page 2
Art Unit: 2684

DETAILED ACTION
Notice of Pre-AlA or AlA Status

The present application, filed on or after March 16, 2013, is being examined under the first
inventor to file provisions of the AlA.

Allowable Subject Matter

The following is an examiner’s statement of reasons for allowance: In combination with all the
limitations in the claims, the prior arts fail to teach or make obvious: a transmitter for transmitting a
timed alarm signal to a receiver associated with a security panel, the timed alarm signal for initiating a
timer associated with the security panel; a memory having processor-executable instructions stored
thereon; and a processor coupled to the barrier status detection device, the human detection device,
the transmitter, and the memory, for executing the processor-executable instructions that cause
the barrier alarm device to: respond to the barrier status detection device indicating that the barrier has
been opened by determining whether the human detection device indicates that the human being is
inside the premises in proximity to the barrier; and transmit, via the transmitter, the timed alarm signal
to the receiver only when it is determined that the human detection device indicates that the human
being is inside the premises in proximity to the barrier.

Any comments considered necessary by applicant must be submitted no later than the payment
of the issue fee and, to avoid processing delays, should preferably accompany the issue fee. Such
submissions should be clearly labeled “Comments on Statement of Reasons for Allowance.”

Conclusion

Any inquiry concerning this communication or earlier communications from the examiner

should be directed to DANIEL PREVIL whose telephone number is (571)272-2971. The examiner can

normally be reached on Monday-Friday from 9:30 AM -6:00 PM.
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Examiner interviews are available via telephone, in-person, and video conferencing using a
USPTO supplied web-based collaboration tool. To schedule an interview, applicant is encouraged to use
the USPTO Automated Interview Request (AIR) at http://www.uspto.gov/interviewpractice.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s supervisor,
Wang Quan-Zhen can be reached on 571 272 3114. The fax phone number for the organization where
this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the Patent Application
Information Retrieval (PAIR) system. Status information for published applications may be obtained
from either Private PAIR or Public PAIR. Status information for unpublished applications is available
through Private PAIR only. For more information about the PAIR system, see http://pair-
direct.uspto.gov. Should you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a USPTO Customer
Service Representative or access to the automated information system, call 800-786-9199 (IN USA OR

CANADA) or 571-272-1000.

DP

February 1, 2020

/DANIEL PREVIL/
Primary Examiner, Art Unit 2684
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EAST Search History

EAST Search History (Prior Art)

RefiiHits {i{Search Query DBs Default {jPlurals {iTime
# Operator Stamp
L1 #0 starting near55 countdown near55 timer {US-PGPUB; {{OR OFF 2020/01/22
same (human near5 being or intruder or  {{USPAT; 20:52
person or burglar or infant or toddler or USOCR;
child or kid or baby) near55 (inside or FPRS; EPO;
interior) near55 (premise or building or JPO;
apartment or home or office) near55 DERWENT;
(proximity) nearb5 (barrier or gate or IBM_TDB
portal)
L2 {0 start$3 same countdown same timer same{{US-PGPUB; {OR OFF 2020/01/22
(human near5 being or intruder or person §USPAT; 20:54
or burglar or infant or toddler or child or {USOCR;
kid or baby) same (inside or interior) FPRS; EPO;
same (premise or building or apartment or{{JPO;
home or office) same (proximity) same DERWENT;
(barrier or gate or portal) IBM_TDB
L3 {0 countdown same timer same (human US-PGPUB; {OR OFF 2020/01/22
near5 being or intruder or person or USPAT; 20:55
burglar or infant or toddler or child or kid {USOCR;
or baby) same (inside or interior) same FPRS; EPO;
(premise or building or apartment or JPO;
home or office) same (proximity) same DERWENT;
(barrier or gate or portal) IBM_TDB
L4 #0 countdown same tim$3 same (human US-PGPUB; {{OR OFF 2020/01/22
near5 being or intruder or person or USPAT; 20:56
burglar or infant or toddler or child or kid {USOCR;
or baby) same (inside or interior) same FPRS; EPO;
(premise or building or apartment or JPO;
home or office) same (proximity) same DERWENT;
(barrier or gate or portal) IBM_TDB
L5 {1 countdown same tim$3 same (human US-PGPUB; {OR OFF 2020/01/22
near5 being or intruder or person or USPAT; 20:57
burglar or infant or toddler or child or kid {USOCR;
or baby) same (inside or interior) same FPRS; EPO;
(premise or building or apartment or JPO;
home or office) same (barrier or gate or {§DERWENT;
portal) IBM_TDB

1/22/2020 9:19:25 PM
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Ref iiHits {Search Query DBs Default {iPlurals {iTime
# Operator Stamp
L3 {0 countdown same timer same (human near5 jUS-PGPUB; {{OR OFF 2020/01/22
being or intruder or person or burglar or USPAT; 20:55
infant or toddler or child or kid or baby) USOCR,;
same (inside or interior) same (premise or {FPRS;
building or apartment or home or office) EPO; JPO;
same (proximity) same (barrier or gate or DERWENT;
portal) IBM_TDB
L4 0 countdown same tim$3 same (human near5 §jUS-PGPUB; {{OR OFF 2020/01/22
being or intruder or person or burglar or USPAT; 20:56
infant or toddler or child or kid or baby) USOCR,;
same (inside or interior) same (premise or {{FPRS;
building or apartment or home or office) EPO; JPO;
same (proximity) same (barrier or gate or DERWENT;
portal) IBM_TDB
L5 i1 countdown same tim$3 same (human near5 §US-PGPUB; {{OR OFF 2020/01/22
being or intruder or person or burglar or USPAT; 20:57
infant or toddler or child or kid or baby) USOCR,;
same (inside or interior) same (premise or {{FPRS;
building or apartment or home or office) EPO; JPO;
same (barrier or gate or portal) DERWENT;
IBM_TDB
L6 2 countdown same tim$3 and (human near5 {US-PGPUB;{OR OFF 2020/01/22
being or intruder or person or burglar or USPAT; 21:20
infant or toddler or child or kid or baby) USOCR,;
same (inside or interior) same (premise or {FPRS;
building or apartment or home or office) EPO; JPO;
same (barrier or gate or portal) DERWENT;
IBM_TDB
L7 61 countdown same tim$3 and (human near5 {US-PGPUB;{OR OFF 2020/01/22
being or intruder or person or burglar or USPAT; 21:21
infant or toddler or child or kid or baby) and {USOCR;
(inside or interior) same (premise or FPRS;
building or apartment or home or office) EPO; JPO;
same (barrier or gate or portal) DERWENT;
IBM_TDB
L8 55 {7 AND ( (G08B25/008 CR G08B25/14 OR US-PGPUB; {{OR OFF 2020/01/22
G08B13/19682 OR G08B25/10 OR USPAT; 21:41
G08B29/18 OR G08B25/003 OR USOCR,;
G08B19/005 OR G08B13/00 OR FPRS;
G08B13/1968 OR G08B25/009 OR EPO; JPC;
G08B29/02 OR G08B29/181 OR G08B13/08 yDERWENT;
OR G08B13/19684 OR G08B27/005 OR IBM_TDB
G08B5/00 OR G08B13/19697 OR
G08B25/004 OR G08B25/016 OR
G08B29/00 OR G08B25/007 OR G08B25/08
OR G08B13/04 OR G08B17/10 OR
G08B21/182 OR G08B13/1618 OR
G08B13/19656 OR G08B13/19695 OR
G08B19/00 OR G08B21/02 OR
G08B21/0415 OR G08B21/0469 OR
G08B21/22 OR G08B25/001 OR
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G08B25/014 OR G08B25/12 OR
G08B27/001 OR G08B29/188 OR
H04L12/2809 OR H04L12/2818 OR
H04L2012/2841 OR H04L2012/2843 OR
H04L67/025 OR H04L12/2803 OR
HO04L41/22 OR H04L41/12 OR H04L41/0806
OR H04L41/0883 OR H04L63/0853 OR
HO04L67/125 OR H04L12/2834 OR
H04L63/029 OR H04L63/0428 OR
H04L63/166 OR H04L12/2823 OR
H04L12/2825 OR H04L2012/285 OR
H04L41/0213 OR H04L41/0253 OR
H04L41/08 OR H04L41/28 OR H041L43/0817
OR H04L43/10 OR HO4L67/26 OR
HO04L67/36 OR H04L12/281 OR H04L12/283
OR HO04L41/06 OR H04L41/0803 OR
H04L41/0813 OR H04L43/04 OR
H04L43/045 OR H04L51/04 OR H04L51/32
OR H04L67/02 OR HO4L12/10 OR
HO04L12/12 OR H04L41/0273 OR
GO6F3/04842 OR GO6F3/04817 OR
GO6F16/954 OR GO6F3/04847 OR
GO6F3/0482 OR GO6F3/0488 OR GO6F1/263
OR GO6F1/30 OR G06F1/3209 OR
GO6F1/3275 OR GO6F1/3287 OR
GO6F3/0481 OR GO6F3/04883 OR GO6F9/54
OR GO6F21/6218 OR G05B15/02).CPC. )

Lo

58

7 AND ( (G08B25/008 OR G08B25/14 OR
G08B13/19682 OR G08B25/10 OR
G08B29/18 OR G08B25/003 OR
G08B19/005 OR G08B13/00 OR
G08B13/1968 OR G08B25/009 OR
G08B29/02 OR G08B29/181 OR G08B13/08
OR G08B13/19684 OR G08B27/005 OR
G08B5/00 OR G08B13/19697 OR
G08B25/004 OR G08B25/016 OR
G08B29/00 OR G08B25/007 OR G08B25/08
OR G08B13/04 OR G08B17/10 OR
G08B21/182 OR G08B13/1618 OR
G08B13/19656 OR G08B13/19695 OR
G08B19/00 OR G08B21/02 OR
G08B21/0415 OR G08B21/0469 OR
G08B21/22 OR G08B25/001 OR
G08B25/014 OR G08B25/12 OR
G08B27/001 OR G08B29/188 OR
H04L12/2809 OR H04L12/2818 OR
H04L2012/2841 OR H04L2012/2843 OR
H04L67/025 OR H04L12/2803 OR
HO04L41/22 OR H04L41/12 OR H04L41/0806
OR H04L41/0883 OR H04L63/0853 OR
HO04L67/125 OR H04L12/2834 OR
H04L63/029 OR H04L63/0428 OR
H04L63/166 OR H04L12/2823 OR
H04L12/2825 OR H04L2012/285 OR
H04L41/0213 OR H04L41/0253 OR
H04L41/08 OR H04L41/28 OR H041L43/0817
OR H04L43/10 OR HO4L67/26 OR
HO04L67/36 OR H04L12/281 OR H04L12/283
OR HO04L41/06 OR H04L41/0803 OR
H04L41/0813 OR H04L43/04 OR
H04L43/045 OR H04L51/04 OR H04L51/32
OR H04L67/02 OR HO4L12/10 OR
HO04L12/12 OR H04L41/0273 OR
GO6F3/04842 OR GO6F3/04817 OR

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
IBM_TDB

OR

OFF 2020/01/22
21:41
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GO6F16/954 OR GO6F3/04847 OR
GO6F3/0482 OR GO6F3/0488 OR GO6F1/263
OR GO6F1/30 OR G06F1/3209 OR
GO6F1/3275 OR GO6F1/3287 OR
GO6F3/0481 OR GO6F3/04883 OR GO6F9/54
OR G06F21/6218 OR G05B15/02 OR
H04W12/06 OR H04W4/21 OR H04W4/33
OR H04W88/16 OR H04W84/042 OR
H04W84/12 OR H04W88/02 OR
A61G2203/16 OR A61G2203/20 OR
AB61G2203/42 OR A61G2203/44 OR
A61G7/008 OR A61G7/018 OR A61G7/05
OR A61G7/0524 OR A61G7/05769 OR
A61G7/05776 OR A61H2201/0142 OR
A61H2201/5007 OR A61H2201/501 OR
A61H2201/5046 OR A61H2201/5048 OR
A61H23/006 OR A61H23/02 OR
A61H9/0078 OR G06Q50/06 OR G06Q50/08
OR G06Q50/12 OR G06Q50/16 OR
G06Q50/26 OR G06Q10/02 OR G06Q20/00
OR G06Q20/045 OR G06Q50/01).CPC. )

L10 {{58 {i7 AND ( (G0O8B25/008 OR G08B25/14 OR US-PGPUB; jOR OFF 2020/01/22
G08B13/19682 OR G08B25/10 OR USPAT; 21:41
G08B29/18 OR G08B25/003 OR USOCR;

G08B19/005 OR G08B13/00 OR FPRS;
G08B13/1968 OR G08B25/009 OR EPO; JPC;
G08B29/02 OR G08B29/181 OR G08B13/08 {iDERWENT,;
OR G08B13/19684 OR G08B27/005 OR IBM_TDB

G08B5/00 OR G08B13/19697 OR
G08B25/004 OR G08B25/016 OR
G08B29/00 OR G08B25/007 OR G08B25/08
OR G08B13/04 OR G08B17/10 OR
G08B21/182 OR G08B13/1618 OR
G08B13/19656 OR G08B13/19695 OR
G08B19/00 OR G08B21/02 OR
G08B21/0415 OR G08B21/0469 OR
G08B21/22 OR G08B25/001 OR
G08B25/014 OR G08B25/12 OR
G08B27/001 OR G08B29/188 OR
H04L12/2809 OR H04L12/2818 OR
H04L2012/2841 OR H04L2012/2843 OR
H04L67/025 OR H04L12/2803 OR
HO04L41/22 OR H04L41/12 OR H04L41/0806
OR H04L41/0883 OR H04L63/0853 OR
HO04L67/125 OR H04L12/2834 OR
H04L63/029 OR H04L63/0428 OR
H04L63/166 OR H04L12/2823 OR
H04L12/2825 OR H04L2012/285 OR
H04L41/0213 OR H04L41/0253 OR
H04L41/08 OR H04L41/28 OR H041L43/0817
OR H04L43/10 OR HO4L67/26 OR
HO04L67/36 OR H04L12/281 OR H04L12/283
OR HO04L41/06 OR H04L41/0803 OR
H04L41/0813 OR H04L43/04 OR
H04L43/045 OR H04L51/04 OR H04L51/32
OR H04L67/02 OR HO4L12/10 OR
HO04L12/12 OR H04L41/0273 OR
GO6F3/04842 OR GO6F3/04817 OR
GO6F16/954 OR GO6F3/04847 OR
GO6F3/0482 OR GO6F3/0488 OR GO6F1/263
OR GO6F1/30 OR G06F1/3209 OR
GO6F1/3275 OR GO6F1/3287 OR
GO6F3/0481 OR GO6F3/04883 OR GO6F9/54
OR G06F21/6218 OR G05B15/02 OR
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HO4W12/06 OR H04W4/21 OR H04W4/33
OR H04W88/16 OR H04W84/042 OR
HO4W84/12 OR H04W88/02 OR
AB1G2203/16 OR A61G2203/20 OR
A61G2203/42 OR A61G2203/44 OR
A61G7/008 OR A81G7/018 OR A61G7/05
OR A61G7/0524 OR A61G7/05769 OR
A61G7/05776 OR A61H2201/0142 OR
A61H2201/5007 OR A681H2201/501 OR
A61H2201/5046 OR AB1H2201/5048 OR
AB1H23/006 OR A61H23/02 OR
AB1H9/0078 OR G06Q50/06 OR GO6Q50/08
OR G06Q50/12 OR G06Q50/16 OR
G06Q50/26 OR GO6Q10/02 OR GO6Q20/00
OR G06Q20/045 OR G06Q50/01 OR
HO4M11/04 OR H04M1/72522 OR
HO04M1/72533 OR H04N7/181 OR
GO6K7/10366 OR GO7B15/04 OR
G07C9/00563 OR G07C9/0069 OR
G07C9/00904 OR G07C9/10 OR G07C9/00
OR G07C9/00571).CPC. )

L11

61

7 AND ( (G08B25/008 OR G08B25/14 OR
G08B13/19682 OR G08B25/10 OR
G08B29/18 OR G08B25/003 OR
G08B19/005 OR G08B13/00 OR
G08B13/1968 OR G08B25/009 OR
G08B29/02 OR G08B29/181 OR G08B13/08
OR G08B13/19684 OR G08B27/005 OR
G08B5/00 OR G08B13/19697 OR
G08B25/004 OR G08B25/016 OR
G08B29/00 OR G08B25/007 OR G08B25/08
OR G08B13/04 OR G08B17/10 OR
G08B21/182 OR G08B13/1618 OR
G08B13/19656 OR G08B13/19695 OR
G08B19/00 OR G08B21/02 OR
G08B21/0415 OR G08B21/0469 OR
G08B21/22 OR G08B25/001 OR
G08B25/014 OR G08B25/12 OR
G08B27/001 OR G08B29/188 OR
H04L12/2809 OR H04L12/2818 OR
H04L2012/2841 OR H04L2012/2843 OR
H04L67/025 OR H04L12/2803 OR
HO04L41/22 OR H04L41/12 OR H04L41/0806
OR H04L41/0883 OR H04L63/0853 OR
HO04L67/125 OR H04L12/2834 OR
H04L63/029 OR H04L63/0428 OR
H04L63/166 OR H04L12/2823 OR
H04L12/2825 OR H04L2012/285 OR
H04L41/0213 OR H04L41/0253 OR
H04L41/08 OR H04L41/28 OR H041L43/0817
OR H04L43/10 OR HO4L67/26 OR
HO04L67/36 OR H04L12/281 OR H04L12/283
OR HO04L41/06 OR H04L41/0803 OR
H04L41/0813 OR H04L43/04 OR
H04L43/045 OR H04L51/04 OR H04L51/32
OR H04L67/02 OR HO4L12/10 OR
HO04L12/12 OR H04L41/0273 OR
GO6F3/04842 OR GO6F3/04817 OR
GO6F16/954 OR GO6F3/04847 OR
GO6F3/0482 OR GO6F3/0488 OR GO6F1/263
OR GO6F1/30 OR G06F1/3209 OR
GO6F1/3275 OR GO6F1/3287 OR
GO6F3/0481 OR GO6F3/04883 OR GO6F9/54

OR G06F21/6218 OR G05B15/02 OR

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
IBM_TDB

OR

OFF 2020/01/22
21:42
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H04W12/06 OR H04W4/21 OR H04W4/33
OR HO04W88/16 OR H04W84/042 OR
H04W84/12 OR H04W88/02 OR
A61G2203/16 OR A61G2203/20 OR
A61G2203/42 OR A61G2203/44 OR
A61G7/008 OR A61G7/018 OR A61G7/05
OR A61G7/0524 OR A61G7/05769 OR
A61G7/05776 OR A61H2201/0142 OR
A61H2201/5007 OR A61H2201/501 OR
A61H2201/5046 OR A61H2201/5048 OR
A61H23/006 OR A61H23/02 OR
A61H9/0078 OR G06Q50/06 OR G06Q50/08
OR G06Q50/12 OR G06Q50/16 OR
G06Q50/26 OR G06Q10/02 OR G06Q20/00
OR G06Q20/045 OR G06Q50/01 OR
H04M11/04 OR H04M1/72522 OR
H04M1/72533 OR H04N7/181 OR
G06K7/10366 OR G07B15/04 OR
G07C9/00563 OR G07C9/0069 OR
G07C9/00904 OR G07C9/10 OR G07C9/00
OR G07C9/00571 OR E03F2201/40 OR
EO3F7/00 OR E03F9/00 OR F24F11/0001
OR F24F11/30 OR F24F2110/10 OR
F24F2110/20 OR F24F2110/22 OR
F24F7/013 OR F24F13/18 OR F24F13/28 OR
F24F2003/1614 OR GO1F23/164 OR
GO01F23/18 OR GO1F23/185).CPC. )

L12 ij61 7 AND ( (G08B25/008 OR G08B25/14 OR US-PGPUB; {OR OFF 2020/01/22
G08B13/19682 OR G08B25/10 OR USPAT; 21:42
G08B29/18 OR G08B25/003 OR USOCR;

G08B19/005 OR G08B13/00 OR FPRS;
G08B13/1968 OR G08B25/009 OR EPO; JPC;
G08B29/02 OR G08B29/181 OR G08B13/08 {iDERWENT,;
OR G08B13/19684 OR G08B27/005 OR IBM_TDB

G08B5/00 OR G08B13/19697 OR
G08B25/004 OR G08B25/016 OR
G08B29/00 OR G08B25/007 OR G08B25/08
OR G08B13/04 OR G08B17/10 OR
G08B21/182 OR G08B13/1618 OR
G08B13/19656 OR G08B13/19695 OR
G08B19/00 OR G08B21/02 OR
G08B21/0415 OR G08B21/0469 OR
G08B21/22 OR G08B25/001 OR
G08B25/014 OR G08B25/12 OR
G08B27/001 OR G08B29/188 OR
H04L12/2809 OR H04L12/2818 OR
H04L2012/2841 OR H04L2012/2843 OR
H04L67/025 OR H04L12/2803 OR
HO04L41/22 OR H04L41/12 OR H04L41/0806
OR H04L41/0883 OR H04L63/0853 OR
HO04L67/125 OR H04L12/2834 OR
H04L63/029 OR H04L63/0428 OR
H04L63/166 OR H04L12/2823 OR
H04L12/2825 OR H04L2012/285 OR
H04L41/0213 OR H04L41/0253 OR
H04L41/08 OR H04L41/28 OR H041L43/0817
OR H04L43/10 OR HO4L67/26 OR
HO04L67/36 OR H04L12/281 OR H04L12/283
OR HO04L41/06 OR H04L41/0803 OR
H04L41/0813 OR H04L43/04 OR
H04L43/045 OR H04L51/04 OR H04L51/32
OR H04L67/02 OR HO4L12/10 OR
HO04L12/12 OR H04L41/0273 OR
GO6F3/04842 OR GO6F3/04817 OR
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GO6F16/954 OR GO6F3/04847 OR
GO6F3/0482 OR GO6F3/0488 OR GO6F1/263
OR GO6F1/30 OR G06F1/3209 OR
GO6F1/3275 OR GO6F1/3287 OR
GO6F3/0481 OR GO6F3/04883 OR GO6F9/54
OR G06F21/6218 OR G05B15/02 OR
H04W12/06 OR H04W4/21 OR H04W4/33
OR H04W88/16 OR H04W84/042 OR
H04W84/12 OR H04W88/02 OR
A61G2203/16 OR A61G2203/20 OR
AB61G2203/42 OR A61G2203/44 OR
A61G7/008 OR A61G7/018 OR A61G7/05
OR A61G7/0524 OR A61G7/05769 OR
A61G7/05776 OR A61H2201/0142 OR
A61H2201/5007 OR A61H2201/501 OR
A61H2201/5046 OR A61H2201/5048 OR
A61H23/006 OR A61H23/02 OR
A61H9/0078 OR G06Q50/06 OR G06Q50/08
OR G06Q50/12 OR G06Q50/16 OR
G06Q50/26 OR G06Q10/02 OR G06Q20/00
OR G06Q20/045 OR G06Q50/01 OR
H04M11/04 OR H04M1/72522 OR
H04M1/72533 OR H04N7/181 OR
G06K7/10366 OR G07B15/04 OR
G07C9/00563 OR G07C9/0069 OR
G07C9/00904 OR G07C9/10 OR G07C9/00
OR G07C9/00571 OR E03F2201/40 OR
EO3F7/00 OR E03F9/00 OR F24F11/0001
OR F24F11/30 OR F24F2110/10 OR
F24F2110/20 OR F24F2110/22 OR
F24F7/013 OR F24F13/18 OR F24F13/28 OR
F24F2003/1614 OR GO1F23/164 OR
GO01F23/18 OR GO1F23/185 OR
B01D46/0002 OR B01D46/0005 OR
B01D46/10 OR Y02A50/21).CPC. )

1/22/2020 9:46:54 PM
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EAST Search History

EAST Search History

EAST Search History (Prior Art)

RefiHits {i{Search Query DBs Default {iPlurals {iTime

# Operator Stamp

L1 {5 human near55 detect$3 nearb55 US-PGPUB; OR ON 2020/02/01
indicat$3 near55 (user or person or USPAT; USOCR,; 17:04
patient) near55 (inside or interior) FPRS; EPO;
near55 (premise or building) near55 JPO;
proximity near55 (barrier or gate or DERWENT;
portal) IBM_TDB

L2 5 human same detect$3 same indicat$3 {jUS-PGPUB; OR ON 2020/02/01
same (user or person or patient) same {jUSPAT; USOCR,; 17:06
(inside or interior) same (premise or FPRS; EPO;
building) same proximity same (barrier {JPO;
or gate or portal) DERWENT;

IBM_TDB

L3 {5 2 AND ( (G08B13/08 OR G08B13/1618 {US-PGPUB; OR ON 2020/02/01
OR G08B21/0415 OR G08B21/0469 OR {{USPAT; USOCR; 17:07
G08B25/008 OR G08B21/22 OR FPRS; EPO;
G08B25/001 OR G08B25/14 OR JPO;
G08B29/188).CPC. ) DERWENT;

IBM_TDB

2/1/2020 5:07:58 PM
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EAST Search History

EAST Search History

EAST Search History (Prior Art)

RefiHits {i{Search Query DBs Default {iPlurals {iTime
# Operator Stamp
L1 #0 starting near55 countdown near55 timer {US-PGPUB; {{OR OFF 2020/01/22
same (human near5 being or intruder or  {{USPAT; 20:52
person or burglar or infant or toddler or USOCR;
child or kid or baby) near55 (inside or FPRS; EPO;
interior) near55 (premise or building or JPO;
apartment or home or office) near55 DERWENT;
(proximity) nearb5 (barrier or gate or IBM_TDB
portal)
L2 {0 start$3 same countdown same timer same{iUS-PGPUB; H{OR OFF 2020/01/22
(human near5 being or intruder or person §USPAT; 20:54
or burglar or infant or toddler or child or {USOCR;
kid or baby) same (inside or interior) FPRS; EPO;
same (premise or building or apartment or{{JPO;
home or office) same (proximity) same DERWENT;
(barrier or gate or portal) IBM_TDB
L3 {0 countdown same timer same (human US-PGPUB; {OR OFF 2020/01/22
near5 being or intruder or person or USPAT; 20:55
burglar or infant or toddler or child or kid {USOCR;
or baby) same (inside or interior) same FPRS; EPO;
(premise or building or apartment or JPO;
home or office) same (proximity) same DERWENT;
(barrier or gate or portal) IBM_TDB
L4 #0 countdown same tim$3 same (human US-PGPUB; {{OR OFF 2020/01/22
near5 being or intruder or person or USPAT; 20:56
burglar or infant or toddler or child or kid {USOCR;
or baby) same (inside or interior) same FPRS; EPO;
(premise or building or apartment or JPO;
home or office) same (proximity) same DERWENT;
(barrier or gate or portal) IBM_TDB
L5 {1 countdown same tim$3 same (human US-PGPUB; {OR OFF 2020/01/22
near5 being or intruder or person or USPAT; 20:57
burglar or infant or toddler or child or kid {USOCR;
or baby) same (inside or interior) same FPRS; EPO;
(premise or building or apartment or JPO;
home or office) same (barrier or gate or {§DERWENT;
portal) IBM_TDB
L6 ii2 countdown same tim$3 and (human near5{{US-PGPUB; {OR OFF 2020/01/22
being or intruder or person or burglar or {USPAT; 21:20
infant or toddler or child or kid or baby) USOCR;
same (inside or interior) same (premise or §{FPRS; EPO;
building or apartment or home or office) {JPO;
same (barrier or gate or portal) DERWENT;
IBM_TDB
L7 i61 countdown same tim$3 and (human near5§{US-PGPUB; §{OR OFF 2020/01/22
being or intruder or person or burglar or {jUSPAT; 21:21
infant or toddler or child or kid or baby) USOCR,;
and (inside or interior) same (premise or {{FPRS; EPQC;
building or apartment or home or office) {JPO;
same (barrier or gate or portal) DERWENT;
IBM_TDB
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EAST Search History
EAST Search History (Prior Art)

RefiHits {i{Search Query DBs Default {iPlurals {iTime

# Operator Stamp

L1 {2066 {barrier near55 indicat$3 {jUS-PGPUB; USPAT; USOCR; {{OR ON 2020/01/22
near55 open$3 FPRS; EPO; JPO; DERWENT; 17:56

IBM_TDB

L2 {5 [1 and transmit$3 near55 {{US-PGPUB; USPAT; USOCR; {OR ON 2020/01/22
time$1 near55 alarm FPRS; EPO; JPO; DERWENT; 17:58
near55 signal IBM_TDB

1/22/2020 6:53:17 PM
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sceipt date: 01/24/2020 16/200,172 ~ apli: 268

Application Number 16200172

Filing Date 2018-11-26

INFORMATION DISCLOSURE
STATEMENT BY APPLICANT

First Named Inventor | George Seelman

.. Art Unit 2684
( Not for submission under 37 CFR 1.99)

Examiner Name Previl, Daniel

Aftorney Docket Number 81230.921US3

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s):

That each item of information contained in the information disclosure statement was first cited in any communication
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[ ] any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

X See attached certification statement.
The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

A certification statement is not submitted herewith.

SIGNATURE
A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature /Gary R. Jarosik/ Date (YYYY-MM-DD) 2020-01-24
Name/Print Gary R. Jarosik Registration Number 35,906

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file {and by the USPTO to process) an application. Confidentiality is governed by 35 U.5.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Receipt date: 01/24/2020 16/200,172 - GAU: 2684

Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.5.C. 552) and the Privacy Act (5 U.5.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.5.C. 181) and for review pursuant to the Atomic Energy Act (42 U.5.C. 218(¢)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.
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INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

Application Number 16200172
Filing Date 2018-11-26
First Named Inventor | George Seelman

Art Unit 2684
Examiner Name Previl, Daniel
Aftorney Docket Number 81230.921US3

/o.p/ |1

SA/US, International Search Report and Written Opinion issued on PCT application number US19/56176, dated
November 8, 2119, 9 pages

If you wish to add additional non-patent literature document citation information please click the Add button| Add

EXAMINER SIGNATURE
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/DBNIEL PREVIL/

Date Considered

01/22/2020

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO

Standard ST.3). 2 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPQ Standard ST.16 if possible. * Applicant is to place a check mark here if
English language translation is attached.
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Application Number 16200172

Filing Date 2018-11-26

INFORMATION DISCLOSURE
STATEMENT BY APPLICANT

First Named Inventor | George Seelman

.. Art Unit 2684
( Not for submission under 37 CFR 1.99)

Examiner Name Previl, Daniel

Aftorney Docket Number 81230.921US3

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s):

That each item of information contained in the information disclosure statement was first cited in any communication
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[ ] any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

X See attached certification statement.
The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

A certification statement is not submitted herewith.

SIGNATURE
A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature /Gary R. Jarosik/ Date (YYYY-MM-DD) 2019-11-15
Name/Print Gary R. Jarosik Registration Number 35,906

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file {and by the USPTO to process) an application. Confidentiality is governed by 35 U.5.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.5.C. 552) and the Privacy Act (5 U.5.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.5.C. 181) and for review pursuant to the Atomic Energy Act (42 U.5.C. 218(¢)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT QF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.LSPLO.gov

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR I ATTORNEY DOCKET NO, L CONFIRMATION NO, |
16/200,172 11/26:2018 George Scclman 81230.921US3 4128
34018 7590 047012020 5 X
5 ; EXAMINER
Greenberg Traurig, LLP I I
77 W. Wacker Drive PREVIL, DANIEL
Suite 3100
CHICAGO, IL 60601-1732 | ART UNIT | raperzumBER ]
2684

| NOTIFICATION DATE I DELIVERY MODE |

04/01/2020 ELECTRONIC

Please find below and/or attached an Office communication concerning this application or proceeding.
The time period for reply, if any, is set in the attached communication.

Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the
following e-mail address(es):

chiipmail@gtlaw.com

jarosikg@gtlaw.com

clairt@gtlaw.com

PTOL-90A (Rev. 04/07)
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UNITED STATES PATENT AND TRADEMARK OFFICE

Commissioner for Patents

United States Patent and Trademark Office
P.O. Box 1450

Alexandria, VA 22313-1450
www.uspto.gov

Application No. : 16200172
Applicant : Seelman
Filing Date : 11/26/2018
Date Mailed : 04/01/2020

NOTICE TO FILE CORRECTED APPLICATION PAPERS

Notice of Allowance Mailed

This application has been accorded an Allowance Date and is being prepared for issuance. The
application, however, is incomplete for the reasons below.

Applicant is given two (2) months from the mail date of this Notice within which to respond. This
time period for reply is extendable under 37 CFR 1.136(a) for only TWO additional MONTHS.

The informalities requiring correction are indicated in the attachment(s). If the informality pertains to the
abstract, specification (including claims) or drawings, the informality must be corrected with an
amendment in compliance with 37 CFR 1.121 (or, if the application is a reissue application, 37 CFR
1.173). Such an amendment may be filed after payment of the issue fee if limited to correction of
informalities noted herein. See Waiver of 37 CFR 1.312 for Documents Required by the Office of Patent
Publication, 1280 Off. Gaz. Patent Office 918 (March 23, 2004). In addition, if the informality is not
corrected until after payment of the issue fee, for purposes of 35 U.S.C. 154(b)(1)(iv), “all outstanding
requirements” will be considered to have been satisfied when the informality has been corrected. A
failure to respond within the above-identified time period will result in the application being
ABANDONED.

See attachment(s).

A copy of this notice MUST be returned with the reply. Please address response to
“Mail Stop Issue Fee, Commissioner for Patents,
P.O. Box 1450, Alexandria, VA 22313-1450".

/Kam Sin/

Publication Branch

Office of Data Management
(571) 272-4200
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Application No._16200172 Drawings filed: 11/26/2018
IDENTIFICATION OF DRAWING DEFICIENCIES

There is a hole or the image thereof within the illustration. FIG(s)

The illustration is penetrated or traversed by a solid or broken line that is not intended to be part of the
drawing, such as a dark line caused by a flaw in the copying process. FIG(s)

An ink stamp or the image thereof obscures part of the illustration. FIG(s)

The drawing is marred by black smudges, obliterations, or fax/copier marks (for example, speckles or dots
in a substantial portion of the drawing). FIG(s)

Figure numbers are duplicated or missing. FIG(s)
Drawing sheet or figure is missing. FIG(s)

Numbers, letters, or reference characters in the drawing have been crossed out or are illegibly handwritten.
FIG(s)

The character of the lines, numbers, and letters is poor. FIG(s)

The drawing's background shows that the original drawing was made on graph paper or other paper with a
pattern or decoration. FIG(s)

The FIG. number label is placed in a location that causes the drawing to be read upside down. FIG(s)

J [ OO U0 b o

Data, a reference number, or part of the drawing is truncated or missing, or a lead line has no reference
number. FIG(s) 6

The drawing and/or the FIG. label contain(s) foreign language. FIG(s)

This utility application contains a photograph of a view that is capable of being illustrated as a line drawing.
FIG(s)

A petition under 37 CFR 1.84(a)(2) to accept color drawings has been granted, but the brief description of
the drawings in the specification does not contain (or has not been amended to contain) the paragraph

required by 37 CFR 1.84(a)(2)(iii).

This reissue application contains added and/or amended drawings that are not labeled as “New” or
“Amended” or “Canceled” as required by 37 CFR 1.173(b)(3). FIG(s)

This Design reissue application contains a drawing that is labeled as “Canceled” but is not surrounded by
brackets, or a drawing that is surrounded by brackets but is not labeled as “Canceled.” See 37 CFR
1.173(b)(3). FIG(s)

OTHER:

COMMENTS:

U O o O O
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Applicant: Ecolink Intelligent Technology, Inc. )

Serial No.: 16/200,172 ; Examiner: Previl, Daniel

Filed: November 26, 2018 ; Group Art Unit: 2684

Title: SMART BARRIER ALARM DEVICE g Atty. Docket No.: 81230.921US3

RESPONSE TO NOTICE TO FILE CORRECTED APPLICATION PAPERS

Mail Stop Missing Parts
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

Dear Sir:
In response to the Notice to File Corrected Application Papers mailed on April 1, 2020,
attached is one complete copy of Replacement Sheets (16 pgs.).
Commissioner is hereby authorized to charge any fee deficiency or credit overpayment to
deposit account number 50-2428 in the name of Greenberg Traurig.
Respectfully submitted,
Date: April 1, 2020 By: /Gary R. Jarosik/
Gary R. Jarosik, Reg. No. 35,906
Greenberg Traurig, LLP
77 W. Wacker Drive/Suite 3100

Chicago, lllinois 60601
(312) 456-8400

ACTIVE 49783479v1
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1508
N Initiate timer
v
1510
N Activate indicator
v
1512
N Receive cancellation code
4
1514 U . . . . . .
Timer expires - transmit alarm signal by barrier alarm device
\ 4
1516
N Initiate security response(s)
v
1518
N Store first identification code in memory
v
1520 N Refrain from initiating security response(s) when cancellation
code received
v
1522~ Discard cancellation code - refrain from initiating security

response(s)

FIG. 15
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v

Person approaches door from outside

v

Detect person - transmit notification

v

Notification of person sent

v

Notification received by central security panel

v

Begin tracking time of receipt

v

Door is opened by person outside

v

Transmit alarm signal by door sensor

v

Alarm signal received by central security panel

v

Determine that alarm signal received w/in predetermined time

v

General security response

v

Transmit security response

v

Determine that alarm signal not received w/in predetermine time

FIG. 16
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