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| EEE Standar ds documents are devel oped within the IEEE Societies and the Standards Coordinating Com-
mittees of the IEEE Standards Association (IEEE-SA) Standards Board. Members of the committees serve
voluntarily and without compensation. They are not necessarily members of the Institute. The standards
developed within IEEE represent a consensus of the broad expertise on the subject within the Institute as
well asthose activities outside of |EEE that have expressed an interest in participating in the development of
the standard.

Use of an |EEE Standard is wholly voluntary. The existence of an |IEEE Standard does not imply that there
are no other ways to produce, test, measure, purchase, market, or provide other goods and services related to
the scope of the |EEE Standard. Furthermore, the viewpoint expressed at the time a standard is approved and
issued is subject to change brought about through developments in the state of the art and comments
received from users of the standard. Every |EEE Standard is subjected to review at least every five years for
revision or reaffirmation. When a document is more than five years old and has not been reaffirmed, it is rea-
sonable to conclude that its contents, although still of some value, do not wholly reflect the present state of
the art. Users are cautioned to check to determine that they have the latest edition of any |EEE Standard.

Comments for revision of IEEE Standards are welcome from any interested party, regardless of membership
affiliation with IEEE. Suggestions for changes in documents should be in the form of a proposed change of
text, together with appropriate supporting comments.

Interpretations. Occasionally questions may arise regarding the meaning of portions of standards as they
relate to specific applications. When the need for interpretations is brought to the attention of 1EEE, the
Ingtitute will initiate action to prepare appropriate responses. Since |EEE Standards represent a consensus of
all concerned interests, it isimportant to ensure that any interpretation has also received the concurrence of a
balance of interests. For this reason, IEEE and the members of its societies and Standards Coordinating
Committees are not able to provide an instant response to interpretation requests except in those cases where
the matter has previously received formal consideration.

Comments on standards and reguests for interpretations should be addressed to:

Secretary, IEEE-SA Standards Board
445 Hoes Lane

PO. Box 1331

Piscataway, NJ 08855-1331

USA

Note: Attention is called to the possibility that implementation of this standard may
require use of subject matter covered by patent rights. By publication of this standard,
no position is taken with respect to the existence or validity of any patent rights in
connection therewith. The IEEE shall not be responsible for identifying patents for
which alicense may be required by an |EEE standard or for conducting inquiries into
the legal validity or scope of those patents that are brought to its attention.

Authorization to photocopy portions of any individual standard for internal or personal useis granted by the
Ingtitute of Electrical and Electronics Engineers, Inc., provided that the appropriate fee is paid to Copyright
Clearance Center. To arrange for payment of licensing fee, please contact Copyright Clearance Center, Cus-
tomer Service, 222 Rosewood Drive, Danvers, MA 01923 USA; (978) 750-8400. Permission to photocopy
portions of any individual standard for educational classroom use can aso be obtained through the Copy-
right Clearance Center.
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Introduction to IEEE Std 802.1Q-1998
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(This introduction is not part of IEEE Std 802.1Q-1998, IEEE Standards for Local and Metropolitan Area Networks:
Virtual Bridged Local Area Networks.)

This standard is part of a family of standards for local and metropolitan area networks. The relationship
between the standard and other members of the family is shown below. (The numbers in the figure refer to
|EEE standard numbers.)
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* Formerly IEEE Std 802.1A.

Thisfamily of standards deals with the Physical and Data Link layers as defined by the I nternational Organi-
zation for Standardization (1SO) Open Systems Interconnection (OSI) Basic Reference Model (I1SO/IEC
7498-1: 1994). The access standards define seven types of medium access technologies and associated
physical media, each appropriate for particular applications or system objectives. Other types are under
investigation.

The standards defining the technol ogies noted above are as follows:

« |EEE Std 802 Overview and Architecture. This standard provides an overview to the fam-
ily of IEEE 802 Standards.

« ANSI/IEEE Std 802.1B LAN/MAN Management. Defines an OSI management-compatible architec-
and 802.1k ture, and services and protocol elementsfor usein a LAN/MAN environ-
[ISO/IEC 15802-2] ment for performing remote management.

« ANSI/IEEE Std 802.1D  Media Access Control (MAC) Bridges. Specifies an architecture and protocol
[ISO/IEC 15802-3] for the interconnection of IEEE 802 LANs below the MAC service boundary.

« ANSI/IEEE Std 802.1E  SystemLoad Protocol. Specifiesaset of servicesand protocol for those aspects
[ISO/IEC 15802-4] of management concerned with the loading of systemson |IEEE 802 LANS.

¢ ANSI/IEEE Std 802.1F = Common Definitions and Procedures for | EEE 802 Management Information

 ANSI/IEEE Std 802.1G  Remote Media Access Control (MAC) bridging. Specifies extensonsfor the
[ISO/IEC 15802-5] interconnection, using non-LAN communication technologies, of geographically
separated | EEE 802 LANs below the leve of thelogical link control protocol.

* ANSI/IEEE Std 802.2 Logical link control
[ISO/IEC 8802-2]

* ANSI/IEEE Std 802.3 CSMA/CD access method and physical layer specifications
[ISO/IEC 8802-3]

Copyright © 1999 IEEE. All rights reserved. iii
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« ANSI/IEEE Std 802.4 Token passing bus access method and physical layer specifications
[ISO/IEC 8802-4]
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« ANSI/IEEE Std 802.5 Token ring access method and physical layer specifications
[ISO/IEC 8802-5]

« ANSI/IEEE Std 802.6 Distributed Queue Dual Bus (DQDB) access method and physical layer
[ISO/IEC 8802-6] specifications

« ANSI/IEEE Std 802.9 Integrated Services (1S) LAN Interface at the Medium Access Control
[ISO/IEC 8802-9] (MAC) and Physical (PHY) Layers

e ANSI/IEEE Std 802.10  Interoperable LAN/MAN Security
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e ANSI/IEEE Std 802.11  Wireless LAN Medium Access Control (MAC) and physical layer specifi-
[ISO/IEC DIS8802-11] cations

« ANSI/IEEE Std 802.12 Demand-priority access method, physical layer and repeater specifica-
[ISO/IEC 8802-12] tions

In addition to the family of standards, the following is a recommended practice for a common Physical
Layer technology:

« |EEE Std 802.7 |EEE Recommended Practice for Broadband Local Area Networks
The following additional working group has authorized standards projects under development:

* |EEE 802.14 Sandard Protocol for Cable-TV Based Broadband Communication Network

Conformance test methodology

An additional standards series, identified by the number 1802, has been established to identify the conform-
ance test methodology documents for the 802 family of standards. Thus, the conformance test documentsfor
802.3 are numbered 1802.3.

IEEE Std 802.1Q-1998

The MAC Bridge standardization activities that resulted in the development of ISO/IEC 10038: 1993 intro-
duced the concept of Filtering Services in Bridged LANSs, and mechanisms whereby filtering information in
such LANs may be acquired and held in a Filtering Database.

ISO/IEC 15802-3, arevision of ISO/IEC 10038, extends this concept of Filtering Services in order to define
additional capabilitiesin Bridged LANs aimed at

a) The provision of expedited traffic capabilities, to support the transmission of time-critical informa-
tioninaLAN environment;

b) Theuseof signalled user priority information as the basis for identifying expedited classes of traffic;

¢) The provision of filtering services that support the dynamic definition and establishment of Groups
inaLAN environment, and the filtering of frames by Bridges such that frames addressed to a partic-
ular Group are forwarded only on those LAN segments that are required in order to reach members
of that Group;

iv Copyright © 1999 IEEE. All rights reserved.
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d) Theprovision of a Generic Attribute Registration Protocol (GARP) that is used to support the mech-
anism for providing Group filtering capability, and is also made available for use in other attribute
registration applications.

*3331 AQ pazTJoying pue paiydtdRdog

This standard makes use of the concepts and mechanisms of LAN Bridging that were introduced by 1SO/
|EC 15802-3, and defines additional mechanisms that allow the implementation of Virtual Bridged LANS.
The following are described:
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€) Virtual LAN Servicesin Bridged LANS;
f)  The operation of the Forwarding Process that is required in order to support Virtual Bridged LANS;

g) Thestructure of the Filtering Database that is required in order to support Virtual Bridged LANS;

*RTuo asn

h)  The nature of the protocols and procedures that are required in order to provide Virtual LAN
services, including the definition of the frame formats used to represent VLAN identification infor-
mation, and the procedures used in order to insert and remove VLAN identifiers and the headersin
which they are carried;

i)  The ability to support end-to-end signalling of user priority information regardless of the intrinsic
ability of the underlying MAC protocols to signal user priority information;

) The GARPVLAN Registration Protocol (GVRP) that alows distribution and registration of VLAN
membership information (the protocol described makes use of the GARP protocol defined in 1SO/
|EC 15802-3);

k) The management services and operations that are required in order to configure and administer
Virtual Bridged LANS.

This standard contains state-of-the-art material. The area covered by this standard is undergoing evolution.
Revisions are anticipated within the next few yearsto clarify existing material, to correct possible errors, and
to incorporate new related material. Information on the current revision state of this and other IEEE 802
standards may be obtained from

Secretary, |EEE-SA Standards Board
445 Hoes Lane

PO. Box 1331

Piscataway, NJ 08855-1331

USA

|EEE 802 committee working documents are available from

|EEE Document Distribution Service
AlphaGraphics #35 Attn: P. Thrush
10201 N. 35th Avenue

Phoenix, AZ 85051

USA

Copyright © 1999 IEEE. All rights reserved. \"
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Participants
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1. Overview

IEEE 802 local Area Netwrks (LANS of all types can be connected together withdi Access Control
(MAC) Bridges,as specitd in ISO/IEC 158023, This stadard defnes the oeration of Virtual LAN
(VLAN; see3.16) Bridges thatpermit the deinition, operation andadmiristrationof VLAN topologies
within a BridgedLAN (see 3.2Dinfrastructue.

1.1 Scope

For the purpose of compatile interconnectiorof information techntmgy equipment sng the IEEE &2
MAC Service suppted ly intercacnnectedEEE 8@ standard LAIs usingdifferent oridentical MAC meth
ods, this staslardspecifesa gereral methodfor the gerationof MAC Bridges tlat sypportthe construction
of VLANSs (se€3.16). To thisendit

a) Positions the function &f LANswithin an architecttal description othe MAC Sublayer;

b) Defineserhancements téhe Suppd of the MAC Senice, as described ahdefnedin ISO/IEC
158023, for the purposes of VLABridging;

c) Specifes anEnhanced Interngublayer Service pwided to the Media Access Independent func-
tions thatrovide franerelay (34) in the VLAN Bridge;

d) Specifestheoperationof the functions thaprovide framerelay in theVLAN Bridge;

e) Defines thestructure, encoding, anidterpretation of the VLAN control information carried in
tagged frames (3.12) enVLAN;

f)  Specifes the rules that gern the insertia ard rermoval of VLAN control informaiton in frames;

g) Specifes the ruleshat govern the abilityto carry data in Candcal formatand Non-canonicafor-
mat usingdifferent LAN MAC methods;

NOTE—The meaningsf thetermsCanonical femat andNon-canaical formatarediscussed in Amex F.
h) Establishes the requiremerftsr, and specifes the means of, automationfiguration of VLAN
topology information;
i) Defines tle managenent functionality thatmay beprovidedin a VLAN Bridge in order tofacilitate

administraive control over VLAN operation;
j)  Specifes the rquirementgo be satiséd by equipment claiming conformancettas standard.

1.2 VLAN aims and benefits
VLANSs aim to offer thefollowing beneits:

a) VLANSs aresupported eerall IEEE 802 LANMAC protocols, andwer shared medieANs as vell
as poir-to-point LANS.

Linformation about refences cabefound in Claus 2.
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b) VLANSs facilitate easy adinistration of logical groups b statiors that can coomunicate as if thy
were on thesame LAN. Thg also fcilitate easier administratiosf moves,adds, and¢hanges in
memiers of these grous.

c) Traffic betweerVLANS is restricted Bridges forvard unicast, multicast, and broadcgaffic only
on LAN segments thasene the VLAN to which thetraffic belongs.

d) As far as peshble, VLANs maintain conpatibility with existing bridges and end statis.

e) If all Bridge Ports areonigured to transmit and reeeiuntaggedrames (3.14), bridges will avk
in plug-andplay ISO/IEC158023 mode. Ed statimswill be ableto commuicate througou the
Bridged LAN.
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NOTE—Whether a VLANBridge will operaten ISO/IEC 15802-3 mode depengisonthe confgurationof the \arious
Port parameters (8.4) anide Filteing Database (8.11A VLAN Brid ge in its dedult configuration is tansparento
untagged frames (341 but is not transgrent to tagged@mes (3.12), sthe opeation of such Brides inthepresence of
tagged trdic differs from that of anSO/IEC 1802-3 Bridge. If tle confguration settings of VLAN Bridgs are
changed from the dailt values deifned in ths standard, then transpargneith respect tountagged fimes may also be
affected.

1.3 Relationship with ISO/I EC 15802-3

This standard mads use of spedif aspects bthe MAC Bridge specifcation contained in ISO/IEC 15863;
thoseaspects therefore become yisions ofthis standard. &le 1-1 shas hav the rdevant clause®f ISO/
IEC 15802-3 are incorporatéuto thisstandard.

2 Copyright © 1999 IEEE. All rights reserved.

ARISTA NETWORKS, INC. EXHIBIT 1008
Arista Networks, Inc. v. Corrigent Corporation, IPR2023-00805, Page 14



VIRTUAL BRIDGED LOCAL AREA NETWORKS

Table 1-1—Relations hip between this standard and ISO/IEC 15802-3

IEEE
Std 802.1Q-1998

ISO/IEC 15802-3 clause

Usein this standard

*3331 Ag pazrdoyinyg pue paiydtdRdog

5. Canformance

Provision of this standard, astended lg Clause 5

6. Suppaet of theMAC Service

Provision of this standard, atended lg Clause 7

7. Principlesof operation

*RTddY SUOT3ITJ}S3Y

Repacedby Clause 8

8. The spanimg tree algorithm and protocol

Provision ofthis standard

9. Encding of bridge potocoldataunits

Provision of this standard

10. GARP MulticasRegistration Protocol (GMRP)

Provision ofthis standardas modfied ty Clausell

*RTUD @SN $,235UaTT J0j 20-TT-2202 UO Eues RaJpny 03 pasuadTl [eTJaiew pajystJhdo)

11.Example‘C” codeimplementatiorof GMRP

Provision of this standard, awodfiedby Clausell

12. Gendc Attribute Reistration Préocol (GARP)

Provision ofthis standard

13. Example “C’code implementation of GAR

Provision ofthis standard

14.Bridge management

Repacedby Clause 12

15. Managment protocol

Not applicable

16.Bridge performance

Provision of this standard

Annex A (normatve) PICSproforma

Repaced ly Annex A

Annex B (informative) CalculatingSpanting Tree parame-
ters

Provision of this standard

Annex C (nomative) Saurce-routing transgrent bridge
operation

Provision of this standard

Annex D (normatve) PICS poformafor souce routingrans-
parent bidge operation

Provision of this standard

Annex E (normatie) Allocation of Objectldentifier values

Not applicable

Annex F (informative) Target topolog, migration, and
interoperability

Provision of this standard

Annex G (informatie) Preservng theintegrity of FCS felds
in MAC Bridges

Provision of this standard

Annex H (informative) Design considerations folraffic
Class Expeditig and Dymamic Multicast Filtering

Provision of this standard

Copyright © 1999 IEEE. All rights reserved.
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2. References

The folloving standardsontain pravisions which, thragh referene in this text, constituteprovisions of

this standard. At thtime of publication, the &tns indcatedwere \alid. All stardards are subject to ve

sion,andpartiesto agreementbasedon this stamdardareencouragedo investigatethe possibility of apply-
ing themost recent editionsf the standardmdicated bela. Members of IEC and ISO maintaiegisters of
currently \alid International Standards.
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3. Definitions
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Thefollowing terms arespecifc to this standard:

3.1 Ethernet T ype-encoding

The use of theype interpretation of an IEEE 802.3 Lengypg€ feld valuein a frame as @rotocol identi-
fier associatedith theMAC Serviceuserdata arried in the framé.
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NOTES
1—The termframeis defined in 3.3.

2—Ethernet ¥pe-encoding can hesed with MAC Service usedata carried on non-IEEED2.3 MACs ky means of the
SNAP-based encapsulation techmégspecifed in ISO/IEC 11802-3ETF RFC1042, andETF RFC 1390.

3.2 Logical Link Contr ol (LLC) encoding

The useof LLC addressing information ia frame as arotocolidentifier associated witthe MAC Service
userdata carried in thirame.

3.3 Frame

A unit of data transmissioon an IEEE 802 LAN MAC that caweys a protocol dita wit (PDU) between
MAC Service usersTherearethree typesof frame;untagged, VLAN-tagged, andpriority-tagged.

NOTE—The termlEEE 802LAN is defned in ISO/IEC 5802-3.Untaggel frame is defined in 3.14VLAN-tagged
frameis definedin 3.18,andpriority-tagged frameis defnedin 3.8.

3.4 Frame relay
Thefunctionof the ForwardingProcess thdbrwards frames between the Ports &ralge.

NOTE—The opratian of the Forwarding Process idefined in 87.

3.5 Independent Vir tual Local Area Netw ork (VLAN) Learning (IVL)

Corfiguration andoperationof the Learnig Process anthe Filtering Rtabase such that, fa gven set &
VLANS, if agiven individual MAC Addressis learnedin oneVLAN, thatlearned informatiolis notusedin
forwarding decisios taken for thataddress relatie to ary other VLAN in the gven set.

NOTE—In aBridge that supports only IVL @pation the “givenset ofVLANS” is thesetof all VLANSs.

3.6 Independent Vir tual Local Area Netw ork (VLAN) Learning (IVL) Bridg e

A type of Bridgethat suports ally Indegendent MLAN Learnirg.

"The use ofEthernet Jpevaues & a means of protat identification was deihed in the speditation of Ethernet \2.0 (The Ehernet,
AA-K759B-TK, Digital Equipment, Inté and Xerox CorpsNov. 1982).
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3.7 Legacy region

A set of LAN sgments interconnealesuch that there is ghical connectiity between ay pairof segments
using only ISO/IEC 18302-3-conformant, VLAN-uavare MAC Bridges.
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NOTE—In other vords, if, in a Bridged LAN containig both ISO/IEC15802-3 andEEE 802.1(Bridges, all thdEEE
802.1Q Brigjes werdo be remued, theresultwould be a set of one or more BridgedNs, each with its wn distinct
Spaming Tree. Each bthoseBridged LANSsis alegacy region. ThetermVLAN-unaware isdefined in 319.
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3.8 Priority-ta gged frame

A taggedframewhose tag headearries priorityinformation,but carries no VLAN idetificationinforma-
tion.

NOTE—The ternmtagged frameis defned in 3.12tag headeris defned in 3.13. See aldd_AN-tagged frame(3.18) and
untagged frame(3.14).

3.9 Shared Vir tual Local Area Netw ork (VLAN) Learning (SVL)

Corfiguration andoperationof the Learnig Process anthe Filtering tabase such that, fa gven set &
VLANSs, if an indvidual MAC Addresss learnedn oneVLAN , that learnednformationis usedin forward
ing decisiors taken for that addssrelative to all otherVLANSsin the gien set.

NOTE—In a Bridgethatsupportonly SVL operationthe “given set of LANs” is the set o&ll VLANSs.

3.10 Shared Vir tual Local Area Netw ork (VLAN) Learning (SVL) Bridg e

A type of Bridgethat suports aly Shared LAN Learning.

3.11 Shared Vir tual Local Area Netw ork (VLAN) Learni ng (SVL)/Independent Vir tual
Local Area Netw ork (VLAN) Learning (IVL) Bri dge

An SVL/IVL Bridgeis a tyge of Bridge thasimultaneosly suppats bah Shared VLAN Learningand Inde-
pencent VLAN Learring.

3.12 Tagged frame
A tagged frameis aframe that containa tag header immedgly following theSource MAC AddressiEld
of the frame qrif theframecontained &outinginformation feld, immediately folling the Routingnfor-

mationfield. Therearetwo typesof taggedrames: VLAN-tagged frameand priority-tagged frames.

NOTE—The tem tag heacr is defnedin 3.13, priority-taggal frame is defnedin 3.8, andVLAN-taggal frame is
defined in 3.8. See alsantagged frame(3.14).

3.13 Tag header

A tagheader allws user pority information, adl optionally VLA N identificationinformation,to beassoci-
ated with drame

NOTE—The stuctureof the tagheadeiis defined in 9.3.

8 Copyright © 1999 IEEE. All rights reserved.
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3.14 Untagged frame
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An untagged frame is a frame thatloesnot contain a tag headenmediately follaving the SourcevIAC
Address ifeld of the frame qiif the frame contained Routing Informationikld, immediately follaving the
Routing Informatiorfield.

NOTE—The termtag headetis defined in 3.13. Sealsotagged frame (3.12).
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3.15 Virtual Bridg ed Local Area Netw ork (LAN)

A Bridged LAN in which the isterce d one or more VLANaware Bridges atiws the deinition, creabn,
and mainteance of VLANS.

NOTE—The termVLAN-awae s defined in 3.17

3.16 Virtual Local Area Netw ork (VLAN)

A subset othe active topologyof a Bridged Local Are&letwork. Associatedvith each VLAN is aVLAN
Identifier (VID).

3.17 VLAN-aware

A propertyof Bridgesor endstations thatecognizeand supporVLAN-tagged frames

3.18 VLAN-tagged frame

A taggedframe whose tag header carregh VLAN identification and prioritynformation

3.19 VLAN-una ware

A property ofBridges orend stationshat do not recognize VLAN-tagged frames

3.20 Terms used in ISO/IEC 15802-3
Thefollowing terms used ithis standard are used in ISO/IEC 0383:

Active topology

Bridge Port

BridgedLocal AreaNetwork (also Bridged LAN)

GARP FRarticipant

GARP Application

GIP Contat

Group

IEEE 802 Local Area Netark (alsolEEE 802LAN, or LAN)
Pat

Copyright © 1999 IEEE. All rights reserved. 9
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4. Abbre viations
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Thefollowing akbreviations are used in ithstandard:

BPDU Bridge Protocol Daténit (ISO/IEC 15802 3) ;
CFlI Canonical Brmat Indicator (Anne F) i
E-ISS Enhancednternal SublayeBeavice (7.1) i“
FCS FrameChek Sequencé7.1)

FID Filtering Identifier (8.11.3, 81.7)

GARP Generic Attibute Registration Protocd (ISO/IEC 1582-3)

GID GARP Information Declaraton (ISOIEC 13802-3)

GIP GARP Information Propagaton (ISO/EC 15802-3)

GMRP GARP Multicast Rgistration Protoco{Clause 10, ISO/IEQ58023)

GVRP GARP VLAN RayistrationProtocol(Clause 11)

ISS Internal SublayeBervice (Clase7, ISO/IEC15802-3)

IVL Independent VLAN_earning(3.5)

LAN Local Area Netwrk (IEEE Std802)

LS Least-signifcant

LLC Logical Link Control (ISO/IEC88022)

MAC Medium Acces€ontrol (IEEE Std. 802)

MIB Managemeninformation Base (ISO/IEQ498-4)

MS Most-signifcant

MSDU MAC Service Data Unit (ISO/IEC 15802-1)

NCFI Non-Canonical Brmat Indicator (Anne F)

PDU Protocol Data Unt

PICS Protocol Implemetation Conformance StatementrfAex A)

PVID Pat VID (8.4.4)

RIF Routing Information Field (ISO/IEC 8&2-5)

STPID SNAP-encoded 3@g Piotocol Identifer (9.3)

SVL Shared VLAN Learning(3.9)

TCI Tag Controlinformation (93)

TPID Tag Protaol Identifier (93)

VID VLAN Identifier (7.1, 8.4.4, 93)

VLAN Virtual LAN (3.16)

10 Copyright © 1999 IEEE. All rights reserved.
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5. Conformance

*3331 A pazTJoyinyg pue paiydtdRdog

*RTUD 35N §,33SUADTT JO4 20-TT-2202 UD BueA RaJpny 03 pasuadT TeTdaew payiTdhdog

5.1 Static conf ormance requirements
A MAC Bridgefor which conformancéo this standard is claimed shall

a) Conformto the regirementsof ISO/IEC158023, asmodified ty the provisionsof this standrd;

b) Relayard filter framesas described in 8.1 and spésifin 8.5,8.6, 8.7,8.8, and 8.9;

c) On eacltPort,supportat least one of the permissiblalues fothe AcceptablérameTypes parame-
ter, as deifned in 8.4.3;

d) Supportthe following on eachPort thatsupports untagged and priority-tagged frame
1) A Port VLAN Identifier (PVID) \alue (8.4.4);

2) The abilityto confgure at least one VLANvhose untagged set includes that Port ¢hé
8.11.9);

3) Configurationof the PMD value via management emtions (12L0);

4) Configurationof Static FilteringEntries via management operaiso(127).

e) Support the ability to insetag headers into, modifyag headers in, ancemove tag headers from
relayedframes, as describeahd specifedin 7.1 and Claus®, as requiredbthe \alue(s) ofthe
Acceptablé=rame Vpes parameter that are supported on each Portyahé hbility of each Port to
be configured to trasmit VLAN-tagged frames ad/or untagyed frames. These requiremerdse
summarized iMable 5-1 for frames relayed beten ay pair of Ports;

“RTddY SUOT30TJ}S3Y

Table 5-1—Supp ort requirements for inser tion, remo val, and mod ification of tag headers

Reception Port receives as(and does not discard):

VLAN-ta gged Priority-tagged Untagged
g § Shall spport remeal of tag Shall support remal of tag N/A.
@ = headers. headers.
g
b Shall spport corersionof the | Shall support the insertion of a Shall supporthe insertion of
g kS taggedrame format if theéor- nonnull Virtual LAN Identifier | tag headers of a format@p-
_5 % matrequired br thedestination | (VID) in tag headrs,plus con priate to thedestination MAC,
® | = | MAC differsfrom thereceved | version of thetaggedirame for- | carying a non-nil VID.
= <ZE format. mat if theformatrecuired fa
2| 3 the destination M& differs
g > fromthe recefed format.

f)  Support the ability to mrform atomatic configurationandmanagemenof VLAN topology infor-
mation by means of @neric Attribute ReistrationPraocd (GARP) VLAN RegistrationProtaol
(GVRP)(Clause 11pn dl Ports;

g) Supprt theability for the Fitering Datalase b cortain staticand d/nanic corfiguration informa-
tion for at least one VLANby means of Static andynamic VLAN Reistration Entries (8.11

h)  Support atleastone Filtering Identifier (FID) (6.4, 8.11.3, 8.1.7,and 8.11.8);

i)  Supprt the abilityto allocate at least erVID to each FID tht is syppated (6.4, 8.11.3, 8.11.7, and
8.118).

NOTE—Under some circumstaes, theability for VLAN Bridges to successfully interoperate deggmponthe num-
ber of FIDs spported, and the numbef VIDs that carbe allocated to each FID. &be circinstances are discussied
Annex B, along with the implicationwith respect to interagability.
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5.2 Options

A MAC Bridgefor which conformancéo this standard is claimed may
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a) Supprt operatio in Exterded Filterirg Mode (ISOIEC 158-3, 6.6.5) ard the operatio of GARP
MulticastRegistrationProtocol (GMRP) (ISO/IEC 15802-3, Clause 10) as maeéd ty Clause 10;

b) Support the ability for the Fitering Datalase b cortain staticand d/namnic corfiguration informa-
tion for mae than one \LAN, by means of Static @hDynamic VLAN Registration Entries (811),
upto amaximum of 494 VLANS;
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NOTE—The maximum amber of VLANS that cabe supported is 4094 rather than 4096, as the s 0 ad FFF
are resered, as indicated ifable 9-2. Asconformance tehis standrd is onlywith regard to externally viside prdocd

behaior, this limit on the number ofLANSs that can be supported does not imply anch limitation withregard to the
intemal architectue of a Bridge.

c) On each Port, support both of the permissilalleies forthe Acceptable Fram&ypes parameteas
definedin 8.4.3. If th valuesaresupparted thenthe implemetation shall suppat configuration of
the parameter @lue via management;

d) Supprtthe ability toerade and disake IngresgFiltering (8.4.5);

e) Support the ability to coiguremore than one VLAN whosgntagged set includes that Port (8.8 and
8.119);

f)  Supprt themanagmert functionality definedin Clause 2;

g) Supprt morethan one FID (6.48.113,8.11.7, ad 8.11.8);

h)  Support the ablity to allocate nore than acne VID to eachFID thatis supported(6.4, 8.11.3, 8.117,
ard 811.8);

i) Supportthe ability toconfigure VLAN Learning Costraints via managmert (8.117 and12.10.3);

j))  Supprt the ability to confgure ixed VID to FID allocatims via maagement (811.7.1 and
12.10.3);

k)  Support ary otheroptional capabilities defed in ISQIEC 158®-3, asmodified by the provisions
of this standrd.

5.3 Protocol Implementation Conf ormance Statement (PICS)

The supplier of an implementation that is claihte conform to this standard $heomplete a cop of the
PICS proforma pnaded in Anne A and shall preide the information necessary to identify both the sup-
plier and tle implemenation.

5.4 MAC-specifi ¢ bridging methods

MA C-speciic bridging method may aist. Use of aMAC-speciic bridgng method andthe method speci-
fied in thisstandardn the same LAN shall

a) Not preventcommunication betweestations ina BridgedLAN.

b) Presere the MAC Service.

c) Presere the characteristiad eachbridging method withints ovn domain.

d) Provide for the abiity of both bridgng techmques to corist simultaneaisly on aLAN withou
adwrse interaction.

ISO/IEC 1582-3, Annex C, defnes ore such MAC-speciic bridging mettod, sairce routing, and that
methodis also aprovision of thisstandard. While this stanabhdefnes hav sour@-routedframes can be
transported in a VLAN efdronment,it does not attempio specifyVLAN aspects othe source routing
bridging methodtself.
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6. Architectural o verview

Thearchitectural frameork for VLANs isbasedn athree-layemodel, consistingf the following layers:

*3331 A pazTJoyinyg pue paiydtdRdog

a) Configuration;
b) Distribution of confguraion information;
¢) Relay
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Themodd is illustratedin Figure 6-1, am further descriled in the follaving subclases.

S
we 1090\09 o
CONFIGURATION o0 303‘0\000\5 e e
oW o 8¢
re eV ges ™
DISTRIBUTION OF (@09
CONFIGURATION INFORMATION . o0
(=4l
\(“96(35;5 (\j\
RELAY

Figur e 6-1—VLAN architec tural fra mework

6.1 Configuration
Configuration is concerned with the folling issues:
a) Themeans whergbthe VLAN confgurationis specifed in the irst place. This might bacieved
via local andor remote maagement mechanisms, \éaner mechanismsja distribution protocols,
or via otter mears. Determinatin of the configuration is outsid¢he scee of ths stardard

b) Assighmert of VLAN configuration parameters.

Clausel2 defnes the maagement operatiortbat arestandardizedor usein the coniguration of VLAN
devices.

6.2 Distrib ution of confi guration inf ormation
This isthe praess tht allovs information to be distritted in order for Bridges tbe ableto determindo

which VLAN a given frame should be ddaified. Clause 11 défies a general mechanism for thstribution
of VLAN membership information tall VLAN-aware devices in a Bridged LAN.

6.3 Relay
This isconcerned witlthe mechanicsf

a) Classifyingeach receied frameas béonging to one anaénly oneVLAN. This aspectof relayis
determinedy aset ofMAC Bridgeingress rules

Copyright © 1999 IEEE. All rights reserved. 13
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b) Decisions related to where reead frames should be fomvded. This aspect oélay is determined
by aset ofMAC Bridgeforwarding rules

c) Mapping frames fortransmissionthrough the appropriate outbound Portand in appropriate
(VLAN-tagged oruntagged) formafTheseaspectof relay are determinedyta setof MAC Bridge
egress rules

d) The proceduressedin order to add, modifyandremove tag headers, when relaying frames between
LAN segments, in accordance with tHetails of the VLANframe forma{defined in Clause 9) used
to carry VIDs(otherwise referred to a4 AN tags).
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Clause 8 defes ingressforwarding and gress rules, constituting a generic approach to theigioo of
VLAN functionality with respect to receedVLAN-tagged frames, and a Port-based approathaLAN
classifcation of receied priority-taggednd untagged frames. Clausdedines the format of the tdgpaders
for differentMAC method, and the procedes foradding, modifying, and remadng tagheaders.

Theingress, fonarding,andegress rules alle Bridges to

e) Classify ay receved untaggedframesor priority-tagged frames that aretie submittedto the For-
warding Procesashelonging to a particular VLAN, as deéd ty the PVID forthe recering Port.
The de&ult PVID is specifed in Table 9-2;

NOTE 1—THhs classifcation of untagged and priorittagged fames is partfahe functiorality of the MAC relay entity
(Figure 8-3,Figure 8-4),andis therebre only of signifcance for receed frameghat are potentially to be forarded
throughother Portof the Bridge (see.B).

f)  Classifyany receved VLAN-tagged frameghatareto be submitted to theoRwarding Proess as
belongng tothe VLAN idertified by the VID carred in tre tagheader;

g) Makeuse of the VLAN classitation thus associated with the reeediframe in order to takappro-
priate forwardng#filtering decisiors;
h)  Transmit frames in VLANagged oruntagged format, aslefined fa agiven Pat/VLAN pairing.

NOTE 2—This standard diefesa default Port-based clags#tionfor VLANs implemented usinghe pocedures and
VLAN frame format speciéd herein. Endtationsthat trasmit VLAN-tagged frames, and in the fotuBridges capa-
ble of other classitation metbds, may actually do much of tMeAN classification offrames. Moresophisticated tag-
ging will be the rde for thesedevices,andbridges conformant to this standard wilbrk with them.In this scenario,
most or all LAN sgments ardikely to carry VLAN-tagged frames belongopto various VLANS, hut each suchAN
sggmenthas its avn “local defult” VLAN. This “lo cal de&ult” defines the VLAN to which utagged orpriority-tagged
frames are presumed to belong when rexkonthe Pots of IEEE 802.1Q conformant bges attached to that LAN
sggment.

6.4 Filtering Database ar chitecture
TheFiltering Databasarchitecture défied in thisstandardecognizeshat

a) For some corifjurations,it is necessaryo allov address information learned in one VLAN to be
shared among mumber ofVLANs.This is knavn asShaed VLAN Learning(3.9);

b) For some confjurations, itis desirableto ensurdhat addresgformation learned in one VLAN is
not shared with other VLAN. THs is known asIndepemlent VLAN Learnig (3.5);

c) For some corifurations, it isimmaterial as to whether learned informatiois shared between
VLAN sor not.

NOTE 1—Ann& B discusseshe needfor Shaed and hdependent VLANLearning,and also someof the elated
interoperabilityissues.
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SharedvLAN Learning is achieed by including learned information from a number of VLANs in the same
Filtering Databae; Independent VLAN Llaning is achieed ty including informaion from each VLAN in
distinct Filtering Databases.
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NOTE 2—The actual Filtering Datake specitation species a single Filtering Databaseaththiough the inclusio of
VLAN identification information in each database entan model thexistence obneor more distinct Filterindpata-
bases.
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Within a given VLAN-Bridged LAN, there may be& combiration of corfiguration requirements, so that
individuad VLAN Bridges may be called upon to share learned information, or not share it, according to the
requirementsof particular VLANSs or groups of VLANSs.The Filtering Database structure dlbis defned in

this stardard allows both Shred andindependen VLAN Learning to be implemented withithe same
VLAN Bridge;i.e., allavslearna information tabe shared between those VLANSs for whgharedvLAN
Learning is necessarwhile also allaving learned information not to be shared between those VLANSs for
which Independent VLAN Learning is ressary The precise requirements for each VLAN with respect
sharing oindependence ofearnednformation (if any) are made kown to VLAN Bridges by means of set

of VLAN Learning Costraints (8.11.7.2), viich may be coffigured intothe Bidges ly mears of manag-
ment operationsBy analyzing the set of learningpnstraints for the VLANSs that are currently aetithe
Bridge can determine

d) How mary indepeneént FilteringDatabasesrerequired inorderto meethe constraints;
e) For each VLAN,which Filtering Database it will feed atearned information intéand use learned
information from).

The manner irwhich this mappng of VLAN's onto FilteringDatabases iachieved is defned in 811.7; the
result isthat each VLAN is assiated with eactly one Filteringdatabase.

The mosgenerabpplication ofthe Filtering Database speightion in this standard &Bridge thatan sup-
port M independent Filtering Databases, and can MayLANs onto each Filtering Database. Such a
Bridge is knevn asanSVL/IVL Bridge (3.11).

The conformance requirements in this standard, 5.2) recognize that VLAN Bridgesll be implemented
with differing capabilities in order tmeet a widgange of applicatiomeeds, and thahe full generality of
the SVL/IVL approach imot alvays eithemecessary adesirable, as obsesin the discussion i\nnex B.

In agiven conformant implemerttan, there may be resttions placed upon the number of Filtering Data-
baseghatcanbe supportedand/orthenumber of VLANS that can baappe onto each Filtering Database.
Thefull spectrum of conformant Filtering Database imfgmentations is thereforas fdlows:

f)  The SVL/IVL Bridge, as described a®. Such Bidges preide supprt for M Filtering Databases,
with the abilityto map N VLANSs onto eachne;

g) Supprt fora sinde Filtering Database oly. MAC Addressnformationthatis learnedn one VLAN
can be used inlfering decisiors talen relative to all otherVLANSs sipportedby the Bridge. Bridges
that support a singlEiltering Database are referred toSA4l Bridges;

h)  Support for mutiple Filtering Databasedyut only asingle VLAN can be mapged orto each Filtering
Database MAC Address ifiormaton thatis learnedin oneVLAN cannot be wsedin filtering dect
sions talen relative to ary other VLAN. Bridges that syport this made of operatio are referred to
as IVL Bridges.

6.5 VLAN classification

VLAN technolog introduces the follving threebasictypes of frame:

a) Untagged frames;
b) Priority-tagged framesnd
c) VLAN-tagged frames.
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An untagged frame or apriority-tagged framedoes not carnary identification of the VLAN to which it
belongs. SuctHrames are classifd as belonging taparticular VLAN based a parameterassociated with
thereceving Port, or throughproprietary &tensions to thistandard, bsed on the data contenttbe frame
(e.g.,MAC Address|ayer 3protocollD, etc).
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NOTE—For the purpsesof VLAN identification, prority tagged fameswhich, by definition, cary noVLAN identifi-
cation informationare teated the sames untaggetrames.
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A VLAN-tegged framecarriesan plicit identification of the VLANto which it belongs; i.e., it carriestag
header thatarries a non-null VID. Such a frame is classifas belonging to particular VLAN based on
the \alue of the VIDthat isincluded in the tag headefhepresence of th tagheadkr carryng a non-null
VID meansthat some other d@&e, eitherthe originator oftheframeor aVLAN-aware Bridgehasmapped
this frame into a VLAN and has inserted the appropriate VID. Clause 7 descriwethéonsertion and
removal of VLAN tags isachieved.

6.6 Rules for tagging frames

For a given VLAN, all framestransmitted on a gen LAN s@mentby a VLAN-aware Bridge shall be
tagged the same ay onthat sgment. They shall be eitter

a) All untagged; o
b) All VLAN tagged with the same VID

NOTE—In otherwords, a Bridge catransmit untaggeéramesfor someVLANsand \LAN-tagged frames for other
VLANS on a gien link, but camot transmit both formatfor the same/LAN . The singleformatrule expressecdhere
only applies to thérametransmissiorbehaior of individual VLAN-aware devices; i.e., it des not gpress a require-
mentfor VLAN-aware deices topolice the behdor of other deices inorder to enforce a single format on @sert
for dl atached devices.

6.7 Spanning Tree

This standard dé&fes avVLAN environment that operatewer a single Spanningr&e.All Bridges within a
Bridged LAN infrastructue participate ina single Spanimg Tree, as deéfied ly ISO/IEC 1802-3, wer
which multiple VLANscan cogist. Asa consequence, Bridgesplementedn conformancevith ISO/IEC
15802-3 can béntegratedinto a VLAN infrastructure based dhe sgcification contained ithis standard.

NOTE 1—There arsome limitations orthe intermixingof ISO/IEC 1582-3 BidgesandVLAN Bridgesin thesame
BridgedLAN, as icentifiedin Annex E.

The primary goals dspanninglree are as follos:

a) Elimination of loops in abridged irfrastructure;
b) Improvedscahhlity in alarge nework;
¢) Provision of redindant patls, which carbe actvated ujn failure.

There are two important items toteavithrespect to Spanning detopologies.

First, the Spaming Tree formedin a VLAN ervironment need ot be identical tothe topdogy o the
VLAN(S). All VLANs arealigned dongthe Spanning fee from which thg areformed; agiven VLAN is
definedby asulset of the tgology of the Sannirg Tree umn which it operates.

Second, the topolggof the VLAN is dynamic. The structurd the VLAN may change due to wedevices
requesting or releasing the serviceailable via the/LAN. The dynamic nature of VLANBas theadwan-
tagesof flexibility andbandwidth consenation, atthe ccst d networkmanagment canplexity.
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NOTE 2—There isachoice tobe madeasto hov mary Spaning Trees operata a VLAN ernvironment, and ho the
VLANS in that ewvironment mago those Spanningré&es. In all cases,given VLAN maps to a sirlg Spanning fiee;
the mapjng choiceto be made with mliiple Spanning Teesis whetherthereis one Spanningrée perVLAN, or
whethemary VLANs map to eaclspanning Tee. Althowgh multiple Spannindreesoffer some adantages wer a sin-
gle Spanimg Tree in VLAN ewironments, this staatd avoids theadded compbaty of defining amappng function of
VLANS to SpanningTrees ly defning a VLAN ervironmen that oerates wer a single Sparing Tree. It is the intent of
this standard ndo preclude future x@ensionsrom usingmultiple Spaming Trees.
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In order for cogistenceto be correctly maintained with Bridges implemented in conformance with ISO/IEC
15802-3, the additionor remwal of tag heades by a VLAN-aware Bridgeis performedonly upon frames
subnitted tothe relay fundbn of the Bridge thatare paentally to be forwarded o otherPorts. Framesat
carry control information that isecessa for the establishment of Spanninge@ andother aspectsf the
conrectiity and forvardng behaior of the Bridgd LAN, such as BPDUs (ISO/IEC 163-3, Clauses 8
and9) andGVRP PDUs (11.2)arenot forwardedby a VLAN-awareBridge. Such frames are discardegd b
theForwarding Procesasaresult of permanently coiglured static entries in the Fitteg Database (see 8.2,
8.3, anl 8.14).
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NOTE 3—GARP PDUs destinedor ary GARP Applications ardorwarded orfiltered dependingipon whether the
applicationconcerneds supported ly the Bridgeas speciéd in 814.
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7. Suppor t of the MA C Service in VLANs

The povisions of ISO/IEC 15802-3, Clause Gapply tothis standard, wh the addtions and modfications
definedin this clause.

7.1 Enhanced Internal Sub layer Service provided within VLAN Bridg es

The Enhanced Internal Sublayer Service (E-ISS) iveléfiom the Internal Sublayer Service (ISS, defd

in ISO/IEC 15802-3, 6.4)yobaugmenting that speaiftion with elementaecessary to the operatiohthe
taggingand untagging functions of the MiABridge. Wthin the attache end station, these elements can be
consiceredto be either bely the MAC Service bandary andpertiner only to the operatio of the service
provider; orlocal matters ndfiorming partof the peeito-peer nature ache MAC Service.

Bridges thasuppat thesefunctions are kown asVLAN-aware Bridges(3.17). The E-ISS deifnes the MA
Service prgided tothe relay function i’V LAN-aware Bridges.

The relatimships betweenthe MAC Entty, the ISS, be E-ISS, andhe MAC RelayErtity in a VLAN-aware
Bridge are illustrated ifigure 7-1and Figure8-3.

_ISS service boundary
— T o—
— —~

MAC Relay Entity

—

Functions providing - — — _ E-ISS service boundary\

the E-ISS

Figure 7-1—Relationsh ips between MA C Entity, ISS, E-ISS, and MAC Relay Entity

7.1.1 E-ISS service definition
Theunit-dataprimitives that deéhe thisservice are

EM_UNITDATA.indication (
frame_type,
mac_action,
destinatimn_adlress,
source_address,
mec_sevice _dat_unt,
user_ piiority,
frame_check_sequence,
canonical_format_indicator
vlan_identifier,
rif_information (ogtional)

)

18 Copyright © 1999 IEEE. All rights reserved.
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Each data indication primité correspond® thereceiptof a M_UNITDATA.indication primitve fromthe
Internal Subdayer Serice, asdefinedin ISO/IEC15802-3, 6.4.

*3331 A pazTJoyinyg pue paiydtdRdog
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Theframe_type,mac_acton, desination_address,source_address, mac_sevice_data unit, user_ gi-
ority, andframe_check_sequencparameters are asfched for the MUNITDATA. indication primitive of
the Internal Sublayer service.

The canonical_format_indicator parametelindicates whether embedded K@AAddresss carriedin the
mac_service_data_unit parameter iar€€anonical format or Nonamonical format. Thealue Rlse indi-
catesNon-canonical formaffhe value Tueindicates Canonicdbrmat.

“RTddY SUOT30TJ}S3Y

NOTE—Themeanings of the terms Carical formatandNon-caronical formatare discusseih Annex F.
Thevlan_identifier parameter carriethe VLAN identifier associated with the indication.

Therif_inf ormation parameter is presentdftag headewas presenin the indication, and that tag header
contained a Routintpformation Field (RIF)lts valueis equalto the alue ofthe RIF.

EM_UNITDATA.reques (
frame_type,
mac__ action,

destination_adiress,
source_address,
mac_sevice da@_unit,

user priority,
access_priority
frame_check_sequence,
canonical_format_indicator
vlan_classifcation,
rif_information (optional),
include tag

)

A data request primite is invoked in order to generateM_UNITDATA .request primitie, asdefined inthe
Interral Sudayer Serice, ISOIEC 15802-3, 64.

The frame_type, mac_action, destination_add¥ss, souce_addiess, mac_sewice_data_unit,
user_priority, access_priority and frame_check_sequenceparameters areas defned for the
M_UNITDATA. .requesprimitive of thelnternal Sublayer serwc

The defnition of thecanonical_brmat_indicator parameter is as daéd for the EM_UNITDATA.indica-
tion.

Thevlan_classfication parameter carries the VLAN clagsition assigned to the frameg the ingress rules
(8.6).

Therif_inf ormation parameter, if present, carries thealue of ag RIF information to be associated with
the request.

The include_tag parameter carries a Booleamalue. True indicates to the service pider that the
mac_service_data_urparameter of the data request shall incladag header (9.3ffalse indicates that a
tagheade shallnot be included.
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7.1.2 Support of the E-ISS in VLAN-aware Bridg es

7.1.2.1 Data indic ation pri mitives

*3331 A pazTJoyinyg pue paiydtdRdog
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Onreceiptof a data indiation from thelnternal SublayeService, an EM_UNITBTA.indicationprimitive
is invoked, with parameter values as follas:

Theframe_type, mac_action, destination_address, sarce_adiress,andframe_check_sequenceaiam-
eters carry duesequal to theorresponding parametersthe receied dataindication.

RTddY SUOT30TJ}S3Y

NOTE 1—The mac_action parameter only\er tales the @ue request_with_no_respse for fames relayedybthe
Bridge. Theframe_check_sequenceparameter othe data indication carrighe FCS value cotainedin the receved
frame. Tte original FCSassociated withframeis invaidated if there arehangsto ary fields of theframe, if ields are
added or remeed, or if bit orderingor otheraspects of the frame encoding/e changed. An iwalid FCS is signalleih
the E4SS ly an unspeciéd \alue inthe frame_cbkck _sequence parameter of theta request primitve. This sigrals the
need fo the FCS to be generated accoirtg tothe rormal procedwes for tie transmitting MAC. The options for gen-
eratingthe FCS uderthesecircumstances are discussed3®IIEC 15802-3 Annex G.

Thevalueof themac_sewrice_data_unit parameteris determnedas follows:

a) If the receved mac_service_data_unit parameter contaéniad) header (9.3), then thalwe used is
equal to the @lue ofthe recatedmac_service_data_unit follang remwal of the tag headeOther-
wise;

b) The walue used igqual to thevalue of the receed mac_service_datanit.

Thevalueof theuser_priority parameteris determnedas follows:

c) If thereceved mac_service_data_unit y@anetercontaineda tag headef9.3), then the alue con-
tained intheuser_priority feld ofthe tag headas used. Otherwise;

d) The walue of the receed user_ priority parameteregenerated as dekd in 8.5.1 and ISO/IEC
15802-3, 6.4,is used.

Thevalueof thecanonical_brmat_indicator paramedr is determined as fdows:

e) Ifthe receved mac_service_data_unit parameter conthintag header (9.3), then tredue(s) con-
tained in the Canonicalofmat Indicator (CFl)Yand Non-CanonicaFormat Indicator [NCFI],if
present)ield(s)of the tag header are usteddetermine thiparameter alue, in accordance withe
definition ofthe CFland NCFI field(s) in Clage9. Otlerwise;

f)  If the MAC entity that recered the data indicationagan ISO/IEC 8802-5Token RingMAC, then
theparameter carries thablie Ralse. Otherwise;

g) The parametetarries thevalue Tue.

Thevalueof thevlan_identifier paraneteris deternmed asoll ows:

h) If the initial octets of the rece#d mac_service_data_unit parametentained a tag header (9.3),
then the due contaned intheVID field of the taghealer is usedOtherwise;
i) A vaue equato the null VLAN ID (asdefined in Bble 9-2)is used.

Thevalueof therif_inf ormation parametr is determied as follovs:

j)  If the initial octets of the receed mac_service_data_unit parametentained a tag header (9.3),
and that tag header contained a Ré#tdfin which one or more route descriptors were present, then
thevalue containedn the RIF feld is used. Otherwise;

k) The parametdis not presen
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NOTE 2—This field canbe present only itag headerseceived using theB02.3/Ethernet or transparent FDBPIAC
mettods.The presencef@ne ormore route descriptors indicatesatithereis source-outing information present ithe
recevedframe.
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7.1.2.2 Data reques t primitives

On invocation ofa datarequestprimitive by a user ofthe E-ISS, an M-UNITBTA.request primitie is
invoked, with paraneter values adoll ows:
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Theframe_type, mac_action, desination_address, sarce_adiress, ger_priority, andaccess_piority
parametersarry \elues equal tahe corresporidg parameters in tb receveddata reqest.

If the value of the include_tag parameters False, the value of the mac_serice_daa _unt paraneter is
determinedhs follows:

a) If thedestinaibn MAC method is the sameas the MAC method on which the correspoding data
indication was receied, then the alue used is equal to thalue ofthe mac_service_data_unit
parameter recegdin the data requesDtherwise;

b) The walue used is equal the \alue of themac_service_data_unit parameter reegiin thedata
request, modiéd, if necessaryin accordancavith the procedures described IBO/IEC 11802-5,
IETFRFC 1042,ard IETF RFC1390.

c) If the canonical_format_indicator parameter indisdtet the mac_sendc data_unit may corita
embedded ME Addresses in a format inappropriate to the destind&C method, then the
Bridge shal either
1) Corvert ary embedded/AC Addresses in the mac_service_data_torthhieformat appropriate

to the destination M& mettod; or
2) DiscardtheEISS data recgstwithoutissuing a correspoimty ISS data regest.

If the value oftheinclude_tag parameteris True, then dagheader formattel as necessafgr the destina-
tion MAC method, isinsertedas tlefirst N octes of the macservice data_uit parameter. The values of the
user priority, canomcal_format_irdicata, vian_classitation, and rif information (if present) grameters
are used to determine the comgof the tag headem accordancwith the structure dehedin 9.2and9.3.

Thevalueinsertedafterthetag headeis determined afllows:

d) If thedestinaibn MAC method is the sameas the MAC method on which the correspoding data
indication was receied, then the alue used is equal to thalue ofthe mac_service_data_unit
parameter recegdin the data requesDtherwise;

e) The walue used is equal tihe \value of themac_service_data_unit parameter reegiin thedata
request, modiéd, if necessaryin accordancavith the procedures described IBO/IEC 11802-5,
IETF RFC 1042,and IETF RFC1390.

Thevalueof theframe_check_sequencpaameeris deermined asfollows:

f)  If theframe_deck_sequence parameteceied in the data requestegherunspecifed orstill car-
riesa valid value, then thatalueis used. Otherwise;

g) Thealueused is either deréd from the receed FCS information ¥ modification to t&e account
of the condtions that hae caused it tdbecame invalid, or the unspecifedvalue is used.

NOTE—The orginal FCS asociated with a franeis invalidakd if there are chages to ay fields ofthe frame, if fields

are addedrremoved, or if bit ordering or other aspects of the frame encgdieve changed. An ivelid FCS is signalled
in the E-ISS ty an unspeciéd \dlue in the fame_check_sequence parameter of the data requestygiiiitis signals
the needor the FCS tdbe regenerated accoidg to thenomal procedures for th&ransmitting MAC. The options for
regeneratinghe FCS undehese circumstances atiscussed in ISO/IEC5802-3, Anng G.
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7.2 Suppor t of the Internal Sub layer Service by IEEE Std 802.3 (CSMA/CD)

In addition tothe provisionsof ISO/IEC 15802-3, 6.5.1, on receipt of an MNIIDATA.request primitre
thatrepresents tagged framehe implementation is permitted to adopt eitloérthe folloving approaches
with regard to the operatia of TransmitData Encapuation for frames Wose lengttwould, usingthe pro-
cedure aslescribed, blessthan68 octets:
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a) Use theprocedure adescibed in ISO/IEC 15802-3.5.1. This can result in tagged frames sEle
than 68 octet (but atleast64 octets)being transnitted; or

b) Include addtional octets before tk FCS feld in order forthe transmiited frame lergth for such
frames tobe 68 octets.Thisresuts in a mhimumtagged frane length of 68 octes.
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When a tagged frame of less thandg8ets in length is recetd ona CSMA/CD LAN sggment, and is for-
warded as an untagyed frame, the povisions of ISGIEC 15802-3, 6.5.1, result imddtional octetsbeing
includedbefore the FCHeld ontransmission in order that the transmitted fraemgthmeetshe minimum
frame size reqguements ol EEE Std 8023, 1998 Edtion, 3.2.7.
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8. Principles of operation
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This clause establishéise principlesof operation of VLAN-aware Bridge, b refereceto a model of that
operatia, as follovs:

a) Explains the principal elements Bfidge operation andiststhe furctionsthat suppd these.

b) Establishesanarchitectural model for Bridgethat gawerns theprovision of these functions.

c) Provides a model of theperation ofa Bridge interms of thgprocesses and entities tisafpport the
functions.

d) Details the addessingrequrementsin a Bridged LAN and spedies the adressim of entties in a
Bridge.

“RTddY SUOT30TJ}S3Y

The praisions d this clase replacethe povisions of ISO/IEC 158)2-3, Clause ,7in a VLAN-aware
Bridge.

8.1 Bridg e operation
Theprincipalelementof Bridge operatiorare

a) Relay andiltering offrames.
b) Maintenarceof the informaibn required to reke frame fltering and relayng decsions.
c) Mangement of thabove.

8.1.1 Relay

A MAC Bridge relaysndividual MAC user data frames betwetire separat®ACs of the BridgedLANSs
connected to its Ports. The order of frames s¥egtresered as ddhed in 8.7.3.

The functions that supprt the relaying of frames dnmaintain tle Quality d Service supped by the
Bridge are

a) Frame reception.
b) Discard on receedframe in erro(ISO/IEC 158023, 6.3.2).

c) Frane discard if the fram type is nd user_da frame, or if its mc_actio paramedr is nd
requestwith_no respamse(8.5,ISO/IEC 158023, 6.4).

d) Regenerationof user priority if required (ISQEC 13802-3,6.4).

e) Framediscardfollowing theapplication of ifitering information.

f)  Frame discard on transmittaldervice datainit sizeexceededISO/IEC 15802-3, 6.3.8).
g) Forwarding ofreceved framego other Bridge Ports.

h) Selection otraffic class, follaing the applicatia of filtering information.

i) Queuing of framesybtraffic dass.

j)  Frame discardo ensurethat a maximum fidge transit delay isiot exceeadd (ISO/IEC 58023,
6.3.6).

k)  Selection ofjueued frames for transmission.
I)  Selectionof outbound access priorifySO/IEC 15802-3, 6.3.9).

m) Mappingof servie dataunits and recalculation ¢frame Check Sequendérequired (8.7.6)SO/
IEC 158023, 6.3.7).

n) Frame transmission.
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8.1.2 Filtering and relaying information

A Bridge filters frames, i.e does notelay frames receéd by a BridgePort to other Ports on that Bridge,
order to preent the dufication of frames (ISAEC 15812-3, 6.3.4). The function that sugorts the ge and
mainteranceof information for this purposeis

*3331 A pazTJoyinyg pue paiydtdRdog

a) Calculation and cdiguration of Bridged LAN topdogy.
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A Bridge alsoifters frames in ordeto reduce trdfc in parts of the Bridged LAN that do not lie in thalpa
between the source and destination of thdfitraThe functionghat supportthe useand maintenance of
informaton for this purpose are

b) Permanent coigurationof resered addresses.

c) Explicit configuration of staic filtering information.

d) Automatic learning oflynamic fltering information for uicast destiation addresses throhgbser-
vation of sourceaddresse®f BridgedLAN traffic.

e) Ageingout of dynamic fltering information that has been learned.

f)  Automatic adlition ard rermova of dynamrt filtering information as a restiof GMRP protaol
exchanges.

A Bridge classifes franes into trafic classes in order txpedite transmission of frames geatted ly criti-
cal or time-sensitie services. The functiothat supports these andmaintenance oinformationfor this
purpose is

g) Explicit configuration oftraffic class informaon associated witthe Ports othe Bridge.

A Bridge classifes untaggeftames and priority-tagged framas belongingo aparticular VLAN in accor-
dancewith theingress ruleslefinedin 8.6. The functionthatsupmrtsthe use andnainterance of infama-
tion for this purpse is

h)  Explicit configuration ofthe Port VID (PVID, 8.4.4associatedvith each Porbf the Bridge.

A Bridge nay filter frames in ordeto prevert the irjection of untagged and priorig-tagged frareson aPort
on which the reception of untagged and priority-taggaahes is disallwed. The function that supports the
use ad maintenaoeof information fa this puposeis

i) Explicit coniguration of the Acceptablerame Vpes parametg8.4.3)associated with each Port of
the Bridge.

A Bridge mayfilter frames in order to pvent the injection of tréifc for a given VLAN on aPort on which
thatVLAN is disalbwed The function thatsupports the use and nménence of informaion for this pur-
pose is

i)  Explicit confgurdion of the Enable Ingress Filtering parameter (8.4.5) associated wittPeetabf
the Bridge.

A Bridge filters framesn order to corifie trafic destinedor a given VLAN to LAN sg@gments thaform a
path from the source of the tfiafto re¢pients that are members of that VLAN. The functions that support
the use and niatenanceof information for thigpurposeare

k) Automatic configuration of Dynamic VLAN RegistrationEntries ty means 8 GVRP (8.11.5and
11.2);

I)  Explicit configuration ofmanagementontrols associated with tlperation of GVRP Yo meanof
StaticVLAN Rajistration Entrieg8.11.2 and 12);

m) Automatic learnig of MAC Addressesn associated/LANSs through the obsenation of network
traffic (8.10).
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A Bridge adds andemoves tag headerq9.3) from framesandperforms the associated frame translations
that ma be required, in accordaneéth the egressrules (8.8). The functiorthat suppdsthe wse and main
tenarce of information fa this pupose is
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n) Explicit confgurationof taggingrequirement®n eyress for eackort (8.11.2and 8.11.9).

8.1.3 Bridg e management
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The furctions that suport Bridge Mamagemen control and monitor the pvision d the above functiors.
They are specigdin Clause 12.

8.2 Bridg e architecture
8.2.1 Architectu ral model of a Bridg e

Figure 8-1 gies anexample d the plysical topology of aBridged LAN. The commnert LANSs are intercon
nected p means of MA Bridges; each Port of a MABridge connects to a single LAN. Figure 8-2 illus-
tratesa Bridge with tvo Ports,andFigure 8-3 illustratethearchitectureof such aBridge.

A Bridge is modled asconsistirg of

a) A MAC Relay Entity thainterconnectshe Bridges Ports;
b) Atleag two Pots;
c) Higherlayer entities, including at leaatBridgeProtocolEntity.

8.2.2 MAC Relay Entity

The MAC RelayEntity handles te MAC metlod independen functiors of relaying frames betweeBridge
Ports, fitering frames, and leaing filtering information. It uses the Internal Sublayer Serviceigen by
the separate M@ Entitiesfor each Port. (The Internal Sublayer Sendgeel its support are described 80/
IEC 15802-3, 6.4 and 6.5.) Frames are relayed betwees attachetb differentLANSs.

8.2.3 Ports

Each Bridge Port transmits and rees frames toral fromthe LAN to which itis attached. An indidual
MAC Entity permanently associated with the Portvigles the Internal Sublayer Service used for frame
transmission and reception. The KAntity handles athe MAC method dependent functions (NAoroto-

col andprocedures) as spei@fl in therelevant standardor that IEEE 802 LAN MAC technology.

8.2.4 Higher La yer Entities
TheBridge Proteol Entity handescalcdation and cofiguration of BridgedLAN topdogy.

The Bridge Protacol Entity and other higher layer protocol users, sucasBridge Maragemen (8.1.3)and
GARRP apttication entities irtluding GARP Rarticiparts (ISQIEC 158@®-3, Clause 12, male use ¢ Logical
Link Control procedures. These procedwuaes proided separatelfor each Portanduse the MA Service
provided ty theindividual MAC Ertities.
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Figure 8-1—Examp le of a Brid ged LAN

8.3 Model of operati on

The model of perationis simply abasis fordescribingthe functionalityof the MAC Bridge.It is in no way
intendedto constrain reaimplementations of a M@ Bridge; these magdopt ag internal modebf opera-
tion compatible with the externallyvisible behaior that this standardpecifes. Conformance of equipnten
to this stardardis purely in respect of obseable protaol.

Subclauses 8.5 ar&l9 specifythe MAC RelayEntity’s useof the Intenal Sublayer Service. State informa-
tion associated with each Portvgms thePort’s participation in théridged LAN. (Port States aspecifed
in detail in ISO/IEC 1582-3,8.4.)
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Figure 8-2—Bridg e ports

Higher Layer Entities
(Bridge Protocol Entity, Bridge Management, etc.)
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Figure 8-3—VLAN Bridge architecture
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Frames areccepted for transmissicand delered on reception to and from processes and entita
model the operation ofthe MAC Relay Ertity in aBridge. Theseare
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a) Theingress ruleg8.6), whichclassify receied framesaccordingto their VLAN membership, may
filter frames based on thebsence o VID in the receied frame (8.4.3), and maijtér frames
based orthe frane's VLAN id entifier (8.4.5)

b) The Forwarding Proess (8.7), which forards receied frames that are twe relayed to otheBridge
Ports,filtering frames o the basis of iformationcontainedn the Filtering xtabase (8.11) anoh
the stateof the Bridge Port$8.4);

RTddY SUOT30TJ}S3Y

c) The a@ress rules (8.8), which determinefor a gven VLAN, through whichPortsframesmay be
transmittel, andin what format;

d) The LearningProcess (80), which, by observing the source addressesd &iDs of frames classi-
fiedby the ingessrules,updaes the Filtering Datalase (811), condtionally on the Porstak (8.4);

e) The Filtering Database (8.],2which holds iftering information and supprts queries Y the For-
warding Procesasto whether framesvith givenvalues of the destination MAAddresdield and
VID shoud be forwarded toa given Port.

Each Bridge Port also functionsasend statiomproviding the MAC Serviceto LLC, whichin turn supports
operatio of the Bridge Protocol Entity (8.12) drof other possibleusersof LLC, such as procds provid-
ing Bridge Management(8.13).

Each Bridge Port shall supp the operationof LLC Type 1procedures in order teupport the opration @
the Bridge ProtocbEntity. Bridge Ports magupport othertypes of LLC procedureswhich may beused ly
other protocds.

Figure8-4 illustrates &ingle instace of frame relay betweethme Ports of a Bridge witltwo Ports.

r—=-=-=- - - - -1
Port State\ | Port State |
lnformation!  ~ - - &7 1 Information

L7 == Forwarding| L -
1/ / Process \ \E

r —I - - l L - - - r E— . |
ngress ress

| Rgules S o A Rgules l

L= |Filtering| L=

r—=—==n Database r- - - == 1
Frame | L — — —a Frame

l Reception
L

_—_— =

l Transmission
Lo a4

Figure 8-4—Rela ying MAC frames
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Figure 8-5 illustratethe inclusiorof informationcarried ly asingle frame, receed on one of the Ports of a

Bridge with two Ports,in the FilteringDatabase.
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Figure 8-5—O0bser vation of netw ork traffic

Figure 8-6illustrates the reception and transmission of Bridge Protocol Data UnitsetBridge Protocol

Entity.
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Figure 8-6—Operation of inter -bridg e protoco |
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Figure 8-7 illustrate the receptiorand transmission of GARProtocolData Unitsby a GARP Protool
Entity (8.12).
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Figure 8-7—Operation of the GARP protocol

8.4 Port States, Port parameter s, Active P orts, and the active topolog vy
8.4.1 Forwarding states

State information associatedth each BridgePort gwerns whetheor notit participaesin relaying MAC
frames. A Portan be disabletby managementn whichcase it playso partin theoperationof the Bridged
LAN; a Portthatis not dsabledcan ke dynamically excludedfrom partcipation in framerelaying by opera-
tion of theSpanninglree algorithm. Iheither of these applies tdPart, it is describedasforwarding.

The active topdogy of aBridgedLAN at ary time is the set of communicatigraths formedy intercon
necting tle LANs and Bridgs by the forwarding Pats. The function of the distribted Spaming Tree alge
rithm (ISO/IEC 1B02-3, Clause 8) is to cetnuct an actve tgoology that is simplyconnectedrelative to
communication betveen ag given pair of MAC Addressesisedto adiress end stations on the LANSs.

Figure 8-6 illustrateshe operation of the Bridgerotocol Entity which opeates the Spanningree algo-
rithm andits relatedprotocds, and its modifcation of Port state infonation as part b determining the
activetopdogy of theBridgedLAN. ThePortstates associatedtiv the determinatioof the active topology
arespecifed in detail inSO/IEC15802-3,8.4.

Figure 8-4 illustrates the éfwarding Process’use of Port state informationirdt, for a Port receiing a
frame, in ordeto determine whethehe recered frame is to beelayed througlary other Ports; and second,
for another Port in order to determine wheetthe relayed framés to be forvarded tiough that particular
Part.

8.4.2 Learning states

The incorporation of enstation location information ithe FilteringDatabase ythe Learning’rocess also
depends orthe actve topolog. If information associatedith framesrecevved on a Port is to be incorpo-
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ratedin the FilteringDatabaseby the Learning Process, théme Port isdescribed as beig in alearning
state; otherwise, it i anon-learningstate.Figure 8-5illustratesthe use of the Port state information for
Portreceving a frame, B the Learning Pragss, in order to determine whether the station location informa-
tion isto be incorporated ithe Filtering Database.

*3331 A pazTJoyinyg pue paiydtdRdog

8.4.3 Acc eptable Frame Types

Associaté with eachPort ofa VLAN Bridge is anAcceptableFrame Vpesparameterthat controlsthe
receptionof VLAN-tagged and noWLAN-tagged frames othat Port. \lid valuesfor this parameteare
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a) Adnit Only VLANtagged fames
b) Adnit All Frames

If this parametr is setto Admit Only VLAN-tgged frames ary frames reeived on that Port that carry no
VID (i.e., untaggedrames orpriority-taggel frames) are discardeq theingress rule$8.6).

Frames that are not discarded as a result opthameter &lue are classiéd and processed accordinghe
ingressrules thaapply to that Port

Each Port bthe Bidge shall suport at leasbneof thesevalues,andmay support bah. Where bothvalues
are supprted,

¢) The inplementtion shall suport the ahili ty to conigure he value of the parameterypmeans of the
management ggations deéhedin Clause 12; and

d) The deéultvalue ofthe parameteshall beAdmit All Frames
8.4.4 Port VLAN identifier

In Port-based VLAN classifation within a Bridge, the VID associated with an untagged or priority-tagged
frame(i.e.,a frame with no tag header aframewith atag headethatcarries the null VLAN ID)is deter-
mined, based on &Port ofarrival of the frame into the Bridg as descriéd in 8.6. Ths classifcation mech
anismrequires theassaiation of a sgcific VLAN ID, the Port VLAN Idertifier, or PVID, with each of the
Bridge’s Ports.

The PVID fora given Port preides the VID for untaggedhd priority-tagged frameseceved through that
Port. The PVID for each Poshdl contain a did VID vaue, and shall not conia the alue of the null
VLAN ID (Table 9-2).

NOTE—Thisrule ersures thatthe process of ingress classition offrames alvays associates a non-null VID with each
recevedframe.As a consequence, a VLANvare Bridge can mner transmit prioity-tagged frames; all frames transmit-
ted areeither untaggedr carry a non-nuVID in their tag header

The PVIDvaue maybe cafigured by managementf managementperatios are suportedby the imple-
mentation. If no PVID &luehas beenylicitly configured fora Port, the PVID shall assume thelwe of
the de&ult PVID defnedin Tade 9-2

8.4.5 Enable Ingress Filterin g

An Enable Ingress Filtering parameigassociated with each Paiftthe Enable Ingress Filtering parameter
for a given Port is set, the ingress rules (8.6) shall discaydrame recaied on that Port whose VLAN clas-
sification does na include thatPortin its Member se{(8.119). If the parameter iseset for thatPort the
ingress ruleshall notdiscard frames reoesd on that Porton the basiof their VLAN classifcation.
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The deéult value for ths parametr is reset,i.e., Disable IngessFiltering, forall Ports. The value of this
parametemay be corifured ly meansf the management operai®deined inClause 12if managemen
operatims aresupparted by the implementation|f the imgemenation sypports the ability tenable Igress
Filtering on ary Port, trenit shall also supprt the ability todisable Iigress Filtering othose Pds.

*3331 A pazTJoyinyg pue paiydtdRdog

8.5 Frame reception

RTddY SUOT30TJ}S3Y
*RTUD 85N §,33SU3ITT J04 20-TT-2202 UD BuBA RaJpny 03 pasuadT TeTdaew payiTdhdog

The indvidual MAC Entity associated with each Bridge Pexamines all framgreaived on theLAN to
which it is attached

All error-free receiedframes gie rise toEM_UNITDATA indication primitves,which shallbe handld as
follows.

NOTE—A frame that is in errpas defhedby therelevant MAC specifcation,is discaréd by the MAC Entity withou
giving rise to ag EM_UNITDATA indication:see 7.2andISO/IEC 158023, 6.4.

Frames wih EM_UNITDATA.indication primtive frame_tye and rmac_action paraneter values of
user data_frame andeqiest_with no_respoase, respctively (7.2 and ISGIEC 158(2-3, 6.4), shall be sub
mittedto the ingessrules (86).

Frames with other alues of frame_type anchac_action pameers, (e.g., request_with_response and
respanseframes),shal not be subnitted tothe ingress rles(8.6).

Frames with a frame_type of user_data_frame and addressed to the Bridge Port as an end station shall be
submitted to the M& Service userSuchframes arry either the indiidual MAC Address of the Port or a

group adress associatedith the Port (814) in the destinatioraddressi&ld. Frames submitted the MAC

Service usecan also be submitted to thmgress rule$8.6), asspecifed dove.

Frames addresd¢o aBridge Port asnend stationand relayd to thatBridge Port fronotherBridge Ports
in thesameBridge by the ForwardingProcess,shall also bewbmitted to the MAC Service user

NOTE—The consequence tifie abwoe isthat fames “relayed to that Bridgeat” are koth submittedto that Poit’s
MAC Sevwice userandtransmitted orthe LAN to whichthatPort isattached$ee8.14.7).

No other frames shatle submitted tahe MAC Serviceuser
8.5.1 Regenerating user priority

The user_priorityof receved frames is rgeneratd using priority information contained in the frame #mel
User PriorityRegeneratioriTable for thereception Port. & eachreception Port, the User PrioriBegenera-
tion Table has eighentries, correspuling to tle eightpossible \alues ofuser_priority (0 tliough 7). Each
entry speities, for the given value of recevved user_priority the corresponding égeneratediser_priority
value.

NOTE 1—IEEE &2 LAN techndogies sigal amaximumof eight user_priority values.Annex H.2 of ISO/IEC 1582-
3 containsfurtherexplanatian of theuse of user priority values anchow they map to trafic classes.

Table 8-1 deifnes the default values of Rgenerated usepriority for the eight possible aues of the
user_priorityparameter receed in a dataindication;these @ues shall be used as the initi@ues of the
correspondingntriesof the User Priority Rgeneration @ble for each Port.

Optionally, the ablity to mdalify the values in he User Pridaty Regeneratio Table by managementmeans
may be supported, as described in Clause 12. If this capabilityisi@do the @lue of the table entries may
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be independentlgettable foead reception Port and for eacalue of receied user_priorityandthe Bridge
may have thecapability to use the full range oflues in the parameter ranggsecifedin Table 8-1.

NOTE 2—Iltis important to ensure that thegeneration and mapping of user pitywithin the Bridg is consistent with
the end-toend signifcance attachetb that user priority in the Bridged LAN. i#din a given Bridge,the values chagen
for the User Priority Rgeneration @ble for a gven Pot should beconsistent wittthe priority to be associated with traf-
fic receved througtthat Portacrosghe rest of th®ridged LAN, and should gemate appopriate accesgriority values
for each transmission M& method. Theuser prioity value regenerated vidhe User PriorityRegenestion Table on
reception iused:

— Viathe trafic clasgable (8.7.3) to determirtbe trafic classfor agiven outboundPort, and

— Via fixed, MAC methodspecifc mappings (8.7.5) determine thaccess priority that wilbe used for a gen out-
bourd MAC method.

Table 841 shaws the debult values for the rgererationof user prigity. Table 8-2 shws thedefault values fa the trafic
class table, for all possible numbers of supportetidraaisses. @ble 8-3 shws the fxed mappimys from user priorityo
access priority that arequired for different outboun®1AC methods.

Table 8-1—User priority reg eneration

| Delaltregeneraed | g
0 0 07
1 1 07
2 2 07
3 3 07
4 4 0-7
5 5 0-7
6 6 0-7
7 7 07

8.6 The ingress rules

If the vlan_identiier parameter carried in a reeed data indication is equal tbe null VLAN ID (Table 9-2)
and the Aceptable Fram@&ypes parameter (8.4.3) ftive Port through which the frameas receied isse to
the value Admit Only VLAN-tagged frames thenthe frameshall be discarde

Each frame receéd ty a VLAN Bridgeshallbe classifed as belongintp exactly one VLANby associating
aVID value with the receied frame. The classifation is ghieved as follovs:

a) If the vlan_identifer parametercarried in a reeived data indication is the null VLAN ID
(Table 9-2), then

1) If theimplementatiorsupportfurther VLAN classifcation rulesn addition to Port-based clas-
sification (D.2.2), andf the applicatiorof these rules associates a non-null VHe withthe
frame,then thatVID value is used.
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2) If the implemetation supmrts only Port-basedassifcation, or if ary additional classifcation
rules supported areinable to associat@ non-null VID withthe frame, then the PVID aue
associated with the Pdttrough which the frameas receved is used (8.4.4).

b) If the vlan identifier paramedr caried in areceved data indicaion is na the nul VLAN I D

(Table 9-2), then the vlan_idefier pamameter alue is used.

*3331 A pazTJoyinyg pue paiydtdRdog

NOTE 1—As defned in 7.1.2, the vlan_iderigf parameter carries the null VLAN ID if the framesanot VLAN-
tagged.There are tw cases; either thfeame was untaged, or the fame vas tagged amh the tag header carried a VID
vaue equal to thewull VLAN ID (i.e., a prigity-tagged frame)

NOTE 2—VIDs of value FFF cannot beonfiguredin ary Filtering Database entifgee Bble 9-2).Consequentlyary
incoming framewhoseVLAN classification is FFFwill be disardedby the Forwarding Proess.

RTddY SUOT30TJ}S3Y
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The VID valuethus identifed, knavn as thevVLAN classifcation of the frame, is used as thalue of the
vlan_classifcation parameter of grcorrespndng datarequest primities.

If the Enable Ingress Filtegnparaneter (8.4.5) for the Port throudp which the frame was recedd isset,
andif thePortis not in the Member set (8.11.9) fitve frame’s VLAN classification, then the framis dis-
carded.

All framesthat arenot discarded as r@sult of the application of the ingress sige submitted to theor
warding Procesand to the_earningProcess. Alframesthat are discardeds a resulof the applicationof
the ingress rules aret submitteckitherto the Brwarding Proess or tadhe Learning Process.

8.7 The Forwar ding Pr ocess

Frames submitted to thewarding Process after being reaa at ag given Bridge Port (8.5) shall be for-
warded thrauighthe aher BridgePorts sufect to tle constituehfunctions of tle Forwardng Process. These
functions enforce topolggrestrictions (8.7.1), use Filtering Database informatiofilter frames(8.7.2),
queue frames (8.7.3), selapieud frames for transmission (8.7.4), map priorities (8.7.5),randlculate
FCSif required(8.7.6).

The Forwardng Process factions aredescriled in 8.7.1-8.7.6 in terms bthe actia talen for a gven frame
receved on a gien Port (termed “the reception Port”). The frame can be daffed for transmissioan
some Portgtermed “transmission P3”), andis discarded withdubeirg transmitted at the o#r Parts.

NOTE—The model of oprationof the Forwarding Processlescibedin this standard is limited tthe operation fothe
relay function ofthe MAC Bridge, and des not tak into consideratia what mayoccur in real implementatis once
framesare passed to the M& for transmission. In some MAimplementatios and ukler some trdific conditions,a
degreeof indeterminag maybe intraluced between the medd description of thprocess of passing selectedmeso
the MAC for transmission anthe actal sequence oframesasvisible an theLAN mediumitself. Examplesan be
found in thehandlingof access_ priority ifoken-PassingBus MACSs, orin the efect of differentvaluesfor Token Hold-
ing Time in FDDI LANs. Such ingterminagy could result in apparent violatiaof the queing/de-queueing ad priori-
tizing rules desdbedfor the Forwarding Processyhenobserving tréfc onthe medium. As a conseence,in some
implementation®f this standat, it may prove to be impossible ttest comformance to the standard simply telating
obsered LAN traffic tothe describednodelof theforwarding pre@ess;corformance tests ould have to allov for the
(permissible) behaor of the MAC implementations asell.

Figure8-4 illustrateghe operationof the Forwarding Procesi a single instance dfamerelay between the
Parts ofa Bridge wth two PortsFigure 8-8 illustraes the detailed operaton of the Forwardng Process.

8.7.1 Enforcing t opolog y restriction
EachPort is selected aspotentidtransmissiorPort if, and only if

a) ThePort on which the frameas receiedwasin a forwarding state (ISO/IEQ5802-3, 8.4)and
b) The Portconsideredor transmissioris in a forwarding stateand

34 Copyright © 1999 IEEE. All rights reserved.

ARISTA NETWORKS, INC. EXHIBIT 1008
Arista Networks, Inc. v. Corrigent Corporation, IPR2023-00805, Page 46



IEEE

VIRTUAL BRIDGED LOCAL AREA NETWORKS Std 802.1Q-1998 i
SOURCE DESTINATION 2

PORT STATE PORT STATE E'ALIESA”;E £
INFORMATION INFORMATION i

DD CD

“RTddY SUOT30TJ}S3Y
*RTUD 35N §,33SUADTT JO4 20-TT-2202 UD BueA RaJpny 03 pasuadT TeTdaew payiTdhdog

FRAME RECEPTION FRAME DISCARD FRAME TRANSMISSION

Figure 8-8—lllustration of the detailed operation of the F orwar ding Process

c) The Portconsideredor transmissioris notthe same as thieort on which the frame ag receied,
and

d) Thesize of the mac_sendcdata_unit coreyedby theframe does note&ea the maximum size of
mac_serice_data_unit syported ly the LAN to which tle Pat consicered for traBmissian is
attached.

For each Porhot sdected as potential transmissidport the frameshallbe discarded.
8.7.2 Filtering fr ames
Filtering decisions are tak by theForwarding Process de basiof

a) The destination M& Address carried in a reseid frame;

b) The VID associated with the recaidframe;

c) The information contairtkin the FilteringDatabase fothat MAC Address an¥ID;
d) The deéult Group filtering behavior for the potential transmission Pb(8.11.6).

For ead potential transmission Patlected as in 8.7.1, the frame shallforwarded,or discarded (i.e.,ilf
tered), on the basis of thisformation, in accordanceith the definition of the FilteringDatabaseentry
types (8.111, 8.11.3, and.114). The requiredorwarding ard filtering behaior is sunmarizedin 8.116,
8.11.8, Bble 8-5 Table 8-6,and Table 8-7.

8.7.3 Queuing fram es

The Forwardng Process pnides storage for wguedframes, waiting an gportuwnity to suomit these fo
transmissia to the individual MAC Ertities associated ih eachBridge Port. Theorderof frames receied
on thesameBridge Port shall be presesdfor

a) Unicast frameswith a given user_priority (rgenerated adefined in 8.5.1) for @iven combination
of destination_addressdsource address;

b) Group-addressed frames with avegi user_priority (rgenerated as defed in 8.5.1) for agiven
destinationaddress.

The Forwarding Process may pridle more than one transmission queue fovargBridge Port. Framese
assignedo storag queue(s) mthe basis of thir user_priority using a trdfic class tale that is @rt of the
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state information associated witaaghPort. The table indicatedor each possiblgalue of user_priority the
corresponding aue of trafic class that shall be assignedués of user_priority range from 0 through 7.
Queues correspond one-to-one withficaflasses.
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NOTE 1—Anrex H.2 of ISO/IEC B802-3contains furtheexplanatio of the useof user_prioity values and bw they
map to trdfic classes.

For management purposes, topeight trafic classes are supportegthe trafic class tablesn order to allev

for separte queues for et level of user_priority Traffic classes are numbered 0 through N-1, where N is
thenumber of trdic classesissotatedwith a given outbound Port. Bhagement of trdifc class information

is optional. Traffic class Ccorrespods to mon-expedted traffic; non-zeratraffic classes arexpedited classes

of traffic.
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NOTE 2—In a gven Bridge, itis permissible to implement éérent numbexof traffic classedgor eachPott. Portsasso-
ciated with MAC methodghat syport a single transmission priotitfuchas CSMA/CD, can qaport more than one
traffic class.

Where the Brwarding Pracessdoesnot supprt expeditedclasse®f traffic for a gven Port, in eher words,
where there is a single tfaf class associated with the Port, a@llues of user_priority map to tfaf class O.
In bridges which suport expeditedtraffic, the recommera mapjng of user_priorityto traffic class for
the number of trdifc classes implemented, isstgwn in Table8-2. Each entry ithe body othe table is the
traffic class assigned tmaffic with a givenuser_priority for agiven numbepf availabletraffic classes.

Table 8-2—Recommend ed user priority to tr affic ¢ lass mapping s

Number of Available Traffic Classes

1 2 3 4 5|6 7 8

0 (Default) | O 0 0 1 11 1 2

1 0 0 0 0 0|0 0 0

2 0 0 0 0 0|0 0 1
P

S 3 0 0 0 1 112 2 3
a

g 4 0 1 1 2 2 |3 3 4
D

5 0 1 1 2 3 4 4 5

6 0 1 2 3 4 |5 5 6

7 0 1 2 3 4 |5 6 7

NOTE—The ratior@le behindthe choiceof values shan in this
table is discussed in Anxéd.2 of ISO/IEC 15803. A conse-
quence of thenappng shavn is that frames carrying trdefault
userpriority aregiven preferential treatment rela¢ito userprior-
ity 1 and 2 in Bridges that implement foor more Traffic
Classes.

A frame queuedby the Forwarding Procesfor transmission on Rort stall be remwoed from thatqueue on
subnissionto the individual MAC Enity for that Port.No further attempt shall be made totrarsmit the
frame onthat Port gen if thetransmissioris knovn to have failed.
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A frame queuedypthe Forwarding Process for tnamission on a Port can be rered from thatqueue, and
not subsequently transmitted, if the timevidrich bufferingis guaranteed has beexceededor that frame.
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A frame queuedor transmission on a Port shall be rema from thd queue if thais necessaryo ensure
that the maximum bridge transit delay (ISO/IE&802-3,6.3.6) will not be rceededat the time at which
the frame wouldsulsequently be transmitted.

A frame queed for transmission onRort shalberemaved from that queue if thassociated Port lgas the
forwarding state.
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*RTUD 35N §,33SUADTT JO4 20-TT-2202 UD BueA RaJpny 03 pasuadT TeTdaew payiTdhdog

Remaval of a frame froma queue for anparticular Pordoes nobf itself imply thatit shall beremoved
from a quee for transmission omry other Part.

8.7.4 Selecting fram es for transmission

The following algorithm shall be supprted by all Bridges asthe default algorithm for selectng frames fa
transmision:

a) For each Port, frameare selected for transmission on thasis ofthe traffic classeghat the Port
supports. Fr a gven suppoted value of traffic class, frameare selected from t&correspading
gueue fortrarsmissia only if all queues caesmndingto numerically higher values d traffic class
supported Y thePort are empty at the time sélection;

b) For agiven queugtheorder in which frames are selecfed transmissiorshall maintain the order-
ing requrementspecifed in 8.7.3.

Additional algaithms, selectableyomanagement meansay besugported as an imlpmentation optiorso
long as tte requirements of 8.7.3 are met.

8.7.5 Mapping pri ority

The userpriority parameter in aEM_UNITDATA .requesprimitive (7.1) shall be egal to theuser_piority
parangterin the corresparing data indication.

The mapping of user_priority to outbound access_pri@igghiesed via ixed, MAC method-speci€ map-
pings. The access_priority parameter in BM_UNITDATA.request primitie (7.1) shall bedetermined
from the user_priority in accordance with theues shavn in Table 8-3 for the MAC methods that will carry
the dataequest. Thvaues shan in Table 8-3 are notmodfiableby managmert or other mears.

The table shes two columns for the 8802-MAC method.The mapping in theolumn markd “8802-5
(alternate)” is included inrder to permit backards compatibility with equipment mamatured in accor-
dancewith ISO/IEC 10038: 1993; hwever, the useof this mapping reduces the numhsravailableaccess
priority values tothree. r this reason, it is reeomendedhat the column marled“8802-5 (dfaut)” is sup
ported aghe deéult mapping wherdackward compatibility is notn issue.

8.7.6 Recalcu lating FCS

Wherea frame is beindorwarded betweetwo individual MAC Entities of the same IEEBD2 LAN type,
andrelaying theframeinvolvesno changes to thdatathat iswithin the FCS ceeragethe FCS receed in
the EM_UNTDATA.indication primitive may besupplied in the correspating EM_UNITDATA.request
primitive and not recalculated (7.1, 7I30O/IEC 15802-3, 6.3.7).

Where a frame is lieg forwarded between twindividual MAC Entities of diferent types, recalculation of
the FCSis necessary ithe diferences between the LAMAC methods is such than FCS calculated
accordingto the MAC procedures for the destinatidAC methodwould differ from theFCScarriedby the
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Table 8-3—Outbo und access priorities
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Outbound AccessPriority per MAC method g

user_priority 802.3 | 8802-4 | 88®-5 8802-5 88(2-6 | 802.%" | 8802.11 | 8802-12| FDDI E §

(default) | (alternate) 5 °g°

0 0 0 0 4 0 0 0 0 0 2‘ i

1 0 1 1 4 1 0 0 0 1 ’ 2’,

2 0 2 2 4 2 0 0 0 2 3

3 0 3 3 4 3 0 0 0 3

4 0 4 4 4 4 0 0 4 4 2
5 0 5 5 5 5 0 0 4 5
6 0 6 6 6 6 0 0 4 6
7 0 7 6 6 7 0 0 4 6

*In the absence & defnition, in ISO/IEC 15802-3 6.5, ofsupport ly IEEE Std802.9a-995,it is assumed tht for this
MAC method acces$riority 0 will map to “lon.”

recevedframe, or if relaying the framievolves changes tihe data thaits within the FCS ceerage. Where
necessarntheFCS is recalculated according to 8pecifc MAC procedures of the transmitting MAentity

NOTE—Thereare two possibilities forrecreating a aid FCS. The ifrst isto generate a ng FCS ly algorithmically

modifying thereceved FCS, based on kmdedge of the FCS algorithm and the transformations that tfeme has
undegone betweenreception andrarsmission. Theseconds to relyon the mrmal MAC procedurego recalculate the
FCSfor theoutgoirg frame.The fomerapproach may bpreferable in terms of itability to protect aginst inceased
levels of uncetectedframe errors. ISO/IEC 1588-3, Annex G, discusseshese possibilitiesn more detail. The
frame_cleck_sequence parametdrthe Enhancedriternal SublayeBervice (7.1) is db to signal thevalidity, or other-

wise, of theFCS; an unspéiied value in this paraneter in a daa request indcaes to thetransnitting MAC thd the

receved FCS isnolonger \dlid, and the=FCSmust trereforebe recalculated

FCS recalculation is necessanaify of thefollowing conditions are true:

a) Theagorithmused to determinthe FCS difersbetwea the MAC methods useby thetwo MAC
entities;
b) The FCS corerage difers betweethe MAC methodsusedby the two MAC entities;

¢) Relaying the frame lbe&een the tw MAC entities inolves changes to the data that is within the
coverace of the FCS (e.gtheframe wastaggedon one link, but nat on the other).

8.8 The egress rules
Frames shabbe filtered, i.e., discarded,

a) Fortheframes VID, as determinetly theingressrules(8.6),thetransmission Poiis notpresent in
the Member set (8.11.9)pr

b) The due of the irtlude tag parametedetermined as sk belaw, is False, and tk Bridge does
not suppaet the ability totranslate embettd MAC Addressinformation from the formatindicated
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by the canonical_format_indicator paranete the format appropriate to thIAC method on
which the datarequest will be carried.
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NOTE 1—The meaimgsof the termgCanonicaformatand Non-canonical format are discussed in Arffe

Thevalue of the irclude_tag parametein the data request prithie is determied as follovs:

c) If, for theframes VID, as determine@ly the ingress rule8.6), the transmission Port is presein
the untaggedd (8.11.9)then the \alue Rlseis usedOtherwise;
d) The walue Tueis used.
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NOTE 2—As all incoming frames, includgnpriority-tagged framesare classiked as beloging toa VLAN by the
ingress rules (8.6), éhtransmitting?ort only transmits VLAN-tagged &mes ountaggedrames, and camever transmit
priority-taggedframes. Hence, a station sendagtority-tagged frame via ¥LAN Bridge will receve aresponsé¢hat
is eitherVLAN-tagged oruntagged,depending upon th&tateof the untagged sébr the VLAN concerned.

The walueof the canonical_format_indicator parameteth&fdata request primite isequal tothe valueof
thatparameter aseceved in thecorresponding data indication.

8.9 Frame transmission

The individual MAC Entity associated witlead Bridge Port transmit§ames submittedb it by the MAC
Relay Entity

Relayed frames are submitted toansmission ¥ the Forwarding Process. The EM_UNIAJA.request
primitive associated with sucihamescorveys the waluesof the source and destinatiorddress felds
receved in thecorresponding EM_NITDATA..indicationprimitive.

LLC Protocol Data Units are submitteg bLC as a user of the M@ Service preided ty the Bridge Port.
Frames transitiedto corvey such Prtocd Data Urits carry tke indvidual MAC Address 6the Port inthe
source addressid.

Each frame is transmitted subject to the ®1procedureso be obsersd for thd specifc IEEE 802 LAN
techrology. The values of theframe_type ad mac action parameters of theorrespndng EM_UNIT-
DATA.request primitive shall be wser_data_frame anequest_with_m_response respeatly (7.2; ISO/IEC
15802-3, 65).

Frames transmitted folldng a requestypthe LLC user of the M& Service preided ly the Bridge Port
shall also be subitted to tle MAC RelayEntity.

8.10 The Learning Pr ocess

The Learning Process obsesvthe source M8 Addressesf frames receied on each Port and updates
Filtering Databaseonditionallyon the state dhereceving Port. The VID associated with the frame is used
to ensurehat the addessinformation islearnedelative to the frane’'s VLAN.

Frames are submitted to thearningProcess ly theingress rulesis specitdin 8.6.

The LearningProcess can deduce tRertthrough whichparticular end stations e Bridged LAN @anbe
reachedby inspection othe source ME Addresdieldand VID ofreceved frameslt recordssuch informa-
tion in the Filtering Dtabase (8.11)t shdl createor updde aDynamic FilteringEntry (8.11.3) associated
with theframes VID (8.11.9), associating theception Port with theource MAC Address, if and onlif
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a) The Port on wich the frame \&s receved is in astate that allys learning (ISO/IEC 15802-3, 8.4),
and

b) The sourceaddressfield of the frame denotes a spedif end station, i.e., is n@ group MAC
Address, and

c) The resulting number @ntrieswould not eceedthe @pacity of the FilteringDatabaseand

d) The Member set (8.11.9) for the fram&/ID includesatleastone Port.
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NOTE—If the Member sefor a given VID is the empty sethen that VLANis not curently active, and théBridge will
thereforefilter all frames destinetbr that VLAN, regardlessof their destination address. There isréforeno reasorto
include MAC Address iftering information in the Filtering Database for that VLAN until such a time as it becomes
adive.
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If the FilteringDatabase islreadyfilled upto its capacitybut a nev entry would otherwise be madethen
an «isting entry may beemoved to male roomfor the nev entry

Figure8-5 illustrates the operatioof the Learring Process in tk inclusion ofstation Ieation information
carried ly a single framereceved on one othe Ports of Bridge, in the Filtering Database.

8.11 The Filtering Database

The Filtering Databassupports querieby the Forwarding Process ato whether frames reced by the
Forwardng Process, with gén valuesof destinatiofMAC Addresgparametearnd VID, are to bdorwarded
through agiven potential transmissioRort (8.7.1and8.7.2).1t cortainsfiltering informationin the form d
filtering ertriesthat are eitar

a) Static,andexplicitly configuredby management actionr o
b) Dynamc, and auomeatically entered into the Filering Database yothe normaloperaton of the
bridgeand the protocts it suppats.

Two entry types are used to reggat static iltering information. The Static Filtering Entrymeesents static
informaton in the FilteringDatalase for indvidual andfor groupMAC Addresses. It atlvs admninistrative
control d

c) Forwardingof frames with particular destitian addresses; and
d) The inclusion in the Filtering Database of dynanitering information associated with Extended
Filtering Servicesand useof this informaiton.

The Fitering Datbaseshal contain entriesof the Static Fikering Ertry type.

The Satic VLAN Ragistration Entry represestall static nformation in the Fitering Database foVLANSs.
It allows administréve controlof

e) Forwardingof frames with particular VIDs;

f)  The inclusion/remeel of tagheaders ifiorwarded frames; and

g) Theinclusionin the Filtering Database & dynamic VLAN membershipinformation, anduse of this
information

The Filtering Databasmay contain entriesf the StaticVLAN Registratian Ertry type.

Static fltering information is aded to, modfied, and remeed from the Filterig Database only ured
explicit managenent control. It shal not be atomeatically removed by ary ageirg mechaism. Maragenent
of staticfiltering informationmay be carriedout by use of the remote managemeapability provided by
Bridge Managemer(B.13)using the operations spediédin Clause 12.
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Three entry typs are used toepresentynarmic filtering information. Dynarmic Filtering Entries are used
specify the Ports on which inddual MAC Addressedave been learned. Theare createdndupdatedoy
theLearning Process (8.10), and are subjeetgeing andemoval by the Filtering Database. Group de
trationEntries sppart the registration of group MAC AddressesThey are createdjpdated, and renved by
the GMRP potocol in suport d Extenced FilteringServices(8.114; ISOIEC 1582-3, 6.6.5; ISO/IEC
15802-3, Clausd0). Dynamic VLAN Rgjistration Entries are used to specify the Ports on wilohN
membershiphas been dynamically gistered. The are created, updateahd remwed ty the GVRP proto-
col, in supprt of autanatic VLAN menbershp confguration(Clause 11).
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Static Filtering Entries andGroup Registratian Entries canprise

h) A MAC Addressspecifcation;

i) A VLAN Identifier (VID);

i) A PortMap, with a controklemenffor each outbound Paid specifyfiltering for that MAC Address
specifcationand VID.

Dynamic Filtering Ertriescomprise

k) A MAC Addressspecifcation;

) Alocally significantFiltering Identifer (FID; see 8.11.7);

m) A PortMap, with a controklemenfor each outbound Paid specifyfiltering for that MAC Address
specifcationin the VLAN(s) allocated to that FID.

Static and Dyanic VLAN Registration Entries coprise

n) A VLAN Identifier;
0) A PortMap, with acontrol element for each outbound Porspecify fltering for the VLAN.

Dynamic filtering informaton maybe read ¥ use of theremote managenent capablity providedby Bridge
Managemen(8.13)using the operations spediéd inClausel2.

The Filtering Services supporteg a Bridge (Basic anéxtended Filteringservices)Xetermine the dafilt

behaior of the Bridge with respect to th forwardng of frames destied for group MAC Addresseslin

Bridges tlat suppot ExtendedFiltering Senrices, thke defult forwardng bkehavior for group MAC

Addresses, for each Port, and for e¥¢b, can beconfigured both statically and dynamically means of
Static Filtering Entrieand/or Group RgistrationEntries that can carry the folling MAC Address spegif

cations:

p) All Group Addresses, flowhich no mae specifc Sttic Filtering Entry exists;
q) All Unregistered GrougAddresses (i.eall group MAC Addresses fowhich no GroupRegistration
Entry exists), for which no more spedi€ Sttic Filtering Entry exists

NOTE 1—The All Group Addresses spedifation p) abwe, when used ia Static Filtering Enty with an appropriate
control specitation, povidestheability to configurea Bridge that supports Extendé&dltering Services todhave as a
Bridge that supports onlasic Filtering Services on som@ all of its Ports. This might beore for thefollowing rea-
sons:

— The Portsconcerned seev“legagy” devices that wish to receie multicasttraffic, but areunable to rgister Goup
membeaship;
— The Portsconcernedere devices that neetb receve all multicasttraffic, sich as routersr diagnostic deces.

The Filiering Database sl suppart thecreaton, ypdating andremoval of Dynamic Filtering Entries ly the
Learning Proess (810). In Bridges tht supprt Exended Filtering Services, the Filtergn Datalase shall
suppat the creation, ugating, andremoval of Group Registration Entries ly GMRP (ISO/IEC 58023,
Clause 10).
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Figure 8-4illustratesuse ofthe Filtering Databasdyy the Forwarding Process in single instance dirame
relaybetweerthe Portsof a Bridge withtwo Ports.
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Figure 8-5 illstratesthe creatio or update of a gnhamic efry in the Filtering Datalase by the Learning
ProcessTheentries in theiltering Database allw MAC Address information tbe learned independently
for each VLAN or sebf VLANS, by relatinga MAC Address to the VLAN or setf VLANs onwhich that
addressvas learnedThis has the éct of creating independehRiltering Databasef®or eachVLAN or set of
VLANS thatis present in th8ridged LAN.
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NOTE 2—This standat specifes a singleriltering Database thatontains all Filteringdatabase entries; tvaver, the
inclusion of VIDs ard FIDs in the iitering entries dectively provides distinct ISO/IECL5802-3-stie Filtering Data-
basegper VLAN or set of VLANS.

NOTE 3—The ability to create VLAN-degmdent Filterig Datalase entries allws a VLAN Bridge to support

— Multiple endstations withthe sameéndividual MAC Addressresidng on dfferert VLANS;
— End statimswith multiple interbcesgachusingthe same idividual MAC Address,
as lorg as not more thaane end station or inteate that useagiven MAC Address resides agiven VLAN.

Figure 8-6illustrates the operatioof the Bridge Protocol Entity8.12), which operatethe Spanning Tee
Algorithm and Préocd, ard its ndificationof the Filtering Catabase o€hanges imctive toplogy sigraled
by thatprotocd.

Thereare no standardized constraints on the size of the FilteritapBse in an implementation for which
conformancdo this stamardis claimed. The PIS Prdormain Annex A requres tte fdlowing to be speci
fied for agiven implementation:

r)  The tdal number of ertries (Static Filiering EntriesDynamic Filtering Entries, GroupRegistraton
Entries, Static VLA Raistration Entries, and ymwamic VLAN Rgjistration Entries) that the
implementatio of the Filtering Datalase can suppt and

s) Of thattotal nummber, the tdal number of VLAN Registraion Entries (static ad dyramic) thatthe
Filtering Database can suppo

8.11.1 Static Fil tering Entries
A Static Fitering Entry specifes

a) A MAC Addressspecifcation, comprising
1) An Individual MAC Address; or
2) A group MAC Addresspr
3) All Group Addressedor which no more spedit StaticFiltering Entry &ists;or
4) All UnregisteredGroup Addressedor which nomorespecifc StaticFiltering Entry &ists.
b) The VID of the VLAN to whichthe satic filtering information appies;
c) A Port Map, containing a contrelement for each outbound Port, specifying tHaame with a des-
tination MAC Address an¥ID that meets this speddationis tobe
1) Forwarded, hdependenty of ary dynamicfiltering information held by the Filtering Database;
or
2) Filtered indepenently of aty dynamic flteringinformation; or
3) Forwardedor filtered o, the basisof dynamicfiltering information, @ on the basisof the
default Grouwp filtering behaior for the autboundPat (8.11.6)if no dynamic filtering informa-
tionis present speddally for the MAC Address.

All Bridges shallhave the capabilityto support the ifrst two \aluesfor the MAC Address speditation, and
all three aues for each contr@ement for all Static Filtering Entries (i.e., shadle the capabilityto sup-
port al,a2, clc2, andc3 aboe).
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A Bridge that spports ExtendeéFiltering Senices shall hee the caphility to suppart all four values fa the
MAC Address spedi€ationandall threecontrol elementaluesfor all Static FilteringEntries.

*3331 A pazTJoyinyg pue paiydtdRdog

For a gven MAC Address spedifation, aseparate Static Filtering Entry withdéstinct Port Map may be
createdor each VLANfrom which franesare receied by the Forwarding Process.

In additionto controlling the forwarding of frames, Stati¢iltering Entriesfor groupMAC Addressespro-
vide the RagistrarAdministrative Control values fa the GMRP protacol (ISO/IEC 58023, Clawses 10, 12,
and 2.9.1). Static cafiguration of fawarding of specit group addresseframes tcanoutbound pat indi-
cates Rgistration Fixed on that port: a desire to reeeframes addressed to that Growprein the absence
of dynamic ifformation Static configuration of filtering of framesthat migh otherwise le sent toan out-
bound port indicates Rgistraticn Forbidden. The absew of a Static Filteringentry for the groupaddress,
or the conigurationof forwarding orfiltering an the basis oflynamic fltering information, indcates Nor-
mal Registratian.
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8.11.2 Static VLAN Regist ration Entrie s
A Static VLAN Rayistraion Entry specifes

a) The VID of the VLAN to whichthe satic filtering information appies;
b) A PortMap, consistingf acontrol element for each outbound Port, specifying
1) TheRgjistrar Administratie Control \aluesfor the GVRP protocol (Clauskl) for the VLAN
specifed. In addition to pndding control wer the operation of GVRRhese @ues can also
directly afectthe forwarding beheior of theBridge, as described in 8.11.9. Trauesthat can
be represeledare

i) Registration Fixd; or
ii) Registration Ferbidden; or
iii) Normal Registratia.
2) Whether frames destined ftite VLAN specifed are tdbe VLAN-tagged or untagged when
forwarded throuf this Port.

All Bridges shall becapable osupportingall values for eaclkontrol element foall Static VLAN Reyistra-
tion Entries; however, the ability to sugport morethan one untaged VLAN on gress on ayngiven Pat is
optional (see 51 ard 52).

NOTE—In other vords, it shall be possible to cagfire ary VLAN as untagged ongeess, bt it is animplementation
option as to whether only a singlentagged VLAN per Porton eress is supgrted, or whether multiple untagged
VLANS per Pat on gyress aresupported.

A separate Static VLAN Rygstration Entrywith a distinct Port Map may be created feach VLAN from
which framesare recaied by the Forwarding Process.

8.11.3 Dynamic Filtering Entr ies
A Dynamic Filtering Ertry specfies

a) Anindividual MAC Address;
b) The FID anidertifier assgjnedby the MAC Bridge (8.117) to idertify a set ¢ VIDs for which no
more ttan one Dyamic Filtering Ertry canexist for ary individual MAC Address;

NOTE 1—An FID identifies a set of VLAN&mong whichShaed VLANLearning(3.9) takes place. Ay pair of FIDs
identifies two sets of VLANs between whidhdependent VLAN Learning3.5) takes dace.Theallocationof FIDs by a
Bridge is desébedin 8.11.7.
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c) A PortMap that specits forwarding offramesdestinedor that MAC Address and FIo a single
Port.
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NOTE 2—This isequivalent to specif/ing a single port nundp; hence, this spedifation is directly equialent to the
specifcationof dynamicertries in ISO/IEC 0038:1993.

DynamicFiltering Entries are created and updatedthe Learning Proas (8.10). The shall be automati-
cally removed after a specifed time, the Ageing Time, has elapsed sintbe entry was created or last
updated. Namore tha one Dynamic Filtering Entry shall be created in the Filtebagabase for a gén
combinationof MAC Address and FID.

RTddY SUOT30TJ}S3Y

DynamicFiltering Entriescannot be createat updated ¥ management.

NOTE 3—Dynamic FilteringEnties may be readytmaragement (Clause 12The FID is repesented in the manage-
mentRead operation ly ary one of the VIDs tht it repesets. For a given VID, the set of VIDghat sharéhe same FID
mayalsobe determinethy management.

The ageing out of Dynamic Filtering Entries ensures that end statiortsatieabeen maved toa different
partof the Bridged LAN willnot bepermanently preentedfrom receving frames. Italso tales accounbf
changes in the agt topoloy of the Bridged LAN that can cause end stationgpfiear to mege fromthe
point o view of the lsidge;i.e., the pathto those ed stations sudequently lies though adifferentBridge
Part.

The Ageing Tme may be setyomanagement (Clause )12 rarge of applicable \alues anda recommeded

default is specifedin Table 8-4;this is suggestedo remwe the needor explicit corfiguratian in most cases.
If the value of Ageing Tmecan be selby management, the Bridge shialive the capability to usealues in
the range spedéd, witha granularity of 1 s.

Table 8-4—Ageing time parameter value

Recommended

Parameter default value

Range

Ageing time 3000s 10.0-1 @0 0000s

NOTE 4—The granularity is spe@fl in oderto establish a commadpasisfor the granularityexpressedn the manage-
ment operationslefined inClausel2, not to constraithe granularity ofthe actual timer sugpted ly a conforman
implementation. If the implementatisuppats a granularitytherthanl s,then it is possible that thelue read backy
managemenrfbllowing a Set operatiowill not matchthe actual &ue expressedn the Set.

The Spanning iee Algorithmand Protocol spediéd in ISO/IEC15802-3, Claus8, includesa procedure
for notifying all Bridgesin the Bridged LAN of topolog change. It sped#és ashort \alue for theAgeing
Timer, to be enforcedfor a period afteary topdogy change (IS@AEC 1582-3,8.3.5). Wlile the tomlogy

is not changing,this procedure alles normal geing to accommodatexéended periods during which
addressectrd stations do ot gererate frames themseds, grhaps through teing powered devn, withou
sacrifcing the ablity of the Bridged LAN to contnue to provide senice afterauomatic corfiguratian.

8.11.4 Group Registratio n Entries
A Group RajistrationEntry specifes

a) A MAC Addressspecifcation, comprising
1) A group MAC Addresspr
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2) All Group Addressedor which no more spedif StaticFiltering Entry ists;or
3) All UnregisteredGroup Addressedpr which nomorespecifc StaticFiltering Entry &ists.

b) The VID of the VLAN in whichthe dynamiciftering information ves registered

c) A PortMap, consisting ot controlelementfor each outbound Poryhich specifes forwarding
(Ragistered)or filtering (Notregistered) of framgdestined to th&1AC Addressand VID.

Group Registration Entries are creataetodiied anddeleted g the qerationof GMRP (ISO/IEC 58023,
Clause 10, as mod#d by Clause 10 of this standard). Here than one Group BistrationEntry shall be
createdn the FilteringDatabase foa givencombination oMAC Addressspeification and VID.

NOTE—It is possible tdhave a Static Filterig Entyy which has values of orward or Filteron some orll Pots that
mask the dynamicaues teld in a correspnding Grop Registration Entry Thevalues in the GroufRegistration Entry
will continue to ke updated  GMRP; hence, subsequent machtion of that entry to alles the use of dyamic fltering

informationon one or morePorts immediately astites theirue GMRP rgistration state thatas hitherto maskd by the
static information.

8.11.5 Dynamic VLAN Registr ation Entries
A Dynamic VLAN Registration Entryspecifes

a) The VID of the VLAN to whichthe dynamiciftering information applies;
b) A PortMap with a control element for each outbound Port specifying whettieel/LAN is regis-
tered on tht Port.

A separate Dynamic VLAN Rygstration Entrywith a distind¢ Port Mapmay be createfbr each VLAN
from which frames are reogdby the ForwardingProcess.

8.11.6 Default Gr oup filtering beh avior

Forwardng andfiltering o group-addressefdtamesmay be managedylspecifying defaults for eachvVLAN
and outbound Port. The befiar of each ofthesedefaults, as modifed by the controlelementsof more
explicit Filtering Database entriegpplicableto a given framés MAC Address, VLAN classiation,and
outbownd Pat is asfollows:

NOTE 1—As stated in 81.1, for a given MAC Address there may be separate Static Filteringdsnivith a distinct
Port Map for each VLAN.

a) Forward All Groups. Theframeis forwarded, unlesan eplicit Static FilteringEntry specifes flter-
ing independen of ary dynarmic filtering information.
b) Forward Urregisteled Goups.The frameis forwarded, unless
1) An explicit StaticFiltering Entry specifes fltering indegendent of ag dynamic fltering infor-
mation; or
2) An explicit Statc Filtering Entry specfiesforwardngor filtering on the basisof dynamic filter-
ing informaton, ard anapgicable explicit Group Reistration Erry existsspecfying filtering;
or
3) An aplicable eplicit Static FilteringEntry does notyast, but an apgdicable Group Registra-
tion entry species fltering.
c) Filter Unregisteled Goups.The frameis filtered unless
1) An explicit Static Filtering Entry spedies forwarding indepenént d ary dynarmic filtering
information; or
2) An explicit Statc Filtering Entry specfiesforwardng or filtering on the basisof dynamc filter-
ing information,andan applicableglicit Group R@istration Eitry exists specifyirg forward
ing; or
3) An applicable eplicit Static FilteringEntry does notast, ktut an apgicable Group Registra-
tion entry species forwarding.
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In Bridgesthat supprt oy Basic FilteringServices, th defult Group filtering behaior is Forward All
Groups fo all Ports of the Bridgepr all VLANS.
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NOTE 2—Forward All Graupscorresponds directlyo the belavior specifedin ISO/IEC 10038: 1993 when forvding
group MAC Addressed frame®if which no staticiftering information ists in tre Filtering Database.ofward All

Groups maés use ofinformationcortainedin StaticFiltering Entriesfor specifc group MAC Addresses, Wt overrides
ary information contaied in Group Rgistration Entries. érward Unregistered Groups is analogous te florwarding
behaior of a Bridge with respect to inddual MAC Addresses. If there is no staticdynamic infomation br a spe-
cific group MAC Address, then the frame is famded; otherwise, the frame is fawged in accordance witlthe stati-
cally configured @ dynamically learnednformation

RTddY SUOT30TJ}S3Y

In Bridges that support Extended Filtering Servitks,deéfult Groupfiltering behaior for each outbound
Portfor each VLAN is determinedytthe following information contained ithe Filtering Database:

d) Any Staic Filtering Entries applicable to that VLAN with a MAAddress spedifation of All
GroupAddresses or All Ungastered Group Adresses;

e) Any Group Reistration Entries applicabte that VLAN with aMAC Addressspecifcation of All
GroupAddresses or All Ungistered Group Adresses.

The means wherglthis information determines the daflt Groupfiltering behaior is specified in 8.118,
Table 8-6, ar Table 8-7.

NOTE 3—Theresultis that the detult Group fltering behavior for each VLAN canbe confgured for each Port of the
Bridge via Static Filtering Enies, determined dynamicallyas Graip Reistration Entries created/updatiegd GMRP
(Clausel0), or bah. For example, in the absen of ary static ordynamic information irthe Filtering Database for All
GroupAddresses or All Unigistered Group Adarsses, thdefault Groupfiltering kehavior will be Filter Unregistered
Groups on all Portdpr all VLANSs. Sibsequentlythe creation of a Dynamic Group drgtration Etry for All Unregis-
tered GroupAddresses indicatintRegistered”for a gven VLAN on a given Pott would cause that Potb exhibit For-
ward UnregisteredGroups beheor for that VLAN. Similarly, creatinga StaticFiltering Enty for All Group Addresses
indicating “ReistrationFixed” on a gven Pott for that VLAN would causethat Port toexhibit Forward All Groups
behaior.

Hence, iy using appropriate combinations ‘tRegistrationFixed,” “Registration Forbidden,” and “Nemal Reistration”
in the Por Maps of Static Filténg Entries for tle All Group Addresses and All Wayistered Grap Addresses address
specifcations, itis possible, for a gen Port andvLAN, to

— Fix the deéult Grouwp filtering behavior to be just oe of thethreebehaiors describedabove; or

— Restrict thechoice of behéors toasubsebf the threeand allav GMRP rejistrations (or theirabsence) to determine
the final choice or

— Allow ary oneof the three behdors tobeadopted, iraccordance witlary registrationsreceivedvia GMRP

8.11.7 Allocation of VIDs to FIDs

The allocation 6VIDs to FIDs within a Bridgedetermireshow learnedndividual MAC Address infoma-
tion isused in forvardindfiltering decisiors within a Bridge; whether sucHearnednformation is confied
to individual VLANSs, shared among all VLANSr confined tospecifc sets ofVL ANs.

Theallocation of VIDsto FIDs is determined on #basis of

a) The set ofVLAN Leaning Constraints that hae been comjured into the Bridg€by means of the
management ggations deéhedin Clause 12);
b)  Any fixed mappingsof VIDs to FIDs thatmay have beenconfigured intothe Bridge (ky means 6
the managementperations defed in Clause 12);
c) Theset of active VLANE.e., ttoseVLANs on wlosebehalf the Bridge maybe called upn tofor-
ward frames). A VLANIs actie if eitherof the follonving istrue
1) The VLAN’'s Member se{(8.11.9) contain®ne Port that is im forwarding state, and at least
one otler Pat of the Bridge is bth in a fawarding state antas Ingress Filtering8.4.5)dis-
abled,;
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2) TheVLAN’'s Member setontaingwo ormorePortsthat are ira fornarding state.

d) The capaliities of the Bridge with respect to theumber é FIDsthat it can spport, andhe nunber
of VIDs that ca beallocatedto eah FID.
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A VLAN Brid ge shall suppat aminimum of one FID,and may sypat up to4094 FIDs. for the purpsees
of the managementperatiors, FIDs are numbereftom 1throuch N, where N is the mamum rumber d
FIDs supportedby the implementidon.
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A VLAN Bridge shall suppart the abilityto allocate at leagine VID to each FID andmay support the abil-
ity to allocatemorethan one VID to each FID.

Thenumber ofVLAN Learning Constraintsupported ¥ a VLAN Bridgeis an implementationption.

NOTE—In an SVL/VL Bridge (3.11), anumberof FIDs are supprted, ancone or moe VID can be mapped teach
FID. Inan SVL Bridge (3.10), a sitegFID is supported, and all Bk are mapped to that FID. In an IVL Bridge (3.6), a
numberof FIDs are supprted,andonly one VIDcan ke mappedo eachFID.

8.11.7.1 Fixed and dynamic VID to FID allo cations

A Bridge maysupportthe ability to defne fixed allocation®f specifc VIDs to specifc FIDs, via amalloca-
tion tablethat may be read andodfied by means othe managmert operatimsdefined inClause 12. ér
each VIDsupported § the implementation, the allocatiteble indicates one dfie folloving:

a) The VID iscurrentlynot allocated to gnFID; or

b) A fixed allocationhasbeendefined (via management), allocatiribis VID to FID X; or

¢) A dynamic allocatiorhas been &fined (as a result of ajying the VLAN Learnirg Corstraints),
allocating thisvID to FID X.

For ary VID thathasno fixed allocatiordefined, the Bridge can dynamically allocate that VID to an appro-
priateFID, in accordance with the curresgtof VLAN Learning Constrints.

8.11.7.2 VLAN Learn ing Constr aints
There are tw types ofVLAN Learning Constraint:

a) A Shared Learning Constraint (& Constraint) asserts that Shared VLAN Learning shall occur
between gair of identifed VLANs. S Constraintsare of the form {A SB}, where A and Bare
VIDs. An Sconstraint isinterpretedas meanindghat Shared VLAN Learning shall occlaetween
the VLANSs identified ty the pairof VIDs;

b) An Independent Learmg Corstraint (or | Constraint)asserts thaa given VLAN is a membeof a
set of VLANs amongstvhich Independen VLAN Learning shall occu. | Constrairts are of the
form {A | N}, where Ais aVID and N is an Independent Set Ideietif An | Constraint is inter-
preted as meaning that Independent VLANureng shall occur among the set of VLANs compris-
ing VLAN A andall other VLANSs idertified in | Constrains that carrythe sane Independent Set
Identifier, N.

A given VID mayappear in apnumber (includingero)of S Constraintand/or | Constraints.

NOTE 1—S Constraints are

— Symmetrice.g.{A S B} and{B S A} both express an identicalonstraint;
— Transiive: e.g., {AS B}, {B S C} implies theexistenceof a third constraint, {AS C};
— Rdlexive: e.g., {AS A} is a\did S Corstraint.
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| Constraints a not

— Symmetrice.g., {Al 1} and{1 | A} express diferent constraints;
— Transiive: e.g., (Al 1}, {B 11}, {B | 2}, {C | 2}) does noimply either{A | 2} or {C | 1}.
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Theallocation of VIDs taFIDs shallbe suchthat,for all members ofhe setof actve VLANSs (8.11.7),

c) A given VID shall be allocated texactly oneFID;

d) If agiven VID appearsn an | Constraint, then it shaibt be allocated to threame FID as agnother
VID thatappears in an | Constraint with the same Independehtd&stfier;

e) If agiven VID appears in an S Constrafeither &plicit, or implied ly the transitre nature of the
specifcation, then it shal be allocatedto the sane FID as theother VID idenrtified in the same S
Constraint;

f) IfaVID does not app&an ary S or | Constraints, then the Bridge may allocate that VID yd=4D
of its choice.
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NOTE 2—Theintentis that tle set ofLeaming Constraintsis defned o a glolal basis; i.e.that all VLAN-aware
Bridges are cofidured with the same set of constraints (algtoindividual constraints may well be deéd awl distrib-
uted ly different managers/atnistrators). Ay Bridge therefore sedhe completepicture in terms othe Learning
Constraints tatapgy to allVLANs presenin the Bridged_AN, regardless & whether thg all apply toVLANSs thatare
present in that particul@8ridge. This standard prades the dehition, in Clause 12, of managetjects and operations
that modelhow individual constraits can be confured in a Bridgehowever, the issueof how a distributed manage-
ment syptem might ensurthe consistensetting ofconstaints in all Bridges in a BridgddAN is not adiressed Y this
standad.

8.11.7.3 VLAN Learn ing Constr aint inco nsistencies an d violations

The applicaion of the rules spediédin 8.11.7.2, coupled with grfixed allocations of VIDsto FIDsthat
may have beenconigured canresult in tle Bridge @tecting Learnng Constraininconsistegies and/or vie
lations (i.e., can result in situations where there are inherent contradictions in the combinezhspeaf
the VLAN Learning Constraints and thixéd allocations, or the Bridgebwn limitations mean that can-
not meethesetof VLAN LearningConstraintshat have beenimposeduponit).

A Bridge detects a Learning Constraimtonsisteng if

a) The VLAN Learnirg Constraints, coupledith ary fixed VID to FID allocations, are sch that, if
ary given pairof VLANs became members tfe setof active VLANs (8.11.7), the result ould be
a simultaneosirequirement for Indegmndent VLAN Learningand for Shared VLAN.earnirg for
those tvo VLANS. Such an inconsisteyigvould require the Bridge to allocate that pair of VIDs both
tothe same FID and to dérent FIDs.

Learning Constraint inconsistensiare detected whenmanagenm@ operation (12.10.3) attepts toset a
new Learning Constraintalue, orto modify the ixed VID to FIDallocationsf the nev constrainbor alloca-
tion that is thesubject of the operation isconsistent with those already cignfred in the Bridge, thetie
maragemen operatim shall notbe performed and an error respse shll be retured.

A Bridge detects a Learning Constraiitlation if

b) The Bridge does nosuppat the ablity to map more han ore VID to ary given FID, and the VLAN
LearningConstraints indic that tvo or moremembers of the aet set of VLANS require to be
mapped to theameFID; or

c) The number of FIDs required in order to correctly @unke the Bidge to meet the VLAN Larning
Constraints andixed VID to FID allocations foill members of the astt se of VLANs exceeds
the number ofFIDs supported ly the Bridge.
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Learning Constraint violatioreredetected

d) When a VLAN that vas hitherto not a member of the set ofvac LANs (8.11.7) beames acire,
either as a result of management action or as a restlieadperatia of GVRP, resulting inthe
Bridge no longerbeing ake to suport the defined set of constrais ard/or fixed allocatiors for the
set ofactive VLANS; or
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e) When dher management recfiguration actions, suchas defining a rew LearningConstrait or
fixed VID to FID allocation, results the Bridge no longer being ableo supprt the defnedsetof
constraints and/oixed allocations for the set of agéi VLANS.
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On detectiorof a vidation, the Bridge issues the Notifyearnirg ConstraintViolation managemenotifi-
cation (12.10.3.10), in order to alert wmanag@mert statians to the gistence of the violation. Theis the
potential for a singlehange irconfiguration to result in more than o&AN whose constraints cannot be
met in such cases, rtiple noffications are generated.

8.11.8 Querying the Filtering Database

If a frameis classifed into a VLANcontaining a gien outbound Port in its member set (8.11.9), &vding
or filtering throughthatPortis determinedby the contol elements of filtering enties for tre frames destira-
tion MAC Addressand for VLANs with the same VID dFiltering Identifer (FID, 8.11.3)s the frame’
VLAN.

Eachentryin the FilteringDatabase foa MAC Addressomprises

a) A MAC Addressspecifcation;
b) A VID or,in the case obynamic Filteringentries, anFID;
c) A PortMap, with acontrol element for each outbound Port.

For Dynamic Filtering Entries, the FID thedrresponddo agiven VID is determined as spei@fl in 8.11.7.

For a gven VID, a given individual MAC Address spcification carbe ircludedin the Filterirg Datalase in
a Sttic Filterirg Ertry, a Dynamt Filtering Enty, both orneither. Table 8-5combines Static Fikkring Entry
and Dynamic Filterig Entry irformationfor an irdividual MAC Address tospecify forwarding, or filtering,
of a frame with thatlestination MAC AddressandVID through an outbond Pat.

NOTE 1—The use of FID in this table for Static FilteriBgties, and the & in parentheses in the heads) refects the
fact that, where more thaone VID maps ta given FID, thee may be more #n oneStatic Filtering Entry that &cts
the fowarding decision for gven individual MAC Address. The ééct of all Static Filtering Entries for that address,
and br VIDs that correspad to that FIDjs combinedsuchthat, fora gven outbourd Port:

— IF <ary static etry for ary VIDs thatmap to that HD specifes Forwarding> THEN<result= Forwarding>

— ELSE IF <any staic enty for any VIDs that ma to tha FID spedfies Filtering> THEN <result = Filtering>

— ELSE <reslt = Use Dyramic FilteringInformation>

Table 8-6 speciks he resul, Registered or Not Rgistered,of combining a Staic Filtering Entry and a
Group ReistrationEntry for the ‘All Group Addesses” address specition and fo the ‘All Unregistered
Group Addresses’address spcification fa an outlound Port.

Table 8-7 combines Static Filtergn Entry and Group Registration Entry informationfor a specific group
MAC Addresswith the Tble 8-6 resultsfor All Group Addresses and All Ungistered Grap Addresseto
specify fawarding, or fitering, of a frame with that destinatiomagp MAC Address though anoutbownd
Part.
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Table 8-5—Combining Static and Dynamic Filtering Entries f or an individu al MAC Address

*3331 A pazTJoyinyg pue paiydtdRdog

*RTUD 85N §,33SU3ITT J04 20-TT-2202 UD BuBA RaJpny 03 pasuadT TeTdaew payiTdhdog

Control Elements in any Static FilteringEntry or Entries for this individual MAC Address, FID,
and outbound Port specify:

c Forward Filter Use Dynamic Filtering Information (No Static Filtering Entry for %
2.2 | (AnyStatic | (No Static this Address/FID/Port spedfiesForward or Filter), g
o g Filtering Filtering or no Static Filtering Entry present. ;
=5 Entry for Entry for Dynamic Filtering Entry Contr ol Elementfor this =
L € this this individual M AC Address,FID and outbound Port specifies: '

Address/ Address/
FID/Port FID/Port
spedfies spedfies Forward Filter
Forward) Forward)

No Dynamic Filtering
Entry pr esent

Forward Filter Forward Filter Forward

Result

Table 8-6—Combining Static Filterin g Entry and Group Registration Entr y for “All Gr oup
Addresses” and “All Unregistered Gr oup Addresses”

Static Filtering Entry Control Element for this group MAC Address, VID,and outbound
Port spedfies:

=5 Use Group Registration Information,
c= or no Static Filtering Entry pr esent.
E E Reai . Reai . Group Registration Entry Control Element for this
T eglazlisxtg%tlon Ifogrlt?itcri%t;n group MAC Address, VID and outboundPort specifies:
- (Forward) (Filter)
. . No Group
?F%%?:rﬁ;j Not ('I'\;ﬁtgelrs)tered Registration Entry
presern

§ Registered Not Registered Raistered Not Registered Not Registered
14

Wherea givenVID is allocated to theameFID as one omoreotherVIDs, it is an implemeantation optionas
to whether

d) The resultshavn in Table 8-7 drectly determire the forwarding/fltering decisia for a given VID
andgroup MAC Address(i.e., the operatio of the Bridge withrespect to group M& Addresses
ignores the allocatioof VIDs to FIDs); or

e) The resultdor agiven MAC AddressandVID are combined with the correspoirtg resuts for that
MAC Addresdor each other ViDthat is allocated to theame FID, sthat if the Table 8-7result is
Forward in aiy one VLAN that sharethat FID, then frames fothatgroup MAC Address will be
forwarded for all VLANS that share tat FID (i.e., he operatiorof the Bridge withrespect taroup
MAC Addresses talsaccount othe allocatiorof VIDs to FIDs).

NOTE 2—In case §, the implementatioreffectively opeites asingle FDB per VLAN forgroupMAC Addressesin
case e), the implementation combiseatic and rgistered information for grould AC Addressesn accordance with the
VID to FID allocations currentlyn force, in much theame maner as br individualMAC Addresses.
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Table 8-7—Forwar ding or Filtering f or specific gr oup MAC Addresses
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Static Filtering Entry Contr ol Element for this ;
group MAC Address, VID and outboundPort specifies: NE
UseGroup Registration Information, 5"
or no Static Filtering Entry pr esent. g
Group Registration Entry Contr ol Element for =R
Registration | Registration this group MAC Address VID and outbound =
Fixed Forbidden Port specifies: R
(Forward) (Filter) g
. Not No Group 5
?F%%Et;ﬁ)d Registered Registration 7
(Filter) Entry pr esent o
25 |3
i 25 o Filter £
22 505 | 2 , . (Filter
[T 2 S g’ Forward Filter Forward Filter Unregisteed
s 3 8 282 s Groups)
O | 9| 3% § 4
© 0 e =
£2 | B 2oz
oo | & 9255 | 4
g & g % % g | Forward
= L2o0n | @
4 ot | @ Forward Fil ter Forward Filter (Forward
o
5o £l | ® Unregisteeed
o = Groups)
25 = 014 p
a = 0
59 <©
o> =
02 3]
=5 o Forward Forward Forward
< S o Forward Filter (Forward All (Forward All (Forward All
,j? Groups) Groups) Groups)

8.11.9 Determinatio n of the member set and unta gged set for a VLAN

The VLAN corfiguration informaton contained inthe Filterirg Datalase for a gien VLAN may include a
Static \LAN Rgjistration Eitry (8.112) andor a Dynamic \LAN Registration Etry (8.115). This infor-
mationdefines, fo thatVLAN:

a) Themenber set corsisting of the set of Pas thraugh which memlers of theVLAN can currently
be raached;

b) Theuntagged set,consistirg of the set of Porthrough whch, if frames destiadfor the VLAN are
to be transritted, they shall be tansnitted without tag headers. & all other Pats (i.e., allPats that
are not members of the untagget),sié frames dstinedfor the VLAN are to be transmitted, thie
shallbetransmitted with tadgneaders.

NOTE 1—As the operation of the ingress rules (8.8yajls associates a nomdhVLAN ID with an incoming frame, all
frames(including receied frameghat wee priority-tagged and carried theaull VLAN ID in their tag header) wilbe
transmitted with or withaLa tag headein accordancevith the membership of thentagged set for their YD

For a givenVID, the Filtering Databaseancontain a Static VLAN Rgistration Entrya Dynamic VLAN
Ragistration Entry both orneither. Table 8-8 combines Static VLAN Registration Entry andDynamic
VLAN Ragistration Entryinformation for a VLAN anl Port togive a resultmemberor nat memler, for the
Pat. Themember set foragiven VLAN consiss of all Parts for whichthe resulis member.
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Table 8-8—Determination of whether a P ort isin a VLAN' s member set
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Static VLAN Registration Entry Contr ol Elementfor this VID and Port specifies:
?é Normal Registration, or no Static VLAN Registration Entry pr esent. 3
s g Dynamic VLAN Registration Entry Contr ol Element for this VID and g
= 5 | Registration | Registration Port spedfies: g
= Fixed Forbidden 2
. . No DynamicVLA N I
Registered Not Registered Registration Entry present '
5
3 Member Not mambe Member Not membe Not mambe
[vd

Membership of the untaged set foa given VLAN is derived from Static VLANRegistration Entry infor-
maton cortained in the Filering Database as folies:

c) Ifthereis no Stati¥ LAN Rejistration Entry for the VLAN, thethe untagged set isglempty set;
otherwise,

d) Theuntagyedsetis equal © the sebf Parts for which the Port Magn the Static VLAN Registration
Entry indicates tharamesareto betransmitted untagged.

The untagged setndthemember set for agen VLAN are used in determinirtbe operation of the ingse
rules(8.6) andthe eyress ruts 8.8) for thatVLAN.

The initial state othe Permanent Database contains a Static VLAYidRation Entry fothe VLAN corre-
spondng to the Default PVID (Table 9-2). The Port Majn this enry specifes RgistrationFixed and for-
warding urtaggedfor all Pats o the Bridge. This etny may be modifed or remwed from the Permaant
Datalese ly means of th management ggations dehed inClausel? if the implemeration sipparts these
operatiams.

NOTE 2—This causethe deéult tagging state fothe PVID to be untaggedndfor all otherVIDs to betagged, uless
otherwise confjured; lowever, the managementorfiguration mechanisms alloary VID (including the PVID) to be
specifed asVLAN-tagged oruntaggecbn ary Port.Under normalcircumstances, thagpropriate corifurationfor the
PVID would be untagged on an access Pod tybrid Port, and VLAN-tagged oa trunk Port (Anne D discusses the
termsaccess 8rt, hybrid Port, andtrunk Port).

8.11.10 Permanent Dat abase

The Permanat Database prades fxed storagefor a number ofStatic Filtering Entries and Static VLAN
Registration EntriesThe Filtering Database shall beiiralized wih the Filering Database Entrigontained
in this fixed data store.

Entries maybe adledto and removed from the Permanent d&abase oder eplicit maregemet control,
using the managemeritinctionality definedin Clause 12Changgs to the conterts of Static Filterig Entries
or StaticVLAN RagistrationEntries inthe Permanent Databedo not afect foowardingandfiltering deci-
siors taken b the Forwarding Proces®r the @ress rules uiltsuch a tine as the Filtering Datalase is re-ini
tialized.

NOTE—Thisaspect bthe Permanent Databasen be vieved as preiding a “boot image’for the Filteing Database,
definingthe contentsf all initial ertries,befare any dynamic fltering informationis added.
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8.12 Bridg e Protocol Entity and GARP Pr otocol Ent ities

TheBridge Proteol Entity operateshe Smming Tree Algorithm and Protocol.

*3331 A pazTJoyinyg pue paiydtdRdog

*RTUD 35N §,33SUADTT JO4 20-TT-2202 UD BueA RaJpny 03 pasuadT TeTdaew payiTdhdog

The BridgeProtocol Entitieof Bridges attached to avgin individual LAN in a Bridged LANcommunicate
by exchangingBridge Protocol Cata Units (BPDUS).
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Figure8-6 illustrates the operatiaf the Bridge ProtocolEntity including the reception and transmissodn
frames containing BPDUs, the maddédtion of the state information associated withvitlial Bridge Ports,
and naification ofthe FilteringDatabas®f changs inactive topology.

The GARP Protool Entities operate the Algoriths and Protocols associat@ith the GARP Apfications
suppoted ly the Bridge, andconsist ofthesetof GARP Rirticipants for ttoseGARP Applications (ISO/IEC
15802-3, Clauses lard 12.3).

The GARP Protocol Entities of Bridges attached tovargindividual LAN in a Bridgel LAN communicate
by exchanging GARP Protocol Dat&nits (GARP PDUSs).

Figure8-7 illustrates the operation of a GAR¥Potocol Entity including the recepti@ndtransmissiorof
frames containing GARPDUSs,the usef control information contained in the Filtering Databas®) noti-
fication of the Filtering Datalase ofchanges iniftering information.

8.13 Bridg e Management

Remde managmert facilities maybe praided ty the Bridge. Bridge Manage®nt is madeled abeing per-
formed ty means ofhe Bridge Managenent Entity. The facilities provided by Bridge Management andthe
operatioms hat support these &cilities, arespecifiedin Clause 12

Bridge Managemengrotocols use the M& Service proided ty the Bridged LAN.

8.14 Addressing

All MAC Entitiescommunicating across a BdgedLAN shall use 48bit addesses. These mag biniver-
sally Administered AddresseLocally Administered Addressesr a combinationf both.

8.14.1 End statio ns

Framestransmitted between end stations usitige MAC Service proided ly a Bridged LAN carry the
MAC Address of the sour@nd destination end st@nsin the source and destination addreskl§of the
framesrespectiely. The address, or other mearfsdentification, ofa Bridge is notarried in frames trans-
mitted between end stations for the purposdrafme relay irthe Bridged LAN.

The broadcast address and other grougOMMldresses apply the use of the M& Service preidedby a
Bridged LAN as awhole. In the absee ofexplicit filters configuredvia managemeras Static Filtering
Entries, or via GMRP aSroup Ragistration Entries (81, Clausel2, and ISO/IEC 158@-3, Clausel0),
frameswith such destirationaddresses are relayddroughaut the Bridged LAN.

8.14.2 Bridge Ports

The indvidual MAC Entity associated with each Bridge Port shaltaseparate indidual MAC Address.
This address is used fany MAC procedures required ly theparticular MAC methodemployed.
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Frames thaare receied fromthe LAN to which aPort isattachedandthat carry aMAC Address for the
Portin the destinationaddressield are submitted to the MASevice User (LLC) eactly & for an end
station.
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8.14.3 Bridge Protoc ol Entities and GARP Protoc ol Entities

Bridge Protocol Entities only reise and transmit BPDUs. These are only nemgiand transmitted from
other Bridge Protad Entities (or where tov Bridge Ports areonnected to the same LAN, to and from
thenseles).
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GARP Protocol Entitiesnly receve andtransmit GARPPDUs (ISO/IEC 15802-312.11)that are format-
ted accordingto the requirements of the ARP Applications thg support. These are onhgceived and
transmited fromother GARPProtocd Entities.

A Bridge ProtocbEntity or aGARP ProtocbEntity usesthe DL_UNITDATA.requestprimitive (see 1SO/
IEC 8802-2) pruided ly the indvidual LLC Entities associated with each aetBridge Port to transmit
BPDUs or GARFPDUSs. Eah PDU istransmitted on one selected Bridge PBBUs arereceved through
correspoding DL_UNITDATA .indication primitives. Thesource_addressnddestinatio_adiress arame-
ters d the DL_UNITDATA.request prinitive shal both denote the stadard LLC address assiged to the
Bridge Spanningiree Protocol. This ident#s the BridgeProtocol Entity and the GARP Protocol Entity
amang other users oLLC.

Each DL_UNITDATA.requestprimitive gives riseto thetransmission oén LLC Ul commandPDU, which
cornveys the BPDU or GARP PDU in its informationikld. Thesource and destinatidrl C address felds
are set to theaues sipplied in the request prirtive.

Thevalueassigned to the Bridg@panningTreeProtocol LLC addresis givenin Table 8-&

Table 8-9—Standard LLC ad dress assignment

Assignment Value

Bridge spannimg tree protocb 01000010

Code Representatiorthe least sigificant bt of the \alue shavn is theright-most. The bits icrease
in significance fom right toleft. It should be roted thathe cale iepresentation used hehas been
chosen in aler to maintain caisteny with the representation used eldere in this standardhon-
ever, it differs from theepresentatiomusedin ISO/IEC 11802-11997.

ISO/IEC 1802-3 afines a Protocol Ideifier field, present in all BPDUs (ISO/IEC 862-3, Clawse 9)and

GARP PDWs (ISO/IEC 158@-3, 12.11), which senes to ientify different protools sugportedby Bridge
Protocol Entities and GARP Protocol Entities, within the scope of the LLC address assignment. This stan-
dard speciksa sirgle value of the Primcd Identifier, defned in ISO/IEC15802-3, Clause 9, for use in
BPDUs. This value seresto identify BPDUsexchanged betweeBridge Protool Entities operating the
Spanning Tee Algorithmand Praéocd specifed inISO/IEC 1802-3, Clause 8. A secal value of this pro-

tocd identfier for usein GARPPDUs is defnedin ISO/IEC 1582-3,12.11. This value seres to idetify

GARP PDUsexchanged betweeBARP Rarticipants operating the GARP protocol specifin ISO/IEC
15802-3,Clausel2. Furthervalues ofthis field are reseed for fuure stardardization.

81SO/IEC TR 11802-1:1997,Informationtechnolog—Telecommunicéions andinformation exchange betwen systems—Locaand
metropolitanarea netwrks—Technicalreportsand guideline—Part 1: Thestructure and coding dfogical Link Controladdressesn
Local AreaNetworks, contains the fullist of standard LIC addressssignmentsand documetsthe criteriafor assignment.
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A Bridge Prdocol Entity or GARP Praocol Enity thatrecevesa BPDU @ a GARP PIJ with an unkiown
Protocol Iegentifier shalldiscard thaPDU.

A Bridge Prdocd Entity that operates the Spang Tree Algorithm and Protocd specifed in ISO/IEC
15802-3, Clause 8always transmits BPDUs adessed tall other Bridge Protocol Hities attacled tothe

LAN on which theframe containing the BPDU is transmitted. A group address shall be used in the destina-
tion addressfield to addressthis graup of Entities.This graup address sl be configured in the Permaant
Datalase (814.6) inorderto confne BPDUs tothe individual LAN onwhich they are trasmitted.

A 48-bit Universal Addressknown asthe Bridge Group Address, has beenigssd for this purposdts
value is speciéd in Table8-10. Bridges that use 48-liniversally AdministeredAddresses shall use this

address inthedestinatioraddressield ofall MAC frames coveying BPDUS.

Table 8-10—Reserved addres ses

IEEE
Std 802.1Q-1998
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Assignment

Value

Bridge Group Address

01-86:C2-00-0600

IEEE Std 802.3, 1998 Hiibn, Full Duple

PAUSE operation

01-80:C2-00-0601

Resered for futue standardization

01-80:C2-00-0602

Resered for futue standardization

01-80:C2-00-0603

Resered for futue standardization

01-86:C2-00-0604

Resered for futue standardization

01-86:C2-00-0605

Resered for futue standardization

01-80C2-00-0606

Resered for futue standardization

01-80C2-00-0607

Resered for futue standardization

01-80C2-00-0608

Resered for futue standardization

01-80:C2-00-0609

Resered for futue standardization

01-80:C2-00-0G0A

Resered for futue standardization

01-80:C2-00-060B

Resered for futue standardization

01-80:C2-00-060C

Resered for futue standardization

01-80:C2-00-060D

Resered for futue standardization

01-80:C2-00-060E

Resered for futue standardization

01-86:C2-00-0G0F

A GARP Prota@ol Entity that

a)
b)

Operates the GARP protocol spésifin ISO/IEC 15802-3, Clause 1and

Supmrtsa given GARP Application,

always tansnits GARP PDUs adiressedo all other GARP Prdocol Enrtities that

c)
d)

Implement the same GARP Applicatiand

Are atachedo the LAN on which the frame containing tARP PDU is transmitted.
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A groupMAC Addressspecific to the GARP Application conernal, shall be used as tldestindion MAC
Address ifeld to address thigroup of GARPProtocol Entities. A set af8-bit Universal Addresses, knm as
GARP Application addrsses,have been asignedfor tha purpose. Thevalues of the GARP Application
addreses are défed in ISO/IEC 15802-3able 12-1. These group M3 Addresses are resed/for assign-
mentto standargratocds, accoding to the citeria for suchassigimens (Clhuse5.50f ISO/IEC TR11802-2).
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NOTE—Table 11-1 allocates a group MIAAddress for useybthe GVRP application; hwever, the \alue allccated in
that tablds oneof the GARP Aplication addesseseseredby ISO/IEC 15802-3;Table 12-1.
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In Bridges that do nao support aty GARP applications, the set of GRP Applicationaddresseshauld not be
configuredin the Filtering DatabaséB.11) orthe Permaent Databasé8.11.10. In Bridges that supprt one
or moreGARP applications, the sef GARP Application addresses should be guned as Static Filtering
Entriesin the Fltering Database (8.11) and Permasnt Databse (8.1..10)as fdlows:

e) GARP Apfication addresseassigred to GARP Applications that aresupported ly the Bridge
should be condured in order to coirfie GARP PDUs for that GARP Application to the widual
LAN on which they are transntied;

f)  GARP Application addressessigned to GARRpplicationsthatarenot supported ¥ the Bridge
shauld na be cafigured inthe Fltering Datbaseor Permaent Databse.

The source addresigeld of MAC framescorveying BPDUs or GARP PDUscontains the indidual MAC
Addressfor the Bridge Port throgh which the PV is transnitted (8.142).

8.14.4 Brid ge Management Entities

Bridge Management Entities transmit and reegrotocol data units using the Servicepded ly the indi-
vidual LLC Entities associateavith each Bridge Port. Eadf these in turn uses the NIAService which is
provided by the indvidual MAC Entities associatedith thatPort and supportebdy the BidgedLAN as a
whole.

As auser of tre MAC Servce providedby aBridged LAN, the Brilge ManagmentEntity may be atiched
to ary point in the BridgedLAN. Frames adressed to the BridggManagemengrntity will be relayed
Bridges if necessarp reach the LAN tavhich itis attached.

In order to ensure that rewed frames are not duplicatetthe basic requirement ia single LAN or a
BridgedLAN that auniqueaddress bassociated with ea@oint of attabment shall be met.

A Bridge Managmert Entity for a specific Bridge is addresseuay one @ more individual MAC Addresses
in corjunction with the hidher layer protool identifier and addessingnformation. It may stare one omore
points ofattachment téhe Bridged LANwith the Ports othe Bridge with which it is associatedidrecom-
mended that it makuse of the M& Sevice provided ty all the MAC Entities associated witrach Bridge
Port, i.e., that it be reachable through each BrRig# using frames carrying the inalual MAC Addresof
thatPort in the destination addresied.

This standard srifiesa standard group M@ Address fo pulic usewhich senesto convey maregemeih
requests o the Bridge Managenent Entities asseiatedwith all Bridge Ports afachedto a BridgedLAN. A
management request tha corveyed in a MAC framecarrying this addresglue in thedestination ddress
field will generallyelicit multiple responses fro a sinde Bridge. Thisaddresss known asthe All LANs
Bridge Managemer®roup Address anthkesthe \alue specifed in Table 8-11.
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Table 8-11—Addressing bridge management

Assighment Value
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All LANs Bridge Managment Group Address | 01-83C2-00-0010

8.14.5 Uniq ue ident ification of a Bridge
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A unique 48-bit Uniersally Administered M& Address, termed thBridge Address, shall be assighéo
each BridgeTheBridge Address may bthe indvidual MAC Address of a Bridge Port, which case usef
the addessof the lavest numbered Brigk Pot (Port 1)is reconmended

NOTE—The Spanimg Tree ProtocolISO/IEC 15802-3, Clause 8gqures that ssingle unique identiér beassociated
with each Bidge. Thatidertifier is derived from the Bidge Addressas speciéd in ISO/IEC $802-3, 8.5.1.3, 8.5.3.7,
and 92.5.

8.14.6 Reserved addresses

Frames containing grof thegroup MAC Addressespecifedin Table 8-10 in their destinatiaddresdield
shall rot be relayedby the Bridge. The shall be cofigured inthe Permanent Database. Managemeait sh
not provide the capability to modify or renve these entries from the Permanent orRlering Databases.
These group M& Addresse areresened for assignment to standard protocols, accoriitige criteriafor
such assignments (Claus® of ISO/IECTR 11802-2).

8.14.7 Points of attac hment an d conn ectivity f or High er Layer Entities

Higher Layer Entitiessuch as the Bridg@rotacol Entity andGARP Praocol Entity(8.12), andBridge Man
agement (8.13) are modeled lzsing connected directly tilve Bridged LAN via one or more pointsof
attachment Fromthe pant of view of their atichmenm to the Bridged LAN, Higher Layr Entities associ
atedwith aBridge can beegarded as if thearedistinct end stidons, directly connectedo one ormore of
the LAN segmentssened ly the BridgePorts, in the sameay asary other end statiors connectedo the
Bridged LAN. In practice, the Highdrayer Entitieswill, in mary cases, share the same/gibal points of
attachment usedyliherelay functionof the Bridgeas stated in 8.14owever, from the point olview of the
transmission and reception of framgstbese functions, the behar is the same as if thhevere contained
in logically separate endaionswith points of attacment“outside” the Por{s) with whichthey are assoei
ated. Figire 8-9 is functionally equvalent to Figure 83, kut illustrates lis logical separatiorbetveenthe
points d attachmentised ly the Higher LayeEntities andpoints ¢ attachmenused ly the MAC Relay
Entity.

Higher LayerEntities fall into two distinct cakgories:

a) Those entities, such as the Bridge Management Etitil/require only aingle point of attachnms
to the Bridged LAN;

b) Those entities, such as Bridge Protocol Entities and GA&HEcPants, tharequire a point of
attachment per Poof the Bridge.

The fundamental distinction between these tatgoriesis that for the latteiit is essential for the operation
of the entityconcernedhat itis ableto associateeceved frames withthe LAN s@ment onwhich those
frames were originallgeen i the Bridge andthat it isableto transmitframes to peeentities thaarecon-
necteddirectly to that LAN sgment.It is thereforeessential that

c) It does not recee frames via a poirdf attachment associatedth one Port that ha been relayed
by the Bridge fronotherPorts; and
d) Frames that it transmitga onepoint of attachment are not relayey the Bridge to apother Ports.
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Higher Layer Entities
(Bridge Protocol Entity, Bridge Management, etc.)

1] 1]
v [v
LLC Entities LLC Entities

FMAC %Service MAC %Service
MAC Relay Entity
(MAC method

I Functi
MAC Entity MAC Entity ndependent Functions) MAC Entity MAC Entity

Internal Internal

Sublayer Sublayer
(MAC method  \ service Service/ (MAC method

Dependent Deper_ldent
Functions) Functions)
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Figure 8-9—Lo gical sep aration of points of attachment used b y Higher Layer Entities and
the MAC Relay Entity

For this reason, the M8 Addresses used to idaentities of this type are permanently égufed inthe Fil-
tering Database in order to pent the Bridge from relaying such frames reedivia ay Portto ary other
Part of the Bridgeas deifned in 8.14.3 and 8.186.

NOTE 1—The MAC Addresses used to @esssuchentities are generally group MAAddresses.

The MAC RelayEntity forwards a frame receied on one Pothrough the other Port(s) tiie Bridge, sub-
ject tothefollowing control information permitting such foesding to tak place:

e) The Portstateinformation(8.4) associated witlthe Port on which thtamewas reeived;
f)  The informaion hel in the Filering Database (8.1

g) ThePortstate irformation (8.4) assocatedwith the Pat(s) on which the frameis paentilly to be
transnitted

This is illustrated irFigure 8-10, where the control informaticepresentedybthe Port state and Filtering
Database information igpresented asseries of switches (stvm in the open, disconnected state) inserted
in theforwardingpath preided ky theMAC Relay EntityFor the Bridge to fonard a gien frame between
two Portsall threeswitchesmust bein the closed statdhis figurealso illustrates thahe controls placed in
the forwarding path hae no efect upon the ability of a Higher Layer Entity to transmit and wedeames
directly ontoagiven LAN segment via the pint of atachmen to that sgment (e.g, from ertity A to seg-
mentA); they only affect the path tadn by arny indirect transmission/reception (e.g., from entityo’seg-
mert B).

Figure 8-11illustrates thestate ¢ the forwardng path withrespecto frames destinetbr Higher Layer Enti-
ties that requir@erPort pointsof attachment. Théactthat the Filteringdatabases in all Bridgesegperma-
nently confguredto prevent relayof framesaddressed to thesetities meanghat theg can recaie frames
only via treir direct pints of atechmert (i.e., fromsementA to ertity A, ard from segmentB to entty B),
regardkess ofthe Pot states.
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Higher Layer Entity A Higher Layer Entity B
A A
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Port state information

LAN Segment A LAN Segment B

Figure 8-10—Eff ect of contr ol information on the forwar ding path

Higher Layer Entity A Higher Layer Entity B
A A

Filtering Database Information

L e e

Port state information

LAN Segment A LAN Segment B

Figure 8-11—Per-Port points of attachment

Figure 8-12 illustratethe stateof the forwarding path with respect tframes destined foa HigherLayer
Entity that requires only aingle pointof attachment, forthe casevhere the Porstates andriltering Data-
base statepermit relay of framed-rames destined fdhe Higher Layer Entity that originaten LAN seg-
ment Barerelayedby the Bridge, and are both reeed ty the entity and transmittezh LAN segmentA.

Figure 8-13 illustratethe stateof the forwarding path with respect térames destined foa HigherLayer
Entity tha requires only a singlgoint ofattachment, for the case whenee of the Port states does not per-
mit relay Frames destinefdr the Higher Layer Entityhat originate on LAN sgment Aare receied ky the
entity; havever, frames that originate on LAN gment B are not relayed/ithe Bridge, andan theefore
only be receied by the entity if there is some other fawling path preided ty other components of the
BridgedLAN between sgments A and B.
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Higher Layer Entity A
A
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Port state information

LAN Segment A LAN Segment B

Figure 8-12—Single point of attac hment—rela y permitted

Higher Layer Entity A
A

Filtering Database Information

|

Jo<—/r

;

Port state information

LAN Segment A LAN Segment B

Figur e 8-13—Single point of attachment—r elay not per mitted

NOTE 2—If the Port stateshavn in Figure 8-13 occuwras a redti of the normal operation of the Spangifiree (as
oppased to being a resuwf equipmenfailure, or administratre control of Part state ifiormation),then sucta path will
exist, either viaanother Port of this Bridge (nshavn in the diagram) connected s@mert A, or viaone or more
Bridges proiding a pattbetween sgments Aand B. If therds no actve Spanniig Treepath from sgment Bto sgmert
A, then theBridged LAN has partitionedéhto two separat8ridged LANSs, one orither side ofhis Portandthe Higher
Layer Entityshown isonly reachableia sgment A.

In VLAN-awareBridges, tvo more switches appear in the famding path, corresponding to the ingress and
egress rlesdefined in8.6 and8.8, asillustratedin Figure 8-14.
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Higher Layer Entity A Higher Layer Entity B
A A
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Port state information

Ingress/Egress configuration information

LAN Segment A LAN Segment B

Figure 8-14—Ing ress/egress contr ol information in the forwar ding path

As with Portstate information, theonfiguration of the ingress andressrulesdoes notffect the reception
of framesreceved on thesameLAN segment as a Higher Lay&mntity’s point ofattachment. & example,
the reception oh frameby HigherLayer Entity A thawvastransmitted on LAN Sgment Ais unafectedby
the ingress orgeess corifjuration of either Port. Heever, for Higher Layer Entities that require only a sin-
gle point of attachment, the ingress ampgless corifjuration affects the fonarding path.For example,
frames destined for Higher Layer Entity A that are transmitted on LAj8gtB would be subjected to the
ingressrules thatapply to Port B aml the gress rilesthat appy to PortA.

The decision as to whether frames transmitigcHighe Layer Entities are VLAN-taggedr untagged
depems uponthe Higher Layer Entity concernedand the conectivity that itrequires

h) Spanmng TreeBPDUs transrntted by the Brdge Prodcol Entty are no forwarded ly Bridges, and
must bevisible to all otherBPEsattached to the same LANg®ent.Such frames shall be transmit-
ted urtagged

NOTE 3—Any BPDUs orGVRP PDUs that carnatag header are not recognized as well-forrB&dDUsor GVRP
PDUs andare not forvarded ly the Bridge.

i)  The deinition of the GVRP application(11.2.3) calls for all GVRHArames to be transmitted
untagged forsimilar reasos;

i)  Thedefinition of the GMRPapplication (Clausd.0) calls forall GMRP framesoriginating from
VLAN -awaredevicesto be transmitted VLANagged, in order fothe VID in the tag to b used to
identify the VLAN context in which the r@istratian apples;

k) It may be necessary f6(tDUs transmitted for Bridge Management (8.13pé&VLAN-tagged in
orderto achi@e thenecessary conngeity for management in a VLAN Bridged LAN. In order
access a Bdge Management entity locateda region ofthe network that issened onlyby a given
set ofVLANS, it may be necessary to communicatth thatentity usingframes VLAN-tagged with
one of the IDs concerrd, urless om of ttose MDs also lappensto be the PVID for te Port serv
ing the maagement statio.
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9. Tagged frame f ormat

Taggingof frames igperformedfor the follawing purposes:
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a) Toallow user_priority information to badded tdrames carried on IEEE 802 LAN MAtypes that
have no irheren ability to signal priorityinformation atthe MAC protocol level;

b) To allow a frame tccarry a VID;

c) To allow theframe to indicate the format MAC Addressnformation caried in MAC user data;

d) Toallow VLANSs to besupported across fifrentMAC types.
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This clause describéketagformatusedfor tagging framesasfollows:

e) Subclause 4 gives anoveniew of tagging;

f)  Subclause 9.8efines the dta represedations that are usedh the descriptions bthe tag ifeld for-
mas;

g) Subclaus®.3describes the structuof the tagheader

Further anbysis of the frame formatshe format translations that can occur when frames are tagged or
untaggedvhenrelayed letweendifferent MAC methals, and adescrigiion of the tagjing/untaggingproce-
dure carbe found in Annex C.

The descriptiorof the taggedrame structte, bdh here ard in Annex C, is based ortwo genericframe for-
mas:

h)  Theframe formatused in IEEEStd 802.3 MACs, andwhich isused vith minor \ariations in other
MACs wherghenative Link Layerprotocol identifcation mechanism is based on a choice between
the Type interprestion andLength interpreétion of theLengh/Type field. TheTypeinterpretatonis
used whera Type \alueprovides the protocol identifation;theLength interpretatiors used where
LLC addressing prades the proteol identification LAN MAC methals that male use ofthis
frameformat are referred to ithis standard as 802.3/EtherbAC methods;

i)  The fram&ormat used iInSO/IEC 88@-5andFDDI MACs, and usedith minorvariationsin other
MACs wherethenative Link Layer protocolidentification mechaism is based on LLC addressing,
andwhere the frame may also bl@to carrysource-routingnformation. LAN MAC methodghat
make useof thisframeformat arereferred to irthis standard aoken Ring/FDDIMAC methods.

For MACs otherthan 8@.3, 8802-5, ard FDDI, the approach used is to apply these frame formats, with
appropriate modi€ationto the werallframe structurgasappropriate¢o the MAC concernedFor example:

)  MACs such as &®-4 and88026 that se LLC as the aive Link Layer protocol identifcation
would adqt formati). If they do not provide natve supprt for souce routing the \ariant  this
formattha is used in transparent FDDI LANsowid be use;

k) MACs such as &2-12 that carsiyppat compatibility with 8.3 and88025 MACs would adop
either format hpr formati), depenéhg upon which compatilility mode wes in operatia.

9.1 Overview
Tagging aframe requres

a) The addtion of a tagheaderd the frame. This headeriissered inmeditelyfoll owing the destima-
tion MAC Address ad sourceMAC Address (and routing, if pgent) feldsof the frameo be trans-
mitted;
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b) If the source and destinatiddAC methods dfer, taggingthe frame may irvolve translation or
encapuation of theremairder of theframe, as sgcified inISO/IEC 118@-5, IETF RFC 1042and
IETF RFC 1300;

¢) Recomputation othe Frane Check Sequence (FCS).

*3331 A pazTJoyinyg pue paiydtdRdog

When relaying daggeal frame between 802.3/Ethernet @8, aBridge mayadjust the RD field such that
theminimumsize ofa transmittedagged frame is 68 octefs.2).
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Thetag headecarries the follwing information:

d) The Tag Prdocol Iderifier (TPID) appropriate to the M&methal concerned, as descetdbin 9.3.1.
This protocol identifer identifies the frame as a tagged frame, conforming to the tagging format
describedn this standard.
e) Tag Cortrol Information(TCl) as describd in 9.3.2.The TCI consists of the folldng elemets:
1) User_piority, as describeth 9.3.2.1. Thidield allows the taggedframe tocarryuser_ppiority
informationacross Bridgd LANs inwhich individual LAN segmentsmay be unable tosignal
priority information(e.g, 802.3/Etheret sgmerts).
2) Canonical Brmat Indcata (CFl), as descried in 9.3.2.2This fieldis used
i) In Token Ring/sarce-roded FDDI MAC methods, tesigral the bit order of address infor-
mationcarriedin the encapsulated framend

i) In 802.3/Ethernet and transparent FDDI ®@4nethods, to signal the presemceabsence
of aRIF field, andin combiration with the Non-canonical Brmat Indicator (NCFI) car-
ried in theRIF, to signalthe bit orde of address informationarried in the encapsulated
frame.

NOTE 1—The meaning of Candoal formatas aplied to MAC Addressesand theimplications of theformat of
addressesn therequirementsdr frametranslation, areliscussed in AnneF.

3) VLAN Identifier (VID), as described in 9.3.2.3. Thiglfl uniquely idertifies the VLAN to
whichtheframe belongs.

f)  In 8023/Ethernet ad FDDI MAC mettods, an Embeatkd Source-Rating Information Field (E-
RIF) isincluded, if requiredy the state of the CHllag in theTCI. If present, in additioto provid-
ing the ability to carry source-routing information, thisld includesa further flag, the NCFlI, that
signals the bibrder ofaddressnformationcarried in the erapsulated framelhe structure of this
field, as used in this ctext, is described in 9.3.3.

NOTE 2—The ability of the tagheacr to carry embedded source-routinfpimationusing 802.3/Ethernet ahFDDI
MAC methods does not implyrequirement on the part opare 802.3/Ethernet Bridge or a transparent FBEdigeto
supportsource routingThis capability is preidedsimply to allav traffic thatoriginatesin, and isdestired for, a sairce-
routed ervironment totransit asvLAN-tagged trafic across aan-source-routedrvironment. “Tunnelling” of saurce-
routedframes aarss transparent media in this manisestill requiredto follow the rules foisource routings deifned in
ISO/IEC 15802-3see 1.3,5.4); in particular Bridges that support only transparent apien are not permitted tfor-
ward ary frames receied that hee the Rl bit set in the source M@ Addressitld. Ary useof the capattity of using
the E-RIF to cary real source-nating information across transparent LANan tlerefore only be madeytBridgesand
or end stations that support soerouting. Once RIF information has been encapsulatehis way, transg@rent Bridjes
can treathe frames as tranagent framesand forvard/ilter themaccordindy. This standarddoesnot specify ag for-
warding decisions based on tBeRIF

The structureof the taggedframeallows the follaving types of information to be ideni#fd andcarried in
tagged franesacrossall MAC methods:

g) EthernetType-encaled (E)andLLC-encodedL) information (see 3.13.2);

NOTE 3—Thedistindion between E and L isnot repesengd in the tag heacer itsdf, but is identifiable by examination
of the data caed in thetagged fame; in 8@.3/Ethernet MA metlods, ly examining thevalue in the Lengh/Type
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field, and inToken Ring/FDDI MAC methods, ¥ the presence/absencktioe SNAP-basedorotocol identifers used in
the encapsulation formatiescribed in ISO/IECL1802-5,IETF RFC 1042and IETF RFCL390.
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h) Framesin which ary MAC Addresses embedded in the BAlata are carrieth Canonical (C) or
Non-canonical (N) format;
i)  Source-routed (R) and transpat (T)frames.

NOTE 4—These abbreiations are used here and in ARn@ to refer to diferent types of data frameorFexample, a
frame carryig LLC-encodednformation,Non-canonical emédded addesses and sourceuting information, isabbre-
viated toL-N-R; a frame carryig Ethernet fpe-encoded information with Canonical addresses arsbuoe-routing
information would be E-C-T
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Relaying a taggeftamerequires

j)  If the frame fomats usedn the sotce aml destination M\C methods dfer, translationof thetag
heackr to the format appopriatefor the destination MAC method,;

k) If the sourceanddestination MAC methoddiffer, relaying the frame masequiretranslationof the
remairder of the frame, as daéd in ISO/IEC118®-5, IETF RFC 102, andIETF RFC 130;

I)  Inclusion/agustment of thePAD field, if necessarywherethe destinationMAC methodis 8.3
Ethernet (7.2);

m) Re-computatiomf the FrameChed SequencéFCS) if necessary

Untagging @agged frameequires

n) The renoval of the tagheaderretaining the RIF in the appropriateposiion in the fnal untagged
frame ifnecessary;

o) If the frame fomats used othe source and destination MAmethals differ, untagging te frame
may reqire translation othe remainderof the frame, as diefed in ISO/IEC 118@-5, IETF RFC
1042, and IETF RFC 1390

p) Adjustmentof the PAD field, if necessarywhere the destation MAC methodis 802.3/Ethernet
(7.2)

q) Re-computatiof the FrameChed& SequencéFCS).

The frame translatiadefinedin ISQIEC 11802-5, IETF RFCL042 andIETF RFC B90areapplied, as
necessaryto all frames carryingthernetType-encodednformationrelayedby VLAN -awareBridges. Use
of the (H flag in the tagged frame alis

r)  The formatof embedded M& Addressinformation to be signalled end-to-end acrosgLaAN
without the need for M& Address format translatidly VLAN-aware Bridges whil¢he framesin
tagged formatiegardlesof the MAC methodsnvolved incarrying the tagged frame frosource to
destination;

NOTE 5—In other words, from the point of vie of ISO/IEC 11802-5, IETF RFC 2Q, and IETF RFQ390 translation,
the represemtion of Ethernet yipe-encoded infamation is alvays as would be epected for the undiling MAC
mettod, andin tagged famesthe famatof embedded addres¥ormationis aways asindicated ly the CFI/NCFI.

s)  Source-routingnformationto be carried end-to-end acras3/LAN, regardless of the M& meth-
odsinvolved in carrying the tagged frame fraource to destination.

The primary purpose in allwing the distinctiorbetweenCanonical and Non-canonical information to be
representeth the tagged frame is fermit suchinformation to be carried acroasvLAN without the need
for VLAN-awareBridgesto translate the format of embeddd AC Addressegnroute; havever, Bridges
that untag framemay still need to takthe address format into consideratiang perform the appropriate
translation if necessargndif the Bridge supports such translatiorar Example, in order to successfully
untag arL.-N-T frame for transmission ontn 802.3/Ethernet gment, it would be necessary to ogert ary
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embeddedMAC Addresseso Canonical format in orddor that frame to be meaningful tbe end stations
on that sgment.
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The ability to support translatiasf embedded MC Addressedbetween Canonicalnd Non-canonical for-
mats(and vice ersa)when transmittingan untagged frame ot requiredby this standard. IBridges that
do nd support such traslation cability ona given oubound Port, frames thahay requre such translation
before beig forwarded asintagged frames on th&ort shall be discarded.
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NOTE 6—In particular, this means that a Bridge that popts only oneMAC typeon all Ports isiat required tasuppot
MAC Address translation whamtagginga frame that originated andifferent MAC type.

Tagging of frames occurs when an untagged framelayed  a Bridge onto aLAN segmentfor which
thatframeis required ly theegress rules (8.8) to be transmitiedaggedormat.

Untagging offrames occurs when a taggiedme is relayedyba Bridge onto a LAN ggnent for which that
frame is regired by the @ress rules (8.8p be trasmitted in unaggedformat.

9.2 Transmission and representation of  octets

In this clause, dets in a PDU (or adld of a PDU) are numbered starting from 1 and increasing in the order
in which they are put ito a MAC Service Data Unit(MSDU).

Thebits in an octt are nunberedfrom 1 to 8, wherd is the least sigficanthit.

Where consecuté octets are used to represent a binary nurtiieetover octet number carries the most sig-
nificart value.

Where the slue of afield is represented in Radecimal notation, as sequencef two-digit hexadecimal
valuesseparatedyphyphens(e.g., A1-5B-03), the leftmostexadecimal @lue (Al in this kample)appears
in thelowest numbered octef the feld andthe rightmost headecimal alue(03 inthis example)appears in
the highest nmbered octeof the feld.

When theermssd andreset are used ithe text to indicate the @uesof single-bit felds,setis encodd as a
binary 1 andreset asa birery 0 (zero).

When the encoding of a PDU (orialfl within a PDU)is represented using a diagram, the feitg repre-
sentations are used:

a) Octets aresshavn with the lovest numbered octet nearest the top of the page, teermaenbering
increasig from the top to bdtom; or

b) Octets arsshavn with thelowest numbered octetearest the lefvf the page,the octet numbering
increasig from left to right

c) Within an octt, bitsare slown with bit 8 to theleft and bt 1 to the right

9.3 Structure of the tag header
Thetag headeconsistf thefollowing components:

a) The Tag Protaol Identifier (TPID)as described in 9.3.1;

b) The Tag Controlinformation (TCI) aslescribedn 9.3.2;

¢) In 802.3/Etherat and norSource-RroutedDDI frames (i.e., FDI frames in wich the Rllbit is
reset)the E-RIF if required ly thestateof the CFlI.
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There are three fornaf the tag headedepending upon thgype ofencoding used for th€PID and the
underlyingMAC type. The werall structure othethree formof headeis illustrated inFigure 9-1.
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Ethernet-encoded tag header SNAP-encoded tag header on 8802-5

Octet Octet 3
Ethernet-encoded TPID ; ; %
3 3 g
TClI . ; 3
(Length/Type field) . SNAP-encoded TPID Z £

E-RIF (present following the | / 7

Length/Type field only if CFI 8

. ) 9

set in TCI). 2-30 octets. N (Max. 36) TCI 10

SNAP-encod ed tag he ader on FDDI

Octet
1
2
3
4
SNAP-encoded TPID 5
6
7
8
TCl 9
10
E-RIF (presentonly if CFl 1
setin TCI and RII reset).
2-30 octets. N (Max. 40)

Figure 9-1—T ag header formats

The Ethernet-encodefdrm of the tag heder is used where the tagged frammeo be transmitted using
802 3/Ethernet MAC mettods.

Thetwo SNAP-encoded forms ahetag header are used where the tagffathe isto be transmitted on
Token Ring ard FDDI MAC metods:

d) On 8802-5 MACs, aly RIF information, if present, appears in the normal position in the frame, i.e.,
directly following the destiation MAC Addressifeld, and is not part onétiagheader

e) OnFDDI MACs, RIF information, ifpresent, maye carriedeitherin the normal positiornn the
frame(i.e., directly following the destinatioMAC Address ifeld), or withinthe E-RIF feld in the
tag header

NOTE—The SMP-encaled frameformat onFDDI allows FDDI LANsto be operated in transparent moded/or in
source routing mode.

9.3.1 Tag Protocol Id entifier (TPID) format

The structure of th@PID field takes two forms, depeding upan whether thefield is Etherret encaed
(9.3.1.1) or SM\P encaled (93.1.2). The TPID carries an EthexhType \alue (802.1QBgType), wtich
idertifies the frame astagged frame. Thvaue of 802.1QagType is defhedin Table 9-1
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Table 9-1—802.1Q Ethernet Type allo cations

Name Value
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802.1Q Tag Protocol Vpe (802.1Q&gType) 81-00

9.3.1.1 Ethernet-encoded TPID
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The Eherret-ercoded TPID (ETPID) ield is two octets in legth. The ETPIDcarries tle value of the
8021QTagType, as dfinedin Table 9-1.

Figure9-2 illustrates the staiureof the ETPID.

Octet
1
2

802.1QTagType

Figure 9-2—Ethernet-encoded TPID f ormat

9.3.1.2 SNAP-encoded TPID
The SNAP-en@ded TPID (STPID) is eight octetslength,encoded in SNP format,as follows:
a) Octets numbered throudn 3 carry tle stamlard SNAP headerconsisting of the hedecimal \alue
AA-AA-03;
b)  Octetsnumbered4 through 6 carry the SAP PID, consisting ofhe hexadecimalvaue 0G00-00;
c) Octets7 and 8carrythe 802.1QagType, as dehed in Table 9-1.

Figure9-3 illustrates the statureof the STPID

o
I}
28
@
=

SNAP header (AA-AA-03)

SNAP PID (00-00-00)

0O~NO OIS WNPE

802.1QTagType

Figur e 9-3—SNAP-encod ed TPID format

9.3.2 Tag Control Information (TCI) f ormat

The TCl feld is two octets inlengh, and cotains user_priority, CFl ard VID (VLAN Identifier) fields. Fig
ure9-4 illustrateghe structure othe Td field.

Octets: | 1 2
user_priority | T VID
o
[ L 1 | [ O S I
Bits: | 8 6 5 4 11 8 1

Figure 9-4—Tag Contr ol Information (TCI) format
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9.3.2.1 user_priori ty

The user_priorityield isthree bits in lengthinterpretedas a binary numbemhe user_priority is thefore
capable of representirgight priority levels, Othrough 7. Theuse andnterpretationof this feldis defned in
ISO/IEC 558®-3.
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9.3.2.2 CFl format
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The Canonical érmat Indicator (CFl) is a single bit flagdue. CFI reset indicates that all NLAAddress
information that may be present in tMié C data carriedypthe frame is in Canonical format.

Themeaning othe CFl when setlepends upon theaniant of thetagheader invhich itappears.

a) In a SMP-ercoded tag header transmitted usi®g)2-5 MAC mettods, CFl hasthe following
meanings:
1) When set, indicates that all MAAddress information that may be present in theQviRata
carried ly the frameis in Non-canonical formatN);
2) When resetindicatesthat alMAC Address information that médye present in théAC data
carriedby the frame isn Canoniciformat (C).
b) In anEthernet-encded tag heaet, trarsmitted usig 802.3/Etheret MAC methals, CFI haghe fol-
lowing meanings.
1) When set, indicates that the E-RIEI is present ithe tag headeand that the NEI bit in the
RIF determines whether MAAddress information that may be present in theQvthata car-
ried by the frame is in Canonical (C) bilon-canonica(N) format;
2) When reset, indicates that the E-RIiEld is not present in the tag headand tha all MAC
Address information that maye presenin the MAC datacarried ly the framds in Canonical
format (C)
¢) InaSNAP-encoded tag headgansmitted usingDDI MAC methodsCFI has the follwing mean-
ings:
1) Whentheframetakesthe source-routed forifi.e., the Rllbit is set inthe frames source MAC
Addressfield anda RIFfollows the source M& Address), the interpretation of the Ot is
as deifned in a) for SNAP-ercoded tag heaetrstransmitted using802-5 MAC methods.The E-
RIF field isnot presenin this form;
2) Whenthe frame taks thetransparent form (i.e., the RII bit is regethe frames source ME
Addressifeld and therés no RIFfollowing the source M& Address), thénterpretatiorof the
CFI bit and thepresencer absence of thE-RIF is asdefined in b)for Ethernet-encoded tag
headers transitéed using 8023/Ethernet MAC mettods.

NOTE 1—The decisio as to whether the source-routethicor the transparent form is used on FDDI is a local matter
and dependsponlocal knavledge in a Bidge orendstationasto whether theé=DDI LAN is capable ofsupporting
source-rated traffic. The transparent forrallows source-roting information to be transparentlyunneled” across
LAN s that donot sugort sourcaouting; i.e., LANswhere there may be intermediate transparent Bsitgthe trans-
mission pattthat would discard sarce-routed frames.

NOTE 2—Inorder tocorrectly relayframes betweeniffering media tys, the MAC Relayfunctionof the Bidge needs

to know the MAC type associated with each port. The meagnatiich this iformation is preided to the MAC Relay
function is a loa@ matter.

9.3.2.3 VID format

The twehe-bit VLAN Identifier (VID) field uniquely identify the VLAN to which thisame belongs. The
VID is encoded as an unsigned binary numibable 9-2 identifes \alues of the VID ffeld that hae specifc
meanings ousestheremaining alues of VIDareavailable for general uses VLAN identifers.

A priority-tagged framés a tagged frame whose tag header con@aMiD value equal to the null VLAN
ID.
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NOTE 1—The specitation ofthe ingress andgeess rues for VLAN-Aware Bridges (8.6, 8.8) is suchatha Bridge
does not mpagte priority-taggedirames; a eceived piority-tagged famewill acquirea VLAN classification on

ingressand will therefore either be formvded as aruntaggedrame, or as séagged fame tagged with thatLAN clas-

sification, depeding upon tle egress confjuration for that VLAN. priority-taggeffamesarethereforeonly ever gener-
ated ly endstations.
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A VLAN-tagged frames atagged framevhosetag header contains @D value other thathe null VLAN
ID.
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Table 9-2—Reserved VID values

VID value

(hexadecimal) Meaning/Use

0 The null VLAN ID. Indicates thathetag header contains only useriority infor-
mation; noVL AN identifier is presentin the frame. This VID value shal not be
configured asaPVID, configured inary Filtering Database entrpr used in an
Management operation.

1 Thedefault PVID value used for classifyinffameson ingessthrough a Bridg
Pat. The PVID \dlue can be changday management oa perPott basis.

FFF Resered for implementation se. This VID value shall na be configuredas a
PVID, confgured in ay Filtering Database entryised in ap Managementoper-
ation, ortransmitted iratagheader

A Bridge mayimplemert the ablity to suppat less tharthe ful range of VID values;i.e.,for a given imple-
mertation, an uper limit, N, is defined fa the VID values suported, where N is less thanequal to 4094.
All implementations shall sujpt the e o all VID values in tle rang O through their deifned maximum
VID, N.

NOTE 2—There is a distiction made here betweerethange of VIDvalues(0 through N) that ammplementation can
supportasidentifiers for its actie VLANs, and the maximm number of actie VLANs (V) thatit is able to support at
ary one time. A implementation that suppts a maximum of, sagnly 16 active VLANs (V=16) can suppo¥IDs for
thoseVLANSs that arechosen from aywhere in theull VI D number spce (i.e., suport N=4093, or from a sbset of
thatnumberspace(i.e., support N<4094). Therefore il alays greatethan @ equal to V

9.3.3 Embedded RIF format

The E-RIF that can appear in Ethernet-encoded tag headers, and in the transparent fexRerficided
tag readers on FDD, is a modfication of the RIF as dafedin ISO/IEC 1802-3, C.33.2. When presen it

immediately follavs the Length/§pefieldin the 802.3/Ethernet tagged franoe,immediatelyfollows the
TCI field inanFDDI frame.It consists ofwo compoents:

a) A two-octet Route Contrdtield (RC);
b) Zeroor more octets oRoute Descriptos (upto a maximunof 28 octets)as deifned by RC.

The strcture anl semanticsaassociated with the Rte Descriptes are aglefined inISO/IEC 158023,
C.3.3.2

Figure 9-5 illustrates the format of the RC component, asindbeé E-RIF The felds of the RC, and their
usage, are diefedin the follawing subclauses.
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Octets| 1 2 ;
RT  (X) LTH D LF 0 5

. [ | I I [ I I z

Bits: 8 6 5 118 7 2 1

Figur e 9-5—E-RIF Route Contr ol (RC) field
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Note that the défition of the E-RIF and its use within tag headers does fexttahe ddhition of the RIF
used in untaggefilamesin asource routingrvironment.

NOTE—The use oE-RIF fields in802.3/Ethernet anBDDI framesis further discusseth 9.3.3.6.
9.3.3.1 Definition of the Routing T ype (RT) field in the E-RIF

The dfinition of this feld is asdefinedin ISO/IEC 158@-3, C.3.3.2, withthe addition thatan R value o
01X indicatesa transpana frame. Thevalue of the rightmosbit, X, is ignored; i.e., its thebinary \alue 01
in bits8 and 7that is used to signalteansparent frame.

NOTE 1—Ineffect, the RT bits in the E-RIF ena®ethe stateof theRIl bit that would appeaiin anequivaentframein a
source-ratedervironment. R values 01X encode RII resetTRaues 00X orlXX encode RII set.

The transparent framelbe indicgées that, with thexceptionof the NCFI (9.3.3.5), theemainde of the E-

RIF shall be discarded if ¢hframe is forwarel using88®-5 MAC methods. An E-RIF containing aff R
value indicating dransparent frame contains no route descriptors, and is theeeémtéy 2 odets in length
(however, the alueof the LTH field issetto zero in thiscase; s€8.3.3.2).

The least signi€antbit of the RT field, marled (X) is resered, as dfinedin ISO/IEC 15802-3, C.3.3.2.

The following rules ensuréhat the interpretion and usef the R field by VLAN-aware devicesis unam-
biguous, and does nafonflict with useby nonVLA N-aware deices:

a) Where an untaggedpurce-routed frame is reeedl from a Token Ring/FDDI LAN and isrelayed
as a taggeftame either on 802.3/Ethernet or ooké&n Ring/FDDI, if the receied valueof the RT
field was 0XX, then thealue of the R fieldin the E-RIF or RIF in théagged framehall be trans-
mitted as 00 (i.e., ay 01X is converted to 00Y

b) Where an untagged, transparent frame isived from aToken Ring LAN and is relayed as a tagged
frame eitheron 802.3/Ethernet oon FDDI, then the tag éader will carry an E-RIF inwhich the
value ofthe R field shall be010;

¢) Wherea VLAN-aware end station onoken Rng/FDDI generates source-routed, tagdenes in
the source-routed form (i.e., where the RIF appears in the normal position for a source-routed frame
andthere is n&-RIFin the tagheader), then it shallot transmit R values 0010 or011 inthe RIF;

d) Wherea VLAN-aware end stationon 802.3/Ethernet oFDDI generatesource-routedfagged
frames in the transparent form (i.e., where there is source-routing information present that is carried
in the E-RF in the tag headghut there is no RIF in the normal position Bosource-routed frame)
then it shalhot useRT valuesof 0100r 011in the E-RIF;

NOTE 2—In other wrds, whken source-ratedframes are tunnelled across a transparentament, the state of thelR
bits signakthat the E-RIF carries reaburce-outinginformation.An equivalentframe generateid a source-routed gl
ronmert would have RIl set,and the source-rting informatian would apgar as aRIF in the normaposition.

e) “X”in theserules istaken to mean “Ignorediponreceipt, transmitted agm.”
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NOTE 3—Theuse ofanRT value of 01X to indicate a transparent frame applies onlRTovalues caried inthe E-RIF;
values of01X appearingin theRIF of a rormal sourceouted frame (whether taggedwrtaggedl are rever interpreted
in this way.

NOTE 4—In addition to its use as a meafisunnelling source-nated frames across transparent LANs, thevalbales
for the useof RT valuesin the E-RIF also pruide thepossibility of statiors attachedo transparent LANs usinsource
routing to canmunicate withstations attached to source-routed LANspémticular bullet d) statesherule that maks
such communicatiopossible.
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9.3.3.2 Definition of the Le ngth (LTH) field in the E-RIF
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This field is as dahedin ISO/IEC 15802-3, C.3.3.2, wth the exceptionthat if the value of the R field in
the E-RIF is 01X, indicating a transparémme, then theTH field shall carry avalue of 0.

NOTE—The use ba zerolength in cojunctionwith thetrarsparent R indicator ensures that therenis possibilityof
suchframesbeing misinterpreted aslid Specifcally Routed framesybdevices that suport sarcerouting.

9.3.3.3 Definition of the Direction Bit (D) field in the E-RIF
This field is as dehed in ISO/IEC 158@-3, C.3.3.2.
9.3.3.4 Definition of the La rgest Frame (LF) field in the E-RIF

This field is as dehed in ISO/IEC 15802-3, C.3.3.2, and is used accordingly for all tagged frameshit-
tedusing 802.3/Ethernet or FDDI MAmethods that carry an E-RWhether source-routed or transparent.
For framestransmitted usin@02.3/Ethernet M& methodsthe value of this feld shallindicate a largest
frame size of 140 octets or less.

9.3.3.5 Definition of the NCFl fie Id in the E-RIF
TheNon-canonical Brmat Indicator iield of the E-RIF has the folleing meanings:

a) When reset, indicates that all NIAAddress information that maye present in the M3 data car-
ried by theframe isin Non-canonical format (N);

b) When set, indiates that all ME Address information thahay be presenin the MAC datacarried
by the frame is in Canonical format (C).

In source-routed frames owken Ring/FDDI MAC mehods, this bit in the RIF is resed, andts value is
presered across Brides; its value is normally reset.

Where a source-routed frame is reeeli from a ©ken Ring/FDDI LAN and relayed as a tagged frame con-
taining anE-RIF on 8023/Ethernet ofFDDI (i.e., wkere RIF informabn carriedin the nornal positon for a
source-routed framis embedded ian E-RF), the recaied value of this feld is replacedby the appropriate

N or C \dlue.

Where a tagged franmontaining an E-RIs relayedirom an802.3/Ethernebr FDDI LAN onto a Token
Ring orFDDI LAN as a source-routiframe (i.e., whetthe RIF information carried in the E-Ri§ restored
to its normalposition in the frame), this bit in the RIFis resetm the frane transnitted ato the destnation
LAN.

9.3.3.6 E-RIF usage in tagged frames on 802.3/Ethernet and FDDI
There are three cases whartagged frame will carrgn E-RIF:

a) Itisatranspanat frame thatarries E-N or L-N information;
b) Itis a source-routeftame that carries E-N &-N information;
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c) Itisa source-routeftame that carries L-C information.
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Case a) occuri§

d) An untagged frame containing E-&f L-N data, andvith no RIF (RII reset), is receed from an
8802-5 LAN and is trasmitted asa VLAN-tagged frame on 80.3/Ethernetor FDDI; or

e) A tagged framevith CFl set, andwvith no RIF (RII reset), iseceved from an 8802-8AN and is
transmittedasa VLAN-taggedframe @ 802.3/Ethernedr FDDI.
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Caseb) occurs if

f)  An untagged frameantaining E-N or L-N data, and withRIF (RIl set), is receied from a dken
Ring/FDD LAN and is traemitted as a VAN-taggedframe o 802.3/Etternet, ¢ on an FDDO
LAN that does nosupport sairce raiting; or

g) A tagged frame with CRet,and witha RIF(RII set), is receied from aToken Ring/FDDILAN
and is transmitted as a VLAN-tagged frame on 802.3/Ethernet, or on an FDDI LAN tlatadoe
support sairce raiting.

Case c) occuri

h)  An untagged frameantaining L-C data, andith a RIF (RIl set), is receed from a Token Ring/
FDDI LAN and istransmitted as a VLAN-taggdthmeon 802.3/Ethernegr on an FDDLAN that
doesnot syppart source roting; or

i) A tagged frame with CFI reset, and wahRIF (RII set)js receved from a dkenRing/FDDILAN
and is transmitted as a VLAN-tagged frame on 802.3/Ethernet, or on an FDDI LAN tkatatoe
sugport sairce raiting.

The other possibleamerepresentations onoken Ring/FDDI, namelytransparent frames carrying either
L-C or E-C information, are represented on 802.3/Ethernet media as VLAN-tagged frames with CFI reset
(i.e., theRIF is notpresent).

In case a)the RIF is createl from scratchaspart ofthe frame translationThe RIF in this case consists of
only 2 octets, witHield valuesas follows:

i)  RT isset tothebinary \velue 010, to idicate a tragparentframe;
k) LTH issettoO;
) Dand LF felds are set to O;

m) NCFl is resetto indicatethat theformat is Non-canonical.

In cases b) and c), thdRcontainedn the frame to be translated is used unmedijfwith the tvo excep-
tions hat

n) RecevedRT values of 0XX are translated 000in the R field of the E-RIF;

0) The NCFI feld isset appropriately to indicatbe format (Canonicalor Non-cananical) of the data
carried in thérame.
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10. Use of GMRP in VLANS
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The GARP Multicast R@istrationProtocol, GMRP, definedin Clause 10of ISO/IEC 1802-3, allavs the
declaratio ard dissemimtion of Group menbersiip information, in order to permit GMRP-avare Bridges
to filter framesdestinedfor group MAC Addresses o Ports throu which potertial recipients of such
frames annotbe reached. Thepecifcationin ISO/IEC 15802-Zallsfor the propagtion of GMRP regis-
tratiors only in the GARP Information Prgpagaton (GP) Context known as theBase Spnring TreeContext
(ISO/EC 15802-3, Clauses 18nd12.3.4); i.e., propagtion of GMRP irformationoccurs amory the set d
Ports of aBridgethat arepat of theactive topdogy (ISO/IEC 1582-3, 74) of the Spanning fEe resulting
from operatio of the S@nning Tee Agorithmand Préocd defned in ISO/IEC 1802-3, Clause 8. This
GIP Conext isidentified by aGIP Context Identifier of O.
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In Bridged LAN ewironments that suppothe deinition and management ™LANs in accordance with
this stardard, the operatioof GMRP as spec#d in ISGIEC 158023 is extenced to rmit GMRP to oper-
ate in multiple GlPcontets, defned ly the set of VLANS thatare active in the BridgedLAN; these are
known asVLAN Contats.

The useof GMRP in a VLAN Context allovs GMRPregistrations to be nue that are spedit to that
VLAN; i.e., it allows the Groupfiltering kehavior for one VLAN to be indepettent d the Graup filtering
behaior for other VLANS. The following sulclausesdefine the gtensimsto the deifnition of GMRP that
permitits wse in VLAN conexts.

With the exception d the extersions defined in ths standrd, the operatio of GMRP andhe conformance
requirements associatedit GMRP areas afinedin ISO/IEC 15802-3.

10.1 Definition of a VLAN Conte xt

The GIP Cotext Identifier usedto idertify a VLAN Contxt shall be eqal to the VID usedto identify the
correspoding VLAN.

The set of Ports od Bridge defnedto be part of the acte topdogy for a gven VLAN Contet shall be
equalto the setf Pats ofa Bridge for wlich the fdlowing are true:

a) The Portis a member athe Menber set(8.11.9)for that VLAN; and

b) The Portis one ofthe Ports othe Bridgethat are part of thactive topology for the spanningree
that sypparts thatvVLAN.

NOTE—For the purpses of this standdra single sanning tree is used to support all VLANswwver, the abee dfi-
nition has been deliberatelyonded so as not to preckidts use in aontt where a magpg exists between M
instance®f spanningreeand N VLANS.

10.2 GMRP Participants and GIP Conte xts

For each Port of th&ridge, a distinctnstance of the GMRPaRicipantcanexist for each VLANContext

suppated by the Bridge. Each GARP Rurticipant maintais its avn set & GARP Applicant and Rgstrar
statemachinesandits own Leave All state machine. Theie noGMRP Rurticipant associatedith the Base
Spanning Tee Catext.

A given GARP Rirticipant operatimg in agiven GIP Context, manipulates only the Pat Filtering Mode and
Group Raistration Etry informationfor the context concerred. In the case of Gup Raistration Efries,
the GIP Contet Identifier value corresponds to thelue ofthe VID field of the entry
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10.3 Conte xt identifi cation in GMRP PDUs
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Implementations of GMRP conformatat the specifcationof GMRPin ISO/IEC 15802-3 &change PDUs
in the Base Spanningree Contet; such PDUs are transmittehd receied ty GMRP Ruarticipantsas
untaggedrames.

Implementations of GMRIh VLAN Bridgesapply the same ingress rulés6) to receied GMRP PDUs
thataredefined for the reception Poitherefore
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a) GMRP frames witmo VLAN classifcation (i.e.,untagged or priority-tagged GMRP frames) are
discaded if the Acceptable Framgdes parametgB.4.3) forthe Port isset toAdmit Only VLAN-
tagged frames.Othawise, thg areclassifedaccording tahe PVID for the Port;

b) VLAN-tagged GMRP frames are classid accordingo the VIDcarried in the tapeader;

c) IfIngress Filering (8.4.5) is enaldd, and if the Port is nah the Memler set (811.9) for the GMRP
frames VLAN classification,then the framés discarded.

The VLAN classifcation thus associated witeceved GMRP PDUsestablisheshe VLAN Context for the
receved PDU, and identiés the GARP &ticipant instane to which thePDU is directed.

GMRP PDUs transmittedylGMRP Participantsare VLAN classifed according to the VLAN ontet asso-
ciated with that Brticipant. GMRP Participants in VLAN Bridges applithe same gressrules that are
definedfor thetransmissiorPort (8.8).Therefore

d) GMRP PDUs are transmitted through aegi Portonly if the value ofthe Member Sefior the Port
for theVLAN concerned indicatebat theVLAN is registeed on that Port;

e) GMRP PDUs are transmitted as VLAN-tagdemmesor asuntagged fraes in accordance with the
state of the Untagged SE@.11.9)for that Port for the VLAN concerned. Were VLAN-tagged
frames are transitted, the VID field of the tag heagt carrieshe VLAN Conext Identifier value.

10.4 Default Gr oup filtering beha vior and GMRP pr opagation

The prgpagaton of GMRP rgistrations within a VLAN cortext has impicationswith respect to thehoice
of default Group filtering behavior within a Bridged LAN As GMRP franes aretransmitted only onout-
bound Pats that arein the Member set (8.11.9pr the VLAN concerned, propation of Group registra-
tions by a gven Bridge occurs only teards regions of tke Bridged LAN where tht VLAN has been
(statically or dynandally) registered. Thids illustrated in Figre 10-1; doted lines in thediagr.am slow
those rgions of theL AN wherepropagtion of registrations foiGroupM in VLAN V doesnotoccur Con-
sequenly, the Filtering Databases of thever two Bridges willnot containany Dynarnic GroupReyistra-
tion Entry for GroupM in VLAN V.

The actionof thesetwo Bridges on receipt oframes, on either aheir lower Ports,destined fo Group M
and VLAN V, will deperd uponthe Deégult Group Filtering Behaior adopted ¥ their ugper Ports, with
arethe Ports thasre in the Member set for VLAN. If the Default Group FilteringBehavior is either fer-
ward All Groupsor ForwardUnregisteredGroups, then these Bridges will faavd the framedf the Default
Group Filterirg Behavior is Filter UrregisteredGroups, thernthese Bridges wil filter the frames. In the sce-
nario shavn, the cloice of Deéult Group Filtering Behavior is therefore crucial with respetd whether o
not endstation S, or anotherstation thais “outside” the VLAN,is able to send frames to membershaf
Group. ThechoicebetweenFilter UrregisteredGroups ad the otherdefault behaiors therefoe hes the
effectof defning VLANS thatareclosed to gternalunregisteredtraffic (Filter Unreisterel Groups)or open
to exterral unregistered trdfic (Eitherof the otler default behaviors).
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Applicant station that is a member of Group M in VLAN Context V

Applicant station that is not a member of Group M

End station transmitting frames to Group M on VLAN V

Regions of the LAN where registrations for Group M in VLAN Context V are not propagated

Figure 10-1—Example of GMRP propagation in a VLAN conte xt
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11. VLAN topolog y management

The gyress rules (8.8)efined for the Brwarding Procesi VLAN Bridges rely on thexéstenceof config-
uration information for eack'LAN that defnes the set of Ports of tiBridge throughwhich one or more
members @ reachable. This set of Ports is kmoas the MembeSet (8.11.9), and its mbershipis deter-
mined ly the presence aabsence of coiguration information in the Filtering Database, in the form of
Static and DpamicVLAN Registration Entries (8.11.2, 8.11.5).
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Reliable operatiorof theVLAN infrastructure rguires VLAN membershipnformation heldn the Filtering
Datalase tobe maitained in a coastent menner across all MAN-aware Bridgs in the Bridged LAN, in
order toensure thatramesdestinedfor endstaion(s) ona gvenVLAN can be correcthdelivered, rgard-
lessof wherein the Bridged LAN the framé generated. Maintenance ofginformation by end stations
that are sources of VLAN-tagged frames canvakoich stations teuppress transmission sdich frames if
no membersexist for the VLAN concerned.

This standrd defnesthe fdlowing mechanism that alow VLAN membershipinformation to be conig-
ured:

a) Dynamic canfigurationanddistribution of VLAN memlershipinformationby meansof the GARP
VLAN Registration Protaol (GVRP), as described in 12;

b) Static cofigurationof VLAN membershipnformationvia Managmert mechaisms, aglescribed
in Clausel2, which allov configuration ofStaticVLAN Registration Entries.

Thesemechanismgrovide for theconfiguration ofVLAN membership information asresult of

¢) Dynamic rgistration actions ta by end stations or Bridges ingbridged LAN;
d) Administrative actins.

11.1 Static and d ynamic VLAN configuration

The conbined functonalty provided Ly the ability to corfigure StaticVLAN Registration Entries inthe Fil
tering Database, capledwith the ablity of GVRP b dynamically create and ugate Dynamic VLAN Regis-
trationEntries, ofers tte foll owing passhili ties with respect tdow VLAN s arecorfigured on a gien Port

a) Static confjuration orly. The managemerigcilities described in ClauskE? are used to establish
preciselywhich VLANs have this Port intheir Memler set, andhe GVRP maegenent cortrols are
usedto disable the agration of the GRP prot@ol onthat PortHence,ary use ofGVRP ly devices
reachable vidhat Portis ignored, and thd&embersetfor all VLANs can therefore only be deter-
minedby means obtaic entriesin the Fltering Database.

b) Dynamic coniguration aily. The operatio of GVRP is reliedupm to establishDynamic VLAN
Registration Entries that will dynamadly reflectwhich VLANSs areregistered on the Port, their con-
tents changing ake coniguration of the netark changs. The GVRP management contrals set
to enablagheoperationof the GVRP protocol on th&tort.

¢) Combinedstatic ard dynanic configuration. The static con§urationmechanisms are usa@dorder
to confgure sone VLAN membershp informaion; for other VLANs, GVRP sreliedupm to estab
lish theconfiguration.The GVRP managemeabntrols are se¢b enable theperation othe GVRP
protocol onthat Pat.

All of the abae approaches asupported Y themechanisms dafed in this standard, améch approach is
applicablein different circumstancesofFexample:

d) Use of static comjuration may be appropriate on Ports where theigordtion of the attached
devices isfixed, or where thenetwork administrator wishes to establiah administratie boundary
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outside ofwhich ary GVRP registratian information iso beignored. For example,it might be desir-
ablefor dl Ports servingnd user déces to bestatically confguredin order toensure that particular
endusershave access only tparticular VLANS.

e) Use of dymmic corfiguration maybe appropriate oRats where the VLANconfguration is inher-
ently dynamicwhere users of particulAfLANs can connecto the netwrk via diferent Porton
an ad hoc basis, or where it is desirable tonatignamic reconfuration in the &ce of Spanning
Tree tgology changes. Inparticular if the “core” of the Vftual Bridged LAN contains redndant
pathsthat are prunedy the operatin of Spanning flee, thenit is desirablefor Bridge Portsthat
form the corenetwork to be dypamicallyconfigured.

f)  Use ofboth static and dgamicconfiguration may be appropriate d¢torts where it iglesirableto
placerestrictionsonthe confguration of some VLANswhile maintaining the fleibility of dynamic
registration fa others. For examgde, onPortsservirg mohle end usedevices,this would maintain
the beneits of dyramic VLAN registraton from the point of view of traffic reducton, while still
allowing administraive cntrol over acces$o some VLANS via thaPort.

*3331 A pazTJoyinyg pue paiydtdRdog

“RTddY SUOT30TJ}S3Y
*RTUD 35N §,33SUADTT JO4 20-TT-2202 UD BueA RaJpny 03 pasuadT TeTdaew payiTdhdog

11.2 GARP VLAN Registration Protocol

The GARP VLAN RgjistrationProtacol (GVRP) definesa GARP Applicatiorthatprovides theVLAN reg-
istration senice definedin 11.2.2. G\RP makes use d GARP Information Declaration(GID) and GARP
Information Propagtion (GIP), which preide the common state machidescriptionsand the common
informationpropagtion mechanisms dekd foruse iInGARP-based applicationshe GARP architecture,
GID, andGIP aredefined inISO/IEC 158)2-3,Clausel2.

GVRP prwides a mechanism for dynamic maintenance ofctirgents of Dynamic VLANRegistration
Entries for each VLAN, and fgeropagting the information thecontain to other Bridges. This information
allows GVRP-avaredevices todynamically establisland update their knledge ofthe set of VLAN that
currentlyhave actve members, anthrough which Ports thosaembercanbereached.

11.2.1 GVRP overview

The operation o6&6VRP is closelysimilarto the operation cEMRP (ISO/IEC 15802-3 lausel0), whichis
used for rgistering Groupnembershipnformation.The primary diferences are dellows:

a) The attrilute \alues arried ly the protocol are 12-bit VIDvalues, rather than 48-bit MA
Addressesnd Graup serviceequirement information;

b) The act ofregistering/deegistering aVID affects thecontentsof Dynamic VLAN Registration
Entries (811.5), rather than theontentsof Group Registration Entries (8.14).

GVRP allavs both end stations and Bridges in a Bridgéd\ to issue and noke declarations relating to
membership of VLANs. The ffct of issuing such a declaration is that each GV&fidipant that recees
thedeclaratio will creat or update aDynamic VLAN Registraton Entry in the Filtering Databased indi-
cate that VLAN igegistera on thereception PortSubsequentlyf all Participants on a ggnent that had an
interest in agiven VID revoke their declarations, the Port attachtedhat sgmentis setto Unregisteredin
the DynamicVLAN Registration Entry for that VLANyy each GVRMParticipant attached to thaggment.

Figurell-1lillustrates the ahitecture ofGVRPin the cas®f atwo-Port Bridge anénendstation.
As stown in the dagam, the GVRP Participant consist of the folowing componens:

c) The GVRP Apdication, describd in 11.2.3;
d) GARP Infamation Propagtion (GIP), described in ISO/IEC 188-3,Clausel?;
e) GARP InformatiorDeclaration, described in ISO/IEC 158023ausel?2.
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Figur e 11-1—Operation of GVRP

11.2.1.1 Behavior of end station s

VLAN-aware end stations participate @VRP protocol actity, as appropriate for the set VLANs of
whichthey arecurrentlymembers. GVRPprovidesa way forsuch arendstation to ensure thétie VLAN(S)

of which it is a member are gestered for each Port onyahAN segment to which the end station is
attachedGVRP alsoprovides for thatVID information to be propaged across the Spanninge&to other
VLAN-awaredevices, as described ii.2.1.2.

Incoming VLAN membershipnformation (from all otherdevices on the same LAN gment) allevs such
endstatins to“source prue” (i.e., discard at source; see I8BC 158)2-3, 102.2) aly traffic destinedfor
VLANSs thatcurrentlyhave no other membeiis the Bridged LAN, thus &oiding the generation of unneces-
sary trafic on their local LAN sgments. This is illustratein Figure 11-1 ¥ a Filtering Database sivo as
being presentin the end station.

NOTE—Non-VLAN-awareend stations he no need to gster VLAN membeshipvia GVRP; indeecthis would be
impossible for them to achieif truly VLAN-unaware, as thg would have no knavledge of the set of VLANS in which
they participate. Their VLAN rgistrationrequirements are tak care of iy means of theonfguration of PVIDs (and
possiblyother VLAN classifcation mechnisms) andhe propagtion of registered VLANIDs by theBridges.

11.2.1.2 Behavior of Bridg es

VLAN-aware Bridgs register and propage VLAN membeshipson all Bridge Portshat are partof the
active topology of theunderlying Spaning Tree. IncomingVID registrationandde-registratian information
is used to update the Dynamic VLARggistration Entries associated with each VLAN yAshanges irthe
stateof registraion of agivenVID on a gven Portare propagtedon Portsthat arepart of the actie topol-
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ogy of the Spanninglree, in @der toensure thatther GVRP-avare devices in the Bridgd LAN update
their FilteringDatabaseappropriately
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The FilteringDatabases in alGVRP-avare deices are thus automatically canfred such that thPort
Map in theDynamic VLAN RaistrationEntry for a gven VID indicates thah given Port isregistered if one
or morememlers of tle correspoding VLAN are reacsble through the Port.
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NOTE—The information thatdetermines wéther frames destined for each VLAde transmitted/LAN-tagged or
untagged is caied in Static VLAN RgjistrationEntries (811.2);if no such entry gists for a VLAN,then itis assumed
that frames for that VLAN a transmitted VLAN-tagged on dforts. Therefore, if thcanfiguration inbrmatian heldin
the Filtering Databasier a given VLAN consistsonly of information coniguredby theoperation of GVRP (i.e., onlya
Dynamic VLAN Registration Entry)then all trafic for thatVLAN will be VLAN-tagged on transmission.

11.2.1.3 Use of the PVID

The initial state othe Permanent Database contains a Static VLAjldRetion Entryfor theDefault PVID,
in which the PorMap indicatesRegistrationFixed on allPorts. This ensures that in the algf state, where
the PVID on all Pats is the Dedult PVID, membershp of the Default PVID is propagatd across the
BridgedLAN to all other GVRP-avare @vices. Subseant maragemert actionmay chang bath the Per-
marent Datbase and #h Fitering Database irorder to modfy or renove this intial setthg, and ray
changehePVID value on each Port tifie Bridge.

NOTE—In theabsencef ary modficationof these initialsettings this ensureghat connectiity is established across
the Bridged LANfor the VLAN correspading to theDefault PVID.

11.2.2 VLAN registr ation service definition

The VLAN registration servicallows MAC Service usert indicate to thé1AC Service preidertheset of
VLANSs in which the wish to participate; i.ethat the MAC Service user wishes to regeitrafic destined
for menbers ofthat set of VLANs. Theservice prinitives allov the serice user to:

a) Registermembershipf aVLAN;
b) De-registermembershipf a VLAN.

Provision of theseserviesis achieed ty meansof GVRP and its associated proceduras,described in
11.2.3.

ES_RESISTER_VLAN_MEMBER (VID)

Indicates to the M& Servie provider that the MA Service usewishes to recge frames destined fahe
VLAN identified ty theVID parameter

ES_DERESISTER_VLAN_MEMBER (VID)

Indicates to the MC Service preider that the MA Service user no longer wishes to reedrames des-
tined for the VLAN icentified by the VID parareter.

The use of these services can result in the padjmagof VID information aross the Spanningde affect-
ing the contents dbynamicVLAN Registration Entrieg8.11.5)in Bridgesand end stationis the Bridged
LAN, and therely affecting the frameforwardng behavior of those Bridges and end stations.
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11.2.3 Definiti on of the G VRP Application

11.2.3.1 Definit ion of GARP proto col elemen ts
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11.2.3.1.1 GVRP Application ad dress

The group MAC Address used as the destination addres&R&RP PDUs destinedor GVRP Rarticipants
shall be th&5VRP addressdentified inTable11-1. Receied PDUs thahreconstructed in accordance with
the PDU fomat defnedin ISO/IEC 18023, 12.11, and which carg destination M&E Address eqal to
the GVRP addresmreprocessed as folles:
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a) In Bridgesandendstations that suppottie operation ofGVRR all such PDUshallbe submittedo
the GVRP Rrticipantassociated witlthe recering Port for further processing;

b) In Bridges ttat donot sypport the operatio of GVRR all sicch PDUs shall be submitted tioe For-
warding Pocess.

Table 11-1—GVRP Applicat ion ad dress

Assignment Value

GVRP address 01-80-C200-00-21

NOTE—The GVRP Application Address has beslocated from the set of GARP Application addresssed in
ISO/IEC 15802-3,Table 12-1, using the MAC Address contained in trecond etmy of thattable.

11.2.3.1.2 Encoding of GV RP Attribute Types

The gerationof GVRP dfines asinde Attribute Type (ISO/IEC 15802-3, 2.11.2.2) tlat are carriedin
GARP prot@ol exchanges; tb VID Attribute Type. The VID Attribute Type is used to identifyalues of
VLAN Identifiers (VIDs). Thevalue of the Group Attrilote Type carried in GRP PDUs shll be 1.

11.2.3.1.3 Encoding of GV RP Attribute Values

Values of instances of the VIBttribute Type shall be encoded as Atttite \dues in GARP PDUs (ISO/
IEC 158)2-3, 12.11.2.63s two octets, tak to regesent an wignedbinary numberand equalto the hea-
decimal \alue of theVLAN identifierthat isto be encoded.

11.2.3.2 Provisio n and su ppor t of the VLAN registratio n service
11.2.3.2.1 End system VL AN member ship dec laration

The GVRP Appliction element of a GVRP&rticipant preides the dynamic ggstration and de-gistration
services deéhed in 11.2.2, as fitows:

On receipt of an ES_REGISTER_VLAN_MEMBERrsice primitve, the GVRP Rarticipantissuesa
GID_Join.request service primii (ISO/IEC 1802-3, 12.3.21). The attrilute_type prameterof the
request carriethe \alueof theVID Attribute Type (11.2.3.1.2) and thadtribute \alue parameter carries the
value of theVID parameter arried in the ES_REGISTER_VLAN_MEMBERimitive.

On receipt ofan ES_DEREGISTER_VLAN_MEMBER seice primitive, the GVRP Brticipant issesa
GID_Leave.request service primig (ISO/IEC 1582-3, 12.3.2.1). The attuiile_type parameter of the
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request carriethe \alueof theVID Attribute Type (11.2.3.1.2) and thadtribute \alue parameter carries the
value of theVID parameter arried in the ES_REGISTER_VLAN_MEMBERimitive.
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11.2.3.2.2 VLAN member shi p registration

The GVRP Aplication elemen of a GVRP Rrticiparn respnds to rgistrationand a-registration events
sigralled ky GID asfollows:
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On receipt ofa GID_Join.indication (ISO/IEC 15802-82.3.2.2) whose attrilte_typeis equal to the alue
of the VID Attribute Type(11.2.3.1.2), the GVRPRpplicationelemenindicates the receptidPortas Rgis-
teredin the PorMap of the Dyramic VLAN Registratian Ertry for the VID indicaked ty the attibute_\aelue
paraneter If no such entryxsts, and theres sufficient room inthe Filtering Databasen entry icreated.

On receipt of a GID_Lae.indication (ISO/IEC 15802-3, 12.3.2.2) whose aftebtype is equal to the
value of the VID Attribute Type (11.2.3.1.2)the GVRP Applicationelement indicates the receptiBortas
Unregisteredin the Port Map of the Dynamic VLAN Rgistration Entryfor the VID indicated p the
attribute_value paramster. If marking this Port as Unrgistered reslts in a Port Map tht does nbindicate
ary Port & Registered, the entry is deleted.

11.2.3.2.3 Admi nistrative contr ols

The pravision of static control eerthedeclaration or rgistration state of the stateachines associated with
the GVRP Application is achied ky means of the Rgstrar administratie control parameters pviaded Ly
GARP (ISO/IEC 58®-3, 12.9.1).Theseadministratve contrd parameters are representedsdatic VLAN
Ragistration Entries in th Filtering Databasg8.11.2). Wiere maagement capability isnplemented, these
contols canbe manipulatedby meansof the managementfunctonality definedin 12.7.

The prwision of static control wer the ability of Applicat state machines to paipate in protocol
exchanges is achied ty means of theApplicant Administratre Control parameters associated vitik
operatim of GARP (ISO/IEC 18023, 129.2). Where management cagility is implementedthe Apli-

cant Administratie Control parameters can bepliedandmodifiedby means of the manageméduanction-
ality defnedin 12.9.

11.2.3.3 GIP conte xt for GVRP

GVRP as dehedby this standrd operates in the Base Spanninge@ Cotext (ISO/IEC 18023, 12.3.1);
i.e., GVRP operatesnly onthebase Spanning reedefined ly ISO/IEC 158)2-3.Consequetly, all GVRP
PDUssentand recaied by GVRP Participants are tnasmitted asintagged frames.

11.3 Conformance to GVRP

This subclause digfes tle conformance requiremisnfor implementatios claimingconformance to GVRP
Two cases are amred; implementation of GVRP IMAC Bridges and implementation of GVRPeandsta-
tions. Although this stanard is principally concerned ith defning the requiremds for MAC Bridges,the
conformanceaequrements for end statioimplementatios of GVRP are inclded in order to iye useful
guidance to such inhpmenations. Tie PICS préorma deinedin Annex A is corcernedonly with corform-
ance claimsvith respectto MAC Bridges.
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11.3.1 Conformance to GVRP in MAC Bridges

A MAC Bridge for whichconformance t&VRP is claimed shall
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a) Conform to the operation of tHeARP Applicantand Registrar state machineandthe LeaveAll
gereration mechnism, aglefined inISO/IEC 15802-3,12.8.1,12.8.2, and 128.3;

b) Exchange GARRPDUs asrequired ly thosestae machines, formatted iaccordance with the
gereric PDU format described in ISO/IEC 58023, 12.11, andableto carry application-spcific
informationas deifnedin 11.2.3,using the GVRP Applicationaddress as dafed in Table 111;

c) Propagteregistration information in accordance withe operation of GIP fothe BaseSpanning
TreeContext, as deied in ISO/IEC158(2-3, 12.3.3 andl2.3.4;

d) Implement the GVRP Application componentdagdined in 11.2;

e) Forward, flter or discard MA framescarying ary GARP Application address as the destination
MAC Addressn acordancewith therequirements 08.14.3.
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11.3.2 Conformance to GVRP in end statio ns
An endstation for which conformance @®VRPis claimed shall

a) Conformto the operatio of ore of
1) TheApplicant state madhe, as deifined in ISO/IEC158(2-3, 12.8.1;0r
2) TheApplicant Only state machinas defnedin ISO/IEC15802-3, 12.8.5; or
3) The SimpleApplicant statemachine, aslefinedin ISO/IEC15802-3,12.8.6;

b) Exchange GARP PDUs asquired ly the GARPstate machine(s) impigented, formatted in accor-
dance withthe generic PDUWormat describeth ISO/IEC 15802-3, 12.11, and able to caapplica-
tion-specifc information as dedhed in 112.3, using the G/RP Apgication address asdfined in
Table 11-1;

c) Supprtthe prarision ofendsystem rgistrationand de-rgistration aglefined in 112;

d) Discad MAC frames carryingary GARP Application address as thestination MAC Address in
accordance with the requiremenfs8.14.3.

An endstation for wlich conformance t&VRP is claimed mayptionally

e) Conform to the operation of the GARPd®&rar state machine and the zeAll generation mecha-
nism,as deifned in ISO/IEC158®-3, 12.8.2 and.2.8.3; and

f)  Support theprovision of VLAN registrationandde-rajistration asdefined in 11.2; and

g) Filter outgoing frameslestinedfor group MAC Addresses in accordanegth registeredVLAN
memtershipinformation, in a manner consistenith the gerationof the fltering functionof the
forwardng processlescribedin 8.7.2 and the operatin of the egressrules deinedin 8.8.

It is reconrmendedthat anly those erd statbns that require the abity to performSouce Pruning (11.2.1.1)
conform to tle operation of the Aplicant statemachire (ISO/IEC 158@-3, 12.8.1).

For the reasons stated ISO/IEC 1582-3, 12.7.9jt is recanmendedhat endstatimsthat donot require
the ability to perfam Source Pming implemen the Applicant Only state machine (ISO/IEC58023,
12.8.5), inpreference to th8imple Applicant state machine (ISO/IEC 15802-3.8.6).

NOTE—ENnd statios that implemenhonly a) 2) and b) thimhd) are egivalent to thedescriptionof the Applican Only
Participant (ISO/IEC 15803, 12.7.%; those that implement &) and b)}throughd) areequivalent to the descrifon of
the Simple Aplicant Rarticipant (ISO/IEC 158@-3, 12.7.8). Such end stations require only the abibtyegister mem-
bership ofone ormore VLANSs, andrevoke that memiership atsome later poinin time; for this reason, theiie no
requirement to suppottie operatiorof the Rayistrar orLeave All state machines.

End stations that implement a) 1) and b) thiog)gareable to peiorm “saurce pruning” as described in 11.2.1.1; ite.,
suppress the transmissiof frames destineflor VLANs thatcurrently h&e no membersp. Consequentlysuch end
statims need to supporthe full Applicant state machine, ioombinatiem with the Registrar and Lea All state
machines
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11.4 Procedural model

11.4.1 Purpo se
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This sectiorcontains anxample implementationf the GVRP application dgfedin this ClauseThis “C”
code ascriptionis included in order to demonstrate the ctiuee of the GVIR appication, andto shav that
areasonably v overheadmplemenation can be constructe@he implementation has been desid with
the irntent of maximizing clarityand generality notfor compachess.
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Theexamgde implementaton is shavn in two sedbns:

a) Headeriles forthe GVRP application (11.4.2);
b) The GVRP applicatio code (1.4.3.

The example implementatioalsoreferences the GARP applicatimlependentC” code contained in 1ISO/
IEC 158)2-3:

c) Heacr files forthe GARP applicatio indegendentcode (ISO/IEC 1582-3,13.2);
d) The GARP applicatio independemcode (IS@AEC 1582-3,13.3).

The separatio shavn in the dawumentatiorof the appication depement (GVRP) ard applicationindepen
dent (GARP) aspects of the implementatiovegjia clear illustration of what isvolved inimplementing
additionalapplications using the same basic GARate machined.he code isntendedto be lagely self-
documenting,  means of in-line comments.

11.4.2 GVRP application-specific header files

11.4.2.1 gvr.h

* gvr.h */
#ifndef gvr_h__
#define gvr_h__

#include “garp.h”
#include “gid.h”
#include “gip.h”

/ Fhkkkkkkkkkkkkkkkkkkkk

*GVR: GARP VLAN REGISTRATION A PPLICATION : GARP ATTRIB UTES

*kkkkkkkkkkkkkkkkkkkkk

*
typedef unsigned Vlan_id;

typedef  enum {All_attributes, Vla n_attribute}
Attribu te_type;

/ Fhkkkkkkkkkkkkkkkkkkkk

*GVR: GARP VLAN REGISTRATION A PPLICATION : CREATION, D ESTRUCTION

Fkkkkkkkkkkkkkkkkkkkkk

*/

extern B oolean gvr_create_gvr(int process_id, void **gvr)
/*

* Create s anew instance of GVR, allocating and initializi ng a control
* block, returning True and a poi nter to this instance if creation succeeds.
* Also c reates instances of GVD ( the GARP VLAN database) a nd of GIP
* (which  controls information pro pagation).
*
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*Ports  are created by the system
*gvr_ad ded_port() and gvr_remove
*

*The op erating system supplied p
*to ope rating system services. T
*scope of process_id, guarding a

* proces ses, etc. Although proces
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and added to GVR separat
d_port() below).

rocess_id is for use in s
he system itself ensures
gainst timers yet to expi
s_id will be implicitly s

ely (see

ubsequent calls

the temporal

re for destroyed

upplied by many

* if not most systems, it is made explicit in this impleme ntation for
* clarit y.

*

*/

extern v oid gvr_destroy_gvr(void

/*

* Destro ys an instance of GVR, de
*instan ces of GVD and GIP, and a
*

externv  oid gvr_added_port(void *

/*

*The sy stem has created a new po

*gvr);
stroying and deallocating
ny instances of GID remai
my_gvr, int port_no);

rt for this application a

the associated
ning.

nd added it to

*the ri ng of GID ports. This fun ction ensures that Static VLAN Entries
*fromt he Permanent Database are represented in the GVD d atabase (which
*provid es VLAN ID to GID index m apping) and have GID mach ines in the newly
*added port (with the correct ma nagement control state). This can result
*in the creation of new GID mach ines or modification of t he state of

* existi ng machines.

*

*Newly created ports are “connec ted” for the purpose of G ARP information

* propag ation using the separate
*be cal led after this function,
*topro pagate information from t
* other ports.

*

function gip_connect_port
gvr_added_port. It may ca
he static management cont

(). This should
use GVRP/GIP
rols through

*Itis assumed that new ports wi Il be “connected” correct ly before the
*applic  ation continues as determ ined by the active topolo gy of the network,
*ie., if stp_forwarding(port_no ) gvr_connect_port(port_n 0);.

*

* Asthe  system continues to run it should invoke gip_disc onnect_port()
*and gi  p_connect_port() as requi red to maintain the requi red connectivity.
*/

externv  oid gvr_removed_port(void

/*

*The sy stem has removed and dest

*my_gvr, int port_no);

royed the GID port. This

function should

*3331 A pazTJoyinyg pue paiydtdRdog
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* provid e any application-specifi ¢ cleanup required.
*
/
/ kkkkkkkkkkkkkkkkkkhkkk
*GVR: GARP VLAN REGISTRATION A PPLICATION : JOIN, LEAVE INDICATIONS
kkkkkkkkkkkkkkkkkkkkkk
*
extern v oid gvr_join_indication(v oid *my_gvr, void *my_po rt,
unsigned jo  ining_gid_index);
/*
*
*
extern v oid gvr_join_leave_propag ated(void *my_gvr, void *my_port,
unsig ned gid_index);
/*
*
*/
84 Copyright © 1999 IEEE. All rights reserved.
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externv oid gvr_leave_indication(

unsigned |

/*

*

/

*GVR: GARP VLAN REGISTRATION A PPLICATION : PROTOCOL AN D MANAGEMENT EVENTS

*

extern v oid gvr_rcv(void *my_gvr,
%
: * Proces s an entire received pdu
*/
extern v oid gvr_tx(void *my_gvr,
%
: * Transm it a pdu for this instanc
*/

#endif/  *gvr_h__*/

11.4.2.2 gvd.h

/*gvd.h ¥/
#ifndef gvd_h___
#define gvd_h__

#include “sys.h”

/
*GVD: GARP VLAN DATABASE

*

*The G ARP VLAN Database maps VL
* vice versa. It contains VLAN |
*dynam ically registered (except
*shoul d be an event that rarely

* sizin g) and for all those for

*

* Taken together with the GID ma
*pbyth e GID indexes provided by
* Regis tration Entries and the D

* Filte ring Database (see 8.11).
*

* Stati ¢ VLAN Registration Entri
*machi nes defined) on an as-nee
* Appli  cation. This example impl
*ista ken from Static Filtering
*thee  xample implementation. St
*remov ed as the running system
*

*VLAN Registration Entries are

* singl e VLAN ID will only give
*GID m achine per port. That mac
*the S  tatic VLAN Entry and the
*

extern B oolean gvd_create_gvd(int
/*
* Create s a new instance of gvd,

Copyright © 1999 IEEE. All rights reserved.

void *my_gvr, void *my_p

void *my_port, void *pd

for this instance of GVR.

void *my_port);

e of GVR.

AN IDs into compact GID
D to index mappings for
when there is a databas
occurs through appropri
which static controls ex

chines for each port (wh
GVD), GVD logically pro
ynamic VLAN Registration

es are included in this
ded basis as ports are a
ementation assumes that
Entries kept in a Perma
atic VLAN Entries can al
is managed.

added and removed by GVR
rise to one entry in thi

hine provides the functi
VLAN Registration Entry.

max_vlans, void **gvd);

allocating space for up t

eaving_gid_index);

ort,

Fhkkkkkkkkkkkkkkkkkkkk

*kkkkkkkkkkkkkkkkkkkhkk

u);

*kkkkkkhkkkkhkkkkhkhkkx

Fhkkkkkhkkkkkkkkkkkkkk

indexes and

all the VLAN IDs
e overflow, which
ate

ist.

ich are identified
vides the Static VLAN
Entries of the abstract

database (and have GID
dded to the GVR

the necessary information
nent Database outside

so be added, changed, or

P. Note that a
s database, and one
onality for both

0 max_vlans
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*VLAN | Ds.

*

* Return s True if the creation su
*gvdin formation.

*/

externv  oid gvd_destroy_gvd(void
/*
* Destro ys the instance of gvd, r
*contro | space.
*

extern B oolean gvd_find_entry( v

unsign

extern B oolean gvd_create_entry(v

extern B oolean gvd_delete_entry(v

extern B oolean gvd_get_key( v

#endif/ *gvd_h__*/

11.4.2.3 gvf.h

/* gvf.h */
#ifndef gvf_h__
#define gvf_h__

#include “sys.h”
#include “prw.h”
#include “gvr.h”

unsigned *c  reated_at_index);

LOCAL AND METROPOLITAN AREA NETWORKS:

cceeded together with a p ointer to the

*3331 A pazTJoyinyg pue paiydtdRdog

*gvd);

eleasing previously alloc ated database and

RTddY SUOT30TJ}S3Y
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oid *my_gvd, Vlan_id key ,
ed *found_at_index);

oid *my_gvd, Vlan_id key ,

oid *my_gvd,

unsigned d elete_at_index);

oid *my_gvd, unsigned in dex, Vlan_id *key);

Fhkkkkkkkkkkkkkkkkkkkk

*GVF: GARP VLAN REGISTRATION A PPLICATION PDU FORMATTING

*/

typedef struct

{r
*Thisd ata structure saves the t
*PDUs i n particular. Gpdu provid
*format ters, additional state ca
*/
Gpdu gpd u;

} Gvf;

typedef  struct /* Gvf_msg_data */

{
Attribut  e_type attribute;
Gid_even t event;
Vlan_id keyl;

}Gvf_ms g;

externv oid gvf rdmsg_init(Pdu

86

*kkkkkkkkkkkkkkkkkkkkk

emporary state required t o parse GVR
es a common basis for GAR P Application
n be added here as requir ed by GVF.

*pdu, Gvf **gvf);
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externv oid gvf _wrmsg_init(Gvf *gvf, Pdu *pdu, int vl an_id); %
extern B oolean gvf_rdmsg(  Gvf *gvf, Gvf_msg *msg); E
extern B oolean gvf_wrmsg(  Gvf *gvf, Gvf_msg *msg);

#endif/  *gvf_h__ */

“RTddY SUOT30TJ}S3Y
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11.4.2.4 vidb.h

[*vfdb.  h*
#ifndef vidb_h___
#define vidb_h___

#include “sys.h”

/ *kkkkkkkkkkkkkkkkkkkkk

*VFDB :VLANACTIVE FILTERING D ATABASE INTERFACE

kkkkkkkkkkkkkkkkkkkkkk

*/
extern v oid vfdb_filter( int port _no, unsigned vlan_id);
extern v oid vfdb_forward(int port _no, unsigned vian_id);

#endif/  *vfdb_h__ */

11.4.3 GVRP application code

11.4.3.1 gvr.c
[* gvr.c */

#include “gvr.h”
#include “gid.h”
#include “gip.h”
#include “garp.h”
#include “gvd.h”
#include “gvf.h”
#include “vfdb.h”

/ Fkkkkkkkkkkkkkkkkkkkkk

*GVR: GARP VLAN REGISTRATION A PPLICATION : IMPLEMENTAT ION SIZING

*kkkkkkkkkkkkkkkkkkkkk

*
enum {Ma x_vlans = 100};
enum {Nu mber_of_gid_machines = Ma x_vlans};

enum {Un used_index = Number_of_gi d_machines};

/ *kkkkkkkkkkkkkkkkkkkkk

*GVR: GARP VLAN REGISTRATION A PPLICATION : CREATION, D ESTRUCTION

FhkkkkkhkkkFkhkkkkkkkk

*/
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typedef  struct /* gvr */
{
Garp g;
unsigned vlan_id;
void *gvd; /* VLAN Registrati
unsigned number_of_gvd_entries;
unsigned last_gvd_used_plusl;
} Gvr;
Boolean gvr_create_gvr(int proces
{r

gvd_crea tion_failure: gip_destroy

gip_crea tion_failure: sysfree(my_ gvr);
gvr_crea tion_failure: return(Fals e);
}
void gvr  _destroy_gvr(Gvr *my_gvr)
{
Gid *my_ port;
gvd_dest roy_gvd(my_gvr->gvd);
gip_dest roy_gip(my_gvr->g.gip);
while (( my_port = my_gvr->g.gid)
gid_destr oy_port(&my_gvr->g, my_p
}
88

*
Gvr *my_ gvr;

if (Isys malloc(sizeof(Gvr), &my_g
goto gvr_  creation_failure;

my_gvr-> g.process_id = process_
my_gvr-> g.gid = NULL;

if ('gip _create_gip(Number_of_gid
goto gip_  creation_failure;

my_gvr->
my_gvr->

g.max_gid_index = Number_
g.last_gid_used = Zero;

my_gvr->
my_gvr->
my_gvr->
my_gvr->
my_gvr->
my_gvr->
my_gvr->

g.join_indication_fn =g
g.leave_indication_fn =g
g.join_propagated_fn =g
g.leave_propagated_fn =g
g.transmit_fn =g
g.added_port_fn =

g
g.removed_port_fn =

g

if lgvd  _create_gvd(Max_vlans, &m
goto gvd_ creation_failure;

my_gvr-> number_of_gvd_entries =M
my_gvr-> last_gvd_used_plusl =0

*gvr=m y _gvr; return(True);

LOCAL AND METROPOLITAN AREA NETWORKS:

on Entry Database */

s_id, void **gvr)

vr)

id;

_machines, &my_gvr->g.gip
of_gid_machines - 1;

vr_join_indication;
vr_leave_indication;
vr_join_leave_propagated;
vr_join_leave_propagated;
vr_tx;

vr_added_port;
vr_removed_port;

y_gvr->gvd))

ax_vlans;

_gip(my_gvr->g.gip);

1= NULL)
ort->port_no);

*3331 A pazTJoyinyg pue paiydtdRdog
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void gvr _added_port(Gvr *my_gvr,
{r
* Query the Permanent Database fo
* Forbid den” or “Registration Fix
*steps  until there are no more e
*
* Check thatthe VLAN ID is repre
*create  GID machines for all the
* Regist ration” and create the Gl
*contro | state for this Port's G
*requir  ed.

*

*

void gvr _removed_port(Gvr *my_gvr
{r
* Provid e any GVR specific cleanu
*remove d Port.
*

/
*GVR:

*/

void gvr  _join_indication(Gvr *my_
{r

*

*/

Vlan_id key;

gvd_get_ key(my_gvr->gvd, gid_inde
vfdb_for ward(my_port->port_no, ke

void gvr  _join_leave_propagated(Gv
{r
* Nothin g to be done since, unlik
*Portm ode, a join indication on
*instan tiated on another.
*/

void gvr  _leave_indication(Gvr *my
{r

*/

Vian_id key;

gvd_get_ key(my_gvr->gvd, leaving_

int port_no)

r Static VLAN Entries wit
ed” for this Port. Repeat
ntries to be found.

sented in VLD. If not, cr
other Ports with control

D machine for this Port.
ID machine to forbidden o

, int port_no)

p or management alert fun

GARP VLAN REGISTRATION A PPLICATION : JOIN, LEAVE

gvr, Gid *my_port, unsig

X, &key);
y);

r *my_gvr, Gid *my_port,

e GMR with its Forward Al
one Port does not cause

_gvr, Gid *my_port, unsi

gid_index, &key);

IEEE
Std 802.1Q-1998

h “Registration
the following

eate it, then
state “Normal
Change the

r fixed as

ctions for the

Fhkkkkkkkkkkkkkkkkkkkk

INDICATIONS

*kkkkkkkkkkkkkkkkkkkkk

ned gid_index)

unsigned gid_index)

| Unregistered
filtering to be

gned leaving_gid_index)

*3331 A pazTJoyinyg pue paiydtdRdog
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vidb_fil  ter(my_port->port_no, key );
}
/ *kkkkkkkkkkkkkkkkkkhkk
*GVR: GARP VLAN REGISTRATION A PPLICATION : RECEIVE MES SAGE PROCESSING
*kkkkkkhkkkkkkhkkhkhkk
*
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*3331 A pazTJoyinyg pue paiydtdRdog

staticv  oid gvr_db_full(Gvr *my_g vr, Gid *my_port) E,
{r 7
* Placeh older for management aler t functions indicating re gistrations ;:
*formo re VLANSs have been receiv ed than can be accepted. >
W 3
staticv  oid gvr_rcv_msg(Gvr *my_g vr, Gid *my_port, Gvf_ms g *msg) § 5
o
* Proces s one received message. 3a
* P
* A Leav eAll message never causes an indication (join or | eave directly), )
*evenf orthe point-to-point lin k protocol enhancements ( where an =
*ordina ry Leave does). No furthe r work is needed here. 2
* @
*AlLeav eAllRange message is curr ently treated exactly as a LeaveAll z,
*(i.e., the range is ignored). "
* ]
* All th e remaining messages refe r to a single attribute ( i.e., asingle -
*regist ered VLAN). Try to find a matching entry in the gv d database.
* If one is found, dispatch the m essage to a routine that will
*handle both the local GID effec ts and the GIP propagatio n to other Ports.
*
*If no entry is found, Leave and Empty messages can be di scarded, but
*Joinln  and JoinEmpty messages d emand further treatment. First, an attempt
*ismad e to create a new entry u sing free space (in the d atabase, which
*corres  ponds to a free GID machi ne set). If this fails, a n attempt may be
*madet o recover space from a ma chine set that is in an u nused or less
*signif  icant state. Finally, the database is considered f ull and the received
*messag e is discarded.
*
*Once ( if) an entry is found, Le ave, Empty, Joinin, and J oinEmpty are
* all su bmitted to GID (gid_rcv_m sg()), which will generat e and propagate
*Joino rLeave indications as ne cessary.
*
* Joinin and JoinEmpty may cause Join indications, which a re then propagated
* by GIP
*
*Onas hared medium, Leave and E mpty will not give rise t o indications
*immedi ately. However, this rout ine does test for and pro pagate
*Leave indications so that it ca n be used unchanged with a point-to-point
* protoc ol enhancement.
*
*
unsigned gid_index = Unused_inde X;
if (( msg->event == Gid_rcv_lea veall)
|| (msg-> event == Gid_rcv_leaveal |_range))
{
gid_rcv_| eaveall(my_port);
}
else
{
if lgvd_  find_entry(my_gvr->gvd, msg->keyl, &gid_index))
if ( (m sg->event == Gid_rcv_join in)
|| (msg-> event == Gid_rcv_joinempt y))
{
if lgvd_  create_entry(my_gvr->gvd, msg->keyl, &gid_index))
{
if (gid_fi nd_unused(&my_gvr->g, Ze ro, &gid_index))
gvd_delete _entry(my_gvr->gvd, gid_i ndex);
(void) gvd  _create_entry(my_gvr->gvd , msg->key1,
90 Copyright © 1999 IEEE. All rights reserved.
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&gid_index);

I(my_gvr, my_port);

g->event);

_port, Pdu *pdu)

for this instance of GVR:
d, while messages last, r

r, unsigned gid_index, G

sion.

)

X, &msg->keyl);

ransmission, if one is no
to transmit, GID will re

}
else
gvr_db_ful
Pyl
if (gid_i ndex != Unused_index)
gid_rcv_m sg(my_port, gid_index, ms
Pl
void gvr  _rcv(Gvr *my_gvr, Gid *my
{r
* Proces s an entire received pdu
*the GV F pdu parsing routine, an
*them o ne at atime.
*/
Gvf gvf;
Gvf_msg msg;
gvf_rdms g_init(&gvf, pdu);
while (g  vf_rdmsg(&gvf, &msg))
gvr_rcv_m sg(my_gvr, my_port, &msg );
}
/
*GVR:
*/
staticv  oid gvr_tx_msg(Gvr *my_gv
{r
*Filli n msg fields for transmis
*/
if (msg- >event == Gid_tx_leaveall
{
msg->attr  ibute = All_attributes;
}
else
{
msg->attr ibute = Vlan_attribute;
gvd_get_k ey(my_gvr->gvd, gid_inde
P
void gvr  _tx(Gvr *my_gvr, Gid *my_ port)
{r
*Getan d prepare a pdu for the t
*simply  return; if there is more
* to thi s function.

*

* Get me ssages to transmit from G
* (GARP VLAN pdu Formatter).

*

Pdu *pdu;

Gvf gvf;

Gvf_msg msg;

Gid_even t tx_event;

unsigned gid_index;

if ((tx_ event = gid_next_tx(my_po

Copyright © 1999 IEEE. All rights reserved.

ID and pack them into the

rt, &gid_index)) != Gid_n
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GARP VLAN REGISTRATION A PPLICATION : TRANSMIT PR OCESSING

*kkkkkkkkkkkkkkkkkkkkk

vf_msg *msg)

t available,
schedule a call

pdu using GVF

ull)
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{ 5
if (syspd  u_alloc(&pdu)) &
gvf_wrmsg _init(&gvf, pdu, my_gvr-> vlan_id); a
do
{

msg.event = tx_event;

RTddY SUOT30TJ}S3Y
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gvr_tx_ms g(my_gvr, gid_index, &msg );

if (\gvf_ wrmsg(&gvf, &msg))

{
gid_untx(m y_port);
break;
}
} while ( (tx_event = gid_next_tx( my_port, &gid_index))
1= Gid_ null);
syspdu_tx (pdu, my_port->port_no);
Por ol
92 Copyright © 1999 IEEE. All rights reserved.
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12. VLAN Bridg e Management

This clause défies the set of maagedobjects, ad their functionality, that allov administratie conigura-
tion of VLANS.

*3331 A pazTJoyinyg pue paiydtdRdog

This clause
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a) Introduces the functions of management to assist in the idatith of the requirements placed on
Bridges for the support of managenent faciities.

b) Establishes the correspondence between theefses used to model tbperation of theBridge
(8.3)and the managed objeaktheBridge.

c) Specifesthe management operatiosigpported ¥ each managed object.

12.1 Management functions

Managementunctiors relate tahe users’ needs fdacilities that suport the planring, oganization, super-
vision, control, protection, and security of communications resources, and account for their usecilhese
ities may becatgyorized assupporting the furttional areas of Cdiguration, Fault, PerformanceSecurity
and AccountingManagement. Eacbf these is summarized i21.1 throup 121.5, tagether with tle facil-
ities conmonly required forthe managmert of communicaion resarces, andheparicular facilities pro-
vided in thatfunctional area  Bridge Managment.

12.1.1 Configu ration Management

Corfiguration Management prades forthe idettification of commuitations resources, itialization, reset
and clese-davn, the suply of operatimal parameters, arttie establishmerand disceery ofthe relation
shipbetween resource$he facilitiesprovidedby Bridge Managemerih this functional area are

a) The identifcation ofall Bridges that together malkup the Bridged LAN and their respeetioca-
tionsand, as &onsequence of thaentification, the location adpecifc end stationso particular
individual LANs.

b) The abilty to renotelyreset,.e., rehitialize, specied Bridges.

c) The abilityto control thepriority with whicha Bridge Portransmits frames.

d) The abilityto forcea specift confguration of thespanningree.

e) The ability to control the propagion of frames with spe¢d groupMAC Addresses to certain parts
of the coniguredBridged LAN.

f)  Theability to idertify the VLANSs inuse, andhrowgh which Pors of the Bridgeframes @stined for
a gven VLAN may be recered and/orforwarded.

12.1.2 Fault Management

Fault Managemenprovides forfault prevention, detection, diagnosandcorrection. Theacilities pravided
by Bridge Managemen in this funcionalarea are

a) The abilityto identifyand correct Bridge malfustions, ircluding errodogging andreportirg.
12.1.3 Performan ce Management
PerfamanceManagemen provides fa evaluation ofthe betavior of communications resorcesand of the

effectiveness of communication adties. The &cilities pravided ty Bridge Management in this functional
area are
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a) The ability to @ther statistics relating performanceandtraffic analysis.Specifc metrics include
network utilization frame faward, and frame discard couriids individual Pats withina Bridge.

*3331 A pazTJoyinyg pue paiydtdRdog

12.1.4 Security Ma nagement

Secuity Management pnddes for the prtection ofresources. Bridge Managementedma provide ary
specifc facilitiesin this functional area.
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12.1.5 Accou nting Management

Accounting Management pnadesfor the identifcation and distriition of costsand the setting of chges.
Bridge Managemerdoesnot provide ary specifc facilities in this functionalarea.

12.2 Managed objects

Managedohjects model th semantics of managemesperatians. Operatiors upa anobject suply infor-
mationconcerning, ordcilitate controbver, the Proceser Entity associated with thabject.

Themanagedesource®f a MAC Bridgeare those ofhe Processeand Entitiesestablishedn 8.3 and ISO/
IEC 15802-3, 12.2. Specifcally,

a) The Bridge ManagmentEntity (12.4 and 8.18

b) The indvidual MAC Entities associated with each Bridge Fd&.5,8.2, 8.5, ad 8.9).
c) The Forwardng Process of ®fiMAC RelayEntity (12.6,8.2, and 8.7).

d) The FilteringDatabase of taMAC Relay Entity (2.7 and 8.11).

e) The Bridge Protocol Entity (12.8 and 8.130/IEC 15802-3, Clause 8).

f)  GARP Ruaticipants (ISO/IEC 1582-3,Clausel?2).

Themanagemenif each of these resourceslascribedn termsof managed objectnd operationbdow.

NOTE—The \alues speciéd in this clause, as infs and outputs of management operatians,abstract information
elemerts. Questions diormats orencoding are a matter for particulprotocols thatonvey or ahemwise represent this
information.

12.3 Data types

This sulzlause speciés thesemantics of ogrations indegndent of tleir encodng in maregemert protocol.
Thedata types othe parameters aperations are defed onlyas required fothat specitcation.

Thefollowing datatypes are used:

a) Boolean.

b) Enumeratedfor a collection of namedalues.

c) Unsigned, for all parameters spéeif as “thenumber of” some quantityndfor Spanning Tee pri-
ority values that are numerically compared. When comparing Spannéggpfiority \alues, the
lower number represents tiggherpriority value.

d) MAC Address.

e) Latinl Strirg, as defnedby ANSI X3.159, for all text strings.

f)  Time Intenal, an Unsignedaluerepresenting positve integral number of seconds, for &pan-
ning Tree gotocol timeait parameters;

g) Counterfor all parameters spe@fl as dcount” of some quantityA counter increments and wraps
with a modilus of 2to the paver of 64.
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h) GARP Timelinterva, an Unsignedaluerepresenting positive integralnumberof centiseconds, for
all GARP protocol time-out prameters.

12.4 Bridg e Management Entity
TheBridge Management Entity is desaibin 8.13.
Theobjects which compristhis managed resourege

a) The Bridge Confuration (12.4.1).
b) The PortConfguration for each Port (12.4.2).

12.4.1 Brid ge Config uration

The Bridge Confgurationobject modelsthe operatioa that mdlify, or engure abait, the confguration of
the Bridges resources. There &single Bridge Coiurationobject perBridge.

Themanagemendperations thatanbeperformed on th&ridge Configuration are

a) Discover Bridge (12.4.1.1);
b) Read Bridg€12.4.1.2);

c) Set Bridge Namél2.4.1.3);
d) ResetBridge (12.4.1.4).

12.4.1.1 Discover Bridg e

12.4.1.1.1 Purpo se

To solicit confguration informationregardirg the Bridge(s) in the Brided LAN.
12.4.1.1.2 Inputs

a) Inclusion Range, a sef orderedpairs of specit MAC AddressesEach pair spediés a rangef
MAC Addresses. A Bridge shall respd if ard only if
1) For one of the pairs, the numerical comparison of its Brilddress with each M& Address
of the par shawsit to be greadr thanor equal tathe first, and
2) Less than oequal to thesecondand
3) Its Bridge Addressloesnot appeain the Exclugn List parametebelow.

The numericatomparisorof oneMAC Address wittanotheyfor the purposef this operation, is deved
by deriving a number from the M3 Address according to the folling procedure. Theonsecutie octets
of the MAC Address araaken torepresentn binary numberthe first octetthatwould betransmitted on a
LAN mediumwhen the MAC Address is used in the sourmedestindion fields of aMAC frame haghe
most signifcant \aelue, thenext octe the net most signiicant \alue. Wthin each octet therkst bit of each
octetis the leastsignificart bit.

b) Exclusion List, dist of specifc MAC Addresses
12.4.1.1.3 Outputs
a) Bridge Address—the MA Address for the Bridge from which the Bridge |deatiused g the

Spaniing Tree Algorithm ard Protocdis derived (8.14.5;ISO/IEC 15802-3, 85.1.3).
b) BridgeName—atext string ofup to 32characters, of locally determinsinificance.
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¢) Number of Pors—the number of Bridge Ports (MAC Ertities).
d) PortAddresses—a ligpecifying thefollowing for eachPort:
1) Port Number—the number tie Bridge Pa (ISO/IEC158023, 8.5.5.1)
2) Port Address—the speitif MAC Address of the indidual MAC Entity associatedith the
Pott (8.14.2).
e) Uptime—caunt insecondsf the time elapsesince the Bridg was last reset or itialized (ISO/IEC
158023, 8.8.1).
12.4.1.2 Read Bridg e
12.4.1.2.1 Purpo se
To obtain general information gerding the Bridge.
12.4.1.2.2 Inputs
None.
12.4.1.2.3 Outputs
a) Bridge Address—the M& Address for the Bridge from which the Bridge Ideatiused ly the
Spanmng Tree Algorithm ard Protocdis derived (8.14.5;ISO/IEC 158)2-3, 85.1.3).
b) BridgeName—atext string ofup to 32characters, of locally determinsinificance.
¢) Number of Pors—the number of Bridge Ports (MAC Ertities).
d) PortAddresses—a ligpecifying thefollowing for eachPort:
1) Port NumbefISO/IEC 158@-3, 8.5.5.1).
2) Port Address—the speitif MAC Address of the indidual MAC Entity associategith the
Pott (8.14.2).
e) Uptime—caunt insecond®f the time elapsesince the Bridg was last reset or itialized (ISO/IEC
15802-3, 8.8.1).
12.4.1.3 Set Bridg e Name
12.4.1.3.1 Purpo se
To associate &ext string, readableybthe ReadBridge operation, with @ridge.
12.4.1.3.2 Inputs
a) Bridge Nane—a tat stringof upto 32 characters.
12.4.1.3.3 Outputs
None.
12.4.1.4 Reset Bridg e
12.4.1.4.1 Purpo se

To reset the speddd Bridge.The Filtering Database ideared andhnitialized with the entries spified in
the PermanentDatabase andthe Bridge ProtocbEntity is initialized (ISO/IEC 58®-3, 8.8.1).
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12.4.1.4.2 Inputs

None.
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12.4.1.4.3 Outputs

None.
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12.4.2 Port config uration

The Port Cofiguration doject models the oprations that maéy, or inquire about,the canfiguration of the
Ports of a Bridge. There areiaed setof Bridge Ports per Bridge (one for eacANM interface), and each is
identified by apermanenty allocaied Pat Number

The allocated Port Numbers are netuired to beconsecutie. Also, somePort Numbers may be dummy
entries, with ncactual LAN Port (fo example,to allov for expansion 6 the Bridg by additionof further
MAC interfaces in the future). Sudummy Ports shaBupport the Por€onfiguration management opera-
tions, andbther Port-related management operatiorsmanner consiste with the Porbeingpermanently
disabled.

The information preided ty the Port Corifurationconsists of summary datadicatingits name ad type.
Specifc counter information pertaining to the number of pasKorwarded, fitered, and in error is main-
tained ty the Forwardng Process resoce. The managemenperatioms supprted ly the BridgeProtccol
Entity allow for controlling the states of each Port.

Themanagemendperations thatanbeperformed on th&ort Conigurationare

a) ReadPorf12.4.2.1);
b) Set Pot Name(124.2.2).

12.4.2.1 Read Port

12.4.2.1.1 Purpo se

To obtain general informationgerding a specit Bridge Pat.
12.4.2.1.2 Inputs

a) Port Number—the number of tre Bridge Port (ISOIEC 15802-3,8.5.5.1).

12.4.2.1.3 Outputs

a) PortName—a tet string ofupto 32 charactersf locally determined sigriance.

b) Port lype—the MAC Entity type of the Port (IEEE Std 802.3; ISO/IEC 8802-4; ISO/IEC 8802-5;
ISO/IEC 88@-6; ISO/IEC 8802; IEEE Std 8@.9%-1995; ISO/IEC 88)2-12 (IEEE Std 802 for-
mat); ISO/IEC 8802-12(ISO/IEC 8802-5format); 1ISO9314; dher).

12.4.2.2 Set Port Name

12.4.2.2.1 Purpo se

To associate gext string, readableybthe ReadPort operation, with 8ridge Port.
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12.4.2.2.2 Inputs

a) Port Number (ISO/IEA5802-3, 8.5.5.1).
b) PortName—atext stringof up to 32 characters.
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12.4.2.2.3 Outputs

None.
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12.5 MAC entities

The Management OperationsdaFacilities pravided by the MAC Entities are those spdeifl in the Layer
Managemenstandards ofhe individual MACs.A MAC Entity is associated with each Bridge Port.

12.6 Forwar ding pr ocess
The Forwarding Process contaiirformation réating to the fornarding of frames. Counters are maintained
that pravide information @ the rumber of frames forwardediltered ard droppeddue toerror Configura-
tion datadefining how frame priority is hankd, is maintainecby the Forwarding Process.
Theobjects that comprise thisanagedesourceare

a) The Paot Counters(12.6.1).

b) The Priority Handlingpbjects for each Port (12.6.2);

c) The Traffic Class Bble for each Port (12.6.3).
12.6.1 The Port Counter s
The Port Courters objectmodels the operations thatan be performedn the Port counters of thedrward
ing Process resource. There are multiple instances (one for each VLAN for e&liity) of the Port

Counters object per Bridge.

The management operatitimat can be peformedon the Port Counters is Redebrwarding PortCounters
(12.6.11).

12.6.1.1 Read forwar ding port counters

12.6.1.1.1 Purpo se

To read thdorwardingcountersassociated witl speciic Bridge Port.
12.6.1.1.2 Inputs

a) Port Number (ISO/IEQ5802-3, 8.5.5.1);
b) Optionally, VLAN Idenifier (9.3.2.3).

If the VLAN ldentifier parameter is supped, then the forwarishg Port counters are maintained pérAN
perPort.If the parameter isot supprted,then the fowarding Pot countersaremaintainedper Port only

12.6.1.1.3 Outputs

a) FramesReceved—count of all @id frames recefed (including BPDUs, frames addressed to the
Bridgeas an end station and frames tlvate sibmitted to the Forwarding Proess 8.5).
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b) Optionally Octets Recged—count of the total number of octets in @dllid frames receed
(including BPDUs, frameaddressedo the Bridgeasan end station, arfdames that were submitted
to the Forwarding Process).

c) Discard Inbound—count ofaid frames recefed that were discardedylihe Forwarding Process
(8.7).

d) Forward Outbound—courdf frames forvarded to th@ssociated M& Entity (8.9).

e) Discard Lackof Buffers—cout of frames tlat were tobe transmitted thugh the associated Port
but werediscardedue to lack obuffers(8.7.3).

f)  Discard Tansit Delay Egeestd—count of frames that were to be transmittedt kvere discarded
dueto the maximum bridgransitdelay being eceededbuffering mayhave beeravailable,8.7.3).

g) Discard o Error—caint of frames that ere to beforwardedon the associated MAbut could na
be transritted (e.g, frame would be tm large, ISO/IEC 18023, 6.3.9.

h) If Ingress Filtering is sugpted (8.4.5), Discard on dmess Filtering—count of framesthat weredis-
carded as result of Igress Filterindeing enaled.

i)  Optionally Discard on Error Details—a list of 16eenents, each containing the source address of a
frame and the reasavhy the frame was discarded (frameo laige). The list is maintaineds acir-
cular uffer. Thereasondor discard orerror, at present, are
1) Transmissibleservice data unit sizexceededpr
2) Discard due tdngress FilteringThe VID associated witlthe last discarded frameriscorded.
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12.6.2 Priority handling
The Priority Hanting object modls the orations tht can be perfoned upm, or inquire abot, the
Default UserPriority parameterthe UsetPriority Regeneration ableparameterand theOutboundAccess
Priority Table parametdor each Port. The operatiotigat can be performed ahis objet are

a) Read PorDefault User Priority (12.6.2.1);

b) Set Pot Default User Priority(12.6.2.2);

c) ReadPort UsefPriority Regeneration @ble(12.6.2.3);

d) Set Pot UserPriority Regereration Table (12.6.2.4);

e) Read Outbound Access Priorifgble(12.6.2.5).
12.6.2.1 Read Port Default User Priorit y
12.6.2.1.1 Purpo se

To read the cuent state othe Detult User Priorityparameter (ISO/IECSB023, 6.4) fa a specifc Bridge
Part.

12.6.2.1.2 Inputs
a) Port number
12.6.2.1.3 Outputs
a) Default User Priorityvalue—Integer in rarge 0-7.
12.6.2.2 Set Port Default User Priori ty
12.6.2.2.1 Purpo se

To set the current state of the Belt User Priority parameter (ISO/IEC 15802-3, 6.4) for a speBiidge
Part.
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12.6.2.2.2 Inputs

a) Port number;
b) Default User Priorityvalue—Integer in rarge 0-7.
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12.6.2.2.3 Outputs

None.
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12.6.2.3 Read Port User Priority R egeneration T able
12.6.2.3.1 Purpo se
To read thecurrent stee of the User Priority ReeneratiorTable parameter (8.5.1) for a spéciBridge Port.
12.6.2.3.2 Inputs
a) Port number
12.6.2.3.3 Outputs

a) Regenerated User Priorityalue for Receved UserPriority 0—Integerin range0—7.
b) Regenerated User Priorialuefor Receved UsetPriority 1—Integerin range0-7.
c) Regenerated User Priorityalue for Receved UserPriority 2—Integerin range0—7.
d) Regenerated User Priorityaluefor Receved UserPriority 3—Integerin range0-7.
e) Regenerated User Priorityalue for Receved UserPriority 4—Integerin range0—7.
f)  Regenerated User Priorityaluefor Receved UserPriority 5—Integerin range0—7.
g) Regenerated User Priorigaluefor Receved UsetPriority 6—Integerin range0-7.
h) Regenerated User Priorityaluefor Receved UsetPriority 7—Integerin range0-7.

12.6.2.4 Set Port User Priority R egeneration T able

12.6.2.4.1 Purpo se

To sé the current state dhe User Priority Rgeneration d@ble parametef8.5.1) for a spedi€ Bridge Port.
12.6.2.4.2 Inputs

a) Port number;

b) Regenerated User Priorityaluefor Receved UsetPriority 0—Integerin range0—7.
¢) Reaenerated User Priorityalue for Receved UserPriority 1—Integerin range0—7.
d) Regenerated User Priorigaluefor Receved UserPriority 2—Integerin range0—7.
e) Regenerated User Priorityalue for Receved UserPriority 3—Integerin range0—7.
f)  Regenerated User Prioritsaluefor Receved UserPriority 4—Integerin range0—7.
g) Reagenerated User Priorigaluefor Receved UserPriority 5—Integerin range0-7.
h) Regenerated User Priorityaluefor Receved UsetPriority 6—Integerin range0—7.
i)  Regenerated User Priorityaluefor Receved UsetPriority 7—Integerin range0-7.

12.6.2.4.3 Outputs

None.
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12.6.2.5 Read Outb ound Access Priority Table

12.6.2.5.1 Purpo se
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12.6.2.5.2 Inputs
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a) Port number
12.6.2.5.3 Outputs
a) Access Prioritywalue for User Priority O—Intgerin range0—7.
b) Access Fority value for User Riority 1—Integerin range 0—7.
c) Access Priorityalue for User Priority 2—Inggerin range0—7.
d) Access Hority value for User Piority 3—Integerin rang 0—7.
e) Access Priorityalue for User Priority 4—Intgerin range0—7.
f)  Access Hority value for User Fiority 5—Integerin range 0—7.
g) Access Fority value for User Riority 6—Integerin rang 0—7.
h)  Access PFority vaue for User Fiority 7—Integerin range 0—7.
12.6.3 Traffic Class Table
The Traffic Class @ble object mdels tte operatiors that can b performed pon, or ingiire about, the cur-
rent content®f the Traffic ClassTable (8.7.3)for a given Port. The operations that can be performedhis
object are Read Portdffic Class Bble and Set Portraffic Class &ble.
12.6.3.1 Read Port Traffic Class Table
12.6.3.1.1 Purpo se
To read thecontents of the faffic Class &ble (8.7.3for a gvenPort.
12.6.3.1.2 Inputs
a) Port Number
12.6.3.1.3 Outputs
a) The numbenof Traffic Classes, ithe rangel through 8, supportesh the Port;
b) For each alue ofTraffic Class supported on the Port, tledue of the Traffic Class inthe range 0
through 7, and the set oker_priorityvalues assignetb that Taffic Class.
12.6.3.2 Set Port Traffic Class Table
12.6.3.2.1 Purpo se
To sd the contentsf the Traffic Class Bble(8.7.3) for agiven Port.
12.6.3.2.2 Inputs
a) Port number;

b) For each alue ofTraffic Class supported on the Port, tlaue of the Traffic Class inthe range 0
through 7, and the set ofer_priorityvalues assignetb that Taffic Class.
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NOTE—If a Traffic Class @lue greater than the @est Taffic Cass aailable on the Pt is speciied, then the alue
appied to the Traffic Class Bbleisthe laged available Traffic Class.

12.6.3.2.3 Outputs

None.

12.7 Filtering Database

The Fitering Database is described 8.11. Itcontans fltering informaton wsed by the Forwarding Praess
(8.7) in decidng through wtich Ports othe Bridge frames stuld beforwarded.

Theobjects that comprise thisanagedesourceare

a) The FilteringDatabase (1Z.1);

b) The Satic Filtering Entries (12.7.2);

c) The Dyramic Filtering Ertries(12.7.3);

d) The Group ReistrationEntries (2.7.4);

e) The Static VLANRggistration Entries (12.7.5);

f)  The Dyramic VLA N Registration Ertries(12.7.5);
g) The Permaent Databse (12.7.6).

12.7.1 The Filtering Database

TheFiltering Database objeatodelsthe operations thatan be performed on, orfatt, the FilteringData-
baseas awhole. There is gingle Filtering Database objguer Bridge.

Themanagementperations thatanbe performed on th®atabasare:

a) Read Filtering Database (12.7.1.1);

b) SetFiltering Database geing Time (12.7.1.2);
c¢) ReadPermanent Dabase (12.7.6.1);

d) Create Filtering Entry @.7.7.);

e) Delete Filtering Entry (2.7.7.3;

f)  Read Filtering Entry12.7.7.3);

g) Read Filtering EntrRange (12.7.7.4).

12.7.1.1 Read Filtering Database
12.7.1.1.1 Purpo se
To obtain general information gerding the Bridge's Filtering Database.
12.7.1.1.2 Inputs
None.
12.7.1.1.3 Outputs
a) Filtering Datbase Size-the maximum number of entries thatan be hel in the Filiering Datalase.

b) Number of Statt Filtering Entries—he number of Statid=iltering Entries (8.111) currertly in the
Filtering Database;
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¢) Number of Dyramic Filtering Entries—the number of Dynamic Filtering Entries (811.3) currenty
in the Filtering Database;

d) Number of Staic VLAN Registration Ertries—te nunber of Static \LAN Registration Enties
(8.11.2) curretly in theFiltering Database;

e) Number of Dynamic VLAN Reistration Entries—the numbef Dynamic VLAN Registration
Entries (8115) currenty in the Filtering Datalase.

f)  Ageing Time—for ageingout Dynamic Filtering Entriesrhenthe Portassociatedvith the entry is
in the Forwarding state (8.11.3).

g) If ExtendedFiltering Services are suppied, Nunber of Group RgistrationEntries—the numbenf
GroupRegistration Ertries(8.11.4)currertly in the FilteringDatabase;
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12.7.1.2 Set Filtering Database Ag eing Time
12.7.1.2.1 Purpo se
To sé the agangtimefor Dynamt Filtering Enties 8.1123).
12.7.1.2.2 Inputs
a) Ageing Time.
12.7.1.2.3 Outputs
None.
12.7.2 A Static Filtering Entr y

A Static Filterirg Entry object mdels the oprations thatanbe performed ora sirgle Static Filtering Entry
in the Filtering DatabaseThe sebf Statc Filtering Entry objed within theFiltering Datalase changs only
under maragemer control.

A Static FilteringEntry object supprts the following operations:

a) Create Filtering Entry @.7.7.9;
b) Delete Filtering Entry (2.7.7.2;
c) Read Filtering Entry12.7.7.3);
d) Read Filtering EntrRange (12.7.7.4).

12.7.3 A Dynamic Fi ltering Entr y

A Dynamic FilteringEntry object models the oprationsthatcan ke performedon a sirgle DynamicFilter-
ing Entry (i.e.,one that is creatday the Leaning Procesas aresult ofthe obseration ofnetwork trafic) in
the Filtering Database.

A Dynamic Filtering Entry objectsupports hefollowing operatons:

a) Delete Filtering Entry (2.7.7.3;
b) Read Filtering Entry12.7.7.3);
¢) Read Filtering EntrRange (12.7.7.4).

Copyright © 1999 IEEE. All rights reserved. 103

ARISTA NETWORKS, INC. EXHIBIT 1008
Arista Networks, Inc. v. Corrigent Corporation, IPR2023-00805, Page 115



IEEE
Std 802.1Q-1998 LOCAL AND METROPOLITAN AREA NETWORKS:

12.7.4 A Group Registration Entr 'y

A Group ReistrationEntry olject malels the oprations thatan be performedn asingle GroupRegistra-
tion Entry in the FilteringDatatase. The setof Group RegistrationEntry objects vithin the Filtering Data-
basechanges only as a reswoft GARP prdocd exchanggs.
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A Group RejistrationEntry olject suppas the following operations:
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a) Read Filtering Entry12.7.7.3);
b) Read Filtering EntryRange (12.7.7.4).

12.7.5 A VLAN Registration Entry

A VLAN Rgjistration Entryobject malels the operatios that cabe perfemed ona single VLAN Reistra-
tion Enty in the Filtering Database.The set of VLANRaistraton Entry ohects within the Filtering Dag
basechanges undr managmert control andalsoas aresult of GARP protocolexchanges.

12.7.5.1 Static VLAN Registration Entr y object

A Static VLAN RagistrationEntry ohect supjprts the following operations:

a) Create Filtering Entry @7.7.9;
b) Delete Filtering Entry (2.7.7.2;
c) Read Filtering Entry12.7.7.3);
d) Read Filtering EntrRange (12.7.7.4).

12.7.5.2 Dynamic VLAN Registration Entry object
A Dynamic VLAN Registration Ertry object supprtsthe folowing operatons:

a) Read Filtering Entry12.7.7.3);
b) Read Filtering EntryRange (12.7.7.4).

12.7.6 Permanent Database

The Permanent Database object modelsofferations thacan be performed on, ogffect, the Permanent
Database. There &ssingle Permanent Database pétering Database.

Themanagementperations thatanbe performed on th®ermanenbDatabaseare

a) ReadPermanent Dabase (12.7.6.1);
b) Create Filtering Entry @.7.7.9;
c) Delete Filtering Entry (2.7.7.3;
d) Read Filtering Entry12.7.7.3);
e) Read Filtering EntrnRange (12.7.7.4).

12.7.6.1 Read Permanent Database
12.7.6.1.1 Purpo se

To obtain general information gerding the Permanenbatabase (8.110).
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12.7.6.1.2 Inputs

None.
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12.7.6.1.3 Outputs

a) Permanenbatabas&ize—maximum numbeaf entries thatan be held in thBermanent Database.

b)  Number of Satic Fitering Entries—nunber ofStatc Filtering Entries (811.1) currenty in the Per-
manent Rtabase;

¢) Number of Static VLAN Registration Entries—uamber of Static VLAN Reyistration Entries
(8.11.2) currently in th®ermanenDatabase.
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12.7.7 General Filtering Database operatio ns
In these operations on the Filtering Database, the operation parameterssaal VID alues, gen when
operating upon a Dynamic Filterigntry (8.11.3whosestructure carries an FlEatherthana VID. In this
case the \alue used irthe VID parameter can be wiVID that has been allocated ttee FID concerned
(8.11.7).
12.7.7.1 Create Filtering Entr y
12.7.7.1.1 Purpo se
To create oupdatea StaticFiltering Entry (8.11.1) or Static VLANRgjistrationEntry (8.11.2) irtheFilter-
ing Databaseor Permarent Datbase. Ony static entries may be crest in the Filering Database or Peraa
nent Database.
12.7.7.1.2 Inputs

a) Identifier—Filtering Database or PeramentDatabase.

b) Address—MAC Address otheertry (notpresent inVLAN Rayistration Entries).

c) VID—VLAN Identifier oftheentry

d) Port Map—a set atontrol indicators, onfor each Port, aspecifed in 8.11.1 an8.11.2.
12.7.7.1.3 Outputs
None.
12.7.7.2 Delete Fil tering Entr y
12.7.7.2.1 Purpo se
To dekte a Filering Entry or VLAN Raistration Enty from the Filtering Datbase or Perranert Datalase.
12.7.7.2.2 Inputs

a) ldentifier—Filtering Database or PeramentDatabase.

b) Address—MAC Address othedesired entry (not present in VLARegistratin Ertries).

c) VID—VLAN Identifier oftheentry
12.7.7.2.3 Outputs

None.
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12.7.7.3 Read Filtering Entr y

12.7.7.3.1 Purpo se

*3331 A pazTJoyinyg pue paiydtdRdog

To reada FilteringEntry, Groy Ragistratian Enty, or VLAN Registration Enty from the Filtering or Per-
marent Datalases.

12.7.7.3.2 Inputs
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a) ldentifier—¥Filtering Database or PeramentDatabase.

b) Address—MAC Address othedesired entry (not present in VLARegistration Ertries).
c) VID—VLAN Identifier oftheentry

d) Type—Static or Dynanic entry.

12.7.7.3.3 Outputs

a) Address—MAC Address ofhedesired entry (not present in VLARggistratian Ertries).

b) VID—VLAN Identifier oftheentry.

c) Type—Static or Dynarric ertry.

d) PortMap—a setof controlindicators as appropriafer the entryas specigd in 8.11.1 through
8.115.

12.7.7.4 Read Filtering Entr y rang e
12.7.7.4.1 Purpo se
To read a rangef Filtering Databasentries (of ap type)from the Filtering or Permanent Databases.

Since the number ofalues to beeturned irthe requested rangeay hae exceededhe capacity of theer-
vice data unitonveying the managmert responsethe returned entry rargisidentified. The indcesthat
define thke range tak on values from zero up t&iltering Datalase Size minsone.

12.7.7.4.2 Inputs

a) Identifier—Filtering Database or PeramentDatabase.
b) Startindex—inclusive startirg index of the desired entry rage.
c) Stoplndex—inclusive endng index of the desiredange.

12.7.7.4.3 Outputs

a) Startindex—inclusive starting inde of thereturned entry range.
b) Stoplndex—inclusive endng index of the retunedertry range.
c) For each inde returned:
1) Address—MAC Address of the desiregtry (not presenin VLAN Registration Entries).
2) VID—VLAN Identifier oftheentry
3) Type—Static or Dynamicertry.
4) PortMap—aset of cotrol indicatorsasappropriatdor the entry as specigd in 8.111 throwh
8.11.5.

12.8 Bridg e Protocol Entity

TheBridge Protaeol Entity isdescribed in 8.12 and ISO/IEC 18R-3,ClauseS.
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Theobjects that comprise thisanagedesourceare

a) The Protocol Entity itself.
b) The Pats urder its cornirol.
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12.8.1 The Protocol Entity

The Proteol Entity olject models the operatisthat can be @formed upa, or irquire abot the ogration
of the Spaning TreeAlgorithm and Protccol. Thereis asinge Protacol Entity perBridge; it can, therefore,
be idertified as asingle fixed companentof the Probcol Entty resaurce.
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The maragenent operations that can be peiformed on the Protocol Ertity are

a) ReadBridge Protocol Brameters (12.8.1.1);
b) Set Bridge Protool Parameters (2.8.1.3.

12.8.1.1 Read Bridg e Protocol Parameters

12.8.1.1.1 Purpo se

To obtain information rgarding the Bridge's Bridge Protaol Entity.
12.8.1.1.2 Inputs

None.

12.8.1.1.3 Outputs

a) Bridge Icentifie—as deifned in ISO/IEC 15802-3, 85.3.7.

b) Time Sirce Topology Chang@—count in secondof the time elapsed since thepblogy Chame flag
parameter fothe Bridge (ISO/IEC 18023, 8.5.3.2) was last Tue.

¢) Topology ChangeCourt—count of the times tle Topdogy Change flagparameter fothe Bridge has
beenset (i.e.transtioned from False to Tue) since th Bridge was pavered on oinitialized

d) Topology Chang (ISO/IEC 158@-3, 8.5.3.12).

e) DesignatedRoot (ISQIEC 15302-3, 8.5.31).

f)  Root Path Cost (ISO/IEC 1802-3, 8.5.3.2.

0) RootPat (ISO/IEC 58023, 8.5.3.3).

h) MaxAge (ISO/IEC158(2-3, 8.5.3.4).

i) Hello Time (ISOIEC 158)2-3,8.5.3.5).

j)  Forward Delay (ISO/IEC 18023, 8.5.3.9.

k) Bridge Max Age (ISO/IEC158®-3, 8.5.3.7).

I)  Bridge Hello Time (ISOIEC 15302-3, 8.53.9).

m) Bridge ForwardDelay (ISO/IEC 158023, 8.5.3.10).

n) Hold Time (ISOIEC 15802-3,8.5.3.14).

12.8.1.2 Set Bridg e Protocol Parameters
12.8.1.2.1 Purpo se

To modfy parameters itthe Bridge’s Bridge Praocd Entity in orderto force a cofiguration of the span
ning tree and/otune the recomjuration time to suia specifc topology.
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12.8.1.2.2 Inputs

a) Bridge Max Age—the nev value (ISQIEC 15302-3, 8.53.8).

b) Bridge Hello Time—the nev vaue (ISO/IEC158(2-3, 8.5.3.9).

c) Bridge Forward Delay—the nev value (ISO/IEC 158)2-3, 8.5.3.1

d) Bridge Priority—the new value d the priority part of the Bridge Identifier (ISO/IEC 58023,
8.5.3.7).

12.8.1.2.3 Outputs
None.
12.8.1.2.4 Procedure
The input parameter @lues arechecked for comfiance with ISO/IEC 158@-3, 810.2. If they do nat com-
ply, or the \alue of Bridge Max Age or BridgeoFward Delay is lesgshan the laver limit of the range speci-
fied inISO/IEC 158(2-3, Table 8-3, thenno action shall be tahk for ary of the supped parameters. If the
value of aly of Bridge Max Age, Bridge érward Delayor Bridge Hello Tme is outside the range spéeif
in ISO/IEC 1582-3, Table 8-3, thenthe Bridge need natake action
Otherwise the Bridgés Bridge Max Age, Bridge Helloime, and Bridgd-orward Delay parameters are set
to the suplied values. The Set Bdge Prigity procedue (ISO/IEC 1582-3, 8.8.4) isused toset the pority
partof the Bridgeldentifier tothe supplied alue.
12.8.2 Bridg e Port
A Bridge Port object miels the oprations related tan indvidual Bridge Pat in relationto the qoeration @
the Spanning fee AlgorithmandProtocol. There ara fixed set of Bridge Portper Bridge; eacban, there-
fore, beidentified by a permanently allocated Port Numbas a fixed componenbf the ProtocoEntity
resource.
Themanagememperations thatanbe performed on a Bridge Port are

a) ReadPort Rarametes (12.8.2.1);

b) ForcePort Statg12.8.2.2);

c) Set Pot Parameters (2.8.2.3).
12.8.2.1 Read Port Parameter s
12.8.2.1.1 Purpo se
To obtain information rgarding a specifc Pat within the Bridge$ Bridge ProtocolEntity.
12.8.2.1.2 Inputs

a) Port Number—th@umber of théBridge Port.
12.8.2.1.3 Outputs

a) Uptime—count in seconds of the time elapsince the Port as last reset or initialized (ISO/IEC

158023, 8.8.1).

b) State—thecurrentstate of the Port (i.e., Disabled, Listening, Learningwarding, or Blocking)
(ISO/IEC 158023, 8.4, aml 8.5.5.2).
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c) Port Identifier—the unique Port identifier comprising tw parts, the Port Number and tiert
Priority field (ISO/IEC 158(2-3, 8.5.5.1).

d) Path Cost (ISO/IEC B8-3, 8.5.5.3).

e) Designatedroot (ISQIEC 153023, 8.5.54).

f)  DesignatedCost (ISO/IEC158®-3,8.5.5.5).

g) Designatedridge (ISO/IEC158®-3, 8.5.5.6).

h) DesignatedPort (ISO/IEC 1582-3,8.5.5.7).

i)  Topology Chang Acknowledge (ISO/IEC 1582-3,8.5.5.8).
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12.8.2.2 Force por t state

12.8.2.2.1 Purpo se

To force the spediéd Portinto Disabled (ISO/IECQ58023, 8.4.5) oBlocking (ISO/IEC 18023, 8.4.).
12.8.2.2.2 Inputs

a) Port Number—th@umber of théBridge Port.
b) State—either Disabled or Blockig (ISO/IEC 1582-3,8.4, 8.4.1,and 8.4.5).

12.8.2.2.3 Outputs
None.
12.8.2.2.4 Procedure

If the selectd state isDisabled,the Disable Port procedur@SO/IEC 15802-3, 8.8.3) isisedfor the speci-
fied Pat. If the selected state is Bldcdg, the Enabl@ortprocedure (ISO/IEC158023, 8.8.2) is used.

12.8.2.3 Set port parameter s
12.8.2.3.1 Purpo se

To modfy parameters fora Pat in the Bridge's Bridge Probcol Entity in order to foce a cofiguration of
the spanningree.

12.8.2.3.2 Inputs

a) Port Number—th@umber of théBridge Port.
b) Path Cost—thenew value (ISQIEC 1302-3,8.5.5.3).
c) Port Priority—the new value of the priority field for the Poridentifier ISO/IEC158®-3, 8.5.5.1).

12.8.2.3.3 Outputs

None.

12.8.2.3.4 Procedure

The Set Bth Cost pocedire (ISO/IEC 158R-3, 8.8.6) is used teset the Bth Cost parameter for the speci-

fied Port. The Set Port Prity procedire (ISO/IEC 18023, 8.8.5) is sedto set thepriority part ofthe Port
Identifier (ISO/IEC 1582-3,8.5.5.1) to the supfed value.
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12.9 GARP Entities

The qerationof GARPIs describedin ISO/IEC 158023, Clausel?2.
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Theobjects that comprise thisanagedesourceare

a) The GARP Timer objects (12.9.1);
b) TheGARP Attribute Type djects(12.9.2);
c) The GARP State Machine objects (12.9.3).
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12.9.1 The GARP Timer object

The GARP Tmer object models the operatigdhatcan be performed upon, or inquire about, the cursett
tings of tretimers used ypthe GARP protocolon agiven Pat. The maagemert operatimsthat can be per-
formed on the GARPdticipant ae

a) Read GARP imers (12.9.1.1);
b) SetGARP Tmeis(12.9.1.2).

12.9.1.1 Read GARP Timers

12.9.1.1.1 Purpo se

To read thecurrent GARP Tmers for agiven Port.

12.9.1.1.2 Inputs
a) The Portidentifier.

12.9.1.1.3 Outputs
a) Current vaue of JoirTime—Cettisecorts (ISO/IEC 158@-3, 12.10.2.1ard 12.12.1);
b) Current value of LeaeTime—Centisecomsl(ISO/IEC 158023, 12.102.2 and12.12.1);
c) Current vaue of LeaeAllTime—Centisecons (ISO/IEC15802-3, 12.102.3 andl2.12.1).

12.9.1.2 Set GARP Timers

12.9.1.2.1 Purpo se

To sd new values br the GARP Tmers for a given Port.

12.9.1.2.2 Inputs

a) The Portidentifier;

b) New vaueof JanTime—Centsecands (ISOIEC 15802-3, 12.10.2.1 and12.12.1);

c) New vaueof LeaveTime—Centisecond (ISO/IEC158023, 12.102.2 andl2.12.1);

d) New value of LeaveAllTime—Centisecons (ISO/IEC 1802-3, 12.10.2.3 and2.12.1).

12.9.1.2.3 Outputs

None.
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12.9.2 The GARP Attri bute Type obj ect

The GARP Attribute Type object modelghe geratiors that can b performedupon, or inquire abut, the
operation of GARP for a given Attribute Type (ISOIEC 1582-3,12.11.2.2). Tle managemenbperations
that carbeperfamedona GARP Attribute Typeare
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a) Read GARP Appliant Controlg12.9.2.1);
b) SetGARP Apmlicart Cortrols (12.9.2.2).
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12.9.2.1 Read GARP Applicant Controls
12.9.2.1.1 Purpo se

To read the currentalues of the GARP ApplicanfAdministrative control parameterglSO/IEC 158023,
12.9.2)associated with all GARPaRicipants for a gien Pat, GARP Appication andAttribute Type.

12.9.2.1.2 Inputs
a) The Portidentifier;
b) The GARP Apdication addess(ISO/IEC 158(2-3, Table 121);
c) The Attribute Type (ISO/IEC 1582-3,12.11.2.5).
12.9.2.1.3 Outputs
a) The currenpplicant Adminstrative ControlVaue (ISO/IEC15802-3, 12.9.2);
b) Failed Registratins—Qountof the number of times that th GARP Application hasfailed to regis-
ter anattribute of thistype due tdack of space in the Filtering Database (12.10.1.6).
12.9.2.2 Set GARP Appli cant Controls
12.9.2.2.1 Purpo se

To set n&v values for the GAR Apdicant Administrative control parameterglSO/IEC 158@-3, 129.2)
associateavith all GARP Participants for aiven Port, GARP Application anittribute Type.

12.9.2.2.2 Inputs
a) The Portidentifier;
b) The GARP Apdication addess(ISO/IEC 158(2-3, Table 121);
c) The Attribute Type (ISO/IEC 15802-312.11.2.5) associatedth the statemachine;
d) The desired Applicanddministrative Cortrol Value (ISO/IEC 158@-3, 12.9.2).
12.9.2.2.3 Outputs
None.

12.9.3 The GARP State Mac hine object

The GARP State Machine object deids the perations that can be perfoned upa, or inquire abot, the
operation of GARP for given State Machine.

Themanagemenbperationthat can bgerformed ora GARP Statdachine is Read GARP State.
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12.9.3.1 Read GARP State

12.9.3.1.1 Purpo se
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To read thecurrent \alueof an instancef a GARP statemachine.

12.9.3.1.2 Inputs
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a) The Portidentifier;

b) The GARP Apgication addess(ISO/IEC 158(2-3, Table 121);

Cc) The GIP Cotext (ISO/IEC158®-3, 12.3.4);

d) The Attribute Type (ISO/IEC 15802-312.11.2.2) associatedth the statemachine;
e) The AttributeValue (ISO/IEC158023, 12.112.6) associated with the state mawh

12.9.3.1.3 Outputs

a) The curret value of the combined Applicant andd®grar state machine for the attrib (ISO/IEC
15802-3, Table 12-6);

b) Optionally Originator adress—the MA Address othe originatorof the mostecent GARP PDU
that was esponible for causinga state changa this state machine (ISO/lE158023, 12.9.1).

12.10 Bridg e VLAN mana ged objects

The folloving managd dbjects dfine the semaits d the management operai®ttat canbe prformed
upan the VLAN aspects od Bridge:

a) The Bridge VLANConfiguration mamged object (120.1);
b) The VLAN Corfiguration maaged object (120.2);
c) The VLAN Learning Constraints managed objg@.10.3).

12.10.1 Bridg e VLAN Con figur ation managed object

The Bridge VLAN Corfiguration manageabject models operatis trat modify or emuire almut, the oer-
all corfiguration of theBridge'sVLAN resouices. Therés a sinde Bridge VLAN Corfiguration maraged
object per Bridge.

The management operatiaiatcan be performednthe Bridge VLAN nfiguration managed objeate

a) ReadBridge VLAN Configuration(12.10.1.1);

b) Corfigure PVID values (12.10.1.2);

c) Configure Acceptable Frameypes parmeters(12.10.1.3);
d) Configure Erable Irgress Hiering paemeters (1210.1.9);
e) ResetVLAN Bridge (12.10.1.5);

f)  Notify VLAN registration failure (12.10.1.6).

12.10.1.1 Read Bridge VLAN Confi guration
12.10.1.1.1 Purpos e

To obtain general VLAN iformationfrom aBridge.
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12.10.1.1.2 Inputs
None.
12.10.1.1.3 Outp uts
a) The 802.1Q/LAN Version numbeReported as “1” g devicesthat implement VLAN functionality
according to thigdition of thestandard;
b) The optional VLAN features supportég the implementation:
1) The maximum amberof VLANS supported;
2) Whether the implemertation suorts the abity to override the deéult PVID seting, andits
egressstatusg(VLAN-taggedor untagged) on each Port.
c) Foreach Port:
1) the Pot number;
2) the PVID \dlue (8.4.4) currently assignedttoat Port;
3) the state othe Acceptable Frameypes parameter (8.4.3). The permissibuesfor this
parameter are:
i)  Admit only VLAN-tagged frames;

ii) Admitall frames.
4) the state of th&nable Ingreskiltering parametef8.4.5); Enabled obisabled.

12.10.1.2 Configure PVID v alues
12.10.1.2.1 Purpos e
To confgure thePVID value(s) (8.4.4) associated with ooemore Ports.
12.10.1.2.2 Inputs
a) For eachPort to be conflured, a Port numband the PVID dlue tobe associatedith that Port.
12.10.1.2.3 Outp uts
None.
12.10.1.3 Configure Acceptab le Frame Types parameter s
12.10.1.3.1 Purpos e
To configure theAcceptabld-rameTypesparameter (8.4.3) associated with onenorePorts.
12.10.1.3.2 Inputs
a) ForeachPort to beconigured, aPort numbeand the alue of the Acceptable Frarigpesparame-
ter to beassociatedvith that Port. The permissiblelues of this parametare (as défed in 8.4.3):
1) Admit only VLAN-tagged frames;
2) Admit all frames.

12.10.1.3.3 Outp uts

None.
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12.10.1.4 Configure Enab le Ingress Filtering parameter s

12.10.1.4.1 Purpos e
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To confgure theEnablelngressriltering parameter(s) (8.4.5) associatgth oneor more Ports.

12.10.1.4.2 Inputs
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a) For eachPort to be confured, a Port number and thd@ue of the Enable Ingress Filteripgrame-
ter to be associated with tHwrt. The permissible aluesfor theparameter are

1) Enabled;

2) Disabled
12.10.1.4.3 Outp uts
None.
12.10.1.5 Reset VLAN Bridge
12.10.1.5.1 Purpos e

To reset all statially configured VLAN-relted informaion in the Bridge to it defult stae. This operatio

a) Deletesall VLAN Configuration managd objects;
b) Resets the PVI@ssociated witkeachBridge Port to the Dedult PVID value (Bble9-2);
¢) Resets thécceptableFrame Vpes parameteralue assdated with each Port to thdefault value
(8.4.3).
12.10.1.5.2 Inputs
None.
12.10.1.5.3 Outp uts
None.
12.10.1.6 Notify VLAN regis tration failure

12.10.1.6.1 Purpos e

To notify a managerthat GVRP (11.2.3) has failed to registera given VLAN owing to lack of resaurcesin
the Filterirg Database for the creationabDynamicVLAN Registration Entry (8.15).

12.10.1.6.2 Inputs
None.
12.10.1.6.3 Outp uts

a) The VID of the VLANthat GVRP failed toregister;
b) The Pat number of tre Port on which the @istration requestwas receied.
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12.10.2 VLAN Configuration man aged object

TheVLAN Configuration objecmodels operationthat modlfy, or enqire abou, the corfiguration of a par-
ticular VLAN within a Brdge. There are nitiple VLAN Confguraion objects per Bridge; only one such
object carexist for agiven VLAN ID.

*3331 A pazTJoyinyg pue paiydtdRdog

Themanagemendperations thatanbeperformed on th& LAN Configuration are:
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a) Read VLANConfiguration (12.10.2.1);
b) Create VLAN Confyuration (12.10.2.2);
c) Delete VLAN Confguration (12.10.2.3);

12.10.2.1 Read VLAN Conf iguration
12.10.2.1.1 Purpos e
To obtain general informationgerding a specit VLAN Configuration.
12.10.2.1.2 Inputs
a) VLAN Identifier:a 12-bitVID.
12.10.2.1.3 Outp uts
a) VLAN Name:A text string ofup to 32 characters aically determinedsignificance;

b) List of Untagged Ports: The satf Port rumbers for which this VLAN ID is a memnber of the
Untaggedset(8.11.9)for that Pat;

c) List of Egres Ports:The ®tof Port numberdor which this VLAN ID is a membenof the Member
set (811.9) far thatPort.

NOTE—The \alues of tie Member set and the Untagged set@estermined yothe \alues held in VLAN Rgistration
Entries in theFiltering Databasé8.11.2 8.115, and8.11.9).

12.10.2.2 Create VLAN Configu ration

12.10.2.2.1 Purpos e

To create oupdate a VLAN Cofiguration maraged object.
12.10.2.2.2 Inputs

a) VLAN Identifier:a 12-bitVID;
b) VLAN Name:A text string ofup to 32 characters tdcally determinedsignificance.

NOTE—Staticconfiguration of theMemberset and the Uagged set is achied by mears of themanagemenopera-
tions for manipulatio of VLAN Registration Entries}2.7.5).

12.10.2.2.3 Outp uts

None.

Copyright © 1999 IEEE. All rights reserved. 115

ARISTA NETWORKS, INC. EXHIBIT 1008
Arista Networks, Inc. v. Corrigent Corporation, IPR2023-00805, Page 127



IEEE
Std 802.1Q-1998 LOCAL AND METROPOLITAN AREA NETWORKS:

12.10.2.3 Delete VLAN Configuration

12.10.2.3.1 Purpos e

*3331 A pazTJoyinyg pue paiydtdRdog

To deletea VLAN Corfiguration maraged object.

12.10.2.3.2 Inputs
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a) VLAN Identifier:a 12-bitVID;
12.10.2.3.3 Outp uts
None.
12.10.3 The VLAN Learning Constrain ts managed object

The VLAN Learning Castraints maaged olject malels operatios that modifyor enquire about, th setof
VLAN Learning @nstraintg8.117.2) ard VID to FID allocations(8.117.1) that aply to theoperatia of
the LearningProcess anthe Filtering DatabaseThere isa singleVLAN Learning Constraintsnanaged
object per Bridge. Thobject is maleledas apair of fixed-lengh tabks, as follas:

a) A LearningConstraint thle in which each table entry eithdeines a singlé.earningConstraintor
is urdefined For same of the oprations that can be performggbnthe table, aentry inde is usel;
this idertifies the nunber of the ey in the tabk, where ndex nunber 1 is tle first, andN is the last
(wherethetable contains N entries).

NOTE—The number oEearning Constraint table entries sugpdis an implementation option. This standard dods no
provide ary distribution mechanism t@nsurethat thesame sebf corstraintsis corfigured in all Bridges;individual
Bridges can be coigured ly use of the maagement operations deéd in ths subclause (fon@mge, via theuse of
SNMP operating upon a VLAN Bridge ®), but thee isno in-built consisteny checkirg to ensure tht all Bridges
have beenprovided with thesame cosraint informationHence, ap suchconsisteng checking ishe resposibility of

the netvork administrator and thenanagement applicatioesnployed in the LAN.

b) A VID to FID allocationtable (8.11.7.1ith an entry peNVID supportedby the implementation.
Each tableentryindicates, for thaV¥ID, that there igurrently

1) No allocationdefined;or
2) A fixed allocation to FID X; or
3) A dynanic allocationto FID X.

Themanagmentoperatiors that canbe performed on tle VLAN LearningConstraints managed jglot are

¢) ReadVLAN Learning Constraint$12.10.3.1);

d) Read VLANLearningConstraints for VID (12.10.3.2);
e) Set VLAN Learning Constraint (12.10.3.3);

f)  Delete VLAN Learning Condraint (12.10.3.4);

g) Read VID to FID allocation§l2.10.3.5);

h) Read FlIDallocation for VID(12.10.3.6);

i)  Read VIDs allocated to FID (12.10.3.7);

j)  SetVIDto FID allocaton (12.103.8);

k) Delete VIDto FID allocation(12.10.3.9);

) Notify Learning ConstraihViolation(12.103.10);
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12.10.3.1 Read VLAN Learning Constrain ts

12.10.3.1.1 Purpos e
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To read thecontents of aange ofoneor more entrieqn the VLAN LearningConstraints table.

12.10.3.1.2 Inputs
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a) FirstEntry—Entry Index of first entry to be read
b) Last Enry—Entry Index of last entry to be read

12.10.3.1.3 Outp uts

a) List of Entries—for each entry thatas/ read:
1) The Entryindex;
2) The typeof the Learing Constraint: Uhdeined, S a [;
3) Thevalue ofthe Learniig Constraint, wich is one of:
i) Undefined, indcating an enpty elemenin the talbe;
i) An SConstraint \alue, consisting o& pair of VIDs;
iii) An | Constrant value, consistirg of a VIDand anindependen Set Idenfiier.

NOTE—Where this operation is implemented using a remote managenaéocol, PDU size caraints may restrict
thenumber of entriesthatareactually ead to fwer thanwas requestedn theinput paametersin suchcasesretrieving
the remainder of the desiredtgnrange can be achied ty repeating the operation with a madd enty range
speification.

12.10.3.2 Read VLAN Learning Constrain ts for VID
12.10.3.2.1 Purpos e
To read altheVLAN Learning Constraintor a given VID.
12.10.3.2.2 Inputs
a) VID—The VLAN Identifier to which the read operation applies.
12.10.3.2.3 Outp uts
a) All learningconstraint @eluesthat identify the VID requeste&ach aue returned igither
1) An S Constraint &ue, consisting of a paiof VIDs; or
2) An| Constraint alue, consistingf aVID andan Independer8et Idetifier.
12.10.3.3 Set VLAN Learning Constraint
12.10.3.3.1 Purpos e
To modify the contents of oraf the entries in the VLANLearningConstraints table.
12.10.3.3.2 Inputs
a) Entry Index—Entry index of the ertry to beset;
b) The typeof the Learning Constraint: & I,

c) Thealue of thd_earningConstraint, whichs either:
i)  An SConstraint \alue, consisting o& pair of VIDs; or
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ii) An | Constraint @lue, consisting of a VIDand anndependent Set Iden:.

12.10.3.3.3 Outp uts
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a) Operation statusThis tales one ofhe following values:

1) Operationrejecteddue to inconsistenlearring constraint spediation (8.11.7.3)—The Set
operationrequested setting a constraithat is incomistent wth another constraim already
definedin theconstraint tabe. Theoperationreturrs the value of theconstraint cacerred; or

2) Operdion rejecteddue to inconsisterftxed VID to FID allocation(8.11.7.3)—The Setpera-
tion requesed seting a constraint hat is incasistentwith a fixed VID to FID allocation
aready dehed in the allocation table. The operation retuhesvalue of the ifked allocation
concerred; or

3) Operdion rejected due to entry inklexceeding the maximum ingesupported ¥ the con-
straint table;or

4) Operdion accepted.
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12.10.3.4 Delete VLAN Learning Constraint
12.10.3.4.1 Purpos e

To remore one of theentriesin the VLAN LearningConstraints tablelhis operation has thefe€t of setting
thevalueof the speifiedtable entry to “Undehed.”

12.10.3.4.2 Inputs
a) Entry Index—Entry index of the ertry to bedeleted
12.10.3.4.3 Outp uts
a) Operation statusThis talkes one ofhe following values:
1) Operdion rejected due to entry indexceeding the maximum ingdesupported ¥ the con-
straint table;or
2) Operdion accepted.
12.10.3.5 Read VID to FID allocations
12.10.3.5.1 Purpos e
To read thecontents of aange ofoneor more entrien the VID to FID allocatiortable.

12.10.3.5.2 Inputs

a) FirstEntry—VID of firstentryto be read;
b) Last Entry—VID of lastentryto be read.

12.10.3.5.3 Outp uts

a) List of Entries—For each entry thavas read:
1) VID—The VLAN Identifier for this entry;
2) Allocation Type—Thetype of the allocation:Undefined, Fixed or Dynamic;
3) FID—The FIDto whichthe VID is allocated (i not of type Undefined.

NOTE—Where this operation is implemented using a remote managenatocol, PDU size caraints may restrict
thenumber of entriesthatareactually ead to Bwer thanwas requestedn theinput parametersin suchcasesretrieving
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the remainder of the desiredtgnrange can be achied ky repeating the operation with a madd enty range
speification.
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12.10.3.6 Read FID allocation f or VID
12.10.3.6.1 Purpos e

To read the~ID to which a specifedVID is currently alloated.
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12.10.3.6.2 Inputs
a) VID—The VLAN Identifier to which the read operation applies.
12.10.3.6.3 Outp uts
a) VID—the VLAN Identifierto whichthe reacperation applies;
b)  Allocation Type—the typeof theallocation Undefned, Fixed or Dynamic;
c) FID—theFID to whichthe VID is allocated (if nobf typeUndefned).
12.10.3.7 Read VIDs alloca ted to FID
12.10.3.7.1 Purpos e
To read althe VIDs currently allocated ta given FID.
12.10.3.7.2 Inputs
a) FID—theFiltering Identifer to which the readperation applies.
12.10.3.7.3 Outp uts
a) FID—theFiltering Identifer to which the readperation applies
b) Allocation List—a list ofallocations for this FID. & each element in tHést:
1) Allocation Type—the type of the allecation: Fixed or Dynamic;
2) VID—the VID that is allocated.
12.10.3.8 Set VID to FID allocation
12.10.3.8.1 Purpos e
To establisha fixedallocation of avID to an FID.

12.10.3.8.2 Inputs

a) VID—the VID of theentryto beset;
b) FID—theFID to whichthe VID s tobeallocated.

12.10.3.8.3 Outp uts

a) Operation statusThis tales one ofhe following values:
1) Operationrejecteddue to inconsisterntearring constraint spedifation (8.11.7.3)—The Set
operationrequestedettinga fixed allocationthatis inconsistentvith aVLAN Learring Con
straint. The opeation returns thgalue ofthe VLAN Learning Constraint concerned; or
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2) Operationrejected de toVID exceedng themaxmum VID suppeted by the allccationtalde;
or

3) Operdion rejected due to FIDxeeedinghe maximum ID supported/lihe implementation; or

4) Operdion accepted.

12.10.3.9 Delete VID to FID alloca tion
12.10.3.9.1 Purpos e

To rermove a fixed VID to FID allocationfrom the VID to FID allocaton tae. Thisoperationhasthe effect
of setting thevalue of the specitd table entry to “Undafed.”

NOTE—If the VID concerned ragsentsa curently actve VLAN, then remeal of a fixed allocation may result in the
“Undefined” \value in the table immediatelyeing replacedby a dynamiallocationto anFID.

12.10.3.9.2 Inputs
a) VID—VID of the albcation to be deled.
12.10.3.9.3 Outp uts

a) Operation statusThis talkes one othe following values:
1) Operdion rejectecue to VIDexceeding the maximumwalue supportetly the allocatiortable;
or
2) Operdion accepted.

12.10.3.10 Notify Learning Constraint Violation
12.10.3.10.1 Purpose

To alert the Manager to thexistence ofa Learning Constraint violation (8.11.7.3). Thisais unsolicited
notification fromthe managmert ertity of the Bridge, issued upn detectiorof the constraintiolation.

NOTE—Asindicatedin 8.11.7.3, a single chga in coniguration, suclas tte registrationof a nev VID by GVRP or the
addition ofa rew learningconsteirt, can gve rise to more than one Vationbeing notifed, depending upothe sebf
learningcorstraints currentlyconiguredin the Bridge.

12.10.3.10.2 Inputs
a) None.
12.10.3.10.3 QOutputs

a) Violation Type/Argumern—one of

1) Shared VLAN Learningnot supported. The gument returng indicates the VIDs of a pair of
active VLANSs for whichan Sconstraint gists.

2) Independent VLAN Learning naupported.The agument returned indicatébe VIDs of a
pair of actve VLANSs for which | corstraints &ist thatcortain the saméndepencentsetidenti
fier.

3) Required FID rage not suprted.The agumert retrnedindicates
i)  The VIDthat the Bridge is unable to allocatean FID;

i)  The maximm numbernf FIDs syppatedby the Bridge.

The violation typeRequred FID range nd supmrtedis detectednly by IVL or IVL/SVL Bridges that sup
port fewer than 094 FIDs.
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Annex A
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(normative)

PICS proformatl
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A.1 Intr oduction

The supper of a probcol implementaton which is claimedto conform o this standrd shallcomgete the
following Protaol ImplementatiorConformance Statement (PIC&pforma.

A completedPICS proforma is the PIC®r the implementatiomn question.The PICSis a statemenbf
which capbilities andoptions of the probcol have been mplemeried. ThePICS carhare anumber d uses,
including use

a) By the protocol implementpas a checklist to reduce the risk afldre to conform to the standard
through oversight;

b) By the supplier and acquirer—potential acquirer—otheimplementation, aa detded indication
of the capabilities of the impmernation, statedelative to thecommonbasis forunderstanithg pro-
vided ty the standard PICS proforma;

c) By theuser—or potential user—of the implementation, as a asisitially checking the possibil-
ity of interworking with another implementatio(nae that, while interworing can neer be guaran
teed failure to interwork canoften be predied from incompatible PICSs);

d) By a protocol testems the basis for selecting approfeitests aginst which to assess the claim for
conformancef the implementation.

A.2 Abbre viations and special symbols

A.2.1 Status symbols

M mandatory

0] optional

O.n  optional, hut support of at least om of the groupof options labelled ypthe same numeral n is
required

X prohibited

pred conditional-item symbol, icluding predicate ientification: seeA.3.4

= logicalnegation,appliedto aconditional items predicate

A.2.2 General abbre viations

N/A  not applicable
PICS Protocol Implementatio€onformance Stateent

1Copyrightrelease for PICS pformas:Usersof thisstandard mg freely reproduce the PICS proformatiis ann& so that it can be
used for its intendepurpo® andmay furthe publish the comptedPICS.
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A.3 Instructions f or completing the PICS pr oforma
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A.3.1 General structure of the PICS proforma

The frstpartof thePICS poforma,implementaton idertification andprotocol summary, isto be conpleted
asindicated withthe information necessary ientify fully boththe supplier and thenplementation.
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The main parof the PICS proforma ia fixed-format questionnairalivided into seeral subclauses, each
containing a numbesf individual items. Arswers to tle questionaire itemsare to be praided in the right-
most columnegither ty simply marking aranswerto indicae a restricted choice (usuallgsror No), or by
entering avalue or a set or range oflues. (Note that there are some itemigere two or more choices from
aset of possiblanswercanapply;all relevant doices are to be mieed.)

Each item is identiéd ky an item reference in thad$t column. The second column contains the question to
be answered; the third column records théustaf the item—whether support is mandatagtional, or
conditional: see also A.3.4loev. The fourthcolumn contains the reference or nefieces to the material that
specifes the itenin the mainbody ofthis standard, and thé&fth columnprovidesthe spacéor the answers.

A supplier mayalso preide (or be regiredto provide) furtherinformation, cateyorizedas eitker Additional
Information or Exception Informatiomhenpresentgach kind of furthemformation is to be pndded in a
further subclause of itemgabelledAi or Xi, respectiely, for cross-referencing purposesherei is ary
unambiguosidentification for te item (e.g., simply a numeral). gite are o other restrictions orits format
and presetation.

A completedPICS proforma, ioluding ary Additional Information ard Excepion Information, isthe Proto
col Implememation Conformation Statementrfthe implementatioin question.

NOTE—Where an implementatios capable of being cagfired in more than oneay, a single PICS malge able to
descrile all such cafigurations. Havever, the supplier has the cive of prawviding morethan one PIS, each cuering
some subset dheimplemenation's confjurationcapabilities, in casthat males for easierandclearerpresentatiorof
the information.

A.3.2 Additional inf ormation

Items ofAdditional Informaton allow a syplier to provide further infornation intencedto assist theniter-
pretation of the PIG. It is not intended orxgectedthata laige quantity will be supplied, and a PICS can be
consicered completavithout ary swch information. Examples migt be anoutline of the ways in whicha
(single) implementation can be set up to operate ariaty of enironments and coigurations, or informa-
tion about aspects of the implementation that are outside the scope of this stahttzat ime a bearing
upaon the answers tsone items.

References to items of Additionenformation may be enteredxigo ary answer in the questionnaire, and
may be included in itens of Excepton Information

A.3.3 Exception inf ormation

It may occasionally happethat a supplier willvish to answeran item with mandatory statustéx ary con-
ditionshave beenapplied) ina way that conflicts with the indicated requiremeRb pre-printed answer will
be faundin the Sugort columnfor this:instead, the syglier shallwrite the nissinganswer into the Sugort
column, togetherwith anXi reference to an ite of Exceptioninformation,andshall pravide theappropriate
ratonakin the Exceptin itemitself.
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An implementtion for which an Excepbnitem is reqired in this way doesnot conform tothis standard.

NOTE—A possible reasofor the situation described atgds that a defect ithis standardhas been reported, aroec-
tion for which is @pectedio charge therequirement not mettthe implemetation.
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A.3.4 Conditional status
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A.3.4.1 Condition al items

The PICS proforma contains a numbéconditional items. These aitems forwhich both the applicability
of the item itself, and its staif it does apply—mardatory @ optional—are agpendent uponwhether or nat
certan other itemsaresupported.

Wherea graip ofitems issulject to the same conditidor apdicability, a seprate preliminary question
abou the condgtion appears athe headf the groy, with an nstrwction to skip to a bter point in the ques-
tionnaire if the'Not Applicable” answer is selecte@therwisejndividual conditionaltems are indicately
a canditional symbol in the Statis cdumn.

A condtional symbol is oftheform “pred: S” wherepred is a predicateas described in A.3.4.2 belpand
S is astatus synbol, M or 0.

If the value of the predicate is tai(see A.3.4.2), th conditinal item isapplicable, and its status is indicated
by the status symbol foleing the predicate: the answer columrtdsbe marked in the usual wy. If the
value of thepredicde is false, thé'Not Applicable” (N/A) answeris tobe marked.

A.3.4.2 Predicates
A predicate is one dghefollowing:

a) An item-reference for an item the PICSproforma: the alue of the predate is trudf theitem is
marked as supprted,and is false otherwise;

b) A predicate-name, for predicate defedas aboolean gpressionconstructed ¥ combiningitem-
referancesusing the boolean operator OR: thedue of the predicate is true if one or moretbé
items is mar&d assupported,;

¢) The logical ngation symbol “=" prefxed to an item-reference or predicate-name: gheewof the

predicate idrue if the \alue of the predicateformed ly omitting the “=” symbol isdlse, andvice
versa

Each item whose reference is usedhipredicate or predicatdefinition, orin a preliminary question fo
groupedconditional items, is inttated ly anasterisk in tk Item cadumn.

A.3.4.3 References to the text of ISO/IEC 15802-3

Many of the tables irthe PIGS Prdformarefer tothe text of ISO/IEC 158@-3 (ANSI/IEEE Std802.1D. A
short form reference, of the form {D}X, is used in the “References” columns of thigies to denote refer-
ences talauses, subclauses or tahile$SO/IEC 15802-3, where X is tlaause, subclause oible identi-
fier.
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A.4 PICS proforma for IEEE Std 802.1Q-1998
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A.4.1 Implementation identification

Supplier
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Contactpaint for queres abotithe PICS

Implementation Name(gnd \érsion(s)

Other information ecessaryor full iden-
tification- e.g, name(s) andeysion(s)of
machinesand/or ogratingsystennames

NOTE 1—Only thefirst three items anequired fo all implementations; othénformationmaybe completed asppo-
priate in meeting theequirement for fulidentification.

NOTE 2—The terms Name andeksion shouldoe interpreted appropriately to correspond with a supiggtminolog
(e.g., Ype,SeriesModel).

A.4.2 Protocol summar vy, IEEE Std 802.1Q-1998

Idertification of protocolspecifcation IEEE Std 802.1€1998, IEEEStandards for Local and Metropolita
Area Networks: Stadard for Mirtual Bridged Laal Area Netvorks

-

Idertificationof amendmentandcormi-
gendato the PICS poforma whichhave Amd. : Corr.
beencompletedaspart d the PICS
Amd. : Corr.

Have ary Excepion itemsbeenrequred?
(SeeA.3.3:the answerYes nmeans that the No [] Yes []
implemenation does not edorm to IEEE
Std 802.1Q-298)

Date of Statement
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A.5 Major capabilities and options

IEEE
Std 802.1Q-1998

Item Feature Status References Support
(1a)* Communications Suppor {D}6.5
Which MAC typesare spported orBridge
Ports, impemented in coformance with the
relevant MAC standard?
(1a.1)* | CSMA/CD, IEEE Std 802.3 01 Yes[] NoJ]
(1a.2)* | Token Bus, ISO/IEC8802-4 01 Yes[] NoJ]
(1a.3)* | Token Ring, ISO/IEC 882-5 01 Yes[] NoJ]
(1a.4)* | FDDI, ISO 934-2 01 Yes[] NoJ[]
(1a.5)* | DQDB, ISO/IEC8802-6 01 Yes[] NoJ]
(1a.6)* | ISLAN, ISO/IEC 8802-9 01 Yes[] NoJ[]
(1a.7)* | ISLAN 16-T, IEEE 82.9a 01 Yes[] NoJ[]
(1a.8)* | DemandPriority, ISO/IEC 8802412 (IEEE 01 Yes[] No[]
Std 8023 format)
(1a.9)* | Demand PrioritylSO/IEC 880212 (ISO/IEC | O.1 Yes[] NoJ[]
8802-5 format)
(1b) Is LLC Type 1 supported on aBridgePorts | M 8.2,8.38.14 Yes []
in confomance with ISOEC 8802-27? ISO/IEC 88@-2
(1c)* Is Source-Routing fRnsparent Bridg opera- | O {D}Annex C Yes[ ] No []
tion supported oary of theBridge Pats? (If
supprt is claimed,the PICS profoma
detailed inSO/IEC 158023, Anne D, shall
also be completed).
2 Relay andiftering of frames (A.6) M 8.5, 8.98.6, Yes []
8.7, 8.8
(2a) Doesthe Bridge supjprt BasicFiltering Ser- | M {D}6.6.5,8.7.2 | Yes]|]
vices?
(2b)* Doesthe Bridge supprt Extended-iltering (0] {D}6.6.5,8.7.2 | Yes[] No[]
Services?
If item (2b) is not spportedmaik “N/A” and N/A[]
continue af2e)
(2c)* Doesthe Bridge supprt dynamicGrowp for- | 2b:M {D}6.6.5 Yes[ ] No []
warding andfiltering behsior?
(2d) Doesthe Bridge supprt theability for static | 2b:O {D}6.6.5 Yes[] No []
filtering information for indvidual MAC
Addres®s to specify a subsef Bortsfor
which forwardng orfiltering decisions are
taken onthebasis & dynamicfiltering infor-
mation?
(2e)* Does theBridge support expedted trafic (0] 8.1.2,87.3 Yes[] No []
classes oary of its Ports?
(4)* qug,the Bridge supprt management of the| O {D}6.5, 8.5.1, Yes[] No []
priority of relayedframes? 8.7.3, 87.5,
Table 8-1,Table
8-2, Table 8-3
5) Maintenance ofiltering information(A.7) M 8.10,8.11 Yes|[ ]
(7a) CantheFiltering Database besad ty man 8.11 Yes[] No []
agement?
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A.5 Major capabilities and options (Contin ued)
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deleted in thé?ermanenbDatabase?

Item Feature Status References Support
(7c)* CanStatic FilteringEntriesbe createdand (0] 8.11.1 Yes[] NoJ[] j
deleed? &
(79) Can Statid-iltering Entries be createdén (0] 8.11.10 Yes[] NoJ[] i

(7h) Can Statid=iltering Entries be created fora| O 8.11.1 Yes[] NoJ[]
given MAC Addressspecificationwith a dis-
tinct Pat Map foreach inboundPort?

“RTUD 85N §,33SUAJTT JO4 Z0-TT-2202 UD BuBA RaJpny 03 pasuadr] Terdaiew paiyitdhdog

(71) Can Group ReistrationEntriesbe dynami- 2c:M 8.11.4, {D}10 Yes []
cally created, updated dreletedoy GMRP? N/AT]

(20) Addressing (A.8) M 8.14 Yes []

(9a)* Canthe Bridge be coifuredto use48-bit 0.3 8.14 Yes[] NoJ[]
Universal Addresses?

(9b)* Canthe Bridge be coifuredto use48-bit 0.3 8.14 Yes[] NoJ[]
Local Addresses?

(13)* SpanningTree algorithm and ptocol (A.9) M {D}8, {D}9 Yes[ ]

(16)* Doesthe Bridge supprt management of the| O {D}8.2 Yes[] NoJ[]
SpanningTree tgology?

an* Doesthe Bridge supprt management of the| O {D}8.10 Yes[] No[]
protocol times?

(29)* VLAN Bridge Managemer®perations (0] 12 Yes[] NoJ[]
(20a)* | Are the Bridge Managemeftperations sup-| 19:0.4 {D}5 Yes[] No[]
portedvia a RemotéManagement Protocol? N/AT]

(20by | Are the Bridge Manageme@perations sup-| 19:0.4 {D}5 Yes[ ] No[]
ported viaalocal management intexfe? N/AT]

a oesthe implemetation support, oeac .1,8. es
(23a)* | D he impl i h M 5.1,8.43 Yes []

Port, one or more of thgermissiblecombina-
tions ofvalues forthe Acceptable Frame
Types paameter?

(23a.1) | State whicHPorts supprt: M 5.1,8.43
— Admit only VLAN-tagged fames; Ports:
— Admit all frames. Ports:
(23a.2) | On Ports thasuppot both \alues,is the M 5.1,8.43,1210 | Yes[] N/A[]

parameter cormjuralie via maragement?

(23b) Doesthe implemetation support the ability | M 5.1,7.19 Yes []
to insert tag headers into, modifgheaders
in, and remue tag headers émrelayed
frames, as required/tthe capatiities of each
Bridge Port?

(23c) Doesthe implemetation support the ability | M 51,11 Yes []
to perform automatic confurationand man-
agement oF/LAN topology information ty
means of GVRP oall Ports?
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A.5 Major capabilities and options (Contin ued)
Item Feature Status References Support

(23d) Doesthe implemetation support the ability | M 5.1,8.1 Yes []
for theFiltering Database to adain static
and g/namic coniguration irformation forat
least one VLAN, by means of Static and
DynamicVLAN Registration Entries?

(23d.1) | State theanaximumnumberof VLANS sup- M 5.1, 8.1, VLANSs
portedby the implementation. 9.3.2.3

(23d.2) | Statethe range of D values supportedyb M 8.11,9.3.2.3 0 through
the inplementation.

(23e)* | VLAN Learningsuppot 5.1,8.1.3,

8.11.7,8.11.8

(23e.1) | Doesthe implemetation support aeastone | M Yes []
FID?

(23e.2) | Canthe implementtion alocate atleastone | M Yes []
VID to each FIDsuppoted?

(23e.4) | Statethe maximum number of FIDs thean | M 8.11.7 ___ FIDs
be suportedby theimplementation.

(23e.5) | Statethe maximum number of s that can | M 8.11.7 VIDs
beallocaed to each FID.

(23e.6) | Doesthe implemetation support colidura- (0] 52,8.11.7, Yes[] No []
tion of VLAN Learning Constaints viaman- 12.10.3
agement?

(23e.7) | Statethe number of VLANLearning Con- 23e.6:M 5.2,8.1.7, Corstraints
straints that cabe configuredin the imple- 12.10.3
mertation.

(23e.8) | Doesthe implemetation support comdura- (0] 5.2,8117.1, Yes[] No[]
tion of VID to FID allocatiors via manage- 12.10.3
mert?

(23e.9) | Doesthe implemetation tale accounpbfthe | O 8.11.8 Yes[ ] No []
allocation ofVIDs to FIDs when making fie
warding decisios relatve to group MAC
Addresses?

(23f) On Ports thasuppat untagged ashpriority- 5.1, 8.44,
taggedframes, does thienplemenationsup- 8.11.9,12.10
port:

(23f.1) | — A PVID value? M Yes[] N/A[]

(23f.2) | — Theability to corfigure oneVLAN whose | M Yes[] N/A[]
Untageed set includethat Port?

(23f.3) | — Corfigurationof thePVID value viaman- | M Yes[] N/A[]
agement operations?

(23f.4) | — Corfiguration ofStatic Filterirg Entries M Yes[] NAJ[]
via management operations?

(23f.5) | — The ability to confjure morethan one (0] Yes[] No[]
VLAN whoseUntaggedsetincludes hat N/AT]
Port?

(239) Doesthe implemetation support the ability | O 52,845

to enable and disablegress Filtering?
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A.5 Major capabilities and options (Contin ued)
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Item Feature Status References Support
(23h) Doesthe implemetation support VLAN 19:0 5.2,12.10.2, Yes[] NoJ[] j
maregement operations? 12.10.3 5
(23i) Is theminimum taggedrame length that can| 1a.1:0 7.2 Yes[] NoJ] i
be transmittedn IEEE Std 802.3orts less N/AT] B

than68 (but &4 or more) octets?

(23)* When transmittingintagged frames and the 71,7122
canonical_format_indicator parametedi-
cates thathe macservice_dta_unitmay
containembeddedAC Addresses in a for-
mat inappopriate to thelestinatiorMAC
method which of the éllowing procedures is
adopted § the Bridge:

“RTUD 85N §,33SUAJTT JO4 Z0-TT-2202 UD BuBA RaJpny 03 pasuadr] Terdaiew paiyitdhdog

(23j.1) | Corvert ary emlkeddedMAC Addresses in 0.7 Yes[] NoJ]
themac service_dta_unit to thdormat
appropiate to thedestination MAC method.

(23).2) | Discad the frame witlout transmissionon | O.7 Yes[] NoJ[]
that Port

(23k) Doesthe Bridge perfom frame translations, | TB:M 71,7122 Yes[] No[]
wherenecessaryin accodance with the pro-
cedures described ISO/IEC 11802-5 IETF N/AT]

RFC 1042and IETF RFCL390?

Pradicates
TB = True if the Bridg supports &nslatimal Biidging; i.e., the Bridge supports 8@2Ethernet MAC methodn one
or morePorts and dken Ring/FDDI MAC methods oene ormore Potts.

A.6 Relay and filtering of frames

Item Feature Status References Support

(2f) Are recevedframes with MAC method errors| M {D}6.4, 8.5 Yes[]
discared?

(29) Are correctly receled framessubmitted to the| M 8.5 Yes[]
Learning Process?

(2h) Are userdata frames #only type d frame M 8.5 Yes[]
relayed?

(2i) Are request with neespnse fames thenly M 85 Yes[]
frames relayed?

(2)) Are allframesaddessedo the Bridge Proto- | M 85 Yes[]
col Entity submited to it?

(2Kk) Are userdata frames thonly type d frame M 8.9 Yes[]
transmitted?

2l Are request with noespnse fames thenly M 8.9 Yes[]

frames tansmited?

(2m) Arerelayed frames queued for transmission| M 8.7.3,{D}8.4 Yes []
only under theconditions in 8.7.3?
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A.6 Relay and filtering of frames

(Contin ued)

IEEE
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Iltem Feature Status References Support
(2n) Is theorder ofrelayed frames preseard in M 8.7.3,8.1.1 Yes []
accordane with therequirements othefor-
warding process?
(20) Is arelayed famesubmittedto a MAC Entity | M 8.7.4,{D}6.3.4 | Yes|]
for transmissia only ;nce?
(2p) Is a maximum bridge transit delay erded for | M 8.7.3 Yes []
relayed frames?
(29) Are queuedramesdiscarded if a Poteares M 8.7.3 Yes []
the Forwarding State?
(2r) Isthe user priaty of relayedframespresered | M {D}6.4 Yes []
where possible?
(2s) Isthe usepriority set to théDefault UserPri- M {D}6.4 Yes []
ority for the reception Port otherwise?
(21) Is the usepriority regenerated § means bthe | M 8.5.1,Table 8-1 | Yes[]
User Priority RgeneratiorTable?
(2u) Is mapping of Rgenerated User Prity to M 8.7.3,Table 8-2 | Yes[]
Traffic Class performelly meanof the Traf-
fic Class &ble?
(2v) Is the accespriority derived fromthe Rgen- | M 8.7.5,Table 8-3 | Yes[]
erated User Raurity as deifnedby thevalues in
Table 8-3 for each outtundMAC method
supported Y the Bridge?
(2w) Doesthe Biidge generate an MS1:X {D}6.5.4, No []
M_UNITDATA.indication primitive onreceipt ISO 9314-2 N/AT]
of avalid frame transmittetly the Bridge
Port’s local MAC entity?
(2x) Is only Asyrchronais serviceused? MS1:M ISO 9314-2, Yes []
8.1.4 N/AT]
(2y) On receving aframefrom an FDDI ringfor MS1:0 {D}6.5.4, Yes [] No []
forwarding, dees thebridge setthe Cindica- ISO 9314-2, N/AT]
tor? 7.3.8
(2z) On receving aframefrom an FDDI ringfor MS1:0 {D}6.5.4, Yes [] No []
forwarding, does the bridge leathe C indica- ISO 9314-2, N/AT]
tor unaltered? 7.3.8
If item 4is not suprted,mark“N/A” and N/A T[]
continueat item @d).
(4a)* Canthe De#tult User Priorityparameter for 4:0.6 {D}6.4 Yes [] No[]
each Port be set toymalue in therange0
through 7?
(4by Can theentries inthe User PriorityRegenes- 4:0.6 8.5.1, Bble8-1 | Yes[] No []
tion Table foreach Port be set the full range
of values shwn in Table 8-1?
(4c)* Can theentries inthe Traffic ClassTable for MS2:0 8.7.3,Table 8-2 | Yes[] No []
each Port be set to tiidl range ofvalues N/AT]
shown in Table 8-27?
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A.6 Relay and filtering of frames

LOCAL AND METROPOLITAN AREA NETWORKS:

(Contin ued)
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Iltem Feature Status References Support z
If item 4is suppeted,mark “N/A” and con- N/A ] Eg
tinueat item (4g) g5

(4d) Doesthe Biidge support theecommeded - 4:M {D}6.4 Yes [] i C’
default value of the Default UserPriority B
parameter for each Port? 8

(4e) Doesthe Biidge support theecommeded - 4:M 8.5.1, Bhle8-1 | Yes[] i
default mappngs betweemeceveduserprior- 8
ity and Rgeneratedlser Priority for each Port 2
as defned in Eble 8-1? -

(4f) Doesthe Biidge support theecommeded MS3:M 8.7.3,Table 8-2 | Yes[] %
default user_prioity to traffic classmappings N/AT] =
showvn in Table 8-2for eachPort?

(49) Is theBridge able to use grvalues othethan | X 8.7.5,Table 8-3 | No[]
those shavn in Table 8-3whendetermining
the access priority for thdAC methods
shavn?

Predicates

MS1 = 1a.4 AND NO (1a.10R 1a.20R 1a.3 ORla.5 ORla.60R l1a.70R 1a.8)

MS2=2e AND 4

MS3=2e AND NOT 4

A.7 Maintenance of filtering entries in the Filtering Database

Item Feature Status References Support

(5a) Are DynamicFiltering Entries created and M 8.10, 8.11.3, Yes []
updated if ananly if the Port State permits? {D}8.4

(5b) Are DynamicFiltering Entries created on X 8.10,8.11.3 No []
receipt offrameswith a groyp sourceaddess?

(5¢) Does the-iltering Databassuppat Static Fil- | M 8.11.1 Yes []
tering Enties?

(5d) Can a Dynamig-iltering Entrybe created that| X 8.10, 8.11, No []
conflicts with anexisting StaticFiltering 8.11.1,8.11.3
Entry?

(5e) Does the-iltering Databassuppat Dynamic | M 8.11.3 Yes []

Filtering Enties?

(5f) Doesthe creation ba Statid-iltering Entry M 8.11.1,8.11.3 | Yes[]
remove ary conflictinginformationin a
Dynamic FilteringEntry for thesame adass?

(59) Does each Stati€iltering Entry specifia M 8.11.1 Yes []

MAC Address spedifationand a PorMap?

(5h) Are DynamicFiltering Entries remeed from M 8.11.3 Yes []
the Filterirg Database if not updatédr the
Ageing Time perod?

(51) DoeseachDynamic FilteringEntry specifya M 8.11.3 Yes []

MAC Address spedifationand a PorMap?
130 Copyright © 1999 IEEE. All rights reserved.
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A.7 Maintenance of filtering entries in the Filtering Database (Contin ued) g
Iltem Feature Status References Support z
i) Isthe Filtering Databaseinitialized withthe | M 8.11.10 Yes[] L 5
entriescontained in the Permanent Database? 5%
If item (2c)is not suppded, mark N/Aand N/A[] 73
continueat item (6a). Er
(5k) Does each Group Bistration Entryspeciff a | 2c:M 8.11.4 Yes [] ;
MAC Address speditationand a PorMap? ;
(5 Canthe MAC Address spegifation in Group | 2c:M 8.11.4 Yes [] %
Registration Entriesepresent All Groups, All w
Unregistered Groups, or a speaci§roup MAC z
Address? g
(5m) Are Group Reistration Entries &ated, 2c:M 8.11.4,{D}10 | Yes[] '
updated andemoved from the FilteringData-
base in accordaneeith the specifcation of
GMRP?
(5n) Are Group Registration Entries @ated, 2c:X 8.11.4{D}10 No []
updated andemoved from the FilteringData-
base lg ary means othethan via tle operation
of GMRP?
(6a) State tre Filtering Databas&ize. M 8.11 entries
(6b) State tle PermanenDatabas&ize. 8.11 entries
If item (7c)is not suppded,mark N/Aard N/AT]
continueatitem (8a).
(7d) CanStatic Filterirg Entriesbe mae for indi- 7cM 8.11.1 Yes []
vidual MAC Addresses?
(7e) Can Static Filtering Entries beadefor group | 7¢c:M 8.11.1 Yes []
MAC Addresses?
(7f) Can a Stati€iltering Entrybe made fothe 7cM 8.11.1 Yes []
broadcast ME Address?
(8a) Can the Bride be corifjured to use thdetult | O 8.11.3, Bhle8- | Yes|[] No []
value o AgeingTimerecommendeth Table 4
8-4?
(8b) Canthe Bridye be cofigured to use anof the | O 8.11.3, Bhle8- | Yes[] No []
rangeof vauesof Ageing Time specitd in 4
Table 7-4?
A.8 Ad dressing
Item Feature Status References Support
(10a) Does each Port kaa separate M& Address?| M 8.14.2 Yes|[ ]
(20b Are allBPDUstransmitted to theame goup | M 8.14.3,{D}8.2 | Yes|[]
address?
If item (9a)is not suppded,mark N/Aard N/AT]
continueat item (L0d1).
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A.8 Addressing (Contin ued)

LOCAL AND METROPOLITAN AREA NETWORKS:
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Iltem Feature Status References Support z
(10c) | Are allBPDUstransmitted to th8ridge Pro- | 9a:M 8.14.3,{D}8.2 | Yes[] %g
tocol Group Address wén Universal g
Addresses aresed? g
(209 Is thesource address of BPDUs thedegssof | 9a:M 8.14.3 Yes [] =§ ;
the transmitting Port? 8
(10d1) | Is theLLC address of BPDUs the standard | M 8.14.3, Yes [] i
LLC addessidentified for theSpaming Tree Table 89 2
Protacol? 5
(10e) Is theBridge Address a UwersalAddress? M 8.14.5,{D}8.2 | Yes[] 2
N/A[] 3
(20f) Areframesaddressed to grof theResered X 8.14.6 No[] '
Addresses relayeuay the Bridge?
If item (13)is not supportednark N/A and N/AT]
continueat item (L1c).
(11a) Is BridgeManagement accessiliferough 13:0 8.14.4 Yes[ ] No []
each Port usinthe MAC Address ofthe Port
and theLSAP assigned?
(11b Is BridgeManagement accessitttrough all | 13:0 8.14.4 Yes[] No []
Portsusingthe All LANs Bridge Management
Group Address?
(11c) Is theBridge Address the AddressBbrt1? 9a.0 8.14.5 Yes [] No []
N/A[]
(11d* | Are GroupAddressesiddtional to the o 8.14.6 Yes[] No []
Resered Addresses presnfigured in the Per-
manent Database?
If item (11d) is not supportednark N/A and N/AT]
continueat item (L2a).
(11e) | Can theaddtional pre-coniguredentries in 11d:0 8.14.6 Yes[] No []
the Filterirg Database be deleted?
(12a) | Can a goupMAC Address be assignéd 9b:M {D}8.2 Yes []
identify theBridge Protocol Entity? N/AT]
(12¢c) Does each Port of tHeridge hae a distirct M {D}8.2, Yes []
identifier? {D}8.5.5.1
A.9 Spanning T ree Algorithm
ltem Feature Status References Support
(13a) Are all thefollowing Bridge Parameters maintainéd | M {D}8 .5.3 Yes []
Designated Rdo {D}8 5.3.1
Root Cost {D}8 5.3.2
Root Port {D}8 .5.3.3
Max Age {D}8.5.3.4
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A.9 Spanning T ree Algorithm (Contin ued)
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Item Feature Status References Support %;
Hello Time {D}8 5.35 P
Forward Delay {D}8 .5.3.6 %%
Bridge dentifier {D}8 .5.3.7 %E
Bridge Max Age {D}8 .5.3.8 ; f:
Bridge HelloTime {D}8.5.3.9 é
Bridge ForwardDelay {D}8 .5.3.10 %
Topology Charge Detected {D}8 .5.3.11 %
Topology Charge {D}8 5.3.12 E
Topology Charge Time {D}8 .5.3.13
Hold Time {D}8 .5.3.14

(13p) Are all thefollowing Bridge Timersmaintained? M {D}8.5.4 Yes []
Hello Timer {D}8 .5.4.1
Topology Charge Notifcation Timer {D}8 5.4.2
Topology Charge Timer {D}8 .5.4.3

(13¢) Are all thefollowing PortParameters maintainefbr M {D}8.5.5 Yes []

eah Port?
Pott Idenifier {D}8.55.1
State {D}8.5.5.2,
{D}8 4

Path Cost {D}8 5.5.3
Designated Rdo {D}8 5.5.4
Designated Cost {D}8 .5.5.5
Designated Bridge {D}8 .5.5.6
Designated Port {D}8 .5.5.7
Topology Charge Acknavledge {D}8 .5.5.8
Configuration Pending {D}8 .5.5.9
Change Detection Enabled {D}8 .5.5.10

(13d) Are all thefollowing Timers maitainedfor each Port? M {D}8 .5.6 Yes[ ]
Message Age Tmer {D}8.5.6.1
Forward Delay Tmer {D}8 .5.6.2
Hold Timer {D}8 .5.6.3
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LOCAL AND METROPOLITAN AREA NETWORKS:

Item Feature Status References Support
(13e) | Are Protocol Brametes andTimers maitained,and | M {D}8.7, Yes []
BPDUs transmitted, agquired on each ahefollow- {D}8 .9,
ing events? {D}8 .5.3,
{D}8 .5.4,
{D}8 .5.5,
{D}8 .5.6
Receved MnfigurationBPDU {D}8.7.1
Receved Topology Chang NotificationBPDU {D}8.7.2
Hello Timer Expiry {D}8.7.3
Messagedge Timer Expiry {D}8.7.4
Forward Delay Tmer Expiry {D}8.7.5
Topology Charge Notifcation Timer Expry {D}8.7.6
Topology Charge Timer Expiry {D}8.7.7
Hold Timer Expry {D}8.7.8
(13 Do thefollowing operationsnodify Protocol Brame- | M {D}8.8, Yes []
ters and Tmers,and transmiBPDUs as reqted? {D}8 .9,
{D}8 .5.3,
{D}8 .5.4,
{D}8 .5.5,
{D}8 .5.6
Initialization {D}8.8.1
Enable Port {D}8 .8.2
Disable Port {D}8 .8.3
Set Bridge Priority {D}8 .8.4
Set Pat Priority {D}8 .8.5
Se Path Cost {D}8.86
(139) | Does tleimplementatiorsupportthe abilityto set the | O {D}8.5.510 | Yes[] No[]
value of theChangeDetectionEnabledparameter to
Disabled?
(14a) Does the Bridge underestimate the increment to the X {D}8.10.1 No[]
Messae Age patameter in trarsmitted BPDUs?
(14b) Does tte Bridge wnderestimat&orward Delay? {D}8 .10.1 No []
(14c) Does tle Bridge overestimatethe HelloTimeintenal? {D}8.10.1 No[]
(15a) Does tle Bridge se thespecifed value forHold {D}8.10.2, Yes []
Time? {D}T able 8-3
If item (16) isnot supported, mirN/A andcontinue N/AT]
at (17a).
(16a) Canthe relatve priority of the Bridge e set? 16:M {D}8.2, Yes []
{D}8 .5.3.7,
{D}8 .8.4
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Item Feature Status References Support
(16b) Canthe relatve priority of the Potts be set? 16:M {D}8.2, Yes []
{D}8 .5.5.1,
{D}8 .8.5
(16c) Can thepath cost for each Port be set? 16:M {D}8.2, Yes []
{D}8 .5.5.3,
{D}8 .8.6
If item (17) isnot supported, m&rN/A andcontinue N/AT]
at (18a).
(17a) | CanBridge Max Age besetto ary of therange of val- | 17:M {D}8.10.2, Yes []
ues speciéd? {D}8 .5.3.8,
{D}T able 8-3
(170) | CanBridge HelloTime be seto ary of therange 6 17M {D}8.10.2, Yes []
values spedfied? {D}8 .5.3.9,
{D}T able 8-3
(17c) CanBridge ForwardDelay ke setto ary of therarge 17:M {D}8 .10.2, Yes []
of values speified? {D}8 .5.3.1Q
{D}T able 8-3
(18a) | Do all BPMDUs contain arintegral number obctets? {D}9.1.1 Yes[]
(18b) Are all thefollowing BPDU parametertypesencoded | M {D}9 .1.1, Yes []
as spedfied? {D}9 .2
Protocol Identifiers {D}9.21
Praocd Version Identifiers {D}9.2.2
BPDU Types {D}9 .2.3
Flags {D}9 2.4
Bridge dentifiers {D}9 .2.5
Root Rth Cost {D}9 .2.6
Pott Idenifiers {D}9.2.7
Timer \Aues {D}9.2.8
(18c) Do Confguration BPDUs hae theformatand param-| M {D}9.3.1 Yes []
eters speified?
(18d) Do Topology Change Notication BPDUs hee the M {D}9.3.2 Yes []
format and pametersspecifed?
(18e) | Are receved BPDUs didatedas speciéd? M {D}9.3.3 Yes []
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Item Feature Status References Support %
If item (19)is not suppded mark N/Aard con- N/AT] %é
tinue at (20c). gg

(19a) | Discover Bridge 19M 12.4.11 Yes [] i %
(19b) | Read Bidge 19M 12.4.12 Yes [] BT
(19¢) Set BridgeName 19M 12.4.13 Yes [] E
(29d) Reset Bridge 19M 12.4.14 Yes [] %
(19¢) Read Port 19M 12.4.21 Yes [] é
(191) Set Pot Name 19M 12.4.22 Yes [] é
(199) Read BrwardingPortCounters 19M 12.6.11 Yes []
(199.1) | Are theForwarding Port Couters maintained per| 19.0 Yes [] No []
(199.2) \Ié(L)eAs’\tlr?e implementation suppdtie Discardon | 19:0 Yes [] No[ ]
Error Details parameter?
(19h) Read FilteringDatabase 19M 12.7.11 Yes []
(29i) Set Filterirg Database Agein@ime 19M 12.7.12 Yes []
(19)) Read Permanent Database 19M 12.7.61 Yes []
(19k) Create Filteing Entry 19M 12.7.71 Yes []
(290) Delete Filteng Entry 19M 12.7.72 Yes []
(19m) | Read Filteringentry 19M 12.7.73 Yes []
(29n) ReadFiltering Entry Range 19M 12.7.74 Yes []
(190) Read Bidge ProtocoParameters 19M 12.8.11 Yes []
(19p) SetBridge Protocol Brameters 19M 12.8.12 Yes []
(19q) Read Port &ameters 19M 12.8.21 Yes []
(29rn) Force Por State 19M 12.8.22 Yes []
(19s) Set Pat Parameters 19M 12.8.23 Yes []
(19t) Read Port Delult UserPriority MS4:M 12.6.21 Yes [] N/A T[]
(19u) Set Pat Default UserPriority MS4:M 12.6.22 Yes[] N/AT]
(19v) ReadPortUser Priority Rgeneration dble MS5:M 12.6.23 Yes[ ] N/AT]
(19w) Set Pat UserPriority RegenerationTable MS5:M 12.6.23 Yes[] N/AT]
(19x) Read Port faffic Class @ble MS7:M 12.6.31 Yes [] N/AT]
(19y) Set Pat Traffic Class @ble MS7:M 12.6.31 Yes[ ] N/AT]
(192) ReadOutbound Access Priorityalble MS6:M 12.6.25 Yes[] N/AT]
(19aa) | Read GARP imers MS8:M 12.9.11 Yes [] N/A[]
(19ab) | Set GARP Tmers MS8:M 12.9.12 Yes[] N/AT]
(19ac) | Read GARP Protocol Ctiols MS8:M 12.9.21 Yes [] N/A ]
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Item Feature Status References Support %:
(19ad) | Set GARP Rstocol Controls MS8:M 12.9.22 Yes[ ] N/AT] % §
(19ae) | Read GARP State MS8:M 12.9.31 Yes [] N/A T[] ;g
(19af) | ReadBridgeVLAN Configuration 19:M 12.10.1.1 Yes[] N/AT] ;ﬁ;
(19ah) | Configure PVIDvaues 19:M 12.10.1.2 Yes[] N/AT] ’ ;ji
(19ai) | Configure Acceptable Brme Tpes parameter 23a.2:M 12.10.1.3 Yes[ ] N/AT] %
(19aj) | Configure Erable Ingress Filtering parameters | 23g:M 12.10.1.4 Yes[] N/AT] %
(19ak) | ReseBridgeVLAN Bridge. 19:M 12.10.1.5 Yes[] N/AT] %
(19al) | Notify VLAN RegistrationFailure 19:M 12.10.1.6 Yes[ ] N/AT] E
(19am) | ReadVLAN Configuration 19:M 12.10.2.1 Yes[] N/AT]

(19an) | CreateVLAN Configuration 19:M 12.10.2.2 Yes[ ] N/AT]
(19a0) | DeleteVLAN Configuration 19:M 12.10.2.3 Yes[] N/A T[]
If Item (23e.6) is not supportedhakk N/A and N/A
continueat Item (19at).
(19ap) | ReadVLAN Learning Constraints 23e.6:M 12.10.3.1 Yes[]
(19aq) | ReadVLAN Learning Constraints for \[D 23e.6:M 12.10.3.2 Yes[]
(19aq) | Set VLAN Learning Constint 23e.6:M 12.10.3.3 Yes[]
(19ar) | DeleteVLAN Learning Constraint 23e.6:M 12.10.3.4 Yes[ ]
(19as) | Notify Leaming Constrain¥iolation 23e.6:M 12.10.3.10 Yes|[]
If Item (23e.8) is not supportedhiaik N/A and N/A
continueat Item (20c)
(19at) | ReadVID to FID allocations 23e.8:M 12.10.3.5 Yes[ ]
Read FlIDallocation fo VID 23e.8:M 12.10.3.6 Yes []
Read VIDs allocated to FID 23e.8:M 12.10.3.7 Yes []
SetVID to FID allocation 23e.8:M 12.10.3.8 Yes (]
Delete VIDto FID allocation 23e.8:M 12.10.3.9 Yes []
If item (20a)is not supportednark N/Aand con-| 23e8:M N/A ]

tinue at (20e).

(20c) What ManagemerRrotaol standar(s) or speci- | 20a:M {D}5
fication(s) aresuppated?

(20d) What standard(s) apecifcations forManaged | 20a:M {D}5
Objects and Encodirgare supprted?
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Item Feature Status References Support
If item (20b) is not supported, makkA andcon- N/AT] %
tinue at A.11. g
(20e) What specitation d the lacal management inter- 20b:M {D}5 i
face issupported? )

Predicates:
MS4=19 AND 4a
MS5=19 AND 4b
MS6=19 AND 4
MS7=19 AND 4c
MS8=19 AND 2b

A.11 Performance

Item Feature Status References Support

(21a) Spedfy aGuaranteed Port Filtering Rae, ard M {D}16.1
the assciated mesurenent interval TF, for
eachBridgePort in the format spedd below.

(21b) Specifya Guaranteed®ridgeRelaying Rite, M {D}16.2
and the assciated mesurement interval TR, in
theformat speciéd belav.

Supplementary informatiostall clearly iden-

tify the Ports.
GuaranteedBridge Relaying Rate TR
________ frames per second _______second(s)

Port number(s) or Guaranteed port filtering rate Te

other identification (specify for all ports) (specify or all ports)
. ____  framespersecond | __ second(s)
. __ _framespersecond | ___ second(s)
~———__ _framespersecond | ___ second(s)
________ framespersecond | __ second(s)
_________  framespersecond | __ second(s)
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Port number(s) or Guaranteed port filtering rate Te E ;
other identification (specify for all ports) (specify for all ports) =

. _ _framespersecond | ___ second(s) g 2
. framespersecond | __ second(s) 5 8
- _ _framespersecond | ___ __ second(s) ;; 5
A.12 GARP and GMRP
Iltem Feature Status References Support g
If Item 2b isnotsupportedmaik N/A and can- N/AT] '
tinueat item (22i).
(22a) Isthe GMRP Application addressedas the | 2b:M {D}10.4.1, Yes []
destinationMAC Address in all GMR proto {D}T able -1
col exchange®
(22b Are GMRP preocd exchangeschiezed by 2b:M {D}12.4, Yes []
means of LLCType1 procedues, using the {D}12.5,
LLC addessfor Spanning Tee protocol? {D}T able 78
(22c) Are GMRP prtocol exchangs achieed usig | 2b:M 10, {D}10.3.1, | Yes[]
the GARP PDU formatsndthe defnition of {D}12.4,
theattribute typeandvaue encalings afined {D}12.5,
for GMRP? {D}12.11
(229 Does the imfgmentation suppothe operation| 2b:M {D}12.8 Yes []
of the Applicant, Rgistrar ard Leave All state
machines?
(22e) | Does theBridge propagate rgistration GMRP | 2h:M 10, {D}12.3.3, | Yes[]
informationonly on Ports that areart of the {D}12.3.4
active topolog/ of the GIP Contet for the
VLAN on which the registration was receved?
(22f) Are GARPPDUs receied on Potsthat are in | 2b:M {D}7.12.3, Yes []
the Forwarding State forarded filtered or ds- {D}12.5
carded imccordnce with tle requirements for
handling GARP Aplication addresses?
(229 Does tle GMRP application operate as dieéd | 2b:M 10, {D}10, Yes []
in Clawse 10 of ISO/IEC 15®-3,as modifed {D}10.3
by Clawse 10of this stardard?
(22h Are receted GARP PDUghatare na well 2b:M 10, {D}10.3.1, | Yes[]
formedfor ary GARP Applications supported {D}12.4,
discared? {D}12.5,
{D}12.10,
{D}12.11
(22i) Areall GARP PDUs that are M 8.14.3, Yes []
(a) Received onPortsthatare in the=orward- {D}12.5
ing State, and are
(b) Destinedfor GARP applications thahe
Bridge de&s not supp,
forwardedon all otherPortsthatare in For-
warding?
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Iltem Feature Status References Support
(22)) Areary GARP PDUs that are X 8.14.3, No []
(a) Received onary Port, and {D}12.5

(b) Destinedfor GARP applications thahe
Bridge de&s not suppo,
subnitted to ay GARP Rurticipants?
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(22K Are ary GARP PDUs that are X 8.14.3, No[]

(a) Received onary Ports that areot inthe {D}12.5
ForwardingState, and are

(b) Destinedfor GARP applications thahe
Bridge de@s not suppuo,

forwardedon ary otherPortsof theBridge?

(221) Areary GARP PDUs that are X 8.14.3, No[]

(a) Received onary Ports that aren the For- {D}12.5
warding State, and are

(b) Destinedfor GARP applications thahe
Bridge suppds,

forwardedon ary otherPortsof theBridge?

(22m) | Areall GARP PDUs that are: M 8.14.3, Yes []

(a) Received onary Port, and {D}12.5

(b) Destinedfor GARP applications thahe
Bridge suppds,

submitted to th@ppropriate GARP &tici-

pants?

A.13 VLAN suppor t

Item Feature Status References Support

Ingress rules

(24a) Canthe PVD for ary Pott be assignedhe X 8.4.4,Table 9-2 | No[]
vaue d thenull VLAN ID?

(24b) Are framesdiscarad (or not discardedh M 8.6 Yes|[]
accordane with tre settings ofthe Accepable
Frame Vpes parameters?

(24c) Are allframes receied classiedasbelonging | M 8.6 Yes|[]
to exactlyone VLAN, as dehedin the ingress
rules?

(249 Is Ingress Filtering performed in accordance M 8.6 Yes|[]
with the \alue of theEnable Ingress Filtering
parameter?

(24e) | Areall frames that areot discarded as a result M 8.6 Yes|[]
of theapplicationof the ingress rules submit-
tedto the ForwardingProcessndto the
Learning Process?

Egress rles
(25a) | Are frames discasdl if the transmission Port | M 8.8,8.11.9 Yes []
is not present inheMemkter set foithe frames
VID?
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Iltem Feature Status References Support

(25b Are frames discadd if the \alue o the 23j.2:M 8.8 Yes [] N/A T[]
include_tag parametés False,and the Bridge
does nosupportthe alility to translate embed
ded MAC Address ifiormation fomthe for
mat indicated by the
canonical_fomat_indcator parameter to the
format appropate tothe mediaypeon which
thedatarequeswill be carried?

*RTddy SUDT33TJ1S3Y

(25¢) Are frames @nsmittedas VLAN-tagged M 8.8 Yes[]
frames ofasuntaggedramesin accaodance
with the \alue of theuntagged set for the
framesVID?
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Filtering Database

(26a) Does the implementation support Static VLANM 8.11.2 Yes []
RayistrationEntries aglefined in 811.2?

(26b) Does thémplementation suppt thecreation (0] 8.11.2 Yes[ ] No []
of a separate StatilLAN RegistrationEntry
with adistinct Port Map for each VLANom
whichframesare receied by the Forwarding

Process?
(26¢) Does themplementation suppt Dynamic M 8.11.5 Yes []
VLAN Raistration Entiesas dfinedin
8.11.5?
(260 Does theémplementation supgt thecreation (0] 8.11.5 Yes[ ] No[]

of a separate Dynam¢LAN Registration
Entry with a distinct PortMap for each VLAN
from which framesare receved ly the For-
warding Process?

(26e) Doesthe implementatioallocate VIDs to M 8.11.7,8.11.7.2 Yes[]
FIDs inaccordanewith thespecificationin
8.11.7?

(261) Does theémplementation correctly detect M 8.11.7.3 Yes []

Learning Constraintiolations?

(269 Is determination of thelembersetand the M 8.11.9 Yes []
untagged set for a\@n VLAN achieved as
defined in 8.1.9?

Tagged frames

(27a) Do VLAN-tagged frames transmittdxy the M 9 Yes []
Bridge canform to the format déafedin
Clause 9 for the M& type onwhich the are

transmitted?

(27b Are all BPDUs transmittedntagged? M 8.14.7 Yes []
VLAN use of GMRPR If item (2b) isnot sup- N/AT]
ported,mak N/A andcontinueat item (®a).

(28a) Doesthe implementationf GMRP recgnize | 2b:M 10, 10.1, 10.2 | Yes|[]
the use of VLANContexts for thetrarsmission 10.3

and receptiomf GMRP PDUs?
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Iltem Feature Status References Support z
(28b Doesthe implementationf GMRP suppdr 2b:M 10.2 Yes [] 3 g
the creation oflistinct GMRP Rrticipants for 5"
each VLAN context? g
(28c) Does thémplementation suppt theidentifi- 2b:M 10.3 Yes [] Ez :
cation of VLAN contexts in transmited S
GMRPPDUsby meansof VLAN-taggedor Y
untaggedrames, inaccordancevith themem- =
ber set and untagged settioe VLAN Cortext ;“;
concerned? 5
(280 Are GMRP PDUsgransmitted oly on Ports 2b:M 10.1 Yes [] 7
that are partf the actve topology for the )
VLAN Context concerned? =
VLAN Topology Managemen
(29a) Does thémplementation suppt thecreation, | M 11 Yes []
updating and remal of Dynamic VLAN Rey-
istraion Enties in theFiltering Datbase
underthe control ofGVRP?
(29b Does the Permanebiatabase contain anten | O 11.2.1.3 Yes [] No[]
for the Detult VID that defnes Rgistration
Fixed on all Ports?
(29¢) Isthe GVRP Application addressedas the | M 11, Yes []
destinationMAC Address in all GVRP proto Table 131
col exchange®
(299 Are GVRP prtocd exchangesichieved by M 11, {D}12.4, Yes []
means of LLCType 1 procedues, using the {D}12.5,
LLC addessfor Spanning Tee protocol? {D}T able 78
(29e) | Are GVRP protocolahanges achiedusing | M 11, 11.2.3.1, Yes []
the GARP PDU formatsndthe deinition of {D}12.4,
theattribute typeandvalue encdlings &fined {D}12.5,
for GVRP? {D}12.11
(29f) Does the imfgmentation suppothe operation| M {D}12.8 Yes []
of the Applicant, Registrar ard Leave All state
meachines?
(299 Does theBridge propagtte ragistration GVRP | M 11,{D}12.3.3, | Yes[]
informationonly on Ports that areart of the {D}12.3.4
active topology of thebase Spamng Tree
Contet?
(29h Doesthe GVRP applicatio opeste asdefined | M 11 Yes []
in Clausell1?
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This standrd providesfor a \ariety of approaches tilne impemenation d VLA N Bridges from tle point ¢
view of the way that indvidual MAC Addresses are learned, andvhthatlearnal information is used in
subsequent forarding/fltering decisions. There ateo mechanisms thareused as &asis for thesgari-
ants:

a) Making use of adress infomation learnedacrass a number of \LANs in order tomale learning
decisiongrelative to ary one of those VLANS. This is referred to Slared VLAN Learnig (SVL,
3.9);

b) Making use of addressformationlearnedin one VLAN only in order to ma& learning decisions
relative to that VLAN, and ensuringthat it is not used inlearnirg decisionsrelatve to ary other
VLAN. This is reérredto asindepement VLAN Learnig (IVL, 3.5).

These mechanisms lead t@t8VL/IVL modd for how a VLAN Bridge implements learningnd fltering
for MAC Addresses. Usmthe terminolgy of 8.11.7, an SVL/IVL Bridg suppets multiple FIDs (which
effectively equates to supporting multiple FilteringtBbases), and multipLANs can use each FID. By
varying thenumber of FIDs supportedné thenumber of VLANSs that can shaeach FID the follonving
simplifications of the SVL/IVL model can be created:

¢) Shared VLAN Leening (SVL) only Theimplemenation suppds orly one FID, saall VLANSs share
the same learned MA Address information, gardlessof which VLAN the information \as
learned in

d) Indepement VLAN LearninglVVL) only. Multiple FIDs are supportedubeach FIDcansupport only
oneVID, soeachVLAN males use onlpf MAC Address informatiomearned within that VLAN.

All three approaches are permittegt this standard, and each has adiages in particular clunstances.
Theremaindeof thisanrex discusses

e) The requirementr IndependenVLAN Learning, ShareLAN Learning,or both;

f)  How Bridges are madawvare of the reguementfor particular VLA Nsto be“shared” or“indepen
dert”;

g) How Bridges based owne d these mods can inergoerate with Bridges dsed on a dfferent
model,in the same BrigedLAN.

B.1 Requirements f or Shared and Independent Learning

Under most circumstansethe SVLand IVL approachework equallywell, and Bridges adopting either
approach can be freely interretk within a Bridged LAN. There are,Wwever, a small number of coigura-
tion cases where, in order poevent undue flooding of unicaames, andn somecasesto make commu-
nication between the &cted end systemspossible, it is necessary to neagpecifc choicesas to hav
Bridges that adoghese diferent learning modebre deplged in a Bridgd LAN. The folloving subclauses
give examples of some dhese confurations, and also pvae a generic statemeot the requirements that
mustbemet in orderfor each learningnodel to be successfully degkd.
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B.1.1 Connecting independent VLANs

Figure B1 illustrates hw a device that connectswo VLANSs together and whichthereforeitself shares
learningbetween thos¥LANS, creates a need for those VLANskeindependent imtherBridges.
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Connector

(VLAN-unaware
Protocol sensitive
Bridge-Router)

RTddY SUOT30TJ}S3Y

A learned B learned

Port X| PortY
Member Sets: , Port 3 Port 4 .
Red—Ports 1, 3 B learned in Red PVID PVID | A learned in Blue

} = Re = Blue
Blue—Ports 2, 4 .
Bridg e
Untagged Sets: PVID PVID ]
Red—Ports 1, 3 A learned in Red | _=Red =Blue | B learned in Blue
Blue—Ports 2, 4 Port 1 Port 2
Client A Client B

Figure B-1—Con necting indep endent VLANs —1

Clients A aad B ae connected via the protocol senstBridge-Router (Connectorjyith an intenening
VLAN-aware Bridge. Thedct that althe Ports of the Bridgearryuntagged trdic neatlyconceals theafct
thatthe Connector has thefett of connecting VLANs Rednd Blue togethewith regard to bridged trafic.
The Connectoitself learns A and in the same database, as it hakmawledge of VLANs Redand Blue.
This prevents ay traffic transmitted otthe Red VLAN(PortX of theConnector) thais destinedor A, from
being bridgedto Port Y and transmitted ahe Blue VLAN.

The VLAN-aware Bridgemust leep its learning separate for Red and Blue; otherwise, the addrefises of
two clientswould be alternately leaed on diagoally opposite Ports as, foxample, trafic sourcedby A
reenters the Bridge dPort 4having previously beenseen orPort 1.

NOTE—This example assumes that Spannifrge is disaled in the Connectorso that the VLAN-ware Bridge des
notattemp to suppessthe loop that apparély exists if VLANs are not takn intoaccount.

A simplerexample can be constructed, with a sing&t conneting the Connectoand the VLAN-avare
Bridge, if the Connectds itself VLAN-aware and transmits and reees only VLAN-tagged trdifc. Inthis
case the Connector wuld allocate aingle FID for usdy Red and Blue. This is siva in FigureB-2.

B.1.2 Duplicate MAC Addresses

The simplest xample ofa need forindependenLAN Learning occurs whergwo (or more)distinct
devices in diferent partsof the netwrk reuse the same indidual MAC Address, or whera single deice is
connected tonultiple LAN s@mants, and all of its LAN interces us¢he same indidual MAC Address.
This isshavn in FigureB-3.
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Connector g
(VLAN- aware Shared Learning for Red and Blue o
Protocol sensitive m
Bridge-Router)

port1| A learned in Red, B learned in Blue
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Member Sets: port 3| A learned in Blue, B learned in Red
Red—Ports 1, 3 PVID
Blue—Ports 2, 3 = Discard Independent Learning
" s Bridg e for Red and Blue
ntagged Sets:
PVID PVID
Red—Port 1 A learned in Red | =Red =Blue | B learned in Blue
Blue—Port 2 Port 1 Port 2
Client A Client B

Figure B-2—Con necting indep endent VLANs —2

Server
(VLAN-aware

Member Sets: Port 3
Red—Ports 1, 3 B g\/lD .
Blue—Ports 2, 3 - bisear
Bridg e
Untagged Sets: PVID PVID
Red—Port 1 — Red = B'“‘; »
Blue—Port 2 or or
Client A, Client B,
Address X Address X

Figur e B-3—Duplic ate MAC Addresses

The example shaws two clients withaccesdo the same serer; bothclients are using the same ividiual
MAC Address, X. If the Bridge shares learnimetween VLAN Red (which seeg ClientA) and VLAN
Blue (which seres ClientB), i.e., the Bridgeusesthe same FID for both VLANS, then Address X will
appear to mee betweerPorts1 and 2 of the Bridgelepending upomhich clienthas mostecentlytrans-
mitted a frame. Communication between these Clients and therseitl therefore be seriouslyisrupted.
Assignmenbf distinct FIDs for Red and Bluensureshat communication can tallacecorrectly
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Hence, in order to construthis particlar VLAN confguration either an IVL Bridge oman SVL/IVL
Bridge would be regired.
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B.1.3 Asymmetric VLANSs

A primary example of the requirement for SharedLAN Learning is found in “asymmetric” uses of
VLANSs. Under normal circumstances, a pair ofides communiating in a VLAN erironment will both
send and rece¢ using thesame VLAN; havever, there are some circumstances in which it isseaientto
make e of two dstinct VLANS, one usedor A to transnit to B: the other used for Bto transmit to A. An
exampleof sut an application o¥/LANSs is shavn in Figure B-4. Notehat:

RTddY SUOT30TJ}S3Y
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a) In the xkample,the serer andboth clientsare assumed to BéLAN-unaware devices,i.e., they
transmit and reeive untaggedramesonly;

b) The ingress classation rules assumen/ the ekample are as defed in thisstandard, i.e., Port-
based clasdifationonly;

c) The coriiguration shavn can aly be achieved by maragement cofiguration of appropriate alues
in Static VLAN RegistrationEntries (8.11.9)n order to corifjure the indicated member setsd
urtagged sets.

Member Sets:
Purple - Ports 1 and 2

Red - Port 3
Blue - Port 3 Untagged ! : Untagged Red
Purple traffic! | and Blue traffic
I

Untagged Sets: v '
Purple - Ports 1 and 2 Port 3
Red - Port 3 PVID = Purple
Blue - Port 3 Bridg e

PVID PVID

= Red = Blue

Port 1 Port 2

a RN\

7/ Untagged A W\
) Purple traffic, \ \ Untagged
Purple trafﬂ?/ / AN \Blue traffic
/
/ \
/ // Untagged \
» / ,° Red traffic «

Untagged // ,

\
\

Client A Client B

Figure B-4—Asymmetric VLAN us e: “m ulti-netted server”

In the example, Port-based taggimnd anasymmetric LAN configurationis usedin orderto permit Cli-
ents A and B access éocommon seer, but to prohibitClients A andB from talkingto eah other Exam-
plesof where thistype of conigurationmight berequiredare if the clients are on distinct IP subnets, if
there is someonfidentiality-relatecheedto seyregate trafic between the clients.

Client A transnits to the serer via Port 1, whih will classify this trafic as lelonging to VLAN Red;the
Bridge therefore learns ClientsAMAC Address on Pottin VLAN Red. The Serer transmits itsesponses

to Client A via Port 3, whichclassifes tre return trafic as belmging to VLAN Purple. Ifindividual MAC
Address learning is coigluredin the Bridge such thd¢arningis independent between Red and Purple (Red
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and Purpleare allocated to distinct FIDs), then the Bridge willdao knavledge of A in VLAN Purple,
andwill therefore floal the serer's respnses to Client AonbothPortl ard Port2. Corversely if Redand
Purple are défiedto share the same FID, then tlielieess informatiohearnedin Red will be zailable for
use in forvarding the Purpléraffic, and the responses @ient A areforwarded onlythroughPort 1.
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Similarly, thereis a need in this coigfuration for Bue and Purple to share learninfprmation; hencein
order for this confjuration to achige its objectves, tre Red, Blue, and Purple VIDs stbe alleated tahe
same FID in tk Bridge.
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Hence, in order to construct this pauter VLAN configuration, either an SVL Bridgeor an SVL/IVL
Bridge would be regired.

NOTE—The example hasheen deliberately simpiéd; in practical apfications,the central Bridgevould likely be
replaced B anumber of VLAN-avare Bridges, interconnected with links thatul carry theraffic between clients and
server as VLAN-taggedrimeswith VLAN-tagging anduntaggimg occuring only at the“edge” Potts of the Bridged
LAN. An alternatve approach to the one describsle could alsdbe achieved eitheiby using a VLAN-avaresener, or
by use of moresophisticated Ingsss classi€ation ules.

B.1.4 Generi c constrai nts on SVL and IVL use

This sulzlause describes the geal constraintoon the mappingf VLANSs to FIDs, from the pint of view
of a given Bridge that learns from dorwards frameon a set of VLANs (the Bdge's “active set” of
VLANS). If

a) The indvidual MAC Addresss associated with eapoint of attachment téheactive setof VLANS
areunique(i.e., the “Duplicate MA Addresgproblem” is notpresent)and

b) Thereis noBridge or Bridge-lile device thattakesframesfrom oneVLAN in the actve set andsub-
sequetly transmits them on another VLAN the actve sé, then

every VLAN in the &tive setmay share the same FID;atherwords, indvidud MAC Address information
learned in ayp one VLAN may be usedh forwarding decisios talen relative to ary of the others, sthe
SVL approach can basedin thatBridge.

Further, if

c) Eachbidirectional,individual MAC-Addressed, camrsationbetween pairs oénd stations mags
use ofthesameVLAN (ID) in both directionsthen

every VLAN in the acive setmaybe alocateda dstinct FID (with the passilili ty of a little extra flooding as
learning of addresses in one VLAN does not couatelto forwarding decisions for that address ity ather
VLAN). Under these circumstances, rule b) may also beegkaxd restatedsdollows:

d) Frames orone VLAN in the actve setmay be receied ty (up to) one Bridge andtramnsmittedon
another VLAN in the acte set, preided that therés no loop in such VLAN to VLAN fonarding,
e.g., for a set of VLANs Red, Blue, Green,...etc., there is no logical loop yingdpames between
VLANS, such as copng from Red to Greenybone Bridge, Green tBlue by anotherand Bue
backto Red ly a third.

So

e) If rulesa),b), andc) are trueand d) is false, for all VLANS in the acte set, thereither an SVL or
an IVL Bridgecanbe deplged,;

f)  Ifrules a) and b) are truand c) and d) areafsefor all VLANSs in theadive set, then only an SVL
Bridge can be deplged;
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g) Ifrules a) orb) or dare flse, and c) is truer all VLANS in the actie set, then onlgn IVL Bridge
can be deplped
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The abwe conditions are all on the basis thattheply “for all VLANSs in the actie set.” Clearlyin more
comple scenarios, some VLANSN the actve set will hae requirements that dictate S\tlehaior onthe
part of a gien Bridge, whle others will hae requirements thatictatelVL behavior. Under such circum-
stances, an SVL/IVL Bridge is required, aliag those VLANsthat needto be shared to bmapped to a
single FID, while those that needhlie independent are mappieddistinct FIDs. Needless to sayherever
an SVL orlVL Bridgecan be dephed, it can successfullyereplaced $ an appropriatg configuredSVL/
IVL Bridge.
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B.2 Configuring the Global VLAN Learning Constraints

Clause Bl described the requirements thaiséfor the two approaches tearningin VLAN Bridges, clos-
ing with somegenericrules fa how to determine whethgfor a given Bridge, SVL, IVL,or SVL/IV L can be
successfully depieed. In VLAN Bridges, theset of requirements for Independent andbaredVLAN
Learning isconfiguredas a setfoglobal VLAN Learning Castraintspecifications, usig the maragement
todls defnedin 1210.3. Two types of VLAN Learing Castraintare deffned in 8.11.7.2, which alsodefnes
how the set of costraints is usedin order to denre a \valid mappirg of VIDs to FIDs.

The constraint speddations can beonstructed on a modular basisr Example, the conduration shan
in FigureB-4 has a requirement for Shared VLANdraing béween VLANs Red, Blueand Purple. This
could be gpresseds follows:

{Red S Purple};
{Blue SPurple}

with {Red S Blue}being implied ly thetransitive natureof the SConstrant.

If we add asimilar sener access coigfurationin the same netwrk thatrequiresRedto share withyellow
and Orange, thenithcould be expressed as

{Red S ‘elow};
{Orange S ¥low}

with {Red S Orange}, Yellow S Blue}, {Yellow S Purple} {Orange S Blue}, and {Orange Rurple} being
implied by the transiive nature of the S Castrant.

Hence, Red, Blue, Purplegfow and Orange are all required to map to the same FID in order for the set of
S Gonstraints (bothxlicit and imgied) to ke met. The costraints that express that requirement arailbup

from their constituei requirementsnamely for Red andBlue toshare withPurpleto meet oe confgura-

tion needand for Red to share withefow and Orange to meanother

NOTE 1—Thefive VLANS in this example can be vieed asforming a Shared Set; i.e., a set of VLAMat hae a
mutual requirement to share Iead iformation—all membrs of a Shared Set must map to the same FIR. An
seqience of S Constratis defnes ore or more such Shared SetsyAwo Shared Sets can also map to the same FID as
long as, for ay pair of VLANS, one selecteddm each Shared Set, there arel @pnstraintshat require thatair of
VLANSs to learn irdependetty. Hence, if thez are only S Constraints deéd, then all VLANs can be mapped to a single
FID.

Similarly, thel Constraints cabe added on modular basis. @ntinuingfrom theabore example,a Bridge-
Router (Figure B-1) mighbe present in theBridged LAN, which has the fefct of connecting VLANSs
Indigo and Greentogethey thus creatinga requrementfor Indigo andGreen to kb indepenént. This could
beexpresseds
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{Indigo I 1};
{Green| 1}
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A separate indesmdence requirement migbe imposed Y the fact that three statios, attached tindigo,
Vermilion, ard Red VLANS, all male useof the same indiidual MAC Address.This could ke expresseds:

{Indigo | 2};
{Vermiion | 2},
{Red | 2}

“RTddY SUOT30TJ}S3Y
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Hence, {Irdigo, Vermilion, Red} have to be muually indepedent (assigad to distinct FIDs), {Indigo,
Green} have tobemutuallyindependent, and {Red, BluBurple, ¢llow, Orange} haeto be shared.

Theminimum number of FIDs regired to satisfythis total constraintspecfication isthree, e.g.:

FID A: Red, Blue, Prple, Yellow, Orange
FID B: Indigo
FID C: GreenVermilion

although anequally vaid allocaton for 3 FIDs is

FID A: GreenRed, Blue, Purpleyellow, Orange
FID B: Indigo
FID C: Vermilion

and an eqally valid allocation usirg the maximumumber of FIDs that cdd be used for this set of con
straints and VLANS is:

FID A: Red, Blue, Prple, Yellow, Orange
FID B: Indigo

FID C: Green

FID D: Vermilion

NOTE 2—It can clearly beseen from thisxample that ifis possible toadd further constraints that result in impossible
VID to FID mappings; for &ample, ifwe were to add {Indig S Red} or ({Yellow | 3}, {Blue | 3}), then the result iat
least one paiof VLANS that have a requiremento bothshare the same FID and to use distinct FIDbatsameime.
Suchconifgurationsare &amplesof LearningConstraiminconsistencie$8.11.7.3).

Theassumption behind these constraipécifcationsis thatthey are applied globallyin the senséhat dl
VLAN Bridges ina given Bridged LAN are conifured with the same set obnstraints. Thigs important,in
order toensure that each Bridge is in a positiodé&erminewhetheror not, gvenits current actie setof
VLANS, it is capable of adopting @ID to FID mappingthat will sdisfy the specifed constraints. lit can-
not achiee such a mappun(for ary of thereasons idntified in 811.7.3), thenit has detected a network mis-
configuration that can only be resad ky managemenintervention The maiged object spcification
12.10.3 preides a Notifcation for use in such circumstances, to alert a management stationxtistiece
of the poblem.
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B.3 Inter operability

If the configurationof the Bridged LAN is such that it is not necessary toigoné ary VLAN Learning
Constraintsnto the Bridges, i.e.:
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a) Thereareno instanes where tw (or more) pointof attachmento differentLAN segments (and
different VLANs)malke use of thesameindividual MAC Address;

b) Thereareno instances where a Bridge ress frames on onéLAN and transmitshem on aother
VLAN;

¢) Thereis no asymmetric VLAN use.e., there is1o pair of endstations for whictbidirectional, uni-
cast cowmersationsnake use of diferentVLANSs for eachdirection oftransmission,
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thenit is possibeto freely inermix SVL, IVL, and SW/IVL Bridgesin that Bridged LAN, and thg can al
successfully interoperate.

If the confgurationof theBridgedLAN requires oa or mge S Cmstraints (anaho | Canstraints) tdoe con
figured into the Bridges, then SVL and SVL/IVL Bridges can Isedifreely; havever, IVL Bridges may
only be usedin locations veretheir actve set 6 VLANs daesnot includeary pair of VLANSs for which an
S Corstraint (either eplicit or implied) ras beerdefined.

If the confguration of the Bridged LANequires tw or more | Constraints (ando SConstraints) tde
configured into the Bridges, then IVL and SVL/IVL Bridges can be used freelyglen, SVL Bridges
may only be used in locats whereheir active set of VLANs does not includany pair of VLANs for
which | Constraintswith the same Independent Set Iderifhave been ddéhed.

If the configurationof the Bridged LAN requres bdh | Corstraints andS Constraints to &confguredinto
the Bridges, then SVL/IVIBridges can be used freelypwever,

d) SVL Bridgesmay only be usd in locations whergheir actve set ofVLANs does notinclude ay
pair of VLANSs for whichl Constrairts with the same Idepen@nt Set Idetifier hase beendefned,
and

e) IVL Bridges mayonly be used in locations whetteeir active setof VLANS does not include awn
pair of VLANSs for which an S Castraint (eitheexplicit, or implied) has been dekd.
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Annex C

(informative)

MAC method dependent aspects of VLAN suppor t

This anng examines the set of services, frame formats, amdCNhethods imolved in the pruision of
VLAN services across IEEE 802 LANs usidifferent MAC methodsand the mapping/bridging functions
necessary fothatprovision.

C.1 The variables

End station MAC Service users makuse of MAC datatransmission servicabhat cowey the followving types
of information:

a) EthernetType-encaled (E)andLLC-encodedL) information (see 3.1 and 3.2);
b) Frames(either Eor L) in which ary MAC Addresses embeddéd the MAC data arecarriedin
Canonical (Cpr Non-canonica{N) format;

NOTE 1—ThetermsCanonical femat andNon-canaical formataredescribed in AnneF.
c) Frameghat carry source-routing information)(Rr frames that arBridged transparently (T).

Hence, there are potentially eight combinatiohthesevariables, corresponding to eight distinct services,
asfoll ows:

d) E-C-T (Ethernet Ype-encodedzanonical, transparent),

e) E-C-R (Etherneflype-encoded, Canonicalpurce-routed),

f)  E-N-T (Ethernet ¥pe-encoded\Non-canonicaltransparent),
g) E-N-R (Ethernefype-encoded, Non-canonical, sourogted),
h) L-C-T (LLC-encoded, Canonical, transparent),

i)  L-C-R (LLC-ercoded, Canoigal, saurce-raited),

j)  L-N-T (LLC-encoded, Non-canonical, transparent),

k) L-N-R (LLC-encoded, Non-canonical, source-routed),

Thesesenicesare syportedover two basic LAN typs:

)  802.3/Etrernet (C);
m) Token Ring/FDDI (R).

There are tw VLAN ervironments inolved:

n) Untagged frames (U);
0) Tagged franes(T).

This leads to a total of 32 potential frame/encapsulation formats to consider (8 X 2 X 2). TRérpa@ssi-
ble one-way heterogeeous bridging functiors between these arious LAN/VLAN ervironments; 48ym-
metiical (2-way) functions

The conbination o services ad ervironmerts isillustratd in Figure G1; italics indicak servees thahave
no urtaggedrepresetation on te MAC methodcorncerned
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- - - - == + Ethernet Type-encoded, Non-canonical, transparent (E-N-T)
<— —— —» Ethernet Type-encoded, Non-canonical, source-routed (E-N-R)
- - oo # LLC-encoded, Canonical, transparent (L-C-T)

<— - — - — || C-encoded, Canonical, source-routed (L-C-R)

-~ - — - - — LLC-encoded, Non-canonical, transparent (L-N-T)

<— — — — — | LC-encoded, Non-canonical, source-routed (L-N-R)

Figure C-1—Services and en vironments

FigureC-2illustratesthe heterogneots Bridgirg functions ivolved In this diagramthe bridging functions

are latelled H, Q orQ+H dependng upon whetherthe furction involves ISO/IEC 1182-5,IETF RFC1042,

and IETF RFC 139 frame translation802.1Q V_AN-tagging/untagging/tag trarslation, or a combination
of 802.1Q VLAN-tagging/untagging/tagtrarslation and ISO/IEC 11@2-5, IETF RFC 102, ard IETF RFC

1390 frame traslation.

NOTE 2—Figure C-2 isnat intendedto represent a real LAN, simply to illustrate tegious Bridging functions.
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In both dagrams, th frameformats involved are idetified by three nitial lettersthat identify the service
provided, from the list of 8 services alw The fourth letter indicates the MAnethod that carries the frame
(C orR), ard the ffth letter indicateshe type ofVLAN (U or T).
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Token Ring/
FDDI, untagged

E-C-T/IR,U :+
E-C-R/R,U g
E-N-T/R,U z
H ! g
E-N-R/R,U Q 2
802.3/ B1 L-C-T/R,U B5
Ethern et, L-C-R//R,U
untagged L-N-T/R,U
L-N-R/R,U
Token Ring/
i FDDI, tagged
S
E-N-R/C, U E-C-R/IR,T
cTien E-N-T/R,T
LCRIEY o Ny ENRIRT
L-N-T/C,U B6 L-C-T/IR,T
L-N-R/é U L-C-R/IR,T
’ L-N-T/R, T
L-N-R/R,T
Q+H
Q Q+H
B3
B2 B4
802.3/Ethern et, E-C-TICT  L-C-TICT
tagged E-C-R/IC, T L-C-R/C, T

E-N-T/C, T L-N-T/C, T
E-N-R/C, T L-N-R/C, T

Figur e C-2—Heterogeneous Brid ging fu nctio ns

C.2 Bridging functions

C.2.1 Bridging functi on B1

This function bridges between heterogens untagged VAN ervironments.The following frame trasla-
tions arenvolved

a) ISO/IEC 11802-5, IETF RFC 1042nd IETF RFC 1390 encapsulation/decapsulation for frames
carrying Ethernetylpe-encoéd information;

b) ISO/IEC 158)2-3 cowersion fo frames carryig LLC-encodednformation.

c) Any requirements for translatidnom Canonical to Non-canonicaddressormat, or vice \ersa,
must be met itommunication is to be maintained betveen end statihs sepratedby this Bridging
function.

d) Any source-routed trit cannotbe relayed between theseviganments, as there is no representa-
tion for source-routing iformationin untagged frames on 8)3/EthernetLANS.
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C.2.2 Bridging functi on B2

This function involvesVLAN entry(l to T) ard exit (T to I); it bridges betweenntaggedandtagged302.3/
Ethernet evironments. Thdrametranslations imolved are afollows:

*3331 A pazTJoyinyg pue paiydtdRdog

a) Insertion ofEtherret-ercoded tagheackrs on VLAN entry;

b) Remuoal of Ethernet-encoded tag heaslen VLAN exit;

c) Translation of Non-canonical MAAddresses to Canonical MLAN exit;

d) Any source-routed trit cannotbe relayed between theseveanments, as there is no representa-
tion for source-routing iformationin untagged frames on 8)3/EtrernetLANSs.

RTddY SUOT30TJ}S3Y
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NOTE—VLAN entry in Non-canonical formatoes not occyrasthe natve repesentation on 802.3/Ethernet is Canoni-
calformat. VLAN exit of Non-canonicainformationcan occur only if th&ridgeis capable of translating tepresen-
tationof embedded M& Addresses ttheir Canonical fomat.

C.2.3 Bridging functi on B3

This functioninvolves MLAN entryand «it; it bridges letweentagged8023/Ethernet ad untagged Ring
ernvironments.Thefollowing frame translations arevioived:

a) For untaggedEthernefType-encodednformationon Token Ring/FDDI (VLAN entry): Remwal of
ISO/IEC 118M®-5, IETF RFC D42, ard IETF RFC 130 ercapsulation, ash insertion of Ethernet-
encoded tag header;

b) For tagged Etlernet Type-encodd information on 82.3/Etheret (VLAN exit): Removal of tag
heactr and isertion of ISO/IEC 1182-5,IETF RFC 1@2,ard IETF RFC1390encapsulation;

c) For VLAN entry/exit with frames carryind.LC-encodedinformation: Insertion/remwal of Ether-
net-encded tag heaat;

d) Translation of MAC Addresseso the famat appropriate fothe destination Ringn VLAN exit;

e) Any source-routing information present in tih@meis presered; the Token Ring/FDDI RIFis cop-
ied into the E-RF in the Etherret-ercodedtag headeron VLAN entry (with the CFI/NCFI flags set
appropriately)and copiedack on &it.

NOTE—VLAN entry (tagged 802.3/Ethernet from untaggedkéh Ring/FDDI) inCanonical format normally occurs
only from ISO/IEC 9314-2asthe natve representatioon ISO/IEC 8802-5 is Non-canonical format, and for ISO/IEC
93142 is Camnical format. Hence, VLAN %t in Canonical format onto ISO/IEB302-5 can occunly if the Bridge is
capableof translating theepresentatiorof embedded M& Addresses; i.e., of ceerting theframefrom Canoital on
802.3/Ethernet to Non-canigal on ISO/IEC 8802-5. Similgr, VLAN exit in Non-canmical fomat onto ISO/IEC
93142 can occur onlyf the Bridgeis capablef converting the frame fronNon-canoital on 802.3/Ethernet to Can-
ical on ISO/IEC B14-2.

C.2.4 Bridging functi on B4

This functionbridges between tagg@&®2.3/Ethernet ahRing ervironments. Theollowing frametrarsla-
tions areinvolved

a) For tagged Ethernetype-encodedhformation on ®kenRing/FDDI to 802.3/Ethernet: Rewal of
ISO/IEC 118025, IETFRFC 1042, and IETF RFC 1®Pencapsulatio, ard corversion ¢ the tag
header to th&thernet-encoded form;

b) For tagged Ethernetype-encaled information or802.3/Etlernetto Token Ring/FDDI: ISO/IEC
118025, IETF RFC1042 ard IETF RFC B90 encapsulationand corversionof the tagheader to
the SNAP-encaled fam;

c) For tagged frames carrying LLC-encoded informatioarversionof the tag header betwedine
SNAP-enco@d and Ethernet-encodéatms;
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d) Any source-routing information is presedsbetween these \veronments lg copying between the
Token Ring/FDDIRIF andthe E-RIF in theethernet-encoded tag header

*3331 A pazTJoyinyg pue paiydtdRdog

NOTE 1—This Bridging function isiot required to mdify the formatof embeddedMAC Addresses.
NOTE 2—In FDDI LANSs, source-routing fiormationmaybe present eithén an E-RF within the tagheader or in the
nomal pasition for a source-rotedframe.
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C.2.5 Bridging functi on B5

This functioninvolvesVLAN entry aml exit; it bridges between tagge@dnd untaggedRing ervironments.
Theframe translationgwolved are a$ollows:

a) Insertion ofSNAP-encaled tag heagr on VLAN entry;
b) Remaal of SNAP-encoded tag header on VLANMig
c) Translation of MAC Addresseso the famat appropriate fothe destination Ringn VLAN exit;

d) Any source-routingnformation presenn the frames presered.

NOTE 1—VLAN entry in Caronical fomat normally occursnly from ISO/IEC 93142, as the nate representation on
ISO/IEC8802-5 isNon-camnical format, and for ISO/IEG@3142 is Canonicaformat. HenceYLAN exit in Canonical
formatonto ISO/IEC 8802-5 carccuronly if the Bridgeis capabe of translating theepresentation of embeddsthC
Addresses; i.e., of cuarting theframe from Candnoal on 8023/Ethernet to Non-camécal on ISO/IEC 8802-5. Simi-
larly, VLAN exit in Non-canonical fanat onto ISO/IE®314-2 caroccur only iftheBridge is capable of cerrting the
framefrom Non-canonicabn 802 3/Ethernet to Canonical d80/IEC 9314-2.

NOTE 2—In FDDI LANSs, source-routing fiormationmaybe present eithén an E-RF within the tagheader or in the
nomal pasition for a source-rotedframe.

C.2.6 Bridging functi on B6

This functioninvolves MLAN entryand «it; it bridges letweenuntagged &2.3/Etheret andtagged Ring
ervironmentsThefollowing frame translations arevioived:

a) For untagged Etlernet Type-encaled information on 802.3Ethernet (VLAN ertry): ISO/IEC
118025, IETFRFC 142, and IETF RFQA390 encapsulation, and insertiorf 8NAP-encodedag
header;

b) For tagged Etherneflype-erroded information e Token Ring/FDDI (VLAN exit): Removal of
SNAP-encoed tag headeand removal of ISO/IEC118®-5, IETF RFC 1042, andlETF RFC 130
encapsulation;

c) For VLAN entry/exit with frames carrying LLC-encoded informatiotnsertion/remwal of SNAP-
encoded tag header;

d) Any source-routed trit cannotbe relayed between theseveanments, as there is no representa-
tion for source-routing iformationin untagged frames on 8)3/EthernetLANSs.

NOTE 1—VLAN entiy in Non-canonical format does natcur as tle natve representatio on 82.3/Etherneis Caron-
ical format. VLAN «it of Non-canonical format can oacanly if the Bidge is capable of translating trepresentation
of emtedded MAC Addresses; i.e., of cerrting the frame from Nenanonical format to Canonical format 802.3
Ethernet.

NOTE 2—In FDDI LANSs, source-routing flormationmaybe present eithén an E-RF within the tagheader or in the
nomal pasition for a source-rotedframe.
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C.3 Frame formats

The following abbreviations are used in the descriptions of filaene formats irthis anne&, with thefollow-
ing meanirgs:
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AC AccessControl field—in Token Ring frames onlyseelSO/IEC 15802-5 and 5
Note belwv) g

RCI Ring Controlinformation—AC (if preset) plus FC felds g

DA Destinatim MAC Address £

SA Saurce MAC Address

PT Ethernet Protocolype

SPT SNAP-ercoded Ethemet Protocol Type (C.6.1)

TPID Tag Protocol 10(9.3.1)

ETPID Ethernet-encod® TPID (9.3.11)

STHAD SNAP-encodedrPID (9.3.12)

TCI Tag Control Information(9.3.2)

CFlI Canonical Brmat Indicator (9.3.2.2)

NCFI Non-canonical Brmat Indicator (9.3.3.5)

C Canonical

N Non-canonical

R E-RIF present

VID VLAN ldentffier (9.3.2.3)

Len IEEE Std 802.3-styleength/Type feld (C.6.2)

LLC LLC addessingand cantrol information as d&finedin ISO/IEC 15802-2

RIF Source-Routing Informatiorield (C.6.4)

E-RIF Embedded RIF (9.3.3, C.6.4)

C-Data MAC user data in which grembeddedAC Addressearein Canonical format (C.6.3)

N-Data MAC user data in which grembeddedMAC Addressearein Non-canonical format

PAD Padding (C.6.5)

FCS FrameChek Sequence

In C.3.2,the possible frame formatse catgorized ly service type; irC.3.3 thg are catgorized ky bearer
MAC metlod and taging method.

NOTE—The tet in this ann& males the geneatization of treatingthe FCfields in 8802-&and FDDI as if the are the
same, in ater to simplify the descrijpns as muclas possible. Ineality, there are detailediffererces between FC
fields in the o MAC methods. When trafating between 8802-5 and FDe most lilely behaior is to propagte
the “LLC frame”indication andhe UserPriority field between thé&C octets onnput andoutput.

C.3.1 Structure of the ta gged frame

Figure C-3 illustrates the frame formats u$edcarrying tagged Etérnet Type-ercoded irformation and
LLC-encodd information usig 88025 Token RingMAC method.

Figure C-4 illustrates the frame formats u$edcarrying tagged Etérnet Type-ercoded iformationand
LLC-encodd information usig FDDI MAC metlods.Two forms oftagged frameareshown:

a) The saurce-puted form in which the frane carries aRIF in the normalposition, following the
source MAC Address. Thisform can onlybeusedon FDDI LANs that suppodource routing; and

b) Thetranspaent form in which anE-RIF is present in the tdgader if thdrame carries Non-canon-
ical orsource-routed information.

Figure C-5 illustrates the frame formats u$edcarrying tagged Etérnet Type-ercoded iformation and
LLC-encodd information on 80.3/EtternetMAC method.
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E-C-TIR,T L-C-T/RT
E-N-T/R, T L-N-T/R, T 5
E-C-RIR,T L-C-RIR,T >
E-N-R/R,T Octet L-N-R/R,T Octet s
AC 1 AC 1 85
FC 2 FC 2 1%
3 3
DA DA z 0
8 8 EE
9 9 N
SA SA :
14 14 5
RIF (15) RIF (15)
(0 <= R <= 30 octets) | (14+R) (0 <= R <= 30 octets) | (14+R) o
Tag header: 15+R Tag header: 15+R %
(STPID + TCI) (STPID + TCI) E
CFI=CorN 24+R CFI=CorN 24+R
SPT + N data octets: | 25*R N LLC + 25+R
C-Data or N-Data c I;)cttets. N-Dat
_ _ -Data or N-Data
(46 <=N <=1470) |35.R+N 24+R+N
33+R+N 25+R+N
FCS FCS
36+R+N 28+R+N

Figure C-3—Tagged frames on 8802-5 Token Ring LANs
As can be seefnom these diagrams#he major diferences betweehe tggedframeformats in802.3/Ether-
net andloken Ring/FDDIMAC methodsre
c) The presence/absence of RRIng Controlinformation);
d) The positiorof the RIF and E-RIFélds;
e) Theencoding used to carry thegiProtocol Identier (2octetsfor ETPID vs.8 octetsfor STPID);
f)  The encodingisedto carty Etheinet Protocol Types(2 octetsfor PT vs.8 octets br SPT)

g) The presence/absence of thength/Type feld;
h) The presence/absence of B#D field.

Thediagrams also illstrate the sinarities betveen:

i)  The famat of tagied frames on 8865 ard the source-routefirm of tagged frames oRDDI;
j))  The format of tagged frames on 802.3/Ethernettaattansparentorm of tagged frames on FDDI.

C.3.2 Frame formats b y service type
C.3.2.1 Frame formats for Eth ernet Type-encoded service

C.3.2.1.1 Ethernet Type-enco ded, Canon ical, trans parent

E-C-T/IC\U: DA, SA, PT, C-Data, FCS

E-C-T/IC,T: DA, SA, ETPID, TCI (CFI=C),PT, C-Data,FCS

E-C-T/IR\U: RCI, DA, SA (RIl reset) SPT, C-Data,FCS

E-C-TIR,T: RCI, DA, SA (RIl reset) STPID, TCI (CFI=C), SPTC-Data, FCS
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E-C-R/R,T sour ce-routed form L-C-RIR,T B §
E-N-R/R, T L-N-R/R,T -

Octet Octet o
FC 1 FC 1 Mz
2 2
DA DA g
7 7
8 8
SA (RII set) SA (RII set) 28
13
RIF 14 RIF 14 TR
(2 <= R <=30octets) | 13+R (2 <=R<=30octets) | 13+R )
Tag header: 14+R Tag header: 14+R 3
(STPID + TCI) (STPID + TCI)
CFI=CorN 23+R CFl=CorN 23+R :
SPT + N data octets: | 24+R N octets: LLC + 24+R 3
C-Data or N-Data c I;Jcte S N-Dat B
-Data or N-Data
(46 <=N<= 1470) 31+R+N 23+R+N
32+R+N 24+R+N
FCS FCS
35+R+N 27+R+N
E-C-T/IR,T L-C-T/IR, T
E-N-T/R, T L-N-T/R, T
E-C-RIRT transpare nt form L-C-RIRT
E-N-R/R, T Octet L-N-R/R,T Octet
FC 1 FC 1
2 2
DA DA
7 7
8 8
SA (RIl reset) SA (RIl reset) .
13 13
Tag header: 14 Tag header: 14
(STPID + TCl) (STPID + TCI)
CFl=CorR 23 CFl=CorR 23
E-RIF (0 <= R<=30) |24 E-RIF (0 <= R <= 30) | 24
NCFI=CorN 23+R NCFI=CorN 23+R
SPT + N data octets: | 24+R N octets: LLC + 24+R
C-Data or N-Data - c I;)Cte S: N-Dat
_ _ -Data or N-Data
(46 <=N <=1470) |314+R+N 23+R+N
32+R+N 24+R+N
FCS FCS
35+R+N 27+R+N

Figur e C-4—Tagged frames on FDDI LANs

C.3.2.1.2 Ethernet Type-encoded, Canon ical, source-routed

E-C-R/C,U: No representatiopossible

E-C-R/IC,T DA, SA,ETPID, TCI (CFI=R), PTE-RIF (NCFI=C), C-Datak-CS

E-C-R/R,U: RCI, DA, SA (RIl set), RIFSPT, C-Data,FCS

E-C-R/R,T RCI, DA, SA (RII set), RIFSTPID, TCI (CFI=C), SPTC-Data, FG
(souce-moutedform)

E-C-R/R,T RCI, DA, SA (Rl reset) STPID, TCI (CFI=R), E-RIF (NCFI=C), SPTC-Data,FCS
(transpaent form)
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C.3.2.1.3 Ethernet Type-enco ded, Non- canonical, tra nsparent

E-N-T/C,U:

E-N-T/C,T.

E-N-T/R,U:

E-N-T/R,T:

E-N-T/R,T.

No representatiopossible
DA, SA ETPID, TCI (CFI=R),PT, E-RIF (NCFI=N),N-Data, FCS
RCI, DA, SA (RIl reset) SPT, N-Data,FCS
RCI, DA, SA (RIl reset) STPID, TCI (CFI =N), SPT N-Data, FCS

(8802-5 Dken Ringform)

IEEE
Std 802.1Q-1998

RCI, DA, SA (RIl reset) STPID, TCI (CFI=R), E-RIF (NCFI=N), SPN-Data FCS

(FDDI form)

E-C-T/C,T

DA

SA

Tag header: ETPID
+TCIl,CFI=C

PT

N C-Data octets
(46 <= N <= 1496)

FCS

E-N-T/C, T
E-C-R/C, T
E-N-R/C, T

DA

SA

Tag header: ETPID
+TCI, CFI=R

E-RIF
(2 <=R <= 30)
NCFI = C or N

N octets:
C-Data or N-Data
(46 <= N <= 1470)

FCS

Octet

12
13
14
15
16

17
18
19

N+18
N+19

N+22

Octet

12
13
14
15
16
17
18
19

R+18
R+19

R+N+18
R+N+19

R+N+22

L-C-T/C,T

DA

SA

Tag header: ETPID
+TCI,CFI=C

LEN

N octets:
LLC + C-Data + PAD

(42 <= N <= 1496)

FCS

L-N-T/C,T
L-C-R/C,T
L-N-R/C, T

Octet

12
13
14
15
16
17
18
19

N+18
N+19

N+22

Octet

DA

SA

12

Tag header: ETPID
+TCI, CFI=R

E-RIF
(2<=R<=30)
NCFI=CorN

13
14
15
16

17
18
19

R+18

N octets:
LLC + C-Data + PAD or
LLC + N-Data + PAD

(42-R <= N <= 1470)

FCS

R+19

R+N+18
R+N+19

R+N+22

Figure C-5—Tagged fram es on 802.3/Eth ernet LANs
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C.3.2.1.4 Ethernet Type-enco ded, Non- canonical, sour ce-routed
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E-N-R/C,U: No representatiopossible

E-N-R/C,T. DA, SA,ETPID, TCI (CFI=R),PT, E-RIF (NCFI=N),N-Data, FCS

E-N-R/R,U: RCI, DA, SA (RIl set), RIFSPT N-Data,FCS

E-N-R/R,T. RCI, DA, SA (RIl set) RIF, STAD, TCI (CFI=N), SPT, N-Data,FCS
(souce-moutedform)

E-N-R/R,T. RCI, DA, SA (RIl reset) STPID, TCI (CFI=R), E-RIF (NCFI=N), N-DataCS
(transpaent form)

RTddY SUOT30TJ}S3Y
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C.3.2.2 Frame formats for LL C-encoded service

C.3.2.2.1 LLC-encoded, Canonical, transparent

L-C-T/C\U: DA, SA,LEN, LLC, C-Data,PAD, FCS

L-C-T/CT: DA, SA,ETPID, TCI (CFI=C),LEN, LLC, C-Data, RD, FCS
L-C-T/RU: RCI, DA, SA (Rll reset)LLC, C-Data, FCS

L-C-T/R,T: RCI, DA, SA (RIl reset) STPID, TCI (CFI=C), LLC, C-DataJFCS

C.3.2.2.2 LLC-encoded , Canonical, sour ce-routed

L-C-R/C,U: No representatiopossible

L-C-R/C,T. DA, SA,ETPID, TCI (CFI=R),LEN, E-RIF (NCFI=C),LLC, C-Data,PAD, FCS

L-C-R/R,U: RCI, DA, SA (RII set), RIFLLC, C-Data, FCS

L-C-R/IR,T. RCI, DA, SA (RII set), RIFSTPID, TCI (CFI=C),LLC, C-Data,FCS
(souce-moutedform)

L-C-R/R,T. RCI, DA, SA (Rll reset) STPID, TCI (CFI=R), E-RIF (NCFI=C), LLC, C-Data, FCS
(transpaent form)

C.3.2.2.3 LLC-encoded, Non-canonical, transp arent

L-N-T/C,U: No representatiopossible
L-N-T/C,T: DA, SA,ETPID, TCI (CFI=R),LEN, E-RIF (NCFI=N), LLC, N-Datg PAD, FCS
L-N-T/R,U: RCI, DA, SA (RIl reset)LLC, N-Data, FCS
L-N-T/R,T: RCI, DA, SA (RIl reset) STPID, TCI (CFI=N), LLC, N-Data,FCS
(8802-5 Dken Ringform)
L-N-T/R,T: RCI, DA, SA (RIl reset) STPID, TCI (CFI=R), E-RIF (NCFI=N), LIC, N-Data,FCS
(FDDI form)

C.3.2.2.4 LLC-encoded, Non-canonical, sour ce-routed

L-N-R/C,U: No representatiopossible

L-N-R/C,T: DA, SA,ETPID, TCI (CFI=R),LEN, E-RIF (NCFI=N), LLC, N-Data FAD, FCS

L-N-R/R,U: RCI, DA, SA (RIl set), RIFLLC, N-Data,FCS

L-N-R/R,T: RCI, DA, SA (RIl set), RIFSTPID, TCI (CFI=N), LLC, N-Data, FCS
(souce-moutedform)

L-N-R/R,T: RCI, DA, SA (RIl reset) STPID, TCI (CFI=R), E-RIF (NCFI=N), LIC, N-Data,FCS
(transpaent form)
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C.3.3 Frame formats b y MAC method type and ta gging method

C.3.3.1 Frame formats for 802.3/Ethernet MAC methods
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C.3.3.1.1 802.3/Ethernet, unta gged
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E-C-TIC,U: DA, SA, PT, C-Data, FCS
E-C-R/C,U: No representatiopossible
E-N-T/C,U: No representatiopossible
E-N-R/C,U: No representatiopossible
L-C-T/CU: DA, SA,LEN, LLC, C-Data,PAD, FCS
L-C-R/C,U: No representatiopossible
L-N-T/C,U: No representatiopossible

L-N-R/C,U: No representatiopossible
C.3.3.1.2 802.3/Ethernet, tagged

E-C-T/C,T: DA, SA ETPID, TCI (CFI=C),PT, C-Data,FCS

E-C-R/IC,T DA, SA,ETPID, TCI (CFI=R), PTE-RIF (NCFI=C), C-DataFCS
E-N-T/C,T. DA, SA,ETPID, TCI (CFI=R),PT, E-RIF (NCFI=N),N-Data, FCS
E-N-R/C,T. DA, SA,ETPID, TCI (CFI=R),PT, E-RIF (NCFI=N),N-Data, FCS

L-C-T/C,T: DA, SA,ETPID, TCI (CFI=C),LEN, LLC, C-Data, RD, FCS
L-C-R/IC,T: DA, SA,ETPID, TCI (CFI=R),LEN, E-RIF (NCFI=C), LLC, C-Data,PAD, FCS
L-N-T/C,T: DA, SA,ETPID, TCI (CFI=R),LEN, E-RIF (NCFI=N), LLC, N-Data PAD, FCS

L-N-R/C,T: DA, SA,ETPID, TCI (CFI=R),LEN, E-RIF (NCFI=N), LLC, N-Datg PAD, FCS
C.3.3.2 Frame formats for Token Rin g/FDDI MAC methods
C.3.3.2.1 Token Ring /FDDI, untagged

E-C-T/IR\U: RCI, DA, SA (Rl reset) SPT, C-Data,FCS
E-C-R/R,U: RCI, DA, SA (RIl set), RIFSPT, C-Data,FCS
E-N-T/R,U: RCI, DA, SA (Rl reset) SPT N-Data,FCS
E-N-R/R,U: RCI, DA, SA (RIl set), RIFSPT, N-Data,FCS
L-C-T/RU: RCI, DA, SA (Rll reset)LLC, C-Data, FCS
L-C-R/R,U: RCI, DA, SA (RIl set), RIFLLC, C-Data, FCS
L-N-T/R,U: RCI, DA, SA (Rll reset)LLC, N-Data, FCS
L-N-R/R,U: RCI, DA, SA (RII set), RIFLLC, N-Data,FCS

C.3.3.2.2 Token Ring /FDDI, tagged

E-C-TIRT: RCI, DA, SA (RIl reset) STPID, TCI (CFI=C), SPTC-Data, FCS

E-C-R/R,T RCI, DA, SA (RII set), RIFSTPID, TCI (CFI=C), SPTC-Data, FG
(souce-moutedform)

E-C-R/R,T RCI, DA, SA (Rl reset) STPID, TCI (CFI=R), E-RIF (NCFI=C), SPTC-Data,FCS
(transpaent form)

E-N-T/R,T: RCI, DA, SA (RIl reset),STAD, TCI (CFI=N), SPT, N-Data,FCS
(8802-5 Dken Ringform)

E-N-T/R, T RCI, DA, SA (RIl reset) STPID, TCI (CFI=R), E-RIF (NCFI=N), SP,IN-Datg FCS
(FDDI form)

E-N-R/R,T. RCI, DA, SA (RIl set) RIF, STAD, TCI (CFI=N), SFT, N-Data,FCS
(souce-mutedform)

E-N-R/R,T. RCI, DA, SA (RIl reset) STPID, TCI (CFI=R), E-RIF (NCFI=N), N-DataCS
(transpaent form)
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L-C-T/IR,T: RCI, DA, SA (RIl reset) STPID,TCI (CFI=C), LLC, C-DataFCS

L-C-R/R,T. RCI, DA, SA (Rl set), RIFSTPID, TCI (CFI=C),LLC, C-Data,FCS
(souce-moutedform)

L-C-R/IR,T: RCI, DA, SA (RIl reset) STPID, TCI (CFI=R), E-RIF (NCFI=C), LLC, C-Data, FCS
(transpaent form)
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L-N-T/R,T: RCI, DA, SA (RIl reset) STPID, TCI (CFI=N), LLC, N-Data,FCS
(8802-5 Dken Ringform) g
L-N-T/R,T: RCI, DA, SA (RIl reset) STPID, TCI (CFI=R), E-RIF (NCFI=N), LIC, N-DataFCS z
(FDDI form) £

L-N-R/R,T: RCI, DA, SA (RII set), RIFSTPID, TCI (CFI=N), LLC, N-Data, FCS
(souce-moutedform)

L-N-R/R,T: RCI, DA, SA (RIl reset) STPID, TCI (CFI=R), E-RIF (NCFI=N), LIC, N-Data,FCS
(transpaent form)

C.4 Procedures f or tagging, unta gging, and rela ying ta gged frames

The formaldefinition of the proceduresvherely tag headers are adtland remeed, and tagged frarsare
relayed are embodiged Clauses/ and 8. This informatlescriptionis includedin order to add clarityo the
formal defnition of the process.

C.4.1 Tagging

The folloving subclauses deribethe translationshat are performed wheam untagged frames relayed in
tagged form.

C.4.1.1 MAC header information

The RCI, DA, SA andRIF fields(if supported in thesourceframe and/or destinatiorMAC methods) are
translated from their representationtlie sourcdrameinto the equialent representian in the destination
frame inaccordance with the proceduisscribedn ISO/IEC15802-3. This will resulin

a) Preseration of the AC (TokenRing to Token Ringonly) andFC fields (Tbken Rng/FDDI to Token
Ring/FDD only);

b) Translation of the B and SA into their equélentrepresentation in the destination K&Anethods;

c) Presergtion of the RIF field, if present; either in itscorventional position (dken Ring/FDDI to
Token Ring/FDDI, saurce-roded form)or within thetag header (dken Ring/FDDI to 8023/Ether-
netor FDDI, transparerform).

NOTE—The aliity of the tagheadeto carrysouce-routing information across 802.3/Ethernet LANs does not imply a
requirement orthe part of a pure 802.3/Ethernet Bridge to support source routing. This capabilityideu simply to
allow traffic that originatesn, andis destined forasaurce-routed erironmert to transitas tagged &ffic acrossa ron-
source-ratedervironment. Similarlythis capabilityallows source-routed tra€ to transit arFDDI network that isoth-
erwise unale to supporsource routing.

C.4.1.2 Tag header insertion

The tag header is inserted immediately fwileg the SA feld (if no RIFis preset in the destination frame)
orimmediately folloving the RIF feld (if RIF ispresenin the destinatioframe). Theheader contains

a) An Etherret-ercoded TPID (destiation MAC mettod is 8@.3/Etternet) or aSnapencaled TPID
(destiration MAC methodis TokenRing/FDDI);

b) ATCIfield, asfollows:
1) The user_priorityigld is set in accordance withe procedureescribedn ISO/IEC 15802-3;
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2) The CFlflag, indicating C/N (882-5 Token Ring, andsaurce-raitedFDDI MAC methals), o
C/[RIF present] (802.3/EtlieetandtransparenEDDI MAC methods), in accordance with the
formatof the MAC user data;

3) TheVID fieldis set to tle VID of the VLAN to which the sourcérame belongs.

c) An E-RIF field,immediately follaving the Length/ypefield (802.3/Ethernet and transpar&DDI

MAC metltods), if the frame is carryingadwh-canonical éta andor source-routingnformation. The

NCFI in the RIF indicates Cor N, in accordance witthe formatof theMAC user data.
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C.4.1.3 Ethernet Type-enco ded data

If the MAC userdatacarries Ethernetype-encoded datéag., the protocolidentifier is an Ethernetype
value oran Ethernet yipe \aluethat hasobeenSNAP encodeds describeth ISO/IEC 15802-3 and ISO/IEC
11802-5, andif the frameis being relayedetween dfering MAC methals (8)2.3/Etheret to or from
Token Ring/FDDI),thenthedatais translated from its source formatthe format appropriate thedestina-
tion MAC method in accordance with the procedutescribedn ISO/IEC 15802-3 and ISO/IEC 11802-5.

C.4.1.4FCS

When tagging a fram&nd performing the attendaintltl translationsit is necessarto recomputehe Frame
CheckSequence (FCSjeld of the tgygedframe. As stated ilSO/IEC 15802-3, 6.3.7, the Bridge shall not
introduce additioal undetected frame errors as a hestisuchFCSrecomputation

NOTE—Wherenecessary irorder to presese theprotection aforded ly the original FCS, iis possibie to incrementally
computethe nev FCS \aue, based orthe originalFCS, adjusted fothe rew fields added and tHfeamelength. This
technique, andther techniques for preserving FCS gnity, arediscussed in ISO/IEC58®-3, Anne G.

C.4.2 Untagging

The following subclauses describe the frame translations that are performed wheied tagged frame is
relayed in utaggedformat.

C.4.2.1 MAC header information

The RCI, DA, SA andRIF or E-RIFfields (if suppatedin the souce frame ad/or destimtion MAC meth
ods) are translated from their representation in the s@nammeinto the equialent representation thedes-
tination frame in accordance withe procedures describedI®0O/IEC 15802-3. Thigvill result in

a) Presergation of the AC (TokenRing to Token Ringonly) andFC fields (Tbken Rng/FDDI to Token
Ring/FDDI only);

b) Translation of the B and SA into their equéalentrepresentation in the destination KAnethod,;

c) Preseration of ary source-routing informatioaarried in thesource frame, if presentdif the des-
tination MAC methods a Token Ring/FDDI LAN thatsugports sairce routing (If the saurce MAC
method is 802.3/Ethernet or transparent FDDI twedtag headeragcries an E-RIF in which theTR
field indicdes atransparent framéhen the E-R isnot considered to be carryirgy source-rout-
ing information.)

C.4.2.2 Tag header
Thetag headeis removed.
C.4.2.3 Ethernet Type-enco ded data

If theframecarries Ethernetype-encodedlata,i.e., theprotocol identifer is an Ethernetype \alue or an
Ethernet Vpe \dlue that has been SKP encoded aglescribed in ISO/IEA58023 and ISO/IEC118025,
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and if the frame is being relayed betweeriedihg MAC metlods (82.3/Etheret to orfrom Token Ring/
FDDI), then the dat#s translated from its source formtatthe format appropriate tihe destination MAC
methodin accordancevith thewith theprocedures described in ISO/IEC 15802+8 #50O/IEC11802-5.
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C.4.2.4 Address translation

If the CFI/NCFI information in the taggdchme indicates that embedtaddresses are being carried in a
format inappropriate to the destinatidAC methodthen itis necessary either to translate addresses
from C toN or vice \ersa, or taliscard thdrameif such translation is not supportegd the Bridge.
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C.4.25FCS

Whenremaoving a frane’s VLAN tag and performing thettendant ffeld translations, itis necessary to
recompute the Framéheck Sequence (FCSgfd of thetaggedrame. As stateth ISO/IEC 15802-36.3.7,
the Bridge shalhot introduce additional undetected fraereorsas aresult ofsuchFCSrecomputation.

NOTE—Wherenecessary irorder to presese theprotection aforded ly the original FCS, iis possible to incrementally
computethe nev FCS \alue, based orthe originalFCS, adjusted fothe rew fields added and tifeamelength. This
technique, andther techniques for preserving FCS grity, arediscussed in ISO/IEC58®-3, Anne G.

C.4.3 Relaying tagged frames

The folloving subclauses describthe frame translatiorthat areperformedwhen a receied taygedframe
is relayed in taggedformat

C.4.3.1 MAC header information

The RCI, DA, andSA (if supportedn thesource frame and/or destination frame formatsjranslated from
their representation in the source frame into thevadgrit representation in the destination frame in accor-
dance with the procedesdescribedin ISO/IEC158023.

For source-routed dken Ring/FDDI to 802.3/Ethernet or transparent FDDI, the R&f(if present) is
translated into th&-RIF field of thedestination frame

For rlay betwea source-routed dken Ring/FDDlervironments, thdRIF (if present)s copied into the RIF
field of the destiation frame.

For 802.3/Ethernebr transparent FDDI tsource-routed dken Ring/FDDI, the E-RF field, if presentjs
translatednto the RIFof the destination framewith the NCFIbit reset, unless the E-RIF indicates tthegt
frame is d@ransparent frame, in which case, the E-RIF is discarded.

This will resultin

a) Preseration of the AC (TokenRing to Token Ringonly) andFC fields (Tbken Rng/FDDI to Token
Ring/FDD only);

b) Translation of the B and SA into their equalentrepresentation in the destination @Anethod;

c) Preserdtion of ary informationcarried in the E-R- or RIFfield, if presentndif it carries source-
routing irformation
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C.4.3.2 Tag header

If the source andestination MAC methods dfer, thetagheader is modiédas follows:
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a) The TPID feld is set in accordance with tbestination MAC method. ArEthernet-encoded TPID
is used whre the destination MAC methodis 802.3/Etheret; a Sap-ertoded TPID is used vére
the destination MAC methodis TokenRing/FDDI;

b) The information carried in the User Priority and Vibldisin the TClare copied unchanged irttoe
destination frame'TCI.

c) If the sourcenddestination MAC methodsare of the same type, then the CFI (and, RIpresent in
802.3/Ethernet) are copied unchged into the destinatiotag header

d) If the source andestination MAC methods dfer, then the CFI information in treource tag header
is translated intdhe formatappropriate for the destination tag header
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C.4.3.3 Ethernet Type-enco ded data

If the framecarries Ethernetype-encodedlata,i.e., theprotocol identiier is an Ethernetylpe \alue or an
Ethernet Vpe \alue that has been SKP encoded aglescribed in ISO/IEA58023 and ISO/IEC118025,
and if the frame is being relayed betweefriedihg MAC metlods (82.3/Etheret to orfrom Token Ring/
FDDI), then the datés translated from its source formtatthe format appropriate tihe destination MAC
methodin accordancevith thewith theprocedures described in ISO/IEC 1580248 $§50/IEC11802-5.

C.4.3.4FCS

When relaying tagged frames, if it is necessary to perfognatiendant feld translations, then it is necessary
to recomputethe Frame Check Sequence @yGield of the taggedrame. As stated inSO/IEC 15802-3,
6.3.7, theBridgeshall not introducadditional undetecteftlameerrors & aresult ofsuch FCSecomputation.

NOTE—Wherenecessary irorder to presese theprotection afforded ly the original FCS, iis possible to incrementally
computethe nev FCS \alue, based orthe originalFCS, adjusted fothe rew fields added and ttifeamelength. This
technique andther techniques fgereserving FCS intgity are dscussedn ISO/IEC 158®-3,Annex G.

C.4.4 Padding and frame siz e considerations
C.4.4.1 Treatment of P AD fields in IEEE S td 802.3 frames

The minimum frame size constraint placed on 802.3/Ethernet frampgise® frames to carry zero or more
padoctes following the MAC client data, h order b ersure thatno frame of total lengh less tlan 61 octets

is transmittecbn themedium.This meass that frames hose oerall length wouldbtherwse be less tha@4
octetsin lengthhave (64-len) octets bpadding added after the MAC client dita, where lens the size othe
frame before padding.

Whentagged frames are transmitteg & Bridge on an |IEEEtd 802.3 MAC, therearetwo permisible
approaches (7.2):

a) Keep the minimunframe sizggeneratedby the Bridge equéb 64 octets. This implies thtétenum-
berof padoctetsin a receved untagged IEEEStd 802.3 frame wauld bereduced ¥ up to 4octets
whenthat frame vastagged;

b) Adopta mnimumtagged frame lenth of 68 octed. This inplies that the nmber of padctets in a
receved untagged IEEE Std 802.3 frameud not be adjusted when tagging such frames; equally
if subsequently untagged, no padiustment wuld be necessary before transmission on 802.3/Eth-
ernet.
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There is asimilar choiceto bemade in endtations thageneratéagged frame

c) Insome gisting implementations, the dision as to whether pad octer® needed wibemade at a
point where it isimpracticalto distinguish betweetaggedanduntaggedframes. In these casdbe
endstaton will use aminimum franme size of64 octets fo all frames;

d) In other cases, thpadding decision will be tada at a pmt before it is krown whether tke frame will
be transntted taggd or untagyed.In thesecases, the endatton will use a minimum tagged frame
size of68 octets,and aminimum of 64 octets fa untagged frames.
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The aboe approachesare all consistent with the IEEE Std 802.3 fraspecifcation, as ameded ly IEEE
Std 8023ac-198.

The implicationof thisis that, for correct operatian 802.3/Ethernegll deviceshave to be capablef cor-
rectly handing taggedframes of less #m 68 octets ifength(C.4.4.3.

C.4.4.2 Maximum PDU size

VLAN tagging of an untagged frame, or relaying frames in tagged ffammat, can result in an increase
the lergth ofthe origiral frame.If transmissia of a given frame intagged frame format throhgagiven des-
tination Port would resut in violation of the maximum PDU size fa the destiaton MAC method, the
Bridge discardshe frame for thatlestination Port.

NOTE—Violation of the maximum PDU sizes for destinatiAC methals can poduce undeéhed results irBridged
LANSs that contairdevices that adherstrictly to these maxima, or in MAmettodswhere these maxima airgherently
constrained Y the opeation of theMAC method itselfe.g., constrainebly timing considerations ithe MAC state
machines.

IEEE Std8023ac-1998 dehes an etension to the normal 802rBaximumframesize forthe specifc pur-
poseof accommodatinghe additionabctets othe VLAN tag headerTheexample frame translations in this
anne make use ofthis extension to tle 802.3 frame size.

C.4.4.3 Minimum PDU size
VLAN untagging ofa tagged frame results in the original frame decreasitangth.
Wherethe destinatioMAC is CSMA/CD:

a) If untagging a gven frame would result in violationof the minimum framelength requirementsfo
CSMA/CD, the Bridgeis requirecto adjustthe RAD field to esurethat theframelength equals the
minimum lengh of 64 octets (72 andC.4.4.1);

b) If a frameis transmitted in taggedrame format, theéBridge may adopt aminimum tagged frame
length of either 64 or 68 octets, as animplementtion option. If the latter is closen, theBridge
adjusts the size of tHeAD field on transmission for grtagged framehat is lesghan 68 octetin
length (7.2, C.4.4.1).

C.5 Frame translations f or diff erent MA C methods

Examples of thérame translations that can occur wheruntagged frame is translatedo a tagged frame,
and whertaggedirames areelayed, are illustrated in thellowing clauses.

Subclauses 6.1andC.5.2 describe the translatiotigt canoccur when untaggkframeson 802.3/Ether-
net, andToken Ring/FDDI are translated into the taggeameformat.C.5.3 describethetranslations that
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can ocur when aagged framas relayed betweediffering MAC methods irtaggel format. In each sub-
clausethe follonving cases are sho:
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a) Theuntagged frame carried Etherngp€&-encodedhformation;
b) The untaggeframecarriedLLC-encodednformation.

NOTE—In dereloping the @ampletranslations, té field sizes on 802.3/Ethernet\wabeen calculated using thEEE
Std 82.3ac-998 tension to the staatd maximum frameize (normally 1518 octetdEEE Std 8@.3ac-198 allovs
the maximum frame size to betended i 4 octets for thepecifc purpose ofaccommodatinghe tagheader
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C.5.1 Tagging of unta gged 802.3/Ethernet frames
C.5.1.1 Ethernet T ype-enco ded inf ormatio n on 802.3/Ethernet LAN to tagged frame f ormat

Figure C-6illustrates tte translatiorbetweeran untagged EthernetType-encodd frame a 802.3/Ethernet
(E-C-T/C,U)and atagged frame 0B802.3/Ethernete-C-T/C,T).

E-C-T/C,U E-C-T/C,T
DA (6 octets) « — — — DA (6 octets)
SA (6 octets) €« — — — —p SA(6octets)
PT (2 octets) v ETPID (2 octets)
C-Data (46—1500 octets) v > - TCI, CFI=C (2 octets)
FCS (4 octets) . N " a| PT@octets)
(Min 64, Max 1518 octets) ~ | C-Data (46-1500 octets)
o ~A FCS (4 octets, recomputed)

(Min 68, Max 1522 octets)

Figure C-6—Translation between E-C-T/C,U a nd E-C-T/C,T

Thefollowing translations are required in ordertag an E-C-T/QJ frameon 802.3/Ethernet:
a) TheSA andDA fields are copied unchanged;
b) The ETPIDand TCI are insertedyith CFI=C;
c¢) The PT and C-Datadlds are copied unchanged;
d) The FCSis recomputed.
Remual of the tagnvolves the reerse ofthis process.

This form of tagging causéle origind frame siz€o beincreased 4 octets.

Figure C-Tillustrates tle translatiorbetweeran untagged EthernetType-encodd frame a 802.3/Ethernet
(E-C-T/C,U)and atagged frame ofoken Ring/FDDI(E-C-T/R,T).

Thefollowing translations are required in ordertag an E-C-T/QJ frameona Token Ring/FDDILAN:

e) The appropriateariant of theRCl field is added;
f)  The DA and SAfieldscarrythesameMAC Addressess in theoriginal frame;
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NOTE—The meanig of the wording usedn f) (and inother instances in thennex where this fornof words is used) is
that theMA C Addresses itthe originalandtranslated framesyhenrepreseted using the hedecimal notatiodefined
in Clause 5 ofEEE Standard 802, @thesame.
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g) The STPIDandTCl areinsertedwith CFI=C;

h) The PT is translateidto the ISO/IEC11802-5, IETFRFC 1042, and IETF RFC 1390-encodedn
(SPT);

i)  The C-Dataikld is copié unchanged;

i)  The FGS is recomputed.

RTddY SUOT30TJ}S3Y

Remaval of the tagnvolves the reerse otthis process.

This form oftagging causes #vriginal frame size to be increasbyg 17 octets for FDDbr 18 octets fo
Token Ring.

E-C-T/IC,U E-C-T/IR, T

DA (6 octets) - _ RCI (1/2 octets)
SA (6 octets) - _ T - DA (6 octets)
PT (2 octets) - T~ - SA (6 octets)
C-Data (46—1500 octets) w STPID (8 octets)
FCS (4 octets) v TCI, CFI=C (2 octets)

(Max 1518 octets) A N h N h A SPT (8 octets)

> N h W C-Data (46—-1500 octets)
h w4 FCS (4 octets, recomputed)

(Max 1535 octets on FDDI,
1536 octets on Token Ring)

Figure C-7—Translation between E-C-T/C,U and E-C-T/R,T

NOTE—In translational /LAN -unaware) bridgingbetween 803/Etrernet andRing LANs, anEthernet y¥pe-encoded
frameincreases in sizeybr octets or-DDI, ard 8 octets on dken Ring.

Translations foE-C-R/C,U, E-N-T/C,UandE-N-R/C,U to their equialent tagged frame forma{&-C-R/
C,T, E-N-T/CT, and E-N-R/C,T on 802.3/Ethernet, and E-C-R/EEIN-T/R,T and E-N-R/R,T ondken
Ring/FDDI) canna be shavn, as trereis no represetation for sich untagged frames @ 802.3/Ethernet
LANs. Similarly, translationof the tagged frames E-C-R/C,E-N-R/C,T E-N-R/R,T, and E-C-R/R,Tto
untaggedframes on 8R.3Ethernet is not pEsille, as it involves lossof the source-routing information.
Translation of the remaining Non-canonical, transparent tagged foamats intoE-C-T/C,U is possible,
but only if the Bridgeis capableof translating Norcanaical datato its Canonical form.

C.5.1.2 LLC-enco ded information on 802.3/Ethernetto tagged frame format

FigureC-8 illustrates the trafation between an untaged frame on 802.3/Ethesticarrying LLC-encaled
information(L-C-T/C,U) anda taggedrame e 802.3/Etheret (L-C-T/C,T).

Tagging an L-C-T/C,Urameon 802.3/Ethernet LANs requires the feliog frame translations:

a) TheDA andSA fields are copied unchanged;
b) Insert ETPID and TCIliélds with CFI=C;
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c) Len,LLC and C-Dataitlds are copied unchanged,;

d) The RAD may either be cpied unctanged(giving a minmum taggedframesize of68 actets), @
reducedby up to 4 atets (gving a minimum taggedrame size 664 octets), as an implemition
option;

*3331 A pazTJoyinyg pue paiydtdRdog

NOTE—If the acual length ofthe datgportion ofthe frane isinconsstentwith thevalue hed in LEN, then hisinconss-
teng is nd corrected ly the tagjing proces. This is dore in orderthat protocols which generatesuch incasistemy, and
which require that irconsistemry to be mairtainedfor their correctoperation, are ricbrokenby this asgct of tagdng.
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e) Recompute the F&
Remuwal of the tagnvolves the reerse ofthis process.

This form of tagging causele origind frame sizeio beincreased ¥4 octets.

L-C-T/C,U L-C-T/IC,T

DA (6 octets) <« — — — —p| DA(6octets)
SA (6 octets) « — — — —p| SA(6octets)
Len (2 octets) v ETPID (2 octets)
LLC (3+ octets) . S - TCI, CFI=C (2 octets)
C-Data (0-1497 octets) v S~ - ~ - Len (2 octets)
PAD (430 octets) . S - > 4 LLC (3+ octets)
FCS (4 octets) v N - > | C-Data (0-1497 octets)

(Min 64, Max 1518 octets) N - > - PAD (39-0 octets)

o A FCS (4 octets, recomputed)

(Min 64, Max 1522 octets)

Figure C-8—Translatio n between L-C-T/C,U a nd L-C-T/C, T

Figure C-9 illustrates the translation beten an untagged LLC-erded frame or802.3/Etheret (L-C-T/
C,U) anda taggd frame on dken Ring/FDDI (L-C-T/R,T).

Tagging in LLC-encoded format consiststioé folloving frametranslations:

f)  The appropriate Rdield for the Ring MA method oncerned idded;

g) The DA and SAfieldscarrythesameMAC Addresseass in theoriginal frame;
h) Inset STAD and TCI fields,with CFI=C;

i)  The Len feld is remwed;

i)  Copy theLLC field unclanged;

k) The C-Dataikld is copie unchanged;

)  The RADfield is remwed;

m) Recompute the F&

Remoal of the tag(tagged frame to nat 802.3/Etherneframe) irvolves thereverseof thisprocess.

This form of tagdng cauwses the orimal frame size b be increasetly 9 octes for FDDI or 10octets fa
Token Ring.
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(Max 1527 octets on FDDI,
1528 octets on Token Ring)

Std 802.1Q-1998 LOCAL AND METROPOLITAN AREA NETWORKS: § %
L-C-T/C,U L-C-T/R,T v

DA (6 octets) .« _ RCI (1/2 octets) g :f

SA (6 octets) - _ = ~ [ DA (6 octets) ﬁ%

Len (2 octets) T~ - SA (6 octets) §z§

LLC (3+ octets) . STPID (8 octets) :

C-Data (0—1497 octets) v S - TCI, CFI=C (2 octets) ii :

PAD (43-0 octets) o _ 7 af LLC @+ octets) ' Z

FCS (4 octets) .- _ ™ .| C-Data (0-1497 octets) 3

(Max 1518 octets) T~ -»| FCS (4 octets, recomputed) %

Figure C-9—Translation between L -C-T/C,U and L-C-T/R,T

NOTE—In translatioal (VLAN -unavare) bridging between 802.3/Ethernet aRithg LANs, an LLC-encded frame
reduces in sizby 1 octet onFDDI, anddoesnotchange in length ofoken Ring.

Translations fot-C-R/C,U, L-N-T/C,U,andL-N-R/C,U to their equialent tagged frame formaft-C-R/
C,T, L-N-T/C,T, and L-N-R/C,T on 802.3/Ethernet, and L-CRRT, L-N-T/R,T, and L-N-R/R,T on ®ken
Ring/FDDI) canna be shavn, as trereis no represetation for sich untagged frames @ 802.3/Ethernet
LANs. Similarly, translation of L-C-R/C,TL-N-R/C,T, L-N-R/R,T, and L-C-R/R,T to untagged framen
802 3/Ethernetis not pasible, as it imolves loss of tle source-routingnformation. Tanslationof the
remaining Non-canond, transparent tagged frame formats into L-C-T/C,U is possihiepbly if the
Bridge is capable dfanslatingNon-canonical data to itSanonicaform.

C.5.2 Transl ation of unta gged Token Ring/FDDI frames
C.5.2.1 Ethernet T ype-enco ded inf ormatio n on Token Ring /FDDI to tagged frame format

Figure C-10 illustrates the translatibetween an untagged Ethernegpe-encoded frame ofoken Ring/
FDDI (E-C-T/R,U, E-N-T/RU, E-C-R/R,U or E-N-R/RJ) and a tagged frame on 802.3/Ethernet ¢E/C
C,T, E-N-T/C,T, E-C-R/C,Tor E-N-R/C,T).

Tagging requires théollowing frametranslations:

a) Remwethe RCI feld;
b) TheDA and SAfieldscarry the same M@ Addressesis in the originalrame,with the RIIbit rese;
¢) Insert ETPD and TCI, withCFI=C (E-C-T/R,U) or R (al other frame tygs);

d) If the RIl bit was set in theoriginal frame translatethe RIF into the tag head&-RIF. For E-N-T/
R,U, create &RIF with frametype =transparent. Séhe E-RIF NCFI to C or N appropriately;

e) Translatehe SPT into its corresponding PT
f)  Copy the Dataikeld;
g) Recompute the F&

Remual of the tagnvolves the reerse ofthis process.
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E-C-T/R,U E-C-T/C,T i g
E-N-T/R,U E-N-T/C,T g8

RCI (1/2 octets) » DA (6 octets) Re
DA (6 octets) e | SA(6octets) z‘i
SA (6 octets) &« — - ETPID (2 octets) 2
SPT (8 octets) - _ TCI, CFl = C or R (2 octets) %i :
C-Data or N-Data T PT (2 octets) -
(46-1500 octets—C-Data; |y. (E-RIF, only if CFI=R; .
46-1498 octets—N-Data) > 2 octets. NCFI = C or N) g
FCS (4 octets) v > C-Data or N-Data 8
(Max 1525 oot 5o ~ _ A (46-1500 octets—C-Data; =
ax octets on FDDI, 46-1498 octets—N-Data i
1526 octets on Token Ring) - ) s
A FCS (4 octets, recomputed) =
(Min 68, Max 1522 octets)
E-C-R/R,U E-C-R/C,T
E-N-R/R,U E-N-R/C, T
RCI (1/2 octets) w DA (6 octets)
DA (6 octets) « — 9 SA (6 octets)
SA (6 octets) « — ETPID (2 octets)
RIF (2-30 octets) v TCI, CFI=R (2 octets)
SPT (8 octets) « — >~ — » PT (2 octets)
™ E-RIF (2=30 octets)
C-Data or N-Data - NCFI=CorN
46-1470 octets — —
( ) — 4 C-Data or N-Data
FCS (4 octets) \ (46-1470 octets)
(Max 1525 octets on FDDI, ~ M FCS (4 octets, recomputed)
1526 octets on Token Ring)

(Min 70, Max 1522 octets)
Figure C-10—Translation between E-X-X/R,U and E-X-X/C,T

NOTE 1—When remwing the tagif the CFI/NCFI indicates that emba#ed adiress information is in form inappropri-
ate for the destination M@ method, then it is necessary eitho translatéhe addresnformation @ to dscard the
frame.

This form of tagging causéle origiral frame sizeto be reducecby 3 or 4 octets.

Figure C-11 illustrates the translatibetween an untagged Ethernegpe-encoded frame ofoken Ring/
FDDI (E-C-T/R,U, E-N-T/R,U, E-C-R/R,U, or E-N-R/R) and a tagged frame on 8802-&k&n Ring (E-
C-T/IRT, E-N-T/R,T, E-C-R/R,T or E-N-R/R,T). Figure C-11 also illustrates the translation of E-CAO/R
E-C-R/R,U, and E-N-R/R,U to tagged frames on FDDI media, the latteitramslations illustrating the
source-routedorm of the taggedrame o FDDI.

Tagging requires théollowing frametranslations:

h) Copy theRCl field;
i)  The DA and SAfelds carry the san/dAC Addresses as in the origirffeame, with RIl in the same
stateas in the original frame;
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i)  Copy theRIF fieldif present (RIl set);

k) Insert STPID ad TCl, settingthe CFIto N or C appropriately;
)  Copy theSPT feld;

m) Copy the Dataifeld;

n) Recompute the F&

Remual of the tag(tagged frame to nat Token Ring/FDDIframe) irvolvesthereverseof thisprocess.

NOTE 2—When remaing the tagif the CFlindicates tht embedded adelss information is in afm inappopriate for
the destination M& method, theit is necessargither to translate theddress information or to discard fh@me.

This form of tagging causele origind frame sizeto beincreased ¥ 10 octets.

E-C-T/R,U E-C-T/R,T (8802-5 & FDDI)
E-N-T/R,U E-N-T/R,T (8802-5 only)
E-C-R/R,U E-C-R/R,T (8802-5 & SR FDDI)
E-N-R/R,U E-N-R/R,T (8802-5 & SR FDDI)

RCI (1/2 octets)

“« — — — >

RCI (1/2 octets)

DA (6 octets)

« — — —

DA (6 octets)

SA (6 octets)

« — — — »

SA (6 octets)

RIF (030 octets)

« — — — ¥

RIF (0—30 octets)

SPT (8 octets)

STPID (8 octets)

C-Data or N-Data

TCI, CFl = C or N (2 octets)

*3331 A pazTJoyinyg pue paiydtdRdog
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(46—1500 octets)¥% ~
FCS (4 octets) v ~ A SPT (8 octets)

(Max 1500+RIF+25 octets on FDDI, ~ - C-DataorN-Data
1500+RIF+26 octets on Token Ring) g (46-1500 octets)
A

FCS (4 octets, recomputed)

(Max 1500+RIF+35 octets on FDDI
1500+RIF+36 octets on Token Ring)

Figure C-11—Translation between E-X-X/R,U and E-X-X/R,T (8802-5 & SR FDDI)

Figure C-12 illustrates the translatibetween an untagged Ethernegpe-encoded frame ofoken Ring/
FDDI (E-N-T/R,U, E-C-R/R,U oE-N-R/R,U) anda tagged frame on FDOJE-N-T/R,T, E-C-R/R,Tor E-
N-R/R,T).Note thathetranslationof E-C-T/R,Uto E-C-T/R, T vas dealt with irFigure C-11.

Tagging requires théollowing frametranslations:

0) CopytheRCl field;

p) The DA and SAfieldscarrythe same M& Addresses ain the original frame, ut with RIl reset
regardessof its state in thoriginal frame;

q) Insert IPID ard TC, seting the CFlto R;

r)  Translatethe RIF field if present(RIl set in sourcdrame)to the E-RIF, otherwisecreatean E-RIF
with RT indicaing a transpane frame.Set theNCFI to Cor N appropriately;

s) Copy theSPT feld;

t)  Copy the Dataifeld;

u) Recompute the F&

Remuwal of the tag (FDDIltagged frame to nat Token Ring/FDDI frame) ivolves the reerse of this
process.
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E-N-T/R,U E-N-T/R, T
E-C-R/R,U E-C-R/R,T
E-N-R/R,U E-N-R/R,T
RCI (1/2 octets) « — — — » RCI(1octet)
DA (6 octets) « — — — —p| DA(6octets)
SA (6 octets) « — — — —p| SA(6octets) RIl reset
RIF (0-30 octets) v STPID (8 octets)
~
SPT (8 octets) v O~ TCI, CFl = R (2 octets)
C-Data or N-Data > O il E-RIF (2-30 octets)
(46-1500 octets)* > NCFI=CorN
FCS (4 octets) w. > M SPT (8 octets)
~
(Max 1500+RIF+25 octets on FDDI,  ~ | C-Data or N-Data
1500+RIF+26 octets on Token Ring) > (46-1500 octets)
A FCS (4 octets, recomputed)

NOTE 3—Wten remaing the tag, if tt NCFI indicates that embedded azdr information is in a form inappropriate

(Max 1500+E-RIF+35 octets)

Figure C-12—Translation between E-X-X/R,U and E-X-X/R,T (transparen t FDDI)

for the destination ME methodthen itis necessgreither to translate thaddress information or to discatte frame.

This form of tagging causéle origind frame sizeto beincreased 10 or 12octets.

C.5.2.2 LLC-enco ded information on T oken Ring /FDDI to tagged fram e format

FigureC-13 illustrateghetranslatiorbetween an untagged LLC-encoded frame @ Ring/FDDI (L-C-
T/R,U, L-N-T/R,U, L-C-R/R,U, orL-N-R/R,U) and aagged frame on 802.3/Etherr{fetC-T/C,T, L-N-T/
C,T, L-C-R/C,T, or L-N-R/C,T).

Tagging requires théollowing frametranslations:

a)
b)
c)
d)

e)

f)

Remawethe RCI feld;

TheDA and SAfieldscarry the same M& Addresses:s in the originalrame,with the RIIbit rese;
Insert ETPD and TCI, withCH=C (L-C-T/R,U) orR (al other frame tygs);

If the RII bit was set in theoriginal frame translatethe RIF into the tag headdt-RIF. For L-N-T/
R,U, create an E-RIF with frae type= transpareniSet the E-RIF NCFio C or N gpropriately;
Insert theLen field, with value equal tdhe number of LC+Dataoctets;

Copy theLLC field;

Copy the Dataifeld;

PAD field isinserted if Len is less that6 (if a minimun taggedrame sizeof 68 is implementedor
if less ttan 42 (f aminimum tagyed frame size of 64 implemenied);

Recompute the F&

Remaval of the tagnvolves the reerse otthis process.

NOTE 1—Whenremuwing the tag, if the CFI/NCFI information indicates that eahbedaddress information im a
form inappropriate for the destinatidAC method, then it is necessary either to transtete@address infmation orto
discardthe frame.
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L-C-T/R,U L-C-T/IC,T iz
L-N-T/R,U L-N-T/C,T gl

RCI (1/2 octets) _y| DA (6 octets) mz
DA (6 octets) « — y| SA (6 octets) ?if:;
SA (6 octets) e — ETPID (2 octets) 23
LLC + C-Data or N-Data TCI, CFI=C or R (2 octets)
(31500 octets—C-Data; |y Fe
3-1498 octets—N-Data) ~ Len (2 octets) =
N i __ e
FCS (4 octets) N (E-RIF if CFI=R; 2 octets =
w - NCFI = C or N)
(Max 1517 octets on FDDI, N\ N LLC + C-Data or N-Data ®
1518 octets on Token Ring) N N 4 (3-1500 octets—C-Data; .
N 3-1498 octets—N-Data) 3
N | PAD (39-0 octets) £
4 FCS (4 octets, recomputed)
(Min 64, Max 1522 octets)
L-C-R/R,U L-C-R/C, T
L-N-R/R,U L-N-R/C, T
RCI (1/2 octets) > DA (6 octets)
DA (6 octets) & - » SA (6 octets)
SA (6 octets) « — ETPID (2 octets)
RIF (230 octets) v TCI, CFI=R (2 octets)
~
LLC + C-Data or N-Data ~ Len (2 octets)
(3—1470 octets) ¥ ™~ | E-RIF (2-30 octets)
~ NCFI=C or N
FCS (4 octets) - > . | LLC+C-Dataor N-Data
N -
(Max 1517 octets on FDDI, N (3-1470 octets)
1518 octets on Token Ring) N
N | PAD (39-0 octets)
A rcs (4 octets, recomputed)

(Min 64, Max 1522 octets)

Figur e C-13—Translation between L-X-X/R,U a nd L-X-X/C,T

This form of tagging causéke origind frame sizdo beincreased 5 or 6 octets.

FigureC-14 illustrateghetranslatiorbetween an untagged LLC-encoded frame @ Ring/FDDI (L-C-
T/R,U,L-N-T/R,U, L-C-R/R,U, or L-N-R/R,U) anda tagged frame on 8802¥6ken Ring (L-GT/R,T, L-N-
T/R,T, L-C-R/R,T, or L-N-R/R,T). FigureC-14 also illustrates the translation of L1IR,U, L-CR/R,U,
and L-N-R/R,U to taggeframes on FDDmedia,the latter two translations illustratinghe source-routed
form of the tagged frame on FDDI.

Tagging requires théollowing frametranslations:

i)  Copy theRCI field;
k) The DA and SAfieldscarrythesameMAC Addressess in theoriginal frame;
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)  Copy theRIF fieldif present;

m) Insert STPID ad TCl, settingthe CFIto N or C appropriately;
n) Copy theLLC field;

0) Copy the Dataifld,;

p) Recompute the F&

Remoaval of the tag(tagged frame to nat Token Ring/FDDIframe) irvolvesthereverseof thisprocess.

NOTE 2—When remaing the tagif the CFlindicates tht embedded adelss information is in afm inappopriate for
the destination M& method, theit is necessargither to translate theddress information or to discard theme.

This form of tagging causéle origind frame sizeio beincreased 10 octets for FDDI andoken Ring.

L-C-T/R,U L-C-T/R,T (8802-5 & FDDI)
L-N-T/R,U L-N-T/R,T (8802-5 only)
L-C-R/R,U L-C-R/R,T (8802-5 & SR FDDI)
L-N-R/R,U L-N-R/R,T (8802-5 & SR FDDI)
RCI (1/2 octets) « — — — —p RCI(1/2octets)
DA (6 octets) « — — — | DA(6 octets)

SA (6 octets)

« — — —

SA (6 octets)

RIF (0—30 octets)

« — — — >

RIF (0—30 octets)

LLC (3+ octets)

STPID (8 octets)

C-Data or N-Data

TCI, CFl = C or N (2 octets)

*3331 A pazTJoyinyg pue paiydtdRdog
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(0N octets) [~ ~
FCS (4 octets) ~ <A LLC (3+ octets)

(Max N+RIF+20 octets on FDDI, ~ ~A| C-Data or N-Data

N+RIF+21 octets on Token Ring) > (0N octets)
- FCS (4 octets, recomputed)

(Max N+RIF+30 octets on FDDI
N+RIF+31 octets on Token Ring)

Figure C-1l4—Translation bet ween L-X-X/R,U and L- X-X/R,T (8802-5 & SR FDDI)

Figure C-15llustrates the traglation between an untagged LLC-emded frame ondken Ring/FDDI (L-N-
T/R,U,L-C-R/R U, or L-N-R/R,U) and atagged frame 08802-5 Token Ring (L-C-T/R,T, L-N-T/R,T, L-C-
R/R,T, or L-N-R/R,T).Note thatthe translation of L-C-T/R,U to L-C-T/R,Tas dealtwith in Figure C-14.

Tagging requires théollowing frametranslations:

gq) CopytheRCl field;

r)  The DA and SAfieldscarrythe same ME& Addresses ain the original frame, ut with RIl reset
regardessof its state in thoriginal frane;

s) Insert STPID ad TClI, settingthe CFlto R;

t)  Translatehe RIF field if present (RII set in sourcdrame)to the E-RIF, otherwisecreatean E-RIF
with RT indicaing a transpang frame.Set theNCFI to Cor N appropriately;

u) Copy theLLC field;

v) Copy the Dataikeld;

w) Recompute the F&

Remual of the tag(tagged frame to nate Token Ring/FDDIframe) irvolvesthereverseof thisprocess.
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NOTE 3—Wtkhen remwing the tag, if te NCFI indicates that embedded aakdr information is in a form inappropriate
for the destination M& methodthen itis necessareither to translate thaddress information or to discatte frame.
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This form of tagging causéle origind frame sizeo beincreased ¥ 10 or 12octets.

L-N-T/R,U L-N-T/R,T 2
L-C-R/R,U L-C-R/R, T g
L-N-R/R,U L-N-R/R, T %!
RCI (1/2 octets) <« — — _  RCI(1octet) £
DA (6 octets) ¢ — — — —p| DA(6 octets)
SA (6 octets) €« — — — —p SA(6octets), Ril reset
RIF (0-30 octets) v STPID (8 octets)
~
LLC (3+ octets) v o o TCI, CFl =R (2 octets)
C-Data or N-Data N h <A E-RIF (230 octets)
(0N octets) [* - NCFI=CorN
FCS (4 octets) v >~ - LLC (3+ octets)
~ ~
(Max N+RIF+20 octets on FDDI, ~ ~A C-Data or N-Data
N+RIF+21 octets on Token Ring) > (0N octets)
<A FCS (4 octets, recomputed)

(Max N+RIF+30 octets)

Figure C-15—Translation between L-X-X/R,U and L-X-X/R,T (tran sparent FDDI)

C.5.3 Transl ation of ta gged frames during relaying

The following subclauses shothe frametranslations that can occur whetiagged framés relayed from
802.3/Etherneto Token Ring/FDDI and vice ersa. The translations thaccurbetween the transpante
FDDI tagged frame format and t&&kform onToken Ring/FDDlarealsoshowvn.

C.5.3.1 Tagged frames carrying Ethernet T ype-enco ded inf ormatio n

Figure C-16 illustrates the translation dafagged frames carrying Etherneyp€-encoedd information
between DBken Ring/FDO LANsand 8023/Ethernet LANSs.

Relaying Ethernet ype-encaled taggd frames from dken RingFDDI (SR form) to 802.3/Ethernet
requires thdollowing frametranslations:

a) Remwethe RCI feld;

b) TheDA and SAfieldscarry the same MB Addressess in the originalrame,with the Rllbit resé;

c) Replacghe STPID with an ETPID;

d) The Td field carriesthe sameVID and Priority values as in the original frame (unlete relay
function causeschanges to user_priority or VIDales). er E-C-T/C,T, CFl = C, otherwise CFl =
R;

e) Convertthe SPTfieldtoaPT (ISQIEC 118M®-5, IETF RFC 102, and IETFHRFC 1390translation);

f)  Copy the RIF if present, into the tag héar E-RIF Create an E-RIF if the data type being carried is
E-N-T/C,T. Set the NCFI irthe E-RIF to C or N appropriately;

g) Copythe Dataifeld;

h) Recompute the F&
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Tagged frame on Token Ring/FDDI (SR form) Tagged frame on 802 .3/Ethernet ; %
RCI (1/2 octets) _ .y DA(6octets) E 2;
DA (6 octets) « | SA(6octets) zi
SA (6 octets) « 4 ETPID (2 octets) 2o
- C
RIF (0-30 octets) w. _ ~ TCI,CFI=CorR (2 octets) EX
> ~ =5
~ PT (2 octets TR
STPID (8 octets) T S, ( ) 0
TCI,CFI=CorN (2 octets) &~~~ -a| (E-RIFif CFI=R; 0-30 octes; ;
- NCFI = C or N)
SPT (8 octets) ot Data (46—1500 octets) g
Data (46-1500 octets) - ¥ FCS (4 octets, recomputed) g
FCS (4 octets, recomputed) |4 — (Min 68, Max 1522 octets) =
(Max 1534+RIF+RCI octets)
Tagged frame on FDDI (transpare nt form) Tagged frame on 802.3/Ether net
RCI (1 octet) o DA (6 octets)
DA (6 octets) « o SA (6 octets)
SA (6 octets), Rl reset « » ETPID (2 octets)
STPID (8 octets) 4« __ y TCI,CFI =R (2 octets)
TCI, CFl = R (2 octets) « 5 PT(2octets)
E-RIF (2—30 octets) « — _,| E-RIF (2-30 octets)
NCFI=CorN // NCFI=CorN
SPT (8 octets) o __ -¥ Data (46—1500 octets)
Data (46-1500 octets) nl - # FCS (4 octets, recomputed)
FCS (4 octets, recomputed) |4 (Min 68, Max 1522 octets)

(Max 1534+RIF+RCI octets)

Figure C-16—Relaying Ethernet T ype-enco ded tagged frames

Relaying Etlernet Type-encodd taggd frames frm FDDI (transparent form) to02.3/Etheret reqires the
following frame traslations:

i)  Remowethe RCI feld;
i)  TheDA and SAfieldscarry the same M& Addressess in the originaframe,with the RIIbit resd;
k) Replacehe STPID with an ETPID;

)  The TCI feld carrieshesameVID, Priority andCFI valuesas in the original fnme (unless theelay
function causeshanges to usepriority or VID values);

m) Convertthe SPTieldtoaPT (ISQIEC 118®-5, IETF RFC 102, and IETFRFC 1390translation);
n) Copy theE-RIF;

0) Copy the Dataifeld;

p) Recompute the F&

Relaying from802.3/Etheret to Token Ring/FDDI involvesthereverse of tlese processes.
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C.5.3.2 Tagged frames carrying LLC-enco ded information
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Figure C-17 illustratethe translation of tagged frames carrying LLC-encoded informatitwele@ Dken
Ring/FDDI LANs and802.3/Etheret LANSs.

Tagged frame on Token Ring/FDD | (SR form) Tagged frame on 802.3/Ether net i‘
RCI (1/2 octets) | DA (6 octets) %
DA (6 octets) « : _ » SA(6octets) g
SA (6 octets) «  ETPID (2 octets) '
RIF (0—30 octets) e _ - . TCI, CFI C or R (2 octets)

STPID (8 octets) r e > g Len (2 octets)
TCI, CFI=C or N (2 octets) [& T E-RIF if CRI=R, 0-30 octets;
LLC (3+ octets) <4 — — — -»| LLC(3+ octets)
Data (0—1497 octets) - — — — -» Data (0—1497 octets)
FCS (4 octets, recomputed) (¢ - PAD (39-0 octets)
s oo oan iy LFCS @ ootets recomputed
(Min 64, Max 1522 octets)
Tagged frame on FDDI (transparent f orm) Tagged frame on 802.3/Ethe rnet
RCI (1 octet) __ -»| DA (6 octets)
DA (6 octets) - _ _» SA (6 octets)
SA (6 octets), Rl reset « - » ETPID (2 octets)
~
STPID (8 octets) - - __ - TCI, CFI=R (2 octets)
TCI, CFI = R (2 octets) a - Len (2 octets)
ERIF(2-300ctets) ~ lg ~ _ _ | ERF@S00cel)
LLC (3+ octets) « — — — | LLC (3+ octets)
Data (0—1497 octets) 4 — — — —p| Data (0—1497 octets)
FCS (4 octets, recomputed) (¢ - PAD (39-0 octets)
(Max 1527+RIF octets on FDDI = ] FCS (4 octets, recomputed)

1528+RIF octets on Token Ring)

(Min 64, Max 1522 octets)

Figure C-17—Rela ying LLC-encoded ta gged frames

Relaying LLC-encded frames intaggedformat from TDken Ring/FDDI (SR form) to 802.3/Ethernet
requires thdollowing frametranslations:

a) Remawethe RCI feld;
b) TheDA and SAfieldscarry the same M@ Addressess in the originalrame,with the RIIbit rese;
c) Replacghe STPID with an ETPID;

d) The Td field carriesthe sameVID and Priority values as in the original frame (unlete relay
function causes changes to user_priority or Vébes). for L-C-T/C,T, the CFI = C, otherwise CFI
=R;

e) Insert a LENfield,equal to LLGRIF (if present)}-Data;
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f)  Copy the RIE if present, into the tag hder E-RIF Create an E-RIF if the data type being carried is
E-N-T/C,T. Set the NCFI bit to C or N appropriately;

g) CopythelLLC field;
h)  Copy the Dataikeld;
i)  Recompute the F&

*3331 A pazTJoyinyg pue paiydtdRdog

RelayingLLC-encoded frame# tagged format from FDDI (transparent form)802.3/Ethernetequires
the following frame translations:
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i) Remoethe RCI feld;
k) TheDA and SAfieldscarry the same M& Addressess in the originalrame,with the RIIbit resd;
)  Replacehe STPID with an ETPID;

m) The TCI feld carrieshesameVID, Priority andCFI valuesas in the original frme (unless theelay
function causeshanges to usepriority or VID values);

n) Insert a LENfield,equal to E-RIF + LLC +Data;
0) CopytheE-RIF;

p) Copy theLLC field,;

q) Copythe Dataield,;

r)  Recompute the F&

Relaying from802.3/Etheret to Token Ring/FDDI involvesthereverse of these process.
C.5.3.3 Translatio n between transp arent FDDI format and SR format

Figure C-18 illustratethe translton of tagged frames between transpafedDIl format andthe corre-
spondng SR famat a1 Token Ring/FDDI LANs. The translatiorshavn agpliesto X-N-T/R,T, X-C-R/R,T
and X-N-R/R,T frames only; othénan translation of the & field, there is no translation required for X-C-
T/R,T frames betweenokenRing/FDDI LANSs.

Relayingtaggedframes fromFDDI (transparent form) tooken Ring/FDDI (SRform) requires the follav-
ing frame translations:

a) TranslateheRCl field;

b) TheDA and SAfelds carrthesameMAC Addresses as in the origirfehme, with the Rlbit set or
resetto reflect the presena@ absence of source-routing informatiarthe E-RIF;

c) Translatesource-routing information, i@y, from the E-RIF form to the RJRvith the NCFI bit
rest;

d) CopytheSTPID;

e) The TdA field carriesthe sameVID and Priority values as in the original frame (unletse relay
function cawseschangesa user_priorityor VID values). The €l is set ® C a N to matchthe NCFI
value intheE-RIF;

f)  Copy theSPT orLLC field;
g) Copythe Dataifeld;
h) Recompute the F&

Relaying fromToken Ring/FDDI (SRform) to FDDI (transparent form) irolves thereverseof these pro-
cesses.
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Tagged fram e on FDDI (transparent form) Tagged fram e on Token Ring/FDDI (SR form) i g
RCI (1 octet) ¢« — — — — | RCI(1/2 octets) e

DA (6 octets) e« — _ _ _ .| DA(6octets) L2

SA (6 octets), R reset « — — — — _p/ SA(6octets) %

STPID (8 octets) - _ o RIF (030 octets) ; O

TCI, CFI =R (2 octets) - _ _ - 7 — | STPID (8 octets) £l

E-RIF (2-30 octets) & T — 4| TCI,CFI=CorN (2 octets) 3
NCFI=CorN =

SPT (8 octets) or SPT (8 octets) or 3

LLC (>=3 octets)[€ — — — — > LLC (>=3 octets)

Data (N octets) « — — — — —p Data(N octets) ;

FCS (4 octets, recomputed) | — — — — | FCS (4 octets, recomputed) §

NOTE—Applies to X-N-T/R,T, X-C-R/R,T, and X-N-R/R,T frames only.

Figure C-18—Rela ying tagged frames b etween transparen t and SR forms

C.6 Field definitions

Subclawses C.6.1 throgh C.6.5 descrite the feld structues that correspahto same d the field names that
appeain abbreiated formin the frame format diagrams in tlesandard.

NOTE—These ields are défiedin other stardards, andare not part othe additional speédation required fo the
tagged frame formaf hey are included herm orderto simplify theframe ascriptions that appear in this standard
in order to redahe their structure.

C.6.1 SNAP-encoded Pr otocol T ype

The SMP-encodedProtacol Type is eiglt octets in legth, encaled inSNAP format. It casists of the stan
dard SMP header inthe first three atets, fdlowed by a SNAP PID consistingof the 00-00-000UI, fol-
lowed ty the Etheret Type \velueto be encodedasshavn in Figure C-19.

SNAP sap header
(3 octets; AA-AA-03)

oul
(3 octets; 00-00-00)

Protocol Type
(2 octets)

Figure C-19—SNAP-encoded Protocol Type format

C.6.2 Len

This is tre IEEE StdB(02.3 Lendh/Typefield; forthe Lengthinterpretationit may tale ary value thatis less
thanor equalto 1500. \alues that xceed1535 ardnterpretedas Ethernet yipes. \alues thatxceed 1500
but are lesgshan 153 are undehed.
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C.6.3 C-Data and N-Data

This isthe dataitld of the encapsulated frame:

*3331 A pazTJoyinyg pue paiydtdRdog

a) N-Data refers ta datdfield thd is carried in Canonical formatgardlesof the MAC methodcarry-
ing the frame;

b) C-Datarefers toa dataifeld thatis carried inNon-canonicaformat reardless othe MAC method
carrying the frame.

“RTddY SUOT30TJ}S3Y
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C.6.4 RIF and E-RIF

The RIF is theSouce-Routinginformation Field, as dehed in ISO/IEC 158023, C.3.3.2. If tle original
(untagged) frambada RIF, thentheRIF field of thetagged frame tagsits value.

The E-RIF is anodified formof the RIFthat appearwithin the tag headen taggedframeson transparet

LANSs (802.3/Ethernet, and FDDI when used as a transpafetit. The structure of the E-RIE defned in
9.3.3.

C.6.5PAD

Zero ormorepadding octets, as ragred in order for te minimum frame size to be at least 64 octets.
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Annex D

(informative)

Background to VLANs

The term VLAN has mandifferentdefinitions throughaut the communicatian industry The modelof
VLANSs definedin this standard syports most bthese viess, althoud it may rot be immediately bvious
asto how they are supprted. The goabf this anng it to take some of the common terntisat hae been
used in tle description of VLANs and reéte themto the malel preseted in ths stardard

D.1 Basic VLAN concepts

LOCAL AND METROPOLITAN AREA NETWORKS:

*3331 A pazTJoyinyg pue paiydtdRdog
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Figure D-1 shws a simple gample of a Port-based VLANoF untagged trdfc, VLAN membership for a
Port-based VLANs determined ypthe PVID assignetb the receaiing Port.

NOTE—Other citeria for VLAN membersip, such as protocol type or MAAddress, could éused, bt these are
beyond thescope othis discussion.

For this confgurationthere needs toeta way to covey the VLAN information betweenthe two bridgs.
This is doneby adding a VLANtag to eery frame thais sent betweaethe tw bridges; suc frames are
known as VLAN-tagged frame&.his connectiorbetweerthe two bridges icommonly knavn asa Trunk

Link

D.1.1 Trunk Links

VLAN
A

Access
Links

VLAN

VLAN Aware
Bridge

Trunk Link

VLAN

VLAN Aware

Bridge

Acc ess
Links

Figure D-1—P ort-based VLANs

VLAN

A Trunk Link isa LAN segmentusedfor muiti plexing VLANs betweenVLA N Bridges. All the deicesthat
conrect toaTrunk Link must beVLAN-aware. VLAN-aware deices are déces that ee ableto understand
VLAN membership and VLAN framérmats.Conversely VLAN-wawae devices donat have an wnder-
standing of VLAN membership and VLAN frame formats. All frames, including end station frames, on a
TrunkLink areVLAN -tagged, i.e.they carryatagheadethat contairs a ron-null VLAN ID. Consequetty,

there are no/LAN-unaware e statios on ana Trunk Link. The Tunk Link in Figue D-1 is a pmt-to-

point LAN segment; there are thereforgastly two VLAN-aware Bridges @iached to this munk. A Trunk

Link could also be shaed medium LAN sgment that has mgrVLAN-awareBridgesattached tat.
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D.1.2 Access Links

The other likksin FigureD-1 are commonly knen asAccess LinksAn Access Link is a LAN ggment used
to multiplex one @ more VLAN-unaware devices ino aPort d a VLAN Bridge. Insimgde terms thisis an
802 LAN sggment (IEEE Std023, ISOIEC 88025, etc.) with endstations attached,dhis coanectednto
a VLAN-aware Bridge. All frameson an Access Link carrymo VLAN identification; i.e., therare no
VLAN-tagged frames on an Access Linkgpically the Access Link isiewed as being othe edge of the
VLAN network. TheAccesdlink itself couldconsistof a numbeiof LAN segmentsinterconrectedby 1ISO/
IEC 15802-3-caonformantBridges(this is termedalegacy egionin E.1.2).Like the Access Link, therare
no VLAN-tagged frames transmitted this legacy region.
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“RTddY SUOT30TJ}S3Y
*RTUD 35N §,33SUADTT JO4 20-TT-2202 UD BueA RaJpny 03 pasuadT TeTdaew payiTdhdog

D.1.3 Hybrid Links

When VLAN-unavare end stationareaddedto a Trunk Link, the resultant link isommonlyknown as a
Hybrid Link. A Hybrid Link is a LAN segmern that has botlVLAN-aware and VLANunaware devices
attacled to it. Consequently, a Hybrid Link cancarryboth VLAN -taggedframes ad ather (intagged o pri-
ority-tagged) frames. It mst be borne in minthat, fa a gven VLAN, all frames trasmitted ly a given
Bridge on a gien hybrid link must be taged the same ay on that link. Trey mustbe either

a) All untagged; o
b) Alltagged, carryng the same VLAND.

Note that a Bridge can transmit a mix of VLAN-tagged frames and untagged fraintiesymust be for dif-
ferent VLANS. InFigure D-2 all thdramesfor VLANs A and Bare taggean the lybrid link. All frames
for VLAN C on the hybrid link are untaged.

VLAN Hybrid Link VLAN
A A
Access VLAN Aware VLAN Aware Access
Links Bridge Bridge Links
VLAN Acc ess VLAN
B T T~ - Link B
4 \
/ v VLAN
VLANC | \ ¢
!
(VLAN-unaware | J VLAN B
End station) \ / (VLAN-aware
\ . Y End station)
~ —_— -

Figure D-2—Hybrid Links

Ona Hyhrid link the decisionto tagor not totaga frameis a functionof the VLAN andnota function d the
link itself, since bth formats areallowed. TheHybrid link canbethought of as the gemnal caseof both
Access andrunk links.
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D.2 Relationship with the P ort-based VLAN model
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D.2.1 Link types

A Hybrid link in which allframes are YAN-taggeds a Trunk Link. Corversely aHybrid Link thathasno
VLAN-tagged framegs anAccesslink. The distinction between Access anmifik becomes less imponta
in an actual implementian where all types oframes have to be handled. TheAcceptable frame ypes
paraneter (8.4.3pnllows control tobe exerted wer the recption of frames that do not carry VLAN identif
cation information(i.e., untagged awl priority-taggedrames). Depnding upon the due d the parameter
the decision is ta as to whether tdiscard the framer to add inVLAN information. The more general
implementaton will allow all types & frames (VLAN-taggd, prioritytagged, an urtagged)to be pesent,
hence allinks are conceptually Hybridinks.
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The VLAN modeldefned in this stamardessetially takes the view thatall links are Hyrid Links. It is then

up to the systeradministrator to determinéhrough appropriate applicatioof the managmentfunctions
availade inthe Bridge, wiether all lirks remainoperatig as H/brid Links, or whetheparticular links need

to be configured as Access Links drrunk Links, inother words,to explicitly configure somePorts to ds-
card intagged and pority-taggedframes. This alls the descriptio of the functionality of the Bridgto be
kept relatively simple, while retaining the petcal implementation and cagfiration mechanisms necessary
in order forthe other linktypes tobe derved. The Acceptable frameypes parametatoesnot allow config-
uration of a Port such that VLAN-tagged frasva@e discarded; hence, from theactical point of vie, the
distinction between an Access Liakd aHybrid Link is notone of Portconfguration;it is simply deter-
mined ly the presence @iserceof other degices onthat link thatgererate VLAN-tagged frames.

D.2.2 Use of other VLAN styles

This standardlefines a Port-based tagging ruéherdoy all untagged angriority-tagged frames recad

by aPort are classiéd as belonging to the VLAWhose VID (the PVID) is associated with that Port. This
Pat-based stylef operatimn should be viewed as te base leel of a possite hierarcly of VLAN styles,
each oneble toclassify untagged framseaccording to particular ingress rules. Examples of suchssigre
rulesmight include

a) MAC Address-based clagsidition; e.g., associatirgset of MAC Addresses with given VLAN 1D
in order to deifne the membershp of the VLAN;

b) Protocol-basedlassifcation; e.g.allocating VLAN membership on the basié the higherlayer
protocol informatiorcarriedin the frame;

c) Subnet-based classiéition; e.g.allocating VLAN membership on the basiklIP subnetaddressing
characteristics of frames.

For a given implementation, such rules might form a natural hieyarely., using the abe set, IP Subnet-
based taging might tale the highest priority If the paclet wes nd an IP packt,then taging is based othe
protocd beirg used: IPX oLAT. If some other protcol is in use (nblP, IPX, or LAT), thenthe classifca-
tion is basedn MAC Addressedlf the addesses in th frame danot match th address-based clasisiftions
thatareconfgured, then th®ort-basedule is applied.

Theresut of such ahierarchyis thata given ingress ruledefines the deéult thatis appliedif the higher pri-
ority rulefails to classify the frame, witkthe Port-based rulierming thelowestlevel, “catch-all” defult.

NOTE—Clearly if a given rulein the hierarch is able to classify all possibfeames, ten all rules bel that pointin
thehierarcly are efectively disabled.

Theaddition of further ingress rules in 8Q) Bridgescould be achiered
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d) As proprietary gtensions to tle existing specification;
e) As futurestandardizedxensions.

*3331 A pazTJoyinyg pue paiydtdRdog

Given that the startingointfor this standard ithat all links are HybridLinks, there is no need for such addi-
tional classfication ard tagging funcionality to exist within the Bridges thenseles;it would, for exanple,

be possible to delop “tagging enginesthat are capableof implementing more&comple classifcations
thanPort-basedlassifcation, and whictare placedbetweerthe 802.1Q Bridge Port and an Access Link.
Such a deice would provide a ridier functionality in tems of VLAN classifcation style, while remaining
compatible with Port-based VLAN ogaion.

“RTddY SUOT30TJ}S3Y
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Annex E
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(informative)

Inter operability considerations
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VLAN-aware Bridges that conform b this stardard areable b interoperate irBridged LANs with other
VLAN-aware BridgesHowever, the VLAN-basediltering service dahed in this standard, as prdedin
the contet of a singlespanningree forthe BridgedLAN, involves someonstraintson the netwrk topol-
ogy andindividual device cotiigurations that differ from the sebf constraintghat apply tathebuilding and
configurationof Bridged LANs based only on ISO/IEC 1588.

In addition, VLAN-aware Bridges are &b to intergoerate with Bridges conformant witthe ISO/IEC
15802-3 specitcation(or with the earlier ISO/IEC 10@3specifcation), as vell as with both priorityaware
and VLAN-aware endsystemsBoth the VLAN basediftering senice and tle tag irserticn and remwal ser-
vice of 802.1Q catseconstraiits onintermixed retwork topologies awl device confgurations that againdif-

fer from the huilding and confguration of ISO/IEC15802-3 standrd networks.

The implicatios of certairdevice confguratiors may rot be immediatelyapparetfrom the technical detail
of this standardin order to clarify the natue of the addtional corstraints,thefollowing sulxlauses

a) Describe the basic regemerts for interoperabity;

b) Discussthose requirements inthe context of homogeneots andheterogeneas corfigurations, with
examplesof some otheproblemsthat can occuif these requirements are raatheredo.

E.1 Requirements f or inter operability

There are tw primary aspects of trmnfguration ofa BridgedLAN that are ofconcern from the point of
view of intergoeralili ty:

a) Establishilg acorsistent viev of the staticiftering confguration of Bridjesin the Bridged_AN;

b) Ensuringthat untaggeftames are YAN-tagged(andthat thetag is subequently remweed) corsis-
tently regardlessof Spanning Teereconfgurations.

E.1.1 Static filtering requirements

Static filtering cortrols allow thenetwork adrmistrabr to impose devel of control over the permitted con
nectvity in the Bridged_AN, by setthg static MAC Addressiftersin the Fltering Databases oBridges,
and by controlling the etent of particlar VLANs by maripulation of Static \LAN Registration Entries
(8.11.2).

In order to ensure that end station to stationconnecwity (or the lack ofit) is consistent in all possible
Spanning Tee coffigurations, ary static fltersneedto be establistd taking accaint of the ful meshtopol-
ogy of the physical interconnectistetween Bidges in the BridgedlAN, not just the “normal” Sgnning
Treetopology towhich the network is cofigured when all Bridgs and LAN segmens areoperatingcor-
rectly. An example ofthe consequences d@ilureto establish consistent controls for static VLANtering is
giveninE.2.1.
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E.1.2 Configuration requirements f or VLAN-tagging

802.1Q Bridges classify incoming untagged framesybplyinga Port-based tagging rut ingress that
uses the PVID for the restig Port as the VLANclassifcation for suchframes. Maintainingconsistat

conrectiity between ay pair of end statiors thatare on the same VLANandwhere one or botlf those
end stations i¥ LAN-unaware,requires that

*3331 A pazTJoyinyg pue paiydtdRdog

a) All VLAN-awareBridge Ports that are connectedhesamel AN segmentapply aconsistensetof
ingress ruleg8.6);

b) Al VLAN-awareBridgePortsthat are connectead the saméegacy egion of a BridgedLAN apply
a consistent seff ingressules;

c) All VLAN-aware Bridge Ports that sen AN s@gments to which members of the same VLAN are
(or can bepttached apply eonsistentet ofingress rules.

“RTddY SUOT30TJ}S3Y
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A legagy region of aBridged LAN casists of ap set & LAN segmentsthat are pisically interconrected
via VLAN-unaware, ISO/IEC 158R-3 Bridges. A lgagy region has the property ah, by appropriate conig-
urationof the Spanning fEe, a Spanningrée pattcould be created betweany pairof LAN segmentsin
theregion swch thatthe pathwould pass aly throughVLAN -unaware Bridges.

NOTE—In case h)Spanning Tflee recorifjuration within the lgacy region can change the lagl connectiity between
the VLAN Portsand theLAN segments that the(directly or indirectly) sere. Hence, éSpanning Tee recorifuration
could result in ay endstations connected to thegacy region beirg serviced via ay of the VLAN-aware Ports. In
effect, such a recoigfuration redges case b) to case a). Figir@ and Figure E-8ive examges of this type of coig-
uration. In Figue E=2, the legacy region consists of all three LAN gments and both ISO/IEC 15802-3 Bridges. In Fig-
ure E-3,the legacy region consists of thteSO/IEC 15802-3 Bridgeand both LAN sgmerts to which it is attached.

An example of case c) is where an end station attached to a leaf lghiheseis in the sam€LAN as a semr that is
attachedto a distinct LAN segment, i.e., all possibl&panning Tee mths between theéwo stations pasthrough a
VLAN-aware ragion of theBridged LAN.

Theessence ofvhat these rulesxpresss that if a gven untaggeftamebelongsona givenVLAN, then the
taggingbehaior of ary VLAN-aware Bridgeshat are required to tag that frame needs to besdinee,
regardless of the logical connadty thatis created the Spanning fee confguration ofthe Bridged LAN.
Examplesof the consequences d@lfire to apply these rules appear in BIRIE.6.

E.2 Homog enous 802.1Q Bridg ed LANs

This standard requires weconsiderations inulding a BridgedLAN in which all Bridges are VLAN-
aware. The arbitrary plug and play capability of ISO/IEX5802-3 in creating a netsk topoloy is
restrictedwhen makingise ofthe VLAN extensions defed in this standard.

E.2.1 Consistenc y of static VLAN filtering

In order for stationshat are membersf a given VLAN to be able toreachother members othe same
VLAN elsewhere in the BridgedlAN, all Ports that are part of the SparmTree actve topdogy (i.e., all
Ports that are in forwarding state) connecting te&ations must be included in the Member Set (8.11.9) for
the gven VLAN. In order fa this comectiity to be irdepenént d ary recanfiguration d the Smanning
Treetopology, all paths amonghose statiog both forwardingandblocked, musthave this claracteristic.
Use of managemembntrolsto manipulate tb MemberSet (e.g.,ifters for secuity) must beapplied in a
mamer corsistent with requiiremens of the ful meshtopology of the BridgedLAN.

An inconsisteng ocaurs, forexample, ifa VLAN is restrictedrom anactive path, bt not froma redundat
path currenly blocked by the operationof Spaming Tree. Shold a Spaning Tree recorifjuration erable
the preiously blocked path,the restriction will no longer be in placin thereverse, éSpanninglree recon-
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figuration may sddenly impaea restrictionthathad rot previously existed. Acommonuse é suchman
agementestrictionwill lik ely arise frommanagersvho male use of an “accesgort constructAn access
port maybe a pat which is absent fronthe Memier Set(8.11.9)in all VLANs kut the untagged, default
VLAN. Should such an access port become the@ctinnection between twportions of the Bridged LAN
asa result ofa Spanning fieereconfguration all VLANS but that one will be partitioed atthat pont in the

topology.

3331 Ag PazTJoying pue paiyz

Spanning Tree

Block #2
Trunk style link /

(all VLANS)

RTddY SUOT30TJ}S3Y
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802.1Q Bridg es thr oughout

VLANSs 1-50
(1000 users)

VLANs 1-50
(1000 users)

Access style link
(VLAN 3 only)

Spanning Tree
Block #1

Figure E-1—Static filter ing inconsistenc vy

In Figure E-1thetrunkstylelink and access style lintkause a loop througheleft and right portions ahe

network.STP will block one or the ther Shoud the Spaning Treeblock at point #1 all 20 users may
communicateon ary of the 50 VLANSs. Havever, should theSpaning Tree blockat point #2, the lefand

right pations of the neterk will be partitioned on all VLANs excepting VLAN 3 (theVLAN carried via
the access stylenk.)

E.2.2 Consistent vie w of the “unta gged VLAN” on a given LAN segment

In the Port-bsed VLAN modeldefined in this standard, the PVID for a Port\pdes the VLAN classita-

tion for all frameon the attached LAN genent that are retved in untaggeéorm. Any LAN segment with
morethan oneB02.1QBridge attached hasichan“untagged \LAN" for each BridgeNo explicit require-
ment that these be consistent for alidges on the same LAN gment, nor mechanism to assure such, has
been includedh this standard.

Considerthe case of AN segment to which are atthed threeVLAN-aware Bridges, eacbf which is
capableof transmission ofintagge frames onto the LANgment. An untagged frame placedthatseg-
ment ly ary one of the Bridges will be associateddach of theothe two Bridgeswith their avn confg-
uredPVID for their receving port on that LANThe 802.1Q VLAN model requires thatich frame hae a
unique VLAN associdion, andthat associatiolis represated ty asingle, global VIDvalue. Therefore,jt
follows that all 802.1Q Bridges on thHaAN segment must mak use of the same PVID for their ports con-
nectedto that LAN s@ment.

It has beersuggested that in the special cadea direct point-to-pointconnection betwen two 802.1Q
Bridges orother VLAN-aware deices, other rules mighapply. No mechanism foidentifying such links
has yet been suggted.

This creates aonfiguration challenge for irstallers of Bridges that corformto this standard. Inial manag-
mert corfiguration of the Bridgs (the settingf PVIDs) must kB made casistent amig the Bridges, in a
mamer that tales into accounthe actuaphysicaltopology. Changs to the plysical toplogy mayrequire
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specifc changego the conifyuration ofall affected switchesThese requirementdfectively disallov a
plug-and-play installation as suported ly ISO/IEC158)2-3 Bridged LANS, uress allBridges ardeft with
theirdefault PVID configurationof PVID = 1.

*3331 A pazTJoyinyg pue paiydtdRdog

E.3 Heterogeneous Bridg ed LANSs: intermixing ISO/IEC 15802-3 (D) and
802.1Q (Q) Bridg es
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This clause dis@sesnetworls in which VLAN-awareBridges thatonform to thisstandard are termixed
with VLAN-unaware Bridges conformamd the ISO/IEC 1588-3 stardard

A principal limitation in intermixing Q Bridgeswith D Bridgesis that the VLAN filtering services are 1o
universally aailable throughout the Bridged LAN. Also, services foe insertion and remal of tagsare
not universally aailable. Furtherspanningreereconfgurations may causdtering services, as well @ag

insertim and remwal services, to &come wailable o becone uravailable indegndert of actons of

affected users.

E.3.1 Example: Ad ding an 802.1Q Bridg e to pr ovide filtering to an ISO/IEC 15802-3
network

Exampe prollems canbe shavn with the fdlowing topology diagams. Figue E-2 ircludes ae QBridge
and two D Brigjes:

Spanning Tree
Block #2 \ VLAN A Users
D

PVID=A

A server ~_]
Spanning Tree

B server —1 / Block #1

PVID=B

Q =802.1Q conformant Bridge %
D = ISO/IEC 15802-3 conformant Bridge

VLAN B Users

Figure E-2— Inter operabi lity with ISO/IEC 15802-3 Bridg es: example 1

If the Spanimg Tree protocotletermines toieaktheloop amorg the threeBridges ly blocking atpoint#1,
connectvity within eachVLAN is as desired. Heever, should the block occuat point #2, trafic from
VLAN A users will pass through both D Bridges, and be treated as VLAN Bctigfon arral in the Q
Bridge.Connetivity to theA sener will belost for theA users.
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E.3.2 Example: Ad ding an ISO/IEC 15802-3 Bridg e to a (pre viousl y) Homog enous
802.1Q Network

A similar problem, demonstratingehimpact 6 placinga D Bridge vithin an otherwise fromogenais Q
topology, canbe shavn by the confgurationin Figure E-3. Here wénclude two Q Bridges ancadda sirgle

redundan D Bridge:

Spanning Tree

A server
PVID=A Block #2
Q Trunk, or PVID=B \ 0
B server PVID=B PVID=A PVID=B

VLAN B Users

VLAN A Users

D ~— Spanning Tree
Block #1

Figure E-3— Inter operabi lity with ISO /IEC 15802-3 Bridg es: example 2

If STP determines torbak the lop amongthe three Bridgs by blocking at point #1connectiity within
eachVLAN is asdesired.The two Q switches operatas &pected.A and BVLAN frames areVLAN-
tagged on arvel in either Q Bridge, and forarded only to the appropriate sers. Nov suppose an STP
recorfigurationresults ina Hock at point #2, but not at 4. Thisredrects VLAN B user trdfic throuch the
ISO/IEC 15802-3 Bridge. VLAN B users no longewaaheir trafic identifably distinct from VLAN A. An
immediate consequencethat the VLANB users will no longehave access tthe“B sener”

E.4 Heterogeneous Bridg ed LANSs: intermixing ISO/IEC 11802-5 and 802.1Q
Brid ges

Translating Bridges (i.eBridges that relay betweefoken Ring/FDDI and 802.3/Ethernet LANSs) that
implementthe encapsulation techniques described in ISO/IEC 11802-H; RFC 1042, and IETF RFC
1390 can le intermixed with 8021Q Bridges uder certainlimited condtions. In ader tounderstandhe
limitations involved, it is necessary to descritdhat happes to the various tagged frame formats when
passed through Translating Bridge. Téframeformats shan in the following subclausease the ntation
thatis defned in Anrex C.

NOTE—Theexamples shan are not ghaustve; in paticular, theexamplesdo not mak useof the transparentagged
frame format on FDDIHowever, the exkamplesllustrate thenatureof the problems tat can occur with suchanslatios.

E.4.1 LLC-encoded ta gged frames rela yed from 802.3/Ethernet to T oken Ring or
sour ce-routed FDDI

A Trarspareh LLC-encodedrameon 802 3/Ethernet hathe followving form:

L-C-T/C,T: DA, SA,ETPID, TCI (CFlI reset)LEN, LLC, C-Data, RD, FCS

3331 Ag PazTJoying pue paiyz
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The Translating Bridge wilkecognizethe ETPID asan Ethernet ¥pe thatrequirestranslationinto an SPT
This efectively translateshe ETPID toanSTPID. The translateffamethereforeappears as folles:

*3331 A pazTJoyinyg pue paiydtdRdog

RCI, DA, SA (Rll reset) STPID, TCI (CFI reset) LEN, LLC, C-Data,PAD, FCS
Whereasa truetranslationof the tagged frame via an 802.1Q Bridgawd result in

L-C-T/R,T: RCI, DA, SA (RIl reset) STPID, TCI (CFI reset)LLC, C-DataFCS

“RTddY SUOT30TJ}S3Y
*RTUD 35N §,33SUADTT JO4 20-TT-2202 UD BueA RaJpny 03 pasuadT TeTdaew payiTdhdog

As can be seen, the resultant frame sigelty appears to be alid tagged frame; heever, it includes spu-
rious LEN andPAD fields, and is therefomot a \alid tagged frame.

A source-raitedLLC-encoded frameon 802.3/Etheret haghefollowing form:
L-C-R/C,T: DA, SA,ETPID, TCI (CFI set), L, RIF (NCFI=C), LLC, C-Data,PAD, FCS
The TrarslatingBridge generates

RCI, DA, SA (Rl reset) STPID, TCI (CFI st),LEN, RIF(NCFI=C),LLC, C-Data,
PAD, FCS

Whereasa truetranslationof the tagged frame via an 802.1Q Bridgauwd result in
L-C-R/R,T: RCI, DA, SA (RIl set), RIFSTPID, TCI (CFl reset)LLC, C-Data,FCS

Again, theresultant frame supécfally appears to be valid taggedframe; however, it includes spurious
LEN, RIF andPAD fields, the RIF information is not visible toyasourcerouting Bridges attached tthe
Ring medium, and th€FI indicates Non-canonicdhtawhere theactual data is Canonical.

NOTE—Similar prollems «ist for the dher two LLC-encoded famats,L-N-R andL-N-T, but the CFlcorrectly indi-
catesNon-camnical data in thérarslated frame.

In both cases, thefett of theTranslating Bridge is symmetrical; passing thisidid frame back througthe
Translating Bridge restes it to a @id tagged frame formabn 802 3/Ethernet.

Corsequently,

a) The translated frames cannot be correctly interpregedUAN-aware end stations attachemthe
Ring medum;

b) In both cases, an802.1QBridge thatattempts to otag the trarslatedframeswill generate ivalid
untageged frames;

c) Any 802.1QBridge that attempts to ley the translated frames back orffiaken Ring/FDDI will
gererate irvalid tagged frames;

d) Inthe case ofhesource-routed frameyy sourcerouting Bridges attached the Ringwill treat the
frameas atransparent frame;

e) As the efect ofthe Trarslating Bridge issymmetric, passinthe framethroughan even numbeiof
suchtranslations beforengt 802.1Q deice attempts to interpret the frame formedults in correct
operation ofthe 802.1(evices.

E.4.2 Ethernet T ype-encoded ta gged frames rela yed from 802.3/Ethernet to T oken
Ring or sour ce-routed FDDI

A Trarsparemn Etherret Type-errodedframeon 802.3/Etherat hashe folloving form:
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E-C-T/C,T: DA, SA,ETPID, TCI (CFI reset)PT, C-Data,FCS

TheTrarslatingBridge generates:
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RCI, DA, SA (RIl reset) STPID, TCI (CFI reset) PT, C-Daa, FCS

Whereasa truetranslationof the tagged frame via an 802.1Q Bridgawd result in
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E-C-T/IR,T: RCI, DA, SA (RIl reset) STPID, TCI (CFl reset) SPT C-Data, FCS

The resultant frame is supieiflly a valid tagged frame, Uit carries an untranslatdtthernet Jpe where
there sbuld be a SNAP-encodecEthernet Type.

A source-rotedEthernet Type-encdedframeon 802.3/Etlernet has the following form:
E-C-R/C,T: DA, SA,ETPID, TCI (CFI set), PTRIF (NCFI=C),C-Data, FCS
The TrarslatingBridge generates
RCI, DA, SA, STPID, TCI (CH set),PT, RIF (NCH=C), C-Data,FCS
Whereas truetranslationof the tagged frame via an 802.1Q Bridgauld result in
E-C-R/R,T: RCI, DA, SA (RIl set) RIF, STAD, TCI (CFl reset),SPT, C-Data,FCS
Again, the resultant frame is supieifilly a valid tagged frame, Wit carries an untranslated Etherngpé&
wherethereshould be a SAP-encodedEtherng Type, and carriesa spuriousRIF field. The CFl is also

incorrect.

NOTE—Similar problemsdst for the othetwo Ethernet ¥pe-encodedormats, E-N-R and E-N;Tut the CFI cor-
rectly indicates Non-canonicdatain the translated frame.

In both cases, thefett of theTranslating Bridge is symmetrical; passing thisiid frame back througthe
Translating Bridge restes it to a @id tagged frame formabn 802 3/Ethernet.

Corsequently,
a) The translated frames cannot be correctly interpreyedLAN-aware end stations attachealthe
Ring medum;
b) Any 8021Q Bridge that attempts to untag the ranshted frameswill generae invalid untagged
frames;

c) Any 802.1QBridge that attempts to ley the translated frames back offimken Ring/FDDI will
gererate irvalid tagged frames;

d) Inthe case ofthesource-routed frameyry sourcerouting Bridges attached the Ringwill treat the
frameas atransparent frame;

e) As the efect ofthe Trarslating Bridge issymmetric, passinthe framethroughan even numbeiof
suchtranslations beforenst 802.1Q deice attempts to interpret the frame formegults in correct
operation ofthe 802.1(evices.

E.4.3 LLC-encoded ta gged frames rela yed from Token Ring or sour ce-routed FDDI
to 802.3/Ethernet

A Transparen LLC-encodedrameon Token Ring/FDD has the fthowing form:
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L-C-T/IR,T: RCI, DA, SA (RIl reset) STPID, TCI (CFl reset)LLC, C-DataFCS

The TrarslatingBridge generates

*3331 A pazTJoyinyg pue paiydtdRdog

DA, SA,ETPID, TCI (CFl reset)LLC, C-Data,PAD, FCS

Whereasa truetranslationof the tagged frame via an 802.1Q Bridgauwd result in
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L-C-T/C,T: DA, SA,ETPID, TCI (CFI reset)LEN, LLC, C-Data, RD, FCS

As can be seen, thresultant frame supécfally appears to be aalid tagged framehowever, it is missing
the LEN feld,and isthereforenot avalid taggedrame.

A source-ratedLLC-encoded frameon Token Ring/FDDI hasthe folloving form:
L-C-R/R,T: RCI, DA, SA (RIl set), RIFSTPID, TCI (CFl reset)LLC, C-Data,FCS
The TrarslatingBridge generates
DA, SA,ETPID, TCI (CFl reset)LLC, C-Data, RD, FCS
Whereasa truetranslationof the tagged frame via an 802.1Q Bridgawd result in
L-C-R/C,T: DA, SA,ETPID, TCI (CFlI set), LN, RIF (NCFI=C), LLC, C-Data,PAD, FCS

Again, the resultanframe supei€ially appears to beelid tagged frame, Wt is missing the LENiéld. The
RIF information has been lost.

Similar problemsexist for the othertwo LLC-encoded formats, L-N-Rnd L-N-T, but in addition,the CFI
will be set, indicating the presenckaRIF in the tag header when sachRIF field exists.

In both casesthe efect of the TanslatingBridge isalmost symmetrical; sing the iwalid frame back
through the Tanslating Bridge restores it éovalid tagged frame format on 802.3/Ethernet, Wwith the loss
of ary source-routingnformationthat mayhave been present, and the inclusidra FAD field if the original
frame onthe Ring medium had been small.

Corsequently,

a) The translated frames cannot be correctly interpregedUAN-aware end stations attachemthe
Ring medum;

b) Any 8021Q Bridge that attempts to untag the transhted frameswill generae invalid untagyed
frames;

c) Any 802.1QBridge that attempts to ley the translated frames back offilaken Ring/FDDI will
gererate irvalid tagged frames;

d) Any source-routing iformationis lost;

e) As the efect of the TanslatingBridge is almost symmetric (the Ri$-lost, and there may be AP
included), passing the frame thrdugn &ennumber of sgh trarslations befae ary 802.1Q deice
attempts to interpret the frame format results in correct operation of the 80%it€sdas long as
thosedevices are not sensit to thepresence of spuriolB\D information.
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E.4.4 Ethernet T ype-encoded ta gged frames rel ayed from Token Ring or sour ce-
routed FDDI to 802.3/Ethernet

*3331 A pazTJoyinyg pue paiydtdRdog

A TrarsparentEthernet Type-ercoded frame carryim Canoiical data on dken RingFDDI has the fdowing
form:

E-C-T/R,T: RCI, DA, SA (RIl reset) STPID, TCI (CFI reset) SPT C-Data, FCS

RTddY SUOT30TJ}S3Y
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The TrarslatingBridge generates
DA, SA,ETPID, TCI (CFl reset) SPT C-Data, FCS
Whereasa truetranslationof the tagged frame via an 802.1Q Bridgawd result in
E-C-T/C,T: DA, SA,ETPID, TCI (CFI reset)PT, C-Data,FCS
As can beseen, the resultant frame supadly appears to be aalid tagged frame; heever, the SPT has
not urdeigone translatiorto aPT. End statiors encountering this frame on802.3/Etrernet wouldornly be

capableof interpreting it ifthey wereableto recognize the SPT as an embeddtitrneflype.

Translating Caonical source-routethernet ype-ercodedinformation poduces similar resultqut with
the addtional loss ofthe saurce-roding information.

A Transgrent Ethernetype-encodedrame carryig Non-canoical informatian on Token Ring/FDDI has
the fdlowing form:

E-N-T/R,T: RCI, DA, SA (RIl reset) STPID, TCI (CFI t), SPT, N-Data,FCS
TheTrarslatingBridge generates:

DA, SA,ETPID, TCI (CFI set), SP,IN-Datg FCS
Whereas truetranslationof the tagged frame via an 802.1Q Bridgauwd result in:
E-N-T/C,T: DA, SA, ETPID, TCI (CFI set), PTRIF (NCFI=N), N-Data,FCS
Again, theresultant frame supécfally appears to be @did taggedframe, lut the SPT hasot been trans-
lated to a P;Tand the RIRs notpresent in the tag head@ny 802.1Qdevice will thereforeinterpret the ifrst

N octets othe N-Dataifeld asif it was the RIE

Translating No-caronical sairce-raited Etherret Type-encodd information prodces similar results,ub
with the addional loss of tlke souce-rouing information.

In both cases, the fett of the Tanslating Bridge is almost symmetrical; passing thiglith frame back
through the Tanslating Bridge restores it éovalid tagged frame format on 802.3/Ethernet, Wwith the loss
of ary saurce-raiting information tlatmay hae been presen

Corsequently,

a) The translated frames cannot be correctly interpregedUAN-aware end stations attachemlthe
Ring medum;

b) Any 802.1QBridge that attempts tauntag translated frames carryinggMNcanoical information
will gererate irvalid untaggedframes;
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c) Any 802.1QBridgethat attemptso relay untag translated frames carrgiflon-canonical infona-
tion backonto Token RingFDDI will gererate irvalid tagged frames;

d) Frames carrying Canonical information can be successfully untagged or relayed in tagged form
using other MAC methals, as lmg as the 82.1Q Bridye is capablefacorrectly hadling the embed
ded SPT

e) Any source-routing iformationis lost;

f)  As theeffect ofthe Translating Bridge is symntéc (apart fromthe loss oRIF), passing the frame
through an e/en rumber o suchtranslations &fore ary 8021Q device attempts tanterpret the
frameformat results in correct opation ofthe802.1Q deices.

*3331 A pazTJoyinyg pue paiydtdRdog
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E.4.5 Conclusions

Except forthe limited case of relaying Camoal Etherret Type-encoéd information fron 802.3/Ethernet to

Token Ring/FDDI, the translation tit a taggd frame adegoes whemassing throgh a TanslatingBridge
renderghe frame uninterpretableybany 802.1Q deice (either end statioor Bridge), unless the frame has
passed thragh an g@en nunber of Trarslating Bridges before the 01Q deice attemps to interpret the

frame. Inregions where an odaumber of traslations hae occurred, sarce-raiting informationis rendered

invisible to source routing Bridges in some cases. In the other cases, source-routing information is lost after
the first transldion.

Corsequently, the use of TranslatingBridgesintermixed with 8021Q Bridgesis feasible only if

a) An evennumber of translations (or zero translations)xpegienced ¥ ary tagged frame that is
transmittecbetween ag pair of 802.1Qaware deicesin the Bridged LAN;

b) The loss of source routing capabildggross some gions of the BridgedlAN is accetable; specif
cally across rgions wherehe frst Translating Bridge encountereg b correctlyformatted tagged
frame will relay the frame fromloken Ring/FDDI to 8@.3/Ethernet;

c) End stations are not sengdito receiing LLC-encoded frames that\eFAD octets added tthe
LLC user data.

E.5 Heterogeneous Bridg ed LANSs: intermixing 802.1Q Bridg es with ISO/IEC
15802-3 Bridg es

The specitcation in this standar@r the useof GMRP in VLANs (11.2)makesuse of VLAN-tagged frames
to signal the GIP Conké thatapplies to theegistration information carried in GMRP PDUs. \Deesthat
implement B1RP as spediéd inISO/IEC 158®-3 will regard swch frames as badly fmed GMRP frames,
and will therefore discarthemon receipt. Using an ISO/IEC5802-3Bridgeto interconnect tw or more
LAN regions containing 802Q devices that imgement GMRPwill thereforeprevent GMRP information
propagtion betweenthe 8@.1Q rgions, with attendnt efectsupon the forwardng behavior of both the
ISO/IEC 158@-3 and 802.1QBridgesin the LAN. This corfiguration can be made twork if the ISO/IEC
15802-3 Bridge is statically coigfuredwith

a) An All Groups entry intheFiltering Datalase, specifyindrRegistration Fixed on allPorts, and
b) The GMRP Protcol Administrative Control parameters st disable GMR on allPorts.

As the Bridgeno longer supports the GMRRapplication, it willforward GMRP PDUs on all Ports that ame
Forwardng. The efect of thisis to canfigure the ISO/IEC 1802-3 Bridg to behae in the same marer as
an ISO/IEC1003 Bridge.

PlacingISO/IEC 15802-3 Bridges araundthe periphery 0in802.1Q-based BridgeldA N works correctly
as lomg as, fora given ISO/IEC 58023 Bridge, the 82.1QBridges conectedto the same sgment(s)are
configuredto untag ap VLAN s that are releant to the GMRP operatim of the ISO/IEC 153023 Bridge.
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The ISO/IEC 15802-3 Bridggenerates untagged GMRP frames, whiclBh# 1Q Bridgeslassifyaccord-
ing to the aue of the PVID for the reception Port; in a simple dagunfation of the 802.1@ridges, the
Pats that connecto the ISO/IEC 1582-3 Bridge are cdigured fa the PVIDVLAN to be utagged on
egess.

*3331 A pazTJoyinyg pue paiydtdRdog

NOTE—There may be siationswhere moe comple& confgurations areequired,in which VLANs other than the
PVID are cafigured untaggeth order to maintain theorrectlSO/IEC 15802-3 Bride filtering behaior.
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The efect of this type of cofiguration is that all rgistratims propagted ky a gven ISO/IEC 1582-3
Bridge on a gien (Port-based) VLANareseen i all other ISO/IEC 158023 Bridges sered ty 802.1Q
Bridgesfor which that VLAN is corfigured for utagged @ress.The fltering betavior of the ISO/IEC
15802-3 Bridges is therefore gernedonly by the behavior of other devices(both ISO/IEC 158R-3 and
802.1Q) that e attachedo the sene VLAN.

E.6 Intermixing 802.1Q V ersion 1.0 Bridg es with future 802.1Q Bridg es

The discussiombore on intermixing Q Bridges with D Bridges haslisectanaloguen the plan to preide
a simple VLAN stardard (Q version 1.0)initially, ard later to preide extensims to tle sandard (Quersion
2.0 on) which gtends the VLA capabilities to suppbmore s@histicatedngress rules foframe classif
cation. Someof the tgology restrictions will probably be similar the “Q intermixed with D" cases.

E.6.1 Example: Intermixing La yer 3 Ingress Rules

Consider the case wheae'Qv2” switch capability isspecifedallowing for classifcation of framedby pro-
tocd. This would allow supprt for IP ard IPX as distinct VLANs. The ftowing diagram mighapply
whena Qv2Bridge is addedo a wersion 1.0 toplogy to allov users of two prmcolsto participate intwo
separate VLANS:

Spanning Tree

Block #2
IP server
\
Qvl Trunk Qv2
IPX server PVID=IP-VLAN
VLAN IP Users Dual protocol
i Users
- or [+ Bl
Qv1 = 802.1Q version 1.0 oc

Qv2 =802.1Q version 2.0

Figure E-4—Interoper ability between Q versions 1 and 2

Corsider this network when STP hablocked at point #1 andnot at #2 The ugper Q\l switchoperatesas
expected, and the Qv2 switch pridesprotocol based clasgifitionfor the frames receéd from the dual
protocd users. IP ath IPXVLAN framesare VLAN-tagged o the trunks to androm the yppermost Bridge
andseners.Butif a STP recondurationshoud result ina blockat pint #2, but nat at #1, actvating trafic
through the laver Qv1 Bridge, dual protocolusers ill have all their trafic treatedcaspart d the IP-VLAN.
An immediate consequence is that the uppermost Bridge will no longad@rinem access to the “IPX
sener.”
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E.6.2 Differing vi ews of unta gged traffic on a gi ven LAN segment

Further challengearise when one considers the case whereraeQ Bridges, some ofwsion 1 and some
of version 2, all atach tothe sare LAN seggment. Again, the rde thatary given frame gists in exactly one
VLAN requires that all d these Bidges be confjured wih the sane ingress riles. In ths case, th Q1
Bridges will pravide a least common pability, and further requireommon corifurationof the PVID.

*3331 A pazTJoyinyg pue paiydtdRdog
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E.6.3 Inter operability with 802.1Q V ersion 2.0 off ering m ultiple spanning trees

Several very different architecturefor multiple spannirg tree supprt have beendiscussed, it hone dfine
anarchitecture sdiciently for analysis binteroperabilitywith the version 1.0definedin thisstandard. The
beneits of such an architectureveabeen discussed, and among these are relaxation gf loaanot all, of
the restictions discussed inhis subclase. In paricular, the multiple spanmig tree mdels appear to tdr
easier mtegration within both honmogerous erironments and in netvorks irtermixing D Bridges with muti -
ple spannindgree VLAN-avaredevices.
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Annex F
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(informative)

Frame translation considerations
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When relaying frames betweenfdifent MAC methods, there are a number of frame translations that may
be required, depeing upa the sairce anl destination MA methals concerned, thtagging state of the
received and transmitteflames, and thdatacarriedwithin the frames:

a) Ifthe sarce anl destiration MAC methods ifer, then the werall format of the receed frame must
betranslated into théame format required for the MAonto whichthe frame will be transmitted.
Thedetails of the frame translation this level isdefined ly the deimition of the InternaSublayer
Senice (ISQIEC 158023, 6.4), the suport of the internal subyer service ypspecifc MAC prcce-
dures (ISO/IEC 1B02-3, 6.5),and the staratds that define the spedi€ MAC procedues con
cerned.

b) If the receved frameis being relayd in tagged format between fdifing MAC methods, or if the
tagging state is to change, then the tag headsr require translation, insertion, mmoval as
defined in ths stardard

c) If Ethernet Jpe-encoded data is being carriedlie frame, then thiarmatof thatdata mayequire
translation as dafed in ISQIEC 118025, IETF RFC D42, and IETF RFC 1390 hese translations
are essentiallyconcerned with preiding a standardizedneansof representing Etherhelype-
encaled frames omANs that hase no inheren ability within their MAC procedures toepresen
Ethernet Ype \alues (i.e., LANMACs wherethe “native” link layer protocois LLC), and ensuring
that the frameranrslation in thereverse directiorresults in the correct fmat onthe 802.3/Ethernet
LAN. The mechanisms speiafl in thesestandards are based aroundukeof SNAP encodingo
carry Ethernet yipevalues in natie LLC-encodedervironments, and the use of translation tables to
control the reerse translation ithis should be necessary

One aspect that is not fully wered in thestandardsnentioneds the issue ohow differences in bit ordering
between MAC methods can f&ct thedata translatiomequirements. & the majority of data relayedyba
Bridge, these dirences in bit ordering are not an issue; although the bit ordering Gf ddfa “onthe
wire” may difer betveen MAC metlods, the resentdbn of that data within the relay functon of the
Bridge is independent of tteederof transmission or recepti@adopted #p thevarious MACs.

An exceptioncanoccur whenthe data arried in aframeincludesMAC Addressvalues;for example, in IP
ARP paclets. There are twformatsused in LANs whemepresenting MAC Address values in MAC user
data:

d) Canonical format;
e) Non-canonical format.

The octet oderingis identical in bth cases (thdirst octetput into the mac_seice_data_unit ishe left-
most octet of the address e writtendown usinghexadecimal ntation asdefined inSection 5 ofEEE Std
802); however, thebit ordering within eacloctet differs:

f)  Canonical format: The least sigiedint bitof eachoctetof the standartiexadecimal representation
of the address (see IEEE Std 802-1990) repredmlisast-signifcant(LS) bit of the corresponding
octetof the Camnical format otheaddress;

g) Non-canonical format: Thmost signifcant bitof each octeof the standarthiexadecimal represen-
tation of theaddres (see IEEE Std 802-199@)presats the least-signi¢antbit of the correpond-
ing octetof the Canonical format of tredress.
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Idealy, asingle foromat would be used in alplaces; havever, both can be used, depeind on the MAC

metiod concerned.The native format used hn MACs where th bit trarsmissionorder s LS bit first

(e.g, IEEE Std 802.3 and ISO/IEC 8802-4), and also in FDDI, is the Canonical format; GsMAere
the bit tansmission order isiost-signifcant MS) bit first (e.g., 8O/IEC 8802-5),Non-canonical for-
matis used A further complication heres that the format useds notconsisent across alhigherlayer
protocds (sane wse asinge format regardiessof MAC mehod, others use thenaive format forthe

underlying MAC method), ard thee is nosinde stamard tha specifies which pratocols carry embedl-

ded MAC Address information or thieermat in which thg cary it.
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Clearly in order forthe recipients oframes carrying embedded addregsrmationto beable to interpret
MAC Address information correctlit is necessargitherto include informationn the framethat species
which formatis in use, orfor Bridgesto madify the famat of tre information appropriately wherelaying
frames betwerregions of thenetwork whee the &pected formatliffers for theprotocol being carried.

In “TranslatingBridges” (Bricges that relay @ween dffering MAC metlods,basedon ISOIEC 158023,

ISO/IEC 118®2-5, IETF RFC 182, and IETF RFC 13B—i.e., in Bridgng Furction B1 inFigure C-2), the
latter approach is thenly option,as therds no way that additional information can be carriedliie frame
in order to denify the entbedded format. Gonsequetly, in order for sucha Bridge tosuccessfullytrarslate
emledded addressnformation, it reeds to be alte to recogize the higher layer mtocol carriedin the

frame, and act accordingly

In VLAN-awareBridges, the information carden theCFI (andin the NCFI bitof the RIF, in 802.3/Ether-
net frames) pnades a direct indication of the format of embedded addresses. Hegycegrasiderations
related to transtang the format oembeddedaddresses cabe conined to Bridges whera frame is receed
untagged and the tag header is inserted on transmiesimteved taggea@nd the tag header is revea on
transmision.
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