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I, Mary K. Bolin, declare as follows:

l. [ am Emeritus Professor at the University of Nebraska, Lincoln
Libraries. I have held the following positions: Professor and Catalog and Metadata
Librarian, Digital Initiatives and Special Collections Department, University of
Nebraska—Lincoln Libraries (2015-2020); Professor and Chair, Discovery and
Resource Management and Coordinator of Collection Development, University of
Nebraska, Lincoln Libraries (2004-2015); Lecturer, San Jos¢ State University
School of Information: Lecturer, (2008—present); Head of the Technical Services
Department, University of Idaho Library (1993-2003; promoted to Professor in
1999); Head of the Cataloging Department, University of Idaho Library (1986—
1993; promoted to Associate Professor and tenured in 1991); Head of Records
Maintenance Section, Cataloging Department, University of Georgia Libraries
(1981-1986).

2. Over the course of my work as a librarian, professor, researcher, student
research supervisor, and author of numerous scholarly papers and other publications,
I have had extensive experience with cataloging records and online library
management systems built around Machine-Readable Cataloging (MARC)
standards. I also have substantial experience in authenticating printed documents
and establishing the date when they were accessible to ordinarily skilled researchers.

3. Attachment A is my full resume.
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4, I have been retained by counsel for Dell Technologies Inc., Dell Inc.,
and Cisco Systems, Inc. (collectively, “Defendants”) to evaluate, authenticate, and
establish the dates of public availability of certain documents in the above-captioned
cases. For my time performing this service, I am being paid my usual hourly fee. 1
have no financial interest in this litigation, or affiliation with Defendants. My
compensation is not dependent upon the outcome of, or my testimony in, this
litigation or any other proceeding, including before the U.S. Patent Office.

A. Documents of Interest

5. The documents that are the subject of this declaration are the following:
e Document 1. IEEE 802.1Q-1998:

IEEE Standards for Local and Metropolitan Area Networks: Virtual Bridged Local
Area Networks

B. Methodology

6. I searched each this document in the OCLC database, Google Scholar,
and one or more subscription databases such as IEEE Xplore and ACM Digital
Library. I also searched the library catalogs of institutions such as the University of
Nebraska—Lincoln and other large research libraries. My goal was to find a record
in one of these databases that contained a date indicating when the document was
available to the public.

7. Use of MARC Records. The “Machine Readable Cataloging” standard,

also known as “MARC,” is an industry-wide standard method of organizing library
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catalog information. The Library of Congress first developed MARC in the 1960s.
A MARC-compatible library is one that has a catalog consisting of individual
MARC records for each of its works. Today, MARC is the primary communication
protocol for the transfer and storage of bibliographic metadata in libraries.

8. OCLC is a database of MARC records used by libraries worldwide.
When an OCLC-participating institution acquires a work, it creates a MARC record
for this work in its computer catalog system, and OCLC automatically supplies the
date of creation. The MARC record creation date reflects the date on which (or
shortly after) the item was first acquired and catalogued. Once the MARC record is
created by a cataloger at an OCLC-participating member institution, it is
instantaneously available to any OCLC-participating members, and, therefore
available to the public.

9. A MARC record comprises several fields, each of which contains
specific data about the work. Each field is identified by a standardized, unique,
three-digit code corresponding to the type of data that follows. For example, a
work’s title is recorded in field 245, the primary author of the work is recorded in
field 100, an item’s International Standard Book Number (“ISBN”) is recorded in
field 020, an item’s Library of Congress call number is recorded in field 050, and
the publication date is recorded in field 260 or 264 under the subfield “c.” If a work

i1s a periodical, then its publication frequency is recorded in field 310, and the
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publication dates (e.g., the first and last publication) are recorded in field 362, which
is also referred to as the enumeration/chronology field. The library that created the
record is recorded in field 040 in subfield “a” with a unique library code. When
viewing the MARC record online via OCLC’s Connexion database, hovering over
this code with the mouse reveals the name of the library. I used this method of
“mousing over” the library codes in the OCLC database to identify the originating
library for all of the MARC records in this declaration, as well as the “display
holdings” command to see a list of libraries that own the item. In the MARC records
in the OCLC Connexion database, MARC field 040 contains the OCLC symbols of
institutions transcribing, creating, and modifying the record.

10.  OCLC was created “to establish, maintain and operate a computerized
library network and to promote the evolution of library use, of libraries themselves,
and of librarianship, and to provide processes and products for the benefit of library
users and libraries, including such objectives as increasing availability of library
resources to individual library patrons and reducing the rate of rise of library per-
unit costs, all for the fundamental public purpose of furthering ease of access to and

use of the ever-expanding body of worldwide scientific, literary and educational
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knowledge and information.”” Among other services, OCLC and its members are

responsible for maintaining the WorldCat database (http:/www.worldcat.org/),

which 1s used by independent and institutional libraries throughout the world.
OCLC is the international cooperative to which libraries catalog records and others
pay to access MARC records. The MARC records referenced in this declaration,
extracted from the OCLC database, were generated in the ordinary course of
business. Further, I personally located and downloaded each of these records
associated with the documents on which my declaration focuses.

11.  OCLC provides its members online access to MARC records through
its OCLC Connexion database. When an OCLC member institution acquires a work,
it creates a MARC record for this work in its computer catalog system in the ordinary
course of its business. MARC records created at the Library of Congress are batch-
loaded into the OCLC database through a subscription to MARC Distribution
Services daily or weekly. Once the MARC record is created by a cataloger at an

OCLC member institution or is tape-loaded from the Library of Congress, it is then

' Third Article, Amended Articles of Incorporation of OCLC Online Computer

Library = Center, Incorporated (available at  http://www.oclc.org/en-

US/membership/councils.html).
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made available to any other OCLC members online, and, therefore, made available
to the public.

12.  When an OCLC member institution creates a new record, OCLC
automatically supplies the date of creation for that record. The MARC record
creation date reflects the date on which, or shortly after which, the item was first
acquired or cataloged.

13.  The date of creation for the MARC record appears in the fixed field
(008), characters 00 through 05. Field 005 is a 16 digit field that records the Date
characters yyyymmdd including 4 for the year, 2 for the month, and 2 for the day.
The Date entered on file never changes. These dates are automatically supplied by
the OCLC system and cannot be changed by the user. When the MARC record is
created in OCLC, it is available throughout the world to other libraries and in
WorldCat, the public version of OCLC Connexion. Thus, the date of creation of the
MARC record by a cataloger at an OCLC member institution reflects when the
underlying item is accessible to the public.

14.  For Document 1, I included a search of OCLC, www.oclc.org, which is

a large shared database used by libraries around the world to create and exchange
cataloging data, using MARC format, which is a universal communications format

for that data.
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15.  For those documents for which there is a record in OCLC, I determined
when the record was created and which libraries own the item. I then visited the
website of the library or libraries that own the item, searched their library catalog,
and determined when the item was added to the library’s collection.

16. Iam familiar with many online catalogs, databases, and search engines.
In preparing for this declaration, I used authoritative information systems such as

the above-mentioned WorldCat (https://www.worldcat.org), the online catalog of the

Library of Congress (https://catalog.loc.gov), shared research databases such as

ResearchGate and CiteSeerX, the online catalog of a number of large research
libraries such as the University of Nebraska—Lincoln, IEEExplore, and Google
Scholar search for records. These records are identified and discussed in this
declaration.

C. Document1
17. The following are my opinions with respect to the authenticity and
public availability of Document 1 IEEE 802.1Q-1998: IEEE Standards for Local and
Metropolitan Area Networks: Virtual Bridged Local Area Networks
1. Authentication of Document 1

18.  Document 1 is found in IEEE Xplore with a publication date of March

8, 1999.
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19.  The PDF properties for Document 1 in IEEE Xplore have a creation
date of March 2, 2000.

20. A Master’s thesis from the Naval Postgraduate School that cites
Document 1 was found in the Defense Technical Information Center (DTIC) with a
publication date of December 1, 2001.

21. The PDF properties for that Master’s thesis have a creation date of
December 20, 2001.

22.  Attachment B is a PDF of the IEEE Xplore results for Document 1.

23. Attachment C is the PDF of Document 1 downloaded from IEEE
Xplore.

24.  Attachment D is a screenshot of the PDF properties of Document 1
downloaded from IEEE Xplore.

25.  Attachment E is the PDF of the search results for the master’s these that
cites Document 1 in the DTIC database.

26. Attachment F is the PDF of the master’s thesis that cites Document 1
downloaded from the DTIC database.

27. Attachment G is a screenshot of the PDF properties of the master’s
these that cites Document 1 downloaded from the DTIC database.

2. Public Availability of Document 1
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28. Based on the facts that Document 1 is found in IEEE Xplore with a
publication date of March 8, 1999 and PDF creation date of March 2, 2000, and that
it is cited by a Master’s thesis from December 1, 2001 with a PDF creation date of
December 20, 2001, it is my opinion that Document 1 was available in March 1999,
and no later than December 2001, and could have been located by a skilled

researcher.

I hereby declare that all statements made herein of my own knowledge are
true and that all statements made on information and belief are believed to be true;
and further that these statements are made with the knowledge that willful false
statements and the like are punishable by fine, imprisonment, or both, under Section
1001 of Title 18 of the U.S. Code. I state under penalty of perjury under the laws of

the United States of America that the foregoing is true and correct.

Executed this 30th day of November, 2022, in Lincoln, Nebraska.

Mary K. Bolin
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Attachment A
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Mary K. Bolin, PhD
2433 U Street
Lincoln, Nebraska 68503
marv@marvkbolin.com

Mary K. Bolin, PhD

Professor Emeritus

University Libraries

University of Nebraska—Lincoln
mbolin2@unl.edu

Lecturer,

School of Information
San José¢ State University
mary.bolin@sjsu.edu

EDUCATION

PhD, Educational Studies (Educational Leadership and Higher Education), 2007, University of
Nebraska

Dissertation: A Typology and Discourse Analysis of the Status and Appointments of Librarians at
Land Grant Universities (available at digitalcommons.unl.edu)

MA, English, 1999, University of Idaho
Thesis: Grace: A Contrastive Analysis of a Biblical Semantic Field (available at

digitalcommons.unl.edu)

MSLS, 1981, University of Kentucky
BA, Linguistics, 1976, University of Nebraska—Lincoln
WORK EXPERIENCE

Center for Digital Research in the Humanities. Fellow, 2019- Emeritus, 2020-
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University of Nebraska--Lincoln Libraries: Professor and Catalog and Metadata Librarian,
Digital Initiatives and Special Collections, 2015-2020. Emeritus, 2020-

University of Nebraska—Lincoln Libraries: Professor and Chair, Discovery and Resource
Management, 2004-2015; Coordinator of Collection Development, 2012-2015

University of Idaho Library: Head, Technical Services Department, 1993-2003. Promoted to
Professor in 1999

University of Idaho Library: Head, Cataloging Department, 1986-1993. Promoted to Associate
Professor and tenured, 1991

University of Georgia Libraries: Head, Records Maintenance Section, Cataloging Department,
1981-1986

Teaching:
San José State University School of Information:

LIBR 281, Metadata. 2009-

LIBR 248, Introduction to Cataloging and Classification. 2013-

LIBR 202, Information Retrieval. 2008-2013

Associate Coordinator, Gateway PhD program, San Jose State University, 2021-

American Library Association

Cataloging for Non-Catalogers, Online Continuing Education Course, 2017-
Intermediate Cataloging for Non-Catalogers, Online Continuing Education Course, 2018-

Lyrasis

Webinar on BibFrame, taught twice a year, 2020-
Quick and Clean Cataloging, Parts 1, 2, and 3. 2022-

Independent Study in Idaho
Library Science C415, Technical Services for Small Libraries, 2004-2013

Library Science C416, Library Services to Rural Libraries, 2004-2013
Library Science C422, Use of the School Library, 1999-2013
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Library Science C425/525, Organization and Management of Small Libraries,
1988-2013
Library Science C427, Library or Media Center Practicum, 1995-2013

Gateway PhD Program (San Jose State University and Queensland University of Technology).
SJSU supervisor for two PhD students, 2015-

Gateway PhD Program (San Jose State University and Manchester Metropolitan University).
Associate Coordinator, 2021-

Consulting
Expert witness for multiple attorneys employed by Wolf, Greenfield & Sacks, P.C.,
Hughes Hubbard & Reed LLP, and other firms. 2017-

Editing
Language and academic editing for EditSprings, a service for international scholars, 2020-

SCHOLARSHIP

Refereed Publications:

(Publications available from digitalcommons.unl.edu)

Bolin, Mary K. (2022). “Academic Libraries and Writing Centers: Collaborations at US Public

Research Universities.” School of Information Student Research Journal, 11(2). Retrieved from
https://scholarworks.sjsu.edu/ischoolsrj/voll1/iss2/2

Bolin, Mary K. (2022). Refocusing Academic Libraries through Learning and Discourse: The
Idea of a Library. Oxford, UK: Chandos/Elsevier.

Bolin, Mary K. (2022). “Metadata, Catalog Systems, Linked Data, and the Evolving ILS.” In:
Sandra Hirsh (Ed.), Information Services Today: An Introduction. 3rd ed. New York: Rowman
and Littlefield.

Pytlik Zillig, Brian, and Mary K. Bolin. (Forthcoming) “Visualization of Semantic Primes in
Texts from Early Modern English Drama.” Journal of the Japanese Association for the Digital
Humanities.
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Wintermute, Harriet E., and Bolin, Mary K. (2018). “Metadata Generators for Backlog
Reduction: Metadata Maker Streamlines Cataloging and Facilitates Transition. Technical
Services Quarterly 35(2) doi: https://doi.org/10.1080/07317131.2018.1422879

Bolin, Mary K. (2018). “Metadata, Catalog Systems, Linked Data, and the Evolving ILS.”
In: Sandra Hirsh (Ed.), Information Services Today: An Introduction. 2™ ed. New York: Rowman
and Littlefield.

Bolin Mary K. (2017). The 21-century Academic Library: Global Patterns of Organization and
Discourse. Oxford: Chandos Publishing. (Chandos Information Professional Series)

Bolin, Mary K. (2017). Linguistics and LIS: A Research Agenda.” SLIS Student Research
Journal, 7:1.
Retrieved from http://scholarworks.sjsu.edu/slissrj/vol7/iss1/2

Bolin, Mary K. (2014). "Open Access Web Resources for Library Continuing Education and
Training." In S. Hines (Ed.), Revolutionizing the Development of Library and Information
Professionals: Planning for the Future (pp. 107- 124). Hershey, PA: .
doi:10.4018/978-1-4666-4675-9.ch008.

Bolin, Mary K. (2014). "The Language of Academic Librarianship: The Discourse of Promotion
and Tenure. “Advances in Library Administration and Organization 32.

Bolin, Mary K. "Librarian Status at US Research Universities: Extending the Typology." Journal
of Academic Librarianship 34:4 (September 2008)

Bolin, Mary K. "A Typology of Librarian Status at Land Grant Universities." Journal of
Academic Librarianship, 34: 3 (May 2008)220:230.

Bolin, Mary K. "The Library and the Computer Center: Organizational Patterns at Land Grant
Universities." Journal of Academic Librarianship, 31:1 (2005)

Eckwright, Gail Z. and Mary K. Bolin. "The Hybrid Librarian: The Affinity of Collection
Management with Technical Services and the Organizational Benefits of an Individualized
Assignment." Journal of Academic Librarianship, 27:6 (2001)452:457.

Bolin, Mary K. "Catalog Design, Catalog Maintenance, Catalog Governance," Library
Collections, Acquisitions, and Technical Services. 24: (2000)53-63.
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Bolin, Mary K. "The Collegial Environment and the Functional Organization," Journal of
Library Administration. 29:2(1999):49-61.

Bolin, Mary K. "Cataloging Environmental Impact Statements and Related Documents,"
Resource Sharing and Library Networks. 14:1(1999): 21-40.

Bolin, Mary K. "Waiting for the Electrician or Someone like Him: Client-Centered Technical
Services" Proceedings of the Association of College and Research Libraries National
Conference, Nashville, April 1997.

< http://www.ala.org/Content/ContentGroups/ACRL 1/Nashville 1997 Papers/Bolin.htm >

Grants:

Electronic Theses and Dissertations. Seed Grant from University of Idaho Office of Research,
2002. Co PI with Gail Z. Eckwright. $6500.

Interoperability of Metadata for Thematic Research Collections. Grant to the Center for Digital
Research in the Humanities from the Institute of Museum and Library Services 2005-2008.
Project Team Member.
http://unlcms.unl.edu/cas/center-for-digital-research-in-the-humanities/projects/pages/iom_files/I

OM_Final Narrative Report July 2008.pdf

Other Publications:

Library Philosophy & Practice. Peer-reviewed electronic library science journal. Mary K. Bolin
and Gail Z. Eckwright, founders and editors. http://digitalcommons.unl.edu/libphilprac

Library Science C415, Technical Services for Small Libraries, through Independent Study in
Idaho. 2004.

Library Science C416, Library Services to Rural Libraries, through Independent Study in Idaho.
2004.

Library Science C422, Use of the School Library, through Independent Study in Idaho. Revised
1999.

Library Science C425/525, Organization and Management of Small Libraries through
Independent Study in Idaho. Revised 2005.
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Library Science C427, Library or Media Center Practicum, Independent Study in Idaho. Revised
1999.

Presentations:
Bolin, Mary K. “BibFrame and the MARC Cataloging Environment: an Introduction.” Lyrasis

Webinar, June 16, 2020, August 17, 2021.. Recording available
http://lyrasis.adobeconnect.com/paufo9e0dm30/

Pytlik Zillig, Brian, and Mary K. Bolin. “A Little More than Kin, a Little Less than Kind”: the
Semantic Field Grace in Early Modern English" Poster Session, Text Encoding Initiative
Meeting, Graz, Austria, September 18, 2019

Pytlik Zillig, Brian, and Mary K. Bolin. “Shakespeare and the Enumeration of Semantic Primes.”
Research Paper Presentation, Text Encoding Initiative Meeting, Tokyo, Japan, September 13,
2018

"Library Philosophy and Practice: Creating and Maintaining an Open-Access E-Journal,"
Presentation to UNCL meeting (libraries at campuses of the University of Nebraska), Lincoln,
Nebraska, March 20, 2008.

Presentation to "Thinking outside the Borders" participants on the open-access electronic journal
Library Philosophy and Practice and its role in the international library community. University of
Nebraska—Lincoln Libraries, October 24, 2007

Panel discussion on open access electronic journals. GWLA directors' meeting. Linda K. Hall
Library, Kansas City, Missouri. April 2007.

"Waiting for the Electrician or Someone Like Him: Client-Centered Technical Services."
Association of College and Research Libraries National Conference, Nashville, April 5, 1997.

" 'Some Problems of an Editor": the Idaho Librarian from Manuscript to Published Issue," Joint
Annual Conference of the Idaho Library Association and the Washington Library Association,
Spokane, Washington, April 6, 1995.

"Automating Idaho's Libraries: a Historical Perspective." Idaho Library Association Annual
Conference, Idaho Falls, October 4, 1990.
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"Small Library Management." Idaho Library Association Spring Conference, Lewiston, Idaho,
May 13, 1989.

"No More 'Good Workers': Excellence and Academic Library Classified Staff." Association of
College and Research Libraries 5th Annual Conference, Cincinnati, April 7, 1989.

"Communication to and from Cataloging Departments." Heads of Cataloging Discussion Group,
American Library Association Midwinter Meeting, San Antonio, January 1988.

Discussion Leader at the LAMA (Library Administration and Management) Management
Exchange. American Library Association Annual Meeting, San Francisco, June 1987.

"Staff Turnover." Heads of Cataloging Discussion Group, American Library Association
Midwinter Meeting, Chicago, January 1987.

SELECTED PROFESSIONAL SERVICE

Reviewer. Resources for College Libraries. Linguistics bibliography, Spring 2020.
Peer reviewer for ALISE National Conference presentations, Spring 2020.

Peer reviewer for Journal of Academic Librarianship, 2012-

Peer reviewer for refereed journal, Western Nigerian Journal of Medical Sciences

(http://www.wnjms.org/ ), a publication of Ladoke Akintola University of Technology
(LAUTECH) Teaching Hospital, 2008-

PhD Reviewer for students from Aligarh Muslim University, India, 2010-
Outside reviewer for numerous library faculty promotion and tenure cases in US universities.

University of Nebraska--Lincoln
Chair, University Libraries Faculty, 2018

Faculty Senate Academic Rights and Responsibilities Committee, 2016- Chair, 2018-19
Faculty Senate — 2004-2008; 2008-2011

Faculty Senate Executive Committee 2004-2008
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Academic Planning Committee (APC), 2005-2008; Vice Chair, 2006-2007; Chair,
2007-2008

Aesthetic Review Committee 2006-2007

APC monitor for academic program reviews: Department of Political Science, 2005;
Department of Educational Psychology 2006
Pacific Northwest Library Association:
Editor, PNLA Quarterly, December 2002-December 2013

Idaho Library Association:

Editor, The Idaho Librarian, September 1990-January 1996
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voluntarily and without compensation. They are not necessarily members of the Institute. The standards
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Secretary, IEEE-SA Standards Board
445 Hoes Lane

PO. Box 1331

Piscataway, NJ 08855-1331

USA

Note: Attention is called to the possibility that implementation of this standard may
require use of subject matter covered by patent rights. By publication of this standard,
no position is taken with respect to the existence or validity of any patent rights in
connection therewith. The IEEE shall not be responsible for identifying patents for
which alicense may be required by an |EEE standard or for conducting inquiriesinto
the legal validity or scope of those patents that are brought to its attention.
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Ingtitute of Electrical and Electronics Engineers, Inc., provided that the appropriate fee is paid to Copyright
Clearance Center. To arrange for payment of licensing fee, please contact Copyright Clearance Center, Cus-
tomer Service, 222 Rosewood Drive, Danvers, MA 01923 USA; (978) 750-8400. Permission to photocopy
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right Clearance Center.
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Introduction to IEEE Std 802.10Q-1998

(This introduction is not part of IEEE Std 802.1Q-1998, |EEE Standards for Local and Metropolitan Area Networks:
Virtual Bridged Local Area Networks.)

This standard is part of a family of standards for local and metropolitan area networks. The relationship
between the standard and other members of the family is shown below. (The numbers in the figure refer to
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* Formerly IEEE Std 802.1A.

Thisfamily of standards deals with the Physical and Data Link layers as defined by the International Organi-
zation for Standardization (1SO) Open Systems Interconnection (OSI) Basic Reference Model (ISO/IEC
7498-1: 1994). The access standards define seven types of medium access technologies and associated
physical media, each appropriate for particular applications or system objectives. Other types are under

investigation.

The standards defining the technol ogies noted above are as follows:

» |EEE Std 802

* ANSI/IEEE Std 802.1B

and 802.1k
[ISO/IEC 15802-2]

* ANSI/IEEE Std 802.1D

[ISO/IEC 15802-3]

* ANSI/IEEE Std 802.1E

[ISO/IEC 15802-4]

» ANSI/IEEE Std 802.1F
* ANSI/IEEE Std 802.1G

[ISO/IEC 15802-5]

» ANSI/IEEE Std 802.2

[ISO/IEC 8802-2]

* ANSI/IEEE Std 802.3

[ISO/IEC 8802-3]

Overview and Architecture. This standard provides an overview to the fam-
ily of IEEE 802 Standards.

LAN/MAN Management. Defines an OSlI management-compatible architec-

ture, and services and protocol elements for usein aLAN/MAN environ-
ment for performing remote management.

Media Access Control (MAC) Bridges. Specifies an architecture and protocol

for the interconnection of |EEE 802 LANSs below the MAC service boundary.

System Load Protocol. Specifiesaset of servicesand protocol for those aspects

of management concerned with the loading of systems on IEEE 802 LANS.

Common Definitions and Procedures for | EEE 802 Management | nformation

Remote Media Access Control (MAC) bridging. Specifies extensonsfor the

interconnection, using non-L AN communication technologies, of geographicaly
separated |EEE 802 LANs below the level of thelogical link control protocol.

Logical link control

CSMA/CD access method and physical layer specifications

Copyright © 1999 IEEE. All rights reserved.
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ANSI/IEEE Std 802.4
[ISO/IEC 8802-4]

ANSI/IEEE Std 802.5
[ISO/IEC 8802-5]

ANSI/IEEE Std 802.6
[ISO/IEC 8802-6]

ANSI/IEEE Std 802.9
[ISO/IEC 8802-9]

ANSI/IEEE Std 802.10

ANSI/IEEE Std 802.11
[ISO/IEC DIS 8802-11]

ANSI/IEEE Std 802.12
[ISO/IEC 8802-12]

Token passing bus access method and physical layer specifications

Token ring access method and physical layer specifications

Distributed Queue Dual Bus (DQDB) access method and physical layer
specifications

Integrated Services (I1S) LAN Interface at the Medium Access Control
(MAC) and Physical (PHY) Layers

Interoperable LAN/MAN Security

Wireless LAN Medium Access Control (MAC) and physical layer specifi-
cations

Demand-priority access method, physical layer and repeater specifica-
tions

In addition to the family of standards, the following is a recommended practice for a common Physical
Layer technology:

* |EEE Std 802.7 |EEE Recommended Practice for Broadband Local Area Networks

The following additional working group has authorized standards projects under development:

* |EEE 802.14 Sandard Protocol for Cable-TV Based Broadband Communication Network

Conformance test methodology

An additional standards series, identified by the number 1802, has been established to identify the conform-
ance test methodol ogy documents for the 802 family of standards. Thus, the conformance test documents for
802.3 are numbered 1802.3.

IEEE Std 802.1Q-1998

The MAC Bridge standardization activities that resulted in the development of 1SO/IEC 10038: 1993 intro-
duced the concept of Filtering Servicesin Bridged LANSs, and mechanisms whereby filtering information in
such LANs may be acquired and held in a Filtering Database.

ISO/IEC 15802-3, arevision of 1SO/IEC 10038, extends this concept of Filtering Servicesin order to define
additional capabilitiesin Bridged LANs aimed at

a) The provision of expedited traffic capabilities, to support the transmission of time-critical informa-
tioninaLAN environment;
b) Theuseof signalled user priority information as the basis for identifying expedited classes of traffic;

c¢) The provision of filtering services that support the dynamic definition and establishment of Groups
inaLAN environment, and the filtering of frames by Bridges such that frames addressed to a partic-
ular Group are forwarded only on those LAN segments that are required in order to reach members
of that Group;
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d)

The provision of a Generic Attribute Registration Protocol (GARP) that is used to support the mech-
anism for providing Group filtering capability, and is aso made available for use in other attribute
registration applications.

This standard makes use of the concepts and mechanisms of LAN Bridging that were introduced by 1SO/
IEC 15802-3, and defines additional mechanisms that allow the implementation of Virtual Bridged LANS.
The following are described:

e)
f)
9
h)

)

k)

Virtual LAN Servicesin Bridged LANS;
The operation of the Forwarding Process that is required in order to support Virtual Bridged LANS;
The structure of the Filtering Database that is required in order to support Virtual Bridged LANSs;

The nature of the protocols and procedures that are required in order to provide Virtual LAN
services, including the definition of the frame formats used to represent VLAN identification infor-
mation, and the procedures used in order to insert and remove VLAN identifiers and the headersin
which they are carried;

The ability to support end-to-end signalling of user priority information regardless of the intrinsic
ability of the underlying MAC protocolsto signal user priority information;

The GARPVLAN Registration Protocol (GVRP) that allows distribution and registration of VLAN
membership information (the protocol described makes use of the GARP protocol defined in 1SO/
|EC 15802-3);

The management services and operations that are required in order to configure and administer
Virtual Bridged LANSs.

This standard contains state-of-the-art material. The area covered by this standard is undergoing evolution.
Revisions are anticipated within the next few yearsto clarify existing material, to correct possible errors, and
to incorporate new related material. Information on the current revision state of this and other IEEE 802
standards may be obtained from

Secretary, IEEE-SA Standards Board
445 Hoes Lane

PO. Box 1331

Piscataway, NJ 08855-1331

USA

|EEE 802 committee working documents are available from

IEEE Document Distribution Service
AlphaGraphics #35 Attn: P. Thrush
10201 N. 35th Avenue

Phoenix, AZ 85051

USA
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IEEE Standards for Local and Metropolitan Area
Networks:

Virtual Bridg ed Local Area Netw orks

1. Overview

IEEE 802 local Area Netwrks (LANS of all types can be connected together withdid Access Control
(MAC) Bridges,as specitd in ISO/IEC 558023, This stadard defnes the cperationof Virtual LAN
(VLAN; see3.16 Bridges thatpermit the deinition, operation and admiristrationof VLAN topologies
within a BridgedLAN (see 3.2Dinfrastructue.

1.1 Scope

For the purpose of compatile interconnectiorof information technlogy equipment sng the IEEE &2
MAC Service suppted ty intercannectedEEE 8@ standard LAIs usingdifferent oridentical MAC meth
ods, this statlardspecifesa gerral methodfor the gerationof MAC Bridges that sypportthe construction
of VLANS (se€3.16). To thisendit

a) Positions the function of LANs within an architectral description othe MAC Sublayer;

b) Defineserhancements téthe Suppd of the MAC Senice, as described ahdefnedin ISO/IEC
15802-3, for the purposes of VLABridging;

c) Specifes anEnhanced Interngbublayer Service pwided to the Media Access Independent func-
tions thatprovide franmerelay (34) in the VLAN Bridge;

d) Specifestheoperationof the functions thgbrovide framerelay in theVLAN Bridge;

e) Defines thestructure, encoding, aniditerpretation of the VLAN control information carried in
tagged frames (3.12) mVLAN;

f)  Specifes the rules that gern the insertio ard renova of VLAN control informaion in frames;

g) Specifes the ruleshat govern the abilityto carry data in Canacal formatand Non-canonicafor-
mat usingdifferent LAN MAC methods;

NOTE—The meaningef thetermsCanonical femat andNon-canmical formatarediscussed in Amex F.

h) Establishes the requiremerftsr, and specifes the means of, automatonfiguration of VLAN
topology information;

i) Defines tle managenent functionality thatmay beprovidedin a VLAN Bridge in order tofacilitate
administraive control over VLAN operation;

j)  Specifes the rquirementgo be satiséd by equipment claiming conformancettds standard.

1.2 VLAN aims and benefits
VLANSs aim to offer thefollowing benefts:

a) VLANSs aresupported werall IEEE 802 LANMAC protocols, andwer shared medibANs as vell
as poit-to-point LANS.

Linformation about refences cabefound in Claus 2.
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b) VLANSs facilitate easy adinistration of logical groups bstatiors that can conmunicate as if &y
were on thesame LAN. Thg also fcilitate easier administratiasf moves,adds, andthanges in
memlers of tlese group.

c) Traffic betweerVLANSs is restrictedBridges forvard unicast, multicast, and broadcaffic only
on LAN sgments thasenethe VLAN to which thetraffic belongs.

d) Asfar as pasble, VLANs maintain conmpatibility with existing bridges and end statis.

e) If all Bridge Ports areonigured to transmit and reeeiuntaggedrames (3.14), bridges will avk
in plug-andplay ISO/IEC158023 mode. Eud statioswill be ableto commuicate througou the
Bridged LAN.

NOTE—Whether a VLANBridge will operaten ISO/IEC 15802-3 mode dependigonthe confgurationof the \arious
Port parameters (8.4) aride Filteing Database (8.11A VLAN Bridge in its dedult configuration is tansparento
untagged frames (34} but is not transgrent to taggedémes (3.12), sthe opeation of such Brides inthe presence of
tagged trdic differs from that of anSO/IEC 1802-3 Bridge. If tle confguration settings of VLAN Bridgs are
changed from the dailt values deifned in ths standard, then transpargmith respect tountagged fimes may also be
affected.

1.3 Relationship with ISO/I EC 15802-3

This standard maids use of spedif aspects bthe MAC Bridge specifcation contained in ISO/IEC 15863;
thoseaspects therefore become yisions ofthis standard. &le 1-1 shws haw the réevant clause®f ISO/
IEC 15802-3 are incorporatéuato thisstandard.
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Table 1-1—Relations hip between this standard and ISO/IEC 15802-3

ISO/IEC 15802-3 clause

Usein this standard

5. Canformance

Provision of this standard, atended i Clawse 5

6. Suppat of theMAC Service

Provision of this standard, axtended i Clawse 7

7. Principlesof operation

Redacedby Clause 8

8. The spanimg tree algorithm and protocol

Provision ofthis standard

9. Encaling of bridge potocoldataunits

Provision of this standard

10. GARP MulticasRegistration Protocol (GMRP)

Provision ofthis standardas modfied ty Clausell

11.Example“C” codeimplementatiorof GMRP

Provision of this standard, anodfiedby Clausell

12. Geneic Attribute Reistration Preocol (GARP)

Provision ofthis standard

13. Example “C’code implementation of GAR

Provision ofthis standard

14.Bridge management

Repacedby Clause 12

15. Managment protocol

Not applicable

16.Bridge performance

Provision of this standard

Annex A (normatve) PICSproforma

Repaced ly Annex A

Annex B (informative) CalculatingSpaning Tree parame-
ters

Provision of this standard

Annex C (nomative) Saurce-routing transgrent bridge
operation

Provision of this standard

AnnexD (normatie) PICS poformafor souce routingrrans-
parent bidge operation

Provision of this standard

Annex E (normatie) Allocation of Objectldentifier values

Not applicable

Annex F (informative) Target topolog, migration, and
interoperability

Provision of this standard

Annex G (informatie) Presering theintegrity of FCS felds
in MAC Bridges

Provision of this standard

Annex H (informative) Design considerations foTraffic
Class Expeditig and Dymmic Multicast Filtering

Provision of this standard
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this standard. At #atime of publication, the @tns indcatedwere \aid. All stardards are subject to ve

sion,andpartiesto agreementbasedn this stamdardareencouragedo investigatethe possibility of apply-
ing themost recent editionsf the standardimdicated bela. Members of IEC and ISO maintaiggisters of
currently \alid International Standards.

ANSI X3.1591989, AmericanNational Standrds for Information Systems—Ry@amming Langage—é:.2

IEEE Std 802-1990, IEEBtandardgor Local and Metropolitan Aredletworks: Overvien and Architec-
ture:

IEEE Std 802LF-1993, IEEEStandarddor Local and Metropolitan Area Netwks: Common Défitions
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2ANSI publications arevailable from theSdes Depatment, America National Standards Institute, 11e%¥ 42nd Street, 13th Fip
New York, NY 10036,USA.

SIEEE publicationsare available from the Institute of Etgricd and Hectronics Engines, 445 Hoes ang PO. Box 1331 Piscdaway,
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3. Definitions

Thefollowing terms arespecifc to this standard:

3.1 Ethernet T ype-encoding

The use of theyipe interpretation of an IEEE 802.3 Lengyp€ feld valuein a frame as arotocol identi-
fier associatedith theMAC Serviceuserdata arried in the framé.

NOTES

1—The ternframeis defined in 3.3.

2—Ethernet ¥pe-encoding can hesed with MAC Service usedata carried on non-IEE82.3 MACs ty means of the
SNAP-based encapsulation techudggspecifed in ISO/IEC 11802-3ETF RFC1042, andETF RFC 1390.

3.2 Logical Link Contr ol (LLC) encoding

The useof LLC addressing information ia frame as arotocolidentifier associated witthe MAC Service
userdata carried in thtame.

3.3 Frame

A unit of data transmissionon an IEEE 802 LAN MAC that caweys a protocol cita wit (PDU) between
MAC Service usersTherearethree typesof frame;untagged, VLAN-tegged, andpriority-tagged.

NOTE—The termlEEE 802LAN is defned in ISO/IEC %802-3.Untaggel frame is defined in 3.14 VLAN-tagged
frameis definedin 3.18,andpriority-tagged frameis defnedin 3.8.

3.4 Frame relay
Thefunctionof the ForwardingProcess thadbrwards frames between the Ports &ralge.

NOTE—The opration ofthe Forwardirg Process idefined in 87.

3.5 Independent Vir tual Local Area Netw ork (VLAN) Learning (IVL)

Corfiguration andoperationof the Learnig Process anthe Filtering Rtabase such that,fa gven set @
VLANS, if agiven individual MAC Addressis learnedin oneVLAN, thatlearned informatiotis notusedin
forwarding decisios taken for thataddress relatie to ary other VLAN in the given set.

NOTE—In aBridge that supports only IVL @pation the “givenset ofVLANS" is thesetof all VLANSs.

3.6 Independent Vir tual Local Area Netw ork (VLAN) Learning (IVL) Bridg e

A type of Bridgethat suports aly Indegendent LAN Learnirg.

"The use ofEthernet Vpevalues & a means of protat identification was deiihed in the spediationof Ethernet \2.0 (The Bhernet,
AA-K759B-TK, Digital Equipment, Int& and Xerox CorpsNov. 1982).
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3.7 Legacy region

A set of LAN sgments interconnealesuch that there is ghical connectiity between ay pairof sggments
using only ISO/IEC 183302-3-conformant, VLAN-uavare MAC Bridges.

NOTE—In other vords, if, in a Bridged LAN containig both ISO/IEC15802-3 andEEE 802.1(Bridges, all thdEEE
802.1Q Bridjes wereo be remued, theresultwould be a set of one or more BridgedNs, each with its wn distinct
Spaming Tree. Each bthoseBridged LANsis alegacy region. ThetermVLAN-unaware isdefined in 319.

3.8 Priority-ta gged frame

A taggedframewhose tag headearries priorityinformation,but carries no VLAN idatificationinforma-
tion.

NOTE—The terntagged frameis defned in 3.12tag headeris defned in 3.13. See al84_AN-tagged frame(3.18) and
untagged frame(3.14).

3.9 Shared Vir tual Local Area Netw ork (VLAN) Learning (SVL)

Corfiguration andoperationof the Learnig Process anthe Filtering Database such that,fa gven set ¢
VLANSs, if an individual MAC Addresss learnedn oneVLAN , that learnednformationis usedin forward
ing decisiors taken for that addssrelative to all otherVLANSsin the gien set.

NOTE—In a Bridgethatsupportsonly SVL operationthe “given set of LANs” is the set o&ll VLANSs.

3.10 Shared Vir tual Local Area Netw ork (VLAN) Learning (SVL) Bridg e

A type of Bridgethat supports aly Shared \LAN Learning.

3.11 Shared Vir tual Local Area Netw ork (VLAN) Learni ng (SVL)/Independent Vir tual
Local Area Netw ork (VLAN) Learning (IVL) Bri dge

An SVL/IVL Bridgeis a type of Bridge thasimultaneosly suppots bdah Shared VLAN Learningard Inde-
pencent VLAN Learnng.

3.12 Tagged frame

A tagged frameis aframe that containa tag header immedely following theSource MAC Addressield
of the frame qiif theframecontained &outinglnformation feld, immediately follving the Routingnfor-
mationfield. Therearetwo typesof taggedrames: VLAN-tagged frameand priority-tagged frames.

NOTE—The tem tag headr is defnedin 3.13, priority-tagged frame is defnedin 3.8, andVLAN-taggel frame is
defined in 3.8. See alsantagged frame(3.14).

3.13 Tag header

A tagheader allars user piority information, an optionally, VLA N identificationinformation,to beassoci-
ated with drame

NOTE—The stuctureof the tagheadeiis defined in 9.3.
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3.14 Untagged frame

An untagged frame is a frame thatloesnot contain a tag headenmediately follaving the SourceMAC
Address ifeld of the frame qiif the frame contained Routing Informationigld, immediately follaving the
Routing Informatiorfield.

NOTE—The termtag headeris defined in 3.13. Sealsotagged frame (3.12).

3.15 Virtual Bridg ed Local Area Netw ork (LAN)

A Bridged LAN in which the «isterce d one or more VLANaware Bridges atiws the defnition, creabn,
and mainteance of VLANSs.

NOTE—The termVLAN-awae is defined in 3.17

3.16 Virtual Local Area Netw ork (VLAN)

A subset othe active topologyof a Bridged Local Aredletwork. Associatedvith each VLAN is avLAN
Identifier (VID).

3.17 VLAN-aware

A propertyof Bridgesor endstations thatecognizeand supporV/LAN-tagged frames

3.18 VLAN-tagged frame

A taggedframe whose tag header carriegh VLAN identification and prioritynformation

3.19 VLAN-una ware

A property ofBridges orend stationshat do not recognize VLAN-tagged frames

3.20 Terms used in ISO/IEC 15802-3
Thefollowing terms used ithis standard are used in ISO/IEC 0383:

Active topology

Bridge Port

BridgedLocal AreaNetwork (also Bridged LAN)

GARP Rurticipant

GARP Application

GIP Contet

Group

IEEE 802 Local Area Netark (alsolEEE 802LAN, or LAN)
Pat
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4. Abbre viations

Thefollowing abbreviations are used in ithstandard:

BPDU Bridge Protocol Daténit (ISO/IEC 15802 3)

CFlI Canonical Brmat Indicator (Anne F)

E-ISS Enhancednternal SublayeBevice (7.1)

FCS FrameCheck Sequencé7.1)

FID Filtering Identifier (8.11.3, 811.7)

GARP Generic Attibute Registratian Protocd (ISO/IEC 158)2-3)
GID GARP Information Declaration (ISONEC 13802-3)

GIP GARP Information Propagaton (ISOIEC 1802-3)
GMRP GARP Multicast Rgistration Protoco{Clause 10, ISO/IEQ58023)
GVRP GARP VLAN RajistrationProtocol(Clause 11)

ISS Internal SublayeBervice (Clase7, ISO/IEC15802-3)
IVL Independent VLAN_earning(3.5)

LAN Local Area Netwrk (IEEE Std802)

LS Least-signifcant

LLC Logical Link Control (ISO/IEC88022)

MAC Medium Acces€ontrol (IEEE Std. 802)

MIB Managemeninformation Base (ISO/IEG498-4)

MS Most-signifcant

MSDU MAC Service Data Unit (ISO/IEC 15802-1)

NCFI Non-Canonical Brmat Indicator (Anne F)

PDU Protocol Data Unt

PICS Protocol Implemetation Conformance StatementrjAex A)
PVID Pat VID (8.4.4)

RIF Routing Information Field (ISO/IEC 882-5)

STPID SNAP-encoded 3g Potocol Identifer (9.3)

SVL Shared VLAN Learning(3.9)

TCI Tag Controlinformation (23)

TPID Tag Protaol Identifier (93)

VID VLAN Identifier (7.1, 8.4.4, 93)

VLAN Virtual LAN (3.16)
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5. Conformance

5.1 Static conf ormance requirements
A MAC Bridgefor which conformancéo this standard is claimed shall

a) Conform to the regirementsof ISO/IEC 158023, asmodified ly the provisionsof this standrd,;

b) Relayard filter framesas described in 8.1 and spésifin 8.5,8.6, 8.7,8.8, and 8.9;

c) On eachPort,supportat least one of the permissiblalues fothe Acceptablé&rameTypes parame-
ter, as deffned in 8.4.3;

d) Supportthe folloving on eachPort thatsupports untagged and priority-tagged frame
1) A Port VLAN Identifier (PVID) \alue (8.4.4);

2) The abilityto confgure at least one VLANvhose untagged set includes that Port ¢hé
8.11.9);

3) Configurationof the PMD value via management epations (120);

4) Configurationof Static FilteringEntries via management operaiso(127).

e) Support the ability to insetag headers into, modifyag headers in, anctemove tag headers from
relayedframes, as describeahd specifedin 7.1 and Claus®, as requiredybthe \alue(s) ofthe
AcceptableFrame Vpes parameter that are supported on each Portyahd hbility of each Port to
be confgured to trasmit VLAN-tagged frames ad/or untagged frames. These requiremerdase
summarized iMable 5-1 for frames relayed beten ag pair of Ports;

Table 5-1—Supp ort requirements for inser tion, remo val, and mod ification of tag headers

Reception Port receives as(and does not discard):

VLAN-ta gged Priority-tagged Untagged
o) E’, Shall syport remeal of tag Shall support remal of tag N/A.
@ = headers. headers.
g
£ Shall syport cowersionof the | Shall support the insertion of & Shall supporthe insertion of
£ 8 taggedframe format if theor- nonnull Virtual LAN Identifier | tag headers of a formatp-
_5 % matrequired or thedestination | (VID) in tag headrs,pluscon | priate to thedestination MAC,
@ | = | MAC differsfrom thereceved | version of thetaggedrame for- | carying a non-nil VID.
€ <Z( format. mat if theformatrequired fa
2| 5 the destination M& differs
g B fromthe receiedformat.

f)  Support the ability to prform atomatic configurationand managemendf VLAN topology infor-
mation by means of @neric Attribute RaistrationPraocd (GARP) VLAN Registration Protaol
(GVRP)(Clause 11pn dl Ports;

0) Supprt theability for the Fitering Datalase b cortain staticand g/nanic corfiguration informa-
tion for at least one VLANby means of Static andynamic VLAN Reistration Entries (8.11

h) Support atleastone Filtering Identifier (FID) (6.4, 8.11.3, 8.1.7,and 8.11.8);

i)  Support the abilityto allocate at least enVID to each FID tht is syppated (6.4, 8.11.3, 8.11.7, and
8.118).

NOTE—Under some circumstees, theability for VLAN Bridges to successfully interoperate degemiporthe num-
ber of FIDs spported, and the numbef VIDs that carbe allocated to each FID. &be circstances are discussied
Annex B, along with the implicationwith respect to interaability.
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5.2 Options
A MAC Bridgefor which conformancéo this standard is claimed may

a) Suppmrt operatio in Exterded Filterirg Mode (ISOIEC 158@®-3, 6.6.5) ard the operatio of GARP
Multicast RegistrationProtocol (GMRP) (ISO/IEC 15802-3, Clause 10) as madid ty Clause 10;

b) Support the ability for the Fitering Datatase b cortain staticand d/nanic corfiguration informa-
tion for mae than one \LAN, by means of Static @ahDynamic VLAN Registraticn Entries (811),
upto amaximum of 4@4 VLANS;

NOTE—The maximum amber of VLANS that cabe supported is 4094 rather than 4096, as the s O ad FFF
are resergd, as indicated imable 9-2. Asconformance tehis standrd is onlywith regard to externally visibe prdocd

behaior, this limit on the number ofLANSs that can be supported does not imply anch limitation withregard to the
intemal architectue of a Bridge.

c) On each Port, support both of the permissilaleies forthe Acceptable Fram&ypes parameteas
definedin 8.4.3. If oth valuesaresupparted thenthe implemetation stall suppart configuration of
the parameter @lue via management;

d) Supprtthe ability toerabe and disale IngressFiltering (8.4.5);

e) Support the ability to coiuremore than one VLAN whosentagged set includes that Port (8.8 and
8.119);

f)  Supprt themanagmert functionality definedin Clause 2;

g) Supprtmorethan one FID (6.48.113, 8.11.7, ad 8.11.8);

h)  Support the ability to allocate nore than ane VID to eachFID thatis supported(6.4, 8.11.3, 8.117,
ard 811.8);

i)  Supportthe ability toconfigure VLAN Learning Costraints via managmert (8.117 and12.10.3);

j)  Support the ability to confgure fixed VID to FID allocatims via maagement (811.7.1 and
12.10.3);

k) Support ary otheroptional capabilities dafed in ISQIEC 158®-3, asmodified by the provisions
of this standrd.

5.3 Protocol Implementation Conf ormance Statement (PICS)

The supplier of an implementation that is claihte conform to this standard sheomplete a cop of the
PICS proforma pnaded in Anne& A and shall preide the information necessary to identify both the sup-
plier and tle implemeration.

5.4 MAC-specifi ¢ bridging methods

MA C-specifc bridging method may &ist. Use of avMIAC-specifc bridgng method andthe method speci-
fied in thisstandardn the same LAN shall

a) Not preventcommunication betweestations ina BridgedLAN.
b) Presere the MAC Service.
c) Presere the characteristiad eachbridging method withirits ovn domain.

d) Provide for the abiity of both bridgng techmgues to corist simultaneaisly on aLAN withou
adwerse interaction.

ISO/IEC 1582-3, Annex C, defnes ore such MAC-specifc bridging metlod, sairce routing, and that
methodis also aprovision of thisstandard. While this standhdefnes hav soure-routedframes can be
transported in a VLAN arironment,it does not attemptio specifyVLAN aspects othe source routing
bridging methodtself.
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6. Architectural o verview

Thearchitectural framgork for VLANSs isbasedn athree-layemodel, consistingf the following layers:
a) Configuration;
b) Distribution of confguraion information;

c) Relay

Themodd is illustratedn Figure 6-1, ard further descrited in the follaving subclages.

N\= < 009 .
CONFIGURATION o0 2 oc0® ses ™V
g‘\s\‘?‘“ \){\0(\ Q (\() e
Rre ‘\5\‘\‘0 “\es s
DISTRIBUTION OF S0
CONFIGURATION INFORMATION L o
e L)
\(\g‘esg ‘\)\
RELAY

Figur e 6-1—VLAN architec tural fra mework

6.1 Configuration
Configuration is concerned with the folling issues:
a) Themeans whergbthe VLAN confgurationis specifed in the ifrst place. This might badieved
via local andor remote maagement mechanisms, \saner mechanismsiia distribution protocols,

or via otler mears. Determinatio of the configuration is outsid¢he scee of ths stardard
b) Assignmert of VLAN configuration parameters.

Clausel? defnes the maagement operatiorthat arestandardizedor usein the coniguration of VLAN
devices.

6.2 Distrib ution of confi guration inf ormation

This isthe praess tht allovs information to be distriited in order for Bridges tbe ableto determineo
which VLAN a given frame should be dasified. Clause 11 défes a general mechanism for thistribution
of VLAN membership information tall VLAN-aware devices in a Bridged LAN.

6.3 Relay
This isconcerned witlthe mechanicef

a) Classifyingeach receied frameas béonging to one an@nly oneVLAN. This aspectof relayis
determinedy aset ofMAC Bridgeingress rules
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b) Decisions related to where reesd frames should be foawded. This aspect oélay is determined
by aset ofMAC Bridgeforwarding rules

c) Mapping frames fortransmissionthrough the appropriate outbound Portand in appropriate
(VLAN-tagged oruntagged) formafTheseaspect®f relay are determinedyta setof MAC Bridge
egress rules

d) The proceduressedn order to add, modifyandremove tag headers, when relaying frames between
LAN segments, in accordance with ttetails of the VLANframe formaidefined in Clause 9) used
to carry VIDs(otherwise referred to &4 AN tags).

Clause 8 defies ingressforwarding and gress rules, constituting a generic approach to theigion of
VLAN functionality with respect to recged VLAN-tagged frames, and a Port-based approathew/LAN
classifcation of receied priority-taggednd untagged frames. Clausdedines the format of the tdgpaders
for differentMAC method, and the procedes foradding, modifying, and remdng tagheaders.

Theingress, fonarding,andegress rules all Bridges to

e) Classify ay receved untaggedramesor priority-tagged frames that arelie submittedto the for-
warding Procesasbelonging to a particular VLAN, as dieéd ly the PVID forthe receting Port.
The de&ultPVID is specifed in Table 9-2;

NOTE 1—THhs classiitation of untagged and prioritiagged fames is partfahe functiorality of the MAC relay entity
(Figure 8-3,Figure 8-4),andis therebre only of signifcance for receed frameghatare potentially to be forarded
throughother Portof the Bridge (see.B).

f)  Classifyany receved VLAN-tagged frameghatareto be submitted to theofwarding Proess as
belongng tothe VLAN idertified by the VID carred in the tagheader;

g) Make use of the VLAN classitation thus associated with the reediframe in order to takappro-
priate forwardngfiltering decisiors;

h)  Transmit frames in VLANagged oruntagged format, aslefined fa agiven Pat/VLAN pairing.

NOTE 2—This standard diefesa default Port-based clagsdtionfor VLANS implemented usinghe pocedures and
VLAN frame format speciéd herein. Endtationsthat trasmit VLAN-tagged frames, and in the futuBridges capa-
ble of other classi€ation metds, may actually do much of theAN classification offrames. Moresophisticated tag-
ging will bethe rude for thesedevices,andbridges conformant to this standard wilbrk with them.In this scenario,
most or all LAN sgments ardikely to carry VLAN-tagged frames belongopto various VLANS, hut each suchiAN
segmenthas its avn “local defult” VLAN. This “lo cal detult” defines the VLAN to which utagged orpriority-tagged
frames are presumed to belong when kezkionthe Pots of IEEE 802.1Q conformant bges attached to that LAN
sgment.

6.4 Filtering Database ar chitecture
TheFiltering Databasarchitecture défied in thisstandardecognizeshat

a) For some confjurations,it is necessaryo allov address information learned in one VLAN to be
shared amongmumber of VLANS.This is knavn asShaed VLAN Learning(3.9);

b) For some confurations, itis desirableto ensurehat addresgformation learned in one VLAN is
not shared with other VLAN. Ths is known asindepemlent VLAN Learnig (3.5);

c) For some confurations, it isimmaterial as to whether learned informatiois shared between
VLAN sor not.

NOTE 1—Ann& B discusseghe needfor Shaed and hdependent VLANLearning,and also someof the elated
interoperabilityissues.

14 Copyright © 1999 IEEE. All rights reserved.

Authorized licensed use limited to: University of Nebraska - Lincoln. Downloaded on November 30,2022 at 19:04:46 UTC from IEEE Xplore. Restrictions apply.

ARISTA NETWORKS, INC. EXHIBIT 1009
Arista Networks, Inc. v. Corrigent Corporation, IPR2023-00805, Page 50



IEEE
VIRTUAL BRIDGED LOCAL AREA NETWORKS Std 802.1Q-1998

SharedVLAN Learning is achieed by including learned information from a number of VLANS in the same
Filtering Databae; Independent VLAN Llagning is achieed ty including informaion from each VLAN in
distinct Filtering Databases.

NOTE 2—The actual Filtering Datake specitation species a single Filtering Databaseaththiough the inclusino of
VLAN identification information in each database entgn model thexistence obneor more distinct Filteringata-
bases.

Within a given VLAN-Bridged LAN, there may b@& combimtion of corfiguration requirements, so that
individud VLAN Bridges may be called upon to share learned information, or not share it, according to the
requirementsof particular VLANSs or groups of VLANs.The Filterirg Database structure ahis defned in

this stardard allows both Shred andindependemn VLAN Learning to be implemented withithe same
VLAN Bridge;i.e., allovslearnal information tobe shared between those VLANSs for whiiaredvLAN
Learning is necessarwhile also allaving learned information not to be shared between those VLANSs for
which Independent VLAN Learning is nessary The precise requirements for each VLAN with respect
sharing oiindependence oflearnednformation (if ary) are made kown to VLAN Bridges by means o& set

of VLAN Learning Costraints (8.11.7.2), viich may be coffigured intothe Bidges ly mears of manag-
ment operationsBy analyzing the set of learnirgpnstraints for the VLANSs that are currently aetithe
Bridge can determine

d) How mary indepeneént FilteringDatabasesrerequired inorderto meethe constraints;
e) For each VLAN,which Filtering Database it will feed atearned information int¢and use learned
information from).

The manner iwhich this mappng of VLAN's onto FilteringDatabases iachiered is defned in 811.7; the
result isthat each VLAN is assiated with &actly one Filteringdatabase.

The mosigenerakpplication otheFiltering Database speuihtion in this standard &Bridge thatan sup-
port M independent Filtering Databases, and can MayLANs onto each Filtering Database. Such a
Bridge is knavn asanSVL/IVL Bridge (3.11).

The conformance requirements in this stan@art, 5.2) recognize that VLAN Bridgegll be implemented
with differing capabilities in order tmeet a widgange of applicatiomeeds, and thahe full generality of
the SVL/IVL approach imot alvays eithemecessary alesirable, as obseavin the discussion idnnex B.

In agiven conformant implemerttan, there may be resttions placed upon the number of Filtering Data-
baseghatcanbe supportedand/orthenumber of VLANSs that can b@appel onto each Filtering Database.
Thefull spectrum of conformant Filtering Database imfgmentations is thereforas fdlows:

f)  The SVL/IVL Bridge, as described al®. Such Bidges preide supprt for M Filtering Databases,
with the abilityto map N VLANSs onto eachne;

0) Supprt fora sinde Filtering Database oly. MAC Addresdnformationthatis learnedn one VLAN
can be used inlfering decisiors talen relative to all otherVLANS swpportedby the Bridge. Bridges
that support a singlEiltering Database are referred toSagl. Bridges;

h)  Support for mutiple Filtering Databasedyut only asingle VLAN can be maped ono each Filtering
Database MAC Address ifiormaion thatis learnedin oneVLAN cannot be wsedin filtering dect
sions talen relative to any other VLAN. Bridges that sygort ths made of operatio are referred to
as IVL Bridges.

6.5 VLAN classification

VLAN technolog introduces the folling threebasictypes of frame:

a) Untagged frames;
b) Priority-tagged framesnd
c) VLAN-tagged frames.
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An untagged frame or apriority-tagged framedoes not carnary identification of the MLAN to which it
belongs. SucHrames are clas$ed as belonging taparticular VLAN based a parameterassociated with
thereceving Port, or throughproprietary &tensions to thistandard, beed on the data contenttbe frame
(e.g.,MAC Address|ayer 3protocollD, etc).

NOTE—TFor the purpagesof VLAN identification, piority tagged fameswhich, by definition, cary noVLAN identifi-
cation informationare teated the sames untaggeframes.

A VLAN-tagged framecarriesan explicit identification of the VLAN to which it belongs; i.e., it carriestag
header thatarries a non-null VID. Such a frame is clagsifas belonging to particular VLAN based on
the \aelue of the VIDthat isincluded in the tag headeFhepresence of th tagheadkr carryng a non-null
VID meansthat some other déee, eitherthe originator oftheframeor aVLAN-aware Bridge hasmapped
this frame into a VLAN and has inserted the appropriate VID. Clause 7 descriwethéonsertion and
removal of VLAN tags isachieved.

6.6 Rules for tagging frames

For a given VLAN, all framestransmitted on a gen LAN sg@mentby a VLAN-aware Bridge shall be
tagged the same ay onthat sgment. They shall be eitter

a) All untagged; o
b) All VLAN tagged with the same VID

NOTE—In otherwords, a Bridge catransmit untaggeftamesfor someVLANsand VMLAN-tagged frames for other
VLANSs on a gven link, but camot transmit both formatfor the sameVLAN . The singleformatrule expressechere
only applies to thérametransmissiorbehaior of individual VLAN-aware devices; i.e., it des not gpress a require-
mentfor VLAN-aware deices topolice the behéor of other deices inorder to enforce a single format on @sert
for dl atached devices.

6.7 Spanning Tree

This standard dafes avVLAN environment that operatewer a single Spanningrde.All Bridges within a
Bridged LAN infrastructue participate ina single Spanimg Tree, as défed ly ISO/IEC 1802-3, wver
which multiple VLANscan cogist. Asa consequence, Bridgasplementedn conformancevith ISO/IEC
15802-3 can béntegratedinto a VLAN infrastructure based dhe sgcification contained ithis standard.

NOTE 1—There arsome limitations orthe intermixingof ISO/IEC 1582-3 BidgesandVLAN Bridgesin thesame
BridgedLAN, as icentifiedin Annex E.

The primary goals dbpanninglree are as follws:

a) Elimination of loops in dbridged irfrastructure;
b) Improvedscahhility in alarge network;
c) Provision of redindant patis, which carbe activated upn failure.

There are two important items totaavithrespect to Spanningdetopologies.

First, the Spaning Tree formedin a VLAN ervironmert need ot be identical tothe topdogy of the
VLAN(s). All VLANs arealigned dongthe Spanning iee from which thg areformed; agiven VLAN is
definedby asubset of the tgology of the Snnirg Tree upn which it operates.

Second, the topolggof the VLAN is dynamic. The structurd the VLAN may change due to wedevices
requesting or releasing the serviceasilable via the/LAN. The dynamic nature of VLANBas theadwan-
tagesof flexibility andbandwidth consenation, atthe cast d networkmanagment canplexity.
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NOTE 2—There isa choice tobe madesto hov mary Spaning Trees operaten a VLAN ervironment, and he the
VLANSs in that ewironment mapgo those Spanningré&es. In all cases,given VLAN maps to a sinlg Spanning fee;
the mapmg choiceto be made with mliiple Spanning Teesis whetherthereis one Spanningrée perVLAN, or
whethemary VLANs map to eaclspanning Tee. Althogh multiple Spannindreesoffer some adantages wera sin-
gle Spaning Tree in VLAN ewvironments, this staadd avoids theadded compbety of defining amappng function of
VLANS to SpanningTrees ly defning a VLAN ervironmert that ogerates wer a single Sparing Tree. It is the intent of
this standard rtdo preclude future xensiongrom usingmultiple Spaming Trees.

In order for cogistenceto be correctly maintained with Bridges implemented in conformance with ISO/IEC
15802-3, the additionor remawal of tag heades by a VLAN-aware Bridgeis performedony upon frames
subnitted tothe relay funébn of the Bridge thatare poentally to be forwarded o otherPorts. Framesat
carry control information that isecessgy for the establishment of Spanninge& andother aspectsf the
conrectivity and forvardng behaior of the Bridgd LAN, such as BPDUs (ISO/IEC 168-3, Clauses 8
and9) andGVRPPDUs (11.2)arenot forwardedby a VLAN-awareBridge. Such frames are discarded b
theForwarding Procesasaresult of permanently coigiured static entries in the Filteg Database (see 8.2,
8.3, ar 8.14).

NOTE 3—GARP PDUs destinedor ary GARP Applications ardorwarded orfiltered dependingipon whether the
applicationconcerneds suypported ly the Bridgeas speciéd in 814.
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7. Suppor t of the MA C Service in VLANs

The govisions ofISO/IEC 15802-3, Clause Gapply tothis standard, wh the addtions and modfications
definedin this clause.

7.1 Enhanced Internal Sub layer Service provided within VLAN Bridg es

The Enhanced Internal Sublayer Service (E-ISS) ivel@fiom the Internal Sublayer Service (ISS, defd

in ISO/IEC 15802-3, 6.4)ybaugmenting that speiiftion with elementaecessary to the operatiofhthe
taggingand untagging functions of the MCABridge. Wthin the attache end station, these elements can be
consiceredto be either belw the MAC Service bandary andpertinett only to theoperation of the service
provider; orlocal matters notorming partof the peeto-peer nature ahe MAC Service.

Bridges thasuppat thesefunctions are kown asVLAN-aware Bridges(3.17). The E-ISS defines the MAC
Service preided tothe relay function in/LAN-aware Bridges.

The relatimships betweenthe MAC Entiy, the ISS, be E-ISS, andhe MAC RelayEntity in a VLAN-aware
Bridge are illustrated ifigure 7-1and Figure8-3.

_ISS service boundary_

— —

— -~

— —

~

MAC Relay Entity

Functions providing - — _ E-ISS service boundary\

the E-ISS

Figure 7-1—Relationsh ips between MA C Entity, ISS, E-ISS, and MAC Relay Entity

7.1.1 E-ISS service definition
Theunit-dataprimitives that defe thisservice are

EM_UNITDATA.indication (
frame_type,
mac_action,
destinatio_adlress,
source_address,
mac_sevice dat_unt,
user_ priority,
frame_check _sequence,
canonical_format_indicatpr
vlan_identifier,
rif_information (ogtional)

)

18 Copyright © 1999 IEEE. All rights reserved.

Authorized licensed use limited to: University of Nebraska - Lincoln. Downloaded on November 30,2022 at 19:04:46 UTC from IEEE Xplore. Restrictions apply.

ARISTA NETWORKS, INC. EXHIBIT 1009

Arista Networks, Inc. v. Corrigent Corporation, IPR2023-00805, Page 54



IEEE
VIRTUAL BRIDGED LOCAL AREA NETWORKS Std 802.1Q-1998

Each data indication primite corresponds thereceiptof a M_UNITDATA.indication primitve fromthe
Internal Sudayer Serice, asdefinedin ISO/IEC15802-3, 6.4.

Theframe_type,mac_acton, desination_address,source_address, mac_sevice_data_unit, user_ [ri-
ority, andframe_check_sequenceparameters are asfthed for the MUNITDATA.indicationprimitive of
the Internal Sublayer service.

The canonical_format_indicator parametetindicates whether embedded K@AAddresss carriedin the
mac_service_data_unit parameter iar€anonical format or Nonanonical format. Thealue False indi-
catesNon-canonical formafThe \alue Tueindicates Canonicdbrmat.

NOTE—Themeanings of the terms Camioal formatandNon-carmnical formatare discusseith Annex F.

Thevlan_identifier parameter carrigke VLAN identifer associated with the indication.

Therif_inf ormation parameter is presentdftag headawas presenin the indication, and that tag header
contained a Routintpformation Field (RIF)Its valueis equalto the \alue ofthe RIF.

EM_UNITDATA.reques (
frame_type,
mac__ action,

destinatio_adlress,
source_address,
meac_sevice dat_unt,

user priority,
access_priority
frame_check_sequence,
canonical_format_indicator
vlan_classifcation,
rif_information (optional),
include tag

)

A data request primite is invoked in order to generateM_UNITDATA .request primitie, asdefined inthe
Internal Sudayer Serice, ISQIEC 15802-3, 64.

The frame_type, mac_action, destination_add¥ss, souce address, mac_sewice_data unit,
user_priority, access_priority and frame_check sequenceparameters areas defned for the
M_UNITDATA .requesprimitive of theInternal Sublayer senac

The deinition of thecanonical_frmat_indicator parameter is as daéd for the EM_UNITDATA.indica-
tion.

Thevlan_classfication parameter carries the VLAN clags#tion assigned to the framg thhe ingress rules
(8.6).

Therif_inf ormation parameter, if present, carries thealue of ag RIF information to be associated with
the request.

The include_tag parameter carries a Booleamlue. True indicates to the service pider that the
mac_service_data_urparameter of the data request shall incladag header (9.3false indicates that a
tagheade shallnot be included.
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7.1.2 Suppor t of the E-ISS in VLAN-a ware Bridg es
7.1.2.1 Data indic ation pri mitives

Onreceiptof a data indiation from thelnternal SublayeBervice, an EM_UNITBTA.indicationprimitive
is invoked, with parameter values as follavs:

Theframe_type, mac_action, destination_address, sarce_adiress,andframe_check_sequencpatam-
eters carry aluesequal to theorresponding parametersthe receied dataindication.

NOTE 1—The mac_action parameter onlywer tales the \aue request_with_no_respse for fames relayedybthe
Bridge. Theframe_check sequenceparameter ofthe data indication carrighe FCS value catainedin the recered
frame. Tle original FCSassociated witl frameis invalidated if there arehangsto ary fields of theérame, if felds are
added or remaed, or if bit orderingor otheraspects of the frame encodina/e changed. An iwelid FCS is signalleih
the E4SS ty an unspeciéd \alue inthe frame_ckck_sequence parameter of thata reqeest primitve. This sigrals the
need fo the FCS to be generated accoirth tothe rormal procedwes for tte transmitting MAC. The options for gen-
eratingthe FCS uderthesecircumstances are discussed$®IIEC 15802-3 Annex G.

Thevalueof themac_sewice_data_unit parameteris determnedas follows:

a) If the receved mac_service_data_unit parameter contadnad) header (9.3), then thalwe used is
equal to the &lue ofthe receredmac_service_data_unit folldng remaval of the tag headeOther-
wise;

b) The alue used igqual to thevalue of the recged mac_service_datanit.

Thevalueof theuser_priority parameteris determnedas follows:

c) If thereceived mac_service data_unit @anetercontaineda tag headef9.3), then the alue con-
tained intheuser_priority feld ofthe tag heades used. Otherwise;

d) The walue of the receed user_ priority parameteregenerated as dekd in 8.5.1 and ISO/IEC
158023, 6.4,is used.

Thevalueof thecanonical_brmat_indicator paramedr is determined as fdows:

e) If the receved mac_service_data_unit parameter conthintag header (9.3), then thedue(s) con-
tained in the Canonicalofmat Indicator (CFl)and Non-CanonicaFormat Indicator [NCFI],if
present)ield(s)of the tag header are useddetermine thiparameter alue, in accordance withe
definition of the CFland NCFI field(s) in Clage9. Otlerwise;

f)  If the MAC entity that recered the data indicationaganISO/IEC 8802-5Token RingMAC, then
theparameter carries thale Rlse. Otherwise;
g) The parameterarries thevalue Tue.
Thevalueof thevlan_identifier paraneteris deternmed adoll ows:
h) If the initial octets of the reced mac_service_data_unit parametentained a tag header (9.3),
then the dlue contaned inthe VID field of the taghealer is usedOtherwise;
i) A vaue equato the null VLAN ID (asdefined in Bble 9-2)is used.

Thevalueof therif_inf ormation paramegr is determied as follavs:

j)  If the initial octets of the receed mac_service_data_unit parametentained a tag header (9.3),

and that tag header contained a R#idfin which one or more route descriptors were present, then

thevalue containedn the RIF feld is used. Otherwise;
k) The parameteis not presen

20 Copyright © 1999 IEEE. All rights reserved.

Authorized licensed use limited to: University of Nebraska - Lincoln. Downloaded on November 30,2022 at 19:04:46 UTC from IEEE Xplore. Restrictions apply.

ARISTA NETWORKS, INC. EXHIBIT 1009
Arista Networks, Inc. v. Corrigent Corporation, IPR2023-00805, Page 56



IEEE
VIRTUAL BRIDGED LOCAL AREA NETWORKS Std 802.1Q-1998

NOTE 2—This field canbe present only itag headerseceived using the802.3/Ethernet or transparent FDMAC
mettods.The presencefmne ormore route descriptors indicatesattthereis source-outing information present ithe
recevedframe.

7.1.2.2 Data request primitives

On invocation ofa datarequestprimitive by a user ofthe E-ISS, an M-UNITBTA.request primitie is
invoked, with paraneter values adoll ows:

Theframe_type, mac_action, destnation_address, sarce_adiress, @er_priority, andaccess_piority
parametersarry \elues equal téhe corresporidg parameters in th receveddata reqest.

If the value of the include_tag parameters False, the value of the nac_serice_daa _unit parangter is
determinedas follavs:

a) If the destinaibn MAC method is the sameas tle MAC method on which the correspoding data
indication was receied, then the alue used is equal to thelue ofthe mac_service_data_unit
parameter receédin the data requesbtherwise;

b) The walue used is equal the \alue of themac_service_data_unit parameter reegiin thedata
request, modiéd, if necessaryin accordancevith the procedures described IBO/IEC 11802-5,
IETF RFC 142,ard IETF RFC1390.

c) If the canonical_format_indicator parameter indisdt@t the mac_senac data_unit may corita
embedded M& Addresses in a format inappropriate to the destindi&C method, then the
Bridge shal either
1) Corvert ary embedded/AC Addresses in the mac_service _data_tarthieformat appropriate

to the destination M& metlod; or

2) Discardthe EISS data regestwithoutissuing a correspointh ISS data regest.

If the value oftheinclude_tag parameteris True, then dagheader formattel as necessafgr the destina-
tion MAC method, isinseredas trefirst N octes$ of the macservice data_unit paranmeter. The values of the
user priority, canomcal_format_irdicata, vian_classitation, and rif information (if present) ameters
are used to determine the camof the tag headgein accordancwith the structure defiedin 9.2and9.3.

Thevalueinsertedafterthetag headeis determined afollows:

d) If the destinaibn MAC method is the sameas tle MAC method on which the correspnding data
indication was receied, then the alue used is equal to thelue ofthe mac_service_data unit
parameter receedin the data requesDtherwise;

e) The walue used is equal the \alue of themac_service_data_unit parameter reegiin thedata
request, modiéd, if necessaryin accordancevith the procedures described IBO/IEC 11802-5,
IETF RFC 1042,ard IETF RFC1390.

Thevalueof theframe_check_sequencpaameeris deermined asfollows:

f) If theframe_deck _sequence parameteceved in the data requestagherunspecifed orstill car-
riesa valid value, then thatalueis used. Otherwise;

g) The walueused is either dared from the receed FCS information § modification to t&e account
of the condions that hee caused it tdbecame irvalid, or the unspecifedvalue is used.

NOTE—The orginal FCS asocited with a franeis invalidatd if there are chages to ayfields ofthe frame, if fields

are addedroremoved, or if bit ordering or other aspects of the frame encgdieve changed. An ivalid FCS is signalled
in the E-ISS ly an unspeciéd \alue in the fame_check_sequence parameter of the data requestyeiititis signals
the needor the FCS tdoe regenerated accoridg to thenomal procedures for th&ransmitting MAC. The options for
regeneratinghe FCS undethese circumstances atiscussed in ISO/IEC5802-3, Anng G.
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7.2 Suppor t of the Internal Sub layer Service by IEEE Std 802.3 (CSMA/CD)

In addition tothe provisionsof ISO/IEC 15802-3, 6.5.1, on receipt of an MNIIDATA.request primitie
thatrepresents tagged framehe implementation is permitted to adopt eitloéthe folloving approaches

with regard to the operatio of TransmitData Encapuation for frames Wwose lengttwould, usingthe pro-
cedure aslescribed, blessthan68 octets:

a) Use theprocedure adescibed in ISO/IEC 15802-3%.5.1. This can result in tagged frames gEle
than 68 octet (but atleast64 octets)oeing transnitted; or

b) Include addtional octets before tk FCS ffeld in order forthe transmited frame lergth for such
frames tobe 68 octets.Thisresuts in a mhimum tagged frane length of 68 octes.

When a tagged frame of less thand@Bets in length is reosd ona CSMA/CD LAN segment, and is for-
warded as an untagyed frame, the povisions of ISGIEC 158)2-3, 6.5.1, result imddtional octetsbeing
includedbefore the FC&eld ontransmission in order that the transmitted fraamgthmeetsthe minimum
frame size requements of EEE Std 8023, 1998 Edtion, 3.2.7.
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8. Principles of operation

This clause establishéise principlef operation ofa VLAN-aware Bridge, i referexceto a model of that
operatim, as follavs:

a) Explains the principal elements Bfidge operation andists the furctionsthat suppd these.
b) Establishegnarchitectural model for Bridgethat gawerns theprovision of these functions.

c) Provides a model of theperation ofa Bridge interms of theprocesses and entities tisapport the
functions.

d) Detals the addessingrequremenssin a Bridged LAN and spedies the adressimg of entties in a
Bridge.

The praiisions d this clawse replacethe povisions of ISO/IEC 158)2-3, Clause ,7in a VLAN-aware
Bridge.

8.1 Bridg e operation
Theprincipalelementf Bridge operatiorare

a) Relay andiltering offrames.
b) Maintenarce of the informaion required to rake frame fltering and relaying decsions.
c) Mangement of thebove.

8.1.1 Relay

A MAC Bridge relaysndividual MAC user data frames betwethe separat®ACs of the BridgedLANS
connected to its Ports. The order of frames diggiresered as deahed in 8.7.3.

The functions that supjrt the relaying of frames dnmaintain tle Quality o Service suppted by the
Bridge are

a) Frame reception.
b) Discard on receedframe in erro(ISO/IEC 158023, 6.3.2).

c) Franme discard if the fram type is nd user_da frame, or if its mac_actim parame#r is nd
requestwith_no _respmse(8.5,ISO/IEC 13023, 6.4).

d) Regenerationof user priority if required (IS@AEC 15302-3,6.4).

e) Framediscardfollowing theapplication of fitering information.

f)  Frame discard on transmittatslervice dataunit sizeexceededISO/IEC 15802-3, 6.3.8).
g) Forwarding ofreceved framego other Bridge Ports.

h) Selection otraffic class, follwing the applicatio of filtering information.

i)  Queuing of framesybtraffic dass.

j)  Frame discardo ensurethat a maximum fidge transit delay isiot exceead (ISO/IEC 58023,
6.3.6).

k) Selection ofjueued frames for transmission.
[)  Selectionof outbound access priorifySO/IEC 15802-3, 6.3.9).

m) Mappingof servie dataunits and recalculation ¢gframe Check Sequendérequired (8.7.6)SO/
IEC 15802-3, 6.3.7).

n) Frame transmission.
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8.1.2 Filtering and relaying information

A Bridge flters frames, i.e does notelay frames receéd by a BridgePort to other Ports on that Bridge,
order to preent the dulication of frames (ISAEC 158(2-3, 6.3.4). The function that suports the ge and
mainteranceof information for this purposeis

a) Calculation and cdiguration of Bridged LAN topdogy.

A Bridge also ifters frames in ordeto reduce trdfc in parts of the Bridged LAN that do not lie in thetpa
between the source and destination of thdfi¢raThe functionghat supportthe useand maintenance of
informaifon for this purpose are

b) Permanent coigurationof resered addresses.

c) Explicit configuration of staic filtering information.

d) Automatic learning oflynamic fltering information for urcast destiation addresses throbgbser-
vation of sourceaddresse®f BridgedLAN traffic.

e) Ageingout of dynamic fltering information that has been learned.

f)  Automatic adlition ard renoval of dynamt filtering information as a reduof GMRP proteol
exchanges.

A Bridge classifes franes into trafic classes in order toxpedite transmission of frames geated ly criti-
cal or time-sensite services. The functiotihat supports these andnaintenance oinformationfor this
purpose is

g) Explicit configuration oftraffic class informion associated witthe Ports otheBridge.

A Bridgeclassifes untaggeftames and priority-tagged framas belongindo aparticular VLAN in accor-
dancewith theingress rulegdefinedin 8.6. The functionthatsupportsthe use andnainterance of infama-
tion for this purpse is

h)  Explicit configuration ofthe Port VID (PVID, 8.4.4associatedvith each Porbf the Bridge.

A Bridge nay filter frames in ordeto prevert the irjection of untagged and priorig-tagged frareson aPort
on which the reception of untagged and priority-taggaehes is disallwed. The function that supports the
use ad maintenaoeof information fa this pupaseis

i)  Explicit coniguration of the Acceptablerame Vpes parametg8.4.3)associated with each Port of
the Bridge.

A Bridge mayfilter frames in order to pvent the injection of tréift for a given VLAN on aPort on which
that VLAN is disalbwed The function thatsupports the use and nménance of informaton for this pur-
pose is

i)  Explicit coniguraion of the Enable Ingress Filtering parameter (8.4.5) associated wittPesabf
the Bridge.

A Bridge filters framesn order to corifie trafic destinedor a gven VLAN to LAN s@ments thaform a
path from the source of the tfiafto regpients that are members of that VLAN. The functions that support
the use and niatenanceof information for thispurposeare

k)  Automatic configuration of DynamicVLAN RegistrationEntries ty means 6 GVRP (8.11.5and
11.2);

[)  Explicit coniiguration ofmanagementontrols associated with tloperation of GVRP ypmeanf
StaticVLAN Rejistration Entrie¢8.11.2 and 1.P);

m) Automatic learnig of MAC Addressesn associated/LANSs through the obsenation of netvork
traffic (8.10).
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A Bridge adds andemoves tag headerq9.3) from framesandperforms the associated frame translations
that ma be required, in accordaneadth the egressrules(8.8). The functionthat suppdsthe wse and main
tenarceof information fo this pupose is

n) Explicit conigurationof taggingrequirement®n eyress for eaclort (8.11.2and 8.11.9).
8.1.3 Bridg e management

The furctions that suport Bridge Mamagemen control and monitor the pvision d the above functiors.
They are specitdin Clause 12.

8.2 Bridg e architecture
8.2.1 Architectu ral model of a Bridg e

Figure 8-1 gres anexample @ the ptysical topology of aBridged LAN. The commnert LANs are intercon
nected  means of MA Bridges; each Port of a MABridge connects to a single LAN. Figure 8-2 illus-
tratesa Bridge with tve Ports,andFigure 8-3 illustratethearchitectureof such aBridge.

A Bridge is modled asconsistirg of

a) A MAC Relay Entity thainterconnectshe Bridges Ports;
b) Atlead two Pots;

c) Higherlayer entities, including at leaatBridgeProtocolEntity.
8.2.2 MAC Relay Entity

The MAC RelayEntity handles te MAC metlod independem functiors of relayirg frames betweeBridge
Ports, fitering frames, and leaing filtering information. It uses the Internal Sublayer Serviceigea Ly
the separate M@ Entitiesfor each Port. (The Internal Sublayer Senacl its support are described80/
IEC 15802-3, 6.4 and 6.5.) Frames are relayed betWeets attachetb differentLANSs.

8.2.3 Ports

Each Bridge Port transmits and re@s frames toral fromthe LAN to which itis attached. An indidual
MAC Entity permanently associated with the Portvigtes the Internal Sublayer Service used for frame
transmission and reception. The KA&ntity handles athe MAC method dependent functions (MAproto-

col andprocedures) as spei@fl in therelevant standardor that IEEE 802 LAN MAC technolog.

8.2.4 Higher La yer Entities
TheBridge Protaol Entity handiescalcuation and cofiguration of BridgedLAN topdogy.

The Bridge Protacol Entity and other higher layer protocol users, suchsBridge Maragemen (8.1.3)and
GARRP apftication entities irtluding GARP Rarticiparts (ISQIEC 158@®-3, Clause 12, male use ¢ Logical
Link Control procedures. These procedwuaes proided separatelfor each Portanduse the MA Service
provided ly theindividual MAC Ertities.
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Figure 8-1—Example of a Brid ged LAN

8.3 Model of operati on

The model of perationis simply abasis fordescribingthe functionalityof the MAC Bridge. It is in no way
intendedto constrain reaimplementations of a M& Bridge; these magdopt ag internal modebf opera-
tion compatible with the externally visible behaior that this standardpecifes. Conformance of equipmten

to this stardardis purely in respect of obseable protaol.

Subclauses 8.5 ar&l9 specifythe MAC RelayEntity’s useof the Intenal Sublayer Service. State informa-
tion associated with each Portvgms thePort’s participation in thé&ridged LAN. (Port States aspecifed

in detail in ISO/IEC 1582-3,8.4.)

26

Copyright © 1999 IEEE. All rights reserved.

Authorized licensed use limited to: University of Nebraska - Lincoln. Downloaded on November 30,2022 at 19:04:46 UTC from IEEE Xplore. Restrictions apply.

ARISTA NETWORKS, INC. EXHIBIT 1009

Arista Networks, Inc. v. Corrigent Corporation, IPR2023-00805, Page 62



IEEE

VIRTUAL BRIDGED LOCAL AREA NETWORKS Std 802.1Q-1998
Port 1 Bridge Port 2
[——————— —+ — 71
| | | |
| | | |
| | | |
| | | |
| | | |
| I I |
| | | |
| | | |
| | | |
| | | |
| | | |
| | R |
e = = ¥ — — — 1 L — ¥ — — — 1
LAN 1 LAN 2

Figure 8-2—Bridg e ports
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Figure 8-3—VLAN Bridge architecture
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Frames areccepted for transmissiaand delered on reception to and from processes and entiitat
model the ogeraton ofthe MAC Relay Entity in aBridge. Theseare

a)

b)

Theingress rule8.6), whichclassify recaied framesaccordingto their VLAN membership, may
filter frames based on trebsence of VID in the receied frame (8.4.3), and maijtér frames
based orthe frane’'s VLAN identifier (8.4.5)

The Forwarding Proess (8.7), which forards receied frames that are twe relayed to othdBridge
Ports,filtering frames @ the basis of iformationcontainedn the Filtering xtabase (8.11) anoh
the stateof the Bridge Port$8.4);

The a@ress rules (8.8), which determinefor a gven VLAN, through whichPortsframesmay be
transmittel, andin what format;

The LearningProcess (80), which, by observing the source addressesd &iDs of frames classi-
fiedby the ingessrules,updaes the Filtering Datalase (811), condtionally on the Porstae (8.4);

The Filtering Database (8.1 Iwhich holds iftering information and supprts queries Y the For-
warding Procesasto whether framesvith givenvalues of the destination MAAddresdield and
VID shoud be forwarded tca given Port.

Each Bridge Port also functionsasend statiomproviding the MAC Serviceto LLC, whichin turnsupports
operatia of the Bridge Protocol Entity (8.12) drof otherpossibleusersof LLC, such as priwcds provid-
ing Bridge Management(8.13).

Each Bridge Port shall supg the operationof LLC Type 1procedures in order teupport the opration ¢
the Bridge ProtocbEntity. Bridge Ports magupport othertypes of LLC procedureswhich may beused ly
other protocds.

Figure8-4 illustrates &ingle instace of frame relay betweeihe Ports of a Bridge witlwo Ports.

28
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Figure 8-4—Rela ying MAC frames
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Figure 8-5 illustratethe inclusiorof informationcarried ly asingle frame, receéd on one of the Ports of a

Bridge with two Ports,in the FilteringDatabase.
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Figure 8-5—O0Obser vation of netw ork traffic

Figure 8-6illustrates the reception and transmission of Bridge Protocol Data UnitselBridge Protocol

Entity.
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Figure 8-7 illustrate the receptiorand transmission of GARProtocolData Unitsbhy a GARP Protool

Entity (8.12).
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Figure 8-7—Operation of the GARP protocol

8.4 Port States, Port parameter s, Active P orts, and the active topolog y

8.4.1 Forw arding states

State information associatadth each BridgePort gawerns whetheor notit participaesin relaying MAC
frames. A Portan be disabletty managementn whichcase it playso partin the operationof the Bridged
LAN; a Portthatis not dsabledcan ke dynamcally excludedfrom paricipation in framerelaying by opera-
tion of theSpanningTree algorithm. Iheither of these applies tdPart, it is describedasforwarding.

The active topdogy of aBridgedLAN at ary time is the set of communicatigraths formedy intercon
necting tke LANs and Bridgs by the forwarding Pats. The function of the distribted Spaming Tree alge
rithm (ISO/IEC 1802-3, Clause 8) is to cetnuct an actve tgpology that is simplyconnectedrelative to
communication betveen ag given pair of MAC Addressesisedto adiress end stations on the LANSs.

Figure 8-6 illustrateshe operation of the Bridgerotocol Entity which opeates the Spanningreealgo-
rithm andits relatedprotocds, and its modifcation of Port state infomation as part b determining the
active topdogy of theBridgedLAN. ThePortstates associatedtiv the determinatiof the actve topology
arespecifed in detail inSO/IEC 15802-38.4.

Figure 8-4 illustrates the éfwarding Process’use of Port state informationirgt, for a Port recering a
frame, in ordeto determine whethdhe receied frame is to beelayed througlany other Ports; and second,
for another Port in order to determine wheetthe relayed framés to be forvarded tihough that particular

Part.

8.4.2 Learning states

The incorporation of enstation location information ithe FilteringDatabase ypthe Learning’rocess also
depends oithe actve topolog. If information associatedith framesreceved on a Port is to be incorpo-
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ratedin the FilteringDatabaseby the Learning Process, théme Port isdescribed as beig in alearning
state; otherwise, it i a non-learningstate.Figure 8-5illustratesthe use of the Port state information for
Portreceving a frame, # the Learning Pragss, in order to determine whether the station location informa-
tion isto be incorporated ithe Filtering Database.

8.4.3 Acc eptable Frame Types

Associate with eachPort ofa VLAN Bridge is an AcceptableFrame Vpesparameterthat controlsthe
receptionof VLAN-tagged and noiWLAN-tagged frames othat Port. \lid valuesfor this parameteare

a) Admt Only VLANtagged fames
b) Adnit All Frames

If this paramedr is setto Admit Only VLAN-tgged frames ary frames reeived on that Port that carry no
VID (i.e., untaggedrames ompriority-taggel frames) are discarded ktheingress rule$8.6).

Frames that are not discarded as a result optrameter alue are classé#d and processed accordinghe
ingressrules thaamly to that Port

Each Port bthe Bidge shall suport at leasbneof thesevalues,andmay support bah. Where bothvalues
are supprted,

c) The inplementtion shall suport the ahili ty to confgure he value of the parameteryomeans of the
management agations deéhedin Clause 12; and

d) The dehultvalue ofthe parameteshall beAdmit All Frames
8.4.4 Port VLAN identifier

In Port-based VLAN classifation within a Bridge, the VID associated with an untagged or priority-tagged
frame(i.e., a frame with no tag header aframewith atag headethatcarries the null VLAN ID)is deter-
mined, based on &Port ofarrival of the frame into the Bridg as descrigd in 8.6. Tlis classifcation mech
anismrecauires theassaiation of a sgcfific VLAN 1D, the Port VLAN Idertifier, or PVID, with each of the
Bridge’s Ports.

The PVID fora given Port preides the VID for untaggednd priority-tagged frameseceved through that
Port. The PVID for each Poshdl contain a id VID value, and shall not conia the \alue of the null
VLAN ID (Table 9-2).

NOTE—Thisrule ersures thatthe process of ingress classiftion offrames alvays associates a non-null VID with each
recevedframe.As a consequence, a VLANvare Bridge can mner transmit prioity-tagged frames; all frames transmit-
ted areeither untaggedr carry a non-nuVID in their tag header

The PVIDvalue maybe cafigured by managementf managementperatims are suportedby the imple-
mentation. If no PVID aluehas beenxlicitly confgured fora Port, the PVID shall assume thalwe of
the defult PVID defnedin Tahe 9-2

8.4.5 Enable Ingress Filterin g

An Enable Ingress Filtering parameigassociated with each Pdiftthe Enable Ingress Filtering parameter
for a given Port is set, the ingress rules (8.6) shall discaydrame receied on that Port whose VLAN clas-
sification does na include thatPortin its Member se{8.119). If the parameter iseset for thaPort the
ingress ruleshall notdiscard frames reoesd on that Porton the basi®f their VLAN classifcation.
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The deéult value for this paramedr is reset,i.e., Disalle IngessFiltering, forall Parts. The value of this
parametemay be corifured ly meansf the management operatodefned inClause 12if managemen
operatims aresupparted by the implementationIf the imgemenation syports the ability tenable ligress
Filtering on ary Port, trenit shall also supprt the ability todisable Igress Filtering othose Pds.

8.5 Frame reception

The indvidual MAC Entity associated with each Bridge Pexamines all framgreceived on theLAN to
which it is attached

All error-free receiedframes gie rise toEM_UNITDATA indication primitves,which shallbe handld as
follows.

NOTE—A frame that is in errpas defnedby therelevant MAC specifcation,is discaréd by the MAC Entity without
giving rise to ag EM_UNITDATA indication:see 7.2andISO/IEC 158023, 6.4.

Frames wth EM_UNITDATA.indication primtive frame_type and rmac_action paraneter values of
user data_frame andeqest_with no_respose, respctively (7.2 and ISGIEC 158®-3, 6.4), shall be sub
mittedto the ingessrules (86).

Frames with other alues of frame_type andhac_action pameers, (e.g., request_with_response and
respamseframes),shal not be subnitted totheingress rles(8.6).

Frames with a frame_type of user_data_frame and addressed to the Bridge Port as an end station shall be
submitted to the M& Service useiSuchframes arry either the indiidual MAC Address of the Port or a

group adiress associatesith the Port (814) in the destinatioraddressiéld. Frames submitted tbhe MAC

Service usecan also be submitted to timgress rule$8.6), asspecifed dove.

Frames addresd¢o aBridge Port agnend stationand relayd to thatBridge Port fronotherBridge Ports
in thesameBridge by the ForwardingProcess,shall also bewbmitted to the MAC Service user

NOTE—The consequence tiie abwe isthat fames “relayed to that Bridgeat” are koth submittedto that Poit's
MAC Sevwice userandtransmitted orthe LAN to which thatPort isattachedee8.14.7).

No other frames shatle submitted tahe MAC Serviceuser
8.5.1 Regenerating user priority

The user_priorityof receved frames is rgeneratd using priority information contained in the frame dmel
User PriorityRegeneratiorTable for thereception Port. & eachreception Port, the User PrioriBegenera-
tion Table has eighentries, correspaling to tke eight possible alues ofuser_priority (O though 7). Each
entry speifies, for the given value of recevved user_priority the corresponding dgenerateduser_priority
value.

NOTE 1—IEEE &2 LAN techndogies sigmal a maximumof eight user_priority values.Annex H.2 of ISO/IEC 1582-
3 cortainsfurtherexplanation of theuse of user priority values anchow they map to trdfic classes.

Table 8-1 deifnes the default values of Regenerated usepriority for the eight possible aues of the
user_priorityparameter receéd in a dataindication;these @ues shall be used as the initi@ues of the
correspondingntriesof the User Priority Rgeneration @ble for each Port.

Optionally, the ablity to madify the \alues in he User Pridty Regeneratio Table by managementmeans
may be supported, as described in Clause 12. If this capabilityisi@dothe @lue of the table entries may
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be independentlgettable foead reception Port and for eaghlue of receied user_priorityandthe Bridge
may have thecapability to use the full range oflues in the parameter ranggsecifedin Table 8-1.

NOTE 2—Itis important to ensure that treeneration and mapping of user pitpwithin the Bridg is consistent with
the end-toend signifcance attachetb that user priority in the Bridged LAN. i#in a gven Bridge,the \alues chgen
for the User Priority Rgeneration @ble for a gien Pot stould beconsistent wittthe priority to be associated with traf-
fic receved throughthat Portacrosghe rest of th&ridged LAN, and should gerate appopriate accesgriority values
for each transmission M& method. Theuser prioity value regenerated vidhe User PriorityRegenestion Table on
reception isused:

— Viathe trafic classtable (8.7.3) to determirtbe trafic classfor agiven outboundPort, and

— Via fixed, MAC methodspecifc mappings (8.7.5p determine thaccess priority that wilbe used for a géen out-
bourd MAC method.

Table 84 shaws the debult values for the rgererationof user prigity. Table 8-2 shws thedefault values fa the trafic
class table, for all possible numbers of supportetidrefasses. &le 8-3 shws the fxed mappimgs from user priorityo
access priority that arequired for different outbount!AC methods.

Table 8-1—User priority reg eneration

| Dol ceneraed | e
0 0 07
1 1 0-7
2 2 07
3 3 0-7
4 4 07
5 5 0-7
6 6 0-7
7 7 07

8.6 The ingress rules

If the vlan_identiler parameter carried in a reeed data indication is equal the null VLAN ID (Table 9-2)
and the Aceptable Fram&ypes parameter (8.4.3) ftire Port through which the frameas recaied issd to
the value Admit Only VLAN-tagged frames thenthe frameshall be discardk

Each frame receed ty a VLAN Bridgeshallbe classiied as belongintp exactly one VLANby associating
aVID value with the receied frame. The clasditation is ghieved as follavs:

a) If the vlan_identifer parametercarried in a reeived data indication is the null VLAN ID
(Table 9-2), then

1) If theimplementatiorsupportdurther VLAN classifcation rulesn addition to Port-based clas-
sification (D.2.2), andf the applicatiorof these rules associates a non-null VAe with the
frame,then thatvID value is used.
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2) If the implemetation supmrts only Port-basedassifcation, or if ary adlitional classifcation
rules supported areinable to associat non-null VID withthe frame, then the PVID aue
associated with the Pdtirough which the frameas receved is used (8.4.4).

b) If the vlan identifier paramedr caried in areceived data indication is nd the nul VLAN I D

(Table 9-2), then the vlan_idefier pammeter \aue is used.

NOTE 1—As deined in 7.1.2, the vlan_iderigf parameter carries the null VLAN ID if the framasamnot VLAN-
tagged.There are tw cases; either thfeame was untaged, or the fame vas tagged ah the tag header carried a VID
vaue equal to thenull VLAN 1D (i.e., a prioity-tagged frame)

NOTE 2—VIDs of value FFF cannot beonfiguredin ary Filtering Database entifgee Bble 9-2).Consequentlyary
incoming framewhoseVLAN classification is FFFwill be disardedby the Forwarding Proess.

The VID valuethus identifed, knavn as theVLAN classifcation of the frame, is used as thalue of the
vlan_classifcation parameter of grcorrespndng datarequest primitres.

If the Enable Ingress Filtegnparangter (8.4.5) for tke Port throudp which the frame was reasid isset,
andif the Portis not in the Member set (8.11.9) fine frames VLAN classification, then the framis dis-
carded.

All framesthat arenot discarded as r@sult of the application of the ingress sige submitted to theoF
warding Procesand to the_earningProcess. Alframesthat are discardeds a resulbf the applicationof
the ingress rules aret submitteaitherto the Brwarding Proess or tdhe Learning Process.

8.7 The Forwar ding Pr ocess

Frames submitted to thefwarding Process after being reas at ag given Bridge Port (8.5) shall be for-
warded thraighthe dher BridgePorts sufect to the constituenfunctions of tle Forwardng Process. These
functions enforce topolggrestrictions (8.7.1), use Filtering Database informatiofilter frames(8.7.2),
gueue frames (8.7.3), selapteuel frames for transmission (8.7.4), map priorities (8.7.5),randlculate
FCSif required(8.7.6).

The Forwardng Process foctions aredescrited in 8.7.1-8.7.6 in terms bthe actio talen for a gien frame
receved on a g¥en Port (termed “the reception Port”). The frame can be doed for transmissioon
some Portg§termed “transmission P3"), andis discarded withaLbeirg trarsmitted at the o#r Pats.

NOTE—The model of ogrationof the Forwarding Processlescibedin this standard is limited tthe operation fothe
relay function ofthe MAC Bridge, and des not tak into consideratia what mayoccur in real implementatis once
framesare passed to the MB& for transmission. In some MAimplementatios and uler some trdifc conditions,a
degreeof indeterminag maybe intraluced between the medd description of thprocess of passing selectedmeso
the MAC for transmission anthe actal sequence oframesasvisible m theLAN mediumitself. Examplesan be
found in thehandlingof access_priority ifoken-PassingBus MACs, orin the efect of differentvaluesfor Token Hold-
ing Time in FDDI LANs. Such ingterminag could result in apparent violatiof the queing/de-queueing ad priori-
tizing rules desdbedfor the Forwarding Processvhenobserving trdic onthe medium. As a consegnce,in some
implementation®f this standat, it may prove to be impossible téest comformance to the standard simply telating
obsered LAN traffic tothe describednodelof theforwarding preess;corformance tests auld have to allow for the
(permissible) behaor of the MAC implementations asell.

Figure8-4 illustrateghe operationof the Forwarding Process a single instance dfamerelay between the
Pats ofa Bridge wth two PortsFigure 8-8 illustraes the detailed operaion of the Forwardng Process.

8.7.1 Enforcing t opolog y restriction
EachPort is selected aspotentiatransmissiorPort if, and only if

a) ThePort on which the frameas receiedwasin a forwarding state (ISO/IEQ5802-3, 8.4)and
b) The Portconsideredor transmissions in a forwarding stateand

34 Copyright © 1999 IEEE. All rights reserved.

Authorized licensed use limited to: University of Nebraska - Lincoln. Downloaded on November 30,2022 at 19:04:46 UTC from IEEE Xplore. Restrictions apply.

ARISTA NETWORKS, INC. EXHIBIT 1009
Arista Networks, Inc. v. Corrigent Corporation, IPR2023-00805, Page 70



VIRTUAL BRIDGED LOCAL AREA NETWORKS

SOURCE DESTINATION
PORT STATE PORT STATE
INFORMATION INFORMATION

8.7.1 8.7.2 8.7.3

FILTERING
DATABASE

FRAME RECEPTION

FRAME DISCARD

IEEE
Std 802.1Q-1998

FRAME TRANSMISSION

Figure 8-8—lllustration of the detailed operation of the F orwar ding Process

c) The Portconsideredor transmissioris notthe same as thieort on which the frame ag receied,

and

d) Thesize of the mac_sendcdata_unit coreyedby the frame does noteeeal the maximum size of
mac_serice_data_unit symrted ly the LAN to which tle Pat consicered for trasmissio is

attached.

For each Porhot sdected as potential transmissidport the framehallbe discarded.

8.7.2 Filtering fr ames

Filtering decisions are tak by theForwarding Process ae basiof

a) The destination M& Address carried in a reseid frame;

b) The VID associated with the reaaidframe;
c) The information contairtkin the FilteringDatabase fothat MAC Address an¥ID;
d) The deéult Group filtering behavior for the potential transmission Pb(8.11.6).

For ead potential transmission Patlected as in 8.7.1, the frame slhallforwarded,or discarded (i.e.,if
tered), on the basis of thisformation, in accordanceith the definition of the FilteringDatabaseentry
types (8.111, 8.11.3, andB.114). The requiredorwarding ard filtering behavior is simmarizedin 8.116,

8.11.8, Eble 8-5 Table 8-6,ard Table 8-7.

8.7.3 Queuing fram es

The Forwardng Process pnades storage forwpuedframes, aaiting an gportwity to sibmit these fo
transmissia to the individual MAC Ertities associated ith eachBridge Port. Theorderof frames receied
on thesameBridge Port shall be presesdfor

a) Unicast frameswith a given user_priority (rgenerated adefined in 8.5.1) for @iven combination
of destination_addressmdsource_address;
b) Group-addressed frames with avegi user_priority (rgenerated as defed in 8.5.1) for agiven
destinationaddress.

The Forwarding Process may pridle more than one transmission queue fovargBridge Port. Framese
assignedo storag@ queue(s) mthe basis of thir user_friority using a trdfic class take that is @rt of the
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state information associated witaolPort. The table indicatesor each possiblealue of user_priority the
corresponding alue of trafic class that shall be assignedlugs of user_priority range from O through 7.
Queues correspond one-to-one withftcatlasses.

NOTE 1—Anrex H.2 of ISO/IEC B802-3contains furtheexplanatio of the useof user_prioity values and bw they
map to trdfic classes.

For management purposes, tapeight trafic classes are supportegthe trafic class tablesn order to allav

for separte queues for eh level of user_priority Traffic classes are numbered 0 through N-1, where N is
thenumber of trdic classesssocatedwith a given outbound Port. Bhagement of tréifc class information

is optional. Traffic class Qcorrespods to ron-expedted traffic; non-zeratraffic classes arexpedited classes

of traffic.

NOTE 2—In a gven Bridge, itis permissible to implement €érent numbeyof traffic classegor eachPott. Portsasso-
ciated with MAC methodghat syport a single transmission priorityuchas CSMA/CD, can fport more than one
traffic class.

Where the Brwarding Pracessdoesnot supprt expeditedclassef traffic for a gven Port, in ¢her word,
where there is a single tfaf class associated with the Port, alues of user_priority map to tfaf class 0.
In bridges which suport expeditedtraffic, the recommerad mapjpng of user_priorityto traffic classfor
the number of trdifc classes implemented, issgwn in Table8-2. Each entry ithe body othe table is the
traffic class assigned tmaffic with a givenuser_priority for agiven numbenf availabletraffic classes.

Table 8-2—Recommend ed user priority to tr  affic c lass mapping s

Number of Available Traffic Classes

1 2 3 4 5 |6 7 8

O@efaulty [0 |0 |0 |12 | 1|1 |1 |2

1 0 0 0 0 0|0 0 0

2 0 0 0 0 0 0 0 1
2>

5 3 0 0 0 1 112 2 3
a

8 4 0 1 1 2 2 3 3 4
-]

5 0 1 1 2 3 4 4 5

6 0 1 2 3 4 |5 5 6

7 0 1 2 3 4 5 6 7

NOTE—The ratiorgle behindthe choiceof values shan in this
table is discussed in AnxéH.2 of ISO/IEC 15803. A conse-
quence of thenappng shavn is that frames carrying trdefault
userpriority aregiven preferential treatment rele¢ito userprior-
ity 1 and 2 in Bridges that implement foor more Traffic
Classes.

A frame queuedby the Forwarding Proces®r transmission on Rort skall be remweed from thatqueue on
subnissionto the individual MAC Enity for that Port.No further atempt shall be made totrarsmit the
frame onthat Port gen if thetransmissions knavn to have failed.
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A frame queuedybthe Forwarding Process for tnamission on a Port can be rerad from thatqueue, and
not subsequently transmitted, if the timevidrich tufferingis guaranteed has beexceededor that frame.

A frame queuedor transmission on a Port shall be ramd from tha queue if thais necessaryo ensure
that the maximum bridge transit delay (ISO/IE&802-3,6.3.6) will not be rceededat the time at which
the frame wouldulsequently be transmitted.

A frame queed for transmission onRort shalberemaoved from that queue if thassociated Port leas the
forwarding state.

Remaoal of a frame froma queue for anparticular Pordoes notof itself imply thatit shall beremoved
from a que for transmission oary other Pat.

8.7.4 Selecting fram es for transmission

The following algorithm shall be supprted by all Bridges asthe dfault algorithm for selecig franes for
transmision:

a) For each Port, frameare selected for transmission on tiesis ofthe traffic classeshat the Port
supports. For a gven suppoted value of traffic class, framesare selected from thcorrespading
gueue fortrarsmissia only if all queues caesmndingto numerically Hgher values d traffic class
supported B the Port are empty at the time sélection;

b) For agiven queugtheorder in which frames are selecfied transmissiorshall maintain the order-
ing requrementspecifed in 8.7.3.

Additional algaithms, selectableyomanagement meansay besupported as an imlpmentation optiorso
long as tlke requirements of 8.7.3 are met.

8.7.5 Mapping pri ority

The userpriority parameter in aEM_UNITDATA .requesprimitive (7.1) shall be eqal to theuser_piority
parangterin the correspatling data indcation.

The mapping of user_priority to outbound access_pri@ifghiesed via fixed, MAC method-speci€ map-

pings. The access_priority parameter in BM_UNITDATA.request primitie (7.1) shall bedetermined
fromthe user_priority in accordance with thaues shavn in Table 8-3 for the MA methods that will carry
the dataequest. Thvaues shan in Table 8-3 are nomodfiableby managmert or other mears.

The table shes two columns for the 8802-MAC method.The mapping in theolumn markd “8802-5
(alternate)” is included iorder to permit backards compatibility with equipment mamatured in accor-
dancewith ISO/IEC 10038: 1993; hwever, the useof thismapping reduces the numbmravailableaccess
priority values tothree. r this reason, it is reeomendedhat tre column marled“8802-5 (ckfaut)” is sup
ported aghe deéult mapping wherdackward compatibility is noain issue.

8.7.6 Recalcu lating FCS

Wherea frame is beingorwarded betweetwo individual MAC Entities of the same IEE&D2 LAN type,
andrelaying theframeinvolvesno changes to thdatathat iswithin the FCS ceeragethe FCS receid in
the EM_UNTDATA.indication primitive may besuplied in the correspaling EM_UNITDATA.request
primitive and not recalculated (7.1, 7130O/IEC 15802-3, 6.3.7).

Where a frame is lig forwarded between twindividual MAC Entities of diferent types, recalculation of
the FCSis necessary ithe diferences between the LAMAC methods is such than FCS calculated
accordingo the MAC procedures for the destinatiAC methodwould differ from theFCScarriedby the
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Table 8-3—Outbo und access priorities

Outbound AccessPriority per MAC method
user_priority 802.3 | 8802-4| 88®-5 8802-5 882-6 | 802.%" | 8802.11 | 8802-12| FDDI
(default) | (alternate)
0 0 0 0 4 0 0 0 0 0
1 0 1 1 4 1 0 0 0 1
2 0 2 2 4 2 0 0 0 2
3 0 3 3 4 3 0 0 0 3
4 0 4 4 4 4 0 0 4 4
5 0 5 5 5 5 0 0 4 5
6 0 6 6 6 6 0 0 4 6
7 0 7 6 6 7 0 0 4 6

“In the absence af defnition, in ISO/IEC15802-3 6.5, ofsupport ly IEEE Std802.9a-995,it is assumed i for this
MAC method accesgpriority 0 will map to “lov.”

recevedframe, or if relaying the framievolves changes tihe data thais within the FCS ceerage. Where
necessantheFCS is recalculated according to g8pecifc MAC procedures of the transmitting MAentity

NOTE—Thereare two possibilities forrecreating a alid FCS. The ifrst isto generate a ng FCS ly algorithmically
modifying thereceived FCS, based on kmdedge of the FCS algorithm and the transformations that tteene has
undegone betweereception andrarsmission. Theseconds to relyon the mrmal MAC procedurego recalculate the
FCSfor theoutgoirg frame.The fomerapproach may bpreferable in terms of itability to protect aginst inceased
levels of uncetectedframe errois. ISO/IEC 158R-3, Annex G, discusseshese possibilitiesn more detail. The
frame_cleck_sequence parametd#rtheEnhancedrternal SublayeBervice (7.1) is db to signal thevalidity, or other-
wise, of theFCS; an unspéfied vaue in this paranger in a dah request indcaes to thetransnitting MAC thd the
receved FCS isnolonger \alid, and the=CSmust tlereforebe recalculated

FCS recalculation is necessanaify of thefollowing conditions are true:

a) Theagorithmused to determinthe FCS difersbetwea the MAC methods useby thetwo MAC
entities;

b) The FCS cwerage difers betweethe MAC methodausedby the two MAC entities;

c) Relaying the frame beeen the tw MAC entities imolves changes to the data that is within the
coverace of the FCS (e.gtheframe wastaggedon one link, but nat on the other).

8.8 The egress rules
Frames shabe fltered, i.e., discarded,

a) Fortheframes VID, as determinebly theingressrules(8.6), thetransmission Poiis not present in
the Member set (8.11.9)pr

b) The \dlue of the itlude tag parametedetermined as sk belav, is False, and tk Bridge does
not suppat the ability totranslate embeattd MAC Addressinformation from the formatindicated
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by the canonical_format_indicator paranrete the format appropriate to tht/AC method on
which the datarequest will be carried.

NOTE 1—The meaimgs of the termsCanonicaformatand Non-canonical format are discussed in Arfhe

Thevalue of the irclude_tag parametein the data request prithie is determied as follavs:

c) If, for theframes VID, as determinedly the ingress rule€.6), the transmission Port is presein
the untaggedd (8.11.9) then the alue Rlseis used Otherwise;
d) The alue Tueis used.

NOTE 2—As all incoming frames, includgnpriority-tagged framesare classied as beloging toa VLAN by the
ingress rules (8.6), éitransmitting?ort only transmits VLAN-tagged fimes ountaggedrames, and camnever transmit
priority-taggedframes. Hence, a station sendinpgiority-tagged frame via ¥LAN Bridge will receve aresponséhat
is eitherVLAN-tagged oruntagged,depending upon thetateof the untagged sébr the VLAN concerned.

The \alueof the canonical_format_indicator parameteth@fdata request primite isequal tothe valueof
thatparameter aseceved in thecorresponding data indication.

8.9 Frame transmission

The indvidual MAC Entity associated witlead Bridge Port transmitBames submittedb it by the MAC
Relay Entity

Relayed frames are submitted toansmission ¥ the Forwarding Process. The EM_UNITJA.request
primitive associated with suchiamescorveys the waluesof the source and destinatiorddress felds
received in thecorresponding EM_NITDATA.indicationprimitive.

LLC Protocol Data Units are submittey bLC as a user of the M8 Service preided ty the Bridge Port.
Frames transitied to corvey such Prtocd Data Urits carry tle indvidual MAC Address 6the Port inthe
source addressgeld.

Each frame is transmitted subject to the ®Mprocedureso be obsered for tha specifc IEEE 802 LAN
techrology. The values of theframe_type ad mac action parameters of theorrespndng EM_UNIT-
DATA.request primitive shall be wser_data_frame angquest_with_m_response respeatly (7.2; ISO/IEC
15802-3, 65).

Frames transmitted folldng a requestypthe LLC user of the M& Service preided ty the Bridge Port
shall also be subitted to tle MAC RelayEntity.

8.10 The Learning Pr ocess

The Learning Process obsesvthe source M@ Addressesf frames receied on each Port and updates
Filtering Databaseonditionallyon the state ahereceving Port. The VID associated with the frame is used
to ensurehat the addessinformation islearnedelative to the frame’s VLAN.

Frames are submitted to thearningProcess ly theingress rulesis specigdin 8.6.

The LearningProcess can deduce tRertthrough whichparticular end stations e Bridged LAN @nbe
reachedby inspection othe source ME Addresdield and VID ofreceved frameslt recordssuch informa-
tion in the Filtering Dabase (8.11)t shdl createor updde aDynamic FilteringEntry (8.11.3) associated
with theframe’s VID (8.11.9), associating tmeception Port with theource MAC Address, if and onlif
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a) The Port on wich the frame \&s receved is in astate that allvs learning (ISO/IEC 15802-3, 8.4),
and

b) The sourceaddressfield of the frame denotes a spedif end station, i.e., is na@ group MAC
Address, and

c) The resulting number @ntrieswould not &ceedthe @pacity of the FilteringDatabaseand

d) The Member set (8.11.9) for the fram&ID includesatleastone Port.

NOTE—If the Member sefor a given VID is the empty sethen that VLANis not curently actve, and théBridge will
thereforefilter all frames destinetbr that VLAN, regardlessof their destination address. There isrforeno reasono
include MAC Address iftering information in the Filtering Database for that VLAN until such a time as it becomes
adive.

If the FilteringDatabase islreadyfilled upto its capacitybut a nev ertry would otlerwise be madethen
an «isting entry may beemoved to male roomfor the nev entry

Figure 8-5 illustrates the operatioof the Learring Pracess in tk inclusion ofstation I@ation information
carried ly a single frameseceived on one othe Ports o Bridge, in the Filtering Database.

8.11 The Filtering Database

The Filtering Databassupports querieby the Forwarding Process aso whether frames reced by the
Forwardng Process, with géen valuesof destinatiorMAC Addresgparameteand VID, are to bdorwarded
throuch agiven potential transmissioRort (8.7.1and8.7.2).It containsfiltering informationin the form d
filtering ertriesthat are eithr

a) Static,andexplicitly configuredby management actionr o
b) Dynanic, and auomatically entered irto the Filering Database yothe normaloperaton of the
bridgeand the protocts it suppats.

Two entry types are used to regeat static iitering information. The Static Filtering Entrypeesents static
informaion in the FilteringDatalase for indvidual andfor groupMAC Addresses. It atlws administrative
control d

c) Forwardingof frames with particular destitian addresses; and
d) The inclusion in the Filtering Database of dynanilierfing information associated with Extended
Filtering Servicesand useof this informaion.

The Fitering Datbaseshal contain entriesof the Static Fikring Ertry type.

The Satic VLAN Rajistration Entry represestall static hformation in the Fitering Database fioVLAN s.
It allows administrtive controlof

e) Forwardingof frames with particular VIDs;

f)  The inclusion/remedl of tagheaders ifiorwarded frames; and

0) Theinclusionin the Filtering Database & dynamic VLAN membershipinformation, anduse of this
information

The Filtering Databasmay contain entriesf the StaticV LAN Registration Ertry type.

Static fltering information is adeld to, modfied, and remeed from the Filteriig Database only umd
explicit managenent control. It shal not be atomatically removed by ary ageirg mechaism. Maragemnent
of staticfiltering informationmay be carriedout by use of the remote managemeapability provided Ly
Bridge Managemer(B.13)using the operations spediédin Clause 12.
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Three entry typs are used teepresentlynaric filtering information. Dynarric Filtering Entries are used
specify the Ports on which indilual MAC Addressediave been learned. Thare create@dndupdatedcby
the Learning Process (8.10), and are subjecigeing andemoval by the Filtering Database. Group gie-
trationEntries sppart the ragistration of group MAC AddressesThey are createdjpdated, and renved by
the GMRP potocol in suport d Extended FilteringServices(8.114; ISO/IEC 15802-3, 6.6.5; ISO/IEC
15802-3, Clausé&(0). Dynamic VLAN Rgjistration Entries are used to specify the Ports on wiilohN
membershifhas been dynamically gestered. Thg are created, updateahd remwoed by the GVRP proto-
col, in supprt of autanatic VLAN menbershp confguration(Clause 11).

Static Filtering Entries and Group Registratian Entries canprise

h) A MAC Addressspecifcation;

i) A VLAN Identifier (VID);

i) A PortMap, with a controelemenfor each outbound Paid specifyfiltering for that MAC Address
specifcationand VID.

Dynamic Filtering Ertriesconyprise

k) A MAC Addressspecifcation;

[)  Alocally significantFiltering Identifer (FID; see 8.11.7);

m) A PortMap, with a controelemenfor each outbound Patt specifyfiltering for that MAC Address
specifcationin the VLAN(s) allocated to that FID.

Static and Dyaric VLAN Registration Entries coprise

n) A VLAN Identifier;
0) A PortMap, with acontrol element for each outbound Porspecify fltering for the VLAN.

Dynamic filtering informaton may be read ¥ use of the remote managenent capabiity providedby Bridge
Managemen(8.13)using the ogerations spediéd inClausel2.

The Filtering Services supportéy a Bridge (Basic anextended Filteringservicesdetermine the datilt

behaior of the Bridge with respect to tb forwardng of frames destied for group MAC Addresseslin

Bridges tlat suppot ExtendedFiltering Serices, tle defult forwardng kehavior for group MAC

Addresses, for each Port, and for e¥¢D, can beconfigured both statically and dynamically means of
Static Filtering Entrieand/or Group RgistrationEntries that can carry the folling MAC Address spedH

cations:

p) All Group Addresses, fowhich no mae specifc Sttic Filtering Entry exists;
g) All Unregistered Groughddresses (i.eall group MAC Addresses fowhich no GroupRegistration
Entry exists), for which no more spedif Sttic Filtering Entry exists

NOTE 1—The All Group Addresses spedifation p) abwe, when used ia Static Filtering Eny with an appropriate
control specitation, povidesthe ability to configurea Bridge that supports Extend&dtering Services todhave as a
Bridge that supports onlyBasic Filtering Services on sonmar all of its Ports. This might bedore for thefollowing rea-
sons:

— The Portsconcerned seev“legagy” devices that wish to receie multicasttraffic, but are unable to rgister Goup
membeship;
— The Portsconcernedere devices that neetb receve all multicasttraffic, sich as routersr diagnostic déces.

The Filtering Database sl suppat the creaton, yodatng andremoval of Dynamic Filtering Entries ly the
Learning Preess (810). In Bridges tht suprt Extended Filtering Services, the Filtergn Datalase shall
suppot the creation, upating, andremoval of Group Ragistration Entries ly GMRP (ISO/IEC 58023,
Clause 10).
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Figure 8-dillustratesuse ofthe Filtering Databaséy the Forwarding Process in single instance dirame
relay betweerthe Portsof a Bridge withtwo Ports.

Figure 8-5 illistratesthe creatio or update of a gnamic eftry in the Filtering Datalase by the Learning
ProcessTheentries in the=iltering Database allo MAC Address information tbe learned independently
for each VLAN or sebf VLANS, by relatinga MAC Address to the VLAN or seif VLANs onwhich that
addressvas learnedThis has the &ct of creating independehiitering Databasef®r eachVLAN or set of
VLANS thatis present in th&ridged LAN.

NOTE 2—This standatk specifes a singleiltering Database thatontains all FilteringDatabase entries; hvever, the
inclusion of VIDs ard FIDs in the iitering entries dectively provides distinct ISO/IEC15802-3-stle Filtering Data-
baseger VLAN or set of VLANSs.

NOTE 3—The ability to create VLAN-demdent Filterig Datakase entries alles a VLAN Bridge to support

— Multiple endstations withthe sameéndividual MAC Addressesidng on dfferert VLANS;
— End statiomswith multiple interbcesgeachusingthe same idividual MAC Address,
as lorg as not more thaane end station or inteate that usesgiven MAC Address resides agiven VLAN.

Figure 8-6illustrates the operatioof the Bridge Protocol Entity8.12), which operatethe Spanning Tee
Algorithm and Prtocd, ard its ndificationof the Filtering Database othanges iractive toplogy sigraled
by thatprotocd.

Thereare no standardized constraints on the size of the Filteritap&se in an implementation for which
conformancedo this stamardis clamed. The PIS Prdormain Annex A requres tte fdlowing to be speci
fied for agiven implementation:

r)  The tdal number of ertries (Static Filering EntriesDynanic Filtering Entries, GroupReagistration
Entries, Static VLA Raistration Entries, and ymamic VLAN Rajistration Entries) that the
implementatio of the Filtering Datalase can suppt and

s) Of thattotal number, the tdal number of VLAN Registraton Entries (static ad dyramic) thatthe
Filtering Database can suppo

8.11.1 Static Fil tering Entries
A Static Fitering Entry specifes

a) A MAC Addressspecifcation, comprising
1) An Individual MAC Address; or
2) A group MAC Addresspr
3) All Group Addressedpr which no more spedit StaticFiltering Entry «ists;or
4) All UnregisteredGroup Addressedpr which nomorespecifc StaticFiltering Entry &ists.
b) The VID of the VLAN to whichthe stic filtering information appies;
c) A Port Map, containing a contrelement for each outbound Port, specifying tHaaime with a des-
tination MAC Address an¥ID that meets this spedifationis tobe
1) Forwarded, ndegendenty of ary dynamicfiltering information held by the Filtering Database;
or
2) Filtered indepenéntly of ary dynamic fltering information; or
3) Forwardedor filtered m the basisof dynamicfiltering information, @ on the basisof the
default Group filtering behaior for the aitboundPart (8.11.6)if no dynamic filtering informa-
tionis present spedially for the MAC Address.

All Bridges shallhave the capabilityto suypport the iirst two \aluesfor the MAC Address spediation, and
all three \alues for each contraement for all Static Filtering Entries (i.e., shiadle the capabilityto sup-
port ala?, clc2, andc3 abwe).

42 Copyright © 1999 IEEE. All rights reserved.

Authorized licensed use limited to: University of Nebraska - Lincoln. Downloaded on November 30,2022 at 19:04:46 UTC from IEEE Xplore. Restrictions apply.

ARISTA NETWORKS, INC. EXHIBIT 1009
Arista Networks, Inc. v. Corrigent Corporation, IPR2023-00805, Page 78



IEEE
VIRTUAL BRIDGED LOCAL AREA NETWORKS Std 802.1Q-1998

A Bridge that spports Extendeéiltering Senices shall hee the cajhlity to suppart all four values fa the
MAC Address spedi€ationandall threecontrol elementauesfor all Static FilteringEntries.

For a gven MAC Address speditation, aseparate Static Filtering Entry withdéstinct Port Map may be
createdor each VLANfrom which franesare recaied by the Forwarding Process.

In additionto controlling the forwarding of frames, Stati€iltering Entries for groupMAC Addressegro-
vide the RegistrarAdministrative Control values fa the GMRP protacol (ISO/IEC 58023, Clawses 10, 12,
and 2.9.1). Static caffiguration of fawarding of specit group addresseftames tcanoutbownd pat indi-
cates Raistration Fixed on that port: a desire to reeeframes addressed to that Growerein the absence
of dynamic irfformation Static configuration of filtering of framesthat migh otherwise g sent toan out-
bound port indicates Rgistratian Forbidden. The absee of a Static Filteringentry for the groupaddress,
or the confgurationof forwarding orfiltering an the basis oflynamic fltering information, indcates Nor-
mal Registratian.

8.11.2 Static VLAN Registration Entrie s
A Static VLAN Raistréion Entry speciffes

a) The VID of the VLAN to whichthe satic filtering information appies;
b) A PortMap, consistingpf acontrol element for each outbound Port, specifying

1) TheRegistrar Administratre Control aluesfor the GVRP protocol (Clauskl) for the VLAN
specifed. In addition to pnading control wer the operation of GVRFhese @ues can also
directly afectthe forwarding behwior of theBridge, as described in 8.11.9. Thauesthat can
be represaedare

i) Ragistration Fixed; or
i) Registration erbidden; or
iii)  Normal Registratian.
2) Whether frames destined ftite VLAN specifed are tdbe VLAN-tagged or untagged when
forwarded throug this Port.

All Bridges shall becapable osupportingall values for eacleontrol element foall Static VLAN Reistra-
tion Entries; however, the ability to sugport morethan one untaged VLAN on gress on aygiven Pat is
optional (see 51 ard 52).

NOTE—In other vords, it shall be possible to cagfire aly VLAN as untagged ongeess, bt it is animplementation
option as to whether only a singlentagged VLAN per Porton aress is supgrted, or whether multiple untagged
VLANS per Pat on gyress areswpported.

A separate Static VLAN Rygstration Entrywith a distinct Port Map may be created feach VLAN from
which framesare receied by the Forwarding Process.

8.11.3 Dynamic Filtering Entr ies
A Dynamic Filtering Ertry specfies

a) Anindividual MAC Address;

b) The FID, anidertifier assjnedby the MAC Bridge (8.117) to idertify a set ¢ VIDs for which no
more tlan one Dyamic Filtering Ertry canexist for ary individual MAC Address;

NOTE 1—An FID identifies a set of VLAN&mong whichShaed VLANLearning(3.9) takes place. Ay pair of FIDs
identifies two sets of VLANSs between whidhdependent VLAN Learning3.5)takes dace.Theallocationof FIDs by a
Bridge is desd¢bedin 8.11.7.
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c) A PortMap that speciks forwarding offramesdestinedor that MAC Address and FIo a single
Port.

NOTE 2—This isequialent to specif/ing a single port nunds; hence, this spedifation is directly equvalent to the
specifcationof dynamicertries in ISO/IEC 0038:1993.

DynamicFiltering Entries are created and updatedthe Learning Proas (8.10). The shall be automati-
cally removed after a specifed time, the Ageing Time, has elapsed sintke etry was created or last
updated. Nanore tha one Dynamic Filtering Entry shall be created in the Filtebragabase for a gén
combinationof MAC Address and FID.

DynamicFiltering Entriescannot be creatent updated ¥ management.

NOTE 3—Dynamic FilteringEnties may be readybmaragement (Clause 12The FID is repesented in the manage-
mentRead operation ly ary one of the VIDs tat it repesets. For a gien VID, the set of VIDghat shar¢he same FID
mayalsobe determinethy management.

The ageing out of Dynamic Filtering Entries ensures that end statiortsafieabeen mwed toa different
partof the Bridged LAN willnot bepermanently preentedfrom receving frames. Italso tales accounbpf
changes in the agt topoloy of the Bridged LAN that can cause end stationgppear to mee fromthe
point d view of the lridge;i.e., tre pathto those ed stations suiequently lies ttough adifferentBridge
Part.

The Ageing Tme may be setypmanagement (Clause)12 rarge of aplicable \alues anda recommeded

default is specifedin Table 8-4;this is suggestedo remae the needor explicit corfiguratian in maost cases.
If the value of Ageing Tmecan be sety management, the Bridge shiatlve the capability to usealues in
the range sped#d, witha granularity of 1 s.

Table 8-4—Ageing time parameter value

Recommended

Parameter default value

Range

Ageing time 3000s 10.0-1 @O 0000 s

NOTE 4—The granularity is spe@fl in oderto establish a commdpasisfor the granularityexpressedn the manage-
ment operationslefined inClausel2, not to constraithe granularity ofthe actual timer sumgpted ly a conforman
implementation. If the implementatieuppaots a granularitptherthanl s,then it is possible that th@lue read backyp
managemerfbllowing a Set operatiowill not matchthe actual slue expressedn the Set.

The Spanning fee Algorithmand Protocol spediéd in ISO/IEC15802-3, Claus8, includesa procedure
for notifying all Bridgesin the Bridged LAN of topolog change. It spedis ashort \alue for theAgeing
Timer, to be enforcedfor a period afteary topdogy change (ISAEC 1582-3,8.3.5). Wlile the toplogy
is not changing,this procedure allws normal geing to accommodatex¢éended periods during which
addressecerd stations do ot gererate frames themseds, grhags through keing powered devn, withou
sacrifcing the ablity of the Bridged LAN to coninue to provide serice afterauomatic corfiguratian.

8.11.4 Group Registratio n Entries
A Group RaistrationEntry specifes

a) A MAC Addressspecifcation, comprising
1) A group MAC Addresspr
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2) All Group Addressedpr which no more spedit StaticFiltering Entry &ists;or
3) All UnregisteredGroup Addressedpor which nomorespecifc StaticFiltering Entry aists.

b) The VID of thre VLAN in whichthe dynamiciftering information ves registered

c) A PortMap, consisting of controlelementfor each outbound Portyhich specifes forwarding
(Registered)or filtering (Notregistered) of framgdestined to th&AC Addressand VID.

Group Registration Entries are createdodified anddeleted kp the gerationof GMRP (ISO/IEC 58023,
Clause 10, as modid by Clause 10 of this standard). Kwre than one Group BistrationEntry shall be
createdn the FilteringDatabase foa givencombination oMAC Addressspeification and VID.

NOTE—It is possible tchave a Static Filterig Enty which has values of Brward or Filteron some omll Pots that
mask the dynamicaues teld in a correspnding Grop Ragistration Entry Thevalues in the GroufRegistration Entry
will continue to ke updated $ GMRP; hence, subsequent macttion of that entry to allav the use of dyamic fltering

informationon one or morePorts immediately aatites therue GMRP rgistration state thatas hitherto maskd lty the
static information.

8.11.5 Dynamic VLAN Registr ation Entries
A Dynamic VLAN Registration Entryspecifes

a) The VID of the VLAN to whichthe dynamiciftering information applies;
b) A PortMap with a control element for each outbound Port specifying whetieVLAN is regis-
tered on tht Port.

A separate Dynamic VLAN Rpgstration Entrywith a distin¢ Port Mapmay be createfor each VLAN
from which frames are recgidby the ForwardingProcess.

8.11.6 Default Gr oup filtering beh avior

Forwardng andfiltering d group-addresseftamesmay be managedylspecifying defaults for eachVLAN
and outbound Port. The befiar of each ofthesedefaults, as modifed by the controlelementsof more
explicit Filtering Database entriezpplicableto a given framés MAC Address, VLAN classi€ation,and
outbownd Pat is asfollows:

NOTE 1—As stated in 81L1,for a given MAC Address there may be separate Static FilteringeSnivith a distinct
Port Map for each VLAN.

a) Forward All Groups. Theframeis forwarded, unlesan eplicit Static FilteringEntry specifes flter-
ing independem of ary dynarmic filtering information.
b) Forward Unregistered Goups.The frameis forwarded, unless
1) An explicit StaticFiltering Entry specifes fltering independent of ag dynamic fltering infor-
mation; or
2) An explicit Statc Filtering Entry specfiesforwardng or filtering on the basisof dynamc filter-
ing informaton, ard anapgicable explicit Group Reistration Ertry existsspecfying filtering;
or
3) An applicable eplicit Static FilteringEntry does notxast, kut an apgdicable Grou Registra-
tion entry speciks fltering.
c) Filter Unregisteiled Goups.The frames filtered unless
1) An explicit Static Filtering Entry spedies forwarding indepenént d ary dynamic filtering
information; or
2) An explicit Statc Filtering Entry specfiesforwardng or filtering on the basisof dynami filter-
ing information,andan applicableglicit Group R@istration Etry exists specifyirg forward
ing; or
3) An applicable eplicit Static FilteringEntry does notxast, kut an apgdicable Groy Registra-
tion entry specits forvarding.
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In Bridgesthat supprt oy Basic FilteringServices, te detult Group filtering behaior is Forward All
Groups fa all Ports of the Bridgdpr all VLANS.

NOTE 2—Forward All Graupscorresponds directlyo the belavior specifedin ISO/IEC 10038: 1993 when foravding
group MAC Addressed frame®1f which no staticiftering information &ists in the Filtering Database.dfward All

Groups maks use ofinformationcortainedin StaticFiltering Entriesfor specifc group MAC Addresses, Ui overrides
ary information contaiad in Group Rgistration Entries. &rward Unregistered Groups is analogous te florwarding
behaior of a Bridge with respect to inddual MAC Addresses. If there is no staticdynamic infomation br a spe-
cific goup MAC Address, then the frame is fawled; otherwise, the frame is famged in accordance witlthe stati-

cally configured @ dynamically learnednformation

In Bridges that support Extended Filtering Servites,deéult Groupfiltering behsior for each outbound
Portfor each VLAN is determinedyithe followving information contained ithe Filtering Database:

d) Any Stdic Filtering Entries applicable to that VLAN with a MA Address speditation of All
GroupAddresses or All Unggstered Group Adresses;

e) Any Group Reistration Entries applicable that VLAN with aMAC Addressspecifcation of All
GroupAddresses or All Unggstered Group Adresses.

The means wherglthis information determines the daflt Groupfiltering behaior is specified in 8.118,
Table 8-6, ard Table 8-7.

NOTE 3—Theresultis that the defult Group fltering behavior for each VLANcanbe conigured for each Port of the
Bridge via Static Filtering Enies, determined dynamicallyav Graup Reistration Entries created/updated GMRP
(Clausel0), or bdh. For example, in the absea of ary static ordynamic information irthe Filtering Database for All
GroupAddresses or All Ungistered Group Addisses, thdefault Groupfiltering behavior will be Filter Unregistered
Groups on all Portgpr all VLANSs. Sibsequentlythe creation of a Dynamic Group digration Etry for All Unregis-
tered GroupAddresses indicatintRegistered’for a gven VLAN on a given Port would cause that Potb exhibit For-
ward UnregisteredGroups behaor for that VLAN. Similarly, creatinga StaticFiltering Enty for All Group Addresses
indicating “RegistrationFixed” on a gven Pott for that VLAN would causethat Port toexhibit Forward All Groups
behaior.

Hence, ly using appropriate combinations RegistrationFixed,” “Registration Forbidden,” and “Nemal Reyistration”
in the Pot Maps of Static Filténg Entries for tl All Group Addresses and All Wegistered Grap Addresses address
specifcations, itis possible, for a gen Port andvLAN, to

— Fix the deéult Group filtering behavior to be just oe of thethreebehaiors describedalove; or

— Restrict thechoice of behéors toa subsebf the threeand allev GMRP rejistrations (or theirabsence) to determine
the final choice or

— Allow ary oneof the three behdors tobe adopted, iraccordance witlary registrationsrecevedvia GMRP

8.11.7 Allocation of VIDs to FIDs

The allocation 6VIDs to FIDs within a Bridgedetermireshow learnedndividual MAC Address infoma-
tion isused in forvardindfiltering decisiors within a Bridge; whether suchHearnednformation is corified
to individual VLANSs, shared among all VLANsr confined tospecifc sets ofVL ANs.

Theallocation of VIDs to FIDs is determined on #basis of

a) The set ofVLAN Leaning Constraints that hae been condured into the Bridg€by means of the
management aations deéhedin Clause 12);
b) Any fixed mappingsof VIDs to FIDs thatmay have beenconfigured intothe Bridge (ty means 6
the managementperations defed in Clause 12);
c) Theset of active VLANG.e., ttoseVLANs on wiosebehalf the Bridge maybe called upn tofor-
ward frames). A VLANIs actve if eitherof the following istrue
1) The VLAN's Member se{8.11.9) contain®ne Port that is im forwarding state, and at least
one otler Pat of the Bridge is bth in a fawarding state anbas Ingress Filtering8.4.5)dis-
abed;
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2) TheVLAN' s Member setontaingwo ormorePortsthat are ima forwarding state.

d) The capaliities of the Bridge with respect to theumber é FIDsthat it can spport, andhe nunber
of VIDs that ca beallocatedo eaxh FID.

A VLAN Brid geshall suppat aminimum of one FID,and may sypat up to4094 FIDs. fer the purpses
of the managementperatiors, FIDs are numberefiom 1throudh N, where N is the mamum rumber d
FIDs supportedy the implementon.

A VLAN Bridge shall suppart the abilityto allocate at leagine VID to each FID andmaysuypport the abil-
ity to allocatemorethan one VID to each FID.

Thenumber ofVLAN Learning Constraintsupported ¥ a VLAN Bridgeis an implementatiooption.

NOTE—In an SVL/VL Bridge (3.11), anumberof FIDs are supprted, ancbne or moe VID can be mapped teach
FID. Inan SVL Bridge (3.10), a sitgyFID is supported, and all Bk are mapped to that FID. In an IVL Bridge (3.6), a
numberof FIDs are supprted,andonly one VIDcan ke mappedo eachFID.

8.11.7.1 Fixed and dynamic VID to FID allo cations

A Bridge maysupportthe ability to defne fixed allocation®f specifc VIDs to specifc FIDs, via aralloca-
tion tablethat may be read amdodfied ky means othe managmernt operatims defined inClause 12. &r
each VIDsupported Y the implementation, the allocatiteble indicates one diie folloving:

a) The VID iscurrentlynot allocated to anFID; or
b) A fixed allocationhasbeendefined (via management), allocatinbis VID to FID X; or

c) A dynamic allocatiorhas been &ined (as a result of ajying the VLAN Learnirg Corstraints),
allocating thisvID to FID X.

For ary VID thathasno fixed allocatiordefined, the Bridge can dynamically allocate that VID to an appro-
priateFID, in accordance with the curresgtof VLAN Learning Constrmts.

8.11.7.2 VLAN Learn ing Constr aints
There are tw types ofVLAN Learning Constraint:

a) A Shared Learning Constraint (& Constraint) asserts that Shared VLAN Learning shall occur
between gair of identifed VLANs. S Constraintsare of the form {A SB}, where A and Bare
VIDs. An Sconstraint isinterpretedas meaninghat Shared VLAN Learning shall occloetween
the VLANSs identified ty the pairof VIDs;

b) An Independent Learing Corstraint (or | Constraint)asserts thaa given VLAN is a membeof a
set of VLANs amongstvhich Independen VLAN Learning shall occu. | Constrains are of the
form {A | N}, where Ais aVID and N is an Independent Set Ideietif An | Constraint is inter-
preted as meaning that Independent VLANulreng shall occur among the set of VLANs compris-
ing VLAN A andall other VLANSs identified in | Constrains that carrythe sane Indegendent Set
Identifier, N.

A given VID mayappear in annumber (includingero)of S Constraintand/or | Constraints.

NOTE 1—S Constraints are

— Symmetrice.g..{A S B} and{B S A} both express an identicalonstraint;
— Transiive: e.g., {AS B}, {B S C} implies theexistenceof a third constraint, {AS C};
— Rdlexive: e.g., {AS A} is a \did S Corstraint.
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| Constraints a not

— Symmetrice.g., {Al 1} and{1 | A} express diferent constraints;
— Transiive: e.g., (Al 1}, {B I 1}, {B | 2}, {C | 2}) does noimply either{A | 2} or {C | 1}.

Theallocation of VIDs toFIDs shallbe suchthat,for all members othe setof active VLANSs (8.11.7),

c) A given VID shall be allocated texactly oneFID;

d) If agiven VID appearsn an | Constraint, then it shaibt be allocated to treame FID as another
VID thatappears in an | Constraint with the same Independend&atfier;

e) If agiven VID appears in an S Constraeither eplicit, or implied ly the transitre nature of the
specifcation), then i shal be allocatedto the sane FID as theother VID idertified in the same S
Constraint;

f)  If a VID does not appean ary S or | Constraints, then the Bridge may allocate that VID yd=4n
of its choice.

NOTE 2—Theintentis that tle set ofLeaming Constraintsis defned @ a glolal basis; i.e.thatall VLAN-aware
Bridges are coidured with the same set of constraints (altfftoindividual constraints may well be deéd aul distrib-
uted ly different managers/aunistrators). Ay Bridge therefore sedbe completepicture in terms othe Learning
Constraints tatapgy to allVLANs presenin the Bridged_AN, regardless & whether thg all apply toVLANS thatare
present in that particul@ridge. This standard prades the dehition, in Clause 12, of managetjects and operations
that modelhow individual constraits can be confured in a Bridgehowever, the issueof how a distributed manage-
ment sptem might ensurthe consistensetting ofconstaints in all Bridges in a BridgddAN is not adiressed ¥ this
standad.

8.11.7.3 VLAN Learn ing Constr aint inco nsistencies an d violations

The applicaion of the rules spediédin 8.11.7.2, coupled with grfixed allocations of VIDsto FIDsthat
may have beenconfgured canresult in tle Bridge @tecting Learring Constraiminconsistenies and/or vie
lations (i.e., can result in situations where there are inherent contradictions in the combinezh8pef
the VLAN Learning Constraints and thexéd allocations, or the Bridgeown limitations mean that can-
not meethesetof VLAN LearningConstraintghat have beenimposeduponit).

A Bridge detects a Learning Constraimtonsistenyg if

a) The VLAN Learnirg Constraints, coupledith ary fixed VID to FID allocations, are sch that, if
ary given pairof VLANs became members tie setof active VLANs (8.11.7), the result suld be
a simultaneaosirequirement for Indegmdent VLAN Learningand for Shared VLAN_earnirg for
those tvo VLANS. Such an inconsisteyavould require the Bridge to allocate that pair of VIDs both
to the same FID and to digrent FIDs.

Learning Constraint inconsistensiare detected whenmanagenm& operation (12.10.3) attepts toset a
new Learning Constraintalue, orto modify the ixed VID to FIDallocationsIf the new constrainor alloca-
tion that is thesubject of the operation isconsistent with those already cigpufred in the Bridge, thethe
maregemen operatim shall notbe performed and an error respse shll be retured.

A Bridge detects a Learning Constranlation if

b) The Bridge does nosuppat the abiity to map more han ore VID to ary given FID, ard the VLAN
LearningConstraints indic that tvo or moremembers of the as set of VLANSs require to be
mapped to theameFID; or

¢) The number of FIDs required in order to correctly aunre the Bidge to meet the VLAN Larning
Constraints anded VID to FID allocations foll members of the ast s& of VLANSs exceeds
the number ofFIDs supported ly the Bridge.
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Learning Constraint violatioreredetected

d) When a VLAN that vas hitherto not a member of the set ofwvactLANs (8.11.7) beames actie,
either as a result of management action or as a restlieafperatia of GVRP, resulting inthe
Bridge no longerbeing abe to suport the defined set of constratis ard/or fixed allocatiors for the
set ofactive VLANS; or

e) When dher management recfiguration actions, suchas defining a rew Learning Constrain or
fixed VID to FID allocation, results the Bridge no longer being abléo supprt the deinedsetof
constraints and/oixed allocations for the set of aed VLANS.

On detectiorof a vidation, the Bridge issues the Notityearnirg ConstraintViolation managememotifi-
cation (12.10.3.10), in order to alert mmanagmert stations to the eistence of the violation. Theie the
potential for a singlehange irconfiguration to result in more than oW&AN whose constraints cannot be
met in such cases, rtiple noifications are generated.

8.11.8 Querying the Filtering Database

If a frameis classifed into a VLANcontaining a gien outbound Port in its member set (8.11.9), &vding
or filtering throughthatPortis determinedby the contol elements of filtering enties for the frames destira-
tion MAC Addressand for VLANs with the same VID dFiltering Identifer (FID, 8.11.3)as the frama’
VLAN.

Eachentryin the FilteringDatabase foa MAC Addressomprises

a) A MAC Addressspecifcation;
b) A VID or, in the case obynamic FilteringEntries, anFID;
c) A PortMap, with acontrol element for each outbound Port.

For Dynamic Filtering Entries, the FID thedrresponddo agiven VID is determined as spei@ti in 8.11.7.

For a gven VID, a given individual MAC Address spcification carbe ircludedin the Filterirg Datalase in
a Satic Filterig Ertry, a Dynami Filtering Enty, both orneither. Table 8-5comhbines Static Fikring Entry
and Dynamic Filterirg Entry irfformationfor an irdividual MAC Address tospecify forwarding, or filtering,
of a frame with thatlestination MAC AddressandVID through an outbond Pat.

NOTE 1—The use of FID in this table for Static FilteriBgties, and the t& in parentheses in the headm refects the
fact that, where more thaone VID maps ta given FID, thele may be more #n oneStatic Filtering Entry that &fcts
the fowarding decision fora given individual MAC Address. The ééct of all Static Filtering Entries for that address,
and br VIDs that correspd to that FIDjs combined suchthat, fora given outbourd Port:

— IF <ary static etry for ary VIDs thatmap to that HD specifes Forwarding> THEN<result= Forwarding>

— ELSE IF <any staic enty for any VIDs that ma to tha FID spedfies Filtering> THEN <result = Filtering>

— ELSE <resli = Use Dyramic FilteringInformation>

Table 8-6 specits te resul, Registered or Not Rgistered,of conbining a Staic Filtering Entry and a
Group ReistrationEntry for the ‘All Group Addesses” address specition and fa the ‘All Unregistered
Group Addressesaddress spcification fa an outlound Port.

Table 8-7 combines Static Filtergn Entry and Group Registration Entry information for a specific group
MAC Addresswith the Table 8-6 resultsor All Group Addesses and All Unggstered Grap Addresseto
specify fawarding, or fitering, of a frame with that destinatiomogp MAC Address though anoutbownd
Part.
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Table 8-5—Combining Static and Dynamic Filtering Entries f or an individu al MAC Address

Control Elements in any Static FilteringEntry or Entries for this individual MAC Address, FID,
and outbound Port specify:
c Forward Filter Use Dynamic Filtering Inf ormation (No Static Filtering Entry f or
2.2 | (AnyStatic | (No Static this AddressFID/Port spedfiesForward or Filter),
s g Filtering Filtering or no Static Filtering Entry present.
25 Entry for Entry for Dynamic Filtering Entry Contr ol Elementfor this
L= this this individual M AC Address,FID and outbound Port specifies:
- Address/ Address/
FID/Port FID /Port A,
spedfies spedfies Forward Filter No Dynamic Filtering
Forward) | Forward) Entry pr esent
3 Forward Filter Forward Filter Forward
4

Table 8-6—Combining Static Filterin g Entry and Group Registration Entr y for “All Gr oup
Addresses” and “All Unregistered Gr oup Addresses”

Static Filtering Entry Control Element for this group MAC Address, VID,and outbound
Port spedfies:

Use Group Registration Information,

c
E’% or no Static Filtering Entry pr esent.
93 S Registration Registration Group Registration Entry Control Element for this
= O I .
2 Fixed Forbidden group MAC Address, VID and outboundPort specifies:
- (Forward) (Filter)
Registered Not Regisered Reggt?;iro%ulgntry
(Forward) (Filter) presen
ﬁ Registered Not Registered Raistered Not Registered Not Registered
4

Wherea givenVID is allocated to theameFID as one omoreotherVIDs, it is an implemeantation optionas
to whether

d) The resultshovn in Table 8-7 drectly determire the forwarding/fltering decisio for a gven VID
andgroup MAC Address(i.e., the operatio of the Bridge withrespect to group M& Addresses
ignores the allocatioof VIDs to FIDs); or

e) The resultdor agiven MAC AddressandVID are combined with the correspointy resuts for that
MAC Addresdor each other VIiDthat is allocated to theame FID, sthat if the Table 8-7result is
Forward in ary one VLAN that sharethat FID, then frames fothat group MAC Address will be
forwarded for all VLANS that share tht FID (i.e., bie operatiorof the Bridge withrespect tgroup
MAC Addresses tasaccount othe allocatiorof VIDs to FIDs).

NOTE 2—In case §, the implementatioreffectively opeites asingle FDB per VLAN forgroupMAC Addressesin
case e), the implementation combiseic and rgistered information for grould AC Addressesn accordance with the
VID to FID allocations currentlyn force, in much theame maner as br individualMAC Addresses.
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Table 8-7—Forwar ding or Filtering f or specific gr oup MAC Addresses

Static Filtering Entry Contr ol Element for this
group MAC Address, VID and outboundPort specifies:
UseGroup Registration Information,
or no Static Filtering Entry pr esent.
Group Registration Entry Contr ol Element for
Registration | Registration this group MAC Address VID and outbound
Fixed Forbidden Port specifies:
(Forward) (Filter)
. Not No Group
I(_\)Feogrl;;'g)d Registered Registration
(Filter) Entry pr esent
[%]
o5 | 3
PEY 28 Q Filter
£ g g8 % Forward Filter Forward Filter (Filter
%9 - 2 i b | Unregisteed
o9 =9 s Groups
°g § g% 2 5
c o g 2>
§ @ S| 3 g g | 9 Forward
= L2oa | @
iy Bor | o Forward Filter Forward Filter (Forward
5 =50 Unregisteed
o c%a | B
28 2 *g' o Groups)
g0 <°
o>
G2 ?
== © Forward Forward Forward
< S A% Forward Filter (Forward All (Forward All (Forward All
g’ Groups) Groups) Groups)

8.11.9 Determinatio n of the member set and unta gged set for a VLAN

The VLAN corfiguration informaion contained inthe Filterirg Datalase for a gren VLAN may include a
Static \LAN Rggistration Efry (8.112) andor a Dynamic \LAN Registration Ery (8.115). This infor-
mationdefines, fo thatVLAN:

a) Themenber set corsisting of the set of Pas thraigh which memlers of theVLAN can currently
be rached;

b) Theuntagged set,consistirg of the set of Porthrough whch, if frames destiadfor the VLAN are
to be transritted, they shall be tansnitted without tag headers. & all other Pats (i.e., allPats that
are not members of the untagget),sié frames detinedfor the VLAN are to be transmitted, the
shallbetransmitted with tagneaders.

NOTE 1—As the operation of the ingress rules (8.6yajls associates a nondhVVLAN ID with an incoming frame, all
frames(including recered frameghat wee priority-tagged and carried thaull VLAN ID in their tag header) wilbe
transmitted with or withduatag headein accordancevith the membership of thentagged set for their 2.

For a gvenVID, the Filtering Databaseancontain a Static VLAN Rgistration Entrya Dynamic VLAN
Registration Entry both or neither. Table 8-8 combines Static VLAN Raistration Entry anddynamic
VLAN Ragistration Entryinformation for a VLAN ad Port togive a resultmemberor not memter, for the
Pat. Themember set foragiven VLAN consiss of all Ports for whichthe resulis member.
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Table 8-8—Deter mination of whether a P ortisin a VLAN' s member set

Static VLAN Registration Entry Contr ol Elementfor this VID and Port specifies:
8"-§ Normal Registration, or no Static VLAN Registration Entry pr esent.
= E Dynamic VLAN Registration Entry Contr ol Element for this VID and
= 5 | Registration | Registration Port spedfies:
Le Fixed Forbidden
. . No DynamicVLA N
Registered Not Registered Registration Entry present
E
3 Member Not menbe Member Not menbe Not menbe
4

Membership of the untaged set foa gven VLAN is derived from Static VLANRegistration Entry infor-
maton cortained in the Filering Database as follgs:

c) Ifthereis no StatiY LAN Reagistration Entry for the VLAN, thethe untagged set isdlempty set;
otherwise,

d) Theuntagiedsetis eqial o the sebf Parts for which the Port Mapn the Static VLAN Registraton
Entry indicates thdramesareto betransmitted untagged.

The untagged seindthemember set for a'gén VLAN are used in determinirige operation of the ingse
rules(8.6) andthe gyress rués (8.8) for thatVLAN.

The initial state ofthe Permanent Database contains a Static VLAgIdRation Entry fothe VLAN corre-
spondng to the Default PVID (Tade 9-2). The Port Majn this enry specifes Re@istrationFixed and for-
warding urtaggedfor all Pats o the Bridge. This etny may be modifed or remweed from tke Permaant
Datatese ly means of th management grations dehed inClausel? if theimplemenation sippats these
operatims.

NOTE 2—This causethe deéult tagging state fothe PVID to be untaggedndfor all otherVIDs to betagged, uless
otherwise confured; fowever, the managementorfiguration mechanisms alloary VID (including the PVID) to be
specifed asVLAN-tagged oruntaggedn ary Port.Under normalcircumstances, thagpropriate corifurationfor the
PVID would be untagged on an access Pod tybrid Port, and VLAN-tagged oa trunk Port (Anne D discusses the
termsaccess Brt, hybrid Port, andtrunk Fort).

8.11.10 Permanent Dat abase

The Permang Database prades fxed storagefor a number ofStatic Filtering Entries and Static VLAN
Rajistration EntriesThe Filtering Database shall beitralized wih the Filering Database Entrieontained
in this fixed data store.

Entries maybe adledto and removed from the Permanent d&abase nder eplicit maregemen control,
using the managemeritinctionality definedin Clause 12Changs to the conterts of Static Filterig Entries
or StaticVLAN RgistrationEntries inthe Permanent Databedo not afect farwardingandfiltering deci-
siors taken g the Forwarding Processr the gress rules uiitsuch a tine as the Filtering Datalase is re-ini
tialized.

NOTE—Thisaspect bthe Permanent Databasan be viered as preiding a “boot image’for the Filteing Database,
defining the contentsf all initial ertries,befare ary dynamic fltering informationis added.
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8.12 Bridg e Protocol Entity and GARP Pr otocol Ent ities
TheBridge Protaol Entity operateshe Smming Tree Algorithm and Protocol.

The BridgeProtocol Entitieof Bridges attached to avgin indvidual LAN in a Bridged LANcommunicate
by exchangingBridge Protocol Ceta Units (BPDUS).

Figure8-6 illustrates the operatiaf the Bridge ProtocolEntity including the reception and transmissidn
frames containing BPDUs, the mddition of the state information associated withvitlial Bridge Ports,
and ndification ofthe FilteringDatabas®f changs inactive topology.

The GARP Protcol Entities operate the Algoriths and Protocols associateih the GARP Apfications
suppaoted ty the Bridge, andconsist ofthesetof GARP Rurticipants for thseGARP Applications (ISO/IEC
15802-3, Clauses 1ard 12.3).

The GARP Protocol Entities of Bridges attached tovargindividual LAN in a Bridgel LAN communicate
by exchanging GARP Protocol Dat&nits (GARP PDUSs).

Figure8-7 illustrates the operation of a GAR¥Potocol Entity including the recepti@ndtransmissiorof
frames containing GARPDUSs,the useof control information contained in the Filtering Database] noti-
fication of the Filtering Datalase ofchanges iniftering information.

8.13 Bridg e Management

Remde managmert facilities maybe proided by the Bridge. Bridge Managemntis madeled adeing per-
formed by means of he Bridge Managenent Entity. The fcilities provided ty Bridge Management andthe
operatims hat support these &cilities, arespecifiedin Clause 12

Bridge Managemerprotocols use the M& Service proided ty the Bridged LAN.

8.14 Addressing

All MAC Entitiescommunicating across a BdgedLAN shall use 48bit addesses. These mag biniver-
sally Administered Addresselocally Administered Addressesr a combinatiof both.

8.14.1 End statio ns

Framestransmitted between end stations usitige MAC Service proided ty a Bridged LAN carry the
MAC Address of the sour@nd destination end siiansin the source and destination addresil§of the
framesrespectiely. The address, or other meaisdentification, ofa Bridge is notarried in frames trans-
mittedbeween end stations for the purposdrafme relay irthe Bridged LAN.

The broadcast address and other groupgCMMldresses apply the use of the M& Service preidedby a
Bridged LAN as awhole. In the absee ofexplicit filters configuredvia managemeras Static Filtering
Entries, or via GMRP a&roup Rayistration Entries (41, Clausel2, and ISO/IEC 158@-3, Clausel0),
frameswith such destirationaddresses are relaye¢droughaut the Bridged LAN.

8.14.2 Bridge Ports

The indvidual MAC Entity associated with each Bridge Port shalefeseparate indidual MAC Address.
This address is used fary MAC procedure required  the particular MAC methodemployed.
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Frames thasare receied fromthe LAN to which aPort isattachedandthat carry aMAC Address for the
Portin the destinationaddressi€tld are submitted to the MA Seavice User (LLC) &actly & for an end
station.

8.14.3 Bridge Protoc ol Entities and GARP Protoc ol Entities

Bridge Protocol Entities only reise and transmit BPDUs. These are only nemgtiand transmitted from
other Bridge Protad Entities (or where tev Bridge Ports areannected to the same LAN, to and from
thensehes).

GARP Protocol Entitiesnly receie andtransmit GARPPDUSs (ISO/IEC 15802-3,12.11)that are format-
ted accordingto the requirements of the ARP Applications thg support. These are onhgceired and
transmited fromother GARPProtocd Entities.

A Bridge ProtocbEntity or aGARP ProtocbEntity usesthe DL_UNITDATA.requestprimitive (see 1SO/
IEC 8802-2) pruided ly the indvidual LLC Entities associated with each aetBridge Port to transmit
BPDUs or GARFPDUSs. Eah PDU istransmitted on one selected Bridge PBB.Us arereceved through
correspoding DL_UNITDATA.indication primitives. Thesource_addresanddestinatio_adiress prame-
ters d the DL_UNITDATA.request prinitive shal both denote the stadard LLC address assiged to the
Bridge Spanningree Protocol. This ident#s the BridgeéProtocol Entity and the GARP Protocol Entity
amag otler users oLLC.

Each DL_UNITDATA.requestprimitive gives riseto thetransmission oén LLC Ul command’DU, which
conveys the BPDU or GARP PDU in its informationifld. Thesource and destinatidil. C address felds
are set to theaues sypplied in the request pririive.

Thevalueassigned to the BridggpanningTreeProtocol LLC addresis givenin Table 8-9°

Table 8-9—Standard LLC ad dress assignment

Assignmert Value

Bridge spanniig tree protocb 01000010

Code Representatiorthe least sigificant bt of the \alue shevn is theright-most. The bits icrease
in significance fom right toleft. It should be roted thatthe cale iepresentation used hehas been
chosen in oder to maintain casisteng with the representation used eléere in this standaydhow-
ever, it differs from theepresentatiousedin ISO/IEC 11802-11997.

ISO/IEC 1802-3 dfines a Protocol Idéffier field, present in all BPDUs (ISO/IEC 882-3, Clawse 9)and

GARP PDW (ISO/IIEC 158@-3, 12.17), which senes to ientify different protools suportedby Bridge
Protocol Entities and GARP Protocol Entities, within the scope of the LLC address assignment. This stan-
dard speciksa sirgle value of the Primcd Identifier, defned in ISO/IEC15802-3, Clause 9, for use in
BPDUs. This wvalue seresto identify BPDUsexchanged betweeBridge Protool Entities operating the
Spanning Tee Algorithmand Préocd specifed inISO/IEC 18023, Clause 8. A secal value of this pro-

tocd identfier for usein GARPPDUs is defnedin ISO/IEC 1582-3,12.11. This value seres to idetify

GARP PDUsexchanged betweeBARP FRarticipants operating the GARP protocol specifin ISO/IEC
158)2-3,Clausel?. Furthervalues ofthis field are reserd for fuure stardardization.

81SO/IEC TR 11802-1:1997, Informationtechnolog—Telecommunicéions andinformation exchange betwen systems—Locahnd
metropolitanarea netwrks—Technicalreportsand guideline—Part 1: Thestructure and coding dfogical Link Controladdressesn
Local AreaNetworks contains the fullist of standard LIC addressissignmentsand documetsthe criteriafor assignment.

54 Copyright © 1999 IEEE. All rights reserved.

Authorized licensed use limited to: University of Nebraska - Lincoln. Downloaded on November 30,2022 at 19:04:46 UTC from IEEE Xplore. Restrictions apply.

ARISTA NETWORKS, INC. EXHIBIT 1009
Arista Networks, Inc. v. Corrigent Corporation, IPR2023-00805, Page 90



IEEE

VIRTUAL BRIDGED LOCAL AREA NETWORKS Std 802.1Q-1998

A Bridge Prdocol Entity or GARP Praocol Enity thatrecevesa BPDU @ a GARP PIJ with an unkiown
Protocol Ientifier shalldiscard thaPDU.

A Bridge Prdocd Entity that operates the Spang Tree Algoritm and Protocd specifed in ISO/IEC
15802-3, Clause 8always transmits BPDUs adeissed tall other Bridge Protocol Hities attacled tothe

LAN on which theframe containing the BPDU is transmitted. A group address shall be used in the destina-
tion addressfield to addressthis graip of Entities.This graip address sl beconfigured in the Permaant
Datatsse (814.6) inorderto confne BPDUSs tothe individual LAN onwhich they are trasmitied.

A 48-bit Universaal Addressknown asthe Bridge Group Address, has beenigsed for this purposéts
value is speciéd in Table8-10. Bridges that use 48-kiniversally Administereddddresses shall use this
address ithedestinatioraddresgield ofall MAC frames coveying BPDUSs.

Table 8-10—Reserved addres ses

Assignment Value

Bridge Group Address 01-80-C2-00-0600

IEEE Std 802.3, 1998 Hiibn, Full Duple
PAUSE operation

01-80C2-00-0601

Resered for futue standardization

01-80-C2-00-0602

Resered for futue standardization

01-86C2-00-0603

Resered for futue standardization

01-80-C2-00-0604

Resered for futue standardization

01-86:C2-00-0605

Resered for futue standardization

01-806C2-00-0606

Resered for futue standardization

01-80-C2-00-0607

Resered for futue standardization

01-86-C2-00-0608

Resered for futue standardization

01-80-C2-00-0609

Resered for futue standardization

01-86:C2-00-060A

Resered for futue standardization

01-80C2-00-060B

Resered for futue standardization

01-80-C2-00-060C

Resered for futue standardization

01-86:C2-00-060D

Resered for futue standardization

01-86:C2-00-060E

Resered for futue standardization

01-80C2-00-000F

A GARP Protaeol Entity that

a) Operates the GARP protocol spésifin ISO/IEC 15802-3, Clause 1and
b) Supprtsa gven GARP Application,

always tansnits GARP PDUs adiressedo all other GARP Prdocol Ertities that

c) Implement the same GARP Applicatiaand
d) Are d@tachedothe LAN on which the frame containing tBARP PDU is transmitted.
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A groupMAC Addressspecific to the GARP Application conernal, shall be used as thiestindion MAC
Address ifeld to address thigroup of GARPProtocol Entities. A set af8-bit Uniersal Addresses, knm as
GARP Application addrsses,have been asignedfor tha purpose. Thevalues of the GARP Application
addreses are défed in ISO/IEC 15802-3able 12-1. These group M@ Addresses are resed/for assign-
mentto standargraocds, accoding to the citeria for suchassigimens (Chuse5.50f ISO/IEC TR118)2-2).

NOTE—Table 11-1 allocates a group NIAAddress for useybthe GVRP application; heever, the \alue allccated in
that tables oneof the GARP Application addessesesenedby ISO/IEC 15802-3Table 12-1.

In Bridges that do nd suypport aty GARP applicatiors, the set of GRP Aplicationaddresseshauld not be
configuredin the Filtering Databasé8.11) orthe Permaent Databasé8.11.1Q. In Bridges that supprt one
or moreGARP applications, the sef GARP Application addresses should be @uried as Static Filtering
Entriesin the Fltering Database (8.11) and Permant Databse (8.1..10)as fdlows:

e) GARP Apgication addresseassigred to GARP Applications that aresupported ly the Bridge
should be comdured in order to coiie GARP PDUs for that GARP Application to the widual
LAN on which they are transntted;

f)  GARP Application addressessigned to GARRpplicationsthatarenot supported ¥ the Bridge
shauld na be cafigured inthe Fitering Dasbaseor Permaent Databse.

The source addresgeld of MAC framescorveying BPDUs or GARP PDUscontains the indidual MAC
Addressfor the Bridge Port throgh which the P is transnitted (8.142).

8.14.4 Brid ge Management Entities

Bridge Management Entities transmit and reegrotocol data units using the Servicepded ty the indi-
vidual LLC Entities associateavith each Bridge Port. Eadf these in turn uses the NIAService which is
provided by the indvidual MAC Entities associatedith thatPort and supportedy the BidgedLAN as a
whole.

As auser of the MAC Servteprovidedby aBridged LAN, the Brilge ManagmentErtity may be atiched
to ary point in the BridgedLAN. Frames adressed to the BridgManagemengrtity will be relayed
Bridges if necessanp reach the LAN tavhich itis attached.

In order to ensure that reged frames are not duplicatetthe basic requirement ia single LAN or a
BridgedLAN that auniqueaddress bassociated with eagoint of attabment shall be met.

A Bridge Managmernt Entity for a specific Bridge is addressday one @ more individual MAC Addresses
in corjunction with the hidher layer protool identifier and adessingnformation. It may skare one omare
points ofattachment tthe Bridged LANwith the Ports othe Bridge with which it is associatedidrecom-
mended that it makuse of the M& Seavice provided ty all the MAC Entities associated withach Bridge
Port, i.e., that it be reachable through each Britlgre using frames carrying the intlual MAC Addressf
thatPort in tre destination addresieid.

This standard szifiesa standard group M2 Address fo puldic usewhich senesto convey maragemen
requests ¢ the BridgeManagenent Entties assaiatedwith all Bridge Ports aiachedto a BridgedLAN. A
management request tha corveyed in a MAC framecarrying this addresglue in thedestination ddress
field will generallyelicit multiple responses fro a sinde Bridge. Thisaddresds known asthe All LANs
Bridge Managemer®roup Address anthkes the \alue specifed in Tble 8-11.
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Table 8-11—Addressing bridge management

Assignment Value

All LANs Bridge Managment Group Address | 01-80C2-00-06010

8.14.5 Unique ident ification of a Bridge

A unique 48-bit Unrersally Administered M& Address, termed thBridge Address, shall be assigh&
each BridgeTheBridge Address may bthe indvidual MAC Address of a Bridge Port, which case usef
the addessof the lavest numbered Brigk Pt (Port 1)is recanmended

NOTE—The Spanimg Tree ProtocolISO/IEC 15802-3, Clause &gqures that asingle unique identiér beassociated
with each Bidge. Thatidertifier is derived from the Biidge Addresss speciéd in ISO/IEC 5802-3, 8.5.1.3, 8.5.3.7,
and 92.5.

8.14.6 Reserved addresses

Frames containing grof thegroup MAC Addressespecifedin Table 8-10 in their destinatiaddresdield
shall rot be relayedby the Bridge. The shall be cofigured inthe Permanent Database. Managemesit sh
not provide the capability to modify or renve these entries from the Permanent orRliering Databases.
These group M& Addresse areresenred for assignment to standard protocols, accoriditige criteriafor
such assignments (Clausé of ISO/IECTR 11802-2).

8.14.7 Points of attac hment an d conn ectivity f or High er Layer Entities

Higher Layer Entitiessuch as the Bridg@rotacol Entity andGARP Praocol Entity(8.12), andBridge Man
agement (8.13) are modeled lasing connected directly tihve Bridged LAN via one or more pointsof
attachment Fromthe pant of view of their atachmem to the Bridged LAN, Higher Layer Entitiesassoci
atedwith aBridge can beegarded as if thearedistinct end stions, directly connectedo one ormore of
the LAN segmentssened ty the BridgePorts, in the sameay asary other end statiois connectedo the
Bridged LAN. In practice, the Highérayer Entitieswill, in mary cases, share the sameygibal points of
attachment usedyltherelay functionof the Bridgeas stated in 8.14iowever, from the point olview of the
transmission and reception of framegstbese functions, the behar is the same as if thiavere contained
in logically separate endaionswith points of attacment“outside” the Por{s) with whichthey are assoei
ated. Figrre 8-9 is functionally equvaent to Figure 83, kut illustrates his logical separatiorbetveenthe
points d attachmentised ly the Higher LayeEntities andpoints d attachmenused ly the MAC Relay
Entity.

Higher LayerEntities fal into two distinct catgories:

a) Those entities, such as the Bridge Management Etfitéty/require only aingle point of attachnm
to the Bridged LAN;

b) Those entities, such as Bridge Protocol Entities and GA&HcPants, thatequire a point of
attachment per Poof the Bridge.

The fundamental distinction between these tateoriesis that for the latteiit is essential for the operation
of the entityconcernedhat itis ableto associateeceved frames wittthe LAN s@ment onwhich those
frames were originallgeen l the Bridge andthat it isableto transmitframes to peeentities thatrecon-
necteddirectly to that LAN sgment.It is thereforeessential that

c) It does not recee frames via a poirdf attachment associatedth one Port that hee been relayed
by the Bridge fronotherPorts; and
d) Frames that it transmitda onepoint of attachment are not relayey the Bridge to ayother Ports.
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Higher Layer Entities
(Bridge Protocol Entity, Bridge Management, etc.)

1] il
[v [v
LLC Entities LLC Entities

FMAC %Service MAC %Service-
MAC Relay Entity

(MAC method

In ndent Function
MAC Entity MAC Entity dependent Functions) MAC Entity MAC Entity

Internal Internal

Sublayer Sublayer
(MAC method  \ service service/ (MAC method

Dependent Dependent
Functions) Functions)

Figure 8-9—Lo gical sep aration of points of attachment used b y Higher Layer Entities and
the MAC Relay Entity

For this reason, the MB Addresses used to meentities of this type are permanently éguifed inthe Fil-
tering Database in order to pemt the Bridge from relaying such frames reedivia ay Portto ary other
Part of the Bridgeas deifned in 8.14.3 and 8.186.

NOTE 1—The MAC Addresses used to @sssuchentities are generally group MAAddresses.

The MAC RelayEntity forwardsa frame receed on one Potthrough the other Port(s) tie Bridge, sub-
ject tothefollowing control information permitting such foexding to tak place:

e) The Portstateinformation(8.4) associated witthe Port on which thkamewas reeived;
f)  The informaion hel in the Filering Database (8.1

g) ThePortstate iformation (8.4) assocatedwith the Pat(s) on which the frameis paentialy to be
transnitted

This is illustrated irFigure 8-10, where the control informaticgpresentedybthe Port state and Filtering
Database information iepresented asseries of switches (sthwm in the open, disconnected state) inserted
in theforwardingpath praided ty theMAC Relay EntityFor the Bridge to fonard a gien frame between
two Portsall threeswitchesmust bein the closed stat&his figurealso illustrates thahe controls placed in
the forwarding path hee no efect upon the ability of a Higher Layer Entity to transmit and veceames
directly onto agiven LAN sggment va the pint of atachmen to that sgment (e.g, from ertity A to sey-
mentA); they only affect the path tadn by arny indirect transmission/reception (e.g., from entityosey-
mert B).

Figure 8-1lillustrates thestate @ the forwardng path withrespecto frames destinetbr Higher Layer Enti-
ties that requir@erPort pointof attachment. Théactthat the Filteringdatabases in all Bridgesegperma-
nently confguredto prevent relayof framesaddressed to thesetities meanghat thg can recaie frames
only via their direct ints of atechmert (i.e., fromseymentA to enity A, ard from segmentB to enity B),
regardkss ofthe Pot states.
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Higher Layer Entity A Higher Layer Entity B
A A

Filtering Database Information

.t
|

Port state information

LAN Segment A LAN Segment B

Figure 8-10—Eff ect of contr ol information on the forwar ding path

Higher Layer Entity A Higher Layer Entity B
A A

Filtering Database Information

+/N+

Port state information

LAN Segment A LAN Segment B

Figure 8-11—Per-Port points of attac hment

Figure 8-12 illustratethe stateof the forwardingpath with respect térames destined foa HigherLayer
Entity that requires only aingle pointof attachment, forthe casavhere the Porstates andfiltering Data-
base stategermit relay of framed-rames destined fahe Higher Layer Entity that originaten LAN seg-
ment Barerelayedby the Bridge, and are both reeed by the entity and transmittesh LAN segmentA.

Figure 8-13 illustratethe stateof the forwardingpath with respect térames destined foa HigherLayer
Entity tha requires only a singlpoint ofattachment, for the case whemge of the Port states does not per-
mit relay Frames destineftbr the Higher Layer Entityhat originate on LAN ggment Aare recaied ty the
entity; havever, frames that originate on LAN gment B are not relayed/tthe Bridge, andan theefore
only be receied by the entity if there is some other fawling path preided ty other components of the
BridgedLAN between sgments A and B.
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Higher Layer Entity A
A

Filtering Database Information

!

- — — >
A

Port state information

LAN Segment A LAN Segment B

Figure 8-12—Single point of attachment—rela y permitted

Higher Layer Entity A
A

Filtering Database Information

l

JO<———1'——U-

Port state information

LAN Segment A LAN Segment B

Figur e 8-13—Single point of attachment—r elay not per mitted

NOTE 2—If the Port stateshavn in Figure 8-13 occuwas a redti of the normal operation of the Spangifiree (as
oppased to being a reswf equipmenfailure, or administratie control of Part state ifiormation),then sucta path will
exist, either viaanother Port of this Bridge (nghavn in the diagram) connectdd segment A, or viaone or more
Bridges preiding a pathbetween sgments Aand B. If therds no actve Spanniig Treepath from sgment Bto semert
A, then theBridged LAN has partitionedhto two separat®ridged LANs, one orither side othis Portandthe Higher
Layer Entityshown isonly reachableia sggment A.

In VLAN-awareBridges, tvo more switches appear in the famding path, corresponding to the ingress and
egress rilesdefined in8.6 and8.8, asillustratedin Figure 8-14.
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Higher Layer Entity A Higher Layer Entity B
A A

Filtering Database Information

Port state information

Ingress/Egress configuration information

LAN Segment A LAN Segment B

Figure 8-14—Ing ress/egress contr ol information in the forwar ding path

As with Portstate information, theonfiguration of the ingress andressrulesdoes notffect the reception
of framesreceved on thesameLAN segment as a Higher Lay&mtity’s point ofattachment. & example,
the reception o& frameby HigherLayer Entity A thatvastransmitted on LAN Sgment Ais unafectedby
the ingress orgeess corifjuration of either Port. Heever, for Higher Layer Entities that require only a sin-
gle point of attachment, the ingress ampless corifuration affects the forarding path.For example,
frames destined for Higher Layer Entity A that are transmitted on LAJh8etB would be subjected to the
ingressrules thatapply to Port B aml the gress rlesthat appy to PortA.

The decision as to whether frames transmitigdHighe Layer Entities are VLAN-taggedr untagged
depemnls uponthe Higher Layer Entity concernedand the conectivity that itrequires

h)  Spanimng TreeBPDUs transntted by the Bridge Probcol Entty are né forwarded ly Bridges, and
must bevisible to all otherBPEsattached to the same LANg®ent.Such frames shall be transmit-
ted urtagged

NOTE 3—Arny BPDUs orGVRP PDUs that carryatag header are not recognized as well-forB&dDUsor GVRP
PDUs anchre not forvarded ly theBridge.

i)  The defnition of the GVRP application(11.2.3) calls for all GVRHrames to be transmitted
untagged forsimilar reasos;

i)  Thedefinition of the GMRPapplication (Clausd.0) calls forall GMRP framesoriginating from
VLAN -awaredevicesto be transmitted VLANagged, in order fothe VID in the tag to b used to
identify the VLAN context in which the rgistratian apples;

k) It may be necessary f®#DUs transmitted for Bridge Management (8.13p¢é0VLAN-tagged in
orderto achiee thenecessary connteity for management in a VLAN Bridged LAN. In ordir
access a Bdge Management entity locateéda region ofthe network that issened onlyby a gven
set of VLANS, it may be necessary to communicatth thatentity usingirames VLAN-tagged with
one of the UDs concerred, uess o of those MDs also lappengo be the PVID for tk Port serv
ing the maagement statio.
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9. Tagged frame f ormat
Taggingof frames igperformedfor the folloving purposes:

a) Toallow user_priority information to badded tdrames carried on IEEE 802 LAN M2types that
have no irheren ability to signal priority information atthe MAC protocol level;

b) Toallow a frame tacarry a VID;

c) To allow theframe to indicate the format MAC Addressnformation caried in MAC user data;

d) Toallow VLANSs to besupported across fifrentMAC types.

This clause describdésetagformatusedfor tagging framesasfollows:

e) Subclause 9 givesanoverview of tagging;

f)  Subclause 9.8efines the dta represdations that are usedh the descriptions bthe tag ifeld for-
mas,

g) Subclaus®.3describes the structuod the tagheader

Further anbysis of the frame formatdhe format translations that can occur when frames are tagged or
untaggedvhenrelayed ltweendifferent MAC methals, and adescrigiion of the tagjing/untaggingproce-
dure carbe found in Annex C.

The descriptiorof the taggedrame structte, bah here ard in Annex C, is based ortwo genericframe for-
mas:

h) Theframe formatused in IEEEStd 802.3 MACSs, andwhich isused vith minor \eriations in other
MACs whereghenative Link Layerprotocol identifcation mechanism is based on a choice between
the Type nterpregtion andLength interpreétion of the Lengh/Type field. TheTypeinterpretatonis
used whera Type \alueprovides the protocol identiation;the Length interpretatiors used where
LLC addressing pnides the proteol identification LAN MAC methals that male use ofthis
frameformat are referred to ithis standard as 802.3/EtheriAC methods;

i)  The frame&ormat used inSO/IEC 88@-5andFDDI MACs, and usedith minorvariationsin other
MACs wherehenative Link Layer protocolidentification mechaism is based on LLC addressing,
andwhere the frame may also biel@to carrysource-routinagnformation. LAN MAC methodghat
malke useof thisframeformat arereferred to irthis standard asoken Ring/FDDIMAC methods.

For MACs otherthan 8@.3, 8802-5, ard FDDI, the approach used is to apply these frame formats, with
appropriate modi€ationto the werallframe structureasappropriate¢o the MAC concernedFor example:

i)  MACs such as &-4 and88026 that e LLC as the dive Link Layer protocol identifcation
would adgot formati). If they do not provide natve supprt for souce routing the variant o this
formatthat is used in transparent FDDI LANsowid be usé,;

k) MACs such as &2-12 that carsyppat compatibility with 8@.3 and88025 MACs would adop
either format hpr formati), depenéhg upon which compatiliity mode wes in operatia.

9.1 Overview
Tagging aframe reqires

a) The addtion of a tagheaderd the frame. This headeriissered immedatelyfoll owing the destima-
tion MAC Address ad sourceMAC Address (and routing, if psent) feldsof the frameo be trans-
mitted;
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b) If the source and destinatiddAC methods dfer, taggingthe frame may irvolve translation or
encapuation of theremairder of theframe, as sgcified inISO/IEC 118@-5, IETF RFC 1042and
IETF RFC 13090;

c) Recomputation othe Frame Check Sequence (FCS).

When relaying daggel frame between 802.3/Ethernet K88, aBridge mayadjust the RD field such that
theminimumsize ofa transmittedagged frame is 68 octef8.2).

Thetag headecarries the follwing information:

d) The Tag Prdocol Iderifier (TPID) appropriate to the M&methal concerned, as descethin 93.1.
This protocol identifer identifies the frame as a tagged frame, conforming to the tagging format
describedn this standard.
e) Tag Cortrol Information(TCI) as describd in 9.3.2.The TCI consists of the foNaing elemets:
1) User_piority, as describeth 9.3.2.1. Thidield allows the taggedframe tocarryuser_ppiority
informationacross Bridgd LANs in which individual LAN sggmentsmay be unable tosignal
priority information(e.g, 802.3/Etheret sggmerts).
2) Canonical Brmat Indcata (CFl), as describd in 9.3.2.2This fieldis used
i) In Token Ring/sairce-roded FDDI MAC methods, tasigral the bit order of address infor-
mationcarriedin the encapsulated framand

i) In 802.3/Ethernet and transparent FDDI ©lAnethods, to signal the presemnceabsence
of aRIF field, andin combiration with the Non-canonical Brmat Indicator (NCFI) car-
ried in theRIF, to signalthe bit orde of address informationarried in the encapsulated
frame.

NOTE 1—The meaning of Candoal formatas aplied to MAC Addressesand theimplications of theformat of
addressesen therequirementsdr frametranslation, areliscussed in AnneF.

3) VLAN Identifier (VID), as described in 9.3.2.3. Thigl@l uniquely idertifies the VLAN to
whichtheframe belongs.

f)  In 8023/Ethernet ad FDDI MAC mettods, an Embeted Source-Rating Information Field (E-
RIF) isincluded, if requiredy the state of the CHllag in theTCI. If present, in additioto provid-
ing the ability to carry source-routing information, thsld includesa further flag, the NCFI, that
signals the bibrder ofaddressnformationcarried in the ermpsulated frameThe structure of this
field, as used in this ctext, is described in 9.3.3.

NOTE 2—The ability of the tagheadtr to carry embedded source-routinfpimationusing 802.3/Ethernet ahFDDI
MAC methods does not implyrequirement on the part opare 802.3/Ethernet Bridge or a transparent FBBdgeto
supportsource routingThis capability is preidedsimply to allav traffic thatoriginatesin, and isdestired for, a sairce-
routed ervironment totransit asvLAN-tagged trafic across aan-source-routeérvironment. “Tunnelling” of saurce-
routedframes aarss transparent media in this manisestill requiredto follow the rules foisource routingis deifned in
ISO/IEC 15802-3see 1.35.4); in particular Bridges that support only transparent apjen are not permitted ttor-
ward ary frames receed that hee the RI bit set in the source MB Addressikld. Ary useof the capattity of using
the E-RIF to cary real source-nating information across transparent LAKan tlerefore only be madeytBridgesand
or end stations that support soerouting. Once RIF information has been encapsulatelis way, trans@rent Bridjes
can treathe frames as tranagent framesand forvard/ilter themaccordindy. This standarddoesnot specify ag for-
warding decisions based on tBeRIF

The structureof the taggedframealows the follaving types of information to be idenifd and carried in
tagged franesacrossall MAC methods:

g) EthernetType-encaled (E)andLLC-encodedL) information (see 3.13.2);

NOTE 3—Thedistindion between E and L isnot represengd in the tay heacer itsdf, but is identifiable by examinaion
of the data caied in thetagged fame; in 8@.3/Ethernet MA metltods, ty examining thevalue in the Lengh/Type
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field, and inToken Ring/FDDI MAC methods, Y the presence/absencktioe SNAP-basedprotocol identifers used in
the encapsulation formatiescribed in ISO/IECL1802-5,|IETF RFC 1042and IETF RFCL390.

h) Framesn which atry MAC Addresses embedded in the MAlata are carrieth Canonical (C) or
Non-canonical (N) format;
i)  Source-routed (R) and transeat (T)frames.

NOTE 4—These abbreiations are used here and in Arn@ to refer to diferent types of data frameorFexample, a
frame carryig LLC-encodednformation,Non-canonical emédded addesses and sourceuting information, isabbre-
viated toL-N-R; a frame carryig Ethernet pe-encoded information with Canonical addresses arsbuaioe-routing
information would be E-C-T

Relaying a taggeftamerequires

i)  If the frame fomats usedn the sotce am destination MC methods dfer, translationof thetag
heackr to the format appopriatefor the destination MAC method;

k) If the sourceanddestination MAC methoddiffer, relaying the frame masequiretranslationof the
remairder of the frame, as deéd in ISO/IEC118®-5, IETF RFC 104, andIETF RFC 130;

[) Inclusion/agustment of thePAD field, if necessarywherethe destinationMAC methodis 8.3
Ethernet (7.2);

m) Re-computatioof the FrameChedk Sequenc¢FCS) if necessary

Untagging @agged frameequires

n) The renoval of the tagheaderretaining the RIF in the appropriateposiion in the inal untagged
frame ifnecessary;

o) If the frame fomats used othe source and destination MAmethals differ, untagging tke frame
may requre translation othe remainderof the frame, as difed in ISO/IEC 118@-5, IETF RFC
1042, and IETF RFC 1390

p) Adjustmentof the PAD field, if necessarywhere the destiation MAC methodis 802.3/Ethernet
(7.2)

g) Re-computatiorf the FrameChed SequencgFCS).

The frame translatiadefinedin ISOIEC 11802-5, IETF RFC1042 andIETF RFC B90areapplied, as
necessanto all frames carryingthernefType-encodednformationrelayedby VLAN -awareBridges. Use
of the Gl flag in the tagged frame alis

r) The formatof embedded M& Addressinformation to be signalled end-to-end acrosgLaN
without the need for M& Address format translatiday VLAN-aware Bridges whil¢he frameisin
tagged formatiegardlessof the MAC methodsnvolved incarrying the tagged frame frosource to
destination;

NOTE 5—In other words, from the point of vie of ISO/IEC 11802-5, IETF RFC 4@, and IETF RFQ@390 translation,
the represention of Ethernet yipe-encoded infamation is alvays as would be epected for the undbiing MAC
mettod, andin tagged famesthe famatof embedded addreg¥ormationis aways asindicated ly the CFI/NCFI.

s)  Source-routingnformationto be carried end-to-end acros$/LAN, regardless of the M& meth-
odsinvolved in carrying the tagged frame fraource to destination.

The primary purpose in allwing the distinctiorbetweenCanonical and Non-canonical information to be
representeth the tagged frame is fwermit suchinformation to be carried acroasvLAN without the need
for VLAN-awareBridgesto translate the format of embeddd AC Addressegnroute; havever, Bridges
that untag framemay still need to takthe address format into consideratiang perform the appropriate
translation if necessargndif the Bridge supports such translatioror Example, in order to successfully
untag arL-N-T frame for transmission onm 802.3/Ethernet gement, it vould be necessary to ogert ary
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embeddedVAC Addresseso Canonical format in orddor that frame to be meaningful the end stations
on that sgment.

The ability to support translatiasf embedded MC Addressedbetween Canonicalnd Non-canonical for-
mats(and vice ersa)when transmittingn untagged frame it requiredoy this standard. IBridges that
do nd support such traslation cagbility ona given oubound Port, frames thabay reqire such translation
before beig forwarded asintagged frames on thaort shall be discarded.

NOTE 6—In particular, this means that a Bridge that popts only oneMIAC typeon all Ports isat required tasuppot
MAC Address translation whamtagginga frame that originated andifferent MAC type.

Tagging of frames occurs when an untagged freamelayed g a Bridge onto & AN segmentfor which
thatframeis required ly the egress rules (8.8) to be transmitiedaggedormat.

Untagging offrames occurs when a taggeame is relayedya Bridge onto a LAN ggment for which that
frame is reqired by the gress rules (8.8p be trasmitted in unaggedformat.

9.2 Transmission and representation of  octets

In this clause, dets in a PDU (or d@éld of a PDU) are numbered starting from 1 and increasing in the order
in which they are put ito a MAC Service Data Unit(MSDU).

Thebits in an oot are nunberedfrom 1 to 8, wherd. is the least sigficanthit.

Where consecuté octets are used to represent a binary nurttiefover octet number carries the most sig-
nificart value.

Where the glue of afield is represented in kadecimal notation, a& sequencef two-digit hexadecimal
valuesseparatedyphyphens(e.g., A1-5B-03), the leftmos$texadecimal @lue (Al in this xample)appears
in thelowest numbered octef the feld andthe rightmost headecimal alue(03 inthis example)appears in
the highest nmbered octeof the feld.

When theermssé andreset are used ithe text to indicate the aluesof single-bit felds,setis encodd as a
binary 1 andreset asa birery 0 (zero).

When the encoding of a PDU (orialfl within a PDU)is represented using a diagram, the feilg repre-
sentations are used:

a) Octets aresshavn with the lavest numbered octet nearest the top of the page, taermanbering
increasigy from the top to bdtom; or

b) Octets areshovn with thelowest numbered octetearest the lefvf the page,the octet numbering
increasimg from left to right,

c) Within an octt, bitsare slown with bit 8 to theleft and bt 1 to the right

9.3 Structure of the tag header
Thetag headeconsistof thefollowing components:

a) The Tag Protaol Identifier (TPID)as described in 9.3.1;

b) The Tag Controlinformation (TCI) aslescribedn 9.3.2;

c) In 802.3/Etherat and norSource-RroutedDDI frames (i.e., FDI frames in wich the RIIbit is
reset) the E-RIF if required ly thestateof the CFI.
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There are three formaf the tag headedepending upon thiype ofencoding used for th€PID and the
underlyingMAC type. The werall structure othethree formsf headeis illustrated inFigure 9-1.

Ethernet-encoded tag header SNAP-encoded tag header on 8802-5

Octet Octet
1

Ethernet-encoded TPID

2
3
TCI 4

(Length/Type field) SNAP-encoded TPID

E-RIF (present following the
Length/Type field only if CFI

set in TCI). 2-30 octets. N (Max. 36) TCI

PO o~NOoOOahr~WNPR

o

SNAP-encod ed tag he ader on FDDI

Octet
1
2
3
4
SNAP-encoded TPID 5
6
7
8
TCI 9
10
E-RIF (presentonly if CFI 11
setin TCl and RIl reset).
2-30 octets. N (Max. 40)

Figure 9-1—T ag header formats

The Ethernet-encodefdrm of the tag heder is used where the tagged fraiedo be transmitted using
802 3/Ethernet MAC metlods.

Thetwo SNAP-encoded forms dhe tag header are used where the tagffathe isto be transmitted on
Token Ring ard FDDI MAC metods:

d) On 8802-5 MACs, aly RIF information, if present, appears in the normal position in the frame, i.e.,
directly following the destiation MAC Addressifeld, and is not part on¢hagheader

e) OnFDDI MACs, RIF information, iforesent, maye carriedeitherin the normal positiorin the
frame(i.e., directly following the destinatioMAC Address ifeld), or withinthe E-RIF field in the
tag header

NOTE—The SM\P-encaled frameformat onFDDI allows FDDI LANsto be operated in transparent moded/or in
source routing mode.

9.3.1 Tag Protocol Id entifier (TPID) format

The structure of th@PID field takes two forms, depeding upa whether thefield is Etherret encaled
(9.3.1.1) or SMP encaled (93.1.2). The TPID carries an Ethezh Type \dlue (802.1QEgType), wtich
idertifies the frame astagged frame. Tk vaue of 802.1QagType is defnedin Table 9-1
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Table 9-1—802.1Q Ethernet Type allo cations

Name Value

802.1Q Tag Protocol Vpe (802.1QagType) 81-00

9.3.1.1 Ethernet-encoded TPID

The Eherret-ercoded TPID (ETPID) ifld is two octets in legtih. The ETPIDcarries tle value of the
8021QTagType, as dfinedin Table 9-1.

Figure9-2 illustrates the staiureof the ETPID.

Octet
1
2

802.1QTagType

Figure 9-2—Ethernet-encoded TPID f ormat

9.3.1.2 SNAP-encoded TPID
The SNAP-en@ded TPID (STPID) is eight octetslength,encoded in SANP format,as follavs:
a) Octets numbered throudn 3 carry tle stanlard SNAP headerconsisting of the hedecimal \alue
AA-AA-03;
b) Octetsnumbered4 through 6 carry the SAIP PID, consisting ofthe hexadecimalaue 0G00-00;
c) Octets7 ard 8carrythe 802.1QagType, as déhed in Table 9-1.

Figure9-3 illustrates the staiureof the STPID

]
s}
23
0]
=

SNAP header (AA-AA-03)

SNAP PID (00-00-00)

802.1QTagType

O~NO O~ WNBE

Figur e 9-3—SNAP-encod ed TPID format

9.3.2 Tag Control Information (TCI) f ormat

The TCl feldis two octets inlengh, and cotains user_priority, CFl ard VID (VLAN Identifier) fields. Fig
ure9-4 illustrateghe structure ofhe TA field.

Octets: | 1 2
user_priority | L VID
]
[ [ I N N I
Bits: | 8 6 5 4 11 8 1

Figure 9-4—Tag Contr ol Information (TCI) format
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9.3.2.1 user_priori ty

The user_priorityield isthree bits in lengthinterpretedas a binary numbefThe user_priority is thefore
capable of representirgight priority levels, Othrough 7. Theuse andnterpretationof this feldis defned in
ISO/IEC 158(2-3.

9.3.2.2 CFl format

The Canonical &mat Indicator (CFl) is a single bit flagiue. CFI reset indicates that all NCAAddress
information that may be present in tii& C data carriedypthe frame is in Canonical format.

Themeaning othe CFI when setlepends upon thenant of thetagheader irwhich itappears.

a) In a SM\P-ercoded tag header transmitted usi@p2-5 MAC mettods, CFl hasthe following
meanings:
1) When set, indicates that all MAAddress information that may be present in theQvifata
carried ly the frameis in Non-canonical formaiN);
2) When resetindicatesthat alMAC Address information that mde present in théAC data
carriedby the frame isn Canonichformat (C).
b) In anEthernet-encaded tag heaet, trarsmitted usig 802.3/Etheret MAC methals, CFI haghe fol-
lowing meanings:
1) When set, indicates that the E-RIEIdl is present ithe tag headeand that the NEI bit in the
RIF determines whether MAAddress information that may be present in theQvthata car-
ried by the frame is in Canonical (C) dblon-canonica(N) format;
2) When reset, indicates that the E-RIEId is not present in the tag headend tha all MAC
Address information that maye presenin the MAC datacarried ly the framds in Canonical
format (C)
c) InaSNAP-encoded tag headiansmitted usingDDI MAC methodsCFI has the follwing mean-
ings:
1) Whentheframetakesthe source-routed forifi.e., the Rllbit is set inthe frame’s source MAC
Addressfield anda RIFfollows the source M& Address), the interpretation of the Gt is
as deffned in a) for SM\P-ercoded tag heagrstransmitted using802-5 MAC metlods.The E-
RIF field isnot presetin this form;
2) Whenthe frame taks thetransparent form (i.e., the RIl bit is regethe frames source ME
Address ifeld and therés no RIFfollowing the source M& Address), thénterpretatiorof the
CFI bit and thepresencer absence of thE-RIF is asdefined in b)for Ethernet-encoded tag
headers transttéd using 8023/Ethernet MAC mettods.

NOTE 1—The decisio as to whether the source-routedricor the transparent form is used on FDDI is a local matter
and dependsponlocal knavledge in a Bidge orendstationasto whether thé=DDI LAN is capable ofsypporting
source-rated traffic. The transparent forrallows source-roting information to be transparentffunneled” across
LAN s that donot sugort sourceouting; i.e., LANswhere there may be intermediate transparent Bsifgthe trans-
mission pattthat would discard sarce-routed frames.

NOTE 2—Inorder tocorrectly relayframes betweeniffering media tyes, the MAC Relayfunctionof the Bidge needs

to knav the MAC type associated with each port. The meanwltiich this iformation is preided to the MAC Relay
function is a loal matter.

9.3.2.3 VID format

The twehe-bit VLAN Identifier (VID) field uniquely identify the VLAN to which thigzame belongs. The
VID is encoded as an unsigned binary numiale 9-2 identifes \alues of the VID ffeld that hae specifc
meanings ousestheremaining alues of VIDareavailable for general usegs VLAN identifers.

A priority-tagged frames a tagged frame whose tag header contaMiD value equal to the null VLAN
ID.
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NOTE 1—The specitation ofthe ingress andgeess rues for VLAN-Aware Bridges (8.6, 8.8) is suchatha Bridge
does not prpagte priority-taggedirames; a eceived piority-tagged famewill acquirea VLAN classification on

ingressand will therefore either be foravded as aruntaggedrame, or as séagged fame tagged with thafLAN clas-

sification, depeding upon tle gyress confuration for that VLAN. priority-taggeframesarethereforeonly ever gener-
ated ly endstations.

A VLAN-tagged framds atagged framavhosetag header contains D value other thathe null VLAN
ID.

Table 9-2—Reserved VID values

VID value

(hexadecimal) Meaning/Use

0 The null VLAN ID. Indicates thathetag header contains only uspriority infor-
maion; noVLAN identifier is presentin the frame. This VID value shdl not be
configured asa PVID, configured inary Filtering Database entrpr used in an
Management operation.

1 Thedefault PVID value used for classifyinfameson ingessthrough a Bridg
Pat. The PVID \alue can be changelly management oa perPott basis.

FFF Resered for implementation se. This VID value shall nat be configuredas a
PVID, confgured in ag FilteringDatabase entrysed in ap Managementper-
ation, ortransmitted irmtagheader

A Bridge mayimplemert the ablity to suppat less tharthe ful range of VID values;i.e.,for a given imple-
mertation, an uper limit, N, is defined fa the VID values suported, where N is less thanequal to 4094.
All implementations shall supt the e o all VID values in tlke rang 0 through their deifned maximum
VID, N.

NOTE 2—There is a distiction made here betweerethange of VIDvalues(0 through N) that amimplementation can
supportasidentifiers for its actie VLANSs, and the maximm number of actie VLANs (V) thatit is able to support at
ary one time. A implementation that suppts a maximum of, sagnly 16 active VLANs (V=16) can suppoi¥IDs for
thoseVLANSs that arechosen from aywhere in thefull VI D number spce (i.e., suport N=4094, or from a sbset of
thathnumberspace(i.e., support N<4094). Therefore il aways greatethan @ equal to V

9.3.3 Embedded RIF format

The E-RIF that can appear in Ethernet-encoded tag headers, and in the transparent fé&xRafic@Ned
tag keaders on FDD, is a modfication of the RIF as dafedin ISO/IEC 1802-3, C.33.2. When presef it

immediately follavs the Length/ypefieldin the 802.3/Ethernet tagged franoe,immediatelyfollows the
TCI field inanFDDI frame.lt consists otwo compomnts:

a) A two-octet Route Contrdtield (RC);
b) Zeroor more octets oRoute Descriptos (upto a maximunof 28 octets)as deined by RC.

The stricture al semanticsassociated with the Rite Descriptes are adefined inISO/IEC 158023,
C.3.3.2

Figure 9-5 illustrates the format of the RC component, asingbeé E-RIEFThe felds of the RC, and their
usage, are defedin the folloving subclauses.
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Octets| 1 2
RT (X LTH D LF 5
_ [ ] [ I N O z
Bits: 8 6 5 118 7 2 1

Figur e 9-5—E-RIF Route Contr ol (RC) field

Note that the défition of the E-RIF and its use within tag headers does fattahe dehition of the RIF
used in untaggefitamesin asource routinggrvironment.

NOTE—The use oE-RIF fields in802.3/Ethernet anBDDI framesis further discussenh 9.3.3.6.
9.3.3.1 Definition of the Routing T ype (RT) field in the E-RIF

The dfinition of this feldis asdefinedin ISO/IEC 158®-3, C.3.3.2, withthe addition thatan R value o
01X indicatesa transpanat frame. Thevalue of the rightmosbit, X, is ignored; i.e., its thebinary \alue 01
in bits8 and 7that is used to signalteansparent frame.

NOTE 1—Ineffect, the RT bits in the E-RIF enatethe stateof theRIl bit that would appeaiin anequivalent framein a
source-ratedenvironment. R values 01X encode RIl resetTRaues 00X orlXX encode RIl set.

The transparent framelbue indicées that, with thexceptionof the NCFI (9.3.3.5), theemainde of the E-

RIF shall be discarded if ¢hframe is forwared using88®-5 MAC methods. An E-RIF containing ad R
value indicating dransparent frame contains no route descriptors, and is theeréfmtty 2 otets in length
(however, the alueof the LTH field issetto zero in thiscase; se8.3.3.2).

The least signi€antbit of the RT field, marled (X) is resered, as d&finedin ISOIEC 1582-3, C.3.3.2.

The following rules ensur¢hat the interpreteon and usef the R field by VLAN-aware devicesis unam-
biguous, and does naonflict with useby nonVLA N-aware deices:

a) Where an untaggedpurce-routed frame is reged from a Token Ring/FDDI LAN and isrelayed
as a taggeframe either on 802.3/Ethernet or ook&n Ring/FDDI, if the receredvalueof the RT
field was 0XX, then thealue of the R fieldin the E-RIF or RIF in théagged framehall be trans-
mitted as 00 (i.e., ay 01X is converted to 00

b) Where an untagged, transparent frame isived from aroken Ring LAN and is relayed as a tagged
frame eitheron 802.3/Ethernet mon FDDI, then the tag éader will carry an E-RIF inwhich the
value ofthe R field shall be010;

c) Wherea VLAN-aware end station onoken Rng/FDDI generates source-routed, tagdeanes in

the source-routed form (i.e., where the RIF appears in the normal position for a source-routed frame

andthere is nde-RIFin the tagheader), then it shallot transmit K values 0010 or011 inthe RIF;
d) Wherea VLAN-aware end stationon 802.3/Ethernet oFDDI generatesource-routedfagged

frames in the transparent form (i.e., where there is source-routing information present that is carried

in the E-RF in the tag headgebut there is no RIF in the normal position source-routed frame)
then it shalihot useRT valuesof 010or 011in the E-RIF;

NOTE 2—In other wrds, wten source-ratedframes are tunnelled across a transpararit@ment, the state of theTR
bits signathat the E-RIF carries resburce-outinginformation.An equvaentframe generateid a source-routed en
ronmert would have RIl set,and the source-roing informatian would apgar as aRIF in the normaposition.

e) “X"in theserules istaken tomean “Ignorediponreceipt, transmitted agm.”
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NOTE 3—Theuse ofanRT value of 01X to indicate a transparent frame applies onlRTovalues caried inthe E-RIF;
vaues of01X appearingin theRIF of a mrmal sourceouted frame (whether taggedwortaggedl are rever interpreted
in this way.

NOTE 4—In addition to its use as a meafsunnelling source-nated frames across transparent LANs, thevabales
for the useof RT valuesin the E-RIF also preide thepossibility of statiors attachedo transparent LANs usinsource
routing to canmunicate withstations attached to source-routed LANspédmticular bullet d) statesherule that maks
such communicatiopossible.

9.3.3.2 Definition of the Le ngth (LTH) field in the E-RIF

This field is as ddahedin ISO/IEC 15802-3, C.3.3.2, wth the exceptionthat if the value of the R field in
the E-RIF is 01X, indicating a transparématme, then theTH field shall carry avalue of0.

NOTE—The use ba zerolength in cojunctionwith thetrarsparent R indicator ensures that therenig possibilityof
suchframesbeing misinterpreted aslid Specifcally Routed framesybdevices that suport sarcerouting.

9.3.3.3 Definition of the Direction Bit (D) field in the E-RIF
This field is as defied in ISO/IEC 158@-3, C.3.3.2.
9.3.3.4 Definition of the La rgest Frame (LF) field in the E-RIF

This field is as defed in ISO/IEC 15802-3, C.3.3.2, and is used accordingly for all tagged freamesit-
tedusing 802.3/Ethernet or FDDI MAmethods that carry an E-RWhether source-routed or transparent.
For framestransmitted usin@02.3/Ethernet M& methods the value of this ifeld shall indicate a largest
frame size of 140 octets or less.

9.3.3.5 Definition of the NCFI fie Id in the E-RIF
TheNon-canonical Brmat Indicator ifeld of the E-RIF has the foll@ing meanings:

a) When reset, indicates that all MlAAddress information that maye present in the M@ data car-
ried by theframe isin Non-canonical format (N);

b) When set, indiates that all ME Address information thahaybe presenin the MAC datacarried
by the frame is in Canonical format (C).

In source-routed frames owken Ring/FDDI MAC mehods, this bit in the RIF is resed, andts value is
presered across Brides; its value is normally reset.

Where a source-routed frame is r@eéifrom a ©ken Ring/FDDI LAN and relayed as a tagged frame con-
taining anE-RIFon 8023/Ethernet oFFDDI (i.e., where RIF informabn carriedin the nornal positon for a
source-routed framis embedded ian E-RF), the receied value of this feld is replacedby the appropriate

N or C \due.

Where a tagged franmontaining an E-RIFs relayedfrom an802.3/Ethernebr FDDI LAN onto a Token
Ring orFDDI LAN as a source-routframe (i.e., whetthe RIF information carried in the E-Ri$restored
to its normal position in the frame), this bit in the RIFis resetm the frane ransnitted ato the destination
LAN.

9.3.3.6 E-RIF usage in tagged frames on 802.3/Ethernet and FDDI
There are three cases whartagged frame will carrgn E-RIF:

a) Itisatranspamt frame thatarries E-N or L-N information;
b) Itisa source-routeftame that carries E-N &N information;

Copyright © 1999 IEEE. All rights reserved. 71

Authorized licensed use limited to: University of Nebraska - Lincoln. Downloaded on November 30,2022 at 19:04:46 UTC from IEEE Xplore. Restrictions apply.

ARISTA NETWORKS, INC. EXHIBIT 1009
Arista Networks, Inc. v. Corrigent Corporation, IPR2023-00805, Page 107



IEEE
Std 802.1Q-1998 LOCAL AND METROPOLITAN AREA NETWORKS:

c) Itisa source-routeffame that carries L-C information.

Case a) occuri§

d) An untagged frame containing E-&f L-N data, andvith no RIF (RIl reset), is receed from an
8802-5 LAN and is trasmitted asa VLAN-tagged frame on 82 3/Ethernetor FDDI; or

e) A tagged framevith CFl set, andwvith no RIF (RII reset), iseceved from an 8802-RAN and is
transmittedasa VLAN-taggedframe @ 802.3/Ethernedr FDDI.

Caseb) occurs if

f)  An untagged frameantaining E-N or L-N data, and withRIF (RIl set), is receied from a dken

Ring/FDDI LAN and is traemitted as a YAN-taggedframe e 802.3/Etternet, o on an FDO
LAN that does nosupport sairce raiting; or

g) A tagged frame with CHet,and witha RIF (RIl set), is receied from aToken Ring/FDDILAN

and is transmitted as a VLAN-tagged frame on 802.3/Ethernet, or on an FDDI LAN tkatiadoe
support sairce raiting.

Case c) occuri

h) An untagged frameantaining L-C data, andith a RIF (RII set), is receed from a Token Ring/
FDDI LAN and istransmitted as a VLAN-taggdthmeon 802.3/Ethernetrr on an FDDLAN that
doesnot suppart source roting; or

i) A tagged frame with CFI reset, and walRIF (RIl set)js receved from a dkenRing/FDDI LAN
and is transmitted as a VLAN-tagged frame on 802.3/Ethernet, or on an FDDI LAN tkatadoe
support sairce raiting.

The other possiblfamerepresentations onoken Ring/FDDI, namelytransparent frames carrying either

L-C or E-C information, are represented on 802.3/Ethernet media as VLAN-tagged frames with CFI reset
(i.e., theRIF is notpresent).

In case a)the RIF is createl from scratchaspart ofthe frame translationThe RIF in this case consists of
only 2 octets, wittiield valuesas follovs:

i)  RT isset tothebinary \alue 010, to idicate a trasparentframe;
k) LTHissettoO;
[) Dand LF felds are set to 0;

m) NCFl is resetto indicatethat theformat is Non-canonical.

In cases b) and c), thdRcontainedn the frame to be translated is used unniedjfwith the tvo excep-
tions hat

n) RecevedRT values of 0XX are translated 000in the R field of the E-RIF;

0) The NCFI feld isset appropriately to indicatbe format(Canonicalor Non-canaical) of the data
carried in thdrame.
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10. Use of GMRP in VLANs

The GARP Multicast ReistrationProtocol, GMRPE definedin Clause 10of ISO/IEC 1802-3, allavs the
declaratimn ard dissemirmtion of Group menberstip information, in order to permit GMRP-avare Bridges
to filter framesdestinedfor group MAC Addresses m Ports throufy which potertial recipients of such
frames ennotbe reached. Thepecifcationin ISO/IEC 15802-Zallsfor the propagtion of GMRP regis-
tratiors only in the GARP Information Prgpagaton (GP) Context known as theBase Spnring TreeContext
(ISO/IEC 15802-3, Clauses 18nd12.3.4); i.e., propagtion of GMRP irformationoccurs amorg the set d
Ports of aBridgethat arepat of theactive topdogy (ISO/IEC 1582-3, 74) of the Spanning fEe reulting
from operatim of the Smnning Tee Algorithmand Préocd defned in ISO/IEC 18023, Clause 8. This
GIP Conext isidentified by aGIP Context Identifier of O.

In Bridged LAN ewironments that suppothe defnition and management ®LANs in accordance with
this stardard, the operatioof GMRP as speééd in ISGIEC 158023 is extended to rmit GMRP to oper-
ate in multiple GlPcontets, defned ly the set of VLANSs thatare active in the BridgedLAN; these are
known asVLAN Contats.

The useof GMRP in a VLAN Context allows GMRPregistrations to be nue that are spedif to that
VLAN; i.e., it allows the Groupfiltering kehavior for one VLAN to be indepettent d the Graup filtering
behaior for other VLANSs. The following sulclausesdefine the gtensimsto the deihition of GMRP that
permitits use in VLAN contexts.

With the ception d the extersions dfined in this standrd, the operatio of GMRP andhe conformance
requirements associateditiv GMRP areas dfinedin ISO/IEC 15802-3.

10.1 Definition of a VLAN Conte xt

The GIP Cotext Identifier usedto idertify a VLAN Contxt shall be eqal to the VID wsed to identify the
correspoding VLAN.

The set of Ports od Bridge defnedto be part of the aste topdogy for a gven VLAN Contet shall be
equalto the sebf Pats ofa Bridge for wiich the fdlowing are true:

a) The Portis a member athe Menber set(8.11.9)for that VLAN; and

b) The Portis one ofthe Ports othe Bridge that are part of thactive topology for the spanningree
that sipparts thatVLAN.

NOTE—For the purpses of this standdra single sanning tree is used to support all VLANswwever, the aboe cfi-
nition has been deliberatelyonded so as not to preckidts use in aontt where a magpg exists between M
instance®f spanningreearnd N VLANSs.

10.2 GMRP Participants and GIP Conte xts

For each Port of th&ridge, a distincinstance of the GMRPaRicipantcanexist for each VLANContext

suppated ty the Bridge. Each GMRP Rurticipant maintais its avn set & GARP Applicant and Rgstrar
statemachinesandits own Leave All state machine. Theie noGMRP Rarticipant associatedith the Base
Spanning Tee Catext.

A given GARP Rirticipant, operatiig in agiven GIP Context, manipulates onl the Pot Filtering Mode and
Group Raistration Enry informationfor the context concerred. In the case of Gup Rayistration Efries,
the GIP Contet Identifier value corresponds to thelue ofthe VID field of the entry
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10.3 Conte xt identifi cation in GMRP PDUs

Implementations of GMRP conformatatthe specifcationof GMRPin ISO/IEC 15802-3 &change PDUs
in the Base Spanningree Contgt; such PDUs are transmittethd receied ty GMRP Rurticipantsas
untaggedrames.

Implementations of GMRIh VLAN Bridgesapply the same ingress rulgk6) to receied GMRP PDUs
thataredefined for the reception Poitherefore

a) GMRP frames witmo VLAN classifcation (i.e.,untagged or priority-tagged GMRP frames) are
discaded if the Acceptable Frameges parametgB.4.3) forthe Port isset toAdmit Only VLAN-
tagged frames.Othewise, thg areclassifedaccording tahe PVID for the Port;

b) VLAN-tagged GMRP frames are clased accordingo the VIDcarried in the tageader;

c) If Ingress Filering (84.5) is enal®d, and if the Port is nah the Memter set (811.9) for the GMRP
frames VLAN classification,then the framés discarded.

The VLAN classifcation thus associated witbceved GMRP PDUsestablisheshe VLAN Contet for the
receved PDU, and identiés the GARP &ticipant instane to which thePDU is directed.

GMRP PDUs transmittedylGMRP Participantsare VLAN classifed according to the VLANXContet asso-
ciated with that Brticipant. GMRP Participants in VLAN Bridges applthe same gressrules that are
definedfor thetransmissiorPort (8.8).Therefore

d) GMRP PDUs are transmitted through aegi Portonly if the value ofthe Member Sefor the Port
for theVLAN concerned indicatdbat theVLAN is registeed on that Port;

e) GMRP PDUs are transmitted as VLAN-tagdeginesor asuntagged fremes in accordance with the
state of the Untagged S€.11.9)for that Port forthe VLAN concerned. Were VLAN-tagged
frames are transitted, the VID field of the tag heast carrieshe VLAN Conext Identfier value.

10.4 Default Gr oup filtering beha vior and GMRP pr opagation

The prgpagaton of GMRP rgistrations withn a VLAN context has imflicationswith respect to thehoice
of default Group filtering behavior within a Bridged LAN As GMRP franes aretransmtted only onout-
bound Pdts that arein the Member set (8.11.99r the VLAN concerned, propaion of Group registra-
tions ty a gven Bridge occurs only teards regions of tle Bridged LAN where tht VLAN has been
(statically or dynandally) registered. Thigs illustrated in Figre 10-1; doted lines in thediagram slow
those rgions of theLAN wherepropagtion of registrations foiGroupM in VLAN V doesnotoccur Con-
sequerly, the Filtering Databases of thevier two Bridges willnot containarny Dynarnic GroupRegistra-
tion Entry for GroupM in VLAN V.

The actionof thesetwo Bridges on receipt oframes, on either dheir lower Ports,destined fo Group M
and VLAN V, will deperd uponthe Detult Group Filtering Behaior adopted ¥ their ugper Ports, with
arethe Ports thasre in the Member set for VLAN. If the Defult Group FilteringBehavior is either fer-
ward All Groupsor ForwardUnregisteredGroups, then these Bridges will faavd the framedf the Default
Group Filterirg Behavior is Filter UrregisteredGrous, thenthese Brilges wil filter the frames. In the sce-
nario shavn, the cloice of Deéult Group Filtering Behavior is therefore crucial with respetd whether o
not endstation S, or anotherstation th&is “outside” the VLAN.,is able to send frames to membershef
Group. Thechoice betweenFilter UrregisteredGroups ad the otherdefault behaiors therefoe hes the
effectof deining VLANS thatareclosed to gternalunregisteredtraffic (Filter Unreisterel Groups)or open
to exterral unregistered trdic (Eitherof the otler default betaviors).
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Applicant station that is a member of Group M in VLAN Context V
D Applicant station that is not a member of Group M
End station transmitting frames to Group M on VLAN V

————— Regions of the LAN where registrations for Group M in VLAN Context V are not propagated

Figure 10-1—Example of GMRP propagation in a VLAN conte xt
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11. VLAN topolog y management

The aress rules (8.8)efined for the Brwarding Procesis VLAN Bridges rely on thexéstenceof config-
uration information for eacLAN that defnes the set of Ports of tiBridge throughwhich one or more
members @& reachable. This set of Ports is Wmoas the MembreSet (8.11.9), and its m#ershipis deter-
mined ly the presence aabsence of coiguration information in the Filtering Database, in the form of
Static and DypamicVLAN Registration Entries (8.11.2, 8.11.5).

Relisble operatiorof the VLAN infrastructure rguires VLAN membershipnformation heldn the Filtering
Datalase tobe maitaired in a coastent manner across all MAN-aware Bridgs in the Bridgd LAN, in
order toensure thaframesdestinedfor endstaion(s) ona gvenVLAN can be correcthdelivered, rgard-
lessof wherein the Bridged LAN the framé generated. Maintenance ofstinformation by end stations
that are sources of VLAN-tagged frames carvaldoich stations teuppress transmission sfich frames if
no memberexist for the VLAN concerned.

This standrd defnesthe fdlowing mechanisms that alow VLAN membershipinformation to be conig-
ured:

a) Dynamic canfigurationanddistribution of VLAN memlershipinformationby meansof the GARP
VLAN Registration Prot@ol (GVRP), as described in 12;

b) Static canfigurationof VLAN membershipnformationvia Managemert mechaisms, adescribed
in Clausel2, which allon configuration of StaticVLAN Registration Entries.

Thesemechanismgrovide for theconfiguration of VLAN membership information asresult of

c) Dynamic r@istration actions ta by end stations or Bridges ingbridged LAN;
d) Administrative actimns.

11.1 Static and d ynamic VLAN configuration

The conbined functonalty provided ty the ability to corfigure StaticVLAN Registratin Entries inthe Fit
tering Detabase, capledwith the ablity of GVRP b dynamically create and ugate Dynamic VLAN Regis-
trationEntries, ofers tre foll owing posshili ties with respect tdwow VLAN s arecorfigured on a gien Port

a) Static confyjuration orly. The managemeriticilities described in ClausiE are used to establish
preciselywhich VLANs have this Port intheir Memler set, andne GVRP maagenent cortrols are
usedto disable the ogration of the GRP prot@ol onthat PortHence,ary use ofGVRP by devices
reachable vighat Portis ignored, and thélembersetfor all VLANs can therefore only be deter-
minedby means obtaic entriesin the Fitering Database.

b) Dynamic coniguration anly. The operatio of GVRP is reliedupm to establishDynamic VLAN
Reagistration Entries that will dynamadly reflectwhich VLANs areregistered on the Port, their con-
tents changing ake coniguration of the netark changs. The GVRP management contrale set
to enableheoperationof the GVRP protocol on th&tort.

c) Combiredstatic ard dynanic configuration. The static confurationmechanisms are usé@dorder
to configure sone VLAN membershp informaion; for other VLANS, GVRP isreliedupa to estab
lish theconfiguration.The GVRP managemeaobntrols are séb enable theperation othe GVRP
protocol onthat Pat.

All of the abwe approaches asipported Y themechanisms dafed in this standard, améch approach is
applicablein different circumstancesofFexample:

d) Use of static comjuration may be appropriate on Ports where theigordtion of the attached
devices isfixed, or where thenetwork administrator wishes to establiah administratie boundary
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outside ofwhich ary GVRP registration information igo beignored. For example,it might be desir-
ablefor dl Ports servingend user déces to bestatically conifyuredin order toensure that particular
endusershave access only tparticular VLANS.

e) Use of dymmic coffiguration maybe appropriate oRats where the VLANconfguration is inher-
ently dynamicwhere users of particulAfLANs can connecto the netwrk via diferent Porton
an ad hoc basis, or where it is desirable tonalignamic reconfuration in the dce of Spanning
Tree tgology changes. Inparticular if the “core” of the Vitual Bridged LAN contains redndant
pathsthat are prunedly the operatio of Spanning fiee, thenit is desirablefor Bridge Portsthat
form the corenetwork to be dyamicallyconfigured.

f)  Use ofboth static and dgamicconfiguration may be appropriate dtorts where it iglesirableto
placerestrictionsonthe confguration of some VLANswhile maintaining the flgibility of dynamic
registration fa others. For examge, onPortsservirg mohile end usedevices,this would maintain
the benefs of dyramic VLAN registraton from the point of view of traffic reducton, while still
allowing administraive control over acces$ some VLANS via thaPort.

11.2 GARP VLAN Registration Protocol

The GARP VLAN RgjistrationProtacol (GVRP) definesa GARP Applicatiorthatprovides theVLAN reg-
istration senice definedin 11.2.2. G\RP makes use & GARP Information Declaration(GID) andGARP
Information Propagtion (GIP), which preide the common state machidescriptionsand the common
informationpropagtion mechanisms dekd foruse inGARP-based applicationhe GARP architecture,
GID, andGIP aredefined inISO/IEC 158)2-3,Clausel2.

GVRP pravides a mechanism for dynamic maintenance ofctirgents of Dynamic VLANRggistration
Entries for each VLAN, and fgropagting the information thecontain to other Bridges. This information
allows GVRP-avaredevices todynamically establistand update their knwledge ofthe set of VLAN that
currentlyhave actve members, anthrough which Ports thosaembersanbereached.

11.2.1 GVRP overview

The operation o6VRP is closelysimilarto the operation dBMRP (ISO/IEC 15802-3lausel0), whichis
used for rgistering Grougmembershipnformation.The primary diferences are dsllows:

a) The attriute \alues arried ly the protocol are 12-bit ViDvalues, rather than 48-bit MA
Addresseaind Graup servicaequirement information;

b) The act ofregistering/deegistering aVID affects thecontentsof Dynamic VLAN Registration
Entries (811.5), rather than theontentsof Group Reistration Entries (8.1%).

GVRP allavs both end stations and Bridges in a Bridg@dN to issue and noke declarations relating to
membership of VLANSs. The fct of issuing such a declaration is that each GV&fdipant that recees
thedeclaratio will creae or update abynamic VLAN Registraion Entry in the Filtering Databased indi-
cate that VLAN igegisteral on thereception PortSubsequentlyif all Participants on a ggnent that had an
interest in agiven VID revoke their declarations, the Port attachtedhat sgmentis setto Unragisteredin
the DynamicVLAN Registration Entry for that VLANiy each GVRMParticipant attached to thaggment.

Figurell-lillustrates the atdtecture ofGVRPIn the cas®f atwo-Port Bridge an@nendstation.
As stown in the dag-am the GVRP Participant consis of the folowing componens:

c) The GVRP Apdication, descrikd in 11.2.3;
d) GARP Infamation Propagtion (GIP), described in ISO/IEC 188-3,Clausel2;
e) GARP InformatiorDeclaration, described in ISO/IEC 15802c3ausel 2.
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Figur e 11-1—Operation of GVRP

11.2.1.1 Behavior of end station s

VLAN-aware end stations participate @VRP protocol actity, as appropriate for the set VLANs of
whichthey arecurrentlymembers. GVRRprovidesa way forsuch arendstation to ensure théie VLAN(S)

of which it is a member are gestered for each Port onywahAN segment to which the end station is
attachedGVRP alsoprovides for thatVID information to be propaamed across the Spanninge@to other
VLAN-awaredevices, as described 11.2.1.2.

Incoming VLAN membershignformation(from all otherdevices on the same LAN gment) allevs such
endstatians to“source prur” (i.e.,discard at source; see 18BC 15802-3, 102.2) aty traffic destinedfor
VLANS thatcurrentlyhave no other membeiis the Bridged LAN,thus &oiding the generation of unneces-
sary trafic on their local LAN sgments. This is illustratein Figure 11-1 ¥ a Filtering Database siva as
being presentn the end station.

NOTE—Non-VLAN-awareend stations he no need to mgister VLAN membeshipvia GVRP; indeedthis would be
impossible for them to achieif truly VLAN-unaware, as thg would have no knavledge of the set of VLANS in which
they participate. Their VLAN rgistrationrequirements are tak care of g means of theonfiguration of PVIDs (and
possiblyother VLAN classifcation mechnisms) andhe propagtion of registered VLANIDs by theBridges.

11.2.1.2 Behavior of Bridg es

VLAN-aware Bridge register and propade VLAN membeshipson all Bridge Portshat are partof the
active topology of theunderlying Spaniing Tree. IncomingVID registrationandde-registratian information
is used to update the Dynamic VLAREgistration Entries associated with each VLAN.yAthanges irthe
stateof registraion of agivenVID on a gven Portare propagtedon Portsthat arepart of the actie topol-
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ogy of the Spannindlree, in ader toensure thatther GVRP-avare devices in the Bridgd LAN update
their FilteringDatabaseappropriately

The FilteringDatabases in altVRP-avare deices are thus automatically camired such that thBort
Map in theDynamic VLAN RagistrationEntry for a gven VID indicates thaa given Port isregistered if one
or morememters of tle correspoding VLAN are reacéble through the Port.

NOTE—The information thatdetermines wéther frames destined for each VLANe transmitted/LAN-tagged or
untagged is caied in Static VLAN RejistrationEntries (811.2);if no such entry xists for a VLAN,then itis assumed
that frames for that VLAN a transmitted VLAN-tagged on &Morts. Therefore, if thcanfiguration inbrmatian heldin
the Filtering Databaser a given VLAN consistsonly of information coniguredby theoperation of GVRP (i.e., onlya
Dynamic VLAN Ragistration Entry)then all trafic for thatVLAN will be VLAN-tagged on transmission.

11.2.1.3 Use of the PVID

The initial state othe Permanent Database contains a Static VLA§ldRetion Entry for theDefault PVID,
in which the PorMap indicatesRegistrationFixed on allPorts. This ensures that in the aléf state, where
the PVID on all Pats is the Dedult PVID, membershp of the Default PVID is propagatd across the
Bridged LAN to all other GMRP-avare dwvices. Subseaant maregemert actionmay chang bath the Per-
marent Dagbase and # Fitering Database irorder to modfy or renove this intial setthg, and nay
changehePVID value on each Port tiie Bridge.

NOTE—In theabsencef ary modficationof these initialsettingsthis ensureghat connectiity is established across
the Bridged LANfor the VLAN correspading to theDefault PVID.

11.2.2 VLAN registr ation service definition

The VLAN registration servicallows MAC Service user indicate to thtMAC Service pruidertheset of
VLANSs in which theg wish to participate; i.ethat the MAC Service user wishes to reeeitrafic destined
for menbers ofthat set of VLANs. Theservice prinitives allov the serice user to:

a) Registermembershipf aVLAN;
b) De-ragistermembershipf a VLAN.

Provision of theseserviesis achieed by meansof GVRP and its associated proceduras,described in
11.2.3.

ES_RESISTER_VLAN_MEMBER (VID)

Indicates to the M& Servie provider that the MA Service usewishes to recee frames destined fdhe
VLAN identified ky theVID parameter

ES_DERESISTER_VLAN_MEMBER (VID)

Indicates to the MC Service preider that the MA Service user no longer wishes to reedrames des-
tined for the VLAN icentified by the VID pararater.

The use of these services can result in the patjmgof VID information aross the Spanningde affect-
ing the contents dDynamicVLAN Registration Entrie¢8.11.5)in Bridgesand end stationis the Bridged
LAN, and therely affecting the frameforwardng behavior of those Bridges and end stations.
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11.2.3 Definiti on of the G VRP Application
11.2.3.1 Definit ion of GARP proto col elemen ts
11.2.3.1.1 GVRP Application ad dress

The group MAC Address used as the destination addres&2RP PDUs destinedor GVRP Rarticipants
shall be th&GVRP addressdentified inTable11-1. Receied PDUs thaareconstructed in accordance with
the PDU fomat defnedin ISO/IEC 18023, 12.11, and which cariy destination M& Address eqal to
the GVRP addressreprocessed as folles:

a) In Bridgesandendstations that suppottie operation ofGVRRE all such PDUshallbe submittedo
the GVRP Rrticipantassociated witlthe recering Port for further processing;

b) In Bridges tlat donot sypport the operatio of GVRR all sicch PDUs shall be submitted tioe For-
warding Pocess.

Table 11-1—GVRP Applicat ion ad dress

Assignment Value

GVRP address 01-80-C200-00-21

NOTE—The GVRP Application Address has bedlocated from the set of GARP Application addressfmed in
ISO/IEC 15802-3,Table 12-1, using the MA Address contained in treecond ety of thattable.

11.2.3.1.2 Encoding of GV RP Attribute Types

The qerationof GVRP dfines asinde Attribute Type (ISO/IEC 15802-3, 2.11.2.2) tlat are carriedin
GARP protaol exchanges; te VID Attribute Type. The VID Attribute Type is used to identifyaues of
VLAN lIdentifiers (VIDs). Thevalue of the Group Attrilote Type carried in GRP PDUs shll be 1.

11.2.3.1.3 Encoding of GV RP Attribute Values

Values of instances of the VIBttribute Type shall be encoded as Atttite \dues in GARP PDUs (ISO/
IEC 1582-3, 12.11.2.63s two octets, tak to repesent an wsignedbinary numberand equato the haa
decimal alue of theVLAN identifierthat isto be encoded.

11.2.3.2 Provisio n and su ppor t of the VLAN registratio n service
11.2.3.2.1 End system VL AN member ship dec laration

The GVRP Appliction element of a GVRPdrticipant preides the dynamic gistration and de-gistration
services defed in 11.2.2, as ftows:

On receipt of an ES_REGISTER_VLAN_MEMBEFRrsgice primitve, the GVRP Rarticipantissuesa
GID_Join.request service primié (ISO/IEC 1802-3, 12.3.21). The attrilute_type prameterof the
request carriethe \alueof theVID Attribute Type (11.2.3.1.2) and thatribute_\alue parameter carries the
value of theVID parameter arried in the ES_REGISTER_VLAN_MEMBERimitive.

On receipt ofan ES_DEREGISTER_VLAN_MEMBER seice primitive, the GVRP Brticipant isges a
GID_Leave.request service primig (ISO/IEC 1582-3, 12.3.2.1). The attuibe_type parameter of the
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request carriethe \alueof theVID Attribute Type (11.2.3.1.2) and thatribute_\alue parameter carries the
value of theVID parameter arried in the ES_REGISTER_VLAN_MEMBERimitive.

11.2.3.2.2 VLAN member ship registration

The GVRP Aplication elemen of a GVRP Rrticipart respnds to rgistrationand a-registration events
sigralled by GID asfollows:

On receipt ofa GID_Join.indication (ISO/IEC 15802-B2.3.2.2) whose attrilie_typeis equal to thealue
of the VID Attribute Type(11.2.3.1.2), the GVRRpplicationelementndicates the receptidhortas R@is-
teredin the PortViap of the Dyramic VLAN Registratian Ertry for the VID indicaked ly the attibute \aelue
paraneter If no such entryasts, and theres sufficient room inthe Filtering Databas@n entry ireated.

On receipt of a GID_Lee.indication (ISO/IEC 15802-3, 12.3.2.2) whose aftebtype is equal to the
value of the VID Attribute Type (11.2.3.1.2}the GVRP Applicationelement indicates the receptiPortas
Unregisteredin the Port Map of the Dynamic VLAN Rgistration Entryfor the VID indicated § the
attribute value paramster. If marking this Port as Unrgistered reslts in a Port Map tht does nbindicate
ary Port & Rejistered, the entry is deleted.

11.2.3.2.3 Admi nistrative contr ols

The praision of static controlwerthedeclaration or rgistration state of the stateachines associated with
the GVRP Application is achied by means of the Rgstrar administratie control parameters pvied by
GARP (ISO/IEC 58®-3, 12.9.1).Theseadministratve contrd parameters are representedsatic VLAN
Registration Entries in th Filtering Databasg.11.2). Wiere maagement capability isnplemented, these
contols canbe manipulatedby meansf the managementfuncionality definedin 12.7.

The provision of static control wer the ability of Applicat state machines to paipate in protocol
exchanges is achied ty means of théApplicant Administratre Control parameters associated witib
operation of GARP (ISO/IEC 1B02-3, 129.2). Where management cagility is implementedthe Ampli-

cant Administratie Control parameters can bppliedandmodifiedby means of the manageméduaiction-
ality defnedin 12.9.

11.2.3.3 GIP conte xt for GVRP

GVRP as dehedhy this standrd operates in the Base Spanninge& Conext (ISO/IEC 18023, 12.3.1);
i.e., GVRP operatesnly onthebase Spanning fEedefined ty ISO/IEC 158)2-3.Consequetly, all GVRP
PDUssentand recaied by GVRP Participants are tnasmitted asintagged frames.

11.3 Conformance to GVRP

This subclause difes tle conformance requiremisnfor implementatios claimingconformance to GVRP
Two cases are eared; implementation of GVRP MAC Bridges and implementation of GVRPendsta-
tions. Although this standrd is principally concerned wth deining the requiremeda for MAC Bridges,the
conformancerequrements for end statioomplementatios of GVRP are inclded in order to ye useful
guidance to such impmerations. Tle PICS préorma defnedin Annex A is corcernedonly with corform-
ance claimsvith respectto MAC Bridges.
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11.3.1 Conformance to GVRP in MAC Bridges
A MAC Bridge for whichconformance t&VRP is claimed shall

a) Conform to the operation of tHeARP Applicantand Registrar state machineandthe LeaveAll
gereration mechnism, aslefined inISO/IEC 15802-3,12.8.1,12.8.2, and 128.3;

b) Exchange GARRPDUSs asrequired ly thosestae machines, formatted iaccordance with the
gereric PDU format described in ISO/IEC 58023, 12.11, andableto carry application-spcific
informationas deifnedin 11.2.3,using the GVRP Applicationaddress as defed in Table 111;

c) Propagteregistration information in accordance withe operation of GIP fothe BaseSpanning
TreeContext, as deihed in ISO/IEC158@-3, 12.3.3 andl2.3.4;

d) Implement the GVRP Application componentdedned in 11.2;

e) Forward, flter or discard MA framescarying ary GARP Application address as the destination
MAC Addressn acordaicewith therequirements 08.14.3.

11.3.2 Conformance to GVRP in end statio ns
An endstation for which conformance ®VRPis claimed shall

a) Conform to the operatio of ore of
1) TheApplicant state macdhe, as deifned in ISO/IEC158(®2-3, 12.8.1;0r
2) TheApplicant Only state machinas defnedin ISO/IEC15802-3, 12.8.5; or
3) The SimpleApplicant statemachine, aslefinedin ISO/IEC15802-3, 12.8.6;

b) Exchange GARP PDUs asquired ly the GARPstate machine(s) impigented, formatted in accor-
dance withthe generic PDUWormat describeih ISO/IEC 15802-3, 12.11, and able to caapplica-
tion-specifc information as dehed in 112.3, using the G/RP Apgication address asdfined in
Table 11-1;

c) Supprtthe pravision ofendsystem rgistrationand de-rejistration agefined in 112;

d) Discad MAC frames carryingary GARP Application address as thestination MAC Address in
accordance with the requirements3.14.3.

An endstation for wlch conformance t&VRP is claimed mayptionally

e) Conform to the operation of the GARPd#&rar state machine and the l.eAll generation mecha-
nism,as deiffined in ISO/IEC158(2-3, 12.8.2 and.2.8.3; and

f)  Support theprovision of VLAN registrationandde-reaistration asdefined in11.2; and

g) Filter outgoing frameslestinedfor group MAC Addresses in accordanegth registeredVLAN
memlershipinformation, in a manner consistenith the gerationof the fltering functionof the
forwardng processlescribedin 8.7.2 and the operatio of the egressrules deiinedin 8.8.

It is reconmendedthat mly those erd statons that require the ablity to performSouce Pruning (11.21.1)
conform to tke operation of the Aplicant statemachire (ISO/IEC 158@-3, 12.8.1).

For the reasons stated ISO/IEC 1582-3, 12.7.9jt is recanmendedhat endstationsthat donot require
the ability to perfam Source Pming implemen the Applicant Only state machine (ISO/IEC58023,
12.8.5), inpreference to th8imple Applicant state machine (ISO/IEC 15802-3.8.6).

NOTE—End statios that implemetonly a) 2) and b) threghd) are egivalent to thedescriptionof the Applicat Only
Participant (ISO/IEC 15803, 12.7.7; those that implement 8) and b)}throughd) areequivalent to the descrifion of
the Simple Aplicant Rrticipant (ISO/IEC 158@-3, 12.7.8). Such end stations require only the abibtyegister mem-
bership ofone ormore VLANSs, andrevoke that memilership atsome later poinin time; for this reason, theiis no
requirement to suppottte operatiorof the Reyistrar orLeave All state machines.

End stations that implement a) 1) and b) thtogigareable to pefiorm “saurce pruning” as described in 11.2.1.1; ite.,
suppress the transmissiof frames destinedor VLANSs thatcurrently hae no membersp. Consequentlysuch end
statims need to supporthe full Applicant state machine, ioombinatim with the Registrar and Leee All state
machines
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11.4 Procedural model
11.4.1 Purpo se

This sectiorcontains anxample implementationf the GVRP application digfedin this ClauseThis “C”
code ascriptionis included in order to demonstrate the ctiure of the GVIR appication, andto shav that
areasonably lv overheadmplemeration can be constructe@he implementation has been desid with
the intent of maximizing clarityand generalitynotfor compachess.

Theexamge implementaton is shavn in two sedbns:

a) Headeriles forthe GVRP application (11.4.2);
b) The GVRP applicatio code (1.4.3.

The example implementatioalsoreferences the GARP applicatimependentC” code contained in ISO/
IEC 1582-3:

c) Heackr files forthe GARP applicatio indendentcode (ISO/IEC 1582-3,13.2);
d) The GARP applicatio independemncode (ISAEC 1582-3,13.3).

The separatio shavn in the daumentatiorof the appication depemlent (GVRP) ard application indepen
dent (GARP) aspects of the implementatiovegjia clear illustration of what isvolved inimplementing
additionalapplications using the same basic GARate machined he code isntendedto be lagely self-
documenting, ¥ means of in-line comments.

11.4.2 GVRP application-specific header files
11.4.2.1 gvr.h

/* gvr.h */
#ifndef gvr_h___
#define gvr_h__

#include “garp.h”
#include *“gid.h”
#include “gip.h”

Fokkkkkkokkkkkkkkkkkkkkk

*GVR: GARP VLAN REGISTRATION A PPLICATION : GARP ATTRIB UTES

kkkkkkkkkkkkkkkkhkhkkk

/

*
typedef unsigned Vlan_id;

typedef  enum {All_attributes, Via n_attribute}
Attribu te_type;

Fkkkkkkkkkkkkkkkkkkkkk

*GVR: GARP VLAN REGISTRATION A PPLICATION : CREATION, D ESTRUCTION

Fkkkkkkkkkhkkkkkkhkkkk

/

*/

extern B oolean gvr_create_gvr(int process_id, void **gvr)
/*

* Create s anew instance of GVR, allocating and initializi ng a control
* block, returning True and a poi nter to this instance if creation succeeds.
* Also ¢ reates instances of GVD ( the GARP VLAN database) a nd of GIP
* (which  controls information pro pagation).
*
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*Ports  are created by the system and added to GVR separat ely (see
*gvr_ad ded_port() and gvr_remove d_port() below).
*
*The op erating system supplied p rocess_id is for use in s ubsequent calls
*to ope rating system services. T he system itself ensures the temporal
*scope of process_id, guarding a gainst timers yet to expi re for destroyed
* proces ses, etc. Although proces s_id will be implicitly s upplied by many
*if not most systems, it is made explicit in this impleme ntation for
* clarit y.
*
*
externv  oid gvr_destroy_gvr(void *gvr);
/*
* Destro ys an instance of GVR, de stroying and deallocating the associated
*instan ces of GVD and GIP, and a ny instances of GID remai ning.
*
externv  oid gvr_added_port(void * my_gvr, int port_no);
/*
*The sy stem has created a new po rt for this application a nd added it to
* the ri ng of GID ports. This fun ction ensures that Static VLAN Entries
*fromt he Permanent Database are represented in the GVD d atabase (which
*provid es VLAN ID to GID index m apping) and have GID mach ines in the newly
*added port (with the correct ma nagement control state). This can result
*in the creation of new GID mach ines or modification of t he state of
* existi ng machines.
*
*Newly created ports are “connec ted” for the purpose of G ARP information
* propag ation using the separate function gip_connect_port (). This should
*be cal led after this function, gvr_added_port. It may ca use GVRP/GIP
*topro pagate information from t he static management cont rols through
* other ports.
*
*tis assumed that new ports wi Il be “connected” correct ly before the
*applic  ation continues as determ ined by the active topolo gy of the network,
*i.e., if stp_forwarding(port_no ) gvr_connect_port(port_n 0);.
*
* As the  system continues to run it should invoke gip_disc onnect_port()
*and gi p_connect_port() as requi red to maintain the requi red connectivity.
*
/
extern v oid gvr_removed_port(void *my_gvr, int port_no);
/*
*The sy stem has removed and dest royed the GID port. This function should
*provid e any application-specifi c cleanup required.
*
/ *kkkkkkkkkkkkkkkkkkkkk
*GVR: GARP VLAN REGISTRATION A PPLICATION : JOIN, LEAVE INDICATIONS
*kkkkkkkkkkkkkkkhkkhkkk
*
extern v oid gvr_join_indication(v oid *my_gvr, void *my_po rt,
unsigned jo  ining_gid_index);
/~k
*
*
externv  oid gvr_join_leave_propag ated(void *my_gvr, void *my_port,
unsig ned gid_index);
/*
*
*/
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unsigned |

extern v  oid gvr_leave_indication(
/*
*/
/
*GVR:
*/
externv oid gvr_rcv(void *my_gvr,
/*
* Proces s an entire received pdu
*/
externv oid gvr_tx(void *my_gvr,
/*
* Transm it a pdu for this instanc
*
#endif/  *gvr_h__*/
11.4.2.2 gvd.h
*gvd.h  */

#ifndef gvd_h__
#define gvd_h__

#include “sys.h”
/
*GVD: GARP VLAN DATABASE
*
*The G ARP VLAN Database maps VL
*vice versa. It contains VLAN |
* dynam ically registered (except
*shoul d be an event that rarely
* sizin g) and for all those for
*
* Taken together with the GID ma
*pyth e GID indexes provided by
* Regis tration Entries and the D
* Filte ring Database (see 8.11).
*
* Stati ¢ VLAN Registration Entri
*machi nes defined) on an as-nee
* Appli  cation. This example impl
*ista ken from Static Filtering
*thee  xample implementation. St
*remov ed as the running system
*
*VLAN Registration Entries are
* singl e VLAN ID will only give
*GID m achine per port. That mac
*the S tatic VLAN Entry and the
*
extern B oolean gvd_create_gvd(int

/*

* Create s anew instance of gvd,
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void *my_gvr, void *my_p

void *my_port, void *pd
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void *my_port);
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occurs through appropri
which static controls ex

chines for each port (wh
GVD), GVD logically pro
ynamic VLAN Registration

es are included in this
ded basis as ports are a
ementation assumes that
Entries kept in a Perma
atic VLAN Entries can al
is managed.
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rise to one entry in thi

hine provides the functi
VLAN Registration Entry.

max_vlans, void **gvd);

allocating space for up t

eaving_gid_index);

IEEE
Std 802.1Q-1998

ort,

*kkkkkkkkkkkkkkkkkkkkk

GARP VLAN REGISTRATION A PPLICATION : PROTOCOL AN D MANAGEMENT EVENTS

Fokkokkkkokkkkkkkkkkkkkkk

u);

kkkkkkkkkkkkkkkkkkkkkk

Fkkkkkkkkkkkkkkkkkkkkk

indexes and

all the VLAN IDs
e overflow, which
ate

ist.

ich are identified
vides the Static VLAN
Entries of the abstract

database (and have GID
dded to the GVR

the necessary information
nent Database outside
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*VLAN | Ds.
*
* Return s True if the creation su
*gvdin formation.
*/

extern v  oid gvd_destroy_gvd(void

/*

* Destro ys the instance of gvd, r
*contro | space.
*/

extern B oolean gvd_find_entry( v

unsign

extern B oolean gvd_create_entry(v
extern B oolean gvd_delete_entry(v
extern B oolean gvd_get_key( v
#endif/ *gvd_h__ */

11.4.2.3 gvf.h

/* gvf.h */

#ifndef gvf_h__
#define gvf_h__

#include “sys.h”

#include “prw.h”

#include “gvr.h”

/

*GVF:

*

typedef struct

{r
*Thisd ata structure saves the t
*PDUs i n particular. Gpdu provid
*format ters, additional state ca
*/
Gpdu gpd u;

} Gvf;

typedef  struct /* Gvf_msg_data */

{
Attribut  e_type attribute;
Gid_even t event;
Vlan_id key1,;

}Gvf_ms g;

externv oid gvf_rdmsg_init(Pdu

86
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cceeded together with a p ointer to the
*gvd);
ated database and

eleasing previously alloc

oid *my_gvd, Vlan_id key ,
ed *found_at_index);

oid *my_gvd, Vlan_id key ,

unsigned *c  reated_at_index);
oid *my_gvd,
unsigned d elete_at_index);

oid *my_gvd, unsigned in dex, Vlan_id *key);

*kkkkkkkkkkkkkhkhkhkkk

GARP VLAN REGISTRATION A PPLICATION PDU FORMATTING

Fkkkkkkkkkkkkkkkkhkkkk

emporary state required t o parse GVR
es a common basis for GAR P Application
n be added here as requir ed by GVF.

*pdu, Gvf **gvf);
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externv oid gvf_wrmsg_init(Gvf *gvf, Pdu *pdu, int vl an_id);

extern B oolean gvf_rdmsg(  Gvf *gvf, Gvf_msg *msg);

extern B oolean gvf_wrmsg(  Gvf *gvf, Gvf_msg *msg);

#endif/  *gvf_h__*/

11.4.2.4 vfdb.h

[* vidb.

h*/

#ifndef vfdb_h__
#define vfdb_h__

#include “sys.h”
I *kkkkkkkkkkkkkkhkkkkkk
*VFDB :VLANACTIVE FILTERING D ATABASE INTERFACE
*kkkkkkkkkkkkkhkhkkhkkk
*
externv  oid vfdb_filter( int port _no, unsigned vian_id);
externv  oid vfdb_forward(int port _no, unsigned vlan_id);
#endif/  *vfdb_h__*/

11.4.3 GVRP application code

11.4.3.1 gvr.c

[* gvr.c */

#include “gvr.h”

#include *“gid.h”

#include “gip.h”

#include “garp.h”

#include “gvd.h”

#include “gvf.h”

#include “vfdb.h”

/ kkkkkkkkkkkkkkkkkkkkkk
*GVR: GARP VLAN REGISTRATION A PPLICATION : IMPLEMENTAT ION SIZING

Fkkkkkkkkkkkkkkkkkkkkk

*

enum {Ma x_vlans = 100},

enum {Nu mber_of_gid_machines = Ma x_vlans};

enum {Un used_index = Number_of_gi d_machines};

kkkkkkkkkkkkkkkkkkkkkk

/

*GVR: GARP VLAN REGISTRATION A PPLICATION : CREATION, D ESTRUCTION
dkkkkkkkkkkkkhkhkhkhkhhhkk
*/
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typedef  struct /* gvr */
{
Garp g;
unsigned  vlan_id,;
void *gvd; /* VLAN Registrati
unsigned number_of_gvd_entries;
unsigned last_gvd_used_plusi;
} Gvr;
Boolean gvr_create_gvr(int proces
{r
*/

Gvr *my_ gvr;

if (Isys malloc(sizeof(Gvr), &my_g
goto gvr_  creation_failure;

my_gvr-> g.process_id = process_
my_gvr-> g.gid = NULL;

if ('gip _create_gip(Number_of_gid
goto gip_  creation_failure;

my_gvr-> g.max_gid_index = Number_
my_gvr-> g.last_gid_used = Zero;

my_gvr->
my_gvr->
my_gvr->
my_gvr->
my_gvr->
my_gvr->
my_qgvr->

g.join_indication_fn =g
g.leave_indication_fn =g
g.join_propagated_fn =g
g.leave_propagated_fn=g
g.transmit_fn =g
g.added_port_fn =

g
g.removed_port_fn =

g

if lgvd  _create_gvd(Max_vlans, &m
goto gvd_ creation_failure;

my_gvr-> number_of_gvd_entries = M
my_gvr-> last_gvd_used_plusl =0

*gvr=m y_gvr; return(True);
gvd_crea tion_failure: gip_destroy

gip_crea tion_failure: sysfree(my_ gvr);
gvr_crea tion_failure: return(Fals e);
}
void gvr  _destroy_gvr(Gvr *my_gvr)
{
Gid *my_ port;
gvd_dest roy_gvd(my_gvr->gvd);
gip_dest roy_gip(my_gvr->g.gip);
while (( my_port = my_gvr->g.gid)
gid_destr oy_port(&my_gvr->g, my_p
}
88
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on Entry Database */

s_id, void **gvr)

vr))

id;

_machines, &my_gvr->g.gip
of_gid_machines - 1;

vr_join_indication;
vr_leave_indication;
vr_join_leave_propagated;
vr_join_leave_propagated;
vr_tx;

vr_added_port;
vr_removed_port;

y_gvr->gvd))

ax_vlans;

_gip(my_gvr->g.gip);

1= NULL)
ort->port_no);

)
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void gvr  _added_port(Gvr *my_gvr,
{r
* Query the Permanent Database fo
* Forbid den” or “Registration Fix
*steps  until there are no more e
*
* Check thatthe VLAN ID is repre
*create  GID machines for all the
* Regist ration” and create the Gl
*contro | state for this Port's G
*requir  ed.
*
*/
}
void gvr  _removed_port(Gvr *my_gvr
{r
*Provid e any GVR specific cleanu
*remove d Port.
*/
}
/
*GVR:
*
void gvr  _join_indication(Gvr *my_
{r
*
*/
Vlan_id key;

gvd_get_ key(my_gvr->gvd, gid_inde

vfdb_for ward(my_port->port_no, ke
}
void gvr  _join_leave_propagated(Gv
{r
* Nothin g to be done since, unlik
*Portm ode, a join indication on
*instan tiated on another.
*/
}
void gvr  _leave_indication(Gvr *my
{r
*
*/
Vlan_id key;
gvd_get_ key(my_gvr->gvd, leaving_
vfdb_fil  ter(my_port->port_no, key
}
/
*GVR:
*

Copyright © 1999 IEEE. All rights reserved.

int port_no)

r Static VLAN Entries wit
ed” for this Port. Repeat
ntries to be found.

sented in VLD. If not, cr
other Ports with control

D machine for this Port.
ID machine to forbidden o

, int port_no)

p or management alert fun

GARP VLAN REGISTRATION A PPLICATION : JOIN, LEAVE

gvr, Gid *my_port, unsig

X, &key);
y);

r *my_gvr, Gid *my_port,

e GMR with its Forward Al
one Port does not cause

_gvr, Gid *my_port, unsi

gid_index, &key);
)

IEEE
Std 802.1Q-1998

h “Registration
the following

eate it, then
state “Normal
Change the

r fixed as

ctions for the

*kkkkkkkkkkkkkkkkkkhkkk

INDICATIONS

Fkkkkkkkkkkkkkkkkkkkkk

ned gid_index)

unsigned gid_index)

| Unregistered
filtering to be

gned leaving_gid_index)

Fkkkkkkkkkkkkkkkkhkkkk

GARP VLAN REGISTRATION A PPLICATION : RECEIVE MES SAGE PROCESSING

Fkkkkkkkkkkkkkkkkkkkkk
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staticv  oid gvr_db_full(Gvr *my_g vr, Gid *my_port)
{r
* Placeh older for management aler t functions indicating re gistrations
*formo re VLANSs have been receiv ed than can be accepted.
*
/
}
staticv  oid gvr_rcv_msg(Gvr *my_g vr, Gid *my_port, Gvf_ms g *msg)
{r
* Proces s one received message.
*
* A Leav eAll message never causes an indication (join or | eave directly),
*evenf orthe point-to-point lin k protocol enhancements ( where an
*ordina ry Leave does). No furthe r work is needed here.
*
* A Leav eAllRange message is curr ently treated exactly as a LeaveAll
*(i.e., the range is ignored).
*
* All th e remaining messages refe r to a single attribute ( i.e., asingle
*regist  ered VLAN). Try to find a matching entry in the gv d database.
* |f one is found, dispatch the m essage to a routine that will
*handle both the local GID effec ts and the GIP propagatio n to other Ports.
*
*If no entry is found, Leave and Empty messages can be di scarded, but
*Joinln  and JoinEmpty messages d emand further treatment. First, an attempt
*ismad e to create a new entry u sing free space (in the d atabase, which
*corres  ponds to a free GID machi ne set). If this fails, a n attempt may be
*madet o recover space from a ma chine set thatis in an u nused or less
*signif  icant state. Finally, the database is considered f ull and the received
*messag e is discarded.
*
*Once ( if) an entry is found, Le ave, Empty, Joinin, and J oinEmpty are
*all su bmitted to GID (gid_rcv_m sg()), which will generat e and propagate
*Joino rLeave indications as ne cessary.
*
*Joinln  and JoinEmpty may cause Join indications, which a re then propagated
* by GIP
*
*Onas hared medium, Leave and E mpty will not give rise t 0 indications
*immedi ately. However, this rout ine does test for and pro pagate
*Leave indications so that it ca n be used unchanged with a point-to-point
* protoc ol enhancement.
*
*/
unsigned gid_index = Unused_inde X;
if (( msg->event == Gid_rcv_lea veall)
|| (msg-> event == Gid_rcv_leaveal |_range))
{
gid_rcv_|  eaveall(my_port);
}
else
{
if (lgvd_  find_entry(my_gvr->gvd, msg->keyl, &gid_index))
if ( (m sg->event == Gid_rcv_join in)
|| (msg-> event == Gid_rcv_joinempt y))
if lgvd_  create_entry(my_gvr->gvd, msg->keyl, &gid_index))
{
if (gid_fi nd_unused(&my_gvr->g, Ze ro, &gid_index))
gvd_delete _entry(my_gvr->gvd, gid_i ndex);
(void) gvd  _create_entry(my_gvr->gvd , msg->key1,
a0 Copyright © 1999 IEEE. All rights reserved.
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}

else
gvr_db_ful
Porol

if (gid_i

void gvr
{r

_rcv(Gvr *my_gvr, Gid *my

* Proces
* the GV
*them o
*/

Gvf
Gvf_msg

s an entire received pdu
F pdu parsing routine, an
ne at a time.

gvf;
msg;
gvf_rdms g_init(&gvf, pdu);

while (g vf_rdmsg(&gvf, &msg))

&gid_index);

I(my_gvr, my_port);

ndex != Unused_index)
gid_rcv_m sg(my_port, gid_index, ms

g->event);

_port, Pdu *pdu)

for this instance of GVR:
d, while messages last, r

GARP VLAN REGISTRATION A PPLICATION : TRANSMIT PR

r, unsigned gid_index, G

sion.

)

X, &msg->keyl);

ransmission, if one is no
to transmit, GID will re

gvr_rcv_m sg(my_gvr, my_port, &msg );
}
/
*GVR:
*
staticv  oid gvr_tx_msg(Gvr *my_gv
{r
*Fill i n msg fields for transmis
*/
if (msg- >event == Gid_tx_leaveall
{
msg->attr  ibute = All_attributes;
}
else
{
msg->attr  ibute = Vlan_attribute;
gvd_get_k ey(my_gvr->gvd, gid_inde
Pl
void gvr  _tx(Gvr *my_gvr, Gid *my_ port)
{r
*Getan d prepare a pdu for the t
*simply  return; if there is more
* o thi s function.

*

* Get me ssages to transmit from G
* (GARP VLAN pdu Formatter).

*

Pdu *pdu;

Gvf gvf;

Gvf_msg msg;

Gid_even t tx_event;

unsigned gid_index;

if ((tx_ event = gid_next_tx(my_po

Copyright © 1999 IEEE. All rights reserved.

ID and pack them into the

rt, &gid_index)) != Gid_n
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Std 802.1Q-1998

initialize
ead and process

*hkkkkkkkhkhkhkhkhkhkhk

OCESSING

Fhkkkkkkkkkkkkkkkkkkkk

vf_msg *msg)

t available,
schedule a call

pdu using GVF

ull)
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if (syspd  u_alloc(&pdu))
gvf_wrmsg _init(&gvf, pdu, my_gvr-> vlan_id);
do
{
msg.event = tx_event;
gvr_tx_ms g(my_gvr, gid_index, &msg );
if (Igvf_ wrmsg(&gvf, &msg))
{
gid_untx(m y_port);

break;

} while ( (tx_event = gid_next_tx( my_port, &gid_index))
1= Gid_ null);

syspdu_tx (pdu, my_port->port_no);
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12. VLAN Bridg e Management

This clause défies the set of maagedobjects, ad their functionality, that allov administratie conigura-
tion of VLANS.

This clause

a) Introduces the functions of management to assist in the idetith of the requirements placed on
Bridges for the suport of managenent facilities.

b) Establishes the correspondence between thee§ses used to model tbperation of theBridge
(8.3)and the managed objedftheBridge.

c) Specifesthe management operatiosigpported ¥ each managed object.

12.1 Management functions

Managementunctionrs relate tahe users’ needs ifdacilities that suport the planring, oganization, super-
vision, control, protection, and security of communications resources, and account for their usiacithese
ities may becateyorized assupporting the furctional areas of Cdiguration, Fault, PerformanceSecurity
and AccountingManagement. Eacbf these is summarized i2 1.1 throup 121.5, tagether with tle facil-
ities conmonly required forthe manag@mert of conmunicaion resairces, andhe paricular facilities pro-
vided in thatfunctional area lp Bridge Managment.

12.1.1 Configu ration Management

Corfiguration Management prides forthe idertification of commuitations resources, itialization, reset
and clse-dovn, the suply of operatimal parameters, arttie establishmerand discuery of the relation
shipbetween resource$he facilitiesprovided by Bridge Managemernt this functional area are

a) The identifcation ofall Bridges that together makup the Bridged LAN and their respeetiloca-
tionsand, as @onsequence of thaentification, the location afpecifc end stationo particular
individual LANs.

b) The abilty to renotely reset,.e., rehitialize, specited Bridgs.
c) The abilityto control thepriority with whicha Bridge Portransmits frames.
d) The abilityto forcea specifc confguration of thespanningree.

e) The ability to control the propatjon of frames with speédf groupMAC Addresses to certain parts
of the coniguredBridged LAN.

f)  Theability to idertify the VLANSs inuse, andhrowgh which Port of the Bridgeframes @stined for
a given VLAN may be receied and/orforwarded.

12.1.2 Fault Management

Fault Managemenprovides forfault prevention, detection, diagnosendcorrection. Théacilities pravided
by Bridge Managemert in this funcionalarea are

a) The abilityto identifyand correct Bridge malfuttions, ircluding errodogging andreportirg.
12.1.3 Performan ce Management

PerfamanceManagemett provides fa evaluation ofthe behavior of communications resorcesand of the
effectiveness of communication adties. The &cilities pravided ty Bridge Management in this functional
area are
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a) The ability to @ther statistics relating performanceandtraffic analysis.Specifc metrics include
network utilization frame foward, and frame discard couifits individual Pats withina Bridge.

12.1.4 Security Ma nagement

Secuity Management pnddes for the prtection ofresources. Bridge Managementedanad provide ary
specifc facilitiesin this functional area.

12.1.5 Accou nting Management

Accounting Management pnadesfor the identifcation and distrilition of costsand the setting of chges.
Bridge Managemerdoesnot provide ary specifc facilities in this functionakrea.

12.2 Managed objects

Managedobjects model te semantics of managemeoperations. Operatiors upm anobject suply infor-
mationconcerning, ordcilitate controbver, the Proceser Entity associated with thabject.

Themanagedesource®f a MAC Bridgeare those ofhe Processeand Entitiesstablishedn 8.3 axd 1ISO/
IEC 15802-3, .2. Specifcally,

a) The Bridge ManagmentEntity (12.4 and 8.18

b) The indvidual MAC Entities associated with each Bridge Rd2.5,8.2, 8.5, ad 8.9).
c) The Forwardng Process of h'MAC RelayEntity (12.6,8.2, and 8.7).

d) The FilteringDatabase of tatMAC Relay Entity (2.7 and 8.11).

e) The Bridge Protocol Entity (12.8 and 8.130/IEC 1302-3, Clause 8).

f)  GARP Raticipants (ISO/IEC 1582-3,Clausel?2).

Themanagememf each of these resourceslsscribedn termsof managed objectnd operationbdow.

NOTE—The \alues speciéd in this clause, as igps and outputs of management operatians,abstract information
elemerts. Questions diormats orencoding are a matter for particulprotocols thatonvey or ahemwise represent this
information.

12.3 Data types

This sultlause speciés thesemantics of ogrations indegndent of tleir encodng in maregemert protocol.
Thedata types ofhe parameters aperations are diefed onlyas required fothat speciication.

Thefollowing datatypes are used:

a) Boolean.

b) Enumeratedfor a collection of namedalues.

c) Unsigned, for all parameters spéeif as “thenumber of’ some quantityandfor Spanning Tee pri-
ority values that are numerically compared. When comparing Spannéggpfiority \alues, the
lower number represents thégherpriority value.

d) MAC Address.

e) Latinl Strirg, as defnedby ANSI X3.159, for all text strings.

f)  Time Intenal, an Unsignedaluerepresenting positve integral number of seconds, for &pan-
ning Tree potocol timeatt parameters;

g) Counterfor all parameters speisfl as dcount” of some quantityA counter increments and wraps
with a modilus of 2to the paver of 64.
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h) GARP Timelnterva, an Unsignedaluerepresenting positive integral numberof centiseconds, for
all GARP protocol time-out prameters.

12.4 Bridg e Management Entity
TheBridge Management Entity is desasibin 8.13.
Theobjects which compristhis managed resouregee

a) The Bridge Confuration (12.4.1).
b) The PortConifguration for each Port (12.4.2).

12.4.1 Brid ge Config uration

The Bricge Conigurationobject modelsthe operatios that mdify, or enqure abait, the coniguration of
the Bridgesresources. There &ssingle Bridge Coifurationobject peBridge.

Themanagementperations thatanbe performed on th&ridge Configuration are

a) Discover Bridge (12.4.1.1);
b) Read Bridg€12.4.1.2);

c) SetBridge Namél12.4.1.3);
d) Reset Bridge (12.4.1.4).

12.4.1.1 Discover Bridg e

12.4.1.1.1 Purpo se

To solicit confguraton informationregardirg the Bridge(s) in the Brided LAN.
12.4.1.1.2 Inputs

a) Inclusion Range, a sef orderedpairs of specit MAC AddressesEach pair spediés a rangef
MAC Addresses. A Bridge shall respd if ard only if
1) For one of the pairs, the numerical comparison of its Britldéress with each M& Address
of the par shavsit to be greadr thanor equal tathe first, and
2) Less than oequal to thesecondand
3) Its Bridge Addressloesnot appeam the Exclugon List parametebelow.

The numericatomparisorof oneMAC Address wittanotherfor the purposef this operation, is dwgeved
by deriving a number from the MB Address according to the folling procedure. Theonsecutie octets
of the MAC Address ard¢aken torepreseng binary numberthe frst octetthatwould betransmitted on a
LAN mediumwhen the MAC Address is used in the soumedestindion fields of aMAC frame hagshe
most signifcant value, thenext octd the na&t most signiicant \alue. Wthin each octet thdrkt bit of each
octetis the leastsignificart bit.

b) Exclusion List, dist of specifc MAC Addresses
12.4.1.1.3 Outputs

a) Bridge Address—the MA& Address for the Bridge from which the Bridge Iddetilused § the
Spaniing Tree Algorithm ard Protocdis derived (8.14.5;1SO/IEC 15802-3, 85.1.3).
b) Bridge Name—atext string ofup to 32characters, of locally determinsinificance.
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¢) Number of Pors—the number of Bridge Ports (MAC Ertities).
d) PortAddresses—a listpecifying thefollowing for eachPort:
1) Port Number—the number tfe Bridge Pd (ISO/IEC158023, 8.5.5.1)
2) Port Address—the speiif MAC Address of the indidual MAC Entity associatewvith the
Port (8.14.2).
e) Uptime—cant insecond®f the time elapsesince the Bridg was last reset or itialized (ISO/IEC

158023, 8.8.1).
12.4.1.2 Read Bridg e
12.4.1.2.1 Purpo se
To obtain general informationgerding the Bridge.
12.4.1.2.2 Inputs
None.
12.4.1.2.3 Outputs
a) Bridge Address—the MA& Address for the Bridge from which the Bridge Iddetilused § the
Spaniing Tree Algorithm ard Protocbis derived (8.14.5;1SO/IEC 158)2-3, 85.1.3).
b) BridgeName—atext string ofup to 32characters, of locally determinsiynificanc.
¢) Number of Pors—the number of Bridge Ports (MAC Entities).
d) PortAddresses—a ligtpecifying thefollowing for eachPort:
1) Port Numbe(ISO/IEC 158@-3, 8.5.5.1).

2) Port Address—the spef MAC Address of the indidual MAC Entity associatewvith the
Port (8.14.2).

e) Uptime—caunt insecond®f the time elapsesince the Bridg was last reset or itialized (ISO/IEC
15802-3, 8.8.1).
12.4.1.3 Set Bridg e Name
12.4.1.3.1 Purpo se
To associate ext string, readableybthe ReadBridge operation, with &8ridge.
12.4.1.3.2 Inputs
a) Bridge Nane—a tat stringof upto 32 characters.
12.4.1.3.3 Outputs
None.
12.4.1.4 Reset Bridg e

12.4.1.4.1 Purpo se

To reset the speddd Bridge.The Filtering Database eared andhnitialized with the entries smified in
the PermanentDatabaseandthe Bridge ProtocbEntity is initialized (ISO/IEC 58(2-3, 8.8.1).
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12.4.1.4.2 Inputs

None.

12.4.1.4.3 Outputs

None.

12.4.2 Port config uration

The Port Cofiguration dbject models the oprations that maéy, or inquire about,the cafiguration of the
Ports of a Bridge. There areiadd setof Bridge Ports per Bridge (one for eaci\M interface), and each is
idertified by apermanenty allocaied Pat Number

The allocated Port Numbers are neguired to beconsecutie. Also, somePort Numbers may be dummy
entries, with naactual LAN Port (fo example,to allow for expansion 6 the Bridg by addition of further
MAC interfaces in the future). Sucdbummy Ports shalupport the Por€onfiguration management opera-
tions, andbther Port-related management operatiaresmanner consiste with the Porbeingpermanently
disabled.

The information preided ty the Port Confurationconsists of summary datadicatingits name ad type.
Specifc counter information pertaining to the number of pasKorvwarded, fitered, and in error is main-
tained ly the Forwardng Process resece. The managemenperatios supprted ly the BridgeProtacol
Entity allow for controlling the states of each Port.

Themanagementperations thatanbeperformed on th&ort Confgurationare

a) Read Por{12.4.2.1);
b) Set Pot Name(124.2.2).

12.4.2.1 Read Port

12.4.2.1.1 Purpo se

To obtain general informationgarding a specit Bridge Pat.
12.4.2.1.2 Inputs

a) Port Number—the number of the Bridge Port (ISOIEC 15302-3,8.5.5.1).

12.4.2.1.3 Outputs

a) PortName—a tgt string ofupto 32 character®f locally determined sigrifance.

b) Port lype—the MAC Entity type of the Port (IEEE Std 802.3; ISO/IEC 8802-4; ISO/IEC 8802-5;
ISO/IEC 88@-6; ISO/IEC 8802; IEEE Std 8@.9a-1995; ISO/IEC 88)2-12 (IEEE Std 803 for-
mat); ISO/IEC 8802-12(ISO/IEC 8802-5format); 1ISO9314; dher).

12.4.2.2 Set Port Name

12.4.2.2.1 Purpo se

To associate &xt string, readableybthe ReadPort operation, with 8ridge Port.
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12.4.2.2.2 Inputs

a) Port Number (ISO/IEQ58023, 8.5.5.1).
b) PortName—atext stringof upto 32 characters.

12.4.2.2.3 Outputs

None.

12.5 MAC entities

The Management OperationsdaFacilities pravided by the MAC Entities are those spdeifl in the Layer
Managemenstandards athe indvidual MACs.A MAC Entity is associated with each Bridge Port.

12.6 Forwar ding pr ocess

The Forwarding Process contaiirformation rdating to the forvarding of frames. Counters are maintained
that pravide information @ the rumber of frames forwardediltered ard droppeddue toerror Confgura-
tion datadefining haw frame priority is hanléd, is maintainedoy the Forwarding Process.

Theobjects that comprise thisanagedesourceare
a) The Pat Counters(12.6.1).
b) The Priority Handlingobjects for each Port (12.6.2);
c) The Traffic Cless Hble for each Port (12.6.3).
12.6.1 The Port Counter s
The Port Couters objectmodels the operations thatan be performedn thePort counters of thedfward
ing Process resource. There are multiple instances (one for each VLAN for e&IEMify) of the Port

Counters object per Bridge.

The management operatitimat can be peformedon the Port Counters is Redebrwarding PortCounters
(12.6.11).

12.6.1.1 Read forwar ding port counters

12.6.1.1.1 Purpo se

To read thdorwardingcountersassociated witla specifc Bridge Port.
12.6.1.1.2 Inputs

a) Port Number (ISO/IEA5802-3, 8.5.5.1);
b) Optionally, VLAN ldentfier (9.3.2.3).

If the VLAN Identifier parameter is supged, then the forwariahg Port counters are maintained pérAN
perPort.If the parameter inot supprted,then the fowarding Pot countersaremaintainedoer Port only

12.6.1.1.3 Outputs

a) FramesReceved—count of all alid frames receied (including BPDUs, frames addressed to the
Bridgeas an end station and frames tivate sibmitted to the orwarding Proess 8.5).
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b) Optionally Octets Receed—count of the total number of octets in adllid frames receed
(including BPDUs, frameaddressedo the Bridgeasan end station, arfdames that were submitted
to the Forwarding Process).

c) Discard Inbound—count ofdid frames receied that were discardedylihe Forwarding Process
(8.7).

d) Forward Outbound—courdf frames forvarded to thessociated M& Entity (8.9).

e) Discard Lackof Buffers—count of frames tlat were tobe transmitted thumh the associated Port
but werediscardeddue to lack obuffers(8.7.3).

f)  Discard Tansit Delay Egeedd—count of frames that were to be transmittedt kvere discarded
dueto the maximum bridgeansitdelay being xceededbuffering mayhave beerevailable,8.7.3).

g) Discard o Error—caunt of frames that ere to beorwardedon the associated MAhut could na
be transrited (e.g, frame vould be tm large, ISO/IEC 18023, 6.3.9.

h) If Ingress Filtering is sumpted (8.4.5), Discard on gmess Filtering—count of framesthat weredis-
carded as result of ligress Filterindbeing enaled.

i)  Optionally Discard on Error Details—a list of 16eenents, each containing the source address of a
frame and the reasavhy the frame was discarded (franteo laige). The list is maintaineds acir-
cular huffer. Thereasondor discard orerror, at present, are
1) Transmissibleservice data unit sizexceededpr
2) Discard due tdngress FilteringThe VID associated witlhe last discarded framernscorded.

12.6.2 Priority handling
The Priority Hanting object moedls the oprations that can be perfoned upm, or inquire abot, the
Default UserPriority parameterthe UserPriority Regeneration ableparameterand theOutboundAccess

Priority Table parametefor each Port. The operatiotisat can be performed dhis objet are

a) Read PorDefault User Priority (12.6.2.1);
b) Set Pot Default User Priority(12.6.2.2);
c) ReadPort UserPriority Regeneration @ble(12.6.2.3);
d) Set Pot UserPriority Regereration Table (12.6.2.4);
e) Read Outbound Access Priorifgble(12.6.2.5).
12.6.2.1 Read Port Default User Priorit y
12.6.2.1.1 Purpo se

To read the cuent state othe Detult User Priorityparameter (ISO/IECS8023, 6.4) fo a specifc Bridge
Part.

12.6.2.1.2 Inputs
a) Port number
12.6.2.1.3 Outputs
a) Default User Priorityvalue—Integer in rarge 0-7.
12.6.2.2 Set Port Default User Priori ty
12.6.2.2.1 Purpo se

To set the current state of the Belt User Priority parameter (ISO/IEC 15802-3, 6.4) for a sjpeBifidge
Pat.
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12.6.2.2.2 Inputs

a) Port number;
b) Default User Priorityvalue—Integer in rarge 0-7.

12.6.2.2.3 Outputs
None.
12.6.2.3 Read Port User Priority R egeneration T able
12.6.2.3.1 Purpo se
To read thecurrent stee of the User Priority RgnerationTable parameter (8.5.1) for a spéciBridge Port.
12.6.2.3.2 Inputs
a) Port number
12.6.2.3.3 Outputs

a) Regenerated User Prioritselue for Receved UserPriority O0—Integerin range0—7.
b) Regenerated User Prioritsaluefor Receved UserPriority 1—Integerin range0-7.
c) Regenerated User Priorityalue for Receved UserPriority 2—Integerin range0—7.
d) Regenerated User Priorityaluefor Receved UserPriority 3—Integerin range0—7.
e) Regenerated User Priorityelue for Receved UserPriority 4—Integerin range0-7.
f)  Regenerated User Priorityaluefor Receved UserPriority 5—Integerin range0—7.
g) Regenerated User Priorityaluefor Receved UserPriority 6—Integerin range0—7.
h) Regenerated User Prioritsaluefor Receved UserPriority 7—Integerin range0-7.

12.6.2.4 Set Port User Priority R egeneration T able

12.6.2.4.1 Purpo se

To sd the current state dhe User Priority Rgeneration @ble parametef8.5.1) for a spedi€ Bridge Port.
12.6.2.4.2 Inputs

a) Port number;

b) Regenerated User Prioritsaluefor Receved UserPriority 0—Integerin range0-7.
c) Regenerated User Prioritselue for Receved UserPriority 1—Integerin range0—7.
d) Regenerated User Priorityaluefor Receved UserPriority 2—Integerin range0—7.
e) Regenerated User Priorityelue for Receved UserPriority 3—Integerin range0—7.
f)  Regenerated User Priorityaluefor Receved UserPriority 4—Integerin range0—7.
g) Regenerated User Priorityaluefor Receved UserPriority 5—Integerin range0—7.
h) Regenerated User Priorityaluefor Receved UserPriority 6—Integerin range0—7.
i)  Regenerated User Prioritsaluefor Receved UserPriority 7—Integerin range0-7.

12.6.2.4.3 Outputs

None.
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12.6.2.5 Read Outb ound Access Priority Table
12.6.2.5.1 Purpo se
To read thestateof the Outbound Accedg2riority Table parameter @ble8-3)for a speciic Bridge Port.
12.6.2.5.2 Inputs
a) Port number
12.6.2.5.3 Outputs
a) Access Prioritywalue for User Priority O—Intgerin range0—7.
b) Access Fority value for User Riority 1—Integerin rang 0—7.
c) Access Prioritwalue for User Priority 2—Intgerin range0—7.
d) Access Fority value for User Riority 3—Integerin rang 0—7.
e) Access Prioritwalue for User Priority 4—Intgerin range0—7.
f)  Access PFority value for User Piority 5—Integerin rang 0—7.
0g) Access Hority value for User Piority 6—Integerin rang 0—7.
h)  Access Fority value for User Riority 7—Integerin rang 0—7.
12.6.3 Traffic Class Table
The Traffic Class @ble object mdels tte operatiors that can b performed pon, or ingire about, the cur-
rent content®f the Traffic ClassTable (8.7.3)or a gven Port. The operations that can be perforimedhis
object are Read Portdffic Class &ble and Set Portraffic Class &ble.
12.6.3.1 Read Port Traffic Class Table
12.6.3.1.1 Purpo se
To read thecontents of the raffic Class &ble (8.7.3Yor a givenPort.
12.6.3.1.2 Inputs
a) Port Number
12.6.3.1.3 Outputs
a) The numbenof Traffic Classes, ithe rangel through 8, supportezhthe Port;
b) For each alue ofTraffic Class supported on the Port, tladue of the Traffic Class inthe range 0
through 7, and the set oker_priorityvalues assignetb that Taffic Class.
12.6.3.2 Set Port Traffic Class Table
12.6.3.2.1 Purpo se
To sd the contentsf the Traffic Class &ble(8.7.3) for agiven Port.
12.6.3.2.2 Inputs
a) Port number;

b) For each alue ofTraffic Class supported on the Port, tledue of the Traffic Class inthe range 0
through 7, and the set oker_priorityvalues assignetb that Taffic Class.
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NOTE—If a Traffic Class @lue greater than the gest Taffic Cass &ailable on the P is speciied, then the alue
appled to the Traffic Class Bbleisthe laged available Traffic Class.

12.6.3.2.3 Outputs

None.

12.7 Filtering Database

The Fitering Database is described 8.11. Itcontans fltering informaton wsed by the Forwarding Pracess
(8.7) in decidngthrough which Ports ofthe Bridge frames stuld beforwarded.

Theobjects that comprise thisanagedesourceare

a) The FilteringDatabase (12.1);

b) The Satic Filtering Entries (12.7.2);

c) The Dyramic Filtering Ertries(12.7.3);

d) The Group RgistrationEntries (2.7.4);

e) The Static VLANRgistratioan Entries (12.7.5);

f)  The Dyramic VLA N Registration Ertries(12.7.5);
g) The Permaent Databse (12.7.6).

12.7.1 The Filtering Database

TheFiltering Database objeatodelsthe operations thatan be performed on, orfeft, the FilteringData-
baseas awhole. There is aingle Filtering Database objguer Bridge.

Themanagemermperations thatanbe performed on th®atabaseare:

a) Read Filtering Database (12.7.1.1);

b) SetFiltering Database geing Time (12.7.1.2);
c) ReadPermanent Dabase (12.7.6.1);

d) Create Filtering Entry @.7.7.2;

e) Delete Filtering Entry (2.7.7.2;

f)  Read Filtering Entry12.7.7.3);

g) Read Filtering EntnRange (12.7.7.4).

12.7.1.1 Read Filtering Database
12.7.1.1.1 Purpo se
To obtain general informationgerding the Bridge's Filtering Database.
12.7.1.1.2 Inputs
None.
12.7.1.1.3 Outputs
a) Filtering Dabase Size-the maximum number of entries thatan be hel in the Filiering Datalase.

b)  Number of Statt Filtering Entries—he nunber of Statid~iltering Entries (8.111) currertly in the
Filtering Database;
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¢) Number of Dyramic Filtering Entries—the number of Dynamic Filtering Entries (811.3) currenty
in the Filtering Database;

d) Number of Staic VLAN Registration Ertries—the nunber of Static \LAN Registration Enties
(8.11.2) curretly in theFiltering Database;

e) Number of Dynamic VLAN Reistration Entries—the numbeaf Dynamic VLAN Registration
Entries (8115) currenty in the Filtering Datalase.

f)  Ageing Time—for ageingout Dynamic Filtering Entriewhenthe Portassociateavith the entry is
in the Forwarding state (8.11.3).

g) If ExtencedFiltering Services are supped, Number of Group RgistrationEntries—the numbenof

GroupRegistratin Ertries(8.11.4)currertly in the FilteringDatabase;

12.7.1.2 Set Filtering Database Ag eing Time

12.7.1.2.1 Purpo se

To sd the ageigtimefor Dynamt Filtering Enties @.1123).

12.7.1.2.2 Inputs

a)

Ageing Time.

12.7.1.2.3 Outputs

None.

12.7.2 A Static Filtering Entr y

A Static Filterirg Entry object mdels the oprations thatanbe performed ora sirgle Static Filtering Entry
in the Filtering DatabaseThe sebf Statc Filtering Entry object within theFiltering Datalase changs only
under maragemen control.

A Static FilteringEntry object supjrts the following operations:

a)
b)
c)
d)

Create Filtering Entry @.7.7.9;
Delete Filtering Entry (2.7.7.9;
Read Filtering Entry12.7.7.3);
Read Filtering EntryRange (12.7.7.4).

12.7.3 A Dynamic Fi ltering Entr y

A Dynamic FilteringEntry object models the oprationsthatcan ke performedon a sirgle DynamicFilter-
ing Entry (i.e.,one that is creatda the Leaning Procesas aresult ofthe obseration ofnetwork trafic) in
the Filtering Database.

A Dynamic Filtering Entry objectsupports hefollowing operatons:

a) Delete Filtering Entry (2.7.7.9;
b) Read Filtering Entry12.7.7.3);
c) Read Filtering EntryRange (12.7.7.4).
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12.7.4 A Group Registration Entr 'y

A Group RajistrationEntry olject malels the oprations thatan be performedn asingle GroupRegistra-
tion Entry in the FilteringDatalase. The setof Group RegistrationEntry objects vithin the Filtering Data-
basechanges only as a resolt GARP prdocd exchangs.

A Group RajistrationEntry ohject suppas the following operations:

a) Read Filtering Entry12.7.7.3);
b) Read Filtering EntryRange (12.7.7.4).

12.7.5 A VLAN Registration Entry

A VLAN Raistration Entryobject malels the operatias that care perfemed ona single VLAN Registra-
tion Enty in the Filtering Database The set of VLANRagistraton Entry oljects within the Filiering Dat-
basechanges undr managmert control andalsoas aresult of GARP protocolexchanges.

12.7.5.1 Static VLAN Registration Entr y object

A Static VLAN RaistrationEntry olject supjprts the following operations:

a) Create Filtering Entry @.7.7.2;
b) Delete Filtering Entry (2.7.7.2;
c) Read Filtering Entrg12.7.7.3);
d) Read Filtering EntryRange (12.7.7.4).

12.7.5.2 Dynamic VLAN Registration Entry object
A Dynamic VLAN Ragistratian Ertry object supprtsthe folowing operatons:

a) Read Filtering Entry12.7.7.3);
b) Read Filtering EntryRange (12.7.7.4).

12.7.6 Permanent Database

The Permanent Database object modelsofferations thiacan be performed on, ogaffect, the Permanent
Database. There &single Permanent Database lpigtering Database.

Themanagemernperations thatanbe performed on th@ermanenDatabaseare

a) ReadPermanent Dlabase (12.7.6.1);
b) Create Filtering Entry @.7.7.2;
c) Delete Filtering Entry (2.7.7.9;
d) Read Filtering Entry12.7.7.3);
e) Read Filtering EntryRange (12.7.7.4).

12.7.6.1 Read Permanent Database
12.7.6.1.1 Purpo se

To obtain general informationgerding the PermanenbDatabase (8.110).
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12.7.6.1.2 Inputs
None.
12.7.6.1.3 Outputs
a) Permanenbatabas&ize—maximum numbeaf entries thatan be held in thBermanent Database.
b)  Number of Satic Fitering Entries—nunber of Static Filtering Entries (8111) currenty in the Per-
manent Btabase;
c) Number of Static VLAN Rgjistration Entries—amber of Static VLAN Reistration Entries
(8.11.2) currently in th@ermanenbDatabase.
12.7.7 General Filtering Database operatio ns
In these operations on the Filtering Database, the operation parameterssaaif VID alues, gen when
operating upon a Dynamic Filterifigntry (8.11.3whosestructure carries an FlEatherthana VID. In this
case the \alue used irthe VID parameter can be aVID that has been allocated ttoe FID concerned
(8.11.7).
12.7.7.1 Create Filtering Entr y
12.7.7.1.1 Purpo se
To create oupdatea StaticFiltering Entry (8.11.1) or Static VLANRggistrationEntry (8.11.2) irtheFilter-
ing Databaseor Permanent Dasbase. Ony siatic entries may be crest in the Filering Database or Peraa
nent Database.

12.7.7.1.2 Inputs

a) Identifier—Filtering Database or PeramentDatabase.
b) Address—MAC Address otheertry (notpresent invLAN Ragistration Entries).
c) VID—VLAN Identifier oftheentry
d) Port Map—a set ofontrol indicators, ontor each Port, aspecifed in 8.11.1 an8.11.2.
12.7.7.1.3 Outputs
None.
12.7.7.2 Delete Fil tering Entr y
12.7.7.2.1 Purpo se
To dekte a Filering Entry or VLAN Rayistration Enty from the Filtering Datbase or Perranen Datalase.
12.7.7.2.2 Inputs
a) ldentifier—Filtering Database or PeramentDatabase.
b) Address—MAC Address othedesired entry (not present in VLAR@gistratin Ertries).
c) VID—VLAN Identifier oftheentry
12.7.7.2.3 Outputs

None.
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12.7.7.3 Read Filtering Entr y
12.7.7.3.1 Purpo se

To reada FilteringEnty, Growp Rayistratian Enty, or VLAN Registration Enty from the Filtering or Per-
marent Datalases.

12.7.7.3.2 Inputs

a) Identifier—Filtering Database or PeramentDatabase.

b) Address—MAC Address othedesired entry (not present in VLARggistration Ertries).
c) VID—VLAN Identifier oftheentry

d) Type—Static or Dynanic ertry.

12.7.7.3.3 Outputs

a) Address—MAC Address othedesired entry (not present in VLARegistration Ertries).

b) VID—VLAN Identifier oftheentry

c) Type—Static or Dynanic ertry.

d) PortMap—a setof controlindicators as appropriafer the entryas specied in 8.11.1 through
8.115.

12.7.7.4 Read Filtering Entr y rang e
12.7.7.4.1 Purpo se
To read a rangef Filtering Databasentries (of ap type)from the Filtering or Permanent Databases.

Since the number ofalues to beeturned irthe requested rangeay hae exceededhe capacity of theer-
vice data unitonveying the managmert responsethe returned entry rargisidentified. The indcesthat
define trerange tak on values from zero up t&iltering Datalase Size miosone.

12.7.7.4.2 Inputs

a) ldentifier—Filtering Database or PeramentDatabase.
b) Startindex—inclusive startirg index of the desired entry rage.
c) Stoplndex—inclusive endng index of the desiredange.

12.7.7.4.3 Outputs

a) Startindex—inclusive starting ind& of thereturned entry range.
b) Stoplndex—inclusive endng index of the retunedertry range.
c) For each inde returned:
1) Address—MAC Address of the desiremttry (not presenin VLAN Registration Entries).
2) VID—VLAN ldentifier oftheentry
3) Type—Static or Dynamicentry.
4) PortMap—aset of cotrol indicatorsasappropriatdor the entry as specied in 8.111 throwgh
8.11.5.

12.8 Bridg e Protocol Entity

TheBridge Protaol Entity isdescribed in 8.12 and ISO/IEC 15®-3,Clause8.
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Theobjects that comprise thisanagedesourceare

a) The Protocol Entity itself.
b) The Pots urder its cornrol.

12.8.1 The Protocol Entity

The Protaol Entity olject models the operatisthat can be gformed upm, or imquire abot, the oration
of the Spaning TreeAlgorithm and Protccol. Thereis asinde Protacol Entity perBridge; it can, therefore,
be idenified as asingle fixed componentof the Probcol Entty resairce.

The maregenent operations that can be peiformed on the Protocol Entity are

a) ReadBridge Protocol Brameters (12.8.1.1);
b) Set Bridge Protool Parameters (2.8.1.9.

12.8.1.1 Read Bridg e Protocol Parameters

12.8.1.1.1 Purpo se

To obtain information rgarding the Bridge’s Bridge Protaol Entity.
12.8.1.1.2 Inputs

None.

12.8.1.1.3 Outputs

a) Bridge Icentifie—as deifned in ISO/IEC 15802-3, 85.3.7.

b) Time Sirce Topology Chang—couwnt in secondof the time elapsed since thepblogy Chamge flag
parameter fothe Bridge (ISO/IEC 18023, 8.5.3.2) was last Tue.

c) Topology ChangeCourt—count of the times tle Topdogy Change flagparameter fothe Bricdge has
beenset (i.e.transtioned from False to Tue) since th Bridge was pevered on oinitialized

d) Topology Chang (ISO/IEC 158@-3, 8.5.3.12).

e) Designatedroot (ISQIEC 138023, 8.5.31).

f)  Root Path Cost (ISO/IEC 1802-3, 8.5.3.2.

g) RootPat (ISO/IEC 58023, 8.5.3.3).

h) MaxAge (ISO/IEC158(02-3, 8.5.3.4).

i)  Hello Time (ISOIEC 1582-3,8.5.3.5).

j)  Forward Delay (ISO/IEC 1802-3, 8.5.3.9.

k) Bridge Max Age (ISO/IEC158®-3, 8.5.3.7).

[)  BridgeHello Time (ISOIEC 15802-3, 8.53.9).

m) Bridge ForwardDelay (ISO/IEC 15802-3, 8.5.3.10).

n) Hold Time (ISOIEC 15802-3,8.5.3.14).

12.8.1.2 Set Bridg e Protocol Parameters
12.8.1.2.1 Purpo se

To modfy parameters ithe Bridge’s Bridge Prdocd Entity in orderto force a cofiguration of the span
ning tree and/otune the recorjuration time to suié specifc topology.
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12.8.1.2.2 Inputs

a) Bridge Max Age—the n& value (ISQIEC 1302-3, 8.53.8).

b) Bridge Hello Time—the nev value (ISO/IEC 158(2-3, 8.5.3.9).

c) Bridge Forward Delay—the nev value (ISO/IEC15802-3, 8.5.3.11

d) Bridge Priority—the new value d the priority part of the Bridge Identifier (ISO/IEC 58023,
8.5.3.7).

12.8.1.2.3 Outputs
None.
12.8.1.2.4 Procedure

The input parameter @lues arechecked for comfiance with ISO/IEC 158@-3, 810.2. If they do not com-
ply, or the \alue of Bridge Max Age or BridgeoFward Delay is lesghan the laver limit of the range speci-
fied inISO/IEC 158(2-3, Table 8-3, then no action shall be t&k for ary of the supped parameters. If the
value of ary of Bridge Max Age, Bridge érward Delayor Bridge Hello Tme is outside the range spéeif
in ISO/IEC 1582-3,Table 8-3, thenthe Bridge need natake action

Otherwise the Bridges Bridge Max Age, Bridge Helloimme, and Bridgd-orward Delay parameters are set
to the supfed values. The Set Bdge Priaity procedue (ISO/IEC 1582-3, 8.8.4) isised toset the gority
partof the Bridgeldentifier tothesupplied alue.

12.8.2 Bridg e Port

A Bridge Port object mdels the oprations related tan indvidual Bridge Pat in relationto the qperation @
the Spanning fEe AlgorithmandProtocol. There ara fixed set of Bridge Portper Bridge; eaclkan, there-
fore, beidentified by a permanently allocated Port Numbas a fixed componenbf the ProtocoEntity
resource.

Themanagememperations thatanbe performed on a Bridge Port are

a) ReadPort Farametes (12.8.2.1);
b) ForcePort Stat€12.8.2.2);
c) Set Pot Parameters (2.8.2.3).

12.8.2.1 Read Port Parameter s
12.8.2.1.1 Purpo se
To obtain information rgarding a specifc Pat within the Bridges Bridge ProtocolEntity.
12.8.2.1.2 Inputs
a) Port Number—th@umber of théBridge Port.
12.8.2.1.3 Outputs
a) Uptime—count in seconds of the time elapsice the Port &as last reset or initialized (ISO/IEC
158023, 8.8.1).

b) State—thecurrentstate of the Port (i.e., Disabled, Listening, Learningw@rding, or Blocking)
(ISO/IEC 158023, 8.4, aml 8.55.2).
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c) Port Identifier—the unique Port identifier comprising tw parts, the Port Number and tiRert
Priority field (ISO/IEC158(-3, 8.5.5.1).

d) Path Cost (ISO/IEC B8®R-3, 8.5.5.3).

e) Designatedroot (ISQIEC 15802-3, 8.5.54).

f)  DesignatedCost (ISO/IEC158®-3,8.5.5.5).

g) Designatedridge (ISO/IEC158(2-3, 8.5.5.6).

h) DesignatedPort (ISO/IEC 1582-3,8.5.5.7).

i)  Topology Chang Acknowledge (ISO/IEC 1582-3,8.5.5.8).

12.8.2.2 Force por t state

12.8.2.2.1 Purpo se

To force the spediéd Portinto Disabled (ISO/IEQ58023, 8.4.5) oBlocking (ISO/IEC 18023, 8.4.).
12.8.2.2.2 Inputs

a) Port Number—th@umber of théBridge Port.
b) State—either Disabled or Blockig (ISO/IEC 1582-3,8.4, 8.4.1,ard 8.4.5).

12.8.2.2.3 Outputs
None.
12.8.2.2.4 Procedure

If the selectd state isDisabled,the Disable Port procedur@SO/IEC 15802-3, 8.8.3) isisedfor the speci-
fied Pat. If the selected state is Black), the Enabl®ortprocedure (ISO/IEC158023, 8.8.2) is used.

12.8.2.3 Set port parameter s
12.8.2.3.1 Purpo se

To modfy parameters fora Pat in the Bridge's Bridge Probcol Entity in order to foce a cofiguratian of
the spanningree.

12.8.2.3.2 Inputs

a) Port Number—th@umber of thBridge Port.
b) Path Cost—thenew vaue (ISQIEC 15302-3,8.5.5.3).
c) Port Priority—the new value of the priority field for the Portidentifier ISO/IEC158(2-3, 8.5.5.1).

12.8.2.3.3 Outputs

None.

12.8.2.3.4 Procedure

The Set Bth Cost pocedure (ISO/IEC 1580-3, 8.8.6) is used tcset the Bth Cost parameter for the speci-

fied Port. The Set Port Prity procedire (ISO/IEC 18023, 8.8.5) is gedto set thepriority part ofthe Port
Identifier (ISO/IEC 1582-3,8.5.5.1) to the suped value.
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12.9 GARP Entities
The @erationof GARPis describedin ISO/IEC 158023, Clausel?2.
Theobjects that comprise thisanagedesourceare

a) The GARP Timer objects (12.9.1);
b) TheGARP Attribute Type djects(12.9.2);
c) The GARP State Machine objects (12.9.3).

12.9.1 The GARP Timer object

The GARP Tmer object models the operatighstcan be performed upon, or inquire about, the curseit
tings of the timers used ypthe GARP protocolon agiven Pat. The maagemert operatimsthat can be per-
formed on the GARPdrticipant ae

a) Read GARP imers (12.9.1.1);
b) SetGARP Tmers (12.9.1.2).

12.9.1.1 Read GARP Timers
12.9.1.1.1 Purpo se
To read thecurrent GARP Tmers for a given Port.
12.9.1.1.2 Inputs
a) The Portidentifier.
12.9.1.1.3 Outputs

a) Current value of JoiTime—Cetiseconts (ISO/IEC 158@-3, 1210.2.1ard 12.12.1);
b) Current vaue of LeaeTime—Centiseconsl(ISO/IEC 158023, 12.102.2 and12.12.1);
c) Current value of LeaeAllTime—Centisecons (ISO/IEC15802-3, 12.102.3 andl2.12.1).

12.9.1.2 Set GARP Timers

12.9.1.2.1 Purpo se

To sd new values br the GARP Tmels for a given Port.
12.9.1.2.2 Inputs

a) The Portidentifier;

b) New vaue of JanTime—Cenisecads (ISOAEC 15802-3, 12.10.2.1 and12.12.1);

c) New valueof LeavreTime—Centisecond (ISO/IEC158023, 12.102.2 andl2.12.1);

d) New valueof LeareAllTime—Centisecons (ISO/IEC 1802-3, 12.10.2.3 and2.12.1).

12.9.1.2.3 Outputs

None.
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12.9.2 The GARP Attri bute Type obj ect

The GARP Attribute Type object modelghe qeratiors that can kb performedupon, or inquire abut, the
operation of GARP for agiven Attribute Type (ISOIEC 1582-3,12.11.2.2). Tle managemenbperations
that carbeperfamedona GARP Attribute Typeare

a) Read GARP Appliant Controlg12.9.2.1);
b) SetGARP Applicart Cortrols (12.9.2.2).

12.9.2.1 Read GARP Applicant Controls
12.9.2.1.1 Purpo se

To read the currentaluesof the GARP ApplicanAdministratve control parameterglSO/IEC 158023,
12.9.2)associated with all GARPaRicipants for a gien Pat, GARP Appication andAttribute Type.

12.9.2.1.2 Inputs
a) The Portdentifier;
b) The GARP Apdication addess(ISO/IEC158(12-3, Table 121);
c) The Attribute Type (ISO/IEC 15®2-3,12.11.2.5).
12.9.2.1.3 Outputs
a) The currenApplicant Adminstrative ControlVaue (ISO/IEC15802-3, 12.9.2);
b) Failed Registratins—Qountof the number of times that te GARP Application hasfailed to regis-
ter anattribute of thistype due tdack of space in the Filtering Database (12.10.1.6).
12.9.2.2 Set GARP Appli cant Controls
12.9.2.2.1 Purpo se

To set nev values for the GAR Apdicant Administrative control parameter¢glSO/IEC 158@-3, 129.2)
associateavith all GARP Participants for ajiven Port, GARP Application andlttribute Type.

12.9.2.2.2 Inputs

a) The Portdentifier;

b) The GARP Apdication addess(ISO/IEC 158(2-3, Table 121);

c) The Attribute Type (ISO/IEC 15802-312.11.2.5) associatetith thestatemachine;
d) The desired Applicarhdministrative Cortrol Vaue (ISO/IEC 158@-3, 12.9.2).

12.9.2.2.3 Outputs
None.
12.9.3 The GARP State Mac hine object

The GARP State Machine object deds the perations tht can be perfoned upa, or inquire aboty the
operation of GARP for given State Machine.

Themanagementperatiornthat can bgerformed ora GARP Statdlachine is Read GARP State.
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12.9.3.1 Read GARP State

12.9.3.1.1 Purpo se

To read thecurrent \alueof an instancef a GARP statemachine.
12.9.3.1.2 Inputs

a) The Portidentifier;

b) The GARP Apdication addess(ISO/IEC 158(2-3, Table 121);

c) The GIP Cotext (ISO/IEC158-3, 12.3.4);

d) The Attribute Type (ISO/IEC 15802-312.11.2.2) associatedth thestatemachine;
e) The AttributeValue (ISO/IEC158023, 12.112.6) associated with the state mamh

12.9.3.1.3 Outputs

a) The curret value of the combined Applicant andd®erar state machine for the attrib (ISO/IEC
15802-3, Table 12-6);

b) Optionally Originator @dress—the M& Address othe originatorof the mostecent GARP PDU
that was esponible for causinga state change this state machine (ISO/{E158023, 12.9.1).

12.10 Bridg e VLAN mana ged objects

The folloving managd dbjects d&fine the semaits o the management operai®that canbe Erformed
upan the VLAN aspects dd Bridge:

a) The Bridge VLANConfiguration mamged object (120.1);
b) The VLAN Corfiguration maaged object (120.2);
c) The VLAN Learning Constraints managed obj@&.10.3).

12.10.1 Bridg e VLAN Con figur ation managed object

The Bridge VLAN Corfiguration manageabject models operatis that modify or emuire alout, the oer-
all corfiguration of theBridge'sVLAN resouices. Therés a sinde Bridge VLAN Corfiguration maraged
object per Bridge.

The management operatiat@tcan be performednthe Bridge VLAN Mnfiguration managed objeate

a) ReadBridge VLAN Configuration(12.10.1.1);

b) Corfigure P/ID vaues (2.10.1.2);

c) Configure Acceptable Frameypes parmeterg(12.10.1.3);
d) Configure Erable Irgress Htering paemeters (1210.1.4);
e) ResetvVLAN Bridge (12.10.1.5);

f)  Notify VLAN registratian failure (12.10.1.6).

12.10.1.1 Read Bridge VLAN Confi guration
12.10.1.1.1 Purpos e

To obtain general VLAN iformationfrom aBridge.
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12.10.1.1.2 Inputs
None.
12.10.1.1.3 Outp uts

a) The 802.1QVLAN Version numbeReported as “1” g devicesthat implement VLAN functionality
according to thigdition of thestandard,;

b) The optional VLAN features supportég the implementation:
1) The maximum omberof VLANS suwpported;
2) Whetler the implementation sugorts the abity to override the deéult PVID seting, andits
egressstatus(VLAN-taggedor untagged) on each Port.
c) For each Port:
1) the Pat number;
2) the PVID \dlue (8.4.4) currently assignedttmat Port;

3) the state ofthe Acceptable Frameypes parameter (8.4.3). The permissibEuesfor this
parameter are:

i)  Admit only VLAN-tagged frames;
ii) Admit all frames.
4) the state of th&nable IngresFiltering parametef8.4.5); Enabled dbisabled.

12.10.1.2 Configure PVID v alues
12.10.1.2.1 Purpos e
To confgure thePVID value(s) (8.4.4) associated with oaemore Ports.
12.10.1.2.2 Inputs
a) For eachPort to be confured, a Port numbemd the PVID due tobe associatedith that Port.
12.10.1.2.3 Outp uts
None.
12.10.1.3 Configure Acceptab le Frame Types parameter s
12.10.1.3.1 Purpos e
To confgure theAcceptabld=rameTypesparameter (8.4.3) associated with onenorePorts.
12.10.1.3.2 Inputs
a) For eachPort to beconfgured, aPort numbeand the alue of the Acceptable Framgpesparame-
ter to beassociatedvith that Port. The permissibl@lues of this parametere (as defied in 8.4.3):
1) Admit only VLAN-tagged frames;
2) Admit all frames.

12.10.1.3.3 Outputs

None.
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12.10.1.4 Configure Enab le Ingress Filtering parameter s
12.10.1.4.1 Purpos e
To confgure theEnablelngressFiltering parameter(s) (8.4.5) associatdth oneor more Ports.
12.10.1.4.2 Inputs
a) For eachPort to be confured, a Port number and tha@ue of the Enable Ingress Filteripgrame-
ter to be associated with tHaort. The permissible aluesfor the parameter are

1) Enabled;
2) Disabled

12.10.1.4.3 Outp uts

None.

12.10.1.5 Reset VLAN Bridge

12.10.1.5.1 Purpos e

To reset all statially configured VLAN-relted informaion in the Bridge to is defult stak. This operatio

a) Deletesall VLAN Configuration managd objects;
b) Resets the PVI@ssociated witlkachBridge Port to the Defult PVID value (able9-2);
c) Resets thé\cceptableFrame Vpes parameteralue assdated with each Port to thdefault value
(8.4.3).
12.10.1.5.2 Inputs
None.
12.10.1.5.3 Outp uts
None.
12.10.1.6 Notify VLAN regis tration failure

12.10.1.6.1 Purpos e

To notify a managerthat GVRP (11.2.3) has failed to registera given VLAN owing to lack of resaurcesin
the Filterirg Database for the creationaDynamicVLAN Raistration Entry (8.15).

12.10.1.6.2 Inputs
None.
12.10.1.6.3 Outp uts

a) The VID of the VLANthat GVRP failed toregister;
b) The Pat number of the Port on which the gastratian requestwas receied.
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12.10.2 VLAN Configuration man aged object

TheVLAN Configuration objecimodels operationthat modlfy, or enqire abou, the corfiguration of a par-
ticular VLAN within a Bridge. There are nftiple VLAN Configuration objects per Bridgg; only one such
object carexist for agiven VLAN ID.

Themanagememperations thatanbe performed on th& LAN Configuration are:

a) Read VLANConfiguration (12.10.2.1);
b) Create VLAN Confyuration (12.10.2.2);
c) Delete VLAN Coniguration (12.10.2.3);

12.10.2.1 Read VLAN Conf iguration
12.10.2.1.1 Purpos e
To obtain general informationgarding a specit VLAN Configuration.
12.10.2.1.2 Inputs
a) VLAN ldentifier:a 12-bitVID.
12.10.2.1.3 Outp uts
a) VLAN Name:A text string ofup to 32 characters aically determinedsignificance;

b) List of Untagged Ports: The satf Port umbers for which this VLAN ID is a menber of the
Untaggedset(8.11.9)for that Pat;

c) List of Egres Ports:The ®tof Port numberdor which this VLAN ID is a membenf the Member
set (811.9) for thatPort.

NOTE—The \dlues of tle Member set and the Untagged setdatermined yothe \alues held in VLAN Rgistration
Entries in theriltering Databasé8.11.2 8.115, and8.11.9).

12.10.2.2 Create VLAN Configu ration

12.10.2.2.1 Purpos e

To create oupdate a VLAN Cofiguration maraged object.
12.10.2.2.2 Inputs

a) VLAN Identifier:a 12-bitVID;
b) VLAN Name:A text string ofup to 32 characters @ically determinedsignificance.

NOTE—Staticconfiguration of theMemberset and the Uagged set is achied by mears of themanagemernopera-
tions for manipulatio of VLAN Registration Entries}2.7.5).

12.10.2.2.3 Outp uts

None.
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12.10.2.3 Delete VLAN Configuration
12.10.2.3.1 Purpos e
To deletea VLAN Corfiguration maraged object.
12.10.2.3.2 Inputs
a) VLAN Identifier:a 12-bitVID;
12.10.2.3.3 Outp uts
None.
12.10.3 The VLAN Learning Constrain ts managed object

The VLAN Learning Castraints maaged olject malels operatins that modifyorenguire about, th setof
VLAN Learning @nstraintg8.117.2) ard VID to FID allocationg(8.117.1) that aply to the operation of
the LearningProcess anthe Filtering DatabaseThere isa singleVLAN Learning Constraintsnanaged
object per Bridge. Thobject is maleledas apair of fixed-lengh tabks, as follas:

a) A LearningConstraint thle in which each table entry eith@eines a singlé.earningConstraintor
is urdefined For same of the oprations that can be performagbnthe table, aentry index is use;
this idertifies the nunber of the enty in the tabk, where ndex nuntber 1 is tte first, andN is the last
(wherethetable contains N entries).

NOTE—The number oEearning Constraint table entries sugpdis an implementation option. This standard dods no
provide ary distribution mechanism teensurethat thesame sebf corstraintsis corfigured in all Bridges;individual
Bridges can be coigiured ly use of the maagement operations daegd in ths subclause (for@mge, via theuse of
SNMP operating upon a VLAN Bridge ®), but thee isno in-built consisteny checkirg to ensure tht all Bridges
have beenprovided with thesame cosgtraint information.Hence, ap suchconsisteng checking ighe resposibility of

the netvark adninistrator and thenanagement applicatioesnployed in the LAN.

b) A VID to FID allocationtable (8.11.7.1yith an entry peVID supportedby the implementation.
Each tableentryindicates, for thaVID, that there icurrently

1) No allocationdefined;or
2) A fixed allocation to FID X; or
3) A dynanic allocationto FID X.

Themanagmentoperatiors that canbe performed on te VLAN LearningConstraints managed jelot are

c) ReadVLAN Learning Constraint$12.10.3.1);

d) Read VLANLearningConstraints for VID (12.10.3.2);
e) Set VLAN Learning Constraint (12.10.3.3);

f)  Delet VLAN Leaming Condraint (12.10.3.4);

g) Read VID to FID allocationl2.10.3.5);

h) Read FIDallocation for VID(12.10.3.6);

i) Read VIDs allocated to FID (12.10.3.7);

j)  Set VIDto FID allocaton (12.1Q03.8);

k) Delete VIDto FID allocation(12.10.3.9);

[)  Notify Learning ConstrainViolation(12.103.10);
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12.10.3.1 Read VLAN Learning Constrain ts
12.10.3.1.1 Purpos e

To read thecontents of aange ofoneor more entriegn the VLAN LearningConstraints table.

12.10.3.1.2 Inputs

a) FirstEntry—Entry Index of first entry to be read
b) Last Erry—Entry Index of last entry to be read

12.10.3.1.3 Outp uts

a) List of Entries—for each entry thatas read:
1) The Entryindex;
2) The typeof the Learng Constraint; Lhdeined, S a [;
3) Thevalue ofthe Learnig Constraint, with is one of:
i)  Undefined, indcating an enpty elemenin the tale;
i)  An SConstraint \alue, consisting oé pair of VIDs;
iii) An | Constraint value, consistirg of a VID and anindependen Set Idenfiier.

NOTE—Where this operation is implemented using a remote managenaéocol, PDU size caraints may restrict
thenumler of entriesthatareactually ead to fwer thanwas requestedn theinput pamameterslin suchcasesretrieving
the remainder of the desiredtenrange can be achied ty repeating the operation with a modd enty range
speification.

12.10.3.2 Read VLAN Learning Constrain ts for VID
12.10.3.2.1 Purpos e
To read allthe VLAN Learning Constraint$or a given VID.
12.10.3.2.2 Inputs
a) VID—The VLAN Identifier to which the read operation applies.
12.10.3.2.3 Outp uts

a) All learningconstraint eluesthat identify the VID requesteé&ach \aue returned iither
1) An S Constraint @ue, consisting of a paiof VIDs; or
2) An | Constraint alue, consistingf aVID andan Independeret Idatifier.

12.10.3.3 Set VLAN Learning Constraint

12.10.3.3.1 Purpos e

To modify the contents of oraf the entries in the VLANLearningConstraints table.
12.10.3.3.2 Inputs

a) Entry Index—Entry index of the entry to beset;
b) The typeof the Learning Constraint: & I;
c) The alue of thd_earningConstraint, whichis either:
i)  An SConstraint \alue, consisting oé pair of VIDs; or
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i) An | Constraint @ue, consisting of a VIDand anndependent Set Iderit:
12.10.3.3.3 Outp uts

a) Operation statusThis tales one ofhe following values:

1) Operationrejecteddue to inconsistenfearring constraint spedifation (8.11.7.3)—The Set
operationreqiested setting a constraithat is incosistent wth another constrain already
definedin theconstraint tabe. Theoperationreturrs the value of the constraint cacerred; or

2) Operdion rejecteddue to inconsisterfixed VID to FID allocation(8.11.7.3)—The Setpera-
tion requesed seting a constraint hat is incasistentwith a fixed VID to FID allocation
dready deied in the allocation table. The operation retuhesvalue of the ifiked allocation
concerred; or

3) Operdion rejected due to entry indexceeding the maximum ingesupported ¥ the con-
straint table;or

4) Operdion accepted.

12.10.3.4 Delete VLAN Learning Constraint
12.10.3.4.1 Purpos e

To remove one of theentriesin the VLAN LearningConstraints tablélThis operation has thefettof setting
thevalueof the speifiedtable entry to “Undéhed.”

12.10.3.4.2 Inputs
a) Entry Index—Entry index of the entry to bedeleted
12.10.3.4.3 Outp uts
a) Operation statusThis tales one ofhe following values:
1) Operdion rejected due to entry indlexceeding the maximum ingesupported ¥ the con-
straint table;or
2) Operdion accepted.
12.10.3.5 Read VID to FID allocations
12.10.3.5.1 Purpos e
To read thecontents of aange ofoneor more entrien the VID to FID allocatioriable.

12.10.3.5.2 Inputs

a) FirstEntry—VID of firstentryto be read;
b) Last Entry—VID of lastentryto be read.

12.10.3.5.3 Outputs

a) List of Entries—For each entry thavasread:
1) VID—The VLAN Identifier for this entry;
2) Allocation Type—Thetype of the allocation:Undefned, Fixed or Dynamic;
3) FID—The FIDto whichthe VID is allocated (f not of type Undefined.

NOTE—Where this operation is implemented using a remote managenoéocol, PDU size caraints may restrict
thenumler of entriesthatareactually ead to fwer thanwas requestedn theinput paametersin suchcasesretrieving
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the remainder of the desiredtenrange can be achied ty repeating the operation with a modd enty range
speification.

12.10.3.6 Read FID alloca tion f or VID
12.10.3.6.1 Purpos e
To read the~ID to which a specifedVID is currently alloated.
12.10.3.6.2 Inputs
a) VID—The VLAN Identifier to which the read operation applies.
12.10.3.6.3 Outp uts
a) VID—the VLAN Identifierto whichthe readperation applies;
b) Allocation Type—the typeof theallocation Undefned, Fixed or Dynamic;
c) FID—theFID to whichthe VIDis allocated (if nobf typeUndeined).
12.10.3.7 Read VIDs alloca ted to FID
12.10.3.7.1 Purpos e
To read alltheVIDs currently allocated ta given FID.
12.10.3.7.2 Inputs
a) FID—theFiltering Identifer to which the readperation applies.
12.10.3.7.3 Outp uts
a) FID—theFiltering Identifer to which the readperation applies
b) Allocation List—a list ofallocations for this FID. & each element in tHest:
1) Allocation Type—the type of the allaation: Fixed or Dynamic;
2) VID—the VID that is allocated.
12.10.3.8 Set VID to FID allocation
12.10.3.8.1 Purpos e
To establisha fixedallocation of avID to an FID.

12.10.3.8.2 Inputs

a) VID—the VID of theentryto beset;
b) FID—theFID to whichthe VIDis tobeallocated.

12.10.3.8.3 Outp uts

a) Operation statusThis tales one ofhe following values:
1) Operationrejecteddue to inconsistenearring constraint spedifation (8.11.7.3)—The Set
operationrequestedettinga fixed allocationthatis inconsistentith aVLAN Learring Con
straint.The opeation returns thealue ofthe VLAN Learning Constraint concerned; or
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2) Operationrejected de toVID exceedng themaxmum VID suppated by the allacationtale;
or

3) Operdion rejected due to FIDxeeedinghe maximum ID supported/the implementation; or
4) Operdion accepted.

12.10.3.9 Delete VID to FID allocation
12.10.3.9.1 Purpos e

To renove a fixed VID to FID allocationfrom the VID to FID allocaton tade. Thisoperationhasthe effect
of setting thevalue of the specikd table entry to “Undafed.”

NOTE—If the VID concerned ragsentsa curently actve VLAN, then remeal of a fixed allocation may result in the
“Undefined” value in the table immediatelyeing replacediy a dynamiallocationto anFID.

12.10.3.9.2 Inputs
a) VID—VID of the albcation to be deled.
12.10.3.9.3 Outp uts

a) Operation statusThis tales one ofhe following values:
1) Operdion rejecteddue to VIDexceeding the maximuwalue supportetly the allocatiortable;
or
2) Operdion accepted.

12.10.3.10 Notify Learning Constraint Violation
12.10.3.10.1 Purpose

To alert the Manager to thexistence ofa Learning Constraint violation (8.11.7.3). Thisais unsolicited
notification fromthe managmert ertity of the Bridge, issued upn detectiorof the constraintiolation.

NOTE—Asindicatedin 8.11.7.3, a single chga in coniguration, suclas tte registrationof a nev VID by GVRP or the
addition ofa rew learningconstaint, can gve rise to more than one Vationbeing notifed, depending upothe sebf
learningcorstraints currentlyconfiguredin the Bridge.

12.10.3.10.2 Inputs
a) None.
12.10.3.10.3 Outputs

a) Violation Type/Argumert—one of

1) Shared VLAN Learningot supported. The gument returne indicates the VIDs of a pair of
active VLANS for which an Sconstraint gists.

2) Independent VLAN Learning naupportedThe agument returned indicateéke VIDs of a
pair of actve VLANS for which | corstraints &ist that cortain the samendependntsetidenti
fier.

3) Required FID rage not suprted.The agumert returnedindicates
i)  The VIDthat the Bridge is unable to allocatean FID;

i)  The maximm numbernf FIDs syppatedby the Bridge.

The violation typeRequred FID range nd supmrtedis detectednly by IVL or IVL/SVL Bridges that sup
portfewerthan 994 FIDs.
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Annex A

(normative)

PICS proform al

A.1 Intr oduction

The supper of a probcol implementaton which is claimedto conform b this standrd shallcomgete the
following Protacol ImplementatiorConformance Statement (PIC&pforma.

A completedPICS proforma is the PIC®r the implementation question.The PICSis a statemenbf
which cambilities andoptions of the probcol have been mplemened. ThePICS carhave anumber d uses,
including use

a) By the protocol implementpas a checklist to reduce the risk afldre to conform to the standard
through oversight;

b) By the supplier and acquirer—potential acquirer—otheimplementation, aa detded indication
of the capabilities of the inipmenation, statedelative to thecommonbasis forunderstanithg pro-
vided ly the standard PICS proforma;

c) By theuser—or potential user—of the implementation, as a tasisitially checking the possibil-
ity of interworking with another implementatio(nde that, while interworing can neer be guaran
teed failure to inerwork canoften be predied from incompatible PICSs);

d) By a protocol testeias the basis for selecting approf@itests aginst which to assess the claim for
conformancef the implementation.

A.2 Abbre viations and special symbols

A.2.1 Status symbols

M mandatory
@) optional
O.n  optional, hut sugoort of at least oa of the groupof options labelled ypthe same numeral n is

required
X prohibited
pred conditional-item symbol, isluding predicate ientification: seeA.3.4
= logicalnegation,appliedto aconditional items predicate

A.2.2 General abbre viations

N/A  not applicable
PICS Protocol Implementatiol€onformance Statgent

lCopyrightrelease for PICS pformas:Usersof thisstandard mg freely reproduce the PICS proformatiiis ann& o that it can be
used for its intendegurpo andmay furthe publish the comptedPICS.
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A.3 Instructions f or completing the PICS pr oforma

A.3.1 General structure of the PICS proforma

The frstpartof the PICS poforma,implementatonidentification andprotocol sunmary, isto be conpleted
asindicated withthe information necessary igentify fully boththesupplier and thémplementation.

The main parof the PICS proforma ia fixed-format questionnairalivided into seeral subclauses, each
containing a numbesf individual items. Arswers to tke questicnnaire itemsare to be praided in the right-
most columneither ty simply marking aranswerto indicde a restricted choice (usuallgsror No), or ty
entering avalue or a set or range oflues. (Note that there are some itemiere two or more choices from
aset of possibleanswersanapply;all relevant doices are to be miged.)

Each item is identiéd ty an item reference in tha$t column. The second column contains the question to
be answered; the third column records theéustaf the item—whether support is mandatagtional, or
conditional: see also A.3.4loev. The fourthcolumn contains the reference or nefieces to the material that
specifes the itenin the mainbody ofthis standard, and thifth columnprovidesthe spacéor the answers.

A supplier mayalso preide (or be regiredto provide) furtherinformation, categorizedas eitter Additional
Information or Exception Informatiomhenpresentgach kind of furtheinformation is to be praded in a
further subclause of itemdabelledAi or Xi, respectiely, for cross-referencing purposesherei is ary
unambiguosidentification for the item (e.g., simply a numeral). dite are o other restrictions orits format
and presetation.

A completedPICS proforma, idluding ary Additional Information ard Excepion Information, isthe Proto
col Implememation Conformation Statementrfthe implementatioin question.

NOTE—Where an implementatias capable of being cagtired in more than oneay; a single PICS make able to
descrile all such caofigurations. Havever, the supplier has the cloe of praviding morethan one PIS, each ceering
some subset dheimplemenation's confjurationcapabilities, in castihat males for easierandclearempresentatiorof
the information.

A.3.2 Additional inf ormation

Items ofAdditional Informaion allow a syplier to provide further infornation intended to assist theniter-
pretation of the PIS. It is not intended orxgectedhata lage quantity will be supplied, and a PICS can be
consicered completavithout ary suwch information. Examples migt be anoutline of the ways in whicha
(single) implementation can be set up to operate ariaty of enironments and coigurations, or informa-
tion about aspects of the implementation that are outside the scope of this stahttzat ime a bearing
upon the answers teone items.

References to items of Additionnformation may be enteredxtdo ary answer in the questionnaire, and
maybeincluded in itens of Excepton Information

A.3.3 Exception inf ormation

It may occasionally happethat a supplier willvish to answeran item with mandatory statusftgx ary con-
ditionshave beenapplied) ina way that conflicts with the indicated requiremeNb pre-printed answer will
be faundin the Suport colunnfor this:instead, the sygtier shallwrite the nissingarswer into the Sugport
column, togetherwith anXi reference to an ite of Exceptioninformation,andshall pravide theappropriate
rationakin the Exceptin itemitself.
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An implementation for which an Excepbnitem is reqiredin this way doesnot conform tathis standard.

NOTE—A possible reasofor the situation described atgds that a defect ithis standardhas been reported, aroec-
tion for which is &pectedto charge therequirement not mettthe implemetation.

A.3.4 Conditional status
A.3.4.1 Condition al items

The PICS proforma contains a numbéconditional items. These atems forwhich both the applicability
of the item itself, and its stagif it does apply—mardatory o optional—are dpencent uponwhether or not
certan other itemsaresupported.

Wherea graup of items issulject to the same conditidor apgicabhility, a serate preliminary question
abou the condtion appgears athe headf the groy, with an nstriction to skip to a kter point in the ques-
tionnaire if the'Not Applicable” answer is selecte@therwisejndividual conditionaltems are indicateby
a canditional symbol in the Statis cdumn.

A condtional symbol is oftheform “pred: S” wherepred is a predicatexs described in A.3.4.2 b&lpand
S is astatus synbol, M or 0.

If the value of the predicate is trfsee A.3.4.2), th conditimal item isapplicable, and its status is indicated
by the status symbol foleing the predicate: the answer columrtasbe marked in the usual ay. If the
value of thepredicdeis false, the'Not Applicable” (N/A) answelis tobe marked.

A.3.4.2 Predicates
A predicate is one dghefollowing:

a) An item-reference for an item the PICSproforma: the alue of the predate is truaf theitem is
marked as supprted,and is false otherwise;

b) A predicate-name, for predicate dehedas aboolean gpressionconstructed ¥ combiningitem-
referancesusing the boolean operator OR: thedue of the predicate is true if one or moretbé
items is mar&d assupported;

“w_n

c) The logical ngation symbol “=" prefxed to an item-reference or predicate-name: thge\of the
predicate igrue if the \alue of the predicateformed ty omitting the “=" symbol isdlse, andvice
versa

Each item whose reference is usedhigredicate or predicatdefinition, orin a preliminary question fo
groupedconditional items, is inttated ly anasterisk in tk Item column.

A.3.4.3 References to the text of ISO/IEC 15802-3

Marny of the tables irthe PICS Prdormarefer tothe text of ISO/IEC 158@-3 (ANSV/IEEE Std802.1D. A
short form reference, of the form {D}X, is used in the “References” columns of thigles to denote refer-
ences talauses, subclauses or tahile$SO/IEC 15802-3, where X is tletause, subclause oibla identi-
fier.
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A.4 PICS proforma for IEEE Std 802.1Q-1998

A.4.1 Implementation identification

Suwpplier

Contactpoint for queres abotithe PICS

Implementation Name(gnd \érsion(s)

Other information acessaryor full iden-
tification- e.g, name(s) andevsion(s)of
machinesand/or ogratingsystennames

NOTE 1—Only thefirst three items aneequired fo all implementations; othénformationmaybecompleted aappo-
priate in meeting theequirement for fulidentification.

NOTE 2—The terms Name andeksion shouldbe interpgreted appropriately to correspond with a supgiggtminolog
(e.g., Ype,SeriesModel).

A.4.2 Protocol summar vy, IEEE Std 802.1Q-1998

=]

Idertificationof protocolspecifcation IEEE Std 802.1€1998, IEEEStandards for Local and Metropolita]
Area Netvorks: Stadard for \irtual Bridged Laal Area Netvorks

Identificationof amendmentandcorri-
gendato the PICS poforma whichhave Amd. : Corr.
beencompletedaspart d the PICS
Amd. : Corr.

Have ary Excepiion itemsbeenrequred?
(SeeA.3.3:the answerYes means that the No [] Yes []
implemenation does not adorm to IEEE
Std 802.1Q-298)

Date of Statement
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A.5 Major capabilities and options

IEEE
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Iltem Feature Status References Support
(1a)* Communications Suppbr {D}6.5
WhichMAC typesare spported orBridge
Ports, imfemented in coformance with the
relevant MAC standard?

a. , t . . es 0
(1a.1)* | CSMA/CD,IEEE Std 802.3 0.1 Yes [] No[]
a. oken Bus, - . es 0

1a.2)* | Token Bus, ISO/IEC8802-4 0.1 Yi N
a. oken Ring, - . es 0
(1a.3)* | Token Ri ISO/IEC 8682-5 0.1 Yes [] No[]
(1a.4)* | FDDI, ISO 934-2 0.1 Yes [] No []
a. , - . es 0
(1a.5)* | DQDB, ISO/IEC8802-6 0.1 Yes [] No []
a. , - . es o]
(1a.6)* | ISLAN, ISO/IEC 8802-9 0.1 Yes [] No []
a. -T, .9a . es 0
1a.7)* | ISLAN 16-T, IEEE 82.9 0.1 Yi N
a. emandPriority, 3 . es o]
(1a.8)* | D dPriority, ISO/IEC 880212 (IEEE 0.1 Yes [] No []
Std 8023 format)
a. emand Priority . es 0
(1a.9)* | D d PrioritylSO/IEC 880212 (ISO/IEC | O.1 Yes [] No[]
8802-5 format)
(1b) Is LLC Type 1 supported on aBridgePorts | M 8.2,8.38.14 Yes []
in confomance with ISOEC 8802-2? ISO/IEC 88@-2
(1c)* Is Source-Routing fAnsparent Bridg opera- | O {D}Annex C Yes[] No []
tion supported oary of theBridge Pats? (If
support is claimed,the PICS proforma
detailed inlSO/IEC 158023, Ann& D, shall
also be completed).
2) Relay andiftering of frames (A.6) M 8.5,8.98.6, Yes []
8.7,8.8
(2a) Doesthe Bridge supprt BasicFiltering Ser- | M {D}6.6.5,8.7.2 | Yes|]
vices?
(2b)* Doesthe Bridge supprt Extended-iltering (e} {D}6.6.5,8.7.2 | Yes[] No []
Services?
If item (2Db) is not spportedmark “N/A” and N/A[]
continue a(2e)
(2¢)* Doesthe Bridge supprt dynamicGroup for- | 2b:M {D}6.6.5 Yes[] No[]
warding andfiltering behaior?
(2d) Doesthe Bridge supjprt theability for static | 2b:O {D}6.6.5 Yes[] No []
filtering information for indvidual MAC
Addresgs to specify a subset Bortsfor
which forwardng orfiltering decisions are
taken onthebasis & dynamicfiltering infor-
mation?
(2e)* Does theBridge supmrt expedted trafic (@] 8.1.2,87.3 Yes|[] No []
classes oary of its Ports?
(4)* Doesthe Bridge supjrt management of the | O {D}6.5, 8.5.1, Yes[] NoJ[]
priority of relayedframes? 8.7.3, 87.5,
Table 8-1,Table
8-2, Table 8-3
(5) Maintenance ofiltering information(A.7) M 8.10,8.11 Yes|[]
(7a) CantheFiltering Database beead ty man 8.11 Yes[] No []
agement?
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A.5 Major capabilities and options (Contin ued)
Iltem Feature Status References Support

(7¢)* CanStatic FilteringEntriesbe createcard (0] 8.11.1 Yes[] NoJ[]
delaed?

(79) Can Statid~iltering Entries be createddn (@) 8.11.10 Yes[] No[]
deleted in thé®ermanenbDatabase?

(7h) Can Statid=iltering Entries be created fora| O 8.11.1 Yes[] NoJ[]
given MAC Addressspecificationwith a dis-
tinct Pat Map foreach inboundPort?

(7i) Can Group ReistrationEntriesbe dynami- 2c:M 8.11.4, {D}10 Yes []
cally created, updated drdeletecby GMRP? N/AT]

(10) Addressing (A.8) M 8.14 Yes []

(9a)* Canthe Bridge be coiduredto use48-bit 0.3 8.14 Yes[] NoJ[]
Universal Addresses?

(9b)* Canthe Bridge be coiguredto use48-bit 0.3 8.14 Yes[] No[]
Local Addresses?

(13)* SpanningTree algorithm and ptocol (A.9) M {D}8, {D}9 Yes|[]

(16)* Doesthe Bridge supjprt management of the | O {D}8.2 Yes[] No []
SpanningTree tgology?

an* Doesthe Bridge supjprt management of the | O {D}8.10 Yes[] NoJ]
protocol times?

(19)* VLAN Bridge Managemer®perations (0] 12 Yes|[ ] No []
(20a)* | Are the Bridge Managemefitperations sup-| 19:0.4 {D}5 Yes[] NoJ[]
portedvia a Remotdlanagement Protocol? N/A T[]

(20by | Are the Bridge Manageme@perations sup-| 19:0.4 {D}5 Yes|[] No []
ported viaalocal management intexe? N/A[]

(23a)* | Doesthe implemetation support, oeach M 51,843 Yes []
Port, one or more of theermissiblecombina-
tions ofvalues forthe Acceptable Frame
Types paemeter?
(23a.1) | State whicHPorts supprt: M 5.1, 8.43
— Admit only VLAN-tagged fames; Ports:
— Admit all frames. Ports:
(23a.2) | On Ports thasuppat both \alues,is the M 5.1,8.43,1210 | Yes[] N/A[]
parameter coiguralde via maragement?
(23b) Doesthe implemetation support the ability | M 5.1,7.19 Yes []
to insert tag headers into, modifgheaders
in, and remwe tag headers émrelayed
frames, as required/lthe capaliities of each
Bridge Port?
(23c) Doesthe implemetation support the ability | M 51,11 Yes []
to perform automatic confurationand man-
agement o¥/LAN topology information ly
means of GVRP oall Ports?
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A.5 Major capabilities and options (Contin ued)
Iltem Feature Status References Support

(23d) Doesthe implemetation support the ability | M 51,81 Yes []
for theFiltering Database to c¢tain static
and g/namic coniguration irformation forat
least one VLAN, by means of Static and
DynamicVLAN Registration Entries?

(23d.1) | State thenaximumnumberof VLANS sup- M 5.1, 8.1, VLANs
portedby the implementation. 9.3.2.3

(23d.2) | Statethe range of VD values supportedyb M 8.11,9.3.2.3 0 through
the inplementation.

(23e)* | VLAN Learningsuppot 5.1,8.1.3,

8.11.7,8.11.8

(23e.1) | Doesthe implemetation support aeastone | M Yes []
FID?

(23e.2) | Canthe implementation alocate atleastone | M Yes []
VID to each FIDsuppoted?

(23e.4) | Statethe maximum number of FIDs thean | M 8.11.7 ___ FIDs
be suportedby theimplementation.

(23e.5) | Statethe maximum number of s that can | M 8.11.7 VIDs
beallocaed to each FID.

(23e.6) | Doesthe implemetation support cofidura- | O 5.2,8.11.7, Yes[] NoJ[]
tion of VLAN Learning Constaints viaman- 12.10.3
agement?

(23e.7) | Statethe number of VLANLearning Con- 23e.6:M 5.2,8.1.7, Corstraints
straints that cabe configuredin the imple- 12.10.3
mertaton.

(23e.8) | Doesthe implemetation support coijura- (0] 5.2,8117.1, Yes[] No []
tion of VID to FID allocatiors via manage- 12.10.3
mert?

(23e.9) | Doesthe implemetation tale accounbfthe | O 8.11.8 Yes[] No []
allocation ofVIDs to FIDs when making fie
warding decisios relatize to group MAC
Addresses?

(23f) On Ports thasuppat untagged ahpriority- 5.1, 8.44,
taggedframes, does thienplemenationsup- 8.11.9,12.10
port:

(23f.1) | — A PVID value? M Yes[] N/AT[]

(23f.2) | — Theability to corfigure oneVLAN whose | M Yes[] N/A[]
Untageed set includethat Port?

(23f.3) | — Corfigurationof thePVID value viaman- | M Yes[] N/AT[]
agement operations?

(23f.4) | — Corfiguration ofStatic Filterirg Entries M Yes[] N/AT[]
via management operations?

(23f.5) | — The ability to confjuremorethan one (0] Yes[] NoJl]
VLAN whoseUntaggedsetincludes hat N/AT]
Port?

(23g) | Doesthe implemetation support the ability | O 5.2, 8.45
to enable and disablegress Filtering?
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A.5 Major capabilities and options (Contin ued)

Iltem Feature Status References Support
(23h) Doesthe implemetation support VLAN 19:0 5.2,12.10.2, Yes[] NoJ[]
maregement operations? 12.10.3
(23i) Is theminimum taggedrame length that can| 1a.1:0 7.2 Yes[] No[]
be transmittedn IEEE Std 802.Forts less N/AT]

than68 (but 64 or more) octets?

(23))* When transmittingintagged frames and the 71,7122
canonical_format_indicator parameiedi-
cates thathe macservice_dta_unitmay
containembeddedAC Addresses in a for-
mat inappopriate to thelestinatiorMAC
method which of the dllowing procedures is
adopted i the Bridge:

(23j.1) | Corvert ary emleddedMAC Addresses in 0.7 Yes[] NoJ[]
themac service_dta_unit to théormat
appropiate to thedestination MAC method.

(23j.2) | Discad the frame witlout transmission on o7 Yes[] No[]
that Port

(23k) Doesthe Bridge perfom frame translations, | TB:M 7.1,7.12.2 Yes[] No[]
wherenecessaryin accodance with the pro-
cedures described IBO/IEC 11.802-5 IETF N/AT]

RFC 1042and IETF RFCL390?

Predicates
TB = True if the Brid@ supports aislatimal Bridging; i.e., the Bridge supports 8@2Ethernet MAC method®n one
or morePorts and @ken Ring/FDDI MAC methods omne ormore Potts.

A.6 Relay and filtering of frames

Item Feature Status References Support

(2f) Are recevedframes with MAC method errors| M {D}6.4, 8.5 Yes[]
discarad?

(29) Are correctly receled framessubmitted to the| M 85 Yes[]
Learning Process?

(2h) Are userdata frames thonly type d frame M 8.5 Yes[]
relayed?

(2i) Are request with ncespnse fames thenly M 8.5 Yes[]
frames relayed?

(2)) Are allframesaddessedo the Bridge Proto- | M 85 Yes[]
col Entity submited to it?

(2k) Are userdata frames thonly type d frame M 8.9 Yes[]
transmitted?

20 Are request with noespnse fames thenly M 8.9 Yes[]

frames transmited?

(2m) Arerelayed frames queued for transmission| M 8.7.3,{D}8.4 Yes []
only under theconditions in 8.7.3?

128 Copyright © 1999 IEEE. All rights reserved.

Authorized licensed use limited to: University of Nebraska - Lincoln. Downloaded on November 30,2022 at 19:04:46 UTC from IEEE Xplore. Restrictions apply.

ARISTA NETWORKS, INC. EXHIBIT 1009
Arista Networks, Inc. v. Corrigent Corporation, IPR2023-00805, Page 164



VIRTUAL BRIDGED LOCAL AREA NETWORKS

A.6 Relay and filtering of frames

(Contin ued)

IEEE
Std 802.1Q-1998

Item Feature Status References Support

(2n) Is theorder ofrelayed frames preserd in M 8.7.3,8.1.1 Yes []
accordane with therequirements othefor-
warding process?

(20) Is arelayed famesubmittedto a MAC Entity | M 8.7.4,{D}6.3.4 | Yes|]
for transmissia only ance?

(2p) Is a maximum bridge transit delay erded for | M 8.7.3 Yes []
relayed frames?

(29) Are queuedramesdiscarded if a Poteaves M 8.7.3 Yes []
the Forwarding State?

(2r) Isthe user pridty of relayedframespresered | M {D}6.4 Yes []
where possible?

(2s) Isthe userpriority set to thedefault UserPri- | M {D}6.4 Yes []
ority for the reception Port otherwise?

(2t) Is the usepriority regenerated b means bthe | M 8.5.1,Table 8-1 | Yes[]
User Priority RgeneratiorTable?

(2u) Is mapping of Rgenerated User rity to M 8.7.3,Table 8-2 | Yes[]
Traffic Class performeldy meansf the Traf-
fic Class @ble?

(2v) Is the accespriority derived fromthe Rgen- | M 8.7.5,Table 8-3 | Yes[]
erated User Rarity as deifnedby thevalues in
Table 8-3 for each outundMAC method
supported Y the Bridge?

(2w) Doesthe Biidge generate an MS1:X {D}6.5.4, No[]
M_UNITDATA.indication primitive onreceipt ISO 9314-2 N/AT]
of avalid frame transmittetdy the Bridge
Port's local MAC entity?

(2x) Is only Asyrtchronais servicaised? MS1:M ISO 9314-2, Yes []

8.1.4 N/AT]

(2y) On rece¥ing aframefrom an FDDI ringfor MS1:0 {D}6.5.4, Yes [] No []
forwarding, dees thebridge setthe Cindica- ISO 9314-2, N/AT]
tor? 7.3.8

(22) On receving aframefrom an FDDI ringfor MS1:0 {D}6.5.4, Yes [] No []
forwarding, does the bridge leathe C indica- ISO 9314-2, N/AT]
tor unaltered? 7.3.8
If item 4is not supprted,mark“N/A” and N/AT]
continueat item @d).

(4a)* Canthe De#ult User Priorityparameter for 4:0.6 {D}6.4 Yes [] No[]
each Port be set toyamaue in therange0
through 77?

(4by* Can theentries inthe User PriorityRegenea- 4:0.6 8.5.1, Bble8-1 | Yes[] No []
tion Table foreach Port be set the full range
of values shavn in Table 8-1?

(4c)* Can theentries inthe Traffic ClassTable for MS2:0 8.7.3,Table 8-2 | Yes[] No []
each Port be set to tiidl range ofvalues N/A[]
shawn in Table 8-27?
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A.6 Relay and filtering of frames  (Contin ued)

Item Feature Status References Support

If item 4is suppeted, mark “N/A” and con- N/AT]
tinueat item (49)

(4d) Doesthe Bidge support theecommeded - 4:M {D}6.4 Yes []
default value of the Default UserPriority
parameter for each Port?

(4e) Doesthe Bidge support theecommeded = 4:M 8.5.1, Bble8-1 | Yes[]
default mappngs betweemeceveduserprior-
ity and RgeneratedJser Priority for each Port
as deiffned in Bble 8-1?

(4f) Doesthe Bidge support theecommeded MS3:M 8.7.3,Table 8-2 | Yes[]
default user_prioity to traffic classmappings N/AT]
shawn in Table 8-2for eachPort?

(49) Is theBridge able to use gnvaues othethan | X 8.7.5,Table 8-3 | No[]
those shavn in Table 8-3whendetermining
the access priority for thdAC methods
shavn?

Predicates

MS1 = 1a.4 AND NO (1a.10R 1a.20R l1la.3 ORla.5 ORla.60R 1a.70R 1a.8)
MS2=2e AND 4

MS3=2e AND NOT 4

A.7 Maintenance of filtering entries in the Filtering Database

Item Feature Status References Support

(5a) Are DynamicFiltering Entries created and M 8.10, 8.11.3, Yes []
updated if ananly if the Port State permits? {D}8.4

(5b) Are DynamicFiltering Entries created on X 8.10,8.11.3 No[]
receipt offrameswith a groyp sourceaddess?

(5¢) Does theFiltering Databassuppat Static Fil- | M 8.111 Yes []
tering Enties?

(5d) Can a Dynami€iltering Entrybe created that| X 8.10, 8.11, No[]
conflicts with anexisting StaticFiltering 8.11.1,8.11.3
Entry?

(5e) Does theFiltering Databassuppat Dynamic | M 8.11.3 Yes []

Filteing Enties?

(5f) Doesthe creation ba StaticFiltering Entry M 8.11.1,8.11.3 | Yes[]
remove ary conflictinginformationin a
Dynamic FilteringEntry for thesame adikss?

(59) Does each Stati€iltering Entry specifya M 8.11.1 Yes []
MAC Address speditationand a PorMap?

(5h) Are DynamicFiltering Entries remaed from M 8.11.3 Yes []
the Filterirg Database if not updatddr the
Ageing Time perod?

(5i) DoeseachDynamic FilteringEntry specifya M 8.11.3 Yes []
MAC Address speditationand a PorMap?
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(Contin ued)

Iltem

Feature

Status

References

Support

()

Isthe Filtering Databaseiniti alized with the

entriescontained in the Permanent Database?

27

8.11.10

Yes[]

If item (2c¢)is not suppded,mark N/Aard
continueatitem (6a).

N/A[]

(5k)

Does each Group Bistration Entryspecily a
MAC Address speditationand a PorMap?

2c:M

8.11.4

Yes []

(51

Canthe MAC Address spedifation in Group

Reagistration Entriesepresent All Groups, All
Unregistered Groups, or a speci§roup MAC

Address?

2c:M

8.11.4

Yes []

(5m)

Are Group Reistration Entries eated,
updated andemoved from the FilteringData-
base in accordaneeith thespecifcation of
GMRP?

2c:M

8.11.4, {D}10

Yes[]

(Sn)

Are Group Reistration Entries &ated,
updated andemaoved from the FilteringData-
base kg ary means othethan via tle operation
of GMRP?

2c: X

8.11.4,{D}10

No[]

(62)

State tle Filtering Databas&ize.

8.11

entries

(6b)

State tle PermanenDatabas&ize.

8.11

entries

If item (7¢)is not suppded,mark N/Aard
continueatitem(8a).

N/A[]

(7d)

CanStatic Filterirg Entriesbe mae for indi-
vidual MAC Addresses?

7cM

8.11.1

Yes []

(7e)

Can Static Filtering Entries readefor group
MAC Addresses?

7cM

8.11.1

Yes []

(79

Can a Stati¢iltering Entrybe made fothe
broadcast ME Address?

7cM

8.11.1

Yes []

(8a)

Can the Bride be corifured to use th defult
vaue d AgeingTimerecommendeih Table
8-4?

8.11.3, Bble 8-
4

Yes[] No []

(8b)

Canthe Bridye be cofigured to use anof the
rangeof valuesof Ageing Time specitd in
Table 7-4?

8.11.3, Bble 8-
4

Yes[]  No[]

A.8 Addressing

Iltem

Feature

Status

References

Support

(10a)

Does each Port kaa separate M& Address?

8.14.2

Yes[ ]

(10b

Are allBPDUstransmitted to theame goup
address?

8.14.3, {D}8.2

Yes[]

If item (9a)is not suppded,mark N/Aard
continueat item @0d1).

N/A[]
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A.8 Addressing (Contin ued)

LOCAL AND METROPOLITAN AREA NETWORKS:

Item Feature Status References Support
(10c) | Are allBPDUstransmitted to th&ridge Pro- | 9a:M 8.14.3, {D}8.2 | Yes[]
tocol Group Address wén Uniersal
Addresses aresed?
(200 Is thesource address of BPDUs thaelesbsof | 9a:M 8.14.3 Yes []
the transmitting Port?
(10d1) | Is theLLC address of BPDUs the standard | M 8.14.3, Yes []
LLC addessidentified for theSpaming Tree Table 89
Protaol?
(10e) Is theBridge Address a UwersalAddress? M 8.14.5, {D}8.2 | Yes[]
N/A[]
(107 Are framesaddressed to grof theResered X 8.14.6 No[]
Addresses relaydul the Bridge?
If item (13)is not supportednark N/A and N/AT]
continueat item (1c).
(11a) Is BridgeManagement accessilitrough 13:.0 8.14.4 Yes|[ ] No []
each Port usinthe MAC Address ofthe Port
and theLSAP assigned?
(11b Is BridgeManagement accessiltlrough all | 13:0 8.14.4 Yes|[ ] No []
Portsusingthe All LANs Bridge Management
Group Address?
(11c) Is theBridge Address the Address Bbrt1? 9a:0 8.145 Yes [] No []
N/A ]
(119* | Are GroupAddressesddtional to the (0] 8.14.6 Yes|[ ] No []
Resered Addresses presnfigured in the Per-
manent Database?
If item (11d) is not supportednark N/A and N/A T[]
continueat item (2a).
(11e) | Can theaddtional pre-coniguredentries in 11d:0 8.14.6 Yes[] No []
the Filterirg Database be deleted?
(12a) | Can a goupMAC Address be assigned 9b:M {D}8.2 Yes []
identify theBridge Protocol Entity? N/AT]
(12¢) Does each Port of tHeridge hae a distirct M {D}8.2, Yes []
identifier? {D}8.5.5.1
A.9 Spanning T ree Algorithm
ltem Feature Status References Support
(13a) Are all thefollowing Bridge Parameters maintainetd | M {D}8 .5.3 Yes []
Designated Rdo {D}8 5.3.1
Root Cost {D}8 .5.3.2
Root Port {D}8.5.3.3
Max Age {D}8.5.3.4
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A.9 Spanning T ree Algorithm  (Contin ued)

ltem Feature Status References Support

Hello Time {D}8.5.3.5
Forward Delay {D}8 .5.3.6
Bridge dentifier {D}8.5.3.7
Bridge Max Age {D}8 .5.3.8
Bridge HelloTime {D}8.5.3.9
Bridge ForwardDelay {D}8 5.3.10
Topology Charge Detected {D}8.5.3.11
Topology Charge {D}8 .5.3.12
Topology Charge Time {D}8 .5.3.13
Hold Time {D}8 .5.3.14

(13p) Are all thefollowing Bridge Timersmaintained? M {D}8 .5.4 Yes []
Hello Timer {D}8 .5.4.1
Topology Charge Notifcation Timer {D}8 .5.4.2
Topology Charge Timer {D}8 .5.4.3

(1) Are all thefollowing PortParameters maintainefbr M {D}8.5.5 Yes []

eah Port?
Pott Idenifier {D}8 .55.1
State {D}8.5.5.2,
{D}8 4

Path Cost {D}8 .5.5.3
Designated Rdo {D}8 5.5.4
Designated Cost {D}8 .5.5.5
Designated Bridge {D}8 .5.5.6
Designated Port {D}8 .5.5.7
Topology Charge Acknavledge {D}8 .5.5.8
Configuration Pending {D}8 .5.5.9
Change Detection Enabled {D}8 5.5.10

(1) Are all thefollowing Timers maitainedfor each Port? M {D}8 .5.6 Yes[]
Message Age Tmer {D}8.5.6.1
Forward Delay Tmer {D}8 .5.6.2
Hold Timer {D}8 .5.6.3
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A.9 Spanning T ree Algorithm  (Contin ued)

LOCAL AND METROPOLITAN AREA NETWORKS:

ltem Feature Status References Support
(13e) Are Protocol Brametes and Timers maitained,and M {D}8.7, Yes []
BPDUs transmitted, agquired on each ahefollow- {D}8 .9,
ing events? {D}8 .5.3,
{D}8 .5.4,
{D}8 5.5,
{D}8 .5.6
Receved GnfigurationBPDU {D}8.7.1
Receved Topology Chang NotificationBPDU {D}8.7.2
Hello Timer Expiry {D}8.7.3
Messageige Timer Expiry {D}8.7.4
Forward Delay Tmer Expiry {D}8.7.5
Topology Charge Notifcation Timer Expry {D}8.7.6
Topology Charge Timer Expiry {D}8.7.7
Hold Timer Expry {D}8.7.8
(13r) Do thefollowing operationsnodify Protocol Brame- | M {D}8.8, Yes []
ters and Tmers,and transmiBPDUs as reqed? {D}8 .9,
{D}8 .5.3,
{D}8 .5.4,
{D}8 5.5,
{D}8 .5.6
Initialization {D}8.8.1
Enable Port {D}8 .8.2
Disable Port {D}8 .8.3
Set Bridge Priority {D}8 .8.4
Set Pat Priority {D}8 .8.5
Se Path Cost {D}8.86
(139) | Does tkeimplementatiorsupportthe abilityto set the | O {D}8.5.5.10 | Yes[] No[]
value of the ChangeDetectionEnabledparameter to
Disabled?
(14a) Does the Bridge underestimate the increment to the X {D}8.10.1 No []
Messaye Age paameer in trarsmitted BPDUs?
(14b) Does tle Bridge wnderestimat&orwardDelay? X {D}8.10.1 No []
(14c) Does tle Bridge averestimatethe HelloTimeinterval? {D}8.10.1 No []
(15a) Does tle Bridge wse thespecifed value forHold {D}8.10.2, Yes []
Time? {D}T able 8-3
If item (16) isnot supported, mkmM/A andcontinue N/A T[]
at (17a).
(16a) Canthe relatve priority of the Bridge ke set? 16:M {D}8.2, Yes []
{D}8 .5.3.7,
{D}8 .8.4
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ltem Feature Status References Support
(16b) Canthe relatve priority of the Potts be set? 16:M {D}8.2, Yes []
{D}8 .5.5.1,
{D}8 .8.5
(16c) Can thepath cost for each Port be set? 16:M {D}8.2, Yes []
{D}8 .5.5.3,
{D}8 .8.6
If item (17) isnot supported, mikmM/A andcontinue N/A T[]
at (18a).
(17a) CanBridge Max Age besetto ary of therangeof val- | 17:M {D}8.10.2, Yes []
ues speciéd? {D}8 .5.3.8,
{D}T able 8-3
(17b) CanBridge HelloTime be seto ary of therange & 17:M {D}8.10.2, Yes []
values spedfied? {D}8 .5.3.9,
{D}T able 8-3
(17c) CanBridge ForwardDelay te setto ary of therarge 17:M {D}8.10.2, Yes []
of values speified? {D}8 .5.3.1Q
{D}T able 8-3
(18a) | Do all BPDUs contain arintegral number obctets? M {D}9.11 Yes[]
(18b) Are all thefollowing BPDU paametertypesencoded {D}9 .1.1, Yes []
as spedfied? {D}9 .2
Protocol Identifiers {D}9.21
Praocd Version Identifiers {D}9 .2.2
BPDU Types {D}9 .2.3
Flags {D}9 .2.4
Bridge dentifers {D}9 .25
Root Rith Cost {D}9 .2.6
Pott Idenifiers {D}9.2.7
Timer \alues {D}9.2.8
(18&) Do Confguration BPDUs hae theformatand param-| M {D}9.3.1 Yes []
eters speified?
(18d) Do Topology Change Notication BPDUs hee the M {D}9.3.2 Yes []
format and pametersspecifed?
(18e) | Are receved BPDUs didatedas specied? M {D}9.3.3 Yes []
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A.10 Bridg e Management

Item Feature Status References Support
If item (19)is not suppded mark N/Aand con- N/AT]
tinue at (20c).
(19a) Discover Bridge 19M 12.4.11 Yes []
(19b) Read Bidge 19M 12.4.12 Yes []
(19¢) Set BridgeName 19M 12.4.13 Yes []
(19d) Reset Bridge 19M 12.4.14 Yes []
(19e) Read Port 19M 12.4.21 Yes []
(29f) Set Pot Name 19M 12.4.22 Yes []
(199) Read BrwardingPortCounters 19M 12.6.11 Yes []
(199.1) | Are theForwarding Port Couters maintained per| 19:0 Yes [] No []
(199.2) \lélcggs’\tlk’l?e implementation suppdtte Discardon | 19:0 Yes [] No[ ]
Error Details parameter?
(19h) Read Filteringdatabase 19M 12.7.11 Yes []
(29i) Set Filterig Database Ageingime 19M 12.7.12 Yes []
(29 Read Permanent Database 19M 12.7.61 Yes []
(19k) Create Filteing Entry 19M 12.7.71 Yes []
(291 Delete Filteing Entry 19M 12.7.72 Yes []
(19m) | Read Filteringentry 19M 12.7.73 Yes []
(19n) ReadFiltering Entry Range 19M 12.7.74 Yes []
(190) Read Bidge ProtocoParameters 19M 12.8.11 Yes []
(19p) SetBridge Protocol Brameters 19M 12.8.12 Yes []
(19q) Read Port Brameters 19M 12.8.21 Yes []
(29r) Force Por State 19M 12.8.22 Yes []
(19s) Set Pat Parameters 19M 12.8.23 Yes []
(291) Read Port Dellt UserPriority MS4:M 12.6.21 Yes [] N/A[]
(19u) Set Paot Default UserPriority MS4:M 12.6.22 Yes[] N/AT]
(19v) ReadPortUser Priority Rgeneration dble MS5:M 12.6.23 Yes| ] N/AT]
(19w) | Set Pat UserPriority Regeneratiorirable MS5:M 12.6.23 Yes[] N/AT]
(19x%) Read Port faffic Class @le MS7:M 12.6.31 Yes [] N/A ]
(19y) Set Pat Traffic Class @ble MS7:M 12.6.31 Yes[] N/A[]
(192) ReadOutbound Access Priorityalble MS6:M 12.6.25 Yes[] N/AT]
(19aa) | Read GARP ifers MS8:M 12.9.11 Yes [] N/AT]
(19ab) | Set GARP imers MS8:M 12.9.12 Yes[] N/AT]
(19ac) | Read GARP Protocol Ctnols MS8:M 12.9.21 Yes (] N/A ]
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A.10 Bridg e Management (Contin ued)

Item Feature Status References Support
(19ad) | Set GARP Rstocol Controls MS8:M 12.9.22 Yes[] N/AT]
(19ae) | Read GARP State MS8:M 12.9.31 Yes [] N/AT]
(19af) | ReadBridgeVLAN Configuration 19:M 12.10.1.1 Yes[] N/AT]
(19ah) | Configure PVIDvaues 19M 12.10.1.2 Yes[] N/AT]
(19ai) | Configure Acceptable Brme Tpes parameter 23a.2:M 12.10.1.3 Yes[ ] N/AT]
(19aj) | Confgure Erable Ingress Filtering parameters | 23g:M 12.10.1.4 Yes[ ] N/A[]
(19ak) | ReseBridgeVLAN Bridge. 19:M 12.10.1.5 Yes[] N/A T[]
(19al) | Notify VLAN RegistrationFailure 19:M 12.10.1.6 Yes[] N/AT]
(19am) | ReadVLAN Configuration 19:M 12.10.2.1 Yes[] N/AT]
(19an) | CreateVLAN Configuration 19:M 12.10.2.2 Yes[ ] N/A[]
(19a0) | DeleteVLAN Configuration 19:M 12.10.2.3 Yes[ ] N/A[]
If Item (23e.6) is not supportechak N/A and N/A
continueat Item (19at).

(19ap) | ReadVLAN Learning Constraints 23e.6:M 12.10.3.1 Yes[]

(19aqg) | ReadVLAN Learning Constraints for \D 23e.6:M 12.10.3.2 Yes[]

(19aq) | Set VLAN Learning Constint 23e.6:M 12.10.3.3 Yes[ ]

(19ar) | DeleteVLAN Learning Constraint 23e.6:M 12.10.3.4 Yes[ ]

(19as) | Notify Leaming Constrain¥iolation 23e.6:M 12.10.3.10 Yes[]
If Item (23e.8) is not supportechak N/A and N/A
continueat Item (20c)

(19at) | ReadVID to FID allocations 23e.8:M 12.10.3.5 Yes[ ]
Read FlDallocation fg VID 23e.8:M 12.10.3.6 Yes []
Read VIDs allocated to FID 23e.8:M 12.10.3.7 Yes []
SetVID to FID allocation 23e.8:M 12.10.3.8 Yes []
Delete VIDto FID allocation 23e.8:M 12.10.3.9 Yes []
If item (20a)is not supportednark N/Aand con-| 23e8:M N/AT]

tinue at (20e).

(20c) What ManagemerRrotacol standar¢s) or speci- | 20a:M {D}5
fication(s) aresuppated?

(20d) What standard(s) apecifcations forManaged | 20a:M {D}5
Objects and Encodirmare supprted?
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A.10 Bridg e Management (Contin ued)

Item Feature Status References Support
If item (20b) is not supported, makKA andcon- N/AT]
tinue at A.11.
(20e) What specitation d the lacal management inter- 20b: M {D}5
face issupported?
Predicates:
MS4=19 AND 4a
MS5=19 AND 4b
MS6=19 AND 4
MS7=19 AND 4c
MS8=19 AND 2b
A.11 Performance
Item Feature Status References Support
(21a) Spedfy a Guaranteed Port Filtering Rae, ard M {D}16.1
the assciated mesurenent interval TF, for
eachBridge Port in the format sped#d below.
(21b) Specifya GuaranteedridgeRelaying Rite, M {D}16.2
and the as®ciated masurementinterval TR, in
theformat speciéd belav.
Supplementary informatioshall clearly iden-
tify the Ports.
GuaranteedBridge Relaying Rate TR
_________ frames per second _______second(s)
Port number(s) or Guaranteed port filtering rate Te
other identification (specify or all ports) (specify for all ports)
. framespersecond | __ second(s)
- __ _framespersecond | ___ _ _ second(s)
. __  framespersecond | ___ second(s)
. framespersecond | __ second(s)
________ framespersecond | __ second(s)
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Port number(s) or Guaranteed port filtering rate Te
other identification (specify for all ports) (specify for all ports)
. framespersecond | __ second(s)
. framespersecond | ___ second(s)
-~ ____framespersecond | ___ _ _ second(s)
A.12 GARP and GMRP
Item Feature Status References Support
If Item 2b isnotsupportedmark N/A and ca- N/AT]
tinueat item (22i).
(22a) Isthe GMRP Application addressedas the | 2b:M {D}10.4.1, Yes []
destinationMAC Address in all GMR proto {D}T able 2-1
col exchange?®
(22h Are GMRP prtocd exchangeschiezedby 2b:M {D}12.4, Yes []
means of LLCType1 procedues, using the {D}12.5,
LLC addessfor Spanning Tee protocol? {D}T able 78
(22c) Are GMRP prtocol exchangs achieed usig | 2b:M 10, {D}10.3.1, | Yes[]
the GARP PDU format@ndthe defnition of {D}12.4,
theattribute typeandvalue encalings dfined {D}12.5,
for GMRP? {D}12.11
(220 Does the im@mentation suppothe operation| 2b:M {D}12.8 Yes []
of the Applicant, Reistrar ard Leave All state
mechines?
(22e) Does theBridge propagate rgistration GMRP | 2b:M 10, {D}12.3.3, | Yes[]
informationonly on Ports that argart of the {D}12.3.4
active topolog of the GIP Contet for the
VLAN on which the reagistration was received?
(22f) Are GARPPDUs receied on Potsthat are in | 2b:M {D}7.12.3, Yes []
the Forwarding State forardedfiltered or ds- {D}12.5
carded iraccordnce with tle requirements for
handling GARP Aplication addresses?
(229 Does tle GMRP application operate as deéd | 2b:M 10, {D}10, Yes []
in Clawse 10 of ISO/IEC 18®-3,as modifed {D}10.3
by Clause 100of this stardard?
(22h Are receied GARP PDUsghatare na well 2b:M 10, {D}10.3.1, | Yes[]
formedfor ary GARP Applications supported {D}12.4,
discarad? {D}12.5,
{D}12.10,
{D}12.11
(22i) Areall GARP PDUs that are M 8.14.3, Yes []
(a) Receved onPortsthatare in the=orward- {D}12.5
ing State, and are
(b) Destinedfor GARP applications thahe
Bridge des not suppo,
forwardedonall otherPortsthatare in For-
warding?
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A.12 GARP and GMRP (Contin ued)

Item Feature Status References Support
(22)) Areary GARP PDUs that are X 8.14.3, No []
(a) Received onary Port, and {D}12.5

(b) Destinedfor GARP applications thahe
Bridge des not suppo,
subnitted to ay GARP Rurticipants?

(22K) Areary GARP PDUs that are X 8.14.3, No []

(a) Received onary Ports that areot inthe {D}12.5
ForwardingState, and are

(b) Destinedfor GARP applications thadhe
Bridge d@s not suppo,

forwardedon ary otherPortsof theBridge?

(221) Areary GARP PDUs that are X 8.14.3, No[]

(a) Received onary Ports that aren the For- {D}12.5
warding State, and are

(b) Destinedfor GARP applications thahe
Bridge suppds,

forwardedon ary otherPortsof the Bridge?

(22m) | Areall GARP PDUs that are: M 8.14.3, Yes []

(a) Received onary Port, and {D}12.5

(b) Destinedfor GARP applications thahe
Bridge suppds,

submitted to theppropriate GARP &tici-

pants?

A.13 VLAN suppor t

Item Feature Status References Support

Ingress rules

(24a) | Canthe PVD for ary Pot be assignedhe X 8.4.4,Table 9-2 | No[]
value d thenull VLAN ID?

(24b Are framesdiscarad (or not discardedh M 8.6 Yes[]
accordane with tre settings ofhe Accepable
Frame Jpes parameters?

(24c) | Are allframes receied classiedasbelonging | M 8.6 Yes[]
to exactlyone VLAN, as deéhedin the ingress
rules?

(249 Is Ingress Filtering performed in accordance M 8.6 Yes[]
with the \alue of theEnable Ingress Filtering
parameter?

(24e) | Areall frames that areot discarded as a result M 8.6 Yes[]
of theapplicationof the ingress rules submit-
tedto the ForwardingProcessndto the
Learning Process?

Egress rles
(25a) | Are frames discastl if the transmission Port | M 8.8,8.11.9 Yes []
is not present itheMemter set fothe frames
VID?
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A.13 VLAN suppor t (Contin ued)

Item Feature Status References Support

(25b Are frames discas if the \elue d the 23j.2:M 8.8 Yes [] N/AT]
include_tag parametés False,and the Bridge
does nosupportthe alility to translate embed
ded MAC Address ifiormation flomthe for
mat indicaed by the
canonical_fomat_indcator parameter to the
format appropate tothe mediaype on which
thedatarequeswill be carried?

(25¢) Are frames @mnsmittecas VLAN-taggd M 8.8 Yes[]
frames ormsuntaggedramesin accadance
with the \alue of theuntagged set for the
frames VID?

Filtering Database

(26a) Does the implementation support Static VLANM 8.11.2 Yes []
RegistrationEntries aglefined in 811.2?

(26b Does thamplementation suppt thecreation (0] 8.11.2 Yes[] No []
of a separate StatilL AN RegistrationEntry
with adistinct Port Map for each VLANom
which framesare receied by the Forwarding

Process?
(26¢) Does thamplementation suppt Dynamic M 8.11.5 Yes []
VLAN Rgjistration Entiesas @finedin
8.11.5?
(260 Does theamplementation suppt thecreatioo | O 8.11.5 Yes[ ] No []

of a separate Dynam\¢LAN Registration
Entry with a dstinct PortMap for each VLAN
from which framesare receved ty the For-
warding Process?

(26e) | Doesthe implementatioallocate VIDs to M 8.11.7,8.11.7.2] Yes[]
FIDs inaccordanewith thespecificationin
8.11.7?

(26f) Does thadmplementation correctly detect M 8.11.7.3 Yes []

Learning Constraintiolations?

(269 Is determination of thlembersetand the M 8.11.9 Yes []
untagged set for aw@n VLAN achieved as
defined in 8.1.9?

Tagged frames

(27a) Do VLAN-tagged frames transmittdyy the M 9 Yes []
Bridge caonform to the format déafedin
Clause 9 for the M& type onwhich the are

transmitted?

(27b Are all BPDUs transmittedntagged? M 8.14.7 Yes []
VLAN use of GMRR If item (2b) isnot sup- N/A[]
ported,maik N/A andcontinueat item (Ba).

(28a) Doesthe implementationf GMRP recgnize | 2h:M 10,10.1,10.2 | Yes[]
the use of VLANContexts for thetrarsmission 10.3

and receptiomf GMRP PDUs?
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A.13 VLAN suppor t (Contin ued)

LOCAL AND METROPOLITAN AREA NETWORKS:

Item Feature Status References Support

(28b Doesthe implementationf GMRP suppdr 2b:M 10.2 Yes []
the creation oflistinct GMRP Rrticipants for
each VLAN context?

(28¢c) Does thamplementation suppt theidentifi- 2b:M 10.3 Yes []
cation of VLAN contexts in transmited
GMRP PDUsby meansof VLAN-taggedor
untaggedrames, inaccordancevith themem-
ber set and untagged setfloe VLAN Cortext
concerned?

(280 Are GMRP PDUsdransmitted oly on Ports 2b:M 10.1 Yes []
that are parof the actve topology for the
VLAN Context concerned?
VLAN Topology Managemen

(29a) Does thamplementation suppt thecreation, | M 11 Yes []
updating and remal of Dynamic VLAN Rey-
istration Enties in theFiltering Datbase
underthe control oflGVRP?

(29b) Does the Permanebiatabase contain anten | O 11.2.1.3 Yes [] No[]
for the Defult VID that defnes Rgistration
Fixed on all Ports?

(29¢) Isthe GVRP Application addressedas the M 11, Yes []
destinatiorMAC Address in all GVRP proto Table 111
col exchange®

(299 Are GVRP preocd exchangeschiered by M 11, {D}12.4, Yes []
means of LLCType 1 procedues, using the {D}12.5,
LLC addessfor Spanning Tee protocol? {D}T able 78

(29%e) Are GVRP protocolhxchanges achiedusing | M 11,11.2.3.1, Yes []
the GARP PDU formatgndthe defnition of {D}12.4,
theattribute typeandvalue encalings afined {D}12.5,
for GVRP? {D}12.11

(291 Does the im@mentation suppothe operation| M {D}12.8 Yes []
of the Applicant, Registrar ard Leave All state
mechines?

(299 Does theBridge propaggte registration GVRP | M 11, {D}12.3.3, | Yes[]
informationonly on Ports that areart of the {D}12.3.4
active topology of thebase Spaning Tree
Context?

(29h Doesthe GVRP applicatia opeete asdefined | M 11 Yes []
in Clausell?
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Annex B

(informative)

Shared and Independent VLAN Learning

This standrd providesfor a eriety of approaches tihhe impemenation d VLA N Bridges from tle point d
view of the way that indvidual MAC Addresses are learned, andvhihatlearnal information is used in
subsequent forarding/fltering decisions. There ate&/o mechanisms thareused as &asis for thesgari-
ants:

a) Making use of adress infomation learnedacress a number of LANSs in order tomake learning
decisiongrelative to ary one of those VLANSs. This is referred to Skared VLAN Learnig (SVL,
3.9);

b) Making use of addressformationlearnedin one VLAN only in order to ma& learning decisions
relative to that VLAN, and ensuringthat it is not used inlearnirg decisionsrelaive to ary other
VLAN. This is reérredto asindepement VLAN Learnig (IVL, 3.5).

These mechanisms lead t@t8VL/IVL modé for how a VLAN Bridge implements learningnd fltering
for MAC Addresses. Usinthe terminolay of 8.11.7, an SVL/IVL Bridg suppets multiple FIDs (which
effectively equates to supporting multiple FilteringtBbases), and multipMLANs can use each FID. By
varying thenumber of FIDs supportedn@ thenumber of VLANSs that can shasach FID the folloving
simplifications of the SVL/IVL model can be created:

c) Shared VLAN Leening (SVL) only Theimplemernation suppds orly one FID, scall VLANSs share
the same learned M& Address information, gardlessof which VLAN the information \as
learned in

d) Indepenlent VLAN LearninglVL) only. Multiple FIDs are supportedubeach FIDcansupport only
oneVID, soeachVLAN males use onlpf MAC Address informatiofearned within that VLAN.

All three approaches are permitteg this standard, and each has adtages in particular cmenstances.
Theremainderof thisanrex discusses

e) The requirement®r IndependenVLAN Learning, ShareLAN Learning,or both;
f)  How Bridges are madaware of the reguementfor particular VLA Ns to be“shared” or“indepen
dent”;

g) How Bridges based oone d these mods can irteroperate with Bridges d&sed on a dfferent
model,in the same BrigedLAN.

B.1 Requirements f or Shared and Independent Learning

Under most circumstansgthe SVLand IVL approachework equallywell, and Bridges adopting either
approach can be freely interreix within a Bridged LAN. There are,Wwever, a small number of coigjura-
tion cases where, in order poevent undue flooding of unicaBames, andn somecasesto make commu-
nication between the &cted end systemspossible, it is necessary to neagpecifc choicesas to hav
Bridges that adopghese diferent learning modekre deplged in a Bridgd LAN. The folloving subclauses
give examples of some dhese confurations, and also pvimle a generic statemeoitthe requirements that
mustbemet in ordeffor each learningnodel to be successfully degéd.
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B.1.1 Connecting independent VLANs

Figure Bl illustrates hav a device that connectswo VLANSs togetherand whichthereforeitself shares
learningbetween thos¥LANS, creates a need for those VLANsheindependent imtherBridges.

Connector

(VLAN-unaware
Protocol sensitive
Bridge-Router)

A learned B learned

Port X| Port Y
Member Sets: . Port 3 Port 4 _
Red—Ports 1, 3 B learned in Red PVID PV | A learned in Blue

' = Re| = Blue
Blue—Ports 2, 4 .
Bridg e
Untagged Sets: PVID PVID )
Red—Ports 1, 3 A learned in Red | _=Red =Blue | B learned in Blue
Blue—Ports 2, 4 Port 1 Port 2
Client A Client B

Figure B-1—Con necting indep endent VLANs —1

Clients A aad B ae connected via the protocol senstBridge-Router (Connectoryyith an interening
VLAN-aware Bridge. Thedct that althe Ports of the Bridgearryuntagged trdfc neatlyconceals theafct
thatthe Connector has thefett of connecting VLANs Rednd Blue togethewith regard to bridged traffic.

The Connectoitself learns A and in the same database, as it hakmawledge of VLANs Redand Blue.
This prevents ay traffic transmitted othe Red VLAN(PortX of theConnector) thais destinedor A, from

being bridgedto Port Y and transmitted dhe Blue VLAN.

The VLAN-aware Bridgemust leep its learning separate for Red and Blue; otherwise, the addrefises of
two clientswould be alternately leaed on diagoally opposite Ports as, foxample, trafic saurcedby A
reenters the Bridge dPort 4having previously beenseen orPort 1.

NOTE—Thisexample assumes that Spannifrge is disaked in the Connectorso that the VLAN-ware Bridge des
notattemp to suppessthe loop that appardy exists if VLANSs are not takn intoaccount.

A simplerexample can be constructed, with a singtet conneting the Connectoand the VLAN-avare
Bridge, if the Connectas itself VLAN-aware and transmits and reees only VLAN-tagged trdifc. In this
casethe Connector wuld allocate &ingle FID for uséoy Red and Blue. This is sivo in FigureB-2.

B.1.2 Duplicate MAC Addresses

The simplest xample ofa need forindependentVLAN Learning occurs whergwo (or more)distinct
devices in diferent partsof the netvork reuse the same inddual MAC Address, or whera single deice is
connected tanultiple LAN segments, and all of its LAN interaces uséhe same indidual MAC Address.
This isshovn in FigureB-3.
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VLAN-aware
Connector

(VLAN- aware Shared Learning for Red and Blue
Protocol sensitive
Bridge-Router)

port1| A learned in Red, B learned in Blue

Member Sets: port 3| A learned in Blue, B learned in Red
Red—Ports 1, 3 PVID
Blue—Ports 2, 3 = Discard Independent Learning
U 4 set Bridg e for Red and Blue
ntagged Sets:
PVID PVID
Red—Port 1 A learned in Red | =Red =Blue | B Jearned in Blue
Blue—Port 2 Port 1 Port 2
Client A Client B

Figure B-2—Con necting indep endent VLANs —2

Server
(VLAN-aware)|

Member Sets: Port 3
Red—Ports 1, 3 B gym .
Blue—Ports 2, 3 - pisear
Bridg e
Untagged Sets: PVID PVID
Red—Port 1 o Red = B'“‘; ,
Blue—Port 2 ort ort
Client A, Client B,
Address X Address X

Figur e B-3—Duplic ate MAC Addresses

The example shwrs two clients withaccesdo the same sermr; bothclients are using the same ividiual
MAC Address, X. If the Bridge shares learnimgfween VLAN Red (which seeg ClientA) and VLAN
Blue (which seres ClientB), i.e., the Bridgausesthe same FID for both VLANS, then Address X will
appear to mee betweerPorts1 and 2 of the Bridgejepending upowhich clienthas mostecentlytrans-
mitted a frame. Communication between these Clients and therssit therefore be seriousljisrupted.
Assignmenof distinct FIDs for Red and Bluensureshat communication can tallacecorrectly
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Hence, in order to construthis particlar VLAN confguration either an IVL Bridge oman SVL/IVL
Bridge would be regired.

B.1.3 Asymmetric VLANS

A primary xample of the requirement for SharedLAN Learning is found in “asymmetric” uses of
VLANSs. Under normal circumstances, a pair ofides communiating in a VLAN erironment will both
send and receg using thesame VLAN; havever, there are some circumstances in which it isrearentto
make se of two dstinct VLANS, one usedor A to transnit to B: the other used for Bto trarsmit to A. An
exampleof sud an application o¥/LANSs is shavn in Figure B-4. Notehat:

a) In the xample,the serer andboth clientsare assumed to BéLAN-unaware devices,i.e., they
transmit and reeive untaggedramesonly;

b) The ingress classdation rules assumen/ the xample are as difed in thisstandard, i.e., Port-
based classitationonly;

c) The coffiguration shavn can oly be achiered by maragement cofiguration of appropriate alues
in Static VLAN RegistrationEntries (8.11.9)n order to corifjure the indicated member setsd
untagged sets.

Member Sets:
Purple - Ports 1 and 2

Red - Port 3
Blue - Port 3 Untagged ! : Untagged Red
Purple traffic! , and Blue traffic
I

Untagged Sets: vl !
Purple - Ports 1 and 2 Port 3
Red - Port 3 PVID = Purple
Blue - Port 3 Bridg e

PVID PVID

= Red = Blue

Port 1 Port 2

e "\

/ Untagged\\ \

/
Untagged , /, Purple traffic, \ \ Untagged

Purple traﬁif/ / W\ \Blue traffic
/
y \
i/, / Untagged W\' N
¥ /,° Red traffic «
Client A Client B

Figure B-4—Asymmetric VLAN us e: “m ulti-netted server”

In the example, Port-based taggimrd anasymmetric AN configurationis usedin orderto permit Cli-
ents A and B access socommon seer, but to prohibitClients A andB from talkingto each other Exam-
plesof where thistype of conigurationmight berequiredare if the clients are on distinct IP subnets, if
there is someonfidentiality-relatecheedto s@regate trafic between the clients.

Client A transnits to the serer via Port 1, whih will classify this trafic as lelonging to VLAN Red;the
Bridge therefore learns ClientsAMAC Address on Pottin VLAN Red. The Serer transmits itsesponses

to Client A via Port 3, whichclassifes the return trafic as belmging to VLAN Purple. Ifindividual MAC
Address learning is coigiuredin the Bridge such tha¢arningis independent between Red and Purple (Red
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and Purpleare allocated to distinct FIDs), then the Bridge wilvéao knavledge of A in VLAN Purple,
andwill therefore floa the serer’s respnses to Client AnbothPort1 ard Port2. Corversely if Redand
Purple are défiedto share the same FID, then thdelieess informatiotearnedin Red will be &ailable for
use in forvarding the Purpléraffic, and the responses @ient A areforwarded onlythroughPort 1.

Similarly, thereis a need in this coigfuration for Bue and Purple to share learninfprmation; hencein
order for this confuration to achige its objectves, the Red, Blue, and Purple VIDs stibe alleated tahe
same FID in te Bridge.

Hence, in order to construct this panter VLAN configuration, either an SVL Bridgeor an SVL/IVL
Bridge would be regiired.

NOTE—The e&ample hasbeen deliberately simpiéd; in practical apfications,the central Bridgavould likely be
replaced  anumber of VLAN-avare Bridges, interconnected with links thaituld carry theraffic between clients and
server as VLAN-taggedriimeswith VLAN-tagging anduntaggirg occuring only at the“edge” Potts of the Bridged
LAN. An alternatie approach to the one descriltesle could alsdbe achiered eitheiby using a VLAN-avaresener, or
by use of moresophisticated Ingrss classi€ation ules.

B.1.4 Generic constrai nts on SVL and IVL use

This sulzlause describes the geal constrainton the mappingf VLANS to FIDs, from the pint of view
of a gven Bridge that learns from dorwards frameon a set of VLANs (the Bdge's “active set” of
VLANS). If

a) The indvidual MAC Addresse associated with elapointof attachment téheactive setof VLANs
areunique(i.e., the “Duplicate MA Addresgroblem” is nopresent)and

b) Thereis noBridge or Bridge-lile device thattakesframesfrom oneVLAN in the active set andsub-
sequetly transmits them on another VLAIN the actve sé&, then

every VLAN in the active setmay share the same FID;atherwords, indvidud MAC Address information
learned in ap one VLAN may be usedh forwarding decisiams talen relative to ary of the others, sthe
SVL approach can besedin thatBridge.

Further if

c) Eachbidirectional,individual MAC-Addressed, camrsationbetween pairs oéndstations mags
use ofthesameVLAN (ID) in both directionsthen

every VLAN in the acive setmaybe alocateda dstinct FID (with the passilili ty of a little extra flooding as
learning of addresses in one VLAN does not couteitho forvarding decisions for that address ity aher
VLAN). Under these circumstances, rule b) may also beactkaxd restatedsdollows:

d) Frames orone VMLAN in the actve setmay be receied ty (up to) one Bridge andtransmittedon
another VLAN in the actie set, preided that therés no loop in such VLAN to VLAN fonarding,
e.g., for a set of VLANs Red, Blue, Green,...etc., there is no logical loopyimgdpames between
VLANS, such as cogpng from Red to Greenybone Bridge, Green tBlue by anotherand Bue
backto Red ly a third.

So

e) If rulesa),b), andc) are trueand d) is false, for all VLANSs in the acte set, thereither an SVL or
an IVL Bridge canbe deplyed,;

f)  If rules a) and b) are truand c) and d) arafsefor all VLANSs in theadive set, then only an SVL
Bridge can be deplged;
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g) Ifrulesa)or b) or dare flse, and c) is truler all VLANS in the actie set, then onlgn IVL Bridge
can be deplged

The abee conditions are all on the basis thatytheply “for all VLANSs in the actie set.” Clearlyin more
comple scanarios, some VLANSN the actve set will hae requirements that dictate S\Hiehaior onthe
part of a gien Bridge, while others will hare requirements thatictatelVL behavior. Under such circum-
stances, an SVL/IVL Bridge is required, aling those VLANsthat needto be shared to bemapped to a
single FID, while those that needlie independent are mapptaddistinct FIDs. Needless to sayherever
an SVL orlVL Bridgecan be deplged, it can successfullyereplaced i an appropriatg configuredSVL/
IVL Bridge.

B.2 Configuring the Global VLAN Learning Constraints

Clause Bl described the requirements thatse for the two approaches tiearningin VLAN Bridges, clos-
ing with somegenericrules fa how to determine whethgior a given Bridge, SVL, IVL,or SVL/IV L can be
successfully depied. In VLAN Bridges, theset of requirements for Independent anddbaredVLAN
Learning isconfiguredas a setfoglobal VLAN Learning Castraintspecifications, usig the maragement
tools defnedin 1210.3. Two types of VLAN Learing Castraintare deifned in 8.11.7.2, which alsodeines
how the set of costraintsis usedin order to denre a valid mappirg of VIDs to FIDs.

The constraint speddations can beonstructed on a modular basisr Example, the comguration shavn
in FigureB-4 has a requirement for Shared VLANdraing béween VLANS Red, Blueand Purple. This
could be gpresseds follavs:

{Red S Purple};
{Blue SPurple}

with {Red S Blue}being implied l thetransitive natureof the SConstrant.

If we add asimilar sener access coigfurationin the same netark thatrequiresRedto share withyellow
and Orange, thenithcould be expressed as

{Red S Yelow};
{Orange S low}

with {Red S Orange}, Yellow S Blue}, {Yellow S Purple} {Orange S Blue}, and {OrangeRurple} being
implied by the transiive nature of the S Castrant.

Hence, Red, Blue, PurpleeNow and Orange are all required to map to the same FID in order for the set of
S Gonstraints (bothylicit and imgied) to ke met. The costraints that express that requirement arailbup

from their constitueh requirementspamely for Red andBlue toshare withPurpleto meet oe confgura-

tion needand for Red to share withefow and Orange to meanother

NOTE 1—Thefive VLANS in this example can be viged asforming a Shared Set; i.e., a set of VL&MNat hae a
mutual requirement to share lead irfformation—all membrs of a Shared Set must map to the same FIQ. An
seqience of S Constrais defnes o or more such Shared SetsyAwo Shared Sets can also map to the same FID as
long as, for ay pair of VLANS, one selecteddm each Shared Set, there ard @pnstraintghat require thatair of
VLANS to learn irdependetty. Hence, if thez are only S Constraints deéd, then all VLANs can be mapped to a single
FID.

Similarly, thel Constraints cabe added on modular basis. @ntinuingfrom the abore example,a Bridge-
Router (Figure B-1) mighbe present in theBridged LAN, which has the fefct of connecting VLANSs
Indigo and Greentogether thus creatinga requrementfor Indigo andGreen to kb indepenént. This could
beexpressedis
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{I'ndigo I 1};
{Green| 1}

A separate indeggmdence requirement mighe imposed ypthe fact that three statios, attached tindigo,
Vermilion, ard Red VLANS, all male useof the same indidual MAC Address.This could ke expresseds:

{I'ndigo | 2};
{Vermiion | 2},
{Red | 2}

Hence, {Irdigo, \ermilion, Red} have to be muually indepedent (assigad to distinct FIDs), {Indigo,
Green} have tobemutuallyindependent, and {Red, BluBurple, ¢llow, Orange} haeto be shared.

Theminimum number of FIDs regired to satisfithis total constraintspecficationisthree, e.g.:

FID A: Red, Blue, Piple, Yellow, Orange
FID B: Indigo
FID C: GreenyVermilion

although anequally valid allocaton for 3 FIDs is

FID A: Green,Red, Blue, Purpleyellow, Orange
FID B: Indigo
FID C: Vermilion

and an eqaly valid allocation usirg the maximummumber of FIDs that cdd be used for this set of con
straints and VLANS is:

FID A: Red, Blue, Piple, Yellow, Orange
FID B: Indigo

FID C: Green

FID D: Vermilion

NOTE 2—It can clearly beseen from thisxample that iis possible toadd further constraints that result in impossible
VID to FID mappings; for &ample, ifwe were to add {Indig S Red} or({Yellow | 3}, {Blue | 3}), then the result iat
least one paiof VLANS that have a requiremento both share the same FID and to use distinct FIDbasamdime.
Suchconifgurationsare &amplesof LearningConstrain inconsistencie$8.11.7.3).

The assumption behind these constrapécifcationsis thatthey are applied globallyin the senséhat dl
VLAN Bridges ina given Bridged LAN are confjured with the same set obnstraints. Thigs important,in
order toensure that each Bridge is in a positioréterminewhetheror not, gvenits current actre setof
VLANSs, it is capable of adopting @ID to FID mappingthat will sdisfy the specifed constraints. lit can-
not achige such a mappup(for ary of thereasons idntified in 811.7.3), thenit has detected a network mis-
configuration that can only be resad ly managemeninterention The maaged object spcification
12.10.3 proides a Notifcation for use in such circumstances, to alert a management stationxistiece
of the poblem.
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B.3 Inter operability

If the configurationof the Bridged LAN is such that it is not necessary toigoné ary VLAN Learning
Constraintsnto the Bridges, i.e.:

a) Thereareno instanes where tw (or more) pointsof attachmento differentLAN segments (and
different VLANs)male use of theameindividual MAC Address;

b) Thereareno instances where a Bridge re@si frames on onéLAN and transmitshem on aother
VLAN;

c) Thereis no asymmetric VLAN use.e., there iio pair of endstations for whictbidirectional, uni-
cast comersationsnale use of difierentVLANSs for eachdirection oftransmission,

thenit is possibeto freely inermix SVL, IVL, and SM/IVL Bridgesin that Bridged LAN, and thg can al
successfully interoperate.

If the confgurationof theBridgedLAN requires oa or moe S Caistraints (ancho | Castraints) tde con
figured irto the Bridges, then SVL and SVL/IVL Bridges can Isedireely; havever, IVL Bridges may
only be usedin locations vineretheir actie set & VLANs deesnot includeary pair of VLANS for which an
S Corstraint (either eplicit or implied) res beerdefined.

If the confguration of the Bridged LANequires tw or more | Constraints (ando SConstraints) tde
configured into the Bridges, then IVL and SVL/IVL Bridges can be used freelypren, SVL Bridges
may only be used in locatis whereheir active set of VLANs does not includary pair of VLANs for
which | Constraintswith the same Independent Set Ideitifhave been déhed.

If the configurationof the Bridged LAN requres bdh | Corstraints andS Constraints to &coniguredinto
the Bridges, then SVL/IVIBridges can be used freelypwever,

d) SVL Bridgesmay only be usd in locations wher¢heir actve set ofVLANs does notinclude ay
pair of VLANs for whichl Constrairs with the same Idepenént Set Idetifier have been defined,
and

e) IVL Bridges mayonly be used in locations whetigeir active setof VLANS does not include ap
pair of VLANsfor which an S Castraint (eitheexplicit, or implied) has been degd.
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Annex C

(informative)

MAC method dependent aspects of VLAN suppor t

This ann& examines the set of services, frame formats, a{CNnethods imolved in the pruision of
VLAN services across IEEE 802 LANs usidifferent MAC methodsand the mapping/bridging functions
necessary fothatprovision.

C.1 The variables

End station MAC Service users makuse of MAC datatransmission servicdhat cowey the following types
of information:

a) EthernetType-encaled (E)andLLC-encodedL) information (see 3.1 and 3.2);
b) Frames(either Eor L) in which any MAC Addresses embeddéd the MAC data arecarriedin
Canonical (Cpr Non-canonicaN) format;

NOTE 1—ThetermsCanonical fematandNon-canmical formataredescribed in AnneF.
c) Frameghat carry source-routing information)(R®r frames that arBridged transparently (T).

Hence, there are potentially eight combinatiohthesevariables, corresponding to eight distinct services,
asfollows:

d) E-C-T (Ethernet ¥pe-encodedzanonical, transparent),

e) E-C-R (Etherneflype-encoded, Canonicalpurce-routed),

f)  E-N-T (Ethernet §¥pe-encodedNon-canonicaltransparent),
g) E-N-R (Ethernefype-encoded, Non-canonical, souroeted),
h) L-C-T (LLC-encoded, Canonical, transparent),

i) L-C-R (LLC-ercoded, Canoical, saurce-raited),

j)  L-N-T (LLC-encoded, Non-canonical, transparent),

k) L-N-R (LLC-encoded, Non-canonical, source-routed),

Thesesenicesare spportedover two basic LAN typs:

[)  802.3/Etternet (C);
m) Token Ring/FDDI (R).

There are tw VLAN ervironments inolved:

n) Untagged frames (U);
0) Tagged franes(T).

This leads to a total of 32 potential frame/encapsulation formats to consider (8 X 2 X 2). Tié&rp@ssi-
ble one-way heterogeeous lridging functiors between thesearious LAN/VLAN ervironments; 48ym-
metiical (2-way) functions

The conbination o services ad ervironmerts isillustraed in Figure G1; italics indicae servces thahave
no urtaggedrepresetation on the MAC methodcorcerned
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FDDI
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_LCTCu | Token Ring/ CLCTRT
Ethernet
L-C-R/C,U FDDI L-C-RIRT
L-N-T/C,U L-N-T/R,T
----- 802.3/ o
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<—— > Ethernet Type-encoded, Canonical, transparent (E-C-T)

< — — — — FEthernet Type-encoded, Canonical, source-routed (E-C-R)

- - - - == + Ethernet Type-encoded, Non-canonical, transparent (E-N-T)
<— —— —» Ethernet Type-encoded, Non-canonical, source-routed (E-N-R)
- -------- * LLC-encoded, Canonical, transparent (L-C-T)

<— - — - — |LC-encoded, Canonical, source-routed (L-C-R)

-~ - — - — LLC-encoded, Non-canonical, transparent (L-N-T)

<— — — — — || C-encoded, Non-canonical, source-routed (L-N-R)

Figure C-1—Services and en vironments

FigureC-2illustratesthe heterogneots Bridgirg functions ivolved In this diagramthebridging functions

are lalelled H, Q orQ+H dependng upon whetherthe furction involves ISO/IEC 1182-5,IETF RFC1042,

and IETF RFC 139 frame translation802.1Q L. AN-tagging/untagging/tag trarslation, or a combination
of 802.1Q WL AN-tagging/untagging/tagtrarslation and ISO/IEC 1182-5, IETF RFC 102, ard IETF RFC

1390 frame traslation.

NOTE 2—Figure C-2 isnat intendedo represent a real LAN, simply to illustrate thegious Bridging functions.
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In both dagrams, th frameformass involved are idetified by three nitial lettersthat identify the service
provided, from the list of 8 services alm The fourth letter indicates the MIAnethod that carries the frame
(C orR), and the ffth letter indicateshe type oVLAN (U or T).

Token Ring/

FDDI, untagged
E-C-T/R,U
E-C-R/R,U
E-N-T/R,U
H 1
E-N-R/R,U Q
802.3/ Bl L-C-TIRU B5
Ethern et, ::E?//SS
untagged SRS
99 L-N-R/R,U
Token Ring/
E-C-TIC,U FDDI, tagged
Eoney
EN-RIC.U E-C-RIR T
o E-N-T/R,T
Cae [ " Y
L-N-T/C.U B6 L-CTR,T
L-N-RIC.U L-C-RIR.T
B L-N-T/R,T
L-N-R/R, T
Q+H
Q Q+H
B3
B2 B4
802.3/Ethern et, E-C-T/C,T L-C-TICT
tagged E-C-R/C, T L-C-R/C,T
E-N-T/C, T L-N-T/C,T
E-N-R/C, T L-N-R/C, T

Figur e C-2—Heterogeneous Brid ging fu nctio ns

C.2 Bridging functions

C.2.1 Bridging functi on B1

This function bridges between heterogens untagged VAN ervironments.The following frame trasla-
tions arenvolved

a) ISO/IEC 11802-5, IETF RFC 104and IETF RFC 1390 encapsulation/decapsulation for frames
carrying Ethernetylpe-encodd information;

b) ISO/INEC 158)2-3 cowersion fa frames carryig LLC-encodednformation.

c) Any requirements for translatidinom Canonical to Non-canonicaddresormat, or vice \ersa,
must be met itommunication is to be maintained betveen end staiins sepratedby this Bridging
function.

d) Any source-routed trét cannotbe relayed between thesevieanments, as there is no representa-
tion for source-routing iformationin untagged frames on 8)3/EthernetLANS.
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C.2.2 Bridging functi on B2

This function involvesVLAN entry(l to T) ard exit (T to I); it bridges betweenntaggedandtagged302.3
Ethernet emronments. Thérametranslations imolved are afollows:

a) Insertion ofEtherret-ercoded tagheadrs on VLAN entry;

b) Remuwal of Ethernet-encoded tag heaslen VLAN exit;

c) Translation of Non-canonical MAAddresses to Canonical &LAN exit;

d) Any source-routed tréit cannotbe relayed between theseviganments, as there is no representa-
tion for source-routing iformationin untagged frames on 803/EtrernetLANS.

NOTE—VLAN entry in Non-canonical formatoes not occyrasthe natve repesentation on 802.3/Ethernet is Canoni-
calformat. VLAN exit of Non-canonicainformationcan occur only if th&ridgeis capable of translating tlepresen-
tationof embedded M& Addresses ttheir Canonical fomat.

C.2.3 Bridging functi on B3

This functioninvolves MLAN entryand «it; it bridges letweentagged802 3/Ethernet ad untagged Ring
ervironmentsThefollowing frame translations areviolved:

a) For untaggedEthernefType-encodednformationon Token Ring/FDDI (VLAN entry): Remwal of
ISO/NEC 118®-5, IETF RFC D42, ard IETF RFC 130 ercapsulation, ash insertion of Ethernet-
encoded tag header;

b) For tagged Etternet Type-encoéd information on 82.3/Etheret (VLAN exit): Removal of tag
heackr and isertion of ISO/IEC 1182-5,IETF RFC 1@2,ard IETF RFC1390encapsulation;

c) For VLAN entry/exit with frames carryind.LC-encodedinformation: Insertion/remwal of Ether-
net-encaed tag heast;

d) Translation of MAC Addresseso the famat appropriate fothe destination Ringn VLAN exit;

e) Any source-routing information present in fhemeis presered; the Token Ring/FDDI RIFis cop-
ied into the E-RF in the Etherret-ercodedtag headeron VLAN entry (with the CFI/NCFI flags set
appropriately)and copiedack on &it.

NOTE—VLAN entry (tagged 802.3/Ethernet from untaggedk@ Ring/FDDI) inCanonical format normally occurs
only from ISO/IEC 9314-2asthe natve representation |SO/IEC 8802-5 is Non-canonical format, and for ISO/IEC
93142 is Camnical format. Hence, VLAN ¥t in Canonical format onto ISO/IEB302-5 can occwnly if the Bridge is
capableof translating theepresentatiorof embedded M& Addresses; i.e., of ceerting theframefrom Canoital on
802.3/Ethernet to Non-canical on ISO/IEC 8802-5. Similgr, VLAN exit in Non-canmical format onto ISO/IEC
93142 can occur onlyf the Bridgeis capablef corverting the frame froniNon-canoical on 802.3/Ethernet to Can-
ical on ISO/IEC B14-2.

C.2.4 Bridging functi on B4

This functionbridges between tagg@®2.3/Ethernet ahRing ervironments. Thefollowing frametrarsla-
tions arenvolved

a) For tagged Ethernetype-encodedhformation on ®kenRing/FDDI to 802.3/Ethernet: Rewval of
ISO/IEC 118025, IETFRFC 1042, and IETF RFC 1®Bencapsulatio, ard corversion dé the tag
header to th&thernet-encoded form;

b) For tagged Ethernetype-encaled information or802.3/Etlernetto Token Ring/FDDI: ISO/IEC
118025, IETF RFC1042 ard IETF RFC B90 encapsulationard corversionof the tagheader to
the SNAP-encaled fam;

c) For tagged frames carrying LLC-encoded informatioarversionof the tag header betwedine
SNAP-enco@d and Ethernet-encodéams;

14 Copyright © 1999 IEEE. All rights reserved.

Authorized licensed use limited to: University of Nebraska - Lincoln. Downloaded on November 30,2022 at 19:04:46 UTC from IEEE Xplore. Restrictions apply.

ARISTA NETWORKS, INC. EXHIBIT 1009
Arista Networks, Inc. v. Corrigent Corporation, IPR2023-00805, Page 190



IEEE
VIRTUAL BRIDGED LOCAL AREA NETWORKS Std 802.1Q-1998

d) Any source-routing information is presedsbetween these dronments i copying between the
Token Ring/FDDIRIF andthe E-RIF in theEthernet-encoded tag header

NOTE 1—This Bridging function isiot required to maify the formatof embeddedAC Addresses.
NOTE 2—In FDDI LANSs, source-routing fiearmationmaybe present eithén an E-RF within the tagheader or in the
nomal paition for a source-rotedframe.

C.2.5 Bridging functi on B5

This functioninvolvesVLAN entry aml exit; it bridges between taggednduntaggedRing ervironments.
Theframe translationwolved are a$ollows:

a) Insertion ofSNAP-encaled tag heagl on VLAN entry;
b) Remawal of SNAP-encoded tag header on VLANiE
c) Translation of MAC Addresseso the famat appropriate fothe destination Ringn VLAN exit;

d) Any source-routingnformation presenn the framds presered.

NOTE 1—VLAN entry in Carnical fomat normally occursnly from ISO/IEC 93142, as the nate representation on
ISO/IEC8802-5 isNon-camnical format, and for ISO/IEG3142 is Canonicaformat. HenceYLAN exit in Canonical
formatonto I1SO/IEC 8802-5 camccuronly if the Bridgeis capabe of translating theepresentation of embeddstAC
Addresses; i.e., of cwarting theframe from Candnal on 8023/Ethernet to Non-camical on ISO/IEC 8802-5. Simi-
larly, VLAN exit in Non-canonical fanat onto ISO/IE®314-2 caroccur only iftheBridge is capable of cerrting the
framefrom Non-canonicabn 802 3/Ethernet to Canonical d80O/IEC 9314-2.

NOTE 2—In FDDI LANS, source-routing formationmaybe present eithen an E-RF within the tagheader or in the
nomal pcsition for a source-rotedframe.

C.2.6 Bridging functi on B6

This functioninvolves MLAN entryand «it; it bridges letweenuntagyed &2.3/Etheret andtaged Ring
environmentsThefollowing frame translations areviolved:

a) For untagged Etlernet Type-encaled information on 802.3Ethernet (VLAN ertry): ISO/IEC
118025, IETFRFC 1042, and IETF RFQ390 encapsulation, and insertiorf 8NAP-encodedag
header;

b) For tagged Etherneflype-eroded information o Token Ring/FDDI (VLAN exit): Removal of
SNAP-enco@d tag headeand removal of ISO/IEC118@-5, IETF RFC 1042, andlIETF RFC 1300

encapsulation;

c) For VLAN entry/exit with frames carrying LLC-encoded informatiomnsertion/remwaal of SNAP-
encoded tag header;

d) Any source-routed trit cannotbe relayed between theseveanments, as there is no representa-
tion for source-routing iformationin untagyed frames on 803/EthernetLANS.

NOTE 1—VLAN ently in Non-canonical format does notcur as tle natve representatio on 82.3/Etherneis Caron-
ical format. VLAN «it of Non-canonical format can oacanly if the Bidge is capable of translating trepresentation
of emledded MAC Addresses; i.e., of ceerting the frame from Nenanonical format to Canonical format 862.3

Ethernet.
NOTE 2—In FDDI LANS, source-routing formationmaybe present eithen an E-RF within the tagheader or in the

nomal pcsition for a source-rotedframe.
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C.3 Frame formats

The following abbreviations are used in the descriptions offiteene formats inthis anng, with thefollow-

ing meanirgs:

AC AccessControl field—in Token Ring frames onlyseelSO/IEC 13802-5 and
Note belav)

RCI Ring ControlInformation—AC (if preset) plus FC felds

DA Destination MAC Address

SA Saurce MAC Address

PT Ethernet Protocolyipe

SPT SNAP-encoded Ethemet Protocol Type (C.6.1)

TPID Tag Protocol 109.3.1)

ETPID Ethernet-encod& TPID (9.3.11)

STRD SNAP-encodedrPID (9.3.12)

TCI Tag Control Information(9.3.2)

CFlI Canonical Brmat Indicator (9.3.2.2)

NCFI Non-canonical Brmat Indicator (9.3.3.5)

C Canonical

N Non-canonical

R E-RIF present

VID VLAN Identifier (9.3.2.3)

Len |IEEE Std 802.3-styleength/Type feld (C.6.2)

LLC LLC addessingard cantrol information as d&finedin ISO/IEC 15802-2

RIF Source-Routing Informatiorield (C.6.4)

E-RIF Embedded RIF (9.3.3, C.6.4)

C-Data MAC user data in which grembeddedMAC Addressearein Canonical format (C.6.3)

N-Data MAC user data in which grembeddedMAC Addressearein Non-canonical format

PAD Padding (C.6.5)

FCS FrameChek Sequence

In C.3.2,the possible frame formasse catgorized ly service type; irC.3.3 thg are catgorized ky bearer
MAC method and taging mettod.

NOTE—The tet in this ann& males the genedization of treatingthe FCfields in 8802-fand FDDI as if thg are the
same, in ader to simplify the descrijpns as muclas possible. Ineality, there are detailediffererces between FC
fields in the e MAC methods. When tratating between 8802-5 and FD e most lilely behaior is to propagte
the “LLC frame”indication andhe UserPriority field between théC octets orinput andoutput.

C.3.1 Structure of the ta gged frame

Figure C-3 illustrates the frame formats usedcarrying tagged Etérnet Type-ercoded irformation and
LLC-encocdkd information usig 88025 Token RingMAC method.

Figure C-4 illustrates the frame formats u$edcarrying tagged Etérnet Type-ercoded irformation and
LLC-encodd information usig FDDI MAC methods. Two forms oftagged framereshown:

a) The saurce-muted form in which the frane carries aRIF in the normalpaosition, following the
source MAC Addres. Thisform can onlybeusedon FDDI LANs that suppodource routing; and

b) Thetranspaent form in which anE-RIF is present in the tdgeader if thdrame carries Non-canon-
ical orsource-routed information.

Figure C-5 illustrates the frame formats usedcarrying tagged Etérnet Type-ertoded iformation and
LLC-encodd information on 80.3/EtlrernetMAC method.
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E-C-TIR,T L-C-T/R,T
E-N-T/R,T L-N-T/R, T
E-C-R/R, T L-C-R/IR,T
E-N-R/R,T Octet L-N-RIR,T Octet
AC 1 AC 1
FC 2 FC 2
3 3
DA DA
8 8
9 9
SA SA
14 14
RIF (15) RIF (15)
(0 <= R <= 30 octets) | (14+R) (0 <= R <= 30 octets) | (14+R)
Tag header: 15+R Tag header: 15+R
(STPID + TCI) (STPID + TCl)
CFI=CorN 24+R CFI=CorN 24+R
SPT + N data octets: | 29*R N LLC+ 25+R
C-Data or N-Data - c [())c;[ets. N-Dat
N -Data or N-Data | ---
(46 <=N <= 1470) | 32+R+N 24+R+N
33+R+N 25+R+N
FCS FCS
36+R+N 28+R+N

Figure C-3—Tagged frames on 8802-5 Token Ring LANs

As can be seefnom these diagrams#he major diferences betwedhe tggedframeformats in802.3/Ether-
net andToken Ring/FDDIMAC methodsre

c) The presence/absence of RRing Controlinformation);

d) The positiorof the RIF and E-RIFiélds;

e) Theencoding used to carry thegiProtocol Identifer (2octetsfor ETPID vs.8 octetsfor STPID);

f)  The encodingisedto carly Ethemnet Protocol Types(2 octetsfor PT vs.8 octets ér SPT)

g) The presence/absence of ttength/Type feld;

h)  The presence/absence of D field.

Thediagrams also illstrate the sintarities betveen:

i)  The famat of tagied frames on 8885 and the source-routefhrm of tagged frames oRDDI;
i)  The format of tagged frames on 802.3/Ethernetthatransparentorm of tagged frames on FDDI.

C.3.2 Frame formats b y service type
C.3.2.1 Frame formats for Eth ernet Type-encoded service

C.3.2.1.1 Ethernet Type-encoded, Canon ical, trans parent

E-C-T/IC,U: DA, SA, PT, C-Data, FCS

E-C-T/IC,T: DA, SA,ETPID, TCI (CFI=C),PT, C-Data,FCS

E-C-T/IR\U: RCI, DA, SA (RIl reset) SPT, C-Data,FCS

E-C-TIR,T: RCI, DA, SA (RIl reset) STPID, TCI (CFI=C), SPTC-Data, FCS
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E-C-R/RT sour ce-routed form L-C-R/R, T
E-N-R/R,T L-N-R/R,T
Octet Octet
FC 1 FC 1
2 2
DA DA
7 7
8 8
SA (RIl set) SA (RII set)
13
RIF 14 RIF 14
(2 <=R <=30o0ctets) | 13+R (2 <=R<=30o0ctets) | 13+R
Tag header: 14+R Tag header: 14+R
(STPID + TCI) (STPID + TCI)
CFl=CorN 23+R CFl=CorN 23+R
SPT + N data octets: | 24*R N LLC + 24+R
C-Data or N-Data c [;Jcttets. N-Dat
-Data or N-Data
(46 <=N<=1470) | 31,R+N 23+R+N
32+R+N 24+R+N
FCS FCS
35+R+N 27+R+N
E-C-T/IR,T L-C-T/R,T
E-N-T/R, T L-N-T/R,T
E-C-RIRT transpare nt form L-C-RIRT
E-N-R/R,T Octet L-N-R/R, T Octet
FC 1 FC 1
2 2
DA DA
7 7
8 8
SA (RIl reset) SA (Rl reset)
13 13
Tag header: 14 Tag header: 14
(STPID + TCI) (STPID + TClI)
CFI=CorR 23 CFI=CorR 23
E-RIF (0<=R<=30) |24 E-RIF (0 <= R <= 30) | 24
NCFI=CorN 23+R NCFI=CorN 23+R
SPT + N data octets: | 24+R N LLC + 24+R
C-Data or N-Data c [;)cttets. N-Dat
N -Data or N-Data | ---
(46 <=N<=1470) |31+R+N 23+R+N
32+R+N 24+R+N
FCS FCS
35+R+N 27+R+N

Figur e C-4—Tagged frames on FDDI LANs

C.3.2.1.2 Ethernet Type-encoded, Canon ical, source-routed

E-C-R/C,U:
E-C-R/CT
E-C-R/R,U:
E-C-RIR,T

E-C-R/IR,T

158

No representatiopossible

DA, SA,ETPID, TCI (CFI=R), PTE-RIF (NCFI=C), C-DatakCS

RCI, DA, SA (RII set), RIFSPT, C-DataFCS

RCI, DA, SA (Rl set), RIFSTPID, TCI (CFI=C), SPTC-Data, FGS
(souce-routedform)

RCI, DA, SA (RIl reset) STPID, TCI (CFI=R), E-RIF (NCFI=C), SPTC-Data,FCS
(transpaent form)
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E-N-T/C,U: No representatiopossible
E-N-T/C,T. DA, SA,ETPID, TCI (CFI=R),PT, E-RIF (NCFI=N),N-Data, FCS
E-N-T/R,U: RCI, DA, SA (RIl reset) SPT, N-Data,FCS
E-N-T/R,T. RCI, DA, SA (RIl reset) STPID, TCI (CFI =N), SPT N-Data, FCS
(8802-5 Dken Ringform)
E-N-T/R,T. RCI, DA, SA (Rl reset) STPID,TCI (CFI=R), E-RIF (NCFI=N), SPIN-Datg FCS
(FDDI form)
E-C-T/C,T Octet L-C-T/C.T Octet
1 1
DA DA
6 6
7 7
SA 12 SA 12
13 13
Tag header: ETPID ig Tag header: ETPID |14
+TCI,CFI=C = 15
16 + TCIl, CFI=C 16
17 17
PT 18 LEN 18
19 . 19
N C-Data octets N octets:
LLC + C-Data + PAD
(46 <= N <= 1496) (42 <= N <= 1496)
N+18 N+18
N+19 N+19
FCS FCS
N+22 N+22
E-N-T/C,T L-N-T/C, T
E-C-R/IC,T o L-C-R/C, T
E-N-R/C,T ctet L-N-R/C.T Octet
1 1
DA DA
6 6
7 7
SA 12 SA 12
13 13
Tag header: ETPID |14 Tag header: ETPID |14
+TCI, CFI=R 15 +TCI, CFI=R 15
________ 16 I e
PT i; LEN i;
E-RIF 19 E-RIF 19
(2<=R<=30) (2 <=R<=230)
NCFI=CorN R+18 NCFI=CorN  |R+18
R+19 N octets: R+19
N octets: LLC + C-Data + PAD or
C-Data or N-Data LLC + N-Data + PAD
(46 <= N <= 1470) (42-R <= N <= 1470)
R+N+18 R+N+18
R+N+19 R+N+19
FCS FCS
R+N+22 R+N+22

Figure C-5—Tagged fram es on 802.3/Eth ernet LANs
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C.3.2.1.4 Ethernet Type-enco ded, Non- canonical, sour ce-routed

E-N-R/C,U:

E-N-R/C,T.

E-N-R/R,U:

E-N-R/R,T:

E-N-R/R,T.

No representatiopossible

DA, SA, ETPID, TCI (CFI=R),PT, E-RIF (NCFI=N),N-Data, FCS

RCI, DA, SA (RIl set), RIFSPT N-Data,FCS

RCI, DA, SA (RIl set) RIF, STAD, TCI (CFI=N), SFT, N-Data,FCS
(souce-outedform)

RCI, DA, SA (RIl reset) STPID,TCI (CFI=R), E-RIF (NCFI=N), N-DatahCS
(transpaent form)

C.3.2.2 Frame formats for LL C-encoded service

C.3.2.2.1 LLC-encoded, Canonical, transparent

L-C-T/C\U:
L-C-T/C,T:
L-C-T/R\U:
L-C-T/R,T:

DA, SA,LEN, LLC, C-Data,PAD, FCS

DA, SA,ETPID, TCI (CFI=C),LEN, LLC, C-Data, RD, FCS
RCI, DA, SA (RIl reset)LLC, C-Data, FCS

RCI, DA, SA (RIl reset) STPID,TCI (CFI=C), LLC, C-DatafCS

C.3.2.2.2 LLC-encoded , Canonical, sour ce-routed

L-C-R/C,U:

L-C-R/C,T.

L-C-R/R,U:

L-C-R/R,T.

L-C-R/R,T.

No representatiopossible

DA, SA,ETPID, TCI (CFI=R),LEN, E-RIF (NCFI=C),LLC, C-Data,PAD, FCS

RCI, DA, SA (RIl set), RIFLLC, C-Data, FCS

RCI, DA, SA (RIl set), RIFSTPID, TCI (CFI=C),LLC, C-Data,FCS
(souce-outedform)

RCI, DA, SA (Rl reset) STPID,TCI (CFI=R), E-RIF (NCFI=C), LLC, C-Data, FCS
(transpaent form)

C.3.2.2.3 LLC-encoded, Non-canonical, transp arent

L-N-T/C,U:
L-N-T/C,T:
L-N-T/R,U:
L-N-T/R,T:

L-N-T/R,T:

No representatiopossible

DA, SA,ETPID, TCI (CFI=R),LEN, E-RIF (NCFI=N), LLC, N-Datg PAD, FCS
RCI, DA, SA (RIl reset)L LC, N-Data, FCS

RCI, DA, SA (RIl reset) STPID, TCI (CFI=N), LLC, N-Data,FCS

(8802-5 Dken Ringform)

RCI, DA, SA (Rl reset) STPID, TCI (CFI=R), E-RIF (NCFI=N), LIC, N-Data,FCS
(FDDI form)

C.3.2.2.4 LLC-encoded, Non-canonical, sour ce-routed

L-N-R/C,U:

L-N-R/C,T:
L-N-R/R,U:
L-N-R/R,T:

L-N-R/R,T:

160

No representatiopossible

DA, SA, ETPID, TCI (CFI=R),LEN, E-RIF (NCFI=N), LLC, N-Data FAD, FCS
RCI, DA, SA (RIl set), RIFLLC, N-Data,FCS

RCI, DA, SA (RIl set), RIFSTPID,TCI (CFI=N), LLC, N-Data, FCS
(souce-outedform)

RCI, DA, SA (RIl reset) STPID,TCI (CFI=R), E-RIF (NCFI=N), LIC, N-Data,FCS
(transpaent form)
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C.3.3 Frame formats b y MAC method type and ta gging method
C.3.3.1 Frame formats for 802.3/Ethernet MAC methods

C.3.3.1.1 802.3/Ethernet, untagged

E-C-T/IC\U: DA, SA, PT, C-Data, FCS

E-C-R/C,U: No representatiopossible

E-N-T/C,U: No representatiopossible
E-N-R/C,U: No representatiopossible

L-C-T/C\U: DA, SA,LEN, LLC, C-Data,PAD, FCS
L-C-R/C,U: No representatiopossible
L-N-T/C,U: No representatiopossible

L-N-R/C,U: No representatiopossible
C.3.3.1.2 802.3/Ethernet, tagged

E-C-TIC,T: DA, SA, ETPID, TCI (CFI=C),PT, C-Data,FCS

E-C-R/CT DA, SA,ETPID, TCI (CFI=R), PTE-RIF (NCFI=C), C-DatakCS
E-N-T/C,T. DA, SA,ETPID, TCI (CFI=R),PT, E-RIF (NCFI=N),N-Data, FCS
E-N-R/C,T. DA, SA, ETPID, TCI (CFI=R),PT, E-RIF (NCFI=N),N-Data, FCS

L-C-T/C,T: DA, SA,ETPID, TCI (CFI=C),LEN, LLC, C-Data, RD, FCS
L-C-R/C,T. DA, SA,ETPID, TCI (CFI=R),LEN, E-RIF (NCFI=C),LLC, C-Data,PAD, FCS
L-N-T/C,T: DA, SA,ETPID, TCI (CFI=R),LEN, E-RIF (NCFI=N), LLC, N-Datg PAD, FCS

L-N-R/C,T: DA, SA,ETPID, TCI (CFI=R),LEN, E-RIF (NCFI=N), LLC, N-Data PAD, FCS
C.3.3.2 Frame formats for Token Rin g/FDDI MAC methods

C.3.3.2.1 Token Ring /FDDI, untagged

E-C-TIRU: RCI, DA, SA (Rl reset) SPT, C-Data,FCS

E-C-R/R,U: RCI, DA, SA (Rl set), RIFSPT C-DataFCS

E-N-T/R,U: RCI, DA, SA (RIl reset) SPT, N-Data,FCS
E-N-R/R,U: RCI, DA, SA (Rl set), RIFSPT, N-Data,FCS

L-C-T/R\U: RCI, DA, SA (RIl reset)LLC, C-Data, FCS
L-C-R/R,U: RCI, DA, SA (RII set), RIFLLC, C-Data, FCS
L-N-T/R,U: RCI, DA, SA (RIl reset)LLC, N-Data, FCS

L-N-R/R,U: RCI, DA, SA (RIl set), RIFLLC, N-Data,FCS
C.3.3.2.2 Token Ring /FDDI, tagged

E-C-TIRT: RCI, DA, SA (RIl reset) STPID,TCI (CFI=C), SPTC-Data, FCS

E-C-R/IR,T RCI, DA, SA (RIl set), RIESTPID,TCI (CFI=C), SPTC-Data, FG
(souce-outedform)

E-C-R/R,T RCI, DA, SA (RIl reset) STPID,TCI (CFI=R), E-RIF (NCFI=C), SPTC-Data,FCS
(transpaent form)

E-N-T/R,T: RCI, DA, SA (RIl reset),STAD, TCI (CFI=N), SPT, N-Data,FCS
(8802-5 Dken Ringform)

E-N-T/R,T. RCI, DA, SA (RIl reset) STPID,TCI (CFI=R), E-RIF (NCFI=N), SPIN-Datg FCS
(FDDI form)

E-N-R/R,T: RCI, DA, SA (RIl set) RIF, STAD, TCI (CFI=N), SFT, N-Data,FCS
(souce-routedform)

E-N-R/R,T. RCI, DA, SA (Rl reset) STPID,TCI (CFI=R), E-RIF (NCFI=N), N-Datak-CS
(transpaent form)
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L-C-T/R,T: RCI, DA, SA (RIl reset) STPID,TCI (CFI=C), LLC, C-DatafCS

L-C-R/R,T. RCI, DA, SA (RII set), RIESTPID, TCI (CFI=C),LLC, C-Data,FCS
(souce-outedform)

L-C-R/R,T. RCI, DA, SA (RIl reset) STPID,TCI (CFI=R), E-RIF (NCFI=C), LLC, C-Data, FCS
(transpaent form)

L-N-T/R,T: RCI, DA, SA (Rll reset) STPID,TCI (CFI=N), LLC, N-Data,FCS
(8802-5 Dken Ringform)

L-N-T/R,T: RCI, DA, SA (RIl reset) STPID,TCI (CFI=R), E-RIF (NCFI=N), LIC, N-Data,FCS
(FDDI form)

L-N-R/R,T: RCI, DA, SA (RII set), RIFSTPID, TCI (CFI=N), LLC, N-Data, FCS
(souce-outedform)

L-N-R/R,T: RCI, DA, SA (RIl reset) STPID,TCI (CFI=R), E-RIF (NCFI=N), LIC, N-Data,FCS
(transpaent form)

C.4 Procedures f or tagging, unta gging, and rela ying ta gged frames

The formaldefinition of the proceduresvherely tag headers are adtland remwed, and tagged fraraare
relayed are embodied Clauses and 8. This informadlescriptionis includedin order to add clarityo the
formal defnition of the process.

C.4.1 Tagging

The following subclauses deribethe translationthat are performed wheam untagged framés relayed in
tageed form.

C.4.1.1 MAC header information

The RCI, DA, SA andRIF fields (if supported in thesourceframe ad/or destinatiorMAC methods) are
translated from their representationtlie sourcdrameinto the equialent representi®n in the destination
frame inaccordance with the procedudsscribedn ISO/IEC15802-3. This will resulin

a) Preseration of the AC (TokenRing to Token Ringonly) andFC fields (bken Rng/FDDI to Token
Ring/FDDI only);

b) Translation of the B and SA into their equalentrepresentation in the destination KAnethods;

c) Preserdtion of the RIF field, if present; either in itscorventional position (@ken Ring/FDDI to
Token Ring/FDDI, saurce-roded form)or within thetagheader (6kenRing/FDDI to 8023/Ether-
netor FDDI, transparerfbrm).

NOTE—The aliity of the tagheadeto carrysouce-routing information across 802.3/Ethernet LANs does not imply a
requirement orthe prt of a pure 802.3/Ethernet Bridge to support source routing. This capabilityidgat simply to
allow traffic that originatesn, andis destined fqrasaurce-routed erironmert to transitas tagged &ffic acrossa ron-
source-ratedervironment. Similarlythis capabilityallows source-routed tra€ to transit arFDDI network that isoth-
erwise unake to supporsource routing.

C.4.1.2 Tag header insertion

The tag header is inserted immediately fwilog the SA feld (if no RIFis preset in the destination frame)
orimmediately follaving the RIF feld (if RIF ispresenin the destinatioframe). Theheader contains

a) An Etherret-ercoded TPID (destiation MAC mettod is 8@.3/Etrernet) or aSnapencaled TPID
(destiration MAC methodis TokenRing/FDDI);

b) A TCI field, asfollows:
1) The user_priorityigld is set in accordance withe procedureescribedn ISO/IEC 15802-3;
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2) The CFlflag, indicating C/N (882-5 Token Ring, andsaurce-raitedFDDI MAC methals), o
C/[RIF present] (802.3/EtmaetandtransparenEDDI MAC methods), in accordance with the
formatof the MAC user data;

3) TheVID fieldis set to tle VID of the VLAN to which the sourcérame belongs.

c) An E-RIF field,immediately follaving the Length/Jpefield (802.3/Ethernet and transpar&DDI

MAC metlods), if the frame is carryingdw-canonical eéa andor source-routingnformation. The

NCFI in theRIF indicates Cor N, in accordance witthe formatof theMAC user data.

C.4.1.3 Ethernet Type-encoded data

If the MAC userdatacarries Ethernetype-encoded datag., the protocolidentifier is an Ethernetype
value oran Ethernet yipe \aluethat hasheenSNAP encodeds describeth ISO/IEC 15802-3 and ISO/IEC
11802-5, andif the frameis being relayedetween dfering MAC methals (802.3/Etheret to or from
Token Ring/FDDI),thenthedatais translated from its source formatthe format appropriate the destina-
tion MAC method in accordance with the proceduwtescribedn ISO/IEC 15802-3 and ISO/IEC 11802-5.

C.4.14FCS

When tagging a framand performing the attendailfd translationsit is necessarjo recomputeéhe Frame
CheckSequence (FCSjeld of the taggedframe. As stated it5O/IEC 15802-3, 6.3.7, the Bridge shall not
introduce additioal undetected frame errors as a hestisuchFCSrecomputation

NOTE—Wherenecessary irorder to presete theprotection aforded ly the original FCS, its possible to incrementally
computethe nev FCS \due, based orthe originalFCS, adjusted fothe rew fields added and tHfeamelength. This
technique, andther techniques for preserving FCS grity, arediscussed in ISO/IEC58®-3, Ann& G.

C.4.2 Untagging

The following subclauses describe the frame translations that are performed whewed tagged frame is
relayed in utaggedformat.

C.4.2.1 MAC header information

The RCI, DA, SA andRIF or E-RIFfields (if suppdedin the souce frame ad/or destimtion MAC meth
ods) are translated from their representation in the sénanoeinto the equialent representation thedes-
tination frame in accordance withe procedures describedI80O/IEC 15802-3. Thisvill result in

a) Preserdtion of the AC (TokenRing to Token Ringonly) andFC fields (Token Rng/FDDI to Token
Ring/FDDI only);

b) Translation of the B and SA into their equélentrepresentation in the destination KAnethod,;

c) Preserdtion ofary source-routing informatiocarried in thesource frame, if presentaif the des-
tination MAC methods a Token Ring/FDDI LAN thatsupports sairce routing (If the saurce MAC
method is 802.3/Ethernet or transparent FDDI thiedtag headeracries an E-RIF in which theTR
field indicdes atransparent framehen the E-R- isnot considered to be carryiagy source-rout-
ing information.)

C.4.2.2 Tag header
Thetag headeis removed.
C.4.2.3 Ethernet Type-encoded data

If theframecarries Ethernetype-encodedlata,i.e., theprotocol identifer is an Ethernetyipe \dlue or an
Ethernet Ype \alue that has been SKP encoded aglescribed in ISO/IEA58023 and ISO/IEC118025,
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and if the frame is being relayed betweerieding MAC metlods (82.3/Etheret to orfrom Token Ring/
FDDI), then the dat#s translated from its source formatthe format appropriate tihe destination MAC
methodin accordancavith thewith theprocedures described in ISO/IEC 1580248 $50O/IEC11802-5.

C.4.2.4 Address translation

If the CFI/NCFI information in the taggdrhme indicates that embedtaddresses are being carried in a
format inappropriate to the destinatidAC methodthen itis necessary either to transldtee addresses
from C toN or vice \ersa, or taliscard thdrameif such translation is not supported the Bridge.

C.425FCS

Whenremoving a frane’s VLAN tag and performing thettandant ifeld translations, iis necessary to
recompute the Fram@heck Sequence (FCSgfd of thetaggedrame. As stateth ISO/IEC 15802-36.3.7,
the Bridge shalhot introduce additional undetected fraereorsas aresult ofsuchFCSrecomputation.

NOTE—Wherenecessary irorder to presete theprotection aforded ly the original FCS, its possible to incrementally
computethe nev FCS \due, based orthe originalFCS, adjusted fothe rew fields added and tffeamelength. This
technique, andther techniques for preserving FCS grity, arediscussed in ISO/IEC58®-3, Ann& G.

C.4.3 Relaying tagged frames

The following subclauses describthe frame translationthat areperformedwhen a receed tgygedframe
is relayed in taggedformat

C.4.3.1 MAC header information

The RCI, DA, andSA (if supportedn thesource frame and/or destination frame formatejranslated from
their representation in the source frame into thevedpnt representation in the destination frame in accor-
dance with the procedesdescribedin ISO/IEC15802 3.

For source-routed dken Ring/FDDI to 802.3/Ethernet or transparent FDDI, the Réfdf(if present) is
translated into th&-RIF field of thedestination frame

For relay betwea source-routed dken Ring/FDDlervironments, théRIF (if present)s copied into the RIF
field of the destiation frame.

For 802.3/Ethernebr transparent FDDI tsource-routed dken Ring/FDDI, the E-RF field, if presentjs
translatednto the RIFof the destination framewith the NCFIbit reset, unless the E-RIF indicates ttiet
frame is aransparent frame, in which case, the E-RIF is discarded.

This will resultin

a) Preserdtion of the AC (TokenRing to Token Ring only) andFC fields (Token Rng/FDDI to Token
Ring/FDDI only);

b) Translation of the B and SA into their equalentrepresentation in the destination KAnethod;

c) Preseration of ary informationcarried in the E-R or RIFfield, if presenandif it carries source-
routing irformation
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C.4.3.2 Tag header
If the source andestination MAC methods dfer, thetagheader is modiédas follows:

a) The TPID feld is set in accordance with tbestination MAC method. ArEthernet-encoded TPID
is used whre tte destination MAC methodis 802.3/Etheret; a Sap-ercoded TPID is used vére
the destination MAC methodis TokenRing/FDDI,

b) The information carried in the User Priority and ViBlfisin the TClare copied unchanged irtfoe
destination frame'TCI.

c) If the sourcanddestination MAC methodsare of the same type, then the CFI (and,RIpresant in
802.3/Etternet) are copied unchged into the destinatiotag header

d) If the source andestination MAC methods dffr, then the CFI information in treource tag header
is translated intdhe formatappropriate for the destination tag header

C.4.3.3 Ethernet Type-encoded data

If theframecarries Ethernetype-encodedlata,i.e., theprotocol identifer is an Ethernetyipe \alue or an
Ethernet Ype \alue that has been SHP encoded aslescribed in ISO/IEA58023 and ISO/IEC118025,
and if the frame is being relayed betweeffiedihg MAC metlods (82.3/Etheret to orfrom Token Ring/
FDDI), then the dat#s translated from its source formatthe format appropriate tihe destination MAC
methodin accordancevith thewith theprocedures described in ISO/IEC 1580278 50/IEC11802-5.

C.43.4FCS

When relaying tagged frames, if it is necessary to perfogpnatiendant feld translations, then it is necessary
to recomputethe Frame Check Sequence GyQield of the taggedrame. As stated iNnSO/IEC 15802-3,
6.3.7, theBridgeshall not introducedditional undetecteflameerrors @ aresult ofsuch FCSecomputation.

NOTE—Wherenecessary irorder to presese theprotection aforded ly the original FCS, its possible to incrementally
computethe nev FCS \due, based orthe originalFCS, adjusted fothe rew fields added and tifeamelength. This
technique andther techniques fgsreserving FCS inggity are dscussedh ISO/IEC 158®-3, Annex G.

C.4.4 Padding and frame siz e considerations
C.4.4.1 Treatment of P AD fields in IEEE S td 802.3 frames

The minimum frame size constraint placed on 802.3/Ethernet frapgise® frames to carry zero or more
padoctes following the MAC client data, h order b ersure thatno frame of total length less tlan 64 octets

is transmittedbn themedium.This mears that frames fwose @erall length wouldbtherwise be less thaé4
octetsin lengthhave (64-len) octets bpadding added after the MAC client dita, where lens the size ofthe
frame before padding.

Whentagged frames are transmittegl & Bridge on an IEEEStd 802.3 MAC, therearetwo permisible
approaches (7.2):

a) Keep the minimunframe sizegeneratedby the Bridge equab 64 octets. This implies thtétenum-
ber of padoctetsin a receved untagged IEEEStd 802.3 frame wuld bereduced ¥ up to 4octets
whenthat frame \as tagged;

b) Adopta mnimumtagged frame lenth of 68 octet This inplies that the nmber of paddctets in a
receved untagged IEEE Std 802.3 frameuwdd not be adjusted when tagging such frames; equally
if subsequently untagged, no padiustment wuld be necessary before transmission on 802.3/Eth-
ernet.
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There is asimilar choiceto bemade in endtations thageneratéagged framg

c) In some ®isting implementations, the digion as to whether pad octet® needed wilbemade at a
point where it isimpracticalto distinguish betweetaggedanduntaggedframes. In these casdke
endstaton will use aminimum frame size of64 octets fo all frames;

d) In other cases, thpadding decision will be tadn at a pant before it is krown whether tke frame will
be transntted taggdor untagyed.In thesecases, the endagion will use a mnimum tagged frame
size of68 octets,and aminimum of 64 octets fa untagged frames.

The abwe approachesare all consistent with the IEEE Std 802.3 fraspecifcation, as ameded ly IEEE
Std 8023ac-198.

The implicationof thisis that, for correct operatiazn 802.3/Ethernesgll deviceshave to be capablef cor-
rectly handing taggedframes of less #m 68 octets itength(C.4.4.3.

C.4.4.2 Maximum PDU size

VLAN tagging of an untagged frame, or relaying frames in tagged ffamm®t, can result in an increase
the lergth of the origiral frame If transmissia of a given frame intagged frame format throbgagiven des-
tination Port would resut in violation of the maximum PDU size fa the destiation MAC method, the
Bridge discardshe frame for thatlestination Port.

NOTE—Violation of the maximum PDU sizes for destinatiMAC methals can poduce undefed results iBridged
LANSs that contairdevices that adherstrictly to these maxima, or in MAmetlodswhere these maxima airgherently
constrained Y the opesation of the MAC method itselfe.g., constrainetly timing considerations ithe MAC state
machines.

IEEE Std8023ac-1998 defies an rtension to the normal 802r8aximumframesize forthe specifc pur-
poseof accommodatinghe additionabctets othe VLAN tag headerTheexample frame translations in this
anne make use ofthis extension to tk 802.3 frame size.

C.4.4.3 Minimum PDU size
VLAN untagging ofa tagged frame results in the original frame decreasitength.
Wherethe destinatioMAC is CSMA/CD:

a) If untagging a gven frame would result in violationof the minimum framelength requirementsfo
CSMA/CD, the Bridgeis requiredo adjustthe FAD field to exsurethat theframelength equals the
minimum lengh of 64 octets (72 andC.4.4.1);

b) If a frameis transmitted in taggedrame format, théBridge may adopt aminimum tagged frame
length of either 64 or 68 octets, as animplementtion option. If the latter is closen, theBridge
adjusts the size of tHeAD field on transmission for grtagged framéhat is lesghan 68 octetfn
length (7.2, C.4.4.1).

C.5 Frame translations f or diff erent MA C methods

Examples of thérame translations that can occur wiagruntagged frame is translatedo a tagged frame,
and whertaggedrames areelayed, are illustrated in tHellowing clauses.

Subclauses 6.1 andC.5.2 describe the translatiotigt canoccur when untaggeframeson 802.3/Ether-
net, andToken Ring/FDDI are translated into the tagdeasimeformat. C.5.3 describethe translations that
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can ocur when aagged framés relayed betweediffering MAC methods inaggel format. In each sub-
clausethe folloving cases are sho:

a) Theuntagged frame carried Etherngp&-encodedhformation;
b) The untaggeframecarriedLLC-encodednformation.

NOTE—In developing the &ampletranslations, té field sizes on 802.3/Ethernet\ebeen calculated using theEE
Std 82.3ac-998 atension to the staad maximum frameize (normally 1518 octetdEEE Std 8@.3ac-198 allavs
the maximum frame size to betended i 4 octets for thepecifc purpose ofaccommodatinghe tagheader

C.5.1 Tagging of unta gged 802.3/Ethernet frames
C.5.1.1 Ethernet T ype-enco ded inf ormatio n on 802.3/Ethernet LAN to tagged frame f ormat

Figure C-6illustrates tle translatiorbetweenan untagyed EthernetType-encodd frame a 802.3/Ethernet
(E-C-T/C,U)and atagged frame 0B802.3/EthernetE-C-T/C,T).

E-C-T/C,U E-C-T/C,T
DA (6 octets) « — — — DA (6 octets)
SA (6 octets) « — — — | SA(6octets)
PT (2 octets) e ETPID (2 octets)
C-Data (46—1500 octets) v > TCI, CFI=C (2 octets)

~
~
FCS (4 octets) - ~ > 4l PT (2 octets)
(Min 64, Max 1518 octets) > = - C-Data (46—1500 octets)
h 4| FCS (4 octets, recomputed)

(Min 68, Max 1522 octets)

Figure C-6—Translation between E-C-T/C,U a nd E-C-T/C,T

Thefollowing translations are required in ordertag an E-C-T/QJ frameon 802.3/Ethernet:

a) TheSA andDA fields are copied unchanged;

b) The ETPIDand TCI are inserteayith CFI=C;

c) The PT and C-Datadlds are copied unchanged;
d) The FCS is recomputed.

Remoal of the tagnvolves the reerse othis process.
This form of tagging causéBe origind frame sizeo beincreased ¥4 octets.

Figure C-T7illustrates tle translatiorbetweeran untagyed EthernetType-encodd frame a 802.3/Ethernet
(E-C-T/C,U)and atagged frame oioken Ring/FDDI(E-C-T/R,T).

Thefollowing translations are required in ordertag an E-C-T/QJ frameon a Token Ring/FDDILAN:

e) The appropriateariant of theRCl field is added;
f)  The DA and SAfieldscarrythesameMAC Addressess in theoriginal frame;
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NOTE—The meanig of the wording usedn f) (and inother instances in thennex where this formof words is used) is
that theMAC Addresses ithe originalandtranslated framesyhenrepreseted using the hedecimal notatiodefined
in Clause 5 of EEE Standard 802, @athesame.

g) The STPIDandTClI areinsertedwith CFI=C;

h) The PT is translateidto the ISO/IEC11802-5, IETHRFC 1042, and IETF RFC 1390-encodedn
(SPT);

i)  The C-Dataikld is copiel unchanged;

i)  The FCS is recomputed.

Removal of the tagnvolves the reerse othis process.

This form oftagging causes #¢original frame size to be increasbd 17 octets for FDDbr 18 octets fo

Token Ring.
E-C-T/C,U E-C-T/IR,T

DA (6 octets) - _ RCI (1/2 octets)

SA (6 octets) - _ T~ - DA (6 octets)

PT (2 octets) - T~ | SA (6 octets)

C-Data (46—1500 octets) v STPID (8 octets)

FCS (4 octets) v TCI, CFI=C (2 octets)

(Max 1518 octets) N N S N h A SPT (8 octets)
N W C-Dam (46-1500 octets)
h | FCS (4 octets, recomputed)

(Max 1535 octets on FDDI,
1536 octets on Token Ring)

Figure C-7—Translation between E-C-T/C,U and E-C-T/R,T

NOTE—In translational /LAN -unavare) bridgingbetween 803/Ethernet andRing LANs, anEthernet Ype-encoded
frameincreases in sizeyti7 octets orFDDI, ard 8 octets on dken Ring.

Translations folE-C-R/C,U, E-N-T/C,UandE-N-R/C,U to their equidlent tagged frame formafg-C-R/
C,T, E-N-T/CT, and E-N-R/C,T on 802.3/Ethernet, and E-C-R/EEIN-T/R,T and E-N-R/R,T ondken
Ring/FDDI) cannd be shavn, as tltereis no represetation for sich wuntagged frames @ 802.3/Ethernet
LANSs. Similarly, translationof the tagged frames E-C-R/C.E-N-R/C,T E-N-R/R,T, and E-C-R/R,Tto
untaggedframes on 8R.3Ethernet is not pssilde, as it involves lossof the source-routing information.
Translation of the remaining Non-canonical, transparent tagged faamats intoE-C-T/C,U is possible,
but only if the Bridge is capablef translating Norcanaical datato its Canonical form.

C.5.1.2 LLC-enco ded information on 802.3/Ethernetto tagged frame format

FigureC-8illustrates the tragtation between an untaged frame on 802.3/Ethestcarrying LLC-encaled
information(L-C-T/C,U) anda taggedrame m 802.3/Etheret (L-C-T/C,T).

Tagging an L-C-T/C,Urameon 802.3/Ethernet LANSs requires the faliog frame translations:

a) TheDA andSA fields are copied unchanged;
b) Insert ETPID and TCliélds with CFI=C;
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c) Len,LLC and C-Dataitlds are copied unchanged,;

d) The FAD may either be cpied uncranged(giving a minmum taggedframesize of68 cctets), @
reducedby up to 4 atets (gving a minimum taggedrame size 664 octets), as an implemition
option;

NOTE—If the acual length ofthe datgportion ofthe frane isinconsstentwith thevalue hdd in LEN, then hisinconss-
teng is nd corrected ly the tagiing proces. This is dore in orderthat protocols which generatesuch incasistery, and
which require that irconsistemy to be mairtainedfor their corectoperation, are nidbrokenby this asgct of taggng.

e) Recompute the F&
Remual of the tagnvolves the reerse ofthis process.

This form of tagging causéle origind frame sizeio beincreased ¥4 octets.

L-C-T/C,U L-C-T/C, T

DA (6 octets) <« — — — | DA(6octets)
SA (6 octets) « — — — —p| SA(6octets)
Len (2 octets) . ETPID (2 octets)
LLC (3+ octets) v > - TCI, CFI=C (2 octets)
C-Data (0-1497 octets) v - - ~ <A Len (2 octets)
PAD (430 octets) . S - > 4 LLC (3+ octets)
FCS (4 octets) v - - > | C-Data (0-1497 octets)

(Min 64, Max 1518 octets) S - ~ < PAD (39-0 octets)

= | FCs (4 octets, recomputed)

(Min 64, Max 1522 octets)

Figure C-8—Translatio n between L-C-T/C,U a nd L-C-T/C, T

Figure C-9 illustrates the translation bezen an untagged LLC-erded frame or802.3/Etheret (L-C-T/
C,U) anda taggd frame on dken Ring/FDDI (L-C-T/R,T).

Tagging in LLC-encoded format consiststio¢ folloving frametranslations:

f)  The appropriate Rdleld for the Ring MA method oncerned isadded,;

g) The DA and SAfieldscarrythesameMAC Addresseas in theoriginal frame;
h) Inset STAD and TCI fields,with CFI=C;

i)  The Len feld is remwed;

i)  Copy theLLC field unclanged;

k) The C-Dataikld is copie unchanged;

[) The FAD field is remwed;

m) Recompute the F&

Remoal of the tag(tagged frame to nate 802.3/Etherneframe) irvolves thereverseof thisprocess.

This form of tagdng cauwses the orimal frame size b be increasetly 9 octes for FDDI or 10octets fa
Token Ring.
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L-C-T/C,U L-C-TIR,T
DA (6 octets) - _ RCI (1/2 octets)
SA (6 octets) .« _ T~ - DA (6 octets)
Len (2 octets) T~ - SA (6 octets)
LLC (3+ octets) . STPID (8 octets)
C-Data (0—1497 octets) . S - TCI, CFI=C (2 octets)
PAD (430 octets) S - > 4 LLC (3+ octets)
FCS (4 octets) - _ ™ 4| C-Data (0-1497 octets)
(Max 1518 octets) T~ - FCS (4 octets, recomputed)

(Max 1527 octets on FDDI,
1528 octets on Token Ring)

Figure C-9—Translation between L -C-T/C,U and L-C-T/R,T

NOTE—In translatioal (VLAN -unaware) bridging between 802.3/Ethernet &Rithg LANs, an LLC-encded frame
reduces in sizby 1 octet onFDDI, anddoesnotchange in length ofoken Ring.

Translations fot.-C-R/C,U, L-N-T/C,U,andL-N-R/C,U to their equidlent tagged frame formaft-C-R/
C,T, L-N-T/C,T, and L-N-R/C,T on 802.3/Ethernet, and L-@RRT, L-N-T/R,T, and L-N-R/R,T on ®ken
Ring/FDDI) canna be shavn, as ttereis no represetation for sich wntagged frames @ 802.3/Ethernet
LANSs. Similarly, translation of L-C-R/C,TL-N-R/C,T, L-N-R/R,T, and L-C-R/R,T to untagged framen
8023/Ethernetis not pasible, as it imolvesloss of tle source-routingnformation. Fanslationof the
remaining Non-canond@, transparent tagged frame formats into L-C-T/C,U is possihiepbly if the
Bridge is capable dfanslatingNon-canonical data to itSanonicaform.

C.5.2 Transl ation of unta gged Token Ring/FDDI frames
C.5.2.1 Ethernet T ype-enco ded informatio n on Token Ring /FDDI to tagged frame format

Figure C-10 illustrates the translatibetween an untagged Ethernegpke-encoded frame ofoken Ring/
FDDI (E-C-T/R,U, E-N-T/RU, E-C-R/R,U or E-N-R/RJ) and a tagged frame on 802.3/Ethernet (EfC
C,T, E-N-T/C,T, E-C-R/C,T or E-N-R/C,T).

Tagging requires théollowing frametranslations:

a) Remawethe RCI feld;
b) TheDA and SAfieldscarry the same M& Addressess in the originalrame,with the Rllbit resd;
c) Insert ETPD and TCI, withCFI=C (E-C-T/R,U) or R (al other frame tygs);

d) If the RIl bit was set in theoriginal frame translatethe RIF into the tag headét-RIF. For E-N-T/
R,U, create &RIF with frametype =transparent. S¢he E-RIF NCFI to C or N appropriately;

e) TranslateheSPT into its corresponding PT
f)  Copy the Dataikeld;
g) Recompute the F&

Removal of the tagnvolves the reerse otthis process.
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E-C-T/IR,U E-C-T/IC,T
E-N-T/R,U E-N-T/C,T

RCI (1/2 octets) _y| DA (6 octets)
DA (6 octets) &« — | SA(6octets)
SA (6 octets) e — ETPID (2 octets)
SPT (8 octets) - _ TCI, CFl = C or R (2 octets)
C-Data or N-Data T 9 PT (2 octets)
(46-1500 octets—C-Data; |y (E-RIF, only if CFI=R;
46-1498 octets—N-Data) > 2 octets. NCFI = C or N)
FCS (4 octets) v > C-Data or N-Data
(Max 1525 ootet =] ~ _ A (46-1500 octets—C-Data;
ax octets on , 46-1498 octets—N-Data
1526 octets on Token Ring) N )
A FCS (4 octets, recomputed)
(Min 68, Max 1522 octets)
E-C-R/R,U E-C-R/C, T
E-N-R/R,U E-N-R/C, T
RCI (1/2 octets) _y DA (6 octets)
DA (6 octets) « - _y SA (6 octets)
SA (6 octets) e ETPID (2 octets)
RIF (2-30 octets) v TCI, CFI=R (2 octets)
SPT (8 octets) <« — >~ — > PT(2octets)
™ [ E-RIF (2=30 octets)
C-Data or N-Data oy NCFI=CorN
46-1470 octets — —
( ) — - C-Data or N-Data
FCS (4 octets) - _ (46—1470 octets)
(Max 1525 octets on FDDI, ~ - FCS (4 octets, recomputed)
1526 octets on Token Ring)

(Min 70, Max 1522 octets)
Figure C-10—Translation between E-X-X/R,U and E-X-X/C,T

NOTE 1—When remwing the tagif the CFI/NCFI indicates that embaed adress information is in fmrm inappropri-
ate for the destination M2 method, then it is necessary eitho translatéhe addresinformation @ to dscard the
frame.

This form of tagging causelse origiral frame sizeo be reducedby 3 or 4 octets.

Figure C-11 illustrates the translatibetwesn an untagged Ethernegpe-encoded frame ofoken Ring/
FDDI (E-C-T/R,U, E-N-T/R,U, E-C-R/R,U, or E-N-R/B) and a tagged frame on 8802-&k&n Ring (E-
C-T/IRT, E-N-T/R,T, E-C-R/R,T or E-N-R/R,T). Figure C-11 also illustrates the translation of E-CAI/R
E-C-R/R,U, and E-N-R/R,U to tagged frames on FDDI media, the lattetramslations illustrating the
source-routedorm of the taggedrame @ FDDI.

Tagging requires théllowing frametranslations:

h) Copy theRCI field;
i)  The DA and SAfelds carry the sanfdAC Addresses as in the origirfeame, with RIl in the same
stateas in the original frame;
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i)  Copy theRIF fieldif present (RII set);

k) Insert STPID ad TCl, settingthe CFIto N or C appropriately;
[)  Copy theSPT feld;

m) Copy the Dataifeld;

n) Recompute the F&

Remoal of the tag(tagged frame to nate Token Ring/FDDIframe) irvolvesthereverseof thisprocess.

NOTE 2—When remaing the tagif the CFlindicates tht embedded adelss information is in a&ofm inappopriate for
the destination M& method, theit is necessargither to translate theddress information or to discard fin@me.

This form of tagging causéie origind frame sizeo beincreased 10 octets.

E-C-T/R,U E-C-T/R,T (8802-5 & FDDI)
E-N-T/R,U E-N-T/R, T (8802-5 only)
E-C-R/R,U E-C-R/R,T (8802-5 & SR FDDI)
E-N-R/R,U E-N-R/R,T (8802-5 & SR FDDI)
RCI (/2 octets) « — — — - RCI(l/2octets)
DA (6 octets) « — — — —p| DA(6octets)
SA (6 octets) « — — — | SA(6octets)
RIF (0—30 octets) <4 — — — -» RIF (030 octets)
SPT (8 octets) v STPID (8 octets)
C-Data or N-Data > -
(46-1500 octets) ¥ - > - TCI, CFl = C or N (2 octets)
FCS (4 octets) e - > A SPT (8 octets)
~
(Max 1500+RIF+25 octets on FDDI, ~ - C-DataorN-Data
1500+RIF+26 octets on Token Ring) > (46-1500 octets)
A FCS (4 octets, recomputed)

(Max 1500+RIF+35 octets on FDDI
1500+RIF+36 octets on Token Ring)

Figure C-11—Translation between E-X-X/R,U and E-X-X/R,T (8802-5 & SR FDDI)

Figure C-12 illustrates the translatibetwesn an untagged Ethernegpe-encoded frame ofoken Ring/
FDDI (E-N-T/R,U, E-C-R/R,U oE-N-R/R,U) anda tagged frame on FDOJE-N-T/R,T, E-C-R/R,Tor E-
N-R/R,T).Note thathetranslationof E-C-T/R,Uto E-C-T/R,T vas dealt with irFigure C-11.

Tagging requires théollowing frametranslations:

o) Copy theRCI field;

p) The DA and SAfieldscarrythe same M& Addresses ain the original frame, lut with RII reset
regardessof its state in thoriginal frane;

g) Insert IPID ard TCl, seting the CFlto R;

r)  Translatethe RIF field if present(RIl set in sourcdrame)to the E-RIF, otherwisecreatean E-RIF
with RT indicaing a transpanat frame.Set theNCFI to Cor N appropriately;

s) Copy theSPT feld;

t)  Copy the Dataifeld;

u) Recompute the F&

Remoral of the tag (FDDIltagged frame to natk Token Ring/FDDI frame) ivolves the reerse of this
process.
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E-N-T/R,U E-N-T/R,T
E-C-R/R,U E-C-RIR,T
E-N-R/R,U E-N-R/R,T
RCI (1/2 octets) « — — — - RCI(octet)
DA (6 octets) « — — — -p DA(6octets)
SA (6 octets) « — — — -p| SA(6octets) RIl reset
RIF (0-30 octets) v STPID (8 octets)
~
SPT (8 octets) v T~ TCI, CFl = R (2 octets)
C-Data or N-Data > O 4l E-RIF (2-30 octets)
(46-1500 octets)[* - > NCFI=CorN
FCS (4 octets) w. > . M SPT(8octets)
~
(Max 1500+RIF+25 octets on FDDI,  ~ - C-Dataor N-Data
1500+RIF+26 octets on Token Ring) > (46-1500 octets)
A FCS (4 octets, recomputed)

NOTE 3—Wthen remaing the tag, if te NCFI indicates that embedded askdr information is in a form inappropriate

(Max 1500+E-RIF+35 octets)

Figure C-12—Translation between E-X-X/R,U and E-X-X/R,T (transparen t FDDI)

for the destination M& methodthen itis necessareither to translate thaddress information or to discatte frame.

This form of tagging causelke origind frame sizdo beincreased ¥ 10 or 120ctets.

C.5.2.2 LLC-enco ded information on T oken Ring /FDDI to tagged fram e format

FigureC-13 illustrateghetranslationbetween an untagged LLC-encoded frame akef Ring/FDDI (L-C-
T/R,U, L-N-T/R,U, L-C-R/R,U, orL-N-R/R,U) and aagged frame on 802.3/Etherr{etC-T/C, T, L-N-T/
C,T, L-C-R/C,T, or L-N-R/C,T).

Tagging requires théllowing frametranslations:

a)
b)
c)
d)

e)

f)

Remawethe RCI feld;

TheDA and SAfieldscarry the same M@ Addressess in the originalrame,with the Rllbit rese;
Insert ETPD and TCI, withCH=C (L-C-T/R,U) or R (al other frame tygs);

If the RII bit was set in theoriginal frame translatethe RIF into the tag head&t-RIF. For L-N-T/
R,U, create an E-RIF with frae type= transpareniSet the E-RIF NCHio C or N gopropriately;
Insert thelen field, with \alue equal tadhe number of LC+Dataoctets;

Copy theLLC field;

Copy the Dataifeld;

PAD field isinserted if Len is less that6 (if a minimum taggedrame sizeof 68 is implementedor
if less than 42 (f aminimum tagged frame size of 6 implemenied);

Recompute the F&

Remaal of the tagnvolves the reerse otthis process.

NOTE 1—Whenremoing the tag, if the CFI/NCFI information indicates that exsdbedaddress information ig a
form inappropriate for the destinatidAC method, then it is necessary either to transteeddress infonation orto
discardthe frame.
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L-C-T/R,U
L-N-T/R,U

RCI (1/2 octets)

DA (6 octets)

SA (6 octets)

LLC + C-Data or N-Data
(3—1500 octets—C-Data;
3-1498 octets—N-Data)

FCS (4 octets)

(Max 1517 octets on FDDI,

LOCAL AND METROPOLITAN AREA NETWORKS:

L-C-T/IC,T
L-N-T/C,T

DA (6 octets)

SA (6 octets)

ETPID (2 octets)

TCI, CFI=C or R (2 octets)

Len (2 octets)

(E-RIF if CFI=R; 2 octets
NCFI = C or N)

LLC + C-Data or N-Data

1518 octets on Token Ring) 4| (3-1500 octets—C-Data;
3-1498 octets—N-Data)
N | PAD (39-0 octets)
4 FCS (4 octets, recomputed)
(Min 64, Max 1522 octets)
L-C-R/R,U L-C-R/C,T
L-N-R/R,U L-N-R/C,T
RCI (1/2 octets) > DA (6 octets)
DA (6 octets) » SA (6 octets)
SA (6 octets) ETPID (2 octets)
RIF (2-30 octets) TCI, CFI=R (2 octets)
LLC + C-Data or N-Data Len (2 octets)
(3—1470 octets) ™~ E-RIF (2-30 octets)
NCFI=C or N
FCS (4 octets) - LLC + C-Data or N-Data
A (3.
(Max 1517 octets on FDDI, (3-1470 octets)
1518 octets on Token Ring)
N PAD (39-0 octets)
‘1 FCS (4 octets, recomputed)

(Min 64, Max 1522 octets)

Figur e C-13—Translation between L-X-X/R,U a nd L-X-X/C,T

This form of tagging causise origind frame sizdo beincreased ¥5 or 6 octets.

FigureC-14 illustrateghetranslationbetween an untagged LLC-encoded frame akef Ring/FDDI (L-C-
T/R,U,L-N-T/R,U, L-C-R/R,U, or L-N-R/R,U) anda tagged frame on 8802fbken Ring (L-GT/R,T, L-N-
T/R,T, L-C-R/R,T, or L-N-R/R,T). FigureC-14 also illustrates the translation of L1UR,U, L-C-R/R,U,
and L-N-R/R,U to taggkframes on FDDImedia,the latter two translations illustratinghe source-routed
form of the tagged frame on FDDI.

Tagging requires théollowing frametranslations:

i)  Copy theRCl field;
k) The DA and SAfieldscarrythesameMAC Addressess in theoriginal frame;
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[) Copy theRIF fieldif present;

m) Insert STPID ad TCl, settingthe CFIto N or C appropriately;
n) Copy theLLC field,;

o) Copythe Dataield,;

p) Recompute the F&

Remual of the tag(tagged frame to nat Token Ring/FDDIframe) irvolvesthereverseof thisprocess.

NOTE 2—When remaing the tagif the CFlindicates tht embedded adelss information is in a&ofm inappopriate for
the destination M& method, theit is necessargither to translate theddress information or to discard fin@me.

This form of tagging causéie origind frame sizeo beincreased 10 octets for FDDI andoken Ring.

L-C-T/R,U L-C-T/R,T (8802-5 & FDDI)
L-N-T/R,U L-N-T/R,T (8802-5 only)
L-C-R/R,U L-C-R/R,T (8802-5 & SR FDDI)
L-N-R/R,U L-N-R/R,T (8802-5 & SR FDDI)
RCI (1/2 octets) « — — — —p RCI(1/2 octets)
DA (6 octets) « — — — —p| DA(6octets)
SA (6 octets) « — — — —p| SA(6octets)
RIF (0-30 octets) <« — — — | RIF(0-30 octets)
LLC (3+ octets) v STPID (8 octets)
~
C-Data or N-Data ~ -
(0N octets)|¥ - ~ TCI, CFl = C or N (2 octets)
FCS (4 octets) ~ <A LLC (3+ octets)
A - ~ g
(Max N+RIF+20 octets on FDDI, > - C-Data or N-Data
N+RIF+21 octets on Token Ring) - (O=N octets)
FCS (4 octets, recomputed)

(Max N+RIF+30 octets on FDDI
N+RIF+31 octets on Token Ring)

Figure C-14—Translation between L-X-X/R,U and L- X-X/R,T (8802-5 & SR FDDI)

Figure C-15llustrates the traslation between an untagged LLC-ended frame ondken Ring/FDDI (L-N-
T/R,U,L-C-R/RU, or L-N-R/R,U) and aagged frame 08802-5 Token Ring (L-C-T/R,T L-N-T/R,T, L-C-
R/R,T, or L-N-R/R,T).Note thathe translation of L-C-T/R,U to L-C-T/R,Tas dealtwith in Figure C-14.

Tagging requires théollowing frametranslations:

gq) Copy theRCl field;

r) The DA and SAfieldscarrythe same M& Addresses ain the original frame, lut with RIl reset
regardessof its state in thoriginal frame;

s) Insert STPID ad TClI, settingthe CFlto R;

t)  Translatehe RIF field if present (RIl set in sourcdrame)to the E-RIF, otherwisecreatean E-RIF
with RT indicaing a transpanat frame.Set theNCFI to Cor N appropriately;

u) CopytheLLC field;

v) Copy the Dataikeld;

w) Recompute the F&

Removal of the tag(tagged frame to nat Token Ring/FDDIframe) irvolvesthereverseof thisprocess.
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NOTE 3—Woken reming the tag, if tk NCFI indicates that embedded adr information is in a form inappropriate
for the destination MA& methodthen itis necessareither to translate thaddress information or to discatte frame.

This form of tagging causée origind frame sizeo beincreased 10 or 12octets.

L-N-T/R,U L-N-T/R, T
L-C-R/R,U L-C-R/IR,T
L-N-R/R,U L-N-R/R,T
RCI (1/2 octets) « — — — — RCI(1octet)
DA (6 octets) ¢ — — — | DA(6octets)
SA (6 octets) l« — — — —p| SA(6octets), Rl reset
RIF (0-30 octets) v STPID (8 octets)
~
LLC (3+ octets) v - TCI, CFI = R (2 octets)
C-Data or N-Data > o w ERIF (230 octets)
(0—N octets) ¥ - NCFI=CorN
FCS (4 octets) - ~ <A LLC (3+ octets)
~ ~
(Max N+RIF+20 octets on FDDI, ~ - C-Data or N-Data
N+RIF+21 octets on Token Ring) > (0N octets)
<A FCS (4 octets, recomputed)

(Max N+RIF+30 octets)

Figure C-15—Translation between L-X-X/R,U and L-X-X/R,T (tran sparent FDDI)

C.5.3 Transl ation of ta gged frames during relaying

The folloving subclauses shothe frametranslations that can occur wheniagged frames relayed from
802.3/Etherneto Token Ring/FDDI and vice arsa. The translations thaccurbetween the transpante
FDDI tagged frame format and ti&kform onToken Ring/FDDlarealsoshavn.

C.5.3.1 Tagged frames carrying Ethernet T ype-enco ded informatio n

Figure C-16 illustrates the translation dfagged frames carrying Etherneyp€-encodd information
between Bken Ring/FDO LANsand 8023/Ethernet LANSs.

Relaying Ethernet ype-encaled taggd frames from dken RingFDDI (SR form) to 802.3/Ethernet
requires théollowing frametranslations:

a) Remawethe RCI feld;

b) TheDA and SAfieldscarry the same M8 Addressess in the originairame,with the RIIbit rese;

c¢) Replacghe STPID with an ETPID;

d) The TA field carriesthe sameVID and Priority values as in the original frame (unlebe relay

function causeschanges to user_priority or VIDalues). br E-C-T/C,T, CFl = C, otherwise CFIl =

R;

e) Convertthe SPTiieldtoaPT (ISQIEC 118-5, IETF RFC 102, and IETHRFC 1390translation);

f)  Copy the RIFE if present, into the tag hder E-RIF Create an E-RIF if the data type being carried is
E-N-T/C,T. Set the NCFl irthe E-RIF to C or N appropriately;

g) Copythe Dataifeld;
h) Recompute the F&
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Tagged frame on Token Ring/FDDI (SR form) Tagged frame on 802 .3/Ethernet
RCI (1/2 octets) _y DA (6 octets)
DA (6 octets) « _y SA (6 octets)
SA (6 octets) « 4 ETPID (2 octets)
~
RIF (0-30 octets) w. _ ~ TCI,CFI=CorR (2octets)
STPID (8 octets) e~ 7 [PT@octew)
~ N < |

TCI,CFI=CorN (2octets) |a ~  —  -a| (E-RIFif CFI=R; 0-30 octets;

- NCFl=CorN)
SPT (8 octets) & Data (461500 octets)
Data (46-1500 octets) - -» FCS (4 octets, recomputed)
FCS (4 octets, recomputed) |4 — (Min 68, Max 1522 octets)

(Max 1534+RIF+RCI octets)

Tagged frame on FDDI (transpare nt form) Tagged frame on 802.3/Ether net

RCI (1 octet) o DA (6 octets)

DA (6 octets) « | SA(6octets)

SA (6 octets), RIl reset « | ETPID (2 octets)

STPID (8 octets) « __ _y TCI, CFI =R (2 octets)

TCI, CFI = R (2 octets) - » PT(2octets)

E-RIF (2—30 octets) « — 7 _,| E-RIF (2-30 octets)
NCFI=CorN [* 7~ NCFI =Cor N

SPT (8 octets) i __ ¥ Data (46-1500 octets)

Data (46-1500 octets) 4 __ — % FCS (4 octets, recomputed)

FCS (4 octets, recomputed) |4 (Min 68, Max 1522 octets)

(Max 1534+RIF+RCI octets)

Figure C-16—Relaying Ethernet T ype-enco ded tagged frames

Relaying Etlernet Type-encodd taggd frames fron FDDI (transparent form) to02.3/Etheret reaiires the
following frame traslations:

i) Remawethe RCI feld;
i)  TheDA and SAfieldscarry the same M& Addressess in the originaframe,with the Rllbit resd;
k) Replaceghe STPID with an ETPID;

[)  The TCl feld carriegshesameVID, Priority andCFI valuesas in the original frme (unless theelay
function causeshanges to usepriority or VID values);

m) Convertthe SPTfieldto aPT (ISQIEC 118®-5, IETF RFC 102, and IETHRFC 1390translation);
n) Copy theE-RIF;

0) Copythe Dataifeld;

p) Recompute the F&

Relaying from802.3/Etheret to Token Ring/FDDI involvesthereverse of tlese processes.
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C.5.3.2 Tagged frames carrying LLC-enco ded information

Figure C-17 illustratethe translation of tagged frames carrying LLC-encoded informatitwnelea Dken
Ring/FDDI LANs and802.3/Etheret LANSs.

Tagged frame on Token Ring/FDD | (SR form) Tagged frame on 802.3/Ether net

RCI (1/2 octets) __ » DA (6 octets)
DA (6 octets) « — : __ -» SA(6 octets)
SA (6 octets) « » ETPID (2 octets)
RIF (0-30 octets) v -7 w TCI, CFI CorR (2 octets)
STPID (8 octets) «” > C g Len (2 octets)
TCI, CFI = C or N (2 octets) (& g > o ERIFif CFI=R: 0-30 octets;
LLC (3+ octets) <4« — — — - LLC (3+octets)
Data (0—1497 octets) '« — — — » Data (0—1497 octets)
FCS (4 octets, recomputed) |¢- - PAD (390 octets)

(Sos i e o ok g LFCS dcaes recompued

(Min 64, Max 1522 octets)
Tagged frame on FDDI (transparent f orm) Tagged frame on 802.3/Ethe rnet

RCI (1 octet) __ »| DA (6 octets)
DA (6 octets) « __ - SA(6octets)
SA (6 octets), Rl reset « ; w ETPID (2 octets)
STPID (8 octets) e : ¥ TCl, CFI =R (2 octets)
TCI, CFl = R (2 octets) & : P Len (2 octets)
=RIF (230 Ol\(lzgelg?)= CorN € - — — > =RIF (2730 Ol\(l:éeé?L CorN
LLC (3+ octets) « — — — —»{ LLC (3+octets)
Data (0—1497 octets) '« — — — | Data (0—1497 octets)
FCS (4 octets, recomputed) |¢- - PAD (39-0 octets)

(Max 1527+RIF octets on FDDI — ~ 3 Fcs (4 octets, recomputed)

1528+RIF octets on Token Ring) (Min 64, Max 1522 octets)

Figure C-17—Rela ying LLC-encoded ta gged frames

Relaying LLC-encded frames intaggedformat from Dken Ring/FDDI (SR form) to 802.3/Ethernet
requires thdollowing frametranslations:

a) Remoethe RCI feld;

b) TheDA and SAfieldscarry the same M& Addressess in the originalrame,with the Rllbit rese;

¢) Replacghe STPID with an ETPID;

d) The TA field carriesthe sameVID and Priority values as in the original frame (unletbe relay
function causes changes to user_priority or Vies). for L-C-T/C,T, the CFI = C, otherwise CFI
= R;

e) Insert a LENfield,equal to LLG-RIF (if present}Data;
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f)  Copy the RIE if present, into the tag hder E-RIFE Create an E-RIF if the data type being carried is
E-N-T/C,T. Set the NCFI bit to C or N appropriately;

g) CopythelLLC field;
h) Copy the Dataield,;
i)  Recompute the F&

RelayingLLC-encoded framem tagged format from FDDI (transparent form)&02.3/Ethernetequires
the following frame translations:

) Remawethe RCI feld;
k) TheDA and SAfieldscarry the same M8 Addressess in the originaframe,with the RIIbit rese;
) Replaceghe STPID with an ETPID;

m) The TClI feld carriegshesameVID, Priority andCFI valuesas in the original frme (unless theelay
function causeshanges to usepriority or VID values);

n) Insert a LENfield,equal to E-RIF + LLC +Data,;
0) Copy theE-RIF;

p) Copy theLLC field;

q) Copythe Dataifeld;

r  Recompute the F&

Relaying from802.3/Etheret to Token Ring/FDDI involvesthereverse of tlese process.
C.5.3.3 Translatio n between transp arent FDDI format and SR format

Figure C-18 illustratethe transldon of tagged frames between transpafeDDI format andthe corre-
spondng SR famat an Token Ring/FDDI LANs. The translatioshavn ampliesto X-N-T/R,T, X-C-R/R, T
and X-N-R/R,T frames only; othénan translation of the® field, there is no translation required for X-C-
T/R,T frames betweenoken Ring/FDDI LANS.

Relayingtaggedirames fromFDDI (transparent form) tooken Ring/FDDI (SRform) requires the follav-
ing frame translations:

a) TranslateheRCl field;

b) TheDA and SAfelds carnthesameMAC Addresses as in the origirfeame, with the RIbit set or
resetto reflect the presena® absence of source-routing informatiarthe E-RIF;

c) Translatesource-routing information, iény, from the E-RIF form to the R]Rwvith the NCFI bit
rest;

d) Copy theSTPID;

e) The TA field carriesthe sameVID and Priority values as in the original frame (unletbe relay
function cawseschangesa user_priorityor VID values). The €l is set b C a N to matchthe NCFI
value inthe E-RIF;

f)  Copy theSPT orLLC field;
g) Copythe Dataifeld;
h) Recompute the F&

Relaying fromToken Ring/FDDI (SRform) to FDDI (transparent form) irolves thereverseof these pro-
cesses.
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Tagged fram e on FDDI (transparent form) Tagged fram e on Token Ring/FDDI (SR form)
RCI (1 octet) « — — — — | RCI(1/2 octets)
DA (6 octets) « — — — — —p| DA(6octets)
SA (6 octets), Rl reset « — — — — SA (6 octets)
STPID (8 octets) - _ v RIF (030 octets)
TCI, CFI =R (2 octets) « _ _ — T - STPID@octets)
E-RIF (2—30 octets) - T - TCI, CFl=C or N (2 octets
NCFi=CorN [ ke ( )
SPT (8 octets) or SPT (8 octets) or
LLC (>=3 octets)[ ¢ — — — — LLC (>=3 octets)
Data (N octets) « — — — — | Data (N octets)
FCS (4 octets, recomputed) | — — — — | FCS (4 octets, recomputed)

NOTE—Applies to X-N-T/R,T, X-C-R/R,T, and X-N-R/R, T frames only.

Figure C-18—Rela ying tagged frames b etween transparen t and SR forms

C.6 Field definitions

Subclawses C.6.1 throgh C.6.5 descrite the feld structues that correspahto sane d the field names that
appeain abbreiated formin the frame format diagrams in thitandard.

NOTE—These ields are défiedin other stardards, andare not part ofhe additional speddation required fothe
tagged frame formaf'hey are included herim orderto simplify theframe ascriptions that appear in this standard
in order to redehe their structure.

C.6.1 SNAP-encoded Pr otocol T ype

The SMP-encodedProtacol Typeis eigh octets in legth, encaled inSNAP format. It cansists of the stan
dard SM\P header inthe first three atets, fdlowed by a SNAP PID consistingof the 00-00-000Ul, fol-
lowed ty the Etheret Type \dlue to be encodedasshovn in Figure C-19.

SNAP sap header
(3 octets; AA-AA-03)

Qul
(3 octets; 00-00-00)

Protocol Type
(2 octets)

Figure C-19—SNAP-encoded Protocol Type format

C.6.2 Len

This is the IEEE StdB02.3 Lengh/Typefield; fortheLengthinterpretationit may tale ary value thatis less
thanor equalto 1500. \alues that xceed1535 arenterpretedas Ethernetyipes. \Alues that xceed 1500
but are lesghan 153 are undehed.
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C.6.3 C-Data and N-Data
This isthe dataikld of the encapsulated frame:

a) N-Data refers t@ datdield thd is carried in Canonical formatgardlessof the MAC methodcarry-
ing the frame;

b) C-Datarefers toa dataifeld thatis carried inNon-canonicaformat reyardless othe MAC method
carrying the frame.

C.6.4 RIF and E-RIF

The RIF is theSouce-Routinginformation Field, as dehed in ISO/IEC 18023, C.3.3.2. If tle original
(untagged) frambada RIF, thenthe RIF field of thetagged frame tasits value.

The E-RIF is anodified formof the RIFthat appearsiithin the tag headén taggedframeson transparat

LANSs (802.3/Ethernet, and FDDI when used as a transplfdtt. The structure of the E-RIiS defned in
9.3.3.

C.6.5 PAD

Zero ormorepadding octets, as ragred in order for tk minimum frame size to be at least 64 octets.
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Annex D

(informative)

Background to VLANSs

The term VLAN has mandifferentdefinitions throughout the communicatia industry The modelof
VLANs definedin this standard suports most bthese viers, althoud it may rot be immediately bvious
asto how they are supprted. The goabf this anng it to take some of the common terntisat haie been
used in tle descripion of VLANs and reéte themto the malel preseted in ths stanrdard

D.1 Basic VLAN concepts

Figure D-1 shars a simple gample of a Port-based VLANoFuntagged trdfc, VLAN membership for a
Port-based VLANSs determined yothe PVID assignetb the receiing Port.

NOTE—Other citeria for VLAN membersltp, such as protocol type or MAAddress, could ébused, bt these are
beyond thescope othis discussion.

For this confgurationthere needs toea way to cavey the VLAN information betweenthe two bridgs.
This is doneby adding a VLANtag to @ery frame thtis sent betweaethe tw bridges; suc frames are
known as VLAN-tagged frame&his connectiorbetweerthe two bridges iscommonly knavn asa Trunk

Link
A A
Access VLAN Aware Trunk Link VLAN Aware Acc ess
Links Bridge Bridge Links
VLAN VLAN
B B

Figure D-1—P ort-based VLANSs

D.1.1 Trunk Links

A Trunk Link isa LAN segmentusedfor muiti plexing VLANs betweenVLA N Bridges. All the deicesthat
conrect toaTrunk Link must beVLAN-aware. VLAN-aware deices are déces that ee ableto understand
VLAN membership and VLAN framé&rmats.Corversely VLAN-whawae devices donat have an wnder-
standing of VLAN membership and VLAN frame formats. All frames, including end station frames, on a
TrunkLink areVLAN -tagged, i.e.they carryatagheadethat cantains a ron-null VLAN ID. Consequetty,

there are nd/LAN-unaware el stations on ara Trunk Link. The Tunk Link in Figue D-1 is a pmnt-to-

point LAN se@gment; there are thereforgaetly two VLAN-aware Bridges #ached to this unk. A Trunk

Link could also be ashaed medium LAN sgment that has mgrVLAN-awareBridgesattached tat.
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D.1.2 Access Links

The other likksin FigureD-1 are commonly knen asAccess LinksAn Access Link is a LAN ggment used
to multiplex one @ more VLAN-unaware devices ino aPort d aVLAN Bridge. Insimde terms thisis an
802 LAN segment (IEEE StdB023, ISOIEC 88025, etc.) with endstations attached,dhis cainectednto
a VLAN-aware Bridge. All frameson an Access Link carrymo VLAN identification; i.e., therere no
VLAN-tagged frames on an Access Linkgpically the Access Link isiewed as being othe edge of the
VLAN network. TheAccesdlink itself couldconsistof a numbeiof LAN segmentsnterconrectedby ISO/
IEC 15802-3-canformantBridges(this is termedalegacy egion in E.1.2).Like the Access Link, therare
no VLAN-tagged frames transmitted this legacy region.

D.1.3 Hybrid Links

When VLAN-unavare end stationareaddedto a Trunk Link, the resultant link isommonlyknown as a
Hybrid Link. A Hybrid Link is a LAN semert that has botlVLAN-aware and VLANunaware devices
attacted to it.Corsequently a Hybrid Link cancarryboth VLAN -taggedframes ad other (intagyed o pri-
ority-tagged) frames. It mst be borne in minthat, fa a given VLAN, all frames trasmitted ly a given
Bridge on a gien hybrid link must be taged the same &y on that link. They must be either

a) All untagged; o
b) Alltagged, carrying the same VLAND.

Note that a Bridge can transmit a mix of VLAN-tagged frames and untagged frantiesylmust be for dif-
ferent VLANSs. InFigure D-2 all thédramesfor VLANs A and Bare taggean the lybrid link. All frames
for VLAN C on the hybrid link are untaged.

VLAN Hybrid Link VLAN
A A
Access VLAN Aware VLAN Aware Acce ss
Links Bridge Bridge Links
VLAN Acc ess VLAN
B _ — T - Link B
4 \
/ N VLAN
VLANC | \ c
1
(VLAN-unaware | I VLAN B
End station) \ ) (VLAN-aware
\ . Y End station)
S~ — -

Figure D-2—Hybrid Links

Ona Hytrid link the decisionto tagor not totaga frameis a functionof the VLAN andnota function d the
link itself, since bth formats areallowed. TheHybrid link canbe thought of as the gemnal caseof both
Access andrunk links.
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D.2 Relationship with the P ort-based VLAN model

D.2.1 Link types

A Hybrid link in which allframes are /AN-taggeds a Trunk Link. Corversely aHybrid Link thathasno
VLAN-tagged frameds anAccessLink. The distinction between Access anuifik becomes less imponta
in an actual implementian where all types oframes have to be handled. TheAcceptable frame ypes
paraneter (8.4.3nllows control tobe exerted wer the recption of frames that do not carry VLAN identif
cation information(i.e., untagyed anl priority-taggedrames). Depnding upon the \aue d the parameter
the decision is ta# as to whether tdiscard the framer to add inVLAN information.The more general
implementaton will allow all types d frames (VLAN-tagged, prioritytagged, ad urtagged)to be pesent,
hence allinks are conceptually Hybridinks.

The VLAN modeldeined in this stamlardessetially takes the view thatall links are Hyrid Links. It is then

up to the systeradministrator to determiné¢hrough appropriate applicatioof the managmentfunctions
availabe inthe Bridge, wiether all lirks remainoperatirg as H/brid Links, or whetheparticular links need

to be configured as Access Links drunk Links, inother words,to explicitly configure somePorts to ds-
card intagged and piority-taggedframes. This alls the descriptin of the functionality of the Bridgto be
kept relatively simple, while retaining the pcacal implementation and cagfiration mechanisms necessary
in order forthe other linkypes tobe dernved. The Acceptable frameypes parametatoesnotallow config-
uration of a Port such that VLAN-tagged frasrage discarded; hence, from theactical point of vie, the
distinction between an Access Liakd aHybrid Link is notone of Portconfiguration;it is simply deter-
mined ly the presence @abserceof other deices onthat link thatgererate VLAN-tagged frames.

D.2.2 Use of other VLAN styles

This standardiefines a Port-based tagging rukehereoy all untagged angriority-tagged frames recsid

by aPort are classiéd as belonging to the VLANhose VID (the PVID) is associated with that Port. This
Pat-based stylef operatiomn stould be viewed as tk base leel of a possibe hierarcly of VLAN styles,
each oneable toclassify untagged framseaccording to particular ingress rules. Examples of suchssigre
rulesmight include

a) MAC Address-based clagsifition; e.g., associatirmyset of MAC Addresses with gven VLAN ID
in order to deifne tte membershp of the VLAN;

b) Protocol-basedlassifcation; e.g.allocating VLAN membership on the basikthe higherlayer
protocol informatiorcarriedin the frame;

c) Subnet-based clasisiéition; e.g.allocating VLAN membership on the basiSIP subnetiddressing
characteristics of frames.

For a given implementation, such rules might form a natural hieyarely., using the abe set, IP Subnet-
based taging might tale the highest priority If the paclet was nd an IP packt, then taging is based othe
protocd being used: IPX oL AT. If some other protcol is in use (nblP, IPX, or LAT), thenthe classifca-
tion is basedn MAC Addresseslf the addesses in th frame daot match th address-based clasisiftions
thatareconfigured, then th@ort-basedule is applied.

Thereslt of such ahierarchyis thata given ingress ruledefines the deéult thatis appliedif the higher pri-
ority rule fails to classify the frame, witthe Port-based ruferming thelowestlevel, “catch-all” detult.

NOTE—Clearly if a given rulein the hierarch is able to classify all possibfeames, tkn all rules bele that pointin
thehierarcly are efectively disabled.

Theaddition of further ingress rules in 8QX) Bridgescould be achieved
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d) As proprietary gtersions to tke existing specification;
e) As futurestandardizedxensions.

Given that the startingointfor this standard ithat all links are Hybrid.inks, there is no need for such addi-
tional classfication ard tagging funcionality to exist within the Bridges thensehes;it would, for exanple,

be possible to delop “tagging enginesthat are capableof implementing moreomplex classifcations
than Port-basectlassifcation, and whictare placedbetweerthe 802.1Q Bridge Port and an Access Link.
Such a deice would provide a rider functionality in tems of VLAN classifcation style, while remaining
compatible with Port-based VLAN ogaion.
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Annex E

(informative)

Inter operability considerations

VLAN-aware Bridgs that conform b this stardard areable b interoperate irBridged LANs with other
VLAN-aware BridgesHowever, the VLAN-basediltering service dghed in this standard, as pidedin
the context of a singlespanningree forthe BridgedLAN, involves someonstrainton the netwrk topol-
ogy andindividual device coffigurations that differ from the sebf constraintghat apply tathebuilding and
configurationof Bridged LANs based only on ISO/IEC 1588.

In addition, VLAN-aware Bridges are &b to intergperate with Bridges conformant witthe 1ISO/IEC
15802-3 specitcation(or with the earlier ISO/IEC 10@3specifcation), as vell as with both priorityaware
and VLAN-aware endsystemsBoth the VLAN basediftering servce and tle tag irsertion and remwal ser-
vice of 802.1Q caiseconstraits onintermixed retwork topologies aml device confgurations that againdif-

fer from the hiilding and confguration of ISO/IEC158023 standrd networks.

The implications of certairdevice confguratiors may rot be immediatelyapparenhfrom the technical detail
of this standardn order to clarify the natue of the addtional corstraints,thefollowing sulclauses

a) Describe the basic rememertsfor interoperabity;

b) Discussthose requirements inthe context of homogeneots andheterogeneas corfigurations, with
examplesof some otthe problemshat can occuif these requirements are rastheredo.

E.1 Requirements f or inter operability

There are tw primary aspects of theonfiguration ofa BridgedLAN that are ofconcern from the point of
view of intergperalili ty:

a) Establishig acorsistent viav of the static iftering confguration of Bridgesin the Bridged_AN;;

b) Ensuringthat untaggeffames are YAN-tagged(andthat thetag is subequently remeed) corsis-
tertly regardlessof Spanning Teereconfgurations.

E.1.1 Static filtering requirements

Static filtering cortrols allow thenetwork adnmistrabr to impose devel of control over the permitted con
nectvity in the Bridged_AN, by settng static MAC Address iftersin the Fltering Databases oBridges,
and by controlling the &tent of particler VLANs by maripulation of Static \LAN Ragistration Entries
(8.11.2.

In order to ensure that end station to stationconnectity (or the lack ofit) is consistent in all possible
Spanning Tee coffigurations, aiy static fltersneedto be establisid taking accaint of the ful meshtopol-
ogy of the physical interconnectistetween Bidges in the Bridgedd AN, not just the “normal” Sgnning
Treetopology towhich the network is cofigured when all Bridgs and LAN segmerts areoperatingcor-
rectly. An example ofthe consequences d@ilureto establish consistent controls for static VLARNtering is
given inE.2.1.
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E.1.2 Configuration requirements f or VLAN-tagging

802.1Q Bridges classify incoming untagged framegsjplyinga Port-based tagging rute ingress that
uses the PVID for the resiing Port as the VLANclassifcationfor suchframes. Maintainingonsistat

conrectivity between ay pair of end statiors thatare on the same VLANyndwhere one or botlf those
end stations i¥ LAN-unaware,requires that

a) All VLAN-awareBridge Ports that are connectedhesamel AN segmentapply aconsistensetof
ingress ruleq8.6);

b) All VLAN-awareBridge Portsthat are connected the saméegacy egion of a BridgedLAN apply
a consistent seff ingressules;

c) All VLAN-aware Bridge Ports that sent AN s@ments to which members of the same VLAN are
(or can bepttached apply eonsistenset ofingress rules.

A legag region of aBridged LAN cansists of ap set d LAN segmentsthat are pisically interconrected
via VLAN-unaware, ISO/IEC 1580-3Bridges. A Igag/ region has the property ai, by appropriate conig-
urationof the Spanning fEe, a Spanningré&e pattcould be created betweary pairof LAN segmentsin
theregion swch thatthe pathwould pass aly throughVLAN -unaware Bridges.

NOTE—In case h)Spanning Tee recorifjuration within the lgacy region can change the laml connectiity between
the VLAN Portsand theLAN segments that the(directly or indirectly) sere. Hence, éSpanning Tee recorifjuration
could result in ay endstations connected to thegacy region beirg serviced via ay of the VLAN-aware Ports. In
effect, such a recoigfuration redaes case b) to case a). Fighr@ and Figure E-8ive exampes of this type of coid-
uration. In Figue E2, the legacy region consists of all three LAN gments and both ISO/IEC 15802-3 Bridges. In Fig-
ure E-3,the leyacy region consists of theSO/IEC 15802-3 Bridgeand both LAN sgmertsto which it is attached.

An example of case c) is where an end station attached to a leaf lghieseis in the saméLAN as a semr that is
attachedto a distinct LAN segment, i.e., all possibl&panning Tee p@ths between thdwo stations pasthrough a
VLAN-aware region of theBridged LAN.

Theessence ofvhat these rulesxpresss that if a gven untaggeffamebelongsona givenVLAN, then the
taggingbehaior of ary VLAN-aware Bridgeshat are required to tag that frame needs to besdinee,
regardless of the logical connedty thatis created ¥pthe Spanning fee confguration ofthe Bridged LAN.
Examplesof the consequences ailfire to apply these rules appear in BRIE.6.

E.2 Homog enous 802.1Q Bridg ed LANs

This standard requires weconsiderations inuilding a BridgedLAN in which all Bridges are VLAN-
aware. The arbitrary plug and play capability of ISO/IEX6802-3 in creating a nebtwk topoloy is
restrictedwhen makingise ofthe VLAN extensions déhed in this standard.

E.2.1 Consistenc y of static VLAN filtering

In order for stationghat are membersf a given VLAN to be able toreachothermembers othe same
VLAN elsewhere in the BridgedlAN, all Ports that are part of the SparmmnTree actie topdogy (i.e., all
Ports that are in forwarding state) connecting tiseations must be included in the Member Set (8.11.9) for
the gven VLAN. In order fa this comectvity to be irdepenént d ary recanfiguration d the Smnning
Treetopology, all paths amonghose statiog both forwardingand blocked, musthave this characteristic.
Use of managemermbntrolsto manipulate th MemberSet (e.g., ifters for secuity) must beapplied in a
mamer corsistent with requiremens of the ful meshtopology of the BridgedLAN.

An inconsisteng ocaurs, forexample, ifa VLAN is restrictedrom anactive path, bt not froma redundat
path currerily blocked by the operationof Spaming Tree. Shold a Spaning Tree recorifuration erable
the previously blocked path,the restriction will no longer be in plecin thereverse, é&Spanninglree recon-
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figuration may sddenly impaea restrictionthat had rot previously existed. Acommonuse & suchman
agementestrictionwill lik ely arise frommanagersvho male use of an “accesgort constructAn acces
port maybe a pat which is absent fronthe Memler Set(8.11.9)in all VLANs kut the untagged, default
VLAN. Should such an access port become the&ctinnection between twportions of the Bridged LAN
asa result ofa Spanning fieereconfguration all VLANs but that one will be partitioed atthat pant in the

topology.

Spanning Tree

Block #2
Trunk style link /

(all VLANS)

802.1Q Bridg es thr oughout

VLANs 1-50
(1000 users)

VLANs 1-50
(1000 users)

Access style link
(VLAN 3 only)

Spanning Tree
Block #1

Figure E-1—Static filter ing inconsistenc y

In Figure E-1thetrunk stylelink and access style linkause a loop througheleft and right portions ahe

network.STP will block one or the ther Shoud the Spaning Treeblock at point #1 all 20 users may
communicateon ary of the 50 VLANSs. Havever, should theSpaining Tree blockat point #2, the lefand

right pations of the netwrk will be partitioned on all VLANs excepting VLAN 3 (theVLAN carried via
the access stylek.)

E.2.2 Consistent vie w of the “unta gged VLAN” on a given LAN segment

In the Port-bsed VLAN modeldefined in this standard, the PVID for a Portypdes the VLAN classita-

tion for all framesn the attached LAN genent that are retved in untaggetbrm. Any LAN segment with
morethan oneB02.1QBridge attached hasichan“untagged \LAN” for each BridgeNo explicit require-
ment that these be consistent for alidges on the same LAN geent, nor mechanism to assure such, has
been includedh this standard.

Considerthe case of & AN segment to which are atthed threeVLAN-aware Bridges, eacbf which is
capableof transmission ofintagge frames onto the LANegment. An untagged frame placedthatseg-
ment ly ary one of the Bridges will be associateddach of theothe two Bridgeswith their avn confg-
uredPVID for their receizing port on that LANThe 802.1Q VLAN model requires thatich frame ha a
unigue VLAN associfion, andthat associatiois represeted by a single, global VIDvalue. Therefore,it
follows that all 802.1Q Bridges on tHaAN segment must mak use of the same PVID for their ports con-
nectedo that LAN sgment.

It has beersuggested that in the special ca$ea direct point-to-pointconnection betwen two 802.1Q
Bridges orother VLAN-aware deices, other rules mighpply. No mechanism foidentifying such links
has yet been suggted.

This creates aonfiguration challenge for irstallers of Bridgs thatcorformto this standard. Inial manag-
mert corfiguration of the Bridgs (the settingf PVIDs) must b made casistent amog the Bridges, in a
mamer that tales into accounthe actuaphysicaltopology. Changs to the plysical topplogy mayrequire
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specifc changedo the confjuration ofall affected switchesThese requirementdfectively disallov a
plug-and-play installaticn as suported ly ISO/IEC 158)2-3 Bridged LANS, urless allBridges ardeft with
theirdefault PVID configurationof PVID = 1.

E.3 Heterogeneous Bridg ed LANSs: intermixing ISO/IEC 15802-3 (D) and
802.1Q (Q) Bridg es

This clause dis@sesnetworks in which VLAN-awareBridges thatonform to thisstandard are termixed
with VLAN-unaware Bridges conformant the ISO/IEC 1580-3 stardard

A principal limitation in intermixing Q Bridgeswith D Bridgesis that the VLAN filtering services are o
universally aailable throughout the Bridged LAN. Also, services foe insertion and remal of tagsare
not universally aailable. Furtherspanningreereconfgurations may causdtering services, as well aag

inserticm and remwal services, to écome wailable o becane uravailable indegndert of acions of

affected users.

E.3.1 Example: Ad ding an 802.1Q Bridg e to provide filtering to an ISO/IEC 15802-3
network

Exampe problems canbe shavn with the fdlowing topology diagrams. Figue E-2 ircludes ae QBridge
and two D Brigjes:

Spanning Tree
Block #2 \ VLAN A Users
D

PVID=A

A server ~_]
Spanning Tree

B server —1 / Block #1

PVID=B

Q =802.1Q conformant Bridge %
D = ISO/IEC 15802-3 conformant Bridge

VLAN B Users

Figure E-2— Inter operabi lity with ISO/IEC 15802-3 Bridg es: example 1

If the Spanimg Tree protocobetermines toieaktheloop amorg the threaBridges ly blocking atpoint#1,
connectvity within eachVLAN is as desired. Heever, should the block occuat point #2, trafic from
VLAN A users will pass through both D Bridges, and be treated as VLAN Bctigfon arwal in the Q
Bridge.Connetivity to theA sener will belost for theA users.
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E.3.2 Example: Ad ding an ISO/IEC 15802-3 Bridg e to a (pre viousl y) Homog enous
802.10Q Network

A similar problem, demonstratingahimpact é placinga D Bridge vithin an otherwise tomogenais Q
topology, canbe shavn by the confgurationin Figure E-3. Here wénclude two Q Bridges andadda sirgle
redundan D Bridge:

Spanning Tree

A server
PVID=A Block #2
Q Trunk, or PVID=B \ Q
B server PVID=B PVID=A PVID=B

VLAN A Users VLAN B Users

D ~— Spanning Tree

Block #1

Figure E-3— Inter operabi lity with ISO /IEC 15802-3 Bridg es: example 2

If STP determines torbak the lop amongthe three Bridgs by blocking at point #1connectvity within
eachVLAN is asdesired.The two Q switches operatas epected.A and BVLAN frames areVLAN-
tagged on arvel in either Q Bridge, and forarded only to the appropriate sers. Nav suppose an STP
recorfigurationresults ina Hock at point #2, but not at #. Thisredrects VLAN B user trafic throuch the
ISO/IEC 15802-3 Bridge. VLAN B users no longeréaheir trafic identifably distinct from VLAN A. An
immediate consequendethat the VLANB users will no longehave access tthe“B sener.”

E.4 Heterogeneous Bridg ed LANSs: intermixing ISO/IEC 11802-5 and 802.1Q
Brid ges

Translating Bridges (i.eBridges that relay betweefoken Ring/FDDI and 802.3/Ethernet LANS) that
implementthe encapsulation techniques described in ISO/IEC 1180BH; RFC 1042, and IETF RFC
1390 can e intermixed with 8021Q Bridges uder certainlimited condtions. In ader tounderstandhe
limitations irvolved, it is necessary to describéat happas to the various tagged frame formats when
passed througa Translating Bridge. Tdframeformats shan in the following subclausegse the ntation
thatis defned in Anrex C.

NOTE—Theexamples shwn are not ghaustve; in paticular, theexamplesdo not mak useof the transparentagged
frame format on FDDIHowever, the ekamplesillustrate thenatureof the problems tht can occur with suchanslatios.

E.4.1 LLC-encoded ta gged frames rela yed from 802.3/Ethernet to T oken Ring or
sour ce-routed FDDI

A Trarsparem LLC-encodedrameon 802 3/Ethernet hathe follonving form:

L-C-T/C,T: DA, SA,ETPID, TCI (CFI reset)LEN, LLC, C-Data, RD, FCS
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The Translating Bridge wilrecognizethe ETPID asan Ethernet Ype thatrequirestranslationinto an SPT
This efectively translateshe ETPID toanSTPID. The translateftamethereforeappears as folles:

RCI, DA, SA (Rl reset) STPID,TCI (CFI reset)LEN, LLC, C-Data,PAD, FCS
Whereas truetranslationof the tagged frame via an 802.1Q Bridgaud result in
L-C-T/IR,T: RCI, DA, SA (Rl reset) STPID,TCI (CFl reset)LLC, C-DatafFCS

As can be seen, the resultant frame supalty appears to be alid tagged frame; Weever, it includes spu-
rious LEN andPAD fields, and is therefomeot a \did tagged frame.

A source-raitedLLC-encoded frameon 802.3/Etheret haghefollowing form:
L-C-R/IC,T: DA, SA, ETPID, TCI (CFI set), LB, RIF (NCFI=C), LLC, C-Data,PAD, FCS
The TrarslatingBridge generates

RCI, DA, SA (RIl reset) STPID,TCI (CFI t),LEN, RIF(NCFI=C),LLC, C-Data,
PAD, FCS

Whereas truetranslationof the tagged frame via an 802.1Q Bridgawd result in
L-C-R/R,T: RCI, DA, SA (RII set), RIFSTPID, TCI (CFl reset)LLC, C-Data,FCS

Again, theresultant frame supecfally appears to be vaid taggedframe; however, it includes spurious
LEN, RIF andPAD fields, the RIF information is not visible toyasourcerouting Bridge attached tthe
Ring medium, and th€FI indicates Non-canonicdbatawhere theactual data is Canonical.

NOTE—Similar prollems «ist for the dher two LLC-encoded famats,L-N-R andL-N-T, but the CFlcorrectly indi-
catesNon-carmnical data in thérarslated frame.

In both cases, thefett of theTranslating Bridge is symmetrical; passing thigilid frame back througthe
Translating Bridge restes it to a did tagged frame formatn 8023/Ethernet.

Corsequently,

a) The translated frames cannot be correctly interpreyedLAN-aware end stations attacheglthe
Ring medum;

b) In bothcases, an802.1QBridge thatattempts to otag the traslatedframeswill generate ivelid
untagged frames;

c) Any 802.1QBridge that attempts to ley the translated frames back offiaken Ring/FDDI will
gererate irvalid tagged frames;

d) Inthe case ofthesource-routed frameyy sourcerouting Bridges attached the Ringwill treat the
frameas atransparent frame;

e) As the efect ofthe Trarslating Bridge issymmetric, passinthe framethroughaneven numbeof
suchtranslations beforeng 802.1Q deice attempts to interpret the frame formesults in correct
operation ofthe 802.1(evices.

E.4.2 Ethernet T ype-encoded ta gged frames rela yed from 802.3/Ethernet to T oken
Ring or sour ce-routed FDDI

A Trarsparem Etherret Type-ercodedframeon 802.3/Etherat haghe following form:
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E-C-T/C,T: DA, SA, ETPID, TCI (CFI reset)PT, C-Data,FCS
TheTrarslatingBridge generates:

RCI, DA, SA (RIl reset) STPID, TCI (CFI reset) PT, C-Daa, FCS
Whereasa truetranslationof the tagged frame via an 802.1Q Bridgawd result in
E-C-T/IR,T: RCI, DA, SA (RIl reset) STPID, TCI (CFI reset) SPT C-Data, FCS

The resultant frame is supieiélly a valid tagged frame, Wit carries an untranslatdethernet Jpe where
there sbuld be a SNAP-encodedEthernet Type.

A source-rotedEthernet Type-encaedframeon 802.3/Etlernet hes the following form:
E-C-RI/C,T: DA, SA, ETPID, TCI (CFI set), PTRIF (NCFI=C),C-Data, FCS
The TrarslatingBridge generates

RCI, DA, SA, STPID, TCI (CR set),PT, RIF (NCA=C), CData,FCS
Whereas truetranslationof the tagged frame via an 802.1Q Bridgauld result in
E-C-R/R,T: RCI, DA, SA (RIl set) RIF, STAD, TCI (CFl reset),SPT, C-Data,FCS

Again, the resultant frame is supieiblly a valid tagged frame, Wit carries an untranslated Etherngpd@
wherethereshould be a SAP-encodedEtherné Type, and carriesa spuriousRIF field. The CFl is also
incorrect.

NOTE—Similar problems xast for the othetwo Ethernet ¥pe-encodedormats, E-N-R and E-N;Tut the CFI cor-
rectly indicates Non-canonicdhtain the translated frame.

In both cases, thefett of theTranslating Bridge is symmetrical; passing thigilia frame back througthe
Translating Bridge restes it to a did tagged frame formatn 8023/Ethernet.

Corsequently,

a) The translated frames cannot be correctly interpregyedLAN-aware end stations attachealthe
Ring medum;

b) Any 8021Q Bridge that attempts to untag the transhted frameswill generae invalid untagged
frames;

c) Any 802.1QBridge that attempts to ley the translated frames back orfficken Ring/FDDI will
gererate irvalid tagged frames;

d) Inthe case ofhesource-routed frameyy sourcerouting Bridges attachetd the Ringwill treat the
frameas atransparent frame;

e) As the efect ofthe Trarslating Bridge issymmetric, passinthe framethroughaneven numbeof
suchtranslations beforengt 802.1Q deice attempts to interpret the frame formedults in correct
operation ofthe 802.1Qevices.

E.4.3 LLC-encoded ta gged frames rela yed from Token Ring or sour ce-routed FDDI
to 802.3/Ethernet

A Trarsparemn LLC-encodedrameon Token Ring/FDDI has the fdowing form:
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L-C-T/IR,T: RCI, DA, SA (RIl reset) STPID, TCI (CFl reset)LLC, C-DatafFCS
The TrarslatingBridge generates

DA, SA,ETPID, TCI (CFl reset)LLC, C-Data,PAD, FCS
Whereas truetranslationof the tagged frame via an 802.1Q Bridgawd result in
L-C-T/C,T: DA, SA,ETPID, TCI (CFl reset)LEN, LLC, C-Data, RD, FCS

As can be seen, thresultant frame supécfally appears to be aalid tagged framehowever, it is missing
the LEN feld, and isthereforenot avalid taggedrame.

A source-ratedLLC-encoded frameon Token Ring/FDDI hasthe folloving form:
L-C-R/R,T: RCI, DA, SA (Rl set), RIFSTPID, TCI (CFl reset)LLC, C-Data,FCS
The TrarslatingBridge generates
DA, SA, ETPID, TCI (CFl reset)LLC, C-Data, RD, FCS
Whereas truetranslationof the tagged frame via an 802.1Q Bridgaud result in
L-C-RIC,T: DA, SA, ETPID, TCI (CFI set), LN, RIF (NCFI=C), LLC, C-Data,PAD, FCS

Again, the resultanframe supeitially appears to be\alid tagged frame, i is missing the LENiéld. The
RIF information has been lost.

Similar problemsexist for the othertwo LLC-encoded formats, L-N-Rnd L-N-T but in addition,the CFI
will be set, indicating the presenckaRIF in the tag header when sachRIF field exists.

In both casesthe efect of the TanslatingBridge isalmost symmetrical; ssing the imalid frame back
through the Tanslating Bridge restores it éovalid tagged frame format on 802.3/Ethernet, With the loss
of ary source-routingnformationthat mayhave been present, and the inclusadm FAD field if the original
frame onthe Ring medium had been small.

Corsequently,

a) The translated frames cannot be correctly interpregedUAN-aware end stations attachemthe
Ring medum;

b) Any 8021Q Bridge that attempts to untag the transhted frameswill generat invalid untagged
frames;

c) Any 802.1QBridge that attempts to ley the translated frames back offiaken Ring/FDDI will
gererate irvalid tagged frames;

d) Any source-routing iformationis lost;

e) As the efect of the TanslatingBridge is almost symmetric (the Riglost, and there may be AP
included), passing the frame thrdugn @ennumber of seh trarslations befoe ary 802.1Q deice
attempts to interpret the frame format results in correct operation of the 80%it€sdas long as
thosedevices are not sensig to thepresence of spuriod\D information.
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E.4.4 Ethernet T ype-encoded ta gged frames rel ayed from Token Ring or sour ce-
routed FDDI to 802.3/Ethernet

A TrarsparentEthernet Type-ertoded frame carryip Canoiical data on dken RingFDDI has the fdowing
form:

E-C-T/IR,T: RCI, DA, SA (RIl reset)STPID,TCI (CFI reset) SPT C-Data, FCS
The TrarslatingBridge generates
DA, SA,ETPID, TCI (CFlI reset) SPT C-Data, FCS
Whereas truetranslationof the tagged frame via an 802.1Q Bridgaud result in
E-C-T/C,T: DA, SA, ETPID, TCI (CFI reset)PT, C-Data,FCS
As can beseen, the resultant frame sujadly appears to be aalid tagged frame; heever, the SPT has
not urdeigone translationto aPT. End statiors encountering this frame on802.3/Etternet wouldonly be

capableof interpreting it ifthey wereableto recognize the SPT as an embedattrnefType.

Translating Caonical source-routeéthernet ¥pe-errodedinformation poduces similar resultqut with
the addional loss ofthe saurce-roding information.

A Transgarent EtherneType-encodedrame carryig Non-canoical information on Token Ring/FDDI has
the fdlowing form:

E-N-T/R,T: RCI, DA, SA (RIl reset) STPID,TCI (CFI st), SPT, N-Data,FCS
TheTrarslatingBridge generates:

DA, SA,ETPID, TCI (CFI set), SP,IN-Datg FCS
Whereas truetranslationof the tagged frame via an 802.1Q Bridgeud result in:
E-N-T/C,T: DA, SA,ETPID, TCI (CFI set), PTRIF (NCFI=N), N-Data,FCS
Again, theresultant frame supécfally appears to be alid taggedframe, lut the SPT hasot been trans-
lated to a P;Tand the RIFs notpresent in the tag head@any 802.1Qdevice will thereforeinterpret the ifrst

N octets ofthe N-Dataifeld asf it was the RIF

Translating No-caronical sairce-rauted Etherret Type-encodd information prodces similar results,ub
with the addional loss of tle souce-rouing information.

In both cases, the fett of the Tanslating Bridge is almost symmetrical; passing thislith frame back
through the Tanslating Bridge restores it ovalid tagged frame format on 802.3/Ethernet, With the loss
of arny saurce-rauting information tlat may hae been presdn

Corsequently,

a) The translated frames cannot be correctly interpreyedlAN-aware end stations attacheglthe
Ring medum;

b) Any 802.1QBridge that attempts tantag translated frames carryingiNcanoical information
will gererate irvalid untaggedframes;
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c) Any 802.1QBridgethat attemptso relay untag translated frames carrgiilon-canonical infama-
tion backonto Token RingFDDI will generate irvalid tagged frames;

d) Frames carrying Canonical information can be successfully untagged or relayed in tagged form
using other MAC methals, as log as the 82.1Q Bridje is capablefccorrectly hadling the embee
ded SPT

e) Any source-routing iformationis lost;

f)  As theeffect ofthe Translating Bridge is symnréc (apart fromthe loss oRIF), passing the frame
through an een rumber d suchtranslations &ore ary 8021Q device attempts tdnterpret the
frameformat results in correct opation ofthe802.1Q deices.

E.4.5 Conclusions

Except forthe limited case of relaying Camioal Etherret Type-encodd information fron 802.3/Ethernet to

Token Ring/FDDI, the translation #it a taggd frame ndegoes wherpassing throgh a TanslatingBridge
renderghe frame uninterpretableytary 802.1Q deice (either end statioor Bridge), unless the frame has
passed thragh an &en nunber of Trarslating Bridges before the 01Q deice attemps to interpret the

frame. Inregions where an odaumber of traslations hae occurred, sarce-raiting informationis rendered

invisible to source routing Bridges in some cases. In the other cases, source-routing information is lost after
the first transldion.

Corsequently, the use of TranslatingBridgesintermixed with 8021Q Bridgesis feasible only if

a) An evennumber of translations (or zero translations)xpegienced ¥ ary tagged frame that is
transmittecbetween ag pair of 802.1Qaware deicesin the Bridged LAN;

b) The loss of source routing capabil#gross some gions of the Bridgedl AN is accetable; specif
cally across rgions wherdhe frst Translating Bridge encountereg b correctlyformatted tagged
frame will relay the frame fronToken Ring/FDDI to 8@.3/Etlernet

c) End stations are not sengéito recaiing LLC-encoded frames that V& FAD octets added tthe
LLC user data.

E.5 Heterogeneous Bridg ed LANSs: intermixing 802.1Q Bridg es with ISO/IEC
15802-3 Bridg es

The specitcation in this standaridr the useof GMRP in VLANSs (11.2)makesuse of VLAN-tagged frames
to signal the GIP Conté thatapplies to theegistration information carried in GMRP PDUs. \leesthat
implement 1RP as spediéd inISO/IEC 158@®-3 will regard swch frames as badly fmed GMRP frames,
and will therefore discarthemon receipt. Using an ISO/IEC5802-3Bridge to interconnect te or more
LAN regions containing 802Q devices that imdement GMRPwill thereforeprevent GMRP information
propagtion betweenthe 8@.1Q rayions, with attenént efectsupon the forwarding behavior of both the
ISO/IEC 158@-3 ard 802.1QBridgesin the LAN. This corfiguration can be made twork if the ISO/IEC
15802-3 Bridge is statically coigfuredwith

a) An All Groups entry intheFiltering Datalase, specifyindqregistration Fixed on allPorts, and
b) The GMRP Protcol Administrative Control parameters st disable GMR on allPorts.

As the Bridgeno longer supports the GMRapplication, it willforward GMRP PDUs on all Ports that ame
Forwardng. The diect of thisis to canfigure the ISO/IEC 1802-3 Bridg to behae in the same marer as
an ISO/IEC10038 Bridge.

PlacingISO/IEC 1802-3 Bridges araindthe periphery 0&in802.1Q-based BridgeldAN works correctly
as lorg as, fora gven ISO/IEC 158023 Bridge, the 82.1QBridges conectedto the same sgment(s)are
configuredto untag ap VLAN s that are releant to the GMRP operatim of the ISO/IEC 15302-3 Bridge.
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The ISO/IEC 15802-3 Bridggenerates untagged GMRP frames, whict80#1Q Bridgeslassifyaccord-
ing to the aue of the PVID for the reception Port; in a simple agunfation of the 802.1@ridges, the
Pats that connecto the ISO/IEC 1582-3 Bridge are cdigured fo the PVIDVLAN to be utagged on
egess.

NOTE—There may be siationswhere moe compl& confgurations areequired,in which VLANs other than the
PVID are canfigured untaggeth order to maintain theorrectlSO/IEC 15802-3 Bridg filtering behaior.

The efect of this type of cofiguration is that all rgistrations propagted ty a gven ISO/IEC 1582-3
Bridge on a gien (Port-based) VLANareseen  all other ISO/IEC 158023 Bridges sered ty 802.1Q
Bridgesfor which that VLAN is corfigured for unagged eress.The iltering betavior of the ISO/IEC
15802-3 Bridges is therefore gernedonly by the behavior of other devices(both ISO/IEC 1582-3 and
802.1Q) that e attachedo the sane VLAN.

E.6 Intermixing 802.1Q V ersion 1.0 Bridg es with future 802.1Q Bridg es

The discussiombore on intermixing Q Bridges with D Bridges haslisectanaloguén the plan to praide
a smple VLAN standard (Q version 1.0)initially, and later to preide extensias to thke sandard (Qversion
2.0 on) which rtends the VLA capabilities to suppbmore sghisticatedngress rules foframe classif
cation. Someof the tgology restrictions will probably be similar the “Q intermixed with D” cases.

E.6.1 Example: Intermixing La yer 3 Ingress Rules

Consider the case wheag'Qv2” switch capability isspecifedallowing for classifcation of framedy pro-
tocd. This would allow support for IP ard IPX as distinct VLANs. The ftowing diagram mighapply
whena Qv2Bridge is addedo a version 1.0 toplogy to allov users of two primcolsto participate intwo

separate VLANS:
Spanning Tree
Block #2
IP server
\
Qvl Trunk Qv2
IPX server

PVID=IP-VLAN

VLAN IP Users Dual protocol

Spanning Tree Users
Block #1

-
Qu1 = 802.1Q version 1.0 Qvl

Qv2 = 802.1Q version 2.0

Figure E-4—Interoper ability between Q versions 1 and 2

Corsider this network when STP hablocked at point #1 andnot at #2 The uper Qvl switchoperatesas
expected, and the Qv2 switch pridesprotocol based classifitionfor the frames receed from the dual
protocd users. IP ath IPXVLAN framesare VLAN-tagged a the trunks to androm the yopermost Bridge
andseners.Butif a STP recondurationshoud result ina blockat pint #2, but nat at #1, activating trafic
throuch the laver Qv1 Bridge, dwal protocolusers vill have all their trafic treatedaspart d the IP-VLAN.
An immediate consequence is that the uppermost Bridge will no longad@rinem access to the “IPX
sener.”
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E.6.2 Differing vi ews of unta gged traffic on a gi ven LAN segment

Further challengearise when one considers the case whererakQ Bridges, some okvsion 1 and some
of version 2, all atach tothe sam@ LAN segmert. Again, the rde thatary given frame &ists in exactly one
VLAN requires that all d these Bidges be comfured wit the sane ingress riles. In ths case, th Q1
Bridges will pravide a least common gability, and further requireommon corifurationof the PVID.

E.6.3 Inter operability with 802.1Q V ersion 2.0 off ering m ultiple spanning trees

Several very different architecturefor multiple spannirg tree supprt have beendiscussed, Ui hone dfine
anarchitecture stiiciently for analysis binteroperabilitywith the version 1.0definedin thisstandard. The
beneits of such an architectureveabeen discussed, and among these are relaxation gf loaanot all, of
the restictions discussed inhiis subclage. In parfcular, the multiple spannig tree mdels appear to fdr
easier mtegration within both honogerous erironments and in netvorks irntermixing D Bridges with muiti -
ple spanningree VLAN-avaredevices.
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Annex F

(informative)

Frame translation considerations

When relaying frames betweenfdifent MAC methods, there are a number of frame translations that may
be required, depeing upm the sairce anl destination MA methals concerned, thtagging state of the
receved and transmitteflames, and thdatacarriedwithin the frames:

a) Ifthe sarce anl destiration MAC methods idfer, then the werall format of the receied frame must
betranslated into th&rame format required for the MAonto whichthe frame will be transmitted.
Thedetails of the frame translationthis level isdefined ly the deinition of the InternaBublayer
Senice (ISQIEC 158023, 6.4), the suport of the internal subyer service Y specifc MAC prace-
dures (ISO/IEC 1802-3, 6.5),and the staratds that define the spedif MAC procedues con
cerned.

b) If the receved frameis being relayd in tagged format between fiifing MAC methods, or if the
tagging state is to change, then the tag headsr require translation, insertion, mmoval as
defined in ths stardard

c) If Ethernet Jpe-encoded data is being carriedlire frame, then thiormatof thatdata mayequire
translation as defed in ISQIEC 118025, IETF RFC D42, and IETF RFC 1390 hese translations
are essentiallyconcerned with praiding a standardizedneansof representing Etherhelype-
encaled frames ol ANs that hare no inheren ability within their MAC procedures t@epresen
Ethernet Ype \alues (i.e., LANMACs wherethe “native” link layer protocois LLC), and ensuring
that the framdranslation in thereverse directiorresults in the correct fmat onthe 802.3/Ethernet
LAN. The mechanisms spei@fl in thesestandards are based aroundukeof SNAP encodingo
carry Ethernet yipevalues in natie LLC-encodecdervironments, and the use of translation tables to
control the rgerse translation ithis should be necessary

One aspect that is not fully wered in thestandardsnentioneds the issue ohow differences in bit ordering
between MAC methods can fdct thedata translatiomequirements. & the majority of data relayedyba
Bridge, these diérences in bit ordering are not an issue; although the bit ordering 6f défa “onthe
wire” may dffer betveen MAC mettods, the resentabn of thatdata within the relay functon of the
Bridge is independent of tlerderof transmission or recepti@dopted # thevarious MACs.

An exceptioncanoccur whenthedata arried in aframeincludesMAC Addressvalues;for example, in IP
ARP paclets. There are twformatsused in LANs whemepresenting MAC Address values in MAC user
data:

d) Canonical format;
e) Non-canonical format.

The octet aderingis identical in bth cases (thdirst octetput into the mac_seice_data_unit ighe left-
most octet of the address et writtendown usinghexadecimal ntation adefined inSection 5 ofEEE Std
802); however, thebit ordering within eacloctet differs:

f)  Canonical format: The least sigo#nt bitof eachoctetof the standarthexadecimal representation
of the address (see IEEE Std 802-1990) repredmlisatst-signifcant(LS) bit of the corresponding
octetof the Camnical format otheaddress;

g) Non-canonical format: Thmost signifcant bitof each octeof the standarthexadecimal represen-
tation of theaddres (see IEEE Std 802-199@presats the least-signifantbit of the correpond-
ing octetof the Canonical format of treddress.
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Idealy, asingle format would be used in alplaces; havever, both can be used, depeind on the MAC

mettod concerned.The natve formatused h MACs where th bit transmissionorder is LS bit first

(e.g, IEEE Std 802.3 and ISO/IEC 8802-4), and also in FDDI, is the Canonical format; @GsMAere
the bit tansmission order imost-signifcant (M S) bit first (e.g., SO/IEC 8802-5),Non-canonical for-
matis usedA further complication heris that the format useds notconsisént across alhigherlayer
protocds (sane wse asinde forma regardlessof MAC mehod, others use the naive format for the

underlying MAC method), ard there is nosinde stamlard tha specifies which protocols carry embed-

ded MAC Address information or thrmat in which thg carry it.

Clearly in order forthe recipients oframes carrying embedded addre¥srmationto beable to interpret
MAC Address information correctlit is necessargitherto include informationn the framethat speciks
which formatis in use, orfor Bridgesto madify the famat of the information appropriately wherelaying
frames betweeregions of thenetwork whee the &pected formadliffers for theprotocol being carried.

In “TranslatingBridges” (Brices that relay @ween dffering MAC mettods,basedon ISOIEC 158023,

ISO/IEC 1182-5, IETF RFC 182, and IETF RFC 13B—i.e., in Briddng Furction B1 in Figure C-2), the
latter approach is thenly option,as theras no way that additional information can be carriedlie frame
in order to denify the enbedded format. Consequetty, in order for sucha Bridge tosuccessfullytrarslate

embedded addressinformation, it reeds to be alke to recogize the higher layer mtocol carriedin the

frame, and act accordingly

In VLAN-awareBridges, the information carddn theCFI (andin the NCFI bitof the RIF, in 802.3/Ether-
net frames) pnades a direct indication of the format of embedded addresses. Hegmcepreiderations
related to transting the format oembeddedaddresses cabe conined to Bridges whera frame is receed
untagged and the tag header is inserted on transmissim@teved taggeadnd the tag header is revealon
transmision.
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ABSTRACT

The IEEE 802.11b wireless local area networking (WLAN) protocol does not
specify a maximum permissible range limitation. Rather, the protocol permits network
data rates to vary based on the instantaneous link conditions present. This thesis analyzes
the impact of distance on perceived network link quality for IEEE 802.11b WLAN
systems. An experimental IEEE 802.11b wireless network testbed is developed and
deployed within a metropolitan area (1-40 kilometers) for the quantitative analysis of
link quality for various realistic types of network traffic. Additionally, the functional
limitations of individual system components are identified for consideration in the

planning of future experiments.
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EXECUTIVE SUMMARY

In this thesis, we investigate the impact that metropolitan terrain and extended
ranges have on the performance of IEEE 802.11b wireless local area network (WLAN)
standards and applications in order to assess this protocol’s suitability for use throughout
the Department of Defense. Although the IEEE 802.11b WLAN specification was
primarily intended for use in extending “wired” LANSs to mobile users within an indoor
office environment, we show that this same COTS technology can be applied to an

outdoor metropolitan environment as well.

Since the main objective of WLAN:S is portable data communications, we selected
file transfer and web browsing throughput as our performance metrics as they typify the

network traffic and services most commonly found throughout the global Internet.

Our wireless metropolitan area network (WMAN) testbed made use of multiple
Wi-Fi certified 802.11b wireless routers, access points and mobile stations configured for
both point-to-point and point-to-multipoint links. For configurations that tested links
extending beyond the range of the immediate campus area, we used signal amplifiers and
directive antennas to ensure sufficient link margin. To ensure that our tests results would
accurately reflect the performance achieved in a real-world implementation, we used

standard WEP-128 encryption to provide data confidentiality across all wireless links.

All performance metrics were collected from a mobile laptop located within the
coverage area of our outdoor wireless access point located on the roof of Spanagel Hall.
Two area surveys were conducted, one from a small boat on the Monterey Bay and the
other from an automobile throughout the Monterey metropolitan area. Throughput
measurements were based on both the time required to transfer a standard 15-MB file to
and from the laptop and the time required to transfer a series of relatively short data
packets representative of web-based network traffic. Additionally, signal power, noise

power and signal-to-noise ratio data were collected at each survey location in order to

xXvil
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characterize the local and remote channel conditions presently affecting bit error rate
(BER) and packet |oss.

The at-sea portion of our survey tested point-to-multipoint links over land and
water at ranges from 2.3 to 8.2 miles between the Spanagel Hall access point and the
mobile wireless laptop. The signal from the access point was amplified to 1 Watt and
transmitted from a 90° 19 dBi sector panel antenna to the mobile station smilarly
equipped with a 1 Watt amplifier and a 30° 15 dBi radome enclosed Yagi antenna. The
configuration achieved throughputs of 1.7 Mbps at 2.3 miles and 900 Kbps at 8.2 miles.

The land-based portion of our survey tested point-to-multipoint links over land at
ranges from 0.6 to 8.2 miles between the Spanagel Hall access point and the mobile
wireless laptop. The signal from the access point was again amplified to 1 Watt but
transmitted this time from a 360° 15 dBi omnidirectional antenna to the mobile station
similarly equipped with a 1 Watt amplifier and a 30° 15 dBi radome enclosed Y agi
antenna.  The configuration achieved upload throughputs of 2.1 Mbps at 0.6 miles and
200 Kbps at 8.2 miles and download throughputs of 2.2 Mbps at 0.6 miles and 100 Kbps
at 8.2 miles

An analysis of our combined results indicated throughput falling off with distance
in a non-linear fashion. By computing the mean normalized variance of both the local
and remote signal-to-noise ratios, we discovered that the SNR became increasingly
variable with distance throughout our survey area. This exponentially increasing
variability directly affects packet delay due to dropped packets and signal 10ss, negatively
impacting perceived network link quality.

In conclusion, our tests showed that CCK modulation yields acceptable high and
medium rate performance near 2 Mbps at ranges of less than 2 miles in outdoor
environments. At ranges beyond 2 miles, DQPSK modulation and DBPSK modulation
yield standard and low rate performance with graceful near-linear degradation (down to

approximately 200 Kbps at 20 miles).

Additionally, we found that the highly variable nature of link signal-to-noise ratio

seen by a mobile station roaming within the tall office buildings of a city center severely
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degraded overall throughput performance, but that this degradation was much less
noticeable for mobile web users due to the relatively short packets and the frequent
alignment of short-lived LOS paths as they roamed throughout the multipath

environment.

In summary, we found IEEE 802.11b achieves acceptable file transfer
throughputs of 2 Mbps at ranges less than 2 miles and 200 Kbps for ranges out to 20
miles over water. Even the intense multipath fading environments typical of a
metropolitan city center can yield acceptable throughputs for email and web-based traffic
if sufficiently frequent opportunities exist for LOS paths between the mobile station and

the associated access point.
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INTRODUCTION

A. BACKGROUND

Today more than ever, the success of U.S. naval operations and indeed the
success of nearly every modern human enterprise hinges on the timely flow of critical
information. Over the past decade, war-fighters and the private sector alike have seen the
emphasis of their information requirements expand from one of quality intelligence to a
need for continuous quality intelligence. This need for an uninterrupted flow of
information up, down and throughout an organization has driven a nearly universal
demand for seamless access to network resources from portable devices. Intense demand
for fast, continuous, cost-effective computer-to-computer connectivity continues to drive
the rapid adoption of wireless local area network (WLAN) technology beyond the
expectations of the original standards. Thus, as the United States Navy continues to
evolve toward a network-centric philosophy of battle group operations, the potential use
of this technology for metropolitan area network (MAN) applications will become

increasingly important at the operational and tactical levels of warfare.

Accelerated decision cycles and fundamental changes to traditional organizational
structures will drive the distribution of critical intelligence products down to the
individual war-fighters on, above and below the sea-borne battle-space. Therefore, the
behavior of wireless information networks, when constrained by various environmental
and physical limitations, is of critical interest in the development of naval information
systems. These limitations include network resource constraints, system configuration
options and extrinsic environmental conditions, such as environment geometry and

channel noise.

This thesis makes exclusive use of commercialy available off-the-shelf WLAN
equipment and software throughout al test scenarios in order to explore the limitations of
this technology and the effect of real-world geography and environmental conditions on
perceived link quality. Although the original standards envisioned use within a confined

area of no more than 300 meters, severa vendors have introduced technologies which
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potentially extend WLANS to ranges exceeding 50 kilometers, but the ramifications of
such extensions have not been widely studied.

This thesis describes the development of an experimental |EEE 802.11b wireless
LAN extended to a metropolitan area and presents a quantitative analysis of the network
performance achieved for various redlistic types of network traffic. Additionaly, the
functional limitations of individual system components are identified for consideration in

the planning of future experiments.

B. OBJECTIVES

Given the importance of wireless applications within the context of future naval
information systems, this thesis analyzes the performance of wireless network links in
terms of their robustness and suitability for mobile applications when constrained by a
real-world metropolitan environment. Experimental measurements are taken by a mobile
node located within the metropolitan area in order to understand how perceived wireless
link quality is affected by each of the following important WLAN implementation
aspects:

Transmit Power, Frequency and Interference
Multipath Propagation, Path Loss and Range
Installation, Interoperability and Scalability
Network Security and Encryption

Health Risks

As a concurrent objective of thiswork, an experimentation module was devel oped
within the Advanced Networking Laboratory that demonstrates wireless network
management applications and serves as a practical testing environment for various

electrical engineering coursework and research activities.
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C. RELATED WORK

Because wireless LAN technology is still so new and dynamic, significant
research results continue to emerge within industry. These technology companies can be
lumped into one of two types. long-established, well-known firms and relatively young
start-ups. Those in the first category, such as Cisco Systems, Hewlett-Packard, and
Lucent, continue to spend billions on the research, development and commercialization
of new products. Start-up companies, on the other hand, offer a youthful energy and

enthusiasm that often stimulates innovative ideas that either succeed or fail.

Table 1 and the following paragraphs summarize the major industry trade
associations, technology alliances, standards bodies, and independent test labs that are

investigating wireless network issues related to this thesis.

Organization Mission Relevant Technology
IEEE 802.11 The Standards Body that wrote the 802.11 FH
wireless Local Area Network specification | 802.11 DS
for 802.11 802.11 HR
802.11 VHR
IEEE 802.15 The Standards Body that wrote the 802.15
Wireless Personal Area Network 802.15HR
specifications for 802.15 and Bluetooth
IEEE 802.16 The Standards Body that wrote the 802.16
Broadband Wireless Access specification
for 802.16
Wireless Ethernet Compatibility Alliance | A Technology Alliance that certifies IEEE 802.11
(WECA) interoperability of IEEE 802.11 products
and promotes Wi-Fi as the global wireless
LAN standard
Wireless LAN Association (WLANA) A Trade Association that educates and Personal Area Networks, Local Area
promotes the use of wireless networking Networks, LAN to LAN bridge and Public
technology Access
Broadband Wireless Internet Forum A Technology Alliance that educates and VOFDM - Vector Orthogonal Frequency
BWIF promotes the use of broadband wireless Division Multiplexing
networking technology
Bluetooth Special Interest Group A Technology Alliance that writes Bluetooth
(Bluetooth SIG) Bluetooth Specs and promotes Bluetooth
and Bluetooth interoperability
Home RF Working Group A Technology Alliance that developed a SWAP (Shared Wireless Access Protocol)
specification for wireless communications
in the home
OFDM Forum A Technology Alliance that fosters a OFDM - Orthogonal Frequency Division
single compatible OFDM standard Multiplexing
HiperLAN? Global Forum A Standards Body driving the adoption of HiperLAN2
HiperLAN2 as the global broadband
wireless technology in the 5-GHz Band
ETSI HiperLAN A Standards Body that writes HiperLAN1
specifications for HiperLAN1
ETSI BRAN The Standards Body that wrote the spec HiperLAN/2 and HIPERACCESS
for Broadband Radio Access Networks
(BRAN) for Europe and beyond
University of New Hampshire An Independent Test Lab Various
Interoperability Lab

Table 1. Major Groups within the Wireless Networking Industry.
3
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The Institute for Electrical and Electronic Engineers (IEEE) is the world' s largest
technical professional society consisting of over 320,000 membersin 147 countries. The

IEEE is a significant standards-making body responsible for creating, developing,

integrating, sharing and applying knowledge about electrical and information
technologies and sciences for the benefit of humanity and the profession. Under the

auspices of this organization, the IEEE 802 LAN/MAN Standards Committee develops
local area network standards and metropolitan area network standards (e.g., the Ethernet
family, Token Ring, wireless LAN, bridging and virtual bridged LANS) and contains the
802.11 WLAN, 802.15 Wireless Personal Area Network (WPAN) and 802.16 Broadband
Wireless Access Working Groups. The IEEE 802.11b wireless LAN standard is

particularly relevant to this thesis.

The Wireless Ethernet Compatibility Alliance (WECA) is an industry-sponsored

consortium of member companies that certifies the interoperability of Wi-Fi (IEEE

802.11b High Rate) wireless networking products. Current member companies are listed
in Table 2.

2Wire 3Com Above Acrowave ActionTec Agere
Cable Acer Systems
Airwave Alcatel AMBIT AMD AOW Apple
ARESCOM Artem Askey Atheros Atmel Avaya
Aware Breeze Broadcom BroMax Buffalo Tech CCandC
Cilys CirrusLogic Cisco Colubris Compaq Connexion
Networks
Dell Delta Networks Digital D-Link Elsa Emtac
Networks
Enterasys Envara Epson Ericsson Eumitcomm Excilan
Fiberlink Fujitsu Funk Galtronics Gateway GCD
Software
Gemtec Global Sun GriC hereUare Hewlett High Speed
Tech Packard Surang
HWN IBM Icom I1luminet Intel Intermec
Intersil 10 Data iPass L Gnetwork LinCom LinkSys
L ucent Marconi MobileStar Mobilian NDC NEC
NETGEAR NetMotion NetSeal NextCom No Wires Nokia
Needed
NOVA NTT-ME oTC Parker PCTEL Phillips
Tech Wireless Vision
Proxim PsiONtecklogix | ReaTEK Resonext | RFmicrodevices RFtnc
Samsung ServiceFactory Sharp Siemens Sony Spectralink
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Symbol Synad SystemONic TDK Tella Texas
Instruments
Toshiba Toshiba TOYO TROY TS TTSLINX
us Wavelink Wayport Winmate Wireless Woodside
Solutions Networks
Z-Com

Table 2. WECA Member Companies.

The use of Wi-Fi certified WLAN products in this thesis was essential to the ease
of installation and administration necessary for an experimental wireless testbed while
assuring a sustained equivalent functionality and performance comparable to that of
wired 10BaseT networks.

The Wireless LAN Association (WLANA) is a nonprofit consortium of major
WLAN vendors established to help educate the marketplace about WLANs and their
uses. WLANA develops educational materials on WLAN user's experiences,

applications, and industry trends. The association’s Web site includes industry studies,
white papers, application stories and links to related topics and member Web sites.
WLANA'’s current sponsor companies are 3Com, Cisco, Enterasys Networks, Intersil,
Intermec, Nortel Networks, NoWireNeeded and Symbol.

The Broadband Wireless Internet Forum (BWIF) is an incorporated not-for-profit

association of 51 promoting and adopting companies committed to driving product
roadmaps that will lower costs, simplify deployment of advanced services and ensure the
availability of interoperable solutions based on VOFDM technology. The Web site
includes information, such as white papers, the BWIF Specifications Document

Overview and descriptions of what VOFDM is and how it can be used.

The Bluetooth Special Interest Group (Bluetooth SIG) is a forum for enhancing

the Bluetooth specification and providing a vehicle for interoperability testing. The Web
site includes information, such as the release of Bluetooth 1.0 Specification and an
explanation of what Bluetooth is and how it can be used. The companies leading this

group are 3Com, Ericsson, Intel, IBM, Lucent, Microsoft, Motorola, Nokia and Toshiba.

Home RF is an industry alliance of more than 70 companies interested in establishing

interoperable wireless digital communication between PCs and consumer electronic

5
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devices anywhere in and around the home. The web site includes information such as a
description of the HomeRF Protocol Specification and various white papers and

presentations.

While not directly relevant to the network studied within this thesis, it is worth
noting here that the first draft of 802.11g was approved on 16 Nov 2001 to unify 2.4 and
5-GHz products and systems. Under this proposed specification, 802.11b products would
achieve the same 52 Mbps maximum capacity currently enjoyed by 802.11a products
operating at 5 GHz.

The OFDM/CCK technology currently proposed for the 802.11g extension would
require carrier frequency downshifting from the 5-GHz standard to the 2.4-GHz band,
combining the features of the 802.11a and 802.11b technologies in the same band. To
maintain backward compatibility, some signaling protocols (header formats), clocking
rates and sample rates may be different as the high-bit-rate protocols are blended with the
existing 802.11b standard. Similar MAC and modulation schemes will also mean that
dual-band radios will be much easier to build, allowing for widespread deployment to
accommodate nearly any 802.11-compliant user. Although the formal document is sure
to undergo several levels of revision and editing before final publication, the standard is

expected to receive final approval in October of 2002 [3].

It is interesting to note that the research into WLAN systems that started some 20
years ago fostered the development of new ideas and techniques that continue to yield
new applications and systems today. Moreover, established companies are actively
involved in this booming market. While many significant improvements are being made
to the related underlying technologies, this thesis focuses on the practical analysis of
wireless link quality in super-standard, commercial implementations of the current

technology.

D. THESISORGANIZATION
This thesis is organized into six chapters and a supporting glossary. Chapter 11

provides an overview of the relevant aspects of wireless LANs. Chapter 111 explains the

6
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key concepts and underlying technologies that support packet radio networks like
802.11b WLANSs. Chapter 1V presents a detailed description of the components that
comprise the 802.11b wireless metropolitan area testbed. Chapter V describes the
experimental procedures and presents the results from various testbed configurations
studied in this thesis. Chapter VI summarizes the findings and wraps up with
recommendations for further research. Appendix A details the extended signal and noise

power measurements collected at each survey location.
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[I.  WIRELESSLAN OVERVIEW

A. INTRODUCTION

Today in the country and world over, communications technologies are leading a
revolution in the way people live, work, play and fight wars. The number of cellular
telephone subscribers and people accessing the Internet, the growth of electronic business
and the ease with which the military forces communicate while fighting the war on

terrorism all exemplify this evolution in information technology.

Access to information has become a necessity. The information available on the
Internet and the ease of accessing that information allows professionals of vastly different
fields to leverage the knowledge and skills of others in ways never before possible. The
Internet has become a competitive and cooperative necessity, an indispensable
consultation tool as well as an open bulletin board on which to showcase information to

the world.

It is not surprising, therefore, that in this age of fierce competition, we find the
Navy exploring new ways to communicate and share scare resources at all levels while
mitigating the combined risk. Wireless LAN applications offer the military forces the
reliable, high performance connectivity of wired LANs with the added flexibility,
affordability and mobility inherent to the wireless medium. With wireless networking,
there is no need to pull extra wires, stretch cabling across a large space, break through
walls or dig trenches to the next building. With wireless networking, a temporary LAN
connection or network can be established anywhere indoors or outdoors and still provide
the full range of local area network resources to mobile computer users, such as email,

Internet, corporate database access, etc.

B. WIRELESSLAN PRIMER
A wireless local area network (LAN) is a flexible data communications system
implemented as an extension to, or as an aternative for, a wired LAN. Using radio

frequency technology, wireless LANSs transmit and receive data over the air, minimizing

9
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the need for wired connections and combining the benefits of data connectivity with user

mobility.

1. Why use Wireless Networking?

Wireless LANs frequently augment rather than replace wired LAN
networks — often providing the last few feet of connectivity between a wired network and
the mobile user. Consequently, the use of wireless LANs has exploded throughout the
Navy and greater DoD. The widespread reliance on networking within the services and
the meteoric growth of the Internet testifies to the benefits of shared data and resources.
Industries around the world have also profited from the productivity gained by using
hand-held terminals and notebook computers to transmit real-time information to
centralized hosts for processing. Today, wireless LANs are becoming more widely

recognized as a general-purpose connectivity alternative for a broad range of users.

With wireless LANS, users can access shared information without looking
for a place to plug in, and network managers can set up or augment networks without
installing or moving wires.  Wireless LANs offer the following productivity,

convenience, and cost advantages over traditional wired networks:

® Mobility: Wireless LAN systems can provide LAN users with access to

real-time information anywhere in their organization.  This mobility supports

productivity and service opportunities not possible with wired networks.

¢ Installation Speed and Simplicity: Installing a wireless LAN system can

be fast and easy and can eliminate the need to pull cable through walls and ceilings.

¢ Installation Flexibility: Wireless technology allows the network to go

where wire and fiber cannot go.

¢ Reduced Maintenance Costs: While the initial investment required for

wireless LAN hardware can be higher than the cost of wired LAN hardware, overall
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installation expenses and life-cycle costs can be significantly lower. Long-term cost

benefits are greatest in dynamic environments requiring frequent moves and changes.

® Scalability: Wireless LAN systems can be configured in a variety of

topologies to meet the needs of specific applications and installations. Configurations are
easily changed and range from peer-to-peer networks suitable for a small number of users
to full infrastructure networks of thousands of users that enable roaming over a broad

arca.

2. Wireless LAN Operation

Wireless LANs use electromagnetic airwaves (radio or infrared) to
communicate information from one point to another without relying on any physical
connection. Radio waves are often referred to as radio carriers because they simply
perform the function of delivering energy to a remote receiver. The data being
transmitted is superimposed on the radio carrier so that it can be accurately extracted at
the receiving end. This is generally referred to as modulation of the carrier by the
information being transmitted. Once data is superimposed (modulated) onto the radio
carrier, the radio signal occupies more than a single frequency, since the frequency or bit

rate of the modulating information adds to the carrier.

Multiple radio carriers can exist in the same space at the same time
without interfering with each other if the radio waves are transmitted on different radio
frequencies. To extract data, a radio receiver tunes in one radio frequency while rejecting

all other frequencies.

In a typical wireless LAN configuration, a transmitter/receiver
(transceiver) device, called an access point, connects to the wired network from a fixed
location using standard cabling. At a minimum, the access point receives, buffers, and
transmits data between the wireless LAN and the wired network infrastructure. A single
access point can support a small group of users and can function within a range of less

than one hundred to several hundred feet. The access point (or the antenna attached to
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the access point) is usually mounted high but may be mounted essentially anywhere that

1s practical in order to obtain the desired radio coverage.

End users access the wireless LAN through wireless-LAN adapters, which
are implemented as PC cards in notebook or palmtop computers, as cards in desktop
computers, or integrated within hand-held computers. Wireless LAN adapters provide an
interface between the client network operating system (NOS) and the radio frequency

medium via an antenna. The nature of the wireless connection is transparent to the NOS.

3. Wireless LAN Configurations

Wireless LANs can be simple or complex. WLANS can be used either to
replace wired LANSs, or as an extension of the wired LAN infrastructure. In its most
basic form, two or more wireless nodes, or stations (STAs) comprise a basic service set
(BSS). In this configuration (Figure 1), stations communicate directly with each other on
a peer-to-peer level sharing a given cell coverage area. This type of network is often
formed on a temporary basis and is said to be operating in ad hoc mode, or as an
independent basic service set (IBSS). Such on-demand networks require no
administration or pre-configuration and each client would only have access to the

resources of the other client and not to a central server. [4].
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Figure 1. Ad Hoc Wireless LAN Configuration.
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In most instances, however, the BSS contains an Access Point (AP). The
main function of an AP is to form a bridge between wireless and wired LANs. The AP is
analogous to a base station used in cellular phone networks. When an AP is present,
stations do not communicate on a peer-to-peer basis. All communications between
stations or between a station and a wired network client go through the AP. AP’s are not
mobile and form part of the wired network infrastructure. A BSS in this configuration is

said to be operating in the infrastructure mode.

The extended service set (ESS) shown in Figure 2 consists of a series of
overlapping BSSs (each containing an AP) connected together by means of a distribution
system (DS). Although the DS could be any type of network, it is almost invariably an
Ethernet LAN. Mobile nodes can roam between APs to permit seamless campus-wide

coverage.

Figure 2. Infrastructure Wireless LAN Configuration.

In access point-based networks, the stations within a group or cell can
only communicate directly with the access point. The access point forwards messages to
the destination station within the same cell or through the wired distribution system to
another access point, through which messages arrive at the destination station. Installing

an access point can extend the range of an ad hoc network, effectively doubling the range
13
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at which the devices can communicate. Since the access point is connected to the wired
network, each client would have access to server resources as well as to other clients.
Each access point can accommodate many clients; the specific number depends on the
number and nature of the transmissions involved. Many real-world applications exist

where a single access point services from 15-50 client devices.

a. Multiple access points and roaming

Typical commercial access points have a finite range, on the order
of 100 meters indoors and 300 meters outdoors. In a very large facility such as a
warehouse or on a college campus, it will probably be necessary to install more than one
access point. Access point positioning is accomplished by means of a site survey; Figure
3 below depicts an example coverage prediction we generated for a single 2.4-GHz
802.11 AP with a nominal output power of 10mW located at six different locations
throughout the main floor of the campus library. The goal is to blanket the coverage area
with overlapping coverage cells so that clients might roam throughout the area without
ever losing network contact. The ability of clients to move seamlessly among a cluster of
access points is called roaming. Access points hand the client off from one to another in

a way that is invisible to the client, ensuring unbroken connectivity.
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Figure 3. RF Propagation Prediction for Main Floor of NPS Library.

b. Use of an extension point

To solve particular problems of topology, the network designer
might choose to use extension points (EPs) to augment the network of access points.
Extension points look and function like access points, but they are not tethered to the
wired network as are APs. EPs function just as their name implies: they extend the range
of the network by relaying signals from a client to an AP or another EP. EPs may be
strung together in order to pass along messaging from an AP to far-flung clients, just as
humans in a bucket brigade pass pails of water hand-to-hand from a water source to a

fire.

C. Use of directional antennas

One last item of wireless LAN equipment to consider is the
directional antenna. If a wireless LAN located in building X needs to extend a mile away

to building Y, one solution would be to install a directional antenna at each building and
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align them to point at each other. Just as the antenna at building X is connected to your
wired network via an access point, the antenna at building Y is similarly connected to an

access point which enables wireless LAN connectivity in that facility.

4. User Considerations
While wireless LANs provide installation and configuration flexibility and
the freedom inherent in network mobility, the following factors are important when

considering wireless LAN systems.

a. Range and coverage

The distance over which RF and IR waves can communicate is a
function of product design and the propagation path, especially in indoor environments.
Interactions with typical building objects, including walls, metal and even people, can
affect how energy propagates and thus, what range and coverage a particular system
achieves. Solid objects block infrared signals, thereby imposing additional limitations.
Most wireless LAN systems use RF because radio waves can penetrate most indoor walls
and obstacles. While the range (or radius of coverage) for typical wireless LAN systems
varies from 100 meters indoors to 300 meters outdoors, coverage can be extended

through the use of microcells in order to achieve true freedom of mobility via roaming.

b. Throughput

As with wired LAN systems, actual throughput in wireless LANs
is product and set-up dependent. Factors that affect throughput include the number of
users, propagation factors such as range and multipath, the type of wireless LAN system
used, as well as the latency and bottlenecks on the wired portions of the LAN. Data rates
for the most widespread commercial wireless LANs are in the 10 Mbps range. Users of
traditional Ethernet or Token Ring LANs generally experience little difference in
performance when using a wireless LAN [5]. Wireless LANs provide throughput

sufficient for the most common LAN-based office applications, including electronic mail
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exchange, access to shared peripherals, Internet access, and access to multi-user

databases and applications.

As a point of comparison, it is worth noting that state-of-the-art
V.90 modems transmit and receive at optimal data rates of 56.6 Kbps. In terms of

throughput, a wireless LAN operating at only 2 Mbps is over thirty times faster.

C. Integrity and reliability
Wireless data technologies have been proven through more than
fifty years of wireless application in both commercial and military systems. While radio
interference can cause degradation in throughput, such interference is rare and is usually
short-lived within the workplace. Proven wireless LAN technology and the limited
distance over which these signals travel, results in connections that are far more robust
than cellular phone connections and provide data integrity performance equal to or better

than wired networks [4].

d. Compatibility with the existing network
Most wireless LANs provide for industry-standard interconnection
with wired networks such as Ethernet or Token Ring. Wireless LAN nodes are supported
by network operating systems in the same fashion as any other LAN node: through the
use of the appropriate drivers. Once installed, the network treats wireless nodes just like

any other network component [5].

e. Interoperability of wireless devices
There are at least three reasons why wireless LAN systems from
different vendors might not be interoperable. First, different technologies will not
interoperate. A system based on frequency hopping spread spectrum (FHSS) technology
will not communicate with another system based on direct sequence spread spectrum
(DSSS) technology. Second, systems using different frequency bands will not

interoperate even if they both employ the same technology. Third, systems from
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different vendors may not interoperate even if they both employ the same technology and

the same frequency band, due to differences in implementation by each vendor.

f. Interference and coexistence

The unlicensed nature of radio-based wireless LANs means that
other products that transmit energy in the same frequency spectrum can potentially
provide some measure of interference to a wireless LAN system. Microwave ovens are a
potential concern, but most wireless LAN manufacturers design their products to account
for microwave interference. Other concerns are the co-location of multiple wireless
LANs or cordless telephones in the same frequency band. While wireless LAN
components from some manufacturers interfere with the wireless LAN components of
other manufacturers, others coexist without interference. This issue is best addressed

directly with the appropriate vendors.

g. Licensing issues

In the United States, the Federal Communications Commission
(FCC) governs radio transmissions, including those employed in wireless LANs. Other
nations have corresponding regulatory agencies. Wireless LANs are typically designed
to operate in portions of the radio spectrum where the FCC does not require the end-user
to purchase a license to use the airwaves. In the U.S. most wireless LANs broadcast over
one of the ISM (Instrumentation, Scientific, and Medical) bands. These include 902-928
MHz, 2.4-2.4835 GHz and 5.725-5.850 GHz as illustrated in Figure 4 below. For
wireless LANs to be sold in a particular country, the manufacturer of the wireless LAN

must ensure its certification by the appropriate agency in that country.

Figure 4. The Industrial, Scientific and Medical (ISM) Frequency Bands.
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h. Simplicity and ease of use
Users need very little new information to take advantage of
wireless LANs. Because the wireless nature of a wireless LAN is transparent to a user's
NOS, applications work the same as they do on wired LANs. Although wireless LAN
products incorporate a variety of diagnostic tools to address issues associated with the
wireless elements of the system, most products are designed so that users rarely need

these tools.

Wireless LANs simplify many of the installation and configuration
issues that plague network managers. Since only the access points of wireless LANs
require cabling, network managers are freed from pulling cables to wireless LAN end
users. This reduced need for cabling also makes moves, adds, and changes trivial
operations on wireless LANs. Finally, the portable nature of wireless LANSs lets network
managers pre-configure and troubleshoot entire networks before installing them at remote
locations. Once configured, wireless LANs can be moved from place to place with little

or no modification.

I. Security
Because security has long been a design criterion for wireless
devices, security provisions are typically built into wireless LANs to make them more
secure than most wired LANs. It is difficult for unintended receivers (eavesdroppers) to
listen in on wireless LAN traffic and the addition of encryption techniques make it
burdensome for eavesdroppers to gain unauthorized access to network traffic. In general,
security professionals should require individual nodes be security-enabled before they are

allowed to access privileged network resources.

J. Cost
A wireless LAN implementation includes both infrastructure costs,
for the wireless access points, and user costs, for the wireless LAN adapters.
Infrastructure costs depend primarily on the number of access points deployed; access

points range in price from $200 to $2000. The number of access points typically depends
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on the required coverage region, the number and type of user services that must be
supported and the degree to which these users are authenticated and their data is

protected.

The coverage area is proportional to the square of the product
range. Wireless LAN adapters are required for standard computer platforms, and range

in price from $100 to $1,000.

The cost of installing and maintaining a wireless LAN is generally
lower than the cost of installing and maintaining a traditional wired LAN, for two
reasons. First, a wireless LAN eliminates the direct costs of cabling and the labor
associated with installing and repairing those cables. Second, because wireless LANs
simplify moves, adds, and changes, they reduce the indirect costs of user downtime and

administrative overhead.

K. Scalability

Wireless networks can be designed to be extremely simple or
highly complex. Wireless networks can support large numbers of nodes and/or large

physical areas by adding access points to boost or extend coverage.

l. Battery life for mobile platforms

End-user wireless products are designed to run off the AC or
battery power of their host notebook or hand-held computer. Wireless LAN vendors
typically employ special design techniques to maximize the host computer's energy usage

and battery life.

m. Safety

The output power of wireless LAN systems is very low, much less
than that of a hand-held cellular phone. Since radio waves fade rapidly over distance,

very little exposure to RF energy is provided to those in the vicinity of a wireless LAN
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system. Wireless LANs must meet stringent government and industry regulations for

safety. No adverse health affects have ever been attributed to wireless LANS.

C. SUMMARY

This chapter described the features that make wireless LANs both effective
extensions and attractive aternatives to wired networks. Relevant networking concepts
and industry terminology were combined to stimulate interest in subsequent chapters of
thiswork. The next chapter introduces the key elements of the 802.11 WLAN standard,
architectural details and the common implementation features necessary to understand the

basic operation of aWLAN extended to a metropolitan area.
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[11. WIRELESS CHARACTERISTICSAND TECHNOLOGIES

A. INTRODUCTION

In this chapter, we define the IEEE 802.11 Wireless LAN Standard and examine
why direct sequence spread spectrum (DSSS) modulation is better suited for use in the
metropolitan area network testbed. We further consider the major objectives, intended
architecture and underlying technologies of 802.11b and conclude with a review of the

features that are central to this thesis.

B. |EEE 802.11

802.11 is the Ingtitute of Electrical and Electronics Engineers (IEEE) standard for
wireless networking — sending Ethernet data packets through the air. The standard allows
for wireless integration with wired IEEE 802.3 Ethernet networks using devices called
access points or base stations. Thus, the IEEE 802.11 wireless standard supports all
standard Ethernet network protocols including TCP/IP, AppleTak, NetBEUI and IPX

12].

The completion in 1997 of 802.11 was a key first step in the evolutionary
development of wireless networking technologies. Although the first wireless LAN
products appeared around 1990, 802.11 is the first standard focused on maximizing
interoperability between differing brands of wireless LANs while introducing a variety of
performance improvements and benefits. With the ratification of arevised version of the
802.11 standard called ‘High Rate’ on 20Aug1999, 802.11 now provides even higher
data rates while maintaining compatibility with the original 802.11 protocol.

In addition to enabling high performance and robust operation, 802.11 also
promises multi-vendor interoperability across products with the same Physical Layers
(PHYs). As aconsequence, customers are free to mix and match vendor components as
their application requirements dictate; thereby fostering the delivery of lower cost
components through increased competition. Today, amost al WLAN vendors have
driven their product lines to comply with |EEE 802.11 High-Rate specification.

23

ARISTA NETWORKS, INC. EXHIBIT 1009
Arista Networks, Inc. v. Corrigent Corporation, IPR2023-00805, Page 286



C. |[EEE 802.11 MEDIA ACCESS CONTROL

IEEE 802.11 is limited in scope to the physical (PHY) layer and medium access
control (MAC) sublayer, with MAC origins to the IEEE 802.3 Ethernet standard. The
802.11 MAC layer protocoal is extremely robust and feature rich. It includes Sequence
Control and Retry fields supporting a feature called MAC-layer acknowledge that
minimizes interference and maximizes usage of the bandwidth available on the wireless
channel. Type/Subtype and Duration fields ensure reliable communications in the
presence of hidden stations. Wired Equivalent Privacy (WEP) fields provide for data
security that is equal to that achievable with standard Ethernet. Sequence Control and
More Frag fields support a packet fragmentation feature that can allow a WLAN to

operate in the presence of interference or signal fading [1].

The 802.11 MAC can work seamlessly with standard Ethernet, viaabridge or AP,
to ensure that wireless and wired nodes on a LAN can interoperate with each other. The
basic medium sharing mechanism allows compatible physical layers to operate together
by using the carrier sense multiple access with collision avoidance (CSMA/CA) protocol
and arandom back-off time following a busy medium condition. In addition, all directed
traffic uses immediate positive acknowledgement (ACK) frame, in which the sender

schedules aretransmission if it does not receive an ACK [1].

While CSMA/CA and Ethernet’s carrier sense multiple access with collision
detection (CSMA/CD) have similarities, their one fundamental difference isthe way they
handle collisions. In wire-based networks, such as Ethernet, it is not technically
complicated to detect if transmissions from two stations are colliding. Detecting
collisions in wireless systems that use only one channel is impractical, however, because
of the large dynamic range of receive levels. Therefore, 802.11 chose CSMA/CA, which

uses a collision avoidance scheme [1].

The 802.11 CSMA/CA protocol is designed to reduce the collision probability
between multiple stations accessing the medium, at the point in time where collisions

would most likely occur. The highest probability of a collision would occur just after the
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medium becomes free following a busy medium, because multiple stations would have
been waiting for the medium to become available again. Therefore, a random back-off

arrangement is used to resolve medium contention conflicts, asillustrated in Figure 5.

IFS <Lcontention window
IFS
) 7 77
\/BUSV medium / Back-off window Next frame

Slot time

IFS — Interframe spacing

Figure 5. Basic CSMA/CA Behavior.

A very short-duration carrier detect turnaround time is fundamental to this
random wait characteristic. The 802.11 standard DSSS uses a dotted random wait

behavior based on 20ps time slots, which cover the carrier detect turnaround time.

In addition, the 802.11 MAC defines an option for reserving a medium using
request-to-send/clear-to-send (RTS/CTS) polling interaction and point coordination (for
time-bounded services). After a busy-medium period, all wireless LAN devices must
wait during an interframe spacing (IFS) period. After waiting a random number of time
slot intervals, these devices can attempt to transmit, provided no other transmission was
detected in the interim.

1. Roaming Provisions
802.11 allows clients to roam among multiple APs operating on the same
or different channels. For example, every 100-ms, an AP might transmit a beacon signal
that includes a time stamp for client synchronization, a traffic indication map, an
indication of supported data rates and other parameters. Roaming clients use the beacon
to gauge the strength of their existing connection to an AP; if the connection is too weak,

the roaming station can attempt to associate itself with a stronger AP.
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2. Power Management
802.11 adds features to the MAC that can maximize battery life in

portable clients via power-management schemes. Power management causes problems
with WLAN systems because typical power-management schemes place a system in
sleep mode (low or no power) when no activity occurs for some specific or user-definable

time period. Unfortunately, a sleeping system can miss critical data transmissions.

To support clients that periodically enter sleep mode, the 802.11 specified
that APs include buffers to queue messages. Sleeping clients are required to wake
periodically and retrieve any waiting messages. APs are permitted to dump unread

messages after a specified time passes.

3. Wired Equivalent Privacy
One final area of differentiation between 802.11 and either wired LANs or
previously existing WLAN implementations centers on data security. The standard
defines a mechanism through which the WLANSs can achieve Wired Equivalent Privacy
(WEP). If WEP is enabled, then all data transmitted over the wireless network is

encrypted.

4. Interoperability

One of the biggest gains from the 802.11 standard is the assurance that
products from different vendors will interoperate with each other. This means that users
can purchase wireless LAN cards and access points from different vendors and be
assured they will communicate with each other; providing greater flexibility in selecting
system components that best meet their application needs. An additional level of 802.11b
High Rate interoperability testing and certification, known as Wireless Fidelity (Wi-Fi),
is performed by the Wireless Ethernet Compatibility Alliance (WECA) for member

company products. The details and results of this testing are available from the

University of New Hampshire Interoperability Lab. WECA is an industry-sponsored
consortium formed to certify the interoperability of Wi-Fi (IEEE 802.11b High Rate)

wireless networking products. Once a vendor’s WLAN products have successfully
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completed the IEEE 802.11b High Rate standard industry interoperability testing, they
are awarded the Wi-Fi "seal of approval" to assure customers that the products bearing

this logo will work together.

As discussed previously, the 802.11 working group continued to make
rapid improvements to the specification, culminating with the ratification of the 802.11b
High Rate specification in 1999 supporting data rates up to 11 Mbps. The High Rate
standard’s 11-Mbps PHY layer uses complementary code keying (CCK) technology, a
modulation technique based on DSSS that provides data rates up to 11 Mbps with
fallback compatibility to 5.5 Mbps, 2 Mbps, and 1 Mbps. CCK uses the same bandwidth
as the 2 Mbps DSSS standard to ensure interoperability with legacy IEEE DSSS systems.
As in the wired world, higher data rates are increasingly demanded by applications such
as streaming video, telephony and multimedia. Moreover, faster peak data rates

effectively allow more nodes to connect to a WLAN over a single channel.

D. IEEE 802.11 PHYSICAL LAYER

The defacto communication technology for wireless LANs that operate
unlicensed in the worldwide 2.4-2.5-GHz ISM band is spread-spectrum, a wideband radio
frequency technique developed by the military for use in reliable, secure, mission-critical
communications systems. Spread-spectrum is designed to trade off bandwidth efficiency
for reliability, integrity, and security. In other words, more bandwidth is consumed than
in the case of narrowband transmission, but the tradeoff produces a signal that is, in
effect, more difficult to detect. If areceiver is not tuned to the right frequency, a spread-

spectrum signal looks like background noise.

Spread Spectrum communications benefit from inherent transmission security,
resistance to interference from other radio sources, redundancy, and resistance to multi-
path and fading effects. As a result, Spread Spectrum systems can coexist with other
radio systems without disturbing each other. It was primarily for this reason that Spread
Spectrum was chosen as the modulation technique to allow license-free operation within
the worldwide Industrial Scientific Medical (ISM) band.
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The term Spread Spectrum describes a modulation technique in which radio
frequency energy is spread over a much wider bandwidth than is necessary for the
required data rate. While many of the benefits of such systems are not readily apparent,
one clear benefit is superior noise rejection. The superior noise rejection of spread

spectrum systems makes them ideally suited for operation within the noisy ISM band?.

Because the standard offers a choice of different RF based PHY layers, vendor
implementations use either DSSS or FHSS. The 802.11 wireless standard does not,
however, support interoperability across different system types. Therefore, 802.11 DSSS
systems are not compatible with 802.11 FHSS, 802.11 DFIR systems, or other wireless

solutions such as HomeRF.

In 802.11, the DSSS PHY specifies a2 Mbps peak data rate with optional fallback
to 1 Mbpsin very noisy environments while the FHSS PHY specifies a1 Mbps peak data
rate with optional fall-forward to 2 Mbps in noise-free environments. However, most
vendors have chosen to implement DSSS as specified by the 802.11 High Rate (11 Mbps)
standard, providing an easy migration from a2 Mbps 802.11 DSSS system to an 11 Mbps
802.11 HR system as the underlying modulation scheme is very similar. Because 2 Mbps
802.11 DSSS systems can co-exist with 11 Mbps 802.11 HR systems, this migration

strategy also assured customers a smooth transition to the higher data rate technology.

The two Spread Spectrum techniques standardized under IEEE 802.11 and
allowed by the FCC in the ISM band are frequency hopping and direct sequence. In
frequency hopping spread spectrum (FHSS) communications, the channel between a
synchronized transmitter and receiver is rapidly changed according to a standardized

pseudo-random pattern so that the signal appears to occupy a wide bandwidth over time.

T The portion of the ISM band located at 2.4 GHz is sometimes called the junk band because it is
contaminated by microwave oven emissions at 2.43 GHz. Until very recently, it was felt that no
communication system would ever want to co-occupy this band. However, in 1985, facing pressure to
allocate more spectrum to communications, the FCC set up rules for unlicensed operation within this so
called “worthless” band [6].
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Figure 6. Frequency Hopping Spread Spectrum Channel Utilization.

This hopping of the transmitter from channel to channel, as in Figure 6, spreads
out the signal energy across a relatively large frequency spectrum in an attempt to
minimize the average power seen in any narrow portion of the band. In North America,
for example, IEEE 802.11b specifies the use of seventy-nine 1 MHz sub-channels within
a 78 MHz wide band located at 2.402-2.480 GHz [18 pg. 129]. Because the FCC insists
that any spread spectrum frequency hopping system operating in the ISM band must visit
at least 79 of these 1IMHz sub-channels at least once every 30 seconds, we can work out a
minimum hop rate of 2.63 hops per second or a sub-channel dwell time of at most 0.38

seconds per hop.

In direct sequence spread spectrum (DSSS) communications, the data to be
transmitted is mixed (XOR) with a high rate pseudo-random (PN) sequence before being
phase shift keying (PSK) modulated onto the RF carrier. This modulation sequence can
be many orders of magnitude higher in rate than the underlying data. Inthe ISM band, it
must be at least a 10:1 spreading ratio. This high rate phase modulation spreads the
spectrum out while simultaneously reducing the corresponding power spectral density.
As a result, a DSSS signal is much less likely to interfere with narrow band users.
Additionally, DSSS offers some measure of interference immunity to narrow band

emitters.

The processing of DSSS receivers begins with dispreading the signals by mixing
the spread signal with the same PN sequence that was used for spreading (upper portion
of Figure 7); thereby collapsing the desired signal to its original bandwidth and form
while ssimultaneously spreading all other signals that do not correlate with the spreading
signal. The result is that a narrowband noise source (interferer) will get spread in this
operation and will not fit through the narrow data filter (middle portion of Figure 7). As
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the signal energy collapses down to the data bandwidth, its power spectral density
increases by the amount of processing gain — which is proportiona to the bandwidth
reduction. Thus, a signal that was received at or below the noise floor is now elevated

above the noise and is therefore easily demodul ated.
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Figure 7. Direct Sequence Spread Spectrum Properties.

Additionally, DSSS modulation techniques can allow more than one user to
occupy the same channel through a feature called multiple access. Since each Direct
Sequence receiver collapses only correlated signals to the data bandwidth, other, non-
correlated signals will remain spread across the spectrum. Therefore, once the desired
signal is filtered to the available signal bandwidth, only a small fraction of the undesired

signal will remain (bottom portion of Figure 7).

Throughout the world of WLAN literature, the term packet radio or packet
communications is commonly used wherever the communications medium is not well
controlled. There are many reasons why a radio communications link may be
interrupted; one example is the microwave oven. The microwave oven radiates in the
middle of the ISM band with a 50% duty cycle and a pulse rate locked to the power line.
Thus, the microwave is “off” for 8ms every 16ms. These off periods allow the
transmission of bursts (or packets) of up to 1,000 bytes at atime. Similarly, the nature of
FHSS means that the radio communications channel is interrupted at least every 400ms
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while the sending and receiving radios are retuned to a new frequency. Thus, the
breaking up of a large block of data into small “packets’ is a common technique in
communications that helps insure error-free communications can take place even in the
presence of frequent interruptions. Conversely, it is clear that if the medium or channel is
corrupted intermittently, a large block of data will never make it through without errors.
In the packet technique, this block is broken into small packets that each have some error
detection bits added. Then, if an error is detected, a retransmission of the small packet
that was corrupted will not unduly burden the network. This packet communications
technigue employs short control packets that checks to see if the medium is clear and the
other end is ready to receive. This short control packet is also used to request a
retransmission if a packet did not get through correctly, asin Figure 8 below. Although
this level of data integrity comes at the cost of some overhead expense that reduces the
net system throughput, packet lengths can be optimized to minimize overhead while
ensuring the greatest possible throughput. When continuous data is packetized, the
Instantaneous rate must increase since the time allowed for data transmission is reduced

to alow time for the packet protocol interchange, packet headers and other overhead.

Figure 8. Packet Transmission.

Packet communications can be used with various access protocols such as carrier
sense multiple access (CSMA) or time division multiple access (TDMA). CSMA allows
asynchronous communications, but requires each communicator to first establish that the
medium is not busy. It then establishes the link with an interchange consisting of a
Request To Send (RTS), followed by a Clear To Send (CTS), the data packet and
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acknowledgement or not (ACK/NAK). TDMA alows synchronous communications
where each user is allocated a time slot to communicate in. The network overhead in this
scheme is in the wasted time when some users have nothing to send and in the packets

from the controller necessary to allocate the time slots.

It isin thisway that spread spectrum and packet radio communication techniques
for 802.11 wireless local area networks are combined to provide robust communications

in a crowded and noisy band.

1. Frequency Hopping Spread Spectrum Modulation

Frequency hopping spread spectrum (FHSS) modulation spreads the signal
by hopping from narrow band to narrow band within a wide bandwidth, occupying each
frequency for only a relatively short duration before hopping to another frequency for
another short burst and so on. FHSS wireless LAN stations send one or more data
packets at one carrier frequency, the hop to another carrier frequency to send one or more
packets, and continue this hop-transmit sequence, called slow frequency hopping. The
time these FHSS radios dwell on each frequency is fixed. The hopping pattern appears
random, but it is actually a periodic sequence tracked by both the sender and receiver.
Thus, the source and destination of a transmission must be synchronized so they are on
the same frequency at the same time. The hopping pattern (frequencies and order in
which they are used) and dwell time (time at each frequency) are restricted by the
regulatory agencies of most countries. For example, the FCC requires that 75 or more

frequencies be used and a maximum dwell time of 400 ms.

A FHSS transmitter converts the bit stream into a symbol stream in which
each symbol represents one or more bits. Two frequencies are applied for binary
frequency shift keying modulation, and four frequencies are applied for quaternary FSK
modulation. Frequency hopping is applied to the FSK-modulated signal. The transmitter
front-end supplies conversion to a higher RF and power amplification. The 802.11 FHSS
uses a GFSK modulation technique with a low modulation index which gives a relatively
narrow spectrum and allows a higher bit rate in the 1 MHz narrow hop channels.

However, these FSK conditions increase the sensitivity to noise and other impairments.
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The 802.11 standard defines hops over channel center frequencies according to a periodic
sequence that looks like a random pattern within a set of 79 frequencies (e.g., 2.402-

2.480 GHz in the U.S. and Europe)[1].

2. Direct Sequence Spread Spectrum Modulation

Direct sequence spread spectrum (DSSS) modulation avoids excessive
power concentration by spreading the signal energy across a wider frequency band,
thereby increasing the occupied bandwidth. A DSSS transmitter converts a bit stream
into a symbol stream in which each symbol represents a number of bits depending on the
phase shift keying (PSK) modulation technique. The symbol information is converted
into a complex-valued signal that is fed to the spreader. The spreader multiplies its input
signal with a pseudo noise (PN) sequence, called a chip sequence. This multiplication
creates a signal with a wider bandwidth. The in-phase and quadrature components of the
spreader output signal are fed to a quadrature modulator. The transmitter front-end

provides filtering, conversion to a higher RF, and power amplification.

In Figure 9, each information bit is combined via an XOR function with a
longer Pseudo-random Numerical (PN) sequence. The result is a high-speed digital
stream, which is then modulated onto a carrier frequency using Differential Phase Shift

Keying (DPSK).

DATA
I = I e (W]
Pélggn ouT A
e a1 11 CHIPS 1-BIT
1 [} im 1 i LS
I PRN 01000101111011101000
11 CHIPS

11-BIT BARKER CODE (PRN):
1011101000

Figure 9. Combining PRN Sequence and Data.

At the destination, the chips are mapped back into a bit, reproducing the
original data. In general, the transmitter and receiver should be synchronized to operate
properly. The ratio of chips per bit is called the "spreading ratio". A high spreading ratio
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assures the system is sufficiently resistant to signal noise interference while a low

spreading ratio increases the net bandwidth available to a user.
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Figure 10. Matched Filter Correlator.

When receiving the DSSS signal, a matched filter correlator is used as
shown in Figure 10. The correlator removes the PN sequence and recovers the original
data stream. At the higher data rates of 5.5 and 11 Mbps, DSSS receivers employ
different PN codes and a bank of correlators to recover the transmitted data stream. The
high rate modulation method is called Complimentary Code Keying (CCK) and will be
discussed in detail later in this chapter. The effects of using PN codes to generate the

spread spectrum signal are shown in Figure 11[9].
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Figure 11. Effect of Spreading and Correlation on DSSS Signals.

As shown in the upper portion of Figure 11, the PN sequence spreads the
transmitted bandwidth of the resulting signal (thus the term, “spread spectrum”), thereby
reducing the peak power while leaving the total power unchanged. Upon reception, the
signal is correlated with the same PN sequence to reject narrow band interference and
recover the original binary data (lower portion of Figure 11). Regardless of whether the
data rate is 1, 2, 5.5, or 11 Mbps, the channel bandwidth is 22 MHz for DSSS systems.
Therefore, the ISM band will accommodate up to three non-overlapping channels as

illustrated in Figure 12 below.

Figure 12. Non-Overlapping Channels in the ISM Band.

The 802.11 DSSS, based on the 11-chip Barker sequence +1, -1, +1, +1, -
1, +1, +1, +1, -1, -1, -1, is used as the PN code sequence, and the symbol duration

corresponds to the time of 11 chip intervals. The 11-chip spreading makes the occupied
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bandwidth larger and increases the effective bandwidth from 1 MHz to 11 MHz. The
802.11 standard specifies two bit rates — 1 Mbps with BPSK and 2 Mbps with QPSK,

with a spectrum that looks the same for both bit rates.

DSSS has a more robust modulation and a larger coverage range that
FHSS, even when FHSS uses twice the transmitter power output level. FHSS gives a
large number of hop frequencies, but the adjacent channel interference behavior limits the
number of independently operating collocated systems. Hop time and a smaller packet
size introduce more transmission time overhead into FHSS, which affects the maximum
throughput. Although FHSS is less robust, it gives a more graceful degradation in
throughput and connectivity. Under poor channel and interference conditions, FHSS will
continue to work over a few hop channels a little longer than over the other hop channels.
DSSS, however, still gives reliable links for a distance at which very few FHSS hop
channels still work. For collocated networks (access points), DSSS yields a higher
potential throughput with fewer access points and a corresponding reduction in

infrastructure costs versus FHSS.

Several DSSS products in the market allow users to deploy more than one
channel in the same area. They accomplish this by separating the 2.4-GHz band into
multiple sub-bands, each of which contains an independent DSSS network. Because
DSSS modulation truly spreads a signal across the spectrum, the number of independent,
non-overlapping channels in the 2.4-GHz band is small, as illustrated by Figure 13. Only
a very limited number of co-located networks can therefore operate without interference

from adjacent channels.
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Figure 13. Non-Overlapping Channels in the ISM Band.

Regulations under which radio spectrum may be used and frequencies in

which wireless LANs can be deployed have made the 2.4-GHz ISM band available

worldwide but without a unified regulation for spectrum occupation or power levels. The

regional variations across the fourteen center frequency channels allocated for 802.11

DSSS are listed in the Table 3.

Channel ID | Frequency | FCC IC ETSI (Europe) | Spain | France MKK

(MHz) (USA) (Canada) (Japan)
1 2412 O O O o
2 2417 O O O o
3 2422 O O O o
4 2427 O O o O
5 2432 O O O o
6 2437 O O O o
7 2442 O O O o
8 2447 O O O o
9 2452 O O O o
10 2457 O O O @] O o
11 2462 O O O @] O o
12 2467 O O o
13 2472 O O o
14 2484 O

Table 3. Non-Overlapping Channels in the ISM Band [1].
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3. Multiple Access
The basic access method for 802.11 is the Distributed Coordination

Function (DCF), which uses Carrier Sense Multiple Access/Collision Avoidance
(CSMA/CA). In CSMA/CA, each station is required to listen for other users. If the
channel is idle, the station may transmit. However if it is busy, each station waits until
transmission stops, and then enters into a random back off procedure. This procedure
prevents multiple stations from seizing the medium immediately after completion of the

preceding transmission.

Figure 14. Distributed Coordination Function Acknowledgement.

Packet reception in DCF requires acknowledgement as shown in Figure
14. The period of time between completion of packet transmission and start of the ACK
frame is one Short Inter Frame Space (SIFS). ACK frames have a higher priority than
other traffic. Fast acknowledgement is one of the salient features of the 802.11 standard,

because it requires ACKs to be handled at the MAC sublayer.

Transmissions other than ACKs must wait at least one DCF Inter Frame
Space (DIFS) before transmitting data. If a transmitter senses a busy medium, it
determines a random back-off period by setting an internal timer to an integer number of
slot times. Upon expiration of a DIFS, the timer begins to decrement. If the timer
reaches zero, the station may begin transmission. However, if the channel is seized by
another station before the timer reaches zero, the timer setting is retained at the

decremented value for subsequent transmission.
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The method described above relies on the Physical Carrier Sense. The
underlying assumption is that every station can ‘“hear” all other stations. This is not
always the case. Referring to the Figure 15, Station A is within range of the AP, but out
of range of Stations B, C and D. Because Station B, C and D would not be able to detect
transmissions from Station A, the probability of collision is greatly increased. This is

known as the Hidden Node problem and Stations B, C and D are known as hidden nodes.

| &
RTS Range
CTS Range

Figure 15. RTS and CTS Ranges.

To combat this problem, a second carrier sense mechanism is available.
Virtual Carrier Sense enables a station to reserve the medium for a specified period of
time through the use of RTS/CTS frames. In the previously described scenario, Station A
sends an RTS frame to the AP, but this RTS will not be heard by Stations B, C or D. The
RTS frame contains a duration/ID field which specifies the period of time for which the
medium is reserved for a subsequent transmission by Station A. The reservation
information is stored in the Network Allocation Vector (NAV) of all stations detecting

the RTS frame.

Upon receipt of the RTS, the AP responds with a CTS frame, which also
contains a duration/ID field specifying the period of time for which the medium is
reserved. While Stations B, C and D did not detect the RTS, they will detect the CTS and

update their NAVs accordingly. Thus, collision is avoided even though some nodes are
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hidden from other stations. The RTS/CTS procedure is invoked according to a user
specified parameter. It can be used always, never, or for packets which exceed an

arbitrarily defined length.

As mentioned above, DCF is the basic media access control method for
802.11 and it is mandatory for all stations. The Point Coordination Function (PCF) is an
optional extension to DCF which provides a time division duplexing capability to

accommodate time bounded, connection-oriented services such as cordless telephony [2].

4. Logical Addressing

The authors of the 802.11 standard allowed for the possibility that the
wireless media, distribution system, and wired LAN infrastructure would all use different
address spaces. IEEE 802.11 only specifies addressing over the wireless medium, though
it was intended specifically to facilitate integration with IEEE 802.3 wired Ethernet
LANs. IEEES802 48-bit addressing scheme was therefore adopted for 802.11 in order to
maintain address compatibility with the entire family of IEEE 802 standards. In the vast
majority of installations, the distribution system is an IEEE 802 wired LAN and all three

logical addressing spaces are identical.

5. Security

IEEE 802.11 provides for security in two ways: authentication and
encryption. Authentication is the means by which one station is verified to have the
authority to communicate with a second station in a given coverage area. In the

infrastructure mode, authentication is established between an AP and each station.

Authentication can be either Open System or Shared Key. In an Open
System, any station (STA) may request authentication. The STA receiving the request
may grant authentication to any request, or only those from stations on a user-defined list.
In a Shared Key system, only stations which possess a secret encrypted key can be
authenticated. Shared Key authentication is only available to systems having the optional

encryption capability enabled.
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Encryption is intended to provide a level of security comparable to that of
a wired LAN. The Wired Equivalent Privacy (WEP) feature uses the RC4 PRNG
algorithm from RSA Data Security, Inc. The WEP algorithm was selection criteria were
that it be reasonably strong, self-synchronizing, computationally efficient, exportable and

optional.

6. Timing and Power Management
All station clocks within a Basic Service Set (BSS) are synchronized by
periodic transmission of time stamped beacons. In the infrastructure mode, the AP serves
as the timing master and generates all timing beacons. Synchronization is maintained to

within 4 microseconds plus propagation delay.

Timing beacons also play an important role in power management. There
are two power saving modes defined: awake and doze. In the awake mode, stations are
fully powered and can receive packets at any time. Nodes must inform the AP before
entering doze. In this mode, nodes must “wake up” periodically to listen for beacons

which indicate that the AP has queued messages waiting for it.

7. Roaming
Roaming may be the least defined feature among those defined by the
standard. The standard identifies the basic message formats required to support roaming,
but everything else is left up to network vendors. In order to fill the void, the Inter-
Access Point Protocol (IAPP) was jointly developed by Aironet, Lucent Technologies,
and Digital Ocean. Among other things, IAPP extends multi-vendor interoperability to
the roaming function and addresses roaming within a single Extended Service Set (ESS)

and between two or more ESSs.

E. 802.11B HIGHER-SPEED PHYSICAL LAYER EXTENSION
Soon after the IEEE 802.11 standards board approved the 1 and 2 Mbps

standard for wireless local area networks in 1997, a working group started on a higher
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rate extension to the physical layer of the standard with the intent to deliver Ethernet like
speeds over 802.11 WLAN systems. After months of evaluating various modulation
proposals such as m-ary orthogonal keying (MOK), pulse position modulation (PPM),
packet binary convolutional coding (PBCC), orthogonal frequency division multiplex
(OFDM) and orthogonal code division multiplex (OCDM), the working group could not

come to consensus on a single modulation method [7].

As a result, Harris Semiconductor and Lucent Technologies joined forces
and developed an approach called complementary code keying (CCK) which was
subsequently adopted by the 802.11 working group in July 1998 as the basis for the high
rate physical layer extension to deliver data rates of 5.5 and 11 Mbps at 2.4 GHz. This
higher rate extension was adopted primarily because the MAC is kept unchanged,
ensuring an easy path for interoperability with the existing 1 and 2-Mbps networks by

maintaining the same bandwidth and incorporating the same preamble and header [8].

Thus, the IEEE 802.11 High Rate PHY today specifies four modulation
formats and data rates. Both the basic access rate of 1 Mbps and the enhanced access rate
of 2 Mbps use DBPSK modulation while the two high rate access rates of 5.5 Mbps and
11 Mbps use CCK modulation. In addition, an optional packet binary convolutional

coding (PBCC) mode is also provided for potentially enhanced performance.

To transmit at 5.5 Mbps and 11 Mbps in the 2.4-GHz band, a new
modulation scheme was defined, based on the DSSS PHY standard. In the original PHY,
a chip rate of 11 Mcps/s was selected, with a symbol rate of 1 Msps. The data rates of 1
and 2 Mbps are obtained through the use of BPSK and QPSK. The chip rate is
maintained in the extension to higher data rates, as is the QPSK modulation.
Accordingly, much of the hardware and the channel structure are compatible with the
lower data rates. However, the original DSSS modulation is no longer useful, as the chip
rate is equal to or double the bit rate. The process gain would be 1 or 2. Instead, a

modulation format called complementary code keying (CCK) is used [8].
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1. Complementary Code Keying
CCK is a variation on m-ary orthogonal keying modulation that uses an
I/Q modulation architecture with complex symbol structures. Because CCK is based on
the complementary codes, it has good performance with regard to mutual interference
and allows for multi-channel operation in the 2.4-GHz ISM band through use of the
existing 802.11 1 and 2 Mbps DSSS channelization scheme. The spreading employs the
same chipping rate and spectrum shape as the 802.11 Barker word spreading functions,

allowing for three non-interfering channels in the 2.4 to 2.483-GHz band [8].

In CCK m-ary orthogonal keying modulation, one of m unique (nearly
orthogonal) signal codewords is chosen for transmission. Figure 16 shows the spreading
function for CCK is chosen from a set of m nearly orthogonal vectors by the data word.
To transmit 11 Mbps, CCK chooses one vector from a set of 64 complex (QPSK) vectors
for the symbol and thereby modulates 6-bits (one-0f-64) on each 8 chip spreading code
symbol. Two more bits are sent by QPSK modulating the whole code symbol, thereby
modulating 8-bits onto each symbol. Thus, a group of eight chips (each transmitted with
one of the QPSK phases) jointly codes eight bits. Two of the bits are coded in the
average phase rotation of the eight chips, and the other six bits in the selection of one out
of four complementary codes. These four bits form a subset among the 64 bits used for

11 Mbps [7].

C :{ej(q)ﬂ(ﬂz*‘%*‘h)’ej((P1+(P3*<P4),ej((Pl*(P2+(PA)’_ ej(%+‘94),ej((P1+(P2*(P3),ej((01*‘93),_ej(cpl*(Pz),ej‘PL} (3.1)

The equation (3.1) above is used to derive the CCK codewords used for
spreading in both 5.5 Mbps and 11 Mbps data rates, where C is the codeword {c0..c7}.
This formula creates 8 complex chips (c0 to ¢7) where c0 is transmitted first in time and
the terms | 1, ] 2, ] 3 and | 4 are the four phase terms. The phase term j | modulates all of
the code chips of the sequence and is used for the DQPSK rotation of the whole code
vector. The three others modulate every odd chip, every odd pair of chips and every odd
quad of chips respectively. Chip c7 of the symbol defined above is the chip that indicates
the symbol’s phase and is transmitted last [2].
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Data Rate = 8 bits/symbol * 1.375 MSps = 11 MBps

6 Pick One of o 5 AU
7 64 Complex 3
Codes -
2 Qour
A 2 1
z—*
o
MUX / e
Data Input s " ’/
1.375 MHz 11 MHz

Figure 16. Complementary Code Keying Modulation.

Walsh functions were used for the m-ary bi-orthogonal keying (MBOK)
modulation first considered by the 802.11b working group. They are the most well
known orthogonal BPSK vector set and are available in 8 chip (powers of 2) vectors. To
transmit enough bits per symbol, the MBOK modulation was used independently on the I
and Q channels of the waveform, effectively doubling the data rate. CCK, on-the-other-
hand, uses a complex set of Walsh/Hadamard functions known as complementary codes.
Walsh/Hadamard properties are similar to Walsh functions but are complex; thus they
have more than two phases while still being nearly orthogonal. With complex code
symbols, we cannot independently transmit simultaneous code symbols without suffering
amplitude modulation. However, since the set of complementary codes is more
extensive, we have a larger set of nearly orthogonal codes to pick from and can get the
same number of bits transmitted per symbol without simultaneous transmission of
symbols. Additionally, the multipath performance of CCK is better than MBOK due to

the lack of cross rail interference [7].

8 BPSK CHIPS: 248 =256 Codewords

1] []
|| L

8 QPSK CHIPS: 478 =65536 Codewords

Figure 17. Walsh and Complementary Codes.
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Figure 17, compares the modulation schemes. For MBOK, there are 8
BPSK chips that have a maximum vector space of 256 code words in which orthogonal
sets of 8 can be found. Two independent BPSK vector sets are selected for the
orthogonal I and Q channels which modulate 3-bits on each. Two additional bits are used
to BPSK modulate each of the spreading code vectors. For CCK, there are 65,536
possible code words, and sets of 64 that are nearly orthogonal. This is because it really
takes 16 bits to define each code vector. To get a half data rate version, a subset of 4 of

the 64 vectors having superior coding distance is used [7].

One advantage of CCK over MBOK is that it suffers less from multipath
distortion in the form of cross coupling of I and Q channel information. The information
in CCK 1is encoded directly onto complex chips. These chips cannot be cross-couple
corrupted by multipath since each channel finger has an Ac” distortion. Thus, a single
channel path gain-scales and phase-rotates the signal while a gain scale and phase
rotation of a complex chip still maintains I/Q orthogonality. This superior encoding
technique avoids corruption that results from encoding half the information on the I-
channel and the other half on the Q-channel, as in MBOK, which easily cross-couple
corrupts with multipath’s A¢"® phase rotation [7].

Figure 18, shows a composite view of the CCK modulation modes and the
original 1 and 2-Mbps modes. For 1 Mbps, the signal is modulated BPSK by one bit per
symbol and then spread by BPSK modulating with the 11 chip Barker code at 11
Mchip/s. For 2 Mbps, the signal is QPSK modulated by two bits per symbol and then
BPSK spread as before. For the 5.5-Mbps CCK mode, the incoming data is grouped into
4 bit nibbles where 2 of those bits select the spreading function out of the set of 4 while
the remaining 2 bits QPSK modulate the symbol. The spreading sequence then DQPSK
modulates the carrier by driving the I and Q modulators. To make 11-Mbps CCK
modulation, the input data is grouped into 2 bits and 6 bits. The 6 bits are used to select
one of 64 complex vectors of 8 chips in length for the symbol and the other 2 bits
DQPSK modulate the entire symbol. The chipping rate is maintained at 11 Mcps for all

modes.
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Figure 18. CCK Modulation Modes.

2. 802.11 Interoperability

Interoperability was a priority for the 802.11 working group in the
selection of the waveform for higher rates. The signal acquisition scheme for 802.11 uses
a specific preamble and header for the 1-Mbps modulation and a provision for sending
the payload at different rates. Although the packet frame structure and protocol of 802.11
is very similar to 802.3 Ethernet, 802.11 must operate wirelessly in a harsh RF
environment. This means that the signal levels may become corrupted and subject to
multipath. Consequently, signal acquisition and synchronization of the preamble and
header are critical. The preamble and header consists of six fields: preamble, SFD,
Signal (rate), Service, Length and CRC. The header requires 48 bits and the total length
of the acquisition sequence is 192 ps. The preamble and header is modulated using the 1-
Mbps modulation rate and is scrambled with a self-synchronizing scrambler. The high

rate scheme re-uses the previous acquisition sequence as it already had a rate field that
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could be programmed for 1, 2, 5.5 or 11 Mbps. Additionally, the high rate 802.11
standard has a provision for an optional shorter acquisition sequence that yields a lower

packet overhead when only high rate capable equipment is present within the network.

The 802.11 packet transmission protocol is carrier sense multiple access
with collision avoidance (CSMA/CA). The deviation from the “wired” Ethernet carrier
sense multiple access with collision detection (CSMA/CD) scheme was necessary
because radios can not detect collisions. They therefore use collision avoidance, which is
essentially a listen-before-talk and random-back-off deferral mechanism. Since all
stations use the same acquisition sequence at the lowest basic rate, all stations can see the
traffic and process the signals at the appropriate rate. If legacy 1 and 2 Mbps stations
receive the packet header, but are not capable of processing the higher rate, they can still
defer the medium as they know that an 802.11 signal was sensed and they know the

length of time it will be on the air [4].

To insure that the modulation has the same bandwidth as the existing
802.11 DSSS modulation, the chipping rate is kept at 11 Mchip/s while the symbol rate is
increased to 1.375 Msymbols/s in order to account for the shorter symbols and make the
overall bit rate 11 Mbps. This approach makes system interoperability with the 802.11
preamble and header much simpler. Because the spreading rate remains constant and
only the data rate changes, the spectrum of the CCK waveform is the same as the legacy

802.11 waveform [7].

3. Walsh and Complementary Codes
Walsh codes are formed throught the simple operation illustrated in Figure
19. For the 2-ary case, the basic symbols are formed by taking a 2x2 matrix of 1s and
inverting the lower right quadrant of the matrix. The 4-ary case is formed by taking four
of the 2x2 matrices and making a 4x4 matrix with the lower right hand quadrant again

inverted. The procedure can be repeated for the 8-ary case and beyond.
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Figure 19. Walsh Codes.

Walsh functions have a regular structure and at least one member that has
a substantial DC bias (the first row with all 1s). All other members are composed of half
Is and half 0s. The DC bias can be reduced on the worst member of the set by
multiplying all members with a cover code. However, doing so introduces a (smaller)

bias in half of the members.

The main concern about MBOK is due to the fact that it uses independent
codes on the in-phase and quadrature signals, which creates a significant amount of cross-
rail interference in the presence of multipath. To avoid this, one would ideally transmit
only symbols for which processing could be done on I and Q simultaneously, and use
code words that all have good autocorrelation properties, such that there is minimal inter-
symbol and inter-chip interference. Such codes actually exist in the form of the
complementary codes. For an 8-chip code length, 256 possible sequences ¢ can be

constructed using four QPSK phases ¢/ through ¢4.

Because ¢/ is present in all 8 chips, it simply rotates the entire code word.
To decode this code set, one needs 64 correlators plus an additional phase detection of the
code that gave the largest correlation output. The correlation can be significantly
simplified by using techniques like the Fast Walsh transform (analogous to an FFT
butterfly circuit). In fact, when the four input phases @/ to @4 are binary, then the

complementary code set reduces to a modified Walsh code set.
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4. Performance Parameters
The FCC requires that DSSS modulations used in the 2.4-GHz ISM band
have a minimum processing gain of 10 dB. Spreading and de-spreading operations using
CCK provides 11 dB of processing gain when used in accordance with the FCC rules.
The reduction in bandwidth provides 9 dB and MOK coding constitutes 2 dB of coding
gain. After de-spreading, the SNR improves by 11 dB over the SNR in the spread
bandwidth. Under these conditions radios designed with CCK modulation satisfy the

FCC’s requirements with ample margin for the CW jamming test.

Antenna diversity helps insure a reliable 11-Mbps link for indoor
environments. High rate modulation schemes are always more susceptible to multipath
interference and filter distortion than lower rate modulations due to the higher required

SNR (E¢/No) [10].

A CCK transmitter is very similar to an IEEE 802.11 DSSS transmitter, as
the only changes are in the way the chip phases are chosen. This is typically done in the
digital signal processing (DSP) part of the hardware. Therefore, a software actualization
may be enough. At the receiver side, things are different, as the longer bit period of the
DS receiver allows the implementation of 1 and 2-Mbps receivers with the RAKE
technique. The multipath delay spread is much lower than the symbol rate. In the 5.5
Mbps and 11 Mbps version, some kind of equalization must be used, in combination with
the RAKE receiver. For high multipath environments, such as factory and manufacturing
plants, a CCK demodulator using a RAKE receiver can tolerate delay spreads of 100nsec

and >100nsec when combined with a decision feedback equalizer (DFE) [8].

F. SUMMARY

This chapter provided an overview of the IEEE 802.11 Wireless LAN Standard
and the underlying mechanisms of the Higher-Speed Physical Layer Extension that are
relevant to this thesis. We highlighted the key communications concepts and techniques
necessary for subsequent discussions regarding the implementation details of the wireless

testbed. The next chapter introduces the system specifics, architecture and background
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information necessary for a thorough examination of the performance of the wireless
metropolitan area network testbed.
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V. WIRELESSMAN TESTBED COMPONENTS

A. INTRODUCTION

This chapter discusses the major wired and wireless networking components and
configurations used during this study within the framework of the Advanced Networking
Laboratory Wireless MAN testbed.

B. WIRELESSMAN TESTBED COMPONENTS

The wireless MAN testbed made use of the highest quality WLAN components
available. Product purchase decisions were driven primarily by a desire to maximize
multi-vendor compatibility with user cards while ensuring the highest possible level of

802.11b feature maturity in order to assure maximum utility and security.

The testbed was composed entirely of Central and Remote Outdoor Routers,
Outdoor Router Clients (wireless cards) and Outdoor Antennas/Amplifier assemblies
interconnected by various cables and connectors and configured by associated router and
client management software. All Outdoor Routers (CORs and RORs) and wireless
PCMCIA cards were Lucent ORINOCO® products. All outdoor antennas, amplifiers,

splitters, cables and assemblies are HyperLink Technologies Inc. products.

C. KEY COMPONENT DESCRIPTIONS

Outdoor Routers are actually bridge/routers and can function as IP routers while
performing transparent Ethernet bridging of all standard Ethernet protocols. In addition
to the (wired) Ethernet interface, Outdoor Routers can support up to two wireless
interfaces, providing the following maor modes of operation for high-speed outdoor

wireless links, including wireless broadband Internet access:
— Central Outdoor Router
— Remote Outdoor Router

— |EEE 802.11b Access Point
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1 Central Outdoor Router
A Central Outdoor Router (COR) depicted in Figure 20 is an Outdoor
Router or wireless base station that provides high-speed wireless network access to two
or more clients. The COR manages usage of the wireless network, and can provide

access to many Remote Outdoor Routers and Outdoor Router Clients simultaneously.

Figure 20. Photo of ORINOCOP Central Outdoor Router
(Model COR-1100).

2. Remote Outdoor Router
A Remote Outdoor Router (ROR) depicted in Figure 21 is an Outdoor
Router or wireless satellite unit capable of connecting wired LAN’s to the wireless
network. A Remote Outdoor Router can connect to either one Central Outdoor Router or

one other Remote Outdoor Router.

Figure 21. Photo of ORINOCOP Remote Outdoor Router
(Model ROR-1000).
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3. Outdoor Router Client
An Outdoor Router Client (ORC) is an end-user laptop or desktop
computer which connects directly to the Outdoor Router network using a wireless PC
Card (Figure 22) running the OR Client driver. With the OR Client driver, a network
administrator can limit the end user’s bandwidth usage by using the Data Rate throttle

setting.

Figure 22. Photo of ORINOCO® Gold PC Card.

4. IEEE 802.11 Compatible 2.4 GHz WLAN Amplifiers
For the wireless testbed configurations that required wireless links with
additional link margin, a combination of Outdoor Antennas and their associated
amplifiers was used. These wireless testbed configurations employed an IEEE 802.11
compatible 2.4-GHz wireless LAN amplifier to deliver up to 1 Watt of transmit power for
as little as SmW of input power. The WLAN Amplifier and its associated DC Power
Injector, illustrated in Figure 23 and described in Table 4, were used exclusively

throughout the tests.
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Y,
Figure 23. Photo of HyperLink Technologies® WLAN Amplifier & DC Injector

(Model HA2401).
Frequency Range 2400 — 2483 MHz
Receive Gain 20dB
Receive Noise Figure 2.5 dB nominal
Transmit Gain 30 dB maximum
Transmit Power 1 Watt

Frequency Response | + 1 dB over operating range

Impedance 50 Ohms (Input & Output)

Weight < 0.3 Lbs (each)

Dimensions 4.6” x2.6” x 1.7” (both)

Cable Pigtail 597 RG8

Table 4. Specifications of HyperLink Technologies® WLAN Amplifier & DC Injector
(Model HA2401).

5. Indoor and Outdoor Antennas
Each of the wireless testbed configurations included a laptop computer
configured with an ORINOCO® wireless PC Card and an AP attached to one or more of
the Indoor or Outdoor Antennas illustrated in Figures 24 through 31 and described in
Tables 5 through 12.
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Figure 24. Photo of ORINOCOP Range Extender Indoor Antenna.

The Range Extender Indoor Antenna, depicted in Figure 24 and described
in Table 5, was used to boost the signal provided to the survey laptop computer in order
to quickly determine signal power levels and connection quality while roaming within the
metropolitan area. The primary advantage of this antenna is that it produces a significant
improvement in signal quality in both indoor and outdoor environments without the need
for an additional amplifier and comes wired with a proprietary Lucent connector to plug

directly into the external antenna port on all Lucent IEEE 802.11b PC cards.

Frequency Range 2400 — 2500 MHz
Gain 2.5 dBi
Impedance 50 Ohms
Weight 0.3 Lbs
Dimensions 9” height x 1” wide x 3” base
Cable Pigtail 59” RGS8

Table 5. Specifications of ORINOCO® Range Extender Indoor Antenna.
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Figure 25. Photo of HyperLink Technologieso 8 dBi Mini-Patch Indoor Antenna

(Model HG2408P).

Frequency Range

2400 — 2500 MHz

Gain 8 dBi
-3 dBi Horizontal Beam Width 75°
-3 dBi Vertical Beam Width 65°
Impedance 50 Ohms
VSWR <2:1, 1.5:1 nominal
Polarization Horizontal & Vertical
Wind Survival >100 MPH
Weight < 0.5 Lbs
Dimensions 4.2” diameter x 1.2” deep
Cable Pigtail 12” RG8
Table 6. Specifications of HyperLink Technologies® 8 dBi Mini-Patch Indoor Antenna
(Model HG2408P).
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Figure 26. Photo of HyperLink Technologieso Radome Enclosed Yagi Antenna
(Model HG2415Y).

The Radome Enclosed Yagi Antenna, depicted in Figure 26 and described
in Table 7, proved to be the most convenient for use in the survey due to its light weight

and good combination of gain and beam width that allowed for ease in setup.

Frequency Range 2400 — 2500 MHz
Gain 14 dBi
-3 dBi Horizontal Beam Width 30°
Impedance 50 Ohms
Max. Input Power 50 Watts

VSWR <2:1, 1.5:1 nominal
Polarization Vertical
Wind Survival >150 MPH
Weight 1.8 Lbs
Dimensions 19” length x 3” diameter
Cable Pigtail 24” RG8
Table 7. Specifications of HyperLink Technologies® Radome Enclosed Yagi Antenna
(Model HG2415Y).
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Figure 27. Photo of HyperLink TechnologiesCJ 15 dBi Omni Outdoor Antenna
(Model HG2415U).

The Omni Outdoor Antenna, depicted in Figure 27 and described in Table
8, proved to be the most convenient antenna for use with the AP in that it provided good
signal coverage throughout most of the metropolitan area, eliminating the need for beam

re-direction.

Frequency Range | 2400 — 2500 MHz
Gain 15 dBi
Max. Input Power 100 Watts
VSWR < 1.5:1 nominal
Polarization Vertical
Wind Survival >150 MPH
Weight 2.5 Lbs
Dimensions 70 length
Table 8. Specifications of HyperLink Technologieso 15 dBi Omni Outdoor Antenna
(Model HG2415U).
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Figure 28. Photo of HyperLink TechnologiesO Panel Outdoor Antenna
(Model HG2415P).

The 180° Panel Outdoor Antenna, depicted in Figure 28 and described in
Table 9, provided excellent coverage throughout the La Mesa housing area. Two
antennas mounted at the top of our 80 foot mast were sufficient to provide 360° coverage

as highlighted in blue in the left panel of Figure 34.

Frequency Range 2400 — 2500 MHz
Gain 15 dBi
-3 dBi Horizontal Beam Width 180°
-3 dBi Vertical Beam Width + 10°
Impedance 50 Ohms
Max. Input Power 300 Watts
VSWR < 1.5:1 average
Polarization Vertical
Wind Survival > 150 MPH
Weight 14 Lbs
Panel Dimensions 327x97x2”

Table 9. Specifications of HyperLink Technologies® Panel Outdoor Antenna
(Model HG2415P).
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Figure 29. Photo of HyperLink Technologies® Panel Outdoor Antenna
(Model HG2417P).

The 90° Panel Outdoor Antenna, depicted in Figure 29 and described in
Table 10, provided good coverage within a sector of the metropolitan area. Although not
as convenient as the omni-directional antenna described above, this antenna extended the

signal coverage to the hills and valleys of the metropolitan area.

Frequency Range 2400 — 2500 MHz
Gain 17.2 dBi
-3 dBi Horizontal Beam Width 90°
-3 dBi Vertical Beam Width + 7.5°
Impedance 50 Ohms
Max. Input Power 250 Watts
VSWR < 1.3:1 average
Polarization Vertical
Wind Survival > 150 MPH
Weight 15 Lbs
Panel Dimensions 327x 127 x2”

Table 10. Specifications of HyperLink Technologies® Panel Outdoor Antenna
(Model HG2417P).
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Figure 30. Photo of HyperLink TechnologiesO Panel Outdoor Antenna
(Model HG2420P).

The 90° Panel Outdoor Antenna, depicted in Figure 30 and described in

Table 11, also provided excellent coverage within a sector of the metropolitan area.

Similar to Figure 29, this antenna is not as convenient as the omni-directional antenna

described above. This antenna may extend signal coverage across the bay as well as to

the hills and valleys of the metropolitan area.

Frequency Range

2400 — 2500 MHz

Gain

19.2 dBi

-3 dBi Horizontal Beam Width

90°

-3 dBi Vertical Beam Width

*+ 6.5°

Max. Input Power

250 Watts

VSWR <1.3:1 average

Polarization Vertical
Wind Survival > 150 MPH

Weight 24 Lbs

Panel Dimensions 327x 127 x2”
Cable Pigtail NONE

Table 11. Specifications of HyperLink Technologies® Panel Outdoor Antenna
(Model HG2420P).
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Figure 31. Photo of HyperLink Technologies® Parabolic Grid Outdoor Antenna
(Model HG2424G).

The 8° Parabolic Grid Outdoor Antenna, depicted in Figure 31 and

described in Table 12, proved to be almost perfectly suited for use in point-to-point

applications such as between the COR and the Remote LANs located at the La Mesa

Housing Area. The light-weight design of this antenna combined with its very tight beam

width, however, cause link quality to vary considerably during high wind or rain

conditions as it is very difficult to stabilize the grid sufficiently.

Frequency Range

2400 - 2500 MHz

Gain

24 dBi

-3 dBi Horizontal Beam Width

80

-3 dBi Vertical Beam Width

+ 5°

VSWR

<1.5:1 average

Wind Survival > 150 MPH
Weight 4.8 Lbs
Grid Dimensions 39.57x23.5”
Cable Pigtail 24” RG8
Table 12. Specifications of HyperLink Technologies® Parabolic Grid Outdoor Antenna
(Model HG2424G).
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5. |EEE 802.11b Access Point
An IEEE 802.11b Access Point is a mode of operation for the Outdoor
Router in which a particular wireless interface services standard IEEE 802.11b clients. It
is recommended that the Outdoor Router be setup to provide IEEE 802.11b services only

in indoor environments with no hidden nodes.

6. OR Manager
The Outdoor Router Manager software can be run on any station in the
network, whether wired or wireless, and used to configure Outdoor Routers, monitor the

performance of wireless networks, and analyze links between two wireless stations.

D. WIRELESSMAN TESTBED TOPOLOGIES

Although the wireless metropolitan area network (MAN) testbed could be easily
extended to cover a very large number of fixed and mobile nodes within the metropolitan
area, we were primarily interested in testing configurations that were more typical of
small to intermediate size Naval activities. Thus, the wireless topology was that of a
main building wirelessly connected to a small number of remote sites with mobile
wireless users (within range) able to access infrastructure resources directly from the

main building or indirectly viaany remote building.

The hub of the MAN testbed was the antenna mast located on the roof of
Spanagel Hall (upper right portion of Figure 32). Standing 150 feet above sea level, the
antenna mast was equipped with cables and amplifiers sufficient to support al of the
previously described Outdoor antennas and provided clear line-of-sight to most of
Monterey. The Central Office Router (COR) was connected to an infrastructure network
via 10BaseT Ethernet and provided two wireless cards for use in point-to-point links (as
the master) or point-to-multipoint links (as an access point) via any of the six outdoor

antennatypes available to us.
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Figure 32. Monterey Wireless Metropolitan Area Network Point-to-Point Links.

Remote sites in the MAN testbed were configured on an as-needed basis and were
located either on the NPS campus (within a 1 km radius), the NPS housing area at La
Mesa (within a 3 kilometer radius) or at private residences within Monterey (within 5
kilometer radius). Each remote site was configured with a Remote Outdoor Router
(ROR). At the La Mesa housing area, two 180° panel antennas (Figure 33) were semi-
permanently installed on top of the 80 foot HAM radio tower. These two antennas
provide 360° of WLAN coverage at 11 Mbps, 5.5 Mbps, 2 Mbps and 1 Mbps for up to 32
ORC:s per channel throughout the entire housing area with the exception of areas shaded

by dense tree cover, as shown in Figure 34.

Figure 33. La Mesa Panel Antennas Atop 80’ Mast.
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Figure 34. Monterey Wireless Metropolitan Area Network Point-to-Point Links.
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The ROR was attached to the local infrastructure network (if present) via
10BaseT Ethernet and provided up to two wireless cards for use in point-to-point links
(as the dlave) or point-to-multipoint links (as the access point) again via any of the six

outdoor antennatypes available to us.

E. SECURITY

Each of the Outdoor Router networks configured and tested within the study were
identified by a unique System Access Pass Phrase. Before any station could successfully
connect to and access any of the networks, it must first have been pre-configured for
ORINOCO® proprietary mode, programmed with a System Access Pass Phrase that
matched that specified within the COR and encrypting all data with the current valid 128
bit RC4 WEP key. Additionally, authentication based on MD-5 CHAP and access
filtering based on PC card MAC address lookup and RADIUS authentication was

employed to alimited extent.

F. SUMMARY

This chapter provided an overview of the specific components used in the
wireless MAN testbed and the background information necessary for understanding the
test plan methodology. In the next chapter, we examine the test procedures and

performance results collected on the wireless metropolitan area network testbed.
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V. EXPERIMENTAL MEASUREMENTSAND ANALYSIS

A. INTRODUCTION

Network performance metrics were collected from many locations within the
Monterey metropolitan area, both on land and at-sea. The purpose of the testing was to
gather sufficient data to characterize and predict the network link quality a mobile user
could expect, given typical LOS obstruction over both land and water for various

equipment configurations.

1. At-Sea Survey
The at-sea portion of the survey was conducted on Saturday, 17 November
from within a privately-owned 25-foot pleasure craft using the equipment detailed in
Table 13. The antenna was mounted on the wind-shield approximately six feet from the
bow of the boat and continuously reoriented to keep it aligned with the AP. The laptop
and signal amplifier were powered by a portable uninterruptible power supply. The goal
was to collect the signal and noise power sampling data as seen by both the AP and the

mobile station at several different ranges.

AP Location Upper East roof of Spanagel Hall (150 feet above sealevel)

AP Link Configuration | COR wireless PC Card, Lucent pigtail, 1 Watt amplifier, 20 dBi 90° Outdoor
Panel Antenna (HG2420P) via50’ of LMR-200 cable.

AP Antenna Alignment | 325°T

Mobile Station Link Laptop wireless PC Card, Lucent pigtail, 1 Watt amplifier, 14 dBi 30° Radome
Configuration Enclosed Yagi Antenna (HG2415Y) via10' of WBC-200 cable.

Table 13. Equipment Configuration for At-Sea Wireless MAN Survey.

The at-sea survey began at 10:00 am just north of the launch point at the
Monterey Coast Guard pier. Waypoints ‘1’ through ‘6, illustrated in Figure 35 below,

roughly mark the center of each survey leg. Table 14 details the specific location data for
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each of these legs as reported by a hand-held GPS receiver for this at-sea portion of the

survey.
Waypoint Position Leg Distance | Leg Time | Average Speed
1 N36.64653 W121.94055 5.3 Mi 46 min. 6.9 MPH
2 N36.66989 W121.95569 2.3 Mi 19 min. 7.4 MPH
3 N36.69074 W121.93629 3.1 Mi. 24 min. 7.7 MPH
4 N36.70511 W121.95493 3.1 Mi. 18 min. 10 MPH
5 N36.66406 W121.93290 3.1 Mi. 18 min. 10 MPH
6 N36.63541 W121.89586 3.1 Mi. 18 min. 10 MPH

Table 14. At-Sea Wireless MAN Survey Waypoint Data.

The test track closely followed the Monterey Peninsula and on out to sea
some six miles north-east of Point Pinos. Once clear of the point, the sea state increased
significantly, producing 15-20 foot swells. As the boat rode down into a trough, the LOS
path to the COR was typically obstructed for a few seconds, dramatically reducing
received signal power at both the mobile station and the AP. Consequently, throughput
rates achieved during this period are markedly lower. Table 15 lists the average
throughput rates achieved while downloading a 15 MB binary file from a unix server
located on the infrastructure network behind the AP at various locations along the survey
track. Data Set 2 was not collected because the link repeatedly dropped out as the boat
pitched and rolled in the swells, making it impossible to keep the 30° beam of the Yagi

antenna directed at either the horizon or the correct azimuth.

Data Position Local | Download Time | Throughput | AP Range | Bearing
Set | (°Latitude/°Longitude) | Time (Seconds) (Kbps) (Miles) (°True)
1 | N36.63863 W121.92183 | 10:52 80.346 1231.933 4.0 319
2 | N36.66989 W121.95569 | 11:11 N/A N/A 6.2 311
3 | N36.66989 W121.95569 | 11:22 62.780 1576.614 6.9 319
4 | N36.69935W121.94616 | 11:48 101.105 978.981 8.2 331
5 | N36.69327 W121.94940 | 12:17 97.520 1014.972 8.0 329
6 | N36.65598 W121.92372 | 12:35 55.259 1791.192 5.0 327
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N36.62540 W121.89129 | 12:57 56.882 1740.105 2.3 337

Table 15. At-Sea Wireless MAN Survey Throughput.
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Figure 35. Survey Track Along North-East Coast of Monterey Peninsula.
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2. Land-Based Survey
The land-based portion of the survey was conducted on 11 November and
again on 2 December 2001 from within a privately owned automobile using the

equipment detailed in Table 5-2 below.

AP Location Upper East roof of Spanagel Hall (150 feet above sealevel)

AP Link Configuration | COR wireless PC Card, Lucent pigtail, 1 Watt amplifier, 15 dBi 180° Outdoor
Omni Antenna (HG2415U) via50" of LMR-200 cable.

AP Antenna Alignment | 300°T (11 November 2001)

357°T (2 December 2001)
Mobile Station Link Laptop wireless PC Card, Lucent pigtail, 1 Watt amplifier, 14 dBi 30° Radome
Configuration Enclosed Y agi Antenna (HG2415Y) via 10’ of WBC-200 cable.

Table 16. Equipment Configuration for Land-Based Wireless MAN Survey.

Throughout the land-based survey, the mobile station configuration
employed an antenna mounted on a three-meter fiberglass pole attached to the trunk of
the car, as in Figure 36. The laptop and signal amplifier were powered by a portable
Uninterruptible Power Supply. As in the at-sea portion of the survey, the goal was to
collect the signal and noise power as seen by both the AP and the mobile station at

several different ranges.

Figure 36. Antenna Mount Configuration for Land-Based Survey.
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For the land-based survey, a large scale 7.5-minute Digital Elevation
Model (DEM) of Monterey county was downloaded from the U.S. Geologic Survey
(USGS) website at http://www.gisdatadepot.com/dem/. The DEM was rendered and

carefully reviewed to identify potential survey locations that would yield both
satisfactory LOS to the AP and adequately represent the topographic diversity present
with the Monterey metropolitan area. Figure 37 illustrates the terrain surrounding the

Monterey Bay and highlights the most diverse survey locations against the DEM image.

oo

Marina State Beach

Figure 37. Diverse Monterey Bay Geography.

Table 17 details the specific location data for each of the land-based

survey points.
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Test Location Time Range (mi) Bearing (°True)
Bl N36 35.692 W121 52.494 09:28 0.0 0
B2 N36 35.692 W121 52.494 09:35 0.0 0
B3 N3635.692 W121 52.494 09:38 0.0 0
#1 N36 35.692 W121 52.494 10:24-10:39 0.0 0
#2 N3635.233 W121 52.728 12:04-12:22 0.6 203
#3 N3635.426 W121 55.066 13:09-13:25 2.4 263
#4 N36 36.102 W121 54.520 13:41-13:55 2.0 284
#5 N3636.236 W121 53.930 14:08-14:19 1.5 295
#6 N3636.559 W121 53.648 14:32-14:42 1.5 313
#7 N36 56.032 W121 51.805 16:41-17:26 23.6 1

Table 17. Land-Based Survey Locations.

During the initial survey of 11 November, signal data was collected at 18
locations but for only a few hundred data points each. Upon returning to the lab and
analyzing these data sets for signal mean and variance characteristics, it was realized that
many more points were necessary to smooth out the wildly fluctuating data. Thus,
another survey was conducted on 2 December, this time gathering several thousand
signal parameter data points at each of seven survey locations. The data collected on 11
November was however useful as a reference for the final data set collected on 2

December.

Table 18 summarizes the throughput results for a standard 15MB test file
downloaded from and uploaded to an infrastructure-based unix file server. Additionally,
throughput metrics were collected from the Windows-based WS _Ping ProPack utility
running on the survey laptop. For each survey location, average throughput was

calculated by the utility based on the round-trip delay of one-hundred 1,025 byte test
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packets generated on the laptop and sent to the AP subject to a maximum permissible

delay of 100 ms and a maximum timeout of 500 ms. This test was thought to be more

typical of Internet-based web traffic than the FTP throughput test.

15MB FTP Throughput Test WS _Ping ProPack Test
Test |Download (Kbps) Upload (Kbps) Throughput (Kbps) % Packets Lost
Bl 2330 2405 2170 0
B2 2375 2315 517 0.02
B3 2380 2320 1460 0
#1 2250 2205 2120 0
#2 2254 2158 2130 0.03
#3 1061 1807 1630 0.03
#4 2105 2143 2100 0.01
#5 1978 1851 1620 0.07
#6 2225 2225 2160 0.01
#7 133 194.8 467 0.03

Table 18. Land-Based Throughput Data.

Table 19 summarizes the link test results for each of the land-based survey

locations. Test cases B1 through B3 were baseline tests conducted early in the day from

within the Advanced Networking Laboratory on campus in order to establish best-case

loss and data rates. B1 tested the “wireless” network path between the survey laptop and

a wireless AP identical to the AP of the wireless testbed. B2 tested the “wired and

wireless” network path between the survey laptop, the identical wireless AP and the

default gateway router of the infrastructure network. B3 tested the network path between

the survey laptop, the identical wireless AP, the infrastructure default gateway router and
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the testbed wireless AP. These three baseline test cases provided an estimate of the best-

case link throughput we could expect across the remaining test cases.

Test cases #1 through #6 were conducted during a rain storm localized
over Monterey. Consequently, the rain and wind present at each location tended to
manipulate the Yagi antenna, causing signal metrics to be characteristically variable.
Test case 7, however, was conducted from the outskirts of Santa Cruz. For this test, only

the AP antenna was in the rain and wind.

As described previously in Table 16, the AP signal was transmitted at 150
feet above sea level from the roof of Spanagel Hall (8th deck). Test case #1 was
conducted within 2 meters of the actual wireless testbed COR/AP and surveyed the
“wireless” network path between the survey laptop and the wireless testbed AP under
minimal free-space loss conditions. Test case #2 was conducted from the La Mesa
housing area located 0.6 miles away from the AP. At 150 feet above sea level, LOS was

level, skimming over roof tops and between a few tall trees (Figure 38).

Figure 38. La Mesa Housing Area Survey Location.

Test case #3 was conducted from the road side on Skyline Drive, 2.4 miles
away from the AP. At 505 feet above sea level, LOS was looking down a steep hillside

through a clearing within a dense forest. Test case #4 was conducted from the top of
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Harrison Street near the main entrance to the Presidio of Monterey, 2.0 miles away from
the AP. At 325 feet above sea level, LOS was looking down the hill over the major
downtown hotels and office buildings. Test case #5 was conducted from the top of Scott
Street near the main entrance to the Presidio of Monterey, 1.5 miles away from the AP.
At only 94 feet above sea level, LOS was looking slightly up, over the major downtown
hotels and office buildings. Test case #6 was conducted from the base of the Monterey
Coast Guard Pier, 1.5 miles away from the AP. At sea level, LOS was looking slightly

up, over a thick grove of trees that obscures the view of Spanagel Hall (Figure 39).

Figure 39. Monterey Coast Guard Pier Survey Location.

Test case #7 was conducted from Gospondnevich Road in La Selva Beach,
23.6 miles away from the AP. At 150 above sea level, LOS was level, looking over the
waves of the Monterey Bay.
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ORINOCO Client Manager Messages Received by Messages Received by
Link Test Messages Fixed AP Mobile Station
11 5.5 2 1 11 5.5 2 1
Test| Sent Lost % Lost

Mbps | Mbps | Mbps | Mbps | Mbps | Mbps | Mbps | Mbps

Bl 1000 0 0.00% 500 0 0 0 500 0 0 0

B2 1000 0 0.00% 500 0 0 0 500 0 0 0

B3 1000 0 0.00% 500 0 0 0 500 0 0 0

#1 2711 7 0.26% 2704 0 0 0 2641 | 38 25 0

#2 3000 3 0.10% 2997 0 0 0 2996 1 0 0

#3 2999 29 0.97% 2968 2 0 0 2759 | 176 35 0

#4 2555 4 0.16% 2551 0 0 0 2544 7 0 0

#5 2000 1 0.05% 1998 1 0 0 1998 1 0 0

#6 1526 3 0.20% 1523 0 0 0 1501 | 12 10 0
#7 8003 195 2.44% 0 0 2224 | 5584 0 0 0 7808

Table 19. Wireless MAN Link-Test Data for December 2, 2001.

Table 19 summarizes the link test results. The link test logs were started
immediately upon successfully establishing the wireless link between the survey station
and the AP. Once all FTP and WS_Ping throughput tests were complete, the link test
logs were stopped, saved and the wireless link was torn down. Consequently, the link
test results offer a comprehensive look at the wireless link that spans all other test data
collected at each survey location. During a link test, test messages are sent from the
survey station to the AP and back to the survey station at the rate of approximately four
messages per second. Each test message that is sent and successfully received results in a

single line of test data in the log containing the signal metrics listed below:
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— Messages Received

— Messages Lost

— Average/Minimum/Maximum Local Signal to Noise Ratio (dB)
— Average/Minimum/Maximum Local Signal Level (dBm)

— Average/Minimum/Maximum Local Noise Level (dBm)

— Average/Minimum/Maximum Remote Signal to Noise Ratio (dB)
— Average/Minimum/Maximum Remote Signal Level (dBm)

— Average/Minimum/Maximum Remote Noise Level (dBm)

After a quick review of the link test results below, test case #7 stands out
from the others with the highest percentage of message loss at 2.44%. Test case #7 is
also noticeably different from the other cases in that its traffic utilized the lower data
rates of 1 Mbps and 2 Mbps exclusively. This is due to the auto-fall back feature of
802.11b. It is also clear from this same data that the AP perceived a higher quality
channel than did the mobile station. This conclusion is reinforced by the evidence of the
higher upload throughput that results from occasional use of the 2 Mbps data rate vice the
1 Mbps data rate. Because both antennas were located at 150 feet above sea level, the
horizon distance is calculated as 17.3 miles in a standard atmosphere (K=4/3) or 12.3
miles in substandard atmosphere conditions (K=2/3); both of which yield a surface
diffraction loss of nearly 20 dB. Given the extreme distance involved, it is surprising that
the link was able to sustain FTP upload and download throughputs three times that of

telephone modems.

The second most notable test case was #3. The LOS for this test was the
most obscured of the six tests, with almost no perceivable visibility through the dense
forested area. Additionally, at 2.4 miles and 505 feet above sea level, the angle to the
survey station from the AP was approaching the 5° beam-width of the omni-directional
antenna, reducing the power transmitted and received at the AP by half. Never the less,

the link performed satisfactorily with a sustained throughput greater the 1 Mbps.
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The last notable test case was #1. Recall that this test took place from
within the room housing the AP with the antenna located outside on the roof two stories
above. Although the LOS for this test was totally obscured by a poured concrete floor,
there was sufficient multipath present to sustain an FTP throughput of 2 Mbps.

3. Metropolitan Area Survey Results

Figure 40 is a composite graphic in logarithmic scale of mobile (local) and
AP (remote) SNR, local and remote signal power, and local and remote noise power
versus distance. Each average sample point is based on extended measurements of power
parameters at each survey location. Plots of power levels for each individual location are
included in Appendix A. Not surprisingly, local noise power was very low during the at-
sea portion of the survey, once we were greater than six miles from land. Both local and
remote signal power was impressive at ranges beyond six miles, due primarily to the

essentially unobstructed LOS paths over the Monterey Bay.

79

ARISTA NETWORKS, INC. EXHIBIT 1009
Arista Networks, Inc. v. Corrigent Corporation, IPR2023-00805, Page 342



Figure 40. Summary of Wireless MAN Mean Survey Data.

Figure 41 illustrates the rate at which throughput falls off with distance
within our survey area. Disregarding outliers, a consistent, non-linearly decreasing trend
can be identified as distance is increased. It is worth noting, however, that even at 24
miles, an acceptable throughput of 200 Kbps can be achieved while staying within FCC

power constraints.
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Figure 41. Wireless MAN FTP File Throughputs.

Figure 42 illustrates the rate at which both the local and remote signal-to-
noise ratios become increasingly variable with distance throughout our survey area. This
exponentially increasing variability directly affects packet delay due to dropped packets
and signal loss, negatively impacting perceived network link quality. This in large part
explains the behavior seen in Figure 41. As the inconsistency in signal presence

increases exponentially, the throughput is affected significantly.
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Figure 42. Wireless MAN Mean Normalized SNR Variance.

B. SUMMARY
In this chapter we examined the test procedures and performance metrics

collected during the evaluation of our [EEE 802.11b compliant wireless metropolitan area
network testbed. We analyzed the signal power and throughput characteristics obtained
throughout a continuous at-sea survey composed of seven intermediate way-points and a

land-based survey of seven test locations.

This concludes the performance analysis of our wireless metropolitan area
network testbed. In the next and final chapter, we will review the results of this thesis
with an eye toward areas of potentially useful related research and make some closing

statements.
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VI. CONCLUSIONSAND RECOMMENDATIONS

The goal of this thesis was to assess the performance of IEEE 802.11b wireless
local area network standards and applications when extended to the range of a
metropolitan area. Although the IEEE 802.11b WLAN specification was primarily
intended for use in extending “wired” LANs to mobile users within an indoor office
environment, we have shown that this same technology can be applied to an outdoor
metropolitan environment aswell. Our exclusive use of |EEE 802.11b network cards and
routers throughout this study helped ensure a standard performance baseline across
dramatically varying signal channel conditions. Because the main objective of WLANSs
is portable data communications, the performance metrics of this study were based
exclusively on network traffic that is characteristic of the core internetwork services of

file transfers and web browsing.

A. CONCLUSIONS

Our tests showed that CCK modulation yields acceptable high and medium rate
performance near 2 Mbps at ranges of less than 2 miles in outdoor environments. At
ranges beyond 2 miles, DQPSK modulation and DBPSK modulation yield standard and
low rate performance with graceful near-linear degradation (down to approximately 200
Kbps at 20 miles).

Another significant finding of our study was related to the highly variable nature
of link signal-to-noise ratio typified by a mobile station roaming within the tall office
buildings of a city center. We found that FTP throughput performance was severely
degraded in the majority of locations as the LOS path to the AP was obstructed, but that
the throughput performance degradation experienced by a web user could be largely off-
set by continuous motion of the ORC through the multipath environment. At speeds
typical of downtown automobile traffic, we found that the high and medium data rates
provided by CCK modulation were sufficient to transfer the relatively short-duration data
packets typical of web-based traffic within the brief periods of minimally sufficient link
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SNR.  Thus, the reatively short-duration web-based data packets and their
acknowledgements were able to traverse the link and relieve buffer queues.

B. RECOMMENDATIONS

There are numerous opportunities for further research using the existing wireless
testbed configurations as developed in this thesis. An interesting test that could yield
useful results would be to compare achievable throughputs between a mobile station
associated with a COR AP interface and a remote EP that is wirelessly connected to the
same COR over a point-to-point link interface. The goal would be to determine the
throughput penalty due to the additional propagation and processing delays of the range
extending EP.

Additionally, the testbed could easily be extended as future technologies, such as
802.11a and 802.11g, become available. Further research could then focus on testing
these physical networks and comparing the performance data with simulation results
from existing OPNET models to explore the operational applicability and performance
characteristics of multiple roaming 802.11a/b/g WLAN units in outdoor and tactical
environments. In addition, determining the intermediate threshold range at which the
mobile unit achieves a better SNR and throughput for either the EP or AP would be
equally interesting.

The security aspects of 802.11 networks are particularly relevant, many of which
have not been adequately studied. Further research could compare and contrast the

usefulness of Wired Equivalent Privacy, Secure Shell, per user, per session, unique
broadcast and session keys in protecting the confidentiality of network data and the
negative performance impacts of each on overall network throughput for a given level of
security overhead. Some of these aspects are already implemented within the Radius
terminal access control functionality of the testbed AS-2000.

The mobility of users throughout the network is a major concern for tactical
systems. The wireless testbed could be extended to include multiple outdoor access
points or even mobile access points through the use of two 802.11 interfaces on each
router. The performance of such a “mobile” infrastructure configuration could then be
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compared to ad-hoc configurations in order to determine the effectiveness of existing
bridging and routing protocols. Performance could also be compared to existing OPNET
models of mobile ad-hoc networks to validate their simulation results.

C. CLOSING COMMENTS

The IEEE 802.11b WLAN protocol standard provides the mobility and high data
rate wireless connectivity required to deliver limited multimedia application traffic in a
multi-user, multiple access environment. Our test assumptions were sufficiently general

to ensure our test results could be easily applied to nearly any geographic setting.

As the first serious and universally accepted standard for WLANS, IEEE 802.11
will continue to improve the speed and quality of mobile data communications. The
performance data and analysis presented in this thesis resulted from an implementation of
the 802.11b specification. There are, however, other 802.11 specifications like 802.11a
and the proposed 802.11g standard for higher rate (20+ Mbps) extensions in the 2.4-GHz
band that may unify 2.4 and 5-GHz products and systems. 802.11 products may then
achieve the same 52 Mbps maximum capacity aready enjoyed by 802.11a products
operating at 5 GHz while affording the greater range due to the lower frequency. While
the formal document for 802.11g will undergo severa levels of revision and editing
before final publication, the standard is expected to receive final approval in October of
2002.
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APPENDIX A: WIRELESSMAN SURVEY DATA

Figures A1 through A14 illustrate the signal power, noise power and signal-to-

noise ratios present for each of the at-sea and land-based survey locations.

Figure Al. Signal Power Levels for At-Sea Survey Data Set 1.
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Figure A2. Signal Power Levels for At-Sea Survey Data Set 2.

Figure A3. Signal Power Levels for At-Sea Survey Data Set 3.
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Figure A4. Signal Power Levels for At-Sea Survey Data Set 4.

Figure AS. Signal Power Levels for At-Sea Survey Data Set 5.
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Figure A6. Signal Power Levels for At-Sea Survey Data Set 6.

Figure A7. Signal Power Levels for At-Sea Survey Data Set 7.
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Figure A8. Signal Power Levels for Land-Based Survey Test Case #1.

Figure A9. Signal Power Levels for Land-Based Survey Test Case #2.
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Figure A10. Signal Power Levels for Land-Based Survey Test Case #3.

Figure A11. Signal Power Levels for Land-Based Survey Test Case #4.
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Figure A12. Signal Power Levels for Land-Based Survey Test Case #5.

Figure A13. Signal Power Levels for Land-Based Survey Test Case #6.
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Figure A14. Signal Power Levels for Land-Based Survey Test Case #7.
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