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METHOD, APPARATUS, AND COMPUTER 
PROGRAMI PRODUCT FOR CONNECTION 

SETUP IN DEVICE-TO-DEVICE 
COMMUNICATION 

FIELD 

The field of the invention relates to wireless communica 
tion, and more particularly to connection setup in device-to 
device communication using an out-of-band carrier. 

BACKGROUND 

Modern Society has adopted, and is becoming reliant upon, 
wireless communication devices for various purposes, such 
as connecting users of the wireless communication devices 
with other users. Wireless communication devices can vary 
from battery powered handheld devices to stationary house 
hold and/or commercial devices utilizing an electrical net 
work as a power source. Due to rapid development of the 
wireless communication devices, a number of areas capable 
of enabling entirely new types of communication applica 
tions have emerged. 

Cellular networks facilitate communication over large geo 
graphic areas. These network technologies have commonly 
been divided by generations, starting in the late 1970s to early 
1980s with first generation (1G) analog cellular telephones 
that provided baseline Voice communications, to modern 
digital cellular telephones. GSM is an example of a widely 
employed 2G digital cellular network communicating in the 
900 MHZ/1.8 GHZ bands in Europe and at 850 MHz and 1.9 
GHZ in the United States. While long-range communication 
networks, like GSM, are a well-accepted means for transmit 
ting and receiving data, due to cost, traffic and legislative 
concerns, these networks may not be appropriate for all data 
applications. 

Short-range communication technologies provide commu 
nication solutions that avoid some of the problems seen in 
large cellular networks. BluetoothTM is an example of a short 
range wireless technology quickly gaining acceptance in the 
marketplace. In addition to BluetoothTM other popular short 
range communication technologies include BluetoothTM Low 
Energy, IEEE 802.11 wireless local area network (WLAN), 
Wireless USB (WUSB), Ultra Wide-band (UWB), ZigBee 
(IEEE 802.15.4, IEEE 802.15.4a), and ultra high frequency 
radio frequency identification (UHF RFID) technologies. All 
of these wireless communication technologies have features 
and advantages that make them appropriate for various appli 
cations. 

Near field communication technologies, such as radio fre 
quency identification (RFID) technologies, comprise a range 
of RF transmission systems, for example standardized and 
proprietary systems for a large number of different purposes, 
Such as product tagging for inventory handling and logistics, 
theft prevention purposes at the point of sale, and product 
recycling at the end of the life-cycle of the tagged product. In 
addition to RFID technologies, Near Field Communication 
(NFC) technology has recently evolved from a combination 
of existing contactless identification and interconnection 
technologies. NFC is both a “read' and “write' technology. 
Communication between two NFC-compatible devices 
occurs when they are brought within close proximity of each 
other: A simple wave or touch can establish an NFC connec 
tion that may be used to exchange specific information for 
another communications protocol, which may then be used to 
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2 
create an actual connection in the other communications pro 
tocol, such as Bluetooth TM or wireless local area network 
(WLAN). 

SUMMARY 

Method, apparatus, and computer program product 
embodiments are disclosed to enable connection setup in 
device-to-device communication using out-of-band carrier. 

Example embodiments of the invention include a method 
comprising: 

participating, by a first device, in a wireless network man 
aged by at least one of an access point device or a group owner 
device; and 

exchanging, by the first device, information with a second 
device over a wireless out-of-band short-range carrier, the 
exchanged information comprising in-band communication 
connection parameters for enabling the second device to join 
the wireless network and authentication information recog 
nizable by the at least one of an access point device or a group 
owner device managing the wireless network. 

Example embodiments of the invention include the method 
further comprising: 

sending, by the first device, the authentication information 
and the in-band communication connection parameters, to 
the second device via the wireless out-of-band short-range 
carrier, to enable the second device to setup an in-band com 
munication connection with the at least one of the access 
point device or the group owner device according to the 
in-band communication connection parameters. 

Example embodiments of the invention include the method 
further comprising: 

receiving, by the first device, the authentication informa 
tion from the at least one of the access point device or the 
group owner device, via an in-band communication connec 
tion; and 

sending, by the first device, the authentication information 
and the in-band communication connection parameters, to 
the second device via the wireless out-of-band short-range 
carrier. 

Example embodiments of the invention include the method 
further comprising: 

receiving, by the first device, from the at least one of the 
access point device or the group owner device, a value based 
on one of a random number, device password, public key 
encryption, Diffie-Hellman key exchange, or Advanced 
Encryption Standard symmetric key exchange as the authen 
tication information, via an in-band communication connec 
tion; and 

sending, by the first device, the authentication information 
and the in-band communication connection parameters, to 
the second device via the wireless out-of-band short-range 
carrier. 

Example embodiments of the invention include the method 
further comprising: 

receiving, by the first device, from the second device, the 
authentication information via the wireless out-of-band 
short-range carrier, for forwarding to the at least one of the 
access point device or the group owner device; and 

sending, by the first device, to the second device the in 
band communication connection parameters via the wireless 
out-of-band short-range carrier, for connection to the at least 
one of the access point device or the group owner device. 

Example embodiments of the invention include the method 
further comprising: 

receiving, by the first device, from the second device, the 
authentication information via the wireless out-of-band 
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short-range carrier, for forwarding to the at least one of the 
access point device or the group owner device, the authenti 
cation information being a value based on one of a random 
number, device password, public key encryption, Diffie-Hell 
man key exchange, or Advanced Encryption Standard sym 
metric key exchange; and 

sending, by the first device, to the second device the in 
band communication connection parameters via the wireless 
out-of-band short-range carrier, for connection to the at least 
one of the access point device or the group owner device. 

Example embodiments of the invention include an appara 
tus comprising: 

at least one processor; 
at least one memory including computer program code; 
the at least one memory and the computer program code 

configured to, with the at least one processor, cause the appa 
ratus at least to: 

participate in a wireless network managed by at least one of 
an access point device or a group owner device; and 

exchange information with a second device overa wireless 
out-of-band short-range carrier, the exchanged information 
comprising in-band communication connection parameters 
for enabling the second device to join the wireless network 
and authentication information recognizable by the at least 
one of an access point device or a group owner device man 
aging the wireless network. 

Example embodiments of the invention include the appa 
ratus further comprising: wherein the wireless out-of-band 
short-range carrier is one of Near Field Communication, 
Radio Frequency Identification, Infrared Data Association, or 
Ultra Wide Band. 

Example embodiments of the invention include the appa 
ratus further comprising: wherein the in-band communica 
tion connection parameters are based on one of IEEE 802.11 
WLAN, Bluetooth BR/EDR, Bluetooth Low Energy, Wire 
less USB, Ultra Wide-band, ZigBee, digital enhanced cord 
less telecommunications, HIPERLAN, Global System for 
Mobile Communications, General Packet Radio service, 
Enhanced data rates for GSM evolution, Evolution-Data 
Optimized, or Wideband Code Division Multiple Access. 

Example embodiments of the invention include a computer 
program product comprising computer executable program 
code recorded on a computer readable non-transitory storage 
medium, the computer executable program code comprising: 

code for participating, by a first device, in a wireless net 
work managed by at least one of an access point device or a 
group owner device; and 

code for exchanging, by the first device, information with 
a second device over a wireless out-of-band short-range car 
rier, the exchanged information comprising in-band commu 
nication connection parameters for enabling the second 
device to join the wireless network and authentication infor 
mation recognizable by the at least one of an access point 
device or a group owner device managing the wireless net 
work. 

Example embodiments of the invention include a method 
comprising: 

exchanging, by an apparatus, information with a first 
device over a wireless out-of-band short-range carrier, the 
exchanged information comprising in-band communication 
connection parameters for enabling the apparatus to join a 
wireless network managed by at least one of an access point 
device or a group owner device, and authentication informa 
tion recognizable by the at least one of an access point device 
or a group owner device managing the wireless network; and 

transmitting, by the apparatus, the authentication informa 
tion to the at least one of the access point device or the group 
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4 
owner device via an in-band communication connection to 
enable the apparatus to join the wireless network, according 
to the in-band communication connection parameters. 

Example embodiments of the invention include the method 
further comprising: 

receiving, by the apparatus, the authentication information 
and the in-band communication connection parameters, from 
the first device via the wireless out-of-band short-range car 
rier, to enable the apparatus to setup an in-band communica 
tion connection with the at least one of the access point device 
or the group owner device according to the in-band commu 
nication connection parameters. 

Example embodiments of the invention include the method 
further comprising: 

receiving, by the apparatus, the authentication information 
and the in-band communication connection parameters, from 
the first device via the wireless out-of-band short-range car 
rier, the authentication information having been forwarded by 
the first device from the at least one of the access point device 
or the group owner device. 

Example embodiments of the invention include the method 
further comprising: 

receiving, by the apparatus, the authentication information 
and the in-band communication connection parameters, from 
the first device via the wireless out-of-band short-range car 
rier, the authentication information being a value based on 
one of a random number, device password, public key encryp 
tion, Diffie-Hellman key exchange, or Advanced Encryption 
Standard symmetrickey exchange as the authentication infor 
mation. 

Example embodiments of the invention include the method 
further comprising: 

sending, by the apparatus, to the first device, the authenti 
cation information via the wireless out-of-band short-range 
carrier, for forwarding to the at least one of the access point 
device or the group owner device; and 

receiving, by the apparatus, from the first device, the in 
band communication connection parameters via the wireless 
out-of-band short-range carrier, for connection to the at least 
one of the access point device or the group owner device. 

Example embodiments of the invention include the method 
further comprising: 

sending, by the apparatus, to the first device, the authenti 
cation information via the wireless out-of-band short-range 
carrier, for forwarding to the at least one of the access point 
device or the group owner device, the authentication infor 
mation being a value based on one of a random number, 
device password, public key encryption, Diffie-Hellman key 
exchange, or Advanced Encryption Standard symmetric key 
exchange; and 

receiving, by the apparatus, from the first device, the in 
band communication connection parameters via the wireless 
out-of-band short-range carrier, for connection to the at least 
one of the access point device or the group owner device. 

Example embodiments of the invention include an appara 
tus comprising: 

at least one processor, 
at least one memory including computer program code; 
the at least one memory and the computer program code 

configured to, with the at least one processor, cause the appa 
ratus at least to: 

exchange information with a first device over a wireless 
out-of-band short-range carrier, the exchanged information 
comprising in-band communication connection parameters 
for enabling the apparatus to join a wireless network managed 
by at least one of an access point device or a group owner 
device, and authentication information recognizable by the at 
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least one of an access point device or a group owner device 
managing the wireless network; and 

transmit the authentication information to the at least one 
of the access point device or the group owner device via an 
in-band communication connection to enable the apparatus to 
join the wireless network, according to the in-band commu 
nication connection parameters. 

Example embodiments of the invention include the appa 
ratus further comprising: wherein the wireless out-of-band 
short-range carrier is one of Radio Frequency Identification, 
Near Field Communication, Infrared Data Association, or 
Ultra Wide Band. 

Example embodiments of the invention include the appa 
ratus further comprising: wherein the in-band communica 
tion connection parameters are based on one of IEEE 802.11 
WLAN, Bluetooth BR/EDR, Bluetooth Low Energy, Wire 
less USB, Ultra Wide-band, ZigBee, digital enhanced cord 
less telecommunications, HIPERLAN, Global System for 
Mobile Communications, General Packet Radio service, 
Enhanced data rates for GSM evolution, Evolution-Data 
Optimized, or Wideband Code Division Multiple Access. 

Example embodiments of the invention include a computer 
program product comprising computer executable program 
code recorded on a computer readable non-transitory storage 
medium, the computer executable program code comprising: 

code for exchanging, by an apparatus, information with a 
first device over a wireless out-of-band short-range carrier, 
the exchanged information comprising in-band communica 
tion connection parameters for enabling the apparatus to join 
a wireless network managed by at least one of an access point 
device or a group owner device, and authentication informa 
tion recognizable by the at least one of an access point device 
or a group owner device managing the wireless network; and 

code for transmitting, by the apparatus, the authentication 
information to the at least one of the access point device or the 
group owner device via an in-band communication connec 
tion to enable the apparatus to join the wireless network, 
according to the in-band communication connection param 
eters. 

Example embodiments of the invention include a method 
comprising: 

transmitting, by an apparatus, authentication information, 
to a first wireless device via an in-band communication con 
nection, to enable the first device to transfer to a second 
wireless device the authentication information via an out-of 
band short-range carrier communication connection with the 
second device; 

receiving, by the apparatus, the authentication informa 
tion, from the second wireless device, via a second in-band 
short-range carrier communication connection; and 

granting, by the apparatus, access to the second device to 
join a wireless network via the second in-band communica 
tion connection, if the received authentication information 
corresponds with the transmitted authentication information. 

Example embodiments of the invention include an appara 
tus comprising: 

at least one processor; 
at least one memory including computer program code; 
the at least one memory and the computer program code 

configured to, with the at least one processor, cause the appa 
ratus at least to: 

transmit authentication information, to a first wireless 
device via an in-band communication connection, to enable 
the first device to transfer to a second wireless device the 
authentication information via an out-of-band short-range 
carrier communication connection with the second device; 
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6 
receive the authentication information, from the second 

wireless device, via a second in-band short-range carrier 
communication connection; and 

grant access to the second device to join a wireless network 
via the second in-band communication connection, if the 
received authentication information corresponds with the 
transmitted authentication information. 

Example embodiments of the invention include a computer 
program product comprising computer executable program 
code recorded on a computer readable non-transitory storage 
medium, the computer executable program code comprising: 

code for transmitting, by an apparatus, authentication 
information, to a first wireless device via an in-band commu 
nication connection, to enable the first device to transfer to a 
second wireless device the authentication information via an 
out-of-band short-range carrier communication connection 
with the second device; 

code for receiving, by the apparatus, the authentication 
information, from the second wireless device, via a second 
in-band short-range carrier communication connection; and 

code for granting, by the apparatus, access to the second 
device to join a wireless network via the second in-band 
communication connection, if the received authentication 
information corresponds with the transmitted authentication 
information. 

Example embodiments of the invention include a method 
comprising: 

receiving, by an apparatus, authentication information 
from a first wireless device via an in-band short-range carrier 
communication connection; 

receiving, by the apparatus, the authentication information 
from the second wireless device via a second in-band short 
range carrier communication connection; and 

granting, by the apparatus, access to the second device for 
joining a wireless network via the second in-band short-range 
carrier communication connection if the received authentica 
tion information from the second wireless device corresponds 
with the received authentication information from the first 
wireless device. 

Example embodiments of the invention include an appara 
tus comprising: 

at least one processor, 
at least one memory including computer program code; 
the at least one memory and the computer program code 

configured to, with the at least one processor, cause the appa 
ratus at least to: 

receive authentication information from a first wireless 
device via an in-band short-range carrier communication 
connection; 

receive the authentication information from the second 
wireless device via a second in-band short-range carrier com 
munication connection; and 

grant access to the second device for joining a wireless 
network via the second in-band short-range carrier commu 
nication connection if the received authentication informa 
tion from the second wireless device corresponds with the 
received authentication information from the first wireless 
device. 

Example embodiments of the invention include a computer 
program product comprising computer executable program 
code recorded on a computer readable non-transitory storage 
medium, the computer executable program code comprising: 

code for receiving by one of an access point device or a 
group owner device, authentication information, from a first 
wireless device via an in-band short-range carrier communi 
cation connection, the first wireless device having received 
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the authentication information via an out-of-band communi 
cation connection from a second wireless device; 

code for receiving by the one of the access point device or 
the group owner device, the authentication information, from 
the second wireless device, via a second in-band short-range 
carrier communication connection; and 

code for granting by the one of the access point device or 
the group owner device, access to the second device via the 
second in-band short-range carrier communication connec 
tion, if the received authentication information from the sec 
ond wireless device corresponds with the received authenti 
cation information from the first wireless device. 
The resulting embodiments enable out-of-band short 

range communication carrier transport Switching for connec 
tion setup in device-to-device communication with an access 
point device or a group owner device. 

DESCRIPTION OF THE FIGURES 

FIG. 1A illustrates an example network diagram before the 
nodes are connected, wherein device A, device B, and the hub 
device AP/GO include an in-band short-range carrier trans 
ceiver, such as an IEEE 802.11 WLAN transceiver. The 
device A and device B further include an out-of-band short 
range carrier transceiver, such as a Near Field Communica 
tion (NFC) transceiver, in accordance with example embodi 
ments of the invention. 

FIG. 1B illustrates the example network diagram of FIG. 
1A, wherein device A is shown as having joined a WLAN 
network by having formed an IEEE 802.11 in-band short 
range carrier communication connection with the hub device 
AP/GO, the hub device AP/GO representing either an access 
point device (AP) in an infrastructure network or a group 
owner (GO) device in a P2P network, in accordance with 
example embodiments of the invention. 

FIG. 1C illustrates the example network diagram of FIG. 
1B, wherein the hub device AP/GO is shown transmitting 
authentication information to device A via the IEEE 802.11 
in-band short-range carrier communication connection, in 
accordance with example embodiments of the invention. 

FIG. 1D illustrates the example network diagram of FIG. 
1C, wherein an NFC touch event is conducted between 
devices A and B in order to initiate a short-range carrier 
transport switch procedure with device B, in accordance with 
example embodiments of the invention. 

FIG. 1E illustrates the example network diagram of FIG. 
1D, of one example wherein device B sends an NFChandover 
request to device A, in accordance with example embodi 
ments of the invention. 

FIG. 1F illustrates the example network diagram of FIG. 
1E, of one example wherein device A responds with an NFC 
handover select that includes the authentication information 
that is recognizable by the hub device AP/GO and connection 
information, in accordance with example embodiments of the 
invention. 

FIG. 1G illustrates the example network diagram of FIG. 
1F, wherein device B sends a request frame, for example a 
probe request frame, with a Wi-Fi Protected Setup (WSC) 
information element (IE) to the hub device AP/GO in a Wi-Fi 
Protected Setup procedure. The WSC information element 
(IE) of includes the authentication information recognizable 
by the hub device AP/GO, in accordance with example 
embodiments of the invention. 

FIG. 1H illustrates the example network diagram of FIG. 
1G, wherein the hub device AP/GO recognizes the authenti 
cation information that serves as a proof that the device B did, 
in fact, engage in an NFC touch with device A. The hub device 
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8 
AP/GO grants network access to device Band, after addi 
tional signaling, sends credentials to device B, in accordance 
with example embodiments of the invention. 

FIG. 1I illustrates the example network diagram of FIG. 
1G, wherein device B is now connected to the network with its 
new configuration and may communicate with device A over 
the network, through the hub device AP/GO, in accordance 
with example embodiments of the invention. 

FIG. 1J illustrates the example network diagram of FIG. 
1D, of an alternate example wherein device A transmits to 
device Ban NFC handover request that includes the authen 
tication information that is recognizable by the hub device 
AP/GO and connection information, in accordance with 
example embodiments of the invention. 

FIG. 2 is an example functional block diagram of device A 
and device B of FIG. 1A, showing each device equipped an 
out-of-band NFC transceiver and an in-band short-range car 
rier transceiver, in accordance with example embodiments of 
the invention. 

FIG. 3A is an example embodiment of one example of an 
NFC handover request message from the device B to the 
device A with a request for information to enable device B to 
obtain network access through the hub device AP/GO, in 
accordance with example embodiments of the invention. 

FIG. 3B is an example embodiment of one example an 
NFChandover select message sent from device A to device B 
to provide connectivity settings and the authentication infor 
mation recognizable by the hub device AP/GO, to obtain 
network access through the hub device AP/GO, according to 
an embodiment of the present invention. 

FIG. 3C is an example alternate embodiment of one 
example an NFChandover request message sent from device 
A to device B, as shown in FIG. 1J, to provide connectivity 
settings and the authentication information recognizable by 
the hub device AP/GO, to obtain network access through the 
hub device AP/GO, according to an embodiment of the 
present invention. 

FIG. 4 is an example functional block diagram of device B 
and the hub device AP/GO of FIG. 1A, where device B sends 
the authentication information to the hub device AP/GO, 
which will serve as a proof that the device B did, in fact, 
engage in an NFC touch with device A, and in response the 
hub device AP/GO sends network credentials to device B, 
according to an embodiment of the present invention. 

FIG. 5A illustrates one example IEEE 802.11 request 
frame, for example a probe request frame sent by device B to 
the hub device AP/GO with the authentication information in 
a WSC information element, according to an embodiment of 
the present invention. 

FIG. 5B illustrates one example MAC management frame 
sent by the hub device AP/GO to the device B with one of the 
messages M2, M4, M6, and M8 in a WSC information ele 
ment, used to assemble the network credentials in device B, 
according to an embodiment of the present invention. 

FIG. 6A is an example flow diagram of operational steps of 
an example embodiment of the method carried out by device 
A of FIG. 2, according to an embodiment of the present 
invention. 

FIG. 6B is an example flow diagram of operational steps of 
an example embodiment of the method carried out by device 
B of FIG. 2, according to an embodiment of the present 
invention. 

FIG. 6C is an example flow diagram of operational steps of 
an example embodiment of the method carried out by the hub 
device AP/GO of FIG. 4, according to an embodiment of the 
present invention. 
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FIG. 7 is an example sequence diagram of an example 
embodiment showing the interaction of device A, device B. 
and the hub device AP/GO of FIG. 1B, according to an 
embodiment of the present invention. 

FIG. 8A illustrates the example network diagram of FIG. 
1A, wherein device A is shown as having joined a WLAN 
network by having formed an IEEE 802.11 in-band short 
range carrier communication connection with the hub device 
AP/GO, and the device B is shown having generated the 
authentication information, in accordance with example 
embodiments of the invention. 

FIG. 8B illustrates the example network diagram of FIG. 
8A, an NFC touch event is conducted between devices A and 
B in order to initiate a short-range carrier transport Switch 
procedure with device B, in accordance with example 
embodiments of the invention. 

FIG. 8C illustrates the example network diagram of FIG. 
8B, one example wherein device B is sending an NFC han 
dover request to device A that includes authentication infor 
mation, in accordance with example embodiments of the 
invention. 

FIG. 8D illustrates the example network diagram of FIG. 
8C, one example wherein device A responds with an NFC 
handover select that includes connection information, in 
accordance with example embodiments of the invention. 

FIG. 8E illustrates the example network diagram of FIG. 
8D, one example wherein device A sends a management 
frame with a Wi-Fi Protected Setup (WSC) information ele 
ment (IE) to the hub device AP/GO in a Wi-Fi Protected Setup 
procedure. The WSC information element (IE) of includes the 
authentication information that will be recognizable by the 
hub device AP/GO, in accordance with example embodi 
ments of the invention. 

FIG. 8F illustrates the example network diagram of FIG. 
8E, one example wherein device B issues a request frame, for 
example a probe request frame with a Wi-Fi Protected Setup 
(WSC) information element (IE), sending it to the hub device 
AP/GO in a Wi-Fi Protected Setup procedure, including the 
authentication information recognizable by the hub device 
AP/GO, in accordance with example embodiments of the 
invention. 
FIG.8G illustrates the example network diagram of FIG. 

8F, wherein the hub device AP/GO recognizes the authenti 
cation information that serves as a proof that the device B did, 
in fact, engage in an NFC touch with device A. The hub device 
AP/GO grants network access to device Band sends creden 
tials to device B, inaccordance with example embodiments of 
the invention. 

FIG. 8H illustrates the example network diagram of FIG. 
8G, wherein device B is now connected to the network with its 
new configuration and may communicate with device A over 
the network, through the hub device AP/GO, in accordance 
with example embodiments of the invention. 

FIG. 8I illustrates the example network diagram of FIG. 
8B, of an alternate example wherein device A transmits an 
NFC handover request that includes connection information, 
in accordance with example embodiments of the invention. 

FIG.8Jillustrates the example network diagram of FIG. 8I. 
of an alternate example wherein device B is responding with 
an NFChandover select to device A that includes authentica 
tion information, in accordance with example embodiments 
of the invention. 

FIG. 9A is one example embodiment of an NFChandover 
request message from the device B to the device A with a 
request for information and including the authentication 
information, to enable device B to obtain network access 
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10 
through the hub device AP/GO, in accordance with example 
embodiments of the invention. 
FIG.9B is one example embodiment an NFC handover 

select message sent from device A to device B to provide 
connectivity settings to obtain network access through the 
hub device AP/GO, according to an embodiment of the 
present invention. 
FIG.9C is an alternate example embodiment an NFChan 

dover request message sent from device A to device B in FIG. 
8I, to provide connectivity settings to obtain network access 
through the hub device AP/GO, according to an embodiment 
of the present invention. 

FIG. 9D is an alternate example embodiment of an NFC 
handover select message sent from the device B to the device 
A in FIG. 8J, including the authentication information, to 
enable device B to obtain network access through the hub 
device AP/GO, in accordance with example embodiments of 
the invention. 

FIG. 10 illustrates one example IEEE 802.11 management 
frame sent by device A to the hub device AP/GO with the 
authentication information in a WSC information element, 
according to an embodiment of the present invention. 

FIG. 11A is an example flow diagram of operational steps 
of an example embodiment of the method carried out by 
device A of FIG.2 and FIGS. 8A-8H, according to an embodi 
ment of the present invention. 

FIG. 11B is an example flow diagram of operational steps 
of an example embodiment of the method carried out by 
device B of FIG.2 and FIGS. 8A-8H, according to an embodi 
ment of the present invention. 

FIG. 11C is an example flow diagram of operational steps 
of one example embodiment of the method carried out 
between device A, device Band hub device AP/GO of FIG.2, 
FIG.4, and FIGS. 8A-8H, according to an embodiment of the 
present invention. 

DISCUSSION OF EXAMPLE EMBODIMENTS 
OF THE INVENTION 

This section is organized into the following topics: 
A. WLAN Communication Technology P. 11 
1, IEEE 802.11 WLAN 
2. Wi-Fi Protected Setup/Wi-Fi Simple Configuration 
(WSC) 

3. Authentication in Wi-Fi Protected Setup/Wi-Fi Simple 
Configuration 

4. Wi-Fi Direct—Software Access Points 
B. Near-Field Communication (NFC) Technology—P. 23 
C. NFC Connection Handover to WLAN P 25 
D. Out-of-Band Connection Setup with Access Point or 

Group Owner Device P. 26 
A. WLAN Communication Technology 
1, IEEE 802.11 WLAN 
The IEEE 802.11 standard specifies methods and tech 

niques of an exemplary wireless local area network (WLAN) 
operation. examples include the IEEE 802.11b and 802.11g 
wireless local area network specifications, which have been a 
staple technology for traditional WLAN applications in the 
2.4 GHz ISM band. The various amendments to the IEEE 
802.11 standard were consolidated for IEEE 802.11a, b, d, e. 
g, h, i,j protocols, into the base standard IEEE 802.11-2007, 
Wireless Medium Access Control (MAC) and Physical Layer 
(PHY) Specifications, June 2007 (incorporated herein by ref 
erence). Since then, emerging broadband applications have 
stimulated interest in developing very high-speed wireless 
networks for short range communication, for example, the 
IEEE 802.11n, the planned IEEE 802.11ac, and the planned 
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IEEE 802.11 ad WLAN specifications that are to provide a 
very high throughput in higher frequency bands. Applications 
of these IEEE 802.11 standards include products such as 
consumer electronics, telephones, personal computers, and 
access points for both for home and office. 
An IEEE 802.11 WLAN may be organized as an indepen 

dent basic service set (IBSS) or an infrastructure basic service 
set (BSS). The access point (AP) in an infrastructure basic 
service set (BSS) IEEE 802.11 WLAN network, is a central 
hub that must relay all communication between the mobile 
wireless devices (STAs) in an infrastructure BSS. If a STA in 
an infrastructure BSS wishes to communicate a frame of data 
to a second STA, the communication must take two hops. 
First, the originating STA transfers the frame to the AP Sec 
ond, the AP transfers the frame to the second STA. In an 
infrastructure BSS, the AP either transmits Beacons or 
responds to probes received from STAs. After a possible 
authentication of a STA that is conducted by the AP, an 
association occurs between the AP and a STA enabling data 
traffic to be exchanged with the AP. The Access Point (AP) in 
an Infrastructure BSS may bridge traffic out of the BSS onto 
a distribution network. STAs that are members of the BSS 
exchange packets only with the AP. 

The IEEE 802.11 WLAN uses two types of transmission: 
Distributed Coordination Function (DCF) and Point Coordi 
nation Function (PCF). DCF employs Carrier Sense Multiple 
Access with Collision Avoidance (CSMA/CA). Every packet 
sent is positively acknowledged by the receiver. A transmis 
sion begins with a Request to Send (RTS) and the receiver 
responds with a Clear to Send (CTS). The channel is cleared 
by these two messages, since all STAs that hear the CTS will 
suppress their own start of a transmission. Then when data 
packets are transmitted, each has a Network Allocation Vector 
(NAV) containing a duration value to reserve the channel for 
the sender and receiver for an interval after the current packet, 
equal to the NAV duration. The value of the NAV decrements 
with the passage of time. Once the sender and receiver have 
reserved the channel, they may hold it for the remaining 
duration of the NAV value. The last acknowledgement packet 
(ACK) contains a NAV value of Zero, to immediately release 
the channel. The Point Coordination Function (PCF) is a 
polling method among the STAs of the BSS, which is coor 
dinated by the access point. 
IEEE 802.11 authentication operates at the link level 

between IEEE 802.11 STAs. IEEE Std 802.11 attempts to 
control LAN access via the authentication service. IEEE 
802.11 authentication is a station service that may be used by 
all STAs to establish their identity to STAs with which they 
communicate in both infrastructure and IBSS networks. If a 
mutually acceptable level of authentication has not been 
established between two STAS, then an association is not 
established. IEEE 802.11 defines two authentication meth 
ods: Open System authentication and Shared Key authenti 
cation. Open System authentication admits any STA to the 
distribution system. Shared Key authentication relies on 
wired equivalent privacy to demonstrate knowledge of an 
encryption key. The IEEE 802.11 authentication mechanism 
also allows definition of new authentication methods. A 
robust security network association (RSNA) supports authen 
tication based on IEEE 802.1X-2004, or preshared keys 
(PSKs). IEEE 802.1X authentication utilizes the Extensible 
Authentication Protocol (EAP) (IETF RFC 3748-2004) to 
authenticate STAs and an authentication server (AS) with one 
another. In IEEE 802.1X, a STA being authenticated and the 
authenticator device exchange protocol information via the 
IEEE 802.1X Uncontrolled Port. The IEEE 802.1X Con 
trolled Port is blocked from passing general data traffic 
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between two STAs until an IEEE 802.1X authentication pro 
cedure completes successfully over the IEEE 802.1X Uncon 
trolled Port. 

2. Wi-Fi Protected Setup/Wi-Fi Simple Configuration 
(WSC) 
Network setup for IEEE 801.11 WLANs has been simpli 

fied by the Wi-Fi Protected SetupTM system that is included in 
most access points. The Wi-Fi Alliance published the Wi-Fi 
Protected Setup (WPS) specification 1.0, Wi-Fi Protected 
Setup Specification, Version 1.0h, December 2006 (incorpo 
rated herein by reference). The Wi-Fi Simple Configuration 
(WSC) Specification, Version 2.0, Dec. 20, 2010, (incorpo 
rated herein by reference), updates the Wi-Fi Protected Setup 
Specification, Version 1.0h. The acronym WSC, for Wi-Fi 
Simple Configuration Specification, may be used inter 
changeably with the acronym WPS, for Wi-Fi Protected 
Setup. Wi-Fi Protected Setup facilitates the initial setting up 
of IEEE 802.11 devices in a Wi-Fi infrastructure network So 
that they may be more easily configured with security features 
and so that that new Wi-Fi devices may be added to the 
network. Wi-Fi Protected Setup allows access points to be set 
up by entering a PIN. The Protected Setup system uses this 
information to send data to a computer connected to the 
access point, to complete the network setup. Wi-Fi Protected 
Setup defines new IEEE 802.11 information elements (IE) 
that are included in beacons, probe requests and probe 
responses. The purpose of these IEs is to advertise the pres 
ence of devices that are capable of performing Wi-Fi Pro 
tected Setup operations. 

Initial discovery of Wi-Fi Simple Configuration devices is 
accomplished using IEEE 802.11 Information Elements in 
management frames (Beacon, Probe Request, and Probe 
Response). If the Enrollee decides to pursue a connection to 
the network, it initiates an IEEE 802.1X/EAP connection for 
the Extensible Authentication Protocol (EAP)-based Regis 
tration Protocol. The Wi-Fi Simple Configuration Informa 
tion Element complies with the IEEE 802.11 Information 
Element format and indicates specific data necessary for net 
work information, capabilities and modes, to configure an 
Enrollee for the wireless network and to report problems with 
the Enrollee associating with a specified wireless network 
with the Supplied settings. 
The Wi-Fi Protected Setup 1.0 standard defines three types 

of components in a network: a Registrar, an Enrollee, and an 
Access Point (AP). A Registrar is a component with the 
authority to issue and revoke credentials to a network. A 
Registrar may be integrated into an AP or it may be separate 
from the AP. An Enrollee is a component seeking to join a 
wireless LAN network. An Authenticator is an AP function 
ing as a proxy between a Registrar and an Enrollee. A Reg 
istrar wireless device configures the Enrollee wireless device, 
and the AP acts as an Authenticator to proxy the relevant 
messages between the Registrar and the Enrollee. The mes 
sages exchanged in the session are a series of Extensible 
Authentication Protocol (EAP) request/response messages, 
ending with the Enrollee reconnecting to the network with its 
new configuration. EAP is an authentication framework 
defined in RFC 5247, for providing the transport and usage of 
keying material and parameters needed to establish a secure 
Wi-Fi network. The Wi-Fi Simple Configuration Specifica 
tion, Version 2.0, Dec. 20, 2010, (incorporated herein by 
reference), updates the Wi-Fi Protected Setup Specification, 
Version 1.0h. 
A standalone AP that supports Wi-Fi Protected Setup, 

includes a built-in Registrar and does not use an external 
Registrar. In initial WLAN setup with Wi-Fi Protected Setup, 
when initializing in a standalone mode, a Wi-Fi Protected 
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Setup APautomatically chooses a random SSID and channel. 
A standalone AP that includes a Wi-Fi Protected Setup Reg 
istrar, issues keys to Enrollees via the Registration Protocol. 
When an Enrollee is initialized, it looks for Beacons from 

APs and sends probe requests with the WSC information 
element (IE), into either selected networks or into each net 
work sequentially. It may also send probe requests to each 
IEEE 802.11 channel with the WSCIE included. It looks for 
the WSC IE in probe-responses that it receives and can 
engage with one or more Registrars to further discover Reg 
istrar capabilities and to see if the user has selected a Regis 
trar. The Enrollee may continue looking for selected Registrar 
flags in Beacons, probe-responses and any M2 messages and 
may cease Scanning when it finds a Registrar indicating that it 
is prepared to configure the Enrollee. 
The following example describes an example in-band 

setup procedure using Wi-Fi Protected Setup for adding 
Member devices using a Standalone AP/Registrar. The user 
may convey the Enrollee's device password to the AP/Regis 
trar using keyboard entry or an out-of-band channel with 
Near-Field Communication (NFC) Connection Handover. 
This example does not show the exchange of preliminary M1 
and M2D messages that may take place after the probe mes 
sage exchange, because the Enrollee may be waiting for the 
user to configure the AP/Registrar with the Enrollee's device 
password. 

1. The Enrollee sends its Discovery data in a probe request 
to a Wi-Fi Protected Setup AP or ad hoc wireless Registrar. 
The AP or wireless Registrar responds with its own Discovery 
data in the probe response. 

2. The user may be prompted to enter the Enrollee's device 
password into the AP/Registrar using a keypad interface oran 
out-of-band channel. 

3. The Enrollee connects and initiates the IEEE 802.1X 
port-based Network Access Control procedure for port-based 
authentication. 

4. The Enrollee and Registrar exchange messages M1-M8 
to provision the Enrollee. 

5. The Enrollee disassociates and reconnects, using its new 
WLAN authentication Credential. The Enrollee is now con 
nected to the network with its new configuration. 

3. Authentication in Wi-Fi Protected Setup/Wi-Fi Simple 
Configuration 
The Wi-Fi Simple Configuration Specification, Version 2.0 

(renamed from the original name “Wi-Fi Protected Setup”), 
uses the IEEE 802.1X Port-Based Authentication and Exten 
sible Authentication Protocol (EAP) to transport in-band 
Registration Protocol messages. This protocol is mapped 
onto a custom EAP method described below. Wi-Fi Simple 
Configuration does not require the AP to Support remote 
authentication dial-in user service (RADIUS) (IETF RFC 
2865-2000), and the network need not include an authentica 
tion server. In fact, many Wi-Fi Simple Configuration APs 
may support IEEE 802.1X only to configure Wi-Fi Protected 
Access 2 (WPA2)-Personal Credentials using Wi-Fi Simple 
Configuration. Enrollees using Wi-Fi Simple Configuration 
are not granted direct access to the WLAN through the Wi-Fi 
Simple Configuration custom EAP method. The EAP method 
is used to configure the Enrollee with a Credential that can be 
used subsequently with whatever access method is Supported 
by that WLAN. For example, if the AP only supports WPA2 
Personal with a network-wide shared Pre-Shared Key (PSK). 
then the Enrollee would run the 802.1X exchange to obtain 
the PSK, disassociate, and then reconnect and use WPA2 
Personal to access the WLAN. Alternatively, if the AP Sup 
ports 802.1X authentication, the Enrollee may first run the 
Wi-Fi Simple Configuration EAP method to obtain a shared 
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14 
secret Credential and then reconnect using that secret in con 
junction with another EAP method to access the WLAN. 
The Wi-Fi Simple Configuration EAP method (EAP 

WSC) can be used for Registrar and Enrollee discovery and 
for Credential establishment. The first time the Enrollee 
encounters a new WLAN, it sends out its Discovery informa 
tion and executes the EAP-WSC method. In both the Discov 
ery message and in Registration Protocol Message M1, the 
Enrollee provides information about itself to the WLAN. The 
M2 and M2D messages sent to the Enrollee likewise provide 
information about the available Registrars. When the 
Enrollee first discovers and attempts to connect to the WLAN, 
the WLAN's Registrar(s) may not yet know the Enrollee's 
device password. Therefore, Registrars without the device 
password respond with M2D messages. Although these M2D 
messages are unauthenticated, they can help Enrollees with 
rich user interfaces, to guide the user through the enrollment 
process. 
As the Enrollee scans over the M2D messages sent by the 

network, it may discover that none of them possesses its 
device password. At this point, the Enrollee has an opportu 
nity to prompt the user to perform a trust bootstrapping opera 
tion Such as connecting an available out-of-band channel or 
entering a device password into one of the available Regis 
trars. If the user decides to enter the Enrollee's device pass 
word into the Registrar, the Enrollee can reconnect and run 
the EAP method once more to perform the complete Regis 
tration Protocol. If the Enrollee has no user interface to lead 
the user through the enrollment, it is likely that one or more of 
the WLAN's Registrars can do this. Both the Registrar and 
the Enrollee are given sufficient information about each oth 
ers’ capabilities through the EAP method to successfully lead 
the user through the enrollment. If the user decides to use an 
out-of-band channel for registration, then message M2 is 
implicitly authenticated by the channel and can carry the 
network configuration data. 
The AP functions as the EAP authenticator on the WLAN. 

Thus, the AP generates EAP Request messages and Enrollees 
and Registrars generate EAP Responses. If the Registrar is 
external to the AP, then it uses universal plug and play (UPnP) 
to exchange Registration Protocol messages with the AP. A 
Registrar may also function in the role of an 802.1X authen 
ticator, which is useful for networks with legacy APs. 
The Wi-Fi Simple Configuration EAP method uses EAP as 

specified in RFC 3748, and Extensible Authentication Proto 
col (EAP) over LAN (EAPoL), as specified in IEEE 802.1X 
2001, but does not represent a network authentication proto 
col. Rather Wi-Fi Simple Configuration utilizes the 802.1X 
data connection for acquiring settings necessary for connect 
ing to the network and the resulting EAP exchange must 
always terminate with EAP-Failure. 
When the Enrollee decides to connect to the network and 

run the Wi-Fi Simple Configuration EAP method, it associ 
ates with the AP and sends an EAPoll-Start message. The AP 
responds with an EAP-Request/Identity. The Enrollee sends 
an EAP-Response/Identity containing the defined Wi-Fi Alli 
ance name for a Simple Configuration Enrollee (“WFA 
SimpleConfig-Enrollee-1-0). This causes the AP to start run 
ning the Simple Configuration EAP method. The Registration 
Protocol messages are exchanged until M8 is received and 
validated by the Enrollee. If it successfully processes M8, the 
Enrollee sends an EAP-Response/Done message to the 
authenticator, which sends the WSC Done message to any 
External Registrar and the authenticator returns an EAP 
Failure message to the Enrollee. An Enrollee should assume 
that the received credentials are valid after successfully pro 
cessing message M8 and sending the WSC Done message. 
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The Enrollee then disassociates and reconnects with the Cre 
dential obtained from M8's ConfigData. If M2D is received 
by the Enrollee, it should respond with an ACK message so 
that the AP can continue to send it discovery messages from 
other Registrars. After the AP sends an EAP-failure to the 
Enrollee, the Enrollee can do one of two things (given that the 
AP did not de-authenticate the Enrollee after sending the 
EAP-Failure): it can disconnect from the AP and reconnect 
some time later to rerun the Wi-Fi Simple Configuration EAP 
method by sending an EAPoL-Start message or it can stay 
connected to the AP and rerun the Wi-Fi Simple Configura 
tion EAP method by sending another EAPol-Start message. 
Once the Enrollee sends an M3 message, both the Registrar 

and the Enrollee must proceedin lock-step fashion until either 
a failure or until success occurs (indicated by the Done 
response message). If the Enrollee (IEEE 802.1X supplicant) 
detects any errors in these later phases, it responds by sending 
a NACK message and transitioning to the termination state to 
terminate the connection. At this point, the Enrollee computes 
a fresh device password for use in the next instance of the 
Registration Protocol. If the same password is reused with 
multiple instances of the protocol, it will be susceptible to 
active attack. 
The Registration Protocol Messages M1 to M8 are 

described in the Wi-Fi Simple Configuration Specification, 
Version 2.0. They include an exchange of public keys, 
description of the sending device, including its MAC address 
and device capabilities, and various message authentication 
values, culminating in the Registrar sending to the Enrollee 
credentials for accessing the network. 
A credential is a data structure issued by a Registrar to an 

Enrollee, allowing the latter to gain access to the network. 
With out-of-band configuration, WLAN credentials are sent 
across the out-of-band channel to the Enrollee. The NFC 
interfaces operating in peer-to-peer mode between an AP or 
Group Owner (GO) having an integrated Registrar and an 
Enrollee device, have the strongest security properties Sup 
ported by the Wi-Fi Simple Configuration Specification, 
because practical man-in-the-middle attacks against NFC are 
not feasible. In this mode, a 1536-bit Diffie-Hellman 
exchange is performed over the NFC interface, and WLAN 
settings are encrypted using 128-bit Advanced Encryption 
Standard (AES) and delivered over the same interface 
between an AP or Group Owner (GO) and an Enrollee device. 
The Diffie-Hellman public keys and WLAN settings are 
implicitly authenticated by both the Registrar and the 
Enrollee, because they are received over the NFC channel. 
The credential shown in the following Table 1, is a com 

pound attribute issued by an AP or Group Owner (GO) having 
an integrated Registrar, representing a single WLAN Creden 
tial. There can be multiple instances of the credential 
attribute. The Wi-Fi Simple Configuration Specification pro 
vides the following table that lists the attributes in Credential 
(“R” means required and “O'” means optional): 

TABLE 1. 

Credential 

Attribute RO Notes, Allowed Values 

1. Network Index 2. R. 3. Deprecated - use fixed value 1 for 
backwards compatibility. 

4. SSID S. R. 6. SSID of network. 
7. Authentication 8. R. 9. The authentication type used in this 

Type network. 
10. Encryption Type 11. R 12. The encryption type used in this 

network. 
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TABLE 1-continued 

Credential 

Attribute RO Notes, Allowed Values 

13. Network Key 14. O 15. Deprecated. Only included by 
Index WSC 1.0 devices. Ignored by WSC 

2.0 or newer devices. 
16. Network Key 17. R. 18. 
19. MAC Address 20. R. 21. Member device's MAC address. 
22. EAP Type 23. O 24. 
25. EAP Identity 26. O 27. 
28. Key Provided 29. O 30. 

Automatically 
31. 802.1XEnabled 32. O 33. 
34. Network Key 35. O 36. If present, this attribute indicates 

Shareable (inside whether the Network Key can be 
WFAWendor shared or not with other devices. 
Extension) 

37. <other...- 38. O 39. Multiple attributes are permitted. 

4. Wi-Fi Direct—Software Access Points 
The Wi-Fi Alliance has developed a Wi-Fi Peer-to-Peer 

technology named Wi-Fi DirectTM that is specified in the 
Wi-Fi Alliance Peer-to-Peer Specification, October 2010 (in 
corporated herein by reference). Wi-Fi Direct, is also referred 
to herein as Peer-to-Peer or P2P Wi-Fi Direct enables IEEE 
802.11a, g, or n devices to connect to one another, peer-to 
peer, without prior setup or the need for wireless access 
points. Wi-Fi Direct embeds a software access point into any 
device, which provides a version of Wi-Fi Protected Setup. 
When a device enters the range of a STA supporting Wi-Fi 
Direct (a Wi-Fi Direct device), it can connect to it and then 
gather setup information using a Wi-Fi Protected Setup trans 
fer. Devices that support Wi-Fi Direct may discover one 
another and advertise available services. Wi-Fi Direct devices 
Support typical Wi-Fi ranges and the same data rates as can be 
achieved with an 802.11a, g, or n infrastructure connection. 
When a device enters the range of the Wi-Fi Direct device, it 
may connect to it using the existing protocol, and then gather 
setup information using a Wi-Fi Protected Setup 2.0 transfer. 

Wi-Fi Direct enables IEEE 802.11 devices that support 
Wi-Fi Direct, to connect to one another, point-to-point, with 
out joining a network. The specification may be implemented 
in any Wi-Fi device. Devices that support the specification 
will be able to discover one another and advertise available 
services. Wi-Fi Direct devices will support typical Wi-Fi 
ranges and the same data rates as can be achieved with an 
infrastructure connection. Wi-Fi Direct provides point-to 
point connections for networks by embedding a Software 
access point into any device that wishes to support Wi-Fi 
Direct. The soft AP provides a version of Wi-Fi Protected 
Setup 1.0 by entering a PIN or pressing a button. When a 
device enters the range of the Wi-Fi Direct device, it may 
connect to it using the existing protocol, and then gather setup 
information using a Wi-Fi Protected Setup 1.0 transfer. 

Wi-Fi Direct-certified devices may create direct connec 
tions between Wi-Fi client devices without requiring the pres 
ence of a traditional Wi-Fi infrastructure network of an access 
point or router. Wi-Fi Direct-certified devices support con 
nection with existing legacy Wi-Fi devices using the IEEE 
802.11a/g/n protocols. Wi-Fi Direct Device Discovery and 
Service Discovery features allow users to identify available 
devices and services before establishing a connection, for 
example, discovering which Wi-Fi networks have a printer. 
Wi-Fi Direct devices may use Wi-Fi Protected Setup to create 
connections between devices. 
A Wi-Fi Direct device is capable of a peer-to-peer connec 

tion and may support either an infrastructure network of an 
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access point or router or a peer-to-peer (P2P) connection. 
Wi-Fi Direct devices may join infrastructure networks as 
stations (STAs) and may support Wi-Fi Protected Setup 
enrollee functionality. Wi-Fi Direct devices may connect by 
forming Groups in a one-to-one or one-to-many topology. 
The Groups functions in a manner similar to an infrastructure 
basic service set (BSS). A single Wi-Fi Direct device will be 
the Group Owner (GO) that manages the Group, including 
controlling which devices are allowed to join and when the 
Group is started or terminated. The Group Owner (GO) will 
appear as an access point to legacy clients devices. 

Wi-Fi Direct devices includea Wi-Fi Protected Setup Inter 
nal Registrar functionality and communication between Cli 
ents in the Group. Wi-Fi Direct devices may be a Group 
Owner (GO) of a Group and may be able to negotiate which 
device adopts this role when forming a Group with another 
Wi-Fi Direct device. A Group may include both Wi-Fi Direct 
devices and legacy devices (i.e., that are not compliant with 
the Wi-Fi Alliance Peer-to-Peer Specification). Legacy 
Devices can only function as Clients within a Group. 

Wi-Fi Direct devices may support Discovery mechanisms. 
Device Discovery is used to identify other Wi-Fi Direct 
devices and establish a connection by using a scan similar to 
that used to discover infrastructure access points. If the target 
is not already part of a Group, a new Group may beformed. If 
the target is already part of a Group, the searching Wi-Fi 
Direct device may attempt to join the existing Group. Wi-Fi 
Protected Setup may be used to obtain credentials from the 
Group Owner (GO) and authenticate the searching Wi-Fi 
Direct device. Wi-Fi Direct devices may include Service Dis 
covery that enables the advertisement of services supported 
by higher layer applications to other Wi-Fi Direct devices. 
Service Discovery may be performed at any time (e.g. even 
before a connection is formed) with any other discovered 
Wi-Fi Direct device. 
A Group may be created by a single Wi-Fi Direct device, 

Such as when connecting a legacy device. When forming a 
connection between two Wi-Fi Direct devices, a Group may 
be formed automatically and the devices may negotiate to 
determine which device is the Group Owner. The Group 
Owner may decide if this is a temporary (single instance) or 
persistent (multiple, recurring use) Group. After a Group is 
formed, a Wi-Fi Direct device may invite another Wi-Fi 
Direct device to join the Group. The decision of whether or 
not to accept an invitation may be left to the invited Wi-Fi 
Direct device. 

Concurrent Wi-Fi Direct Devices may participate in mul 
tiple Groups, simultaneously, each group requires Own Wi-Fi 
stack. A Wi-Fi Direct Device that may be in a Group while 
maintaining a WLAN infrastructure connection at the same 
time is considered a Concurrent Device or a dual stack device. 
For example, a laptop connected directly to a printer while 
simultaneously using a WLAN connection is operating as a 
Concurrent Device. Concurrent connections may be Sup 
ported by a single radio and may support connections on 
different channels. Concurrent operation may be Supported 
by multiple protocol stacks, for example, one for operation as 
a WLAN-STA and one for operating as a Wi-Fi Direct device. 
For example, two separate physical MAC entities may be 
maintained, each associated with its own PHY entity, or they 
may use a single PHY entity supporting two virtual MAC 
entities. 

The Wi-Fi Peer-to-Peer Technical Specification v1.1, 2010 
published by the Wi-Fi Alliance, provides for provisioning in 
Wi-Fi Direct networks. Provisioning is a phase of peer-to 
peer group formation in which credentials for the peer-to-peer 
group are exchanged based on the use of Wi-Fi Simple Con 
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figuration. Credentials are information that is required to join 
a peer-to-peer group as defined in the Wi-Fi Simple Configu 
ration Specification. 
To allow for peer-to-peer device configuration, peer-to 

peer devices may delay starting the provisioning phase until 
the expiration of the larger of the peer-to-peer group owners 
(GO) configuration time and the peer-to-peer client’s client 
configuration time, based on respective configuration timeout 
attributes exchanged during a preceding group owner nego 
tiation. 
The peer-to-peer device selected as peer-to-peer group 

owner (GO) during group owner negotiation may start a peer 
to-peer group session using the credentials it intends to use for 
that group. The peer-to-peer group owner (GO) may use the 
operating channel indicated during group owner negotiation, 
if available. The peer-to-peer client may connect to the peer 
to-peer group owner to obtain credentials. If the operating 
channel is not available the peer-to-peer group owner may use 
another channel from a channel list attribute sent in the group 
owner negotiation confirmation frame. The peer-to-peer cli 
ent may have to scan to find the peer-to-peer group owner if 
the intended operating channel is not available. A group for 
mation bit in a peer-to-peer group capability bitmap of the 
peer-to-peer capability attribute may be set to one until pro 
visioning Succeeds. 

Provisioning may be executed in Wi-Fi Direct networks, as 
described, for example, in the Wi-Fi Simple Configuration 
(WSC) Specification, Version 2.0, Dec. 20, 2010. The peer 
to-peer group owner (GO) may serve the role as the access 
point with an internal registrar. It will only allow association 
by the peer-to-peer device that it is currently with in a group 
formation. Since the user has entered the WSC PIN or trig 
gered the WSC pushbutton functionality on both devices, the 
registrar may send an M2 message in response to an M1 
message. The peer-to-peer client may serve the role as the 
STA enrollee. It may associate to the peer-to-peer device that 
it is currently with in the group formation. 

If provisioning fails, then group formation ends and the 
peer-to-peer group owner (GO) may end the peer-to-peer 
group session. If provisioning fails, the peer-to-peer device 
may retry group formation or return to device discovery. On 
successful completion of provisioning in Wi-Fi Direct net 
works, the peer-to-peer group owner (GO) may set the group 
formation bit in the peer-to-peer group capability bitmap of 
the peer-to-peer capability attribute to Zero. At this point the 
peer-to-peer client may join the peer-to-peer group in the 
Wi-Fi Direct network, using the credentials supplied during 
provisioning. 

B. Near-Field Communication (NFC) Technology 
One of the methods provided by the Wi-Fi Simple Configu 

ration Specification, Version 2.0, is the Near-Field Commu 
nication (NFC) method, in which the user brings a new wire 
less client device (STA) close to an access point (AP) or 
Registrar of the Network to allow near field communication 
between the devices. 

Near field communication technologies, such as radio fre 
quency identification (RFID) technologies, comprise a range 
of RF transmission systems, for example standardized and 
proprietary systems for a large number of different purposes, 
Such as product tagging for inventory handling and logistics, 
theft prevention purposes at the point of sale, and product 
recycling at the end of the life-cycle of the tagged product. In 
addition to RFID technologies, Near Field Communication 
(NFC) technology has recently evolved from a combination 
of existing contactless identification and interconnection 
technologies. NFC is both a “read' and “write' technology. 
Communication between two NFC-compatible devices 
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occurs when they are brought within close proximity of each 
other: A simple wave or touch can establish an NFC connec 
tion, which is then compatible with other known wireless 
technologies, such as BluetoothTM or wireless local area net 
work (WLAN). 

Near-field communication (NFC) technology used in the 
Wi-Fi Protected Setup (WPS) standard, communicates 
between two NFC Devices or between an NFC Device and an 
NFC Tag via magnetic field induction, where two loop anten 
nas are located within each other's near field, effectively 
energizing a wireless contact by forming an air-core trans 
former. An example NFC radio operates within the unli 
censed radio frequency ISM band of 13.56 MHz, with a 
bandwidth of approximately 2 MHZ over a typical distance of 
a few centimeters. The NFC radio may be affixed to a new 
wireless client device (STA) and the user brings the NFC 
radio on the device close to an access point (AP) or Registrar 
of the Network to allow near field communication between 
the devices. 
NFC technology is an extension of the ISO/IEC 14443 

proximity-card Standard (incorporated herein by reference) 
for contactless smartcards and radio frequency ID (RFID) 
devices, which combines the interface of a contactless Smart 
card and a reader into a single device, and uses the ISO/IEC 
18092 NFC communication standard (incorporated herein by 
reference) to enable two-way communication. An NFC radio 
may communicate with both existing ISO/IEC 14443 con 
tactless Smartcards and readers, as well as with other NFC 
devices by using ISO/IEC 18092. The NFC ForumTM, a non 
profit industry association, has released specifications that 
enable different operation modes called: tag emulation, read/ 
write mode, and peer to peer communication. Furthermore, 
NFC Forum has defined specifications for NFC Data 
Exchange Format (NDEF), NFC Tag Types, NFC Record 
Type Definition, and Connection Handover Specification. 
See, for example, Connection Handover Technical Specifica 
tion, NFC ForumTM, Connection Handover 1.2, NFCForum 
TS-Connection Handover 1.2, 2010-07-07 (incorporated 
herein by reference). The ISO/IEC 18092 standard defines 
communication modes for Near Field Communication Inter 
face and Protocol (NFCIP-1) using inductively coupled 
devices operating at the center frequency of 13.56 MHz for 
interconnection of computer peripherals. The ISO/IEC 18092 
standard specifies modulation schemes, codings, transfer 
speeds and frame format of the RF interface, initialization 
schemes, conditions required for data collision control during 
initialization, and a transport protocol including protocol 
activation and data exchange methods. 

C. NFC Connection Handover to WLAN 
The basic handover to a WLAN carrier Stores WLAN 

parameters and credentials on NFC Forum Tags as part of 
Wi-Fi Protected Setup (WPS). The information is stored in 
the payload of an NFC Data Exchange Format (NDEF) record 
identified by the mime-type “application/vnd.wfa.wsc'. 
known as the “WPS Record”. The wireless LAN parameters 
and credentials information provided inside a WPS Record 
includes the IEEE 802.11 Service Set Identifier (SSID), 
authentication and encryption type deployed by the wireless 
network, the Secret network key that a wireless station needs 
to authenticate with the network, and the MAC address of the 
device receiving the configuration (if unknown, this address 
is set to all-zeros). The Wi-Fi Protected Setup specification 
1.0 uses the term “Registrar' for a device that is able to 
provide WLAN credentials and “Enrollee' for a device that 
wants to join a wireless network. 

In the Wi-Fi Simple Configuration Specification, Version 
2.0, Dec. 20, 2010, a Handover Requester with Wi-Fi capa 

10 

15 

25 

30 

35 

40 

45 

50 

55 

60 

65 

20 
bility may format an NFC Handover Request Message in the 
NFC Data Exchange Format (NDEF), that indicates that the 
requester is an IEEE 802.11 device, but which does not 
include any configuration information. A Handover Request 
may be sent via the NFC link in at least two scenarios: 1) the 
requester may not have yet joined a wireless domain or 2 
even if the requester is already member of a WLAN network, 
a peer device may be in a different network and thus a Con 
nection Handover is required to obtain the peer device's cre 
dentials. In the Wi-Fi Protected Setup specification 2.0, the 
Handover Selector would deduce from this message that the 
Handover Requester supports a Wi-Fi certified IEEE 802.11 
radio. In the Wi-Fi Protected Setup specification 2.0, if the 
Handover Selector is a Wi-Fi device with wireless connectiv 
ity, it should respond with an NFC Handover Select Message 
in the NFC Data Exchange Format (NDEF), with a configu 
ration record that includes credentials, such as network index, 
SSID, authentication type, encryption type, network key, and 
MAC address. 
The NFC Data Exchange Format (NDEF) specification, 

NFCForum Data Exchange Format (NDEF) Specification, 
NFC ForumTM, 2006 (incorporated herein by reference), 
defines a common data format for NFC devices to exchange 
application or service specific data. An NDEF message is 
constructed of a number of NDEF records, with the first and 
the last record providing message begin and end markers. 
Between two NFC Devices, NDEF messages may be 
exchanged over the NFC Logical Link Control Protocol 
(LLCP) protocol, specified in NFC Forum Logical Link Con 
trol Protocol Specification, NFC ForumTM, 2009 (incorpo 
rated herein by reference). The NFC Connection Handover 
specification, NFC Forum Connection Handover Specifica 
tion, NFCForumTM, 2010-07-07 (incorporated herein by ref 
erence), defines the exchange of NDEF messages between 
two NFC Devices in a negotiated handover to discover and 
negotiate alternative wireless communication technologies. 
The Handover Requester in the Wi-Fi Protected Setup 

specification 2.0, would then typically use the SSID and 
Network Key to enroll on the same Wi-Fi network to which 
the Handover Selector is connected. Further actions depend 
on the provision of an IP address identifying the Handover 
Selector, the available services, and the Handover Request 
er's intended activity. 

D. Out-of-Band Connection Setup with Access Point or 
Group Owner Device 

Example embodiments of the invention enable out-of-band 
short-range communication carrier transport Switching for 
connection setup in device-to-device communication with 
either an access point device (AP) in an infrastructure net 
work or a group owner (GO) device in a P2P network. FIG. 
1A illustrates an example arrangement where device A. Such 
as a cellular telephone, PDA, laptop computer, and the like, 
includes an in-band short-range carrier transceiver Such as an 
IEEE 802.11 WLAN transceiver. The device A further 
includes an out-of-band short-range carrier transceiver, Such 
as a Near Field Communication (NFC) transceiver. 

FIG.1.A further illustrates device B in the example arrange 
ment, such as a cellular telephone, PDA, laptop computer, and 
the like, includes an in-band short-range carrier transceiver, 
Such as an IEEE 802.11 WLAN transceiver. Device B is 
shown as initially not being connected to any WLAN net 
work. The device B also includes an out-of-band short-range 
carrier transceiver, such as a Near Field Communication 
(NFC) transceiver. 

In FIG. 1B, device A is shown as having joined a WLAN 
network by having formed an IEEE 802.11 in-band short 
range carrier communication connection with a hub device 
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AP/GO. The hub device AP/GO represents either an access 
point device (AP) in an infrastructure network or a group 
owner (GO) device in a P2P network. 

FIG. 1C illustrates an example of the hub device AP/GO 
transmitting the authentication information 25 to device Avia 
the IEEE 802.11 in-band short-range carrier communication 
connection, at a time following the establishment of a WLAN 
network connection between device A and the hub device 
AP/GO. The authentication information 25 may include, for 
example, a random number or a value based on public key 
encryption generated by the hub device AP/GO. The authen 
tication information 25 is recognizable by the hub device 
AP/GO, which will serve as a proof that the device B did, in 
fact, engage in an NFC touch with device A. The AP/GO may 
generate unique random numbers for each client (to improve 
security). This random number may be sent in a secure man 
ner to the client, such as with WPA/WPA2 that is normally 
used between an AP/GO and client device. This random num 
ber may be updated periodically. This random number or 
cryptographic information value may be sent during connec 
tion setup, as described in FIG.1C. This authentication infor 
mation may be refreshed at any time later, for example in a 
periodic refresh. Also, if the authentication information is 
used by another device connected to the network by using this 
NFC touch-to-client method, then it may be appropriate to 
refresh this authentication information. 
The authentication information 25 may include device 

password (PIN), public key encryption, Diffie-Hellman key 
exchange, or Advanced Encryption Standard (AES) symmet 
ric key exchange as the authentication information, via an 
in-band short-range carrier communication connection. 

FIG. 1D illustrates an example of an NFC touch event 
between devices A and B. The user of device A would like to 
include device B in the WLAN network by having it auto 
matically connect to the hub device AP/GO and acquire cre 
dentials for network access, without requiring the user to type 
in a PIN number. To accomplish this, the user of device A 
touches the NFC transponder of device A to the NFC tran 
sponder of device B in order to initiate a short-range carrier 
transport switch procedure with device B. The NFC touch 
results in transmitting NFC wireless out-of-band short-range 
carrier communication signals for providing an NFC out-of 
band short-range carrier communication connection with 
device B. 

FIG. 1E illustrates one example of device B sending an 
NFC handover request 60 of FIG.3A, to device A. When the 
NFC selector device A has established LLCP communication 
with the NFC requestor device B, the requestor device B 
sends a handover request message 60, shown in FIG. 3A, to 
device A, with its request for information to enable device B 
to obtain network access through the hub device AP/GO. 

FIG. 1F illustrates one example of device A responding 
with an NFChandover select that includes the authentication 
information 25. The NFC selector device Athen responds by 
sending to device B, a handover select response message 61, 
shown in FIG. 3B, including the authentication information 
25 and connection information, such as the MAC address 26 
of the hub device AP/GO, to carry out a connection setup 
between device B and the hub device AP/GO. 

The authentication information 25 is recognizable by the 
hub device AP/GO, which will serve as a proof that the device 
B did, in fact, engage in an NFC touch with device A. The 
authentication information 25 may include, for example, a 
random number or a value based on public key encryption that 
was previously received as the authentication information 
from the hub device AP/GO, via the IEEE 802.11 in-band 
short-range carrier communication connection. 
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Device A may also send to device B, IEEE 802.11 in-band 

short-range carrier communication connection parameters 
for connection to the hub device AP/GO, such as the MAC 
address of the hub device AP/GO, via the NFC out-of-band 
short-range carrier communication connection. This will 
enable device B to setup an IEEE 802.11 in-band short-range 
carrier communication connection with the hub device 
AP/GO according to the IEEE 802.11 in-band short-range 
carrier communication connection parameters. 

After the NFC touch procedure, Device B possesses the 
authentication information 25 recognizable by the hub device 
AP/GO, which will serve as a proof that the device B did, in 
fact, engage in an NFC touch with device A. 

FIG. 1G illustrates an example of Device B issuing a 
request frame, for example a probe request frame 130B with 
a Wi-Fi Protected Setup (WSC) information element (IE) of 
FIG. 5A, sending it to the hub device AP/GO in a Wi-Fi 
Protected Setup procedure. The WSC information element 
(IE) of FIG. 5A may include the authentication information 
25 recognizable by the hub device AP/GO. 

FIG. 1H illustrates an example of the hub device AP/GO 
recognizing the authentication information 25. The authenti 
cation information 25 serves as a proof that the device B did, 
in fact, engage in an NFC touch with device A. The hub device 
AP/GO grants network access to device B. Device B connects 
to the hub device AP/GO and initiates the IEEE 802.1X 
port-based Network Access Control procedure for port-based 
authentication. Device Bruns the Wi-Fi Simple Configura 
tion EAP method by sending an EAPoll-Start message to the 
hub device AP/GO. Device B and the hub device APFGO 
exchange Registration Protocol messages M1-M8 to provi 
sion device B with network credentials for the network. 
Device B then disassociates and reconnects to the hub device 
AP/GO, using its new WLAN authentication credentials. 
FIG. 5B illustrates an example MAC management frame 
130AP sent by the hub device AP/GO to the device B with the 
messages M2, M4, M6, and M8 in WSC information ele 
ments 502, used to assemble the credentials 28 in device B. 

FIG. 1I illustrates an example of device B now connected 
to the network with its new configuration and may commu 
nicate with device A over the network, through the hub device 
AP/GO. Device B has automatically joined the network that 
now includes the hub device AP/GO and both client devices, 
device A and device B, without requiring the user to type in a 
PIN number. 

FIG. 1J illustrates the example network diagram of FIG. 
1D, of an alternate example wherein device A transmits to 
device Ban NFChandover request 60A, as shown in FIG.3C. 
which includes the authentication information 25 that is rec 
ognizable by the hub device AP/GO and connection informa 
tion 26, in accordance with example embodiments of the 
invention. 

In an example alternate embodiment, the device B may 
generate its own random number as an authentication infor 
mation 25 and send it to device A via the NFC touch proce 
dure. Device A would then transmit the random number to the 
hub device AP/GO via the IEEE 802.11 in-band short-range 
carrier communication connection, so that the authentication 
information 25 is recognizable by the hub device AP/GO, 
which will serve as a proof that the device B did, in fact, 
engage in an NFC touch with device A. 

In alternate example embodiments of the invention, RFID 
transponders may be used in devices A and B, which may be 
the passive type or the active type. A passive RFID transpon 
der requires no internal power source to communicate with an 
RFID reader, and is only active when it is near an RFID reader 
that energizes the transponder with a continuous radio fre 
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quency signal at a resonant frequency of the antenna. The 
Small electrical current induced in the antenna by the continu 
ous radio frequency signal provides enough power for an 
integrated circuit in the transponder to power up and transmit 
a modulated response, typically by backscattering the con 
tinuous carrier wave from the RFID reader. A passive RFID 
transponder may include Writable electrically erasable, pro 
grammable, read-only memory (EEPROM) for storing data 
received from the RFID reader, which modulates the continu 
ous carrier wave sent by the RFID reader. Reading distances 
for passive RFID transponders typically range from a few 
centimeters to a few meters, depending on the radio frequency 
and antenna design. By contrast, active RFID transponders 
require a power source to receive and transmit information 
with an RFID reader. The RFID transponder may be affixed to 
or integrated with the wireless device A and B and the user 
brings the RFID transponder on the device A close to an RFID 
reader circuit in device B to allow near field communication 
between the devices. In example embodiments, both devices 
A and B have RFID reader circuits to read RFID signals from 
the other device. 

FIG. 2 is a wireless network diagram of an example 
embodiment of wireless device A and wireless device B. The 
device A and device Bare each equipped an out-of-band NFC 
transceiver 12A and 12B, respectively, using the Near Field 
Communication (NFC) protocol. The device A and device B 
of FIG. 2 and hub device AP/GO of FIG.4, are each equipped 
with one or more in-band short-range carrier transceivers, for 
example the in-band short range transceiver 10A, 10B, and 
10C, respectively, that use the IEEE 802.11 protocol. The 
NFC protocol is out-of-band from the point of view of the 
in-band IEEE 802.11 protocol. 

In an example embodiment, device A and device B of FIG. 
2 and hub device AP/GO of FIG.4, may each be a host device 
having an overall function as a PDA, cell phone, laptop or 
palmtop computer, or the like. The device A and device B of 
FIG. 2 and hub device AP/GO of FIG. 4, each include a 
processor 20 that includes a dual core or multi-core central 
processing unit (CPU 1 and CPU 2), a random access 
memory (RAM), a read only memory (ROM), and interface 
circuits to interface with host circuits 18, such as a cellphone 
radio, a battery and other power sources, key pad, touch 
screen, display, microphone, speakers, ear pieces, camera or 
other imaging devices, etc. in the device A and device B. The 
RAM and ROM may be removable memory devices such as 
Smart cards, SIMs, WIMs, semiconductor memories such as 
RAM, ROM, PROMS, flash memory devices, etc. The IEEE 
802.11 MAC and PHY 10A, 10B, and 10C, provide the 
medium access control and radio for IEEE 802.11 WLAN 
communications. The device A and device B have similar 
components. 
The IEEE 802.11 MAC and PHY 10A of device A of FIG. 

2 may receive authentication information 25 from the hub 
device AP/GO of FIG. 4 and buffer it in an input/output buffer 
15. The authentication information 25 may include, for 
example, a random number or a value based on public key 
encryption. The MAC address of the hub device AP/GO may 
also be buffered in the input/output buffer 15 of device A. 

Each NFC circuit 12A in device A and NFC circuit 12B in 
device B, which use in the Wi-Fi Protected Setup (WPS) 
standard, communicates bi-directionally with the other NFC 
circuit 12A or 12B via magnetic field induction, where two 
loop antennas are located within each other's near field, effec 
tively energizing a wireless contact by forming an air-core 
transformer. An example NFC radio of NFC circuit 12A or 
12B operates within the unlicensed radio frequency ISM 
band of 13.56 MHz, with a bandwidth of approximately 2 
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MHz over a typical distance of a few centimeters. The NFC 
circuit 12A or 12B may be affixed to or an integral part of 
device A and device B and the user brings the NFC radio on 
the device close to the other NFC circuit 12A or 12 B of the 
other device to allow near field, bidirectional communication 
between the devices. 
The IEEE 802.11 parameters 30 of device A and device B 

of FIG. 2 and hub device AP/GO of FIG.4, may include the 
wireless LAN parameters and credentials information for the 
IEEE 802.11 Service Set Identifier (SSID), authentication 
and encryption type deployed by the wireless network, the 
secret network key that a wireless station needs to authenti 
cate with the network, and the MAC address of the device 
receiving the configuration (if unknown, this address is set to 
all-Zeros). 
The Wi-Fi Protected Setup programmed instructions may 

be stored in the memory device A, device B, and hub device 
AP/GO, based on the Wi-Fi Simple Configuration Specifica 
tion, Version 2.0, to enable setting up a device-to-device 
WLAN network with a second wireless device, using near 
field communication signals in the out-of-band device-to 
device connection setup. Also included in the memory device 
A, device B, and hub device AP/GO, is the Wi-Fi Direct 
Peer-to-Peer protocol program, based on the Wi-Fi Alliance 
Peer-to-Peer Specification, for P2P networks. The pro 
grammed instructions may be implemented as Software, firm 
ware, hardware or any combination thereof. 

Also included in device A and device B are the Wi-Fi 
Protected Setup (WPS) 2.0 specification programmed 
instructions for NFC, including the Connection Handover 
specified for Infrastructure WLAN setup, Password Token 
(tag) for Infrastructure WLAN setup, and Configuration 
Token (tag) for Infrastructure WLAN setup. Also included in 
the memory of device A and device B are programmed 
instructions for the NFC Connection Handover protocol, 
based on the NFC Connection Handover Technical Specifi 
cation. The programmed instructions may be implemented as 
software, firmware, hardware or any combination thereof. 

In example embodiments of the invention, hub device 
AP/GO may also be equipped with an out-of-band NFC trans 
ceiver and an implementation Supporting the Near Field 
Communication (NFC) protocol. 
The IEEE MAC 10A, 10B, and 10C, IEEE 802.11 param 

eters 30, Wi-Fi Protected Setup Program, Wi-Fi Direct Peer 
to-Peer protocol program, and NFC Connection Handover 
program may be embodied as program logic stored in the 
RAM and/or ROM in the form of sequences of programmed 
instructions which, when executed in the CPU, carry out the 
functions of the disclosed embodiments. The program logic 
can be delivered to the writeable RAM, PROMS, flash 
memory devices, etc. of the device A, device B, and hub 
device AP/GO from a computer program product or article of 
manufacture in the form of computer-usable media Such as 
resident memory devices, Smart cards or other removable 
memory devices. Alternately, they can be embodied as inte 
grated circuit logic in the form of programmed logic arrays or 
custom designed application specific integrated circuits 
(ASIC). The one or more PHY radios in the device A, device 
B, and hub device AP/GO may be separate transceiver circuits 
or alternately, the one or more radios may be a single RF 
module capable of handling one or multiple channels in a high 
speed, time and frequency multiplexed manner in response to 
the processor 20. Device A, device B, and hub device AP/GO 
may have the same or similar components. 
When the user brings the two NFC equipped devices A and 

B into close proximity, as shown in FIGS. 1A and 1B, they 
may establish an NFC communication link based on the NFC 
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Forum Logical Link Control Protocol (LLCP) specification. 
In this example, it is be the users intention to have device B 
activate a different wireless communication protocol. Such as 
the IEEE 802.11 WLAN protocol, in order to enable device B 
to obtain network access through the hub device AP/GO and 
join the existing infrastructure network or P2P network, of 
which device A is a member. Device B may use the NFC 
Forum Connection Handover protocol to request from device 
A, information to enable device B to obtain network access 
through the hub device AP/GO. 

Device A is shown in FIGS. 1A and 1B initiating an out 
of-band NFC connection handover with device B by the NFC 
transceiver 12A transmitting wireless communication signals 
for providing the NFC communication connection. When the 
NFC selector device A has established LLCP communication 
with the NFC requestor device B, the requestor device B 
sends in FIG. 1E, a handover request message 60, shown in 
FIG. 3A, to device A, with its request for information to 
enable device B to obtain network access through the hub 
device AP/GO. 
The NFC selector device Athen responds by sending to 

device B in FIG. 1F, a handover select message 61, shown in 
FIG. 3B, including the authentication information 25 and 
connection information, such as the MAC address 26 of the 
hub device AP/GO, to carry out a connection setup between 
device B and the hub device AP/GO. The handover select 
message 61 includes the authentication information 25 and 
the MAC address 26 of the hub device AP/GO that are output 
from the input/output buffer 15 of device A. Device B of FIG. 
2 may receive authentication information 25 and MAC 
address 26 of the hub device AP/GO, which may be buffered 
in the input/output buffer 17 of device B. 

FIG. 3A is one example embodiment of an NFChandover 
request message 60 format from the device B to the device A 
with a request for information to enable device B to obtain 
network access through the hub device AP/GO, in the NDEF 
record, sent by the requestor over the NFC link, according to 
an embodiment of the present invention. A new NDEF record 
is added to carry the request. NDEF messages enable a han 
dover requester B to negotiate with the handover selector A 
over the NFC link. 
The handover request message 60 is composed of a han 

dover request record that identifies the version of the han 
dover specification being used, and the alternative carrier 
record that identifies the target carrier type to which that 
handover is directed, such as a handover from the NFC link to 
an IEEE 802.11 WLAN link. The handover request record 
may have a plurality of alternative carrier records, one for 
each of a plurality of possible target carriers. The handover 
request record is followed by several NDEF records. Each 
alternative carrier record in the handover request record 
includes pointers to related NDEF records. The first NDEF 
record pointed to by an alternative carrier record contains 
carrier configuration characterizing the intended target car 
rier, such as IEEE 802.11. The following NDEF record 
pointed to by the alternative carrier record contains auxiliary 
data associated with the intended target carrier or other infor 
mation related to the handover to the target carrier. 

FIG. 3B is one example embodiment of an NFC handover 
select message 61 sent from the selector device A to the 
requester device B. NFChandover select messages 61 may be 
similarly constructed as are the handover request messages 
60. A new NDEF record may added to carry the additional 
information needed to either acknowledge the request, pro 
vide connectivity settings for the device B and the authenti 
cation information 25, or to respond with an alternate pro 
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posal for the connection, sent by the selector A over the NFC 
link, according to an embodiment of the present invention. 
The authentication information 25 is recognizable by the 

hub device AP/GO, which will serve as a proof that the device 
B did, in fact, engage in an NFC touch with device A. The 
authentication information 25 may include, for example, a 
random number or a value based on public key encryption that 
was previously received by device A as the authentication 
information 25 from the hub device AP/GO, via the IEEE 
802.11 in-band short-range carrier communication connec 
tion. 
The following Table 2 shows an example NDEF record 24 

that includes the authentication information 25 carried in the 
NDEF record of the NFChandover select message 61 of FIG. 
3B. 

TABLE 2 

NDEF Record 24 

Attribute RO Notes, Allowed Values 

SSID R. SSID of network. 
Network Type R <information whether it is Infra or Wi-Fi Direct 

network 
Client MAC R MAC address of the Client <may be needed 
Address for security reasons 
AP.GO MAC R MAC address of the APGO 
Address 
Channel O <This would shorten delay because right 

channel is then not needed to search 
<Supported WPS O <This is useful to optimize needed user 
methods by interactions in second WPS procedure> 
APiGO 
<other APGO O <user may be difficult identify right device 
device identity 
information 

based on just MAC address. So some more 
user friendly information would be useful, like 
device type, manufacturer name, user 
friendly device name, device model. .. 
Note: This is problem especially in NFC 
method and Wi-Fi Direct.> 
<some kind state information of touched 
Client device, in simplest this could be just 
define that device is 'Client. Also more 
detailed information could be useful 

<Client Device O 
State 

<other Client O <Device Name, UUID (in case of 
identity UPnP DLNA), IP address or such identity of 
information- the touched Client device, see *)> 
<basic Client O <for example supported Wi-Fi modes, 
capability capability to do another Wi-Fi connection, 
information- See **> 
<other...- O Multiple attributes are permitted. 

The operation of touching the device A to the device B is 
typically made because of a desire for them to communicate. 
Thus, the MAC address in the example record is useful infor 
mation. Other identity information may also be useful to help 
reduce delays in connection setup. 

If both devices that are touched together are client devices 
of the different networks, then the information in the example 
record may be used to decide which one of the devices may 
have an better route to access other device's network, for 
example in creating parallel connections. 

It may be possible that both touching devices are already 
members of the same network. In this case the example record 
may be used to detect that situation and the devices may 
continue using their current connections for communication 
between each other. 

Typically, NFC touch is blind, meaning that there is no 
prior in-band WLAN communication between the touched 
devices. However, at least in the infrastructure case touch 
during in-band signaling is also supported, but the informa 
tion for the NFC record may differ. 
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In the blind touch case, touching devices do not have any 
prior information of each other, and thus all relevant infor 
mation is needed to carry over the NFC link to enable further 
WLAN in-band communication. 

FIG. 3C is an example alternate embodiment of one 
example an NFC handover request message 60A sent from 
device A to device B, as shown in FIG. 1J, to provide con 
nectivity settings 26 and the authentication information 25 
recognizable by the hub device AP/GO, to obtain network 
access through the hub device AP/GO, according to an 
embodiment of the present invention. 

FIG. 4 is a wireless network diagram of an example 
embodiment of device B and hub device AP/GO. The device 
Band hub device AP/GO are each equipped with one or more 
in-band short-range carrier transceivers, for example the in 
band short range transceiver 10B and 10C, respectively, that 
use the IEEE 802.11 protocol. After the NFC touch proce 
dure, device B possesses the authentication information 25 
recognizable by the hub device AP/GO, in its input/output 
buffer 17, which will serve as a proof that the device B did, in 
fact, engage in an NFC touch with device A. 

Device B issues a request frame, for example a probe 
request frame 130B with a Wi-Fi Protected Setup (WSC) 
information element (IE) of FIG. 5A, sending it to the hub 
device AP/GO in a Wi-Fi Protected Setup procedure. The 
WSC information element (IE) of FIG. 5A may include the 
authentication information 25 recognizable by the hub device 
AP/GO. The WSC information element (IE) includes the 
authentication information 25 that was output from the input/ 
output buffer 17 of device B. The hub device AP/GO of FIG. 
4 may receive authentication information 25, which may be 
buffered in the input/output buffer 19 of the hub device 
APFGO. 
The hub device AP/GO will recognize the authentication 

information 25, which will serve as a proof that the device B 
did, in fact, engage in an NFC touch with device A. In 
response, hub device AP/GO will grant network access to 
device B. Device B connects to the hub device AP/GO and 
initiates the IEEE 802.1X port-based Network Access Con 
trol procedure for port-based authentication. Device Bruns 
the Wi-Fi Simple Configuration EAP method by sending an 
EAPoL-Start message to the hub device AP/GO. Device B 
and the hub device AP/GO exchange Registration Protocol 
Messages M1-M8, such as frame 130AP of FIG. 5B, to pro 
vision device B with network credentials 28 for the network. 
An example of the credentials 28 is shown in Table 1, above. 

Device B then disassociates and reconnects to the hub 
device AP/GO, using its new WLAN authentication creden 
tials 28. Device B is now connected to the network with its 
new configuration and may communicate with device A over 
the network, through the hub device AP/GO. Device B has 
automatically joined the network that now includes the hub 
device AP/GO and both client devices, device A and device B, 
without requiring the user to type in a PIN number. 

FIG. 5A illustrates one example embodiment of an IEEE 
802.11 request frame, for example a probe request frame 
130B sent by device B to the hub device AP/GO with the 
authentication information 25 in a WSC information element 
(IE) 500. The hub device AP/GO responds with its own dis 
covery data in a probe response WSC information element. 
Then device B connects to the hub device AP/GO and initiates 
the IEEE 802.1X port-based Network Access Control proce 
dure for port-based authentication. The device Band the hub 
device AP/GO exchange Registration Protocol Messages 
M1-M8, such as frame 130AP of FIG.5B, to provision device 
B with network credentials 28 for the network in the buffer 17 
of device B. 
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28 
Probe request frame 130B includes an IEEE 802.11 man 

agement header that includes MAC frame type 521 indicating 
it is a management frame. Field 522 identifies the frame 130B 
as a probe request packet. The payload portion of the Probe 
request frame 130B includes the WSC information element 
(IE) 500 that includes an element ID field 523 and the record 
24 with authentication information 25 in field 526. 

FIG. 5B illustrates one example embodiment of a MAC 
management frame 130AP sent by the hub device AP/GO to 
the device B with the messages M2, M4, M6, and M8 in WSC 
information elements 502, used to assemble the credentials 
28 in device B. The response frame 130AP includes an IEEE 
802.11 management header that includes MAC frame type 
531 indicating it is a management frame. Field 532 identifies 
the frame 130AP as a association response packet. The pay 
load portion of the response frame 130AP includes the WSC 
information element (IE) 502 that includes an element ID 
field 533 and one of messages M2, M4, M6, M8 to assemble 
credentials 28 in field 536. 

FIG. 6A is an example flow diagram 600 of example opera 
tional steps of an example embodiment of the method carried 
out between the two wireless devices of FIG. 2, according to 
an embodiment of the present invention. The steps of the flow 
diagram represent computer code instructions stored in the 
RAM and/or ROM memory of the wireless device A, which 
when executed by the central processing units (CPU), carry 
out the functions of the example embodiments of the inven 
tion. The steps may be carried out in another order than shown 
and individual steps may be combined or separated into com 
ponent steps. Additional steps may be included in this 
sequence. The steps of the example method are as follows. 

Step 602: participating, by a first device, in a wireless 
network managed by at least one of an access point device or 
a group owner device; 

Step 604: exchanging, by the first device, information with 
a second device over a wireless out-of-band short-range car 
rier, the exchanged information comprising in-band commu 
nication connection parameters for enabling the second 
device to join the wireless network and authentication infor 
mation recognizable by the at least one of an access point 
device or a group owner device managing the wireless net 
work; 

Step 606: receiving, by the first device, the authentication 
information from the at least one of the access point device or 
the group owner device, via an in-band communication con 
nection; and 

Step 608: sending, by the first device, the authentication 
information and the in-band communication connection 
parameters, to the second device via the wireless out-of-band 
short-range carrier. 

FIG. 6B is an example flow diagram 620 of example opera 
tional steps of an example embodiment of the method carried 
out between the two wireless devices of FIG. 2, according to 
an embodiment of the present invention. The steps of the flow 
diagram represent computer code instructions stored in the 
RAM and/or ROM memory of the wireless device B, which 
when executed by the central processing units (CPU), carry 
out the functions of the example embodiments of the inven 
tion. The steps may be carried out in another order than shown 
and individual steps may be combined or separated into com 
ponent steps. Additional steps may be included in this 
sequence. The steps of the example method are as follows. 

Step 622: exchanging, by an apparatus, information with a 
first device over a wireless out-of-band short-range carrier, 
the exchanged information comprising in-band communica 
tion connection parameters for enabling the apparatus to join 
a wireless network managed by at least one of an access point 
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device or a group owner device, and authentication informa 
tion recognizable by the at least one of an access point device 
or a group owner device managing the wireless network; 

Step 624: receiving, by the apparatus, the authentication 
information and the in-band communication connection 
parameters, from the first device via the wireless out-of-band 
short-range carrier, the authentication information having 
been forwarded by the first device from the at least one of the 
access point device or the group owner device; and 

Step 626: transmitting, by the apparatus, the authentication 
information to the at least one of the access point device or the 
group owner device via an in-band communication connec 
tion to enable the apparatus to join the wireless network, 
according to the in-band communication connection param 
eters. 

FIG. 6C is an example flow diagram 680 of example opera 
tional steps of an example embodiment of the method carried 
out between device A, device B and hub device AP/GO of 
FIG. 2 and FIG.4, according to an embodiment of the present 
invention. The steps of the flow diagram represent computer 
code instructions stored in the RAM and/or ROM memory of 
the hub device AP/GO, which when executed by the central 
processing units (CPU), carry out the functions of the 
example embodiments of the invention. The steps may be 
carried out in another order than shown and individual steps 
may be combined or separated into component steps. Addi 
tional steps may be included in this sequence. The steps of the 
example method are as follows. 

Step 682: transmitting, by an apparatus, authentication 
information, to a first wireless device via an in-band commu 
nication connection, to enable the first device to transfer to a 
second wireless device the authentication information via an 
out-of-band short-range carrier communication connection 
with the second device; 

Step 684: receiving, by the apparatus, the authentication 
information, from the second wireless device, via a second 
in-band short-range carrier communication connection; and 

Step 686: granting, by the apparatus, access to the second 
device to join a wireless network via the second in-band 
communication connection, if the received authentication 
information corresponds with the transmitted authentication 
information. 

FIG. 7 is an example sequence diagram of an example of 
embodiment showing the interaction of device A, device B. 
and the hub device AP/GO of FIG. 1B, according to an 
embodiment of the present invention. At time T1, hub device 
AP/GO transmits the authentication information 25 to device 
A via the IEEE 802.11 in-band short-range carrier commu 
nication connection. At time T2, the user of device A touches 
the NFC transponder of device A to the NFC transponder of 
device B resulting in an NFC out-of-band short-range carrier 
communication connection. At time T3, device A sends 
authentication information 25 to device B via the NFC wire 
less out-of-band short-range carrier communication connec 
tion. At time T4, device B issues a request frame, for example 
a probe request frame with the authentication information 25 
to the hub device AP/GO. At time T5, the hub device AP/GO 
recognizes the authentication information 25 and grants net 
work access to device B. 

In embodiments of the invention, device A may send some 
non-secure information (MAC address of the AP/GO, Net 
work Name, Channel etc). In addition to this, the authentica 
tion information 25 is sent as a proof of touch information 
over the NFC link. example alternatives for the authentication 
information 25 include: 
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1) Random number 
a) Device B generates number, and it is passed over NFC to 

Device A, and then to AP/GO 
b) AP/GO generates number, and it is forwarded to Device 
A and then passed over NFC to Device B (Note: Device 
A may need to have this number in advance because 
there might not be enough time to query it from AP/GO 
during touch. 

2) Public key based proof various methods possible, but 
sending actual public key over NFC might not be feasible 
(could be too long to carry over NFC). 

3) Any other unique information provided by other cryp 
tographic methods available only through the NFC interface, 
i.e. this information cannot be acquired by merely listening 
Wi-Fi information sent by AP/GO. 

Other cryptographic methods for generation of the authen 
tication information 25 to pass through the NFC interface 
may include generating a device password (PIN), a 1536-bit 
Diffie-Hellman key exchange, or a 128-bit Advanced Encryp 
tion Standard (AES) symmetric key exchange. 

4) Temporary network keys may be used, wherein AP/GO 
gives temporary key which is valid only certain time (e.g. one 
Wi-Fi session), thus permission to network access is just 
temporary. 

In the Wi-Fi Direct P2P case, embodiments of the invention 
provide additional benefits, because the user typically does 
not know which of the devices is the P2P Group Owner, 
especially in NFC and pushbutton (PBC) methods. In the PIN 
case, only Group Owners (GOs) would be displayed to the 
user, and thus accidental selecting of a client device should 
not be a problem. 

In example alternate embodiments, as shown in FIGS. 8A 
to 8H, the authentication information 25 for the proof of 
touch information may be generated by device B and sent 
over the NFC link to device A. For example a random number 
may be generated by device B and it is passed over the NFC 
link via the NFC touch procedure to device A, and then device 
A transmits the random number to the hub device AP/GO. 
Device A transmits the random number to the hub device 
AP/GO via the IEEE 802.11 in-band short-range carrier com 
munication connection, so that the authentication informa 
tion 25 is recognizable by the hub device AP/GO, which will 
serve as a proof that the device B did, in fact, engage in an 
NFC touch with device A. 

In FIG. 8A, device A is shown as having joined a WLAN 
network by having formed an IEEE 802.11 in-band short 
range carrier communication connection with a hub device 
AP/GO. The hub device AP/GO represents either an access 
point device (AP) in an infrastructure network or a group 
owner (GO) device in a P2P network. Device B is shown 
having generated the authentication information 25 at any 
time before or after the establishment of a WLAN network 
connection between device A and the hub device AP/GO. The 
authentication information 25 may include, for example, a 
random number or a value based on public key encryption 
generated by device B. This random number may be updated 
periodically. 

FIG. 8B illustrates an NFC touch event between devices. A 
and B. The user of device A would like to include device B in 
the WLAN network by having it automatically connect to the 
hub device AP/GO and acquire credentials for network 
access, without requiring the user to type in a PIN number. To 
accomplish this, the user of device A touches the NFC tran 
sponder of device A to the NFC transponder of device B in 
order to initiate a short-range carrier transport Switch proce 
dure with device B. The NFC touch results in transmitting 
NFC wireless out-of-band short-range carrier communica 
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tion signals for providing an NFC out-of-band short-range 
carrier communication connection with device B. 

FIG. 8C illustrates one example device B sending an NFC 
handover request to device A that includes authentication 
information 25. When the NFC selector device A has estab 
lished LLCP communication with the NFC requestor device 
B, the requestor device B sends a handover request message 
60', shown in FIG. 9A, to device A, with its request for 
information to enable device B to obtain network access 
through the hub device AP/GO. The NFC handover request 
message 60' includes NDEF record 24 with the authentication 
information 25. 

FIG. 8D illustrates one example device A responding with 
an NFC handover select that includes the connectivity infor 
mation 26, such as the MAC address for the hub device 
AP/GO. The NFC selector device A responds by sending to 
device B, a handover select response message 61', shown in 
FIG.9B, including the connectivity information 26, to carry 
out a connection setup between device B and the hub device 
APFGO. 

Device A sends to device B, IEEE 802.11 in-band short 
range carrier communication connection parameters for con 
nection to the hub device AP/GO, such as the MAC address of 
the hub device AP/GO, via the NFC out-of-band short-range 
carrier communication connection. This will enable device B 
to setup an IEEE 802.11 in-band short-range carrier commu 
nication connection with the hub device AP/GO according to 
the IEEE 802.11 in-band short-range carrier communication 
connection parameters. 

After the NFC touch procedure, device A possesses the 
authentication information 25 recognizable by the hub device 
AP/GO, which will serve as a proof that the device B did, in 
fact, engage in an NFC touch with device A. 

FIG. 8E illustrates one example device A sending a man 
agement frame 130A with a Wi-Fi Protected Setup (WSC) 
information element (IE) of FIG. 10, sending it to the hub 
device AP/GO in a Wi-Fi Protected Setup procedure. The 
WSC information element (IE) 504 of FIG. 10 includes the 
authentication information 25 recognizable by the hub device 
APFGO. 

FIG. 8F illustrates one example Device B issuing a request 
frame, for example a probe request frame 130B with a Wi-Fi 
Protected Setup (WSC) information element (IE) of FIG.5A, 
sending it to the hub device AP/GO in a Wi-Fi Protected Setup 
procedure. The WSC information element (IE) 500 of FIG. 
5A includes the authentication information 25 recognizable 
by the hub device AP/GO. 
FIG.8G illustrates the hub device AP/GO recognizing the 

authentication information 25. The authentication informa 
tion 25 serves as a proof that the device B did, in fact, engage 
in an NFC touch with device A. The hub device AP/GO grants 
network access to device B. Device B connects to the hub 
device AP/GO and initiates the IEEE 802.1X port-based Net 
work Access Control procedure for port-based authentica 
tion. Device Bruns the Wi-Fi Simple Configuration EAP 
method by sending an EAPoL-Start message to the hub 
device AP/GO. Device B and the hub device APFGO 
exchange Registration Protocol messages M1-M8 to provi 
sion device B with network credentials for the network. 
Device B then disassociates and reconnects to the hub device 
AP/GO, using its new WLAN authentication credentials. 
FIG. 5B illustrates an example MAC management frame 
130AP sent by the hub device AP/GO to the device B with the 
messages M2, M4, M6, and M8 in WSC information ele 
ments 502, used to assemble the credentials 28 in device B. 

FIG. 8H illustrates device B is now connected to the net 
work with its new configuration and may communicate with 
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device A over the network, through the hub device AP/GO. 
Device B has automatically joined the network that now 
includes the hub device AP/GO and both client devices, 
device A and device B, without requiring the user to type in a 
PIN number. 

FIG. 8I illustrates the example network diagram of FIG. 
8B, of an alternate example wherein device A transmits an 
NFC handover request 60B, shown in FIG. 9C, which 
includes connection information 26, in accordance with 
example embodiments of the invention. 

FIG.8Jillustrates the example network diagram of FIG. 8I. 
of an alternate example wherein device B is responding with 
an NFChandover select 61B, shown in FIG.9D, to device A, 
which includes authentication information 25, in accordance 
with example embodiments of the invention. 

FIG. 9C is an alternate example embodiment of an NFC 
handover request message 60B sent from device A to device 
B in FIG. 8I, to provide connectivity settings 26 to obtain 
network access through the hub device AP/GO, according to 
an embodiment of the present invention. 

FIG. 9D is an alternate example embodiment of an NFC 
handover select message 61B sent from the device B to the 
device A in FIG. 8J, including the authentication information 
25, to enable device B to obtain network access through the 
hub device AP/GO, in accordance with example embodi 
ments of the invention. 

FIG. 11A is an example flow diagram 1100 of example 
operational steps of an example embodiment of the method 
carried out between the two wireless devices of FIG. 2 and 
FIGS. 8A-8H, according to an embodiment of the present 
invention. The steps of the flow diagram represent computer 
code instructions stored in the RAM and/or ROM memory of 
the wireless device A, which when executed by the central 
processing units (CPU), carry out the functions of the 
example embodiments of the invention. The steps may be 
carried out in another order than shown and individual steps 
may be combined or separated into component steps. Addi 
tional steps may be included in this sequence. The steps of the 
example method are as follows. 

Step 1102: participating, by a first device, in a wireless 
network managed by at least one of an access point device or 
a group owner device; 

Step 1104: exchanging, by the first device, information 
with a second device over a wireless out-of-band short-range 
carrier, the exchanged information comprising in-band com 
munication connection parameters for enabling the second 
device to join the wireless network and authentication infor 
mation recognizable by the at least one of an access point 
device or a group owner device managing the wireless net 
work; 

Step 1106: receiving, by the first device, from the second 
device, the authentication information via the wireless out 
of-band short-range carrier, for forwarding to the at least one 
of the access point device or the group owner device; and 

Step 1108: sending, by the first device, to the second device 
the in-band communication connection parameters via the 
wireless out-of-band short-range carrier, for connection to the 
at least one of the access point device or the group owner 
device. 

FIG. 11B is an example flow diagram 1120 of example 
operational steps of an example embodiment of the method 
carried out between the two wireless devices of FIG. 2 and 
FIGS. 8A-8H, according to an embodiment of the present 
invention. The steps of the flow diagram represent computer 
code instructions stored in the RAM and/or ROM memory of 
the wireless device B, which when executed by the central 
processing units (CPU), carry out the functions of the 
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example embodiments of the invention. The steps may be 
carried out in another order than shown and individual steps 
may be combined or separated into component steps. Addi 
tional steps may be included in this sequence. The steps of the 
example method are as follows. 

Step 1122: exchanging, by an apparatus, information with 
a first device over a wireless out-of-band short-range carrier, 
the exchanged information comprising in-band communica 
tion connection parameters for enabling the apparatus to join 
a wireless network managed by at least one of an access point 
device or a group owner device, and authentication informa 
tion recognizable by the at least one of an access point device 
or a group owner device managing the wireless network; 

Step 1124: sending, by the apparatus, to the first device, the 
authentication information via the wireless out-of-band 
short-range carrier, for forwarding to the at least one of the 
access point device or the group owner device; and 

Step 1126: receiving, by the apparatus, from the first 
device, the in-band communication connection parameters 
via the wireless out-of-band short-range carrier, for connec 
tion to the at least one of the access point device or the group 
owner device. 

FIG. 11C is an example flow diagram 1130 of example 
operational steps of an example embodiment of the method 
carried out between device A, device B and hub device 
AP/GO of FIG. 2 and FIG. 4 and FIGS. 8A-8H, according to 
an embodiment of the present invention. The steps of the flow 
diagram represent computer code instructions stored in the 
RAM and/or ROM memory of the hub device AP/GO, which 
when executed by the central processing units (CPU), carry 
out the functions of the example embodiments of the inven 
tion. The steps may be carried out in another order than shown 
and individual steps may be combined or separated into com 
ponent steps. Additional steps may be included in this 
sequence. The steps of the example method are as follows. 

Step 1132: receiving, by an apparatus, authentication infor 
mation from a first wireless device via an in-band short-range 
carrier communication connection; 

Step 1134: receiving, by the apparatus, the authentication 
information from the second wireless device via a second 
in-band short-range carrier communication connection; and 

Step 1136: granting, by the apparatus, access to the second 
device for joining a wireless network via the second in-band 
short-range carrier communication connection if the received 
authentication information from the second wireless device 
corresponds with the received authentication information 
from the first wireless device. 

In an example embodiment, the an out-of-band short-range 
carrier transceiver in device A and device B may be a suitable 
short-range communications protocol. Such as Radio Fre 
quency Identification (RFID), Near Field Communication 
(NFC), Infrared DataAssociation (IrDA), or Ultra WideBand 
(UWB), for example. 
An example of the Radio Frequency Identification (RFID) 

out-of-band short-range carrier is described, for example, 
ISO 11785 (air interface protocol), ISO 14443 (air interface 
protocol), and ISO 15693, incorporated herein by reference. 
An example of the Near Field Communication (NFC) out 

of-band short-range carrier is described, for example, in ISO/ 
IEC 14443 and ISO/IEC 18092, incorporated herein by ref 
CCC. 

An example of the Infrared Data Association (IrDA) out 
of-band short-range carrier is described, for example, in IrDA 
Link Access Protocol, v1.1 (1996), incorporated herein by 
reference. 
An example of the Ultra Wide Band (UWB) out-of-band 

short-range carrier is described, for example, in WiMedia 
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Common Radio Platform Specification, Version 1.5 (2010), 
incorporated herein by reference. 

In example embodiments, the in-band short-range carrier 
transceiver in device A, device B, and the hub device AP/GO 
may be a suitable communications protocol. Such as a Vehicle 
Area (WVAN) communications protocol, Wireless Video 
Networks (WVAN-TV) communications protocol, Personal 
Area (WPAN) communications protocol, Local Area 
(WLAN) communications protocol, or Wide Area (WAN) 
communications protocol, using the standard procedures and 
primitives defined by the respective standards. Personal Area 
(WPAN) communications protocols include Bluetooth 
BR/EDR, Bluetooth Low Energy, Wireless USB (WUSB), 
Ultra Wide-band (UWB), ZigBee (IEEE 802.15.4, or IEEE 
802.15.4a) for short range communication between devices. 
Local Area (WLAN) communications protocols include digi 
talenhanced cordless telecommunications (DECT) and HIP 
ERLAN. Wide Area (WAN) communications protocols 
include Global System for Mobile Communications (GSM), 
General Packet Radio service (GPRS), Enhanced data rates 
for GSM evolution (EDGE), Evolution-Data Optimized (EV 
DO), and Wideband Code Division Multiple Access 
(W-CDMA). 
Using the description provided herein, the embodiments 

may be implemented as a machine, process, or article of 
manufacture by using standard programming and/or engi 
neering techniques to produce programming Software, firm 
ware, hardware or any combination thereof. 
Any resulting program(s), having computer-readable pro 

gram code, may be embodied on one or more computer 
usable media Such as resident memory devices, Smart cards or 
other removable memory devices, or transmitting devices, 
thereby making a computer program product or article of 
manufacture according to the embodiments. As such, the 
terms “article of manufacture' and "computer program prod 
uct as used herein are intended to encompass a computer 
program that exists permanently or temporarily on any com 
puter-usable medium or in any transmitting medium which 
transmits such a program. 
As indicated above, memory/storage devices include, but 

are not limited to, disks, optical disks, removable memory 
devices such as Smart cards, SIMs, WIMs, semiconductor 
memories such as RAM, ROM, PROMS, etc. Transmitting 
mediums include, but are not limited to, transmissions via 
wireless communication networks, the Internet, intranets, 
telephone/modem-based network communication, hard 
wired/cabled communication network, satellite communica 
tion, and other stationary or mobile network systems/com 
munication links. 

Although specific example embodiments have been dis 
closed, a person skilled in the art will understand that changes 
can be made to the specific example embodiments without 
departing from the spirit and scope of the invention. 
What is claimed is: 
1. A method, comprising: 
participating, by a first device, via a first in-band short 

range carrier communication connection, in a wireless 
network managed by at least one of an access point 
device or a group owner device; 

exchanging, by the first device, information with a second 
device that is not connected to the wireless network, over 
a wireless out-of-band short-range carrier, the exchang 
ing of information comprising: 
receiving, by the first device, from the second device, 

authentication information via the wireless out-of 
band short-range carrier, for forwarding, via the first 
in-band short-range carrier communication connec 
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tion of the wireless network, to the at least one of the 
access point device or the group owner device; and 

sending, by the first device, to the second device in-band 
communication connection parameters via the wire 
less out-of-band short-range carrier, for enabling 
establishing a second in-band short-range carrier 
communication connection of the second device to 
the wireless network managed by the at least one of 
the access point device or the group owner device; and 

transmitting, by the first device, the received authentication 
information, to the at least one of the access point device 
or the group owner device, via the first in-band short 
range carrier communication connection, for enabling 
the access point device or the group owner device to 
grant access to the second device for joining the wireless 
network via the second in-band short-range carrier com 
munication connection. 

2. An apparatus, comprising: 
at least one processor; 
at least one memory including computer program code; 
the at least one memory and the computer program code 

configured to, with the at least one processor, cause the 
apparatus at least to: 

participate via a first in-band short-range carrier commu 
nication connection, in a wireless network managed by 
at least one of an access point device or a group owner 
device; 

exchange information with a second device that is not 
connected to the wireless network, over a wireless out 
of-band short-range carrier, the exchanging of informa 
tion comprising: 
receive from the second device, authentication informa 

tion via the wireless out-of-band short-range carrier, 
for forwarding, via the first in-band short-range car 
rier communication connection of the wireless net 
work, to the at least one of the access point device or 
the group owner device; and 

send to the second device in-band communication con 
nection parameters via the wireless out-of-band short 
range carrier, for enabling establishing a second in 
band short-range carrier communication connection 
of the second device to the wireless network managed 
by the at least one of the access point device or the 
group owner device; and 

transmit the received authentication information, to the at 
least one of the access point device or the group owner 
device, via the first in-band short-range carrier commu 
nication connection, for enabling the access point device 
or the group owner device to grant access to the second 
device for joining the wireless network via the second 
in-band short-range carrier communication connection. 

3. The apparatus of claim 2, wherein the wireless out-of 
band short-range carrier is one of Near Field Communication, 
Radio Frequency Identification, Infrared Data Association, or 
Ultra Wide Band. 

4. A computer program product comprising computer 
executable program code recorded on a computer readable 
non-transitory storage medium, the computer executable pro 
gram code comprising: 

code for participating, by a first device, via a first in-band 
short-range carrier communication connection, in a 
wireless network managed by at least one of an access 
point device or a group owner device; 

code for exchanging, by the first device, information with 
a second device that is not connected to the wireless 
network, overa wireless out-of-band short-range carrier, 
the exchanging of information comprising: 
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code for receiving, by the first device, from the second 

device, authentication information via the wireless 
out-of-band short-range carrier, for forwarding, via 
the first in-band short-range carrier communication 
connection of the wireless network, to the at least one 
of the access point device or the group owner device; 
and 

code for sending, by the first device, to the second device 
in-band communication connection parameters via 
the wireless out-of-band short-range carrier, for 
enabling establishing a second in-band short-range 
carrier communication connection of the second 
device to the wireless network managed by the at least 
one of the access point device or the group owner 
device; and 

code for transmitting, by the first device, the received 
authentication information, to the at least one of the 
access point device or the group owner device, via the 
first in-band short-range carrier communication connec 
tion, for enabling the access point device or the group 
owner device to grant access to the second device for 
joining the wireless network via the second in-band 
short-range carrier communication connection. 

5. A method, comprising: 
exchanging, by a second device that is not connected to a 

wireless network, information with a first device, over a 
wireless out-of-band short-range carrier, the exchanged 
information comprising: 
sending, by the second device to the first device, authen 

tication information recognizable by at least one of an 
access point device or a group owner device manag 
ing the wireless network, for forwarding by the first 
device, via a first in-band short-range carrier commu 
nication connection of the wireless network, to the at 
least one of the access point device or the group owner 
device; and 

receiving, by the second device in-band communication 
connection parameters via the wireless out-of-band 
short-range carrier, for enabling establishing a second 
in-band short-range carrier communication connec 
tion of the second device to the wireless network 
managed by the at least one of the access point device 
or the group owner device; and 

transmitting, by the second device, the authentication 
information to the at least one of the access point device 
or the group owner device via an in-band communica 
tion connection to enable the second device to join the 
wireless network, according to the in-band communica 
tion connection parameters. 

6. An apparatus, comprising: 
at least one processor, 
at least one memory including computer program code; 
the at least one memory and the computer program code 

configured to, with the at least one processor, cause the 
apparatus at least to: 

exchange by the apparatus that is not connected to a wire 
less network, information with a first device, over a 
wireless out-of-band short-range carrier, the exchanged 
information comprising: 
send to the first device, authentication information rec 

ognizable by at least one of an access point device or 
a group owner device managing the wireless network, 
for forwarding by the first device, via a first in-band 
short-range carrier communication connection of the 
wireless network, to the at least one of the access point 
device or the group owner device; and 
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receive in-band communication connection parameters 
via the wireless out-of-band short-range carrier, for 
enabling establishing a second in-band short-range 
carrier communication connection of the second 
device to the wireless network managed by the at least 
one of the access point device or the group owner 
device; and 

transmit the authentication information to the at least one 
of the access point device or the group owner device via 
an in-band communication connection to enable the 
apparatus to join the wireless network, according to the 
in-band communication connection parameters. 

7. The apparatus of claim 6, wherein the wireless out-of 
band short-range carrier is one of Radio Frequency Identifi 
cation, Near Field Communication, Infrared Data Associa 
tion, or Ultra Wide Band. 

8. A computer program product comprising computer 
executable program code recorded on a computer readable 
non-transitory storage medium, the computer executable pro 
gram code comprising: 

code for exchanging, by a second device that is not con 
nected to a wireless network, information with a first 
device, over a wireless out-of-band short-range carrier, 
the code for exchanging information comprising: 
code for sending, by the second device to the first device, 

authentication information recognizable by at least 
one of an access point device or a group owner device 
managing the wireless network, for forwarding by the 
first device, via a first in-band short-range carrier 
communication connection of the wireless network, 
to the at least one of the access point device or the 
group owner device; and 

code for receiving, by the second device in-band com 
munication connection parameters via the wireless 
out-of-band short-range carrier, for enabling estab 
lishing a second in-band short-range carrier commu 
nication connection of the second device to the wire 
less network managed by the at least one of the access 
point device or the group owner device; and 
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code for transmitting, by the second device, the authenti 

cation information to the at least one of the access point 
device or the group owner device via an in-band com 
munication connection to enable the second device to 
join the wireless network, according to the in-band com 
munication connection parameters. 

9. The method of claim 1, wherein the wireless out-of-band 
short-range carrier comprises one of Near Field Communi 
cation or Radio Frequency Identification carrier. 

10. The method of claim 1, wherein the in-band commu 
nication connection comprises one of Wireless Local Area 
Network (WLAN), or Bluetooth connection. 

11. The apparatus of claim 2, wherein the in-band commu 
nication connection comprises one of Wireless Local Area 
Network (WLAN), or Bluetooth connection. 

12. The computer program product of claim 4, wherein the 
wireless out-of-band short-range carrier comprises one of 
Near Field Communication or Radio Frequency Identifica 
tion carrier. 

13. The computer program product of claim 4, wherein the 
in-band communication connection comprises one of Wire 
less Local Area Network (WLAN), or Bluetooth connection. 

14. The method of claim 5, wherein the wireless out-of 
band short-range carrier comprises one of Near Field Com 
munication or Radio Frequency Identification carrier. 

15. The method of claim 5, wherein the in-band commu 
nication connection comprises one of Wireless Local Area 
Network (WLAN), or Bluetooth connection. 

16. The apparatus of claim 6, wherein the in-band commu 
nication connection comprises one of Wireless Local Area 
Network (WLAN), or Bluetooth connection. 

17. The computer program product of claim 8, wherein the 
wireless out-of-band short-range carrier comprises one of 
Near Field Communication or Radio Frequency Identifica 
tion carrier. 

18. The computer program product of claim 8, wherein the 
in-band communication connection comprises one of Wire 
less Local Area Network (WLAN), or Bluetooth connection. 
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