Doc Code: PA.L. T ORI (6715
> aescription: /i X PTO/AIABZA (37-13)
Document Description: Power of Altorney Approved for use Hraugh 11/30/2014. OMB 0851-0051

LS. Patent and Trademark Office; U.8. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1885, no persons are required to respond to & coltection of information unless it dispiays a valid OMB controi number.

TRANSMITTAL FOR POWER OF ATTORNEY TO ONE OR MORE
REGISTERED PRACTITIONERS

NOTE: This form is to be submitted with the Power of Attorney by Applicant form (PTO/AIA/SZRE) o identify the application to which the
Power of Atforney is directad, in accordance with 37 CFR 1.5, unless the application number and filing date are ider d in the Power of
Attorney by Applicant form. If neither form PTO/AIA/BZA nor form PTO/AIAB2ZB identifies the application to which the Power of Attorney is
directed, the Power of Attorney will not be recognized in the apglication,

Application Number

Filing Date

First Named Inventor Chris Quiwater

Title An Access Control System and Method for Use by an Access Device

Art Unit

Examiner Name

Atiorney Docket Number (LRTO010-CON

SIGNATURE of Applicant or Patent Practitioner

Signhature f‘jghn R Kasha!’ Date (Optionat)

Name John R. Kasha ie\giit;fﬁm 53100
]

Title {if Applicantis a
juristic entity)

Agplicant Name (if Applicant is a juristic entity}

NOTE: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4{d} for signature requireaments and cenifications. if
more than one applicant, use multiple forms.

“Total of 1 forms are submitted.

This collection of information is required by 37 CFR 1.131, 1.32, and 1.33. The information is required to obtain or retain a benefit by
the public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
.11 and 1.14. This collection is estimated to take 3 minutes to complete, including gathering, preparing, and submitting the completad
application form to the USPTQO. Time will vary depending upon the individual case. Any comments on amount of time you require
to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, YA 22313-1480,

if you need assistance in compieting the form, call 1-800-PTO-8189 and sefect aplion 2.
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PTO/AIANG2C (07-13)

Approved for use through 11/30/2014. OMB 0851-0051

4.8, Patent and Trademark Office; 1.8, DEPARTMENT OF COMMERCE

Urnider the Paperwork Reduction Act of 1685, no persons are required {o respend to a collection of information unless it displays a valid OMBE control number
™
POWER OF ATTORNLEY BY APPLICANT
. W

PTO/AIA/BZB )

No more than ten {10) patent practitioners total may be appointed as ssai forth below by name and registration number.
This page need not be submitied if appointing the Patent Praciitioner(s} associated with a Customer Number {see form

Namsa

Registration
Nurnber
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PTO/AIA14 (12-13)
Approved for use threugh 04/30/2017. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COCMMERCE

Under the Paperwork Reduction Act of 1995, no persens are required to respond to a collection of informatien unless it contains a valid OMB control number.

) ) Attorney Docket Number | LBT0010-CON
Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | An Access Control System and Method for Use by an Access Device

The application data sheet is part of the provisional or nonprovisional application for which it is being submitted. The following form contains the
bibliographic data arranged in a format specified by the United States Patent and Trademark Office as outlined in 37 CFR 1.76.

This document may be completed electronically and submitted to the Office in electronic format using the Electronic Filing System (EFS) or the
document may be printed and included in a paper filed application.

Secrecy Order 37 CFR 5.2

[ Portions or all of the application associated with this Application Data Sheet may fall under a Secrecy Order pursuant to
37 CFR 5.2 (Paper filers only. Applications that fall under Secrecy Order may not be filed electronically.}

Inventor Information:
Inventor 1

Legal Name
Prefix| Given Name Middle Name Family Name Suffix
Chris Qutwater
Residence Information {Select One) (¢) US Residency () Non US Residency () Active US Military Service
City | Carpinteria ‘ State/Province ‘ CA | Country of Residence i | US

Mailing Address of Inventor:

Address 1 3340 Foothill Rd.
Address 2
City Carpinteria | State/Province | CA
Postal Code 93013 | Country i us
Inventor 2
Legal Name
Prefix| Given Name Middle Name Family Name Suffix
William Gibbens Redmann
Residence Information {Select One) () US Residency () Non US Residency () Active US Military Service
City ‘ State/Province ‘ | Country of Residence i

Mailing Address of Inventor:

Address 1 1202 Princeton Dr.

Address 2

City Glendale | State/Province | CA
Postal Code | 91205 | Country i | us

All Inventors Must Be Listed - Additional Inventor Information blocks may be

generated within this form by selecting the Add button. Add

Correspondence Information:

Enter either Customer Number or complete the Correspondence Information section below.
For further information see 37 CFR 1.33(a).

EFS Web 2.2.11
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PTO/AIA14 (12-13)

Approved for use threugh 04/30/2017. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COCMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of informatien unless it contains a valid OMB control number.

Attorney Docket Number | LBT0010-CON

Application Data Sheet 37 CFR 1.76 —
Application Number

Title of Invention | An Access Control System and Method for Use by an Access Device

[ ] An Address is being provided for the correspondence Information of this application.

Customer Number 67050

Email Address john _kasha@kashalaw.com | | Add Email | |Remove Email

Application Information:

Title of the Invention An Access Control System and Method for Use by an Access Device

Attorney Docket Number| LBT0010-CON Small Entity Status Claimed

Application Type Nonprovisional

Subject Matter Utility

Total Number of Drawing Sheets (if any) 7 Suggested Figure for Publication (if any) | 4

Filing By Reference:

Only complete this section when filing an application by reference under 35 US.C. 111(c) and 37 CFR 1.57(a). Do not complete this section if
application papers including a specification and any drawings are being filed. Any domestic benefit or foreign priority information must be
provided in the appropriate section(s) below (i.e., “Domestic Benefit/National Stage Information” and “Foreign Priority Information”).

For the purposes of a filing date under 37 CFR 1.53(b), the description and any drawings of the present application are replaced by this
reference to the previously filed application, subject to conditions and requirements of 37 CFR 1.57(a).

Application number of the previously Filing date (YYYY-MM-DD) Intellectual Property Authority or Country i
filed application

Publication Information:
[] Request Early Publication (Fee required at time of Request 37 CFR 1.219)

Request Not to Publish. | hereby request that the attached application not be published under

[[] 33U.S.C. 122(b)and certify that the invention disclosed in the attached application has not and will not be the
subject of an application filed in another country, or under a multilateral international agreement, that requires
publication at eighteen months after filing.

Representative Information:

Representative information should be provided for all practitioners having a power of attorney in the application. Providing
this information in the Application Data Sheet does not constitute a power of attorney in the application (see 37 CFR 1.32).

Either enter Customer Number or complete the Representative Name section below. If both sections are completed the customer
Number will be used for the Representative Information during processing.

Please Select One: (&) Customer Number | (O US Patent Practitioner ‘ (O Limited Recognition (37 CFR 11.9)

Customer Number 67050

EFS Web 2.2.11

Page 5 of 108




PTO/AIA/14 (12-13)

Approved for use threugh 04/30/2017. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COCMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of informatien unless it contains a valid OMB control number.

Application Data Sheet 37 CFR 1.76

Attorney Docket Number

LBTO010-CON

Application Number

Title of Invention

An Access Control System and Method for Use by an Access Device

Domestic Benefit/National Stage Information:

This section allows for the applicant to either claim benefit under 35 U.S.C. 119{e), 120, 121, or 365(c) or indicate National Stage
entry from a PCT application. Providing this information in the application data sheet constitutes the specific reference required
by 35 U.5.C. 119(e) or 120, and 37 CFR 1.78.

When referring to the current application, please leave the application number blank.

Prior Application Status | Pending
Application Number Continuity Type Prior Application Number Filing Date (YYYY-MM-DD}

Unassigned Continuation of 13582467 2012-09-04
Prior Application Status | Expired
Application Number Continuity Type Prior Application Number Filing Date (YYYY-MM-DD}

13582467

a 371 of international

PCT/US11/26781

2011-03-02

Prior Application Status | Expired
Application Number Continuity Type Prior Application Number Filing Date (YYYY-MM-DD}

PCT/US11/26781

Claims benefit of provisional

61309813

2010-03-02

by selecting the Add button.

Additional Domestic Benefit/National Stage Data may be generated within this form

Add

Foreign Priority Information:

This section allows for the applicant to claim priority to a foreign application. Providing this information in the application data sheet
constitutes the claim for priority as required by 35 U.8.C. 119(b) and 37 CFR 1.55(d). When priority is claimed to a foreign application
that is eligible for retrieval under the pricrity document exchange program (PDX) Ithe information will be used by the Office to
automatically attempt retrieval pursuant to 37 CFR 1.55(h)(1) and {2). Under the PDX program, applicant bears the ultimate
responsibility for ensuring that a copy of the foreign application is received by the Office from the participating foreign intellectual
property office, or a certified copy of the foreign priority application is filed, within the time period specified in 37 CFR 1.55(g)(1).

| Remove |

Application Number

Country i

Filing Date (YYYY-MM-DD)

Access Codei if applicable
PP

Add button.

Additional Foreign Priority Data may be generated within this form by selecting the

Add

EFS Web 2.2.11
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PTO/AIA14 (12-13)

Approved for use threugh 04/30/2017. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COCMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of informatien unless it contains a valid OMB control number.

Attorney Docket Number | LBT0010-CON

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | An Access Control System and Method for Use by an Access Device

Statement under 37 CFR 1.55 or 1.78 for AlA (First Inventor to File) Transition
Applications

This application (1) claims priority to or the benefit of an application filed before March 16, 2013 and (2) also

contains, or contained at any time, a claim to a claimed invention that has an effective filing date on or after March
[] 16, 2013.

NOTE: By providing this statement under 37 CFR 1.55 or 1.78, this application, with a filing date on or after March

16, 2013, will be examined under the first inventor to file provisions of the AlA.

Authorization to Permit Access:

[] Authorization to Permit Access to the Instant Application by the Participating Offices

If checked, the undersigned hereby grants the USPTO authority to provide the European Patent Office (EPO),

the Japan Patent Office (JPO), the Korean Intellectual Property Office (KIPO), the World Intellectual Property Office (WIPQ),
and any other intellectual property offices in which a foreign application claiming priority to the instant patent application

is filed access to the instant patent application. See 37 CFR 1.14(c) and (h). This box should not be checked if the applicant
does not wish the EPO, JPO, KIPO, WIPO, or other intellectual property office in which a foreign application claiming priority
to the instant patent application is filed to have access to the instant patent application.

In accordance with 37 CFR 1.14(h){3), access will be provided to a copy of the instant patent application with respect

to: 1) the instant patent application-as-filed; 2) any foreign application to which the instant patent application

claims priority under 35 U.S.C. 119(a)-(d) if a copy of the foreign application that satisfies the certified copy requirement of
37 CFR 1.55 has been filed in the instant patent application; and 3) any U.S. application-as-filed from which benefit is
sought in the instant patent application.

In accordance with 37 CFR 1.14(c), access may be provided to information concerning the date o f filing this Authorization.

Applicant Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title 37 of CFR
to have an assignment recorded by the Office.

EFS Web 2.2.11
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PTO/AIA14 (12-13)

Approved for use threugh 04/30/2017. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COCMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of informatien unless it contains a valid OMB control number.

Attorney Docket Number | LBT0010-CON

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | An Access Control System and Method for Use by an Access Device

Applicant 1

If the applicant is the inventor (or the remaining joint inventor or inventors under 37 CFR 1.45), this section should not be completed.
The information to be provided in this section is the name and address of the legal representative who is the applicant under 37 CFR
1.43; or the name and address of the assignee, person to whom the inventor is under an obligation to assign the invention, or person
who otherwise shows sufficient proprietary interest in the matter who is the applicant under 37 CFR 1.46. If the applicant is an
applicant under 37 CFR 1.46 {assignee, person to whom the inventor is obligated to assign, or person who otherwise shows sufficient
proprietary interest) together with one or more joint inventors, then the joint inventor or inventors who are also the applicant should be

identified in this section.

(&) Assignee (O Legal Representative under 35 U.S.C. 117 (O  Joint Inventor

O Person to whom the inventor is obligated to assign. O Person who shows sufficient proprietary interest

If applicant is the legal representative, indicate the autherity to file the patent application, the inventor is:

Name of the Deceased or Legally Incapacitated Inventor :

If the Applicant is an Organization check here.

Organization Name

Liberty Plugins, Inc.

Mailing Address Information For Applicant:

Address 1 1482 East Valley Road, Suite 329

Address 2

City Santa Barbara State/Province CA
Country i| US Postal Code 93108
Phone Number Fax Number

Email Address

Additional Applicant Data may be generated within this form by selecting the Add button. Add

Assignee Information including Non-Applicant Assignee Information:

Providing assignment information in this section does not subsitute for compliance with any requirement of part 3 of Title 37 of CFR to
have an assignment recorded by the Cffice.

Assighee 1

Complete this section if assignee information, including non-applicant assignee information, is desired to be included on the patent
application publication . An assignee-applicant identified in the "Applicant Information” section will appear on the patent application
publication as an applicant. For an assignee-applicant, complete this section only if identification as an assignee is also desired on the
patent application publication.

Remove

If the Assignee or Non-Applicant Assignee is an Organization check here.

EFS Web 2.2.11
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PTO/AIA14 (12-13)

Approved for use threugh 04/30/2017. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COCMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of informatien unless it contains a valid OMB control number.

Attorney Docket Number | LBT0010-CON

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | An Access Control System and Method for Use by an Access Device

Organization Name Liberty Plugins, Inc.

Mailing Address Information For Assighee including Non-Applicant Assighee:

Address 1 1482 East Valley Road, Suite 329

Address 2

City Santa Barbara State/Province CA
Country i us Postal Code 93108
Phone Number Fax Number

Email Address

Additional Assignee or Non-Applicant Assignee Data may be generated within this form by

selecting the Add button. Add

Signature:

NOTE: This form must be sighed in accordance with 37 CFR 1.33. See 37 CFR 1.4 for signature requirements and
certifications.

Signature |/Kelly L. Kasha/ Date (YYYY-MM-DD)| 2015-01-18
First Name | Kelly L. Last Name | Kasha Registration Number | 47743
Additional Signature may be generated within this form by selecting the Add button. Add

This collection of information is required by 37 CFR 1.76. The information is required to obtain or retain a benefit by the public which
is to file (and by the USPTO to process) an application. Confidentiality is governed by 35U.5.C. 122 and 37 CFR 1.14. This
collection is estimated to take 23 minutes to complete, including gathering, preparing, and submitting the completed application data
sheet form to the USPTQ. Time will vary depending upon the individual case. Any comments on the amount of time you require to
complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Cffice, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TC THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

EFS Web 2.2.11
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the attached form related to
a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised that: (1) the general authority for the collection
of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information is
used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent application or patent. If you do not
furnish the requested information, the U.S. Patent and Trademark Cffice may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:
1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act (5 U.8.C. 552)
and the Privacy Act (5 U.5.C. 552a). Records from this system of records may be disclosed to the Department of Justice to determine

whether the Freedom of Information Act requires disclosure of these records.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a court, magistrate, or
administrative tribunal, including disclosures to opposing counsel in the course of settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a request involving an
individual, to whom the record pertains, when the individual has requested assistance from the Member with respect to the subject matter of
the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for the information in

order to perform a contract. Recipients of information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.8.G. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records may be disclosed,
as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant to the Patent C o o p eration Treaty.

6. A record in this system of records may be disclosed, as a routine use, tc another federal agency for purposes of National Security
review (35 U.5.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S5.C. 218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or his/her designee,
during an inspection of records conducted by GSA as part of that agency's responsibility to recommend improvements in records
management practices and programs, under authority of 44 U.5.C. 2904 and 2906. Such disclosure shall be made in accordance with the
G8A regulations governing inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such
disclosure shall hot be used to make determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of the applicatich pursuant|
to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.5.C. 151. Further, a record may be disclosed, subject to the limitations of 37
CFR 1.14, as a routine use, tc the public if the record was filed in an application which became abandoned or in which the proceedings were
terminated and which application is referenced by either a published application, an application open to public inspections or an issued
patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law enforcement agency, if the
USPTO becomes aware of a violation or potential violation of law or regulation.

EFS Web 2.2.11
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Electronic Patent Application Fee Transmittal

Application Number:

Filing Date:

Title of Invention:

An Access Control System and Method for Use by an Access Device

First Named Inventor/Applicant Name:

Chris Outwater

Filer:

John Kasha

Attorney Docket Number:

LBT0010-CON

Filed as Small Entity

Filing Fees for Utility under 35 USC 111(a)

Description Fee Code Quantity Amount Sullaj—;l'g(tsa)l in
Basic Filing:
Utility filing Fee (Electronic filing) 4011 1 70 70
Utility Search Fee 2111 1 300 300
Utility Examination Fee 2311 1 360 360
Pages:
Claims:
Claims in excess of 20 2202 4 40 160

Miscellaneous-Filing:

Petition:
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Sub-Total in

Description Fee Code Quantity Amount USD($)
Patent-Appeals-and-Interference:
Post-Allowance-and-Post-Issuance:
Extension-of-Time:
Miscellaneous:
Total in USD ($) 890
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Electronic Acknowledgement Receipt

EFS ID: 21287400

Application Number: 14603434

International Application Number:

Confirmation Number: 9827

Title of Invention: An Access Control System and Method for Use by an Access Device

First Named Inventor/Applicant Name:

Chris Outwater

Customer Number:

67050

Filer:

John Kasha

Filer Authorized By:

Attorney Docket Number: LBT0010-CON
Receipt Date: 23-JAN-2015
Filing Date:
Time Stamp: 09:56:51

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment

yes

Payment Type Deposit Account
Payment was successfully received in RAM $890

RAM confirmation Number 9124

Deposit Account 504075

Authorized User

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:
Charge any Additional Fees required under 37 C.F.R. Section 1.16 (National application filing, search, and examination fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.17 (Patent application and reexamination processing fees)
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Charge any Additional Fees required under 37 C.F.R. Section 1.19 (Document supply fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.20 (Post Issuance fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.21 (Miscellaneous fees and charges)

File Listing:
Document . . File Size(Bytes Multi Pages
Document Description File Name ( y V . . 9
Number Message Digest | Part/.zip| (if appl.)
LBT0010 121738
! Specification CON_specification_final.pdf ne 2
el16a7352d3e24b6e86ce5b2bd289bd5896)
41a8b8
Warnings:
Information:
. o . 169273
5 Drawings-only black and white line LBT0010-CON_drawings_pct. o 7
drawings pdf
<678e02d2ab13683a7488d728970a4f75de]
Warnings:
Information:
735879
3 Oath or Declaration filed LBT0010-CON_dec_signed.pdf no 2
d0e22911e55b78e4¢9261817836288691d
Warnings:
Information:
424556
4 Power of Attorney LBT0010-CON_poa_signed.pdf no 3
5d807b18a354b9acc0eed8ab8cd 1511391
cd95¢
Warnings:
Information:
LBT0010 1894970
5 Application Data Sheet CON_app_data_sheet.pdf no 7
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AN ACCESS CONTROL SYSTEM AND METHOD FOR USE BY AN ACCESS DEVICE

CROSS-REFENCE TO RELATED APPLICATION

[0001] This application is a continuation of U.S. Patent Application No. 13/582,467,
filed September 4, 2012, which is a national stage application of PCT Application No.
PCT/US11/26781, filed March 2, 2011, which claims the benefit of U.S. Provisional
Patent Application No. 61/309,813, filed March 2, 2010. All of the above mentioned
applications are incorporated by reference herein in their entireties.
INTRODUCTION

[0002] Electric vehicles are rapidly gaining in popularity. With these electric
vehicles, charge points, or chargers where the vehicle can charge its batteries, will
also become ubiquitous. The simplest charger is simply a kiosk or charge station that
a vehicle can plug into and charge. A fee or other access may be required to use this
kiosk. In other situations, vehicles will be able to be charged at parking facilities,
parking meters and even street lamps. Other electronic access devices such as hotel
room locks and the like are also gaining in popularity.

[0003] A major problem with a random collection of charge stations is that a driver
needing charge may have no idea exactly where to find a charging station that can
charge his vehicle using the correct voltage and current, and may have no convenient
way to reserve a place or make payments for this service. Of course, kiosks and the
like can accept credit cards much like gas pumps; however, there still remains the

problem of reservations and correct charging parameters.
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[0004] Use of the Internet for almost everything has also become very common to
many people today. A large percentage of fungible goods today are purchased
directly from merchants over the Internet. It would be very desirable to have an
casily accessed website that could provide reservation services for charges, including
directions to the location of a specific charger and could provide correct charging
parameters to that charger. This website could interact with a user’s cellular
telephone to provide an electronic token or certificate that could be temporarily stored
in the phone that could be passed on to an access device such as a vehicle charger,
hotel room lock or other access system to allow access and provide any necessary
parameters.

[0005] Burger in U.S. Published Patent Application number 2010/0031043 teaches a
portable electronic authorization method for enabling a user interface on a computer
operated by a user to cause the memory content of an ¢lectronic device distinct from
the computer to be modified. Burger teaches using RFID tags to replace each typical
document found in a person’s wallet or purse. Burger fails to teach enabling a
charger for an electronic vehicle.

[0006] It would be advantageous to have a system and method of reserving an
clectrical vehicle charger on a web page and then transferring a token or certificate to
a cellular telephone which could then further transfer this token to the charger to
authorize charging,.

SUMMARY OF THE INVENTION
[0007] The present invention relates to the use of a web site and a cellular telephone,

preferably a smart phone, to reserve and activate an electric vehicle charger or to
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activate and allow access to any access device such as a hotel room lock or the like.
The web site can be general access or restricted access and can allow a user using a
browser from a computer, laptop, web-capable cellular telephone, smart phone or any
electronic processing device to place a reservation for a particular charger at a
particular time window. A server or server computer not hosting a website can also
interface directly with a telephone application. The server, or another server, can then
transfer a digital token or certificate, which may be wholly or partially encrypted, to
the cellular telephone. This certificate may comprise a unique ID and/or a date/time
stamp.

[0008] The certificate generally has an ID referring to the final access device (for
example, a charger), or is encoded in such a way that only the final access device can
read and/or verify the message (e.g., the certificate may be encrypted with or signed
with a public key for the final access device); whereby the final access device can
recognize that the certificate is intended for it. The certificate generally has a start
time and duration (or end time), describing the interval during which the final access
device has been reserved. Additional options may also be included.

[0009] The certificate can also contain a digital authorization (for example, a digital
signature) so that the final access device can verify that the certificate is genuine.
Each charger or other access device in a particular system may have a unique ID,
which can be changed for security.

[0010] The certificate can also contain this charger or device ID as well as other
information such as approximate time when charging should begin (the reservation

time), and the charging parameters.
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[0011] If a wireless device, such as a laptop or smart phone, is used to carry the
certificate, it can be running an application that turns on short-range wireless
capability as the reservation time approaches. For simplicity in the following
discussion, the term ‘smart phone’ is used, but will be understood to include any
portable computer or PDA, having a wireless communication ability.

[0012] As the smart phone approaches the charger or access device, a wireless
connection is made (e.g., via Bluetooth.TM., Zigbee. TM., or IRDA); notification may
be provided to the user of the device’s proximity; and the wireless device sends the
digital token or certificate to the device. The device can be optionally Internet
enabled; however, it does not have to necessarily be. In fact, the present invention is
particularly useful for devices that may generally be Internet connected, but for which
the connection is unreliable, for example, for chargers employing Wi-Fi connection in
a garage or private residence. In such cases, an inopportunely placed truck may block
communication, or a weakly secured or informally managed modem and/or router
may not provide a sufficiently reliable communication. When the device sees its
current unique ID on the received certificate or if the device’s private key is usable to
decrypt at least a portion of the received certificate, and if the reservation time from
the certificate approximately agrees with its internal time-of-day/date clock, the
device can allow charging. Communication with the smart phone may also include a
message as to the smart phone’s own clock-calendar, which may be taken into
account for adjusting the clock of the device (as the smart phone may have had more

recent connection to an authoritative time source.)
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[0013] The incoming digital certificate can contain a new, updated unique ID for that
charger or access device to assume. Upon assuming the new ID (after charging is
complete or access is allowed), the old ID is no longer valid. This prevents hacking
or spoofing the device by trying to use the same certificate twice (say by changing the
date/time). The certificate can also contain a new encryption decoding key for the
next use. This prevents any decoding of an old or used token or certificate. In this
case, since the transaction may not take place (for example, the customer could not
find the charger), it is possible for the state of the charger to become ambiguous. It is
possible to issue reservations with both the old certificate and the new certificate
present simultaneously.

[0014] Funds transfer for the access service can be made by the website at the time of
reservation from a user’s account, from a money transfer service like PAYPAL.TM.
or by receiving funds from a credit card similar to any other e-transaction. In
addition, if the charger or access device is web-enabled, the device itself can report
back that the charging took place or the access was allowed. Since the digital token
or certificate has a reserved charging time, the certificate will die automatically a
certain number of minutes or hours after that time in that the charger or access device
will no longer allow access based on its time-of-day/date clock.

DESCRIPTION OF THE FIGURES

[0015] Attention is now directed to several illustrations that show some of the
features of the present invention.

[0016] FIG. 1 shows a flow diagram of a reservation and charge from a web-enabled

charger.
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[0017]

[0018]

[0019]

[0020]

[0021]

[0022]

[0023]

[0024]

[0025]

FIG. 2 shows an embodiment of a digital token or certificate.

FIG. 3 shows a similar flow diagram to that of FIG. 1, except that the charger
is not web-enabled.

FIG. 4 shows the flow with a web-enabled hotel room lock.

FIG. 5 shows the flow of FIG. 3 with a hotel room lock that is not web-
enabled.

FIG. 6 shows a block diagram of a charger that might be used with the present
invention.

FIG. 7 shows a block diagram of an embodiment of a smart phone
application.

Several illustrations and drawings have been presented to aid in understanding
the present invention. The scope of the present invention is not limited to what is
shown in the figures.

DESCRIPTION OF THE INVENTION

The present invention allows reservation and activation of an electric vehicle
charger or an access device like a hotel room lock from a website via a digital token
or certificate sent to a cellular telephone or smart phone.

FIG. 1 shows a flow diagram of an embodiment of the present invention. A
website 12 is hosted on a server 15 that communicates with the Internet 1. An
Internet terminal device 2 such as a laptop or smart phone has communication with
the server 15, browses the site 12 and initiates a reservation request 3 for charging or

access. The website can be either open or secure. If secure, then generally a
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password is needed to access it. Communications security protocols such as https or
IPSec may be used in any part of the system of the present invention.

[0026] The website 12 or server 15 can contain information about different services
available including the location of possible vehicle chargers 6. The website or server
will generally have a database which lists all chargers/locations (including possible
maintenance closures) and all current reservations along with their status. The user
can select where he wants to be charged or can be directed to the nearest charger in
the system. The reservation 3 can be let for a certain time when charging will begin
on a certain date. The user can also supply any parameters concerning charging
necessary such as voltage/current requirements, time needed and the like.

[0027] After all of the information is gathered, the website causes the server 15 to
send a particular digital token or certificate (a “reservation certificate” 5) to a
particular portable terminal, e.g., a cellular telephone or smart phone 4 that the user
specifies (which may the phone being used to make the reservation, but it does not
need to be). All or part of the digital certificate may be encrypted with a public key
for which the private key counterpart is known to only one charger or access device.
Similarly, all or part of the digital certificate may be encrypted with a symmetrical
key, known to both the server and the charger. All or part of the digital certificate
may be encrypted with a private key known only to the server, but for which the
public key is known to all compatible chargers, whereby the chargers can authenticate
that the encryption was performed by the server. The certificate can contain a unique
charger ID code for the target charger 6 or device, the date/time the certificate is

issued, the date/time the charging is supposed to take place, the charging parameters,
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the charging time allocated, a new charger ID code that will replace the old ID, and
optionally a new encryption key. Additionally, the certificate can contain
communication information necessary to contact the device when in proximity to it,
as discussed below. It is also possible that various portions of the message can be in
plaintext. This makes it easier for a device to determine if any of many messages is
for it without requiring decryption of every message. In this case, part of the
certificate should include a hash of portions of the plaintext that would otherwise be
exposed to tampering. The hash can then be encrypted by the server (e.g., with the
server’s private key) so that a charger or device is able to determine the authenticity
of the certificate (by decrypting the hash with the server’s public key and comparing
that hash to one computed from the plaintext).

[0028] The charger 6 (or access device 11, shown in FIG. 4) may be Internet capable,
having connection 10 to Internet 1, or optionally it may be unconnected to the
Internet 1 (as shown in FIG. 3 and FIG. 5 with no connection 10). As the cellular
telephone 4 approaches the charger 6 (or access device 11, shown in FIGS. 4 & 5), a
wireless technology such as BLUETOOTH, Wi-Fi, Zigbee, infrared, or other wireless
technique can be used to communicate with the charger or access device.

[0029] The charger may use these wireless techniques in a manner that does not
advertise its presence, for instance, the BLUETOOTH service may not announce
itself. In such cases as these, the application on the smart phone uses a predetermined
communication setting, or obtains the appropriate communications settings (such as
the network SSID, passcodes, IP addresses, Bluetooth ID, etc.) needed to contact the

charger. In fact, with certain information (e.g., the Bluetooth ID) will allow the
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application to identify and communicate with a specific one of many chargers in
proximity.

[0030] After a short communications handshake, the digital token or certificate 5 is
sent to the charger or access device by short-range wireless. The charger 6 decrypts
the certificate, if encrypted, reads the unique device ID, and decides if it is the correct
device. If so, it reads the reservation time. If the reservation time approximately
agrees with the time of day read from its internal time-of-day/date clock 8, it then
decodes the charge parameters or access parameters, if any, and allows charging or
access to take place. FIG. 1 shows a vehicle 7 being charged, and it shows the
charger 6 with a time-of-day/date clock 8 and an optional GPS receiver 9. If the
charger contains a GPS receiver, its identification can be by location, provided the
charger has GPS access. This generally requires clear sky. The known coordinates or
location of a charger can also be entered during installation, either from a map or
predetermined table or from a GPS carried by an installer. If the charger 6 or access
device 11 is Internet enabled (i.e., having connection 10), it can communicate with
the website application via long-range wireless such as cellular or by wire access, or
it can communicate with an Internet access point by Wi-Fi or the like.

[0031] FIG. 2 shows a sample certificate 14 (one embodiment of certificate 5)
containing several fields of data representative of the reservation:

[0032] In some embodiments, one field is provided that can associate the certificate
with the charger, such as a device identification (Device ID) of the charger 6 (so that

the charger will have some suggestion that this is a message for it;
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[0033]

[0034]

[0035]

[0036]

[0037]

Start Time: this can be in plaintext so that the smart phone application can
read it also;

Duration/End Time: if the reservation is not just for a predetermined time like
all day for example;

Service Type: for example level 1 charging vs. level 2, if the charger supports
multiple services.

For security, in some embodiments, the first portion of the certificate can be
hashed, and the hash encrypted using the public key of the charger. Upon receipt by
the charger, the hash is decrypted using the private key of the charger, and the hash
result compared with the charger’s internal hash calculation. If the two match, then
nobody has edited the reservation and the certificate may be trusted as authentic.
This is safe unless someone cracks the key of the charger. In that case, only one
charger 6 is affected. An alternative embodiment may use a signed hash or
checksum. Here, the hash is computed as above, then encrypted with a private key
held by a trusted authority such as the website.

Upon receipt, anyone, including the smart phone and the charger, can use the
trusted authority’s public key to decrypt the hash and compare that to the hash they
run. This method is safe unless someone cracks the private key of the website. In
still another embodiment, a Signed-then-Encrypted Hash/Checksum is used. Here the
signed hash is encrypted so that only the charger can read it. This way, the private
keys of both the charger 6 and the website server 15 need to be compromised, and

then only that charger is threatened.
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[0038] The certificate 14 can contain a certificate ID that is unique only to this
certificate that can be used for tracking and debugging. The date/time the certificate
was issued, again for tracking and debugging, a unique device ID of the target device,
the reservation start time and duration, any charging parameters needed, an optional
new device ID for the next session and an optional new decryption key for the next
session.

[0039] When charging or access is complete, the charger 6 or access device can
update its ID to the new ID supplied by the previous certificate and optionally update
its decryption key (if encryption is used). If the charger is Internet capable 10, it can
notify the website 12 that the charging is complete or that the changeover has taken
place.

[0040] FIG. 3 shows the flow of FIG. 1 with the charger 6 not having Internet access.
FIG. 4 shows an Internet capable access device 11, in this example a hotel room lock,
having connection 10 to Internet 1, while FIG. 5 shows an access device 11 (again a
hotel room lock) that cannot communicate over the Internet. In the case of a hotel
room, a room reservation can be made using an Internet-enabled cellular telephone 4,
laptop 2, computer or other Internet device. The room can be paid for in the usually
e-commerce way by credit card or by any other payment method. The digital token
or certificate is sent to the smart phone 4, and the user is told the external room
number. As the guest approaches the hotel room door, the smart phone 4 sends the
certificate 5 to the lock device by way of short-range wireless like BLUETOOTH.
The user can then unlock the door at any time during the stay period by pressing a

particular button on the phone or by other technique. The phone can re-send the
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unique (and secret) access device ID to the device so that the device knows it is the
correct person cach time access is requested.

[0041] FIG. 6 shows a block diagram of a charger system 60 that is an embodiment
of the charger of the present invention. A processor 16 is tied to a communication
module 17 that performs short-range communication with a cellular telephone or
smart phone and allows certificate 5 to be transferred from the cellular/smart phone
through processor 16 to a storage module 19. The processor 16 or storage module 19
may comprise the private key for the charger 6 and/or may store a public key (e.g., of
server 15) to verify digital signatures (¢.g., those made with the server’s private key).
The storage module 19 can be any type of disk, memory or mass storage device. A
clock 8 and/or GPS receiver 9 are also connected to the processor 16 to provide the
current time. The processor 16 directly controls access to a charging element 6, i.e.,
enabling charging element 6 when a currently certificate 5 has been presented, and
disabling charging element 6 otherwise. An optional long-range communication
module 18 can communicate with the Internet either by placing a cellular telephone
call or with Wi-Fi or the like.

[0042] Optionally, the application on a smart phone 4 can energize short-range
communication when the local GPS in the phone indicates that the phone is near the
target charger 6. The smart phone can also optionally signal that the vehicle needs a
charge, or that a particular charge reservation time is approaching. The system of the
present invention can also optionally track motorists’ visits and purchases at retail

stores in a mall or shopping center, and have automatic credits that can be added to
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the smart phone good toward future vehicle charging paid for by merchants as an
incentive to purchase from their stores.

[0043] In US Patent Application Publication 2007/0008181, Rollert et al. teach a
“System and Method For Optimizing the Utilization Of Space,” primarily parking
spaces, by allowing a reservation to be made through the Internet. FIG. 7 shows how
the present invention represents an improvement to the system and method of Rollert
ct al., enabled by a smart phone application that could, for example, run on an iPhone
by Apple, Inc. of Cupertino, Calif. or other smart phone. Such an application would
have a various screen views for performing such functions as making a new
reservation, examining current reservations, and maintaining the patron’s account.
Some portions of the application require connectivity to the Internet to operate, but
other portions may operate based on locally stored information. A few related
operations, including examining current reservations, should be able to operate
without Internet access, as the user may require immediate access to these operations,
but be in a location such as in a parking garage where Internet access such as cell
communication or Wi-Fi may not be provided.

[0044] In the diagram of FIG. 7, a main application view 20 is shown to offer three
options: New Reservation (for creating a new reservation), Current Reservations (for
examining and using reservations already made), and Account Info (for creating and
editing appropriate account information). FIG. 7 shows a smart phone application
block diagram for an embodiment in which Internet device 2 and smart phone 4 are

the same device: In another embodiment, the reservation-making portion of the
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application may run on Internet device 2 and the current reservation portion of the
application may run on the smart phone 4.

[0045] The patron would have selected the Account Info 21 at least once to create or
otherwise associate an account with the patron’s smart phone 4. An account may
have associated payment preferences and perhaps acceptance of legal agreements.
Payment preferences might include a credit card account, or a bank account. Another
payment preference would provide permission to pre-charge a patron’s credit card or
bank account and subsequently allow the system to operate using micropayments
made against that pre-charge amount. The parking reservation server 15 (or web site
12) or another server with which it has communication (not shown) would maintain
the micropayment accounts for each patron and apply their funds to charges for
parking. The micropayment accounts would be settled daily or with a different
period, or whenever the pre-charged amount has been consumed.

[0046] Once the patron’s account has been enabled, the patron can access the views
for creating a new reservation.

[0047] The New Reservations 23 screen accepts a start-time, an end-time (or
duration), and a destination.

[0048] Required amenities can be selected, including for the present invention,
available charging for an EV (which may further include a selection for Level 1 or
Level 2 charging, for instance). The destination may be an actual parking location,
but more commonly (and as illustrated herein) it is the patron’s destination for which

nearby parking is sought.
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[0049]

[0050]

[0051]

[0052]

[0053]

[0054]

As with each screen in this diagram other than the Main view 20, there is a
“back” arrow 22 atop the screen including the New Reservations screen 23. The back
arrow 22 is a user interface element that permits the patron to move back up the
hierarchy to access screens and their interfaces higher up.

Once a destination has been entered into the New Reservation screen 23, the
user may be presented with the Destination Map screen 24 showing a map with the
destination marked and parking spots nearby shown and selectable. The spots shown
may be only ones having the stated amenities and that are available to be reserved for
the interval entered such as beginning from the start-time and available for the
duration or until the end-time. Current information regarding parking spot
availability requires communication with the server responsible for maintaining
reservations for that spot, which may be server 15, web site 12, or some other server.

Alternatively, the spots may be shown in a list, which may be sorted by their
distance from the indicated destination, or by price, or a combination thereof.

The patron selects a parking spot, whether from a corresponding marking on
the map, or from the spot list (not shown). Once selected, the Spot Detail screen 25 is
shown, which includes information such as location, pricing, detailed amenities, and
perhaps a picture of the specific parking location (or one representative of it).

If the patron does not like the parking spot presented, the back buttons allow
returning to screens earlier in the interaction to make different selections, ¢.g., to
choose a different spot or alter the start-time, etc.

If the patron does like the parking spot presented, he can confirm the

reservation 26, which initiates a reservation request to the server. Upon successfully
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obtaining a reservation for an EV charging enabled parking location, the server in
response can provide or authenticate 27 a reservation certificate 5 to be stored in the
smart phone 4. For instance, in one embodiment, reservation certificate 5 comprises
data representative of the reservation encrypted with the server’s private key. In
another embodiment, reservation certificate 5 comprises a digital signature by the
server that authenticates data representative of the reservation. The completion of the
reservation transitions the patron to a different region of the application screen
hierarchy, and instead of being in the 'new reservation” branch (23-26), the interface
jumps to a location in the "current reservations’ branch (28-31), such as the
Reservation Detail page 29, showing the reservation just made.

[0055] Another way of getting to the Reservation Detail screen 29 begins back on the
Main application view 20 when the patron selects the current reservations option.
Upon doing this, the Current Reservations List 28 is shown, which lists all pending
parking reservations, for example in order of the date and time at which the
reservation starts. Besides the start time, each entry in the list should show some
additional information to remind the patron of each instance, for example the
destination may be presented.

[0056] Upon selecting one of the reservations from the Current Reservations List 28,
the corresponding Reservation Detail screen 29 is shown, listing the same details that
were sclected and known when the reservation was made. Clicking on the destination
entry on this screen can bring up a Spot/Destination Map screen 30, showing the

location of the parking spot with respect to the destination.
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[0057] The Reservation Detail screen 29 also presents a connect option to direct the
smart phone application to attempt communication with the EV charging system 4 (or
other parking spot amenity system or access device 11, e.g., a hotel room lock) and to
provide the reservation certificate 5 to the charger 6 or device (11), thereby enabling
it 32 for the interval of the reservation.

[0058] The Charger Enabled screen 31 can be used to monitor the connection attempt
and confirm activation resulting from a successful connect action, and may also
initiate a timer (not shown) on the smart phone to generate an alert as the parking
interval is about to expire.

[0059] Several descriptions and illustrations have been presented to aid in
understanding the features of the present invention. One skilled in the art will realize
that numerous changes and variations are possible without departing from the spirit of
the invention. Each of these changes and variations is within the scope of the present

invention.
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WHAT IS CLAIMED IS:

1. An access device for use in an access control system, the access device comprising:

a processor (16) having control of a door lock (11); and

a communication module (17) connected to the processor, the processor able to receive a
reservation certificate (5) presented by a portable terminal (4) through the communication
module;

wherein the processor activates the door lock when a current reservation certificate has been

presented.

2. The access device of claim 1 wherein the processor activates the door lock for up to a

predetermined duration.

3. The access device of claim 2 wherein the predetermined duration is all day.

4. The access device of claim 1 wherein the reservation certificate comprise data

representative of a duration and the processor activates the door lock for up to the duration.

5. The access device of claim 1 wherein the processor has access to the current time, the
reservation certificate comprises data representative of an interval of the reservation, and the

processor activates the door lock during the interval.

6. The access device of claim 5 wherein the interval is specified by a start time and one of

an end time and a duration.

7. The access device of claim 1 further comprising:

18
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a memory to which the processor has access, the memory containing a public key for a server
authorized to issue the reservation certificate;

wherein at least a portion of the reservation certificate is encrypted by the server using a
private key and the processor verifies that the reservation certificate is genuine by

decrypting the portion with the public key.

8. The access device of claim 1 further comprising:

a memory to which the processor has access, the memory containing a symmetric key;

wherein at least a portion of the reservation certificate is encrypted by a server using the
symmetric key and the processor verifies that the reservation certificate is genuine by

decrypting the portion with the symmetric key.

9. The access device of claim 1 wherein the processor verifies that the reservation certificate

is genuine.

10. The access device of claim 1 further comprising;:
an identification to which the processor has access, the identification corresponding to one of
the access device and the door lock, wherein the processor determines that the reservation

certificate comprises data representative of the identification.

11. The access device of claim 1 further comprising;:
a memory to which the processor has access, the memory containing a private key of the

access device;
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wherein at least a portion of the reservation certificate is encrypted by a server using a
corresponding public key for the access device and the processor decrypts the portion

with the private key.

12. The access device of claim 1 wherein the processor has access to a server through the
communication module and the processor reports to the server that door lock was activated on

the basis of the reservation certificate.

13. A method for use by an access device in an access control system, the method
comprising:
a) accepting, by a processor through a communication module, a reservation certificate
presented with a portable terminal;
b) determining, by the processor, that the reservation certificate is current; and
¢) activating, by the processor on the basis of the reservation certificate being current, a door

lock.

14. The method of claim 13 wherein the certificate is current for up to a predetermined

duration.

15. The method of claim 14 wherein the predetermined duration is all day.

16. The method of claim 13 wherein the reservation certificate comprises data representative

of a duration and the certificate is current for up to the duration.

Page 35 of 108



17. The method of claim 13 wherein the processor has access to the current time and the
reservation certificate comprises data representative of an interval of the reservation, and the

certificate is current for up to the interval.

18. The method of claim 17 wherein the interval is specified by a start time and one of an end

time and a duration.

19. The method of claim 13 wherein at least a portion of the reservation certificate is
encrypted by a server using a private key for which the corresponding public key is stored in a
memory accessible to the processor, wherein the b) determining by the processor is further that
the reservation certificate is genuine on the basis of decrypting the portion with the public key,

and the c) activating is on the further basis of the reservation certificate being genuine.

20. The method of claim 13 wherein at least a portion of the reservation certificate is
encrypted by a server using a symmetric key stored in a memory accessible to the processor,
wherein the b) determining by the processor is further that the reservation certificate is genuine
on the basis of decrypting the portion with the symmetric key, and the ¢) activating is on the

further basis of the reservation certificate being genuine.

21. The method of claim 13 wherein the b) determining by the processor is further that the
reservation certificate is genuine, and the c) activating is on the further basis of the reservation

certificate being genuine.

22. The method of claim 13 wherein the processor has access to an identification, the

identification corresponding to one of the access device and the door lock, wherein the b)
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determining by the processor is further that the reservation certificate comprises data
representative of the identification, and the c) activating is on the further basis of the reservation

certificate comprising data representative of the identification.

23. The method of claim 13 wherein at least a portion of the reservation certificate is
encrypted by a server using a public key for which the corresponding private key is stored in a
memory accessible to the processor, the method further comprising the step of:

d) decrypting the portion, by the processor, with the private key.

24. The method of claim 13 wherein the processor has access to a server through the
communication module, the method further comprising the step of:
d) reporting to the server that the door lock was activated on the basis of the reservation

certificate.
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ABSTRACT OF THE DISCLOSURE
Systems and methods are provided to allow a smart phone or any terminal to
activate a door lock using a web site or server computer system. An access control
system is provided that includes a server and an access device. The access device
includes a processor and a communication module. The process has control of a door
lock and is able to receive a reservation certificate presented by a portable terminal
through the communication module. The processor activates the door lock when a

current reservation certificate has been presented.
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Date Mailed: 02/05/2015

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE,
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection.
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections

Inventor(s)

Chris Outwater, Carpinteria, CA;

William Gibbens Redmann, Glendale, CA;
Applicant(s)

LIBERTY PLUGINS, INC., Santa Barbara, CA
Assignment For Published Patent Application

LIBERTY PLUGINS, INC., Santa Barbara, CA

Power of Attorney: The patent practitioners associated with Customer Number 67050

Domestic Priority data as claimed by applicant
This application is a CON of 13/582,467 09/04/2012
which is a 371 of PCT/US2011/026781 03/02/2011
which claims benefit of 61/309,813 03/02/2010

Foreign Applications for which priority is claimed (You may be eligible to benefit from the Patent Prosecution
Highway program at the USPTO. Please see http://www.uspto.gov for more information.) - None.

Foreign application information must be provided in an Application Data Sheet in order to constitute a claim to
foreign priority. See 37 CFR 1.55 and 1.76.

If Required, Foreign Filing License Granted: 02/04/2015

The country code and number of your priority application, to be used for filing abroad under the Paris Convention,
is US 14/603,434

Projected Publication Date: 05/14/2015

Non-Publication Request: No

Early Publication Request: No
page 1 of 3

Page 49 of 108



* SMALL ENTITY **
Title

Access Control System and Method for Use by an Access Device
Preliminary Class
380
Statement under 37 CFR 1.55 or 1.78 for AlA (First Inventor to File) Transition Applications: No

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent” and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4258).
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LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

SelectUSA

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to
promote and facilitate business investment. SelectUSA provides information assistance to the international investor
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states,
and regions competing for global investment; and counsels U.S. economic development organizations on investment
attraction best practices. To learn more about why the United States is the best country in the world to develop
technology, manufacture products, deliver services, and grow your business, visit http:/www.SelectUSA.gov or call
+1-202-482-6800.
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Title:Access Control System and Method for Use by an Access Device

Publication No.US-2015-0134968-A1
Publication Date:05/14/2015

NOTICE OF PUBLICATION OF APPLICATION

The above-identified application will be electronically published as a patent application publication pursuant to 37
CFR 1.211, et seq. The patent application publication number and publication date are set forth above.

The publication may be accessed through the USPTO's publically available Searchable Databases via the
Internet at www.uspto.gov. The direct link to access the publication is currently http://www.uspto.gov/patft/.

The publication process established by the Office does not provide for mailing a copy of the publication to
applicant. A copy of the publication may be obtained from the Office upon payment of the appropriate fee set forth
in 37 CFR 1.19(a)(1). Orders for copies of patent application publications are handled by the USPTO's Office of
Public Records. The Office of Public Records can be reached by telephone at (703) 308-9726 or (800) 972-6382,
by facsimile at (703) 305-8759, by mail addressed to the United States Patent and Trademark Office, Office of
Public Records, Alexandria, VA 22313-1450 or via the Internet.

In addition, information on the status of the application, including the mailing date of Office actions and the

dates of receipt of correspondence filed in the Office, may also be accessed via the Internet through the Patent
Electronic Business Center at www.uspto.gov using the public side of the Patent Application Information and
Retrieval (PAIR) system. The direct link to access this status information is currently http://pair.uspto.gov/. Prior to
publication, such status information is confidential and may only be obtained by applicant using the private side of
PAIR.

Further assistance in electronically accessing the publication, or about PAIR, is available by calling the Patent
Electronic Business Center at 1-866-217-9197.

Office of Data Managment, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101
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APPLICATION NO. FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. |  CONFIRMATION NO. |
14/603,434 01/23/2015 Chris Outwater LBT0010-CON 9827
67050 7590 11/13/2015
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14532 Dufief Mill Road HOFFMAN, BRANDON §
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2433
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11/13/2015 ELECTRONIC

Please find below and/or attached an Office communication concerning this application or proceeding.
The time period for reply, if any, is set in the attached communication.
Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the

following e-mail address(es):
JOHN.KASHA @KASHALAW.COM

PTOL-90A (Rev. 04/07)
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Application No. Applicant(s)
14/603,434 OUTWATER ET AL.

Office Action Summary Examiner Art Unit AA (First Inventor to File)
BRANDON HOFFMAN 2433 SN‘Z‘“S

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTHS FROM THE MAILING DATE OF
THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed

after SIX (6) MONTHS from the mailing date of this communication.
- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any

earned patent term adjustment. See 37 CFR 1.704(b).

Status
1) Responsive to communication(s) filed on January 23, 2015.
[ A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filedon .
2a)[] This action is FINAL. 2b)[X] This action is non-final.
3)[] An election was made by the applicant in response to a restriction requirement set forth during the interview on
; the restriction requirement and election have been incorporated into this action.
4)[] Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims*
5)[X Claim(s) 1-24 is/are pending in the application.

5a) Of the above claim(s) ___is/are withdrawn from consideration.
6)[1 Claim(s) is/are allowed.
7)X Claim(s) 1-24 is/are rejected.
8)[] Claim(s) ____is/are objected to.
9] Claim(s) are subject to restriction and/or election requirement.

* If any claims have been determined allowable, you may be eligible to benefit from the Patent Prosecution Highway program at a
participating intellectual property office for the corresponding application. For more information, please see
hitn /raww. usplo.gov/patents/init_events/pph/indax.jsp or send an inquiry to PPHieedback@uspto.qov.

Application Papers
10)[X] The specification is objected to by the Examiner.
11)X] The drawing(s) filed on January 23, 2015 is/are: a)[X] accepted or b)[_] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).

Priority under 35 U.S.C. § 119
12)[C] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:
a)[J Al b)[J Some** ¢)[] None of the:
1. Certified copies of the priority documents have been received.
2.[] Certified copies of the priority documents have been received in Application No.
3.0 Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).
** See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)
1) & Notice of References Cited (PTO-892) 3) |:| Interview Summary (PTO-413)
. . Paper No(s)/Mail Date. .
2) D Information Disclosure Statement(s) (PTO/SB/08a and/or PTO/SB/08b) 4 |:| Other-
Paper No(s)/Mail Date . ) ther: _.
U.S. Patent and Trademark Office
PTOL-326 (Rev. 11-13) Office Action Summary Part of Paper No./Mail Date 20151106
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Art Unit: 2433

1. The present application is being examined under the pre-AlA first to invent
provisions.

DETAILED ACTION

1. Claims 1-24 are pending in this office action.
Specification
2. The disclosure is objected to because of the following informalities: the CROSS-

REFERENCE TO RELATED APPLICATION section needs to be updated to reflect

applications that have matured into patents. Appropriate correction is required.

Double Patenting
2. The nonstatutory double patenting rejection is based on a judicially created
doctrine grounded in public policy (a policy reflected in the statute) so as to prevent the
unjustified or improper timewise extension of the “right to exclude” granted by a patent
and to prevent possible harassment by multiple assignees. A nonstatutory double
patenting rejection is appropriate where the claims at issue are not identical, but at least
one examined application claim is not patentably distinct from the reference claim(s)
because the examined application claim is either anticipated by, or would have been
obvious over, the reference claim(s). See, e.g., In re Berg, 140 F.3d 1428, 46 USPQ2d
1226 (Fed. Cir. 1998); In re Goodman, 11 F.3d 1046, 29 USPQ2d 2010 (Fed. Cir.

1993); In re Longi, 759 F.2d 887, 225 USPQ 645 (Fed. Cir. 1985); In re Van Ornum,
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686 F.2d 937, 214 USPQ 761 (CCPA 1982); In re Vogel, 422 F.2d 438, 164 USPQ 619
(CCPA 1970); and In re Thorington, 418 F.2d 528, 163 USPQ 644 (CCPA 1969).

A timely filed terminal disclaimer in compliance with 37 CFR 1.321(c) or 1.321(d)
may be used to overcome an actual or provisional rejection based on a nonstatutory
double patenting ground provided the reference application or patent either is shown to
be commonly owned with this application, or claims an invention made as a result of
activities undertaken within the scope of a joint research agreement. See MPEP §
717.02 for applications subject to examination under the first inventor to file provisions
of the AlIA as explained in MPEP § 2159. See MPEP §§ 706.02(1)(1) - 706.02(1)(3) for
applications not subject to examination under the first inventor to file provisions of the
AlA. A terminal disclaimer must be signed in compliance with 37 CFR 1.321(b).

The USPTO Internet website contains terminal disclaimer forms which may be
used. Please visit www.uspto.gov/forms/. The filing date of the application in which the
form is filed determines what form (e.g., PTO/SB/25, PTO/SB/26, PTO/AIA/25, or
PTO/AIA/26) should be used. A web-based eTerminal Disclaimer may be filled out
completely online using web-screens. An eTerminal Disclaimer that meets all
requirements is auto-processed and approved immediately upon submission. For more
information about eTerminal Disclaimers, refer to
http://www.uspto.gov/patents/process/file/efs/guidance/eTD-info-I.jsp.

3. Claims 1-24 are rejected on the ground of nonstatutory double patenting as being
unpatentable over claims 1-24 of U.S. Patent No. 8,996,876. Although the claims at

issue are not identical, they are not patentably distinct from each other because both
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application and patent claim a communication module connected to the processor, the
processor able to receive a reservation certificate presented by a portable terminal
through the communication module, wherein the processor causes a change when a
current reservation certificate has been presented. The patent claims the change is
enabling an electric vehicle charger, whereas the application claims activating a door
lock. It would have been obvious to either enable an electric charger or activate a door
lock because both steps affect the operation of a vehicle, allowing a user to drive a

vehicle if they possess the right certificate.

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to BRANDON HOFFMAN whose telephone number is
(671)272-3863. The examiner can normally be reached on M-F 8:30 - 5:00.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Jeffrey C. Pwu can be reached on 571-272-6798. The fax phone number

for the organization where this application or proceeding is assigned is 571-273-8300.
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Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/BRANDON HOFFMAN/
Primary Examiner, Art Unit 2433
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WWW.uspto.gov
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COMMISSIONER FOR PATENTS FIRST-CLASS MAIL
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- POSTEDIGITAL

ALEXANDRIA VA 22313-1451 NNNNN

KASHA LAW LLC
14532 Dufief Mill Road
North Potomac, MD 20878

Courtesy Reminder for
Application Serial No: 14/603,434

Attorney Docket No: LBT0010-CON
Customer Number: 67050
Date of Electronic Notification: 11/13/2015

This is a courtesy reminder that new correspondence is available for this
application. If you have not done so already, please review the
correspondence. The official date of notification of the ouigoing
correspondence will be indicated on the form PTOL-90 accompanying the
correspondence.

An email notification regarding the correspondence was sent to the following

email address(es) associated with your customer number:
JOHN.KASHA@KASHALAW.COM

To view your correspondence online or update your email addresses, please
visit us anytime at https://sportal.uspto.gov/secure/myportal/privatepair.
If you have any questions, please email the Electronic Business Center (EBC)
at EBC@uspto.gov or call 1-866-217-9197.
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PTO/SB/26

Doc Code: DIST.E.FILE U.S. Patent and Trademark Office

Document Description: Electronic Terminal Disclaimer - Filed Department of Commerce
Electronic Petition Request TERMINAL DISCLAIMER TO OBVIATE A DOUBLE PATENTING REJECTION OVER A

“PRIOR” PATENT

Application Number 14603434
Filing Date 23-Jan-2015
First Named Inventor Chris Outwater
Attorney Docket Number LBT0010-CON

Title of Invention

Access Control System and Method for Use by an Access Device

X Filing of terminal disclaimer does not obviate requirement for response under 37 CFR 1.111 to outstanding
Office Action

XI This electronic Terminal Disclaimer is not being used for a Joint Research Agreement.

Owner Percent Interest

Liberty Plugins, Inc. 100%

The owner(s) with percent interest listed above in the instant application hereby disclaims, except as provided below, the
terminal part of the statutory term of any patent granted on the instant application which would extend beyond the expiration
date of the full statutory term of prior patent number(s)

8996876

as the term of said prior patent is presently shortened by any terminal disclaimer. The owner hereby agrees that any patent so
granted on the instant application shall be enforceable only for and during such period that it and the prior patent are commonly
owned. This agreement runs with any patent granted on the instant application and is binding upon the grantee, its successors
or assigns.

In making the above disclaimer, the owner does not disclaim the terminal part of the term of any patent granted on the instant
application that would extend to the expiration date of the full statutory term of the prior patent, "as the term of said prior patent
is presently shortened by any terminal disclaimer,” in the event that said prior patent later:

- expires for failure to pay a maintenance fee;

- is held unenforceable;

- is found invalid by a court of competent jurisdiction;

- is statutorily disclaimed in whole or terminally disclaimed under 37 CFR 1.321;

- has all claims canceled by a reexamination certificate;

- is reissued; or

- is in any manner terminated prior to the expiration of its full statutory term as presently shortened by any terminal disclaimer.

(® Terminal disclaimer fee under 37 CFR 1.20(d) is included with Electronic Terminal Disclaimer request.
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O | certify, in accordance with 37 CFR 1.4(d)(4), that the terminal disclaimer fee under 37 CFR 1.20(d)
required for this terminal disclaimer has already been paid in the above-identified application.

Applicant claims the following fee status:

(® Small Entity
(O Micro Entity

(O Regular Undiscounted

| hereby declare that all statements made herein of my own knowledge are true and that all statements made on information and
belief are believed to be true; and further that these statements were made with the knowledge that willful false statements and
the like so made are punishable by fine or imprisonment, or both, under Section 1001 of Title 18 of the United States Code and
that such willful false statements may jeopardize the validity of the application or any patent issued thereon.

THIS PORTION MUST BE COMPLETED BY THE SIGNATORY OR SIGNATORIES

| certify, in accordance with 37 CFR 1.4(d)(4) that | am:

® An attorney or agent registered to practice before the Patent and Trademark Office who is of record in
this application

Registration Number 47743

(O Asoleinventor

O A joint inventor; | certify that | am authorized to sign this submission on behalf of all of the inventors as evidenced by the
power of attorney in the application

(O Ajointinventor; all of whom are signing this request

Signat
ignature /Kelly Kasha/

Name Kelly Kasha

*Statement under 37 CFR 3.73(b) is required if terminal disclaimer is signed by the assignee (owner).
Form PTO/SB/96 may be used for making this certification. See MPEP § 324.
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Electronic Patent Application Fee Transmittal

Application Number:

14603434

Filing Date:

23-Jan-2015

Title of Invention:

Access Control System and Method for Use by an Access Device

First Named Inventor/Applicant Name:

Chris Outwater

Filer:

John Kasha/Kelly Kasha

Attorney Docket Number:
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LBT0010-CON PATENT

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re the Application of:

OUTWATER ET AL. Confirmation No.: 9827
Serial No.: 14/603,434 Art Unit: 2433
Filed: January 23,2015 Examiner: Brandon S. Hoffman
For:  METHOD AND SYSTEM FOR

USING A SMART PHONE FOR

ELECTRICAL VEHICLE

CHARGING

AMENDMENT

MAIL STOP: AMENDMENT
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

Sir:
In response to the Office Action dated November 13, 2015 (hereinafter the “Office

Action”), please amend the above-identified application as follows:
No fees are believed to be due. However, any fee necessary for consideration of this
response is hereby authorized to be charged to Deposit Account Number 50-4075.
Amendments to the Specification begin on page 2 of this paper.
The Claims are reflected in the listing of claims that begins on page 3 of this paper.

Remarks begin on page 8 of this paper.
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Serial No.: 14/603,434 Attorney’s Docket No.: LBT0010-CON
Art Unit: 2433 Page 2

Amendments to the Specification:

Please replace paragraph [0001] of the present application, with the following amended

paragraph:

[0001] This application is a continuation of U.S. Patent Application No. 13/582,467,

filed September 4, 2012, now U.S. Patent No. 8,996,876, which is a national stage

application of PCT Application No. PCT/US11/26781, filed March 2, 2011, which
claims the benefit of U.S. Provisional Patent Application No. 61/309,813, filed March
2,2010. All of the above mentioned applications are incorporated by reference

herein in their entireties.
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Serial No.: 13/ Serial No.: 14/603,434 Attorney’s Docket No.. LBT0010-CON
Art Unit: 2433 Page 3

The Claims:

This listing of claims replaces all prior versions and listings of claims in this application.

Listing of the Claims:

1. (Original): An access device for use in an access control system, the access device
comprising;
a processor (16) having control of a door lock (11); and
a communication module (17) connected to the processor, the processor able to receive a
reservation certificate (5) presented by a portable terminal (4) through the communication

module;

wherein the processor activates the door lock when a current reservation certificate has been

presented.

2. (Original): The access device of claim 1 wherein the processor activates the door lock for

up to a predetermined duration.

3. (Original): The access device of claim 2 wherein the predetermined duration is all day.

4. (Original): The access device of claim 1 wherein the reservation certificate comprise data

representative of a duration and the processor activates the door lock for up to the duration.
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Serial No.: 13/ Serial No.: 14/603,434 Attorney’s Docket No.. LBT0010-CON

Art Unit: 2433 Page 4
5. (Original): The access device of claim 1 wherein the processor has access to the current

time, the reservation certificate comprises data representative of an interval of the reservation,

and the processor activates the door lock during the interval.

6. (Original): The access device of claim 5 wherein the interval is specified by a start time

and one of an end time and a duration.

7. (Original): The access device of claim 1 further comprising:

a memory to which the processor has access, the memory containing a public key for a server
authorized to issue the reservation certificate;

wherein at least a portion of the reservation certificate is encrypted by the server using a
private key and the processor verifies that the reservation certificate is genuine by

decrypting the portion with the public key.

8. (Original): The access device of claim 1 further comprising:

a memory to which the processor has access, the memory containing a symmetric key;

wherein at least a portion of the reservation certificate is encrypted by a server using the
symmetric key and the processor verifies that the reservation certificate is genuine by

decrypting the portion with the symmetric key.

9. (Original): The access device of claim 1 wherein the processor verifies that the

reservation certificate is genuine.
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Page 5

Art Unit: 2433

10. (Original): The access device of claim 1 further comprising:
an identification to which the processor has access, the identification corresponding to one of

the access device and the door lock, wherein the processor determines that the reservation

certificate comprises data representative of the identification.

11. (Original): The access device of claim 1 further comprising:

a memory to which the processor has access, the memory containing a private key of the

access device;
wherein at least a portion of the reservation certificate is encrypted by a server using a

corresponding public key for the access device and the processor decrypts the portion

with the private key.

12. (Original): The access device of claim 1 wherein the processor has access to a server
through the communication module and the processor reports to the server that door lock was

activated on the basis of the reservation certificate.

13. (Original): A method for use by an access device in an access control system, the method

comprising:

a) accepting, by a processor through a communication module, a reservation certificate

presented with a portable terminal;
b) determining, by the processor, that the reservation certificate is current; and

¢) activating, by the processor on the basis of the reservation certificate being current, a door

lock.
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Serial No.: 13/ Serial No.: 14/603,434 Attorney’s Docket No.. LBT0010-CON
Art Unit: 2433 Page 6
14. (Original): The method of claim 13 wherein the certificate is current for up to a

predetermined duration.

15. (Original): The method of claim 14 wherein the predetermined duration is all day.

16. (Original): The method of claim 13 wherein the reservation certificate comprises data

representative of a duration and the certificate is current for up to the duration.

17. (Original): The method of claim 13 wherein the processor has access to the current time
and the reservation certificate comprises data representative of an interval of the reservation, and

the certificate is current for up to the interval.

18. (Original): The method of claim 17 wherein the interval is specified by a start time and

one of an end time and a duration.

19. (Original): The method of claim 13 wherein at least a portion of the reservation certificate
is encrypted by a server using a private key for which the corresponding public key is stored in a
memory accessible to the processor, wherein the b) determining by the processor is further that
the reservation certificate is genuine on the basis of decrypting the portion with the public key,

and the c) activating is on the further basis of the reservation certificate being genuine.

20. (Original): The method of claim 13 wherein at least a portion of the reservation certificate
is encrypted by a server using a symmetric key stored in a memory accessible to the processor,

wherein the b) determining by the processor is further that the reservation certificate is genuine
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Serial No.: 13/ Serial No.: 14/603,434 Attorney’s Docket No.. LBT0010-CON
Art Unit: 2433 Page 7
on the basis of decrypting the portion with the symmetric key, and the c) activating is on the

further basis of the reservation certificate being genuine.

21. (Original): The method of claim 13 wherein the b) determining by the processor is further
that the reservation certificate is genuine, and the ¢) activating is on the further basis of the

reservation certificate being genuine.

22. (Original): The method of claim 13 wherein the processor has access to an identification,
the identification corresponding to one of the access device and the door lock, wherein the b)
determining by the processor is further that the reservation certificate comprises data
representative of the identification, and the ¢) activating is on the further basis of the reservation

certificate comprising data representative of the identification.

23. (Original): The method of claim 13 wherein at least a portion of the reservation certificate
is encrypted by a server using a public key for which the corresponding private key is stored in a
memory accessible to the processor, the method further comprising the step of’

d) decrypting the portion, by the processor, with the private key.

24. (Original): The method of claim 13 wherein the processor has access to a server through
the communication module, the method further comprising the step of:
d) reporting to the server that the door lock was activated on the basis of the reservation

certificate.
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REMARKS

Claims 1-24 are pending in this application. By this amendment, the specification is
amended to update the reference to related application section. No new matter is introduced.
Accordingly, claims 1-24 will remain pending herein upon entry of this Amendment. For the
reasons stated below, the Applicants respectfully submit that all claims pending in this
application are in condition for allowance. Reconsideration of this application is respectfully
requested in view of the foregoing amendment and the following remarks.

Specification Objection

The specification is objected to. The specification has been amended to update the
reference to related application section. Withdrawal of the specification objection is respectfully
requested.

Double Patenting Rejection

Claims 1-24 are rejected on the ground of non-statutory obviousness-type double
patenting as being unpatentable over claims 1-24 of U.S. Patent No. 8,996,876 (hereinafter the
“876 patent”).

The Applicant files herewith Terminal Disclaimers over the ‘876 patent. As set forth in
the MPEP, a Terminal Disclaimer may be used to overcome a rejection based on obviousness-
type double patenting (MPEP § 804.02(1I)). Further, in legal principle, the filing of a Terminal
Disclaimer simply serves the statutory function of removing the rejection of obviousness-type
double patenting, and does not raise a presumption on the merits of the rejection. It is improper

to view the simple expedient of “obviation” as an admission or acquiescence on the merits.
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Serial No.: 13/ Serial No.: 14/603,434 Attorney’s Docket No.. LBT0010-CON
Art Unit: 2433 Page 9
Ortho Pharmaceutical Corp. v. Smith, 22 USPQ2d 1119, 1124 (Fed. Cir. 1992) citing Quad
Envtl. Technologies Corp. v. Union Sanitary Dist., 946 F.2d 870, 874, 20 USPQ2d 1392, 1394-
95 (Fed. Cir. 1991).

Withdrawal of the rejection of claims 1-24 based on the judicially created doctrine of
double patenting is respectfully requested.

Conclusion

In view of the foregoing, claims 1-24 are believed to be in condition for allowance.
Should the Examiner have any questions or determine that any further action is desirable to place
this application in even better condition for issue, the Examiner is encouraged to telephone the

Applicants’ undersigned representative at the number listed below.

KASHA LAW LLC

14532 Dufief Mill Rd.

North Potomac, MD 20878 Respectfully submitted,
Tel. 240-423-8431

Date: December 14, 2015 By: /Kelly L. Kasha/

Kelly L. Kasha
Registration No. 47,743

Customer No. 67050
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overpayment, to Deposit Account Number (enclose an extra copy of this form).

5. Change in Entity Status (from status indicated above)

| Applicant certifying micro entity status. See 37 CFR 1.29 NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue
fee payment in the micro entity amount will not be accepted at the risk of application abandonment.

| Applicant asserting small entity status. See 37 CFR 1.27 NOTE: If the application was previously under micro entity status, checking this box will be taken
to be a notification of loss of entitlement to micro entity status.

| Applicant changing to regular undiscounted fee status. NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro

entity status, as applicable.

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications.

Authorized Signature Date
Typed or printed name Registration No.
Page 2 of 3
PTOL-85 Part B (10-13) Approved for use through 10/31/2013. OMB 0651-0033 U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Page 87 of 108



UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uSpto.gov

| APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKETNO. | CONFIRMATION NO. |
14/603,434 01/23/2015 Chris Qutwater LBTO0010-CON 9827
I EXAMINER |
67050 7590 02/22/2016
KASHA LAW LLC HOFFMAN, BRANDON S
14532 Dufief Mill Road
North Potomac, MD 20878 I ART UNIT PAPER NUMBER |

2433

DATE MAILED: 02/22/2016

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(Applications filed on or after May 29, 2000)

The Office has discontinued providing a Patent Term Adjustment (PTA) calculation with the Notice of Allowance.

Section 1(h)(2) of the AIA Technical Corrections Act amended 35 U.S.C. 154(b)(3)(B)(i) to eliminate the
requirement that the Office provide a patent term adjustment determination with the notice of allowance. See
Revisions to Patent Term Adjustment, 78 Fed. Reg. 19416, 19417 (Apr. 1, 2013). Therefore, the Office is no longer
providing an initial patent term adjustment determination with the notice of allowance. The Office will continue to
provide a patent term adjustment determination with the Issue Notification Letter that is mailed to applicant
approximately three weeks prior to the issue date of the patent, and will include the patent term adjustment on the
patent. Any request for reconsideration of the patent term adjustment determination (or reinstatement of patent term
adjustment) should follow the process outlined in 37 CFR 1.705.

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.

Page 3of 3
PTOL-85 (Rev. 02/11)
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OMB Clearance and PRA Burden Statement for PTOL-85 Part B

The Paperwork Reduction Act (PRA) of 1995 requires Federal agencies to obtain Office of Management and
Budget approval before requesting most types of information from the public. When OMB approves an agency
request to collect information from the public, OMB (i) provides a valid OMB Control Number and expiration
date for the agency to display on the instrument that will be used to collect the information and (ii) requires the
agency to inform the public about the OMB Control Number’s legal significance in accordance with 5 CFR
1320.5(b).

The information collected by PTOL-85 Part B is required by 37 CFR 1.311. The information is required to obtain
or retain a benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is
governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete,
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary
depending upon the individual case. Any comments on the amount of time you require to complete this form
and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 22313-1450. DO NOT
SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box
1450, Alexandria, Virginia 22313-1450. Under the Paperwork Reduction Act of 1995, no persons are required to
respond to a collection of information unless it displays a valid OMB control number.

Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the
requirements of the Act, please be advised that: (1) the general authority for the collection of this information is
35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which
the information is used by the U.S. Patent and Trademark Office is to process and/or examine your submission
related to a patent application or patent. If you do not furnish the requested information, the U.S. Patent and
Trademark Office may not be able to process and/or examine your submission, which may result in termination of
proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records
may be disclosed to the Department of Justice to determine whether disclosure of these records is required
by the Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of
settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance
from the Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having
need for the information in order to perform a contract. Recipients of information shall be required to
comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes
of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C.
218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency's
responsibility to recommend improvements in records management practices and programs, under authority
of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations
governing inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive.
Such disclosure shall not be used to make determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication
of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a
record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the
record was filed in an application which became abandoned or in which the proceedings were terminated
and which application is referenced by either a published application, an application open to public
inspection or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Application No. Applicant(s)
14/603,434 OUTWATER ET AL.
. I i i AlA (First Inventor to File)
Notice of Allowability EE?”&'S?N HOFEMAN gzgg"“ Status
No

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1. X This communication is responsive to amendment filed December 14, 2015.
Oa declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on

2. [[] An election was made by the applicant in response to a restriction requirement set forth during the interview on ; the restriction
requirement and election have been incorporated into this action.

3. X The allowed claim(s) is/are 1-24. As a result of the allowed claim(s), you may be eligible to benefit from the Patent Prosecution
Highway program at a participating intellectual property office for the corresponding application. For more information, please see
hitn//www. ysplo.gov/patents/inil_svenls/nph/index.jsp or send an inquiry to PPHfeedback@usplo.goy .

4. [[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or ().
Certified copies:

a)[J Al b)[Some *c)[] None of the:
1. [] Certified copies of the priotity documents have been received.
2. [ Certified copies of the priority documents have been received in Application No.
3. [ Copies of the certified copies of the priority documents have been received in this national stage application from the

International Bureau (PCT Rule 17.2(a)).
* Certified copies not received:

Applicant has THREE MONTHS FROM THE “MAILING DATE” of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5. [] CORRECTED DRAWINGS ( as “replacement sheets”) must be submitted.

[ including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper No./Mail Date .

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of
each sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6. ] DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)

1. [J Notice of References Cited (PTO-892) 5. [] Examiner's Amendment/Comment

2. [ Information Disclosure Statements (PTO/SB/08), 6. ] Examiner's Statement of Reasons for Allowance
Paper No./Mail Date

3. [ Examiner's Comment Regarding Requirement for Deposit 7. [ Other .

of Biological Material
4. [ Interview Summary (PTO-413),
Paper No./Mail Date .

/BRANDON HOFFMAN/
Primary Examiner, Art Unit 2433

U.S. Patent and Trademark Office

PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date
20160216
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Application/Control No. Applicant(s)/Patent Under
Reexamination
Search Notes 14603434 OUTWATER ET AL,
BRANDON HOFFMAN 2433
CPC- SEARCHED
Symbol Date Examiner
CPC COMBINATION SETS - SEARCHED
Symbol Date Examiner
US CLASSIFICATION SEARCHED

Class Subclass Date Examiner

713 176 - with keyword limiters 11-6-15 BH

SEARCH NOTES

Search Notes Date Examiner

inventor name search 11-6-15 BH

see attached EAST search notes 11-6-15 BH

updated EAST search notes 2-16-16 BH

INTERFERENCE SEARCH
US Class/ US Subclass / CPC Group Date Examiner
CPC Symbol
searched claim language 2-16-16 BH

/BRANDON HOFFMAN/
Primary Examiner.Art Unit 2433

U.S. Patent and Trademark Office
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Issue Classification

Application/Control No.

Applicant(s)/Patent Under Reexamination

14603434 OUTWATER ET AL.
L
BRANDON HOFFMAN 2433

CPC
Symbol Type Version
Go7C 9 00007 F 2013-01-01
Go6Q 20 045 | 2013-01-01
G06Q 20 32 | 2013-01-01
Go6Q 20 3223 | 2013-01-01
Go6Q 20 38215 | 2013-01-01
Go6Q 30 06 | 2013-01-01
GO7F 5 26 | 2013-01-01
GO7F 15 005 | 2013-01-01
Yo2T 90 12 A 2013-01-01
Yo2T 90 128 A 2013-01-01
Yo2T 90 169 A 2013-01-01
Y04S 30 14 A 2013-01-01
Ho4L 9 3247 | 2013-01-01
Ho4L 9 3263 | 2013-01-01
Ho4L 2209 56 A 2013-01-01
HO4L 2209 80 A 2013-01-01
HO4L 2209 84 A 2013-01-01
Ho4L 63 0428 | 2013-01-01
B60OL 11 1846 | 2013-01-01
B6OL 11 1848 | 2013-01-01
B6OL 2230 40 A 2013-01-01
Yoa2T 10 7088 A 2013-01-01
Yo2T 10 7005 A 2013-01-01
Yo2T 90 16 A 2013-01-01
Yo2T 20 163 A 2013-01-01
YoaT 90 121 A 2013-01-01
Yo2T 90 14 A 2013-01-01
CPC Combination Sets
Symbol Type Set Ranking I Version
NONE

Total Claims Allowed:

24

(Assistant Examiner) (Date)
/BRANDON HOFFMAN/
Primary Examiner.Art Unit 2433 02/16/2016 O.G. Print Claim(s) O.G. Print Figure
(Primary Examiner) (Date) 1 3

U.S. Patent and Trademark Office

Part of Paper No. 20160216
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Application/Control No. Applicant(s)/Patent Under Reexamination
Issue Classification | ;4603434 OUTWATER ET AL.

BRANDON HOFFMAN 2433

NONE
Total Claims Allowed:
24
(Assistant Examiner) (Date)
/BRANDON HOFFMAN/
Primary Examiner.Art Unit 2433 02/16/2016 O.G. Print Claim(s) O.G. Print Figure
(Primary Examiner) (Date) 1 3
U.S. Patent and Trademark Office Part of Paper No. 20160216

Page 93 of 108



Issue Classification

Application/Control No.

Applicant(s)/Patent Under Reexamination

14603434 OUTWATER ET AL.
BRANDON HOFFMAN 2433
US ORIGINAL CLASSIFICATION INTERNATIONAL CLASSIFICATION
CLASS SUBCLASS CLAIMED NON-CLAIMED
713 175 H|o L 9/32(20060101) | H | o | 4 | L 9/32 (2006.01.01)
CROSS REFERENCE(S)
CLASS SUBCLASS (ONE SUBCLASS PER BLOCK)
NONE
Total Claims Allowed:
24
(Assistant Examiner) (Date)
/BRANDON HOFFMAN/
Primary Examiner.Art Unit 2433 02/16/2016 O.G. Print Claim(s) O.G. Print Figure
(Primary Examiner) (Date) 1 3

U.S. Patent and Trademark Office

Part of Paper No. 20160216
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Issue Classification

Application/Control No.

Applicant(s)/Patent Under Reexamination

14603434 OUTWATER ET AL.

BRANDON HOFFMAN 2433
X Claims renumbered in the same order as presented by applicant O CPA X TD O R147

Final Original Final Original Final Original Final Original Final Original Final Original Final Original Final Original
NONE
Total Claims Allowed:
24

(Assistant Examiner) (Date)
/BRANDON HOFFMAN/
Primary Examiner.Art Unit 2433 02/16/2016 O.G. Print Claim(s) O.G. Print Figure
(Primary Examiner) (Date) 1 3

U.S. Patent and Trademark Office

Part of Paper No. 20160216
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EAST Search History

EAST Search History

EAST Search History (Prior Art)

Ref iiHits Search Query DBs Default {Plurals {iTime
# Operator Stamp
L1 1086978 {ireserv$s US-PGPUB; #OR ON 2016/02/16
USPAT; 13:02
USOCR
L2 167114 licertificate US-PGPUB; H#OR ON 2016/02/16
USPAT; 13:02
USOCR
L3 23359 electric with vehicle with charg$3 US-PGPUB; {OR ON 2016/02/16
USPAT; 13:02
USOCR
L4 #5602 L3.clm. US-PGPUB; {OR ON 2016/02/16
USPAT; 13:02
USOCR
L5 166710 iL1.clm. US-PGPUB; H#OR ON 2016/02/16
USPAT; 13:02
USOCR
L6 17092 L2.clm. US-PGPUB; {OR ON 2016/02/16
USPAT; 13:02
USOCR
L7 i3 L4 and L5 and L6 US-PGPUB; HOR ON 2016/02/16
USPAT; 13:02
USOCR
L12 {6955 (713/176).CCLS. US-PGPUB; HOR OFF 2016/02/16
USPAT; 13:02
USOCR
L13 {9357 (G0BQ20/32 OR G06Q20/38215 OR US-PGPUB; H#OR ON 2016/02/16
G07F15/005 OR H04L9/3263 OR USPAT; 13:02
Y02T90/12).CPC. USOCR
L14 {15881 L12 L13 US-PGPUB; HOR ON 2016/02/16
USPAT; 13:02
. o U%CR N =
L15 {208 reservation with certificate US-PGPUB; {OR ON 2016/02/16
USPAT; 13:02
USOCR
L16 {{967443 iphone US-PGPUB; HOR ON 2016/02/16
USPAT; 13:02
USOCR
L17 {57981 digital with signature US-PGPUB; #OR ON 2016/02/16
USPAT; 13:02
USOCR
L18 {31 L15 and L16 and L17 US-PGPUB; H#OR ON 2016/02/16
USPAT; 13:02
UsOCR § & i
L19 38 L14 and L18 US-PGPUB; H#OR ON 2016/02/16
USPAT; 13:02
USOCR

EAST Search History (I nterference)
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EAST Search History

Ref iHits Search Query DBs {Default Plurals {iTime Stamp

# Operator

L8 9237  ielectric with vehicle with USPAT OR ON 2016/02/16

charg$3 13:02

L9 493335 i{reservss USPAT {{OR ON 2016/02/16
13:02

L10 45385 icertificate USPAT {OR ON 2016/02/16
13:02

L1131 L8 and L9 and L10 USPAT iiOR ON 2016/02/16
13:02

2/16/2016 1:03:03 PM

C:\ Users\ bhoffman\ Documents\ EAST\ Workspaces\ 14603434.wsp

EASTSearchHistory.14603434_AccessibleVersion.htm[2/16/2016 1:03:09 PM]
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Application/Control No. Applicant(s)/Patent Under
Reexamination

Index of Claims 14603434 OUTWATER ET AL.

v Rejected - Cancelled N | Non-Elected A Appeal

H“‘ Examiner Art Unit

BRANDON HOFFMAN 2433

= Allowed + Restricted I Interference 0] Objected

[XI Claims renumbered in the same order as presented by applicant O cpa X T.D. O R.1.47

CLAIM DATE

Final Criginal [11/06/2015(02/16/2016

1 v -

|| N|[O|O|™|W]|N

-
-y

&
Spapapapspspsps]spspsfsfafsfafafa]s]s]s] ]«
[}

U.S. Patent and Trademark Office Part of Paper No. : 20160216
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450
or Fax (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where
apé)ropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as
indicated unlef:ss corrfected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for
maintenance fee notifications.

Note: A certificate of mailing can only be used for domestic mailings of the

Fee(s) Transmittal. This certificate cannot be used for any other accompanying

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address) Eapers. Each additional paper, such as an assignment or formal drawing, must
ave its own certificate of mailing or transmission.

Certificate of Mailing or Transmission

67050 7590 0212212016 I hereby certify that this Fee(s) Transmittal is being deposited with the United
KASHA LAW LLC S(tiates P%Slal Stﬁrvice vlvith sufficient postage g((i)r first lglass mailbin an ?nvelopie
. addressed to the Mail Stop ISSUE FEE address above, or being facsimile
14532 Dufief Mill Road transmitted to the USPTO (571) 273-2885. on the date indicated below.
North Potomac, MD 20878
(Depositor's name)
(Signature)
(Date)
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.
14/603.,434 01/23/2015 Chris Outwater LBT0010-CON 9827
TITLE OF INVENTION: Access Control System and Method for Use by an Access Device
I APPLN. TYPE ENTITY STATUS | ISSUE FEE DUE | PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE
nonprovisional SMALL $480 $0 $0 $480 05/23/2016

I EXAMINER | ART UNIT | CLASS-SUBCLASS |
HOFFMAN, BRANDON S 2433 713-175000
1. Change of correspondence address or indication of "Fee Address" (37 2. For printing on the patent front page, list
CER 1.363). (1) The names of up to 3 registered patent attorneys 1 John R. Kasha
a Change of correspondence address (or Change of Correspondence or agents OR, alternatively,
Address form PTO/SB/122) attached. . . . 2
(2) The name of a single firm (having as a member a JQLJ-QLL—-—K@SL
(] "Fee Address"” indication (or "Fee Address" Indication form registered attorney or agent) and the names of up to
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 2 registered patent attorneys or agents. If nonameis 3 Kasha Law LLC
Number is required. listed, no name will be printed.
3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)
Liberty PlugIns, Inc. Santa Barbara, CA

Please check the appropriate assignee category or categories (will not be printed on the patent) : [ Individual & Corporation or other private group entity [ Government

4a. The following fee(s) are submitted: 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)
& Issue Fee [ A check is enclosed.
[ Publication Fee (No small entity discount permitted) | Payment by credit card. Form PTO-2038 is attached.
[ Advance Order - # of Copies i1 The director is hereby authorized to charge the required fee(s), any deficiency, or credits any
overpayment, to Deposit Account Number _5 j /5 (enclose an extra copy of this form).

5. Change in Entity Status (from status indicated above)

| Applicant certifying micro entity status. See 37 CFR 1.29 NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue
fee payment in the micro entity amount will not be accepted at the risk of application abandonment.

| Applicant asserting small entity status. See 37 CFR 1.27 NOTE: If the application was previously under micro entity status, checking this box will be taken
to be a notification of loss of entitlement to micro entity status.

| Applicant changing to regular undiscounted fee status. NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro

entity status, as applicable.

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications.

Authorized Signature /Kellv L. Kasha/ Date May 20, 2016
Typed or printed name Kell Y L. Kasha Registration No. 47,74 3
Page 2 of 3
PTOL-85 Part B (10-13) Approved for use through 10/31/2013. OMB 0651-0033 U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Page 99 of 108



Electronic Patent Application Fee Transmittal

Application Number:

14603434

Filing Date:

23-Jan-2015

Title of Invention:

Access Control System and Method for Use by an Access Device

First Named Inventor/Applicant Name:

Chris Outwater

Filer:

John Kasha/Kelly Kasha

Attorney Docket Number:

LBT0010-CON

Filed as Small Entity

Filing Fees for Utility under 35 USC 111(a)

Description Fee Code Quantity Amount SUB—JS:;)I in

Basic Filing:
Pages:
Claims:
Miscellaneous-Filing:
Petition:
Patent-Appeals-and-Interference:
Post-Allowance-and-Post-Issuance:

Utility Appl Issue Fee 2501 1 480 480
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Description

Fee Code

Quantity

Amount

Sub-Total in
USD(S)

Extension-of-Time:

Miscellaneous:

Total in USD ($)

480
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Electronic Acknowledgement Receipt

EFS ID: 25840179
Application Number: 14603434
International Application Number:
Confirmation Number: 9827

Title of Invention:

Access Control System and Method for Use by an Access Device

First Named Inventor/Applicant Name:

Chris Outwater

Customer Number:

67050

Filer:

John Kasha/Kelly Kasha

Filer Authorized By:

John Kasha

Attorney Docket Number:

LBT0010-CON

Receipt Date: 20-MAY-2016
Filing Date: 23-JAN-2015
Time Stamp: 14:33:33

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment

yes

Payment Type Deposit Account
Payment was successfully received in RAM $480

RAM confirmation Number 772

Deposit Account 504075

Authorized User

KASHA, KELLY L.

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:
Charge any Additional Fees required under 37 CFR 1.16 (National application filing, search, and examination fees)

Charge any Additional Fees required under 37 CFR 1.17 (Patent application and reexamination processing fees)
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Charge any Additional Fees required under 37 CFR 1.19 (Document supply fees)
Charge any Additional Fees required under 37 CFR 1.20 (Post Issuance fees)

Charge any Additional Fees required under 37 CFR 1.21 (Miscellaneous fees and charges)

File Listing:
ocument .. . File Size(Byte Multi Page
Docu Document Description File Name e Size( y s/ Ut. . ages
Number Message Digest | Part/.zip| (if appl.)
LBTO010-CON_iss_fee_t 88794
1 Issue Fee Payment (PTO-85B) alfss— ee_trans. no 1
p 1862611c90eb830dec4a460ae8bc9db4902)
7f4e8
Warnings:
Information:
30412
2 Fee Worksheet (SB06) fee-info.pdf no 2
cf64e082f9909613e718f98¢10a7f89b0dabd
Warnings:
Information:
Total Files Size (in bytes){ 119206

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office
If a new international application is being filed and the international application includes the necessary components for

an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.0.Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NO. ISSUE DATE PATENT NO. ATTORNEY DOCKET NO. CONFIRMATION NO.
14/603,434 06/21/2016 9373205 LBT0010-CON 9827
67050 7590 06/01/2016
KASHA LAW LLC
14532 Dufief Mill Road

North Potomac, MD 20878

ISSUE NOTIFICATION

The projected patent number and issue date are specified above.

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment is 0 day(s). Any patent to issue from the above-identified application will include
an indication of the adjustment on the front page.

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information
Retrieval (PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the
Office of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee
payments should be directed to the Application Assistance Unit (AAU) of the Office of Data Management
(ODM) at (571)-272-4200.

APPLICANT(s) (Please see PAIR WEB site hitp://pair.uspto.gov for additional applicants):

Chris Outwater, Carpinteria, CA;
LIBERTY PLUGINS, INC., Santa Barbara, CA;
William Gibbens Redmann, Glendale, CA;

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location
for business investment, innovation, and commercialization of new technologies. The USA offers tremendous
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation
works to encourage and facilitate business investment. To learn more about why the USA is the best country in
the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov.

IR103 (Rev. 10/09)
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Case: L18-0v-08627 BDocurmnent £ © Filed: 05/24/18 Page 1 of 1 PagelD #96

AQ 120 (Rev. 08/10;}

TO- Mail Stop 8 REPORT ON THE
’ Birector of the 1.S. Patent and Trademark Office FILING OR DETERMINATION OF AN
P.0. Box 1458 ACTION REGARDING A PATENT OR

Alexandria, VA 22313-1456 TRADEMARK

In Compliance with 35 U.5.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been
filed in the U.S. District Court Northern District of {llincis

W Patents.  ( [ the patent action involves 33 U.S.C. § 202.%:

on the following

1 Y, .
] Trademarks or

DOCKET NO. DATE FILED LS. DISTRICT COURT
1:18-cv-03627 5/23/2018 Northern District of llinois

PLAINTEFF DEFENDANT

Liberty Access Technologies Licensing LLC Hilton Worldwide Holdings, Inc. et al

PATENT OR DATE OF PATENT —— .
TRADEMARK NQO, OR TRADEMARK HOLDER OF PATENT OR TRADEMARK
1 U8 9,373,205 B2 g/21/2016 Chris Quilwater
2 Us9,911,258B2 3/6/2018 Chris Outwater
389,330,514 B2 5/3/2016 Adam Kugnzi
4 US 9,842,446 82 12/12/2017 Alberio Vecchioti
5
In the above—entitled case, the foilowing patent(s) trademark(s) have been incinded:
DATE INCLUDED NCLUDED BY
1 Amendment [ Answer [ Cross Bill ] Other Pleading
PATENT OR DATE OF PATENT N ‘
TRADEMARK NO. OR TRAIDEMARK HOLDER OF PATENT OR TRADEMARK.
)
3
4
5

In the above—entitled case, the following decision has been rendered or judgement issued:

DECISIONAUDGEMENT

DATE
5/24/2018

CLERK
Thomas G. Bruton

(BY) PEPUTY CLERK
T. Torres

Copy 3—Upon termnination of action, mail this copy te Director
Copy 4-—Case file copy

Copy —Upon initiatien of action, oail this copy te Director
{opy 2—Upen filing decument adding patent(s}), mail this copy to Birector
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Case: 118-0v-03827 Document #: 54-1 Filed: 10/31/18 Page 1 of 1 PagelD #:463

AQ 120 (Rev. 08/10;}

o Mail Stop 8 REPORT ON THE
’ Birector of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN
P.0O. Box 1436 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-145¢ TRADEMARK
In Compliance with 35 U.5.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been
filed in the U.S. District Court Northern District of illincis on the following
7] Trademarks or M Patents.  ( [ the patent action invoives 35 U.S.CL § 292
DOCKET NO. DATE FILED 1.5, DISTRICT COURT
1:18-cv-03627 5/23/2018 Northern District of Hlinois

PLAINTIFF DEFENDANT

Liberty Access Technologies Licensing LLC Hilton Worldwide Holdings, inc. et al

FATENT OR DATE OF PATENT —— :
TRADEMARK NQ. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

1 U8 9,373,205 82 6/21/2016 Chris Ouiwaler

2 Us9,911,258B2 3/6/2018 Chris Outwater

3 U8 9,330,514 82 5/3/2016 Adam Kugnazi

4 US 9,842,446 B2 12/12/2017 Alberio Vecchiotti

5

In the above—entitled case, the following patent(s) trademark(s) have been included:
DATE INCLUDED INCLUDED BY
1 Amendment [ Answer [ Cross Bill ] Other Pleading
PATENT OR DATE OF PATENT N :
TRADEMARK NO. OR TRAIDEMARK HOLDER OF PATENT OR TRADEMARK.

2

3

4

5

In the above—entitled case, the following decision has been rendered or judgement issued:

DECISIONAUDGEMENT

CLERK (BY) PEPUTY CLERK DATE
Thomas G. Bruton T. Torres 10/31/18

Copy i—Upon initiation of action, mwail this copy to Director  Copy 3—Upos termination of action, mail this copy te Birector
{opy 2—Upen filing decument adding patent(s}, mail this copy to Birector Copy 4-—Case file copy
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, UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

www.usplo.gov

| APPLICATION NUMBER FILING OR 371(C) DATE FIRST NAMED APPLICANT ATTY.DOCKET NO./TITLE REQUEST ID

14/603,434 01/23/2015 LIBERTY PLUGINS, INC. LBT0010-CON 102007

Acknowledgement of Loss of Entitlement to Entity Status Discount
The entity status change request below filed through Private PAIR on 12/18/2019 has been accepted.

CERTIFICATIONS:
Change of Entity Status:

X Applicant changing to regular undiscounted fee status.

NOTE: Checking this box will be taken to be notification of loss of entitlement to small or micro entity status, as
applicable.

This portion must be completed by the signatory or signatories making the entity status change in accordance
with 37 CFR 1.4(d)(4).

Signature: John R. Kasha/
Name: John R. Kasha
Registration Number: 53100
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Case 2:22-0v-00318 Document 3 Filed 08/18/22 Page 1 of 1 PageiD # 102

AQO 120 (Rev. 08/10)

TO: Mail Stop 8 REPORT ON THE
' Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN
P.O. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 TRADEMARK
In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been
filed in the U.S. District Court Eastern District of Texas on the following
[ Trademarks or [ Patents. ( [ the patent action involves 35 U.S.C. § 292.):
DOCKET NO. DATE FILED U.S. DISTRICT COURT
2:22-cv-00318 8/18/2022 Eastern District of Texas

PLAINTIFF DEFENDANT

Liberty Access Technologies Licensing LLC Marriott International, Inc.

PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

1 US 9,373,205 B2 6/21/2016 Urban Intel, Inc.

2 US 10,657,747 B2 5/19/2020 Urban Intel, Inc.

3 US 11,373,474 B2 6/28/2022 Urban Intel, Inc.

4

5

In the above—entitled case, the following patent(s)/ trademark(s) have been included:
DATE INCLUDED INCLUDED BY
[0 Amendment [ Answer [ Cross Bill [ Other Pleading
PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

1

2

3

4

5

In the above—entitled case, the following decision has been rendered or judgement issued:

DECISION/JUDGEMENT

CLERK (BY) DEPUTY CLERK DATE

Copy 1—Upon initiation of action, mail this copy to Director Copy 3—Upon termination of action, mail this copy to Director
Copy 2—Upon filing document adding patent(s), mail this copy to Director Copy 4—Case file copy
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