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1. 

METHOD AND SYSTEM FOR PERMITTING 
REMOTE CHECK-IN AND COORDINATING 

ACCESS CONTROL 

FIELD OF THE INVENTION 

The present invention relates generally to access control 
systems, methods, and devices and more particularly access 
control mechanisms well Suited for use in multi-room facili 
ties. 

BACKGROUND 

Multi-room or multi-suite facilities such as hotels, apart 
ment buildings, office complexes, dormitories, office build 
ings, classrooms, cruise ships, laboratory facilities, and simi 
lar structures have many devices that, if monitored and/or 
controlled in a manner not currently done, will generate new 
functionalities in the areas of facility security, facility opera 
tional efficiency, and facility maintenance (for the facility 
operator and the facility user) and will generate an overall 
cost reduction in facility management and maintenance. 
A problem often encountered while visiting a hotel as a 

guest is the nuisance of standing in line at the front desk, 
particularly during check-in. As standard hotel locks require 
cards to be uniquely encoded with information Such as the 
guest stay duration, room number and other preferences Such 
as access to common rooms, spa, and added services etc., 
there is usually no alternative to checking-in at the front desk 
for a guest to obtain a properly encoded access card. 

SUMMARY 

It is, therefore, one aspect of the present invention to pro 
vide a more intelligent mechanism for managing the opera 
tions of a multi-room facility. More specifically, embodi 
ments of the present invention provide methods, systems, and 
devices which allow a guest or user of a multi-room facility to 
remotely check-in and bypass the nuisance of standing in line 
at the front desk. 

Additionally, embodiments of the present invention pro 
vide mechanisms which allow a guest who has already 
remotely confirmed reservations to proceed to an access con 
trol module within the multi-room facility (i.e., an access 
credential reader not located at the guest services or concierge 
desk) and have access data automatically written to their 
access credential. Accordingly, a guest is not only allowed to 
bypass the front desk for check-in purposes, but is also 
capable of having their personalized facility access data writ 
ten to their person of access credential by access control 
modules located within the multi-room facility. 

In some embodiments, a method of operating a multi-room 
facility having a front desk with a credential programming 
system located in proximity therewith and a plurality of 
access control modules located within the multi-room facil 
ity, a first of the access control modules comprising access 
control logic configured to make a determination to either 
permit or deny user access to an asset controlled by the first 
access control module and a check-in module configured to 
perform check-in operations similar to the credential pro 
gramming system, the method generally comprising: 

receiving, at the first access control module, a message 
from an access credential, the message including a credential 
identifier; 

extracting, by the first access control module, the creden 
tial identifier from the message; 
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2 
comparing, by the first access control module, the creden 

tial identifier with credential identifiers contained within a list 
of credential identifiers maintained at the first access control 
module; 

determining that the credential identifier matches at least 
one credential identifier in the list of credential identifiers; 
and 

based on determining that the credential identifier matches 
at least one credential identifier in the list of identifiers, 
encoding, by the first access control module, the access cre 
dential with access data that enables the access credential to 
Verify access permissions with the plurality of access control 
modules within the multi-room facility. 

In some embodiments a multi-room facility is provided 
that generally comprises: 

an access control module located within the multi-room 
facility, the access control module comprising: 

access control logic configured to make a determination to 
either permit or deny user access to an asset controlled 
by the access control module; and 

a check-in module configured to receive a credential iden 
tifier from an access credential, compare the credential 
identifier to a list of credential identifiers, determine that 
the credential identifier matches at least one credential 
identifier in the list of credential identifiers, and, based 
on determining that the credential identifier matches at 
least one credential identifier in the list of identifiers, 
invoke the access control module to encode the access 
credential with access data that is useable by the access 
credential with other access control modules within the 
multi-room facility. 

It is one aspect of the present invention to allow a user to 
leverage their existing credential (e.g., mobile phone, drivers 
license, passport, frequent flyer card, hotel loyalty card, etc.) 
as an access credential for one or more different facilities 
(e.g., hotels, airlines, etc.). In other words, access data can be 
written to the user's credential as long as that credential 
provides a credential identification number that is recognized 
by an access control module. This provides users and hospi 
tality companies with the ability to greatly reduce the frustra 
tion and time associated with check-in procedures. 
The Summary is neither intended nor should it be con 

strued as being representative of the full extent and scope of 
the present invention. The present invention is set forth in 
various levels of detail and the Summary as well as in the 
attached drawings and in the detailed description of the inven 
tion and no limitation as to the scope of the present invention 
is intended by either the inclusion or non inclusion of ele 
ments, components, etc. in the Summary. Additional aspects 
of the present invention will become more readily apparent 
from the detailed description, particularly when taken 
together with the drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a block diagram depicting a multi-room facility in 
accordance with embodiments of the present invention; 

FIG. 2 is a block diagram depicting an access control 
module in accordance with embodiments of the present 
invention; 

FIG. 3 is a block diagram depicting an access credential in 
accordance with embodiments of the present invention; 

FIG. 4 is a flow diagram depicting a reservation confirma 
tion method in accordance with embodiments of the present 
invention; 
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FIG. 5 is a flow diagram depicting a guest check-in method 
in accordance with embodiments of the present invention; 
and 

FIG. 6 is a flow diagram depicting an access control 
method in accordance with embodiments of the present 
invention. 

DETAILED DESCRIPTION 

The invention will be illustrated below in conjunction with 
an exemplary access control system. Although well Suited for 
use with, e.g., a system using access control readers and/or 
credentials, the invention is not limited to use with any par 
ticular type of access control system or configuration of sys 
tem elements. Those skilled in the art will recognize that the 
disclosed techniques may be used in any data messaging 
application in which it is desirable to increase the efficiency or 
desirability of an access process whether Such process 
includes adding, terminating or altering access privileges. 
The exemplary systems and methods of this invention will 

also be described in relation to analysis Software, modules, 
and associated analysis hardware. However, to avoid unnec 
essarily obscuring the present invention, the following 
description omits well-known structures, components and 
devices that may be shown in block diagram form, are well 
known, or are otherwise Summarized. 

For purposes of explanation, numerous details are set forth 
in order to provide a thorough understanding of the present 
invention. It should be appreciated, however, that the present 
invention may be practiced in a variety of ways beyond the 
specific details set forth herein. 

Although various embodiments of the present invention 
will be described below in connection with updating access 
data on an access credential and in particular access data used 
within a multi-room facility, one skilled in the art will appre 
ciate that embodiments of the present invention are generally 
applicable to updating any type of data on a portable identi 
fication device or portable memory. Thus, the mechanisms 
and methods discussed in connection with performing an 
access data update or encoding process can be applied to 
updating or encoding any other type of data (e.g., configura 
tion data, Security data, keys, etc.) in a similar manner without 
departing from the scope of the present invention. 

Referring initially to FIG. 1, an exemplary access control 
system 100 is depicted in accordance with at least some 
embodiments of the present invention. The access control 
system 100 may include a communication network 104 con 
necting a plurality of access control modules 116 and a cre 
dential programming system 128 to an administrative device 
108, which may also be referred to as a control panel. 
The administrative device 108 may include access control 

logic 132 that is generally responsible for administering the 
secure access system 100 of the multi-room facility. In other 
words, the access control logic 132 of the administrative 
device 108 may provide a central location for administering 
the security of the multi-room facility. For example, the 
access control logic 132 may be connected to a centralized 
database 140 which includes guest reservation information 
(e.g., guest preferences, stay duration, customer preferences, 
guest contact information, and any other information that 
confirms a guests reservations to one or more rooms 112a-N 
within or assets of the multi-room facility). The access con 
trol logic 132 may serve as a central Source of security infor 
mation for the various other components of the secure access 
system 100. 
The access control logic 132 may be adapted to respond to 

requests generated by the access control modules 116 and 
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4 
credential programming system 128 (e.g., by providing 
requested information to the requesting device or confirming 
the accuracy of information provided by the requesting 
device). Alternatively, or in addition, the access control logic 
132 may be adapted to provide instructions to the access 
control modules 116 and credential programming system 
128, thereby allowing these devices to administer some or all 
of the secure access system 100 without requiring Such 
devices to communicate with the access control logic 132 
during every transaction. 
The credential programming system 128 is typically 

located at a front desk 118 or some other centralized and 
secure location of the multi-room facility since the credential 
programming system 128 is usually provided with the capa 
bilities of writing access data to access credentials during 
guest check-in. Thus, it is generally preferred by owners and 
operators of the multi-room facility to maintain a certain level 
of security over the credential programming system 128 since 
it has the capability of writing access data to credentials 
which could potentially allow a holder of the credential to 
access any asset within the multi-room facility. Without some 
level of control over the credential programming system 128, 
there could be an increased risk that guests would write access 
data to their credentials that exceeds the access permissions 
which would otherwise be provided to the guest. For this 
reason almost all current multi-room facilities require a guest 
to check-in at the front desk 118 so that the guest can obtain 
an access credential that has access data properly and accu 
rately written thereto. 
The access control modules 116, on the other hand, are 

usually provided to secure various assets within the multi 
room facility. For example, access control modules 116 may 
be provided at access points to various physical assets (e.g., 
rooms 112a-N, corridors 120, elevators 124, safes within 
rooms, the multi-room facility itself, etc.). Access control 
modules 116 may also be provided to secure logical assets 
Such as money accounts, customer accounts at a restaurant 
within the multi-room facility, or computer accounts. For 
instance, a restaurant within the multi-room facility may 
allow guests of the multi-room facility to “pay for meals by 
putting the balance due on a tab associated with the room. 
Upon check-out it is assumed that the guest will settle all 
accounts and pay the balance due for the room and Such 
meals. Accordingly, Some restaurants may provide an access 
control module 116 to secure Such accounts and ensure that 
guests associate their balance with the appropriate room. 
Of course, the access control modules 116 may comprise 

additional functionality and such additional functionality will 
be dependent upon the types of credentials 136 used, the 
communication network 104, the type and/or physical nature 
of the facility (multiple buildings—geographically sepa 
rated), the nature of the business (hotel or business) and other 
design considerations. In accordance with at least one 
embodiment of the present invention, an instruction set (e.g., 
firmware, Software, configuration data, and/or security data) 
is resident on the access control module 116 to Support and 
control the functions of the access control module 116. 
To facilitate Such security policies, the access control mod 

ules 116 may be adapted to communicate with access creden 
tials 136 carried by users or guests of the multi-room facility 
via contactless and/or contact-based communication proto 
cols. Such communications will allow the access control 
modules 116 to identify the access credential 136 presented 
thereto as well as determine access permissions for the holder 
of the access credential 136. 

Examples of the communication protocols employed by an 
access control module 116 to communicate with an access 
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credential 136 include, without limitation, RF-based commu 
nications (e.g., ISO 14443A, I5014443B, ISO 15693, Near 
Field Communications, Bluetooth, Zigbee, WiFi, and any 
other type of communication protocol that utilizes an RF field 
at 125 kHz or 13.56 MHz, for example), magnetic-based 
communications, light-based communications, wire-based 
communications including ISO 7816, IC, SPI, as well as 
other known oryet to be developed communication protocols. 

In some embodiments, the access control modules 116 
include RF reading and writing (encoding) capabilities. Such 
access control modules 116 may be referred to as readers/ 
writers. Access control modules 116 with reading and writing 
capabilities generally include an RF antenna for exchanging 
RF messages with access credentials 136 during read opera 
tions and a separate RF antenna for transmitting RF messages 
which encode access credentials 136 during write operations. 
However, one skilled in the art will appreciate that an access 
control module 116 may comprise a single antenna that is 
used during both read and write operations. 

In accordance with at least Some embodiments of the 
present invention, the communication network 104 is adapted 
to carry messages between the components connected 
thereto. Thus, the administrative device 108 is allowed to 
send messages to and receive messages from an access con 
trol module 116 and/or credential programming system 128 
via the communication network 104. The communication 
network 104 may comprise any type of known communica 
tion network including wired and wireless or combinations of 
communication networks and may span long or Small dis 
tances. The protocols used by the communication network 
104 to facilitate controller 116/access control module 116 
communications may include, but is not limited to, the TCP/ 
IP protocol, Simple Network Management Protocol (SNMP), 
Power of Ethernet (POE), Wiegand Protocol, RS 232, RS 
485, Current Loop, Bluetooth, Zigbee, GSM, SMS, WiFi, and 
combinations thereof. 

With reference now to FIG. 2, details of an exemplary 
access control module 116 will be described in accordance 
with at least some embodiments of the present invention. The 
access control module 116 generally comprises the capability 
to automatically read data, typically in the form of a message 
object and/or validation information, from a credential 136. 
The access control module 116 may also be capable of writing 
data, typically in the form of a message object, back to the 
credential 136. This process is also known as encoding the 
credential 136. In some embodiments, the access control 
module 116 may be configured to first read a card identifier 
from a credential 136 and then encode the credential 136 with 
access data during the same transaction. 
The access control module 116, in accordance with at least 

one embodiment, comprises a credential communication 
interface 216 used to communicate back and forth with the 
credential 136. The credential communication interface 216 
may comprise an RF communication interface (e.g., an RF 
antenna), a magnetic communication interface (e.g., a mag 
netic stripe reader), an optical communication interface (e.g., 
an infrared detector and transmitter), an electrical contact 
communication interface, or any other means of communi 
cating information to/from a credential 136. 

Connected to the communication interface 216 is a con 
troller or processor 204. In one embodiment, the processor 
204 includes a microprocessor, a random number generator, 
and a cryptographic coprocessor. The processor 204 is 
capable of properly modulating/demodulating data sent to 
and received from external devices such as the credential 136. 
The processor 204 controls and determines how the access 
control module 116 behaves when a credential 136 is pre 
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6 
sented to it. The processor 204 may include any general 
purpose programmable processor, digital signal processor 
(DSP) or controller for executing application programming. 
Alternatively, the processor 204 may comprise a specially 
configured Application Specific Integrated Circuit (ASIC). 
The processor 204 may also be provided with control cir 

cuitry capable of manipulating an access control device. The 
access control device is designed to secure a point of access 
being protected by the access control module 116. The pro 
cessor 204 is enabled to communicate with the access control 
device via a network interface 212 or via some other dedi 
cated access control interface. Examples of a typical access 
control device include, without limitation, an electronic lock, 
a magnetic lock, or an electric Strike for a door, a lock for a 
computer system, a lock for a database, a lock on a financial 
account, or a lock on a computer application. In one embodi 
ment, the processor 204 actuates the access control device by 
sending a signal to the access control device via the network 
interface 212 based on results of an access decision made by 
the processor 204. Optionally, the access control device may 
be integral to the access control module 116 in one embodi 
ment, in which case an access control device interface would 
not be necessary. In an alternative embodiment, an access 
control device is external to the access control module 116, 
thus necessitating some sort of interface between the access 
control module 116 and access control device. Examples of 
an access control device interface include any type of data 
port Such as a USB port, serial data port, parallel data port, a 
convention wire, a wireless communication port such as a 
Bluetooth data interface, an Ethernet port, or any other type of 
wired or wireless communication interface. 
The network interface 212 is also used to connect the 

access control module 116 to the communication network 
104. Accordingly, communication packets or messages sent 
by the access control module 116 are received initially by the 
access control module 116 at the network interface 212. 
These messages may be forwarded to the processor 204 for 
further analysis and processing (e.g., decoding, re-format 
ting, and/or data extraction). The network interface 212 pro 
vides communication capabilities between the access control 
module 116 and external servers or other network nodes. 
Such a communication interface may include a USB port, a 
wired modem, a wireless modem, a network adapter Such as 
an Ethernet card and Ethernet port, a serial data port, aparallel 
data port, or any other communication adapter or port known 
in the art. Of course, the network interface 212 may actually 
be embodied as multiple network interfaces, for facilitating 
communications with multiple network types, possibly via 
different communication protocols. 
The access control module 116 may further comprise a 

memory 208. The memory 208 may be used to store firmware 
or software instructions that Supports functionality of the 
access control module 116. More specifically, the memory 
208 may comprise one or more modules that provide the 
access control module 116 with the ability to make a deter 
mination to either permit or deny user access to an asset 
controlled by the access control module as well as execute 
check-in functions normally reserved for the credential pro 
gramming System. 

In some embodiments the memory 208 includes a check-in 
module 220 and access control logic 228. The access control 
logic 228 provides the access control module 116 with the 
ability to read access data from credentials 136 and make a 
determination as to whether or not the holder of the credential 
136 is allowed to access any assets controlled by the access 
control module 116. Thus, the access control logic 228 may 
facilitate access data reading operations, access data verifica 
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tion operations, and operations associated with permitting 
user access to an asset (e.g., unlocking a door, providing 
access to an account, etc.). 

In some embodiments, the check-in module 220 is pro 
vided to perform check-in procedures that has traditionally 
been reserved to the credential programming system 128. In 
particular, the check-in module 220 may be configured to 
receive a credential identifier from an access credential 136, 
compare the credential identifier to a list of credential iden 
tifiers, determine that the credential identifier matches at least 
one credential identifier in the list of credential identifiers, 
and, based on determining that the credential identifier 
matches at least one credential identifier in the list of identi 
fiers, invoke the access control module to encode the access 
credential with access data that is useable by the access cre 
dential with other access control modules within the multi 
room facility. 
As can be appreciated by those skilled in the art, functions 

and features of the access control logic 228 can be incorpo 
rated in the check-in module 220 and Vice-versa. There is no 
requirement that two separate and distinct modules be pro 
vided for the access control functions and the check-in func 
tions. Rather a single module may be configured to provide all 
of the functionality described herein. Also, it is possible that 
various features of the access control logic 228 and check-in 
module 220 may be performed by other modules of memory 
208 without departing from the scope of the present inven 
tion. 

It should be appreciated that to complete a read/verify/ 
encode operation, Such as the one described above in connec 
tion with the check-in module 220, it is important to limit the 
amount of time that a credential 136 has to be presented to the 
access control module 116. For example, a typical user will 
generally not tolerate presenting a credential to an access 
control module 116 for more than five seconds, or so. Accord 
ingly, the access control module 116 is enabled to read an 
identification number from the credential 136, confirm that 
the identification number from the credential 136 matches an 
identification number associated with a guest that has con 
firmed reservations and is allowed to check-in at a location 
other than the front desk 118, and encode the credential 136 
with the appropriate access data in a minimal amount of time. 

Embodiments of the present invention provide the access 
control module 116 with a locally maintained check-in 
Unique Identification (UID) number list 224 and a local 
access data image store 232 to enable the access control 
module 116 to complete the read/verify/encode operation in a 
minimal amount of time. Thus, when performing check-in 
functions (e.g., verification of credential identification num 
ber and encoding of credential 136 with access data), the 
check-in module 220 is capable of referencing the locally 
maintained check-in UID list 224 and causing the appropriate 
access data from the access data image store 232 to be 
encoded on the credential 136. This data may be kept persis 
tently on the credential 136 or renewed automatically after a 
pre-determined amount of time. 

In accordance with at least Some embodiments of the 
present invention, the data stored in the check-in UID list 224 
is maintained in a relatively simple but easily searchable 
format. For example, the list may simply be a list of identifi 
cation numbers associated with a card that has been autho 
rized to check-inata location other than the front desk 118. In 
Some embodiments, numbers are added to the list 224 upon 
receiving a message from the central access control logic 132 
which includes a credential identification number, the check 
in module 220 updates the list 224 to include the newly 
received credential identification number. Conversely, when 
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8 
the check-in module 220 has completed a check-in process 
for a credential 136 and confirmed that the check-in has been 
successful, the check-in module 220 can remove the corre 
sponding credential identification number from the list 224 
(or remove it from the list after check-out, should there be 
problems during the stay). 
The access data image store 232 may contain one or more 

access data images that are capable of being written to a 
credential 136. In some embodiments, the access data con 
tained within the access data image store 232 is formatted 
specifically for the multi-room facility (i.e., in a format rec 
ognized and used by other access control modules 116 within 
the access control system 100) and may not necessarily be 
formatted for use by other facilities, even if such facilities 
have similar access control modules 116. This allows facility 
system codes and protocols to be used in a distributed fashion 
without having to use facility keys and while allowing the use 
of a guest's credential (i.e., a credential not owned by the 
facility). 

In accordance with at least Some embodiments of the 
present invention, the access data may include one or more of 
a site-code identifying the multi-room facility, an encryption 
key used substantially exclusively by the multi-room facility, 
a communication protocol used by access control modules 
within the multi-room facility, a guest identifier substantially 
uniquely identifying a user of the access credential within the 
multi-room facility, guest stay duration, room number, iden 
tifiers of added services, and a set of access permissions 
defining whethera user of the access credential is permitted or 
denied access to particular assets of the multi-room facility. 
Some or all of the data from the access data image store 232 
may be writtento a credential 136, depending upon the user of 
the credential 136 and the reservations associated with the 
user of the credential 136. 
The memory 208 may comprise volatile and/or non-vola 

tile memory. Examples of non-volatile memory include Read 
Only Memory (ROM), Erasable Programmable ROM 
(EPROM), Electronically Erasable PROM (EEPROM), 
Flash memory, and the like. Examples of volatile memory 
include Random Access Memory (RAM), Dynamic RAM 
(DRAM), Static RAM (SRAM), or buffer memory. In one 
embodiment, the memory 208 and the processor 204 are 
designed to utilize known security features to prevent unau 
thorized access to the contents of the memory 208 such as side 
channel analysis and the like. 
A power source (not depicted) may also be included in the 

access control module 116 to provide power to the various 
devices contained within the access control module 116. The 
power source may comprise internal batteries and/or an AC 
DC converter Such as a Switch mode power Supply or Voltage 
regulator connected to an external AC power source. 

With reference now to FIG.3, an exemplary access creden 
tial 136 will be described in accordance with at least some 
embodiments of the present invention. In some embodiments, 
the credential 136 is provided with a processor 304, memory 
308, and module interface 312. The processor 304 may 
include a microprocessor, a programmable controller or any 
other type of processing unit capable of executing the instruc 
tions stored in memory 308. Alternatively, or in addition, the 
processor 304 may be embodied as an Application Specific 
Integrated Circuit (ASIC). 
The processor 304 employs bi-directional interfaces to 

communicate with the memory 308 and module interface 
312. In particular, the processor 304 facilitates data 
exchanges between the credential 136 and an access control 
module 116. Such communications are handled at the physi 
cal level by the module interface 312. Similar to the credential 
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interface 216, the module interface 312 may comprise an RF 
communication interface (e.g., an RF antenna), a magnetic 
communication interface (e.g., a magnetic stripe reader), an 
optical communication interface (e.g., an infrared detector 
and transmitter), an electrical contact communication inter 
face, or any other means of communicating information 
to/from an access control module 116. As can be appreciated 
by one skilled in the art, the interface 312 may include a 
Modulation/Demodulation Unit instead of relying upon the 
processor 304 to perform encoding/decoding operations, 
message formatting functions, and the like. 
The credential 136 may be fabricated as a system-on-chip 

(SoC) device, a system-in-package (SiP) device, or a system 
in-module (SiM) device. In the SoC device, various func 
tional components are integrated onto a single die. Accord 
ingly, in SiP and SiM devices, several SoC devices are 
combined in a single package (SiP device) or an assembly 
including SoC and/or SiP devices (SiM device), respectively. 
A "passive” credential 136 uses RF signals (i.e., RF radia 

tion) emitted by the access control module 116 as a source of 
energy for powering the credential 136 and its components 
(primarily the processor 304). When a passive credential 136 
comes within range of an interrogating access control module 
116, the access control module 116 provides power to the 
credential 136 via a querying RF signal. The passive creden 
tial 136 converts a portion of RF power collected by the 
module interface 312 (e.g., an antenna within the interface 
312) into DC power facilitating operability of the credential 
136. Such a credential 136 can operate only in the active Zone 
of an interrogating access control module 116 and is inactive 
otherwise. 

Alternatively, the credential 136 may comprise an internal 
(i.e., on-board) power source, e.g., one or several batteries 
and/or solar cells (“active” credential). In yet another 
embodiment, the credential 136 comprises both an RF recti 
fier and internal power source (“semi-active' RFID). Active 
and semi-active RFIDs can typically be used at greater dis 
tances from the access control modules 116 than the passive 
ones, as well may be provided with additional computing 
and/or sensing capabilities. 

In operation, the access control module 116 and credential 
136 use pre-programmed communication protocols. To 
increase probability of error-free reception, the same mes 
sages may redundantly be repeated a pre-determined number 
of times or during a pre-determined time interval. The proto 
cols and nuances thereof may be defined within the access 
data 320 that is encoded on the credential 136. In some 
embodiments, portions of this access data 320 are pro 
grammed into the credential 136 prior to a guest checking-in 
at the multi-room facility and other portions of the access data 
320 are encoded onto the credential 136 during the check-in 
process. For example, the communication protocol informa 
tion may be pre-programmed data whereas room number, 
stay duration, and other data used to determine access privi 
leges is only programmed during the check-in process. This 
restriction and separation of access data programming allows 
the multi-room facility to maintain a certain level of control 
over the access control system 100. 
The communication module 316 may facilitate communi 

cations between the credential 136 and access control module 
116. In some embodiments, the communication module 316 
refers to the access data 320 to ensure that the appropriate 
communication protocol is used by the credential 136 in 
communicating with the access control module 116. In some 
embodiments, if the credential 136 has only been pro 
grammed with the minimal amount of access data 320, or has 
no access data 320 at all (e.g., the user of the credential 136 
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10 
has not checked-in with the multi-room facility), the commu 
nication module 316 is capable of providing a credential UID 
324 to an access control module 116 when the credential 136 
is interrogated by an access control module 116. The creden 
tial UID324 may comprise any type of identification number, 
name, symbol, etc. that uniquely or quasi-uniquely identifies 
the credential 136 or a holder of the credential 136 to the 
access control module 116. This credential UID 324 may be 
programmed into the credential 136 upon provisioning and 
may be secured in a read-only portion of memory 308 to 
ensure that it is not altered or tampered. 

Accordingly, the memory 308 may be similar to the 
memory 208 of the access control module 116 in that the 
memory 308 may include one or more of ROM, EPROM, 
EEPROM, Flash memory, and the like. 
As can be appreciated by those skilled in the art, the access 

credential 136 may be provided in any type of form factor 
without departing from the scope of the present invention. In 
Some embodiments, the access credential may comprise an 
RFID card or device having similar functionality like a 
mobile phone, PDA, ebook reader, portable music player, or 
the like. In other embodiments, the access credential 136 may 
comprise a mag-stripe card. In still other embodiments, the 
access credential 136 may comprise a keyfob. Other form 
factors known to those of skill in the art will also become 
readily apparent after reviewing the current disclosure. 

Referring now to FIG.4, an exemplary method of confirm 
ing guest reservations will be described in accordance with at 
least some embodiments of the present invention. Initially, 
guest reservations for one or more assets (e.g., rooms 112a-N. 
services, and the like) in the multi-room facility are confirmed 
at the central access control logic 132. This reservation infor 
mation may be maintained in the database 140 and may be 
retrieved by the access control logic 132 or may have been 
written to the database 140 by the access control logic 132. 
Upon confirming guest reservations, the method continues 

with the access control logic generating one or more mes 
sages for non-front desk 118 check-in (step 408). In some 
embodiments, this feature (i.e., non-front desk check-in) may 
be a service which the guest pays an additional charge for. In 
other embodiments, only preferred customer (i.e., customers 
with loyalty accounts and/or cards) are allowed to access this 
feature. In other embodiments, this feature may be made 
available to all guests of the multi-room facility. Accordingly, 
the determination as to whether or not such a message is 
generated by the access control logic 132 will depend upon 
the operating preferences of the multi-room facility operator 
and does not necessarily alter the scope of the present inven 
tion. 
Once generated, the access control logic 132 causes the 

message(s) to be transmitted to one or more authorized access 
control modules 116 within the secure access system 100 
(step 412). In some embodiments messages are transmitted to 
all access control modules 116 within the secure access sys 
tem 100. In other embodiments, messages are only transmit 
ted to access control modules 116 having a check-in module 
220. In other embodiments, only a subset of access control 
modules 116 having a check-in module 220 receive a mes 
sage enabling non-front desk check-in. 

For example, if a guest has confirmed reservations and a 
particular room has been identified as being reserved for that 
guest (say room 678), then only the access control module 
116 associated with room 678 may be provided with the 
message enabling non-front desk check-in. In this particular 
scenario, the guest may be notified of the room identifier (i.e., 
room 678) and instructions for reaching room 678 upon arriv 
ing, or prior to arrival, at the multi-room facility. These 
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instructions may be provided electronically to the guest (e.g., 
via SMS text, email, voicemail, or the like) or through tradi 
tional mail. Upon arriving at the multi-room facility the guest 
is allowed to go directly to room 678 and complete the check 
in process since the access control module 116 associated 
with room 678 has received the message permitting non-front 
desk check-in. 

In the above scenario, it may also be possible to provide the 
credential identification number to one or more access control 
modules 116 between the entry of the multi-room facility and 
room 678 to allow the guest to continue through the multi 
room facility to room 678. For example, if an elevator 124 or 
corridor 120 must be traversed to arrive at room 678, an 
access control module 116 associated with such elevator 124 
or corridor 120 may be provided with the credential identifi 
cation number. However, these access control modules 116 
may not necessarily comprise a check-in module 220 like the 
access control module 116 associated with room 678. If this is 
the case, the access control modules 116 associated with the 
elevator 124 or corridor 120 may permit access to their asso 
ciated asset if the credential identification number is provided 
to the access control module 116, but these modules may not 
necessarily complete the check-in process. If, however, one or 
more of these access control modules 116 does comprise a 
check-in module 220, then the check-in process can be com 
pleted prior to the guest arriving at room 678. 

Returning to the flow diagram of FIG. 4, once the enabling 
messages have been transmitted to the appropriate access 
control modules 116, the access control logic 132 confirms 
safe receipt of the message(s) (step 416). This is generally 
done by requiring the access control module 116 to transmit 
a receipt message to the access control logic 132. In the 
absence of receiving a receipt from the access control module 
116, the access control logic 132 will generally not confirm 
receipt of such messages. Alternatively, a physical card can be 
carried by administrative personnel to the desired access con 
trol modules 116 and this physical card, when read by the 
access control module 116, may cause the access control 
module 116 to write additional credential identification num 
bers to its locally maintained list 224. Thus, the non-front 
desk check-in process can be enabled either automatically or 
manually depending upon security concerns of the multi 
room facility. 

After the message receipt has been confirmed, the access 
control logic 132 may cause one or more messages (e.g., 
electronic and/or physical) to be transmitted to the guest to 
notify the guest of the check-in availability as well as provid 
ing the guest with instructions for checking-in at locations 
other than the front desk 118 (step 420). 

With reference now to FIG. 5, an exemplary check-in 
method will be described in accordance with at least some 
embodiments of the present invention. The method is initiated 
when a guest presents an access credential 136. Such as an 
RFID card, at an access control module 116 enabled with a 
check-in module 220 (step 504). The method continues with 
the access control module 116 invoking the check-in module 
220 to determine a credential identification number 324 that 
has been provided from the credential 136 to the access con 
trol module 116 during the initial message exchange (step 
508). The check-in module 220 may also be adapted to deter 
mine a credential type as an additional data point in confirm 
ing the identity of the credential 136. 
Once the credential identification number, and possibly 

credential type information, has been obtained the check-in 
module 220 searches the locally maintained check-in UID list 
224 (step 512). The check-in module 220 compares the cre 
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12 
dential identification number and/or credential type informa 
tion to the information maintained in the list 224 searching for 
matches (step 516). 

If no match is found between the information provided by 
the credential 136 and information maintained in the list 224, 
then the access control module 116 continues immediately by 
requesting access data, if such data has not already been 
obtained from the credential 136, and determining access 
privileges for the credential 136 (or more specifically a holder 
of the credential 136) based on the received access data (step 
532). Based on this step, the access control module 116 will 
make a determination as to whether or not the holder of the 
credential 136 is permitted to access any assets controlled by 
the access control module 116. If permissions are confirmed, 
then the access control module 116 will release or otherwise 
make available such assets to the holder of the credential 136. 
If permission are not confirmed, then the access control mod 
ule 116 may either do nothing or provide a failed access 
attempt message to the holder of the access credential 136 
(e.g., by beeping, flashing, or providing some other indicia 
that can be perceived by the holder). 

Referring back to step 516, if a match is found between the 
information provided by the credential 136 and the informa 
tion maintained in the list 224, the check-in module 220 
continues by causing the access control module 116 to encode 
the credential 136 with appropriate access data (step 520). In 
Some embodiments, the type of access data encoded on the 
credential 136 may be specific to the holder of the credential 
136 and even more specific to the holder's reservations. For 
example, the access data encoded on the credential 136 may 
include a room number (identifying a room to which the guest 
has confirmed reservations), services available (identifying 
services to which the guest is allowed access and whether 
Such services are complimentary, prepaid, or billable to the 
guest’s account), and stay duration (identifying either a 
departure date or an expiration date for the access data). 

After the access data has been encoded on the credential 
136, the access control module 116 confirms the accuracy of 
the access data by requesting that the credential 136 provide 
the access data back to the access control module 116 (step 
524). If the access data received from the credential 136 
matches the data that was supposed to be written by the access 
control module 116, then the access control module 116 
confirms successful encoding. 

Thereafter, the check-in module 220 updates the locally 
maintained list 224 to reflect that the guest has checked-in 
(step 528). This update step may include removing the match 
ing data from the list 224 (e.g., removing the credential iden 
tification number and/or credential type information from the 
list 224), thereby ensuring that the access control module 116 
does not attempt to perform the check-in process on the same 
credential 136 or on another credential 136 for the same 
person. Also during this step, the access control module 116 
may generate and transmit a message to the access control 
logic 132 indicating that it has recently completed a check-in 
process. This message may include the credential identifica 
tion number which was checked-in and any other data neces 
sary to confirm check-in (e.g., check-in time, location, etc.). 
Upon receiving the message, the access control logic 132 

may generate and send messages to other access control mod 
ules 116 within the secure access system 110 requesting that 
those modules 116 update their internally maintained lists 
224 to reflect the recent check-in. For example, the access 
control logic 132 may notify any access control module 116 
that was provided a message in step 412. Upon receiving Such 
a message, the access control modules 116 which did not 
perform the check-in procedure can update their internally 
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maintained lists 224 by removing the appropriate credential 
identification number and/or credential type information. At 
this point, all access control modules 116 will confirm access 
privileges for the recently checked-in credential 136 based on 
the access data 320 maintained on the credential 136 and not 
necessarily the credential identification number 324. 

Referring now to FIG. 6, an access control method will be 
described in accordance with at least Some embodiments of 
the present invention. The method is initiated when a guest 
presents a credential 136 to an access control module 116 that 
does not have a check-in module 220 and/or permissions to 
confirm check-in for the credential presented thereto (step 
604). For instance, the access control module 116 may be 
associated with a corridor 120, elevator 124, or the like. The 
presentation of the credential 136 to the access control mod 
ule 116 causes the credential 136 to transmit one or more 
messages to the access control module 116 which includes its 
credential identification number 324 and any other pertinent 
identification information (e.g., credential type). 
The access control module 116 parses the message(s) 

received from the credential 136 and determines the creden 
tial identification number 324 along with any other credential 
identification information (step 608). This information is 
compared to the locally maintained list of identification num 
bers 224 to help the access control module 116 determine 
whether the credential 136 is allowed access to the asset 
associated with said module (steps 612 and 616). If a match of 
information is found in the locally maintained list 224, the 
access control module 116 allows the holder of the credential 
136 to access the asset secured by the access control module 
(step 620). If not match is found, then the access control 
module 116 continues by reading access data from the cre 
dential 136, if such data has not already been previously 
obtained during other transactions, and determining access 
privileges for the credential 136 based on such access data 
(step 624). Accordingly, the access control module 116 is 
capable of making access permission decisions based either 
on credential identification information 324 or, in the absence 
of confirming permissions with Such data, based on access 
data 320. Failure of the credential 136 to provide either valid 
credential identification information or access data will result 
in the access control module 136 maintaining its asset under 
secure conditions. The above-described method also allows a 
guest to continue through certain paths, perhaps defined 
paths, within the multi-room facility prior to checking-in, 
thereby allowing the guest to possibly complete the check-in 
process at locations other than the front desk 118. 

While the above-described flowcharts have been discussed 
in relation to a particular sequence of events, it should be 
appreciated that changes to this sequence can occur without 
materially effecting the operation of the invention. Addition 
ally, the exact sequence of events need not occur as set forth 
in the exemplary embodiments. The exemplary techniques 
illustrated herein are not limited to the specifically illustrated 
embodiments but can also be utilized with the other exem 
plary embodiments and each described feature is individually 
and separately claimable. 
The present invention, in various embodiments, includes 

components, methods, processes, systems and/or apparatus 
Substantially as depicted and described herein, including vari 
ous embodiments, Subcombinations, and Subsets thereof. 
Those of skill in the art will understand how to make and use 
the present invention after understanding the present disclo 
Sure. The present invention, in various embodiments, 
includes providing devices and processes in the absence of 
items not depicted and/or described herein or in various 
embodiments hereof, including in the absence of Such items 
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as may have been used in previous devices or processes, e.g., 
for improving performance, achieving ease and\or reducing 
cost of implementation. 

Additionally, the systems, methods and protocols of this 
invention can be implemented on a special purpose computer, 
a programmed microprocessor or microcontroller and periph 
eral integrated circuit element(s), an ASIC or other integrated 
circuit, a digital signal processor, a hard-wired electronic or 
logic circuit Such as discrete element circuit, a programmable 
logic device such as PLD, PLA, FPGA, PAL, a communica 
tions device, such as a phone, any comparable means, or the 
like. In general, any device capable of implementing a state 
machine that is in turn capable of implementing the method 
ology illustrated herein can be used to implement the various 
communication methods, protocols and techniques according 
to this invention. 
The foregoing discussion of the invention has been pre 

sented for purposes of illustration and description. The fore 
going is not intended to limit the invention to the form or 
forms disclosed herein. In the foregoing Detailed Description 
for example, various features of the invention are grouped 
together in one or more embodiments for the purpose of 
streamlining the disclosure. This method of disclosure is not 
to be interpreted as reflecting an intention that the claimed 
invention requires more features than are expressly recited in 
each claim. Rather, as the following claims reflect, inventive 
aspects lie in less than all features of a single foregoing 
disclosed embodiment. Thus, the following claims are hereby 
incorporated into this Detailed Description, with each claim 
standing on its own as a separate preferred embodiment of the 
invention. 

Moreover though the description of the invention has 
included description of one or more embodiments and certain 
variations and modifications, other variations and modifica 
tions are within the scope of the invention, e.g., as may be 
within the skill and knowledge of those in the art, after under 
standing the present disclosure. It is intended to obtain rights 
which include alternative embodiments to the extent permit 
ted, including alternate, interchangeable and/or equivalent 
structures, functions, ranges or steps to those claimed, 
whether or not such alternate, interchangeable and/or equiva 
lent structures, functions, ranges or steps are disclosed herein, 
and without intending to publicly dedicate any patentable 
Subject matter. 

What is claimed is: 
1. A facility, comprising: 
an access control module located within the facility, the 

access control module comprising: 
a local access control logic configured to make a deter 

mination to either permit or deny user access to an 
asset controlled by the access control module: 

a locally-maintained list of credential identifiers that 
identifies credentials allowed to perform remote 
check-in at the access control module; and 

a check-in module configured to perform the following 
functions during a single transaction with an access 
credential without requiring the access control mod 
ule to communicate with a centralized database or 
centralized access control logic during the single 
transaction: 
receive a credential identifier from the access creden 

tial that corresponds to credentials of a guest that 
has confirmed reservations with the facility, has 
been authorized to check-in to the facility, but cur 
rently has no access permissions for assets within 
the facility: 
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compare the credential identifier to the locally-main 
tained list of credential identifiers; 

determine that the credential identifier matches at 
least one credential identifier in the list of creden 
tial identifiers; and 

based on determining that the credential identifier 
matches at least one credential identifier in the list 
of identifiers, invoke the access control module to 
encode the access credential that presented the cre 
dential identifier to the check-in module with 
access data that is useable by the access credential 
with other access control modules within the facil 
ity. 

2. The facility of claim 1, further comprising a first location 
with a credential programming system, wherein the access 
control module is different from the credential programming 
system. 

3. The facility of claim 1, wherein the access data encoded 
on the access credential is formatted specifically for use by 
other access control modules within the facility and is not 
necessarily formatted specifically for use by access control 
modules within other facilities. 

4. The facility of claim 3, wherein at least some of the 
access data including communication protocol information is 
encoded on the access credential prior to the single transac 
tion, wherein additional access data is encoded on the access 
credential during the single transaction, and wherein the addi 
tional access data encoded on the access credential during the 
transaction comprises one or more of a site-code identifying 
the facility, an encryption key used substantially exclusively 
by the facility, a guest identifier Substantially uniquely corre 
lated to the access credential within the facility, guest stay 
duration, room number, identifiers of authorized services, and 
a set of access permissions defining whether the access cre 
dential is permitted or denied access to particular assets of the 
facility. 

5. The facility of claim 1, wherein the asset controlled by 
the access control module comprises one or more of a room 
within the facility, a corridor within the facility, and an eleva 
tor within the facility an entry/exit port to the facility. 

6. The facility of claim 1, wherein the asset controlled by 
the access control module comprises a guest room within the 
facility and wherein the other access control modules within 
the facility also comprise local access control logic config 
ured to make a determination to either permit or deny user 
access to assets other than the guest room, wherein the assets 
other than the guest room include at least one of a corridor, a 
spa, a workout facility, a shared office, a computer, and a 
CuStOmer account. 

7. The facility of claim 1, wherein the check-in module 
invokes the local access control logic to encode the access 
credential with the access data after determining that the 
credential identifier matches at least one credential identifier 
in the list of identifiers and wherein the check-in module is 
further configured to perform the following functions during 
the single transaction: 

request the access credential to provide the access data 
back to the access control module: 

receive the access data back from the access control mod 
ule: 

determine the access data matches data that was Supposed 
to be written by the access control module; and 

after determining that the credential identifier matches at 
least one credential identifier in the list of identifiers and 
after determining that the access data matches data that 
was Supposed to be written by the access control mod 
ule, remove the credential identifier from the list of 
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identifiers and report a successful check-in to the cen 
tralized access control logic. 

8. The facility of claim 7, wherein, prior to having the 
access credential presented to the access control module and 
after reservations have been confirmed for a user of the access 
credential, the centralized access control logic generates and 
sends at least one message to the access control module 
causing the access control module to add the credential iden 
tifier to the list of identifiers and wherein after the centralized 
access control logic receives the report of the Successful 
check-in from the access control module, the centralized 
access control logic generates and sends messages to other 
access control modules within the facility thereby causing 
each of the other access control modules to update their 
locally-maintained lists of credential identifiers to reflect the 
Successful check-in. 

9. The facility of claim 1, wherein access control module 
comprises a credential interface that facilitates RF commu 
nications via an inductive coupling with access credentials, 
wherein the credential identifier is received in a message 
transmitted from the access credential to the credential inter 
face and provided to the check-in module after the message 
has been demodulated and the credential identifier has been 
determined, and wherein the inductive coupling is maintained 
during the single transaction. 

10. The facility of claim 1, wherein the access control 
module changes authorizations/access permissions on the 
credential. 

11. A method of operating a facility having a first location 
with a credential programming system located in proximity 
therewith and a plurality of access control modules located 
within the facility, a first of the access control modules being 
at a location remote from the first location and comprising 
local access control logic configured to make a determination 
to either permit or deny user access to an asset controlled by 
the first access control module and a check-in module con 
figured to perform check-in operations similar to the creden 
tial programming system, the method comprising: 

establishing an inductive Radio Frequency (RF) coupling 
between the first access control module and an access 
credential; 

receiving, at the first access control module and via the RF 
coupling, a message from the access credential, the mes 
Sage including a credential identifier, 

extracting, by the first access control module and while the 
RF coupling is still established between the first access 
control module and the access credential, the credential 
identifier from the message; 

comparing, by the first access control module and while the 
RF coupling is still established between the first access 
control module and the access credential, the credential 
identifier with credential identifiers contained within a 
list of credential identifiers maintained at the first access 
control module, the list of credential identifiers compris 
ing credential identifiers that correspond to credentials 
of a guest that has reservations with the facility and is 
authorized to check-in to the facility at a location other 
than the first location; 

determining, while the RF coupling is still established 
between the first access control module and the access 
credential, that the credential identifier matches at least 
one credential identifier in the list of credential identifi 
ers; and 

based on determining that the credential identifier matches 
at least one credential identifier in the list of identifiers, 
encoding, by the first access control module and via the 
RF coupling, the access credential that presented the 
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credential identifier to the first access control module 
with access data that enables the access credential to 
Verify access permissions with the plurality of access 
control modules within the facility: 

wherein the establishing, receiving, extracting, comparing 
determining, and encoding steps are performed by the 
first access control module without requiring the first 
access control module to communicate with a central 
access control logic to obtain the credential identifier. 

12. The method of claim 11, wherein the access data 
encoded on the access credential is formatted specifically for 
use by the plurality of access control modules within the 
facility and wherein the access data encoded on the access 
credential comprises one or more of a site-code identifying 
the facility, an encryption key used substantially exclusively 
by the facility, a communication protocol used by access 
control modules within the facility, a guest identifier Substan 
tially uniquely identifying a user of the access credential 
within the facility, guest stay duration, room number, identi 
fiers of added services, and a set of access permissions defin 
ing whether a user of the access credential is permitted or 
denied access to particular assets of the facility. 

13. The method of claim 11, further comprising: 
confirming that the access credential has been Successfully 

encoded with the access data; 
after determining that the access credential has been Suc 

cessfully encoded with the access data, removing the 
credential identifier from the list of identifiers; 

generating a message which indicates a Successful check 
in of a guest associated with the access credential; and 

transmitting the message which indicates a Successful 
check-in to the central access control logic Such that the 
central access control logic can remove instances of the 
credential identifier from lists of credentials maintained 
at the central access control logic as well as other access 
control modules from the plurality of access control 
modules thereby preventing the other access control 
modules from encoding access data to the access cre 
dential. 

14. The method of claim 13, further comprising: 
prior to receiving the message from the access credential at 

the first access control module, confirming reservations 
of an asset by a user of the access credential; 

after the reservations have been confirmed and prior to 
receiving the message from the access credential at the 
first access control module, transmitting one or more 
messages from the central access control logic to the first 
access control module as well as the other access control 
modules causing the first access control module to add 
the credential identifier to the list of identifiers main 
tained by the first access control module and further 
causing the other access control modules to add the 
credential identifier to a list of identifiers maintained by 
each of the other access control modules. 

15. A method of managing a facility comprising a first asset 
and a second asset, the method comprising: 

receiving, at a first access control module, a message from 
an access credential, the message including a credential 
identifier, wherein the first access control module com 
prises access control logic configured to make a deter 
mination to either permit or deny user access to the first 
asset; 

extracting, by the first access control module, the creden 
tial identifier from the message; 
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18 
comparing, by the first access control module, the creden 

tial identifier with credential identifiers contained within 
a list of credential identifiers maintained at the first 
access control module; 

determining that the credential identifier matches at least 
one credential identifier in the list of credential identifi 
ers maintained at the first access control module; 

based on determining that the credential identifier matches 
at least one credential identifier in the list of identifiers 
maintained at the first access control module, permitting 
user access to the first asset even though the access 
credential does not have access data encoded thereon 
other than the credential identifier; 

receiving, at a second access control module, a message 
from the access credential, the message including the 
credential identifier, wherein the second access control 
module comprises access control logic configured to 
make a determination to either permit or deny user 
access to the second asset and a check-in module con 
figured to perform check-in operations; 

extracting, by the second access control module, the cre 
dential identifier from the message; 

comparing, by the second access control module, the cre 
dential identifier with credential identifiers contained 
within a list of credential identifiers maintained for 
access by the second access control module, the list of 
credential identifiers maintained for access by the sec 
ond access control module comprising credential iden 
tifiers that correspond to credentials of a guest is autho 
rized to check-in to the facility, has reservations with the 
facility, and has not yet checked-in with a centralized 
programming system or any other check-in module 
within the facility; 

determining that the credential identifier matches at least 
one credential identifier in the list of credential identifi 
ers maintained for access by the second access control 
module; 

based on determining that the credential identifier matches 
at least one credential identifier in the list of identifiers 
maintained for access by the second access control mod 
ule, encoding, by the second access control module, the 
access credential with access data that enables the access 
credential to verify access permissions with a plurality 
of access control modules within the facility, the plural 
ity of access control modules including the first access 
control module and at least a third access control mod 
ule. 

16. The method of claim 15, wherein the first asset com 
prises one or more of a corridor and elevator and wherein the 
second asset comprises a room. 

17. The method of claim 15, further comprising: 
confirming that the access credential has been Successfully 

encoded with the access data; 
after determining that the access credential has been Suc 

cessfully encoded with the access data, removing the 
credential identifier from the list of identifiers main 
tained for access by the first access control module; 

generating a message which indicates a successful check 
in of a guest associated with the access credential; and 

transmitting the message which indicates a Successful 
check-in to a central access control logic Such that the 
central access control logic can remove the credential 
identifier from the list of credentials maintained for 
access by the first access control module, wherein after 
the credential identifier has been removed from the list 
of credentials maintained for access by the first access 
control module, the first access control module deter 

Page 17 of 18



US 8,730,004 B2 
19 

mines access permissions for the access credential based 
on the access data and not based on the credential iden 
tifier. 

18. The method of claim 17, further comprising: 
prior to receiving the message from the access credential at 

the first access control module, confirming reservations 
of the second asset by a user of the access credential, 
wherein the first asset provides access to the second 
asset; 

after the reservations have been confirmed and prior to 
receiving the message from the access credential at the 
first access control module, transmitting at least one 
message from the central access control logic to the first 
and second access control modules causing the first and 
second access control modules to add the credential 
identifier to the list of identifiers maintained for access 
by the first and second access control modules. 

19. The method of claim 15, wherein the access data 
encoded on the access credential is formatted specifically for 
use by access control modules within the facility and is not 
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necessarily formatted specifically for use by access control 
modules within other facilities, and wherein the access data 
encoded on the access credential comprises one or more of a 
site-code identifying the facility, an encryption key used Sub 
stantially exclusively by the facility, a communication proto 
col used by access control modules within the facility, a guest 
identifier Substantially uniquely identifying a user of the 
access credential within the facility, guest stay duration, room 
number, identifiers of added services, and a set of access 
permissions defining whethera user of the access credential is 
permitted or denied access to particular assets of the facility. 

20. The method of claim 11, wherein the access data 
encoded on the access credential by the first access control 
module comprises at least one of a stay duration and an 
expiration date for the access data. 

21. The method of claim 13, wherein the message trans 
mitted to the central access control logic includes the creden 
tial identifier, check-in time, and check-in location. 
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