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(57) ABSTRACT 

A showing management system for automatically controlling 
access to an electronic lockbox utilizing showing appoint 
ment data maintained by the showing management system, 
whereby the showing appointment data is transmitted to the 
electronic lockbox and/or electronic key device. The elec 
tronic lockbox will open only when the actual access time is 
within the scheduled showing appointment time. The show 
ing management system further programmatically matching 
a specific electronic lockbox with a specific Listing ID, 
whereby lockbox access data from an electronic lockbox are 
matched with showing appointment records maintained in the 
showing management system to complete the lockbox access 
records when the Listing ID for a particular showing appoint 
ment is missing from the lockbox access record. 

200 

Database 

Server Systems 

Database 

Y N 
100 

  

  

ASSA ABLOY-HID EXHIBIT 1008Page 1 of 37



Patent Application Publication Sep. 3, 2009 Sheet 1 of 23 US 2009/0219133 A1 

F.G. 1 

(Prior Art) 

Wired or wireless connection 

- S. N 
g 8 

Key device 

Databases 

03 

lockbox 

FIG. 2 

(Prior Art) 

Wired of wireless connection 

S - - - - - 8-9 
Agent Computer Showing Management System(s) atabase 

\ -/ 

100 

  

Page 2 of 37



Patent Application Publication Sep. 3, 2009 Sheet 2 of 23 US 2009/0219133 A1 

FIG. 3A 

Wired or Wireless connection 

- S - (S 
103 Lockbox Showing Management System(s) Database 

F.G. 3B 

Wired or wireless connection 

& "ser 
Bridge | Relay 

N atabases s O3a Showing Management System(s) 
d 
l 
g N/ 
E. d OO 

I : 
s 
s 

Lockbox 

  

  

Page 3 of 37



Patent Application Publication Sep. 3, 2009 Sheet 3 of 23 US 2009/0219133 A1 

FIG. 3C 

Request to connect to showing 
management server. Login 

Credentials could be encrypted. 
Yes 

Connect reques 
granted? 

Request for showing appointment 
data for this Listing ID/Lockbox ID 

More data available? 

Send data to 
lockbox 

Store appointment data 

  

  

  

  

Page 4 of 37



Patent Application Publication Sep. 3, 2009 Sheet 4 of 23 US 2009/0219133 A1 

FIG. 4A 

Wired or wireless connection 

mu S 

Key device w 

\ Showing Management System(s) Database 

104 Y - 
1OO 

F.G. 4B 

104 N 
Wired or wireless connection 

104a - . . . . S. - - - 

& Database Key device in a cradle Showing Management System(s) 

-- 
100 

  

Page 5 of 37



Patent Application Publication Sep. 3, 2009 Sheet 5 of 23 US 2009/0219133 A1 

FIG. 4C 
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SHOWING MANAGEMENT SYSTEM TO 
AUTOMATICALLY MATCH AND CONTROL 

ELECTRONICLOCKBOXES 

FIELD OF THE INVENTION 

0001. The present invention relates generally to systems 
controlling access to property Such as real estate and is par 
ticularly directed to a showing management system for con 
trolling access to electronic real estate lockboxes. The inven 
tion is disclosed as a system and method for automatically 
controlling access to an electronic real estate lock box utiliz 
ing showing appointment data maintained by a central show 
ing management system. The invention is further disclosed as 
a system and method to programmatically match an elec 
tronic lockbox with a property/real estate listing utilizing 
lockbox access records and showing appointment records. 

DESCRIPTION OF THE PRIOR ART 

0002 Paramount in the real estate business is the need to 
show properties for sale to potential buyers. This requires the 
buyer and the buyer's agent (showing agent) to access the 
seller's property, usually when the seller is absent. Tradition 
ally, real estate agents have used lockboxes to store the keys to 
the seller's property for retrieval by showing agents. These 
lockboxes have long been purely mechanical, requiring an 
access combination, a special key, or both, to be unlocked. 
However, to address and improve privacy, safety and effi 
ciency, the real estate industry has begun to use electronic real 
estate lockbox systems to manage the access to seller's prop 
erties. The main components of these lockbox systems are an 
electronic lockbox, an electronic key device to open the elec 
tronic lockbox and a Supervisory central computer system/ 
database. 
0003. The functionality of a prior art electronic lockbox 
system (see FIG. 1) can be briefly summarized as follows. 
The buyer's agent (showing agent) carries an electronic key 
device 104, which can be a PDA, a cell phone, or a custom 
device adapted to wirelessly communicate with the electronic 
lockbox 103 and the central computer system/database 200. 
In order to physically remove the property key locked inside 
the electronic lockbox 103, the lockbox 103 requires the input 
of a unique access code in order to be unlocked. The access 
code may be generated by the central computer system 200 
and is transmitted to the electronic key device 104. The elec 
tronic key device 104 will then transmit the received unique 
access code, to the electronic lockbox 103. Alternatively, the 
electronic key device 104 will present the access code to the 
showing agent, who must then manually input the access code 
into the electronic lockbox 103. The electronic lockbox 103 
will then compare the received access code to an internally 
generated access code; and if the codes match, access will be 
allowed. 
0004. The data describing the lockbox access is stored in 
the electronic key device 104, the electronic lockbox 103, or 
both. The electronic key device 104 is further capable of 
transmitting certain access data to the central computer sys 
tem/database 200 for further processing. Access data may 
include identifications of the electronic key device and the 
key device holder, e.g., the Showing Agent ID, access date 
and time, property identification (Listing ID), etc. The ability 
to track, store and centrally process these access data are a 
valuable tool for the real estate industry. Knowing when and 
who has actually accessed a listed property not only addresses 
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safety concerns, but also provides sellers and agents with 
valuable information about the interest in the property listing. 
For example, the stored access data makes it easier to contact 
the showing agent after a showing to collect feedback on how 
the property was perceived by the potential buyer. 
0005. However, in order to accurately process the access 
data collected from electronic lockboxes and/or electronic 
keys, a central processing system needs reliable data pertain 
ing to which specific electronic lockbox is assigned to which 
specific property listing. Electronic lockboxes are inherently 
mobile, i.e., they are moved from one property listing to the 
next, when a specific property no longer is available for 
showing appointments. There is no preset or pre-configured 
association between a lockbox and a particular property list 
ing. The prior art attempts to establish at least a temporary 
association between the lockbox and the property listing by 
requiring the seller's agent (listing agent) or listing office 
personnel to enter both the Lockbox ID (usually a serial 
number, or some other form of unique Lockbox ID) and the 
unique property listing code. Of course, the reliance on 
manual data input introduces the possibility of human error or 
simply neglect. Manually entering all of the required data also 
takes time. Yet, a database with missing data cannot be effi 
ciently and correctly mined for data. 
0006 U.S. Pat. Nos. 6,989,732 and 7,009,489, hereby 
incorporated by reference, teach electronic lockbox systems 
including date and time access control mechanisms to prevent 
showing agents, even with valid key devices, from gaining 
access to a lockbox, i.e., a property, at any time. Those Sys 
tems enable users to individually allow or deny access to an 
electronic lockbox at specified times. These predetermined 
access time windows are stored inside the electronic lockbox 
and in the central computer system/database. When the show 
ing agent enters a unique access code into the electronic 
lockbox, the lockbox compares the current time with the 
predetermined access time data for the particular lockbox. If 
the showing agent attempts to access the lockbox at a time 
that is outside of the predetermined access time window, 
access is denied. 

0007 United States Publication Number 2003/0179075, 
hereby incorporated by reference, teaches an alternative sys 
tem of time-based access control. Instead of conditioning the 
authorized access to the electronic lockbox on a positive 
match of the current access time and a predetermined access 
time window, these systems generate an access code that is 
unique for the predetermined date and time of access and/or 
the person seeking access. That unique access code is only 
valid for the authorized user during the predetermined access 
time, which may include a grace period for attempting to 
access the lockbox a little early or a little later than the 
beginning of the predetermined showing time. The time based 
access code is provided to the authorized showing agent by 
the central computer system. In order to unlock the electronic 
lockbox, the showing agent must manually enter a unique 
agent ID as well as the time-based access code into the elec 
tronic lockbox. 
0008. In addition to the central computer system/database 
200 managing the electronic lockboxes 103 and electronic 
key devices 104, so called showing management systems 100 
are also used in the real estate industry. A showing manage 
ment system 100 allows showing agents to make showing 
appointments for selected property listings. These showing 
managements systems 100, such as ShowingTimeTM's Show 
ingDeskTM software, see U.S. Pat. No. 6,973,432, hereby 
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incorporated by reference, typically integrate with or connect 
to one or more listing services to update its database of prop 
erty listings. Showing agents can make showing appoint 
ments by directly accessing the showing management system 
100 through an access device, such as a personal computer, as 
depicted in FIG. 2. The access device is connected to the 
showing management system 100 through either a wired or a 
wireless communications network. The showing manage 
ment system 100 provides the showing agent with real-time 
access to all available property listings of the associated list 
ing service. The showing agent can see the status of each 
property listing and available showing times making it very 
convenient to schedule a showing appointment. The sched 
uled appointment is stored real-time in the showing manage 
ment system's database and is immediately visible to other 
showing agents accessing the showing management System. 
The information that is stored in the showing management 
system's database may include, but is not limited to, Listing 
ID, Showing Agent ID, and showing appointment start/end 
date and time. 
0009. However, the prior art systems above do not provide 
for a seamless integration of property listing and showing 
appointment data maintained by a central showing manage 
ment system with electronic lockbox systems, including the 
seamless data exchange between a showing management sys 
tem and associated electronic lockboxes or lockbox manage 
ment systems. It would therefore be desirable if access to 
electronic lockboxes could be controlled by a central showing 
management system. Furthermore, there is currently no reli 
able way to automatically and accurately match an electronic 
lockbox with a specific property listing or to automatically 
and accurately include missing data in a showing manage 
ment system utilizing electronic lockbox access data and 
showing appointment records. 

OBJECTS OF THE INVENTION 

0010. Accordingly, it is an object of this invention to pro 
vide a system and method for automatically controlling 
access to an electronic lockbox utilizing showing appoint 
ment data maintained by a central showing management sys 
tem. 

0011. It is yet another object of this invention to provide a 
system and method to programmatically match a specific 
electronic lockbox with the specific property/real estate list 
ing utilizing access data from electronic lockboxes and show 
ing appointment records stored in a central showing manage 
ment system. 

SUMMARY OF THE INVENTION 

0012. Accordingly it is an advantage of the present inven 
tion to provide automatic access control to an electronic real 
estate lockbox utilizing showing appointment data main 
tained by a showing management system, whereby the show 
ing appointment data is transmitted directly to the electronic 
lockbox and/or an electronic key device, potentially also uti 
lizing a third party lockbox server system. The showing 
appointment data may include, but is not limited to, a listing 
identifier, a showing agent identifier, and a showing appoint 
ment time. The showing appointment time defines a time 
range in which access to the electronic lockbox is permitted. 
The time range may begin exactly at the scheduled start time 
of the showing appointment and end exactly at the scheduled 
end time of the showing appointment. Alternatively, the time 
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range may begina defined period of time before the scheduled 
start time of the showing appointment and end a defined 
period of time after the scheduled end time of the showing 
appointment. The electronic lockbox will open only when the 
actual access time is within the scheduled showing appoint 
ment time. Alternatively, access to the electronic lockbox 
may further require that the accessing Showing Agent ID 
matches the Showing Agent ID of the agent who scheduled or 
requested the showing appointment in the showing manage 
ment system for this particular Listing ID. 
0013. It is a further advantage of the present invention to 
provide programmatic matching of a specific electronic lock 
box with a specific Listing ID, whereby access data from an 
electronic lockbox is matched with showing appointment 
records maintained in a showing management system to com 
plete the lockbox access records when the Listing ID for a 
particular showing appointment is missing from the lockbox 
access record. The disclosed programmatic matching can also 
complete the lockbox access record when the Showing Agent 
ID is missing, matching lockbox access data with showing 
appointment records. 
0014 To achieve the foregoing and other advantages, and 
in accordance with one aspect of the present invention, a 
method for restricting access to a real property is provided, 
wherein said real property includes an access control mecha 
nism restricting access to at least a portion of said real prop 
erty and in which the method comprises the steps of sched 
uling for said real property a showing appointment, including 
a showing time period, for at least one showing agent of a 
plurality of showing agents to access said real property during 
said showing time period, said at least one showing agent 
being associated with a unique showing agent identifier; Stor 
ing said showing appointment in a database, said database 
operatively associated with a showing management system; 
communicating said showing appointment including said 
showing time period and said unique showing agent identifier 
of said at least one showing agent to said access control 
mechanism; and restricting access to said real property except 
for allowing said showing agent associated with said showing 
agent identifier to access said real property during said show 
ing time period. 
0015. In accordance with another aspect of the present 
invention, a method for assigning a lockbox to a real property 
is provided, in which the method comprises the steps of: 
attaching said lockbox physically to said real property; sched 
uling a showing appointment for said real property using a 
showing management system, said showing management 
system generating a record based on said showing appoint 
ment, said record comprising a showing time period, at least 
one unique showing agent identifier for at least one showing 
agent of a plurality of showing agents and an identifier for 
said real property; storing said record in a showing appoint 
ment database operatively associated with said showing man 
agement system and containing a plurality of Scheduled 
showing appointment; accessing said lockbox and recording 
each access event in an access record, each of said access 
events comprising an access time, a unique showing agent 
identifier corresponding to the accessing showing agent and a 
lockbox identifier corresponding to said lockbox; communi 
cating said access event record to said showing management 
system; retrieving from said showing appointment database 
all the scheduled showing appointments for said recorded 
showing agent identifier and computing a matching one of 
said showing appointments in which said recorded access 
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time falls within said scheduled showing time period; and 
assigning the real property identifier associated with said 
matching showing appointment to said lockbox, whereby 
said matching showing appointment is updated by adding 
said lockbox identifier to said lockbox access record. 
0016. In accordance with still a further aspect of the 
present invention, a method for associating a plurality of 
lockboxes with a plurality of real properties is provided, the 
method comprising the steps of attaching each of said lock 
boxes physically to a particular real property; logging a plu 
rality of access events associated with each of said lockboxes 
in an access record, said access events each comprising an 
access time, a unique showing agent identifier corresponding 
to the accessing showing agent, and a lockbox identifier cor 
responding to said lockbox; communicating said plurality of 
access events to a showing management system; for each 
access event within said plurality of access events, associat 
ing said access event with a showing appointment record, said 
showing appointment record including at least a real property 
identifier corresponding to a particular real property, an 
access time, and a unique showing agent identifier corre 
sponding to the accessing showing agent, wherein said step of 
associating includes matching the access time in said access 
event with the access time in said showing appointment 
record and matching the unique showing agent identifier in 
said access event with the unique showing agent identifier in 
said showing appointment record, wherein said step of asso 
ciating further includes stochastically calculating a probabil 
ity that a particular lockbox identifier is associated with a 
particular real property identifier based on said step of match 
ing; and associating a particular lockbox identifier with a 
particular real property identifier when said probability 
exceeds a predetermined value. 
0017 Still other advantages of the present invention will 
become apparent to those skilled in this art from the following 
description and drawings wherein there is described and 
shown a preferred embodiment of this invention in one of the 
best modes contemplated for carrying out the invention. As 
will be realized, the invention is capable of other different 
embodiments, and its several details are capable of modifica 
tion in various, obvious aspects all without departing from the 
invention. Accordingly, the drawings and descriptions will be 
regarded as illustrative and not as restrictive. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0018. Although the characteristic features of this inven 
tion will be particularly pointed out in the claims, the inven 
tion itself, and the manner in which it may be made and used, 
may be better understood by referring to the following 
description taken in connection with the accompanying draw 
ings forming a part hereof, wherein like reference numerals 
refer to like parts throughout the several views and in which: 
0019 FIG. 1 depicts a prior art electronic lockbox system; 
0020 FIG. 2 depicts a prior art showing management sys 
tem; 
0021 FIG. 3A depicts one embodiment of transmitting 
showing appointment data directly to the electronic lockbox; 
0022 FIG. 3B depicts one embodiment of transmitting 
showing appointment data directly to the electronic lockbox, 
whereby the electronic lockbox is powered by a bridge/relay 
device (e.g., computer, wireless LAN access point, etc.); 
0023 FIG. 3C depicts one embodiment of logic for trans 
mitting showing appointment data from the showing manage 
ment system to the electronic lockbox; 
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0024 FIG. 4A depicts one embodiment of transmitting 
showing appointment data directly to the electronic key 
device; 
0025 FIG. 4B depicts one embodiment of transmitting 
showing appointment data directly to the electronic key 
device coupled to a cradle device, whereby the cradle device 
may be a bridge/relay device; 
0026 FIG. 4C depicts one embodiment of logic for trans 
mitting showing appointment data from the showing manage 
ment system to the electronic key device; 
0027 FIG. 5 depicts one embodiment of transmitting 
showing appointment data from the showing management 
system indirectly to the electronic lockbox and/or electronic 
key device, via a third party server System (e.g., electronic 
lockbox and electronic key device vendor); 
0028 FIG. 6A depicts one embodiment of transmitting 
showing appointment data from the showing management 
system to a third party server system; 
0029 FIG. 6B depicts one embodiment of transmitting 
showing appointment data from the showing management 
system to a third party server system via a push mechanism; 
0030 FIG. 6C depicts one embodiment of transmitting 
showing appointment data from the showing management 
system to a third party server system via a pull mechanism; 
0031 FIG. 7A depicts one embodiment of transmitting 
showing appointment data from the third party server system 
directly to the electronic lockbox: 
0032 FIG. 7B depicts one embodiment of transmitting 
showing appointment data from the third party server system 
to the electronic lockbox, whereby the electronic lockbox is 
powered by a bridge/relay device (e.g., computer, wireless 
LAN access point, etc.); 
0033 FIG. 7C depicts one embodiment of logic for trans 
mitting showing appointment data from the third party server 
system to the electronic lockbox; 
0034 FIG. 8A depicts one embodiment of transmitting 
showing appointment data from the third party server system 
directly to the electronic key device; 
0035 FIG. 8B depicts one embodiment of transmitting 
showing appointment data from the third party server system 
to the electronic key device coupled to a cradle device, 
whereby the cradle device may be a bridge/relay device; 
0036 FIG. 8C depicts one embodiment of logic for trans 
mitting showing appointment data from the third party server 
system to the electronic key device; 
0037 FIG.9 depicts one embodiment of logic inside the 
electronic lockbox for controlling access when the showing 
appointment data is available at the electronic lockbox; 
0038 FIG. 10 depicts one embodiment of logic inside the 
electronic key device for controlling access when the show 
ing appointment data is available at the electronic key device; 
0039 FIG. 11 depicts another embodiment of logic inside 
the electronic key device for controlling access when the 
showing appointment data is available at the electronic key 
device; 
0040 FIG. 12 depicts one embodiment of logic inside the 
electronic key device and/or the electronic lockbox for time 
synchronization of the device; 
0041 FIG. 13 depicts one embodiment of logic inside the 
showing management system for preprocessing data from an 
electronic lockbox; 
0042 FIG. 14 depicts one embodiment of logic inside the 
showing management system for matching a lockbox ID with 
a Listing ID, when the Listing ID is missing from electronic 
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lockbox access data records when the showing management 
system is processing a batch of electronic lockbox access data 
records; 
0043 FIG. 15 depicts one embodiment of logic inside the 
showing management system to determine values for an 
approximately normal distribution by computing time inter 
vals; 
0044 FIG. 16 depicts one embodiment of logic for match 
ing Listing ID and Lockbox ID using a predetermined confi 
dence level; 
004.5 FIG. 17 depicts a table of cumulative probabilities 
for a standard normal distribution; and 
0046 FIG. 18 depicts a probability density graph based on 
a given set of data. 

DETAILED DESCRIPTION OF THE 
ILLUSTRATED EMBODIMENT 

0047. The disclosed invention provides for improved 
functionality and management of electronic lockboxes 103 
and electronic key devices 104 by integrating an electronic 
lockbox system (see FIG. 1) with a showing management 
system (see FIG. 2). 

Automatic Access Control 

0048 One aspect of this invention is automatic access 
control to an electronic lockbox 103 utilizing scheduled 
showing appointment data maintained by the showing man 
agement system 100, whereby the scheduled showing 
appointment data is transmitted to the associated electronic 
lockbox 103 and/or electronic key device 104. The electronic 
lockbox 103 will open only when the actual access time is 
within the scheduled showing appointment time, whereby the 
showing appointment time is the time range within which 
lockbox access is granted to a particular Showing Agent ID. 
The following example illustrates this access control: 
0049 Showing agent Smith with the Showing Agent ID 
534 uses the showing management system 100 to schedule a 
showing appointment for the property with the Listing ID 
1234 on Jan. 11, 2008 between 10:00AM and 11:00 AM. The 
actual showing appointment time may begin some time 
before 10:00 AM (X) and end some time after 11:00 AM (Y) 
on Jan. 11, 2008. The value for X and Y can be fixed values 
across the systems or could vary, for example, depending on 
individual showing appointments, different showing man 
agement systems, markets, properties, lockboxes, etc. The 
showing management system 100 also stores the Showing 
Agent ID of the showing agent authorized to access the elec 
tronic lockbox 103. The showing appointment time, the 
Showing Agent ID, and other data jointly constitutes showing 
appointment data. The showing management system 100 then 
transmits the showing appointment data to the electronic 
lockbox 103 that is assigned to the Listing ID for which the 
appointment was made. Assuming, that in the above example 
the value for X has been set to 30 minutes and the value forY 
has been set to 15 minutes, the agent corresponding to Show 
ing Agent ID 534 will not be able to access the lockbox 103 
associated with the Listing ID 1234 before 9:30 AM and after 
11:15 AM on Jan. 11, 2008. Furthermore, in this example, 
only the showing agent with the Showing Agent ID 534 will 
be allowed access to the lockbox 103 between 9:30 AM and 
11:15 AM on Jan. 11, 2008. 
0050. In another embodiment of this invention the show 
ing management system could allow for an assignment of a 

Sep. 3, 2009 

plurality of showing agents, i.e., Showing Agent IDs, to a 
particular scheduled showing appointment, thus allowing for 
parallel and/or overlapping appointments and access by more 
than one showing agent. In this case, all the assigned agents 
form a team. A team may consist of two or more members and 
the team members can represent each other in the sense of 
scheduling appointments and showing properties. The infor 
mation that a plurality of agents with different respective 
Showing Agent IDs are a team may be provided by the respec 
tive agents, offices, brokerage, MLS or other entities. The 
showing management system is further able to define and 
manage teams of showing agents. 

Transmission of Showing Appointment Data 

0051. With regard to the transmission of the showing 
appointment data to the electronic lockbox, there are many 
different possible embodiments. In one embodiment, shown 
in FIG. 3A, the showing management system 100 transmits 
the showing appointment data directly to the electronic lock 
box. 103 that has been assigned to the property for which the 
showing has been scheduled. In this embodiment, the speci 
fication of the electronic lockbox 103 needs to include at least 
a power source, such as a battery, an internal controller, an 
accurate timer which may be capable of synchronization with 
a time server, and a storage medium for storing showing 
appointment data and the lockbox's own unique ID. In this 
embodiment, the electronic lockbox 103 is further capable to 
connect to remote servers, such as those associated with a 
showing management system 100, over a wireless communi 
cations network. The electronic lockbox 103 may also be 
capable to send and receive encrypted data, including 
encrypted showing appointment data. The wireless connec 
tion between the lockbox 103 and the showing management 
system 100 may be permanent or only temporary following 
an activation request. A wired connection may also be imple 
mented but appears to be of limited practicality for portable 
electronic lockboxes. 

0052 FIG. 3B shows another embodiment where the 
showing management system 100 transmits the showing 
appointment data directly to the electronic lockbox 103 that 
has been assigned to the property for which the showing has 
been scheduled. However, in this embodiment, the electronic 
lockbox 103 is operatively coupled to and powered by a 
powered bridge/relay device 103A, capable of receiving and 
transmitting data. The bridge/relay device 103A could be, for 
example, a computer, a wireless LAN access point, etc. The 
bridge/relay device 103A is operatively coupled to the elec 
tronic lockbox 103 via a wired or wireless communications 
link. 

0053 FIG. 3C shows a possible sequence of steps for 
transmitting showing appointment data from the showing 
management system 100 directly to the electronic lockbox 
103. Upon request, the electronic lockbox 103 establishes a 
connection to a server of the showing management system 
100. The electronic lockbox 103 then requests from the show 
ing management system 100 all showing appointment data 
for the property associated with the requesting electronic 
lockbox 103. The showing appointment data for the property 
associated with the electronic lockbox 103 is then transmitted 
from the showing management system 100 to the electronic 
lockbox 103 via the communications link. The transmitted 
showing appointment data is then stored in a storage medium 
inside the electronic lockbox 103. 
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0054. In another embodiment, shown in FIG. 4A, the 
showing management system 100 transmits the showing 
appointment data directly to an electronic key device 104 that 
has been assigned to the showing agent who is scheduled to 
show the property to which the transmitted showing appoint 
ment data pertains to. In this embodiment, the specification of 
the electronic key device 104 needs to include at least, but is 
not limited to, a power Source, an internal controller, an 
accurate timer which may be capable of synchronization with 
a timer server, and a storage medium for storing at least 
showing appointment data, the key device's own unique ID or 
the Showing Agent ID who uses the key device 104. In this 
embodiment, the electronic key device 104 is further capable 
to connect to remote servers, such as those associated with a 
showing management system 100, over a wireless communi 
cations network. The electronic key device 104 may also be 
capable to send and receive encrypted data, including 
encrypted showing appointment data. The wireless connec 
tion between the key device 104 and the showing manage 
ment system 100 may be permanent or only temporary fol 
lowing an activation request. A wired connection may also be 
implemented but appears to be of limited practicality for 
portable electronic key devices. 
0055 FIG. 4B shows another embodiment where the 
showing management system 100 transmits the showing 
appointment data directly to the electronic key device 104 
that has been assigned to the showing agent who is scheduled 
to show the property to which the transmitted showing 
appointment data pertains to. However, in this embodiment, 
the electronic key device 104 is operatively coupled to a 
powered bridge/relay device 104A, which may also be 
capable of receiving and transmitting data. The bridge/relay 
device 104A is operatively coupled to the electronic key 
device 104 via a wired or wireless communications link. 
0056 FIG. 4C shows a possible sequence of steps for 
transmitting showing appointment data from the showing 
management system 100 directly to the electronic key device 
104. Upon request, the electronic key device 104 establishes 
a connection to a server of the showing management system 
100. The electronic key device 104 then requests from the 
showing management system 100 all showing appointment 
data for the property associated with the requesting showing 
agent using the electronic key device 104. The showing 
appointment data for the requesting showing agent is then 
transmitted from the showing management system 100 to the 
electronic key device 104 via a communications link. The 
transmitted showing appointment data is then stored in a 
storage medium inside the electronic key device 104. 
0057 FIG. 5 depicts an alternate embodiment, where 
instead of transmitting showing appointment data from the 
showing management system 100 directly to the electronic 
lockbox 103 and/or the electronic key device 104, the show 
ing appointment data could be transmitted via a third party 
system 200, e.g., the electronic lockbox management system 
of the electronic lockbox and/or electronic key device ven 
dor). 
0058 FIG. 6A depicts one embodiment of transmitting 
showing appointment data from the showing management 
system 100 to a third party system 200 via a wired or wireless 
communications link. The transmission of showing appoint 
ment data in FIG. 6A may be accomplished through either a 
pull or a push mechanism. 
0059 FIG. 6B shows one embodiment of transmitting 
showing appointment data via a push mechanism, whereby 
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the showing management system 100 requests to connect to 
the third party system 200 and after the connection is estab 
lished, uploads, i.e., transmits, the showing appointment data 
from the showing management system 100 to the third party 
system 200. The transmitted showing appointment data is 
then stored on the third party system 200. 
0060 FIG. 6C shows one embodiment of transmitting 
showing appointment datavia a pull mechanism, whereby the 
third party system 200 requests to connect to the showing 
management system 100 and after the connection is estab 
lished, downloads, i.e., receives, the showing appointment 
data from the showing management system 100 to the third 
party system 200. The transmitted showing appointment data 
is then stored on the third party system 200. 
0061. Once the showing appointment data is stored on the 
third party system 200 it must be transmitted to the electronic 
lockbox 103 and/or the electronic key device 104. FIG. 7A 
shows one embodiment of transmitting the showing appoint 
ment data from the third party system 200 directly to the 
electronic lockbox 103 via a communications link. FIG. 7B 
shows another embodiment where the third party system 200 
transmits the showing appointment data directly to the elec 
tronic lockbox 103 that has been assigned to the property for 
which the showing has been scheduled. However, in this 
embodiment, the electronic lockbox 103 is operatively 
coupled to, and potentially powered by, a powered bridge/ 
relay device 103A, capable of receiving and transmitting 
data. The bridge/relay device 103A could be, for example, a 
computer, a wireless LAN access point, etc. The bridge/relay 
device 103A is operatively coupled to the electronic lockbox 
103 via a wired or wireless communications link. 
0062 FIG. 7C shows a possible sequence of steps for 
transmitting showing appointment data from the third party 
system 200 directly to the electronic lockbox 103. Upon 
request, the electronic lockbox 103 establishes a connection 
to a server of the third party system 200. The electronic 
lockbox 103 then requests from the third party system 200 all 
showing appointment data for the property associated with 
the requesting electronic lockbox 103. The showing appoint 
ment data for the property associated with the electronic 
lockbox 103 is then transmitted from the third party system 
200 to the electronic lockbox 103 via the communications 
link. The transmitted showing appointment data is then stored 
in a storage medium inside the electronic lockbox 103. 
0063 FIG. 8A shows one embodiment of transmitting the 
showing appointment data from the third party system 200 
directly to the electronic key device 104 via a communica 
tions link. FIG. 8B shows another embodiment where the 
third party system 200 transmits the showing appointment 
data directly to the electronic key device 104 that has been 
assigned to the showing agent who is scheduled to show the 
property to which the transmitted showing appointment data 
pertains to. However, in this embodiment, the electronic key 
device 104 is operatively coupled to a powered bridge/relay 
device 104A, which may also be capable of receiving and 
transmitting data. The bridge/relay device 104A is opera 
tively coupled to the electronic key device 104 via a wired or 
wireless communications link. 
0064 FIG. 8C shows a possible sequence of steps for 
transmitting showing appointment data from the third party 
system 200 directly to the electronic key device 104. Upon 
request, the electronic key device 104 establishes a connec 
tion to a server of the third party system 200. The electronic 
key device 104 then requests from the third party system 200 
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all showing appointment data for the property associated with 
the requesting showing agent using the electronic key device 
104. The showing appointment data for the requesting show 
ing agent is then transmitted from the third party system 200 
to the electronic key device 104 via a communications link. 
The transmitted showing appointment data is then stored in a 
storage medium inside the electronic key device 104. 

Controlling Lockbox Access 
0065. Once the showing appointment data is available at 
the electronic lockbox 103, the actual access to lockbox 103 
is controlled by a logic executed inside the electronic lockbox 
103. FIG.9 shows a possible sequence of steps for controlling 
access when the showing appointment data is available at the 
electronic lockbox 103. In this embodiment, the logic inside 
the electronic lockbox 103 compares the current date and 
time of the internal timer and the Showing Agent ID of the 
showing agent attempting to access the lockbox 103 with the 
stored showing appointment data. As noted above, the show 
ing appointment time comprises a time range/interval that 
may included a predetermined period of time before and after 
the actual showing appointment time as well as the Showing 
Agent ID of the showing agent for whom the appointment 
was made. In case the showing appointment was made for a 
plurality of showing agents or the showing management sys 
tem has defined a team of showing agents, each of the corre 
sponding Showing Agent IDs would also be included in 
showing appointment data. If the accessing Showing Agent 
ID and the current access time match the stored showing 
appointment data, the lockbox 103 will grant access. 
0066 Alternatively, the showing appointment data may be 
available at the electronic key device 104. FIG. 10 shows an 
embodiment where the actual access to the lockbox 103 is 
controlled by logic executed inside the electronic key device 
104. In this embodiment, the electronic key device 104 con 
nects to the electronic lockbox 103 via a communications 
link. The key device 104 then determines the Lockbox ID and 
the Listing ID this particular lockbox is presently assigned to 
from data that is stored on a storage device inside the elec 
tronic lockbox 103. The logic inside the key device 104 then 
determines if the showing agent with a particular Showing 
Agent ID has a scheduled appointment for the Listing ID 
stored on the electronic lockbox 103 by comparing the List 
ing ID with the one that is part of the showing appointment 
data stored inside the key device 103. If the Listing ID 
matches, the logic inside the key device 104 compares the 
current date and time of the internal timer with the stored 
showing appointment data. As noted above, the showing 
appointment data comprises a time range/interval that may 
include a predetermined period of time before and after the 
actual showing appointment time as well as the Showing 
Agent ID of the showing agent for whom the appointment 
was made. In case the showing appointment was made for a 
plurality, i.e., team of showing agents, each of the correspond 
ing Showing Agent IDS would also be included in showing 
appointment data. If the current access time matches the 
stored showing appointment time, the lockbox 103 will grant 
aCCCSS, 

0067 FIG. 11 shows another possible sequence of steps 
where the actual access to the lockbox 103 is controlled by 
logic executed inside the electronic key device 104. In this 
embodiment, the electronic key device 104 connects to the 
electronic lockbox 103 via a communications link. The key 
device 104 then determines the Lockbox ID and the Listing 
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ID this particular lockbox is presently assigned to from data 
that is stored on a storage device inside the electronic lockbox 
103. The logic inside the key device 104 then determines if the 
showing agent with a particular Showing Agent ID has a 
scheduled appointment for the Listing ID stored on the elec 
tronic lockbox 103, by comparing the Listing ID with the one 
that is part of the showing appointment data stored inside the 
key device 103. If the Listing ID matches, the key device 104 
transmits the showing appointment data to the lockbox 103. 
Then, logic inside the lockbox 103 compares the current date 
and time of the internal timer with the showing appointment 
data. As noted above, the showing appointment data com 
prises a time range/interval that may include a predetermined 
period of time before and after the actual showing appoint 
ment time as well as the Showing Agent ID of the showing 
agent for whom the appointment was made. In case the show 
ing appointment was made for a plurality, i.e., team of show 
ing agents, each of the corresponding Showing Agent IDs 
would also be included in showing appointment data. If the 
current access time matches the stored showing appointment 
time, the lockbox 103 will grant access. 

Time Synchronization 
0068 Reliable lockbox access control based on predeter 
mined showing appointment data requires an accurate inter 
nal timer inside the electronic lockbox 103 and/or the elec 
tronic key device 104 to ensure that access is actually granted 
during the predetermines showing times. Systems and meth 
ods to synchronize internal timing devices are widely known 
in the art. FIG. 12 shows just one of many possible sequences 
of steps the electronic lockbox 103 and/or the electronic key 
device 104 may execute to synchronize their internal timers. 
In this embodiment, the electronic lockbox 103 and or the 
electronic key device 104 will establish a connection to a 
remote server via a communications link, whereby the remote 
server will synchronize the internal timer. 

Matching Lockbox ID with Listing ID 
0069. The showing management system of this invention 
further programmatically matches a specific electronic lock 
box with a specific Listing ID. As noted above, most elec 
tronic lockboxes are capable of storing access data, which 
may include, but are not limited to, Lockbox ID. Showing 
Agent ID. Access Date and Time, Listing ID, etc. However, 
electronic lockboxes are only temporarily “assigned to a 
specific property, i.e., they are constantly moved from one 
listed property to the next and the seller's agent or listing 
office personnel is required to manually enter both the unique 
Lockbox ID and the Listing ID into the a database or other 
means of tracking the lockbox's location whenever it is 
moved to a new property. However, many times this manual 
assignment is not completed by the agents or listing offices 
resulting in an incomplete lockbox access data record. A 
lockbox access data record where the Listing ID is missing 
may be formatted as below: 

Ac- Showing 
cess Lockbox Listing Access Access Agent Showing 
Event ID ID Date Time Key ID Agent ID 

L1 3453 n.a. Jan. 11, 9:40 AM 7655 566 
2008 
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0070 Prior art showing management services, such as 
ShowingTimeTM's Showing DeskTM software (see U.S. Pat. 
No. 6,973,432) allows real estate professionals, especially 
listing and showing agents, to schedule an appointment for a 
showing. A typical showing appointment data record stored 
in the showing management system's database may contain, 
but is not limited to, the data fields shown in the table below. 

Listing ID Showing Date Showing Time Showing Agent ID 

1234 Jan. 4, 2008 9:45AM 566 
1234 Jan. 4, 2008 3:00 PM 582 

0071. The showing management system of this invention 
compares available lockbox access records with the stored 
showing time appointment data records and programmati 
cally matches a Listing ID to a Lockbox ID. 

Optional Preprocessing of Imported Lockbox Access 
Records 

0072. In order to process the lockbox access records, they 
must be imported into the showing management system's 
database. In one embodiment the lockbox access records 
stored in the electronic lockboxes are transmitted via a com 
munications link between the electronic lockbox and the 
showing management system's servers coupled to the show 
ing management system's database. An imported lockbox 
access record from a particular electronic lockbox may look 
like the table below. 

Show 
Ac- Lock- List- ing 
cess box ing Access Access Agent Showing 
Event ID ID Date Time Key ID Agent ID 

L1 3453 1234 Jan. 11, 2008 9:40 AM 7655 566 
L2 3453 n.a. Jan. 11, 2008 3:10 PM 8224 582 
L3 3453 n.a. Jan. 12, 2008 11:12 AM 7655 566 
LA 3453 1234 Jan. 14, 2008 2:58PM 4357 226 
L5 3453 1234 Jan. 15, 2008 10:05AM 7790 733 

0073. In the table above, recorded Access Events L2 and 
L3 do not list Listing IDS. If desired the showing management 
system may perform preprocessing of the lockbox access 
record of a particular lockbox (here: lockbox with Lockbox 
ID 3453) to automatically fill in the missing Listing ID. This 
is designed to cover either of two scenarios: (1) a user has 
inadvertently removed the assignment during the time period 
between events L1 and L4, or (2) the empty entries remain 
after other lockbox assignment steps described elsewhere in 
this disclosure have been done. 
0074 The flowchart of FIG. 13 depicts one possible 
sequence of steps for preprocessing lockbox access records 
from a lockbox having a particular Lockbox ID. The showing 
management system gathers all available lockbox access 
records from one particular lockbox and orders all Access 
Events by Access Date and Access Time in ascending order. 
When an Access Event in the access record does not list a 
Listing ID, the logic will compare the Listing ID recorded for 
the previous Access Event (X) with the first available Listing 
ID in an access event (Y) after this incomplete Access Event. 
If the Listing ID of Access event X and Y are identical, the 
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logic will set the Listing ID for all the incomplete Access 
Events between Access Event XandY to that of Access Event 
X. Accordingly, in the example above, the showing manage 
ment system's logic would automatically set the Listing ID 
for the Access Events L2 and L3 to 1234. 
0075. A similar preprocessing logic may also be used if a 
Listing ID in the lockbox access record is not missing, but 
appear to be erroneous or inconsistent. For example, Access 
Event L2 lists the Listing ID 1243, while the other Access 
Events list the Listing ID 1234. 

Show 
Ac- Lock- List- ing 
cess box ing Access Access Agent Showing 
Event ID ID Date Time Key ID Agent ID 

L1 3453 1234 Jan. 11, 2008 9:40 AM 7655 566 
L2 3453 1243 Jan. 11, 2008 3:10 PM 8224 582 
L3 3453 1234 Jan. 12, 2008 11:12 AM 7655 566 
L4 3453 1234 Jan. 14, 2008 2:58PM 4357 226 

0076. Here, the preprocessing logic would identify the 
Listing ID recorded for L2, i.e., 1243 as being inconsistent, by 
comparing all Listing IDS recorded in the given lockbox 
access record. In the event the preprocessing logic fails to 
deliver an obvious correction with high certainty, the showing 
management system will treat all inconsistent Listing IDS as 
if they were missing all together and will run this modified 
lockbox access record through the matching algorithm 
described below. The system will then compare the results of 
the matching algorithm with the original lockbox access 
record that contains the apparently inconsistent Lockbox IDs. 
If the matched Listing IDs are different from the original 
Lockbox IDs the showing management system will keep the 
Lockbox IDs that resulted from the matching algorithm. 

Matching a Lockbox ID with a Listing ID 

0077 FIG. 14 depicts one embodiment of logic inside the 
showing management system for matching a Lockbox ID 
with a Listing ID, when the Listing ID is missing from elec 
tronic lockbox access data records. Foran Access Event with 
out a Listing ID, the showing management system will ana 
lyze the Showing Agent ID, the Access Date and the Access 
Time recorded for that particular Access Event. The showing 
management system then retrieves the records for all sched 
uled showing appointments associated with the recorded 
Showing Agent ID from the showing management system's 
database. Next, the system will compute the time differences 
between the recorded lockbox Access Date and Access Time 
and the scheduled showing appointment times. If the Access 
Date/Access Time recorded for the particular Access Event 
fall within a scheduled showing appointment's start and end 
time, i.e., less than X minutes before the scheduled showing 
appointment's start time and less then y minutes after the 
scheduled showing appointment's end time, the showing 
management system will assign the Listing ID from this 
matching showing appointment to this Access Event. The 
value for x and y may be determined by an administrator of 
the showing management system, and may depend on many 
factors. When determining values forxandy, it is obvious that 
setting lower values for x and y may result in fewer but more 
accurate Listing ID matches, whereby higher values may 
yield more but less accurate matches. 
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0078. The logic of FIG. 14 is further explained in the 
following example. The following table contains a number of 
scheduled showing appointments. 

Showing Showing Showing Showing 
Appt. Date Time Agent ID Listing ID 

A1 Jan. 11, 2008 3:00 PM 582 1234 
A2 Jan. 11, 2008 3:30 PM 566 5678 
A3 Jan. 11, 2008 4:00 PM 244 1234 
A4 Jan. 11, 2008 5:30 PM 868 1234 

0079 Imported lockbox access records from different 
lockboxes, where the Listing ID was not recorded or is miss 
ing may look like this: 

Access Access Showing Lockbox 
Event Access Date Time Agent ID ID Listing ID 

L1 Jan. 11, 2008 3:10 PM 582 9001 Ila. 
L2 Jan. 11, 2008 3:15 PM 566 90O2 Ila. 
L3 Jan. 11, 2008 3:50 PM 244 9001 Ila. 
L4 Jan. 11, 2008 5:31 PM Ila. 9001 Ila. 

0080 For these sets of data, it is likely that the lockbox 
with the Lockbox ID 9001 is assigned to Listing ID 1234 and 
Lockbox ID 9002 is assigned to Listing ID 5678. 
0081. The following examples will illustrate the applica 
tion of the matching logic shown in FIG. 14. First, Showing 
Appointment A1 for the showing of the property with the 
Listing ID 1234 was set for 3:00 PM for the showing agent 
with ID 582. According to the lockbox Access Event L1, 
Agent ID 582 was accessing Lockbox ID 9001 at 3:10 PM. 
Since the lockbox access by Agent ID 582 occurred at about 
the same time as the appointment was scheduled, i.e., 10 
minutes late, it is likely that the showing agent was accessing 
the property with the Listing ID 1234 using the lockbox with 
the Lockbox ID 9001. Furthermore, for this same reason it is 
unlikely that the other lockboxes in this exemplary Iockbox 
access record match with Listing ID 1234 or that any other 
Listing ID is associated with Lockbox ID 9001. 
0082 Second, Showing Appointment A2 for the showing 
of the property with the Listing ID 5678 was set for 3:30 PM 
for the showing agent with ID 566. According to the lockbox 
Access Event L2, Agent ID 566 was accessing Lockbox ID 
9002 at 3:15 PM. Since the lockbox access occurred by Agent 
ID 566 at about the same time as the appointment was sched 
uled, i.e., 15 minutes early, it is likely that the showing agent 
was accessing the property with the Listing ID 5678 using the 
lockbox with Lockbox ID 9002. Furthermore, for this same 
reason it is unlikely that the otherlockboxes in this exemplary 
lockbox access record match with Listing ID 1234 or that any 
other Listing ID is associated with Lockbox ID 9002. 
0083. Third, Showing Appointment A3 was set for a 4:00 
PM showing of Listing ID 1234 by the agent having Agent ID 
244. According to the lockbox Access Event L3, Agent ID 
244 was accessing Lockbox ID 9001 at 3:50 PM. Since the 
lockbox access occurred by the agent having Agent ID 244 at 
about the same time as the appointment was scheduled, i.e., 
10 minutes early, it is likely that the agent was accessing the 
property with the Listing ID 1234 using the lockbox with 
Lockbox ID 9001. Furthermore, for this same reason it is 
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unlikely that the other lockboxes match Listing ID 1234 or 
that any other Listing ID is associated with Lockbox ID 9001. 
I0084 Finally, this logic is also capable to determine the 
Showing Agent ID for a recorded Access Event, should that 
data be absent from the record. In the table above, the Show 
ing Appointment A4 for a showing of Listing ID 1234 by 
Agent ID 868 was set for 5:30 PM. According to the lockbox 
Access Event L4, Lockbox ID 9001 was accessed by an 
unidentified showing agent at 5:31 PM. Since the lockbox 
access occurred at about the same time as the appointment 
was scheduled, i.e., 1 minute late, it is likely that the showing 
agent that was accessing the lockbox was the showing agent 
with Showing Agent ID 868 and that the associated property 
has the Listing ID 1234. 

Improved Matching 

I0085 While the aforementioned matching algorithm is 
easy to implement and is reasonably efficient, there is no 
guarantee that the matches generated by the algorithm are 
correct. For example, in the likely case where multiple show 
ings occur simultaneously, and multiple fields are uncertain, 
the above algorithm will not generate accurate matches. 
Therefore, another aspect of this invention is the use of an 
improved matching algorithm incorporating statistical meth 
ods to generate an acceptable level of confidence. Cumulative 
probabilities for a standard normal distribution table are 
shown in FIG. 17. 
I0086 FIG. 15 depicts one embodiment of logic for match 
ing a Listing ID with a Lockbox ID by establishing a “normal 
distribution.” For an Access Event without a Listing ID, the 
showing management system will analyze the Showing 
Agent ID, the Access Date and the Access Time recorded for 
that particular Access Event. The showing management sys 
tem then retrieves all scheduled showing appointments asso 
ciated with that Showing Agent ID for the same date as the 
recorded Access Date with the missing Listing ID. Next, the 
system will compute the smallest time difference between the 
recorded lockbox Access Date/Access Time and all sched 
uled showing appointments for that particular Showing Agent 
ID on that particular Access Date. 
I0087. When calculating the time difference/interval, the 
following algorithm is applied. When the recorded lockbox 
Access Time is before the scheduled appointment's start time, 
then the appointment start time is subtracted from the lockbox 
Access Time. When the recorded lockbox Access Time is 
after a scheduled appointment's end time, the appointment's 
end time is subtracted from the recorded lockbox Access 
Time. When the recorded lockbox Access Time is between 
the appointment's start and end time, then the time interval is 
set to 0 (zero). The smallest time intervals are then entered 
into a new interval data set. This interval data set is approxi 
mately a normal distribution. 
I0088 FIG. 18 is a graph depicting a probability density 
curve demonstrating the approximately normal distribution 
based on a given set of data. Here, the given set of data 
includes a mean of m=7.965079365, and a standard deviation 
of s=51.93862147, whereby the horizontal axis shows the 
Smallest time intervals in minutes. 
0089 Let X stand for the normal random variable of these 
intervals, whose values are this data set and P stand for the 
cumulative probability. By utilizing the technique of stan 
dardizing a normal distribution, Z=(X-m)/s, and the table of 
Cumulative Probabilities for a Standard Normal Distribution 
(see FIG. 17), we can establish the relationship between con 
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fidence intervals and probabilities. The following small table 
lists several value pairs of this relationship. A more refined 
table with many more entries or a formula approach may be 
used in an actual implementation. 

Confidence interval 
mathematical 
representation 

Confidence interval value 
representation in minutes 

Probability or 
confidence level 

m 0.667 *s -26.67798116 to 42.60813989 SO% 
m 1.0 *s -43.973S4211 to 59.90370O84 68% 
m 1.645 *s -77.47395.295 to 93.404111.68 90% 
m 1.96S -93.8346.1872 to 109.7647774 95% 
m 2.58 *s -126.03.6564 to 141.9667228 99% 

0090. For example, one value from the above computed 
data set is 90 minutes. In the table above, the smallest range 
the value 90 falls in is -77.47395.295 to 93.40411168. 
Accordingly, we can say that we are 90% confident that the 
match between the lockbox access record and showing 
appointment record is accurate. FIG. 26 depicts one embodi 
ment of logic to matcha Listing ID with a Lockbox ID and to 
determine the confidence level of the accuracy of the match. 
0091 To further enhance the accuracy of the matches it 
should further be considered that the approximate normal 
distribution curve's properties, mean and standard deviation 
may vary based on the underlying data set. There are many 
approaches to utilize this technique. One way is to categorize 
the lockbox access records by real estate agency offices, 
groups of offices (based on specific criteria, such as, for 
example, geographical location, real estate professional asso 
ciation, etc.), all offices, or other criteria. After having com 
puted the mean and standard deviation for each category, it is 
applied to lockbox access records with missing Listing IDS 
that belong to the same category. 

Matching Based on Multiple Showing Agents 

0092. The aforementioned matching is based on only one 
lockbox access record. By itself, this can be inaccurate and/or 
impossible to use for matching. For example, the disclosed 
matching algorithm cannot be used at all or will be highly 
inaccurate if: 1) there are no showing appointments in the 
showing management's database that are associated with the 
Showing Agent ID recorded in the lockbox access record, 2) 
even the smallest computed time difference between the 
recorded lockbox Access Date/Access Time and all sched 
uled showing appointments for that particular Showing Agent 
ID on that particular Access Date is still too large (i.e., outside 
the normal distribution), or 3) Some other irregularity occurs. 
Such an incomplete lockbox access record prior to matching 
efforts may look like this: 

Access Access Showing Lockbox Listing 
Event Access Date Time Agent ID ID ID 

L1 Jan. 11, 2008 9:29 AM 582 9001 Ila. 
L2 Jan. 12, 2008 4:00 PM 566 9001 Ila. 

0093 Based on the aforementioned matching, different 
Listing IDs might be determined for these two Access Events. 
These two Access Events are presented as an example. There 
might be multiple records from the same Lockbox ID. When 
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different Listing IDs are found for access records for the same 
Lockbox ID, there are two scenarios. First, the Access Events 
are timely ordered: 

Access Access Showing Lockbox Listing 
Event Access Date Time Agent ID ID ID 

L1 Jan. 13, 2008 9:29 AM 566 3453 123 
L2 Jan. 14, 2008 4:00 PM 765 3453 123 
L3 Jan. 15, 2008 4:00 PM S4 3453 234 
LA Jan. 16, 2008 4:00 PM 434 3453 234 
LS Jan. 17, 2008 4:00 PM 543 3453 456 

0094 For example, the lockbox access record above con 
tains Listing IDs 123, 234 and 456. If the access events are 
grouped by Listing IDs, these Subgroups are intimely sequen 
tial order. It can be assumed that the match is accurate and that 
the lockbox with Lockbox ID 3453 was indeed used on dif 
ferent properties (i.e., was associated with different Listing 
IDs). 
0.095. In the second scenario the Access Events in a lock 
box access record are not timely ordered: 

Access Access Showing Lockbox Listing 
Event Access Date Time Agent ID ID ID 

L1 Jan. 13, 2008 9:29 AM 566 3453 123 
L2 Jan. 14, 2008 4:00 PM 765 3453 123 
L3 Jan. 13, 2008 4:00 PM 54 3453 234 
LA Jan. 16, 2008 4:00 PM 434 3453 234 
LS Jan. 17, 2008 4:00 PM 543 3453 456 

0096. Note that in the example above Access Event L3 is 
not in timely order. There are many possible ways to process 
these “noise' cases and a variety of factors to consider, 
whereby the results can vary dramatically. One possible way 
to approach these “noise' cases is to consider the computed 
confidence level for each matching. When in conflict, the 
match with highest computed confidence level should over 
write possible matches with lower confidence levels. For 
example, if the computed confidence level for Access Event 
L2 is 87% and the computed confidence level for Access 
Event L3 is only 13%, then it is far more accurate if the system 
assigns Listing ID 123 to Access Event L3 instead of Listing 
ID 234. 

Utilizing Historic Lockbox Access Data to Improve 
Matching Accuracy 

0097. The showing management system may not have 
available all lockbox access data when performing the dis 
closed matching algorithm. This may be the case when the 
lockbox access data are not promptly transmitted to the show 
ing management system. Therefore the matching algorithm 
may be performed repeatedly to improve the matching accu 
racy. Each time the algorithm is performed, it will have avail 
able more lockbox access data for processing than before. 
Accordingly, the more historic lockbox access data are avail 
able for processing, the more accurate the resulting matches 
are and it will be possible to assign most of the lockboxes (i.e., 
Lockbox IDs) to Listing IDs without having to rely on a 
constant availability of up to date lockbox access data. 

The Showing Agent is not the Agent who Scheduled 
the Showing Appointment 

0098. According to the disclosed matching algorithm, a 
recorded Access Event should match a scheduled showing 
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appointment for the accessed property (i.e., Listing ID). How 
ever, there may be instances where the showing agent is not 
the same agent for whom a showing appointment was sched 
uled. In other words, a showing agent with a Showing Agent 
ID different from the one that was scheduled access the lock 
box. There are two possible scenarios. 
0099 First, the Access Event is the intended showing of 
the appointment. In this case, the accessing showing agent 
and the agent for whom the showing appointment was made 
form a team. A team may consist of two or more members and 
the team members can represent each other in the sense of 
scheduling appointments and showing properties. The infor 
mation that a plurality of agents with different respective 
Showing Agent IDs are a team can be provided by the respec 
tive agents, offices, brokerage, MLS or other entities. The 
showing management system is further capable of defining 
and managing teams of showing agents. To allow for accurate 
matching in cases like this, the disclosed matching algorithm 
must be able to treat a plurality of different Showing Agent 
IDS as one, when processing lockbox access records and 
showing time appointment records. The algorithm is required 
to be resilient to this situation. It does so by cumulatively 
building the probability prior to the final assignment. 
0100 Second, the Access Event is not the intended show 
ing of the appointment. In this case, the disclosed matching 
algorithm cannot produce a match. However, the “Refine 
lockbox data process' described below, could assign a Listing 
ID to this lockbox Access Event. 

Repeated Matching 
0101. It is very likely that the result of a matching process 

is not accurate. For example, one result might look like what 
is described in the following table, assuming any “noise' or 
conflicts have been resolved. 

Confidence 
Access Lockbox Listing Access Level of 
Event ID ID Access Date Time Match 

L1 3453 123 Jan. 3, 2008 11:29 AM Listing ID 
present 

L2 3453 123 Jan. 3, 2008 2:00 PM. O.9 
L3 3453 n.a. Jan. 10, 2008 2:00 PM O 

(no match) 
L4 3453 234 Jan. 18, 2008 1:00 PM. O.7 
LS 3453 234 Jan. 20, 2008 3:00 PM. O.8 
L6 3453 456 Jan. 24, 2008 4:00 PM Listing ID 

present 

0102 Ratings can be established on a result of a matching 
process. One rating may be the sum of these confidence 
levels. In this example, the rating would be 0.9+0.0+0.7+0. 
8–2.4. The next table is the result of a subsequent matching 
process. 

Ac- Confidence 
cess Lockbox Listing Access Level of 
Event ID ID Access Date Time Match 

L1 3453 123 Jan. 3, 2008 11:29 AM Listing ID 
present 

L2 3453 123 Jan. 3, 2008 2:00 PM. O.9 
L3 3453 n.a. Jan. 10, 2008 2:00 PM O 

(no match) 
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-continued 

Ac- Confidence 
cess Lockbox Listing Access Level of 
Event ID ID Access Date Time Match 

L4 3453 234 Jan. 18, 2008 1:00 PM. O.7 
LS 3453 456 Jan. 20, 2008 3:00 PM. O.9 
L6 3453 456 Jan. 24, 2008 4:00 PM Listing ID 

present 

0103) In this case, the rating for this matching process is 
0.9+0.0+0.7+0.9–2.5. When comparing the two ratings, i.e., 
2.4 and 2.5, the rating of 2.5 is higher and the system should 
accept the matching results of the matching process with the 
higher rating. 

Improved Rating for Match Results 

0104. In the last two tables above, the Access Date of 
Access Event L5 is closer to the Access Date of L4 than to the 
Access Date of L6. The match ratings are further improved by 
assigning a bigger weight to the matching results of the first 
table. There are many different ways to assign weights. One 
possible way is 1/n, whereby n is the sum of 1 and the number 
of days between the Access Event of the matched Access 
Event and the previous or Subsequent Access Event, which 
ever is closer. If the previous or subsequent Access Event 
doesn’t have the same Listing ID as the matched Access 
Event, then n is set to a fixed number. The appropriate value 
for n may be the number of unassigned lockboxes in the set of 
possible lockboxes. In this example, the value for n is n=365. 
Based on this improvement, the new ratings would be 0.91/ 
1+0.0+0.71/365+0.8*1/3=1.168584 and 0.9*1f1 +0.0+0. 
7*1/365+0.85*1/5=1071918. Based on this adjusted rating, 
the result of the first matching is a better one. 

No Scheduled Showing Appointment Data 

0105. There may be a recorded lockbox Access Event 
though no showing appointment was scheduled. This is par 
ticularly common on vacant properties. Since there is no 
scheduled showing appointment for the lockbox, the lockbox 
cannot be assigned to the property/Listing ID. 

Refine Lockbox Access Data Processing 

0106 Before the lockbox access records are run through 
the disclosed matching algorithm, the records may look like 
this: 

Access Access Showing Lockbox Listing 
Event Access Date Time Agent ID ID ID 

L1 Jan. 13, 2008 9:29 AM 566 3453 Ila. 
L2 Jan. 14, 2008 4:00 PM 765 3453 Ila. 
L3 Jan. 13, 2008 4:00 PM S4 3453 Ila. 
LA Jan. 16, 2008 4:00 PM 434 3453 Ila. 
LS Jan. 17, 2008 4:00 PM 543 3453 Ila. 

0107 After the matching, the records may look like the 
following table. This pattern may be repeated for a large set of 
records. Here Access Events L1, L4 and L5 are now assigned 
to the same Listing ID. 
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Access Access Showing Lockbox Listing 
Event Access Date Time Agent ID ID ID 

L1 Jan. 13, 2008 9:29 AM 566 3453 123 
L2 Jan. 14, 2008 4:00 PM 765 3453 Ila. 
L3 Jan. 13, 2008 4:00 PM S4 3453 Ila. 
LA Jan. 16, 2008 4:00 PM 434 3453 123 
LS Jan. 17, 2008 4:00 PM 543 3453 123 

0108. In this refinement process, the Listing ID 123 was 
assigned to Access Events L2 and L3. The “refinement' logic 
may be similar to the one shown in FIG. 23 (i.e., Preprocess 
ing of lockbox access data). 

Access Access Showing Lockbox Listing 
Event Access Date Time Agent ID ID ID 

L1 Jan. 13, 2008 9:29 AM 566 3453 123 
L2 Jan. 14, 2008 4:00 PM 765 3453 123 
L3 Jan. 13, 2008 4:00 PM S4 3453 123 
LA Jan. 16, 2008 4:00 PM 434 3453 123 
LS Jan. 17, 2008 4:00 PM 543 3453 123 

Team Matching 
0109. In instances where a plurality of showing agents, 

i.e., a showing agent team, is assigned to a particular Listing 
ID, the disclosed logic and matching algorithms may also be 
used to assure correct matching of Listing ID and Showing 
Agent IDs. Like matching individual Showing Agent IDs 
with a Listing ID, the showing management system would 
use the same available showing appointment data and 
imported lockbox access records. The disclosed algorithms 
and methods to improve the matching accuracy would be 
applied repeatedly to account for members joining or leaving 
a team. The matching results may also be used for controlling 
the access to an electronic lockbox. 
0110. The foregoing description of the invention has been 
presented for purposes of illustration and description, and is 
not intended to be exhaustive or to limit the invention to the 
precise form disclosed. The description was selected to best 
explain the principles of the invention and practical applica 
tion of these principles to enable others skilled in the art to 
best utilize the invention in various embodiments and various 
modifications as are Suited to the particular use contemplated. 
It is intended that the scope of the invention not be limited by 
the specification, but be defined by the claims set forth below. 
What is claimed is: 
1. A method for restricting access to a real property, said 

real property including an access control mechanism restrict 
ing access to at least a portion of said real property, the 
method comprising the steps of 

Scheduling for said real property a showing appointment, 
including a showing time period, for at least one show 
ing agent of a plurality of showing agents to access said 
real property during said showing time period, said at 
least one showing agent being associated with a unique 
showing agent identifier; 

storing said showing appointment in a database, said data 
base operatively associated with a showing management 
system; 
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communicating said showing appointment including said 
showing time period and said unique showing agent 
identifier of said at least one showing agent to said 
access control mechanism; and 

restricting access to said real property except for allowing 
said at least one showing agent associated with said 
unique showing agent identifier to access said real prop 
erty during said showing time period. 

2. The method of claim 1 wherein said showing time period 
comprises a start time and one of a duration and an end time. 

3. The method of claim 1 further comprising the step of 
defining a team of showing agents, said team comprising one 
or more showing agent identifiers, and wherein said step of 
scheduling includes Scheduling a showing appointment for at 
least one team. 

4. The method of claim 1 wherein said access control 
mechanism comprises an electronic lockbox. 

5. The method of claim 4 wherein said electronic lockbox 
comprises: 

a battery; 
an accurate timer, coupled to and powered by said battery; 
a locking mechanism, coupled to and powered by said 

battery; 
an external communications port, coupled to and powered 
by said battery; 

a microcontroller, said microcontroller coupled to said 
accurate timer, said locking mechanism, and said exter 
nal communications port, wherein said microcontroller 
receives said showing time period through said external 
communications port, and allows said locking mecha 
nism to open only during said showing time period based 
on said accurate timer. 

6. The method of claim 5 wherein said electronic lockbox 
further comprises a storage device coupled to and powered by 
said battery, and further coupled to said microcontroller, and 
wherein said microcontroller receives said unique showing 
agent identifier of said at least one showing agent through said 
external communications port and stores said showing time 
period and said unique showing agent identifier in said stor 
age device. 

7. The method of claim 6 wherein said external communi 
cations port is a wireless communications port. 

8. The method of claim 1, wherein said access control 
mechanism comprises an electronic lockbox and an elec 
tronic key. 

9. The method of claim 8, wherein said electronic key 
comprises: 

a battery; 
an accurate timer, coupled to and powered by said battery; 
an external communications port, coupled to and powered 
by said battery; 

a microcontroller, said microcontroller coupled to said 
accurate timer, said storage device, said locking mecha 
nism, and said external communications port, wherein 
said microcontroller receives said showing time period 
through said external communications port; and wherein 
said electronic lockbox comprises: 

a battery; 
an accurate timer coupled to and powered by said battery; 
an external communications port coupled to and powered 

by said battery, said communications port adapted to 
communicate with said electronic key: 

a locking mechanism coupled to and powered by said 
battery; and 
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a microcontroller coupled to and powered by said battery, 
and further coupled to said accurate timer, said external 
communications port, and said locking mechanism, 
wherein said microcontroller receives said showing time 
period from said external communications port and 
allows said locking mechanism to open only during said 
showing time period. 

10. The method of claim 9 wherein said electronic lockbox 
further comprises a storage device coupled to and powered by 
said battery, and further coupled to said microcontroller, and 
wherein said external communications port is a wireless com 
munications port, and wherein said microcontroller receives 
said showing appointment through said wireless communi 
cations port and stores said showing appointment in said 
storage device and wherein said microcontroller further 
receives at least one unique showing agent identifier of at least 
one showing agent from said electronic key through said 
wireless communications port and wherein said microcon 
troller allows said locking mechanism to open only during 
said showing time period included in said received showing 
appointment when said unique showing agent identifier 
received from said electronic key matches said at least one 
showing agent identifier included in said received showing 
appointment. 

11. A method for assigning a lockbox to a real property 
comprising the steps of 

attaching said lockbox physically to said real property; 
Scheduling a showing appointment for said real property 

using a showing management system, said showing 
management system generating a record based on said 
showing appointment, said record comprising a showing 
time period, at least one unique showing agent identifier 
for at least one showing agent of a plurality of showing 
agents and an identifier for said real property; 

storing said record in a showing appointment database 
operatively associated with said showing management 
system and containing a plurality of scheduled showing 
appointments; 

accessing said lockbox and recording each access event in 
an access record, each of said access events comprising 
an access time, a unique showing agent identifier corre 
sponding to the accessing showing agent and a lockbox 
identifier corresponding to said lockbox: 

communicating said access record to said showing man 
agement System; 

retrieving from said showing appointment database all the 
Scheduled showing appointments for said recorded 
showing agent identifier and computing a matching one 
of said showing appointments in which said recorded 
access time falls within said Scheduled showing time 
period; and 

assigning the real property identifier associated with said 
matching showing appointment to said lockbox, 
whereby said matching showing appointment is updated 
by adding said lockbox identifier to said lockbox access 
record. 

12. The method of claim 11 wherein said showing time 
period comprises a start time and one of a duration and an end 
time. 

13. The method of claim 11 further comprising the step of 
defining a team of showing agents, said team comprising one 
or more showing agent identifiers, and wherein said step of 
scheduling includes Scheduling a showing appointment for at 
least one team. 
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14. The method of claim 11, wherein said lockbox is an 
electronic lockbox. 

15. The method of claim 14 wherein said electronic lock 
box comprises: 

a battery; 
an accurate timer coupled to and powered by said battery; 
a locking mechanism coupled to and powered by said 

battery; 
an external communications port coupled to and powered 
by said battery; 

a storage device coupled to and powered by said battery; 
a microcontroller coupled to and powered by said battery 

and also coupled to said accurate timer, said locking 
mechanism, and said external communications port, 
wherein said microcontroller stores said access record in 
said storage device and transmits said access record to 
said showing management system using said external 
communications port. 

16. A method for associating a plurality of lockboxes with 
a plurality of real properties comprising the steps of: 

attaching each of said lockboxes physically to a particular 
real property; 

logging a plurality of access events associated with each of 
said lockboxes in an access record, said access events 
each comprising an access time, a unique showing agent 
identifier corresponding to the accessing showing agent, 
and a lockbox identifier corresponding to said lockbox; 

communicating said plurality of access events to a showing 
management System; 

for each access event within said plurality of access events, 
associating said access event with a showing appoint 
ment record, said showing appointment record includ 
ing at least a real property identifier corresponding to a 
particular real property, an access time, and a unique 
showing agent identifier corresponding to the accessing 
showing agent, wherein said step of associating includes 
matching the access time in said access event with the 
access time in said showing appointment record and 
matching the unique showing agent identifier in said 
access event with the unique showing agent identifier in 
said showing appointment record, wherein said step of 
associating further includes stochastically calculating a 
probability that a particular lockbox identifier is associ 
ated with a particular real property identifier based on 
said step of matching; and 

associating a particular lockbox identifier with a particular 
real property identifier when said probability exceeds a 
predetermined value. 

17. The method of claim 16, wherein at least a portion of 
said lockboxes are electronic lockboxes comprising: 

a battery; 
an accurate timer, coupled to and powered by said battery; 
a locking mechanism, coupled to and powered by said 

battery; 
a storage device coupled to and powered by said battery; 
a wireless communications port, coupled to and powered 
by said battery; and 

a microcontroller, said microcontroller coupled to said 
accurate timer, said locking mechanism, said storage 
device, and said wireless communications port, wherein 
said microcontroller receives said showing time period 
through said wireless communications port from said 
showing management system, and allows said locking 
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mechanism to open only during said time period based 
on said accurate timer, and wherein said microcontroller 
stores said access record in said storage device, and 
wherein said method further comprises the step of: ck 

transmitting said access record to said showing manage 
ment system using said wireless communications port. 

c c c 

Page 37 of 37




