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Notice of Noncompliant Supplemental 
Examination Request 

(37 CFR 1.610( d)) 

Application No. 
96/000,367 

Examiner 

N/A 

Patent Under Reexamination 

9373205 

Central Reexamination Unit 
3900 

AIA Status 
No 

The Central Reexamination Unit (CRU) in the United States Patent and Trademark Office (USPTO) has received a request for 
supplemental examination on 26 July 2021. The request cannot be processed, because the below-identified requirements for a 
supplemental examination request have not been satisfied. If a fully compliant request is not received within 15 days of the mailing 
date of this notice, then 1) the processing of the request will be terminated, and 2) the request will not be considered, will not be made 
part of the official record, and will remain closed from public view. A filing date will NOT be assigned to the request until the 
deficiencies noted below are corrected (37 CFR 1.61 0(d)), and the filing date of the request will be the receipt date of the corrected 
request that meets all applicable requirements: 

The following items required by 37 CFR 1.610(a) and (b) are missing: 
D 1. The fee for filing the request, as set forth in 37 CFR 1.20(k)(1 ). 

D 2. The fee for reexamination ordered as a result of a supplemental examination proceeding, as set forth in 37 CFR 1.20(k)(2). 

D 3. The applicable document size fees for non-patent documents as set forth in 37 CFR 1.20(k)(3). Specifically: 

D (i). The fee set forth in 37 CFR 1.20(k)(3)(i) for each non-patent document between 21 - 50 pages in length. 

D (ii). The fee set forth in 37 CFR 1.20(k)(3)(ii) for each additional 50 pages of the non-patent document, or a fraction 
thereof. This fee is charged in addition to the fee under 37 CFR 1.20(k)(3)(i). 

D 4. An identification of the number of the patent for which supplemental examination is requested. 

D 5. A list of the items of information that are requested to be considered, reconsidered or corrected. Where appropriate, the list 
must meet the requirements of§ 1.98(b). 

D 6. A list identifying any other prior or concurrent post-patent Office proceedings involving the patent for which supplemental 
examination is being requested. 

D 7. An identification of each claim of the patent for which supplemental examination is being requested. 

~ 8. A separate, detailed explanation of the relevance and manner of applying each item of information to each claim of the patent 
for which supplemental examination is being requested. 

D 9. A legible copy of the patent for which supplemental examination is requested and a legible copy of any disclaimer or 
certificate issued for the patent. 

D 10. A legible copy of each item of information submitted as part of the request (other than U.S. patents or U.S. patent 
application publications, or items of information that form part of the discussion within the body of the request pursuant to 37 
CFR 1.605(b)), accompanied by an English language translation of all the necessary and pertinent parts of any non-English 
language item of information. 

D 11. A summary of the relevant portions of any submitted document, other than the request, that is over 50 pages in length. The 
summary must include citations to the particular pages containing the relevant portions. 

D 12. An identification of the owner(s) of the entire right, title, and interest in the patent requested to be examined. 

D 13. A submission by the patent owner in compliance with 37 CFR 3. 73(c) establishing the entirety of the ownership in the patent 
requested to be examined. 

D 14. Other: __ 

~ 15. Explanation of above item(s) and/or identification and explanation of other additional defects: See attached. 

For inquiries regarding this supplemental examination, contact the Central Reexamination Unit at (571) 272-7705. 

/MICHAEL FUELLING/ 
Supervisory Patent Examiner, Art Unit 3992 

U.S. Patent and Trademark Office 

PTOL-2314 (Rev.4/25/2014) Notice of Noncompliant Supplemental Examination Request 
(37 Cfr 1.61 O{D)) 

Paper No. 20210727a 
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Continuation Sheet (PTOL-2314) Application No. 96/000,367 
The request does not comply with rule 1.610(b)(5). 

A. The 3 CIP prosecution documents have not been applied to the claims. At most, these documents have 
been referenced, within the required detailed explanation, to argue that a certain patent does not apply to 
the claims. By combining that discussion, with the required detailed explanation, patent owner obscures the 
"detailed explanation." Such an obscured explanation results in the Office finding the "detailed explanation" 
was not provided, and therefore a determination that the request failed to comply with the filing date 
requirements, and a loss of the date of the original deposit of the request as the filing date. 

The best way to correct this defect is to entirely delete the 3 CIP prosecution documents from the request. 
To the extent that the optional discussion is fully separated from the detailed explanation, the 3 CIP 
prosecution documents could be generally referenced in the optional discussion. However, the optional 
discussion does not allow for one to then provide the 3 CIP prosecution documents, as exhibits. Per rule 
1.61 0(c): "The request may also include: (1) A cover sheet itemizing each component submitted as part of 
the request; (2) A table of contents for the request; (3) An explanation of how the claims patentably 
distinguish over the items of information; and (4) An explanation of why each item of information submitted 
with the request does or does not raise a substantial new question of patentability." 

B. The Brandrup reference has not been fairly applied to the dependent claims. Patent owner is reminded if 
the patent owner relies on a proper, detailed explanation of an independent claim as the detailed 
explanation for the dependent claims, then a review of the dependent claims may be limited to the detailed 
explanation of the independent claim provided by the patent owner. 

C. The request does not follow best practices. MPEP 2811.01 I. describes: "The explanation should include 
citations to particular portions or figures in the item of information in which the teachings are located. Ideally, 
the required explanation can be provided using an appropriately detailed claim chart that compares, 
limitation by limitation, each claim for which supplemental examination is requested with the teachings of 
each item of information cited in the request." 

Note(s): "The patent owner must submit a complete, corrected request that will replace the originally-filed 
request. In other words, the patent owner must not submit a "supplemental" or corrected portion of the 
request .... " See MPEP §2812.03. However, if all applicable fees have already been paid, these fees do not 
have to be resubmitted with the corrected request. 

Rule 1.620(e): Interviews are prohibited in a supplemental examination proceeding. 
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Doc Code: DIST.E.FILE 
Document Description: Electronic Terminal Disclaimer - Filed 

PTO/SB/26 
U.S. Patent and Trademark Office 

Department of Commerce 

Electronic Petition Request TERMINAL DISCLAIMER TO OBVIATE A DOUBLE PATENTING REJECTION OVER A 
"PRIOR" PATENT 

Application Number 14603434 

Filing Date 23-Jan-2015 

First Named Inventor Chris Outwater 

Attorney Docket Number LBT0010-CON 

Title of Invention 

Access Control System and Method for Use by an Access Device 

l'vl Filing of terminal disclaimer does not obviate requirement for response under 37 CFR 1.111 to outstanding 
iL:::,J Office Action 

IZJ This electronic Terminal Disclaimer is not being used for a Joint Research Agreement. 

Owner Percent Interest 

Liberty Pluglns, Inc. 100% 

The owner(s) with percent interest listed above in the instant application hereby disclaims, except as provided below, the 
terminal part of the statutory term of any patent granted on the instant application which would extend beyond the expiration 
date of the full statutory term of prior patent number(s) 

8996876 

as the term of said prior patent is presently shortened by any terminal disclaimer. The owner hereby agrees that any patent so 
granted on the instant application shall be enforceable only for and during such period that it and the prior patent are commonly 
owned. This agreement runs with any patent granted on the instant application and is binding upon the grantee, its successors 
or assigns. 

In making the above disclaimer, the owner does not disclaim the terminal part of the term of any patent granted on the instant 
application that would extend to the expiration date of the full statutory term of the prior patent, "as the term of said prior patent 
is presently shortened by any terminal disclaimer," in the event that said prior patent later: 
- expires for failure to pay a maintenance fee; 
- is held unenforceable; 
- is found invalid by a court of competent jurisdiction; 
- is statutorily disclaimed in whole or terminally disclaimed under 37 CFR 1.321; 
- has all claims canceled by a reexamination certificate; 
- is reissued; or 
- is in any manner terminated prior to the expiration of its full statutory term as presently shortened by any terminal disclaimer. 

@ Terminal disclaimer fee under 37 CFR 1.20(d) is included with Electronic Terminal Disclaimer request. 
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0 
I certify, in accordance with 37 CFR 1.4(d)(4), that the terminal disclaimer fee under 37 CFR 1.20(d) 
required for this terminal disclaimer has already been paid in the above-identified application. 

Applicant claims the following fee status: 

@ Small Entity 

Q Micro Entity 

Q Regular Undiscounted 

I hereby declare that all statements made herein of my own knowledge are true and that all statements made on information and 
belief are believed to be true; and further that these statements were made with the knowledge that willful false statements and 
the like so made are punishable by fine or imprisonment, or both, under Section 1001 of Title 18 of the United States Code and 
that such willful false statements may jeopardize the validity of the application or any patent issued thereon. 

THIS PORTION MUST BE COMPLETED BY THE SIGNATORY OR SIGNATORIES 

I certify, in accordance with 37 CFR 1.4(d)(4) that I am: 

@ An attorney or agent registered to practice before the Patent and Trademark Office who is of record in 
this application 

Registration Number 47743 

Q A sole inventor 

0 

0 

A joint inventor; I certify that I am authorized to sign this submission on behalf of all of the inventors as evidenced by the 
power of attorney in the application 

A joint inventor; all of whom are signing this request 

Signature 
/Kelly Kasha/ 

Name Kelly Kasha 

*Statement under 37 CFR 3.73(b) is required if terminal disclaimer is signed by the assignee (owner). 
Form PTO/SB/96 may be used for making this certification. See MPEP § 324. 
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Electronic Patent Application Fee Transmittal 

Application Number: 14603434 

Filing Date: 23-Jan-2015 

Title of Invention: Access Control System and Method for Use by an Access Device 

First Named Inventor/Applicant Name: Chris Outwater 

Filer: John Kasha/Kelly Kasha 

Attorney Docket Number: LBT00 10-CON 

Filed as Small Entity 

Filing Fees for Utility under 35 USC 111 (a) 

Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Basic Filing: 

Statutory or Terminal Disclaimer 1814 1 160 160 

Pages: 

Claims: 

Miscellaneous-Filing: 

Petition: 

Patent-Appeals-and-Interference: 

Post-Allowance-and-Post-Issuance: 
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Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Extension-of-Time: 

Miscellaneous: 

Total in USO($) 160 
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Doc Code: DISQ.E.FILE 
Document Description: Electronic Terminal Disclaimer - Approved 

Application No.: 14603434 

Filing Date: 23-Jan-2015 

Applicant/Patent under Reexamination: Outwater et al. 

Electronic Terminal Disclaimer filed on December 14, 2015 

~ APPROVED 

This patent is subject to a terminal disclaimer 

0 DISAPPROVED 

Approved/Disapproved by: Electronic Terminal Disclaimer automatically approved by EFS-Web 

U.S. Patent and Trademark Office 
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Electronic Acknowledgement Receipt 

EFSID: 43426970 

Application Number: 96000367 

International Application Number: 

Confirmation Number: 7090 

Title of Invention: Access Control System and Method for Use by an Access Device 

First Named Inventor/Applicant Name: 9373205 

Customer Number: 67050 

Filer: John Kasha 

Filer Authorized By: 

Attorney Docket Number: LBT00l0-CON-SE 

Receipt Date: 04-AUG-2021 

Filing Date: 

Time Stamp: 16:07:48 

Application Type: Supplemental Examination 

Patent Number: 

Payment information: 

Submitted with Payment I no 

File Listing: 

Document I Document Description 
I 

File Name 
I 

File Size(Bytes}/ I Multi I Pages 
Number Message Digest Part /.zip (if appl.) 
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621647 
LBT00l 0-CON-

1 Misc Item of Information SE_supp_exam_req_08_04_20 no 43 
21_final.pdf d6b5bfe2b89a7fed948fc786b 1 cde88fc9da 

6dbd 

Warnings: 

Information: 

91851 

2 Transmittal Letter 
LBT00l 0-CON-

2 
SE_corr_trans_08_04_2021.pdf 

no 
Sb5b3b25b4f95d07d3cb22c665db864982 

a7cb03 

Warnings: 

Information: 

213037 

3 Misc Item of Information Appendix_A_US9373205B2.pd1 no 14 
bf9 325 3ae 2 4cb 1 726e6a88db970d b3 95 e3 t 

97960 

Warnings: 

Information: 

337335 

4 Misc Item of Information Appendix_B_brondrup.pdf no 16 
b209893fbb600b5d096084f87c403d5a8b8 

d1202 

Warnings: 

Information: 

229241 

5 Transmittal of New Application 
Appendix_C_supp_exam_req_ 

no 6 
sb0059 _form.pdf 

d006b385ade3cc5833c39a022da640d640( 
9ce04 

Warnings: 

Information: 

117806 

6 Misc Item of Information 
Appendix_D_ Terminal_disclai 

no 6 
mer.pdf 

733173c78c34 7 4938ad4df1 bb 1 bd70a3d0 
Se483 

Warnings: 

Information: 

195550 

7 
Assignee showing of ownership per 37 Appendix_E_stmt_under_373_ 

no 6 
CFR 3.73 l.pdf 

b7d30ead865ca8035e72998420f969e2a7fc 
3c9a 

Warnings: 

Information: 

Total Files Size (in bytes) 1806467 
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New Applications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 
National Stage of an International Application under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 
New International Application Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

U.S. Patent No. 

Control No. 

Confirm No. 

Inventors: 

Issued: 

For: 

In re Supplemental Examination of 

9,373,205 

96/000,367 

7090 

Chris Outwater et al. 

June 21, 2016 

ACCESS CONTROL SYSTEM AND METHOD FOR USE BY AN 
ACCESS DEVICE 

Attorney Docket No. LBT00l0-CON-SE 

CORRECTED REQUEST FOR SUPPLEMENTAL EXAMINATION OF 
U.S. PATENT NO. 9,373,205 

MAIL STOP: SUPPLEMENTAL EXAMINATION 

Attn: Central Reexamination Unit 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Urban Intel, Inc. ("Requester") submits this Request for Supplemental Examination of 

U.S. Patent No. 9,373,205 (the "'205 Patent," copy enclosed as Appendix A). In accordance 

with 35 U.S.C. § 257 and 37 C.F.R. §§ 1.601, 1.605, 1.610, 1.615, 1.620, and 1.625, Requester, 

through its undersigned counsel, requests supplemental examination of Claims 1-24 of the '205 

Patent, which issued on June 21, 2016, to Outwater et al. from application 14/603,434, filed June 

23, 2015. The Requester is the owner of the entire right, title, and interest in the '205 Patent 37 

C.F.R. § l.610(b)(9)) (See Statement under 37 C.F.R. § 3.73(c) filed herewith as Appendix E). 
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U.S. Patent No. 9,373,205 
Issued June 21, 2016 

I. INTRODUCTION 

Attorney's Docket No.: LBT00l0-CON-SE 
Page 2 

The '205 Patent issued on June 21, 2016, from Application Serial No. 14/603,434 filed 

June 23, 2015. The first maintenance fees have been paid on December 18, 2019. The '205 

Patent is thus currently enforceable, and is, therefore, eligible for supplemental examination. 

A continuation-in-part (CIP) application, Serial No. 15/900,374 ("the CIP Application") 

was filed on February 20, 2018, and later issued as Patent No. 10,826,885 on November 3, 2020. 

Brandrup, U.S. Publication No. 2003/0208386 ("Brandrup"; copy enclosed as Appendix B) was 

cited in the prosecution of the CIP Application. The Office might consider there to exist a 

substantial new question of patentability for one or more of Claims 1-24 of the '205 Patent in 

view ofBrondrup. The individual requirements of 37 C.F.R. § 1.610 are addressed below. 

II. § 1.610(A) 

The required fee of $17,320 is was previously submitted, which includes the request 

filing fee of $4,620 and the reexamination fee of $12,700. 

The Commissioner is hereby authorized to charge any deficiency or credit any 

overpayment to Deposit Account No. 504075. 

III. § 1.610(B)(l) 

Supplemental examination under 35 U.S.C. § 257 is requested for Claims 1-24 of the 

'205 Patent, entitled "ACCESS CONTROL SYSTEM AND METHOD FOR USE BY AN 

ACCESS DEVICE," which issued June 21, 2016, to Outwater et al., from application 

14/603,434 filed June 23, 2015. 
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U.S. Patent No. 9,373,205 
Issued June 21, 2016 

IV. § 1.610(B)(2) 

Attorney's Docket No.: LBT00l0-CON-SE 
Page 3 

Pursuant to 37 C.F.R. §§ l.605(a) and l.610(b)(2), below is a listing and discussion of 

the items of information to be considered in this supplemental examination. These same items 

are also cited in the Form PTO/SB/59 filed herewith as Appendix C: 

(1) Brandrup (copy enclosed as Appendix B) 

Item (1) is the Brandrup reference. 

V. § 1.610(B)(3) 

The Requester is not aware of any prior or concurrent post-Patent Office proceedings 

associated with the '205 Patent. 

VI. § 1.610(B)(4) 

Supplemental examination is requested for Claims 1-24 of the '205 Patent. 

VII. § 1.610(B)(5) 

As described in the Abstract, the '205 Patent is directed to systems and methods to allow 

a smart phone to open a processor-controlled door lock (access device) using a reservation 

certificate. When the smart phone presents a current reservation certificate to the access device, 

the processor of the access device activates or opens the door lock of the access device as 

depicted below in Fig. 5 of the '205 Patent. 
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U.S. Patent No. 9,373,205 
Issued June 21, 2016 

Attorney's Docket No.: LBT00l0-CON-SE 
Page 4 

INTERNET DEVICE 

i 
RESERVATION //T _, 

INTERNET 

SMARTPHONE 
l __ .~r:-;\;~~;t~ 

4 .... --- co•~-~~· .. c~i.._-~,~ 

' ' ' 

FIG~ 5 

Supplemental examination is requested for claims 1-24 of the '205 patent in view of the 

one item of information cited above (Brandrup). The claims are addressed individually in the 

following claim chart. 

The '205 patent Brondrup 

Claim 1 - An access Brandrup teaches wireless door lock (9,32) for use in room access 
device for use in an access control. (Title, Abstract, ii 0023, FIG. 1). 
control system, the access 
device comprising: 
a processor (16) having Brandrup teaches a hotel reservation/IT system 7 with connection 

to short range wireless devices 9, wherein each device 9 uses 
control of a door lock connection 31 to connect to and operate door lock 32. (ii 0036, FIG. 

1 ). System 7 has at least one connection to hotel reservation server 
(11); and 12. (ii 0036, FIG. 1). 
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a communication module 
(17) connected to the 
processor, the processor 
able to receive a 
reservation certificate (5) 
presented by a portable 
terminal ( 4) through the 
communication module; 

wherein the processor 
activates the door lock 
when a current reservation 

Attorney's Docket No.: LBT00l0-CON-SE 
Page 5 

(Annotated). 

Brandrup teaches that "the key token is transmitted to 
nearby wireless devices associated with electrically operable door 
locks." (ii 0043, FIG. 3). 

WAP hotel rell!1t'fflllon • 81ul>tooth (lhec!( !11 & ctlec!, M 
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~ ; ............... .,.w,, \(~~d $<1it?~ko,1 .......................... i 
,.._!:·· : : ~ ••• • • • • • Wu~c<>th <"Wm<-<l.l<>.'I • • ..........._..;' i 
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l~:«";k -t\i=f8.©St \lf(t,:-,c,;,j :1r:ft:1:fff~~~(Rl. ~~~~-n "'">- w::-~C(!,~ . ...._., 

f """" tl:>ot'!I>•""..; hy ~u•to-m:i:·~""_: 
! j 

, ~ ;~y:j t~,)S ~-))::\ ~:-:::,N :¼:: ..:I:::-~)&:,~;; ~1 
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:,)l-••:-;:;;.:,. • 

,., n:-.:- ,:•i::::::<-;:,:tri:) :•~~- t~,-,. .:.~:~-!-': .::~ :h.s 
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, .. , -riv:{::::-:: ~i::1-.-.:: ~~:t::"!) •:-::...~: ~:,;>"I it;:~ 
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-~:-..~-::,: :,::. r~:~:;,.<:·:-:~~ .... ~ .... ::;;..:.: ~:;t-.~ n:­
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Fig, 3 
Annotated. 

Brandrup teaches that "[o]n receiving the appropriate key token 
from the wireless device in the mobile wireless terminal, the door 
lock wireless device of the reserved room ... unlocks the door." 
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certificate has been 
presented. 
Claim 2 - The access 
device of claim 1 wherein 
the processor activates the 
door lock for up to a 
predetermined duration. 

Claim 3 - The access 
device of claim 2 wherein 
the predetermined 
duration is all day. 

Claim 4 - The access 
device of claim 1 wherein 
the reservation certificate 
comprise data 
representative of a 
duration and the processor 
activates the door lock for 
up to the duration. 
Claim 5 - The access 
device of claim 1 wherein 
the processor has access to 
the current time, the 

Attorney's Docket No.: LBT00l0-CON-SE 
Page 6 

0043, FIG. 3). 

Brandrup teaches an additional aspect of hotel check out in FIG. 5 
that "is the triggering of automatic check-out or generation of a 
payment request from the hotel reservation/IT system to the 
payment server after exit registration or expiration of the 
reservation period." (ii 0049, FIG. 5). 

WA.P hoi<ll r<,s~r<aflw, - a1uetoott1 c!J»c~ In & cnecl! ,-,t 
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Hotel 
resefV;ttio~ff 

,;,y,;irem 

: ·-- --~~, al(t!,.~Q{ ii.~j( -- -••••• --w·••~,,, 
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t ~l;~~k ~:;f M:,~~::,~:;:~¢. Cl.iJi~m~r i.:;f'.tr:t.!8t4. 

~ {-"'.'t),·,1'",l«f",t r-~:;;m~~ ,c,:,. ( .. ~~~ O"'t N,U,$N•t->a 

M,,.bl!e 
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setl!tlr 

f • ~:~=~~~t=~.:::;i~~~~ P~~u~ ~~ ¢ 

, .... ······ .. ·· .......... ·· ............ 1 ........ := ······[==J 
Fig. 5 

Brandrup teaches that "the invention can be set to terminate the 
function of the Bluetooth phone as a key for the hotel room door 
lock ... after a certain time of the departure day." (ii 0059). 

Brandrup teaches that "the method can include steps of encryption, 
whereby the key token is encrypted to become an encrypted secret 
key." (ii 0026). The "hotel reservation system contains a key token 
such as e.g. a reference number which can be directly used for 
obtaining access to the reserved room upon arrival at the hotel." (ii 
0041). "Optionally, as shown in FIG. 2, security can added to the 
above, e.g. through the use of PKI (Public Key Infrastructure)." (ii 
0042). 
Same Brandrup citations as for Claims 2, 4. 
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reservation certificate 
comprises data 
representative of an 
interval of the reservation, 
and the processor activates 
the door lock during the 
interval. 
Claim 6 - The access 
device of claim 5 wherein 
the interval is specified by 
a start time and one of an 
end time and a duration. 
Claim 7 - The access 
device of claim 1 further 
comprising: a memory to 
which the processor has 
access, the memory 
containing a public key for 
a server authorized to issue 
the reservation certificate; 

wherein at least a portion 
of the reservation 
certificate is 
encrypted by the server 
using a private key and the 

rocessor verifies that the 

Attorney's Docket No.: LBT00l0-CON-SE 
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Same Brandrup citations as for Claims 2, 3. 

Brandrup discloses in FIG. 3 that "[i]f PKI has been used as a 
means of security the secret key is embedded in a Private Key from 
the mobile phone." (FIG. 3). 
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•:-..tNrK i:-:: r,,~::=.:s;;[l;;i:l ~:~ :_t;.& :~-::.~t~ lT 

H<lle! 
reservatloN"IT 

system 

fig. 3 Annotated . 
Brandrup discloses in FIG. 3 that "[i]f PKI has been used as a 
means of security the secret key is embedded in a Private Key from 
the mobile phone." (FIG. 3). 
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reservation certificate is 
genuine by decrypting the 
portion with the public 
kev. 
Claim 8 - The access 
device of claim 1 further 
comprising: a memory to 
which the processor has 
access, the memory 
containing a symmetric 
key; 
wherein at least a portion 
of the reservation 
certificate is encrypted by 
a server using the 
symmetric key and the 
processor verifies that the 
reservation certificate is 
genuine by decrypting the 
portion with the symmetric 
key. 
Claim 9 - The access 
device of claim 1 wherein 
the processor verifies that 
the reservation certificate 
is genuine. 

Attorney's Docket No.: LBT00l0-CON-SE 
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Brandrup teaches that "the method can include steps of encryption, 
whereby the key token is encrypted to become an encrypted secret 
key." (ii 0026). 

Brandrup teaches that "the method can include steps of encryption, 
whereby the key token is encrypted to become an encrypted secret 
key." (ii 0026). 

In FIG. 3, Brandrup teaches that comparing a secret key from the 
mobile telephone terminal to a valid secret key from the 
reservation/IT system. (FIG. 3). 
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Claim 10 - The access 
device of claim 1 further 
compnsmg: an 
identification to which the 
processor has access, the 
i dentifi cation 
corresponding to one of 
the access device and the 
door lock, wherein the 
processor determines that 
the reservation certificate 
comprises data 
representative of the 
identification. 
Claim 11 - The access 
device of claim 1 further 

to 

Attorney's Docket No.: LBT00l0-CON-SE 
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WAP hotel reservation - Bluetooth check in & check rut 
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IT system 

••• Tfw first time (luring eaci1 stay th<t 
thll door is opened, this initial% a 
check in registration in me hotel IT 
system 

Fig. 3 

Brandrup teaches that the "hotel reservation system contains a key 
token such as e.g. a reference number which can be directly used 
for obtaining access to the reserved room upon arrival at the hotel." 
(ii 0041). 

Same Brandrup citations as for Claim 7. 
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which the processor has 
access, the memory 
containing a private key of 
the access device; 
wherein at least a portion 
of the reservation 
certificate is encrypted by 
a server usmg a 
corresponding public key 
for the access device and 
the processor decrypts the 
portion with the private 
key. 
Claim 12 - The access 
device of claim 1 wherein 
the processor has access to 
a server through the 
communication module 
and the processor reports 
to the server that door lock 
was activated on the basis 
of the reservation 
certificate. 
Claim 13 - A method for 
use by an access device in 
an access control system, 
the method comprising: 
a) accepting, by a 
processor through a 
communication module, a 
reservation certificate 
presented with a portable 
terminal; 
b) determining, by the 
processor, that the 
reservation certificate is 
current; and 
c) activating, by the 
processor on the basis of 
the reservation certificate 
being current, a door lock. 

Attorney's Docket No.: LBT00l0-CON-SE 
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Same Brandrup citations as for Claim 7. 

Brandrup teaches that "[o]n receiving the appropriate key token 
from the wireless device in the mobile wireless terminal, the door 
lock wireless device of the reserved room can notify the associated 
hotel reservation/IT system of the arrival of the user for check-in." 
(ii 0043). 

Brandrup teaches wireless door lock (9,32) for use in room access 
control. (Title, Abstract, ii 0023, FIG. 1). 

Brandrup teaches that "the key token is transmitted to 
nearby wireless devices associated with electrically operable door 
locks." (ii 0043, FIG. 3). 

Brandrup teaches that "[o]n receiving the appropriate key token 
from the wireless device in the mobile wireless terminal, the door 
lock wireless device of the reserved room ... unlocks the door." (ii 
0043, FIG. 3). 
Brandrup teaches that "[o]n receiving the appropriate key token 
from the wireless device in the mobile wireless terminal, the door 
lock wireless device of the reserved room ... unlocks the door." (ii 
0043, FIG. 3). 
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Claim 14 -The method 
of claim 13 wherein the 
certificate is current for up 
to a predetermined 
duration. 
Claim 15 - The method 
of claim 14 wherein the 
predetermined duration is 
all day. 
Claim 16 -The method 
of claim 13 wherein the 
reservation certificate 
comprises data 
representative of a 
duration and the certificate 
is current for up to the 
duration. 
Claim 17 - The method 
of claim 13 wherein the 
processor has access to the 
current time and the 
reservation certificate 
comprises data 
representative of an 
interval of the reservation, 
and the certificate is 
current for up to the 
interval. 
Claim 18 - The method 
of claim 17 wherein the 
interval is specified by a 
start time and one of an 
end time and a duration. 
Claim 19 - The method 
of claim 13 wherein at 
least a portion of the 
reservation certificate is 
encrypted by a server 
using a private key for 
which the corresponding 
public key is stored in a 

Attorney's Docket No.: LBT00l0-CON-SE 
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Same Brandrup citations as for Claim 2. 

Same Brandrup citations as for Claim 3. 

Same Brandrup citations as for Claim 4. 

Same Brandrup citations as for Claim 5. 

Same Brandrup citations as for Claim 6. 

Same Brandrup citations as for Claim 7. 
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memory accessible to the 
processor, 
wherein the b) determining 
by the processor is further 
that the reservation 
certificate is genuine on 
the basis of decrypting the 
portion with the public 
key, 
and the c) activating is on 
the further basis of the 
reservation certificate 
being genuine. 
Claim 20 - The method 
of claim 13 wherein at 
least a portion of the 
reservation certificate is 
encrypted by a server 
using a symmetric key 
stored in a memory 
accessible to the processor, 
wherein the b) determining 
by the processor is further 
that the reservation 
certificate is genuine on 
the basis of decrypting the 
portion with the symmetric 
kev, 
and the c) activating is on 
the further basis of the 
reservation certificate 
being genuine. 
Claim 21-The method 
of claim 13 wherein the b) 
determining by the 
processor is further that 
the reservation certificate 
is genuine, 
and the c) activating is on 
the further basis of the 
reservation certificate 

Attorney's Docket No.: LBT00l0-CON-SE 
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Same Brandrup citations as for Claim 7. 

Same Brandrup citations as for Claim 7. 

Same Brandrup citations as for Claim 8. 

Same Brandrup citations as for Claim 8. 

Same Brandrup citations as for Claim 8. 

Same Brandrup citations as for Claim 9. 

Same Brandrup citations as for Claim 9. 
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being genuine. 
Claim 22 - The method 
of claim 13 wherein the 
processor has access to an 
identification, the 
i dentifi cation 
corresponding to one of 
the access device and the 
door lock, 
wherein the b) determining 
by the processor is further 
that the reservation 
certificate comprises data 
representative of the 
i dentifi cation, 
and the c) activating is on 
the further basis of the 
reservation certificate 
comprising data 
representative of the 
identification. 
Claim 23 - The method 
of claim 13 wherein at 
least a portion of the 
reservation certificate is 
encrypted by a server 
using a public key for 
which the corresponding 
private key is stored in a 
memory accessible to the 
processor, 
the method further 
comprising the step of: 
d) decrypting the portion, 
by the processor, with the 
private key. 
Claim 24 - The method 
of claim 13 wherein the 
processor has access to a 
server through the 
communication module, 

Attorney's Docket No.: LBT00l0-CON-SE 
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Same Brandrup citations as for Claim 10. 

Same Brandrup citations as for Claim 10. 

Same Brandrup citations as for Claim 10. 

Same Brandrup citations as for Claim 11. 

Same Brandrup citations as for Claim 11. 

Same Brandrup citations as for Claim 12. 
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the method further 
comprising the step of: 
d) reporting to the server 
that the door lock was 
activated on the basis of 
the reservation certificate. 

VIII. § 1.610(B)(6) 

Attorney's Docket No.: LBT00l0-CON-SE 
Page 14 

Same Brandrup citations as for Claim 12. 

As noted above, a copy of the '205 Patent is being submitted herewith as Appendix A A 

terminal disclaimer was filed on December 14, 2015, disclaiming the terminal part of the 

statutory term of the '205 Patent which would extend beyond the expiration date of the full 

statuary term of prior patent number 8,996,876. The terminal disclaimer is submitted herewith 

as Appendix D. 

IX. § 1.610(B)(7) 

A copy of each cited item of information is being submitted herewith. All documents are 

in English; hence, no translations are required. 

X. § 1.610(B)(8) 

No item of information is over 50 pages in length. 
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XI. § 1.610(B)(9) 
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The Requester, Urban Intel, Inc., is the owner of the entire right, title, and interest in the 

'205 Patent, as evidenced by the Statement under 37 C.F.R. § 3.73(c) filed herewith as Appendix 

E. 

XII. OPTIONAL EXPLANATION UNDER§ 1.610(C)(3) & (4) 

A. § 1.610(C)(3)- Claims 1-24 of the '205 Patent are patentably distinct 
from Brondrup 

1. Claim 1- Brondrup's appropriate key token is distinct from a 
current reservation certificate. 

The last limitation of claim 1 recites that the processor of the access device activates the 

door lock when a current reservation certificate has been presented by a portable terminal (smart 

phone). In other words, when a smart phone presents a current reservation certificate to the 

access device, the processor of the access device activates or opens the door lock of the access 

device as depicted below in Fig. 5 of the '205 Patent. 

As a result, the term "current reservation certificate" is key to interpreting the last 

limitation of claim 1. 

According to MPEP § 2111.01 I, an examiner is entitled to give the ,vords of the claim 

lheir plain meaning unless such meaning is inconsistent ,vith the specification. 
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INTERNET DEVICE 

SMARTPHONE 
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INTERNET 

.::1a::;·,r1~::'.'7LJ HOTEL···-r-· .[fa> 

s i ROOM LOCI< j 

FIG. 5 

The term "current" in "current reservation certificate" is an adjective modifying 

"reservation certificate." The plain meaning or definition of the adjective current is "occurring 

in or existing at the present time." See https://wwvv.merrjarn-v,,•ebster.corn/dictionary/current 

as of 5/27 /202 l. Thus, the plain meaning of a ''current reservation certificate" is a reservation 

certificate occurring in or existing at the present time. 

Accordingly, the last limitation of claim 1 provides Urnt the processor activates the door 

lock when the reservation certificate presented is occurring in or existing at the present time. 1n 

other words, the last limitation of claim 1 is determining when or if the reservation certificate 

presented is current or occurring in or existing at the present time. More simply, the last 

limitation of claim 1 describes performing a ti1ne comparison \vith the present time. Indeed, 
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independent claim 13, ,vhich is a method claim version of claim l, explicitly describes that 

the processor determines if the reservation certificate is current and activates a door lock 

based on that determination. 

Thus, the plain meaning of the last limitation of independent claim 1 is that the 

processor of the access device determines if the presented reservation certificate is current or 

occurring in or existing at the present time and activates a door lock based on that 

dewnnination. 

As described by MPEP § 2111.01 I, the plain meaning of a claim must also he consistent 

,vith the specification. FIG. 5 of the '205 Patent, depicted above, shows that hotel room lock 11 

has access to clock 8. Column 4, lines 53-61 of the '205 Patent, referencing both FIG. 3 and 

FIG. 5, provide that "the digital token or certificate 5 is sent to the charger or access device by 

short-range wireless. The charger 6 decrypts the certificate, if encrypted, reads the unique device 

ID, and decides if it is the correct device. If so, it reads the reservation time. If the reservation 

time approximately agrees with the time of day read from its internal time-of-day/date clock 8, it 

then decodes the charge parameters or access parameters, if any, and allows charging or access 

to take place." (Emphasis added). Also, column 2, lines 53-55 of the '205 Patent describe that 

"if the reservation time from the certificate approximately agrees with its internal time-of 

day/date clock, the device can allow charging." (Emphasis added). Note that these passages 

refer to an access device that is an electric vehicle charger. However, column 1, lines 64-67 of 

the '205 Patent provide that the present invention relates "to any access device such as a hotel 

room lock." 
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As a result, finding the plain meaning of the last limitation of independent claim l to 

be that the p_rocessor o[ the access device determines i{ the presented reservation certificate 

is current or occurrin_g_ in or existing at the present tfrne and activates a door lock based on 

that determination is entirely consistent v,tith the specification. 

Brondrup, in contrast, simply does not teach or suggest a processor of an access device 

that determines if the presented reservation certificate is current or occurring in or existing at 

U1e present time and activates a door lock based on that determination. Instead, at most, 

Brondrnp teaches a door lock wireless device that simply compares tvvo key tokens and 

activates a door lock if they match. 

As described above, Brandrup, in the Abstract, discloses that, when a mobile terminal is 

in range of a wireless door lock, a hotel room key token is transferred to the wireless door lock 

from the mobile terminal to unlock a door. More specifically, after a reservation is made, the 

booking receipt received by a mobile terminal from a hotel reservation/IT system contains a key 

token such as e.g., a reference number that can be directly used for obtaining access to the 

reserved room. See Brandrup at ,-i,i 0040-0041. Also, after a reservation is made, a wireless door 

lock device of the reserved room receives a key token, or secret key, from the hotel 

reservation/IT system. See Brandrup at ,i 0043. 

Then, as shown in FIG. 3, reproduced below, the mobile telephone terminal (smartphone) 

of Brandrup transmits the key token, or secret key, to the wireless door lock device (hotel room 

door lock). The wireless door lock device determines if the secret key sent by the mobile 

terminal matches the key token sent previously by the hotel reservation/IT system to unlock the 
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door. In other words, the wireless door lock device of Brondrup simply compares two key 

tokens to unlock a door. 
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Fig.3 

Brandrup similarly describes a hotel room door lock that wirelessly senses a security 

code from a mobile terminal (smartphone). See Brandrup at ,i 0062. The hotel room door lock 

then compares the security code to "a security code automatically programmed into the lock 

through the W AP hotel room reservation service, and opens the door." Id 

Therefore, the wireless door lock device of Brandrup does not determine if a key token is 

current or occurring in or existing at the present time in order to unlock a door. The wireless 

door lock device of Brandrup performs no time comparison with the present time. The wireless 

door lock device only compares two key tokens to unlock a door. 
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As described above in the claim chart, ,i 0043 ofBrondrup provides that "[o]n receiving 

the appropriate key token from the wireless device in the mobile wireless terminal, the door lock 

wireless device of the reserved room ... unlocks the door." Thus, in Brandrup, an "appropriate" 

key token is a key token that matches the key token already placed on the wireless door lock 

device. Brandrup does not teach or suggest that an "appropriate" key token is a "current" key 

token or key token occurring in or existing at the present time. 

Determining whether or not a key token is current on the wireless door lock device is not 

contemplated by Brandrup because it relies on the hotel reservation/IT system to determine the 

status of a reservation. The hotel reservation/IT system sends an appropriate key token to either 

the mobile terminal or the wireless door lock device based on this status. 

For example, ,i 0043 of Brandrup describes that at the end of a reservation "the hotel 

reservation/IT system can send a key token deactivation message to the door lock associated 

wireless device of the reserved room." IfBrondrup's wireless door lock device (access device) 

determined whether or not a key token is current, the hotel reservation/IT system would not need 

to send a key token deactivation message to the wireless door lock device. The activation of the 

door lock would simply expire with the reservation certificate as it does in the '205 Patent. 

Therefore, the key token deactivation message of Brandrup clearly shows that determining 

whether or not a key token is current is simply not contemplated by Brandrup. 

In summary, claim 1 of the '205 Patent is patentably distinct from Brandrup because it 

recites an access device that activates a door lock when a current reservation certificate is 

received. The plain meaning of the term current provides that the activation is conditional on 
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access device determining that the reservation certification is occurring in or existing at the 

present time. In contrast, Brandrup teaches a wireless door lock device that unlocks a door on 

receiving an appropriate key token. The specification of Brandrup provides that the term 

appropriate means that the unlocking is conditional on the wireless door lock determining that 

the key token received matches a key token already sent to the wireless door lock by the hotel 

reservation/IT system. 

2. Claim 2 - Brondrup's reservation period is not a predetermined 
duration used for door lock activation. 

Claim 2 of the '205 Patent recites that the processor of the access device activates the 

door lock for up to a predetermined duration. 

As described above in the claim chart, Brandrup does disclose a reservation period. 

Specifically, Brandrup teaches "triggering of automatic check-out ... from the hotel 

reservation/IT system to the payment server after exit registration or expiration of the reservation 

period." Brandrup at ,i 0049, FIG. 5. 

Brandrup, however, does not teach or suggest that the wireless door lock device does 

anything with the reservation period. The wireless door lock device of Brandrup is an access 

device of Brandrup. Brandrup only teaches using the reservation period in relation to the hotel 

reservation/IT system and the payment server during check-out. Indeed, FIG. 5 of Brandrup, 

shown below, does not even include the wireless door lock device in the check-out process. 
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Also, Brandrup only teaches using the reservation period in relation to check-out and not 

in relation to the activation of the door lock. Brandrup at ,i 0049, FIG. 5. 

In summary, claim 2 of the '205 Patent is patentably distinct from Brandrup because it 

recites an access device that activates the door lock for up to a predetermined duration. In 

contrast Brandrup does not teach or suggest that its wireless door lock device does anything 

with the reservation period. Also, Brandrup does not teach or suggest that the reservation period 

is used in the activation of a door lock. 

Claim 2 of the '205 Patent is also patentably distinct from Brandrup for the same reasons 

independent claim 1, from which it depends, is patentably distinct from Brandrup. 
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3. Claim 3 - Brondrup's a certain time of the departure day is an 
end time and not a duration of activation. 

Claim 3 of the '205 Patent recites that the predetermined duration of claim 2 is all day. 

In other words, it provides along with claim 2 that the duration of activation is all day. 

As described above in the claim chart, Brondrup's only reference to a day is to a certain 

time of the departure day. Specifically, Brandrup teaches that "the invention can be set to 

terminate the function of the Bluetooth phone as a key for the hotel room door lock ... after a 

certain time of the departure day." Brandrup at ,i 0059. Thus, a certain time of the departure day 

is an end time. 

As described above, an exarniner is entitled to give the words of the claim their plain 

meaning unless such meaning js inconsistent with the specifJcation. 

The plain meaning of a duration is the length of time or period during which something 

exists, lasts, or is in progress. See https://www.merriam-webster.com/thesaurus/duration as of 

8/02/2021. A duration cannot simply be determined by an end time. 

In summary, claim 3 of the '205 Patent is patentably distinct from Brandrup because it 

recites a specific length of time for the duration of activation. 1n contrast, Brandrup' s reference 

to a certain time of the departure day is simply an end time. 

Claim 3 of the '205 Patent is also patentably distinct from Brandrup for the same reasons 

independent claim 1, from which it depends, is patentably distinct from Brandrup. 
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4. Claim 4 - Brondrup's reference number is not a duration. 

Claim 4 of the '205 Patent recites that the reservation certificate of claim 1 includes data 

that is a duration and the door lock is activated for the duration. In other words, the door lock is 

activated for the duration specified by the reservation certificate data. 

As described above in the claim chart, Brandrup suggests that its key token can be a 

certificate by disclosing that the key token can be secured using public key infrastructure (PKI). 

Specifically, Brandrup teaches that "the method can include steps of encryption, whereby the 

key token is encrypted to become an encrypted secret key." Brandrup at ,i 0026. The "hotel 

reservation system contains a key token such as e.g. a reference number which can be directly 

used for obtaining access to the reserved room upon arrival at the hotel." Brandrup at ,i 0041. 

"Optionally, as shown in FIG. 2, security can [be] added to the above, e.g. through the use of 

PKI (Public Key Infrastructure)." Brandrup at ,i 0042. 

Although Brandrup suggests that the key token can be a PKI certificate, it does not teach 

or suggest the key token can include a duration. Brondrup's only disclosure regarding a key 

token is that it can be a reference number, which can be directly used for obtaining access to the 

reserved room upon arrival at the hotel. Note that Brandrup is describing that the key token is a 

reference number and not that its data includes a reference number. In any event, however, a 

reference number is not a duration. As described above, a duration is the length of time or 

period during which something exists, lasts, or is in progress, for example. 

In summary, claim 4 of the '205 Patent is patentably distinct from Brandrup because it 

recites that the reservation certificate includes a duration used in the activation of the door lock. 
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In contrast, Brandrup only discloses that a key token can be a reference number and a reference 

number is not a duration. 

Claim 4 of the '205 Patent is also patentably distinct from Brandrup for the same reasons 

independent claim 1, from which it depends, is patentably distinct from Brandrup. 

5. Claim 5 - Brondrup's reservation period is not disclosed in 
relation to its wireless door lock or to activation of a door lock 
and Brondrup's reference number is not an interval of the 
reservation. 

Claim 5 of the '205 Patent recites that processor of the access device has access to the 

current time, the reservation certificate of claim 1 includes data that is an interval of the 

reservation, and the door lock is activated for the duration. In other words, the access device can 

get the current time, receives an interval from the reservation certificate, and activates the door 

lock for interval using the current time. 

As described above in the claim chart, Brondrup's disclosures related to claims 2 and 4 

apply here as well. As described with regard to claim 2, Brandrup discloses a reservation period. 

However, Brandrup does not teach or suggest that the reservation period is used by the wireless 

door lock device to activate the door lock. Also, Brandrup only teaches using the reservation 

period in relation to check-out and not in relation to activation of the door lock. Brandrup at ,i 

0049, FIG. 5. 

As described with regard to claim 4, although Brandrup suggests that the key token can 

be a PKI certificate, it does not teach or suggest the key token includes an interval of the 

reservation. Brondrup's only disclosure regarding a key token is that it can be a reference 
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number, which can be directly used for obtaining access to the reserved room upon arrival at the 

hotel. A reference number is not an interval of the reservation. 

Brandrup also does not teach or suggest that its wireless device has access to the current 

time. 

In summary, claim 5 of the '205 Patent is patentably distinct from Brandrup because it 

recites that the access device can access the current time and that the reservation certificate 

includes an interval of the reservation used by the access device in the activation of the door 

lock. 1n contrast, Brandrup does not teach or suggest that its wireless door lock device has 

access to current. It does not teach or suggest that its wireless door lock device does anything 

with the reservation period. It does not teach or suggest that the reservation period is used in the 

activation of a door lock. Finally, Brandrup only discloses that a key token can be a reference 

number and a reference number is not an interval of the reservation. 

In addition, as described below, the Office has previously considered Brandrup in regard 

to an interval of the reservation in the CIP Application. The claims of the CIP Application recite 

a reservation certificate describing an interval of a reservation like claim 5 of the '205 Patent. 

The Office initially rejected these claims, asserting that Brandrup discloses a reservation 

certificate describing an interval of a reservation. The Office initially rejected these claims, 

asserting that Brandrup discloses a reservation certificate describing an interval of a reservation. 

The Applicant of the CIP Application argued that Brandrup fails to teach a reservation certificate 

describing an interval of a reservation. The Office accepted the argument and found that the 

claims were allowable over Brandrup. 
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Claim 5 of the '205 Patent is also patentably distinct from Brandrup for the same reasons 

independent claim 1, from which it depends, is patentably distinct from Brandrup. 

6. Claim 6 - Brondrup does not teach or suggest a start time in 
relation to its reservation period or even a start time at all. 

Claim 6 of the '205 Patent recites that the interval of the reservation of claim 5 is 

specified by a start time and one of an end time and a duration. In other words, the interval can 

be (1) a start time and an end time or (2) a start time and a duration. In both cases, an interval 

includes a start time. 

As described above in the claim chart, Brandrup's disclosures related to claims 2 and 3 

apply here as well. As described with regard to claim 2, Brandrup discloses a reservation period. 

As described with regard to claim 3, Brandrup discloses a certain time of the departure day that 

is an end time. However, Brandrup does not teach or suggest a start time in relation to the 

reservation period. In fact, Brandrup is silent with regard to a start time. 

In summary, claim 6 of the '205 Patent is patentably distinct from Brandrup because it 

recites an interval of the reservation that must include a start time. ln contrast, Brandrup does 

not teach or suggest a start time in relation to the period of the reservation or a start time at all. 

In addition, as described below, the Office has previously considered Brandrup in regard 

to an interval of the reservation in the CIP Application. The claims of the CIP Application recite 

a reservation certificate describing an interval of a reservation like claim 6 of the '205 Patent. 

The Office initially rejected these claims, asserting that Brandrup discloses a reservation 

certificate describing an interval of a reservation. The Office initially rejected these claims, 

asserting that Brandrup discloses a reservation certificate describing an interval of a reservation. 
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The Applicant of the CIP Application argued that Brandrup fails to teach a reservation certificate 

describing an interval of a reservation. The Office accepted the argument and found that the 

claims were allowable over Brandrup. 

Claim 6 of the '205 Patent is also patentably distinct from Brandrup for the same reasons 

independent claim 1, from which it depends, is patentably distinct from Brandrup. 

7. Claim 7 - Brondrup's mobile phone is not the server issuing 
the key token. 

Claim 7 of the '205 Patent recites that the access device stores a public key for the server 

issuing the reservation certificate of claim 1, at least a portion of the reservation certificate is 

encrypted with the private key of the server, and the access device decrypts the portion using the 

public key. In other words, the access device decrypts a portion of the reservation certificate 

using a public key of a server that issued the certificate. More simply a portion of the reservation 

certificate is encrypted and decrypted with the private and public keys, respectively, of the server 

issuing the certificate. 

As described above in the claim chart, Brandrup discloses in FIG. 3 that "[i]f PKI has 

been used as a means of security the secret key is embedded in a Private Key from the mobile 

phone." FIG. 3, shown below, also provides that the hotel room door lock checks the secret key 

against the valid secret key stored on the hotel room door lock. 
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Thus, FIG_ 3 is suggesting that, when PKI is used, the secret key is embedded in a private 

key from the mobile phone and is sent to the hotel room door lock. In order to compare the 

secret key to the valid secret key stored on the hotel room door lock, the hotel room door lock 

has to decrypt the secret key embedded in the private key of the mobile phone_ According to 

PKI, this is done with a public key of the mobile phone_ 

Consequently, Brandrup suggests storing a public key for the mobile phone on the 

wireless door lock device, encrypting the key token (secret key) sent to the wireless door lock 

device with a private key of the mobile phone, and decrypting the key token with the stored 

public key for the mobile phone using the wireless door lock device_ More simply, Brandrup 
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suggests encrypting and decrypting key tokens with the private and public keys, respectively, of 

the mobile phone. 

In contrast to claim 7, therefore, Brandrup does not use the private and public keys of the 

server issuing the key token. Instead, Brandrup discloses using the private and public keys of the 

intermediate mobile phone. Brandrup in ,i 0026, for example, discloses that a wireless mobile 

terminal (mobile phone) receives from a hotel reservation booking server "a reservation/booking 

request confirmation including a key token." Thus, the hotel reservation booking server is the 

issuing server of the key token in Brandrup and not the mobile phone. 

In summary, claim 7 of the '205 Patent is patentably distinct from Brandrup because it 

recites encrypting and decrypting a portion of the reservation certificate with the private and 

public keys, respectively, of the server issuing the certificate. In contrast, Brandrup discloses 

encrypting and decrypting the key token with the private and public keys, respectively, of the 

mobile phone, which is not the server issuing the key token. 

Claim 7 of the '205 Patent is also patentably distinct from Brandrup for the same reasons 

independent claim 1, from which it depends, is patentably distinct from Brandrup. 
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8. Claim 8 - Brondrup's PKI encryption does not use a symmetric 
key. 

Claim 8 of the '205 Patent recites that the access device stores a symmetric key, at least a 

portion of the reservation certificate is encrypted by a server using the symmetric key, and the 

access device decrypts the portion using the symmetric key. In other words, the access device 

decrypts a portion of the reservation certificate using a symmetric key. More simply a portion of 

the reservation certificate is encrypted and decrypted with a symmetric key. 

As described above in the claim chart, Brandrup discloses that "the method can include 

steps of encryption, whereby the key token is encrypted to become an encrypted secret key." 

Brandrup at ,i 0026. As described above in regard to claim 7, Brandrup suggests encrypting and 

decrypting key tokens with the private and public keys, respectively, of the mobile phone. 

However, Brandrup does not teach or suggest encrypting and decrypting a key token with a 

symmetric key. 

In FIG. 2, Brandrup mentions that in addition to PKI, security can be added "by use of 

the subscribers IMSI number (SIM identity) (request to subscriber's mobile phone)." The 

subscriber's IMSI number is not a symmetric key and Brandrup does not suggest that it is used 

for encryption. 

In summary, claim 8 of the '205 Patent is patentably distinct from Brandrup because it 

recites encrypting and decrypting a portion of the reservation certificate with a symmetric key. 

In contrast, Brandrup only discloses encrypting and decrypting the key token with the private 

and public keys, respectively. 
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Claim 8 of the '205 Patent is also patentably distinct from Brandrup for the same reasons 

independent claim 1, from which it depends, is patentably distinct from Brandrup. 

9. Claim 9 - Brondrup's wireless door lock device does not verify 
if a key token certificate is genuine or includes a digital 
authorization of a trusted party and Brondrup's reference 
number is not a digital authorization of a trusted party. 

Claim 9 of the '205 Patent recites that the processor of the access device verifies that the 

reservation certificate is genuine. 

As described above, an examiner is entitled to give the words of the claim their plain 

meaning unless such meaning is inconsistent with the specification. 

The term "genuine" in claim 9 is an adjective modifying "reservation certificate." The 

plain meaning or definition of the adjective genuine is "actually having the reputed or apparent 

qualities or character." See https:!/,vww.merriarn-webster.com/dictionary/current as of 

8/0 l/2021. Thus, the plain meaning of a "genuine reservation certificate" is a reservation 

certificate actually having the reputed or apparent qualities or character of a reservation 

certificate. 

One of ordinary skill in the art understands that this plain meaning of genuine in the 

context of digital certificates is too broad. Digital certificates are knmvn to be authentic or 

genuine if they are digiu1lly signed by a truswd party Indeed, the '205 Patent explicitly defines 

the term genuine in this context. The '205 Patent provides that the "certificate can also contain a 

digital authorization (for example, a digital signature) so that the final access device can verify 

that the certificate is genuine." See the '205 Patent at column 2, lines 19-21. 
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As a result, the term "genuine" should be construed in the context of digital certificates as 

including a digital authorization of a trusted party. 

As described with regard to claim 4, although Brandrup suggests that the key token can 

be a PKI certificate, it does not teach or suggest the key token includes a digital authorization of 

a trusted party. Brondrup's only disclosure regarding a key token is that it can be a reference 

number, which can be directly used for obtaining access to the reserved room upon arrival at the 

hotel. A reference number is not a digital authorization of a trusted party. Further, Brandrup 

does not teach or suggest that the wireless door lock verifies that the key token is genuine or 

includes a digital authorization of a trusted party. 

In summary, claim 9 of the '205 Patent is patentably distinct from Brandrup because it 

recites that the access device verifies that the reservation certificate includes a digital 

authorization of a trusted party. In contrast, Brandrup does not teach or suggest that its wireless 

door lock verifies that the key token is genuine or includes a digital authorization of a trusted 

party. Also, Brandrup only discloses that a key token can be a reference number and a reference 

number is not a digital authorization of a trusted party. 

Claim 9 of the '205 Patent is also patentably distinct from Brandrup for the same reasons 

independent claim 1, from which it depends, is patentably distinct from Brandrup. 

10. Claim 10 - Brondrup's reference number is an identifier of the 
booking or reservation and does not correspond to the wireless 
door lock device or the door lock. 

Claim 10 of the '205 Patent recites that the access device has an identification (ID) 

corresponding to the access device or the door lock and determines if the reservation certificate 
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includes the ID. In other words, the access device determines if the reservation certificate 

includes the device ID of the access device or door lock. Indeed, the '205 Patent provides that 

"FIG. 2 shows a sample certificate 14 (one embodiment of certificate 5) containing several fields 

of data representative of the reservation: In some embodiments, one field is provided that can 

associate the certificate with the charger, such as a device identification (Device ID) of the 

charger 6 (so that the charger will have some suggestion that this is a message for it"). See the 

'205 Patent at column 5, lines 7-13. 

As described above in the claim chart, Brandrup teaches that the "hotel reservation 

system contains a key token such as e.g. a reference number which can be directly used for 

obtaining access to the reserved room upon arrival at the hotel." Brandrup at ,i 0041. The 

reference number ofBrondrup, however, is not a device ID of the wireless door lock device or 

the door lock. Instead, the reference number is a booking token "that both serves as a receipt for 

accepted payment and as a key parameter in the communication protocol for door lock opening." 

See Brandrup at ,i 0022. In other words, the reference number ofBrondrup is an identifier of the 

booking or reservation. It is not an identifier of the wireless door lock device or the door lock. 

In summary, claim 10 of the '205 Patent is patentably distinct from Brandrup because it 

recites an ID corresponding to the access device or the door lock and determines if the 

reservation certificate includes the ID. In contrast, Brandrup discloses a reference number that is 

an identifier of the booking or reservation and does not correspond to the wireless door lock 

device or the door lock. 
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Claim 10 of the '205 Patent is also patentably distinct from Brandrup for the same 

reasons independent claim 1, from which it depends, is patentably distinct from Brandrup. 

11. Claim 11- Brondrup's nwbile phone is not the access device. 

Claim 11 of the '205 Patent recites that the access device stores a private key for the 

access device, at least a portion of the reservation certificate is encrypted by a server with the 

public key of the access device, and the access device decrypts the portion using the private key. 

In other words, the access device decrypts a portion of the reservation certificate using its own 

private key. More simply, a portion of the reservation certificate is encrypted and decrypted with 

the public and private keys, respectively, of the access device. 

As described above in regard to claim 7, Brandrup suggests storing a public key for the 

mobile phone on the wireless door lock device, encrypting the key token (secret key) sent to the 

wireless door lock device with a private key of the mobile phone, and decrypting the key token 

with the stored public key for the mobile phone using the wireless door lock device. More 

simply, Brandrup suggests encrypting and decrypting key tokens with the private and public 

keys, respectively, of the mobile phone. 

In contrast to claim 11, therefore, Brandrup does not use the public and private keys of 

the access device. Instead, Brandrup discloses using the private and public keys of the 

intermediate mobile phone. 

In summary, claim 11 of the '205 Patent is patentably distinct from Brandrup because it 

recites encrypting and decrypting a portion of the reservation certificate with the public and 

private keys, respectively, of the access device. 1n contrast, Brandrup discloses encrypting and 
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decrypting the key token with the private and public keys, respectively, of the mobile phone, 

which is not the wireless door lock device (access device). 

Claim 11 of the '205 Patent is also patentably distinct from Brandrup for the same 

reasons independent claim 1, from which it depends, is patentably distinct from Brandrup. 

12. Claim 12 - Is patentably distinct from Brondrup for the same 
reasons as independent claim 1. 

Claim 12 of the '205 Patent is patentably distinct from Brandrup for the same reasons 

independent claim 1, from which it depends, is patentably distinct from Brandrup. 

13. Claim 13- Brondrup's appropriate key token is distinct from a 
reservation certificate being current. 

As described above, claim 13 is a method claim version of claim 1, which is a system 

claim. Claim 13, however, is even more explicit in describing that the processor determines if 

U1e reservation certificaw is "current" and activates a door lock based on that determination. 

As a result, claim 13 of the '205 Patent is patentably distinct from Brandrup for the same 

reasons independent claim 1 is patentably distinct from Brandrup. 

14. Claim 14 - Brondrup's reservation period is not a 
predetermined duration used for door lock activation. 

Claim 14 of the '205 Patent is a method claim version of dependent claim 2. 

As a result, claim 14 of the '205 Patent is patentably distinct from Brandrup for the same 

reasons dependent claim 2 is patentably distinct from Brandrup. 

Claim 14 of the '205 Patent is also patentably distinct from Brandrup for the same 

reasons independent claim 13, from which it depends, is patentably distinct from Brandrup. 
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15. Claim 15- Brondrup's a certain time of the departure day is an 
end time and not a duration of activation. 

Claim 15 of the '205 Patent is a method claim version of dependent claim 3. 

As a result, claim 15 of the '205 Patent is patentably distinct from Brandrup for the same 

reasons dependent claim 3 is patentably distinct from Brandrup. 

Claim 15 of the '205 Patent is also patentably distinct from Brandrup for the same 

reasons independent claim 13, from which it depends, is patentably distinct from Brandrup. 

16. Claim 16- Brondrup's reference number is not a duration. 

Claim 16 of the '205 Patent is a method claim version of dependent claim 4. 

As a result, claim 16 of the '205 Patent is patentably distinct from Brandrup for the same 

reasons dependent claim 4 is patentably distinct from Brandrup. 

Claim 16 of the '205 Patent is also patentably distinct from Brandrup for the same 

reasons independent claim 13, from which it depends, is patentably distinct from Brandrup. 

17. Claim 17 - Brondrup's reservation period is not disclosed in 
relation to its wireless door lock or to activation of a door lock 
and Brondrup's reference number is not an interval of the 
reservation. 

Claim 17 of the '205 Patent is a method claim version of dependent claim 5. 

As a result, claim 17 of the '205 Patent is patentably distinct from Brandrup for the same 

reasons dependent claim 5 is patentably distinct from Brandrup. 

In addition, as described below, the Office has previously considered Brandrup in regard 

to an interval of the reservation in the CIP Application. The claims of the CIP Application recite 

a reservation certificate describing an interval of a reservation like claim 17 of the '205 Patent. 
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The Office initially rejected these claims, asserting that Brandrup discloses a reservation 

certificate describing an interval of a reservation. The Office initially rejected these claims, 

asserting that Brandrup discloses a reservation certificate describing an interval of a reservation. 

The Applicant of the CIP Application argued that Brandrup fails to teach a reservation certificate 

describing an interval of a reservation. The Office accepted the argument and found that the 

claims were allowable over Brandrup. 

Claim 17 of the '205 Patent is also patentably distinct from Brandrup for the same 

reasons independent claim 13, from which it depends, is patentably distinct from Brandrup. 

18. Claim 18 - Brondrup does not teach or suggest a start time in 
relation to its reservation period or even a start time at all. 

Claim 18 of the '205 Patent is a method claim version of dependent claim 6. 

As a result, claim 18 of the '205 Patent is patentably distinct from Brandrup for the same 

reasons dependent claim 6 is patentably distinct from Brandrup. 

In addition, as described below, the Office has previously considered Brandrup in regard 

to an interval of the reservation in the CIP Application. The claims of the CIP Application recite 

a reservation certificate describing an interval of a reservation like claim 18 of the '205 Patent. 

The Office initially rejected these claims, asserting that Brandrup discloses a reservation 

certificate describing an interval of a reservation. The Office initially rejected these claims, 

asserting that Brandrup discloses a reservation certificate describing an interval of a reservation. 

The Applicant of the CIP Application argued that Brandrup fails to teach a reservation certificate 

describing an interval of a reservation. The Office accepted the argument and found that the 

claims were allowable over Brandrup. 
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Claim 18 of the '205 Patent is also patentably distinct from Brandrup for the same 

reasons independent claim 13, from which it depends, is patentably distinct from Brandrup. 

19. Claim 19 - Brondrup's nwbile phone is not the server issuing 
the key token. 

Claim 19 of the '205 Patent is a method claim version of dependent claim 7. 

As a resuh, claim 19 of the '205 Patent is patentably distinct from Brandrup for the same 

reasons dependent claim 7 is patentably distinct from Brandrup. 

Claim 19 of the '205 Patent is also patentably distinct from Brandrup for the same 

reasons independent claim 13, from which it depends, is patentably distinct from Brandrup. 

20. Claim 20- Brondrup's PKI encryption does not use a 
symmetric key. 

Claim 20 of the '205 Patent is a method claim version of dependent claim 8. 

As a result, claim 20 of the '205 Patent is patentably distinct from Brandrup for the same 

reasons dependent claim 8 is patentably distinct from Brandrup. 

Claim 20 of the '205 Patent is also patentably distinct from Brandrup for the same 

reasons independent claim 13, from which it depends, is patentably distinct from Brandrup. 

21. Claim 21- Brondrup's wireless door lock device does not 
verify if a key token certificate is genuine or includes a digital 
authorization of a trusted party and Brondrup's reference 
number is not a digital authorization of a trusted party. 

Claim 21 of the '205 Patent is a method claim version of dependent claim 9. 

/\s a result, claim 21 of the '205 Patent is patentably distinct from Brandrup for the same 

reasons dependent claim 9 is patentably distinct from Brandrup. 
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Claim 21 of the '205 Patent is also patentably distinct from Brandrup for the same 

reasons independent claim 13, from which it depends, is patentably distinct from Brandrup. 

22. Claim 22 - Brondrup's reference number is an identifier of the 
booking or reservation and does not correspond to the wireless 
door lock device or the door lock. 

Claim 22 of the '205 Patent is a method claim version of dependent claim 10. 

As a result, claim 22 of the '205 Patent is patentably distinct from Brandrup for the same 

reasons dependent claim 10 is patentably distinct from Brandrup. 

Claim 22 of the '205 Patent is also patentably distinct from Brandrup for the same 

reasons independent claim 13, from which it depends, is patentably distinct from Brandrup. 

23. Claim 23- Brondrup's nwbile phone is not the access device. 

Claim 23 of the '205 Patent is a method claim version of dependent claim 11. 

As a result, claim 23 of the '205 Patent is patentably distinct from Brandrup for the same 

reasons dependent claim 11 is patentably distinct from Brandrup. 

Claim 23 of the '205 Patent is also patentably distinct from Brandrup for the same 

reasons independent claim 13, from which it depends, is patentably distinct from Brandrup. 

Page 60 of 310



U.S. Patent No. 9,373,205 
Issued June 21, 2016 

Attorney's Docket No.: LBT00l0-CON-SE 
Page 41 

24. Claim 24 - Is patentably distinct from Brondrup for the same 
reasons as independent claim 13. 

Claim 24 of the '205 Patent is patentably distinct from Brandrup for the same reasons 

independent claim 13, from which it depends, is patentably distinct from Brandrup. 

B. § 1.610(C)(4)- No SNQ of patentability because Brondrup's wireless 
door lock does not determine if a key token is "current" 

Brandrup does not raise a substantial new question (SNQ) of patentability because claims 

1-24 of the '205 Patent are patentably distinct from Brandrup as described above. 

Primarily, in regard to claims 1-24, Brandrup does not raise an SNQ of patentability 

because the wireless door lock device of Brandrup does not determine if a key token is current 

in order to unlock a door. As described above, determining whether or not a key token is current 

on the wireless door lock device is not contemplated by Brandrup because it relies on the hotel 

reservation/IT system to determine the status of a reservation. For example, ,i 0043 of Brandrup 

describes that at the end of a reservation "the hotel reservation/IT system can send a key token 

deactivation message to the door lock associated wireless device of the reserved room." If 

Brondrup's wireless door lock device (access device) determined whether or not a key token is 

current, the hotel reservation/IT system would not need to send a key token deactivation message 

to the wireless door lock device. The activation of the door lock would simply expire with the 

reservation certificate as it does in the '205 Patent. Therefore, the key token deactivation 

message of Brandrup clearly shows that determining whether or not a key token is current is 

simply not contemplated by Brandrup. 
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In addition, in regard to dependent claims 2-11 and 14-23, Brandrup does not raise an 

SNQ of patentability because Brandrup does not teach or suggest the additional features of each 

of these dependent claims. 

Also, the Office has previously considered Brandrup in the CIP Application. The claims 

of the CIP Application additionally recite a reservation certificate describing an interval of a 

reservation like claims 5-6 and 17-18 of the '205 Patent. The Office initially rejected these 

claims, asserting that Brandrup discloses a reservation certificate describing an interval of a 

reservation. The Applicant of the CIP Application argued that Brandrup fails to teach a 

reservation certificate describing an interval of a reservation. The Office accepted the argument 

and found that the claims were allowable over Brandrup. 
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For the reasons discussed above, the Requester respectfully requests that supplemental 

examination of Claims 1-24 of the '205 Patent be performed with respect to the one item of 

information (Brandrup) submitted herewith and that a supplemental examination certificate be 

issued. 

Respectfully submitted, 

By: /John R. Kasha/ 
John R. Kasha 
Registration No. 53,100 
KASHA LAW LLC 
14532 DufiefMill Rd. 
North Potomac, MD 20878 
Customer No. 67050 
Tel. 703-867-1886 
Date: August 4, 2021 
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In re Supplemental Examination of 

U.S. Patent No. 

Control No. 

Confirm No. 

9,373,205 

96/000,367 

7090 

Inventors: Chris Outwater et al. 

Issued: 

For: 

June 21, 2016 

ACCESS CONTROL SYSTEM AND METHOD FOR USE BY AN 
ACCESS DEVICE 

Attorney Docket No. LBT00l0-CON-SE 

TRANSMITTAL OF CORRECTED REQUEST FOR SUPPLEMENTAL 
EXAMINATION OF U.S. PATENT NO. 9,373,205 

In response to Notice ofNoncompliant Supplemental Examination Request (hereinafter 

the "Notice") mailed July 28, 2021: 

A As suggested in the Notice, the 3 CIP prosecution documents have been deleted from the 

corrected request and the optional discussion has been made only under a separate 

subheading (XII) entitled "Optional Explanation under§ l.610(c)(3) & (4)" as 

recommended in MPEP 2811.01 I; 

B. As suggested in the Notice, the Brandrup reference has been fairly applied to the 

dependent claims in the detailed explanation; and 

C. As suggested in the Notice, to follow best practices under MPEP 2811.01, the detailed 

explanation now includes citations to particular portions or figures in the Brandrup 

reference using an appropriately detailed claim chart. 

Also, as directed, submitted herewith is a complete, corrected request that will replace the 

originally-filed request that now includes exhibits A-E, also submitted herewith. 
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Respectfully submitted, 

By: /John R. Kasha/ 
John R. Kasha 
Registration No. 53,100 
KASHA LAW LLC 
14532 DufiefMill Rd. 
North Potomac, MD 20878 
Customer No. 67050 
Tel. 703-867-1886 
Date: August 4, 2021 
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ACCESS CONTROL SYSTEM AND METHOD 
FOR USE BY AN ACCESS DEVICE 

CROSS-REFERENCE TO RELATED 
APPLICATION 

This application is a continuation of U.S. patent applica­
tion Ser. No. 13/582,467, filed Sep. 4, 2012, now U.S. Pat. No. 
8,996,876, which is a national stage application of PCT 
Application No. PCT/USll/26781, filed Mar. 2, 2011, which 
claims the benefit of U.S. Provisional Patent Application No. 
61/309,813, filed Mar. 2, 2010. All of the above mentioned 
applications are incorporated by reference herein in their 
entireties. 

INTRODUCTION 

Electric vehicles are rapidly gaining in popularity. With 
these electric vehicles, charge points, or chargers where the 
vehicle can charge its batteries, will also become ubiquitous. 
The simplest charger is simply a kiosk or charge station that 
a vehicle can plug into and charge. A fee or other access may 
be required to use this kiosk. In other situations, vehicles will 
be able to be charged at parking facilities, parking meters and 
even street lamps. Other electronic access devices such as 
hotel room locks and the like are also gaining in popularity. 

2 
like. The web site can be general access or restricted access 
and can allow a user using a browser from a computer, laptop, 
web-capable cellular telephone, smart phone or any elec­
tronic processing device to place a reservation for a particular 
charger at a particular time window. A server or server com­
puter not hosting a website can also interface directly with a 
telephone application. The server, or another server, can then 
transfer a digital token or certificate, which may be wholly or 
partially encrypted, to the cellular telephone. This certificate 

10 may comprise a unique ID and/or a date/time stamp. 
The certificate generally has an ID referring to the final 

access device (for example, a charger), or is encoded in such 
a way that only the final access device can read and/or verify 
the message (e.g., the certificate may be encrypted with or 

15 signed with a public key for the final access device); whereby 
the final access device can recognize that the certificate is 
intended for it. The certificate generally has a start time and 
duration ( or end time), describing the interval during which 
the final access device has been reserved. Additional options 

20 may also be included. 
The certificate can also contain a digital authorization (for 

example, a digital signature) so that the final access device 
can verify that the certificate is genuine. Each charger or other 
access device in a particular system may have a unique ID, 

25 which can be changed for security. 

A major problem with a random collection of charge sta­
tions is that a driver needing charge may have no idea exactly 
where to find a charging station that can charge his vehicle 
using the correct voltage and current, and may have no con- 30 

venient way to reserve a place or make payments for this 
service. Of course, kiosks and the like can accept credit cards 
much like gas pumps; however, there still remains the prob­
lem of reservations and correct charging parameters. 

The certificate can also contain this charger or device ID as 
well as other information such as approximate time when 
charging should begin (the reservation time), and the charg­
ing parameters. 

If a wireless device, such as a laptop or smart phone, is used 
to carry the certificate, it can be running an application that 
turns on short-range wireless capability as the reservation 
time approaches. For simplicity in the following discussion, 
the term 'smart phone' is used, but will be understood to 

Use of the Internet for almost everything has also become 
very common to many people today. A large percentage of 
fungible goods today are purchased directly from merchants 
over the Internet. It would be very desirable to have an easily 
accessed website that could provide reservation services for 
charges, including directions to the location of a specific 
charger and could provide correct charging parameters to that 
charger. This website could interact with a user's cellular 
telephone to provide an electronic token or certificate that 
could be temporarily stored in the phone that could be passed 
on to an access device such as a vehicle charger, hotel room 
lock or other access system to allow access and provide any 
necessary parameters. 

Burger in U.S. Published Patent Application number 2010/ 
0031043 teaches a portable electronic authorization method 
for enabling a user interface on a computer operated by a user 
to cause the memory content of an electronic device distinct 
from the computer to be modified. Burger teaches using RFID 
tags to replace each typical document found in a person's 
wallet or purse. Burger fails to teach enabling a charger for an 
electronic vehicle. 

It would be advantageous to have a system and method of 
reserving an electrical vehicle charger on a web page and then 
transferring a token or certificate to a cellular telephone which 
could then further transfer this token to the charger to autho­
rize charging. 

SUMMARY OF THE INVENTION 

The present invention relates to the use of a web site and a 
cellular telephone, preferably a smart phone, to reserve and 
activate an electric vehicle charger or to activate and allow 
access to any access device such as a hotel room lock or the 

35 include any portable computer or PDA, having a wireless 
communication ability. 

As the smart phone approaches the charger or access 
device, a wireless connection is made ( e.g., via Bluetooth™, 
Zig bee™, or IRDA); notification may be provided to the user 

40 of the device's proximity; and the wireless device sends the 
digital token or certificate to the device. The device can be 
optionally Internet enabled; however, it does not have to 
necessarily be. In fact, the present invention is particularly 
useful for devices that may generally be Internet connected, 

45 but for which the connection is unreliable, for example, for 
chargers employing Wi-Fi connection in a garage or private 
residence. In such cases, an inopportunely placed truck may 
block communication, or a weakly secured or informally 
managed modem and/or router may not provide a sufficiently 

50 reliable communication. When the device sees its current 
unique ID on the received certificate or if the device's private 
key is usable to decrypt at least a portion of the received 
certificate, and if the reservation time from the certificate 
approximately agrees with its internal time-of-day/date 

55 clock, the device can allow charging. Communication with 
the smart phone may also include a message as to the smart 
phone's own clock-calendar, which may be taken into 
account for adjusting the clock of the device (as the smart 
phone may have had more recent connection to an authorita-

60 tive time source.) 
The incoming digital certificate can contain a new, updated 

unique ID for that charger or access device to assume. Upon 
assuming the new ID ( after charging is complete or access is 
allowed), the old ID is no longer valid. This prevents hacking 

65 or spoofing the device by trying to use the same certificate 
twice ( say by changing the date/time). The certificate can also 
contain a new encryption decoding key for the next use. This 
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prevents any decoding of an old or used token or certificate. In 
this case, since the transaction may not take place (for 
example, the customer could not find the charger), it is pos­
sible for the state of the charger to become ambiguous. It is 
possible to issue reservations with both the old certificate and 
the new certificate present simultaneously. 

Funds transfer for the access service can be made by the 
website at the time of reservation from a user's account, from 

4 
After all of the information is gathered, the website causes 

the server 15 to send a particular digital token or certificate ( a 
"reservation certificate" 5) to a particular portable terminal, 
e.g., a cellular telephone or smart phone 4 that the user speci­
fies ( which may the phone being used to make the reservation, 
but it does not need to be). All or part of the digital certificate 
may be encrypted with a public key for which the private key 
counterpart is known to only one charger or access device. 

a money transfer service like PAYPAL™ or by receiving 
funds from a credit card similar to any other e-transaction. In 10 

addition, if the charger or access device is web-enabled, the 
device itself can report back that the charging took place or 

Similarly, all or part of the digital certificate may be encrypted 
with a symmetrical key, known to both the server and the 
charger. All or part of the digital certificate may be encrypted 
with a private key known only to the server, but for which the 
public key is known to all compatible chargers, whereby the 
chargers can authenticate that the encryption was performed 
by the server. The certificate can contain a unique charger ID 
code for the target charger 6 or device, the date/time the 

the access was allowed. Since the digital token or certificate 
has a reserved charging time, the certificate will die automati- 15 
cally a certain number of minutes or hours after that time in 
that the charger or access device will no longer allow access 
based on its time-of-day/date clock. 

certificate is issued, the date/time the charging is supposed to 
take place, the charging parameters, the charging time allo­
cated, a new charger ID code that will replace the old ID, and 

DESCRIPTION OF THE FIGURES 

Attention is now directed to several illustrations that show 
some of the features of the present invention. 

FIG. 1 shows a flow diagram of a reservation and charge 
from a web-enabled charger. 

FIG. 2 shows an embodiment of a digital token or certifi­
cate. 

FIG. 3 shows a similar flow diagram to that of FIG. 1, 
except that the charger is not web-enabled. 

FIG. 4 shows the flow with a web-enabled hotel room lock. 
FIG. 5 shows the flow of FIG. 3 with a hotel room lock that 

is not web-enabled. 
FIG. 6 shows a block diagram of a charger that might be 

used with the present invention. 
FIG. 7 shows a block diagram of an embodiment of a smart 

phone application. 
Several illustrations and drawings have been presented to 

aid in understanding the present invention. The scope of the 
present invention is not limited to what is shown in the figures. 

DESCRIPTION OF THE INVENTION 

The present invention allows reservation and activation of 
an electric vehicle charger or an access device like a hotel 
room lock from a website via a digital token or certificate sent 
to a cellular telephone or smart phone. 

FIG. 1 shows a flow diagram of an embodiment of the 
present invention. A website 12 is hosted on a server 15 that 
communicates with the Internet 1. An Internet terminal 
device 2 such as a laptop or smart phone has communication 
with the server 15, browses the site 12 and initiates a reser­
vation request 3 for charging or access. The website can be 
either open or secure. If secure, then generally a password is 
needed to access it. Communications security protocols such 
as https or IPSec may be used in any part of the system of the 
present invention. 

The website 12 or server 15 can contain information about 
different services available including the location of possible 
vehicle chargers 6. The website or server will generally have 
a database which lists all chargers/locations (including pos­
sible maintenance closures) and all current reservations along 
with their status. The user can select where he wants to be 
charged or can be directed to the nearest charger in the sys­
tem. The reservation 3 can be let for a certain time when 

20 optionally a new encryption key. Additionally, the certificate 
can contain communication information necessary to contact 
the device when in proximity to it, as discussed below. It is 
also possible that various portions of the message can be in 
plaintext. This makes it easier for a device to determine if any 

25 of many messages is for it without requiring decryption of 
every message. In this case, part of the certificate should 
include a hash of portions of the plaintext that would other­
wise be exposed to tampering. The hash can then be encrypted 
by the server (e.g., with the server's private key) so that a 

30 charger or device is able to determine the authenticity of the 
certificate (by decrypting the hash with the server's public 
key and comparing that hash to one computed from the plain­
text). 

The charger 6 (or access device 11, shown in FIG. 4) may 
35 be Internet capable, having connection 10 to Internet 1, or 

optionally it may be unconnected to the Internet 1 (as shown 
in FIG. 3 and FIG. 5 with no connection 10). As the cellular 
telephone 4 approaches the charger 6 (or access device 11, 
shown in FIGS. 4 & 5), a wireless technology such as BLUE-

40 TOOTH, Wi-Fi, Zigbee, infrared, or other wireless technique 
can be used to communicate with the charger or access 
device. 

The charger may use these wireless techniques in a manner 
that does not advertise its presence, for instance, the BLUE-

45 TOOTH service may not announce itself. In such cases as 
these, the application on the smart phone uses a predeter­
mined communication setting, or obtains the appropriate 
communications settings (such as the network SSID, pass­
codes, IP addresses, Bluetooth ID, etc.) needed to contact the 

50 charger. In fact, with certain information ( e.g., the Bluetooth 
ID) will allow the application to identify and communicate 
with a specific one of many chargers in proximity. 

After a short communications handshake, the digital token 
or certificate 5 is sent to the charger or access device by 

55 short-range wireless. The charger 6 decrypts the certificate, if 
encrypted, reads the unique device ID, and decides if it is the 
correct device. If so, it reads the reservation time. If the 
reservation time approximately agrees with the time of day 
read from its internal time-of-day/date clock 8, it then 

60 decodes the charge parameters or access parameters, if any, 
and allows charging or access to take place. FIG. 1 shows a 
vehicle 7 being charged, and it shows the charger 6 with a 
time-of-day/date clock 8 and an optional GPS receiver 9. If 

charging will begin on a certain date. The user can also supply 65 

any parameters concerning charging necessary such as volt­
age/current requirements, time needed and the like. 

the charger contains a GPS receiver, its identification can be 
by location, provided the charger has GPS access. This gen­
erally requires clear sky. The known coordinates or location 
of a charger can also be entered during installation, either 
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from a map or predetermined table or from a GPS carried by 
an installer. If the charger 6 or access device 11 is Internet 
enabled (i.e., having connection 10), it can communicate with 
the website application via long-range wireless such as cel­
lular or by wire access, or it can communicate with an Internet 
access point by Wi-Fi or the like. 

FIG. 2 shows a sample certificate 14 (one embodiment of 
certificate 5) containing several fields of data representative 
of the reservation: 

In some embodiments, one field is provided that can asso- 10 

ciate the certificate with the charger, such as a device identi­
fication (Device ID) of the charger 6 (so that the charger will 
have some suggestion that this is a message for it; 

6 
The user can then unlock the door at any time during the stay 
period by pressing a particular button on the phone or by other 
technique. The phone can re-send the unique ( and secret) 
access device ID to the device so that the device knows it is the 
correct person each time access is requested. 

FIG. 6 shows a block diagram of a charger system 60 that 
is an embodiment of the charger of the present invention. A 
processor 16 is tied to a communication module 17 that per­
forms short-range communication with a cellular telephone 
or smart phone and allows certificate 5 to be transferred from 
the cellular/smart phone through processor 16 to a storage 
module 19. The processor 16 or storage module 19 may 
comprise the private key for the charger 6 and/or may store a 
public key ( e.g., of server 15) to verify digital signatures ( e.g., Start Time: this can be in plaintext so that the smart phone 

application can read it also; 
Duration/End Time: if the reservation is not just for a 

predetermined time like all day for example; 
Service Type: for example level 1 charging vs. level 2, if the 

charger supports multiple services. 

15 those made with the server's private key). The storage module 
19 can be any type of disk, memory or mass storage device. A 
clock 8 and/or GPS receiver 9 are also connected to the 
processor 16 to provide the current time. The processor 16 

For security, in some embodiments, the first portion of the 20 

certificate can be hashed, and the hash encrypted using the 
public key of the charger. Upon receipt by the charger, the 
hash is decrypted using the private key of the charger, and the 
hash result compared with the charger's internal hash calcu­
lation. If the two match, then nobody has edited the reserva- 25 

tion and the certificate may be trusted as authentic. This is safe 
unless someone cracks the key of the charger. In that case, 
only one charger 6 is affected. An alternative embodiment 
may use a signed hash or checksum. Here, the hash is com­
puted as above, then encrypted with a private key held by a 30 

trusted authority such as the website. 
Upon receipt, anyone, including the smart phone and the 

charger, can use the trusted authority's public key to decrypt 
the hash and compare that to the hash they run. This method 
is safe unless someone cracks the private key of the website. 35 

In still another embodiment, a Signed-then-Encrypted Hash/ 
Checksum is used. Here the signed hash is encrypted so that 
only the charger can read it. This way, the private keys of both 

directly controls access to a charging element 6, i.e., enabling 
charging element 6 when a currently certificate 5 has been 
presented, and disabling charging element 6 otherwise. An 
optional long-range communication module 18 can commu­
nicate with the Internet either by placing a cellular telephone 
call or with Wi-F i or the like. 

Optionally, the application on a smart phone 4 can energize 
short-range communication when the local GPS in the phone 
indicates that the phone is near the target charger 6. The smart 
phone can also optionally signal that the vehicle needs a 
charge, or that a particular charge reservation time is 
approaching. The system of the present invention can also 
optionally track motorists' visits and purchases at retail stores 
in a mall or shopping center, and have automatic credits that 
can be added to the smart phone good toward future vehicle 
charging paid for by merchants as an incentive to purchase 
from their stores. 

In US Patent Application Publication 2007/0008181, Rol­
lert et al. teach a "System and Method For Optimizing the 
Utilization Of Space," primarily parking spaces, by allowing 
a reservation to be made through the Internet. FIG. 7 shows the charger 6 and the website server 15 need to be compro­

mised, and then only that charger is threatened. 
The certificate 14 can contain a certificate ID that is unique 

only to this certificate that can be used for tracking and debug­
ging. The date/time the certificate was issued, again for track-

40 how the present invention represents an improvement to the 
system and method ofRollert et al., enabled by a smart phone 
application that could, for example, run on an iPhone by 
Apple, Inc. of Cupertino, Calif. or other smart phone. Such an 

ing and debugging, a unique device ID of the target device, the 
reservation start time and duration, any charging parameters 45 

needed, an optional new device ID for the next session and an 
optional new decryption key for the next session. 

When charging or access is complete, the charger 6 or 
access device can update its ID to the new ID supplied by the 
previous certificate and optionally update its decryption key 50 

(if encryption is used). If the charger is Internet capable 10, it 
can notify the website 12 that the charging is complete or that 
the changeover has taken place. 

FIG. 3 shows the flow of FIG. 1 with the charger 6 not 
having Internet access. FIG. 4 shows an Internet capable 55 

access device 11, in this example a hotel room lock, having 
connection 10 to Internet 1, while FIG. 5 shows an access 
device 11 ( again a hotel room lock) that cannot communicate 
over the Internet. In the case of a hotel room, a room reser­
vation can be made using an Internet-enabled cellular tele- 60 

phone 4, laptop 2, computer or other Internet device. The 
room can be paid for in the usually e-commerce way by credit 
card or by any other payment method. The digital token or 
certificate is sent to the smart phone 4, and the user is told the 
external room number. As the guest approaches the hotel 65 

room door, the smart phone 4 sends the certificate 5 to the lock 
device by way of short-range wireless like BLUETOOTH. 

application would have a various screen views for performing 
such functions as making a new reservation, examining cur­
rent reservations, and maintaining the patron's account. 
Some portions of the application require connectivity to the 
Internet to operate, but other portions may operate based on 
locally stored information. A few related operations, includ­
ing examining current reservations, should be able to operate 
without Internet access, as the user may require immediate 
access to these operations, but be in a location such as in a 
parking garage where Internet access such as cell communi­
cation or Wi-Fi may not be provided. 

In the diagram of FIG. 7, a main application view 20 is 
shown to offer three options: New Reservation (for creating a 
new reservation), Current Reservations (for examining and 
using reservations already made), and Account Info (for cre­
ating and editing appropriate account information). FIG. 7 
shows a smart phone application block diagram for an 
embodiment in which Internet device 2 and smart phone 4 are 
the same device: In another embodiment, the reservation­
making portion of the application may run on Internet device 
2 and the current reservation portion of the application may 
run on the smart phone 4. 

The patron would have selected the Account Info 21 at least 
once to create or otherwise associate an account with the 
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patron's smart phone 4. An account may have associated 
payment preferences and perhaps acceptance oflegal agree­
ments. Payment preferences might include a credit card 
account, or a bank account. Another payment preference 
would provide permission to pre-charge a patron's credit card 
or bank account and subsequently allow the system to operate 
using micropayments made against that pre-charge amount. 
The parking reservation server 15 ( or web site 12) or another 
server with which it has communication (not shown) would 
maintain the micropayment accounts for each patron and 10 

apply their funds to charges for parking. The micropayment 
accounts would be settled daily or with a different period, or 
whenever the pre-charged amount has been consumed. 

Once the patron's account has been enabled, the patron can 15 
access the views for creating a new reservation. 

The New Reservations 23 screen accepts a start-time, an 
end-time ( or duration), and a destination. 

Required amenities can be selected, including for the 
present invention, available charging for an EV (which may 20 

further include a selection for Level 1 or Level 2 charging, for 
instance). The destination may be an actual parking location, 
but more commonly (and as illustrated herein) it is the 
patron's destination for which nearby parking is sought. 

As with each screen in this diagram other than the Main 25 

view 20, there is a 'back' arrow 22 atop the screen including 
the New Reservations screen 23. The back arrow 22 is a user 
interface element that permits the patron to move back up the 
hierarchy to access screens and their interfaces higher up. 

Once a destination has been entered into the New Reser- 30 

8 
in the 'current reservations' branch (28-31), such as the Res­
ervation Detail page 29, showing the reservation just made. 

Another way of getting to the Reservation Detail screen 29 
begins back on the Main application view 20 when the patron 
selects the current reservations option. Upon doing this, the 
Current Reservations List 28 is shown, which lists all pending 
parking reservations, for example in order of the date and time 
at which the reservation starts. Besides the start time, each 
entry in the list should show some additional information to 
remind the patron of each instance, for example the destina­
tion may be presented. 

Upon selecting one of the reservations from the Current 
Reservations List 28, the corresponding Reservation Detail 
screen 29 is shown, listing the same details that were selected 
and known when the reservation was made. Clicking on the 
destination entry on this screen can bring up a Spot/Destina-
tion Map screen 30, showing the location of the parking spot 
with respect to the destination. 

The Reservation Detail screen 29 also presents a connect 
option to direct the smart phone application to attempt com­
munication with the EV charging system 4 ( or other parking 
spot amenity system or access device 11, e.g., a hotel room 
lock) and to provide the reservation certificate 5 to the charger 
6 or device (11), thereby enabling it 32 for the interval of the 
reservation. 

The Charger Enabled screen 31 can be used to monitor the 
connection attempt and confirm activation resulting from a 
successful connect action, and may also initiate a timer (not 
shown) on the smart phone to generate an alert as the parking 
interval is about to expire. 

Several descriptions and illustrations have been presented 
to aid in understanding the features of the present invention. 
One skilled in the art will realize that numerous changes and 
variations are possible without departing from the spirit of the 

vation screen 23, the user may be presented with the Desti­
nation Map screen 24 showing a map with the destination 
marked and parking spots nearby shown and selectable. The 
spots shown may be only ones having the stated amenities and 
that are available to be reserved for the interval entered such 
as beginning from the start-time and available for the duration 
or until the end-time. Current information regarding parking 
spot availability requires communication with the server 
responsible for maintaining reservations for that spot, which 
may be server 15, web site 12, or some other server. 

35 invention. Each of these changes and variations is within the 
scope of the present invention. 

Alternatively, the spots may be shown in a list, which may 
be sorted by their distance from the indicated destination, or 
by price, or a combination thereof. 

40 

The patron selects a parking spot, whether from a corre­
sponding marking on the map, or from the spot list (not 45 

shown). Once selected, the Spot Detail screen 25 is shown, 
which includes information such as location, pricing, detailed 
amenities, and perhaps a picture of the specific parking loca­
tion ( or one representative of it). 

If the patron does not like the parking spot presented, the 50 

back buttons allow returning to screens earlier in the interac­
tion to make different selections, e.g., to choose a different 
spot or alter the start-time, etc. 

If the patron does like the parking spot presented, he can 
confirm the reservation 26, which initiates a reservation 55 

request to the server. Upon successfully obtaining a reserva­
tion for an EV charging enabled parking location, the server 
in response can provide or authenticate 27 a reservation cer­
tificate 5 to be stored in the smart phone 4. For instance, in one 
embodiment, reservation certificate 5 comprises data repre- 60 

sentative of the reservation encrypted with the server's private 
key. In another embodiment, reservation certificate 5 com­
prises a digital signature by the server that authenticates data 
representative of the reservation. The completion of the res­
ervation transitions the patron to a different region of the 65 

application screen hierarchy, and instead of being in the 'new 
reservation' branch (23-26), the interface jumps to a location 

What is claimed is: 
1. An access device for use in an access control system, the 

access device comprising: 
a processor (16) having control of a door lock (11); and 
a communication module (17) connected to the processor, 

the processor able to receive a reservation certificate (5) 
presented by a portable terminal (4) through the com­
munication module; 

wherein the processor activates the door lock when a cur­
rent reservation certificate has been presented. 

2. The access device of claim 1 wherein the processor 
activates the door lock for up to a predetermined duration. 

3. The access device of claim 2 wherein the predetermined 
duration is all day. 

4. The access device of claim 1 wherein the reservation 
certificate comprise data representative of a duration and the 
processor activates the door lock for up to the duration. 

5. The access device of claim 1 wherein the processor has 
access to the current time, the reservation certificate com­
prises data representative of an interval of the reservation, and 
the processor activates the door lock during the interval. 

6. The access device of claim 5 wherein the interval is 
specified by a start time and one of an end time and a duration. 

7. The access device of claim 1 further comprising: 
a memory to which the processor has access, the memory 

containing a public key for a server authorized to issue 
the reservation certificate; 

wherein at least a portion of the reservation certificate is 
encrypted by the server using a private key and the 
processor verifies that the reservation certificate is genu­
ine by decrypting the portion with the public key. 
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8. The access device of claim 1 further comprising: 
a memory to which the processor has access, the memory 

containing a symmetric key; 
wherein at least a portion of the reservation certificate is 

encrypted by a server using the symmetric key and the 
processor verifies that the reservation certificate is genu­
ine by decrypting the portion with the symmetric key. 

10 
prises data representative of an interval of the reservation and 
the certificate is current for up to the interval. ' 

18. The met~od of claim 17 wherein the interval is speci­
fied by a start time and one of an end time and a duration. 

19. The method of claim 13 wherein at least a portion of the 
reservation certificate is encrypted by a server using a private 
key for which the corresponding public key is stored in a 
~emory accessible to the processor, wherein the b) determin­
mg by the processor is further that the reservation certificate 

~- The access device of claim 1 wherein the processor 
venfies that the reservation certificate is genuine. 

10. The access device of claim 1 further comprising: 
an identification to which the processor has access the 

identification corresponding to one of the access d~vice 
and the door lock, wherein the processor determines that 

10 is genuine on the basis of decrypting the portion with the 
public key, and the c) activating is on the further basis of the 
reservation certificate being genuine. 

20. The method of claim 13 wherein at least a portion of the 
reservation certificate is encrypted by a server using a sym-the reservation certificate comprises data representative 

of the identification. 
11. The access device of claim 1 further comprising: 
a memory to which the processor has access, the memory 

con!aining a private key of the access device; 
wherem at least a portion of the reservation certificate is 

encrypted by a server using a corresponding public key 20 

for the access device and the processor decrypts the 
portion with the private key. 

15 metric_ key stored in a memory accessible to the processor, 
wherem the b) determining by the processor is further that the 
reservation certificate is genuine on the basis of decrypting 
the portion with the symmetric key, and the c) activating is on 
the further basis of the reservation certificate being genuine. 

12. The access device of claim 1 wherein the processor has 
access to a server through the communication module and the 
processor reports to the server that door lock was activated on 25 

the basis of the reservation certificate. 
13. A method for use by an access device in an access 

control system, the method comprising: 

21. The method of claim 13 wherein the b) determining by 
!he processor is further that the reservation certificate is genu­
me, and the c) activating is on the further basis of the reser­
vation certificate being genuine. 

22. The method of claim 13 wherein the processor has 
access to an identification, the identification corresponding to 
one of _t~e access device and the door lock, wherein the b) 
determmmg by the processor is further that the reservation 
certificate comprises data representative of the identification, 
and the c) activating is on the further basis of the reservation 
certificate comprising data representative of the identifica­
tion. 

a) accepting, by a processor through a communication 
module, a reservation certificate presented with a por- 30 

table terminal; 
23. The method of claim 13 wherein at least a portion of the 

reservation _certificate is encrypted by a server using a public 
key for which the corresponding private key is stored in a 

35 memory accessible to the processor, the method further com­
prising the step of: 

b) determining, by the processor, that the reservation cer­
tificate is current; and 

c) activating, by the processor on the basis of the reserva­
tion certificate being current, a door lock. 

14. The method of claim 13 wherein the certificate is cur­
rent for up to a predetermined duration. 

15. The method of claim 14 wherein the predetermined 
duration is all day. 

16. The method of claim 13 wherein the reservation cer- 40 

tificate comprises data representative of a duration and the 
certificate is current for up to the duration. 

17. The method of claim 13 wherein the processor has 
access to the current time and the reservation certificate com-

d) decrypting the portion, by the processor, with the private 
key. 

24. The method of claim 13 wherein the processor has 
access to a server through the communication module the 
method further comprising the step of: ' 

d) reporting to the server that the door lock was activated on 
the basis of the reservation certificate. 

* * * * * 
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(57) ABSTRACT 

A system and method for, by means of a mobile terminal, 
wireless hotel search and selection, reservation/booking, 
check-in, room access control, check-out and payment ser­
vices for hotel customers is disclosed. The mobile terminal 
(1) comprises a mobile telephone and processing unit (23), 
operating with wireless applications, for wireless commu­
nication (2) with a hotel search and reservation server (12) 
and a reservation;1T system (7) of a selected hotel, and a 
short-range wireless device (25) for wireless communication 
(10) with wireless devices (9,16) of door locks (32) and user 
locating arrangements, respectively. By means of the wire­
less application of the mobile terminal (1), the user reserves 
a hotel room. A hotel room key token is transferred from the 
reservation/IT system (7) to the wireless device (35) of the 
mobile terminal, and hence to the wireless door lock (9,32). 
When the terminal (1) and the wireless door lock (9,31) are 
in-range, the hotel room key token is transferred from 
mobile terminal (1) to the wireless door lock (9,32), the door 
is unlocked and check-in is registered. On departure, exit or 
expiration of the reservation period, the system provides 
wireless check-out and electronic bill settlement. 
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WIRELESS RESERVATION, CHECK-IN, ACCESS 
CONTROL, CHECK-OUT AND PAYMENT 

FIELD OF THE INVENTION. 

[0001] The present invention relates to the field of provi­
sion of wireless services for reservation, check-in, access 
control, check-out and payment, preferably for hotel cus­
tomers by means of wireless application programs employ­
ing standard protocols operating on wireless user terminals 
provided with a wireless long or medium range communi­
cations and processing unit, such as a mobile telephone, and 
wireless short range device, such as a device complying with 
the Bluetooth industry standard. 

[0002] The Problem Areas. 

[0003] The invention addresses the following problem 
areas: 

[0004] The problem of a traveller on the move to find 
a suitable hotel, particularly in foreign cities. 

[0005] The problem of a traveller on the move who 
has to rely on the opening hours of travel agencies 
for finding hotels. 

[0006] The problem of a traveller on the move of 
sitting in long and costly telephone 'waiting lines' 
with travel agencies to make hotel reservations. 

[0007] Hotels difficulties in reaching the customers 
directly when they are looking for hotels in given 
areas. 

[0008] Hotels challenge in building loyalties with 
frequent travellers. 

[0009] Problems related to long check-in and/or 
check-out lines in many hotels for guest check-in, 
check-out and bill settlement. 

[0010] Problems related to operation of locks requir-
ing manual operations. 

[0011] Known Solutions and Problems with These. 

[0012] When wanting to book a hotel room, travellers 
often find themselves in long travel agency telephone 'wait­
ing lines'. In addition, once a connection has been estab­
lished, the communication with the travel agency agent 
introduces a distortion between the hotels' information and 
the traveller, e.g. in the understanding of hotel standard, 
quality, service level, etc. This occasionally makes the 
finding of a suitable hotel room slow, and unsafe as to 
whether the traveller is really getting what he/she requests. 
In addition the traveller is dependent on the travel agency's 
opening hours for the reservation/booking of hotel rooms in 
foreign cities. 

[0013] For the hotel this also makes loyalty building and 
marketing to the end customer more difficult, since the travel 
agency, with it's agreements with different hotels, is the 
interface of traveller. 

[0014] Norwegian patent publication no. NO 179888 to 
Ohm discloses a system and method suitable for remote 
services searching, making reservations, ordering and con­
firming of orders, but does not provide for wireless regis­
tration, hotel check-in, room access control, hotel check-out 
and payment. 

1 
Nov. 6, 2003 

[0015] Another problem is the hotel check-in and the key 
for the hotel room door lock. The opening of a traditional 
hotel room door lock requires that the customer has been 
checked in through the reception desk, at which there is at 
times a long queue waiting for check in, very often to the 
business travellers annoyance and irritation. Existing hotel 
room door locks that can be electronically programmed from 
the hotel reception desk to accept only the key given to the 
customer. To operate the door locks, the locks require that 
the user inserts some form of physical key. 

[0016] U.S. Pat. No. 5,614,703 to Martin et. al. discloses 
a system and for hotel check-in and check-out without the 
need for a desk clerk, wherein guest registration etc. is done 
by reading a card by means of a card reader, such as a 
magnetic credit card reader, located at the reserved hotel 
room. 

[0017] Yet another problem is hotel check-out and pay­
ment. When leaving the hotel, the traveller often has to wait 
in a long check out line to settle the bill-while at times 
risking to be late for an important meeting or even to miss 
a flight. 

[0018] On-line reservation/booking by means of Internet 
requires an Internet connection which may be a problem for 
the traveller when the traveller does not carry along a 
computer or a similar device which is capable of accessing 
the Internet. However, if the traveller should happen to have 
such a device, the start up of the device is still needed, and 
if the connection between the device and the Internet is made 
by means of a mobile telephone, a rather slow connection 
through a mobile phone will typically result in long con­
nection times and, consequently, expensive phone bills. To 
alleviate this problem, hotel reservation/booking applica­
tions based on the Wireless Application Protocol (WAP) are 
also currently being developed and tested in various loca­
tions. However, to the knowledge of the applicant, none of 
these combine all of the following elements or services: 

[0019] Search for a hotel that matches the user's 
preferences 

[0020] Provision of a selection if several choices 
exist 

[0021] Payment integrated with the reservation/ 
booking 

[0022] Provision of a reference number (booking 
token) that both serves as a receipt for accepted 
payment and as a key parameter in the communica­
tion protocol for door lock opening. 

OBJECTS OF THE INVENTION 

[0023] It is an object of the invention to provide a system 
and a method that alleviates a number of the above men­
tioned problems and limitations of the prior art systems, and 
which also integrate functions of previously separate sys­
tems to provide v-rireless hotel search, reservation/booking, 
check-in, room access control, check-out and payment ser­
vices for hotel customers. 

BRIEF DISCLOSURE OF THE INVENTION 

[0024] In one aspect of the present invention, the inven­
tion provides a system providing wireless hotel search and 
selection, reservation/booking, check-in, room access con-
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trol, check-out, and payment services for hotel customers by 
combining a wireless application for hotel search and res­
ervation/booking services, a aireless application for check­
out and payment services, and wireless hardware and appli­
cations for hotel lock5. Systems according to the invention 
can include a plurality of mobile terminals, each mobile 
terminal having a short range wireless device and a long or 
medium range wireless communications and processing 
unit, at least one hotel search and reservation;booking serve 
means, and a plurality of hotel reservation/information tech­
nology (IT) systems to the communication network means 
and communication network means allowing these to com­
municate, wherein each such hotel reservation/IT system is 
in communication with an associated plurality of corre­
sponding wireless devices associated with locks such as 
electrically operable door locks. The door lock wireless 
devices are short range devices capable of communicating 
with compatible wireless devices of in-range mobile termi­
nals. Preferably, the wireless devices of the mobile terminals 
and the wireless door locks are devices complying with the 
Bluetooth industry standard. Systems according to the 
invention further include electronic payment server means 
capable of communicating with other elements of the system 
by means of said communication network means. 

[0025] Optionally, systems according to the invention can 
also include additional short range wireless devices associ­
ated with and communicating with the hotel reservation/IT 
system for providing communication with nearby compat­
ible and appropriately adapted mobile terminals. Such addi­
tional devices can be installed at the entrances and/or exits 
of a hotel employing a system according to the invention 

[0026] In another aspect of the present invention, the 
invention provides a method providing wireless hotel search 
and selection, reservation/booking, check-in, room access 
control, check-out and/or payment services for hotel cus­
tomers by means of a system combining wireless application 
for search and reservation;booking services, a wireless 
application for check-out and payment services, and ,vire­
less hardware and applications for hotel door locks. A 
method according to the invention can include the steps of 
a user by means of a properly adapted wireless mobile 
terminal connecting to a hotel search and reservation/book­
ing server, searching for, finding and selecting a suitable 
hotel, sending a reservation/booking request and optionally 
information on a preferred method of payment to a con­
nected hotel reservation/IT system and thereby making a 
reservation, receiving by the wireless long or medium ,vire­
less communications and processing unit of the mobile 
terminal a reservation/booking request confirmation includ­
ing a key token, transferring the key token from the com­
munications and processing unit to the wireless device of the 
mobile terminal, transmitting from the hotel reservation/IT 
system the key token to a wireless device associated with a 
door lock of the reserved hotel room, and, upon arrival at the 
hotel of the user carrying the mobile terminal, wirelessly, by 
means of the wireless device of the mobile terminal, trans­
mitting the key token to nearby wireless devices associated 
with electrically operated door locks whereby, on receiving 
the appropriate key token, the arrival of the user is registered 
in the hotel reservation/IT system, and the door lock wireless 
device of the reserved room unlocks the door. Further, a 
method according to the invention includes, for user check­
out from the hotel, the additional steps of a user, by means 
of the mobile terminal, connecting to a hotel search and 
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reservation/booking server, and, while connected to the 
hotel search and reservation/booking server, communicating 
to the hotel reservation;IT system a check-out request, 
receiving therefrom bill information, sending thereto a bill 
acceptance, receiving from a payment server a payment 
authorisation request, sending thereto a payment authorisa­
tion response, and by the hotel reservation11T system, upon 
receiving receiving a payment verification, sending a key 
token deactivation message to the door lock associated 
wireless device of the reserved room. Further, the method 
can include steps of encryption, whereby the key token is 
encrypted to become an encrypted secret key. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0027] FIG.1 is a simplified block diagram of an example 
of a system for wireless hotel search, reservation/booking, 
check-in, room access control, check-out and payment ser­
vices according to the invention; 

[0028] FIG. 2 is a sequence diagram illustrating an 
example of steps of wireless hotel search, reservation/ 
booking and key token transfer of an example of a method 
according to the invention; 

[0029] FIG. 3 is a sequence diagram illustrating an 
example of steps of wireless hotel door unlocking and guest 
registration of an example of a method according to the 
invention; 

[0030] FIG. 4 is a sequence diagram illustrating an 
example of steps of wireless hotel check-out, billing, pay­
ment and key deactivation of an example of a method 
according to the invention; 

[0031] FIG. 5 is a sequence diagram illustrating an 
example of steps of wireless hotel departure registration, 
check-out, billing and payment of an example of a method 
according to the invention; 

[0032] FIG. 6 illustrates an example of a hotel guest 
arrival scenario with wireless and automatic hotel door lock 
activation and guest check-in registration employing the 
invention; 

[0033] FIG. 7 illustrates an example of a hotel guest 
departure scenario for wireless and automatic hotel door 
lock deactivation and automatic or manual guest check-out 
registration employing the invention; and 

[0034] FIG. 8 illustrates examples of possible bearers in a 
wireless system according to the invention. 

DETAILED DESCRIPTION OF THE 
EMBODIMENTS 

[0035] In the following, with reference to the accompa­
nying drawings, the invention will be explained by way of 
example. 

[0036] In FIG. 1 is shown a simplified block diagram of 
an exemplary system embodying the system of invention. 
The exemplary system includes a plurality of portable 
wireless mobile terminals 1 capable of wireless communi­
cation 2 with a plurality of base stations 3 which have 
connections 4 to a communication network 5. Each mobile 
terminal 1 of the system in this example includes a typical 
mobile telephone and processing unit 23 provided with 
appropriate wireless application programs and with a con-
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nection 26 to an antenna system 27. The mobile wireless 
terminal 1 of the example also includes a short range 
wireless device 25 with a built-in antenna (not shown) and 
with a connection 24 to the mobile telephone and processing 
unit 23. The telecommunication network 5 has connections 
6 to a plurality of hotel reservation/IT systems 7 and 
connections 11 to at least one hotel search and reservation 
server 12. Optionally, one or more hotel search and reser­
vation server 12 can have direct links 17 to or be integrated 
with hotel reservation/IT system 7 of the system. Each hotel 
reservation/IT system 7 has a plurality of connections 8 to a 
plurality of short range wireless devices 9, wherein each 
wireless device 9 is provided with a connection 31 to an 
associated door lock 32 which can be operated by the 
associated wireless device 9. Optionally, the hotel reserva­
tion/IT system 7 can have connections 15 to wireless devices 
16 located preferably at entrances/exits of the hotel. For 
wireless payment services, the system includes at least one 
payment server 14 with a connection 13 to the telecommu­
nication network 5. The wireless devices 25 can communi­
cate with in-range wireless devices 9 and 16 by means of 
wireless connections 10. For simplicity, in FIG. 1, only one 
unit or device is shown for each element, however, a typical 
system may equally well comprise a plurality of such units 
or devices. 

[0037) With reference to FIG. 2, in one aspect of an 
embodiment of a method of the invention, the invention 
provides for wireless hotel reservation;booking by a user. 
The search for hotels and the possibility to book rooms in 
accordance with requirements of a user is provided through 
a WAP interface. The hotel reservation/booking of this 
example is performed mainly in two stages: 

[0038) i. the user searches for a hotel to find one that 
matches the required criteria; 

[0039) ii. the user makes a reservation/booking 
request in which the actual reservation/booking is 
performed. 

[0040) In the first stage (i), the hotel search of the example 
is performed by a per se known search engine, intelligent 
agent or other available means which has access to one or 
several hotel reservation/booking systems. The user criteria 
for selecting a hotel can be parameters like location price, 
features of the hotel etc. The user interface presented to the 
user on the mobile terminal can be implemented suitably by 
any suitable application means, e.g known application 
means such as WAP (WML/WML Script), typical Web 
applications (HTML/Java Script) or Java Application/Ap­
plet. The server side of the application can be built using by 
means of standard Web application models or other suitable 
means. In the second stage (ii) of the hotel reservation/ 
booking, the hotel reservation/booking is performed through 
a wireless application that communicates with the reserva­
tion/booking system of the chosen hotel using standard 
mechanisms according to any suitable application means, 
such as Wireless Mark-up Language (WML) forms or the 
ones described above. The user or a user controlled appli­
cation on the mobile terminal inputs the necessary data 
needed to perform the reservation/booking and a receipt 
confirming the reservation/booking is received from the 
reservation/booking system. 

[0041) Also with reference to FIG. 2, in another aspect of 
an embodiment of a method of the invention, the reserva-
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tion;booking receipt from the hotel reservation system con­
tains a key token such as e.g. a reference number which can 
be directly used for obtaining access to the reserved room 
upon arrival at the hotel. 

[0042) Optionally, as shown in FIG. 2, security can added 
to the above, e.g. through the use of PK.I (Public Key 
Infrastructure). 

[0043) Now, with reference to FIG. 3, in a further aspect 
of an embodiment of a method of the invention, the inven­
tion provides for wireless operation of hotel room door 
locks. After successful reservation, the wireless door lock 
system of the reserved room receives information about the 
valid key token, or a secret key, from the hotel reservation/IT 
system. By means of the short range wireless device in the 
mobile wireless terminal, the key token i'> transmitted to 
nearby wireless devices associated with electrically operable 
door locks. On receiving the appropriate key token from the 
wireless device in the mobile wireless terminal, the door 
lock wireless device of the reserved room can notify the 
associated hotel reservation;1T system of the arrival of the 
user for check-in, and unlocks the door. The user is notified 
of the event, and is given the opportunity to control the door 
lock by means of a suitable user interface on the mobile 
wireless terminal. A situation of use of the method explained 
above is also illustrated in FIG. 6. 

[0044) The communication protocol between the mobile 
terminal and the wireless door lock system is performed 
over a Bluetooth, Infrared or other suitable bearer. To 
achieve optimal security, this information shouldcould be 
protected in the user's terminal by means of a PIN code, 
fingerprint or other local authentication methods. 

[0045) The protocol as described can be implemented in 
several ways; as a generic protocol that uses the Bluetooth 
data transport directly for information exchange, or it may 
be implemented using e.g. WAP as a transport mechanism. 

[0046) Conventional electrically operated hotel room door 
locks employed by a system a=ording to the invention may 
be equipped with Bluetooth chips and functionality. 
Together with WAP mobile phones equipped with wireless 
Bluetooth compliant devices, this makes possible mecha­
nisms which may provide new value added services as 
described below. Such mechanisms may work in the fol­
lowing way: 

[0047) Now, with reference to FIG. 4, in yet another 
aspect of an embodiment of a method of the invention, the 
invention provides for wireless user check-out from the 
hotel and wireless hotel bill payment. By means of the 
properly adapted mobile wireless terminal, connection is 
made to the hotel search and reservation/booking server. 
While connected to the hotel search and reservation/booking 
server, a check-out request is communicated to the hotel 
reservation/IT system by means of a communications net­
work. The hotel reservation11T system responds by sending 
back bill information, and the user responds by sending a bill 
acceptance or rejection message. On receiving the accep­
tance of the user, the hotel reservation/IT system sends a 
payment request to the payment server which in turn sends 
a payment authorisation request to the user. The user then 
responds to the payment server by sending a payment 
authorisation message back to the payment server. In turn, 
the payment sends a payment verification message to the 
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hotel reservation;1T system verifying that the bill has been 
paid electronically. Upon receiving the appropriate mes­
sages, the hotel reservation/IT system can send a key token 
deactivation message to the door lock associated wireless 
device of the reserved room. 

[0048] A wireless application for service can be used for 
checking out of hotels and settling the hotel bill. In this way 
the customer will not need to wait in a check-out line at the 
check-out counter of the hotel before leaving the hotel. This 
application can be implemented as a standard "electronic 
commerce" type application which may additionally use 
information collected directly from a wireless Bluetooth­
enabled door lock. From his/her application on the mobile 
terminal the user can initiate the proper check-out mecha­
nism, such as e.g. if additional charges shall be incurred for 
late check-out. The application can use standard available 
secrecy and privacy mechanisms such as Secure Socket 
Layer (SSL), Secure Electronic Transfer (SET) or similar to 
protect the payment information. 

[0049] Now, with reference to FIG. 5, in yet another 
aspect of an embodiment of a method of the invention, the 
invention provides for wireless user check-out from the 
hotel and electronic hotel bill payment. In contrast to what 
was explained above with reference to FIG. 4, the additional 
aspect of the hotel check-out and electronic hotel bill 
payment illustrated in FIG. 5 is the triggering of automatic 
check-out or generation of a payment request from the hotel 
reservation/IT system to the payment server after exit reg­
istration or expiration of the reservation period. If the 
payment is registered on or prior to the registration of exit, 
then the check-out is registered. If the reservation period 
expires and the payment is not registered on or prior to the 
expiration of the reservation period, then the automatic 
generation of the payment request can be triggered. A 
situation of use of the method explained above with refer­
ence to FIGS. 4 and 5 is also illustrated in FIG. 7. 

[0050] With reference to FIG. 8, examples of bearers such 
as the standardised UMTS, GSM, TDMA and/or CDMA 
which can be employed by the Wireless application for 
mobile terminals and associated mobile networks in a sys­
tem according to the invention is shown. 

[0051] Other Useful Aspects of the Invention. 

[0052] Using a wireless application reservation service for 
flight tickets combined with the use of the Bluetooth tech­
nology, the customer will not need a flight ticket, and the 
Bluetooth phone could even be the 'boarding pass' letting 
the traveller through the boarding gate of an airport. The 
same principle can be used in cinemas, mueseums, concerts 
and other such venues requiring a pass for entering. 

[0053] Adding the use of automatic mobile localising 
applications will enable features as 'show me the nearest 
hotel ( corresponding to my preferences)'. It will also enable 
services like supplying a digital map of how, and by what 
means of transportation, to get to the hotel from where the 
traveller is-together with the room confirmation. 

[0054] By using wireless devices complying with the 
Bluetooth technology industry standard in conjunction with 
house door locks, the door may e.g. be locked at all 
occasions, except for when someone living in the house, and 
whose identity in accordance with the Subscriber Identity 
Module (SIM) of the mobile wireless terminal has been 
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programmed into the lock, is approaching-then the door 
lock unlocks automatically. For the user, there will be no 
need to pick up keys when carrying shopping bags or small 
children-the user can just walk right in, or out. Combined 
with a motorised door opener, a secure hands-free door 
opening system can be provided, to the advantage of people 
in general and in particular for disabled persons. In addition, 
such wireless locks could also be opened using Bluetooth 
'keys', traditional keys and/or special Bluetooth 'key' 
devices with built in Bluetooth technology. 

[0055] In intelligent homes the unlocking and locking of 
the entrance door could also be combined with an alarm, 
with a function telling the residensee about unlocked win­
dows or terrace doors, or even with a function that will 
automatically lock all windows and terrace doors when the 
last residensee holding a Bluetooth equipped phone or 'key' 
is leaving the house. 

[0056] Car door locks can be equipped with wireless locks 
according to the invention. With wireless locks employing 
Bluetooth technology, the mobile phone may also function 
as a starter key-with Bluetooth connection; all that's 
needed is to push a button on the terminal to start the engine. 
Without the Bluetooth connection there will be no possibil­
ity to start. Thus, this also provides increased car theft 
protection. 

[0057] The invention, and in particular the wireless hotel 
search and reservation/booking, makes it possible for hotels 
and hotel chains to get closer to the customer and to easier 
build loyalties with the customers. For the travellers it means 
a considerable improvement in ease of finding a suitable 
hotel-also when visiting a city for the first time, or e.g. 
when the favourite hotel is fully booked. 

[0058] For the hotels this is a possibility to provide value 
added services, and for building customer loyalty-the 
customer will have his/her favourite hotel or hotel chain 
WAP reservation address programmed into the mobile 
phone, knowing that upon arrival, after making a reservation 
through the WAP hotel room reservation service, all he/she 
needs to do is to walk right up to the room that's been 
prepared for his/her arrival. The service also opens the door 
for the hotel(s) to keep track of the customer's preferences 
and customer profile, thus making it possible for the hotel(s) 
to tailor services for loyal customers. 

[0059] A system according to the invention can be set to 
terminate the function of the Bluetooth phone as a key for 
the hotel room door lock after the customer exits the room 
after payment, after the customer leaves the hotel after 
payment, or after a certain time of the departure day, 
depending on the hotel wishes. For travellers in hurry, it will 
even be possible to settle the bill after the departure from the 
hotel, by use of the WAP check out and payment service. 
The service may have built in functions that prevent cus­
tomers from escaping from hotel bills. If the customer has 
not actively settled the bill the WAP check out and payment 
service may prompt the customer to do so after a certain 
hour of the check out day. If the customer has still not settled 
the bill after a certain, pre-set time, the bill will be auto­
matically settled through the chosen electronic payment 
method. 

[0060] Advantages 

[0061] With the WAP hotel room reservation service the 
customer can be able to choose the hotel corresponding the 

Page 93 of 310



US 2003/0208386 Al 

best to his/her requirements. The WAP hotel room reserva­
tion service may, upon or in conjunction with confirmation 
of the reservation, send a message to the phone, including 
the hotel room number. Thus, even before the arrival at the 
hotel, the customer may know which room he/she has been 
assigned, and is then able go directly to the room without 
having to make a check-in at the reception desk of the hotel. 

[0062] When the traveller approaches the hotel room, the 
hotel room door lock senses, by means of the wireless 
Bluetooth technology, the WAP and Bluetooth enabled 
mobile terminal, and when a security code is implemented, 
the latter provided either through the WAP reservation 
service and stored in the mobile terminal, or from the 
customers unique SIM card identity, and registered with the 
hotel, compares it with a security code automatically pro­
grammed into the lock through the WAP hotel room reser­
vation service, and opens the door. When unlocking the door 
in this way for the first time at each stay, the check-in at the 
hotel may be automatically registered by the hotel reserva­
tion/IT system. In this way, the customer's mobile terminal 
functions as a wireless unique electronic key to his/her room 
until checking out, and at that time the WAP check-out and 
payment service may be used. 

[0063] When the customer is leaving the hotel he/she can 
settle the bill by means of a WAP check-out and payment 
service provided by the system. The service will make it 
possible for the customer to check the bill before leaving, 
and to approve payment of it. The payment can be done 
through any electronic payment method chosen in the ser­
vice implementation (if more than one method is available, 
the customer preferably chooses the preferred method of 
payment at the time of reservation of the hotel). 

[0064] Using this invention, a WAP and Bluetooth 
equipped mobile terminal, and the associated WAP services, 
the customer experiences an immense increase in ease and 
flexibility of hotel reservation and in ease of finding hotels 
and rooms that correspond to personal and corporate 
requirements. In addition the customer avoids both check in 
and check out queues. The customer will thus enjoy 
increased flexibility and ease of use when staying at hotels 
providing this service. 

1. A system providing wireless hotel search and selection, 
and, for the selected hotel, room reservation/booking, check­
in, room access control, check-out and payment services for 
hotel customers by combining wireless applications for hotel 
search and reservation/booking services, a wireless applica­
tions for check-out and payment services, and wireless 
hardware and applications for hotel door locks, 

characterised in that the system comprises a plurality of 
appropriately adapted mobile terminals (1), each such 
mobile terminal including a short range wireless device 
(25) and a long or medium range mobile telephone and 
processing unit (23) operating with wireless application 
programs, network communication means (5), hotel 
search and reservatioll!booking server means (12), and 
a plurality of hotel reservation/It systems (7), wherein 
said mobile terminals (1), server means (12) and res­
ervation;1t systems (7) communicate by said commu­
nication network means (5), and wherein each hotel 
reservation/It system (7) is in communication (8) with 
a plurality of associated short range wireless door lock 
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devices (9,32) capable of communicating with in-range 
wireless devices (25) of said mobile terminals (1). 

2. The system of claim 1, characterised in that the system 
further comprises at least one electronic payment server (14) 
communicating by said communication network means (5) 
with one or more of said teminals (1), server means (12) 
and/or reservation;1T systems (7). 

3. The system of claim 1 or 2, characterised in that the 
system further comprises additional corresponding wireless 
devices (16) in communication (15) with the hotel reserva­
tion/IT system (7) for providing communication with nearby 
ones of said appropriately adapted mobile wireless terminal 
(1). 

4. The system of any one of the previous claims, charac­
terised in that one or more wireless application programs of 
the mobile terminal are implemeted by application means 
selected from a group including WAP (WML;WML Script), 
typical Web applications (HTMLJJava Script) and Java 
Application/ Applet 

5. A method providing wireless hotel search and selection, 
reservation/booking, check-in, room access control, check­
out and/or payment services for hotel customers by means of 
a system combining Wireless application for search and 
reservation/booking service applications, a Wireless appli­
cation for check-out and payment service application, and 
wireless hardware and applications for hotel door lock,, 

characterised in that the method includes the steps of a 
user connecting, by means of a appropriately adapted 
mobile terminal including a short range wireless device 
and a long or medium range mobile telephone and 
processing unit operating with wireless application 
programs, to a hotel search and reservation/booking 
server, searching for, finding and selecting a suitable 
hotel, sending a reservatioll!booking request and, 
optionally, information on a preferred method of pay­
ment to a connected hotel reservation;1T system, 
receiving by the mobile terminal a reservation/booking 
request confirmation including a key token, transferring 
the key token from the mobile telephone and process­
ing unit to the wireless device of the mobile terminal, 
transmitting from the hotel reservation/IT system the 
key token to a wireless device of a wireless door of the 
reserved hotel room, and, upon arrival at the hotel of 
the m;er carrying the mobile terminal, transmitting 
wirelessly, by means of the wireless device of the 
mobile terminal, the key token to nearby wireless 
devices of wireless door locks, whereby, on receiving 
the appropriate key token, the arrival of the user is 
registered in the hotel reservation;1T system and the 
wireless door lock of the reserved room unlocks the 
door. 

6. The method of claim 5, characterised in that the method 
further includes steps of encryption, whereby the key token 
to become a secret encrypted key. 

7. The method of claim 5 or 6, characterised in that the 
method further includes, for user check-out from the hotel 
and bill settlement, the additional steps of a user, by means 
of wireless applications of the mobile terminal, connecting 
to a hotel search and reservation/booking server, and, while 
connected to the hotel search and reservation/booking 
server, communicating to the hotel reservation/IT system a 
check-out request, receiving therefrom bill information, 
sending thereto a bill acceptance, receiving from a payment 
server a payment authorisation request, sending thereto a 
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payment authorisation response, and by the hotel reserva­
tion/IT system, upon receiving receiving a payment verifi­
cation, sending a key token deactivation message to the 
wireless door lock of the respective reserved room. 

8. The method of claim 5 or 6, characterised in that the 
method further includes, for user check-out from the hotel 
and bill settlement by means of triggering of automatic 
check-out or generation of a payment request from the hotel 
reservation/IT system to the payment server after exit reg­
istration or expiration of the reservation period, the addi­
tional steps of registrating the exit from the hotel of a user 
by means of the wireless device of the mobile terminal and 
an additional wireless device located at the hotel exit, 
wherein, if user payment is registered on or prior to the 
registration of exit, the check-out is registered, or, if the 
reservation period expires and user payment is not registered 
on or prior to the expiration of the reservation period, the 
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hotel reservation/IT system automatically generates a pay­
ment request to a payment server is, whereupon the user 
receives from a payment server a payment authorisation 
request, sends thereto a payment authorisation response, and 
wherein the hotel reservation;1T system, upon receiving a 
payment verification from the payment server, sends a key 
token deactivation message to the wireless door lock of the 
respective reserved room. 

9. The method of any one of claims 5-8, characterised in 
that any short range wireless devices are compliant with the 
Bluetooth industry standard 

10. The system of any one of claims 1-3, characterised in 
that short range wireless devices (25,16) associated with 
mobile terminals (1) and wirelessly operable door locks (32) 
are compliant with the Bluetooth industry standard. 

* * * * * 

Page 95 of 310



APPENDIXC 

Page 96 of 310



Page 97 of 310



Patent No. 

U.3 Patent t:nc: ·rrnd•~•~1::1:"k Off:<x::; U.S DEP,.::,_R-:':\:H:=.NT OF CG!\.·:!\.·:ERCE 
Undt::r !~F:: Pa:.)e:'.,\,•ork ~:;.:educ!1".'•n /'-..ct of·; HHt~. no oe:-~.-ons 3:"t; f(~q1.m•:::.-J to resecnd to 3 :.'X."!!k:,::.fa)n {)f !nt{xrnati(Hi t.rn!t;ss it dl:::1p!avs 3 \:3HU Ct\:H::~ oJntro! nurr:ber. 

Page 98 of 310



Page 99 of 310



l··7 t.:.:::.~:::/:::::i \:_:~;, .• : t)/ 

l'-.ppro·,.:txi fer use th:-:)uqh ·: ·:/30/202·1. C!\.-1!:.i Gbt~; .. not)·~. 
U.S. Patent ;3:-:d Tradt:ffi!~:·~: CXk::::: US. DEP.:~PT:v:t:NT OF G()!\,i!\,H.:F(GE: 

f -~~~~~~~~~~~~~~~~~~~~~~~~~~ U ntier th;, ;:• :, pcmv<.;; ~- R,,,hff,tion ,,,,_:! ,, f '; 99 \ ;:c_; p,,,: son-> ;; : cl req7 i r;,,J !,, r<,sv: ;:cj tc,: ;; c<.:I l;,cfam ,.1 i i:1 kim:c:~~~~~l~: ::~~~:,:~ ,,'.'._/~i,;;'½~:;~~: 1;~\~~~:~~';'.~1)!f'f flu;;: IYir • 

I l~EtJl,iES"'f F:()f~ SLJf,fll~E~1EN"l"'~i..\L, EX.t\JV11NA"'f~()N '1"''f~ANSrv1rI .. "'fi'~L~ r:·c)l~N1 i ~ ,.. ~ 

i ~~ARl~ B .,m ~ iS~I .. (Sf~ r~rfN1S (1F !Nf~()RN1l.\'"ri(1N .,m P;:1s:.1~ 2 ~ 
J ............................................................................................................................................................................................................................................. ..,,· "" :,. "". " " .... ..,,.: """' " -.• " .................... ..,, :.:.-.-. • "",..-. "". " ........ ..,, ,..,. "'" .... ..,, " " "' -.• " "". "",..-. " .... ..,, ,..oc " " .... ..,,· • """' "'"..,, ~ -.-. ~ , " "". " " "' • """""' " " ............................ ..,,.: """' 'ot,X ,.._",.~ , •"" & ~ " .................................................................................................................................................................... .._ ~ 

~1uppltn1cntal exarninat1on is requesttd ------------------------------------------------------· 
i\.H itenJ s of inforn1~itinn {no n1ore than l2) suhrnittt".d .he:re,vith as prs..rr of this request- for supplen1i~n.taJ 
t:xaniination (~f th{~ abtrve, identified r.~at:ent are inrludt:d B] t:he foHo,~·S.nt; list: 

I 
I 
I 
I 
I 
I 
I 
I 
I 
I ~············· ......................................................................................................................................................................................................................................................... . 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
~ ~ 
~ ~ 
1············· ··························································································································································································································································t·················i 
~ : ~ 
~ : ~ 
~ : ~ 
~ : ~ 
~ : ~ 
~ : ~ 
~ : ~ 
~ : ~ 
I 
I 
I 
I 
I 
I 
I 
I 
I 

Page 100 of 310



·rt1E1 F!-rSv.acv i\ct of ·1 i)74 (F!\L~ ~)~l~•57S) rt~quin.~s H1at you t)t~ 9hl£H1 ct~riain inforrnat;on in e:orH1t~ction \-V!H1 your sutH1'1!ss!on of tht~ 
attact1EH1 forrn re!atEH1 to a pat,::nt app!icat!on or patHnL ..:\ceon.ling!:t, pursuant' 1'0 HH~ rt~tpJ!rt~ffiHn1's of UH} _f .. ct) plHHSH l)H atlv!SH(J 
H1a1'· (1) H1e f1t~nera! auHHJrit)l for Hst~ eoi!;2!etlon of H1is inforn-u~t!on !s 35 LJ .s.c .. 2(t3)(2); {2) furnlsh!nfJ of Hst~ lnforrna1'ion so!ieited is 
voluntary,: anti (3) tht~ princ!pa! purposf: for \•v!·!ict1 HH~ inforn1ation is ust1d t1y H1e LL~1. F\:tit:nt and T·u~tiBniark. C)ffict~ is to proct~ss 
and/or Hxan-i!nH :tour subrniss!on rHlatH(J to a pah::nt appnc.ation or patEn1L !f you do not' furnist1 Hi,:: rEH~uHsh::c~ inftHnu:it!on) UH:: 
lJ .~1. Patt~nt and rn:H1t~nlark ()ffie:E1 friav not t)t~ at1!t: to proct~ss !":H1(i/or t~xan-1int~ your sut:n1!ssion~ \:vh!ct1 n-1.av r£fSU!t in h~rrn;nation 
of proct1t:ti!n9s or i~t)antionrnt:ni of H1t: app!!cabon or ED<p!ration or thH patHnt. 

·1. Tht~ !nforn1ation on H1is forrn vvm bt~ trt:i~tf:c! confkit1niiany to HH~ t:xh~nt anovvt1d untit~r tht~ r---:n~t1don-i of !nfon11i:tiion /\ct (S 
lJ.s.c:. 552) and USH Pri·,,/HGy l\C.t (S lJ.S.(~. S52a).. R,::c.ort1s frorn H:!s systt~fn of rE?CtH(1S :nay t},:: d!SG!OSHd to UH:: 

3. ..~ rHcord !n U1is s:lslern of rHc-ords rnay· tH.~ d!se!osHd. as a routh1t~ usH. to a l\l1HrnbEn~ of c:onqrt~ss sutnn!ttinf] a requt~sl 
:nvo!v!nn aH !nti:\.:!•iua!, lo v·.:·~1cH11 H1•:! rt1-:.oni pt~rla!ns 'vVfien Use incHviclua! ~;as rt1quesh:H1 assisL:u:eE~ fn)ff1 the !\ilernbEH~ 

4. /~ rEH:;oni !n Hsis syslEH1·1 of reeorcls rnay t)e tiisc!oseti, as a rout.int~ use1 to a contractor of Hst~ l~ .. nency t1avin9 nEH:!ti for H1t1 
infon1·H~Hon ;n on:i~jr to pt~rt'on1"1 a contn.~ct. F~tjC!p!~jffts of inforrnation s~1an t1t: rt~quirt~d to con-1ply vviH1 H1t: rt:quirt:rnE1nts 

5. /~ rt1con1 re!ateti 1'0 an !nlE~rnationa! .A.pplicat!on fHecl unci;2!r HH2! Patent c:ooperation ·Trt1aly in this systen: of tl~conis n-1.ay 
bt~ d!sc!ost1d) i:t~-; i~ r(HJtir:t~ usH,. to H1e international BtBl1i:HJ of H1t1 VVodd !nh~!!t~ctua! F1ropt1riy ()i\Jan!zat!on,. pursuant to 

t:. /~ nj(XHli in u·:!s systt~rn of n.:!cords n·H~y t1E1 {Hsciost:d~ as a routint~ use .. to anothtjr f~jtit~ra! t~9t~ncv for purpost:s of 
National ~1t~curit~-l rt1v!t~vv (35 lJ.S .. C:. ·1 e•i) anti for rHv!t~\•v pur~,tH:tnt to HH~ i\ton-dc Ent~rqy /\ct (42 tJ.~1.C> 2·H3(c)). 

7. l-\ rE~con1 fron: H1is syst;2!n-1 of records ff~ay t)e ci!se!oseci\ as a routine use, lo HH2! .:-:v1n-1!nistrator. (;;2!nera! SEH\I!ces. or 
t1ls/t1EH~ (it:si9n£Hj/ t1urinq an !nsp£fC:tion of nj(XHlis contiuct£f(1 t1y t3~~/~ t~s pt~rt tYf U·H~t t~9t~ncv~s r£fsponsi!]nity to 
il~co:nnH~nd irnpH)\.H::nH::nts in rE?CtHt1s rnanaqEn-n,::nt praclit~t~s antj prOf]ran1s; untler auUsori1'y of 4,4 lJ.S .. C>. 2t~(k~. anti 
2906. Suct1 ii!sc!osure s~1an t)e rnfH1e !n aceortianct~ t•vlth Hst~ c;sl1 requ!at!ons novern!nn inspection of records for lfi!s 
purpost~; anc! i:tny 0H1er H~!t~vi:tnt (i.t~. 1 c;s/~ or c:o:nn-H~rct~) tiirt:ct!'l..te. Such d!sc!o~-;un~ st1an not bt~ ust:ti to n1akf: 

B. i-\ r£fC:Orti frorn H1;s svstefri of rE1con1s rnay t1£f tiisck1s~jtt .as a routin~j ustj 1 to H1£f put1nc .a"fiEH~ t~;tht~r put1hcat!on of t!)e 
application pursuant to 35 LL~1.C> ·122(t)) or !~-;suancH or a pah~nt pursuant to 35 lJ.S.C> •i 5·1. r--~urtht~r. a recoHi rnay t1f: 
tilsc!oseti sub_!t1ct to HH2! nn:itat!ons of 37 c:F~1 "1.·14, as a routine use1 to H1E~ public if lfie recorcl \/iias filt~d in an 
application V•i!)ie:~1 t1t:carnt: .at1antion~jti or !n \-V!)ie:~1 t!)e proct~t:d!n9s V·i£frt~ tE1rn-1inatt~d and V•i!)ie:~1 app!!cation is rt~fer£fnC£f(1 
by ,::!Hi,::r a pub!isiSH(J app!icat!on. an appnc.ation open to put}!!G !nsp,::c.t!on or an issu,::t1 patt~nt. 

f1. /~ rt1coni frorn lfi!s syst;2!n-1 of records :nay t1E~ disc!osed, as a :•)ut!ne ust~ to a r~E!iieraL State1 or !oea! !a\-v enforet1rn;2!nt 
aqency\ !f U·Hj lJ~)PT() l1£fC:C:rn£fS .avvart~ of a vio!.at!on or pott~nt;a! violation of !.avv or nj9u!ation. 

Page 101 of 310



Litigation Search Report CRU 3999 

Reexamination Control No. 96/000,367 

To: CARLSON From: MANUEL SALDANA 

Location: REM04A39 Location: REM04C71 

Art Unit: 3992 Phone: 571-272-7740 

Date: 04 August 2021 E-mail: MAN U EL.SALDANA@USPTO.GOV 

Search Notes 

NO LITIGATION FOUND FOR US PAT. 9,373,205 

1. Performed a KeyCite Search in Westlaw, which retrieves all history on the patent including any 
litigation. 

2. Performed a search on the patent in Lexis Courtlink for any open dockets or closed cases. 

3. Performed a search in Lexis in the Federal Courts and Administrative Materials databases for 
any cases found. 

4. Performed a search in Lexis in the IP Journal and Periodicals database for any articles on the 
patent. 

5. Performed a search in Lexis in the news databases for any articles about the patent or any 
articles about litigation on this patent. 

PaperNo.20210804 

Page 102 of 310



UNITED STATES PATENT AND TRA.DEMARK OFFICE 
UKITED STATES DEPARTME.'\IT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIO:-JER POR PATENTS 

P.O. Box 1450 
Alexandria, V:irgmia 22313-1450 
\V\V\1/.uspto.gov 

I lllllll lllll lllll lllll lllll llllll llll llllll llll lllll 11111111111111111 CONFIRMATION NO. 7090 
Bib Data Sheet 

SERIAL NUMBER 
96/000,367 

FILING OR 371(c) 
DATE 

08/04/2021 

RULE 

AIA (First Inventor to File): YES 

INVENTORS 
9373205, Residence Not Provided; 
URBAN INTEL, INC., SEATTLE, WA; 
PATENT OWNER, Residence Not Provided; 

APPLICANTS 
9373205, Residence Not Provided; 
URBAN INTEL, INC., SEATTLE, WA; 
PATENT OWNER, Residence Not Provided; 

** CONTINUING DATA************************* 

CLASS 
713 

GROUP ART UNIT 
3992 

This application is a SER of 14/603,434 01/23/2015 PAT 9373205 
which is a CON of 13/582,467 09/04/2012 PAT 8996876 
which is a 371 of PCT/US2011/026781 03/02/2011 
which claims benefit of 61/309,813 03/02/2010 

** FOREIGN APPLICATIONS ******************** 

Foreign Priority claimed D yes D no 

ATTORNEY 
DOCKET NO. 

LBT0010-CON-SE 

35 USC 119 (a-d) conditions D yes D no D Met after STATE OR SHEETS TOTAL INDEPENDENT 
met Allowance 
Verified and 
Acknowledged 

ADDRESS 
67050 

TITLE 

Examiner's Signature 

COUNTRY DRAWING CLAIMS CLAIMS 

Initials 

Access Control System and Method for Use by an Access Device 

I □ All Fees 

I □ 1.16 Fees (Filing) 

I I 

Page 103 of 310



FILING FEE FEES: Authority has been given in Paper D 1 .17 Fees ( Processing Ext. of RECEIVED No. to charge/credit DEPOSIT ACCOUNT 
0.00 No. for following: time) 

ID 1 .18 Fees ( Issue ) I 
I □ Other I 
I □ Credit I 

Page 104 of 310



Patent Assignment Abstract of Title 

Total Assignments: 3 
Application#: .,4503,u,, 

PCT#: NONE 

Filing Dt: 01/23i2015 

Intl Reg#: 

Patent#: 0nn;,os 
Publication#: !}f/QJ'.:!l).}1305 

Issue Dt: 06/21/2016 

Pub Dt: 05/14/2015 

Inventors: Chris Outwater, Wiiiiam Gibbens Redmann 

Title: Access Contrnl System and Method for Use by an Access Device 

Assignment: 1 
Recorded: 01/23/2015 

Conveyance: ASSIGNMENT OF ASSIGt,ORS INTEREST (SEE DOCUMEl\ff FOR DETAILS), 

Assignors: C.:UT\:'.!Ar!'T,CHR.T~? 

1482 EAST VALLEY ROAD, SUITE 329 

SAI\JTA BARBARA, CALIFORNIA 93108 

Correspondent: JOHN KASHA 

14532 DUFIEI' MILL ROAD 

KASHA LAW LLC 

NORTH POTOMAC, MD 20878 

Assignment: 2 
Reel/Frame: G<\(19,P_.'_0:,,::~, Received: 04/19/2019 Recorded: 04/19/2019 

Conveyance: ASSIGNMENT OF ASSIC:'il\JORS INTEREST (SEE DOCUMErH FOR DETAILS). 

Assignee: UR.[\.<\;\!_ .U,E'l .. _INC 

6527 SEWARD PARK AVES, 

C/0 EDWARD GOMEZ 

SEATTLE, WASHIJ\JGTON 98118 

Correspondent: CLIFFORD H KRAFT 

320 ROBrn HILL DR. 

NAPERVILLE, IL 60540 

Assignment: 3 
Reel/Frame: G5~it,8l_, __ ·.:.,_-,:, Received: 03/31/2021 Recorded: 03/31/2021 

Mailed: 01/26/2015 

Exec Dt: 10/29/2014 

Exec Dt: 01/21/2015 

Mailed: 04/22/2019 

Exec Dt: 04/19/2019 

Mailed: 04/12i2021 

Pages: 10 

Pages:4 

Pages: 6 

CORRECTIVE ASSIGNMENT TO CORRECT THE CGrNEYING NAME Mm RECEIVING NAME PREVIOUSLY RECORDED AT 
Conveyance: REEL: 48942 FRAME: 162. ASSIGNOR(S) HEREBY CONFIRMS THE ASSIGNMErff 

Assignor: l.Wl:'RJY.f'!.UGIN~, .. H,C_ 

Assignee: U!~[:.i>_;\iJNTl:!., INC. 

6527 SEWARD PARK AVE S. 

C/0 EDWARD GOMEZ 

SEATTLE, WASHINGTON 98118 

Correspondent: KELLY L. KASHA 

14532 DUFIEF MILL RD 

KASHA u~w LLC 

NORTH POTOMAC, MD 20878 

Exec Dt: 04/19/2019 

Search Results as of: 07/27/2021 08:44 AM 

If you have any comments or questions concerning the data displayecl, coniact PRO i Assignments at 571-272-3350. v.2.6 
Web interface las! modified: ,Jun 26. 2017 v.2.6 

Page 105 of 310



UNITED STATES PATENT AND TRADEMARK OFFICE 

Patent Owner's Name and Address: 

KASHA LAW LLC 
14532 Dufief Mill Road 
North Potomac, MD 20878 

Patent Number: 9373205 Control Number: 96/000,367 

Ul\TfED STATES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Adiliess. COMMISSIO'JER FOR PATENTS 

PO Box 1450 
Alexandria, Virgmia 22313-1450 
\VVi\V.USpto.gov 

Date Mailed: 08/06/2021 

NOTICE OF SUPPLEMENTAL EXAMINATION REQUEST FILING DATE 

The patent owner is hereby notified that the filing date of the request for supplemental examination is 08/04/2021, 
the date that a request meeting all of the applicable requirements of 37 CFR §§ 1.605, 1.610, and 1 .615 was 
received by the Office. 

A supplemental examination certificate will issue within three months from the filing date of the request for 
supplemental examination. See 37 CFR 1.625. 

This notice is being sent to the official correspondence address of record which, in a supplemental examination 
proceeding, is the official correspondence address of record in the patent file. See 37 CFR 1.33. 

/RBELL/ 

Central Reexamination Unit 
(571) 272-1549, FAX NO. (571 )273-9900 

page 1 of 1 

Page 106 of 310



UNITED STATES PATENT AND TRADEMARK OFFICE 

APPLICATION NO. FILING DATE 

96/000,367 08/04/2021 

67050 7590 08/16/2021 

KASHA LAW LLC 
14532 Dufief Mill Road 
North Potomac, MD 20878 

FIRST NAMED INVENTOR 

9373205 

UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria, Virginia 22313-1450 
www.uspto.gov 

ATTORNEY DOCKET NO. CONFIRMATION NO. 

LBT0Ol0-CON-SE 7090 

EXAMINER 

CARLSON, JEFFREY D 

ART UNIT PAPER NUMBER 

3992 

MAIL DATE DELIVERY MODE 

08/16/2021 PAPER 

Please find below and/or attached an Office communication concerning this application or proceeding. 

The time period for reply, if any, is set in the attached communication. 

PTOL-90A (Rev. 04/07) 

Page 107 of 310
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Control Number: 96/000,367 
Art Unit: 3992 

REASONS FOR SUBSTANTIAL NEW QUESTION 
OF PATENTABILITY DETERMINATION 

Notice of Pre-AJA or AJA Status 

Page 1 

The present application is being examined under the pre-AIA first to invent 

.. 
prov1s10ns. 

L Request for Supplemental Examination 

On 8/4/2021, Patent Owner filed a Corrected Request For Supplemental 

Examination of claims 1-24 (all claims) of US Patent 9,373,205 ("the patent"). On 

8/6/2021, the Office mailed a Notice of Supplemental Examination Request Filing 

Date indicating that the request was granted a filing date of 8/4/2021. 

IL Pertinent Prosecution History 

On 1/23/2015, applicant filed claims 1-24 in application 14/603,434. 

Claims 1-24 were pending. 

On 11/13/2015, an office action included a double patenting rejection for 

claims 1-24 in view of US Patent 8,996,876. 

On 12/14/2015, applicant filed a response including a Terminal Disclaimer. 

No claims were amended. Claims 1-24 were pending. 

On 2/22/2016, an office action allowed the case with claims 1-24 being 

Page 110 of 310



Control Number: 96/000,367 
Art Unit: 3992 

allowable. 

Page 2 

On 1/21/2016 the case issued as US Patent 9,373,205 with the following 

independent claims: 

1. An access device for use in an access control system, the access device 
compnsmg: 

a processor (16) having control of a door lock (11); and 

a communication module (17) connected to the processor, the processor 
able to receive a reservation certificate (5) presented by a portable terminal 
(4) through the communication module; 

wherein the processor activates the door lock when a current 
reservation certificate has been presented. 

13. A method for use by an access device in an access control system, the 
method comprising: 

a) accepting, by a processor through a communication module, a 
reservation certificate presented with a portable terminal; 

b) determining, by the processor, that the reservation certificate is 
current; and 

c) activating, by the processor on the basis of the reservation certificate 
being current, a door lock. 
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IIL Items of Information 

Supplemental examination has been requested based on the items of 

information that are listed below: 

Page 3 

Item# Document Inventor / Doc ID Publication Date 

1 us 2003/0208386 Brondrup 11/6/2003 

Each of these items of information qualifies as prior art against the patent. In 

addition, none of these items were cited in the original prosecution for the patent. 

IV. Analyzing Items of Information For 

Substantial New Question(s) of Patentability 

Item 1 - Brondrup, presented in the request for supplemental examination, 

raises a substantial new question of patentability (SNO) affecting claims 1-24. 

Brondrup discloses "[w]ireless reservation, check-in, access control, check­

out and payment" techniques [Brondrup at TITLE]. 

Brondrup in particular teaches: 

"the steps of a user by means of a properly adapted wireless mobile terminal 
connecting to a hotel search and reservation/booking server ... sending a 
reservation/booking request ... and thereby making a reservation, receiving by the 
... mobile terminal a reservation/booking request confirmation including a key 
token ... transmitting from the hotel reservation/IT system the key token to a 
wireless device associated with a door lock of the reserved hotel room, and, upon 
arrival at the hotel of the user carrying the mobile terminal, wirelessly, by means of 
the wireless device of the mobile terminal, transmitting the key token to nearby 
wireless devices associated with electrically operated door locks whereby, on 
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Page 4 

receiving the appropriate key token, the arrival of the user is registered in the hotel 
reservation/IT system, and the door lock wireless device of the reserved room 
unlocks the door" (Brondrup ,r 0026). 

"Hotel lock activated with the travelers Bluetooth/terminal identity automatically 
at the appropriate time in accordance with booking" (Brondrup Fig. 6). 

"the invention includes, for user check-out from the hotel, the additional steps of a 
user, by means of the mobile terminal, connecting to a hotel search and 
reservation/booking server, and, while connected to the hotel search and 
reservation/booking server, communicating to the hotel reservation/IT system a 
check-out request ... and by the hotel reservation/IT system, upon receiving [sic] a 
payment verification, sending a key token deactivation message to the door lock 
associated wireless device of the reserved room" (Brondrup ,r 0026). 

"The mobile terminal (1) comprises a mobile telephone and processing unit" 
(Brondrup at ABSTRACT). 

Brondrup therefore teaches: 

■ creating a hotel room reservation, 

■ receiving a key token at the user's phone, 

■ sending the key token from the IT system to the reserved room's wireless 

door lock, 

■ a user approaching the reserved room's door, 

■ transmitting the key token from the phone to the reserved room's door lock 

■ verifying the key token as an appropriate key token 

■ registering the user in the IT system as having arrived 

■ the door lock wireless device of the reserved room unlocking the door 

■ upon check-out, sending a key token deactivation message to the door lock 

These teachings are relevant to the limitations deemed missing from the 
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cited art during the prosecution of the patent namely those found in exemplary 

claim 13: 

a) accepting, by a processor through a communication module, a 
reservation certificate presented with a portable terminal; 

b) determining, by the processor, that the reservation certificate is 
current; and 

c) activating, by the processor on the basis of the reservation certificate 
being current, a door lock. 

Brondrup further teaches that the door lock is "activated" by transmitting the 

particular token key to the particular door lock in accordance with the booking and 

that upon check-out the particular door lock is "deactivated" via a key token 

deactivation message to the door lock. This therefore results in the door lock 

possessing an activated key token which represents a "current" reservation. 

Successfully matching a user-presented key token with a stored, active key token 

represents a determination that the reservation is current and the user is allowed 

entry accordingly. 

For these reasons, the request for supplemental examination and the 

teachings of Brondrup establish that there is a substantial likelihood that a 

reasonable examiner would consider the teachings important in deciding the 

patentability of claims 1-24. 
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V. Conclusion 

Page 6 

For the reasons above, item I (Brondrup) raises an SNO for the requested 

claims. Therefore, at least one substantial new question of patentability (SNQ) 

affecting at least one claim of US Patent 9,373,205 is raised by the present request 

for supplemental examination. Accordingly, ex parte reexamination of the patent 

will be ordered pursuant to 35 USC § 257. 

/JEFFREY D CARLSON/ 
Primary Examiner, Art Unit 3992 

Conferees: 

II.WI 
Primary Examiner, Art Unit 3992 

/M.F/ 
Supervisory Patent Reexamination Specialist, Art Unit 3992 
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Control No. Patent Under Reexamination 

Ex Parle Reexamination Ordered Pursuant 961000
,
367 9373205 

1------------+----.....-----------1 
to 35 ll.S.C. 257 Examiner Art Unit AIA (FITF) Status 

Carlson 3992 No 

--The MAILING DA TE of this communication appears on the cover sheet with the correspondence 
address--

The supplemental examination proceeding filed on 08/04/2021, concluded with the issuance of the 
supplemental examination certificate on 16 August 2021. The certificate indicated that one or 
more items of information submitted as part of the request for supplemental examination raises a 
substantial new question of patentability. See the Reasons for Substantial New Question of 
Patentability Determination in the file of this proceeding. 

Accordingly, ex parte reexamination of claim(s) 1-24 of U.S. Patent No. 9,373,205 is ordered. See 
35 U.S.C. 257(b) and 37 CFR 1.625(b). This ex parte reexamination proceeding is hereby initiated 
by the mailing of this order. Ex parte reexamination under 35 U.S.C. 257 will be conducted in 
accordance with 37 CFR 1 .530 through 1.570, which govern ex parte reexamination, subject to 
the exceptions enumerated in 37 CFR 1.625(d), and, in addition, to the exception that a patent 
owner's statement, including any amendment, under 37 CFR 1.530(a)-(c) may not be filed. For 
this reason, no amendment in an ex parte reexamination proceeding ordered under 35 U.S.C. 257 
may be filed until after the mailing of a first Office action on the merits. 

This reexamination proceeding has been assigned to the art unit listed above. All future 
correspondence should be directed to the assigned art unit and should be identified by the control 
number listed above, which is identical to the control number assigned to the now-concluded 
supplemental examination proceeding. 

/MICHAEL FUELLING/ 
Supervisory Patent Examiner, Art 
Unit 3992 
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Office Action in Ex Parle Reexamination 

Control No. 
96/000,367 

Examiner 
JEFFREY D CARLSON 

Patent Under Reexamination 
9373205 

Art Unit 
3992 

AIA (FITF) Status 
No 

-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address -­

a. D Responsive to the communication(s) filed on __ . 

D A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on __ . 

b. D This action is made FINAL. 

c. ~ A statement under 37 CFR 1.530 has not been received from the patent owner. 

A shortened statutory period for response to this action is set to expire 2 month(s) from the mailing date of this letter. 
Failure to respond within the period for response will result in termination of the proceeding and issuance of an ex parte reexamination 
certificate in accordance with this action. 37 CFR 1.550(d). EXTENSIONS OF TIME ARE GOVERNED BY 37 CFR 1.550(c). 
If the period for response specified above is less than thirty (30) days, a response within the statutory minimum of thirty (30) days 
will be considered timely. 

THE FOLLOWING ATTACHMENT(S) ARE PART OF THIS ACTION: Part I 

1. ~ Notice of References Cited by Examiner, PTO-892. 3. D Interview Summary, PTO-474. 

2. D Information Disclosure Statement, PTO/SB/08. 4. D 

Part II SUMMARY OF ACTION 

1 a. ~ Claims 1-24 are subject to reexamination. 

1 b. □ 

2. □ 

3. □ 

4. ~ 

5. □ 

6. □ 

Claims __ are not subject to reexamination. 

Claims __ have been canceled in the present reexamination proceeding. 

Claims __ are patentable and/or confirmed. 

Claims 1-24 are rejected. 

Claims __ are objected to. 

The drawings, filed on __ are acceptable. 

7. □ The proposed drawing correction, filed on __ has been (7a) D approved (7b) D disapproved. 

8. □ Acknowledgment is made of the priority claim under 35 U.S.C. 119(a)-(d) or (f). 

a) D All b) D Some* c) D None of the certified copies have 

1 D been received. 

2 D not been received. 

3 D been filed in Application No. __ 

4 D been filed in reexamination Control No. --
5 D been received by the International Bureau in PCT application No. __ 

* See the attached detailed Office action for a list of the certified copies not received. 

9. D Since the proceeding appears to be in condition for issuance of an ex parte reexamination certificate except for formal 
matters, prosecution as to the merits is closed in accordance with the practice under ExparteQuayle, 1935 C.D. 
11, 453 O.G. 213. 

10. D Other: 

cc: Requester (if third oartv requester) 
U.S. Patent and Trademark Office 

PTOL-466 (Rev. 08-13) Office Action in Ex Parte Reexamination Part of Paper No. 20210929 
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The present reexamination proceeding is being examined under the pre-AIA 

first to invent provisions. 

This is a reexamination of US Patent 9,373,205. The Ex Parte 

Reexamination Order mailed 8/18/2021 indicated that a substantial new question 

of patentability affecting patented claims 1-24 ( all claims) of the patent was raised 

by the request. Accordingly, claims 1-24 are pending in this reexamination. 

No claim amendments have been filed. 

Claim Rejections - 35 USC§ 112 

The following is a quotation of 35 U.S.C. 112 (pre-AIA), second paragraph: 

The specification shall conclude with one or more claims particularly 
pointing out and distinctly claiming the subject matter which the 
applicant regards as his invention. 

Claims 1-12arerejectedunder35U.S.C.112(b)or35U.S.C.112(pre-

AIA), second paragraph, as being indefinite for failing to particularly point out and 

distinctly claim the subject matter which the inventor or a joint inventor, or for pre­

AIA the applicant regards as the invention. 

■ Claim 1 is confusing in claim scope. It is an apparatus (device) claim setting 

forth structure, yet the claim includes what appear to be method steps 

(processor activates when a current reservation certificate is presented). 
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This step appears to represent a method of using the system rather than the 

structure ( e.g. the processor configured to activate ... ) of the device itself. 

o See MPEP 2173.05(p )(II), In re Katz Interactive Call Processing 

Patent Litigation, 639 F.3d 1303, 1318, 97USPQ2d 1737, 1748-49 

(Fed. Cir. 2011) and IPXLHoldingsv. Amazon.com, Inc., 430F.3d 

1377, 1384, 77 USPQ2d 1140, 1145 (Fed. Cir. 2005). 

■ Claims 2-12 are similarly confusing in claim scope for their apparent 

method steps. They likewise fail to set forth the structure present which is 

responsible for the carrying out the alleged method steps. 

Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of pre-AIA 35 

U.S.C. 102 that form the basis for the rejections under this section made in this 

Office action: 

A person shall be entitled to a patent unless -

(b) the invention was patented or described in a printed publication in 
this or a foreign country or in public use or on sale in this country, 
more than one year prior to the date of application for patent in the 
United States. 

Claims 1-4, 9, 12-16, 21 and 24 are rejected under pre-AIA 35 U.S.C. 

102(b) as being anticipated by US 2003/0208386 (Brondrup). 

1. An access device for use in an access control system, the access device 
comprising: 
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"Wireless reservation, check-in, access control, check-out and payment" (Brondrup 
at TITLE). 

"wireless devices (9,16) of door locks (32)" (Brondrup at ABSTRACT). 

a processor(16) having control of a door lock (11); and a communication 
module (17) connected to the processor, 

"Each hotel reservation/IT system 7 has a plurality of connections 8 to a plurality 
of short range wireless devices 9, wherein each wireless device 9 is provided with 
a connection 31 to an associated door lock 32 which can be operated by the 
associated wireless device 9" (Brondrup ,r 0036). 

"hotel reservation/It system (7) is in communication (8) with a plurality of 
associated short range wireless door lock devices (9,32) capable of communicating 
with in-range wireless devices (25) of said mobile terminals (1 )" (Brondrup claim 
1). 

the processor able to receive a reservation certificate (5) presented by a 
portable terminal ( 4) through the communication module; 

"upon arrival at the hotel of the user carrying the mobile terminal, wirelessly, by 
means of the wireless device of the mobile terminal, transmitting the key token to 
nearby wireless devices associated with electrically operated door locks ... " 
(Brondrupq{ 0026). 

wherein the processor activates the door lock when a current reservation 
certificate has been presented. 

" ... whereby, on receiving the appropriate key token, the arrival of the user is 
registered in the hotel reservation/IT system, and the door lock wireless device of 
the reserved room unlocks the door" (Brondrup ,r 0026). 

"When the terminal (1) and the wireless door lock (9,31) are in-range, the hotel 
roomkey token is transferred from mobile terminal (1) to the wireless door lock 
(9,32), the door is unlocked and check-in is registered" (Brondrup at 
ABSTRACT). 

Brondrup therefore certainly provides for this "wherein" activity/capability -

the door can be opened when a current reservation is presented. Brondrup further 
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teaches that the door lock is activated by transmitting the particular token key to 

the particular door lock in accordance with the booking for check-in and that upon 

check-out the particular door lock is deactivated via a key token deactivation 

message to the door lock. This therefore results in the door lock possessing an 

activated key token which represents a current reservation. In as much as pertinent 

given the current claim scope, successfully matching a user-presented key token 

with a stored, active key token represents a determination that the reservation is 

current, that the user has checked-in and authorizes activation of the door lock so 

that the reservation user may unlock the door for entry as needed during the 

reservation duration. 

"Hotel lock activated with the travelers Bluetooth/terminal identity automatically 
at the appropriate time in accordance with booking" (Brondrup Fig. 6). 

"the invention includes, for user check-out from the hotel, the additional steps of a 
user, by means of the mobile terminal, connecting to a hotel search and 
reservation/booking server, and, while connected to the hotel search and 
reservation/booking server, communicating to the hotel reservation/IT system a 
check-out request ... and by the hotel reservation/IT system, upon receiving [sic] a 
payment verification, sending a key token deactivation message to the door lock 
associated wireless device of the reserved room" (Brondrup ,r 0026). 

2. The access device of claim 1 wherein the processor activates the door lock 
for up to a predetermined duration. 

See claim 1 - the reservation user is authorized and the lock is activated for 

unlocking the reserved room's door lock for the duration of her reservation. 
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3. The access device of claim 2 wherein the predetermined duration is all day. 

See claim 1 - the reservation user is authorized and the lock is activated for 

unlocking the reserved room's door lock for the duration of her reservation, 

regardless of the duration, but inclusive of stays of one day / all day. The 

Brondrup disclosure is capable of activating the reserved room's door for a stay of 

one day/ all day. 

4. The access device of claim 1 wherein the reservation certificate comprise 
data representative of a duration and the processor activates the door lock for 
up to the duration. 

"Provision of a reference number (booking token) that both serves as a receipt for 
accepted payment and as a key parameter in the communication protocol for door 
lock opening" (Brondrup CJ{ 0022). 

"the reservation/booking receipt from the hotel reservation system contains a key 
token such as e.g. a reference number which can be directly used for obtaining 
access to the reserved room upon arrival at the hotel" (Brondrup ,r 0041 ). 

"When the traveller approaches the hotel room, the hotel room door lock senses, by 
means of the wireless Bluetooth technology, the W AP and Bluetooth enabled 
mobile terminal, and when a security code is implemented, the latter provided 
either through the W AP reservation service and stored in the mobile terminal, or 
from the customers unique SIM card identity, and registered with the hotel, 
compares it with a security code automatically programmed into the lock through 
the W AP hotel room reservation service, and opens the door. When unlocking the 
door in this way for the first time at each stay, the check-in at the hotel may be 
automatically registered by the hotel reservation/IT system. In this way, the 
customer's mobile terminal functions as a wireless unique electronic key to his/her 
room until checking out" (Brondrup ,r 0062). 

Brondrup teaches communication of a reservation certificate (key token) 
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from the mobile device to the door lock and if the reservation certificate (key 

token) matches the active reservation key token stored at the door lock, then the 

door is unlocked. This key token is associated with the reservation for that ( and 

only that) room and for the predetermined duration starting from the check-in date. 

The reservation key token is fairly described as comprising data representing a 

duration because the reservation it is tied to includes a duration of the reservation. 

Further, the key token will serve to open the specified door for only the specified 

reservation duration. 

9. The access device of claim 1 wherein the processor verifies that the 
reservation certificate is genuine. 

Brondrup teaches security features for the reservation token such that it is 

protected via encryption: 

"the method can include steps of encryption, whereby the key token is encrypted to 
become an encrypted secret key" (Brondrup CJ{ 0026). 

Brondrup' s encryption is necessarily followed by decryption in order to use 

the reservation token. Decrypting provides verification that the certificate is 

genuine, per the claim language of claim 7. 

12. The access device of claim 1 wherein the processor has access to a server 
through the communication module and the processor reports to the server 
that door lock was activated on the basis of the reservation certificate. 
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"On receiving the appropriate key token from the wireless device in the mobile 
wireless terminal, the door lock wireless device of the reserved room can notify the 
associated hotel reservation/IT system of the arrival of the user for check-in, and 
unlocks the door" (Brondrup ,r 0043 ). 

13. A method for use by an access device in an access control system, the 
method comprising: 

"Wireless reservation, check-in, access control, check-out and payment" (Brondrup 
at TITLE). 

"A system and method for, by means of a mobile terminal, wireless hotel search 
and selection, reservation/booking, check-in, room access control, check-out and 
payment services for hotel customers is disclosed" (Brondrup at ABSTRACT). 

"wireless devices (9,16) of door locks (32)" (Brondrup at ABSTRACT). 

a) accepting, by a processor through a communication module, a reservation 
certificate presented with a portable terminal; 

"Each hotel reservation/IT system 7 has a plurality of connections 8 to a plurality 
of short range wireless devices 9, wherein each wireless device 9 is provided with 
a connection 31 to an associated door lock 32 which can be operated by the 
associated wireless device 9" (Brondrup ,r 0036). 

"hotel reservation/It system (7) is in communication (8) with a plurality of 
associated short range wireless door lock devices (9,32) capable of communicating 
with in-range wireless devices (25) of said mobile terminals (1 )" (Brondrup claim 
1). 

"upon arrival at the hotel of the user carrying the mobile terminal, wireles sly, by 
means of the wireless device of the mobile terminal, transmitting the key token to 
nearby wireless devices associated with electrically operated door locks ... " 
(Brondrupq{ 0026). 

b) determining, by the processor, that the reservation certificate is current; 
and c) activating, by the processor on the basis of the reservation certificate 
being current, a door lock. 
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" ... whereby, on receiving the appropriate key token, the arrival of the user is 
registered in the hotel reservation/IT system, and the door lock wireless device of 
the reserved room unlocks the door" (Brondrup ,r 0026). 

"When the terminal (1) and the wireless door lock (9,31) are in-range, the hotel 
room key token is transferred from mobile terminal ( 1) to the wireless door lock 
(9,32), the door is unlocked and check-in is registered" (Brondrup at 
ABSTRACT). 

Brondrup therefore certainly provides for this "wherein" activity/capability -

the door can be opened when a current reservation is presented. Brondrup further 

teaches that the door lock is activated by transmitting the particular token key to 

the particular door lock in accordance with the booking for check-in and that upon 

check-out the particular door lock is deactivated via a key token deactivation 

message to the door lock. This therefore results in the door lock possessing an 

activated key token which represents a current reservation. In as much as pertinent 

given the current claim scope, successfully matching a user-presented key token 

with a stored, active key token represents a determination that the reservation is 

current, that the user has checked-in and authorizes activation of the door lock so 

that the reservation user may unlock the door for entry as needed during the 

reservation duration. 

"Hotel lock activated with the travelers Bluetooth/terminal identity automatically 
at the appropriate time in accordance with booking" (Brondrup Fig. 6). 

"the invention includes, for user check-out from the hotel, the additional steps of a 
user, by means of the mobile terminal, connecting to a hotel search and 
reservation/booking server, and, while connected to the hotel search and 
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reservation/booking server, communicating to the hotel reservation/IT system a 
check-outrequest ... and by the hotel reservation/IT system, upon receiving [sic] a 
payment verification, sending a key token deactivation message to the door lock 
associated wireless device of the reserved room" (Brondrup ,r 0026). 

14. The method of claim 13 wherein the certificate is current for up to a 
predetermined duration. 

See claim 13 - the reservation user is authorized and the lock is activated for 

unlocking the reserved room's door lock for the duration of her current reservation. 

15. The method of claim 14 wherein the predetermined duration is all day. 

See claim 13 - the reservation user is authorized and the lock is activated for 

unlocking the reserved room's door lock for the duration of her reservation, 

regardless of the duration, but inclusive of stays of one day / all day. The 

Brondrup disclosure covers activating the reserved room's door for a stay of one 

day/ all day. 

16. The method of claim 13 wherein the reservation certificate comprises data 
representative of a duration and the certificate is current for up to the 
duration. 

"Provision of a reference number (booking token) that both serves as a receipt for 
accepted payment and as a key parameter in the communication protocol for door 
lock opening" (Brondrup CJ{ 0022). 

Page 128 of 310



Application/Control Number: 96/000,367 
Art Unit: 3992 

Page 11 

"the reservation/booking receipt from the hotel reservation system contains a key 
token such as e.g. a reference number which can be directly used for obtaining 
access to the reserved room upon arrival at the hotel" (Brondrup ,r 0041 ). 

"When the traveller approaches the hotel room, the hotel room door lock senses, by 
means of the wireless Bluetooth technology, the W AP and Bluetooth enabled 
mobile terminal, and when a security code is implemented, the latter provided 
either through the W AP reservation service and stored in the mobile terminal, or 
from the customers unique SIM card identity, and registered with the hotel, 
compares it with a security code automatically programmed into the lock through 
the W AP hotel room reservation service, and opens the door. When unlocking the 
door in this way for the first time at each stay, the check-in at the hotel may be 
automatically registered by the hotel reservation/IT system. In this way, the 
customer's mobile terminal functions as a wireless unique electronic key to his/her 
room until checking out" (Brondrup ,r 0062). 

Brondrup teaches communication of a reservation certificate (key token) 

from the mobile device to the door lock and if the reservation certificate (key 

token) matches the active reservation key token stored at the door lock, then the 

door is unlocked. This key token is associated with the reservation for that ( and 

only that) room and for the predetermined duration starting from the check-in date. 

The reservation key token is fairly described as comprising data representing a 

duration because the reservation it is tied to includes a duration of the reservation. 

Further, the key token will serve to open the specified door for only the specified 

reservation duration. 

21. The method of claim 13 wherein the b) determining by the processor is 
further that the reservation certificate is genuine, and the c) activating is on 
the further basis of the reservation certificate being genuine. 
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Brondrup teaches security features for the reservation token such that it is 

protected via encryption: 

"the method can include steps of encryption, whereby the key token is encrypted to 
become an encrypted secret key" (Brondrup CJ{ 0026). 

Brondrup' s encryption is necessarily followed by decryption in order to use 

the reservation token. Decrypting provides verification that the certificate is 

genuine, per the claim language of claim 19. 

24. The method of claim 13 wherein the processor has access to a server 
through the communication module, the method further comprising the step 
of: d) reporting to the server that the door lock was activated on the basis of 
the reservation certificate. 

"On receiving the appropriate key token from the wireless device in the mobile 
wireless terminal, the door lock wireless device of the reserved room can notify the 
associated hotel reservation/IT system of the arrival of the user for check-in, and 
unlocks the door" (Brondrup ,r 0043 ). 

Claim Rejections - 35 USC § 103 

The following is a quotation of pre-AIA 35 U.S.C. 103(a) which forms the 

basis for all obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not 
identically disclosed or described as set forth in section 102, if the 
differences between the subject matter sought to be patented and the 
prior art are such that the subject matter as a whole would have been 
obvious at the time the invention was made to a person having 
ordinary skill in the art to which said subject matter pertains. 
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Claims 5, 6, 17 and 18 are rejected underpre-AIA 35 U.S.C. 103(a) as being 

unpatentable over Brondrup in view of WO 2005017840. 

5. The access device of claim 1 wherein the processor has access to the current 
time, the reservation certificate comprises data representative of an interval of 
the reservation, and the processor activates the door lock during the interval. 

Similar to that stated above for claim 4, Brondrup' s reservation certificate 

(key token) is interpreted as comprising data representing a reservation interval 

because the reservation it is tied to defines an interval according to the start 

time/date and ending time/date of the reservation. Brondrup does not appear to 

teach the door lock processor having access to the current time. 

WO 2005017840 also teaches electronically accessible locks at a hotel. A 

mobile phone stores the appropriate electronic key which can be transmitted to the 

room's door lock in order to open the hotel room. WO 2005017840 teaches that 

the electronic key can be provided with a period of validity or an expiry date in 

order to limit access to the room to the appropriate time interval. WO 2005017 840 

also teaches that the lock itself checks the expiration/validity period before 

allowing access. 

"Another application example arises in the case of a hotel stay in which the hotel 
guest is to be given the opportunity for a limited period of time to be able to lock 
or unlock the hotel room door" (WO 2005017840 p. 032). 
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"the mobile control device transmits an electronic key to electronic lock in order to 
access the locking state thereof' (WO 2005017840 at ABSTRACT). 

"The electronic lock 20 can, for example, represent the lock of a hotel room door 
for which a hotel guest is granted the locking authorization for the duration of his 
stay" (WO 2005017840 p. 036). 

"The expiry of the period of validity or the reaching of the expiry time is 
advantageously checked by the electronic lock assigned to the transferred key in 
order to rule out manipulation of the other electronic control unit" (WO 
2005017840p. 031). 

It would have been obvious to one of ordinary skill at the time of the 

invention to have communicated from the phone to the lock of Brondrup 

reservation data that included interval/duration validity data and to have enabled 

the locks of Brondrup to determine whether the user's reservation at that moment 

is current/active/valid by accessing a date/time clock. Doing so provides a 

predictable manner of determining a valid reservation by comparing the 

reservation interval with the current date/time and allows access only for a 

currently valid reservation. This represents an obvious alternative for determining 

valid reservation status at the time of requesting access. One of ordinary skill 

would recognize that the lock would require access to the current time ( and day) in 

order to "check" the expiry of the validity period. 

6. The access device of claim 5 wherein the interval is specified by a start time 
and one of an end time and a duration. 
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Given the obviousness laid out for claim 5, one of ordinary skill would have 

recognized either of 1) start time and end time or 2) start time and duration as two 

obvious and essentially equivalent and alternative ways to define, determine and 

discriminate the validity period of a user's hotel reservation for a door opening 

request. 

17. The method of claim 13 wherein the processor has access to the current 
time and the reservation certificate comprises data representative of an 
interval of the reservation, and the certificate is current for up to the interval. 

Similar to that stated above for claim 4, Brondrup's reservation certificate 

(key token) is interpreted as comprising data representing a reservation interval 

because the reservation it is tied to defines an interval according to the start 

time/date and ending time/date of the reservation. Brondrup does not appear to 

teach the door lock processor having access to the current time. 

WO 2005017840 also teaches electronically accessible locks at a hotel. A 

mobile phone stores the appropriate electronic key which can be transmitted to the 

room's door lock in order to open the hotel room. WO 2005017840 teaches that 

the electronic key can be provided with a period of validity or an expiry date in 

order to limit access to the room to the appropriate time interval. WO 2005017840 

also teaches that the lock itself checks the expiration/validity period before 

allowing access. 
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"Another application example arises in the case of a hotel stay in which the hotel 
guest is to be given the opportunity for a limited period of time to be able to lock 
or unlock the hotel room door" (WO 2005017840 p. 032). 

"the mobile control device transmits an electronic key to electronic lock in order to 
access the locking state thereof' (WO 2005017840 at ABSTRACT). 

"The electronic lock 20 can, for example, represent the lock of a hotel room door 
for which a hotel guest is granted the locking authorization for the duration of his 
stay" (WO 2005017840 p. 036). 

"The expiry of the period of validity or the reaching of the expiry time is 
advantageously checked by the electronic lock assigned to the transferred key in 
order to rule out manipulation of the other electronic control unit" (WO 
2005017840p. 031). 

It would have been obvious to one of ordinary skill at the time of the 

invention to have communicated from the phone to the lock of Brondrup 

reservation data that included interval/duration validity data and to have enabled 

the locks of Brondrup to determine whether the user's reservation at that moment 

is current/active/valid by accessing a date/time clock. Doing so provides a 

predictable manner of determining a valid reservation by comparing the 

reservation interval with the current date/time and allows access only for a 

currently valid reservation. This represents an obvious alternative for determining 

valid reservation status at the time of requesting access. One of ordinary skill 

would recognize that the lock would require access to the current time ( and day) in 

order to "check" the expiry of the validity period. 
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18. The method of claim 17 wherein the interval is specified by a start time 
and one of an end time and a duration. 

Given the obviousness laid out for claim 17, one of ordinary skill would 

have recognized either of 1) start time and end time or 2) start time and duration as 

two obvious and essentially equivalent and alternative ways to define, determine 

and discriminate the validity period of a user's hotel reservation for a door opening 

request. 

Claims 7, 8, 10, 11, 19, 20, 22 and 23 are rejected underpre-AIA 35 U.S.C. 

103(a) as being unpatentable over Brondrup in view of Business Data 

Communications1 (Stallings). 

7. The access device of claim 1 further comprising: a memory to which the 
processor has access, the memory containing a public key for a server 
authorized to issue the reservation certificate; wherein at least a portion of the 
reservation certificate is encrypted by the server using a private key and the 
processor verifies that the reservation certificate is genuine by decrypting the 
portion with the public key. 

Brondrup teaches security features for the reservation token such that it is 

protected via encryption: 

"the method can include steps of encryption, whereby the key token is encrypted to 
become an encrypted secret key" (Brondrup CJ{ 0026). 

Brondrup does not however describe the types of encryption employed. 

1 Stallings, et al, "Business Data Communications", second edition, Prentice Hall, 1994, pp. 583-613. 
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Stallings however teaches various encryption and decryption techniques in order to 

protect certain information and prevent unauthorized access or use of the 

information. In particular Stallings teaches symmetric encryption where the sender 

possesses a private key used to encrypt information and the recipient also has a 

copy of such a private key used to decrypt the information. Stallings also teaches 

public key (asymmetric) encryption where a public key and a private key are used 

for the encryption and decryption: 

"Alice has a message (plaintext) she wants to send to Bob. She does not want 
anyone else to know what's in the message so she transforms it into an 
unintelligible form ( ciphertext). The specific form of the ciphertext is determined 
by Alice's key. Alice then sends the ciphertext to Bob, who performs an inverse 
process, using his key to recover the plaintext. Traditionally, Alice and Bob's keys 
had to be the same. In the last 15 years, more general systems have been developed 
that allow the keys to be different. The traditional schemes are called, variously, 
secret key, single-key, or symmetric encryption systems. The new systems are 
called public-key, or asymmetric encryption, systems. Figure 14-3 illustrates both 
approaches" (Stallings p. 584). 
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"For single-key encryption schemes, the keys used for encryption and decryption 
are the same. This is not a necessary condition. Instead, it is possible to develop an 
algorithm that uses one key for encryption and a companion but different key for 
decryption. Furthermore, it is possible to develop algorithms such that knowledge 
of the encryption algorithm plus the encryption key is not sufficient to determine 
the decryption key. Thus, the following technique will work: 

1. Each end system in a network generates a pair of keys to be used for encryption 
and decryption of messages that it will receive. 

2. Each system publishes its encryption key by placing it in a public register or file. 
This is the public key. The companion key is kept private. 

3. If A wishes to send a message to B, it encrypts the message using B's public key. 

4. When B receives the message, it decrypts it by using B's private key. 

No other recipient can decrypt the message because only B knows B's private key" 
(Stallings p.597). 

It would have been obvious to one of ordinary skill at the time of the 

invention to have employed any well-known encryption techniques with that of the 

end points of Brondrup, including symmetric, private key or asymmetric 

encryption using public and private keys as described by Stallings. Doing so 

would provide encryption security, as desired by Brondrup. Decrypting provides 

verification that the certificate is genuine, per the claim language. 

8. The access device of claim 1 further comprising: a memory to which the 
processor has access, the memory containing a symmetric key; wherein at 
least a portion of the reservation certificate is encrypted by a server using the 
symmetric key and the processor verifies that the reservation certificate is 
genuine by decrypting the portion with the symmetric key. 
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Brondrup teaches security features for the reservation token such that it is 

protected via encryption: 

"the method can include steps of encryption, whereby the key token is encrypted to 
become an encrypted secret key" (Brondrup CJ{ 0026). 

Brondrup does not however describe the types of encryption employed. 

Stallings however teaches various encryption and decryption techniques in order to 

protect certain information and prevent unauthorized access or use of the 

information. In particular Stallings teaches symmetric encryption where the sender 

possesses a private key used to encrypt information and the recipient also has a 

copy of such a private key used to decrypt the information. Stallings also teaches 

public key (asymmetric) encryption where a public key and a private key are used 

for the encryption and decryption: 

"Alice has a message (plaintext) she wants to send to Bob. She does not want 
anyone else to know what's in the message so she transforms it into an 
unintelligible form ( ciphertext). The specific form of the ciphertext is determined 
by Alice's key. Alice then sends the ciphertext to Bob, who performs an inverse 
process, using his key to recover the plaintext. Traditionally, Alice and Bob's keys 
had to be the same. In the last 15 years, more general systems have been developed 
that allow the keys to be different. The traditional schemes are called, variously, 
secret key, single-key, or symmetric encryption systems. The new systems are 
called public-key, or asymmetric encryption, systems. Figure 14-3 illustrates both 
approaches" (Stallings p. 584). 
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[Stallings p. 585]. 

"For single-key encryption schemes, the keys used for encryption and decryption 
are the same. This is not a necessary condition. Instead, it is possible to develop an 
algorithm that uses one key for encryption and a companion but different key for 
decryption. Furthermore, it is possible to develop algorithms such that knowledge 
of the encryption algorithm plus the encryption key is not sufficient to determine 
the decryption key. Thus, the following technique will work: 

1. Each end system in a network generates a pair of keys to be used for encryption 
and decryption of messages that it will receive. 

2. Each system publishes its encryption key by placing it in a public register or file. 
This is the public key. The companion key is kept private. 

3. If A wishes to send a message to B, it encrypts the message using B's public key. 

4. When B receives the message, it decrypts it by using B's private key. 

No other recipient can decrypt the message because only B knows B's private key" 
(Stallings p.597). 

It would have been obvious to one of ordinary skill at the time of the 

invention to have employed any well-known encryption technique with that of 

Brondrup, including symmetric, private key or asymmetric encryption using public 
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and private keys as described by Stallings. Doing so would provide encryption 

security, as desired by Brondrup. Decrypting provides verification that the 

certificate is genuine, per the claim language. 

10. The access device of claim 1 further comprising: an identification to which 
the processor has access, the identification corresponding to one of the access 
device and the door lock, wherein the processor determines that the 
reservation certificate comprises data representative of the identification. 

Brondrup does not appear to teach this determination of identification 

information for which the lock device has access. Stallings however also teaches 

the known concepts of authentication and digital signatures used in combination 

with encryption security in order to provide further assurance of information 

integrity and to determine the actual sources. 

"The data to be sent, together with a secret key, are used to generate a message 
authentication code. The data plus code are transmitted to the intended recipient. 
The recipient performs the same calculation on the data, using the same secret key, 
to generate a new message authentication code. The received code is compared to 
the calculated code (Figure 14-15). If we assume that only the receiver and the 
sender know the identity of the secret key, and if the received code matches the 
calculated code, then 1. The receiver is assured that the message has not been 
altered ... 2. The receiver is assured that the message is from the alleged sender" 
(Stallings p. 607-608). 

"The recipient, upon receiving the message, uses the sender's public key to recover 
the digest. The recipient then applies the hash function to the message to get a 
second digest. If this digest agrees with one recovered\ with the public key, the 
receiver can be assured (1) that the message is correct, and (2) that it was sent by 
the person corresponding to the public key" (Stallings p. 610). 
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It would have been obvious to one of ordinary skill at the time of the 

invention to have employed the foregoing techniques in order to provide further 

assurance of information integrity and to determine the actual sources of the 

information exchange. 

11. The access device of claim 1 further comprising: a memory to which the 
processor has access, the memory containing a private key of the access 
device; wherein at least a portion of the reservation certificate is encrypted by 
a server using a corresponding public key for the access device and the 
processor decrypts the portion with the private key. 

Brondrup teaches security features for the reservation token such that it is 

protected via encryption: 

"the method can include steps of encryption, whereby the key token is encrypted to 
become an encrypted secret key" (Brondrup CJ{ 0026). 

Brondrup does not however describe the types of encryption employed. 

Stallings however teaches various encryption and decryption techniques in order to 

protect certain information and prevent unauthorized access or use of the 

information. In particular Stallings teaches symmetric encryption where the sender 

possesses a private key used to encrypt information and the recipient also has a 

copy of such a private key used to decrypt the information. Stallings also teaches 

public key (asymmetric) encryption where a public key and a private key are used 

for the encryption and decryption: 
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"Alice has a message (plaintext) she wants to send to Bob. She does not want 
anyone else to know what's in the message so she transforms it into an 
unintelligible form (ciphertext). The specific form of the ciphertext is determined 
by Alice's key. Alice then sends the ciphertext to Bob, who performs an inverse 
process, using his key to recover the plaintext. Traditionally, Alice and Bob's keys 
had to be the same. In the last 15 years, more general systems have been developed 
that allow the keys to be different. The traditional schemes are called, variously, 
secret key, single-key, or symmetric encryption systems. The new systems are 
called public-key, or asymmetric encryption, systems. Figure 14-3 illustrates both 
approaches" (Stallings p. 584). 
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[Stallings p. 585]. 

"For single-key encryption schemes, the keys used for encryption and decryption 
are the same. This is not a necessary condition. Instead, it is possible to develop an 
algorithm that uses one key for encryption and a companion but different key for 
decryption. Furthermore, it is possible to develop algorithms such that knowledge 
of the encryption algorithm plus the encryption key is not sufficient to determine 
the decryption key. Thus, the following technique will work: 

1. Each end system in a network generates a pair of keys to be used for encryption 
and decryption of messages that it will receive. 

2. Each system publishes its encryption key by placing it in a public register or file. 
This is the public key. The companion key is kept private. 
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3. If A wishes to send a message to B, it encrypts the message using B's public key. 

4. When B receives the message, it decrypts it by using B's private key. 

No other recipient can decrypt the message because only B knows B's private key" 
(Stallings p.597). 

It would have been obvious to one of ordinary skill at the time of the 

invention to have employed any well-known encryption technique with that of 

Brondrup, including symmetric, private key or asymmetric encryption using public 

and private keys as described by Stallings. Doing so would provide encryption 

security, as desired by Brondrup. 

19. The method of claim 13 wherein at least a portion of the reservation 
certificate is encrypted by a server using a private key for which the 
corresponding public key is stored in a memory accessible to the processor, 
wherein the b) determining by the processor is further that the reservation 
certificate is genuine on the basis of decrypting the portion with the public 
key, and the c) activating is on the further basis of the reservation certificate 
being genuine. 

Brondrup teaches security features for the reservation token such that it is 

protected via encryption: 

"the method can include steps of encryption, whereby the key token is encrypted to 
become an encrypted secret key" (Brondrup CJ{ 0026). 

Brondrup does not however describe the types of encryption employed. 

Stallings however teaches various encryption and decryption techniques in order to 

protect certain information and prevent unauthorized access or use of the 
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information. In particular Stallings teaches symmetric encryption where the sender 

possesses a private key used to encrypt information and the recipient also has a 

copy of such a private key used to decrypt the information. Stallings also teaches 

public key (asymmetric) encryption where a public key and a private key are used 

for the encryption and decryption: 

"Alice has a message (plaintext) she wants to send to Bob. She does not want 
anyone else to know what's in the message so she transforms it into an 
unintelligible form ( ciphertext). The specific form of the ciphertext is determined 
by Alice's key. Alice then sends the ciphertext to Bob, who performs an inverse 
process, using his key to recover the plaintext. Traditionally, Alice and Bob's keys 
had to be the same. In the last 15 years, more general systems have been developed 
that allow the keys to be different. The traditional schemes are called, variously, 
secret key, single-key, or symmetric encryption systems. The new systems are 
called public-key, or asymmetric encryption, systems. Figure 14-3 illustrates both 
approaches" (Stallings p. 584). 
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[Stallings p. 585]. 

"For single-key encryption schemes, the keys used for encryption and decryption 
are the same. This is not a necessary condition. Instead, it is possible to develop an 
algorithm that uses one key for encryption and a companion but different key for 
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decryption. Furthermore, it is possible to develop algorithms such that knowledge 
of the encryption algorithm plus the encryption key is not sufficient to determine 
the decryption key. Thus, the following technique will work: 

1. Each end system in a network generates a pair of keys to be used for encryption 
and decryption of messages that it will receive. 

2. Each system publishes its encryption key by placing it in a public register or file. 
This is the public key. The companion key is kept private. 

3. If A wishes to send a message to B, it encrypts the message using B's public key. 

4. When B receives the message, it decrypts it by using B's private key. 

No other recipient can decrypt the message because only B knows B's private key" 
(Stallings p.597). 

It would have been obvious to one of ordinary skill at the time of the 

invention to have employed any well-known encryption techniques with that of the 

end points of Brondrup, including symmetric, private key or asymmetric 

encryption using public and private keys as described by Stallings. Doing so 

would provide encryption security, as desired by Brondrup. Decrypting provides 

verification that the certificate is genuine, per the claim language. 

20. The method of claim 13 wherein at least a portion of the reservation 
certificate is encrypted by a server using a symmetric key stored in a memory 
accessible to the processor, wherein the b) determining by the processor is 
further that the reservation certificate is genuine on the basis of decrypting 
the portion with the symmetric key, and the c) activating is on the further 
basis of the reservation certificate being genuine. 

Brondrup teaches security features for the reservation token such that it is 
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"the method can include steps of encryption, whereby the key token is encrypted to 
become an encrypted secret key" (Brondrup CJ{ 0026). 

Brondrup does not however describe the types of encryption employed. 

Stallings however teaches various encryption and decryption techniques in order to 

protect certain information and prevent unauthorized access or use of the 

information. In particular Stallings teaches symmetric encryption where the sender 

possesses a private key used to encrypt information and the recipient also has a 

copy of such a private key used to decrypt the information. Stallings also teaches 

public key (asymmetric) encryption where a public key and a private key are used 

for the encryption and decryption: 

"Alice has a message (plaintext) she wants to send to Bob. She does not want 
anyone else to know what's in the message so she transforms it into an 
unintelligible form ( ciphertext). The specific form of the ciphertext is determined 
by Alice's key. Alice then sends the ciphertext to Bob, who performs an inverse 
process, using his key to recover the plaintext. Traditionally, Alice and Bob's keys 
had to be the same. In the last 15 years, more general systems have been developed 
that allow the keys to be different. The traditional schemes are called, variously, 
secret key, single-key, or symmetric encryption systems. The new systems are 
called public-key, or asymmetric encryption, systems. Figure 14-3 illustrates both 
approaches" (Stallings p. 584). 
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[Stallings p. 585]. 

"For single-key encryption schemes, the keys used for encryption and decryption 
are the same. This is not a necessary condition. Instead, it is possible to develop an 
algorithm that uses one key for encryption and a companion but different key for 
decryption. Furthermore, it is possible to develop algorithms such that knowledge 
of the encryption algorithm plus the encryption key is not sufficient to determine 
the decryption key. Thus, the following technique will work: 

1. Each end system in a network generates a pair of keys to be used for encryption 
and decryption of messages that it will receive. 

2. Each system publishes its encryption key by placing it in a public register or file. 
This is the public key. The companion key is kept private. 

3. If A wishes to send a message to B, it encrypts the message using B's public key. 

4. When B receives the message, it decrypts it by using B's private key. 

No other recipient can decrypt the message because only B knows B's private key" 
(Stallings p.597). 

It would have been obvious to one of ordinary skill at the time of the 

invention to have employed any well-known encryption techniques with that of the 

end points of Brondrup, including symmetric, private key or asymmetric 
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encryption using public and private keys as described by Stallings. Doing so 

would provide encryption security, as desired by Brondrup. Decrypting provides 

verification that the certificate is genuine, per the claim language. 

22. The method of claim 13 wherein the processor has access to an 
identification, the identification corresponding to one of the access device and 
the door lock, wherein the b) determining by the processor is further that the 
reservation certificate comprises data representative of the identification, and 
the c) activating is on the further basis of the reservation certificate 
comprising data representative of the identification. 

Brondrup does not appear to teach this determination of identification 

information for which the lock device has access. Stallings however also teaches 

the known concepts of authentication and digital signatures used in combination 

with encryption security in order to provide further assurance of information 

integrity and to determine the actual sources. 

"The data to be sent, together with a secret key, are used to generate a message 
authentication code. The data plus code are transmitted to the intended recipient. 
The recipient performs the same calculation on the data, using the same secret key, 
to generate a new message authentication code. The received code is compared to 
the calculated code (Figure 14-15). If we assume that only the receiver and the 
sender know the identity of the secret key, and if the received code matches the 
calculated code, then 1. The receiver is assured that the message has not been 
altered ... 2. The receiver is assured that the message is from the alleged sender" 
(Stallings p. 607-608). 

"The recipient, upon receiving the message, uses the sender's public key to recover 
the digest. The recipient then applies the hash function to the message to get a 
second digest. If this digest agrees with one recovered\ with the public key, the 
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receiver can be assured (1) that the message is correct, and (2) that it was sent by 
the person corresponding to the public key" (Stallings p. 610). 

It would have been obvious to one of ordinary skill at the time of the 

invention to have employed the foregoing techniques in order to provide further 

assurance of information integrity and to determine the actual sources of the 

information exchange. 

23. The method of claim 13 wherein at least a portion of the reservation 
certificate is encrypted by a server using a public key for which the 
corresponding private key is stored in a memory accessible to the processor, 
the method further comprising the step of: d) decrypting the portion, by the 
processor, with the private key. 

Brondrup teaches security features for the reservation token such that it is 

protected via encryption: 

"the method can include steps of encryption, whereby the key token is encrypted to 
become an encrypted secret key" (Brondrup CJ{ 0026). 

Brondrup does not however describe the types of encryption employed. 

Stallings however teaches various encryption and decryption techniques in order to 

protect certain information and prevent unauthorized access or use of the 

information. In particular Stallings teaches symmetric encryption where the sender 

possesses a private key used to encrypt information and the recipient also has a 

copy of such a private key used to decrypt the information. Stallings also teaches 

public key (asymmetric) encryption where a public key and a private key are used 
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"Alice has a message (plaintext) she wants to send to Bob. She does not want 
anyone else to know what's in the message so she transforms it into an 
unintelligible form ( ciphertext). The specific form of the ciphertext is determined 
by Alice's key. Alice then sends the ciphertext to Bob, who performs an inverse 
process, using his key to recover the plaintext. Traditionally, Alice and Bob's keys 
had to be the same. In the last 15 years, more general systems have been developed 
that allow the keys to be different. The traditional schemes are called, variously, 
secret key, single-key, or symmetric encryption systems. The new systems are 
called public-key, or asymmetric encryption, systems. Figure 14-3 illustrates both 
approaches" (Stallings p. 584). 
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[Stallings p. 585]. 

"For single-key encryption schemes, the keys used for encryption and decryption 
are the same. This is not a necessary condition. Instead, it is possible to develop an 
algorithm that uses one key for encryption and a companion but different key for 
decryption. Furthermore, it is possible to develop algorithms such that knowledge 
of the encryption algorithm plus the encryption key is not sufficient to determine 
the decryption key. Thus, the following technique will work: 

1. Each end system in a network generates a pair of keys to be used for encryption 
and decryption of messages that it will receive. 
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2. Each system publishes its encryption key by placing it in a public register or file. 
This is the public key. The companion key is kept private. 

3. If A wishes to send a message to B, it encrypts the message using B's public key. 

4. When B receives the message, it decrypts it by using B's private key. 

No other recipient can decrypt the message because only B knows B's private key" 
(Stallings p.597). 

It would have been obvious to one of ordinary skill at the time of the 

invention to have employed any well-known encryption techniques with that of the 

end points of Brondrup, including symmetric, private key or asymmetric 

encryption using public and private keys as described by Stallings. Doing so 

would provide encryption security, as desired by Brondrup. 

Conclusion 

In order to ensure full consideration of any amendments, affidavits or 

declarations, or other documents as evidence of patentability, such documents must 

be submitted in response to this Office action. Submissions after the next Office 

action, which is intended to be a final action, will be governed by the requirements 

of 37 CFR 1.116, after final rejection and 37 CFR 41.33 after appeal, which will be 

strictly enforced. 

Extensions of time under 37 CFR 1.136( a) will not be permitted in these 

proceedings because the provisions of 3 7 CFR 1. 13 6 apply only to "an applicant" 
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and not to parties in a reexamination proceeding. Additionally, 35 U.S .C. 305 

requires that reexamination proceedings "will be conducted with special dispatch" 

(37 CFR 1.550(a)). Extension of time in ex parte reexamination proceedings are 

provided for in 37 CFR 1.550(c). 

The patent owner is reminded of the continuing responsibility under 37 CFR 

1.565(a) to apprise the Office of any litigation activity, or other prior or concurrent 

proceeding, involving the Patent throughout the course of this reexamination 

proceeding. The third party requester (if any) is also reminded of the ability to 

similarly apprise the Office of any such activity or proceeding throughout the 

course of this reexamination proceeding. See MPEP §§ 2207, 2282 and 2286. 

All correspondence relating to this ex parte reexamination proceeding should 

be directed: 

By Mail to: 

By FAX to: 

By hand: 

Mail Stop Ex Parte Reexam 
Central Reexamination Unit 
Commissioner for Patents 
United States Patent & Trademark Office 
P.O. Box1450 
Alexandria, VA 22313-1450 

(571) 273-9900 
Central Reexamination Unit 

Customer Service Window 
Randolph Building 
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Registered users of EFS-Web may alternatively submit such correspondence 
via the electronic filing system EFS-Web, at: 

https://efs.uspto.gov/efile/myportal/efs-registered 

EFS-W eb offers the benefit of quick submission to the particular area of the 
Office that needs to act on the correspondence. Also, EFS-W eb submissions are 
"soft scanned" (i.e., electronically uploaded) directly into the official file for the 
reexamination proceeding, which offers parties the opportunity to review the 
content of their submissions after the "soft scanning" process is complete. 

Any inquiry concerning this communication should be directed to the 
Central Reexamination Unit at telephone number 517-272-7705. 

/JEFFREY D CARLSON/ 
Primary Examiner, Art Unit 3992 

Conferees: 
/SAMUEL G RIMELL/ 
Primary Examiner, Art Unit 3992 
/M.F/ 
Supervisory Patent Examiner, Art Unit 3992 
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(57) Zusammenfassung: Die Erfindung betrifft ein Verfahren zur kontaktlosen Steuerung des Schliesszustands eines elektroni­
schen Schlosses mit einer mobilen Steuereinrichtung durch einen Benutzer, bei dem zwischen der mobilen Steuereinrichtung und 
dem elektronischen Schloss eine bidirektionale Kommunikationsverbindung hergestellt wird, iiber die Kommunikationsverbindung 
eine Authentisierung zur Uberpriifung der Identillit und Auathentizillit der mobilen Steuereinrichtung und/oder des elektronischen 
Schlosses durchgefiihrt wird, und die mobile Steuereinrichtung zum Zugriff auf den Schliesszustand des elektronischen Schlosses 
diesem einen elektronischen Schliissel iibermittelt. 
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Verfahren und Vorrichtung zur kontaktlosen Steuerung des Schliefszustands 

eines elektronischen Schlosses 

5 Die Erfindung betrifft ein Verfahren zur kontaktlosen Steuerung des Schliefs­

zustands eines elektronischen Schlosses. Die Erfindung betrifft ferner eine 

mobile Steuereinrichtung und eine Schlilssel-Schloss-Anordnung zur Durch­

fuhrung eines derartigen Verfahrens. 

10 Heutige Mobiltelefone haben neben den primaren Funktionen wie Kommu­

nikation und Datenspeicherung nur wenige Funktionalitaten, die sich im 

taglichen Leben einsetzen lassen. Aktuelle Erweiterungen, wie etwa MP3-

Player, eine eingebaute Digitalkamera oder standortbezogene Dienste wie 

beispielsweise GPS (Global Positioning System) zeigen die Entwicklung-

15 stendenzen hin zu vielfaltigeren Einsatzgebieten von Mobiltelefonen an. 

20 

Davon ausgehend liegt der Erfindung die Aufgabe zugrunde, dem Benutzer 

eines Mobiltelefons zusatzliche Anwendungsmoglichkeiten im Bereich des 

taglichen Lebens zu offnen. 

Diese Aufgabe wird durch das Verfahren zur kontaktlosen Steuerung des 

Schliefszustands eines elektronischen Schlosses mit den Merkmalen des 

Hauptanspruchs gelost. Eine mobile Steuereinrichtung und eine Schlussel­

Scbloss-Anordnung zur Durchfilhrung eines derartigen Verfahrens sind Ge-

25 genstand der nebengeordneten Anspriiche 20 und 22. Weiterbildungen der 

Erfindung sind Gegenstand der Unteransprilche. 

Gema.is der Erfindung erfolgt die kontaktlose Steuerung <lurch einen Benut­

zer mit einer mobilen Steuereinrichtung. Zwischen der mobilen Steuerein-
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richtung und dem elektronischen Schloss wird dabei eine bidirektionale 

Kommunikationsverbindung hergestellt und uber die Kommunikationsver­

bindung eine Authentisierung zur Uberprilfung der Identitat und Authenti­

zitat der mobilen Steuereinrichtung und/ oder des elektronischen Schlosses 

5 durchgefilhrt. Zurn Zugriff au£ den Schlieiszustand des elektronischen 

Sch.losses ubermittelt die mobile Steuereimichtung diesem einen elektroni­

schen Schlussel. 

Die Erfindung ermoglicht, der Funktionalit~t von rnobilen Steuergeraten wie 

10 etwa Mobiltelefonen um die Funktion eines Schltisselbretts fur elektronische 

Schlosser zu erweitern. Das Mobiltelefon stellt gerade im Bereich Schlussel­

Schloss ein ideales Medium dar, da es in der Regel immer mitgefilhrt wird 

und <lurch ein enthaltenes Sicherheitsmodul auch eine deutlich hoher Si­

cherheit als mit bisherigen Schlossern zu erreichen ist. 

15 

In einer vorteilhaften Ausgestaltung des erfindungsgemafsen Verfahrens 

wird die Kommunikationsverbindung in einem Mobilfunknetz wie GSM 

(Global System for Mobile communications) oder UMTS (Universal Mobile 

Telecommunication System), insbesondere mit einem paketorientierten Tra-

20 gerdienst, wie beispielsweise GPRS (General Packet Radio Service) herge­

stellt. Nach einer weiteren vorteilhaften Ausgestaltung wird die Kommuni­

kationsverbindung in einem in der mobilen Steuereinrichtung integrierten 

Nahbereichskanal wie der IrDA (Infrared Data Association) Schnittstelle, 

Bluetooth oder WLAN (Wireless Local Area Network) hergestellt. 

25 

Filr die Kommunikationsverbindung konnen auch mehrere verschiedene 

Ubertragungskanale zur Verfugung stehen. Vor dem Aufbau einer Verbin­

dung wird dann ein geeigneter Ubertragungskanal fur die Kommunikati­

onsverbindung etwa <lurch automatisches Probieren oder <lurch Inanspruch-
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nahme eines standortbezogenen Dienstes ausgewahlt. Typischerweise wird 

der kostengilnstigste der zur Verfiigung stehenden Kana.le fur den Aufbau 

der Kornmunikationsverbindung gewahlt. Es konnen jedoch auch andere 

Kriterien, etwa die Qualitat oder die Sicherheit einer Verbindung als Aus-

5 wahlkriterium herangezogen werden. 

Vor dem Zugriff au£ den Schliefszustand des elektronischen Schlosses wird 

bevorzugt die Berechtigung des Benutzers <lurch Ubergabe eines Geheimnis­

ses, wie einer PIN-Nurnmer, oder <lurch Prtifun& eines biometrischen Merk-

10 mals, wie etwa von Sprachmerkmalen des Benutzers gepruft. Durch die ein­

deutige Identifizierung des Benutzers wird das Risiko, das <lurch eine verlo­

ren gegangene oder gestohlene Steuereinheit entsteht, deutlich reduziert. 

In einer bevorzugten Weiterbildung des Verfahrens kann die mobile Steuer-

15 einrichtung eine Mehrzahl elektronischer Schlussel fur verschiedene zugeho­

rige elektronische Schlosser enthalten. Die Steuereinrichtung dient dann als 

elektronisches Schlusselbrett, das eine Vielzahl elektronischer Schlussel ver­

walten und einsetzen kann. 

20 Die Mehrzahl elektronischer Schlussel enthalt nach einer zweckmafsigen 

Ausgestaltung der Erfindung sicherheitskritische und sicherheitsunkritische 

Schlussel. Vor dem Zugriff auf den Schliefszustand eines elektronischen 

Schlosses mit einem zugeordneten sicherheitskritischen Schlussel wird die 

Berechtigung des Benutzers durch -Obergabe eines Geheimnisses oder <lurch 

25 Prufung eines biometrischen Merkmals gepruft. Es ist auch denkbar, ver­

schieden aufwendige Sicherheitsmafsnahmen fur den Einsatz sicherheitskri­

tischer und -unkritischer Schlussel vorzusehen oder eine Einteilung der 

Schlussel in mehr als zwei Sicherheitskategorien vorzunehmen. 
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Mit Vorteil stellt die mobile Steuereinrichtung dem Benutzer aus der Mehr­

zahl elektronischer Schlussel eine Teilmenge nutzbarer Schlussel zum Offnen 

und/ oder Sch.lief.sen der zugehorigen Schlosser zur Verfiigung. Insbesondere 

kann die Auswahl der Teilmenge au£ Grundlage der Ortskoordinaten der 

5 mobilen Steuereinrichtung und der elektronischen Schlosser erfolgen. 

Beispielsweise konnen dem Benutzer nur solche Schlussel angezeigt werden, 

deren zugehorige Schlosser sich innerhalb eines vorgewahlten Umgebungs­

bereichs der mobilen Steuereinrichtung befinden. Dadurch werden zum ei-

10 nen unerwilnschte Fehlbedienungen vermieden, wie etwa ein unbeabsich­

tigtes Offnen des heimischen Haustlirschlosses, wahrend der Benutzer sich 

weit entfernt im Urlaub befindet. Zurn anderen wird die Bedienung des mo­

bilen Steuergerats, gerade bei einer Vielzahl verfligbarer Schlussel deutli<;:h 

vereinfacht, da nur noch diejenigen Schlussel angezeigt werden, deren Be-

15 nutzung am momentanen Ort sinnvoll moglich ist. Andernfalls wilrde, gera­

de bei gro:lsflachigem Einsatz des Schlussel-Schloss-Verfahrens die Benut­

zerfreundlichkeit durch eine grofse Anzahl von Auf- und Zusperrmoglich­

keiten leiden. 

20 Die mobile Steuereinrichtung kann einen elektronischen Schlussel auch an 

eine andere mobile Steuereinrichtung iibergeben. Dazu wird eine Authenti­

sierung zur Uberprufung der Identitat und Authentizitat der anderen mobi­

len Steuereinrichtung und/ oder des Benutzers der anderen mobilen Steuer­

einrichtung durchgefilhrt. Im Gutfall wird eine elektronische Kopie des 

25 Schlussels der anderen rnobilen Steuereinrichtung, vorzugsweise in elektro­

nischer Form uber eine Luftschnittstelle ubergeben. Das elektronische 

Schlusselbrett beinhaltet damit die Moglichkeit, Schlieisberechtigungen au­

torisiert weiterzugeben. 
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Der iibergebene Schlussel wird in einer zweckmafsigen Ausgestaltung mit 

einer Giiltigkeitsdauer oder einem Verfallszeitpunkt versehen. Der Ablauf 

der Giiltigkeitsdauer oder das Erreichen des Verfallszeitpunkts wird mit 

Vorteil <lurch das dern iibergebenen Schlussel zugeordnete elektronische 

5 Schloss gepriift, um Manipulationen der anderen elektronischen Steuerein­

heit auszuschlie:fsen. Bestimmte Schlussel konnen von der Weitergabe ausge­

schlossen werden, um das Risiko unbefugter Benutzung der Schlussel zu 

minimieren. Ebenso kann vorgesehen sein, <lass weitergegebene Schlussel 

nicht erneut weitergegeben werden konnen. 

10 

Beispielsweise konnen Schlussel innerhalb einer Familie, etwa an Kinder, 

autorisiert weitergegeben werden. Eine Weitergabe durch die Kinder an 

Dritte kann dabei ausgeschlossen werden. Ein anderes Anwendungsbeispiel 

ergibt sich bei einem Hotelaufenthalt, bei dem dem Hotelgast zeitlich befris-

15 tet die Moglichkeit gegeben werden soll, die Hotelzimmertiir oder eine Tief­

garage auf- oder absperren zu konnen. 

Gemafs einer vorteilhaften Weiterbildung kann ein elektronischer Schlussel 

vorgespannt werden, um <las zugeordnete elektronische Schloss automatisch 

20 oder au£ eine einfache Benutzerbestatigung hin zu offnen, wenn die mobile 

Steuereinrichtung in einen vorbestimmten Umgebungsbereich des Sch.losses 

gelangt. Dabei wird vor dem Vorspannen eines Schliissels bevorzugt die Be­

rechtigung des Benutzers <lurch 0-bergabe eines Geheimnisses oder durch 

Prufung eines biometrischen Merkmals gepruft. Das Vorspannen eines 

25 Schliissels wird zweckmafsig mit einer Giiltigkeitsdauer oder einem Verfalls­

zeitpunkt versehen, um zu verhindern, class ein vorgespannter Schlussel das 

zugeordn.ete elektronische Schloss unbeabsichtigt offn.et. 
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Nach einer weiteren zweckmaisigen Verfahrensmoglichk.eit wird der 

Schlieiszustru.1.d des elekfronischen Schlosses von der mobilen Steuereinrich­

tung uber die Kommunikationsverbindung abgefragt. Bin vergesslicher Be­

nutzer kam1. sich somit uber eine Fernabfrage des versperrten Zustands eines 

5 elektronischen Schlosses versichern und s~ch den bisher oft erforderlichen, 

teilweise erheblichen Zeitaufwand zur nachtraglichen Prufung des Schliefs­

zustands ersparen. 

In einer weiteren vorteilhaften Ausgestaltung kann fiber die Kommunikati-

10 onsverbindung eine Ortsinformation des elektronischen Schlosses von der 

. mobilen Steuereinrichtung abgefragt werden. Insbesondere konnen die 

Ortskoordinaten des Schlosses abgefragt werden und/ oder die Information, 

ob sich das Schloss noch am Ort des letzten Verschlielsens befindet. Es ver­

steht sich, class diese Moglichkeit vor allem bei mobil angebrachten Schlos-

15 sern, etwa an einem Kraftfahrzeug zum Einsatz kommt. Die Ortskoordinaten 

des Schlosses konnen van diesem beispielsweise fiber die van einem Mobil­

funksystem. gelieferten Ortsinform.ationen oder fiber GPS oder einen ver­

gleichbaren Dienst ermittelt werden. 

20 Die mobile Steuereinrichtung wird vorteilhaft <lurch ein Mobiltelefon oder 

eine mobile Recheneinheit, etwa einen so genannten digitalen Assistenten 

(PDA) mit Mobilfunkerweiterung gebildet. 

Aus Sicherheitsgriinden sind die Steuerungsfunktionen fur das elektronische 

25 Schloss bevorzugt in einem Sicherheitsmodul, wie einem SIM (Subscriber 

Identity Module), einem USIM (Universal Subscriber Identity Module) oder 

einem R-UIM (Removeable User Identity Module) verwirklicht. Alternativ 

kom1.en sich die Steuerungsfunktionen auch als Programm auf der m.obilen 

Steuereinrichtung befinden, beispielsweise als J2ME (Java 2 Micro Edition)-
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Applet in einem JA V A-fahigen Mobiltelefon. In diesem Fall werden zweck­

maisig zur Absicherung der Daten auf der Luftschnittstelle aus dem Chip­

kartenbereich bekannte' Sicherheitsmechanismen wie beispielsweise Signa­

tur- und Verschltisselungsfunktionen der WIM (Wireless Application Proto-

5 col Identity Module) eingesetzt. 

Die Authentisierung zur Uberprilfung der Identitat und Authentizitat einer 

mobilen Steuereinrichtung und/ oder eines Schlosses wird bevorzugt nach 

einem Challenge-Response-Verfahren durchgeflihrt. Dabei ist ein geheimer 

10 Schlussel eines Kryptoalgorithmus das gemeinsame Geheimnis der mobilen 

Steuereim·ichtung und des elektronischen Schlosses. Einer der Kommunika­

tionspartner sendet dem anderen eine Zufallszahl, die diese mit dem Kryp­

toalgorithmus verschltisselt und an den Fragesteller zurticksendet. We1:-det 

der Fragesteller die Umkehrfunktion des Kryptoalgorithmus au£ die erhalte-

15 ne Zahl an und vergleicht das Ergebnis mit der ursprilnglich gesendeten Zu­

fallszahl, kann er bei Ubereinstimmung darauf schliefsen, <lass der andere 

Teilnehmer den geheimen Schli.issel kennt und somit authentisch ist. Je nach 

der nachfolgend vorgesehenen Funktion konnen dabei eine einseitige oder 

eine gegenseitige Authentisierung durchgefuhrt werden. 

20 

25 

Die Erfindung enthalt auch eine mobile Steuereinrichtung, die zur Durchfilh­

rung des beschriebenen Verfahrens ausgelegt und eingerichtet ist. Insbeson­

dere ist die mobile Steuereinrichtung <lurch ein Mobiltelefon oder eine mo­

bile Recheneinheit mit Mobilfunkerweiterung gebildet. 

Ferner umfasst die Erfindung eine Schltissel-Schloss-Anordnung mit einer 

mobilen Steuereinrichtung und einem oder mehreren elektronischen Schlos­

sern, die zur Durchfiihrung des beschriebenen Verfahrens ausgelegt und 

eingerichtet sind. Auch dabei ist die mobile Steuereinrichtung mit Vorteil 
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<lurch ein Mobiltelefon oder eine mobile Recheneinheit mit Mobilfunker­

weiterung gebildet. 

Ein Ausfillu-ungsbeispiel sowie Vorteile der Erfindung werden nachfolgend 

• 5 anhand der Figur erlautert. Die einzige Figur zeigt in einer schematischen 

Darstellung mogliche Benutzungsfalle eines in einem Mobiltelefon integ­

rierten elektronischen Schliisselbretts nach einem Ausfiihrungsbeispiel der 

Erfindung. 

10 Die Mobiltelefone 10, 12 und 14 enthalten neben den herkommlichen Funk­

tionalitaten jeweils ein elektronisches Schltisselbrett mit einer Mehrzahl e­

lektronischer Schlussel. Das elektronische Schloss 20 steht beispielhaft fur 

die den Schltisseln zugeordneten elektronischen Schlosser. Die nachfolgend 

besclu-iebenen Funktionen des Schliisselbretts sind jeweils in einer sicheren 

15 Umgebung der Mobiltelefone 10, 12, 14, wie beispielsweise einem SIM, reali­

siert. 

Zur Steuerung des Schlie:lszustands des Schlosses 20 baut das Mobiltelefon 10 

eine bidirektionale Kommunikationsverbindung zu dem elektronischen 

20 Schloss 20 auf, im Ausfiihrungsbeispiel unter Verwendung des paketorien­

tierten GPRS Datendienstes. Da die ausgetauschten Datenmengen sehr ge­

ring sind (nur wenige Bytes), sind die Kosten fur die Kommunikation zwi­

schen dem Mobiltelefon 10 und dem Schloss 20 vernachlassigbar. 

25 Durch die bidirektionale Kommunikationsverbindung konnen ohne grofsen 

Aufwand iibliche Authentisierungsverfahren, wie beispielsweise Challenge­

Response zwischen dem Mobiltelefon 10 und dem Schloss 20 durchgefuhrt 

werden. J e nach nachfolgenden Funktionen werden eine einseitige oder eine 

gegenseitige Authentisierung eingesetzt. 
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Ein erster Benutzungsfall besteht in der Abfrage des Schliefszustands des 

Schlosses 20. Das Mobiltelefon 10 sendet dazu eine entsprechende Anfrage 

30 an das Schloss 20. Bei erfolgreicher Authentisierung des abfragenden Mo-

5 biltelefons 10 gibt <las Schloss 20 eine Schliefszustandsinformation 32 zurilck, 

also die Information, ob das Schloss offen oder versperrt ist. Die Information 

wird dann au£ dem Display des Mobiltelefons 10 fur den Benutzer angezeigt. 

In einem zweiten Benutzungsfall fragt das Mobiltelefon 10 iiber eine entspre-

10 chende Anfrage 40 den Aufenthaltsort des Schlosses 20 ab. Diese Abfrage 

kann insbesondere bei mobilen Schlossern, etwa dem Tiirschloss eines Kraft­

fahrzeugs sinnvoll eingesetzt werden. Das Schloss 20 kann als Antwort 42 

die Ortskoordinaten des Schlosses zuriickgeben, oder, falls gewilnscht, le­

diglich die Information zuriickgeben, ob sich das Schloss 20 noch am Ort des 

15 letzten Zusperrens befindet. Seine Ortskoordinaten ermittelt das Schloss 20 

beispielsweise ti.her die Ortsinformation des Mobilfunksystems oder tiber 

GPS. 

Die Weitergabe der Schlie:fsberechtigung fur das'Schloss 20 an ein anderes 

20 Mobiltelefon 12 ist als dritter Benutzungsfall illustriert. Dazu wird nach vor­

heriger Identifizierung und/ oder Authentisierung des anderen Mobiltele­

fons 12 eine elektronische Kopie des Schliissels angefertigt und dem anderen 

Mobiltelefon 12 in elektronischer Form 52 fiber die Luftschnittstelle ilbertra­

gen. Der kopierte Schliissel wird mit einem Verfallsdatum versehen, das dem 

25 Schloss 20 vom ersten Mobiltelefon 10 mitgeteilt wird (Bezugszeichen 50). 

Bei einem Zugriffsversuch durch das andere Mobiltelefon 12 prilft das 

Schloss 20 dann zunachst, ob der kopierte Schlussel 52 noch gultig ist. 
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Das elektronische Schloss 20 kann beispielsweise das Schloss einer Hotel­

zimmertiir darstellen, fur das einem Hotelgast fur die Dauer seines Aufent­

hal ts die Schlieisberechtigung ti.bertragen wird. 

5 Die drei geschilderten Benutzungsfalle erfordern beispielsweise bei einem 

GSM oder UMTS Netz jeweils eine kostenpflichtige Verbindung, da Daten 

ubertragen werden mussen. 

Das Vorspannen eines elektronischen.Schlussels fur das Schloss 20 ist fur ein 

10 weiteres Mobiltelefon 14 illustriert. Das Vorspannen des Schlti.ssels fiihrt da­

zu, dass das zugeordnete Schloss 20 automatisch geoffnet wird, sobald das 

Mobiltelefon 14 <lurch eine raumliche Bewegung 60 in einen vorbestimmten 

Umgebungsbereich 22 des Schlosses 20 gelangt. Im Ausfiihrungsbeispiel ist 

dies am Punkt 62 der Fall. Alternativ kann am Punkt 62 automatisch eine 

15 Offnungsfrage wie "Schloss offnen?" au£ dem Display des Mobiltelefons 14 

erscheinen und das Schloss 20 auf eine einfache Bestatigung hin geoffnet 

werden. 

Der vorgespannte Zustand eines Schlilssels ist im Ausfiihrungsbeispiel mit 

20 einer Giiltigkeitsdauer versehen, nach deren Ablauf die V orspannung des 

Schlussels aufgehoben wird. Dies in beim Bewegungspfad 64 illustriert, der 

das Mobiltelefon 14 bis zum Ablauf der Giiltigkeitsdauer nie in den Umge­

bungsbereich 22 des Schlosses 20 bringt. Bei Ablauf der Gultigkeitsdauer im 

Pun.kt 66 erlischt der Vorspannungszustand des Schlilssels, eine nachfolgen-

25 des Betreten des Umgebungsbereichs 22 bewirkt dann keine automatische 

Aktion. 

Das Schlilsselbrett des Mobiltelefons 10 enthalt typischerweise mehrere 

Schlussel, deren Eigenschaften im Ausfuhrungsbeispiel in Form einer Tabelle 
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in einem Speicher des Mobiltelefons 10 abgelegt sind. Die ersten be1den Ein­

h"age dieser Tabelle konnen etwa die in Tabelle 1 gezeigte Form und Inhalt 

haben. 

Tabelle 1: 

Schloss-ID 1234 9876 

Verbindungsart GSM WLAN 

Authentisierung ge- MSISDN des Mobil-tele- Challenge-Response, ge-

geniiber Schloss fans genseitig 

Identifizierung des keine Sprache 

Benutzers 

Ortsfunktion Schloss stationar mobil, Koordinaten wer-

den beim Z uschlieBen 

gespeichert 

Funktionen Schloss Au.£, Zu, Auf, Zu, 

Abfrage Schliefszustand Abfrage Schlie:fszustand, 

Abh·age Schlossort 

Weitergabe Schliefs- erlaubt nicht erlaubt 

berechtigung 
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Patentanspriiche 

1. Verfaluen zur kontaktlosen Steuerung des Schliefszustands eines elektro-

5 nischen Schlosses mit einer mobilen Steuereimichtung durch einen Benutzer, 

bei dem zwischen der mobilen Steuereinrichtung und dem elektronischen 

Schloss eine bidirektionale Kommunikationsverbindung hergestellt wird, 

iiber die Komrnunikationsverbindung eine Authentisierung zur Uberprii­

fung der Identitat und Authentizitat der mobilen Steuereinrichtung 

10 und/ oder des elektronischen Schlosses durchgefiihrt wird, und die mobile 

Steuereim·ichtung zum Z ugriff auf den Schliefszustand des elektronischen 

Schlosses diesem einen elektronischen Schlussel ubermittelt. 

2. Verfahren nach Anspruch 1, dadurch gekennzeichnet, dass die Kommu-

15 nikationsverbindung in einem Mobilfunknetz wie GSM oder UMTS, insbe­

sondere mit einern paketorientierten Tragerdienst, wie beispielsweise GPRS 

hergestellt wird. 

3. Verfahren nach Anspruch 1, dadurch gekennzeichnet, dass die Komrnu-

20 nikationsverbindung in einem in der mobilen Steuereinrichtung integrierten 

Nahbereichskanal wie der IrDA-Schnittstelle, Bluetooth oder WLAN herge­

stellt wird. 

4. Verfalu·en nach wenigstens einem der Anspriiche 1 bis 3, dadurch ge-

25 kennzeichnet, dass fiir die Kommunikationsverbindung meluere verschie­

dene Ubertragungskanale zur Verfugung stehen und var dem Aufbau der 

Komrnunikationsverbindung ein geeigneter Ubertragungskanal fur die 

Komrnunikationsverbindung ausgewahlt wird, insbesondere dass der geeig-
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nete Ubertragungskanal <lurch automatisches Probieren oder <lurch Inan­

spruchnahme eines standortbezogenen Dienstes ausgewahlt wird. 

5. Verfaluen nach wenigstens einem der Anspriiche 1 bis 4, dadurch ge-

5 kennzeichnet, dass vor dem Zugriff au£ den Schliefszustand des elektroni­

schen Schlosses die Berechtigung des Benutzers <lurch Ubergabe eines Ge­

heimnisses, wie einer PIN-Nummer, oder durch Prilfung eines biometrischen 

Merkmals gepriift wird. 

10 6. Verfahren nach wenigstens einem der Arisprliche 1 bis 5, dadurch ge­

kennzeichnet, dass die mobile Steuereinrichtung eine Mehrzahl elektroni­

scher Schlussel fur verschiedene zugehorige elektronische Schlosser enthal­

ten kann. 

15 7. Verfahren nach Anspruch 6, dadurch gekennzeichnet, dass die Mehrzahl 

elektronischer Schlussel sicherheitskritische und sicherheitsunkritische 

Schlussel umfasst, und vor dem Zugriff au£ den Schlie:lszustand des elektro­

nischen Schlosses mit einem zugeordneten sicherheitskritischen Schlussel die 

Berechtigung des Benutzers <lurch Obergabe eines Geheimnisses oder <lurch 

20 Prufung eines biometrischen Merkmals gepriift wird. 

8. Verfalu·en nach Anspruch 6 oder 7, dadurch gekennzeichnet, dass die 

mobile Steuereinrichtung dem Benutzer eine Teilmenge nutzbarer Schlussel 

aus der Mehrzahl elektronischer Schlussel zum Offnen und/ oder Schliefsen 

25 der zugehbrigen Schlosser zur Verfti.gung stellt, insbesondere auf Grundlage 

der Ortskoordinaten der mobilen Steuereinrichtung und der elektronischen 

Schlosser. 
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9. Verfahren nach wenigstens einem der Anspriiche 1 bis 8, dadurch ge­

kennzeichnet, dass die mobile Steuereim·ichtung einen elektronischen 

Schlussel einer anderen mobilen Steuereinrichtung tibergibt, indem eine 

Authentisierung zur -Oberprtifung der Identitat und Authentizitat der ande-

5 ren mobilen Steuereinrichtung und/ oder des Benutzers der anderen mobilen 

Steuereim·ichtung durchgefi.ihrt wird, und im Gutfall eine elektronische Ko­

pie des Schlussels der anderen mobilen Steuereinrichtung ubergeben wird, 

vorzugsweise in elektronischer Form uber eine Luftschnittstelle. 

10 10. Verfahren nach Anspruch 9, dadurch gekennzeichnet, dass der ii.berge­

bene Schlussel mit einer Gultigkeitsdauer oder einem Verfallszeitpunkt ver­

sehen wird. 

11. Verfahren nach Anspruch 10, dadurch gekennzeichnet, dass der Ablauf 

15 der Giiltigkeitsdauer oder das Erreichen des Verfallszeitpunkts <lurch das 

dem ubergebenen Schlussel zugeordnete elektronische Schloss gepriift wird. 

12. Verfahren nach wenigstens einem. der Ansprliche 1 bis 11, dadurch ge­

kennzeichnet, dass ein elektronischer Schlussel vorgespannt werden kam1, 

20 um <las zugeordnete elektronische Schloss automatisch oder au£ eine einfa­

che Benutzerbestatigung hin zu of.fnen, wenn die mobile Steuereinrichtung 

in einen vorbestim.mten Um.gebungsbereich des Schlosses gelangt. 

13. Verfahren nach Anspruch 12, dadurch gekennzeichnet, dass vor dem 

25 Vorspannen eines Schlilssels die Berechtigung des Benutzers durch Uberga­

be eines Geheirnnisses oder <lurch Priifung eines biometrischen Merkmals 

geprtift wird. 
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14. Verfahren nach Anspruch 12 oder 13, dadurch gekennzeichnet, dass das 

Vorspam1en eines Schliissels mit einer Giiltigkeitsdauer oder einem Verfalls­

zeitpunkt versehen wird. 

5 15. Verfahren nach wenigstens einem der Anspriiche 1 bis 14, dadurch ge­

kennzeichnet, dass der Schlie.fszustand des elektronischen Schlosses von der 

mobilen Steuereinrichtung uber die Kommunikationsverbindung abgefragt 

wird. 

10 16. Verfahren nach wenigstens einem der Anspri.iche 1 bis 15, dadurch ge­

kennzeichnet, dass eine Ortsinformation des elektronischen Schlosses fiber 

die Kommunikationsverbindung von der mobilen Steuereimichtung abge­

fragt wird, insbesondere die Ortskoordinaten des Schlosses und/ oder die 

Information, ob sich das Schloss noch am Ort des letzten Verschliefsens be-

15 findet. 

20 

25 

17. Verfahren nach wenigstens einem der Ansprtiche 1 bis 16, dadurch ge­

kennzeichnet, dass die mobile Steuereinrichtung <lurch ein Mobiltelefon 

oder eine mobile Recheneinheit mit Mobilfunkerweiterung gebildet wird. 

18. Verfahren nach wenigstens einem der Anspriiche 1 bis 17, dadurch ge­

kennzeichnet, dass die Steuerungsfunktionen fur <las elektronische Schloss 

in einem Sicherheitsmodul, wie einem SIM, einem USIM oder einem R-UIM 

verwirklicht sind. 

19. Verfahren nach wenigstens einem der Anspriiche 1 bis 18, dadurch ge­

kennzeichnet, dass die Authentisierung nach einem Challenge-Response­

Verfahren durchgefiihrt wird. 
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20. Mobile Steuereinrichtung (10, 12, 14) zur Durchfiihrung des Verfahrens 

nach wenigstens einem der Ansprliche 1 bis 19. 

21. Mobile Steuereim·ichtung nach Anspruch 20, dadurch gekennzeichnet, 

5 <lass die mobile Steuereinrichtung <lurch ein'Mobiltelefon (10, 12, 14) oder 

eine mobile Recheneinheit mit Mobilfunkerweiterung gebildet ist. 

22. Schlussel-Schloss-Anordnung mit einer mobilen SteU:ereinrichtung (10, 

12, 14) und einem oder mehreren elektronischen Schlossern (20) zur Durch-

10 fuhrung des Verfahrens nach wenigstens einem der Anspriiche 1 bis 19. 

15 

23. Schlilssel-Schloss-Anordnung nach Anspruch 22, dadurch gekennzeich­

net, dass die mobile Steuereinrichtung <lurch ein Mobiltelefon (10, 12, 14) 

oder eine mobile Recheneinheit mit Mobilfunkerweiterung gebildet ist. 
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The invention relates to a method for contactlessly controlling the locking state of an electronic lock with a mobile control device by a user, during which a 
bi-directional communications link is established between the mobile control device and the electronic lock. An authentication for verifying the identity and 
authenticity of the mobile control device and/or of the electronic lock is carried out via said communications link, and the mobile control device transmits an 
electronic key to electronic lock in order to access the locking state thereof. 

Description 

<Desc / Clms Page number 1> 

Claims 

The invention relates to a method for contactless control of the closed state of an el 

1. Method for contactless control of the closed state of an electronic lock with a mobile control device by a user, in which a bidirectional communication 
connection is established between the mobile control device and the electronic lock, authentication via the communication connection for checking the 
identity and Authenticity of the mobile control device and / or the electronic lock is carried out, and the mobile control device transmits an electronic key to 
access the closed state of the electronic lock. 

2. The method according to claim 1, characterized in that the communication connection is established in a mobile radio network such as GSM or UMTS, 
in particular with a packet-oriented carrier service such as GPRS. 

3. The method according to claim 1, characterized in that the communication connection is established in a short-range channel integrated in the mobile 
control device, such as the lrDA interface, Bluetooth or WLAN. 

4. The method according to at least one of claims 1 to 3, characterized in that a plurality of different transmission channels are available for the 
communication connection and a suitable transmission channel is selected for the communication connection before the communication connection is set 
up, in particular that the suitable <Desc / Clms Page number 13> nete transmission channel is selected by automatic testing or by using a location-based 
service. 

5. The method according to at least one of claims 1 to 4, characterized in that prior to access to the closed state of the electronic lock, the authorization of 
the user by transferring a secret, such as a PIN number, or by checking one biometric feature is checked. 

6. The method according to at least one of claims 1 to 5, characterized in that the mobile control device can contain a plurality of electronic keys for various 
associated electronic locks. 

7. The method according to claim 6, characterized in that the plurality of electronic keys comprises security-critical and non-security-critical keys, and prior 
to access to the locked state of the electronic lock with an assigned security-critical key, the authorization of the user by transferring a secret or by 
checking a biometric feature is checked. 

8. The method according to claim 6 or 7, characterized in that the mobile control device provides the user with a subset of usable keys from the plurality of 
electronic keys for opening and/ or closing the associated locks, in particular on the basis of the location coordinates of the mobile control device and 
electronic locks. <Desc / Clms Page number 14> 

9. The method according to at least one of claims 1 to 8, characterized in that the mobile control device transfers an electronic key to another mobile 
control device by authentication to check the identity and authenticity of the other mobile control device and / or the user of the other mobile control device 
is carried out, and in the best case an electronic copy of the key is handed over to the other mobile control device, preferably in electronic form via an air 
interface. 

10. The method according to claim 9, characterized in that the transferred key is provided with a period of validity or an •>T''\" time. 

11. The method according to claim 10, characterized in that the :·, .. ,, . .:,,·,, of the period of validity or the reaching of the •• ·-,,.::,,: time is checked by the electronic 
lock assigned to the transferred key. 

12. The method according to at least one of claims 1 to 11, characterized in that an electronic key can be biased to open the associated electronic lock 
automatically or upon simple user confirmation when the mobile control device is in a predetermined surrounding area of the lock arrives. 
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13. The method according to claim 12, characterized in that prior to the pretensioning of a key, the authorization of the user is checked by transferring a 
mistake or by checking a biometric feature. <Desc I Clms Page number 15> 

027 
14. The method according to claim 12 or 13, characterized in that the pretensioning of a key is provided with a period of validity or an ,,,:.,:,,,-,.-time. 

15. The method according to at least one of claims 1 to 14, characterized in that the closed state of the electronic lock is queried by the mobile control 
device via the communication link. 

16. The method according to at least one of claims 1 to 15, characterized in that location information of the electronic lock is queried via the communication 
link by the mobile control device, in particular the location coordinates of the lock and / or the information as to whether the lock is still at the location of the 
last closure. 

17. The method according to at least one of claims 1 to 16, characterized in that the mobile control device is formed by a mobile phone or a mobile 
computing unit with a mobile radio extension. 

18. The method according to at least one of claims 1 to 17, characterized in that the control functions for the electronic lock are implemented in a security 
module, such as a SIM, a USIM or an R-UIM. 

19. The method according to at least one of claims 1 to 18, characterized in that the authentication is carried out according to a challenge-response 
method. <Desc I Clms Page number 16> 

20. Mobile control device (10, 12, 14) for performing the method according to at least one of claims 1 to 19. 

21. Mobile control device according to claim 20, characterized in that the mobile control device is formed by a mobile phone (10, 12, 14) or a mobile 
computing unit with a mobile radio extension. 

22. Key and lock arrangement with a mobile control device (10, 12, 14) and one or more electronic locks (20) for carrying out the method according to at 
least one of claims 1 to 19. 

23. The lock and key arrangement according to claim 22, characterized in that the mobile control device is formed by a mobile phone (10, 12, 14) or a 
mobile computing unit with a mobile radio extension. 

Copyright ©2021 Clarivate Analytics. All rights reserved. Republication or redistribution of Clarivate Analytics content, including by framing or similar 
means, is prohibited without the prior written consent of Clarivate Analytics. Clarivate and its logo are trademarks of the Clarivate Analytics group. 
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<Desc / Clms Page number I> The invention relates to a method for 

contactless control of the closed state of an electronic lock. The invention further 

relates to a mobile control device and a key and lock arrangement for carrying out 

such a method. In addition to the primary functions such as communication and 

data storage, today's mobile phones have only a few functionalities that can be 

used in everyday life. Current enhancements such as MP3 players, a built-in digital 

camera or location-based services such as GPS (Global Positioning System) show 

the trends towards more diverse areas of application for mobile phones. 

Proceeding from this, the object of the invention is to open up additional 

application possibilities in the field of daily life to the user of a mobile telephone. 

This object is achieved by the method for contactless control of the closing state of 

an electronic lock with the features of the main claim. A mobile control device and 

a key lock arrangement for carrying out such a method are the subject of the 

independent claims 20 and 22. Further developments of the invention are the 

subject of the dependent claims. According to the invention, the contactless 

control is carried out by a user with a mobile control device. Between the mobile 

tax <Desc / Clms Page number 2> direction and the electronic lock, a 

bidirectional communication link is established and authentication is carried out 

via the communication link to check the identity and authenticity of the mobile 

control device and/ or the electronic lock. To access the closed state of the 
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electronic lock, the mobile control device transmits an electronic key to it. The 

invention makes it possible to expand the functionality of mobile control devices, 

such as mobile telephones, by the function of a key board for electronic locks. The 

mobile phone is an ideal medium, particularly in the area of the key lock, because 

it is usually always carried with you and, thanks to the security module it contains, 

you can achieve significantly higher security than with previous locks. In an 

advantageous embodiment of the method according to the invention, the 

communication connection is established in a mobile radio network such as GSM 

(Global System for Mobile communications) or UMTS (Universal Mobile 

Telecommunication System), in particular with a packet-oriented carrier service, 

such as GPRS (General Packet Radio Service). According to a further 

advantageous embodiment, the communication connection is established in a 

short-range channel integrated in the mobile control device, such as the IrDA 

(Infrared Data Association) interface, Bluetooth or WLAN (Wireless Local Area 

Network). Several different transmission channels can also be available for the 

communication connection. Before a connection is established, a suitable 

transmission channel for the communication connection is then established, for 

example by automatic testing or by using <Desc / Clms Page number 3> 

selected a location-based service. Typically, the cheapest of the available channels 

is chosen for the establishment of the communication connection. However, other 

Page 185 of 310



030 

criteria, such as the quality or security of a connection, can also be used as a 

selection criterion. Before accessing the closed state of the electronic lock, the 

authorization of the user is preferably checked by transferring a secret, such as a 

PIN number, or by checking a biometric feature, such as voice features of the user. 

By uniquely identifying the user, the risk of a lost or stolen control unit is 

significantly reduced. In a preferred development of the method, the mobile 

control device can contain a plurality of electronic keys for various associated 

electronic locks. The control device then serves as an electronic key board, which 

can manage and use a large number of electronic keys. According to an 

expedient embodiment of the invention, the plurality of electronic keys contain 

security-critical and security-non-critical keys. Before accessing the locked state of 

an electronic lock with an assigned security-critical key, the user's authorization is 

checked by transferring a secret or by checking a biometric feature. It is also 

conceivable to provide various complex security measures for the use of security­

critical and non-critical keys or to divide the keys into more than two security 

categories. <Desc / Clms Page number 4> The mobile control device 

advantageously provides the user with a subset of usable keys from the plurality of 

electronic keys for opening and/ or closing the associated locks. In particular, the 

subset can be selected on the basis of the location coordinates of the mobile control 

device and the electronic locks. For example, only those keys can be displayed 
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to the user whose associated locks are located within a preselected surrounding 

area of the mobile control device. On the one hand, this prevents undesired 

operating errors, such as unintentional opening of the front door lock at home, 

while the user is far away on vacation. On the other hand, the operation of the 

mobile control device is significantly simplified, especially when there are a large 

number of available keys, since only those keys are displayed which can be used 

sensibly at the current location. Otherwise, especially when the key-lock method is 

used over a large area, the user-friendliness would suffer due to a large number of 

locking and unlocking options. The mobile control device can also transfer an 

electronic key to another mobile control device. For this purpose, authentication is 

carried out to check the identity and authenticity of the other mobile control device 

and/ or the user of the other mobile control device. In the best case, an electronic 

copy of the key is transferred to the other mobile control device, preferably in 

electronic form, via an air interface. The electronic key board therefore includes 

the option of authorized locking authorizations. <Desc / Clms Page number 5> 

In an expedient embodiment, the transferred key is provided with a validity period 

or an expiry date. The expiry of the period of validity or the reaching of the expiry 

time is advantageously checked by the electronic lock assigned to the transferred 

key in order to rule out manipulation of the other electronic control unit. Certain 

keys can be excluded from disclosure to minimize the risk of unauthorized use of 
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the keys. It can also be provided that keys passed on cannot be passed on again. 

For example, keys can be passed on in an authorized manner within a family, for 

example to children. Disclosure by the children to third parties can be excluded. 

Another application example arises in the case of a hotel stay in which the hotel 

guest is to be given the opportunity for a limited period of time to be able to lock 

or unlock the hotel room door or an underground car park. According to an 

032 

advantageous further development, an electronic key can be pretensioned in order 

to open the assigned electronic lock automatically or upon simple user 

confirmation when the mobile control device reaches a predetermined surrounding 

area of the lock. Prior to the pretensioning of a key, the authorization of the user is 

preferably checked by transferring a secret or by checking a biometric feature. The 

pretensioning of a key is expediently provided with a period of validity or an 

expiry date in order to prevent a pretensioned key from unintentionally opening the 

associated electronic lock. <Desc / Clms Page number 6> According to a 

further expedient method possibility, the closed state of the electronic lock is 

queried by the mobile control device via the communication link. A forgetful user 

can thus insure himself via a remote query of the locked state of an electronic lock 

and save himself the time-consuming and often time-consuming task of 

subsequently checking the closed state. In a further advantageous embodiment, 

location information of the electronic lock can be queried by the mobile control 
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device via the communication link. In particular, the location coordinates of the 

lock can be queried and / or the information as to whether the lock is still at the 

location where it was last closed. It goes without saying that this possibility is used 

above all in the case of locks which are attached in a mobile manner, for example 

on a motor vehicle. The location coordinates of the lock can be determined by the 

lock, for example, via the location information supplied by a mobile radio system 

or via GPS or a comparable service. The mobile control device is 

advantageously formed by a mobile phone or a mobile computing unit, for 

example a so-called digital assistant (PDA) with a mobile radio extension. For 

security reasons, the control functions for the electronic lock are preferably 

implemented in a security module, such as a SIM (Subscriber Identity Module), a 

USIM (Universal Subscriber Identity Module) or an R-UIM (Removable User 

Identity Module). Alternatively, the control functions can also be located as a 

program on the mobile control device, for example as J2ME (Java 2 Micro 

Edition) - <Desc / Clms Page number 7> Applet in a JAVA-compatible mobile 

phone. In this case, known security mechanisms such as, for example, signature 

and encryption functions of the WIM (Wireless Application Protocol Identity 

Module) are expediently used to secure the data on the air interface from the chip 

card area. The authentication for checking the identity and authenticity of a 

mobile control device and/ or a lock is preferably carried out according to a 
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challenge-response method. A secret key of a crypto-algorithm is the shared secret 

of the mobile control device and the electronic lock. One of the communication 

partners sends the other a random number, which is encrypted with the crypto­

algorithm and sent back to the questioner. If the questioner applies the inverse 

function of the crypto-algorithm to the number received and compares the result 

with the originally sent random number, he can conclude, if there is a match, that 

the other participant knows the secret key and is therefore authentic. Depending 

on the function provided below, one-sided or mutual authentication can be carried 

out. The invention also includes a mobile control device which is designed and 

set up to carry out the described method. In particular, the mobile control device is 

formed by a mobile phone or a mobile computing unit with a mobile radio 

extension. Furthermore, the invention comprises a lock and key arrangement 

with a mobile control device and one or more electronic locks, which are designed 

and set up to carry out the described method. The mobile control device is also 

advantageous here <Desc / Clms Page number 8> formed by a cell phone or a 

mobile computing unit with cell phone expansion. An embodiment and 

advantages of the invention are explained below with reference to the figure. The 

single figure shows a schematic representation of possible uses of an electronic key 

board integrated in a mobile phone according to an embodiment of the invention. 

In addition to the conventional functionalities, the mobile telephones 10, 12 and 14 
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each contain an electronic key board with a plurality of electronic keys. The 

electronic lock 20 exemplifies the electronic locks assigned to the keys. The 

functions of the key board described below are each implemented in a secure 

035 

environment of the mobile telephones 10, 12, 14, such as a SIM. To control the 

closed state of the lock 20, the mobile telephone 10 establishes a bidirectional 

communication connection to the electronic lock 20, in the exemplary embodiment 

using the packet-oriented GPRS data service. Since the amount of data exchanged 

is very small ( only a few bytes), the communication costs between the mobile 

phone 10 and the lock 20 are negligible. The bidirectional communication link 

allows conventional authentication methods, such as ChallengeResponse, to be 

carried out between the mobile telephone 10 and the lock 20 without great effort. 

Depending on the following functions, one-sided or mutual authentication is used. 

<Desc / Clms Page number 9> A first use case is to query the closed state of 

the lock 20. The mobile phone 10 sends a corresponding request 30 to the lock 20. 

When the querying mobile phone 10 is successfully authenticated, the lock 20 

returns a closed state information 32, that is, the information as to whether the lock 

is open or locked. The information is then shown on the display of the mobile 

phone 10 for the user. In a second use case, the mobile phone 10 queries the 

location of the lock 20 via a corresponding request 40. This query can be used in 

particular in the case of mobile locks, for example the door lock of a motor vehicle. 
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As an answer 42, the lock 20 can return the location coordinates of the lock or, if 

desired, only return the information as to whether the lock 20 is still at the location 

of the last locking. The lock 20 determines its location coordinates, for example, 

via the location information of the mobile radio system or via GPS. The transfer 

of the locking authorization for the lock 20 to another mobile phone 12 is 

illustrated as a third use case. For this purpose, after prior identification and/ or 

authentication of the other mobile telephone 12, an electronic copy of the key is 

made and transmitted to the other mobile telephone 12 in electronic form 52 via 

the air interface. The copied key is provided with an expiry date which is 

communicated to the lock 20 by the first mobile telephone 10 (reference number 

50). In the event of an attempt to access by the other mobile telephone 12, the 

lock 20 then first checks whether the copied key 52 is still valid. <Desc / Clms 

Page number 1 0> The electronic lock 20 can, for example, represent the lock 

of a hotel room door for which a hotel guest is granted the locking authorization 

for the duration of his stay. The three use cases described, for example, each 

require a paid connection in the case of a GSM or UMTS network, since data must 

be transmitted. The pretensioning of an electronic key for the lock 20 is 

illustrated for a further mobile phone 14. Pretensioning the key means that the 

assigned lock 20 is opened automatically as soon as the mobile phone 14 reaches a 

predetermined surrounding area 22 of the lock 20 by a spatial movement 60. In the 
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exemplary embodiment, this is the case at point 62. Alternatively, an opening 

question such as "Open lock?" appear on the display of the mobile telephone 14 

and the lock 20 can be opened upon simple confirmation. In the exemplary 

embodiment, the prestressed state of a key is provided with a period of validity 

after which the prestressing of the key is released. This is illustrated in the 

movement path 64, which never brings the mobile phone 14 into the surrounding 

area 22 of the lock 20 until the validity period has expired. When the period of 

validity at point 66 expires, the key's pre-tensioned state disappears; subsequent 

entry into the surrounding area 22 then does not result in an automatic action. 

The key board of the mobile telephone IO typically contains several keys, the 

properties of which in the exemplary embodiment are in the form of a table 

037 

<Desc / Clms Page number 11> are stored in a memory of the mobile phone 10. 

The first two entries in this table may have the form and content shown in Table 1. 

Table I : EMII I.I <Tb> <tb> Lock ID <SEP> 1234 <SEP> 9876 <Tb> <Tb> 

<Tb> <Tb> <Tb> <Tb> <tb> Connection type <SEP> GSM <SEP> WLAN <Tb> 

<Tb> <Tb> <Tb> <Tb> <Tb> <tb> Authentication <SEP> ge-MSISDN <SEP> of 

the <SEP> mobile tele-challenge response, <SEP> <Tb> <Tb> <Tb> <Tb> <Tb> 

<tb> opposite <SEP> lock <SEP> fons <SEP> on the opposite side <Tb> <Tb> 

<Tb> <Tb> <Tb> <Tb> <tb> Identification <SEP> of the <SEP> no <SEP> 

language <Tb> <Tb> <Tb> <Tb> <tb> user <Tb> <Tb> <Tb> <Tb> <Tb> <Tb> 
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<tb> location function <SEP> lock <SEP> stationary <SEP> mobile, <SEP> 

coordinates <SEP> <Tb> <Tb> <Tb> <Tb> <tb> the <SEP> when locking the 

<SEP> <Tb> <Tb> <Tb> <Tb> <Tb> <tb> saved <Tb> <Tb> <Tb> <Tb> <Tb> 

<Tb> <tb> Functions <SEP> Lock <SEP> Open, <SEP> Close, <SEP> Open, 

<SEP> Close, <Tb> <Tb> <Tb> <Tb> <Tb> <Tb> <tb> query <SEP> closing 

state <SEP> query <SEP> closing state, <Tb> <Tb> <Tb> <Tb> <Tb> <Tb> <tb> 

Remove <SEP> lock location <Tb> <Tb> <Tb> <Tb> <Tb> <Tb> <tb> 

Forwarding <SEP> Lock-permitted <SEP> not <SEP> allowed <Tb> <Tb> <Tb> 

<Tb> <Tb> <tb> authorization <Tb> 
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UNITED STATES PATENT AND TRADEMARK OFFICE 

USPTO Automated Interview Request (AIR) 

Nov 5 2021 

This paper requesting to schedule and/or conduct an interview is appropriate because: 

This submission is requested to be accepted as an authorization for this 
interview to communicate via the internet. Recognizing that Internet 
communications are not secure, I hereby authorize the USPTO to communicate with 
the undersigned concerning scheduling of the interview via video conference, 
instant messaging, or electronic mail, and to conduct the interview in accordance 
with office practice including video conferencing. 

Name (s) : 
John R. Kasha 

S-signature: 
/John Kasha/ 

Registration Number: 
53100 

U.S. Application Number: 
96000367 

Confirmation Number: 
7090 

E-mail Address: 
john.kasha@kashalaw.com 

Phone Number: 
+1 7038671886 

Proposed Time of Interview: 
12-10-2021 1:00 PM ET 

Alternative Proposed Time(s) of Interview: 
12-9-2021 1:00 PM ET 

Alternative Proposed Time(s) of Interview: 
12-8-2021 1:00 PM ET 

Prefered Interview Type: 
Video Conference 

I am the applicant or applicant's representative for this application. 

Topic for Discussion: 

Page 196 of 310



UNITED STATES PATENT AND TRADEMARK OFFICE 
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UNITED STATES DEPARTMENT OF COMMERCE 
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Address: COMMISSIONERFORPATENTS 

P.O. Box 1450 
Alexandria, Virginia 22313-1450 
www.uspto.gov 
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CONFIRMATION NO. 

7090 

EXAMINER 

CARLSON, JEFFREY D 

ART UNIT PAPER NUMBER 

3992 
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Please find below and/or attached an Office communication concerning this application or proceeding. 

The time period for reply, if any, is set in the attached communication. 

PTOL-90A (Rev. 04/07) 
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Control No. 

96/000,367 

Ex Parle Reexamination Interview Summary Examiner 

JEFFREY D CARLSON 

All participants (USPTO personnel, patent owner, patent owner's representative): 

Patent Under Reexamination 

9373205 

Art Unit 

3992 

AIA (FITF) Status 

No 

(1) JEFFREY CARLSON - PTO (3) John Kasha - for Patent Owner 

(2) Mike Fuelling, Michelle Tarae - PTO (4) William Redmann, Chris Outwater - Inventors 

Date of Interview: 13 December 2021 

Type: a) O Telephonic b) ~ Video Conference 
c) O Personal (copy given to: 1) O patent owner 2) O patent owners representative) 

Exhibit shown or demonstration conducted: d) O Yes e) ~ No. 
If Yes, brief description: __ 

Agreement with respect to the claims f) D was reached. g) ~ was not reached. h) D N/A. 
Any other agreement(s) are set forth below under "Description of the general nature of what was agreed to ... " 

Claim(s) discussed: 1,5-6 and 25-26 . 

Identification of prior art discussed: Brandrup, WO 2005017840. 

Description of the general nature of what was agreed to if an agreement was reached, or any other comments: 
See Continuation Sheet . 

(A fuller description, if necessary, and a copy of the amendments which the examiner agreed would render the 
claims patentable, if available, must be attached. Also, where no copy of the amendments that would render the 
claims patentable is available, a summary thereof must be attached.) 

A FORMAL WRITTEN RESPONSE TO THE LAST OFFICE ACTION MUST INCLUDE PATENT OWNER'S 
STATEMENT OF THE SUBSTANCE OF THE INTERVIEW. (See MPEP § 2281 ). IF A RESPONSE TO THE 
LAST OFFICE ACTION HAS ALREADY BEEN FILED, THEN PATENT OWNER IS GIVEN ONE MONTH FROM 
THIS INTERVIEW DATE TO PROVIDE THE MANDATORY STATEMENT OF THE SUBSTANCE OF THE 
INTERVIEW 
(37 CFR 1.560(b)). THE REQUIREMENT FOR PATENT OWNERS STATEMENT CAN NOT BE WAIVED. 
EXTENSIONS OF TIME ARE GOVERNED BY 37 CFR 1.550(c). 

/JEFFREY D CARLSON/ 
Primary Examiner, Art Unit 3992 

cc: Requester (if third party requester) 
U.S. Patent and Trademark Office 

PTOL-474 (Rev. 04-01) 

/CMT/ 
Primary Examiner, Art Unit 3992 

Ex Parte Reexamination Interview Summary PaperNo.20211213 
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Continuation Sheet (PTOL-474) Reexam Control No. 96/000,367 

Continuation of Description of the general nature of what was agreed to if an agreement was reached, or 
any other comments: 

Patent Owner provided an agenda/remarks and proposed amendments (see attached). 

Patent Owner proposes to add language from claims 5 and 6 into claim 1 as well as to add new claims 25 
and 26. 

Patent Owner argues that it would not have been obvious to combine the references because Brandrup 
already successfully keeps track of the reservation intervals without the need for a clock at the door lock. 
And to do so would be superfluous. 

Patent Owner references the claimed certificate as comprising a "start time" and that the processor" 
compares an interval of a reservation that includes a start time" to a current time in order to open the lock. 

Patent Owner argues that neither Brandrup nor WO 2005017840 provide "a validity period of a reservation 
for a door opening request" and that WO 2005017840 teaches a copy of a key to be checked for validity 
after the reservation has started. Examiner notes that each of Brandrup and WO 2005017840 certainly 
include reservation periods in order to only allow current reservation holders into the appropriate hotel rooms 
. Examiner notes that the rejection is also based on the combination of references and that the WO 
2005017840 was relied upon for its teachings to equip a lock with time-based validity-checking capabilities. 
Inasmuch as pertinent, the examiner also treats a validity period as a "reservation". 

Patent Owner argues that the patent is directed to an improvement for its ability to issue a key before the 
use/stay, due to the asserted start time. This was explained in the context of a cell phone losing connectivity 
in a parking garage, and such example was believed to be referring to a charging station. Examiners will 
again review the amended claims (and patent owner's scope of enablement) and each of the applied 
references' teachings when the response is filed. 

Examiner noted that claim 25 would be subject to a 112 2nd rejection for its method steps appearing in this 
device claim (as was the case for claims 1-12). Examiner also questioned how a lock can be further defined 
by features of an unclaimed reseravation system. Patent Owner to consider including a reservation system 
as part of claim 1. Examiner reminded Patent Owner that the claims cannot be broadened with respect to 
the patented claims. 
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Agenda for Interview of App. 96/000,367 on 12/13/2021 

Below are the arguments the Patent Owner intends to make in the Interview at I :00 pm 

on Monday, December 13, 2021. 

Claim 5 

Claim 5 of the '205 Patent recites that the processor of the access device (lock) has access 

to the current time, the reservation certificate includes data representative of an interval of the 

reservation, and the lock is activated for the interval of the reservation. In other words, the lock 

gets the current time, receives an interval of the reservation from the certificate, and activates the 

lock for the interval of the reservation if the current time is within the interval of the reservation. 

In the OA on page 13, claim 5 is rejected as being obvious over Brandrup in view of the 

'840 Application. The Examiner asserts that Brandrup discloses a reservation certificate that 

includes data "representative of' the interval of the reservation because the key token (reference 

number) of Brandrup is "tied to" the reservation. The Examiner admits that Brandrup does not 

disclose a door lock processor with access to the current time. 

However, on pages 13-14 of the OA, the Examiner finds that the '840 Application 

suggests that its lock has access to the current time. The Examiner asserts that the '840 

Application teaches a key that "can be provided with a period of validity or an expiry date in 

order to limit access to the room to the appropriate time interval" and a lock that "itself checks 

the expiration/validity period before allowing access." 

The Examiner asserts that it would be obvious to combine the two references because 

"comparing the reservation interval with the current date/time ... allows access only for a 

currently valid reservation. This represents an obvious alternative for determining valid 
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reservation status at the time of requesting access. One of ordinary skill would recognize that the 

lock would require access to the current time (and day) in order to 'check' the expiry of the 

validity period." 

The Patent Owner respectfully disagrees that it would be obvious to combine Brandrup 

and the '840 Application's disclosure of comparing an expiry time on an electronic lock because 

it is an obvious alternative for determining a valid reservation status. The combination of 

Brandrup and the '840 Application is not an obvious alternative because the lock of Brandrup 

already has access to and determines the reservation status through its direct communication 

channel with the reservation system. Drawing 1, shown below, depicts the direct connection 

between the reservation system and the door lock in Brandrup. 
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Brandrup does not need to check an expiry period because it only places the valid secret key on 

the door lock during the interval of the reservation. Essentially, because of the second 

communication channel, the reservation system ofBrondrup is able to keep track of the interval 

of the reservation rather than the lock. 

In other words, the skilled person would not modify Brandrup to send an interval of the 

reservation with its key token to a mobile device that, in tum, sends it to a lock, and would not 

modify Brandrup to require its lock to compare it to a current time. The skilled person would 

not make this modification since it is superfluous to the method Brondrup currently employs. 

In other words, adding this to Brandrup would increase the cost and reduce the efficiency of the 

method of Brandrup by providing the same information in two different ways. Currently, the 

lock ofBrondrup simply determines if the key provided by a mobile wireless terminal matches a 

valid key provided by the reservation system. No timekeeping or time comparison is needed on 

the lock ofBrondrup. 

To move prosecution forward, however, the Patent Owner has further amended claim 1 

of the '205 Patent to include elements of claim 5 and claim 6. As described above, claim 5 of the 

'205 Patent recites that the processor has access to the current time and activates the door lock 

during an interval of the reservation. Claim 6 of the '205 Patent recites that the interval of the 

reservation "is specified by a start time and one of an end time and a duration." Specifically, the 

Patent Owner has amended claim 1 to further recite that (1) a reservation certificate comprises an 

interval of a reservation that includes at least a start time of the reservation and, (2) when a 

current reservation certificate has been presented, the processor compares an interval of a 
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reservation of the current reservation certificate to a current time accessible to the processor, 

determines the current time is within the interval of the reservation, and activates the door lock 

during the interval of the reservation. Col. 5, Ins. 43-47 of the '205 Patent, for example, specify 

that a certificate includes a "reservation start time." 

In rejecting claim 6, on page 15 of the OA, the Examiner asserts that "[g]iven the 

obviousness laid out for claim 5, one of ordinary skill would have recognized either of 1) start 

time and end time or 2) start time and duration as two obvious and essentially equivalent and 

alternative ways to define, determine and discriminate the validity period of a user's hotel 

reservation for a door opening request." The Examiner essentially argues that a start time is an 

obvious way to define a validity period of a reservation for a door opening request. 

The Patent Owner submits, however, that neither Brandrup nor the '840 Application 

teaches or suggests providing a validity period ofa reservation for a door opening request. 

Brandrup certainly does not teach or suggest providing a validity period of a reservation with a 

key token sent to the lock. As described above, Brandrup would not teach or suggest this 

because the lock of Brandrup has access to all the reservation information through its direct 

communication with the reservation system. The Examiner also admits that the lock of 

Brandrup does not have the current time, so a validity period would be of no use to Brandrup. In 

other words, providing a validity period of a reservation with a key token would be superfluous 

and useless in Brandrup. 
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The '840 Application also does not teach or suggest providing a validity period "of a 

reservation" for a door opening request. Instead, the '840 Application discloses the validity 

period or expiry date "of a copied key" of an already valid electronic key for opening a lock. 

The '840 Application discloses nothing about a reservation or reservation system. Thus, the 

'840 Application could not possibly teach sending a reservation certificate with a start time of 

the reservation. 

The '840 Application does disclose copying an already valid electronic key of a hotel 

room and determining if it is expired. The '840 Application, therefore, instead describes how "a 

key" is received and checked for expiration after a customer's stay or reservation at a hotel has 

already started. As a result, the '840 Application cannot be checking the validity period "of a 

reservation." 

In other words, the electronic keys of the '840 Application are wireless versions of the 

well-known magnetic cards issued by hotels at the start of a customer's stay. These magnetic 

cards are referred to as "key cards" and have an expiration date just like the electronic keys of 

the '840 Application. These key cards do not need the start time of the reservation since they are 

issued when the reservation may have already started. Even if they were to have a start time, this 

start time would be the start time of the validity of the key and not the start time of the 

reservation. 

Drawing 2, shown below, depicts the copying of a valid key in the '840 Application. 
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One of ordinary skill in the art would recognize that, in the '840 Application, the ability 

of one mobile phone to copy an electronic key and transfer it to another mobile phone is 

completely akin to the magnetic card writers copying keys onto the magnetic cards currently 

used by hotels. This is why, for example, a mobile phone is copying an electronic key and not a 

central server of the hotel's reservations system in the '840 Application. An originating mobile 

phone can be located in each hotel just like a magnetic card writer. A hotel customer, therefore, 

using either the current magnetic card writers and magnetic cards or the system of the '840 

Application, has to obtain the key at the time of arrival of their stay. 

In contrast, the '205 Patent is directed to an improvement in which the key includes the 

interval of the reservation and can, therefore, be issued before the stay. In other words, the "start 
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time" of the reservation makes it possible to issue a reservation certificate before the stay. The 

start time prevents access to the room before the reservation starts. This allows a hotel customer 

to bypass the hotel desk and proceed directly to their room. Essentially, this makes a hotel a self-

service type business. This is a significant improvement over the current magnetic card writers 

and magnetic cards and the system of the '840 Application. 

In summary, claim 1 is amended to recite that: 

(1) a reservation certificate comprises an interval of a reservation that includes at least!! 

start time of the reservation and, 

(2) when a current reservation certificate has been presented, the processor compares an 

interval of a reservation of the current reservation certificate to a current time accessible to the 

processor, determines the current time is within the interval of the reservation, and activates the 

door lock during the interval of the reservation. 

Annotated Figure 5 of '205 Patent, shown below, depicts how a reservation certificate 

that comprises an interval of a reservation that, in tum, includes at least a start time of the 

reservation is communicated in the '205 Patent. 
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New claims 25 and 26, shown below, further distinguish the present application by 

describing how the start time of the reservation originates and is communicated. The start time 

of a reservation is entered by a user ahead of time. See the '205 Patent at col. 7, Ins. 15-18. This 

start time is then included in the reservation certificate at creation by the reservation server, sent 

to the smartphone, and presented to the lock as part of the interval of the reservation. See the 

'205 Patent at col. 4, Ins. 1-6 and col. 5, Ins. 41-47. Neither Brandrup nor the '840 Application, 

either alone or in combination, describes this origination and communication of a start time. 

In summary, claim 1 is allowable over Brandrup and the '840 Application because: 

1. Brandrup does not teach or suggest using a reservation certificate that includes an 

interval of a reservation with a start time of the reservation to activate a lock because 

Brandrup already has access to all reservation information via its direct 

communication to the reservation system (the Examiner admits Brandrup has no 

means of determining the current time, so a start time of the reservation is of no use to 

Brandrup), and 

2. the '840 Application does not teach or suggest using a reservation certificate that 

includes an interval of a reservation with a start time of the reservation to activate a 

lock because the '840 Application is only directed to determining the expiry of an 

already valid hotel key and is not directed to determining the start time of a 

reservation or anything about a reservation (the '840 Application could not teach or 

suggest the start time of the reservation since it has no access to a reservation system). 
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Finally, the access device of claim 1 is an improvement over Brandrup and the '840 

Application because: 

1. it does not require using a separate communication channel to the reservation system 

like Brandrup, making it less costly to implement and making it less susceptible to 

disruptions with the separate communication channel and, therefore, more reliable, 

and 

2. it does not require that an electronic key be issued at the time of the customer's stay 

like the '840 Application, but instead allows the reservation certificate to be issued 

before the stay, potentially making the hotel a self-service type business. 
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1. ( amended) An access device for use in an access control system, the access device 

compnsmg: 

a processor (16) having control of a door lock (11 ); and a communication module (17) 

connected to the processor, the processor able to receive a reservation certificate (5) that 

comprises an interval of a reservation that includes at least a start time of the reservation 

presented by a portable terminal ( 4) through the communication module; wherein, when a 

current reservation certificate has been presented, the processor compares an interval of a 

reservation that includes a start time of the reservation of the current reservation 

certificate to a current time accessible to the processor, determines the current time is 

within the interval of the reservation, and activates the door lock during the interval of the 

reservation [when a current reservation certificate has been presented]. 

2. (amended) The access device of claim 1 wherein the processor determines the current 

time is within the interval of the reservation by determining if the current time is within 

the start time of the reservation of the reservation of the current reservation certificate and 

a predetermined duration and activates the door lock from the start time [for] up to the [a] 

predetermined duration. 
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3. (original) The access device of claim 2 wherein the predetermined duration is all day. 

4. (amended) The access device of claim 1 wherein the interval of the reservation 

certificate further comprises [ comprise data representative of] a duration and the 

processor activates the door lock from the start time of the reservation of the current 

reservation certificate [for] up to£! [the] duration of the reservation of the current 

reservation certificate. 

5. (amended) The access device of claim.§. [l] wherein the processor activates the door 

lock from the start time of the reservation of the current reservation certificate up to an 

end time of the reservation of the current reservation certificate [has access to the current 

time, the reservation certificate comprises data representative of an interval of the 

reservation, and the processor activates the door lock during the interval]. 

6. (amended) The access device of claim l [5] wherein the interval further comprises [is 

specified by a start time and one of] an end time [and a duration]. 

7. (original) The access device of claim 1 further comprising: a memory to which the 

processor has access, the memory containing a public key for a server authorized to issue 

the reservation certificate; wherein at least a portion of the reservation certificate is 

encrypted by the server using a private key and the processor verifies that the reservation 
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certificate is genuine by decrypting the portion with the public key. 

8. (original) The access device of claim 1 further comprising: a memory to which the 

processor has access, the memory containing a symmetric key; wherein at least a portion 

of the reservation certificate is encrypted by a server using the symmetric key and the 

processor verifies that the reservation certificate is genuine by decrypting the portion with 

the symmetric key. 

9. (original) The access device of claim 1 wherein the processor verifies that the 

reservation certificate is genuine. 

10. (original) The access device of claim 1 further comprising: an identification to 

which the processor has access, the identification corresponding to one of the access 

device and the door lock, wherein the processor determines that the reservation certificate 

comprises data representative of the identification. 

11. ( original) The access device of claim 1 further comprising: a memory to which the 

processor has access, the memory containing a private key of the access device; wherein 

at least a portion of the reservation certificate is encrypted by a server using a 

corresponding public key for the access device and the processor decrypts the portion 

with the private key. 
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12. (amended) The access device of claim 1 wherein the processor has access to a server 

through the communication module and the processor reports to the server that the door 

lock was activated on the basis of the reservation certificate. 

13. (amended) A method for use by an access device in an access control system, the 

method comprising: 

a) accepting, by a processor through a communication module, a reservation certificate that 

comprises an interval of a reservation that includes at least a start time of the reservation 

presented with a portable terminal; 

b) determining, by the processor, that the reservation certificate is current by comparing the 

interval to a current time accessible to the processor and determining if the current time is 

within the interval; and 

c) activating, by the processor on the basis of the reservation certificate being current, a door 

lock. 

14. (amended) The method of claim 13 wherein determining if the current time is within 

the interval comprises determining if the current time is within the start time of the 

reservation and a predetermined duration and wherein the certificate is current from the 

start time [for] up to the [a] predetermined duration. 
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15. (original) The method of claim 14 wherein the predetermined duration is all day. 

16. (amended) The method of claim 13 wherein the interval of the reservation certificate 

further comprises [ data representative of] a duration and the certificate is current from the 

start time [for] up to the duration. 

17. (amended) The method of claim _li [13] wherein the certificate is current from the 

start time up to the end time [the processor has access to the current time and the 

reservation certificate comprises data representative of an interval of the reservation, and 

the certificate is current for up to the interval]. 

18. (amended) The method of claim ll [17] wherein the interval further comprises [is 

specified by a start time and one of] an end time [and a duration]. 

19. (original) The method of claim 13 wherein at least a portion of the reservation 

certificate is encrypted by a server using a private key for which the corresponding public 

key is stored in a memory accessible to the processor, wherein the b) determining by the 

processor is further that the reservation certificate is genuine on the basis of decrypting 

the portion with the public key, and the c) activating is on the further basis of the 

reservation certificate being genuine. 
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20. (original) The method of claim 13 wherein at least a portion of the reservation 

certificate is encrypted by a server using a symmetric key stored in a memory accessible 

to the processor, wherein the b) determining by the processor is further that the 

reservation certificate is genuine on the basis of decrypting the portion with the 

symmetric key, and the c) activating is on the further basis of the reservation certificate 

being genuine. 

21. ( original) The method of claim 13 wherein the b) determining by the processor is 

further that the reservation certificate is genuine, and the c) activating is on the further 

basis of the reservation certificate being genuine. 

22. (original) The method of claim 13 wherein the processor has access to an 

identification, the identification corresponding to one of the access device and the door 

lock, wherein the b) determining by the processor is further that the reservation certificate 

comprises data representative of the identification, and the c) activating is on the further 

basis of the reservation certificate comprising data representative of the identification. 

23. (original) The method of claim 13 wherein at least a portion of the reservation 

certificate is encrypted by a server using a public key for which the corresponding private 

key is stored in a memory accessible to the processor, the method further comprising the 

step of: d) decrypting the portion, by the processor, with the private key. 
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24. (original) The method of claim 13 wherein the processor has access to a server 

through the communication module, the method further comprising the step of: d) 

reporting to the server that the door lock was activated on the basis of the reservation 

certificate. 

25. (new) The access device of claim 1, wherein, before presenting the current 

reservation certificate to the processor, the portable terminal receives the current 

reservation certificate from a reservation server, and wherein, before the reservation 

server sends the current reservation certificate to the portable terminal, the reservation 

server receives the start time of the reservation of the current reservation certificate from 

a user. 

26. (new) The method of claim 13, further comprising: 

before accepting the reservation certificate by the processor, receiving by the portable 

terminal the reservation certificate from a reservation server; and 

before sending the reservation certificate to the portable terminal, receiving the start time 

of the reservation of the reservation certificate from a user by the reservation server. 
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. . 
inter\.,.-ai of tht: 

Patent a.nlellded ' • c1a1rn to further recite that 
. .• .... 

reser\.,..a U Oll c,ert1 t1 c,ate ar1 

interval of a ' ar10, 

ct1rrer1t reserva.tior1 certificate has bet:n presente::.i the processor con1part:s ttn ir1ter\.1~1l of' a 
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s I)oc-ket 

reser\.1~1tion of'the c1.1rrent reservation certificate to a c1.1rrent t1rne acct:ssible to the processor, 

. _. 

deterrn1nes the c-ttrrent tin1e is \\'ithin the . ' 111ter\/a.1 of the reservatior1 .. a.r1d act1,/ates the ::.1.oor loc,k 

that a c:erdfic:ate ir1ciudes a ~~reservation start urne, 

ir1 rt~jectin~~ cla.irn 6 on pa~~e 15 of the()/\, the t:xarniner asserts that ~-rr~]iven the 

' . ODVJ OtlSn ess laid Otlt for clain1 !~ one of or::.1.1nary skill either ot sta.rt 

urne arid end urne or 2) start thr1e anli ch.rration as tv-.ro ob,/ious anli essentiaHy eqt~ivalent and 

to define., deterrnine ' ar10 discri1l1l11ate the '-/alidity . ' per1oct ofa user3 s hotei 

to define a 1./alidit:l . ' per100 ot a reser\/ ati on f(;r a door openin[:; reqtlest . 

tea.ch es or openiJ1g: req1-1est. 

f)rondr11p certainl:l a validity- pt:riod of a 
,- ,- ,. 

reser\/atton ,11.,.,1111 a 

becat~se the iocl( of ]=Srondrt~p has access to aH the rese.P-/aticnl inforrnaticnl throt~gh its direct 

cornrnurncat1on .• reser\..rau or1 systein. E~xarniner also adn-iits that the of 

13ror1drup does r1ot ha,\7e the c11rrer1t tirnt\ so a, ,.,.-aHdity period \\lOt1id be of' no tJse to f)rondr1.1p. ln 

other \'\,..ords, token \\1ould be Stlpert1tl0t1S 

ana f5rondr11p. 
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·rhe ~840 

s I)oc-ket 

··rh:1s .. the 

'840 i\ppLication c-ol1~d not possibiy . ' reacn send.in;~~ a reser-vation sta.rt ti.n1e of 

the reserv·atio11. 

roon-1 and deterrninin~1 if it 1s '840 /\pplic-atioJ1., ir1stead describes J10\V 

key· 1 s recei~ved and checked f'or expirati or1 a.fter a. ct1sto.n1t:r' s stay or reser\lati or1 at a. hotel has 

alrea.d:l started. /\s a res11lt .. the ~840 /\pplica.tion cannot be c.hecking the \7a1ldit:l period '.:'of a 

,:vords~ the electror1i c keys of the are • ' vv1re1ess 'lers1or1s of the 

cards are referred to as "·kev c,ards and l1a:ve an expiration d.a.te iust Eke tht: elec.tror1ic key·s of 

issued \\/hen the .• 1·ese1·vatJ 011 rna:/ nave alreadv started. have a start ti.n1e, this 

sta.rt ti.n1e \'/Ou1d be tht: sta.rt tin1t: oftht: validity· of the kt:y a.nt1. not the start tirne of'the 

reser\Irrt1 on. 
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\/AL!D:TY PERl(}D {DUH!~T!C}:\:) ()R 

EXP I RY DATE ( EN D ,,::_:;:D---•"''"''''"'"''''~ 

't£,,-'' 
.~ 

TtLEPHC)t\!t 

□ 

\/AL! D:TY PtRi()D __ ()R_tXP: RY _D.t\Tt 

()ne ot U1 the art 

ot ont: r11obile phone to copy an electronic. ' ano 

c-olr1p] etely to cara \,vriters 

s I)oc-ket 

F!RST !\/1()B!LF 

TELEPH()NE H~~S KEY 

□ El.ECT~1C)N!C KEYS FC}R 
ALL LC}CKS 

m . 

. 
' 

DC}()R LC}CK CHECKS 

1 n the "840 i\ppllca.tior1 .. 

tra.nster it to anotl1er n1obl1e ' ' pno11e 1s 

onto the 1nag~netic 

tased by hotels, ]'hJs is ,,:~/h:y- for exarnple~ a rnobJ~e phone is c:op:l1n_g an electror1ic: kev and not a 

pno11e hotel j11st lik~ a /\ hotel custo_n1er .. therefore, 

i\pplic:atior1, nas to obtair1 the ke:l at the Uine of arrival of their sta:l. 

ir1 contrast., the ~205 -Patent 1s directed to a.n irnpro,.,.-ernent in \vtrich the key- incl11des the 
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to bypass the ' allG r~roceed di1·ectl\/ to 

and i i carets a,nct the systen1 of the .. 840 i\pp1 i ca.ti or1. 

' . c,1a1n:1 1s an1ended to rec1te that. 

. .• .... 
reser\.,..a U Oll c,ert1 t1 c,ale ar1 

' 

s I)oc-ket 

this n'lakes a self--

reser'-/atioll that inc.ltldes at least a 

. ' (2) vvhen a current c-ertificate ha,s Deen presentt:cL the processor cornpa.res ar1 

inter\7a1 ot a reserv·atio11 of the Ctlrrerrt ,• reser\7ax1on certificate to a, CtlrTent tin1e accessible to the 

(1oor loc-k the inter\- al of the reservaUon. 

that c,on:1pr1ses an inter1v~a1 ot a reser\/ation that; 1n t11rn, inclu.des at least a start tirne of th.e 
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!NTERNET DEVICE 

Ro'SERV,,'fH)N 
·-------•--,s;•--·--··•)111!,o,-i 

3 .. / 

SMARTPHONE 

4· 

/ 

s I)oc-ket 

V\Jf.'.BSffE 

··-··: 
$.ER\IER ! ________ ..] 

.INTERNET 
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s I)oc-ket 

' . c1a1rns 25 an::.i 26, further distir1r;uish present appi1cat1cn1 

start tirne is ther1 inc-h.aded 1n the reser,/ador1 certificate at creaUon by the reser\/ation server., ser1t 

to the sn1artpho11t\ and presenteti. to the lock as part of the i nterva.1 of the reser-vation --~ei:~ the 

COL N-either ]3rond.ru.p nor the ~840 /\ppli ca.ti on, 

either aJone or 1n c,o.nlbination: desc.11bes this ori~;.!JuJtion a1u.l con1.nlunic.ation of a start tnn.e. 

~ r1 sta1nrn ary ~ ' • c1aJrn 1 s aU O\\/able u\, t-1 !Srondrtap anct the ,;840 _/tpplicador1 oecatase· 

'I3ror1drup does not teach or s1.1r~r;est 1.1sir1r; a, reservat1on certificate that includes ar1 

has access to 
.. -- . 
1n.tor.nlal1 on llS di1·ect 

co.tllnTunication to the reservation s:fste.n1 (the I~xarniner adrnits ISrondr1-ap has no 

1r1t:ttns of deterrninin;~~ 
. ,. 

tt1e current ttir1t:) so a sta.rt ti1r1t: of tht: reser\7ati or1 is of no lJSe to 

]3rondru.p}, and 

the l\pplication does r1ot ' leac,n certLficate that 

lock tJeca.ust: the "840 i\pp1ica.tior11s ' on.t:l 
.,. ., 

ct;recteci to deterrn.inir1t~ the t:xpiry ot an 

or arr-vthing about a reser;/atioll fthe ~840 co11~ d not teac-ll or 
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s I)oc-ket 

a processor (16) ha,7ing c,ontrol ot a door locl( (11)~ and a cornn:1u111c,at1011111odule (17) 

c:o_n1_pr1ses an ir1te1·val ot a reservation that ir1cludes at least a .• start 11rne of the reservation 

presented hy a. portable terrninai throu~~h the co.n1.n1trnication rnofh1ie~ 

c11rrent reser\Iat1on c,ertific,ate 1'1as be~:u presente(t the processor corr~uares an inter,,,al ot a 

reservation th.at includes a start ti.tlle of the reservation of the current reser'-/atior1 

c-ertif1cate to a current tLn-1e ac-cessible to the nroc-essor. deter_n1i11es the c1arre11t .• urne JS 

door 1oc-k d11rint~ the 
. . 
1nter\.,.-ai of the 

reserv ati or1 certificate has beer1 presented.]. 

\,\.rhereir1 the proc-essor deterrnines the current 

tirne is \.v·ithin the intt:r-val of the reser\.,.-ation b\1 deterrnining if the current ti.n1e 1s \\lithin 

tl1e start tin1e of tl1e reserv·ation of the reservatior1 of the current reserv·ation c.ertificate and 

predetern1iJ1ed dl.aration, 
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(orit~ir1al) 

ot ' • c1a1rn 

s I)oc-ket 

. ' ' . pre::.ielerrn tne::.i dtrration 1s all 

certificate fi.1rther c-ornprjses [c-ornprise data represer1tative o.!] a duration a.net the 

processor activates the door lock frorn the start tirne of the reservat1on of the current 

reservatior1 certificate [f:.)r] up to J. r1l1e] duration of the reser\7ation of the c11rrent 

locl( fron:1 tl1e start tirn.e of tl1e reserv-ation of the c-ttrrent reser\7ation certificate u.n to a-11 

end urne of the reser\lation ofth.e c-tHTellt reser\fa_tion cerUt1cate tnas access to UH.~ c-urrent 

tirne., the reservation certificate co.n1prises data representat1ve of an irrterval of the 

rest:r-vation., a.nt1 the processor acti\/ates the door lock dtrrir1t~ the interva.1]. 

ser\/er authoriz:ed to 1 ss11e 

the reservatio11 c:erdfic:ate~ \\/he1·eJ11 at least a portio11 of the reservation certLtJ cate 1s 
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12_ (arnend.ed.) 

s I)oc-ket 

tvhere1n the ' proc,essor na,s ac,cess 

lock \Vas acdvated 011 the basis of the reser\/ation c-ertific-ate_ 

n1ethod c-o.t1lprisin1:~'. 

to a ser\/er 

a} acc-eptinf\ by a proc-essor throu_gh a corn_n1unication Jr1odule, a reservaUon certificate that 

co1r1nr1 ses ar1 
. . 
inter\.,.-ai of a reser\latior1 that includes at ;ea.st a s ta.rt ti .n-1 e of tht: reser\7a.ti or1 

irrterval to a current ti.n-1e ac-cessible to the proc-essor a.n(1 deterrninJ11~~ if the current ti1r1e is 

\Vithin ' anct 

proc,essor on the basis of the reser\/ation certi£lca,te be1n~1 Ctlrrerrt, a door 

(arnendt:d) 'T~ht:rnethod of c1airn 13 

tl1e interval cornnrises detern1ininJ£ if tht: ct1rrent tirne 1s \-\,..itl1in_ the start tin1e of the 

start tirne [fc,r] up to .tlt~~ [a] predeter_ntined dtaration, 
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s I)oc-ket 

! 5. (ori~~inai) 'T'he .n1ethod of ciai.n1 14 \.v-herei n the predeterrni ned dura.tion 1s aH day. 

16. (a.nlended) ~rhe rnethod of clairn 3 \?._.rhereill the inter'-/Ul of the reservation certificate 

fluther cornprises [data represer1tative o.!] a duration a.net the c:erdficate Js cttrrer1t fro_n1 tbe 

start tirne rf'or] tlp to the dura.tior1. 

start ti.n1e un to the er1d tirne [ the processor has access to the c-1-1rre11t Urne ar1d the 

reserva.tior1 certificate c-ornpr-~ses d::~t1 reprt:serrtat_i\.,.-e ot an 1nter\:ai of the reser\.1at1on., an::.i 

,, .... 
\arnenctect) 'T'he n-iethod of c-1 ai.n1 l 3 the interval f~.1rther c:o_n1_prises [ is 

spec-ified by a start tirne arid one of] ar1 ent1 tirne [and a dtrration]. 

public 

key-1s stort:d 1n a .n-1 ern or~y acc-t:ssible to the processor, the 

proc.essor is further th_at the reserv·atio11 c.ertiflcate is g~enu.1ne on the basis of dec,ryptin[:; 
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20. (ori~~inai) ··i"'he .n1ethod of cia,i.n-1 13 \'/hert:in at 1t:a,st a port1on of the reserva.tior1 

the p1"C1cessor the 

reser,/<1tior1 certificate is f-:;ern.nne on the basis of decryptinf~ the portion \\/ith the 

sy-_n1n1t:tric key) and the c) actt\/at1n_g 1 s on the further b~1si s of the reser-vat1on cert.if] cate 

' . De1r11~ gentlJne. 

21. (ori_ginal) ·rhe rnethod (Jf c:lairn 3 \vhereJ11 the b) deterrnir1in_g l)\/ the processor 1s 

further that the rt:serv·ation certificate is _gen1.nne a.nt1. tht: c) a.cti~vatin~~ 1s on the ft1rther 

iJas1s of th.e reserv·ation c.ertiflcate being~ [:;enu1ne. 

ident1·ficatior1, the identification correspondinr~ to one of the -.li...,,.t..s~ de\rice and the door 

the b) the processor 1s further that the certificate 

c-01npr1 ses data 1·ep1·ese1ltati,/e of tl1e the c) th.e .fi.1rther 

basis of the reservation certLG cate co.n1prisinf~ data repre~t.:'ntati '-'t.:' of the idenUfi ca.ti 011. 

23. (original) 'J~he rn.ethod. ofclairn. 13 Y\1l1ere1n at least a portion of the reserv·ation. 

,. 
c-01I·espono1 ng 

key 1s stored .n1 a rnernorv ac-cessible to the processcn the Jr1ethod further c-01nprisJ111:~ the 
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reservation certLGcate to the processor~ the _portable 

s I)oc-ket 

the CtUTent 

1 • .., 

ter1n1na1 rece]\/es the Cl.trrerrt 

reserva.tlor1 certificate fro.n1 a reserva.tlor1 st:r,,1er .. and \'/hert:in .. before the reser\.1a,tion 

' ser\/er senos the c,urrent reser\7ation certificate to tl1e t)ortable • ' terrn1na1., the reser,,,atior1 

a user. 

.• 
reser\..rau or1 c:erti fi cate fro.tll 

.• 
a reser\fa t1 or1 ' ar10 

bef()re ser1dir1~~ the rt:serv-ation certificate to the norta.ble tern11naL rece1\?1Df.:~ the sta.rt tul1e 
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Art Unit: 3992 
Examiner: Carlson, Jeffrey D 

Title: Access Control System and Method for Use by an Access Device 

PATENT 

I hereby certify that this correspondence is being transmitted to the United States Patent & 
Trademark Office via electronic submission or facsimile on the date indicated below: 

12/20/2021 /Kelly L. Kasha/ 
Date Kelly L. Kasha 

AMENDMENT 

Dear Sir/Madam: 

In response to the Non-Final Office Action mailed October 18, 2021 (hereinafter the 

"NFOA"), the Patent Owner submits the following amendment: 
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In The Claims: 

Please amend the claims as follows: 

1. (amended) An access device for use in an access control system, the access device 

compnsmg: 

a processor (16) having control of a door lock (11 ); and a communication module (17) 

connected to the processor, the processor is configured to[able to] receive a 

reservation certificate (5) presented by a portable terminal ( 4) through the 

communication module; 

wherein, when a current reservation certificate that comprises an interval of a reservation 

is presented by the portable terminal, the processor is configured to compare the 

interval of the reservation of the current reservation certificate to a current time 

accessible to the processor, determine the current time is within the interval of the 

reservation, and activate[s] the door lock to allow the portable terminal to unlock the 

door lock during the interval of the reservation[ when a current reservation certificate 

has been presented]. 

2. (amended) The access device of claim 1 wherein the processor is configured to 

determine the current time is within the interval of the reservation by determining if the 

current time is within a start time of the interval of the reservation of the current 

reservation certificate and a predetermined duration and is configured to activate[s] the 

door lock to allow the portable terminal to unlock the door lock from the start time[for] 

up to the[a] predetermined duration. 

1 
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3. (amended) The access device of claim 2 wherein the processor is configured to 

activate the door lock to allow the portable terminal to unlock the door lock during the 

interval of the reservation from the start time up to the predetermined duration that is all 

day. 

4. (amended) The access device of claim I wherein the interval of the reservation of the 

current reservation certificate comprises a start time and [ comprise data representative of] 

a duration and the processor is configured to activate[s] the door lock to allow the 

portable terminal to unlock the door lock from the start time [for] up to the duration. 

5. (amended) The access device of claim 6 [I] wherein the processor is configured to 

activate the door lock to allow the portable terminal to unlock the door lock from the start 

time up to the end time[has access to the current time, the reservation certificate 

comprises data representative of an interval of the reservation, and the processor activates 

the door lock during the interval]. 

6. (amended) The access device of claim I [5] wherein the interval of the reservation of 

the current reservation certificate comprises a start time and [is specified by a start time 

and one of] an end time [and a duration]. 

7. (amended) The access device of claim I further comprising: 

2 
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a memory to which the processor has access, the memory is configured to comprise 

[containing] a public key for a server of the access system configured [authorized] to 

issue the current reservation certificate; 

wherein at least a portion of the current reservation certificate is encrypted by the server 

using a private key and the processor is configured to verify [verifies] that the current 

reservation certificate is genuine by decrypting the portion with the public key. 

8. (amended) The access device of claim I further comprising: 

a memory to which the processor has access, the memory is configured to comprise 

[ containing] a symmetric key; 

wherein at least a portion of the current reservation certificate is encrypted by a server of the 

access system configured configured to use [using] the symmetric key and the processor 

is configured to verify [verifies] that the current reservation certificate is genuine by 

decrypting the portion with the symmetric key. 

9. (amended) The access device of claim I wherein the processor is configured to verify 

[verifies] that the current reservation certificate is genuine. 

10. (amended) The access device of claim I further comprising: 

an identification to which the processor has access, the identification corresponding to one of 

the access device and the door lock, wherein the processor is configured to determine 

[determines] that the current reservation certificate comprises data representative of the 

identification. 
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11. (amended) The access device of claim 1 further comprising: 

a memory to which the processor has access, the memory is configured to comprise 

[ containing] a private key of the access device; 

wherein at least a portion of the current reservation certificate is encrypted by a server of the 

access system configured to use [ using] a corresponding public key for the access device 

and the processor is configured to decrypt [decrypts] the portion with the private key. 

12. (amended) The access device of claim 1 wherein the processor has access to a server 

of the access system through the communication module and the processor is configured 

to report [reports] to the server that the door lock was activated on the basis of the current 

reservation certificate. 

13. (amended) A method for use by an access device in an access control system, the 

method comprising: 

a) accepting, by a processor through a communication module, a reservation certificate that 

comprises an interval of a reservation presented with a portable terminal; 

b) determining, by the processor, that the reservation certificate presented by the portable 

terminal is current by comparing the interval of the reservation to a current time 

accessible to the processor and determining if the current time is within the interval of the 

reservation; and 

c) activating, by the processor on the basis of the reservation certificate being current, a door 

lock to allow the portable terminal to unlock the door lock during the interval of the 
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reservation. 

14. (amended) The method of claim 13 wherein determining if the current time is within 

the interval of the reservation comprises determining if the current time is within a start 

time of the interval of the reservation and a predetermined duration and wherein the 

certificate is current from the start time [for] up to the [a] predetermined duration. 

15. (original) The method of claim 14 wherein the predetermined duration is all day. 

16. (amended) The method of claim 13 wherein the interval of the reservation of the 

reservation certificate further comprises [ data representative of] a start time and a 

duration and the reservation certificate is current from the start time [for] up to the 

duration. 

17. (amended) The method of claim~ [13] wherein the reservation certificate is current 

from the start time up to the end time [the processor has access to the current time and the 

reservation certificate comprises data representative of an interval of the reservation, and 

the certificate is current for up to the interval]. 

18. (amended) The method of claim ll [17] wherein the interval of the reservation 

comprises a start time and [is specified by a start time and one of] an end time [and a 

duration]. 
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19. (original) The method of claim 13 wherein at least a portion of the reservation 

certificate is encrypted by a server using a private key for which the corresponding public 

key is stored in a memory accessible to the processor, wherein the b) determining by the 

processor is further that the reservation certificate is genuine on the basis of decrypting 

the portion with the public key, and the c) activating is on the further basis of the 

reservation certificate being genuine. 

20. ( original) The method of claim 13 wherein at least a portion of the reservation 

certificate is encrypted by a server using a symmetric key stored in a memory accessible 

to the processor, wherein the b) determining by the processor is further that the 

reservation certificate is genuine on the basis of decrypting the portion with the 

symmetric key, and the c) activating is on the further basis of the reservation certificate 

being genuine. 

21. ( original) The method of claim 13 wherein the b) determining by the processor is 

further that the reservation certificate is genuine, and the c) activating is on the further 

basis of the reservation certificate being genuine. 

22. (original) The method of claim 13 wherein the processor has access to an 

identification, the identification corresponding to one of the access device and the door 

lock, wherein the b) determining by the processor is further that the reservation certificate 

comprises data representative of the identification, and the c) activating is on the further 

basis of the reservation certificate comprising data representative of the identification. 
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23. ( original) The method of claim 13 wherein at least a portion of the reservation 

certificate is encrypted by a server using a public key for which the corresponding private 

key is stored in a memory accessible to the processor, the method further comprising the 

step of: d) decrypting the portion, by the processor, with the private key. 

24. (original) The method of claim 13 wherein the processor has access to a server 

through the communication module, the method further comprising the step of: d) 

reporting to the server that the door lock was activated on the basis of the reservation 

certificate. 
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REMARKS 

Claims 1-24 of Patent No. 9,373,205 (hereinafter the "'205 Patent") are subject to 

reexamination. Claims 1-14 and 16-18 have been amended. No new matter has been added, and 

the scope of the claims has not been enlarged. 

Support for the amendments to independent claims 1 and 13 can be found at least in col. 

1, Ins. 42-47, col. 2, Ins. 17-19, col. 5, ln. 63 to col. 6, ln. 3, and Fig. 5 of the '205 Patent. 

The Patent Owner thanks the Examiners for participating in the video interview 

(hereinafter the "Interview") held on December 13, 2021. A summary of the Interview 

(hereinafter the "Interview Summary") is submitted herewith on a separate paper. 

As described in the Interview Summary, the Examiners found that the "interval of the 

reservation" of the claims can include a validity period of a hotel stay or any validity period of an 

electronic key. As a result, the Examiners did not find the amendments proposed in the Patent 

Owner's Agenda attached to the Interview Summary to be persuasive. Consequently, the Patent 

Owner hereby withdraws the amendments and arguments presented in the Patent Owner's 

Agenda attached to the Interview Summary. 

However, as described in the Interview Summary, the Examiners did point the Patent 

Owner to page 36 of the English translation oflnternational Patent Application Publication No. 

WO 2005/017840 (hereinafter the "'840 Application") as describing how the '840 Application 

uses a period of validity or an expiry date in the context of a door lock. The Patent Owner 

thanks the Examiners for directing the Patent Owner's attention to this section of the '840 

Application. As described below, the Patent Owner's review of page 36 of the '840 Application 

provided the basis for the Patent Owner's amendments and arguments provided herein. 
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In light of the Patent Owner's amendments and arguments provided below, the Patent 

Owner respectfully requests that a certificate of reexamination be issued confirming the 

patentability of the '205 Patent. 

Claim Reiections under 35 U.S.C. § 112 

On page 2, the NFOA rejects claims 1-12 as being indefinite. The NFOA finds these 

claims confusing in their claim scope for their apparent method steps. The NFOA recommends 

using language such as "the processor is configured to." The Patent Owner thanks the NFOA 

for the suggestion. The Patent Owner has amended claims 1-12 to include the suggested 

language. 

Withdrawal of the rejection under 35 U.S.C. § 112 is respectfully requested. 

Original Dependent Claim 5 

Original dependent claim 5 of the '205 Patent recited that (i) the processor of the access 

device (lock) has access to the current time, (ii) the reservation certificate includes data 

representative of an interval of the reservation, and (iii) the lock is activated for the interval of 

the reservation. In other words, the lock gets the current time, receives an interval of the 

reservation from the certificate, and activates the lock for the interval of the reservation if the 

current time is within the interval of the reservation. 

On page 13, the NFOA asserts that claim 5 is unpatentable over U.S. Patent Application 

Publication No. US 2003/0208386 (hereinafter "Brandrup") in view of the '840 Application. 

The NFOA asserts that Brandrup discloses a reservation certificate that includes data 

"representative of' the interval of the reservation because the key token (reference number) of 

Brandrup is "tied to" the reservation. The NFOA admits that Brandrup does not disclose a door 

lock processor with access to the current time. 
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However, on pages 13-14, the NFOA finds that the '840 Application suggests that its 

lock has access to the current time. The NFOA asserts that the '840 Application teaches a key 

that "can be provided with a period of validity or an expiry date in order to limit access to the 

room to the appropriate time interval" and a lock that "itself checks the expiration/validity period 

before allowing access." 

The NFOA asserts that it would be obvious to combine the two references because 

"comparing the reservation interval with the current date/time ... allows access only for a 

currently valid reservation. This represents an obvious alternative for determining valid 

reservation status at the time of requesting access. One of ordinary skill would recognize that the 

lock would require access to the current time (and day) in order to 'check' the expiry of the 

validity period." 

No Motivation to Combine 

The Patent Owner respectfully disagrees that it would be obvious to combine Brandrup 

and the '840 Application's disclosure of comparing an expiry time on an electronic lock because 

it is an obvious alternative for determining a valid reservation status. The combination of 

Brandrup and the '840 Application is not an obvious alternative because the lock of Brandrup 

already has access to and determines the reservation status through its direct (second) 

communication channel with the reservation system. 

Annotated Fig. 3 ofBrondrup, shown below, depicts the direct connection between the 

reservation system and the door lock in Brandrup. Brandrup does not need to check an expiry 

period because it only places the valid secret key on the door lock during the interval of the 

reservation. Essentially, because of the second communication channel, the reservation system 

ofBrondrup can keep track of the interval of the reservation rather than the lock. 
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In other words, the skilled person would not modify Brandrup to send an interval of the 

reservation with its key token to a mobile device that, in tum, sends it to a lock, and would not 

modify Brandrup to require its lock to compare it to a current time. The skilled person would 

not make this modification since it is superfluous to the method Brondrup currently employs. 

In other words, adding this to Brandrup would increase the cost and reduce the efficiency of the 

method of Brandrup by providing the same information in two different ways. Currently, the 
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lock ofBrondrup simply determines if the key provided by a mobile wireless terminal matches a 

valid key provided by the reservation system. No timekeeping or time comparison is needed on 

the lock ofBrondrup. 

The NFOA states that it would be obvious to combine the two references because the 

combination is an obvious alternative for determining valid reservation status. However, the 

NFOA provides no clear articulation of the reasons(s) why the claimed invention would have 

been obvious as required by MPEP § 2141 (III). As described in MPEP § 2143 quoting In re Os, 

844 F.3d 1359, 1361, 121 USPQ2d 1209, 1211 (Fed. Cir. 2017), "[a]absent some articulated 

rationale, a finding that a combination of prior art would have been 'common sense' or 

'intuitive' is no different than merely stating the combination 'would have been obvious."' 

Independent Claim 1 Amendments 

To move prosecution forward, however, the Patent Owner has further amended claim 1 

of the '205 Patent to include all the elements of claim 5 and to include additional elements to 

further distinguish the elements of claim 5 over Brandrup and the '840 Application. First of all, 

original dependent claim 5 of the patent recited that the reservation certificate comprises "data 

representative of' an interval of a reservation. 

Claim 1 is amended to affirmatively recite that the current reservation certificate 

comprises an interval of a reservation. In other words, the "data representative of' language of 

original claim 5 is removed. Support for the direct inclusion of an interval of the reservation 

within a reservation certificate can be found in at least col. 2, Ins. 17-19 of the '205 Patent. 

Secondly, claim 1 is amended to recite that, when a current reservation certificate is 

presented by the portable terminal, the processor is configured to activate the door lock to allow 

the portable terminal to unlock the door lock during the interval of the reservation. Original 
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claim 1 of the patent did not describe allowing the same portable terminal to "unlock" the door 

lock during the interval of the reservation. Instead, original claim 1 of the patent recited only 

that the processor "activates" the door lock when a current reservation certificate has been 

presented. Support for allowing the same portable terminal that sends the interval of the 

reservation to also "unlock" the door lock during the interval of the reservation can be found in 

at least col. 1, Ins. 42-47, col. 5, ln. 63 to col. 6, ln. 3, and Fig. 5 of the '205 Patent. 

Together the elements added to claim 1, in addition to the elements of claim 5, provide 

that, (1) when a portable terminal presents a current reservation certificate that includes an 

interval of the reservation to a processor of an access device, (2) the processor is configured to 

activate the door lock to allow the same portable terminal to unlock the door lock the processor 

controls during the interval of the reservation. 

Additional Elements Do Not Enlarge the Scope of Claim 1 

MPEP § 2258 (III) provides that claims in a reexamination proceeding must not enlarge 

the scope of the claims. MPEP § 2258 (11l)(A) describes that "[a] claim presented in a 

reexamination proceeding 'enlarges the scope' of the claims of the patent being reexamined 

where the claim is broader than each and every claim of the patent." 

The Patent Owner submits that the two elements added to amended claim 1 in addition to 

the elements of original dependent claim 5 of the patent do not broaden amended claim 1 so that 

it is broader than each and every claim of the patent. On the contrary, the Patent Owner submits 

that the two elements added to amended claim 1 only narrow the claim in comparison to each 

and every claim of the patent. 

Specifically, additional element (1) of amended claim 1 narrows the claim with respect to 

original dependent claim 5 of the patent. As described above, original dependent claim 5 of the 
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patent recited that a reservation certificate includes "data representative of' an interval of a 

reservation. Because including an interval of a reservation is narrower than including data 

representative of an interval of a reservation, element (1) of amended claim 1 only narrows the 

claim with respect to original dependent claim 5 of the patent. 

The Patent Owner further notes that, on page 13, the NFOA essentially admits that the 

language "comprising data representative of an interval of a reservation" allows a broader 

interpretation than just the language "comprising an interval of a reservation" would. 

Specifically, NFOA describes that the "key token" of Brandrup is interpreted as comprising data 

representing a reservation interval because the reservation it "is tied to" includes an interval of 

the reservation through its connection to the reservation system. 

Regarding additional element (2) of amended claim 1, this element also narrows the 

claim with respect to original claim 1 of the patent. Additional element (2) recites activating the 

door lock to allow the portable terminal to unlock the door lock the processor controls during the 

interval of the reservation. In contrast, original claim 1 of the patent simply recited activating the 

door lock. Because further describing the type of door lock activation is narrower than simply 

reciting activating the door lock, element (2) of amended claim 1 narrows the claim with respect 

to original claim 1 of the patent. Because additional element (2) of amended claim 1 narrows the 

claim with respect to original claim 1 of the patent, additional element (2) does not enlarge the 

scope of amended claim 1. 

Additional Elements of Claim 1 are Allowable over Brandrup and the '840 Application 

As described above, original dependent claim 5 of the '205 Patent recited that the 

processor has access to the current time, the reservation certificate comprises data representative 

of an interval of the reservation, and the processor activates the door lock during the interval. 
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Amended claim 1 includes these elements and further narrows them to recite that, when the 

current reservation certificate that comprises an interval of the reservation is presented by the 

portable terminal, the processor is configured to activate the door lock to allow the portable 

terminal to unlock the door lock during the interval of the reservation. In other words, the "data 

representative" language of original claim 5 of the patent is removed in amended claim 1. 

Further, the language of original claim 5 of the patent is amended in claim 1 to describe that the 

door lock is activated to allow the portable terminal to unlock the door lock during the interval 

of the reservation. 

As described above, on page 13, the NFOA admits that Brandrup does not have access to 

the current time. Also on this page, the NFOA describes that the "key token" of Brandrup is 

interpreted as comprising data representing a reservation interval because the reservation it "is 

tied to" includes an interval of the reservation through its connection to the reservation system. 

Thus, the NFOA essentially acknowledges that Brandrup does not teach or suggest sending a key 

token that comprises an interval of the reservation or having access to the current time as recited 

in amended claim 1. 

Therefore, Brandrup does not teach or suggest that, (1) when a portable terminal presents 

a current reservation certificate that includes an interval of the reservation to a processor of an 

access device, (2) the processor is configured to activate the door lock to allow the portable 

terminal to unlock the door lock the processor controls during the interval of the reservation. A 

current reservation certificate is one for which it is determined that the current time is within the 

interval of the reservation of the current reservation certificate as recited in amended claim 1. 

As described above, on page 13, the NFOA, however, asserts that the '840 Application 

teaches its electronic key "can be provided with a period of validity or expiry date in order to 
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limit access to the room to an appropriate time interval." Thus, regarding original dependent 

claim 5 of the patent, the NFOA asserts that the '840 Application discloses both sending an 

electronic key that comprises an interval of the reservation and having access to the current time. 

The Patent Owner agrees that the '840 Application does disclose sending a period of 

validity or expiry date with a copied electronic key from a "controlling" mobile telephone to a 

door lock. However, the '840 Application discloses that 

(A)the controlling mobile telephone sending the period of validity or expiry 

date with the copied electronic key is not sending this to unlock the door 

lock for itself, and 

(B)the period of validity or expiry date compared to the current time is not 

sent by any other mobile telephone actually requesting to be allowed to 

unlock the door lock. 

More simply, the '840 Application discloses that a controlling mobile telephone already 

communicating with a door lock, based on authentication, places a period of validity or expiry 

date with a copied electronic key. 

This is done to provide locking authorization for another mobile telephone. The 

controlling mobile telephone, already communicating with the door lock, sends the copied key to 

the other mobile telephone. The other mobile telephone then can unlock the lock by sending 

only the copied key to the lock. The lock compares the copied key to the copied key on the lock, 

finds that the copied key on the lock has the period of validity or expiry date, and compares the 

period of validity or expiry date already on the lock to the current time to determine if the other 

mobile telephone should be allowed to unlock the lock. 
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Therefore, the Patent Owner submits that the '840 Application does not teach or suggest 

that, 

( 1) when a portable terminal presents a current reservation certificate that 

includes an interval of the reservation to a processor of an access device, 

(2) the processor is configured to activate the door lock to allow the same 

portable terminal to unlock the door lock the processor controls during the 

interval of the reservation. 

Again, a current reservation certificate is one for which it is determined that the current time is 

within the interval of the reservation of the current reservation certificate as recited in amended 

claim 1. 

Period of Validity or an Expiry Date on Page 36 and in Figure 1 of the '840 Application 

As described in the Interview Summary, in the Interview, the Examiner directed the 

Patent Owner to page 36 of the '840 Application for the disclosure of both sending an electronic 

key that comprises an interval of the reservation and having access to the current time. The 

Patent Owner thanks the Examiner for directing the Patent Owner's attention to this section. 

This section provides the clearest explanation of the purpose and use of a period of validity or an 

expiry date in the '840 Application. It provides the clearest explanation because the description 

is in conjunction with the only figure, Figure 1, of the '840 Application, which shows all of the 

components and their communication. 

Annotated Figure 1 of the '840 Application is shown below. On pages 34-35, the '840 

Application provides that "the mobile telephones 10, 12, and 14 each contain an electronic key 

board with a plurality of electronic keys." So presumably, mobile telephone 10 can have, for 
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example, keys 51 and 52, and mobile telephone 12 can have, for example, keys 121 and 122, as 

shown in Annotated Figure 1. 

On page 35, the '840 Application describes that to "control the closed state of the lock 

20, the mobile telephone 10 establishes a bidirectional communication connection to the 

electronic lock 20" that "allows conventional authentication methods." So essentially, mobile 

telephone 10 controls and accesses lock through bidirectional communication and authentication. 

Then, mobile telephone 10 is able to control lock 20 just like the reservation system of Brandrup 

controls the lock of Brandrup. On this page, the '840 Application further outlines a first use case 

in which mobile telephone 10 queries the closed state of lock 20 and a second use case where 

mobile telephone 10 queries the location of lock 20. 

On page 36 of the '840 Application, a third use case describes the operation of an 

electronic key in conjunction with a period of validity or expiry: 

The transfer of the locking authorization for the lock 20 to another mobile phone 

12 is illustrated as a third use case. For this purpose, after prior identification and 

I or authentication of the other mobile telephone 12, an electronic copy of the key 

is made and transmitted to the other mobile telephone 12 in electronic form 52 via 

the air interface. The copied key is provided with an expiry date which is 

communicated to the lock 20 by the first mobile telephone 10 (reference number 

50). In the event of an attempt to access by the other mobile telephone 12, the lock 

20 then first checks whether the copied key 52 is still valid. <Desc / Clms Page 

number 1 0> The electronic lock 20 can, for example, represent the lock of a hotel 

room door for which a hotel guest is granted the locking authorization for the 

duration of his stay. 
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So, in Annotated Figure 1 of the '840 Application, mobile telephone 10 is transferring 

"locking authorization for the lock 20 to another mobile telephone 12." To do this, mobile 

telephone 10 copies key 52, for example. First, mobile telephone 10 sends only copied key 52 to 

mobile telephone 12 (reference number 52). Next, mobile telephone 10 provides copied key 52 

with an expiry date, for example xx/xx, and communicates key 52 and expiry date xx/xx to lock 

20 (reference number 50). 

It is clear from page 36 and Figure 1 that the '840 Application does not also send the 

expiry date with the copied key to mobile telephone 12, and mobile telephone 12 does not send 

the expiry date with the copied key to lock 20. First, this is clear because the text of page 36 

itself describes only sending copied key 52 to mobile telephone 12 and Figure 1 depicts this 

communication via arrow 52 of Figure 1. 

Second, this is clear because otherwise there would be no need to send the expiry date to 

lock 20. In other words, lock 20 would not need the expiry date if it was also receiving it from 

mobile telephone 12. 

Third, this is clear because, if mobile telephone 12 had the expiry date, mobile phone 12 

could modify it to extend the stay, or another malicious actor with access to mobile telephone 12 

could modify it to extend the stay. On page 31, the '840 Application describes this latter 

situation. The 840 Application discloses that its lock checks the expiry date "in order to rule out 

manipulation of the other electronic control unit." 

Returning to Annotated Figure 1 of the '840 Application, when mobile telephone 12 

attempts to access lock 20, such as during a hotel stay, lock 20 checks if copied key 52, received 

from mobile telephone 12 (reference number 52), is valid by using expiry date xx/xx placed on 

lock 20 by mobile telephone 10. Consequently, lock 20 determines whether or not to activate, 
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when presented with an electronic key, not based on a period of validity or expiry date provided 

with that presented electronic key. Instead, lock 20 determines whether or not to activate based 

on a period of validity or expiry date previously placed on lock 20 by controlling mobile 

telephone 10 (reference number 50). In other words, in the '840 Application, lock 20 determines 

whether or not to provide access based on a period of validity or expiry date already on the lock 

20 and not based on a period of validity or expiry date presented with an electronic key by 

mobile telephone 12. 
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In contrast to the '840 Application, the processor of amended claim 1 is configured to 

determine whether or not to allow a portable terminal to unlock a door lock based on an interval 

of the reservation within a reservation certificate presented by the very same portable terminal. 

Thus, more specifically, unlike amended claim 1, the '840 Application does not teach or suggest 
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that, (1) when a portable terminal presents a current reservation certificate that includes an 

interval of the reservation to a processor of an access device, (2) the processor is configured to 

activate the door lock to allow the portable terminal to unlock the door lock the processor 

controls during the interval of the reservation. Again, a current reservation certificate is one for 

which it is determined that the current time is within the interval of the reservation of the current 

reservation certificate as recited in amended claim 1. 

Other Disclosures of Period of Validity or an Expiry Date in the '840 Application 

Page 31, page 36, and claims 9-11 of the '840 Application all describe that a copied or 

transferred key can be provided with a validity period or an expiry date. Only page 36, however, 

describes exactly how a key copied is transferred, when a validity period or an expiry date is 

added to a copied key, who is sent the copied key with the validity period or expiry date, and 

how exactly the validity period or expiry date is used. 

In other words, the disclosures on page 31 and in claims 9-11 are incomplete and, 

therefore, can only be construed in the context of the disclosure on page 36. The disclosures on 

page 31 and in claims 9-11 are also consistent with the disclosure on page 36. They cannot be 

construed to provide something they do not explicitly describe that also contradicts or teaches 

away from the disclosure on page 36 without explicitly stating that contradiction or teaching 

away. 

For example, the disclosure on page 31 only provides that "[t]he transferred key is 

provided with a validity period or expiry date. The expiry of the period of validity or the 

reaching of the expiry time is advantageously checked by the electronic lock assigned to the 

transferred key in order to rule out manipulation of the other electronic control unit." These lines 

do not recite how the transferred key is "provided" with a period of validity or an expiry time. 
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They also do not describe how the expiry time is checked by the electronic lock or how the 

transferred key is assigned to the electronic lock. 

Similarly, regarding claims 9-11 of the '840 Application, claim 9 recites that the mobile 

control device transfers an electronic key to another mobile device. Claim 10 recites that the 

transferred key is provided with a period of validity or an expiry time. Claim 11 recites that the 

period of validity or the expiry time is checked by the electronic lock assigned to the transferred. 

These claims also do not recite how the transferred key is "provided" with a period of validity or 

an expiry time. They also do not describe how the expiry time is checked by the electronic lock 

or how the transferred key is assigned to the electronic lock. The antecedent basis of "the" 

transferred key in claim 10 means that it is referring to claim 9. However, claim 10 does not 

recite that the transferred key is transferred with a period of validity or an expiry. Instead, claim 

10 recites that the transferred key is provided with a period of validity or an expiry, which is not 

explained by claim 10. 

Claim 10 does not explicitly recite how the transferred key is "provided with" a period of 

validity or an expiry time just like claim 11 does not recite how the electronic lock is "assigned 

to" the transferred key. No claim preceding claim 11 explicitly describes the assignment of the 

transferred key to the electronic lock. However, page 36 of '840 Application shows that the 

communication of the copied key with the expiry date to lock 20 is the assignment of the 

transferred key to the electronic lock. 

In other words, the details of claims 10 and 11 of the '840 Application are provided in 

two back to back sentences of page 36 of the '840 Application. Thus, claims 10 and 11 are 

consistent with the disclosure of page 36 of the '840 Application. Specifically, the sentence of 

page 36 describing that "[t]he copied key is provided with an expiry date which is communicated 

22 

Page 261 of 310



Patent Owner's Amendment 
Reexamination Control No.: 96/000,367 
U.S. Patent No. 9,373,205 

to the lock 20 by the first mobile telephone 10 (reference number 50)" provides details about 

both how the transferred key is provided with a period of validity or an expiry time in claim 10 

and how the transferred key assigned to the electronic lock in claim 11 is assigned. The next 

sentence of page 36 describing that "[i]n the event of an attempt to access by the other mobile 

telephone 12, the lock 20 then first checks whether the copied key 52 is still valid" provides 

other details about how the reaching of the expiry time is checked in claim 11. 

Thus, it is also clear from the other disclosures regarding providing a copied or 

transferred key with a validity period or an expiry date, such as page 31 and claims 9-11 of the 

'840 Application, that the '840 Application does not also send the expiry date with the copied 

key to mobile telephone 12 and mobile telephone 12 does not send the expiry date with the 

copied key to lock 20. 

In contrast, amended claim 1 of the '205 Patent can send an interval of the reservation 

from a portable terminal seeking access because the interval of the reservation is part of a 

reservation certificate and, therefore, harder to modify by a malicious actor. 

Withdrawal of the Arguments and Amendments of the Patent Owner's Agenda 

In the Patent Owner's Agenda attached to the Interview Summary on page 5, the Patent 

Owner likens the copied electronic key of the '840 Application to "wireless versions of the well­

known magnetic cards issued by hotels" that can include an expiry date. Further, the Patent 

Owner provides Drawing 2 on page 6 of the Patent Owner's Agenda attached to the Interview 

Summary. Drawing 2 depicts a second mobile telephone of the '840 Application sending a 

validity period or expiry date with an electronic key to the door lock. These references and any 

other references in the Patent Owner's Agenda attached to the Interview Summary that suggest 

that the '840 Application teaches or suggests that a mobile telephone presents a validity period or 
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expiry date with an electronic key to the lock to allow the same mobile telephone access to open 

the lock are incorrect. 

A correct analysis of the '840 Application, as described above, shows that the only time a 

mobile telephone presents a validity period or expiry date with an electronic key to the lock is to 

authorize the lock/or another mobile telephone. The '840 Application does not teach or 

suggest that a mobile telephone presents a validity period or expiry date with an electronic key 

to allow the same mobile telephone that presented the validity period or expiry date to open the 

lock. As a result, again, the Patent Owner withdraws all the arguments and amendments 

proposed in the Patent Owner's Agenda attached to the Interview Summary. 

Summary 

Because neither Brandrup nor the '840 Application, either alone or in combination, teach 

or suggest that, (1) when a portable terminal presents a current reservation certificate that 

includes an interval of the reservation to a processor of an access device, (2) the processor is 

configured to activate the door lock to allow the same portable terminal to unlock the door lock 

the processor controls during the interval of the reservation, where the current reservation 

certificate is one for which it is determined that the current time is within the interval of the 

reservation, amended independent claim 1 is allowable over Brandrup in view of the '840 

Application. More simply, Brandrup and the '840 Application simply do not teach or suggest 

allowing the same portable terminal that presented the reservation certificate with the interval of 

the reservation to unlock the door lock during that interval of the reservation as recited in 

amended claim 1. 

Dependent claims 2-12 are allowable for the same reasons independent claim 1, from 

which they depend, is allowable and for the additional limitations they recite. 
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The independent method claim 13 is amended to include the same limitations that make 

claim 1 allowable. For example, amended claim 13 includes the limitations of original claim 17 

of the patent, which included limitations similar to original claim 5 of the patent. As a result, 

amended claim 13 is allowable over Brandrup in view of the '840 Application for the same 

reasons as claim 1. 

Dependent claims 14-24 are allowable for the same reasons independent claim 13, from 

which they depend, is allowable and for the additional limitations they recite. 

Dependent claims 2-6, 14, and 16-18 Also Allowable based on Start Time 

Original dependent claims 6 and 18 of the patent recited that the interval of the 

reservation included a "start time." 

The NFOA did not provide a citation from either Brandrup or the '840 Application in 

rejecting claims 6 and 18. Instead, on page 15, the NFOA asserts that "[g]iven the obviousness 

laid out for claim 5, one of ordinary skill would have recognized either of 1) start time and end 

time or 2) start time and duration as two obvious and essentially equivalent and alternative ways 

to define, determine and discriminate the validity period of a user's hotel reservation for a door 

opening request." The NFOA appears to be relying on "common knowledge" that a start time is 

inherent in the secret key sent by Brandrup or in the validity period or expiry date of the '840 

Application. 

MPEP § 2144.03 provides that "[i]n certain circumstances where appropriate, an 

examiner may take official notice of facts not in the record or rely on 'common knowledge' in 

making a rejection, however such rejections should be judiciously applied." MPEP § 2144.03 

(C) states that if an applicant traverses a factual assertion as not properly officially noticed or not 
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properly based on common knowledge, the examiner must support the finding with adequate 

evidence. 

Amended dependent claims 2-6, 14, and 16-18 now recite a start time of the reservation 

interval. The Patent Owner hereby traverses the factual assertion on page 15 of the NFOA as not 

properly based on common knowledge. Specifically, the Patent Owner traverses the factual 

assertion that one of ordinary skill would have recognized either of 1) start time and end time or 

2) start time and duration as two obvious and essentially equivalent and alternative ways to 

define, determine and discriminate the validity period of a user's hotel reservation for a door 

opening request with regard to amended dependent claims 2-6, 14, and 16-18. 

As discussed in the Interview, the Patent Owner submits that the use of a "start time" is 

not an obvious way to define, determine, or discriminate the validity period of a door opening 

request. The use of a "start time" is not an obvious way to define, determine, or discriminate the 

validity period of a door opening request because conventionally the door opening request itself 

is the start time of the validity period. In other words, the door opening request itself, at the start 

of a stay or check-in, begins the validity period. Only in the context of the present patent where 

the reservation certificate with an interval of reservation can be issued before a reservation or 

before a stay begins is a start time necessary. 

MPEP § 2144.03 (C) provides that "[i]f applicant adequately traverses the examiner's 

assertion of official notice, the examiner must provide documentary evidence in the next Office 

action if the rejection is to be maintained." 

The Patent Owner submits that amended dependent claims 2-6, 14, and 16-18 are at least 

additionally allowable over Brandrup in view of the '840 Application because they recite a "start 

time." 
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CONCLUSION 

The present amendment and response is believed to be a complete response to the issues 

raised in the NFOA mailed October 18, 2021. In light of the remarks herein, the Patent Owner 

asserts that claims 1-24 must be allowed and confirmed. If the Examiner has any questions, 

comments, or suggestions, the undersigned attorney earnestly requests a telephone conference. 

No fees are required for filing this amendment; however, the Commissioner is authorized 

to charge any additional fees which may be required, or credit any overpayment, to Kasha Law 

LLC, Deposit Account No. 50-4075. 

Customer No. 67050 
Date: December 20, 2021 
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Attorney for the Patent Owner 
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Art Unit: 3992 

EX PARTE REEXAMINATION OFFICE ACTION 

Page2 

The present reexamination proceeding is being examined under the pre-AIA 

first to invent provisions. 

This is a reexamination of US Patent 9,373,205. The Ex Parte Reexamination 

Order mailed 8/18/2021 indicated that a substantial new question of patentability 

affecting patented claims 1-24 (all claims) of the patent was raised by the request. 

The claims were amended 12/20/2021. Claims 1-24 are pending. 

Claim Objections 

Claims 5 and 6 are objected to for failing to include the proper formatting 

required by 37 CFR 1.520 which states: 

"( d) Changes shown by markings. Any changes relative to the patent being 
reexamined which are made to the specification, including the claims, must include 
the following markings: 

( 1) The matter to be omitted by the reexamination proceeding must be enclosed in 
brackets; and 

(2) The matter to be added by the reexamination proceeding must be underlined" 

■ Claims 5 and 6 should each underline the parent claim number added to the 

claims. 

Claim Rejections - 35 USC§ 305 
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Claims 13-24 are rejected under 35 U.S.C. 305 as enlarging the scope of the 

claim(s) of the patent being reexamined. In 35 U.S.C. 305, it is stated that "[n ]o 

proposed amended or new claim enlarging the scope of a claim of the patent will be 

permitted in a reexamination proceeding .... " A claim presented in a reexamination 

"enlarges the scope" of the patent claim(s) where the claim is broader than any claim 

of the patent. A claim is broader in scope than the original claims if it contains within 

its scope any conceivable product or process which would not have infringed the 

original patent. A claim is broadened if it is broader in any one respect, even though 

it may be narrower in other respects. 

■ Claim 13 has been amended to recite "determining if the current time is 

within the interval of the reservation". This conditional limitation does not 

require that the current time be within the interval. The conditional nature 

of step b) does not necessarily result in the presented certificate being 

current or determined to be current, and therefore step c) is not necessarily 

performed. That the method no longer necessarily activates the door lock 

demonstrates broadening of patented method claim 13 and its dependent 

claims. 

o Changing the "if' to "that" would remove the conditional nature of 

the claim and would cure the improper broadening. 

o Changing the two occurrences in claim 14 of "if' to "that" would 

likewise remove the conditional nature of the limitations and would 

provide consistency between the claims. 
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Page4 

Claims 1-4 and 7-12 have been determined to be patentable over the prior 

art currently of record in this proceeding. 

The following is an examiner's statement of reasons for patentability and/or 

confirmation of the claims found patentable in this reexamination proceeding. 

Patent Owner has amended independent claim 1 and has provided 

reasoning why the applied items of information are insufficient to arrive at the 

current claim scope. Examiner agrees. 

In particular, claim 1 has been amended to require at least that the processor 

having control of the door lock be configured to: 

■ receive from a requesting portable terminal, a reservation certificate including 

a reservation interval, 

■ compare the received interval to a current time, 

■ determine the current time to be within the interval and 

■ activate the door lock to unlock the lock during the interval for the requesting 

terminal. 

Brondrup teaches a hotel door lock that can be opened via a requesting 

mobile phone when a current reservation is presented to the lock by the phone 

(Brondrup at ABSTRACT, <If 0036, <If 0026, Fig. 6). This is done by transmitting 

the particular token key to the particular door lock in accordance with the 
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reservation for check-in. Upon check-out, the particular door lock is deactivated 

via a key token deactivation message sent to the door lock by the system. This 

results in the door lock possessing an activated key token which represents a 

current reservation. Successfully matching a user-presented key token to a stored, 

active key token represents a determination that the reservation is current, that the 

user has checked-in and authorizes activation of the door lock so that the 

reservation user may unlock the door for entry as needed during the reservation 

interval. 

Brondrup's lock does not 1) receive a reservation interval from the phone 

requesting entry into the room, 2) have access to the current time and 3) compare 

a received interval to the current time. 

WO 2005017840 teaches various locks (on homes, cars) that can be opened 

via a requesting mobile phone A hotel door lock can be opened by a reservation 

holder during their particular reservation interval (WO 2005017840 at p. 31-33, 

36). WO 2005017840 further teaches that an electronic key can be associated 

with a period of validity or expiry date in order to limit access to a particular lock 

during the appropriate interval, whereby the lock itself can determine whether the 

current time is within the interval: 

"(the transferred) key is provided with a validity period or an expiry date. The expiry 
of the period of validity or the reaching of the expiry time is advantageously checked 
by the electronic lock assigned to the transferred key" (WO 2005017840 at p. 31). 
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WO 2005017840 however does not teach that a user requesting entry sends 

anything more to the lock than the key alone. The entry-requesting user in WO 

2005017840 does not send a reservation interval to the lock requested to be 

opened. The only teachings concerning expiry/validity/intervals are in the context 

of a user who is authorized to transfer a copy of a key to a second user. In this 

use case, a validity period (perhaps defined by the authorized first user) is 

"communicated to the lock 20 by the first mobile telephone 10 (reference number 

50)" (WO 2005017840 at p. 36, Fig. 1). The entry-requesting second user 

therefore has no need to transmit a validity period/interval to the lock, given that 

the lock already has the validity period/interval as provided by the first user. The 

entry-requesting second user does not appear to possess the validity 

period/interval such that it can be transmitted to the lock. 

Conclusion 

Patent owner's amendment necessitated the new grounds of rejection presented 

in this Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP § 

706.07(a). 

A shortened statutory period for response to this action is set to expire two 

months from the mailing date of this action. 
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Extensions of time under 37 CFR 1.136(a) do not apply in reexamination 

proceedings. The provisions of 3 7 CFR 1.136 apply only to "an applicant" and not to 

parties in a reexamination proceeding. Further, in 35 U.S.C. 305 and in 37 CFR 

l .550(a), it is required that reexamination proceedings "will be conducted with 

special dispatch within the Office." 

Extensions of time in reexamination proceedings are provided for in 37 

CFR 1.550(c). A request for extension of time must specify the requested period of 

extension and it must be accompanied by the petition fee set forth in 37 CFR 1.17(g). 

Any request for an extension in a third party requested ex parte reexamination must 

be filed on or before the day on which action by the patent owner is due, and the mere 

filing of a request will not effect any extension of time. A request for an extension of 

time in a third party requested ex parte reexamination will be granted only for 

sufficient cause, and for a reasonable time specified. Any request for extension in a 

patent owner requested ex parte reexamination (including reexamination ordered 

under 35 U.S.C. 257) for up to two months from the time period set in the Office 

action must be filed no later than two months from the expiration of the time period 

set in the Office action. A request for an extension in a patent owner requested ex 

parte reexamination for more than two months from the time period set in the Office 

action must be filed on or before the day on which action by the patent owner is due, 

and the mere filing of a request for an extension for more than two months will not 

Page 277 of 310



Application/Control Number: 96/000,367 
Art Unit: 3992 

Page 8 

effect the extension. The time for taking action in a patent owner requested ex parte 

reexamination will not be extended for more than two months from the time period 

set in the Office action in the absence of sufficient cause or for more than a 

reasonable time. 

The filing of a timely first response to this final rejection will be construed as 

including a request to extend the shortened statutory period for an additional two 

months. In no event, however, will the statutory period for response expire later than 

SIX MONTHS from the mailing date of the final action. See MPEP § 2265. 

The patent owner is reminded of the continuing responsibility under 37 CFR 

1.565(a) to apprise the Office of any litigation activity, or other prior or concurrent 

proceeding, involving the Patent throughout the course of this reexamination 

proceeding. The third party requester (if any) is also reminded of the ability to 

similarly apprise the Office of any such activity or proceeding throughout the course 

of this reexamination proceeding. See MPEP §§ 2207, 2282 and 2286. 

All correspondence relating to this ex parte reexamination proceeding should 

be directed: 

By Mail to: Mail Stop Ex Parte Reexam 
Central Reexamination Unit 
Commissioner for Patents 
United States Patent & Trademark Office 
P.O. Box 1450 
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By FAX to: 

By hand: 

Alexandria, VA 22313-1450 

(571) 273-9900 
Central Reexamination Unit 

Customer Service Window 
Randolph Building 
401 Dulany Street 
Alexandria, VA 22314 

Page9 

Registered users of EFS-Web may alternatively submit such correspondence 
via the electronic filing system EFS-Web, at: 

https ://efs. uspto. gov/efile/myportal/ ef s-registered 

EFS-W eb offers the benefit of quick submission to the particular area of the 
Office that needs to act on the correspondence. Also, EFS-W eb submissions are "soft 
scanned" (i.e., electronically uploaded) directly into the official file for the 
reexamination proceeding, which offers parties the opportunity to review the content 
of their submissions after the "soft scanning" process is complete. 

Any inquiry concerning this communication should be directed to the Central 
Reexamination Unit at telephone number 517-272-7705. 

/JEFFREY D CARLSON/ 
Primary Examiner, Art Unit 3992 

Conferees: 

/SAMUEL G RIMELL/ 
Primary Examiner, Art Unit 3992 

/M.F/ 
Supervisory Patent Examiner, Art Unit 3992 
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Office Action in Ex Parle Reexamination 

Control No. 
96/000,367 

Examiner 
JEFFREY D CARLSON 

Patent Under Reexamination 
9373205 

Art Unit 
3992 

AIA (FITF) Status 
No 

-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address -­

a. ~ Responsive to the communication(s) filed on 20 December 2021. 

0 A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on __ . 

b. ~ This action is made FINAL. 

c. 0 A statement under 37 CFR 1.530 has not been received from the patent owner. 

A shortened statutory period for response to this action is set to expire 2 month(s) from the mailing date of this letter. 
Failure to respond within the period for response will result in termination of the proceeding and issuance of an ex parte reexamination 
certificate in accordance with this action. 37 CFR 1.550(d). EXTENSIONS OF TIME ARE GOVERNED BY 37 CFR 1.550(c). 
If the period for response specified above is less than thirty (30) days, a response within the statutory minimum of thirty (30) days 
will be considered timely. 

THE FOLLOWING ATTACHMENT(S) ARE PART OF THIS ACTION: Part I 

1. 0 Notice of References Cited by Examiner, PTO-892. 3. 0 Interview Summary, PTO-474. 

2. 0 Information Disclosure Statement, PTO/SB/08. 4. 0 

Part II SUMMARY OF ACTION 

1 a. ~ Claims 1-24 are subject to reexamination. 

1 b. □ 

2. □ 

3. ~ 

4. ~ 

5. ~ 

6. □ 

Claims __ are not subject to reexamination. 

Claims __ have been canceled in the present reexamination proceeding. 

Claims 1-4 and 7-12 are patentable and/or confirmed. 

Claims 13-24 are rejected. 

Claims 5-6 are objected to. 

The drawings, filed on __ are acceptable. 

7. □ The proposed drawing correction, filed on __ has been (7a) 0 approved (7b) 0 disapproved. 

8. □ Acknowledgment is made of the priority claim under 35 U.S.C. 119(a)-(d) or (f). 

a) 0 All b) 0 Some* c) 0 None of the certified copies have 

1 0 been received. 

2 0 not been received. 

3 0 been filed in Application No. __ 

4 0 been filed in reexamination Control No. --
5 0 been received by the International Bureau in PCT application No. __ 

* See the attached detailed Office action for a list of the certified copies not received. 

9. 0 Since the proceeding appears to be in condition for issuance of an ex parte reexamination certificate except for formal 
matters, prosecution as to the merits is closed in accordance with the practice under ExparteQuayle, 1935 C.D. 
11, 453 O.G. 213. 

10. 0 Other: 

cc: Requester (if third oartv requester) 
U.S. Patent and Trademark Office 

PTOL-466 (Rev. 08-13) Office Action in Ex Parte Reexamination Part of Paper No. 20220112 
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Patent Owner's Amendment 
Reexamination Control No.: 96/000,367 
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In The Claims: 

Please amend the claims as follows: 

1. (amended) An access device for use in an access control system, the access device 

compnsmg: 

a processor (16) having control of a door lock (11 ); and a communication module (17) 

connected to the processor, the processor is configured to[able to] receive a 

reservation certificate (5) presented by a portable terminal ( 4) through the 

communication module; 

wherein, when a current reservation certificate that comprises an interval of a reservation 

is presented by the portable terminal, the processor is configured to compare the 

interval of the reservation of the current reservation certificate to a current time 

accessible to the processor, determine the current time is within the interval of the 

reservation, and activate[s] the door lock to allow the portable terminal to unlock the 

door lock during the interval of the reservation[ when a current reservation certificate 

has been presented]. 

2. (amended) The access device of claim 1 wherein the processor is configured to 

determine the current time is within the interval of the reservation by determining if the 

current time is within a start time of the interval of the reservation of the current 

reservation certificate and a predetermined duration and is configured to activate[s] the 

door lock to allow the portable terminal to unlock the door lock from the start time[for] 

up to the[a] predetermined duration. 

1 
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3. (amended) The access device of claim 2 wherein the processor is configured to 

activate the door lock to allow the portable terminal to unlock the door lock during the 

interval of the reservation from the start time up to the predetermined duration that is all 

day. 

4. (amended) The access device of claim I wherein the interval of the reservation of the 

current reservation certificate comprises a start time and [ comprise data representative of] 

a duration and the processor is configured to activate[s] the door lock to allow the 

portable terminal to unlock the door lock from the start time [for] up to the duration. 

5. (twice amended) The access device of claim§_ [I] wherein the processor is configured 

to activate the door lock to allow the portable terminal to unlock the door lock from the 

start time up to the end time[has access to the current time, the reservation certificate 

comprises data representative of an interval of the reservation, and the processor activates 

the door lock during the interval]. 

6. (twice amended) The access device of claim l [5] wherein the interval of the 

reservation of the current reservation certificate comprises a start time and [is specified 

by a start time and one of] an end time [and a duration]. 

7. (amended) The access device of claim I further comprising: 

2 
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a memory to which the processor has access, the memory is configured to comprise 

[containing] a public key for a server of the access system configured [authorized] to 

issue the current reservation certificate; 

wherein at least a portion of the current reservation certificate is encrypted by the server 

using a private key and the processor is configured to verify [verifies] that the current 

reservation certificate is genuine by decrypting the portion with the public key. 

8. (amended) The access device of claim I further comprising: 

a memory to which the processor has access, the memory is configured to comprise 

[ containing] a symmetric key; 

wherein at least a portion of the current reservation certificate is encrypted by a server of the 

access system configured to use [using] the symmetric key and the processor is 

configured to verify [verifies] that the current reservation certificate is genuine by 

decrypting the portion with the symmetric key. 

9. (amended) The access device of claim I wherein the processor is configured to verify 

[verifies] that the current reservation certificate is genuine. 

10. (amended) The access device of claim I further comprising: 

an identification to which the processor has access, the identification corresponding to one of 

the access device and the door lock, wherein the processor is configured to determine 

[determines] that the current reservation certificate comprises data representative of the 

identification. 

3 
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11. (amended) The access device of claim 1 further comprising: 

a memory to which the processor has access, the memory is configured to comprise 

[ containing] a private key of the access device; 

wherein at least a portion of the current reservation certificate is encrypted by a server of the 

access system configured to use [ using] a corresponding public key for the access device 

and the processor is configured to decrypt [decrypts] the portion with the private key. 

12. (amended) The access device of claim 1 wherein the processor has access to a server 

of the access system through the communication module and the processor is configured 

to report [reports] to the server that the door lock was activated on the basis of the current 

reservation certificate. 

13. (twice amended) A method for use by an access device in an access control system, 

the method comprising: 

a) accepting, by a processor through a communication module, a reservation certificate that 

comprises an interval of a reservation presented with a portable terminal; 

b) determining, by the processor, that the reservation certificate presented by the portable 

terminal is current by comparing the interval of the reservation to a current time 

accessible to the processor and determining that the current time is within the interval of 

the reservation; and 

c) activating, by the processor on the basis of the reservation certificate being current, a door 

lock to allow the portable terminal to unlock the door lock during the interval of the 

4 
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reservation. 

14. (twice amended) The method of claim 13 wherein determining that the current time 

is within the interval of the reservation comprises determining that the current time is 

within a start time of the interval of the reservation and a predetermined duration and 

wherein the certificate is current from the start time [for] up to the [a] predetermined 

duration. 

15. (original) The method of claim 14 wherein the predetermined duration is all day. 

16. (amended) The method of claim 13 wherein the interval of the reservation of the 

reservation certificate further comprises [ data representative of] a start time and a 

duration and the reservation certificate is current from the start time [for] up to the 

duration. 

17. (amended) The method of claim~ [13] wherein the reservation certificate is current 

from the start time up to the end time [the processor has access to the current time and the 

reservation certificate comprises data representative of an interval of the reservation, and 

the certificate is current for up to the interval]. 

18. (amended) The method of claim .Ll. [17] wherein the interval of the reservation 

comprises a start time and [is specified by a start time and one of] an end time [and a 

duration]. 

5 
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19. (original) The method of claim 13 wherein at least a portion of the reservation 

certificate is encrypted by a server using a private key for which the corresponding public 

key is stored in a memory accessible to the processor, wherein the b) determining by the 

processor is further that the reservation certificate is genuine on the basis of decrypting 

the portion with the public key, and the c) activating is on the further basis of the 

reservation certificate being genuine. 

20. ( original) The method of claim 13 wherein at least a portion of the reservation 

certificate is encrypted by a server using a symmetric key stored in a memory accessible 

to the processor, wherein the b) determining by the processor is further that the 

reservation certificate is genuine on the basis of decrypting the portion with the 

symmetric key, and the c) activating is on the further basis of the reservation certificate 

being genuine. 

21. ( original) The method of claim 13 wherein the b) determining by the processor is 

further that the reservation certificate is genuine, and the c) activating is on the further 

basis of the reservation certificate being genuine. 

22. (original) The method of claim 13 wherein the processor has access to an 

identification, the identification corresponding to one of the access device and the door 

lock, wherein the b) determining by the processor is further that the reservation certificate 

comprises data representative of the identification, and the c) activating is on the further 

6 
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basis of the reservation certificate comprising data representative of the identification. 

23. ( original) The method of claim 13 wherein at least a portion of the reservation 

certificate is encrypted by a server using a public key for which the corresponding private 

key is stored in a memory accessible to the processor, the method further comprising the 

step of: d) decrypting the portion, by the processor, with the private key. 

24. (original) The method of claim 13 wherein the processor has access to a server 

through the communication module, the method further comprising the step of: d) 

reporting to the server that the door lock was activated on the basis of the reservation 

certificate. 

7 
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REMARKS 

Claims 1-24 of Patent No. 9,373,205 (hereinafter the "'205 Patent") are subject to 

reexamination. Claims 1-4 and 7-12 have been determined to be patentable over the prior art of 

record in this proceeding. By this amendment, claims 5-6 and 13-14 have been amended per the 

Examiner's suggestions. No new matter has been added, and the scope of the claims has not 

been enlarged. 

In light of the Patent Owner's amendments provided below, the Patent Owner 

respectfully requests that a certificate of reexamination be issued confirming the patentability of 

claims 1-24 of the '205 Patent. 

Claim Obiections 

On page 2, claims 5 and 6 are objected to. Specifically, the FOA states that claims 5 and 

6 should each underline the parent claim number added to the claims. The Patent Owner has 

amended claims 5 and 6 accordingly. 

Claim Reiections under 35 U.S.C. § 305 

On page 3, claims 13-24 are rejected as enlarging the scope of the claims of the patent 

being reexamined. The Patent Owner thanks the Examiner for indicating that changing the word 

"if' to "that" in claims 13 and 14 would remove the conditional nature of these claims and would 

cure the improper broadening. These claims have been amended accordingly. 

8 

Page 290 of 310



Patent Owner's Amendment 
Reexamination Control No.: 96/000,367 
U.S. Patent No. 9,373,205 

CONCLUSION 

The present amendment and response is believed to be a complete response to the issues 

raised in the FOA mailed on January 18, 2022. In light of the remarks herein, the Patent Owner 

asserts that claims 1-24 must be allowed and confirmed. If the Examiner has any questions, 

comments, or suggestions, the undersigned attorney earnestly requests a telephone conference. 

No fees are required for filing this amendment; however, the Commissioner is authorized 

to charge any additional fees which may be required, or credit any overpayment, to Kasha Law 

LLC, Deposit Account No. 50-4075. 

Customer No. 67050 
Date: January 31, 2022 

9 

Respectfully submitted, 

/John R. Kasha/ 
John R. Kasha 
Reg. No. 53,100 
Attorney for the Patent Owner 
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PTO/SB/06 (09-11) 
Approved for use through 1/31/2014. 0MB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995. no persons are required to respond to a collection of information unless it displays a valid 0MB control number. 

PATENT APPLICATION FEE DETERMINATION RECORD Application or Docket Number I Filing Date I Substitute for Form PTO-875 
96/000,367 08/04/2021 □To be Mailed 

ENTITY: 0 LARGE D SMALL D MICRO 

APPLICATION AS FILED - PART I 
Column 1) (Column 2) 

FOR NUMBER FILED NUMBER EXTRA RATE($) FEE($) 

LJ BASIC FEE N/A N/A N/A 
(37 CFR 1.16(a), (b), or (c)) 

LJ SEARCH FEE N/A N/A N/A 
(37 CFR 1.16(k), (ii, or (ml) 

LJ EXAMINATION FEE N/A N/A N/A 
(37 CFR 1.16(0), (p), or !n)) 

TOTAL CLAIMS 
minus 20 = * X $100 = 

(37 CFR 1.16(i)) 

INDEPENDENT CLAIMS 
minus 3 = * X $480 = 

(37 CFR 1.16(h)) 

If the specification and drawings exceed 100 sheets 

□APPLICATION SIZE FEE (37 
of paper, the application size fee due is $310 ($155 
for small entity) for each additional 50 sheets or 

CFR 1.16(s)) fraction thereof. See 35 U.S.C. 41 (a)(1 )(G) and 37 
CFR 1.16(s). 

0 MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j)) 

* If the difference in column 1 is less than zero, enter "O" in column 2. TOTAL 

APPLICATION AS AMENDED - PART II 

(Column 1) (Column 2) (Column 3 
CLAIMS HIGHEST 

01/31/2022 
REMAINING NUMBER 

PRESENT EXTRA RATE($) ADDITIONAL FEE($) 
I- AFTER PREVIOUSLY 
z AMENDMENT PAID FOR w 
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Ex Parle Reexamination Certificate Examiner 
JEFFREY D CARLSON 

Art Unit 
3992 

AIA Status 
No 

-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address --

1. 0 Prosecution on the merits is (or remains) closed in this ex parte reexamination proceeding. This proceeding is 
subject to reopening at the initiative of the Office or upon petition. Cf. 37 CFR 1.313(a). A Certificate will be 
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(a) 0 Patent owner's communication(s) filed: 31 January 2022. 
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(c) □ Patent owner's failure to timely file an Appeal Brief (37 CFR 41.31 ). 
(d) D The decision on appeal by the D Board of Patent Appeals and Interferences D Court dated __ 

(e) D Other: __ . 

2. The Reexamination Certificate will indicate the following: 
(a) Change in the Specification: □ Yes 0 No 
(b) Change in the Drawing(s): □ Yes 0 No 
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(2) Patent claim(s) amended (including dependent on amended claim(s)): 1-24 
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(4) Newly presented claim(s) patentable: __ . 
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(7) Patent claim(s) not subject to reexamination: __ . 

3. DA declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on __ . 

4. 0 Note the attached statement of reasons for patentability and/or confirmation. Any comments considered 
necessary by patent owner regarding reasons for patentability and/or confirmation must be submitted promptly 
to avoid processing delays. Such submission(s) should be labeled: "Comments On Statement of Reasons for 
Patentability and/or Confirmation." 

5. □ Note attached NOTICE OF REFERENCES CITED (PTO-892). 

6. □ Note attached LIST OF REFERENCES CITED (PTO/SB/08 or PTO/SB/08 substitute). 

7. □ The drawing correction request filed on __ is: □approved □disapproved. 

8. □ Acknowledgment is made of the priority claim under 35 U.S.C. § 119(a)-(d) or (f). 
a) □ All b) □ Some* c) □None of the certified copies have 

□been received. 
□not been received. 
□been filed in Application No. __ . 
□been filed in reexamination Control No. __ 
□been received by the International Bureau in PCT Application No. __ . 

* Certified copies not received: __ . 

9. □ Note attached Examiner's Amendment. 

10.0 Note attached Interview Summary (PTO-474). 

11. □ Other: __ 

All correspondence relating to this reexamination proceeding should be directed to the Central Reexamination 
Unit at the mail, FAX, or hand-carry addresses 1iven at the end of this Office action. 
/JEFFREY D CARLSON/ /SAMUEL G RIMELL/ 
Primary Examiner, Art Unit 3992 Primary Examiner, Art Unit 3992 

cc: Requester (if third party requester) 
U.S. Patent and Trademark Office 
PTOL-469 (Rev. 08-13) Notice of Intent to Issue Ex Parte Reexamination Certificate Part of Paper No. 20220106 
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Application/Control Number: 96/000,367 
Art Unit: 3992 

STATEMENT OF REASONS FOR PATENTABILITY AND/OR 

CONFIRMATION 

Claims 1-24 have been determined to be patentable over the prior art 

currently of record in this proceeding. 

The following is an examiner's statement of reasons for patentability 

and/or confirmation of the claims found patentable in this reexamination 

proceeding. 

Page2 

Patent Owner has amended each independent claim and has provided 

reasoning (see 12/20/2021 remarks) why the applied items of information are 

insufficient to arrive at the current claim scope. Examiner agrees. 

In particular, claim 1 has been amended to require at least that the 

processor having control of the door lock be configured to: 

■ receive from a requesting portable terminal, a reservation certificate 

including a reservation interval, 

■ compare the received interval to a current time, 

■ determine the current time to be within the interval and 

■ activate the door lock to unlock the lock during the interval for the 

requesting terminal. 

Brondrup teaches a hotel door lock that can be opened via a requesting 

mobile phone when a current reservation is presented to the lock by the phone 

(Brondrup at ABSTRACT, <I{ 0036, <I{ 0026, Fig. 6). This is done by 
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transmitting the particular token key to the particular door lock in accordance 

with the reservation for check-in. Upon check-out, the particular door lock is 

deactivated via a key token deactivation message sent to the door lock by the 

system. This results in the door lock possessing an activated key token which 

represents a current reservation. Successfully matching a user-presented key 

token to a stored, active key token represents a determination that the 

reservation is current, that the user has checked-in and authorizes activation of 

the door lock so that the reservation user may unlock the door for entry as 

needed during the reservation interval. 

Brondrup' s lock does not 1) receive a reservation interval from the phone 

requesting entry into the room, 2) have access to the current time and 3) 

compare a received interval to the current time. 

WO 2005017840 teaches various locks (on homes, cars) that can be 

opened via a requesting mobile phone A hotel door lock can be opened by a 

reservation holder during their particular reservation interval (WO 2005017840 

at p. 31-33, 36). WO 2005017840 further teaches that an electronic key can be 

associated with a period of validity or expiry date in order to limit access to a 

particular lock during the appropriate interval, whereby the lock itself can 

determine whether the current time is within the interval: 
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"(the transferred) key is provided with a validity period or an expiry date. The 
expiry of the period of validity or the reaching of the expiry time is advantageously 
checked by the electronic lock assigned to the transferred key" (WO 2005017840 
atp.31). 

WO 2005017840 however does not teach that a user requesting entry 

sends anything more to the lock than the key alone. The entry-requesting user 

in WO 2005017840 does not send a reservation interval to the lock requested to 

be opened. The only teachings concerning expiry/validity/intervals are in the 

context of a user who is authorized to transfer a copy of a key to a second user. 

In this use case, a validity period (perhaps defined by the authorized first user) 

is "communicated to the lock 20 by the first mobile telephone 10 (reference 

number 50)" (WO 2005017840 at p. 36, Fig. 1). The entry-requesting second 

user therefore has no need to transmit a validity period/interval to the lock, 

given that the lock already has the validity period/interval as provided by the 

first user. The entry-requesting second user does not appear to possess the 

validity period/interval such that it can be transmitted to the lock. 

Independent claim 13 has similar requirements to claim 1 in method 

form. As such, claim 13 is also patentable for the same reasons as claim 1. 

Any comments considered necessary by PA TENT OWNER regarding 

the above statement must be submitted promptly to avoid processing delays. 
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Such submission by the patent owner should be labeled: "Comments on 

Statement of Reasons for Patentability and/or Confirmation" and will be placed 

in the reexamination file. 

Conclusion 

All correspondence relating to this ex parte reexamination proceeding 

should be directed: 

By Mail to: 

By FAX to: 

By hand: 

Mail Stop Ex Parte Reexam 
Central Reexamination Unit 
Commissioner for Patents 
United States Patent & Trademark Office 
P.O. Box 1450 
Alexandria, VA 22313-1450 

(571) 273-9900 
Central Reexamination Unit 

Customer Service Window 
Randolph Building 
401 Dulany Street 
Alexandria, VA 22314 

Registered users of EFS-Web may alternatively submit such 
correspondence via the electronic filing system EFS-Web, at: 

https ://efs. uspto.qov /efile/myportal/efs-registered 

EFS-Web offers the benefit of quick submission to the particular area of 
the Office that needs to act on the correspondence. Also, EFS-Web submissions 
are "soft scanned" (i.e., electronically uploaded) directly into the official file for 
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the reexamination proceeding, which offers parties the opportunity to review 
the content of their submissions after the "soft scanning" process is complete. 

Any inquiry concerning this communication should be directed to the 

Central Reexamination Unit at telephone number 517-272-7705. 

/JEFFREY D CARLSON/ 
Primary Examiner, Art Unit 3992 

Conferees: 

/SAMUEL G RIMELL/ 
Primary Examiner, Art Unit 3992 

/M.F/ 
Supervisory Patent Examiner, Art Unit 3992 
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EXPARTE 
REEXAMINATION CERTIFICATE 

THE PATENT IS HEREBY AMENDED AS 
INDICATED BELOW. 

Matter enclosed in heavy brackets [ ] appeared in the 
patent, but has been deleted and is no longer a part of the 
patent; matter printed in italics indicates additions made 

10 
to the patent. 

AS A RESULT OF REEXAMINATION, IT HAS BEEN 
DETERMINED THAT: 

Claims 1-14 and 16-18 are determined to be patentable as 15 

amended. 

Claims 15 and 19-24, dependent on an amended claim, 
are determined to be patentable. 

1. An access device for use in an access control system, 20 

the access device comprising: 
a processor (16) having control of a door lock (11); and a 

communication module (17) connected to the proces-
sor, the processor [able to] is configured to receive a 
reservation certificate (5) presented by a portable ter- 25 

minal (4) through the communication module; 
wherein, when a current reservation certificate that com­

prises an interval of a reservation is presented by the 
portable terminal, the processor [activates] is config­
ured to compare the interval of the reservation of the 30 

current reservation certificate to a current time acces­
sible to the processor, determine the current time is 
within the interval of the reservation, and activate the 
door lock [when a current reservation certificate has 
been presented] to allow the portable terminal to 35 

unlock the door lock during the interval of the reser-
vation. 

2 
7. The access device of claim 1 further comprising: 
a memory to which the processor has access, the memory 

[containing] is configured to comprise a public key for 
a server [authorized] of the access system configured to 
issue the current reservation certificate; 

wherein at least a portion of the current reservation 
certificate is encrypted by the server using a private key 
and the processor [verifies] is configured to verify that 
the current reservation certificate is genuine by 
decrypting the portion with the public key. 

8. The access device of claim 1 further comprising: 
a memory to which the processor has access, the memory 

[containing] is configured to comprise a symmetric 
key; 

wherein at least a portion of the current reservation 
certificate is encrypted by a server [using] of the access 
system configured to use the symmetric key and the 
processor [verifies] is configured to verify that the 
current reservation certificate is genuine by decrypting 
the portion with the symmetric key. 

9. The access device of claim 1 wherein the processor 
[verifies] is configured to verify that the current reservation 
certificate is genuine. 

10. The access device of claim 1 further comprising: 
an identification to which the processor has access, the 

identification corresponding to one of the access device 
and the door lock, wherein the processor [determines] 
is configured to determine that the current reservation 
certificate comprises data representative of the identi­
fication. 

11. The access device of claim 1 further comprising: 
a memory to which the processor has access, the memory 

[containing] is configured to comprise a private key of 
the access device; 

wherein at least a portion of the current reservation 
certificate is encrypted by a server [using] of the access 
system configured to use a corresponding public key for 
the access device and the processor [decrypts] is con­
figured to decrypt the portion with the private key. 

12. The access device of claim 1 wherein the processor 
has access to a server of the access system through the 
communication module and the processor [reports] is con­
figured to report to the server that the door lock was 

2. The access device of claim 1 wherein the processor 
[activates] is configured to determine the current time is 
within the interval of the reservation by determining if the 40 

current time is within a start time of the interval of the 
reservation of the current reservation certificate and a 
predetermined duration and is configured to activate door 
lock [for] to allow the portable terminal to unlock the door 
lock from the start time up to [a] the predetermined duration. 45 activated on the basis of the current reservation certificate. 

13. A method for use by an access device in an access 
control system, the method comprising: 

3. The access device of claim 2 wherein the processor is 
configured to activate the door lock to allow the portable 
terminal to unlock the door lock during the interval of the 
reservation from the start time up to the predetermined 
duration that is all day. 50 

4. The access device of claim 1 wherein the interval of the 
reservation of the current reservation certificate [comprise 
data representative of] comprises a start time and a duration 
and the processor [activates] is configured to activate the 
door lock [for] to allow the portable terminal to unlock the 55 

door lock from the start time up to the duration. 

a) accepting, by a processor through a communication 
module, a reservation certificate that comprises an 
interval of a reservation presented with a portable 
terminal; 

b) determining, by the processor, that the reservation 
certificate presented by the portable terminal is current 
by comparing the interval of the reservation to a 
current time accessible to the processor and determin­
ing that the current time is within the interval of the 
reservation; and 

c) activating, by the processor on the basis of the reser­
vation certificate being current, a door lock to allow the 
portable terminal to unlock the door lock during the 
interval of the reservation. 

5. The access device of claim [1] 6 wherein the processor 
[has access to the current time, the reservation certificate 
comprises data representative of an interval of the reserva­
tion, and the processor activates the door lock during the 60 

interval] is configured to activate the door lock to allow the 
portable terminal to unlock the door lock from the start time 14. The method of claim 13 wherein determining that the 

current time is within the interval of the reservation com­
prises determining that the current time is within a start time 

65 of the interval of the reservation and a predetermined 
duration and wherein the certificate is current [for]from the 
start time up to [a] the predetermined duration. 

up to the end time. 
6. The access device of claim [5] J wherein the interval [is 

specified by a start time and one of] of the reservation of the 
current reservation certificate comprises a start time and an 
end time [and a duration]. 
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16. The method of claim 13 wherein the interval of the 
reservation of the reservation certificate further comprises 
[data representative of] a start time and a duration and the 
reservation certificate is current [for]/rom the start time up 
to the duration. 

17. The method of claim [13] 18 wherein [the processor 
has access to the current time and the reservation certificate 
comprises data representative of an interval of the reserva­
tion, and the certificate is current for up to the interval] the 
reservation certificate is current from the start time up to the 10 

end time. 
18. The method of claim [17] 13 wherein the interval [is 

specified by a start time and one of] of the reservation 
comprises a start time and an end time [and a duration]. 

* * * * * 
15 

4 
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