Doc Code: PA..
PTO/AIA/82A (07-13)

Document Description: Power of Attorney Approved for use through 03/31/2021. OMB 0651-0035
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

TRANSMITTAL FOR POWER OF ATTORNEY TO ONE OR MORE
REGISTERED PRACTITIONERS

NOTE: This form is to be submitted with the Power of Attorney by Applicant form (PTO/AIA/82B) to identify the application to which the
Power of Attorney is directed, in accordance with 37 CFR 1.5, unless the application number and filing date are identified in the Power of
Attorney by Applicant form. If neither form PTO/AIA/82A nor form PTO/AIA82B identifies the application to which the Power of Attorney is
directed, the Power of Attorney will not be recognized in the application.

Application Number

Filing Date

First Named Inventor Chris Outwater

Title An Access Control System and Method for Use by an Access Device

Art Unit

Examiner Name

Attorney Docket Number [LBT0010-CON5

SIGNATURE of Applicant or Patent Practitioner

Signature /J O h N R ] KaSh a/ Date (Optional)

Name John R. Kasha Eﬁﬂi‘éi‘“o“ 53,100

Title (if Applicant is a
juristic entity)

Applicant Name (if Applicant is a juristic entity)

NOTE: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4(d) for signature requirements and certifications. If
more than one applicant, use multiple forms.

*Total of ] forms are submitted.

This collection of information is required by 37 CFR 1.131, 1.32, and 1.33. The information is required to obtain or retain a benefit by
the public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.11 and 1.14. This collection is estimated to take 3 minutes to complete, including gathering, preparing, and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require
to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
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Doc Code: PA..

N PTO/AIA/82B (07-13)
Document Description: Power of Attorney Approved for use through 03/31/2021. OMB 0651-0035

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number

POWER OF ATTORNEY BY APPLICANT

| hereby revoke all previous powers of attorney given in the application identified in either the attached transmittal letter or
the boxes below.

Application Number Filing Date

(Note: The boxes above may be left blank if information is provided on form PTO/AIA/82A.)

| hereby appoint the Patent Practitioner(s) associated with the following Customer Number as my/our attorney(s) or agent(s), and
to transact all business in the United States Patent and Trademark Office connected therewith for the application referenced in
the attached transmittal letter (form PTO/AIA/82A) or identified above:

OR 67050

|:| | hereby appoint Practitioner(s) named in the attached list (form PTO/AIA/82C) as my/our attorney(s) or agent(s), and to transact
all business in the United States Patent and Trademark Office connected therewith for the patent application referenced in the
attached transmittal letter (form PTO/AIA/82A) or identified above. (Note: Complete form PTO/AIA/82C.)

Please recognize or change the correspondence address for the application identified in the attached transmittal
letter or the boxes above to:

The address associated with the above-mentioned Customer Number
OR

|:| The address associated with Customer Number:
OR

D Firm or
Individual Name

Address

City | state | Zip
Country

Telephone I Email |

| am the Applicant (if the Applicant is a juristic entity, list the Applicant name in the box):

Urban Intel, Inc.

[ ] inventor or Joint Inventor title not required below)

|:| Legal Representative of a Deceased or Legally Incapacitated Inventor (title not required below)

Assignee or Person to Whom the Inventor is Under an Obligation to Assign (provide signer’s title if applicant is a juristic entity)

|:| Person Who Otherwise Shows Sufficient Proprietary Interest (e.g., a petition under 37 CFR 1.46(b)(2) was granted in the
application or is concurrently being filed with this document) (provide signer’s title if applicant is a juristic entity)
SIGNATURE of Applicant for Patent

The undersigned (whose title is supplied below) is authorized to act on behalf of the applicant (e.g., where the applicant is a juristic entity).

Signature ( fnea Oidzvatlen | Date (Optional) |
Name Chris Qutwater
Title Director, Urban Intel, Inc.

NOTE: Signature - This form must be signed by the applicant in accordance with 37 CFR 1.33. See 37 CFR 1.4 for signature requirements
and certifications. If more than one applicant, use multiple forms.

Total of 1 forms are submitted.

This collection of information is required by 37 CFR 1.131, 1.32, and 1.33. The information is required to obtain or retain a benefit by the public which is to file (and by the
USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 3 minutes to complete,
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount
of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner
for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0O-9199 and select option 2.
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PTO/AIA/82C (07-13)
Approved for use through 03/31/2021. OMB 0651-0035

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number

POWER OF ATTORNEY BY APPLICANT

No more than ten (10) patent practitioners total may be appointed as set forth below by name and registration number.

This page need not be submitted if appointing the Patent Practitioner(s) associated with a Customer Number (see form
PTO/AIA/82B):

Registration
Name Number

Page 3 of 172




Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in
connection with your submission of the attached form related to a patent application or patent.
Accordingly, pursuant to the requirements of the Act, please be advised that: (1) the general
authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the
information solicited is voluntary; and (3) the principal purpose for which the information is used
by the U.S. Patent and Trademark Office is to process and/or examine your submission related
to a patent application or patent. If you do not furnish the requested information, the U.S. Patent
and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the
patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the
Freedom of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records
from this system of records may be disclosed to the Department of Justice to determine
whether the Freedom of Information Act requires disclosure of these records.

2. A record from this system of records may be disclosed, as a routine use, in the course of
presenting evidence to a court, magistrate, or administrative tribunal, including
disclosures to opposing counsel in the course of settlement negotiations.

3. Arecord in this system of records may be disclosed, as a routine use, to a Member of
Congress submitting a request involving an individual, to whom the record pertains,
when the individual has requested assistance from the Member with respect to the
subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of
the Agency having need for the information in order to perform a contract. Recipients of
information shall be required to comply with the requirements of the Privacy Act of 1974,
as amended, pursuant to 5 U.S.C. 552a(m).

5. Arecord related to an International Application filed under the Patent Cooperation Treaty
in this system of records may be disclosed, as a routine use, to the International Bureau
of the World Intellectual Property Organization, pursuant to the Patent Cooperation
Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal
agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant
to the Atomic Energy Act (42 U.S.C. 218(c)).

7. Arecord from this system of records may be disclosed, as a routine use, to the
Administrator, General Services, or his/her designee, during an inspection of records
conducted by GSA as part of that agency's responsibility to recommend improvements in
records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing
inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce)
directive. Such disclosure shall not be used to make determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public
after either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a
patent pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the
limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in an
application which became abandoned or in which the proceedings were terminated and
which application is referenced by either a published application, an application open to
public inspections or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal,
State, or local law enforcement agency, if the USPTO becomes aware of a violation or
potential violation of law or regulation.
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PTO/AIA/14 (02-18)
Approved for use through 11/30/2020. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

) N Attorney Docket Number | LBT0010-CONS5
Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | Access Control System and Method for Use by an Access Device

The application data sheet is part of the provisional or nonprovisional application for which it is being submitted. The following form contains the
bibliographic data arranged in a format specified by the United States Patent and Trademark Office as outlined in 37 CFR 1.76.

This document may be completed electronically and submitted to the Office in electronic format using the Electronic Filing System (EFS) or the
document may be printed and included in a paper filed application.

Secrecy Order 37 CFR 5.2:

[ Portions or all of the application associated with this Application Data Sheet may fall under a Secrecy Order pursuant to
37 CFR 5.2 (Paper filers only. Applications that fall under Secrecy Order may not be filed electronically.}

Inventor Information:

Remove
Inventor |1

Legal Name

Prefix| Given Name Middle Name Family Name Suffix
‘ El IShris ‘ Putwater ‘ El
Residence Information (Select One) e US Residency Non US Residency Active US Military Service

City | Carpinteria State/Province | [CA Country of Residencd S

Mailing Address of Inventor:

Address 1 3340 Foothill Rd.

Address 2

City | t:arpinteria I State/Province | |CA

Postal Code | jo3013 | Countryi | lus

Inventor 2

Legal Name

Prefix| Given Name Middle Name Family Name Suffix
‘ El lNiIIiam bibbens Redmann ‘ El
Residence Information (Select One) (@ US Residency Non US Residency Active US Military Service

City | Clendale State/Province | [CA Country of Residencd | US

Mailing Address of Inventor:

Address 1 202 Princeton Dr.

Address 2

City | |3Iendale | State/Province | |CA

Postal Code | jp1205 | Countryi | ‘US

All Inventors Must Be Listed - Additional Inventor Information blocks may be

generated within this form by selecting the Add button.

Correspondence Information:

Enter either Customer Number or complete the Correspondence Information section below.
For further information see 37 CFR 1.33(a).

EFS Web 2213
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PTO/AIA/14 (02-18)
Approved for use through 11/30/2020. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Application Data Sheet 37 CFR 1.76

Attorney Docket Number | LBT0010-CON5

Application Number

Title of Invention | Access Control System and Method for Use by an Access Device

[ ] An Address is being provided for the correspondence Information of this application.

Customer Number 67050

Email Address ohn kasha@kashalaw.com

| | AddEmail |  [Remove Email

Application Information:

Title of the Invention Access Control System and Method for Use by an Access Device

Attorney Docket Number| | BT0010-CONS Small Entity Status Claimed [ ]

Application Type Nonprovisional -
Subject Matter  tility -

Total Number of Drawing Sheets (if any) 7

Suggested Figure for Publication (if any) | ¢

Filing By Reference:

Only complete this section when filing an application by reference under 35 US.C. 111(c) and 37 CFR 1.57(a). Do not complete this section if
application papers including a specification and any drawings are being filed. Any domestic benefit or foreign priority information must be
provided in the appropriate section(s) below (i.e., "Domestic Benefit/National Stage Information” and “Foreign Priority Information”).

For the purposes of a filing date under 37 CFR 1.53(b), the description and any drawings of the present application are replaced by this
reference to the previously filed application, subject to conditions and requirements of 37 CFR 1.57(a).

Application number of the previously
filed application

Filing date {YYYY-MM-DD)

Intellectual Property Authority or Country N

Publication Information:

[] Request Early Publication (Fee required at time of Request 37 CFR 1.219)

Request Not to Publish. | hereby request that the attached application not be published under

35 U.8.C. 122(b) and certify that the invention disclosed in the attached application has not and will not be the
subject of an application filed in another country, or under a multilateral international agreement, that requires
publication at eighteen months after filing.

Representative Information:

Representative information should be provided for all practitioners having a power of attorney in the application. Providing
this information in the Application Data Sheet does not constitute a power of attorney in the application (see 37 CFR 1.32).

Either enter Customer Number or complete the Representative Name section below. If both sections are completed the customer
Number will be used for the Representative Information during processing.

Please Select One: e Customer Number

US Patent Practitioner ‘ (O Limited Recognition (37 CFR 11.9)

Customer Number E7050

EFS Web 2.2.13
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PTO/AIA/4 (02-18)

Approved for use through 11/30/2020. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Application Data Sheet 37 CFR 1.76

Attorney Docket Number

LBT0O010-CONS

Application Number

Title of Invention

Access Control System and Method for Use by an Access Device

Domestic Benefit/National Stage Information:

This section allows for the applicant to either claim benefit under 35 U.S.C. 119(e), 120, 121, 365(c), or 386(c) or indicate
National Stage entry from a PCT application. Providing benefit claim information in the Application Data Sheet constitutes
the specific reference required by 35 U.S.C. 119(e) or 120, and 37 CFR 1.78.
When referring to the current application, please leave the “Application Number” field blank.
Prior Application Status | Pending v Remove
Filing or 371(c) Date
Application Number Continuity Type Prior Application Number (YYYY-MM-DD)
[Continuation of -] 16847719 2020-04-14
Prior Application Status | Patented - Remove
Application o Prior Application Filing Date Issue Date
Number Continuity Type Number (YYYY-MM-DD) Patent Number (YYYY-MM-DD)
‘1 6847719 |Continuation of <] heo34278 |2018—07—12 ‘10657747 p020-05-1 9
Prior Application Status | Patented - Remove
Application . Prior Application Filing Date Issue Date
Number Continuity Type Number (YYYY-MM-DD) Patent Number (YYYY-MM-DD)
‘1 6034278 |Continuation of <] 5609055 |2017-05-31 ‘10049514 P018-08-1 4
Prior Application Status | Patented - Remove
Application . Prior Application Filing Date Issue Date
Number Continuity Type Number (YYYY-MM-DD) Patent Number | (vyyy.MM-DD)
‘1 5600055 |Continuation of <] h5178849 |2016—06—10 pm 1258 PO18-03-06
Prior Application Status | Patented - Remove
Application L Prior Application Filing Date Issue Date
Number Continuity Type Number (YYYY-MM-DD) Patent Number (YYYY-MM-DD)
‘15178849 |Continuation of ] has03434 |2015-01-23 P3732°5 P016-06-21
Prior Application Status | Patented - Remove
Application . Prior Application Filing Date Issue Date
Number Continuity Type Number (YYYY-MM-DD) Patent Number (YYYY-MM-DD)
‘1 4603434 |Continuation of +| h3s82467 |2012-09-04 )8996879 P015-03-31
Prior Application Status | [Expired - Remove
Filing or 371(c) Date
Application Number Continuity Type Prior Application Number (YYYY-MM-DD)
13582467 B 371 of international ~| PCT/US11/26781 2011-03-02
Prior Application Status | [Expired -
Filing or 371(c) Date
Application Number Continuity Type Prior Application Number (YYYY-MM-DD)
PCT/US11/26781 [Claims benefit of provisional -~ 61309813 2010-03-02
Additional Domestic Benefit/National Stage Data may be generated within this form
by selecting the Add button.

EFS Web 2.2.13
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PTO/AIA/14 (02-18)

Approved for use through 11/30/2020. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

L Attorney Docket Number | LBT0010-CON5
Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | Access Control System and Method for Use by an Access Device

Foreign Priority Information:

This section allows for the applicant to claim pricrity to a foreign application. Providing this information in the application data sheet
constitutes the claim for priority as required by 35 U.S.C. 119(b) and 37 CFR 1.55. When priority is claimed to a foreign application
that is eligible for retrieval under the priority document exchange program (PDX)I the information will be used by the Office to
automatically attempt retrieval pursuant to 37 CFR 1.55(i)(1) and (2). Under the PDX program, applicant bears the ultimate
responsibility for ensuring that a copy of the foreign application is received by the Office from the participating foreign intellectual
property office, or a certified copy of the foreign priority application is filed, within the time period specified in 37 CFR 1.55(g)1).

Remove

Application Number Countryi Filing Date (YYYY-MM-DD) Access Codei (if applicable)

Additional Foreign Priority Data may be generated within this form by selecting the
Add button. Add

Statement under 37 CFR 1.55 or 1.78 for AlA (First Inventor to File) Transition
Applications

This application (1) claims priority to or the benefit of an application filed before March 16, 2013 and (2) also

contains, or contained at any time, a claim to a claimed invention that has an effective filing date on or after March
[] 16, 2013.

NOTE: By providing this statement under 37 CFR 1.55 or 1.78, this application, with a filing date on or after March

16, 2013, will be examined under the first inventor to file provisions of the AlA.

EFS Web 2.2.13
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PTO/AIA/14 (02-18)

Approved for use through 11/30/2020. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | LBT0010-CON5

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | Access Control System and Method for Use by an Access Device

Authorization or Opt-Out of Authorization to Permit Access:

When this Application Data Sheet is properly sighed and filed with the application, applicant has provided written
authority to permit a participating foreign intellectual property (IP) office access to the instant application-as-filed (see
paragraph A in subsection 1 below) and the European Patent Office (EPQO) access to any search results from the instant
application (see paragraph B in subsection 1 below).

Should applicant choose not to provide an authorization identified in subsection 1 helow, applicant must opt-out of the
authorization by checking the corresponding box A or B or both in subsection 2 below.

NOTE: This section of the Application Data Sheet is ONLY reviewed and processed with the INITIAL filing of an
application. After the initial filing of an application, an Application Data Sheet cannot be used to provide or rescind
authorization for access by a foreign IP office(s). Instead, Form PTO/SB/39 or PTO/SB/69 must be used as appropriate.

1. Authoerization to Permit Access by a Foreign Intellectual Property Office(s)

A. Priority Document Exchange (PDX) - Unless box A in subsection 2 (opt-out of authorization) is checked, the
undersigned hereby grants the USPTO authority to provide the European Patent Office (EPQO), the Japan Patent Office
(JPO), the Korean Intellectual Property Office (KIPO), the State Intellectual Property Office of the People’s Republic of
China (SIP0O), the World Intellectual Property Organization (WIPO), and any other foreign intellectual property office
participating with the USPTO in a bilateral or multilateral priority document exchange agreement in which a foreign
application claiming priority to the instant patent application is filed, access to: (1) the instant patent application-as-filed
and its related bibliographic data, (2) any foreign or domestic application to which priority or benefit is claimed by the
instant application and its related biblicgraphic data, and (3) the date of filing of this Authorization. See 37 CFR 1.14(h)

().

B. Search Results from U.S. Application to EPO - Unless box B in subsection 2 (opt-out of authorization) is checked,
the undersigned hereby grants the USPTO authority to provide the EPO access to the bibliographic data and search
results from the instant patent application when a European patent application claiming priority to the instant patent
application is filed. See 37 CFR 1.14(h)(2).

The applicant is reminded that the EPO’s Rule 141(1) EPC (European Patent Convention) requires applicants to submit a
copy of search results from the instant application without delay in a European patent application that claims priority to
the instant application.

2_ Opt-Out of Authorizations to Permit Access by a Foreign Intellectual Property Office(s}

A. Applicant DOES NOT authorize the USPTO to permit a participating foreign IP office access to the instant
[] application-as-filed. If this box is checked, the USPTO will not be providing a participating foreign IP office with
any documents and information identified in subsection 1A above.

B. Applicant DOES NOT authocrize the USPTO to transmit to the EPO any search results from the instant patent
[] application. If this box is checked, the USPTO will not be providing the EPO with search results from the instant
application.
NOTE: Once the application has published or is otherwise publicly available, the USPTO may provide access to the
application in accordance with 37 CFR 1.14.

EFS Web 2.2.13
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PTO/AIA/14 (02-18)

Approved for use through 11/30/2020. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | LBT0010-CON5

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | Access Control System and Method for Use by an Access Device

Applicant Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title 37 of CFR
to have an assignment recorded by the Office.

Applicant }

If the applicant is the inventor (or the remaining jeint inventor or inventors under 37 CFR 1.45), this section should not be completed.
The information to be provided in this section is the name and address of the legal representative who is the applicant under 37 CFR
1.43; or the name and address of the assignee, person to whom the inventor is under an obligation to assign the invention, or person
who otherwise shows sufficient proprietary interest in the matter who is the applicant under 37 CFR 1.46. If the applicant is an
applicant under 37 CFR 1.46 {assignee, person to whom the inventor is obligated to assign, or person who otherwise shows sufficient
proprietary interest) together with one or more joint inventors, then the joint inventor or inventors who are also the applicant should be

identified in this section.

® Assignee Legal Representative under 35 U.S.C. 117 Joint Inventor

Person to whom the inventor is obligated to assign. Person who shows sufficient proprietary interest

If applicant is the legal representative, indicate the authority to file the patent application, the inventor is:

R

Name of the Deceased or Legally Incapacitated Inventor:

If the Applicant is an Organization check here. X

Organization Name

Urban Intel, Inc.

Mailing Address Information For Applicant:

Address 1 (527 Seward Park Ave S.

Address 2

City Beattle State/Province WA
Country ‘ s Postal Code 08118
Phone Number Fax Number

Email Address

Additional Applicant Data may be generated within this form by selecting the Add button. Add

Assignee Information including Non-Applicant Assignee Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title
37 of CFR to have an assignment recorded by the Office.
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U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | LBT0010-CON5

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | Access Control System and Method for Use by an Access Device

Assignee (1

Complete this section if assignee information, including non-applicant assignee information, is desired to be included on the patent
application publication. An assignee-applicant identified in the "Applicant Information" section will appear on the patent application
publication as an applicant. For an assignee-applicant, complete this section only if identification as an assignee is also desired on the
patent application publication.

If the Assignee or Non-Applicant Assignee is an Organization check here. X
Organization Name Urban Intel, Inc.
Mailing Address Information For Assignee including Non-Applicant Assignee:
Address 1 (527 Seward Park Ave S.
Address 2
City Beattle I State/Province WA
Countryi s I Postal Code 98118
Phone Number | Fax Number
Email Address
Additional Assignee or Non-Applicant Assignee Data may be generated within this form by o

selecting the Add button.

Signature:

NOTE: This Application Data Sheet must be signed in accordance with 37 CFR 1.33(b). However, if this Application
Data Sheet is submitted with the INITIAL filing of the application and either box A or B is not checked in
subsection 2 of the “Authorization or Opt-Out of Authorization to Permit Access” section, then this form must
also be signed in accordance with 37 CFR 1.14{c).

This Application Data Sheet must be signed by a patent practitioner if one or more of the applicants is a juristic
entity (e.g., corporation or association). If the applicant is two or more joint inventors, this form must be signed by a
patent practitioner, all joint inventors who are the applicant, or one or more joint inventor-applicants who have been given
power of attorney (e.g., see USPTO Form PTO/AIA/81) on behalf of all joint inventor-applicants.

See 37 CFR 1.4(d) for the manner of making signatures and certifications.

Signature |/Kelly L. Kasha/ Date (YYYY-MM-DD)| 2022-01-03
First Name r(elly L. Last Name | r(asha Registration Number 7,743
Additional Signature may be generated within this form by selecting the Add button. Add
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Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

L Attorney Docket Number | LBT0010-CON5
Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | Access Control System and Method for Use by an Access Device

This collection of information is required by 37 CFR 1.76. The information is required to obtain or retain a benefit by the public which
is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.5.C. 122 and 37 CFR 1.14. This
collection is estimated to take 23 minutes to complete, including gathering, preparing, and submitting the completed application data
sheet form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to
complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the attached form related to a patent
application or patent. Accordingly, pursuant to the requirements of the Act, please be advised that: (1) the general authority for the collection of this information
is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and
Trademark Office is to process and/or examine your submission related to a patent application or patent. If you do not furnish the requested information, the U.S.
Patent and Trademark Office may not be able to process and/or examine your submission, which may result in termination of proceedings or abandonment of
the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1 The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act (5 U.5.C. 552) and the Privacy
Act (5U.5.C. 552a). Records from this system of records may be disclosed to the Department of Justice to determine whether the Freedom of
Information Act requires disclosure of these records.

2. Arecord from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a court, magistrate, or administrative
tribunal, including disclosures to opposing counsel in the course of settlement negotiations.

3 Arecord in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a request involving an individual, to whom
the record pertains, when the individual has requested assistance from the Member with respect to the subject matter of the record.

4. Arecord in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for the information in order to perform
acontract. Recipients of information shall be required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.5.C.
552a{m).

5. Arecord related to an International Application filed under the Patent Cooperation Treaty in this system of records may be disclosed, as a routine use,
to the International Bureau of the World Intellectual Property Organization, pursuant to the Patent CooperationTreaty.

6.  Arecord in this system of records may be disclosed, as a routine use, to another federal agency for purposes of National Security review (35 U.5.C. 181)
and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

7. Arecord from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or his/her designee, during an
inspection of records conducted by GSA as part of that agency's responsibility to recommend improvements in records management practices and
programs, under authority of 44 U.5.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of
records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make determinations about
individuals.

8.  Arecord from this systemn of records may be disclosed, as a routine use, to the public after either publication of the application pursuant to 35 U.5.C.
122(b) or issuance of a patent pursuant to 35U.5.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use,
to the public if the record was filed in an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

9. Arecord from this system of records may be disclosed, as a routine use, to a Federal, State, or local law enforcement agency, if the USPTO becomes
aware of a violation or potential viclation of law or regulation.
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Access Control System and Method for Use by an Access Device

Application Information
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under 35 USC 111(a)
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PATENT CENTER # 60469287 FILING DATE
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CORRESPONDENCE - AUTHORIZED BY
ADDRESS
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DOCUMENTY FAGES  DESCRIPTION SIZE (KB}
LRTO0O- g Application Data Sheet 1227 KB
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DOCUMENTY MESSAGE DIGEST(SHAB1Y)

LRTOO1O- 305900TTDORE2E0EOBIRAARERIFCDDDTIB4F 1R8303BC481A
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FRETACFBARTIETREZ4ODIZI82AL62652
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Mational Stage of an international Application under 38 U.S.C. 371

i a timaly submission to enter the nadional stags of an international apglication is compliant with the conditions oI 35 U.8.C
371 and other applicable requirements a Form PCT/DO/EQ/SNS indicating accepiance of the application as a nation:
subivission under 35 U.S.0. 371 will be igsuad in addition fo the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Hegelving Gitics
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the applicant, and including page counts, where appiicable. I serves as svidence of receipt similar to a Post Card, as
d escribed in ME-’-:;P 503,

New Applications Under 35 US.C 111

i aneow applicalion s being filed and the applif’aifan inciudes the necassary components for filing date {see 37 CFR
and MPER 508}, & Filing Receipt (37 CFR 1.54) will ba issued in dus courss and the dale shown an this Au\i‘cwled« ament
Fecept will astablish the filing “js hs application

National Stage of an infernational AppHeation under 38 U8.C. 37
i & Himely submission o ender the nationad stage of an international appdication is compliant with the conditions of 36 1.8.C.
371 and other applicable requiremants a Form PCT/DOECG/ANS indicating acceptancs of the application as a national stage

subrnission under 35 UL.8.C. 371 will be issued in addition {o the Filing Receipt, in dus courss.

New international Application Filed with the USPTO as a Recsiving Office

i a new international application is being fHed and the infernational application inclides the necessary components for an
international filing date {see POT Article 11 and MFEF 1810), a Notification of the International Application N mber and of the
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and the dals shown on this Acknowledgement Recsipt will eslablish the international filing dals of the application.
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ACCESS CONTROL SYSTEM AND METHOD FOR USE BY AN ACCESS DEVICE

CROSS-REFERENCE TO RELATED APPLICATION

[0001] This application is a continuation of U.S. Patent Application No. 16/847,719,
filed April 14, 2020, which is a continuation of U.S. Patent Application No.
16/034,278, filed July 12, 2018, now U.S. Patent No. 10,657,747, which is a
continuation of U.S. Patent Application No. 15/609,055, filed May 31, 2017, now
U.S. Patent No. 10/049,514, which is a continuation of U.S. Patent Application No.
15/178,849, filed June 10, 2016, now U.S. Patent No. 9,911,258, which is a
continuation of U.S. Patent Application No. 14/603,434, filed January 23, 2015, now
U.S. Patent No. 9,373,205, which is a continuation of U.S. Patent Application No.
13/582,467, filed September 4, 2012, now U.S. Patent No. 8,996,879, which is a
national stage application of PCT Application No. PCT/US11/26781, filed March 2,
2011, which claims the benefit of U.S. Provisional Patent Application No.
61/309,813, filed March 2, 2010. All of the above mentioned applications are

incorporated by reference herein in their entireties.

INTRODUCTION

[0002] Electric vehicles are rapidly gaining in popularity. With these electric
vehicles, charge points, or chargers where the vehicle can charge its batteries, will
also become ubiquitous. The simplest charger is simply a kiosk or charge station that
a vehicle can plug into and charge. A fee or other access may be required to use this

kiosk. In other situations, vehicles will be able to be charged at parking facilities,
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parking meters and even street lamps. Other electronic access devices such as hotel
room locks and the like are also gaining in popularity.

[0003] A major problem with a random collection of charge stations is that a driver
needing charge may have no idea exactly where to find a charging station that can
charge his vehicle using the correct voltage and current, and may have no convenient
way to reserve a place or make payments for this service. Of course, kiosks and the
like can accept credit cards much like gas pumps; however, there still remains the
problem of reservations and correct charging parameters.

[0004] Use of the Internet for almost everything has also become very common to
many people today. A large percentage of fungible goods today are purchased
directly from merchants over the Internet. It would be very desirable to have an
easily accessed website that could provide reservation services for charges, including
directions to the location of a specific charger and could provide correct charging
parameters to that charger. This website could interact with a user’s cellular
telephone to provide an electronic token or certificate that could be temporarily stored
in the phone that could be passed on to an access device such as a vehicle charger,
hotel room lock or other access system to allow access and provide any necessary
parameters.

[0005] Burger in U.S. Published Patent Application number 2010/0031043 teaches a
portable electronic authorization method for enabling a user interface on a computer
operated by a user to cause the memory content of an electronic device distinct from

the computer to be modified. Burger teaches using RFID tags to replace each typical
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document found in a person’s wallet or purse. Burger fails to teach enabling a
charger for an electronic vehicle.

[0006] It would be advantageous to have a system and method of reserving an
electrical vehicle charger on a web page and then transferring a token or certificate to
a cellular telephone which could then further transfer this token to the charger to

authorize charging.

SUMMARY OF THE INVENTION

[0007] The present invention relates to the use of a web site and a cellular telephone,
preferably a smart phone, to reserve and activate an electric vehicle charger or to
activate and allow access to any access device such as a hotel room lock or the like.
The web site can be general access or restricted access and can allow a user using a
browser from a computer, laptop, web-capable cellular telephone, smart phone or any
electronic processing device to place a reservation for a particular charger at a
particular time window. A server or server computer not hosting a website can also
interface directly with a telephone application. The server, or another server, can then
transfer a digital token or certificate, which may be wholly or partially encrypted, to
the cellular telephone. This certificate may comprise a unique ID and/or a date/time
stamp.

[0008] The certificate generally has an ID referring to the final access device (for
example, a charger), or is encoded in such a way that only the final access device can
read and/or verify the message (e.g., the certificate may be encrypted with or signed

with a public key for the final access device); whereby the final access device can
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recognize that the certificate is intended for it. The certificate generally has a start
time and duration (or end time), describing the interval during which the final access
device has been reserved. Additional options may also be included.

[0009] The certificate can also contain a digital authorization (for example, a digital
signature) so that the final access device can verify that the certificate is genuine.
Each charger or other access device in a particular system may have a unique ID,
which can be changed for security.

[0010] The certificate can also contain this charger or device ID as well as other
information such as approximate time when charging should begin (the reservation
time), and the charging parameters.

[0011] If a wireless device, such as a laptop or smart phone, is used to carry the
certificate, it can be running an application that turns on short-range wireless
capability as the reservation time approaches. For simplicity in the following
discussion, the term "smart phone’ is used, but will be understood to include any
portable computer or PDA, having a wireless communication ability.

[0012] As the smart phone approaches the charger or access device, a wireless
connection is made (e.g., via Bluetooth. TM., Zigbee. TM., or IRDA); notification may
be provided to the user of the device’s proximity; and the wireless device sends the
digital token or certificate to the device. The device can be optionally Internet
enabled; however, it does not have to necessarily be. In fact, the present invention is
particularly useful for devices that may generally be Internet connected, but for which
the connection is unreliable, for example, for chargers employing Wi-Fi connection in

a garage or private residence. In such cases, an inopportunely placed truck may block
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communication, or a weakly secured or informally managed modem and/or router
may not provide a sufficiently reliable communication. When the device sees its
current unique ID on the received certificate or if the device’s private key is usable to
decrypt at least a portion of the received certificate, and if the reservation time from
the certificate approximately agrees with its internal time-of-day/date clock, the
device can allow charging. Communication with the smart phone may also include a
message as to the smart phone’s own clock-calendar, which may be taken into
account for adjusting the clock of the device (as the smart phone may have had more
recent connection to an authoritative time source.)

[0013] The incoming digital certificate can contain a new, updated unique ID for that
charger or access device to assume. Upon assuming the new ID (after charging is
complete or access is allowed), the old ID is no longer valid. This prevents hacking
or spoofing the device by trying to use the same certificate twice (say by changing the
date/time). The certificate can also contain a new encryption decoding key for the
next use. This prevents any decoding of an old or used token or certificate. In this
case, since the transaction may not take place (for example, the customer could not
find the charger), it is possible for the state of the charger to become ambiguous. It is
possible to issue reservations with both the old certificate and the new certificate
present simultaneously.

[0014] Funds transfer for the access service can be made by the website at the time of
reservation from a user’s account, from a money transfer service like PAYPAL . TM.
or by receiving funds from a credit card similar to any other e-transaction. In

addition, if the charger or access device is web-enabled, the device itself can report
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[0015]

[0016]

[0017]

[0018]

[0019]

[0020]

[0021]

[0022]

[0023]

back that the charging took place or the access was allowed. Since the digital token
or certificate has a reserved charging time, the certificate will die automatically a
certain number of minutes or hours after that time in that the charger or access device

will no longer allow access based on its time-of-day/date clock.

DESCRIPTION OF THE FIGURES

Attention is now directed to several illustrations that show some of the
features of the present invention.

FIG. 1 shows a flow diagram of a reservation and charge from a web-enabled
charger.

FIG. 2 shows an embodiment of a digital token or certificate.

FIG. 3 shows a similar flow diagram to that of FIG. 1, except that the charger
is not web-enabled.

FIG. 4 shows the flow with a web-enabled hotel room lock.

FIG. 5 shows the flow of FIG. 3 with a hotel room lock that is not web-
enabled.

FIG. 6 shows a block diagram of a charger that might be used with the present
invention.

FIG. 7 shows a block diagram of an embodiment of a smart phone
application.

Several illustrations and drawings have been presented to aid in understanding
the present invention. The scope of the present invention is not limited to what is

shown in the figures.
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DESCRIPTION OF THE INVENTION

[0024] The present invention allows reservation and activation of an electric vehicle
charger or an access device like a hotel room lock from a website via a digital token
or certificate sent to a cellular telephone or smart phone.

[0025] FIG. 1 shows a flow diagram of an embodiment of the present invention. A
website 12 is hosted on a server 15 that communicates with the Internet 1. An
Internet terminal device 2 such as a laptop or smart phone has communication with
the server 15, browses the site 12 and initiates a reservation request 3 for charging or
access. The website can be either open or secure. If secure, then generally a
password is needed to access it. Communications security protocols such as https or
IPSec may be used in any part of the system of the present invention.

[0026] The website 12 or server 15 can contain information about different services
available including the location of possible vehicle chargers 6. The website or server
will generally have a database which lists all chargers/locations (including possible
maintenance closures) and all current reservations along with their status. The user
can select where he wants to be charged or can be directed to the nearest charger in
the system. The reservation 3 can be let for a certain time when charging will begin
on a certain date. The user can also supply any parameters concerning charging
necessary such as voltage/current requirements, time needed and the like.

[0027] After all of the information is gathered, the website causes the server 15 to
send a particular digital token or certificate (a “reservation certificate” 5)to a

particular portable terminal, e.g., a cellular telephone or smart phone 4 that the user
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specifies (which may the phone being used to make the reservation, but it does not
need to be). All or part of the digital certificate may be encrypted with a public key
for which the private key counterpart is known to only one charger or access device.
Similarly, all or part of the digital certificate may be encrypted with a symmetrical
key, known to both the server and the charger. All or part of the digital certificate
may be encrypted with a private key known only to the server, but for which the
public key is known to all compatible chargers, whereby the chargers can authenticate
that the encryption was performed by the server. The certificate can contain a unique
charger ID code for the target charger 6 or device, the date/time the certificate is
issued, the date/time the charging is supposed to take place, the charging parameters,
the charging time allocated, a new charger ID code that will replace the old ID, and
optionally a new encryption key. Additionally, the certificate can contain
communication information necessary to contact the device when in proximity to it,
as discussed below. It is also possible that various portions of the message can be in
plaintext. This makes it easier for a device to determine if any of many messages is
for it without requiring decryption of every message. In this case, part of the
certificate should include a hash of portions of the plaintext that would otherwise be
exposed to tampering. The hash can then be encrypted by the server (e.g., with the
server’s private key) so that a charger or device is able to determine the authenticity
of the certificate (by decrypting the hash with the server’s public key and comparing
that hash to one computed from the plaintext).

[0028] The charger 6 (or access device 11, shown in FIG. 4) may be Internet capable,

having connection 10 to Internet 1, or optionally it may be unconnected to the
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Internet 1 (as shown in FIG. 3 and FIG. 5 with no connection 10). As the cellular
telephone 4 approaches the charger 6 (or access device 11, shown in FIGS. 4 & 5), a
wireless technology such as BLUETOOTH, Wi-Fi, Zigbee, infrared, or other wireless
technique can be used to communicate with the charger or access device.

[0029] The charger may use these wireless techniques in a manner that does not
advertise its presence, for instance, the BLUETOOTH service may not announce
itself. In such cases as these, the application on the smart phone uses a predetermined
communication setting, or obtains the appropriate communications settings (such as
the network SSID, passcodes, IP addresses, Bluetooth ID, etc.) needed to contact the
charger. In fact, with certain information (e.g., the Bluetooth ID) will allow the
application to identify and communicate with a specific one of many chargers in
proximity.

[0030] After a short communications handshake, the digital token or certificate S is
sent to the charger or access device by short-range wireless. The charger 6 decrypts
the certificate, if encrypted, reads the unique device ID, and decides if it is the correct
device. If so, it reads the reservation time. If the reservation time approximately
agrees with the time of day read from its internal time-of-day/date clock 8, it then
decodes the charge parameters or access parameters, if any, and allows charging or
access to take place. FIG. 1 shows a vehicle 7 being charged, and it shows the
charger 6 with a time-of-day/date clock 8 and an optional GPS receiver 9. If the
charger contains a GPS receiver, its identification can be by location, provided the
charger has GPS access. This generally requires clear sky. The known coordinates or

location of a charger can also be entered during installation, either from a map or
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predetermined table or from a GPS carried by an installer. If the charger 6 or access
device 11 is Internet enabled (i.e., having connection 10), it can communicate with
the website application via long-range wireless such as cellular or by wire access, or
it can communicate with an Internet access point by Wi-Fi or the like.

[0031] FIG. 2 shows a sample certificate 14 (one embodiment of certificate 5)
containing several fields of data representative of the reservation:

[0032] In some embodiments, one field is provided that can associate the certificate
with the charger, such as a device identification (Device ID) of the charger 6 (so that
the charger will have some suggestion that this is a message for it;

[0033] Start Time: this can be in plaintext so that the smart phone application can
read it also;

[0034] Duration/End Time: if the reservation is not just for a predetermined time like
all day for example;

[0035] Service Type: for example level 1 charging vs. level 2, if the charger supports
multiple services.

[0036] For security, in some embodiments, the first portion of the certificate can be
hashed, and the hash encrypted using the public key of the charger. Upon receipt by
the charger, the hash is decrypted using the private key of the charger, and the hash
result compared with the charger’s internal hash calculation. If the two match, then
nobody has edited the reservation and the certificate may be trusted as authentic.
This is safe unless someone cracks the key of the charger. In that case, only one

charger 6 is affected. An alternative embodiment may use a signed hash or
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checksum. Here, the hash is computed as above, then encrypted with a private key
held by a trusted authority such as the website.

[0037] Upon receipt, anyone, including the smart phone and the charger, can use the
trusted authority’s public key to decrypt the hash and compare that to the hash they
run. This method is safe unless someone cracks the private key of the website. In
still another embodiment, a Signed-then-Encrypted Hash/Checksum is used. Here the
signed hash is encrypted so that only the charger can read it. This way, the private
keys of both the charger 6 and the website server 15 need to be compromised, and
then only that charger is threatened.

[0038] The certificate 14 can contain a certificate ID that is unique only to this
certificate that can be used for tracking and debugging. The date/time the certificate
was issued, again for tracking and debugging, a unique device ID of the target device,
the reservation start time and duration, any charging parameters needed, an optional
new device ID for the next session and an optional new decryption key for the next
session.

[0039] When charging or access is complete, the charger 6 or access device can
update its ID to the new ID supplied by the previous certificate and optionally update
its decryption key (if encryption is used). If the charger is Internet capable 10, it can
notify the website 12 that the charging is complete or that the changeover has taken
place.

[0040] FIG. 3 shows the flow of FIG. 1 with the charger 6 not having Internet access.
FIG. 4 shows an Internet capable access device 11, in this example a hotel room lock,

having connection 10 to Internet 1, while FIG. 5 shows an access device 11 (again a
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hotel room lock) that cannot communicate over the Internet. In the case of a hotel
room, a room reservation can be made using an Internet-enabled cellular telephone 4,
laptop 2, computer or other Internet device. The room can be paid for in the usually
e-commerce way by credit card or by any other payment method. The digital token
or certificate is sent to the smart phone 4, and the user is told the external room
number. As the guest approaches the hotel room door, the smart phone 4 sends the
certificate 5 to the lock device by way of short-range wireless like BLUETOOTH.
The user can then unlock the door at any time during the stay period by pressing a
particular button on the phone or by other technique. The phone can re-send the
unique (and secret) access device ID to the device so that the device knows it is the
correct person each time access is requested.

[0041] FIG. 6 shows a block diagram of a charger system 60 that is an embodiment
of the charger of the present invention. A processor 16 is tied to a communication
module 17 that performs short-range communication with a cellular telephone or
smart phone and allows certificate 5 to be transferred from the cellular/smart phone
through processor 16 to a storage module 19. The processor 16 or storage module 19
may comprise the private key for the charger 6 and/or may store a public key (e.g., of
server 15) to verify digital signatures (e.g., those made with the server’s private key).
The storage module 19 can be any type of disk, memory or mass storage device. A
clock 8 and/or GPS receiver 9 are also connected to the processor 16 to provide the
current time. The processor 16 directly controls access to a charging element 6, i.e.,
enabling charging element 6 when a currently certificate 5 has been presented, and

disabling charging element 6 otherwise. An optional long-range communication
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module 18 can communicate with the Internet either by placing a cellular telephone
call or with Wi-Fi or the like.

[0042] Optionally, the application on a smart phone 4 can energize short-range
communication when the local GPS in the phone indicates that the phone is near the
target charger 6. The smart phone can also optionally signal that the vehicle needs a
charge, or that a particular charge reservation time is approaching. The system of the
present invention can also optionally track motorists’ visits and purchases at retail
stores in a mall or shopping center, and have automatic credits that can be added to
the smart phone good toward future vehicle charging paid for by merchants as an
incentive to purchase from their stores.

[0043] In US Patent Application Publication 2007/0008181, Rollert et al. teach a
“System and Method For Optimizing the Utilization Of Space,” primarily parking
spaces, by allowing a reservation to be made through the Internet. FIG. 7 shows how
the present invention represents an improvement to the system and method of Rollert
et al., enabled by a smart phone application that could, for example, run on an iPhone
by Apple, Inc. of Cupertino, Calif. or other smart phone. Such an application would
have a various screen views for performing such functions as making a new
reservation, examining current reservations, and maintaining the patron’s account.
Some portions of the application require connectivity to the Internet to operate, but
other portions may operate based on locally stored information. A few related
operations, including examining current reservations, should be able to operate

without Internet access, as the user may require immediate access to these operations,
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but be in a location such as in a parking garage where Internet access such as cell
communication or Wi-Fi may not be provided.

[0044] In the diagram of FIG. 7, a main application view 20 is shown to offer three
options: New Reservation (for creating a new reservation), Current Reservations (for
examining and using reservations already made), and Account Info (for creating and
editing appropriate account information). FIG. 7 shows a smart phone application
block diagram for an embodiment in which Internet device 2 and smart phone 4 are
the same device: In another embodiment, the reservation-making portion of the
application may run on Internet device 2 and the current reservation portion of the
application may run on the smart phone 4.

[0045] The patron would have selected the Account Info 21 at least once to create or
otherwise associate an account with the patron’s smart phone 4. An account may
have associated payment preferences and perhaps acceptance of legal agreements.
Payment preferences might include a credit card account, or a bank account. Another
payment preference would provide permission to pre-charge a patron’s credit card or
bank account and subsequently allow the system to operate using micropayments
made against that pre-charge amount. The parking reservation server 15 (or web site
12) or another server with which it has communication (not shown) would maintain
the micropayment accounts for each patron and apply their funds to charges for
parking. The micropayment accounts would be settled daily or with a different
period, or whenever the pre-charged amount has been consumed.

[0046] Once the patron’s account has been enabled, the patron can access the views

for creating a new reservation.
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[0047] The New Reservations 23 screen accepts a start-time, an end-time (or
duration), and a destination.

[0048] Required amenities can be selected, including for the present invention,
available charging for an EV (which may further include a selection for Level 1 or
Level 2 charging, for instance). The destination may be an actual parking location,
but more commonly (and as illustrated herein) it is the patron’s destination for which
nearby parking is sought.

[0049] As with each screen in this diagram other than the Main view 20, there is a
‘back’ arrow 22 atop the screen including the New Reservations screen 23. The back
arrow 22 is a user interface element that permits the patron to move back up the
hierarchy to access screens and their interfaces higher up.

[0050] Once a destination has been entered into the New Reservation screen 23, the
user may be presented with the Destination Map screen 24 showing a map with the
destination marked and parking spots nearby shown and selectable. The spots shown
may be only ones having the stated amenities and that are available to be reserved for
the interval entered such as beginning from the start-time and available for the
duration or until the end-time. Current information regarding parking spot
availability requires communication with the server responsible for maintaining
reservations for that spot, which may be server 15, web site 12, or some other server.

[0051] Alternatively, the spots may be shown in a list, which may be sorted by their
distance from the indicated destination, or by price, or a combination thereof.

[0052] The patron selects a parking spot, whether from a corresponding marking on

the map, or from the spot list (not shown). Once selected, the Spot Detail screen 25 is
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shown, which includes information such as location, pricing, detailed amenities, and
perhaps a picture of the specific parking location (or one representative of it).

[0053] If the patron does not like the parking spot presented, the back buttons allow
returning to screens earlier in the interaction to make different selections, e.g., to
choose a different spot or alter the start-time, etc.

[0054] If the patron does like the parking spot presented, he can confirm the
reservation 26, which initiates a reservation request to the server. Upon successfully
obtaining a reservation for an EV charging enabled parking location, the server in
response can provide or authenticate 27 a reservation certificate 5 to be stored in the
smart phone 4. For instance, in one embodiment, reservation certificate 5 comprises
data representative of the reservation encrypted with the server’s private key. In
another embodiment, reservation certificate 5 comprises a digital signature by the
server that authenticates data representative of the reservation. The completion of the
reservation transitions the patron to a different region of the application screen
hierarchy, and instead of being in the "new reservation’ branch (23-26), the interface
jumps to a location in the "current reservations’ branch (28-31), such as the
Reservation Detail page 29, showing the reservation just made.

[0055] Another way of getting to the Reservation Detail screen 29 begins back on the
Main application view 20 when the patron selects the current reservations option.
Upon doing this, the Current Reservations List 28 is shown, which lists all pending
parking reservations, for example in order of the date and time at which the

reservation starts. Besides the start time, each entry in the list should show some
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additional information to remind the patron of each instance, for example the
destination may be presented.

[0056] Upon selecting one of the reservations from the Current Reservations List 28,
the corresponding Reservation Detail screen 29 is shown, listing the same details that
were selected and known when the reservation was made. Clicking on the destination
entry on this screen can bring up a Spot/Destination Map screen 30, showing the
location of the parking spot with respect to the destination.

[0057] The Reservation Detail screen 29 also presents a connect option to direct the
smart phone application to attempt communication with the EV charging system 4 (or
other parking spot amenity system or access device 11, e.g., a hotel room lock) and to
provide the reservation certificate 5 to the charger 6 or device (11), thereby enabling
it 32 for the interval of the reservation.

[0058] The Charger Enabled screen 31 can be used to monitor the connection attempt
and confirm activation resulting from a successful connect action, and may also
initiate a timer (not shown) on the smart phone to generate an alert as the parking
interval is about to expire.

[0059] Several descriptions and illustrations have been presented to aid in
understanding the features of the present invention. One skilled in the art will realize
that numerous changes and variations are possible without departing from the spirit of
the invention. Each of these changes and variations is within the scope of the present

invention.
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WHAT IS CLAIMED IS:

1. A An access control system comprising:

a) an access device comprising a short-range wireless communication module connected
to a processor having control of a door lock;

b) a secure reservation interface to receive a reservation request for a reservation at a
given destination, the reservation interface comprising one or more screens for receiving a
selection of at least an interval of the reservation;

¢) a reservation server, in communication with the reservation interface and a network,
to:

receive the reservation request for the destination, the reservation request
including at least the interval of the reservation;

issue a reservation certificate comprising the interval of the reservation based on
at least the reservation request;

transmit, via the network, from the reservation server to a smartphone, at least the
reservation certificate and a short-range wireless communication setting corresponding
to the access device;

d) a smartphone application installed on the smartphone to receive the reservation
certificate and the communication setting corresponding to the access device, wherein the
smartphone application comprises a transmission module that wirelessly transmits the
reservation certificate to the access device using the short-range wireless communication
setting when the smartphone on which the smartphone application is installed is within short-
range wireless transmission distance of the access device; and

e) wherein the access device receives the reservation certificate from the smartphone

18

Page 44 of 172



application based on use by the smartphone application of the short-range wireless
communication setting, and the processor activates the door lock based on at least the receipt

of the reservation certificate.
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ABSTRACT OF THE DISCLOSURE

Systems and methods are provided to allow a smart phone or any terminal to
activate a door lock using a web site or server computer system. An access control
system is provided that includes a server and an access device. The access device
includes a processor and a communication module. The process has control of a door
lock and is able to receive a reservation certificate presented by a portable terminal
through the communication module. The processor activates the door lock when a

current reservation certificate has been presented.
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(57) Abstract: The invention relates to a method for contactlessly controlling the locking state of an electronic lock with a mobile
control device by a user, during which a bi-directional communications link is established between the mobile control device and
the electronic lock. An authentication for verifying the identity and authenticity of the mobile control device and/or of the electronic
lock is carried out via said communications link, and the mobile control device transmits an electronic key to electronic lock in order
to access the locking state thereof.
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(57) Zusammenfassung: Die Erfindung betrifft ein Verfahren zur kontaktlosen Steuerung des Schliesszustands eines elektroni-
schen Schlosses mit einer mobilen Steuereinrichtung durch einen Benutzer, bei dem zwischen der mobilen Steuereinrichtung und
dem elektronischen Schloss eine bidirektionale Kommunikationsverbindung hergestellt wird, iiber die Kommunikationsverbindung
eine Authentisierung zur Uberpriifung der Identitit und Auathentizitit der mobilen Steuereinrichtung und/oder des elektronischen
Schlosses durchgefiihrt wird, und die mobile Steuereinrichtung zum Zugriff auf den Schliesszustand des elektronischen Schlosses
diesem einen elektronischen Schliissel tibermittelt.
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Verfahren und Vorrichtung zur kontaktlosen Steuerune des Schliefzustands

eines elektronischen Schlosses

Die Erfindung betrifft ein Verfahren zur kontaktlosen Steuerung des Schlief3-
zustands eines elektronischen Schlosses. Die Erfindung betrifft ferner eine
mobile Steuereinrichtung und eine Schliissel-Schloss-Anordnung zur Durch-

fﬁhrung eines derartigen Verfahrens.

Heutige Mobiltelefone haben neben den primiren Funktionen wie Kommu-
nikation und Datenspeicherung nur wenige Funktionalitédten, die sich im
taglichen Leben einsetzen lassen. Aktuelle Erweiterungen, wie etwa MP3-
Player, eine eingebaute Digitalkamera oder standortbezogene Dienste wie
beispielsweise GPS (Global Positioning System) zeigen die Entwicklung-

stendenzen hin zu vielfdltigeren Einsatzgebieten von Mobiltelefonen an.

Davon ausgehend liegt der Erfindung die Aufgabe zugrunde, dem Benutzer
eines Mobiltelefons zusétzliche Anwendungsmoglichkeiten im Bereich des

téaglichen Lebens zu 6ffnen.

Diese Aufgabe wird durch das Verfahren zur kontaktlosen Steuerung des
SchliefSzustands eines elektronischen Schlosses mit den Merkmalen des
Hauptanspruchs gelost. Eine mobile Steuereinrichtung und eine Schliissel-
Schloss-Anordnung zur Durchfithrung eines derartigen Verfahrens sind Ge-
genstand der nebengeordneten Anspriiche 20 und 22. Weiterbildungen der

Erfindung sind Gegenstand der Unteranspriiche.

Gemifs der Erfindung erfolgt die kontaktlose Steuerung durch einen Benut-

zer mit einer mobilen Steuereinrichtung. Zwischen der mobilen Steuerein-
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richtung und dem elei<trohischen Schloss wird dabei eine bidirektionale
Kommunikationsverbindung hergestellt und tiber die Kommunikationsver-
bindung eine Authentisierung zur Uberpriifung der Identitit und Authenti-
zitidt der mobilen Steuereinrichtung und/oder des elektronischen Schlosses
durchgefiihrt. Zum Zugriff auf den SchliefSzustand des elektronischen
Schlosses iibermittelt die mobile Steuereinrichtung diesem einen elektroni-

schen Schliissel.

Die Erfindung ermoglicht, der Funktionalitidt von mobilen Steuergeriten wie
etwa Mobiltelefonen um die Funktion eines Schliisselbretts fiir elektronische
Schlosser zu erweitern. Das Mobiltelefon stellt gerade im Bereich Schliissel-
Schloss ein ideales Medium dar, da es in der Regel immer mitgeftihrt wird
und durch ein enthaltenes Sicherheitsmodul auch eine deutlich héher Si-

cherheit als mit bisherigen Schldssern zu erreichen ist.

In einer vorteilhaften Ausgestaltung des erfindungsgemaéfien Verfahrens
wird die Kommunikationsverbindung in einem Mobilfunknetz wie GSM
(Global System for Mobile communications) oder UMTS (Universal Mobile
Telecommunication System), insbesondere mit einem paketorientierten Tri-
gerdienst, wie beispielsweise GPRS (General Packet Radio Service) herge-
stellt. Nach einer weiteren vorteilhaften Ausgestaltung wird die Kommuni-
kationsverbindung in einem in der mobilen Steuereinrichtung integrierten
Nahbereichskanal wie der IrDA (Infrared Data Association) Schnittstelle,
Bluetooth oder WLAN (Wireless Local Area Network) hergestellt;

Fiir die Kommunikationsverbindung kénnen auch mehrere verschiedene
Ubertragungskanile zur Verfiigung stehen. Vor dem Aufbau einer Verbin-
dung wird dann ein geeigneter Ubertragungskanal fiir die Kommunikati-

onsverbindung etwa durch automatisches Probieren oder durch Inanspruch-
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nahme eines standortbezogenen Dienstes ausgewahlt. Typischerweise wird
der kostengiinstigste der zur Verfiigung stehenden Kanéle fiir den Aufbau
der Kommunikationsverbindung gewahlt. Es konnen jedoch auch andere
Kriterien, etwa die Qualitit oder die Sicherheit einer Verbindung als Aus-

wahlkriterium herangezogen werden.

Vor dem Zugriff auf den Schliefszustand des elektronischen Schlosses wird
bevorzugt die Berechtigung des Benutzers durch Ubergabe eines Geheimnis-
ses, wie einer PIN-Nummer, oder durch Prufung eines biometrischen Merk-
mals, wie etwa von Sprachmerkmalen des Benutzers gepriift. Durch die ein-
deutige Identifizierung des Benutzers wird das Risiko, das durch eine verlo-

ren gegangene oder gestohlene Steuereinheit entsteht, deutlich reduziert.

In einer bevorzugten Weiterbildung des Verfahrens kann die mobile Steuer-
einrichtung eine Mehrzahl elektronischer Schliissel fiir verschiedene zugeho-
rige elektronische Schldsser enthalten. Die Steuereinrichtung dient dann als
elektronisches Schliisselbrett, das eine Vielzahl elektronischer Schliissel ver-

walten und einsetzen kann.

Die Mehrzahl elektronischer Schliissel enthilt nach einer zweckméfiigen
Ausgestaltung der Erfindung sicherheitskritische und sicherheitsunkritische
Schliissel. Vor dem Zugriff auf den Schliefszustand eines elektronischen
Schlosses mit einem zugeordneten sicherheitskritischen Schliissel wird die
Berechtigung des Benutzers durch Ubergabe eines Geheimnisses oder durch
Priifung eines biometrischen Merkmals gepriift. Es ist auch denkbar, ver-
schieden aufwendige Sicherheitsmafinahmen fiir den Einsatz sicherheitskri-
tischer und —unkritischer Schltissel vorzusehen oder eine Einteilung der

Schliissel in mehr als zwei Sicherheitskategorien vorzunehmen.
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Mit Vorteil étellt die mobile Steuereinrichtung dem Benutzer aus der Mehr-
zahl elektronischer Schliissel eine Teilmenge nutzbarer Schliissel zum Offnen
und/ oder Schlielen der zugehorigen Schldsser zur Verfiigung. Insbesondere
kann die Auswahl der Teilmenge auf Grundlage der Ortskoordinaten der

mobilen Steuereinrichtung und der elektronischen Schldsser erfolgen.

Beispielsweise konnen dem Benutzer nur solche Schliissel angezeigt werden,
deren zugehorige Schldsser sich innerhalb eines vorgewéhlten Umgebungs-
bereichs der mobilen Steuereinrichtung befinden. Dadurch werden zum ei-
nen unerwiinschte Fehlbedienungen vermieden, wie etwa ein unbeabsich-
tigtes Offnen des heimischen Hausttlirschlosses, wihrend der Benutzer sich
weit entfernt im Urlaub befindet. Zum anderen wird die Bedienung des mo-
bilen Steuergerits, gerade bei einer Vielzahl verftigbarer Schltissel deutlic;h
vereinfacht, da nur noch diejenigen Schliissel angezeigt werden, deren Be-
nutzung am momentanen Ort sinnvoll mdglich ist. Andernfalls wiirde, gera-
de bei grof3flachigem Einsatz des Schliissel-Schloss-Verfahrens die Benut-
zerfreundlichkeit durch eine grofie Anzahl von Auf- und Zusperrmdglich-
keiten leiden.

Die mobile Steuereinrichtung kann einen elektronischen Schltissel auch an
eine andere mobile Steuereinrichtung iibergeben. Dazu wird eine Authenti-
sierung zur Uberpriifung der Identitdt und Authentizitit der anderen mobi-
len Steuereinrichtung und/oder des Benutzers der anderen mobilen Steuer-
einrichtung durchgefiihrt. Im Gutfall wird eine elektronische Kopie des
Schliissels der anderen mobilen Steuereinrichtung, vorzugsweise in elektro-
nischer Form iiber eine Luftschnittstelle tibergeben. Das elektronische
Schliisselbrett beinhaltet damit die Moglichkeit, Schliefsberechtigungen au-

torisiert weiterzugeben.
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Der iibergebene Schliissel wird in einer zweckméfSigen Ausgestaltung mit
einer Giiltigkeitsdauer oder einem Verfallszeitpunkt Verselleﬁ. Der Ablauf
der Giiltigkeitsdauer oder das Erreichen des Verfallszeitpunkts wird mit
Vorteil dur.ch das dem tibergebenen Schliissel zugéordnete elektronische
Schloss gepriift, um Manipulationen der anderen elektronischen Steuerein-
heit auszuschlieffen. Bestimmte Schliissel kénnen von der Weitergabe ausge-
schlossen werden, um das Risiko unbefugter Benutzung der Schliissel zu
minimieren. Ebenso kann vorgesehen sein, dass weitergegebene Schliissel

nicht erneut weitergegeben werden kénnen.

Beispielsweise konnen Schliissel innerhalb einer Familie, e;cwa an Kinder,
autorisiert weitergegeben werden. Eine Weitergabe durch die Kinder an
Dritte kann dabei ausgeschlossen werden. Ein anderes Anwendungsbeispiel
ergibt sich bei einem Hotelaufenthalt, bei dem dem Hotelgast zeitlich befris-
tet die Moglichkeit gegeben werden soll, die Hotelzimmertiir oder eine Tief-

garage auf- oder absperren zu kénnen.

Gemaif3 einer vorteilhaften Weiterbildung kann ein elektronischer Schliissel
vorgespannt werden, um das zugeordnete elektronische Schloss automatisch
oder auf eine einfache Benutzerbestidtigung hin zu 6ffnen, wenn die mobile
Steuereinrichtung in einen vorbestimmten Umgebungsbereich des Schlosses
gelangt. Dabei wird vor dem Vorspannen eines Schliissels bevorzugt die Be-
rechtigung des Benutzers durch Ubergabe eines Geheimnisses oder durch
Priifung eines biometrischen Merkmals gepriift. Das Vorspannen eines
Schliissels wird zweckméflig mit einer Giiltigkeitsdauer oder einem Verfalls-
zeitpunkt versehen, um zu verhindern, dass ein vorgespannter Schliissel das

zugeordnete elektronische Schloss unbeabsichtigt 6ffnet.
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Nach einer weiteren zweckmaéfdigen Verfahrensmoglichkeit wird der
Schliezustand des elektronischen Schlosses von der mobilen Steuereinrich-
tung tiber die Kommunikationsverbindung abgefragt. Ein vergesslicher Be-
nutzer kann sich somit tiber eine Fernabfrage des versperrten Zustands eines
elektronischen Schlosses versichern und sich den bisher oft erforderlichen,
teilweise erheblichen Zeitaufwand zur nachtriglichen Priifung des Schliefs-

zustands ersparen.

In einer weiteren vorteilhaften Ausgestaltung kann tiber die Kommunikati-

onsverbindung eine Ortsinformation des elektronischen Schlosses von der

- mobilen Steuereinrichtung abgefragt werden. Insbesondere kénnen die

Ortskoordinaten des Schlosses abgefragt werden und/oder die Information,
ob sich das Schloss noch am Ort des letzten VerschliefSens befindet. Es ver-
steht sich, dass diese Moglichkeit vor allem bei mobil angebrachten Schlts-
sern, etwa an einem Kraftfahrzeug zum Einsatz kommt. Die Ortskoordinaten
des Schlosses konnen von diesem beispielsweise iiber die von einem Mobil-
funksystem gelieferten Ortsinformationen oder tiber GPS oder einen ver-

gleichbaren Dienst ermittelt werden.

Die mobile Steuereinrichtung wird vorteilhaft durch ein Mobiltelefon oder
eine mobile Recheneinheit, etwa einen so genannten digitalen Assistenten

(PDA) mit Mobilfunkerweiterung gebildet.

Aus Sicherheitsgriinden sind die Steuerungsfunktionen fiir das elektronische
Schloss bevorzugt in einem Sicherheitsmodul, wie einem SIM (Subscriber
Identity Module), einem USIM (Universal Subscriber Identity Module) oder
einem R-UIM (Removeable User Identity Module) verwirklicht. Alternativ
konnen sich die Steuerungsfunktionen auch als Programm auf der mobilen

Steuereinrichtung befinden, beispielsweise als J2ME (Java 2 Micro Edition)-
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Applet in einem JAV A-fihigen Mobiltelefon. In diesem Fall werden zweck-
méfiig zur Absicherung der Daten auf der Luftschm‘ttstelle aus dem Chip-
kartenbereich bekannte Sicherheitsmechanismen wie beispielsweise Signa-
tur- und Verschliisselungsfunktionen der WIM (Wireless Application Proto-
col Identity Module) eingesetzt. '

Die Authentisierung zur Uberpriifung der Identitit und Authentizitit einer
mobilen Steuereinrichtung und/ oder eines Schlosses wird bevorzugt nach
einem Challenge-Response-Verfahren durchgefiithrt. Dabei ist ein geheimer
Schltissel eines Kryptoalgorithmus das gemeinsame Geheimnis der mobilen
Steuereinrichtung und des elektronischen Schlosses. Einer der Kommunika-
tionspartner sendet dem anderen eine Zufallszahl, die diese mit dem Kryp-
toalgorithmus verschliisselt und an den Fragesteller zuriicksendet. Wendet
der Fragesteller die Umkehrfunktion des Kryptoalgorithmus auf die erhalte-
ne Zahl an und vergleicht das Ergebnis mit der urspriinglich gesendeten Zu-
fallszahl, kann er bei Ubereinstimmung darauf schlieSen, dass der andere
Teilnehmer den geheimen Schliissel kennt und somit authentisch ist. Je nach
der nachfolgend vorgesehenen Funktion kénnen dabei eine einseitige oder

eine gegenseitige Authentisierung durchgefiihrt werden.

Die Erfindung enthélt auch eine mobile Steuereinrichtung, die zur Durchfiith-
rung des beschriebenen Verfahrens ausgelegt und eingerichtet ist. Insbeson-
dere ist die mobile Steuereinrichtung durch ein Mobiltelefon oder eine mo-

bile Recheneinheit mit Mobilfunkerweiterung gebildet.

Ferner umfasst die Erfindung eine Schltissel-Schloss-Anordnung mit einer
mobilen Steuereinrichtung und einem oder mehreren elektronischen Schlos-
sern, die zur Durchfithrung des beschriebenen Verfahrens ausgelegt und

eingerichtet sind. Auch dabei ist die mobile Steuereinrichtung mit Vorteil
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durch ein Mobiltelefon oder eine mobile Recheneinheit mit Mobilfunker-

weiterung gebildet.

Ein Ausfiihrungsbeispiel sowie Vorteile der Erfindung werden nachfolgend
anhand der Figur erldutert. Die einzige Figur zeigt in einer schematischen
Darstellung mogliche Benutzungsflle eines in einem Mobiltelefon integ-
rierten elektronischen Schltisselbretts nach einem Ausfithrungsbeispiel der

Erfindung.

Die Mobiltelefone 10, 12 und 14 enthalten neben den herkémmlichen Funk-
tionalitédten jeweils ein elektronisches Schliisselbrett mit einer Mehrzahl e-
lektronischer Schliissel. Das elektronische Schloss 20 steht beispielhaft fiir
die den Schliisseln zugeordneten elektronischen Schlésser. Die nachfolgend
beschriebenen Funktionen des Schliisselbretts sind jeweils in einer sicheren
Umgebung der Mobiltelefone 10, 12, 14, wie beispielsweise einem SIM, reali-

siert.

Zur Steuerung des Schliefdzustands des Schlosses 20 baut das Mobiltelefon 10
eine bidirektionale Kommunikationsverbindung zu dem elektronischen
Schloss 20 auf, im Ausflihrungsbeispiel unter Verwendung des paketorien-
tierten GPRS Datendienstes. Da die ausgetauschten Datenmengen sehr ge-
ring sind (nur wenige Bytes), sind die Kosten fiir die Kommunikation zwi-

schen dem Mobiltelefon 10 und dem Schloss 20 vernachléssigbar.

Durch die bidirektionale Kommunikationsverbindung kénnen ohne grofien
Aufwand tibliche Authentisierungsverfahren, wie beispielsweise Challenge-
Response zwischen dem Mobiltelefon 10 und dem Schloss 20 durchgefiihrt

werden. Je nach nachfolgenden Funktionen werden eine einseitige oder eine

gegenseitige Authentisierung eingesetzt.
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Ein erster Benutzungsfall besteht in der Abfrage des Schliefszustands des
Schlosses 20. Das Mobiltelefon 10 sendet dazu eine entsprechende Anfrage
30 an das Schloss 20. Bei erfolgreicher Authentisierung des abfragenden Mo-
5 biltelefons 10 gibt das Schloss 20 eine Schlief3zustandsinformation 32 zuriick,
also die Information, ob das Schloss offen oder versperrt ist. Die Information

wird dann auf dem Display des Mobiltelefons 10 fiir den Benutzer angezeigt.

In einem zweiten Benutzungsfall fragt das Mobiltelefon 10 tiber eine entspre- -
10  chende Anfrage 40 den Aufenthaltsort des Schlosses 20 ab. Diese Abfrage

kann insbesondere bei mobilen Schlt')ssern,t etwa dem Tiirschloss eines Kraft-

fahrzeugs sinnvoll eingesetzt werden. Das Schloss 20 kann als Antwort 42

die Ortskoordinaten des Schlosses zuriickgeben, oder, falls gewiinscht, le-

diglich die Information zurtickgeben, ob sich das Schloss 20 noch am Ort des
15  letzten Zusperrens befindet. Seine Ortskoordinaten ermittelt das Schloss 20

beispielsweise tiber die Ortsinformation des Mobilfunksystems oder tiber

GPS.

Die Weitergabe der SchlieSberechtigung fiir das Schloss 20 an ein anderes

20  Mobiltelefon 12 ist als dritter Benutzungsfall illustriert. Dazu wird nach vor-
heriger Identifizierung und/oder Authentisierung des anderen Mobiltele-
fons 12 eine elektronische Kopie des Schliissels angefertigt und dem anderen
Mobiltelefon 12 in elektronischer Form 52 iiber die Luftschnittstelle tibertra-
gen. Der kopierte Schliissel wird mit einem Verfallsdatum versehen, das dem

25  Schloss 20 vom ersten Mobiltelefon 10 mitgeteilt wird (Bézugszeichen 50).
Bei einem Zugriffsversuch durch das andere Mobiltelefon 12 priift das
Schloss 20 dann zunéchst, ob der kopierte Schliissel 52 noch giiltig ist.
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Das elektronische Schloss 20 kann beispielsweise das Schloss einer Hotel-
zimmertiir darstellen, fiir das einem Hotelgast fiir die Dauer seines Aufent-

halts die SchliefSberechtigung tibertragen wird.

Die drei geschilderten Benutzungsfille erfordern beispielsweise bei einem
GSM oder UMTS Netz jeweils eine kostenpflichtige Verbindung, da Daten

tibertragen werden miissen.

Das Vorspannen eines elektronischen.Schliissels fiir das Schloss 20 ist fiir ein
weiteres Mobiltelefon 14 illustriert. Das Vorspannen des Schliissels fiithrt da-
zu, dass das zugeordnete Schloés 20 automatisch getffnet wird, sobald das
Mobiltelefon 14 durch eine rdumliche Bewegung 60 in einen vorbestimmten
Umgebungsbereich 22 des Schlosses 20 gelangt. Im Ausfiihrungsbeispiel ist
dies am Punkt 62 der Fall. Alternativ kann am Punkt 62 automatisch eine |
Offnungsfrage wie "Schloss 6ffnen?" auf dem Display des Mobiltelefons 14
erscheinen und das Schloss 20 auf eine einfache Bestitigung hin getffnet

werden.

Der vorgespannte Zustand eines Schliissels ist im Ausfithrungsbeispiel mit
einer Gultigkeitsdauer versehen, nach deren Ablauf die Vorspannung des
Schliissels aufgehoben wird. Dies in beim Bewegungspfad 64 illustriert, der
das Mobiltelefon 14 bis zum Ablauf der Gultigkeitsdauer nie in den Umge-
bungsbereich 22 des Schlosses 20 bringt. Bei Ablauf der Giiltigkeitsdauer im
Punkt 66 erlischt der Vorspannungszustand des Schliissels, eine nachfolgen-
des Betreten des Umgebungsbereichs 22 bewirkt dann keine automatische

Aktion.

Das Schltisselbrett des Mobiltelefons 10 enthélt typischerweise mehrere

Schliissel, deren Eigenschaften im Ausfithrungsbeispiel in Form einer Tabelle
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in einem Speicher des Mobiltelefons 10 abgelegt sind. Die ersten beiden Ein-

trage dieser Tabelle konnen etwa die in Tabelle 1 gezeigte Form und Inhalt

haben.

5 Tabelle 1: ‘
Schloss-ID 1234 9876
Verbindungsart GSM WLAN

Authentisierung ge-

MSISDN des Mobil-tele-

Challenge-Response, ge-

geniiber Schloss fons genseitig

Identifizierung des keine Sprache

Benutzers

Ortsfunktion Schloss |stationdr mobil, Koordinaten wer-
den beim ZuschliefSen
gespeichert

Funktionen Schloss Auf, Zu, Auf, Zu,

Abfrage SchliefSzustand  Abfrage Schliezustand,

Abtrage Schlossort

Weitergabe SchlieS- |erlaubt nicht erlaubt

berechtigung
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Patentanspriiche

1. Verfahren zur kontaktlosen Steuerung des Schliefizustands eines elektro-
nischen Schlosses mit einer mobilen Steuereinrichtung durch einen Benutzer,
bei dem zwischen der mobilen Steuereinrichtung und dem elektronischen
Schloss eine bidirektionale Kommunikationsverbindung hergestellt wird,
tiber die Kommunikationsverbindung eine Authentisierung zur Uberprii-
fung der Identitdt und Authentizitdt der mobilen Steuereinrichtung
und/oder des elektronischen Schlosses durchgefiithrt wird, und die mobile
Steuereinrichtung zum Zugriff auf den SchliefSzustand des elektronischen

Schlosses diesem einen elektronischen Schliissel iibermittelt.

2. Verfahren nach Anspruch 1, dadurch gekennzeichnet, dass die Kommu-
nikationsverbindung in einem Mobilfunknetz wie GSM oder UMTS, insbe- .
sondere mit einem paketorientierten Tragerdienst, wie beispielsweise GPRS

hergestellt wird.

3. Verfahren nach Anspruch 1, dadurch gekennzeichnet, dass die Kommu-
nikationsverbindung in einem in der mobilen Steuereinrichtung integrierten
Nahbereichskanal wie der IrDA-Schnittstelle , Bluetooth oder WLAN herge-
stellt wird.

4. Verfahren nach wenigstens einem der Anspriiche 1 bis 3, dadurch ge-
kennzeichnet, dass fiir die Kommunikationsverbindung mehrere Veréclﬁe-
dene Ubertragungskanile zur Verfiigung stehen und vor dem Aufbau der
Kommunikationsverbindung ein geeigneter Ubertragungskanal fiir die

Kommunikationsverbindung ausgewéhlt wird, insbesondere dass der geeig-
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nete Ubertragungskanal durch automatisches Probieren oder durch Inan-

spruchnahme eines standortbezogenen Dienstes ausgewdhlt wird.

5. Verfahren nach wenigstens einem der Anspriiche 1 bis 4, dadurch ge-
kennzeichnet, dass vor dem Zugriff auf den SchliefSzustand des elekironi-
schen Schlosses die Berechtigung des Benutzers durch Ubergabe eines Ge-
heimnisses, wie einer PIN-Nummer, oder durch Priifung eines biometrischen

Merkmals gepriift wird.

6. Verfahren nach wenigstens einem der Anspriiche 1 bis 5, dadurch ge-
kennzeichnet, dass die mobile Steuereinrichtung eine Mehrzahl elektroni-
scher Schliissel fiir verschiedene zugehorige elektronische Schlosser enthal-

ten kann.

7. Verfahren nach Anspruch 6, dadurch gekennzeichnet, daés die Mehrzahl
elektronischer Schliissel sicherheitskritische und sicherheitsunkritische
Sdnlﬁssel umfasst, und vor dem Zugriff auf den SchliefSzustand des elektro-
nischen Schlosses mit einem zugeordneten sicherheitskritischen Schliissel die
Berechtigung des Benutzers durch Ubergabe eines Geheimnisses oder durch

Priifung eines biometrischen Merkmals gepriift wird.

8. Verfahren nach Anspruch 6 oder 7, dadurch gekennzeichnet, dass die
mobile Steuereinrichtung dem Benutzer eine Teilmenge nutzbarer Schliissel
aus der Mehrzahl elektronischer Schliissel zum Offnen und/oder SchlieRen
der zugehorigen Schldsser zur Verfiigung stellt, insbesondere auf Grundlage
der Ortskoordinaten der mobilen Steuereinrichtung und der elektronischen

Schldsser.
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9. Verfahren nach wenigstens einem der Anspriiche 1 bis 8, dadurch ge-
kennzeichnet, dass die mobile Steuereinrichtung einen elektronischen
Schliissel einer anderen mobilen Steuereinrichtung iibergibt, indem eine
Authentisierung zur Uberpriifung der Identitit und Authentizitit der ande-
ren mobilen Steuereinrichtung und/oder des Benutzers der anderen mobilen
Steuereinrichtung durchgefithrt wird, und im Gutfall eine elektronische Ko-
pie des Schliissels der anderen mobilen Steuereinrichtung iibergeben wird,

vorzugsweise in elektronischer Form tiber eine Luftschnittstelle,

10. Verfahren nach Anspruch 9, dadurch gekennzeichnet, dass der tiberge-
bene Schliissel mit einer Giiltigkeitsdauer oder einem Verfallszeitpunkt ver-

sehen wird.

11. Verfahren nach Anspruch 10, dadurch gekennzeichnet, dass der Ablauf
der Giiltigkeitsdauer oder das Erreichen des Verfallszeitpunkts durch das

dem tibergebenen Schliissel zugeordnete elektronische Schloss gepriift wird.

12. Verfahren nach wenigstens einem der Anspriiche 1 bis 11, dadurch ge-
kennzeichnet, dass ein elektronischer Schliissel vorgespannt werden kann,
um das zugeordne’ée elektronische Schloss automatisch oder auf eine einfa-
che Benutzerbestiatigung hin zu 6ffnen, wenn die mobile Steuereinrichtung

in einen vorbestimmten Umgebungsbereich des Schlosses gelangt.

13. Verfahren nach Anspruch 12, dadurch gekennzeichnet, dass vor dem
Vorspannen eines Schliissels die Berechtigung des Benutzers durch Uberga-
be eines Geheimnisses oder durch Priifung eines biometrischen Merkmals

gepriift wird.
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14. Verfahren nach Anspruch 12 oder 13, dadurch gekennzeichnet, dass das
Vorspannen eines Schliissels mit einer Giiltigkeitsdauer oder einem Verfalls-

zeitpunkt versehen wird. .

15. Verfahren nach wenigstens einem der Anspriiche 1 bis 14, dadurch ge-
kennzeichnet, dass der Schliefizustand des elektronischen Schiosses von der
mobilen Steuereinrichtung tiber die Kommunikationsverbindung abgefragt

wird.

16. Verfahren nach wenigstens einem der Anspriiche 1 bis 15, dadurch ge-
kennzeichnet, dass eine Ortsinformation des elektronischen Schlosseé iiber
die Kommunikationsverbindung von der mobilen Steuereinrichtung abge-
fragt wird, insbesondere die Ortskoordinaten des Schlosses und/oder die
Information, ob sich das Schloss noch am Ort des letzten VerschliefZens be-

findet.

17. Verfahren nach wenigstens einem der Anspriiche 1 bis 16, dadurch ge-
kennzeichnet, dass die mobile Steuereinrichtung durch ein Mobiltelefon

oder eine mobile Recheneinheit mit Mobilfunkerweiterung gebildet wird.

18. Verfahren nach wenigstens einem der Anspriiche 1 bis 17, dadurch ge-
kennzeichnet, dass die Steuerungsfunktionen fiir das elektronische Schloss
in einem Sicherheitsmodul, wie einem SIM, einem USIM oder einem R-UIM

verwirklicht sind.

19. Verfahren nach wenigstens einem der Anspriiche 1 bis 18, dadurch ge-
kennzeichnet, dass die Authentisierung nach einem Challenge-Response-

Verfahren durchgefiihrt wird.
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20. Mobile Steuereinrichtung (10, 12, 14) zur Durchfiihrung des Verfahrens

nach wenigstens einem der Anspriiche 1 bis 19.

21. Mobile Steuereinrichtung nach Anspruch 20, dadurch gekennzeichnet,
5 dass die mobile Steuereinrichtung durch ein Mobiltelefon (10, 12, 14) oder

eine mobile Recheneinheit mit Mobilfunkerweiterung gebildet ist.

22. Schltissel-Schloss-Anordnung mit einer mobilen Steuereinrichtung (10,
12, 14) und einem oder mehreren elektronischen Schléssern (20) zur Durch-

10 fiihrung des Verfahrens nach wenigstens einem der Anspriiche 1 bis 19.

23. Schliissel-Schloss-Anordnung nach Anspruch 22, dadurch gekennzeich-
net, dass die mobile Steuereinrichtung durch ein Mobiltelefon (10, 12, 14)
oder eine mobile Recheneinheit mit Mobilfunkerweiterung gebildet ist.

15
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LBT0010-CONS

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

PATENT

In re the Application of:
OUTWATERET AL.
Serial No.: 17/646,837
Filed: January 3, 2022

For:  ACCESS CONTROL SYSTEM AND
METHOD FOR USE BY AN
ACCESS DEVICE

Confirmation No.: 2480
Art Unit: 2433

Examiner: TBD

PRELIMINARY AMENDMENT

MAIL STOP: AMENDMENTS
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

Sir:

Prior to substantive examination of the above-identified application, please amend the

application as follows:

Amendments to the Claims are reflected in the listing of claims that begins on page 2 of

this paper.

Remarks begin on page 9 of this paper.
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Amendments to the Claims:

This listing of claims replaces all prior versions and listings of claims in this application.

Listing of the Claims:

1. (Cancelled).

2. (New): An access control system comprising:

an access device comprising a communication module connected to a processor having
control of a door lock;

an application on a portable terminal; and

a server to provide a communication setting to the application, the communication setting
corresponding to the access device, and to further provide a reservation certificate to the
application, the reservation certificate comprising an interval of a reservation,

wherein the application compares the interval of the reservation to a current time accessible
to the application to determine if the reservation certificate is current and wherein, the
application activates the door lock by communicating with the access device via the
communication setting when the application determines that the reservation certificate is

current.

3. (New): The access control system of claim 2, wherein the communication setting is specific

to the access device.
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4. (New): The access control system of claim 3, wherein the application notifies the user of

proximity to the access device.

5. (New): The access control system of claim 2, wherein the communication module does not

advertise that the communication module is present.

6. (New): The access control system of claim 2, wherein the application uses Bluetooth to

communicate with the access device and the communication setting comprises a Bluetooth ID.

7. (New): The access control system of claim 2, wherein the application uses Wi-Fi to

communicate with the access device and the communication setting comprises a network SSID.

8. (New): The access control system of claim 2, wherein the reservation certificate comprises

the communication setting.

9. (New): An access control system comprising:
an access device comprising a communication module connected to a processor having
control of a door lock;
an application on a portable terminal; and
a server to provide a communication setting and a reservation certificate to the application,
the communication setting corresponding to the access device, and the reservation

certificate comprising an interval of a reservation,
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wherein the processor receives the reservation certificate from the application based on use

by the application of the communications setting, and wherein the processor compares
the interval of the reservation to a current time accessible to the processor to determine if
the reservation certificate is current and wherein the processor activates the door lock

when the processor determines that the reservation certificate is current.

10. (New): The access control system of claim 9, wherein the communication setting is specific

to the access device.

11. (New): The access control system of claim 10, wherein the application notifies the user of

proximity to the access device.

12. (New): The access control system of claim 9, wherein the communication module does not

advertise that the communication module is present.

13. (New): The access control system of claim 9, wherein the application uses Bluetooth to

communicate with the access device and the communication setting comprises a Bluetooth ID.

14. (New): The access control system of claim 9, wherein the application uses Wi-Fi to

communicate with the access device and the communication setting comprises a network SSID.

15. (New): The access control system of claim 9, wherein the reservation certificate comprises

the communication setting.
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16. (New): An access control system comprising:
an access device comprising a communication module connected to a processor having
control of a door lock;
an application on a portable terminal; and
a server to provide a communication setting to the application, the communication setting
corresponding to the access device, and to further provide, via a first communication
protocol, a reservation certificate to the application, the reservation certificate comprising
an interval of a reservation,
wherein the application compares the interval of the reservation to a current time accessible
to the application to determine if the reservation certificate is current and wherein the
application activates the door lock by communicating with the access device via a second
communication protocol that is different from the first communication protocol, based on
use by the application of the communication setting, when the application determines that

the reservation certificate is current.

17. (New): The access control system of claim 16, wherein the first communication protocol

comprises a cellular protocol.

18. (New): The access control system of claim 16, wherein the first communication protocol

comprises a wireless LAN protocol.

19. (New): The access control system of claim 18, wherein the wireless LAN protocol comprises

Wi-Fi.
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20. (New): The access control system of claim 16, wherein the second communication protocol

comprises a short-range wireless protocol.

21. (New): The access control system of claim 20, wherein the short-range wireless protocol

comprises Bluetooth.

22. (New): The access control system of claim 16, wherein the second communication protocol

comprises a wireless LAN protocol.

23. (New): The access control system of claim 22, wherein the wireless LAN protocol comprises

Wi-Fi.

24. (New): The access control system of claim 16, wherein the application automatically
connects to the access device via the second communication protocol as the portable terminal

approaches the access device.

25. (New): The access control system of claim 16, wherein the reservation certificate is

encrypted.

26. (New): The access control system of claim 25, wherein the encrypted reservation certificate

is decrypted by the access device.

27. (New): An access control system comprising:
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an access device comprising a communication module connected to a processor having
control of a door lock;
an application on a portable terminal; and
a server to provide a communication setting to the application, the communication setting
corresponding to the access device, and further to provide, via a first communication
protocol, a reservation certificate to the application, the reservation certificate comprising
an interval of a reservation,
wherein the processor receives the reservation certificate from the application via a second
communication protocol that is different from the first communication protocol, based on
use by the application of the communication setting, wherein the processor compares the
interval of the reservation to a current time accessible to the processor to determine if the
reservation certificate is current; and wherein the processor activates the door lock when

the processor determines that the reservation certificate is current.

28. (New): The access control system of claim 27, wherein the first communication protocol

comprises a cellular protocol.

29. (New): The access control system of claim 27, wherein the first communication protocol

comprises a wireless LAN protocol.

30. (New): The access control system of claim 29, wherein the wireless LAN protocol comprises

Wi-Fi.

Page 94 of 172



Serial No.: 17/646,837 Attorney’s Docket No.: LBT0010-CONS
Art Unit: 2433 Page 8

31. (New): The access control system of claim 27, wherein the second communication protocol

comprises a short-range wireless protocol.

32. (New): The access control system of claim 31, wherein the short-range wireless protocol

comprises Bluetooth.

33. (New): The access control system of claim 27, wherein the second communication protocol

comprises a wireless LAN protocol.

34. (New): The access control system of claim 33, wherein the wireless LAN protocol comprises

Wi-Fi.

35. (New): The access control system of claim 27, wherein the application automatically
connects to the access device via the second communication protocol as the portable terminal

approaches the access device.

36. (New): The access control system of claim 27, wherein the reservation certificate is

encrypted.

37. (New): The access control system of claim 36, wherein the encrypted reservation certificate

is decrypted by the access device.
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REMARKS

By this preliminary amendment, claim 1 is cancelled, and new claims 2-37 are added. No
new matter is introduced. The Applicant believes the instant application is in condition for
allowance. Therefore, it is requested that a Notice of Allowance be issued in due course.

CONCLUSION

In view of the foregoing, claims 2-37 are believed to be in condition for allowance.
Should the Examiner have any questions or determine that any further action is desirable to place
this application in even better condition for issue, the Examiner is encouraged to telephone the

Applicant’s undersigned representative at the number listed below.

KASHA LAW LLC

14532 Dufief Mill Rd.

North Potomac, MD 20878 Respectfully submitted,
Tel. 240-423-8431

Date: March 2, 2022 By: /Kelly L. Kasha/

Kelly L. Kasha
Registration No. 47,743

Customer No. 67050
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* If any claims have been determined allowable, you may be eligible to benefit from the Patent Prosecution Highway program at a
participating intellectual property office for the corresponding application. For more information, please see

http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov.
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Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).
Priority under 35 U.S.C. § 119

12)(J Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:

a)o Al b)(J Some**  ¢)(J None of the:
1.(] Certified copies of the priority documents have been received.
2.0 Certified copies of the priority documents have been received in Application No.

3.0 Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).

** See the attached detailed Office action for a list of the certified copies not received.
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Notice of Pre-AlA or AlA Status
The present application is being examined under the pre-AlIA first to invent provisions.

DETAILED ACTION

1. Claims 2-37 are pending in this office action.

Information Disclosure Statement
2. The information disclosure statement (IDS) submitted on February 4, 2022, is in
compliance with the provisions of 37 CFR 1.97. Accordingly, the information disclosure

statement is being considered by the examiner.

Specification
3. The disclosure is objected to because of the following informalities: the CROSS-
REFERENCE TO RELATED APPLICATION section needs updated to reflect applications that have

matured into patents. Appropriate correction is required.

Double Patenting
The nonstatutory double patenting rejection is based on a judicially created doctrine
grounded in public policy (a policy reflected in the statute) so as to prevent the unjustified or
improper timewise extension of the “right to exclude” granted by a patent and to prevent
possible harassment by multiple assignees. A nonstatutory double patenting rejection is

appropriate where the conflicting claims are not identical, but at least one examined
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application claim is not patentably distinct from the reference claim(s) because the examined
application claim is either anticipated by, or would have been obvious over, the reference
claim(s). See, e.g., In re Berg, 140 F.3d 1428, 46 USPQ2d 1226 (Fed. Cir. 1998); In re Goodman,
11 F.3d 1046, 29 USPQ2d 2010 (Fed. Cir. 1993); In re Longi, 759 F.2d 887, 225 USPQ 645 (Fed.
Cir. 1985); In re Van Ornum, 686 F.2d 937, 214 USPQ 761 (CCPA 1982); In re Voogel, 422 F.2d
438, 164 USPQ 619 (CCPA 1970); In re Thorington, 418 F.2d 528, 163 USPQ 644 (CCPA 1969).

A timely filed terminal disclaimer in compliance with 37 CFR 1.321(c) or 1.321(d) may be
used to overcome an actual or provisional rejection based on nonstatutory double patenting
provided the reference application or patent either is shown to be commonly owned with the
examined application, or claims an invention made as a result of activities undertaken within
the scope of a joint research agreement. See MPEP § 717.02 for applications subject to
examination under the first inventor to file provisions of the AlA as explained in MPEP § 2159.
See MPEP § 2146 et seq. for applications not subject to examination under the first inventor to
file provisions of the AIA. A terminal disclaimer must be signed in compliance with 37 CFR
1.321(b).

The USPTO Internet website contains terminal disclaimer forms which may be used.
Please visit www.uspto.gov/patent/patents-forms. The filing date of the application in which
the form is filed determines what form (e.g., PTO/SB/25, PTO/SB/26, PTO/AIA/25, or
PTO/AIA/26) should be used. A web-based eTerminal Disclaimer may be filled out completely
online using web-screens. An eTerminal Disclaimer that meets all requirements is auto-
processed and approved immediately upon submission. For more information about eTerminal

Disclaimers, refer to www.uspto.gov/patents/process/file/efs/guidance/eTD-info-l.jsp.
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1. Claims 2-37 are rejected on the ground of nonstatutory double patenting as being
unpatentable over claims 1-20 of U.S. Patent No. 9,911,258. Although the claims at issue are
not identical, they are not patentably distinct from each other because both application and
patent claim an access device having control of a door lock, a portable terminal, a server
providing a reservation certificate that comprises an interval of a reservation, and activating the
door lock based on the reservation certificate. The instant application calls the smartphone a
portable terminal. It would have been obvious to use a portable terminal in lieu of a
smartphone since smartphones have the processing power to act as a portable terminal and

pretty much everyone has access to a smartphone at all time.

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to BRANDON HOFFMAN whose telephone number is (571)272-
3863. The examiner can normally be reached on Monday-Friday 8:30AM-5:00PM.

Examiner interviews are available via telephone, in-person, and video conferencing
using a USPTO supplied web-based collaboration tool. To schedule an interview, applicant is
encouraged to use the USPTO Automated Interview Request (AIR) at
http://www.uspto.gov/interviewpractice.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Jeffrey Pwu can be reached on (571)272-6798. The fax phone number for the

organization where this application or proceeding is assigned is 571-273-8300.
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Information regarding the status of an application may be obtained from the Patent
Application Information Retrieval (PAIR) system. Status information for published applications
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished
applications is available through Private PAIR only. For more information about the PAIR
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private
PAIR system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you
would like assistance from a USPTO Customer Service Representative or access to the

automated information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/BRANDON HOFFMAN/
Primary Examiner, Art Unit 2433
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17/646,837 - GAU: 2433

Application Number 17646837
Filing Date 2022-01-03

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.29)

First Named Inventor ’ Qutwater
Art Unit | 2433

Examiner Name ‘

Attorney Dacket Number |LBT0010—CON5

If you wish to add additional non-patent literature document citation information please click the Add button| Add

EXAMINER SIGNATURE

Examiner Signature /BRANDON HOFFMAN/ Date Considered ‘ 03/22/2022

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO
Standard ST.3). 3 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPQ Standard ST .16 if possible. ® Applicant is to place a check mark here if
English language translation is attached.
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17/646,837 - GAU: 2433

Application Number 17646837
Filing Date 2022-01-03

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.29)

First Named Inventor ’ Qutwater

Art Unit | 2433

Examiner Name ‘

Attorney Docket Number | LBT0010-CON5

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s):

That each item of information contained in the information disclosure statement was first cited in any communication
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That ne item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[] any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

See attached certification statement.
The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

X A certification statement is not submitted herewith.

SIGNATURE
A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature /Kelly L. Kasha/ Date (YYYY-MM-DD) 2022-02-04
Name/Print Kelly L. Kasha Registration Number |47743

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.5.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1430, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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17/646,837 - GAU: 2433

Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.8.C. 552) and the Privacy Act (5 U.5.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review {35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her desighee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Ref # Hits [Search Query DBs Default Plurals British Time Stamp
Operator Equivalents
L1 12005 713/156 (US-PGPUB; USPAT; |OR ON ON 2022/03/22
USOCR) 01:05 PM
L2 2837 G07C9/27 (US-PGPUB; USPAT; |OR ON ON 2022/03/22
USOCR) 01:05 PM
L3 268 B60L53/57 (US-PGPUB; USPAT; |OR ON ON 2022/03/22
USOCR) 01:10 PM
L4 11982 G06Q10/02 (US-PGPUB; USPAT; |OR ON ON 2022/03/22
USOCR) 02:32 PM
L5 506 GO7F5/26 (US-PGPUB; USPAT; |OR ON ON 2022/03/22
USOCR) 02:32 PM
L6 16934 H04L9/3247 (US-PGPUB; USPAT; |OR ON ON 2022/03/22
USOCR) 02:32 PM
L7 17275 HO04\W4/021 (US-PGPUB; USPAT; |OR ON ON 2022/03/22
USOCR) 02:32 PM
L8 1 "11217053".pn. (US-PGPUB; USPAT; |OR ON ON 2022/03/22
USOCR) 02:46 PM
L9 1 "10657747".pn. (US-PGPUB; USPAT; |OR ON ON 2022/03/22
USOCR) 02:47 PM
L10 1 "10049514".pn. (US-PGPUB; USPAT; |OR ON ON 2022/03/22
USOCR) 02:47 PM
L12 1 "9911258".pn. (US-PGPUB; USPAT; |OR ON ON 2022/03/22
USOCR) 02:47 PM
L13 1 "9373205".pn. (US-PGPUB; USPAT; |OR ON ON 2022/03/22
USOCR) 02:47 PM
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smartphone USOCR) 02:09 PM
L16 14011863 |[interval time (US-PGPUB; USPAT; |OR ON ON 2022/03/23
USOCR) 02:10 PM
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L18 3038434 |lock$3 (US-PGPUB; USPAT; |OR ON ON 2022/03/23
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USOCR) 02:12 PM
L20 55196 15 AND 16 AND 17 (US-PGPUB; USPAT; |OR ON ON 2022/03/23
AND 18 AND 19 USOCR) 02:12 PM
L21 59320 1234567 (US-PGPUB; USPAT; |OR ON ON 2022/03/23
USOCR) 02:12 PM
L22 711260 (OUTWATER, CHRIS |(US-PGPUB; USPAT; |OR ON ON 2022/03/23
CARPINTERIA USOCR) 02:13 PM
CALIFORNIA
REDMANN, WILLIAM
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"20090043657"
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"20070053513"
"20050246766"
"20090210702"
"20090013076"
"20050114367"
"20090125429"
"6895394"
"20090113533"
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"20070168660"
"7401032"
"200900664 76"
"7197296"
"20030149854"
"7581096"
"20060064493"
"20050244009"
"20100022217"
"20040261116"
"20060189306"
"20080130554"
"7046991"
"20040171374"
"20070011446"
"20080022043"
"20060251224"
"20080139210"
"20050273850"
"20090183541"
"20030098779"
"20060048233"
"7607140"
"20020060246"
"7006799" "6438690"
"20040098581"
"6736322"
"20050164749"
"20020143655"
"20090319638"
"20080022103"
"20030100266"
"7478748"
"20040268119"
"20060165060"
"20090198618"
"7065323"
"20030177392"
"20060117186"
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"20050149442"
"20060047835"
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"20050266798"
"20070067373"
"6744874").pn.
L24 3185 20 AND 21 (US-PGPUB; USPAT; [OR ON ON 2022/03/23
USOCR) 03:17 PM
L25 3295 20 AND 22 (US-PGPUB; USPAT; |OR ON ON 2022/03/23
USOCR) 03:17 PM
L26 71 20 AND 23 (US-PGPUB; USPAT; [OR ON ON 2022/03/23
USOCR) 03:17 PM
L27 1683379 proximity (US-PGPUB; USPAT; |OR ON ON 2022/03/23
USOCR) 03:54 PM
L28 25942 20 AND 27 (US-PGPUB; USPAT; |OR ON ON 2022/03/23
USOCR) 03:54 PM
L29 38 23 AND 28 (US-PGPUB; USPAT; [OR ON ON 2022/03/23
USOCR) 03:54 PM
L30 494068 token certificate (US-PGPUB; USPAT; |OR ON ON 2022/03/23
USOCR) 06:32 PM
L31 4922 19 WITH 30 (US-PGPUB; USPAT; [OR ON ON 2022/03/23
USOCR) 06:32 PM
L32 3 29 AND 31 (US-PGPUB; USPAT; |OR ON ON 2022/03/23
USOCR) 06:32 PM
L33 365 28 AND 31 (US-PGPUB; USPAT; |OR ON ON 2022/03/24
USOCR) 11:40 AM
L34 144 33 AND door NEAR (US-PGPUB; USPAT; [OR ON ON 2022/03/24
lock$3 USOCR) 11:40 AM
L35 0 33 AND door NEAR (US-PGPUB; USPAT; |OR ON ON 2022/03/24
lock$3 WITH reserv$3 |[USOCR) 11:40 AM
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L36 31 33 AND door WITH (US-PGPUB; USPAT; |OR ON ON 2022/03/24
lock$3 WITH reserv$3 [USOCR) 12:18 PM
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L37 32 33 AND door WITH (US-PGPUB; USPAT; [OR ON ON 2022/03/24
lock$3 WITH reserv$3 [USOCR) 12:18 PM
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Under the Paperwork Reduction Act of 1995, no persons are req

ired to respond to a collection of informa

PTO/SB/06 (09-11)

Approved for use through 1/31/2014. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERGCE

tion unless it displays a valid OMB control number.

APPLICATION AS FILED - PART |

Application or Docket Number Filing Date
PATENT APPLICé;rggmtggrEFgE'lF"ngglATloN RECORD 171646,837 01/03/2022 (7o be Mailed
ENTITY: LARGE (JsmALL [ micrRO

(Column 1) (Column 2)
FOR NUMBER FILED NUMBER EXTRA RATE ($) FEE ($)
() BASIC FEE N/A N/A N/A
(37 CFR 1.16(a), (b), or (c))
(L] sEARCH FEE
(37 CFR 1.16(K), (i), or (m)) NiA NiA N/A
D EXAMINATION FEE
(37 GFR 1.16(0), (p), or () NiA NiA N/A
TOTAL CLAIMS . *
(37 GFR 1.16(i)) minus 20 = x $100 -
INDEPENDENT CLAIMS *
(37 GFR 1.16(h)) minus 3 = x $480 -
If the specification and drawings exceed 100 sheets
of paper, the application size fee due is $310 ($155
D'ST:PRUS/?E(CS);\)‘ SIZE FEE (37 for small entity) for each additional 50 sheets or
: fraction thereof. See 35 U.S.C. 41(a)(1)(G) and 37
CFR 1.16(s).
D MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j))
* If the difference in column 1 is less than zero, enter "0" in column 2. TOTAL
APPLICATION AS AMENDED - PART I
(Column 1) (Column 2) (Column 3)
CLAIMS HIGHEST
REMAINING NUMBER
— 03/29/2022 | arren PREVIOUSLY PRESENT EXTRA RATE ($) ADDITIONAL FEE ($)
E AMENDMENT PAID FOR
Total * ; *x - _
E (37 GFR1.16(i) 36 Minus 36 =0 x $100 = 0
Z| B x
af e |4 e | 4 -0 x84 - 2
< ] Application Size Fee (37 CFR 1.16(s))
D FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR
1.16())
TOTAL ADD'L FEE 0
(Column 1) (Column 2) (Column 3)
CLAIMS HIGHEST
REMAINING NUMBER
AFTER PREVIOUSLY PRESENT EXTRA RATE ($) ADDITIONAL FEE ($)
E AMENDMENT PAID FOR
L | Total " ; *x - -
=S | erorr iy Minus = x $0 =
O | Independent N ; wxn -
E (370FpR 1.16(n) Minus = x 30 -
= | [ Application Size Fee (37 CFR 1.16(s))
< [_J FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR
1.16()))
TOTAL ADD'L FEE
* If the entry in column 1 is less than the entry in column 2, write "0" in column 3. LIE
“* If the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20". /PEARLIE A FENNELL/
*** If the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3".

The "Highest Number Previously Paid For" (Total or Independent) is the highest number found in the appropriate box in column 1.

This collection of information is required by 37 CFR 1.16. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering,
preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
If you need assistance in completing the form, call 1-800-PTO-87198 and select option 2.
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UNITED STATES oxandris, VA Ahseat 1488
PATENT AND TRADEMARK OFFICE A, o o

ELECTRONIC ACKNOWLEDGEMENT RECEIPT

APPLICATION # RECEIPT DATE / TIME ATTORNEY DOCKET #

17/646,837 03/29/2022 08:28:17 PM ET LBT0010-CON5

Title of Invention
Access Control System and Method for Use by an Access Device

Application Information

APPLICATION TYPE  Utility - Nonprovisional Application PATENT #
under 35 USC 111(a)

CONFIRMATION # 2480 FILED BY John Kasha
PATENT CENTER # 60596102 FILING DATE  01/03/2022
CUSTOMER # 67050 FIRST NAMED  Chris Outwater
INVENTOR
CORRESPONDENCE - AUTHORIZED BY
ADDRESS
Documents TOTAL DOCUMENTS: 1
DOCUMENTY PAGES  DESCRIPTION SIZE (K&
LRTOO1O- 12 Amendment/Request for 133 KB
CONB _resp 08 28 2022.pdt Reconsideration-After Non-

Final Rejection

Digest
DOCUMENT MESSAGE DIGEST{SHAS1Y)
LBTO010- TARCAR4BAZFCIE161CDESSDOREERSESDS4C2A821195610A2

S
GCONS_resp 05_29_2022 pdf TFOD4DDYB3R2RFI83F 180T ECEGS06DI2CFEsRCCCEBTABES
QADTVOSETARYCUEEEBARRF33CTIEE ‘3 S
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This Acknowladgement Hecsipt evidencss receipt on the noled dale by the USPTG of the indicated documents, characterizad
by the applicant, and including pags L‘-OLE:"-&:-; where appiic as evidenae of receipt sinviar 1o a Post Card, as
described in MPEP 503

New Applications Under 38 LLS.G 11

i & new application is being fled and the application includes iha necessary components for filing date (see 37 CFR 1.585(b-(d)
and MPE P 338}, a Filing Receipt (37 CGFR 1.54) will ba issued in dus courss and the date shown on this Ae‘kmw!em ament
Racaint will establish tha filing dale of the application

National Stage of an international Application under 38 U8.C. 374
i a Himely submission fo enter the national stage of an Er‘t&rr‘-’" ioral application is compliant with the conditions of 35 US.C.

371 and other applicable requiremenis a Form POT/DOEGA0S indicating acceptance of the application as a national stage
submission under 35 LLG.C. 371 will be issued in addition i the Fiing Recsipt, In dus courssa.

New International Application Flled with the USPTO as 2 Receiving Qffice

i a new intemational aopiicaiisr“ ig baing filed and the international application inclides the nacessary compoenanis for an
international filing date {see POT Article 11 and MPEP 1819}, & Notifization of the internationad Applization Number and of the
international Filing Date {(Form POT/ROMTOE) will be ssued in dus course, subject to praseriptions concerning national security
and the date shown on this Acknowledgement | ircesﬁ. will eslablish the international filing dale of the application.
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LBT0010-CONS PATENT

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re the Application of:

OUTWATER ET AL. Confirmation No.: 2480
Serial No.: 17/646,837 Art Unit: 2433
Filed: January 3, 2022 Examiner: Brandon S. Hoffman
For:  ACCESS CONTROL SYSTEM AND
METHOD FOR USE BY AN
ACCESS DEVICE
AMENDMENT

MAIL STOP: AMENDMENTS
Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450
Sir:
In response to the Non-final Office Action dated March 29, 2022, please amend the
above-identified application as follows:
No fees are believed to be due. However, any fee necessary for consideration of this
response is hereby authorized to be charged to Deposit Account Number 50-4075.
Amendments to the Specification begin on page 2 of this paper.

The Claims are reflected in the listing of claims that begins on page 3 of this paper.

Remarks begin on page 12 of this paper.
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Amendments to the Specification:

Please replace paragraph [0001] with the following amended paragraph:

[0001] This application is a continuation of U.S. Patent Application No. 16/847,719, filed

April 14, 2020, now U.S. Patent No. 11,217,053, which is a continuation of U.S.

Patent Application No. 16/034,278, filed July 12, 2018, now U.S. Patent No.
10,657,747, which is a continuation of U.S. Patent Application No. 15/609,055, filed
May 31, 2017, now U.S. Patent No. 10/049,514, which is a continuation of U.S.
Patent Application No. 15/178,849, filed June 10, 2016, now U.S. Patent No.
9,911,258, which is a continuation of U.S. Patent Application No. 14/603,434, filed
January 23, 2015, now U.S. Patent No. 9,373,205, which is a continuation of U.S.
Patent Application No. 13/582,467, filed September 4, 2012, now U.S. Patent No.
8,996,879, which is a national stage application of PCT Application No.
PCT/US11/26781, filed March 2, 2011, which claims the benefit of U.S. Provisional
Patent Application No. 61/309,813, filed March 2, 2010. All of the above mentioned

applications are incorporated by reference herein in their entireties.
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The Claims:
This listing of claims replaces all prior versions and listings of claims in this application.

Listing of the Claims:

1. (Cancelled).

2. (Previously Presented): An access control system comprising:

an access device comprising a communication module connected to a processor having
control of a door lock;

an application on a portable terminal; and

a server to provide a communication setting to the application, the communication setting
corresponding to the access device, and to further provide a reservation certificate to the
application, the reservation certificate comprising an interval of a reservation,

wherein the application compares the interval of the reservation to a current time accessible
to the application to determine if the reservation certificate is current and wherein, the
application activates the door lock by communicating with the access device via the
communication setting when the application determines that the reservation certificate is

current.

3. (Previously Presented): The access control system of claim 2, wherein the communication

setting is specific to the access device.
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4. (Previously Presented): The access control system of claim 3, wherein the application

notifies the user of proximity to the access device.

5. (Previously Presented): The access control system of claim 2, wherein the communication

module does not advertise that the communication module is present.

6. (Previously Presented): The access control system of claim 2, wherein the application uses
Bluetooth to communicate with the access device and the communication setting comprises a

Bluetooth ID.

7. (Previously Presented): The access control system of claim 2, wherein the application uses
Wi-Fi to communicate with the access device and the communication setting comprises a

network SSID.

8. (Previously Presented): The access control system of claim 2, wherein the reservation

certificate comprises the communication setting.

9. (Previously Presented): An access control system comprising:
an access device comprising a communication module connected to a processor having
control of a door lock;

an application on a portable terminal; and
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a server to provide a communication setting and a reservation certificate to the application,
the communication setting corresponding to the access device, and the reservation

certificate comprising an interval of a reservation,

wherein the processor receives the reservation certificate from the application based on use
by the application of the communications setting, and wherein the processor compares
the interval of the reservation to a current time accessible to the processor to determine if
the reservation certificate is current and wherein the processor activates the door lock

when the processor determines that the reservation certificate is current.

10. (Previously Presented): The access control system of claim 9, wherein the communication

setting is specific to the access device.

11. (Previously Presented): The access control system of claim 10, wherein the application

notifies the user of proximity to the access device.

12. (Previously Presented): The access control system of claim 9, wherein the communication

module does not advertise that the communication module is present.

13. (Previously Presented): The access control system of claim 9, wherein the application uses
Bluetooth to communicate with the access device and the communication setting comprises a

Bluetooth ID.
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14. (Previously Presented): The access control system of claim 9, wherein the application uses

Wi-Fi to communicate with the access device and the communication setting comprises a

network SSID.

15. (Previously Presented): The access control system of claim 9, wherein the reservation

certificate comprises the communication setting.

16. (Previously Presented): An access control system comprising:

an access device comprising a communication module connected to a processor having
control of a door lock;

an application on a portable terminal; and

a server to provide a communication setting to the application, the communication setting
corresponding to the access device, and to further provide, via a first communication
protocol, a reservation certificate to the application, the reservation certificate comprising
an interval of a reservation,

wherein the application compares the interval of the reservation to a current time accessible
to the application to determine if the reservation certificate is current and wherein the
application activates the door lock by communicating with the access device via a second
communication protocol that is different from the first communication protocol, based on
use by the application of the communication setting, when the application determines that

the reservation certificate is current.
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17. (Previously Presented): The access control system of claim 16, wherein the first

communication protocol comprises a cellular protocol.

18. (Previously Presented): The access control system of claim 16, wherein the first

communication protocol comprises a wireless LAN protocol.

19. (Previously Presented): The access control system of claim 18, wherein the wireless LAN

protocol comprises Wi-Fi.

20. (Previously Presented): The access control system of claim 16, wherein the second

communication protocol comprises a short-range wireless protocol.

21. (Previously Presented): The access control system of claim 20, wherein the short-range

wireless protocol comprises Bluetooth.

22. (Previously Presented): The access control system of claim 16, wherein the second

communication protocol comprises a wireless LAN protocol.

23. (Previously Presented): The access control system of claim 22, wherein the wireless LAN

protocol comprises Wi-Fi.

24. (Previously Presented): The access control system of claim 16, wherein the application
automatically connects to the access device via the second communication protocol as the

portable terminal approaches the access device.
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25. (Previously Presented): The access control system of claim 16, wherein the reservation

certificate is encrypted.

26. (Previously Presented): The access control system of claim 25, wherein the encrypted

reservation certificate is decrypted by the access device.

27. (Previously Presented): An access control system comprising:

an access device comprising a communication module connected to a processor having
control of a door lock;

an application on a portable terminal; and

a server to provide a communication setting to the application, the communication setting
corresponding to the access device, and further to provide, via a first communication
protocol, a reservation certificate to the application, the reservation certificate comprising
an interval of a reservation,

wherein the processor receives the reservation certificate from the application via a second
communication protocol that is different from the first communication protocol, based on
use by the application of the communication setting, wherein the processor compares the
interval of the reservation to a current time accessible to the processor to determine if the
reservation certificate is current; and wherein the processor activates the door lock when

the processor determines that the reservation certificate is current.

28. (Previously Presented): The access control system of claim 27, wherein the first

communication protocol comprises a cellular protocol.
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29. (Previously Presented): The access control system of claim 27, wherein the first

communication protocol comprises a wireless LAN protocol.

30. (Previously Presented): The access control system of claim 29, wherein the wireless LAN

protocol comprises Wi-Fi.

31. (Previously Presented): The access control system of claim 27, wherein the second

communication protocol comprises a short-range wireless protocol.

32. (Previously Presented): The access control system of claim 31, wherein the short-range

wireless protocol comprises Bluetooth.

33. (Previously Presented): The access control system of claim 27, wherein the second

communication protocol comprises a wireless LAN protocol.

34. (Previously Presented): The access control system of claim 33, wherein the wireless LAN

protocol comprises Wi-Fi.

35. (Previously Presented): The access control system of claim 27, wherein the application
automatically connects to the access device via the second communication protocol as the

portable terminal approaches the access device.

36. (Previously Presented): The access control system of claim 27, wherein the reservation

certificate is encrypted.
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37. (Previously Presented): The access control system of claim 36, wherein the encrypted

reservation certificate is decrypted by the access device.
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REMARKS

Claims 2-37 are pending. By this amendment, the specification is amended to update the
Cross-Reference to Related Application section to reflect applications that have matured into
patents. No new matter is introduced. Reconsideration of this application is respectfully
requested in view of the foregoing amendment and the following remarks.

Double Patenting Rejections

Claims 2-37 are rejected on the ground of non-statutory obviousness-type double
patenting as being unpatentable over claims 1-20 of U.S. Patent No. 9,911,258 (hereinafter the
“‘258 patent”).

The Applicants file herewith a Terminal Disclaimer over the ‘258. As set forth in the
MPEP, a Terminal Disclaimer may be used to overcome a rejection based on obviousness-type
double patenting (MPEP § 804.02(II)). Further, in legal principle, the filing of a Terminal
Disclaimer simply serves the statutory function of removing the rejection of obviousness-type
double patenting, and does not raise a presumption on the merits of the rejection. It is improper
to view the simple expedient of “obviation” as an admission or acquiescence on the merits.
Ortho Pharmaceutical Corp. v. Smith, 22 USPQ2d 1119, 1124 (Fed. Cir. 1992) citing Quad
Envil. Technologies Corp. v. Union Sanitary Dist., 946 F.2d 870, 874, 20 USPQ2d 1392, 1394-
95 (Fed. Cir. 1991).

Withdrawal of the rejection of claims 2-37 based on the judicially created doctrine of

double patenting is respectfully requested.
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CONCLUSION
In view of the foregoing, claims 2-37 are believed to be in condition for allowance.
Should the Examiner have any questions or determine that any further action is desirable to place

this application in even better condition for issue, the Examiner is encouraged to telephone the

Applicant’s undersigned representative at the number listed below.

KASHA LAW LLC

14532 Dufief Mill Rd.

North Potomac, MD 20878 Respectfully submitted,
Tel. 240-423-8431

Date: March 29, 2022 By: /Kelly L. Kasha/

Kelly L. Kasha
Registration No. 47,743

Customer No. 67050
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UNITED STATES i 0,00 1450
PATENT AND TRADEMARK DFFICE AN, Y e ot o

TERMINAL DISCLAIMER TO OBVIATE A PROVISIONAL DOUBLE PATENTING REJECTION OVER
A PENDING "REFERENCE" APPLICATION

APPLICATION # FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET #

17848837 /02022 Chris Qutwater LETOO{0-CONS

Title of Invention
Access Control System and Method for Use by an Access Device

\\\\\\ Filing of terminal disclaimar does not obviate reguirement for response under 37 CFR 11T 1o cudstanding
O s .
¥ Cifice Action
\\\\\‘*‘\ This electronic Terminal Disclaimar is not being used for a Joint Research Agreement.
Ohwner Farcent interest
Uirban intel, Inc. 100%
Total 108%

The owner{s) of percent interest listed above in the instant application hersby disciaims, except as provided below,
the lerminal part of the slalutory term of any patent granted on the instant application which would extend beyond
the expiration date of the full statutory term of any patent granted on pending reference Application Number(s)

Application & Filing Date

as the ferm of any patent granted on said reference application may be shortened by any terminal disclaimer Hled
prior {o the grant of any patent on the pending reference application. The owner hareby agrees that any patent 50
granted on the instant application shall be enforcealie only for and during such perind that if and any patent
granted on the reference application are commonly owned. This agreemant runs with any patent granted on the
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instant application and is binding upon the granies, IS SUCCESSONS OF AsSIGNs,

in making the above disclaimer, the owner does not disclaim the terminal part of any patent granted on the instant
application that would sxtend o the expivation date of the full statutory term of any patent grantsd on said reference
application, "as the term of any patent granted on said reference application may be shortenad by any tarminal
disclaimer filed prior 1o the grant of any pateni on the pending reference application,” in the avent that any such
patent granted on the pending reference application: axpives for Tallure 1o pay a maintenance fee, is held

unsrdorceabie, is found invalid by a cowrt of competent juriadiction, is statutorily disclaimed in whole or lerminally

manner terminated prior o the expivation of Hs full statutory term as shortenad by any terminal disclaimer filed prior
to il grant.

The owner{s) of parcent inferast listed above in the instant application hersby disclaims, except as provided below,
the ferminal part of the statutory term of any palent granted on the instant application which would exdend beyond
the axpiration date of the full statufory term of prior patent number(s)

Fatent &

as the term of said prior palent is presently shorlened by any terminal disclaimer, The ownar hergby agrees thal

any patent so granted on the instant application shall be enforceable only for and during such periad that it and the

prior patent are commonly ewned, This agresment runs with any patent grantad on the instant application and is

binding upon the granteg, g SUCCESI0rS OF ASSIGNS.

n making the above disclaimer, the owner does not disolaim the terminal part of the term of any patent granted on

the instant agplication thal would axtend to the expiralion date of the full staiutory lerm of the prior patent, "as the

term of sald prior palent is presently shortened by any lerminal disclaimer,” in the event that ssid prior palent laten

= axpires for failure (o pay & maintenance feg;

= 1s held unsnforceables;

= ig found invalid by a court of competent jurisdiction;

= ig slatutorily disclaimed in whole or terminally disclaimed under 37 CFR 1321,

» has all claims canceled by a reexamination cerlificate;

» is relssued; or

» 15 in any manner isrminated prior (o the expivation of is full statulory term as presently shorlenad by any terminal
disclaimer.

- o : " : e A : ie B ; ; e : ,
\\\\\\\‘\ Terminal disclaimer fee under 37 GFR 1.20(d) included with Elecironic Terminal Disclaimer reguest,

Applicant claims the following entity status:
Reguiar Undiscounted

Page 139 of 172



| hereby declare that ali stalements made herein of my own knowledge are true and that all statemnts made on
information and belief are believed 1o be true; and fwther that these statements were made with the knowledge that
willful false siatements and the ke so made are punishable by fine or imprisonment, or both, under Section 1001 ¢f

Title 18 of the United Siales Code and thatl such willful false statements may jeopardize the validity of the
application or any patent issued theraon.

| certify, in accordance with 37 OFR 1.4d}4) hat | am: An altormey or agent registered 1o practice befors the
Fatent and Trademark Office who is of record in this applicatior

Signature Name Registration #

100

2

fJohn Kasha/ John Kasha 5

Sie‘a tement under 37 CFR 3.73{b) is required i lerminal disclaimer is

g signed by the assignee {owner). Form
PTOSE/SS may be used for making this cerlification. See MPEP 324,
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UNiTED STATES . I 5‘3 ) \.‘.ggvi i?\?;(}
PATENT AND TRADEMARK OFFICE Alexandria, i e gstjggf

ELECTRONIC PAYMENT RECEIPT

APPLICATION # RECEIPT DATE / TIME ATTORNEY DOCKET #

17/648,837 03/29/2088 082002 PM EY LBTOGTO0-CONS

Title of Invention
Access Control System and Method for Use by an Access Device

Application Information

APPLICATION TYPE  Utifity - Nonprovisional Application PATENT # -
under 35 USO 111{a)

CONFIRMATION #

3]
2
o
[

FILED BY .ighn Kasha

PATENT CENTER # Q583880 AUTHORIZED BY -
CUSTOMER # §7(35() FILING DATE  {3/03/2022
CORRESPONDENCE - FIRST NAMED  Chris Qutwater
ADDRESS INVENTOR

Payment Information

PAYMENT METHOD PAYMENT TRANSACTION ID PAYMENT AUTHORIZED BY

CARD /3588 E202238K28204118 John Kasha

FEE CODE DESCRIPTION ITEM PRICE($) QUANTITY ITEM TOTAL($)
1814 STATUTORY DISCLAMER, 170.00 1 175.00

INCLUDING TERMINAL DISCLAIMER

TOTAL F170.00
AMOUNT:

This Acknowledgemant Receipt svidances racaipt on the notad gate by tha USPTO of the indicated cocumants, characlarizad
by the applicant, and including page counts, where appiicable. It sorves as evidanos of receipt similar 1o a Post Card, as
described in MPEP 533

MNew Applications Under 38 U.S.C 11

i anew

1 E3(b)-{d)

fe e

and &4 B08), a Filing Receipt (37 CFR 1.54) will be issued in due courss and the date shown on this Acknowledgement

FReceipt will astabiish the filing date of the application

National Stage of an international Apphcation under 35 U.S.C, 371
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New International Applivation Filed with the USPTO as
# & new international application ia being fHed and m i
international fis = {sae PCT Article 11
international Filing Dads (Form POT/RON0E)

and tha date shown on this Acknowlsdgemant Receigt
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nd MPEP 1
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1wl &

cats

will be
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al sclainaer - Sporoved

| UNITED STATES
PATENT AND TRADEMARK DFFICE

WAL LS. gov

APPROVAL LETTER

APPLICATION # FILING QATE APPL!CANT/PATENT UNDER REEXAMINATION
17/646,837 01/03/20282 Chris Qutwaler

Title of Invention
Access Conlrol System and Method for Use by an Access Device

Elpctronio ormina! disclaimer filed on 83728720232

o Approved

This patent is subject to a8 Terminal Disclaimer

Approved / Disapproved by Blsctronic Terminal Disclaimer sutomatically approved
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UNITED STATES o 0, Box 1480
PATENT AND TRADEMARK OFFICE Alexandria, i e ;}Qég{

ELECTRONIC ACKNOWLEDGEMENT RECEIPT

APPLICATION # RECEIPT DATE / TIME ATTORNEY DOCKET #

17/646,837 03/29/2022 08:29:02 PM ET LBT0010-CONS5

Title of Invention
Access Control System and Method for Use by an Access Device

Application Information

APPLICATION TYPE  Utility - Nonprovisional Application PATENT #
under 35 USC 111(a)

CONFIRMATION # 2480 FILED BY John Kasha
PATENT CENTER # 60595860 FILING DATE  01/03/2022
CUSTOMER # 67050 FIRST NAMED  Chris Outwater
INVENTOR
CORRESPONDENCE - AUTHORIZED BY
ADDRESS
Documents TOTAL DOCUMENTS: 2
DOCUMENTY PAGES  DESCRIPTION SIZE (KB
pafiion-raguest.pdi 3 Tarminal Disclaimear-Filec 48 KB

{Electronic}

grantbLetter. pdf i Terminal Disclaimer-Electronic- 19 KB
Approved

Digest

DOCUMERNT MESSAGE DIGEST(SHA-SE}

patition-requesi.pdf FI007AESFODESTACBDASIEDETFEODB2141CFE8EEBEFDEZAC

DHBEEARSEIEF7EOCICASHIBEISREES TR DE3ETRE924674E070
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grantLetter.pdt B4F7FAQOFIOEFRSD240ATOTF1EEDFOD4ANBZE403CH136F3D43
HE4178AEL1REECE600EBEBREADZE23805538AABEF4080BFARY
B717DEBRG2F3C34831421AC40875758

This Acknowls ugmaer‘t Receipt evidanceg rac pt an the notad date by the USPTO of the indicaled documsnts, cha

&
Qv
5
3
I

i
jo

oy tha apphcant, and including page counts, g apphcabie. I servas as svidance of raceipt similar 0 & Post Card § as

deseribed in MPEP 303,

i a new application is baing filsd and the application inciudes the necessary componenis for fing date (ses 37 OFR 1.583{b)-{dh
and MPEP 508}, a Filing Receipt (37 OFR 1.54) wili e issued in due course and the dale shown on this Acknowledgement
Receipt will astabiish the filing date of the applicalion

New Applications Under 35 US.C 11
§

National Stage of an nternational Application under 35 U.S.C. 371

i a fimely submission {o enter the nalional siage of an infernational application is compliant with the conditions of 38 LL3.C.
371 and other applicable row: gments a Form PCT/DOEGANE indicating acceplancs of the application as a na iom«i stage
submission under 35 US.0. 371 will be issuad in addition to the Filing Receipt, in due course

New International Applivation Flled with the USPTO as a Recslving Office

& new international application ia being Hed and the inlsmalional application includes the necessary components for an
international fily : (sae PCT Article 11 and MPEP 1510), a Naotification of the International Application Number and of the
infernational Filing Dale (Form POT/ROM0E) will be issuad in dus courss, subject to prascriptions concarning nalional security,
and tha date shown on this Acknowledgemant Receipt will sstablish the international filing date of the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE PRESORTED

COMMISSIONER FOR PATENTS FIRST-CLASS MAIL

P.0.BOX 1450 U.S. POSTAGE PAID
- POSTEDIGITAL

ALEXANDRIA VA 22313-1451 NNNNIN

KASHA LAW LLC
14532 Dufief Mill Road
North Potomac, MD 20878

Courtesy Reminder for
Application Serial No: 17/646,837

Attorney Docket No: LBT0010-CONS5
Customer Number: 67050
Date of Electronic Notification: 03/29/2022

This is a courtesy reminder that new correspondence is available for this
application. If you have not done so already, please review the
correspondence. The official date of notification of the outgoing
correspondence will be indicated on the form PTOL-90 accompanying the
correspondence.

An email notification regarding the correspondence was sent to the following

email address(es) associated with your customer number:
JOHN.KASHA@KASHALAW.COM

To view your correspondence online or update your email addresses, please
visit us anytime at https://ppair-my.uspto.gov/pair/PrivatePair.

If you have any questions, please email the Electronic Business Center (EBC)
at EBC@uspto.gov or call 1-866-217-9197.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

NOTICE OF ALLOWANCE AND FEE(S) DUE

| EXAMINER |
67050 7590 04/18/2022
KASHA LAW LLC HOFFMAN, BRANDON $
14532 Dufief Mill Road
North Potomac, MD 20878 | ARTUNIT PAPER NUMBER |
2433
DATE MAILED: 04/18/2022
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. |  CONFIRMATION NO.
17/646,837 01/03/2022 Chris Outwater LBT0010-CONS 2480

TITLE OF INVENTION: Access Control System and Method for Use by an Access Device

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE I PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

nonprovisional UNDISCOUNTED $1200 $0.00 $0.00 $1200 07/18/2022

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE MAILING
DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS STATUTORY PERIOD
CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES NOT REFLECT A CREDIT
FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS PREVIOUSLY BEEN PAID IN
THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM WILL BE CONSIDERED A REQUEST
TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW DUE.

HOW TO REPLY TO THIS NOTICE:

I. Review the ENTITY STATUS shown above. If the ENTITY STATUS is shown as SMALL or MICRO, verify whether entitlement to that
entity status still applies.
If the ENTITY STATUS is the same as shown above, pay the TOTAL FEE(S) DUE shown above.

If the ENTITY STATUS is changed from that shown above, on PART B - FEE(S) TRANSMITTAL, complete section number 5 titled
"Change in Entity Status (from status indicated above)".

For purposes of this notice, small entity fees are 1/2 the amount of undiscounted fees, and micro entity fees are 1/2 the amount of small entity
fees.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed. If an equivalent of Part B is filed, a request to reapply a previously paid issue fee must be
clearly made, and delays in processing may occur due to the difficulty in recognizing the paper as an equivalent of Part B.

IIT. All communications regarding this application must give the application number. Please direct all communications prior to issuance to Mail
Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Maintenance fees are due in utility patents issuing on applications filed on or after Dec. 12, 1980.
It is patentee's responsibility to ensure timely payment of maintenance fees when due. More information is available at
www.uspto.gov/PatentMaintenanceFees.
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PART B - FEE(S) TRANSMITTAL
Complete and send this form, together with applicable fee(s), by mail or fax, or via EFS-Web.

By mail, send to: Mail Stop ISSUE FEE By fax, send to:  (571)-273-2885
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where appropriate. All
further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as indicated unless corrected
below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for maintenance fee notifications.
Note: A certificate of mailing can only be used for domestic mailings of the
Fee(s) Transmittal. This certificate cannot be used for any other accompanying
papers. Each additional paper, such as an assignment or formal drawing, must
have its own certificate of mailing or transmission.

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address)

67050 7590 04/18/2022 Certificate of Mailing or Transmission
KASHA LAW LLC I hereby certify that this Fee(s) Transmittal is being deposited with the United
i States Postal Service with sufficient postage for first class mail in an envelope
14532 Dufief Mill Road addressed to the Mail Stop ISSUE FEE address above, or being transmitted to
North Potomac, MD 20878 the USPTO via EFS-Web or by facsimile to (571) 273-2885, on the date below.
(Typed or printed name)
(Signature)
(Date)l
I APPLICATION NO. | FILING DATE | FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. | CONFIRMATION NO. |
17/646,837 01/03/2022 Chris Outwater LBT0010-CONS5 2480
TITLE OF INVENTION: Access Control System and Method for Use by an Access Device
| APPLN. TYPE | ENTITY STATUS I ISSUE FEE DUE I PUBLICATION FEE DUE | PREV. PAID ISSUE FEE | TOTAL FEE(S) DUE | DATE DUE |
nonprovisional UNDISCOUNTED $1200 $0.00 $0.00 $1200 07/18/2022

I EXAMINER | ART UNIT | CLASS-SUBCLASS |
HOFFMAN, BRANDON S 2433 713-156000
1. Change of correspondence address or indication of "Fee Address” (37 2. For printing on the patent front page, list
CFR 1.363). (1) The names of up to 3 registered patent attorneys
or agents OR, alternatively, 1

M| Change of correspondence address (or Change of Correspondence

Address form PTO/AIA/122 or PTO/SB/122) attached. (2) The name of 4 single firm (having as a member 2

registered attorney or agent) and the names of upto 2
2 registered patent attorneys or agents. If no name is
listed, no name will be printed.

(] "Fee Address" indication (or "Fee Address" Indication form PTO/
AIA/47 or PTO/SB/47; Rev 03-02 or more recent) attached. Use of a
Customer Number is required.

. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

|95}

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document must have been previously
recorded, or filed for recordation, as set forth in 37 CFR 3.11 and 37 CFR 3.81(a). Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : (] Individual [ Corporation or other private group entity (] Government

4a. Fees submitted: [MIssue Fee (JPublication Fee (if required) [JAdvance Order - # of Copies
4b. Method of Payment: (Please first reapply any previously paid fee shown above)

(] Blectronic Payment via EFS-Web [ Enclosed check (] Non-electronic payment by credit card (Attach form PTO-2038)

[ The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any overpayment to Deposit Account No.

5. Change in Entity Status (from status indicated above)

NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue
fee payment in the micro entity amount will not be accepted at the risk of application abandonment.
NOTE: If the application was previously under micro entity status, checking this box will be taken
to be a notification of loss of entitlement to micro entity status.

NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro
entity status, as applicable.

M| Applicant certifying micro entity status. See 37 CFR 1.29

M| Applicant asserting small entity status. See 37 CFR 1.27

M| Applicant changing to regular undiscounted fee status.

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications.

Authorized Signature Date
Typed or printed name Registration No.
Page 2 of 3
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

I APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. |  CONFIRMATION NO. |
17/646,837 01/03/2022 Chris Outwater LBT0010-CONS 2480
| EXAMINER |
67050 7590 04/18/2022
KASHA LAW LLC HOFFMAN, BRANDON $
14532 Dufief Mill Road
North Potomac, MD 20878 | ARTUNIT PAPER NUMBER |

2433

DATE MAILED: 04/18/2022

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(Applications filed on or after May 29, 2000)

The Office has discontinued providing a Patent Term Adjustment (PTA) calculation with the Notice of Allowance.

Section 1(h)(2) of the AIA Technical Corrections Act amended 35 U.S.C. 154(b)(3)(B)(i) to eliminate the requirement
that the Office provide a patent term adjustment determination with the notice of allowance. See Revisions to Patent
Term Adjustment, 78 Fed. Reg. 19416, 19417 (Apr. 1, 2013). Therefore, the Office is no longer providing an initial
patent term adjustment determination with the notice of allowance. The Office will continue to provide a patent term
adjustment determination with the Issue Notification Letter that is mailed to applicant approximately three weeks prior
to the issue date of the patent, and will include the patent term adjustment on the patent. Any request for reconsideration
of the patent term adjustment determination (or reinstatement of patent term adjustment) should follow the process
outlined in 37 CFR 1.705.

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.
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OMB Clearance and PRA Burden Statement for PTOL-85 Part B

The Paperwork Reduction Act (PRA) of 1995 requires Federal agencies to obtain Office of Management and Budget
approval before requesting most types of information from the public. When OMB approves an agency request to
collect information from the public, OMB (i) provides a valid OMB Control Number and expiration date for the
agency to display on the instrument that will be used to collect the information and (ii) requires the agency to inform
the public about the OMB Control Number’s legal significance in accordance with 5 CFR 1320.5(b).

The information collected by PTOL-85 Part B is required by 37 CFR 1.311. The information is required to obtain
or retain a benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is
governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 30 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon
the individual case. Any comments on the amount of time you require to complete this form and/or suggestions
for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office,
U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
Virginia 22313-1450. Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection
of information unless it displays a valid OMB control number.

Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the requirements
of the Act, please be advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)
(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information
is used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent
application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark Office may not
be able to process and/or examine your submission, which may result in termination of proceedings or abandonment
of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5§ U.S.C 552a). Records from this system of records may
be disclosed to the Department of Justice to determine whether disclosure of these records is required by the
Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of
settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting
a request involving an individual, to whom the record pertains, when the individual has requested assistance
from the Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having
need for the information in order to perform a contract. Recipients of information shall be required to comply
with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

7. Arecord from this system of records may be disclosed, as a routine use, to the Administrator, General Services,
or his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility
to recommend improvements in records management practices and programs, under authority of 44 U.S.C.
2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection
of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall
not be used to make determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed
in an application which became abandoned or in which the proceedings were terminated and which application
is referenced by either a published application, an application open to public inspection or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Application No. Applicant(s)
. . 17/646,837 Outwater et al.
Notice of Allowability Examiner ArtUnit | AIA (FITF) Status
BRANDON HOFFMAN 2433 No

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1.} This communication is responsive to amendment filed March 29, 2022.
[J A declaration(s)affidavit(s) under 37 CFR 1.130(b) was/were filed on .

2.[J An election was made by the applicant in response to a restriction requirement set forth during the interview on ; the
restriction requirement and election have been incorporated into this action.

3. The allowed claim(s) is/are 2-37 . As a result of the allowed claim(s), you may be eligible to benefit from the Patent Prosecution
Highway program at a participating intellectual property office for the corresponding application. For more information, please see
http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov.

4. Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).

Certified copies:
a) Al b) (J Some* ¢) [J None of the:
1. [0 Certified copies of the priority documents have been received.
2. [J Certified copies of the priority documents have been received in Application No. ___
3. [J Copies of the certified copies of the priority documents have been received in this national stage application from the
International Bureau (PCT Rule 17.2(a)).

* Certified copies not received:

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5] CORRECTED DRAWINGS (as "replacement sheets") must be submitted.

(3O including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper No./Mail Date .

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front {not the back) of each
sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6..] DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)

1.0 Notice of References Cited (PTO-892) 5. (J Examiner's Amendment/Comment

2.0 Information Disclosure Statements (PTO/SB/08), 6. ¥} Examiner's Statement of Reasons for Allowance
Paper No./Mail Date .

3.0 Examiner's Comment Regarding Requirement for Deposit 7. (J Other .

of Biological Material
4.0 Interview Summary (PTO-413),
Paper No./Mail Date.

/BRANDON HOFFMAN/
Primary Examiner, Art Unit 2433

U.S. Patent and Trademark Office .
PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 20220404
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Application/Control Number: 17/646,837 Page 2
Art Unit: 2433

Notice of Pre-AlA or AlA Status

The present application is being examined under the pre-AlIA first to invent provisions.

Allowable Subject Matter
1. Claims 2-37 are allowed.

The following is an examiner’s statement of reasons for allowance: the prior art of
record fails to teach a reservation system that provides a reservation certificate including an
interval, transmitting the certificate to an application, and opening a door lock based on the
certificate.

Any comments considered necessary by applicant must be submitted no later than the
payment of the issue fee and, to avoid processing delays, should preferably accompany the
issue fee. Such submissions should be clearly labeled “Comments on Statement of Reasons for

Allowance.”

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to BRANDON HOFFMAN whose telephone number is (571)272-
3863. The examiner can normally be reached Monday-Friday 8:30AM-5:00PM.

Examiner interviews are available via telephone, in-person, and video conferencing
using a USPTO supplied web-based collaboration tool. To schedule an interview, applicant is
encouraged to use the USPTO Automated Interview Request (AIR) at

http://www.uspto.gov/interviewpractice.
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Application/Control Number: 17/646,837 Page 3
Art Unit: 2433

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Jeffrey Pwu can be reached on (571)272-6798. The fax phone number for the
organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of published or unpublished applications may be
obtained from Patent Center. Unpublished application information in Patent Center is available
to registered users. To file and manage patent submissions in Patent Center, visit:
https://patentcenter.uspto.gov. Visit https://www.uspto.gov/patents/apply/patent-center for
more information about Patent Center and https://www.uspto.gov/patents/docx for
information about filing in DOCX format. For additional questions, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a USPTO

Customer Service Representative, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/BRANDON HOFFMAN/
Primary Examiner, Art Unit 2433
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Application/Control No.
Search Noles 17/646,837

Applicant(s)/Patent Under Reexamination

Outwater et al.
T
BRANDON HOFFMAN 2433
CPC - Searched*
Symbol Date Examiner
CPC Combination Sets - Searched*
Symbol Date Examiner
GO07C 9/27 - with keyword limiters 03/22/2022 BH
B60L 53/57 - with keyword limiters 03/22/2022 BH
G06Q 10/02 - with keyword limiters 03/22/2022 BH
GO7F 5/26 - with keyword limiters 03/22/2022 BH
HO4L 9/3247 - with keyword limiters 03/22/2022 BH
HO4W 4/021 - with keyword limiters 03/22/2022 BH
US Classification - Searched*
Class Subclass Date Examiner
713 156 - with keyword limiters 03/22/2022 BH

* See search history printout included with this form or the SEARCH NOTES box below to determine the scope of

the search.

Search Notes

Search Notes Date Examiner
inventor name search 03/22/2022 BH
see attached PE2E search notes 03/22/2022 BH
ip.com search with top 250 hits 03/22/2022 BH
updated PE2E search notes 04/04/2022 BH

/BRANDON HOFFMAN/
Primary Examiner, Art Unit 2433

U.S. Patent and Trademark Office

Page 1 of 2
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Application/Control No.

Applicant(s)/Patent Under Reexamination

Search Notes 17/646,837 Outwater et al.
H“m ““‘ ““Hl | “‘ ‘l“ o .
BRANDON HOFFMAN 2433
Interference Search
US Class/CPC | 5 g pclassicPC Group Date Examiner
Symbol
searched claim language 04/04/2022 BH

/BRANDON HOFFMAN/

Primary Examiner, Art Unit 2433

U.S. Patent and Trademark Office
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Application/Control No. Applicant(s)/Patent Under Reexamination
Issue Classification |.;546 837 Outwater et al.
H “‘ ““H Examiner Art Unit
BRANDON HOFFMAN 2433
CPC
Symbol Type Version
Go7C F 2020-01-01
HO4AW | 2013-01-01
HO4W | 2013-01-01
G06Q | 2013-01-01
G06Q I 2013-01-01
G06Q | 2013-01-01
G06Q | 2013-01-01
GO7F | 2013-01-01
GO7F | 2013-01-01
HO4L | 2013-01-01
HO4L | 2013-01-01
HOAL | 2013-01-01
HO4AW | 2013-01-01
HO4L I 2013-01-01
B60L | 2019-02-01
B60L | 2019-02-01
B60L | 2019-02-01
B60L | 2019-02-01
B60L I 2019-02-01
B60L | 2019-02-01
B60L | 2019-02-01
GO07¢C I 2020-01-01
G07C | 2020-01-01
HO4L | 2013-01-01
B60L | 2019-02-01
B60L | 2019-02-01
HO4M | 2021-01-01
HO4W I 2021-01-01
G06Q | 2013-01-01
G06Q | 2013-01-01
G06Q | 2013-01-01
NONE
Total Claims Allowed:
(Assistant Examiner) (Date) 36
ﬁmﬁgﬁ;gﬁgﬁ%ﬁ%mt 2433 04 April 2022 O.G. Print Claim(s) | O.G. Print Figure
(Primary Examiner) (Date) 2 1

U.S. Patent and Trademark Office
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Application/Control No. Applicant(s)/Patent Under Reexamination
Issue Classification |.;546 837 Outwater et al.
H “‘ ““H Examiner Art Unit
BRANDON HOFFMAN 2433
CPC
Symbol Type Version
G06Q | 2013-01-01
G06Q I 2013-01-01
HO4L | 2013-01-01
G06Q | 2013-01-01
Y04S A 2013-01-01
Y02T A 2013-01-01
Y02T A 2013-01-01
B60L A 2013-01-01
B60L A 2013-01-01
B60L A 2013-01-01
B60L A 2013-01-01
HO4L A 2013-01-01
HOAL A 2013-01-01
HO4L A 2013-01-01
Y02T A 2013-01-01
Y02T A 2013-01-01
Y02T A 2013-01-01
YO02T A 2013-01-01
HO4L A 2013-01-01
Y02T A 2013-01-01
G06Q A 2013-01-01
HO4W A 2018-02-01
CPC Combination Sets
Symbol Type Set Ranking Version
NONE
Total Claims Allowed:
(Assistant Examiner) (Date) 36
ﬁm’:&gﬁ;gggfl\iﬁ%mt 2433 04 April 2022 O.G. Print Claim(s) | O.G. Print Figure
(Primary Examiner) (Date) 2 1

U.S. Patent and Trademark Office
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/ssue Classification

Application/Control No. Applicant(s)/Patent Under Reexamination

17/646,837 Outwater et al.
Examiner Art Unit
BRANDON HOFFMAN 2433

INTERNATIONAL CLASSIFICATION

CLAIMED

G07C

NON-CLAIMED

Go07C

US ORIGINAL CLASSIFICATION

CLASS

SUBCLASS

713

156

CROSS REFERENCES(S)

CLASS

SUBCLASS (ONE SUBCLASS PER BLOCK)

Primary Examiner, Art Unit 2433

(Primary Examiner)

NONE

Total Claims Allowed:
(Assistant Examiner) (Date) 36
/BRANDON HOFFMAN/ 04 April 2022

O.G. Print Claim(s)
(Date) 2

O.G. Print Figure
1

U.S. Patent and Trademark Office
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Application/Control No. Applicant(s)/Patent Under Reexamination
Issue Classification |.;546 837 Outwater et al.
H “‘ ““H Examiner Art Unit
BRANDON HOFFMAN 2433

Claims renumbered in the same order as presented by applicant (] CPA T.D. [O R1.47
CLAIMS

Final |Original|Final OriginallFinaI Original|Final |Original|Final OriginallFinaI Original|Final |Original|Final |Original

NONE
Total Claims Allowed:
(Assistant Examiner) (Date) 36
/BRANDON HOFFMAN/ 04 April 2022 . . -
Primary Examiner, Art Unit 2433 O.G. Print Claim(s) | O.G. Print Figure
(Primary Examiner) (Date) 2 1
U.S. Patent and Trademark Office

Part of Paper No.: 20220404
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Application/Control No.
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Applicant(s)/Patent Under Reexamination

Outwater et al.

Art Unit

2433

Rejected

- Cancelled N

Non-Elected A Appeal

Allowed

+ | Restricted |

Interference O | Objected

CLAIMS

Claims renumbered in the same order as presented by applicant
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Final

Original

03/22/2022

04/04/2022

Ol |N|O|C A |WIN]|—~

10

SNINININEN NENEN AN ENEN AN ENEN N ENENEN N INENEN INENEN INEN N INENEN INENEN NN B

U.S. Patent and Trademark Office

Page 160 of 172

Page 1 of 1

Part of Paper No.: 20220404



PE2E SEARCH - Search History (Prior Art)

Ref # Hits

[Search Query DBs Default Plurals British Time Stamp
Operator Equivalents
L38 243346 door.clm. (US-PGPUB; USPAT; [OR ON ON 2022/04/04
USOCR) 01:44 PM
L39 428659 lock.clm. (US-PGPUB; USPAT; |OR ON ON 2022/04/04
USOCR) 01:44 PM
L40 66091 certificate.clm. (US-PGPUB; USPAT; |OR ON ON 2022/04/04
USOCR) 01:44 PM
L41 290286 reserv$5.cim. (US-PGPUB; USPAT; [OR ON ON 2022/04/04
USOCR) 01:44 PM
L42 19 38 AND 39 AND 40 (US-PGPUB; USPAT; |OR ON ON 2022/04/04
AND 41 USOCR) 01:44 PM
PE2E SEARCH - Search History (Interference)
There are no Interference searches to show.
04/04/2022 01:44:53 PM Page 1 of 1

Workspace: 17646837
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PQ. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov’

| APPLICATION NUMBER I FILING OR 371(C) DATE I FIRST NAMED APPLICANT I ATTY. DOCKET NO./TITLE

17/646,837 01/03/2022 Chris Outwater LBT0010-CONS

CONFIRMATION NO. 2480

67050 PUBLICATION NOTICE
KASHA LAW LLC

14532 Dufief Mill Road LR R

North Potomac, MD 20878 000000133322

Title:Access Control System and Method for Use by an Access Device

Publication No.US-2022-0122398-A1
Publication Date:04/21/2022

NOTICE OF PUBLICATION OF APPLICATION

The above-identified application will be electronically published as a patent application publication pursuant to 37
CFR 1.211, et seq. The patent application publication number and publication date are set forth above.

The publication may be accessed through the USPTO's publically available Searchable Databases via the
Internet at www.uspto.gov. The direct link to access the publication is currently http://www.uspto.gov/patft/.

The publication process established by the Office does not provide for mailing a copy of the publication to
applicant. A copy of the publication may be obtained from the Office upon payment of the appropriate fee set
forth in 37 CFR 1.19(a)(1). Orders for copies of patent application publications are handled by the USPTO's
Public Records Division. The Public Records Division can be reached by telephone at (571) 272-3150 or (800)
972-6382, by facsimile at (571) 273-3250, by mail addressed to the United States Patent and Trademark Office,
Public Records Division, Alexandria, VA 22313-1450 or via the Internet.

In addition, information on the status of the application, including the mailing date of Office actions and

the dates of receipt of correspondence filed in the Office, may also be accessed via the Internet through

the Patent Electronic Business Center at www.uspto.gov using the public side of the Patent Application
Information and Retrieval (PAIR) system. The direct link to access this status information is currently
https://portal.uspto.gov/pair/PublicPair. Prior to publication, such status information is confidential and may only
be obtained by applicant using the private side of PAIR.

Further assistance in electronically accessing the publication, or about PAIR, is available by calling the Patent
Electronic Business Center at 1-866-217-9197.

Office of Data Managment, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101

page 1 of 1
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UNITED STATES PATENT AND TRADEMARK OFFICE PRESORTED

COMMISSIONER FOR PATENTS FIRST-CLASS MAIL

P.0.BOX 1450 U.S. POSTAGE PAID
- POSTEDIGITAL

ALEXANDRIA VA 22313-1451 NNNNIN

KASHA LAW LLC
14532 Dufief Mill Road
North Potomac, MD 20878

Courtesy Reminder for
Application Serial No: 17/646,837

Attorney Docket No: LBT0010-CONS5
Customer Number: 67050
Date of Electronic Notification: 04/18/2022

This is a courtesy reminder that new correspondence is available for this
application. If you have not done so already, please review the
correspondence. The official date of notification of the outgoing
correspondence will be indicated on the form PTOL-90 accompanying the
correspondence.

An email notification regarding the correspondence was sent to the following

email address(es) associated with your customer number:
JOHN.KASHA@KASHALAW.COM

To view your correspondence online or update your email addresses, please
visit us anytime at https://ppair-my.uspto.gov/pair/PrivatePair.

If you have any questions, please email the Electronic Business Center (EBC)
at EBC@uspto.gov or call 1-866-217-9197.

Page 163 of 172



Page 1 of 2
P ")-."\?_Bgsx 1450

UNITED STATES
PATENT AND TRADEMARK OFFICE

W LSO gov

ELECTRONIC PAYMENT RECEIPT

APPLICATION # RECEIPT DATE / TIME ATTORNEY DOCKET #

17/648,837 D5/28/2088 038022 PM EY LBTOGTO0-CONS

Title of Invention
Access Control System and Method for Use by an Access Device

Application Information

APPLICATION TYPE  Utifity - Nonprovisional Application PATENT # -
under 35 USO 111{a)

CONFIRMATION # FILED BY .ighn Kasha

3]
2
o
[

PATENT CENTER # G0&R9288 AUTHORIZED BY -
CUSTOMER # §705h} FILING DATE {1/43/2022

CORRESPONDENCE - FIRST NAMED  Chris Qutwater
ADDRESS INVENTOR

Payment Information

PAYMENT METHOD PAYMENT TRANSACTION ID PAYMENT AUTHORIZED BY
CARD /3588 E20335PFR0351838 John Kasha

FEE CODE DESCRIPTION ITEM PRICE($) QUANTITY ITEM TOTAL($)

15{1 UTILITY 188UE FEE 1200.00 1200.00

2

TOTAL AMOUNT: §1,200.60

This Acknowledgerent Recaipt avidances receint on the noted dale by the USPTO of the indicated documents, characterizad
by the applicant, and ingluding page counts, whare app ia. it serves as evidenoe of receipt sirnilar to a Post Card, as
described in MPEP 503

New Applications Under 38 ULB.O. 111

¥ anew applicalion s being fled and the application includes the necessary components for filing date (see 37 CFR 1.83{0)-(h
and MPER 508}, a Filing Receipt (37 GFR 1.54) wili ba issued in dug cowrss and the dale shown an this Ackrowledgement
FReceint will astabiish the filing dals of the application

National Stage of an international Application under 38 U8.C. 37

i & timely submission o enter the national stage of an infernational application is compliant with the conditions of 35 U.8.C.
371 and other applicable requiremenis a Form POT/DO/EGA0S indicating acceptance of the application as a national stage
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submission under 35 LLE.C. 371 will be issuad in addition fo the Filing Recsipl, In dus course.

New International Application Filed with the USPTO as & Regelving Office

i a new international application s baing filed and the International application includes the nacessary componants for an
internalional {lling date (see FCT Arlicle 11 and MPEF 1810}, a Nolification of the International Apglication Number and of the
International Filing Date (Form PCT/ROM0S) will be issuved in due course, subject to prescriptinns concerning nalional securily,
and the date shown on this Ackrowledgament Receipt will establish the international filing dale of the application.
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HNJTED STATEE . ey 20 i‘gg}fi j?‘?n
PATENT AND TRADEMARK OFFICE Alexandriz, i Wjéamiggf

ELECTRONIC ACKNOWLEDGEMENT RECEIPT

APPLICATION # RECEIPT DATE / TIME ATTORNEY DOCKET #

17/646,837 05/26/2022 03:50:22 PM ET LBT0010-CONS5

Title of Invention
Access Control System and Method for Use by an Access Device

Application Information

APPLICATION TYPE  Utility - Nonprovisional Application PATENT #
under 35 USC 111(a)

CONFIRMATION # 2480 FILED BY John Kasha
PATENT CENTER # 60689296 FILING DATE 01/03/2022
CUSTOMER # 67050 FIRST NAMED Chris Qutwater
INVENTOR
CORRESPONDENCE - AUTHORIZED BY
ADDRESS

Documents TOTAL DOCUMENTS: 1

DOCUMENT FAGES DESCORIPTION SIZE (K8}

wabhi5h paf 3 lssue Fee Payment (PTG-888) 82 KB
Digest

DOCUMENTY MESSAGE DIGEST{SHA-S1E)

wab85h. pif 2014BZACSRSERT128053DE1CBS1EADFOIFOBOEIRETFSIFCO

30B3363C8CA30ESFOAREEOSARDECETTFDUSOFASERTEODREEED
AS487E4BCZ1BE3081288F2BABGEBESA

whicated documents, characterized
it sirnilar to a Post Card, as

This Acknowladgement Recsipt evidancss raceipt on the noted dals by the USPTO of the in

oy the applicant, and including page counts, where appiivabls, I serves as evidence of rece
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described in MPEP 303,

New Applications Under 35 U.S.C 11

3

i a new application is being flad and the application includes the necessary componenis for fiing date (ses 37 ( 153k {dh
and MPER 308), a Filing Receipt (37 CFR 1.54) will ba issued in due course and the date shown on this Acknowledgement
Receipt will astablish the filing date of the applicalion

National Stage of an inlernalional Application under 38 U.8.C 371

i a timely submission o enter the national stage of an intemational application is compliant with the conditions of 35 UL.8.C.
371 and other applicable requiraments a Form PET/DOEG/ANS =~":’i:('3§5:"!(} acse'«i‘:ﬁw“‘ of the application as a national slage
submission under 35 UL.E.C. 371 will be issusd in addition (o the Filing Receip!, in due coursse.

New International Applivation Filed with the USPTO as ewwmg Office

# & new international application is being fled and the inlsmalional application includes the necessary (’0(‘:\0{”-;‘:&.”1‘3 for an
infernational fiing date (see PCT Articks 11 and MPEP 1510}, a Notification of the Intarnational Application Number and of the
international F-xﬁmg Dade {(Form POT/RGI0E) will be issuad in due courss, subject to prascriptions concaming natmnaﬁ sacurily,
and tha date shown on this Ackmwleagem&m Receipt will &ssabiiﬁh the international filing date of the application.
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lssie Fee Payment (FTG-8512)

“r} © - .0, Box 1450
UNITED STATES exandsia, v Qa0 1450
PATENT AND TRADEMARK DFFICE AN, Y e ot o

ISSUE FEE TRANSMITTAL FORM

APPLICATION # FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET #
17846837 O1/03/2022 Chris Qutwater LBTGOO-CONS

Title of Invention
Access Control Systern and Method for Use by an Access Device

Application Information

APPLICATION TYPE  Nonprovisional Application under 35 DATE DUE {7/18/2022
USC 11ia)

CONFIRMATION # 2480 ISSUE FEE DUE & 1200
EXAMINER ERANDON HOFFMAN PUBLICATIONDUE §¢©

GROUP ART UNIT 2433 TOTAL FEESDUE  §12(0
CLASS - SUBCLASS  71&/1B8000 PREV. PAID FEE § @

ENTITY STATUS  Hegular Undiscouniad

1. CHANGE OF CORRESPONDENCE ADDRESS AND/OR INDICATION OF FEE ADDRESS (37 CFR 1.33 & 1.363)

Correspondence Address Maintenance Fee Address

CURRENT ADDRESS CURRENT ADDRESS
Change of correspondence address reguosted system Feg address indication reguestad, systam
genarated AIAM22-F( form atlached T generaledSBA7-PC form attached

2. ENTITY STATUS

IFEE 1.0 Page 1 of 3
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Change in Entity Status

NEW STATUS

3. THE FOLLOWING FEES ARE SUBMITTED

) P
AAAAAAAAAAA B8 R

)

.......... Publication Fee

........... Advance Order - # of copies:

4. FEE AUTHORIZATION

i authorize USPTO o apply my previcusty paid issue fse 1o the currant fees dus

Fhe Director is herby authorized 1o apply my praviously paid issus fee o the current fee due and to charge
deficient fees {0 Deposit Account Mumber:

""""" i in adddition (o the payment of the lssue fee amount submitted with this form, there are any discrepencies in
vvvvvvvvvv any amount(s) due, the Diragior is authorized to chargs any deficiency, or cradit any ovarpaymaent, o Deposht
Acgount Numbaer

5. FIRM AND/OR ATTORNEY NAMES TO BE PRINTED

NOTE: #f no npame is listed, no name will be printed
For printing on the patent front page, listio be dispiayved as entered

Kasha Law LLC
John R. Kasha
Kelly L. Kasha

6. ASSIGNEE NAME(S) AND RESIDENCE DATA TO BE PRINTED

seignee is ideniifled below, no assignes dala will appaar on the patent. I an assignes s identified velow, the dooument hias been

:‘iif‘~ ?c)- [fcle Hon as set forih in 37 CFR 3 H Compdetion of this form s NOT a susbstiute for filing an assignment.
Urban Intel; Inc. Seattle, WA UNITEDR STATES Organization

Signature

siere a;& actice belore the

Foartify, in accordance with 37 OFR 1.4{d)4) that T am an altorney or agent ragis
o has filed and has been grantad power oa‘ attorney i this application. | also

Fatent and Trademark Office wh

IFEE 1.0 Page 2 of 3
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cartily that this Fee(s) Transmittal form is being transmitted i the USPTO via Fatent Cenler on the date
indicated below,

Signature Name Registration # Date
Lhohn Kasha! Johin Kasha 53100 (R/28/2022

IFEE 1.0 Page 3of 3
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e UNITED STATES PATENT AND TRADEMARK OFFICE

ENES UNITED STATES DEPARTMENT OF COMMERCE
R United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450
Alexandria, Virginia 22313-1450
WWW.uspto.gov

83

| APPLICATION NO. ISSUE DATE PATENT NO. ATTORNEY DOCKET NO. CONFIRMATION NO.
17/646,837 06/28/2022 11373474 LBT0010-CON5 2480
67050 7590 06/08/2022
KASHA LAW LLC
14532 Dufief Mill Road

North Potomac, MD 20878

ISSUE NOTIFICATION

The projected patent number and issue date are specified above.

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment is 0 day(s). Any patent to issue from the above-identified application will include
an indication of the adjustment on the front page.

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information
Retrieval (PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office
of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should
be directed to the Application Assistance Unit (AAU) of the Office of Patents Stakeholder Experience (OPSE),
Stakeholder Support Division (SSD) at (571)-272-4200.

INVENTORC(S) (Please see PAIR WEB site http://pair.uspto.gov for additional inventors):

Chris Outwater, Carpinteria, CA;
William Gibbens Redmann, Glendale, CA;

APPLICANT(s) (Please see PAIR WEB site http://pair.uspto.gov for additional applicants):

Urban Intel, Inc., Seattle, WA;

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location
for business investment, innovation, and commercialization of new technologies. The USA offers tremendous
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation
works to encourage and facilitate business investment. To learn more about why the USA is the best country in
the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov.

IR103 (Rev. 10/09)
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Case 2:22-0v-00318 Document 3 Filed 08/18/22 Page 1 of 1 PageiD # 102

AQO 120 (Rev. 08/10)

TO: Mail Stop 8 REPORT ON THE
' Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN
P.O. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 TRADEMARK
In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been
filed in the U.S. District Court Eastern District of Texas on the following
[ Trademarks or [ Patents. ( [ the patent action involves 35 U.S.C. § 292.):
DOCKET NO. DATE FILED U.S. DISTRICT COURT
2:22-cv-00318 8/18/2022 Eastern District of Texas

PLAINTIFF DEFENDANT

Liberty Access Technologies Licensing LLC Marriott International, Inc.

PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

1 US 9,373,205 B2 6/21/2016 Urban Intel, Inc.

2 US 10,657,747 B2 5/19/2020 Urban Intel, Inc.

3 US 11,373,474 B2 6/28/2022 Urban Intel, Inc.

4

5

In the above—entitled case, the following patent(s)/ trademark(s) have been included:
DATE INCLUDED INCLUDED BY
[0 Amendment [ Answer [ Cross Bill [ Other Pleading
PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

1

2

3

4

5

In the above—entitled case, the following decision has been rendered or judgement issued:

DECISION/JUDGEMENT

CLERK (BY) DEPUTY CLERK DATE

Copy 1—Upon initiation of action, mail this copy to Director Copy 3—Upon termination of action, mail this copy to Director
Copy 2—Upon filing document adding patent(s), mail this copy to Director Copy 4—Case file copy
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