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ATTACHMENT C 

Preliminary Disclosure Of Asserted Claims And  
Infringement Contentions  

For U.S. Patent 11,373,474 (the “’474 patent”) 

LIBERTY ACCESS TECHNOLOGIES LICENSING LLC v. ASSA ABLOY AB ET 
AL.  

E.D. TEX. NO. 2:22-CV-507-JRG-RSP

It should be understood that other products and services not discussed directly may also infringe. Discovery has just 
begun, and to date, Plaintiff Liberty Access Technologies Licensing LLC (hereinafter “Liberty Access”) has received 
only limited technical information and documents from Defendants ASSA ABLOY AB, ASSA ABLOY Mobile 
Services AB, and ASSA ABLOY Global Solutions AB (collectively, “Defendants”), nor conducted any depositions 
regarding the Accused Products (i.e., Defendants’ products identified in the cover pleading served with these charts). 
Liberty Access reserves the right to amend or revise its infringement contentions, including the possibility to allege 
infringement by any of the Accused Products as set forth herein under the Doctrine of Equivalents in the event that 
anything identified herein is found later to not literally meet the requirements of any claim element.  Liberty Access 
reserves the right to assert additional infringement contentions related to any claim, product, and/or service at a later 
date against Defendants. 
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Claim 1  
1. An access control 
system comprising:  

ASSA ABLOY AB, ASSAY ABLOY Mobile Services AB, and ASSA ABLOY Global Solutions AB 
(“ASSA”) make, use (including via testing), sell, import, and/or offer for sale, and instruct their 
subsidiaries, affiliates, and end users to use the ASSA ABLOY Global Solutions Mobile Access 
technology and associated App (“Mobile App”) feature as a key to a hotel room by using, among other 
technologies, integrated SEOS technology (which “Replaces Keys with Mobile Phones”), VingCard 
Classic Electronic Locks and VingCard Essence Electronic Locks and associated Bluetooth readers 
including, but not limited to, Bluetooth Low Energy readers, and processors included therein, and the 
associated hardware, software, applications, and functionality associated with this product and solution 
(hereinafter, the “Accused Products”), constituting an access control system for controlling door locks at 
hotels. 
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Claim 1  

 
 

ASSA ABLOY Mobile Access Solutions Brochure, p. 1 (the “Mobile Access Brochure”). 
 
 
ASSA also instructs and encourages others to use its Mobile Access Software Development kit (SDK) as 
integrated into their hotel customers mobile applications, which provides substantively identical features 
and functionality as the Mobile App.  
 

Page 3 of 265



4 

Claim 1  

 

 
Mobile Access Brochure, p. 4. 
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Claim 1  

 
Mobile Access Brochure, p. 5. 
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Claim 1  
an access device 
comprising a 
communication module 
connected to a processor 
having control of a door 
lock;  

ASSA’s system includes and/or uses (and ASSA instructs end users to use) an access device comprising a 
communication module connected to a processor having control of a door lock. 
 
ASSA’s system comprises an access device that includes a communication module, such as a Bluetooth 
communication module, to communicate with an application operating on a smartphone. The 
communication module is connected to a processor having control of a door lock of a hotel room door to 
allow locking/unlocking of the door lock.  
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Claim 1  

 
Mobile Access Brochure, p. 6. 
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Claim 1  

 
 

Mobile Access Brochure, p. 9.  
 

Page 8 of 265



9 

Claim 1  

 
Mobile Access Brochure, p. 8; see also Website 
(https://www.assaabloyglobalsolutions.com/en/hospitality-solutions/electronic-locks-for-hotels 

Page 9 of 265



10 

Claim 1  
 

 
 
https://www.assaabloyglobalsolutions.com/en/hospitality-solutions/mobile-access-for-hospitality/rfid-
upgrade 
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Claim 1  
 

 
 

https://youtu.be/YYvYMml-rj8  
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Claim 1  

 
 

https://youtu.be/YYvYMml-rj8  
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Claim 1  

 
 
E.g., VingCard Signature RFID Product Sheet English, p. 1. 
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Claim 1  
an application on a 
portable terminal; and 
 

ASSA’s access control system comprises an application on a portable terminal.  
 
ASSA’s access control system comprises an app, including the ASSA Mobile App, that operates on a 
portable terminal, such as a smartphone.   
 
 

 
 

ASSA ABLOY Mobile Access Solutions Brochure, p. 1 (the “Mobile Access Brochure”). 
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Claim 1  
 

 
https://play.google.com/store/apps/details?id=com.assaabloy.hospitality.mobileaccess.hospitalitymobilea
ccess&hl=en_US&gl=US  
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Claim 1  

 
 
https://apps.apple.com/us/app/hospitality-mobile-access/id1017290566?platform=iphone  
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Claim 1  

 
https://apps.apple.com/us/app/hospitality-mobile-access/id1017290566?platform=iphone  
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Claim 1  

 
 
https://www.assaabloyglobalsolutions.com/en/hospitality-solutions  
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Claim 1  

 
https://www.assaabloyglobalsolutions.com/en/hospitality-solutions  
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Claim 1  
a server to provide a 
communication setting to 
the application, the 
communication setting 
corresponding to the 
access device, and to 
further provide a 
reservation certificate to 
the application, the 
reservation certificate 
comprising an interval of 
a reservation,  

ASSA’s access control system comprises a server to provide a communication setting to the application, 
the communication setting corresponding to the access device, and to further provide a reservation 
certificate to the application, the reservation certificate comprising an interval of a reservation.  
https://www.assaabloy.com/tr/en/stories/blog/assa-abloy-mobile-access-technology; see also 
https://www.assaabloyglobalsolutions.com/en/hospitality-solutions/mobile-access-for-hospitality/rfid-
upgrade.   
 
 
ASSA’s system includes a server to send a communication setting to the ASSA Mobile App, including the 
Bluetooth communication setting with which the ASSA Mobile App communicates with the access device. 
The server further provides a reservation certificate to the ASSA Mobile App.  The reservation certificate 
comprises an interval of a reservation, such as the check-in date/time and the check-out date/time.    
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Claim 1  

 
https://play.google.com/store/apps/details?id=com.assaabloy.hospitality.mobileaccess.hospitalitymobilea
ccess&hl=en_US&gl=US  
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Claim 1  

 
 
https://apps.apple.com/us/app/hospitality-mobile-access/id1017290566?platform=iphone  
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Claim 1  

 
https://apps.apple.com/us/app/hospitality-mobile-access/id1017290566?platform=iphone  
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Claim 1  

 
 
https://www.assaabloyglobalsolutions.com/en/hospitality-solutions  
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Claim 1  

 
https://www.assaabloyglobalsolutions.com/en/hospitality-solutions  
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Claim 1  
 

 

 
 

https://youtu.be/YYvYMml-rj8  
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Claim 1  

 
 

https://youtu.be/YYvYMml-rj8  
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Claim 1  

 

 
Mobile Access Brochure, p. 4. 
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Claim 1  

 
Mobile Access Brochure, p. 5. 
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Claim 1  
wherein the application 
compares the interval of 
the reservation to a 
current time accessible to 
the application to 
determine if the 
reservation certificate is 
current and wherein, the 
application activates the 
door lock by 
communicating with the 
access device via the 
communication setting 
when the application 
determines that the 
reservation certificate is 
current. 

ASSA’s access control system includes the foregoing application, wherein the application compares the 
interval of the reservation to a current time accessible to the application to determine if the reservation 
certificate is current and wherein, the application activates the door lock by communicating with the access 
device via the communication setting when the application determines that the reservation certificate is 
current.   
 
ASSA’s Mobile App compares the interval of the reservation (such as the check-in/check-out date/time) 
to a current time accessible to the ASSA Mobile App to determine if the reservation is current.  If so, the 
ASSA Mobile App activates the door lock (e.g., unlocks the door lock) via the Bluetooth communication 
setting.   
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Claim 1  

 
https://play.google.com/store/apps/details?id=com.assaabloy.hospitality.mobileaccess.hospitalitymobilea
ccess&hl=en_US&gl=US  
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Claim 1  

 
 
https://apps.apple.com/us/app/hospitality-mobile-access/id1017290566?platform=iphone  
 
 
 

Page 32 of 265



33 

Claim 1  

 
https://apps.apple.com/us/app/hospitality-mobile-access/id1017290566?platform=iphone  
 

Page 33 of 265



34 

Claim 1  

 
 
https://www.assaabloyglobalsolutions.com/en/hospitality-solutions  
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Claim 1  

 
https://www.assaabloyglobalsolutions.com/en/hospitality-solutions  
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Claim 1  

 
 

https://www.assaabloyglobalsolutions.com/en/hospitality-solutions  

Page 36 of 265



37 

Claim 1  
 

 
 

Mobile Access Brochure, p. 9.  
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Claim 1  

 
 
https://www.assaabloyglobalsolutions.com/downloads/product-sheets/mobile-access/Mobile-Access-
App-Product-Sheet-EN.pdf  
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Claim 2  
2. The access control 
system of claim 1, 
wherein the 
communication setting is 
specific to the access 
device. 

ASSA’s access control system comprises the foregoing elements, wherein the communication setting is 
specific to the access device.  On information and belief, the Bluetooth communication setting is specific 
to the access device for a given hotel room door lock to ensure that only the hotel guest with a reservation 
for a given room is able to communication with the access device. 
 

 
 

ASSA ABLOY Mobile Access Solutions Brochure, p. 1 (the “Mobile Access Brochure”). 
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Claim 2  

 
 

Mobile Access Brochure, p. 9.  
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Claim 2  

 
https://play.google.com/store/apps/details?id=com.assaabloy.hospitality.mobileaccess.hospitalitymobilea
ccess&hl=en_US&gl=US  
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Claim 2  

 
 
https://apps.apple.com/us/app/hospitality-mobile-access/id1017290566?platform=iphone  
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Claim 2  

 
https://apps.apple.com/us/app/hospitality-mobile-access/id1017290566?platform=iphone  
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Claim 2  

 
 
https://www.assaabloyglobalsolutions.com/en/hospitality-solutions  
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Claim 2  

 
https://www.assaabloyglobalsolutions.com/en/hospitality-solutions  
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Claim 2  

 
 

https://www.assaabloyglobalsolutions.com/en/hospitality-solutions 
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Claim 3  
3. The access control 
system of claim 2, 
wherein the application 
notifies the user of 
proximity to the access 
device. 

ASSA’s system includes, uses (and ASSA instructs end users to use), and/or practices each element of 
Claim 2 and wherein the application notifies the user of proximity to the access device. 
 

 
 

Mobile Access Brochure, p. 9.  
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Claim 3  

 
 

https://www.assaabloyglobalsolutions.com/en/hospitality-solutions 
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Claim 3  
 

 
Mobile Access Brochure, p. 6. 
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Claim 4  
4. The access control 
system of claim 1, 
wherein the 
communication module 
does not advertise that 
the communication 
module is present. 

ASSA’s system includes, uses (and ASSA instructs end users to use), and/or practices each element of 
Claim 1 and wherein the communication module does not advertise that the communication module is 
present. 
 
The ASSA system’s communication module (e.g., a Bluetooth module, etc.) does not advertise that it is 
present. 
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Claim 5  
5. The access control 
system of claim 1, 
wherein the application 
uses Bluetooth to 
communicate with the 
access device and the 
communication setting 
comprises a Bluetooth 
ID. 
 

ASSA’s system includes and/or uses (and ASSA instructs end users to use) an application, wherein the 
application uses Bluetooth to communicate with the access device and the communication setting 
comprises a Bluetooth ID.  ASSA’s Mobile App uses Bluetooth, including a Bluetooth ID, to communicate 
with the access device.   
 

 
 

Mobile Access Brochure, p. 9.  
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Claim 5  

 
 

https://www.assaabloyglobalsolutions.com/en/hospitality-solutions 
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Claim 5  

 
 
https://www.assaabloyglobalsolutions.com/en/hospitality-solutions/mobile-access-for-hospitality/rfid-
upgrade  
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Claim 6  
6. The access control 
system of claim 1, 
wherein the application 
uses Wi-Fi to 
communicate with the 
access device and the 
communication setting 
comprises a network 
SSID. 

ASSA’s system includes, uses (and ASSA instructs end users to use), and/or practices each element of 
Claim 1 and wherein the application uses Wi-Fi to communicate with the access device and the 
communication setting comprises a network SSID. 
 
 

 
https://apps.apple.com/us/app/assa-abloy-mobile-access/id793869814 
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Claim 7  
7. The access control 
system of claim 1, 
wherein the reservation 
certificate comprises the 
communication setting. 

ASSA’s system includes, uses (and ASSA instructs end users to use), and/or practices each element of 
Claim 1 and wherein the reservation certificate comprises the communication setting. 
 

 
https://play.google.com/store/apps/details?id=com.assaabloy.hospitality.mobileaccess.hospitalitymobilea
ccess&hl=en_US&gl=US  
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Claim 7  
 
 

 
 
https://apps.apple.com/us/app/hospitality-mobile-access/id1017290566?platform=iphone  
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Claim 7  

 
https://apps.apple.com/us/app/hospitality-mobile-access/id1017290566?platform=iphone  
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Claim 7  

 
 
https://www.assaabloyglobalsolutions.com/en/hospitality-solutions  
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Claim 7  

 
https://www.assaabloyglobalsolutions.com/en/hospitality-solutions 
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Claim 7  
 

 
Mobile Access Brochure, p. 5. 
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Claim 8  
8. An access control 
system comprising: 
an access device 
comprising a 
communication module 
connected to a processor 
having control of a door 
lock; 

ASSA ABLOY AB, ASSAY ABLOY Mobile Services AB, and ASSA ABLOY Global Solutions AB 
(“ASSA”) make, use (including via testing), sell, import, and/or offer for sale, and instruct their 
subsidiaries, affiliates, and end users to use the ASSA ABLOY Global Solutions Mobile Access 
technology and associated App (“Mobile App”) feature as a key to a hotel room by using, among other 
technologies, integrated SEOS technology (which “Replaces Keys with Mobile Phones”), VingCard 
Classic Electronic Locks and VingCard Essence Electronic Locks and associated Bluetooth readers 
including, but not limited to, Bluetooth Low Energy readers, and processors included therein, and the 
associated hardware, software, applications, and functionality associated with this product and solution 
(hereinafter, the “Accused Products”), constituting an access control system, including an access control 
system. 

 
 

ASSA ABLOY Mobile Access Solutions Brochure, p. 1 (the “Mobile Access Brochure”). 
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Claim 8  
ASSA also instructs and encourages others to use its Mobile Access Software Development kit (SDK) as 
integrated into their hotel customers mobile applications, which provides substantively identical features 
and functionality as the Mobile App.  
 

 

 
Mobile Access Brochure, p. 4. 
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Claim 8  

 
Mobile Access Brochure, p. 5. 
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Claim 8  
 

 
 

 
Mobile Access Brochure, p. 6. 
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Claim 8  

 
 

Mobile Access Brochure, p. 9.  
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Claim 8  

 
Mobile Access Brochure, p. 8; see also Website 
(https://www.assaabloyglobalsolutions.com/en/hospitality-solutions/electronic-locks-for-hotels 
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Claim 8  
 

 
 
https://www.assaabloyglobalsolutions.com/en/hospitality-solutions/mobile-access-for-hospitality/rfid-
upgrade 
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Claim 8  
 

 
 

https://youtu.be/YYvYMml-rj8  
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Claim 8  

 
 

https://youtu.be/YYvYMml-rj8  
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Claim 8  

 
 
E.g., VingCard Signature RFID Product Sheet English, p. 1. 
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Claim 8  
an application on a 
portable terminal; and 

ASSA’s system includes and/or uses (and ASSA instructs end users to use) an application on a portable 
terminal. 
 
 
ASSA’s access control system comprises an app, including the ASSA Mobile App, that operates on a 
portable terminal, such as a smartphone.   
 
 

 
 

ASSA ABLOY Mobile Access Solutions Brochure, p. 1 (the “Mobile Access Brochure”). 
 

Page 71 of 265



72 

Claim 8  
 
 

 
https://play.google.com/store/apps/details?id=com.assaabloy.hospitality.mobileaccess.hospitalitymobilea
ccess&hl=en_US&gl=US  
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Claim 8  

 
 
https://apps.apple.com/us/app/hospitality-mobile-access/id1017290566?platform=iphone  
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Claim 8  

 
https://apps.apple.com/us/app/hospitality-mobile-access/id1017290566?platform=iphone  
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Claim 8  

 
 
https://www.assaabloyglobalsolutions.com/en/hospitality-solutions  
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Claim 8  

 
https://www.assaabloyglobalsolutions.com/en/hospitality-solutions  
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Claim 8  
a server to provide a 
communication setting 
and a reservation 
certificate to the 
application, the 
communication setting 
corresponding to the 
access device, and the 
reservation certificate 
comprising an interval of 
a reservation, 

ASSA’s system includes and/or uses (and ASSA instructs end users to use) a server to provide a 
communication setting and a reservation certificate to the application, the communication setting 
corresponding to the access device, and the reservation certificate comprising an interval of a reservation. 
https://www.assaabloy.com/tr/en/stories/blog/assa-abloy-mobile-access-technology; see also 
https://www.assaabloyglobalsolutions.com/en/hospitality-solutions/mobile-access-for-hospitality/rfid-
upgrade.   
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Claim 8  
https://play.google.com/store/apps/details?id=com.assaabloy.hospitality.mobileaccess.hospitalitymobilea
ccess&hl=en_US&gl=US  
 
 
 

 
 
https://apps.apple.com/us/app/hospitality-mobile-access/id1017290566?platform=iphone  
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Claim 8  

 
https://apps.apple.com/us/app/hospitality-mobile-access/id1017290566?platform=iphone  
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Claim 8  

 
 
https://www.assaabloyglobalsolutions.com/en/hospitality-solutions  
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Claim 8  

 
https://www.assaabloyglobalsolutions.com/en/hospitality-solutions  
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Claim 8  
 

 

 
 

https://youtu.be/YYvYMml-rj8  
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Claim 8  

 
 

https://youtu.be/YYvYMml-rj8  
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Claim 8  

 

 
Mobile Access Brochure, p. 4. 
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Claim 8  

 
Mobile Access Brochure, p. 5. 
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Claim 8  
wherein the processor 
receives the reservation 
certificate from the 
application based on use 
by the application of the 
communications setting, 
and wherein the 
processor compares the 
interval of the 
reservation to a current 
time accessible to the 
processor to determine if 
the reservation certificate 
is current and wherein 
the processor activates 
the door lock when the 
processor determines that 
the reservation certificate 
is current. 

ASSA’s system includes and/or uses (and ASSA instructs end users to use) wherein the processor receives 
the reservation certificate from the application based on use by the application of the communications 
setting, and wherein the processor compares the interval of the reservation to a current time accessible to 
the processor to determine if the reservation certificate is current and wherein the processor activates the 
door lock when the processor determines that the reservation certificate is current. 
 

 
https://play.google.com/store/apps/details?id=com.assaabloy.hospitality.mobileaccess.hospitalitymobilea
ccess&hl=en_US&gl=US  
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Claim 8  
 
 
 

 
 
https://apps.apple.com/us/app/hospitality-mobile-access/id1017290566?platform=iphone  
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Claim 8  

 
https://apps.apple.com/us/app/hospitality-mobile-access/id1017290566?platform=iphone  
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Claim 8  

 
 
https://www.assaabloyglobalsolutions.com/en/hospitality-solutions  
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Claim 8  

 
https://www.assaabloyglobalsolutions.com/en/hospitality-solutions  
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Claim 8  

 
 

https://www.assaabloyglobalsolutions.com/en/hospitality-solutions  
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Claim 8  
 

 
 

Mobile Access Brochure, p. 9.  
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Claim 8  

 
 
https://www.assaabloyglobalsolutions.com/downloads/product-sheets/mobile-access/Mobile-Access-
App-Product-Sheet-EN.pdf  
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Claim 9  
9. The access control 
system of claim 8, 
wherein the 
communication setting is 
specific to the access 
device. 

ASSA’s access control system practice each element of claim 8 and wherein the communication setting is 
specific to the access device.  On information and belief, the Bluetooth communication setting is specific 
to the access device for a given hotel room door lock to ensure that only the hotel guest with a reservation 
for a given room is able to communication with the access device. 
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Claim 9  
ASSA ABLOY Mobile Access Solutions Brochure, p. 1 (the “Mobile Access Brochure”). 

 

 
 

Mobile Access Brochure, p. 9.  
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Claim 9  

 
https://play.google.com/store/apps/details?id=com.assaabloy.hospitality.mobileaccess.hospitalitymobilea
ccess&hl=en_US&gl=US  
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Claim 9  

 
 
https://apps.apple.com/us/app/hospitality-mobile-access/id1017290566?platform=iphone  
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Claim 9  

 
https://apps.apple.com/us/app/hospitality-mobile-access/id1017290566?platform=iphone  
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Claim 9  

 
 
https://www.assaabloyglobalsolutions.com/en/hospitality-solutions  
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Claim 9  

 
https://www.assaabloyglobalsolutions.com/en/hospitality-solutions  
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Claim 9  

 
 

https://www.assaabloyglobalsolutions.com/en/hospitality-solutions 
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Claim 10  
10. The access control 
system of claim 9, 
wherein the application 
notifies the user of 
proximity to the access 
device. 

ASSA’s system includes, uses (and ASSA instructs end users to use), and/or practices each element of 
Claim 9 and wherein the application notifies the user of proximity to the access device. 
 
 

 
 

Mobile Access Brochure, p. 9.  
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Claim 10  

 
 

https://www.assaabloyglobalsolutions.com/en/hospitality-solutions 

Page 103 of 265



104 

Claim 10  
 

 
Mobile Access Brochure, p. 6. 
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Claim 11  
11. The access control 
system of claim 8, 
wherein the 
communication module 
does not advertise that 
the communication 
module is present. 

ASSA’s system includes, uses (and ASSA instructs end users to use), and/or practices each element of 
Claim 8 and wherein the communication module does not advertise that the communication module is 
present. 
 
The ASSA system’s communication module (e.g., a Bluetooth module, etc.) does not advertise that it is 
present. 
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Claim 12  
12. The access control 
system of claim 8, 
wherein the application 
uses Bluetooth to 
communicate with the 
access device and the 
communication setting 
comprises a Bluetooth 
ID. 

ASSA’s system includes and/or uses (and ASSA instructs end users to use) an application, wherein the 
application uses Bluetooth to communicate with the access device and the communication setting 
comprises a Bluetooth ID.  ASSA’s Mobile App uses Bluetooth, including a Bluetooth ID, to communicate 
with the access device.   
 
 

 
 

Mobile Access Brochure, p. 9.  
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Claim 12  

 
 

https://www.assaabloyglobalsolutions.com/en/hospitality-solutions 
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Claim 12  

 
 
https://www.assaabloyglobalsolutions.com/en/hospitality-solutions/mobile-access-for-hospitality/rfid-
upgrade  
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Claim 13  
13. The access control 
system of claim 8, 
wherein the application 
uses Wi-Fi to 
communicate with the 
access device and the 
communication setting 
comprises a network 
SSID. 

ASSA’s system includes, uses (and ASSA instructs end users to use), and/or practices each element of 
Claim 8 and wherein the application uses Wi-Fi to communicate with the access device and the 
communication setting comprises a network SSID. 
 

 
https://apps.apple.com/us/app/assa-abloy-mobile-access/id793869814 
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Claim 13  

 
 
https://apps.apple.com/us/app/hospitality-mobile-access/id1017290566?platform=iphone  
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Claim 13  
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Claim 13  

 
 
https://www.assaabloyglobalsolutions.com/en/hospitality-solutions  
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Claim 13  

 
https://www.assaabloyglobalsolutions.com/en/hospitality-solutions 
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Claim 13  
 

 
Mobile Access Brochure, p. 5. 
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Claim 13  
 
 

 
https://play.google.com/store/apps/details?id=com.assaabloy.hospitality.mobileaccess.hospitalitymobilea
ccess&hl=en_US&gl=US  
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Claim 14  
14. The access control 
system of claim 8, 
wherein the reservation 
certificate comprises the 
communication setting. 

ASSA’s system includes, uses (and ASSA instructs end users to use), and/or practices each element of 
Claim 8 and wherein the reservation certificate comprises the communication setting. 
 

 
https://play.google.com/store/apps/details?id=com.assaabloy.hospitality.mobileaccess.hospitalitymobilea
ccess&hl=en_US&gl=US  
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Claim 14  
 

 
 
https://apps.apple.com/us/app/hospitality-mobile-access/id1017290566?platform=iphone  
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Claim 14  
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Claim 14  

 
 
https://www.assaabloyglobalsolutions.com/en/hospitality-solutions  
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Claim 14  
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Claim 14  

 
Mobile Access Brochure, p. 5. 
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Claim 15  
15. An access control 
system comprising: 
an access device 
comprising a 
communication module 
connected to a processor 
having control of a door 
lock; 

ASSA ABLOY AB, ASSAY ABLOY Mobile Services AB, and ASSA ABLOY Global Solutions AB 
(“ASSA”) make, use (including via testing), sell, import, and/or offer for sale, and instruct their 
subsidiaries, affiliates, and end users to use the ASSA ABLOY Global Solutions Mobile Access 
technology and associated App (“Mobile App”) feature as a key to a hotel room by using, among other 
technologies, integrated SEOS technology (which “Replaces Keys with Mobile Phones”), VingCard 
Classic Electronic Locks and VingCard Essence Electronic Locks and associated Bluetooth readers 
including, but not limited to, Bluetooth Low Energy readers, and processors included therein, and the 
associated hardware, software, applications, and functionality associated with this product and solution 
(hereinafter, the “Accused Products”), constituting an access control system comprising: an access device 
comprising a communication module connected to a processor having control of a door lock. 
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Claim 15  

 
 

ASSA ABLOY Mobile Access Solutions Brochure, p. 1 (the “Mobile Access Brochure”). 
 
 
ASSA also instructs and encourages others to use its Mobile Access Software Development kit (SDK) as 
integrated into their hotel customers mobile applications, which provides substantively identical features 
and functionality as the Mobile App.  
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Claim 15  

 

 
Mobile Access Brochure, p. 4. 
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Claim 15  

 
Mobile Access Brochure, p. 5. 
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Claim 15  
 
 
 

 
Mobile Access Brochure, p. 6. 
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Claim 15  

 
 

Mobile Access Brochure, p. 9.  
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Claim 15  

 
Mobile Access Brochure, p. 8; see also Website 
(https://www.assaabloyglobalsolutions.com/en/hospitality-solutions/electronic-locks-for-hotels 
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Claim 15  
 

 
 
https://www.assaabloyglobalsolutions.com/en/hospitality-solutions/mobile-access-for-hospitality/rfid-
upgrade 
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Claim 15  
 

 
 

https://youtu.be/YYvYMml-rj8  
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Claim 15  

 
 

https://youtu.be/YYvYMml-rj8  
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Claim 15  

 
 
E.g., VingCard Signature RFID Product Sheet English, p. 1. 
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Claim 15  
an application on a 
portable terminal; and 

ASSA’s access control system comprises an application on a portable terminal.  
 
ASSA’s access control system comprises an app, including the ASSA Mobile App, that operates on a 
portable terminal, such as a smartphone.   
 
 
 

 
 

ASSA ABLOY Mobile Access Solutions Brochure, p. 1 (the “Mobile Access Brochure”). 
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Claim 15  
 
 

 
https://play.google.com/store/apps/details?id=com.assaabloy.hospitality.mobileaccess.hospitalitymobilea
ccess&hl=en_US&gl=US  
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https://apps.apple.com/us/app/hospitality-mobile-access/id1017290566?platform=iphone  
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https://www.assaabloyglobalsolutions.com/en/hospitality-solutions  
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https://www.assaabloyglobalsolutions.com/en/hospitality-solutions  
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Claim 15  
a server to provide a 
communication setting to 
the application, the 
communication setting 
corresponding to the 
access device, and to 
further provide, via a 
first communication 
protocol, a reservation 
certificate to the 
application, the 
reservation certificate 
comprising an interval of 
a reservation, 

ASSA’s access control system comprises a server to provide a communication setting to the application, 
the communication setting corresponding to the access device, and to further provide, via a first 
communication protocol, a reservation certificate to the application, the reservation certificate comprising 
an interval of a reservation.  https://www.assaabloy.com/tr/en/stories/blog/assa-abloy-mobile-access-
technology; see also https://www.assaabloyglobalsolutions.com/en/hospitality-solutions/mobile-access-
for-hospitality/rfid-upgrade.   
 
ASSA’s system includes a server to send a communication setting to the ASSA Mobile App, including the 
Bluetooth communication setting with which the ASSA Mobile App communicates with the access device. 
The server further provides a reservation certificate to the ASSA Mobile App.  The reservation certificate 
comprises an interval of a reservation, such as the check-in date/time and the check-out date/time.    
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https://play.google.com/store/apps/details?id=com.assaabloy.hospitality.mobileaccess.hospitalitymobilea
ccess&hl=en_US&gl=US  
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https://www.assaabloyglobalsolutions.com/en/hospitality-solutions  
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https://youtu.be/YYvYMml-rj8  
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https://youtu.be/YYvYMml-rj8  
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Claim 15  

 

 
Mobile Access Brochure, p. 4. 
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Mobile Access Brochure, p. 5. 
 
 

Page 148 of 265



149 

Claim 15  
wherein the application 
compares the interval of 
the reservation to a 
current time accessible to 
the application to 
determine if the 
reservation certificate is 
current and wherein the 
application activates the 
door lock by 
communicating with the 
access device via a 
second communication 
protocol that is different 
from the first 
communication protocol, 
based on use by the 
application of the 
communication setting, 
when the application 
determines that the 
reservation certificate is 
current. 

ASSA’s access control system includes the foregoing application, wherein the application compares the 
interval of the reservation to a current time accessible to the application to determine if the reservation 
certificate is current and wherein the application activates the door lock by communicating with the access 
device via a second communication protocol that is different from the first communication protocol, based 
on use by the application of the communication setting, when the application determines that the 
reservation certificate is current.   
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Claim 15  
https://play.google.com/store/apps/details?id=com.assaabloy.hospitality.mobileaccess.hospitalitymobilea
ccess&hl=en_US&gl=US  
 
 
 

 
 
https://apps.apple.com/us/app/hospitality-mobile-access/id1017290566?platform=iphone  
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https://apps.apple.com/us/app/hospitality-mobile-access/id1017290566?platform=iphone  
 

Page 151 of 265



152 

Claim 15  

 
 
https://www.assaabloyglobalsolutions.com/en/hospitality-solutions  
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https://www.assaabloyglobalsolutions.com/en/hospitality-solutions  
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Claim 15  
 

 
 

Mobile Access Brochure, p. 9.  
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Claim 15  

 
 
https://www.assaabloyglobalsolutions.com/downloads/product-sheets/mobile-access/Mobile-Access-
App-Product-Sheet-EN.pdf  
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Claim 16  
16. The access control 
system of claim 15, 
wherein the first 
communication protocol 
comprises a cellular 
protocol. 

ASSA’s system includes, uses (and ASSA instructs end users to use), and/or practices each element of 
Claim 15 and wherein the first communication protocol comprises a cellular protocol. 
 
 

 
 
https://www.assaabloyglobalsolutions.com/downloads/product-sheets/mobile-access/Mobile-Access-
App-Product-Sheet-EN.pdf  
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ccess&hl=en_US&gl=US  
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Claim 16  

 
 

https://www.assaabloyglobalsolutions.com/en/hospitality-solutions  
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Claim 16  
 

 
 

Mobile Access Brochure, p. 9 
 
 

Page 164 of 265



165 

 
 
 
Claim 17  
17. The access control 
system of claim 15, 
wherein the first 
communication protocol 
comprises a wireless 
LAN protocol. 

ASSA’s system includes, uses (and ASSA instructs end users to use), and/or practices each element of 
Claim 15 and wherein the second communication protocol comprises a wireless LAN protocol. 
 
 

 
https://apps.apple.com/us/app/assa-abloy-mobile-access/id793869814 
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Claim 18  
18. The access control 
system of claim 17, 
wherein the wireless 
LAN protocol comprises 
Wi-Fi. 

ASSA’s system includes, uses (and ASSA instructs end users to use), and/or practices each element of 
Claim 17 and wherein the wireless LAN protocol comprises Wi-Fi. 
 
 

 
https://apps.apple.com/us/app/assa-abloy-mobile-access/id793869814 
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Claim 19  
19. The access control 
system of claim 15, 
wherein the second 
communication protocol 
comprises a short-range 
wireless protocol. 

ASSA’s system includes, uses (and ASSA instructs end users to use), and/or practices each element of 
Claim 15 and wherein the second communication protocol comprises a short-range wireless protocol. 
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https://play.google.com/store/apps/details?id=com.assaabloy.hospitality.mobileaccess.hospitalitymobilea
ccess&hl=en_US&gl=US  
 
 
 

 
 
https://apps.apple.com/us/app/hospitality-mobile-access/id1017290566?platform=iphone  
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Claim 19  
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Claim 19  
 

 
 

Mobile Access Brochure, p. 9 
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Claim 20  
20. The access control 
system of claim 19, 
wherein the short-range 
wireless protocol 
comprises Bluetooth. 

ASSA’s system includes, uses (and ASSA instructs end users to use), and/or practices each element of 
Claim 19 and wherein the short-range wireless protocol comprises Bluetooth. 
 
 

 
 

Mobile Access Brochure, p. 9.  
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Claim 20  

 
 

https://www.assaabloyglobalsolutions.com/en/hospitality-solutions 
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Claim 20  

 
 
https://www.assaabloyglobalsolutions.com/en/hospitality-solutions/mobile-access-for-hospitality/rfid-
upgrade 
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Claim 21  
21. The access control 
system of claim 15, 
wherein the second 
communication protocol 
comprises a wireless 
LAN protocol. 

ASSA’s system includes, uses (and ASSA instructs end users to use), and/or practices each element of 
Claim 15 and wherein the first communication protocol comprises a wireless LAN protocol. 
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Claim 21  
https://play.google.com/store/apps/details?id=com.assaabloy.hospitality.mobileaccess.hospitalitymobilea
ccess&hl=en_US&gl=US  
 
 
 

 
 
https://apps.apple.com/us/app/hospitality-mobile-access/id1017290566?platform=iphone  
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Claim 21  
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Claim 21  
 

 
 

Mobile Access Brochure, p. 9.  
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Claim 22  
22. The access control 
system of claim 21, 
wherein the wireless 
LAN protocol comprises 
Wi-Fi. 

ASSA’s system includes, uses (and ASSA instructs end users to use), and/or practices each element of 
Claim 21 and wherein the wireless LAN protocol comprises Wi-Fi. 
 
 

 
https://apps.apple.com/us/app/assa-abloy-mobile-access/id793869814 
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Claim 23  
23. The access control 
system of claim 15, 
wherein the application 
automatically connects to 
the access device via the 
second communication 
protocol as the portable 
terminal approaches the 
access device. 

ASSA’s system includes, uses (and ASSA instructs end users to use), and/or practices each element of 
Claim 15 and wherein the application automatically connects to the access device via the second 
communication protocol as the portable terminal approaches the access device. 
 

 
 

ASSA ABLOY Mobile Access Solutions Brochure, p. 1 (the “Mobile Access Brochure”). 
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Claim 23  

 
Mobile Access Brochure, p. 5. 
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Claim 23  

 
Mobile Access Brochure, p. 6. 
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Claim 23  

 
 
https://www.assaabloyglobalsolutions.com/downloads/product-sheets/mobile-access/Mobile-Access-
App-Product-Sheet-EN.pdf  
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Claim 24  
24. The access control 
system of claim 15, 
wherein the reservation 
certificate is encrypted. 

Upon information and belief, ASSA’s access control system includes and/or uses (and ASSA instructs end 
users to use) an access device wherein the access device comprises a reservation certificate where at least 
a portion of the reservation certificate is encrypted.   
 
Upon information and belief, ASSA’s access control device comprises reservation certificate that is 
encrypted using public key cryptography, which is currently the most common form of security for remote 
lock doors and secure communication between electronic devices. 
 
 

 
Claim 25  
25. The access control 
system of claim 24, 
wherein the encrypted 
reservation certificate is 
decrypted by the access 
device. 

Upon information and belief, ASSA’s access control system includes and/or uses (and ASSA instructs end 
users to use) wherein the encrypted reservation certificate is decrypted by the access device. 
 
Upon information and belief, ASSA’s access device comprises reservation certificate that is encrypted 
using public key cryptography, which is currently the most common form of security for remote lock doors 
and secure communication between electronic devices. 
 
In order to employ public key cryptography, ASSA’s access device must necessarily decrypt the encrypted 
reservation certificate.  
 
 

 
 
Claim 26  
26. An access control 
system comprising: 

ASSA ABLOY AB, ASSAY ABLOY Mobile Services AB, and ASSA ABLOY Global Solutions AB 
(“ASSA”) make, use (including via testing), sell, import, and/or offer for sale, and instruct their 
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Claim 26  
an access device 
comprising a 
communication module 
connected to a processor 
having control of a door 
lock; 

subsidiaries, affiliates, and end users to use the ASSA ABLOY Global Solutions Mobile Access 
technology and associated App (“Mobile App”) feature as a key to a hotel room by using, among other 
technologies, integrated SEOS technology (which “Replaces Keys with Mobile Phones”), VingCard 
Classic Electronic Locks and VingCard Essence Electronic Locks and associated Bluetooth readers 
including, but not limited to, Bluetooth Low Energy readers, and processors included therein, and the 
associated hardware, software, applications, and functionality associated with this product and solution 
(hereinafter, the “Accused Products”), constituting an access control system comprising: an access device 
comprising a communication module connected to a processor having control of a door lock. 
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Claim 26  
ASSA ABLOY Mobile Access Solutions Brochure, p. 1 (the “Mobile Access Brochure”). 
 
 
ASSA also instructs and encourages others to use its Mobile Access Software Development kit (SDK) as 
integrated into their hotel customers mobile applications, which provides substantively identical features 
and functionality as the Mobile App.  
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Claim 26  
Mobile Access Brochure, p. 4. 
 

 
Mobile Access Brochure, p. 5. 
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Claim 26  
 

 
 

 
Mobile Access Brochure, p. 6. 
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Claim 26  

 
 

Mobile Access Brochure, p. 9.  
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Claim 26  

 
Mobile Access Brochure, p. 8; see also Website 
(https://www.assaabloyglobalsolutions.com/en/hospitality-solutions/electronic-locks-for-hotels 
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Claim 26  
 

 
 
https://www.assaabloyglobalsolutions.com/en/hospitality-solutions/mobile-access-for-hospitality/rfid-
upgrade 
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https://youtu.be/YYvYMml-rj8  
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Claim 26  

 
 

https://youtu.be/YYvYMml-rj8  
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Claim 26  

 
 
E.g., VingCard Signature RFID Product Sheet English, p. 1. 

 
 

 

Page 199 of 265



200 

Claim 26  
an application on a 
portable terminal; and 

ASSA’s system includes and/or uses (and ASSA instructs end users to use) an application on a portable 
terminal. 
 
 
 

 
 

ASSA ABLOY Mobile Access Solutions Brochure, p. 1 (the “Mobile Access Brochure”). 
 
 
 

Page 200 of 265



201 

Claim 26  

 
https://play.google.com/store/apps/details?id=com.assaabloy.hospitality.mobileaccess.hospitalitymobilea
ccess&hl=en_US&gl=US  
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https://apps.apple.com/us/app/hospitality-mobile-access/id1017290566?platform=iphone  
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https://www.assaabloyglobalsolutions.com/en/hospitality-solutions  
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Claim 26  

 
https://www.assaabloyglobalsolutions.com/en/hospitality-solutions  
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Claim 26  
a server to provide a 
communication setting to 
the application, the 
communication setting 
corresponding to the 
access device, and 
further to provide, via a 
first communication 
protocol, a reservation 
certificate to the 
application, the 
reservation certificate 
comprising an interval of 
a reservation, 

ASSA’s access control system comprises a server to provide a communication setting to the application, 
the communication setting corresponding to the access device, and further to provide, via a first 
communication protocol, a reservation certificate to the application, the reservation certificate comprising 
an interval of a reservation. https://www.assaabloy.com/tr/en/stories/blog/assa-abloy-mobile-access-
technology; see also https://www.assaabloyglobalsolutions.com/en/hospitality-solutions/mobile-access-
for-hospitality/rfid-upgrade.   
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Claim 26  
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Claim 26  
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https://youtu.be/YYvYMml-rj8  
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Claim 26  

 

 
Mobile Access Brochure, p. 4. 
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Mobile Access Brochure, p. 5. 
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Claim 26  
wherein the processor 
receives the reservation 
certificate from the 
application via a second 
communication protocol 
that is different from the 
first communication 
protocol, based on use by 
the application of the 
communication setting, 
wherein the processor 
compares the interval of 
the reservation to a 
current time accessible to 
the processor to 
determine if the 
reservation certificate is 
current; and wherein the 
processor activates the 
door lock when the 
processor determines that 
the reservation certificate 
is current. 

ASSA’s access control system includes the foregoing application, wherein the processor receives the 
reservation certificate from the application via a second communication protocol that is different from the 
first communication protocol, based on use by the application of the communication setting, wherein the 
processor compares the interval of the reservation to a current time accessible to the processor to determine 
if the reservation certificate is current; and wherein the processor activates the door lock when the 
processor determines that the reservation certificate is current. 

 
https://play.google.com/store/apps/details?id=com.assaabloy.hospitality.mobileaccess.hospitalitymobilea
ccess&hl=en_US&gl=US  
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Mobile Access Brochure, p. 9.  
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https://www.assaabloyglobalsolutions.com/downloads/product-sheets/mobile-access/Mobile-Access-
App-Product-Sheet-EN.pdf  
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Claim 27  
27. The access control 
system of claim 26, 
wherein the first 
communication protocol 
comprises a cellular 
protocol. 

ASSA’s system includes, uses (and ASSA instructs end users to use), and/or practices each element of 
Claim 26 and wherein the first communication protocol comprises a cellular protocol. 
 
 

 
 
https://www.assaabloyglobalsolutions.com/downloads/product-sheets/mobile-access/Mobile-Access-
App-Product-Sheet-EN.pdf  
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Mobile Access Brochure, p. 9.  
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Claim 28  
28. The access control 
system of claim 26, 
wherein the first 
communication protocol 
comprises a wireless 
LAN protocol. 

ASSA’s system includes, uses (and ASSA instructs end users to use), and/or practices each element of 
Claim 26 and wherein the first communication protocol comprises a wireless LAN protocol. 
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Claim 28  
https://play.google.com/store/apps/details?id=com.assaabloy.hospitality.mobileaccess.hospitalitymobilea
ccess&hl=en_US&gl=US  
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Claim 28  
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Claim 28  
 

 
 

Mobile Access Brochure, p. 9.  
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Claim 29  
29. The access control 
system of claim 28, 
wherein the wireless 
LAN protocol comprises 
Wi-Fi. 

ASSA’s system includes, uses (and ASSA instructs end users to use), and/or practices each element of 
Claim 28 and system of claim 28, wherein the wireless LAN protocol comprises Wi-Fi. 
 
 

 
https://play.google.com/store/apps/details?id=com.assaabloy.hospitality.mobileaccess.hospitalitymobilea
ccess&hl=en_US&gl=US  
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Claim 29  
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Claim 29  
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Claim 29  
 

 
 

Mobile Access Brochure, p. 9.  
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Claim 30  
30. The access control 
system of claim 26, 
wherein the second 
communication protocol 
comprises a short-range 
wireless protocol. 

ASSA’s system includes, uses (and ASSA instructs end users to use), and/or practices each element of 
Claim 26 and wherein the second communication protocol comprises a short-range wireless protocol. 
 
 

 
https://play.google.com/store/apps/details?id=com.assaabloy.hospitality.mobileaccess.hospitalitymobilea
ccess&hl=en_US&gl=US  
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Claim 30  
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Claim 30  
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Claim 30  
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Claim 30  
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Claim 30  
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Claim 30  
 

 
 

Mobile Access Brochure, p. 9.  
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Claim 31  
31. The access control 
system of claim 30, 
wherein the short-range 
wireless protocol 
comprises Bluetooth. 

ASSA’s system includes, uses (and ASSA instructs end users to use), and/or practices each element of 
Claim 30 and wherein the short-range wireless protocol comprises Bluetooth. 
 
 

 
 

Mobile Access Brochure, p. 9.  
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Claim 31  
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Claim 31  

 
 
https://www.assaabloyglobalsolutions.com/en/hospitality-solutions/mobile-access-for-hospitality/rfid-
upgrade  
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Claim 32  
32. The access control 
system of claim 26, 
wherein the second 
communication protocol 
comprises a wireless 
LAN protocol. 

ASSA’s system includes, uses (and ASSA instructs end users to use), and/or practices each element of 
Claim 26 and wherein the second communication protocol comprises a wireless LAN protocol. 
 
 

 
https://apps.apple.com/us/app/assa-abloy-mobile-access/id793869814 
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Claim 33  
33. The access control 
system of claim 32, 
wherein the wireless 
LAN protocol comprises 
Wi-Fi. 

ASSA’s system includes, uses (and ASSA instructs end users to use), and/or practices each element of 
Claim 32 and wherein the wireless LAN protocol comprises Wi-Fi. 
 
 

 
https://apps.apple.com/us/app/assa-abloy-mobile-access/id793869814 
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Claim 34  
34. The access control 
system of claim 26, 
wherein the application 
automatically connects to 
the access device via the 
second communication 
protocol as the portable 
terminal approaches the 
access device. 

ASSA’s system includes, uses (and ASSA instructs end users to use), and/or practices each element of 
Claim 26 and wherein the application automatically connects to the access device via the second 
communication protocol as the portable terminal approaches the access device. 
 

 
 

ASSA ABLOY Mobile Access Solutions Brochure, p. 1 (the “Mobile Access Brochure”). 
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Claim 34  
 

 
Mobile Access Brochure, p. 5. 
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Claim 34  

 
Mobile Access Brochure, p. 6. 
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Claim 34  

 
 
https://www.assaabloyglobalsolutions.com/downloads/product-sheets/mobile-access/Mobile-Access-
App-Product-Sheet-EN.pdf  
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Claim 35  
35. The access control 
system of claim 26, 
wherein the reservation 
certificate is encrypted. 

Upon information and belief, ASSA’s access control system includes and/or uses (and ASSA instructs 
end users to use) an access device wherein the access device comprises a reservation certificate where at 
least a portion of the reservation certificate is encrypted.  
https://www.assaabloy.com/tr/en/stories/blog/assa-abloy-mobile-access-technology; see also 
https://www.assaabloyglobalsolutions.com/en/hospitality-solutions/mobile-access-for-hospitality/rfid-
upgrade.   
 
 
Upon information and belief, ASSA’s access control device comprises reservation certificate that is 
encrypted using public key cryptography, which is currently the most common form of security for remote 
lock doors and secure communication between electronic devices. 
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Mobile Access Brochure, p. 9.  
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Claim 36  
36. The access control 
system of claim 35, 
wherein the encrypted 
reservation certificate is 
decrypted by the access 
device. 

Upon information and belief, ASSA’s access control system includes and/or uses (and ASSA instructs end 
users to use) wherein the encrypted reservation certificate is decrypted by the access device. 
https://www.assaabloy.com/tr/en/stories/blog/assa-abloy-mobile-access-technology; see also 
https://www.assaabloyglobalsolutions.com/en/hospitality-solutions/mobile-access-for-hospitality/rfid-
upgrade.   
 
Upon information and belief, ASSA’s access device comprises reservation certificate that is encrypted 
using public key cryptography, which is currently the most common form of security for remote lock doors 
and secure communication between electronic devices. 
 
In order to employ public key cryptography, ASSA’s access device must necessarily decrypt the encrypted 
reservation certificate.  
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