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57 ABSTRACT

A first wireless device controls its visibility by disabling its
discoverable mode or modes upon ascertaining that a second
wireless device does not require the first device to be in a
discoverable mode in order to establish connections there-
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CONTROLLING VISIBILITY OF A WIRELESS
DEVICE

BACKGROUND

[0001] Bluetooth® wireless technology provides an easy
way for a wide range of Bluetooth® devices (BT devices) to
communicate with each other and connect to the Internet
without the need for wires, cables and connectors.

[0002] The Bluetooth® core specifications vl.1, published
Feb. 22, 2001 by the Bluetooth® special interest group
(SIG) and the Bluetooth® core specifications v1.2, published
Nov. 5, 2003, provide various security procedures (pairing,
authentication and encryption). An Authentication proce-
dure is based on a challenge-response scheme. Successful
calculation of the authentication response requires that two
devices share a secret Link Key. This Link Key is created
during a Pairing procedure. If at least one authentication has
been performed, then encryption may be used.

[0003] The Bluetooth® v1.1 and v1.2 specifications
include provisions for three discoverability modes: Non-
Discoverable Mode, Limited Discoverable Mode and Gen-
eral Discoverable Mode. According to these specifications,
a device is in one, and only one, discoverability mode at a
time.

[0004] When a BT device is in Non-Discoverable Mode it
does not respond to inquiry. A BT device is said to be
discoverable when it is in Limited Discoverable Mode or
General Discoverable Mode. Even when a BT device is
discoverable, it may be unable to respond to inquiry due to
other baseband activity. A BT device that does not respond
to inquiry due to being in Non-Discoverable Mode or due to
other baseband activity is called a silent device. In Limited
Discoverable Mode, a BT device is visible to all other BT
devices that are within range, but only for limited periods of
time. In General Discoverable Mode, a BT device is visible
to all other BT devices that are within range, continuously or
for no specific condition.

[0005] Even when not discoverable, a BT device is visible
to other BT devices and users that are familiar with its
Bluetooth® device address. The Bluetooth® device address
is a unique 48-bit device identifier, where three bytes of the
address are assigned to a specific manufacturer by the
Institute of Electrical and Electronics Engineers (IEEE), and
the other three bytes are freely allocated by the manufac-
turer.

[0006] There are a greater number of security concerns
when a BT device is discoverable. A non-exhaustive list of
examples for the security concerns includes eavesdropping
on the data transferred during the communication of two BT
devices, and the ability to fully impersonate other BT
devices.

[0007] Similar concerns may arise with devices compat-
ible with other wireless communication protocols, a non-
exhaustive list of examples for which includes ZigBee™,
radio frequency identification (RFID), ultra wideband
(UWB), IEEE 802.11, and various proprietary communica-
tion protocols.

BRIEF DESCRIPTION OF THE DRAWINGS

[0008] Embodiments are illustrated by way of example
and not limitation in the figures of the accompanying
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drawings, in which like reference numerals indicate corre-
sponding, analogous or similar elements, and in which:

[0009] FIG. 1 is a block diagram of an exemplary com-
munications system, according to some embodiments;

[0010] FIG. 2 is a flowchart of an exemplary method for
controlling visibility of a wireless device, according to some
embodiments;

[0011] FIG. 3 is a flowchart of an exemplary method for
reacting to input at a user input component of the wireless
device, according to some embodiments; and

[0012] FIG. 4 is an illustration of an exemplary commu-
nications system, according to some embodiments.

[0013] 1t will be appreciated that for simplicity and clarity
of illustration, elements shown in the figures have not
necessarily been drawn to scale. For example, the dimen-
sions of some of the elements may be exaggerated relative
to other elements for clarity.

DETAILED DESCRIPTION

[0014] In the following detailed description, numerous
specific details are set forth in order to provide a thorough
understanding of embodiments. However it will be under-
stood by those of ordinary skill in the art that the embodi-
ments may be practiced without these specific details. In
other instances, well-known methods, procedures, compo-
nents and circuits have not been described in detail so as not
to obscure the embodiments.

[0015] FIG. 1 is a block diagram of an exemplary com-
munications system 100, according to some embodiments.
System 100 comprises a device 102 and a device 104 able
to communicate over a wireless communication link 106.

[0016] A non-exhaustive list of examples for devices 102
and 104 includes any of the following:

[0017] a) wireless human interface devices, for example,
keyboards, mice, remote controllers, digital pens and the
like;

[0018] b) wireless audio devices, for example, headsets,

loudspeakers, microphones, cordless telephones, handsets,
stereo headsets and the like;

[0019] c¢) wireless computerized devices, for example,
notebook computers, laptop computers, desktop personal
computers, personal digital assistants (PDAs), handheld
computers, cellular telephones, MP3 players, printers, fac-
simile machines, and the like; and

[0020] d) wireless communication adapters, for example,
universal serial bus (USB) adapters, personal computer
memory card international association (PCMCIA) cards,
compact flash (CF) cards, mini peripheral component inter-
connect (PCI) cards, access points, and the like.

[0021] Device 102 may be manufactured to support one or
more discoverable modes. For example, if device 102 is a
BT device, device 102 may support Limited Discoverable
Mode and/or General Discoverable Mode. Another device
may have the property that it that does not require device
102 to be in a discoverable mode in order to establish
subsequent connections with device 102. For example, the
other device may be able to establish subsequent connec-
tions with device 102 if the other device is provided with an
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identifier of device 102, for example a BT device address of
device 102. If device 102 is able to ascertain this property
about the other device, during or after having established an
initial connection with the other device, device 102 may
disable its one or more discoverable modes, thus controlling
its visibility. While the one or more discoverable modes are
disabled, device 102 is prevented from becoming discover-
able, and devices that require device 102 to be discoverable
in order establish a connection therewith will not be able to
detect device 102 when inquiring about devices within
range.

[0022] Device 102 comprises an antenna 110, a wireless
communication interface 112, a processor 114 coupled to
wireless communication interface 112, and a memory 116
coupled to processor 114. Memory 116 may be fixed in or
removable from device 102. Memory 116 may be embedded
or partially embedded in processor 114. Processor 114 and
memory 116 may be part of the same integrated circuit or in
separate integrated circuits. Wireless communication inter-
face 112 comprises a radio 117 coupled to antenna 110, and
a processor 118 coupled to radio 117. Processor 118 may be
able to cause device 102 to be in a discoverable mode.
Wireless communication interface 112 and processor 114
may be part of the same integrated circuit or in separate
integrated circuits.

[0023] Similarly, device 104 comprises an antenna 120, a
wireless communication interface 122, a processor 124
coupled to wireless communication interface 122, and a
memory 126 coupled to processor 124. Memory 126 may be
fixed in or removable from device 104. Memory 126 may be
embedded or partially embedded in processor 124. Proces-
sor 124 and memory 126 may be part of the same integrated
circuit or in separate integrated circuits. Wireless commu-
nication interface 122 comprises a radio 127 coupled to
antenna 120, and a processor 128 coupled to radio 127.
Wireless communication interface 122 and processor 124
may be part of the same integrated circuit or in separate
integrated circuits.

[0024] A non-exhaustive list of examples for antennae 110
and 120 includes dipole antennae, monopole antennae, mul-
tilayer ceramic antennae, planar inverted-F antennae, loop
antennae, shot antennae, dual antennae, omnidirectional
antennae and any other suitable antennae.

[0025] A non-exhaustive list of examples of communica-
tion protocols with which communication interfaces 112 and
122 may be compatible includes Bluetooth®, ZigBee™,
radio frequency identification (RFID), ultra wideband
(UWB), IEEE 802.11, and proprietary communication pro-
tocols.

[0026] A non-exhaustive list of examples for processors
114, 118, 124 and 128 includes a central processing unit
(CPU), a digital signal processor (DSP), a reduced instruc-
tion set computer (RISC), a complex instruction set com-
puter (CISC) and the like. Furthermore, processors 114, 118,
124 and 128 may be part of application specific integrated
circuits (ASICs) or may be a part of application specific
standard products (ASSPs).

[0027] A non-exhaustive list of examples for memories
116 and 126 includes any combination of the following:

[0028] a) semiconductor devices such as registers, latches,
read only memory (ROM), mask ROM, electrically erasable
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programmable read only memory devices (EEPROM), flash
memory devices, non-volatile random access memory
devices (NVRAM), synchronous dynamic random access
memory (SDRAM) devices, RAMBUS dynamic random
access memory (RDRAM) devices, double data rate (DDR)
memory devices, static random access memory (SRAM),
universal serial bus (USB) removable memory, and the like;

[0029] b) optical devices, such as compact disk read only
memory (CD ROM), and the like; and

[0030] c) magnetic devices, such as a hard disk, a floppy
disk, a magnetic tape, and the like.

[0031] Device 102 may optionally comprise a user input
component 130 coupled to processor 114. Input from user
input component 130 may be interpreted by processor 114 as
intended to result in device 102 being in a discoverable
mode. Other and/or additional user input components are
also possible. For example, processor 114 may interpret
combinations of input as intended to result in device 102
being in a discoverable mode.

[0032] Device 102 may optionally comprise a user output
component 132 coupled to processor 114. User output
component 132 may be controlled by processor 114 to
indicate to a user of device 102 that device 102 is actually
in a discoverable mode and/or to indicate to the user that
device is not actually in a discoverable mode.

[0033] Devices 102 and 104 may comprise additional
components which are not shown in FIG. 1 and which, for
clarity, are not described herein.

[0034] FIG. 2 is a flowchart of an exemplary method for
controlling visibility of a wireless device, according to some
embodiments. Code 134 stored in memory 116 may imple-
ment the method of FIG. 2 in device 102.

[0035] At 202, device 102 ascertains that another device,
for example, device 104, does not require device 102 to be
in a discoverable mode in order to establish connections
therewith.

[0036] At 204, device 102 disables its one or more dis-
coverable modes. For example, device 102 may set an
appropriate value in enablement information 138 stored in
memory 116. The effect of disabling the one or more
discoverable modes is described below with respect to FIG.
3.

[0037] Device 102 and device 104 may share a secret 136
that is used as a basis for a trusted relationship therebetween.
Secret 136 is stored in memory 116 and in memory 126. For
example, device 102 and device 104 may be paired BT
devices and each store a common Link Key.

[0038] If at some point in time secret 136 is cleared from
device 102, then at 206, device 102 may re-enable the one
or more discoverable modes. In some embodiments, other
conditions and/or additional conditions may need to be
satisfied before device 102 re-enables the one or more
discoverable modes.

[0039] In some embodiments, during or after having
established an initial connection with device 104, device 102
may receive at 210 an indication that device 104 does not
require device 102 to be in a discoverable mode in order to
establish subsequent connections therebetween. Device 102
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may therefore make the ascertainment at 202 based on
having received such an indication.

[0040] In some embodiments, during or after having
established an initial connection with device 104, device 102
may fail to receive at 212 any indication that device 104
does require device 102 to be in a discoverable mode in
order to establish subsequent connections therebetween.
Device 102 may therefore make the ascertainment at 202
based on the lack of having received any such indication.

[0041] FIG. 3 is a flowchart of an exemplary method for
reacting to input at user input component 130, according to
some embodiments.

[0042] At 302, user input component 130 detects input
that is interpreted by processor 114 as intended to result in
device 102 being in a discoverable mode. At 304, processor
114 checks whether the one or more discoverable modes are
enabled. (Alternatively, processor 114 checks whether the
one or more discoverable modes are disabled.) For example,
processor 114 may check the value of enablement informa-
tion 138 in order to determine whether the one or more
discoverable modes are enabled or not.

[0043] Ifthe one or more discoverable modes are disabled,
then device 102 remains non-discoverable at 306, and in
some embodiments, at 308, processor 114 controls user
output component 132 to indicate to the user of device 102
that device 102 is not actually in a discoverable mode.

[0044] If the one or more discoverable modes are enabled,
then device 102 becomes discoverable at 310, and in some
embodiments, at 312, processor 114 controls user output
component 132 to indicate to the user of device 102 that
device 102 is actually in a discoverable mode.

[0045] Device 102 may support a discoverable mode that
is limited in time, for example, Limited Discoverable Mode
if device 102 is a BT device. For example, device 102 may
become non-discoverable at 316 after a timeout period has
expired (checked at 314). In one embodiment, the timeout
period may be a predetermined timeout period that begins at
the detection of the input at 302 or that begins at 310 when
device 102 becomes discoverable. In another embodiment,
the timeout period may be determined by the duration of the
input detected at 302. For example, user input component
130 may be an electro-mechanical device such as a button,
and if the discoverable mode is enabled, device 102 may
become discoverable once the button is depressed and may
become non-discoverable once the button is released. Other
timeout periods are also possible.

[0046] In some embodiments, at 318, processor 114 may
control user output component 132 to indicate to the user of
device 102 that device 102 is not actually in a discoverable
mode.

[0047] FIG. 4 is an illustration of an exemplary commu-
nication system 400, according to some embodiments. Sys-
tem 400 is similar to system 100 of FIG. 1, where device 102
is a wireless smart card reader 402, and device 104 is a
mobile device 404. Mobile device 404 and smart card reader
402 are able to communicate over wireless communication
link 106. In the example shown in FIG. 4, user input
component 130 is an electro-mechanical device 430, and
user output component 132 is a light-emitting diode 432,
however, other and/or additional user input and/or output
components are possible.
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[0048] A smart card 408 is shown inserted into smart card
reader 402. Smart cards are personalized security devices,
defined by the 1S07816 standard and its derivatives, as
published by the International Organization for Standard-
ization. A smart card may have a form factor of a credit card
and may include a semiconductor device. The semiconduc-
tor device may include a memory that can be programmed
with security information (e.g., a private decryption key, a
private signing key, biometrics, etc.) and may include a
processor and/or dedicated logic, for example, dedicated
decryption logic and/or dedicated signing logic. A smart
card may include a connector for powering the semiconduc-
tor device and performing serial communication with an
external device. Alternatively, smart card functionality may
be embedded in a device having a different form factor and
different communication protocol, for example a Universal
Serial Bus (USB) device. The person whose security infor-
mation is stored on smart card 408 may use smart card
reader 402 for identification, to unlock mobile device 404,
and to digitally sign and/or decrypt messages sent by mobile
device 404. Smart card 408 may also include a random
number generator.

[0049] For example, mobile device 404 may be able to
send and receive e-mail messages via an e-mail server (not
shown). If, for example, the Secure Multipurpose Internet
Mail Extensions (S/MIME) protocol is used, e-mail mes-
sages received at mobile device 404 are encrypted using a
symmetric algorithm with a random session key generated
by the sender of the e-mail message. The e-mail message
also includes the session key, encrypted using the public key
of the recipient. Upon receipt of an encrypted e-mail mes-
sage, mobile device 404 may extract the encrypted session
key and send it to smart card reader 402 via communication
link 106. Smart card reader 402 may send the encrypted
session key to smart card 408, and the decryption engine of
smart card 408 may decrypt the encrypted session key using
the recipient’s private decryption key, which is stored in
smart card 408. Smart card reader 402 may retrieve the
decrypted session key from smart card 408 and forward it to
mobile device 404 via communication link 106 so that
mobile device 404 can decrypt the received e-mail message.
The smart card 408 may prevent unauthorized use of the
recipient’s private decryption key by requiring that a pass-
word or personal identification number (PIN) be supplied
before allowing the decryption operation to proceed.

[0050] Similarly, to add a digital signature to an e-mail
message being sent by mobile device 404, mobile device
404 may send a hash of the contents of the e-mail message
to smart card reader 402 over communication link 106.
Smart card reader 402 may pass the hash to smart card 408,
which may produce a digital signature from the hash and the
sender’s private signing key, which is stored in smart card
408. Smart card 408 may then pass the digital signature to
smart card reader 402, which may forward it to mobile
device 404 via communication link 106 so that mobile
device 404 can transmit it along with the e-mail message to
the e-mail server. Again, smart card 408 may prevent
unauthorized use of the recipient’s private signing key by
requiring that a password or PIN be supplied before allow-
ing the signing operation to proceed.

[0051] The unencrypted message key should be sent
securely over communication link 106 from smart card
reader 402 to mobile device 404 to prevent a third party from
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retrieving the message key from communication link 106.
Similarly, the hash to be signed should be sent authentically
over communication link 106 from smart card reader 402 to
mobile device 404 to prevent a third party from moditying
the hash and thereby causing smart card 408 to produce a
signature using a hash different from the hash of the intended
message. Therefore communication link 106 may need to be
secured using cryptographic techniques.

[0052] To secure communication link 106, smart card
reader 402 may need to generate various cryptographic keys.
For example, if smart card reader 402 and mobile device 102
are BT devices, then a relatively short (up to 16-digits) key
may be used for the Pairing procedure. An additional layer
of security for communication link 106 may involve encryp-
tion with one or more additional keys. These additional keys
may be generated from a shared secret between smart card
reader 402 and mobile device 404, and one or more sym-
metric keys based on this shared secret may be generated
using known Diffie-Hellman and simple password exponen-
tial key exchange (SPEKE) methods and variants thereof.
Moreover, random session keys may be generated for each
individual communication session over communication link
106.

[0053] Although the subject matter has been described in
language specific to structural features and/or methodologi-
cal acts, it is to be understood that the subject matter defined
in the appended claims is not necessarily limited to the
specific features or acts described above. Rather, the specific
features and acts described above are disclosed as example
forms of implementing the claims.

What is claimed is:
1. A method for controlling visibility of a first wireless
device, the method comprising:

ascertaining that a second wireless device does not require
said first device to be in a discoverable mode in order
to establish connections therebetween; and

disabling said discoverable mode in said first device.

2. The method of claim 1, wherein said first device has or
is currently establishing an initial connection with said
second device.

3. The method of claim 1, further comprising:

re-enabling said discoverable mode in said first device
after a secret shared by said first device and said second
device is cleared from said first device.
4. The method of claim 3, wherein said secret is used as
a basis for a trusted relationship between said first device
and said second device.
5. The method of claim 1, further comprising:

receiving an indication that said second device does not
require said first device to be in a discoverable mode in
order to establish connections therebetween.

6. The method of claim 1, further comprising:

if said discoverable mode is disabled and input intended
to result in said first device being in said discoverable
mode is detected, indicating to a user of said first device
that said first device is not actually in said discoverable
mode.

7. The method of claim 1, further comprising:

if said discoverable mode is enabled and input intended to
result in said first device being in said discoverable
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mode is detected, indicating to a user of said first device
that said first device is actually in said discoverable
mode.

8. A first device comprising:

a wireless communication interface able to cause said first
device to be in a discoverable mode;

a processor coupled to said wireless communication inter-
face; and

a memory coupled to said processor, said memory able to
store code which, when executed by said processor,
disables said discoverable mode upon ascertaining that
a second device does not require said first device to be
in said discoverable mode in order to establish connec-
tions therebetween.

9. The first device of claim 8, further comprising:

a user input component coupled to said processor,

wherein said processor is able to interpret input from said
user input component as intended to result in said first
device being in said discoverable mode,

wherein said memory is able to store enablement infor-
mation according to which said processor is to deter-
mine whether or not to cause said first device actually
to be in a discoverable mode upon detection of said
input, and

wherein said code, when executed by said processor,
disables said discoverable mode by setting said enable-
ment information.
10. The first device of claim 9, wherein said user input
component is an electro-mechanical device.
11. The first device of claim 8, further comprising:

a user output component coupled to said processor by
which said processor is able to indicate to a user of said
first device whether or not said first device is actually
in discoverable mode.

12. The first device of claim 8, wherein said memory is
able to store a secret shared by said first device and said
second device, and wherein said code, when executed by
said processor, re-enables said discoverable mode after said
secret is cleared from said memory.

13. The first device of claim 12, wherein said secret is
used as a basis for a trusted relationship between said first
device and said second device.

14. The first device of claim 8, wherein said first device
is a smart card reader.

15. The first device of claim 8, wherein said wireless
communication interface is compatible with Bluetooth®
communication protocols.

16. The first device of claim 8, wherein said wireless
communication interface is compatible with ultra wideband
(UWB) communication protocols.

17. The first device of claim 8, wherein said wireless
communication interface is compatible with ZigBee™ com-
munication protocols.

18. The first device of claim 8, wherein said wireless
communication interface is compatible with radio frequency
identification (RFID) communication protocols.

19. The first device of claim 8, wherein said wireless
communication interface is compatible with one or more
IEEE 802.11 communication protocols.
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20. A communications system comprising:
a first device comprising:

a wireless communication interface compatible with at
least one wireless communication protocol;

a processor coupled to said wireless communication
interface; and

a memory coupled to said processor; and
a second device comprising:

a wireless communication interface compatible with at
least said wireless communication protocol, said
wireless communication interface able to cause said
second device to be in a discoverable mode;

a processor coupled to said wireless communication
interface; and

a memory coupled to said processor, said memory able
to store code which, when executed by said proces-
sor, disables said discoverable mode upon ascertain-
ing that said first device does not require said second
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device to be in said discoverable mode in order to
establish connections therebetween.

21. The communications system of claim 20, wherein said
second device is a smart card reader.

22. The communications system of claim 20, wherein said
wireless communication protocol is a Bluetooth® commu-
nication protocol.

23. The communications system of claim 20, wherein said
wireless communication protocol is an ultra wideband
(UWB) communication protocol.

24. The communications system of claim 20, wherein said
wireless communication protocol is a ZigBee™ communi-
cation protocol.

25. The communications system of claim 20, wherein said
wireless communication protocol is a radio frequency iden-
tification (RFID) communication protocol.

26. The communications system of claim 20, wherein said
wireless communication protocol is an IEEE 802.11 com-
munication protocol.





