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Application Number
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Examiner Name

Aftorney Docket Number ThreatM008

Name of Patentee or Pages,Columns, Lines

Examiner| Cite | Foreign Document Country Kind | Publication Applicant of cited where Relevant Ts
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Document .
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1
If you wish to add additional Foreign Patent Document citation information please click the Add button | Add
NON-PATENT LITERATURE DOCUMENTS Remove
. . Include name of the author {in CAPITAL LETTERS), title of the article (when appropriate), title of the item

Examiner| Cite S : . ' 5
Initials* | No (book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s), T

publisher, city and/or country where published.

IThreat Risk Modeling, published online at least as early as Feb_ 3, 2018 by OWASP, available at https/fwww owasp.
brg/index. php/Threat_Risk_Meodeling.

hreat Model, Wikipedia, published online at least as early as Feb. 3, 2018, available at https://fen.wikipedia.org/wiki/
hreat_model (note that some of the material in this Wikipedia article appears to be posted by one or more inventors of
he present application or its parent provisional applications - some of the material appears to be pested by Brian
Beyst, for example, who is an inventor on two of the parent provisional applications).

Comparisons of Threat Model Modeling Methodologies, published online by ThreatModeler at least as early as Apr. 15
P016, available at hitp://threatmodeler. com/comparison-threat-modeling-methodologies/ (note that this article appears
Io be affiliated with a business organization of, and may have been published under the diraction of, one or more
nventors of the present application or its parent provisional applications).

Microsoft Threat Modeling Tool, published online by Microsoft, different sections published at different times from Aug.
P2, 2017 to Jan. 24, 2018, available online at https://docs.microsoft.com/en-us/azure/opbuildpdf/security/ TOC pdf?
branch=live

description of an on-sale version of systems and mel-hods, on sale in the U S. by applicants at least as early as
2/31/2011, which on-sale version disclosed some of the elements disclosed in the present application. The
Hescription includes a detailed discussion of which claim elements of the claims as originally filed in the present
Application were disclosed in the 2011 version and which were not, and includes screenshots of user interfaces used in
he system/methods.

| ockheed Martin Corporation, "Seven Ways to Apply the Cyber Kill Chain with a Threat Intelligence Platform,”
pbublished at least as early as 2015.
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*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO

Standard ST.3). 2 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPQ Standard ST.16 if possible.  Applicant is to place a check mark here if
English language translation is attached.
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Application Number

Filing Date

INFORMATION DISCLOSURE
STATEMENT BY APPLICANT

First Named Inventor | Anurag Agarwal

. Art Unit
( Not for submission under 37 CFR 1.9%)

Examiner Name

Aftorney Docket Number ThreatM008

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection({s):

That each item of information contained in the information disclosure statement was first cited in any communication
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[ ] any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e){(2).

See attached certification statement.
The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

X A certification statement is not submitted herewith.

SIGNATURE

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature /Paul B. Johnson/ Date (YYYY-MM-DD) 2018-12-06
Name/Print Paul B. Johnson Registration Number 59375

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.5.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.5.C. 552) and the Privacy Act (5 U.5.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1874, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.5.C. 181) and for review pursuant to the Atomic Energy Act (42 U.5.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.5.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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The Threat Modeling Tool is a core elerment of the Microsoft Security Development Lifecyde (SDL). it allows

software architects to identify and mitigate potential security issues early, whan they are relatively easy and cost-
effective to resolve. As a result, it greatly reduces the total cost of development. Also, we designed the tool with
non-security experts in mind, making threat modeling easier for all developers by providing dear guidance on

creating and analyzing threat models.
The tool enables anyone to:

® Communicate about the security design of their systems
& Analyze those designs for potential security issues using a proven methodology

& Suggest and manage mitigations for security issues
Here are some tooling capabilities and innovations, just to name a few:

¢ Automation: Guidance and feedback in drawing a model

& STRIDE per Element: Guided analysis of threats and mitigations

® Reporting: Security activities and testing in the verification phase

¢ Unigque Msathodology: Enables users to better visualize and understand threats

¢ Designed for Developers and Centered on Software: many approaches are centered on assets or attackers.
We are centered on software. We build on activities that all software developers and architects are familiar with
-- such as drawing picturas for their softwars architecture

¢ Focused on Design Analysis: The term “threat modeling” can refer to either a requirerents or a design
analysis technigue. Sometimes, it refers to a complex blend of the two. The Microsoft SDL approach to threat
maodeling is a focused design analysis technique

Next steps

The table below contains important links to get you started with the Threat Modeling Tool:

5TEP DESCRIPTION

2 Read Our getting started guide

3 Get familiar with the features

4 Learn about generated threst categones

5 Find mitigations to generated threats
Resources

Here are a few older articles still relevant to threat modeling today:

odating IriusRisk
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Check out what a few Threat Modeling Too! experts have done:

IriusRisk
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The Cloud a arprise Sec y ools teamn released the Threat Modeling Tool Pre

click-to-downioad. The change in deliv y anism allows ;ﬁ sh the lat m;

o customers each time open the rnaking it easier to maintain and use. This article takes you through the
process of get‘ti ted w h the Mic i S0 L 1odeling approach and shows you how to use the tool to
develop greatthr rodels as a backbone of your iy pro

Thie mrtiela i N - - b . - e - H Crvr Freny TR denn
This article builds g knowledge of the SDL threat modeling approach. For a quick review, refer to Thraat
3 Yo b3 Aol Aoaileadiong PR Fmy e 1o T Aenetonn sy Wenets aevdve Y. o SN I TTR/IMT Ao e e i
?:t:\:r\:*:.is;‘sg Web slxgssxssm?:mm and an archivad version of Uncover Saourity Maws Wsing the STRIGE dpproach
o
MSDN article publis n 2006.

To quickly summarize, the approach involve ing a diagram, identifying threats, mitigating themn and
validating each mitigation. Here's a diagram that hi ghiights this process:

Validate ~ Diagram

g

M ltigate demzfy
\\\\ =

Starting the threat modeling process

When you launch the Threat Modeling Tool, vou'll notice a few things, as seen in the picture:

IriusRisk
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Threat model section

COMPONENT DETAILS

Feadback, Suggestions and Issues Button Takes you the MISIN Favuw for all things SDL. it gives you
an opportunity to read through what other users are doing,
along with workarounds and recommendations. If you still
can't find what you're looking for, email
tmtextsupport@microsoft.com for our support tean to help
you

Create a Model Opens a blank canvas for you to draw your diagram. Make
sure 1o select which template you'd like to use for your model

Tempilate for Mew RModels You must select which template to use before creating a
model Cur main template s the Azure Threat Moded
Termnplate, which contains Azure-specific stencils, threats and
mitigations. For generic models, select the SDL TM Knowledge
Base from the drop-down menu. Want fo create your own
tempiate or submit a new one for all users? Cheack out our

ampls e Repository GitHub Page to iearn more

Open a Model Opens previously saved threat models. The Recently
Openad Models feature is great if you need to open your
most recent files. When you hover over the selection,
you'll find 2 ways 1o open madels:

% Open From this Computer - dassic way of opsning a
file using local storage

% Open from OneDrive - teams can use folders in
Oneblrive to save and share all their threat models in a
single location to help increase productivity and

collaboration . .
IriusRisk
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COMPONENT DETAHS

Getting Started Guide Opens the Microsoft Threat Modeling Tool main page

Template section

COMPONENT DETAHS

{reate New Template Opens a blank template for you to build on. Unless you have
extensive knowledge in building templates from scratch, we
recommend you to build from existing ones

Open Template Opens existing templates for you to make changes to

The Thraat Modeling Tool teara is constantly working to improve too! funciionality and experience. A faw minor
changes might take place over the course of the year, but all major changeas require rewrites in the guide. Refer to

it often to ensure you get the latest announcements.

Building a model

in this section, we follow:

8 (ristina {a developer)
e Ricardo {a prograrn manager) and

# Ashish (a tester)
They are going through the process of developing their first threat model.

Ricardo: Hi Cristina, { worked on the threat model diagram and wanted to make sure we got the detalls right.
Can you help me look it over? Cristina: Absolutely. Let's take a look. Ricardo opens the tool and shares his

screen with Cristina.

ﬁ Soiet MER R R

i’,} N

Y 9 < ‘.
A

RIS

LT R

Cristina: Ok, looks straightforward, but can vou walk me through it? Ricardo: Sure! Here is the breakdown:
IriusRisk

& Cur human user is drawn as an outside entity-—a sguare Ex. 1002 - Page 34




& They're sending commands to our Web server-—the circle

& The Web server is consulting a database (two parallel lines)

What Ricardo just showed Cristina is a DFD, short for Data Flow Dia

to specify trust boundarias, indicated by the red dotted lines, to show where different entities are in control. For

example, IT administrators require an Active Directory system for authentication purposeas, so the Active Directory
is outside of their control.

Cristina: Locks right to me. What about the threats? Ricardo: Let me show you.

Analyzing threats

Once he clicks on the analysis view from the icon menu selection (file with magnitying glass}, he is taken to a list of
generated threats the Threat Modeling Tool found based on the default template, which uses the SDL approach

4 T I e S anee T
catled STRIDT Spooting, Tam

This approach is like securing your house by ensuring each door and window has a locking mechanism in place
before adding an alarm system or chasing after the thief.

RN

TR RAR SN T

Ui S

Ricardo begins by selecting the first item on the list. Here's what happens:

First, the interaction between the two stencils is enhanced

Second, additional information about the threat appears in the Threat Properties window
IriusRisk
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The generated threat helps him understand potential design flaws. The STRIDE categorization gives him an idea on
potential attack vectors, while the additional description tells him exactly what's wrong, along with potential ways
to mitigate it. He can use editable fields 1o write notes in the justification details or change priority ratings

depending on his organization's buyg bar.

Azure ternplates have additional details to help users understand not only what's wrong, but also how to fix it by

adding descriptions, examplas and hyperlinks to Azure-speacific documentation.

The description made him realize the importance of adding an authentication mechanism to prevent users from
being spoafed, revealing the first threat to be worked on. A few minutes into the discussion with Cristing, thay
undarstood the impertance of implementing accass contrel and roles. Ricardo fillad in some guidk notas to make

sure these were implemented.

As Ricardo went into the threats under Information Disclosure, he raalized the access control plan required some
read-only accounts for audit and report generation. He wondered whether this should be a new threat, but the
ritigations were tha same, so he noted the threat accordingly. Ha also thought about information disdosure a bit

more and realized that the backup tapes were going to need encryption, a job for the operations team.
Threats not applicable to the design due to existing mitigations or security guarantess can be changed to "Not

Applicable” from the Status drop-down. There are three other choices: Not Started — default selection, Needs

Investigation -~ used to foliow up on items and Mitigated - once it's fully worked on.

Reports & sharing

Once Ricardo goes through the fist with Cristina and adds important notes, mitigations/justifications, priority and
status changes, he selects Reports -> Create Full Report -> Save Report, which prints out a nice report for him to

go through with colleagues to ensure the proper security work is implemented.

IriusRisk
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Threat Modeling Report
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if Ricardo wants to share the file instead, he can easily do so by saving in his organization’s OneDrive account.

Once he does that, he can copy the document link and share it with his colleagues.

Threat modeling meetings

When Ricardo sent his threat model to his colleague using OneDrive, Ashish, the tester, was underwhelmed.
Seemed like Ricardo and Cristina missed quite a few important corner cases, which could be easily compraguigRisk
His skepticism is & complement to threat models. Ex. 1002 - Page 37



in this scenario, after Ashish took over the threat model, he called for two threat modeling mestings: one meeting
to synchronize on the process and walk through the diagrams and then a second meeting for threat review and

sign-off.

-

Iri the first meeting, Ashish spent 10 minutes walking everyone through the SDL threat modeling procass. He then
puiled up the threat model diagram and started explaining it in detail. Within five minutes, an important missing

component had been identified.

A few minutes later, Ashish and Ricardo got into an extended discussion of how the Web server was built. it was
not the ideal way for 3 meeting to proceed, but everyone eventually agreed that discovering the discrepancy early

was going to save them time in the future.

in the second meeting, the team walked through the threats, discussed some ways to address them, and signed off
art the threat model. They checked the document into source control and continued with development.

Thinking about assets

Some readers who have threat modeled may notice that we haven't talked about assets at all. We've discovered
that many software enginsers understand their software better than they understand the concept of assets and

what assets an attacker rmay be interested in.

if you're going to threat model a house, you might start by thinking about your family, irreplaceable photos or
valuable artwork. Perhaps you might start by thinking about who might break in and the current security system.
Or you might start by considaring the physical features, like the pool or the front porch. These are analogous to

thinking about assets, attackers, or software design. Any of thase three approaches work,

The approach to threat modeling we've presented here is substantially simpler than what Microsoft has done in
the past. We found that the software design approach works well for many teams. We hope that indude yours.

Next Steps

Send your questions, comments and concerns to tmtextsupport@microsoftcom. Downlaad the Threat Modeling

Tooi to get started.

IriusRisk
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The Threat Modeling Tool can help vou with vour threat modeling needs. For a basic introduction to the tool, see

Get started with the Thraat Modeling Tool

The Threst Modeling Tool is updeted freguently, so chedk this guide often o see our latest features and improvements.

To open a blank page, select Create A Modsl
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Navigation

et

Before we discuss the built-in features, lef's review the main compaonents found in the tool.

Menu items

The experience is similar to other Microsoft products. Let's review the top-leval menu items.

DETAILS

Open, save, and dose files

Sign in and sign out of OneDrive accounts.
Share links {view and edit).

View file information.

Apply a new template to existing models.

Undo and redo actions, as well as copy, paste, and delete.

Switch between Analysis and Design views.
Open dosed windows (for example, stencils, element
properties, and meassages).

Reset layout to default settings.

Add and delete diagrams, and move through tabs of

diagrams.

The symbuols are shortcuts for the top-level menus:

Find guides to help you use the tool.

IriusRisk
Ex. 1002 - Page 40



SYRMBOL

DETAILS

Opens a new file.

Saves the current file.

Opens the Design view, where you can create models.

Shows generated threats and their properties.

Add diagram Adds a new diagram {similar to new tabs in Excel}
Delate diagram Delates the current diagram.
Copy/lut/Paste Copies, cuts, and pastes slerments.
Undo/Redo Undoes and redoes actions.
..... Zaommlznamnm70(”“!(doutOfﬂ’;ddgmm%rdbélﬂprwmj

Feadback Cpens the MSDN Forum.

Canvas

The carwas is the space where you drag and drop elements. Drag and drop is the quickest and most efficient way to
build models. You can also right-click and select items from the menu to add generic versions of elements, as

shown:

Drop the stendll on the canvas

L] el S

: ;@1 Gusies Btwengl intarssdiy

N\

Authckoating Sr

Srieviad Web Sposion

Extsrnat Web Service:

Select the stenci

IriusRisk
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Stencils

Based on the template you select, you can find all the stencils available to use. f you can't find the right elements,
use another template. Or you can modify a templata to fit your needs. Generally, you can find a combination of
categories like these:

STENCIL NAME DETAILS
Process Applications, browser plug-ins, threads, virtual machines
Bxternal interactor Authentication providers, browsers, users, web applications
..... Bamstm@Ca(hks{‘ordgeumgrmonmm{ambdths{‘ry
Data flow Binary, ALPC, HTTP, HTTPS/TLS/SSL, {OCTL, {PSec, named pipe,
RPC/DCOM, SMB, UDP
Trust line/Border boundary Caorporate networks, internet, machine, sandbox, user/kernel
rnode
Notes/messages
COMPONENT DETAILS
Messages Internal tool logic that alerts users whenever there's an error,
such 35 no data flows between elements.
Notes Manual notes are added to the file by engineering teams

throughout the design and review process.

Element properties

Element properties vary by the elements you select. Apart from trust boundaries, ali othar elements contain three
general selections: IriusRisk
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ELEMENT PROPERTY DETAILS

Name Useful for naming your processes, stores, interactors, and
fiows so that they're easily recognized.

Out of scope If selectad, the element is taken out of the threst-generation
matrix (not recommended).

Reason for out of scope Justification field to let users know why out of scope was
selected.

Propertias are changed under each element category. Select each alement 1o inspect the available cptions. Or you
can open the tempiate to learn more. Let's review the features.

Welcome screen
When you cpen the app, you see the Walcome soreen.

Cpen a model

Hover over Open & Model to reveal two options: Open From This Computer and Open From GneDrive. The
first option opens the File Open screen. The second option takes yvou through the sign-in process for OneDrive.
After successful authentication, you can select folders and files.

AR RTITHhRNnhHhnN

OB

N

3 N RN

Fesdback, suggestions, and issues

When you select Feedback, Suggestions and Issues, you go to the MSDN Forum for SDL Teols. You can read
what cther people are saving about the tool, induding workarounds and new ideas.

Design view
When you open or create a new model, the Design view opens.

Add elements

You can add elements on the grid in two ways:

¢ Drag and drop: Drag the desirad element to the grid. Then usa the element propartias to provide additional
information. IriusRisk

& Right-click: Right-dick anywhere on the grid, and select items from the drop-down menu. AEé(ér;IeQ'Q:Z - Page 43



representation of the element you select appears on the screen.

Connect elements

You can connact elemeants in two ways:

® Drag and drop: Drag the desired dataflow to the grid, and connect both ends to the appropriate elements.

e Click + Shift: Click the first slement (sending data), press and hold the Shift kay, and then select the second
element (receiving data). Right-click, and select Connect. It you use a bi-directional data flow, the order is not as
important.

Properties

To see the properties that can be modified on the stendils, select the stencil and the information populates

accardingly. The following example shows before and after a Batabase stencil is dragged onto the diagram:

Siagram

Narre Database

| Configurable Attributes
Datzbace Technologies

SO Version

i SSIS packages Used

As Generlr Diata Store

Messages

if you create a threat model and forget to connect data flows to elerenis, you get a notification. You can ignore the

message, or you can follow the instructions to fix the issue.

IriusRisk
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Notes

To add notes to your diagrarm, switch from the Messages tab to the Notes tab.

Analysis view

After vou build your diagram, select the Analysis symbol (the magnifying glass) on the shortcuts toolbar to switch
to the Analysis view.

IriusRisk
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Generated threat selection

When you selact a threat, you can use three distinct functions:

FEATURE INFORMATION

Read indicator The threat is marked as read, which helps you keep track
of the items you reviewed.

interaction focus Interaction in the diagram that belongs to a threat is

IriusRisk
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FEATURE INFORMATION

Threat properties Additional information about the threat appears in the
Threat Properties window.

RIS
R

LT e

Priority change
You can change the priority level of sach generated threat. Different colors make it easy to identify high-, medium-,

and low-priority threats.

Threat properties editable fields

As seen in tha preceding image, you can change the information generated by the tool. You can also add

information to certain fields, such as justification. These fields are generated by the template. If you need more

information for each threat, you can make modifications.

N

g}

3

SR A R D e Eg

Title:

Tatzger

Dezcrinfton: tserin ordar bo gatn add

fustitication:
inkeration

Bricrny

Threat Piopenies

Reports
After you finish changing priorities and updating the status of each generated threat, you can save the file and/or
print out a report. Go to Report > Create Full Report. Name the report, and you should see something similar to

the following image:

IriusRisk
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Threat Modeling Report
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The Threat Modeling Tool is a core elerment of the Microsoft Security Development Lifecyde (SDL). it allows

A\

software architects to identify and mitigate potential security issues early, whan they are relatively easy and cost-
effective to resolve. As a result, it greatly reduces the total cost of development. Also, we designed the tool with
non-security experts in mind, making threat modeling easier for all developers by providing dear guidance on

creating and analyzing threat models.

Visit the Threat Modsling Yool to gat started today!

The Threat Modeling Too! helps you answer certain guestions, such as the cnas below:

& How can an attacker change the authentication data?
® \What is the impact if an attacker can read the user profile data?

& What happens if access is denied to the user profile database?

STRIDE model

To better help you formulate these kinds of pointed guestions, Microsoft uses the STRIDE model, which categorizes

different types of threats and simplifies the overall security conversations.

CATEGORY DESCRIPTION

Spoofing Involves illegally accessing and then using another user's
authentication information, such as username and password

Tampering Involves the malicious modification of data. Examples include
unauthorized changes made to persistent dats, such as that
heid in a database, and the alteration of data as i flows
betweern two computers over an open network, such as the
Internet

Repudiation Assodated with users who deny performing an action without
other parties having any way to prove otherwise—for
example, a user performs an illegsl operation in a system that
lacks the ability to trace the prohibited operations. Non-
Repudiation refers to the ability of a system to counter
repudiation threats. For exampie, a user who purchases an
item might have to sign for the iter upon receipt. The vendor
can then use the signed receipt as evidence that the user did
receive the package

information Disclosure Involves the axposure of information to individuais who are
not supposed to have access to it—for example, the ability of
users to read a file that they were not granted access to, or
the ability of an intruder to read data in transit between two
computers

Denial of Service Denial of service (Do3) attacks deny service to valid users—for

exarnple, by making a Web server temporanly unavallable or
unusable. You must protect against certain types offR8Risk

threats simply to improve system avaiplility 6o i_epfgdtéy 49




CATEGORY DESCRIPTION

Blevation of Privilege An unprivileged user gains privileged access and thereby has
sufficient access to compromise or desiroy the entire system.
Elevation of privilege threats indude those situations in which
an attacker has effectively penetrated all system defenses and
become part of the trusted system itself, a dangerous
situation indeed

Next steps

Procead to Threat Modeling Tool Mitigations to learn the different ways you can mitigate these threats with
Azure.

IriusRisk
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The Threat Modeling Tool is a core element of the Microsoft Security Development Lifecycle (SDL). It aliows

N
N
N

software architects to identify and mitigate potential security issuss sarly, when they ars relatively easy and cost-
effective to resolve. As & result, it greatly reduces the total cost of development. Also, we designed the tool with
nan-security exparts in mind, making threat modeling easiar for all developers by providing dear guidancs on

creating and analyzing threat models.

Visit the Threat Modeling Teol to get started today!

Mitigation categories

The Threat Modeling Tool mitigations are categorized according to the Web Application Security Frame, which

consists of the following:

CATEGORY DESCRIPTION

Auditing and Logging Who did what and when? Auditing and logging refer 1o how
vour application records security-related events

Authentication Who are you? Authentication is the process where an entity
proves the identity of ancther entity, typically through
craedentials, such as a user name and password

Authorization What can you do? Authorization is how vour application
provides access controls for resources and operations

Communication Security Who are you talking to? Communication Security ensures all

cormnmunication done is as secure as possible

Configuration Management Who does your application run as? Which databases does it
connect to? How is your application administered? How are
these seftings secured? Configuration rmanagement refers 1o
how your apphcation handies these operational issues

{ryplography How are you keeping secrets (confidentiality)? How are you
tamper-proofing your data or lioraries {integrity}? How are
vou providing seeds for random values that must be
cryptograghically strong? Cryptography refers 1o how your
application enforces confidentiality and integrity

Exception Management When a method call in your application fails, what does your
application do? How much do you reveal? Do you return
friendly error information to end users? Do you pass valuable
exception information back to the caller? Does your
application fail gracefuliy?

IriusRisk
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CATEGORY DESCRIPTION

input Validation How do you know that the input vour application recaives is
valid and safe? input validation refers to how your application
s input before additional processing.
Consider constraining input through entry points and
encoding output through exit points. Do you trust data from

filters, scrubs, or re

sources such as databases and file shares?

Sensitive Data How does your application handie sensitive data? Sensitive
data refers 1o how your application handles any data that
must be protectad either in memory, over the network, or in
persistent stores

Session Management How does your application handie and protect user sessions?
A session refers to a series of related interactions between a
user and your Web application

This helps you identify:
8 Where are the most common mistakes made

e Whare are the most actionable improvernenis

As a result, you use these categaries fo focus and prioritize your security worlk, so that if you know the most
prevalent sacurity issues occur in the input validation, authentication and authorization categories, you can start

thera. For more information visit this patent link

Next steps

Visit Threat Modeling Too! Threats to learn more about the threat categories the tool uses to generate possible

design threats.

IriusRisk
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identify sensitive entities in your solution and implement change
auditing
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TITLE DETAILS

S Phase Build
Appilicable Technologies Generic

. Aﬁr ibutes ............................................................................................................ MA .....................................................................................................................
References N/A

..... SmpsEdenvwemitiesm\/wSommnLomanmgbemtvedataana

implement change auditing on those entities and fields

Ensure that auditing and logging is enforced on the application

TITLE DETANLS
Component Web Application
SnLPhase ............................................................................................................ Bu“d ...................................................................................................................
App; mab; QTQCth ; agges ............................................................................. G;néac ..............................................................................................................
Attributes /A
Refemmes .......................................................................................................... MA .....................................................................................................................
..... StﬁpsFna“MUdrmqandOmnqmdim”pm?t;md‘hgs

should capture user contexi. Identify all important events and
lag those events. Implement centralized logging

Ensure that log rotation and separation are in place

TITLE DETAILS

. Cnmpamnt ........................................................................................................ V\l@b A pp!r dmm ..............................................................................................
SDL Phase Build

Appg Kabg eTeChm} ; QQmS ............................................................................. Ge nerc ..............................................................................................................
Attributes N/A

o Refemmes .......................................................................................................... MA .....................................................................................................................
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TITLE DETAILS

Log rotation is an automated process used in system
administration in which dated log files are archived.
Servers which run large applications often log every
request: in the face of bulky logs, log rotation is a way to
lirnit the total size of the logs while still aliowing analysis of
recent events.

Log separation basically means that you have to store
your log files on a different partition as where your
Q%/application is running on in order to avert a Denlal of
service attack or the downgrading of your application its
performance

Ensure that the application does not log sensitive user data

TITLE DETAILS
..... c Qmpﬂmmwebfxpphcatmﬁ
SDLPhaSE ............................................................................................................ Bu”d ...................................................................................................................
Applicable Technologies Generic
- Aﬁnhmes ............................................................................................................ F\/ﬂ ....................................................................................................................
. Refgmmes .......................................................................................................... N .......................................................................................................................
Steps Checl: that you do not log any sensitive data that a user

submits to vour site. Check for intentional logging as well
as side effects caused by design issues. Bxamgples of
sensitive data include:

User Credentials
Social Security number or other identifying information
Credit card numbers or other finandial information

Health nformation

& & @ @& »

Private keys or other data that could be used to
decrypt encrypted information

& System or application information that can be used o
rnore effectively attack the application

Ensure that Audit and Log Files have Restricted Access

TITLE DETAILS

..... c ompgmmWt)bApp“atmn
SDL Phase Build

Appimame Temnamgies .............................................................................. G ene C ..............................................................................................................
Attributes N/A IrusRisk

Ex. 1002 - Page 55



TITLE DETAILS

References N/A

Steps Check 1o ensure access rights to log files are appropriately
set. Application accounts should have write-only access
and operators and support personnel should have read-
only access as needed.

Administrators accounts are the only accounts which
should have full access. Check Windows ACL on og files to
ensure they are properly restricted:

® Appilication accounts should have write-only access

e Qperators and support personnel should have read-
only access as needed

® Administrators are the only accounts that should have
full access

Ensure that User Management Events are Logged

TITLE DETAILS

Component Web Application

SDL Phase Build
App“mb;&mmmﬁagms ............................................................................. G;néa ..............................................................................................................
Attributes /A
References N/A
Steps Ensure that the application monitors user management
events such as successful and failed user logins, password

resets, password changes, account lockout, user
registration. Doing this helps to detect and react to
potentially suspicious behavior. it also enables to gather
operations data; for example, to track who is accessing the
application

Ensure that the system has inbuilt defenses against misuse

TITLE DETANLS
Component Web Application
SnLPhase ............................................................................................................ Bu“d ...................................................................................................................
App; mab; QTQCth ; agges ............................................................................. G;néa ..............................................................................................................
Attributes /A

...................................................................................................................................................................................................................................... IriusRisk
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TITLE DETAILS

References N/A

Steps Controls should be in place which throw security exception

in case of application misuse. £.g., If input validation is in
place and an sttacker attempts to inject malicious code
that does not match the regex, a security exception can be
thrown which can be an indicative of system misuse

For example, it is recommended to have security
exceptions logged and actions taken for the following
fssues:

& Input validation

# (SRF violations

® Brute force (upper limit for number of requests per
USEr par resoures)

2 File upload violations

Enable diagnostics logging for web apps in Azure App Service

TITLE DETAILS
..... C QmpammWEbApphcatm
SDLPhase ............................................................................................................ Bu“d ...................................................................................................................
Applicable Technologies Genenc
..... A ﬁnhumshnwom‘enﬂvpemye
. Refgmmes .......................................................................................................... N .......................................................................................................................
Steps Azire provides built-in diagnostics to assist with

debugging an App Service web app. it also applies to AP
apps and mobile apps. App Service web apps provide
diagnostic functionality for logging information from both
the web server and the web application.

These are logically separated into web server diagnostics
and application diagnostics

Ensure that login auditing is enabled on SQL Server

TITLE DETAILS
..... c ompgmdett)asé
SDL Phase Build
Appimame Temnamgies .............................................................................. b ene C ..............................................................................................................
Atmbmes ............................................................................................................ N/A .......................................................................................... IrIUSR ISk .......
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References

Steps

DETAILS

Database Server login auditing must be enabled to
detect/confirm password guessing attacks. It is important
to capture failed login attempts. Capturing both successful
and failed login atterpts provides additional benefit
during forensic investigations

Enable Threat detection on Azure SQL

5D Phase

Applicable Technologies

References

Steps

DETAILS

Threat Detection detects anomalous database activities

indicating potential security threats to the database. it

provides & new layer of security, which enables customers

to detect and respond to potential threats as they occur
v providing security alerts on anomalous activities.

Users can explore the suspicious events using Azure SQL
Database Auditing to determine if they result from an
attempt to access, breach or exploit data in the database.

Threat Detection makes it simple to address potential
threats to the database without the need to be a security
expert or manage advanced security monitoring systems

Use Azure Storage Analytics to audit access of Azure Storage

TITLE

Component

SDL Phase

Applicable Technologies

DETAILS

Azure Storage

Deployment

Generic

References

IriusRisk
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TITLE DETAILS

Steps For each storage account, one can enable Azure Storage
Analytics to perform logging and store metrics data. The
storage analytics logs provide important information such
as authentication method used by someone when they
access storage.

This can be really helpful if you are tightly guarding access
to storage. For example, in Blob Storage you can set all of
the containers to private and implement the use of an 5A5
service throughout your applications. Then you can check
the logs regularly to see if yvour blobs are accessed using
the storage account keys, which may indicate a breach of
security, or if the biobs are public but they shouldn't be.

Implement sufficient Logging

TITLE DETAILS

Component WCF

SDL Phase Build

Appilicable Technologies NET Framework

Attributes N/A

References

Steps The lack of a proper audit trail after a security incident can
hamper forensic efforts. Windows Communication
Foundation {WCF) offers the ability to log successful
and/or failled authentication attempts.

Logging failed authentication attempts can warn
administrators of potential brute-force attacks. Similarly,
legging succassful authentication events can provide a
useful audit trail when & legitimate account is
compromised. Enable WCF's service security audit feature

Example

The following is an example configuration with auditing enabled

<system, serviceModels
<behaviors>

<serviceBehaviors>

<behavior name=""NewBehavior™">

<serviceSecuritydudit auditlsoglocation=""Default""

o

suppressAuditFailure=""false

SuccessAndFailure™”

W

sarviceAuthorizationsuditlevel=

messageAuthenticationduditievel=""SuccessAndFailure”™" />
</oehavior>

</servicebehaviors>

</hehaviors>

IriusRisk
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implement sufficient Audit Failure Handling

TITLE DETAILS
Component WCF
SDLPhase ............................................................................................................ Bu“d ...................................................................................................................
App; mab; QTQCth ; agges ............................................................................. N:T Fraqm A“rk .............................................................................................
Attributes N/A
Refemmes ......................................................................................................................................................................................................................................

Steps Developed solution is configured not to generate an

exception when it fails to wiite to an audit log. [f WCF is
configured not to throw an exception when it is unable to
write to an audit log, the program will not be notified of
the failure and auditing of critical security events may not
CCCUT.

Example

<nehaviors>
<serviceBehaviors>
<pehavior name="NewBehavior">
<serviceSecuritvaudit auditioglocation="Application™
suppressauditFailure="true”
serviceduthorizationAuditievel="%uccess"
messageduthenticationauditlevel="S%uccess" />
</behavior>
</serviceBehaviors:
</behaviors:»

Configure WCF to notity the program whenever it is unable to write to an audit log. The program should have an

alternative notification scheme in place to alart the organization that audit trails are not baing maintained.

Ensure that auditing and logging is enforced on Web API

TITLE DETAILS

Cnmpamnt ........................................................................................................ V\l@b A P‘ ............................................................................................................
SDL Phase Build

Appg Kabg eTeChm} ; QQmS ............................................................................. Ge nerc ..............................................................................................................
Attributes N/A

o Refemmes .......................................................................................................... MA .....................................................................................................................
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TITLE DETAILS

Steps Enable auditing and logging on Web APls. Audit logs should
capture user context. fdentify all important events and log
those events. implemment centralized logging

Ensure that appropriate auditing and logging is enforced on Field
Gateway

TITLE DETAILS
Component fo7 Field Gateway
..... SDLphaseBu“d
Applicable Technologies Generic
Aﬁnbutesﬂ\ .....................................................................................................................
..... ReferenmswA
Steps When multiple devices connect to a Field Gateway, ensure

that connection attempts and authentication status
(success or failure) for individual devices are logged and
maintained on the Field Gateway.

Also, in cases where Field Gateway is maintaining the loT
Hub credentials for individual devices, ensure that auditing
is performed when these credentials are retrieved.Deavelop
& process to periodically upload the logs to Azure loT
Hub/storage for long term retention.

Ensure that appropriate auditing and logging is enforced on Cloud
Gateway

TITLE DETANLS
Component loT Cloud Gateway
SDLPhase ............................................................................................................ Bu“d ...................................................................................................................
App; mab; QTQCth ; agges ............................................................................. G ;m:( ..............................................................................................................
Attributes N/A

References

IriusRisk
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TITLE DETAILS

Design for collecting and storing audit data gathered
through loT Hub Operations Monitoring. Enable the
following monitoring categories:

Device identity operations
Device-to-doud communications
Cloud-to-device communications

Connections

& @ @ @ B

File uploads

IriusRisk
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Azure Storage

Consider using a standard authentication mechanism to authenticate to

Web Appl

Tela)

icat

>

DETAILS

TITLE

ication

ab Appl

.
v

Component

Build

SDL Phase

anenc

Applicable Technologies

/A

N

Attributes

N/A

References
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TITLE DETAILS

Details Authentication is the process where an entity proves is
identity, typically through credentials, such as 8 user name
and password. There are multiple authentication protocols
available which may be considered. Some of them are
listed below:

Client certificates
Windows based
Forms based
Federation - ADFS

Federation - Azure AD

® B B & & &

Federation - Identity Server

Consider using a standard authentication mechanism to
identify the source process

Applications must handle failed authentication scenarios securely

TITLE DETAILS
..... c Qmpﬂmmwebfxpphcatmﬁ
SDLPhaSE ............................................................................................................ Bu”d ...................................................................................................................
Applicable Technologies Genenc
- Aﬁnhmes ............................................................................................................ F\/ﬂ ....................................................................................................................
. Refgmmes .......................................................................................................... N ........................................................................................................................

Applications that exglicitly authenticate users must handie
failed authentication scenarios securely. The authentication
mechanism must:

& Deny access to priviieged resources when
authentication fails

e Display @ generic error message after failed
authentication and access denied occurs

Test for:

& Protection of privileged resources after failed logins

® A generic error message is displayed on failed
authentication and access denied event(s)

& Accounts are disabled after an excessive number of
failed attempts

Enable step up or adaptive authentication

TITLE DETAILS
Component Weh Application

IriusRisk
SDL Phase Build
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TITLE DETAILS

Appilicable Technologies Generic
Attributes N/A

Detaiis Verify the application has additional authorization (such as

step up or adaptive authentication, via multi-facior
authentication such as sending OTP in SMS, email etc or
prompting for re-authentication) so the user is challenged
before being granted access to sensitive information. This
rute also applies for making aitical changes to an account
or action

This also means that the adaptation of authentication has
to be implemented in such 3 manner that the application
corractly enforces context-sensitive authorization so as to
not affow unauthorized manipulation by means of in
example, parameter tampering

Ensure that administrative interfaces are appropriately locked down

TITLE DETANLS
Component Web Application
SnLPhase ............................................................................................................ Bu“d ...................................................................................................................
App; mab; QTQCth ; agges ............................................................................. G;néa ..............................................................................................................
Attributes /A
. Refemmes .......................................................................................................... MA .....................................................................................................................
..... rjétaThéﬁrstsoguti(mw)gramamwjmvfmrr(C;rAammur(é

IP range to the administrative interface. If that solution would
not be possible than it is always recommendead 1o enforce a
step-up or adaptive authentication for logging in into the
administrative interface

implement forgot password functionalities securely

TITLE DETAILS
Componant Web Application
..... SDLPE‘%@BLHH
App“came Teﬁhmﬁ@gms .............................................................................. G mp l ..............................................................................................................
Attributes NAA IriusRisk
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DETAILS

References

Details

NJA

The first thing is to verify that forgot password and other
recovery paths send a link induding a time-limited
activation token rather than the password itself. Additional
authentication based on soft-iokens {e.g. SMS token,
native mobile applications, etc) can be required as well
before the link is sent over. Second, you shouid not lock
out the users account whilst the process of getting a new
password is in progress.

This could lead to a Denial of service attack whenever an
attacker decides to intentionally lock out the users with an
automated attack. Third, whenever the new password
request was set in progress, the message you display
should be generalized in order 1o prevent username
enumeration. Fourth, always disallow the use of old
passwords and implement a strong password policy.

Ensure that password and account policy are implemented

DETAILS

Component

SO Phase

Attributes

References

IriusRisk
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TITLE DETAILS

Details Password and account policy in compliance with
arganizational policy and best practices should be
implernented.

To defend against brute-force and dictionary based

guessing: Strong password policy must be implemented to
ensure that users create complex password {e.g. 12
characters minimum length, aiphanumeric and special

characters).

Account lockout policies may be implemented in the
following manner:

2 Soft lock-out: This can be a good option for
protecting your users against brute force atfacks. For
example, whenever the user enters 3 wrong password
three times the application could iock down the
account for a minute in order 1o siow down the
process of brute forcing his password making it less
profitable for the attacker to proceed. if u were 1o
implement hard lock-out countermeasures for this
axample vou would achieve a "Dos” by permanently
locking out accounts. Alternatively, application may
generate an OTP {One Time Password} and send &
out-of-band {through email, sms etc) to the user.
Angther approach may be to implement CAPTCH
after a threshold number of failed attempts is reached.

& Hard lock-sut This type of lockout should be applied
whenever you detect a user attacking your application
and counter him by means of permanently locking out
his account until a response tearm had time to do their
forensics. After this process you can decide to give the
user back his account or take further legal actions
against him. This type of approach prevents the
atiacker from further penetrating your application and
infrastructure.

To defend against attacks on default and predictable
accounts, verify that all keys and passwords are
replaceable, and are generated or replaced after
instaliation time.

if the application has to auto-generate passwords, ensure
that the generated passwords are random and have high
entropy.

Implement controls to prevent username enumeration

TITLE DETAILS
CﬁmpenemWEbApphcanon ..............................................................................................
..... SDLphaseBu“d

Applicable Technologies Generic
. Aﬁr ibutes ............................................................................................................ MA .....................................................................................................................

....................................................................................................................................................................................................................................... |r|USR|Sk
Ex. 1002 - Page 68



TITLE DETAILS

References N/A

Steps All error messages should he generalized in order to prevent
username enumeration. Also sometimes you cannot avaid
information leaking in functionalities such as a registration
pag

Here you need to use rate-limiting methods like
CAPTCHA to prevent an automated attack by an attacker.

When possible, use Windows Authentication for connecting to SQL
Server

TITLE DETAILS

. Cnmpamnt ......................................................................................................... Datx %d H ...........................................................................................................
SDL Phase Build

Appg Kabg eTeChm} ; 09 ies ............................................................................. On Prem ............................................................................................................

Aﬁnbmes ............................................................................................................ S Q‘le“mm ............................................................................................
References da

Steps Windows Authentication uses Kerberos security protocol,
provides password policy enforcement with regard to
cornplexity validation for strong passwords, provides support
for account lockout, and supports password expiration.

When possible use Azure Active Directory Authentication for
Connecting to SQL Database

TITLE DETAILS
..... c Qmpﬂmmsatmaqe
SDLPhaSE ............................................................................................................ Bu”d ...................................................................................................................
Applicable Technologies QL Azure
Aﬁnhmes ........................................................................................................................................................................................................................................

References

Steps Mindmuum version: Azure SQL Database V12 reguired to
afiow Azure SGL Database to use AAD Authentication against
the Microsoft Directory

When SQL authentication mode is used, ensure that account andlusRisk
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password policy are enforced on SQL server

TITLE DETAILS
Component Database
SDLPhase ............................................................................................................ Bu“d ...................................................................................................................
App“mb;&mmmﬁagms ............................................................................. G;néac ..............................................................................................................
Attributes N/A
Refemmes ......................................................................................................................................................................................................................................
Steps When using SQL Server Authentication, loging are created in

SGL Server that are not based on Windows user accounts.
Both the user name and the password are created by using
SQL Server and stored in SQL Server. SQL Server can use
Windows password policy mechanisms. It can apply the same
complexity and expiration policies used in Windows to
passwords used inside SQL Server.

Do not use SQL Authentication in contained databases

TITLE DETAILS
Component Database
SnLPhase ............................................................................................................ Bu“d ...................................................................................................................
App“mb;&mmmﬁagms ............................................................................. Onpwmgmwum ......................................................................................
Attributes SOL Version - MS50Q1L2012, 5QL Version - V12

References

Steps The absence of an enforced password policy may increase the
likelihood of a weak credential being established in a contained
database. Leverage Windows Authentication.

Use per device authentication credentials using SaS tokens

TITLE DETAILS
Component Azure Event Hu
SDL Phase Build

Appilicable Technologies

Attributes N/A

...................................................................................................................................................................................................................................... IriusRisk
Ex. 1002 - Page 70



References

Steps

DETAILS

The Event Hubs security model is based on a combination
of Shared Access Signature (SAS) tokens and event
sublishers. The publisher name represents the DeviceiD
hat receives the token. This would help associate the

e

okens generated with the respective devices.

All messages are tagged with originator on service side
allowing detection of in-payload origin spoofing attempts.
When authenticating devices, generate 3 per device SalS
token scoped to a unique publisher.

Enable Azure Multi-Factor Authentication for Azure Administrators

TITLE DETAILS

..... c ompgmmA?H:Trustgjmjm]
SDL Phase Deployment

Appimame‘remnamgies .............................................................................. G enec ..............................................................................................................
Attributes N/A
References Artre Multi-©
Steps Mutti-factor authentication (MFA) is a method of

authentication that requires more than one verification

method and adds a critical second layer of security to user

sign-ins and transactions. It works by requiring any two or

more of the following verification methods:

® Something you know {typically a password)

® Something you have (a trusted device that is not easily
duplicated, like a phone}

® Something vou are (biometrics)

Restrict anonymous access to Service Fabric Cluster

TITLE DETAILS
..... c QmpﬂmmSer‘,CEFabHCTrLESABgundary
SDL Phase ............................................................................................................ D@pbwnmt .....................................................................................................
Applicable Technologies Generic
- Aﬁnhmes ............................................................................................................ En \,”0 nm em : AZU re ....................................................................................

References Service Fabrio casta IriusRisk
.............................................................................................................................................................................................................. Ex._...1002.._...Page..7.’]........



TITLE DETAILS

Steps Clusters should always be secured to prevent
unauthorized users from connecting to your duster,
especially when it has production workloads running on it

While creating a service fabric cluster, ensure that the
security mode is set 1o "secure” and configure the required
X509 server certificate. Creating an “insecure” cluster will
aliow any anonymous user to connect to it if it exposes
management endpoints to the public internet.

Ensure that Service Fabric client-to-node certificate is different from
node-to-node certificate

TITLE DETAILS

S Phase Deployment

Applicable Technologies Generic
Attributes Environment - Azure, Environment - Stand alene

References cartificate seourity, O

Steps Client-to-node certificate security is configured while
creating the cluster either through the Azure portal,
Resource Manager templates or a standalone JSON
template by specifying an admin clent certificate and/or a

user dient certificate.

The admin client and user client certificates vou specify
should be different than the primary and secondary
ceriificates you spedafy for Node-to-node security.

Use AAD to authenticate clients 1o service fabric clusters

TITLE DETAILS
Component Service Fabric Trust Boundary
SDL Phase Deployment
Applicable Technolegies Generic
- Atmbmes ............................................................................................................ Fn wmm E}m Am m ....................................................................................
References Sacurity $3
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TITLE DETAILS

Staps Clusters running on Azure can also secure access 1o the
management endpoints using Azure Active Directory (AAD),
apart from client certificates. For Azure clusters, it is
recommended that you use AAD security to authenticate
clients and certificates for node-to-node security.

Ensure that service fabric certificates are obtained from an approved
Certificate Authority (CA)

TITLE DETAILS
Component Service Fabric Trust Boundary

5DL Phase Deployment
Applicable Technologies Genenc

Attributes
References
Steps Service Fabric uses X500 server certificates for

authenticating nodes and dients.

Some impartant things to consider while using certificates
in service fabrics:

e Certificates used in clusters running production
workicads should be created by using a correctly
configured Windows Server certificate service or
obtained from an approved Certificate Authority {CA).
The CA can be an approved external CA or a properly
managed internal Public Key infrastructure (P

® Never use any temporary or test certificates in
production that are crested with tools such as
MakeCert.exe

# You can use a seif-signed certificate, but should only
do so for test dusters and not in production

Use standard authentication scenarios supported by ldentity Server

TITLE DETAILS
. campcmem ......................................................................................................... Ed en*{ y Sewer .................................................................................................
..... SDLphaseBu“d
Appilicable Technologies Generic
Aﬁnbutesﬂ\ .....................................................................................................................
References IriusRisk
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Below are the typical interactions supporied by identity
Server:

® Browsers communicate with web applications

& Web applications communicate with web APis
(sometimes on their own, sometimes on behalf of 3
user)

® Browser-based applications communicate with web
APls

® Native applications communicate with web APis

® Server-based applications communicate with web APls

e Web APis cormnmunicate with web APis (sometimes on
their own, sometimes on behalf of a user)

Override the default Identity Server token cache with a scalable
alternative

TITLE DETAILS
Component fdentity Server
SDL Phase Deployment
Appmab;ehmm}mgies ............................................................................. Generc ..............................................................................................................
. Amﬁ gbmes ............................................................................................................ N .......................................................................................................................
References
Steps identityServer has a simple built-in in-memory cache.

While this is good for small scale native apps, it does not
scale for mid tier and backend applications for the
following reasons:

8 These applications are accessed by many users at once.
Saving all access tokens in the same store areates
isclation issues and presents challenges when
operating at scale: many users, each with as many
tokens as the resources the app accesses on their
behalf can mean huge numbers and very expensive
lookup operations

® These applications are typically depioyed on distributed
topologies, where mubtiple nodes must have access t
the same cache

2 (ached tokens must survive process recyces and
deactivations

& For all the above reasons, while implementing web
apps, it is recommended to override the default
Identity Server's token cache with a scalable alternative
such as Azure Redis cache

Ensure that deployed application's binaries are digitally signed |, i
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TITLE DETAILS

Component Machine Trust Boundary
SDL Phase Deployment
Appimame Temnamgies .............................................................................. G ene C ..............................................................................................................
Attributes N/A
..... Rafemncesi\m
- Smps ...................................................................................................................... En }J; t h at j ;pk)yoj a} )Q aton (1 . )ndnﬁ . m jui tan\v . }qn élj .......

so that the integrity of the binaries can be verified

Enable authentication when connecting to MSMQ queues in WCF

TITLE DETAILS
CﬁmpemntWLF ....................................................................................................................
..... SDLphaseBu“d

Applicable Technologies Generic, NET Framework 3

References MSIN
Steps Pragram fails to enable authentication when connecting to

MSMQ queues, an attacker can anonymously submit
messages to the queus for processing. if authentication is not
used to connect to an MSMQ gueue used to deliver a
message to another program, an attacker could submit an
anonymous message that is malicious.

Example

The <netmsmgBinding/>  element of the WCF configuration file below instructs WCF to disable authentication when

<pindings>
<netMsmgBinding>
<binding>
<security>

sese

<transport msmgauthenticationMode=""None™ />
</security>
</binding>
</netMsmgBinding>
</bindings>

Configure MSMQ to require Windows Domain or Certificate authentication at all times for any incoming or
outgoing messages.
IriusRisk
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“element of the WCF configuration file below instructs WCF to enable certificate

on when connecting to an MSMQ queue. The dient is authenticated using X.509 certificates. The client

authenticati

certificate must be present in the certificate store of the server.

<bindings>
<netMsmgBinding>
<pinding>
<security:
<transport msmgAuthenticationMaode=""Certificate"™" />
</security>»
</binding>»
</netMsngBinding>
</bindings>

WCF-Do not set Message chientCredentialType to none

TITLE DETAIS
Componeant WCF
..... SDLPE‘%@BLHH
App“camehﬁhnm@gms .............................................................................. | E\FTFMWWM\} ..........................................................................................
Attributes Client Credential Type - None
..... Refemnms\\“

Steps The absence of authentication means everyone is able to
access this service. A service that does not authenticate its
clients allows access to alf users. Configure the application to
authenticate against dient credentials. This can be done by
setting the message dientCredentiaiType to Windows or
Certificate.

Example

TITLE DETAILS
..... c Qmpﬂmqu
SDLPhaSE ............................................................................................................ Bu”d ...................................................................................................................
Applicable Technologies Generic, NET Framework 3
Aﬁnhmes ........................................................................................................................................................................................................................................

References

IriusRisk
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TITLE DETAILS

Steps The absence of authentication means everyone is able to
access this service. A service that does not authenticate ifs
clisnts allows ail users to sccess its functionality. Configure the
application to authenticate against client credentials. This can
be done by setting the transport chentCredentialType to
Windows or Certificate.

Example

W

<transpert clientCredentialtiypes=

o0

Certificate”"/>

Ensure that standard authentication techniques are used to secure Web
APls

TITLE DETAILS
Componant Web AP
..... SDLPE‘%@BLHH
App“camehﬁhnm@gms .............................................................................. G mpl ..............................................................................................................
Attributes N/A
..... Refemmes
Steps Authentication is the process where an entity proves is

identity, typically through credentials, such as a user name

and password. There are multiple authentication protocols
available which may be considered. Some of them are
fisted helow:

Client certificates
Windows based
Forms based
Federation - ADFS
Federation - Azure AD

& @ ® B B &

Federation - identity Server

Links in the references section provide low-level details on
how each of the authentication schemes can be
implemented to secure a Web APL

Use standard authentication scenarios supported by Azure Active
Directory

TITLE DETAILS

Component Azure AL
IriusRisk
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TITLE DETAILS

SR Phase Build
Appilicable Technologies Generic
Atiributes N/A

References

Azure Active Directory {Azure AD) simplifies authentication

for developers by providing identity as a service, with
support for industry-standard protocols such as CAuth
2.0 and CpenlD Connect. Below are the five primary
application scenarios supported by Azure AD:

® Wveb Browser to Web Application: A user needs to sign
in to 3 web application that is secured by Azure AD

2 Single Page Application (SPA): A user neads to sign in
to a single page appilication that is secured by Azure
AB

& Native Application to Web API: A native application
that runs on a phone, tablet, or PC neads to
authenticate a user 1o get resources from a web AP
that is secured by Azure AD

® Web Application to Web APE A web application needs
to get rescurces from a web AP secured by Azure AD

® [mermnon or Server Application to Web APL A deemon
application or a server application with no web user
interface needs to get resources from 3 web AP
secured by Azure AD

Please refer to the links in the references section for low-
level implementation details

Override the default ADAL token cache with a scalable alternative

TITLE DETAILS
Component Azure AD
5DL Phase Build

Appilicable Technologies Generic
Attributes N/A
References 2 Diractory for Web

IriusRisk
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DETAILS

The default cache that ADAL {Active Directory
Authentication Library) uses is an in-memory cache that

relies on a static store, available process-wide. While this

worls for native apglications, it does not scale for mid tier

and backend applications for the following reasons:

8

These applications are accessed by many users at once.

ass tokens in the same store areates

Saving all ac

isolation issues and presents challenges when
aperating at scale: many users, each with as many
tokens as the resources the app accesses on their
behalf, can mean huge numbers and very expensive
lookup operations

These applications are typically deployed on distributed
topologies, where mubtiple nodes must have access to
the same cache

Cached tokens must survive process regycdies and
deactivations

For ali the above reasons, while implementing web apps, it

is recommended to override the default ADAL token cache

with a scalable alternative such as Azure Redis cache.

Ensure that TokenReplayCache is used to prevent the replay of ADAL

authentication tokens

TITLE

Component

DETAILS

Azure AD

Appilicable Technologies

Attributes

References

IriusRisk
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TITLE DETAILS

The TokenReplayCache property aillows developers to
define 3 token replay cache, a store that can be used for
saving tokens for the purpose of verifying that no token
can be used more than once.

This is a measure against a common attack, the aptly
cailed token replay attack: an attacker intercepting the
token sent at sign-in might try to send it to the app again
{"replay” it} for establishing a new session. E.q., In CIDC
code-grant flow, after successful user authentication, a
reguest to "/signin-oidc” endpoint of the relying party is
made with "id_token", "code" and “state” paramsters.

The relying party validates this request and establishes a
new session. if an adversary captures this request and
replays it, he/she can establish a successful session and
spoof the user. The presence of the nonce in OpeniD
Connect can fimit but not fully eliminate the dreumstances
in which the attack can be successfully enacted. To protect
their applications, developers can provide an
implementation of {TokenReplayCache and assign an
instance to TokenReplayCache.

Example

// ITokenReplayCache defined in ADAL

public interface IVokenReplayCache

{

bool TryAdd(string securityToken, DateTime expiresOn);
bool TryFind{string securityToken);

Example

Here is a sampie implermentation of the (TokenReplayCache interface. (Please customize and implement your

project-specific caching framework)

public class TokenReplayCache : ITokenReplayCache
’
private readonly ICacheProvider cache; // Your project-specific cache provider
public TokenReplayCache(ICacheProvider cache)
{
this.cache = cache;
public bool TryAdd(string securityToken, DateTime expiresOn)

{

if (this.cache.Get<string>{securityToken) null)
.

this.cache, Set{securityToken, sacurityToken}:
return true;
1
return false;
¥
public bool TryFind{string securityYoken)
{
return this.cache.Get<string>(securityToken) != null;

}

The implemented cache has to be referenced in OIDC aptions via the "TokenValidationParametdEX. 1002rPage 80



otlows,

OpenldonnectOptions gpenldConnectOptions = new Openldonnectlptions
{
AutomaticAuthenticate = true,
. // other configuration properties follow..
TokenvalidationParameters = new TokenvalidationParameters
{

TokenReplayCache = new TokenReplayCache(/*Inject your cache provider*/};

Plzase note that to test the effactiveness of this configuration, iogin into your local OIDC-protected application and

capture the request to | "/signin-oide” | endpoint in fiddier. When the protection is not in place, replaying this

requast in fiddier will set a new session cockis, When the request is replayed after the TokenReplayCache

protection is added, the application will throw an exception as follows:

SecuritytokenReplayDetectedException: IDX12228: The securityToken has previously been validated, securityToken:
"eyiBeXaifiZKVIQILCIhbGeiOi ISUZIINI Ts TngldCI6 TR IUGL OWIWMNBVZNNY BFWW LK SEZIYTInbBVLWS Ts Imt pZ CI6TkEuGL. .. . o

Use ADAL libraries to manage token requests from OAuth2 dlients to
AAD (or on-premises AD)

TITLE DETAILS

5D Phase Build

Applicable Technologies Genenc
Attributes N/A
Referances

Steps The Azure AD authentication Library {ADAL) enables client
application developers to easily authenticate users to
cloud or on-premises Active Directory (AD), and then
obtain access tokens for securing AP calis.

ADAL has many features that make authentication easier
for developers, such as asynchronous support, a
configurable token cache that stores access tokens and
refresh tokens, automatic token refresh when an access

token expires and a refresh token is available, and more.

By handling most of the complexity, ADAL can help a
deveioper focus on business logic in their application and
easily secure resources without being an expert on
security. Separate libraries are available for NET, jJavaScript
(client and Node js), 10S, Android and Java.

Authenticate devices connecting to the Field Gateway

TITLE DETAILS

o IriusRisk
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TITLE DETAILS

S Phase Build

Appilicable Technologies Generic

. Aﬁr ibutes ............................................................................................................ MA .....................................................................................................................
References N/A

..... Smpshmyemateamde\ILEBaJt‘emxcamab\/thEHEGbate"vav

kefore accepting data from them and before facilitating
upstream communications with the Cloud Gateway. Also,
ensure that devices connect with & per device credential so
that individual devices can be uniquely identified.

Ensure that devices connecting to Cloud gateway are authenticated

TITLE DETAILS

5D Phase Build

Applicable Technologies Genenc, C#, NodeJS,
Attributes N/A, Gateway choice - Azure [oT Hub

Steps e Generic: Authenticate the device using Transport

Laver Security {TLS) or {PSec. Infrastructure should
support using pre-shared key {P5K) on those devices
that cannot handle full asymmetric ayptography.
Leverage Azure AD, Gauth.

& #: When creating a DeviceClient instance, by default,
the Create method creates a DeviceClient instance that
uses the AMQP grotocol to communicate with {oT
Hub. To use the HTTPS protocol, use the override of
the Create method that enables you to specify the

PS protocol, you should

protocol. If vou use the HTTI

also add “(i‘.e§ aseft.AspNet. WebApi . Ciient
NuGet package to your project to incude the

System.Net.Http. Formatting | namespace.

Example

IriusRisk
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static DeviceClient devicellient;

static string deviceKey = "{device key}";
static string iothubUri = "{iot hub hostname

var messageString = "{message in string format}”;

var message = new Message{Encoding.ASCII.GetBytes{messageString));

daviceClient = DeviceClient.lreate(iotHublri, new DeviceAuthnenticationWithRegistrySymmetricKey ("myFirstDevice™,
daviceKey));

await devicellient.SendBventasync{message);

Example

MNode JS: Authentication

Symmetric key

]

®

Create a loT hub on azure

Create an entry in the device identity registry

fjavascript var device = new 1othtb Device(null); device.deviceld = «<Deviceld > registry.create(device,

Creale a simulated device

ijavascript var clientFromConnectionString = require{ azure-ist-device-amgp’).clientFramlonnectionString; var
P Message = require('azure-iot-device’}.Message; var connectionString = "HostName=<HostName»Devicelds=
i <Deviceld aredAccesskKey=<5haredaccessKey>'; var cii tentFromConnectionString{conn

##H#E SAS Token

Gets internally generated when using symmetric key but we can generate and use it explicitly as wall

2 { azure-iot—device-http‘),Http;§

Define a protoco
Create a sas token : javascript resourcelri =
encodelURIComponeni{rescurcellritolowerlase}l.iclowerCase(); var deviceName = ™, var expires =
{Datenow() / 1000} + axpiresinMins * 60; var toSign = resourcelUri + \n' + axpires; // using crypto var
decodadPassword = naw Buffer(signingKey, 'sase64’).toString('binary'); const hmac =
cryptocreateHmac(’'sha2b6’, decodedPassword); hmacupdate(toSign); var baseb4signature =
hmacdigest(’basebd'); var basebdUrikncodad = encodelURIComponent{basebdsignature); // construct
authorization string var token = "SharedAccessSignature sr=" + resourcelini +
"%2idevices%62f" + deviceName+ "8 sig="

e basebdUribncoded + "8e=" + axpires; if (policyName) token += "&skn="+policyName; return token;

Connect using sas token: javascript Client.fromSharedAccessSignature(sas, Http): ###?F Certificates

Generate a self signed X509 certificate using any toa! such as OpenSSL to generate a cert and key files to store
the certificate and the key respectively

Provision a device that accepts secured connection using certificates.

S javascript var connectionString = ‘<connectionString>'; var registry =

Ciothub.Registry. fromConnectionString{connectionString); var devicelSON = {deviceld:"<deviceld>",
Cauthentication: { x58SThumbprint: { primaryThumbprint: "<PrimaryThumbprint>", secondaryThumbprint:
C<SecondaryThumbprint>™ } }} var device = deviceJSON; registry.create{device, function (err) {}};

§javascr1pt var Protocol = reguire(’azure-ict-device-http' ). Http; var Client = require{ azure-iot-
§device‘).client; var connectionString = 'HostName=<HastName}Devicer=<DeviceId>x569=true'; var client =

{ Client.fromConnectionString(connectionString, Protocsl); var options = { key: fs.readFileSync{"./kev.pem’, :
rutfs'), cert: fs.readFileSync{’./server.crt’, 'utf8') }; // Calling setOptions with the x589 certificate Bﬁd:
‘key {and optionally, passphrase} will configure the clienmt //transport to use x589 when Lanﬁeltiﬁg to ToT Pao
i client.setOptions(options}; //call fn to execute after the connection is set up client.open(fn)

Use per-device authentication credentials

IriusRisk
Ex. 1002 - Page 83



Component

SDL Phase

Applicable Technolegies

Attributes

DETAILS

foT Cloud Gateway

Build

Use per device authentication credentials using SaS tokens

based on Device key or Client Certificate, instead of ioT Hub-
fevel shared access policies. This prevents the reuse of
authentication tokens of one device or field gateway by
another

Ensure that only the required containers and blobs are given

anonymous read access

TITLE

Componeant

DETAILS

Azure Storage

Applicable Technologies

Attributes

References

Generic

StorageType - Blob

IriusRisk
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By default, a container and any blobs within it may be
accessad only by the owner of the storage account. To
give anonynous users read permissions to a container
and its biobs, one can set the container permissions to
afiow public access. Anonymous users can read bilobs
within 3 publicly accessible container without
authenticating the request.

Containers provide the following options for managing
container access:

2 Full public read access: Container and blob data can be
read via anonynous reguest. Clients can enumerate
blobs within the container via anonymous request, but
cannot enumerate containers within the storage
account.

& Public read access for bichs only: Blob data within this
container can be read via anonymous reguest, but
container data is not available. Clents cannot
enumerate blobs within the container via anonymous
reguest

® No public read access: Container and blob data can be
read by the account owner only

Anonymous access is best for scenarios where certain
biobs should always be available for anonymous read

o

ccess. For finer-grained control, one can create a3 shared
Iee

access signature, which enables to delegate restricted
access using different permissions and over a specified

fime interval Ensure that containers and blobs, which may
potentially contain sensitive data, are not given
anonymous access acddentally

Grant limited access to objects in Azure storage using SAS or SAP

Component

S04 Phase

Attributes

References

DETAILS

Azure Storage

Build

IriusRisk
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Steps Using a shared access signature (SAS) is a powerful way to
grant limited access to objects in a storage account to
other dients, without having to expose account access
key. The SAS is a URI that encompasses in its query
parameters all of the information necessary for
authenticated access to a storage resource. To access
storage resources with the SAS, the dient only needs to
pass in the SAS to the appropriate constructor or method.

You can use a SAS when you want to provide access to
resources in your storage account to a client that can't be
trusted with the account key. Your storage account keys
include both a primary and secondary key, both of which
grant administeative access to your account and all of the
resources in it. Exposing either of your account keys opens
your account to the possibitity of malicious or negligent
use. Shared access signatures provide a safe alternative
that allows other dlients to read, write, and delete data in
your storage account according to the permissions you've
granted, and without need for the account key.

Hf you have a logical set of parameters that sre similar
each time, using a Stored Access Policy (SAP) is a better
idea. Because using a SAS derived from a Stored Access
Policy gives you the ability to revoke that SAS
immediately, it 5 the recommended best practice to

always use Stored Access Policies when possible.

IriusRisk
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® b
Web Application ®

ioT Cloud Gateway ®

Azure Event Hub @

Azure Document DB @

Azure Trust Boundary ®

Service Fabric Trust Boundary ® )
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PRODUCT/SERVICE ARTICLE

Dynamics CRM

Dynamics CRM Portal

Azure Storage

Mobile Client

WCF ®

oRdnamsnt n

Waeb API 8

loT Device @

ioT Field Gateway ®

Ensure that proper ACLs are configured to restrict unauthorized access
to data on the device

TITLE DETAILS
Component Machine Trust Boundary
..... SDLPhaseD:}phym;m
Applicable Technologies Generic
Aﬁnbutesﬂ\ .....................................................................................................................
..... ReferenmswA
Steps Ensure that proper ACLs are configured to restrict

unauthorized access 16 data on the device
IriusRisk
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Ensure that sensitive user-specific application content is stored in user-
profile directory

TITLE DETAILS

. campcmem ......................................................................................................... Macn i r‘e Tr S t : Boun dary ..............................................................................

..... SDLPhaseD:}phym;m
Appilicable Technologies Generic

. Aﬁr ibutes ............................................................................................................ MA .....................................................................................................................
References N/A

..... SmpshmyematbemwemerSpecﬂcapmcavoncentemintore{j

in user-profile directory. This is to prevent multiple users of
the machine from accessing each other's data.

Ensure that the deployed applications are run with least privileges

TITLE DETAILS
. campcmem ......................................................................................................... Macn i r‘e Tr S t : Boun dary ..............................................................................
..... SDLPhaseD:}phym;m
Applicable Technologies Generic
Aﬁnbutes ............................................................................................................ E\UA .....................................................................................................................
..... ReferenmswA
Steps Ensure that the deploved application is run with least

privieges.

Enforce sequential step order when processing business logic flows

TITLE DETAILS

. Cnmpamnt ........................................................................................................ V\l@b A pp!r dmm ..............................................................................................
SDL Phase Build

Appg Kabg eTeChm} ; QQmS ............................................................................. Ge nerc ..............................................................................................................
Attributes N/A

o Refemmes .......................................................................................................... MA .....................................................................................................................

IriusRisk
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Steps In order to verify that this stage was run through by a
genuine user you want to enforce the application to only
process business logic flows in sequential step order, with all
steps being processed in realistic human time, and not process
out of order, skipped steps, processed steps from another
user, or too quickly submitted transactions.

implement rate limiting mechanism to prevent enumeration

TITLE DETAILS

..... c Qmpﬂmmwebfxpphcatmﬁ

SDLPhaSE ............................................................................................................ Bu”d ...................................................................................................................
Applicable Technologies Generic

- Aﬁnhmes ............................................................................................................ F\/A ....................................................................................................................
References N/A

Steps ...................................................................................................................... Emde : th at Semtve’ Gem‘fﬁrs are : ?andomi mpiewem ...................

CAPTCHA control on anonymous pages. Ensure that error and
exception should not reveal specific data

Ensure that proper authorization is in place and principle of least
privileges is followed

TITLE DETAILS

. Cnmpamnt ........................................................................................................ V\l@b A pp!r dmm ..............................................................................................
SDL Phase Build

Appg Kabg eTeChm} ; QQmS ............................................................................. Ge nerc ..............................................................................................................

. Amﬁ gbmes ............................................................................................................ NA .....................................................................................................................
References N/A

IriusRisk
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Steps The principle means giving a user account only those
priviieges which are essential to that users work. For
example, a backup user does not need to install softwarea:
hence, the backup user has rights only to run backup and
backup-related applications. Any other privileges, such as
instaiiing naw software, are blocked. The principle applies
also to a personal computer user who usually does work
in a normal user account, and opens a privileged,
password protected account (that is, a superuser; only
when the situation absolutely demands it

This principle can also be applied to your web-applications.
instead of solely depending on role-based authentication
methods using sessions, we rather want to assign
privileges to users by means of a Database-Based
Authentication system. We still use sessions in order to
identify if the user was logged in correctly, only now
instead of assigning that user with a specific role we assign
him with privileges to verify which actions he is privileged
to perform on the system. Also a big pro of this method

is, whenever a user has to be assigned fewer privileges
your changes will be applied on the fiy since the assigning
does not depend on the session which otherwise had to
expire first.

Business logic and resource access authorization decisions should not
be based on incoming request parameters

TITLE DETAILS

Componert Web Application

SO Phase Build

Attributes N/

References N/A

Steps Whenever you are checking whether a user is restricted to
review certain data, the access restrictions should be
processed server-side. The userlD should be stored inside of 3
session variable on login and should be used to retrieve user
data from the database

Example

SELECT data
FROM personaldata
WHERE userIbD=:id < - session var

Now an possible attacker can not tamper and change the application operation since the identifier for retriel‘v'jnglghek
NMUSKIS

data is handled server-side. Ex. 1002 - Page 91



Ensure that content and resources are not enumerable or accessible via
forcetful browsing

TITLE DETAILS
campcmem ........................................................................................................ WebApphcat‘on ..............................................................................................
..... SDLphaseBu“d
Appilicable Technologies Generic
Aﬁnbutesﬂ\ .....................................................................................................................
References N/A
Steps Sensitive static and configuration files should not be kept

in the web-root. For content not required to be public,
either proper access controls should be applied or removal
of the content itself.

Also, forceful browsing is usually combined with Brute
Force techniques to gather information by sttempting to
access as many URLs as possible to enumerate directories
and files on a server. Attackers may checl for all vanations
of commonly existing files. For example, a password file
search would encompass files including psswd.ixt,
password.htm, password.dat, and other variations.

To mitigate this, capabilities for detection of brute force
atternpts should be included.

Ensure that least-privileged accounts are used to connect to Database
server

TITLE DETAILS
Component Database
SDL Phase Buid

Applicable Technolegies

Attributes N/A
References 0L Dat
Steps Least-privileged accounts should be used to connect to the

database. Application fogin should be restricied in the
database and should only execute selected stored procedures.
Application's login should have no direct table access.

implement Row Level Security RLS to prevent tenants from accessing

: IriusRisk
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Component

SDL Phase

Applicable Technolegies

Attributes

DETAILS

Database

Build

Sl Azure, OnPrem

SGL Version - V12, SQL Version - Ms5(

Al
—
o
<
-
o

e]

Row-Level Security enables customers to conirol access §
rows in a database table based on the characteristics of
a.

the user executing a query (e.g, group membership or
execution context).

Row-Level Security (RLS) simplifies the design and coding
of security in your application. RLS enables you to

. For example
ensuring that workers can access only those data rows

implemeant restrictions on data row access
that are pertinent to their department, or restricting 3
custorner's data access to only the data relevant 1o their
company.

The access restriction logic is located in the database tier
rather than away from the data in another application tier.
The database systern applies the access restrictions every
firne that data access is attempted from any tier. This
makes the security system more reliable and robust by
reducing the surface area of the security system.

Please note that RLS as an out-of-the-box database feature is applicable only to SQL Server starting 2016 and

Azure SQL database. If the out-of-the-box RLS feature is not implernented, it shouid be ensured that data access is

restricted Using Views and Procedures

Sysadmin role should only have valid necessary users

5D Phase

Applicable Technologies

References

Steps

DETAILS

Members of the SysAdmin fixed server role should be very
firnited and never contain accounts used by applications.

s
Please review the list of users in the role and remove any

LNneo
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Connect to Cloud Gateway using least-privileged tokens

TITLE

Component

Appilicable Technologies

Attributes

References

Steps

DETAILS

loT Cloud Gateway

Geaneric

Gateway choice - Azure loT Hub

Provide least privilege permissions to various components that
connect to Cloud Gateway (IoT Hub). Typical example is -
Device management/provisioning component uses
registryread/write, Event Processor (ASA) uses Service
Connect. individual devices connect using Device credentials

Use a send-only permissions SAS Key for generating device tokens

TITLE

Componeant

Applicable Technologies

Attributes

DETAILS

Azure Event Hub

A SAS kay is used to generate individual device tokens. Use a

send-only permissions SAS key while generating the device
token for a given publisher

Do not use access tokens that provide direct access to the Event Hub

TITLE

Componeant

Applicable Technologies

Attributes

References

DETAILS

Azure Event Hub
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DETAILS

A token that grants direct access to the event hub should not
be given to the device. Using a least privileged token for the
device that gives access only 1o a publisher would help identify
and blacklist it if found to be a rogue or compromised device.

Connect to Event Hub using SAS keys that have the minimum

permissions required

Component

SDL Phase

Applicable Technolegies

Attributes

DETAILS

Azure Event Hub

Build

Provide least privilege permissions to various back-end

applications that connect 1o the Event Hub. Generate separate
SAS keys for each back-end application and only provide the
required permissions - Send, Receive or Manage to them.

Use resource tokens to connect to Cosmos DB whenever possible

TITLE

Component

SDL Phase

Applicable Technologies

References

Steps

DETAILS

Azure Document DB

A resource token is assodiated with an Azure Cosmos DB

permission resource and captures the relationship between
the user of a database and the permission that user has for a
specific Azure Cosmeos DB application resource {a.g. coliection,
document). Always use a resource token 1o access the Azure
Cosmos DB if the dient cannct be trusted with handling
master or read-only keys - tike an end user application like 2
mobile or desktop dient.Use Master key or read-only keys
from backend applications which can store these keys securely.

Enable fine-grained access management to Azure Subscription usisRipk
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RBAC

TITLE DETAILS
Component Azure Trust Boundary
SDLPhase ............................................................................................................ Bu“d ...................................................................................................................
App; mab; QTQCth ; agges ............................................................................. G;néa ..............................................................................................................
Attributes N/A

Steps Azure Role-Based Access Control (RBAC) enables fine-grained
access management for Azure. Using RBAC, you can grant

only the amount of access that users need to perform their
jobs.

Restrict client's access 1o cluster operations using RBAC

TITLE DETAILS

Componant Service Fabric Trust Boundary

SDL Phase Deployment
Applicable Technologies Generic
Attributes Environment - Azure

Steps Azure Service Fabric supports two different access control

types for dients that are connected o a Service Fabric
cluster: administrator and user. Access control allows the
cluster administrator to imit access to certain custer
operations for different groups of users, making the
cluster more secure.

Administrators have full access to management
capabilities (including read/write capabilities}. Users, by
default, have only read access to management capabilities
{for example, guery capabilities), and the ability to resclve
applications and services.

Yaou specify the two dient roles (administrator and client)
at the time of cluster creation by providing separate
cartificates for each.

Perform security modeling and use Field Level Security where required

IriusRisk
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TITLE DETAILS

Component Dynamics CRM
SDL Phase Build
Appimame Temnamgies .............................................................................. G ene C ..............................................................................................................
Attributes N/A
..... Rafemncesi\m
. Smps ...................................................................................................................... Pélrf(r n . w{uwy . m) jégmg . dn j uw Fmd . low . gow rtv Ajh ;m ........
required

Perform security modeling of portal accounts keeping in mind that the
security model for the portal differs from the rest of CRM

TITLE DETAILS

..... c QmpgmmDvn(msrpvp(ma
SDL Phase Build

Appimame Tecmwiagies .............................................................................. b ene C ..............................................................................................................

Atmbmes ............................................................................................................ N/A ....................................................................................................................
Referances N/A

Steps ...................................................................................................................... PerforvnsecurkvmOde“ngOfmrta!acmun%keepmgmmmd .......

that the security model for the portal differs from the rest of
CRM

Grant fine-grained permission on a range of entities in Azure Table
Storage

TITLE DETAILS
Component Azure Storage
SnLPhase ............................................................................................................ Bu“d ...................................................................................................................
App“mb;&mmmﬁagms ............................................................................. G;néac ..............................................................................................................
Attributes StorageType - Table

References
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TITLE DETAILS

Steps fn certain business scenarios, Azure Table Storage may be
required to store sensitive data that caters to different parties.
E.q. sensitive data pertsining to different countries. In such
cases, SAS signatures can be constructed by spedifying the
partition and row key ranges, such that 3 user can access data
specific to a particular country.

Enable Role-Based Access Control (RBAC) to Azure storage account
using Azure Resource Manager

TITLE DETAILS
Component Azure Storage

SDL Phase Build

Applicable Technologies Generic

Attributes /A

References it -Baged Awass
Steps YWhen you create a new storage account, you select &

deployment model of Classic or Azure Resource Manager.
The Classic rmodel of creating resources in Azure only
afiows all-or-nothing access to the subsarigtion, and in
turn, the storage account.

With the Azure Resource Manager model, you put the
storage account in a resource group and control access to
the managerment plane of that specific storage account
using Azure Active Directory. For example, you can give
specific users the ability to access the storage account
kays, while other users can view information about the
storage account, but cannot access the storage account
keys.

implement implicit jailbreak or rooting detection

TITLE DETAILS

Componant Mobile Client

S04 Phase Build

Applicable Technolegies Generic

Attributes N/A

References N/A IriusRisk



TITLE DETAILS

Application should safeguard its own configuration and
user data in case if phone is rooted or jail broken.
Rooting/jail breaking implies unauthorized access, which
normal users won't do on their own phones. Therefore
application should have implicit detection fogic on
application startug, to detect if the phone has been

rooted.

The detection logic can be simply accessing files which
narmally only root user can access, for example:

Jeystern/app/Superuserapk
/sbin/su

Jsystermy/bin/su
/system/xbin/su
[dataflocal/xbin/su
fdatadocal/bin/su
fsystem/sd/xbing/su
fsystem/Bin/failsafe/su

® & & @ @ @ B B B

Jdatafocal/isu

if the application can access any of these files, it denctes
that the application is running as root user.

Weak Class Reference in WCF

TITLE DETAILS

. campcmem ........................................................................................................ WCF ....................................................................................................................
SDL Phase Build

..... A ppgmamemdmgmgmsGenerc\jtFamewmki

. Amﬁ gbmes ............................................................................................................ N .......................................................................................................................
References

IriusRisk
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TITLE DETAILS

Steps The systern uses a weak class reference, which might allow
an attacker to execute unauthorized code. The program
references a user-defined cdlass that is not uniguely
identified. When NET loads this weakly identified dass, the
CLR type loader searches for the dlass in the following
locations in the specified order

1. i the assembly of the type is known, the lcader
searches the configuration file's redirect locations, GAC,
the current assembly using configuration information,
and the application base directory

2. If the assembly is unknown, the loader searcheas the
current assembly, mscorlib, and the location returned
by the TypeResolve event handler

3. This CLR search order can be maodified with hooks such

as the Type Forwarding mechanism and the
AppDomain.TypeResolve event

if an attacker exploits the CLR search order by creating an
alternative d

with the same name and placing it in an
alternative location that the CLR will load first, the CLR wil
unintentionally execute the attacker-supplied code

Example

<system.serviceModels
<extensions>

<pehaviorExt fonsy

<add name=""myBehavior"" type=""MyBehavior™" />
</behaviorExtensions>
</extensionss

</system.serviceModel:

Using fully qualified (strong) names uniquely identifies a type and further increases security of your system. Use

fuily qualified assembly names when registering types in the machine.config and app.config files.

Example

~

fernent of the WCF configuration file below instructs WCF to add strongly-referenced

1)

The <behaviorExtensions/>

<system, serviceModels
<extensionss
<behaviortxtensions>
<add name=""myBehavior"" type=""Microsoft.ServiceModel.Samples. MyBehaviorSection, MyBehavior,
Version=1.8.6.0, Culture=neutral, PublicKeyToken=null"" />
</behaviorExtensions>
</axtensions>

</system.serviceMadel>

WCF-Implement Authorization control

IriusRisk
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TITLE DETAILS

Component WCF

SDL Phase Build

=

Applicable Technolegies Generic, NET Frarnework 3

Attributes N/A
References MIDN,
Steps This service does not use an authorization control. When a

client calls 2 particular WCF servics, WCF provides various
authorization schemes that verify that the caller has
permission 1o execute the service method on the server. if
authorization controls are not enabled for WCF services,
an authenticated user can achisve privilege escalation.

Example

The following configuration instructs WCF to not check the authorization level of the dient when executing the
service:

<pehaviorss>
<serviceBehaviors>
<behavior>
<servicesuthorization principalPermissionMade=""None"" />
</behaviors
</serviceBehaviorsy

</behaviors>

Use a service authorization scheme to verify that the caller of the service method is authorized to do so. WCF

provides two modes and aliows the definition of a custom authorization schere. The UseWindowsGroups mode
uses Windows roles and users and the UseAspNetRoles mode uses an ASP.NET role provider, such as SQL Server,
to authenticate,

Example

The following configuration instructs WCF to make sure that the dient is part of the Administrators group before
axecuting the Add service:
<pBehaviors>

<sarviceBehaviors>
<pehavior>

<serviceAuthorization principalPermissionMode=""UseWindowsGroups"™" />
</behavior>
</serviceBehaviors>
</behaviorss

The service is then dedarad as the following:

IriusRisk
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[PrincipalPermission{SecurityaAction.Demand,

Wy g
1
4

Role = ""Builtin\\sdministrators"")
public double Add(double ni, double nz)
{

double result = nl + n2;

return result;

implement proper authorization mechanism in ASPNET Web AP

TITLE DETAILS

Componant Web AP

Applicable Technologies Generic, MVCS
Attributes N/A, identity Provider - ADFS, Identity Provider - Azure AD

from Azure AD or ADFS daims if the spplication relies on
them as identity provider or the application itself might
provided it In any of these cases, the custom
authorization implementation should validate the user role

information.

Rale information for the application users can be derived
from Azure AD or ADFS claims if the application relies on
them as [dentity provider or the application itself might
provided it. In any of these cases, the custom
authorization implementation should validate the user role
information.

Example

IriusRisk
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[Attributelisage{AttributeTargets.Class | AttributeTargets.Method, Inherited = true, AllowMultiple = true)]
pubrlic class ApiAuthorizedttrinute @ System.Web Hitp. Authorizedttrinute

{
L

pubiic async override Task OnAuthorizationAsync{HttpactionContext actionContext, Cancellationtoken
cancellationToken)
p

g
L

if {actionlontext == null)
{
throw new Exception();

if
i

~

istring. TsNullOrempty (base,Roles))

baol isauthorized = ValidateRoles{actionContext);

if (lisauthorized)

et

HandlelnauthorizedRequest (actionlontext};

-

base.Onduthorization(actionContext);

public bool ValidateRoles{actionContext)
{

//Buthorization logic here; returns true or false

[Aapiauthorize]
public class CustomController : ApiController
{

//Appliication code goes here

Perform authorization checks in the device if it supports various actions
that require different permission levels

TITLE DETAILS

Component foT Device

S04 Phase Build

Applicable Technolegies

Attributes N/A

References INSA
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TITLE DETAILS

Steps The Device should authorize the caller to check if the caller
has the required permissions to perfarm the action
requested. For eg. Lets say the device is a Smart Door
Lock that can be monitored from the doud, plus it
provides functionalities like Remotely locking the door.

The Smart Door Lock provides uniocking functionality only
when someone physically comes near the door with a
Card. In this case, the implementation of the remote
command and control should be done in such a way that
it does not provide any functionality to uniock the door as
the doud gateway is not authorized to send a command
to unlock the door.

Perform authorization checks in the Field Gateway if it supports various
actions that require different permission levels

TITLE DETAILS
. Cﬁmponem ......................................................................................................... EO] Hem r afeway ...........................................................................................
..... SDLphaseBugd
Applicable Technologies Generic
. Amﬁ mmas ............................................................................................................ MA .....................................................................................................................
..... ReferenmswA
Steps The Field Gateway should authorize the caller to check if the

caller has the required permissions to perform the action
requested. For e.g. there should be different permissions for
an admin user interface/APH used to configure a field gateway
v/s devices that connect to it

IriusRisk
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PRODUCT/SERVICE ARTICLE

Azure Redis Cache & | o that communication to Arure Redis Cache i

o7 Field Gateway #  Secure Devics 10§

o7 Cloud Gateway &

TITLE DETAILS

..... c Ompgmmmmﬁlemmb

SDL Phase Build

Appimame‘remnamgies .............................................................................. G enec ..............................................................................................................

Atmbmes ............................................................................................................ N/A ....................................................................................................................

Referances ubs authe aOVETVIEy

Steps ...................................................................................................................... S ecrEAMmeUchomemomhEvemhdbusmg ...................
SSLALS

Check service account privileges and check that the custom Services or
ASPNET Pages respect CRM's security

TITLE DETAILS

..... c QmpOm“tDynaWCSCRM

SDLPhaSE ............................................................................................................ Bu”d ...................................................................................................................
Applicable Technologies Generic

- Aﬁnhmes ............................................................................................................ F\/A ....................................................................................................................
References N/A

Steps ...................................................................................................................... L hELk S e w CE a ccount pm‘iege S and : c hec! t‘at the : custom ............

Services or ASP.NET Pages respect CRM's security

Use Data management gateway while connecting On Prem SQL Server
to Azure Data Factory

IriusRisk
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Component

SDL Phase

Applicable Technolegies

Attributes

References

Steps

DETAILS

Azure Data Factory

Deployment

The Data Management Gateway {BMG) tool is required to
connect to data sources which are protected behind
corpnet of a firewall.

1. Locking down the machine isolates the DMG tool and
prevents malfunctioning programs from damaging or
snooging on the data source machine. (E.g. latest
updates must be installed, enable minimum required
ports, controlled accounts provisioning, auditing
enabled, disk encryption enabled etc)

2. Data Gateway key must be rotated at frequent
intervals or whenever the DMG service account
password renews

3. Data transits through Link Service must be encrypted

Ensure that all traffic to Identity Server is over HTTPS connection

TITLE

Component

Appilicable Technologies

Attributes

DETAILS

By default, IdentityServer requires all incoming connections to
come over HTTPS. it is absolutely mandatory that

cornmunication with ldentityServer is done over secured
transports only. There are certain deployment scenarics like
SSL offloading where this requirement can be relaxed. See the
fdentity Server deployment page in the references for more
information.

Verify X.509 certificates used to authenticate 5S4, TLS, and DTLS

connections
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DETAILS

Componant Web Application
SDL Phase Build

Appimame‘remnamgies .............................................................................. G enec ..............................................................................................................
Attributes N/A

..... Rafemnces/ﬂ
Steps Applications that use S50, TLS, or DTLS must fully verify

the X509 certificates of the entities they connect to. This
includes verification of the certificates for:

Dornain name
Validity dates {both beginning and expiration dates)
Revocatinn status

2 & & @

Usage (for example, Server Authentication for servers,

Client Authentication for dients)

& Trust chain. Certificates must chain to a roct
certification authority (CA) that is trusted by the
platform or exgpilicitly configured by the administrator

& ley lengih of certificate's public key must be >2048
bits

® Hashing algorithm must be SHA256 and above

Configure SSL certificate for custom domain in Azure App Service

TITLE DETAILS
Componant Web Application
..... SDLPE‘%@BLHH
App“came Teﬁhmﬁ@gms .............................................................................. G mp l ..............................................................................................................
Attributes EnvironmentType - Azure

References

B
H
i

Steps Ry default, Azure already enablas HTTPS for every app with a
wildcard certificate for the *.azurewebsites.net domain.
However, like all wildcard domaing, it is not as secure as using
a custom domain with own certificate Refar, It is
recommended 1o enable SSU for the custom domain which the

depioyed app will be accessed through
Force all traffic to Azure App Service over HTTPS connection
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Ex. 1002 - Page 108



TITLE DETAILS

Componant Web Application

SDL Phase Build

Applicable Technolegies Generic

Attributes EnvironmentType - Azure

Though Azure already enables HTTPS for Azure app
services with 8 wildcard certificate for the domain

* azurewebsites.net, it do not enforce HTTPS. Visitors may
still access the app using HTTP, which may comgromise
the app's security and hence HTTPS has o be enforced
expiicitly. ASP.NET MV applications should use the

Ha {1ty @1 that forces an unsecured HTTP request
to be re-sent over HTTPS.

Alternatively, the URL Rewrite module, which is induded
with Azure App Service can be used to enforce HTTPS. URL
Rewrite moduie enables developers to define rules that are
applied to incoming requests before the requests are
handed to your application. URL Rewrite rules are defined
in a web.config file stored in the root of the application

Example

The following example contains a basic URL Rewrite rule that forces all incoming traffic to use HTTPS

ion="1.8" encoding="UTF-B8"¢>
<configuration:>
<system.webServers
<rewrites
<rules>
<rule name="Force HITPS™ enabled="true">
<match url="{.*}" ignoreCase="false" />
<cenditionsy
<add input="{HTTPS}" pattern="off" />
</conditions»
<action type="Redirect™ url="https://{HTTP_HGST}/{R:1}" appendQueryString="true"
redirectType="Permanent™ />
</rule>
</rules>
</rewrite>
</system.webServer:
</configurations

This rule works by returning an HTTP status code of 301 (permanent redirect) when the user requests a page using
HTTP. The 301 redirects the request to the same URL as the visitor requested, but replaces the HTTP portion of the
request with HTTPS. For example, HTTP//contoso.com would be redirected to HTTPS //contoso.com.

Enable HTTP Strict Transport Security (HSTS)
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TITLE DETAILS

Componant Web Application

SDL Phase Build

Applicable Technolegies Generic

Attributes N/A

References

Steps HTTP Strict Transport Security (HSTS) is an opt-in security
enhancement that is specified by & web spplication

r

hrough the use of a special response header. Once a
supported browser receives this header that browser will
revent any communications from being sent over HTTP

]

to the spedfied domain and will instead send all
communications over HTTPS. it also prevents HTTPS click
through prompts on browsers.

To implement HSTS, the following response header has o
be configured for a website giobally, either in code or in
config. Strict-Transport-Security: max-age=300;
includeSubDomains H5TS addresses the following threats:

& User bookmarks or manually types ity

target domain

® Wel spplication that is intended to be purely HTTPS
inadvertently contains HTTP links or serves content
over HTTP: H5TS automatically redirects HTTP requests
to HTTPS for the target domain

® A rman-in-the-middle attacker attempts to intercept
traffic from a victim user using an invalid certificate and
hopes the user will accept the bad certificate: HSTS
does not aliow a user to override the invalid certificate
message

Ensure SQL server connection encryption and certificate validation

TITLE DETAILS
Componant Database

Applicable Technologies SOL Azure
Attributes SQGL Version - V12
References Strings fav SOL
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TITLE DETAILS

Steps All communications between SQL Database and a client

application are encrypted using Secure Sackets Layer (5
at all times. SGL Database doesn’t support unencrypted
connactions. To validate certificates with application code
or tools, explicitly request an encrypted connection and do
not frust the server certificates. if your application code or
toois do not request an encrypted connection, they will
still receive enarypted connections

However, they may not validate the server certificates and
thus will be susceptible to "man in the middle" attacks. To
validate certificates with ADQ.NET application code, set

ustServerCertificate=False | in

CEncrypt=True and: Tr

the database connection string. To validate certificates via

SQGL Server Managemaent Studio, open the Connect 1o
Server dialog box. Click Encrypt connection on the
Connection Properties tab

Force Encrypted communication to SQL server

TITLE DETAILS

Component Database

S04 Phase Build

Attributes SGL Version - MsSQL2G16, SQL Version - MsSOL2012, SOL
Version - MsSQL2014

References

Steps Enabling 550 encryption increases the security of data
transmitted across networks between instances of SQL Server
and applications.

Ensure that communication to Azure Storage is over HTTPS

TITLE DETAILS
Component Azure Storage

Appilicable Technologies Generic

Attributes N/A

TV
3

References ; Storage Transport-L N v Using HTTRS
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TITLE DETAILS

Steps To ensure the security of Azure Storage data in-transit, always
use the HYTPS protocol when calling the REST APIs or
accessing objects in storage. Also, Shared Access Signatures,
which can be used to delegate access to Azure Storage
objects, include an option to spedify that only the HTTPS
protocol can be used when using Shared Access Signatures,
ensuring that anvbody sending out links with SAS tokens will
use the proper protocol.

Validate MDS5 hash after downloading blob if HTTPS cannot be enabled

TITLE DETAILS
Cgmpﬁmm/—\zﬁestorage ..................................................................................................
..... SDLphaseBu“d

Appilicable Technologies Generic
Aﬁr ibutes ........................................................................................................................................................................................................................................

References

Steps Windows Azure Blob service provides mechanisms to
ensure data integrity both at the application and transport
fayers. if for any resson you need to use HTTP instead of
HTTPS and you are working with block blobs, you can use
M5 checking to help verify the integrity of the blobs
being transferred

This will help with protection from network/transport layer
errors, but not necessarily with intermediary attacks. if you
can use HTTPS, which provides transport level security,
then using MD5 chedking is redundant and unnecessary.

Use SMB 3.0 compatible client to ensure in-transit data encryption to
Azure File shares

TITLE DETAILS
. Cnmpamnt ......................................................................................................... MC )EC ﬂ@m ...................................................................................................
SDL Phase Build
Appg Kabg eTeChm} ; 09 ies ............................................................................. G enerc ..............................................................................................................
. Amﬁ gbmes ............................................................................................................ S tjrx ag M_y}:) Fdé ..........................................................................................

References
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DETAILS

Implement Certificate Pinning

TITLE

Component

Appilicable Technologies

Attributes

Azure File Storage supports HTTPS when using the REST AP,
but is more commonly used as an SMB file share attached to a
VM. SMB 2.1 does not support encryption, so connections are
only allowed within the same region in Azure. However, SMB
3.0 supports encryption, and can be used with Windows
Server 2012 R2, Windows &, Windows 8.1, and Windows 10,
aliowing cross-region aceess and even access on the desktop.

DETAILS

Azure Storage

N/A

Example

Certificate pinning defends against Man-In-The-Middle
(MITM) attacks. Pinning is the process of assodating a
host with their expected X509 certificate or pubiic key.
Once 3 certificate or public key is known or seen for a
host, the certificate or public key is associated or 'pinned’
to the host.

Thss, whern an adversary attempts to do SSL MITM attack,
during SSL handshake the key from attacker's server will
be different from the pinned certificate’s key, and the
request will be discarded, thus preventing MITM
Certificate pinning can be achieved by implementing

Ser tManager's

D Sepverier

Poin

tificatevalidationCallbac
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using System;

sing System.Net;
using System.Net.Security;
sing System.Security.Cryptography;

namespace CertificatePinningExample

{
class CertificatePinningExample
{

/* Note: In this example, we're hardcoding a the certificate’s public key and algorithm for
demonstration purposes. In a real-world application, this should be stored in a secure
configuration area that can be updated as needed. */

private static readonly string PINNED _ALGCRITHM = “RSA";

private static readonly string PINNED _PUBLIC_KEY = "3082010482282015100B0E75B7CRBESEDAL65REF7IRIAL" +

V29405 06ARBDFCDDEO3FGEF15E7FSBCRBDF32291E(50R2BRZBALLREGOSFEOABIEES4AAAAB258ROTFACIDA3LEAFEIR2" +
"3EDABISDOGSO7ETEDBOBIBAAZECTDI201417B3071A34606634241061C151B6ECSBERBAECCCDCDBEAZAFE5196288%" +
NFECASOBFZDOA3B6EIBDATDEBBEACDCIC2CE06OBRECB2ZEAINAGSEADEZDCE3(BB314818FFC7FAFOFBOSEDDBESCE2" +
“ABF7BENGB7ORECASERSBAA2AAL3EBCESIABCIINEGSA2SCHFEESALBRARILREETCAFBE3CA3OARAIBEFBICARLSSETSERY +
TQ9R17H37C20F 8637 LESDDRCASBERDEALOVAGAFATORA TS TADRIEDCREF 6BARF 7 D4Q44T7 471005 RCIFSEADVBR2FATARY +
“EAIZCO2A60A128344R1CEF7AGBODI4ESB 263010061 ;

public static void Main{string[] args)

HttpWebReguest request = (HttpWebReqguest iWebReguest.Creatae( "hitpns://azure.microsoft. com”
request. serverCertificatevalidationCalliback = (sender, certificate, chain, sslPolicyErrors) =>
{
if (certificate == null || ssiPolicyErrors I= S5siPolicyErrors.None)
// Error getting certificate or the certificate failed basic validation
return false;
1
var targetKevadlgorithm = new Qid(certificate.GetKeyalgorithm(})}.FriendlyName;
var targetPublicKey = certificate.GetPublicKeyString{);
if (targetKeyAlpgorithm == PINNED ALGORITHM &8
targetPublicKey == PINNED_PUBLIC_KEY)
{
// Success, the certificate matches the pinned value.
raturn true;
}
/7 Reject, either the key or the algorithm does not match the expected value.
return false;
.
H
try
{
var response = {HMitpiWebResponsa)reguest.GatResponse();
Console.Writeline{$"Success, HTTP status code: {response.StatusCodel}”);
1
y
catch(Excepticn ex)
{
Consele.Writeline($"Failure, {ex.Messagel™);
}
Console. Writeline("Press any key to end.”);
Console.ReadKey(};
1
1
y
}

Enable HTTPS - Secure Transport channel
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TITLE DETAILS

Component WCF
SDL Phase Build

. Appimame Temnamgies .............................................................................. E\ET Framework 3 ...........................................................................................
Attributes N/A

Steps The application configuration should ensure that HTTPS is

used for all access to sensitive information.

¢ EXPLANATION: if an application handles sensitive
information and does not use message-ievel
encryption, then it should only be aliowed to
communicate over an encrypled transport channel.

& RECOMMENDATIONS: Ensure that HTTP fransport is
disabled and enable HTTPS transport instead. For
example, replace the | :

‘<httpsTranspert/s §tag. Do not rely on a network
configuration (firewall) to guarantee that the
apptlication can only be accessed over a secure channel
From a philosophical point of view, the application
should not depend on the network for its security.

From a practical point of view, the peopie responsible for
securing the network do not always track the security
requirements of the application as they evolve.

WCF: Set Message security Protection level to EncryptAndSign

TITLE DETAILS

..... c Qmpﬂmqu

SDLPhaSE ............................................................................................................ Bu”d ...................................................................................................................
Applicable Technologies MNET Framework 3

- Aﬁnhmes ............................................................................................................ F\/A ....................................................................................................................
References
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TITLE DETAILS

Steps ® EXPLANATION: When Protection level is set to "none”
it will disable message protection. Confidentiality and

integrity is achieved with appropriate level of setting.
¢ RECOMMENDATIONS:

© when “

proted”ibn
& when mode=5ign - Signs but does not encrypt
the message; should be used when data
integrity is important
& when ModesEncryptandsign : - Signs and

ancrypts the message

Consider turning off encryption and only signing your
massage when you just nead to validate the integrity of
the information without concerns of confidentiality. This
may be useful for operations or service contracts in which
vou need to validate the original sender but no sensitive
data is transmitted. When reducing the protection level,
be careful that the message does not contain any
personally identifiable information (PH).

Example

Configuring the service and the operation to only sign the message is shown in the following examples. Service
Contract Example of | Protectiontevel. sign @ The following is an example of using Protectionlevel Sign at the Service
Contract level:

[ServiceContract(Protection Level=Protectionlevel.Sign}
public interface IService
{

string Getdata(int value);

Protectionlevel.Sign | al the OperationContract level:

[GperationContract{Protectionievel=Protectionievel . Sign]

string GetData(int value);

WCEF: Use a least-privileged account to run your WCF service

TITLE DETAILS
Component WCF

Appilicable Technologies NET Framework 3

Attributes N/A
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TITLE DETAILS

References

Steps & EXPLANATION: Do pot run WCF services under
admin or high privilege account. in case of services
compromise it will result in bigh impact.

& RECOMMENDATIONS: Use a least-privileged account
to host your WCF service because it will reduce your
application's attack surface and reduce the potential
damage if you are attacked. If the service account
requires additional access rights on infrastructure
resources such as MSMQ, the event log, performance
counters, and the file system, appropriate permissions
shouid be given to these resources so that the WCF
service can run successfully.

I your service needs to access specific resources on behalf
of the original caller, use impersonation and delegation to
flow the caller's identity for a downstream authorization
check. In a developrnent scenario, use the local network
service account, which is a spedial built-in account that has
reduced privileges. in a production scenario, create a least-
privieged custom domain service account.

Force all traffic to Web APls over HTTPS connection

TITLE DETAILS
..... c Qmpﬂmmwebp‘w
SDLPhaSE ............................................................................................................ Bu”d ...................................................................................................................
Applicable Technologies MVCS, MVCB

Attributes
Referances
Steps if an application has both an HTTPS and an HTTP binding,
clients can still use HTTP to access the site. To prevent this, use
an action filter to ensure that requests o protected APIs are
atways over HTTPS.
Example

The following code shows a Web API authentication filter that checks for SSL:

IriusRisk
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public class ReguirebttpsAttrivute : AuthorizationFilterattribute

public override void OnAuthorization{HtipactionContext actionContext)
{

if (actionContext.Reguest.RequestUri,Scheme l= Uri.UriSchemettips)

actionContext . Response = new HttpResponseMessage{System Net . HttpStatusCode.Forbidden)
{
RegsonPhrase = "HTTPS Required”
b
1
else
i

base.GnAuthorization(actionContext};

g
o
o
pos}
.

1ic class ValuesController : ApiControllier

[Requiretttps]
public HttpResponseMessage Get{

~
et

Componert Azure Radis Cache

SDL Phase Build

Applicable Technologies Generic

Attributes N/A

Steps Redis server does not suppaort S5Lout of the box, but Azure
Redis Cache does. If you are connecting to Azure Redis Cache
and your dient supports S5, like StackExchangs.Redis, then
you should use 55L. By default non-SSL port is disabled for
new Azure Redis Cache instances. Ensure that the secure
defaults are not changed unless there is a dependency on SSL
supgport for redis chents.

Please note that Redis is designed to be accessed by trusted cients inside trustad environments. This means that

usually it is not a good idea to expose the Redis instance directly to the internet or, in general, to an environment
where untrusted clients can directly access the Redis TCP port or UNIX socket.

Secure Device to Field Gateway communication

IriusRisk
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TITLE DETAILS
Componant foT Field Gateway
SDL Phase Build
Appimame‘remnamgies .............................................................................. G enec ..............................................................................................................
Attributes N/A
References N/A
. Smps ...................................................................................................................... F)r . E P . ”SM d wm ; > . + ho ((m mmatmn 1 Chw O C‘ id ..................

typically be encapsulated in & SSL/TLS channel to protect data
in transit. For other protocols that do not support SSLTLS
investigate if there are secure versions of the protocol that
provide security at transport or message layer.

Secure Device 1o Cloud Gateway communication using SSL/TLS

TITLE DETAILS

. Cnmpamnt ......................................................................................................... E)T FEOUd . Gx 3+ E}M 3}[ ........................................................................................
SDL Phase Build

Appmab;ehmm}mgies ............................................................................. Generc ..............................................................................................................

. Amﬁ gbmes ............................................................................................................ N .......................................................................................................................
References Choasa your Communigation P

..... §iepsSSCJGHTTP#&NQPO‘Naﬁpmtom‘susmgSSLﬁLS
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PRODUCT/SERVICE ARTICLE

Machine Trust Boundary ®

Azure Storage ®

WCF ®

TITLE DETAILS
..... c Qmpgmm“Nebd\pp“atmn
SDL Phase Buid
Appimame Temnamgies .............................................................................. b ene C ..............................................................................................................
Atmbmes ............................................................................................................ N/A ....................................................................................................................

References
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TITLE DETAILS

Steps Content Security Policy (CSP) is a defense-in-depth
security maechanism, 3 W3C standard, that enables web
application owners to have control on the content
embedded in their site. CSP is added as an HTTF response
header on the web server and is enforced on the dient
side by browsers. it is a whitelist-based policy - a website
can declare a set of trusted domains from which active
content such as JavaScript can be loaded.

CSP provides the following security benefits:

2 Protection against X88: If a page is vuinerable to X85,
an attacker can exploit it in 2 ways:

° inject <scriptmalicious code</scripts> &
This exploit will not work due to CSP's Base
Restriction-1

. This exploit will not work since the attacker
controlled dormain will not be in C5P's whitelist
of domains

¢ Control over data exfiltration: If any malicious
contant on & webpage attempts to connect to an
external website and steal data, the connection will be
aborted by CSP. This is because the target domain will
not be in {SP's whitelist

® Defense against click-jacking: dick-jacking is an
attack technig
genuine website and force users to click on Ul

o

using which an adversary can frame a

atemeants. Currently defense against dick-jacking is
achieved by configuring a response header- X-Frame-
Options. Not all browsers respect this header and
going forward CSP will be a standard way to defend
against click-jacking

@ Real-time attack reporting: If there is an injection
attack on a CSP-enabled website, browsers will
automatically trigger a notification to an endpoint
configured on the webserver. This way, C5P serves as a
real-tirme warning system.

Example

Exampie policy:

This policy allows scripts to load only from the web application’s server and google analytics server. Scripts loaded
from any othar site will ba rejected. When CSP is enabled on a websits, tha following features are automaticaily

disabled to mitigate XSS atiacks.

Example
Inline scripts will not execute. Following are examples of inline scripts

<gscript> some lavascript code </script>
Event handling attributes of HTML tags {(e.g., <button onclick="function{(}{}">
javascriptralert(1); IriusRisk



Example

Strings will not be evaluated as code.

Example: var str="alert{1}"; eval{str);

Enable browser's XSS filter

TITLE DETAILS

5D Phase Build

Applicable Technologies Genenc

References XSS Brotection St

Steps X-XSS-Protection response header configuration controls

the browser's cross site script filter. This response header
can have following values:

This will disable the filter

8 11 filter enabled 1 3 cross-site scripting attack is
detectad, in order to stop the attack, the browser wil
sanitize the page

L ;1: mede=block : ¥Filter enabledngatherthan
sanitize the page, when a XSS attack is detected, the
browser will prevent rendering of the page

51: report=http://[YOURDOMAIN] /veur report URI

Filter enabled

he browser will sanitize the page and report the

violation.

This is 8 Chromium function utilizing CSP violation reports
to send details 1o a URI of your choice. The last 2 options
are considered safe values.

ASPNET applications must disable tracing and debugging prior to
deployment

TITLE DETAILS

Componant Web Application

S04 Phase Build

Attributes N/A

IriusRisk
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TITLE DETAILS

References

Steps When tracing is enabled for the page, every browser
requesting it also obtains the trace information that contains
data about internal server state and workflow. That
information could be security sensitive. When debugging is
enabled for the page, errors happening on the server result in
a full stack trace data presented to the browser. That data may
expose security-sensitive information about the server's
workflow,

Access third-party javascripts from trusted sources only

TITLE DETAILS

. Cnmpamnt ........................................................................................................ V\l@b App!r dmm .............................................................................................
SDL Phase Build

Appg Kabg eTeChm} ; QQmS ............................................................................. Ge nerc ..............................................................................................................
Attributes N/A
References N/A

Steps third-party JavaScripts should be referenced only from trusted
sources. The reference endpoints should always be on S5L

Ensure that authenticated ASENET pages incorporate Ul Redressing or
click-jacking defenses

TITLE DETAILS
campcmem ........................................................................................................ Web Apphc at‘on .............................................................................................
SDL Phase Build
..... A ppgicamemdmamwesGanerc
. Amﬁ gbmes ............................................................................................................ NA .....................................................................................................................

References
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TITLE DETAILS

Steps click-jacking, also known as a "Ul redress attack”, is when
an attacker uses multiple transparent or ogagque layers to
trick a user into clicking on a button or link on another
page when they were intending to click on the top-level
page.

This layering is achieved by crafting a malicious page with
an iframe, which loads the victim's page. Thus, the attacker
is "hijacking” dlicks meant for their page and routing them
to another page, most likely owned by another
application, dormnain, or both. To prevent dick-jacking
attacks, set the proper X-Frame-Options HTTP response
headers that instruct the browser to not allow framing
from other domains

Example

The X-FRAME-CPTIONS header can be setvia 115 web.config. Web.config code snippet for sites that should naver be
frarned:

system.webderver>

7’

<nhttpProtocols>
<customHeader>
<add name="X-FRAME-OPTIONS™ value="DENY"/>
</custombeaders:
</httpProtocsls
</system.wabServer:s

Example

Web config code for sites that shouid only be framed by pages in the same domair:

<system.weblerver>
<nttpProtocols>
<customHeader>
<add name="X~FRAME-OPTIONS™ value="SAMEGRIGIN"/>
</custombeaders:
</httpProtocsls
</system.wabServer:s

Ensure that only trusted origins are allowed if CORS is enabled on
ASPNET Web Applications

TITLE DETAILS
. Cnmpamnt ........................................................................................................ V\l@b A pp!r dmm ..............................................................................................
SDL Phase Build
Appg Kabg eTeChm} ; 09 ies ............................................................................. WebFoms . MVCS ........................................................................................
. Amﬁ gbmes ............................................................................................................ N .......................................................................................................................

. IriusRisk
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TITLE DETAILS

Steps Browser security prevents a web page from making AJAX
requests to another domain. This restriction is called the
same-origin policy, and prevents a malicious site from

reading sensitive data from another site. Howewver,
sometimes it might be required to expose APls saecurely
which other sites can consume. Cross Qrigin Resource
Sharing ({CORS} is a W2 standard that allows a server to
redax the sarme-origin policy. Using CORS, a server can
explicitly allow some cross-origin requests while rejecting
others.

CORS is safer and more flexible than earlier techniques
such as JSONP. At its core, enabling CORS translates to
adding a few HTTP response headers {Access-Control-*} to
the web application and this can be done in a couple of
ways.

Example

if access to Web.config is available, then CORS can be added through the following code:

<system.webServers
<httpProtocols

<custombeaders>
<clear />

<add name="Access-Control-Allow-0Origin® value="http://example.com™ />

</customHeaderss
</nttpProtocols>

Example

if access to web.config is not available, then CORS can be configured by adding the following CSharp code:
Httplontext.Response. AppendHeader{"Access-Control-Allow-Origin®, "hitp://example.com™)

Please note that itis critical to ensure that the list of origing in "Access-Controb-Allow-Origin® attribute is set to a

finite and trusted set of origins. Failing to configure this inappropriately {e.q, setting the value as ") will allow

ralicious sites to trigger cross origin requests to the web application >without any restrictions, thereby making the

application vulnerable to CSRF attacks.

Enable ValidateRequest attribute on ASBNET Pages

TITLE DETAILS

Component Web Application

SO Phase Build

Attributes N/

References uast Va g A S
....................................................................................................................................................................................................................................... IriusRisk.......

Ex. 1002 - Page 126




TITLE DETAILS

Steps Request validation, a feature of ASP.NET since version 1.1,
prevents the server from accepting content containing un-
encoded HTML. This feature is designed 1o help prevent
some script-injection attacks whereby dlient script code or
HTML can be unknowingly submitted to a server, stored,
and then presented to other users. We still strongly
recommend that you validate all input data and HTML
encode it when appropriate.

Request validation is performed by comparing all input
data to a list of potentially dangerous values. If a match
occurs, ASP.NET raises an

: alidatianxceptian‘.Sy default, Request

Validation feature is enabled.

Example

Howaever, this feature can be disabled at page level:

<%@ Page validateRequest="false" ¥>

<configuration>

<system. web>

w e

<pages validateReqguest="false” />
</system.web>
</configuration>

Please note that Request Validation feature is not supported, and is not part of MVUE pipeline.
Use locally-hosted latest versions of JavaScript libraries

TITLE DETAILS

Component Web Application

Appilicable Technologies Generic
Attributes N/A
References N/A
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DETAILS

Disable automatic MIME sniffing

Component

SDL Phase

Developers using standard JavaScript libraries like JQuery
miust use approved versions of common JavaScript
fibraries that do not contain known security flaws. A good
practice is to use the most latest version of the libraries,
since they contain security fixes for known vulnerabilities
int their older versions.

If the most recent release cannot be used due to
cornpatibility reasons, the below minimum versions should
be used.

Acceptable minimum versions:

8 JQuery

ICuery 1.7.1

JQueryti 1.10.0

JQuery Validate 1.9

JQuery Mobile 1.0.1

JQuery Cyde 2.99

JQuery Datatables 1.9.0

s Ajax Control Teolkit
©  Ajax Controf Toolkit 40412

2 ASP.NET Web Forms and Ajax
o ASPNET Web Forms and Ajax 4
o ASPNET Ajax 3.5

& ASP.NET MVC
o ASPNETMVC 30

o 0 9 9 o O

Never load any JavaScript library from external sites such
as public CONs

DETAILS

Web Application

Build

Applicable Technolegies

Attributes

References

Example

i Paet y
L RN

The X-Content-Type-Options header is an HTTP header that
allows developers to specify that their content should not be
MIME-sniffed. This header is designed to mitigate MIME-
Sniffing attacks. For each page that could contain user
controllable content, you must use the HTTP Header X-
Content-Type-Options:nosniff. To enable the required header
giobally for alf pages in the application, you can do one of the
following

IriusRisk
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<system.webServer:

<httpProtocols>

<custombdeaders>

<add name="X-Content-Type-Options™ value="nosnif+"/>
</customMeaderss

</httpProtocols>

c
</system.webServer>

Example

Add the header through the global Application_BeginRequest

void Application_RBeginRequest{sbject sender, Eventargs e)

this.Response.Headers["X-Content-Type-Options

W
1
4

= "nosnifi";

Example

Implement custom HTTP module

public class XlontentTypedptionsModule : IHttpModule
#region IHUttpModule Members
public void Dispose()

y
{
L

public void Init(HttpApplication context)

context. PreSendRequestieaders += newEventHandler(contexi PreSendReguestHeaders);

}

#endregion

void context_PreSendRequestHeaders{object sender, Eventargs e)

{

Httpapplication application = sender as Hitpapplication;

if (application == null)
retiurn;

if (application.Response.Headers{"X-Content-Type-Cptions "1 1= null)
return;

application.Response.Headers. Add("X-Content-Type-CGptions , "nosniff");

Example
You can enable the required header only for specific pages by adding it to individual responses:

this.Response. Headers["X-Content-Type-Options"] = "nosniff";

[
i

Remove standard server headers on Windows Azure Web Sites to avoid
fingerprinting

TITLE DETAILS

Componant Web Application

SDL Phase Build IriusRisk
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TITLE DETAILS

Appilicable Technologies Generic
Attributes EnvironmentType - Azure

References < on Windows & b
Steps Headers such as Server, X-Powered-By, X-AspNet-Version
reveal information about the server and the underlying

tachnologies. It is recommended to suppress these headers
thereby preventing fingerprinting the application

Configure a Windows Firewall for Database Engine Access

TITLE DETAILS
Componant Database
..... gQLPhaSQBU“d
App“camehﬁhnm@gms .............................................................................. S QAwmr)nprém .......................................................................................
Attributes N/A, SQL Version - V12
..... Refemmes
Steps ..................................................................................................................... e ————

computer resources. To access an instance of the SQL Server

Database Engine through a firewall, you must configure the
firawall on the computer running SQL Server to allow access

Ensure that only trusted origins are allowed if CORS is enabled on
ASPNET Web API

TITLE DETAILS
CﬁmpomntWEbAm ............................................................................................................
..... SDLphaseBu“d

Applicable Technologies MVC 5
. Aﬁr ibutes ............................................................................................................ MA .....................................................................................................................

References
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TITLE DETAILS

Steps Browser security prevents a web page from making AJAX
requests to another domain. This restriction is called the
same-origin policy, and prevents a malicious site from
reading sensitive data from another site. However,
sometimes it might be required to expose APls saecurely
which other sites can consume. Cross Qrigin Resource
Sharing ({CORS} is a W2 standard that allows a server to
redax the sarme-origin policy.

Using CORS, a server can explicitly aliow some cross-origin
requests while rejecting others. CORS is safer and more
flexible than earlier technigues such as JSONP.

Example

In the App_Start/WebApiConfig.cs, add the following code to the WebApiConfig.Register method

using System.Web.Http;
namespace WebService

g
L

public static class WebApilonfig

{
public static void Register(HttpConfiguration config)
{
// Hew code
config.enablelors();
config.Routes MapHttpRoute(
name: “"Defaultapi”,
routeTemplate: "api/{controller}/{id}",
dafaults: new { id = RouteParameter.Cptional }
¥
1
}
}
Example

EnableCors attribute can be applied to action methods in a controller as foliows:

IriusRisk
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public class ResourcesController : ApiController

{EnableCors{"http://localhost 55912, // Origin

nuil, // Reguest headers
TGETT, // HITP methods
“bar®, // Response headers

SupportsCredentials=true // Allow credentials
3]
public HttpResponseMessage Get(int id)
{
var resp = Reguest.CreateResponse(HttpstatusCode.NoContant};
resp.Readers.Add{ "bar”, "a bar value"};

return resp;

*
3
{Enablefors{"http://localhost 155942", /7 Crigin

“Accept, Origin, Content-Type”, // Request neaders
PUT", // HTTP methods
PreflightMaxAge=5608 // Preflight cache duration

Py

1]

sublic HitpResponseMessage Put(Resource data)

{

return Reguest.CreateResponse{HttpStatusiode .0k, data);

it

{EnableCors{"http://localnost:55%212", /7 Origin
“Accept, Origin, Content-Type"”, // Request headers

"POST™, // HYTP methods
PraeflightMaxige=5600 /7 Preflight cache duration

)]
public HttpResponseMessage Post{Resource data)
{

return Request.CreateResponse{HttpStatusCode. 0K, data);

"

Plzase note that itis critical to ensure that the list of origins in EnableCors attribuie is set to a finite and trusted sat
of origins. Failing to configure this inappropriately {e.q., setting the value as ") will allow malicious sites to trigger
cross origin requests to the APl without any restrictions, » thereby making the AP] vulnerable to CSRF attacks.

EnableCors can be decorated at controlier fevel,

Example

¢ disable CORS on & particular mathod in a class, the DisableCors atiribute can be used as shown below:

i

[Enablelors{"http://example.com™, "Accept, Origin, Content-Type", "POST")]
public class ResourcesController : ApiConirslier
{

public HttpResponseMessage Put{Rescurce data)

{

return Request.CreateResponse{HttpStatusCode. 0K, data);
}
public HttpResponseMessage Post{Resource data)

{

return Reguest.CreateResponse{HttpStatusCode. 0K, data);
/7 CORS not allowed because of the [BisableCors] attribute
{DisableCors]
public HttpResponseMessage Delete(int id)
{

return Reguest.CreateResponse{HttpStatustode. NoContent);

IriusRisk
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DETAILS

Component

SDL Phase

Web AP

Build

Applicable Technolegies

Attributes

fn ASP.INET Core 1.0, CORS can be enabled either using
middieware or using MV, When using MVC to enable
CORS the same CORS services are usad, but the CORS
middiaware is not.

Approach-1 Enabling CORS with middleware: To enable CORS for the entire application add the CORS

middleware to the reguest pipeline using the UseCors extension method. A cross-origin policy can be specified

whan adding the CORS middlewars using the CorsPolicyBuilder class. There are two ways to do this:

Example

The first is to call UsaCors with a lambda. The lambda takes a CorsPolicyBuilder object

public void Configure(IApplicationBuilder app)
{
app.UseCors{buildaer =>
builder.WithOrigins{"hitp://example.com™}

MithMethods (“GETY, "POST", “HEAD™)
JwithHeaders{Taccept”, “content-type”, "origin”, "x-custom-header”)};

Example

The second is to define one or more named CORS policies, and then select the policy by name at run time.

public void Configuredervices(IServicelollection services)
{

services. AddCors{options =>

{

options, AddPolicy{"AllowSpecificOrigin”,
builder => builder.WithOrigins{"http://example.com"));

I

}

public void Configure(TApplicationBuilder app)

f
app.useCors{"AllowSpacificOrigin”);
app.Run{async {context) =>

await context.Response.Writeasync{"Hello Worldi™);

\V 7

Approach-2 Enabling CORS in MVC Developers can alternatively use MVC to apply specific CORS per action, par

controller, or globally for all controllers.

IriusRisk
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Per action: To specify a CORS policy for a specific action add the {EnableCors] attribute to the action. Specify the
policy name.

public class HomeController : Controller

I3
{

19
{EnableCors{"AllowSpacificOrigin™}]
public YAactionResult Index()
{
return View();

b
H

Example

Per controller:

[EnableCors("AllowSpecificOrigin™)]
public class HomeController : Contrsller

=

public void ConfigureServices(IserviceCollection services)

services . AddMve();
services.Configure<MvcOptions> (options =>
{
gptions.Filters.Add(new CorsAuthorizationFilterfactory(“"AllowSpeciticOrigin®));

IO

Please note that it is critical to ensure that the list of origins in EnableCors attribute is set to a finite and trusted set
of origins. Failing to configure this inappropriately {e.q, setting the vaiue as ") will allow malicious sites to trigger
cross arigin requasts 1o the APl without any restrictions, > thereby making the APl vulnerable to CSRF attacks.
Example

o disable CORS for a controller or action, use the [DisableCors] attribute.

[DisableCors]
puslic IActionResult About()
{

return View(};

Encrypt sections of Web API's configuration files that contain sensitive
data

TITLE DETAILS

Component Web API

SDL Phase Deployment

Applicable Technologies Generic IriusRisk
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TITLE DETAILS

Attributes N/A

References

Steps Configuration files such as the Web.config, appsettings.json

are often used to hold sensitive information, induding user
names, passwords, database connection strings, and
encryption keys. If you do not protect this information, your
application is vulnerable to attackers or malicicus users
obtaining sensitive information such as account user names
and passwords, database names and server names. Based on
the deployment type (azure/on-prem;, enaypt the sensitive
sections of config files using DPAPI or services like Azure Key
Vault,

Ensure that all admin interfaces are secured with strong credentials

TITLE DETAILS
Component toT Device
5DL Phase Deployment

Appilicable Technologies Generic
Attributes N/A

. Refemmes .......................................................................................................... MA .....................................................................................................................
Steps Any adrministrative interfaces that the device or field gateway

exposes should be secured using strong credentials. Also, any
lilke WiFi, SSH, File shares, FTP should
be secured with strong credentials. Default weak passwords
should not be usad.

other exposed interface

Ensure that unknown code cannot execute on devices

TITLE DETAIS
Componant foT Device
..... gQLPhaSQBU“d
App“came Teﬁhmﬁ@gms .............................................................................. G mp l ..............................................................................................................
Attributes N/A
..... Refemmes
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TITLE DETAILS

Steps UEF! Secure Boot restricts the systern to only sllow execution
of binaries signed by a specified authority. This feature
prevents unknown code from being executed on the platform
and potentially weakening the security posture of it. Enable
UEF Secure Boot and restrict the list of certificate suthorities
that are trusted for signing code. Sign alf code that is deployed
on the device using one of the trusted authorities.

Encrypt OS and additional partitions of {oT Device with bit-locker

TITLE DETAILS

Component joT Device
SnLPhase ............................................................................................................ Bu“d ...................................................................................................................
App; mab; QTQCth ; agges ............................................................................. G;néac ..............................................................................................................

Attributes /A
RefemmeSJA .....................................................................................................................
..... S‘@psWndows()hT((rt}:mpi@rmnhdhghmmntwmm(;m

locker Device Encryption, which has a strong dependency on
the presence of a TPM on the platform, induding the
necessary preU5 protocol in UEF! that conducts the necessary
measurements. These pre(S measurements ensure that the
OS later has a definitive record of how the 05 was

launched Encrypt OG5 partitions using bit-locker and any
additional partitions aisc in case they store any sensitive data.

Ensure that only the minimum services/features are enabled on devices

TITLE DETAILS
Component ol Device
..... SDLPhaseD:}phym;m
Applicable Technologies Generic
Aﬁnbutesﬂ\ .....................................................................................................................
..... ReferenmswA
Steps Do not enable or turn off any features or services in the 05

that is not required for the functioning of the solution. For e.g.
if the device does not require a Ul to be deployed, install
Windows {oT Core in headless mode.

Encrypt OS and additional partitions of loT Field Gateway with bite"™
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locker

TITLE DETANLS
Component foT Field Gateway
SDLPhase ............................................................................................................ Dep!ovmem .....................................................................................................
App“mb;&mmmﬁagms ............................................................................. G;néac ..............................................................................................................
Attributes N/A
. Refemmes .......................................................................................................... MA .....................................................................................................................
Steps Windows 10 10T Core implements a lightweight version of bit-

focker Device Encryption, which has a strong dependency on
the presence of a TPM on the platform, induding the
necessary pre0S protocol in UEF] that conducts the necessary
measurements. These pre(0S measurements ensure that the
OS later has a definitive record of how the OS5 was

launched. Encrypt OS partitions using bit-lodker and any
additional partitions also in case they store any sensitive data.

Ensure that the default login credentials of the field gateway are
changed during installation

TITLE DETAILS

..... c QmpgmmhTFmidGﬁwwﬁy
SDL Phase Deployment

Appimame Temnamgies .............................................................................. G ene C ..............................................................................................................
Attributes N/A

Steps Ensure that the default login credentials of the field gateway
are changed during instailation

Ensure that the Cloud Gateway implements a process to keep the
connected devices firmware up to date

TITLE DETAILS

..... c OmpgmmhTO(UdE(A@W(V
S04 Phase Build

Appimame Temnamgies .............................................................................. G ene C ..............................................................................................................
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TITLE DETAILS

Attributes Gateway choice - Azure loT Hub

References v, How o undat
Steps LWM2M is a protooot from the Open Maobile Alllance for ot

Device Management. Azure 10T device management allows to
interact with physical devices using device jobs. Ensure that
the Cloud Gateway implements a process to routinely keep
the device and other configuration data up to date using
Azire 1oT Hub Device Management.

Ensure that devices have end-point security controls configured as per
organizational policies

TITLE DETAILS

Component Machine Trust Boundary
SDLPhase ............................................................................................................ Dep!ovmem .....................................................................................................
App; mab; QTQCth ; agges ............................................................................. G;néac ..............................................................................................................

Attributes /A
RefemmeSJA .....................................................................................................................
..... St&psmeﬂdtjév(éaghawmjkm‘sé(myctm”‘x%

bit-locker for disk-level encryption, anti-virus with updated
signatures, host based firewall, OS upgrades, group policies
etc. are confiqured as per organizational security policies.

Ensure secure management of Azure storage access keys

TITLE DETAILS
Cgmpﬁmm/—\zﬁestorage ..................................................................................................
..... SDLPhaseD:}phym;m

Appilicable Technologies Generic
Aﬁnbutesﬂ\ .....................................................................................................................

References

IriusRisk
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DETAILS

Key Storage: It is recommended to store the Azure
Storage access keys in Azure Key Vault as a secret and
have the applications retrieve the key from key vauit. This
is recommended due to the following reasons:

2 The application will never have the storage key
hardcoded in a configuration file, which removes that
avenue of somebady getting access 1o the kays
without specific permission

® Access to the keys can be controlled using Azure Active
Directory. This means an account owner can grant
access 1o the handful of appilications that need to
retrieve the keys from Azure Key Vault. Other
applications will not be able to access the keys without
graniing them permission spedifically

@ Key Regeneration: It is recommended to have a
progess in place to regenerate Azure storage access
kevs for security reasons. Details on why and how to
plan for key regeneration are documented in the Azure
Storage Security Guide reference article

Ensure that only trusted origins are allowed if CORS is enabled on

Azure storage

TITLE

Component

Appilicable Technologies

Attributes

DETAILS

Azure Storage

Azure Storage allows you to enable CORS — Cross Origin

Resource Sharing. For each storage account, you can specify
domains that can access the resources in that storage account.
By defauit, CORS is disabled on all services. You can enable
CORS by using the REST APl or the storage chent library to cail
one of the methods 1o set the service policies.

Enable WCF's service throttling feature

5D Phase

Applicable Technologies

DETAILS
....................................... WCF
....................................... Bu”d
NET Framework 3 IriusRisk

............................................................................................................ Ex. 1002 - Page 139



TITLE DETAILS

Attributes N/A

References

Steps Not placing a fimit on the use of system resources could
result in resource exhaustion and ultimately a denial of
service.

& EXPLANATION: Windows Communication Foundation
(WCF) offers the ability to throttle service regquests.
Allowing too many disnt requests can flood a system
and exhaust its resources. On the other hand, allowing
only a small number of requests to a service can
prevent legitimate users from using the service. Each
service should be individuaily tuned to and configured
to aliow the appropriate amount of resources.

& RECOMMENDATIONS Enable WCF's sarvice throttling
feature and set limits appropriate for your application.

Example

The following is an example configuration with throttling enabled:

<gystem.serviceModels
<behaviors>
<seprviceBehaviors>
<behavior name="Throttlied™»
gerviceThrottling maxConcurrentCalls="[YOUR SERVICE VALUE]" maxConcurrentSessions="[YOUR SERVICE VALUEQ"
maxConcurrentinstances="[YOUR SERVICE VALUE]" />

</system.serviceMadel>

TITLE DETAILS
Component WCF

SO Phase Build

Applicable Technologies NET Framework 3
Attributes N/
References

Steps Metadata can help attackers learn about the system and plan
a form of attack. WCF services can be configured 1o expose
metadata. Metadata gives detailed service description
information and should not be broadcast in production

environments. The RttpGetEnabled /i HitpsGetEnabled
properties of the ServiceMetaData dass defines whether a
service will expose the metadat

IriusRisk
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The code below instructs WCF to broadcast a service's metadata

ServiceMetadataBehavior smb = new ServiceMetadataBehavior();
smb. HttpGetEnabled = true;
smb . HttpGeturl = new Uri(EndPointAddress};

Host.Description.Behaviors.Add{smb);

3o not broadcast service metadata in a production environment. Set the HitpGettnabled / HitpsGeatEnablad

properties of the ServiceMetaData dlass to false.

Example

The code below instructs WCF to not broadcast a service's metadata.

ServiceMetadataBehavior smb = new 3ServiceMetadataBehavior

~
.

smb. HEtpGetinabled = false;
smb. HEEpGetUrl = new Uri(EndPointaddress);
Host.Description.Behaviors. Add(smb);

IriusRisk
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TITLE DETAILS

S Phase Build

Appilicable Technologies Generic

Attributes N/A

References N/A

Steps Praducts st use only those symmetric block dphers
and associated key lengths which have been explicitly
approved by the Crypto Advisor in your arganization.
Approved symrmetric algorithms at Microsoft include the
following block ciphers:

& For new code AES-128, AES-192, and AES-256 are
acceptable

® For backward compatibility with existing code, three-
key 3DES is acceptable

@ For products using symmetric block dphers:

& Advanced Encryption Standard (AES) is required
for new code

o Three-key triple Data Encryption Standard
{3DES) is permissible in existing code for
backward compatibility

©  All other block dphers, including RC2, DES, 2
Key 3DES, DESX, and Skipjack, may only be
used for decrypting old data, and must be
replaced if used for encryption

® For symmetric blodk encryption algorithms, a minimum
key length of 128 bits is required. The only biack
encryption aigorithm recommended for new code is
AES (AES-128, AES-192 and AES-256 are all
acceptabie)

@ Three-key 3DES is currently acceptable if already in use
in existing code; transition to AES is recommended.
DES, DESX, RC2, and Skipjack are no longer considered
secure. These aigorithms may only be used for
decrypting existing data for the sake of backward-
compatibility, and data should be re-enaypted using a
recommended block cipher

Please note that all symmetric block ciphers must be use
with an approved dpher mode, which requires use of an

appropriate initialization vector (V). An appropriate IV, is
typically a random number and never a constant value

The use of legacy or otherwise unapproved crypto
algorithms and smaller key lengths for reading existing
data {as opposed to writing new data) may be permitted
after your organization's Crypto Board review. However,
you must file for an exception against this reguirement.
Additionally, in enterprise deployments, producis should
considar warning administrators when wesk crypto is used
to read data. Such warnings should be explanatory and
actionable. In some cases, it may be appropriste to have
Group Policy control the use of weak aypto

Allowed .NET algorithms for managed crypto agility (in

order of preference) IriusRisk
ruUskiIs
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& AuthenticatedAesCng (FIPS compliant)
TITLE DETAIS. : e .
& AESCryptoServiceProvider (FIPS comphiant)

Please note that none of these algorithms can be specified

via the ! SymmetricAlgorithm. Create OF

CryptoConfig. Createfromiame | methods without

making changes to the machine.config file. Also, note that
AES in versions of NET prior to NET 3.5 is named

daelManaged | 2

uthenticatedAesCng | are »available through CodePlex

and reguire CNG in the underlying OS5

Use approved block cipher modes and initialization vectors for
symmetric ciphers

TITLE DETAILS

5D Phase Build

Applicable Technologies Generi
- Aﬁnhmes ............................................................................................................ F\/ﬂ ....................................................................................................................
. Refgmmes .......................................................................................................... N .......................................................................................................................
Steps All symmetric block ciphers must be used with an approved

symmetric cipher mode. The only approved modes are CBC
and CTS. In particular, the electronic code book (ECB) mode of
operation shouid be avoided; use of ECB requires your
organization's Crypto Board review. All usage of OFB, CFB,
CIR, CCM, and GCM or any other encrygtion mode must be
reviewed by your organization's Crypto Board. Reusing the
sarne initialization vector (V) with block ciphers in "streaming
ciphers modes,” such as CTR, mav cause encrypted data to be
revealed. All symmetric block ciphers must also be used with
an appropriate initialization vector {IV). An appropriate iV is a
cryptographically strong, random number and pever a
constant value.

Use approved asymmetric algorithms, key lengths, and padding

TITLE DETAILS

S Phase Build

Applicable Technologies Generic
Atiributes A

....................................................................................................................................................................................................................................... IriusRisk
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TITLE DETAILS

References N/A

Steps The use of banned cryptographic algorithms introduces
significant risk to product security and must be avoided.
Products must use only those cryptographic algorithms
and associated key lengths and padding that have been
explicitly approved by your organization's Crypto Board.

& RSA- may be used for encryption, key exchange and
signature. RSA encryption must use only the OAEP or
RSA-KEM padding modes. Existing code may use FKCS
#1 v1.5 padding mode for compatibility only. Use of
nult padding is explicitly banned. Keys >= 2048 bits is
required for new code. Existing code may support keys
< 2048 bits only for backwards compatibility after a
review Dy your organization's Crypio Board. Keys <
1024 bits may only be used for decrypting/verifying
old data, and must be replaced if used for encryption
ar signing operations

& EBCOSA- may be used for signature only. ECDSA with
»=256-bit keys is reguired for new code. ECDSA-
hased signatures must use one of the three NIST
approved curves {P-256, P-384, or P521). Curves that
have been thoroughly analyzed may be used only after
a review with your organization’s Crypto Board.

& BCDM- may be used for key exchange only. ECDH with
>=256-bit keys is required for new oode. ECOH-based
key exchange must use one of the thres NIST
approved curves (P-256, P-384, or P521). Curves that
have been thoroughly analyzed may be used only after
a review with your organization's Crypto Board.

® DSA- may be acceptable after review and approval
from your organization's Crypte Board. Contact your
security advisor to schedule your organization's Crypto
Board review. if your use of DSAis approved, note that
you will need to prohibit use of keys less than 2048
bits in length. CNG supports 2048-bit and greater key
lengths as of Windows §.

e Diffie-MHellman- may be used for session key
raanagerment only. Key length > = 2048 bits is required
for new code. Bxisting code may support key lengths <
2048 bits only for backwards compatibility after a
review by your organization's Crypto Board. Keys <
1024 bits may not be usad.

Use approved random number generators

TITLE DETAILS
..... c Qmpﬂmmwebfxpphcatmﬁ
SDLPhaSE ............................................................................................................ Bu”d ...................................................................................................................
Applicable Technologies Generi
- Aﬁnhmes ............................................................................................................ F\/A .......................................................................................... IrIUSR ISk .......
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TITLE DETAILS

References N/A

Steps Products must use agproved random number generators.
Pseudorandom functions such as the C runtime function
rand, the NET Framework dass System.Random, or
system functions such as GetTickCount must, therefore,
never be used in such code. Use of the dual elliptic curve
random number generator (DUAL_EC_DRBG) algorithm is

prohibited

& ONG- BCryptGenRandom{use of the
BCRYPT_USE_SYSTEM_PREFERRED _RNG flag
recornmended unless the caller might run at any IRQL
greater than O {that is, PASSIVE_LEVEL])

e CAPI- cryptGenRandom

® Win32/84- RtlGenRandom {(new implernentations
should use BUryptGenRandom or CryptGenRandom) *
rand_s * SystemPrng {for kernel mode)

& _NET- RNGCryptoServiceProvider or RNGCng

® Windows Store Apps-

Windows Security Cryptography CryptographicBuffer.G
enerateRandorn or .GenerateRandomMNumber

s Apple 08 X {10.7+)/i08(2.0+)- int
SecRandomCopyBytes (SecRandomRef randorn, size_t
count, uint8_t bytes )

e Apple O5 X (< 70.7}-* Use /dev/random to retrieve
random numbers

e Java{including Google Android Java code)-
java security SecureRandom dlass. Note that for
Android 4.3 (Jelly Bean), developers must foliow the
Android recommended workaround and update their
applications o explictly initialize the PRNG with
antropy from /dev/urandorm or /dev/random

Do not use symmetric stream ciphers

TITLE DETAILS
Component Web Application
SDLPhase ............................................................................................................ Bu“d ...................................................................................................................
Applicable Technologies Genenc
..... A ﬁnhmeswﬂ
. Refgmmes .......................................................................................................... N .......................................................................................................................
Steps Syrametric stream dphers, such as RC4, must not be used.

Instead of symmetric stream ciphers, products should use a
bilodk cpher, specifically AES with a key length of atf least 128
bits.

Use approved MAC/HMAC/keyed hash algorithms Ex 1002 - Pog 146



Component

SDL Phase

DETAILS

Web Application

Build

Applicable Technolegies Generic
Attributes N/A

..... Rafemncesi\m
Steps Products must use only approved message authentication

code (MAC) or hash-based message authentication code
{(HMAL) algorithms.

A message authentication code (MAC) is a piece of
information attached to a message that allows its redpient
to verify both the authenticity of the sender and the
integrity of the message using a secret key. The use of

) or Glade dphar-ha

gither a hash-based MAC (MM

MAL Is parmissible as long as all underlying hash or
symmetric encryption algorithms are also approved for
use; currantly this indudes the HMAC-SHAZ functions
(HMACZ-5HAZ56, HMAC-SHA384 and HMAC-SHAS12)
and the CMAC/OMACT and OMACZ block cipher-based
MACs {these are based on AES).

Use of HMAC-SHAT may be permissible for platform
compatibility, but you will be required to file an exception
to this procedure and undergo your organization's Crypto
raview. Truncation of HMACs to less than 128 bits is not
permitted. Using custormer methods to hash a key and
data is not approved, and must undergo your
organization's Cryptoe Board review prior 1o use.

Use only approved cryptographic hash functions

TITLE DETAILS

Componant Web Application

S04 Phase Build

Attributes N/A

References INSA

IriusRisk
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TITLE DETAILS

Steps Products must use the SHA-2 family of hash algorithms
(SHAZ256, SHA3E4, and SHAS12). If a shorter hash is
needed, such as a 128-bit output length in order to fit a
data structure designed with the shorter MD5 hash in
mind, product teams may truncate one of the SHA2
hashes {typically SHAZ56). Note that SHA384 is a
truncated version of SHAS12. Truncation of cryptographic
hashes for security purposes to less than 128 bits is not
permitted. New code must not use the MDZ2, MD4, MD5,
SHA-0, SHA-1, or RIPEMD hash algorithms. Hash
collisions are computationally feasible for these algorithms,
which effectively breaks them.

Allowad NET hash algorithms for managed crypto agiiity
(in order of preference):

SHAE12Cng (FIPS compliant)

SHA384Cng (FIPS compliant}

SHA256Cng (FIPS compliant}

SHAS 12Managed (non-FiPS-compliant) (use SHA512
as algorithm name in calls to HashAlgorithm.Create or
CryptoConfig.CreateFromName)

& SHAZ84Managed (non-FiPS-compliant) {use SHA3 84
as algorithm name in calls to HashAlgorithm. Create or
CryptoConfig.CreateFromName)

B 8 & &

® SHAZS6Managed (non-FIPS-compiliant) (use SHAZS56
as algorithm name in calls to HashAlgorithm.Create or
CryptoConfig.CreateFromName)

#® SHAS12CryptoServiceProvider (FIPS compliant)

2 SHARE6CryptoServiceProvider (FIPS compliant)

® SHA384CryptoServiceProvider (FIPS compliant)

Use strong encryption algorithms 1o encrypt data in the database

TITLE DETAILS

..... c Qmpﬂmmsatmaqe
SDL Phase Build

Appimame Tecmwiagies .............................................................................. b ene C ..............................................................................................................

Atmbmes ............................................................................................................ N/A ....................................................................................................................
Referances Choosi S

Steps Encryption algorithms define data transformations that cannot
be easily reversed by unauthorized users. SQL Server aliows
administrators and developers to choose from among several
algorithms, induding DES, Triple DES, TRIPLE_DES 3KEY, RC2,
RC4, 128-bit RC4, DESX, 128-bit AES, 192-bit AES, and 256~
bit AES

SSIS packages should be encrypted and digitally signed IriusRisk
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TITLE DETAILS

Component Database
SDL Phase Build

Appimame‘remnamgies .............................................................................. G enec ..............................................................................................................
Attributes N/A

..... Refemmes
Steps The source of a package is the individual or organization that

created the package. Running a package from an unknown or
untrusted source might be risky. To prevent unauthorized
tampering of SSIS packages, digital signatures should be used.
Also, to ensure the confidentiality of the packages during
storags/transit, SSIS packages have to be enarypted

Add digital signature to critical database securables

TITLE DETAILS
Component Database
SDL Phase Build

Attributes

References

Steps i cases where the integrity of a critical database securable has
to be verified, digital signatures should be used. Database
securables such as a stored procedurs, function, assembly, or
trigger can be digitally signed. Below is an example of when
this can be useful Let us say an ISV {Independent Software
Vendor) has provided support to a sofiware delivered to one
of their customaers. Before providing support, the 1SV would
want 1o ensure that a database securable in the software was
not tamperad eithar by mistake or by a malicious attempt. if
the securable is digitally signed, the ISV can verify its digital
signature and validate its integrity.

Use SQL server EKM 1o protect encryption keys

TITLE DETAILS
Component Database
SDL Phase Build

IriusRisk
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TITLE DETAILS

Appilicable Technologies Generic
Attributes N/A

References

encryption keys that protedt the database files 1o be stored in
an off-box device such as a smartcard, USB device, or
EKM/HSM module. This also enables data protection from
database administrators {except mermbers of the sysadmin
group). Data can be enaypted by using encryption keys that
only the database user has access to on the external
EKM/HSM module.

Use AlwaysEncrypted feature if encryption keys should not be revealed
to Database engine

TITLE DETAILS
Component Database
SDL Phase Ruiid

Applicable Technologies

Attributes
Refarences
Steps Always Encrypted is a feature designed to protect sensitive

data, such as credit card numbers or national identification
numbers {e.g. U.S. sodial security numbers), stored in Azure
SOL Database or SQL Server databases. Always Enaypted
aliows clients to encrypt sensitive data inside cdlient
applications and never revesl the encryption keys to the
Database £ngine (SQL Database or SOL Server). As a result,
Always Encrypted provides a separation between those who
own the data {and can view it} and those who manage the
data {but should have no access;

Store Cryptographic Keys securely on loT Device

TITLE DETAILS

..... c Ompgmmiﬂgwm
SDL Phase Build

Appimame Temnamgies .............................................................................. G ene C ..............................................................................................................

IriusRisk
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TITLE DETAILS
Attributes Device OS5 - Windows 10T Core, Device Connectivity - Azure
toT device SDKs

Steps Symmetric or Certificate Private keys securely in 3 hardware
protectad storage like TPM or Smart Card chips. Windows 10
toT Core supports the user of & TPM and there are several

corpatible TPMs that can be used:

o N

Ny

el

recommended to use a Firmware or Dis
TPM should only be used for development and testing
purposes. Once a TPM is available and the keys are
provisioned in it, the code that generates the token should be
written without hard coding any sensitive information in it

Example

TomDevice myDevice = new TpmBevice{d);
// Use logical device 8 on the TPM
string hubliri = myDevice.GetHostName();
string deviceld = myDevice.GetBeviceld();
string sasToken = myDevice.GetSASToken();

var devicellient = Devicellient.Create( huburi, AuthenticatiorMethodFactory.
CreateAuthenticationWithToken(deviceld, sasToken), TransportType.Amgp):

As can be ssen, the davice primary kay is not prasent in the code. Instead, it is stored in the TPM at siot 4. TPM

device generates a short-fived SAS token thatis then used to connect to the loT Hub.

Generate a random symmetric key of sufficient length for
authentication to loT Hub

TITLE DETAILS

Component foT Cloud Gateway

S04 Phase Build

Applicable Technolegies Generic

- Atmbmes ............................................................................................................ G “PWW (m:@ : Mum !CT HE ) ...............................................................
References N/A

. Steps ...................................................................................................................... EOT HUh : Conkam S : a : d evce ‘ Ge m‘ty Re g istry a n G Whue ........................

provisioning a device, automatically generates a random
Symmetric key. It is recommended to use this feature of the
Azure {oT Hub Identity Registry to generate the key used for
authentication. 10T Hub also allows for a key to be specified
while creating the device. If a key is generated outside of loT
Hub during device provisioning, it is recornmended to create a
random symmetric key or at least 256 bits. IriusRisk
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Ensure a device management policy is in place that requires a use PIN
and allows remote wiping

TITLE DETAILS

campcmem ......................................................................................................... Dma WCSCRWMOMECEEEM .....................................................................

..... SDLPhaseD:}phym;m
Appilicable Technologies Generic

. Aﬁr ibutes ............................................................................................................ MA .....................................................................................................................
References N/A

..... Smpshmyeade\licema“agemen'poaicyismpiatematrequ”esa

use PIN and allows remote wiping

Ensure a device management policy is in place that requires a
PIN/password/auto lock and encrypts all data (e.q. Bitlocker)

TITLE DETAILS
Component Dynamics CRM Qutlook Client
..... gQLPhaSQBUEd
Applicable Technologies Generic
. Amﬁ mmas ............................................................................................................ MA .....................................................................................................................
..... ReferenmswA
Steps Ensure a device management policy is in place that requires a

PiN/password/auto lock and encrypts all data (e.g. Bitlocker)

Ensure that signing keys are rolled over when using ldentity Server

TITLE DETAILS

. Cnmpamnt ......................................................................................................... H ;nw V Sérver .................................................................................................
SDL Phase Deployment

Appg Kabg eTeChm} ; QQmS ............................................................................. Ganerc ..............................................................................................................

. Amﬁ gbmes ............................................................................................................ NA .....................................................................................................................
References A% &

IriusRisk
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TITLE DETAILS

Steps Ensure that signing keys are rolled over when using {dentity
Server. The link in the references section explains how this
should be plannad without causing cutages to applications
relying on dentity Server.

Ensure that cryptographically strong client 1D, client secret are used in
identity Server

TITLE DETAILS

..... c Ompgmmijm“ygmjw
SDL Phase Build

Appimame‘remnamgies .............................................................................. G enec ..............................................................................................................
Attributes N/A

..... Rafemncesi\m
Steps Ensure that cryptographically strong client 1D, dlient secret

are used in Identity Server. The following guidelines should
be used while generating a client 1D and secret:

& (enerate a random GUID as the dient D
® (enerate a cryptographically randont 256-bit key as
the sacret

IriusRisk
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PRODUCT/SSERVEICE = BSRTICLE

TTTTT

omp
§§§§§§§§
Applicable Technologies
rk (WC
configured to expose debugging information. Debug
i i i producti i
attribute includebxceptionDetailinFaults is set o true,
clients. Attackers can leverage the additional information they
Example
The following configuration file includes the  <servicebebugs tag:

IriusRisk
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<configuration>

<system. serviceModel>
<behaviors>
<serviceRehaviors»

<pehavior names=""MyServiceBehavior™ s
<gervicebebug includeExceptionbetaillnfaults=""True™" htipHelpPageEnabled=""True""/>»

Disable debugging information in the service. This can be accomplished by removing the <servicebebugs | tag from

your application's configuration file.

WCF- Do not include serviceMetadata node in configuration file

Component

SO Phase

Attributes

References

DETAILS

Publicly exposing information about a service can provide
attackers with valuable insight into how they might exploit the
service. The ! <serviceMetadata> :tag enables the metadata

publishing feature. Service metadata could contain sensitive
information that should not be publicly accessible. At a3
minimum, only allow trusted users to access the metadata and
ensure that unnacessary information is not exposed. Betfter
yet, entirely disable the ability to publish
WCF configuration will not contain the :

tag.

Ensure that proper exception handling is done in ASPNET Web API

S Phase

Appilicable Technologies

Attributes

References

DETAILS

Ry default, most uncaught exceptions in ASP.NET Wek AP are
transiated into an HTTP response with status code

5.:@&3, Internal Servep g IriusRisk
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Example

To control the status code returned by the AP, HttoResponseException  can be used as shown below:

public Product GetProduct{int id)
.

Product item = repository.Get{id);

v
1
throw new HttpResponseException{HttpStatusCode.NotFound);

}

return item;

Example

For further control on the exception response, the  HttpRespon tass can be used as shown below:

public Product GetProduct{int id)

{

Product item = repository.Get{id);
if {dvem == null)
{
var resp = new HbtpResponseMessage{HttpStatusCode.NotFound)
{
Content = new StringContent{string.Format{"No product with ID = {0}, id)),
ReasonPhrase = "Product ID Not Found”
}
throw new HttpResponsefxception{resp);
}

return item;

OnException method.

Example

Here is a filtar that converts | NotImplementedException Lexceptions into H

P status code ! 501, Not Implemented !

ey
i

)

namespace FroductStore.Filters
{
using System;
using System.Net;
using System.Net.Hitp;
using System.Web.Http.Filters;

public class NotImpleExceptionFilterdttribute : ExceptionFilterattribute
{
public override veid OnException{HttpActionExecutedlontext context)
if {context.Exception is NotimplementedException)
{
context.Response = new HitpResponseMessage (HttpStatusCode.NotImplemented);

el

IriusRisk
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& By action
& By controller

e Globally

Example

To apply the filter to a specific action, add the filter as an attribute to the action:

public class ProductsController @ ApiController
[NotImplExceptionFilter]
public Contact GetContact{int id)
{
throw new NotImplementedException{"This method is not implemented”™);

[NotImplExceptionFilter]
public class ProductsController @ ApiController

{

Example

To apply the filter globally to all Web APl controliers, add an instance of the filter to the

Globallonfiguration.Confipguration.Filters. Add(
new ProductStore.NotImplExceptionFilterattribute());

public HttpResponseMessage PostProduct(Product item)
if {iModelState.lsvalid)
return Request,reateErrorResponse{HttpStatusCode.BadRequest, ModelState);
// Implementation not shown...

Check the links in the referances section for additional details about exceptional handling and model validation in
ASP Net Web AP

Do not expose security details in error messages

TITLE DETAILS

Component Weh Application IriusRisk
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TITLE DETAILS

S Phase Build

Appilicable Technologies Generic
Attributes N/A
References N/A

Generic arror messages are provided directly to the user

without including sensitive application data. Examples of
sensitive data inciude:

Server names

Connection strings

Usernames

Passwords

SQL procedures

Details of dynamic SGL failures
Stack trace and lines of code
Variables stored in mernory
Drive and foider locations
Appiication install points

Host configuration settings

@ B B &8 & & @& @ © B B B

Other internal application details

Trapping all errors within an application and providing
generic error messages, as wall as enabling custom errors
within IS will help prevent information disclosure. SGQL
Server database and NET Exception handling, among
other error handling architectures, are espediaily verbose
and extremely useful to a malicous user profiling your
application. Do not directly display the contents of a dass
derivad from the NET Exception dass, and ensure that you
have proper exception handling so that an unexpected
exception isn't inadvertently raised directly to the user.

® Provide generic error messages directly to the user

that abstract away specific details found directly in the
exception/error message

¢ [o not display the contents of a NET exception d
directly to the user

& Trap all error messages and if appropriate inform the
user via a generic error message sent to the application
chent

& Do not expose the contents of the Exception class

directly to the user, especially the return value from

y ; or the values of the Message or

StackTrace properties. Securely log this information and
display a more innocuous message 1o the user

implement Default error handling page

TITLE DETAILS

Component Web Application . )
IriusRisk
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TITLE DETAILS

S Phase Build

Appilicable Technologies Generic

Atiributes N/A

References Eedit ASPNET

Steps When an ASP.NET application falls and causes an HTTP/1x

500 internal Server Error, or a feature configuration (such

as Reguest Filtering) prevents a page from being

displayed, an error message will be generated.

Administrators can choose whether or not the a
should display a friendly message 1o the dlient, detailed

error message o the client, or detailed error message to

locathost only. The tag in the web.config has three modes:

®& O Specifies that custom errors are enabled. If no
defaultRedirect attribute is specified, users see a
generic error. The custom errors are shown to the
remote clients and to the local host

& Off: Specifies that custom errors are disabled. The
detailed ASP NET errors are shown to the remote
chents and to the ncal host

® RemoteOnly: Specifies that custom errors are shown
only to the remote clients, and that ASP.NET errors are

shown 1o the local host. This is the default value

ustomfrrors mode

Set Deployment Method to Retail in 1S

TITLE DETAILS

S Phase Deployment

Applicable Technologies Generic
Attributes N/A
References

IriusRisk
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TITLE DETAILS

The! «d

product
applications run with the best possible performance and

ion 115 servers. This switch is used to help

least possible security information leakages by disabling
the application's ability to generate trace output on a
page, disabling the ability to display detailed error
messages to end users, and disabling the debug switch,

Often times, swilches and options that are developer-
focused, such as failed request tracing and debugging, are
enabled during active development. it is recormnmended
that the deployment method on any production server be
set to retail. open the machine.config file and ensure that
<deployment retail="true” />  remains set to true.

Exceptions should fail safely

TITLE DETAILS

Componant Web Application

Applicable Technolegies Generic
Attributes N/A
References

Steps Application should fail safely. Any method that returns a
Boolean value, based on which certain decision is made,
should have exception block carefully created. There are lot of
logical errors due to which security issues creep in, when the
exception block is written carelessiy.

Example

IriusRisk
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public static bool ValidateBomain{string pathTovalidate, Url currentirl)

£

ey
{

if (tstring.IsNullOrwhiteSpace({pathTovalidate))

{

var domain = Retrievelomain{currentirl);
var replyFath = new Uri(pathTovalidate);

var replybomain = Retrievelomain{replyPath);

if {string.Compare{domain, replyDomain, StringComparison.OrdinallignoreCase) 1= 8)
/777 Adding additional check to enable CMS urls if they are not hosted on same domain.
if (fstring. IsNullOorkhiteSpace(Utilities.CmsBase))
{
{
var cmsBomain = Retrievelomain{new Uri{utilities.Base.Trim()));
if {string.Compare{cmbomain, replyDomain, StringComparison.Ordinallgnorelase) t= 9}
return false;
1
y
else
{
return true;

return false;

el

return true;

e

atch (UriFormatException ex)

.

LogHelper.LogException("Utilities:validateDomain”, ex);
return true;

el

The above method will always return True, if some exception happens. If the end user provides a malformed URL,
that the browser respects, but the uri()

Cconstructor doesn't, this will throw an exception, and the victim wili be
taken to the valid but malformed URL.

IriusRisk
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TITLE DETAILS

Componant Web Application

SDL Phase Build

Applicable Technolegies Generic

Attributes N/A

References

Steps

element. This aliows custom functions to be
used in an XSLT transformation. The script is executed under
the context of the process performing the transform. XSLT
script must be disabled when in an untrusted environment to
prevent execution of untrusted code. If using NET XSLT
scripting is disabled by default; however, you must ensure that
it has not been exphdtly enabled through the
;XsltSettiﬁgsaEﬁableScript property.
Example

KsitSettings sattings = new XsltSettings(};
settings.EnableScript = true; // WRONG: THIS SHOULD BE SET TO false

Example

i you are using using M5XML 6.0, XSLT scripting is disabled by default, however, you must ensure that it has not
been explicitly enabled through the XML DOM object property AllowXsitScript.

doc.setProperty{("AllowXsitScript™; true); // WRONG: THIS SHOULD BE SET 70 false

Example

Hyou are using MSXML 5 or below, XSLT scripting is enabled by defauit and you must explicitly disable it. Set the
XML DOM object property AllowXsltScript to false.

Ensure that each page that could contain user controllable content opts
out of automatic MIME sniffing

TITLE DETAILS
Componant Web Application
SDL Phase Build
Applicable Technologies Generic
IriusRisk
Attributes N/A
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TITLE DETAILS

References

Steps

the e Header
. To comply with this

content, you rust us

5X~Lontent4TyneAOptions:nosni$4
requirarnant, you can either set the required header page
v page for only those pages that might contain user-

controllable content, or vou can set it globally for all pages
in the application.

Each type of file deliverad from a web server has an

assodated MIME typs (also called a conteni-type) that

describes the nature of the content {that is, image, text,
application, etc)

The X-Content-Type-Options header is an HTTP header
that aliows developers to specily that their content should
nat be MIME-sniffed. This header is designed to mitigate
MIME-Sniffing attacks. Support for this header was added
in internet Explorer 8 (1£8)

Only users of internet Explorer 8 (IE8) will benefit from X-
Content-Type-Options. Previous versions of Internet
Explorer do not currently respect the X-Content-Type-
Options header

internet Explorer 8 (and later) are the only major browsers
to implement 3 MIME-sniffing opt-out feature. If and
when other major browsers {Firefox, Safari Chrome)
implement similar featuras, this recommendation will be
updated to include syntax for those browsers as well

Example

To enable the required header globally for all pages in the application, you can do one of the following:

<system,webServer:»
<httpProtocols
<customHeaders>

v o

<add name=""X-Content-Type-Options value=""nosniff""/>
</customteaderss
</httpProtocal>

</system.webServers

® Add the header through the global Application_BeginRequest

vaid Application_BeginRequest(object sander, EventArgs e)

[

this.Response,Headers{ " "X-Content-Type-Options™] = ""nosniff™";

e Implement custom HTTP module

IriusRisk
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public class X{ontentTypeOptionsModule : IHttpModule

{

#region THttpModule Members

public void Dispose()

{

3
5

public void Init{HtipApplication context)

{

context.PraSendRaguestHeadars += newEventHandler({contaxt_ PreSendRequestHeadersy;

¥

fendregion

void context PreSendReguestHeaders{object sender, Eventlrgs e)
.
L

Httpapplication application = sender as Httpapplication;

i¥ (application == null)
return;

if (application.Response.Headers[""X-Content-Type-Options ™"
return;

application.Response. Meaders. Add{""X-Content-Type-Options s UnosailfETy;

[
__<
o]
-y
[a]
Cur
o
[¢]
o
Cu
(0]
<
-y
[¢]
-
(]
i)
=
I
(ol
o
[0}
o
o
=
reram,
[®]
S,
[¥5]
o
(]
&R
ot
(@]
i)
[s¥)
0y
[+
[V
.
g
oy
[l
&
o
[{e]
-
=t
C
[N
=z
jan
-y
<3
[¢]
[¥2]
he]
O
-
w
[
v

this . Response, Headers[ ™™

e

X~Content-Type-Options™"] =

Componant Web Application

S04 Phase Build

Attributes N/A

References

IriusRisk
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TITLE DETAILS

Steps Although it is not widely used, there is a feature of XML
that allows the XML parser to expand macro entities with
values defined either within the document itself or from
external sources. For example, the document might define
an entity "companyname” with the value "Microsoft,” so

that every time the text "S8icompanynaime;” appears in the
docurent, it is automatically replaced with the text
Microsoft. Or, the document might define an entity
"MSFTStock” that references an external web service to
fetch the current value of Microsoft stock.

Then any time "&MSFTStodk;" appears in the documeant, it
is automatically replaced with the current stock price.
However, this functionality can be abused to create denial
of service {DoS) conditions. An attacker can nest multiple
entities to create an exponential expansion XML bomb
that consumes ali available memory on the system.

Alternatively, he can create an external reference that
streams back an infinite amount of data or that simply
hangs the thread. As a resuit, all teams must disable
internal and/or external XML entity resolution entirely if
their application does not use it, or manually limit the
amount of memory and time that the application can
consume for entity resolution if this functionality is
absolutely necassary. if entity resolution is not required by
your application, then disable it.

Example

For NET Framewaork code, you can use the foliowing approaches:

¥mlTextReader reader = new XmlTextReader(stream);
ragder.Prohibititd = true;

settings.Prohibitdtd = true;
XmiReader reader = XmlReader.Create(stream, settings):

/7 For (NET 4

XmiReaderSettings settings = new XmlReaderSettings();
settings.DtdProcessing = DtdProcessing.Prohibit;
KmiReader reader = XmiReader.Create(stream, settings);

Note that the defauit value of prohibitdtd in xmlReaderSettings is true, butin: xmiTextReader itis false. if you are

using XmiReaderSettings, you do not need to set ProhibitDid to true explicitly, but itis recommended for safety

sake that you do. Also note that the XmiDocument dass allows entity resolution by default.

Example

o disable entity resciution for XmiDocuments, use the  xmibocument. Load(XmiReader) | overload of the Load method

XmiReaderSettings settings = new XmlReaderSettings{();
settings.Prohibitdtd = true;
XmiReader reader = XmlReader.Create(stream, settings);

XmlDocument doc = new Xmilocument{); . .
IriusRisk
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Example

if disabling entity resolution is not possible for your application, set the

Xl ReaderSettings MaxCharactersFromEntities property to a reasonable value according to vour application's
needs. This will limit the impact of potential exponential expansion Do attacks. The following code provides an
axample of this approach:

XmiReaderSettings settings = new XmlReaderSettings

—~
~

settings.Prohivitdtd = false;
settings.MaxCharactersfromintities = 1660;
XmiReasder reader = XmlReader.Create(stream, settings);

Example

if you need to resolve inline entities but do not need to resolve external entities, set the
XrlReaderSettings XmiResolvar property to null. For sxample:

XmiReadersettings settings = new XmlReaderiettings{);
settings.Prohivitdtd = false;
settings.MaxCharactersfromintities = 1660;
settings.XmlResoliver = null;

XmiReasder reader = XmlReader.Create(stream, settings);

Note that in MSXMLE, ProhibithiTD is set to true (disabling DD processing) by default For Apple OSX/IGS code,
there are two XML parsers you can use: NSXMLParser and ibXML2.

Applications utilizing http.sys perform URL canonicalization verification

TITLE DETAILS

Componant Web Application

Applicable Technologies Generic

Attributes N/A

References N/A

IriusRisk
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TITLE DETAILS

Steps Any application that uses http.sys should follow these
guidelines:

® Limit the URL length to no more than 16,384
characters (ASCH or Unicode). This is the absolute
maximum URL length based on the default Internet
Information Services {liS) & setting. Websites should
strive for a length shorter than this if possible

& Use the standard NET Framewaork file 1/0O dlasses (such
as FileStream) as these will take advantage of the
canonicalization rules in the NET FX

e Explictly build an allow-iist of known filenames

e Explicitly reject known filetypes you will not serve
UriScan rejects: exe, bat, amd, com, hiw, ida, idg, hir,
ide, shitmfl], stm, printer, ini, pol, dat files

#  Catch the following exceptions:

o Systemn.ArgumeniException (for device names)

o System.NotSupportedException (for data
streams)

o SystemnO.FileNotFoundException {for invalid
escaped filenames)

o Systern]O.DirectoryNotFoundBxception for
invalid escaped dirs)

& o not call out to Win32 file 1/C APIs. On an invalid
URL gracefully return a 400 error to the user, and log
the real error.

Ensure appropriate controls are in place when accepting files from
users

TITLE DETAILS

Component Web Application

SDL Phase Build

Applicable Technologies Genenc

References Un

IriusRisk
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TITLE DETAILS

Uploaded files represent a significant risk to applications.
The first step in many attacks is to get some code to the
systent 1o be attacked. Then the attack only needs to find
a way 10 get the code executed. Using a file upload heips
the attacker accomplish the first step. The consequences
of unrestricied file upload can vary, including complete
system takeover, an overloaded file system or datshase,
forwarding attacks to back-end systems, and simple
defacement.

ft depends on what the application does with the
uploaded file and espedially where it is stored. Server side
validation of file uploads is missing. Following security
controls should be implemented for File Upload
functionality:

2 File Extension chedk {only a valid set of allowed file type
should be accepted)

& Maximum file size limit

#  File should not be uplcaded to webroot; the location
should be a directory on non-system drive

& MNaming convention should be foliowad, such that the
uploaded file name have some randomness, so as to
prevent file overwrites

& Files should be scanned for anti-virus before writing to
the disk

@ Ensure that the file name and any other metadata {e.g.,
file path) are validated for malicious characters

® File format signature should be checked, to prevent a
user from uploading a masqueraded file {(e.q.,
uploading an exe file by changing extension to txi)

Example

For the last point regarding file format signature validation, refer to the dass below for details:
private static Dictionary<string, Listebyte[i>> fileSignature = new Dictiscnary<string, List<bytelis>

{
{ ".peCY, new List<byte[l>r { new byte[] { @xD8, oxCF, Ox11, OxE@, 9xAl, 8xBi, ©@x1LA, @xE1l )}

o
(1

{ ".poCx"”, new List<bytel]» { new bytell { ox56, Ox4B, 9x83, x84 } } },

{ ".PDF", new List<byte[l» { new byte[] { 8x25, @x56, ox44, Ox486 } } },

{ "ZIPT, new List<byte[i>»

{

new byte{] { ax58, 6x4B, 6x83, Oxv4 I,

new byte{] { ax58, 6x4B, 6x4C, Ox49, Ox54; 8x5% },

new bytel] { ox58, @x4B, Ox53, Ox70, 9x58 },

new bytel] { ox58, Ox4B, Ox85, Ox@6 },
{ 9x58, 9x48, Ox87, Ox68 },
1

{ Bx57, Ox6%, Ox6E, Ox5A, 8Ox69, §x78 }

new byvtef]
new byvtef]

is
U

{ ".PNG", new List<byte[ly { new byte[] { @x83, 6x59, Ox4E, Ox47, 9xal, 3x8A, @x1A, ax6A }

{ ".3PG", new List<byte[l>

{

new bytef OxFF, OxD8, OXFF, OXEQ }
OxFF, ©xD8, OxFF, BxE1 1,
bl

AxFF, 8xDB, BxFF, OxE8

new byte

A e

new bytef ]
1 IriusRisk
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U ewrLam v LasuhuyLsy |-
i
new
new
new
1
List<byte[ 1>

new bytel]

{ ".XLSY, new

new bytel]
new bytel]
}
¥
{ ".XLSX", new List<byte

{ ".GIF", new List<byte[l» { new byte[] { 8x47, x4

b

BxFF, oxDg, oxFF, @xEs i},
BxFF, oxDg, exFr, @xE2 },
QXFF, &x08, OXFF, @XE3 }

A R et

BxDg, 8xCF, ox1i, OxEQ, OxAL, 8xBL, 8xiA, BxEL I,
Jxed, dx@8, ox18, oxes, ox08, 6x86, Ox85, Oxvd },
QxFO, BxFF, OXFF, @xFF }

1> { new byte[] { 9x56, Ox4B, Ox83, &x84 } } 1,
(=)

, 45, Ox38 } } }

public static bool IsvalidFileExtension{string fileName, byte[] fileDats, byte[] allowedChars)

{

if (string.lsNullOrEmpty{filename) ||
{

return false;

-

bonl flag = false;
string ext = Path.GetExtension{FileName);
if {string.IsNullOrEmpty{ext))
{
raturn false;

ext = ext.ToUpperInvariant();

if {ext.Equals (7. TXTTY || ext.Bquals(™.C5v™)
{
fareach (byte b in fileDats)
if (b > @x7F)
{
if (allowedChars 1= null)

P
1

if {lallowedChars.Contains(b))

{
return false;

1
else
!

return false;

return true;

-

if {ifileSignature.Containskey{ext})

return true;

List<pyte[l> sig = fileSignature{ext];

o

foreach {bytef] b in si
{

var curFileSig = new byteib.Length];
Array.Copy{fileData,
if (curfFileSig.SequenceEqual{b})

R - PR

curFileSig, b.iength)

B

Y.
R

ext.Equals{" . PRN"))

IriusRisk
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TiBE = True;
break;

return flag;

Ensure that type-safe parameters are used in Web Application for data
access

TITLE DETAILS

Componert Web Application

SDL Phase Build

Applicable Technologies Generic

Attributes N/A

Steps if vou use the Parameters collection, SQL treats the input
i5 as a literal value rather then as executable code. The
Parameters collection can be used to enforce type and
fength constraints on input data. Values cutside of the
range trigger an exception. if type-safe SQL parameters
are not used, attackers might be able to execute injection
attacks that are embedded in the unfilterad input.

Use type safe parameters when constructing SQL gueries
1o avoid possible SQL injection attacks that can ocour with

unfittered input. You can use type safe parameters with
stored procedures and with dynamic SQL statements.
Parareters are treated as literal values by the database
and not a5 executable code. Parameters are also checked
for type and length.

Example
The following code shows how to use type safe parameters with the SglParameterCollection when calling a stored

procedure,

using System.Data;
using System.Data.%qlClient;

using (BglConnection connection = new SgiConnection(connectionString))

{
DataSet userBataset = new DataSet();

sqibDatandapter myCommand = new SqlBataddapter(lLoginStoredProcedure™, connection);
myCommand. SelectCommand . CommandType = CommandType.StoredProcedure;

myCommand. SelectCommand (Parameters.Add({"@au_id", SqibbType.varlhar, 11};
myCommand. SelectCommand (Parameters{"@au_id" }.value = 3SN.Text;

myCommand. Fill(userDataset);



the type or length defined by the parametear, the SglParameter class throws an exception.

Use separate model binding classes or binding filter lists to prevent
MVC mass assignment vulnerability

TITLE DETANLS
Component Web Application
SDLPhase ............................................................................................................ Bu“d ...................................................................................................................
App“mb;&mmmﬁagms ............................................................................. MVUMVU ..................................................................................................
Attributes N/A
Refemmes ......................................................................................................................................................................................................................................
Steps & When should | look for over-posting

vuinerabilities? - Over-posting vulnerabilities can

occur any place you bind maodst dasses fram user
input. Frameworks like MVC can represent user data in
custorn NET dasses, incuding Plain Old CLR Objects
(POCOs). MVC automatically populates these model
dasses with data from the request, providing a
wnvenient representation for dealing with user input.
When these dasses indude properties that should not
be sat by the user, the application can be vulnerable to
gver-posting attacks, which aliow user control of data
that the application never intended. Like MV rodel
hinding, database access technologies such as
object/refational mappers like Entity Framework often
also support using POCO ohjects to represent
database data. These data mode! dasses provide the
same convenience in dealing with database data as
MV does in dealing with user input. Bacause both
MVC and the database support similar models, like
POCC abjects, it sesms 2asy to reuse the same dasses
for both purposes. This practice fails to preserve
separation of concerns, and i is one commaon area
where unintended properties are exposed to model
binding, enabling over-posting attacks.

e Why shouldn't | use my unfiltered database model
classes as parameters o my MV actions? -
Because MVC mode! binding will bind anything in that
dass. Even if the data does not appear in your view, a
rnalicious user can send an HTTP reguest with this data
inciuded, and MVC will gladly bind it because your
action says that database class is the shape of data it
should accept for user input.

& Why should | care about the shape used for model
binding? - Using ASP.NET MVC model binding with
overly broad models exposes an application to over-
posting attacks. Over-posting could enable attackers
to change application data beyond what the developer
intended, such as overriding the price for an item or
the security privileges for an account. Applications
should use action-spedific binding models (or sphritisRisk
alfowed property filter lists) to proEge $002clifRage 172



contract for what untrusted input to aliow via model
TITLE DETANS.
inding.

¢ s having separate binding models just duplicating
code? - No, it is a matter of separation of concerns. if
you reuse database models in action methods, you are
saving any property {or sub-property) i that dass can
be set by the user in an HTTP request. If that is not
what you want MVC to do, you need a filter list or a
separate class shape to show MVC what data can
come from user input instead.

¢ [ | have separate binding models for user input,
do | have to duplicate all my date annotation
attributes? - Not necessarily. You can use
MetadataTypeAttribute on the database model dass to
link to the metadata on a model binding class. just
nota that the type referenced by the
MetadataTypeAttribute must be a subset of the
referencing type (it can have fewer properties, but not
more).

# Moving data back and forth between user input
models and database models is tedious. Can { just
copy over all properties using reflection? - Yes.
The only properties that appear in the binding modeis
are the ones you have determinad to be safe for user
input. There is no security reason that prevents using
reflection to copy over all properties that exist in
ommon between these two models.

¢ What about [Bind{Exclude ="3€!"}]. Can ! use that
instead of having separate binding models? - This
approach is not recommended. Using [Bind{Exdude
="3€M") means that any new property is hindable by
default. When a new property is added, there is an
extra step to remember to keep things secure, rather
than having the design be secure by defauit.
Depending on the developer checking this list every
time a property is added is risky.

e s [Bind{include ="3€!"}] useful for Edit

i5 only

ing new data).

For UPDATE-style operations {revising existing data),
use another approach, like having separate binding
models or passing an explidt fist of allowed properties
to UpdateModel or TryUpdateModel Adding a
[Bind{include ="3€!")] attribute on an Edit operation

means that MV wil

| create an object instance and set
anly the listed properties, leaving all others at their
default vaiues. When the data is persisted, it will
entirely replace the existing entity, resetting the vaiues
for any ormitted properties to their defaults. For
axample, if IsAdmin was omitted from a [Bind{include
="GEM] attribute on an Edit operation, any user whose
name was adited via this action would be reset to
IsAdmin = false {any edited user would lose
administrator status). If you want to prevent updates
to certain properties, use one of the other approaches
above. Note that some versions of MVC todling
generate controller dasses with Bind{include ="3€!")}
an Edit actions and imply that removing a property
from that list will prevent over-posting attacks.
However, as described above, that approach does niot
work as intended and instead will reset any data in the
omitted properties to their default values,

2 For Create operations, are there any caveatiiiséRisk
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binding models? - Yes. First this approach does not
TITLE DETAILS . o
work for Edit scenarios, requiring mamtasnmg tWo

\fuine abilities. Secor d, eparate bmdmg mﬂdﬂif
enforce separation of concerns between the shape

used for user input and the shape used for persistence,
sornething [Bindiindude ="3€" does not do. Third,
note that [Bind{Include ="8€!")] can only handle top-
level properties; you cannat alow only portions of sub-
properties {such as "Detaiis. Name") in the attribute.
Finally, and perhaps most importantly, using
[Bind(include ="&€!")] adds an extra step that must be
remerberad any time the dass is used for model

binding. If a new action method binds to the data class

directly and forgets to include a [Bind{Include ="3€M")]

attribute, it can be vuinerable to over-posting attacks,

so the [Bind{indude ="3&")] approach is somewhat less
secure by default. If you use [Bind{include ="3€!"}], take
care always 1o remember 1o specily it every time your
data classes appear as action method parametears.

# For Create operations, what about putting the
[Bind{include ="4€}]")] attribute on the model class
itself? Does not this approach avoid the need to
remember pulting the atiribute on every action
method? - This approach works in some cases. Using
[Bind(incdlude ="3€")] on the model type itself (rather
than on action parameters using this class), does avoid
the need to remamber to incude the Bind{include
="&EM)] attribute on every action method. Using the
attribute directly on the dass effectively creates a
separate surface area of this class for model bindin
purposes. However, this approach anly aliows for one
model binding shape per model dass. if one action
method needs to allow mode! binding of a field (for
example, an administrator-only action that updates
user roles) and other actions need o prevent model
hinding of this field, this approach will not work. Each
dass can only have one model binding shape; if
different actions need different model binding >=“apes
they need to represent these separate shapes us

G

either separate model binding classes or separate
[Bind{include ="3€")] sttributes on the action methads.
& What are binding models? Are they the same thing
as view models? - These are two related concepts.
The term binding model refers to a model class used in
an action is parameter list {the shape passed from
MV modet binding to the action method). The term
view model refers 10 a2 model class passed from an
action method to a view. Using a view-spedific model is
a comrmon approach for passing data from an action
method to a view. Often, this shape is also suitable for
rnodel binding, and the term view model can be used
to refer the same model used in both places. To be
precise, this procedure talks specifically about binding
maodels, focusing on the shape passed to the action,
which is what matters for mass assignment purposes.

Encode untrusted web output prior to rendering

IriusRisk
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DETAILS

Component

SDL Phase

Web Application

Build

Applicable Technolegies Generic, Weh Forms, MVCS, MV(CE

Attributes N/A

References

Steps Cross-site scripting {commonly abbreviated as XSS) is an
attack vector for online services or any application/component
that consumes input from the web. X55 vulnerabilities may
aliow an attacker to execute seript on ancther user's machine
through a vuinerable web appiication. Malicious scripts can be
used to steal cookies and otherwise tamper with a victim's
machine through JavaScript. XSS is prevented by validating
user input, ensuring it is well formed and encoding before it is
rendered in a web page. Input validation and cutput enceding
can be done by using Welb Protection Library. For Managed
code ((#, VB.net, etc), use one or more appropriate encoding
methods from the Web Protection (Anti-XSS) Library,
depending on the context where the user input gets
manifestad:

Example

* Encoder.HtmliEncode

* Encoder.HtmiattributeEncode

* Encoder.JavaScriptEncode

* Encoder.lUrlEncode

* Encoder.VisualBasicScriptEncade
* Encoder.XmlEncode

* Encoder.Xmlattributetncode

* Encoder.CsskEncode

* Encoder.ldapEncode

Perform input validation and filtering on all string type Model
properties

TITLE DETAILS

Component Web Application

5DL Phase Build
Applicable Technologies Genenc, MYCE, MVCE
Attributes N/A

IriusRisk
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TITLE DETAILS

References

Steps All the input parameters must be validated before they are
used in the application to ensure that the application is
safequarded against malicious user inputs. Validate the
input values using regular expression validations on server
side with a whitelist validation strategy. Unsanitized user
inputs / parameters passed to the methods can cause
code injection vuinerabilities.

For web applications, entry points can also indude form
fields, QuerySirings, cockies, HTTP headers, and web
service paramsters.

The following input validation checks must he performed
upon model hinding:

& The model properties should be annotated with
RegularExprassion annctation, for accepting allowed
characters and maximurm permissible length

e The controller methods should perform ModeiState
vahdity

Sanitization should be applied on form fields that accept all characters,
e.g, rich text editor

TITLE DETAILS
campcmem ........................................................................................................ WebA pphcat‘on ..............................................................................................
SDL Phase Build
..... A ppgicamemdmamwesGenerc
. Amﬁ gbmes ............................................................................................................ N .......................................................................................................................

References

IriusRisk
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TITLE DETAILS

Steps tdentify all static markup tags that you want 1o use. A
common practice is to restrict formatting to safe HTML
elements, such as - <b> (bold) and: <i> : (italic).

Before writing the data, HTML-encode it. This makes any
malicious script safe by causing it to be handled as text,
not as sxecutable code.

1. Disable ASP.NET request validation by the adding the
ValidateRequest = "false” attribute to the @ Page
directive

P

Encode the string input with the HtmiEncode method
3. Use a StringBuilder and call its Replace method to
selectively remove the encoding on the HTML
glements that you want to permit

The page-in the references disables ASP.NET request

C<i> | Alternatively, a NET library for HTML

sanitization may also be used.

HtmiSanitizer is a NET library for cleaning HTML
fragments and documents from constructs that can lead
to XSS attacks. it uses AngleSharp to parse, manipulate,
and render HTML and CS5. HimliSanitizer can be installed
as a NuGet package, and the user input can be passed
through relevant HTML or CSS sanitization methods, as
applicable, on the server side. Please note that Sanitization
as a security control should be considered only as a last
option.

input validation and Gutput Encoding are considered
better security controls.

Do not assign DOM elements to sinks that do not have inbuilt
encoding

TITLE DETAILS

Component Web Application

Appilicable Technologies

Attributes N/A

Steps Many javascript functions don't do encoding by default. When
assigning untrusied input to DOM elements via such
functions, may result in oross site soript (XSS) executions.

Example ) .
IriusRisk
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document . getElementByID{"divi"} . innerHtml = value;
$("#userName" ) .htmi{res.Name};

return ${ <div/> 7). htmi{value)

$("body’ ).append(resHimi);

s instead use |

validate all redirects within the application are closed or done safely

TITLE DETAILS

..... c ompgmmWt)bApp“atmn
SDL Phase Build

Appimame Temnamgies .............................................................................. G ene C ..............................................................................................................
Attributes N/A

References

Application design requiring redirection to a user-supplied

focation must constrain the possible redirection targets to
a predefined "safe” list of sites or domains. All redirects in
the application must be dosed/safe.

To do this:

e |dentify all rediracts

& |mplement an appropriate mitigation for each redirect.
Appropriate mitigations include redirect whitelist or
user confirmation. I a web site or service with an open
redirect vuinerability uses Facebook/Cauth/Openih
identity providers, an attacker can steal a user's logon
token and impersonate that user. This is an inherent
risk when using GAuth, which Is documented in RFC
6749 "The CAuth 2.0 Authorization Framework”,
Section 10,15 "Open Redirects” Similarly, users’
credentials can be compromised by spear phishing
attacks using open redirects

implement input validation on all string type parameters accepted by
Controller methods

TITLE DETAILS
campcmem ........................................................................................................ WebA pphcat‘on ..............................................................................................
SDL Phase Build
..... A pphcameTedeOwesGenercw\w{)i\ﬂvﬁb
. Amﬁ gbmes ............................................................................................................ N .......................................................................................................................

IriusRisk
Ex. 1002 - Page 178



TITLE DETAILS

Steps For methods that just accept primitive data type, and not
models as argument,input validation using Regular Expression
should be done, Here RegexisMatch should be used with a
valid regex pattern. If the input doesn't match the specified
Regular Exprassion, control should not proceed further, and an
adequate warning regarding validation failure should be
displayed.

Set upper limit timeout for reqular expression processing to prevent
DoS due 1o bad regular expressions

TITLE DETAILS
Component Web Application
SDLPhase ............................................................................................................ Bu“d ...................................................................................................................
Applicable Technologies Genenc, Web Forms, MVC5, MVCE
..... A ﬁnhmeswﬂ
. Refemmes .......................................................................................................... \ \\\ . . : ...................................................................
Steps To ensure denial of service attacks against badly created

regular expressions, that cause a lot of backtracking, set the
global default timeout. If the processing time takes onger
than the defined upper limit, it would throw a Timeout
exception. If nothing is configured, the timeout would be
infinite.

Example

For example, the following configuration will throw a RegexMatchTimeoutException, if the processing takes more

than 5 seconds:

<httpRuntime targetframewsrk="4.3" defaultRegexMatchTimeout="08:8€:85" />

Avoid using Html.Raw in Razor views

TITLE DETAILS
Component Web Application

SDLPhase ............................................................................................................ Bu“d ...................................................................................................................
Applicable Technologies MVCS, MVCB

..... A ﬁnhumswﬂmusRlsk
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DETAILS

References

Step

Example

Following is an insecure example:

<div class="form-group™>
@Html. Raw(Model . AccountConfirmText)
</div>
<div class="form-group”>
@Mt Raw(Model . PaymentConfirmbext)
</div>

</div>

N/A

ASP Met WebPages (Razor) perform automatic HTML
encoding. All strings printed by embedded code nuggets (@
blocks) are automatically HTML-encoded. However, when

, it returns markup that

is not HTML encoded. | ' halper method is used,

it bypasses the automatic enco

provides.

Component

S04 Phase

Attributes

References

Example

Foliowing is an example of insecure dynamic Stored Procedurs:

Database

Build

A SGL injection attack exploits vulnerabilities in input
validation to run arbitrary commands in the database. it
can oceur when your apphcation uses input to construct
dynamic SQL statements to access the database. it can
also occur if your code uses storad procedures that are
passed strings that contain raw user input. Using the SQL
injection attack, the attacker can execute arbitrary
cornmands in the database. All SQL statements {including
be

the SQL statements in stored procedures) must
parameterized. Parameterized 5QL statements will accept
quote} without problems because they are strongly typed.

characters that have special meaning to SOL (ke

IriusRisk
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CREATE PROCEDURE [dbs].[uspGetProductsByCriteria]
(

@productiName nvarchar{288) = NULL,

@
@

startPrice float = NULL,
endPrice float = NULL

DECLARE @sql nvarchar{max}
s

' FROM dbo.Products WHERE 1 = 1 °
PRINT @sgl
TF @productName YS NOT NULL

@sql = 7 SELECT ProductID, ProductName, Description, UnitPrice, ImagePath' +

SELECT @sql = ®@sql + ' AND ProductName LIKE %' + @productName + %"

IF @startbrice IS NOT NULL

SELECT @sgl = @sqgl + ' AND UnitPrice > 77 ¢ CONVERT(VARCHAR{1I8},.@startPrice) + " °°

b
n

- @endPrice IS NOT NULL

SELECT @sqgl = @sqgl + ° AND UnitPrice < """ & CONVERT({VARCHAR(1I8)},@endPrice) + "'°°

PRINT @sql
EXEC (@
END

Example

Following is the same stored procedure implemented securely:

CREATE PROCEDURE [dbo].[uspGetProductsByCriteriaSecure]

(

@productName nvarchar{288) = NULL,

@startPrice float = NULL,
@endPrice float = NULL

f

BEGIN

SELECT ProductiBD, ProductName, Description, UnitPrice, ImagePath

FROM dbo.Products where

{@productName IS NULL or ProductName like '%'+ @productName +°7%)

AND

{@startPrice IS NULL or UnitPrice > @startPrice}

AND

{@endPrice I5 NULL or UnitPrice < @endPrice)

Component

SDL Phase

Applicable Technologies

Attributes

References

IriusRisk
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TITLE DETAILS

Steps When a client sends data to a web AP, it is mandatory to
validate the data before doing any processing. For ASP.NET
Wab APls which accept models as input, use data annotations

on models 1o set validation rules on the properties of the
model.

Example

The following code demonstrates the same:

using System.ComponentModel.DataAnnotations;

namespace Myspi.Models

public class Product

{
public int Id { get; set; }
[Required]
[RegularExpression{@~a-zA-70-2]1%%", ErrorMessage="0Only alphanumeric characters are allowed."}]
public string Name { get; set; }
pubslic decimal Price { get; set; }
[Range(8, $99)1]

public double Weight { get; set; }

Example

In the action methad of the APl controllers, validity of the modal has to be axplicitly chacked as shown below:

namespace MyApi.Controllers
{
pubtlic class ProductsController @ ApiController

public HttpResponseMessage Post{Product product)

if {(ModelState.Isvalid)
{
// Do something with the product {(not shown).
return new HitpResponseMessage{HtipStatusCode.0K);
¥
else
{
return Reguest.CreateErrorResponse{HttpStatusCode.BadReguest, ModelState);
}
1

Implement input validation on all string type parameters accepted by
Web AP methods

TITLE DETAILS

Componant Webh AP

IriisRisk
Ex. 1002 - Page 182



TITLE DETAILS

SR Phase Build
Appilicable Technologies Generic, MVC 5, MVC 6

Attributes N/A

References

Steps For methods that just accept primitive data type, and not
models as argument,input validation using Regular Expression
should be done, Here RegexisMatch should be used with a
valid regex pattern. If the input doesn't match the specified
Regular Exprassion, control should not proceed further, and an
adequate warning regarding validation failure should be
displayed.

Ensure that type-safe parameters are used in Web API for data access

TITLE DETAILS

Componant Web AP

Applicable Technolegies Generic
Attributes N/A

..... Rafemncesi\m
Steps if you use the Parameters coliection, SQL treats the input

is as a literal value rather then as executable code. The
Parameters collection can be used to enforce type and
lerigth constraints on input data. Values outside of the
range trigger an exception. if type-safe SOL parameters
are not used, attackers might be able 1o execute injection
attacks that are embedded in the unfiltered input.

Use type safe parameters when constructing SGL queries
to avoid possible SQL injection attacks that can oocur with
unfittered input. You can use type safe parameters with
stored procedures and with dynamic SGL statements.
Parameters are treated as literal values by the database
and not as executable code. Parameters are also chacked
for type and length.

Example
The following code shows how to use typa safe parameters with the SaglParameterCollection when calling a stored

procedure.

IriusRisk
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using System.Data;

using System.Data.%qlClient;

using (BglConnection connection = new SgiConnection(connectionString))

{

DataSet userBataset = new DataSet();

Sglbataadapter myCommand = new SqlDataadapter(LoginStoredProcedure™, connection);
myCommand. SelectCommand . CommandType = CommandType.StoredProcedure;

myCommand. SelectCommand . Parameters.Add( “@au_1id"; SqlbbType.varlhar, 11};
myCommand. SelectCommand (Parameters{"@au_id" }.value = 3SN.Text;

myCommand. Fill(usarDataset);

In the preceding code example, the input value cannot be longer than 11 characters. if the data does not conform to

the type or length defined by the parametear, the SglParameter class throws an exception.

Use parametrized SQL queries for Cosmos DB

TITLE DETAILS

..... c ompgmmmmgo(m@torl
SDL Phase Build

Appimame Temnamgies .............................................................................. G ene C ..............................................................................................................
Attributes N/A

References

Steps Although Azure Cosmos DB only supports read-only queries,
SQGL injection is still possible if queries are constructed by

concatenating with user input. it might be possible for a user
to gain access to data they shouldn’t be accessing within the
same collection by crafiing malicious SGL queries. Use
parameterized SOL queries if queries are constructed based on

user input.

WCF Input validation through Schema binding

TITLE DETAILS

..... c ompgmmwﬂ
SDL Phase Build

Appimame Temnamgies .............................................................................. G ene CME TFraweworks ...........................................................................

Atmbmes ............................................................................................................ N/A ....................................................................................................................
References

IriusRisk
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TITLE DETAILS

Steps Lack of validation leads to different type injection attacks.
Message validation represents one line of defense in the
protection of your WCF application. With this approach,
you validate messages using schemas to protect WCF
service operations from attack by a malicious dient.

Vaiidate all messages received by the client to protect the
client from attack by a malicious service. Message
validation makes it possible to validate messages when
operations consume message contracts or data contracts,
which cannot be done using parameter validation.
Maessage validation silows you to create validation logic
inside schemas, thereby providing more flexibility and
reducing development time. Schemas an be reused
across different applications inside the organization,
creating standards for data representation. Additionally,
message validation allows you to protect operations when
they consume more complex data types involving
contracts representing business logic.

To perform message validation, you first build a schema
that represents the operations of your service and the
data types consumed by those operations. You then
create a NET dass that implements a custom dlient
message inspector and custom dispatcher message
inspactor to validate the messages sent/received to/from
the service. Next, you implement a custom endpoint

behavior to enable message validation on both the dient

and the service. Finally, you implement a custom
configuration element on the dass that allows you to
expose the extended custom endpoint behavior in the
configuration file of the service or the dient”

WCF- Input validation through Parameter Inspectors

TITLE DETAILS

S Phase Build

Applicable Technologies Generic, NET Framework 3

References

IriusRisk
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TITLE DETAILS

Steps Input and data vaiidation represents one important line of
defenise in the protection of your WCF apgiication. You
should validate all parameters exposed in WCF service
operations o protect the service from attack by a
malicious client. Conversely, you should also validate all
return values received by the client to protect the dient
from attack by a malicious service

WCF provides different extensibility points that allow you
to customize the WCF runtime behavior by creating
custom extensions. Message Inspectors and Parameter
Inspectors are two extensibiiity mechanisms used 1o gain
greater control over the data passing between a client and
a service. You shouid use parameter inspectors for input
validation and use message inspectors only when you
nead 10 inspact the entire message flowing in snd out of a
service.

To perform input validation, you will build a NET class and
implemeant a custom parameter inspector in order to
validate parameters on operations in your service. You wili
then implemaent a custom endpoint bebavior to enable
validation on both the client and the service. Finally, vou
will implement a custom configuration element on the
class that allows you to expose the extended custom
endpoint behavicr in the configuration file of the service
or the client

IriusRisk
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PRODUCT/SERVICE

Azure Storage

Mobile Client

WCF

5D Phase

Applicable Technologies

References

Steps

ARTICLE

Deployment

Genernc

Ensure that binaries are obfuscated if they contain sensitive
information such as trade secrets, sensitive business logic that
should not reversed. Tl

is to stop reverse engineering of

assemblies. Tools like : Cryptotbfuscator may be used for

this purpose.

Consider using Encrypted File System (EFS) is used to protect

confidential user-specific data

S Phase

Appilicable Technologies

Attributes

References

DETAILS

N/A

N/A

................................................................................................................ lriusRisk
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TITLE DETAILS

Steps Consider using Enarypted File Systern (EFS} is used to protect
confidential user-specific data from adversaries with physical
access to the computer.

Ensure that sensitive data stored by the application on the file system is
encrypted

TITLE DETAILS
Component Machine Trust Boundary
..... SDLPhaseD:}phym;m
Applicable Technologies Generic
. Aﬁr ibutes ............................................................................................................ MA .....................................................................................................................
..... ReferenmswA
Steps Ensure that sensitive data stored by the application on the file

systent is encrypted {e.g., using DPAPH, if EFS cannot be
enforced

Ensure that sensitive content is not cached on the browser

TITLE

Component

SDL Phase

Applicable Technologies

DETAILS

Web Application

Build

Generic, Web Forms, MVCE, MY(6

Attributes N/A
References N/A
Steps Browsers can store information for purposes of caching and

history. These cached files are stored in a folder, like the
Terporary Internet Files folder in the case of internet Explorer.
When these pages are referred again, the browser displays
them from its cache. Hf sensitive information is displayed to the
user (such as their address, credit card details, Social Security
Number, or username), then this information could be stored
in browser's cache, and therefore retrievable through
examining the browser's cache or by simply pressing the
browser's "Rack” button. Set cache-control response header
value to “no-store” for all pages.

Example
IriusRisk
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<configuration>

<system.webSarver>
<httpProtocols
<customdeaders>
<add name="Cache-Control” value="no-cache™ />
<add name="Fragma” value="no-cache" />
-1t />

<add name="Explires" value=
</customHeaderss
</httpProtocal>
</system.wabServar:
</configuration>

Example

This may be implemented through a filter. Foliowing example may be used:

..,

public override void OnActionExecuting(ActionExecutinglontext filterlontext)
if {filterContext == null || {filterContext.HttpContext != null &%
filter{ontext.Hitplontext . Response {= null &8 filterlontext.HttpContext.Response.IsReguestBeingRedirected))
{
/777 Since this is MvC pipeline, this should never be null.

return;

var attributes =

filterContext. ActionBescriptor.GetCustomAtiributes(typecf(System.Web,.Mvc. Outputlacheattribute), false);
nt{}

rf/—\

if {attributes == null || **Attributes*¥.Cou

{
filterContext . HitpContext.Response.Cache.SetoStore);
filterlontexi.Httplontext . Response.Cache.SetCacheability (HttpCacheability NoCached;
filterlontexi.Httplontext . Response.Cache.SetExpires(DateTime. UtcNow. AddHours{-1))
if (1filterlontext.IsChildaction)

filterContext,Httplontext.Response.AppendHeader("Pragma”, "no-cache™);

base.OnActionExecuting{Filterlontext);

Encrypt sections of Web App's configuration files that contain sensitive
data

TITLE DETAILS

Componant Web Application

SDL Phase Build

Applicable Technolegies Generic

Attributes N/A

References
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TITLE DETAILS

Steps Configuration files such as the Web.config, appsettings.json
are often used to hold sensitive information, including user
names, passwords, database connection strings, and
encryption kKeys. If you do not protect this information, your
application is vuinerable to attackers or maliccus users
obtaining sensitive information such as account user names
and passwords, database names and server namas. Based on
the deployment tvpe (azure/on-prem}, encrypt the sensitive
sections of config files using DPAP] or services like Azure Key

faut

,
ekt

o

Explicitly disable the autocomplete HTML attribute in sensitive forms
and inputs

TITLE DETAILS

. Cnmpamnt ........................................................................................................ V\l@b App!r dmm .............................................................................................
SDL Phase Build

Appg Kabg eTeChm} ; QQmS ............................................................................. Ge nerc ..............................................................................................................
Attributes N/A
References

Steps The autocomplete attribute spedifies whether a form should
have autocomplete on or off. When autocomplete is on, the
browser automatically complete values based on values that
the user has entered before. For example, when a new name
and password is entered in a form and the form is submitted,

the browser asks if the password should be saved.Thereafter

when the form is displayed, the name and password are filled
in automatically or are completed as the name is entered. An

attacker with local access could obtain the dear text password
from the browser cache. By default autocomplete is enabled,

and it must axplicitly be disabled.

Example

<«form action="login.aspx

method="past " autocomplete="off" >

Social Security Number: <input type="text” name=
<input type="submit” wvalue="3Submit® />
</ form>

Ensure that sensitive data displayed on the user screen is masked

TITLE DETAILS

Componant Web Application

IriisRisk
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TITLE DETAILS

S Phase Build
Appilicable Technologies Generic

. Aﬁr ibutes ............................................................................................................ MA .....................................................................................................................
References N/A

..... SmpsbenSitWEdavaSumaspasswordsCremLardnumbe;SSSN

ete. should be masked when displayed on the screen. This is to
prevent unauthorized personnel from accessing the data {(e.g.,
shoulder-surfing passwords, support personnel viewing SSN
numbers of users) . Ensure that these data elements are not
visible in plain text and are appropriately masked. This has to
be taken care while accepting them as input (e.g,. input
type="password"} as well as displaying back on the screen
(e.q., display only the last 4 digits of the credit card number).

Implement dynamic data masking to limit sensitive data exposure non
privileged users

TITLE DETAILS
Component Database
SO Phase Build

Attributes
References
Steps The purpose of dynamic data masking is to limit exposure of

sensitive data, preventing users who shouid not have access
to the data from viewing it. Dynamic data masking does not
aim to prevent database users from connecting directly to the
database and running exhaustive queries that expose pieces of
the sensitive data. Dynamic data masking is complementary to
other SGQL Server security features {auditing, encryption, row
fevel security...) and it is highly recommended to use this
feature in conjunction with them in addition in order to better
protect the sensitive data in the database. Please note that
this feature is supported only by SQL Server starting with
2016 and Azure SCL Database.

Ensure that passwords are stored in salted hash format

TITLE DETAILS

Component Database
IriusRisk
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TITLE DETAILS

S Phase Build
Appilicable Technologies Generic

. Aﬁr ibutes ............................................................................................................ MA .....................................................................................................................
References

Steps Passwords should not be stored in custom user store
databases. Password hashies should be stored with salt values
instead. Make sure the salt for the user is always unique and
you apply b-arypt, s-arypt or PBKDF2 before storing the
password, with a minimum worlk factor iteration count of
150,000 loops to eliminate the possibility of brute fordng.

Ensure that sensitive data in database columns is encrypted

TITLE DETAILS
Component Database
SnLPhase ............................................................................................................ Bu“d ...................................................................................................................
Appg Kabg eTeChm} ; QQmS ............................................................................. Ge nerc ..............................................................................................................
Attributes

References

Steps Sensitive data such as credit card numbers has to be
encrypted in the database. Data can be encrypted using
column-level encryption or by an application function using
the encryption functions.

Ensure that database-level encryption (TDE) is enabled

TITLE DETAILS

..... c ompgmdett)asé
SDL Phase Build

Appimame Temnamgies .............................................................................. G ene C ..............................................................................................................
Attributes N/A

..... Refemnces\
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TITLE DETAILS

Steps Transparent Data Encryption (TDE) feature in SQL server helps
in encrypting sensitive data in a database and protect the keys
that are used to encrypt the data with a certificate. This
prevents anyone without the keys from using the data. TDE
protects data "st rest”, meaning the data and log files. It
provides the ability to comply with many laws, regulations,
and guidelines established in various industries.

Ensure that database backups are encrypted

TITLE DETAILS
Component Database
SnLPhase ............................................................................................................ Bu“d ...................................................................................................................
App“mb;&mmmﬁagms ............................................................................. C;Qmuréionpr;m ......................................................................................
Attributes SO Version - V12, SQL Version - MsSGQL2014
Refemmes .............................................................................................................................................. \ .........................................................................
..... StﬁpsgQS;m;rhasm:}abi‘y?Cmlwp‘(‘m}ddfawmélma‘mqa

backup. By specifying the encryption algorithm and the
encryptor (& Certificate or Asymmetric Key) when creating a
backup, one can create an encrypted backup file.

Ensure that sensitive data relevant to Web APl is not stored in
browser's storage

TITLE DETAILS

..... c Qmpgmmweb/)ﬂ
SDL Phase Build

Appimame Temnamgies .............................................................................. M‘JC SMVCG ................................................................................................

Atmbmes ............................................................................................................ Hén{‘ AypmwerjF S i(jmmtypr)‘udeA?NA‘) .....................
References N/A

IriusRisk
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TITLE DETAILS

Steps In certain implementations, sensitive artifacts relevant to
Web API's authentication are stored in browser's ocal
storage. E.g., Azure AD authentication artifacts like
adalidtoken, adalnonceidtoken, adalaccess.tokenkey,
adaltoken.keys, adalstatelogin, adalsession.state,
adalexpirationkey etc

All these artifacts are available even after sign out or
browser is dosed. If an adversary gets access 1o these

artifacts, he/she can reuse them to aco

55 the protected
resources (APIs). Ensure that all sensitive artifacts related
to Web AP is not stored in browser's storage. in cases
where client-side storage is unavoidable {e.g., Single Page
Applications (SPA) that leverage [mplicit
OpenidConnect/OAuth flows need to store access tokens
lacally), use storage choices with do not have persistence.
e.q., prefer SessionStorage 1o LocalStorage.

Example
The below JavaSaript snippet is from a custom authentication library which stores authentication artifacts inlocal
storage. Such implementations should be avoided.

ns Authtelper. Authenticate = function () {

window.config = {

instance: "https://login.microsoftonline.com/",

tenant: ns.Ceonfigurations.Tenant,

clientId: ns.Configurations.aabApplicationClientIn;

pastiogoutRedirectUri: window.locatisn.origin,

cacheLocation: 'localStorage’, // enable this for IE, as sessionStorage does not work for localhost.

b

Encrypt sensitive data stored in Cosmos DB

TITLE DETAILS

5D Phase Build

Applicable Technologies Genenc

References N/

Steps Encrypt sensitive data at application level before storing in
documeant DB or store any sensitive data in other storage
solutions like Azure Storage or Azure SQL

Use Azure Disk Encryption to encrypt disks used by Virtual Machines

IriusRisk
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TITLE DETAILS

Component Azure 1aaS VM Trust Boundary
SDL Phase Deployment

Appimame Temnamgies .............................................................................. G ene C ..............................................................................................................
Attributes N/A

..... Refemmes

Steps

Azure Disk Encryption is a naw feature that is currently in
preview. This feature allows you 1o encrypt the OS disks
and Data disks used by an izas Virtual Machine. For

Windows, the drives are encrypted using industry-
standard BitLocker encryption technology. For Linux, the
disks are encrypied using the DM-Crypt technology. This
i5 integrated with Azure Key Vault to allow vou to control
and manage the disk encryption keys. The Azure Disk
Encryption sclution supparts the following three customer
encryption scenarios:

® Enable encryption on new 13aS VMs created from
customer-encrypted VHD files and customer-provided
encryption keys, which are stored in Azure Key Vault.

® Enable encryption on new 1aa8 VMs created from the
Azure Marketplace.

® Enable encryption on existing laaS VMs already
running in Azure.

Encrypt secrets in Service Fabric applications

TITLE DETANLS
Component Senvice Fabric Trust Boundary
SnLPhase ............................................................................................................ Bu“d ...................................................................................................................
App“mb;&mmmﬁagms ............................................................................. G;néac ..............................................................................................................
Attributes Environment - Azure

Steps Secrets can be any sensitive information, such as storage

connection strings, passwords, or other values that should not
ke handled in plain text. Use Azure Key Vault to manage keys
and secrets in service fabric applications.

Perform security modeling and use Business Units/Teams where
required

IriusRisk
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DETAILS

Component Dynamics CRM
SDL Phase Build
Appimame Temnamgies .............................................................................. G ene C ..............................................................................................................
Attributes N/A
..... Rafemncesi\m
Smps ...................................................................................................................... Pélrf(rnw{urwm) jégmgdn j uw Bu ” @SS U mk‘[—e‘(ms ................

where required

Minimize access to share feature on critical entities

Component

S Phase Deployment
Applicable Technologies Generic
. Amﬁ mmas ............................................................................................................ MA .....................................................................................................................
..... ReferenmswA
Steps Minimize access 1o share feature on critical entities

Train users on the risks associated with the Dynamics CRM Share
feature and good security practices

TITLE DETAILS

campcmem ......................................................................................................... Dma W CSCRM ................................................................................................
SDL Phase Deployment

..... A ppgicamemdmamwesGenerc

. Amﬁ gbmes ............................................................................................................ NA .....................................................................................................................
References N/A

..... §tepsTramLiserqontheris\sassgc!ateﬁ‘Mththeoynammcgw

Share feature and good security practices

include a development standards rule proscribing s;hcmeg ﬁ:gﬁ?j?ﬁ ‘“SF?;;
. - ge



details in exception management

TITLE DETAILS
Component Dynamics CRM
5DL Phase Deployment

Appilicable Technologies

Attributes N/A
References N/A
Steps indlude a development standards rule prosaribing showing

config details in exception management cutside development.
Test for this as part of code reviews or periodic inspection.

Use Azure Storage Service Encryption (SSE) for Data at Rest (Preview)

TITLE DETAILS
Component Azure Storage

Appilicable Technologies Generic

Attributes StorageType - Blob

References

IriusRisk
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DETAILS

Arzure Storage Service Encryption (SSE) for Data at Rest
helps you protact and safeguard your data to meet your
organizational security and compliance commitrents.
With this feature, Azure Storage automatically encrypts
your data prior to persisting to storage and decrypts prior
to retrieval. The encryption, decryption and key
management is totally transparent to users. SSE applies
only to block blobs, page biobs, and append blobs. The
other types of data, including tables, queues, and files, will
not be encrypted.

Encryption and Decryption Workflow:

® The customer enables encryption on the storage
account

® When the customer writes new data (PUT Bioh, PUT
Block, PUT Page, etc) 1o Blob storage; every write is
encrypted using 256-bit AES encryption, one of the
strongest black ciphers avallable

8 When the cusiomer needs to access data (GET Blob,
etc), data is automatically decrypted before returning
to the user

e |f encryption is disabled, new writes are no longer
encrypted and existing encrypted data remains
encrypted until rewritten by the user. While encryption
is enabled, writes to Blob storage will be encrypted. The
state of data does not change with the user toggling
between enabling/disabling encaryption for the storage
account

# Al encryption keys are stored, encrypted, and
managed by Microsoft

Please note that at this time, the keys used for the
encryption are managed by Microsoft. Microsoft
generates the keys originally, and manage the secure
storage of the keys as well as the regular rotation as
defined by internal Microsoft policy. In the future,
customers will get the ability to manage their own
>encryption keys, and provide a migration path from
Microsoft-managed keys to customer-managed keys.

Use Client-Side Encryption 1o store sensitive data in Azure Storage

TITLE

Component

Appilicable Technologies

Attributes

References

DETAILS

Azure Storage

cyption Extensic! lUUSR|Sk
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TITLE DETAILS

Steps The Azure Storage Client Library for NET Nuget package
supports encrypting data within dient applications before
upioading to Azure Storage, and decrypting data while
downioading to the dient. The library also supports
integration with Azure Key Vault for storage account key
management. Mere is a brief description of how dlient side
encryption works:

® The Azure Storage client SDK generates a content
ancryption key {CEK), which is a one-time-use
symmetric key

8 (Cuystomer data is encrypted using this CEK

2 The CEK is then wrapped {encrygted) using the key
encryption key {KEK). The KEK is identified by a key
identifier and can be an asymmetric key pairor a
symmetric key and can be managed locally or stored in
Azure Key Vault. The Storage dient itself never has
access to the KEK! it just invokes the key wrapping
algorthm that s provided by Key Vault. Customers can
choose 1o use custom providers for key
wrapping/unwrapping if they want

2 The encrypted data is then uploaded to the Azure

torage service. Check the links in the references

section for low-level implemeantation details.

Encrypt sensitive or Pl data written to phones local storage

TITLE DETAILS

S Phase Build

Applicable Technologies Generic, Xamarin

Steps if the application writes sensitive information like user's Pli
{gmail, phone number, first name, last name, preferences
etc)- on mobile's file system, then it should be encrypted
kefore writing to the local file system. If the application is
an enterprise application, then explore the possibility of
pubilishing application using Windows Intune,

Example

Intune can be configured with following security policies to safeguard sensitive data:

Reguire encryption on mobile device
Reguire encryption on storage cards
Allow screen capture IriusRisk

e Ex..1002.- Page 200....



Example

if the application is not an enterprise application, then use platform provided keystore, keychains o stors
encryption keys, using which cryptographic operation may be performed on the file system. Following code snippet

shows how to access key from keychain using xamarin:

protected static string EncryptionKey

et

get
{

if (String. IsNullOrEmpty( Key))
{

var query = new SecRecord(SecKind.GenericPassword);
guery.Service = NSBundle.MainBundle.Bundleldentifier;
guery.Account = "Uniquelld";

NSData uniqueld = SecKeyChain.QueryasData{query};

if {(uniqueld == null)

{
query.ValueData = NSData.FromString(System.Guid.NewGuid{).ToString{}};
var err = SecKeyChain.Add{guery};
_Key = query.ValueData.To5tring();

H

else

{

_Rey = uniqueld.ToString(};

el

return _Key;

[

Obfuscate generated binaries before distributing to end users

TITLE DETAILS

Component Mobile Chent

Appilicable Technologies Generic

Attributes N/A

References Cryoto OF

Steps Generated binaries {assermblies within apk) should be
reverse engineering of assemblies. Tools like

may be usad for this purpose.

Component WCF
IriusRisk
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TITLE DETAILS

S Phase Build
Appilicable Technologies NET Framework 3

. Aﬁr ibutes ............................................................................................................ MA .....................................................................................................................
References

Steps Using a UsernameToken with a plaintext password over an
unencrypted channel exposes the password to attackers who
can sniff the SOAP messages. Service Providers that use the
UsernameToken might accept passwords sent in plaintext,
Sending plaintext passwords over an unencrypted channei can
expose the credential to attackers who can sniff the SOAP
message.

Example

The following WCF service provider configuration uses the UsernameToken:

<security mode="Message™>

<message clientCredentiszlType="UserName™ />

Set dientCredential Type to Certificate or Windows.

WCF-Security Mode is not enabled

TITLE DETAILS
Component WCF
SDL Phase Build

Attributes

References

Steps No transport or message secuitty has been defined.
Applications that transmit messages without transport or
message security cannot guarantee the integrity or
confidentiality of the messages. When a WCF security binding
is set to None, both transport and message security are
disabled.

Example

The following configuration sets the security mode to None.

IriusRisk
Ex. 1002 - Page 202



<system. servicedodel>

<bindings:>
<wsHttpBinding>
<binding name=""MyBinding"">

e

<security mode=""None™" />
</binding>
</bindings>
</system.serviceModel>

Example

Security Mode Across all service bindings there are five possibie sacurity modes:

& None. Turns security off.

® Transport Uses fransport security for mutual authentication and message protection.

® Message. Uses meassage security for mutual authentication and message protection.

& Both. Aliows you 1o supply settings for fransport and message-level security {only MSMQ supporis this).

& TransportWithMassageCredential. Cradentials are passed with the message and message protection and server
authentication are provided by the fransport layer.

¢ TransporiCredentialOnly. Client credentials are passed with the transport laver and no message protection is

applied. Use ransport and message security to protect the integrity and confidentiality of messages. The

-4

configuration below tells the service to use transport security with message credentials.

s

i <system.serviceModel> <bindings> <wsHttpBinding> <binding name=""MyBinding""> <security
fmode=""TransportiithMessageCredential ™ /> <message clientCredentialVype=""Windows™ /> </binding> </bindings>
C/system. serviceModel>

IriusRisk
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TITLE DETAILS

Steps If the application relies on access token issued by Azure AD,

the legout event handler should call

HttpContext. GetOwinContext{} . Authentication.SignOut(OpenidConnectauthenticationDefaults AuthenticationType,
CookieduthenticationDefaults.AuthenticationType)

Example

t should also destroy user’s session by calling Session.Abandon() method. Following method shows secure
impiernentation of user logout

HttpPaost]
[validateantiForgeryToken]
public void LogOff()

i

string userObjectiD =

ClaimsPrincipal.Current. FindFirst{"nttp://schemas. microsoft.com/identity/claims/objectidentifier™) value;
AuthenticationContext authContext = new AuthenticationContext{Authority + Tenantld, new
NaiveSessionCache(userGbiectID});
authContext.TokenCache.Clear(};
session.Clear();
session. dbandon(};
Response, SetCookie{new HttpCockie("ASP.NEY Sessionid", string.Empty));
HttpContext.GetOwinContext (). authentication, Signdut{
OpenldConnectAuthenticationBefaults. authenticationType,
Cookiebduthenticationletaults. AuthenticationType);

Use finite lifetimes for generated SaS tokens

TITLE DETAILS

Componant foT Device

Applicable Technologies Generic

Attributes N/A

References N/A
Steps Sas tokens generated for authenticating to Azure o7 Hub
should have & finite expiry period. Keep the SaS token lifetimes

to 2 minimum to limit the amount of time they can be
replayed in case the tokens are compromised.

Use minimum token lifetimes for generated Resource tokens

IriusRisk
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TITLE DETAILS

Component Azure Document DB
SDL Phase Build
Appimame Temnamgies .............................................................................. G ene C ..............................................................................................................
Attributes N/A
..... Rafemncesi\m
. Smps ...................................................................................................................... Pt} j w e t @ Mm sp( Of m Soum: m!@n + O ( . m E nm m (E uo ..........

required. Resource tokens have a default valid timespan of 1
haour.

implement proper logout using WsFederation methods when using
ADFS

TITLE DETAILS
Component ADFS
SDLPhase ............................................................................................................ Bu“d ...................................................................................................................
App“mb;&mmmﬁagms ............................................................................. G;néac ..............................................................................................................
Attributes N/A
RefemmeSJA .....................................................................................................................
Steps if the application relies on STS {oken issued by ADFS, the

fogout event handler should call
WiFederationAuthenticationModule FederatedSignQui{)
method to log out the user. Also the current session should

be destroved, and the session token value should be reset and

nullified.

Example

IriusRisk
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[HttpPost, ValidateAntiForgeryToken]

[auvthorization]
public ActionResult SignOut{string redirectirl)

s

if {ivhis.User. Identity.IsAuthenticated)
{
return this.View(“LogOff™, null);

// Removes the user profile.

this.Session.Claar();

thig.Session. sbandon();

HttpContext . Current . Response.fookies. add (new System.Web.HttpCookie("ASP.NET Sessionid”,
string.Empty)

Expires = DateTime.Now.AddBays{~1D},
Secure = true,
HttpOnly = true

1

// Signs out at the specified security token service (57S) by using the WS-Federation protocol.
Uri signGutirl = new Uri{Federatedauthentication.WSFederationauthenticationModule. Issuer);
Uri replyirl = new Uri{fFederatedauthentication.WSFederationAuthenticationModule.Realm);
if {istring.IsNullCreEmpty(redirectirl})
{
repivirl = new Uri{Federatedauthentication.WSFederationAuthaenticationModule.Realm +
redirecturl);
}
/7 Signs out of the current session and raises the appropriate events.
var authModule = FederatedAuthentication.WSFederationAuthenticationModule;
authModule. SignGut(false);
/7 Signs out at the specified security token service {S75) by using the WS-Federation
12 pra
WSFederationduthenticatisnModule. FederatedSignOut (signOuturl, replylrl);
return new RedirectResult(redirectirl);

tocol.

5D Phase Build

Applicable Technologies Generic

Attributes N/A

References

ity to federate with external
identity providers. When a user signs out of an upstrear
identity provider, depending upon the protocol used, it might
ke possible to receive a notification when the user signs out. [t

section for the implementation details.

IriusRisk
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Applications available over HTTPS must use secure cookies

TITLE

Component

Appilicable Technologies

Attributes

DETAILS

Web Application

Geaneric

EnvironmentType - OnPrem

Example

<configuration>
<system.web>
<htipCookies requireSSi="true"/>
</system.webs
</configuration>

Cookies are normally only accessible to the domain for which
they were scopad. Unforiunately, the definition of "domain”
does not include the protocol so cookdes that are created over
HTTPS are accessible over HTTP. The "secure” attribute
indicates to the browser that the cookie should only be made
available over HTTPS. Ensure that all cookies set over HTTPS
use the secure attribute. The requirermnent can be enforced in
the weh.config file by setting the requireSSL attribute o true.
it is the preferred approach because it will enforce the secure
attribute for all current and future cookies without the need to
make any additional code changes.

The setfing is enforced even if HTTP is used 1o access the application. If HTTP is used to access the application, the

setting breaks the application because the cookies are
them back to the application.

Component

SO Phase

Attributes

References

set with the secure attribute and the browser will not send

DETAILS

Web Application

Build

When the web application is the Relying Party, and the idP is
ADFS server, the FedAuth token's secure atiribute can be
configured by setting requireS

§L tq_ Triein
_______________________________________________________________ s section of web gp&Risk
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Example

<system.identityModel.service
<federationConfiguration>
<i-- Set requireSslis=true; domain=application domain name used by FedAuth cookies {(Ex: .gdinfra.com}; -->
<cookieHandler reguiressl="true" persistentsessiontifetime="9.8:20:86" />

</FederationConfigurations>
</system.identityModel. services>

All http based application should specify http only for cookie definition

TITLE DETAILS

Componant Web Application

Applicable Technologies Generic

Attributes N/A

Steps To mitigate the risk of information disclosure with a cross-site
scripting (XS5) attack, a new attribute - httpOnly - was
introduced to cookies and is supported by all major browsers.

The attribute specifies that a cookie is not accessible through

script. By using HttpOnly cookies, & web application reduces

the possibility that sensitive information contained in the

cookie can be stolen via script and sent to an attacker's
website.

Example
All HTTP-based applications that use cockies should specify HitpOnly in the cookie definition, by implementing

foilowing configuration in web.config:

<system.web>

<httpCookies reguiredsl="false" nttpOnlylookies="true"/>

</system.web>

TITLE DETAILS

Componant Web Application

Applicable Technologies Web Forms

Attributes N/A IriusRisk
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TITLE DETAILS

References

Steps The RequireSSL property value is set in the confiquration file
for an ASP.NET application by using the requireSsh attribute of
the configuration element. You can specify in the Web.config
file for your ASP.NET application whether SSL (Secure Sockets
Layer} is required to return the forms-authentication cockie to
the server by setting the requireSSL attribute.

Example

The following code axample sets the requireSSL attribute in the Wab.config file.

<authentication mode="Forms">
<forms loginUrl="member_login.aspx” cookieless="UseCgokies” requireSSi="true"/>
</authentication>

TITLE DETAILS

Component Web Application

SO Phase Build

Attributes
References Part i
..... StepsOsefmfpomyavtib‘itefmFEGAUthCOO“SShideﬂowunm
attribute value should be set to True.
Example

Foliowing configuration shows the correct configuration:

<Federatedauthentications
<cookieHandler mode="Custom”
hideFromacript="true"
name="FedAuth"
path="/"
requireSsl="true"
persistentSessioniifetime="25">
</coockieHandler>

</federatedAutnentication>

Mitigate against Cross-Site Request Forgery (CSRF) attacks on ASPNET
web pages

TITLE DETAILS

Component Web Application IriusRisk

Ex. 1002 - Page 210



S Phase

Appilicable Technologies

Attributes

References

TITLE

Componeant

DETAILS

e

Cross-site reguest forgery (CSRF or X5RF) is a type of attack in
which an attacker can carry out actions in the security context
of a different user's established session on a web site. The goal
is to modify or delete content, if the targetad web site relies
exclusively on session cookies to authenticate received
request. An attacker could exploit this vulnerability by getting
a different user's browser to load a URL with a command from
a vuinerable site on which the user is already logged in. There
are many ways for an attacker to do that, such as by hosting a
different web site that lcads a resource from the vulnerable
server, or getting the user to click a link. The attack can be
prevented if the server sends an additional token to the dient,
requires the dient to include that token in all future requests,
and verifies that all future requests indude a token that
pertains to the current session, such as by using the ASPNET
AntiForgeryToken or ViewState.

DETAILS

Web Application

Applicable Technologies

Attributes

References

Steps

Example

@using {Mtml.BeginForm{"Userfrofile”, "SubmitUpdate"}) {
fHtml. validationSummary (true)
@Html. AntirorgeryToken()
<fieldset>

Example

MVCS, MVCE

IriusRisk
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<form action="/UserProfile/Submitipdate” method="post™>

<input name="__ RequestVerificationToken” type="hidden”
value="saTFWpkKNBBYazFtN6c4YbZamsEwGSsrgqligglol/fvgev2eiIFVmelvzwRZpars™ />
<t-- rest of form goes here -->
</ form>

Example
At the same time, HtmlLAntForgeryToken() gives the visitor a cookie called __RequestVerificationToken, with the
sarne value as the random hidden value shown above. Next, to validate an incoming form post, add the

[ValidateAntiForgeryToken] filter to the target action method. For example:

[validateantirorgeryToken]
public ViewResult Submitipdate()

/i ... ete.

Authorization filter that checks that:

& The incoming request has a cockie called __RequestVerificationToken

# Theincoming request has a Request.Form entry cailed __RequestVerificationToken

® These cookie and | Request.Form Values match Assuming all is well, the request goes through as normal. But if

not, then an authorization failure with message "A required anti-forgery token was not supplied or was invalid”.

Example
Anti-CSRF and AJAX: The form token can be a problem for AJAX requests, because an AJAX request might send
JSON data, not HTML form data. One solution is to send the tokens in 3 custom HTTP headsr. The following code

uses Razor syntax to generate the fokens, and then adds the tokens to an AJAX request.

<scripts
@functionsy{
public string TokenHeadervalue()
{
string cookieToken, formToken;
AntiForgery.GetTokans{null, out cookieToken, out formToken);

return cookieToken + " + formTokan;

$.ajax{"api/values”, {
type: "post”,
cantentType: “application/json”,
data: { 3}, // ISON data goes here
dataType: "json”,
headers: {
"Reguestverificationioken': “@TokenHeadervalue(}'

s

</script>

Example

When you process the request, extract the tokcens from the requast header. Then call the AntiForgary Validate

method to validate the tokens. The Validate method throws an exception if the tokens are not valid.

IriusRisk
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void ValidateReguestHeader{HitpRequestMessage request)

Hn

string cookieToken = "3

string formToken = "%;
IEnumerablecstring> tokenHeaders;
if {request.Headers.TryGetValues{"RequestVerificationToken”, sut tokenHeaders))

stringl ]l tokens = tokenHeaders.First{).Split{":");
Ay
'

N

if (tokens.lLength ==
cookieVoken = tokens{&].Trim(};
formToken = tokens[i].Trim{);

}

AntiForgery.Validate(cookieToken, formToken);

5D Phase Build

Applicable Technologies Web Forms

References

Steps CSRF attacks in WelbForm based apy ions can be mitigated
by setting ViewStateUserKey to a random string that varies for
each user - user 1D or, better yet, session 0. For 8 number of
technical and social reasons, session |0 is a much better fit
because a session D 5 unpredictable, times out, and varies on
& per-user basis.

Example

Here's the code you need to have in all of your pages:

void Page Init {object sender, Eventargs e) {
viewStatelUserkey = Session.Sessionil;

Set up session for inactivity lifetime

TITLE DETAILS

Component Web Application

Applicable Technologies Generic IriusRisk
Ex..1002 - Page 213



TITLE DETAILS

Attributes N/A

References

Steps Session timeout represents the event cccurring when a user
dees not perform any action on a web site during a interval
(defined by web server). The event, on server side, change the
status of the user session to invalid’ (for example "not used
anymore”) and instruct the web server to destroy it {deleting
all data contained into it). The foliowing code exampie sets the
timaout session attribute to 15 minutes in the Web.coniig file.

Example

XML code <systemweb> </system.web:

## <3 id="threat-detection“»</a>Enable Threat detection on Azure SQL

TITLE DETAILS
..... C QmpammWEbApphcatm
SDLPhase ............................................................................................................ Bu“d ...................................................................................................................
Applicable Technologies Web Forms
..... A ﬁnhmeswﬂ
Refgmmes ......................................................................................................................................................................................................................................

Steps Set the Forms Authentication Ticket cookie timeout 1o 15
minutes

Example

TUML code

IriusRisk
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Details |

Web Application

Build |

Web Forms, MvCs
EnviroamentType - OnPrem |

| **Component** |
| A*SHL Phaser* |
i **applicable Technologies** |
{orrattributegtr

| **Referencestr | [asdegal(https://skf.azurewebsites.net/Mitigations/Details/wefr) |

| *xgteps*t¥ | When the web application is Relying Party and ADFS is the STS, the lifetime of the authentication
cookies - FadAuth tokens - can be set by the following configuration in web.config:|

### Example
TUUAML
<system. identityModel . services>
<federationfonfiguration:
<}-- Set requireSsis=true; domain=application domain name used by FedAuth cookies (Ex: .gdinfra.com); -->
<coskieHandler requireSsl="true” persistentlessiontifetime="0.8:15:8" />
<l-- Set reguireHttps=true; -->
wwsFederation passiveRedirectEnabled="true"” issuer="htip://localhost:3952%/"
realm="https://localhost:44382/" reply="https://localhost:44302/" regquirebtips="true"/>
SR
Use the code helow to enable encryption-decryption of claims received from ADFS. Thumpprint value varies
based on the certificate being used.
<serviceCertificate>
<certificateReference findvValue="4FBBRARZAIDIIASGIZASRFI402FF83320007686A" storelocation="LocalMachine”
storeName="My" x589FindType="FindByThumbprint” />
</serviceCertificate>
2

</

N

‘edeprationConfiguration>
-

</system.identityModel. services:

Example

Also the ADFS issued SAML daim token's lifetime should be set to 15 minutes, by executing the foliowing
powershell coramand on the ADFS server:

Set-ARFSRelyingPartyTrust -Targethame “<RelyingPartywWebApp>” -ClaimsProvidertame @(“Active Directory”) -
Tokentifetime 15 -AlwaysReguiresuthentication $true

S Phase Build

Appilicable Technologies Generic

Attributes N/A

References N/A
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TITLE DETAILS

Steps Parform proper Sign Qut from the application, when user
presses log out butten. Upon logout, application should
destroy user's session, and also reset and nullify session cookie

b ¥

value, along with resetting and nullifying authentication cookie
value. Also, when multiple sessions are tied 10 a single user
identity, they must be collectively terminated on the server
side 8t timeout or logout. Lastly, ensure that Logout
functionality is available on every page.

Mitigate against Cross-Site Request Forgery (CSRF) attacks on ASENET
Web APls

TITLE DETAILS

Componant Webh AP

SDL Phase Build

Applicable Technolegies Generic
Attributes N/A
..... Rafemncesi\m
Steps ...................................................................................................................... C rOSSS‘te‘emeqtvorgew(CSPFO“GD\:\‘Satypeafanacym ......
which an attacker can carry out actions in the security context

of & different user's established saession on a weh site. The goal
is to madify or delete content, if the targeted web site relies
exclusively on session cookies to authenticate received
request. An attacker could exploit this vulnerability by getting
a different user's browser to lcad a URL with & command from
a vitinerable site on which the user is already logged in. There
are many ways for an attacker to do that, such as by hosting a
different web site that loads a resource from the vulnerable
server, or getting the user to dlick a link. The attack can be
preventad if the server sends an additional token to the dlient,
reguires the client to include that token in all future requests,
and verifies that all future requests include 3 token that
pertains to the current session, such as by using the ASP.NET
AntiForgeryToken or ViewState.

TITLE DETAILS

5D Phase Build

T

Applicable Technologies MV TS, MVC

Attributes N/A

A enbeoe b
PAIRKS N

References ark: .
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TITLE DETAILS

Steps Anti-CSRF and AJAX: The form token can be 3 problem for
AJAX requests, because an AJAX request might send JSON
data, not HTML form data. One solution is to send the tokens
in a custormn HTTP header. The following code uses Razor

syntax to generate the tokens, and then adds the tokens to an
AJAX request.

Example

<scripts
@functions{
public string TokenHeadervalue()

{
{

string cookieToken, formToken;

AntiForgery.GetTokens{null, out cockieToken, out FormToken};

T

return cookieToken + + formTokan;

}
$.ajax{"api/values”, {
type: "post”,
cantentType: “"application/json”,
data: { }, // JISON data goes nhere
dataType: “json™,
headers: {
‘ReguastverificationToken' : "@TokenHeadervalue()

Example

When you process the request, extract the tokens from the requast header. Then call the AntiForgery Validate
rethod to validate the tokens. The Validate method throws an exception if the tokens are not valid.

vaid ValidateRequestHeader{HttpReguestMessage request)

1

wose

string cookieToken = “%;

string formfoken = "";
IEnumerablecstringy tokenHeaders;
if {request.Headers.TryGetvalues{ "RequestverificationToken", out tokenHeaders))
{
string[l tokens = tokenHeaders.First{}.Split{':");

if (tokens.length == 2}
{

cookieToken = tokens[e].Trim();
formToken = tokensfi].Trim();

¥

AntiForgery.Validete(coskieToken, formToken);

Example

Anti-CSRF and ASP.NET MVC forms - Use the AntiForgeryToken helper method on Views; put an

HimiAntiForgeryToken() into the form, for example,
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@using {(Html.BeginForm("UserProfile"”, "SubmitUpdate"}) {

@Html. validationSummary (true)
@Html.AntiforgeryToken{)
<«fieldset>

Example

The example above will output something like the following:

<form action="/UserProfile/Submitipdate” method="post™>
<input name="__ RequestVerificationToken™ type="hidden"
value="saTFWpkKNEBYazFIN6CcAYLZAmSEWGSsrgligqqlol/fVgev2ciIFvme lvzwRZpaArs” />
<i-- rest of form goes here -->
</form>

Example

At the same time, HtmlL.AntiForgeryToken() gives the visitor a cookie called __RequestVerificationToken, with the
sarne value as the random hidden value shown above. Next, to validate an incoming form post, add the

[ValidateAntiForgeryToken] filter to the target action method. For example:

[validateantiForgeryToken]
public ViewResult Submitipdate()

Authorization filter that checks that:

¢ The incoming request has a cookie called __RequestVerificationToken

‘entry cailed __RaquesiVerificationToken

& These cookie and | Request.Form  values match Assuming all is well, the request goes through as normal. But if

not, then an authorization failure with message "A required anti-forgery token was not supplied or was invalid”.
TITLE DETAILS

Component Web API

SDL Phase Build

Applicable Technologies MVCE, MVCE
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TITLE DETAILS

Steps [f the Wels APH is secured using OAuth 2.0, then it expects a
bearer token in Authorization request header and grants

access to the request only if the token is valid. Unlike cookie

based authentication, browsers do not attach the bearer
tokens to requests, The reguesting dient needs to explicitly
attach the bearer token in the request header. Therefore, for
ASP.NET Web APls protectad using OAuth 2.0, bearer tokens
are considered as a defense against CSRF attacks. Please note
that if the MVC portion of the application uses forms
authentication (e, uses cookies), anti-forgery tokens have to

ke used by the MVC web app.

Example

The Web API has to be informed to rely ONLY on bearer tokens and not on cookies. it can be done by the following
configuration in webApionfig.Register  method 7 C-Sharp code config.Suppress DefaultHostAuthentication();

The SuppressPefaultHostAuthentication method tells Webr APT to ignore any authentication that happens before the
raquest reaches the Web API pipeline, either by IIS or by OWIN middleware. That way, we can restrict Web API to

authenticate only using bearer tokens.
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Given below are screenshots of a previous version of the system/methods which were
implemented in software that was disclosed at least as early as 12/31/2011. The 2011
version disclosed the following elements associated with the claims as originally presented
and, to speed examination, counsel for applicant presents here a listing of claims as originally
presented in the present application, with the items that are known to have been disclosed in
the 2011 disclosed version shown in underline and bold and in black font, with the other
elements being shown in red font and not underlined which were not included in the 2011

disclosed version.

providing one or more databases, the one or more databases comprising:

a plurality of threat model components stored therein;

a plurality of threats stored therein, each threat associated with at least one of

the threat model components through the one or more databases; and
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providing one or more interfaces, including a diagram interface, configured to be

displayed on one or more end user computing devices communicatively coupled with the one

or more databases;

configuring the diagram interface to display a relational diagram of one of a system,

ah application, and a process, using visual representations of one or more of the threat model

components and visua

relational diagram defining a first threat model, and;
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The threat model chaining method of claim 1, further comprising configuring the one

3.

ts, store one or more

IVINg one or more user inpu

terfaces to, in response to recei

or more in

additional threat model components in the one or more databases, store one or more

additional threats in the one or more databases, associate each additional threat with at least

one of the additional threat model components through the one or more databases,
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providing one or more databases, the one or more databases comprising

.
y

a plurality of threat model components stored therein

each threat associated with at least one of

a plurality of threats stored therein,

the threat model components through the one or more databases; and

configured to be

interface,

1agram
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providing one or more interfaces, includ

tively coupled with the one

ices communica
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IVIng one or more user
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tively coupled with one or more

ices communica

one or more computing dev

databases, the one or more computing devices displaying, on one or more displays of the one

or more computing devices

t interfaces configured to,

one or more inpu

ined threat model components

def

store a plurality of user

ts,

more user inpu

one or more databases, store a plurality of threats in the one or more databases,

associate each of the threats with at least one of the threat model components

v
[N
(7]
(4]
e}
[0}
frar)
[g]
©
[
S
]
€
S
(o]
[
c
(o]
[
<
e
-
bg
3
o]
S
<
e

a diagram interface configured to, in response
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diagram one of a system, an applicat

inputs,

one or more of the threat model components

is, to define a first threat model, the first threat model including all threats

associated through the one or more databases with the diagrammed threat model

components;
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and a process comprises a computing network.
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inputs, d
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tion protocol including an alphanumeri
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Screenshots and explanations of some of the user interfaces of the 2011 version are shown

below
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This is a home screen. The user is selecting the “File” menu item at the top left with the cursor.
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Once the file menu was selected the user was now able to open or create or Save a new project, template, or image.
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The useris here opening an existing threat model (project) titled Ecommerce, from this screen the user can also delete this threat model, or initiate the creation
of a new threat model, or cancel to exit the screen.
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Here the user has opened the existing ECommerce threat model, showing components linked to one another using communication protocols. Noticeably absent
from this diagram are any compensating controls. This 2011 version did not have compensating controls. It showed the threats in a threat model (discussed

later), but had no ability to remove or mitigate threats automatically through compensating controls.
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Thisis an interface showing a pie chart illustrating the percentages of threats by status including open, closed, mitigated, fixed, not applicable, need more

details, and not tested.
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This interface shows the threat report for the diagrammed threat model, though the threats are now not displaying properly. But the user has the ability to
change the threat status manually (between the aforementioned statuses shown in the previous screen), change the risk level of any selected threat, and group

the threats in different ways to organize the view. When the threats displayed praperly they were displayed inside the popup window similar to what is shown
below:
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From this screen it can be seen that the user has selected the Enterprise tab at the top and, when selecting a Threat selector, can generate a MS Word version of
the threat report. This first several pages of this report are shown in the screens below, and the bottommost image shows the user saving a copy of the report

asan MS Word file.
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seven Ways to Apply the Cyber Kill Chain®
with a Threat Inteliigence Platiorm

A White Paper Presented by:
Lockheed Martin Corporation
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ABSTRALT

Threat intelligence Piatforms (TIP} are an emerging
technoiogy supporting organizations as they
consume and then act on cyber intelligence.
Lockheed Martin believes that a TIP helps an
organization transition from relying solely on
external intelligence sources to producing their
own inteiligence based on what is observed in
their environment. The result is elevated cyber
maturity and improved resilience against attackers.

| INTRUDULTIUN

Within the past decade, computer netword
defense has shifted from a culture of sharing
rinimal information to one of intelligence
overload. Previously, information regarding system
breaches, malware, or attack atiribution was rarely
shared between organizations. Today the more
common issuie is how to sift through all the emails,
reports, and indicators to identify actionable

intelligence.

Threat intelligence is evidence-based knowledge
about a threat that can be used to inform decisions
regarding the response to that threat (McMillan,
2013). It includes the detalls of the motivations,
intent, and capabilities of threat actors {(Holland,
20143, In order to successfully defend against the
multitude of Advanced Persistent Threats {APT)
f mg an organization, consuming external threat
¢ I:;gencr—* has become an increasingly important
spect of cybersecurity. However, exactly how to
ingest the intelligence and successfully laverage
it within an organization’s environment often
rernains a challenge.
In addition to external intelligence, an influx of
data from one’s own organization can further
complicate matters. Alerts from a myriad of
technologies including Intrusion Detection Systems
{IDS), firewalls, mail scanners, Host Intrusion
Pravention Systermns (HIPS}, and proxies can
overwheim a defender w!"o is trying to respond
to and disposition each alert. External intaliigence
v

kly become an afterthought as there is no

time to evaluate and implement countermeasure
making it useless. Conversely, external intei!;’germe
fed directly into these tools resuits only in

more noise if it is not properly vetted for one’s
environment and mitigations are not appropriately
tuned.

In order to process all of this internal and
external data and have it result in actionable
intelligence, a TIP can be employed. ATIP is the
central managernent repository for all external
and internal inte il igence, and can grovide the
mechamsm to act uporn this inteiligence.
This paper is organized as follows: section two of
this paper documents related work on defining
the requisite components of a TIP. Section three
introduces an expansion of this definition that
is based upon the Intelligence Driven Defensa®
. Section
four outlines the seven ways an organization can
apply the Cyber Kili Chain® framework in their
environment using a TIP Section five intreduces
the Palisade™ solution, Lockheed Martin's Threat
Intelligence Platform, and section six summarizes
the paper.

Z. RELATED WIRK

The analyst firms Gartner, Inc. and Forrester

approach to computer network defense

i

Research provide insight on the value of employing
a Threat Intelligence Platform, and have each
offered definitions of its componeants.

Gartner states that organizations looking for
effective, automated methods to ingest multiple
sources and formats of threat intelligence,
correlate them, and act upon the informaticn
more efficiently should investigate using a TIP. They
suggest that a TIP has the following six capabilities:
1) ’Cn!:e 1 intelligence from multiple sources in
multiple formats and automatically enrich t
intelligence; 2) Correlate mteiugence and ﬂeip
determine which sources are the maost effective;

3} Categorize intelligence to help perform analytics
on threats, recognize tactics, technigues, and

© 2015 Lockheed Martin Corporation. All rights reserved. \\\\\\§
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procedures (TTPs), and understand relationships
through modeling and visualizations; 4) integrate
the intelligence with workflow processes to
further enrich existing data; 5) Provide action by
supporting varicus integrations via Application
Program Interfaces (APIs) and email notifications;
and 6) Support the sharing of intelligence among
trusted communities {Lawson, 2014

Forrester states that the specific benefit of a

TIP is provi d| g Security Operation Centers with
analysis platforms that can orchestrate intelligence
activities. The platform should be capable of
ingesting and normalizing threat intelligence,

rating the value of intelligence sources, providing
an analyst workspace, supporting visualization and
pivoting, enriching the intelligence, and enabling
he internal and external collaboration and sharing
of the inteliigence {Holland, 2015).

 EXPANDING THE DBJELTIVE OF A
HREAT INTELLIGENLE PLATFIRM

Gartner and Forrester laid out the intention and
minimal requirements for a TIF. Lockheed Martin
expands on those requirements to ensure a TiP
provides value in all environments. While a TIP
sbou!d enable the collection of vast amounts of
external intelligence, it should also provide the
foundation for an organization to mature into a
producer of intelligence.

et

o I P

An intelligence Driven Defense® approach to
computer ne \,fori\ defense has been advocated
by Lockheed Martin for over five years (Hutchins
et al, 2010). The central theme is that you can
iearn from past intrusion attempts to generate
acticnable intelligence that can be put back inte
your defenses to make you more resilient against
advanced adversaries. Connecting the dots
between seemingly different data points aliows
a defender to recognize relationships among
incidents and identify common characteristics.
This allows the analyst to understand the factics,
techniques, and procedures {TTPs} of their
adversary. The more complete the profile that

is built on an adversary directly targeting vour

network, the greater the opportunity to be one
step ahead of them.
Without a dedicated tool to store all the
information and context gleaned from an
investigation, identifying those commonalities
becomes impractical. In the absence of a TIP, an

nalyst has few options to capture the data that
otherwise could provide keen insights on an attack.
Spreadsheets or text files on a SharePoint site do
not allow an analyst much flexibility to correlate
events by leveraging historical knowledge. For
example, if you identify malware that beacons out
to an P address, how can you determine whether
you have previously seen that IP address in your
TiP should provide the iocation
for an analyst to input all the indicators, context,
notes, intelligence, recommendations, evidence,
and adversary profile information discovere
during their investigation and ensure everything
is easily searchable. Furthermore, a TIP should
support the Cyber Kill Chain® framewaork for this
analysis as it is central to an intelligence Driven
Defense@’ posture. This approach can heip an

st quickly determine the severity of an attack

and then identify gaps in either the analysis or the
organization’s defenses.

environment? A

External inteliigence can be an immrtant facet

of computer network defense, and a TIP should
su;o;oort its consumption. However, depex dence on
those sources is reduced as an organization’s cyber
posture matures. External inteliigence can provide
insight into potential threats while an organization
works to adopt an intelligence driven approach
and develop their own analyfic capabilities. As
internal capabilities mature, external sources
shouid be used {o correlate what is seen in the
environment and provide greater context and
insight to the adversary’s TTPs. The TIP should

also provide a mechanism to measure those
extarnal sources, making it easy to determine
which provide value. Those not beneficial to your
emoved — an action that
will reduce noise and save maoney.

organization should be

© 2015 Lockheed Martin Corperation. All rights reserved. x\\\\\\\
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4, SEVE WA&’S Té\[ll APPLY THE

\
LYBER KILL CHAIN® WITH A THREAT
INTELLIGENLE PLATFURM

The Cyber Kill Chain® framewaork for computer
network defense is not something that can be

placed into an enterprise’s defenses. However,

there are seven ways to apply it within an
organization to mitigate risk, build true resilience,
hetter communicate, and meaningfully measure
results {(Hutchins, 2014). Each of these applications
can be achieved or augmented with the use of a
TIP that manages threat intelligence and enables
an analyst to identify broader campaign activity by
leveraging historical data.

41 FRIDRITIZE SENSUR ALERTS

With so many alerts coming from so many sources,
which alerts should be analyzed first? Which se

is the most important and demands mrﬂedam
attention? In order to answer these questions,

an organization should list the events that are
oroduced by each sensar and map them to the
relevant stage of the Cyber Kill Chain®, The further
down the attack chain to which an event maps,

the higher the priority of that alert. For example,
an event produced from a Network Intrusion
Detection System {NIDS} maps to either the first
stage, Reconnaissance, or the third stage, Delivery.
However, an event from a HIPS maps to stage fou
or five, installation or Exploitation, or perhaps
even stage seven, Action on Objectives. Thus alerts
coming from the HIPS should be evaluated first,
because they correspond to the potentially more
damaging event,

A proper Threat Intelligence Platform can help an
organization with this by automatically ingesting
alerts frowa a Security Information and Event
Management (SIEM} or SIEM-like device that
aggregates and normalizes events. The alerts
should be ingested by the TIP and prioritized based
on the original source of the alert. Those mapped
to {ater stages of the Cyber Kill Chain® process
should be associated with a higher prio ity and he
displayed for an analyst to respond to first. The TIP

should aiso provide the func ﬁoq !ty for the analyst
to respond to the alert within the tool. That way if
tisanintrusion or atf'emﬂted intrusion, indicators
1 be documented, and notes recorded to explain
hv-w the investigation was conducted. Standa d
courses of action can also be documented so that

similar alerts are dispositioned and addressed in &
repeatable and efficient manner.

4.2 PRIORITIZE ESCALATION

Another common problem for analyst teams is
knowing with whom to report each attempted

intrusion into the network. investigation of an
incident through the Cyber Kill Chain® framework
can quickly determine the severity of the
attack. Was a malicious email delivered to
recipient’s inbox? Is a computer on the netw 'ork
communicating with a known command and
control 1P address? Once again, the further down
the kill chain the attack progresses, the higher the
incidernt should be reported in an organization’s
management chain. If an attack results in Action

n Objectives — meaning the adversary was able
to exfiltrate data from the network — the impact
could potentiaily require notfification to the
grganization’s CEC or Board of Birectors. Onthe
other hand, a “shielded” attack, where malware
has been installed on a host computer, but there
is no command and control, may only need to be
reported up to a Chief Information Security Officer,
as this sort of compramise has much less impact on
the organization.

A TP can provide the platform for an analyst to
record all resuits from the investigation of an
intrusion. When an alert comes in, an analyst
gathers data points and documents them in

the TIP. The analyst then studies the data to
understand the alert and identify how far the
intrusion progressed. The TIP can map key pieces

of intelligence to the sta ge of the Cyber Kill Chain®
stage from which it was pulled o determiﬂe how
far the intrusion advance d and the level of impact
to the organization. This can then align directly to
the level of escalation reguired to communicate
the impact.
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4.8 PRIORITIZE INVESTMENT

Establishing
products can be an arduocus task. Building a

a return on investment for security

business case for future investments can be even
more difficult. An organization can visually display
where protections exist that detect, deny, disrupt,
degrade, and/or deceive an intrusion attempt at

each stage of the Cyber Kill Chain® process. A graph
sach stage of the Cyber Kili Chain® process. A graph

showing each stage of the process on one axis

and the coun
identify the tool in place to perform the mitigation
at that stage in the box where each intersacts.

termeasure along the other can then

_

L
G

——
s

Additionally, TIPs could help an organization
identify data gaps and source coliection
reguirements. As analysts investigate intrusions
and intrusion attempts, those stages lacking data
can lead to investments in tools to close the gap.

4.4 MEASURE EFFELTIVENESS

As previously stated, attempted attacks should be
investigated, analyzed, and synthesized using the
Cyber Kill Chain® framewark. The stage at which
the attack was stopped shouid be documented.
The goal is that over time attacks would be stopped

An empty box indicates gaps where investments
can be made to further enhance the organization’s
protections. An example of this type of graph is
shown in Figure 1.

garlier and earlier in the process,

Once again, a TIP can be the platform for an analyst
to record the results of the investigation, analysis,
and synthesis of each attempted intrusion. The
identification of where in the Cyber Kill Chain®
process the intrusion was stopped can also be
recorded as a data point within the TIP. Another
output of the TIP could then be a graphical
representation of these stopping points over a
period of ime. Ideally the TIP would show a trend
of analysts recognizing and preventing adversaries
from reaching later stages of the kill chain, and
thus becoming more effective. An example
graph is shown in Figure 2.

A TIP can provide this type of graph as output by
associating mitigations for every intrusion attempt
to each stage of the attack. A case can then be
rade to invest in tools that would fill the gap areas
in an organization’s countermeasures. Not every
box would need to be filled for every organization,
but the further along the Cyber Kill Chain®, the
greater the priority. For example, there may not
be a need to degrade Reconnaissance activity,

but there would certainly be a need to detect a
command and control channel,

of this

e beny

" upt Depie Deceve |
, TR

\\\ \\\ \\\\ N

Yerador

; ERAET, DER
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Firewall : s X
o ; DNS redirect
ATE RE RS Tarpt DG redirect

Figure 1: Countermeasures
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ure 2: Measuring Effectiveness Scorecard

4.5 MEASURE RESILIENLE

if an intrusion is blocked in an early Cyber Kill
Chain® stage and the organization’s detections and
mitigations are effective, is the orgam;’at*on also
resilient? In other words, if it weren’t identified and
stopped at that point, would it have been caught
lower down the kill chain? Were there layers of
security in place that would protect an organization
in a future attack if the adversary changed that

one particular tactic, signature, or indicator? This

is determined after synthesizing an attack through
the entire Cyber Kill Chain® cycle —regardiess of
how early it is stopped. Understanding what would
have happened had the adversary been successful
is just as important as understanding what did
happen. Understanding where defenses are in
place at every stage of the kill chain —including
those past the point of initial detection ~ is
understanding how resilient the organization is.
The goai is to be effective and block intrusions early
in the Cyber Kill Chain®, but also to be resilient and
have layers of countermeasures in place.

Once again a TIP can associate countermeasures
to each stage of the Cyber Kill Chain® framework
for every intrusion attermpt. This includes those
later stages that the attempted intrusions did

not actually reach. The TIP can reveal the level of

resiliency for each investigated incident and could
provide the mechanism to compare the resiliency
against intrusions over a period of ime. As with
effectiveness, the trend would hopefully show that
the arganization is becaming more resilient over
time, with multiple countermeasures in place for
each intrusion attempt.

4.5 MEASURE ANALYTIE CUMPLETENESS

As has been previously discussed, an analyst’s
investigation does not stop with identifying and
stopping an attack. One must aiso analyze how the
attack occurred, and synthesize what would have
happened had it not been stopped. This complete
understanding of the potential incident can be
measurad against the Cyber Kill Chain® frarmeworl,
which can be used as a pseudo checklist to ensure
the analyst has mined all possible information.
The idea of pulling data from every piece of

the investigation is a critical component of the
Intelligence Driven Defense® approach, as it is
what provides the inteliigence that informs one’s
defenses.

The output of good analysis is a lot of data and
intelligence. Managing that data and intelligence
is a function of a TIP. Furthermaore, a TiP that
employs the Cyber Kill Chain® framework
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for an investigation can help ensure analytic
completeness. It can force the analyst to think
about each step to encourage a complete
understanding of the intrusion attempt: Do |
understand each of the stages for this attack?
Have | fully investigated, analyzed, and synthesized
all the information | could possibly collect? ATIP
shouid enable an analyst to become effective

at computer network defense by providing

a mechanism to produce one’s own threat
intelligence.

47 1DENTIFY AND TRACK CAMPAIGNS

The final way to apply the Cyber Kili Chain® process
within an organization is to group intrusions from
the same adversary together into campaigns.

This broader view provides insight into when

a particular adversary attacks, the TTPs they
commonly use, and how effective and resilient

an organization is against that adversary. An
organization can then prioritize and measure
themselves against each adversary to further
enhance their defenses. Establishing campaigns
alsa pravides a standard nomenclature to improve
communications. This enables analysts to be more
efficient when identifying intrusions, understanding

potential next steps, and applying the proper
defensive response.

An effective Threat intelligence Platform enables
analysts to determine patterns of malicious
behavior iearned from previous events to better
address future attacks. All the data from oprevious
investigations and the intelligence that is mined
from analyzing and synthesizing intrusion attempis
must be centrally stored and easy to searchto
enable identification of these patterns and quick
recognition of relationships. Analysts connect
intrusions by correlating indicators or TTPs from
multipie Cyber Kill Chain® stages to determine
that an attack is coming from a previously seen
adversary. A powerful example of this is being
able to recognize that the adversary scraping your
external Web servers looking for documents is the
same adversary who then sends a phishing email
with a weaponized press release.

The TIP can facilitate this correlation because it
holds all the intelligence and previous incident
analysis.

Since the TIP is also the central location for all
campaign mapping, a Campaign Heat Map or
similar measurement of adversary activity shouid

N

Figure 3. Campaign Heat Map
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be an output of a TIP. This heat map can help

organizations buil 4“1 a profile of past and current
adversary activity, helping them better understand
when, where, and how they will attack again in the
future. A sample Campaign Heat Map is shown in
Figure 3,

5. THE PALISADE™ PLATHIRM

Lockheed Martin developed the Palisade™ solution
to enable analysts to correlate malicious activity. [t
is not just an intelligence ingest engine or broker,;
itis a tool for analysts that supports the adoption

f the Intelligence Driven Defense® methodology.
Paéisade”” is a centralized platform that integrates
with an grganization’s SIEM to provide enterprise-
wide alerting capability and manage all threat
intelligence — internal and external. it also enables
the tracking of countermeasures to ensure
the organization is pr perly acting upon the
intelligence that has been mined.
The Palisade™ solution empowers analysts to
focus their efforts and adopt an mtelngem Driven
Defense® approach by providing a platform for
incident investigation and response that is aligned
to the Cyber Kill Chain® framewaork. It allows for the
identification of broader campaign activity through
the connection of disparate events by leveraging
historical intelligence from previous incidents.
The Palisade™ platform is an enabler for a more
effective approach to computer network defense —
an approach that is fueled by analyst tradecraft and
inteliigence.

b GONLLUSION

Threat Intelligence Platforms are an emerging
technology that help an organization to consume
and then act on cyber intelligence. Rather than
relying solely on external intelligence, a TIP can also
enable an organization to transition to oroducing
their own actionable intelligence. This is a more
reliable, sustainabie, and cost-effective model for
the long-term defenses of an arganization.
Properly employing a TIP can enhance an

arganization’s cyber maturity and improve
resiliency against advanced adversaries through
the adoption of an Intelligence Driven Defense®
approach to computer network defense. This

can mean the difference between a reactive and
vulnerable security state and a proactive, or even
predictive, computer network defense posture
that is capable of identifying and stopping current
attacks, and preventing future attacks.
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or more information on cybersecurity solutions
-mail: cybersecurity@imco.com

Phone: 855-LMCYBER (856) 562-9237
www.lockheedmartin.com/cyber
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Additional Foreign Priority Data may be generated within this form by selecting the Add
button.

Statement under 37 CFR 1.55 or 1.78 for AIlA (First Inventor to File) Transition
Applications

This application (1) claims priority to or the benefit of an application filed before March 16, 2013 and (2) also

contains, or contained at any time, a claim to a claimed invention that has an effective filing date on or after March
[] 16.2013.

NOTE: By providing this statement under 37 CFR 1.55 or 1.78, this application, with a filing date on or after March

16, 2013, will be examined under the first inventor to file provisions of the AlA.
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Attorney Docket Number ThreatM008

Application Data Sheet37 CFR 1.76

Application Number

Title of Invention Threat Model Chaining and Attack Simulation Systems and Related Methods

Authorization or Opt-Out of Authorization to Permit Access:

When this Application Data Sheet is properly signed and filed with the application, applicant has provided written authority to
permit a participating foreign intellectual property (IP) office access to the instant application-as-filed {see paragraph A in
subsection 1 below) and the European Patent Office (EPO} access to any search results from the instant application {see
paragraph B in subsection 1 below).

Should applicant choose not to provide an authorization identified in subsection 1 below, applicant must opt-out of the
authorization by checking the corresponding box A or B or both in subsection 2 below.

NOTE: This section of the Application Data Sheet is ONLY reviewed and processed with the INITIAL filing of an application.
After the initial filing of an application, an Application Data Sheet cannot be used to provide or rescind authorization for access
by a foreign IP office(s). Instead, Form PTO/SB/39 or PTO/SB/69 must be used as appropriate.

1. Authorization to Permit Access by a Foreign Intellectual Property Office(s)

A. Priority Document Exchange (PDX)} - Unless box A in subsection 2 (opt-out of authorization) is checked, the undersigned
hereby grants the USPTO authority to provide the European Patent Office {EPQO), the Japan Patent Office (JPO), the Korean
Intellectual Property Office (KIPQ), the State Intellectual Property Office of the People’s Republic of China (SIPO), the World
Intellectual Property Organization (WIPQ), and any other foreign intellectual property office participating with the USPTO in a
bilateral or multilateral priority document exchange agreement in which a foreign application claiming priority to the instant
patent application is filed, access to: (1} the instant patent application-as-filed and its related bibliographic data, (2) any foreign
or domestic application to which priority or benefit is claimed by the instant application and its related bibliographic data, and
(3) the date of filing of this Authorization. See 37 CFR 1.14(h)(1).

B. Search Results from U.S. Application to EPO - Unless box B in subsection 2 (opt-out of authorization) is checked, the
undersigned hereby grants the USPTO authority to provide the EPO access to the bibliographic data and search results from
the instant patent application when a European patent application claiming priority to the instant patent application is filed. See
37 CFR 1.14(h)(2).

The applicant is reminded that the EPO’s Rule 141(1) EPC (European Patent Convention) requires applicants to submit a copy of
search results from the instant application without delay in a European patent application that claims priority to the instant
application.

2. Opt-Out of Authorizations to Permit Access by a Foreign Intellectual Property Office(s)

A. Applicant DOES NOT authorize the USPTO to permit a participating foreign IP office access to the instant
[ ] application-as-filed. If this box is checked, the USPTO will not be providing a participating foreign IP office with any
documents and information identified in subsection 1A above.

u B. Applicant DOES NOT authorize the USPTO to transmit to the EPO any search results from the instant patent
application. If this box is checked, the USPTO will not be providing the EPO with search results from the instant application.

NOTE: Once the application has published or is otherwise publicly available, the USPTO may provide access to the application in
accordance with 37 CFR 1.14.
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Application Data Sheet37 CFR 1.76

Attorney Docket Number ThreatM008

Application Number

Title of Invention

Threat Medel Chaining and Attack Simulation Systems and Related Methods

Applicant Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title 37 of CFR to have
an assignment recorded by the Office.

Applicant 1

If the applicant is the inventor (or the remaining joint inventor or inventors under 37 CFR 1.45), this section should not be completed. The
information to be provided in this section is the name and address of the legal representative who is the applicant under 37 CFR 1.43; or the
name and address of the assighee, person to whom the inventor is under an obligation to assign the invention, or person who otherwise shows
sufficient proprietary interest in the matter who is the applicant under 37 CFR 1.46. If the applicant is an applicant under 37 CFR 1.46 {assignee,
person to whom the inventor is obligated to assign, or person who otherwise shows sufficient proprietary interest) together with one or more
joint inventors, then the joint inventor or inventors who are also the applicant should be identified in this section.

(®) Assignee

O Legal Representative under 35 US.C. 117

(O JointInventor

Q Person to whom the inventor is obligated to assign.

O Person who shows sufficient proprietary interest

If applicant is the legal representative, indicate the authority to file the patent application, the inventor is:

Name of the Deceased or Legally Incapacitated Inventor:

If the Applicant is an Organization check here.

X

Organization Name

ThreatModeler Software Inc.

Mailing Address Information For Applicant:

Address 1 101 Hudson St., Ste. 2100

Address 2

City Jersey City State/Province NJ
CountryI us Postal Code 07302
Phone Number Fax Number

Email Address

Additional Applicant Data may be generated within this form by selecting the Add button.
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Application Number

Title of Invention Threat Model Chaining and Attack Simulation Systems and Related Methods

Assignee Information including Non-Applicant Assignee Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title 37 of
CFR to have an assignment recorded by the Office.

Assignee 1
Complete this section if assignee information, including non-applicant assignee infermation, is desired to be included on the patent application
publication. An assignee-applicant identified in the "Applicant Information" section will appear on the patent application publication as an
applicant. For an assignee-applicant, complete this section only if identification as an assignee is also desired on the patent application
publication.

If the Assignee or Non-Applicant Assignee is an Organization check here. X

Organization Name ThreatModeler Software Inc.

Mailing Address Information For Assignee including Non-Applicant Assignee:

Address 1 101 Hudson 5t,, Ste. 2100

Address 2

City Jersey City State/Province NJ
Country i us Postal Code 07302
Phone Number Fax Number

Email Address

Additional Assignee or Non-Applicant Assignee Data may be generated within this form by
selecting the Add button.
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Application Data Sheet37 CFR 1.76

Attorney Docket Number

ThreatM008

Application Number

Title of Invention

Threat Medel Chaining and Attack Simulation Systems and Related Methods

Signature:

NOTE: This Application Data Sheet must be signed in accordance with 37 CFR 1.33(b). However, if this Application Data Sheet
is submitted with the INITIAL filing of the application and either box A or B is not checked in subsection 2 of the
“Authorization or Opt-Out of Authorization to Permit Access” section, then this form must also be signed in accordance
with 37 CFR 1.14(c).

This Application Data Sheet must be signed by a patent practitioner if one or more of the applicants is a juristic entity (e.
g., corporation or association). If the applicant is two or more joint inventors, this form must be signed by a patent practitioner,
all joint inventors who are the applicant, or one or more joint inventor-applicants who have been given power of attorney (e.qg.,
see USPTO Form PTO/AIA/81) on behalf of all joint inventor-applicants.

See 37 CFR 1.4(d) for the manner of making signatures and certifications.

Signature

/Paul B. Johnson/

Date (YYYY-MM-DD)

First Name

Paul

Last Name

Johnson

Registration Number 59375

Additional Signature may be generated within this form by selecting the Add button.
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Declaration for Patent Application
As the below named inventor, | hereby declare that:

This declaration is directed {o the attached application.

Docket No. THREATMBO0E

The above-identified application was made or authorized to be made by me. | believe that |
am the original inventor or an original joint inventor of a claimed invention in the

application.

I acknowledge that any willful false statement made in this declaration is punishable under
18 U.5.C. 1001 by fine or imprisonment of not more than five {5) years, or both.

Legal Name: Anurag Agarwal
Print or Type
,>;§'\
Signature: N
12/14/2018
Date:

N 101 Hudson St Ste 2100
Mailing Address:

Jersey City NJ 07302

Residence:

Same as mailing address, or:

105 Greene St Unit 1801

Jersey City NJ 07302
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