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SYSTEM FOR RESOURCE - CENTRIC internal resource ; determine one or more additional controls 
THREAT MODELING AND IDENTIFYING capable of detecting the access to the internal resource , 

CONTROLS FOR SECURING TECHNOLOGY wherein the one or more controls are stored in a controls 
RESOURCES library ; initiate , via the established communicable link , a 

5 recommendation interface for display on the user device , the 
BACKGROUND recommendation interface comprising the one or more addi 

tional controls recommended to the user for incorporation . 
With the growth in the Internet , securing technology In some embodiments , the module is further configured to 

resources has become an integral part of computer and cause the at least one processor to : determine one or more 
information . Typically , securing technology resources 10 access types associated with each of the one or more threat 
includes measures adopted to avoid loss in the form of vectors , wherein the one or more access types indicate one 
confidentiality , integrity , and availability of these resources . or more ways in which the internal resource is capable of 
Breaches in technology resources typically result in these being accessed via each of the one or more threat vectors . 
types of losses against customer and client information , In some embodiments , the module is further configured to 
payment information , personal files , account details , which 15 cause the at least one processor to : determine a frequency 
can be detrimental to both the entity and the customer score associated with each of the one or more threat vectors , 
involved . Protecting against these breaches requires a com wherein the frequency score indicates a number of occur 
prehensive understanding of the various threat vectors that rence of a threat via each of the one or more threat vectors ; 
can lead to a breach . determine a magnitude of impact score associated with each 

20 of the one or more threat vectors , wherein the magnitude of 
BRIEF SUMMARY impact score indicates a consequence of a loss event caused 

via each of the one or more threat vectors ; determine a 
The following presents a simplified summary of one or strength associated with each of the one or more controls 

more embodiments of the present invention , in order to associated with each of the one or more threat vectors ; 
provide a basic understanding of such embodiments . This 25 determine an exposure score associated with each of the one 
summary is not an extensive overview of all contemplated or more threat vectors based on at least the frequency score , 
embodiments , and is intended to neither identify key or the magnitude of impact score , and the strength associated 
critical elements of all embodiments nor delineate the scope with each of the one or more controls associated with each 
of any or all embodiments . Its sole purpose is to present of the one or more threat vectors . 
some concepts of one or more embodiments of the present 30 In some embodiments , the one or more controls are 
invention in a simplified form as a prelude to the more configured to be regulated to monitor access to the internal 
detailed description that is presented later . resource via at least one of the one or more threat vectors , 

In one aspect , a system for identifying threat vectors and thereby reducing the exposure score associated with each of 
implementing controls for securing internal resources within the one or more threat vectors . 
a network is presented . The system comprises : at least one 35 In some embodiments , wherein the module is further 
non - transitory storage device ; at least one processor ; and at configured to cause the at least one processor to : determine 
least one module stored in said storage device and compris - that the exposure score associated with at least one of the 
ing instruction code that is executable by the at least one one or more threat vectors is greater than a predetermined 
processor and configured to cause said at least one processor threshold ; determine one or more additional controls capable 
to : provide a threat vector analysis application for installa - 40 of detecting the access to the internal resource , wherein the 
tion on a user device ; electronically receive an analysis one or more controls are stored in a controls library ; initiate , 
request associated with an internal resource from the user via the established communicable link , a recommendation 
device , wherein receiving further comprises initiating the interface for display on the user device , the recommendation 
threat vector analysis application on the user device , interface comprising the one or more additional controls 
whereby the initiating of the threat vector analysis applica - 45 recommended to the user for incorporation ; electronically 
tion establishes a communicable link with a network asso - receive , via the established communication link , a user 
ciated with the internal resource ; electronically receive , via selection of at least one of the one or more additional 
a distributed network of servers , information associated with controls recommended to the user ; and incorporate the one 
the internal resource within the network ; determine one or or more additional controls selected by the user , wherein the 
more threat vectors associated with the internal resource , 50 incorporating the one or more additional controls lowers the 
wherein the one or more threat vectors indicate one or more exposure score to below the predetermined threshold . 
paths of access to the internal resource ; determine one or In some embodiments , the module is further configured to 
more controls associated with each of the one or more threat cause the at least one processor to : determine one or more 
vectors associated with the internal resource , wherein the additional controls ; determine a cost associated with the 
one or more controls are configured to determine access to 55 incorporation of each of the one or more additional controls ; 
the internal resource ; dynamically generate a graphical determine that the cost associated with the incorporation of 
representation of the internal resource and the one or more each of the one or more additional controls is lower than the 
threat vectors based on at least the received analysis request ; difference between the exposure score associated with the at 
and initiate , via the established communicable link , a pre - least one of the one or more threat vectors before imple 
sentation of a user interface for display on the user device , 60 mentation of the one or more additional controls and after 
the user interface comprising the graphical representation of the implementation of the one or more additional controls ; 
the internal resource and the one or more threat vectors based on determining that the cost associated with the 
associated with the internal resource . incorporation of each of the one or more additional controls 

In some embodiments , the module is further configured to is lower than the difference between the exposure score 
cause the at least one processor to : determine that the one or 65 associated with the at least one of the one or more threat 
more controls associated with at least one of the one or more vectors before implementation of the one or more additional 
threat vectors is not capable of detecting the access to the controls and after the implementation of the one or more 
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additional controls , initiate , via the established communi sis request associated with an internal resource from the user 
cable link , a recommendation interface for display on the device , wherein receiving further comprises initiating the 
user device , the recommendation interface comprising the threat vector analysis application on the user device , 
one or more additional controls ; electronically receive , via whereby the initiating of the threat vector analysis applica 
the established communication link , a user selection of at 5 tion establishes a communicable link with a network asso 
least one of the one or more additional controls ; and incor ciated with the internal resource ; electronically receive , via 
porate the one or more additional controls selected by the a distributed network of servers , information associated with 
user . the internal resource within the network ; determine one or 

In some embodiments , the module is further configured to In some embodiments , the module is further configured to more threat vectors associated with the internal resource , 
cause the at least one processor to : determine one or more 10 wherein the one or more threat vectors indicate one or more 
additional controls ; determine a cost associated with the paths of access to the internal resource ; determine one or 
incorporation of each of the one or more additional controls ; more controls associated with each of the one or more threat 
determine that the cost associated with the incorporation of vectors associated with the internal resource , wherein the 
each of the one or more additional controls is lower than the one or more controls are configured to determine access to 
difference between the exposure score associated with the at 15 the internal resource ; determine whether the one or more 
least one of the one or more threat vectors before imple controls associated with the at least one of the one or more 
mentation of the one or more additional controls and after threat vectors is capable of detecting the access by an 
the implementation of the one or more additional controls ; unauthorized external resource ; dynamically generate a 
and based on determining that the cost associated with the graphical representation of the internal resource and the one 
incorporation of each of the one or more additional controls 20 or more threat vectors based on at least the received analysis 
is lower than the difference between the exposure score request ; and initiate , via the established communicable link , 
associated with the at least one of the one or more threat a presentation of a user interface for display on the user 
vectors before implementation of the one or more additional device , the user interface comprising the graphical repre 
controls and after the implementation of the one or more sentation of the internal resource and the one or more threat 
additional controls , automatically incorporate the one or 25 vectors associated with the internal resource . 
more additional controls . 

In another aspect , a computerized method for identifying BRIEF DESCRIPTION OF THE DRAWINGS 
threat vectors and implementing controls for securing inter 
nal resources within a network is presented . The method Having thus described embodiments of the invention in 
comprises providing , using a computing device processor , a 30 general terms , reference will now be made to the accompa 
threat vector analysis application for installation on a user n ying drawings , wherein : 
device ; electronically receiving , using a computing device FIG . 1 illustrates a system environment for securing 
processor , an analysis request associated with an internal technology resources , in accordance with some embodi 
resource from the user device , wherein receiving further ments of the invention ; 
comprises initiating the threat vector analysis application on 35 FIG . 2 illustrates a process flow for identifying threat 
the user device , whereby the initiating of the threat vector vectors and implementing controls for securing technology 
analysis application establishes a communicable link with a resources , in accordance with some embodiments of the 
network associated with the internal resource ; electronically invention ; 
receiving , via a distributed network of servers , information FIG . 3 illustrates a data environment illustrating an exem 
associated with the internal resource within the network ; 40 plary graphical representation of the internal resource and 
determining , using a computing device processor , one or the one or more threat vectors , in accordance with an 
more threat vectors associated with the internal resource , embodiment of the invention ; and 
wherein the one or more threat vectors indicate one or more FIG . 4 illustrates a process flow for generation and 
paths of access to the internal resource ; determining , using implementation of threat vector templates and implementing 
a computing device processor , one or more controls asso - 45 controls for securing technology , in accordance with an 
ciated with each of the one or more threat vectors associated embodiment of the invention . 
with the internal resource , wherein the one or more controls 
are configured to determine access to the internal resource ; DETAILED DESCRIPTION OF EMBODIMENTS 
determining , using a computing device processor , whether OF THE INVENTION 
the one or more controls associated with the at least one of 50 
the one or more threat vectors is capable of detecting the Embodiments of the present invention will now be 
access by an unauthorized external resource ; dynamically described more fully hereinafter with reference to the 
generating , using a computing device processor , a graphical accompanying drawings , in which some , but not all , 
representation of the internal resource and the one or more embodiments of the invention are shown . Indeed , the inven 
threat vectors based on at least the received analysis request ; 55 tion may be embodied in many different forms and should 
and initiating , via the established communicable link , a not be construed as limited to the embodiments set forth 
presentation of a user interface for display on the user herein ; rather , these embodiments are provided so that this 
device , the user interface comprising the graphical repre - disclosure will satisfy applicable legal requirements . Like 
sentation of the internal resource and the one or more threat numbers refer to elements throughout . For clarity , non 
vectors associated with the internal resource . 60 essential elements may have been omitted from some of the 

In yet another aspect , a computer program product for drawing . 
identifying threat vectors and implementing controls for It will be appreciated that certain features of the invention , 
securing internal resources within a network is presented . which are , for clarity , described in the context of separate 
The computer program product comprising a non - transitory embodiments , may also be provided in combination in a 
computer - readable medium comprising code causing a first 65 single embodiment . Conversely , various features of the 
apparatus to : provide a threat vector analysis application for invention , which are , for brevity , described in the context of 
installation on a user device ; electronically receive an analy - a single embodiment , may also be provided separately or in 
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any suitable sub - combination or as suitable in any other resources involves the authorization of access to a resource 
described embodiment of the invention . Certain features ( e . g . hardware , software , data , people , or the like ) in a 
described in the context of various embodiments are not to network , measured by a network administrator . Users 
be considered essential features of those embodiments , choose or are assigned an ID and password or other authen 
unless the embodiment is inoperative without those ele - 5 ticating information that allows them access to resources 
ments . within their authority . Technology resources ( e . g . , computer 

To the extent that the figures illustrate diagrams of the hardware or software ) require security within a variety of 
functional blocks of various embodiments , the functional computer networks , both public and private , that are used in 
blocks are not necessarily indicative of the division between everyday jobs ; conducting transactions and communications 
hardware circuitry . Thus , for example , one or more of the 10 among businesses , government agencies and individuals . 
functional blocks ( e . g . , processors or memories ) may be Networks can be private , such as within a company , and 
implemented in a single piece of hardware ( e . g . , a general others which might be open to public access . 
purpose signal processor or random access memory , or the In some embodiments , an “ entity ” as used herein may 
like ) or multiple pieces of hardware . Similarly , the programs refer to an organization comprising multiple individuals 
may be standalone programs , may be incorporated as sub - 15 such as an institution or an association that has a collective 
routines in an operating system , may be functions in an goal and external environment . Typically , organizations 
installed software package , and the like . have a management structure that determines relationships 

Threat modeling is a systematic approach to identifying between different activities and the members , and subdi 
all possible threat vectors to ensure that technology vides and assigns roles , responsibilities , and authority to 
resources are adequately protected against those vectors . 20 carry out different tasks . For purposes of the invention , 
Most threat modeling tools focus on a software - centric technology resources may include one or more hardware 
approach , requiring intimate knowledge of a software sys - and / or software resources available to a user and which 
tem in order to properly create a threat model . However , allow the user to work towards the collective goal of the 
these software - centric threat modeling tools are impractical entity . In some embodiments , a user may be considered a 
in many cases because the owners of the resource do not 25 resource . 
have intimate knowledge of the software system and lack the Securing technology resources includes protecting 
ability to change the internal design or code of the software resources from both passive and active intrusions . Typically , 
to properly secure it against various threat vectors that they a passive intrusion is a network intrusion in which a system 
discover . Regardless of these limitations , resource owners is monitored and sometimes scanned for open ports and 
still need to create a threat model to understand their 30 vulnerabilities . The intrusion is considered " passive ” when 
potential exposures and find compensating controls to miti - a network intruder intercepts network traffic within a net 
gate against any damage . work . In this regard , passive attacks include traffic analysis , 

The present invention embraces an asset centric model monitoring of unprotected communications , decrypting 
( e . g . , resource centric model ) of threat factors that may weekly encrypted traffic , and capturing authentication infor 
compromise technology resources as well as controls that 35 mation such as passwords . Active intrusions on the other 
may be used to protect such resources . The present invention hand are aimed to disrupt the operation of the network itself 
provides the functional benefit of identifying different threat allowing the intruder to bypass or break into secure systems . 
vectors , i . e . different ways that a technology resource may In this regard , active intrusions attempt to circumvent or 
be compromised , identifying controls that have been imple - break protection features , introduce malicious code , and to 
mented to protect against particular threat vectors , and 40 steal or modify information . These intrusions are mounted 
evaluating the magnitude of harm and potential frequency of against a network backbone , exploit information in transit , 
attacks that may be caused along each threat vector against electronically penetrate an enclave , or attempt to establish 
the strength of implemented controls to determine potential unauthorized communication links with the enclave . An 
impact along each threat vector . In some embodiments , this entity ' s network may be vulnerable to network intrusions 
information may be provided to the user in a graphical form 45 due to a variety of reasons including but not limited to , 
including recommendations for implementing additional non - existent security architecture , un - patched client - side 
controls . Also , the system may consult a control library to software and applications , phishing or targeted attacks , 
identify controls that may be implemented to protect a Internet websites , for configuration management , use of 
particular technology resource along a particular threat mobile devices such as laptops or handheld devices capable 
vector . Overall , if the cost of implementing a control is less 50 of connecting to the network remotely , cloud computing , 
than the impact reduced by implementing the control , then removable media , or the like . 
the system may provide a recommendation to implement the FIG . 1 illustrates a system environment 100 for securing 
control . technology resources , in accordance with some embodi 

With a focus on finding compensating controls , this ments of the invention . The environment 100 includes a 
invention provides a resource - centric threat modeling sys - 55 networked device 111 , an external computing device 160 , an 
tem that allows resource owners to create a threat model internal computing device 140 , and a user device 170 . For 
while requiring only basic familiarity of the resource ' s purposes of the invention , the computing devices used 
functions and interactions with other resources . In addition , herein ( e . g . , internal computing device , external computing 
this invention enables resource owners to match the strength device , network device , or the like ) are exemplary resources 
of controls against the frequency of attack and the magni - 60 within the entity ' s network . The systems and devices com 
tude of impact from the identified threat vectors to ensure municate with one another over the network 130 and per 
that the controls can sufficiently mitigate the impact in form one or more of the various steps and / or methods 
accordance with the resource owner ' s level of risk tolerance . according to embodiments of the disclosure discussed 

Securing technology resources includes policies adopted herein . The network 130 may include a local area network 
to prevent and monitor unauthorized access , misuse , modi - 65 ( LAN ) , a wide area network ( WAN ) , and / or a global area 
fication , or denial of a computer network and network - network ( GAN ) . The network 130 may provide for wireline , 
accessible resources . In other words , securing technology wireless , or a combination of wireline and wireless commu 
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nication between devices in the network . In one embodi - 174 when it carries out its functions described herein . In 
ment , the network 130 includes the Internet . some embodiments , any data and / or information may be 

The networked device 111 , the external computing device stored in non - volatile memory distinct from instructions for 
160 , the internal computing device 140 , and the user device executing one or more process steps discussed herein that 
170 each includes a computer system , server , multiple 5 may be stored in a volatile memory such as a memory 
computer systems and / or servers or the like . The internal directly connected or directly in communication with a 
computing device 140 , in the embodiments shown , has a processing device executing the instructions . In this regard , 
communication device 142 communicably coupled with a some or all the process steps carried out by the processing 
processing device 144 , which is also communicably coupled device may be executed in near - real - time , thereby increasing 
with a memory device 146 . The processing device 144 is 10 the efficiency by which the processing device may execute 
configured to control the communication device 142 such the instructions as compared to a situation where one or 
that the internal computing device 140 communicates across more of the instructions are stored and executed from a 
the network 130 with one or more other systems . The non - volatile memory , which may require greater access time 
processing device 144 is also configured to access the than a directly connected volatile memory source . In some 
memory device 146 in order to read the computer readable 15 embodiments , one or more of the instructions are stored in 
instructions 148 , which in some embodiments includes a one a non - volatile memory and are accessed and temporarily 
or more applications 150 stored thereon . The memory device stored ( i . e . , buffered ) in a volatile memory directly con 
146 also includes a datastore 154 or database for storing nected with the processing device where they are executed 
pieces of data that can be accessed by the processing device by the processing device . Thus , in various embodiments 
144 . In some embodiments , the datastore 154 houses sen - 20 discussed herein , the memory or memory device of a system 
sitive data such as customer and client information , payment or device may refer to one or more non - volatile memory 
information , personal files , account details , or the like that devices and / or one or more volatile memory devices . 
requires protection . In some embodiments , the internal com - The networked device 111 may typically be referred to 
puting device 140 includes a hardware hub 194 configured devices similar to the internal computing device 140 located 
to facilitate the connection of multiple devices or connec - 25 within the cyberspace associated with the entity and net 
tions to be connected to the internal computing device 140 . worked to communicate with one or more other networked 
For example , a hardware hub may be a USB ( Universal devices . The networked device 111 includes a communica 
Serial Bus ) hub which allows multiple USB devices to be tion device 112 operatively coupled with a processing device 
connected to one computer , even though the computer may 114 , which is also communicably coupled with a memory 
only have a few USB connections . In doing so , the hardware 30 device 116 . The processing device 114 is configured to 
hub 194 enables the transfer of data from the internal control the communication device 112 such that the net 
computing device 140 to a device connected via the hard worked device 111 communicates across the network 130 
ware hub 194 . In one aspect , the hardware hub 194 may be with one or more other systems . The processing device 114 
an Ethernet hub , and active hub , a network hub , repeater is also configured to access the memory device 116 in order 
hub , or any such hubs capable of connecting multiple 35 to read the computer readable instructions 118 , which in 
inter - networked devices together and making them act as a some embodiments includes an application 120 . The 
single network segment . memory device 116 also includes a datastore 122 or database 
As used herein , a " processing device , " generally refers to for storing pieces of data that can be accessed by the 

a device or combination of devices having circuitry used for processing device 114 . In some embodiments , the networked 
implementing the communication and / or logic functions of 40 device 111 may be a mobile device of the user , a back end 
a particular system . For example , a processing device may system associated with the entity , a third party device , or 
include a digital signal processor device , a microprocessor another device capable of accessing the network . 
device , and various analog - to - digital converters , digital - to - The external computing device 160 includes a commu 
analog converters , and other support circuits and / or combi - nication device 162 operatively coupled with a processing 
nations of the foregoing . Control and signal processing 45 device 164 , which is also communicably coupled with a 
functions of the system are allocated between these process - memory device 166 . The processing device 164 is config 
ing devices according to their respective capabilities . The ured to control the communication device 162 such that the 
processing device 114 , 144 , 164 , or 174 may further include external computing device 160 communicates across the 
functionality to operate one or more software programs network 130 with one or more other systems . The processing 
based on computer - executable program code thereof , which 50 device 164 is also configured to access the memory device 
may be stored in a memory . As the phrase is used herein , a 166 in order to read the computer readable instructions 168 , 
processing device 114 , 144 , 164 , or 174 may be " configured which in some embodiments includes an application 170 . 
to " perform a certain function in a variety of ways , includ - The memory device 166 also includes a datastore 172 or 
ing , for example , by having one or more general - purpose database for storing pieces of data that can be accessed by 
circuits perform the function by executing particular com - 55 the processing device 264 . In some embodiments , the exter 
puter - executable program code embodied in computer - read nal computing device 160 includes a hardware hub 196 
able medium , and / or by having one or more application configured to facilitate the connection of multiple devices or 
specific circuits perform the function . connections to be connected to the external computing 

Furthermore , as used herein , a " memory device ” gener device 160 . In this regard , the hardware hub 196 may be 
ally refers to a device or combination of devices that store 60 connected in such a way that facilitates data transfer not only 
one or more forms of computer - readable media and / or from the data store 172 associated with the external com 
computer - executable program code / instructions . Computer - puting device 160 , but also from data stores associated with 
readable media is defined in greater detail below . For one or more computing devices ( e . g . networked device 111 , 
example , in one embodiment , the memory device includes internal computing device 140 , or the like ) and / or networked 
any computer memory that provides an actual or virtual 65 devices connected via the network 130 . 
space to temporarily or permanently store data and / or com In some embodiments , the system environment may 
mands provided to the processing device 114 , 144 , 164 , or include one or more other network devices ( not shown ) may 
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include one or more other computing devices or physical and 150 may be configured to retrieve data from the one or 
devices required for communication and interaction between more data stores associated with one or more computing 
the devices on the network 130 to mediate data within the devices on the network 130 . 
network 130 . For example , a networked device may include , In some embodiments , the applications 120 , 150 , 170 , 
but is not limited to computing devices such as a personal 5 and / or 180 may include a program , or a group of programs 
computer , shared devices such as a printer , scanner , copier , or tools configured to control and / or prohibit unauthorized 
or the like , networking hardware such as gateways , routers , access of the internal computing device 140 by one or more 
bridges , modems , or the like , and / or one or more hardware computing devices associated with the network 130 , such as 

hubs . the external computing device 160 , the network device 111 , 
The user device 170 may include any computerized a 10 and / or other networked devices . In one aspect , the unau 

thorized access may refer to unauthorized access to the apparatus that can be configured to perform any one or more communication device 142 , the processing device 144 , the of the functions of the user device 170 described and / or memory device 146 , one or more applications 150 stored on contemplated herein . For example , a user may use the user the internal computing device 140 , and / or the data store 154 . device 170 to transmit and / or receive information or com 15 Typically , unauthorized access may include viewing private 
mands to and from the internal computing device 140 , accounts , messages , files or resources without prior permis 
external computing device 160 , networked device 111 , and / sion from the owner / user / administrator of the internal com 
or one or more other networked devices via the network 130 . puting device 140 to do so . Examples of unauthorized access 
The user device 170 may be a mobile device or other may include but is not limited to sniffing / wiretapping / 
non - mobile computing device . The user may be a person 20 eavesdropping on network traffic , exploiting security weak 
who uses the user device 170 to execute a user application nesses by using vulnerability assessment tools to probe 
180 . The user application 180 may be an application to network systems , Internet protocol ( IP ) spoofing , obstruct 
communicate with the internal computing device 140 , exter - ing computer services by placing malicious programs either 
nal computing device 160 , networked device 111 , and / or one within the computing device , or in one or more data paths 
or more other networked devices via the network 130 , 25 associated with the computing device , placing the back door 
perform a transaction , input information onto a user inter - that enables intruders to come back to the system at a later 
face presented on the user device 170 , or the like . In this date , installing malicious programs such as viruses to edit , 
regard , the internal computing device 140 , external comput - modify , and / or delete data stored on the computing device , 
ing device 160 , networked device 111 , and / or one or more insert an undetectable program into an authorized applica 
other networked devices may be configured to establish a 30 tion to retrieve sensitive information , and / or the like . 
communication link with the user device 170 , whereby the In some embodiments , the application 150 associated 
communication link establishes a data channel ( wired or with the internal computing device 140 may be configured 
wireless ) to facilitate the transfer of data between the user for instructing the processing device 144 to perform various 
device 170 and the internal computing device 140 , external steps of the methods discussed herein , and / or other steps 
computing device 160 , networked device 111 , and / or one or 35 and / or similar steps . In various embodiments , one or more of 
more other networked devices . In doing so , one or more the applications 120 , 150 , 170 , and 180 are included in the 
aspects of the user device 170 may be accessed , such as , a computer readable instructions stored in a memory device of 
GPS ( Global Positioning System ) device , an image captur - one or more systems or devices other than the systems 160 
ing component ( e . g . , camera ) , a microphone , a speaker , or and 140 and the networked device 111 . For example , in some 
the like . In some embodiments , for example , the user device 40 embodiments , the application 120 is stored and configured 
170 may include a personal computer system ( e . g . a non - for being accessed by a processing device of one or more 
mobile or non - portable computing system , or the like ) , a networked devices connected to the network 130 . In various 
mobile computing device , a personal digital assistant , a embodiments , the applications 120 , 150 , 170 , and 180 stored 
mobile phone , a tablet computing device , a network device , and executed by different systems / devices are different . In 
and / or the like . As illustrated in FIG . 1 , in accordance with 45 some embodiments , the applications 120 , 150 , 170 , and 180 
some embodiments of the present invention , the user device stored and executed by different systems may be similar and 
170 includes a communication device 172 , a processing may be configured to communicate with one another , and in 
device 174 , and a memory device 176 . In such embodi - some embodiments , the applications 120 , 150 , 170 , and 180 
ments , the communication device 172 is operatively and may be considered to be working together as a singular 
selectively connected to the processing device 174 . The 50 application despite being stored and executed on different 
processing device 174 is also configured to access the systems . 
memory device 176 in order to read the computer readable In various embodiments , one of the systems discussed 
instructions 178 , which in some embodiments includes a above , such as the internal computing device 140 , is more 
user application 180 . In some embodiments , the user may than one system and the various components of the system 
use the user application 180 to execute portions of the 55 are not collocated , and in various embodiments , there are 
processes described with respect to the process flows multiple components performing the functions indicated 
described herein . herein as a single device . For example , in one embodiment , 

In some embodiments , the applications 120 , and 150 may multiple processing devices perform the functions of the 
be any software program , or group of programs , that is processing device 144 of the internal computing device 140 
designed for the end - user . In some embodiments , the appli - 60 described herein . 
cations 120 and 150 may be network software applications In various embodiments , the internal computing device 
designed to help set up , manage , and / or monitor the network 140 , the external computing device 160 , and the networked 
130 . In some other embodiments , the applications 120 and device 111 and / or other systems may perform all or part of 
150 may be software programs stored on the networked a one or more method steps discussed above and / or other 
device 111 and the external computing device 160 respec - 65 method steps in association with the method steps discussed 
tively and capable of being configured to access the internal above . Furthermore , some or all the systems / devices dis 
computing device 140 . In this regard , the applications 120 cussed here , in association with other systems or without 
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association with other systems , in association with steps identity . This can be accomplished using misappropriated 
being performed manually or without steps being performed user credentials or a false IP address . After successfully 
manually , may perform one or more of the steps of method gaining access as a legitimate user or host , elevation of 
300 , the other methods discussed below , or other methods , privileges or abuse using authorization can begin ; ( ii ) Tam 
processes or steps discussed herein or not discussed herein . 5 pering — Tampering is the unauthorized modification of data , 

FIG . 2 illustrates a process flow 200 for identifying threat for example as it flows over a network between two com 
vectors and implementing controls for securing technology puters ; ( iii ) Repudiation — Repudiation is the ability of users 
resources , in accordance with some embodiments of the ( legitimate or otherwise ) to deny that they performed spe 
invention . As shown in block 202 , the process flow includes c ific actions or transactions ; ( iv ) Information disclosure 
electronically receiving an analysis request associated with 10 Information disclosure is the unwanted exposure of private 
an internal resource from the user device . In this regard , the data , for example , a user views the contents of a table or file 
system may be configured to provide a threat vector analysis he or she is not authorized to open , or monitors data passed 
application for installation on a user device . Typically , the in plaintext over a network . Some examples of information 
system may electronically receive an analysis request asso - disclosure vulnerabilities include the use of hidden form 
ciated with an internal resource from the user device . In this 15 fields , comments embedded in Web pages that contain 
regard , receiving the analysis request further includes initi database connection strings and connection details , and 
ating the threat vector analysis application on the user device weak exception handling that can lead to internal system 
whereby the initiation of the threat vector analysis applica - level details being revealed to the client ; ( v ) Denial of 
tion establishes a communicable link with the network service — Denial of service is the process of making a system 
associated with the internal resource . 20 or application unavailable . For example , a denial of service 

Next , as shown in block 204 , the process flow includes attack might be accomplished by bombarding a server with 
electronically receiving , via a distributed network of servers , requests to consume all available system resources or by 
information associated with the internal resource within the passing it malformed input data that can crash an application 
network . As described herein , a resource may refer to process ; and ( vi ) Elevation of privilege Elevation of privi 
devices , data , networks , and any other resources functioning 25 lege occurs when a user with limited privileges assumes the 
within the entity ' s network . In some embodiments , the identity of a privileged user to gain privileged access to an 
information associated with the internal resource may application . For example , a user with limited privileges 
include but is not limited to one or more software applica - might elevate his or her privilege level to compromise and 
tions stored on the internal resource , one or more ports take control of a highly privileged and trusted process or 
located thereon , one or more data repositories associated 30 account . 
with the internal resource , one or more networks associated Next , as shown in block 208 , the process flow includes 
with the internal resource , one or more peripheral devices determining one or more controls associated with each of the 
connected to the internal resource , one or more data paths to one or more threat vectors associated with the internal 
and from the internal resource , one or more network devices resource . In one aspect , the one or more controls may be 
connected to one or more networks associated with the 35 configured to determine access to the internal resource . As 
internal resource , one or more tools associated with the described herein , the one or more controls may be regulated 
internal resource , and / or the like . This information may be to identify , detect , monitor , regulate , or determine access 
received from a distributed network of servers connected authorization , thereby distinguishing the abilities of admin 
directly or indirectly to the internal resource , thereby pro - istrators from users . In some embodiments , the one or more 
viding complete information associated with at least one or 40 controls may be configured to regulate network traffic asso 
more data paths to and from the internal resource . ciated with the internal resource to detect and prohibit 

Next , as shown in block 206 , the process flow includes unauthorized access to the internal resource . In some other 
determining one or more threat vectors associated with the examples , the one or more controls may be configured to 
internal resource . To do so , the system may determine a regulate access to a remote resource to detect and prohibit 
working knowledge of threats to organize a security strategy 45 unauthorized access to the remote resource . For example , a 
to prepare for responses to the threats . In some embodi - control may be requesting authentication credentials from a 
ments , a threat vector indicates one or more ways ( or access user to access a particular resource ( internal or otherwise ) . 
paths ) through which the internal resource may be accessed In some embodiments , the system may be configured to 
( or in some cases , compromised ) . In this regard , the internal utilize one or more tools to regulate the controls to monitor 
resource may be compromised if the internal resource is 50 access to the internal resource . For example , a tool may be 
capable of being accessed by an unauthorized external a software installed in the resource that implements the 
resource . In some embodiments , the external resource may control . In this regard , the tool may be configured to receive 
refer to any resource ( e . g . , device ) directly or indirectly the credentials and validate them to determine access to the 
connected to the internal resource attempting to gain access resource . In one aspect , the one or more tools may be both 
to the internal resource . An internal resource may be con - 55 software tools and / or hardware tools , and that , the one or 
sidered compromised if the access to the internal resource is more tools are used to prevent , detect , and remove unau 
unauthorized . In another aspect , the access to the internal thorized access to the internal computing device . 
resource may not be unauthorized access . As described In some embodiments , the system may be configured to 
herein , the one or more threat vectors specify one or more determine one or more different types of access that may be 
paths that can be chosen by the external resource to retrieve 60 made via one or more of the access paths by the external 
data from an internal resource . resource to access the internal resource . The one or more 

In one aspect , threat vectors within particular categories access types may include one or more ways in which an 
of threat types can be identified . For example , the STRIDE external resource may access the internal resource via the 
methodology may be used to identify and categorize various one or more access paths . For example , an internal resource 
threat ( vector ) types . More specifically , STRIDE is an 65 may be accessed via an email application ( access path ) 
acronym for : ( i ) Spoofing — Spoofing refers to an act of capable of facilitating the transfer of data from the internal 
attempting to gain access to a system by using a false resource to one or more devices ( external resources ) con 
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nected to the network ( e . g . , Internet , LAN , WAN , or the access path 3 ) specifying one or more paths that can be 
like ) . An external resource attempting to access the internal chosen by an external computing device ( or any device 
resource in this case may be in the form malware to either connected to the network 130 ) to retrieve data from an 
disrupt computer operations , gather sensitive information , internal computing device 140 . In some embodiments , each 
gain access to private computer systems , or display 5 threat vector involves authorization to access one or more 
unwanted advertising . The one or more access types in this data repositories associated with the internal computing 
case may specify one or more ways the malware may gain device 140 . In some other embodiments , each threat vector 
unauthorized access to the internal resource , including , but involves authorization to access one or more applications 
is not limited to , email text , attachments , hyperlinks in the stored on the internal computing device 140 . For example , 
subject line / body of the email , or the like . 10 administrators may have the ability to remove , edit and add 
Next , as shown in block 210 , the process flow includes data , while general users may not even have " read ” rights if 

determining whether the one or more controls associated they lack access to particular information . As shown in FIG . 
with the at least one of the one or more threat vectors is 2 , the data environment 300 includes a threat vector ( access 
capable of detecting the access by an unauthorized external path 4 ) via a hardware hub associated with the internal 
resource via at least one of the one or more types of access . 15 computing device 140 . 
Continuing with the previous example , the system may be In some embodiments , the data environment 300 includes 
configured to determine whether the one or more controls one or more controls associated with each threat vector . 
associated with the email application access path is capable Typically , in the field of information security , a control is 
of detecting the access ( and in some cases ) via the different safeguard or countermeasure to avoid , detect , counteract , or 
access types , specifically , email text , attachments , hyper - 20 minimize security exposure . The one or more controls may 
links in the subject line / body of the email , or the like . be regulated to determine access authorization and distin 
Next , as shown in block 212 , the process flow includes guish the abilities of administrators and users . For example , 

dynamically generating a graphical representation of the administrators may have the ability to remove , edit and add 
internal resource and the one or more threat vectors based on data , while general users may not even have “ read ” rights if 
at least the received analysis request . In this regard , the 25 they lack access to particular information . In other words , 
graphical representation of the internal resource and the one the one or more controls may be regulated to identify , 
or more threat vectors may be configured to automatically protect , detect ( a threat to ) , respond ( to a threat to ) , or 
adapt to the type of user device used by the user ( e . g . , cell recover the data . 
phones , PDAs , touch panels , or the like ) for ubiquitous In some embodiments , the one or more threat vectors may 
access to software applications , device controllers , and 30 include one or more access types . The one or more access 
Internet services . types may include one or more ways in which an external 
Next , as shown in block 214 , the process flow includes computing device 160 may access the internal computing 

initiating , via the established communicable link , a presen - device 140 via the one or more threat vectors . In one aspect , 
tation of a user interface for display on the user device , the each access type may be associated with a control to regulate 
user interface comprising the graphical representation of the 35 access to the internal computing device 140 via a threat 
internal resource and the one or more threat vectors asso - vector . In another aspect , one or more access types may be 
ciated with the internal resource . In some embodiments , the associated with a control to regulate access to the internal 
system may be configured to generate a graphical represen - computing device 140 via a threat vector . In yet another 
tation of the internal resource and the one or more threat aspect , each access type may be associated with one or more 
vectors by meeting the user device ' s constraints and mini - 40 controls to regulate access to the internal computing device 
mizing the estimated effort for the user ' s expected interface 140 via a threat vector . 
actions . In some embodiments , the data environment 300 may 

In some embodiments , the system may be configured to include one or more tools ( not shown ) to regulate the 
determine one or more tools configured to regulate the one controls to monitor access to the internal computing device . 
or more controls to monitor the accessing of the internal 45 The one or more tools may be both software tools and / or 
resource . In response , the system may then incorporate the hardware tools , and that , the one or more tools are used to 
one or more tools within the network to regulate the one or prevent , detect , and remove unauthorized access to the 
more controls to detect and monitor the accessing of the internal computing device 140 . In this regard , the tools may 
internal resource by the external resource via at least one of be computer software used to protect the internal computing 
the one or more types of access . 50 device 140 from malicious browser helper objects , browser 

FIG . 3 illustrates a data environment 300 illustrating an hackers , keyloggers , rootkits , fraudtools , or the like , or 
exemplary graphical representation of the internal resource security devices such as biometric computer security devices 
and the one or more threat vectors , in accordance with an iris detector , fingerprint scanner , gait analysis , or the like ) , 
embodiment of the invention . For purposes of the invention , port security device ( e . g . , USB security device ) , or the like . 
the resources that require protection within a networking 55 In one aspect , the tools may include one or more capabilities 
environment are described in terms of data stored within the to facilitate the regulation of the controls to detect and 
network and / or the internal computing device 140 . As used prohibit access to the internal computing device 140 via the 
herein , " data " may refer to both logical data and physical one or more threat vectors . Typically , a capability may be 
data . The logical aspect of data is what the data means . The defined as an aptitude or competency that an entity may 
physical aspect of data is the medium in which the data is 60 possess or require at an entity , business function , or indi 
stored . Typically , logical data has a structure that is used to vidual level that has the potential , or is required to contribute 
represent its meaning and some form of classification . Since to a business outcome thereby creating value . For example , 
logical data cannot exist except in some physical form , the the control is a type of capability that has a control objective . 
relationship between logical data and physical data is a In some embodiments , the system may be configured to 
“ using ” relationship . 65 assign a tool to each access type thereby regulating a control 
As shown in FIG . 3 , the data environment 300 includes associated with a threat vector . In some other embodiments , 

one or more threat vectors ( access path 1 , access path 2 , and the system may be configured to assign a tool to one or more 
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access types thereby regulating one or more controls asso c iated with the internal resource comprises at least a 
ciated with a threat vector . In one aspect , the system may be resource category . Typically , the resource category is used to 
configured to assign a tool capable of regulating one or more broadly classify the internal resource . The categories may be 
controls associated with multiple threat vectors simultane based on at least a type of resource such as a smart device , 
ously . Similarly , the data environment 200 may include a 5 display device , gaming device , mobile device , security 
tool capable of regulating a control to determine access to device , or the like , resource accessibility indicating different 
the hardware hub 194 associated with the internal computing levels of possible access to the resource ( e . g . , administrator 
device 140 . level , user level , guest level , or the like ) , resource function 

In some embodiments , the data environment 300 may be ality , resource sensitivity , inherent resource controls , or the 
presented for display on the user device as part of a graphical 10 like . 
user interface ( e . g . , as described above with respect to As shown in block 406 , the process flow includes deter 
blocks 212 and 214 ) . In one aspect , the graphical user mining one or more threat vectors associated with the 
interface may include one or more categories associated internal resource . As discussed above , the one or more threat 
with each of the one or more controls . For example , the vectors indicate one or more paths of access to the internal 
controls may be categorized based on the STRIDE method - 15 resource . Once the threat vectors have been identified , the 
ology described above . In some other embodiments , the process flow then includes electronically receiving from a 
graphical user interface may also include an exposure score controls library , a control template associated with a 
associated with each of the threat vectors . In this regard , the resource category matching the resource category of the 
system may determine a frequency score associated with internal resource , as shown in block 408 . In some embodi 
each of the one or more threat vectors indicating a number 20 ments , the control template includes a map of one or more 
of occurrences of a threat ( causing the loss event ) via each controls to be applied to each of the one or more threat 
of the one or more threat vectors . In addition , the system vectors associated with the internal resource . As described 
may also determine a magnitude of impact score associated herein , the one or more controls are configured to determine 
with each of the one or more threat vectors indicating an access to the internal resource . In this regard , the one or 
effect of the threat on the internal resource . In some embodi - 25 more controls are configured to be regulated to monitor 
ments , the graphical user interface may include a recom - access to the internal resource via at least one of the one or 
mendation interface including a recommendation for one or more threat vectors . In some embodiments , the additional 
more additional controls for implementation . In some controls and the control templates are stored in a controls 
embodiments , the system may be configured to determine an library . The controls library includes information associated 
objective associated with the internal resource . In one 30 with each control , overviews that describe the control and 
aspect , the objective may be an indication of what the threat how to use it , programming elements used with each control , 
( e . g . , a hacker ) may want to do / or obtain from the internal and predetermined control template for each resource cat 
resource . In this regard , the system may determine one or e gory . 
more objectives for each of the one or more threat vectors Next , as shown in block 410 , the process flow includes 
and determine what effect the threat might have to the 35 applying the control template to the internal resource . In 
internal resource , when the internal resource is accessed via some embodiments , the control template may be applied to 
a particular threat vector . In some embodiments , the graphi - the internal resource automatically . In this regard , the system 
cal user interface may include the one or more objectives may be configured to determine a resource category asso 
associated with the internal resource . ciated with the internal resource , retrieve the control tem 

FIG . 4 illustrates a process flow 400 for generation and 40 plate from the controls library , and automatically implement 
implementation of threat vector templates and implementing the one or more controls according to the retrieved template . 
controls for securing technology , in accordance with an In some other embodiments , the system may be configured 
embodiment of the invention . As shown in block 402 , the to present the retrieved control template to the user . The user 
process flow includes determining that an internal resource may then review the control template and authorize the 
in a network requires protection from unauthorized external 45 system to implement the controls template such that the one 
access . In this regard , the internal resource may be an or more controls associated with the control template is 
existing resource within the network with inadequate secu - applied to the internal resource . In doing so the one or more 
rity measures requiring protection from unauthorized exter - controls associated with the at least one of the one or more 
nal access . In one aspect , the system may be configured to threat vectors is capable of detecting the access to the 
determine that the one or more controls associated with at 50 internal resource via at least one of the one or more types of 
least one of the one or more threat vectors is not capable of access . 
detecting the access to the internal resource . For example , In some embodiments , the access to the internal comput 
the system may determine that while an antivirus software ing device by the external computing device via at least one 
stored on the internal computing device may scan text and of the one or more types of access causes a loss event . 
hyperlinks in the subject line / body of the email , the antivirus 55 Typically , an event is a single occurrence within the network 
software does not scan attachments . In some embodiments , environment , usually involving an attempted change of 
the system may be configured to determine one or more state . An event usually includes the notion of time , the 
additional controls capable of detecting the access to the occurrence , and any details that explicitly pertains to the 
internal resource . In response , the system may be configured event or the network environment that may help explain or 
to initiate a recommendation interface for display on the user 60 understand the events causes or effects . Specifically , a loss 
device , the recommendation interface comprising the one or event is an event that reduces the value of resource or that 
more additional controls recommended to the user for incor creates a liability . In some embodiments , the system may be 
poration . In some other embodiments , the internal resource configured to analyze the possible impact of potential loss 
may be a new resource to be added to the network . event based on Factor Analysis of Information Risk ( FAIR ) 
As shown in block 404 , the process flow includes elec - 65 methodology . In one aspect , the FAIR methodology builds a 

tronically receiving information associated with the internal foundation for developing a scientific approach to informa 
resource within the network , wherein the information asso tion exposure management and provides a model for under 
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18 
standing , analyzing , and quantifying exposure . The FAIR one or more additional controls selected by the user , wherein 
methodology is described in more in U . S . Patent Application the incorporating the one or more additional controls lowers 
Publication No . 2005 / 0066195 , which is hereby incorpo the exposure score to below the predetermined threshold . As 
rated by reference in its entirety . In this regard , the system either the frequency score or the magnitude of impact score 
may determine a magnitude of impact score ( e . g . , by 5 is mitigated using the one or more additional controls , a 
employing the FAIR methodology ) . Furthermore , the sys - certain level of exposure may be deemed acceptable . The 
tem may determine a frequency score associated with each exposure gap is the exposure that is yet to be mitigated 
of the one or more threat vectors indicating a number of because it is beyond the bounds of what can be accepted . 
occurrences of a threat ( causing the loss event ) via each of In some embodiments , the system may determine a cost 
the one or more threat vectors . In addition , the system may 10 associated with the incorporation of each of the one or more 
also determine an exposure score associated with each of the additional controls selected by the user and / or the one or 
one or more threat vectors based on at least the frequency more controls recommended to the user . Typical costs 
score and the magnitude of impact score . In combination , involved in the implementation of the one or more additional 
the system may determine an exposure score associated with controls and / or the one or more controls recommended to 
the loss event based on both the probability score and the 15 the user include , but are not limited to , software license fees , 
magnitude of impact score ( e . g . , based on the FAIR meth - maintenance fees , hardware involved , and / or implementa 
odology ) . In some embodiments , the system may be con - tion services . Also , the system may be configured to deter 
figured to determine a strength of each of the one or more mine whether the cost associated with the incorporation of 
controls while determining the exposure score . In this each of the one or more additional controls selected by the 
regard , the strength of the control and the magnitude of 20 user and / or the one or more controls recommended to the 
impact score ( and in some cases , the frequency score ) is user is lower than the difference between the exposure score 
negatively correlated . For example , a hacker attempting to associated with the at least one of the one or more threat 
access an internal resource via a threat vector with high vectors before implementation of the one or more additional 
strength controls may not be as successful in causing a loss controls selected by the user and / or the one or more controls 
event as often and as impactful as intended compared to 25 recommended to the user and after the implementation of the 
attempting access to the internal resource via a threat vector one or more additional controls selected by the user and / or 
with low strength controls . Accordingly , the magnitude of the one or more controls recommended to the user . If the cost 
impact and frequency of threats along a threat vector may be associated with the incorporation of each of the one or more 
reduced by the strength of any corresponding control in additional controls selected by the user and / or the one or 
determining an exposure score . By determining the exposure 30 more controls recommended to the user is lower than the 
score for each of the one or more threat vectors , the system difference between the exposure score associated with the at 
determines an impact of the threat in various predetermined least one of the one or more threat vectors before imple 
categories . In some embodiments , the various categories that mentation of the one or more additional controls selected by 
may be affected by include but is not limited to , regulatory the user and / or the one or more controls recommended to the 
impact , reputational impact , client impact , and financial 35 user and after the implementation of the one or more 
impact . By identifying proper controls and configuring the additional controls selected by the user and / or the one or 
identified controls to be regulated to monitor access to the more controls recommended to the user , the system may 
internal resource via at least one of the one or more threat incorporate the one or more additional controls selected by 
vectors , the present invention provides the functional benefit the user and / or the one or more controls recommended to the 
of detecting and monitoring access to the internal resource 40 user . In some embodiments , the system may be configured 
via the one or more threat vectors , thereby reducing the to determine a cost associated with the incorporation of the 
exposure score associated with each of the one or more one or more controls prior to recommending the one or more 
threat vectors . In some embodiments , the system may be controls to the user . In doing so , the system may be config 
configured to determine one or more tools to assist in ured to determine whether the cost associated with the 
reducing either the frequency score or the magnitude of 45 incorporation of the one or more controls is lower than the 
impact score thereby contributing to the reduction of the difference between the exposure score associated with the at 
exposure score . least one of the one or more threat vectors before imple 

In some embodiments , the system may be configured to mentation of the one or more controls and after the imple 
determine that the exposure score associated with at least mentation of the one or more controls . Based on this , the 
one of the one or more threat vectors is greater than a 50 system may determine whether to recommend the one or 
predetermined threshold . In this regard , the predetermined more controls to the user ( e . g . , if the cost of implementing 
threshold may be used to indicate when an event becomes a a control is less than the amount of exposure that would be 
threat event , and rises to the level of a loss event . Typically , reduced by implementing the control , then the system would 
a threat event is an event that can , but does not necessarily typically recommend that such control be implemented , but 
cause loss to materialize . The system may then determine 55 if the cost of implementing a control is greater than the 
one or more additional controls capable of detecting the amount of exposure that would be reduced by implementing 
access to the internal resource . In response , the system may the control , then the system would typically not recommend 
be configured to initiate , via the established communicable implementing such control ) . 
link , a recommendation interface for display on the user As will be appreciated by one of ordinary skill in the art , 
device , the recommendation interface comprising the one or 60 the present invention may be embodied as an apparatus 
more additional controls recommended to the user for incor - m ( including , for example , a system , a machine , a device , a 
poration . The user may then view the recommended addi - computer program product , and / or the like ) , as a method 
tional controls and provide , via the recommendation inter - ( including , for example , a business process , a computer 
face , a selection of one or more additional controls from the implemented process , and / or the like ) , or as any combina 
recommended controls for incorporation . This information 65 tion of the foregoing . Accordingly , embodiments of the 
is transmitted to the system , via the established communi - present invention may take the form of an entirely software 
cation link . In response , the system may then incorporate the embodiment ( including firmware , resident software , micro 
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code , or the like ) , an entirely hardware embodiment , or an memory , or the like ) that can direct a computer and / or other 
embodiment combining software and hardware aspects that programmable data processing apparatus to function in a 
may generally be referred to herein as a “ system . ” Further particular manner , such that the computer - executable pro 
more , embodiments of the present invention may take the gram code portions stored in the computer - readable medium 
form of a computer program product that includes a com - 5 produce an article of manufacture including instruction 
puter - readable storage medium having computer - executable mechanisms which implement the steps and / or functions 
program code portions stored therein . As used herein , a specified in the flowchart ( s ) and / or block diagram block ( s ) . 
processor may be " configured to ” perform a certain function The one or more computer - executable program code 
in a verity of ways , including , for example , by having one portions may also be loaded onto a computer and / or other 
or more general - purpose circuits perform the functions by 10 programmable data processing apparatus to cause a series of 
executing one or more computer - executable program code operational steps to be performed on the computer and / or 
portions embodied in a computer - readable medium , and / or other programmable apparatus . In some embodiments , this 
having one or more application - specific circuits perform the produces a computer - implemented process such that the one 
function . or more computer - executable program code portions which 

It will be understood that any suitable computer - readable 15 execute on the computer and / or other programmable appa 
medium may be utilized . The computer - readable medium ratus provide operational steps to implement the steps speci 
may include , but is not limited to , a non - transitory computer - fied in the flowchart ( s ) and / or the functions specified in the 
readable medium , such as a tangible electronic , magnetic , block diagram block ( s ) . Alternatively , computer - imple 
optical , infrared , electromagnetic , and / or semiconductorm ented steps may be combined with operator and / or human 
system , apparatus , and / or device . For example , in some 20 implemented steps in order to carry out an embodiment of 
embodiments , the non - transitory computer - readable the present invention . 
medium includes a tangible medium such as a portable While certain exemplary embodiments have been 
computer diskette , a hard disk , a random access memory described and shown in the accompanying drawings , it is to 
( RAM ) , a read - only memory ( ROM ) , an erasable program - be understood that such embodiments are merely illustrative 
mable read - only memory ( EPROM or Flash memory ) , a 25 of , and not restrictive on , the broad invention , and that this 
compact disc read - only memory ( CD - ROM ) , and / or some invention not be limited to the specific constructions and 
other tangible optical and / or magnetic storage device . In arrangements shown and described , since various other 
other embodiments of the present invention , however , the changes , combinations , omissions , modifications and sub 
computer - readable medium may be transitory , such as a stitutions , in addition to those set forth in the above para 
propagation signal including computer - executable program 30 graphs , are possible . Those skilled in the art will appreciate 
code portions embodied therein . that various adaptations and modifications of the just 

It will also be understood that one or more computer described embodiments can be configured without departing 
executable program code portions for carrying out opera - from the scope and spirit of the invention . Therefore , it is to 
tions of the present invention may include object - oriented , be understood that , within the scope of the appended claims , 
scripted , and / or unscripted programming languages , such as , 35 the invention may be practiced other than as specifically 
for example , Java , Perl , Smalltalk , C + + , SAS , SOL , Python , described herein . 
Objective C , and / or the like . In some embodiments , the one 
or more computer - executable program code portions for What is claimed is : 
carrying out operations of embodiments of the present 1 . A system for identifying threat vectors and implement 
invention are written in conventional procedural program - 40 ing controls for securing internal technology resources 
ming languages , such as the “ C ” programming languages within a network , the system comprising : 
and / or similar programming languages . The computer pro at least one non - transitory storage device ; 
gram code may alternatively or additionally be written in at least one processor ; and 
one or more multi - paradigm programming languages , such instruction code stored in said storage device , said 
as , for example , F # . 45 instruction code being executable by the at least one 

It will further be understood that some embodiments of processor and configured to cause said at least one 
the present invention are described herein with reference to processor to : 
flowchart illustrations and / or block diagrams of systems , provide a threat vector analysis application for installation 
methods , and / or computer program products . It will be on a user device associated with a user ; 
understood that each block included in the flowchart illus - 50 electronically receive an analysis request associated with 
trations and / or block diagrams , and combinations of blocks an internal resource from the user device , wherein 
included in the flowchart illustrations and / or block dia receiving further comprises initiating the threat vector 
grams , may be implemented by one or more computer analysis application on the user device , whereby the 
executable program code portions . These one or more com initiating of the threat vector analysis application estab 
puter - executable program code portions may be provided to 55 lishes a communicable link with a network associated 
a processor of a general purpose computer , special purpose with the internal resource ; 
computer , and / or some other programmable data processing electronically receive , via a distributed network of serv 
apparatus in order to produce a particular machine , such that ers , information associated with the internal resource 
the one or more computer - executable program code por within the network ; 
tions , which execute via the processor of the computer 60 determine one or more threat vectors associated with the 
and / or other programmable data processing apparatus , cre internal resource , wherein the one or more threat vec 
ate mechanisms for implementing the steps and / or functions tors indicate one or more paths of access to the internal 
represented by the flowchart ( s ) and / or block diagram resource ; 
block ( s ) . determine one or more controls associated with each of 

It will also be understood that the one or more computer - 65 the one or more threat vectors associated with the 
executable program code portions may be stored in a tran internal resource , wherein the one or more controls are 
sitory or non - transitory computer - readable medium ( e . g . , a configured to determine access to the internal resource ; 
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dynamically generate a graphical representation of the vectors , reducing the exposure score associated with each of 
internal resource and the one or more threat vectors the one or more threat vectors . 
based on at least the received analysis request ; and 5 . The system of claim 1 , wherein the instruction code is 

initiate , via the established communicable link , a presen - further configured to cause the at least one processor to : 
tation of a user interface for display on the user device , 5 determine that the exposure score associated with at least 
the user interface comprising the graphical representa one of the one or more threat vectors is greater than a 
tion of the internal resource and the one or more threat predetermined threshold ; 
vectors associated with the internal resource ; initiate , via the established communicable link , a recom 

determine a frequency score associated with each of the mendation interface for display on the user device , the one or more threat vectors , wherein the frequency score 10 recommendation interface comprising the one or more indicates a number of occurrence of a threat via each of additional controls recommended to the user for incor the one or more threat vectors ; poration ; and determine a magnitude of impact score associated with 
each of the one or more threat vectors , wherein the electronically receive , via the established communication 

link , a user selection of at least one of the one or more magnitude of impact score indicates a consequence of 15 
a loss event caused via each of the one or more threat additional controls recommended to the user ; 
vectors ; wherein incorporating the one or more additional controls 

determine a strength associated with each of the one or lowers the exposure score to below the predetermined 
more controls associated with each of the one or more threshold . 
threat vectors ; 206 . The system of claim 1 , wherein the instruction code is 

determine an exposure score associated with each of the further configured to cause the at least one processor to : 
one or more threat vectors based on at least the fre based on determining that the cost associated with the 
quency score , the magnitude of impact score , and the incorporation of each of the one or more additional 
strength associated with each of the one or more controls is lower than a difference between the expo 
controls associated with each of the one or more threat 25 sure score associated with the at least one of the one or 
vectors ; more threat vectors before implementation of the one or 

determine one or more additional controls ; more additional controls and after the implementation 
determine a cost associated with the incorporation of each of the one or more additional controls , initiate , via the of the one or more additional controls ; established communicable link , a recommendation determine that the cost associated with the incorporation 30 interface for display on the user device , the recommen of each of the one or more additional controls is lower dation interface comprising the one or more additional than a difference between the exposure score associated controls ; and with the at least one of the one or more threat vectors electronically receive , via the established communication before implementation of the one or more additional 

link , a user selection of at least one of the one or more controls and after the implementation of the one or 35 
more additional controls ; and additional controls ; 

based on determining that the cost associated with the wherein the one or more additional controls are incorpo 
incorporation of each of the one or more additional rated in response to receiving the user selection . 
controls is lower than a difference between the expo 7 . The system of claim 1 , wherein : 
sure score associated with the at least one of the one or 40 the one or more additional controls are automatically 
more threat vectors before implementation of the one or incorporated in response to determining that the cost 
more additional controls and after the implementation associated with the incorporation of each of the one or 
of the one or more additional controls , incorporate the more additional controls is lower than a difference 
one or more additional controls . between the exposure score associated with the at least 

2 . The system of claim 1 , wherein the instruction code is 45 one of the one or more threat vectors before imple 
further configured to cause the at least one processor to : mentation of the one or more additional controls and 

determine that the one or more controls associated with at after the implementation of the one or more additional 
least one of the one or more threat vectors is not controls . 
capable of detecting the access to the internal resource ; 8 . A computerized method for identifying threat vectors 

determine one or more additional controls configured for 50 and implementing controls for securing internal technology 
detecting the access to the internal resource , wherein resources within a network , the method comprising : 
the one or more controls are stored in a controls library ; providing , using a computing device processor , a threat 

initiate , via the established communicable link , a recom vector analysis application for installation on a user 
mendation interface for display on the user device , the device associated with a user ; 
recommendation interface comprising the one or more 55 electronically receiving , using a computing device pro 
additional controls recommended to the user for incor cessor , an analysis request associated with an internal 
poration . resource from the user device , wherein receiving fur 

3 . The system of claim 1 , wherein the instruction code is ther comprises initiating the threat vector analysis 
further configured to cause the at least one processor to : application on the user device , whereby the initiating of 

determine one or more access types associated with each 60 the threat vector analysis application establishes a 
of the one or more threat vectors , wherein the one or communicable link with a network associated with the 
more access types indicate one or more ways in which internal resource ; 
the internal resource is capable of being accessed via electronically receiving , via a distributed network of 
each of the one or more threat vectors . servers , information associated with the internal 

4 . The system of claim 1 , wherein the one or more 65 resource within the network ; 
controls are configured to be regulated to monitor access to determining , using a computing device processor , one or 
the internal resource via at least one of the one or more threat more threat vectors associated with the internal 

rasource 
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resource , wherein the one or more threat vectors indi determining one or more additional controls configured 
cate one or more paths of access to the internal for detecting the access to the internal resource , 
resource ; wherein the one or more controls are stored in a 

determining , using a computing device processor , one or controls library ; 
more controls associated with each of the one or more 5 initiating , via the established communicable link , a rec 
threat vectors associated with the internal resource , ommendation interface for display on the user device , 
wherein the one or more controls are configured to the recommendation interface comprising the one or 
determine access to the internal resource ; more additional controls recommended to the user for 

dynamically generating , using a computing device pro incorporation . 
cessor , a graphical representation of the internal 10 . The method of claim 8 , wherein the method further 
resource and the one or more threat vectors based on at comprises determining one or more access types associated 
least the received analysis request ; with each of the one or more threat vectors , wherein the one 

initiating , via the established communicable link , a pre - or more access types indicate one or more ways in which the 
sentation of a user interface for display on the user 15 internal resource is capable of being accessed via each of the 
device , the user interface comprising the graphical one or more threat vectors . 
representation of the internal resource and the one or 11 . The method of claim 8 , wherein the one or more 
more threat vectors associated with the internal controls are configured to be regulated to monitor access to 
resource ; the internal resource via at least one of the one or more threat 

determining , using a computing device processor , a fre - 20 vectors , thereby reducing the exposure score associated with 
quency score associated with each of the one or more each of the one or more threat vectors . 
threat vectors , wherein the frequency score indicates a 12 . The method of claim 8 , wherein the method further 
number of occurrence of a threat via each of the one or comprises : 
more threat vectors ; determining that the exposure score associated with at 

determining , using a computing device processor , a mag - 25 least one of the one or more threat vectors is greater 
nitude of impact score associated with each of the one than a predetermined threshold ; 
or more threat vectors , wherein the magnitude of initiating , via the established communicable link , a rec 
impact score indicates a consequence of a loss event ommendation interface for display on the user device , 
caused via each of the one or more threat vectors ; the recommendation interface comprising the one or 

more additional controls recommended to the user for determining , using a computing device processor , a s 
strength associated with each of the one or more incorporation , and 
controls associated with each of the one or more threat electronically receiving , via the established communica 

tion link , a user selection of at least one of the one or vectors ; and more additional controls recommended to the user ; determining , using a computing device processor , an 25 wherein incorporating the one or more additional controls 
exposure score associated with each of the one or more lowers the exposure score to below the predetermined 
threat vectors based on at least the frequency score , the threshold . 
magnitude of impact score , and the strength associated 13 . The method of claim 8 , wherein the method further 
with each of the one or more controls associated with comprises : 
each of the one or more threat vectors ; based on determining that the cost associated with the 

determining , using a computing device processor , one or incorporation of each of the one or more additional 
more additional controls ; controls is lower than a difference between the expo 

determining , using a computing device processor , a cost sure score associated with the at least one of the one or 
associated with the incorporation of each of the one or more threat vectors before implementation of the one or 
more additional controls ; 45 more additional controls and after the implementation 

determining , using a computing device processor , that the of the one or more additional controls , initiating , via the 
cost associated with the incorporation of each of the established communicable link , a recommendation 
one or more additional controls is lower than a differ interface for display on the user device , the recommen 
ence between the exposure score associated with the at dation interface comprising the one or more additional 
least one of the one or more threat vectors before 50 controls ; and 
implementation of the one or more additional controls electronically receiving , via the established communica 
and after the implementation of the one or more addi tion link , a user selection of at least one of the one or 
tional controls ; and more additional controls ; 

based on determining that the cost associated with the wherein the one or more additional controls are incorpo 
incorporation of each of the one or more additional 55 rated in response to receiving the user selection . 
controls is lower than a difference between the expo - 14 . The method of claim 8 , wherein the one or more 
sure score associated with the at least one of the one or additional controls are automatically incorporated in 
more threat vectors before implementation of the one or response to determining that the cost associated with the 
more additional controls and after the implementation incorporation of each of the one or more additional controls 
of the one or more additional controls , incorporating , 60 is lower than a difference between the exposure score 
using a computing device processor , the one or more associated with the at least one of the one or more threat 
additional controls . vectors before implementation of the one or more additional 

9 . The method of claim 8 , wherein the method further controls and after the implementation of the one or more 
comprises : additional controls . 

determining that the one or more controls associated with 65 15 . A computer program product for identifying threat 
at least one of the one or more threat vectors is not vectors and implementing controls for securing internal 
capable of detecting the access to the internal resource ; technology resources within a network , the computer pro 

40 
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gram product embodied on a non - transitory computer - read 16 . The computer program product of claim 15 , wherein 
able medium comprising code configured to cause a first the non - transitory computer - readable medium comprises 
apparatus to : code configured to cause the first apparatus to : 

provide a threat vector analysis application for installation determine that the one or more controls associated with at 
on a user device associated with a user ; least one of the one or more threat vectors is not 

electronically receive an analysis request associated with capable of detecting the access to the internal resource ; 
an internal resource from the user device , wherein determine one or more additional controls configured for 
receiving further comprises initiating the threat vector detecting the access to the internal resource , wherein 
analysis application on the user device , whereby the the one or more controls are stored in a controls library ; 
initiating of the threat vector analysis application estab - 10 initiate , via the established communicable link , a recom 
lishes a communicable link with a network associated mendation interface for display on the user device , the 
with the internal resource ; recommendation interface comprising the one or more 

electronically receive , via a distributed network of serv additional controls recommended to the user for incor 
ers , information associated with the internal resource poration . 

within the network ; 17 . The computer program product of claim 15 , wherein 15 
determine one or more threat vectors associated with the the non - transitory computer - readable medium comprises 

internal resource , wherein the one or more threat vec code configured to cause the first apparatus to : 
tors indicate one or more paths of access to the internal determine one or more access types associated with each 
resource ; of the one or more threat vectors , wherein the one or 

determine one or more controls associated with each of 20 more access types indicate one or more ways in which 

the one or more threat vectors associated with the the internal resource is capable of being accessed via 
internal resource , wherein the one or more controls are each of the one or more threat vectors . 

18 . The computer program product of claim 15 , wherein configured to determine access to the internal resource ; 
dynamically generate a graphical representation of the the non - transitory computer - readable medium comprises 

internal resource and the one or more threat vectors 25 25 code configured to cause the first apparatus to : 
based on at least the received analysis request ; and determine that the exposure score associated with at least 

initiate , via the established communicable link , a presen one of the one or more threat vectors is greater than a 
tation of a user interface for display on the user device , predetermined threshold ; 
the user interface comprising the graphical representa initiate , via the established communicable link , a recom 
tion of the internal resource and the one or more threat 30 mendation interface for display on the user device , the 

recommendation interface comprising the one or more vectors associated with the internal resource ; additional controls recommended to the user for incor determine a frequency score associated with each of the 
one or more threat vectors , wherein the frequency score poration ; and 
indicates a number of occurrence of a threat via each of electronically receive , via the established communication 

link , a user selection of at least one of the one or more the one or more threat vectors ; 
determine a magnitude of impact score associated with additional controls recommended to the user ; 

each of the one or more threat vectors , wherein the wherein incorporating the one or more additional controls 
magnitude of impact score indicates a consequence of lowers the exposure . 
a loss event caused via each of the one or more threat 19 . The computer program product of claim 15 , wherein 
vectors ; the non - transitory computer - readable medium comprises 40 

determine a strength associated with each of the one or code configured to cause the first apparatus to : 
more controls associated with each of the one or more based on determining that the cost associated with the 
threat vectors ; incorporation of each of the one or more additional 

determine an exposure score associated with each of the controls is lower than a difference between the expo 
sure score associated with the at least one of the one or one or more threat vectors based on at least the fre - 45 more threat vectors before implementation of the one or quency score , the magnitude of impact score , and the 

strength associated with each of the one or more more additional controls and after the implementation 
controls associated with each of the one or more threat of the one or more additional controls , initiate , via the 

established communicable link , a recommendation vectors ; 
determine one or more additional controls ; interface for display on the user device , the recommen 
determine a cost associated with the incorporation of each dation interface comprising the one or more additional 
of the one or more additional controls ; controls ; and 

determine that the cost associated with the incorporation electronically receive , via the established communication 
of each of the one or more additional controls is lower link , a user selection of at least one of the one or more 
than a difference between the exposure score associated 55 additional controls ; 
with the at least one of the one or more threat vectors wherein the one or more additional controls are incorpo 
before implementation of the one or more additional rated in response to receiving the user selection . 

controls and after the implementation of the one or 20 . The computer program product of claim 15 , wherein 
more additional controls ; and the one or more additional controls are automatically incor 

based on determining that the cost associated with the 60 porated in response to determining that the cost associated 
incorporation of each of the one or more additional with the incorporation of each of the one or more additional 
controls is lower than a difference between the expo controls is lower than a difference between the exposure 
sure score associated with the at least one of the one or score associated with the at least one of the one or more 
more threat vectors before implementation of the one or threat vectors before implementation of the one or more 
more additional controls and after the implementation 65 ac additional controls and after the implementation of the one 
of the one or more additional controls , incorporate the or more additional controls . 
one or more additional controls . * * * * 
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