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Summary of the ‘008 Patent

Key Concept No. 1: Threat Model
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FIG.3

Threat modeling is a process by which vulnerabilities of
a system or process may be detailed and prioritized. One
example of an existing threat modeler is a modeler marketed
under the name THREAT MODELING TOOL by Microsoft
Corporation of Redmond, Wash. Threat modeling allows a
user to analyze potential attack vectors and prioritize vul-
nerabilities. While some threat modeling involves threats
related to computing networks and systems, threat modeling
in general encompasses a broader scope and may involve
modeling threats in non-computer-related systems and pro-
cesses. Some commercial threat modeling tools utilize a
dynamic question and answer user interface which generally
relies on an underlying data flow diagram (DFD) or process
flow diagram (PFD) conceptual basis.

EX-1001 (‘008) at 1:48-61
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Summary of the ‘008 Patent

Key Concept No. 2: Compensating Controls
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security requirements through the database. As further indi-
cated with respect to FIG. 9, each security requirement may
be identified through the database as a compensating con-
trol. Accordingly, based on these relationships and selections
the list populated in FIG. 12 shows all possible compensat-
ing controls that could be implemented to mitigate threats
that are present in the diagrammed system, application or
process.

EX-1001 ('008) at 21:1-8
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Summary of the ‘008 Patent

Key Concept No. 3: Nesting a Threat Model in Another Threat Model

Each component group may thus be redefined as a dis-
crete “component” and may then be included as a single icon
in the toolbox menu. By non-limiting example, referring to
FIG. 10, the WINDOWS 7 component group could be
defined as a component, then the user could, in another
diagram (or the same diagram), select and add a WINDOWS
7 component to the diagram to import into the diagram and
associated threat model the threats associated with the
WINDOWS 7 threat model. That same could be done for the
LAPTOP component group. Accordingly, a component
group and associated threats added to a diagram may in turn
already include other nested/chained threat models therein,

Windows Laptop Threat Model

: so for example 1f a user defined a laptop component group
Windows 7 such as that in FIG. 10 as a “WINDOWS LAPTOP”
Threat Model component then, when a user later adds a WINDOWS

LAPTOP element to a diagram/threat model by selecting a
WINDOWS LAPTOP component from the toolbox and
dragging it onto the diagram, the threats associated with the
laptop itself, as well as the nested/chained threats associated
with the included WINDOWS 7 threat model, are automati-
cally included in the threat model for the then displayed
diagram.

EX-1001 (‘008) at 20:37-58, Fig. 10 DEMONSTRATIVE EXHIBIT — NOT EVIDENCE
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Summary of the ‘008 Patent

Key Concept No. 3: Nesting a Threat Model in Another Threat Model

Windows 7 Threat Model Laptop Threat Model
- ThreatA - Threat X
- ThreatB - ThreatyY

Windows Laptop Threat Model
- Threat X
- ThreatyY

Windows 7 Threat Model
- Threat A
- ThreatB
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Claim Construction
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Claim Construction

“redefine the first threat model by including in it a second threat model associated
with the component group”

Petitioner’s Proposed Construction PO’s Proposed Construction

“modify or change the first threat model by adding to “change the first threat model by adding a

it a second threat model associated with the predefined interrelated component group and its

component group” associated second threat model to the first threat
model where the added component group was not a
part of the first threat model before being added”

DEMONSTRATIVE EXHIBIT — NOT EVIDENCE
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Claim Construction

“threat model components” (AGREED)

Petitioner’s Proposed Construction PO’s Proposed Construction

“a potential relevant source for one or more threats” “a potential relevant source for one or more threats”
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Claim Construction

“attack paths”

Petitioner’s Proposed Construction PO’s Proposed Construction

“the routes from all potential attackers to a selected (no construction offered)
asset are the ‘attack vectors’ or attack paths to that
asset.”
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Ground 1: Jones Anticipates Claims 1 and 3
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Ground 1: Jones Anticipates Claims 1 and 3 ..

1. A threat model chaining method, comprising:
providing one or more databases, the one or more data-
bases comprising:
a plurality of threat model components stored therein;
a plurality of threats stored therein, each threat associ-
ated with at least one of the threat model components
through the one or more databases; and
a plurality of compensating controls stored therein,
each compensating control associated with at least
one of the threats through the one or more databases;
providing one or more interfaces, including a diagram
mterface, configured to be displayed on one or more
end user computing devices communicatively coupled
with the one or more databases;
configuring the diagram interface to display a relational
diagram of one of a system, an application, and a
process, using visual representations of one or more of
the threat model components and visual representations
of one or more of the compensating controls, the
relational diagram defining a first threat model, and;
configuring the diagram interface to, in response to
recelving one or more user inputs, add a component
group to the first threat model and thereby redefine the
first threat model by including in it a second threat
model associated with the component group, wherein
the component group comprises a predefined interre-
lated group of two or more of the threat model com-
ponents.

EX-1001 claim 1.
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their cybersecurity threats. In these examples, the decom-
poser 110 may be configured to decompose one or more
components of the information system modeled by the DFD
into 1ts nested components and data flows therebetween. The
decomposer may then provide feedback of'its decomposition
to the DFD creator 106, which may modify the threat-model
DFD for the decomposed components to include their nested
components and data flows (and appropriate metadata),
thereby producing a level n+l threat-model DFD. And

EX-1004 (Jones) at 6:15-23. DEMONSTRATIVE EXHIBIT — NOT EVIDENCE
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Ground 1: Jones Anticipates Claims 1 and 3

1. A threat model chaining method, comprising:
providing one or more databases, the one or more data-
bases comprising:
a plurality of threat model components stored therein;
a plurality of threats stored therein, each threat associ-
ated with at least one of the threat model components
through the one or more databases; and
a plurality of compensating controls stored therein,
each compensating control associated with at least
one of the threats through the one or more databases;
providing one or more interfaces, including a diagram
interface, configured to be displayed on one or more
end user computing devices communicatively coupled
with the one or more databases;
configuring the diagram interface to display a relational
diagram of one of a system, an application, and a
process, using visual representations of one or more of
the threat model components and visual representations
of one or more of the compensating controls, the
relational diagram defining a first threat model, and;
configuring the diagram interface to, in response to
receiving one or more user inputs, add a component
group to the first threat model and thereby redefine the
first threat model by including in it a second threat
model associated with the component group, wherein
the component group comprises a predefined interre-
lated group of two or more of the threat model com-
ponents.

EX-1001 claim 1.
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with the DFD creator. As described herein, information and
other data may be formatted and stored in any of a number
of different manners, and hence, their storage may be of any
of a number of different types. Examples of suitable types of
storage as described herein include file storage, database
storage, cloud storage or the like.

EX-1004 (Jones) at 8:4-10. DEMONSTRATIVE EXHIBIT — NOT EVIDENCE
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Ground 1: Jones Anticipates Claims 1 and 3

(57) ABSTRACT

A system 1s provided for modeling and analysis of cyber-
security threats may include a data flow diagram (DFD)
creator, threat indicator and threat analyzer. The DFD cre-
ator may identify elements of an information system, and
compose a DFD including nodes and edges representing
components and data flows of the information system. The
threat indicator may identify a cybersecurity threat to a
particular element of the information system, and add a
secondary node representing the cybersecurity threat to the
DFD to thereby produce a threat-model DFD for the infor-
mation system. In metadata associated with the nodes, edges
and secondary node, the DFD creator and threat indicator
may provide structured information including attributes of
the components, data flows and cybersecurity threat. And the
threat analyzer may perform an analysis of the cybersecurity
threat based on the threat-model DFD and metadata asso-
ciated with the nodes, edges and secondary node thereof.

EX-1004 (Jones) at 8:4-10.

EX-1001 claim 1. DEMONSTRATIVE EXHIBIT — NOT EVIDENCE
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Ground 1: Jones Anticipates Claims 1 and 3

The threat analyzer may be configured to perform an
analysis of the cybersecurity threat based on the threat-
model DFD and metadata associated with the nodes, edges
and secondary node thereof. In some examples, this may
include the threat analyzer being configured to identify a
measure of current risk of the cybersecurity threat to a
particular element, and identify a suggested mitigation
implementable to reduce the measure of current risk to a
lower, measure of residual risk.

EX-1004 (Jones) at 2:33-42.
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EX-1001 claim 1.
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Ground 1: Jones Anticipates Claims 1 and 3

As shown in FIG. 7, in some examples, the GUI 700 may
include a workspace 702 for composition of a level n DID
from shapes representing its nodes and edges. In some

EX-1004 (Jones) at 18:44-46.
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I uﬂﬁmz]:c TSERT DESIGN DATA PROCESS REVIEW VIEW TR E— NOETE]
o [ Tk | =F= =& |BPointer Tool |2 _ |5y 2Bring Forward =
P;eg%rl:ynnl Painter | B 7 Uobche| A - EE==wr T%reﬂnrg ﬁéﬂeﬂo‘n Opergtions énggﬂgn Position ;Ee![;ﬂpsﬂfk\”ﬂ'd f%:ﬁ“ Dﬁ%ﬂ
f Font o Paragraph o Tools Shape [Hew Group! | HewGroup | |
B%-6%®00 -
Shapes < [ fussbussdiala : phpbpbpb Lyl Ll FPSI We
|E 804 o
Hore Shapes » || Example Server 102
uick Shapes [ H—1-9073 mmmr
Mool || £ oM PO s ot
prop ok Shape vt FogT T b U pusvord Mﬁ“"}f"',- OPURPLE
8 External || 3 -810 LLLL | | Module Auth response TE AV r%n\!gf ion @YELLOW,
= Enlity E Pog04 ____.&MthespgAvﬂlﬂhken ] .- D) 877
) Process il A Useﬁlipill i {inudes US Person stfus)] 806 |
Hast E Responses J @ ! ! ! 804
S I-E'?e E :@1:1 :I.léef;] 1] / ] 904 904 94 B Example DB Server
_ Data Flow |( femmas )y =KD A2 904~ @904 5
{ wuww E 904 Auh Token, TR | F— -0 812 AR file —_—
~ tlar |4 o7 ereel ] ] il e
u 3 812 LTTAR file . ITAR file -7 M
N E - 806 A 808
8 E;m:n:e = 7y 8127 gy _
@- Rouler 3 ‘a-iq_
Q@ Firewall |3 10 804 1“ !I! : ; e
E : { 101. Applies To ulhenfication Hadule SEy
'Ilar.}llﬂdmy E T ;flt‘lnrln amds Siull i (r: Jﬂ L ;gg.\'u grapili §n user inputis not validate B
e 1 E A e AN %_ reAccess Card PIN, odmin cmds 1111103, Threal uffer overflow HE
=2 o ary || Server Admin| N 8121 11T T T T04. Impact Hi "
@ Theat |13 CHHH A AP0 (et s o e
F16.9
ments may be entered for their shapes. In some examples, a
window 814 may be recalled for each of the shapes. And in
this window, data for a shape and thus attributes of an
element may be entered, and thereby included as structured
information in metadata associated with the shape (and thus
node or edge of the DFI)). FIG. 8 illustrates an example in
EX-1001 claim 1. EX-1004 (Jones) at 18:65-19:3. DEMONSTRATIVE EXHIBIT — NOT EVIDENCE
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Ground 1: Jones Anticipates Claims 1 and 3

The information system may include components such as
hosts, processes, data stores and/or external entities, and
data flows between those components. In some examples, a
process may be identified along with the host on which the
process 1s configured to run; and similarly, in some
examples, a data store may be identified along with the host
on which the data store i1s configured to run. In some
examples, the information system may be describable in
terms of a hierarchical breakdown (hereinafter referred to as
a “hierarchy™) of its components (interconnected by appro-
priate data flows) at different levels. In this regard. one or
more of the information system’s components—more often
a process, host or data store—may include multiple nested
components, one or more of which may include further
additional nested components at lower levels of the hierar-

chy.

EX-1004 (Jones) at 5:4-19.

. DEMONSTRATIVE EXHIBIT — NOT EVIDENCE
EX-1001 claim 1.
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Ground 1: Jones Anticipates Claims 1 and 3

In some examples it may be desirable to look deeper into
one or more components of the information system, such as
to provide a more thorough analysis of those components or
their cybersecurity threats. In these examples, the decom-
poser 110 may be configured to decompose one or more
components of the information system modeled by the DFD
mnto its nested components and data flows therebetween. The
decomposer may then provide feedback of its decomposition
to the DFD creator 106, which may modify the threat-model
DFD for the decomposed components to include their nested
components and data flows (and appropriate metadata),
thereby producing a level n+1 threat-model DFD. And
again, the threat mdicator 108 may be applied to identify any
cybersecurity threats to elements (nested components and
data flows) of the decomposed components, and add appro-
priate secondary nodes (and appropriate metadata) repre-
senting those threats. Or instead of modifving the existing
threat-model DED, in some examples, the DFD creator and
threat indicator may begin again to compose a new DFD and
threat-model DFD) for this level of the hierarchy. This
decomposition and follow-on modeling of the information
system’s components and threats may continue until a
desired level of the information system is achieved.

EX-1004 (Jones) at 6:12-34.
EX-1001 claim 1. ( ) DEMONSTRATIVE EXHIBIT — NOT EVIDENCE
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FIG. 9 illustrates the GUI including a level n threat-model
) DFD 902 produced from the level n DFD 902 and further
EX-1001 claim 3. including a number of shapes for cybersecurity threats 904
to various elements of the information system modeled by
the DFD. Similar to elements of the information system, as
or alter the cybersecurity threats (or rather their shapes) are
placed in the workspace 702, attributes and even further
attributes of the cybersecurity threats may be entered for
their shapes. Also similar to before, in some examples, the
window 814 may be recalled for each of the shapes, in which
data for a shape and thus attributes of a cybersecurity threat
may be entered, and thereby included as structured infor-
mation in metadata associated with the shape (and thus
secondary node). FIG. 9 illustrates an example in which the
EX-1004 (Jones) at 19:10-23. DEMONSTRATIVE EXHIBIT — NOT EVIDENCE
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Ground 2: Jones, Zheng, and Keenan Render

Claims 1-20 Obvious

DEMONSTRATIVE EXHIBIT — NOT EVIDENCE
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Ground 2: Jones, Zheng, and Keenan Render Claims 1-20 Obvious

Dependent Claim 2 and Limitation 12[e]

attack paths of all threats associated with the diagrammed
threat model components which compromise the selected
threat model component.

EX-1001, claim 2 EX-1005, 2:36-42

DEMONSTRATIVE EXHIBIT — NOT EVIDENCE
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Ground 2: Jones, Zheng, and Keenan Render Claims 1-20 Obvious
Dependent Claims 6, 7,13, and 14

EX-1001, claim 6

EX-1001, claim 7

EX-1006 at 12:29-35

DEMONSTRATIVE EXHIBIT — NOT EVIDENCE
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Ground 2: Jones, Zheng, and Keenan Render Claims 1-20 Obvious
Dependent Claim 8 and 15

EX-1001, claim 8

ARANAS M AN AAN A waAAwARAMAEE W AW UAN AWASAA o Ve A VAL Awa W waas

Clicking this icon prompts a box to appear asking the user
it they would like the Upstream Paths, Downstream Paths or
both. Following this selection, the user is asked to select
which object classes they wish to include in the report.
Following this selection the user is asked which Character-
istics of the Object Classes selected would they like on the
report.

EX-1006 at 12:29-35

DEMONSTRATIVE EXHIBIT — NOT EVIDENCE
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Ground 2: Jones, Zheng, and Keenan Render Claims 1-20 Obvious
Dependent Claim 9 and 16

EX-1001, claim 9

EX-1006 at 12:29-35

DEMONSTRATIVE EXHIBIT — NOT EVIDENCE
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Ground 2: Jones, Zheng, and Keenan Render Claims 1-20 Obvious
Dependent Claim 10 and 17

EX-1001, claim 10

EX'1006, at 1142-56 DEMONSTRATIVE EXHIBIT — NOT EVIDENCE
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Ground 2: Jones, Zheng, and Keenan Render Claims 1-20 Obvious

Dependent Claim 19 i
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DEMONSTRATIVE EXHIBIT — NOT EVIDENCE
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Ground 3: Ground 2 References and Yu Render

Claims 1-20 Obvious

DEMONSTRATIVE EXHIBIT — NOT EVIDENCE
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Ground 3: Ground 2 References + Yu

compensating controls limitations of claims 1, 11, 20

With a focus on finding compensating controls, this
Claim 1 Excerpt: invention provides a resource-centric threat modeling sys-
tem that allows resource owners to create a threat model
while requiring only basic familiarity of the resource’s

configuring the diagram interface to display a relational
diagram of one of a system, an application, and a

process, using visual representations of one or more of fu'nc.tions E}nd interactions with other resources. In addition,
the threat model components and visual representations this invention enables resource owners to match the strength
of one or more of the compensating controls, the of controls against the frequency of attack and the magni-
relational diagram defining a first threat model, and; tude of impact from the identified threat vectors to ensure

that the controls can sufliciently mitigate the impact in
accordance with the resource owner’s level of risk tolerance.

EX-1006 (Yu) at 5:54-63.

blocks 212 and 214). In one aspect, the graphical user
interface may include one or more categories associated
with each of the one or more controls. For example, the

EX-1006 (Yu) at 5:12-14.

effect of the threat on the internal resource. In some embodi-
ments, the graphical user interface may include a recom-
mendation interface including a recommendation for one or
more additional controls for implementation. In some

EX-1006 (Yu) at 5:26-28.
DEMONSTRATIVE EXHIBIT — NOT EVIDENCE
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Ground 4: Ground 3 References and Reith Render

Claims 1-20 Obvious

DEMONSTRATIVE EXHIBIT — NOT EVIDENCE
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Ground 4: Ground 3 References + Reith

threat model chaining limitations of claims 1, 11, 20

Claim 1 Excerpt: T whatrin
configuring the diagram interface to, in response to i
. - 14 L
recelving one or more user inputs, add a component T fees St Server St Cortior
group to the first threat model and thereby redefine the O[] Landscopes {andscages Landscape

first threat model by including in it a second threat
model associated with the component group, wherein
the component group comprises a predefined interre-
lated group of two or more of the threat model com-
ponents.

Thesst
L Minded

Figure 4

A “threat matrix” 1s comprised of a set ol “threat land-
scapes” and a threat landscape is comprised of a set of
Recombinant Threat Models (see FIG. 4). A Recombinant
Threat Model may stand on its own within the threat
landscape. Alternatively, multiple Recombinant Threat
Models may be interconnected together. A threat landscape

EX-1008 (Reith) at 4:30-35.
DEMONSTRATIVE EXHIBIT — NOT EVIDENCE
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Ground 5: Ground 4 References and Knowledge of

POSITA Render Claims 5-8 and 13-15 Obvious

DEMONSTRATIVE EXHIBIT — NOT EVIDENCE
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Ground 5: Ground 4 References + POSITA Knowledge

toggling limitations of claims 5-8, 13-15

133. In my opinion, to the extent it is found that the combined system of
Jones, Zheng, Keenan, Yu, and Reith do not disclose the toggling limitations of

claims 5, 6, 7, 8, 13, 14, 15, that limitation would have been known to a POSITA,

and thnee claime are ctill rendered nhviane hv fiirther comhinino that cuvctem with

EX-1003 (Hurlbut Declaration) at { 133.

DEMONSTRATIVE EXHIBIT — NOT EVIDENCE
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Thank you
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