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DESCRIPTION 

Method of transmitting, authenticating, and 

automatically processing digitized documents. 

Field of the Invention. 

The present invention, as its title indicates, refers 

to a method of document processing and acceptance, such 

as, for example, bank checks, that guarantees the 

authentication of the issuer and of the document itself 

and takes place electronically by means of a mobile device 

capable of capturing and sending images through an 

internet connection. 

Background of the Invention. 

Electronic banking processes entail the use of 

digital data transmission techniques by electronic means 

and their processing by the financial institution. In some 

cases, such as during the issuance and billing of invoices 

through the internet, standards have been established that 

standardize 
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and normalize the files to be sent by the user to said 

institution. Nevertheless, progress has not been made for 

those instances in which remittances are in the form of, 

for example, bank checks, in which cases it is necessary 

to deliver or send the physical documents to the 

corresponding bank branch for processing, either manually 

or through reader terminals that capture certain data from 

the original documents. We are not aware of a 

teleprocessing system that obviates the need for 

delivering and saving the document at the receiving 

institution such that it enables substantially 

accelerating the document validation process as well as 

its storage through electronic means, with the resulting 

processing speed and document storage capacity 

advantages. 

The possibility of making payments, billing, or 

performing other bank account transactions through a 

mobile telephone or other mobile terminal, such as a PDA, 

has been described in various documents, among which we 

highlight the following: DE10114237, JP2002197399, 

JP2001297198, WO9847116, WO9718653, WO9613814, 

WO9302424,[and] EP0785534. 
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Also known is document JP2002140499, which describes 

a system for executing several functions in real time 

through a mobile telephone connected to the internet, 

where it can display menus and forms from a given 

institution to conduct business-related transactions 

through them. 

Document FR2817107 describes an electronic signature 

procedure performed through a mobile telephone to enable 

the user to perform financial transactions. Document 

EP0247788 refers to a storage and recovery system for 

images of an object, basically the user’s face, to display 

them later on a screen as a means of authenticating credit 

cards or the like. 

Document WO9736254 describes an automatic check 

processing system that includes an input device for data 

related to a checking account and amount, and a means for 

capturing a digitized image of the front of the 
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check, which is sent electronically through a computer. 

In summary, methods of electronically processing 

bank documents and other bank information have been 

described, but in none of them is the digital image of 

the document used for storage in computer systems nor, in 

conjunction with the above, a means for data issuance by 

the user and data transmission by means of a mobile 

telephone or similar portable equipment. 

Description of the Invention. 

The present invention applies to the acceptance of 

documents, for example bank or financial documents, and 

preferably to the validation and deposit of checks into 

an existing bank account by a user employing a mobile 

device equipped with a built-in camera that is capable of 

capturing and transmitting digital images, in addition to 

performing standard telephone operations. 
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The method that is the object of the present 

invention takes place in a real-time interactive session, 

during which the user’s mobile telephone acts as a means 

of communication and transmission of a document to a 

receiving institution, which stores and processes it, 

and, as necessary, validates it automatically, while 

notifying the user of whether the operation performed was 

accepted or not. This process uses the following 

methodology: 

a) Identifying the user that opens an interactive session 

with the receiving institution through the mobile 

communications operator. 

b) Entering various user recognition data consisting of 

security keys for user identification and 

authentication, which may be a secret number, an 

associated telephone number and its identification 

number (IMEI), as well as data associated with the 

document itself, such as, for example, the document 

amount and/or number. 

c) Capturing at least one digital image of the document. 
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d) Digitally encrypting and certifying data and/or images 

captured in the previous steps. 

e) Transmitting the digital image and recognition data, 

once encrypted, to the institution that needs to accept 

the document. 

f) Immediately displaying the digital image for the user. 

g) Recognizing, verifying, and electronically processing 

the data received by said institution. 

According to one important feature of the present 

invention, image capture as well as data entry, data 

encryption, data and image transmission, and other 

operations described in paragraphs a), b), c), d) and e) 

are performed with a mobile device equipped with a built-

in digital camera that is capable of capturing and 

transmitting digital images in addition to standard 

telephone operations. 
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The data employed to recognize the user consist of 

those specific to the mobile communications operator, 

such as the mobile telephone number, the mobile device 

number, and, optionally, a geolocation system and data 

specific to the receiving institution, which might 

include authentication keys comprising a username and 

password, [or] a secret number in any format. The 

combination of all these elements, logical and physical, 

implements a novel security mechanism by combining 

identification and authentication elements specific to 

the receiving institution and the mobile communications 

operator. 

During the entire process, there is constant 

communication between the user and the financial 

institution through the mobile communications operator. 

This system enables greater simplicity, speed, and 

security during the acceptance of documents and bank 

instruments, and particularly during the depositing of 

checks, displacing the traditional check reader with a 

multipurpose 
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mobile device. The immediate processing and electronic 

treatment of the data transmitted by this system enables 

its immediate availability in the user’s account and the 

elimination of manual mechanization by the institution, 

which as a result experiences a decrease in the labor 

necessary because the truncation process is performed by 

remote devices outside of the financial institution. The 

user of this service avoids unnecessary trips to the bank 

branch to submit documents in order to make deposits and 

enables the immediate display of the image on his account. 

In general, this system will facilitate the 

implementation of electronic banking to perform the 

requested transactions. 

To better understand the content described herein, 

some drawings are attached that, by way of example, 

represent an embodiment of the method recommended herein; 

in said drawings: 

Description of the Drawings. 
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Figure 1 shows a schematic of the development of the 

document authentication and transmission method that is 

the object of this invention. 

Figure 2 shows the usual means employed in this 

authentication method. 

Preferred Embodiment of the Invention. 

As observed on Figure 1, the method of accepting 

documents and bank instruments with guarantee of origin, 

that is, that identifies and authenticates the issuer of 

the documents, requires the use of a mobile device by the 

user of the service, a mobile communications provider, 

and also computer equipment at the institution that 

provides the service to the user. 

The equipment needed by the user must enable: 

a) Identifying the user, wherein the user opens a computer 

application on the mobile telephone in which an 

interactive session is established 
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with the receiving institution through the mobile 

communications operator. 

b) Entering various data, by the user, to be recognized 

consisting of a username and password, and selecting a 

beneficiary company. 

c) Identifying the device and its relationship to the 

user, and verifying the associated telephone number and 

its identification number (IMEI). 

d) Capturing a digital image of the front and the back 

sides of the document. 

e) Capturing data associated with the document, such as, 

for example, the check amount and number. 

f) Digitally encrypting and certifying data and/or images 

captured in the previous steps. 

g) Transmitting the digital image and the recognition 

data, once encrypted, to the institution that needs to 

accept the document. 
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The mobile equipment that performs the initial 

capturing, digitizing, and processing consists of a 

mobile telephone terminal equipped with the necessary 

characteristics and functionalities for that end, 

particularly a mobile telephone equipped with a camera 

and processing capability. 

In turn, the institution that provides the service 

needs to have the means to recognize, verify, and 

electronically process the data sent by the user. These 

means are basically computer equipment connected to the 

internet that is equipped with an optical character 

recognition (OCR) system, a key authentication system, 

and a means for transmitting the data to the institution’s 

document processing system. The receiving institution 

provides the user with a digital image of the document in 

their bank account and processes the document in question 

through the usual means (truncating systems). 

The communications link between each user and the 

institution consists of a mobile telecommunications 

network, for example a GSM/GPRS network or 
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any future technology with technological capabilities 

that are adapted to the present and future demands of the 

method of reference. 

In a preferred embodiment, this method is used to 

authenticate the payee of a bank check, the original 

document of which is digitized by means of a mobile device 

that is equipped with a digital camera capable of 

obtaining a digital photograph of one or both sides of 

the same. Through the keyboard, the user enters the 

previously mentioned identifying data, such as the check 

amount, and all the data and keys necessary for the 

operation of the system, before sending it. Once the 

message is encrypted and digitally certified, through a 

mobile network (GSM, GORS, or any future technology) of a 

telecommunications operator [sic]. The institution that 

receives the message proceeds to validate and encrypt 

[sic] it to obtain a digital photograph of the check and 

a series of data that enable it to automatically process 

the deposit of said check into the account of the service 

user. Finally, the method provides for sending an SMS, or 
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any other type of message, to the user, notifying him of 

whether the operation was successful and, as 

appropriate, of the status of the transaction performed, 

whether it was deposited or rejected. 

5 

10 

15 

20 
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CLAIMS 

1 .- A method of transmitting, authenticating, and 

automatically processing digitized documents, for 

example, financial and non-financial documents, 

characterized by comprising the following phases or 

stages: 

a) Identifying the user, wherein an interactive session 

with the receiving institution is opened through the 

mobile communications operator. 

b) Entering various user recognition data, which consist 

of security keys for user identification and 

authentication, such as, for example: a secret number; 

recognition data from a mobile device, which may be an 

associated telephone number and its identification 

number (IMEI); as well as data associated with the 

document itself, such as, for example, the document 

amount and/or number. 

c) Capturing at least one digital image of the document. 
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d) Digitally encrypting and certifying data and/or images 

captured in the previous steps. 

e) Transmitting the digital image and the recognition 

data, once encrypted, to the institution that needs to 

accept the document. 

f) Immediately displaying the digital image for the user. 

g) Recognizing, verifying, and electronically processing 

the data received by said institution. 

2 .- The method, according to claim 1, characterized in 

that image capture, data entry, data encryption, data and 

image transmission, and other operations described in 

paragraphs a), b), c), d), and e) of claim 1 are performed 

with a mobile device equipped with a built-in digital 

camera capable of capturing and transmitting digital 

images, in addition to performing standard telephone 

operations. 
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3 .- The method according to claims 1 and 2, characterized 

in that the data employed to recognize the user consist 

of those specific to the mobile communications operator, 

such as the mobile telephone number, the mobile device 

number, and, optionally, a geolocation system and systems 

specific to the receiving institution, which might 

include authentication keys comprising a username and 

password, [and] a secret number in any format; such that 

the combination of all these elements, logical and 

physical, implements a security mechanism that combines 

identification and authentication elements specific to 

the receiving institution and the mobile communications 

operator. 

4 .- The method, according to any of the foregoing claims, 

characterized in that it is applied preferably for 

validating and depositing into a checking account of a 

banking institution, directly by a user from his mobile 

telephone, through his mobile communications operator. 
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