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UNITED STATES DISTRICT COURT 
EASTERN DISTRICT OF MISSOURI 

EASTERN DIVISION 

FACETOFACE BIOMETRICS, INC., 

Plaintiff, 

v. 

APPLE, INC., 

Defendant. 

Civil No. 4:22-cv-00429 

JURY TRIAL DEMANDED 

COMPLAINT 

FacetoFace Biometrics, Inc. (“FacetoFace”), by and through its attorneys, for its 

Complaint against Defendant Apple Inc. (“Apple”), alleges as follows: 

PRELIMINARY STATEMENT 

1. This is an action for infringement of FacetoFace’s United States Patent No.

11,042,623 (the “’623 Patent”) based on Apple’s manufacture, use, importation, offer for sale, 

and sale of devices that infringe the ’623 Patent, including the Apple iPhone X, iPhone XR, 

iPhone XS, iPhone XS Max, iPhone 11, iPhone 11 Pro, iPhone 11 Pro Max, iPhone 12, iPhone 

12 Mini, iPhone 12 Pro, iPhone 12 Pro Max, iPhone 13, iPhone 13 Mini, iPhone 13 Pro, and 

iPhone 13 Pro Max, and iPad Pro 11-inch and 12.9-inch (all generations) (the “Infringing 

Devices”) in the United States. 

JURISDICTION AND VENUE 

2. This Court has original jurisdiction over the subject matter of this action pursuant

to 28 U.S.C. §§ 1331 and 1338(a).  

3. This Court has specific and general personal jurisdiction over Apple in this

district because of Apple’s presence in this judicial district. Apple has availed itself of the laws 
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of Missouri. Apple has derived substantial revenue from the sales of the Infringing Devices in 

the State of Missouri and it has systematic and continuous business contacts with the State of 

Missouri. FacetoFace’s claims arise out of and relate to, in part, out of Apple’s contacts with the 

State of Missouri, including the import and sale of the Infringing Devices within the State of 

Missouri. Apple conducts business within the State of Missouri and has a registered agent in 

Missouri. 

4. Venue is proper in this district pursuant to 28 U.S.C. §§ 1391(b) and 1400(b). 

Apple has committed acts of infringement in this district and has a regular and established place 

of business in this district.  

PARTIES 

5. FacetoFace is a Delaware Corporation with its principal place of business in this 

judicial district. 

6. Apple is a California corporation with at least two physical regular and 

established places of business in this judicial district.  

FACTS 

A. The ‘623 Patent 

7. United States Patent 11,042,623 (the “’623 Patent”), entitled “Expression 

Recognition in Messaging Systems,” was duly and legally issued on June 22, 2021, and names 

Eric Leuthardt and Scott Stern as the inventors (the “Inventors”). Attached as Exhibit 1 is a true 

and accurate copy of the ‘623 Patent.  
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8. Two of the ‘623 Patent claims are set forth below: 

a. Claim 1: 

1. A computer device comprising at least one processor in 
communication with at least one memory device, wherein the at 
least one processor is programmed to: 

receive a selection of an emoticon; 
monitor a sensor feed provided by one or more sensors of the  

computer device to detect a plurality of human facial  
expression states; 

automatically generate a dynamic emoticon that simulates the  
detected plurality of human facial expression states on the 
selected emoticon based on the sensor feed of the plurality 
of the human facial expression states; and 

route a message with the dynamic emoticon to a second 
computer device. 

 
b. Claim 11:  

11.  A computer-implemented method of operating a messaging  
application, the method comprising: 

receiving a selection of an emoticon; 
monitoring a sensor feed provided by one or more sensors of a 

computer device to detect a plurality of human facial 
expression states; 

automatically generating a dynamic emoticon that simulates 
the detected plurality of human facial expression states on 
the selected emoticon based on the sensor feed of the 
plurality of human facial expression states; and 

route a message with the dynamic emoticon to a second 
computer device.   

 
9. FacetoFace is the assignee of the entire right, title, and interest in the ‘623 patent.  

10. The ‘623 Patent is valid, enforceable, and was duly issued in full compliance with 

Title 35 of the United States Code.  
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B. Defendant’s Infringing Activities and Products 

11. Apple has and continues to infringe the ‘623 Patent by making, using, selling and 

offering for sale the Infringing Devices in the United States, including in this judicial district, 

and importing into the United States the Infringing Devices that are sold in this judicial district.  

12. The products that are the subject of this Complaint include the Apple iPhone X, 

iPhone XR, iPhone XS, iPhone XS Max, iPhone 11, iPhone 11 Pro, iPhone 11 Pro Max, iPhone 

12, iPhone 12 Mini, iPhone 12 Pro, iPhone 12 Pro Max, iPhone 13, iPhone 13 Mini, iPhone 13 

Pro, iPhone 13 Pro Max, and iPad Pro 11-inch and 12.9-inch (all generations).  

13. The Infringing Devices have a processor and memory device. These devices send, 

receive, monitor and generate a dynamic emoticon that are captured through the Infringing 

Devices’ one or more sensors. The one or more sensors detect a plurality of human facial 

expressions.  

14. The devices monitor a sensor feed to detect a plurality of human facial 

expressions and generate a plurality of dynamic emoticons.  

15. The “Memoji” feature allows users to “create a Memoji to match a user’s 

personality and mood, then send it in Messages and FaceTime. And with a compatible iPhone or 

iPad Pro, you can create an animated Memoji that uses your voice and mirrors your facial 

expressions.”1  

16. The Infringing Devices contain a messaging application, “iMessage”. 

17. iMessage contains a selection of emoticons.  

18. iMessage allows a user to send the created dynamic emoticons to other Apple 

devices.  

                                                            
1 https://support.apple.com/en-us/HT208986 
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19. The Infringing Devices have computer-executable instructions.  

20. The Infringing Devices allow a user to send, receive, and choose a number of 

emoticons.  

21. The Infringing Devices automatically generate a dynamic emoticon that simulates 

a detected human facial expression. For example: 

 

22. Apple has been and is inducing infringement of the ‘623 Patent by actively and 

knowingly inducing purchasers and owners of Infringing Devices to make, use, sell, offer for 

sale, or import the Infringing Devices that infringe the ‘623 Patent.  

23. The Infringing Devices infringe at least claims 1, 2, 3, 4, 5, 7, 8, 11, 12, 14, 15, 

17, and 18 of the ‘623 Patent.  

24. Upon information and belief, future iterations of the Infringing Devices will 

infringe the ‘623 Patent.  

COUNT I 
(Infringement of the ‘623 Patent) 

 
25. FacetoFace repeats and realleges each of the preceding paragraphs as though fully 

set forth herein.  

26. Apple has and is infringing the ‘623 Patent, including at least claims 1,2, 3, 4, 5, 

7, 8, 11, 14, 15, 17, and 18 by making, using, selling, or offering for sale in the United States, or 
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importing into the United States, including within this judicial district, the Infringing Devices in 

violation of 35 U.S.C. § 271(a) through (c).  

27. Apple has and is inducing infringement of the ‘623 Patent by actively and 

knowingly inducing others to sell, offer for sale, or import the Infringing Devices that infringe 

the ‘623 Patent.  

28. Apple’s acts of infringement of the ‘623 Patent have caused and will continue to 

cause FacetoFace damages for which FacetoFace is entitled to compensation pursuant to 35 

U.S.C. § 284.  

29. Apple’s acts of infringement of the ‘623 Patent have caused and will continue to 

cause Apple immediate and irreparable harm unless such infringing activities are enjoined by 

this Court pursuant to 35 U.S.C. § 283. FacetoFace has no adequate remedy at law.  

PRAYER FOR RELIEF 

 WHEREFORE, FacetoFace Biometrics Inc. requests judgment against Apple Inc., as 

follows: 

A. Adjudging that Apple has infringed and actively induced infringement of the ‘623 

Patent, in violation of 35 U.S.C. § 271(a) through (c); 

B. Granting an injunction permanently enjoining Apple, its employees, agents, 

officers, directors, attorneys, successors, affiliates, subsidiaries, and assigns, and all of those in 

active concert and participation with any of the foregoing persons or entities from infringing, 

contributing to the infringement of, or inducing infringement of the ‘623 Patent absent a license 

to Apple by FacetoFace; 

C. Ordering Defendant to account and pay damages adequate to compensate 

FacetoFace for Defendant’s infringement of the ‘623 Patent, including pre-judgment and post-
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judgment interest and costs, pursuant to 35 U.S.C. § 284;  

D. Ordering an accounting for any infringing sales not presented at trial and an 

award by the court of additional damages for any such infringing sales; 

E. If Discovery and Evidence in this matter so warrants, Declaring this case 

exceptional and awarding FacetoFace its reasonable attorney fees, pursuant to 35 U.S.C. § 285; 

and  

F. Awarding such other and further relief as this Court deems just and proper.  

 
Dated:  April 13, 2022   Respectfully Submitted, 

THE SIMON LAW FIRM, P.C. 
   
      /s/ Anthony G. Simon     

Anthony G. Simon, MO Bar # 38745 
Paul J. Tahan, MO Bar #73037 
800 Market Street, Suite 1700 
St. Louis, Missouri  63101 
Phone:  (314) 241-2929 
Fax:  (314) 241-2029 
asimon@simonlawpc.com 
ptahan@simonlawpc.com  
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MESSAGING SYSTEMS 
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(57) ABSTRACT 

Some embodiments include a messaging system capable of 
expression-based communication and/or expression-based 
actions. The messaging system can run on a computing 
device. For example, the messaging system monitors a 
camera feed from a camera of the computing device to detect 
a biometric signature when a messaging interface of the 
messaging application is actively being used. The messaging 
system can match the detected biometric signature against a 
known profile utilizing a facial recognition process to 
authenticate an operating user to use the messaging appli­
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by the operating user via the messaging application. 
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Monitoring a video feed from a camera of the 
300 

computing device to detect a biometric signature 
when a messaging interface of the messaging 

application is actively being used 
302 

r 

Matching the detected biometric signature against a 
known profile utilizing a facial recognition process to 
authenticate an operating user to use the messaging 

application 
304 

r 

Determining a human expression based on the 
detected biometric signature utilizing an expression 

recognition process to associate a contextual tag 
with an activity on the messaging interface 

306 

Communicating with the message server system to 
associate the contextual tag with a conversation 

participated by the operating user via the messaging 
application 

308 

r 

Activating or deactivating an interactive component 
of the messaging interface in response to detecting a 

specific expression via the expression recognition 
process 

310 

FIG. 3 
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400 

Monitoring a video feed from a camera to detect a 
biometric signature when a messaging interface of 

the messaging application is actively being used 
402 

r 

Matching the detected biometric signature against a 
known profile utilizing a facial recognition process to 
authenticate an operating user to use the messaging 

application 
404 

r 

Determining a human expression based on the 
detected biometric signature utilizing an expression 

recognition process to associate a contextual tag 
with an activity on the messaging interface 

406 

Receiving an expression trigger condition associated 
with the targeted advertisement from a message 
server system or an advertisement service server 

408 

r 

Presenting a targeted advertisement on the 
messaging interface based on the contextual tag and 

an identity of the operating user 
410 

FIG. 4 
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500 

Implementing a messaging service to facilitate a 
messaging application executing on a first computing 

device 
502 

r 

Authenticating an operating user of the first 
computing device based on a facial recognition 

process in conjunction with the messaging 
application when the operating user is actively using 
a messaging interface of the messaging application 

504 

r 

Receiving an expression status from the messaging 
application based on an expression recognition 

process 
506 

Associating the expression status in a stimulus 
response database maintained by the message 

server system 
508 

r 

Generating a query interface to the stimulus 

response database to provide associated expressions 

in response to a stimulus identifier 

510 

FIG. 5 
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1 
EXPRESSION RECOGNITION IN 

MESSAGING SYSTEMS 

CROSS REFERENCE TO RELATED 

APPLICATIONS 

This application is a continuation of U.S. patent applica­

tion Ser. No. 16/397,787, entitled "EXPRESSION RECOG­

NITION IN MESSAGING SYSTEMS," which was filed on 

Apr. 30, 2019, which is a continuation of U.S. patent 

application Ser. No. 14/643,810, entitled "EXPRESSION 

RECOGNITION IN MESSAGING SYSTEMS," which was 

filed on Mar. 10, 2015, which claims the benefit of U.S. 

Provisional Patent Application No. 61/950,423, entitled 

"BIOMETRIC FOR MOBILE ACCESS," which was filed 

on Mar. 10, 2014; U.S. Provisional Patent Application No. 

61/985,059, entitled "USE OF BIOMETRIC FOR ACCESS 

TO DATA DEVICE AND ASSOCIATED SOLUTIONS 

FOR DIFFICULT BIOMETRIC READING SCENARIOS," 

which was filed on Apr. 28, 2014; and U.S. Provisional 

Patent Application No. 62/051,031, entitled "EXPRESSION 

RECOGNITION IN MESSAGING SYSTEMS," which was 

filed on Sep. 16, 2014; which are all incorporated by 

reference herein in their entirety. 

RELATED FIELD 

At least one embodiment of this disclosure relates gen­
erally to an electronic messaging system, and in particular to 
privacy and security of an electronic messaging system. 

BACKGROUND 

With the wide availability of mobile devices, in some 
areas/cultures, electronic messaging is becoming an integral 
part of a person's life. Because of this, privacy and security 
concerns arise over the use of such systems. Conventional 
technology protects against privacy violations by providing 

10 

2 
FIG. 3 is a flow chart of a method of operating a 

messaging application on a computing device that imple­

ments an expression recognition process, in accordance with 
various embodiments. 

FIG. 4 is a flow chart of a method of operating a 
messaging application on a computing device capable of 
delivering advertisements, in accordance with various 
embodiments. 

FIG. 5 is a flow chart of a method of operating a message 
server system that facilitates conversations between com­
puting devices, in accordance with various embodiments. 

FIG. 6 is a block diagram of an example of a computing 
device, which may represent one or more computing devices 
or servers described herein, in accordance with various 

15 embodiments. 
The figures depict various embodiments of this disclosure 

for purposes of illustration only. One skilled in the art will 
readily recognize from the following discussion that alter­
native embodiments of the structures and methods illustrated 

20 herein may be employed without departing from the prin­
ciples of the invention described herein. 

25 

DETAILED DESCRIPTION 

Disclosed is a technology that pertains to protecting 
messages through a messaging system via a biometric 
security mechanism. The messaging system includes a mes­
sage server system comprising one or more computer serv­
ers and messaging applications running on end-user devices. 

30 The end-user devices can include personal computers, smart 
phones, tablets, wearable devices, gaming consoles, smart 
TVs, other electronic gadgets, or any combination thereof. 
The messaging applications act as independent agents for 
the messaging system. For example, a messaging application 

35 may be installed on a general-purpose operating system 

(e.g., Windows, android, iOS, etc.). The messaging appli­
cation can also be implemented by client-side script (e.g., 
JavaScript) that may be executed on a web browser of the 
end-user devices. 

a screen lock on a mobile device whenever the mobile 40 The biometric security mechanism is implemented via the 

device is not used. An authorized user can unlock the screen 
by typing a passcode into the mobile device. However, the 
passcode is knowledge that is transferable, and hence may 
be stolen. Furthermore, the screen lock prevents access to 
other applications on the mobile device, making it unnec­
essarily inconvenient. Other solutions protect against viola­
tion by scheduling the destruction of a message to ensure 
that its content therein does not survive indefinitely. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. lA is a diagram illustrating a messaging application 
of a mobile device revealing content of a message when a 
facial profile associated with a recipient account is recog­
nized, in accordance with various embodiments. 

FIG. lB is a diagram illustrating a messaging application 
of a mobile device hiding content of a message when a facial 
profile associated with a recipient account is not detected, in 
accordance with various embodiments. 

FIG. lC is a diagram illustrating a messaging application 
of a mobile device hiding content of a message when a facial 
profile associated with a recipient account is detected and a 
second unauthorized facial profile is detected, in accordance 
with various embodiments. 

FIG. 2 is a block diagram of a system environment of a 
messaging system implementing a biometric security 
mechanism, in accordance with various embodiments. 

messaging application. Unlike the conventional security 
mechanisms for a recipient user device that protect privacy 
only of the user of the recipient user device, the disclosed 
biometric security mechanism also protects the privacy and 

45 security of the sender of the message. This enables a new 

paradigm of protection for stakeholders (e.g., the message 
senders) who are conventionally dependent solely on the 
message recipients to protect their interests. 

In various embodiments, the disclosed technology uses 
so sensors in end-user devices to monitor and profile an end­

user. Such profiling can serve to ensure security (for 
example, by utilizing biometric recognition, such as facial 
recognition or ear recognition). Such profiling can also serve 
to enhance context mining (for example, by utilizing expres-

55 sian recognition). In some embodiments, the expression 
recognition can be implemented without implementing the 
biometric recognition. In some embodiments, the biometric 
recognition can be implemented without implementing the 
expression recognition. 

60 Security 
The biometric security mechanism implements a biomet­

ric recognition process to verifY one or more identities as 
authorized by the message senders. For example, the bio­
metric recognition process may be based on facial recogni-

65 tion, ear recognition, silhouette recognition, speaker recog­
nition, fingerprint recognition, device motion pattern 
recognition, contact pattern recognition, etc. The biometric 
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security mechanism can detect biometric patterns utilizing a 
sensor, such as a camera, a microphone, an accelerometer, a 
touch sensor, a gyroscope, etc. The biometric security 
mechanism can then profile (e.g., by recording patterns and 
then training one or more computational functions that 
recognize one or more shared attributes or characteristic of 
the patterns) the biometric patterns of one or more users into 
a profile model utilizing machine learning algorithms, such 
as support vector machines, Gaussian mixture models, hid­
den Marcov models, etc. Based on the profiles of the users, 
the biometric security mechanism can recognize a user in 
real-time by matching the biometric pattern detected by a 
sensor with the profile model. 

4 
may send a message with a privacy setting indicating Nancy 
as the recipient account. In some cases, the privacy setting 
can add an attribute of the recipient profile being female. 

The privacy shield may be implemented, for example, as 
a screen lock, a scrambling of the message content, a blur of 
the message content, a blackout of the message content, or 
any combination thereof. In some embodiments, the bio­
metric security mechanism continuously loops through the 
one or more types of biometric recognition processes. In 

10 some embodiments, the biometric security mechanism dis­
engages the privacy shield whenever an authorized biomet­
ric profile is recognized and detected. In some embodiments, 
the biometric security mechanism engages the privacy shield 
whenever a non-authorized biometric profile is detected. 

A sender account or a recipient account can be associated 
with a single individual or a group of individuals. In the case 
of a group of individuals, biometric profiles of every mem­
ber are associated with the sender account or the recipient 
account. 

The biometric security mechanism is instantiated when­
ever the messaging interface of the message application is 15 
actively opened and running on an end-user device (e.g., 
such that the mechanism is active while the message appli­
cation is open). The biometric security mechanism utilizes 
one or more types of biometric recognition processes to 
determine whether the people who have access to the 
end-user device (e.g., looking at the screen of the end-user 
device) are consistent with the privacy settings of the sender 
account and the recipient account. 

20 Expression Recognition 
The use of the biometric security mechanism provides a 

dependable authentication process that improves or guaran­
tees privacy of the users of the messaging system. Accord­
ingly, the users can trust that the biometric recognition To use the messaging application on a user device, a user 

may have to identify a messaging system account associated 
with the messaging system. The biometric security mecha­
nism uses the one or more types of biometric recognition 
processes to ensure that an operator using the messaging 
application matches a biometric profile of the messaging 
system account. This procedure ensures that a third party 
(e.g., a brother or a classmate) carmot send messages on 
behalf of the user. In the case that there are multiple 
operators for the same end-user device, this procedure also 
ensures that independent private sessions of using the mes­
saging application can be established based on automatic 
biometric recognition. 

The biometric security mechanism can provide customi­
zable privacy shields per message or conversation. These 
privacy shields may be customized by privacy settings 
dictated by the sender of the message or the initiator of the 
conversation. The biometric security mechanism can use the 
one or more types of biometric recognition processes to 
ensure that the operator using the messaging application 
matches an authorized biometric profile in accordance with 
a privacy setting of an individual conversation or message. 
For example, the default privacy setting may be that the 
message or conversation is revealed when a biometric 
profile of the recipient account is recognized by the biomet-
ric security mechanism. In another example, the default 
privacy setting may be that the message or conversation is 
revealed only when the biometric profile of the recipient 
account is recognized without the presence of other detected 
human beings in the proximate area of the recipient end-user 
device. 

In some embodiments, the privacy setting can indicate a 
single authorized account or biometric profile. In some 
embodiments, the privacy setting can indicate a group of 
authorized accounts or biometric profiles. In some embodi­
ments, the privacy setting can indicate an attribute of a 
biometric profile, such as age, gender, facial gesture, facial 
expression, vocal pitch, etc. The attribute can be the sole 
variable to authorize a person. For example, the privacy 
setting can indicate that any female face (e.g., in the case of 
facial recognition) or any female voice (e.g., in the case of 
speaker recognition) would be authorized. The attribute can 
be an additional conditional on top of a specific account or 
biometric profile. For example, a sender account (e.g., John) 

25 process is used for protection instead of exploitation. 
Because of this trust, an expression recognition process can 
be run concurrently to the biometric recognition process. 
That is, a user, who otherwise would not use a messaging 
application with an expression recognition process, would 

30 use that same messaging application if the biometric recog­
nition process were there to guarantee security and privacy. 

The disclosed technology can implement expression rec­
ognition process in addition to the biometric recognition 
process to provide additional contextual information asso-

35 ciated with a user's emotional/mood state when using a 

messaging application. The expression recognition of a user 
of the messaging system can provide several benefits. For 
example, the message server system can maintain a stimulus 
response database that maps associations between stimuli 

40 presented on the messaging interface and expressions rec­
ognized by the expression recognition process. The message 
server system can then generate and provide a query inter­
face to present consumer data (e. g., anonymized consumer 
data) based on the stimulus response database for advertis-

45 ers, researchers, or business intelligence departments. 

For another example, the messaging application can use 
the expression recognition process to personalize the mes­
saging application. In some cases, based on the responding 
expression of a user when viewing a particular type of 

50 message (e.g., from a particular sender or during a particular 
time of day), the messaging application can determine 
whether or not to present another message of the same type 
via the messaging interface. 

For another example, the messaging application can use 
55 the expression recognition process to add gesture control to 

the messaging application. In some cases, certain facial 
expressions can correspond to a gesture control to activate or 
deactivate an interactive component of the messaging appli­
cation. In one specific example, a frown detected by the 

60 expression recognition process can cause the messaging 
application to suspend. 

For another example, the messaging application can use 
the expression recognition process to customize targeted 
advertisement. In some cases, an advertisement may be 

65 selected based on the current mood of the user. The current 
mood of the user, in tum, can be estimated based on the 
expression recognized. In some cases, presentation of an 
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advertisement may be triggered based on a user expression 

condition. For example, an advertisement may be shown 

only when the user is recognized to be smiling. 
For another example, the messaging application can use 

the expression recognition process to add context to con­
versations between users of the messaging system. In some 
cases, the recognized expression of a sender user can be 
added as an emoticon to a message. In some cases, the 
recognized expression of a viewer user can be fed back to 
the sender as a status update. 

Alternative Embodiments 

The disclosure above pertains to the specific example of 

10 

6 
dance with various embodiments. FIG. lB is a diagram 
illustrating a messaging application of a mobile device 
hiding content of a message when a facial profile associated 
with a recipient account is not detected, in accordance with 
various embodiments. FIG. lC is a diagram illustrating a 
messaging application of a mobile device hiding content of 
a message when a facial profile associated with a recipient 
account is detected and a second unauthorized facial profile 
is detected, in accordance with various embodiments. 

FIG. 2 is a block diagram of a system environment of a 
messaging system 200 implementing a biometric security 
mechanism, in accordance with various embodiments. 

The messaging system 200 can communicate with client 
devices 202 (e.g., mobile phones, tablets, desktop comput-

15 ers, laptops, other network-enabled devices, or any combi­
nation thereof). The messaging system 200 can include a 
messaging platform system 204 (e.g., one or more computer 
servers) configured to provide a service to facilitate human­
understandable electronic communication between user 

an electronic messaging system for delivery of text, images, 
audio clips, or video clips. However, it is within the con­
templation of this disclosure to implement the biometric 
security mechanism to other similar systems that include 
registration of a sender account and the receiver account. For 
example, the biometric security mechanism can apply to 
email, social network, dating network, event/meet up invi­
tation, physical delivery of goods, enterprise messaging 
(e.g., financial agent to customer messaging, real estate 
agent to customer messaging, medical professional messag­
ing, etc.), or any combination thereof. The biometric secu- 25 
rity mechanism is advantageous in enforcing privacy set­
tings of the sender at the device of the recipient. This is an 
improvement over existing technology that only seeks to 
protect against unauthorized exposure of content on behalf 

20 accounts. The human-understandable electronic communi-
cation can include emoticons, text, photos, audio clips, 
videos, links, images, or any combination thereof. The 
human-understandable content of the electronic communi-
cation may be part of an electronic message or can be 
referenced in the electronic message (e.g., stored elsewhere 
that is accessible through a network). 

In some embodiments, each of the client devices 202 can 
have its own instance of a messaging interface 206 and a 
corresponding instance of a biometric security engine 207 

of the device owner but not on behalf of the sender. 
The biometric security mechanism is also advantageous in 

preventing impersonation attempts, such as for the purpose 
of cyber bullying, by verifYing the identity of a message 
sender when composing a message. This improves the 
overall accountability of messaging within the messaging 
system. Similarly, in an enterprise environment, the authen­
tication in both viewing and composition of the message 
enhances enterprise-level security and compliance (e.g., 
eHealth compliance when the message content involves 
medical information). 

30 running thereon that communicates with the messaging 
platform system 204. In some embodiments, the messaging 
interface 206 and the biometric security engine 207 are part 
of a messaging application running and/or installed on the 
client device. In some embodiments, the messaging interface 

35 206 is installed and/or running on a first client device and the 

biometric security engine 207 is installed and/or running on 
a second client device. In these embodiments, the biometric 
security engine 207 on the second client device can control 
a privacy shield implemented by the messaging interface 

40 206. 
For example, the messaging interface 206 and/or the 

biometric security engine 207 can be embodied as a mobile 
application running on operating systems of some of the 
client devices 202. In another example, the messaging 
interface 206 and/or the biometric security engine 207 can 
be implemented as a web-based application running on web 
browsers on some of the client devices 202. 

The client devices 202 can be associated with user 
accounts. In some embodiments, a user account of the 
messaging system 200 can have multiple client devices 
associated therewith. In some embodiments, a client device 
can have multiple user accounts associated therewith. Con­
versations between user accounts are tracked by the mes­
saging system 200 such that the messaging system 200 can 
deliver an electronic message from a client device of one 
user account to a client device of another user account. 

In some embodiments, the messaging system 200 can 
include a user profile database 208. The user profile database 
208 is configured to store user profiles of one or more user 

The disclosure above assumes that the messaging appli­
cation implements both the biometric security mechanism 
and a messaging interface (e.g., to compose and read mes­
sages). However, it is within the contemplation of this 
disclosure to implement the biometric security mechanism 45 
on a separate device or application from where the messag­
ing interface is implemented. For example, in the case of an 
enterprise email system, an email access interface may be 
provided on a desktop computer while the biometric security 
mechanism may be implemented on a mobile device (e.g., a 50 
smart phone). In this example, the biometric security mecha­
nism can require the mobile device to connect with the email 
access interface on the desktop computer. The biometric 
security mechanism can perform the biometric recognition 
process to verifY that there is a secure environment near the 55 
desktop computer (e.g., no unauthorized user is around 
and/or an authorized user is present). In response to verifY­
ing a secure environment, the biometric security mechanism 
can notifY the email access interface to reveal content of a 
message. 60 accounts. The user profiles may be associated with one or 

more social networking systems (e.g., an affiliated social 
networking system, a social networking system integrated 
with the messaging system 200, or an external social net­
working system) and social network profiles in the social 

FIGS. lA through lC illustrate an example of the bio­
metric security mechanism that implements a facial recog­
nition process to protect the privacy of both a sender of a 
message and a recipient of the message. FIG. lA is a 
diagram illustrating a messaging application of a mobile 
device revealing content of a message when a facial profile 
associated with a recipient account is recognized, in accor-

65 networking systems. 
In various embodiments, the messaging interface 206 can 

implement a privacy shield. The biometric security engine 
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207, for example, can recognize whether or not an autho­
rized user is present by analyzing a video feed from its 
respective client device using a facial recognition algorithm. 
The messaging platform system 204 can maintain biometric 
profiles of user accounts in the user profile database 208. The 
messaging platform system 204 associates a sender account 
and a receiver account with every message (e.g., as specified 
by the sender account). The biometric profiles of the sender 
account and the receiver account can both be considered 
"authorized users." One or more lists of authorized users 
may be stored in an authorization database 210. The autho­
rization database 210 can also maintain one or more lists of 
blacklisted user accounts that are explicitly unauthorized. In 
some embodiments, the sender account, the receiver 
account, or both can add additional user accounts to the list 
of authorized users. In some embodiments, the sender 
account, the receiver account, or both can add one or more 
user accounts to the list of "blacklisted" user accounts. 

The authorization database 210 can store a list of autho­
rized users specific to a message conversation or specific to 
a user account (e.g., specific to a sender account, a receiver 
account, or both). For example, for each message or con­
versation sent or each message or conversation received, a 
user can add or remove one or more accounts from the list 
of authorized users or blacklisted users. For another 
example, a first user account can add a second user account 
as an authorized user (e.g., a spouse) or a blacklisted user 
(e.g., a rival friend or sibling) for all conversations that the 
first user account participates in. In some embodiments (e.g., 
as required by law) the authorization database 210 can also 
store a list of globally authorized users. 

The messaging platform system 204 can communicate 
with the biometric security engine 207 to secure content of 
messages. For example, the messaging platform system 204 
can send biometric profiles (e.g., facial profiles) of the 
authorized users and/or expressly unauthorized users to be 
verified on a client device by the biometric security engine 
207. The biometric security engine 207 can monitor outputs 
of a sensor 214 (e.g., a camera) to detect and recognize 
biometric profiles. In some embodiments, the messaging 
platform system 204 can request the biometric security 
engine 207 to capture and send an image or a video of its 
operator to be verified on the messaging platform system 
204. In those embodiments, the messaging platform system 
204 returns the result of the verification back to the biomet­
ric security engine 207. 

Once the biometric security engine 207 determines that a 
secure environment is present, the biometric security engine 
207 can control the privacy shield implemented in the 
messaging interface 206 to either reveal or hide content of 
a message. The privacy shield implemented by the messag­
ing interface 206 can reveal content of a message conver­
sation when the authorized user is detected. In some embodi­
ments, the privacy shield can hide the content in response to 
detecting both an authorized user and an unauthorized user 
(e.g., implicitly unauthorized or expressly unauthorized). In 
some embodiments, the privacy shield can hide the content 
whenever an expressly unauthorized user account is 
detected. 

In some embodiments, the client devices 202 can each 
also include an expression recognition engine 216. The 
expression recognition engine 216 can configure a client 
device 202 to execute the disclosed expression recognition 
process. For example, the expression recognition engine 216 
can implement the methods described in FIG. 3, FIG. 4, and 
FIG. 5. In some embodiments, the expression recognition 
engine 216 can be integrated with the biometric security 

8 
engine 207. In some embodiments, the expression recogni­
tion engine 216 can be part of the same messaging appli­
cation as the messaging interface 206. 

The expression recognition engine 216 can utilize the one 
or more sensors 214 to monitor at least a biometric signature 
of an operating user. For example, the biometric signature 
can be a facial profile, a head profile, a mouth profile, a hand 
gesture profile, a gait profile, a vocal profile, or any com­
bination thereof. From the biometric signature, the expres-

10 sian recognition engine 216 can determine an expression 
state. The expression state can correspond to an emotion, a 
mood, or other patterns recognizable across the biometric 
signatures of various people. 

In some embodiments, the expression recognition engine 
15 216 can upload recognized expression states of an operating 

user to the messaging platform system 204. The expression 
recognition engine 216 can also upload associated metadata 
(e.g., time stamp, associated user identifier, etc.) to the 
messaging platform system 204. Based on the expression 

20 states and the associated metadata, the messaging platform 
system 204 can maintain a stimulus response database 218. 
The stimulus response database 218 logs and tracks the 
expression state of an operating user in response to an 
activity occurring on the messaging interface 206. The 

25 activity, for example, can be the operating user composing 
a message, viewing a message, viewing an advertisement, 
viewing a media object, or any combination thereof. The 
stimulus response database 218 can generate a query inter­
face such that an authorized agent of the messaging system 

30 200 can access statistic of specific users or groups of users. 
FIG. 3 is a flow chart of a method 300 of operating a 

messaging application (e.g., the expression recognition 
engine 216 of FIG. 2) on a computing device (e.g., one of the 
client devices 202 of FIG. 2) that implements an expression 

35 recognition process, in accordance with various embodi­

ments. 
At step 302, the computing device can monitor a video 

feed from a camera of the computing device to detect a 
biometric signature when a messaging interface of the 

40 messaging application is actively being used. At step 304, 
the computing device can match the detected biometric 
signature against a known profile utilizing a facial recogni­
tion process to authenticate an operating user to use the 
messaging application. The known profile can be stored in 

45 the computing device or a messaging server system (e.g., the 

messaging platform system 204 of FIG. 2). In some embodi­
ments, the biometric signature is a facial profile and the 
biometric recognition process is a facial recognition process. 

As step 306, the computing system can determine a 
50 human expression based on the detected biometric signature 

utilizing an expression recognition process to associate a 
contextual tag with an activity on the messaging interface. 
At step 308, the computing system can communicate with 
the message server system to associate the contextual tag 

55 with a conversation involving or participated by the oper­
ating user (e.g., where the operating user engaged in the 
conversation through the messaging application). 

In some cases, the messaging interface is being used to 
compose a message in the conversation. In those cases, 

60 communicating with the message server system can include 
sending the contextual tag as an emoticon embedded as part 
of the message to configure the message server system to 
distribute the emoticon to another participant of the conver­
sation. In another example, communicating with the mes-

65 sage server system can include sending the contextual tag as 
an emotion status that is time stamped to configure the 
message server system to maintain an emotion status record 
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of at least a participant of the conversation. In some cases, 
the messaging interface is being used to read a message in 
the conversation. In those cases, communicating with the 
message server system can include sending the contextual 
tag as an emotion status that is time stamped to configure the 
message server system to present the emotion status to 
another participant of the conversation. The other partici­
pant, for example, can be the writer of the message. 

10 
message server system implements a messaging service to 
facilitate a messaging application executing on a first com­
puting device. At step 504, the message server system 
authenticates an operating user of the first computing device 
based on a facial recognition process in conjunction with the 
messaging application when the operating user is actively 
using a messaging interface of the messaging application. 

At step 506, the message server system receives an 
expression status from the messaging application based on In some cases, communicating with the message server 

system can include personalizing the messaging application 
based on the contextual tag. In some cases, communicating 
with the message server system can include archiving an 
expression log associated with the operating user on the 
message server system. 

10 an expression recognition process. Receiving the expression 
status can include receiving metadata associated with the 
expression status. The metadata, for example, can include a 
time stamp, a user identifier, a language identifier (e.g., 
identifies the language used in the conversation), an ethnic 

Optionally, at step 310, the computing device can activate 
or deactivate an interactive component of the messaging 
interface in response to detecting a specific expression via 
the expression recognition process. That is, biometric 
expressions (e.g., facial expressions) can be used as a 
gesture control of the messaging interface/messaging appli­
cation. 

15 identifier of the user, an associated user action identifier 
(e.g., what the user was doing on the messaging interface), 
user response time, or any combination thereof. 

At step 508, the message server system associates the 
expression status in a stimulus response database maintained 

20 by the message server system. At step 510, the message 
server system generates a query interface to the stimulus 
response database to provide associated expressions in 
response to a stimulus identifier. 

FIG. 4 is a flow chart of a method 400 of operating a 
messaging application (e.g., the expression recognition 
engine 216 of FIG. 2) on a computing device (e.g., one of the 
client devices 202 of FIG. 2) capable of delivering adver­
tisements, in accordance with various embodiments. At step 
402, the computing device monitors a video feed from a 
camera (e.g., one of the sensors 214 of FIG. 2) to detect a 
biometric signature when a messaging interface of the 
messaging application is actively being used. At step 404, 30 
the computing device can match the detected biometric 
signature against a known profile utilizing a facial recogni­
tion process to authenticate an operating user to use the 
messaging application. 

The stimulus identifier, for example, can correspond to a 
25 corporate word, a political word, or a social word. The 

stimulus identifier, for another example, can correspond to a 
media object (e.g., image, text string, audio, video clip, etc.). 
The stimulus identifier can also correspond to an advertise­
ment. 

At step 406, the computing device determines a human 35 
expression based on the detected biometric signature utiliz-

While processes or methods are presented in a given 
order, alternative embodiments may perform routines hav­
ing steps, or employ systems having blocks, in a different 
order, and some processes or blocks may be deleted, moved, 
added, subdivided, combined, and/or modified to provide 
alternative or sub-combinations. Each of these processes or 
blocks may be implemented in a variety of different ways. 
In addition, while processes or blocks are at times shown as 
being performed in series, these processes or blocks may 
instead be performed in parallel, or may be performed at 

ing an expression recognition process to associate a contex­
tual tag with an activity on the messaging interface. Option­
ally, at step 408, the computing device can receive an 
expression trigger condition associated with the targeted 
advertisement from a message server system or an adver­
tisement service server. At step 410, the computing device 
presents a targeted advertisement on the messaging interface 
based on the contextual tag and an identity of the operating 
user. The targeted advertisement can be presented in 
response to determining that the contextual tag corresponds 

40 different times. 
FIG. 6 is a block diagram of an example of a computing 

device 600, which may represent one or more computing 
devices or servers described herein, in accordance with 
various embodiments. The computing device 600 can be one 

45 or more computing devices that implement the messaging 

system 200 of FIG. 2 or methods and processes described in 
this disclosure. The computing device 600 includes one or 
more processors 610 and memory 620 coupled to an inter­
connect 630. The interconnect 630 shown in FIG. 6 is an 

to the expression trigger condition. The expression trigger 
condition, for example, can include a smile, a laugh, a 
grimace, a frown, a pout, or any combination thereof. The 
expression trigger condition can include an expression cor- 50 
responding to a mood or an emotion, a micro expression, a 
stimulated expression, a neutralized expression, a masked 
expression, or any combination thereof. 

Presenting the targeted advertisement can include select­
ing the targeted advertisement from multiple options based 55 
on the contextual tag. Selecting the targeted advertisement 
can be based on a time stamp of the contextual tag in relation 
to an activity (e.g., user action or messaging-app-side activ­
ity) occurring on the messaging interface near or at the time 
stamp. Selecting the targeted advertisement can be based on 60 
an expression trigger condition associated with the targeted 
advertisement. 

FIG. 5 is a flow chart of a method 500 of operating a 
message server system (e.g., the messaging platform system 
204 of FIG. 2) that facilitates conversations between com- 65 
puting devices (e.g., the client devices 202 of FIG. 2), in 
accordance with various embodiments. At step 502, the 

abstraction that represents any one or more separate physical 
buses, point-to-point connections, or both, connected by 
appropriate bridges, adapters, or controllers. The intercon­
nect 630, therefore, may include, for example, a system bus, 
a Peripheral Component Interconnect (PCI) bus or PCI-
Express bus, a HyperTransport or industry standard archi­
tecture (ISA) bus, a small computer system interface (SCSI) 
bus, a universal serial bus (USB), IIC (I2C) bus, or an 
Institute of Electrical and Electronics Engineers (IEEE) 
standard 1494 bus, also called "Firewire". 

The processor(s) 610 is/are the central processing unit 
(CPU) of the computing device 600 and thus controls the 
overall operation of the computing device 600. In certain 
embodiments, the processor(s) 610 accomplishes this by 
executing software or firmware stored in memory 620. The 
processor(s) 610 may be, or may include, one or more 
programmable general-purpose or special-purpose micro-
processors, digital signal processors (DSPs ), programmable 
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1 1  
controllers, application-specific integrated circuits (ASICs ), 

programmable logic devices (PLDs), trusted platform mod­

ules (TPMs), or the like, or a combination of such devices. 

The memory 620 is or includes the main memory of the 

computing device 600. The memory 620 represents any 

form of random access memory (RAM), read-only memory 

(ROM), flash memory, or the like, or a combination of such 

devices. In use, the memory 620 may contain a code 670 
containing instructions according to the mesh connection 

system disclosed herein. 
10 

Also connected to the processor(s) 610 through the inter­

connect 630 are a network adapter 640 and a storage adapter 

650. The network adapter 640 provides the computing 

device 600 with the ability to communicate with remote 15 
devices over a network and may be, for example, an Ethernet 

adapter or Fibre Charmel adapter. The network adapter 640 
may also provide the computing device 600 with the ability 

to communicate with other computers. The storage adapter 

650 enables the computing device 600 to access a persistent 20 
storage, and may be, for example, a Fibre Channel adapter 

or SCSI adapter. 

The code 670 stored in memory 620 may be implemented 

as software and/or firmware to program the processor(s) 610 
to carry out actions described above. In certain embodi- 25 
ments, such software or firmware may be initially provided 

to the computing device 600 by downloading it from a 

remote system through the computing device 600 (e.g., via 

network adapter 640). 

12 
receive a selection of an emoticon; 
monitor a sensor feed provided by one or more sensors of 

the computer device to detect a plurality of human 
facial expression states; 

automatically generate a dynamic emoticon that simulates 
the detected plurality of human facial expression states 
on the selected emoticon based on the sensor feed of the 
plurality of human facial expression states; and 

route a message with the dynamic emoticon to a second 
computer device. 

2. The computer device of claim 1, wherein a messaging 
interface is used to compose the message, and wherein the 
dynamic emoticon is embedded as part of the message. 

3. The computer device of claim 1, wherein the at least 
one processor is further progrmed to detect a facial 
profile and to match the facial profile against a known facial 
profile utilizing a facial recognition process to authenticate 
an operating user. 

4. The computer device of claim 1, wherein the detected 
plurality of human facial expression states includes a smile, 
a laugh, a grimace, a frown, a pout, or any combination 
thereof. 

5. The computer device of claim 1, wherein the detected 
plurality of human facial expression states includes an 
expression corresponding to a mood or an emotion, a micro 
expression, a stimulated expression, a neutralized expres­
sion, a masked expression, or any combination thereof. 

6. The computer device of claim 1, where the at least one 
processor is further progrmed to analyze a human facial 
expression using an expression recognition process to detect 
the human facial expression state. 

7. The computer device of claim 1, wherein the dynamic 
emoticon is embedded at a displayable portion of the mes­
sage. 

The techniques introduced herein can be implemented by, 
30 

for example, progrmable circuitry (e.g., one or more 

microprocessors) progrmed with software and/or firm­

ware, or entirely in special-purpose hardwired circuitry, or in 8. The computer device of claim 1, wherein a human 
35 facial expression is captured in real-time from the one or a combination of such forms. Special-purpose hardwired 

circuitry may be in the form of, for example, one or more 

application-specific integrated circuits (ASICs), program­

mable logic devices (PLDs ), field-programmable gate arrays 

(FPGAs), etc. 
Software or firmware for use in implementing the tech- 40 

niques introduced here may be stored on a machine-readable 
storage medium and may be executed by one or more 
general-purpose or special-purpose programmable micro­
processors. A "machine-readable storage medium," as the 
term is used herein, includes any mechanism that can store 45 
information in a form accessible by a machine (a machine 
may be, for example, a computer, network device, cellular 
phone, personal digital assistant (PDA), manufacturing tool, 
any device with one or more processors, etc.). For example, 
a machine-accessible storage medium includes recordable/ 50 
non-recordable media (e.g., read-only memory (ROM); ran­
dom access memory (RAM); magnetic disk storage media; 
optical storage media; flash memory devices; etc.), etc. 

The term "logic," as used herein, can include, for 
example, programmable circuitry programmed with specific 55 
software and/or firmware, special-purpose hardwired cir­
cuitry, or a combination thereof. 

Some embodiments of the disclosure have other aspects, 
elements, features, and steps in addition to or in place of 
what is described above. These potential additions and 60 
replacements are described throughout the rest of the speci­
fication. 

more sensors. 
9. The computer device of claim 1, wherein the at least 

one processor is further programmed to detect a plurality of 
human facial expression states on a periodic basis based on 
a predetermined period of time. 

10. The computer device of claim 1, wherein the sensor 
feed is analyzed for an expression recognition process and a 
biometric recognition process. 

11. A computer-implemented method of operating a mes­
saging application, the method comprising: 

receiving a selection of an emoticon; 
monitoring a sensor feed provided by one or more sensors 

of a computer device to detect a plurality of human 
facial expression states; 

automatically generating a dynamic emoticon that simu­
lates the detected plurality of human facial expression 
states on the selected emoticon based on the sensor feed 
of the plurality of human facial expression states; and 

route a message with the dynamic emoticon to a second 
computer device. 

12. The computer-implemented method of claim 11, 
wherein a messaging interface is used to compose the 
message, and wherein the dynamic emoticon is embedded as 
part of the message. 

13. The computer-implemented method of claim 11, fur­
ther comprising detecting a facial profile and matching the 
facial profile against a known facial profile utilizing a facial 
recognition process to authenticate an operating user. 

What is claimed is: 
1. A computer device comprising at least one processor in 

communication with at least one memory device, wherein 
the at least one processor is progrmed to: 

14. The computer-implemented method of claim 11, 
65 wherein the detected plurality of human facial expression 

states includes a smile, a laugh, a grimace, a frown, a pout, 
or any combination thereof. 
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1 3  
15. The computer-implemented method of claim 11, 

wherein the detected plurality of human facial expression 

states includes an expression corresponding to a mood or an 

emotion, a micro expression, a stimulated expression, a 

neutralized expression, a masked expression, or any com­

bination thereof. 

16. The computer-implemented method of claim 11, fur­

ther comprising analyzing a human facial expression using 

an expression recognition process to detect the human facial 

expression state. 

17. The computer-implemented method of claim 11, 
wherein a human facial expression is captured in real-time 

from the one or more sensors. 

10 

18. The computer-implemented method of claim 11, fur- 15 
ther comprising continuously detecting human facial expres­

sion states using one or more sensors of the computer device 

after detecting a first human facial expression state. 

19. At least one non-transitory computer-readable storage 

media having computer-executable instructions embodied 
thereon, wherein when executed by a computer device 

14 
having at least one processor in communication with at least 
one memory device, the computer-executable instructions 
cause the processor to: 

receive a selection of an emoticon; 
monitor a sensor feed provided by one or more sensors of 

the computer device to detect a plurality of human 
facial expression state; 

automatically generate a dynamic emoticon that displays 
the selected emoticon changing to the plurality of 
detected human facial expression states based on the 
sensor feed of the plurality of human facial expression 
states; and 

route a message with the dynamic emoticon to a second 
computer device, wherein the second computer device 
displays the selected emoticon changing to the detected 
plurality of human facial expression states. 

20. The at least one non-transitory computer-readable 
storage media of claim 19, wherein the detected plurality of 
human facial expression states includes a smile, a laugh, a 
grimace, a frown, a pout, or any combination thereof. 

* * * * * 
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UNITED STATES DISTRICT COURT
EASTERN DISTRICT OF MISSOURI

)
                                                 , )

)
Plaintiff, )

)
v. ) Case No.

)
, )

)
       Defendant, )

)

ORIGINAL FILING FORM

THIS FORM MUST BE COMPLETED AND VERIFIED BY THE FILING PARTY
WHEN INITIATING A NEW CASE.

THIS SAME CAUSE, OR A SUBSTANTIALLY EQUIVALENT COMPLAINT, WAS

PREVIOUSLY FILED IN THIS COURT AS CASE NUMBER        

AND ASSIGNED TO THE HONORABLE JUDGE .

THIS CAUSE IS RELATED, BUT IS NOT SUBSTANTIALLY EQUIVALENT TO ANY 

PREVIOUSLY FILED COMPLAINT.  THE RELATED CASE NUMBER IS                                          AND 

THAT CASE WAS ASSIGNED TO THE HONORABLE               .  THIS CASE MAY, 

THEREFORE, BE OPENED AS AN ORIGINAL PROCEEDING.

NEITHER THIS SAME CAUSE, NOR A SUBSTANTIALLY EQUIVALENT

COMPLAINT, HAS BEEN PREVIOUSLY FILED IN THIS COURT, AND THEREFORE

MAY BE OPENED AS AN ORIGINAL PROCEEDING.

The undersigned affirms that the information provided above is true and correct.

Date:
Signature of Filing Party

FaceToFace Biometrics,
Inc.,

4:22-cv-00429

Apple Inc.,

04/13/2022 /s/ Anthony G. Simon
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UNITED STATES DISTRICT COURT
for the

__________ District of __________ 

)
)
)
)
)
)
)

Plaintiff

v. Civil Action No.

Defendant

SUMMONS IN A CIVIL ACTION

To: (Defendant’s name and address)

A lawsuit has been filed against you.

Within 21 days after service of this summons on you (not counting the day you received it) — or 60 days if you
are the United States or a United States agency, or an officer or employee of the United States described in Fed. R. Civ.
P. 12 (a)(2) or (3) — you must serve on the plaintiff an answer to the attached complaint or a motion under Rule 12 of
the Federal Rules of Civil Procedure.  The answer or motion must be served on the plaintiff or plaintiff’s attorney,
whose name and address are:

If you fail to respond, judgment by default will be entered against you for the relief demanded in the complaint. 
You also must file your answer or motion with the court.

CLERK OF COURT

Date:
Signature of Clerk or Deputy Clerk

Eastern District of Missouri

FaceToFace Biometrics, Inc.

4:22-cv-00429

Apple Inc.

Apple Inc.
c/o: CT Corporation System
330 N. Brand Blvd, Suite 700
Glendale, CA 91203

Anthony G. Simon
Paul J. Tahan
The Simon Law Firm, P.C.
800 Market Street, Suite 1700
St. Louis, MO 63101
(314) 241-2929

Case: 4:22-cv-00429-NCC   Doc. #:  1-4   Filed: 04/13/22   Page: 1 of 2 PageID #: 28

IPR2023-00833 
Apple EX1007 Page 28



AO 440 (Rev. 12/09)  Summons in a Civil Action (Page 2)

Civil Action No.

PROOF OF SERVICE

(This section should not be filed with the court unless required by Fed. R. Civ. P. 4 (l))

This summons for (name of individual and title, if any)

was received by me on (date) .

I personally served the summons on the individual at (place)

on (date) ; or

I left the summons at the individual’s residence or usual place of abode with (name)

, a person of suitable age and discretion who resides there,

on (date) , and mailed a copy to the individual’s last known address; or

I served the summons on (name of individual) , who is

 designated by law to accept service of process on behalf of (name of organization)

on (date) ; or

I returned the summons unexecuted because ; or

Other (specify):

.

My fees are $ for travel and $ for services, for a total of $ .

I declare under penalty of perjury that this information is true.

Date:
Server’s signature

Printed name and title

Server’s address

Additional information regarding attempted service, etc:

4:22-cv-00429

0.00
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