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Abstract 
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The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", 
"SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" i n this 
document are to be i n terpreted as described in RFC 2119. 

2. Introduction to MPLS 

This document specifies the architecture for Multiprotocol Label 
Switching (MPLS). 

Note tha t the use of MPLS for multicast is left for further study. 
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2.1. Overview 

As a packet of a connectionless network layer pro t ocol t ravels from 
one router to the next, each router makes an independen t forwarding 
decision for that packet. That is, each router analyzes the packet's 
header, and each router runs a networ k layer routing algorithm. Each 
router independently chooses a next hop for the packet, based on its 
anal ysis of the packet's header and the results of r unn ing t h e 
routing algorithm. 

Packet headers contain considerably more information than is needed 
simply to choose t h e next hop. Choosing the next hop can therefore 
be thought of as the composition of two functions. The f irst 
function partitions the entire set of possible packets into a set of 
"Forwarding Equivalence Classes (FECs)". The second maps each FEC t o 
a next hop. Insofar as the forwarding decision is concerned, 
different packets which get mapped in t o the same FEC are 
indistinguishable. All packets which belong to a particu lar FEC and 
which travel from a particular node will follow the same path (or if 
certain kinds of multi-path routing are in use, they will all follow 
one of a set of paths associated with the FEC). 

In conven t i onal IP fo r war di ng, a par t i cul a r router will typical l y 
consider two packet s t o be in t he same FEC if there is some address 
prefix X in that router's routing tables such tha t Xis the "longest 
match" for each packet's destination address. As the packet 
t r averses the network, each hop in tu rn r eexamines the packet and 
assigns it to a FEC. 

In MPLS, the assignment of a particular packet to a par t icular FEC is 
done just once, as the packet enters t he ne t work. The FEC to which 
the packet is assigned is encoded as a shor t fixed length value known 
as a "label". When a packet is forwarded to its ne xt hop, t he label 
i s sent a l ong wi th i t; t h at i s, the packets a r e " l abeled" before t h ey 
are f o rwarded. 

At subsequent hops, there is no furt h er analysis of the packe t 's 
network layer header. Rather, the label is used as an index into a 
table which specifies the next hop, and a new label. The old l abel 
is replaced with t he new label, and the packet is forwarded to its 
next hop. 

In the MPLS forwarding paradigm, once a packet is assigned to a FEC, 
no further header analysis is done by subsequent r outers ; all 
forwarding is driven by the labels. This h as a number of advan tages 
over conventional network layer forwarding. 
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MPLS forwarding can be done by switch es which are c apable of 
doing label lookup and replacement, but are either not capable 
of analyzing t he network layer hea ders, or are no t capab le of 
analyzing the network layer headers a t a dequate speed . 

Since a packet is assigned to a FEC when it enters the netwo r k , 
the ingress router may use, in determin ing t he assignment, a ny 
i n f o r mation i t has about t he packet, even i f that i nfo r mati o n 
cannot be gleaned from t h e network layer header. Fo r example, 
packets arriving o n different ports may be assign ed to 
different FECs. Conventional forwarding, on the other hand , 
can only consider information which travels with the packet in 
the packet header. 

A packet that enters the networ k a t a p a rticu lar router c a n be 
labeled differently than t he same packet e ntering the n etwork 
at a differen t router, a n d as a resul t forwarding dec isio ns 
that depend on the i ngress router can be easily made. This 
can not be don e with conventional forwarding, since the identi ty 
of a packet's ingress rou ter does not travel with the packet. 

The considerations that determine ho w a packet is assigned to a 
FEC can become eve r more and mo r e compl i cated, without an y 
impact a t all on the rout ers tha t me r ely fo r ward labele d 
pac kets. 

Sometimes i t i s des i rable t o f o r ce a packet t o f o l l o w a 
particular route wh ich is exp licitly chosen at o r befor e the 
time the packe t e nte rs t he ne twork, r athe r t ha n b e ing chose n by 
the nor mal dynamic routin g algorithm as the pa cke t travels 
thro ugh the n etwork. This may be don e a s a ma tter o f polic y, 
or to support traffic engineering. In conven tion al fo r ward i n g, 
this r e qu ire s the packe t t o carry an encoding of its route 
a l o ng wi t h i t ("sou r ce r out i ng"). I n MPLS, a l a b e l c a n be u sed 
t o represent t he r oute, s o tha t the identity o f the e xplicit 
r ou te need not b e carried with the p a cket. 

Some routers analyz e a packe t's ne twork lay er header no t merely to 
c hoose t he p a cket' s next hop, but also t o determine a pac ke t' s 
"preced ence" or " c lass of service". They may t he n apply diffe r e nt 
discard thres ho lds or sch eduling disciplines to different packets. 
MPLS allows (bu t do e s not r e quire) t h e p recede nc e or c lass o f s e r v ice 
to be fully or partially i n ferred from the label. In this case, one 
may say t hat t he labe l r epr e s e n t s t he combinat i o n o f a FEC an d a 
precedence o r class of service. 
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MPLS stands for "Mu ltiprotocol" Label Switching, multiprotocol 
because its techniques are applicable to ANY network layer protocol. 
In this documen t, h owever, we focus on the use of IP as the n etwork 
layer protocol. 

A router which supports MPLS is known as a "Label Switching Rou ter", 
or LSR. 

2.2. Terminology 

This section gives a general conceptu al overview of the terms u sed in 
this document. Some of these terms are mor e precisely defined in 
later sections of t he document. 

DLCI a label used in Frame Rela y networks t o 
iden tify frame relay circu its 

forwarding equivalence class a g r oup of IP packets which are 
fo r war ded in t h e same ma nner (e.g., 
over the same path, with t h e same 
fo r wardin g trea t ment) 

fra me mer ge 

label 

l abe l me r g ing 

label swap 

l a be l s wa pping 

Rosen , et a l. 

l abe l me r g i ng, when i t i s applied t o 
operat i on ove r frame b a sed medi a , s o 
t h at the potential p r oblem of cell 
i n terleave is not a n issue. 

a s hort fixed leng t h physically 
contiguous ide ntifie r which i s used to 
iden tif y a FEC, usually of local 
significance. 

t h e r epl aceme nt o f mu l t i p l e i ncoming 
l abels f o r a particu l a r FEC with a 
single outgoin g label 

t h e basic forwarding opera t i o n 
consisting o f l ooking up a n incoming 
l abe l t o determine t h e ou t go ing label, 
encapsulation, por t, and other data 
handling info rmation . 

a fo r wa r ding p aradigm allowing 
streamlined forwarding of data by usin g 
labels t o identify c lasses of da ta 
p ackets whic h a r e treated 
i n di s tin gu i s h ably wh e n fo r wardi n g. 
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label switched h op 

label switched path 

l abe l switchi ng r outer 

layer 2 

layer 3 

loop det ec t i o n 

loop prev e ntion 

label stack 

mer ge poin t 

MPLS domain 

MPLS edge node 

Rosen , et a l. 

t h e hop between two MPLS n odes, on which 
forwarding is done u sing labe ls. 

Th e path throu gh one or more LSRs a t one 
level of the h ierarchy followed b y a 
packets in a particu lar FEC. 

a n MPLS node whi c h i s capab le o f 
forwa r ding native L3 packe t s 

t h e protocol layer under layer 3 (which 
t h erefor e offers the services used b y 
layer 3). Forwarding , when done b y t h e 
swapping of s h ort fixed length labels, 
occu rs a t layer 2 regardless o f whether 
t h e label bein g examin ed is a n ATM 
VPI /VCI, a frame relay DLCI , or an MPLS 
label. 

t h e protocol layer a t which IP and its 
asso ciated routing pro tocols operate 
link layer synonymous with l a yer 2 

a me t hod o f d e aling wi t h l oop s in which 
loops a r e allowed to be se t up, and da t a 
may be transmi t ted ove r t h e loop, but 
t h e l oop i s la t e r de t ected 

a me thod of d e aling with loops in which 
data is never t ransmitted ov er a loop 

a n orde r ed set o f labels 

a nod e a t which l abe l me r g ing i s d o ne 

a contiguous set of nodes wh ich oper ate 
MPLS r outing and fo r warding a nd wh i c h 
are also in o n e Routing or 
Adminis tra tive Doma in 

an MPLS node that c on nects an MPLS 
domain with a node which is outside of 
t h e domain , ei ther beca use it does no t 
run MPLS, a nd/ or because it is in a 
different domain . Note t h at if an LSR 
has a neighbor i ng host which is no t 
r unning MPLS , t hat t hat LSR i s an MPLS 
e dge node . 
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MPLS egress node 

MPLS ingress node 

MPLS label 

MPLS node 
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an MPLS edge node in its role in 
handling traffic as it leaves a n MPLS 
domain 

an MPLS edge node in its r ole in 
handling traffic as it enters a n MPLS 
domain 

a label wh ich is car ried in a packet 
header, and wh ich represen t s the 
packet's FEC 

a node which is runn ing MPLS. An MPLS 
node will be aware of MPLS cont r ol 
protocols, will operate one or more L3 
routing protocols, and will be capable 
of forwarding p ackets based on labels. 
An MPLS node may optionally be also 
capable of forwa r ding native L3 p a c kets. 

MultiProtoco l Label Switchin g an IETF working group and the 
effort associated with the working 
g r oup 

network layer 

stack 

switche d path 

virtual circuit 

VC merge 

VP merge 

Rosen , et a l. 

synonymous with layer 3 

synonymous with l abe l stack 

synonymous with labe l switched path 

a circui t used by a connec t i on-o riented 
layer 2 t echnology such as ATM or Frame 
Re lay, r equiring the ma intenance of 
state info r mat i o n in l aye r 2 switch es. 

l abel merging whe r e the MPLS label is 
ca r ried i n the ATM VCI field (or 
c ombined VPI /VCI field), so a s to a llow 
multiple VCs to merge into o ne single VC 

label merging whe r e the MPLS label is 
carried din t h e ATM VPI field, so a s to 
allow mu ltiple VPs to be merged into one 
s ing l e VP . In t his case two c e lls wou l d 
have the s ame VCI value on l y if t hey 
o r iginated from the same node. Th i s 
a llows cell s from differ en t sources t o 
be di s tinguish ed via the VCI. 
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VPI/VCI 
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a label used in ATM networ ks to identify 
circuits 

2.3. Acronyms and Abbreviations 

ATM 
BGP 
DLCI 
FEC 
FTN 
IGP 
ILM 
IP 
LDP 
12 
LSP 
LSR 
MPLS 
NHLFE 
SVC 
SVP 
TTL 
vc 
VCI 
VP 
VPI 

2 .4. Acknowledgmen ts 

Asynchronou s Transfer Mode 
Border Gateway Proto c o l 
Data Link Ci r c uit Iden t ifie r 
Forwarding Equivalence Class 
FEC to NHLFE Map 
Interior Ga t eway Protocol 
Incoming Label Map 
Internet Protocol 
Label Dist r ibution Protocol 
Layer 2 13 
Label Switched Pa th 
Label Switching Router 
MultiProtocol Label Swi t ching 
Next Hop Label Forwa rding Entry 
Switched Virtual Circui t 
Switched Virtual Path 
Time-To-Live 
Virtual Circuit 
Virtual Ci r cu i t Ident i f ie r 
Virtual Path 
Virtu al Path Identifier 

Layer 3 

The ideas and text i n this document h ave been co l lec ted fr om a number 
of sources and comments received. We would like t o thank Ric k 
Boivie, Paul Doolan , Nancy Feldman, Yakov Rekhte r , Vijay Sr iniva san, 
and Ge orge Swallow f o r t heir i np u t s and ide as. 

3. MPLS Bas i c s 

In this section , we introdu ce some of the b asic concepts of MPLS a n d 
describe the general approach to be u sed. 

3 .1. Labe l s 

A label is a short, fixed l e ngth, locally significant identifier 
which is used t o iden tify a FEC. The l abel which is p ut on a 
p art i cular p a cket r epresen t s t h e Forwarding Equiva lence Clas s to 
which that packet is assigned. 
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Most commonly, a packet is assigned to a FEC based (comp letely or 
partially) on its n etwork layer destination address. However, the 
label is never an encodin g of that address. 

If Ru and Rd are LSRs, t h ey may agree that when Ru tran smits a packet 
to Rd, Ru will label with packet with l abel va lue L if and o n ly if 
the packet is a member of a particular FEC F. Th at is, they can 
agr ee to a "bind i ng" between l abe l L and FEC F f o r packets movi ng 
from Ru to Rd. As a resu lt of s u ch an agreement, L becomes Ru's 
"ou tgoing label" represen ting FEC F, and L becomes Rd's "incoming 
label" represen ting FEC F. 

Note that L does not necessarily represent FEC F for a ny p ackets 
other than those wh ich a r e bein g sent from Ru to Rd. Lis an 
arbitrary value whose binding to Fis local to Ru and Rd. 

When we speak a b ove of packets "being sent" f rom Ru to Rd, we do no t 
imply either that the packet originated at Ru or t ha t i t s des t ination 
is Rd. Rather, we mean to include packets wh ich are "transit 
packets" at one or both of the LSRs. 

Sometimes it may be difficult or even i mp o ssible f o r Rd to tell, o f 
a n a rriv i ng packet carry ing l abel L , that t he l abel L was p l aced in 
t he packe t b y Ru, r a t her than b y some o t he r LSR. (Thi s will 
typically be t he case when Ru and Rd are no t direct neighbors.) I n 
such cases, Rd must make s u re that t h e binding f rom label to FEC is 
one-to-on e. That i s, Rd MUST NOT agr ee with Rul t o bin d L to FEC Fl , 
while also a greeing with some oth er LSR Ru2 to bind L t o a diff erent 
FEC F2, UNLESS Rd can always t e ll, when it r e c e ives a packe t with 
incoming label L, whether the l abel was put on t h e packet by Ru l o r 
whether it was p ut on by Ru 2. 

It i s the r e spo n s ibility of e ach LSR to e nsure t h at it c an u n ique ly 
inter p r et i ts incoming l abe l s. 

3.2. Upst r eam and Down stream LSRs 

Suppose Ru and Rd h ave agree d to bind l a bel L to FEC F, for packets 
sen t f r om Ru to Rd. Then with re s pect t o this binding, Ru i s the 
"upstr e am LSR", and Rd i s the " downst r eam LSR". 

To say that one node is upstream and one is d o wns t r e am with resp ect 
to a given binding means on ly that a particula r label r epresents a 
p art i cular FEC in p a cke t s t ravelling f r om t he upstre am node to the 
downst r eam node. This is NOT meant to imply that p a cke t s in t hat FEC 
would a c tually b e routed from the ups t ream node t o the downs tream 
n ode . 
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3.3. Labeled Packet 

A "labeled packet" is a packet into which a label has been encoded. 
In some cases, the label resides in an encapsulation header which 
exists specifically for this purpose. In o t her cases, t he label may 
reside in an existing data link or ne t work layer header, as long as 
there is a field which is available for tha t purpose. The particular 
encoding technique to be used must be agreed to by both the ent i ty 
which encodes the label and the entity which decodes the label. 

3.4. Label Assignment and Distribution 

In the MPLS architecture, the decision to bind a particular label L 
to a particular FEC Fis made by the LSR which is DOWNSTREAM with 
respect to that binding. The downstream LSR then informs the 
upstream LSR of the binding. Thus labels are "downstream-assigned", 
and label bindings are distributed in the "downstream to upstream" 
direction. 

If an LSR has been designed so that i t can only look up labels that 
fall into a certain numeric range, then it merely needs to ensure 
that it only binds labels that are in that range. 

3.5. Att ributes of a Label Binding 

A particular binding of label L to FEC F, distributed by Rd to Ru, 
may have associated "attributes". If Ru, act i ng as a downst r eam LSR, 
also distributes a binding of a label to FEC F, then under certain 
conditions, it may b e require d to also distribute the corre sponding 
attribute that it received from Rd. 

3.6. Label Distribution Protocols 

A l abe l d i st ribution p r otocol i s a se t of p r ocedur es by whi c h one LSR 
informs another of the label/FEC bindings i t has made. Two LSRs 
which use a label distribution protocol to exchange label/FEC binding 
information are known as "label distr ibution peers" with r espect to 
the binding informatio n they exchange. If t wo LSRs are label 
distribution peers, we will speak of there being a "label 
distribution adjacency" between them. 

(N.B.: two LSRs may be label distribu t i o n peers with respect t o some 
set of bindings, but not with respect to some other set of bindings.) 

The label distribution p r otocol also encompasses an y negotiations in 
which two label distribution peers need to engage in order to learn 
of each other's MPL S capabilities. 
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THE ARCHITECTURE DOES NOT ASSUME THAT THERE IS ONLY A SINGLE LABEL 
DISTRIBUTION PROTOCOL. In fact, a number of different label 
distribution protocols are being standardized. Existing protocols 
have been extended so that label distribution can be piggybacked on 
them (see, e.g., [MPLS-BGP], [MPLS-RSVP-TUNNELS l) . New protocols 
have also been defined for the explicit purpose of distributing 
labels (see, e.g., [MPLS-LDPJ, [MPLS-CR-LDP]. 

In this document, we try to use the acronym "LDP" to refer 
specifically to the protocol defined in [MPLS-LDP]; when speaking of 
label distribution protocols in general, we try to avoid the acronym. 

3.7. Unsolicited Downstream vs. Downstream-on-Demand 

The MPLS architecture allows an LSR to explicitly request, from its 
next hop for a particular FEC, a label binding for that FEC. This is 
known as "downstream-on-demand" label distribution. 

The MPLS architecture also allows an LSR to distribute bindings to 
LSRs that have not explicitly requested them. This is known as 
"unsolicited downstream" label distribution. 

I t i s expected that s ome MPLS imp l ementati ons wi ll p r ovi de only 
downstream-on-demand label distribution, and some will provide only 
unsolicited downstream label distribu t ion, and some will provide 
both. Which is provided may depend on the charac t eristics of the 
i nterfaces whi ch a r e supported by a parti cu l a r implemen t ation. 
However, both of t h ese label distribu t ion techniques may be used in 
the same ne twork at the same time . On a ny give n labe l distribution 
adjacency, the upstream LSR and the downstream LSR must agree on 
which technique is to be used. 

3.8. Labe l Rete ntion Mode 

An LSR Ru may receive (or have received) a label binding for a 
particular FEC from an LSR Rd, even though Rd is not Ru's next hop 
(or is no longer Ru 's next hop) for that FEC. 

Ru then has the choice o f wheth er t o keep track of such bindings, or 
whether to discard such bindings. If Ru ke eps track of such 
bindings, then it may immediately begin using the binding again if Rd 
eventually becomes its next hop f o r the FEC in q u estion. If Ru 
discards such bindings, then if Rd la t er becomes the next hop, the 
b inding will have to be r eacquired. 
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If an LSR supports "Liberal Label Reten tion Mode", it maintains the 
bindings between a label and a FEC wh ich are received from LSRs which 
are not its next hop for t hat FEC. If an LSR s upports "Conservative 
Label Retention Mode", it discards s u ch bindings. 

Liberal label reten tio n mode allows for quicker adaptation to r outing 
changes, but conservative label retenti o n mode t h ough r equires a n LSR 
to maintai n man y f ewe r l abe l s. 

3.9. The Label Stack 

So far, we have spoken as if a lab eled packet car ries only a single 
label. As we shall see, it is useful to have a more general model in 
which a labeled packet carries a number of labels, o rganized as a 
last-in, f irst-out stack. We ref er to this as a "label stack". 

Although, as we shall see, MPLS supports a hierar chy , the processin g 
of a labeled packet is completely independent of t he level o f 
hie r archy. The processin g is always based on the top l abel, without 
regard for the possibility that some n umber of other labels may have 
been "above it" in t he past, o r that s ome number of other labe ls ma y 
be below it at present. 

An unlabeled packet can be t hought o f as a packet whose l abel s t a c k 
is empty (i.e., whose label stack has depth 0). 

I f a packet's labe l stack is o f depth m, we r efe r t o t h e l abe l a t the 
bottom of the stack as t h e level 1 label, to the label above it (if 
s uch e xis t s ) a s the l e ve l 2 labe l, a n d t o the labe l at t he top of the 
stack as the level m label. 

The utility of the label stack will become clear when we int r oduc e 
the notio n of LSP Tunne l and t he MPLS Hi e r a rchy (section 3.27 ) . 

3 .10. The Next Hop La bel Forwa r d i n g Entr y (NHLFE) 

The "Next Hop Label Forwa r ding En t ry" (NHLFE) is used when fo rward i ng 
a labeled packet. It con tains t he foll o wing information: 

1. t he pac ket ' s ne x t h op 

2. the operation to perform on t he packe t's l abel stac k; this is o n e 
of the f o llowing operations: 

a) r eplace the label at the top of the label s t ack with a 
specified new label 

b) p op the l abel s t ack 
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c) replace the label at the top of the label s t ack with a 
specified new label, and then push one or more specified new 
labels onto the label stack. 

It may also con tain : 

d) the data link encapsulation to use wh en transmitting t h e packet 

e) the way to e n code the label stack when tran smitting the packe t 

f) any other information needed in order to properly dispos e of 
the packet. 

Note that at a given LSR, the packet's "next hop" might be t h at LSR 
itself . In this case, t h e LSR would need to pop t he top level label, 
and then "forward" t he resultin g packet to itself. It would then 
make another forwar ding decision, based on what r ema ins after the 
label stacked is popped. This may still be a labeled packet, or it 
may be t he native IP packet. 

This implies t hat in some cases the LSR may need to operate on the IP 
header in order to forward the packet. 

I f t he packet 's "next hop" is t he cur rent LSR, then t he l abel s t a c k 
operation MUST be to "pop the stack". 

3.1 1 . I ncoming Label Map (ILM) 

The "Incoming Labe l Map" (ILM) map s e ach i n coming l ab e l to a se t of 
NHLFEs. It is used when fo r warding packets that arr ive as lab eled 
packets. 

If the ILM maps a particu lar l ab e l to a set of NHLFEs that conta ins 
mor e t h an one e l ement, exactl y one e l emen t of t he set must be chosen 
befo r e t he p acket i s f o rwarded. The proce dures f or c hoosing an 
element from t he set a r e b eyond the scope of this d o cumen t. Hav ing 
the ILM map a l abel t o a set conta i ning mor e than o ne NHLFE may be 
useful if, e .g ., it is desired to do l oad bala ncing over multiple 
equal-c ost p a t hs . 

3.12 . FEC-to-NHLFE Map (FTN) 

The "FEC-to-NHLFE" (FTN) maps each FEC to a set of NHLFEs. I t is 
u s ed when f o r wardi n g p a ckets t hat arrive u n l abeled, but whic h are t o 
be labeled befor e being forwarded. 
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If the FTN maps a particular label to a set of NHLFEs that contains 
more than one element, exactly one element of the set must be chosen 
before the packet is forwarded. The procedures for choosing an 
element from the set are beyond the scope of this document. Having 
the FTN map a label to a set containing more than one NHLFE may be 
useful if, e.g., it is desired to do load balancing over multiple 
equal-cost paths. 

3.13. Label Swapping 

Label swapping is the use of the following procedures to forward a 
packet. 

In order to forward a labeled packet, a LSR examines the label at the 
top of the label stack. It uses the ILM to map this label to an 
NHLFE. Using the information in the NHLFE, it de t ermines where to 
forward the packet, and performs an operation on the packet's label 
stack. It then encodes the new label stack into the packet, and 
forwards the result. 

In order to forward an unlabeled packet, a LSR analyzes the network 
layer header, to determine the packet's FEC. It t hen uses the FTN t o 
map thi s to an NHLFE. Us ing t h e info r mation i n the NHLFE, it 
determines where to forward the packe t , and performs an opera t ion on 
the packet's label stack. (Popping the label stack would, of course, 
be illegal in this case.) It then encodes the new label stack into 
the packet, and fo r wards the result. 

IT IS IMPORTANT TO NOTE THAT WHEN LABEL SWAPPING IS IN USE, THE NEXT 
HOP IS ALWAYS TAKEN FROM THE NHLFE; THIS MAY IN SOME CASES BE 
DIFFERENT FROM WHAT THE NEXT HOP WOULD BE IF MPLS WERE NOT IN USE. 

3.14. Scope and Uniqueness of Labels 

A given LSR Rd may bind label Ll to FEC F, and distribute that 
binding to label distribution peer Rul. Rd may also bind label 12 to 
FEC F, and distribute that binding to label distribution peer Ru2. 
Whether or not Ll == L2 is not determined by the architecture; this 
is a local matter. 

A given LSR Rd may bind label L to FEC Fl, and distribute that 
binding to label distribution peer Rul. Rd may also bind label L to 
FEC F2, and distribute that binding to label distribution peer Ru2. 
IF (AND ONLY IF) RD CAN TELL, WHEN IT RECEIVES A PACKET WHOSE TOP 
LABEL I SL, WHETHER THE LABEL WAS PUT THERE BY RUl OR BY RU2, THEN 
THE ARCHITECTURE DOES NOT REQUIRE THAT Fl== F2. In such cases, we 
may say that Rd is using a different "label space" for t he labels i t 
distributes to Rul than for the labels it distributes to Ru2. 
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In general, Rd can only tell wh ether it was Rul or Ru2 t hat put the 
particular label value Lat the top of the label stack i f the 
following conditions hold: 

Ruland Ru2 are the only label distribution peers to which Rd 
distributed a binding of label value L, and 

Ruland Ru2 a r e each direct l y con nected to Rd via a point-to­
point interface. 

When these conditions hold, an LSR may use labels that have "per 
interface" scope, i.e., which are only unique per interface. We may 
say that the LSR is using a "per-interface label space". When these 
conditions do not hold, the labels must be unique over the LSR which 
has assigned them, and we may say tha t the LSR is using a "per­
platform label space." 

If a particular LSR Rd is attached to a par t icular LSR Ru over two 
point-to-point interfaces, then Rd may distribute to Ru a binding of 
label L to FEC Fl, as well as a binding of label L to FEC F2, Fl != 
F2, if a n d only if each binding is valid only for packets which Ru 
sends to Rd over a particular one of t he in t erfaces. In all other 
cases, Rd MUST NOT di stribute to Ru b indings o f the same l abe l value 
t o t wo different FECs. 

This p r ohibition holds even if the bindings are r egarded as being a t 
d ifferent "level s of h i e r archy". In MPLS, the r e i s no notion of 
having a different label space for differen t levels of the hierarchy; 
whe n inte rpre ting a labe l, the l e v e l of the l a b e l is irre l evant. 

The question arises as to whether it is possible for an LSR to use 
multiple per-platform label spaces, or to use mul t iple per-in t erface 
labe l space s for t he same inte rface . This is not prohibite d by the 
a r chi tectur e. Howeve r , i n such cases the LSR must have s ome means, 
not specified by t h e arch itecture, o f determining, for a particular 
incoming label, which label space tha t label belongs to. Fo r 
example, [MPLS-SHIM] spec ifies t hat a diffe r ent label space is used 
for unicast packets than for mu lticast packets, and uses a da t a link 
layer codepoint t o distinguish the two label spaces. 

3.15. Label Switched Path (LSP), LSP Ingress, LSP Egress 

A "Label Switched Path (LSP) of level m" for a particular packet Pis 
a sequence of routers, 

<Rl, ... , Rn> 

with the following proper ties: 
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1. Rl, the "LSP Ingress", is an LSR which push es a label onto P's 
label stack, resulting in a label stack of depth m; 

2. For all i, l<i<n, P has a label stack of depth m when received 
by LSR Ri; 

3. At no time during P's transit from Rl to R[n-1] does its label 
stack eve r have a depth of l ess than m; 

4. For all i, l<i<n: Ri tran smits P to R [i+l] by means of MPLS, 
i.e., by using the label at the top of the label sta ck (the 
level m label) as an index into an ILM; 

5. For all i, l<i<n: if a system S receives a n d forwards P afte r P 
is transmitted by Ri but bef ore Pis received by R[i+l] (e.g., 
Ri and R[i+l] might be connected via a switch ed data link 
subnetwork, and S might be one of the d a ta link switches), t h e n 
S's forwarding decision is not based on the level m label, o r 
on the network layer header. This may b e beca use: 

a) the decision is n o t based o n the label s t ack or the network 
layer header at all; 

b) t he decision is based on a labe l s t ack o n which addi t i o nal 
labels have been pushed (i.e., on a level m+k label, where 
k> O). 

I n other words, we can speak of the level m LSP for Pac ket Pas the 
s e que nc e of r ou t e r s : 

1. which begins with an LSR (an "LSP Ingress") that pushes on a 
l evel m label, 

2 . a ll o f whose intermedi ate LSRs ma ke their f o r war d ing deci s i o n 
by label Switching on a level m l abel, 

3. which ends (at an "LSP Egr ess") when a forw a rding dec ision is 
made by label Switching on a level m- k label, where k >O, o r 
when a f o rwa rding dec isio n is made by " o rdina ry", non-MPLS 
f orwardin g p rocedures . 

A c o nsequ ence (o r p e rhaps a presupp o sition) of t h is is t h a t whenev er 
an LSR p u shes a label onto an already l abeled packet, i t needs to 
make s u r e t ha t the new labe l corre spon d s to a FEC whose LSP Egres s is 
the LSR that a s sign ed the label which is now second in the stack. 
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We will call a sequ en ce of LSRs the "LSP for a particular FEC F" if 
it is an LSP of level m for a particular packet P when P's level m 
label is a label corresponding to FEC F. 

Consider the set of nodes which may be LSP ingress nodes for FEC F. 
Then there is an LSP for FEC F which begins with each of those nodes. 
If a number of those LSPs have the same LSP egress, then one can 
con sider the set of such LSPs to be a t r ee, whose roo t i s t he LSP 
egress. (Since data travels along this tree towards the root, this 
may be called a multipoint-to-point tree.) We can thus speak of t h e 
"LSP tree" for a particular FEC F. 

3.16. Penultimate Hop Popping 

Note that according to t h e de f initions of section 3.15 , if <Rl, ... , 
Rn> is a level m LSP for packet P, P may be transmitted f rom R[n-1] 
to Rn with a label stack of depth m-1. Tha t is, the label stack may 
be popped at the penu ltimate LSR of the LSP, rath er than at the LSP 
Egress. 

From an architectural perspective, t h is is perfec t ly app ropriate. 
The purpose of the level m label is to get t he packet to Rn. Once 
R [n - 1 ] has deci ded to sen d the packet t o Rn , the l a b e l no l o n ge r has 
any funct ion, and n eed no longer be carried. 

There is also a practical advan tage to doin g penu ltimate hop p oppin g. 
I f one does not do t hi s, t h en when t h e LSP egr ess rece i ves a packet, 
it first looks up the top label, and determines as a result of that 
lookup that it i s indeed the LSP e gre ss. The n it must pop t he stack , 
and examine what remains of the packe t . If there is a n other label on 
the stack, the egress will look this up and f o rward the p a cke t based 
on this lookup. (In this case, the egress for t h e packet's level m 
LSP is also an inte rme diate node for its l e ve l m-1 LSP. ) If t he r e is 
n o othe r l abe l o n the stack , t h en t he packe t i s f or war ded accor ding 
to its network layer d e s tination addr ess. Note tha t t h is would 
r equire the egress to do TWO lookups, either two label loo kups o r a 
l abel lookup followed b y an addr ess lookup. 

If, on t he o ther hand, penultimate hop p opping is used, the n when the 
p enultimate hop looks up t he l abel, i t determines : 

that it is t he p enu ltimate hop, and 

who t he next hop i s . 

The penultimate node then pops t he stack, and f orwards the packet 
based on t he informat i on gained by looking up t he l ab e l t hat wa s 
previous ly a t the top o f t he sta ck. When the LSP egress r e ceives the 
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packet, the label which is now at the top of the stack will be the 
label which it needs to look up in order to make its own forwarding 
decision. Or, if the packet was only carrying a single label, the 
LSP egress will simply see the networ k layer packet, which is j ust 
what it needs to see in order to make its forwarding decision. 

This technique allows the egress to do a single lookup, and also 
r equires only a single lookup by the penultimate node. 

The creation of the forwarding "fastpath" in a label switching 
product may be greatly aided if it is known that only a single lookup 
is ever required: 

the code may be simplified if i t can assume that only a single 
lookup is ever needed 

the code can be based on a "time budget" t h at assumes that only 
a single lookup is ever needed. 

In fact, when penultimate hop popping is done, the LSP Egress need 
not even be an LSR. 

However, some h a r dwar e swi tching engines may not be abl e to pop t h e 
label s t ack, so this cann ot be unive r sally requi r ed. There may also 
be some situations in which penultimat e hop popping is not desirable. 
Therefore the penultimate node pops the label stack only if this is 
specifically r equested by the egress node, OR if the next node i n the 
LSP does not suppor t MPLS. (If the next node in the LSP does support 
MPLS, but doe s not make such a r e quest, the p e nul t imate node has no 
way of knowing that it in fact is the penul t imate node.) 

An LSR wh ich is capable of popping t h e label stack at all MUST do 
p enultimate hop popping whe n so reque ste d by its downstream label 
distribution peer. 

Initial label distribution protocol negotiations MUST allow each LSR 
to determine whethe r its neighboring LSRS a r e capable of popping t h e 
label stack. A LSR MUST NOT request a label distribution peer to pop 
the label stack unless it is capable of do ing s o . 

It may be asked whether the egr ess node can always interpret the top 
label of a received packet properly if penultimate hop popping is 
used. As long as the uniqueness and scoping rules of section 3.14 
are obeyed, i t is a l ways pos s ib l e to inter p r et t h e top l abel of a 
r eceived packet unambiguously. 
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3.17. LSP Next Hop 

The LSP Next Hop for a particular labeled packet in a particular LSR 
is the LSR which is the next hop, as selected by t he NHLFE en t ry used 
for forwarding that packet. 

The LSP Next Hop for a particular FEC is the next hop as selected by 
the NHLFE ent r y indexed by a labe l which co r responds to that FEC. 

Note that the LSP Next Hop may differ from the next hop which would 
be chosen by the network layer routing algorithm. We will use the 
term "L3 next hop" when we refer to the lat t er. 

3.18. Invalid Incoming Labels 

What should an LSR do if it receives a labeled packet with a 
particular incoming label, but has no binding for that label? I t is 
tempting to think that the labels can j ust be removed, and the packet 
forwarded as an unlabeled IP packet. However, in some cases, doing 
so could cause a loop. If the upstream LSR thinks the label is bound 
to an explicit route, and the downstream LSR doesn't t h ink t he label 
is bound to anything, and if the hop by hop routing of t he unlabeled 
IP packet b rings t h e packet back to the upstream LSR, then a l o o p i s 
f ormed. 

It is also possible that the label was intended to represent a route 
which can not be inferr ed from the IP header. 

The r e fore , when a labe l e d packe t is received with an invalid incoming 
label, it MUST be discarded, UNLESS i t is determined by some means 
(not within the scope of the current document) that forwarding it 
unlabeled cannot cause any harm. 

3.19. LSP Control: Orde r ed ver sus Independent 

Some FECs correspond to address prefixes which a r e distributed via a 
dynamic routing algorithm. The setup of t h e LSPs for these FECs can 
be done in one o f two ways: Independent LSP Control or Ordered LSP 
Contro l. 

In Independent LSP Control, each LSR, upon noting that it recognizes 
a particu lar FEC, makes an independen t decisio n to bind a label to 
that FEC and to distribute that binding to its label distribu t ion 
peers . This corresponds to t he way that convent i onal IP d a tagram 
r ou ting works; each node makes an independent decision as to how to 
treat each packet, and relies on the routing algorithm t o converge 
rapidly so as to ensure t hat each datagram is correctly delivered. 
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In Ordered LSP Control, an LSR only binds a label to a particula r FEC 
if it is the egress LSR for that FEC, or if it has a lready received a 
label binding for that FEC from its next hop for t hat FEC. 

If one wants to ensure that traffic in a particular FEC f ollows a 
path with some specified set of properties (e.g., that t he traf fic 
does not traverse any node twice, tha t a specified amount of 
r esources are avai l abl e to the t r affi c, t ha t the traffi c fo l l ows a n 
explicitly specified path , etc.) ordered con trol must b e used. Wi t h 
independent con trol, some LSRs may begin label switching a t r a f fic i n 
the FEC before the LSP is completely set up, a nd t hus s ome traf fic in 
the FEC may follow a path which does not have the specified set o f 
properties. Ordered control also needs to be used if t he recognition 
of the FEC is a con sequen ce of the se t ting up of t he corresponding 
LSP. 

Ordered LSP setup may be i n itiated either by the i ngress or the 
egress. 

Ordered control and independent control are full y interoperable. 
However , unless all LSRs i n an LSP a r e usin g ordered control, the 
overall effect on network behavior is l a rgely tha t of independent 
con t rol , s ince one cannot be su r e t ha t an LSP i s not used un t il i t i s 
f ully set up. 

This a r ch itecture allows t he choice between independent c ontrol and 
o r der ed cont r ol to be a l ocal matter. Since the t wo me thods 
interwork, a given LSR need support only o n e or the oth er. Genera lly 
spe aking, the choice of indep ende nt v e rsus orde r e d c ontrol does not 
appear to have any effect on t h e label distribution mechanisms which 
need to be defined. 

3.20. Aggr egation 

One wa y o f partitioning tra ffi c into FECs is t o c rea t e a sepa r a te FEC 
for each addr ess p r efix which a ppears in t h e routing t able. However, 
within a p a rticular MPLS domai n , this ma y r esult i n a set o f FECs 
such that all traffic in all t h ose FECs follows the same route. For 
exa mple, a s et o f distinc t addr ess p r efixes might a ll h ave t h e same 
e gress no d e , and l abe l s wapping might b e u sed only to g e t t he the 
traffic to the egress node. In this case, within the MPLS domain, 
the union of tho se FECs is itself a FEC. This creates a cho ice: 
should a distinct label be boun d to each compo nent FEC, or s h ould a 
sing l e l a b e l be bound to t he unio n , and t hat l abe l applied to a l l 
traffic in the union? 

The procedur e o f bind ing a s ingle l a b e l to a union o f FECs wh i ch i s 
its elf a FEC (within some d oma in), an d of applyin g tha t l abel to a ll 
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traffic in the union, is known as "aggregation". The MPLS 
architecture allows aggregation. Aggregation may reduce the number 
of labels which are needed to h andle a particular set of packets, and 
may also reduce the amount of label distribution control traffic 
needed. 

Given a set of FECs which are "aggregatable" into a sin gle FEC, it is 
poss i b l e to (a) aggr egate t h em into a s i ngl e FEC, (b ) aggrega t e t hem 
into a set of FECs, or (c) not aggr egate t h em at all. Thus we can 
speak of the "granu larity" o f aggrega t i o n, with (a) being the 
"coarsest granu larity", and (c) being the "finest g r anu lar ity". 

When order control is used, each LSR should adopt, for a g i v en set o f 
FECs, the granu larity used by its next hop for t h ose FECs. 

When independen t control is used, it is possible that there will be 
two adjacent LSRs, Ru and Rd, which agg rega t e some set of FECs 
differently. 

If Ru has finer granu larity than Rd, t his does no t cause a problem. 
Ru distributes more labels for t hat s e t of FECs than Rd d oes. This 
means that when Ru needs t o forward labeled pa cke t s in t ho s e FEC s t o 
Rd, i t may need to map n l a b e l s i nto m l abe l s, wh e r e n > m. As an 
op t ion, Ru may withdraw t he set o f n labels t hat i t has distr ibut ed, 
and then distribute a set of m labels, corr esponding to Rd's level of 
granularity. This is not necessary t o ensu re cor rect op e r ation , b ut 
i t does r esul t i n a r eduction of the numbe r o f labe l s d i str ibuted by 
Ru, and Ru is not gaining any particular advantag e b y distributing 
the lar ge r numbe r of labe l s . The de cis i on whe the r t o do this or no t 
is a local matter. 

If Ru has coarser granularity than Rd (i.e., Rd h as dis t ributed n 
labe ls f o r the s e t of FECs, while Ru has di s tributed m, whe r e n > m) , 
i t h as two c h oices: 

It may adopt Rd's fi ne r level of g r a nularity . Th is wou ld 
r equire it to withdraw t h e m l abels it h a s distributed, and 
distribute n labels. This is the preferred option. 

I t may s i mply map i ts m labe l s i nto a s ubset o f Rd ' s n label s , 
i f it can determine that t h is will p r oduce the same routing. 
For example, s uppose that Ru applies a single label t o all 
traffic that needs to pass through a certain egress LSR, 
whe reas Rd b i nds a numbe r o f d i f f e rent labels to such t raffi c , 
depending on t he i n div idu al des t ination addresses of t h e 
packets. If Ru knows the a ddress of the egr ess router, a nd if 
Rd h as bound a l ab e l to t he FEC wh i ch i s i den t i f i ed by t hat 
a ddres s , then Ru can s imply apply that l abel. 
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In any event, every LSR needs to know (by configuration) what 
granularity to use for labels that it assigns. Where ordered control 
is used, this requires each node to know t h e granularity only for 
FECs which leave the MPLS network at t hat node. For independent 
control, best results may be obtained by ensuring that all LSRs are 
consistently configured to know the granularity for each FEC. 
However, in many cases this may be done by using a single level of 
g r anula r ity which appl ies to a ll FECs (such as "one label per IP 
prefix in the forwarding table", or "one label per egress node"). 

3.21. Route Selection 

Route selection refers to the method used for selecting the LSP for a 
particular FEC. The proposed MPLS protocol archi t ecture supports two 
options for Route Selection: (1) hop by hop routing, and (2) explicit 
routing. 

Hop by hop routing allows each node to independen t ly choose the next 
hop for each FEC. This is the usual mode today in exis t ing I P 
networks. A "hop by hop routed LSP" is an LSP whose route is 
selected using hop by hop routing. 

In an explic i tly routed LSP, each LSR d oes not independently choose 
the next hop; rat her, a single LSR, generally t he LSP ingress or the 
LSP egress, specifies several (or all) of the LSRs in the LSP. If a 
single LSR specifies the entire LSP, the LS P is "strictly" explicitly 
r ou ted. If a s i ngl e LSR specif i es on l y some of the LSP, the LSP is 
"loosely" explicitly routed. 

The sequence of LSRs followed by an explici t ly routed LSP may be 
chosen by configuration, or may be selected dynamically by a single 
node (for example, the egress node may make use of the topological 
information l earne d from a link state d a tabase in orde r to compute 
the entire path fo r the t r ee e nding a t that egr ess node). 

Explicit routing may be useful for a n umber of p u rposes, such as 
policy routing or t raffic engin eering. In MPLS, the explicit route 
needs to be specified at the time tha t labels are assigned, but the 
explicit route does not h ave to be specified with e ach IP packet. 
This makes MPLS explicit routing much more e ffici ent t h an the 
alternative of IP source routing. 

The procedures for making use of explicit routes, either strict or 
l oose, are beyond the scope of t his document . 
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3.22. Lack of Outgoing Label 

When a labeled packet is traveling along an LSP, it may occasionally 
happen that it reaches an LSR at which the ILM does not map the 
packet's incoming label into an NHLFE, even though the incoming label 
is itself valid. This can happen due to transien t conditions, o r due 
to an error at the LSR which should be the packet's next hop. 

It is tempting in such cases to strip off the label stack and attempt 
to forward the packet further via conventional forwarding, based on 
its network layer h eader. However, in general this is not a safe 
procedure: 

If the packet has been following an explici t ly routed LSP, t h is 
could result in a loop. 

The packet's networ k header may not contain enough information 
to enable this particular LSR to forward it correctly. 

Unless it can be determined (through some means outside the scope of 
this document) that neith er of these situations obtains, the only 
safe procedure is to discard the packet. 

3.23. Time-t o-Live (TTL) 

In conventional IP forwar ding, each packet carries a "Time To Live" 
(TTL) value in i ts header. Whenever a packet passes t hrough a 
r outer, its TTL gets decr emented by 1; if the TTL reach es O bef ore 
the packe t has r e ache d its d e stination, the pa cket g e ts discarded . 

This provides s ome level of protection against forwarding loops tha t 
may exist due to misconfigurations, or due to failure or slow 
conve rgence of the routing algorithm. TTL is sometimes used for 
othe r f unct i ons as well , s u ch as multicast sco ping, and suppor t i ng 
the "traceroute" command. This implies tha t there a re t wo TTL­
related issues that MPLS needs to deal with: (i) TTL as a way t o 
suppress loops; (ii) TTL as a way to accomplish o ther functions, s u ch 
as limiting the scope of a packet. 

When a packet travels along an LSP, i t SHOULD emerge wi t h the same 
TTL value that it wou ld h ave had if i t had t rave r sed the same 
sequence of rou ters without having been label swi t ched. If the 
packet travels along a hierarchy of LSPs, the total number of LSR­
hops t raversed SHOULD be r efl ected in its TTL val ue when i t emerges 
from the hie r archy of LS Ps. 
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The way that TTL is handled may vary depending upon whe t her the MPLS 
label values are carried in an MPLS-specific "shim" header [MPLS­
SHIM], or if the MPLS labels are carried in an L2 header, such a s an 
ATM header [MPLS-ATM] or a frame relay header [MPLS-FRMRLY]. 

If the label values are encoded in a "shim" that sits between the 
data link and network layer headers, t hen this s h im MUST have a TTL 
f i e l d that SHOULD be i nit i a l ly l oaded fr om the ne t wor k l aye r heade r 
TTL field, SHOULD be decr emented at each LSR-hop, and SHOULD be 
copied i n to the network layer h eader TTL field wh en the pa cke t 
emerges from its LSP. 

I f the label values are encoded in a data link layer header (e.g., 
the VPI/VCI field in ATM's AALS header), and the labeled packets a r e 
forwarded by an L2 switch (e.g., an ATM swi t ch), and t h e data link 
layer (like ATM) does not itself have a TTL field, then it will not 
be possible to decr ement a packet's TTL at each LSR-hop. An LSP 
segment which consists of a sequence of LSRs that canno t decrement a 
packet's TTL will be called a "non-TTL LSP segmen t ". 

When a packet emerges from a non-TTL LSP segment, it SHOULD h owever 
be given a TTL that reflects t h e number of LSR-hops it t raversed. In 
the unicast case, thi s can be achieved by p r opagating a meaningf u l 
LSP lengt h t o ingress nodes, e n abling t he ingress to de c r emen t t he 
TTL value before forwarding packets into a non-TTL LSP segment . 

Sometimes i t can be dete r mined, upon ing r ess to a non-TTL LS P 
segment, that a p a r ticular p acket's TTL will expire before t h e p acket 
r eaches the e gress of that non-TTL LS P s e gment. In this case , the 
LSR at t he ingress to the non-TTL LSP segment mus t not label switch 
the packet. This means that special procedures mus t be developed to 
support traceroute functionality, fo r example, t r acer ou t e packets may 
b e forwarde d using co nventional hop b y hop forwarding. 

3.2 4 . Loo p Control 

On a non-TTL LSP segment, by definition , TTL cannot be used t o 
protect against forwardi n g loops. Th e importa nce of loop c ontr o l may 
depend on the particular ha rdware being us ed to provide the LSR 
funct i on s along t he non-TTL LS P segme nt. 

Suppose, for instance, t h at ATM switching h ardwar e is being u sed to 
provide MPLS switch i ng functions, with the label being carried in the 
VPI / VCI field. Sin ce ATM s wi t chi ng hardware cannot decre ment TTL, 
there is no protection against loops. I f the ATM hardware is capable 
of providing fair a c cess t o the buffer pool f o r incomin g cells 
c arrying diffe r e nt VPI /VC I v alues, t h is l ooping may not ha ve any 
deleter iou s effect on o t h er tra ffic. If t h e ATM hardwa re cannot 
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provide fair buffer access of this sort, however, then even transient 
loops may cause severe degradation of the LSR's tota l performance. 

Even if fair b u ffer access can be provided, it is still worthwhile t o 
have some means of detecting loops t h at las t "lon ger t h an possible". 
In addition, even where TTL and/or per-VC fair q u eu ing p r ovides a 
means for surviving loops, it still may be desirable wh ere p r actical 
to avo i d setting up LSPs whic h l oop. All LSRs t h at may attach t o 
non -TTL LSP segments will therefore be requ ired to support a common 
technique fo r l oop detection; h owever , use of the l oop detection 
technique is optional. The loop detection t echnique is specified in 
[MPLS-ATM] and [MPLS- LDP]. 

3.25. Label Encodings 

In order to transmit a label stack along wi th the p a cke t whose label 
stack it is, it is necessary to defin e a concrete encoding of the 
label stack. The a r chitecture s upports severa l different encoding 
techniques; the choice of encoding tech niqu e depends o n the 
particular kind of device being u sed t o forward labeled p a cke t s. 

3.25.1. MPLS-specific Hardware and/or Software 

I f one is using MPLS- s peci f i c h a rdwar e a nd/or so f t ware t o f o rwa rd 
labeled packets, t h e most obvious way to e n code the label stack is t o 
define a new protocol to be used as a "shim" between t h e data link 
l ayer a nd network l ayer h eader s. This shim would r eal ly be just a n 
encap sulatio n of t h e network layer packet; it wou ld be "pro toco l­
indep e nde nt" s uch that it could b e u sed to encaps ula t e an y network 
l ayer. Hence we will refer to it as the "generic MPLS 
encapsulation". 

The ge n e ric MPLS encapsulation would in turn b e e ncapsu late d i n a 
d ata link l ayer p r otoc o l . 

The MPL S generic e n capsulation is specified in [MPLS- SHIM]. 

3.25.2. ATM Switche s as LSRs 

I t will b e noted t h at MPL S f o rwarding procedur es are s imi lar to t hose 
o f legacy "label swapping" switches s u ch as ATM switches. ATM 
switches use t he i np u t port and the incoming VPI /VCI value as the 
index into a "cross-connect" table, from wh ich t h ey obtain a n output 
por t a nd a n outgo i n g VPI/VCI v alue. The refor e i f o ne o r more l abels 
can be en coded directly into t h e fields which are accessed by these 
legacy s witc hes, t h en the legacy switche s can , wi th sui t a b le software 
upg rades , be used as LSRs . We will refer to such devi ces a s " ATM­
LSRs ". 
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There are three obvious ways to encode labels in t he ATM cell header 
(presuming the use of AAL5): 

1. SVC Encoding 

Use the VPI/VCI field to encode the label which is a t the top 
of the label stack. This techn ique can be used in a ny netwo r k . 
Wi th thi s encodi ng technique, each LSP i s r ealized a s an ATM 
SVC, and the label distribu tion protocol becomes the ATM 
"signaling" protocol. With this encoding technique, t h e ATM­
LSRs cannot perform "push " or "pop" ope r ations o n the label 
stack. 

2. SVP Encoding 

Use the VPI field to encode the l abel which is at the top of 
the label stack, a n d the VCI field to encode the second l abel 
on the stack, if o n e is present. This technique some 
advantages over the p r evious o n e, in that i t permits t h e u s e of 
ATM "VP-switching". That is, the LSPs a re rea lized as ATM 
SVPs, with t h e label distribution protocol servin g a s the ATM 
signaling protocol. 

Howeve r , t his techn ique cannot always b e used. If t he netwo rk 
inc ludes an ATM Vi r t ual Path t h rough a non-MPLS ATM netwo r k, 
then the VPI field is not necessar ily avai l able f or use by 
MPLS. 

Whe n this e ncoding t e chnique is u s e d, the ATM-LSR at t he e gress 
of the VP effectively does a "pop" operation. 

3. SVP Mul tipoin t Encoding 

Use t he VPI fi e l d to e ncode t he l ab e l whic h i s at t h e top of 
the l a bel stack, use part o f t h e VCI field to encode t h e second 
label on the stack, if one is present, and use t h e remainder of 
the VCI field to iden tify the LSP ingr ess. If t h is tec h n i que 
is used, c onvention al ATM VP-switching capabilities c a n be used 
to provide mu ltipo int-to -po int VPs . Cells from d i f f e r e nt 
pac ke t s will then carry diffe r e n t VCI va l ues . As we shall see 
i n sectio n 3.26, t h is enables u s t o do label merging, without 
running into any cell interleaving problems, o n ATM swi t ches 
which can provide multipoin t-to-point VPs, b u t wh ich do no t 
h ave the VC me r g e c apabi lity. 

This techniqu e depends o n the existence of a capab ility for 
ass igning 16- b i t VC I val ues to each ATM swi t ch s uch t ha t no 
s i ngle VCI v a l ue i s assigned to two different s wi t ches. (If an 
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adequate number of such values could be assigned t o each 
switch, it would be possible to also t reat t he VCI valu e a s t he 
second label i n the stack.) 

If there are more labels on the stack than can be encoded in t he ATM 
header, the ATM encodings must be combined with the gen eric 
encapsulation. 

3.25.3. Interoperability among Encoding Techniques 

If <Rl, R2, R3> is a segment of a LSP, it is possible that Rl will 
use one encoding of the label stack when t r an smit t ing packet P t o R2, 
but R2 will use a different encoding when t ransmi t ting a p acket P t o 
R3. In gene r al, t h e MPLS architectur e supports LSPs wi th different 
label stack encodin gs used on di fferent hops. Th erefore , when we 
discuss the procedu res for processing a labeled packet, we spea k i n 
abstract terms of operating on t he packet's l abel s tack. When a 
labeled packet is received, the LSR must decode i t to determine the 
curr ent value of t h e label stack, then must opera t e on the label 
stack to determine the new valu e of the stack, and then encode the 
new value appropriately before transmitting the labe led pa cke t t o i ts 
nex t hop. 

Unf ort unat ely , ATM switches hav e no capability fo r t rans l ati ng f rom 
one encoding technique to anoth er. The MPLS arch itecture therefore 
r equires that whenever it is possible for two ATM switc hes to be 
success i ve LSRs along a l evel m LSP f or some packet, t h at t hose two 
ATM switches use t h e same encoding tech niqu e. 

Natural ly there wi l l be MPLS networks which contain a c omb ina t ion of 
ATM switches operating as LSRs, and o t her LSRs which opera te using an 
MPLS shim header. I n such networks there may be s ome LSRs wh ich have 
ATM inte rface s a s well as "MPLS Shim" inte rface s. This i s o ne 
exampl e o f a n LSR wi t h d i ffe r e n t l abe l stack encodings on diffe r e n t 
hops . Suc h a n LSR may s wap off a n ATM encoded l abel s tac k on a n 
incoming interface and replace it with an MPLS s h im hea der e n coded 
l abel sta ck on the ou t go i ng i nterface. 

3.2 6 . Labe l Merging 

Suppose that an LSR has bou nd multiple incoming labels t o a 
particular FEC. When forwarding p a c kets i n that FEC, one would like 
to have a single outgoing label which is applied to all such packets. 
The fact t hat two d iffere n t p acket s in the FEC a r riv e d wi th d i f ferent 
incoming labels is irr elevant; one would like t o fo r war d them with 
the same outgoing labe l. The capability t o d o s o is known as "label 
me rging" . 
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Let us say that an LSR is capable of label mergin g if i t can receive 
two packets from differen t incoming interfaces, and/ or with di f ferent 
labels, and send both packets out the s ame ou tgoing interface with 
the same label. Once the packets are transmitted, the information 
that they arr ived from differen t interfaces and/or with different 
incoming labels is lost. 

Let us say that an LSR is not capabl e o f labe l me r g i ng i f , f o r a ny 
two packets which arrive from different interfaces, or with di f ferent 
labels, the packets must either be t r an smit t ed out diffe r e nt 
interfaces, or must have different labels. ATM-LSRs using t h e SVC or 
SVP Encodings cannot perform label merging. This is discu s sed in 
more detail in the next section. 

If a particular LSR cannot perform label merging, then i f two p a cke t s 
in the same FEC arr ive with different incoming labels, they must be 
forwarded with different outgoing labels. With label merging, the 
number of outgoing labels per FEC need only be 1; without label 
merging, the numbe r of o u tgoing labe l s per FEC could be as large as 
the number of nodes in t h e network. 

With label merging, the number of incoming labels per FEC tha t a 
par t i cu l a r LSR needs i s n ever be l a r ger t ha n the n umbe r o f l ab e l 
dis t ribut ion adj a cencies. Without label me rging, t he number o f 
inc oming labels pe r FEC that a particular LSR needs is as lar ge as 
the number of upstr eam nodes wh ich forwa rd t r a ffic in the FEC to t he 
LSR in qu est i on . I n f act, i t i s diff i cul t fo r a n LSR to even 
determine ho w many s u ch incoming labels it must support f or a 
particular FEC. 

The MPLS architectu re accommodates bo t h merging and non -me rging LSRs, 
but al l ows for the fact that t h ere may be LSRs wh ich do not support 
labe l me rging. This l e ads to the issue of ensuring correct 
i n ter oper ati on b etween me r g i ng LSRs and no n -mer g i ng LSRs. Th e i ssu e 
i s somewhat d ifferent i n t he case o f da tagram med i a versus t h e c a s e 
of ATM. The diffe r en t media types will therefore be discussed 
separately . 

3.2 6 .1. Non-merging LSRs 

The MPLS f o rwarding procedures is ve ry similar t o the forwardi ng 
procedures used by s uch t e chnologies as ATM and Frame Rela y. That 
is, a unit o f data arrives, a label (VPI / VCI o r DLCI) is loo ked up i n 
a " c r o ss- connect t ab l e", on t he basi s o f t hat l oo kup an outpu t port 
is chosen , and the label value i s rewritten . I n fact, it is possib le 
t o use s uch techno l ogies f o r MPLS fo r wardin g; a label distribution 
proto col c an be us ed a s t he " s igna lling pro t ocol" for setting up t he 
c ross- connec t t ables . 
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Unfortunately, these technologies do not necessarily support t he 
label merging capability. In ATM, if one a t tempts to perform l a bel 
merging, the result may be the interleaving of cells from various 
packets. If cells from different packets get interleaved, it is 
impossible to reassemble the packets. Some Frame Relay switches use 
cell switching on their backplanes. These switch es may also be 
incapable of supporting label merging, for t he same reason -- cells 
of differ ent packets may get i n te r l eaved, and t he r e i s then n o wa y t o 
r eassemble the packets. 

We propose to support two solutions to this problem. First, MPLS 
will contain procedures which allow the use of non-merging LSRs. 
Second, MPLS will support procedu res which allow certain ATM switch es 
to function as merging LSRs. 

Sin ce MPLS supports both mergin g and non-merging LSRs, MPLS also 
con tains procedures to e n sure correct inter operatio n be t ween them. 

3.26.2. Labels for Mer ging and Non -Merging LSRs 

An upstream LSR which suppo rts label mergin g needs to b e sent o nly 
one label per FEC. An upstream neighbor wh ich does no t suppor t label 
mer ging needs t o be sen t mu l t i p l e l abel s pe r FEC. Howeve r , the r e i s 
no way o f knowing a p r io r i how many labe ls i t nee ds. This will 
depend on how many LSRs are upstream of it with r espect t o t h e FEC i n 
question. 

I n the MPLS architecture, if a particula r upstream neighbor d oes not 
support labe l me rging, it is not s e nt any labe ls for a particula r FEC 
unless it explicit l y asks for a labe l for that FEC. Th e upstream 
neighbor may make multiple such requests, and is given a new label 
each time. When a downstream n eighbor receives such a reques t from 
upstre am, and the down strea m ne ighbor doe s not itself support l ab e l 
me r ging, t he n i t must i n t u r n as k i ts d o wn s tream ne i ghb or fo r a not h e r 
label f or the FEC in que stion. 

It is possible that there ma y be s ome nodes which suppor t label 
merging, but can o n l y mer ge a limited number o f incoming labels into 
a single outgoing label. Suppo se f or example that d ue to some 
hardware limi t a t ion a node i s capab l e o f me rging f our incomin g labe l s 
into a single outgo i ng label. Suppos e h owever, that t h is particular 
n ode has six incoming labe ls arriving at it f o r a pa rticu lar FEC. In 
this case, this node may merge t h ese i n to two outgo ing labels. 

Whethe r label merging is applicable to explicitly r outed LSPs is for 
furthe r study. 
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3.26.3. Merge over ATM 

3.26.3.1. Methods of Eliminating Cell Interleave 

There are several methods that can be used to eliminate the cell 
interleaving problem in ATM, thereby allowing ATM switches to support 
stream merge: 

1. VP merge, using the SVP Multipoint Encoding 

When VP merge is used, multiple virtual paths are merged into a 
virtual path, but packets from different sources are 
distinguished by using differen t VCis within the VP. 

2. VC merge 

When VC merge is used, switches are required to buffer cells 
from one packet until the entire packet is received (this may 
be determined by looking for the AAL5 end of frame indicator). 

VP merge has the advantage that it is compatible with a higher 
percentage of existing ATM switch implementations. This makes it 
more likely that VP merge can be used in exi sting networks. Unlike 
VC merge, VP merge does not incur any delays at the merge points and 
also does not impose any buffer requirements. However, it has the 
disadvantage that it requires coordination of the VCI space within 
each VP. The r e are a number of ways that this can be accompl i shed. 
Selection of one or more methods is for fur ther s tudy. 

This tradeoff between compatibility with existing equipment versus 
protocol complexity and scalability implies that it is desirable for 
the MPLS protocol to support both VP merge and VC merge. In order to 
do so each ATM switch participating in MPLS needs to know whe t her i t s 
immediate ATM ne i g hbo r s perform VP merge, VC merge, or no merge. 

3.26.3.2. Interoperation: VC Merge, VP Merge, and Non-Merge 

The interoperation of the various forms of merging over ATM is most 
easily described by first describing the interoperation of VC merge 
with non-merge. 

In the case where VC merge and non-merge nodes are interconnected the 
forwarding of cells is based in all cases on a VC (i.e., the 
concatenation of t h e VPI and VCI). For each node, if an upst r eam 
neighbor is doing VC merge then that upstream neighbor requires only 
a single VPI/VCI for a particular stream (this is analogous to the 
requirement for a single label in the case of operation over frame 
media). If the upstream neighbor is not doing merge, then t h e 
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neighbor will require a single VPI/VCI per stream for i t self, plus 
enough VPI/VCis to pass to its upstream neighbors. The number 
required will be determined by allowing the upstream nodes to request 
additional VPI/VCis from their downstream neighbors (this is again 
analogous to the method used with frame merge). 

A similar method is possible to support nodes which perform VP merge. 
I n this case the VP mer ge node, rather than request i ng a singl e 
VPI/VCI or a number of VPI/VCis from its down stream neighbor, instead 
may request a single VP (identified by a VPI) but several VCis within 
the VP. Furthermore, suppose that a non-merge node is downstream 
from two different VP merge nodes. This node may need t o request one 
VPI/VCI (for traffic originating from itself) plus two VPs (one for 
each upstream node), each associated with a specified set of VCis (as 
requested from the upstream node). 

I n order to support all of VP merge, VC merge, and non-merge, it is 
therefore necessary to allow upstream nodes to request a combination 
of zero or more VC identifiers (consisting of a VPI/VCI), plus zero 
or more VPs (identified by VPis) each containing a specified number 
of VCs (identified by a set of VCis which are significant within a 
VP). VP merge nodes would therefore reques t one VP, wi t h a contained 
VCI for t r a ffi c that i t o riginates (if appropriate) plus a VC I for 
each VC request ed f rom above (regardless o f wheth er or no t the VC is 
part of a containing VP). VC merge node would request only a single 
VPI/VCI (since they can merge all ups t ream t raffic into a single VC) . 
Non -me r ge nodes would pass on any r equests that they ge t from above, 
plus request a VPI/VCI for traffic t h at they originate (if 
appropriate ) . 

3.27. Tunnels and Hierarchy 

Some time s a route r Ru take s explicit action to cause a particular 
packet to be delivered to anoth e r r ou t e r Rd, even though Ru and Rd 
are no t consecutive r outers on the Hop-by-hop path for that packet, 
and Rd is not the packet's ultimate destina t ion. For example, this 
may be done by encapsulating t h e packet inside a network layer packet 
whose destinatio n address is the address of Rd itself. This creates 
a "tunnel" from Ru to Rd. We refer to a ny packet so handled as a 
"Tu nneled Packet". 

3.27.1. Hop-by-Hop Rou ted Tunnel 

I f a Tunneled Packet follows t h e Hop-by-hop pa t h f rom Ru t o Rd, we 
say that it is in an "Hop-by-Hop Routed Tunnel" whose " t ransmit 
endpoint" is Ru and whose "receive endpoint" is Rd. 
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3.27.2. Explicitly Routed Tunnel 

If a Tunneled Packet travels from Ru t o Rd over a path other t han the 
Hop-by-hop path, we say that it is in an "Explici t ly Routed Tunnel" 
whose "transmit endpoint" is Ru and whose "receive endpoint" is Rd. 
For example, we might send a packet through an Explicitly Rou t ed 
Tunnel by encapsulating it in a packe t which is source routed. 

3.27.3. LSP Tunnels 

It is possible to implement a tunnel as a LSP, and use label 
switching rather t h an network layer encapsulation to cause the packet 
to travel through the tunnel. The tunnel would be a LS P <Rl, ... , 
Rn>, where Rl is the transmit endpoint of the tunnel, and Rn is the 
receive endpoint of the tunnel. This is called a "LSP Tunnel". 

The set of packets which are to be sent though the LSP t unnel 
constitutes a FEC, and each LSR in the tunnel must assign a label to 
that FEC (i.e., must assign a label to the t unnel). Th e criteria for 
assigning a particular packet to an LSP tunnel is a local mat t er at 
the tunnel's transmit endpoint. To put a packet into an LSP t unnel, 
the transmit endpoint pushes a label for the tunnel onto the label 
stack and sends the labeled packet to the n ext hop i n the tunne l . 

If it is not necessary for the tunnel's receive endpoin t to be able 
to determine which packets it r eceives through t h e tunnel, as 
d i scussed earlier , the labe l stack may be popped at the penultimate 
LSR in the tunnel. 

A "Hop-by-Hop Routed LSP Tunnel" is a Tunnel that is implemen t ed as 
an hop-by-hop routed LSP between the t ransmit endpoint and the 
receive endpoint. 

An "Explicit l y Routed LSP Tunne l " i s a LSP Tunne l that i s also an 
Explicitly Routed LSP. 

3.27.4. Hierarchy: LSP Tunnels within LS Ps 

Consider a LSP <Rl, R2, R3, R4>. Let us suppose that Rl receives 
unlabeled packet P, and pushes on its l abe l stack the label to cause 
it to follow this path, and that this is in fact the Hop-by-h op path. 
However, let us further suppose that R2 and R3 are not directly 
connected, but are "neighbors" by vir tue of being the endpoin t s of an 
LSP tunne l . So t he actual sequence of LSRs t raversed by Pis <Rl , 
R2, R21, R22 , R23, R3, R4>. 
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When P travels from Rl to R2, it will ha ve a label stack of depth 1. 
R2, switching on t h e label, determines that P mus t enter the t u nnel. 
R2 first replaces the Incoming label with a l abel that is meaningfu l 
to R3. Then it pushes on a new label. This level 2 label has a 
value which is mean i ngful to R21. Switchin g is done o n the level 2 
label by R21, R22, R23. R23, which is the penultima te hop i n the 
R2-R3 tun nel, pops t he label stack before forwardi ng t h e packet t o 
R3. When R3 sees packet P, P h as only a leve l 1 l a bel, havin g now 
exited t he tunnel. Since R3 is the penultimate h op in P's level 1 
LSP, it pops t he label stack, and R4 receives P unlabeled. 

The label stack mechanism allows LSP tunneling to nest t o any depth . 

3.27.5. Label Distribu tion Peering and Hierarchy 

Suppose that packet P travels along a Level 1 LSP <Rl, R2 , R3, R4>, 
and when going from R2 to R3 t r avels along a Level 2 LSP <R2, R21, 
R22, R3>. Fr om the perspectiv e of t h e Level 2 LS P, R2 's label 
distribution peer is R21. From the perspec t ive of the Level 1 LSP, 
R2's label distribu tion peers are Rl and R3. One c a n h av e label 
distribution peers at each layer of h ierarc hy. We will see in 
sections 4.6 and 4.7 some ways to make use of this hierarchy . Note 
t hat in thi s exampl e, R2 and R2 1 must be IGP ne i ghbors, but R2 a nd R3 
need no t be. 

When two LSRs are I GP ne ighbors, we will refe r to them a s "local 
l abel d i str ibut i on peer s". Whe n two LSRs may be l abel dis t ribut i o n 
peers, b u t are not I GP neighbors, we will r efer to them as " r emote 
labe l di s tribution p eers". In the above e xample , R2 and R21 are 
l ocal l abel distribution peers, but R2 a nd R3 are remote label 
distribution peers. 

The MPLS archite ctu r e s uppo rts two ways to distribu t e labe ls at 
d i ff e r e n t l ayer s o f t h e hie r a r chy: Expl i c i t Peer i ng a nd Impl i c i t 
Peering. 

One per forms l a bel distri b u tion with one's local l abel di stribution 
peer by s e nding label distributio n protocol me ssages wh i ch are 
a ddress ed t o t he peer. One can perfo rm l a bel distrib utio n wi th one 's 
remote labe l distrib u t ion peer s in o ne o f t wo wa y s : 

1. Explici t Peering 

In explic i t pee r ing, one di s t r i b u t e s l abels to a p eer by 
sending label dist r ibution protoco l mes sages which are 
addres sed t o t he peer, exactly as one would d o f or local label 
d i stribut i on p eer s . This tech n ique i s mos t u seful when t h e 
number of r emote l abel di s t r ibuti o n peers i s s ma ll, o r the 
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number of higher level label bindings is large, or the remote 
label distribution peers are in distinct routing areas or 
domains. Of course, one needs t o know which labels to 
distribute to which peers; this is addressed in section 4 .1.2. 

Examples of the use of explicit peering is found in sec t ions 
4.2.1 and 4.6. 

2. Implicit Peering 

In Implicit Peering, one does not send label distribution 
protocol messages which are addressed to one's peer. Rather, 
to distribute higher level labels to ones remote label 
distribution peers, one encodes a higher level label as an 
attribute of a lower level label, and then distributes t he 
lower level label, along with this at t ribute, to one's local 
label distribution peers. The local label distribution peers 
then propagate the information t o their local label 
distribution peers. This process con t inues till the 
information reaches the remote peer. 

This technique is most useful when the number of remote label 
d i stribut i on peer s i s l a r ge. Imp lic it pee ring does not require 
an n-square peering mesh t o dis t ribut e labels t o t he remo t e 
label distribution peers because the information is piggybacked 
through the local label distribution peering. However, 
i mplic i t pee ring requires the intermediate nodes t o sto r e 
information that t h ey might not be directly inter ested in. 

An example of the use of implicit peering is found in section 
4 . 3. 

3.28. Labe l Distribution Protocol Transport 

A label distribution pro toco l is used between nodes in an MPLS 
network to establish and maintain the label bindings. In order fo r 
MPLS to operate correctly, label dist r ibution information needs to be 
transmitted reliably, and the label distribution pro tocol messages 
pertaining to a partic ular FEC need to be transmi t ted in sequence. 
Flow c ontro l is also desirable, as is the capability to c a rry 
multiple label messages in a single datagram. 

One way to meet these goals is to use TCP as the underlying 
t ranspo r t, as is done in [MPLS-LDP] and [MPLS-BGP]. 
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3.29. Why More than o n e Label Distribution Pro t ocol? 

This arch itecture does not establish hard and fas t rules for choosing 
which label distribution protocol to use in which circumstances. 
However, it is possible to poin t out some of the considerations. 

3.29.1. BGP and LOP 

In many scenarios, it is desirable to bind labels t o FECs which can 
be identified with routes t o address prefixes (see section 4.1). If 
there is a standard, widely deployed routin g a lgorithm which 
distributes those r ou tes, it can b e argued that label distribution is 
best achieved b y pigg ybacking t he label dis t ribution o n the 
distribution of the routes themselves. 

For example, BGP distribu tes s u ch routes, and if a BGP speaker needs 
to also distr ibute labels to its BGP p eers, using BGP to do the label 
distribution (see [MPLS- BGP]) h as a number of advan tages. I n 
particular , it permits BGP r oute r efl ectors to dist r ibute labels, 
thu s prov iding a significant scalability advantage over u sing LDP to 
distribute labels between BGP p eers. 

3. 2 9. 2 . Labe l s f or RSVP Fl owspecs 

When RSVP is used to set up resou rce reservations f o r particular 
flows, it can be desirabl e to l abel the packets in those flows , s o 
t hat the RSVP fil te r spec does n ot need to be a pplied at e ach hop. I t 
can be argued that having RSVP distribu te the labels a s pa rt of its 
path/re s e rvation s e t up p r ocess i s the mo s t e ffici ent me t hod of 
distributing labels for this p u rpose. 

3.29.3. Labels for Explicitly Routed LSPs 

In some appl i cati o n s o f MPLS, par t i c u l a r l y those r e l ated t o t r a f f i c 
engine ering, it i s de s irable t o set up a n explic i t l y r outed path, 
from ingress to egr ess. It is also desir able to apply resour ce 
r eserva tions a l o ng t hat p a th. 

One can imagine two a ppro a ch es t o t h i s : 

Start with a n existing p r otocol that is used for setting up 
resource reservations, a n d e xtend it t o support explic i t 
rou ting and label distribution. 

Star t with a n existing p r otocol that i s used for label 
distribution, and extend it to support e xplicit routing a nd 
r esour ce r e s e rvat ions . 
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The first approach has given rise to t he protocol specified in 
[MPLS-RSVP-TUNNELS], the second to the approach specified in [MPLS­
CR-LDP]. 

3.30. Multicast 

This section is for further study 

4. Some Applications of MPLS 

4.1. MPLS and Hop by Hop Routed Traffic 

A number of uses of MPLS require that packe t s with a certain label be 
forwarded along the same hop-by-hop routed path that would be used 
for forwarding a packet with a specified address in its network layer 
destination address field. 

4.1.1. Labels for Address Prefixes 

In general, router R determines the next hop for packet P by finding 
the address prefix X in its routing table which is the longes t match 
for P's destination address. That is, the packets in a given FEC are 
just t h ose packets which match a g i ven addr ess p r efi x i n R's r outin g 
t able. In this case, a FEC can be identified wit h an address pref ix. 

Note that a packet P may be assigned t o FEC F, and FEC F may be 
i dentif i ed wi th addr ess p r efix X, even i f P's des t inat i on addr ess 
does not match X. 

4.1.2. Distributing Labels for Address Prefixes 

4.1.2.1. Label Distribution Peers for an Address Prefix 

LSRs Rl and R2 a r e consider ed to be l abel d i str ibut i on peer s fo r 
address prefix X if and only if one of the follo wing conditions 
holds: 

1. Rl's route to Xis a route which it learned about via a 
particular instance of a p a rticular IGP, and R2 is a neighbor 
of Rl in that instance of that IGP 

2. Rl's route to Xis a route which it learned about by some 
instance of routing algorithm Al, and that route is 
r edist ributed into an instance of r outing a l gor ithm A2 , and R2 
is a neighbo r of Rl in t h at ins t ance of A2 
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3. Rl is the receive endpoint of an LSP Tunnel that is within 
another LSP, and R2 is a transmit endpoint of tha t tunn el, a n d 
Rl and R2 are participants in a common instance of a n IGP, a n d 
are in the same IGP area (if t h e IGP in question has areas), 
and Rl's route to X was learned via that IGP instance, or is 
redistributed by Rl into that IGP ins t ance 

4. Rl 's route to X i s a r oute which i t l ear ned a bout via BGP, a n d 
R2 is a BGP peer of Rl 

In general, these rules ensure that if the route t o a particu lar 
address prefix is distributed via an IGP, the label dis t ribution 
peers for that address prefix are the IGP n eighbors. I f the route t o 
a particular address prefix is distribu ted via BGP, the label 
distribution peers for t h at address pref ix are t h e BGP p eers. In 
oth er cases of LSP tunneling, the tunnel e n dpoints a re label 
distribution p eers. 

4.1. 2 .2. Distributing Labels 

In order to use MPLS for t he forwarding of packets a ccording to the 
hop-by-hop route corresponding to any address prefix, each LSR MUST: 

1. bind one o r more labels t o e a ch addre ss pre fix tha t app ea r s in 
its r outing table; 

2. f or each such addr ess p r efix X, u se a l abe l d i st r i bution 
protoco l to distribute t h e b inding of a label to X t o each of 
its labe l di s tribution p eers for X. 

There is also one circumstance in which an LSR must di s t ribute a 
label binding for an addr ess p r efix, even if it is not the LSR which 
bou nd that labe l to that address p refix: 

3. If Rl u s es BGP t o distribute a r oute to X, naming s ome othe r 
LSR R2 as the BGP Next Hop to X, and if Rl knows that R2 has 
a ssigned l abel L to X, t h en Rl must distr i bute t h e b inding 
between Land X to any BGP p eer t o wh ich it distributes that 
route. 

These r ules ens ure t hat labels corres pondin g to addr ess prefixes 
which c orrespond to BGP r outes are distribu t ed to I GP n eighbors if 
and only if the BGP r outes are distribu ted i n to the IGP. Oth erwise, 
t he labels b ou nd t o BGP r ou t e s are d is t rib uted o n l y to the othe r BGP 
speake r s. 

These r u l e s a r e intended only to indicate whi c h labe l b indings must 
be distributed b y a given LSR t o whic h other LSRs . 
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4.1.3. Using the Hop by Hop path as the LSP 

If the hop-by-hop path t h at packet P needs t o follow is <Rl, 
Rn>, then <Rl, ... , Rn> can be an LSP as long as: 

1. there is a single address prefix X, such t h at, for a ll i, 
l<=i<n, Xis the longest match in Ri's routing table for P's 
desti nation addr ess; 

2. for all i, l<i<n, Ri has assigned a label to X and distributed 
that label to R[i-1]. 

Note that a packet's LSP can extend only u n t il it encounters a rout er 
whose forwardi ng tables h ave a longe r best match address prefix fo r 
the packet's destination address. At that point, the LSP mus t end 
and the best match algorithm must be performed again. 

Suppose, for example, that packet P, with destina t i o n address 
10.2.153.178 needs to go from Rl to R2 to R3. Suppose also that R2 
advertises address prefix 10.2 / 16 to Rl, b ut R3 advertises 
10.2.153/23, 1 0 . 2 .154 / 23, and 10.2/16 to R2 . Tha t is, R2 is 
advertising an "aggregated route" to Rl. In this situat ion, p acket P 
can be l abel Swi tch ed un t i l i t r eaches R2 , b u t s i nce R2 ha s performed 
r oute a ggrega t i o n, i t mus t e xecute the b est matc h algo r i t hm t o f i nd 
P's FEC. 

4.1.4. LS P Egr ess and LSP Pr oxy Eg r ess 

An LSR R i s conside r e d to b e a n "LSP Egre s s " LSR for address pre fix X 
if and on ly if o ne of the following condition s holds: 

1. R has an addr ess Y, such t hat Xis t h e a ddr ess p r e f ix in R's 
rou ting table which is t he longest ma t ch for Y, or 

2. R conta i n s i n its routing tab les o ne or more a ddr ess p r e f ixe s Y 
such that Xis a p r oper initial substring of Y, but R's "LSP 
p r evious h op s " f o r X d o n ot con t a in any s uch a ddr ess p r e f i xe s 
Y; that is, R isa "de a ggregation point" for a ddress pref ix X. 

An LSR Rl i s co n s ide r ed to be a n "LS P Proxy Egress " LSR for add ress 
prefix X if and only if: 

1. Rl's nex t ho p f o r Xis R2, and Rl and R2 a r e not label 
d i str ibution peer s with r e s p e ct to X (perhap s because R2 d oe s 
not suppo r t MPLS), or 

2 . Rl h as been configu r ed t o a ct as a n LSP Prox y Egress fo r X 
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The definition of LSP allows for the LSP Egress to be a node which 
does not support MPLS; in this case the penultimat e node in the LSP 
is the Proxy Egress. 

4.1.5. The Implicit NULL Label 

The Implicit NULL label is a label wi t h specia l sema ntics which an 
LSR can b i nd to an addr ess p r e fix. I f LSR Ru, by consu l t i ng i ts ILM, 
sees that labeled packet P must be forwarded next to Rd, but t hat Rd 
has distributed a binding of Implicit NULL t o the c orresponding 
address prefix, then instead of replacing the value of t he label o n 
top of the label stack, Ru pops the label s t ack, and t h en fo r ward s 
the resulting packet to Rd. 

LSR Rd distribu tes a binding between Implicit NULL a nd an address 
prefix X to LSR Ru if and only if: 

1. the rules of Section 4.1.2 indicate that Rd distributes t o Ru a 
label binding for X, and 

2. Rd knows that Ru can support t h e Implicit NULL label (i.e., 
that it can pop the label stack ) , and 

3. Rd is an LSP Egr ess (not pro xy egress ) f or X. 

This causes the penultimate LSR on a LSP to pop the label stack. 
This is qui te appr opr i ate; i f the LS P Egr ess i s an MPLS Egr ess f o r X, 
then if the p enultimate LSR does not p op t h e label sta c k , the LSP 
Egress will n eed to look up the labe l, p op t he labe l stack, and the n 
l ook up the next label (or look up t h e L3 a dd r ess, if n o more l abe l s 
are present ). By h av ing the penu ltimate LSR p op t he label stack, the 
LSP Egr ess is saved the work of havin g to loo k up two labels i n order 
to make it s forwarding d e cision . 

Howeve r, if the p enultima te LSR is an ATM switc h, it ma y no t ha v e the 
capability to pop the label sta ck. Hen ce a binding of Implicit NULL 
may be distri b u ted on ly to LSRs which c a n support tha t f u nc t ion . 

If the penultimate LSR i n a n LSP f o r address prefix Xis a n LSP Prox y 
Egress , i t ac ts j ust a s if t he LSP Egress h ad d i s t rib uted a binding 
o f Implicit NULL f o r X. 

4.1.6. Option: Egress-Targeted Label Assignment 

The r e are situation s in which an LSP Ingress, Ri, knows that packets 
of sever al differen t FECs must all f o llo w the same LSP, t e rmina ting 
at , s a y, LSP Eg r e s s Re . In t hi s case , prop e r r ou t ing can be achieved 
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by using a single label for all such FECs; it is not necessary to 
have a distinct label for each FEC. If (and only if) the following 
conditions hold: 

1. the address of LSR Re is itself in the routing table as a "host 
route", and 

2. the r e is some way for Ri to determine that Re is the LSP egress 
for all packets in a particular set of FECs 

Then Ri may bind a single label to all FECS in the set. This is 
known as "Egress-Targeted Label Assignment." 

How can LSR Ri determine that an LSR Re is the LSP Egress for all 
packets in a particular FEC? There are a number of possible ways: 

I f the network is running a link state routing algorithm, and 
all nodes in the area support MPLS, then the routing algorithm 
provides Ri with enough informat ion to determine the routers 
through which packets in that FEC mus t leave the routing domain 
or area. 

If the network i s r un ning BGP, Ri may be ab l e to determine t h at 
t he packets in a part icular FEC must leave t he ne t work via some 
particular router which is the "BGP Next Hop" for that FEC. 

It i s poss i b l e to use the labe l d i st ribution protocol to pass 
information about which address prefixes a r e "attached" to 
which e gress LSRs. This me thod has the advantage of no t 
depending on the presence of link sta t e rou t ing. 

If egress-targeted label assignment is used, the number of labels 
that need to b e s upporte d throughout t he ne t work may b e greatly 
r educed. This may be significant if one is using legacy switching 
hardware to do MPLS, and the switching hardware can support only a 
limited number of labels. 

One possible approach would be to configure the network t o use 
egress-targeted label assignment by default, but to configure 
particular LSRs to NOT use egress-targeted label assignment for one 
or more of the addr ess p r efixes for which i t is an LSP egress. We 
impose the foll o wing rule: 

I f a pa r t icu lar LSR is NOT an LSP Egr ess for some set of 
address prefixes, then it should assign labels to the address 
prefixes in the same way as is done by its LSP next hop for 
t hose address prefixes. That i s , suppose Rd is Ru's LS P next 
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hop for address prefixes Xl and X2. If Rd assign s the same 
label to Xl and X2, Ru s h ou ld as well. If Rd assigns di f ferent 
labels to Xl and X2, then Ru s h ould as well. 

For example, suppose one wants to make egress-tar geted label 
assignment the default, but to assign distinct labels to those 
address prefixes for which there are mu ltiple po ssible LSP egresses 
(i .e., fo r those address p r efixes which a r e mul t i - homed.) On e can 
con figure all LSRs to use egress-targeted label assignmen t, and then 
con figure a handful of LSRs to assign distinct labels to those 
address prefixes wh ich are multi-homed. For a particular mul t i-horned 
address prefix X, one wou ld only need to configur e this in LSRs which 
are either LS P Egresses or LSP Proxy Egresses for X. 

It is important to note that if Ru and Rd are adjacent LSRs in a n LSP 
for Xl and X2, forwarding will still be don e correctly i f Ru assign s 
distinct labels to Xl and X2 wh ile Rd assigns just one label to the 
both of them. This j ust means that Rl will ma p different incoming 
labels to the same outgoing label, a n o r din ary occur ren ce. 

Similar ly, if Rd assigns distin ct labels to Xl a n d X2 , but Ru assigns 
to them both the label corresponding t o the address of t heir LSP 
Egr ess or Proxy Eg r ess, f or war d ing will st ill be do ne correctly . Ru 
will j ust map t he incoming labe l t o t he label which Rd has ass igned 
to the addr ess of that LSP Egress. 

4. 2 . MPLS and Expl i cit l y Rou ted LSPs 

The r e are a numbe r of r e ason s why it may b e d e si r able to u se explicit 
r outing instead of hop by hop r outing. For example, t h is al l ows 
rou tes to be based on administrative policies, and a llows the r outes 
that LSPs take to be carefully design ed to allow t r a ffic engineerin g 
[MPLS-TRFENG]. 

4.2.1. Explic itly Routed LS P Tunnels 

In s ome situa tions, the n etwork a dmin istr ators ma y des ire to fo r war d 
certain classes of traffic alon g c ertain pre-specified p aths, where 
these paths d iffer from the Ho p-by-hop path that the t r a f fi c would 
o rdinar ily f o llo w. This c an b e d o ne i n suppo r t o f p olicy r outing, or 
in support of traffic engineeri ng. The explicit r oute may be a 
c onfigured one , or it may b e determin ed dyn amically by some means, 
e.g., by constraint-based routing. 

MPLS allows this to be easily done by means of Exp licitly Routed LSP 
Tun nels. All that is needed is: 
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1. A means of selecting the packets that are to be sent in t o the 
Explicitly Routed LSP Tunnel; 

2. A means of setting up the Explicitly Routed LSP Tunnel; 

3. A means of ensuring that packets sent into t he Tunnel will no t 
loop from the receive endpoint back to the t ransmit endpoint. 

If the transmit endpoint of the tunnel wishes to p u t a labeled packet 
into the tunnel, it must first replace the label value at the top of 
the stack with a label value that was distributed to it by the 
tunnel's receive endpoint. Then it must push on the label which 
corresponds to the tunnel itself, as distributed t o it by the next 
hop along the tunnel. To allow this, the tunnel endpoints should be 
explicit label distribution peers. The label bindings t hey need to 
exchange are of no interest to the LSRs along the tunnel. 

4.3. Label Stacks and Implicit Peering 

Suppose a particular LSR Re is an LSP proxy egress for 10 address 
prefixes, and it reaches each address prefix through a distinct 
interface. 

One could assign a single label to all 10 address prefixes. Then Re 
is an LSP egress for all 10 address prefixes. This ensures that 
packets for all 10 address prefixes get delivered to Re. However, Re 
would then have to l ook up the netwo rk l aye r address of e ach such 
packet in order to c hoose the proper interface to send the packet on. 

Alternatively, one could assign a dis t inct label t o each interface. 
Then Re is an LSP proxy egress for the 10 address prefixes. This 
eliminates the need for Re to look up the network layer addresses in 
order to forward the packets. Howe v e r, it can r esult in the use of a 
l a r ge number of l abel s. 

An alternative would be to bind all 10 address prefixes to the same 
level 1 label (which is also bound to the address of t h e LSR itself), 
and then to bind each address prefix t o a distinc t level 2 lab el. 
The level 2 label would be treated as an attribute of the level 1 
label binding, which we call t he "Stack Attribute". We impose the 
following rules: 

When LSR Ru initially labels a hither t o unlabeled packe t , if 
the l ongest match f or t h e packe t 's dest i nat i on address is X, 
and Ru's LSP next h op fo r Xis Rd, and Rd h as dis t ributed to Ru 
a binding of label 11 to X, along with a stack at t ribute o f 1 2 , 
t hen 
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1. Ru must p u sh L2 and t h en Ll onto the packet's label sta ck, 
and then forward the packet t o Rd; 

2. When Ru distributes label bindings for X to its label 
distribution peers, it must include L2 as the stack 
attribute. 

3. Whenever the stack att r ibute changes (poss i bly as a r esult 
of a change in Ru's LSP next hop for X), Ru must dis t ribute 
the new stack attribute. 

Note that although the label value bound to X may be diff eren t at 
each hop along the LSP, the stack att ribute va lue is passed 
unchanged, and is set by the LSP proxy egress. 

Thus the LSP proxy egress for X becomes an "implicit peer" wi th each 
other LSR in t he routing area or domain . I n this c a se, explicit 
peering would be too unwieldy, because the n umber of peers would 
become too large. 

4.4 . MPLS and Multi-Path Rou ting 

If an LSR suppo r ts mult i p l e r outes f o r a pa r t i cul a r st r eam, then i t 
may assign mult iple labels t o t he s tream, one f o r e a c h rout e. Thus 
the reception of a second label binding from a particular neighbor 
for a particular address prefix should be taken as mean i ng t h at 
e i ther l abel can be u sed to r ep r esen t that addr ess p r e fix. 

If multiple labe l bindings for a particular addre s s pre fix a re 
specif ied, they may have distin ct attributes. 

4.5. LSP Trees as Multipoint-to-Poin t Entities 

Con s i de r t he case o f packets Pl a nd P2 , each o f whi ch h as a 
destinatio n addres s whose l ongest ma t ch , t h r oughout a particu l a r 
r ou ting domain, is addr ess prefix X. Suppose tha t the Hop-by-hop 
p a th fo r Pl is <Rl, R2, R3>, a n d the Hop -by-hop p a th fo r P2 is <R4 , 
R2, R3>. Let's s uppo se that R3 binds label L3 to X, and dis t ributes 
this binding to R2. R2 binds label L2 t o X, a nd distrib utes thi s 
binding to b oth Rl and R4. Whe n R2 receives pac ke t Pl, i ts incomin g 
label will be L2. R2 will ove r write L2 with L3 , and send Pl t o R3. 
When R2 receives packet P2 , its incoming label will also be L2 . R2 
again overwrites L2 with L3, a n d send P2 on t o R3. 

Note then that when Pl a n d P2 are traveling f r om R2 t o R3, t h e y c a r r y 
the same label, and as fa r as MPLS is c o nc e rned, they c an not b e 
d i stingu i s hed . Thus instea d o f t alking about two d i st inct LSPs , <Rl, 
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R2, R3> and <R4 , R2, R3>, we might talk of a single "Multipoint-to­
Point LSP Tree", which we might denote as <{Rl, R4}, R2, R3>. 

This creates a difficulty when we attempt to use conven t ional ATM 
switches as LSRs. Since conventional ATM switches do not support 
multipoint-to-point connections, there must be procedures to ensure 
that each LSP is realized as a point- t o-point VC. However, if ATM 
switches which do support multipo i nt- t o-po i nt VCs a re in use, then 
the LSPs can be most efficiently realized as multipoint-to-point VCs. 
Alternatively, if the SVP Multipoint Encoding (section 3.25.2 ) can be 
used, the LSPs can be realized as mul t ipoin t -to-point SVPs. 

4.6. LSP Tunneling between BGP Border Routers 

Consider the case of an Autonomous System, A, which carries transit 
traffic between other Autonomous Systems. Autonomous System A will 
have a number of BGP Border Routers, and a mesh of BGP connec t ions 
among them, over which BGP routes are distributed. In many such 
cases, it is desirable to avoid distributing the BGP routes to 
routers which are not BGP Border Routers. If this can be avoided, 
the "route distribu tion load" on those routers is significantly 
reduced. However, there must be some means of ensuring that t he 
t r ansi t t r a ffi c will be delive r ed f r om Bo r der Rou t e r to Border Router 
by t he int erior routers. 

This can easily be done by means of LSP Tunnels. Suppose tha t BGP 
r ou tes are d i strib u ted on l y to BGP Bo r der Rou ters, and not to the 
interior routers t h at lie along the Hop-by-hop path from Border 
Route r to Borde r Route r. LSP Tunne ls c a n the n b e used as follows: 

1. Each BGP Border Router distribu t es, to every other BGP Border 
Router in the same Autonomous System, a label for each address 
pre fix that it distribute s to that router via BGP. 

2. The IGP f o r the Autonomous System mainta ins a ho s t route for 
each BGP Border Router. Each interior router distributes its 
labels for t h ese host rou tes to e a ch of its I GP n eighbors. 

3. Suppose that: 

a) BGP Borde r Router Bl r eceives an unlabeled packet P, 

b) address prefix X in El's rou t ing table is the longes t match 
for t he dest inat i on address of P, 

c) the route to Xis a BGP route, 

d) the BGP Next Hop for Xis B2, 
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e) B2 has bound label Ll to X, and has distributed this binding 
to Bl, 

f) the IGP next hop for the address of B2 is Il, 

g) the address of B2 is in Bl's and Il's IGP routing tables as 
a host route, and 

h) Il has bound label L2 to the address of B2, and distributed 
this binding to Bl. 

Then before sending packet P to Il, Bl must create a label 
stack for P, then push on label Ll, and then push on label L2. 

4. Suppose that BGP Border Router Bl receives a labeled Packet P, 
where the label on the top of the label stack corresponds to an 
address prefix, X, to which the route is a BGP route, and tha t 
conditions 3b, 3c, 3d, and 3e all hold. Then before sending 
packet P to Il, Bl must replace the label a t the t op of the 
label stack with Ll, and then push on label L2. 

With these procedures, a given packet P follows a level 1 LSP all of 
whose members a r e BGP Border Router s, and between each pa ir of BGP 
Border Rout e r s in t he level 1 LSP, i t follows a level 2 LSP. 

These procedures effectively create a Hop-by-Hop Routed LSP Tunnel 
between the BGP Bo r de r Router s. 

Since the BGP borde r route rs are e xch anging l ab e l bindings for 
address prefixes t h at are not even known to the IGP rou t ing, the BGP 
rou ters should become explicit label distribution peers with each 
other. 

I t i s sometimes poss i b l e to create Hop-by-Hop Rou t ed LSP Tunn els 
between two BGP Border Routers, even if they a re not in the same 
Autonomous System. Suppose, for example, that Bl and B2 are i n AS 1. 
Suppose that B3 is an EBGP neighbor of B2, and is in AS2. Finally , 
suppose that B2 and B3 are on some ne t work which is common to b oth 
Autonomous Systems (a "Demilitarized Zone"). In this case, an LSP 
tunnel can be set up directly between Bl and B3 as f ollows: 

B3 distributes routes to B2 (using EBGP), optionally assigning 
labels to address prefixes; 

B2 redistributes t h ose routes to Bl (using I BGP ), indicating 
that the BGP next hop for each such route is B3. If B3 has 
assigned labels to address prefixes, B2 passes these labels 
along, unchan ged, to Bl. 

Rosen, et a l. Standards Track [Page 4 6] 

ARISTA NETWORKS, INC. EXHIBIT 1008
Arista Networks, Inc. v. Corrigent Corporation, IPR2023-00839, Page 46



RFC 3031 MPLS Architecture January 2001 

The IGP of ASl has a host route for B3. 

4.7. Other Uses of Hop-by-Hop Routed LSP Tunnels 

The use of Hop-by-Hop Routed LSP Tunnels is not restricted to tunnels 
between BGP Next Hops. Any situation in which one might otherwise 
have used an encapsulation tunnel is one in which it is appropriate 
to use a Hop-by-Hop Routed LSP Tunnel. Instead of encapsulating the 
packet with a new header whose destination address is the address of 
the tunnel's receive endpoint, the label corresponding to the address 
prefix which is the longest match for the address of the tunnel's 
receive endpoint is pushed on the packet's label stack. The packet 
which is sent into the tunnel may or may no t already be labeled. 

If the transmit endpoint of the tunnel wishes to put a labeled packet 
into the tunnel, it must first replace the label value at the top of 
the stack with a label value that was distributed to it by the 
tunnel's receive endpoint. Then it must push on the label which 
corresponds to the tunnel itself, as distributed to it by the next 
hop along the tunnel. To allow this, the tunnel endpoints should be 
explicit label distribution peers. The label bindings they need to 
exchange are of no interest to the LSRs along the tunnel. 

4.8. MPLS and Multicast 

Multicast routing proceeds by constructing multicast trees. The tree 
a l ong which a part i cul ar multicast packet must get forwarded depends 
in general on the packet's source address and its destination 
address. Whenever a particular LSR is a node in a particular 
multicast tree, it binds a label to that tree. I t then distributes 
that binding to its parent on the mul t icast tree. {If t he node in 
question is on a LAN, and has siblings on that LAN, it must also 
distribute the binding to its siblings. This allows the parent to 
use a s ingle l abel val ue when multicasting t o al l children on the 
LAN.) 

When a multicast labeled packet arrives, the NHLFE corresponding to 
the label indicates the set of output interfaces for that packet, as 
well as the outgoing label. If the same label encoding technique is 
used on all the outgoing interfaces, the very same packet can be sent 
to all the children. 

5. Label Distribution Procedures (Hop-by-Hop) 

I n this section, we consider only label bindings that are used for 
traffic to be label switched along its hop- by- hop routed path. In 
these cases, the label in question will correspond to an address 
prefix in the routing table. 
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5.1. The Procedures for Advertising and Using labels 

There are a number of different procedures that may be used to 
distribute label bindings. Some are executed by t he downstream LSR, 
and some by the upstream LSR. 

The downstream LSR must perform: 

The Distribution Procedure, and 

the Withdrawal Procedure. 

The upstream LSR must perform: 

The Request Procedure, and 

the NotAvailable Procedure, and 

the Release Procedure, and 

the labelUse Procedure. 

The MPLS archi tecture suppo r ts severa l vari ants of each p r ocedur e. 

However, the MPLS architecture does not support all possible 
combinations of all possible variants. The set of supported 
combinations wi l l be described i n section 5.2, where the 
interoperability between different combinations will also be 
discussed. 

5.1.1. Downstream LSR: Distribution Procedure 

The Distribution Procedure is used by a downstream LSR t o det e rmine 
when it shoul d d i st r ibute a label binding for a particul a r address 
prefix to its label distribution peers. The architecture supports 
four different distribution procedures. 

Irrespective of the particular procedure that is used, if a label 
binding for a particular address prefix has been distributed by a 
downstream LSR Rd to an upstream LSR Ru , and if a t a ny t ime the 
attributes (as defined above) of that binding change, then Rd must 
inform Ru of the new attributes. 

If an LSR is mai ntaining mul tip l e rou t es to a particular addr ess 
prefix, it is a local matter as to whether that LSR binds multiple 
labels to the address prefix (one per route), and hence distributes 
multiple bindings. 
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5.1.1.1. PushUnconditional 

Let Rd be an LSR. Suppose that: 

1. Xis an address prefix in Rd's routing table 

2. Ru is a label distribution peer of Rd with respect to X 

Whenever these conditions hold, Rd must bind a label to X and 
distribute that binding to Ru. It is the responsibility of Rd to 
keep track of the bindings which it has dis t ributed to Ru, and to 
make sure that Ru always has these bindings. 

This procedure would be used by LSRs which are performing unsolicited 
downstream label assignment in the Independent LSP Control Mode. 

5.1.1.2. PushConditional 

Let Rd be an LSR. Suppose that: 

1. Xis an address prefix in Rd's routing table 

2. Ru i s a labe l d i st ributi on pee r of Rd wi th r espec t to X 

3. Rd is either an LSP Egress or an LSP Proxy Egress for X, or 
Rd's L3 next hop for Xis Rn, where Rn is distinct from Ru, and 
Rn has bound a l abe l to X and d i stributed that bindi ng to Rd. 

Then as soon as these conditions all hold, Rd should bind a label to 
X and distribute that binding to Ru. 

Whereas PushUnconditional causes the distribution of label bindings 
for all address prefixes in the routing table, PushConditional cause s 
the distribut i on of labe l b i ndi ngs on l y fo r those address prefixes 
for which one has received label bindings from one's LSP next hop, or 
for which one does not have an MPLS-capable L3 next hop. 

This procedure would be used by LSRs which are performing unsolicited 
downstream label assignment in the Ordered LSP Control Mode. 

5.1.1.3. PulledUnconditional 

Let Rd be an LSR. Suppose that: 

1. Xis an address prefix in Rd's routing table 

2. Ru is a label distribut ion peer of Rd with respec t to X 
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3. Ru has explicitly requested tha t Rd bind a label t o X and 
distribute the binding to Ru 

Then Rd should bind a label to X and distribute that binding t o Ru. 
Note that if Xis not in Rd's routing table, or if Rd is not a label 
distribution peer of Ru with respect t o X, t hen Rd must inform Ru 
that it cannot provide a binding at this time. 

If Rd has already distributed a binding for address prefix X to Ru, 
and it receives a new request from Ru for a binding for address 
prefix X, it will bind a second label, and distribute the new binding 
to Ru. The first label binding remains in effect. 

This procedure would be used by LSRs performing downstream-on-demand 
label distribution using the Independent LSP Control Mode. 

5.1.1.4. PulledConditional 

Let Rd be an LSR. Suppose that: 

1. Xis an address prefix in Rd's routing table 

2. Ru i s a label d i st ributi on pee r o f Rd wi th r espec t to X 

3. Ru has explicitly requested tha t Rd bind a label t o X and 
distribute t h e binding to Ru 

4. Rd is either an LSP Egress or an LSP Proxy Egress f or X, or 
Rd's 13 ne xt hop for Xis Rn, whe r e Rn is distinc t from Ru, and 
Rn has bound a label to X and distributed that binding t o Rd 

Then as soon as these conditions all hold, Rd should bind a label to 
X and distribute that binding to Ru. Note t hat if Xis not in Rd 's 
r outing table and a b ind i ng fo r X i s not ob t a i nab l e via Rd's next h op 
for X, or if Rd is not a label distribution peer of Ru with respect 
to X, then Rd must inform Ru that it cannot provide a binding at this 
time. 

However, if the only condition that fails to hold is t h at Rn has no t 
yet provide d a label to Rd , then Rd must defer any response to Ru 
until such time as it has receiving a binding from Rn. 

If Rd has distributed a label binding for address prefix X to Ru, and 
at some later t i me, any att r ibute of the labe l b ind i ng changes, t hen 
Rd must redistribute the label binding to Ru, with the new at t ribute. 
It must do this even though Ru does not issue a new Request. 
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This procedure would be used by LSRs t ha t are performing downstream­
on-demand label allocation in the Ordered LSP Con t rol Mode. 

In section 5.2, we will discuss how t o choose t h e particular 
procedure to be used at any given time, and how to ensure 
interoperability among LSRs that choose different procedu res. 

5.1.2. Upstr eam LSR: Request Pr ocedur e 

The Request Procedure is used by the upstream LSR f o r an add r ess 
prefix to determine when to explicitly requ est t h at the downs t ream 
LSR bind a label to that prefix and distribute t h e b inding. There 
are three possible procedures that can be u sed. 

5.1.2.1. RequestNever 

Never make a request. Th is is useful if t h e downstream LSR u ses t h e 
PushConditional procedure or t h e PushUnconditional procedure, but is 
not useful if the downstream LSR uses the PulledUncondi t ional 
procedure or the t he PulledConditional procedures. 

This procedure would be u sed by an LSR when u nsolicited downs t ream 
l abel d i stribut i on and Libe r a l Label Reten t i on Mode a r e being u sed. 

5.1.2.2. RequestWhenNeeded 

Make a r equest when ever t he 13 next h op to the address p refix 
changes, or when a new address p refix is learned, and one doesn 't 
alre ady have a labe l binding f r om tha t ne xt hop for the give n add r e s s 
prefix. 

This p r ocedur e would be used by an LSR whenever Con servative Label 
Re t e ntion Mode i s b e ing u s e d. 

5.1. 2 .3. Reques tOnRequ est 

Issue a request whenever a requ est is received, in a ddi t i o n t o 
issuing a request when neede d (as described in section 5.1.2. 2 ) If 
Ru is not capable o f bein g an LSP ingres s, it may issue a request 
only when it r eceives a reque st from upstr e am. 

If Rd r e ceives such a request from Ru , for an address prefix for 
which Rd has already distributed Ru a l abel, Rd shall assign a new 
(di s tinct) labe l , b ind it to X, and d is t r ibute t hat bin ding. 
(Whether Rd can distribute this binding to Ru immediately or not 
depends on the Distribution Procedure being u sed. ) 
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This procedure would be used by an LSR which is doing downstream-on­
demand label distribution, but is not doing l a bel merging, e.g., a n 
ATM-LSR which is not capable of VC merge. 

5.1.3. Upstream LSR: NotAvailable Procedure 

If Ru and Rd are respectively upstream and downstrea m label 
d i str ibut i on peer s fo r addr ess p r efix X, a n d Rd i s Ru's L3 next hop 
for X, and Ru requests a binding for X from Rd, but Rd replies that 
it cannot provide a binding at t h is time, because it has no next hop 
for X, then the NotAvailable procedure determines how Ru responds. 
There are two possible p r ocedur es governin g Ru ' s behavior: 

5.1.3.1. RequestRetry 

Ru should issue the request again at a later time. Tha t is, the 
r equester is respon sible for t r ying again later to obtain the needed 
binding. This procedure would be used when d o wns t ream- on- demand 
label distribution is used. 

5.1 . 3.2. RequestNoRetr y 

Ru sho u l d never r e i ssue t h e r equest, i n stead a ssuming that Rd wi ll 
prov ide t he binding aut omat ically when i t is available. This is 
useful if Rd uses the PushUncon dition al procedure or t h e 
PushConditional procedure, i.e., if unsolicited d ownstr eam lab el 
d i str ibut i on i s used. 

Note that if Rd r e plies that it canno t provide a binding t o Ru, 
because of some err or con dition , r ath er than because Rd has n o next 
hop, the behav i o r of Ru will be g overned by the erro r reco ver y 
condition s of the label distribution protocol, ra the r than by the 
NotAvailable proce dure . 

5.1.4. Upstream LSR: Releas e Procedure 

Suppose tha t Rd is an LSR which ha s bou nd a l abel to addres s p refix 
X, and has distribu ted t h at bin ding to LSR Ru . If Rd does no t happen 
to b e Ru's L3 next h op f o r addr ess p r efix X, o r h as c e ase d t o b e Ru 's 
1 3 next hop f o r addre s s pre fix X, t h e n Ru will n o t be us i ng t h e 
label. The Release Pro cedure determines how Ru acts i n this case. 
There are two p o ssible proc e dures governing Ru's behavior: 

5.1.4. 1 . ReleaseOnChange 

Ru sho uld release the bin ding, a nd i n f o r m Rd that it has done s o . 
Thi s procedur e woul d be used t o i mple me nt Con ser v a t i ve Label 
Retention Mode. 
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5.1.4.2. NoReleaseOnCh ange 

Ru should maintain t he binding, so t h at it can use it again 
immediately if Rd later becomes Ru's L3 next hop for X. This 
procedure would be used to implement Liberal Label Retention Mode. 

5.1.5. Upstream LSR: labelUse Procedure 

Suppose Ru is an LSR which has receiv ed label bin ding L for a ddress 
prefix X from LSR Rd, and Ru is upstr eam of Rd wi th respect to X, and 
in fact Rd is Ru's L3 next hop for X. 

Ru will make use of the binding if Rd is Ru 's L3 next h op for X. I f, 
at the time the bin ding is received by Ru, Rd is NOT Ru 's L3 next h op 
for X, Ru does not make any use o f t h e binding at that t i me. Ru ma y 
however start using the binding at some later time, if Rd becomes 
Ru's L3 next hop for X. 

The labelUse Procedure dete r min es just how Ru makes use of Rd's 
binding. 

There are two procedu res which Ru may u se: 

5.1.5.1. useimmediat e 

Ru may p u t the binding i n to use immediately. At any time when Ru h as 
a b i nding fo r X f r om Rd, and Rd i s Ru 's L3 next h op fo r X, Rd wi l l 
also be Ru's LS P next ho p for X. This p r ocedure is used when l oop 
d e t e ction is not i n u s e . 

5.1.5.2. UseifLoopNotDetected 

This proce dure i s the s ame a s Use imme dia t e , u nless Ru h as det ecte d a 
l oop in t h e LSP. If a l oop has been detected, Ru wi ll di s continue 
the us e o f l abel L f o r f o rwarding p ackets t o Rd. 

This p r ocedur e is u sed wh en loop detection is i n use. 

This will continue u n til t he next ho p f o r X changes, or until the 
l oop i s no l onge r d e t ect ed . 

5.1.6. Downstream LSR: Withdraw Proc e dure 

In t h i s c ase, t here is o n l y a sing l e p r ocedur e. 

When LSR Rd decides t o b r eak t h e bind i ng be t we en label L a nd address 
prefix X, t he n t hi s u nb i nding must be d i stributed to a ll LSRs to 
whi c h the bin ding was d i s tributed. 
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It is required that the unbinding of L from X be distributed by Rd t o 
a LSR Ru before Rd distributes to Ru any new binding of L to any 
other address prefix Y, where X != Y. If Ru were to learn of the new 
binding of L to Y before it learned of the unbinding of L from X, and 
if packets matching both X and Y were forwarded by Ru to Rd, t hen for 
a period of time, Ru would label both packe t s matching X and packets 
matching Y with label L. 

The distribution and withdrawal of label bindings is done via a label 
distribution protocol. All label dis t ribution protocols require that 
a label distribution adjacency be established between two label 
distribution peers (except implicit peers). If LSR Rl has a label 
distribution adjacency to LSR R2, and has received label bindings 
from LSR R2 via that adjacency, then if adjacency is brought down by 
either peer (whether as a result of failure or as a mat t er of normal 
operation), all bindings received over that adjacency must be 
con sidered to have been withdrawn. 

As long as the relevant label distribution adjacency remains in 
place, label bindings that are withdrawn must always be withdrawn 
explicitly. If a second label is bound to an address prefix, the 
result is not to implicitly withdraw t he first label, but to bind 
both l abe l s; t hi s i s needed to suppo rt multi-path routing. If a 
second address prefix is bound to a label, t he resu l t is not t o 
implicitly withdraw the binding of that label to the first address 
prefix, but to use that label for both address p r efixes. 

5.2. MPLS Schemes: Supported Combinations of Procedures 

Consider two LSRs, Ru and Rd, which are label dis t ribution peers wi th 
respect to some set of address prefixes, where Ru is the upstream 
peer and Rd is the downstream peer. 

The MPLS scheme whi ch govern s the inter act i on o f Ru and Rd can be 
described as a quintuple of procedures: <Distribution Procedure, 
Request Procedure, NotAvailable Procedu re, Release Procedure, 
labelUse Procedure>. (Since t h ere is only one Wi thdraw Procedur e, it 
need not be mentioned.) A"*" appearing in one of the positions is a 
wild-card, meaning that any procedure in t h at category may be 
present; an "N/A" appearing in a particular position indicates that 
no procedure in that category is needed. 

Only the MPLS schemes which are specified below are supported by the 
MPLS Ar chitecture . Other schemes may be added i n the f utur e, if a 
need for them is s h own. 
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5.2.1. Schemes for LSRs that Support Label Merging 

If Ru and Rd are label distribution peers, and both support label 
merging, one of the following schemes must be used: 

1. <PushUnconditional, RequestNever, N/A, NoReleaseOnChange, 
Use Immediate> 

This is unsolicited downstream label distribu tion with 
independent control, liberal label re t ention mode, and no loop 
detection. 

2. <PushUnconditional, RequestNever, N/A, NoReleaseOnChange, 
UseifLoopNotDetected> 

This is unsolicited downstream label distribution with 
independent control, liberal label re t ention, and loop 
detection. 

3. <PushConditional, RequestWhenNeeded, Reques t NoRetry, 
ReleaseOnChange, *> 

This i s unso lic i ted downstream l abel distribut i o n wi t h ordered 
control (from t he egress) and conservat i ve label re t ent ion 
mode. Loop detection is optional. 

4. <Pu shCondi tional , RequestNever, N/A, NoReleaseOnChange, *> 

This is unsolicited downstream labe l distribution with orde r e d 
control (from the egress) and liberal label reten t ion mode. 
Loop detection is optional. 

5. <PulledConditional, Reque stWhenNeede d, Re qu estRe try, 
ReleaseOnChange, *> 

This is downstream-on -demand label distribution with ordered 
control (initiated by the ingress), conservative label 
retention mode, and optional loop detection. 

6. <Pu lledUnconditional, RequestWhenNeeded, N/A, Rel ease OnCha nge, 
Use Immediate> 

This is downstream-on-demand label distribu t ion with 
independent con t r o l and conservative label r eten t i on mode, 
without loop detection. 
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7. <PulledUn conditional, RequestWh enNeeded, N/A, ReleaseOnCha nge, 
UseifLoopNotDetected> 

This is downstream-on-demand label distribu t ion with 
independent con trol and conservative label retention mode, wi th 
loop detection. 

5.2.2. Schemes f or LSRs that do not Support Labe l Me r g i ng 

Suppose that Rl, R2, R3, and R4 are ATM swi t ches wh ich do not support 
label merging, but are being used as LSRs. Suppose fur t her that t he 
13 hop-by-hop path for address prefix Xis <Rl, R2, R3, R4>, and t h at 
packets destined for X can enter the networ k a t any of t he se LSRs . 
Sin ce there is no multipoin t-to-point capability, the LSPs must be 
realized as point-to-point VCs, which means that t here need s t o be 
three such VCs for address prefix X: <Rl, R2 , R3, R4>, <R2, R3, R4>, 
and <R3, R4>. 

The r efore, if Rl a nd R2 are MPLS peer s, and either is an LSR whi c h is 
implemented using conventional ATM switching hardware (i.e., no cell 
interleave suppressio n), or is otherwis e i n capable o f p e rfo rming 
label merging, the MPLS scheme in use between Rl and R2 must b e one 
o f the f o l l owi ng: 

1. <Pu lledCo nditional, RequestOnRequest, RequestRet ry , 
ReleaseOnChan ge, *> 

This is downstream-on -demand label distribution with o r dered 
control (initiate d by the ingre s s ), con s e rvative labe l 
r etention mode, and optional loop detection . 

The use of t h e Requ estOnRequest procedu re will cause R4 t o 
distribute t h r ee labe l s for X to R3; R3 will distribute 2 
l abel s f o r X to R2 , a nd R2 wil l d i st ribute one l ab e l f o r X to 
Rl. 

2. <Pu lledUn c onditional, RequestOnReques t , N/ A, Relea seOnChange, 
Use Immediate> 

This i s d o wnstr e am- on- demand l abe l di s tribu t i o n with 
i ndependent con trol and c on servative label r etention mo de, 
without l oop detec tion. 

Rosen , et a l. Standard s Tr ack [Page 5 6] 

ARISTA NETWORKS, INC. EXHIBIT 1008
Arista Networks, Inc. v. Corrigent Corporation, IPR2023-00839, Page 56



RFC 3031 MPLS Ar ch itect ure J anu ary 2001 

3. <PulledUn conditional, RequestOnReques t , N/A, ReleaseOnChange, 
UseifLoopNotDetected> 

This is downstream-on-demand label distribution with 
independent con trol and conservative label retention mode, wi th 
loop detection. 

5.2.3. I nter oper ability Cons i der at i ons 

It is easy to see that certain qu intuples do NOT yield viable MPLS 
schemes. For example: 

<PulledUnconditional, RequestNever, *, *, *> 
<PulledConditional, RequestNever, *, *, *> 

In these MPLS schemes, t h e down stream LSR Rd distributes label 
bindings to upstream LSR Ru only upon request from Ru, but Ru 
never makes any such requests. Obviously, t hese schemes a re 
not viable, since they will not result in the prop e r 
distribution of label bindings. 

<* , RequestNever, * , * , ReleaseOnChange> 

In t hese MPLS schemes, Rd r e leases bindings when i t isn ' t using 
them, but it never asks for them again, even if i t later has a 
need for them. These s chemes thu s do not ensure that label 
b indings get p rope rl y distributed. 

In this s e ction, we spe cify rules to pre vent a pair o f labe l 
distribution peers from adoptin g procedures which lead t o infeasibl e 
MPLS Schemes. These rules requ ire ei t her the exchange o f information 
between labe l dist r ibution pee r s during the initializatio n of the 
labe l distribution adjace ncy, or a prio ri knowle dge of t he 
info rmati o n (obtained t hroug h a mean s outs ide t he s c ope o f t hi s 
d ocume nt). 

1. Ea ch must state whether i t supports label merging. 

2. If Rd d oes no t s upport l abel merging, Rd mus t c hoos e ei ther the 
Pulle d Un condi t i o na l pro c edur e o r t he Pulle d Co nd i t i onal 
procedure. If Rd chooses PulledCondi t ional, Ru is forced to 
use the RequestRetr y p rocedure. 

That i s , if t he downs t r e am LSR does n ot s uppo r t label merging, 
its prefer ences take priority when t h e MPLS scheme is chosen. 
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3. If Ru does not support label merging, but Rd does, Ru must 
choose either the RequestRetry or RequestNoRetry procedure. 
This forces Rd to use the PulledConditional or 
PulledUnConditional procedure respectively. 

That is, if only one of the LSRs doesn't support label merging, 
its preferences take priority when the MPLS scheme is chosen. 

4. If both Ru and Rd both support label merging, then the choice 
between liberal and conservative label retention mode belongs 
to Ru. That is, Ru gets to choose ei t her to use 
RequestWhenNeeded/ReleaseOnChange (conservative) , or to use 
RequestNever/NoReleaseOnChange (liberal). However, the choice 
of "push" vs. "pull" and "conditional" vs. "unconditional" 
belongs to Rd. If Ru chooses liberal label reten t ion mode, Rd 
can choose either PushUnconditional or PushConditional. If Ru 
chooses conservative label retention mode, Rd can choose 
PushConditional, PulledConditional, or PulledUnconditional. 

These choices together determine the MPLS scheme in use. 

6. Security Considerations 

Some routers may implement security procedures which depend on the 
network layer header being in a fixed place relative to the data link 
layer header. The MPLS generic encapsulation inserts a shim between 
the data l ink laye r header and the network l ayer heade r . This may 
cause any such security procedures to fail. 

An MPLS label has its meaning by virtue of an agreement between the 
LSR that puts the label in the label stack (the "label writer"), and 
the LSR that interprets that label (the "label reader"). If labeled 
packets are accepted from untrusted sources, or if a particular 
i ncoming labe l is accepted f r om an LSR to which that labe l has not 
been distributed, then packets may be routed in an illegitimate 
manner. 

7. Intellectual Property 
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rights. 
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