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grants to the person(s) having title to this patent the right to exclude others from making,
using, offering for sale, or selling the invention throughout the United States of America or
importing the invention into the United States of America, and if the invention is a process,
of the right to exclude others from using, offering for sale or selling throughout the United
States of America, products made by that process, for the term set forth in 35 u.s.c. 154(a)(2)
or (¢)(1), subject to the payment of maintenance fees as provided by 35 u.s.c. 41(b). See the

Maintenance Fee Notice on the inside of the cover.

O W

Performing the Functions and Duties of the Under Secretary of Commerce for Intellectual Property and

Director of the United States gﬁ@fﬁﬁﬂﬁf’aﬁ?&%ﬁ‘@&%&? UAB
IPR2023-00840, EX. 1002
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ARTIFACT SHEET

Enter artifact number below. Artifact number is application number +
artifact type code (see list below) + sequential letter (A, B, C ...). The first
artifact folder for an artifact type receives the letter A, the second B, etc..
Examples: 59123456PA, 59123456PB, 59123456ZA, 591234567B

17018333ZA

Indicate quantity of a single type of artifact received but not scanned. Create
individual artifact folder/box and artifact number for each Artifact Type.

CD(s) containing;:
computer program listing
Doc Code: Artifact Artifact Type Code: P
pages of specification
and/or sequence listing
and/or table Artifact Type Code: S
Doc Code: Artifact

content unspecified or combined
Doc Code: Artifact Artifact Type Code: U

voluntary electronic submission
Doc Code: Artifact

Artifact Type Code: T

Stapled Set(s) Color Documents or B/W Photographs
Doc Code: Artifact  Artifact Type Code: C

Microfilm(s)
Doc Code: Artifact  Artifact Type Code: F

Video tape(s)
Doc Code: Artifact  Artifact Type Code: V

Model(s)
Doc Code: Artifact  Artifact Type Code: M

Bound Document(s)
Doc Code: Artifact  Artifact Type Code: B

Confidential Information Disclosure Statement or Other Documents
marked Proprietary, Trade Secrets, Subject to Protective Order,

Material Submitted under MPEP 724.02, etc.
Doc Code: Artifact  Artifact Type Code X

1 Other, description:. PATENT GRANT
Doc Code: Artifact  Artifact Type Code: Z

August 31, 2016

Bright Data Ltd. v. Oxylabs, UAB
IPR2023-00840, EX. 1002
30f135



UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.0.Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NO. ISSUE DATE PATENT NO. ATTORNEY DOCKET NO. CONFIRMATION NO.
17/018,333 03/30/2021 10965770 13041.002US1 4806
169623 7590 03/10/2021

metacluster 1t, UAB

Attn: Dr. Jurate Breimelyte, L.I..M.
A. Gostauto g. 40A

Vilnius, LT-03163

LITHUANIA

ISSUE NOTIFICATION

The projected patent number and issue date are specified above.

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment is O day(s). Any patent to issue from the above-identified application will include
an indication of the adjustment on the front page.

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information
Retrieval (PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office
of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments
should be directed to the Application Assistance Unit (AAU) of the Office of Data Management (ODM) at
(571)-272-4200.

APPLICANT(s) (Please see PAIR WEB site http://pair.uspto.gov for additional applicants):

Eivydas Vilcinskas, Siauliai, LITHUANIA;
metacluster 1t, UAB, Vilnius, LITHUANIA;
Martynas Juravicius, N. Utos eldership, LITHUANIA;
Giedrius Stalioraitis, Vilnius, LITHUANIA;

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location
for business investment, innovation, and commercialization of new technologies. The USA offers tremendous
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation
works to encourage and facilitate business investment. To learn more about why the USA is the best country in
the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov.

IR103 (Rev. 10/09)

Bright Data Ltd. v. Oxylabs, UAB
IPR2023-00840, EX. 1002
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Doc Code: MFEE.C.AD

Document Description: Maintenance Fee Address Change

PTO/SB/47-EFS

FEE ADDRESS INDICATION FORM

Application Number

17018333

Art Unit

2446

Filing Date

11-Sep-2020

Examiner Name

GIL LEE

First Name Inventor

Eivydas Vilcinskas

Attorney Doc. Number

13041.002US1

INSTRUCTIONS: In order for the fee address identified on this form to be effective, the issue fee must have been paid for the application
listed on this form. Only an address represented by a customer number can be established as the fee address for maintenance fee
purposes (hereafter, fee address). A fee address should be established when correspondence related to maintenance fees should be
mailed to a different address than the correspondence address for the application. For more information on customer numbers, see the
Manual of Patent Examining Procedure (MPEP) § 403.

Please recognize as the Fee Address under the provisions of 37 CFR 1.363 the address associated with:

Customer Number:

169623
metacluster It, UAB

Attn: Dr. Jurate Breimelyte, LL.M.

A. Gostauto g. 40A

Vilnius LT-03163
LITHUANIA
37067240903

docketing@fisherbroyles.com

Signature:

I certify, in accordance with 37 CFR 1.4(d)(4) that | am an attorney or agent registered to practice before the Patent and Trademark Office who
has filed and has been granted power of attorney in this application.

Signature

/Keats A. Quinalty/

Date

02-24-2021

Name

Keats Quinalty

Registration Number 46426

Bright Data Ltd. v. Oxylabs, UAB
IPR2023-00840, EX. 1002
50f 135




Electronic Patent Application Fee Transmittal

Application Number:

17018333

Filing Date:

11-Sep-2020

Title of Invention:

DYNAMIC OPTIMIZATION OF REQUEST PARAMETERS FOR PROXY SERVER

First Named Inventor/Applicant Name:

Eivydas Vilcinskas

Filer:

Keats Quinalty/Kristen Lemme

Attorney Docket Number:

13041.002US1

Filed as Large Entity

Filing Fees for Utility under 35 USC 111(a)

Description Fee Code Quantity Amount Sull)j-s'l'g(tsa\)l in
Basic Filing:
UTILITY APPL ISSUE FEE 1501 1 1200 1200
PUBL. FEE- EARLY, VOLUNTARY, OR NORMAL 1504 1 0 0
Pages:
Claims:

Miscellaneous-Filing:

Petition:

Patent-Appeals-and-Interference:

Bright Data Ltd. v. Oxylabs, UAB
IPR2023-00840, EX. 1002
6 of 135




Description Fee Code Quantity Amount Sull)j-s'l'g(tsa\)l in
Post-Allowance-and-Post-Issuance:
Extension-of-Time:
Miscellaneous:
Total in USD ($) 1200

Bright Data Ltd. v. Oxylabs, UAB
IPR2023-00840, EX. 1002
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Electronic Acknowledgement Receipt

EFS ID: 42015167
Application Number: 17018333
International Application Number:
Confirmation Number: 4806

Title of Invention:

DYNAMIC OPTIMIZATION OF REQUEST PARAMETERS FOR PROXY SERVER

First Named Inventor/Applicant Name:

Eivydas Vilcinskas

Customer Number:

39564

Filer:

Keats Quinalty/Kristen Lemme

Filer Authorized By:

Keats Quinalty

Attorney Docket Number:

13041.002US1

Receipt Date: 24-FEB-2021
Filing Date: 11-SEP-2020
Time Stamp: 20:59:01

Application Type:

Utility under 35 USC 111{(a)

Payment information:

Submitted with Payment yes

Payment Type EFT

Payment was successfully received in RAM $1200

RAM confirmation Number E20212NK58562751
Deposit Account 506974

Authorized User

Kristen Lemme

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

37 CFR 1.20 {Post Issuance fees)
37 CFR 1.21 {Miscellaneous fees and charges)

Bright Data Ltd. v. Oxylabs, UAB

[PR2023-00840, EX. 1002
8 of 135




File Listing:

Document .. . File Size(Bytes)/ Multi Pages
Document Description File Name . . .
Number Message Digest | Part/.zip| (ifappl.)
46314
1 Issue Fee Payment (PTO-85B) Web85b.pdf no 2
2e2a096a9818ecfbf0aad97523108522absf]
9a%
Warnings:
Information:
37067
5 Change of Address web85correspocrj1fdenceaddress. o 1
p 1456520cf151199e4639bf4009acde6df6e)
cd87
Warnings:
Information:
32851
3 Maintenance Fee Address Change web85feeaddress.pdf no 1
477529ede8180fe6e19c646378c8dd5b720)
Warnings:
Information:
32054
4 Fee Worksheet (SB06) fee-info.pdf no 2
5125e03188d2115fe660ea36b2ed259f0b7|
903a
Warnings:
Information:
Total Files Size (in bytes): 148286

Bright Data Ltd. v. Oxylabs, UAB
IPR2023-00840, EX. 1002
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810}, a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.

Bright Data Ltd. v. Oxylabs, UAB
IPR2023-00840, EX. 1002
10 of 135




Doc Code: IFEE

Document Description: Issue Fee Payment (PTO-85B)

PTOL/85B-EFS

Issue Fee Transmittal Form

Application Number Filing Date First Named Inventor Atty. Docket No. Confirmation No.

17018333 11-Sep-2020 Eivydas Vilcinskas 13041.002US1 4806

TITLE OF INVENTION :

DYNAMIC OPTIMIZATION OF REQUEST PARAMETERS FOR PROXY SERVER

Entity Status Application Type Art Unit [Class - Subclass EXAMINER
Regular Undiscounted Utility under 35 USC 111(a) [2446 218000 GIL LEE
Issue Fee Due Publication Due Total Fee(s) Due Date Due Prev. Paid Fee
$1200 $0 $1200 12-Apr-2021 $0

1.Change of Correspondence Address and/or Indication Of Fee Address (37 CFR 1.33 & 1.363)

Current Correspondence Address:

39564
FisherBroyles, LLP - MAIN CN

885 Woodstock Rd, Ste. 430-383
Roswell GA 30075

UNITED STATES
6787431125

Current Indicated Fee Address:

r‘lnrl{nfing@fichnrhrnylnc com

< Change of correspondence address requested, system
generated AIA/122-EFS form attached

< Fee Address indication requested, system generated SB/47-EFS
form attached

2.Entity Status

Change in Entity Status

Applicant certifying micro entity status; system generated Micro Entity certification form attached. See 37 CFR 1.29.
Note: Absent a valid certification of micro entity status, issue fee payment in the micro entity amount will not be accepted at the risk of application abandonment.
O If this box is checked, you will be prompted to choose a micro entity status on the gross income basis (37 CFR 1.29(a)) or the institution of higher education basis

(37 CFR 1.29(d)), and make the applicable certification online.

O Applicant asserting small entity status. See 37 CFR 1.27.

Note: If the application was previously under micro entity status, checking this box will be taken to be a notification of loss of entitlement to micro entity status.

® Applicant changing to regular undiscounted fee status.
Note: Checking this box will be taken to be a notification of loss of entitlement to small or micro entity status, as applicable.

WEB IFEE 1.0

Bright Data Ltd. v. Oxylabs, UAB
IPR2023-00840, EX. 1002
11 0f 135



Doc Code: IFEE PTOL/85B-EFS

Document Description: Issue Fee Payment (PTO-85B)

3.The Following Fee(s) Are Submitted:

[ | authorize USPTO to apply my previously paid issue fee to the

Issue Fee
IZ current fees due

The Director is hereby authorized to apply my previously paid
[ ] Publication Fee [] issue fee to the current fee due and to charge deficient fees to
Deposit Account Number

If in addition to the payment of the issue fee amount submitted
with this form, there are any discrepancies in any amount(s) due,
the Director is authorized to charge any def%%g% or credit any
overpayment, to Deposit Account Number

X The issue fee must be submitted with this form. If payment of
the issue fee does not accompany this form, checking this box
and providing a deposit account number will NOT be
effective to satisfy full payment of the fee(s) due.

[] Advance Order - # of copies

4.Firm and/or Attorney Names To Be Printed

NOTE: If no name is listed, no name will be printed
For printing on the patent front page, list to be displayed as entered

1. FISHERBROYLES LLP

2. KEATS A. QUINALTY

5.Assignee Name(s) and Residence Data To Be Printed

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.

Name City State Country Category

metacluster It, UAB Vilnius lithuania corporation

6.Signature

| certify, in accordance with 37 CFR 1.4(d)(4) that | am an attorney or agent registered to practice before the Patent and Trademark Office who has filed and has been granted
power of attorney in this application. | also certify that this Fee(s) Transmittal form is being transmitted to the USPTO via EFS-WEB on the date indicated below.

Signature /Keats A. Quinalty/ Date 02-24-2021

Name Keats Quinalty Registration Number | 46426

Bright Data Ltd. v. Oxylabs, UAB
WEB IFEE 1.0 IPR2023-00840, EX. 1002
12 of 135



Doc Code: CAD

Document Description: Change of Address

AlIA/122-EFS

CHANGE OF CORRESPONDENCE ADDRESS

Application
Application Number Art Unit
17018333 2446
Filing Date Examiner Name
11-Sep-2020 GIL LEE

First Name Inventor

Eivydas Vilcinskas

Attorney Doc. Number

13041.002US1

Please change the correspondence address for the above-identified patent application to:

The address associated with Customer Number:

X

169623

metacluster It, UAB

Attn: Dr. Jurate Breimelyte, LL.M.
A. Gostauto g. 40A

Vilnius LT-03163

LITHUANIA

37067240903
docketing@fisherbroyles.com

OR

[] Firm orIndividual Name:

Address

City

State

Postal Code

Country

Telephone

Email

Signature:

I certify, in accordance with 37 CFR 1.4(d)(4) that | am an attorney or agent registered to practice before the Patent and Trademark Office who
has filed and has been granted power of attorney in this application.

Signature /Keats A. Quinalty/ Date 02-24-2021
Name Keats Quinalty Registration Number 46426
WEBCAD 1.0

Bright Data Ltd. v. Oxylabs, UAB
IPR2023-00840, EX. 1002
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Inventor: Eivydas Vilcinskas Confirmation No.: 4806
Application No.:  17/018,333 Art Unit: 2446
Filed: 2020-09-11 Examiner: Gil H. LEE

DYNAMIC OPTIMIZATION OF REQUEST PARAMETERS FOR PROXY
For: SERVER

Mail Stop Issue Fee
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

COMMENTS ON STATEMENT OF REASONS FOR ALLOWANCE

Sir:

Applicant acknowledges the Examiner's stated reasons for allowance, but Applicant does
not concede or admit that the Examiner's stated reasons are accurate or apply to all the claims,

nor that the stated reasons are the only reasons for allowability of the claims.

Respectfully submitted,

LA

February 24, 2021 Keats A. Quinalty

Date Registration No. 46,426
Customer No. 39564

FISHERBROYLES, LLP

945 East Paces Road NE, Suite 2000

Atlanta, Georgia 30328, United States of America
Email: keats.quinalty @fisherbroyles.com

Docket No.: 13041.002US1

CERTIFICATE OF TRANSMISSION

I hereby certify that this correspondence, including any items indicated as attached or included, is being transmitted via electronic
transmission via EFS-Web on the date indicated below.

Name of Person Signing Kristen Lemme
Signature /Kristen Lemme/ Date February 24, 2021

Bright Data Ltd. v. Oxylabs, UAB
IPR2023-00840, EX. 1002
14 of 135



Electronic Acknowledgement Receipt

EFS ID: 42016163
Application Number: 17018333
International Application Number:
Confirmation Number: 4806

Title of Invention:

DYNAMIC OPTIMIZATION OF REQUEST PARAMETERS FOR PROXY SERVER

First Named Inventor/Applicant Name:

Eivydas Vilcinskas

Customer Number:

169623

Filer:

Keats Quinalty/Kristen Lemme

Filer Authorized By:

Keats Quinalty

Attorney Docket Number:

13041.002US1

Receipt Date: 24-FEB-2021
Filing Date: 11-SEP-2020
Time Stamp: 20:59:57

Application Type:

Utility under 35 USC 111{(a)

Payment information:

Submitted with Payment no
File Listing:
Document s . . File Size(Bytes Multi Pages
Document Description File Name ( y i . . 9
Number Message Digest | Part/.zip| (ifappl.)
25871
. . 13041-002US1_CommentsStat
1 Miscellaneous Incoming Letter no 1
ementReasons.pdf
eOea7575a2ed14126bbbeddd 10900008d(]
143cdc
Warnings: Bright Data Ltd. v. Oxylabs, UAB

IPR2023-00840, EX. 1002
15 0of 135




Information:

Total Files Size (in bytes): 25871

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810}, a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.

Bright Data Ltd. v. Oxylabs, UAB
IPR2023-00840, EX. 1002
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.UsSpto.gov

NOTICE OF ALLOWANCE AND FEE(S) DUE

| EXAMINER |
39564 7590 01/12/2021
FisherBroyles, LLP - MAIN CN LEE, GILH
945 East Paces Ferry Road NE
Suite 2000 | ART UNIT PAPER NUMBER |
Atlanta, GA 30326 2446
DATE MAILED: 01/12/2021
APPLICATION NO, FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. |  CONFIRMATION NO.
17/018,333 09/11/2020 Eivydas Vilcinskas 13041.002US1 4806

TITLE OF INVENTION: DYNAMIC OPTIMIZATION OF REQUEST PARAMETERS FOR PROXY SERVER

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

nonprovisional UNDISCOUNTED $1200 $0.00 $0.00 $1200 04/12/2021

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE MAILING
DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS STATUTORY PERIOD
CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES NOT REFLECT A CREDIT
FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS PREVIOUSLY BEEN PAID IN
THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM WILL BE CONSIDERED A REQUEST
TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW DUE.

HOW TO REPLY TO THIS NOTICE:

I. Review the ENTITY STATUS shown above. If the ENTITY STATUS is shown as SMALL or MICRO, verify whether entitlement to that
entity status still applies.

If the ENTITY STATUS is the same as shown above, pay the TOTAL FEE(S) DUE shown above.

If the ENTITY STATUS is changed from that shown above, on PART B - FEE(S) TRANSMITTAL, complete section number 5 titled
"Change in Entity Status (from status indicated above)".

For purposes of this notice, small entity fees are 1/2 the amount of undiscounted fees, and micro entity fees are 1/2 the amount of small entity
fees.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing
the paper as an equivalent of Part B.

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to Mail
Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Maintenance fees are due in utility patents issuing on applications filed on or after Dec. 12, 1980.
It is patentee's responsibility to ensure timely payment of maintenance fees when due. More information is available at
www.uspto.gov/PatentMaintenanceFees.

Page 1 of 3 Bright Data Ltd. v. Oxylabs, UAB
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PART B - FEE(S) TRANSMITTAL
Complete and send this form, together with applicable fee(s), by mail or fax, or via EFS-Web.

By mail, send to: Mail Stop ISSUE FEE By fax, send to:  (571)-273-2885
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where appropriate. All
further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as indicated unless corrected
below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for maintenance fee notifications.

Note: A certificate of mailing can only be used for domestic mailings of the
Fee(s) Transmittal. This certificate cannot be used for any other accompanying
papers. Each additional paper, such as an assignment or formal drawing, must
have its own certificate of mailing or transmission.

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address)

39564 7590 01/12/2021 Certificate of Mailing or Transmission

FiShCI’BI’O}’lCS LLP - MAIN CN I hereby certify that this Fee(s) Transmittal is being deposited with the United
i States Postal Service with sufficient postage for first class mail in an envelope
945 East Paces Ferry Road NE addressed to the Mail Stop ISSUE FEE address above, or being transmitted to
Suite 2000 the USPTO via EFS-Web or by facsimile to (571) 273-2885, on the date below.
Atlanta GA 30326 (Typed or printed name)
(Signature)
(Date)
| APPLICATION NO. | FILING DATE | FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. | CONFIRMATION NO. |

17/018,333 09/11/2020 Eivydas Vilcinskas 13041.002US1 4806

TITLE OF INVENTION: DYNAMIC OPTIMIZATION OF REQUEST PARAMETERS FOR PROXY SERVER

| APPLN. TYPE | ENTITY STATUS | ISSUE FEE DUE | PUBLICATION FEE DUE | PREV. PAID ISSUE FEE | TOTAL FEE(S) DUE | DATE DUE |
nonprovisional UNDISCOUNTED $1200 $0.00 $0.00 $1200 04/12/2021
| EXAMINER | ART UNIT | CLASS-SUBCLASS |
LEE, GILH 2446 709-218000
1. Change of correspondence address or indication of "Fee Address” (37 2. For printing on the patent front page, list
CFR 1.363). (1) The names of up to 3 registered patent attorneys

or agents OR, alternatively, 1
(2) The name of a single firm (having as a member a
registered attorney or agent) and the names of up to 2
2 registered patent attorneys or agents. If no name is
listed, no name will be printed.

M| Change of correspondence address (or Change of Correspondence
Address form PTO/SB/122) attached.

(] "Fee Address” indication (or "Fee Address" Indication form PTO/
SB/47; Rev 03-09 or more recent) attached. Use of a Customer
Number is required.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document must have been previously
recorded, or filed for recordation, as set forth in 37 CFR 3.11 and 37 CFR 3.81(a). Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : (] Individuat [ Corporation or other private group entity (] Government

4a. Fees submitted: [ Missue Fee [Jpublication Fee (if required) [_JAdvance Order - # of Copies
4b. Method of Payment: (Please first reapply any previously paid fee shown above)

(] Electronic Payment via EFS-Web (] Enclosed check (L] Non-electronic payment by credit card (Attach form PTO-2038)

(] The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any overpayment to Deposit Account No.

5. Change in Entity Status (from status indicated above)

NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue
fee payment in the micro entity amount will not be accepted at the risk of application abandonment.
NOTE: If the application was previously under micro entity status, checking this box will be taken
to be a notification of loss of entitlement to micro entity status.

NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro
entity status, as applicable.

M| Applicant certifying micro entity status. See 37 CFR 1.29
M| Applicant asserting small entity status. See 37 CFR 1.27

M| Applicant changing to regular undiscounted fee status.

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications.

Authorized Signature Date
Typed or printed name Registration No.
Page 2 of 3 Bright Data Ltd. v. Oxylabs, UAB
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.UsSpto.gov

| APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. |  CONFIRMATION NO. |
17/018,333 09/11/2020 Eivydas Vilcinskas 13041.002US1 4806
| EXAMINER |
39564 7590 01/12/2021
FisherBroyles, LLP - MAIN CN LEE, GILH
945 East Paces Ferry Road NE
Suite 2000 | ART UNIT PAPER NUMBER |
Atlanta, GA 30326 2446

DATE MAILED: 01/12/2021

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(Applications filed on or after May 29, 2000)

The Office has discontinued providing a Patent Term Adjustment (PTA) calculation with the Notice of Allowance.

Section 1(h)(2) of the AIA Technical Corrections Act amended 35 U.S.C. 154(b)(3)(B)(i) to eliminate the requirement
that the Office provide a patent term adjustment determination with the notice of allowance. See Revisions to Patent
Term Adjustment, 78 Fed. Reg. 19416, 19417 (Apr. 1, 2013). Therefore, the Office is no longer providing an initial
patent term adjustment determination with the notice of allowance. The Office will continue to provide a patent term
adjustment determination with the Issue Notification Letter that is mailed to applicant approximately three weeks prior
to the issue date of the patent, and will include the patent term adjustment on the patent. Any request for reconsideration
of the patent term adjustment determination (or reinstatement of patent term adjustment) should follow the process
outlined in 37 CFR 1.705.

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.

Page 3 of 3 Bright Data Ltd. v. Oxylabs, UAB
IPR2023-00840, EX. 1002
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OMB Clearance and PRA Burden Statement for PTOL-85 Part B

The Paperwork Reduction Act (PRA) of 1995 requires Federal agencies to obtain Office of Management and Budget
approval before requesting most types of information from the public. When OMB approves an agency request to
collect information from the public, OMB (i) provides a valid OMB Control Number and expiration date for the
agency to display on the instrument that will be used to collect the information and (ii) requires the agency to inform
the public about the OMB Control Number’s legal significance in accordance with 5 CFR 1320.5(b).

The information collected by PTOL-85 Part B is required by 37 CFR 1.311. The information is required to obtain
or retain a benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is
governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 30 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon
the individual case. Any comments on the amount of time you require to complete this form and/or suggestions
for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office,
U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
Virginia 22313-1450. Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection
of information unless it displays a valid OMB control number.

Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the requirements
of the Act, please be advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)
(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information
is used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent
application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark Office may not
be able to process and/or examine your submission, which may result in termination of proceedings or abandonment
of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records may
be disclosed to the Department of Justice to determine whether disclosure of these records is required by the
Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of
settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting
a request involving an individual, to whom the record pertains, when the individual has requested assistance
from the Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having
need for the information in order to perform a contract. Recipients of information shall be required to comply
with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

7. Arecord from this system of records may be disclosed, as a routine use, to the Administrator, General Services,
or his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility
to recommend improvements in records management practices and programs, under authority of 44 U.S.C.
2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection
of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall
not be used to make determinations about individuals.

8. Arecord from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed
in an application which became abandoned or in which the proceedings were terminated and which application
is referenced by e%ther a published application, an application open Fo pubéircl; iht%sg)ect'? 1 0r & )g/ Igsbsgeijlp%atent.

9. A record from this system of records may be disclosed, as a routine use, % ﬁ;ﬁa (J@ Giex Orplpcal law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law 20 st gsgation.



Application No. Applicant(s)
; . 17/018,333 Vilcinskas et al.
Notice of Allowability Examiner ArtUnit | AlA (FITF) Status
GILH LEE 2446 Yes

-- The MAILING DATE of this communication appears on the cover sheet with the corresponderice address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1.4} This communication is responsive to Examiner's Amendment attached and the interview on 12/31/2020.
[J A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on .

2.[J An election was made by the applicant in response to a restriction requirement set forth during the interview on ; the
restriction requirement and election have been incorporated into this action.

3. The allowed claim(s) is/are 1-26 . As a result of the allowed claim(s), you may be eligible to benefit from the Patent Prosecution
Highway program at a participating intellectual property office for the corresponding application. For more information, please see
http://www._uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov.

4[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:
a) LJAll by (JSome  *c) [J None of the:
1. [ Certified copies of the priority documents have been received.
2. [ Certified copies of the priority documents have been received in Application No.
3. [J Copies of the certified copies of the priority documents have been received in this national stage application from the
International Bureau (PCT Rule 17.2(a)).

* Certified copies not received:

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5. CORRECTED DRAWINGS (as "replacement sheets") must be submitted.

0 including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper No./Mail Date .

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of each
sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6..J DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)

1.0 Notice of References Cited (PTO-892) 5. ¥} Examiner's Amendment/Comment

2.[J Information Disclosure Statements (PTO/SB/08), 6. ¥} Examiner's Statement of Reasons for Allowance
Paper No./Mail Date .

3.0 Examiner's Comment Regarding Requirement for Deposit 7. J Other .

of Biological Material
4.(¥) Interview Summary (PTO-413),
Paper No./Mail Date. 20201231.

/GIL H. LEE/
Primary Patent Examiner, Art Unit 2446

U.S. Patent and Trademark Office i
PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 20201231
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Application/Control Number: 17/018,333 Page 2
Art Unit: 2446

DETAILED ACTION
This Office action is in response to Amendment filed on 12/28/2020. Claims 1-26 were

pending with claims 1-3, 6-8, 10, 11, 13-22, and 24-26 amended. Claims 1-26 are allowed.

Notice of Pre-AIA or AIA Status
The present application, filed on or after March 16, 2013, is being examined under the first

inventor to file provisions of the AIA.

EXAMINER’S AMENDMENT
An examiner’s amendment to the record appears below. Should the changes and/or additions
be unacceptable to applicant, an amendment may be filed as provided by 37 CFR 1.312. To
ensure consideration of such an amendment, it MUST be submitted no later than the payment of

the issue fee.

Authorization for this examiner’s amendment was given in a telephonic interview with Keats
A. Quinality (Reg. Num: 46426) on 12/31/2020.

The application has been amended as follows:

LISTING OF CLAIMS

18. (Currently Amended) The system of claim 16, wherein the request optimizer utilizes the

same Prexy proxy for an unlimited number of requests received from the same user device.

Bright Data Ltd. v. Oxylabs, UAB
IPR2023-00840, EX. 1002
22 of 135



Application/Control Number: 17/018,333 Page 3
Art Unit: 2446

REASONS FOR ALLOWANCE

The following is an examiner’s statement of reasons for allowance:

The prior art of record fails to teach neither singly nor in combination, the claimed
limitations of “comparing parameters of a vequest received from a nser device with a list of
scraping strategios; sclecting, from the list of scraping strategies, a scraping strategy
corresponding to the parameters of the request; wentifying discrepancies between the request and
the scraping strategy; adisting  the parameters of the reguest according {o the scraping strategy
to form an adjusted request; sending the adjusied request to o target through a proxy selecied
according to the scraping strategy” as stated in claim 1 (and similarly in claims 16 and 19).
These limitations, in conjunction with other limitations in the independent claim, are not
specifically disclosed or remotely suggested in the prior art of record. A review of claims 1-26
indicated that claims 1-26 are allowable over the prior art of record.

Any comments considered necessary by applicant must be submitted no later than the
payment of the issue fee and, to avoid processing delays, should preferably accompany the issue
fee. Such submissions should be clearly labeled “Comments on Statement of Reasons for
Allowance.”

Any inquiry concerning this communication or earlier communications from the examiner
should be directed to GIL H. LEE whose telephone number is 571-272-3408. The examiner can
normally be reached on Mon-Fri: 9am-6pm EST.

Examiner interviews are available via telephone, in-person, and video conferencing using a
USPTO supplied web-based collaboration tool. To schedule an interview, applicant is
encouraged to use the USPTO Automated Interview Request (AIR) at

http//www.uspto.gov/interviewpractice.

Bright Data Ltd. v. Oxylabs, UAB
IPR2023-00840, EX. 1002
23 of 135



Application/Control Number: 17/018,333 Page 4
Art Unit: 2446

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s supervisor,
Brian J. Gillis canbe reached on 571-272-7952. The fax phone number for the organization
where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the Patent
Application Information Retrieval (PAIR) system. Status information for published applications
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished
applications is available through Private PAIR only. For more information about the PAIR
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would
like assistance from a USPTO Customer Service Representative or access to the automated

information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/GIL H. LEE/
Primary Patent Examiner, Art Unit 2446

Bright Data Ltd. v. Oxylabs, UAB
IPR2023-00840, EX. 1002
24 of 135



Application No. Applicant(s)

17/018,333 Vilcinskas et al.
. s . i A AlA (First Inventor P
Examiner-Initiated Interview Summary g’l‘f': et AT o Fo) Statue age
2446 | Yes 1of1

GIL H LEE Primary Examiner Telephonic
Keats A. Quinality (Reg. Num: 46426) Attorney of Record

Date of Interview: 31 December 2020

Issues Discussed:

Objections

A telephonic interview was conducted with Applicant's representative to discuss amending claim 18 to
resolve an outstanding objection.

Applicant's representative approved the changes to be entered by the attached Examiner's Amendment.

/GIL H. LEE/
Primary Patent Examiner, Art Unit 2446

Applicant is reminded that a complete written statement as to the substance of the interview must be made of record in
the application file. It is the applicants responsibility to provide the written statement, unless the interview was initiated
by the Examiner and the Examiner has indicated that a written summary will be provided. See MPEP 713.04

Please further see:

MPEP 713.04

Title 37 Code of Federal Regulations (CFR) § 1.133 Interviews, paragraph (b)

37 CFR § 1.2 Business to be transacted in writing

Applicant recordation instructions:lIt is not necessary for applicant to provide a separate record of the substance of interview.

Examiner recordation instructions: Examiners must summarize the substance of any interview of record. A complete
and proper recordation of the substance of an interview should include the items listed in MPEP 713.04 for complete
and proper recordation including the identification of the general thrust of each argument or issue discussed, a general
indication of any other pertinent matters discussed regarding patentability and the general results or outcome of the
interview, to include an indication as to whether or not agreement was reached on the issues raised.

U.S. Patent and Trademark Office

PTOL-413/413b (Rev. Oct. 2019) Interview Summary Bright Data Ltd. v. Oxylabs uR@per No. 20201231

IPR2023-00840, EX. 1002
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Application/Control No. Applicant(s)/Patent Under Reexamination
Search Nofes 17/018,333 Vilcinskas et al.
NURTRTARYATARN [

GIL H LEE 2446
CPC - Searched*
Symbol Date Examiner
H04L67/02,146,28 12/04/2020 GL
H04L67/02,146,28 12/31/2020 GL
CPC Combination Sets - Searched*
Symbol Date Examiner
US Classification - Searched*
Class Subclass Date Examiner

* See search history printout included with this form or the SEARCH NOTES box below to determine the scope of

the search.

Search Notes

Search Notes Date Examiner
Inventorship and assignee search in PE2E Search and PALM 12/04/2020 GL

Text search and Limited text/CPC search in PE2E Search 12/04/2020 GL
Inventorship and assignee search in PE2E Search and PALM 12/31/2020 GL
Updated search in PE2E Search 12/31/2020 GL

Text search and Limited text/CPC search in PE2E Search 12/31/2020 GL

NPL search in Inspec 12/31/2020 GL
Interference search in PE2E Search 12/31/2020 GL

/GIL H. LEE/

Primary Patent Examiner, Art Unit 2446

U.S. Patent and Trademark Office Bright Data Lo v. OXYIabS 8 ®aper No.. 20201231
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Application/Control No. Applicant(s)/Patent Under Reexamination
Search Noles 17/018,333 Vilcinskas et al.
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GIL H LEE 2446

Interference Search
US Class/CPC US Subclass/CPC Group Date Examiner
Symbol
HO4L 67/02,146,28 12/31/2020 GL
/GIL H. LEE/

Primary Patent Examiner, Art Unit 2446

U.S. Patent and Trademark Office
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Application/Control No. Applicant(s)/Patent Under Reexamination
Issue Classification |71 333 Vilcinskas et al.
H “‘ ““‘ Examiner Art Unit
GILH LEE 2446
CPC
Symbol Type Version
HO4L 28 F 2013-01-01
HO4L 02 | 204301201
HO4L 146 | 2013-01-01
CPC Combination Sets
Symbol Type Set Ranking Version
NONE
Total Claims Allowed:
(Assistant Examiner) (Date) 26
/GIL H. LEE/ 31 December 2020 ) ) N
Primary Patent Examiner, Art Unit 2446 O.G. Print Claim(s} | O.G. Print Figure
(Primary Examiner) (Date) 1 5
U.S. Patent and Trademark Office
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/ssue Classification

Application/Control No.

Applicant(s)/Patent Under Reexamination

17/018,333 Vilcinskas et al.
H “‘ ““‘ . i
GIL H LEE 2446

INTERNATIONAL CLASSIFICATION

CLAIMED

H04L29/08

NON-CLAIMED

US ORIGINAL CLASSIFICATION

CLASS

SUBCLASS

CROSS REFERENCES(S)

CLASS

SUBCLASS (ONE SUBCLASS PER BLOCK)

NONE

(Assistant Examiner)

Total Claims Allowed:

(Date) 26

/GIL H. LEE/
Primary Patent Examiner, Art Unit 2446

(Primary Examiner)

31 December 2020 O.G. Print Claim(s) | O.G. Print Figure

(Date) 1 5

U.S. Patent and Trademark Office
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/ssue Classification

Application/Control No.

Applicant(s)/Patent Under Reexamination

17/018,333 Vilcinskas et al.
Examiner Art Unit
GIL H LEE 2446

Claims renumbered in the same order as presented by applicant (J CPA (O T.D. ([ R.1.47

CLAIMS

Final |Original]Final |Original|Final [Original|Final [Original|Final [Original]Final |Original]Final |Original|Final |Original
1 1 10 10 19 19
2 2 11 11 20 20
3 3 12 12 21 21
4 4 13 13 22 22
5 5 14 14 23 23
6 6 15 15 24 24
7 7 16 16 25 25
8 8 17 17 26 26
9 9 18 18

NONE

(Assistant Examiner)

Total Claims Allowed:

(Date) 26

/GIL H. LEE/

31 December 2020
Primary Patent Examiner, Art Unit 2446

(Primary Examiner)

O.G. Print Claim(s} | O.G. Print Figure
(Date) 1 5
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L44
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policy scheme template
logic)) AND
(@rlad<="20200911"
@ad<="20200911")

((scrap$3 crawl$3
harvest$3) near3
(strategy policy scheme
template logic protocol))
near?7 (satisfy$3 match$3
agree$4 comply$3
compliance meet$3 met)
near7 (parameter URL
address header cookie
body) AND
(@rlad<="20200911"
@ad<="20200911")

(differen$3 discrepancy
disparity dissimilar$3)
near10 ((scrap$3 crawl$3
harvest$3) near3
(strategy policy scheme
template logic protocol
approach)) near10
(parameter URL address
header cookie body
((web$4 HTTP) adj2
request)) AND
(@rlad<="20200911"
@ad<="20200911")

(list$3 directory table
catalog$2 select$3
plurality multiple) nears
((web$3 HTTP) near3
(scrap$3 crawl$3
harvest$3) near3
(strategy policy scheme
template logic protocol
approach)) AND
(@rlad<="20200911"
@ad<="20200911")

(select$3 choos$3
forward$3 send$3
transmit$4) near7 (proxy
adj2 server) near7
(scrap$3 crawl$3
harvest$3) AND
(@rlad<="20200911"
@ad<="20200911")

((proxy adj2 rotat$3)
(request adj2 optimiz$5))
SAME (scrap$3 crawl$3
harvest$3) AND

US-PGPUB; USPAT

US-PGPUB; USPAT

US-PGPUB; USPAT

US-PGPUB; USPAT

US-PGPUB; USPAT

OR

OR

OR

OR

OR

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

2020/12/30
10:37 PM

2020/12/30
10:37 PM

2020/12/30
10:37 PM

2020/12/30
10:37 PM

2020/12/30
10:37 PM

Brign

Dadla L1d.

- OXylans, UAB

12/31/2020 12:25:12 AM
Workspace: 17018333
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L46

L47

L48

54

56

10

(@rlad<="20200911"
@ad<="20200911")

(adjust$4 optimiz$5
modif$7 alter$5 chang$3
revis$3 updat$3) nearb
((scrap$3 crawl$3
harvest$3) near2
(request)) AND
(@rlad<="20200911"
@ad<="20200911")

(adjust$4 optimiz$5
modif$7 alter$5 chang$3
revis$3 updat$3) nearb
((parameter URL address
header cookie body
metadata) near3
(request)) SAME (scrap$3
crawl$3 harvest$3) AND
(@rlad<="20200911"
@ad<="20200911")

(identify$3 analy$4
determin$3 compar$4
contrast$3 correlat$3)
near?7 (differen$3
discrepancy disparity
dissimilar$3) near7
((scrap$3 crawl$3
harvest$3) near3
(strategy policy scheme
rule formula template
logic protocol approach))
AND
(@rlad<="20200911"
@ad<="20200911")

US-PGPUB; USPAT

US-PGPUB; USPAT

US-PGPUB; USPAT

OR

OR

OR

ON

ON

ON

ON

ON

ON

2020/12/30
10:37 PM

2020/12/30
10:37 PM

2020/12/30
10:37 PM

PE2E SEARCH - Search History (Interference)

Ref #

Hits

Search Query

DBs

Default
Operator

Plurals

British
Equivalents

Time Stamp

N1

N2

N4

(data ADJ extraction ADJ
gathering).cim.

(scraping ADJ
strategies).clm.

(adjust$3 ADJ parameters
adj2 request).cim. AND
(H04L67/02,146,28).cpc.

US-PGPUB; USPAT

US-PGPUB; USPAT

US-PGPUB; USPAT

OR

OR

OR

ON

ON

ON

ON

ON

ON

2020/12/30
11:58 PM

2020/12/30
11:59 PM

2020/12/31
12:00 AM
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N5 0 (adjusted ADJ request US-PGPUB; USPAT OR ON ON 2020/12/31
adj2 target adj2 12:01 AM
proxy).clm.

N6 0 (analyz$3 ADJ metadata |[US-PGPUB; USPAT OR ON ON 2020/12/31
adj2 reply).clm. 12:23 AM

N7 0 (list ADJ scraping).clm. US-PGPUB; USPAT OR ON ON 2020/12/31

12:24 AM
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Search Strategy

Databases: Inspec®

Set#
S1

Searched for

((adjust$4 OR optimiz$5 OR modif$7 OR alter$3 OR
chang$3 OR compar$4) NEAR/5 (parameter OR URL OR
address OR header OR cookie OR body) NEAR/5 ((web$4
OR HTTP) NEAR/5 (scrap$3 OR crawl$3 OR harvest$3 OR
extract$3 OR pars$3)) NEAR/5 (request))

Results

10

S2

(((scrap$3 OR crawl$3 OR harvest$3) NEAR/3 (strategy OR
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NEAR/7 (satisfy$3 OR match$3 OR agree$4 OR comply$3
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Oo

S3
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NEAR/10 ((scrap$3 OR crawl$3 OR harvest$3) NEAR/3
(strategy OR policy OR scheme OR template OR logic OR
protocol OR approach)) NEAR/10 (parameter OR URL OR
address OR header OR cookie OR body OR ((web$4 OR
HTTP) NEAR/2 request)))

10°

S4

((list$3 OR directory OR table OR catalog$2 OR select$3 OR
plurality OR multiple) NEAR/5 ((web$3 OR HTTP) NEAR/3
(scrap$3 OR crawl$3 OR harvest$3) NEAR/3 (strategy OR
policy OR scheme OR template OR logic OR protocol OR
approach)))

11°

S5

(((proxy NEAR/2 rotat$3) OR (request NEAR/2 optimiz$5))
NEAR/10 (scrap$3 OR crawl$3 OR harvest$3))

10

S6

((select$3 OR choos$3 OR forward$3 OR send$3 OR
transmit$4) NEAR/7 (proxy NEAR/2 server) NEAR/7 (scrap$3
OR crawl$3 OR harvest$3))

Oo

S7

((adjust$4 OR optimiz$5 OR modif$7 OR alter$5 OR
chang$3 OR revis$3 OR updat$3) NEAR/5 ((parameter OR
URL OR address OR header OR cookie OR body OR
metadata) NEAR/3 (request)) NEAR/10 (scrap$3 OR crawl$3
OR harvest$3))

Oo

S8

((identify$3 OR analy$4 OR determin$3 OR compar$4 OR
contrast$3 OR correlat$3) NEAR/5 (differen$3 OR
discrepancy OR disparity OR dissimilar$3) NEAR/5 ((scrap$3
OR crawl$3 OR harvest$3) NEAR/3 (strategy OR policy OR
scheme OR rule OR formula OR template OR logic OR
protocol OR approach)))

60

° Duplicates are removed from the search and from the result count.
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SERVER
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Mail Stop Amendment
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

AMENDMENT RESPONSIVE TO EX PARTE QUAYLE ACTION

Dear Sirs:

In response to the Ex Parte Quayle Office Action dated December 9, 2020, please amend the

above-identified application as follows:

Amendments to the Claims begin on page 2 of this paper.

Remarks begin on page 8 of this paper.

Certificate of EFS-Web Transmission: I hereby certify that this correspondence is being transmitted via the U.S. Patent and Trademark Office
electronic filing system (EFS-Web) to the USPTO on December 28, 2020.

/Kristen Lemme/
Kristen Lemme
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LISTING OF CLAIMS

This listing of claims will replace all prior versions, and listings of claims in the application:

1. (Currently Amended) A method for data extraction and gathering from a web server
comprising:
comparing parameters of a request received from a user>s user device with a list of
scraping strategies;
selecting, from the list of scraping strategies, a scraping strategy corresponding to the
parameters of the request;
identifying discrepancies between the request and the scraping strategy;
adjusting the parameters of the request according to the scraping strategy to form an
adjusted request;
sending the adjusted request to a target through a proxy selected according to the scraping
Strategy;

receiving a reply from the target.

2. (Currently Amended) The method of claim 1, further comprising:

checking and analyzing the respense’s metadata of the reply received from the target.

3. (Currently Amended) The method of claim 2, further comprising:

forwarding the reply to the user’s user device pursuant to the analysis of the metadata.

2 Bright Data Ltd. v. Oxylabs, UAB
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4. (Original) The method of claim 1, wherein if the reply received from the target is
negative, the method repeats by adjusting the parameters of the request according to a different
scraping strategy from the list of scraping strategies to form a different adjusted request that is then

sent to the target.

5. (Original) The method of claim 4, wherein the method is repeated with alternative
scraping strategies selected from the list of scraping strategies until a positive response is obtained or

until a maximum number of attempts is reached.

6. (Currently Amended) The method of claim 1, wherein at least one of the parameters within
the following components of the request is adjusted:

a. URL address;

b. Headers headers;

c. Ceokies cookies;

d. Reguest request body.

7. (Currently Amended) The method of claim 1, wherein the proxy is selected by a Serviee

Providernfrastrueture service provider infrastructure from a Prexy proxy database.

8. (Currently Amended) The method of claim 7, wherein the Prexy proxy is selected according
to the scraping strategy and includes geolocation settings, proxy type, proxy availability, or any

combination thereof.

9. (Original) The method of claim 1, wherein the proxy remains available for multiple user

device requests.

3 Bright Data Ltd. v. Oxylabs, UAB
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10. (Currently Amended) The method of claim 1, wherein the parameters of the request are not
adjusted if the request received from the #sers user device is aligned to one of the scraping

strategies from the list.

11. (Currently Amended) The method of claim 1, wherein Request-Optimizer request optimizer
operational settings include at least one of the following: scraping strategies, session ID numbers,
servers accepted as request originators, operation timeframes, scheduled maintenance jobs,
connectivity sessions timeouts, request processing logs, or any combination thereof and such settings
are stored in a database on disk, in a flat file on disk, in a database in memory, or other storage

media.

12. (Original) The method of claim 1, wherein the target is a web server serving the reply

accessible by HTTP/HTTPS protocols and is attached to a network.

13. (Currently Amended) The method of claim 1, wherein the proxy is a proxy server integrated

into a Service ProviderInfrastructure service provider infrastructure.

14. (Currently Amended) The method of claim 1, wherein the proxy is a proxy server separate

from a Service ProviderInfrastructure service provider infrastructure.

15. (Currently Amended) The method of claim 1, wherein upon receiving the request, a Serviee

ProviderInfrastrueture service provider infrastructure performs the adjusting of the parameters of the

request autonomously from the #ser’s user device.

4 Bright Data Ltd. v. Oxylabs, UAB
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16. (Currently Amended) A system for data extraction and gathering from a network comprising
at least:
a proxy rotator operable to provide a plurality of proxies over the network; and
a request optimizer operable to compare parameters of a request received from a user’s
user device with a list of scraping strategies, to select a scraping strategy from the list
of scraping strategies a scraping strategy that corresponds to the parameters of the
request, to identify discrepancies between the request and the scraping strategy, to
adjust the parameters of the request according to the scraping strategy to form an
adjusted request, and to send the adjusted request to a target through a proxy selected

from a proxy database by the proxy rotator according to the scraping strategy.

17. (Currently Amended) The system of claim 16, wherein the request optimizer can adjust the
request received from the user’s user device by modifying at least one of the parameters within the
following components:

a. URL address;

b. Headers headers;

c. Ceokies cookies;

d. Reguest request body.

18. (Currently Amended) The system of claim 16, wherein the request optimizer utilizes the

same Proxy for an unlimited number of requests received from the same Users-Dewvice user device.

5 Bright Data Ltd. v. Oxylabs, UAB
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19. (Currently Amended) A non-transitory computer readable medium for data extraction and
gathering from a Web web server comprising instructions which, when executed by a computing

device within a Service ProviderInfrastraeture service provider infrastructure, cause the computing

device to perform:

comparing parameters of a request received from a Hser’s-Dewvice user device with a list of
scraping strategies;

selecting, from the list of scraping strategies, a scraping strategy corresponding to the
parameters of the request;

identifying discrepancies between the request and the scraping strategy;

adjusting the parameters of the request according to the scraping strategy to form an
adjusted request;

sending the adjusted request to a target through a proxy selected according to the scraping
Strategy;

receiving a reply from the target.

20. (Currently Amended) The method of claim 19, further comprising:

checking and analyzing the metadata of the respense reply received from the target.

21. (Currently Amended) The method of claim 20 further comprising:

forwarding the reply to the user’s user device pursuant to the analysis of the metadata.

6 Bright Data Ltd. v. Oxylabs, UAB
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22. (Currently Amended) The non-transitory computer readable medium of claim 19, wherein if
the reply received from the target is negative, operation of the medium repeats by adjusting the
parameters of the request according to a different scraping strategy from the list of scraping

strategies to form a different adjusted request that is then sent to the Farget target.

23. (Original) The non-transitory computer readable medium of claim 22 wherein the
operation of the medium is repeated with alternative scraping strategies selected from the list of
scraping strategies until a positive response is obtained or until a maximum number of attempts is

reached.

24. (Currently Amended) The non-transitory computer readable medium of claim 19, wherein

the proxy remains available for multiple user’s user device requests.

25. (Currently Amended) The non-transitory computer readable medium of claim 19, wherein at
least one of the following parameters of the request is adjusted:

a. URL address;

b. Headers headers;

c. Ceokies cookies;

d. Reguest request body.

26. (Currently Amended) The non-transitory computer readable medium of claim 19, wherein
the parameters of the request are not adjusted if the request received from the user’s user device is

aligned to one of the scraping strategies from the list.
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REMARKS
Upon entry of this Amendment Responsive to Ex Parte Quayle Action, claims 1-3, 6-8, 10-
11, 13, 15-19, 21-22, 24, and 26 will have been amended, and claims 1-26 will be pending in the
application.

Response to Claim Objections

In the Office Action dated December 9, 2020, Claims 1-3, 6-8, 10-11, 13, 15-19, 21-22, 24,
and 26 were objected to as including formalities. Although Applicants aver that the claims were
clear as originally submitted, in an effort to advance prosecution, the claims have been amended as
shown above. Applicants look forward to a notice of allowance of all claims.

CONCLUSION

Applicants do not believe any fees are due for this Amendment Responsive to Ex Parte
Quayle Action, however the commissioner is authorized to charge any underpayment or credit any
overpayment, including petition fees and extension of time fees, to Deposit Account No. 506974.

Respectfully submitted,

FisherBroyles, LLP

Date: _ December 28, 2020 i

Keats Quinalty
Reg. No. 46,426

Customer No. 39564

FISHER BROYLES, LLP

945 East Paces Ferry Road NE
Suite 2000

Atlanta, Georgia 30328
keats.quinalty @fisherbroyles.com
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Disposition of Claims*
5) Claim(s) 1-26 is/are pending in the application.

5a) Of the above claim(s) _____is/are withdrawn from consideration.
6) (J Claim(s) ____is/are allowed.
7) [OJ Claim(s) ____is/are rejected.
8) Claim(s) 1-26 is/are objected to.
9) (J Claim(s) are subject to restriction and/or election requirement

* If any claims have been determined allowable, you may be eligible to benefit from the Patent Prosecution Highway program at a
participating intellectual property office for the corresponding application. For more information, please see
http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov.

Application Papers
10)(1 The specification is objected to by the Examiner.
11)[@ The drawing(s) filed on 09/11/2020 is/are: a)l¥) accepted or b){] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).
Priority under 35 U.S.C. § 119

12)[J Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:

a)ld All b)(J Some**  ¢)J None of the:
1.[] Certified copies of the priority documents have been received.
2.(J Certified copies of the priority documents have been received in Application No.

3.00 Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).

** See the attached detailed Office action for a list of the certified copies not received.
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Paper No(s)/Mail Date 20200925,
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Application/Control Number: 17/018,333 Page 2
Art Unit: 2446

DETAILED ACTION
This Office action is in response to the original application filed on 09/11/2020. Claims 1-26

are pending.

Notice of Pre-AIA or AIA Status
The present application, filed on or after March 16, 2013, is being examined under the first

inventor to file provisions of the AIA.

Claim Objections
1. Claims 1-3,6-8,10,11,13,15-17-19,21,22,24,and 26 are objected to because of the
following informalities:
e Regarding claims 1, 3,10, 15-17,19, 21, 24, and 26, “user’s device” is suggested to be --
user device -- for consistency with the Drawings;
e Regarding claim 2, “the response’s metadata” should be -- metadata of the reply -- (line
2);
e Regarding claim 20, “the metadata of the response” should be -- metadata of the reply --
(line 2);
e Regarding claims 6-8,11, 13-15,17-19, 22, capitalized words such as “Headers”,
“Cookies”, “Request”, “Service Provider Infrastructure”, “Proxy”, “Request Optimizer”,

“User Device”, “Web”, and “Target” are suggested to be decapitalized.

Appropriate corrections are required.

Bright Data Ltd. v. Oxylabs, UAB
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Application/Control Number: 17/018,333 Page 3
Art Unit: 2446
Allowable Subject Matter
Claims 1-26 would be allowable if rewritten or amended to overcome the objections set forth

in this Office action.

Conclusion

The prior art made of record and not relied upon is considered pertinent to applicant’s
disclosure: Jalan (US 2008/0162448 Al: Method for Tracking Syntactic Properties of a URL),
Wang etal. (US 2012/0143844 A1l: Multi-Level Coverage for Crawling Selection), Hunt et al.
(US 2018/0048673 A1l: Techniques for Detecting Threat Intelligence for Network Infrastructure
Analysis), Beskrovny etal. (US 2015/0096036 A1l: Security Testing Using Semantic Modeling),
Glover (US 2005/0125412 A1l: Web Crawling), and Schlesinger etal (US 2016/0188720 Al:
Crowd-Sourced Native Application Crawling).

In the case of amendments, applicant is respectfully requested to indicate the portion(s) of the
specification which dictate(s) the structure relied on for proper interpretation and support, for
ascertaining the metes and bounds of the claimed invention.

Any inquiry concerning this communication or earlier communications from the examiner
should be directed to GIL H. LEE whose telephone number is 571-272-3408. The examiner can

normally be reached on Mon-Fri: 9am-6pm EST.

Bright Data Ltd. v. Oxylabs, UAB
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Application/Control Number: 17/018,333 Page 4
Art Unit: 2446

Examiner interviews are available via telephone, in-person, and video conferencing using a
USPTO supplied web-based collaboration tool. To schedule an interview, applicant is
encouraged to use the USPTO Automated Interview Request (AIR) at
http//www.uspto.gov/interviewpractice.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s supervisor,
Brian J. Gillis canbe reached on 571-272-7952. The fax phone number for the organization
where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the Patent
Application Information Retrieval (PAIR) system. Status information for published applications
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished
applications is available through Private PAIR only. For more information about the PAIR
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private
PAIR system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you
would like assistance from a USPTO Customer Service Representative or access to the

automated information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/GIL H. LEE/
Primary Patent Examiner, Art Unit 2446

Bright Data Ltd. v. Oxylabs, UAB
IPR2023-00840, EX. 1002
52 of 135



Notice of Referernces Cited

Application/Control No. Applicant(s)/Patent Under
17/018,333 Reexamination
Vilcinskas et al.
Examiner Art Unit
GIL H LEE 2446 Page 1 of 1

U.S. PATENT DOCUMENTS

* Coumgoggg;i:ﬁgbgjzi; Code MI\/ID- ?}iYY Name CPC Classification US Classification
* [ A | US-20080162448-A1 07-2008 Jalan; Piyoosh GO6F16/951 171
* | B | US-20120143844-A1 06-2012 Wang; Taifeng GO6F16/951 707/709
* | Cc | US-20180048673-A1 02-2018 Hunt; Adam GO06F21/562 171
* | D | US-20150096036-A1 04-2015 Beskrovny; Evgeny HO04L63/1433 726/25
* | E | US-20050125412-A1 06-2005 Glover, Eric J. GO6F16/951 171
* F | US-20160188720-A1 06-2016 SCHLESINGER; Mor HO04L67/42 707/709

G

H

|

J

K

L

M

FOREIGN PATENT DOCUMENTS

* 00untlrj;/ogg£i?:rr’:lbirlgii; Code MI\/ID- ?}?(YY Country Name CPC Classification

N

0]

P

Q

R

S

T

NON-PATENT DOCUMENTS

* Include as applicable: Author, Title Date, Publisher, Edition or Volume, Pertinent Pages)

u

\

W

X

*A copy of this reference is not being furnished with this Office action. (See MPEP § 707.05(a).)
Dates in MM-YYYY format are publication dates. Classifications may be US or foreign.

U.S. Patent and Trademark Office
PTO-892 (Rev. 01-2001)

Notice of References Cited

Part of Paper No. 20201204

Bright Data Ltd. v. Oxylabs, UAB

IPR2023-00840, EX. 1002
53 of 135




Index of Claims

Application/Control No.

Applicant(s)/Patent Under Reexamination

17/018,333 Vilcinskas et al.
H“m m ““ “m“ H“ ““ . o
GIL H LEE 2446
v | Rejected Cancelled N | Non-Elected A Appeal
= Allowed Restricted | | Interference O | Objected
CLAIMS
(J Claims renumbered in the same order as presented by applicant O cpPa O T1.D. (J R.1.47
CLAIM DATE
Final Original | 12/04/2020

NININININININ == ] —
1551 1251 1 £ ] S 1Y 172) ) S =) FT PN R ST N =) S d e o Rl Rl S I o

(o][e][e][e][e][e][e][e][e][e](e][e][e][e][e][e][e][e](e])[e][e][e] (o] (o] e][e)]

U.S. Patent and Trademark Office

Page 1 of 1

Part of Paper No.: 20201204

Bright Data Ltd. v. Oxylabs, UAB
IPR2023-00840, EX. 1002
54 of 135



Application/Control No.

Applicant(s)/Patent Under Reexamination

Search Notes 17/018,333 Vilcinskas et al.
T .
GIL H LEE 2446
CPC - Searched*
Symbol Date Examiner
H04L67/02,146,28 12/04/2020 GL
CPC Combination Sets - Searched*
Symbol Date Examiner
US Classification - Searched*
Class Subclass Date Examiner

* See search history printout included with this form or the SEARCH NOTES box below to determine the scope of

the search.

Search Notes

Primary Patent Examiner, Art Unit 2446

Search Notes Date Examiner
Inventorship and assignee search in PE2E Search and PALM 12/04/2020 GL

Text search and Limited text/CPC search in PE2E Search 12/04/2020 GL
Interference Search

US Class/CPC US Subclass/CPC Group Date Examiner
Symbol

/GIL H. LEE/

U.S. Patent and Trademark Office

Page 1 of 1

Bright Data L1 V- OXyabS, 0 Paper No . 20201204
IPR2023-00840, EX. 1002

55 of 135




PE2E SEARCH - Search History (Prior Art)

Ref # |Hits Search Query DBs Default (Plurals |British Time
Operator Equivalents |Stamp
L1 7 ("10177967"|"10594820"| | US-PGPUB; USPAT OR ON ON 2020/11/12
"20020198939"|"201601 08:19 AM
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English language translation is attached.
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Application Number 17018333

Filing Date 2020-09-11

INFORMATION DISCLOSURE
STATEMENT BY APPLICANT

First Named Inventor | Eivydas Vilcinskas

.. Art Unit 2447
( Not for submission under 37 CFR 1.9%)

Examiner Name Unassigned

Aftorney Docket Number 13041.002U81

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection({s):

That each item of information contained in the information disclosure statement was first cited in any communication
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[ ] any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e){(2).

See attached certification statement.
The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

X A certification statement is not submitted herewith.

SIGNATURE
A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature /Keats A. Quinalty/ Date (YYYY-MM-DD) 2020-09-25
Name/Print Keats A. Quinalty Registration Number 46426

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.5.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.5.C. 552) and the Privacy Act (5 U.5.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1874, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.5.C. 181) and for review pursuant to the Atomic Energy Act (42 U.5.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.5.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Electronic Acknowledgement Receipt

EFS ID: 40677003
Application Number: 17018333
International Application Number:
Confirmation Number: 4806

Title of Invention:

DYNAMIC OPTIMIZATION OF REQUEST PARAMETERS FOR PROXY SERVER

First Named Inventor/Applicant Name:

Eivydas Vilcinskas

Customer Number:

39564

Filer:

Keats Quinalty/Kristen Lemme

Filer Authorized By:

Keats Quinalty

Attorney Docket Number:
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Receipt Date: 25-SEP-2020
Filing Date: 11-SEP-2020
Time Stamp: 17:59:11

Application Type:

Utility under 35 USC 111{(a)

Payment information:
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File Listing:
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Information:

Total Files Size (in bytes): 1006604

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810}, a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

APPLICATION FILING or GRP ART
NUMBER 371(c) DATE UNIT FIL FEE RECD ATTY.DOCKET.NO TOT CLAIMS|IND CLAIMS
17/018,333 09/11/2020 2447 2320 13041.002US1 26 3
CONFIRMATION NO. 4806
39564 FILING RECEIPT

045 East Paces Ferry Foad NE O L

Suite 2000
Atlanta, GA 30326

Date Mailed: 09/23/2020

Receipt is acknowledged of this non-provisional utility patent application. The application will be taken up for
examination in due course. Applicant will be notified as to the results of the examination. Any correspondence
concerning the application must include the following identification information: the U.S. APPLICATION NUMBER,
FILING DATE, NAME OF FIRST INVENTOR, and TITLE OF INVENTION. Fees transmitted by check or draft are
subject to collection.

Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
submit a written request for a corrected Filing Receipt, including a properly marked-up ADS showing the changes
with strike-through for deletions and underlining for additions. If you received a "Notice to File Missing Parts" or
other Notice requiring a response for this application, please submit any request for correction to this Filing Receipt
with your reply to the Notice. When the USPTO processes the reply to the Notice, the USPTO will generate another
Filing Receipt incorporating the requested corrections provided that the request is grantable.

Inventor(s)

Eivydas Vilcinskas, Siauliai, LITHUANIA;

Martynas Juravicius, N. Utos eldership, LITHUANIA;

Giedrius Stalioraitis, Vilnius, LITHUANIA;
Applicant(s)

metacluster It, UAB, Vilnius, LITHUANIA;
Assignment For Published Patent Application

metacluster It, UAB, Vilnius, LITHUANIA

Power of Attorney: The patent practitioners associated with Customer Number 39564

Domestic Applications for which benefit is claimed - None.
A proper domestic benefit claim must be provided in an Application Data Sheet in order to constitute a claim for
domestic benefit. See 37 CFR 1.76 and 1.78.

Foreign Applications for which priority is claimed (You may be eligible to benefit from the Patent Prosecution
Highway program at the USPTO. Please see http://www.uspto.gov for more information.) - None.

Foreign application information must be provided in an Application Data Sheet in order to constitute a claim to
foreign priority. See 37 CFR 1.55 and 1.76.

Permission to Access Application via Priority Document Exchange: Yes

Permission to Access Search Results: Yes
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Applicant may provide or rescind an authorization for access using Form PTO/SB/39 or Form PTO/SB/69 as
appropriate.

If Required, Foreign Filing License Granted: 09/21/2020

The country code and number of your priority application, to be used for filing abroad under the Paris Convention,
is US 17/018,333

Projected Publication Date: 03/17/2022
Non-Publication Request: No

Early Publication Request: No
Title

DYNAMIC OPTIMIZATION OF REQUEST PARAMETERS FOR PROXY SERVER
Preliminary Class

709
Statement under 37 CFR 1.55 or 1.78 for AlA (First Inventor to File) Transition Applications: No

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent” and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,

this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
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countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4258).

LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

SelectUSA

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to
promote and facilitate business investment. SelectUSA provides information assistance to the international investor
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states,
and regions competing for global investment; and counsels U.S. economic development organizations on investment
attraction best practices. To learn more about why the United States is the best country in the world to develop
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technology, manufacture products, deliver services, and grow your business, visit http://www.SelectUSA.gov or call
+1-202-482-6800.
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PATENT APPLICATION FEE DETERMINATION RECORD

Application or Docket Number

Substitute for Form PTO-875 17/018,333
APPLICATION AS FILED - PART | OTHER THAN
(Column 1) (Column 2) SMALL ENTITY OR SMALL ENTITY
FOR NUMBER FILED NUMBER EXTRA RATE($) FEE($) RATE($) FEE($)
BASIC FEE
(37 OFR 1.16(a), (5), or (6)) N/A N/A N/A N/A 300
SEARCH FEE
(37 CFR 1.16(K), (i), or (m)) N/A N/A N/A N/A 660
EXAMINATION FEE
(37 CFR 1.16(0), (p), or (a)) N/A N/A N/A N/A 760
TOTAL CLAIMS ] *
(37 CFR 1.16(i)) 26 minus 20= 6 OR |« 100 - 600
INDEPENDENT CLAIMS ] *
(37 CFR 1.16(h)) 3 minus 3 = x 460 = 0.00
If the specification and drawings exceed 100
APPLICATION SIZE | sheets of paper, the application size fee due is
FEE $310 ($155 for small entity) for each additional 0.00
(37 CFR 1.16(s)) 50 sheets or fraction thereof. See 35 U.S.C.
41(a)(1)(G) and 37 CFR 1.16(s).
MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j)) 0.00
* |f the difference in column 1 is less than zero, enter "0" in column 2. TOTAL TOTAL 2320
APPLICATION AS AMENDED - PART Il
OTHER THAN
(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
< AFTER PREVIOUSLY EXTRA RATE(S) FEE($) RATE(S) FEE($)
E AMENDMENT PAID FOR
| Total . i - =
s (37 CF% ?.16(i)) Minus = OR |« =
a Independent * Minus | *** =
E (37 CFR 1.16(h)) = OR |« =
<§( Application Size Fee (37 CFR 1.16(s))
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) OR
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE
{Column 1) {Column 2) {Column 3)
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
m AFTER PREVIOUSLY EXTRA RATE(S) FEE($) RATE(S) FEE($)
E AMENDMENT PAID FOR
1N} Total * Minus * = =
= (37 CF% ?.16(i)) OR |x =
% Independent * Minus | *** = = OR |x =
L (37 CFR 1.16(h))
<§( Application Size Fee (37 CFR 1.16(s))
OR
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j))
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE

* If the entry in column 1 is less than the entry in column 2, write "0" in column 3.
** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20".
*** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3".
The "Highest Number Previously Paid For" (Total or Independent) is the highest found in the appropriate box in column 1.
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Doc Code: PA..
PTO/AIASZA (B7-13)

Document Description: Power of Altorney Approved for use through 11/30/2614. OMB 0851-0051
U3, Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Papermwork Reduction Act of 1685, no persons are required to respond to a collection of information unless it displgys a valid OMB control number.
~\
TRANSMITTAL FOR POWER OF ATTORNEY TO ONE OR MORE
REGISTERED PRACTITIONERS )

NOTE: This form is to be submitted with the Power of Attomnmey by Applicant form (PTO/AIA/S2E) 1o identify the appilication to which the
Power of Attorney is directed, in accordance with 37 CFR 1.5, unless the appilication number and filing date are identified in the Power of
Attorney by Applicant form. if neither form PTO/AIA/BZA nor form PTO/AIABZE identifies the application to which the Power of Altorney is
directed, the Power of Attorney will not Be recognized in the application,

Application Number Unassigned

Filing Date Herewith

First Named Inventor Eivydas Vilcinskas

Title DYNAMIC OPTIMIZATION OF REQUEST PARAMETERS FOR PROXY
SERVER

Art Unit Unassigned

Examiner Name Lmasgég ﬂ@d

Attorney Docket Number 113041 002US1

SIGNATURE of Applicant or Patent Practitioner
Signature /’Keatg A QUEﬂaEtyi Date {Optionai)
Name Keats A. Quinalty Registration | 46426

Number

Title (if Applicantis a
juristic entity)

Applicant Name (if Applicant is a juristic entity) E’ﬂ@taﬁﬁ Uﬁt@? Et wAB

NOTE: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4(d) for signature requirements and certifications. If
more than one applicant, use muliiple forms.

v/ *Total of forms are submitted.

This collection of information is required by 37 CFR 1,131, 1.32, and 1.33. The information is required to obtain or retain a benefit by
the public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.8.C. 122 and 37 CFR
1.11 and 1.14. This collection is estimated to take 3 minutes 1o complete, including gathering, preparing, and submitting the completed
application form 1o the USPTO. Time will vary depending upon the individual case. Any commenis on the amount of time you require
to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S, Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-14580.
if you need assistance in completing the form, call 1-800-PT0O-8199 and select option 2.
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Doc Code: TRACK1.REQ

Document Description: TrackOne Request
PTO/AIA/424 (04-14)

CERTIFICATION AND REQUEST FOR PRIORITIZED EXAMINATION
UNDER 37 CFR 1.102(e) (Page 1 of 1)

:;iilse}n';l:rr:ned Eivydas ViICinskas Er?gvsrrs:visional Application Number (if
e o DYNAMIC OPTIMIZATION OF REQUEST PARAMETERS FOR PROXY SERVER

APPLICANT HEREBY CERTIFIES THE FOLLOWING AND REQUESTS PRIORITIZED EXAMINATION FOR
THE ABOVE-IDENTIFIED APPLICATION.

1. The processing fee set forth in 37 CFR 1.17(i)(1) and the prioritized examination fee set forth in
37 CFR 1.17(c) have been filed with the request. The publication fee requirement is met
because that fee, set forth in 37 CFR 1.18(d), is currently $0. The basic filing fee, search fee,
and examination fee are filed with the request or have been already been paid. | understand
that any required excess claims fees or application size fee must be paid for the application.

2. | understand that the application may not contain, or be amended to contain, more than four
independent claims, more than thirty total claims, or any multiple dependent claims, and that
any request for an extension of time will cause an outstanding Track | request to be dismissed.

3. The applicable box is checked below:

I. [v] Original Application (Track One) - Prioritized Examination under § 1.102(e)(1)

i. (a) The application is an original nonprovisional utility application filed under 35 U.S.C. 111(a).
This certification and request is being filed with the utility application via EFS-Web.
—--OR---
(b) The application is an original nonprovisional plant application filed under 35 U.S.C. 111(a).
This certification and request is being filed with the plant application in paper.

ii. An executed inventor's oath or declaration under 37 CFR 1.63 or 37 CFR 1.64 for each
inventor, or the application data sheet meeting the conditions specified in 37 CFR 1.53(f)(3)(i) is
filed with the application.

Il. [ ] Request for Continued Examination - Prioritized Examination under § 1.102(e)(2)

i. A request for continued examination has been filed with, or prior to, this form.

ii. Ifthe application is a utility application, this certification and request is being filed via EFS-Web.

iii. The application is an original nonprovisional utility application filed under 35 U.S.C. 111(a), oris
a national stage entry under 35 U.S.C. 371.

iv. This certification and request is being filed prior to the mailing of a first Office action responsive
to the request for continued examination.

v. No prior request for continued examination has been granted prioritized examination status
under 37 CFR 1.102(e)(2).

signature’ K€A1LS A Quinalty/ 0.e 2020-09-11
?IgarmSTyped) Keats A QUInaIty Eieagﬁg:ir(;?ii; Number46426

Note: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4(d} for signature requirements and certifications.
Submit multiple forms if more than one signature is required. ™

*Total of 1 forms are submitted.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the requirements of
the Act, please be advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2)
furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information is used by the
U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent application or
patent. If you do not furnish the requested information, the U.S. Patent and Trademark Office may not be able to
process and/or examine your submission, which may result in termination of proceedings or abandonment of the
application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records may
be disclosed to the Department of Justice to determine whether disclosure of these records is required by the
Freedom of Information Act.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of
settlement negotiations.
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ABSTRACT

Systems and methods of task implementation are extended as provided herein and target the web
crawling process through a step of submitting a request by a customer to a web crawler. The
systems and methods allow a more complex request for a web crawler to be defined in order to
receive more specific data. In one aspect, a method for data extraction and gathering from a
Network by a Service provider infrastructure include the following steps: checking the parameters
of a request received from a User’s Device, adjusting the request parameters according to pre-
established Scraping logic, selecting a Proxy according to the criteria of the pre-established
Scraping logic, sending the adjusted request to the Target through the selected Proxy, checking

metadata received from the Target, and forwarding the data to the User’s device.
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1.

CLAIMS
A method for data extraction and gathering from a web server comprising:
comparing parameters of a request received from a user’s device with a list of scraping
strategies;
selecting, from the list of scraping strategies, a scraping strategy corresponding to the
parameters of the request;
identifying discrepancies between the request and the scraping strategy;
adjusting the parameters of the request according to the scraping strategy to form an
adjusted request;
sending the adjusted request to a target through a proxy selected according to the
scraping strategys;
receiving a reply from the target.
The method of claim 1, further comprising:
checking and analyzing the response’s metadata received from the target.
The method of claim 2, further comprising:
forwarding the reply to the user’s device pursuant to the analysis of the metadata.
The method of claim 1, wherein if the reply received from the target is negative, the method
repeats by adjusting the parameters of the request according to a different scraping strategy
from the list of scraping strategies to form a different adjusted request that is then sent to
the target.
The method of claim 4, wherein the method is repeated with alternative scraping strategies
selected from the list of scraping strategies until a positive response is obtained or until a
maximum number of attempts is reached.
The method of claim 1, wherein at least one of the parameters within the following
components of the request is adjusted:
a. URL address;
b. Headers;
c. Cookies;
d. Request body.
The method of claim 1, wherein the proxy is selected by a Service Provider Infrastructure

from a Proxy database.
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10.

11.

12.

13.

14.

15.

16.

The method of claim 7, wherein the Proxy is selected according to the scraping strategy

and includes geolocation settings, proxy type, proxy availability, or any combination

thereof.

The method of claim 1, wherein the proxy remains available for multiple user device

requests.

The method of claim 1, wherein the parameters of the request are not adjusted if the request

received from the user’s device is aligned to one of the scraping strategies from the list.

The method of claim 1, wherein Request Optimizer operational settings include at least

one of the following: scraping strategies, session ID numbers, servers accepted as request

originators, operation timeframes, scheduled maintenance jobs, connectivity sessions

timeouts, request processing logs, or any combination thereof and such settings are stored

in a database on disk, in a flat file on disk, in a database in memory, or other storage media.

The method of claim 1, wherein the target is a web server serving the reply accessible by

HTTP/HTTPS protocols and is attached to a network.

The method of claim 1, wherein the proxy is a proxy server integrated into a Service

Provider Infrastructure.

The method of claim 1, wherein the proxy is a proxy server separate from a Service

Provider Infrastructure.

The method of claim 1, wherein upon receiving the request, a Service Provider

Infrastructure performs the adjusting of the parameters of the request autonomously from

the user’s device.

A system for data extraction and gathering from a network comprising at least:
a proxy rotator operable to provide a plurality of proxies over the network; and
arequest optimizer operable to compare parameters of a request received from a user’s
device with a list of scraping strategies, to select a scraping strategy from the list of
scraping strategies a scraping strategy that corresponds to the parameters of the request,
to identify discrepancies between the request and the scraping strategy, to adjust the
parameters of the request according to the scraping strategy to form an adjusted request,
and to send the adjusted request to a target through a proxy selected from a proxy

database by the proxy rotator according to the scraping strategy.
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17. The system of claim 16, wherein the request optimizer can adjust the request received from

the user’s device by modifying at least one of the parameters within the following

components:
a. URL address;
b. Headers;
c. Cookies;

d. Request body.

18. The system of claim 16, wherein the request optimizer utilizes the same Proxy for an
unlimited number of requests received from the same User Device.

19. A non-transitory computer readable medium for data extraction and gathering from a Web
server comprising instructions which, when executed by a computing device within a
Service Provider Infrastructure, cause the computing device to perform:

comparing parameters of a request received from a User’s Device with a list of scraping
strategies;

selecting, from the list of scraping strategies, a scraping strategy corresponding to the
parameters of the request;

identifying discrepancies between the request and the scraping strategy;

adjusting the parameters of the request according to the scraping strategy to form an
adjusted request;

sending the adjusted request to a target through a proxy selected according to the
scraping strategys;

receiving a reply from the target.

20. The method of claim 19, further comprising:
checking and analyzing the metadata of the response received from the target.

21. The method of claim 20 further comprising:

forwarding the reply to the user’s device pursuant to the analysis of the metadata.

22. The non-transitory computer readable medium of claim 19, wherein if the reply received
from the target is negative, operation of the medium repeats by adjusting the parameters of
the request according to a different scraping strategy from the list of scraping strategies to

form a different adjusted request that is then sent to the Target.
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23. The non-transitory computer readable medium of claim 22 wherein the operation of the
medium is repeated with alternative scraping strategies selected from the list of scraping
strategies until a positive response is obtained or until a maximum number of attempts is
reached.

24. The non-transitory computer readable medium of claim 19, wherein the proxy remains
available for multiple user’s device requests.

25. The non-transitory computer readable medium of claim 19, wherein at least one of the
following parameters of the request is adjusted:

a. URL address;
b. Headers;
c. Cookies
d. Request body.

26. The non-transitory computer readable medium of claim 19, wherein the parameters of the

request are not adjusted if the request received from the user’s device is aligned to one of

the scraping strategies from the list.
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DYNAMIC OPTIMIZATION OF REQUEST PARAMETERS FOR PROXY SERVER

FIELD
[0001] In one aspect, the embodiments detailed herewithin relate to data retrieval from the
web to improve the communication between a user and technology used to access publicly
available Internet resources. The embodiments detailed herewithin use data gathering technologies

to more efficiently gather large amounts of data from public web resources.

BACKGROUND

[6602] Proxy servers are intermediate servers that accept requests from clients and forward
the requests to other proxy servers, a source server, or service the request from their own cache.
Proxy servers are computing devices connected to a network that serve as intermediaries for
customer computing devices, requesting services or data from “network resources”, accepting the
requests from cusiomers proxy servers and either forwarding the request to another proxy,
redirecting to the requested resource, or serving the request from their own cache, located locally
or remotely, or distributed across multiple systems.

{6003] The proxy is also called 'server’ or 'gateway’. A proxy allows users on a network to
browse the Web, send files over File Transter Protocol (FTP), and work with e-mail and other
Internet services. In one aspect, a proxy operates in the following manner: 1) receives a request
from a user in a public network, or private network separated by a {irewall, to a remote server that
contains the desired content; 11) creates a proxy tunnel toward the remote server; 1) forwards the
request to the remote server through the established tunnel; iv) receives the response from the
remote server; and v) forwards the respounse back to the user.

[6604] The proxies can be divided into different types depending on what functions are
provided or what servers arc used. The proxies can also be divided into residential internet protocol
(IP) proxies, datacenter IP proxies, and mobile IP proxies. A residential IP proxy is an IP address
linked to a physical device, for example, mobile phone or desktop computer. The real owners of
the residential IP proxies, namely, Internet service providers {(I1SPs), register residential IP
addresses in public databases, which allows websites to determine a device's internet provider,
network, and location. Datacenter 1P proxy is the proxy server assigned with a datacenter IP.

Datacenter IPs are IPs owned by companies not by individuals. The datacenter proxies are actually
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IP addresses that are not located in a household. Instead, the datacenter proxies are associated with
a commercial datacenter. Mobile IP proxies act similar to residential proxies in that they arc
assigned their IP address by a mobile operator from a pool of IP addresses designated to mobile
clients. Mobile IP proxies usc mobile data, as opposed to a residential proxy that uses broadband
ISP connectivity.

[6005] A proxy server is basically a computer on the internet with its own IP address that
the client’s computer “knows”. When a chient sends a web request, the request is sent (o the proxy
server first. The proxy server then makes the web request on the client’s behalf, collects the
response {rom the web server, and forwards the web page data so that the client can sce the page
in the browser or in another manner e.g. as data written in a file on the disk for bulk processing by
data aggregation and analysis tools. When the proxy server forwards the web requests, the proxy
server can make changes to the data but yet provide the data requested. For example, a proxy server
can change the client’s IP address, so the web server is not provided the geographical location of
the client. Also, a proxy server can block access to certain web pages, based oo IP address or
domain name.

{0006] Modern proxy servers do much more than simply forwarding web requests. For
example, modern proxy servers can perform several additional functions to increase data security
and network performance. Proxy servers can act as a firewall and web filter, provide shared
network connections, and cache data to speed up common requests. Proxy servers can provide a
high level of privacy. Proxy servers can change the IP address and other identifying information
the web request contains {(e.g., 50 that the destination server does not know who made the original
request). Proxy servers can also be used to control internet usage of employees and children {e.g.,
organizations and parents set up proxy servers (o confrol and monitor how their employees or kids
use the Internet) or improve browsing speeds and save bandwidth (e.g.. proxy servers can cache
(save a copy of the appropriate website data locally) popular websites and, when a request is made,
will send the saved copy to the client).

{0007] Proxies can be used to bypass certain Internet restrictions {(e.g. fircwalls) by
enabling a user to request the content through a (remote) proxy server instead of accessing the
content directly. Proxy servers are often used to get around geo-IP based content restrictions. If
someone wants to get content from, for example a United States (US) webpage, but they do not

have access from their home country, they can make the request through a proxy server that is
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located in the US (and has a US IP address). Using proxy services, the user’s traffic seems to be
coming from the US IP address. Proxies can also be used for web scraping., data mining, and other
similar tasks.

{6008] Data gathering from the web is an important and often vital task for many business
domains. The 1mportance and value of data is ever-increasing and therelore the need for more
efficient tools of data retrieval and analysis is growing. The two main tools for accessing data
sources on the web are web crawling and web scraping.

[0009] The general purpose of web crawling is to access publicly available web resources
(usually web pages), retrieve their content, and forward the content to the user. The basic purpose
of web scraping is to analyze the data retrieved by the web crawler and extract information
requested by the user.

{0010] A web crawler (also known as a web spider, bot) 15 a program or automated script
which navigates the web in a methodical, automated manner. Its primary task is to gather the
information ordered by the user. The web crawler does so by browsing the web for the requesied
info and retrieving raw Hypertext Markup Language (HTML) code of the accessed web sites.
Another purpose of utilizing web crawling is the indexing of web content by search engines.

80111 Web scraping (also known as web harvesting, web data extraction) is a process of
fetching the accessed web pages and parsing the content for the requested data. Web scraping can
be done manually by hand, but typically consists of antomated processes implemented using a web
crawler.

{6012} Web crawling and web scraping lools are often used together as the scraping
functionality heavily depends on web crawling results. More specifically, web crawling is a main
component of web scraping. Data accessed and fetched by a web crawler is then processed by a
web scraper which analyses the fetched content and extracts the required data.

{0013] The operation of a web crawler undergoes a sequence of tasks including taking in
the request, gathering data, and delivering data. More specifically, the tasks of a web crawler
include: accepting the request from the user; managing the request gueue; balancing the load
between processing services; attempting to retrieve the requested data; data storage; and data
delivery. The task of attempting data retrieval further includes managing Hypertext Transfer
Protocol (HTTP) and Hypertext Transfer Protocol Secure (HTTPS) requests, rotating proxies, and

headers.

Bright Data Ltd. v. Oxylabs, UAB
IPR2023-00840, EX. 1002
100 of 135



Attorney Docket No.: 13041.002US1

[0014] A web crawler uses a standard HTTP/HTTPS request/response model to call and
access targets. This model describes the client-server communication via the web. A client sends
an HTTP request to the server asking for access to specific data. A server sends an HTTP response
back to the client with the requested data. The HTTP request indicates the target Uniform Resource
Locator (URL), the access method, and the headers. The HTTP response returns status
information, the headers, and the requested data.

[0015] HTTP headers let the client and the server pass additional information with an
HTTP request or response. Headers can be grouped according to their contexts.

[0016] General headers apply to both requests and responses, but with no relation to the
data transmitted in the body. Request headers contain more information about the resource to be
fetched, or about the client requesting the resource. Response headers hold additional information
about the response, e.g. the URL of the source web page or the server providing the response.
Entity headers contain information about the body of the harvested web page, e.g. its content length
or type of content.

[0017] Headers can also be grouped according to how proxies handle them, e.g.
Connection, Keep-Alive, Proxy-Authenticate, Proxy-Authorization, and others.

[0018] End-to-end headers: these headers must be transmitted to the final recipient of the
message: the server for a request, or the client for a response. Intermediate proxies must retransmit
these headers unmodified and caches must store them.

[0019] Hop-by-hop headers: these headers are meaningful only for a single transport-level
connection, and must not be retransmitted by proxies further on, or cached. It should be noted that
only hop-by-hop headers may be set using the Connection general header. A significant detail of
the functionality utilizing hop-by-hop headers is the fact that such headers are transmitted
exclusively between the device originating the request and the proxy, whereas the primary purpose
of such headers is to support management of the corresponding proxy session.

[0020] An HTTP cookie (web cookie, browser cookie) is a small piece of data that a server
sends to the user's web browser. The browser may store the cookie and send it back with later
requests to the same server. Typically, the cookie is used to tell if two requests came from the same
browser — keeping a user logged-in, for example. The cookie remembers stateful information for

the stateless HTTP protocol.
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[0021] Cookies are mainly used for three purposes: 1) Session management (logins,
shopping carts, game scores, or anything else the server should remember); 2) Personalization
(user preferences, themes, and other settings); 3) Tracking (recording and analyzing user
behavior).

[0022] The HTTP request’s Cookie header contains stored HTTP cookies previously sent
by the server with the Set-Cookie header. The Cookie header is optional and may be omitted if,
for example, the browser's privacy settings block cookies.

{0023] The GET method is used to retrieve information from the target. When adhering to
the REST API guidelines requests using GET method only retricve but do not change or otherwise
affect the source data. The POST method is used to submit data to the specified resource. Requests,
using POST method create, or, if REST guidelines are not strictly obeyed, update the source data.

100241 The POST method allows the user to send data to the web target and submit it. This
data is included into an HTTP message body carried by HTTP request. This data needs to be
encoded before being sent through the system's operating steps. Data is encoded for data security
reasons. Data is encoded before HTTP request is sent to the proxy server.

{6025] The protocol used to carry connection information across proxies is called the proxy
protocol. The proxy protocol provides a convenient way to safely transport connection information
such as a client’s address across multiple layers of Network Address Translation schemes (NAT)
or TCP proxies. It is designed to require little changes to existing components and to limit the
performance impact caused by the processing of the transported information.

{0026] Proxy protocol header is the block of connection information the connection
initiator prepends at the beginning of a connection, which makes it where the header is
correspondingly the authoritative designation of the source of the connection {rom the protocol
point of view.

{0027] The proxy protocol's goal is to fill the server's internal structures with the
information collected by the proxy that the server would have been able to get by itself if the client
was connecting directly to the server instead of via a proxy. The information carried by the protocol
are such that the server would get using getsockname() and getpeername(} methods:

- address family (AF_INET for IPv4, AF_INET6 for IPv6, AF_UNIX)
- socket protocol (SOCK_STREAM for TCP, SOCK_DGRAM for UDP)

- layer 3 (IP) source and destination addresses
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- layer 4 (e.g. TCP or UDP) source and destination ports if any

{00281 The whole header will always be delivered at once when the socket buffers are still
empty at the beginning of a connection. The sender must always ensure that the header is sent at
once, so that the transport layer maintains atomicity along the path to the receiver. The receiver
may be tolerant to partial headers or may simply drop the connection when receiving a partial
header.

{6029] The web crawler has two main approaches to task ymplementation: syonchrounous
and asynchronous. The synchronous method (also known as a real-time method) fetches data to
the user using the same connection. The asynchronous method (also known as a callback method)
establishes and uses a different connection for data delivery. The presented embodiments generally
function in the synchronous web scraping model.

{0030] When using the synchronous data delivery method, the user submits the request to
the web crawler, and the crawler returns the requested data on the same open HTTP(S) connection.
Because the asynchronous data delivery method provides an option to decide when (o retrieve the
requested data, there is no need to keep an open connection between the customer and the backend
services, such as a web crawler. The web crawler informs the user when the data is ready. Tn both
cases, the task for the web crawler 1s formulated by providing a list of target URLs that the crawler
has to attempt to access.

SUMMARY

{6031} There are several problems associated with web crawler perlormance, jncluding
insufficient information that is harvested from the content sources, inadequate characteristics of
the request, and limited capabilities of proxies employed. A next generation proxy can be used for
additional purposes than simply forward the traffic from the user and return the information. Next
gencration proxies can sce the user’s information and amend the information if needed to get better
scraping results. With next generation proxy it is possible to keep using the logic that depends on
proxies. Furthermore, most of the unblocking logic that a user would need to manage personally
can be performed by a next generation proxy. Users do not need to know the logic to overcome
blocking restrictions, which becomes part of the scraping functionality employed by the service
provider. Next generation proxy has the ability to adjust the scraping logic to bypass potential

restrictions and hindrances.
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[6G32] In one aspect, the embodiments detailed herewithin disclose a method of optimizing
the parameters of a user’s scraping request at the Service Provider’s side. When processing the
scraping request that is directed at a Target through HTTPS protocol, the standard Transport Layer
Security {TLS) handshake takes place between the Service provider’s infrastructure, i.e. the actual
scraping agent, and the Target, whereas the exit node employed for said request is traversed
through by using a HTTP method - CONNECT - for establishing a network transport layer tunnel
to the larget on behall of the scraping device.

{0033] The embodiments detailed herewithin extend the methods of task implementation,
including targeting one step of a web crawling process - a step of submitting a request by a
customer to a web crawler. The embodiments detailed herewithin allow defining a more complex
request for a web crawler and therefore receiving more specific data. The data fetching system and
method of the web crawler remains unaltered. This includes the same general web crawler task
flow of accepting the request {from the user, attempting to retrieve the requested data, and
delivering data to the user.

[0034] The embodiments detailed herewithin operate in an environment of a data fetching
system, i.e. user - data fetching system - target on the web, and detail an inseparable structural and
functional element of a data fetching system. In essence, the embodiments detailed herewithin
enhance the system in three areas: task definition, secure task implementation, and result
optimization. The embodiments detailed herewithin allow the user to formulate more
comprehensive tasks for a data-fetching system, including the ability to submit HTTP request
headers and cookies instead of submitting just a URL in bare minimum data-fetching systems not
enriched with request parameters awareness functionality.

[0035] Next generation proxy allows the user to create a token, by which the proxy can
reuse the same IP address or session. In operation of a data-fetching system, a session is maintained
by keeping the same exit node of a proxy server for multiple HTTP requests.

[0036] In addition to the regular functioning of this feature, the embodiments detailed
herewithin allow sending custom HTTP headers and cookies through the reserved exit node.
Support of POST requests allows the user to send data to the web target during the same session
as well. In the regular operation of the data fetching system, the GET method is used in HTTP
requests to call the target. The embodiments detailed herewithin allows the POST method to be
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used as well. In the GET method, which is the default setting, there is no need to declare the HTTP
request, whereas the POST method must be declared explicitly.

[0037] The embodiments detailed herewithin allow the user to declare specific, other than
default, HTTP response status codes as passable. The system treats the responses with the declared
status codes as correct and passes the fetched data to the next data processing step. Specific status
codes are declared in the HTTP request message.

[0038] The embodiments detailed herewithin allow checking whether the user's URL is
correct and, if not, making modifications to the URL (in a manner that the URL is not blocked by
the target). The solution also allows modifying of the HTTP headers and cookies or adding needed
HTTP headers or cookies if HTTP headers or cookies are not adequately configured or set by the
user for proxying.

[0039] The embodiments detailed herewithin allows retrying the user’s requests without
notifying the user. User does not need to resend the request repeatedly. The next generation proxy
sees that the request was not implemented correctly and resends the requests to the target again,
until the satisfactory results are gathered. Therefore, the next generation proxy highly increases
the success rate of the scraping results.

[0040] The next generation proxy can verify the parameters provided by the user in real
time and directly inform that the parameters are lacking in technical detail or are insufficient to
ensure the proper request-reply session context. The next generation proxy may also utilize the
functionality of scraping through a big pool of proxy IP addresses as an added layer of safety

against blocking or contaminating results by the anti-scraping techniques.

BRIEF DESCRIPTION OF THE DRAWINGS

[0041] The features and advantages of the example embodiments described
herein will become apparent to those skilled in the art to which this disclosure relates
upon reading the following description, with reference to the accompanying drawings,
in which:

[0042] Figure 1 is an exemplary component diagram that shows the overall architecture of

components and context of at least one aspect of solution functions.
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[0043] Figure 2A demonstrates an exemplary prior art general layout of scraping functions
currently applied.

[0044] Figure 2B demonstrates an exemplary inventive implementation of scraping
techniques with scraping logic based at the service provider.

[0045] Figure 3A is an exemplary sequence, diagram, describing the route of the scraping

request using a next generation proxy.

[0046] Figure 3B is an exemplary diagram of the scraping request and is a continuation of
Figure 3A.
[0047] Figure 4A is an exemplary sequence diagram of the scraping request when the

target returns an erroneous reply.

[0048] Figure 4B is an exemplary sequence diagram of the scraping request when the target
returns an erroneous reply and is a continuation of Figure 4A.

[0049] Figure 4C is an exemplary sequence diagram of the scraping request when the target
returns an erroneous reply and is a continuation of Figure 4A.

[0050] Figure 5 is an exemplary sequence diagram describing the optimization of the
scraping request by the next generation proxy.

[0051] Figure 6 is an exemplary computing system performing the methods disclosed.

DETAILED DESCRIPTION

[0052] Some general terminology descriptions may be helpful and are included herein for
convenience and are intended to be interpreted in the broadest possible interpretation.

[0053] Elements 104 through 110 identify parts of the Service Provider Infrastructure, with
elements 102, 116, 118, 120 showing external components or systems.

[0054] User Device 102 - can be any suitable user computing device including, but not
limited to, a smartphone, a tablet computing device, a personal computing device, a laptop
computing device, a gaming device, a vehicle infotainment device, a smart appliance (e.g., smart
refrigerator or smart television), a cloud server, a mainframe, a notebook, a desktop, a workstation,
a mobile device, or any other electronic device used for making a scraping request.

[0055] Request Optimizer 104 - is a next generation proxy that is a part of the service
provider infrastructure that accepts requests from the User Device and implements the requests

through the system. Using an analysis algorithm, the Request Optimizer can read the metadata of
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the request and adjust the request using different pre-established Scraping strategies to better
scrape the Target. It should be noted that the metadata of the response is always visible to the
Request Optimizer 104, e.g. URL and HTTP headers. This functionality is necessary for the
Request Optimizer 104 to correctly process the request parameters in order to analyze and adjust
the request.

[0056] Proxy Rotator 106 - is a part of the Service Provider Infrastructure and is coupled
with separate external components implementing specific assisting functionalities and is
responsible for proxy control, rotation, maintenance, collecting statistical data, and reporting.

[0057] Proxy A 108 and Proxy B 110 - indicate an exemplary multitude of proxy servers
(computer systems or applications) opened for the client connection, that act as an intermediary
for requests from clients seeking resources from other servers. A client connects to the proxy
server, requesting a service, such as a file, a connection, a web page, or other resources available
from a different server. The proxy server evaluates the request for content and forwards the request
through to the actual target resource, or resources, containing the actual content. After obtaining
the content, the proxy server normally forwards the content to the original requestor, but other
actions by the proxy (e.g. return error message) can also be performed. In one aspect in at least
one of the embodiments detailed herewithin, a proxy server may not have full visibility into the
actual content fetched for the original requestor, e.g. in case of an encrypted HTTPS session, if the
proxy is not the decrypting the end-point, the proxy serves as an intermediary blindly forwarding
the data without being aware of what is being forwarded. However, it should be noted that the
metadata of the response is always visible to the Service Provider, e.g. HTTP headers. This
functionality is necessary for the proxy to correctly forward the data obtained to the correct
requesting party - the end user or the mediating proxy device. Proxy A and Proxy B are presented
here as a simple indication that there can be more than one proxy server held at the Service
Provides Infrastructure 114. The embodiments should not be limited to the proxies that belong to
the Service Provider. The proxies can be owned and managed by any third party, however, the
Service Provider always has access and can use such proxies.

[0058] Proxy DB 112 - is a structured database (DB) that is contained within a data storage
device e.g. computer disk or computer memory. The specifics of the implementation of the Proxy
DB are of no relevance to the functionality provided, be it an application of horizontal or vertical

partitioning; hardware-based clustering; application-level distributed model, with any of these
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options operating within a single hardware device or in a distributed manner, whereas the data may
be spread across multiple schema instances, servers, datacenters, countries or continents for the
purpose of spreading the load, improving performance, ensuring resilience of the platform or other
objectives. The Proxy DB is populated with data from the Proxy Rotator and contains information
about all the proxies available to the Service Provider.

[0059] Target A 116 and Target B 118 - is an exemplary multitude of web servers serving
the content accessible through HTTP/HTTPS protocols. The two targets, Target A and Target B,
are presented here as a simple indication that there can be more than one target, but it should not
be understood in any way as limiting the scope of the disclosure. There can be an unlimited number
of Targets in the Network.

[0060] Network 120 - is a digital telecommunications network that allows nodes to share
and access resources. Examples of a network: local-area networks (LANs), wide-area networks
(WANSs), campus-area networks (CANSs), metropolitan-area networks (MANSs), home-area
networks (HANS), Intranet, Extranet, Internetwork, Internet.

[0061] Scraping logic 202 - is an algorithm employed by the Request Optimizer 104 with
the designated task of selecting a variety of pre-established request parameters that are chosen for
a particular scraping query, to search and collect specific data from the Target. Scraping logic 202
contains a vast number of Scraping strategies 504.

[0062] Scraping strategy 504 - is a set or request parameters and their values, optimized
for a particular type of request or target, that Request Optimizer 104 applies to the original request
based on the decisions of what adjustments should be introduced to the original request. The
decisions are based on the Scraping logic 202. Scraping strategy 504 may be a pre-defined artefact
devised, developed, and manually registered beforehand. Scraping strategy 504 may also be
formed by the Scraping logic 202 dynamically based on the automatic aggregated analysis of the
scraping results.

[0063] Positive response - is an HTTP response deemed relevant and is by default
forwarded to the user, such as: 2xx — all Successful responses; 4xx — Client errors (with 5
exceptions: 429, 407, 408, 444, 499).

[0064] Negative response - is an HTTP response deemed not acceptable by the user or
default system codes meaning unsuccessful results, such as: 429, 407, 408, 444, 499; 5xx — all

Server errors.
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[0065] The one aspect, the scraping system(s) detailed herein uses the standard HTTP
request/response model to call and access targets. This model describes the client-server
communication via the web. A client sends an HTTP request to the server asking to access specific
data. A server sends an HTTP response back to the client with the requested data. The HTTP
request indicates the target URL, the access method, the headers and the request body. The HTTP
response returns status information, the headers, and the requested data.

[0066] In the regular operation of the data-fetching system, the user can only control the
URL parameter in the HTTP request. All other parameters of the request are controlled by the
data-fetching system.

[0067] Figure 1 shows an exemplary component diagram of the overall architecture of the
disclosed components and context of at least one aspect of solution functions. In at least one aspect,
the present embodiments show the communications between the User Device 102 and the Service
Provider Infrastructure 114 to reach any Target 116; 118 on the Network 120. The Service Provider
Infrastructure 114 is combined from the Request Optimizer 104; Proxy Rotator 106; Proxy DB
112; and at least one Proxy 108; 110. Figure 1 shows that the User Device 102 is not a part of the
Service Provider Infrastructure 114, and that is outside of that infrastructure as an independent
device. The User Device 102 can be any device that can connect to a Service Provider
Infrastructure through any network, but in most cases, through the Internet. Such devices can be a
computer, a mobile phone, a tablet, or any other electronic device. Figure 1 shows that Targets
116; 118 are outside of the Service Provider Infrastructure 114 and are based in any Network 120.
In most of the cases the Network 120 is the Internet. The Request Optimizer 104 allows the user
to modify the request parameters — HTTP headers & cookies, HTTP methods (such as POST, GET,
PUT, PATCH, and DELETE) to some extent. The user also has the ability to establish a HTTP
session and define success conditions for the request to the Target servers.

[0068] Figure 2A represents an exemplary prior art device where Scraping logic 202 is
placed in the User device 102. Figure 2B shows current embodiments where the Scraping logic
202 is in the Service Provider Infrastructure 114. Scraping logic has several hundred or thousand
scraping strategies. Scraping strategies are developed by analyzing the Target parameters and
defining best practices for scraping particular resources based on examining and evaluating the
Target’s response data. At least some of the scraping request context parameters are established

for the appropriate scraping strategy to be selected and applied:
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- Establish the initial context for the scraping request comprising the necessary parameters
e.g. headers, cookies, user’s browser settings that are presented to the Web server during
the initial contact. The establishing of said context may require a rigorous process of pre-
creating an organic human-like browsing profile by visiting at least one page within the
Target other than the page that is the purpose of the scraping, for the purpose of populating
the browsing profile with the target Web server’s cookies. Other activities of establishing
the appropriate session context may include browsing multiple pages within the same target
Web server, or for a richer browsing profile - presenting the history of visits to other Web
servers, activities in the social networks and similar.

- The appropriate geographic location for the last-mile proxy.

- The appropriate timeout defined for the page to be considered successfully rendered should
the headless browser be used as the application for the scraping request.

- The content elements that are mandatory for the page to be considered successfully
rendered should a headless browser be used as the application for the scraping request.

- The defined guidelines for processing HTTP redirects.

- The guidelines defining which HTTP codes to be considered as signaling blocked browsing
attempts that should be retried.

- The guidelines defining which HTTP codes to be considered blocked by captcha and retried
accordingly.

- The guidelines defining which HTTP headers are mandatory for the scraping request,
regardless of their presence in the original User’s request.

- The guidelines defining which HTTP cookies are mandatory for the scraping request,
regardless of their presence in the original User’s request.

- The guidelines defining which HTTP headers must be replaced with their counterparts,
considered more effective.

- The guidelines defining which HTTP headers must be removed, regardless of the user
intentionally including them in the original request.

- The guidelines defining which HTTP headers should be present within the scraping request
(e.g. "User-Agent” for Chrome or Firefox).

- The guidelines defining which type of proxies should be used for the scraping request

(Datacenter, Residential, Mobile, etc.). The main factor the proxy choice is aligned to is
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the Target that the strategies will be used for. A specialized strategy is created for a
particular Target based on performing scraping tests and choosing the options that give the
best success/failure ratio results. The applied scraping strategy can also depend on the
content of the user’s request: HTTP method, request parameters, specific requirements
defined by the user.

[0069] The embodiments detailed herewithin differ from current industry standards for
managing Scraping logic in several aspects, including that scraping functions that were previously
performed by a user, i.e. the customer, now are performed at the Service Provider’s side. In the
prior art, the Service Provider Infrastructure 114 does not modify the requests received from the
User device 102, instead blindly forwarding the request to the Target 116. The new solution
presents a way to ensure that the response from the Target 116 is more accurate by using Scraping
logic 202 by the Service provider. Scraping logic contains a set of pre-established rules of
assigning a particular scraping strategy, or strategies, to a request, based on the analysis of the
request (Scraping strategies). A set of pre-established request parameters and their values,
optimized for a particular type of request or target are placed in the Request Optimizer 104, are
allowed to be read by the Request Optimizer 104 and adjust the query received from the User
device 102.

[0070] Figure 3A is a sequence diagram, describing the route of a scraping request. Figure
3B is the continuation flow of the scraping request. The flow starts once the User device sends a
request (step 302) to the Service provider, more precisely to the Request Optimizer 104. The
Request Optimizer 104 checks the request parameters (step 304), with at least the URL address,
the headers, and the cookies being checked. The request body can also be modified under the
particular situations, e.g., if the Target of the scraping request is a web page within the “.com” top-
level domain (TLD), the strategy will add the requirement to use the proxies that have US as their
geolocation. The HTTP response body is also analyzed to learn if the data obtained conforms to
the request. Similarly, the parameters of the user’s request can be changed to get better scraping
results. One example of such changes can be described as follows:

[0071] A user dispatches a scraping request to the Service provider, where the HTTP
request body has its content type defined as one of the Multipurpose Internet Mail Extensions
(MIME) types of “compressed file” e.g. in .zip format (MIME type= application/zip). However,

the Service provider identifies the Target as a system, that works better with compressed data in
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.2z format (MIME type= application/gzip). The request optimizing platform within the Service
provider Infrastructure examines the headers and the body of the request, identifies this
discrepancy, and adjusts them accordingly, converting the content to the appropriate format as well
as updating the corresponding headers.

[0072] Another example of the HTTP request body adjustment is a user’s request
containing an XML content in the body (i.e. MIME type=application/xml). A service provider has
a pre-established scraping logic guidelines informing that the requested target will, with high
probability, block HTTP requests with XML content in the body that is non-readable by a human.
Therefore, the service provider aligns the request to the peculiarities of the Web server e.g. changes
the content type (e.g. to MIME type= text/xml). In this situation, the body and the headers of the
request are adjusted by the service provider to avoid blocking by the Target and correspondingly
to receive better scraping results. In yet another example the HTTP request body can become
encrypted employing the Service provider’s encryption toolset while changing the request, with
the artefacts necessary for description transferred to the destination party either through an
alternative channel or in a custom header within the request.

[0073] Thus, if the parameters within the request are not deemed aligned with the
corresponding Target in the fashion considered most effective, they are adjusted according to the
Scraping Logic 202 loaded into the memory of the Request Optimizer 104 (step 306). The Request
Optimizer 104 checks if the URL address is indicated correctly, and, if not, then the URL address
is corrected in a way to minimize blocking rate. The Request Optimizer 104 also checks the
Headers and Cookies of the request and adjusts them in a way to increase the quality of the request
as well as the quality of the data that is expected to be received from a Target.

[0074] The HTTP request body can also be modified under particular circumstances, e.g.
if the target of the scraping request is in “.com” TLD, the Scraping logic guidelines dictate that
US-geolocated proxies are requested for servicing the request. The HTTP request body is also
analyzed and adjusted if necessary to ensure better results of the scraping.

[0075] In at least one instance, after getting the request from the user and constructing the
initial scraping session context, for a particular strategy to be selected for the request, certain
guidelines are applied to user requests before scraping the actual target page:

- the level of detail the browsing profile of the scraping agent should have, i.e., if the

home page of the Target should be visited prior to the actual scraping, how many
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[0076]

visits to the Target’s web pages needs are needed, if only one visit to the front page
or other pages is needed to create an organic footprint of a user, and/or if visiting
the web pages other than the Target, e.g., social networks, entertainment sites,
electronic shops etc., is needed

geolocation of the proxy provided by Proxy Rotator 106.

timeout threshold for rendering the page in case a headless browser is used.
content elements that must be present to consider the page rendered in case a
headless browser is used.

Whether to follow redirects.

HTTP status codes that should be considered blocked and retried accordingly.
HTTP status codes that should be considered blocked by captcha and retried
accordingly.

HTTP request headers that should always be inserted into the request, regardless if
the user included them originally.

HTTP request cookies that should always be inserted into the request, regardless if
the user included them originally.

HTTP request headers that must be replaced with their better counterparts.

HTTP request headers that must be removed from the request, even if the user
included them in the request.

types of HTTP request headers that should be present (e.g. "User-Agent” for
Chrome or Firefox).

type of proxies that should be used (Datacenter, Residential, Mobile, etc.)

The activities of optimizing the HTTP requests submitted by customers are

transparent, i.e., once launched by the user, the request is subjected to the analysis and adjustments

according to the selected scraping strategy, while no interaction from the originating user is

required.

[0077]

If the Request Optimizer 104 notices inefficiencies or errors in the request’s headers

and cookies, it adjusts the parameters according to a set of pre-established rules of assigning a

particular scraping strategy, or strategies, to a request (applies Scraping logic 202). HTTP headers

are components of the request message and are used to pass to the server additional information

about the requested target. They are defined in the HTTP message as key-value pairs. The sample
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HTTP request message can include the following parameters: target address (e.g.
http://scraping.com:60000), language requirements (e.g. en-US); content / type of request (e.g.
application/octet-stream), indicate custom header, geolocation (e.g. US), cookie index (e.g.
SID=1234567890; SLK_TJJ=0987654321). If the request does not need modifications, no
corrections are performed by the Request Optimizer 104, however, the Request Optimizer 104
checks the content of the request.

[0078] In at least one aspect, the embodiments detailed herewithin further explain that the
Request Optimizer 104 obtains a proxy from the Proxy Rotator 106. Once the request parameters
are adjusted, the Request Optimizer 104 asks the Proxy Rotator 106 for a particular proxy (step
308). Proxy Rotator 106 accesses the Proxy DB 112 and chooses a particular proxy that is suitable
to implement the user's request (step 310). Proxy Rotator 106 provides Request Optimizer 104
with the information about the proxy (step 312). Figure 3B continues the steps from those shown
in Figure 3A. Request Optimizer 104 implements the requests through the Proxy 108 provided by
the Proxy Rotator 106 (step 314). Having obtained a proxy, Request optimizer 104 continues to
implement a request received from the User device (step 314). Proxy 108 obtains data from the
indicated Target 116 (step 316) and forwards that data to the request optimizer 104 (step 318).
Proxy 108 obtains data from the Target 116 (step 316). Target can be any web resource in the
Network, and the Network usually is the Internet. Once the Proxy 108 obtains the data, the Proxy
108 sends the data back to the Request Optimizer 104 (step 318). The Proxy 108 does not make
any modifications to the data received and does not check the scope or the quality of the data.
Proxy 108 simply transfers the data received from the Target 116 to the Request Optimizer 104.
The Request Optimizer 104 checks the metadata of the response (step 320). Proxy 108 neither
amends nor reads the information obtained from the Target 116, as it merely forwards the data.
However, Request optimizer 104 checks the metadata of the response, i.e., examines the
parameters of the reply received from the Target (step 320), e.g., HTTP response code.

[0079] When the server response is received, the HTTP message bears details about the
response status. Response status informs what is the result of attempting to reach Target 116.
Response status codes refer to groups of possible results:

- 2xx — Successful responses (positive response);

- 3xx — Redirects (positive response);

- 4xx — Client errors (positive response with exceptions);
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- 5xx — Server errors (negative response).

[0080] In the operation of web crawling and scraping system, the HTTP responses
regarded as positive are passed to the next data processing step.

[0081] In the regular operation of the system, the user has no control over this setting. By
default, only 2xx codes are considered to be passable. When the Request Optimizer 104 is
implemented in the system, the user can declare specific, other than default, status codes as
passable. The system treats the responses with the declared status codes as correct and passes the
fetched data to the next data processing step (322).

[0082] Specific status codes are declared in the HTTP request headers, using ‘x-successful-
status-codes’ header with a value containing a list of successful status codes: [500, 502, 42069].
If the user does not declare specific status codes, the Request Optimizer 104 operates on default
settings:

- 1xx - An informational response indicates that the request was received and understood. It
is 1ssued on a provisional basis while request processing continues. It alerts the client to
wait for a final response.

- 2xx — the system treats the response as OK.

- 3xx — the system follows redirections for a limited number of times by default. When the
limit is exhausted, the system registers a failed job.

- 4xx — the system treats the response as OK with five exception codes 429, 407, 408, 444,
499.

- 5xx — the system retries a limited number of times. When the limit is exhausted, the system
registers a failed job.

[0083] If the user chooses to use the Custom HTTP request headers for declaring non-
default behavior for processing specific HTTP response status codes, the Request Optimizer 104
acts in the following manner:

- Ixx — the system informs the user that the specified status codes are intermittent and that

changing the way they are processed is not supported.

- 2xx —the system informs the user that the specified status codes always denote a successful
operation and changing the way they are processed is not supported.

- 3xx - the system informs the user that it follows the default behavior of following the

redirect instruction from the server.
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- 4xx — the system informs the user that the status codes specified are returned to the user,
omitting the excluded codes (listed below). The excluded codes may be treated as a
positive result, if so desired by the user.

- 5xx — the system accepts user changes to the default behavior if the code specified is a full
S5xx HTTP response code. In case the response code in the reply matches the configuration
exactly - the data is returned to the user. Otherwise, the system follows the default behavior
of retrying the request.

[0084] 4xx (with five exception codes 429, 407, 408, 444, 499) are treated as a positive
result and data of such requests is returned to the user. If the system receives one of the five
exceptions, it repeats the request again, until the positive response is received or the number of
attempts is exhausted. However, the user may specify custom processing for the exception codes
and have the data of such responses forwarded to the user.

[0085] If the Target’s response HTTP headers contain the HTTP response codes declared
as positive, the data is forwarded to the User Device 102 by the Request optimizer 104 (step 322).
In this step, User Device 102 receives the actual data, e.g., the body of the HTTP response, and
the metadata - the headers, one of them containing the HTTP response status code, and as part of
the metadata - the custom headers carrying detailed information about the scraping job status.

[0086] Figures 4A, 4B, and 4C are an exemplary series of sequence diagrams, describing
the route of the scraping request when the target returns an erroneous reply. These figures show
essentially the same steps for requesting a proxy by the Request Optimizer 104 and using that
proxy to implement the user's request. The flow starts once the User device sends a request (step
402) to the Service provider, more precisely to the Request Optimizer 104. The Request Optimizer
104 checks the request parameters (step 404), and the headers and cookies. If the parameters are
not indicated as correct, they are adjusted according to the Scraping logic 202 loaded into the
memory of the Request Optimizer 104 (step 406). In at least one embodiment detailed herewithin,
the disclosure further explains that Request Optimizer 104 obtains a proxy from the Proxy Rotator
106. Request Optimizer next requests proxy (step 408). Proxy Rotator 106 obtains the proxy from
Proxy DB 112 (step 410) and provides the proxy to the Request Optimizer 104 (step 412). Having
obtained a proxy, Request Optimizer 104 continues to implement a request received from the User
device (step 414). Proxy 108 obtains data from the indicated Target 116 (step 416) and forwards
that data to the Request Optimizer 104 (step 418). The Proxy 108 does not make any modifications
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to the data received and does not check the scope or the quality of data. A Proxy 108 simply
transfers the data received from the Target 116 to the Request Optimizer 104. The Request
Optimizer 104 checks the metadata received (step 420), and, if the response status is negative (for
example, 4xx code exceptions such as 429, 407, 408, 444, 499, or 5xx codes), the Request
Optimizer 104 treats the response as failed and does not send the data to the user (step 422). In
such situations, the Request Optimizer 104 adjusts request parameters (step 424) and repeats the
adjusted request. The request can be adjusted by changing some parameters of the request
according to the directions within the selected scraping strategy, trying to use another pre-establish
scraping strategy, or attempting the scraping request to the Target without any changes in the
Strategy.

[0087] A scraping request may be adjusted according to the analysis of the Target’s
response e.g. if the metadata within the reply presents HTTP response code 504 - the Request
Optimizer may apply a scraping strategy introducing an additional header, whereas HTTP response
code 403 may require applying a strategy that enriches the request with organic user-like
behavioral markers e.g. cookies from previous visits to the Target or other web resources.

[0088] All parts of the Target’s response, as well as their content, may be relevant for
deciding on the appropriate adjustments on the overall scraping strategy of the request. Some
details on how the Target returns the requested data may also be relevant.

[0089] The Request Optimizer 104 requests a proxy from the Proxy Rotator 106 (step 426).
Proxy Rotators 106 obtains a proxy from Proxy DB 112 (step 428) and provides the information
about the proxy to the Request Optimizer 104 (step 430). Request Optimizer 104 uses the proxy
108 to implement the request (step 432). Proxy 108 obtains the data from the Target 116 (step 434)
and forwards the data to the Request Optimizer 104 (step 436). Request optimizer 104 checks the
metadata (step 438) and sends the data to the User Device 102 if the reply is positive (step 440).
If the response is not positive, Request Optimizer repeats the steps of adjusting request parameters
and sending the request to the target using the selected proxy (i.e., steps 406 to 438 are repeated).
These steps of checking the response from the Target and repeating the request if the response is
negative, can be repeated until a positive response is received or until the number of negative
replies reaches some indicated number (for example, the Request Optimizer 104 can be configured
to adjust the parameters of the request 25 times or more, and if within 25 times the response is still

negative, the negative results are sent to the User Device 102).
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[0090] In another aspect, at least one embodiment detailed herewithin the Request
Optimizer 104 allows maintaining a session for multiple HTTP requests, which is a feature of data-
fetching systems. Here, a session is implemented using the same exit node for multiple HTTP
requests. In one exemplary operation of Request Optimizer 104, a session includes the use of the
same IP proxy, same headers, and same cookies through the entire session. The exemplary
operation enables sending GET and POST requests (i.e. receiving and sending data) during the
same session as well. Request Optimizer 104 can keep the same session with the same Proxy 108
open for several continuous requests in the context of the same scraping session coming from a
single User’s Device. First, an initial user’s request indicates that a persistent session should be
maintained for future requests by creating an identification marker for the session in the format of
a string, e.g. "1234567890abcdef". Upon receiving a request with the session id marker, the
Request Optimizer 104 is sufficiently informed to command the proxy management platform to
register the session as persistent to that particular proxy and to register that connection with the
indicated session identification marker. To continue using the same proxy for the next request, the
user provides the previously established session identification while submitting the scraping
request. The proxy management will provide the same proxy and re-establish connection to the
Target through the same proxy. However, it should be noted that the session identification has an
expiration threshold, which is considered trespassed when either a) a predefined period of time has
elapsed, or b) the number of requests that can utilize the same session has been executed. After the
expiration, the next request containing the expired session identification will result in a new
persistent session initiated.

[0091] The system creates a session with the indicated session_id, pairs the session with
the specific IP proxy and the specified HTTP headers, and keeps the same exit node for the entire
session. Further, the following parameters are set by the system to the session: session_uuid,
session_expires_at, session_remaining. These parameters are systematic, i.e., a user has no control
over them. A session is kept open until the session time expires or until an error occurs.

[0092] Figure 5 presents an exemplary sequence diagram, describing the optimization of
the scraping request. The request with unoptimized logic is received by the Request Optimizer 104
(step 502). Request optimizer 104 chooses an adequate scraping strategy according to the request
needs and targets (step 504), with a variety of scraping strategies being created and stored in the

Request Optimizer 104. Any such strategy or a combination thereof can be used by the Request
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Optimizer 104 to adjust the request in order to have better scraping results. An example of such a
strategy may be introducing or adjusting custom headers identifying geographical location, time
zone, or the locale language to be used in the request. Once the request is adjusted, it is subjected
to further processing (step 506).

[0093] Any of the above embodiments herein may be rearranged and/or combined with
other embodiments. Accordingly, the concepts herein are not to be limited to any particular
embodiment disclosed herein. Additionally, the embodiments can take the form of entirely
hardware or comprising both hardware and software elements. Portions of the embodiments may
be implemented in software, which includes but is not limited to firmware, resident software,
microcode, etc. Figure 6 illustrates a computing system 600 in which a computer readable medium
606 may provide instructions for performing any of the methods disclosed herein.

[0094] Furthermore, the embodiments can take the form of a computer program product
accessible from the computer readable medium 606 providing program code for use by or in
connection with a computer or any instruction execution system. For the purposes of this
description, the computer readable medium 606 can be any apparatus that can tangibly store the
program for use by or in connection with the instruction execution system, apparatus, or device,
including the computer system 600.

[0095] The medium 606 can be any tangible electronic, magnetic, optical, electromagnetic,
infrared, or semiconductor system (or apparatus or device). Examples of a computer readable
medium 606 include a semiconductor or solid state memory, magnetic tape, a removable computer
diskette, a random access memory (RAM), NAND flash memory, a read-only memory (ROM), a
rigid magnetic disk, and an optical disk. Some examples of optical disks include compact disk -
read only memory (CD-ROM), compact disk - read/write (CD-R/W) and digital versatile disc
(DVD).

[0096] The computing system 600, suitable for storing and/or executing program code, can
include one or more processors 602 coupled directly or indirectly to memory 608 through a system
bus 610. The memory 608 can include local memory employed during actual execution of the
program code, bulk storage, and cache memories which provide temporary storage of at least some
program code in order to reduce the number of times code is retrieved from bulk storage during
execution. Input/output or I/O devices 604 (including but not limited to keyboards, displays,

pointing devices, etc.) can be coupled to the system either directly or through intervening I/O
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controllers. Network adapters may also be coupled to the system to enable the computing system
600 to become coupled to other data processing systems, such as through host systems interfaces
612, or remote printers or storage devices through intervening private or public networks.
Modems, cable modem and Ethernet cards are just a few of the currently available types of network
adapters.

[0097] Although several embodiments have been described, one of ordinary skill in the art
will appreciate that various modifications and changes can be made without departing from the
scope of the embodiments detailed herein. Accordingly, the specification and figures are to be
regarded in an illustrative rather than a restrictive sense, and all such modifications are intended
to be included within the scope of the present teachings. The benefits, advantages, solutions to
problems, and any element(s) that may cause any benefit, advantage, or solution to occur or
become more pronounced are not to be construed as a critical, required, or essential features or
elements of any or all the claims. The invention is defined solely by the appended claims including
any amendments made during the pendency of this application and all equivalents of those claims
as issued.

[0098] The disclosure presents a system and a method for data extraction and gathering
from a web server comprising: comparing parameters of a request received from a user’s device
with a list of scraping strategies; selecting, from the list of scraping strategies, a scraping strategy
corresponding to the parameters of the request; identifying discrepancies between the request and
the scraping strategy; adjusting the parameters of the request according to the scraping strategy to
form an adjusted request; sending the adjusted request to a target through a proxy selected
according to the scraping strategy; receiving a reply from the target.

[0099] Upon receiving the request, a Service Provider Infrastructure performs the
adjusting of the parameters of the request autonomously from the user’s device.

[00100]  The method further comprises checking and analyzing the response’s metadata
received from the target and forwarding the reply to the user’s device pursuant to the analysis of
the metadata.

[00101]  If the reply received from the target is negative, the method is repeated by adjusting
the parameters of the request according to a different scraping strategy from the list of scraping

strategies to form a different adjusted request that is then sent to the target. The method is repeated
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with alternative scraping strategies selected from the list of scraping strategies until a positive
response is obtained or until a maximum number of attempts is reached.

[00102] During the adjustments, at least one of the parameters within the following
components of the request is adjusted: URL address; Headers; Cookies; Request body. The
parameters of the request are not adjusted if the request received from the user’s device is aligned
to one of the scraping strategies from the list.

[00103] The proxy is selected by a Service Provider Infrastructure from a Proxy database.
The Proxy is selected according to the scraping strategy and includes geolocation settings, proxy
type, proxy availability, or any combination thereof. The proxy can remain available for multiple
user device requests.

[00104] The method uses the Request Optimizer and its operational settings include at least
one of the following: scraping strategies, session ID numbers, servers accepted as request
originators, operation timeframes, scheduled maintenance jobs, connectivity sessions timeouts,
request processing logs, or any combination thereof and such settings are stored in a database on
disk, in a flat file on disk, in a database in memory, or other storage media.

[00105] The target that is reached by the proxy server is a web server serving the reply
accessible by HTTP/HTTPS protocols and is attached to a network. The method can use a proxy
server that is integrated into a Service Provider Infrastructure or be separate from a Service
Provider Infrastructure.

[00106] The embodiments discloses the system for data extraction and gathering from a
network comprising at least: a proxy rotator operable to provide a plurality of proxies over the
network; and a request optimizer operable to compare parameters of a request received from a
user’s device with a list of scraping strategies, to select a scraping strategy from the list of scraping
strategies a scraping strategy that corresponds to the parameters of the request, to identify
discrepancies between the request and the scraping strategy, to adjust the parameters of the request
according to the scraping strategy to form an adjusted request, and to send the adjusted request to
a target through a proxy selected from a proxy database by the proxy rotator according to the
scraping strategy.

[00107] The disclosures also present a non-transitory computer readable medium for data
extraction and gathering from a Web server comprising instructions which, when executed by a

computing device within a Service Provider Infrastructure, cause the computing device to:
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compare parameters of a request received from a User’s Device with a list of scraping strategies;
select, from the list of scraping strategies, a scraping strategy corresponding to the parameters of
the request; identify discrepancies between the request and the scraping strategy; adjust the
parameters of the request according to the scraping strategy to form an adjusted request; send the
adjusted request to a target through a proxy selected according to the scraping strategy; receive a
reply from the target. Later, checking and analyzing the metadata of the response received from
the target and forwarding the reply to the user’s device pursuant to the analysis of the metadata. If
the reply received from the target is negative, operation of the medium repeats by adjusting the
parameters of the request according to a different scraping strategy from the list of scraping
strategies to form a different adjusted request that is then sent to the Target. The operation of the
medium is repeated with alternative scraping strategies selected from the list of scraping strategies
until a positive response is obtained or until a maximum number of attempts is reached. The proxy
can remain available for multiple user’s device requests. At least one of the following parameters
of the request is adjusted: URL address; Headers; Cookies; Request body. The parameters of the
request are not adjusted if the request received from the user’s device is aligned to one of the
scraping strategies from the list.

[00108] Moreover, in this document, relational terms such as first and second, and the like
may be used solely to distinguish one entity or action from another entity or action without
necessarily requiring or implying any actual such relationship or order between such entities or
actions. The terms “comprises”, “comprising”, “has”, “having”, “includes”, “including”,
“contains”, “containing” or any other variation thereof, are intended to cover a non-exclusive
inclusion, such that a process, method, article, or apparatus that comprises, has, includes, contains
a list of elements does not include only those elements but may include other elements not
expressly listed or inherent to such process, method, article, or apparatus. An element preceded by
“comprises... a”, “has . . . a”, ‘includes ... a”, “contains ...a” does not, without additional
constraints, preclude the existence of additional identical elements in the process, method, article,
and/or apparatus that comprises, has, includes, and/or contains the element. The terms “a” and

13 ”

an” are defined as one or more unless explicitly stated otherwise herein. The terms

“approximately”, “about” or any other version thereof, are defined as being close to as understood
by one of ordinary skill in the art. A device or structure that is “configured” in a certain way is

configured in at least that way, but may also be configured in ways that are not listed. For the
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indication of elements, a singular or plural forms can be used, but it does not limit the scope of the
disclosure and the same teaching can apply to multiple objects, even if in the current application
an object is referred to in its singular form.

[00109] It will be appreciated that some embodiments describe the use of one or more
generic or specialized databases (such as “Proxy DB”, or similar), that contains a collection of
information that is organized so that it can be easily accessed, managed and updated. Computer
databases typically contain aggregations of data records or files, in the current case, databases
usually store different information and statistics about the proxies or exit nodes, information about
utilization threshold of the exit node provider. Such databases can also contain information about
the clients, requests performed, networks used, proxies used, types of proxies requested and similar
data. Databases are structured to facilitate the storage, retrieval, modification, and deletion of data
in conjunction with various data-processing operations.

[00110] The embodiments detailed herewithin are provided to allow the reader to quickly
ascertain the nature of the technical disclosure. It is submitted with the understanding that it will
not be used to interpret or limit the scope or meaning of the claims. In addition, in the foregoing
Detailed Description, it is demonstrated that multiple features are grouped together in various
embodiments for the purpose of streamlining the disclosure. This method of disclosure is not to be
interpreted as reflecting an intention that the claimed embodiments require more features than are
expressly recited in each claim. Rather, as the following claims reflect, inventive subject matter
lies in less than all features of a single disclosed embodiment. Thus, the following claims are
hereby incorporated into the Detailed Description, with each claim standing on its own as a

separately claimed subject matter.
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Additional Domestic Benefit/National Stage Data may be generated within this form

by selecting the Add button. Add

Foreign Priority Information:

This section allows for the applicant to claim priority to a foreign application. Providing this information in the application data sheet
constitutes the claim for priority as required by 35 U.§.C. 119{b) and 37 CFR 1.55. When priority is claimed to a foreign application
that is eligible for retrieval under the priority document exchange program (PDX)I the information will be used by the Office to
automatically attempt retrieval pursuant to 37 CFR 1.55(i)(1) and (2). Under the PDX program, applicant bears the ultimate
responsibility for ensuring that a copy of the foreign application is received by the Office from the participating foreign intellectual
property office, or a certified copy of the foreign prionty application is filed, within the time period specified in 37 CFR 1.55(g)(1).
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13041.002U81

Application Number

Title of Invention DYNAMIC OPTIMIZATION OF REQUEST PARAMETERS FOR PROXY SERVER

Application Number Countryi Filing Date (YYYY-MM-DD)

Remove

Access Code' (if applicable)

Additional Foreign Priority Data may be generated within this form by selecting the

Add button.

Statement under 37 CFR 1.55 or 1.78 for AIA (First Inventor to File) Transition

Applications

This application (1) claims priority to or the benefit of an application filed before March 16, 2013 and (2) also
contains, or contained at any time, a claim to a claimed invention that has an effective filing date on or after March

[] 18, 2013.

NOTE: By providing this statement under 37 CFR 1.55 or 1.78, this application, with a filing date on or after March

16, 2013, will be examined under the first inventor to file provisions of the AlA.
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Application Number

Title of Invention DYNAMIC OPTIMIZATION OF REQUEST PARAMETERS FOR PROXY SERVER

Authorization or Opt-Out of Authorization to Permit Access:

When this Application Data Sheet is properly signed and filed with the application, applicant has provided written
authority to permit a participating foreign intellectual property {IP) office access to the instant application-as-filed (see
paragraph A in subsection 1 below) and the European Patent Office {(EPO) access to any search results from the instant
application (see paragraph B in subsection 1 below).

Should applicant choose not to provide an authorization identified in subsection 1 below, applicant must opt-out of the
authorization by checking the corresponding box A or B or both in subsection 2 below.

NOTE: This section of the Application Data Sheet is ONLY reviewed and processed with the INITIAL filing of an
application. After the initial filing of an application, an Application Data Sheet cannot be used to provide or rescind
authorization for access by a foreign IP office(s). Instead, Form PTO/SB/39 or PTO/SB/69 must be used as appropriate.

1. Authorization to Permit Access by a Foreign Intellectual Property Office(s)

A. Priority Document Exchange (PDX) - Unless box A in subsection 2 (opt-out of authorization) is checked, the
undersigned hereby grants the USPTO authority to provide the European Patent Office (EPQ), the Japan Patent Office
{(JPO), the Korean Intellectual Property Office (KIPQ), the State Intellectual Property Office of the People’s Republic of
China (SIPQO)}, the World Intellectual Property Organization (WIPO), and any other foreign intellectual property office
participating with the USPTO in a bilateral or multilateral priority document exchange agreement in which a foreign
application claiming priority to the instant patent application is filed, access to: (1) the instant patent application-as-filed
and its related bibliographic data, (2) any foreign or domestic application to which priority or benefit is claimed by the
instant application and its related bibliographic data, and (3) the date of filing of this Authorization. See 37 CFR 1.14(h)

(1).

B. Search Results from U.S. Application to EPO - Unless box B in subsection 2 {opt-out of authorization) is checked,
the undersigned hereby grants the USPTO authority to provide the EPO access to the bibliographic data and search
results from the instant patent application when a European patent application claiming priority to the instant patent
application is filed. See 37 CFR 1.14(h)(2).

The applicant is reminded that the EPO’s Rule 141(1) EPC (European Patent Convention) requires applicants to submit a
copy of search results from the instant application without delay in a European patent application that claims priority to
the instant application.

2. Opt-Out of Authorizations to Permit Access by a Foreign Intellectual Property Office(s)

A. Applicant DOES NOT authorize the USPTO to permit a participating foreign IP office access to the instant
[ ] application-as-filed. If this box is checked, the USPTO will not be providing a participating foreign IP office with
any documents and information identified in subsection 1A above.

B. Applicant DOES NOT authorize the USPTO to transmit to the EPO any search results from the instant patent
[ ] application. If this box is checked, the USPTO will not be providing the EPO with search results from the instant
application.
NOTE: Once the application has published or is otherwise publicly available, the USPTO may provide access to the
application in accordance with 37 CFR 1.14.
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Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention DYNAMIC OPTIMIZATION OF REQUEST PARAMETERS FOR PROXY SERVER

Applicant Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title 37 of CFR
to have an assignment recorded by the Office.

Applicant {1

If the applicant is the inventor (or the remaining joint inventor or inventors under 37 CFR 1.45), this section should not be completed.
The information to be provided in this section is the name and address of the legal representative who is the applicant under 37 CFR
1.43; or the name and address of the assignee, person to whom the inventor is under an obligation to assign the invention, or person
who otherwise shows sufficient proprietary interest in the matter who is the applicant under 37 CFR 1.46. If the applicant is an
applicant under 37 CFR 1.46 {(assignee, person to whom the inventor is obligated to assign, or person who otherwise shows sufficient
proprietary interest) together with one or more joint inventors, then the joint inventor or inventors who are also the applicant should be

identified in this section.

® Assignee Legal Representative under 35 U.S.C. 117 Joint Inventor

Person to whom the inventor is obligated to assign. Person who shows sufficient proprietary interest

If applicant is the legal representative, indicate the authority to file the patent application, the inventor is:

vI

Name of the Deceased or Legally Incapacitated Inventor:

If the Applicant is an Organization check here. X

Organization Name metacluster It, UAB

Mailing Address Information For Applicant:

Address 1 . Gostauto g. 40A

Address 2

City Vilnius State/Province

Country | LT Postal Code LT-03163
Phone Number Fax Number

Email Address

Additional Applicant Data may be generated within this form by selecting the Add button. Add

Assignee Information including Non-Applicant Assignee Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title
37 of CFR to have an assighment recorded by the Office.
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Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention DYNAMIC OPTIMIZATION OF REQUEST PARAMETERS FOR PROXY SERVER

Assignee 1

Complete this section if assighee information, including non-applicant assignee information, is desired to be included on the patent
application publication. An assignee-applicant identified in the "Applicant Information™ section will appear on the patent application
publication as an applicant. For an assighee-applicant, complete this section only if identification as an assignee is also desired on the
patent application publication.

If the Assignee or Non-Applicant Assignee is an Organization check here. X
Organization Name metacluster It, UAB
Mailing Address Information For Assignee including Non-Applicant Assignee:
Address 1 . Gostauto g. 40A
Address 2
City Vilnius State/Province
Countryi | T Postal Code | T-03163
Phone Number Fax Number
Email Address
Additional Assignee or Non-Applicant Assignee Data may be generated within this form by
selecting the Add button. Add

Signature:

NOTE: This Application Data Sheet must be signed in accordance with 37 CFR 1.33(b). However, if this Application
Data Sheet is submitted with the INITIAL filing of the application and either box A or B is not checked in
subsection 2 of the “Authorization or Opt-Out of Authorization to Permit Access” section, then this form must
also be signed in accordance with 37 CFR 1.14(c).

This Application Data Sheet must be signed by a patent practitioner if one or more of the applicants is a juristic
entity (e.g., corporation or association). If the applicant is two or more joint inventors, this form must be signed by a
patent practitioner, all joint inventors who are the applicant, or one or more joint inventor-applicants who have been given
power of attorney (e.g., see USPTO Form PTO/AIA/81) on behalf of all joint inventor-applicants.

See 37 CFR 1.4(d) for the manner of making signatures and certifications.

Signature |/Keats A. Quinalty/ Date (YYYY-MM-DD)| [2020-09-11
First Name | Keats Last Name | Quinalty Registration Number | 46426
Additional Signature may be generated within this form by selecting the Add button.
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Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention DYNAMIC OPTIMIZATION OF REQUEST PARAMETERS FOR PROXY SERVER

This collection of information is required by 37 CFR 1.76. The information is required to obtain or retain a benefit by the public which
is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This
collection is estimated to take 23 minutes to complete, including gathering, preparing, and submitting the completed application data
sheet form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to
complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandna, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the attached form related tc a patent
application or patent. Accordingly, pursuant to the requirements of the Act, please be advised that: (1) the general authority for the collection of this information
is 35 U.5.C. 2(b}(2); {2) furnishing of the informaticn solicited is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and
Trademark Office is to process and/or examine your submission related to a patent application or patent. If you do not furnish the requested information, the U.S.
Patent and Trademark Office may not be able to process and/or examine your submission, which may result in termination of proceedings or abandonment of
the application or expiration of the patent.

The information provided by you in this form will be subject tc the following routine uses:

1

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act (5 U.5.C. 552) and the Privacy
Act (5 US.C. 552a). Records from this system of records may be disclosed to the Department of Justice to determine whether the Freedom of
Information Act requires disclosure of these records.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a court, magistrate, or administrative
tribunal, including disclosures to opposing counsel in the course of settlement negotiations.

Arecord in this system of reccerds may be disclosed, as a routine use, to a Member of Congress submitting a request involving an individual, to whom
the record pertains, when the individual has requested assistance from the Member with respect tc the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for the information in order to perform
a contract. Recipients of information shall be required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C.
552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records may be disclosed, as a routine use,
to the Internaticnal Bureau of the World Intellectual Property Organization, pursuant to the Patent CooperationTreaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of National Security review (35 U.S.C. 181)
and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or his/her designee, during an
inspection of records conducted by GSA as part of that agency's responsibility to recommend improvements in records management practices and
programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations geverning inspection of
records for this purpose, and any other relevant (i.e,, GSA or Commerce) directive. Such disclosure shall not be used to make determinations about
individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of the application pursuant to 35 U.5.C.
122(b) or issuance of a patent pursuant to 35 US.C. 151. Further, a record may be disclesed, subject to the limitations of 37 CFR 1.14, as a routine use,
to the public if the record was filed in an application which became abandoned cr in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law enforcement agency, if the USPTO becomes
aware of a violation or potential viclation of law or regulation.
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