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Abstract: In this paper, we examine the criteria of designing a 
protocol engine for high-bandwidth communications, and de- 
rive the location of the boundary between dedicated hardware 
and a generic general-purpose processor as a function of the 
required performance. The design and implementation of a 
Fibre Channel protocol engine using both customized CMOS 
and embedded processors is used as an example to illustrate 
these design considerations. 

1. Introduction 

The explosive growth of multimedia and InternedIntranet 
applications in the past few years has brought about a signifi- 
cant increase in bandwidth demand for both local and wide 
area networks. This trend is further accelerated by rapid 
advances in fiber-optic and broadband switching technologies, 
which have made possible the development of several gigabit 
or multi-gigabit data communication protocols. These proto- 
cols have the potential to provide a very high-bandwidth data 
transfer capability between peripherals (disk or disk array) and 
the host, among clusters of workstations, and in local area and 
metropolitan area networks. Already, several such protocols 
have been defined or are in the process of being drafted: 

0 Fibre Channel (and Fibre Channel Arbitrated Loop) [1,2], 
which is an ANSI standard, has already been defined for 
transmission speeds of up to 1.0625 Gb/s and is in the 
process of being extended to 4 Gb/s; 

0 Gigabit Ethernet [3], currently being proposed with 
transmission speeds of up to 1 Gb/s; 

0 ATM over SONET, which has been defined in the ATM 
forum for bit rates up to 622 Mb/s [4]. The SONET 
protocol, however, has already been defined for OC-48 
(2.4 Gb/s), while proposals for OC-192 (10 Gb/s) are 
currently being actively discussed [ 5 ] .  

The market penetration of these protocols depends heavily 
on the successful realization of cost-effective implementations. 
It is essential that such implementations can be realized 
through the use of widely available technologies, such as 
CMOS, so that they can benefit from low production costs and 
fast advances in manufacturing processes. 

In general, a protocol engine that executes the required 
hc t ions  for high-bandwidth transmission could be realized 
using a fully customized logic, a programmable VLSI engine, 
or a general-purpose processor. A fully customized approach 
usually allows for the maximal exploitation of the potential 
parallelism inherent in the protocol processing but may require 
significant development cost. By contrast, general-purpose 
procesors may not provide the same levels of performance, but 
offer better flexibility and can easily accommodate protocol 
revisions. A third possibility would be to devise a programma- 

ble VLSI chip set, capable of a wide range of protocols. Yet, 
another possibility would be to integrate some of the custom- 
ized protocol processing functions with a programmable VLSI 
or a general-purpose processor. 

Recently, a trend is developing similar to the latter ap- 
proach, whereby signal processing capabilities are integrated 
with general-purpose processors, such as the Multimedia 
Extensions (MMX) in Intel's Pentium and Pentium Pro 
architectures, and similar functions in other microprocessors 
architectures. The intent of this approach is to take advantage 
of the potential speedup offered by the dedicated processing 
elements for certain multimedia signal processing functions, 
while maintaining the flexibility of a general purpose proces- 
sor. It is also conceivable that in the future some of the func- 
tions required for protocol processing could be integrated with 
a general purpose processor, resulting in similar benefits. 

With the increases in both communication bandwidth and 
processing capability of end nodes, network I/O has become a 
bottleneck. As a result, the design and implementation of 
high-performance network interfaces has been the subject of 
many studies, as found in a number of recent publications. In 
[6], a performance model for the FDDI network interface is 
analyzed. Techniques for partitioning the functions between 
the host processor and the network interface are also investi- 
gated. In [7], an experimental system is proposed which 
provides media processing on the network interface card. For 
continous media transmissions such as voice, audio, video and 
animation, the protocol processing results in a high overhead. 
Furthermore, there is often a bandwidth mismatch between the 
network and the host system bus. This proposal relieves the 
system bus from the overhead of transporting the media traffic 
between the network interface and the media specific proces- 
sors. In [SI, the design and implementation of a parallel 
protocol engine for the logical link control (LLC) h c t i o n  of 
802.2 is described. The performance of the four processor 
version of the implementation can satisfy the demands of 
networks operating in the 100 Mb/s range. Finally, the design 
of a flexible programmable VLSI protocol engine, PROVE, is 
described in [9]. This protocol engine can process protocols 
such as LLC Class 2 or LAPD up to 50,000 packetdsecond. 

Nevertheless, there is still a lack of study on the impact of 
network interface design for gigabit networks, which may 
require a network interface with a processing capability in 
excess of 10 million packetdsecond. 

In this paper, we examine the criteria for designing a 
protocol engine suitable for gigabidsecond bit rates, and derive 
the location of the boundary between dedicated hardware and 
generic processor as a function of the required performance. 
The design and implementation of a Fibre Channel protocol 
engine, which requires a processing capability of up to 10 mil- 
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lion packetdsecond, is used as an example to illustrate these 
design considerations. The highlights of this implementation, 
consisting of both customized CMOS VLSI and general- 
purpose processors, include: 

0 concurrent protocol processing of both inboundoutbound 
data streams at the full link data rate specified by the 
protocol, 
high-speed realization of the line codingfdecoding and 
CRC encodingfdecoding using both parallel and pipelined 
techniques, 
concurrent finite state machines for both media access 
protocol processing and end-to-end protocol processing. 

The customized VLSI design has been specified and 
verified using the VHDL hardware description language, and 
has been translated into approximately 20K gates using 0.5 pm 
CMOS technology. 

The remainder of this paper is organized as follows: 
Section 2 presents various considerations for the design of 
protocol engines for high-bandwidth communications, Section 
3 gives the architecture and design of a Fibre Channel protocol 
engine, Section 4 discusses the performance evaluation and 
verification of such a design, and the paper concludes with a 
brief summary in Section 5.  

0 

1 CONVERSION I mm 
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FROM NETWORK TO NETWORK 

HOST SYSTEM BUS (PCI) 

Figure 1: System block diagram of a protocol engine 

2. Protocol Engine Design Considerations 

sion between parallel and serial data; 
0 Byte and word synchronization, for monitoring the 

incoming bit streams and detecting the occurrrence of out- 
of-sync conditions; 

0 Line encoding/decoding, for ensuring that there is a 
sufficient number of data transitions so that the timing 
recovery circuits can work properly; 
Data link layer protocol engine (or media access protocol 
engine), for performing the media accessing function (as 
required, for example, to implement CSMA in the 802.x 
protocol, and the abitrated loop function, FC-AL, in Fibre 
Channel); 
Network layer protocol engine (including possibly CRC 
generatiodchecking), for performing end-to-end flow 
control, congestion control, and header processing. 
Packet memory, for storing the inbound packets before 
they are processed, and outbound packets before they are 
transmitted. 
Buffer management, for performing buffer allocation upon 
the arrival of packets and buffer deallocation once the 
packets are delivered to the host. 

0 Direct Memory Access, which performs data transfer 
between the packet memory and the host memory without 
the intervention of the host processor. 

Some of these hnctions, such as serial-to-parallel conver- 
sion and line encoding/decoding, can only be implemented in 
hardware in order to be able to operate at gigabit data rates or 
above. On the other hand, header processing, end-to-end flow 
control, and in-sequence delivery can be implemented either in 
software or hardware. The optimal partitioning of the tasks be- 
tween dedicated hardware and general-purpose processor, 
either as a stand alone unit or as an embedded processor, is dic- 
tated by the performance and cost requirements of the system. 
As previously pointed out, a programmable processor allows 
better flexibility, lower cost, and can easily accommodate pro- 
tocol revisions, or even multiple protocols. However, its ca- 
pacity to exploit the maximal inherent parallelism provided by 
the protocol functions is fairly limited. 

From a processing point of view, a protocol's operations 
can be divided into three categories: 

0 Bytemord-level datapath operations: such as CRC 
generation and checking as well as line encodingldecoding 
in which several processing steps are involved for every 
byte (or word) received by the protocol engine; 
Frame (Packet)-level datapath operations: such as header 

0 

0 

0 

0 

0 

processing and memory management in which the 
operations are invoked only at the beginning or the end of 
each received frame (or packet); 
Control path operations: such as the initialization of a 
connection and the house cleaning operation when a 
connection is terminated. These operations are invoked 
only at the beginning and the end of a connection, which 
usually lasts for more than one packet or frame. 

Most of the current and likely future high-speed data links 
are serial links. In managing the links, the protocol engine is 
responsible for (a) receiving the serial data into the host mem- 
ory, and (b) transmitting the data from the host memory to the 
serial link. Since protocol processing usually requires signifi- 
cant amounts of computation that can be a burden to the host 
processor, it is desirable to offload the protocol functions to a 
dedicated subsystem. The functionality of such a protocol 

0 

engine, as shown in Fig. 1, usually includes the following: In examining the requirements imposed on the protocol 
engine by the above operations, we begin with memory band- 
width. We assume that the link rate is B and the packet length 

0 Serial-to-parallel conversion, for performing the conver- 
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is L, where a packet consists of a header with fixed length H 
and data with variable length D. D can vary from zero (as in 
the case of control packets) to a maximum length of Dmm, 
that is defined by the specific protocol. As a result, the peak 
packet rate is B/H, which occurs when control packets arrive 
contiguously. As an example, the peak packet rate for Fibre 
Channel is 4 million packetshecond, if the minimum-length 
packets (each consisting of a 36-byte header) are sent back-to- 
back at a gigabit data rate. Because only the data portion of a 
packet needs to be delivered to the host memory, the maximum 
data throughput to the host memory is D,, * B /(H+D,,). 
Similarly, the data bandwidth out of the host memory to the 
protocol subsystem needs to be identical to the above, in order 
to support full duplex communication. As a result, the total 
host memory bandwidth required to support the transmission 
and reception is 2Dm, 9 B l(H+Dmax). Using Fibre Channel 
as an example, the host memory bandwidth required to sustain 
packets transmitted at a gigabit data rate (both inbound and 
outbound) is approximately 200 MB/s. Currently, only the 66 
MHz PCI bus, which has a peak throughput of 266 MBIs, can 
support data transfer at such a rate. 

Although the protocol processing can always share the 
memory with the host, a staging buffer is usually required to 
avoid the temporary unavailability of the system bus. When 
the packet memory is shared between the communication 
subsystem and the host, the data portion of the packet is sent to 
the memory as soon as it arrives. However, the protocol 
engine notifies the system only when a complete upper layer 
protocol (e.g., IP or SCSI) data unit is received. 

It is also possible to provide sufficient memory in the 
communication subsystem to temporarily store the incoming 
packets, so that a data transfer to the host occurs only when a 
complete upper layer protocol data unit is received. In this 
case, the total amount of memory bandwidth required for the 
dedicated memory in the protocol engine is 4D,, * B 
l(H+Dm,), since the buffer memory on the communication 
subsystem has to support the data to be read in and out 
simultaneously. 

After a packet (such as a Fibre Channel frame or an ATM 
cell) is received, pointer manipulations are required for mem- 
ory allocation. Similarly, pointer manipulations are required to 
deallocate memory when the packet is transmitted to the host. 
All of these operations occur on a per-packet basis, for each 
packet. Variable-length packets impose an additional challenge 
by potentially requiring multiple pointer manipulations. In 
general, both inbound and outbound packets would require 
pointer manipulation if they share the same packet memory. 
Using the notation defined earlier, the maximal rate of pointer 
manipulation for inbound or outbound traffic is B/H, which is 
the maximal rate at which packets can arrive on the inbound or 
outbound link. If the pointer structure is implemented via a 
linked list, each memory allocation requires one register read to 
obtain the address of the current head-of-list block, a memory 
read to read the address of next available memory block, and a 
register write to place the new address in the head-of-list regis- 
ter. Similarly, memory deallocation requires one register read 
to read the tail-of-list location, a memory write to link the 

newly available memory block to the linked list, and a register 
write to place the address of the newly available memory block 
in the tail-of-list register. Therefore, the maximum number of 
memory accesses required for memory management purposes is 
4B/H, assuming symmetric inbound and outbound traffic, and 
the total number of processing steps involved is 12B/H, For 
Fibre Channel, this implies that the processing power required 
for memory management alone is approximately 50 MIPS 
(million instructions per second). 

Header processing usually requires interpreting the indi- 
vidual bits in the header and accessing context information 
corresponding to those currently opened connection (for those 
protocols that are connection-oriented). If the protocol permits 
out-of-order delivery (such as Fibre Channel), additional proc- 
essing is required to maintain a scoreboard in order to deter- 
mine whether a segment of continuous streams of packets have 
been received. Since multiple connections can be opened si- 
multaneously, the protocol engine is required to provide con- 
text switching capability when packets from different connec- 
tions are intermixed. Context switching may impose a perform- 
ance penalty when the processor, due to limited on-chip mem- 
ory, would have to access an external memory for retrieving 
the context information. 

Finally, there are multiple protocol states that are required 
to be processed continously. These states can be implemented 
by using dedicated finite state machines or by sharing the same 
general-purpose processor. Because of the sequential nature of 
the instruction execution of general-purpose processors, there 
may be a latency associated with the processing of each state. 
This latency can be the limiting factor to how fast incoming 
frames can be processed. 
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Figure 2: Memory bandwidth and processing requirements as 
a function of link bit rate 

Figure 2 shows a logarithmic plot of the memory band- 
width and processing steps required as a function of bit rate. It 
can be seen that the memory bandwidth and number of 
operations required for protocol processing increase linearly 
with the bit rate. As a result, it is desirable that the architec- 
ture of the protocol engine be scalable both with respect to the 
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link rate and packet rate. 

3. Protocol Engine Architecture 

In this section, we propose the structure for a scalable 
high-bandwidth protocol engine. In order to illustrate our 
design approach, we use as an example the Fibre Channel, 
because it is a functionally rich protocol that requires many 
considerations to be taken into account, such as 

e packets of variable length, 
0 out-of-order packet arrival, 
e maintaining multiple logical connections, with packets 

from any connection can arrive simultaneously, 
an arbitrated loop layer which requires an additional 
media access protocol. 

To facilitate the reading of the discussion that follows, we 
give a brief overview of the protocol levels defined by Fibre 
Channel: 

0 

FC-0 defines the physical intreface and electrical 
characteristics of the transmission medium including 
connectors, bit rates, jitter, and distance without repeater. 
FC- 1 defines the transmission protocol which specifies the 
serial encoding, decoding, byte and word synchronization, 
and associated error control method. 
FC-2 defines the signaling protocol which specifies the 
rules and mechanisms needed to transfer blocks of data 
from one end to another. 
FC-3 defines a set of services which are common across 
multiple ports of the same node. 
FC-4 defines the channel protocol or mapping between the 
lower levels of Fibre Channel (i.e., FC-3) and upper level 
protocols such as IP, SCSI, etc. 

! 
I 

PROCESSOR 
BUFFER MEMORY 

_ _ _ _ _ _ _ _  _ _ . _ . . _ . _ _ _ _ _ _ _ _ _ _ _ _  

FC-2 FC-2 

INBOUND OUTBOUND 
c) 

FC-AL 

INBOUND OUTBOUND 

: I  

INBOUND 

FC-AL FC-AL 

DMA 

i-i' . -'e! . . . 

Figure 3: Architecture for the Fibre Channel protocol engine 

The overall structure of the protocol engine is shown in 
Fig. 3, with several time critical functions such as line encod- 
ing/decoding, CRC processing, and part of header processing 
implemented on a custom-made integrated circuit, while the 
rest of the functions are realized using a programmable proces- 
sor. In order for the architecture to be scalable, the following 

function modules have been carefilly partitioned and 
pipelined: 

0 8B/10B encoding/decoding 
e CRC generatiordchecking 
0 concurrent header protocol processing and memory 

management. 

Furthermore, the communication subsystem is partitioned 
into three different clock domains: 

0 Receiver, in which the clock is synchronized to the 
receiving data stream. 

0 Internal, in which the clock is set at the fastest available 
rate allowed by the design. 

0 Transmitter, in which the clock rate is used to determine 
the transmitting data stream. 

SERII\L-TC-PARI\LLEL CONVERTER 

Figure 4: Inbound processing block diagram of FC-1 

The inbound processing of FC-1 is shown in Fig. 4. The 
high-speed serial data that arrives at the receiver is deserialized 
into byte-parallel format before it is sent to the protocol engine. 
The protocol engine further converts the data stream from byte- 
to-word-parallel format and puts it into an elastic buffer using 
the receiver clock extracted from the incoming data. Subse- 
quently, the word-parallel data is synchronized to the intemal 
clock when it is read out of the elastic buffer. A two-word 
elastic buffer is used for the clock domain conversion between 
receiving and internal clocks. The data is then decoded by a 
four-byte parallel 8B/lOB decoder. A finite state machine 
monitors the incoming data for possible out-of-sync conditions, 
which are derived from the error conditions indicated by the 
8B/10B decoder. When an out-of-sync condition has occurred, 
the finite state machine searches through the incoming data 
stream for a sync word (e.g., the IDLE word in Fibre Channel) 
to reestablish synchronization. 

The outbound data is encoded by the parallel 8B/lOB 
encoder circuit, as shown in Fig. 5, before passing through the 
elastic buffer for clock domain translation. Similar to the 
inbound case, a two-word elastic buffer is used in the outbound 
path for clock domain translation. Note that the transmitter 
clock is generated locally. The same clock is used to fetch the 
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data from the elastic buffer and convert it into serial format. 
Also note that a "primitive sequence synthesis" combinational 
logic circuit is used in the outbound path for synthesizing 
special characters which conform to the link layer protocol 
specified by the Fibre Channel. 

INBOUND FC-2 

SYNTHESIS 

OUTBOUND FG-2 

ERROR 

PARITY 

PARITY 

CHECKER 

I I  
I 

8/10 ENCODER 8/10 ENCODER 8/10 ENCODER 8/10 ENCODER , 

ELASTIC BUFFER 

TRANSMITTER 

Figure 5: Outbound processing block diagram for FC-1 

The incoming data stream is converted into two separate 
streams, a data stream and a control stream, at the primitive se- 
quence detection module. This is necessary in Fibre Channel as 
there are data delimiters (such as start of frame, end of frame, 
idle, and receiver ready) and a special control word transmitted 
between packets that are represented by special symbols in the 
8B/10B code. The data delimiters cannot be converted to 
regular data but, instead, are converted into control signals 
within the protocol engine, resulting in a separate control path. 
Similarly, the data on the control path are used to synthesize 
the data delimiters on the outbound path. 

The implementation of the protocol layer that provides 
media accessing control, as required by the Arbitrated Loop 
function, is shown in Fig. 6 .  The associated finite state ma- 
chine must monitor the incoming data delimiter continuously 
for an opportunity to acquire the loop and, thus, be able to 
establish a connection. Before the loop is acquired, the FC-1 
layer must route all frames received from the inbound link 
back to the outbound link. The routing path is indicated in the 
figure, in which the incoming data are stored into a FIFO. The 
output of the FIFO is routed to the outbound of the FC-AL 
during loop mode. When there is a Erame in the host waiting 
for transmission, the finite state machine must announce its in- 
tention to transmit to the entire loop by sending out a special 
delimiter. When no other nodes intend to transmit, the delim- 
iter will arrive back to the node. A connection can then be 
opened and the upper layer can start the data transmission. 
(When there are multiple nodes waiting for transmission in the 
loop, a predetermined priority resolution protocol is used to 
decide which node can trasmit next.) 

t I  
T I  

LOOP MODE 

1 
I 

I INBOUND FC-1 OUTBOUND FC-1 I 
Figure 6:. Processing block diagram for FC-AL 

I FCZB I 
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38 

DATA REG 

I OUTBOUND FCAL 

Figure 7: Outbound processing block diagram for FC2 

On the inbound side, as shown in Fig. 8, the CRC gener- 
ated by the incoming data is checked against the CRC code 
carried by the packet. Multiple finite state machines are con- 
structed to facilitate the capturing and processsing of the 
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header information and to verify the validity of the frame (e.g., 
whether the maximum frame length is violated, whether an 
alias is used for the destination address, whether the start of 
frame format is consistent with the end of frame format, etc.). 
An independent link management finite state machine conti- 
nously monitor the inbound link and is engaged in the link 
recovery protocol once the malfimction of the link is detected. 

The buffer management logic, which is shown in Fig. 3, 
manipulates the pointers upon packet arrival and packet 
consumed events for inbound traffic. It consists of two 
independent producer and consumer finite state machines 
which are synchronized through a semaphore when they have 
to access infomation simultaneously. 

CONTROL FCZB 

FRAME RECEPTION 

COUNTERS w 
LINK MANAGEMENT 

I I INBOUND FCAL 

Figure 8: Inbound processing block diagram for FC-2 

4. Performance Evaluation 

The performance of the proposed structure is measured in 
terms of latency and throughput. Total latency is defined as the 
elapsed time from the first bit of a packet arriving at the 
network interface to the last bit of the packet leaving the 
packet memory. The latency of each individual component in 
the system can be defined in a similar way. For inbound traffic, 
the latency in the FC-1 layer is approximately three system 
cycles: two introduced by the elastic buffer and an additional 
cycle used by the register in the parallel line decoding. Two 
system cycles are introduced by the FIFO in the FC-AL layer. 
Three more system cycles are introduced in the FC-2 layer. 
Therefore, a total of 8 cycles are introduced when a packet is 
received from the receiver to the packet memory. For outbound 
traffic, the latency in the FC-2 layer is two system cycles, 
while the latency introduced in FC-1 is an additional three 
cycles, for a total of five system cycles. If the system cycle 
time is 20 ns, the inbound delay before a packet is put into 
packet memory is 160 ns, while the outbound delay is 100 ns, 
from retrieving a packet to its actual transmission. 

Throughput is measured in terms of the bits that are proc- 
essed by the protocol engine, and heavily depends on the distri- 
bution of the packet length. Longer packet length improves 
the throughput due to its smaller overhead in header transmis- 

sion and processing. The throughput of the proposed design is 
identical to the link rate. When the proposed design is oper- 
ated at full duplcx mode, the total throughput of the protocol 
engine can exceed 400 MBIs (for both link and host attach- 
ment), while the maximum packet throughput rate can exceed 
20 million packetslsecond. 

The accuracy and timing of the architecture as described 
above was verified through VHDL simulation. A 0.5 pm 
CMOS technology was assumed for synthesizing the architec- 
ture. The maximal internal cycle time achieved was 20 ns, 
indicating that a maximal throughput of 2 Gb/s can be sup- 
ported. The delay from the serial input to the packet memory is 
less than 200 ns, when the arbitrated loop is opened. 

5. Summary 

In this paper, we have proposed and evaluated a scalable 
architecture for implementing multi-gigabit protocol engines. 
The architecture utilizes a combination of custom-made VLSI 
circuitry and a general-purpose processor, such as the Intel 960 
or the IBM PowerPC 403. Time critical operations such as line 
codingidecoding, CRC generatiodchecking, context-independ- 
ent header processing, and buffer management are imple- 
mented in the customized VLSI part. These designs are never- 
the-less scalable and can be cascaded to further increase 
throughput. Some of the packet level processing, such as 
context-dependent header processing, are performed by the 
general-purpose processor. As processing power increases, 
more and more functions can be included in the general- 
purpose processor. The throughput of this architecture is shown 
to be adequate for the operations and bit rates currently speci- 
fied by Fibre Channel. Future CMOS technology advances 
will have the potential to further improve the raw throughput. 
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