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To Dylan Edwin Hughes, who was born during the writing of this book.
My wife is from the Philippines, and she returned there for Dylan’s birth.
My first glimpse of my new son was via a scanned-in JPEG image attached

to an e-mail message and sent halfway around the world in a matter of

seconds. Dylan will grow up in a world of instant global communication
that I can scarcely imagine. I hope this book will contribute in some small
way to making his world the best possible one.
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30 Internet E-mail: Protocols, Standards, and Implemey,

that user on MSS[j] via an internal IPC connection bey
MTALJi] and MSS[j].

The basic message flow (as seen in Figure 2.2) for a POP-bage
retrieving messages from a distributed mail server is as folloyy,
IMAP-based one would work exactly the same way but use the |
protocol in place of the POP protocol and port 143 in place of port 11

1. The UA requests the DNS to resolve the shared nodename f,
POP server (e.g., pophost.megacorp.com), and the DNS reg
with one of the m IP addresses corresponding to the m POP g
in the system (it does not matter which one—call it POP[k

2. The UA connects to POP[k] on TCP port 110.

3. POPI[k] uses the Routing Table to determine whether the
fied user account is a valid one, and if so, which MSS contai
messages for that user (call it MSS[j]).

4. Assuming it is a valid user, POP[k] makes an internal IPC «
nection to MSS[j] and allows the UA to retrieve messages
that server via the POP protocol.

POP, Routing MSE
@ table
mr ] ® 4 ®
<OQutlook > POP, < » MSt
express> POP3
POP, MSE

Figure 2.2 Retrieving message from Scalable E-mail Server wil
POP3.
Oracle Exhibit 1013
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. i " 31
atigy e-mail architecti
A _’ rnel

R message exchange

*:,ctionalitv
[, - tionality of Internet e-mail is concerned with sending and
te & sees. The overall design is known as a store and forward
ﬁlS ;nt;sast %nearls is that the sender and the receiver need not be
'.s.a the message exchange at the same time, as they would with
v oice telephones. It is more like leaving messages for each other
ering machines. However, il a telephone answering machine
Yonds ;  : an incoming message for someone other than thg machine’s
10 ru‘" geneI‘a“Y is not clever enough to realize that and forward it to
8 ect answering machine (Internet MTAs do cxactly that).
i1l describe two scenarios involving sending and receiving Inter-
messages. The first one is the simpler one, because no inter-MTA

peci ng is required, while the second one does involve such

1 the forwarding.

‘on- , ario 1: sender and receiver
from sn the same postoffice

1 Figure 2.3. Furthermore, we have two guys named Albert and
who have Internet-style UAs on their computers. Both of them
‘the nodename mail.guys.com for both smtp host and pop3 host
hey conligured their UAs. Say that Albert wants to send mail to
mey. The following steps must take place:

rrw

S1. Albert starts his UA and composes a new message addressed
10 Barney (he could even use the more formal style
- Barney@guys.com, but within a single postoffice that is not
- necessary). He then clicks his Send button.

a

Inresponse to the Send button being clicked, Albert’s UA makes a
- Betwork (TCP) connection to the node mail.guys.com on port 25,

?Vhich is the port used by the SMTP server. The SMTP server there
- aceepts the connection.

Oracle Exhibit 1013
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32 Internet E-Mail: Protocols, Standards, and lmplement

Server message storage

“guys.com" ©
UNIX Server )
<SMTPD> ‘ ’ Barney
=
© —
@ IS\IMTP v;’(a Check mail New message
S etwli:or request received
ocket (POP3) (POP3)
WIN 95 WIN NT WS
—»| |_Ban
<Eudora> <<§)xl11:i:s°:> l:
@ Albert (sender) @ Barney (recipient)
compose message check new mail

Figure 2.3 Scenaric 1. Internet e-mail system: sender and recipj
on same server.

S3. As soon as the connection is established, Albert’s UA iden
Albert as the sender and Barney as the recipient (which are
acceptable to the SMTP server). Albert’s UA then sends thea
message (including the message headers, the message body
the “signature,” if any). Once the message is received, the §
server looks at the recipient, realizes that the mail is intende
someone who has a local account in this postoffice (Barney)
hands it to the MS to file in that user’s mailbox.

S4. Albert’s UA terminates the network connection.

At some point, Barney will complete the mail exchange by retri¢
the message Albert just sent. The following steps take place:

R1. Barney starts his UA and clicks the Check for New Mail butto
perhaps his UA has been running all the time and checkin
new mail every few minutes).

R2.1In response to the Check for New Mail button being clii

Barney’s UA makes a TCP neiwack ERRiMetion to the
Page 10 of 15



ot e-maill architecture 33
niern
il.guys.com on port 110, which is the port used by the POP3
ail.guy> _
mrver The POP3 server accepts the connection.
server:

3 As s0ON as the connection is established, Barney’s UA identifies
Ro- him as the user and supplies his POP3 password. Barney has a
valid POP3 account and specified the correct password for that

account, so all this is accepted also.

R4, Barney’s UA requests a list of messages in his area of the MS and
& "'réalizes anew one is there. The UA then retrieves the entire mes-
sage over the network connection and stores it in Barney’s local
MS (in his InBox folder). Barncy did not select the T.eave Mes-
| ;éja,gCS on Server option in his UA, so his UA tells the POP3 serverto
' delete the new message, which it dutitully marks for deletion.

RS5. Barney's UA realizes there are not any other new messages, so it

i sends a Quit message, which causes the POP3 server to actually
 delete the marked message, and then terminates the network

‘connection.

R6. A summary line for the new message magically appears in Bar-

ney’s InBox folder, showing that it was sent by Albert. Barney can
‘view the message, print it, reply to it, forward it on to Charley,
 delete it, or do whatever he wants with it.

-

rio 2: sender and receiver
ferent postoffices

have the same TCP/IP domain called guys.com, with an Internet
ostoffice (both SMTP and POP3 servers) on node mail. Say we also
other TCP/IP domain elsewhere on the Internet, called gals.com.
is shown in Figure 2.4. We have good old Albert, still in the domain
m, and Alice in gals.com, both with UAs on their respective com-
1?Cfmember that Albert specified his SMTP and POP3 hosts both as
H¥s.com. However, in the gals.com domain, the SMTP server is on
SMip-mail and the POP3 server is on a different server called
k S0 Alice specified smtp_mmail.gals.com for her SMTP host and
Al -gals.com for her POP3 host. Say that Albert wants to send mail

~

€. The tollowing steps must take place: Oracle Exhibit 1013
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S1.

S2.

S3.

34
guys.com gals.com
r | e e
1 .
mail.guys.com smtp-mail.gals.com @ N3
UNIX Server NT Server G
<SMTPD> —— —»| <SMTPD> :
<POP3D> SMT?P via <POP3> L2
Network Socket
(server—server) @ LUS
SMITP ia Check mail New message
Network .
Socket request received
(POP3) (POP3)
WIN 95 WIN 95
A
<Eudora> <Eudora> l:
Albert (sender) Alice (recipient)
compose message check new mail
Figure 2.4 Scenario 2. [nternst e-mail system sender and recig
cn diferent servers

Albert starts his UA and composes a new message addre
Alice@gals.com (he cannot use the short form “Alice” b
Alice does not have an account on the local postotfice). E

clicks his Send button.

In response to the Send button being clicked, Albert’s UAT
TCP network connection to the node mail.guys.com on f
which is the port used by the SMTP server. His SMTP ser

mail.guys.com) accepts the connection.

Albert’s UA identifies him as the sender and Alice ¢
gals.com as the recipient (which are both acceptable to th
cerver). His UA sends the actual message. His SMTP servet
(hat this mail is addressed to someone in another doma
does not store it inits local MS. Instead, it does a query on J
DNS server to see what the preferred node is to accept mal
domain gals.com. If mail has been sent recently from guys¢
.ga‘.s.‘com, hi‘s local DNS may hé\fgcrlg%gﬂi‘ﬁ;[efdiOIH oft Eh
its “head” (in cache). If not, his DN hl%é“li%fﬂ_wr DNS



B mail architecture .

/(" ~

(possibly the one for gals.com) admits to having that
nd passes it back to Albert’s DNS server. Eventually,
that smtp—mail.gals.com is the preferred node

'.“’;til one
infOrmation a |
(he answer returns.
ooy incoming mail for gals.com.
¢ / finding the name of the node that handles incoming
e ail for the domain gals.com, Albert’s SMTP server establishes
n-lTCP network connection (possibly via WAN links or even
Ta]fway around the world) to the SMTP server on that node
,-'(smtp_mail.gals.com). To that SMTP server, the connection looks
just like one from a local client and is handled in exactly the

‘mg way.

,;}.3?;: gMTP server identifies Albert (of guys.com) as the sender
Alice (ol gals.com) as the recipient (which are both accept-
Eb‘]e 1o the SMTP server). Albert’s SMTP server sends the actual
sage. Alice’s SMTP server rcalizes that the mail is addressed to
one with alocal account and hands it to the message store to

“a‘n
;:- ome
file in Alice’s mailbox.

56 Albert’s SMTP server terminates the network connection.

553!_5 ome point in the future, Alice will complete the mail exchange by
etrieving the message Albert just sent. The following steps take place:

e .[!:.
£ E(
1. Alice starts her UA and clicks the Check for New Mail button (or

_‘g’rhaps her UA has been running all the time and checking for
" new mail every few minutes).

R2. Alice’s UA makes a connection to node pop-mail.gals.com on
“port 110, which is the port used by the POP3 server. The POP3
“server accepts the connection.

i

lice’s UA identifies her as the user and supplies her POP3 pass-
word. Alice has a valid POP3 account and specified the correct
~Password, so all this is accepted also.

ce’s UA then requests a list of messages in her mailbox on the
MS and realizes that there is a new one there. It then retrieves the

€ntire message over the network connection and stores it in

Alice’s local MS (in her TnBox folder). Unlike BafragleAlxdilitdl 013
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36 Internet E-mail: Protocols, Standards, and ImplemEm

select the Leave Messages on Server option in her UA, gq he
does not tell the POP3 server to delete the new message
ever, her UA makes a note of the unique message idey,
(UIDL) for that message, so it will not download the me
again.

RS5. Alice’s UA realizes there are not any other new messages
sends a Quit message and terminates the network connecy;

R6. A summary line for the new message magically appea
Alice’s InBox folder, showing that it was sent by Albert, oy
guys.com. Alice can view the message, printit, reply toit, for
it on to Barbara, delete it, or do whatever she wants with i

Basically all other kinds of mail transactions come down to one (
other of those scenarios, as [ar as the mail servers are concerned. All
functionality (e.g., replying, forwarding mail, etc.) is done by th
(e.g., by swapping the contents of the From: and To: header lines
a reply).

Itis possible to tellan Internet Mail MTA to always send outgoing
to a single node rather than doing distribution directly to the destin
nodes. That allows setting up gateway or proxy systems for more e
rate routing. One reason for doing that might be to hide the internal
tions of the e-mail servers in a large company from the outside wo
internal servers could be added or moved without the outside worlc
ing to know about such changes. Another reason might be so th
incoming mail would come through a single proxy server, which ¢
thought of as a carefully controlled hole in an otherwise imperm
firewall protecting your LAN from unauthorized outside snoopi
malicious tampering. There are even anonymizing gateways thi
which you can route mail that will strip any trace of where the mail
ally originated.
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Attachments and
address books

é’d_eluudecode:
NIX attachment

*eg;estal\rlllc&il;r d he concepts of attachments and address

books go beyond the basic functions of an
e-mail system, but they are important to its
usability. While both areas have had good
solutions in proprietary mail systems for a
number of years, there is considerable varia-
tion at present in the level of sophistication,
interoperability, and even the existence of
these features in current Internet e-mail
products. In the case of attachments, an
excellent standard (MIME) is already avail-
able and is being supported (at lcast in part)
by more and more clients. In the case
of address books, several standards exist for
shared address books, but none has been
widely adopted so far. However, a very good
standard is well underway and may finally
solve that difficult problem on a global scale.

the Internet
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