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“This book enables you to benefit from Software Spectrum's experience
with a rich variety of Exchange deployments throughout the world. You'l
find the depth and breadth of their investment reflected in complete
coverage of the new technologies in Exchange Server 5.5. The detailed
recommendations that result from their work will provide you with the
ability to apply the substantial technology enhancements to maximum
business advantage.”

Elaine K. Sharp
Exchange Server Program Manager
Microsoft Corporation
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Here’s What People are saying about Special Edition Using Exchange Server 5.5

“One of the most effective ways to reduce the Total Cost of Ownership is through investments in IT
know-how. You and your organization won't regret the money you invest in this book. It is an outstand-
ing collection of real-world experience.”

Giuseppe Mascarella
TCO Marketing Manager
Microsoft Corporation

“If you are considering implementing Microsoft Exchange, 1 would strongly recommend you use this
guide. It provided me with a real hands-on help and is as good as any third-party reference material [
have used in the past. It thoroughly explains the product—without over-complicating the process—
making it an ideal ‘must-have’ guide.”

Reuben Siuda, Manager
Worldwide Electronic Messaging Systems
Sotheby’s

“As competition increases and businesses align or merge, Microsoft Exchange 5.5 will become the most

mission critical component of your organization, allowing you (o share and collaborate data with others,

wherever they may be. Regardless of the size of your IT staff. Software Spectrum’s Special Edition

Using Exchange Server 5.5 will be an indispensable resource, essential in your planning, implementation,

and roll-out of Exchange 5.5 and its dynamic messaging features. Implementing Exchange 5.5 across N

your enterprise with this book will give you the competitive advantage and decrease your communica-

tion TCO.” |
John Barrow, Director, Technology l
Americas and Asian Regions
Bowne Global Solutions ‘

|

“Rich messaging is quickly becoming one of the mission-critical areas for both businesses and higher-

education institutions. Microsoft Exchange, with its integrated mail, groupware, scheduling, collabora- L ‘
tion and Internet tools, gives organizations a competitive advantage in the emerging information ] ,
economy. Software Spectrum’s Special Edition Using Exchange Server 5.5 is an essential resource in

adopting Microsoft Exchange as a powerful business resource and tool. It skillfully guides the reader

from foundation concepts to higher-level functions. The book is required reading for those organiza-

tions that want to graduate to a sophisticated and robust messaging system.”

James Garner Ptaszynski, Ph.D.
Strategic Relations Manager
Higher Education Group
Microsoft Corporation

** Software Spectrum was recently awarded Microsoft’s Exchange Visionary Award at Comdex this
year. The Visionary Award recognizes Software Spectrum as a leader in Exchange consulting engage-
ments who “built the Exchange Business” by participating in the deployment of over 800,000 seats of

Exc}¥ange for companies around the globe. The award was personally presented by Steve Ballmer (Vice
President, Microsoft) to Software Spectrum.
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Special Edition Using Microsoft Exchange
Server 5.5

Copyright© 1997 by Que® Corporation.

All rights reserved. Printed in the United States of America. No part
of this book may be used or reproduced in any form or by any
means, or stored in a database or retrieval system, without prior
written permission of the publisher except in the case of brief quota-
tions embodied in critical articles and reviews. Making copies of
any part of this book for any purpose other than your own personal
use is a violation of United States copyright laws. For information,
address Que Corporation, 201 W. 103rd Street, Indianapolis, IN,
46290. You may reach Que’s direct sales line by calling 1-800-428-
5331.

Library of Congress Catalog No.: 97-80666
ISBN: 0-7897-1503-1

This book is sold as is, without warranty of any kind, either express
or implied, respecting the contents of this book, including but not
limited to implied warranties for the book’s quality, performance,
merchantability, or fitness for any particular purpose. Neither Que
Corporation nor its dealers or distributors shall be liable to the
purchaser or any other person or entity with respect to any liability,
loss, or damage caused or alleged to have been caused directly or
indirectly by this book.

99 6543

Interpretation of the printing code: the rightmost double-digit num-
ber is the year of the book’s printing; the rightmost single-digit
number, the number of the book’s printing. For example, a printing
code of 97-1 shows that the first printing of the book occurred in
1997.

All terms mentioned in this book that are known to be trademarks
or service marks have been appropriately capitalized. Que cannot
attest to the accuracy of this information. Use of a term in this book
should not be regarded as affecting the validity of any trademark or
service mark.

PC screen reproductions in this book were created by using Collage
Plus from Inner Media, Inc., Hollis, NH.
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2 I Introduction

Microsoft Exchange Server is one of the most scalable and feature-rich products from
Microsoft. In a small office, it’s a robust messaging and group scheduling system with Internet
mail capability, so that Exchange users can reach just about anyone on the Internet. In alarge
corporation, it's positioned to be the messaging backbone and a versatile groupware product.
Using the Forms Designer, you can build custom workflow applications, such as a personnel
profiles database. (See Chapter 33, “Developing Exchange Forms” for a personnel profile form
application created from scratch.) Because larger companies usually have existing mail sys-
tems, Exchange provides several connectors, gateways, and migration/extraction tools so that
your current mail system can coexist with or migrate to Exchange. With the newly enhanced
Lightweight Directory Access Protocol (LDAPy3) features in Exchange 5.5 and the new hooks
for the forthcoming Windows NT 5.0 Active Directory Services, Exchange may also become
the integrated center of a unified corporate directory service.

Plus, for any size environment, a single, intuitive Administration program manages your entire
messaging environment. Exchange, in essence, becomes the heart of your messaging system.

What Are the Key Features of Exchange?

Exchange is the new reality of messaging technology to which other vendors are striving.
Exchange provides revolutionary functionality and performance at a low end-user cost. Now
that you have an understanding of what Exchange is and how it's positioned for different types
of companies, look at some its features.

Outlook

Outlook is a feature-rich Exchange client. Positioned as an upgrade to the Microsoft Exchange
Client and Schedule+ that appeared in the original Exchange 4.0, it was designed as Microsoft’s
premier email client for 32-bit Windows-based systems. In the latest release Exchange 5.5,
versions of Outlook are now available in a 16-bit version for Windows 3.x, Macintosh, POP3/
IMAP4, and for Web Browser access via Active Server Components and HTML. Outlook in all
its versions is available with Exchange Server, as a stand-alone product (32-bit version), and as
a component of Office97. Outlook operates as a client with Microsoft Mail and Schedule+ 7.0,
Microsoft Exchange Server, POP3 / IMAP4, and other messaging systems, such as cc:Mail
and Lotus Notes. The flexibility enables administrators to deploy their choice of client within a
company. No matter what a company’s decision, Microsoft provides a unified client architec-
ture and logical upgrade paths from most any client currently used. Combining the features of
the Exchange Client (Inbox) and Schedule+, users can still manage email, calendars, contacts,
tasks, and to-do lists. Outlook, however, enhances all these previous features and adds en-
hanced views, journalizing capabilities, document management, and postable notes.

As a feature of the Internet Mail Service of Exchange when integrated with the Microsoft
Internet Information Server (IIS), email functionality is also available by using a standard
Web browser. Outlook Web Access (OWA) enables remote users, who either do not have ac-
cess to Outlook or have limited hardware resources (RAM, hard drive space), to easily review
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messages and access public folders on an Exchange Server using Internet Explorer, With
Exchange 5.5, the Outlook Web Access Client can also schedule calendar events and manage
server-based rules. Note that you must have Microsoft’s Internet Information Server (IIS)
installed to provide email access to Outlook Web Access users.

Built-in Internet Standards

Exchange supports several protocols, including SMTP (Simple Mail Transfer Protocol), POP3
(Post Office Protocol), and now IMAP4 (Internet Mail Access Protocol) for email, NNTP (Net-
work News Transfer Protocol) for Internet newsgroups retrieval, LDAPv3 (Lightweight Direc-
tory Access Protocol) for Exchange directory access (reads and writes), HTTP and HTML for
Web access, and SSL for secure Internet transmission. S/MIME is added for secure encryption
of MIME attachments over SMTP mail and MHTML. to allow encapsulation of HTML content
in MIME format. ETRN support is added to enable the Exchange server to act as both SMTP
server and client for easier access to held Internet mail via dial-up.

You can use any email client that supports POP3 or IMAP4 to retrieve messages from a
Microsoft Exchange Server, including the Microsoft Outlook Express Client (replacing the
older Internet Explorer Mail Client). Microsoft Exchange Internet Mail Service (IMS)
provides a standard SMTP server for any POP3 Client or IMAP4 Client to submit its messages.

NNTP enables a full newsfeed of Internet newsgroups into your company’s public folders.
Employees can post responses right into the public folder, and the response is posted back
to the appropriate newsgroup on the Internet.

LDAP is an Internet protocol that enables users to access Exchange’s directory information.
With the proper rights, clients can read, search, and browse Exchange’s directory from the
Internet or corporate intranet. Even though the IETF has not completely ratified the latest
LDAPv3 standard, many of the proposed functions are already included in Exchange 5.5. With
LDAPv3, all 16 proposed commands—including searches, reads, and now writes—can enable
updates to and from external directory services. You can grant end users the ability

to update their LDAP and, thus, Exchange directory information. Referrals support has also
been added to automatically forward an LDAP search to another LDAP service provider for
resolution.

All of these LDAP-centric functions enable easy integration with the forthcoming NT 5.0 Active
Directory Services Interface (ADSI) to dynamically update the Exchange 5.5 directory with
data from ADS and vice versa.

With HTTP and HTML, along with Internet Information server (IIS) and Active Server Compo-
nents, users can access their private mailboxes, calendars, and public folders using a standard
Web browser, such as Internet Explorer.

SSL is a supported Internet-security protocol that protects data traveling on the Internet.
Simple Authentication and Security Layer (SASL), pending ratification by the IETF, is also a
supported option to force SSL authentication before the server can accept SMTP messages.
This feature enables secure SMTP-based connections between Exchange servers over the
Internet.
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cc:Mail Connector

Exchange 5.0 offered a cc:Mail connector that provided complete email connectivity to existing
cc-Mail installations. Exchange 5.5 extends these connectivity options to support additional
older versions of cc:Mail. Email with attachments may be sent between both messaging plat-
forms. Directory synchronization between Exchange and cc:Mail is also possible. By offering
coexistence, the built-in connector enables you to rollout Exchange in phases instead of all at
once.

Lotus Notes Connector

With the recent acquisition of the Canadian message-switching-technology company, Linkage
Software, Microsoft has integrated the best of the Linkage technology into the release of Ex-
change 5.5, including connectivity and directory replication between Exchange and Lotus
Notes. Microsoft has enhanced the acquired Linkage elements to directly use the Exchange
Directory engine and to remove the previous Linkage requirement for a separate SQL server
for Directory Synchronization.

PROFS and SNADS Connectors

Many of the Fortune 1000 have invested large amounts of resources in maintaining IBM’s
PROFS OfficeVison and SNADS messaging technologies on various flavors of big iron and
mid-range systems. Microsoft Exchange 5.5 now offers Linkage technology as an integrated
component to link Exchange to these legacy systems. The technology enables migration and
coexistence as clients switch over to the Exchange system and clients, which cost less and
have richer features.

Linkage technology also makes possible Directory Synchronization between the legacy sys-
tems. Combining all the new connectivity options makes Exchange a premier messaging
switch, and many industry pundits have ironically observed that Microsoft now owns the best
solution for connecting Lotus Notes to HOST-based messaging systems!

User-Definable Server or Client-based Message Rules

Exchange provides support for server-based rules, where users can configure rules to execute
on their Exchange home servers, such as forwarding messages to particular individuals, reply-
ing with an out of office note to all incoming messages, and routing messages to specific folders
to manage messaging flow. Because the process runs on the Exchange Server, the user doesn’t
need to be logged in.

The server rules can apply to applications that are using Exchange. Outside information stores,
for example, have a server agent configured from the client. The next time the user logs into
the system, the server agent runs to retrieve information for the user.

With several of the flavors of Outlook Client, users have the option of setting up client-based
rules to assist in managing messages in their local folders. A useful example is to set up a cli-
ent-based rule to delay sending messages from the Outbox for 15 minutes, which enables you
to rethink that message you just sent to the CEO!
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Furthermore, the Exchange client is designed to sense line-connection speed and transfer less
data over dial-up connections. This increases the efficiency of the connection. When using
Remote Mail options, you can set the client software to download only mail message headers
on a remote connection. You can then download full message bodies as needed, based on sub-
ject, size, and sender.

Exchange builds upon the scalability of Windows NT Enterprise Edition to enable support for
both server clustering and 8-way Symmetric Multi-Processor support (SMP).

Exchange Server Information Store

One of the major perceived limitations of Exchange 4.0/5.0 was the 16 GB limit of each of the
Exchange Information Store databases (Private, Public, and Directory). Microsoft has shat-
tered the 16GB limit with new JET database technology that raises the limit to 16,000GB (16
terabytes) in each database. By combining this dramatic enhancement with the fully relational
database structure and SQIlike transaction logging functions of Exchange, Microsoft opens
Exchange to nearly limitless possibilities for managing very complex messaging-based
applications.

Exchange makes great use of single-instance message storage by saving one copy of a message
in its databases, and then enabling multiple users to access the message. In this way, ifa 5MB
message and attachment were mailed to all 1000 users on an Exchange server, the server
actually would use only 5MB to store the message. When the last user deletes the message
from his or her mailbox, the message is removed from the database.

Breaking the 16GB limit enables Exchange servers to support exponentially more users. With
the 16GB limit of earlier versions, if the Exchange Administrator decided to limit each user to
50MB of storage space on the Exchange server, the theoretical limit on users per server was
320. With the new 16TB limit, this number can easily rise to 320000 users! (Taking into account
the single-instance message Storage, this number of users can rise much higher.)

Once of the most exciting, and most requested, new features of Exchange 5.5 is the capability
to recover deleted messages and folders. Essentially, a tombstone/recycle bin concept has
been applied to the message store, S0 that when you delete objects, they are not removed from
the database until a specified number of days pass or a backup of the server executes.

Of course, Message Tracking has been available in Exchange from the first release to enable
administrators to trace the path a message takes through the systems’ various connectors,
gateways, and MTAs.

Public Folders and Replication

Public folders are central repositories of common information. Exchange users can post mes-
sages, files, applications, forms, and so on. By making use of the messaging infrastructure of
Exchange, you can replicate public folders throughout the Exchange enterprise. Rather than
sending a mail message (o many Users, you can use public folders like an electronic bulletin
board. A user can then post a reply into a folder and, create a thread of responses.
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You can also replicate public folders down to the client PC to facilitate offline creating and
reading via the process of synchronization. You also can set permissions to restrict access to
certain folder contents. The public folder replication function is designed to minimize the
amount of replicated data. Public folder contents are also indexed and these indexes are avail-
able across the enterprise.

To facilitate development of advanced public folder applications, Exchange 5.5 adds the Ex-
change Scripting Agent as a Windows NT service for managing server-executed scripts. These
scripts can be time- or event-driven Visual Basic or JavaScript components that interact with
messages and with the various functions of Exchange. This powerful feature enables develop-
ers to more easily build complex workflow functions and routings.

Collaboration Functions

Exchange 5.5 introduces several enhancements to enable easier online interaction and collabo-
ration, which impreves productivity. A new Exchange Chat Service has been added to enable
Exchange clients to easily initiate chat sessions for virtual meetings. To further facilitate col-
laboration in real-time on document creation, whiteboard sessions, and so on, the Internet
Locator Service (ILS) also ships with Exchange 5.5. The ILS tracks who is online and available
for such interactive sessions via Microsoft NetMeeting. Users can pick meeting participants
from the Exchange Global Address List. Having this single source for lookups of users reduces
the need for multiple address books to track them.

Exchange’s Advanced Security

With the Key Management Server (KMS), Exchange adds additional security over the C2 level
security provided by Windows NT Server. Exchange offers you the ability to sign a message
with a digital signature, which is used to verify that the user sending the message is really the
true sender. Exchange also offers levels of message encryption to ensure that only the sender
and recipient can read a message’s contents. Person to Person Key Exchange (PPKE) enables
users to exchange digitally signed and encrypted messages over the Internet. Previously, this
was possible only between users within an Exchange Organization.

Dramatic enhancements to the KMS in Exchange 5.5 enable the bulk creation and distribution
of user keys, which makes it easier to set up an entire location or corporation to use these
security options. The integration of KMS setup into the Exchange Administrator program
makes overall management of the KMS much easier as well. Key recovery options are also
added, which enable an Exchange administrator to recover and re-issue a user’s key if the user
forgets the password, or if the user leaves the company without disclosing the password.
Through this same mechanism, you can also revoke a user’s key.

To better control an Exchange administrator’s ability to affect key security, options are avail-
able to implement so-called missile silo passwords in which two different administrative pass-
words are required to change or disable certain security features.

Keeping in line with proposed Internet security standards, you can anticipate future support for
X.509v3 (enhancing the current X.509 support in Exchange) and S/MIME certificates, such as
VeriSign.
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Outlook Forms Designer

Exchange’s Outlook Forms Designer tool is simple enough for end users to create basic forms,
and powerful enough for experienced developers to create form-based applications. The forms
automate common requests, such as time-off requests or office-supply orders. Using public
folders, you can multiply the effectiveness of forms by replicating the forms and their informa-
tion throughout your enterprise.

Coupled with Microsoft’s Visual InterDev tool, a developer can more easily convert Outlook
forms into HTML forms via the new Forms Conversion Wizard. After you convert the forms,
you can makes them available to Outlook Web Access clients via Active Server Pages.

Developer Tools

Exchange 5.0 added the ability to present Exchange data to the Web via Active Server Pages
and components called Active Messaging. The name has been changed to reflect the unified
Microsoft development strategy and is now known as Collaboration Data Objects (CDO). The
included CDO library offers developers a set of pre-built objects on which they can create
more powerful and complex web-based applications.

Microsoft is also bundling a single-user version of Microsoft Visual InterDev for use in creating
and managing HTML forms and other Java, ActiveX, and CDO elements.

Multiple Language Support
Exchange supports more than 20 languages and provides many features for companies whose
sites are spread throughout the world.

Single-seat View for Administration

The Exchange Administrator tool is the central console managing all Exchange activity within
an organization. This includes all servers, users, mailboxes, connectors, gateways, public fold-
ers, and sites. As noted previously, the Administrator tool now offers you the ability to recover
the deleted message objects and folders.

An enhancement for system administrators is support for Simple Network Management Proto-
col (SNMP) via the industry standard MADMAN MIB. You can now monitor Exchange from
such tools as HP OpenView and other enterprise-monitoring solutions.

Many large corporations are composed of multiple corporate entities that are essentially sepa-
rate and distinct but that want to share a common messaging backbone and directory. Ex-
change 5.5 introduces multiple organization hosting to enable you to break the Exchange Direc-
tory down into many virtual containers associated with each line of business unit. You can still
apply all the normal Exchange security permissions, so the various users and administrators of
each virtual organization can see and control only their respective components,

Online System Backup

Believe it or not, email can grow in use to become a company’s most mission-critical applica-
tion. Especially in international firms, Exchange must be up 24 hours a day and seven days a
week for 365 days a year. Exchange enables you to perform backups of open messaging stores
via appropriate Exchange-aware backup solutions without shutting down the server or having
users log out.
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With the new Information Store limits pushing to 16TB, backup and recovery support in Ex-
change have been enhanced to enable more efficient databases locks and reads, pushing
backup performance to a possible 25GB per hour.

Support for 1984 and 1988 X.400 Standards
Exchange simultaneously offers Message Transfer Agent support for both 1984 and 1988 X.400
standards, which means Exchange offers you flexibility when you design an Exchange enter-

prise architecture. Microsoft is committed to maintaining X.400 compatibility as 199X stan-
dards are published.

Message Routing

Message routing provides multiple routes to transfer mail between sites. If one link for remote
sites goes down, Exchange automatically reroutes mail using a secondary route. Exchange can
also calculate the least costly route when all links are functional. Microsoft has made several to
boost the capabilities of the dynamic re-routing feature and to force Exchange to evaluate a
route based only on the cost assigned.

Migration Tools for non-Exchange Mail Systems

Microsoft realizes that many other systems are in use today. Therefore, Microsoft provides
connectors, gateways, and migration/extraction tools to provide either complete coexistence
with Exchange or a smooth migration path onto an Exchange platform.

Who Should Use This Book?

This book is aimed at network and system administrators as well as messaging specialists who
are responsible for installing, configuring, and maintaining an Exchange system. Most of the
examples in this book are geared to a large, international enterprise to draw out all Exchange’s
features. MIS managers can use the information in this book to make key decisions about
adopting and deploying Exchange. Finally, this book touches on application-forms develop-
ment, Although Exchange’s Outlook Forms Designer targets novice developers who may not
have a strong Visual Basic (VB) background, VB programmers can leverage their knowledge
to make additional custom extensions and web-enable their forms

How to Use This Book

This book is divided into five sections. The first two sections are for a general audience, and
the last three sections depend on an understanding of the previous sections.

Part | Introduction to Microsoft Exchange

Part I welcomes you into the world of Microsoft Exchange. As described briefly in the preced-
ing sections, Exchange is a completely revolutionary client/server messaging system. Part |
presents a complete overview about how Exchange integrates into your environment.

Chapter 1, “Overview of Microsoft Exchange,” introduces the concepts of working with client/
server messaging, groupware, document management, and the universal Inbox. This chapter
also discusses many new features available with Microsoft Exchange 5.5.
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In Chapter 2, “Understanding Exchange’s Organization and Sites,” you learn about the differ-
ent tiers in Exchange’s messaging hierarchy.

Chapter 3, “Exchange’s Integrated Server Components,” provides a more in-depth look at
Exchange’s core components and how they cooperate with each other.

Chapter 4, “Integrating with Microsoft Windows NT Server,” identifies the integration of Ex-
change into Windows NT and Exchange NT dependencies.

Part Il Installing and Migrating to Exchange
Part 11 is the core of the book. These seven chapters spells out all the planning essentials for
migrating to or deploying a new Exchange architecture.

Chapter 5, “Designing Exchange Topology,” introduces you to the planning process you need
in order to design an Exchange architecture. In the chapter, you analyze your company’s mes-
saging needs and infrastructure, and then you design an Exchange architecture.

Chapter 6, “Installing Exchange Server,” outlines the system requirements for Exchange,
provides step-by-step installation instructions, and discusses adding additional Exchange serv-
ers into an existing Exchange Organization.

Chapters 7 through 11 provide information needed when you are working with non-Exchange
mail systems. You are guided through connecting to or migrating from Microsoft Mail, migrat-
ing from Lotus cc:Mail, migration from PROFS/SNADS, installing Exchange in a NetWare
environment, and migrating from external systems.

Part Il Exchange Administration and Configuration

In Part 111, you learn how to configure all the Exchange services—connectors, message trans-
fer agents, links to external systems, public folders, and address routing. This part also focuses
on the administration of Exchange.

Chapters 12 through 15 discuss how to use the Exchange Administrator program, and how to
use the core components in Exchange server.

Chapter 16, “Creating and Configuring Recipients,” exemplifies how to create a mailbox and
Windows NT domain account for an Exchange user, which also includes distribution lists and
foreign-mail system custom recipients.

Chapter 17, “Setting Up the Site Connector and Dynamic RAS Connector,” discusses how to
install and set up a site and RAS connector.

In Chapter 18, “Using Directory Replication and Synchronization,” you learn what directory
replication is and how to configure Exchange’s Directory Synchronization services.

Chapters 19 and 20 walk you through using the Microsoft Mail Connector for PC and
AppleTalk networks. Exchange includes several custom features to support this integration.

Chapter 21 similarly discusses configuring X.400 connections.
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Chapter 22 focuses on the many features of the Internet Mail Service including SMTP mail
connectivity, POP/IMAP client access, LDAP functions, and HTTP web interfacing.

In Chapter 23, “Setting Up NNTP,” you learn what Network News Transfer Protocol (NNTP) is,
and how to install, configure, and administer it.

The information in Chapter 24, “Exchange Performance Tuning and Capacity Planning” ap-
plies to all Exchange implementations. You learn how to use several performance-tuning tools,
and to detect and tune the most common Exchange bottlenecks. You also learn the techniques
that answer the burning question: How many users can one Exchange server support?

Chapters 25 through 28 discuss managing and monitoring Exchange’s daily operations as well
as troubleshooting Exchange when problems occur. You also learn about Exchange’s advanced
security features in Chapter 27.

Part IV The Exchange Client

This part discusses the Exchange client—Outlook. This includes several of Outlook’s features,
such as enhancing email, effective scheduling, managing tasks, journalizing your activities,
organizing your contacts, and using notes to jot down important thoughts.

Chapter 29, “Installing and Configuring Outlook,” describes the spectrum of setup methods
and Outlook’s system requirements.

Chapters 30 and 31 teach you how to use the common and advanced features of Outlook, in-
cluding printing, profiles and information services, and the Outlook Web Access view.

Part V Third-Party Integration and Application Development
Part V presents some other uses for the Exchange architecture.

Chapter 32,”Leveraging Your Investment in the Exchange Platform,” highlights several add-ons
and enhancements from independent software vendors who are developing solutions for Ex-
change. The chapter also describes consulting firms that are expert in developing, piloting, and
deploying Exchange.

Chapter 33, “Developing Exchange Forms,” teaches you to design custom forms using
Exchange’s Form Designer. This chapter discusses many of the programming issues associ-
ated with developing custom forms.

Chapter 34, “T'aking Exchange to the Web,” covers the functions of interfacing the Active
Server Pages of Microsoft’s Internet Information Server with the Collaborative Data Objects
(CDO) provided in Exchange to create Web-based applications and solutions.

Conventions Used in This Book

Que has over a decade of experience writing and developing the most successful computer
books available. With this experience, we learned which special features help readers the most.
Look for these special features throughout the book to enhance your learning experience.
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Several type and font conventions are used in this book to help make your reading easier.

@ Italic type is used to emphasize the author’s points or to introduce new terms.
@ Screen messages, code listings, and command samples appear in monospace typeface.

@ Code and other information that the user is asked to type appears in bold monospace
type.

@ Tips present brief advice on a quick or often-overiooked procedure. These tips include shortcuts that
will save you time.

N O T E Notes present interesting or useful information that isn’t necessarily essential to the
discussion. A note is used to provide additional information that may help you avoid
problems, or to offer advice that relates to the particular topic.

CAUTION

Cautions look fike this and serve to wam about potential problems that a procedure may cause, unexpected
results, and mistakes to avoid.
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“Build the world’s fastest, most scalable, most reliable, easiest to administer messag-
ing and groupware enterprise platform that can connect to the world.”

Brian Valentine, Microsoft General Manager, Exchange Group 1993
This has been Microsoft’s compelling vision for Exchange since its conception in 1993.

But what exactly is Exchange? Microsoft Exchange Server is a messaging product for busi-
nesses, integrating e-mail, group scheduling, electronic forms, and common groupware
applications in one product that can be easily managed via a single administrator program.
Exchange facilitates collaboration within companies so teams can share the latest information
obtained, internally via intranets and externally from the Internet and newsgroups. This mes-
saging product also enables managers to schedule meetings with several people and manage
resources through a common interface. Departments can set up information repositories (solu-
tion databases) for reference and discussion. Companies can create virtual knowledge bases
with their business partners using an extranet. In short, Microsoft Exchange Server 5.5 is
designed to help you communicate and collaborate with anyone, anywhere, anytime—easily.

This chapter provides an overview of Exchange 5.5, its new features on both the client and
server side, and its positioning as an enterprise-wide messaging system.

The History of Messaging

Electronic mail has been in existence for many years. The original electronic mail systems—
including PROFS, SYSM, and Memo—resided on UN X-based host computers or IBM main-
frames. The single host, whether it was a mainframe or a minicomputer, was a centralized
solution. These electronic mail systems, many of which are still running today, are text-hased
and provide enterprise-wide messaging.

Understanding Shared-File Messaging

PCs began to grow in capability and popularity, however. As their acceptance became wide-
spread, their cost began to drop, prompting more purchases, especially in corporate America.
More and more computing was taking place at the desktop instead of within a centralized ma-
chine. The PCs began communicating with each other via small workgroups and Local Area
Networks (LANs), extending their reach. It wasn't long before LAN-based messaging took root
and grew within the same company walls that housed the mainframe messaging solution.

LAN-based or shared-file messaging occurs when the client desktop initiates and controls all
messaging activity. When a user composes and sends a message, the client software sends the
message to the server or post office into a specific directory or file (or mailbox). A recipient
retrieves his messages by accessing his specific mailbox on the server. The server is passive
and primarily stores messages (see Figure 1.1).
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FIG. 1.1 Electronic Mail Timeline Part
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At the time, there were advantages to this architecture:

B Reduced cost—server doesn’t need to be high performance

W Simple design—relatively easy setup and administration

B Increased performance in some areas—application runs locally
But there were weaknesses as well:

W Inadequate security—each user needs full control (read/ write) on the entire file system,
including other users’s mailboxes,

W Increased network traffic—each client must constantly poll the server for new messages.
In a small LAN or workgroup, the traffic can be manageable, but in a large enterprise,
any traffic will grind things to a halt.

W Limited scalability—no matter how much hardware one adds to the server, there is a
hard limit to the number of clients and number of messages that reasonably can be
handled by the system, especially because bandwidth is the limiting factor.

Understanding Client/Server Messaging

To address these weaknesses, client/server messaging was designed to distribute messaging
processing between the client and server, enabling each system to focus on tasks best suited
for its role. When a user composes and sends a message, for example, the server places the
message in the appropriate directory or forwards it to another server. The recipient receives
the message without constantly polling the server. Microsoft Exchange was developed using
client/server messaging architecture (see Figure 1.2),

Client/server messaging improves upon shared-file messaging in the following areas:
W Better security—Except for their own “directories” (Inboxes), users have read-only rights
for other selected Exchange objects and components,

W Decreased network traffic—Using Remote Procedure Calls (RPCs), clients connect and
make messaging requests. The server processes the requests and returns only the
requested information,
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FIG. 1.2 One-to-One Communication
Message flow
using client/server
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B Extensibility—Exchange runs on Windows NT, which easily scales when more memory
or an additional processor is added. Also, there are several connectors, gateways, and
migration wizards to extend your messaging reach. Exchange has evolved into a full-
featured platform on which business solutions can be built, such as forms, work-flow
charts, and document databases.

The Exchange client component on the recipient’s PC receives information that the creator

or source “pushes” to it. Exchange goes beyond the push model by providing a shared repo-
sitory—Public Folders—ifor storing information that is on call for the user. This repository
enables users to “pull” information down to their workstations when they need that informa-
tion. Because it provides both push and pull technology, Exchange does not constrain corpora-
tions with the distribution mechanism. Exchange provides a complete solution.

Overview of Exchange’s Key Features

Now that you have a historical perspective of messaging, it’s time to examine Exchange’s key
features and how they can meet your messaging needs.

Using Key Definitions
You should become familiar with some key concepts and definitions that are used throughout
this chapter:
® Address Book—A list of names, addresses, or other information. Names can include

users, distribution lists, and public folders.

W Custom Recipient—A recipient outside your enterprise. For example, you would use a
person’s Internet SMTP address as the custom recipient when sending mail over the
Internet.

W Directory—A hierarchical structure of objects that represent each component of the
organization, such as the organization itself, containers, recipients, and more.

® Enterprise—A corporate environment with a large electronic messaging infrastructure. A
typical enterprise will have several thousand to tens of thousands of users on the mail
system.

™ Information Store—The back-end database that contains all messages and data located
on the Microsoft Windows NT server that houses the Exchange server.

W Microsoft Exchange Client/Viewer—The program that a client uses to read, write, and
manipulate the mailbox and folders.
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B MTA—The Message Transfer Agent, which transfers and routes mail messages and
attachments between servers.

M Recipieni—The receiver of a message or form. A recipient can be a user, distribution list,
or public folder.

8 Routing Table—A table created by Exchange and used by the MTA to move messages
between servers.

W Security Descriptor—Permissions information attached to every object under the
Windows NT server. Security descriptors tell the operating system who has access to a
certain resource, whether that resource is a file, a service, or an application.

Understanding the Universal Inbox for Information and
Applications

The concept of the universal inbox has been around for years, but the capability to deliver such

| a product is revolutionary. Microsoft learned from its research that users want an integrated
desktop environment to improve their organization and control of daily activities. A universal

I' inbox interface makes it easy to organize personal, public (shared), or online information all in
one place. A user now can view information in a variety of ways, and easily find information

( anywhere on the desktop. Future BackOffice products and especially Windows 98 will seek to

; leverage this model.

|

|

|

The key to the Exchange inbox is the fact that Microsoft provides the gateway to all your com-
pany information. Third-party software developers are pursuing business opportunities on this
foundation by building their applications on top of this technology; these applications appear as
folders. The vision is to provide one standard location and interface for accessing information,
regardless of the information’s format. Solutions are available for integrating voice-mail sys-
tems into Exchange, for example. If you have a multimedia PC with an integrated sound sys-
tem, you can access your e-mail as well as voice mail, or dial in from a telephone to “hear” your
e-mail along with your voice mail.

The Exchange Outlook client interface embodies the concept of the universal inbox by
providing a consistent look and feel across all the supported platforms and released versions.
Exchange 5.5 now presents a “flavor” of the Outlook client for each operating system that
connects to Exchange (Windows 95 and Windows NT, Windows 3.x, Macintosh, DOS, and
via the Internet).

The client also enables you to place filing, printing, viewing, deleting, and other functions on
convenient button bars. These button bars keep the desktop uncluttered and yet enable the
desktop to contain many pieces of information.

Controlling Folder Types

When you use the Exchange Outlook client, you have control of several folders that are dis-
played from the Microsoft Exchange root folder tree. These folders are very similar in layout to
Windows Explorer, which ships with Windows 95 and Windows NT 4.0, and to the File Man-
ager in Windows 3.1 and Windows NT 3.x.
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The three main folder types are described here:

B Mailbox—The Mailbox folder serves as the traditional inbox that most e-mail packages
have. The main difference in Exchange, however, is that this folder holds much more
than e-mail; it also can contain all the data types from several sources (for example, Dow
Jones information, Word or Excel documents, JPG files, and so on). After reading the
data, the user can move the data into any of several other folders or have it automatically
moved to other folders based on certain rules.

5 Personal folders—These folders enable the user great flexibility in organizing their
message objects. Some people like to organize documents by author, for example; others
like to organize by subject. Users also can store the information on their local hard disks
for use offline. All mail in the mailbox is kept on the server until it is saved on the user’s
hard disk.

Suppose that you're going on a trip. Before you leave, you log on to the Exchange server
and get all your documents from the server (via replication/synchronization). You then
save the documents to a private folder for reviewing offline. There you can compose your
replies, and when you connect o the Exchange server the next time, those outgoing
messages are sent on their way. In addition, the folder views are synchronized next time

you log on to your Exchange server.

W Public folders—Public folders facilitate the sharing of information. Each client who has
access rights can read information stored in public folders. The administrator can assign
users read, write, and delete access to information contained in a public folder. Public
folders also can be published to the Internet/intranet as HTML via the Active Server
Pages components of Exchange and Microsoft’'s Internet Information Server {Is).

In addition, the creator of the information may create a custom view to standardize the
look and feel of the information. For example, in many firms there exists a document on
all the bulletin boards containing what job openings exist at the company. With Ex-
change, you could create an Access database that would hold standard information and
simply create a form that resided in a public folder. People could then browse the
information in a standard way and all data would be updated whenever the database is
updated.

Organizing Views
As mentioned earlier in this chapter, Exchange enables users to organize information accord-
ing to their taste. Exchange provides some features to make this process much easier. Those
features are described in the following paragraphs.

A piew is simply a way to order information. Information can be sorted by author, keyword,
date, or subject.

Two kinds of views are available: folder views and common views. Folder views order informa-
tion in individual folders. If you have a private folder called Peter that contains all mail from
Peter, you can define a view that sorts all the objects in the folder by date. Then you could
change the view for the folder to include a secondary sort criterion, such as subject. The data
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then would conform to the view only in that folder. Common views are views that can be applied
to any folder. You can define a view called Date and apply it to many folders at the same time.

In addition to providing many predefined views, Exchange is also flexible enough to enable you
to create views, including custom fields from forms and even Microsoft Office documents like
Word or Excel. If a public folder has a database element that contains a Boolean logical (Y or
N) field, for example, you can create a view that sorts all the Yes records before all the No
records.

Setting Rules and Auto-Assistants

Rules are a set of conditions that when met, organize incoming messages. For example, you
can establish a rule dictating that if Sender = My Manager, to file the message in a folder called
Urgent, and play a sound.

Auto-Assistants enable you to have rules in effect even when you aren’t logged on. If you go
away on vacation, for instance, you can have a generic message auto-replying to all messages
saying you'll return in one week. If the message contains a certain keyword in the subject, you
could have your mail forwarded to someone else to take care of it or to another e-mail account
where you can review it.

Using Find
The Find feature is a powerful search engine that enables you to specify criteria for finding
items in any or all of your folders. This feature is extremely useful when you remember a sub-
ject or a keyword but can’t remember who sent the message or what the actual content was.
You can have the Find feature look for the message in all your folders.

The Find feature runs in the background and is treated like any other running program, en-
abling you to continue working while the search is under way.

When you are presented with the objects that meet the specified criteria, any action you take
on those objects takes effect in the actual folders the objects reside in. For example, you can

use the Find feature to retrieve all messages 30 or more days old. As messages appear in the
Find window, you can select all of them, and click the Delete button. They will all be removed
from their respective folders.

Adding a third-party search index tool to your Outlook client can make searching even more
powerful and much quicker. Options are available for search indexing on the Exchange server
as well.

Using Calendar

With the proper permissions, you can view someone else’s calendar or schedule to find the
best time to schedule a meeting. The Calendar function, once a separate function using a

Schedule+ client, is now completely integrated into one client called Outlook. Read on for more
information.
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By providing a simple graphical user interface, the Outlook Forms Designer enables users to
create forms without the need for complex programming.

It may be difficult to believe, but the Outlook Forms Designer is a front end to Visual Basic.
Simply drawing the fields in the form sends the proper commands to Visual Basic to create the
executable form. You do not have to be a Visual Basic guru to create forms and to extend the
functionality of Exchange beyond the transfer of messages.

Savvy Visual Basic and C++ developers can integrate their own custom codes to extend Out-
look forms to do amazing things as noted in the following sections.

CAUTION

With Outlook and Exchange 5.5, the Macintash Outiook Client can only support the electronic forms that
have been specially customized for use by the Macintosh client of Exchange because the forms are based
on Visual Basic components. Forms that are not usable by the Macintosh client will display a special symbol
indicating this lack of compatibility.

Custom Application Programming with MAPI Exchange Client applications aren’t limited to
those that ship with Exchange. Because Exchange is based on the Messaging Application Pro-
gramming Interface (MAPI), you can design applications that take advantage of Exchange’s
underlying folder architecture by accessing data via MAPL.

Custom applications can use MAPI to perform such tasks as opening a public folder and drop-
ping in data, searching data, deleting items, and examining the contents of folders. All actions
are subject to the permission that the application has for any given object. If the program is
running with the permissions of a user who doesn't have the ability to delete data, the applica-
tion cannot delete any data.

MAPI also can be used to add functionality to a form created with the Outlook Forms Designer.
You can write a program that takes data from a custom form, imports that data into Excel,
performs some calculations, sends the compiled results to the user in an e-mail message, and
then faxes a copy to another recipient.

Enabling Group Information Sharing

Exchange enables the user to post information on an electronic bulletin board (public folder).
For example, marketing representatives can track customer accounts from a shared contact-
management database and access product information from a reference library. With Outlook,
creating the folder applications can be very simple.

Understanding Internet Support

I*——_

The Internet Mail Connector (IMC) that was first introduced in Exchange 4.0 has continued to
grow in functions and protocol support. Exchange 5.0 saw the renaming of the IMC to reflect
what it had evolved into—a group of “services” now called the Internet Mail Service (IMS).
Included here are the SMTP mail gateway between Exchange and the Internet for sending and
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receiving, as well as POP3 support for standard POP-based mail clients such as Eudora or the
new Outlook Express client. IMAP4 support has been added in Exchange 5.5as a dramatically
enhanced upgrade to the POP standard. Web Browser support for access to a user's mailbox,
calendar, and public folders is available when the HTTP protocol is configured with Active
Server Pages and 1IS. Any browser that supports frames can be used to log on and view dy-
namic HTML representations of 2 mailbox's content. When accessing in this method, the
browser is using the Outlook Web Access components installed on the Exchange server.

To facilitate easy directory access for these POP/IMAP4 and browser clients, Lightweight
Directory Access Protocol (LDAP) is available. Exchange 5.5 is supporting the soon-to-be-
published LDAPV3 standard by offering a full set of 16 commands for LDAP usage, including
reads, writes, and referrals to other LDAP servers. NNTP newsfeeds and function are sup-
ported and enhanced in 5.5, allowing for more options to configure NNTP replication to and
from Internet NNTP newsfeeds.

Finally, a rich environment for interfacing Microsoft's Internet Information Server with Ex-
change to enable publishing and interaction with public folders within Exchange has been
added, collectively called Active Server Components. By usingCollaboration Data Objects (for-
merly called Active Messaging), you can easily publish Exchange public folder data and custom
forms to the Web. All of these help integrate a company’s messaging enterprise into a much
larger messaging system—the Internet. These are described in more detail later in the chapter.

Enabling Support for Remote Users

Exchange with Outlook clients enables users 10 work offline. Users can use the Exchange
Outlook 32- and 16-bit clients from their PCs via remote network access (dial-up connections)
or while they are disconnected from the network. Exchange is designed to use RPC calls,
which, when coupled with dial-up connections, are designed to sense the line speed and opti-
tize performance.

Exchange can be used over asynchronous connections, including ISDN, PPP, PPTP, SLIP, X.25,
and regular modem connections. This form of Exchange connectivity holds true for client-to-
server connections as well as server-to-server connections. Additionally, security can be imple-
mented when using NT's Remote Access Services for dial-back and challenged dial-in via NT
C2 security.

Performing Administration

Microsoft Exchange Server administration is performed from a single tool capable of connect-
ing to every site and server in your Exchange organization—Exchange Administrator. This
program gives the server administrator a graphical representation of all directory objects in
any site for which he or she has permission.

Exchange Administrator is used to define the hierarchical structure of the organization’s mes-
saging infrastructure. You can define and set properties for elements such as connections to
other mail systems, recipients, SErvers, and addressing templates.
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The advantage of centralized administration is that it enables you to see the entire object tree
or hierarchy of information and make any addition, move, or change in an easy, straightfor-
ward manner, regardless of the location of the server. If your company merges with another
company that has a Microsoft Mail messaging infrastructure in place, for example, the Ex-
change Administrator can add the Microsoft Mail connector, and connectivity would be avail-
able to all specified users on all specified servers. The convenience of adding functionality from
a central console is apparent, in this case, in size of enterprise.

If decentralized administration is desired, you can open multiple administrative sessions and
set permissions to the various objects and components of Exchange to allow different adminis-
trators to modify and control these different features. In an extremely large Exchange organi-
zation, setting specific permissions and spreading out Exchange administration responsibilities
can be very advantageous.

Considering Reliability

Many companies don’t consider a messaging system to be a mission-critical application. How-

ever, the reality is that e-mail is one of the few applications on everyone’s desktop and that

most everyone relies on. To keep your users happy, Exchange offers a number of tools and

features to prevent Exchange from becoming “unavailable” (see Table 1.1). |

Table 1.1 Troubleshooting Tools and Features
Tool /Feature Function

Link Monitor Link Monitor watches for successful message connections
between two points in an Exchange organization. They also can
be configured to test connections to foreign messaging systems.
Use this tool to determine if an Exchange server or network link
is experiencing problems. Naturally, alerts are given if the link is
unresponsive.

Server Manager Server Manager tells you whether any of a server’s services has
stopped and enables you to restart those services remotely, even
across a wide-area network (WAN) or active telephone link. As
with the Link Monitor, alerts are available to notify administrators
of server problems.

Performance Monitor NT's Performance Monitor (PerfMon) enables you to monitor
statistics for most software and hardware components (processor
utilization, available memory). Installing Exchange adds several
specific counters for detailed Exchange diagnostic work. PerfMon
can be set up to page you if certain thresholds are exceeded, such
as a message queue that has exceeded 1,000 messages or disk
space that has dropped below a preset threshold.

continues
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Table 1.1 Continued

Tool/Feature Function

and application events (including

SNMP

Intelligent Rerouting

Fault-Tolerant Store

Backup

Auditing
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Exchange provides for RSA digital key encryption, which is used to authenticate the user who
is sending the message. When a user “signs” a message, the signature guarantees that the
name associated with the message is the actual name of the author.

In addition to the digital signature, you can enable digital encryption of messages. Exchange
uses an algorithm called CAST developed by Northern Telecom. Security is discussed further
in Chapter 27, “Exchange Security.”

Exchange offers a wide variety of connectivity features. Through its connectors and third-party
gateways, Exchange enables users to exchange mail with external e-mail systems that use
different messaging protocols, such as host-based mail systems using SNA, Internet mail sys-
tems using SMTPE, and foreign host systems using X.400, Mail can also be exchanged between
Exchange sites using TCP/IP, IPX, or NetBEUI Exchange offers the following connectors:
B Microsoft Mail for PC Networks
Microsoft Mail for AppleTalk Networks
X.400
SMTP
cc:Mail
Dynamic RAS (dial-up connector) |
Site Connector . \
Lotus Notes
™ PROFS/SNADS

In addition to the aforementioned connectors, third-party gateways for Exchange extend your
reach. Exchange supports its own gateways and Microsoft Mail (PC) gateways as well. The
following are just a few gateways that are available for Exchange from third parties:

® DEC All-in-One

® Fax

#® CompuServe

® MHS
Regardless of the origin of a message, all message objects in a user’s mailbox look exactly the
same, Additionally, any installed connectors or gateways are transparent to the user. That fact

is a key advantage of Exchange. A user’s data is collected and consistently formatted in a uni-
versal inbox.

Like incoming mail, outgoing mail is routed through connectors and gateways that are trans- ‘
parent to the user. The administrator creates custom recipients that reside in address books ‘
alongside conventional Exchange recipients.

|
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