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METHOD AND SYSTEM FOR DYNAMIC
NETWORK INTRUSION MONITORING,
DETECTION AND RESPONSE

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application is a continuation application of and claims
priority from U.S. Non-Provisional patent application Ser.
No. 09/766,343 filed Jan. 19, 2001 which claims priority from
and is a non-provisional of U.S. Provisional Patent Applica-
tion No. 60/190,326, filed Mar. 16, 2000 , the entire disclo-
sures of these applications are incorporated herein by refer-
ence for all purposes.

FIELD OF THE INVENTION

This invention relates generally to network security and,
more specifically, to methods and systems for dynamic net-
work intrusion monitoring, detection and response.

BACKGROUND OF THE INVENTION

Most computer and network security products focus on
prevention. Firewalls prevent unauthorized traffic from enter-
ing a company’s internal network; authentication mecha-
nisms prevent unauthorized persons from logging on to a
company’s computers; and encryption prevents unauthorized
persons from reading files. But because such products cannot
be relied upon to work perfectly, and because security bugs
may exist in other software or hardware, complete network
security also requires monitoring, detection and response in
the event of a breach.

An effective monitoring, detection and response system
should be designed not to replace a customer’s system admin-
istrators but to augment their abilities. System administrators
normally do not have the time or ability to read through large
amounts of constantly updated audit information, looking for
attacks on their systems. They also do not have the time to
continuously monitor hacker activities, looking out for new
tactics, tools and trends. Finally, they do not have the time to
become experts on every kind of intrusion and to maintain
that expertise.

A monitoring, detection and response system that employs
human intelligence, uses trained personnel in the loop, and
takes advantage of security intelligence and other knowledge
databases can provide customer system administrators the
advice and coaching they need, when they need it, to help
them repel attacks and maintain network integrity and
uptime. While automatic defenses may work against auto-
mated attacks, they are at a disadvantage against an intelligent
attack, against which is needed the kind of intelligent defense
offered by the present invention.

BRIEF SUMMARY OF THE INVENTION

The present invention offers methods and systems for
dynamic network intrusion monitoring, detection and
response. In an exemplary implementation, these methods
and systems may be used to deploy and provide a managed
security monitoring service (the “MSM service”) that moni-
tors a customer’s network activity using a probe or “sentry”
system, collects status data from monitored components, fil-
ters or otherwise analyzes the collected data for activity pos-
sibly implicating security concerns, alerts and transmits
information about such activity to trained security analysts
working at secure operations centers (“SOCs”), and then
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2

guides the security analysts and customer through an appro-
priate response (with appropriate follow-up, if necessary).

The MSM service is not intended to replace but to supple-
ment, and thereby render more effective, a customer’s exist-
ing preventive security products. Such products, which can
include firewalls, servers, routers, intrusion detection sys-
tems, and other security products, can generate millions of
lines of audit information each day. Buried in all that infor-
mation may be the footprints of ongoing network attacks or
intrusions. The MSM service can help filter and analyze all of
that audit information in effectively real time to detect such
attacks or intrusions.

Once a possible attack or intrusion (referred to more gen-
erally as an “incident” or “event”) is detected, its character-
istics and particulars may then be examined and analyzed by
trained security analysts continuously monitoring the cus-
tomer’s network to further understand the incident and elimi-
nate false positives. In analyzing the incident, security ana-
lysts can draw upon information and knowledge contained in
a variety of databases, including but not limited to security
intelligence databases containing information about the char-
acteristics of various hacker techniques and tools and known
vulnerabilities in various operating systems and commercial
software products and hardware devices. If necessary, secu-
rity analysts can escalate the handling of the incident accord-
ing to a variety of predetermined escalation procedures to
stop the attack and shut down the vulnerability before the
attacker does any damage. In effect, the MSM service acts as
a defensive shield for a customer’s network.

In an exemplary embodiment, the MSM service may allow
for customization and complex data analysis. For example,
the service may be customized, either dynamically or off-line,
to accommodate network-specific needs and to reflect feed-
back received about the demonstrated efficacy of a real world
response to an actual event. Furthermore, data filtering and
analysis can include cross-product analysis, which allows the
probe/sentry system to correlate and recognize such multiple
sensor readings as reflecting the same happening. Such fea-
tures ensure that the invention is capable of the rapid refine-
ment necessary to combat network attacks.

The specific components of an exemplary implementation
of'the MSM service would likely include the following:

A. Security Analysts: Security analysts are personnel spe-
cializing in the analysis of network attacks. In an exemplary
embodiment, such analysts would perform only such analysis
and thus develop the most extensive knowledge in the field. In
addition, given their access to sensitive customer informa-
tion, security analysts would preferably pass background
checks and be bonded to provide extra assurance for custom-
ers of the MSM service.

B. Security Intelligence: In an exemplary implementation,
the expertise, knowledge and capabilities of MSM service
security analysts can be supplemented by a variety of knowl-
edge databases containing detailed information helpful for
investigating, evaluating and responding to incidents. Secu-
rity intelligence databases can contain information about,
among other things, the characteristics of various network
hardware and software products, known vulnerabilities of
such products, the use and characteristics of various hacker
tools, and known effective and ineffective responses to vari-
ous kinds of attacks. Such databases could be continually
updated by the MSM service by, for example, monitoring
hacker forums, reviewing security analysts’ incident reports,
and evaluating customer audit data for new attack footprints.

C. Secure Operations Centers (“SOCs”): MSM service
security analysts would preferably work in secure operations
centers. To ensure the security of their customer networks, the
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SOCs should be connected to these networks preferably
through cryptographically secured tunnels (also called
“pipes” or “pathways”). Furthermore, the SOCs should pro-
vide no other interconnection with these pipes and should
themselves be physically hardened against attack. Although
single SOC operation is possible, multiple, geographically
separated SOCs can be used to provide redundancy and addi-
tional capacity for increased traffic or failure of one of the
SOCs.

D. Probe/Sentry System: The invention generally incorpo-
rates one or more probe/sentry systems that may collect data
from a variety of software products and hardware to which
they are attached. Such systems are preferably located within
the customer’s firewall and may collect such data from essen-
tially any product or device that can be configured to provide
data to a remote device. Once the probe/sentry system col-
lects the data, it then filters or otherwise analyzes such data
and then transmits noteworthy information, preferably via a
secure connection, in the form of “sentry messages” to a
gateway system (described below in section E) at a SOC.
Preferably, the system can perform preliminary analysis of
the resulting data, either by simple filtering, cross-correla-
tion, cross-analysis, or other means to reduce the immense
volume of raw data into core information worthy of further
analysis.

E. Gateway System: The invention may also include one or
more gateway systems that serve a “gatekeeper” function in
linking the probe/sentry systems to a SOC. Two possible
functions of such a gateway system are (1) to reformat, add, or
delete information to incoming messages from the probe/
sentry systems (“sentry messages”) to ensure maximum util-
ity of the output “gateway messages” and (2) to allow mutual
“pulse monitoring” by the gateway and probe systems of their
counterparts to ensure that each system is continuously
operational. This latter function might allow probe/sentry
systems to initiate contact with a redundant gateway system
to ensure that each probe/sentry system is continuously con-
nected to a SOC at all times.

F. The “SOCRATES” Problem and Expertise Management
System: In an exemplary embodiment, security analysts at a
SOC work in concert with the “SOCRATES”! problem and
expertise management system to categorize, prioritize, inves-
tigate and respond to customer incidents or “problems.” The
SOCRATES system, among other things, collects and for-
mats gateway messages into “problem tickets” (each of which
represents a discrete security-related event or incident of pos-
sible intrusive activity happening on a customer’s network),
associates with each such ticket information useful for prob-
lem investigation, resolution and response, presents such
tickets to security analysts for handling, and generally serves
as a repository of useful information and procedures. Prefer-
ably, in the process of orchestrating the management of prob-
lem tickets, the SOCRATES system continuously augments
problem-solving tools such as tables which tie symptoms to
technology, symptoms to diagnosis, or vulnerability to diag-
nosis. This continuous improvement allows the invention to
take full advantage of specialized nature of the monitoring

system.
L “SOCRATES” is an acronym standing for Secure Operations Center Respon-
sive Analyst Technical Expertise System.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is an overview of the system architecture of an
exemplary embodiment of the present invention.
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FIG. 2 is a system overview of an exemplary embodiment
of'a probe/sentry system in an exemplary embodiment of the
present invention.

“SOCRATES” is an acronym standing for Secure Opera-
tions Center Responsive Analyst Technical Expertise System.

FIG. 3 is a system overview of an exemplary embodiment
of a gateway system in an exemplary embodiment of the
present invention.

FIG. 4 is a system overview of an exemplary embodiment
of'a problem and expertise management system in an exem-
plary embodiment of the present invention.

FIG. 5 is a flowchart illustrating an exemplary implemen-
tation of incident handling by a security analyst in an exem-
plary embodiment of the present invention.

FIG. 6 is a diagram illustrating exemplary escalation paths
for various types of escalation in an exemplary embodiment
of the present invention.

FIG. 7 is a flowchart illustrating an exemplary implemen-
tation of a customer call handling procedure for a customer
call arising from an existing problem ticket, in an exemplary
embodiment of the present invention.

FIG. 8 is a flowchart illustrating an exemplary implemen-
tation of a customer call handling procedure for a customer
cold call due to something the customer found on the custom-
er’s own network, in an exemplary embodiment of the present
invention.

FIG. 9 is a flowchart illustrating an exemplary implemen-
tation of a problem workflow in an exemplary embodiment of
the present invention.

Appendix A provides specific details pertaining to an
exemplary system for the transfer of information between
customer networks and gateway systems (the “Pipes Proto-
col”).

Appendix B provides possible configuration details for an
exemplary embodiment of the problem and expertise man-
agement system.

Appendix C provides details regarding the scope and struc-
turing of information that might be retained and utilized by an
exemplary embodiment of the problem and expertise man-
agement system.

DETAILED DESCRIPTION OF THE INVENTION

FIG. 1 is a overview of the systems in an MSM service
exemplary implementation of the present invention. FIG. 1is
divided into two portions, components and systems that oper-
ate on the customer site (that is, within the customer’s fire-
wall) and components and systems that operate within the
SOC (that is, within the SOC firewall). A single SOC can
monitor and service multiple customer sites, and a single
customer site can be monitored by multiple probe/sentry sys-
tems. For ease in understanding, this discussion assumes a
single SOC servicing a single customer site being monitored
by a single probe/sentry system.

Probe/sentry system 2000, which can be implemented in
software or hardware or a combination of software and hard-
ware, monitors sensors attached to customer network 1000
forevidence of potential security-related events happening on
network 1000. Such sensors can include firewalls and intru-
sion detection systems 1010, commercially available sensors
and agents 1020, decoys and honeypots 1030 (monitored
devices or programs specifically and solely designed to attract
the attention of, and thereby expose, a would-be intruder),
and custom sensors and agents 1040. More generally, probe/
sentry system 2000 can monitor and collect information from
any network component (whether software or hardware or a
combination of both) that can be configured to send or pro-
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vide to it status data (including audit log data and other audit
information) concerning the status of network 1000 and its
components.

Both sensors and agents can monitor network components.
However, while typically a sensor passively receives status
data and audit information from network components set up
to send such information to the sensor, an agent is designed to
actively seek such information from the components it is
monitoring. Sensors may include scanning engines, syslog
data providers (including devices such as routers and fire-
walls), Simple Mail Transfer Protocol (“SMTP”) sensors,
Simple Network Management Protocol (“SNMP”) sensors
and SNMP traps. SNMP sensors generally require polling
and may require additional software provided by the MSM
service, whereas SNMP traps generally send data directly,
without prompting. Sensors and agents may be customized
for the particular needs of a customer’s network, for example,
to provide information not provided by those sensors and
agents that are commercially available. Commercial security
products and devices that may be attached to a customer’s
network include the following manufacturers and products:
NFR, ISS, NETA (McAfee, Gauntlet, Cybercop), NetRanger
(Cisco), Dragon, Checkpoint, Lucidian, Symantec, Cisco,
Nortel, 3Com, Lucent, Livingston, Tripwire and Centrax.

Probe/sentry system 2000 collects and filters (positively
and/or negatively) or otherwise analyzes the constantly
updated status data it receives from sensors, using a set of
rules and/or filters looking for evidence or “footprints” of
unauthorized intrusions. The collected status data can either
remain in the customer’s hands or be provided to MSM ser-
vice personnel for further analysis (e.g., cross-customer
analysis). The software and filters of probe/sentry system
2000, in a preferred embodiment, may be adaptive or, alter-
natively, may be manually updated offline or dynamically
(that is, during actual operation). In a preferred embodiment,
such updates can be sent from the SOC to the probe/sentry
system and signed, verified and then securely installed. In a
preferred embodiment, probe/sentry system 2000 can also
manage updates to other customer software, including anti-
virus signature files and software, firewall software, and
router software. Such updates can be controlled by commu-
nications and resource coordinator 2060 within probe/sentry
system 2000.

Noteworthy data possibly indicating an unauthorized
intrusion or other security-related event are formatted by
probe/sentry system 2000 into “sentry messages,” which are
then sent via “Pipes” communications system 3000 (referred
to hereafter as “Pipes 3000”) to gateway system 4000 at the
SOC.

In a preferred embodiment, Pipes 3000 provides an
encrypted, secure communications path and message proto-
col for messages sent back and forth between probe/sentry
system 2000 at the customer site and gateway system 4000 at
the SOC. The Pipes protocol preferably runs inside a Trans-
port Layer Security (“TLS”) session or other protected path.
Either side can send individual messages containing identifi-
cation information and a payload. Messages, in an exemplary
embodiment, can be limited to a maximum size of, for
example, 64 k bytes in length. Larger messages could be sent
fragmented across several messages with acknowledge-
ments. Appendix A provides specific technical information
pertaining to an exemplary Pipes protocol.

Pipes 3000 may be used to manage bandwidth consump-
tion at both ends and can be used by the SOC to send software
updates to probe/sentry system 2000. Message flow through
Pipes 3000 can be controlled by means of (i) a client program
or process running on the probe/sentry end to service queues
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of incoming messages from and outgoing messages to the
SOC; and (i) a server program or process running on the
gateway end to service queues of incoming messages from
and outgoing messages to various probe/sentry systems. [n an
exemplary embodiment, a public key infrastructure (“PKP”)
scheme using OpenSSL-based TLS and Digital Signature
Standard (“DSS”) certificates can be used to authenticate
both ends of Pipes 3000 as well as the messages being passed
back and forth. For example, web delivery of customer net-
work status reports, as well as certain customer requests,
might be authenticated. In addition, Pipes 3000 can include a
bootstrap protocol to support its initial installation as well as
a recovery protocol to support recovery in the event of a
probe/sentry or gateway failure.

An exemplary architecture for Pipes 3000 is as follows. A
process on the probe/sentry runs as root. This process can
keep its control information in a certain directory. To send a
message, another process on the probe/sentry can send this
root process a Transmission Control Protocol (“TCP”) con-
nection on, for example, 127.0.0.1 port XYZ and emit a
message in “Pipes User Message Format.” A response may
then be sent back to the Pipes client indicating success, fail-
ure, or enqueued. The Pipes client can maintain a context for
the SOC to which it is currently connected. Possible states
include “connected” and “attempting to connect.” Preferably,
the Pipes client should always be connected to a SOC (or
attempting to connect). The Pipes client also preferably runs
aloop with selects and sleeps such that it processes input from
its SOC and from clients on the local machine. The root
process running on the probe/sentry can use, for example,
port 443 to behave as a normal TLS (SSL) client and can also
listen on port 468 (“photuris”). The root process should be
started before everything else, so the probe/sentry filtering
subsystem can talk to it. A process running on the gateway
should listen to port 443. When it gets a call, it should fork a
child process that handles the probe/sentry. There should
therefore be one process per probe/sentry, although each gate-
way might be associated with a few hundred or more probe/
sentries. There should also be a port 468 connection to the
probe/sentry system communications and resource coordina-
tor.

Pipes 3000 may be implemented using a variety of differ-
ent mechanisms, depending on the customer’s needs. One
possible mechanism uses a secure Internet connection imple-
mented using, for example, a Virtual Private Network
(“VPN”), SSL/TLS, Secure Shell (“SSH”), IP Security (“IP-
sec”) or other techniques. Other alternatives include using
leased lines, dial-up lines, or even wireless point-to-point
systems. The most demanding customer might employ all of
these, with multiple cellular connections (each with a differ-
ent provider) so that a failure of one cellular provider would
not result in missing an alert. In one embodiment, Internet
connections could be used predominantly, with slower, alter-
native connections as backup in case of failure, although
some customers might want high priority alerts to be deliv-
ered over a cellular link so as not to reveal information to an
attacker.

Additional security considerations for Pipes 3000 include
the following:

use of TLS

authentication handles based on, for example, signatures
PKI bootstrap

threat model

losses of connections to Sentry or Gateway

Sentry or Gateway integrity compromises
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Additional possible alternative implementations of Pipes
3000 include the following:

use of openssl s_server and s_client as skeletons

use of dss’certificates

use of redfish in place of triple data encryption standard

(“TDES”) as encryption algorithms

bandwidth manager last

dump messages in input queue for starters

syslog interface

Sentry messages sent by probe/sentry system 2000 through
Pipes 3000 are received by gateway system 4000 at the SOC
and transformed into gateway messages. Such transformation
may include reformatting of the data in the sentry messages
and/or appending of additional data. (TABLES 6 and 8 of
Appendix C provide forms which might be incorporated into
SOCRATES 6000 for storing information regarding format-
ting of messages sent to and from various gateway systems
4000.) The gateway messages are then forwarded, via internal
network 5000, on to problem and expertise management
(“SOCRATES”) system 6000 (hereafter referred to as
“SOCRATES 6000”). Gateway system 4000, as well as
SOCRATES system 6000, can be implemented in software or
hardware or a combination of software and hardware.

SOCRATES 6000 manages the problem resolution pro-
cess, including (i) storing, managing and processing various
kinds of information useful for problem resolution and
response; and (ii) generating, from received gateway mes-
sages and other information, “problem tickets” representing
potential security-related happenings on the customer’s net-
work. The kinds of information managed by SOCRATES
6000, which can be stored in various databases 6020, can
include security intelligence, customer information, and
problem resolution information. TABLE 1 of Appendix C
provides a more detailed listing of the types of databases
which might be employed in an embodiment of SOCRATES
6000. TABLES 2-19 of Appendix A provide possible infor-
mation which might be incorporated into such databases.

MSM service security analysts receive problem tickets for
handling access information useful for problem investigation,
resolution and response, and otherwise interface with
SOCRATES 6000 via security analyst consoles 6010. For
security reasons, consoles 6010 can be configured so that a
given security analyst can have only a limited ability to look
atdata and/or perform tasks (for example, the security analyst
might be given access to only the keyboard and monitor of
each terminal and/or token-based authentication might be
required for access to systems). In an exemplary embodiment,
each security analyst ata SOC sits at a console 6010, and each
console 6010 has three terminals, two secure internal SOC
terminals and one secure external terminal. The external ter-
minal can provide secure access to the Internet and to the
MSM service’s corporate network. The internal SOC termi-
nals can be connected to secure, fully-redundant computers
containing, among other things, SOCRATES 6000, a web
browser for internal pages, an operations guide, and training
materials. Depending on requirements, software for consoles
6010 could be written in Java for easy porting to a wide
variety of hardware or be based on certain preexisting com-
mercially available software (for example, automated call
database software).

The operation of SOCRATES 6000 can be controlled by
operating procedures 6030, which can be tailored to specific
customers’ needs. Such operating procedures can include, for
example, specifying which customer contacts should be noti-
fied about what types of events during which hours of the day
and how to respond to certain types of attacks. (TABLE 4 of
Appendix C suggests a database form capable of providing
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such information.) Workflow functionality and business rules
may also be developed using the SOCRATES system. Such
rules can be implemented, for example, using a combination
of active links, macros and filters. (TABLES 20-22 of Appen-
dix C provide examples of possible resources that might be
implemented on an embodiment of SOCRATES 6000.)

SOCRATES 6000 can generate a variety of reports for
customers or internal use through report generation module
6040. For example, a current report may be sent to and
accessed directly from probe/sentry system 2000. This report
can be web-based and can include the status of the probe/
sentry system, the status of open tickets and detailed log
information. A weekly report could include incident summa-
ries, open ticket summaries, details on critical and suspicious
events, and sensor reports, and could be emailed to the pri-
mary customer contact. The weekly report could also include
trend analysis of data covering monthly, quarterly and “to-
date” data collections and could contain a variety of report
sections, including ticket summary (including accumulation
of events by type for the week, month, quarter, year), critical
tickets summary, top ten events (including weekly, monthly,
broken down by event type), known attackers list, top ten
targets list, IP watch list (including attack occurrences broken
down by day and time), probe/sentry statistics, and known
device list.

Report formats can include paper, email or web-based
delivery in approximately real time. For security reasons, in a
preferred embodiment, web-based connections for delivery
of reports can be cryptographically protected, and sending
and receipt of such reports authenticated using digital certifi-
cates.

SOCRATES 6000 can send alerts 6050 to MSM service
personnel or customer contacts. Such alerts can be delivered
by a wide variety of means including email, pager, telephone
and cellular phone depending on a variety of factors, includ-
ing the customer’s needs, the configuration of the MSM ser-
vice for the particular customer and contractual terms in a
service level agreement. In a preferred embodiment,
SOCRATES 6000 can maintain audit logs of all alerts issued,
for tracking and other purposes.

FIG. 2 is a system overview of an exemplary embodiment
of a probe/sentry system. One or more such systems can be
installed at each customer site to monitor the customer’s
network and network components. (A database of all network
components monitored by such probe/sentry systems may be
stored by SOCRATES 6000 in a database similar to that
suggested in TABLE 7 of Appendix C.) Data collected by
sensors 1010, 1020, 1030 and 1040 (note that four sensors are
shown solely by way of example and are not meant to limit the
scope of the invention) are collated by sensor data collator
2010. Once collated, the data is first filtered by negative
filtering subsystem 2020, which discards uninteresting infor-
mation, and then by positive filtering subsystem 2030, which
selects possibly interesting information and forwards it to
communications and resource coordinator 2060. Data neither
discarded by negative filtering subsystem 2020 nor selected
out as interesting by positive filtering subsystem 2030 form
the “residue,” which is sent to anomaly engine 2050 for fur-
ther analysis. Anomaly engine 2050 determines what residue
information may be worthy of additional analysis and sends
such information to communications and resource coordina-
tor 2060 for forwarding to the SOC. Negative filtering, posi-
tive filtering, and residue analysis are examples of data dis-
crimination analyses, other types of which are well-known to
those skilled in the art.

Communications and resource coordinator 2060 creates
sentry messages out of the interesting status data and for-
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wards those messages on to gateway system 4000 via Pipes
3000. In a preferred embodiment, each sentry message has a
sentry identification number (uniquely identifying the send-
ing sentry) as well as a message identification number (iden-
tifying the type of problem). (TABLE 6 of Appendix C sug-
gests other information that might be included in such a
message.) Communications and resource coordinator 2060
can also manage software updates to probe/sentry system
2000, such as updates to filtering subsystems 2020 and 2030,
sent by the SOC. Communications and resource coordinator
2060 can also monitor a “heartbeat” passing between probe/
sentry system 2000 and gateway system 4000.

Pipes client 3010 on the probe/sentry end handles sentry
messages generated by communications and resource coor-
dinator 2060 and sends those messages through Pipes 3000
on to gateway system 4000. Pipes client 3010 also services
queues of incoming messages from and outgoing messages to
the SOC.

Customer reporting subsystem 2040 allows a customer to,
among other things, check the status of problems that are
being worked on by security analysts at the SOC. The SOC
can have the ability to push web pages onto probe/sentry
system 2000 at the customer’s site via Pipes 3000. These
pages then are directed by communications and resource
coordinator 2060 to customer reporting subsystem 2040.
Preferably, a customer, once authenticated, can view such
pages using any browser.

Network response subsystem 2070 can, among other
things, process and execute requests originating from the
SOC designed to mitigate or, terminate various attacks. For
example, network response subsystem 2070 might be
requested by the SOC via Pipes 3000 to not allow a certain [P
address to access the customer’s network for the next 10
minutes. Such a “fix” might be sufficient to stop a transient
attack, such as someone repeatedly trying to log in to the
customer’s network.

Execution integrity monitor 2080 (which may have a
redundant backup) monitors the functioning of each of the
components of probe/sentry system 2000 and communicates
with the SOC via Pipes 3000 in the event that it detects any
malfunction.

FIG. 3 is a system overview of an exemplary embodiment
of a gateway system. Sentry messages from probe/sentry
system 2000 travel through Pipes 3000, arrive first at Pipes
server 3020 (which manages queues of messages incoming
from and outgoing to various probe/sentry systems) and then
are passed to communications and management coordinator
4020. Sentry update manager 4010 manages updates, such as
software and/or filter updates, to probe/sentry system 2000.
Communications and management coordinator 4020 con-
verts sentry messages into gateway messages. Analyst prob-
lem reporting interface 4040 then passes these gateway mes-
sages on to SOCRATES 6000 via internal network 5000.

FIG. 4 is a system overview of an exemplary embodiment
of'a “SOCRATES” problem and expertise management sys-
tem. The SOCRATES system is a consolidated system used to
manage customers’ problems and the supporting data helpful
in resolving such problems. It provides security analysts at a
SOC a single, integrated system with which to track informa-
tion concerning, for example, problems, companies, people,
contacts, tools, and installed network components and known
vulnerabilities. In an exemplary embodiment, the
SOCRATES system can include the following capabilities:

communications with probe/sentry systems;

email integration;

access and authority management;

escalation and notification management;
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report development;
probe/sentry management through gateway systems;
distributed database;
generation of web-based reports;
addition of servers (as required);
call desk/telephone system integration;

paging integration; customer surveys; and service level
agreement functionality.

In an exemplary implementation, processing of gateway
messages by SOCRATES 6000 proceeds as follows. Gateway
messages arrive at SOCRATES 6000 from gateway system
4000 via internal network 5000. SOCRATES 6000 first cre-
ates from these gateway messages “event records,” which can
be stored in problem/event database 6021. Event records may
then be linked with other event records stored in problem/
event database 6021 and with information from a variety of
databases (including customer information from client infor-
mation database 6022 and problem resolution information
from problem/event resolution database 6023) to form “prob-
lem tickets,” which are then opened and displayed on security
analyst consoles 6010 to security analysts for handling. (Ap-
pendix C provides more detail on information that might be
included in the client information database 6022 (see
TABLES 3, 4, 7, and 9), the problem/event resolution data-
base 6023 (see TABLES 13, 14, 18, and 19), and problem
tickets (see TABLE 10)). Alternatively, event records reflect-
ing a problem already reflected in an existing and open prob-
lem ticket may simply be linked to such open ticket. Redun-
dancy of the SOCRATES system may be achieved by
connecting SOCRATES 6000 to SOCRATES Duplicate 8000
via secure private network connection 7000.

Problem/event resolution database 6023 can include,
among other things, a database of vulnerabilities. Such a
database of vulnerabilities can contain a table or “form” hav-
ing an entry for each known vulnerability. Vulnerability intel-
ligence may be developed in-house or acquired from outside
sources and maintained within the SOCRATES system. In the
event vulnerability information from more than one outside
source is duplicative or conflicting, the SOCRATES system
can maintain a table or “form” for each vendor of vulnerabil-
ity information. For a more detailed description of possible
embodiments, refer to TABLES 11 and 17 in Appendix C.

FIG. 5 is a flowchart showing an exemplary implementa-
tion of incident handling by a security analyst. In step 500, a
security analyst is notified by his or her console that a problem
tickethas arrived. In step 505, the security analyst picks up the
ticket, and in step 510, he or she begins to investigate it. If
more information is needed from the customer (step 515), the
analyst can contact the customer to get such information (step
520). (A preferred embodiment of the invention may contain
forms that provide pertinent information about the customer
and its contacts, as provided by way of example in TABLES
3,4 and 9 of Appendix C). Otherwise, in step 525, the analyst
determines whether he or she can handle the ticket or whether
the ticket needs to be escalated. If the ticket needs to be
escalated (step 530), the ticket can be transferred to another
analyst (or security engineer) for investigation (step 510).
Once an analyst (or security engineer) is capable of handling
the ticket, he or she determines, in step 535, the symptoms,
vulnerabilities and recommended solutions associated with
the ticket. For example, the analyst (or security engineer) may
use SOCRATES 6000 to match the observed symptoms of the
attack to a known vulnerability. The analyst (or security engi-
neer) can then search SOCRATES 6000 and its associated
security intelligence and other databases for possible solu-
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tions. In step 540, the analyst (or security engineer) deter-
mines an appropriate response level, and in step 545, he or she
initiates such a response.

By knowing the vulnerability, a security analyst should be
able to properly respond to the customer, at a response level
commensurate with the severity level of the incident. In a
preferred embodiment, responses should be predetermined to
the extent possible (for example, effective responses to iden-
tical incidents in the past can be repeated) in order to shorten
response time. For security reasons, in a preferred embodi-
ment, all customer communications should be initiated from
within the SOC. Responses to events of differing severity
levels might proceed as follows:

Interesting Events: The customer is provided online and/or

weekly reports.

Security-Relevant Events: The security analyst sends an
encrypted email alert to the customer contact detailing
the type of event, ticket number, symptoms, vulnerabil-
ity and possible solutions for resolving the incident. The
email alert can also include a URL to a secure website
where the customer (after authentication) can access
further detailed information.

Suspicious Events: The security analyst initiates a phone
call to the customer contact. If the customer contact is
not available, the analyst leaves a message and proceeds
to call the next customer contact. Once a customer con-
tact is on the phone with the security analyst, a customer
contact authentication process begins. If authentication
is successful, the security analyst can inform the cus-
tomer of the incident and offer solutions to resolve the
problem. An encrypted e-mail message can also be sent
to the customer informing him of the incident and pos-
sible solutions.

Critical Events: The security analyst initiates a phone call
to the customer contact. If customer contact is not avail-
able, the analyst leaves a message and proceeds to call
the next customer contact. Once a customer contact is on
the phone with the security analyst, a customer contact
authentication process can begin. If authentication is
successful, the security analyst can inform the customer
of the incident and offer solutions to resolve the prob-
lem. After speaking with the primary contact, the secu-
rity analyst can initiate another phone call to the cus-
tomer management contact. The analyst can then inform
the customer management contact about the incident
and relate to whom the analyst previously reported the
incident. An encrypted e-mail message can also be sent
to the customer contact and customer management con-
tact informing them of the incident, possible solutions
and whom the analyst contacted about the incident.

Once the problem has been dealt with and resolved, the
analyst, in step 550, enters details of the incident, along with
the associated symptoms, vulnerabilities and solutions into
SOCRATES 6000 and then closes the ticket (step 555).
(TABLES 12, 17, and 5 of Appendix C provides more detail
on information that might be included regarding symptoms,
vulnerabilities, and diagnoses, respectively.)

Following ticket closure (for example, one or two days
later), MSM service customer service personnel can send to
the customer an incident survey to get the customer’s com-
ments regarding how the incident was handled. In addition, a
phone call may be placed to customers whose tickets were
critical in nature to make sure the incident was resolved and to
get a final “all clear”” When all issues have been resolved,
customer service can stamp a complete closure on the ticket.
An authenticated customer acknowledgment can be required
before a critical or suspicious ticket is closed. If unresolved
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issues are discovered or there are problems that occurred due
to the solutions provided by the security analyst, customer
service can immediately reopen the ticket, route the call to a
security engineer, and inform the appropriate SOC manager
that the ticket needs immediate handling.

FIG. 6 is a diagram illustrating exemplary escalation sce-
narios for various types of escalation (incident, customer
service and technical support) in an exemplary embodiment
of'the present invention. For problem resolution purposes, an
incident may be escalated from security analysts to senior
security analysts to security engineers and finally to the net-
work intelligence and engineering organizations of the MSM
service itself. Where customer service issues arise, escalation
may proceed from the security analysts to the customer ser-
vice organization of the MSM service to MSM service and
customer management. Where technical support issues arise,
escalation may proceed from a security engineer to the net-
work intelligence and engineering organizations of the MSM
service to the customer service organization of the MSM
service. If necessary, customer service can coordinate with
MSM service and customer management to arrange for out-
sourced field engineering personnel to provide any necessary
technical support, including on-site support.

Escalations are primarily intended to prevent open prob-
lems from going unrecognized. Escalation procedures should
therefore be designed to identify those open problems that
may have been overlooked or that require additional atten-
tion. Ideally, the number of open problems that satisfy this
condition should be relatively low and represent the exception
rather than the rule.

Escalations may be of various types, including time-based
and event-driven. Time-based escalations can be intended to
capture problems that have remained in a particular state
beyond a specified period of time. Event-based escalations
can be designed to trigger immediately when a predefined
condition is met. When escalation criteria are met, workflow
procedures can be defined to perform one or more actions.
Examples of such actions include:

sending notification of the problem to the appropriate

group or individual;

reassigning the problem;

escalating from first level support to second level support to

manager of the day;

escalating to upper management;

generating a report for the problem; and

incrementing or decrementing the priority of the problem.

In the case of a time-based escalation, guidelines may be
established for the maximum amount of time that a problem
can remain unresolved before specific actions are taken. Nor-
mally, a solution cannot be guaranteed within a specific time
frame but, in a preferred embodiment, support personnel can
represent that within a certain amount of time, the problem
will either be resolved or escalated by bringing additional
resources to bear.

Escalation procedures can help ensure that the time frames
for problem resolution are being met and that no problem
remains unresolved. These timeframes can be built into the
SOCRATES system with predetermined triggers that auto-
matically escalate an incident based on the length of time it
goes without valid resolution. For example, escalation in the
form of notifying the assigned-to group might be required if
aproblem remains in an “open” or “assigned” state for longer
than 60 minutes.

Operating procedures for the MSM service can also
include procedures for handling incoming calls of various
types. Possible call types can include incident-related calls,
customer service related calls, technical support-related calls
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and sales related calls. Incident related calls can include cus-
tomer callbacks due to an existing problem ticket (for
example, returning a security analyst’s call, calling regarding
ticket closure or calling requesting more support on an inci-
dent) and customer cold calls (for example, reporting an
incident not flagged by the probe/sentry system and sent to the
SOC).

FIG. 7 is a flowchart illustrating an exemplary implemen-
tation of a customer call handling procedure for a call arising
from an existing problem ticket. In step 700, an incoming call
is screened by a customer service representative or an analyst.
In one embodiment, incoming calls during business hours
could be first answered by a customer service representative,
while calls after business hours could be directly routed to
security analysts at the SOC. In step 705, the representative or
analyst gathers information about the customer and the nature
of the call. In step 710, the call is transferred to the analyst
who originally responded to the problem ticket, if he or she is
available (step 715). If not, the customer may be given a
choice to leave a message for the originating analyst or be
routed to another available security analyst within the same
SOC (step 720). If another analyst is available at the same
SOC (step 725), he or she can process the ticket (step 730).
Otherwise, the customer can be routed to an analyst at another
SOC, who will then process the ticket (step 735). After pro-
cessing is complete, the ticket is closed (step 740).

FIG. 8 is a flowchart illustrating an exemplary implemen-
tation of a customer call handling procedure for a cold call
resulting from an event that a customer has found on its own
network. In step 800, the call is screened by a customer
service representative or analyst, who, in step 805, gathers
information about the customer and the nature of the call. In
a preferred embodiment, the call is then transferred to the
customer’s home SOC. If there is no available security ana-
lyst in the customer’s home SOC, the call may be routed to an
available security analyst in another SOC. In step 810, the
analyst checks the appropriate SOCRATES database to make
sure there are no open or closed tickets for the incident being
reported. If there is an open ticket (step 815), the analyst will
proceed to process the ticket (step 820). Ifthere are no open or
closed tickets pertaining to this incident, the analyst will
proceed to open a new ticket (step 825). In step 830, the
analyst gathers information from and authenticates the cus-
tomer. In step 835, the analyst gathers symptom information.
In step 840, the analyst determines whether he or she can
handle the ticket. If not, the ticket may be escalated to the next
level in accordance with FIG. 6, for example, to a security
engineer (step 845). In step 850, the analyst (or security
engineer) analyzes the ticket and matches symptoms to vul-
nerabilities to possible solutions. In step 855, the analyst (or
security engineer) calls the customer to provide possible solu-
tions, and, in step 860, places the customer in a “watch state.”
In step 865, the analyst (or security engineer) tries to deter-
mine from the information provided by the customer why the
probe/sentry system on the customer’s site failed to capture
the event, and, in step 870, he or she informs the next level
escalation of any problem with the functioning of the probe/
sentry system. In 875, the analyst (or security engineer) deter-
mines whether the solutions provided have solved the prob-
lem and whether the customer is now in an “all clear” state. If
yes, in step 880, the ticket can be closed.

Customer service related calls can include customer rela-
tionship calls (for example, customer complaints, customer
comments, and other customer satisfaction related calls),
change management calls (for example, requests to change
contact information, requests to change filters, requests to add
or remove services, requests or notifications regarding move-
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ment of equipment and change orders) and information
requests (for example, questions regarding current services,
report requests, services requests and questions regarding
future services). Customer service related calls may be pro-
cessed similarly to other calls. In an exemplary embodiment,
processing of customer service related calls could begin with
opening a ticket. Customer service personnel would then
gather information from the customer for authentication and
then process the ticket according to the customer’s needs. If
the call required escalation, customer service could escalate
the call to the appropriate team or management person best
suited to handle the situation. Customer service would then
follow up with the team or management person until the
situation was resolved. At this point, the ticket could be
closed.

Technical support related calls can include (i) customers
calling the SOC for general support of their security devices
and (ii) customers calling the SOC due to failures in the their
networks resulting from solutions provided by the SOC. An
exemplary response protocol for the first type of call might be
as follows: First, the security analyst opens a ticket, gathers
all customer information required, and notes any questions
the customer may have. The security analyst then determines
if he or she can handle all of the customer’s inquiries. If not,
the ticket is escalated to a security engineer. The security
analyst or security engineer then will answer all of the cus-
tomer’s questions to the best of their ability. If the customer
requires in-depth product support of a product not supplied by
the MSM service, the security analyst or security engineer
can advise the customer to contact the manufacturer of the
product for more detailed technical support. At this point, the
security analyst or security engineer can proceed to close the
ticket.

An exemplary response protocol for the second type of
technical support related call might be as follows: Any call
from a customer reporting a network failure due to a solution
provided by the MSM service can immediately be escalated
to a security engineer. The security engineer will help the
customer to the best of his or her ability. If the security
engineer cannot help the customer over the phone and the
customer requires an on-site visit, the ticket is escalated to
customer service. Customer service then determines how best
to serve the customer. The ticket may require a security engi-
neer to go to the customer’s site. Alternatively, the ticket may
be referred to a business partner of the MSM service for an
on-site visit. When an “all clear” signal is received from the
customer, customer service will proceed to close the ticket,
prior to which all details about the incident and responses,
including any solutions implemented, should be logged into
SOCRATES 6000.

Sales related calls can include calls from potential custom-
ers inquiring about the MSM service. Such calls may be
processed similarly to other calls. In an exemplary embodi-
ment, processing of an incoming sales call could start with
opening a ticket. The customer service representative or secu-
rity analyst should gather information from the new or poten-
tial customer and forward it to sales. The security analyst or
customer service representative should also log the name of
the sales representative and the time and date the call was
referred to sales.

FIG. 9 is a flowchart illustrating, in greater detail, an exem-
plary implementation of the problem ticket generation and
handling process. In step 900, the probe/sentry sends infor-
mation about noteworthy events on the customer’s network,
in the form of sentry messages, to the gateway system at the
SOC. Each sentry message is tagged with a sentry identifica-
tion number (“sentry ID”) and a message identification num-



US 7,895,641 B2

15

ber (“message ID”"). Message IDs reflect the nature of events
happening on the customer’s network, such that substantially
identical events (for example, multiple incorrect logins to the
same server) will result in identical message IDs.

In step 902, a gateway message or “event record,” still
tagged with the same sentry ID and message ID, is created by
the gateway system at the SOC. In step 904, a decision can be
made to create a new problem ticket if the severity of the
gateway message/event record is greater than some threshold
(for example, “interesting”) and the sentry ID and the mes-
sage ID are different from that of any already opened problem
ticket. If the sentry ID and message ID are identical to that of
an already opened problem ticket, a message will, in step 906,
be written to an event log and the aggregation count associ-
ated with the particular problem ticket will be incremented by
one.

In step 910, a problem ticket is created. In a preferred
embodiment, the majority of problem tickets will be created
automatically by SOCRATES 6000 as a result of gateway
messages spawned by sentry messages sent from the probe/
sentry system. Problem tickets may also be created manually
(step 908) by a security analyst or other SOCRATES operator
using a SOCRATES form. The status of problem ticket may
be set to one of a number of states. Once created, the status of
the problem ticket is set to “open” (step 912) and, in step 914,
the default assigned-to group is notified. In step 916, if the
problem ticket cannot be assigned, an escalation notification
is generated, in step 918, and assignment is reattempted. Once
assigned, the status of the problem ticket is set, in step 920, to
“assigned.” In step 922, if the assigned security analyst (or
“operator”) is not working on the problem, the problem can
be escalated, in step 924, until the problem is being worked
on, at which point the status is set, in step 926, to “in
progress.” In step 928, the security analyst checks customer
contact information, vulnerability information and previous
cases involving similar incidents in a search for possible
solutions. In step 930, the security analyst decides whether
communication with a customer contact is necessary. If yes,
in steps 932, 934 and 936, the security analyst tries to reach
the customer contact through various avenues until he or she
is successful or all avenues have been exhausted. If all
avenues have been exhausted, the ticket status is set, in step
938, to “pending,” and the security analyst will check such
pending tickets periodically (step 940). If the security analyst
is able to reach the customer contact or communication with
the customer is unnecessary, problem resolution can con-
tinue. The security analyst works on the problem until the
problem is ready to resolve (step 942). During this time, the
status of the problem ticket is set by the operator or analyst to
“ongoing” (steps 944 and 946). Once the problem is ready to
resolve, the security analyst changes the status ofthe problem
to “resolved” (steps 948 and 950). In step 952, the ticket is
closed, either automatically, by escalation setting the status to
“closed” (step 954) or manually, by the security analyst set-
ting the status to “closed” (step 956). In step 958, the ticket is
closed.

Modifications, Enhancements and Alternate Embodiments

The foregoing has described various aspects of an exem-
plary implementation of the present invention, directed at
monitoring, detecting and responding to computer network
intrusions. Those skilled in the art will realize, however, that
the present invention is usable generally for (i) monitoring of
any system; (ii) filtering the data from the monitoring for
noteworthy events happening in or affecting any system; (iii)
alerting human beings to any such noteworthy events; and (iv)
providing for a response by human beings to any such alert.
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As one example, the present method could be applied to
providing security monitoring, detection and response for a
residence or business. For example, such a service might
monitor alarm or other status data, filter such data for secu-
rity-related events, alert a human being upon such a security-
related event, and provide for a human response to the alert.

Therefore, it is intended that the scope of the invention be
limited only by the claims appended below.

APPENDIX A

Exemplary Pipes Protocol

Message Format
In a preferred embodiment, the Pipes message format
should be easy to parse and human readable to the extent
possible without interfering with parsing. Each header field
can be separated by spaces. Values can be either printable hex
(lower case for letters) or alphabetic mnemonics.
A message can consist of a fixed header followed by a
body. An exemplary format for the header is as follows:
HHHH—Ilength (printable hex, 4 characters, range O . . .
nn)
SPACE—one character, hex 0x20
HHHH—revision (printable hex, 4 characters) SPACE
SSSS—sentry number (printable hex, 4 characters)
SPACE
HHHH—reference number (printable hex, 4 characters)
SPACE
STATUS—status code for each message SPACE
KMAC value (always “X” for now) SPACE
XXXX—opcode (4 printable ASCII characters) SPACE
PAYLOAD—(length) bytes, in printable hex, max 2048
characters less header

Example Message
“001f0000 3333 1111 2222X ALRT 12345678~

Notes

1. All the above fields should have spaces between them.

2. The first four-digit group is the length of everything after
it (LENGTH) (the space through the end of
“12345678”).

3. The second four-digit group is the revision field (REVI-
SION).

4. The third four-digit group is the probe/sentry number,
which identifies a particular probe/sentry (“3333” in the
example).

5. The fourth four-digit group is the reference number
defined by the probe/sentry system (REFNUM)(“1111”
in the example).

6. The fifth four-digit group is the status number defined by
the probe/sentry system (STATUS) (“2222” in the
example).

7. The next one-digit field (“X”) is the keyed Media Access
Control (KMAC) value, if present. If not present, the
value should be an “X.”

8. The next field is the op code (OPCODE). For filter-
related messages, it is always “ALRT.”

9. The portion of the message after the space after “ALRT”
is content-specific.

Field Descriptions

REVISION—a version number, consisting of a major and a
minor value. Minor revisions should be compatible with
previous revisions within the same major number range.

LENGTH—the length in characters of the message that fol-
lows the header.
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REFNUM-—a reference number generated by the initiator of
the message exchange. For PING and other multi-message
exchanges, the REFNUM of the response should match the
value in the request.

STATUS—a status code indicating the severity of the mes-
sage. Messages are sorted in the hold queue according to
priority (status codes numerically larger than n are sent
first).

KMAC value—‘X’ or 32 characters representing a 16 byte
keyed MDS5 hash of the entire message, including the
header, with the KMAC (Keyed MAC) preset to zero.

OPCODE—printable value indicating the message operation
code (i.e., “ALRT™).

PAYLOAD—the core content of the message.

Sample Payload Descriptions

ALERT

Opcode “ALRT”

This message is sent from the probe/sentry to the gateway by
the probe/sentry filtering subsystem. An ALRT payload
contains (after decoding to binary):

0 ... last—block of probe/sentry alert data

INITIAL CONTACT

Opcode “INIT”

This message is sent from the probe/sentry to the gateway
when the probe/sentry first connects to the gateway. An
INIT payload contains (after decoding to binary):

0. ..3—connect type: 0000=normal, 0001=must-be-ac-
cepted

INITIAL CONTACT ACK

Opcode “INAK”

This message is sent from the gateway to the probe/sentry in
response to an INIT.

0 . .. 3—response status: 0000=ok/accepted, 0001=go
away

Note: a “go away” response should not be acceptable if the
probe/sentry used the “must be accepted” connect type.

PING

Opcode “PING”

This message is sent from (either end) to determine if the
otherend is alive. A PING payload contains (after decoding
to binary):
0...lastnull terminated text data containing memory used,

number of alerts sent, etc.

PING ACK

Opcode “PACK”

This message is sent in response to a PING. A PACK payload
contains (after decoding to binary):
0...3—first four bytes of PING message.

TEST

Opcode “TEST”

This message is sent from (either end) to respond to a test
message. A TEST payload contains (after decoding to
binary):
0...last test data

TEST ACK

Opcode “TSAK”

This message is sent from (either end) to respond to a test
message. A TSAK payload contains (after decoding to
binary):

0 ... 3 first four bytes of the test message

UPDATE EXECUTE

Opcode “UPEX”

This message is sent from the gateway to the probe/sentry to
cause an update to be executed. A UPEX payload contains
(after decoding to binary):
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0 ... last null terminated ASCII path, from root, of shell
script to execute to force update

UPDATE EXECUTE ACK

Opcode “EXAK”

This message is sent from the probe/sentry to the gateway to
acknowledge a UPEX message. An EXAK payload con-
tains (after decoding to binary):

0. .. 3 network byte order return code from script.

UPDATE FRAGMENT

Opcode “UFRG”

This message is sent from the gateway to the probe/sentry to
send an update. An “update” is a file that may be stored in
a directory such as “/MSM/update/<id>", where “id” is the
id value from the message. A UFRG payload contains
(after decoding to binary):

0. ..3—network byte order offset within update
4 ...7—ID of update
8 ... last—contents of update fragment

UPDATE FRAGMENT ACK

Opcode “UFAK”

This message is sent from the probe/sentry to the gateway to
acknowledge a UFRG message. A UFAK payload contains
(after decoding to binary):

0 . .. 3 network byte order offset of last byte of update
received.

APPENDIX B

The configuration details of one possible production envi-
ronment for the SOCRATES system are as follows:

AR System Details

AR System Version: 4.03

AR Client Version: 4.03

AR Admin Version: 4.03

H/W Platform Details

Hardware: Sun Ultra Enterprise 450

Operating System: Solaris 7.0

Hard disk space: 256 GB

Memory: 1 GB

Disk Configuration: RAID 5 or RAID 10 (to be deter-

mined)

#CPU’s: 2x400 mhz

Database Details

Vendor: Oracle 8.x

Allocated Disk Space: To be determined

Client Details

Operating System: NT 4.0 Workstation

Monitor Resolution: 1024x768

The configuration details of one possible development
environment for the SOCRATES system are listed below:

AR System Details

AR System Version: 4.03

AR Client Version: 4.03

AR Admin Version: 4.03

H/W Platform Details

Hardware: Sun Ultra 10 Workstation

Operating System: Solaris 7.0

Hard disk space: 9 GB

Memory: 1 GB

Disk Configuration: To be determined

# CPU’s: 1 440 mhz
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Database Details
Vendor: Oracle 8.x
Allocated Disk Space: To be determined

20

TABLE 2

SOC: Change Request

5
APPENDIX C Name Field Type Description
Status Radio Possible states include: New,
This appendix describes data categories and functionalities Button Assigned, Fixed, Rejected,
that may be employed in an exemplary embodiment of the Request T Radi glos,eti' tes includ
.. . . eques e io ossible states include:
SOCRATES system. Additional data categories are possible. 10 a P Button Suggestion, Change Function
Such data elements can be stored in forms, tables or other Bug, Required Missing
formats. Function, Data Request.
The tables provided in this appendix are organized as fol- Brief Description Char 64 A bne{ description of the
) request.
lows: 15 From, FromPersonName Char 15, Full name from Person record of
TABLE 1 Summary of data categories Char 155 person who made the request.
TABLES 2-19 Summary of fields included in each data cat- Responsible, Char 15, Full name from Person record of
d ibed in TABLE 1 ResponsiblePersonName Char 155 person who should administrate
cgory described m or be responsible for the request.
TABLES 20-26 Types of active links, filters, macros, notifi- Priority Radio Possible states include: High,
cations, etc. 20 Button Medium, Low, Implement if
Time Allows.
InTABLES 2-19, the “field type” columns correspond to field Memo Diary A discussion of the problem.
types commonly employed in programming languages like C, Attachments Attachment  Attached files relating to the
Java, or Fortran. problem
25
TABLE 1
Data Categories TABLE 3
SOC: C
Data Category (TABLE #)  Description 30 OUIpAny
Change Request (2) A request to make a change, including Name Field Type  Description
sugg@stmg anew featureT, changing an CompanyID Char 15 Unique ID for the Company.
eXlStm.g function, reporting a bug, or Company Name  Char 128 Name of the Company.
changmg data. Work Phone Char 30 Telephone number for the front desk.
Company (3) Information about a company. Fax Char 30 Main Company fax number
Contacts (4) A matrix of Persons used to decide whom to 35 WebSite Char 255 Corporate home page ’
. . contact and under what 01rcumstance§. Area Code Char 10 Area Code used for geographic location.
Diagnosis (5) The end result of the problem resolution ContactlD Char 40 Pointer to the Company Contacts
process, for example an attack or a normal rocord
operatlln & procedure that c.re.ated WATTIIES. TimeZone Desc ~ Char 255 Character description of the Time Zone.
Gateway Message (6) A received Message describing what Time Zone Real Numeric offset from GMT.
happened. 40 ) S
Install (7) An installed device monitored by the MSM l;iglon giz ;8 ggzgiz gzﬁﬁizg :ilon'
service. P.O. Box Char 10 Post office box number.
Message (8) A type of Message that a gateway may send. Street Number Char 10 Street number.
Person (9) Information about a person. Strect Name Char 65 Stroet name
Problem Ticket (10) A consolidation of information regarding a Other Strect Info  Char 65 Address in fc;rmation other than Street
specific set of happenings that may indicate 45 Name and Street Number. for example
an attack, such information including «100 Plaza Fast”’ ’ pie,
gateway messages, company information and Cit Char 65 City )
security intelligence information. C01}J,_ntry Char 65 Couht
SecurityFocus Vulnerability Information about system vulnerabilities, Zip Code Char 30 Zip orrg.ostal code
an thh may bea @mbmatllon of cgstom Mailing Address ~ Char 300 Mailing address exactly as written on a
information and information provided by a + 1L
commercial provider such as 50 . post envelope. .
S i F Memo Diary Pertinent notes for this record.
emlmty ocus.com. | Attachments Attachment  Pertinent file attachments for this
Symptom (12) An in-depth description of a Message. Many record
different Messages may indicate the same )
Symptom.
SymptomToDiagnosis (13) Links Symptoms to Diagnoses.
SymToTechnology (14) Links Symptoms to affected Technologies. 55
Technology (15) An operating system, software product or TABLE 4
hardware product that may play a role in
security. SOC: Contacts
TimeZone (16) A representation, which may be text, of a ) o
particular time zone. The representation may Name Field Type  Description
be expressed as a number of hours 60 - -
representing the difference from GMT. Contacts Unique ID  Char 40 Unique ID for the Contact
Vulnerability (17) An exploitable weakness in a Technology. Description 1-10 Char 60 Ten descriptions representing 10
VulnerabilityToDiagnosis ~ Links Vulnerabilities to Diagnoses. different contact events. Each contact
(18) event can have, for example, 3
VulnToTechnology (19) Links Vulnerabilities to affected cc.)ntacts and 3 cont.act methods.
: Contact Drop- Either or Both. Indicates whether
Technologies. .
65 Down List ~ more than one contact must be

contacted.
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4-continued
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TABLE 6-continued

SOC: Contacts

SOC: Gateway Message

Name Field Type Description Name Field Type Description
ContactIDA1-B10  Char 15, Full name of the Contact Person. Sensor IP Char 25 IP address of the Sensor device that
ContactAl1-B10 Char 155 alerted the probe/sentry (e.g.,
MethodA1-B10 Drop- Method of communicating with firewall, IDS, etc.).
Down List Contact, including Phone, Page and Sensor ID Char 45 Pointer into the Install Table for the
Email. 10 Sensor.
Memo Diary Pertinent notes for this record. Sentry IP Char 25 1P a(lidress of the probe/sentry that
Attachments Attachment  Pertinent file attachments for this mqnltor ?d the Sensor.
record. Sentry ID Char 45 Pointer into the Install Table for the
Sentry
Problem ID Char 15 Pointer into the Problem Ticket Table
15 for the Problem Ticket generated
because of this Gateway Message.
TABLE § Short Message Char 255  Message text sent by the Sentry.
Long Message Char 0 Message text sent by the Sentry.
SOC: Diagnosis Message ID Char45  Pointer into the Message Table
indicating the type of message sent.
Name Field Type  Description 20 SymptomID Char45  The Symptom linked to by the
Message ID.
Diagnosis ID Char 15 Unique identifier for this record. Symptom Name Char 128 The name of the above Symptorm.
Type Radio Operational Procedure, Attack, Severity Drop- Possible states include: Critical,
Button Configuration. Down List Suspicious, Relevant, Interesting and
Name Char 60 Name of particular diagnosis. Not Identified. May be derived from
DocumentationStatus ~ Drop- Possible states include: Named, Symptom and Veategory.
Down List Summarized, Described, Reviewed 25 Sentry Hardware, Char 255  Information regarding Sentry. Can be
by NI(1), Reviewed by Technical Product, and OS taken from the Install record pointed
Writer, Reviewed NI(2), to by Sentry ID.
Approved. Sensor Hardware, Char 255  Information regarding Sensor. Can be
Summary Char 0 A summary description of the Product, and OS taken from the Install record pointed
diagnosis which can used in an to by Sensor ID.
initial communicatiqn to the 30 Victim Hardware, Char 255  Information regarding Victim. Can be
customer. The description can be Product, and OS taken from the Install record pointed
somewhat of a “scripted” response to by Victim ID.
S:;:iizﬁ can provide to the Descl, Valuel, Desc2, Char 64,  Generic parameters sent by the
Impact Char 500 A brief description of the impact Xjﬁg’ Desc3, Char255  probe/sentry.
Description Char 0 t:z:;gﬁggS(iishcﬁpi?ogl;?smmen 35 Attack Time Date/Time Timestamp of when the attack
discussion of the diagnosis. . . occ.urred. .
Severity Drop- Possible states include: Critical, Attack uTime Decimal Umx representation of the above
For Unknown Victim  Down List  Suspicious, Relevant, Interesting time.
For Known Victim and Not Defined. Indicates severity Sensor Time Date/Time Timestamp of when the sensor
For Mission Critical for each category of installed reported the attack.
Victim device. 40 Sensor uTime Decimal Unix representation of the above
Recommendations Char 0 Recommended courses of action. time.
This can be broken out into more Gateway Time Date/Time Timestamp of when the gateway
structured data. reported the attack.
Memo Diary Pertinent notes for this record. Sensor uTime Decimal  Unix representation of the above
Confirmation Char 0 What procedures could be done to time.
) confirm this is a correct diagnosis. 45 Grouped Messages Radio Yes or No. Indicates if this Message
CounterEvidence Char 0 What procled.ures could be done to Button is one of a group of several messages
confirm this is not the correct f the same type
diagnosis. N pe.
Attachments Attachment  Pertinent file attachments for this Group Count Stafn’ D.ate/ When. the probe/sentry 8 tméd
record. Group Count uTime Time, counting the messages in this group.
Decimal
50 Group Count Duration Decimal ~ How long (in, for example,
milliseconds) the probe/sentry
counted the messages in this group.
TABLE 6 Message Count Integer How many messages the probe/sentry
SOC: Gateway Message counted in this group.
55
Name Field Type Description
GatewayMessageID Char 15 Unique identifier for this record. TABLE 7
Company ID Char 15 Pointer into the Company table.
Company Name Char 128  Name of the Company responsible SOC: Install
for the probe/sentry that sent the 60
initiating sentry message. Name Field Type  Description
Attacker IP Char 25 IP address of the device that invoked
this attack. Company ID Char 15 Pointer into the Company Table
Veategory Drop Category of the Victim device. indicating the company that is
Down being monitored.
Victim IP Char 25 IP address of the Victim device. Company Name Char 128 Name of the Company.
Victim ID Char 45 Pointer into the Install Table for the 65 Tag Number Char 45 Unique identifier for particular
Victim device. device.
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TABLE 7-continued

SOC: Install
Name Field Type Description
HardwarelD, Char 15, Pointer into Technology table
HardwareName Char 255 representing the Hardware for
this device.
ProductID, Char 15, Pointer into Technology table
ProductName Char 255 representing the Product for this
device.
OSID, OSName Char 15, Pointer into Technology table
Char 255 representing the Operating
System for this device.
Status Drop- Possible states include: Ordered,
Down List Received, Being Assembled,
Deployed, In Repair, Down,
End of Life, Transferred,
Delete, In Inventory, On Loan,
Disposed.
Supported Radio Yes or No. Indicates whether the
Button MSM service supports this
device. For probe/sentries this
normally can be Yes; for Installs
that point to probe/sentries
this normally can be No.
Sentry Radio Yes or No. Indicates whether or
Button not this Install is a probe/sentry.
Device IP Char 25 The IP address of this device.
Sentry ID Char 45 The Tag Number of the
probe/sentry that this Device
points to. May be left blank if
this Install is a probe/sentry.
Machine Name Char 64 Name of the particular device.
Machine Category Drop- Category of device, including
Down List Unknown, Known, and Mission
Critical.
Contact ID, Contact Char 15, Pointer into the SOC: Contacts
Name Char 40 table for the contact matrix.
Received Date, Returned Date/Time A series of dates that can record
Date, Available Date, the life of the Install.
Installed Date
CPU Serial Number, Char 64 Vendor identifying numbers.
Monitor Serial
Number
Accessories Char 128 A description of peripherals
installed.
Installer Char 155 The full name of the person that
installed this device.
Owner Char 155 The full name of the person that
owns this device.
Department, Floor, Char 65 Identifying the location of the
Room, Cage Installed device.
Use Company Location ~ Radio Yes or No. Indicates whether
Button or not to use the company
location information stored in
the Company record.
TimeZone Desc Char 255 Character Description of the
Time Zone.
Time Zone Real Numeric offset from GMT.
Region Char 30 Company defined region.
Site Char 30 Company defined site.
P.O. Box Char 10 Post office box number.
Street Number Char 10 Street number.
Street Name. Char 65 Street name.
Other Street Info Char 65 Address information other than
Street Name and Number (e.g.,
100 Plaza East).
City Char 65 City.
Country Char 65 Country.
Zip Code Char 30 Zip or postal code.
Mailing Address Char 300 The mailing address exactly as
written on a post envelope.
Router Address, Subnet ~ Char Specific information about this

Mask, Ethernet
Address, NATIP,
SSH Port, Public
Key, BIOS Password,
Root Password,
Other Password

Install.
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SOC: Install

Name Field Type Description

Memo Diary Pertinent notes for this record.

Attachments Attachment  Pertinent file attachments for
this record.

TABLE 8
SOC: Message

Name Field Type Description

Message ID  Char 45 Sentry group defined identifier for a message.

Symptom ID Char 45 Pointer to the Symptom table.

Name Char 255  Name of the message.

Service Char 30 Service to which this message pertains.

Type Drop- Type of message, including Drop, Forensic,

Down List Report, Alert.

Description ~ Char 255  Description of message.

Pattern(s) Char 0 The actual filter pattern(s). Each filter pattern

can be separated by a new line.

Memo Diary Pertinent notes for this record.

TABLE 9
SOC: Person

Name Field Type Description

PersonID Char 15 Unique identifier for this person.

CompanyID Char 15 Pointer into the Company table.

Company Name Char 128 Name of the above Company.

Last Name Char 65 Last name.

First Name Char 65 First name.

MI Char S Middle initial.

Full Name Char 155 The full name of this person in a
particular format (e.g., first
name first).

Courtesy Title Drop- Possible states include: Mr.,

Down List Ms., Mrs., Miss. or Dr.

Title Char 50 The person’s job title (e.g., on
the person’s business card).

Level Radio Possible states include: Officer,

Button VP, Director, Manager,
Supervisor, Technician, Other.
Works in Support Radio Yes, No.
Button

Work Phone, Work Char 30 Phone numbers that could be

Phone2, Fax, Fax2, used to contact this person.

Mobile Phone,

Home Phone

Email Char 255 Email address of this person.

CC:Email Char 255 Email address(es) of those to CC
when emailing this person.

Area Code Char 10 Geographically identifies where
this person is located.

Pager Phone, Pager Char Pager information.

Email, Pager Pin,

Pager Provider

Department, Floor, Char 65 Location of this person.

Room

Use Company Radio Yes or No. Indicates whether or

Location Button not to use the location stored in
the Company record.

TimeZone Desc Char 255 Character description of the
Time Zone.

Time Zone Real Numeric offset from GMT.

Region Char 30 Company defined region.

Site Char 30 Company defined site.

P.O. Box Char 10 Post office box number.

Street Number Char 10 Street number.
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TABLE 10-continued

SOC: Person SOC: Problem Ticket
5 . -
Name Field Type Description Name Field Type Description
Street Name Char 65 Street name. Department, Floor, Char Can be copied from the
Other Street Info Char 65 Address information other than l;cégms,trii%;f;%?rn, probe/sentry record.
Street Nalml: and Number Street Name, Other
. (el.g., 100 Plaza East). 10 Street Info, City,
City Char 65 City. State, Country, Zip
Country Char 65 Country. Code, Hardware,
Zip Code Char 30 Zip or postal code. Product, OS
Mailing Address Char 300 Mailing address exactly as Memo Diary Pertinent notes for this record.
written on a post envelope. Attachments Attachment  Pertinent file attachments for
Memo Diary Pertinent notes for this record. 15 this record.
Attachments Attachment Pertinent file attachments for
this record.
TABLE 11
TABLE 10 20 SOC: SecurityFocusVulnerability
SOC: Problem Ticket Name Field Type Description
. o Name Char 255 Name of the Vulnerability.
Name Field Type Description LinksToVulnerability =~ Char 40 Pointer into the Vulnerability table.
Problem ID Char 15 Unique identifier for this record 55 LinksToVulnName Char 255 Name of the above Vulnerability.
Status Drop- Possible states include: Open, : Bugtraq id Char 255 SecurityFocus.com defined unique
Down List  Assigned In Progress Pending, . 1dent1ﬁer for this Vulnerability.
Ongoing, Resolved Object, Class, cve, Char SecurityFocus.com defined
C & i d, ted Cl ,d published, updated, information fields as described in
onsoucatec L-1ose remote, local, http://'www.securityfocus.
Company ID Char 15 Pointer into the Company table. > ¢
Vulnerable, Not
Company Name Char 128 Name of the above Company. 30 .
L . . A Vulnerable, Credit,
Priority Char 2 An identifier indicating what to . . ;
work on first Discussion, Exploit,
Pending Reason Drop- Possible states: Waiting for II\{/Fference, Solution Di Pertinent notes for thi d
Down List Customer Callback, Problem is oo 1ary ertinent notes tor tis record.
Being Monitored, Collecting Attachments Attachment  Pertinent file attachments for this
Report Data, Reoccuring 35 record.
Normal Function.
Source Drop- Possible values: Gateway,
Down List Operator, Customer.
Caller, Caller Name Char 15, Full Name of the person who TABLE 12
Char 155 called. A record should also be
made in Person. 40 SOC: Symptom
Assigned Operator, Char 15, Full name of the analyst
AssignedOperatorName ~ Char 155 assigned to this problem. Name Field Type  Description
Sentry ID Char 45 Pointer to the Install record for
the probe/sentry that reported SymptomID Char 45 Unique identifier for this record.
this problem. Name Char 128 Name of this Symptom.
Sentry IP Char 25 P address of the above Severity Drop- Possible values: Critical,
probe/sentry 45 TFor Unknown Victim  Down List Suspicious, Relevant, Interesting
Linked Gateway Table A table of all Gateway Messages For Known Victim and Not Defined. Indicates severity
Messages linked to this problem. For Mission Critical for each category of installed
1% Symptom ID Char 45 Pointer into the Symptom table Vietim device.
to the most relevant Symptom. Description Char 255 A lengthy description of this
1% Symptom Name Char 65 Name of the above Symptom ) Symlptom )
Diagnoses with the Table A table of all Diagnoses that are 50 Memo Diary Pertinent notes for this record.
above symptom linked to 1 Symptom ID. Attachments Attachment  Pertinent file attachments for this
Diagnosis ID Char 15 Pointer into the Diagnosis table record.
to proposed Diagnosis.
Diagnosis Name Char 60 Name of the above Diagnosis.
Symptoms of this Table A table of all symptoms linked
Diagnosis to the Diagnosis ID. 55 TABLE 13
Attack Time Date/Time Timestamp of when the attack
occurred SOC: SymptomToDiagnosis
Sensor Time Date/Time Timestamp of when the sensor
reported the attack Name Field Type Description
Gateway Time Date/Time Timestamp of when the gateway
reported the attack 60 D Char 15 Unique identifier for the record.
Create Time Date/Time Timestamp of when the problem Symptom ID Char 40 Pointer to the Symptom record.
ticket was created Symptom Name  Char 255  Name of the Symptom
Resolved Time Date/Time Timestamp of when the problem Diagnosis ID Char 15 Pointer to the Diagnosis record.
ticket was resolved Diagnosis Name  Char 255 Name of the Diagnosis.
Sentry Delta, Gateway Integer The number of seconds between Closeness Drop- Possible values: Definitely Not Connected,
Delta, Create Delta, two consecutive timestamps. Down List Might Be Connected, Likely Connected,
65

Resolved Delta

Useful to identify lags in the
process.

Connected, Definitely Connected.
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TABLE 14

SOC: SymToTechnology

Name Field Type Description
Symptom ID, Symptom  Char 40,  Pointer to the Symptom record.
Name Char 255
Technology ID Char 15,  The name of the Technology to
Technology Name Char 255 which this Symptom is linked.
Relationship Drop- Possible values: Confirmed
Down List Unrelated, “Low” Relationship,
“Medium” Relationship, “High”
Relationship, Confirmed
Relationship.
TABLE 15
SOC: Technology
Name Field Type Description
Technology ID Char 15 Unique identifier for this record.
Category 1 Char 126 Indicates most general level of
categorization (e.g., hardware or
software).
Category 2 Char 126 Next category level (e.g.,
operating system, firewall, etc.).
Category 3 Char 126 Vendor and product (e.g.,
Microsoft Windows NT).
Category 4 Char 126 Version number (e.g., 4.0).
Category 5 Char 126 Service pack (e.g., SP5).
Name Char 255 Can be a concatenation of
Categories 3, 4, and 5.
VendorID, VendorName  Char 15, Pointer to Company table
Char 128 indicating the vendor of this
Technology.
Product Number, Char Recent information regarding
Description, Supplier how this Technology was
Name, Manufacturer purchased.
Name
Memo Diary Pertinent notes for this record.
Attachments Attachment  Pertinent file attachments for
this record.
TABLE 16
SOC: TimeZone
Name Field Type Description
Name Char 60 Text description of the time zone.
Value Real Hours difference from GMT.
TABLE 17
SOC: Vulnerability
Name Field Type Description
Vulnerability ID Char 40 Unique identifier for this
Vulnerability
Name Char 80 Full name of the Vulnerability.
Summary Char 0 Summary description of the
Vulnerability.
Description Char 0 Detailed technical description of
the Vulnerability.
AffectedTechnologies  Char 0 A listing of affected Technologies
and configurations. This data can
be additionally structured.
Memo Diary Pertinent notes for this record.
Attachments Attachment  Pertinent file attachments for this

record.
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TABLE 18
SOC: Vulnerability ToDiagnosis

Name Field Type Description

D Char 15 Unique identifier for the record.

Vulnerability ID Char 40 Pointer to the Vulnerability record.

Vulnerability Name Char 255 Name of the Vulnerability.

Diagnosis ID Char 15 Pointer to the Diagnosis record.

Diagnosis Name Char 255 Name of the Diagnosis.

TABLE 19
SOC: VulnToTechnology

Name Field Type  Description

Vulnerability 1D, Char 30, Pointer to the Vulnerability record.

Vulnerability Name  Char 255

Technology 1D, Char 15, Pointer to the Technology record.

Technology Name  Char 255

Relationship Drop-Down  Possible values: Confirmed

List Unrelated, “Low” Relationship,
“Medium” Relationship, “High”
Relationship, Confirmed
Relationship.
TABLE 20
Active Links

Name Description

SOC: CIPersonNameAl - Retrieves a person’s name based on

CIPersonNameB10 1D.

SOC: CIPushA1-CIPushB10 Displays a highlighted contact’s
personal information at the bottom of
the SOC: Contacts form.

SOC: COContacts Runs the SOC: FindContacts macro
when the Contacts button is pushed
on the SOC: Company form.

SOC: COContactsName Retrieves a contact’s name based on
ID.

SOC: COGenerateMailingAddress  Concatenates Address, City, State,
Country and Zip information into the
Mailing Address field when the
Generate Mailing Address button is
pushed on the SOC: Company form.

SOC: COTimeZone Looks up a TimeZone value when a
TimeZone name is selected on the
SOC: Company form.

SOC: CTDisplayPersonRecord Runs the SOC: FindPerson macro
when the GoTo the Full Person
Record button is pushed on the SOC:
Contacts form.

SOC: CRResponsiblePersonName  Retrieves the person’s name based on
ID.

SOC: CRUpdateFrom Retrieves the person’s name based on
ID.

SOC: DTDisplayPersonRecord Runs the Display Person Record
macro.

SOC: INCompanyID Looks up the CompanylID when a
Company Name is selected on the
SOC: Install form.

SOC: INContacts Runs the SOC: FindContacts macro
when the Contacts button is pushed
on the SOC: Install form.

SOC: INContactsName Retrieves the contact’s name based
on ID.

SOC: INCopyCompanyLocation Copies Company information into the

SOC: Install form when the Copy
Company Info button is pushed.
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TABLE 20-continued

Active Links Active Links
Name Description 5 Name Description
SOC: INGenerateMailingAddress ~ Concatenates Address, City, State, SOC: PRResolvedDelta2 Calculates Resolved Delta when
Country and Zip information into Resolved Time changes on the SOC:
the Mailing Address field when the Problem Ticket form.
Generate Mailing Address button is SOC: PRSensorDelta Calculates Sensor Delta when Sensor
pushed on the SOC: Install form. 10 Time changes on the SOC: Problem
SOC: INHardwareName, Retrieves the Install’s name based on Ticket form.
SOC: INOSName, 1D. SOC: PRSensorDelta2 Calculates Sensor Delta when Sensor
SOC: INProductName Time changes on the SOC: Problem
SOC: INTimeZone Looks up a TimeZone value when a Ticket form.
TimeZone name is selected on the SOC: PRSymptomName Looks up the Symptom ID when the
SOC: Install form. 15 Symptom Name is selected from a
SOC: INUseCompanyLocation Changes fields from read only to read menu.
write (and vice versa) when the Use SOC: SDDiagnosisName Looks up the Diagnosis ID when the
Company Location radio button is Diagnosis Name is selected from a
selected on the SOC: Install form. menu.
SOC: IPAssignedEngineerPerson  Retrieves the person’s name based on SOC: SDSymptomName Looks up the Symptom ID when the
D. 20 Symptom Name is selected from a
SOC: IPCallerPersonName Retrieves the person’s name based on menu.
D. SOC: SFVulnName Looks up the VulnID when the
SOC: PECompanyID Looks up the CompanyID when a Vulnerability Name is selected from
Company Name is selected on the a menu.
SOC : Person form. SOC: STSymptomName Looks up the Symptom ID when the
SOC: PECopyCompanyLocation Copies Company information into the Symptom Name is selected from a
SOC: Person form when the Copy 25 menu.
Company Info button is pushed. SOC: STTechnologyName Retrieves the Technology’s name
SOC: PEGenerateFullName Concatenates First Name, Middle based on ID.
Initial and Last Name into the Full SOC: TOGenerateToolNameFrom  Concatenates Categories 3,4, and 5
Name field Wlllen the Generate Full Cat into the Technology Name field in
Name button is pushed on the SOC: the SOC: Technology form.
» Person form. . 30" $0C: TORmMONCatl Creates the Category 2 menu based
SOC: PEGenerateMailingAddress ~ Concatenates Address, City, State,
o A on the result of the Category 1 menu.
C01.m.try and Zip mformélitlon info the SOC: TORtmOnCat2 Creates the Category 3 menu based
Mailing Address field with the
Generate Mailing Address button is on the result of the Category 2 mem.
pushed on the SOC: Problem Ticket SOC: TORtnOnCat3 Creates the Category 4 menu based
form. 35 on the result of the Category 3 menu.
SOC: PETimeZone Looks up a TimeZone value when a SOC: TORMOnCat4 Creates the Category 5 menu based
TimeZone name is selected on the on the result of the Category 4 menu.
SOC: Person form. SOC: VDDiagnosisName Looks up the Diagnosis ID when a
SOC: PRAssignedOperatorPerson  Retrieves the person’s name based on Diagnosis Name is selected from a
D. menu.
SOC: PRCallerPersonName Retrieves the person’s name based on 40 SOC:VDVulnerabilityName Looks up the VulnID when the
D. Vulnerability Name is selected
SOC: PRCreateDelta Calculates Create Delta when Create from a ment.
T%me changes on the SOC: Problem SOC: VT TechnologName Retrieves the technology’s name
Ticket form. based on ID.
SOC: PRCreateDelta2 Calculates Create Delta when SOC: VTVulnName Looks up the VulnID when the
Gateway Time changes on the SOC: Vulnerability Name is selected
Problem Ticket form. 45 from a ment
SOC: PRDiagnosisName I]SC.)OkS up the Dlagn osis ID when a SOC: VUFindSecurityFocusVuln ~ Runs the FindSecurityFocus
iagnosis Name is selected on the .
SOC: Problem Ticket form. Vulnerabllt?f macro when th.e Info
SOC: PRFillSentryInfo Sets the Sentry Location fields by from SecurityFocus button is pushed.
looking up Sentry ID on Install.
SOC: PRFillSentryInfo10 Runs the clearflag macro so that the 50
user is not prompted to save data
when the user initially displays data. TABLE 21
SOC: PRFindCompany Runs the SOC: FindCompany macro
when the Company button is pushed Filters
on the SOC: Problem Ticket form.
SOC: PRFindContacts Runs the SOC: FindContacts macro 55 Name Description
when the Contacts button is pushed
on the SOC: Problem Ticket form. SOC: GMSubmitEvent10-50 A series of filters that extracts information
SOC: PRFindSentry Runs the SOC: FindInstall macro fora SOC: GatewayMessage record and
when the Sentry button is pushed on creates a new SOC: Problem Ticket.
the SOC: Problem Ticket form. SOC: PRAuditLog Provides a record of all field values each
SOC: PRGatewayDelta Calculates Gateway Delta when 60 time a SOC: Problem Ticket is modified.
Sensor Time changes on the SOC: SOC: PRFillLastMemo Fills in a character field with the last
Problem Ticket form. typed in memo from the memo field in
SOC: PRGatewayDelta2 Calculates Gateway Delta when SOC: Problem Ticket.
the Gateway Time changes on the SOC: PRSetSentryEvent Sets the ProblemID field in SOC:
SOC: Problem Ticket form. ProblemID GatewayMessage whenever a
SOC: PRResolvedDelta Calculates Resolved Delta when 6 GatewayMessage creates a new Problem
D.

Create Time changes on the SOC:
Problem Ticket form.
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TABLE 22 TABLE 25
Vulnerability Information
Macros
5
[soc: VendorxXVulnerability]
Name Description
SOC: FindContacts Runs a search on SOC: Contacts for all | SOC: VendorYVulnerabilityl
entries matching an input ContactID. 10
SOC: FindPerson Runs a search of SOC: Person for all Vulnerability information from an outside vendor may be
entries matching an input PersonID. received in a variety of formats. An exemplary format is the
clearflag Clears the change flag for the current following three column text table.
form.
SOC: FindCompany Runs a search on SOC: Company forall 13
entries matching an input CompanyID. . .
Name Field Type  Description
SOC: FindInstall Runs a search on SOC: Install for all
entries matching an input Tag Number. D Char 30 Unique identifier for this vulnerability
' Local Radio Button The vulnerability is exploitable locally
FindSecurityFocusVulnerabilty ~ Runs a search on SOC: 20 on the system or device.
SecurityFocus Vuulnerability for all Description Char 0 A fetaif'(li' description of the
vulnerability.
entries matching an input bugtraqid. Published Date/Time  The date thg vulnerability was made
public.
Other fields . . . Ce.
25
TABLE 23 A vendor of vulnerability information can be required to
Menu specify fields. When specifying ﬁel(.is,.the vendor should send
the name of the field, a brief description of the field and the
Name Description data type of the field. Some exemplary datatype rules are as
30 .

SOC: Categoryl A list of categories describing this level of a follows: . .

specific Technology. Always specify a length for a character field. Char O speci-

SOC: Category2 A list of categories describing this level of a fies a field that is 0-64 MB of data in length. Use lengths

specific Technology. that have a reasonable maximum size (e.g., less than 512

SOC: Category3 A list of categories describing this level of a h (eg.

specific Technology. 35 . ¢ araCFerS)'

SOC: Category4 A list of categories describing this level of a Fields with a range of values should have those values

specific Technology. listed under the type, for example (True, False), (Yes,

SOC: Category5 A list of categories describing this level of a NO) and (Unlikely Likely Deﬁnite)

specific Technology. . . ? ’ .
SOC: Company Ap list OfCOmpmiys that return a Company Date/Time format is preferred for date and time values. If
Name when selected. data cannot be sent in Date/Time format, then it can be
SOC: CompanyID A list of Companies that return a Company 1D 40 sent as a character field.
SOC: Contact ‘Zhl?li Seflecmf' . In a preferred embodiment, each vendor of vulnerability
. Lontacts 1St O ontacts. . . . . .
SOC: Diagnosis ‘A list of Diagnoses. %nformatlgn should send information in a forme}t that can be
SOC: Hardware A list of Technologies that have Categoryl = imported into a SOCRATES database. One possible format is
“Hardware.” comma-separated values (“CSV”’) form. A SOCRATES form
SOC: Message A list of Messages. 45 canbe created and a CSV file with the header information can
SOC: OperatingSystem A list of Technologies that have Categoryl = be sent to the vendor. The vendor can then email back a CSV
“Operating System.” X C o N

SOC: Person A list of Persons. file with the vulnerability data. This data should be made to

SOC: Problem A list of Problem Tickets. adhere to certain rules, such as the following:

SOC: Product A list of Technologies that are do not have The vendor must create a unique identifier for each row of

Categoryl = “Hardware” or Categoryl = 50 dat
“Operating System.” 4. .

SOC: Sensor A list of all Installs that are not Sentries. On any given set of data, a row of data should be sent only

SOC: Sentry A l%st of all Installs that are Sentries. once (IlO duplicate data in a CSV ﬁ]e).

:881 ?/m[;oms 2 }}SE Oiaﬁ iym[;oms. To change the data for a vulnerability, send an entire row of

»limeZone 1st oI al umneZones. . . . .

SOC: Tool ‘A list of all Technologies. o data for that unique 1dent1ﬁer ina dowgload file.

SOC: Vulnerabilities A list of all Vulnerabilities. The vendor may send the entire set of data in each CSV file
or send only changes and updates. The decision may be
left to the vendor.

TABLE 24 DateTime is sent in the standard “Month Day, Year” for-
" mat, for example: “Oct. 1, 1988”
tificati i i

Notification TABLE 26. Naming Conventions
Notify Individual Group Reason The SOCRATES system can employ naming conventions
e o A — and standards to facilitate consistent workflow, easy to follow
A:Z:EZZ tt(:) Grr%?li Pigbl:l; :asmsglfe 4 applications, and migration to new versions. For example, all
Escalation conditions. 65 SOCRATES forms and menus can be prefixed with the char-

Assigned to Group

acters “SOC” followed by a full worded description. In addi-
tion, all active links and filters can be prefixed with the char-
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acters “SOC” followed by an abbreviation for the attached
form followed by a full worded description. Exemplary
abbreviations for each form can be as follows:

Data Category Abbreviation
SOC: Change Request CR
SOC: Company CO
SOC: Contacts CI
SOC: Diagnosis DI
SOC: Gateway Message GM
SOC: Install IN
SOC: Message ME
SOC: Person PE
SOC: Problem Ticket PR
SOC: SecurityFocus Vulnerability SF
SOC: Symptom SY
SOC: SymptomToDiagnosis SD
SOC: SymToTechnology ST
SOC: Technology TO
SOC: TimeZone TZ
SOC: Vulnerability vu
SOC: Vulnerability ToDiagnosis VD
SOC: VulnToTechnology VT

What is claimed is:

1. A system for operating a probe as part of a security
monitoring system for a computer network, the system com-
prising:

a) a sensor coupled to collect status data from at least one

monitored component of the network;

b) a filtering subsystem coupled to analyze status data to
identify potentially security-related events represented
in the status data, wherein the analysis includes filtering
followed by an analysis of post-filtering residue,
wherein the post-filtering residue is data neither dis-
carded nor selected by filtering;

¢) a communications system coupled to transmit informa-
tion about the identified events to an analyst system
associated with the security monitoring system;

d) a receiver for receiving feedback at the probe based on
empirically-derived information reflecting operation of
the security monitoring system; and

e) a modification control system for dynamically modify-
ing an analysis capability of the probe during operation
thereof based on the received feedback.

2. The system of claim 1, wherein the identifying step

includes performing a multi-stage analysis of the status data.

3. The system of claim 2, wherein the multi-stage analysis
includes performing a discrimination analysis on the status
data.

4. The system of claim 3, wherein the discrimination analy-
sis includes positive filtering.

5. The system of claim 3, wherein the discrimination analy-
sis includes negative filtering.

6. The system of claim 2, wherein the multi-stage analysis
includes analysis at the probe and analysis at a secure opera-
tions center configured to receive data from the probe.

7. The system of claim 1, wherein the identifying step
includes aggregating and synthesizing the status data at the
probe.

8. The system of claim 7, wherein the identifying step
includes cross-correlating data across the monitored compo-
nents.

9. The system of claim 7, wherein the identifying step
includes analyzing the frequency of occurrence of the events.
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10. The system of claim 1, further comprising after the step
(c), a secure operations center coupled to perform further
computer-based analysis and to receive data from the probe.

11. The system of claim 10, wherein the computer-based
analysis includes aggregating, synthesizing, and presenting
alerts on an ensemble basis.

12. The system of claim 10, wherein the identifying step
includes cross-correlating data across the monitored compo-
nents.

13. The system of claim 10, wherein the identifying step
includes analyzing the frequency of occurrence of the events.

14. The system of claim 10, wherein the computer-based
analysis includes cross-probe correlation.

15. The system of claim 1, further comprising instanta-
neously self-tuning the probe based on previously collected
status data.

16. The system of claim 1, wherein the dynamic modifying
step includes consideration of non-real-time information
from ongoing security research efforts.

17. The system of claim 1, wherein the receiving feedback
step occurs in substantially real time.

18. A method of operating a secure operations center as
part of a security monitoring system for a customer computer
network, comprising:

creating an event record for information received about an

identified potentially security-related event occurring on
the network, wherein the potentially security-related
event is identified by filtering followed by an analysis of
post-filtering residue, wherein the post-filtering residue
is neither discarded nor selected by the filtering;
correlating the event record with customer information and
a symptom record;
using the correlated symptom record to link the event
record to problem resolution information;
consolidating the event record, correlated customer infor-
mation and symptom record, and linked problem reso-
lution assistance information into a problem ticket; and
providing the problem ticket to a security analyst console
for analysis.

19. The method of claim 18, further comprising:

correlating the event record with a pre-existing event

record stored on an event database within the secure
operations center; and

linking the event record to an open problem ticket associ-

ated with the pre-existing event record.

20. The method of claim 18, wherein the problem resolu-
tion assistance information links the symptom to a diagnosis.

21. The method of claim 18, wherein the problem resolu-
tion assistance information links the symptom to a technol-
ogy.

22. The method of claim 18, further comprising:

correlating the event record with a vulnerability; and

using the correlated vulnerability to link the event record to
problem resolution assistance information.

23. The method of claim 22, wherein the problem resolu-
tion assistance information links the vulnerability to a diag-
nosis.

24. The method of claim 22, wherein the problem resolu-
tion assistance information links the vulnerability to a tech-
nology.

25. The method of claim 18, further comprising:

updating the problem resolution assistance information

after the potentially security-related event is resolved.
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