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a secure mainframe central processing unit having a console
monitor. A secure dispatch central processing unit for receiv-
ing problem reports concerning the mainframe central pro-
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COMBINED REMOTE ACCESS AND
SECURITY SYSTEM

This is a continuation-in-part of U.S. patent application
Ser. No. 08/752,249, filed Nov. 19, 1996, and entitled
COMBINED REMOTE ACCESS AND SECURITY SYS-
TEM.

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention relates to a system that will provide
remote access to allow servicing of a mainframe computer
site while at the same time providing for security and
integrity of the mainframe computer installation. In
particular, the present invention is directed to a system
wherein service and maintenance of the mainframe com-
puter system is controlled and monitored from a remote
location and service on the mainframe computer system may
be performed by a remote support person at a further remote
location.

2. Prior Art

Current mainframe processing environments use an
operator console to display messages about the system.
These messages are monitored and any problems are noted.
Programmers and other technicians may then become
involved in solving a problem. The problem may be beyond
the operations staff’s ability to handle.

The mainframe computer system may be serviced and
monitored from a remote location. Remote support of main-
frame computer installations is becoming increasingly
important. This includes both remote monitoring and service
support of mainframe computer systems. Businesses have
been established which are capable of monitoring and main-
taining a wide variety of mainframe computer installations.

From time to time, when problems are found, it is
necessary for a technician, field engineer, or remote support
person to have access to the mainframe computer system. A
technician or field engineer can work on the problems on site
at the mainframe installation. With high speed, broad band
communications, it is possible for a remote support person
or field engineer to diagnose and solve mainframe computer
problems from a remote location by communication from a
personal computer. Accordingly, the remote support person
or field engineer may be at any location. These technicians
are increasingly specialized and require wide access to the
mainframe computer installation.

Moreover, it is increasingly a trend for employees, includ-
ing those at mainframe computer installations, to work from
their homes on personal computers. In this case, the employ-
ees’ home computers must be connected to the mainframe
computer installations.

At the same time, the computer mainframe installation
must retain its security and integrity. In the past, while
limited access and “firewalls” have sometimes been
employed to maintain security, the field engineer or remote
support person needs wide access to the mainframe com-
puter to diagnosis and solve the problems.

Typically, the dispatch control center is located in a secure
location. This dispatch control center may be at the same
physical premises as the mainframe customer site or may be
at a separate location remote from the mainframe. The
remote support person, however, is often times at an unse-
cured location and may operate from a laptop or other
unsecured central processing unit machine. Additionally, the
mainframe computer business has only limited controls over
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the field engineer. For example, a disgruntled remote support
person or field engineer with wide access to the mainframe
computer system could cause considerable problems.

With both the dispatch control center and the support
person at remote locations from the mainframe computer
center, the channels of communication are important. While
secure transmission lines are possible to establish, these are
expensive over long distances. Additionally, the support
person may be mobile.

The development of personal computers, modems
(modulator/demodulator devices) and data connections has
allowed the growth of many types of computer networks.
The Internet, a somewhat public network of networks, has
become an increasingly useful pathway for computer com-
munication. There is, however, a concern about the security
and integrity of the Internet pathways.

One solution to security on the Internet has been the
encryption of data to be transmitted. One type of encryption
uses a single “key” which the sender and recipient must keep
secret. Another type of popular encryption uses “public-
private keys.” The first is a public key made available to
anyone. The second is a “secret key” which the user must not
allow anyone else to see. The public and private keys work
in tandem. If the secret key is stored on a computer system,
it is, however, vulnerable.

The same security issues and concerns may also exist on
corporate intranets and private networks.

Accordingly, the present invention is directed to an
arrangement where a mainframe or mainframes are secured
at a customer site and wired to a personal computer with
software for console monitoring. The console monitor is in
communication with a secure dispatch control center loca-
tion. The dispatch control center, upon being alerted of a
problem, will contact a support person to diagnose and solve
the particular problem. A data encryption key is randomly
generated and transmitted from the dispatch control center to
both the support person’s central processing unit and to the
console monitor of the mainframe.

It is a further object and purpose of the present invention
to provide a remote access and security system using data
encryption keys wherein a data encryption key is never
transmitted or sent between the remote support person’s
central processing unit and the mainframe installation.

SUMMARY OF THE INVENTION

In a combined remote access and security system of the
present invention, a single mainframe or multiple main-
frames are located at a secure location. The mainframe or
mainframes are connected to a console monitor central
processing unit through a coax or twinax connection.

The console is used to display status messages about the
mainframe computer system including errors or critical
situations occurring on the computer system. When speci-
fied mainframe system alerts or problems occur a warning or
alert will be issued. This alert will be communicated from
the console to a dispatch control center central processing
unit at a remote, secure location.

A dispatcher will monitor any alarm codes received from
the mainframe system. The dispatcher will create a trouble
ticket for each incoming alarm, assign a field engineer to the
problem and call or otherwise contact the field engineer.

Thereafter, the dispatcher will initiate through the dis-
patch central processing unit, a unique, randomly generated
user identification/password pair which is referenced to the
assigned problem number. The user identification/password
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pair is a data encryption key randomly generated by the
dispatch central processing unit. The data encryption key is
generated from a mathematical algorithm and will be a
randomly generated binary code.

The identification/password encryption Key is transmitted
in two separate transmissions over two separate paths. The
data encryption key is communicated from the dispatcher’s
central processing unit to the field engineer’s central pro-
cessing unit. Additionally, the dispatch central processing
unit will also transmit the data encryption key back to the
console central processing unit of the mainframe.

Once the field engineer has been notified and has received
the identification/password pair from the dispatch control
center, the field engineer will log on and communicate with
the console central processing unit.

Data communicated from the field engineer’s central
processing unit to the console central processing unit is
encrypted with the identification/password key. The data is
subsequently decrypted upon receipt at the console monitor
central processing unit. Importantly, the password/
identification pair does not travel over the connection
between the field engineer and the mainframe site.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 illustrates a simplified schematic view of a com-
bined remote access and security system as set forth in the
present invention.

FIG. 2 illustrates a schematic view of an alternate embodi-
ment of a combined remote access and security system as set
forth in the present invention;

FIGS. 3A,3B, 4, 5A, 5B and 6 are flow charts illustrating
the sequential steps of the present invention; and

FIGS. 7 through 13 illustrate sub processes of those in
FIGS. 3 through 6.

DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENTS

Referring to the drawings in detail, FIG. 1 illustrates one
preferred embodiment of a schematic diagram of a com-
bined remote access and security system 10 of the present
invention.

At a mainframe computer installation, a single mainframe
12 or multiple mainframes are located at a secure location
(illustrated by the box 14). In many industries and
businesses, large numbers of transactions are processed on
an around-the-clock basis. Because of this demand, multiple
mainframe central processing units are utilized within a
secure computer complex. Access may be limited by physi-
cal measures, such as locked rooms, finger printing, and the
like.

The mainframe or mainframes are connected to a console
monitor central processing unit 16 which typically includes
a keyboard 18 and display 20. The console 16 can be
connected with the mainframe or mainframes in various
ways, such as, by a coax or twinax connections 22.

The console 16, in the present situation, may employ a
Windows NT™ operating system or other known operating
systems. The operating system will have an application
program or programs which is in a client-server format and
provides console monitoring and console automation fea-
tures. The application program watches or monitors the
console for certain conditions.

The console 16 is used to display status messages about
the mainframe computer system and allows the operations
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staff to control the operations of the mainframe or main-
frames. Types of messages displayed may be about errors or
critical situations occurring on the computer system.
Examples of problems noted may be a tape drive fault or a
fault in a chip on a board.

In today’s environment, a single console may be respon-
sible for multiple mainframe computers running multiple
computer operating systems.

In specified mainframe system alerts, events or problems,
the console will issue a warning or alert. This alert will be
communicated from the console 16 through a modem and
through a communications path, shown by arrow 30, to a
dispatch control center, indicated by box 32. In the present
embodiment, the communications path may be across the
public Internet network. Each computer or machine will
have a distinct Internet protocol address. Other communi-
cations paths, such as corporate intranets or private
networks, are possible within the teachings of the present
invention.

In the present embodiment, the secure dispatch control
center 32 is located remote from the mainframe site,
although the teachings of the invention apply if the dispatch
center is at the same location.

The dispatch control center 32 is ordinarily at a secure
location. Thus, access to the computer is limited by physical
measures such as locked rooms, fingerprinting and the like.
Additionally, access to the dispatch central processing unit
34 may require passwords prior to log on procedures.
Typically, the dispatch central processing unit 34 includes a
keyboard 36 and a display 38. The dispatch central process-
ing unit 34 will be running a client side version of the
application program running on the console monitor 16, as
previously discussed.

A dispatcher (not shown) will monitor incoming alarm
codes received from the mainframe 12. If an alert occurs, it
will appear on the display screen 38 of the dispatcher. Upon
receipt of an alarm code, it will display in a list on the
display screen 38.

The dispatcher will create a trouble ticket for each incom-
ing alarm in the problem tracking program. Alternatively,
the procedure to create a problem or trouble ticket might be
automated.

Once this has been completed, a field engineer or other
remote support person will be assigned to the problem and
will be called or otherwise contacted. In one such procedure,
the dispatcher will call the field engineer or remote support
person via telephone over a voice line. This connection is
shown by arrow 40. The field engineer will be assigned a
problem number for the incoming problem on the main-
frame computer.

Thereafter, the dispatch control center will initiate a utility
software program on the dispatch central processing unit 34
which will create a unique, randomly generated user
identification/password pair which is referenced to the
assigned problem number. In the FIG. 1 embodiments, the
user identification/password pair is a data encryption key
randomly generated by the dispatch central processing unit

In the present case, the data encryption key is generated
from a mathematical algorithm and will be a randomly
generated binary code of 128 bits. The data encryption key
is also time limited so that after a certain period of time, it
will automatically expire. For example, the data encryption
key may be valid for a period of 24 hours, after which it is
no longer valid.

The identification/password pair is transmitted in two
separate transmissions in two separate paths. The data
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encryption key is communicated and transmitted from the
dispatch central processing unit to a remote support person
or field engineer central processing unit 50 as shown by
arrow 52. The field engineer central processing unit may
take many forms, such as a laptop terminal, hand held PC or
a desktop computer.

The dispatch central processing unit will also transmit the
identification/password data encryption key back to the
console central processing unit 16 as shown by arrow 24.
The data encryption key is itself also encrypted. The data
encryption key is itself decrypted at the field engineer’s
central processing unit and at the console.

Once the field engineer or remote support person has been
notified and has received the identification/password pair
from the dispatch control center, the field engineer 50 will
log on and communicate with the console central processing
unit 16 as shown at arrow 54. The field engineer will be
running a client side version of the same application pro-
gram.

The communication between the field engineer and the
console may be made through a public network such as the
Internet. The encrypted data is decrypted at the console
monitor.

The field engineer or remote support person will input and
download the assigned problem number already received
from the dispatch control center 32. The field engineer will
thereby retrieve the problem details from the console. The
field engineer will, thus, be connected to the mainframe site.
Importantly, the password does not travel over the connec-
tion between the field engineer central processing unit 50
and the mainframe site 14.

Once connected to the mainframe computer site, the field
engineer or remote support person retrieves necessary infor-
mation through the console central processing unit 16 via the
coax 22 connection to the mainframe 12. The field engineer,
thus, has access to the mainframe and will endeavor to solve
the problem presented.

Once the problem is resolved, the field engineer will
notify the dispatch control center 32 that the problem has
been resolved as shown at arrow 26. This may be done in a
number of ways. This may be done by telephone through
voice line. Alternatively, the field engineer may communi-
cate through the field engineer’s central processing unit 50
through a communications line back to the dispatch central
processing unit. This may also be performed through the
Internet.

The dispatcher closes the problem in the problem tracking
system. Thereafter, the unique identification/password pair
is invalidated so that there is no longer access to the
mainframe computer. The dispatcher closes the problem in
the dispatch central processing unit database, which then
removes the identification/password pair from the console
monitor 16 at the mainframe site.

Each of the computer communications may be made
through a public network such as the Internet. The data
connection from an unsecured terminal/location is at all
times secured by the present invention.

FIG. 2 illustrates an alternate embodiment 60 wherein the
Internet protocol address are provided dynamically from a
secure name server central processing unit.

At a mainframe computer installation, a single mainframe
62 or multiple mainframes will be located at a secure
location (illustrated by box 64). The mainframe or main-
frames are connected to a console monitor central process-
ing unit 66 which typically includes a keyboard 68 and a
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display 70. The console 66 can be connected with the
mainframe or mainframes in various ways, such as by coax
or twinax connections 72.

Alerts, events or problems will be noted by the console
which will issue a warning or alert. This alert will be
communicated from the console 66 through a modem and
through a communications path, shown by arrow 74, to a
dispatch control center 76. The dispatch control center
includes a dispatch central processing unit 78 having a
keyboard 80 and a display 82. The dispatch central process-
ing unit 78 will be running a client side version of the
application program running on the console monitor. If an
alert occurs at the console monitor, it will be transmitted and
appear on the screen of the dispatch central processing unit.
Upon receipt of an alarm code, it will display in a list on the
display screen 82. The dispatcher will create a trouble ticket
for each incoming alarm in the problem tracking program.
Alternatively, the procedure to create a problem or trouble
ticket might be automated.

A field engineer or other remote support person will be
assigned to the problem and will be called by a telephone or
otherwise contacted which is shown by arrow 84. Thereafter,
the dispatch control central processing unit 72 will commu-
nicate with a secure name server 86 or 88. The secure name
server may be located on the premises of the dispatch control
center or may be remote therefrom. The secure name server
will, through a utility software program, generate a unique,
randomly generated user identification/password pair. This
will be referenced to the assigned problem number. The user
identification/password pair is a data encryption key ran-
domly generated. The data encryption key is transmitted in
two separate transmissions over two separate paths. The data
encryption key is communicated and transmitted from the
dispatch central processing unit 78 to a remote support
person or field engineer central processing unit 90 as shown
by arrow 92.

The dispatch central processing unit will also transmit the
data encryption key back to the console central processing
unit 68 which is shown by arrow 94.

After the field engineer or support person has been
notified and has received the identification/password pair
from the dispatch control center, the field engineer will log
on and communicate with the console processing unit 68 as
shown by arrow 96.

Once the problem has been resolved, the field engineer or
support person will notify the dispatch control center that the
problem has been resolved. This is illustrated by arrow 98.
The dispatcher at the dispatch control center closes the
problem in the problem tracking system. Thereafter, the
unique identification/password pair is invalidated so that
there is no longer access to the mainframe computer site 64.
The dispatcher closes the problem in the dispatch central
processing unit database which then removes the
identification/password pair from the console monitor 68 at
the mainframe site.

FIGS. 3 through 13 illustrate the process of the present
invention that will provide remote access to allow servicing
of the mainframe computer while providing for security and
integrity of the mainframe computer installation. The pro-
cess will be described in relation to the FIG. 2 embodiment
with a pair of dispatch control centers. FIGS. 3A and 3B
illustrate the initial process at the secure customer main-
frame site 14 to monitor for alerts. After the process has been
started, as shown at 100, the console will be checked for
alert situations illustrated at box 102.

If there is no unreported alert, as at 104, a check will be
made to see whether the reporting interval has expired 106.
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If the reporting period has expired 106, then the current
Internet protocol address (IP) will be registered with a first
secure name server, as seen at 108. If the first secure name
server does not register the Internet protocol address, then
the current Internet protocol address will be registered with
the second secure name server as seen at 110.

Returning to box 104, if there is an unreported alert, an
Internet protocol address will be obtained for the first
dispatch control center from a secure name server central
processing unit as shown at 112. The secure name server is
a repository of customer sites and their current IP addresses.
Once the Internet protocol address has been obtained for
dispatch center 1, an alert will be reported to the first
dispatch center, as seen at 116.

If the report on the alert has been received, box 118, then
the process can continue. If there is no success, then, as
shown on FIG. 3B, an Internet protocol address will be
obtained for dispatch center 2 from either secure name
server, as shown at 120. If an internal protocol address has
been obtained for the second dispatch center as shown at
122, the alert will be reported to the second dispatch center
as shown at box 124. If the alert is reported as shown at 126,
the process will again continue in same manner.

FIG. 4 illustrates the process for a dispatch control center
to handle an incoming alert from a secure mainframe
customer site. The FIG. 4 process would chronologically
follow the process described in FIGS. 3A and 3B. The
dispatch control center will receive an alert from the main-
frame customer site 130. A problem ticket or problem
number will be created in a tracking system as shown at box
132. A unique user ID/password pair for the remote support
person will be generated, as at box 134. An Internet protocol
address for the customer site will be obtained from a secure
name server, as seen in box 136. Obtaining an IP address for
the customer site will be explained in detail below.

Once the Internet protocol address has been obtained for
the customer site as shown at 138, a connection will be made
from the dispatch control center to the customer site as
shown at 140.

The remote support person’s user ID/password pair will
be set up on the customer mainframe site 142. After the
connection with the customer site has been disconnected
144, a remote support person will be selected from an
availability list 146. The remote support person may be
contacted in various fashions, such as by telephone, and
given the problem number 148.

FIG. 5 illustrates the process for the remote support
person or field engineer that would be employed to handle
the problem that has been reported. This procedure would
chronologically follow the process shown in FIG. 4.

As seen in FIG. SA, once a problem has been received
from the dispatch control center as shown at box 152, an
Internet protocol address for the dispatch control center will
be obtained from one of the secure name servers 154. This
process will be explained in detail below.

Once the Internet protocol address has been obtained for
the dispatch control center as shown at 156, a connection
will be made to the dispatch center 158. The name and
details for the secure mainframe customer site will be
provided 160. Thereafter, the remote support person will
disconnect from the dispatch control center 162.

An Internet protocol address will be obtained for the
customer site from either of the secure name servers 164.
Once the Internet protocol address for the mainframe cus-
tomer site has been obtained 166, the remote support person
will connect to the customer site using the Internet protocol
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as shown at 170. The remote support person or field engineer
will be able to work to solve the particular problem as seen
at box 172 and, thereafter, disconnect from the mainframe
customer site 174.

An Internet protocol address will be obtained for the
dispatch control center from either secure name server as
shown at 176.

Once the Internet protocol address has been obtained by
the support person for the dispatch center 178, the remote
support person will connect to the dispatch control center
using that Internet protocol address 180. The support person
will be able to report completion of the assignment and
closing of the problem record 182. The support person will
thereafter disconnect from the dispatch center, as shown at
184.

FIG. 6 illustrates the next sequential process in the overall
system of the present invention. The dispatch control center
will invalidate the remote support person’s user
ID/password at the secure mainframe customer site.

The dispatch control center will obtain an Internet proto-
col address for the mainframe customer site from either
secure name server, as shown at 190. Once an Internet
protocol address has been obtained 192, a connection will be
made between the dispatch control center to the console
monitor at the customer site using the Internet protocol
address as shown at 194. If no Internet protocol address has
been obtained, an error will be reported as shown at box 188.

The dispatch center’s unique user ID/password will be
provided to the console at the customer site, as seen at box
196. A session will thereby be established to the console
monitor at the mainframe customer site (198). The remote
support person’s user ID/password on the customer site
console will be invalidated as shown at step 200, following
which the session will be disconnected 202.

The remaining processes illustrated in FIGS. 7 through 13
are sub-processes of the foregoing.

FIG. 7 illustrates the process to register a computer with
a secure name server central processing unit. A target secure
name server will be selected by its Internet protocol address,
as shown at box 210. The secure name server will be
provided an access user ID/password pair as seen at box 212.
A session will thereby be established to the server as shown
at 214. If the session has been established 216, the Internet
protocol address for the named machine will be registered
218. This process is also seen in FIG. 3A at boxes 108 and
110.

FIG. 8 illustrates the process to obtain an Internet protocol
address from a secure name server. This process is shown at
box 112 in FIG. 3A. As seen in FIG. 8, a secure name server
will be selected by its Internet protocol address, as seen at
box 220. The secure name server will be provided with an
access user [D/password 222 in order to establish a session
224. Once a session has been established, as shown at 226,
an Internet protocol address will be requested for the console
monitor 228. If the named computer has been defined 230,
a check will be made whether the named machine has its
address registered 232, and if the registration is up-to-date
234.

FIG. 9 illustrates the process for either of two secure name
servers to obtain an IP address initially from one server and,
if not successful, from a second server. This process would
be utilized at 176 in FIG. 5B.

FIG. 10 illustrates a process to obtain Internet protocol
address for a mainframe customer site from initially a first
server and, thereafter, a second server for the customer
mainframe site.
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FIG. 11 illustrates the subprocess to report an alert from
the mainframe customer site to a dispatch center. This step
is illustrated in FIG. 3A at box 116.

The subprocess to connect a remote support person or
field engineer to a dispatch center is illustrated in FIG. 12.

Finally, the subprocess to connect to the console at a
mainframe customer site using the Internet protocol address
is illustrated in FIG. 13.

Whereas, the present invention has been described in
relation to the drawings attached hereto, it should be under-
stood that other and further modifications, apart from those
shown or suggested herein, may be made within the spirit
and scope of this invention.

What is claimed is:

1. A combined remote access and security system for
servicing a secure mainframe central processing unit having
a console monitor, which system comprises:

a secure dispatch control central processing unit for
receiving problem reports concerning said mainframe
central processing unit;

communications means for communicating between said
mainframe from said console monitor and said dispatch
control central processing unit;

a field engineer central processing unit independent from
said secure mainframe central processing unit and said
secure dispatch control central processing unit, wherein
said secure dispatch control central processing unit is
remote from said mainframe central processing unit
and wherein said field engineer central processing unit
is remote from both said mainframe central processing
unit and said dispatch control central processing unit;

communication means for communicating between said
field engineer central processing unit and said dispatch
control central processing unit;

a data encryption key randomly generated and transmitted
from said dispatch control central processing unit on
separate paths and in separate transmissions to both
said field engineer central processing unit and said
mainframe central processing unit; and

communication means between said field engineer central
processing unit and said mainframe central processing
unit wherein all data transmitted from said field engi-
neer central processing unit is encrypted and wherein
said encrypted data received is decrypted at said main-
frame central processing unit.

2. A combined remote access and security system as set
forth in claim 1 wherein said data encryption key is time
limited to expire after a set time period.

3. A combined remote access and security system as set
forth in claim 1 wherein said communications means
between said mainframe central processing unit and said
dispatch central processing unit, between said field engineer
central processing unit and said dispatch central processing
unit and between said field engineer central processing unit
and said mainframe central processing unit is via the Internet
network.

4. A combined remote access and security system as set
forth in claim 1 wherein said console monitor includes a
central processing unit having monitoring and automation
capabilities.

10

15

30

35

40

45

50

55

10

5. A combined remote access and security system as set
forth in claim 4 including a plurality of mainframe central
processing units connected to said console.

6. A combined remote access and security system as set
forth in claim 1 wherein said communications means for
communicating between said mainframe and said dispatch
control central processing unit and said communications
means between said field engineer central processing unit
and said dispatch control central processing unit are through
a communications path with each said central processing
unit has a distinct Internet protocol address.

7. A combined remote access and security system as set
forth in claim 6 wherein said Internet protocol addresses are
stored in a secure name server.

8. A process to remotely access and service a secure
mainframe central processing unit having a console monitor,
which process comprises:

communicating a problem with said mainframe central
processing unit from said console monitor to a remote
dispatch control center central processing unit;

randomly generating a data encryption key at said remote
dispatch control center processing unit;

transmitting said data encryption key from said remote
dispatch control center on separate paths in separate
transmission to both said mainframe central processing
unit and to a field engineer central processing unit,
wherein said field engineer central processing unit is
independent and remote from both said mainframe
central processing unit and said dispatch control central
processing unit; and

communicating between said field engineer central pro-
cessing unit and said mainframe wherein all data trans-
mitted from said field engineer central processing unit
is encrypted and then decrypted at said mainframe
central processing unit.

9. A process to remotely access and service a secure
mainframe central processing unit as set forth in claim 8
including the additional step of time limiting the data
encryption key to expire after a set period of time.

10. A process to remotely access and service a secure
mainframe central processing unit as set forth in claim 8
including the additional, initial step of monitoring said
console monitor for certain conditions which are identified
as problems.

11. A process to remotely access and service a secure
mainframe central processing unit as set forth in claim 8
wherein the steps of communicating said problem, transmit-
ting said data encryption key, and communicating between
said field engineer central processing unit and said main-
frame are done over the Internet network.

12. A process to remotely access and service a mainframe
central processing unit as set forth in claim 8 including the
additional step of the dispatch control center contacting said
field engineer after communicating said problem to said
dispatch control center.





