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see. Porras even contemplates different users filtering using different criteria. However, as to 

each user, the whole of the raw data is selected by the filter is discarded. See, Porras, col. 4, 

lines 27-32. There is no post-filtering residue, as the raw data is filtered into the selected data 

and the discarded data. 

In citing Porras, the Examiner merely states: 

Porras et al. discloses wherein the analysis includes filtering followed by an analysis of 
post-filtering residue, wherein the post-filtering residue is data that is neither discarded 
nor selected by filtering (see col. 3, lines 61-67, col. 4, lines 1-32). It would have been 
obvious to one of ordinary skill in the art at the time of the invention to include post 
filtering reside [residue] that is data neither discarded or selected by filtering of Porras, 
because the motivation is that the data that is left, that has not been filtered, which is the 
raw data of Porras can be analyzed further. ( emphasis added) 

This is the entire argument presented. This argument was presented twice, with 

exact wording, once in the rejection of claims 1, 19 and once in a response to a prior argument 

by Applicant. The underlined portions are text taken from the Applicant's claims. Parsing the 

above paragraph, the Examiner's entire argument seems to be that 1) Porras discloses a claimed 

element at a particular citation and 2) it would have been obvious to include Porras' version of 

that claimed element because "that the data that is left, that has not been filtered, which is the 

raw data of Porras can be analyzed further". 

As to the first point, Applicant submits that Porras does not in fact disclose or 

suggest any use of post-filtering residue at those citations and the Examiner has provided no 

explanation as to how this could be disclosed, beyond providing a citation to Porras and restating 

the words of the claims. Post-filtering residue is data that is neither discarded nor selected by 

filtering. Porras clearly discloses data that is selected by filtering, such as the outputs ofuser­

specified filters. See, Porras, col. 4, lines 27-40. Porras discloses that data is discarded in the 

filtering process. See, Porras, col. 4, lines 27-32. 

Claim 1 recites "an analysis of post-filtering residue, wherein the post-filtering 

residue is data neither discarded nor selected by filtering". Thus, to anticipate or render obvious 

claim 1, there at least needs to be some teaching, or suggestion, of three kinds of data: 1) data 

selected by filtering, 2) data discarded by filtering and 3) post-filtering residue that is neither of 
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the first two. Applicant submits that there is no suggestion in Porras of a third type of data that 

could be considered post-filtering residue. In the portions of Porras cited by the Examiner, the 

reference describes receiving raw alert streams and processing them to format or translate the 

raw alerts into a common form. There is nothing in the Examiner's statements to suggest 

otherwise. 

As to the second point, the Examiner's statement is not well understood, and it is 

not clear whether the Examiner is asserting that Porras' raw data is the data that is left or that the 

portions of the raw data that are left after filtering form the claimed post-filtering residue. 

Applicant interpreted the statement as being an assertion that the raw data that is "left" (i.e., not 

passed through the filter) can be analyzed further and that the Examiner is asserting that such 

analysis is the claimed "analysis of post-filtering residue". In any case, it appears that Porras 

does not disclose or suggest post-filtering residue as claimed and since Esbensen also lacks that 

disclosure, the combination of Esbensen and Porras would also lack that disclosure, so the 

motivation to combine is irrelevant. 

Accordingly, since neither Esbensen nor Porras et al., either alone in combination, 

teach, disclose or even suggest a method as recited in claim 1, Applicant submits that claim 1 is 

allowable. Claims 2-5 and 7-18 depend, either directly or indirectly on allowable claim 1, and 

therefore they are allowable for at least the reasons cited above. 

Claim 19 is directed to a computer-readable medium whose contents cause a 

computer system to operate a probe as part of a security monitoring system for a computer 

network, by performing the steps of, among other things, "analyzing status data to identify 

potentially security-related events represented in the status data, wherein the analysis includes 

filtering followed by an analysis of post-filtering residue, wherein the post-filtering residue is 

data neither discarded nor selected by filtering." For reasons similar to those presented above, 

Applicant submits that the references fail to disclose or suggest at least analysis of post-filtering 

residue and therefore that claim 19 is allowable. 

Claims 20-23 and 25-36 depend, either directly or indirectly, on allowable claim 

19 and therefore, they are allowable for at least the reasons cited above. 
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Reasons For Allowance 

1. Status of Claims: Claims 6 and 24 were cancelled. Claims 1-5, 7-23, 25-44 are 

allowable for the features listed below: 

Page2 

2. Porras et al. discloses a network that monitors for intrusion detections. The networks of 

Porras that are being monitored by using sensors that monitors various host and network activity, 

and each sensor generate a stream of alerts. These alerts are triggered by potentially suspicious 

events or possible malicious intrusions. The alert manager includes a receive-input logic 

module. The receive-input logic of the alert manager subscribes, i.e., establishes a transport 

connection, to receive each of the alert streams produced by the sensors. The alert streams 

contain raw, i.e., unprocessed alerts. The monitors may format their respective alerts streams in 

a variety of formats; For Example, XML-based standard format. Once the alerts are in a 

common format, they are sent to the alert processing engine. The formatted alerts are passed 

thorough user-specified filters and alerts not matching criteria of the user-specified filters are 

discarded. The filtered alerts are then prioritized and rated or scored based upon potential 

impact of the attack. Porras fails to disclose or suggest the claim limitation, wherein the post­

filtering residue is data neither discarded nor selected by filtering. Porras discloses that if the 

filter does not match the criteria the data is discarded. 

3. Hill et al. discloses a network security system includes a plurality of security agents. The 

security agents are configured to detect occurrences of security events. Data about security 

events is collected by security agents and transmitted via links. Hill et al. security system 

responds to a plurality of training signatures, each of the training signatures representing one of a 

plurality of simulated attacks. Each of the simulated attacks of Hill are given a score/attack 
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