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June 28, 2003, is a day David Macleod remembers v,.cll. Thai', 

when an allackcr just outside Peking tried lo pcnctralc Lhc network 

oCThe Rcgcncc Group. a hrnlth insurer that hired MacLcod as chic( 

information security oniccr Lo Cend off such attacks. The would-be 

intruder looked for an opening in the W ch sile L Lah physicians usc 

lo submit Medicare claims. 

··J'm ab,olutely convinced lhal whoc\er he was. he had no idea 

whal· M~dicarc is or who Regcnce Hluc Cross and Hluc Shield of 

Utah is.'· Mac! cod says. ·'All he saw was an JP address on the lntcr­

nct that he thought hc·d take a shot at." 

The attack failed. Macl.cod credit,; Counlcrpanc Internet 

Security, the M ounlain View. Calif., company that 111oni1orn 

thousand, of events logged each m 011th by Rcgencc's Web 

servers, firewalls. routers and intrusion-detection systems at the 

edge of the ncnvork. 

Counterpane was able 10 1011 MacLcod and his staff of the 
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attack. where il v,.as corning frolll. and that it wouldll't be ,ucccss­

Cul, Mad.cod says ... For about 20 111 inutcs, Illy IT folks and th c 

Counterpane folks watched \vhu.t v,.u.s going on before v,.c decided 

to repel the atlack by shutLing d<rnn the routes Lhey were corning 

in on:· he says. 

The Rcgcnce Group. based in Portland. Ore .. administers Blue 

Cross and Hlue Shield health insurance polieie, in Utah. Oregon. 

Washington and Idaho. !°he organintion has 3 million subscribers 

and manages S(,.4 billion in annual premiums. In 2000, the inde­

pcn dent organ inttions from cnch state form cd an a ffi lialion. with 

one adrnin,slration and one IT department. 

The new coalition became a security nightmare because each 

state ·s 11 nit had ,, idcly di ffcri ng po licics. 0 r,,gon, for insta nee. had 

centrali?ed ,ccurity administration. In Wyoming. security responsi­

bilities v,.crc spread among different IT groups. One unit. for exam 

pie. handled user accottnts for systctrn, running on Novell Nc1Warc, 
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another focused 011 W inclov. s NT and a third on Lotus 'fotcs. 

At about that time. large employers buy111g health in,urancc 

,tarted asking Regcncc for guarantees that the group ,,a, comply­

ing v. ith the federal Health Insurance Portability and /\eeountabil­

ity ,\ct. which regulates privacy for health-cure rcconh. Rcgcnce 

abu p Ian 11 cd lo launch Web portals th at would kt physician, and 

broker, submit f(>rrns and get information on line, and provide a va­

riety of services Lo cusiomcrs. Those portals. of' course. rn u,t he: ,e­

cure. Against th at backdrop. Rcgern:e hired Deloitte & Touche to 

help cc:ntrali1/c its security infrastructure. administration and poli­

cies. The firm introduced Rcgcncc to Counterpane. 

OutsourG ng Option 
Security-event monitoring was an obvious choice t;lr outsourcing. 

Regem·e wou Id h:JVc needed a staff or six people v.orking 24/7 to 

sin through the 450.000 events generated each month on the net­

work pc'rimeter. 

lk,idcs what comes fiom its DM/s. Rcgcnce albo generates 

event logs from apps that handle sub,cribcrs· personal records. This 

includes Peopic'Soft financials. health-care systems for claims pro­

cessing and record management. 

To match Counterpane's sen·icc internally, Rcgence v.ould have 

had to spend So00,000 a ycdr. most of it for salary and benefits. 

MacLcod ,ays. This compares \Yith about $450,000 a year fo1 the 

sen ice. And Counterpane ha, year, or experienc<: monitoring secu­

rity for organization,, which means it's mor<: capable or determin­

ing w hethcr un n cnt is irn portan Lor just the result or a soCtv.arc 

glitch. 

Ganner analyst Kelly Kavanagh says a log-monitoring service 

pro,ider can ,omctimes watch the client's network bc:llcr than the 

client can because of its experience and knowledge gained Crom 

v. orking with varied elicnts. Counterpane analy,c,s about 200,000 

logged events ,en! from Rcgence each month ·1 he number of 

events ha:; been reduced over the years through improved confign-

3 million 
Number of subscribers in four Western U.S. states 

$6.4 billion 
Amount of annual premiums 

6,600 
Number of employees 

200,000 
Number of logged events ge11PrntPd per month, 
about four of which require clPfe>nsive ar.tion 

700/3/9,000+ 
Number of Unix and NT servers/MVS mainframes/desktops 

Amount spent per year on Counterpane for log 
monitoring, a savings of about $150,000 compared 

with handling job in house 

$100,000 
Estimated savings every time 

Regence avoids a major virus infection 

rntion of pcrim<?ter devices and by taking do\Yn scrv1c<?s that 

wercn·t in use. For example, Count,·rpane found telnet connec­

tions that were no longer live. 

Of those 200.0fJ0 events, Counterpane identifies about four per 

month that need Rcgencc·, attention. The vendor notifies the 

client immediately of a security breach and any un,ucce,,Cul intru­

sion attempts. which may include a repeated railed log-in. someone 

sc:eking unauthorif'.cd access to network sen ices and attempted 

nighttime log-ins by those who v. ork day hours. 

Counterpane places on the custorner·s network a custorn-con­

tigurcd security device called a Semry, v. h ich encrypts th clog data, 

comprcssc:s it and ,hips it Lo Counterpane·, operations center t<H 

analysis. I he logs arc shipped as they"re generated, and. in the case 

of Regence. move across dedicated circuits lea.,ed 11·0111 a carrier, 

Coun tcrpane • s Socrates decrypts 1 h c log-carrying messages. and 1 h c 

data is correlated with th real in formation aggrcg:Hed from other 

cu,romcrs. as v.ell as historical data about the normal operation or 

a customcr·s network. 

Regencc didn·t lay off any employees in conjunction with this 

outsourcing. mainly because Rcgcncc hadn"t been monitoring logs 

closely before. 

Farly Vlrt1s Warning 
Besides watching for hackers. Cot111tcrpa11e has kept Rcgencc up to 

dale 011 virus attack,, notifying the company if dangerous ,-iru,es 

begin spreading and explaining what step, m usl be taken to pre­

\ ent infection. 

As a result. when the Bagk v.orm struck this year. the only com­

puters infcckd at Regcncc were four laptop, that cmployc:es had 

used to download personal e-mail remolelv. Counterpane ex­

plained the vims threat lo Regcnce. v.hich took step, to plug the 

vulnerability in all desktops. 

Regence regularly patehes all the desktops on the network, hut 

laptops arcn '1 always available to patch. When laptop u,crs con­

nected to the Rcgencc network. the virus tried to contact a remote 

Web site to download malware. The port it tried to use. howe\·er, 

had already bc'cn blocked. Counterpane reported th c activity and 

Rcgence', IT staff located the machines and di,inf'cctcd them. 

·"To me, four PCs that didn't actually get the [virus] code d(rnll­

loa<lcd is not an infection or breach. bccau,c it didn't complete,"" 

MacLcod ,avs. "We really haven "t been breached in the last th rec 

years:· Mad.cod couldn't estimate" hat it would have cost had 

Hagle infected a large number of computers 011 his nctv.ork. But a 

,urvcy or bu,ines:,cs by !CSA Labs, the company that certifies an­

tiviru, products and is a closely hdd unit of TruSccurc Corp .. found 

that companies spent an average of 1,100.000 in 2003 recovering 

!i-orn each virus ·•disaster," a 2J percent incrca,e o\cr the previous 

year./\, irus disaster wa, defined as inrcctions in at least 25 ma­

chines or an c, enl that caused a signit'icanl dollar loss. 

Counterpane~ 
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