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GETTING HELP_ |

WheelGroup Technical Assistance

Refer to this User's Guide whenever you have a problem using the NetRanger System. i
vou still cannot solve the problem or if you have questions about anything not covered in
this guide, you can call WheelGroup Technical Support from 8:00AM to 6:00PM, CST. This
assistance Is available Monday through Friday (except holidays). You can reach us inany
of the following ways:

Telephone 1-888-842-6762
FAX 210-494-6303
E-Mall heip@wheelgroup.com
A

Please include the following information in your FAX or e-mail message, or have it
avajlable if you are calling (use the NetRanger Problem Report Form on the foliowing
page to help you gather this information):

* Your customer number and phone number. For g-mail messages, please include
your customer number as part of the subject fine for your messages.

* A description of the NSX and Director hardware and software you are uéing,
including any network software

To determine the version number of the Diractor software and dasmons you are
using, type the following commands:

nrdirmap ~?

/usr/nr/nrvers
» Your operating systern fype and version

» Adescription of the problem, what you were doling when it occurred, and the exact
wording of any error messages that you might have received

» If this is a security question, please include all information related {o a spacific
alarm or attacking site.

--------------- L T A O T T I O I I I N N I T U S T R
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NetRanger Problem Report Form

Betore you call, please have thé {ollowing information available.

Organization 1D; Host D (of Problem System;):

Point of Contact: Phone Number:

NSX information (if applicable)
NSX Type: Number of NSC devices connected to NSX:

NSC Type (with problem):
NSC Serial Number {with problem):

Director Information (if applicable)

Piatform; MP SPARC
OV Varsion: Diractor Version;
Problem Description

Are youa monitored site?  Yes  No Momber of WARN?  Yes  No

IP addresses of involved machines:

Do you wish {o talk to WheelGroup about
Intrusion Control and Response (ICR) consulting? Yes No

Alarm Type;
Description of security inckient;

WheelGroup Corporation
1-883-842-6762
1-210-484-6303 {fex)

s-mall: help@whesigroup.com
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NETRANGER 1.3 ENHANCEMENTS
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This section describes enhancements made to the 1.3 release of NetRanger with respect
to the following areas:

Instaliation
Director
Communication

NSX

Instaliation

Bridge Filter Changes

In order to properly Interpret copy_to and log_to packets under bridge mode all
references to Ui_byte have been changed to ti_data_byte in the files: first.lil, ncom1.4il,
and incom@.fit. All references to ip_option_present have aiso baen commented out in
incom1.fit and incom2.fil because this option is not supported in bridge mode.

Bug Fixes

*

The nrconfig utliity no longer generates an invalid default route under bﬁdge
mode.

The pkgadd process no longer changes the usr.grp permissions of the
fusr directory to netrangr.netrangr.

The pkgadd process no fonger destroys existing configuration information in
dusrinr/birvsap.,
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Director

Support for NetView on IBMWAIX

The NetRanger Director now works with 4.1 and later versions of NetView running with
4.1 and later versions of the IBM/AIX operating system, '

Discontinued Solaris 2.4 Support

The 1.3 version of NetRanger no longer supports SPARC Solaris version 2.4,

improved Alarm Performance

The Director has always avoided generating duplicate alarms by scanning the OVwDB
betore generating an alarm icon. Prior versions of the Director incurred unnecessary
processing overhead by unconditionally scanning the OVwDB. The Director now makes
sure that the severity leve! of the alarm equals or exceeds the OpenView display
threshold before it scans the QVwWDB.

Improved Alarm Consolidation

Prior to the 1.3 releasa, the Director generated a separate alarm icon for every source
port accessed by a DNS Request and for every src-dst port pair accessed by & TCP Port
Sweep. The Diractor now generates a single alarm icon for each of these types of events.
This dramatically reduces icon and OVwDB clutter as well as improving overall
performanca under load. Please note that while the Director generates a single icon for
each of these types of events, all of the ports accessed by these services are propetly
logged by loggerd.

Single Window for Source and Destination Address Name Resolution

In pravious verslons of NetRanger, when the Security—>Show—»Names menu option
was selected for multiple alarm icons the Director would generate a window for each

alarm. The Director now generates a singls window with a scrollable display of alarm
names, '

PR R R R R T T R S T I I I . I T I U 2 3
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New Menu Functions

The Security—Exclude Alarms menu option allows you to suppress all of the
alarmas for a glven src-dst pair.

The Security—yShow Alarm Submap(s) menu option allows you to display all of -
alarms associated with a machine or collection without having to traverse its
submaps.

The Security—Trouble Ticket menu option allows you to generate a trouble ticket
In a Remedy ARS system for the alarm{s) currently selected.

The Director now supports the OpenView Manage and Unmanage functions,

SAP Enhancements

FifeMgmt functionality has been extendad and simplified.

Improved instrumentation tokens have been developed for sapd Status and
Control,

sapr queries are more easy to use and generate more meaningful results.

loggerd is now able to procass heavler alarm loads from multiple sensors by
caching records In a write buffer.

Chapter 5 of this User's Guide now contains new Ingtallation and Tutorial
sections for SAP,

Bug Fixes

'Nt;m.an'na'r 1371 i}n'arts Eiu'ld;; ‘

The Save-To-Flle feature no longer fails when an NSX Collection Name contains
spaces, which are now automatically promoted to underbars,

The nrdirmap application now properly cleans up orphaned socket(s) before it tries
to reestablish communication with smid after a failed communication has occurred.

The Director no longer generates an arror message when it tries to Unshun a
network or host,
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NETRANGER 1.3 ENHANCEMENTS
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Communication

Repetitive error messages relating to misconfiguration are now consolidated in
errors.postofficed. This helps minimize file system usage.

NSX

Passport in Bridge Mode

The 1.3 version of NetRanger now recognizes log_to packets transmitted by a Passport.

Bug Fixes

» NSX sensors now recognize the Multlpiaxor sories of the BorderGuard.

» nrstart now Invokes managed when started as user netrangr under SPARC

Solaris.
Modified Signatures
Signature Maodification
2151 Increased size of allowed ICMP traffic
2000-2012 SubSigiD now contains ICMP code value

New Context Signatures

Slgnature Name
2152 ICMP Flood
3106 Sendmail Decode
4050 UDP Bomb
6200 tdent Buffer Overfiow
6201 ldent Newline
6202 ident Improper Request

Vifl
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NETAANGER 1.3 ENHANCEMENTS
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New Content Signatures

*» |FS hacks

+ rlogin - froot

¢« fip USER

» fip PASS

« fip RETR

s fip STOR

* fip MKD

+ fip RMD

*» #p SITE

*  fip SYST

«  #ip CWD ~ro0t
+  fip PORT

¢ hitp GET

* Bad URLs

« rexec USER

¢« rexec PASS

*  ident USER

*  pop3 USER

+  pop3 PASS

« [P Fragment

s Unknown 1P Protocol
» Authentication Fail

LR R N I I N 2 A TR T N I BN Y I T N N DL 2NN TR T T RN R
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NetRanger's Components and Capabilities

What is NetRanger?

NetRanger is a real-ime network security management system that detects, analyzes,
responds to, and deters unauthorized network activity. The NetRanger architecture
supports large-scale Information protection via centralized monitoring and management
of remote dynamic packet filtering devices that plug into TCP/IP networks,
Communication is maintained via WheelGroup Corporation's (WGC) proprietary secure
communications architectura. Network activity can aiso be logged for more in-depth
analysis.

As shown In Figure 1.1, NetRanger 1.3.1 consists of the following core systems and
subsystems:

* Network Security eXchange (NSX)
» Packet Filtering Device(s) '
+« Sensor

+ Communications System
* Post Office(s)
* Encrypted Slesve

= Director :
* Security Management Interface
*  Security Analysis Package
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Packet Filter Device

{routerdridge)
i L]
0

' NEX Sensor

PO, SMi BAP

Flgure 1.1: Basic NetRanger Componenis
The NSX

The NSX is the sensing and management componant of the NetRanger System that
resides on a corporate network, It communicates with one or more remote Director
systemns via the Post Office network communications system. The NSX currently

operates with IP networks and supports many hardware and software configuration
aptions,

The Packet Filtering Device is a router or bridge that plugs into a corporation’s network
at a poirg of entry to other networks. The sscurity polley installed on this device
determines what subset of network traffic will be routed to the NetRanger Sensor,

The Sensor subsystem contains NetRanger's real-time Intrusion detection and content
assessment logic. The Intrusion detection engine recognizes and responds to attacks,
such as sendmall, ping sweeps, 1P source routing and spoofing, FTP, and Telnet abuse,
and SATAN scans. Sensor analyses produce data streams of P packets and event
records that are either dumped into local session log files or sent on to the Post Office for
remote delivery to a Director system. The Sensor alsc accepts intrusion response and
reconfiguration information from Director systems. -

4 & ¢ % ¥ B T F Y ¥ B 4B 3T oa LI A T R I R N R
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The Communication System

The post office subsystern provides the communication backbone for remote monitering
and NSX systems management. All communication is based on a proprietary,
connection-based protocol that can switch between alternate routes in order to maintain
the point-to-point connections specified in its routing tables, All messages are routed
based on a three-part address that includes organization, host, and application identifiers.

The Encrypted Sleeve secures data transmission between remote protected networks,
Encrypted sleeves are currently implemented via the Data Privacy Facllity (OPF) that
comes with Network Systems Group's (NSG) BorderGuard packet filter devices.

The Director

The Director provides monitoring and analysis services to NetRanger, and
communicates with one or more NSX systems via the communication system, The
Director contains two basic subsystems, the Security Management interface (SMl) and
the Security Analysis Package (SAP).

The SMl is a collection of GUIs and tools that help monitor and respond to security evenis
at one or more NSX locations. The SMi integratas with network management applications
{such as HP OpenView®) Whareas the SMl Is focused pramarily on realtime secursty
event management, data analysis is supported by the SAP,

The SAP is a set of data analysis tools that analyzes NSX data independantly of SMI
activities. The SAP consists of three basic components: data coliection, data
management, and data analysis. Although all components can be easily integrated into
an existing SMi platforrn, WheeiGroup recommends that all data be exported onto a
separate database server. In this way, the SMi and SAP components can be configured,
secured, and tuned independently.

Product Capabilities

One of the attributes that make NetRanger the preeminent intrusion detection and
response system Is the way in which it integrates many trled and true network security
technologles. Most network security applications fall into one of two categories: firewalls
or network monitoring. Both of these tachnologies suffer from shorteomings not found in
NetRanger.

Firewalls represent the most common form of network security, and they gained
popularity in part because of thelr relatively simple host-based instaliation and friendly
graphical user interfaces. The biggest problem with firewalls, however, is that they rely
upen proxy services to enforce an organization’s security policles. Proxy services erect
static barriers that frequentiy block legitimate as wsll as illegitimate activity. This puts
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pressure on system administrators to open pathways, which frequently makes ﬁrewalts
vuinerable to the very events they are supposed to guard against, Because most firewalis
are host-based solutions, administration of more than one firewall at a time is also
difficult, The system overhead assoclated with proxy services also prevents most firewalls
trom being abla 1o scale beyond Ethernet speeds.

Although network monitoring tools can detect unauthorized activities without having to
eroct barriers to entry, administrators typlcally have to sift through audit logs after the fact
in order to tind security breaches. in many Instances, systems have been compromised
by the time the activity has been detected. Both of these approaches also tend to only
look at incoming network traffic.

NetRanger enforces an organization's security policy via real-time response and
detection of Intrusive events without having o erect static barriers, NetRanger's secure
communication architecture also allows command and control, as weli as system
information, to be distributed securely across heterogensous natworks. This section

describes these capabilities in a top-down fashion within the context of the underlying
architecture.

One of the fundamentai design principles of NetRanger is that the services required by
each of the subsystems be broken apart into thelr atomic operational components, or
daemons, which are diagrammed in Figure 1.2. For example, the NetRanger daemon that
logs events is totally separate from the ones that perform network sensing and device

management. The reasons for this approach are speed, durabllity, scalabllity, and
independence.

Each of NetRanger's daemon services is purpose-bulit for a specific task. This makes it
possible to optimize sach service without compromising the funclionality of the other
services. Purpose-built components also tend to be more durable than systems that
manage multiple tasks, and are easler to debug and upgrade.
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Figure $.2: NetRanger 1.8.1 Architecture
NSX System

The NSX's capabilities are best described as network sensing, device management,

and session loggling, implemented respectively by the sensord, managed, and loggerd
dasmons diagrammed in Figure 1.2,

Although NetRanger is frequently described as an Intrusion Detection system, it also
looks for a varlety of suspicious activities that precede unauthorized evants. An NSX will
detect and report a ping sweep of a network, Although not truly intrusive, a ping sweep is
frequently a precursor to unauthorized activity. The NSX system therefore ooks for
network patterns of misuse based on a varisty of different attack signatures.
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Network Sensing

Patterns of misuse are identified by two basic types of network signatures: context and
content. Contexi-based signatures deal with the state of a transmission as defined by the
structure of packet headers, and content-based signatures focus on whatis being
transported—the binary data. Context-based signatures tend to be more complex than
content-based ones and the steps required to identify them are also complex and
proprietary. As a consequence, context-based signatures are embedded within the NSX
sensor subsystem, whereas content-based signatures are configurable and can be
added dynamically at runtime.

Network Protocols

The sansor subsystem currently works with TCP/IP. Future releases of NetRanger will
support other network protocols, such as Novell's tPX/SPX.

Packet Flltér Devices

The only type of packet liter devices the sensor subsystern currently works with are the
BorderQuard and Passport devices from Network Systems Group (NSG), These packet
filter devices play a key role in the success of the NSX system,

In addition to serving as high-speed IP data sources, all of these devices

* can be reconfigured on the fly,
* gupport a common NetSentry interface,
+ can be deployed as bridges as well as routers, and

» can maintain Virtual Private Network (VPN) connections.

Because these devices can be reconfigured on the fly, NetRanger can dynamically shun
as well as detect suspicious and unauthorized network activity. The common command
and control interface provided by NetSentry allows one NSX to support all three devices.
Please note that these devices can operate as bridges as well as routers, which means
that an NSX can be deployed in a nelwork behind existing devices, such as Cisco
routars, without having to ¢hange routing protocols or reassign existing network
addresses. Finally, the VPN faciiities provided by NSG are the key to NetRanger's secure
communication systemn.
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Performance Capabllities

NSG packet filter devices fall Into three distinct price/performance categories: the
BorderGuard 1000, BorderGuard 2000, and the Passport. These packet filter devices
serve as the basls for the three NSX configurations currently offered by WheelGroup: the
NSX 1000, 2000, and 5000 systems. As with the NSG systems, the primary difference
between the NSX systems is one of network performance, which is summatrized in Table
1.1, For detailed hardware information on any of these systems, refer to Appendix E in
this User's Guide.

Table 1.1:  NSX Configurations

NSX 1000 NSX 2000 NSX 5000
Maximum 512 Kbps T1 {or 10 Mbps) T3 {or 100 Mbps)
Bandwidth
NSG Dlevice  BorderGuard 1000 BorderGuard 2000 Passport
+ 2 Fthamet » 4 Ethemet » FDDI (router mode only)
* 1 WAN/| Ethamet + 2Ethemet/2 WAN = Ethemst
+ WAN
s Token Ring (router mode only)
NSX Sensor  Pentium 166 MHz Pentium 166 MHz URraSPARC 170 MHz
* 2 GB Hard Drive » 2 GB Hard Drive * 4 GB Hard Drive
+ 32 MB RAM * 32 MB RAM » 64 MB RAM (min)
» 10BaseT Ethemst  » 10BaseT Ethemet « SBUS FDDI (optional)
¢ modem dial-up = modem diai-up = 100/10BaseT (optional)
¢ 2 gorial ports » 2 sorial ports » modem diglup
s+ 2 serial pons
NetSentry

As noted earller, NSX Intrusion detection Is based on the monitoring of an open
netwark connection rather than a closed one. The NSX does this by leveraging the
layered fiiter architecture built into NetSentry, which Is diagrammed in Figure 1.3.

The First, Apply Table, and Lasifilter points apply to all of the network interfaces installed
on a BorderGuard/Passport system, whereas the /ncoming and Outgoing filter points
ailow different In and out policies to be applied to each of the network interfaces installed
on tha device.

One of the reasons the NSX system Is able to perform real-time intrusion detection is
because it is able o leverage the copy_toflog_to auditing features via filters applied to
the First filter point. For example, the NSX's default first.fll filter instructs the BorderGuard/
Passport to only pass on specific IP packets to sensord. This helps to dramaﬂcaliy reduce
the amount of traffic the NSX system has to process.
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Figure 1.3: NetSentry PCF Filters.

Attack Signatures

As previously mentioned, an attack signature is a pattern of misuse based on one or
more gvents. Such a pattern can be as simple as an attempt to access a specific port on
a specific host, or as complex as sequences of eperations distributed across multiple
hosts over an arbitrary period of ime, Events can be grouped into different attack
signatures. An event that is based on a single ICMP packet at a specific point In time is an
atomic signature (e.g., a ping of a specific host). Composite signatures, on the other
hand, are based on series of events. A ping sweep is an example of a signature that
spans a network; a port sweep is an exampie of a signature that focuses on a specific
host. A SATAN attack is an example of a composite signature derived from a host port
sweep pattern. Many of these patterns are also sequence-independent, which means
that the attack signature must be identified regardiess of the order or the duration
between atomic events. Other signatures, such as SYN attacks, are based on well-
defined event sequences.

Attack Respornses

The NSX system does one or more of the following things once an atlack has been
positively identified:

»  QGonerate an alarm,
* Shun the aftack.

+ Log the alarm event,

In keeping with the flexibility of NetRanger, the initiation of these actions, as well as how
they are initiated, is highly configurable.
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Alarms are generated by the sensord daemon, and are typically routed to a remote
Director system. These nofifications can also be routed to muitiple Director systems,

The type of alarm generated for a specific attack Is configurable. Alarm notifications are
grouped according to their severity of misuse. You can define up 10 255 different ievels
of severity. NetRanger's default configuration currently specities 6 levels of misuse.

Shunning

In addition to generating alarms, sensord can initiate optional actions. The most
common action is to shun an attack, which typicatly Involves reconfiguration and
reioading of the NetSentry filters. This type of automated response should only be
configured for atiack signatures with a low probability of false positive detection. A
SATAN attack Is an example of an unambiguous actlivity, whereas a content-based
signature such as VRFY (off mail port 25) is mora prone o a false positive pattem match.

Another way of shunning patterns of misuse is 1o manually raconfigure the BorderGuard
or Passport device through the Director system. Shunning is part of a sife’s security policy
that must be carefully reviewed before it is deployed, whether as a set of autornatic rules
or as a set of guidelines upon which operational staff rely,

Logging

Al NSX log data Is written to fiat flles, which can then be exported to industrial-grade
databases by the NetRanger SAP subsystem described In the Director section. Data s
written directly to flat filos instead of & database in order to maximize fault tolerance and
performance, :

The NSX system currently supports two types of logging:
« Eventlogs
» P Session logs

Alarms represent just ons type of event that can be logged by the NSX system. Event
logs (examples of which are shown in Figure 1.4) ¢an also contain entries for every
command and error that is generated by a user or NetRangar service. Data is written: to
these types of log files as long as NetRanger is running. Log files are serialized based on
configurable ime and size thresholds. The naming convention for event log flles Is
log.<date-time:.

NatRanger 1.3.1 User's Guide ' 9
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iP Bession fogs are either continually act;ve or are only written to when a cenain event(s)
peeurs, such as a connection request from a specific 1P address, or detection of a string
such as “Confidential,” When these types of conditions are met, sensord can be
configured to write every incoming and outgoing packet to an IP Session log for a
predefined period of time. 1P Session logs allow you to reconstruct the conversation that
takes place between a source and destination IP addresses by using the transcript
program. The naming convention for IP Session logs is Iplog.<sre IP addresss. An
example of an IP Session log is Mustrated in Table 1.2,

Errors
Dia ;2
Rooord 1D: 4000002
OMT Date:  1ponfoney
GMT Time:  15:46:32
Loce} g::: : 4632
5 1148
Events Appt 0 of Soures: 10000
Dato Typm: 4 Hox 10 of Sowve: 3
Aocord 1D: 1108987 Ory {0 of Soures: 100
T e 150 b prk e for coectin
Loca! m; 1 W h ] {1400}
oA 105
Hom 1D of Bowre: 1 Commands
Owg 10 of Source: 100 DataType: 3
Loestion of Source Addr Recowd ID: 1000003
Locetion of Destination Address: IN OMT Date: 1
Lovol of Everd: 2 OMY Tine:  15:48:92
Event Signsture: 10000 tocal Dxte:  1508/08008
Evant Sub-Signatuce: 1007 Loce Thne:  11.46:32
Protocal:  TGPAP Appl 1D of Sowee: 10005
Souros > Addiess:  128.210.8,1 Host 1D of Sowres: 3
Dostnation B Addraas:  10.3.85.925 Trg 1D of Sourcas: 40
Sowrce Port: 1958 Appi iD of Requesior, 5003
Destination Port: 23 Host 1D of Ragueston 3
KSG Router Addimss:  10.3.35.200 Org 10 of Recueston. 100
Optanal String:  weom_tolne_lal Conwnsnd:  GET FienameOiContiy
Figure 1.4: Event Log Formats
Tabls 1.2:  IP Session Log Format
Timestamp Packet Length IP Packet
4 bytes 4 bytes 20+ bytes
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Note that both Event and IP Sesslon information can be logged locally on an NSX system
as well as remotely on Director systems; exactly what information is sent where depends
on how sach NSX system is configured.

Communications Protocol

As Figure 1.5 illustrates, all of the NetRanger services communicate with one another via
postofficed daemons. Note that this holds true for communication between services on
the same host as well as across hosls. All communication is based on a unique three-part
address that Includas Organization, Host, and Application identiflers, which are defined
in each NSX's and Director's configuration files.

‘ sansord § { sonsord )

AppliD: 10001 AppliD: 10008
"Sais: 1% e 5
ot 1 : 100
postofficed postofficed ©Oro
AppliD: 10000 AppiD: 10000
HostiD: o8 HoetlD: 2
Omgi; 1478 Crgid: 100
QOrganizations Hosts Services
100 wheslgroup 41004  locathost 100C0O  postoficed
1004 company abecorp 1.10D04  data.abecomp 10001 wensord
1478 company Aaab 2.1004  ploard.abocorp 10002 configd
3000 company Abbb 3.1004  rker.abucorp 10003 managed

41004  crushersbecomp 10004  eventd
10005 loggerd
10006 smid
10007 sapd

ngre 1.5; Example /usrini/ete/ communication flles

The benetits of this proprietary addressing schemse are twofold: 1} it can be layered on
top of existing network protocols and 2) it can address a much larger domain than the
current 32-bit IP protocol.

Alernate Routes

NetRanger's three-part addressing scheme serves as the basis for a point-to-point
protocol that allows for up to 255 alternate routes betwsen two hosts. Table 1.3 shows
two altemate routes to the “abcoorp” host “data”, The preferred path is via an IP host with
the address of 10.3.55.181; an alternate path has been identified via a host with an P
address of 10.1.4,198,
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Table 1.3:  Exampls /usr/nrietc/routes file

data.abcoorp 1 10.3.55,151 45000 1
data.abccorp 2 10.1.4.198 45000 o1
picard.abccorp 1. 10.1.4.198 45000 1

An important feature of this altemnate routing protocol is that it automatically switches to
the next route whenever the current route fails. it also uses a system heartbeat to detect
when a connection to the preferred route can be reestablished. A system error message
is generated {and logged) whenever a connection goes down, and any packets that were
lost during the state transition are resent.

Distribution of Data

In addition to specifying altemate routes and maintaining fauit iolerancas, the
communication protocol allows you to define what types of information and how much
information should be sent to each destination. :

As noted earlier, the types of information generated by the NSX dasmon falls into four
basic categories: Events, Commands, Errors, and IP Packets. The
lust/nr/etc/destinations file allows you to specify what types of information should be
routed {o which daemons on which hosts, Table 1.4 shows two different distribution
entries. The first entry routes all of the standard Event data to the loggerd service on &
Director machine named crusher, and the second entry spacifies that only events should
be displayed by smid on the riker Director machine,

Table 1.4:  Example fusr/nr/etc/dastinations fils

1 crusher.whesigroup loggerd 1 Events, Errors, Commands

2 riker.wheelgroup smid 2 Events

In addition to specifying what fypes of information should be distributed, NetRanger can
dictate what levels of events should be sent to each destination. As shown in Table 1.4,
only events of level “2” and above are being sent to smid on riker.

Distribution Hierarchies

Another feature that complements alternate routing is the abllity to buiid hlerarchies of
NSX and Director systems through the use of message propagation, Instead of
broadcasting events from an NSX onto muitiple hosts, information can be sent to a single
host, which can then propagate packets onto other platforms defined in its local
configuration files. Figure 1.6 illustrates this concept via a simple hierarchy of Director
machines,

PR 2 I B B T N N N N A N A N B N I T I O IR I T T I I L L

142 NetRanger 1.3.1 User's Guide

030



OVERVIEW

In addition to providing performance benefits and fault tolerance, distribution hierarchies
can simplify system management. For example, focal Director machines might be
responsible for monitoring from SAM to 5PM and then transfer control onto a central
Ditector every evening.

Figure 1.6:  Director Hierarchy Based on Message Propagation
Encrypted Sleeves

A key requirament of the communication architecture is its security. This requirement Is
currently met by passing all communication between NSX and Director systems through
NSG's Data Privacy Facility (DPF), which is lllustrated In Figure 1.7. The DPF maintains
Virtual Private Networks (VPN) via RSA public key and one of the following private key
systems; DES, Triple DES, or IDEA. The DPF is noteworthy in that

s it can be maintained across collsctions of NSX and Director systems, and

« itis transparent o applications such as NetRanger.
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Flgure 1.7: Example of NSG's VPN

Director

| I——

NSX Two

Director System

As noted earlier, the NetRanger Director consists of two major subsystems:

* Security Management Interface (SMi)

«  Security Analysls Package (SAP)

These two subsystems provide centralized command and control of an organization’s
security perimeter, which could concelvably encompass hundreds of NSX systems, From
a capabilities perspective, thase two subsystems provide monitoring, management,
data collection, data analysls, and user-defined actions services. All of these
capabilities are supported by the smid, configd, loggerd, sapd, and eventd daemons
diagrammed in Figure 1.2. There is also an application called nrdirmap that serves as the
interface between smid and HP OpenView.
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NSX Monitoring

The Director's most prominent capability is display of real-time event information. which
is based on the smid daemon, the nrdirmap application, and OpenView. The smid
daemon accepts incoming event records from one or more NSX systems via a local
postofficed and transiates them Into a format that ardirmap understands, Th2 nrdirmap
application uses the OVW AP| (OpenView Windows Application Programming interface)
to tell the OpenView user interface what security information to present to the user.
Security information is presented via icons drawn on one or more network security
maps. Figure 1.8 shows an exampie of the Director's display of a collection ¢f NSX
maps.

Figure 1.8; Example Director Network Security Submap

Network Security Maps

The Director arranges icons into hierarchical security maps based on QpenView §
Network Node Management (NNM} user intertace. If you double-click an icon, you can
view the next lower “submap.” Figure 1.9 shows several examples of EvenizAlarmicons,
The Director hierarchy includes the following levels, where NetRangeris the “root" and
Events/Alarms are the “leal” nodes of the tree:

» NetRanger
» Collections of Directors/NSXs
» A Single Director or NSX System
= Applications running on a Director or NSX System
+ Events/Alarms generaled by an Application
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Figure 1.9:  Sample Director Alarm lcons
fcon States

Every icon within a network security map has a state, which-is expressed in the form ¢f
textual and graphical attributes.

The most visihie indication of an icon’s state is its ¢olor. The colors green, yellow. and
red represent the states normal, marginal, and critical. These sfates are user-defined ir
an attribute dizlog (shown in Figure 1.10). Level 2 and 3 alarms are usually set as
marginal (yellow), and level 4 and 5 alarms are set as crifical (red}.

Unlike all other icon atiributes, color is a state that is inherited from Event/dlarm ivons by
ali other levels of the icon hierarchy, For example. an NSX machine icon is automaticaly
set to red if any of its subordinate NSX applications has received a critical alarm. The
ability to propagate alarm states up through a hierarchy is one of the features that
makes the Director such a powerful network security monitoting tool.

3

tEvery icon in a Director hierarchy also possesses textual attributes. This information is
accessed by selecting a particular icon and then choosing Describe—Modify from the
menu bar or pressing Ctri+O, which brings the icon's atlributes dialog forward. Each type
of icon has a different set of attribules, Figure 1.10 shows the attributes for an NSX
sgnsord icon.

Figure 1.10:  sensord Atiribute Information
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NSX Management

Another key capability of the Director is remote management of the services (or
Applications) that make up an NSX system. Applications are managed via a graphical
user Interface called nrConflgure, which talks directly to the configd daemon. This
interface allows a user to effectivaly getand set such attributes as log file names and
alarm responses. The nrConfigure interface is activated by selecting one or more icons
on the security map and then choosing Security—Contigure from the OpenView menu.
This opens the window shown in Figure 1,11,

i HashMapOfauth
A HashM e pOISUingNEme

B (ashMapOStringMatch
It HashMapQiudpPacket
5 tetsticOlip

N ReadFlieAuths

i Paresstprocessin

007 sapd

Figure 1.11:  NSX Configuration Interface

The Applications displayed in nrConfigure’s top left-hand list box represent the services
running on the first NSX icon highlighted by the user, The lop center list box displays al of
the Tokens that apply to the Application currently highlighted in the left-hand list box. The
top right-hand list box displays the Actlons that are allowed for the currently selected
Token. Figure 1.11 shows the Actions and Tokens for the sensord daemon.

NetRanger currently supports over 100 tokens. An Action is put into effect by pressing the
Execute button. The five possible actions are get, getbulk, set, unset, and exec,

The get and getbulk commands are read-only operations that obtain information from an
Application. The get command returns a single item of information; getbulk returns a sat
of items. Figure 1.11 shows the results from a getbulk request for ail of the services
defined for an NSX or Director.
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The set command is a write pperation that updatas the value of a Toksn; unset removas
a specific Token and its value from an Application's configuration. Adding or deleting a
content-based attack signature (such as VRFY) from an NSX Is one example of these
Actions.,

The exec command Instructs an application to execute an action external to Itself, For
example, you can instruct an NSX to shun a specific IP address by issuing an exec

against managed, which In turn modifies the filter configuration on its packet fiiter. The
exec command is also used for such tasks as wiriting configuration information to disk,

it is important to understand that all configuration data is read and written to or from the
applications themselves, not from local caches or parameler files. The results of a set or
exec take effect immediately on the target NSX,

Finally, all of the functionality provided by nrConfigure is also available via command-iine
Interfaces. This allows trusted users without access 10 a Director to manage NSX
systems from a simple terminal session.

NSX Data Collection

NSX data collection serves as the foundation for the SAP subsysiem, and Is based on the
foggerd and sapd services dlagrammed in Figure 1.12, These daemons use a simple
push-pulf mechanism to migrate data into a remote database. As explainad earfier,
foggend pushes data into flat files, which are serlalized based on configurable size or time

thresholds. This data Is then pulied Into a remote database by sapd, which has its own
polling interval,

Writing to intermediate flat files In this manner provides lavels of fault tolerance and
performance cannot be achieved when writing directly fo a database. Data throughput in
a distributed application such as NetRanger is constrained by the weakest link in the
system. :
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| NSX Datasource |
sigms, svanls
A Databasa -
( ggend ) sapd aetng. ROBMS
%‘ y'
i ==
O e R M
T Reports and Analysls

Figure 1.12; NSX Data Collection

With the SAP system, the data capture process Is insensitive to databass avallabi l!ty or
performance fluctuations,

The SAP currently ships with sapd drivers for Oracle® and Remedy®. However, SAP can
also be configured ta write to other databases, such as Sybase® and Informix®. Example
scripts are shipped with tha Director that show how a database’s native bulk foad tools
can be easily integrated into sapd.

SAP also includes a configurable file management capability that automatically archives
event and IP logs, either on an NSX or a Director. Sample file management token profiles
are provided for both N8X and Director configurations,

NSX Data Analysis

The SAP capability also analyzes data, Rather than locking the user into a single tool on
the Director machine, this task Is better served by 3rd-party tools on a saparate
Windows platform, such as the 1Q Objects® report writer from 1Q Software and multi-
dimension analysis tools such as PowerPlay® from Cognos. Trouble ticketing systems
such as Remedy’s Action Regquest System® (ARS) can also be implemanted on top of
NeatRanger's alamm data.
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As a foundation for custom reports, SAP includes a subsystem called SAPR. This is a set
of 8QL. queries which can be easily customized or integrated into the 3rd-party tools,

These types of 3rd-party tools can be configured to support ad hoc queries as well as
predefined reports. For example, these tools can easily generate reports showing

« all alarms of levels 4 and 5 in the last 30 days,
* agraph of Web server activity over the iast 24 hours, and
« atable of all events in the last 30 days in order of increasing alarm levels.

User-Defined Actions

In addition to displaying and logging alarm svents, the Director can generate user-defined
actions via evenld. A typical action might be to generate pager notifications via e-mail
messages or feed data onto 3rd-party devices, such as a printer. Support for multiple
action scripts is also provided. While eventd makes no distinction between alarm types
and levels, the default action script shipped with this service shows how actions can be
triggered based on these criteria,
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What to do Before Installing NetRanger 1.3.1

Before installing NetRanger, it is Important to have & complete understanding of the
current corporate network architecture. This Is a critical step in the pre-instaliation
process. Fallure to obtain proper information could result in the creation of network
security holss and loss of network functionality and services. This section describes what
steps to take before instailing the system on a natwork,

Analyze the Current Network Architecture

The first step in protecting a network s understanding the existing network architecture
and raquirerments, The most effective way 1o analyze a network’s current architecturs is
to follow these steps:

1.  Ildentify what to protect,
2. Define all entry and exit points to the protected network.
3. ldentify current securlity measures.

Think about which network assets need protection. Also, closely examine the connectivity
between corporate networks that might give unwanted access to the network
environment. If the configuration contains connections between more than one physical
site, determine whether to protect the remote assets. If not, then determine whether to
protect the network from the remote site.

Deftine All Entry and Exit Points to the Protected Network

This is the most Important, and possibly the most difficuit, step In protecting a network,
The way an organization is connected physically as well as electronically affects
identification of all network entry and exit points. Some typical scenarios follow.

--------------- [ B T R R T I T O O N N YN 2N R N S I I Y I
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Case 1-—One Geographic Location, No Existing Internet Connection

This Is the simplest case. lf NetRanger is being installed st the same time an intemet
connection is being established, then the NetRanger NSX can be instalied as your
Internat router as well as an intrusion detection and response system.

In order to isolate your internal netwerk from other corporate networks as well as the
Internet, identify all routers local to that network and elther replace them with a
NetRanger NSX or place a NetRanger NSX behind them, Refer to the BorderGuard
Setup and BorderGuard Configuration sections in this User's Guide for detailed
instructions on how to do this.

If your network connects to one or more business partner networks, sacurity can be
enhanced by placing a NetRanger NSX on that connection. It s difficult o control how a
business partner's network Is configured or what security countermeasures they have put
in place to deter threats.

Case 2--One Geographic Location, Existing Internet Connection

In this situation, your organization has only one physical site, but more than one Internet
connection. Each Internet connection must first be Klentified by contacting your intemet
Service Provider to verity connactivity and registered Internet address ranges. Each
registered address range assigned to your company should then be accounted for In the
existing Internet router.

Refer to Case 1 tor instructions on how to further secure your network.

Case 3—Muitiple Geographic¢ Locations, Existing Internet Connection

This is the most complicated situation. It is very likely that each site has its own Internst

connection as well as a path to the network that needs protection. You have three
options:

+ Protect your network at the Internet connection and at the connections to
other sites. This will secure all entry and exit points to your protected network.
Howevar, the remote sites will remaln unprotected and the protected network will
be more directly accessible to potential Intruders.

* Protect your local network and all remote network sites at their connections
to the Internet. This protects the corporate network from Internet intruders, but it
does not secure communication betwesn the corporate network and remote sites
or business partners connectsd to your neiwork,
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» Place NetRanger on all connections to the lnternet, at connections to remote
sites and at connections to business partners. This provides the highest level
of security and protects your network from internal as well as external {internet)
attacks.

Pleasa note that the last two options requirs you to closely coordinate with network
administrators at the remote sites to ensure complete coverage.

Identify Current Security Measures

How Existing Firewalls Atfect NetRanger Instaliation

The NetRanger NSX can work in conjunction with existing fireawalls as long as they are
appropriately placed within your network. ideally, the NetRanger NSX should be located
in front of the existing firewali, if the NetRanger NSX packet filter is placed behind a
firewall, intrusion detection will be limited to traffic that has been atiowed through the
tirewall, and it will not generate alarms on reconnaissance or failed maliclous activity. In
casos where there is no need for address {ranslation or other proxy services, NetRanger
can replace firewalls. if there Is no need for address ranstation or other proxy services,
NetRanger works best without & firewal! and has less impact on network performance.

How Security Fitters In Existing Routers Impact NetRanger Installation

Piease note that fiiters on existing routers must be removed for NetRanger fo function at
its optimum level, NetRanger will provide the same filtaring capability in addition to its
robust intrusion detection and response capabllities.

NSG BorderGuard installation Options

Once your network architecture has been analyzed and you have identifled your current
security measures, the next step Is to decide where to place the BorderQuard security
device on the network. If you already have an established network, the simpilest and least
intrusive way to instali the BorderGuard is as a bridge device, Otherwise, the simplest
installation is to install the BorderGuard as a router. This section explains these as well
as four other installation options. Please refer to the BorderGuard Configuration section
for specific information about configuring the BorderGuard.

Option 1-—install the BorderGuard as a Bridge

You will typically want 10 deploy the BorderGuard as a bridge when the network contains
existing routers. in bridge mode, the BorderGuard can be placed in front of or behind your
existing Intemet router. Itis usually simpler to place the BorderGuard on the LAN side, No
subnetting of existing networks or additional networks Is necessary. In most cases, the
BorderGuard requires a single host address for configuration and VPN sleeves. Please
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note that when an NSX Sensor and Director are directly connected to the BorderGuard
{or they use an out-of-band channel), no IP address is needed. Thus NetRanger can be
also installed in situations where there are no avaliable IP addresses. The basic
configuration for this installation option is diagrammed in Figure 2.1,

internet

[v]s]

Exiating R BorderGuant
Internot Router

-

tocal Arma
Network

Figure 2.1: BorderGuard Router in Bridge Mode
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Option 2—install the BorderGuard as the internet Router

If your network has not yet been connected to the Internet, the simplast way to install the
BorderGuard is as your internet router. A BorderGuard 1000 or 2000 Is usuaily connected
to a Local Area Network (LAN) via Ethernet port(s). Connections to a CSU/DSU depend
on the type of unit. Most CSU/DSU units have a V.35 serlal connection; a small
percentage use RS232 or RS449,

Your internet Service Provider (ISP) assigns the external IP address, but ali internal {P
address(es) also need to be available for BorderGuard Installation. If a connection to the
Internet already exists, the current intemet router should be replaced and its IP address
shouid be applied to the BorderGuard's extemnat Ethernet. The basic configuration for this
installation option is diagrammed in Figure 2.2. '

Internet

[} %]

BorderGuard
Router

Local Area Notwork
{LAaN)

Flgure 2.2: The BorderGuard ag the internst Router
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Options 3-6-—Unable to Replate the Existing Internet Router

The remaining configuration options focus on situations where it Is not possible or feasible to
replace an existing intemet router with & BorderGuard unit (for example, an ISP may require
a particular brand of router, such as a Cisco®) and bridging is not desired. The following
situations are discussed. You have- '

a class B address,

one or more unused class C addresses,
« no unused class C addresses, or
+ aclass C address that canhot be subnetted.

Option 3—A Class B Address

in this case, your Intemet connection is based on a class B Internel address (the first
number in the IP address is between 128 and 191, such as 130.130.x.x). An unused logical
class C address can be assigned to the interface between the current router and the
BorderGuard {such as 130.130,10.x). All current addresses can remain the same, and thers
is a minimal amount of overhead. This configuration is diagrammed in Figure 2.3,

Locat Ares
Natwork
(LAK)

Figure 23: BorderGuard Router Placed Behind the Existing internet
Router (Class B Address Space)
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Option 4—An Unused Class C Address

Another option when the existing router cannot be replaced is to assign an unused class
C address (the first number is greater than 191, such as 193.20.20.x) between the
axisting router and the BorderGuard, This can be done if multiple class C addresses exist
and at least one of them is currently unused. As with Option 3, the remaining iP addresses
can remain the samae. This configuration is diagrammed in Figure 2.4.

WAL

e
Existing IM@I{#’( Router

AT -
T _‘

WX
BorderGuard Rowter

Local Aren
RNetwork Locas Area
{Lan " Network

(LAN)

Figure 2.4:  BorderGuard Router Placed Behind the Existing
internet Router (Multiple Class € Addresses)

LR I N R A A S I I I T N O I O R T I B I R A A R

ila'tﬁ'én;,;s'r 1'.3:1 'Uﬁer"a'G:M'a 27

045



NETRANGER PRE-INSTALLATION

..... PR T S A S T S B S I R T I A A T T L L T T TR T S

Option 5~-Unable to Replace Existing Internet Router and No Unused Class C
Addresses

In some cases, it may not be possible to replace an existing internet router and there are
no unused class C addresses {the first number Is greater than 191, such as 193.20.20.x).
tn this situation, subnet an existing class C network and change some Internal host
addresses, Always try to subnet the class C address with the least number of hosts,
The addresses that must be changed are those that end in the first subnet range, such as
x.x.x.1-30 for netrask 255.255.255.224, or those that end in the last subnet range, such
as x.x.x.225-264 for netmask 255.256,265.224. This configuration is diagrammed in
Figure 2.5.

Internet internat

Exietng " s
P f e

£
Uninting  veReas

e EE

I rowr s Wm0
Rouvier

Loce Ares
Netwark Local Area
{LAR) Network
{LAN)

Figure 2.5:  BorderGuard Router Placed Behind the
Existing Internet Router (Class C Address is Subnetied)
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Option 6—Unable to Subnet The Exnstlng Class C Address

i some cases, it is impossible to subnet a current class C address. This typically happens
when only ane registered class C address exists and ali of its addresses are assigned.
There are two options for installing the BorderGuard in this situation:

« Obtain another class C address from the interNic and employ Option 3 described
earlier,

s Purchase a proxy server or address translation device and remap the intemal IP
addresses.

The second option also requires that subnetling the class C address assigned to the
BorderGuard router and the proxy server. While both of these options are faiily difficult,
obtaining a new address Is the least problematic pf the two. These options are diagrammed

in Figure 2.6.

internet Internet

I 4a
Piow e

Exinting
{ntermat Ba uter

BouswOiunnd
Kautar

Local Ares Loon] Areg
HNetwork Network
{LAN) {LAN)

Figure 2,6: BorderGuard Router Placed Behind the Existing internet
Router
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NetHanger NSX Sensor Installation Options

In addition to determining how to deploy the BorderGuard, you will also need to consider
the various oplions you have for placing the NSX Sensor on your network, Each option
carries with it dilarent costs, such as exira ports on the BorderGuard; extra hardware
(switched Ethaernst hubs); and different benefits, such as increased security and
performance. You can instali the NSX Sensor on your network in one of the following
ways:

» |nstali the NSX Ssnsor on a separate, isolated network.
» install the NSX Sensor on the corporate network.
» Install the NSX Sensor on a switched Ethemet network.
Option 1—Install the NSX Sensor on a Separate, Isolated Network

The most secure NSX contiguration Is when the NetRanger NSX Sansor is placed oniits
own network. This configuration can only be impiemented with the NSX 2000 or 5000,
Use one of the Ethernet interfaces on the BorderGuard 2000 to create a private network
for the NSX Sensor, The benefit of this configuration is that the traffic traveling between
the BorderGuard and the NSX Sensor can be protected by the BorderGuard's security.
policy. This configuration alse performs slightly better since communication between the
BorderGuard and the NSX does not have to pass across your corporate network along
with other traffic and is similar to the diagram illustrated in Figure 2.7.

BorderGuard NSX Sensor

Corparate
Network

Figure 2.7: The NSX Sensor Placed on its Own Isolated Network
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Option 2—-—-Install the NSX Sensor on the Corporate Network

In this case, the NetRanger NSX Sensor resides on the intemal network, This
configuration can be used with either the N8X 1000, 2000, or 5000. This contiguration
{which Is diagrammed in Figure 2.8) has two disadvantages:

* Communication between the BorderGuard and NSX Sensor devices is mixed in
with existing internal traffic and may create some overhead on the internal network.

+ The NSX Sensor is exposed to attacks from systems within the internal network.
Unlike the first option, the BorderGuard filters cannot be used 1o protect the NSX
Sensor from these types of aftacks.

Figure 2.8:  The NSX Sensor Flaced on the Corporate Network
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Option 3—Install the NSX Sensor on a Switched Ethernet Network

With this option, the NetRanger NSX sensor resides on the same network as the rest of

. the users. Howevsr, the NSX Sensor is Isolated from those users with a switched
Ethernet hub. This configuration offers the same performance advantages as atlaching
the NSX Sensor directly to the BorderGuard, and it also provides additional security from
the corporate network. The securily won't be as robust as with Option 1,.but the NSX
Sensor traffic is protected from users on the internal network, which does provide some
additional security, This configuration is diagrammed in Figure 2.9,

]
[ol[escoodlcd]

Switched Kub

Corporate  \ ... o
Network /
NSX Sensor
Virtus! Connsetion

Figure 2.9: The NSX Sensor Placed on a Swilched Ethernat Network
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NetRanger Director Setup Options

Two things must be considered when deciding where to place the NetRanger Director on
a network. The first concemns operational use of the system. The Director should be
placed in a physical location that is secure and close to the individual(s) responsible for
monitoring the networks. If X-sessions will be used to access the Director, then it should
be placed on the same network as the operators of that system, The second
consideration relates to the Director's accessibility to NSX systems. There mustbe a path
between the NSX and the Director for the alarm and management functions to work -
properly. if the Director is going to be placed on a network behind a proxy firewall or an
address transiation device, a NetRanger post office daemon must be loaded onto that
device for communication to {ake place. Contact a WheelGroup representative for detalls
on supponted firewalls and operating systems.

Physical Installation Considerations

Because NetRanger is a significant component of the overall security environment, the
NetRanger system(s) should be placed in a secure location. NSX and BorderGuard
systermns are shippad with rack mounts and can be located near other network equipment,

Power

Both the NSX and Director systems are currently UNIX-based and shouid be connected
to an Uninterruptable Power Supply (UPS) to protect them from power outages and
surges.

Physical and Operational Specifications
The BorderGuard 1000
Dimensions
« 1,74" high
+ 19" wide (including rack mount)
+ 12" deep
»  waelighs 8.2 pounds
Environment
+ Temperature Range—32°t0 113°F
+ Humidity Range—5% to 95% relative humidity (noncondensing)
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Power Requiremants
+ Power supply voltage—90-250 VAC
»  Power Supply Current—0.3 Amps (110 VAC); 0.15 Amps (230 VAC)
*  Power supply frequency—47-63 sz ’

The BorderGuard 1000 has an AC self-regulating power supply that will automatically
adjust to the supplied voltage.

Regulations (U.S.)
» UL18B0, 1st edition
EMI/RFI
s FCC CFR 47 Part 15, Level B
The BorderGuard 2000
Dimensions
+ 6.5 high
. 15" wide {including rack mount)
« 175" deep
» weighs 25 pounds
Environment
. Terﬁperature Range—41° to 110° F
*  Humidity Range~-5% to 95% relative humidity (noncondensing)
Power Requirements
»  Power supply vollage—80-264 VAC
* Power Supply Current—1.5 Amps (110 VAC);’ 0.75 Amps (230 VAC)
» Power supply frequency—47-63 Hz
The BorderGuard 2000 has either an AC or 48 VDU self-regulating power supply.

Regulations (U.S.)
+  UL1950, 1st edition
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EMI/RFI
* FCC CFR 47 Part 15, Level B

The NSX Sensor
Dimensions
s 7" high
* 19" wide (Including rack mount)
* 20" deep {including front handles)
* weighs 32 pounds

Environment

*  Oporating Temperature—10° to 30° C
-+ Storags Temperature— -40° to +70°C

Power Requirernents

» AC Voltage/Frequency—115v/60Hz; 230v/50Hz (switchable)

NETRANGER PRE-INSTALLATION
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¢ Power Supply Current—1.5 Amps (110); 0.75 Amps {230)

Regulations (U.8.)
+«  UL1950, 1st adition
EMI/RFI
+ FCC CFR 47 Part 15, Level B
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Proper installation of the NetRanger system invoives the following steps;

+ Install and Configure the NetRanger NSX Sensor.

« Install and Configure the BorderGuard or Passporn Security Devics,
s Install and Configure the NetRanger Director.

« Complete the nrconfig Utility Overview and Worksheets,

* Define the Security Policy.

Install and Configure the NetRanger NSX Sensor

Instatling the NSX involves these steps:

» Position the NSX in a secure and stable location.
+ Attach power, network, and modem cables

» Access and configure the NSX system.

»  Perform NetRanger-specific configuration.

Position the NSX

WheelGroup recommends that you place the NSX in a secure location and physically
close to the BorderGuard with which it will be operating. The NSX should be placed on a
solid, flat, well-ventilated surface, such as a desk, shelf, equipment rack, or wiring closet,
Ideally, the NSX should be placed within a standard communications rack.
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Attach Power, Network, and Modem Cables

Proper instailation of the NSX requires that the power cable and network cable are
connected. The NSX and BorderGuard should also be plugged into an
Uninterruptable Power Supply (UPS) to ensure continuous operation during power
fallures. The NSX Is pre-configurad to operate using the 10BaseT connector on the
Ethermnet card. Attachment of a modem cable to the internal modem is optional for most
instailations. However, this option is required if the initial confuguration of tha NSX will
occur over a diak-up connection.

The NSX operating system Is Solarls 2.5.1 x86. it is pre-installed on the intemnal hard disk
along with the NetRanger software, The power to the NSX should never be turned off
without first properiy shutting down Solaris. Fallure to do 8o may cause the file
system on the NSX to become corrupted with possible loss of data. Repeated
power-offs of this kind may cause the NSX to not boot properly or not at all. it this occurs,
please contact your NetRanger maintenance provider,

Access and Configure the NSX System
You can log in through one of the following methods to configure the NSX:

* network
*  modem
+ serial

*» console

Network Access
You can access the NSX login prompt via the network. When you use this method of
access, the login prompt will look like the following:

UNIX(r}) System V Release 4.0 (nsx)

login:

This requires attaching a computer to the same Ethernet LAN as the NSX and then using
Telnet to connect to the NSX. The default iP address of the NSX is 10.1.9.201 with a
netmask of 256.255.255.0. This means that the computer used 0 access the NSX must
be configured with an IP address between 10.1.9.1 and 10.1.8.254 excluding 10.1.9.201.
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Modem Access
‘You can access the NSX login prompt via the internal modem. When you use this method
of accass, the login prompt will be

modem login:
This requires the instatlation of a standard telephone cable to the RJ-11 jack labelad
TELCO located on the back of the NSX. The modem Is configured to answer atter the first

ring. The N&X is pre-configured for a vt100 terminal onice the modem connection is
established,

Serial Access
You can access the NSX login prompt via a serial connection to tha COM?1 port. When
you use this method of access, the login prompt will be
ttya login:
This requires that a null-motem cable be attached between the NSX and a vi100-

compatible terminal or a computer running terminal emulation software, Set the terminal
or terminai emulation software to the following specifications:

Terminal: VT100
Baud Rate: 5600
Word Length: B bit
Stop Bit: 1 bit

Parity: None

Console Access

You can access the NSX login prompt via the console. When you use this method of
access, the login prompt will be

nsx console login:

This requires the attachment of a keyboard and monitor to the NSX. A standard VGA-
comgatibie monitor is adequate for access.
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Logging In

Log in as user netrangr at the NSX login prompt. Once the initial prompt is accessed,
use the su command o become the root user. The default root password is attack.
Once the root prompt Is accessed, immediately change the root password by usi ng the
passwd command.

S
NOTE

Write down the new passwords you have chosen for both netrangr and root and store
them in a secure location.

200 .
Initial Configuration

Once you have set the account password, you are ready to contigure the machine’s basic
settings via the sysconfig-nsx utility. Note that the utility must be run by user root. The
pysconfig-nsx command will display a menu, Hllustrated in Figure 3.1 below.

Nemanger NSX Host Configuratisn Version 1.3.0

Configure HSX [P Address
ConfFigure HS% 1P Hetmask
Configure Default Route
ConFigure NSX Hosthame
Configure LOM1 Port

nnnfigure Hodem

ConFigure Hetwork Access Control
Exit

[NV A Xy

{305 SU 2N B 2N 2NE 20 4

et
L

Selection:

Figure 3.1: NetRanger NSX Host Configuration Screen

Proper installation of the NSX requires configuration of the IP address, 1P netmask, and
defauit route. Be sure to configure the network access control o include a list of P
addresses that require Telnet access 1o the NSX. You must include the BorderGuard
associated with the NSX in this fist because it will require Telnet access to the NSX.
For the new contiguration to take sffect, reboot the NSX. After exiting the sysconfig~
nsx utility, enter the command init 6 1o force the NSX to reboot.
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Pertorm NetRanger-Specme Configuration

You must configure each of the following for each NSX:

+  Communications. Use the NetRanger Configuration Instructions and Worksheets
(immediately following page 3-26).

+ Filters. Use the Network Security Policy Worksheets (pages 3-28 through 3-38).

* Alarms. Refer to Appendix C if you want 1o alter the default NetRanger alarm
seltings.

install and Conflgure the BorderGuard/Passport Device

BorderGuard installation

To install the BorderGuard, refer to the NSG BorderGuard Reference manual that
corresponds to your unit.

BorderGuard Configuration

The settings required to deploy the BorderGuard are generated for you by the
fustinrbin/nrconfig script shipped with the NetRanger NSX Sensor. The nrcontig script
places a copy of the BorderGuard configuration files in the Amp directory of the NSX. The
BorderGuard uses a TFTP session to transfer the configuration files from /imp on the
NSX to the BorderGuard. After the files have been transferred and you reboot the
BorderGuard, the new settings wil] take effect.

In the event you need to manually edit any of these settings, please refer to Appendix B
for manual configuration information. You can aiso refer to the NSG Reference manual
that corresponds to your unit for additiopal information about these settings.

[ SR I AT I N A A A N N R T R A A A L I B
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To generate the NSX and BorderGuard configuration files, follow these steps:

1.  Run the nrconfig utliity on the NSX unit as user netrangr.
When the nrconfig utility commits the configuration files, it writes the following

files 10 the fimp directory:

= filters.cmd
«  first.fil

s incomt.fil
» lastfil

* params.dpt
» pubkeys.dpf
» shun.fi

» sieeves.cmd
* sleeves.dpt
+ sleeves.fil

* startup

2. .Change the permissions on the BorderGuard configuration files In the Amp
directory so that all users {user, group, and other) have read access.

b
NOTE
The following procedure {steps 1-7, below and on the next page) assumes that the
BorderGuard IP address is in the Network Access Control List, To verify or add the
BorderGuard IP address {0 the Network Access Control List, run the syscontig-
nax utility as user root and choose menu option 7—Configure Network Access
Control. ’

To transfer the BordetGuard configuration files from Aimp on the NSX to the BorderGuard,
foliow these steps:

1. Loginto the NSX as user netrangr.

2. Cable a terminal connection between the NSX and BorderGuard by
attaching a direct connect cable to the NSX serlal port (COM1) and the
BorderGuard console port.

For additional information, see the BorderGuard Cabling and Setup section.

3. Typetip <borderGuard> Where <borderGuard> Is either bg1000 or
bg2000, depending on the type of BorderGuard being configured, After the
connected prompt appears on the NSX, press Enter,

-------
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The tip command will respond with all ports busy if the COM 1 port on the NSX
Is configured for serial mode and not device mode. To toggle the mode, run
sysconfig-nsx as the root user and choose menu option 5~Configure COM1
Poxt. Set the COM1 state to device.

4. Typeip start if <interface> <bg ip address> to assignthe
selected IP address to the designated Interface on the BorderGuard.
To verity the network connection, type ip ping <usx ip address>.

5. Typeip tftp <nsx ip address> to Initlate the TFTP sesaion with the
NSX. '

6. Typeget <file> foreach of the files listed In Step 1.

7. Afer retrlévlng all the files, type quit and reboot the BorderGuard.

BorderGuard Cabling and Setup

Refer to Table 3.1 for the cable and Ethemet transceiver type for your network
connections. (The cable and Ethemet transceiver typs will vary depanding on the network
connection.)

Cable Requirements

* The cable required for a BorderGuard 1000-t0-NSX connection is a 9-pinM to
9-pink. (Attach a 9-pinM to the console port on the BorderGuard 1000 and the 9-
pinF {o the serial port on the NSX.)

* The cable required for the BorderGuard 2000-t0-NSX connection Is a 25-pinM to
9-pinF, {(Attach a 25-pinM to the console port on the BorderGuard 2000 and the 9-
pinF to the serial port on the NSX.)

Table 3.1:  Cable and Ethernet Transcelver Type for Network Connections

—— IR - ——
Interface Connector
B
FDDi/singla-mode FDDI MIC/ST - T .
IEEE 802.3/Ethemat 15-pin Ethemet AUI (10Bass5)

MONITOR/MAINTENANCE ports | 25-pin D-type, RS-232
Synchronaus serial interface card | 25-pin V.35, RS-422
Optical bypass Switch &-pin DIN

[ A O e A T N R N N N B L K I D I I A
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Passport Configuration

The Passport supports routing and bridging mode. For detalled information on configuring the
Passport for bridging mode, refer to Appendix B.

NetSentry fiiters must be installed on the Passport. To instali these filters on the Passport, you
must first copy them from the NSX via FTF. No startup file is required and DPF Is not supportied.

NOTE

Initial installation of the filter files as well as general Pagsport Installation MUST be
accomplished by trained NSG personnel.

The following filters need to be installed under NetSentry on the Passport:

+  shun.fil

+  firstfil

+ ast.ii

+ incom1.fil

¢« outifil

» other port-speclfic incom/out filter flles

The appropriate filters must be Instalied on the following filter points:
» first_filter = first
* jast_filter = Jast

* incomi_{liiter = port 1

NOTE
Numbering ports is the responsibility of the person performing the installation,

« outl_filter = port 1

« other port-specific incomX_fiterfout)X_filters as needed

¢ % B 4 % B S B W R F S ¥ NBE R E VY & LI T I N A B I A )
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A user account with the name netrangr must be installed on the Passport and should

have the following characteristics:

UserlD: NETRANGR
Scope: natwork

impact: debug

nmifs: local, teinet, fmip, fip
dir: i

NOTE

The customer 1D for user netrangr must be identical to that of the user account that
was initially created/instalied on the virtual router on the Passport.

O O

it IP address authentication is enabled on the Passport, the [P address of the NSX must
be in the list of authorzed addresses.

L N I SR I I I
NetRanger 1.3, User's Gulde
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Installi and Configure the NetRanger Director

NetRanger Director Software and Hardware Requirements

Before you begin the NetRanger Director installation process, verlly that you meet the
following software and hardware requirements. ‘

Software Requiremenis
The following software must be installed on your workstation:
HP-UX Systems
* HP-UX 10.10 or greater
+» HP OpenView 4.1 or greater
Sun Solarls Systems
« Solaris 2,5 or greater
+« HP OpenView 4.1 or greater

AlX Systems

¢ AIX 4.1 or greater
+ NetView for AiX 4.1 or greater

Hardware Requirements
Disk Space

The amount of disk space the Director software needs is dictated by the amount of space
needed for your network management platform (OpenView or NetView), the amount of
space needed for NetRanger logging and database staging, and the amount of space
neaded for the NetRanger executables and configuration flles.

In general, OpenView requires approximately 65 ME In /opt for HP-UX systems and 110
MB in /opt for Solaris systems. NetView for AlX requires approximately 120 MB In fusr,
Consult your network management platform documentation for more information about
disk space requirements, '

NetRanger logging and database staging requires anywhere from 250 MB to 1 GB in
{ust/nrfvar, depending on the amount of network traffic, type of logging, stc.

NetRanger executables and configuration files will not require more than 3¢ MB in fusr/nr.

.a"conbt"l"i‘ll...’I...’l"ll‘l.!d ‘&.;R‘néa;‘:aiﬁ.;f';éﬂid;
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RAM

The RAM requiraments for the Director software are dictated by the requirements of the
network management software. It is recommended that you run the NetRanger Director
on a dedicated machine with at least 64 MB of RAM. Consult your network management
platform documentation for more information about RAM requirements and
recommendations.

%
NOTE
If you are installing the NetRanger Director on a workstation that already mests these
software and hardware requirements, then you can skip to the Director Instaliation
section. Otherwise, you should procesd to the Pre-installation section that
corresponds to your operating system,
%

[ I L I I T A A A 2 B I B I N O O R L N TR I N S

2 ¥ o & ® ¥ 9 B ® B %N 3 & ¥
NetRenger 1.3,1 Usor's Guide 311

064



CONFIGURATION AND INBTALLATION

v ow .

------ LI B P R A N L T R I A T Y B OO I I B I N L B

Pre-installation

The following sections provide datalls on prs-instaliation for HP-UX, Solaris, and AlX
systems.

HP-UX Systems and Sun Solarls Systems

Installing HP-UX 10,10 or greater and Instailing Solaris 2.5 or greater

Follow the directions In your HP-UX documentation to either install or upgrade t¢
HP-UX 10.10 or greater.

Follow the directions in your Sun Solaris documentation to either install or upgrade
to Solaris 2.5 or greater.

Installing HP OpenView 4.1 or greater on HP-UX systems

NOTE

HP OpenView will not install correctly it TCP/P is not functioning'propeny.
b ]

1.

342

A B A T A 2 T I I 2N R I T S I N R TR N I T

The following parameters must be set before you Install HP OpenView:
¢ |P Address

+ Hostame

¢ Subnet mask

« Default gateway hostname

= Default gateway IP address

+ System time and timezone

To set these parameters, log on as user root, and then run the following
command:

/etc/set_parms initial

Reboot the machine. Once the machine has rebooted, you should be able
to

+ ping your loopback address (ping 127.0.0.1),

+ ping your IP address (plng <IPaddress>),.

* resolve your loopback address (msleookup 127.0.0,1),

« resolve your IP address (nalookup <IPAddress>),

« ragolve your hostname {(nslookup <hostaame>), and

+ verify that the timezone Is correct (date).

Do not go to the next step untll these TCP/IP parameters are properly
configured,

NetRanger 1.3.1 User's Guids
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install HP OpenView 4.1 or greater on the HP-UX system (see the HP
OpenView Installation Manual {or details).

Add the following lines to the /,profile for user root. Please note the space
between the “.” and the "/

. Jopt/OV/bin/ov. envvars.sh
export PATH=SPATH:SOV_BIN

NOTE

i user root does not use kom or Bourne shell, then you must translate and place
these lines in the appropriate shell condiguration file,

Instaliing HP OpenView 4.1 or grealer on Solanis 2.5 or groater

NOTE

HP OpenView will not install correctly if TGP/IP Is not functioning properly.

?.

The {following parameters must be set before you Install HP OpenView:
IP Address ’
Hostname
Subnat mask
Detault gatoway IP Address
Default gateway Hostname
System time and timezone

After setting the perameters, rehoot the machine. Once the machine has
rebooted, you should be able to

* ping your joopback address (ping 127.0.0,1),

ping your IP address {ping <IPAddress>),

+ resolve your loopback address (nslookup 127,0.0.1),

» resolve your IP address (nslockup <IPAddresss),

resolve your hostname (nelookup <hostnames), and

» varify that the timezone Is correct (date),

Do not go to the next step until these TCP/P parameters are properly
conflgured,

Install HP OpenView 4.1 or greater on the Sun Solaris machine (see the HP
OpenView Installation Manual for detalls).

f % R & & B ¥ R S B B R 4 4P H S e AN AI AN
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The HP OpenView installation will fall if semaphores are not enabled. Please refer to
the section entitied Regulrements for SunOS and Solaris Systems in the HP
OpenView Network Node Manager Products Installation Guide 1o enable semaphores.

NOTE

HP OpenView A.04.10 will not install on Solaris 2.5.x without an OpenView patch,
Please contact your authorized HP representative to obtain this patch, (HP OpenView
B.04.11 and greater do not require this patch.)

4, Add the following lines to the /.profile for user root. Please note the space
between the “.” and the “/":

. Jopt/OV/bin/ov. envvars.sh
export PATH=$PATH:S$OV_BIN

NOTE

if user root does not use kom or Boumae shell, then you must translate and place these
lines In the appropriate shell configuration file.

PR R T ST AT N I N I SR I I I I 2 Y TR I Y B B B R 2R SN U N ]
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Pre-Installation for IBM AIX Systems

instalfing AlX 4.1 or greater

Follow the directions In your IBM AIX documentation to either install or upgrade to AlX

41.

Installing NetView for AIX 4.1 or greater on AlX 4.1 or greater

1.

4'

iu'm'an'ge; 1.3'1 User's Guide

The following parameters must be set before you Install NetView for AIX:
« [P Address '

+ Hostname

* Subnet mask

» Defauit gateway hostname

» Default gateway IP address

» System time and timezone

To set these parameters, log on as user root, and then use the smit tool.
From the command line, type smit topip & and then select Minimum
Configuration & Startup from the menu,

Change the proper fields and select OK to save the new configuration.

Reboot the machine. Once the machine has rebooted, you should be able
fo

* ping your loopback address (ping 127.0.0.1),

* ping your [P address (ping <IPAddress>),

¢ resolve your loopback address (nsleckup 127.0.0.1),

* resolve your IP address (uslookup <IPAddress>),

» rasolve your hostname (nalookup <hostname>), and

» verify that the timezone Is comrect {(date).

Do not go to the next step untif those TCP/IP parameters are properly
configured.

NetView for AIX requires that the En_US locale be Installed. To verify that
En_US has been Installed, enter the following command from root:
locale ~a

it shouid show at least: En_US. IBM~850

® F N R B & % 4 F 8 WP Y S EE LR S Y PSR et . Yo,
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5. I En_US has not been instalied, use the smit too! {(smit mlang &)and
select the Add Additional Language Environments menu item. Choose the
following in this dialog.box:

» Inthe “INPUT device...” select the input device which contains the AIX 4.1 (or
greater) media. _

+ Select“List” for “CULTURAL...” and select “En_US” (may have IBM-850 with
€n_US), it present,

000 T
NOTE
Ensure you type an upper case E for “En_US".
f o]

* Select “List” for “LANGUAGE...” and select “En_US" (may have |BM-850 with
En_US).

= Selgct “Do” and it should install the YEn_US" locate_.

6. NetView for AlX requires that specific AIX packages be Installed (for
oxample: bos.rte, bos.compat.links, X11.compat.int.pc). Consult the
-NetView for AIX instaltation instructions to ensure that you have all of the
required packages installed. To display the list of Installed AIX packages on
your machine, type the following command:

islpp ~L

7. Install NetView for AlX (see the NetView for AIX Installation manual for
detalls).

316 ' * 7" 7 NetRanger 13,1 User's Guide
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Director installation

To Install the NetRanger Director software, follow these steps:

1. If the OpenView user Interface Is running, stop it now by selectlhg
Map—Exit from the OpenView menu, If other users have other coples of the
user interface running and exported to other displays, ask them to shut
down the user interface temporarlly.

2. I you are updating an existing NetRanger system, stop the NetRanger
daemons and make a backup of fusr/nr.

3. Using su, log on as user root,

4. Put the NetRanger/Director tape in the tape drive If you have not already
-done so.

5. Goto the Amp directory by typing

cd /tmp
8, Untarthe NetRanger/Director files from the tape using the following syntax;:
tar -xvf <tape device> ’
Where <tapedevices> is the name of the tape drive.
The NetRanger/Director install tape should contain compressed .tar files
whose names have the following format:
WGCnsx,<version>,<release>.<modlevel>.<gys type>.tar.2
WGCdretr.<versions>.<release>,<modlevel>.<gys type>.tar.Z
WGCcfygs .<version>,.<release>.<modlevel>. «<sys type».tar.3Z
WaCsapd.<version>, <release>.<modlevel>. <sys type>.tar,2
JDK_<version> <release>_<modlevel>-<sys type>.tar.?%
The tape will also include the following four utilities:
nrInstall
nrininstall
wgelnstall
wgcUndnstall
7. Run the NetRanger installation utility by typing
/nringtall -0

8. Once all of the packages are Installed, you will see the message

Installation complete. Atthis point, check the Amp/nrinstalllog file for
;"’t,‘;’:g;r'.’s:‘i";r:.‘au"d;'"‘.‘"..'..'.....'."..'...."-3:‘%
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errors.

9. The Director installation process creates an account for the user netrangr.
You must set a password for that user. To set the password, type

passwd netrangr

The installation is now compiete.
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Post-Instaliation

Contflguring the NetRanger Background Processes

The NetRanger background process configuration flles enable the Director to
communicate with NSX machines on your network. Run the nreonfig utility to configure
these files. (Please refer to the NetRanger Configuration instructions and Worksheels
section in this chapter for information about the nreonfig utllity.)

1.

40

Stop the NetRanger/Director daemons by typing (as user nétrangr)

/usr/nr/bin/nrstop

Refer to the NetRanger Configuration instructions and Worksheets and run
(as user netrangr)

/usy/nx/bin/nreconfig

After running nrconfig, verify the following in the files in fusr/nr/fetc on the
Director machine:

Verify that the /usr/nr/etc/auths file lists the Director machine,

Verity that the /usi/nr/stc/daemons file has iistings for nr.simid, nr.postofficed,
nr.configd, and nrloggerd. if you are using sapd to propagalte a refational
database, then ensure there g a fisting for nr.sapd. If you configured eventd,
then ensure thers is a listing for nr.eventd. if there is an entry for nr.sensord in
this file, ensure that it is commented out. (Use the # key to commentout aline.)
Verify that the /ust/nr/etc/hosts file contains an entry for each NSX sensor and
routing post office. The locathost entry In the Director’s file should match the
Director's hostld/orgld pair,

Verify that the /usr/nr/etc/organizations file matches the
fusrinr/etc/organizations file on the NSX machines.

Verify that the /usr/nr/ete/routes file contains all of the routes files on the NSX
magchines.

Verify that the /ust/nr/etc/services and /usi/nr/fetc/signatures files exist.

Verify that the /usr/nr/etc/smid.cont file lists loggerd as a dupDestination. (This
step Is optional.)

Verity the following information in the files in /usr/nr/etc for each NSX
machine {this will also need to be done for any subsequent NSX machine
instaliations):

= Verify that the /usr/nr/ete/destinations file is configured to send alarms to the

smid process on the Director. This Is very Important. The Director wili not
recelve alarms If this Is not done.

Verify that the proper name and address of the Direclor is in the
fusr/nifelc/routes file,

€ 5 ¥ 5 B & % 2 6t B BV OE E BN S PR SR E AN Em oG Yo
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Configuring the Network Management Background Processes

There are many daemons that are shipped with OpsnView/NetView that are not needed
for the Director to work.

You can disable these daemons so they do not start when you type ovstart. Disabling
these dasmons provides better performance and response time and makes managing
and using OpenView/NetView easier,

000000000
NOTE

if you are using OpenView/NetView for IP network management as well as for the
Director, then you should not disable any daemons.

Disabling Daemons in HP-UX and Sun Solaris

To disable the daemons, follow these steps:

1. Bring down all coples of the user Interface with the Map—Exit menu option,

2. Logon as user root.
3. Stop the OpenView daemons by typing ovstop

4.  Type each of tho following commands:
ovdelob] fete/opt/OV/share/lrf/netmon.lirf
ovdelobj /etc/opt/OV/ghare/lrf/ovtopmd.lef
ovdelob] /etc/opt/OV/share/lrf/snmpCollect,lxf
ovdelob]j /etc/opt/OV/share/lrf/ovrepld.lxf
ovdelob] /etc/opt/OV/share/lxrf/ovactiond.lrf

if you need to re-enable the dasmons, foﬂow the above steps substituting
ovaddobj for ovdelobi.
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Disabling Daemons in AIX

To disable the dasmons, follow these steps:

1

2'

3.

4,

Bring down all coples of the user interface ‘w!th the File—Exit menu option.
Log on as user root, '

Stop the NetView daemons by typing ovstop.

Type each of the following commands:

ovdelob] /etc/opt/ov/share/irf/netmon.irt
ovdelobj /etc/opt/OV/share/lrf/ovtopmd.lrf
ovdelobd /etc/opt/OVishare/lrf/enmpCollect. lrf
ovdelob] /etc/opt/OV/share/lrf/ovrepld.lrf
ovdelobi /etc/opt/OV/share/lrf/ovactiond.lxf

If you need o re-enable the daemons, follow the above steps substituting
ovaddob fof ovdelobi.

Conflguring the User Interface for HP-UX and Sun Solaris Systems

The following steps only need o be done once:

1.
2'

3.

4.

5'

6.

7I

8'

NetRanger 1.3.1 User's Gulde

Log on as user root,

Start the OpenView daemons by typing ovstart.

Log on as user netrangr.

Start the NetRanger daemons by typing nrstart.
Start the user Interface by typing $OV_BIN/ovw &.
Double-click the NetRanger lcon.

Choose the menu option Map—-»Maps—Describe/Modify.

Under the Compound Status heading, press the Propagate Most Critical
button, . :
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10.

11.

12.

13.

14.

Choose OK,

Choose the menu option Map—Submaps—Set This Submap As Home.
Choose the menu option Map-gSubmapsaDescribe/Modify.

Undef the Background Graphics: heading, press the Browse... button.

From the pop-up list, select the background graphic of your cholee, (The
usastates.gif Is a popular cholce.) You could also create a custom ,gif file with any
graphics program and use that .gif file as an OpenView submap background,

Choose OK, and then choose OK again,

The following steps should be done every time a new NetRanger/NSX machine is added to your

system;

1.
2.

3.

4.

5.

Run nrstop.

Bring down all coples of the user Interface with the Map—Exit menu tem.
Run nrconfig to update the configuration files.

Run nrstart.

Bun ovw &.

Add the NSX lcon to the OpenView map using the following steps:

» Select the Edit-Add Object menu item.

s Click on the Net Device icon. Several lcons will appear in the bottom of the
window.

“» Drag the NSX 2000 icon to the NetRanger submap (the submap containing the

Director lcon) by pressing and holding the middie mouse button while
positioning the mouse pointer over the NSX 2000 icon. An Add Object window
should appeer.

Choose NetRanger/Director from the list, and press the Set Object Attributes
button.

in the hostname fleld, enter the name of the NSX machine exactly as you entered
it in the /ust/nr/etc/hosts file using the format <hostnames.<organization name>

Press the Verify button. }f you entered the hostname correctly, the Organization
and Host IDs should have been filled in for you,
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10. Once the hostname, Organization 1D, and Host ID are correct, choose OK.

11. Press the Set Selection Name button. Choose the selection name from the list
‘and then press OK In the Selection Name window. Press the OK button In the
Add Object Window.

12. You should see the NSX icon turn green. If you double-click on the NSX icon,
you should sev leons that represent the proceases running on that machine,
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Configuring the User Interface for AlX Systems
The following steps only need to be done once:
1. Logon as user root.
2, Start the NetView daemons using ovstart.
3. Logon as user netrangr.
4, Start the NetRanger daemons using nrstart.
5. Start the user interface by typing /usr/ov/bin/ovw &
6. Double-click the NetRanger icon.
7. Choose the Flie—Describe Map menu ftem.

8. Under the Compound Status heading, press the Propagate Most Critical
button.

9. Choose OK,
10. Choose the Options-»Set Home Submap menu item.

The following steps should be done every time a new NetRanger/NSX machine is added
1o your system:

1.  Run nrconfig to update the configuration files.
2.  Add the NSX icon to the OpenView map using the following steps:

+ Select the Edit—Add—Object menu item.

+ Click on the Net Dovice Icon. Several lcons will appear In the bottom of
the window. ‘

+ Drag the NSX 2000 lcon to the NetRanger submap (the submap
containing the Director icon) by preasing and holding the middie mouse
button while positioning the mouse pointer over the NSX 2000 icon. An
Add Object window should appear.

3. Choose NetRanger/Director from the list, and press the Set Object Atiributes
button,

4. Inthe hostname fleld, enter the name of the NSX machine exactly as you
entered It in the /usr/nr/etc/hosts flle,
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CONFIGURATION AND INSTALLATION
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5. . Press the Verify button, if you entered the hostname correctly, the
Organization and Host IDs should have been filled in for you.

6. Once the hostname, Organization ID, and Host ID are correct, choose OK.

7. Press the Set Selection Name button. Choose the selection neme from the
iist and then press OK in the Selection Name window. Press the OK button
in the Add Objsct window.

B. You should see the NSX icon turn green. If you double-click on the NSX
icon, you should see Icons that represent the processes running on that
machine.

Configuring New Users -

By default, user netrangr is the only user configured to use and reconfigure the
NetRanger Director system. If you want to grant Director software accass to another user,
you must add the user to the UNIX group netrangr. You must aiso configure the user's
shell snvironment appropriately. Instructions for both are listed below,

Adding Users to the nelrangr Group

HP-UX—On HP systems, users can be added to and removed from groups using the
sam utility.

NOTE

On HP Systems, if a user is in the group netrangr (bt netrangr is not that user's
primary group), then the user must typs newgrp -~ netrangr to execute nrdirmap.

Sun Solaris—On Sun systems, use the admintoo! to add users to and remove users
from groups.

AIX—On AIX systems, users can be added to and removed from groups using the smit
utility.

Configuring the User Environment

User netrangr uses the ksh UNIX shell, The environment settings for user netrangr are
kept in the file /usr/ni/.profile. The .profile puts /usr/ni/bin In the $PATH, and then it sets
environment variables for OpenView, Java, and Oracle.
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Complete the NetRanger Configuration Instructions and wOrksheets

---------

The NetRanger configuration utifity (nrcontig) generates the NetRanger NSX, Director,
and BorderGuard configuration files. Use the following workshests as a guide for
gathering information for nrconfig (such as I addresses, passwords, and names of

network componants).

You may find it conveniant o make copies of these worksheets when you ate ready to
configure your NetRanger software.

----------------- L A T T I T T I T T R
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NetRanger Configuration Instructions and Worksheets

Version 1.3.1

The Dirsctor and NSX systems ara configured with a utifity called nreonfig. In addition 1o running this utitity

at installation, you can run this utility at any time 1o change an existing configuration. This section includes

worksheets to help you gather the information (such as IP addresses, passwords, and names of network
components) you nieed before you run nreonfig,

nreontig does not retain changes manually made to the files in the /ust/nr/etc or temp directories
because presently it is an instaliation tool and not intended to be an angoing. configuration interface for
NetRanger Configuration Files,

Bafore you run nreonfig, you must have completed the instaliation for one or more of the following
NetRanger somponents:

« The NSX (WGCnsx}
+ The Director (WGCnsx, WGCdretr, WGCceigs)
¢ The optional Databage/File Management (WGCsapd) software

New NSX systems are shipped with the packages instalied, s¢ you only nead to install the packages on
Director systems or NSXs that you are upgrading.

You must also have gathered the following information about your network:

+ [P addresses of all network components

o Names of all network components

* Services you wish to allow In and out of your network
» NatRangor Organization IDs and Names

s Routing Information (both IP and NetRanger)

» Passwords and other host Information

You must run nreonfig as user netrangr. nrconfig can be run against an active NSX or Director system
without having to shut down any of the NetRanger dasmon services,

The NetRanger Configuration Program

To run nrcontig, type this command: ‘
Jusr/nxc/bin/arconfig

nreonfig initially displays the following prompt;
Are you ready to continue with configuration of your NetRanger? (y/n}>

If you have gathared the required information and are ready to configure the NetRanger software, choose
y then press Enter to continue.

® 1957 Whea!Group Corporation RROPRIETARY MATERIAL nreonfig-1
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FEATURE SELECTION MENU ,
This menu, which is shown below, prompts you to select which features you want this instaliation 10
support,

When you select a feature from the meny, it is prefixed by *ENABLED" to indicate thal it is presentiy
sefacted, To disable a selected featurs, simply chooss It from the menu again, The list of dasmons
required to support the “ENABLED" features is shown at the top of the screen above the Feature Selection

menuy,

eventd loggerd posstofficed sapd

;,FEMBRE SELECTION MEWY
‘[Chanse what Features you want ENABLED an this host,
{Chousing an “ENABLED® Feature will disable 4t.)

; 14 - HSX |
| 2 ~ pirector
ENABLED I ~ Logging
i &4 - patabase Reporting
HABLED § - Flie Nanagemest
HABLED 6 ~ Event Paging
EMABLED 7 - Pustoffice Houting
- 8 ~ Conflguration Control
Enter - COMTINJE

fresturs 2 >

To continue with NetRanger Configuration, choose Enter at the menu prompt. This takes you to the Main
menu, You can return to this or any other menu at any time from the Main menu.

For Standard NSX installation, select features 1 and 5; {or standard Director instafiation, select features
2,6, and B.

© 1997 WheelGroup Corporation PROPRIETARY MATERIAL nreonfig-2
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MAIN MENU

Each menu itern lakes you through a series of subordinats, or “child", menus that are organized by feature
requirements. Features that are not required for the specitied NefRanger configuration are preceded by

N/A {Not Avaifable}. You can return to a configuration menu item at any time by selecting option 1 from the
Main menu without losing any information that you may have already input.

frerprgnzen

E IV S S N

[ B R Y

?
118
"
h ¥4
13
Enter

Jsection 8 >

Choose what Sectlion you want Yo tonfigure.

[N SRS T I |

NetRanger Eun(iguratinn Version 1.3.8

Select Features

Rost Rddress Infarmation

Seasor Configuration

batabase Configuration

Ssurce Conflguration
besrtination Configuration
FostofFice Rooter Configuration
Sierve ConFiguration

Clear Temporary Configuration Files
Generate Yeaporary Configuration Files
Egit/neview Temporary Confliguration Files
Review Temporary Sonfiguration Files
Tormit Yewporary Configuratien Files
EX1Y

BER XTI IS

The following pages contain worksheets to help you organize your nrconfig information. Each worksheet
identifies the required teatures. You can skip those pages that discuss features that have not been

"ENABLED".

© 1997 WheelGroup Corporation
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1 - Solect Features

This menu item takes you o the Feature Selection menu where you can chose which features you want o
enable on the NetRanger you are configuring.

2 - Host Address Information (Requirad for all installations)

LOCAL HOST ADDRESS MENU

Use this menu to enter tha Organization names and IDs and Host names and 1Ds for tha NetRanger you
are configuring. ‘

Fleld Name Description Your Entry

Organization Name | This is the symbolic name for the
Organization ID. The organization name
must be identical on all NetRangsr
systems (NSXs and Directors) within an
organization,

Organization ID This is the organization {D for the
NetRanger you are configuring. You
must anter a value between 1-65635 in
this fisld, This 1D must be identical on all
NetRanger systems (NSXs and
Directors) within an organization. To
ohtain a globally unique organization 1D,
call WheelGroup Corporation at 888-

| WGC-NSOC,
Host Name A symbolic name for the NetRanger
componant you are configuring. This s
NOT the network host name.
Host ID A unigue 1D for the NetRanger you are

configuring, This Is NOT the IP address,
You must enter a vaiue between 1-65535
in this fleld,

© 1897 WheelGroup Corporation PROPRIETARY MATERIAL nreonfig~4
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3 - 8ansor Configuration (Required for N5X)
BORDERQUARD TYPE MENU
Use this menu o enter BorderGuard configuration data in the fields.

Field Name Description " Your Entry
BorderGuard's This s the network host name for the
Network Host BorderGuard used in fetc/hosts on the
Name NSX or in DNS,
BorderGuard's This s the password used to log into the
PASSWORD BorderGuard. DO NOT WRITE YOUR
PASSWORD HERE!
BorderGuard's This is the BorderGuard's Version ID and
Version {D/Mode Contiguration Mode. The BorderGuard
Version 3 software only supports Router
mode. The BorderGuard Version 4
NetSsntry software supports either
Routor or Bridge mode. The default is
Version 4 Bridge Mode,
® 1997 WhoelGroup Corporation PROPRIETARY MATERIAL nreonfig-5
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Based on the BorderGuard’s Version {D/Made, the following configuration menus refer elther 1o Router
Mode or Bridge Mode Configuration.

Router Mode Configuration

This section establishes the IP addresses and netmasks for each of the BorderGuard's network interfaces
{the BorderGuard should separate your infernal protected networks from outside untrusted networks).

The LAN interfaces Entry menu is the tirst example of a configuration menu that allows you o fist muitiple
entries. You can add as many antries to the list as you can see on your screen. Each Entry menu aliows
you to add, edit, or delete entries in the list.

LAN INTERFACES ENTRY MENU

Use this menu to enter BorderGuard configuration information for a LAN interface.

NOTE

It is important to list the outside untrusted network interface first!

Flold Name Description : Your Entry{les)

interface’s IP Address | This is the IP address used by the
BorderGuard on the subnet connected
to this interface,

Netmask This is the IP mask used on the subnet
connected to this interface.

WAN INTERFACES ENTRY MENU

Use this menu to enter BorderGuard configuration information for a WAN interlace,

Field Name Description Your Entry(ies)

interface’s [P Address | This is the IP address used by the
BorderGuard for this PPP interface.

PPP IP Address Thig is the Destination 1P address used
by the BorderGuard for this PPP
interface.
© 1997 WheeiGroup Corporation PROPRIETARY MATERIAL nreonfig-6
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BORDERGUARD CONFIGURATION MENU

Use this renu to enter configuration data for a BorderGuard that will be acting as a router.

Fleld Name

Descriptlon

Your Entry

BorderGuard's Primary IP
Address®

This is the IP address the NetRanger
uses to establish encrypted sleeves for
communicating to other NetRanger
pogt officas. This defines the IP
address at this end of the encrypted
sleeve. Generally this shouid be the
BorderGuard's IP address on the
natwork it is protecling.

BorderGuard's default gateway

This iz the IP address that the
BorderGuard should use for its default
gateway for iP packet routing,

Minutes 1o log on an event

This is the number of minutes to Jog IP
traffic after a serious evant occurs, The
recommendsd value is 15 minutes.

Minutes to shun on an event

This is the length of time in minutes
that traffic should be blocked whan a
serious event occurs. The
recommended value is 1440, which
equals one day,

NSX iP Address

This is the IP address used by.the NSX
on the subnet connecling the NSX to
the BorderGuard,

BorderGuard's IP Address
connacted to NSX

This is the {P address used by the
BorderGuard on the subnet connscting
the NSX to the BorderGuard.

BorderGuard's External i
Address

The NetRanger uses the External IP
address as the connection to the
untrusted networks.

*if you are using encrypted sleeves over the Intemnet, this should be a routeabis Intemet address.

& 1997 WheelGroup Corporation
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STATIC ROUTES ENTRY MENU

Use this menu to enter the P addresses, Netmasks, and Gateway P addresses for the static routes to be
implamented by the BorderGuard.

Fisld Name Description ‘ Your Entry(les)
Network's P Address This is the IP address for the
subnet for the static route.
Network's Netmask This is the netmask for the
subnet.

Network's Galeway 1P Address | This is the IP address thet acts
as a gateway to the subnst for
the static route.

@ 1497 WheelGroup Corporation PROPRIETARY MATERIAL nreonfig-s

087



Bridge Mode Configuration

BORDERGUARD CONFIGURATION MENU
Use this menu to enter configuration data for a BorderQuard that will be acting as a bridgs.

Fleld Name Description Your Entry

BorderGuard's P Address® ‘The NetRanger system uses this
IP address to establish encrypted
sieeves and 1o communicate with
the NSX. This is the
BorderGuard's IP address on the
subnet connacting the N8X to the
BordarGuard.

BorderGuard’s default gateway This is the IP address that the
BorderGuard should usa forits
dofault gateway for IP packet
routing. ’

Minutss 1o log on an event This is the number of minutes to
log IP traflic after a serous svent
occurs. The recommended value
is 15 minutes.

Minutes to shun on an event This is the length of timé in
minutes that traffic should bs
biockad when a serious event
oecurs, The recommended value
is 1440, which equais one day.

NSX IP Address This is the 1P address used by the
NSX on the subnet connecting the
NSX to the BorderGuard,

*If you are using encrypted siseves over the intemet, this should be a routeabis internet address.

& 1987 WheelGroup Corporation PROPRIETARY MATERIAL nreonfig-¢
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The following two sensor configuration manus refer 10 both Router Mode and Bridga Mode configuration.

SECURITY POLICY CONFIGURATION MENU

Use this menu to establish which incoming services to allow on your interface. You aiso use this menu to
specify the servers to which this traffic will be allowed to pass,

Fleld Name Description Your Entry(ies)

Gateway's IP Address” This is the IP address of the
server that is allowed 1o service
requests corning in through the
BorderGuard's Extamal IP
address,

Port This is the port on the sarver for
the aliowad service.

HNOTE

This field supports the definition of multiple IP addresses using any combination of the following formats:

ipaddr - a single IP addreas.
ipAddr, ipAddr -~ multiple IP addresses,
ipAddr. .ipaddr - an inclusive range of IP addresses.

Exampleaé 10,1.6.1, 10.1.6.20,10.1.6.31, and 10.1.6.35 define 10.1.6.10, 10,1.6.20, and the IP
addresses from 10,1.6.31 through 1,01.6.35,

INTERNAL NETWORKS ENTRY MENU

Use this menu to esiablish the IP addrosses and Netmasks for the intarnal Protectsd Networks.

Fisid Name Description Your Entry{ies)
Network's {P Address This is the IP address {or the
subnet for the intermal network,
Network's Netmask This Is the netmask for the
subnet.
@ 1997 WheslGroup Corporation PROPRIETARY MATERIAL nreontig-10
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4 - Database Configuration (Required for Database)

DATABASE CONFIGURATION MENU

Use this menu to enter the Database User ID, the Database Password, and the person to be notified for

NetRanger events,
Field Name Deseription Your Entry
Database USER ID This is the user 1D used to log
Into thae database.
Database PASSWORD Thisis the password used to log | DO NOT WRITE YOUR
into the database. PASSWORD HERE!
Notity Person® This Is the person the NetRangef

system notifies, Netification Is
based on criteria you will
configure in the sapd.cont file
during installation and
configuration of NetRanger’s
sapd componsent. Please refer {o
Chapter 5in this User’s Guide
for additional information,

*This entry must be a valid e-mall or pager address.

© 1887 WheelGroup Corporation
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5 - Source Configuration (Required for Director)

SOURCE ENTRY MENU

Use this menu to enter the Organization and Host hames, Organization and Host IDs, and IP routing
addresses for the sources of NetRanger events, Enter this information for each NSX that will be sending

events o the Director,

Fleld Name

Deacripﬂ&n

Your Entry(ies)

Organization Name

This is the source’s organization
nams.

Crganization iD

This Is the source's organization
{D. This 1D must be ldentical on
all NetRanger systems (NSXs .
and Directors) within an
organization. You must enter a
value between 1-65535 in this
field.

Host Name

This is the source’s host name.
This is NOT the network Host
name.

Host ID

This Is the source’s host tD. You
must enter a value between {-
65538 In this field, This is NOT
the IP address,

IP Address 1o route through

This is the P address of the
NetRanger postoffice that can
route NetRangsr packets from
the source, (H the network does
not require an intermediary
postoffice, this should be the IP
address of the source.)

© 1997 WheslGroup Corporation
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6 - Dostination Configuration (Required for NSX/Optional for the Director)

DESTINATION ENTRY MENU

Use this menu {0 enter the Organization and Host names, Organization and Host 1Ds, IP routing
addresses, Destination Services, and Event Logging Lavels for the destinations of NetRanger avents.

Fleid Name Description Your Entry(ies)

Organization Name This is the destination's
organization name.

Organization {D This is the destination’s
organization ID. This 1D must be
identical on all NetRanger
systems (NSXs and Diractors)
within an organization. You must
onter a value between 1-65535

in this field.

Host Name This is the destination's host
name. This is NOT the network
host name.

Host ID This is the destination’s host ID.

You must enter & value between
1-65535 In this fiald. This is NOT
the IP address.

1P Address to route through This is the IP address of the

‘ NetRanger postoffice that can
route NetRanger packets to the
destination. (if the network doas
not require an intermediary
postoffice, this shouki be the IP
address of the destination.)

Searvice This is the name of the service
NetRanrger events will be sent to.
You must enter loggerd, smid, or
aventdin this field,

Level This is the lowest level of
NetRanger alarm/event to send
to the service {foggerd, smid, or
eventd) you chose in the
previous field, You must enter a
vaiue hetween 1-255 in this field.
{The recommended level for
alarms sent to smidis 2 and 1 for
alarms sent to foggerd.)

On an NSX, you should add the Director machine as & smid destination and you should add the NSX machine es a
loggrerd destination 50 that you can log level 1 alarms/events on the NSX.

© 1997 WhesiGroup Corporation PROPRIETARY MATERIAL nrcondlg-13
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7 - Postoffice Router Configuration (Required for Postoffice routing)

ROUTER ENTRY MENU

Use this menu to enter he Organization and Host names, Organization and Host 1Ds, and IP Routing
Addresses for remote NetRanger nodes that are not being used as a source or destination.

Fleid Name

Description

Your Entry

Qrganization Name

_This Is the organization name of

the rarnote NetRanger nods,

QOrganization 1D

This is the remote NetRanger
node’s organization 1D. This 10
must be identicel on all
NetRanger systems (NSXs and
Directors) within an organization.
You must enter a value between
1-85535 in this fleld,

, Host Nama

This is the remote NatRanger
node’s host name. THis fs NOT
the network host name.

Host 1D

This is the remote NetRanger
node’s host 1D, You must enter a
vajue between 1-65535 in this

field. This is NOT the IP address.

1P Address to route through

This is the IP address of the
NetRuanger postoffice that can
route NetRanger packets to the
remote node. (if the network
doses not require an Intermediary
postoffice, thia should be the IP
address of the remote node.)

© 1997 WheelGroup Corporstion
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8 - Slesve Configuration {Optional for NSX)

SLEEVED NETWORK ENTRY MENU
Use this menu to enter the Remote Organization ID, Remote IP routing addresses, and Ramote Network

Netmasks for Slesved Networks.

Field Name Description Your Entry(les)

Siseve Remete Org 1D This is the organization 1D for the
remole erdd of the sigeve.

Sleeve Remote IP Address This Is tha IP address for the
remote end of the sleeve.

Slesve Remote Netmask This is the subnet netmask for
the remote end of the siceve.

® 1897 WhaelGroup Corporation PROPRIETARY MATERIAL nreontig-16
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9 - Clear Temporary Configuration Files
This menu item prompis you to ensure that you want to clear the temporary configuration files for the
NetRanger software. :

Are you sure you want Lo CLEAR the Temporary Configuration files? (y/nj}>

Choosse y to clear and reinitialize the ternporary NetRanger configuration files in /ust/nr/ete/wgce and the
temporary BorderGuard configuration files In fusr/nr/ete/nsc to their defauit values. This will not discard
any configuration information you entered in the current nrconfig session.

10 - Generate Temporary Configuration Files
This menu &em prompis you to insure that you want to generate the temporary configuration files for the
NetRanger software.

Are you sure you want to GENERATE the Temporary Configuration files? (y/n)>

Choose y to write the temporary NetRanger configuration files containing all the modifications made in the
current nrconfig session to /usr/ni/etciwge and the temporary BorderGuard configuration files to
fusr/nr/ete/nse. ‘

You should review the temporary NetRanger configuration files located in the /usr/nrietcfwge directory
and the BorderGiuard configuration files iocated in the /usr/ni/éte/nsc directory after nrconfig has
generated the temporary corfiguration data, The temporary NetRanger configuration files must be
commitied to /usrinr/ete and the temporary BorderGuard configuration filas to Amp alter review or after
any manual changes, The BorderGuard files must then be ioaded onto the NSG BorderGuard via a
TFTP session initiated by the BorderGuard.

11 - Edit/Review Temporary Configuration Files

This menu ftem stants a vi edit on the temporary NetRanger configuration files In /usrnr/ete/wge and the
temporary BorderGuard configuration filas to /usr/nr/ete/nse.

12 - Review Temporary Configuration Flles

This menu item starts a “more” cormmand on the temporary NetRanger configuration files in
tusrinriete/wge and the temporary BorderGuard configuration files in /ust/nr/etc/nsc.

13 - Commit Temporary Configuration Filss
This menu ftem prompts you to ensure that you want to commit the temporary configuration files for the
NetRanger software to the NetRanger Configuration File Directory.
Are you sure you want to COMMIT the Temporary Configuration files to the
NetRanger Configuration File Directory ‘/usr/nrx/etc’ and to the BorxrderGuard
Configuration File Directory ‘stmp'? (y/n)>
Choose y to write the configuration temporary NetRanger contiguration files to the /usy/nrfete and Amp
directories.

This overwtites working NetRanger configuration files.

© 1897 WheelGroup Corporation - PROPRIETARY MATERIAL ) nrconfig-16
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Enter - EXIT
This menu item prompts you to ensura that you are ready to exit nreonfig. To exit, press Enter.

Are you sure you want to EXIT? (y/n)>

Choose y 1o exit nroonfig,

You can exit and restant nrconfig without losing any of the configuration information you have input.

NetRanger network configuration is complete.

The NetRanger processes must be set using /usi/niin/nrhup before the committed NetRanger
configuration files will take offect,

. NSX Instailations

The BorderGuard Configuration Files must be uploaded 1o the BorderGuard and the BorderGGuard must
be restarted bafore any changes to the configyration files take effect.

if you are using a BorderGuard 2000 with Version 4.0 of the NetSantry software, then you may not have
enough file space on the BorderGuard boot disketts to load the new BorderGuard configuration files.
After you make backup coples of the files on the diskette, then you may delete the readme, firewal,def,
ard firewall setfiles which are not needed for normal operation.

@ 1897 WheeiGroup Corporation PROPRIETARY MATERIAL nreonflg-17
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CONFIGURATION AND INSTALLATION
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Define the Security Policy .

Your security policy defines what type of activities and services you want to allow and
disallow at key access points on your network. This includes

+ sarvices to allow In from untrusted sites,
» services to allow out from trusted sites (i.e., intemal users), and
« services you want to track, such as Web traffic or FTP usage.

Implementation of your security policy Is based largely on the filters installed on your
BorderGuard or Passport secusity device. Use the following sections on ICMP, TCP, and
UDP protocols as a guide to the configuration of the filter templates. For more information
on these services, you may want to refer to such classic texts as intematworking With
TCPAP—Volume 1 by Douglas E. Comer (1985},

Alter defining your security policy, it may be necessary to manually edit the fllter files
nrcontig places In Amp, transfer them to the BorderGuard, and then restart the
BorderGuard. By default, the incom1.fil filter is applied to the BorderGuard interface on
the untrusted network. If you determine that your security policy is identical 1o the
recommended policy outiined in the worksheets on the following pages, then no changes
need to be made to the Incomi.til filter file,

WARNING

All manual edits to the files in /ust/nr/etc (the NetRanger configuration files) and Amp
{the BorderGiuard configuration files) will be lost if nrconflg is run and the temporary
configuration files are committed.
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CONFIGURATION AND INSTALLATION
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The following information should be available for each configured NetRanger NSX
system:

ICMP (Internet Control Message Protocol)

ICMP allows routers and hosts to send error and control messages to other routers or
hosts. One of the most frequent uses of this service Is in support of the “ping” command,
which queries a remote host or network device to see if itis alive on the network. Hackers
commonly use this service to discover potantial targets by mapping cut & remote network.
it also allows Intemal users o check connectivity to a remots site. Use the following chart
to help you map allowable ICMP messages.

Enter “A” for Aliowed or “8" for Blocked. All Incoming requests to your network shouid be
blocked,

Message Your Entry Recommendation "l‘)y;:;leld
Echo Reply Allow 0
Oestination Unreachabls ] Allow 8
Source Quench Allow 4
Rediract {(change a route) Allow 5
Echo Request Block B
Time Exceaded for a Datagram Allow b
Parameter Problemon a Allow 12
Datagram
Timestarnp Raquest Block 13
Timestemp Reply Allow 14
Address Mask Request Biock 17
Address Mask Reply Allow 18
NOTE

You may want o unblock services destined for your intemet servers such as a Web
server, mall server, or FTP server. This function Is explained in greater detail in
Appendix B,

To adjust the {CMP security policy, edit the INCOM1_ICMP_FAIL filter in tmp/incom1.fil,
transfer the edited file to the BorderGuard, and then restart the BorderGuard. {Refer to
the BorderGuard Configuration section in this chapter for detalied information about
transferring files to the BorderGuard from the NSX.) -
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TCP (Transmission Control Protocol)
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CONFIGURATION AND INSTALLATION
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TCP Is the most common transpont layer protocol used on Ethernet and the internet.
Because of the connection-orisnted characteristics of TCP, a connaction s established
every time a TCP service is used. Therefore, it is easy to block certain services from
* entering your network whila at the same time allowing outgoing traffic. Use the

following chart to help you map allowabie TCP services. This list is not all-inclusive, but
rather presents the most common TCP services that are included in the fiiter tempiates,
Services that can be dynamically added to a filter have a corresponding entry in the
NSX's sensord.cont file,

Enter “A” for Allowed or *B” for Blocked. Also enter the IP Address of the host you want to

allow the service fo.

Service | Port ;ﬁ:‘; Recommendation | IP Address | Filter Name

£TP Source Port Altow {All IPs aflowed INCOM1_TCP

Reply 20* FTP*)

FTP 21 Allow 1 1Pt INCOM1_21_TCP_FAIL
Teinat 23 Block INCOM1_23_TCP_FAIL
SMTP 26 Aliow INCOM1_25_TCP_FAIL
{Mail)

DNS 53 Allow INCOM1_63_TCP_FAIL
Gopher | 70 Block. INCOM1_70_TCP_FAIL
Finger 79 Block INCOM1_79_TCP_FAIL
www 80 Allow INCOM1_B0_TCP_FAIL
POP2 109 Block INCOM1_109_TCP_FAIL
{Mail)

POP3 10 Block INCOM1_110_TCP_FAIL
(Maif) _

RPC 11 Block INCOM1_111_TCP_FAIL
Auth 113¢ Allow 1 or more 1P INCOMI_113_TCP_FAIl.
NNTP 118 Block INCOM1_118_TCP_FAIL
{News)

NTP 123 Block INCOM1_123_TCP_FAIL
Exec 512 | Block INCOM1_512_TCP_FAIL
Login 513 Block INCOM?_513_TCP_FAIL
Cmd 514 Block INCOMI1_514_TCP_FAIL
Printer 516 Block INCOMI1_S15_TCP_FAIL

. & % 5 ¥ 3 ¥y % LI ) ¢ »
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Service | Port ;:;’r'y Recommendation | IP Address | Filter Name

ntalk 518 Block INCOM1_518_TCP_FAIL
uucp 540 Block INCOMI1_540_TCP_FAIL
X111 600060631 Bloek . INCOM1_X11_fFAIL

*TCP Source Port 20 must be aliowed 1o all hosts that need to be able to FTP to the
Internet. Most of the time, this includes everyons, so this TCP service Is allowed through,

1Restrict thess services to only those host{s) that provide them (i.e., Web server, mall
server).

$The authentication service needs to bs allowed for connection back to the mail server
and occasionally to Individual hosts. Many mail services require this service before they
will accept mall, so any trusted system sending mail must aliow this service back to (t.
Some Web sites also require this service. Allowing everyone to use this sarvice does not
create any known security holes.

To adjust the TCP security policy, edit the appropriate filter in /imp/incom1.fil, transfer the
edited fila to the BorderGuard, and restart the BorderGuard, {Refer to the BorderGuard

Configuration seclion In this chapter for detalled Information about transferring files to the
BorderGuard from the NSX,) ,
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UDP (User Datagram Protocol)
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Very few UDP setvices should be allowed between your network and untrusted sites,
UDP is a connectionless service, meaning that it Is impossible to distinguish between
sassion initiation and general session data. Use the foliowing chart lo help you map
aliowable UDP services. This list Is not all-inclusive, but rather lists the mast common
UDP services that are inciuded in the filter templates, Other servicas can be added to the
filter and will need to have a corresponding entry in the sensord.conf file. The
configuration of this file is discussed In a later section.

Enter “A” for Allowsd or *B” for Blocked. Also enter the IP Address of the host you want to

allow the service to.

Service | Port Your Entry | Recommendation fd drese | Filter Name

DNS 53 Allow* INCOMY_UDP

TFTP 69 Block INCOMI_TFTP_FAIL
RPC 11 Block INCOM1_UDP_RPC_FAIL
NTP 123 Block INCOM1_UDP_NTP_FAIL
NetBIOS 137139 Block INCOM1_NETBIOS_FAIL
SNmMP 161 & 162 Block INCOM1_SNMP_FAIL
Syslog 514 Block INCOM1_SYSLOG_FAIL
RIP 520 Blockt INCOM1_UDP_RIP_FAIL
Response | Port# » Allows: INCOMI_UDP

Ports 1023

*You will typically want to restrict exiernal access o a sl_ngte DNS searver,

tf using NetRanger between corporate partners or intemal business networks, allow RIP
or other routing protocols 1o pass. Work with the network administrator to determine
which prolecols need to be allowed.

$The only standard h!gh-ievél UDP port usually allowed from an untrusted siteisto a
DNS server. Restrict it to that single IP address and to the UDP source port 53.

To adjust the UDP security polity, edit the appropriate fiiter in Amp/incom1 fil, transfer the
edited fils to the BorderGuard and restan the BorderGuard, (Refer to the BordorGuard
Configuration section In this chapter for detailed information about transferring files to the
BorderGuard from the NSX.)
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Working with the Director and the NSX

The NetRanger Director is the Graphical User Interface (GU)) for the NetRanger system.
The NetRanger Director (also called “the Director”)

» provides a graphical, Intuitive display of information pertaining to network security -
violations in real time; ,

« displays a hierarchical map of the remote NetRanger softwars and hardware {e.g.,
the Sensor processes and the NSX hardwars) that send security notifications to
the Director;

+ provides utilitles for configuration of the remote NetRanger appiications; and
« provides utilitles to query the database of historical security events.

The Director uses popular network management piatforms like HP.OpenView and IBM
NetView to display network security information. As a result of this integration, network
management personne! do not have to team multiple-user interface applications and
paradigms to perform diffarent network management tasks.

When a process on a remote NSX machine detects 8 security violation, a notification
(called an “event”) Is sent from the NSX machine to the Director machine, The Director
ensures that the machine and application that genarated the avent are represented on
the graphical map, and then, if the event's severity level exceeds a user-definable
threshold, the Director creates an Alarm icon on the map. The color of the Alarm icon is
based on the severity of the event. The Application and Machine icons also change color,
so it Is easy 10 determine at a glance which machine detected the problem. With a few
mouse clicks, details about the Alarm (e.4., source and destination 1P address) can be
displayed. Location functions can be used to locate Alarms with specific properties.

Once an Alarm is diaghosed and addrassed, the user can delete the Alarm icon from the
user interface, The Application and Machine icons then reven to their previous state.
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Architecture

The NetRanger Director is not a single computer program, but is rather a sef of
appiications and background processes that work with a network managerment platform.
The diagram below fllustrates the data flow between the processes in NetRanger.

OpenView/NetView

r%“"

datetore

-

NEX CVWAP VWt AP}

sangord
nrdinmRp SAP

Comm Amh*ectura
i

Figure 4.1:  The NetRanger Director Architecture

In Figure 4.1, ovals represent background processes, squares represent foreground
applications, cylinders represent datastores, hexagons represent APIs, and lines
represent the flow of event data. Note that ovw and ovwdb are part of OpenView/
NetView, nrdirmap, smid, and loggerd are part of the Director, and senscrd is part of the
NSX. Also note that the NSX and the Director both contaln postofficed processes.

When the sensord process detects activity of interest, it generates an event that is sent
via tha postofficed daemons to the smfd daemon on the Director machine. The smid
daesmon passes the event information to nrdirmap and the /loggerd daemon, which logs
the information. :

nrdirmap jooks at the severity leve! of the svent. if the event severity exceeds & user-
specified level, then nrdirmap tells ovw to draw an alarm icon, nrdirmap also tells ovwab
to creste an alarm database object in the QOpenView/NetView datastore,
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Basic Director Functions

Starting the Director
The Director consists of thfee separate subéystems:

* The NetRanger background processes.
* The network management platform background processss.

s The network management platform user interface.

NOTE

These subsystems should be started in the order listed above to ensure proper
operation of the Director.

Starting the NetRanger Background Processes

The NetRanger background processes are configured to start automatically when the
machine is rebooted, so in most cases, you will net need to manually start these
Processes,

in the event that you must start the background processes manually, foilow these steps:

1. Login as someone in the group netrangr, and then type

nrstart

2. It the executable Is not tound, then type the fully quelified name,
{(/usr/nr/bin/nretart)
put /usx/nr/bin in your path, or type

. Jusy/nr/.profile.

Starting the Network Management Background Processes

Like the NetRanger background processes, the network managemenf platform
background processes are sonfigured to start automaticaily when the machine is
rebooted, so in mos! cases, you will not need to manually start these processes,

in the evant that you must start them manually, log in as root and then type ovstart
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if the executable is not found, then the subdirectory that incilides the network
management binaries is probably not in your path (the location for OpenView binaries is
$OV_BIN, and the location for NetView binaries is /usr /0V/bin). {To set your path,
type . /usr/nr/.profile) Consult your network management documentation if you
have difficuity starting the network management background processes.

Starting the Network Management User interface

To start the Director's network management user interface in HP OpenView, log Inas a
user that beiongs 1o the group netrangx and then type

ovw &
00T
NOTE
The nrdirmap program wiil start automatically when you bring up the network

management user interface. You will never have to manually start nrdirmap. if you
use IBM NetView, type nv6000 &

Stopping the Director

To stop the Director, stop the subsystems in the opposite order in which they were
started.

Stopping the Network Management User interface
if you use HP OpenView, select Map...Exit from the menu,

Usually, you will only want to close the user interfacs. In most circumstances, you will not
want 1o close the background processes.

it you do want to close the background process, log in as user root and then type ovstop

if the executable is not found, then the subdirectory that includes the network
management binaries Is probably not in your path {the location for OpenView binaries Is
$0V_BIN, and the location tor NetView binarles is /usr/0v/bin). Consuit your network
management documentation if you have difficulty starting the network management
background processes.
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Stopping the NetRanger Background Processes
To stop the NetRanger background processes, follow these steps:

1. Login as someone in the group netrangr and then type

nrsvop

2. It the executable is not found, then either type the fully qualified name

{/usr/nr/bin/nrstop)
or put Jusr/nr/bin in your path.

Checking the Status of the Director Processes
To check the status of all Direclor processes, foliow these steps:

1. Toensure that the notwork management background processes are,
running correctly, type ’

ovatatus

2. Toensure thatthe NetRanger background processes are running correctly,
type

nratatus
if either of these executables cannot be found, check your path.
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Understanding the Director’'s Submap Hierarchy

When you double-click on a symbol, a submap is opsned. This submap could have many
symbaols on it, and you can double-click these symbols to reveal more submaps. These
descending submaps can be thought of as an upside-down tres with more and more
branches. This upside-down tree structure is called the “submap hierarchy.”

Traversing the submap hierarchy that nrdirmap creates is easy once you understand the
following structure:

This type of submap... can contain these symhols:

Aoot Collection

Collection Machines {NSX and Director)
Collactions

’ Connactions

Machine Appiications

Application Alarms
Alarm Sets

NOTE

Collections and Alarms do not have submaps. They represent the “leaves” in the
submap tree,

Figure 4.2 Hlustrates the root submap. it is the highest level submap in the hierarchy. The
root submap has no “parent submap”. On the root submap, there should be a symbol
representing a Collection of machines, '
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Figure 4.2: The NetRanger Director Submap

When you doubte-click on a Coliection symbol like the one shown in Figure 4.2, i
Collection submap is displayed. A Collection submap can have NSX Machines, the
Director Machine, other Collection symbols, and Connections between Machines. The
Collection submap shown in Figure 4.3.contains a Director machine symbo} only

Figure 4.3: A Collection Submap
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When you double-click oh a Machine symbol, a Machine submap is displayed. A Machm—‘
submap contains symbois that represent the different applications running on the

machine. Refer to Chapter 1 in this User's Guide for an overview of these application
daemon services.

Figure 4.4: A Machine Submap

When you touble-click on an Appiication symbol, an Application submap is displayed. An
application submap contains alarms that apptication had generated, For instance. if the
sensord application for 2 machine generates an event and sends it to the Director, the
Direcior wili draw an alarm icon on the submap belonging to that machine'’s application

ofoutt {Road~

Figure 4.5: An Application Submap
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For most alarms, the label under the alarm symbo! will match the alarm'’s "Alarm Name”
attribute. For instance, an alarm with the Alarm Name “Net Sweep” will have a “Net
Sweep” symbol label.

Alarms with the name “String Match” and “Sec: Violation” (Security Violation) will have
their symbol labels taken from the “Alarm Details” aftribute. This is because there are
many types of Security Violations, and there are an infinite number of potentiai stning
maiches, so for thesse wo alarm types, the Alarm Name itself Is not specilic enough. For
Security Violation alarms, the labsel will match the name of the specific violation, and for
String Matches, the label will be the string that was detected,

Application submaps can also contain a special Alarm symbeol called an "Alarm Set”. An
Alarm Set is created when multiple alarms are received that are identical in all respects
except for timestamp and sequence number. For example, i you get 20 string match
alarms with the same attributes {source and destination address, source and destination
port etc.}, then the 20 alarms will be represented by & single Alarm Set symbol,

Alarm Sets can be differentiated from Alarms in two ways. First, the end of an Alarm Set
symbol label will have & comma followed by the number of alarms represented by the Set.
Second, the Alarm Set symbol type is slightly different from an Alarm symbot type. An
intrusion Alarm icon has one lightening bolt and an Intrusion Alarm Set has muliiple
lightening bolts. A String Match Alarm icor: has one sheet of paper behind a magnitying
glass and a String Match Alarm Set icon has multiple sheets of paper behind &
magnifying glass.

It an Appiication has gensrated no Alarms. then a special Alarm called an "OkAlarm’

{ilustrated in Figure 4.6) will be displayed that indicates that the Application has no
unresolved Alarms. ’

Figure 4.8: An OkAlarm
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Adding Entities

In general, there are four types of icon symbols: alarms (which inciude Alarm Sets and
OkaAlams), applications, machines, and collections.

Alamm symbols,-at the bottorn of the submap hierarchy, can only be created by the
nrdirmap application. An alarm symbol is created whenever an event that exceeds a user-
defined threshold is received. There is no way for a user to manually create an alarm
symbol,

There are two ways that Application and Machine symbols can be created. First, if an
appiication or host from which an event emanates is not already represented in the map,
then nrdirmap will create the symbols for you.

If you do not want to wait untii an alarm comes In to have a machine or an application
represented in a map, you can add the symbols manuelly, The next two sections describe
how to add machines and applications.

Manually Adding an NSX Machine Symbol

To manually add an NSX machine symbol, follow these steps:

1.  Double-click on a Collection symbol to apen the Collection submap (the
symbol on the root submap labeled “NetRanger” Is a Collection symboi).
Machines can only be added to Collection submaps! Do nottry to add a
Machine to a non-Collection submap.

2, Select the Edit—Add Object menu function. The Add Object Palette willw
appear.

E ]
_NetView Users:  Select Edli-»Add->ObjJect instead.

3. Click on the Net Device icon, Several lcons will appear In the bottom of the
pelette (see Figure 4.7).
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Figure 4.7: The Add Object Palette

4.  Position the mouse pointer over the NSX 2000 icon, press and haold the
middle mouse button, and drag the NSX 2000 icon to the collection
submap. An Add Object window should appear.

8. Select NetRanger/Director from the list, and press the Set Object Attributes
button.

6. Inthe hostname field, enter the name of the NSX machine exactly as you
entered it in the /usr/nifetc/hosts file,

7.  Press the Verify button. if you entered the hostname correctly, NetRanger/
Director will populate the Organization and Host ID fields for you.

8. Once the hostname, Organization 1D, and Host ID are correct, press OK.
8. Press the Set Selection Name button. Choose the selection name from the

Jist and then press OK in the Selection Name window. Press the OK button
in the Add Object Window,

00O U
NetView Users:  Please skip step #9.
00O P
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Manually Adding an Application Symbol

1.

Double-click on the NSX Machine to which you wish to add the application.
Applications can only be added to Machine submaps! Do not try to add an
Application to a non-maehlne submap!

if the Add Object Palette Is not already displayed, bring It up by selecting
the Edit-3Add Object menu function.

NetView Users:  Select Edit-»Add-> Object inastoad.

From the Add Object Palette, click on the WGC Application lcon, Several
icone should appear in the bottom of the window.

Usling the same technigue described above, drag the application leonto the
NSX submap.

Select NetRanger Director from the list, and press the Set Oblect Attributes
button.

All fields will be populated for you. Preas OK.

Press the Set Selection Name button. Choose the selection name from the
list and then press OK in the Selection Name window, Press the OK button
In the Add Object Window. You should see the Application lcof turn green,
because a green OkAlarm will be created automatically in the submap of
the Application you just added.

NetView Users:  Pleese skip step #7.
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Manually Adding the Director Machine

Normally, you wiill not need to manually add the Director Machine. The Director Machine
symbol Is added for you automatically when nrdirmap comes up the first time, Howaver, it
is possible to manually delete the Director Machine, and you may want to manually add
the Director Machine back to the map at a later time. Also, if you ever changs the
Organization 1D or Host ID of the Director, then you must delete the Director Machine
symbol and add it back with the correct 1Ds. :

m
NOTE
Only one Diractor Machine can be represented at a time. In a future release, this
restriction may be eased, but for this release, you can only have ong Director icon on
a map.
E

The procedure for adding a Diractor Machine symbol is almost idantical to the procedurs
for adding an NSX Machine symbol. The only differences are as follows:

* From the Object Palette, instead of clicking on the “Net Device” symbol class, click
on the “Computer” symbo! class,

¢+ Instead of dragging an NSX Machine symbol from the palette, drag the Director
Machine icon.

+  When you press the Set Object Attributes button, you shouldn't have to enter any

data. Unless configuration files (like /usr/nr/etc/hosts) are missing or incorrect on
your Director Machine, nrdirmap should be able to fill in this information for you,
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The Top-Level NSX Collection (the entity that appears on the root submap labeled
NetRanger) is created for you. This is the only Collection that can appear on the root.
submap. Do not try to create additional Collections on the root submap.

NSX Collections are used to customize, or partition, the map. NSX Collsctions are good
tools to use for grouping machines into foglcatl units. See the saction in this chapter
entitied How fo Custornize a Map for more information about spacific uses of N8X
Collections.

Foliow thaese steps to add an NSX Collaction:

1.  Double-click on the NSX Collection’s submap to which you want to add the
new NSX Collection. NSX Collections can only be added to NSX Collection
submaps! Do not try to add an NSX Collection to a non-NSX Collection
submap!

2. W the Add Object Paiette is not already displayed, bring It up by selecting
the Edit—sAdd Object menu function. )

3. From the Add Object Paletta, click on the Location icon. Several icons will
appear in the bottom of the window.

4. Using the same technique described above, drag the symbol contalning
the WheelGroup Logo to the NSX submap.

5. Select NetRanger Directar from the list, and press the Set Object Attributes
button.

6. Inthe NSX Collection Name fleld, enter the name of the NSX Collection you
just moved to the submap. This name can be any unigue string. For
example, “New York,” “Buliding 162,” or “10.1.1 Machines” would be
legitimate NSX Coilection Names.

7. Press the Verity button.
8. Press OK.
9. Press the Set Selection Name button. Choose the selection name from the

list and then press OK in the Selection Name window. Press the OK button
in the Add Object Window,

L]
NetView Users:  Please skip step #9,
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Modifylng Entity Attributes

Once an entity has been created (either by a user or by nrdirmap), it is often helpful to
view a listing of the entity’s attributes. Some attributes can be edited by the user {for
instance, a machine's Point of Contact), and other attributes are read-only (for instance,
an alarm’s Date). OpenView/NetView provides a visual indication of which fields are
changeable and which are not.

To display an entity’s attributes in OpenView, select the entity with the mouse pointer,
and then select the menu function Edit~Describe/Modify Object. You can also select
the entity and type Cirl+Q, or you can put the mouse pointer over the lcon, press the right
mouse button, and select Describe/Modify Object. A pop-up window will appear. Select
NetRanger Director from the list of applications, and then press the Configure button,

NetView Users:  To digplay an entity’s attributes, select the entity with
the mouse polntor and then select the menu function Edit—>Modify/
Describe— Object, You can alao select the entity and type Ctrl + O. A pop-
up window will appear. Select NetRanger Director from the list of
applications and preas the Configure butlon.

Ditferent entities have different attributes, so each entity will be discussed separately.
NSX Collection Attributes

The NSX Cotliection Name is the single ettribute of an NSX Collaction. If you change the
Name, and then press OK on the appropriate screens, the NSX Collection’s symbol label
and submap name will change to reflect the new name.

Machine Attributes

Machines have four attributes: Organization (D, Host ID, Hostname, and Point Of
Contact. The Hostname and Polint of Contact are editable, but the Org 1D and Host ID
are not. If you need to change an Org or Host 1D, the best thing to do s to delete the
machine and then re-add the machine with the correct 1Ds. if the hostname is changed,
the Machine's symbol label will be the part of the hostname up to the first dot {.), and the
submap name wili be the entire hostname.

if you want to store more-information about the Point of Contact than the single fleld will
contain, there are two things you can do. First, you can use the Object Comments field
to store the additional point of contact information, Second, you could put the point of
contact information in a separate trouble-ficketing system.
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Figure 4.8: Object Attributes Window

Application Attributes

Applications have seven atiributes: Application Name, Minimum Marginal Status
Severity, Minimum Critical Status Severity, Alarm Consolidation Threshold,
Organization ID, Host ID, and Application 1D. The application name, status severity
fields. and consolidation threshold are editable, but the 1D fields are not. if you need to
change an iD, delete the application and then re-add it with the cotrect 1Ds, if the
application name is changed, the Application’s symboi label will change to match the new
application name. and the Application’s submap name will reflect the new name, too (the
format for the Application submagp name is <hostnames:<application names).

The Minimum Marginal Status Severity describas the lowest severity status an event
can have before a marginal {yellow) alarm is created io represent that event. For
example, if the minimum marginal slatus severity is 3. and a severity 2 alarm comes in,
then no alarm entity will be created. ‘

NOTE

The higher the severily tevel, the more severe the alarm. Currently, severity 5 is the
highest severity level assigned by the sensorc daemon.

The Minimum Critical Status Severity describes the lowest severity an event can have
belore a criticat {red) alarm is created fo represent that event, For example, if the
minimum critical status severity is 3, and a severity 4 alarm comes in, then a critical alar
will be created.
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1f you change a status severity value, only events generated after the change will be
affected, !If you increase a threshold severity jevei from 2 to 3, nrdirmap will not
remove any existing level 2 alarms from the application’s submap. Also, il you
decrease a threshold severity tevel from 3 to 2, nrdirmap will not check tistorical log
files and create alarm icons for severity level 2 that may have occurred in the past.
Note that Connections and Alarms do not have submaps.

00 0o IO DO Y SO

The Alarm Consolidation Threshold describes how many identical alarms rmust be
received betore the alarms are replaced by a single “Alarm Set” icon. By default, if two or
more alarms are received that are alike in all respects except for timestamp and
sequence number, nrdirmap will represent these alarms with a single “Alarmr Set” icon.
This prevents the screen from being ciuttered when many similar alarms are ‘ecaived.

Figure 4.9:  sensord Attribute information
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Alarm Attributes-

Alarms have many attributes: Name, Severity, Source Port, Destination Fort, Source
Address, Destination Address, Router Address, Date, is Source Address Protected.
is Destination Address Protected, Details, Signature D, Subsignature ID,
Organization 1D, Host 1D, Application ID, and Instance [D. All alarm attributes are
read-only.

Figure 3.10:  Alarm Event Attributes

By detauit, when fwo or more alarms are received that are alike in all respects except fot
timestamp and sequence number, nrdirmap will represent these alarms with a single
“Alarm Set” icon. The attributes of an Alarm Set are almost the same as the normal
Alarm. The Alarm Set does not have a timestamp and sequence number. Instead, i hac
an Alarm Count, Dale of First Alarm in Set, and Dale of Last Alarm in Set,

[ T I T T 2 T T S S O T T I I L

RN
348 NetRanget 1.3.1 User‘s Guide

119



OPERATING NETRANGER

I N I T N I A T T T S T T TR S S S S BT O T R I I 4 4 e %« w B ®m s os N m e s

Once an Alarm Set is created, If additional matching alarms are received, the Alarm
Count is Incremented, and the Alarm Date(s) are changed if applicable. Note that the
symbol labe! for an Alarm Set Is similar to an Alarm, except that after the Alarm Name, the
Alarm Count is given. *

“The special OkAlarm that indicates that an application has no unresolved alarms has
only four attributes: Date, Organization 1D, Host ID, and Application 1D, All these fields
are read-only. The Date field specifies the time at which the OkAlarm was created. This
gives a lower boundary to the last time that the application In question detected an attack,

Deleting Entities

When you want to remove a symbot (and its corresponding database object), you must
select the symbol and then choose the Edit—Delete—sFrom All Submaps menu option.
The most cormmon usage of the delete function Is deleting an alarm symbol once the
potential hacking attempt has been dlagnosed and resolved.

NetView Users: Select Edit—-Dslete Object—From All Submaps instead.

There are rules governing the deletion of symbeols that help prevent the accidental
removal of alarms and other symbols.

NOTE

Applications and Machines can NOT be deleted untit ALL of their atarms have been
deleted.

This forces the user to go into the submap containing the alarms and specify that itis OK
to delete the alarms. This heips prevent a hacking attempt from going unnoticed.

Once an application or host has had all of iis alarms resolved {and delstad), you are free
to delete the application or machine,

NOTE

if you delete an application or machine, and thon an event is received for that
machine, the machine will be redrawn on the map. In a cass like this, it might be
better to unmanage the machine (see the description of the Unmanage function
discussed later in this chapter).
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Because it would be very easy to accidentally delete large groups of machines, non-
amptly Collections cannot be deleted. if you have a Collection that contains many
machines, and you want to delete the Collaction, you must first go into the Gollection
submap and delete all of the machines (and of course, the machines must have their
alarms deleted before the machines can be deleted). Once you have emptied the
collection submap, you can then delete the Collection,

NOTE

Never use the Delete Submap functiont nrdirmap does ot support this function,
Always use the Deloate Object function to delete entities!

How to Partition a Map

NSX Collection entities can be used to customize, or partition, a map. If the number of
NSX maghines you are maonitoring Is too great to represent on a single submap {for
instance, the Top-Level NSX Collection submap), you can create additional Collections,
and then add Machine icons to those Coliection submaps. This allows you to create a
hierarchical grouping of machines.

For example, it you had 25 NSX machines In Los Angeles, and 35 machines in New York,
you could create an “LA Collection” entity and an “NY NSX Collection” entity. You could
then add the NY NSX Machines to the NY Collection, and then add the LA NSX Machines
to the LA Collaction. This allows you to have fewer symbols per submap, which makes
locating symbols and diagnosing problems faster and easler.

NOTE

To put a maching in a collection, you must use the Add Object function. if a machins

is aiready represented on the map, and you want to move the representation (the
symbol) from one coliection to another, you must delete the machine and then re-add

it. nrdirmap does not support the “Cut and Paste” functionality! Use of the Cut

and Paste functionality on nrdinmap entities will yleld unexpected results, You must
 delete a machine and then rg-add it to move the machine symbol from one Collsction
“ko another.
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Changing Map Configuration Parameters

Thete are five giobal Map-level conﬂguration parameters that can be set, To see these
parameters select the menu option Map-—Maps—Describe/Modify.

PO RE——————————- S S——————————————— AR S A ]
NetView Users:  Select Flle—Describe Map.

You will then see a pop-up window. On this window, choose the NetRanger Director
application, and then press the Configure button,

A\wlndow with five parameters will appear. You will see the following questions:
1. Default lowest event severity that generates marginal icon?
2. Default Jowest event severity that generates critical icon?
3.  Default Number of Identical Alarms before Icon Consolidation?
4. Should nrdirmap be enaﬁ!ad for this map?
8.  Should new securlty alarms be shown on the IP Map?

The answer {o the first question speciies the minimum severity an event must have
before a marginal (veliow} Alarm is generated. For instancae, if you set this value to 2, then
it any new applications are creatad, these applications will have marginal alarms
generated for events whose status is two and higher. Of course, if you manually
reconfigure the Application symbol to have a new marginal status threshold, then this
default value will be overridden.

The answer 1o the second question specifies the minimum severity ah event must have
before a critical {red) Alarm Is generated. For instance, If you set this value to 3, then if
any new applications are created, these applications will have critical alarms generatod
for svents whose status is three and higher. Of coursa, if you manually reconfigure the
Application symbol to have a new critical status threshold, then this default value will be
overridden.

The answaer to the third question specifies the number of similar alarms that must be
received before the alarms are replaced with an *Alarm Sef”, For instancs, if you set this
value to 3, then if three identical alarms (identical in all respacts except for sequence
number and timestamp) are recsived, then these 3 alarm icons will be replaced with a
single Alanm Set whose properties match those of the alarms that were replaced. This
function limits screen clutter by reducing the number of icons on the screen.
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The answer o the fourth question tells whether nrdirmap Is enabled for the currently
opened map. By default, all maps will have nrdirmap snabled. If nrdirmap is disabled fora
map, then no NetRanger security information will be displayed on that map. This function
can be used to control access to NetRanger information.

NOTE

This parameter can only be set when a map is created, Once a map is created, this
parametsr cannot be changed. For more information on this option, see the section
entitied Limiting Access 1o Security information.

The fifth question asks if you want alarm icons to be drawn on the IPMap. This option has
no effect with this release. It may be used in a future version. The IPMap is the submap
hierarchy created by the ipmap application. The ipmap application is the part of
OpenView/NetView that draws a picture of the 1P Topology. The advantage 6f having
alarms represented on the IPMap Is that you can view Fault status and Security status on
the same screen. The disadvantage is that performance is degraded bocause extra icons
are being created,
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NetRanger Director User Interface Menu Functfons

On the main menu bar, the menu option called Securlty contains many useful NetRanger
Director functions. These functions are described below.

Remotely Configuring NetRanger Daemons

There are two ways to change the configuration of NetRanger daamons running on
remote NSX machines.

1.  You can use the nrget/nrast infrastructure to modify daesmon
characteristics based on “tokens” that are specified by the user. These
commands can be run from the command line of the Director machine.

2. Youcan also use the graphical browser utility that comes with the Director.
Ta bring up the utility, select one or more Application or Machine symbols,
and then select the menu option Security-+Configure,

ToA leam more about rConfigure, see the nrConfigure section on page 48.
Viewing Alarm Context Information

The Security—>Show-—Context menu function can be used to display data that was
being transmitted across your network at the time a security event occuired. Context
Information is not available for all Alarm types, Currently, only Alarms that involve string
matching contain context information.

The following signature 1Ds correspond 1o string matching alarms:

Signature 1D Type of string matching
3100-3104 e-mail
3200-3201 WWW

8000 General string matching

All Alarms that have the signature IDs shown above will be represented with
“Alarmi:Content” icons (fcons containing a picture of a magnifying glass over a sheet of
papsr). These icons differentiate “Content” Alarms from “Intrusion® Alarms (which are
represented by icons that contain pictures of lightning bofts).
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To use the Show Context function, select one or more Alarm or Alarm Set icon(s), and
choose Security—-Show—>Context, An “xnmappmon” window will appear that displays
three fields:

+ “String Matched”, This field displays the string that was matched. The maximum
jength of this field is 64 bytes, '

» “Context Buffer 1”. This field displays up to 256 bytes of information that was
transmitted in a single direction (either from or to the Server) at the time the string
match occurred.

* “Context Buffer 2". This field displays up to 256 bytes of information that was
transmitted In the opposite direction (either to or from the Server) at the time the
string match occurred,

NOTE

All non-printable ASCH characters are displayed using a “\" character and two hex

digits. For example, <ctrl-g>, which has ASCH value 07" in hex, Is rapresented as
407", The ASCH character ‘\" itself Is represented as “\V".

If there is no context information available for an Alarm, then the “xrmappmon” window
will display the following message:

Could not £ind context alarm information for alarm <Alarm Name>.

Viewing Event Lists

To view an ASCIl list of the latest events that have been generated for a given application
or machine, simply select either an Application or a Machine symbol from the map, and
then choose the menu option Security—Show->Current Events.

This will execute a program that parses the iog filgs in Jusr/nrivar, looking for all events for
Ihe entity selected. Please note that this will include events that may be below the
threshold for creating alarms. ;

Also note that this window is dynamically updated as new events come in. This is why the
“hourglass” mouse pointer never goes away. The program doss not stop until you press
the Stop button, because it Is always looking for new svents.

To stop the search for new events, press the Stop button. After you have done this, you
can enter new 1Ds (org/host 1D pairs, or org/host/app 1D tuples) and restart the search
with the Restart butlon. You can also use the varlous save and print utifities to store the
data you have collected.
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Press Stop and then Close to stop the event search and ciosa the window.

The events are displayed with an OpenView/NetView utility called xnmappmon (X-node
Manager Application Monitor). You can change the fonts and layout of this utility by
changing the application defaults file for this utility (see your network management
platform documentation for detalls).

Viewing Database Status and Configuration

The Security—Show—DB Info function can be used to show information about the
status and configuration of the NetRanger logging and database staging infrastructure.

To usg this function, click on a Machine icon that represents a machine running sapd, or
click on a sapd Application lcon, and then select Security—>Show—DB Info. An
xnmappmon window will appear with three headings,

Under the heading

/usr/nx/var status foxr <orgids.<hostlds»,<applds:

you will see information about the number and size of files in /ust/nrivar,
Under the heading
Run-time history for <orgld>.<hostid>.<appIids>:
you will see information about the pumber of database processes that have been run.
Under the heading

Trigger configuration for <orgld>.<hostId>.<applid>:

- you will see database configuration Information in the format below.

in the following example, the ORACLE_LOAD trigger is configured such that the DBLoad
process will run it the number of DIRFILES in /ust/nrivar/new Is greater than or equal to 1.

ORACLE,_LOAD DIRFILES 1 /usx/nxr/var/new DBLoad
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Reaolving an Alarm siP Addresses

The Securlty—sShow-sNames function can be used 1o find the hostnames of an alarm’s
source and destination IP addresses, To use this function, select one or more Alarms {(or
Alarm Sats), and select Security—>Show—Names,

An xnmappmon window will display the hostnames if they can be found. If the IP
addresses cannot be rescived, you will see the foliowing message:

rex¥ <Resolver> can't find <IP Addresss>: Non-existent dqmain"
Determining the Version of a Remote NetRanger Daemon

The Diractor Includes a utility called nrVersior that determines the Version of NetRanger
code running on a machine. This function is helpful when diagnosing problems or
upgrading software, To run nrVersion, simply select one or more Machine or Application
symbaol, and then choose Security-»Show-»Version.

An “xnmappmon” window will display the version nurabers of all NetRanger appiications
that are selected, and/or the version numbers of ail NetRanger applications on any
machines that are selected.

if you see the following message:

Exxor: Problem sending query to nx.configd

then the version of nr.contigd that you are using does not support this menu function, You
should also ensure that nr.configd is running on the remote machine.

Shunning IP Addresses and Class C IP Networks

The Security—Shun functions can be used to manually shun (block) incoming 1P traffic,
To shun traffic that emanates from an Alarm's Source [P Address, select the Alarm {(or
Alarm Set}, and choose Security—-sShun—Source IP. To shun traffic that emanates from
any IP address within the Class C Network that contains an Alarm’s Source IP Address,
select the Alarm (or Alarm Set}, and select Security—»Shun—$Source Net,

in elther case, an xnmappmon window will display the output of the nrexec command that
was used 1o shun the tralfic.

Please note that the default fimeout value for the nrexec command is 10 seconds, and
that the default duration for the shun Is 1440 minutes {one day). To extend the duration,
to stop the shunning, or {o otherwise exercise more granular gontrol, use the
Sacurity-»Configure menu function.
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Unshunning IP Addresses and Class C IP Networks

The Security—Unshun functions can be used to manually unshun (aliow the
transmission of) incoming IP traffie. These funotions are used to “undo” the effects of the
Security->Shun functions.

To unshun traffic that emanates from an Alarm's Source IP Address, select the Alarm (or
Alarm Set), and choose Security—Unshun—Source IP. To unshun traffic that
emanates from any P address within the Class C-Network that contains an Alarm’s
Source IP Address, select the Alarm (or Alarm Set), and select
Security—-)Unshun-aSaume Net.

In elther case, an xnmappmon window will display the output of the nrexec ccmmand that
was used to unshun the traffic.

Please note that if traffic is not already shunned for the selected Alarm, then the Unshun
action will have no effect,

Saving Object Data to é File

Use the Security—Save To File function to direct the atiributes of one or mora objects to
a file. This Is helpful if you want to send an e-mall message about alanm details to
someons,

To use this function, select one or more symbols on the map, énd then choose
Security—Save To File. An ASCII file will be created in usr/nr/tmp. The filename(s) will
match the selection name(s) of the object(s) you selected.

This function uses the OpenView/NetView ovobiprint utility. For more information about
ovobjprint, see the ovobjprint man page.

Finding Out About nrdirmap

tise the Security—About function 1o find information about the version of nrdirmap that
you are using.

3
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Creating a Trouble Ticket

if you have the Remedy ARS (server or client) instalied and configured on your Director
machine, then you can use the Security-»Trouble Ticket menu option to create a
trouble ticket. If you do not have the Remedy ARS installed, then this menu function will
have no effect. .

To create a Remedy Trouble ticket, select one or more Alarm or Alarm Set lcons and
choose the Security—Trouble Ticket menu option. One trouble ticket will be created for
sach icon that is selectad. Please note that this means that only one ticket will be created
for a selected Alarm Set, even though the Alarm Set represents multiple Alarm
notitications. In addition, the date timestamp within the ticket will be the timestamp of the
most recent event in the Alarm Set. This function uses NetRanger sapx (Security Analysis
Package eXtractor) infrastructure to load the data into the Bemedy schema. Refer to
Chapter 5 in this User's Gulde to leam how to configure Remedy 1o work with NetRanger.

Changing IP Addresses, Hostnames, and NetRanger IDs

If you.change the IP characteristics of either a Director or NSX machine, or if you change
the NetRanger communication infrastructure characteristics (like hostiD, orglD, host
name, and organization name), you must ansure that the appropriate configuration files
have been changed on ak your NetRanger machines, Including the Director machine.

it you change the hostiD or organizationiD of either an NSX machine or the Director
machine, after making the necessary changes o the configuration files, ensure that you
use the Edit—Delete menu optlon to delets the machine from the map, After this is done,
use the Edit—Add Object menu function to add the machine back to the map with the

proper Ids. See the ssctions on adding and deleting objects for more information about
these procedures.
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ensure that it s changed here,

. K this changes. ., too (use nrconfig):

an P Address lust/nr/etc/routes
lusrinr/ete/sensord.conf
lusrfnr/ete/managed.conf

host or organization names  /usr/nifetc/destinations
{usr/nr/etc/auths
-fusr/nrfetc/hosts
fusr/nr/etciroutes
{usrfnrfetc/smid.conf

host or organization IDs fust/nrietc/hosts

if-the 1P address or hostname of the network managemenit station must be changed,
consult your network management documentation to leamn about what configuration
changes must be made to your network management platform, On HP systoms, itis
recommended that you shut down the user interface, stop the OpenView dasmons, stop
the NetRanger daemons, and then use sam to reconfigure the IP information. ¥ you are
changing the hostname, you should run /etce/set _parms hostname to ensure that the
Common Desktop Environment Is aware of the new hostname. Once thig is dons, and
once any additional OpenView-specific configuration is complete (as specifled in the
OpenView documentation), itis recommended that you reboot your machine.

Changing Registration Files

All OVw Applications have a configuration file called a Registration File that tells the User
interface (OVw) how to treat the application. On HP systems, registration files are kept in
$OV_REGISTRATION/C.

In general, registration files should nat be modifisd, but there are a Tew circumstances In
which it is helpful to edit registration fifes. Reglstration files contain the command that s

actually used to launch the OVw Application, so registration files are good places to edit
an OVw Application’s command-line parameters.
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The foliowing tabie lists nrdirmap's command line paramsters:

L

Opt Params Function
-a <integer> default Alamm consolidation thrashold for new maps
-C <integer> default Criticat value threshold for new maps
-d <none> Disable nrdirmap for new maps by default

-f <nonex force Full synchronization

k <none> Keep symbol coples during delete

-} <integer> numbsr of seconds to be Idle before sleep

-m <non-zero int> default Marginal value threshold for new maps

) <integer> maxirnum numbaer of Objects represented in a map
op <None> Propagate to IPMap for new maps

-8 <NONe> Sacure new map creation

ot <nones Tracing enabled

-a, Alarm consolidation threshold

By default, it two or more alarms are received that are alike in all respects except for
timestamp and sequence number, nrdirmap will represent these alarms with a single

“Alarm Set” icon. This prevents the screen from being cluttered when many similar alarms
are received,

An alarm consolidation threshold is configurable for each application object that s
represented in the map,

The -a option is used to define a new default alarm consolidation threshold. This default
value Is appiled to ail application objects that are created affer you change the default
value, For example, if all of the application icons in your map have an alerm consolidation
of 2, and then you set the -a option 1o §, then whenever a new application Is created, the
new application will have the threshold of 5. Please note that the -a option will have no
effect on existing application entities,

The default is 2. A value of 0 means no alarm consolidation. Any integer zero or higher is
valid,

-¢, Criticat value threshold

By default, if nrdirmap receives an event with a severity level of 4 or higher, the symbol
that represents that alarm will have “Critical” status. Uniess the user specifies otherwise,
a symbol with Critical status will be red.

o« ¥ " 8 s 9 4

420

¥ @ & A % % W E ¥ T E B PR A e % s N YR N Y e

NsfRanger 1.3.1 User's Guida

131



OPERATING RETRANGER

-------------- € % & W B e & B % U A GV B S N R AN W FEE EE RSNV ooy

A critical value threshold is configurable for aach application abject that is represented in
the map. '

' The - option is used o define a new default critical value threshold. This default valus is
applied {o ail application cbjects that are created after you change the default vaiue. For
example, If all of the application icons in your map have a critical threshold of 4, and then
you set the -c option to 3, then whensver a new application is created, the new
application will have the threshold of 3. Please note that the -¢ option will have no effect
on existing application entities.

-1, Disable nrdirmap by defauit for new maps

By default, when a new map Is created, nrdirmap will be enabied, which means that
nrdirmap will display security information on the new map. If you would like for nrdirmap
to be disabled for now maps by default, add the “-d” option to the nrdirmap registration
file.

See the section in this chapter entitied Limiting Access to Securily Information for more
information about anabling and disabling nrdirmap.

-f, forca Full synchronization

By default, when a symboi that exists in muitipie maps is deleted from a map, the symboi
will not be redrawn on the map when the user interfacs is stopped and restanted. The idea
is that once you delete a symbol from a map, the symbol is deleted permanently. Once a
symbol is deleted from afimaps, the object that the symboi represents is deleted irom the
object database.

This means that there could be objects in the database that might not be represented as
symbols in one or more of your maps (for instance, if you have two maps, and you delete
an alarm symboi from one of the maps, the alarm object is still in the database, but there
Is no symbol for that object in one of your maps).

if you ever want to “refresh” a map to ensure that all objects in the database are
representad in a map, use the -f option. This will force nrdirmap to represent ali objects in
the database as symbols on the map you just brought up.

Note that this option should have no effect if you only have ona map.

If you have multiple maps, and you want to “recover” a symbol that was accidentally
deleted from a map, you can use this option (assuming that the object is stili represented
as a symbol in another map).
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], seconds to be |dle before slesp

By default, if nrdirmap does not recelve an alarm or a user intertace callback for
seconds, it will go to “sleep”, and wake up once per second to check for new events.
Once a new event is recelved, It will handle new events as fast as they come In, until 5
seconds pass with no more events. At this point, nrdirmap goes back to sleep.

To change the amount of time in seconds before sleep, use this option. Under normal
circumstances, there will be no reason to change this value from the default of 5 seconds.

-k, Keop symbol coples during delste

By default, when you delete an entity (for instance, a machine, application, or alarm) from
a submap in the Director submap hierarchy, ali symbols for the entity will be removed
from the map. This means that if you make a copy of a symboi and then delote the
original symbol, nrdirmap will ensure that the copy is deleted, too. If you want to keep
copied symbols on the map when you delete a NetRanger symbol, sat the -k option.

WheelGroup recommends the default setting unless you have a spacific reason to create
and retain symboi coples.

-m, Marginal value threshold

By default, if nrdimmap receives an event with a severity level greater than or equalto 3
and less than the critical threshold vaiue (discussed above}, the symbo! that represents
that alarm will have "Marginal” status. Unless the user speclifies otherwisa, a symbol with
Marginal status will be yellow.

A marginal vaiue threshold is configurable for each application object that is represented
in the map.

The -m option Is used to define a new default marginal value threshold, This default value
is applied to all application objects that are created afler you change the default valus.
For example, if all of the application icons In your map have a critical threshold of 3, and
then you set the -m option to 2, then whenever a new application Is created, the new
application will have the threshold of 2, Pisase note that the -m option will have no effect
on existing application entities,

-0, maxiumum number of Objecls represented in a map

The nrdirmap application creates an objsct in the OpenView Windows Object Database
{ovwdb) for every Alarm {or Alarm $et) icon ropresented in a map. If the number of
objects in the Object Database grows beyond a certain level, OpenView performancs can
deteriorate and in extreme cases, OpenView can fail,

» ¢ e » = w L N N I BT A BN A O N R B T I I I

432 " 7 Netranger 1:2.1 tiser's Guide

133



OPERATING NETRANGER

A N A R R T T T Y I T T T O I B O O S S A N BN AR A AL B I R I N AR T A L B 4

To prevent these problems, nrdirmap by default will represent no more than 10,0600
entities (alarms, machines, applications, etc.) in a map at a given time and no more than
1,000 icons on a given submap (window). If a new event comes in that would cause
nrdirmap to exceed either of these threshoid values, then nrdirmap will print a warning
messagé 1o standard out and then redirect the alarm data to a buffer filo in fusr/nrivar for
safokeeping, thus ensuring the integrity of your OpenView data.

To pull the buffer data from the file into the OpenView user interface, delete enough
alarms from the user interface (using the Deiste Object menu function) to reduce the
number of icons and database objects and then bring the user intarface down and back
up again. nrdirmap will read the file and create the new alarm icons.

If you are routinely receiving tens of thousands of severe alarms in short periods of ime
from a given application, you should consider radefining the sacurity policy on your NSX,
orincrease the Minimum Marginal Status Severity level for that application cbject.

High-end workstations with plenty of RAM may be able to handie more than 10,000
Objects in a map. It you want to increase (or decrease) this maximum number of Objects
valug, add the text ~o <value> 10 the nrdirmap registration fite. 1t is not recommended
that this value exceed 50,000. if you increase this value, you may wish fo Increase
ovwdb's cache size by editing the $OV_LRF/ovwdb.irf file to improve ovwdb's
performance (see the appropriate OpenView documentation for more information),

The 1,000 lcons per submap {(window) limit is not configurable because this limitation is
based on the number of pixels that can be devoted to a window, rather than a value that
is uger-configurable (such as RAM, disk space, eic.).

-p, Propagate to IP Map

This option currently has no effect. This option may be used In a later version of the
product,

-8, Sscure map creation

"Use this option to ensure that only authorized users can create maps that contain
NetRanger information, When the “-s” option is enabled, maps with nrdirmap enabied can
only be created from maps that already have nrdirmap enabled. This ensures that a user
who does not have access o nrdirmap-enabled maps {and therelore, does not have
acecess to secutity information) wilt not be able to create a rnap that has nrdlmmap
enablsd,

See the section In this chapter entitied Limiting Access to NatRanger Director Security
Information on page 44 for more information about enabling and disabling nrdirmap.
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Enabling the “-8” option will preciude creating nrdirmap-enabled maps from the
commangd line using the ovw ~n <map name> command, Once the “-s” option is
enabled, the only way to create a new map with nrdirmap enabled is to opsn a map -
that already has nrdirmap enabled, and then use the Map-»Maps-»New menu
function.

NetView Users:  Select Flle—>New Map instead.

-4, Tracing enabled

If nrdirmap is matfunctioning, your authorized service representative might instruct you to
enable tracing by adding the -t option, After you set this option, {t is best 10 bring down the
user Interface, and then bring it back up by typing the following command:

ovw > /fusy/ny/top/nrdirmap.out

NOTE

This will create a file called nrdirmap,out with information that can be used by a
WheelGroup representative o diagnose the problem. Piease note that if you do not
redirect the trace messagss, the messages will go to standard out.
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Command Line Parameter Examples

To enable tracing, type:

Command ~Shared -~Initial ~Restart
"nrdirmap ~-t*;

To create marginal icons for level 2
alarms and critical icons lor level 3
and higher alarms, type:

Command ~Shared -Initial ~Restart
*nrdirmap -m 2 -¢ 3";

To enable tracing and o create
Alarm Sets once 16 similar alarms
are received, type:

Command ~Shared ~Initial -Restart
*nrdirmap ~t ~a 15";

Changing the Number of Events Displayed in Event List

When you select a Machine or Application symbol and select the menu option
Security—>Show Current Events, by defauilt the last 100 events assoclated with that
enlity are displayed (if less than 100 events are known, then all of the events are
displayed). To change the number of events that are displayed, use an editor to modify
the nrdirmap flie, which is stored In $OV,_REGISTRATION/C on HP and Sun systemns,
and /usr/OV/registration/c on iBM systems.

Replace the “100” with the number of your choica on the line shown In bold.

Action show_events {

SelectionRule {isWheelGroup &k (isMachine || isApplication)}:

MinSelected 1;

Command *sh -¢ ‘unsert OVwSessionLoc \;
SOV_BIN/srumappmon \
~galactlist \” ${OVwSelections) \* \

HetRanger 1.3.1 User's Guide

~commandTitle \* Show Current Events for \* \
~appendsSelectlist \

-appendSelectListToTitle \

-maltipleDialogs \ K
~headingline 2 \

~geometry 900x8600 \

~followOutput \

~unbufIQ \

~gtopSignal 9§ \

~emd /umr/nr/bins/filterlogByRostipp ~1 1007 »;
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Changing Symbol, Object, and Submap Characteristics

The OpenView user interface (ovw) provides functions that modify characteristics of
symbols (icons) and database objects.

Unfortunately, the user interface Is perhaps a bit too powerful, in that it allows a user fo
change data in ways that can confuse the nrdirmap application. This section describes
what user modifications are altowed and which are not.

Object Modifications

Object Modifications are made through the Edit—Describe/Modify Object menu
fungction. .

NetView Users:  Select Edit—-Modify— Describe-»Object.

it is OK to change the Comments field, and it is OK to change any attribute field that is
gditable from the window that Is atcessed by selecting NetRanger Director and pressing
the View/Modify Object Attributes bution, Please note that any changes you maka to
an object will apply to all maps. Remember that symbols are map-specific, but database
obiects are shared among ail maps.

You should not edit the Selection Name. The Selection Name field Is & tield that is used o
uniguely identity an object.

Symbol Modiflcations

Symbol modifications are made through the Describe—Modify Symbol menu function.

NetView Users:  Select Edit—Modlfy/Describe— Symbol.
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You can change the Display Label setting, and you can change a symbol from explodable
to executable.

in general, changing the symbol label itself Is not recommended, because nrdirmap has
specific algorithms it uses to determine the symbol label, and it will override your label
customization when the user interfaca Is stopped and started.

You should not change the symbol status source because nrdirmap expects all symbols
{except alarm symbols) to have Compound Status Scurce, This ensures that an alarm's
status Is always propagated upward in the submap hierarchy: Changing the status source
will jeopardize this.

You should not change the symbol type. This will cause capability fields in the object
database to be changed, and this will affect many different functions—including
synchronization and callback communication between nrdirmap and ovw. Do not change
a symbol's symbol type.

Submap Modifications

Submap modifications are made through the Map—sSubmap-sDescribe/Modify menu
function,

L
NetView Users:  Select Edit->Modify/Describo—>Submap Instead.
0O ST AR

You can change the Comments and the Background Graphics fields. Changing the
Submap Name is not recommended bacause, like the symbol label, the submap name is
set by nrdirmap, and nrdirmap will override your customization when the user interface is
shut down and brought back up.

Searching for Symbols

OpsnView provides fairly powerful search ulilities. These search utilities can he used to
locate symbols that match cerlain criteria. The following three search functions might be
useful when searching for alarm symbols;

» Locate by Object Attribute,
» lLocate by Symbol Type. -
» Locats by Symbo! Status.

To use the Locate function, choose Locate—Objects from the main menu, and then pick
the type of search you want.
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For exampie, to view the nurber of unresoived String Matches, you could search by
Symbol Type, and select the Alarm:Content symbol type. To determine how many
critical elements you have in your netwerk, you could do a search by Symbol Status, and
then search for Critical (red) elements. Finally, to search for an alarm from & particular
source P address, you could search by Attribute, and then choose Source IP Address
from the list of attributes, and then type in the source IP address you wantto find.

Setting the Home Submap

When you start up the user interface, a submap that is designated the home submap is
opened, By default, the root (top) leve! submap is the home submap. You may want to
change the home submap to the child submap of the top fevel NSX Collection (the
submap you get whan you double-click on the NSX Collection that appears on the root
level submap). If you want to make this change, follow these steps:

i. Double-click the NetRanger icon.

2.  Select the menu option Map—Submaps-—Set This Submap As Home.

NetView Users:  Select Options— Set Home Submap,

Changing a Submap Background

it is sometimes helpful to place a background picture on a submap fo help identity the
submap quickly. Submap backgrounds can also be used to help provide context for the
different symbols on the submap (for instance, machine lcons positioned strategically on
a picture of a floor plan could halp mark where the machines reside physically).:

To add a submap background, open the submap that you want to change, and then
select the menu option Map—-Submaps—Describe/Modify,

NetView Users:  Select Edit—Modify/Describo—-sSubmap.

Under the Background Graphics: heading, press the Browse button.

NetView Users: Press the Select button.
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From the pop-up list, select the background graphic of your choice. On HP systems,
usastates.gif is a popular choice. You could also create a custom GIF flie with any
graphics program, and use that GIF file as a submap background. Press OK twice.

Repositioning Symbols on a Submap

You can use the mouse pointer to move symbols to different positions on a submap.
However, if symbols are added to or removed from the submap, the user interface will
automatically reposition a#l of the symbols on the submap, and the customization will bs
lost.

To prevent this, it is usually best to tum automatic layout off. To do this, choose
View—Automatic Layout, and select the off optlon for either the current submap (if you
are only repositioning symbols on a small subset of submaps}) or for ail submaps (if you
roposition symbols frequentiy}.

Hiding Symbols

Under some clrcumstances, you might want to prevent a symbol from appaaring on a
given submap, but you might not want, or be able, to delete the symbol. For instance,
there could be a machine in a collection that you don't care about, but you can't delete it
because it has unresolved alams. Assume for the moment that there I8 some reason why
you don’t want to delete the alarms. In a situation fike this, it is best to hide the symbols.

To hide a symbol, select it, then choose the menu option Edit—Hide.

L]
NetView Ugers:  Seloct Edit—Hide Objects.

You are given a choice of hiding This Submap or All Submaps. Pick the option of your
¢hoice,

To “unhide” a symbol, simply select the Edit—Show Hidden Objects manu function.
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Changing the Status Propagation Schemaa

When a symbol has Compound Status Source, the status {color) of the symbol is based
solely on the status of the symbol(s) in that symbol's child submap. OpenView provides
the user with user-selectable sets of *ruias” that the User Interface uses to determine the
status of a symboi based on the status of the symbols in the child submap. These
rulesets are called Compound Status Source Propagation Schemes, and the ruleset
you choose will affect the color of the icons on the map.

To change the status propagation scherne, choose the Map-sMaps—Describe/Modify
menu option, select one of the radio buttons associated with a scheme, and then press
OK.

00000 T
NetView Users:  Select File—Describe Map.

WhaeaiGroup Corporation highly recommends that you select the Propagate Most Critical
scheme,

Consult the documentation provided with your network management platform for more
information about Compound Status Source.

Changing Appearances, Fonts, Window Sixes, Colors, Etc,

in OpenView there are speclal ASCH files called Application Default files that contain
parametars that can be custornized to change the look and feal of centain applications. To
change fonts, window sizes, colors, etc. for the user interface in general, edit the OVw file
which Is in SAPP_DEFS on OpenView systems antt /usr/0V/app~defaults on
NetView systems.

To modify the attributes of the various XNm applications, modify the XNm* files. The
Show Current Events window uses an application called xnmappmon (X-Node
Manager Application Monitor) to display data. If you want to change the appearance of
this window, make the necessary modifications to this file.
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Creating and Using Multiple Maps

The NetRanger Director supports the use of multiple OpenView Windows (ovw) maps.
Using multiple maps in OpenView can be a litle tricky, so consider reading the
appropriate OpenView documentation before creating multiple maps.

Here are some things to remember about muitiple maps:

» Todelete an object from the object database, you must delete the object’s symbois
from all maps. For example, If an alarm objectis represented on two different maps,
the alarm must be deleted from both maps before the alarm Is cleared from the
object database.

s  You can create customized maps for different users. Each user’'s map can have a
different subset of NSX Machines displayed. This is helpful when trying to distribute
responsibility for different NSX machines to different users.

To create a customized map for a user, either use the Map-sMaps—sNew function or use
the -m command-line parameter when invoking ovw (see the appropriate OpenView
documentation for defalls).

NetView Users:  Select Flle—New Map.

When the new map is created, nrdirmap will represent all of the objects in the database
on the new map. Once the new map has stopped Synchronizing, you can use the
Edit->Delete function to remove the symbols that you don't want to be represented on
that map, .

NetView Users:  Select Edit—Delete Objsct.

Usually, Machine symbois are defeted to create a “user domain® with a subset of the
configured NSX Machines.

If you delete a Machine from ona map, but the Machine is represented in a second map,
and if an alarm Is generated by that Machine, then the alarm will only be represented on
the map containing the Machine.

Please note that if you delete the Machine from all maps, then the machine object will be
deleted from the database. If that Machine generates a new alarm, then a néw databasea
object will be created for that Machine, and the Machine will be represented in all maps
again.

[ I N T 2 I TR T T N N TN R N T S 2 T R R I N N DR R A R

NetRanger 1.3.1 Users Gukds | 441

142



OPERATING NETRANGER

if you have an NSX Machine that sends alarms to the Director, but you don't want the
NSX Machine o be represented in any maps, you should reconfigure the NSX machine
to stop sending the alarms {o the smid process running on the Director. This will prevent
nrdirmap from receiving the events and creating the NSX Machine icon. If you stili want
the events from the NSX Machine 1o be logged in the Director machine, but not displayed
by nrdirmap, configure the NSX Machine to send events to the Joggerd daemon on the
Director rather than the smid dagmon.

if you want to put back symbols that you previously deleted, there are two things you can
do if the objects that the symbols represented ars still in the object database.

Option 1: You can use the Edit->Add Object menu function to add the object back to

.‘
5

]

3

0

o

NetView Users:  Seloct Edit— Add—> Object,

NOTE

You will get a few waming messages that you are adding an object that already
exists. Press OK {o continue adding the object,

nrdirmap only creates symbols for alarms that are received after the machine/application
are added to the map, If you want to add a Machine or Application that already exists in

the database and you want to also see what alarms already exist, you shouid use Qption
2.

Option 2: If you have many objects that you want to add back to the map, it might be
faster to bring the user interface down, and then add the -{ option to the nrdirmap
registration file. This will force nrdirmap to represent all objects in the database on the
map, Refer to the section earlier In this chapter on editing registration files for more
information on the ~f option.

if one map Is open (being viewed with ovw) and a second map is closed, and an event
comes in, an alarm will be displayad on the cpen map. if the alarm is deleted from the
open map before the second map is opened, then the alarm wili be deleted from the
database, and the alarm will not be represented on the second map when the second
map is opened. On the other hand, If the second map Is opened before the alarm is
deleted from the first map, the alarm will be read from the database and will be
represented in the second map.
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Note that Object attributas apply to all maps. In other words, any time that the
Edit-sDescribe/Modify Object option is used to edit an object, these changes will apply
to all maps. Unfortunately, there Is no way to customize Object atiributes on a per-map
baslis,

NetView Users:  Select Edit—Modify/Describe— Object.

Using Read~Only Maps

The NetRanger Director supporis the use of read-only user interface sessions. Using
read-only maps in OpenView can be a little tricky, s0 consider reading the appropriate
OpenView documentation before using read-only maps.

Here are some things to remember about read-only maps:

* Itis not possible to add symbols to or removs symbols from a read-only map. This
is a restriction in OpenView that cannot be circumvented. This means that it is
impossible for nrdirmap to create an alarm symbol on a read-only map.

* As aresult, when an event is received by a read-only map, nrdirmap will change
the status of the maghine’s application’s OkAlarm symboi from Normal (green} to
the status of the event that was recelved. This means that even on a read-only
map, you should see the status coler propagation when an alarm Is received.

+  Once you see the OkAlarm (and therefore, the Application and Machine) change
color on a read-only map, you should use the Map—Refresh Map menu option to
view an updated copy of the map. This will allow you to view the alarms that have
come in,

NetView Users: Select Flle— Refresh Map,

+ Pleass note that if you have no open read-only coples of the map, then refreshing
the map will not provide you with additional Information. You must have a read/
write copy running to ensure that the map is updated properly.

» |t a read-only nrdirmap recelves an event, and if the application that generated the
alarm does not have an OkAlarm displayed on that read-only map (for instance, if
there are other alarms already displayed), then nrdirmap has no OkAlarm symbo!
to medify in order to reflect the new alarm. As a result, it is advised that users of
read-only maps ensure that the maps contain OkAlarms so that status changss are
soen immediately. if this Is not possible, then read-only users should either refresh
the maps occagicnally or use evenid to notify the user that an event has been
recelved and the map should be refreshed.
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Limiting Access to NetRanger Director Security Information

There are functions in the NetRanger Director and in OpenView that can be used
togsether to control which OpenView users have access to security management
information. :

If you have muitiple users who have permissions to run the OpenView user interface, but
if you want only a subset of those users to be able to view security information, read the
saction below.

Limiting access to security information is done by disabling the nrdirmap appiication for
one or more OpenView maps. Once nrdirmap is disabled for a map, nrdirmap will not try
to display security information on that map.

Once you have one or more maps that have nrdirmap disabled, and one or mors maps
that have nrdirmap enabled, you can set the permissions of the OpenView maps to limit
which users can access which maps. The result is that only the users with permissions to
open the nrdirmap-enabled maps will have the ability to view security information.

Disabling nrdirmap

nrdirmap is disabled on a per-map basls, You must declde whether or not 1o disable
nrdirmap whenever you create a new map,

L R R R e——
NOTE

Once a map is created and the decision has been made fo enable or disable
nrdirmap, the decision is permanent. For instance, once nrdirmap has been disabled
for & map, it cannot be enabled.
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Disabling nrdirmap can be done in two different ways, depending on how the map Is
created:

1. i you create the map from the Map—Maps—New menu option, choose
NetRanger Director from the list of contigurable applications, and press the
Configure button. You will see an option that reads

Should nrdirmap be enabled for this map?

Choose True to enable nrdirmap and choose False 10 disable nrdimap. The
default is False if the -d option appears in the nrdirmap registration file; the
default is True otherwise.

2. i you create the map from the command line using the ovw -m optlon,
nrdirmap wil ke disabled If the «d optlon appears in the nrdirmap
registration flle; nrdirmap will be enabled otherwlse.

Selling User Groups

All users who should have access to security information MUST be In the group netrangr.
Furthermore, ali users who should not have access 10 security information should NOT be
iy the group netrangr.

On HP systems, users can be added to and removed from groups using the SAM utility.
On Sun systems, the admintoot can be used,

NOTE

On HP Systems, if a user Is In the group netrangr (because of the configuration of the
fetc/group file), but the user's primary group Is not netrangr (because the group ID
listed in /ete/passwd for the user is not the group 1D assigned to the group netrangr),
then before executing nrdirmap, the user must type newgzp - netrangz. Sunand
1BM users do not have to do this.
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Setting Map Groups and Permissions
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Once you have created your maps, you can use the ovwchgrp and ovwchmod
commands to set map permissions.

m
NOTE

OpenView users should have $OV_BIN in their paths, and IBM users have
fusr/OV/bin in their paths.

Maps that have nrdirmap enabled should be readable by users who have access to the
{usrinr subdirectory. This means that maps that have nrdirmap enabled should be owned
by the group nefrangr, and/or be owned by a user who is in the group netrangr.

Ensure that map permigsions are set so that the nrdirmap-enabled maps are not readsble
by pecple nol In the netrangr group. For example, to allow only the user netrangr and
users in the group netrangr to read and write a map calied “detault”, type

ovwchown netrangr default
ovwchgrp netrangr default
-ovwchmod 660 default

Use the $0V_BIN/ovwls command to list the maps and verify the permissions.

In the following example, two maps are created. The map called *secinfo” has nrdirmap
enabled, and it wili be accessible only by the user angle and by other users In the group
netrangr. The map called “nosacinfo” has nrdirmap disabled, and it will be accessible only
by the user bob and users in the group “staff”. Pleasa note that the following exampile
assumes that the -d option has not been added to the nrdirmap registration file.
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Set-up
1. Ensure that user “angie” Is In the UNIX group “netrangr”.

2.  Ensure that user “bab” is not In the UNIX group “netrangs”.

Croate the “secinfo” map
1. Login as user “angie”.

2. Create the map by typing
ovw -m secinfo &

Set the “secinfo” map permissions
1. From the command line, tybe
ovwchown angia gsecinfo
ovwehgrp netrangr secinfo
ovwchmod 660 secinfe
Creata the “nosecinfo” map
1. Choose the Map->Maps—New monu option.

2. Enter a map name, sslect “NetRanger/Director” from the list of
configurable appfications, and preas the Configure button.

3. Choose Falae in response to the following question:

Should nxdirmap be enabled for this map?

4. Choose OK o crente the map.

Set the “nosecinfo” map permissions
1. Type the following from the command line:
ovwchown bob nosecinfo
ovwehgrp staff nosecinfo
ovwchmod 660 nosecinfo

Now, the map viewable by bob will not contaln security information, but the map
viewable by angle will,
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nrConfigure

QOverview

nrConfigure is a Java-based graphical user interface (GU!) that allows you to remotely
configure NetRanger applications and access those configurations. It supports ali the
tunctionality of the individual nrget, nrgetbuik, nrset, nrunset, and nrexec commands, Th:s
GUl-based environment alfows you to see an application's tokens, each token's actons.
and each action's optional values. Figure 4.11 illustrates the nrConfigure window.

HashMapGlAuth
nr manageg ashMapOistringName
nr postolficed
i nr.smid

4 rr netmapd
% o loygerd } ] ReadFilsAuths
] ! ParentProcess il

0000 pustofficed
100011 seasord

Figure 4.17: The nrConfigure Window

Architecture

The nrConfigure GUI works in the following manner. When you press Exectte for a given
application, token, and action, a packet is sent to configd, which sends it on to
postofficed. postofficeo sends it on to the proper daemon, which processes the reguesis
and replies. The reply retumns through postofficed to configa and appears in the
nrConfigure’s Results window.
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Smp\socket

configd

nrConfigure
Java GUI Daemon

dasmon raquest and

repiies

Figure 4.12: nrConfigure Architecture
Starting nrConfigure

nrConfigure is designed to configure daemon applications on an NSX or Director system.
Thisiis done by either selecting a machine Icon from an OpenView security map or by
invoking nrConfigure directly from the command Hine with the NSX or Director's
organization and host id.

¢ To start nrConflgure from within the Director, choose Contigure from the Security
menu. ‘
¢ To start nrConfigure from the NSX cornmand line, type the following carnmand:

/usx/ny/bin/nrConfigure <Organization ID>.<Host ID>:<Host Name> &

NOTE

The <Organization ID> andthe <Host ID> can be found in /usr/nr/etc/hosts.
You may run multipls coples of nrConfigure atthe same time.
O SR

Quitting nrConfigure

To quit any nrConfigure GUI, press the Cancel button. Pressing the Cancel button on
one GU! will not quit any other nrConfigure GUI session.
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Help with nrConfigure
if you need help with nrConfigure, follow these steps:
1. Choose an Application from the nrConfigure GUL.

2. Press the Help Button.

A help window is displayed for the selected application. Help is aiso listed for all
of the application-supported tokens.

postotiiced lerves a3 the sommunitation velicle for the entis
satBanger méua Al (pmmunmti» bcrwaan the other daemans ik
routnd Lhrovgh this servke, T ” pr gon iqvnﬁem bave the
X Diractoe systemy rasiding on upar £ach Bt nm Y
e A L U
10 amen Configurs (0! ¥ reulce:
Hely starting 3 wepr whan sl of the system mlmumuim”w *

Some of the atber distinguishing fe of this ¢ sarvice include the following:

-~ att communication Is bused upon & grepristary
connuction~basyd protocel

-~ % Matsagn it resent if any of It pxckals wre ost

~ communication latagrl mmum taanm&c
racd ot chame e via alisrnson routss

- wihen on route falls, fon & M«mw}n

Figure 4.13: nrConfigure Help
Configuring an Application with nrConfigure

To configure an application with nrConfigure, follow thase steps:

1. Select the Application you wish to configure in the Application selact!on
box.

The GUI will display that application’s allowed Tokens.

2, Sélect the Token you wish to execute in the Token Selection box.

The GUI will display that token's allowed actions.

3.  Select the Action you wish to execute in the Action selection box.

%50 NetRanger 1.3.1 Users Guide
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The GUI will display the following information:

» Any Optional Parameters, if required
»  Any default values for Optional Parameters
+  Any set valuss for Optional Parameters

SO
" NOTE

The GUI wilt display Parameters without current values as the parameler's name in
“«>" hbrackets.

4. Press the Exetute button.

The results will display in the Results tield.

nreontiyy RecorgOthestinations

E nreventd
SigOtsringMatch
SigOIUS Pt
e pastofficed SIROFTspPachet
nr.sapd

B rr.smist
s Evem&ml‘moq;

<S> CAtion> G 0000 A0000080AD0BA000000PEVEDT000]

Figure 4.14: Example of Parameters in Optional Fleld
NetRanger Token Order in the nrConfigure GUI

The display of NetRanger tokens in nrConfigure is depondent upon the order or
placement in the list of NetRanger tokens supporied by a NelRanger Application or
Daemon.

NetRanger Tokens supported by a NetRanger Application are specified in the application

persistence file {(fusrini/stc/persistence.applications). in the following sampie, all the
NetRanger Tokens are grouped by function (Filename, Read, and Write).
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APPLICATION=nY.postofficed
Tp=10000

HELP=postofficed. txt
 TOKEN+FilenameOfError
PARAMETER=£ilename
DEFAULT=. . /var/errors.postofficed
TéKENzFilenameofConfig
PARBMETER={1ilename

DEFAULT=, , /vaxr/postofficed,.cont
TOKEN=FilenameOEiHosts
TOKEN=FilenameOfServices
TOKEN=FilenameOfAuths
TOKEN=FilenameOfDestinations
TOKEN=ReadFileConfiy
TOKEN=ReadFileHosts
TOKEN=ReadFileServices
TOKEN=ReadFileAuths
TOKEN=ReadFileDestinations
TOXEN=WriteFileConfig

END

LRI T T DL T T I B A S A e I D B A R A R L O A
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These same NetRanger Tokens could be grouped by the file they operate on {Config,
Hosts, Services, Auths, and Destinations), as in the following example:

APPLICATION=nr .postofficed
ID=10000 '
HELP=postofficed.txt
TOREN=FilenameOfError
PARAMETER=filename
DEPAULT=. , /var/errors.postefficed
TOKEN=FilenameOfConfig
PARRMETER=£ilename
DEFAULT=. . /var/postofficed.conf
TOKENwReadFiieConfig
TOKEN=WriteFileConfig
TOREN=FilenameOfHosts
TOREN=ReadPileHosts
TOKEN=FilenameOfServices
TOREN=ReadFileServices
TOKEN=PFilenameCOfAuths
TOKEN=ReadFileAuths
TOKEN=FilenameOfDestinations
TOXKEN=ReadFileDestinations

END
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?c edst the location of a NetRanger token in the list of Supported NetRanger tokens for a
NetRanger Application, follow these rules:

1.

2,

4!

4 £ % 8 A A 3 B A P 3 & P N T S Y E NS P ST EE SV S NN R D

The APPLICATION, ID, and HELP header (HEADER) must come first to
define a valid NetRanger Application, -

APPLICATIONcnr postofficed
I0=10000
HELP=postofficed. txt

The END tag closes the dafinition (TRAILER).
END

Always move the tralling PARAMETER and DEFAULT tags, if they exist, for
the selected token.

TOREN=FilenameOfErxox
PARAMETER=£i lename
DEFAULT=. . /var/errors . .postofficed

NetRanger tokens not defined between the HEADER and TRAILER will not

show up in the nrConfigure NetRanger token list when the Application is
highlighted.

" Nefranger 1.3.1 User's Guide
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eventd

Overview

eventd is a general-purpose service that can execute. a user-defined action bassd on
alarm events sent to it. These user-defined actions are typically implemented via a shell
script, where the various fields of an alarm record are accessible as $n command fine
arguments. As shown in the shell script below, $1 s the MessageType, $2 is the
RecordID, $3 is GlobalTime, and so on. Below Is an exampls of the event script in
fusr/nr/bin/eventd that parses message fislds common to NetRangear messaga types.

# Parse

¢ Parse

the message fields common to all NetRanger message types
MassageType=5(1}
RecoxrdiDs5{2)
GlobalTime=$5{3)
LocalTime=${4)
bDatestr=${5)
TimeStr=${6)
ApplID=§{7)
HogtID=$ (8}
OrgIp=${9}
the message fields based upon the NetRanger message type
case ${MessageType) in
2) ErrorMessage=${10}
MessageCount=${1x}
AlertMessagex printErrorMessage’
3
3} SLCApplIDas{10)
SreHostID=5${11)
SreOrgIb=${12}
cormandMesgages${13)
Messagefount=%${14)
AlertHMespagec’ printCommandlogMessage’
1i
4) sroplrection=${10)
pstDirection=${11}
Bventlevel=${12)
EventS5igID=§{13}
EventsubSigID=${14)
ProtocolTypess (15}
if [ *${ProtocolTypel™ = “ICR/IP® }; then
SreXpAddr=5{18§)
DstIpAddr=${17)
DetIpPoxt=35{19)
Sourceaddr=5{20)
EventMessage=${21)
MessageCount=5{22}
elge ‘
Mepsagelount=5{16)
£4

B 8 & 3 8 9 % & 4 ¥ & 8 P P E B S Y T Y E Y P E B LY NS o

MetRanger 1,3.1 User's Gulde as8

156



JERATING NETRANGER

gventd is generally intended to accommodate batch or background processes, such as e-
mail notification. Any of the event fields can be used to determine when a user-defined
action should occur. For example, a script could be created that generates a separate log
of only Level § alarms generated by network traffic from a given source {P address.

Using eventd to set up an e-mail notification system

By default, eventd is shipped with an e-mail notification service. (Please note that many
pager systems can be enabled via e-mail notification.) eventd receives copies of alarms
from smid, arranges them into a readable format, and then sends o-mall messages to
users based on information stored in configuration files. An example s-mall message
follows:

From netrangr@df%ectorl‘wheelgrdup.com Tue Nov 5 12:01:10 1996
From: netrangrédirectorl.wheelgroup.com

Date: Tue, 5 Nov 1996 12:07:42 ~0&00

Subject: Alarm OUT->IN Level 2.

Date: 1996/11/05,12:06:00 -
NSX: [10801.1.100]

Attack: B00O,502 Level: 2

Addrs: 192.216.46.55:80~>207.18.164.150:40134

Names: webcrawler.com->lookout.wheelgroup.com

Sig: 8000 "String Match*

Msg: ®*golf”

Basic Setup

eventd is not configured when ths package is instalied. To sot up eventd, do the
following:

*  Set up evant script's configuration file
* Se! up evenld configuration file
« Set up smid configuration file
« Setup eventdio start
Set Up the Event Script’s Configuration File

The event script converts alarms into e-mall messages and sends them 10 a configurable
destination. evernitd must be configurad before it can send alarms. The default
configuration file is a template with sample comments only. Unlike the configuration files
for NetRanger's dagmon services, the configuration files for the event scriptare located in
Jusrint/binfeventd,
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The iocation of the e-mail executables and assoclated configuration files is totailly
user-configurable. In this case, these files reside in fusr/nr/bin/eventd. Location and
creation of such flies is Implementation-specific.

00000
Perform the following steps to configure the event script:

1.  Add your organization definition,
ORGANIZATION 100

2. Add users to receive T{(pa 2 alarms. Only one line for Type 2 alarms is
accepted.

2 netrangr

3. Add usera to recelve Type 3 alarms. Only one line for Type 3 alarms Is
accepted.

3 netrangy

4. Add users to receive Type 4 alarms. Multiple lines may be added for Type
4 alarms, Type 4 alarms have 5 levels, a source, a destination, and

reciplents.
# Level 4 Alarms
#
# Source arnd Destination of Alarm
# Sre: OUT,.IN, -
# Det: OUT,IN, -
£ *-* denotes either
#
#Type #lLevel #5rc ¥Dst #Recipients
4 1 ouT IN user?2
4 2 our IN ugexd
4 3 our IN user?
4 4 ouT IN root, userl
4 5 ouT IN root, userl

+ Level: The lavel of the alanm you wish to select, Bource and Destination have three
possible settings: IN, CUT, and -,

+ IN. The address must ba inside the network.
»  OUT. The address must be from inside the network.
* The dash (-) symbol. The address can be either IN or QUT,

* Source. The location of the iP address you wish to select for the recipients
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« Destination. The location of the 1P address you wish to select for the reciplents

+ Reclplents. The mail destination of events that match the preceding selection
process '

Set Up eventd’s Configuration File

Before eventd can send alarm levels 10 a destination, the foliowing line in /usr/nr/ete/
eventd.conf must be added:

EventApplication <UniquelD> <lowestLevelToSend> <locationOfScriptRelativeTo/usr/nr/bin>

The following example defines one script for one organization:

Eventapplication 1002 2 ./eventd/event
Set Up smid’s Configuration File

in order for eventd o recelve alarm events from smid, the configuration file smid.conf
must contain & bupDestination entry for gvantd. An exampie entry might look as
follows:

DupDestination directorl.wheelgroup eventd 2 ERRORS, COMMANDS, EVENTS

Sat Up eventd to Start
Edit /usr/nr/etc/daemons by uncommenting the following line:

# nr.eventd

[ T
'NOTE

If nreventd is left commented or out of /usr/nr/ete/daemons, the daemon wili not be
started automatically on system start-up.

-
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Advanced Setup
Monitoring Multiple Organizations

if you are monitoring only one (1) organization, use event.conf as your configuration file.
Otherwise, build a separate copy of event and event.conf for each organization, Todo
this, add finks polnting to the original event under the name of the organization and make
a copy of evant.conf under the same name as the new even! script. To edit each
organization-speclfic configuration file, follow these steps.

1. Create ascript file with the same name as the configuration file. Use UNIX
link command;

$cd /usx/nx/bin/eventd

%ln «s ./event ./event_ wheelgroup
The soript file, when run, will jook for a configuration file by the same name with
*.conf” appended. Use event.conf as an example.

2, Make a copy and sdit it according to your local needs:

Bcp event.conf event wheelgroup.conf

$vi event_wheelgroup.conf

3. Edit/usr/nr/etc/eventd.conf by adding organization designations, for
example:

EventApplication 1002 2 ./eventd/event_wheelgroup

BventApplication 1003 2 ./eventd/event_organization2

In the example above, two scripts for two organizations are being added. The
organizations are designatad as wheelgroup and organization2,

For example, a new script for wheslgroup Is made under the name of event_whesigroup,
and avent_whealgroup.cont, respactively,The fines look like this before configuration:

~IwWXT~X--~ 1 netrangr netranygr 6603 Nov 22 17:1% event

- TWRL =K 1 netrangr netrangr 1021 Nov 22 15:30 event.conf

and like this after configuration:

RWKE e I netranyr oekrangy 5603  Nov 22 17419 evant

CEWEE =X 1 perrangr netrangr 1821 Nov 32 14:30 event.cont

AWKy e xT X 1 netrangr netrangy s Nov 22 15:3% evant wheslgyoup~> avent

" KWRL R 1 nebrangr nstrangr 1305  ¥Wov 23 13:47 svent_ wheelgraup.cont

1TWRL AT ~X 1 netranyr netrangys - Hov 22 15:3) svent_oyganization2«» avent
SXWKE Ko 1 perrangyr netrangx 1308  HWov 23 12:47 event_orxganizationi.cont
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Changing the Event Error Netification user

Event Error Notification is in the event script. it looks for its own configuration file, and if i
cannot find it, or It has an error processing the alarm, it notifles the person(s) named as
MAIL_FAILURE. To change user to receive e-mail on problems with the configuration
file, edit event, in the /usr/nribin/eventd diréctory, in the following manner:

MAIL_FAILURE="userToReceiveEmailOnFailure@somehost . com, netrangr®
For example.
MATL_FAILURE="bobBalarmsRus,com,postmasterfwalyug”

in the above example, “postmaster@wairus” is the second user added to th
MATL_FAILURE line. ‘ .

Event Signatures

Event signatures consist of a unique signature Identifier (SigiD) and a sub-signature
identifier (SubiD). This section includes a list of the event signatures currently defined in
NetRangar. SiglDs are bullt into NetRanger; SublDs change depending upon the SigiD
they come under.
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New Signatures in the 1.3.1 Release

SIGID

Data
Context
Provided

1evel

Description

1100

No

P Fragmaent Attack-Datects an attack that exploits
a vuinerability in TOPAP stacks with IP fragments

1101

No

Unknown IP Protacok—Alarms on any IP packet
with & protocol number that RFC1700 declares
reserved or unassigned. This range includes 0, 55-
80, and 101-255.

2152

No

ICMP Flood—Will fire off if the threshold of X ICMP
pkis/sec from a singls host is excesded. The
SubSiglD will be set to the ICMP type code of the
last packet.

3105

Yes

Sendmail decode--Detects any mall recipient or
sender with tha name dacodae. decode is a mail
alias that Is misused by many intruders to psnetrate
systems. it does have a lsgitimate use for
automatically decoding mai! messages, but may be
abused.

3150

Yoz

FTP Remote command executior~Detects use of

the FTP SITE command. This command has been
misused to penetrate systems. it does not nomally
occur within legitimate FTP sessions.

3151

Yes

FTP Resonnaissance--Detects use of the FTP
SYST command, it provides information about the
servar that an intruder may use.

3152

Yes

FTP CWD ~root exploit--Datects the exploit used to
penatratg systems.

3183

Yos

FTP PORT command with address other than the
client's. Most PORT commands specify a
destination address for the setver's data connection
to be the client. A different address may be
speocified, but this is rare. Intruders may use this
capability for network recon.

3154

Yes

FTP PORT command with a reserved pont (under
1024). Legitimate data connections do not usually
use a reserved port. Intruders may use this
capabiifity for network recon.

The next three signatures aler that a URL that ends with one of these three letter extensions
is being activated by a user, Users browsing with MS internet Explorer are vuinerable to these

finks.

v e g B % & B &K B PR O
NetRanger 1.3.1 User's Guide

S 3 B WP S F RS ¢ e P ¥ B D E D E S NSRS R R PR T SR oW

.

481

162



OPERATING NETRANGER

LR 2 2 TR T I T N

[ B

* % 8 4 w ow o r oF E A F e e & B E S WS K. & oy

Data
siagip Context | Level Description
Provided

3202 Yes 4 User accesses a .ur link

3203 Yes 4 User nccesses a .ink link

3204 Yas 4 User accesses a .bat link

3205 Yas 2 HTML file has .url link {context info provided)

3206 Yes 2 HTML file has .Ink link {context Info provided)

3207 Yes 2 HTML file has .bat link (contexd info proy}ded)

3300 No 5 NetBIOS QOB data attack

3500 Yes s Attempt to flogin into systerm with user name of
“froot’, Detects an explolt used o penstrate AIX
systems,

4050 No 3 UDP Bomb—This attack may cause & denial-of-
service by crashing the target system the UDP
bomb is golng to. The SubSigiD is the difference in
bytes between the [P data length and the UDP
datagram langth.

6200 Yes 5 ident buffer overfiow—Detects improper ident reply
from a server that may overflow a buffer, giving
accoess to an infruder,

6201 Yes 5 ident newline—Similar problem to that mentioned
above; gives access,

6202 Yes 5 ident impropar request-~improper raguest to an

‘ ident server.

The next four signatures indicate that a user has muftinle fafled authentication attempts.

6250 Yas 3 FTP authentication failyre {3 failed attempts)

6251 Yes 3 Telnet authentication failure (3 failed attempis)

6252 Yes 3 rfogin authentication failure (3 falled attempts)

6253 Yes 3 POP3 authentication fallure {3 tailed attempts)

Modified Signatures
SiglD Context-based? . Modification
2151 No Increased size of allowed ICMP traffic
2000-2012 No SubSBiglD now contains ICMP code value

" " NstRanger 1,2.3 Users Guide
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TCP/IP Event Signatures

TcP/tP event signatures are currently divided into three groups: context-, content-,
regular expression- and NetSentry-based,

Context-Based Signatures

Context-based signatures are based on information passed in the TCP/IP header. This
can include such things as the destination port, e.g., TCP port 80 for WWW traffic, IP
Options, (e.g., source routing), or a combination of events found in a hacking attack. The
following group of signatures are context-based attacks that are detectable using
NetRanger. Signatures are generated from stateful multi-header packet analysls.
NetRanger detects stateful attacks by remembering a sequence of events, or by
raconstructing packets to find certain strings or attacks. Those attacks for which alarming
Is dependent upon maintaining the state of a connection are indicated by a “ following
the attack name. These signatures currently analyze the following types of events:

» Source Routing. NetRanger detacts both loose and strict source routing which is
commonly used by hackers to bypass rules found in fittering routers.

» JCMP Network Sweeps. This attack uses the ICMP protocol to discover which
.machines are alive on a remote network. This Is most often used as the first step
of an attack to find potential targets. This can be implemented three ditferent ways
using different ICMP types. All three are detected within NetRanger.

* Fragmented ICMP traffic. To get around filtering on large ICMP traffic, it is
possible to fragment this traffic and “rick” some intrusion detection systams.
NetRanger checks for and alarms on this activity,

« Large ICMP traffic. Numerous computers are vulnerable to an attack where if you
send an ICMP packet with an exiremely large data size it will crash the machine.
NetRanger blocks and alarms this traffic.

* TCP Port Sweep. When targeting a speclific machine, a hacker wili frequently run
a TCP pont sweep to get & list of all available services on the remote target.

» Half-Open SYN Attack. This aftack was recently publicized when it was used to
shut down several intemet Service Providers, This attack can crash a machine by
overloading it with TCP connection requests that it never closes.

+ TCP Hifacking. This attack looks for a characteristic of attacks which take over an
existing TCP connecﬂun

* UDP Port Scan. When targeting a specific machine, a hacker will frequently run a
UDF port sweep to get a list of all available services on the remote target.

s SATAN Scan. This looks for both the normal and heavy SATAN attacks.

ooooooo [ S R T R A L A T I T T R B T T I S I . L T I
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Content~8ased Signatures

For these attacks, NetRanger looks further than simple TCP/P header information. It
actually fooks inside the packet for data which indicates an attack in progress. Most of
thesa signatures take advantage of looking for these signatures within a certain context.
For example, Sendmail attacks look for certain strings only within the Sendmall port 25,

.

L A ]

Small attack. NetRanger locks for an attack which was only found in the e-mail
package “srnail”,

Sendmall invalid reciplent. This looks for attacks which try to send an e-mailto a
program on a remote machine, The attack expects the remote machine to execute
the e-mail as if it wera a program.

Sendmail invalid sender, This attack is like the previous attack except that the
sender of the e-mail appears to be a program. When an error ocours within the e-
mall the ramote machine attempts to retum it to the original sender. The e-mail Is
then executed as a program on the remole machine,

Sendmall reconnalasance. This attack Is used to gather information about remote
users through the mail port. This Is usually used as a preface to other attacks.

TFTP password. This looks for anyone attempting to get the password fite using
the TFTP service which requires no authentication,

DNS HINFO Requests. This attack uses DNS 1o gather information about a
specific host.

DNS Zone Transfer Request, This attack attempts to gather information about all
hosts registerad with your DNS server, This can be used by hackers to try to geta
map of your network,

DNS request for all records. This attack requests all records maintained on a
remote server and it Is used to gather information for a future attack,

RPC port registration. This Is used to register a specific application o aporton a
remote machine and shouid never occur across the network,

RPC port unregistration. This is used to unregister a specific application to a port
on a remote machine and should never occur across the network.

RPC dump. This is used to query a remote machine about which services are
running at what ports. This is commonly used by hackers as a preface to an attack.

Proxied RPC reciuest. This is an attack whers you frick the remote machine into

issuing a request to a service such as NFS for you. This makes the source address
appear to be the local machine Instead of the attacking machine,
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NFS mountd request. This is an attack whete a remote user tries to connect to
the mountd process. This attack can determine what file systems a site is sharing
on the network and how it might be explolted.

rexd request. This is a request to the remote execution daemon and is used fo run
programs on a remote machine without authentication.

YP attacks. There are five separate attacks which NetRanger looks for which try
to take advantage of the service which maintains network passwords and other
files. .

loadmodule attack. NetRanger looks for a string characteristic of an attack which
tricks a set uid program into giving systern administrator privileges to the attacker,

Any matched string. NetRanger can look for any string within any service using
regular expression matching, This allows any organization to define thelr own
requiraments and lock for abuse of their proprietary systems, -

IP Options Events

IP options consist of a variable-length list of opfional information for an IP datagram.
Options are rarely used and not all routers and hosts support them, A good security
measure Is to refuse routing IP datagrams with options. Detecting IP options from
extemnally connected networks provide a good indicator of potential network problems
and attacks.

1000

1001

HetRenger 131 User's Guide

IP options—Bad option list
SublD Values: 0

Misc Fleld info: none
Recommended Alarm Value; 1
The list of IP options for the datagram is incomplete or maitormed, This may

indicate an attack where the attacker Is using improperly developed hacking
software,

IP options—Record packet route
SubiD Values: 0

Misc Field info; none
Recommended Alarm Value: 2
This option instructs each router to record in the options list the IF address of the

Intertace that the packet will be transmitted from. Because of the limited size of
an IP header, only nine addresses can ba stored within this list.
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IP options—Timestamp

SublD Values: 0

Misc Field info: none

Recommended Alarm Value: 1

This option Is similar to the record route option. Routers are requested to add
timestamps into the options list, This option is of little value because of the limited
size of the options field.

IP options—Provide s, ¢, h, tce

SublD Values: O

Misc Fiald Info: none

Recommended Alarm Value: 1

Basic sacurity options as defined in RFC 1038. Usad to carry security level and
accrediting authorty flags. Implementation of security via these options is
obsolete and should not be used.

IP options—l.00se source route
SublD Values: 0

Misc Fleld Info: none
Recommended Alarm Value: 5

This option specifies a list of IP addresses that the IP datagram must traverse
(excluding the routers the datagram can also pass through). An attacker may

transmit datagrams into a network.using spoofed source addresses that appear

1o come from the target network. Responses to these packels are transmitted
back to the attacker because the host racognizes the source route option. This
allows attackers to deteat IP address based authentication mechanisms. Source
route attacks usually use foose routing due to the number of hops a datagram
must traverse across the Intermet.

IP options-—~SATNET ID
SublD Values: 0

Misc Field info: none

Recommended Alarm Value; 1

Stream identifier option. This opticn Is obsolete and shouid not ba encountered.

* NetRanger 1.3. User's Guide
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1006 IP options—Strict source route
SublD Values: 0

Misc Field Info: none
Recommended Alarm Value: §
This option specifies the exact list of IP addresses that the 1P datagram must
traverse. This Is similar to Joose source routing. Source route attacks usually do
not use this type of source routing. :

ICMP Events

ICMP datagrams are generated to provide administrative and diagnostic information. The
most common use of ICMP datagrams is the “ping” program, which verifies the existence
of a host. ICMP traffic can provide much information about a network, and it can also
modify network characteristics such as routing tables. Attackars use ICMP to discover
and modify this information, SublDs for the following signatures are set to zero.

2000 ICMP Echo Reply
SublD Values: O

Misc Fleld Info: none
Recommended Alanm Value: 1

This message is generated In response o an echo request. This type of
datagram is sent from the host being pinged.

2001 ICMP Unreachable
SublD Vaiues: 0
Misc Flald info: none
Recommended Alarm Valus: 1
This message is transmitted to a host stating that the Intended destination is
unreachable for the IP datagram it transmitted, The first 64 bits of the falled

datagram is transmitted along with the unreachabls message. Unreachable
messages can ba used to disrupt existing TCP sessions,

2002 ICMP Source Quench
SublD Values: 0

Misc Fleid info: none

Recommended Alarm Valus; 2
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2003

2004

2006

This message is transmitted 1o a host to report network congestion and requests
a reduction in the current rate of datagram transmission. While not all systems
support this feature, it can be used to enact a denial-of-service attack. The
performance of the targeted host can be compromised by sending a continuous
stream of these source guench messages. ‘

ICMP Redirect (change a route)
SubiD values: 0

Mise Field Into: none
Recommended Alarm Value: 1

This message s transmitted from a router to host with an update for the host's
routing table. This snables hosts to start with the minimal routing configuration
that Is subsequently updated by the network’s router tables. Attacker's use
redirect messages to place incorrect routes Into a target host's routing table to
support IP hijacking and other attacks.

ICMP Echo Request
SubiD Values: 0

Misc Fleld info: none
Racommended Alarm Value: 1

This message requests that the destination host transmit back an echo reply
message. This type of datagram Is gent to the host being pinged. Individual
requests are not a security threat, Large numbers of these requests may be a
denial of service aftack or network reconnalssance as depicted in SigiD 2100
below,

ICMP Time Exceeded for a Datagram
SublD Values: 0

Misc Field Info: none
Recommended Alarm Value; 2

This message was designed to report circular or excessively long routes. A router
decrements the time-to-live (TTL) counter whenever It processes a datagram and
discards the datagram when the count reaches zero. The first 64 bits of the
discarded datagram are transmitted along with the time exceeded message to
the originating host. These messages typically accur when an attacker is using
the “raceroute” program to heip map out a target network. It also occurs whena
host has the default TTL set to low {e.g., 30) and transmits datagrams to a
destination far across the intemet,
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ICMP Parameter Problem on Datagram
SublD Values: O

Mizsc Fleid Info: none
Recommendod Alarm Value: 1

This message is transmitted when a datagram header s incorrect. The first 84
bits of the incorrect header is also sent.

ICMP Timestamp Request
SublD Values: 0

. Misc Fleld Info: none

Recommended Alarm Value: 2

This message requests the destination host to transmit back a timestamp reply
containing the host's current time, Individual requests are not a security threat.
Large numbers of these requests may be a denial of service altack or network
regconnaissance as depicted in SigiD 2101 below.

ICMP Timestamp Reply
SubiD Values: 0

Misc Field Info; none
Recommended Alarm Value: 1

The message generated in response 10 a timestamp request. Use of this feature
could be considared as another type of “ping”,

ICMP Information Request {(obsolete)
SubiD Values: 0

Misc Field info: none
Recommended Alarm Value: 2
This type of ICMP packet Is obsolete and should not be ussd.

ICMP Intormation Reply (obsolete)
SublD Values: 0

Misc Fleld Info: none

Recommended Alarm Value; 1
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This type of ICMP packet is obsolete and should not be used.

{CMP Address Mask Request
SubiD Values: 0

Misc Flsld Info: none '
Recommended Alarm Vaiue: 2

This message asks the destination host to transmit back the address mask in use
on the network, This servicae was designad to allow diskless clients to set the
address mask by broadcasting this reguest over the local network, individual
requests are not a security threat, Large numbers of these requests may be a
denial of service attack or network reconnalssance as depicted in SigiD 2102
below.

ICMP Address Mask Reply

SublD Values: 0
Misc Field info: nene
Recommended Alarm Vaiue: 1

The message generated In response to an address mask request. RFC 950
added this feature, but RFC 1122 forbids a host from sending replies uniess it has
been explicitly configured as an authoritative agent for address masks. Hosts that
do not implement this feature correctly may respond to a targeted
request—another type of “ping”.

ICMP network sweep w/Echo

SublD Values: 0

Misc Field Info; none

Recommended Alarm Value: 8

This signature identifies a host thatis transmitting ICMP echo request datagrams
to multiple hosts on the network. This method Is commonly used by attackers to
identify active hosts within a network address range, While this can be a serious

attack, network management tools such as HP OpenView aiso perform this type
of network discovery on a regular basis,

ICMP network sweep w/Timestamp
SubliD Values: 0 '

Misc Field Info: none

Recommended Alarm Value: 5

" NetRanger 1.1 User's Guids
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This signature identifies an altacking hcst that has transmitted ICMP tlmestamp
request datagrams to muitiple hosts on the network. While this request can also
be used to identify active hosts within a network address range, most attackers
use the more common echo regquest method (see SigiD 2100),

2102 = ICMP network sweep w/Address Mask
SubiD Values: 0
Misc Fleld Info: none
Recommended Alarm Valus: §
This signature identifies an attacking host that has transmitted ICMP address
mask request datagrams to multiple hosts on the network. While this request can
also be tised to identify active hosts within a network address range, most
attackers use the more commen echo request method (sea SigiD 2100).
2150 Fragmented ICMP Traffic
SublD Values: O
Misc Field Info: none
Recommended Alarm Value; 4
This signaturg identifies an attacking host that has transmitted a fragmented
ICMP packet. By design, ICMP packels are small and should never be
fragmented. There are attacks that utilize fragmented ICMP packets to crash
target systems,
2151 Large ICMP Traffic
SubiD Values: 0
Misc Fieid Info; none
Recommended Alarm Value: 4
This signature [dentifies an attacking host that has transmitted a large ICMP
packel. By design, ICMP packets are small and should never be fragmented.
There are aftacks that utilize large ICMP packets to crash target systems.
3000 TCP Connection Logging
SubiD Values:0 - 65536 [SYN] Destination TCP port
100000 - 1658536 [SYN-ACK] Destination TCP port 4+ 100000
200000 - 265536 [FIN] Destination TCP port + 200000
300000 - 365536 [RST] Destination TCP port + 300000
he.tnanbe}‘:a‘.1ﬂu;a‘rl’“e&ml’ltll..DQ‘HCAQ lllll ﬂ't.h’.l.'.l'l!t&";
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MISC Field Info: TCP sequence number
Recommended Alarm Value: 1
Packets Required: TCP packets with the SYN, FIN, or RST flags set

This event is used for logging TCP traffic. The token LevelO{TmfﬂcLoggIng is
used to configure the Isvel of logging.

Level 1: No TCP logging ocours.

Level 2: Only TCP SYN packets are logged {default). This indicates that the
source host has Initlated an attempt to establish a TCP connection to
the destination host using the TCP ports specified. The SublD for this
signature is the destination TCP port, If the destination host refuses this
connection bacause the requested port doas not exist, an ICMP
unreachable message will immediately follow.

- Level 3: AHTCP SYN, FIN, and RST packets are logged.

The sequence numbers stored in the miscelianeous field provide enough
information to determine the number of bytes transterred within a TCP
connection. This is accomplished by subtracting the initial sequence number
from the SYN packet from the final sequence number from the corresponding FIN
packet.

TCP port sweep

SublD Values: 0
Misc Fleld Info: none
Recommended Alarm Value: 5 .

This sighature identifles an attacking host that has initiated a series of TCP
connections to a number of different destination ports on the target host. This
method Is used by attackers to determine the services ayallable on the target
host for potentiai exploitation,

Half-open SYN attack
SublD Values: 0

Misc Fisld Info: Affected TCP port on targst system
Recormmended Alarm Value: 5
This signature identifies the targeted host and TCP port where the source

address and port may be randomly generated by an attacker, Detection of this
signature is currently limited to FTP, Telnet, WWW, and a-mall servers.
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Small attack
SubiD Values: 0

Misc Fleld info: “to: bounce”
Recommended Alarm Value: 4
This signature detects the very common “smail” attack against e-mail servers.

Sendmail invalid Recipient

SubiD Values: 0

Misc Flaid Info: “to: I”

Recommended Alarm Value: 4

This signature detects any mail message that is transmitted to an address of
“pipe” something. Due o the vulnerabiilties previcusly discovered in sendmail
and the complexity of the software, destination addresses of this type should not
be allowed,

Sendmaill Invalld Sender
SubiD Values: ¢

Misc Fleld Info: “from: I”
Recommended Alarm Value: 4

This signature detects any mail message thatis transmitted with a return address
of “pipe” something. This should not be allowed under any circumstance.

Sendmail Reconnaissance
SubiD Values: 0

Misc Fleld info: “vrfy” or "expn”
Recommended Alarm Value; 2
This represents a reconnaissance attempt by an intruder. it may also represent

an advanced user attempting to determine the malling address of a friend or
co-worker,
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Archalc Sendmali Attacks
SublD values; O

Misc Field Info: “wiz" or “debug”
Recommended Alarm Value: 2

This sendmail attack is archaie and should not work against current varsions of
Sendmail.

WWW pht attack
SubiD values: O

Misc Figld Info: none
Recommended Alarm Value: §

This serious attack is used o exploit the pht program released with the NSCA
and Apache web sejvers.

WWW General cgi-bin attack
SublD Values: 0

Misc Field info: none
Recommended Alarm Value: 5

This signature detects any cgi-bin script that attempts to retrieve the file
Jete/passwd,

TCP Hijacking
SubiD Values: 0

Misc Figld info: none
Recommended Alarm Value: &

This signatura analyzes both streams of data within @ TCP connection to detect
when TCP hijacking may have occurred. This current implementation of this
sighature does not detact all types of TCP hijacking and false positives may
occur. Even when hijacking Is discovered, little information is avaliable to the
operator other than the source and destlnatzon addresses and ports of the
systemns being aflected.
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UDP packet
SublD Values: 0-65536 Destination UDP port

Misc Field Info: none
Recommended Alarm Value: 1

This event is used for logging UDP traffic. The token LevelOfTrafficLogging is
used to configure the leve! of logging. ‘

Level 1: No UDP logging occurs,

Level 2:  This message records that the source host has sent a UDP datagram
to the destination host using the UDP ports specified, The SublD for
this signature is the destination UDP port, i the destination host does
not have a UDP service at the requested port, an ICMP unreachable
message will Immediately foliow. The default configuration is to not
generate this signature uniess it is explicitly speclfied within tha
configuration file,

Level 3: Same asleve!2,

UDP port sweep

SubiD Vaiues: O

Misc Field Info: none

Recommended Alarm Value: 5

This could be & serious attack, This signature klentifies an attacking host that has
sent several UDP datagrams to a number of different destination ports on the
target host. This method is used by attackers to determine the services avallable
on the target host for potential exploitation,

TFTP Passwd Flle
SublD Values: 0

Misc Fleld Info: none
Recommesnded Alarm Value: 5
Packets Required: A large sampling of UDP packsts

This signature detects an attempt to access the passwd file via TFTP
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Normal SATAN probe
SublD Values: 0

Misc Field Info: none
Recommended Alarm Value: §
This signature is generated when an attacking host has.run the tool “SATAN” in

normal mode against a target host on the network. Other types of attack activity
similar to this method may also cause this signature to be generated.

Heavy SATAN probe

SublD Values: O

Misc Field Info: none

Recommended Alarm Vaiue: 5

This signature is genearated when an attacking host has run the 1001 “SATAN" in
heavy mode against a targat host on the network. Other types of attack activity
simillar to this method may also cause this signature o be generated.

DNS HINFO Request

SublD values: 0

Misc Field Info: DNS query name

Recommended Alarm Value: 2

This signature detects an attempt to access HINFG records from a DNS server.
This is commonly used by intruders to determine the types of systamsona
network,

DNS Zone Transfer
SubliD Values: 0

Misc Fleld Info: DNS query name
Recommended Alarm Value: 1

This signature detects legitimate DNS zone transfers.
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6052 DNS Zone Transfer from High Port
SublD Values: 0

Misc Field Info: DNS guery name
Recommended Alarm Value: 4

This signature detects a DNS zone transier with the source port not aqual to 53.
This is & common network reconnalssance technique used by intruders.

6053 DNS Request for all Records
SublD Values: 0

Misc Fleld Info: DNS query name
Recommended Alamm Vaiue: 2

This signature dét‘ects a DNS request for all records.

6100 RPC Port Registration
SubiD Values: RPC program number

Misc Field Info: none
Recommended Alarm Value: 8§

This attack attempts to register new RPC services on a target host,

6101 RPC Port Unregistration
SublD Values: RPC program humber

Misc Field Info: none
Recommended Alarm Value: 5

This attack attempts to unregister RFPC services on a target host.

6102 RPCDump
SubiD Values: 0

Misc Field Info: none
Recommaeanded Alanm Value;, 4

This Is an example of network reconnaissance. This Is produced by executing a
“rpeinfo -p® against a target host,
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6103 Proxied RPC Request
SubiD Values: BRPC program number

Misc Field info: none
Recommended Alarm Value: &

This attack exploits a vuinerability of the portmapper by causing it to forward RPC
requests to the local system. This may defeat existing authentication
mechanisms. The most widespread use of thie vulnerability occurs in tricking
mountd on NFS servers to disciose filshandles.

6150 ypserv Attempt

6151 ypbind Attempt

6152 yppasswdd Attempt

6153 ypupdated Attempt

6154  ypxird Attempt

8155 mountd Attempt

6175 rexd Attempt
SublD Values: 0
Mise Field Info: none
Recommended Alarm Value: §

Signatures 6150 through 6175 detect attempts to access the services specilied.
It is recommended that these services should not be aceessed via the intemet.

Regular Expression-Based Signatures

Regular expression- (regex) based signatures are generated from stateful multi-layer
datagram contents analysis. In simple terms, this means arranging the contents of
packets and doing string matching on the results. Any regular expression up to 64
characters in length is supported, which provides an unlimited number of signatures.

While all regex-based signatures have a SiglD of 8000, each string must have a unique
SublD assigned to it. Numbering SublDs s left to the individual installing and maintaining
NetRanger. Each siring entry also specifies the port number and direction of traffic where
it should be searched for. For example, In order 1o detect attackers using the command
*help® on mallservers, the regular expression “{Hh)[Ee){l]IPp]” should be reported only
when itis in the datastream going to port 25 on a target host, This drastically lowers the
number of false positives.
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Performance Is the only limitation to the number of strings that can be simultansously
searched for, Analyzing strings directed at the destination port provides substantially
better performance than the reverse. For example, maliclous activily inside of TELNET
sessions can be determined by what an attacker is typing, and not from what appears on
the screen. A typical Telnet session has over 95% of the network traffic generated going
from the port 23 to the user's screen. In this example, better performance is achieved by
only anajyzing the remaining 5%.

Following are examples of configurable strings.

B
NOTE

in the following tables, the numbers in the Direction column indicate the fotibwing:
1=To Port, 2=From Pon, 3=Both. The numbers In the Occurrences column indicate
how many times the string match occurs before an alarm is sent,

o

The following siring detects users attempting to FTP the password file.

FTP SIGID | Port | Direction | Occurrences String Match

RecordOfStringName | 2101 21 1 1 “[RellEaETUIR Hpasswd™

The following strings are used to detect the username and passwords of users in ftp
sessions. These also indicate when directories are created/deleted and when files arg
GET/PUT. These arae not security relevant and are provided only to show installers
examples of what can be monitored, Capture of user passwords rmay be a secutity risk
and WheelGroup recommends against it {i.e., what happsens if the log file containing
cleartext passwords was world readable on a system, printed out, or lost),

FIP SIGID | Port | Direction | Occurrences String Match
RecordOfStringName | 2102 | 21 1 1 “Mm]KK){DdT"
RecordOfStringName 2103 21 1 1 RAMmIDd]"
RecordOiStringName 2104 21 1 1 "fUu){Ss)Ee}Rr}"
RecordOfStingName | 2105 ] 21 1 1 *[PplAa)[Ss]iSs)”
RecordOfStringName | 2106 | 21 1 1 “[RE8][TYRY"
RecordOfStringName | 2107 | 21 1 1, Ss)THOo)R"
CiRaror 1501 Uiaeaide ™ * T T TR e ey
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The foliowing strings are used {¢ detect loadmoduleleqvk)ad attacks and exploitation of
the Berkeley R-commands. These are representative strings of host-based attacks.
Additional strings may be added to detect other host-based malicious activity.

Teinet SIGID | Port | Direction | Occurrences | String Match
RecordOfStringName | 2301 23 3 1 . "FS{= 4"
RecordOfStringName | 2302 23 1 1 *[Metcl/ishadow”
RecordOfStringName | 2303 23 i 1 O R

The following example shows how to log every HTTP GET on a network. The context info
provided with the string will show what URL was used in the GET.

Web SIGID | Port | Direction | Occurrences | String Match
RecordOfStingName 8001 80 1 1 "GET] 1

The following exampie shows how to detect if users are running Microsolt Intemet
Explorer™., If an organization has a policy of only using Netscape™, detection of MSIE
could be enabled generate a security violation.

Web SIGID | Port | Directions | Occurrences |- String Match

RecordOfStringName | 8002 | 80 1 1 *User-Agent."MSIE*

Thae following strings are used to detect usemames/passwords of POP3 mall users. As
mentioned above, these are not very security relevant.

POP3 SIGID | Port | Directlon | Occurrences String Match
RecordOfStringNams | 11001 | 110 1 1 [Uu][Ss}Ee][Rr]"
RecordOfStringNama | 11002 | 110 1 1 ‘[PplAa)(Ss)[Ss]"

The foliowing string is used to detect the name of a user assoclated with the connection
queried In the ident request.

ident SIGID | Port | Direction | Occurrences | String Match
RecordOfStiingName | 11301 | 113 2 1 "USER"
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The following examples represent another way to detect host based attacks. Use the
same sirings as in a Telnet session,

rlogin SIGID | Port | Dirsction | Occurrences | String Match
RecordOfSiringName | 51301 | 513 |3 . 1 IFS[= 1"
RecordOfStringName | 51302 | 513 1 1 *Netc{/)shadow"
RecordOfStringName | 51303 | 513 1 ‘ 1 a4+

NetSentry-Based Signatures

NetSentry-based signatures are generated by reporting packet failures and/or successes
from NetSentry filters, When the NSG BorderGuard Is used to enforce a spacific security
policy, an option exists to copy a subset of falled packets from the BorderGuard o the
NSX, Each copled packet includes the name of the NetSentry filter that falled the packet.
NetRanger matches this name with a pre-defined list of filter names and generates a
security violation event record upon a match.

filtexr incoml_ip_spoot fail

ip_sa mask OXPFOBO000 in {(10.*%.*.*)
copy..te 10,1.5.3 353139

fail;

eng

The above filter was designed to analyze all packets entering a network. if the source
address is from the network, it is an impossible packet and may be part of an IP spoofing
attack. The filter will send a copy to the NetRanget/NSX at address 10.1.5.3, and then fail
the packet. NetRanger will match the string “incom1_ip_spoof_fail” and generate a
security violation event record, The event record will include the source and destination
IP addresses and applicable ports.

Using this NetRanger capabiiity, any filter on the BorderGuard is capable of generating
event signatures. Because the BorderGuard allows a large number of highly configurable
fiters using the NetSentry filter language, the number of potential NetSentry event
signatures generated by NetRanger could be considered unlimited. NetSentry fitemames
for versions 2.0 thru 3.1 of the BorderGuard OS Is case sensitive. Version 4 of the
BorderGuard OS and the ERS report filternarnes in uppercase, If the original filtername is
“finger_fall”, then NetRanger must be configured to look for the fillerame
*FILTER_FAIL",
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All NetSentry-based event records have a SigiD of 10000. Each defined filtername in—
NetRanger must have a unique SublD assigned to it, Numbering SubiDs is left to the
individual installing and maintaining NetRanger. The example security filters that comse
with NetRanger implement the following:

incoml_ip_spoof_failIP spoofing aﬁtacks

incoml_ip source_youte_¥aillP socurce routing attacks
incoml _tcp, frag _header_ failFragmented TCP header attacks
incomiwtcp_small_fiagmfaiIUnﬁarsized TCP header attacks
incoml_tep failGeneric failed TCP connections
incoml_udp_failceneric failed UDP packets
incoml_ftp_failrailed PTP attempt
incomawtelnetwfailrailed TELNET attempt
incoml_ smtp, failFailed e-mall attempt
incoml_dns_failFailed Domain Name Server attempt
incomil_gopher failFailed gopher attempt

incoml finger failFailed finger attempt

incoml www_failFailed WWW attempt
incoml_popZ_failfailed POP2 mail attempt
incoml_pop3. failFailed POP3 mail attempt

incoml _xpe_failFailed RPC attempt
ingoml_auvth_failFailed identd attempt

incoml. nntp_failFailed network news attemph
incoml ntp_ failFailed network time attempt
incoml_exec _failFailed rexec attempt
incoml_login_failFailed rlegin attempt

incoml_comd fallFailed rah attempt
incamlwprinterﬁfailFﬁiled printer attempt
incoml_ntalk _failFalled network talk attempt
incomi_uucp_failFailed UUCP attempt
incomi_xil1_failFailed X1l attempt

incoml_udp. dns_failFailed DNS packet

incoml_tftp_ failFailed TFTP packet

incoml _udp_rpc_failFailed RPC packet
incoml _shmp _feilPailed snmp packet

incoml_syslog_failPailed syslog packet
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Collection, Management, and Analysis of NetRanger Data

This chapter presents the following information on the NetRanger Security Analysis
Package (SAP):

*  High Level Overview
»  Functional Overview
* Inslafiation

e SAP Tutorial

+  SAP Refarence

s File Management Tokens
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High Level Overview

The NetRanger Security Analysis Package (SAP) provides data collection, management, -
and analysis services on both NSX and Diractor systems. These services represant a key
opserational component of NetRanger. Figure 5.1 illustrates the relationship among the
parts.

Collsction Analysis

5

Management

.
Offine

Figure 5.1: Overview of SAP Functions
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Collection

SAP collsects two basic forms of data: high-leval event data and detalled blhary IP sassion
data, SAP uses the two types of log files to capture these types of data;

+ Event logs, which capture NSX afarms, system commands, and system errors.
These are ASCH files written to the /usr/nr/var directory with the naming convention
of log.<YYYYMMDDHHMM>. By default, level 2-5 events are written to event logs
on a Director system, and low-level 1 events are written to an event log on the NSX
systerm. \

« IP Session logs, which capture all of the incoming and outgoing TCP packets
: associated with a specific connection, By definition, these logs contain binary data,
They are written to an NSX Sensor's /ust/nrivar/iplog directory with the naming
convention of iplog.<sre IP address>.

By default, level 1 Event and IP Session logs are loft on an NSX Sensor untii they are
required. This prevents the relatively large amounts of data associated with these types
of evants from impeding NetRenger communications during periods of network lcad,

Even though the SAP is designed to transfer NetRanger data into industrial strength
databases, both types of data are initially written to flat filas for two reasons: speed and
fault tolerance. Data can be written to a flat file much faster than to a database, and
access to flat files is guaranteed as long as the host system is cperational. Databases, on
the other hand, are subject to unpredictable load, and contain too many access layers to
be truly fault tolerant—if the database Is down, you've got nowhere to go,

Management

The three main goals of SAP data management are 1o automaticaily
* coliect data in a fast, fault-tolerant manner;
« stage that data onto database management and archival systems; and
+ prevent disk systems from filling up.

These services are easily configured and monitored via nrConfigure.

Analysis

Once data is loaded into a database, it can be analyzed for pattems and trends. Status
repors relating to network activity and vuinerabiiities can aiso be generated, Although
any number of different third-party tools can generate these types of oculput, SAP is
shipped with a small but comprehsnsive collection of Qracle SQL*Plus queties that show’
how event data can be analyzed relative to different perspectives, such as time versus
events. These queries are described in SAP Tulorial,
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Note that although Coliection and Management are provided by default on an NSX
Sensor, only Collection setvices are provided by default on Director systems. SAP is
bundled in this manner for iwo reasons:

1. The integrity of the file system on an NSX Sensor is & core operational require-
ment, and the SAP Collgction and Management services fulfili this requirement.

2.  The Management and Analysis services on a Director system are designed to
work with large volumes of data stored in a Relational Database Management
Systom {(RDBMS). These services are bundied as & separate component (o help
keep costs down for those users who do not require this lavel of functionality.

Table 5.1:  Avallability of basic SAP services

Callection

standard
Director u standard

Analysis

Management

standard: file only
optional: fila & data

not applicabie
optional

NSX Datasourcs

k]
alarms, svents

UNIX Windows

Workstetion  Workstaton
Reports and Analysis

Figure 5.2: Data Collectlon, Management, and Analysis
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Functional Overview

NetRanger uses a simple push-pull process to migrate data from flat files to a database
or data archive. Figure 5.3 diagrams the push-pull process for both types of log files.

The push procass uses the loggerd service to write event, command, and error _
notifications into a single flat file in fusr/nrivar. This file is seralized based on configurable
size and time thresholds set via nrConfigure. Once the current log file exceeds one of
these thresholds, it is replaced by a fresh iog file and moved to /use/nrivar/new,

The pull process s driven by sapd service, which relies on its own size and time
thresholds. Note that muitiple log files accumulate in /ust/nrivar/new whenever loggerd
serializes log files at a faster rate then sapd writes 1o a database. Fortunately, high data
rates tend o be episodic, and the SAP Is designed to recover from such loads by
processing all of the files in /usr/nrivar/new until the directory is empty. sapdpulls the
oldest tile from fusr/nrivar/new into /usr/nrivarftmp and executss database load
procedures specified by the user. After the log tile is successfully loaded into a database,
it is placed in /usririvar/durnp where it is processed by a user-defined purge process.

This basic push-puli process applies to IP session logs as well as event jogs. The primary
differences are that IP session logs are written to /usr/nrivar/iplog rather than
fusr/nrivarmew, and they are automatically placed in Just/nrivar/dump after &
configurable amount of time.

A number of different data management scenarios are presented in the SAP Tulorial
section. -

loggerd

vAR (Bl NEW Sl TMP
 Archive
IP Log Arghive DUMP

Flgure 5.3;: The Push-Pull Process
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LOGTYPE i RECORDTYPE : SUB-RECORDTYPE

enfurnnhens

alarm \» fixed data
command optional data

+
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Figure 5.4: Basic L.og File Data Relationships
Collection
Event Alarm Data

As noted in the introduction, SAP generates two basic types of log data: Event and 1P
Session data. Event alarm data is uniqus in that its record format contains optional as
well as a fixed components.

Fixed Alarm Data
Fixed alarm data includes the following information:

s Which sensor detected thé event,
=  When the alarm was generated,
» The type of alarm.

* The source and target of the event,

The exact record format for the fixed portion of alarm data is defined in Table 5.5 of the
SAP Reference at the end of this chapter.

Oplionaf Alarm Data

The optional data field contains ad hoe information that cannot be described by the fixed
pottion of the alarm record format, Optional data Is ad hoc because it depends on the
type of alarm record it is associated with, Many context-based alarms, such as port
sweeps and ICMP requests, currently do not use this part of the alarm record. Others,
such as Security Violation and DNS Request alarms, use this portion of the alarm record
to record such information as the name of the policy filter or the request string assoclated
with the svent.
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A third type of optional data is Context data. Not to be confused with context-based
alarms, this optional data cantains a snapshot of the incoming and outgoing network
‘traffic that leads up to the generation of any type of alarm that includes the exchange of
textual data. This data can then be used to reconstruct the avenis that led up to the
unauthorized event.

This type of data cross-cuts the context-content alarm signature classifications defined in
Chapter 4. it is generated for such context-based alarms as Teinet and HTTP-Server
connection requests as well as such content-based signatures as Sendmail and User-
Defined signatures with a SIGID of 8000.

A maximum of 256 bytes of incoming and 256 bytes of outgoing network traffic is
associated with an alann record. The Director's Securlty->Show->Context Data menu
option allows you to view the context data for certain alarm levels. The data can also be
automatically ioaded into the nr_log_contexttable at the same time the fixed data is
loaded into nr_log_efarm,

As one might expect, there is a performance penalty associated with the logging of
context data. SAP provides two configuration parameters to help control this overhead:

MinContextLevel is a loggerd token that allows you to specify the minimal alarm fevel for
logging optional context data. For example, context data associated with level 1-3 alarms
will not be written to a Director's Event log file when this token Is set to “4.” Note that this
token does not affect access fo this information from the Director console. Users can still
view this information for alarms that fali below the MinContextLavel threshold,

SAP_EXCLUDE_CONTEXT. The sapd process relies on a script named load_run.sh to
detemmnine exactly what levels and types of event data should be exported onto a
database. Context data is not loaded into the nr_log_context table when this variabie is
set.

Log Flie Seriallzation

As noted earlier, setialization of log files is based on time, size, or combined time/size
thresholds specified via nrConfigure. The time threshold is spacified via loggerd's
NumberOfSwitchMinutes token; size is specified by the NumberOfSwitchBytes token.
Appropriate threshold values depend on such factors as network activity, and the amount
of disk gpace aliocated for log files.
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In the foliowing example, ali but one file was serialized on the basis of a time threshoid of
one hour. fog. 199611070819 was serialized ahead of scheduls because it exceeded the
100-kilobyte size threshold before the next hour had passed.

Filesize Date Time Filename
61058 Nov 7 06:18 log.199611070519
60524 Nov 7 Q7:19 log.1996110706159
70008 Nov 7 08:19 109.199611050719
103730 Nov 7 log.199611070819
76926 Nov 7 09:40 log.1996110670840
83476 Nov 7 10:40 log.199611070840
Fail-Safe Features

One of the primary requirements of Joggerd is that it perform in a fall-safe manner under
heavy ioad. These fail-safe measures currently include safeguards against runaway
serialization and loss of files due to overwriting. Users are also able to perforn manual
serialization.

Runaway Serialization

in order to prevent loggerd from creating a large number of log files under heavy load,
and possibly exceeding the file management limits of the operating system, loggerd
makes sure that the current log file remains open for at least one minute. In the following
example, log flles of 259K and 177K were created betwsen 10:14 and 10:16 because the
ona-minute threshold had to be met in spite of the size threshold.

Filesize Date Time Filename

100358 Nov 11 09:49 log.199611110916
101432 Nov 11 {10:14 log.199611110949
259555 Nov 11 |10:15 log.199611111014
177152 Nov 11 }10:16 10g.1996111110215
100307 - Nov 11 10:44 log.199611111016

¥ ¥ P & ¥ P & B ¥ A ¥ P F oY T E w3 L B Y IR A ) » o ® « w s v owom

HetRanger 1.3.1 Usesr'v Guide

191



THE SECURITY ANALY SIS PACKAGE

D I R I I R e A N I I S A A N I I O S I I I I N S A I N T

Loss of Flles from Overwriting

In acidition to preventing runaway sarialization, loggerdis designed to prevent files from
bsing overwritten when NetRanger services are starled and stopped more than once a
minute. Aithough uncommon, this type of activity can occur during system maintenance.
In this situation /foggerd appends a sequential idenitifier to each log file name.

In the following example, the NetRanger daemons were started and stopped four times
within a single minute (16:44). As a result, loggerd appended the numbers 1, 2, and 3 to
the end of the last three flles.

Filesize Date Time Filename
178 Nov 8 16:44  log.199611081644
313 Nov 8 16:44 10g.199611081644 ., 1 st
0 Nov 8 16:44 100.188611081544 .2 ~afem
306 Nov 8 16:44 109.199611081644 .3 s
Manual Serialization

The current event log file can also be serialized on demand by issuing an nrexec com-
mand against loggerd’s SwitchFlie token. Size and time thresholids are reset at that
point.

Management

sapd

sapdis the NetRanger daemon that launches database load or archive processes hased
on user-defined conditions and actions. Essentially, an action is launched when its
assoclated condition is satisfiad. Condition-action pairs are known as triggers,

Multiple triggers can be defined via nrContigure, which are evaluated by sapdin the
order in which they are defined. This supports prioritized processing of triggers. For
example, the most important criterion for processing log files might be an upper limit on
the amount of disk space that log files are allowed to consume. The next criterion might
be a fixed fime Interval.
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Conditions

Much iike loggerd, sapd conditions are based on filesystem and time thresholds.

Filesystem conditions can be based on any of the following thregholds:

L]

L

Absolute number of log files in the source directory.
Cumulative slze of all of the log files in the source directory.

Overall percentage of the disk file partition consumed.

Time conditions are based on aither of the following:

»

An elapsed time interval,

A specific day or time of day,

Actions

The actions that can be launched by sapdinclude

? 4 ¥ ¥ € B ¥ SO B AR 6T AN N T G E RN RS A E I Y P Y S

DBLOAD, which loads the contents of an ASCI file into a database management
system, such as Oracle or Remedy ARS.

ARCHIVE, which loads a log tile into a user-defined destination, such as tape
storage. This action includes a buiit-in purge facility that removes the oldest file in
lustinrivar/dump when a user-defined disk utilization threshold is reached. A bulk-
purge facllity can also be configured to move a set of log files instead of one ata
fime. Note that sapd will not evaluate another condition uniil it has completed the
current ARCHIVE action.

BATCH, which is a version of ARCHIVE that operates in the background and
allows sapdto continue evaluating other conditions without blocking. This aclion is
intended primarily for launching database reports, which can executs in parafle)
with other actions. ARCHIVE Is better suited for controliing archiving actions, which
generally cannot proceed in parallet unless the NSX or Director has access to
multiple archival devices.

NOTIFY, which repeatedly launches an action based on a Notifyinterval so long as
the launch condition holds true. Although of general-purpose construction, this

action type was designed {0 generate e-mail messages when the NSX or Director
file system exceeds user-defined thresholds,
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sapx

sapx is the defauit database load program shipped with the SAP package. It currently
supports Oracle and the Remedy ARS system. Event log data can be exported to other
database management systems, such as Informix by using their native bulk data load
utilities, The rules files fdr Oracle’s SQL*Loader utility are included in /usr/ni/in/sapd/skel
{or referencs,

sapx requires the following parameters in order to load data into a database:

* LogFileName, which identifies the directory location and name of the log file,

»  SourceType, which identifies the event record types to pass onto the target
database. Event records are uniquely identified by a numaeric marker that is either
2 (error), 3 (system command), or 4 (alarm). sapx also supports the record type 5",
This Is a reserved record identitier for alarm signatures, which are only loaded
during initialization or manual update of a database. Aiso note that although sapx
can foad NetRanger error, command, alarm, and signature records into Oracle, it
only loads alarm records into Remedy ARS systems.

= TargetType, which identifies the type of database to joad the log file in to. The
value for Oracle is “1°. The value for Remedy ARS Is “3",

The SAP Reference section provides more information on sapx.
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Analysis
sapr

As noted in the High Level Overview section, SAP.is shipped with a small coilaction of
SQL queries that generate simple columnar reports. These reports are referred to as the
SAP Reports, or sapr, and demonstrate how NetRanger Intrusion detection data can be
viewed from three basic perspectives: Space, Time, and Events.

Each of the saprperspactives is effectively & data dimension that contains subordinate
elements, or sub-dimensions. For example, Time can be broken down into years,
months, days, and so on. Space starts with IP addresses and ends with specific ports on
a host. Imposing these type of hierarchical structures on NetRanger's event data makes it
easier to move from high to low levels of detail as well as shift from one perspective to
another, Changing the level of detail is commonly known as data drilling, while changing
perspective is referred to as data pivoting.

Both the dimensions and the assoclated sapr queries are presented in the SAP
Reference section.

---------------------------------------------
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Installatio

This saction summarizes the steps required to deploy an operational SAP on both the
NSX and Director. ‘ :

W

NOTE

HP-UX systems require one change in NetRanger's .profile. Pleasa refer to Appendix
D: DBMS REQUIREMENTS AND SETUF for information on changing the stty setling
for the @ character.

Before You Install the Security Analysis Package
Collect the following information before you install and configure this version of the SAP:
*  Logging Protile
+ Seralization Thresholds
» File Management Thresholds
¢ Target Archive and Dump Destinations
* Notification Intervals, Conditions, and Destinations
Logging Proflie

As explained at the beginning of this chapter, there are two basic types of data that can
be logged by an NSX sensor: Events and Binary IF Session data. Although enabling IP
Session logs is a simple yes/no proposition, Event logs require a data resolution sule. For
example, a possible logging prefile may include one of the following:

» Alarms must b lavel 2 and above
« Information must be leve! 1 and above

* Full information must be level 1 with sensord's LevelOfLogging token setto 3
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Serialization Thresholds

As noted praviously, loggerd serialization thresholds can be {ima-, size-, or
time/size-based. Tha minimum time thresghold is one minute. The minimum log size
threshold is one kilobyte. Some possible settings include:

-

Every minute. This setting shdutd be used when you want event log data
processed as fast as possible, or to store event data in smaller files.

Every hour. This assures that loggerd serializes the current log file on an hourly
scheduls.

Every 10 minutes or when the log file exceeds one megabyte in size.

File Management Thresholds

in order to prevent an NSX Sensor's file system from focking up, file management
thresholds must be defined for the following SAP holding areas under /usr/nrivar: new,
Iplog, and dump. As with Joggerd, these thresholds can be specified based on time, size,
or & combination of both. The options consist of the following:

L 4

DirFlles, which deslignates a maximum number of files in the holding directory
(e.q., maximum of 5 files).

DirSize, which designates a maximum number of kilobytes consumed in the
holding directory (e.g., 2000 KB = 2 MB).

DirUsed, which designates a maximum percentage of the disk partition
consumed by the holding directory {e.g., 30%). Another way of thinking about this
threshold is percentage of the disk partition that Is unused.

CronTime, which designates a time of Day (e.g., every day at 1am).

idleTime, which designates an elapsed Time interval (e.g., every 30 minutes).

Each NSX Sensor is shipped with default thresholds, which can be found in
lusrinr/eto/sapd.conf,
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Target Archive and Dump Destinations

Although data can be archived and dumped to a storage device {such as a DAT tape), the
default archive process comprasses log files and then moves them to /usr/nr/var/dump.
The default dump process deleles the oldest file.

* Archive: directory or device
» Dump: directory, dévice, Of purge process
Notification Interval, Conditions, snd Destination

As stated earfier, the SAP can generate e-mail notifications on a regular Interval so long
as a condition, such as violation of a file system threshold, is true. For example, you may
wish to be notified when your NSX /usr/nrivar filesystem exceads 75% of the disk drive’s
capacity, or when there Is more than 250 megabytes of data in the /usr/nr/var/dump
directory. The following information must be detined in order for this factiity to work
properly:

» E-mail or pager/e-mall address (admin@ command.com).

* Conditions to initiate the notification (see the serialization thresholds listed
above).

» The notification interval, which Is how often to send a notification while the
condition is true (e.g., every 20 minutes).
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installing and Configuring SAP on an NSX

The nrConfig utility guides you through a series of menus that assist with installation and
configuration of the SAP package.

The first menu in nrConfig is the Feature Selection Menu, and looks something like the
following:

FEATURE SELECTION MENU
Choese what features you want ENABLED on this host,
{Choosing an *ENABLED’ feature will disable it.)
1 ~ NSX
2 = Director
3 - Logging
4 - Database Reporting
5 - File Management
6 - Event Paging
7 ~ Postoffice Routing
8 - Configuration Comtrol
Enter - CONTINUE
Feature # >

From this menu, you can enable and disable various features. When you select a feature
from the menu, it Is prefixad with ENABLED to show that it has been selected, To disable
a selected feature, simply choose it from the menu again.
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To install and configure SAP on an NSX sensor, ensure that item 2 in the Feature
Selection Menu (Director) is not enabled. Enable logging, database reporting, and file
management features. The menu will look something like the following:

FEATURE SELECTION MENU
Choose what features you want ENABLED on this host.
{Choosing an 'ENABLED' feature will disable it.)
ENABLED 1 ~ NSX
2 - Director
ENABLED 3 -~ Logging
4 - Database Reporting
ENABLED &% ~ File Management
& - Event Paging
ENABLED 7 - Postoffice Routing
8 - Configuration Control
Enter - CONTINUE
Feature ¥ >

Next, press Enter to return to the Main Menu, which will look like the following:

MAIN MENU NetRangey Configuration Version 1.3.,1
Choose what Section you want to configure.

1 - Select Features

2 ~ Host Address Information

3 - Sensor Configuration

4 -~ N/A {(Database Configuration)

$ - Source Configuration

6 - Destination Configuration

7 -~ Postoffice Router Confilguration

8 ~ N/A (Sleeve Configuration}

9 ~ Clear Temporary Configuration Files

10 ~ Generate Temporary Configuration Files

11 ~ Edit/Review Temporary Configuration Files

12 -~ Review Temporaxy Configuration Files

i st TP BT ST 3T CoRgRL € TOMporary ‘Cenfiguration files -
Enter - EXIT
Section # »
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Prass 4 for Database Configuration, which will guide you through the process of entering
local sapd token values. The menu for Database Configuration looks like the following:

PDatabase USER ID :
Database PASSWORD :
Rotify Person :
DATABASE CONFIGURATION MENU
1 - Database USER ID
2 ~ Database PASSWORD
3 - Netify Person
Enter ~ CONTINUE
Select Database Configuration Field # >

Press 1 to enter a Database USER 1D, and so on. Sample entries are {llustrated in the
following table: '

Database USER 1D netranger@DBserver
Database PASSWORD | thePassword
Notify Person john.doa@xyzcom.com

After entering thé local sapd tokens, press Enter to retum to the Main Menu. From this
meny, finalize the configuration by selecting the following:

10 ~ Generate Temporary Configuration Flles

13 « Comnit Temporary Con:iguration Files

At this point, please confirm the following information:

That this directoryfflle... Contains the following...
fusrintfetc/dasmons ‘ nr.loggerd and nr.sapd
- - lusr/ni/etc/destination or Yorlogged - -~ - 7 7 T 7
tusr/nr/etc/smid.cont
lust/ntfetclioggerd.conf defaulls only
tusrint/etc/sapd.cond defaults only
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The nrConfig portion of the SAP instaliation: for the NSX is now complete. The nextstep in
the process involves using a command-line editor (Ilke vi) to configure the default setlings
in both fusrint/etc/ioggerd.conf and /usr/nr/ete/sapd.cont.

Configuring loggerd.conf invol\{eé setting the tokens that control serlalization of iog files
by size (NumberOfSwitchBytes) and time {(NumberOfSwitchMinutes), and setting
MinContextl.evel, a token that loggerd uses to filter context data out of event records.

Atter configuration of loggerd.conf, it Is a good idea to generate some hetwork activity that
sensord will send as events. This will confirm that loggerd is properly configured to write
Event and IP logs.

A key component of sapd s the management of the fila system. sapd.conf contains the
foliowing defaull file management processes.

Process supd.cont File Management Triggers

Event Archiving FX_Action Arxrchive New /usr/nr/bin/sap/dump.sh $DixPath NEWLOS log.*

IPLOG Archiving | PM_Action Axchive, Iploy supr/ny/bin/sap/ipdemp.sh $DirPath IPLOG

Error Traps FPM_Action Trap.Var /usr/nr/bin/sap/dunp.sh $DirPath NRVAR errors,* messages.*

Pusging Dump FM_DirUsed DUMP_Purge 30 /usr/nr/var/dump Dunp, Furge

Syz(sm PM_Action Ntfy Urgent Jusr/nr/bin/sap/notify,sh 5DirPath $pizUsed SNotifyl URGENT
Nolfications

FM_Action Ntfy Purge /usc/nr/bin/sap/notify.sh $pirPath 5DirUsed $Notifyl Purging

FH_hction Ntfy Warn /usr/nr/bin/sap/notify.sh $DirPath $DirUsed $Notifyl WARNING

You may want to fine-tune the threshold parameters to better accommodate your disk
space and system requiroments.
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Installing and Configuring SAP on a Director

installation and configuration of SAP on a Director follows the same process as
instaliation and configuration of SAP on an NSX sensor. Ensure that you ENABLE the
Director instead of the NSX on nrGonfig’'s Fealure Seiaction Menu, so that it looks like the
feflowing:

FEATURE SELECTION MENU
Choose what features you want ENABLED on this host.
{Choosing an *ENABLED' feature will disable it.}

1 - NSX

ENABLED ~ Director
ENABLED ~ Logging
ENABLED - Database Reporting

-~ Bvent Paging

~ Postoffice Routing

-~ Configuration Control
Entexr -~ CONTINUE

Faature #

2
3
4

ENABLED 5 - File Management
6
ENABLED 7
8

v

Follow the rest of the steps outlined in Instafling and Configuring SAP on an NSX until you
have finished configuration of loggerd.conf and sapd.conf,

When configuration of these files is complete, you are ready to sst up the Director's
DBMS functionality. You have the following data management options:

*  QOracle DBMS
+ non-Oracle DBMS

T I L L R L R T T T S I S S R A R R I L T L . [
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Oracle DBM§ Setup

Oracle Is the default SAP database. Setting up the Oracie database consists of the
following steps:

1. Database server setup.

2. Database schema setup.
3. Database load setup.
4. Database reports setup and customization.

Database Server Setup

Piease refer to Appendix D: DBMS REQUIREMENTS AND SETUP for more information
on setting up the database server,

Database Scherma Selup

Use the utility nrdb_master_create In /usr/nr/bin/sap/sql/skel/ to initialize your databasa
schernas. You will be prompted for the following information;

» database user
*  password
» jocation

Enter your database user name and password, For iocation, you have a choice of elther
local or remnote. If you have a local DBMS, eontor nothing at the Remote DB Sexvice
prompt. if you have a remote DBMS, enter the service name preceeded by an @
character.,

Piease refer back to the Notification Interval, Conditions, and Destination section on
page 15 for examples of values to enter.
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Database Load Selup

Use the SAR defaults unless you want to exciude elements. To do this, edit the
load_run.sh file in /usr/nr/bin/sap and comment out those elements you wish to Include in
the reports. In the following example, the SAP_EXCLUDE_ALARM element has been
commented out, and will therefore be included in generated reports. The aother elements
wiil be excluded from the reports,

fexport SAP_EXCLUDE_ALARM=
export SAP_EXCLUDE _TCPCONN=
export SAP_EXCLUDE, CONTEXT=
export SAP_EXCLUDE_ALARM 1w

When this portion of the Oracle DBMS setup is complete, itis a good idea to verily that
sapd will autoload staging event logs. You can do this by using instrumentation
{described in How to Use Instrumentation in the SAP Tutorial) to observe the autoloading
after iog data has been loaded by sapq, and when you run queries.

Database Reports Setup and Customization

The querles shipped with the SAP generate basic reports, which ars accessed via three
different .sql entry points:

¢ avent.sgl
¢ gpace.syl
+ time.sql

In tum, each of these queries gives access to a number of different subordinate queries,
such as svent1.sql, event2.sqi, and s0 on. The query you run depends on the answers
you givs to the Initial (event/spaceftime) query. Basically, the greater the number of the
subordinate query, the more detail is retumed.
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You can customize these queries to better meet your reporting needs by editing
event ., sql, eventl.sql, and event2, sql In /ustinr/bin/sap/sql. Below Is the
interactive component of an event quety. User input Is bolded.

SQL> Gevent
EVENT DIMENSION QUERIES

- S M R T oS EESRERRENRTRNR

1 alarm level summary
2 alarm signature summary
3 alarm signature with string data sumnaxy

These queries summarize NSX alaxms with a primary focus
on the EVENT dimension.
You can filtex the data returned to you with the following
criterion:
ORGANIZATION NAME
MIN_EVENT _DATE
Please enter your desired value at the following prompts:
select guery (112(3)>1
organization name (%)»%
minimus event date (MM/DD)>5/7

The results of the above query follow:

eventl: alarm level summary
organization_name = §
minimum_event _date = 1997/5/1
Org Nawme Level From To Count. Recent
Autoe Mart 3 ouT IN 33 05:01 15:08
Data Pros 5 N our 3 05:02 08:48
Net King 5 IN IN 15 05:02 11:22
Net King 3 oUT OoUT 4 05:01 19:15
Net King 3 IN IN 2 05:01 15:03 .
Net Ring 3 IN our 79 05:02 09:28
WheelGroup 3 IN IN 231 05:02 09:37
_ WheelGroup 3 IN our 176 05:02 09:37
WheelGroup 2 our IN 9110 05:02 12:1%
WheelGroup 2 N IN 18 05:01 14:06

in the example, the alarm level activity from four organizations is profliled. From refors
to the source of the alarm direction {In relation to the trusted intemal network) and To
indicates the destination of the alarm direction. The Count is the number of alarms that
match the specific criteria for each line In the generated report. Recent gives a imestamp
of the last alarm activity for that criterla,

To change the scheduiing of reports, custorize the SAP triggers. These triggers can be
found in fusr/nr/etc/sapd.conf.
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SAP reports are written to /usr/nr/var/db Each file contains a header with selaction
criteria and datestamp. You can customize the reporiing process in several ways:

-

The files DAY, WEEK, and MONTH in fust/nribin/sap/sy! are templates for report
batches. They can be altered with various criteria to generate different sets of
reports.

New templates can be added to supplement the dally, weekly, and monthly
templates. This will require a simple trigger modification or addition in sapd.conf,

The actual SQL DML files {(event1.sql, event2.sql, etc.) in/ust/niiin/sap/sql can be
changed to alter the selection, sorting, summarization, and display of data.

Non-Oracle DBMS Setup

If you are setting up a genéxlc SQt-based RDBMS, follow these steps:

1.

2.

. e o« W

Database server setup. Please refer to Appendix D: DBMS REQUIREMENTS
AND SETUP for more information on setting up the database server.

Database schema setup. Follow the same procedure outlined in the Oracle
Database Schema Setup, except the files for setup reside in
fusrinrfoin/sap/sql/skel.

Database loéd setup. Setling up the database loader involves choosing a
loader {sapx, Oracle’s awn loader, or another load utliity), and customizing the
triggers In /usr/nr/ete/sapd.conf that schedule joading.

Database reports setup and customization. Follow the same procedure as
with Oracle Database Reports Setup and Customization.

Scheduler setup. Ensure that the DBLoad and BatchReports tokens ars
properly set (In /usr/nr/etc/sapd.coni) 1o meet your needs.

Nmm:gn 1:2.7 Uner's Quide
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if you are setting up a Remedy ARS trouble ticketing system, follow these steps:

1.  Copy the load_run.sh,remedy file from the /ust/nr/bin/sap/skel directory
into /usr/nr/bin/sap, and rename it Joad_run.sh from /usr/nribin/eap.

2. Ensure that the DBLoad token is properly set in fusrinrfetc/sapd.cont,

3. Forlogon requirements, edit the following tokens In lusrlnrletclsapd.cont: »
DBUser2, DBPass2, DBAux1, DBAux2, and DBAux3.

DBUser2—Enter the Remedy user name (must not contain spaces).
DBPass2—Enter the Remedy user password {cannot be blank).
DBAuxi1—Enter “C” for this value {refers to Remedy's LANG variable),
DBAux2-—Enter the name of the server running Remedy.,
DBAux3—Enter NR_Alarm_Schema.

4. Tocreateaschema, use the Remedy GUlto Import the nr_alarm_schema.def
flle from the Jusr/nribin/sap/skel directory.

.
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SAP Tutorial

The goal of this section is 1o introduce you to instrumentation, triggers, and polling
intervals. The saction after this, SAP Reference, will build on the knowledge gained in
this tutorial. :

How to Use Instrumentation

The first thing you'll want to learn Is how to use the SAP instrumentation to perform
system monitoring of the following:

* Management
+ File System
« Actions

You can use instrumentation to view the following: a summary of the FileMgmt token
settings, a summary of the /nr/var directories, or the current configuration of actions,

Viewing FileMgmt Instrumentation

There are two ways to view FlleMgmt status: Brief mode and Full mode. Brief mode
provides & summarized view of the FileMgmt information, and includes overall status and
uptime, a summation of errors, and a trgger history. Full mode is a superset of Briof
mode, and also includes Scheduler status, normal summation, and trigger configuration.

To set for Briet mode, type the fonoyving command:

nrset 10007 . . 1 DisplayMode Brief

For Full mode, simply replace Brief with Full in the above command line.
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To see what Brief mode instrumentation iooks like, set your mode to Brief, and type in

nrget 10007 . . 1 FileMgomt

Something ke the following Information is returned:

cuxrrent time:

Overall Status
SAPD up: 1 minute 2 seconds

= ERROR Archivel ;

05/12 11:10

ERR total:1 last: 05712 11:10 Archivel

Status OK
Normal 1
ERROR 0
Normal O

Trigger History

Exror Trigger Name Action Last Run

0 Oracleload DBLoad_Proc 05/12 11:09
1 Archivel Archive_Proc 05712 11:10
0 Batch _Reports Batch_Proc

NetRangor 191 Users Gulde
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Following is an example of the information that would be returned if the mode were set to
Full. Those sections that are in Full mode and not Brief mode have been bolded.

Overall Status = ERROR Archivel ;

SAPD up: 4 minutes O second

current time: 08/12 11:13

rollingDelay = 1 Pleplayrode = Full

Master Processing: IDLE

Batoh Frocessing

{Batch Reports) (pid 3246) (running 10 seconds)

ERR total:4 last: 05/12 11:13 Archivel

NORMAL totsl:6 last: 05712 11:09 Ozacleload

Trigger History

Status OK Error Trigger Name Action Last Run

Normal 1 0 Oraclel.oad DRLoad_ Proc 05712 11:09
ERROH 0 4 Axrchivel Archive Proc 05712 11:13
Normal © 0 Batch_Reports Batch_Proc 08712 11:11

Trigger Comfiguration

Trigger Name Action Condition
Oraclefoad DaLoad Prow DirFiles » 1 in /usr/ur/var/nsw
Axchivel Archive_Proc IdleTime(60) next: 05/12 12:13

Batch_Reports Batch_ ¥roco CronTime next: 05/14 31:00

Both Brief and Full modes contain an Overall sStatus line (the 1st fine in the above
example). This line indicates that sapd keeps track of its overali status; thatis, it a
launched action returmns indicating an error condition, sapd knows that an error has
occurred. In fact, the above example shows that an error has occurred:

Overall Status = ERROR Archivel ;

if an error happens, sapd's status will remain in an ERROR state until one of the following
oCeurs: :

1. The action is launched again and it returns a Normal {(non-error) indicator.
2. The user executes the token UserStatus with the value “OK.”

For example, let's say that right belore a scheduled staging of files to a database, the
server goes down. if the server is down, then the staging does not occur at the scheduled
time, and this would cause an Error to appear in the Overall Status line.

PR L T I A T A T R T I R T I R R R R I T Y I A I R A
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However, if the server is brought back on line before the next scheduled staging of data,
and the staging occurs, then the Error would be-replaced by a Recover in the Overall
Status line, like so:

Overall Status = Regover Archivel ;

Onoce this problem has been investigated and rectified, you can simply reset alf of the
status instances by typing the following command;

nrset 10007 . . 1 UserStatus OK

Once reset, the Overéll Status line will look like the following:
Overall Status = Normal

Using VarSize

The VarSize token allows you to quickly assess the state of the SAP file system on an
NSX or Director, Unlike FileMgmt, VarSize has only one mode of operation. To execute it,
use the foliowing command line:

nrget 10007 . . 1 Var8Size

This will display a summary of afl the /nrivar directorles, which will look something like the
following:

filepath files Yytes oldest newest

Jusr/nr/var 4 168782 05/07 16:10 05/312 11:09

/usy/nr/var/new 0 0

/usr/nr/var/old 53 354456 05/086 18:05 05712 10:49

/usr/nr/vay/iplog 0 4]

fusr/nr/var/dump 0 ]
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Using FM_Action

The FM_Action instrumentation shows the current configuation of actions. To execute it,
use the following command line:

nrget 10007 . . 1 FM_Adtion

This will display the following:

Action Configuration

Action system command (args) {

DELoad, Proc¢ DBLoad {$FileOldest )

Batch_Proc /uszr/nr/bin/sap/batchl ($DirPath $Notifyl 5DirUsed)
Archive Proc /usxr/nr/bin/gsap/testl (ARGL. $DirPath )

Now that you know how to use SAP instrumentation, the next step in the tutorial is
fearning how 1o use triggers.

Triggers

sapd bases all of its actions on its trigger configuration. A trigger consists of a condition
and an action. The condition defines when to launch, the action is what to launch,
During the course of this discussion, you'll leam how o create and customize a trigger.

As stated earlier in the File Managerhent Thresholds section, there are 5 different types of
conditions used to initiate a launch; three are filesystem-based, and two are time-based,
as Hustrated in Table 6.2,

Table 5.2: Condllions

Basis Name Token Meaning

Filesystem DirFiles FM_DirFiles Number of files in jocation

Filasystem DirSize FM_DirSize Bytes consumed in location

Filesystem DirUsed FM_DirUsed Percentage of digk space used

Time idieTime FM_idieTime Relative time (elapsed time) In minutes

Time CronTime FM_CronTime Absolute time {depends on day & tima)
in minutes

e % & ¢ A U OB E B & % 6 B Y ¥ 6 e s B R E S A P e NP s o VP e g &

mnga; 1:3.3 ﬁsér'a Guide

213




THE BECURITY ANALYSIS PACKAGE

S S A TR T N I I A S A I B S I A IS e 2 I O L L B A

The command-line syntax for setting a condition Is as follows:-
FM_<token> LABEL VALUE LOCATION  ACTION

Where LABEL is a user-defined name; VALUE represents either number of files, number
of bytes, percentage of disk space used, or time in minutes; LOCATION indicates a
directory; and ACTION specifies the name of the action to be run,

For example, you could set the !oltthng condition:

¥M_DirFiles OrakLead 2 /Jusr/nr/var/new Oraclelcad

This means that when the number of files In the directory /usr/nr/var/new reaches two,
then launch the action OracleLoad. As you can see, the VALUE piacehoider {the 2" in
our example) maps to the Meaning column in the above table.

After setting a condition, you'll nead to set a corresponding action. The command line is
very much like that for setting a condition, except you'll more than liksly be using
variables as your arguments. The syntax for setting an action Is as follows:

FM_Action ACTION EXEC [ARGS)

As an example, type in a command that will set a corresponding action to the condition
created above:

FM_DirFiles Oracleload DBLoad 5DirPath $FileDldest

The ACTION is a user-tiefined name, and should match the ACTION variable in the

Condition for the trigger to work properly, The EXEC Is the script that is executed—in the

case of our example, it is DBLoad. The ARGS (or arguments) are literal parameters,

unless you use the reserved macros listed in Table 5.3, In the case of our example,

$pirpath will be replaced by the /usr/nrivar/new of the Congdition, and $F11e01dest
will look for the filename of the oldest file In that directory.

You have just created your first trigger, Let's go over what the trigger does:

1. The Corddition stipulates that Oraciel.oad should run only if the
fusrinrivarinew directory contains two files,

2. The Action stipulates that OracleLoad wiil look In the /fusr/nrivar/new
directory for the oldest {ile, and perform a DBLoad.

For more information on DB;.oad and other sapd Actions, please refor to page 10.
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Tabfe 5.3:  Macros and Expanded Values

Macro Expanded Value

|

$DirFlles | count of all files in trlog

$DirSize size in bytes of all files in trl.oc

$Dirlsed disk percentage used where til.o¢ resides
$DirPath directory location

$FileOidest filename of oldest file in trLoc

$FileNewest filename of newest file in trl.oc

$Notify1 token value for NotifyPerson

$Notify2 token value for NofifyPerson2

$DBUser token value for DBUser

$DBPass token value for UBPass

$TimaStamp | standard dateftime stamp (19970531.0137)
$CurTime current ime string  {23:37)

$Today+1 date of tomorrow  (1997/05/31)

$Today date of today

$Today-1 date of yestarday

$Today-2 date of day-before-yasterday

$Today-3 date of day-before-the-day-before-yesterday
$Week date of day a waek ago

$Week-1 date of day 2 weaks ago

$Month date of day starting this month

$Month-1 date of day starting the previous month
BT T ind Onirs Gulte
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How to Configure a Trigger

Configuring a trigger to the needs of your organization is a three-step process:

1. Edit the tokens in /usr/nr/etc/sepd.conf. They are easily recognized
because they ail begin with FM_ (e.g., FM_DirFiles, FM_DirSlze).

2. After you've edited sapd.cont, either perform an nrstart (if you're not
currently up) or an nrhup {if you're already up—this will activate the edited
values in sapd.conf}.

3. Finaliy, perform an nrget on both FlleMgmt {in either Brief or Full mode) and
FM_Action to view your settings and ensure that everything Is correct.

How to Change the PollingDelay

The speed at which sapd evaluates its triggers is controlisd by the PollingDelay token.
The valid values range from 1 to 9. The lower the value, the faster the polling. A value of
1 means sapd will evaluate the triggers every 10 seconds; a value of 8 means sapd will
evaluate the triggers every 80 seconds.

It you want gapd to launch actions as quickly as possible, set the PollingDelay to 1. Use
this if you have rnany small fiies In the /ugr/nr/ivar/new area and you want them loaded

quickly. if you want sapd to slow down launching of actions, set the PollingDelay to a
larger value.

Use the following command-line syntax to change the PollingDelay on the fly:
nrset Pollingbelay <i-9>
To set the PollingDelay permanently, edit sapd.cont, simply type the following:

PolliingbDelay <1-9>

LR I R T I T U T I I B A I I R N B

NotRanger 1.2.1 User's Guida £a3

216



‘THE SECURITY ANALYSIS PACKAGE

----- P T S T A I . L A T T e S I N L I I I I L N L I ]

SAP Reference

This section bullds on the knowledge contained in the SAP Tutonal section. if you have
not read the tutorial section yet, please do so now.

This section covers the foliowing information:
+ Thresholds and Triggers
» sapr
+ Scripts and skel
»  Operations
Thresholds and Triggers

This subsection discusses various ways to tune the thrashelds in the /usr/nrivar flle
locations.

Remember that loggerd defines the PUSH threshold with NumberOfSwitchBytes and
NumberOfSwitchMinutes tokens, and sapd defines various PULL thresholds with its
filesystem and dateAtime condition tokens.

Do you have enough space?

The /fust/nrivar area must be big enough to include the data in the ~/new, /oid, /dump, and
Aplog directories, as well as a padding space of 100 megabytes. This padding is setasa
default; the neads of your system may require more or less padding space 1o accomplish
file management and push-pull processes.

The foliowing formula ls presented as a checksum to ensure that enoughi file space has
been allocated:

nx/var size > varTrap + {newTrap | newlLoad || newArch}(
iploghArch + QumpOffline( } + padding{100MB)

) +

Do you have enough room left over for archiving?

The DirSize token identifies how much of a disk partition can be dedicated 10 logging
before an archiving action {such as compression or file deletion) can oceur. It is a good
idea 1o set the DirUsed token to a variable low enough to ensure that enough space is
jeft to accomplish archiving. For example, setting the DirUsed token to 80 percent on a
one gigabyte disk partition may leave enough room (100 MB), but if you ars using a 500
megabyte disk pantition, you may want to set the DirUsed token to 65 percent.

P T T T T T R B O I O I O A T IR A I v -

NetRangor 181 User's Guidte

217



THE SECURITY ANALYSIS PACKAGE

LA S N L I R R N A A I I N AR A O I B R N I LR I I T I N B N N S A

How do you want your data batched?

If you want fast puiling of files from a directory, set DirFiles to 1. To slow down pulling, set
the DirFlles to a higher number, ke 10. This wiil effectively change how many different
files get batched together. Similar effects can be had with time thresholds, Setting

IdleTime to a lower number will speed up poliing, and setting 1t higher will slow polling
down. :

sapr
Reports

The SAP queries can be run sithar interactively or in batch mode. “Interactive mode” is
useful for the most up-to-date information and for specific queries, but they take longer to
" run, “Batch mode” supports the “Ready Reports™ but will only include Information present
in the database at the time of report generation. Please refer to the Database Reports
Setup and Custornization section for a sample interactive query and the results,
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Customlzing Queries

The SQL source code can be found in /usr/nr/bin/sap/sgl/skel. This includes the querles
that initialize the database schema for NetRanger tables as well as the queries used to
analyze NetRanger data. Table 5.4 lists the included queries, which serve as starting
points for query building. '

Table 54: SOL Querles

Space Dimension Querles (space.sqi)

spacel.SaL

source signature summary

space2.SQL

destination signature summary

spaceld.SQL

conngction signature summary

space4. SQL

connection signature with string data summary

me Dimension Queries (time.sgl)

Event Dimension Queries (avant.sgl)

time1.85QL fimeview signature summary

time2.8QL timeview source signature summary

time3.8QL timeview destination signature summary

time4.SQL timeview connection gignature with string data summary

stem Querles (system.sql

event . SQL alarm fevel summary
event2.8QL | alarm signatura summary
event3.5QL alarm signature with string data summary

system1.8Ql. | age and count of records in each table
system2.SQL | signature: name-number {interactive only)
systom3.SQL | organization: name-number {interactive only)

B 8 % 6 % & B ¥ B A K 5 X I T P K& 4 W N OB OE P K Y 4T

219

N

stRanger 131 User's Guide



4 A @ P € ® P & W oMW B A PR E P kN

SQL Database information

Default Schemasg
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The native Oracle schema supported by sapx and sapr is illustrated in the following
diagram. Each box on the left identifies how event data is grouped prior 10 being lcaded
into a database, Each box on the right represents the target database tables. The
schemas for these tables are defined in Tables 5.5 through 5.9.

Alarm Leveis 2-5

Alarm Level 1

¥

nr kg, alarm

nr_log_context

Commands

:

nr_log_alamm_1

nr_log_tepeonn

Errors

nr_log_command

nr_log_amor
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Table 5.5:  nr_Jog_slarm and nr_log_alarm_1
Name Type

EVENT_PROTOCOL NUMBER(5)
RECORD_ID NUMBER(10)
EVENT_DATE_GMT DATE
EVENT_DATE_LOCAL DATE
APP_ID NUMBER(5)
HOST_ID NUMBER(10)
ORG_ID NUMBER(10)
FROM_STATE CHAR(1)
TO_STATE CHAR(1)
EVENT_LEVEL NUMBER(5)
IP_SIGNATURE NUMBER(10)
IP_SUB_SIGNATURE NUMBER(10)
NETWORK_PROTOCOL CHAR(3)
SRC_IP_ADDR CHAR(32)
DST_IP_ADDR CHAR(32)
8SRC_PORT NUMBER(5)
DST_PORT NUMBER(S5)
ROUTER_IP_ADDR CHAR(32)
DATA_ALARM CHAR(64)

» B ¥ B W ¢ e ¥ a6 oW
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Table 5.6: nr_jog_context

Name - Type
RECORD_ID NUMBER(10)
EVENT_DATE_GMT DATE
HOST_ID NUMBER(10)
ORG_ID NUMBER(10)
DATA_MATCH CHAR(84)
DATA_INCOM -{ VARCHARZ(766)
DATA_OUTGO VARCHAR2(768)
Table 5.7: hr,_lag_tcpcann

Name Type
RECORD_ID NUMBER(10)
EVENT_DATE_GMT DATE
EVENT_DATE _LOCAL DATE
HOST_ID NUMBER(10)
ORG_ID NUMBER(10)
IP_SUB_SIGNATURE NUMBER(10)
SRC_IP_ADDR CHAR(32)
DST_IP_ADDR CHAR(32)
SRC_PCRT NUMBER(S)
DST_PORT NUMBER(S)
ROUTER_IP_ADDR CHAR(32)

-----------
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Table 5.8;  nr_log_error
_ Name Type

EVENT_PROTOCOL NUMBER(5)
RECORD_ID NUMBEHR(10)
EVENT_DATE_GMT DATE
EVENT_DATE_LOCAL DATE

APP_ID NUMBER(S)
HOST_ID NUMBER(10)
ORG_ID NUMBER(10)
DATA_ERR VARCHARZ(256)
Table 5.9:  nr_log_command

Name Type

EVENT_PROTOCOL NUMBER(S)
RECORD_ID NUMBER(10)
EVENT_DATE_GMT DATE
EVENT_DATE_{OCAL DATE

APP_ID NUMBER(5}
HOST_ID NUMBER(10)
CRG_ID NUMBER(10)
SRC_APP_ID NUMBER(5)
SRC_HOST_ID NUMBER(10)
SRC,_ORG_ID NUMBER(10)
DATA_CMD VARCHAR2(256)
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Scripts and skel -

The DBLOAD procass reliss on two types of scripts: control and conversion. Control
scripts move data through the SAP system. Conversion seripts transform data into new
output formats, such as cpio lape formats, printer hard copy, and relationat database.
tables, ‘ "

sketl is a directory under /ust/nr that contains templates that specity alternate loading
procedures for database types other than Oracle and Remedy ARS, These templates are
effectively schema definitions for alternate bulk loaders,

WW

Schema - - A BU"‘( |
Loader

|
Output

Event Log

RDBMS

Flgure 5.5: Bulk Logding Process
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Alternate Loading Procedures
Deflning what gets Loaded

sapx, by default, attempts to load error, command, and alarm record types. if you do not
want one of these record types to be exported to your target databass, modify the “for
filetype In" command in the script /usr/nribin/sap/load_run.sh.

For example,

for Eiletype in 2, 3, 4

can be modified to receive only alarms by deleting the entry types for “2" (commands) and
“3" (errors):

for filetype in 4
Chahging the Target Database from Oracle to Remedy ARS

Replace the control script in Just/nr/bin/sapAocad_run.sh with the control script in
lust/nifbin/sap/skelfioad_run.sh.remedy.

Alternate Database Schemass and Destinations

Use the event log templates in /ust/nribin/sap/sql/skel as a guide for changing the
schema of the database load process, or as a guide for exporting event {og data to
databases other than Oracie and Remady ARS. Refer to the following for further
information:

* Use the create_log*.SQL files as a template for the schema declaration,
s Use the oraldr_log*.cti files as a template for SQL.*Loader field mappings.
= Use the bad_run,sh.oraldr as an example load_run.sh control script.

One of the requirsments for the DBLOAD scripts is that they must return an exit status.
Otherwise, sapd will not be able to determine when an error has occurred or perform an
UNDOQ. Use the following settings for retuming an exit status:

= |t the script completed without error, retum 0

« If an error was encountered during processing, retum 1 or greater
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NSOC Operations

Table 5.10 suggests scripts to help perform various NSOC-related tasks.
Table 5.10: Suggested scripts

Script Task ‘Script Contents

sapdStatus ' Display brlet nrset 10007 . , ., DisplayMode Brief

status prget 10007 . ., . FileMgmt
sapdStatusFull Display full nrset 10007 . . . pisplayMode Full
status nxget 10007 . . ., FileMgmt
nrget 10007 . . . VarSize
sapdConfig Show alt nrget 10007 . , 1 FileMgmt
configurations nrget 10007 . . I FM_Action
nxget 10007 , . 1 DBConfig
nxget 10007 , . 1 NotifyPerson
nrget 10007 . . 1 Notifyrersoni
nrget 10007 . , 1 NotifylInterval
nrget 10005 . . 1 NumberOfSwitchBytes
nrget 10005 ., . 1 NumberofSwitchMinutes
R §

nrget 10005 . HinContextlLevel

Make Adjustmenta

sapdFast Accelorate nrset 10007 . . . PollingDelay 1
Poliing
sapdSlow Decelerate nrset 10007 . . . pollingDelay §
polling
sapdOK Reset token nrset 10007 . ., ., UserStatus OK
status
sapdConfNew Replace/ cp /usr/nr/ete/sapd.conf /usr/nr/ets/
update sapd.conf.prev
configuration cp /usx/nx/etc/sapdxxx.conf Jusr/nr/etc/
sapd.cont
nrexec 10007 . . . ReadFileConfig
sapdConiSave Write active nrexec 10007 . . . WriterileConfig
token files to cat /usr/ny/etc/sapd.conf
sapd.cont

loggerdSwiteh Switch, nrget 10007 . . . PileMgmt

sanalize, or nxget 10007 , . . VarSize
execule nrexec 10005 , . . SwitchPilelog
DBt oad nrget 10007 . . , VarSize

gleep 60

axget 10007 . . . FileMgmt

nrget 10007 . , . varSize
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DBA Opersgtions

Oracle dalabase administrators are responsible for maintaining the SAP-default
database. Some of the techniques described below will apply to other DBMS facilities.
Once the database facilities are In piace, the DBA typically will monitor the data areas,
keeping operations smooth.

The DBA has two primary functions:

* Fix storage problems in the Oracle data files.
» Purge old data from database.
Fix Storage Problems

Table 5.11 llustrates recovery procedures for problems in the ditferent Oracle data files,

Table 5.11: Recovery Frocedures for Oracle Data File Problems

Area Probiem Fix

DATA Table storage overtiow » Extend DATA storage
» Purge data

TEMP Detailad query caused an * Extend TEMP segment

overflow * Tune TEMP segment

» Filler more data from the selected DML

RBS Purge overfiows RBS ©» Expand the size of your RES
» Referto the PURGE section for alternate

methods
Purging Data

Because of extended database operations, coliected data will eventually outgrow the size
of your Oracle disk partition. For this reason, you will nesd to occasionally purge the data
from the nr_log._* tables.

'Tha method you use to purge the data depends on your schema and the extent of your

Oracle lacliities (L.e., a large RBS will allow mass deletion, whereas a smaller RBS would
require incremerital and localized deletions).
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A purge should not be wholesale——instead, selectively purge data from your tables. Save
important alam information and dispose only of the old or lrrevelant data, Use the
following guidsiines as a basls for your purge strategy:

1. First, generate some reports from the data you are ready to delete.

2. it you are logging Level 1 or Context data, purgs these first.

3. Use the system1.SQL and event2.SQL querles to view the distribution of
the data in your database. These querles will show the count of records In
each table aus well as slgnature-based distribution of records.

4. Selectively purge records from the nr_log,_slarm tables.
To removae all the records in a lable:

1.  Drop the nr_log_slarm_1 table.

2. Use create_nr_log_alarm_1.5ql to recreate the table.
To remove some records based on time, use the following command line:

delete from nr_log_alaxm where event_date_gmt < to_date{’01/01', ‘MM/DD*)

To remove some records hased on signature, use the foliowing command line:

delete from nr_log_alarm where event_level < 4 and ip_signature = 8000

The above command lines can be combined to delste some time- and signature-based
records. You can also use other flelds, such as srg_ip_addr (Source |P Address) to
delete records from an individual machine. In other words, there Is no need to use Just
time- and signature-based constraipts in a purge, althaugh they are the most commonly
used.

NOTE

Remember to commit after the purgé commands complete.
]

Do not use drop_nr_tables.sq! for the purge because it drops all tables, essentially
wiping your database clean.

An automated approach 10 data purge would be to schedule a Dally CronTime Batch
trigger in sapd that enters sqiplus and executes report and purge DML actions,
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File Management Tokens
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Table 5.12:  FileMgmt Tokens
Tokens Default

Tokens for Directory Paths®
LogFiisPathNew fustinivarinew
LogFilePathTmp Justinr/varirnp
LogFilePathOld fust/nrivar/old
LogFileMask log.
LogFilePathDump fusr/nrivar/dump
LogFilePathiPLog fusrinrfvar/iplog-
LogFilePathVar tusvinrivar

Tokens for DBLOAD Launch Scripts® .
ControlPre fusrinrfbin/sap/load_pra.gh
ControlRun fusrinr/bin/sap/load_run,sh
ControlPost " fust/ne/bin/sapfioad_posi.sh
ControfUndo fusr/nribin/sapfload_undo,sh
Oracle Tokens®
DBUser username for Oracle access
DBPass password for DBUser
Tokens for Remedy or other DBMS Default”

DBUser2 username
DBPass?2 password for DBUser2
DBAuxt auxitiary environment information
DBAux2 auxitiary environment infformation
DBAux3 auxiliary anvironment information

a Usling thess dsfaults is recommended, but they can be changsd K necessary.

b Thesa tokens can be changed, elther permanantly or on the fly to feciitale custom oparations. See
documentation for configa and Java configurstion for Infosmation about token operation,

¢ Thesa musi be set before you can ctennect 1o Oracle. They are sef to match whatever user/password was
specified in the DBMS setup {crests user),

¢ Thesa tokens are included 1o provide extra fiexibiitly tor non-Orecle databasss.
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Overview

Sometimes things go wrong. Components often display confusing and unexpected error
messages, or behave outside thelr normal parameters. identification of these symptoms,
thelr possible causes, and their possible solutions could potentially be a time-consuming
and frustrating experience.

Ideally, the material in this appendix will provide a framework to help you identify and
resolve routine problems. When problems are not so routine, this appendix will aiso help
you by ruling out possibilities before you call WGC's Technical Support. This will ensure a
faster and mors beneficlal resolulion to your problem,

This Troubleshooting appendix consists of the following sections:
» Diractor Not Running
+ Director Running
*  Connectivity
= NBX
+ OQOracle
+  Sscunty Analysis Package
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Symptom

?038!5!8 Eausels;

e
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Possible on(s

"“The following erfor message is displayed when
trying to start the Director system from an HP
Terminal session: .

Cannot write message to Director, errnc
=2

This error ocours when smid tries Lo write 1o &
socket that does not exist. This may ocour
because the Direcior's nrdirmap application
has not created its communication socket in
fust/ntAimp because the OpenView user
interface (ovw) was not started.

First ensura that the underlying NetRanger services, such
as postofficey and smid are nnning. The easiest way to
accomplish this Is to execute the following from the console
command line:

/usr/or/bin/nrstatus

Run luseinr/oin/arstart as user netrangr if these services
need to be started. Then bring up the OpenView user
interface (ovw) by-execuling SOV_BIN/ovw &, This will
automatically start nrdirmap.

The tollowing error message is displayed when
trying to start the Director system from an HP
Terminal session

Cannot write message to Director, errno =
233

This error message is generaled when smid
writes to a socket whose bulfer is overflowing.
This can occur when the Director's nrdirmap
application is not running.

Ensure that the OpenView user interface {ovw) is running by
executing $OV, BIN/ovw &. This wifl automaticaily start
nrdirmap..

The following error message is displayed when
trying to start the Director system from an HP
Terminal session:

Cannot write message to Director, errno =
239

This error message occurs when smid and
nrdirmap do not hava adequate parmissions to
talk to one ancther via sockets in fusr/neimp.

Ensure that the smid process is owned by user netrangr,
and that nredirmap runs as suid netrangr,

Ona of the following error messages is generated
by HP OpenView upon stariup:

848967818198 WgcSema can't access
‘/usrénr/ete/nrdirmap . semaphore’

Error: nrdirmap:main, semaphore
initialization failed.

The nrdirmap.semaphore file in Just/nifetc has
been doleted or has improper permissions.

Ensure that fust/mi/etc/nrdirmag. semaphore exists and that
the netrangr user and group accounts have read access fo
the fite. lf the file does not exist, you can cresate the file with
an ASCli editor, such as vi. Add a single characterto the file
and save it in /Jusr/nrfete with the name
nrdirmap.semaphore.

LI I Y
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nrdizmap: fatal: libovw.so.1l: can‘t open
file: errno=2-
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The LD_LIBRARY PATH environment Follow the instructions in Chapter 3 for setting up an HP
varigble is not set proparly in your user OpenView environment for user accounts other than

environment. Note that this may indicate that | netrangr.
you ara logged onto the Director platform as

the wrong user.
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If the user account is based upon either the bourne or kom
shel, the following lines should exist in the user's
$HOME/ profile:

if [ -4 fopt/OV 1 ; then

. [opt/CV/bin/ov.cnvvars.sh

PATH=SOV_BIN: $PATH
export PATH

LD_LIBRARY PATH=$0V_LIB:$LD_LIBRARY PATH
export LD _LIBRARY PATH
£1

if the user must use a sheil other than ksh, then the lines
above rust be translated into the approprate scripting

language and placed in the appropdate startup file.
L

T A S O I I Y O I T R R e I A L N R I I B I I N BRI S I L N A B I B

A3
232



R

g

TROUBLESHOOTING

4 % % 9 € ¥ 4 f ¢ 6 4 B K E 5T B F T E S L F & T S EF T EE A NP E I ® PRGNS s R A YN NS E G S E RS R RN RS A Ao et P e 4w s et e e o

Director Running

Symptom

Possible Eauas) :

Fossme §0¥uﬁoﬁs;

The Direclor’s security map contains an NSXicon,
but fails {o show any events for that NSX.

The Director's Severity Status aliributes are
set higher than the level of alarms being
generated by the NSX.

From the Director interface, highlight the icon for the NSX
system and then either press CtrivO or select
Edit-2Describa->Modify from the menu bar. Then selact
NestRanger/Director and press View/Modity. Ensure that
the Minimum Marginal and Minimum Critical status
thresholds are low enough to ragister events from the NSX
in question.

The level of alamms generated by the NSX
system fall below the routing threshold set in
the Just/nd/efc/destinations file.

If the Director Severily Status thresholds are sat properly,
ansure that the routing threshold in the NSXs fusr/nr/atc/
destinations file is set low enough to routs information to the
Director. in the following example, the destinations fils has
tha Director’s smid svent lavel sef to “4°, which means that
only alarm events of level 4 and 5 will be forwarded onto the
Director platform running on directori.whseigroup:

1 datastora.wheelgroup loggerd 1
EVENTS ., ERRORS, COMMANDS

2 directoxl.wheelgroup ‘smid 4 EVENTS

Tne Director should bagin displaying alarms properly if you
reset datastore’s alarm threshold from “4” to “2°,

---------- L I N B I S I T
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" Symptom

Possible Cause(s)
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Possible goiuﬂon(s}

An NSX's alarms are properly displayed on the
Director security map, but information on those
alammns does not appear in the Show Current
Events window and the event log file in the
Director's /ust/nifvar directory dess not contain
any records from that NSX,

The Director Joggerd daemon is not listed as a
destination in either the NSX's or the Director's

configuration files.

You can either create an entry in the NSX's fust/nriete/destinations
fite for the Director's loggerd service, or you can craate a DupDes-
tination entry in the Director's /usr/nr/etc/smid.con file to redirect
event data to loggerd tfrom smid. Tha iatter would look fike this:

DupDestination <Bostrld>.<OrgId> loggerd 1
EVENTS, ERRORS , COMMANDS

Where <HostId> . <0rgId> ara the Director’s values (.g.,
directori.whesigroup).

Note: Thae first option requires thatthe NSX's destination file
contain two entries for the Director system: one for smidand
another for loggerd. This doublas the amount of network
fraffic that must be sent to the Director. Although the second
option will create some overhead for smid, itis the preferred
configuration, because it only requires one copy of event
data to be sent over the communjication pathway.

information is properly displayed in the Director's
Show Current Events window, but the mouse

fhe current evens utility continues to pull
information from the Director fog files as long

Press the Stop button to terminate the filtering appiication.
You can then use the scrolibars and menu options to look at

pointer tums into an hourglass and never changes | as the window is up. the data. Press the Close button to exit this window.
back. ) C-
- m L
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TROUBLESHOOTING
Connectivity
§ymptcm Possible a_ausezs; Possibie SOiutlcn(s)
Unable to access an NSX sensor orany of the Can you ping the NSX Sensor? Telnet onto the box as user nefrangrand un
NotRanger setvices running on the system. i . /usr/ar/bin/nxstop. Try to deduce why services were
Yes—This means that tha NSX Sensor is disrupted by examining whatever eror files exist in

powered up but that something is wrong with

the NSX sorvices. fust/arfvar, H errors are found, refer to the appropriate

Troubleshooting sedtion, or contact WheelGroup Technical

No-—The BorderGuard is shunning the Support. Once the cause has been identified, restart the NSX
Director. This can occur when: services by execuling /usx/ar/bin/nratazt.
= anattackis runfrom the Director Gain access to the NSX system to either issue an unshun
f:%mgﬁﬁi?&? csaymt}::tNoSrX ta command via local execution of nrset, or restant managed,
shun the Director system. which will clear all current shuns on the BorderGuard. In
gither case you nesd to gain access to tha NSX sensor via

s the NSX doas NOT contain a
HevarsShuniraddress entry for the

Diractor system, « connect to the NSX sensor via its modem
* conrect to the NSX via its COM1 serial port

+ connect to the NSX system's BorderGuard via the
BordarGuard's conscle

one of the foilowing means:

Although the first option provides remote access to the NSX
systam, the second and third optiens require physical access
to the NSX. Option b also requires the use of a notebook
computer or a terminal device.

4
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Unable to start or stop the NetRanger daemon
processes when running nxastaxt of nratop.

You are trying to run these uilities froman
account that does not have access rights to the
NSX daemons,

Ensure you are logged onto the NSX or Director systems
under the samea user account that was used to start its
daemon sarvices. (The default is user netrangr.)

Jusyinrivarferrors.smid containg mutltiple
instances of the following error message:

sacket received data from unknown host.

The NSX system's sensond is receiving
copy_te messages from a BorderGuard or
Passport security device that has not been
properly defined in /ust/nrfete/sensord.conf.

A

Properly define a RecordOfDataSource for the BorderGuard
or Passport device that is trying to send copy_to messages

fo the NSX system. Refer to Chapter 3 for information on

properly dafining the <IP address> and <IP mask>vaiues

for this sensord.conf token.
——

NetRanger 1.” "'ser's Gulda

..........

--------

--------------



L

Oracle
-
Symptom

R I A T T TR O I T O I A

Possme Eausas;

L I L T S I A I I I I . I R e R e A B

Pmisie §oﬁ%ds;

Mg

TROUBLESHOQTING

L B N I T T R

Cannot determine if Qracle is instailed.

Check local and mounted file systems using commands df,
mount, and f£ind. Lookfor oracle and product/7+.

Cannot determine if Oracle is running.

Use the following command:

ps ~ef | grep ora

After entering the command, the following should appear:

oracle 360 10 Jun 14 2 0:01 ora_pmon NRDB
oracle 362 10 Jun 14 ? - 4:38 ora_c¢bwr NRDB
oracle 364 10 Jun 14 72 3:13 ora lgwr NRDB
oracle 366 10 Jun 14 7 0:40 ora_smon NRDB

This means that there is an Oracle instance of SID=NRDB
running sinca June 14. The user account oracle is the owner
of these procassas.

Oragle Instalier (orainst) was unable to find any
products to install,

start.sk was not run prior to starting orainst.

Run start.sh to prepare your environment for the orainst
program. Look for the following file:

/cdrom/cdromd/orainst/start.sh

sgliplus: not found

or
sql'ldr: not found

The Oracle bin directory is not present or
specified propery in your $PATH.

Set $PATH to include $ORACLE_HOME/bin.

The following error message is displayed when
you try to run sqipius:

~~w~foraclefproduct/7.3.2/bin/sqgiplus:
cannot open

The shell finds sqiplus, but it cannot be
executed. This can occur when your $ PATH
includes references to the wrong varsions of
the Oracle binariss. For sxampls, you have
mounted the wrong Oracle directories froma
fite sarver. Therefors, you are irying to execute
HPUX binaries on a SPARC systern.

-------------

Ensure that the $ORACLE,_HOME directory contains the proper
binaries for the platfonm you are running. Refer to the section
smitted Remote Setup: helerogenaoushomogeneous in
Appendix D, ‘
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sqiplus, sqlidr, or sapx fail with the foliowing SID
errof massage:

ERROR: ORA-01034: ORACLE not available

CRA~07200: slsid: oracle_gid not set.

Possible Cause(s)

ossible Solution(s

TROUBLESHOOTING

LR A A e

"The ORACLE.SID envifonment vanabie, which
identifies which database Instancs 1o use, was
not set properly prior to starding sqlpius.

Set ORACLE, STD=NRBIG,

sqlplus, sgiidr, or sapx fails with the following libc
error message:

libc.so.xo: can’t do something

$ORACLE_HOME/b is not part of the
LD_LIBRARY PATH environment variable,

Add ORACLE_HOME/1ib tothe LD_LIBRARY PATH environ-
ment vaniable, # you are running either the boume or kom
shell ensurs that your SHOME/.profile contains the following
antries:

LD _LIBRARY PATH=$LD LIBRARY PATH:$ORACLE HOME/
1ix ‘

axport LD _LIBRARAY PATH

sqiplus, sqiidr, or sapx fail with the following TNS
BITOr Message:

ERROR: ORR~12154: TNS: could not
regslve service name

QOracle cannot understand the name specified
in your connsct sting.

Ensurs that the Oracle file thsnames.ora resides i its proper
location (usually SORACLE,_ HOME/admirvnetwork) and that
it is properly formatted. Then use the tnsping utility fo test sqi
net connectivity to your remota database.

sqiplus, sqlidr, or sapx ratum a TNS or USER/
PASSWORD error message.

improper connect string.

Correct the syntax on the connact string. Connecting from the
shell prompt, do one of the following:

if spacifying the password on the command line, type:

sqlplus <user>/<password>8<host>

Otherwise, type:

sqlplus <user>@<host>

and sqiplus will prompt for a password.
A
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TROUBLESHOOTING
Security Analysis Package
mptom P ie Causels Possible Solution(s)
Instrumentation shows proper configuration, but | if there are no FM_Action items in sapd.conf, | Manually copy the sapd.conf.nsx or sapd.conf.director from
no actions are perdormed, then nrContlg did not properiy copy files into lust/nt/etchwgeftemplates into /usr/ntfet/, replacing

sapd.conf due to upgrade from 1.2.x to 1.3.%,
or because nrConfig was not run at all.

sapd.conf.

Note: The file /usrinr/etc/wgeAemplates/sapd.conf contains
descriptions of the tokens used by sapd. This file doss not
contain any “real” token values. it is intended as a reference
for satting triggers in fusr/nifetc/sapd.cont

' Thera are extraneous files in the fusrntivar

diractory structure, and thers exists a
{usrinrfvarfold directory.

You have upgraded from SAP 1.9.x {0 1.3.x,
which daes away with the /usrinrivarfold
directory. The upgrade has also left behind
many files in Just/nrivar,

Clean the extransous files, delete the /usrint/var/old
directory, and archive the /usrinrivarfdump directory.

SQL quaries do not display data.

' You did not enter % as a wildeard.

Use % as a wildeard in your SQL. queries.

From the SQLPLUS prompt, entaring @event?,
@spacet, @timel, or @system1 doas not
return proper data.

You are using the wrong command fina
parameter.

SAP 1.3.x requires that you entar sither @event, @spacs,
@time, or @system. You will be queried for the dasired drill-
down fevel (e.9., 1, 2, 3).

Queries do not display new signatures.

You have upgraded from SAP 1.2.x {o SAP
1.3.x without updating the nr_sigs and nr_orgs
tablas.

Update the nr_sigs table with /ust/nr/etc/signatures and the
nr._orgs table with /usi/nrfetc/organizations. Use the code at
the end of nrdb_master_create for this pumpose.
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FILTERS AND BRIDGE CONFIGURATION
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This section lists and explains the settings for all of the filter (fil), command {cmd), and
data privacy facility (dpf) files required to deploy the BorderGuard or Passport as part of
an NSX system. Please note that many of the settings described in this section have
besn automatically set for you by the nreonfig script shipped with NetRanger under the
fustine/bin directory. This information Is presented hare in the event you need to manually
edit these files. Refer to the appropriate NSG BorderGuard Reference Manual for
additional information about these files.

Standard Files

The stanidard fites that must be configured and instalied on a BorderGuard device are as
foliows:

» startup
+ fiters.cmd

+ gleeves.cmd

v firstAil

*  incomi{x).fil
» jastfil

s  shun.ti

» sleeves.fil
e params.dpf
* pubkeys.dpt

e sleeves.dpf

These files are discussed on the following pages.

LS A T R T I T T I T T T 2O T Y A 2 » « % w e ¥ @

NetRenger 1.3.1 User's Guide’ ~ ) B-i

240



FILTERS AND BRIDGE CONFIGURATION

PRI SR T TR S A O T T I A R S I Y T 1 I A T R B N T T T Y B SR RS S R S T

startup-—This is the boot contiguration file that is read sach time the BorderGuard
powers up or resets. This file performs these tasks:

L ]

Names the device.

Compiles and appiies filtars,

Configures interfaces.

Sets up route tables.

Executes the files required to establish encrypted slesves.
Establishes a nameserver.

Starts daemons such as telnetd, gated, and snmpa.

fiiters.cmd-This file compiles ail the filters that enforce your security policies. it is called
in the startup file via the following command:

afilters.omd

This file contains a single line for each filter used on the BorderGuard. Most fiiters.cmad
files contain at least the following three entries:

L L T IR T T I T S O N 2 R Y I S L

8.2

ns> compile _filter first.fil
ns>» compile_filter incoml.fil
ns> compile_filter shun.fil

NetRanger 1.8.1 Usor's Guide
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Fﬂter Templates

These files enforce security policies as well as establish filtering on the BorderGuard/
Passport, Refer to the NetSentry User Guide for information on how to create and apply
fiiters. When you are editing these filters, you may find it helptul to refer back to Chapter
3, which you used when you defined your security policy. ‘

first.fi—This file identifies which network traffic should be copled to the NSX sensor.
First, change the IP address of the NSX that follows the copy..to commands if it has not
already been changed. Then change any string-matching requirements defined in
sensord.conf.

For string matching o be effective, all packets for a given service (e.g. Telnet at port 23)
must be copied to port 35308, By default, FTP (21), Telnet (23), mail (25), DNS (53}, RPC
{(111), and WWW (80) packets are all copied o the tcp_dp and top_sp command lines in
first.fil. To set up string matching on additional services such as FTP data (20), add the
ports to first.fil

# Copy certain TCP traffic
ip_protocol in (6}

top.dp in [21,23,25,53,80,111,20}
copy. .to IP _ADDRESS _NSX 35398 break;

NOTE

The port number following the NSX is 35398 instead of 35399 as it appears In the
other filter files. This is the UDP port for intrusion detection. Do NOT change {t!

incom(X).Hl~This file Is the core of the NetRanger security systam and it establishes the
security policy defined in Chapter 3. Apply this fiiter o each network interface to establish

a security policy. The general naming convention is incoml . £11 for interfacae 1,
incom2. £il for interface 2, and so on.

NOTE

The default templates assign incom1 to the interface connected to your untrusted
natworks. Notice that the number following the copy._to command In this file is
35399 instead of 35398, as indicated in the previous filter file. This Is the security
policy monitoring port. Do NOT change it!
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If nrconfig has not been run, the first information that should be included is the IP address
of the NSX after every copy_to command.

copy_to IP_ ADDRESS_NSX 35395 break;

Next, make changes to the Incom(X)_ip._spoof._fali {iter. This filter preventa and alarms
on any connections from outside your trusted network that have a source address
from your internal network. When applied to your trusted network interface, it assures
that no outgoing traftic is spoofing an extermnal address. Collect all of your Internal class C
and class B addresses and create an entry for each one, You should also create an entry
for the individua! external IP address. In the case of a site with two intemal protected
networks with class C addresses of 199.89.99.0 and 198.88.100.0 and a router with an
external IP addrass of 199.99,101.1, the fiiter attached to the untrusted network would
iook like the following:

filter INCOM1_Ip SPOOF_FAIL

ip_sa mask OXFFFFFFO0 in (199.99.99.,*)
copy.. to IP_ADDRESS NSX 35399

iemp _unreachable fail:

ip..sa mask OxFFFFFFO0 in (199.99.100.%*)
copy.te IP_ADDRESS NSX 3539%
icmp_unreachable fail;

ip_sa mask OxXFPFFFFFF in {199.99.101..1)
copy. to IP_ADDRESS _NSX 35399

icmp, unreachable fail;

end

For the filter attached to the trusted network, make the foflowing changes:

filter INCOM1_IP _SPOOF_FAIL

not ip_sa mask OXFFFFFFO0 in (199.99.99.,*)
not ip sa mask OXFFFFFFO0 in (199.99.100.%)
copy_to IP_ADDRESS _NSX 35399

icmp, unreachable fail;

end
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The next change you need to make Is based on your securlty policy. Every allowed
service should have a corresponding filter (for example, you should have a filter similar to
incom2_smtp_~£ail for e-mail). You need to edit sach of these filters in accordance
with your poficy, which typically Is to atlow or block network access. For gach allowed
service In the security policy, edit the current filter with its name. There are two baslc
cases for allowable services; '

* The first and simplest case Is when you want to allow all services of this type
through. This is most often the case for the interface attached to a trusted network,
because users want unrestricled access to e-mail and WWW services. For
exampls, to allow afl outgoing mall traffic, simply comment out the body of the filter
incom(X)_smip_fail as follows:

filter INCOM2_SMTP_FAIL

#rep dp in (25)

#copy..to 1P _ADDRESS_NSX 35399
#icmp_unreachable f£ail;

end

This allows all outgoing connections to port 25.

* The second case for allowing a given service involves restricting that service
to a specific destination or source IP addresa, This type of restriction is usually
applied to the interface attached to an untrusted network. In this case, the filter
should be edited as follows: .

filter INCOM1_ICMP_FAIL

ip_protocol in (1)

#This is where you should enter the typefields of the ICMP
. #services you want to block. In this example, we are blocking
#%echo requests® type field B. To block “timestamp requests”
#you would add 13. ti_byte 0 in (8,13)

tl byte 0 in (B)

not ip.sa in (198.88.98.%)

not ip_da in {IP_ADDRESS1, IF_ADDRESS2, IP_ADDRESS3, ETC.)
copy..to IP_ADDRESS_NSX 35393

icmp unreachable fail;

end

The above example allows all ICMP scho requests that are from the network 198.88.98.0
or that are destined for IP_ADDRESSH1, 2, or 3, All of the filters should comply with your
sacurity policy requirements. Please refer to the NetSeritry User's Guide for more
information on this topic.

Hast.tH—Although this filter is not required, it provides a convenient way to permanently
block a particular site. This type of filter might look iike this:
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filter LAST. _BLOCK_FAIL
ip.sa in (BLOCKED_IP NETWORK)
copy..to IP_ADDRESS NSX 35399
icmp_unreachable fail;

anad

shun.fil—NSX system uses this file to dynamically block outgoing as well as incoming
IP addresses. it is not applied to a BorderGuard/Passport until the NSX generates an
alarm for an attack signature that is configured 1o shun.

NOTE

The name of this file should NOT be changed. The only thing that needs to be edited
in this file is the P address of the NSX that follows the copy,_to command. if you
have run nreonfig, this should already be changed.

]
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ﬁetﬂanger and Bridging

Below is a sample startup file for a BorderGuard 2000 routing on four interfaces. First, the
name is set, then the filters.omd script Is run (this compiles the NetSentry filters). The
first_filter Is then applied on the IP first filter point. The four Interfaces are then staried,
followed by starting the Telnet daemon on the BorderGuard. Each of the interfaces has
certaln filters applied when it is configured. These filters are on the Incoming/outgoing
filter points for each interface. Each of the Ethernet ports is configured at startup by the
file. : :

system set name bordex

efilters.cmd

netsentry apply ip first_filter on first

ip staxt if en0l 10.1.1.1 netmask OxE£FEEEE00 incoming=incoml_filter \
outgoing=outl_f£iltexr '

ip start if en02 10.1.2.1 netmask OxELE£££00 incoming=incom2 filter
ip start if en03 10.1.6.1 netmask OXLEE£££€00 outgoing=outi_filter

ip starc if en0é 10.1.4.1 netmask Ox££££££00 incoming=outd_filter

ip start telnetd

it the same BorderGuard 2000 were deployed In bridge mode, the important
difference le that it has only 1 IP address on 1 IP network. Again, the name is set first,
followed by the script to compile NetSentry filters, Here, the first_fiiter is applied on the
MACADDR first fiiter point. Thatis the fiiter point for bridging. NetSentry fiiters are applied
on each of the interface’s corresponding incoming/outgoing filter points by the set
commands as shown in the example below.

gystem set name border

8filters.cmd '

netsentry apply macaddr FIRST_FILTER on first

ip start if br0l1 10.1.1.1 netmask Ox££f££f£00

bridge set port enll incoming=INCOMi_FILTER outgoing=0UT1_FILTER
bridge set port enl2 incoming=INCOM2Z_FILTER

bridge set port en03 outgoing=0UT3_FILTER

bridge set port enl4 incoming=0UT4_FILTER

ip start telnetd

Unlike configuring interfaces for P routing, the bridge configuration is automatically
stored on the BorderGuard file system as configuration commands are lssued, Two files
are created with the names BRIDGE.DAT and BRIDGE.HDR. The command to start an
Interface to bridge is

bridge set port <interface>» state on
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The BorderGuard will immediateiy configure the interface by turning the port off, then on,
and finally saving the gonfiguration to disk. Here is an example:

BG2000 Bridge> set port enfl state on
bridge: syslog contains unread text
bridge: do 'bridge show syslog' to view
BG2000 Bridges ‘
$Ethernet-8-2505, 1B-Feb-1997 22:10:38.966
Ethernet port enl0l is OFF.

tEthernet~8~2504, 18-Feb-1997 22:10:38.966
Ethernet port enll is ON.

¥Bridge~8-322, 18~Feb~1997 22:10:39,260
Save state complete

BG2000 Bridge> sys dir

File name Size Date Time
. <dir> 07-Feb-1997 12:08
README - 25300 15-Feb-1597 15:30
PROFILE 21 09-Feb-1997 12:51
STARTUP 62 09-Feb-1%97 12:58
SHUN.FIL 19 10-Feb-1987 22:34
FIREWALL.DEF 19224 15-Feb-1997 15:30
FIREWALL.SET 7180 15-Feb-1997 15:30
BRIDGE.DAT §48 18-~Feb~1997 22:10
BRIDGE.HDR 44 18-Feb-1997 22:10

9/256 files, 57100/86660 bytes used/free
42608 recoverable bytes
BG2000 Bridge>

Once this command is issued for an Interface, it does not need to be issued again—
hence the exclusion from the startup file. Howevaer, if the command Is placed in the
startup file, it does not cause any problems.

200
NOTE
Do not assign an IP address to an interface if you want it {o bridge IP packets, Routing
takes precedence over bridging. if a port, like en01, Is configured to do bridging and it
has an IP address assigned to it, the IP packets are routed and other protocols
(IPX/SPX, AppleTalk, etc.) are bridged.
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Filters

In pﬁdglng moda, the following should occur for NetRanger filter files:
1. copy_to should be replaced by log_to.
2. UDP port 35398 should be replaced by 35400..
3. UDP port 35389 should be replaced by 35401.

Here Is an example of a part of the filter netranger:

filter NETRANGER

ip_protocol in {1)
log to 10.1.100.1 35400 break;

ip._protocol in (6)
tl_byte 13 mask 0x07 in {1.2,4)
log_to 10.1.20C.1 35400 break;

tep.dp in {21,23,25,53,80,111,512,513,514)
log . to 10.1.100.1 35400 break;

tep sp in {21,23,25,.53,80,111,512,513,514)
log.to 10.1,100.1 35400 break;

Here Is an example of a security policy filter:

filter INCOM1_IP_SOURCE_RQUTE._FAIL
ip_option_present 0x83

log. to 10.1.100.1 3540%L
icmp_unreachable fail;
ip_option_present 0xB89

log to 10.1.100.1 35401
icmp_unreachable fail;

end
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DPF Files

The BorderGuard 1000 and 2000 systems are equipped with a powsrful encryption
capability that can establish a Virtual Private Network (VPN) betwsen geographicaily
remote sites over public networks.

At a minimum, WheelG?oup recommends that you use encrypted sleeves to encrypt ail
trafiic between remote networks. it is not necessary to use encrypted tinks between
internal NetRanger components whose traffic is only crossing Internal protectad private
networks,

A good method to determine the necessily for encrypted slesves is to trace the path of
alarms and traffic traveling between two NetRanger components and consider the
security of the networks that are crossed. I you feel comfortable with those networks, itis
probably not necessary to use encryption and incur the performance reduction on traffic
traveling within the sleeve,

Please note that the Passport system currently does not provide any type of VPN
Facilities.

Reter to the NSG manual, Dala Privacy Facllity User's Gulde, before attempting to make
changes to any of the files in this section.

pubkeys.dpf—This file contains the public keys for the BerderGuard, This file should

have an entry for the local system and each remote BorderGuard for which an encrypted
sloave Is maintained.

R R R
NOTE

siseves.dpf requires long keys. Be sure that you generate long public keys for both
ends of the shcrypted sleave.

I
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810 " T T "NatRanger 1.3.1 User's Gulde

249



FILTERS AND BRIDGE CONFIGURATION

PR T S T T S S T R I S I I N A I I B N T B A A A A A A A A A A A

“sleeves.dpf—This file contains sleeve definitions for the BorderGuard's DPF. During
initialization, it is loaded as a set of sleeve definition commands and placed into the DPF
interface’s working storage. The default sleave seltings rarely need editing. The only
entries that should be edited are sleave definitions, The format for these entries is

sleeves_<orgldl>, <orgldi>_<sleeve_sum> groupl <IP> group2 <IP>

where oxgId corresponds to the organization ID established in the
fusr/nrletc/organizations file discussed in Appendix E. orgIdl Is the organization at one
end of the sleeve ant oxrgId? is the organization at the other end of the sleeve; orgIdl
may equal orgIdz2. The sleeve_num corresponds to the slesve number at a particular
site, The IP addresses assigned for group1 and group?2 correspond to the router/bridge
interface dosignated at the BorderGuard at each end of the sleeve as the DPF interface.

NOTE
Sleeve definitions should be identical at both the local and remote site.

For example, consider site #1 with two BorderGuards, which have the DPF IP addresses
190.99.99.1 and 199.69.100.1, and site #2 with one BorderGuard with a router DPF [P
address 108,98.98.1. ‘

The following sleeve definitions might apply;

sleeves_100_101_1 groupl 199.99,99.1 group2 196.98.98.1
sleeves 100.100_1 groupl 1%99.99.99.1 group2 1599.9%.100.1

This would establish two sleeves. The first is betwsen one of the BorderGuards at site #1
and tha BorderGuard at site #2. The second is between the two BorderGuards at site #1.

NOTE

Be sure 1o associate the correct IP address with the corract group {groupl or
group2).

sleeves.fll—This file contains two filters for every DPF sleeve connection defined in
sleeves.dpf. The first filter controls outbound traffic and the second fiiter checks Inbound
traffic.

------- LR A L N I I T I I O S L B I I I O I L
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NOTE

‘The IP address of the NSX (afler the copy. to statements) and the sieeve name must
match the name designated In sleeves.dpf. For example, if site #1 has a class C address
1908,99.99.0 and site #2 has a class C address 198,98.98.0, and the slesve name is
s_100_101_1, the filter at site #1 would look something like the following:

filter DPF_100_101.1

ip_sa in (199.59.99.%)
set_sleeve 8 100 101 _1:

end;

filter DPF_FAIL_100_101_1
ip_da in (199.99.99.%)

not sleeve s_100_101_1
icmp_unreachable

copy..te IP_ADDRESS_NSX fail;
end;

A corrgsponding filter would be created for the remote site and would replace 198.99.00.*
with 198.98.88." but the sleeve names would remain the same.

5

sleeves.cmd—This file compiles and applies afl the filters required to establish encrypted
sleeves between a local BorderGuard and one or more remote sites. The fiiters are
eslablished in the sfeeves.fil tile and should be applied so that all traffic traveling between
two sitas is encrypted. For example, if site #1 had a class C address of 199.69.89.0 and
site #2 had a class C address of 198.98.98.0, then the apply staterments would be similar
to the following;

ip apply DPPF_100_101_1 on 189%,59.99.* to 198.98.98.*
ip apply DPF_FAIL_100_1C1_1 on 199,99.99.* to 198.98.58.*

in this example, DPF_100_101_1 and DPF_FAIL_100_101_1 correspond to the fiter
names established In the flle sleeves.fil.
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Bridging and DPF

DPF sleeves can be used when the BorderGuard Is running in bridge mode. DPF sleeves
should be defined and established normmally. However, packets should be insered into
the sleave using an IP filter. This is required because the se!_sleeve action is not
supported in filters on bridging filter points, To allow IP packats to pass through an IP filtar
on a BorderGuard running in bridge mode, foliow these steps:

1.  Establish a normal DPF sleeve, correctly configuring pubkeys.dpi,
params.dpl, and sleeves.dpl.

2. Asslgn the IP address assigned to port br01 as the DPF address of the
BorderGuard.

3. Detine a filter to place packets into the DPF sleeve (an example is shown
~ below).

All the packets coming from the 10.1.6.x network and going to the host 10.1.9.10
will be placed into the DPF sleeve qa_test.

filter DPF
ip.ga mask OxE£fE££££00 in {10.1.6.0}
ip.da in {10.1.9.10)
set_sleeve qa_test;
end

4. Apply the filter on the IP first filter point. (The fiter point local_in would alse
work.) An example {which wouid be added to the startup file) follows:

ns apply ip DPF on first

5, Verlty that none of the bridge security policy ﬁlters fail any packets
destined for the sieeve.

6. Configure the NSX (or Director) to route packets to the other destination
through the IP address assigned to port br01. An example follows:

route add 10.1.9.10 <port byl IP address> 1

This technique works because the NSX sends 1P packets to the Director that are
encapsulated in Ethemet packets with a destination Ethemet address corresponding to
br01 (because it is the router). The IP packet will first go through all of the bridge fitter
points and then through the IP filter points bacause it is going to br01. The filter defined in
Step 3 then takes the IP packets and puts them into the siesve for transmission to the
other side. if an IP packet that should NOT go into the sleave is sent to br01, br01 routes
that packet according to its own routing table.
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When the packet comes out of the sleeve on the other end, the routing tab!e is consulted
and determines that the [P packet should be transmitted through the bro1 interface, which
in turn causes it to be bridged out into the network to lts final destination.

NetRanger Support for Passport Bridging

NetRanger Version 1.3.1 supports the Passport in bridging mode. Two additional UDP
ports have been added to nr.sensord to process the specialized log_to packets from the
Passport. The table below lists tha UDP ports for nr.sensord. '

Socket Name | Default Port # Supports
NCIt 35398 intrusion Dstection

NGS1 35359 Security Policy Monitoring
NLHt 35400 intrusion Detsction

NLST 35401 Security Palicy Monitoring
NLI2 35402 Intrusion Detection

NLS2 35403 Security Pclicy Monitoring

Bocket Name Key

N--Network Systems
C—copy_to packets
L—jog 1o packets
F—intrusion Detection
$—S8ecurity Policy Monitoring
#~-Version Number

For example, NLI2 indicates thal support for Network Systems log_to packets for
intrusion detection (version 2) is enabled.

When you enable intrusion detection support for a UDP port, packets sent {o that UDP
port will be used for intrusion detection and logging. A filter should be placed on the

NetSentry tirst fliter (for IP and Bridging) point to copy_toflog_to packets to the NSX for
analysis.
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When security policy mon;tonng support is enabled for a LIDP port, packets sent 10 that
UDP port will be analyzed to determine the name of the NetSentry filter that performed
the copy_toflog_to. In the following example, the filter will fall certain packets and send
tham to the NSX:

filtexr INCOM1_FINGER_FAIL
top.connect reguest
tep.dp in {79)
log. to 10.1.1.1 35401
fail;
end

in this case, sensord will obtaln the filter name INCOM1_FINGER_FAIL from the log_to
packet, attempt to find a matching RecordOfFilterName entry to get the filter name SUB-
SIGID, iook up the corresponding alarm levels set by SigOfFiiterName, and then transmit
an alarm as needed. The IP packet is all but ignored except to obtain source/destination
addresses/pors.

The entries in /usr/nr/ete/sensord.conf for the above sacurity policy filter would look like
the {ollowing:

RecordOfFilterName 1011 INCOM1_FINGER_FAIL
SigofrilterName 1011 o 3 3 3 13

in prior relaasas of NetRanger, sensord only supported the first two sets of UDP sockets.
The NLI2 and NLS2 sockets have been added to support the log_to packet format
gonerated by the Passpont. This format is difforent than the one supported by the NLI1
and NLS1 sockels for BorderGuard fog_to packets.

NOTE

Extra caution must be used when creating filters to send log_.to packets to the NLi2
and NLS2 sockets when In bridge mode.

Caution is necessary because the log_to header does NOT speciy the type of MAC
header. A Passport with Ethernet, Token Ring, and FDDI interfaces that sends log_to
packats to the NSX will include differing MAC headers. The NSX cannot easily determine
which MAC type Is included in the fog_to packet,

To deal with this problem, sensord looks at the NetSentry name in the log_to header to
determine the type of MAC header. ,
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The NLI2 socket REQUIRES the modification of the traditional NetFanger first filter.
The filter is now divided into three sections, each of which is used to process different
types of MAC packets. This ensures that the log_to header will contain one of the
following three tilter namaes for packets received at the NLI2 UDP socket:

NETRANGER_BR_ETHER Ethemet support
NETRANGER_BR_TOKENRING Token Ring support (not tested)
NETRANGER_BR_FDDI FDD1 support (not tested)

Following is a sample breakdown of the new filters tc be used on the Passport in bridge

mode;

[N T T N I I B 2 I B I D U R N Y DN I N 2 T I T I R T

fiiter FIRST BR_FILTER <~- Applied at the bridge first filter point
filtex NETRANGER_BR:
filter BSHUN;
end
filter NETRANGER_BR
£ilter NETPRANGER_BR_ETHER;
£ilter NETRANGER_BR_TOKENRING;
filter NETRANGER_BR_FDDI;
end .
filter NETRANGER_BR,_ETHER
not mac media_type in (1) <~ Retum from filter if not Ethemaet
break; ’
ip_protocol in (1) <~~ Traditional fiter
log to 10.1,100.1 35402 break;

NetRanget 1.9.1 User's Guids
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The NLS2 socket requires that all security policy filters have one of the following strings
prepended to the filter name to ensure that the type of packets sent to the NSX via log_to
have matching MAC headers, If one of these strings fisted in the table below is not
prepended o the filer name, sensord will ignore the log_to packet.

ETHER Ethemet support
TOKENRING Token Ring support (not tested)
FDDI FDDi support (not tested)

NOTE

Filter names should not exceed 31 characters in length. In some cases, prepending
ang of the MAC tormats listed above to certain defauit NetRanger policy filters will
result In a fiiter name that exceeds the 31-character fimit. In those cases, truncation
will be necassary.

In the following example, the security filter has been rewritten for the NL.S2 socket. In this
example, the filter is applied on the incoming filter point of an Ethernet interdace. This
ensures that all log_to packets from this filter include Ethemet MAG headers. if this fiter
were at another fiiter point (first, last, apply_table, etc.}, then it wouid have to ba broken
up in triplicate fike the first filler shown on the previous page.

filter ETHER_INCOM1_FINGER_FAIL
tep. _connect request
tcp.dp in (79)
log.to 10.1.1.1 35403
fail;
end

L I I I A R I T I e e I A I N A N A 2 T
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This section lists the defauit NetRanger alarm setiings. These seflings provide for near-
maximum intrusion detection but are not configured to provide automatic response. For
each of the ID signatures, string matches, transport events, and policy viclations, you can
fum on auto-logging or auto-shunning by editing sensord,conf or changing the settings
through the nrConfigure GUI. The default levels will give you some idea of the usual level
of threat for each of these Rtems.

You may want to emphasize certain events at certain sites by increasing the alarm level
on the events or by turning on an automatic response. You can also lower the reporting
lavel on certain avents to de-emphasize them,

L
NOTE

The SYN flood datector is configured to work on services that are set up for string
maich examination. If this Is not appropriate for your instailation, It may be changed in
the tile first.fil on the BorderGuard. Refer to Appendix B for information about editing
filter files. Keep in mind that misconfiguring these settings may greatly increase the
lvad on the sensor and its portion of the network bandwidth without providing an-
increase in protection. Please consuit WheelGroup Technical Suppon for advice on
this adjustment.
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Table C.1: Intrusion Detection Signatures, Sorted by Defauit Alarm Level

D I I e I N O N L T T

Alarm Lavel

1 2 K] 4 5
IP options - Bad Option | {P options - Record sandmail Fragmented IP options - Loose
List packet route reconnaissance ICMP trafiic source roug
IP options - Timestamp | ICMP Source Archalc sendmail | Largs ICMP 1P options - Strict
Quanch attacks traffic source route
P options ~ Provide s, {ICMP Time DNS HINFO smail attack ICMP network
¢ h ice Exceeded for a Asquest sweep w/Echo
Datagram
IP oplions - SATNET id | ICMP Timestamp DNS request for sendmait ICMP network
Reguest all records invalid sweep w/
recipient Timestamp
{CMP Echo Reply ICMP information ypserv atternpt sendmail ICMP network
Request {ohsolste) invalid sander | sweep w/Address
Mask ;
ICMP Unreachable ICMP Address Mask | ypbind attempt ONS Zone TCP port swaep
Request Transterfrom |-
other port
ICMP Rediract(changs | Unknown IP Protocol | yppasswdd RPC dump Halt-open SYN
& route) attermpt {rpeinto -p) aftack
ICMP Echo Request HTML fife has .uil ypupdated rexd attempt WWW phi attack
fink attempt )
ICMP Parameter HTML fite has .ink ypxird atternpt ICMP flood WWW general cgl-
Problam on Datagram | link bin attack
{ICMP Timestamp HTML file has .bat Sendmail decode | WWW i file | TCP Hijacking
Reply fink alias requested -
ICMP information UDP bomb WWW ink file | UDP portscaen
Reply (obsolets) requasted
ICMP Addrass Mask mountd attempt FTP CWD TFTP passwd file
Reply ~toot attempt
TCP connection FTP 8YST FTP impropar | Normal SATAN
records command address probe
attempted specified
'0;2"""..'.""“.""..'."‘ “.N.et‘Ra.ng.e;1"a:1'us’e;’sia.u;.de.
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Table C.1: Intrusion Detection Signatures, Sorted by Default Alarm Level

Alarm Level

1 2 3 4 5
UDP packset records FTP Authorization | FTP improper yHeavy SATAN
Failure port specitied probe
DNS Zone Transfer ) Teinet WWW .battile | RFCpon
Reguest Authorization request ragistration
Failure | :
Riogin RPC pott
Authorization unregistration
Faillute
POP3 Proxied RPC
Authorization recuest
Fallure
P options - IP
Fragment Attack
FTP SITE
command
attempted
NETBIOS COB
data
fogn « froot
ident bulfor
overflow
ldent newline
Ident impropor
request

Table C.2: Intrusion Detection String Matches, Sesslons and Alarm Levels

String Match Session Alarm Level

S 4" Telnet 2

4" riogin 2

“RETR passwd’ FTP 4

“leto/shadow” Telnet 4

HFES=/ Telnet 8

“4FS=/f rogin 8

“letc/shadow” riogin 4
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Table C.3;: TCP/UDP Events and Alarm Leveis

N N I

Event

Alarm Level

Connection request- tcpmux

b

Connection request- echo

Connection request- discard

Connection request- sysiat

Connection request- daytime

Connection request. netstat

Connection request- chargen

Connection request- fip-data

Connection request- fip

wh § wd § ok 5 bl ed } b i b ] A

Connection request- Telnet

Connection request- smip

Cornnaction request- time

Connsection request- whois

Connection request- dns

Connection request- gopher

Connaction request- tinger

Connection request- www

Connection request- link

Connection request- kerberos-vs

Connection request- supdup

Connection reguest- hostnames

Connection request- iso-tsap

Connection raquest- x400

Connaction request- x400-snd

Connection request- csnet-ns

Connsction request- pop-2

Connection request- pop3

b} k] ] ek} oed ] ok ] k] b} b ] wh ] b ] wd ] wh ] B ] b ] ek ] ek md
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Table C.3: TCP/UDP Events and Alarm Levels

»
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Event

Alarm Level

Conngclion request- sunpe

‘Connection request- uucppath

Connaction request- antp

Connection request- ntp

Connection request- netblos (port #s 137, 138,

and 139)

b § owdk §owd | owk ] ok

Connection reguest- imap2

Connection request- NeWS

Connection request- xdmop

Connoction requast- noxtsiop

Connection request- bgp

Connection request- irc

Connection request- imap3

Connsction. request- ulistserv

Connection request- exec

Connection request- login

Connection reques?t- shell

Connection request- printer

Connection request- courier

Connection request- uucp

) 2]l O] O] O] ] ] k] b e

Connection request- pcserver

Connection request- kerberos-v4

b | b

UDP tratffic - echo

UDP traffic - discard

UDP traffic - daytime

UDP traftic - chargen

UDP traffic - time

UDP traffic - dns

UOP trafflc - iitp

CO§ k] b ] b f ok ] owd ] s
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Table C.3: TCP/UDP Events and Alarm Levels

Event Alarm Level

[UDP waffic - gopher |
UDP traftic - www 1
UDP traffic - kerberos-vs 1
UDP traflic - sunrpe
UDP traffic « nip
UDP traffic « xdmop
UDP traffic - bgp
UDP 1raffic « imap3
UDP traffic - ulistservy
UDP traffic - bift

UDP traffic - who
UDRP traffic - syslog
UDP traffic - printer
UDP traffic - talk
UDP 1rafiic - ntalk
UDP tratfic - route
UDP traffic - nis

wd f oad ok o ad ] ek ] owd ] e ]

o} ook b ot b ok ] owd ] o

Palicy Violations

The sample policy filter incom1.fil is designed to identify incoming traffic and pass or fail it
based on set conditions. For example, if you specified an FTP server and an SMTP
server during the NetRanger configuration, the sample tilter would be modified to allow
these hosts as exceptions to the rules which fail incoming FTP and SMTP. This sample
policy is excelient for use If the NetRanger is protecting the access point between a LAN
and an untrusted WAN. If the NetRanger Is providing separation between the Finance
and Engineering departments at your site, the policy would probably be much looser,
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alarms by default:

General tcp failure
General udp failure
£tp
telnet
smtp

DNS
gopher
finger
www

pop2

pop3

rpe

auth

nntp

ncp

exec
login

<red
printer
ntalk
wucp

x11

udp dns
tfep

udp rpc
srunp
syslog
ntp

rip

icomp

tcop block
dns reply
last_block

tep
tep
tcp
tep
udp
tep
tcp
tep
tocp
tep
tep
tep
top
tep
tep
tep
tep
rep
tocp
tep
top
top
udp
udp
udp
udp
udp
udp
udp
udp
udp
udp
udp

DEFAULY NETRANGER ALARM SETTINGS
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The following policy violations from the sample policy filter incom1.fil generate level 3

elite

ftp data
imap2

imap3
netbhios
netbios ssn
netstat
snmptrap
ssh fail

udp
udp
udp
udp
udp

snmp
gsysgtat
Lopmux
wuep

at echo

at nbhp

at rtmp

at zis

ire
kerberos adm
klogin
kshell

nfs

sygtat
tepmux
uuep rlogin

at echo

at nbp

at rtmp

ab zis

ixe

kerberos adm
klogin /
kshell

nfs

printer

The foliowing policy viotation from the sample policy filter incom1.fil generates lavel 4

alarms by default:

large icmp fail

NetRanger 1.3.1 User's Guide
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The following policy violations from the sample policy filters incom1.fif genarate level 5
alarms by defauit:

I I I T I . L T Y R S

IP spoofing

IP source routing

TCP frag header attack
TCP small frag attack
shun
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In order for nr.sapd to stage data, you will need access o a database management
system {(DBMS). Oracle Is the detault database for the SAP package, Data can also be
exported to Remedy's ARS system. if you do not have Oracle or Remady ARS, you can
customize sapd to support non-Oracle databases, such as Sybase and {nformix.

Oracle Install and Setup

Oracle activation for nr.sapd consists of the following steps:
1.  Plan your Oracle environment.
2. Install/Mount the Oracle product,
3. Setup environment varlables.
4. Verify genoric connectlvity,
5. . Create user,
6. Verlfy NetRanger-Oracle connectivity.
7. Create tables.
8. Setup for Remedy ARS (Optional).
Plan your Oracle Environment
Ask yourself the following questions about your environment:

« Do you have a local or remote database?
« How much disk space is allocated to the database?
+ What tablespaces will be used for NetRanger data?
The answers {6 these gquestions will allow you to bstter instali/mount Oracle.
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InstaliMount the Oracle Product

You have two setup options for the Oracle Product: local or remote. WheeiGroup
strongly recommends that you export event data to a remote database. Staging datato a
database running locally on the Director system could compromise existing monitoring
functionality. '

Whether you use a local or remote database, you will need lo enter passwords for the
Oracle users sys and system as part of the install process. You will use these passwords
when setting up the Oracle NetRanger user.

]

NOTE

You will probably have lo increase shared memory and semaphore parameters in
/stc/system,

Local

Use the Oracle product CD-ROM and install with orainst. You will need Oracle Server
{RDBMS) and SQL"Plus. Make sure to note the dirgctory location of the instal! because

you will use this in setting $ORACLE_HOME. Also note the SID, because you will use this
1o set $ORACLE_SID,

Remote

With the client/server modei, Oracie RDBMS runs on a server and the dient obtains
access to it through proprietary DBMS network facilities, such as Oracle’s SQL*NET. If
you choose a remote setup for Oracle, you will nasd to choose one of the following
selups:

» Remote homogeneous
* Remote heterogeneous

Remote homogenaous

if your client is the same operating sysiem as the server, you can share the Oracle
directory from the server and mount it to the client using normai NFS procedures.

Rernote hetarogeneous

If your client has a different operating system than the server, use the Oracle Installer
with the product CD-ROM to install SQL*Plus and the TCP/AP Protocol adapter, Note the
directory location of the install, because you will use this when setting $ORACLE_HOME,
Whaen the product binaries are avallable, you will need to configure
$ORACLE_HOME/nstwork/admin/tnsnames.ora.
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The tnsnames.ora file maps a label (such as remoteDB) to the access protocols requured
to establish a connection to that database instance. A sample tnsnames.ora follows;

remotelB =

{DESCRIPTION=

{LOCAL=NQ)

{ADDRESS=

{ PROTOCOL=TCP}
{HOST=DBsexrver)
{PORT=1521))
{CONNECT_DATA={SID=nr)})

Where remoteDB = Is the label used in the logon string, Le.,
username/password@remoteDE. romoteDB is then expanded by SQL*'NET into its

underlying componenis:
» HO8T=Dbserver
s Port=1521
*  Protocol=TCP
¢  SiD=nr

Ensure that the tnsnames.ora flle is correctly located and configured; otherwise, you will
get an Oracle TNS error message. Oracle will look for it in the foliowing filepaths;

/var/opt/oxacle/tnsnames.ora
SORACLE_HOME/network/admin/tnsnames.ora
SHOME/ . tnsnames . oxa

UNIX Setup of Oracle Environment Variables

Oracie applications require a number ot different environment variables whose settings
depend on the setup you have chosen, Refer to the appropriate section for setting
environment variables,

Remote or Local

Whether you are using a remote or local setup, Oracle requires the following three basic
environment variables under UNIX: ORACLE_HOME, PATH, and LD_LIBRARY_PATH,
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The following environment variables should be added to the .profile for the netrangr user
account, and must contain the following information:

» $ORACLE_HOME is the base path for the Oracle product, such as
Joptapp/oracie/product/7.1.6 or Ausr/apps/oracie/app/product/7.3.2. The path
usually ends in the version number of your Oracle product,

s pATH must contain SORACLE_HOME/bin {o allow access to the Oracle
executables, .

¢ LD LIBRARY_PATH mustcontain SORACLE_HOME/1ib to allow access to the
runtime libraries.

Local Only

If using a local setup, Cracle requires another environment variable, ORACLE_SID, which
specifies what data area to use with a local database. When this is the case, update
ORACLE_SID in the .profile as above.

tty problems (HP-UX)

On certain platforms, such as HP-UX, the default tty settings use the character @ for
some built-in commands. You will have a problem connecting fo a remote database
because the tty settings will delete a portion of your connect string
usermame/password @ remoteDB.

To examine the tty setting, execute the following command;

% stty «a

"This will show the mappings for commands. If one of the commands, such as kill, s
mapped {0 @, you will need to change it by executing the following command;

% sttty kill ~2
Verify Generic Connectivity
Verify that Oracle access is enabled.

Belore atternpting an Oracle connection, ensure that SORACLE_HOME, $PATH, and
SLD_LIBRARY_PATH are sef conrectly (as described above).
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Local

Set $ORACLE_SID. The Oracle dasmons must be running. Use the Oracle executable
sqlplus to verify basic connectivity to Oracle with the following command:

% sglplus sys/password

If successful, you will enter into interactive SQL. You will see a prompt similar to the
following:

Connected to:

Oracle? Sexrver Release 7.3.2.1.0 - Production Release
PL/SQL Releage 2.3.2.0.0 - Production

SQL>

200 TR
NOTE

ideally, you shouid omit the password string in the command line call. sglplus will
then prompt you for the password. This prevents the password from showing up in
output from systam appiications such as ps.

20000 OO

. Remdte

Use the Oracle ulliity tnsping o verify that the basic network setup is correct {this is
similar to the standard ping utility) with the following command:

% tnsping remoteDB

Use sglplus to verify remote connsctivity by appending a valid remoteDB string onto
the end of the connection string:

% sglplus gys/pagsswordBremoteDB

Refer to Appendix A: TROUBLESHOOTING tor information about the common error
messages you might encounter.
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Create an Oracle User
Follow these steps before you create & usgr:
1. Log into Oracle as sys or system (using sqlplus or sqldba).

2.  Determine what Oracle data areas (tablespace) will be assigned for
NetRanger usage.

NOTE

This tablespace needs to be as large as possible. The option of assignhing a defauit
tablespace to a user eliminates the problem of having to direct subsequent
commands to use a certain tablespace. For high volume NSX sensors, you may need
to dedicate a TEMPORARY TABLESPACE and a larger ROLLBACK area to the
NstRanger user, -

You are now ready 1o create a user. Follow these steps to create a user:
1.  Create the user with the following command:

SOL>  cresate user NetRanger identified by PASSWORD default tablespace *'USERS?

Where PASSWORD is your secret password and USERS Is your designated
tablespace.

2. Activate the account with the following command:
SQL> grant dba to NetRanger

(Or other lesser privilege based on your site's security policy; at a minimum, the
NetRanger user will need privilege to CONNECT, SELECT, INSERT, and DELETE.)

NOTE

Make sure you update the sapd.conf tokens DBUser and DBPass with the new user
and password, sapd shouid not be activated until these are set (unless you are
customizing the scripts). Use nrConfigure to change thesse tokens,
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Verify NetRanger-Oracle Connectiv

Verify that user netrangr can access tha Oracle NetRanger account by running sglplus
from the Director system.

Create Tables

Once you have verified Oracle connectivity and the user netrangr, you can proceed with
the creation of the NetRanger database tables. These database tables must be created
before sapd can start loading the data, Begin by connecting to Oracle as user netrangr
via sglplus from the /ust/nr/bin/sap/sqliske! directory.

Once connected, execule the following commaend at the sQL> prompt

SQL> @nrxrdb_master create

B R R R SR
NOTE

“The first ime you use this procedure, you will recelve error messages that say that

the tables do not exist. This is normmal on the first instail. Be caretul when using thaese

create scripts, because they will drop the existing table, thus deleting all the data.
0000

Setup for Remedy ARS (Optional)

Use schema provided in /ust/nr/bir/sap/skei/nr.alarm.schema.def. Refar to Chapter 5 for
more information about Remedy ARS,

Non-Oracle Install and Setup

Please refer to your DBMS softwara documentation for instailation and setup. Use the
Oracle install and Setup section as a template.
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DBMS Setup Checkiist

The following checklist aids in setting up a DBMS, it also provides a high-level overview
for Appendix E, in which can be found full detailsof what follows. _

install and Configure Oracle

Install Oracle Product; CD-ROM or NFS mount

Contfigure .profile: ORACLE_HOME, PATH, LD _LIBRARY PATH

o Setup SALNET: thsnames.ora
Verify SQLNET: sqiplus or tnsping

NetRanger-Oracle Setup

Create user

Verifty UNIX netrangr user login to Oracle as netranger

Create tables

nr.sapd Setup
Configure /usr/nr/elc/sapd.cont: set DBUser and DBPass

Configure fusy/nr/etc/daemons: add nr.sapd o list

Execute: nrstart

Verify that sapd is running:

tail ~£ /usr/nr/var/messages.gapd

TUUT T TN "Netidnger 1,911 User's Gulde

* 4 9 4 v e w s ¥ =

272



THE NSX FILE STRUCTURE

¢ e ¥ % ® ¥ 9 ¥ ® & ¥ 6 B ¥ 6 ® R F N F SN FS P E O EE YN LV

One of the quickest ways to gain & detailed understanding of NetRanger Is to review the
NSX file structure and underlying elements. A thorough knowladge of the NSX file
structure will help you configure and Install the NSX as well as heip you better utilize
NetRanger's features, It should be notedthat this file structure serves as the foundation
for both the Director and NSX systems,

The default directory location for the NSX subsystem Is /usr/nr, which contains the
following directory structure:

i iavemd

[ow] foeeed

e { fdump ] | foud ]

) 1
{ {Itamplatas] l Mmplatesi new
Iskef

This appendix provides a brief explanation of each of these directories.
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~/bin

This directory contains ali of the executables required to run and administer the
application services that support an NSX or Director system. These can be loossly
grouped Into three basic categories:

« Daemon Applications
» Configuration Commands

» System Commands

Daemon Applications

As discussed In Chapler 1, NetRanger is a collection of discrete subsysterns that have
been implementad via daemons, each with its own well-defined set of services,

NetRanger is also a highly configuiable distributed appiication. The daemon services
running on an NSX or Director host depends on the configuration of the application as a
‘whole, By default, an NSX host must have sensord, managed, loggerd, and postofficed
daemons running. A Direclor system should have postofficed, smid, loggerd, and configd
running. In a multi-tiered configuration, one Diractor system could be configured to only
stage data to an RDBMS via foggerd and sapd, while another Director system could be
dedicated to monitoring and response via the smid and configd daemons,

The full complement of NSX dasmons is as follows:
» nr.configd
= nreventd
¢ nrloggerd

* nr.managed

s qnr.postofficed
» nr.sapd
* nr.smid

*« nr.sensord

* Nr.infoServer

Each of these daemon services Is briefly described on the following pages.
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This dasmon reads and writes data to the NSX configuration files (which are currently
restricted to ~/ete). All communication with this daemon is controlled by the following set
of SNMP-llke executables;

+ prget & nrgetbulk
» niset & nrunset

v nrexec

NOTE

This daemon provides an interface to configuration information. Actual raconfiguration
is performed by managed, Beth command line and graphical user interfaces are
provided,

eventd

This daemon is deslgned to run on Director systems, it allows the Director system 1o
generate user-defined actions for events received by smid, A common action Is to
generate pager notifications via e-mall for alarms of severity 4 and above.

loggerd

This daemon writes out sensor and error data to flat files generated by one or more of the
other daemon services. This data is passed to loggerd via postofficed, loggerd creates
two basle types of fiat flles: a single NSX Event file, and one or more IP Sesslon iogs. As
noted in the Overview, data is written to fiat files for reasons of performance and fault
tolsrance. This data can be staged into an RDBMS and managed for archival via sapd.
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Whereas sensord is responsible for intarpreting packet filter events, managed s
responsible for managing and monitoring these devices. For example, when sensond
Identities that a centaln type of attack should be shunned, it sends a shun command to
managed via the post office facility. managed then reconfigures the packet filter
appropriately. Similar commands can ba sent to this daemon from the Director. managed
can also be polied for operational statistics such as:

+ The number of network devices being rﬁanaged.

s The device type.

+ Daevice statistics (packets/sec, bytes/sec, ete.).
postofiiced

This daemon serves as the communication vehicle for the entire NetRanger product, All
communication between dasmons’is routed through this sarvice. In most NetRanger
configurations the NSX and Director systems reside on separate hosts, Each system
relies on a postofficed to maintain communication with the other, Note that e posiofficed
Is required even when all of the systems are located on a single host,

This daemon service include the following features;

¢ Aproprietary connection-based protocol that resends & message whenever any of
its packets are lost,”

¢ Point-10-point routes that may include Intermediats post office nodes.
»  Communication Integrity that is maintained via aitemate routes (specified in
~fetc/routes and ~/etc/destinations). When one route fails, communication Is
switched 1o an altemate route, Communication Is reestablished to the preterred
route as soon as It comes back online.
Routing is based an a three-part key that includes the foliowing tuples;

»  Organization
*  Host

*  Application

The Organlzation 1Ds are defined in ~/etc/organizations; Host 1Ds are defined in
~fetc/hosts; Application {Ds are defined in ~/elc/services.
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sapd

This dasmon is a user-configurable schaduler that controls database loading and archival
of old event and 1P session logs. Oracle or Remedy database loading is agcomplished
with sapx. Data archival is controlled with the native SAP dump scripts.

smid

This daemon routes messages to and from the Director and other daemon services, such
as sensord. This service relies on routing information stored in the Director's ~/etc/hosts
file. In addition to being able to communicate with other daemons, smid can redirect
messages to other daemon services, such as evenid and loggerd based on
DupDestination entries in etc/smid.conf.

sensord

This daemon interprets and responds to all of the events generated by one or more
packet filter devices. Data I8 read in from Network Device sockets and sent to posfofficed
for routing to othet daemon services. The types of events received by sensordis a
function of the filter policy on each packet filter device. The types of messages sensord
sends to other daemons is based on information stored In ~/ete/sensord.conf. Where
these messages are routed is defined in ~fetc/destinations.

Although sensord supports 256 levels of alarm events (0-255), only levels 0-6 are
currently being used. Level Ois an internal alarm that sensord uses to track such services
as RIP, ICMP, and so on; It is never routed to postofficed. Levels -6 are sent to
postofficeq, and they identify increasing patterns of misuse, where 5 Is the highest type of
alarm. Note that every alarm message includes an Alarm-iD that identifies a specific
attack signature, These alarm signatures are enumerated In ~/ete/sensord.cont as
SigOfGeneral entries.

jn addition to generating alarm messages for a Director application, sensord can
automatically instruct managed 1o shun an attack for a spacified period of tims.
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Configuration Commands

The NSX Sensor system comes with the following built-in commands that allow remote
devices to configure and gather information about the NSX. As noted in Operating the
Director, these commands serve as the foundation for the Director's nrContigure
interfaca.

s prget

» nrgetbulk

-v nrseat

s prunset

«  [rexec
nrget

This file refrieves single pleces of information from the NSX.

nrget socket appid hostid orgid priority token [ identifier... ]

nrgetbulk
This file retrleves muitiple pleces of information from the N8X.

nrgetbulk socket appid hostid orgid priority token { identifier,.. ]

nreet
This file sets attributes about the NSX,

nrset socket appid hosxtid orgid prioxity token [identifler...] value [value ...}
nrunset

This file unsets attributes about the NSX.

nrunset socket appid hostid orgid priority token lidentifier...] wvalue {value... ]
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nrexet

This file executes commands on the NSX.

nrexec socket appid hostid orgid priority timeout token [identifier...) value
{fvalue .,. ]

-System Commands

The following scripts are used to perform maintenance on the NSX:

v install

*  nistart

+« nrstop

* nrstatus
install

This script is used to install the startup/shutdown files for NetRangsr into the UNIX
fetciinitd directory, The command takes the following form:

install { add | remove )
nrstart

This script starts the NetRanger daemons. It supports the following options:

« -d Don't dasmonize
+ .h Show help
+ -y Show version number

The command fakes the following form:

nrstart [(~dl [~h}l [~v]
nrstop

Executing this script stops the NetRanger daemons.
nretatus

Executing this script retums the currently running daemons,
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~fclasses

This directory serves as the rcoled class path for the Director's Java applications, such as
nrConflgure. ‘

~letc

This directory contains two types of configuration files: daemon-specific and NSX
system files. All of NetRanger's configuration files are currently ASCH fiat files.

Daemon Configuration Files

There is a one-to-one correspondence between daemons and their configuration files.
Whereas the naming convention for a daemon is nr . <daemon>, the convention forits
configuration file is <daemon> . conf, Each of these files contains token-based
configuration information of the form: <token> <value>. For example, the error file for
nr.managed is identified in managed.coni as follows: '

FilenameOfExxror../var/errozs.managed

Aithough these entries can be set via a text editor, all changes should be managed via
nrConfigure. Otherwise, the chance of generating errors increases,

+ configd.conf

+ gvenid.conf

s loggerd.conf

+ managed.cont
+ postofficed.conf
« sapd.conf

+ sensord.cont

* gmid.conf

With the exception of managed.comnl, sensord.coni, and smid.confthese files currently
contain littie more than timing Intervais and the name of the ~/var/error file for each
daemon service. The remainder of this section is devoted to explanations of managed,
sensord, and smid.conf,
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managed.conf

This file is used by the NetRanger NSX to configure the management daemon that
controls actions on the router. Two types of tokens in this file require special attention:
NotDevice and NeverShunAddress.

NetDevice identifies the 1P address and the system ﬁassword of an NSG BorderGuard
the NSX Sensor is connected to. A separate NaetDevice entry is required for every
BorderGuard system being managed by the NSX system. The format of this token is as
follows:

NetDavice ROUTER_IP_ADDRESS NSG_Borderguard vi ROUTER _PASSWORD

NeverShunAddress identifies the IP address of a host or network device you never want
the NSX or BorderGuard to shun, At the very minimum you make sure that this flle
contains NeverShunAddress entries for the local system and the remote NSX or Director
system, Other addresses can be added based on your cperational needs, Example
entries might look as follows, where «<255,255.255.266> identifies the subnet mask for
the IP address you do not want shunned.

NeverShunAddress ROUTER_IP _ADDRESS 255.255,255.255%
NeverShunAddress NSX_ 1P _ADDRESS 255,255,255, 258
NeverShunhddress INTERNAL NETWORK 255.255.255.255

NOTE

NeverShunAddress entries do not bypass existing filters, but rather prevent them
from baing completely biccked out of the router.
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sensord.conf

This file serves as the heart of the NSX Sensor system, and is the largest of all of the
configuration files. it can be logically broken down into the foliowing sections:

»  General

* Event Specification

+ BStrings To Look qu

« Matched String and Event Levels
s TCP/UDP Ports and Event Levels
*  Policy Violations

» Exciuded Events
General

At a minimum, you will need {o edit the following lines:
Recorgofinternaladdress INTERNAL _NETWORK_ADDRESS INTERNAL NETWORK_NETMASK
RecordOfInternalAddress ROUTER_EXTERNAL_IP_ADDR 255,255,255.25%

Thess two lines establish which networks NetRanger will protect. It is important to
include all Internal addresses because this information is also used for Intrusion

detection. You should have one entry for each network address and one for the router
external interfaces,

RecordOfpatasourve ROUTER_IF_ADDRESS 255,255,255.255%

This line determines which BorderGuard the sensor daemon will receive Information from.
You naed to fill in the router iP address for this line.

RecordOfLoghddress LOGGED _NETWORK _ADDRESS  255.255.255.0

This line establishes a binary log of a particular host or network. This Is most commonly
used 1o support an investigation and creates a binary record of all data originating from a
particular source address. initially, this line will probably be commented out.

MinutesOfAutolog LOG, _MINUTES -
MinutesOfAutoShun SHUN_MINUTES

These two lines establish the amount of time that NetRanger will shun or log after a
particular alarm Is received.

.
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Event Specification

The first task-specitic segment Is Event Specification, which is based upon the
SigOtGeneral token. This token identifies an action and alarm levels for varlous types of
avents, sensord,conf containg a number of different sig0f tokens, all of which share the
same basic format, which is defined as follows:

Sig0fGeneral SIGID ACT DI D2 D3 D4 # Description of event’

NOTE

STGID is a numeric identifler that establishes a logical link to internal signature IDs in
the sensord daemon, and should be treated as read-only information, Any changes
or additions 1o these entrles will disrupt NSX functlonality.

The first column that can be configured is the ACT column, It contains a number that
specifles how to respond (an action) fo a particular event. Valid AcT settings Includs:

- no action

~ shun

- log

~ shun and log

W N+ O

The remainder of SigOfGeneral maps alarm levels to each of the destinations specified in
lusrinr/ete/destinations, This makes it possible to uniguely define the severity of an event
for every destination the N$X is configured 1o taik to.

The tollowing SigOfGeneral defines what to do when a T7cp port Sweep I§ encounterad,
it first states that no automatic action shouid be taken {acT=0). It also defines that leve! 5
alarms should be sent to its first three destinations, and a level 4 alarm to the last
destination.

8igOfGeneral 3001 0 S 5 5 4 # TCP port sweep

Strings To Look For

This section defines the strings to look for within a given TCP/IP service. The general
format for an entry In this section is the foliowing:

RecordofStringName StringID TCP/IP Port Direction  Num Occurrences *Matched String*
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StringID establishes the unique ID for that particular string. TCP/ 1P port tells
NetRanger which port to watch 1o look for this string. Note that first.fil must have a
Copy_To entry for this port that copies all of its packets to the NetRanger NSX.
Direction telis the NSX which direction to look for this string:

1 « external-to-internal
2 - internal-to-external
3 -~ both directions

The number of occurrences indicates how many times the NSX must see this string
before it alarms. Matched String is the actual string to be matched. The exact format
is controlled by regular expression (regex} synlax,

Maiched String and Event Levels

This section identifies action and alarm levels for the string matches defined in the
previous section. SigofstringMatch uses the same format as SigofGeneral
described above, and is linked o a RecordofstringName by I8 StringID.

SigofstringMatch StxingID ACT DI D2 D3 D4 # Description of event

TCP/UDP Ports and Event Levels

This section establishes the alarm levels for any packet, successful or not, with aTCPor
UDP destination port corresponding to the entry, The action fields and the event level
specification are the same as in previous sections,

The following entry iliustrates that all Telnet attempls (Port 23) should have no action
taken but should generate a leve! 2 alarm:

<port> <action» <destl> <destl> <desti> <destd>

sigofrepPacket 23 4] 2 2 2 2

The next entry indicates fevel 3 alarms for all TFTP (port 69) attempts which jogs the
packets:

<port> <actions <destl> «dest2> <desti> <destd>
SigofudpPacket €9 1 3 3 3 3

Policy Violations

This section identifies the filter names and [Ds for all BorderGuard filters that can pass
information to the NSX. In the following example, Income_1_Filter_rail has a filter
iDof1000,

RecordofFrilterName 1000 Income 1 _Filter_ ¥ail
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Each of these policy filters has a matching SigOfFiiterName mat Identifies its action and
destinations. The format is identical to the SigOf- tokens described above. In the following
example an Incom_1_Filtex_Fail eventwill be logged o the second destination
defined in /usr/nrietc/destinations. :

<filter_ id> <action> <destl> <dest2> <dest3> <destéd>
SigofFilterName 1000 z 2’ 2 ) 2

Excluded Events

The final section of /usinr/elc/sensord.cont is the Excluded Events segment. This Is
where alarms can be focked out for events at specific source addresses, The standard
format foliows:

RecordOfExcludedaddress SigID Sub8iglDd IP Address

$igID corresponds to the primary signature established In the Event Specification
section that establishes ali of the primary {Ds. subSigID corresponds to those
signatures established in the latter sections, such as those for fiitering and sting
matching.

smid.conf

This file is the configuration file tor smid, which passes information to the Director
nrdirmap application for display within the OpenView user interface. The only token that
needs to be edited in this file is pupDestination, which defines duplicate destinations
for the events. This token atiows a Director system to forward event information onto
other sarvices and systems. in the following example, events, commands, and errots of
level 1 and above are forwarded onto Joggerd. This allows the Director to monitor and log
events based on a single NSX data stream. This in turn, heips reduce the amount of
network traffic an N8X must transmit to a Director. Instead of having to transmit two
identical (but separate) data streams 10 dixrectorl.wheelgroup, the NSXis able to
send a single stream that is duplicated on the Directer platform.

Dupbestination directorl.wheelgroup loggerd 1 ERRORS, COMMANDS, EVENTS

As the next example shows, this token can aiso be used to forward events onto another
Director system. In this case, howaver, oniy events of level 2 and above are forwarded.

Dupbestination director?.vheelgroup smid 2 ERRORS,COMMARNDS, EVENTS, IPLOGS
R R R s SRR P SR R R R S——
NOTE

The host and organization 1Ds must match entries defined In /ust/nr/etc/hosts.
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NSX System Flies

The /usr/nifetc directory contains alf of the NSX's system files, These files are modeled
after Unix /etc files and Unix system administrators should have no problem
understanding their format and entity relationships. The files currently are as follows:

¢ organizations

¢ hosts
« sorvices
*» auths

» destinations

s routes
* daemnons
« signatures

NOTE
These files are described in order of use rather than aiphabetically,

organizations

This file identifies all of the organizations and their organization ids currently registered for
a given NetRanger system. The format of the file is:

<org, ids<organization name>

A typlcai flle might look as follows:

100 conpanyabe
101 cormpanydef
102 companyghi
1001 conmpanyikl

NOTE

This file serves as a global registry that must agree across all of the NSX and Director
systems within a NetRanger domain.
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hosts

This tile is much like a UNIX /etoc/hosts fiie. It enumerates the organizations and hosts that
are recognized by a given NSX or Director system in a NetRanger configuration, Each
entry has the following format:

<host_id>.<organization_id><host name>

where host_id and organization_id are numeric identifiers assigned by WGC, and
host_name is a DNS-like name assigned by the user, In addition to a list of recognized
hosts, this file always contains & locaihos! entry.

A typicat hosts file might iook like the following:

10.100 localhost

10.160 admin.companyabc
11.1900 dev.companyabc
12.100 data.companyabc
13.100 nsx-1.companyab¢
14.100 nsx-2.conpanyabe
15.100 nsx~3 .companyabc .

NOTE

Entries for each host must be consistent across alf NSX and Director systemns.

Otherwise, soms systems will generate “unrecognizabie host” messages in
~fvarferrors.postofficed.

000U

éervlces

This file defines the application_id for each of the daemon services found in ~/bin. When
combined with the host_id and organization_id, these identifiers uniguely identify s
daemon within a NetRanger security map. Each entry has this form:

<application id><daemon name> [<comment>)
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All NSX hosts shoutd have the same dafault services file, which is currently defined as
follows:

10000 postofficed # Provides the NetRanger comm system

10001 sensoxd # Monitors network traffic for s;acurity
10002 configd # Setz and Gets configuration information
10003 managed # Manages NetRanger components
10004 eventd # Bends messages and alarms to pagers
100065 loggexrd # Logs svents, omds, erroxs, IP logs, etc.
10006 smid # Routes msgs & e{vents to nrdirmap
10007 sapd # Stages log data into a DBMS

auths

This file identifies which type of configd operations are authorized for the each‘ of the
hosts listed in this file. Each entry follows this form:

<host name> <configd sexvicess>

In the following example, admin .wheelgroup has full authorization, whereas
data.wheelgroup can only read configuration information.

admin.wheelgroup GET,GETBULK, SET, UNSET, EXEC
nsx-1.wheelgroup GET,GETRULK
nsx~23.wheelgroup GET,SET,UNSET, EXEC

NOTE
Each entry must have a corresponding entry in -/etc/hosts,

destinations

NetRanger Is a distributed application that has the abillty to route messages from a given
post office to any of the daemon services registered in the ~/etc/hosts and ~/etc/services
files. The destinations file identifies what type of messages get routed to a given
application on & given host. Each entry is of the following form:

<Pestination Id.» <host name>» <daemon name> <message level>» <message type»>
BT AR L N T I N D T TN N B B K B TN ST R N R NN B T B N T R
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where <Destination Id> is a Numeric D (up to 32 destinations are cutrently aliowed);
<host name> must be an entry from ~/etc/hosts; <daemon name> must be an entry
from ~/ete/services; <message level> identifies the lavel of messages that will be
routed (messages below that level are not passed on to posfofiiced); <message type>
identifies the types of messages to route.

For example, in the following destinations file, level 2 (and higher} messages of the type
avent, error, command, and /F_log are being routed to the smid daemon on the host
admin.wheelgroup. This type of configuration would normally be found on an NSX
system, where admin.wheelgroup is a Director system, ‘

1 admin, wheelgroup smid 2 EVENTS,ERRORS, COMMANDS, IPLOGS

routes

This file identifies the actual IP routes that postofiiced uses 1o send messages between
differant hosts. Each entry Is of the following form:

<host name> <connection #> <IP address> <UDP port> <Pype>

<host name> must be an antry from ~/etc/hosts. <connection #> identifies the
priority of this entry relative to the other routes snumerated in this file. The lower the
number, the higher the route priority. i there is more than one entry of the same privrity,
postofficen accepts the iast entry of that priority, <I? address> identifies the end-point
IP address of the remote system. <UDP poxt> identifies the UDP port service to route
through on each host, These ports are usually in the 30-50000 range. <Type> identifies

whether the connection is a dial-up vs, dedicated connection, This fleld is currently not
used.

In the tollowing example, nsx-2.wheelgroup serves as the primary routs to the IP
Address 10.1.7.12, and nax-3 .wheelgroup Is the secondary route o the same host,

nsx~1,.wheelgroup 1 10.1.7.9 45000 3

nsx-2.wheelgroup 1 10.Y.7.12 45000 1

nsx~3 .wheslgroup 2 10.1.7.12 45000 1
daemons

This file contains the names of daemons that should be started when the system starts
up. Each entry is of the following form:

<daemon names
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For example, the foliowing sample entry would stait posiofficed, configa, loggera, and
smid on a Director system:

nr.postofficed
nr.configd

nr. loggexd
nr.smid

NOTE

Wherteas the services file Identifies all of the daemon services a given NSX or Director

system Is capable of running, the daemons file identifles the services to launch upon
startup.

signatures

This file associates signature ids with signature names for NetRanger applications, and is
used primarily by Director systems, The format of each entry is in the file is:

<signature id> "<signature name>"
For exampile, the following sample entry défines a few attack signatures.

1000 "Bad Option Lisg®
1001 "Record Packet Rte*
1002 "Timestamp"

1003 "Provide s,c,h, tec®
1004 "Loose Src Rte”
1005 *SATNET 1ID*

NOTE

This file should NOT te modified,

~Iskel

This directory contains basic UNIX configuration files (such as .profile) that are required
to configure remote login accounts,
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This is the directory where sockets are created by the different daemons. The names of
these sockets are dictated by the parent daemon. postofficed creates sockets with names
such as mailbox.sensord and mallbox.configd. configd creates sockets with names such
as socket.command.

~fvar

This is the default location for all of the log files generated by loggerd and error fites for all
of the applications listed in the ~/stc/daemons file.

Log Files
Two different types of log files are created by loggerd: Event and IP Sesslon logs,
Event Flle

Although the name of this file can be changed via nrset, the default name of this file Is
currently hard-coded In foggerd. The name of event logs are based on the date and time
a new log began (e.g., log.199607291332).

T ———
Message Type Description
e Default
1 Command
2 Error (Definod)
3 Command Log (Defined)
4 Event (Definad)
5 IPLog
6 Redirect
W——————————
Notfanger 1301 Usereauige * " T Tt Tttt Tt ey
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The schema for defined message types are as follows:

Error records from managed (ERROR)

1, MsgType (SInt} nrPROTOCOL_ERROR,

2r

3,4,

vLong RecordID,

GMT timestamp (String year/month/day, hour:min:sec)

5.6 Local timestamp (String year/month/day, hour:min:sec)

6,
7,
8,
9,

ULong addr.ApplID,

ULong addr.HostlD,
VLong addr.O0rglID,
String ErrorData

Command Log records from configd (COMMANDLOG)

1, MsgType (SInt) nrPROTOCOL_COMMANDLOG,

2,

ULong RecordlID,

3,4, GMT timestamp (String year/month/day, hour:min:sec)
5,6 Local timestamp (String yvear/month/day, hour:min:sec)

&,
7.
8,
8,

10,
11,
12,

@ % W & & % & ¥ & & YV B B A B N W E B R E EE E L YRV O
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ULong addr.ApplID,
Ulong addr.HostlD,
ULong addr.OxglID,
ULong src.AppllD,
DLong syc,.HostliD,
ULong sre¢.0rgliD,
String LogData
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Event/Afarm records from sensord (PROTOCOL_EVENT)

1. MesgType (SInt} nrPROTOCOL_BVENT,

2,

ULong RecordID,

3,4, GMT timestamp (Stxing year/month/day, houxr:min:sec)

5,6 Local timestamp (String year/month/day, hour:min:sec)

8,

7.

8,

9,

10,
11,
12,
13,
14,
15,
18,
17,
18,
19,
20,

ULong addr .ApplID,
ULong addr.HostID,
ULong addr.QrgID,
String from,
String to,
SInt event->level,
ULong event->SiglD,
ULong event->Subsiglb,
String protocol,
String sourcelpAddress,
String destIpAddress,
SInt event->SrcPort,
SInt event->DstPort,
String routerIpaddress,
String EventData

Session Log Files

In addition to detecting atiack signatures, sensord is able to monitor the UDP traffic
assoclated with a specific type of attack. For example, sensord can be configured to
monitor all of the packels associated with an IP spoof. loggerd croates a separate log file
in ~fvarfiplog for each of these monitoring sesslons. The name of gach sesslon log file is
based on the IP address of the attacking host (e.g., ip.10g.208.15.163.54).

» .
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NSX Sensor Hardware Components

* Rack-Mounted PC w/Solaris x86 2.5
= 166 MHz Pentium® processor (10Mbps)

e 110 MHz UitraSPARC® (100Mbps)
«  wide 8CSI

+ 32 MB RAM

+  Three NSX Versions:
*  NSX 1000
«  NSX 2000
*  NSX 5000

* Four configuration options:
e access through seral port
* network access
+ modem dial-up
s video/keyboard
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NSX Versions

NSX 1000
»  Pontium 166 NSX

» NSG BorderGuard 1000
¢ 2 10BaseT/AU} Ethemnet
» 3 WAN Daughtercards/1 Ethemst
* ISDN

« Upto5i2Kbps

Figure F.1:The NSX 1000
NSX 2000
* Pentium 166 NSX

» NSG BorderGuard 2000
+« 4 Ethernet
s 4 WAN
» 2 Ethernet/2 WAN

512 Kbps to 10 Mbps Ethemet

Figure F.2:The NSX 2000
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*  UiraSPARC NSX

« NSG ERS/Passport
* FDDI
« Ethernet
«  WAN (T1 and T3)
+ (ATM)

¢ 10 to 100 Mbps Ethemnet

NETRANQER HARDWARE COMPONENTS
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Flgure F.3:The NSX 5000

NSG BorderGuard Hardware Components

* The BorderGuard is a bridge/router that links IEEE 802.3/Ethernet networks, and
other networks via WAN links {e.g,, ISDN, leased lines).

» Includes Packet Control Facllity (PCF) for firewall routing

* Includes Bridge Control Facility (BCF) for filtered bridging

+  Routing Support
» TCPAP
» DECnet Phase IV
»  Novell IPX
» Banyan VINES
« AppleTalk il
s XNS

NetRanger 1:3.1 User's Guide
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UNINSTALLING NETRANGER
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The following procedure describes how 1o uninstall NetRanger software.

NOTE

This procedure does not describe how to remove HP OpenView from Director
systamas. If you want to remove OpenView, uninstall the NetRanger software first,
then refer to the HP OpenView documentation for the OpenView removal procedures.

it you want to remove the NetRanger Director software but continue to use HP
OpenView, you should delete your NetRanger Diractor data from the OpenView
databases before uninstailing the Director. Once you uninstall the Director, there will
be no way to remove NetRanger data from the databases, other than by completely
removing the databases. To delete data from the databases while the Director is still
Installed, use the Deleto Object menu item fromn the OpenView user interface.

1.

Login as user root.

2. Copy the NetRanger software removal utllity to the Amp directory by
typing:
cp /usrinx/bin/nrUninstall /tmp
3. Run the NetRanger software utllity by typing:
/tmp/nrUninstall
4. Pick the system that you want to remove (usually, this will be option
number 1 « All NetRanger Packages).
5. Alistof packages to be removed will be displayed. Press y to continue,
€. Foreach package, status of the removal process will appear on the screen.
Read the information and then press return to continue,
.Nétﬁa;‘g'e;1:3.'1bs'e;’sﬁeiu!ldavltll.DCI.')'.!I....QCICPOOIDQIQG’;’!
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7. it you have chosen to remove all of the NetRanger packages, then you will
be asked if you want to remove the netrangr user and group.

e e R R
NOTE

Before you choose to remove the netrangr user, make sure that all netrangr users
have logged off first. :
00000

8, Press y to remove the netrangr user and group or n to preserve them.
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This appendix lists the Frequently Asked Questions (FAQ) for managed, the process that
the NetRanger system uses to manage the NSX, the Director, and various network
devices.

Where Is managed?

nr.managed, located in /usr/nr/bin, is usually run on the NSX to support network devices
such as tho BorderGuard and Passport.

How do | configure managed?

managed uses its default configuration file, managed.conf, iocated in Ausr/ni/etc, for
initialization upon startup. Like all NetRanger daemons, this ASCIHI file can be modified
and managed will reprocess it upon a HUP signal, Configuration tokens can also be used
to adjust the configuration of managed on the fly. The defauit configuration file, the error
reporting flle, and other configuration items may be changed via tokens.

What is a network device?

The term network devics Is used because managed supports multiple network devices.
The current Hist of supported devices includes the following:

Hardware Davice Operating Systems Operational Mode
NSG BorderGuard 1000 3.04% 4.0 Routing & Bridging (v 4.0 only)
NSG BorderGuard 2000 30440 Routing & Bridging (v 4.0 only)
N8G Passport Varlous Routing & Bridging
.Né{ﬁa;‘g.e;1:3:1bsler"shsil¥&a.l!v.!'ilnlv.v" CCCCCC !in"l'n'}-‘“{
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What does a network device do?

A network device must sit within the flow of traffic within a network. This is accomplished
by the network device acting as either a router or a bridge. A facility must support the
selective copying of certain packets (TCP/IP, IPX/SPX, etc.) to the NSX for analysis. The
device must also support the capability to be dynamically reconfigured to enforce a
security policy. The BorderGuard and Passport provide this through the use of NSG's
NetSentry.

How can | determine how many network devices are currently
contigured?

Using the token, NumberOfNetDevices, you can perform a get operation to retum the
number of netwark davices currently contigured within managed. The following example
shows how the managed queried is currently working with 4 network devices.

netrangr$ nrget 10003 10 100 1 NumberOfNetDevices
4 - .

How many network devices does managed support?

There is no predetined limit to the number of devices supponted by managed other than
that imposed by performance constraints. Up to a dozen network devices can be easily
handied with little performance impact to the NSX. Hundreds of network devices may be

configured, although WheelGroup has not tested this and does not guarantee that this wil
work,

How do | configure managed to work with a network device?

There are two ways of configuring managed to work with a network device: through the
conﬁgumtion file and through GET, GRTRULK, 8T, and ONSET commands. The token
used to configure a natwork device is NetDevice. In the configuration file, the formatis the
following:

NetDevice <IF Address> <Type> <Password>
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These flelds specify the network I[P address, the type of network device, and the
password that NetRanger should use. If a network device supports user accounts, iike
the Passport, managed currently expects that user account to be for user netrangr.
BorderGuards do not support user accounts. Although managed will be able to support
this successfully if password protection is disabled, WheelGroup recommends against
this practice. The type field is used for backward compatibility with the configuration files
In NetRanger versions 1.0 and 1.1. managed no longer uses this information because it is
capable of determining the type of network device by itself. However, the type field MUST
BE present or the password fleld will not be properly accessed. Therefore, the string £oo
would be adequats for the type description. Here are some examples:

NetDevice 10.).2.1 NSG_borderGuard 3jBc7Bke
NetDevice 10.1.6.90 NSG_BorderGuard pdk6&Ybinr
NetDevice 10.1.7.2 NSG_Passport wGTkiBEn

Natwork devices may be added/removed on the fiy through sET and tMseT opsrations.
The following example uses the commands nreet and axrunset to dynamically add and
remove davices on an NSX with a hostid of 10 and orgid of 100. The priority of the
requests is 1. The NetRanger Director's NEX configuration tool also supponts these
operations,

netrangr¥ nrset 10003 10 100 1 NetDevice 10,1.4.1 NSG_BorderGuard 3j8c7Hke
Success

netrangrt nrunset 10003 10 100 1 NetDevice 10.1.2.1
Success

How can | tell which network devices are currently configured?

Using the NetDavice token, get and getkulk opetations may be performad to identily
which devicas are in operation. Here are a few examples using the same NSX as
discugsed above:

netrangr¥ nrgetbulk 10003 10 100 1 NetDevice
10.1.2.1 NSG _BordexrGuard_2000 3j8c7Hke
10.1.6.90 NSG_BorderGuard 2000 pdk6YSnr
10.1.7.2 NSG_Passport wG7kig8En

netrangr¥ nrget 10003 10 100 1 NetDevice 10.1.2.1
N5G BorderGuard_2000 3i8u7Hke

* LY 4 P P R E € ST PP ET BT PSP E YR Y ™Y P Y PW T
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How can | determine what the hardware type is for a network
device?

Use the NetDeviceType token o perform get and getbulk operations to identify what
type of hardware a network device is. Here are a few examples:

netrangr$ nrgetbhulk 10003 i0 100 1 NetDevmceType
10.1.6.90 NSG_BorderGuaxrd_2000

10.1.2.1 NSG _BorderGuard 2000

10.1.6.2 NSG _Passport

netrangr® nrget 10003 10 100 1} NetDeviceType 10.1.2.1
NSG_BordexGuard 2000

How can | determine the operating system version of a network
device?

Use the-NetDeviceVersion token to perform get and getbulk operations to identify the
operaling system version for a network device. Hore are a fow examples:

netrangr¥$ nrgetbulk 10003 10 100 1 NetDeviceVersion
10.2.6.90 4.0

10.1.2.1 4.0

10.1.6.2 BCO1SLID

netrangr¥ nrget 10003 10 100 1 NetDeviceVersion 10.1.2.1
4.0

How can ) tell it mahaged Is properly working with a network
device?

Use the NetDeviceStatus token to perform get and getbulk operations to identify the
current status of the communication link between managed and the network device. Here
are a few examples:

netrangr¥ nrgetbulk 10003 10 100 1 NetDeviceStatus
10.1.6.90 Active

10.1.2.1 Comnecting

10.3.6.2 Configuring

netrangr®$ nrget 10003 10 100 1 NetDeviceStatus 10.1.2,1
Active
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The valid values of the connection status are as follows:

Status Description

inactive The link is complately down*

Connecting : managed is trying to connect via a Telnet -
connection

Login_Sent managed has sent the usemams nefrangr to
the login prompt

Password_Sent managed has sent the password to the
password prompt

Configuring . managed is contiguring the network device

Active ) The link is active

*An inactive link means that the password is wrong, #t is an unsupported network
device, & user account for netrangr does not exist (if one is needed), or some other
type of problem has oceurred. An inactive link means that managed will remove ALL
configuration information pertaining to this network device during normal garbage
collection operations.

What happens If the password 1 configured is wrong?

it managed determines that the password specified Is incorrect, it will generate an error
message and log it fo both its error file, errors.managed and to destinations configured in
fusrinr/etc/destinations, After the error message is generated, the connection state is set
to Inactive and managed will delete ALL configuration information pertaining to this
network device during normal garbage coligction operations,

Sampla error file message:

12721796 17:41:44, Wrong username/password for net device 10.1.2.1,
errnc = 0

Sample error massage reported in log:

2,1101604,1996/12721,23:41:44,1956/12721,17:41:44,10003,10,100,
Wrong username/password for net device 10.1.2.1
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What happens if the network device specified is not supported"

If managed determines that a network device Is unsupported, it will generate an error
massage and log it to both its error file, errors.managed and to destinations configured in
Jusrinrfeic/destinations. After the error message is generated, the connection state Is set
to inactive and managed will delete ALL configuration information pertaining to this
network device during normal garbage coiiection operations.

Sampie error file message:
12721796 17:41;44, Unsupported net device 10.1.6.244, ertno =
Sample error message reported In log:

2,1101601,1996/12/21,23:41:44,1996/12/21,17:41:44,10003,10,100,
Unsupported net device 10.1.6.244

What happens if the network device reboots?

If the network device reboots, managed will reestablish the Telnet connection once the
device is again operational. When managed loses connectivity to the network device, it
will generate an error message and log it to both its error file and configured destinations.

Sample error file message:

12721/96 17:41:44, Connection lost to net device 10.1.6.244, errno = 0

Sample error message reported in log:

2,1101601,1896/12/7/21,23:41:44,1996/12/21,17:41:44,10003,10,100,
Connection lost to net device 10.1.6.244

Ditferent timoeout values are usad for different network devices, managed notices that the
connection Is down if it has not received information from a BorderGuard within 45
saconds or from a Passport within 5§ minutes. This is gensrally enough tims for thase
davices to reboot and configure themselves.

YA N T T T T T T N TR T T I O I B SR N N I 2 2R T T T I R B

NetRanger 1.2.1 User's Guide

304



NETRANGER MANAGED FAG

--------------- LRI A N R T B I T B B I A AL A

Can | have managed tell a network device to execute a command?

You can use the NetDeviceCommand token to perform exec operations {o pass
commands directly to a network device over the Teinet connection that managed has
established. The token requires the IP address of the particular network device to be
accossed. Any additional arguments are passed directly on to the network device. The
token only works if the Telnet connection is active. An example is shown below:

netrangr$ nrexec 10003 10 100 1 10 NetDeviceCommand 10.1.2.1 net d app
border System 5> net d app

Apply Pointe:

point filtexr name protocol

first FIRS’I‘__FILTER IP

Filters active = 1

COMMAND FINISHED

In this case, the command net & app is executed on a network device with an address
of 10.1.2.1, The response that Is passed back includes a copy of the command line, the
results of the command, and a token specifying that the command Is finished. managsd
wiii strip out any blank linas that might be retumed by the command. This token can be
used with a shell script to provide easy command line access to a network device, The
exampie below, called bg1, will take any arguments to the shall script and pass them on
to the specified natwork device.

#1/bin/sh
Jusr/nr/bin/nrexec 10003 10 100 1 10 NetDeviceCommand 10.1.2.1 $*

Does managed have any bulit-in commands for network devices?

managed provides the basic functionality for reconfiguring a network device to shun (.e,,
stop) ali traffic flowing from a particular network address. This capabliity is used o stop
traffic from known rmaliclous hosts. The sensord process on the NSX uses this capabliity
to provide real-time shunning of network connections. An operator may also use the
same function to shun an address from the Directaor,

How does shunning work on a BorderGuard or Passport?

Shunning will ONLY work on BorderGuards and Passponts if a file calied shun.fil
conlaining a filter called shun has beean provisioned. The shun filter should be appiled at
the first filter point AFTER filter netranger has been called, This same configuration must
be used whether the network device is operating as a bridge or a router. It will even work
if the device is operating as BOTH a hridge and a router and the filter Is applied on the IP
first filter point and the bridge first filter point,
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Hare is an example of a filter first_filter that is applied on the first filter point:

filter first filter
filter netranger;
filter shun:

end

managed will replace the shun filter by repiacing shun.fil. However, an Initial filter MUST
be provisioned that contains a do-nothing filter called shun. Here is an exampie in the
recommended format: ‘

filter shun
any continuey
end

What command do | send to managed to shun an address?

You can use the ShunHost token 1o perform an axec operation to add an address to the
fist of shunned addresses. managed wiil configure ALL network devices with active
connections to shun this address, A value must also be provided to specify the number of
minutes for the address {o be shunned. inserting a value of 1000000 (~ 2 years)
eftectively shuns an address permanently. .

After the number of minutes has expired, managed will reconfigure the network devices
to unshun the address. If muitiple shun commands are sent for a single address,
managed will keep updating the ime value for when the address can be unshunned.

Here Is an example of a successiul shun command:

netrangrt nrexec 10003 10 100 1 10 ShunHost 10.1.1.% 1024
Success

managed will reject any address that contains a value of 0 or 255 as one of the four
address segments. Examples of addresses that would be rejected include 10.1.1.0,
10.1.0.1, 10.1,1.285, 0.0.0.0, and 10.265.255.255,
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How do fobtatn a list of shunned addresses?

You can use the ShunHostList token to perform a get oparation 1o return a complets list
of all currently shunned addresses and the number of minutes left for each one to be
shunned, If there are no addresses In the list, an error message will be retumed stating
that tha value was unset. ’

netrangr$ nrget 10003 10 100 1 ShunHostList
10.1.1.5 1024

How do | unshun an address?

You can use the UnshunHost token to perform an exec operation to remove an address
from the list of shunned addresses. If the address is within the list, ALL network devices
will be recondigured to unshun ths address.

netrangrs nrexec 10003 10 100 1 10 UnshunHost 10.1.1.5
Success

Can |1 shun a range of addresses?

Yes, the tokens ShunNet, UnshunNet, and ShunNetList provide the samae functionality as
the tokens previously mentioned for hosts except that thay address entire networks.

These tokens are designed to provide network security analysts the abliity to completely
shun an offending network.

The primary difference for these tokens is that a netmask must also be specitied along
with the [P address. Here are some examples;

netrangr% nrexec 10603 10 100 1 10 ShunNet 10.1.1.0 255.255.285.0 1024
Success

netranyr$ nrget 10003 10 100 1 ShunNetList
10.1.2.0 255.255,255.0 1024

netrangr$ nrexec 10003 10 100 1 10 UnshunNet 10.1.1.¢
Success

Note that there are two tables of shunning information maintained by managed--one for
- individus! addresses and the other for network addresses.
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How do | configure managad to NEVER shun a parttcular
address?

You can use the NeverShunAddress token to perform gatbulk, set, andunset
operations to manage a list of IP addresses and netmasks that managed compares with
addresses {0 be shunned. if the shunned address falls within the range of addresses
specified by the list, managed will NOT shun that address on the network devices.

Addresses may be individual hosts or entire networks as specified with the standard IP
netmask. For example, 10.1,100.1 255.255.255.255 would define a single host and
10.1.1.0 256.255,255.0 would define an entire class C network,

netrangrd nrset 10003 10 100 1 NeverShunAddress 10.1.100.0 255,255.258.0
Success

netrangr® nrgetbulk 10003 10 100 1 NeverShunAddress
10,1.300.0 255,255.255.0
10.1.1.201 255.255,255.255

WheelGroup recommends that the configuration file for managed contains
NeverShunAddress entries for the NSX, the network device, and the Director.

What is the hierarchy of shunned addresses, networks, and never
shun addresses?

When managed receives a request to shun an 1P address, it first checks to determine if
the address falle within the ranges of addresses specified to never shun. it then checks to
see if the address falls within the ranges of network addresses that are currently being
shunned. managed will only apply the shun if the address is not within either set. if the
address has already been shunned, managed will simply update its internal timer to

remove the shun against that address. Shunning network addresses follows a simifar
pattorn.

The difference between an address not being shunned because it is not supposed to be
or an address that is afready shunned is in the response. If an address falls within the
range of addresses that are never shunned, an srror massage is retumed., if an address

falis within the range of natwork addresses that are already shunrned, a success message
is retumed.

When either list of shunned addresses or networks changes, managed will modify the
shun filter on the network devices to reflect the changs.
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Can | unshun all shunned addresses and networks at once?

Use the UnshunAll token to perform an exec operation to unshun ALL currently shunned
addresses and networks. If NeverShunAddress antries have not been insented for the
NSX, Director, and network device—-—and one of them has been shunned-—this command
may fail. ‘

How fast does shunning occur?

Shunning a host or network usually occurs within 3 seconds or less. It may take longer if
a large number of addresses (> 100) are being shunned. This Is due to the speed of the
storage device on the network device. The new shun fliter needs to be written to the
filesystem, and then read In and compilad, The list below specifies the types of
filesystams used:

BorderGuard 1000 - Flash memory
BorderGuard 2000 - Floppy disk
Passport - Hard drive

Is there a limit to the number of addresses/networks that can be
shunned?

Use the ShunMeaxEntries token to configure the maximum number of addresses that may
be shunned. The default value is 100, but this may be increased if required, Caution is
advised when increasing this fimit. The limit exists for several reasons:

= The file systems of network devices do not have unlimited storage space.

* Every address shunned has a sfight performance impact on the routing/bridging
speed of the network device. A few addresses have & negligible impact; two
hundred would have a measurable impact,

* Denial-ot-service attacks may be implemented that cause NetRanger to shun large
numbers of addresses, All network security solutions are vulnerable to these types
of attacks. These altacks may be compared to an adversary launching hundreds
of diversionary attacks to draw attention from the real threat,
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The following examples iliustrate how to increase the limit:

netrangr$ nrset 10003 10 100 1 ShunMaxEntries 150
Success

netrangr$ nrget 10003 10 100 1 ShunMaxEntries
150

What happens to the shunned configuration if the network device
reboots?

When the network device reboots, managed will reapply the shun information when the
device is operational, Systems like the BorderGuard will reestablish shunning because it
will compile the shun.fii file modified by managed when It shunned an address.

Can l disable/enable shunning?

Use the ShunEnable and ShunDisable tokens to perform exec operations to enable or
disable shunning. When managed is first started, shunning is always enabled by defautt,
Shunning can be disabled by using the ShunDisable token. The following examples
liustrate how shunning may be disabled and then re-enabled:

netrangr® nrexec 10003 10 100 1 10 ShunDisable
Success

netrangr¥ nrexec 10003 10 100 1 10 ShunEnable
Success

All shunning information will continue to be collected by managed during the perlod that
shunning is disabled. Once shunning Is re-enabled, then managed will update the shun
filters on the network devices.

’When would | want to disable shunning?

Shunning Is accomplished through a Teinet session that managed establishes to the
network device. Shunning expects that the connection be at the same prompt as at initial
fogin. This is of primary concam for the Passport. Provisioning mode may be entered by
sending the command nrexec ... start prov, The Telnet session will thenbe in
provisioning mode and shunning will fail. If managed is used to provision a Passpont, itis
HIGHLY recommended that shunning be disabled during that period.
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How do | use managed to manage the time on the system?

The following list of tokens may be used to get/set the time. In order to change the current
time, managed MUST be running with root privileges. managed expresses {ime as the
numbaer of elapsed secords since 00:00 GMT, January 1, 1970,

Token Operation ' Description
CurrentTime get Gets the current time
SetCurrentTima axec Sets the cument time
AdjCurrentTime exsc : Adjusts the current time

Changing the time with a delta of greater than +/- 60 seconds may cause problems in
running NetRanger processes. In this case, it Is recommended to stop/start the affected
processes for proper operation. Smaller changes should be accomplished through the
use of the AdjCurrentTime token discussed below.

AdjCurrentTime adjusts the system’s notion of the current time, as retumad by
CurrentTime, advancing or retarding it by the amount of time specified in the stzuct
timeval pointad to by delta.

The adjustment is affected by speeding up (il that amount of tims Is positive) or slowing
down (it that amount of time is negative) the system’s clock by some small percentage,
generally a fraction of ons percent. Thus, the time is always a monotonically increasing
function. A time correction from an sarlier call o AdjCurrentTime may not be finished
when it is called again.

These commands may be used in NetRanger Directors that synchronize the clocks of
computers In a local area network. Such time servers would siow down the clocks of
some machines and speed up the clocks of others to bring them to the average network
time, This could be accomplished through the use of cron jobs and shell scripts to
synchronize remote NSX systems.
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How shouid the netrangr user account be configured on a
Passport?

The netrangr user account should be configured with the following characteristics:

Userid: NETRANGER

Scope: network

impact: debug

nmifs: local, Teinet, fmip, FTP
Directory: /

Can managed write out other files besides its own configuration
file?

The tokens WriteFlleHosts, WriteFlleServices, WriteFileAuths, and WriteFileDastinations
can bs used to write out the configuration files in the /usr/nr/ete directory. All NetRanger
daemons cache the contents of thesse files in memory upon startup and refresh the
information when they reread thelr configuration fite {(via @ HUP signal or exec token
ReadFileConfig). ONLY managed has the abllity to write out these files. The files would
be written out if the information ¢ached In memory was modified using the applicable
configuration tokens.
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What is the list of managed speclﬂc tokens?

Token GET | GETBULK | SET | UNSET | EXEC
X X X

NetDevica

NetDevicaStatus

NetDeviceVersion

i xiXiX

X

X
NetDevicaType X .
NetDeviceCommand X
NumberOtNetDevices
ShunMaxEntries X X
ShunEnable ' X
ShunDisable X
ShunHostiist X
ShunHost X
ShunNetL ist X
ShunNet
UnshunHost
UnshunNet
UnshunAll
NeverShunAddress X X X
CurrentTima X

€

WX Xix

SetCurrentTime
AdjCurrentTime
WriteFileHosts
WriteFileServices
WriteFileAuths
WriteFilaDestinations

MM X XK K
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hiding 4-39
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jocation H-1 ,
managed.conf E-9
and network devices H-1—H-7
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writing files H-14
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default alarm settings C-1—C-8
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power requirements 2-13
pre-installation 2-1
token order in nrConfigure 4-51
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NSX 2000 1-7
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install and setup D-1
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pre-installation 2-1
product capabilities 1-3
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remote installation of Oracle D-2
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routes E-17

S

sapd 5-9
applications E-5
sapx 5-11
-alternate loading procedures 5-42
and database load setup 5-24
and native Oracle schemas 5-37
parameters 5-11
Security Analysis Package (SAFP)
data analysis 1-19
fail-safe features 5-8-—5-9
file loss from overwriting 5-9
runaway serialization 5-8
function, configuration, and usage 5-4
introduction 1-3
log file serialization 1-8
push-pull mechanism 1-18
Security Management Interface (SMI) -3
security policy, defining 3-27
sensord
alarm generation 1-9 S ; :
applications E-5 B CEPE
and IP Session logs 1-10 : ‘ -
shunning 1-8
sensord.conf E-10
serialization of log files 1-8
sorvices E-15
shunfil B-6
shunning 1-6 .
manual reconfiguration of BorderGuard/Passport 1-9
and sensord 1-9

[ N N T N N O I R R T Y O L T T I O B I Y L

’ 'No'tﬁ'an'ga'r 1,31 Uver's Gulde

324



-------------------------------------------

shunning IP addresses and Class C IP natworks 4-26
unshunning IP addresses and Class C IP networks 4-27
signatures
atomic 1-8
attack 1-5
composite 1-8
content 1-6
context -1-6
intrusion detection C-2
NetSentry~based 4~81
new 4‘61 v N - - ban e N e
regular expressnon»based 4-78
TCP/IP content-based signatures 4-64
TCP/IP context-based signatures 4-63
skel 5-41
sleeves.cmd B-12 - T o
sleeves.dpt B-11
smid
applications E-5
smid.conf E~13
smid.conf setup 4-58
SaL
database information 5-37
default schemas 5-37
starting the Dirsctor 4-3
starting the NetRanger background processes 4-3

starting the network management background processes 4-3

startup file B-2
stopping the Director 4-4
stopping the NetRanger background processes 4-5
stopping the network management user interface 4-4
submap modifications 4-37
SwitchFile 5-9
sysconfig-nsx utility 3-4
system commands
install E-7
nrstart E-7 .
nrstatus E-7
nrstop E-7

T

TCP/IP event signatures 4-63
tokens
FilsMgmt 5-46

[ A L R N R N N AR I B R N T e e s v e e

325

Ha’tﬂmger 13 1 Uaer ' Guids



managed H-15 |
troubleshooting . Baae ool t

connectivity A-6

Director not running A-2

Director running A4

NSX A7

Oracle A-8
U TN e
uninstalling the Director G-1 B ERE

Bl s RICAR

V T4 i AR
verify NetRanger/Oracle connectivity D-7 '
viewing alamm context information 4-23

NetRenger 1.3.1 User's Gulde

326

CE e e
AR A
wx veryen ke

L A I A A B AT A I B 2 S R R I I B S S A T B B ]




=

WheelGroup Corporation
WheeiGroup-Corporation welcomes your ideas on how to improve our documentation, Please
take a moment to answer the questions below by checking sither the “Yes" or “No” bax. Explain
any “No” responsas in the sections provided. Include other cormments in the “Comerits” section,

When you have finished, please detach and mail this page, or fax it to (210) 494-6303. You may
also e-mall us sbout documentation issues at documentation@ wheelgroup.com.

o, N "
Doas this manual contain all the information you expected? OYes ONo
——— .
Are gil documanted proceduras in the manual correct? 0 Yeos 0 No
is this manual easy to read and urdlerstand? O0Yes ONo
Are the examples and diagrams helpful? ¢Yes ONo
Ars thare enough examples and diagrams? OYes  ONo
Other comments:
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