
Angelos D. Keromytis - Curriculum Vitae
Professional Distinctions

DARPA Superior Public Service Medal, December 2018.
DARPA Results Matter award, October 2018.
IEEE Fellow, 2018 onward.
ACM Fellow, 2017 onward.
ACM Distinguished Scientist, 2012 onward.

Positions Held
August 2019 - Present

President
Voreas Laboratories Incorporated, Atlanta, GA

Co-founder, Chairman of the Board, and President of technology startup in the Atlanta area, commercializing technologies around network analytics and cyber attribution.

August 2018 - Present
John H. Weitnauer, Jr. Endowed Chair Professor and Georgia Research Alliance Eminent Scholar
School of Electrical and Computer Engineering, Georgia Institute of Technology, Atlanta, GA

Co-founder and co-director of the Center for Cyber Operations Enquiry and Unconventional Sensing (COEUS). Co-founded two technology startup companies. Raised over $11.5M for research. Awarded an
additional 14 issued US patents.

July 2014 - December 2018
Program Manager
Information Innovation Office (I2O), Defense Advanced Research Projects Agency (DARPA), Arlington, VA

Conceived, launched, and managed 5 new major research programs (Transparent Computing (TC), Leveraging the Analog Domain for Security (LADS), Enhanced Attribution (EA), Warfighter Analytics using
Smartphones for Health (WASH), and Harnessing Autonomy for Countering Cyberadversary Systems (HACCS)) and managed an additional 4 programs (Active Authentication (AA), Active Cyber Defense (ACD),
Anomaly Detection at Multiple Scales (ADAMS), and Computer Science Study Group (CSSG)), with a total budget of almost $500M. Responsible for technical and programmatic direction for each of these efforts,
and interfaced with the rest of the Department of Defense, US Government, and private industry and academia. Successfully transitioned technologies that contributed to the DARPA and DoD mission. For these
efforts, I was awarded the DARPA Superior Public Service Metal and a DARPA Results Matter award.

July 2013 - July 2014
Program Director
Division of Computer and Network Systems (CNS), Directorate for Computer & Information Science & Engineering (CISE)
National Science Foundation (NSF), Arlington, VA

Helped manage the $80M/year Secure and Trustworthy Cyberspace (SaTC) program, which is the primary NSF source of funding for academic research in cybersecurity across the nation. With colleagues from the
SBE and ENG Directorates, I helped create the Resilient Interdependent Infrastructure Processes and Systems (RIPS) program, which seeks to enhance the understanding and design of interdependent critical
infrastructure systems (ICIs) and processes that provide essential goods and services despite disruptions and failures from any cause, natural, technological, or malicious. I also led the creation of the NSF/Intel
Partnership on Cyber-Physical Systems Security and Privacy (CPS-Security) program, which seeks to foster a research community committed to advancing research and education at the confluence of cybersecurity,
privacy, and cyber-physical systems, and to transitioning its findings into engineering practice. I was also involved in the Secure, Trustworthy, Assured and Resilient Semiconductors and Systems (SaTC: STARSS)
track, which represented a joint partnership between NSF and the Semiconductor Research Corporation (SRC) that supports research on new strategies for architecture, specification and verification, especially at the
stages of design in which formal methods are currently weak or absent, with the aim of decreasing the likelihood of unintended behavior or access, increasing resistance and resilience to tampering, and improving the
ability to provide authentication throughout the supply chain and in the field.

January 2009 - January 2010
Senior Research Engineer
Symantec Research Labs Europe, Sophia Antipolis, France

Sabbatical leave with Symantec Research Labs Europe, where I worked primarily on security for voice over IP (VoIP) and on rogue security software.

January 2006 - July 2017
Associate Professor
Department of Computer Science, Columbia University, New York, NY

After receiving tenure, continued expanding the research scope of the Network Security Lab, including work on clean-slate hardware-assisted system design for security, cloud security, security for open source /
third-party software, deception-based security, security applications of information flow, scalable private databases, operating system kernel security, security for mobile ad hoc networks (MANETs), anomaly
detection, voice over IP (VoIP) security, anonymity, and privacy. Demonstrated vulnerabilities against digital broadcast TV, CAPTCHAs, location proximity services, photo-based social authentication, the Tor
anonymity network, and others. Co-founded two technology startup companies. Raised an additional $30M for research, with major sponsors including DARPA, IARPA, and NSF. Published an additional 23 journal,
76 conference, and 20 workshop papers, and was awarded an additional 46 issued US patents. Taught courses on security, operating systems, and software engineering.

July 2001 - December 2005
Assistant Professor
Department of Computer Science, Columbia University, New York, NY

Established and directed the Network Security Laboratory, supervising several postdoc, Ph.D., and M.Sc. students conducting research on a variety of projects. Major research efforts include the Secure Overlay
Services (SOS) anti-DDoS architecture (which anticipated current CDN-based commercial services available today), the GRIDLOCK architecture for managing access control policies for distributed networked
resources, autonomic software patching and the ASSURE self-healing software framework, the concept of Instruction Set Randomization (which was awarded the 2013 ACM CCS Test of Time Award), the concept of
Application Communities for improving security of software monocultures, the design and analysis of Elastic Block Ciphers, and others. Raised almost $9.5M in 12 major projects and numerous smaller gifts and
awards, was awarded 2 issued US patents, and published 27 journal, 71 conference, and 30 workshop papers. Taught courses on security, operating systems, and software engineering.

September 1996 - July 2001
Research Assistant
Computer and Information Science Department, University of Pennsylvania, Philadelphia, PA

Conducted research on cryptographic protocols, security for active networks, the IP security protocol (IPsec) suite, and access control (including the concept of distributed firewalls). Contributed the IPsec stack and
the framework for hardware-based cryptographic acceleration to the OpenBSD kernel. Co-designed and developed the KeyNote trust management system, and demonstrated its applications to a number of domains
such as offline micropayments and network authorization.

January 1993 - October 1995
Member of the Technical Staff
FORTHnet S.A., Heraclion, Greece

Employee #3 at the first commercial Internet Service Provider in Greece. Responsible for network reliability and security. Developed the first usage-based network accounting system, which was used for several
years thereafter. Established and operated the Freenet IRC node for Greece and maintained an FTP mirror site.

September 1991 - January 1993
Member of the Technical Staff
Education Team, Computer Center of the University of Crete, Heraclion, Greece

Served as system administrator for a cluster of IBM AIX systems supporting the educational mission of the University.

Education
November 2001

Ph.D. (Computer Science), University of Pennsylvania, USA

August 1997
M.Sc. (Computer Science), University of Pennsylvania, USA

June 1996
B.Sc. (Computer Science), University of Crete, Greece ERICSSON EXHIBIT 1004, Page 1
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Service and Teaching

Editorial Boards and Steering Committees

Associate Editor, Encyclopedia of Cryptography and Security (2nd Edition), Springer, 2010 - 2011.
Associate Editor, IET (formerly IEE) Proceedings Information Security, 2005 - 2010.
Steering Committee, ISOC Symposium on Network and Distributed System Security (SNDSS), 2006 - 2009.
Steering Committee, New Security Paradigms Workshop (NSPW), 2007 onward.
Associate Editor, ACM Transactions on Information and System Security (TISSEC), 2004 - 2010.
Steering Committee, USENIX Workshop on Hot Topics in Security (HotSec), 2006 - 2009.
Steering Committee, Computer Security Architecture Workshop (CSAW), 2007 - 2009.

Program Chair

Program co-Chair, 8th International ICST Conference on Security and Privacy in Communication Networks (SecureComm), 2012.
Program Chair, 16th International Conference on Financial Cryptography and Data Security (FC), 2012.
Program co-Chair, 17th ACM Computer and Communication Security (CCS), 2010.
Program co-Chair, 16th ACM Computer and Communication Security (CCS), 2009.
Program co-Chair, New Security Paradigms Workshop (NSPW), 2008.
Program co-Chair, New Security Paradigms Workshop (NSPW), 2007.
Chair, 27th International Conference on Distributed Computing Systems (ICDCS), Security Track, 2007.
Chair, 16th World Wide Web (WWW) Conference, Security, Privacy, Reliability and Ethics Track, 2007.
Chair, 15th USENIX Security Symposium, 2006.
Deputy Chair, 15th World Wide Web (WWW) Conference, Security, Privacy and Ethics Track, 2006.
Chair, 3rd Workshop on Rapid Malcode (WORM), 2005.
Program co-Chair, 3rd Applied Cryptography and Network Security (ACNS) Conference, 2005.
Program co-Chair, OpenSig Workshop, 2003.

Program Organization
General Chair, New Security Paradigms Workshop (NSPW), 2010.
General Vice Chair, New Security Paradigms Workshop (NSPW), 2009.
Co-chair, Invited Talks, 17th USENIX Security Symposium, 2008.
General co-chair, Applied Cryptography and Network Security (ACNS) Conference, 2008.
Co-chair, Invited Talks, 16th USENIX Security Symposium, 2007.
Organizing Committee, Columbia/IBM/Stevens Security & Privacy Day (bi-annual event).

Organizer, Columbia/IBM/Stevens Security & Privacy Day, December 2010.
Organizer, Columbia/IBM/Stevens Security & Privacy Day, June 2007.

Co-organizer, ARO/FSTC Workshop on Insider Attack and Cyber Security, 2007.
Publicity co-Chair, ACM Conference on Computer and Communications Security, 2006.
General co-Chair, OpenSig Workshop, 2003.

Program Committees
1. Program Committee, Information Security Conference (ISC), 2005, 2007, 2009, 2011, 2012, 2014, 2020, 2021, 2022, 2023.
2. Program Committee, International Workshop on Security (IWSEC), 2006, 2007, 2008, 2009, 2010, 2011, 2012, 2013, 2014.
3. Program Committee, ACM Conference on Computer and Communications Security (CCS), 2005, 2007, 2008, 2009, 2010, 2012, 2013, 2014.
4. Program Committee, ISOC Symposium on Network and Distributed Systems Security (SNDSS), 2003, 2004, 2006, 2007, 2008, 2012.
5. Program Committee, Applied Cryptography and Network Security (ACNS) Conference, 2005, 2006, 2010, 2011, 2012, 2013.
6. Program Committee, Financial Cryptography (FC) Conference, 2002, 2010, 2011, 2012, 2013.
7. Program Committee, European Workshop on Systems Security (EuroSec), 2009, 2010, 2011, 2012, 2013.
8. Program Committee, USENIX Security Symposium, 2004, 2005, 2006, 2008.
9. Program Committee, International Conference on Distributed Computing Systems (ICDCS), Security Track, 2005, 2006, 2007, 2008.

10. Program Committee, Workshop on Rapid Malcode (WORM), 2004, 2005, 2006, 2007.
11. Program Committee, World Wide Web Conference (WWW), 2005, 2006, 2007.
12. Program Committee, USENIX Workshop on Hot Topics in Security (HotSec), 2006, 2007, 2010.
13. Program Committee, Annual Computer Security Applications Conference (ACSAC), 2006, 2007, 2011.
14. Program Committee, USENIX Technical Conference, Freely Distributable Software (Freenix) Track, 1998, 1999, 2003.
15. Program Committee, International Conference on Mathematical Methods, Models and Architectures for Computer Network Security (MMM-ACNS), 2007, 2010, 2012.
16. Program Committee, IEEE Security & Privacy Symposium, 2006, 2008.
17. Program Committee, ACM SIGCOMM Workshop on Large Scale Attack Defense (LSAD), 2006, 2007.
18. Program Committee, New Security Paradigms Workshop (NSPW), 2007, 2008.
19. Program Committee, IEEE WETICE Workshop on Enterprise Security, 2002, 2003.
20. Program Committee, USENIX Annual Technical Conference (ATC), 2008, 2011.
21. Program Committee, 6th International Conference on Cryptology and Network Security (CANS), 2007, 2012.
22. Program Committee, Annual IEEE/IFIP International Conference on Dependable Systems and Networks (DSN), Dependable Computing and Communication Symposium (DCCS), 2010, 2013.
23. Program Committee, Australasian Conference on Information Security and Privacy (ACISP), 2022, 2023.
24. Program Committee, ACM Workshop on Moving Target Defense (MTD), 2014, 2015.
25. Program Committee, 1st International Conference on Human Aspects of Information Security, Privacy and Trust (HAS), 2013.
26. Program Committee, Workshop on Information Security Theory and Practice (WISTP), 2012.
27. Program Committee, European Sumposium on Research in Computer Security (ESORICS), 2011.
28. Program Committee, International Workshop on Mobile Security (WMS), 2010.
29. Program Committee, Computer Forensics in Software Engineering Workshop, 2009.
30. Program Committee, USENIX Workshop on Large-scale Exploits and Emergent Threats (LEET), 2008.
31. Program Committee, 23rd International Information Security Conference (IFIP SEC), 2008.
32. Program Committee, Joint iTrust and PST Conferences on Privacy, Trust Management and Security (IFIPTM), 2008.
33. Program Committee, 1st Computer Security Architecture Workshop (CSAW), 2007.
34. Program Committee, 8th IEEE Information Assurance Workshop (IAW), 2007.
35. Program Committee, Anti-Phishing Working Group (APWG) eCrime Researchers Summit, 2007.
36. Program Committee, 4th GI International Conference on Detection of Intrusions & Malware, and Vulnerability Assessment (DIMVA), 2007.
37. Program Committee, 2nd ACM Symposium on InformAtion, Computer and Communications Security (AsiaCCS), 2007.
38. Program Committee, 2nd Workshop on Advances in Trusted Computing (WATC), 2006.
39. Program Committee, International Conference on Information and Communications Security (ICICS), 2006.
40. Program Committee, 2nd Workshop on Secure Network Protocols (NPSec), 2006.
41. Program Committee, 1st Workshop on Hot Topics in System Dependability (HotDep), 2005.
42. Program Committee, 20th ACM Symposium on Applied Computing (SAC), Trust, Recommendations, Evidence and other Collaboration Know-how (TRECK) Track, 2005.
43. Program Committee, 1st Workshop on Operating System and Architecture Support for the on demand IT Infrastructure (OASIS), 2004.
44. Program Committee, Workshop on Information Security Applications (WISA), 2004.
45. Program Committee, Workshop on Logical Foundations of an Adaptive Security Infrastructure (WOLFASI), 2004.
46. Program Committee, 29th IEEE Conference on Local Computer Networks (LCN), 2004.
47. Program Committee, 2nd International Conference on Trust Management, 2004.
48. Program Committee, Asia BSD Conference, 2004.
49. Program Committee, 2nd Annual New York Metro Area Networking Workshop (NYMAN), 2002.
50. Program Committee, Cloud Computing Security Workshop (CCSW), 2009.
51. Program Committee, Workshop on Grid and Cloud Security (WGC-Sec), 2011.
52. Program Committee, Workshop on Cyber Security Experimentation and Test (CSET), 2011.
53. Program Committee, OWASP AppSec EU, 2012. ERICSSON EXHIBIT 1004, Page 2
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54. Program Committee, 1st International Workshop on Cyber Crime (IWCC), 2012.
55. Program Committee, 8th China International Conference on Information Security and Cryptology (INSCRYPT), 2012.
56. Program Committee, NDSS Workshop on Security of Emerging Networking Technologies (SENT), 2014.

Advisory Workshops (Not During Federal Government Service)
NSF Workshop on Secure and Trustworthy Cyberspace (SaTC) 2.0, Dallas, TX, March 2023.
DARPA ISAT Workshop, Pittsburgh, PA, February/March 2023.
ARO Workshop on AI for Security and Security for AI, Arlington, VA, January 2023.
Steering Committee Chair, US Open-Source Security Initiative Workshop, August 2022.
ODNI/NSA Invitational Workshop on Computational Cybersecurity in Compromised Environments (C3E), Menlo Park, September 2019.
NITRD/SCORE Invitational Workshop on Artificial Intelligence and Cybersecurity, College Park, MD, June 2019.
DARPA ISAT Summer Meeting, Arlington, VA, August 2013.
NITRD/SCORE Invitational Workshop on Designing-in Security: Current Practices and Research Needs, Arlington, VA, July 2013.
MITRE/NSA Invitational Annual Secure and Resilient Cyber Architectures Workshop, McLean, VA, June 2013.
ONR Workshop on Automated Software Complexity Reduction for Retaining Software Execution Efficiency and Increasing Security, McLean, VA, June 2013.
ARO Cloud Security Workshop, Fairfax, VA, March 2013.
ODNI/NSA Invitational Workshop on Computational Cybersecurity in Compromised Environments (C3E), West Point, NY, September 2012.
Cyber Security Research Institute (CSRI) Invitational Workshop, Arlington, VA, April 2012.
ODNI/NSA Invitational Workshop on Computational Cybersecurity in Compromised Environments (C3E), Keystone, CO, September 2011.
ONR Workshop on Host Computer Security, Chicago, IL, October 2010.
Intel Workshop on Trust Evidence and End-to-end Trust in Heterogeneous Environments, Santa Clara, CA, May 2010.
Intelligence Community Technical Exchange on Moving Target, Washington, DC, April 2010.
Lockheed Martin Future Security Threats Workshop, New York, NY, November 2009.
Air Force Office for Scientific Research (AFOSR) Invitational Workshop on Homogeneous Enclave Software vs Heterogeneous Enclave Software, Arlington, VA, October 2007.
NSF Future Internet Network Design Working Meeting, Arlington, VA, June 2007.
ARO/FSTC Workshop on Insider Attack and Cyber Security, Arlington, VA, June 2007.
NSF Invitational Workshop on Future Directions for the CyberTrust Program, Pittsburgh, PA, October 2006.
ARO/HSARPA Invitational Workshop on Malware Detection, Arlington, VA, August 2005.
Department of Defense Invitational Workshop on the Complex Behavior of Adaptive, Network-Centric Systems, College Park, MD, July 2005.
ARDA Next Generation Malware Invitational Workshop, Annapolis Junction, MD, March 2005.
Co-leader of session on "Securing software environments", joint NSF and Department of Treasury Invitational Workshop on Resilient Financial Information Systems, Washington, DC, March 2005.
DARPA Application Communities Invitational Workshop, Arlington, VA, October 2004.
DARPA APNets Invitational Workshop, Philadelphia, PA, December 2003.
NSF/NIST Invitational Workshop on Cybersecurity Workforce Needs Assessment and Educational Innovation, Arlington, VA, August 2003.
NSF Invitational Workshop on Large Scale Cyber-Security, Lansdowne, VA, March 2003.
IP Security Working Group Secretary, Internet Engineering Task Force (IETF), 2003 - 2008.
Session moderator, Workshop on Intelligence and Research, Florham Park, NJ, October 2001.
DARPA Composable High Assurance Trusted Systems #2 (CHATS2) Invitational Workshop, Napa, CA, November 2000.

Other Professional Activities
Member, Georgia Secretary of State Bipartisan Task Force for Safe, Secure, and Accessible Elections, 2020.
Member, ACM SIGSAC CCS Test of Time Award Committee, 2020.
Vice Chair, IEEE Computer Society Fellows Evaluation Committee, 2020.
Founder and President, Voreas Laboratories Incorporated, 2019 - present.
Reviewer, IEEE Computer Society Fellows Evaluation Committee, 2018.
Member, IEEE Security & Magazine Editor-in-Chief Search Committee, 2017.
Advisory Board, Aponix Financial Technologists, 2014 - 2015.
Member, Executive Committee for the Institute for Data Sciences and Engineering (IDSE), Columbia University, 2012 - 2013.
Co-chair, ACM Computing Classification System Update Committee ("Security and Privacy" top-level node), 2011.
Founder, Allure Security Technology Inc., 2010 - present.
Member, ACM Computing Classification System Update Committee (top two levels), 2010.
External Advisory Board member, "i-code: Real-time Malicious Code Identification", EU project, 2010 - 2012.
Reviewer (grant applications), Greek Ministry of Education, 2010.
Reviewer (grant applications), Danish National Research Foundation, 2010.
Member of the Scientific Advisory Board, Centre for Research and Technology, Hellas (CERTH), 2008 - 2011.
Senior Member of the ACM, 2008 onward.
Senior Member of the IEEE, 2009 onward.
Visiting Scientist, Institute for Infocomm Research (I2R), Singapore, February - May 2007.
Columbia Representative to the Institute for Information Infrastructure Protection (I3P), 2006 - 2008.
Technical Advisory Board, StackSafe Inc. (formerly Revive Systems Inc.), 2006 - 2009.
Technical Advisory Board, Radiuz Inc., 2006.
Reviewer (grant applications), Institute for Security Technology Studies (ISTS), Dartmouth College, 2006.
Reviewer, Singapore National Science and Technology Awards (NSTA), 2006.
Board of Directors, StackSafe Inc. (formerly Revive Systems Inc.), 2005 - 2009.
Founder, StackSafe Inc. (formerly Revive Systems Inc.), 2005 - 2009.
Expert witness in criminal and intellectual property litigation cases, 2005, 2006, 2007, 2009, 2010, 2011, 2012, 2013.
Science Fair Judge, Middle School for Democracy and Leadership, Brooklyn, NY, 2005, 2006.
Reviewer (grant applications), Swiss National Science Foundation, 2007.
Reviewer (grant applications), Netherlands Organisation for Scientific Research, 2005, 2006.
Reviewer (grant applications), US/Israel Binational Science Foundation, 2003, 2005.
NSF reviewer & panelist, 2002, 2003, 2006, 2008, 2009, 2011, 2012, 2013, 2015, 2017.
Internet Engineering Task Force (IETF) Security Area Advisor, 2001 - 2008.

Ph.D. Thesis Committee Service
1. Amos Imbati Alubala, "Towards A Secure Account Recovery: Machine Learning Based User Modeling for Protection of Account Recovery", Department of Computer Science, Columbia University, November 2022.
2. Panagiotis Kintis, "Characterizing Network Infrastructure Using the Domain Name System", School of Computer Science, Georgia Institute of Technology, October 2020.
3. Nader Sehatbakhash, "Leveraging Side-Channel Signals for Security and Trust", School of Computer Science, Georgia Institute of Technology, May 2020.
4. Baki Berkay Yilmaz, "Covert/Side Channel Analysis, Modeling and Capacity Estimation", School of Electrical and Computer Engineering, Georgia Institute of Technology, March 2020.
5. Luong N. Nguyen, "New Side-Channel and Techniques for Hardware Trojan Detection", School of Electrical and Computer Engineering, Georgia Institute of Technology, March 2020.
6. Mohammad Hamad, "A Multilayer Secure Framework for Vehicular Systems", Institute of Computer and Network Engineering, Technical University of Braunschweig, Germany, February 2020.
7. Ruian Duan, "Toward Solving The Security Risks Of Open Source Software Use", School of Computer Science, Georgia Institute of Technology, October 2019.
8. Monjur Alam, "Making Crypto Libraries Robust Against Physical Side-Channel Attacks", School of Computer Science, Georgia Institute of Technology, September 2019.
9. Yang Ji, "Efficient and Refinable Attack Investigation", School of Computer Science, Georgia Institute of Technology, August 2019.

10. Nathaniel Boggs, "Empirical Measurement of Defense in Depth", Department of Computer Science, Columbia University, March 2015.
11. Ang Cui, "Embedded System Security: A Software-based Approach", Department of Computer Science, Columbia University, March 2015.
12. Binh Vo, "Private, Distributed, and Searchable Content Providers", Department of Computer Science, Columbia University, December 2014.
13. Jingyue Wu, "Sound and Precise Analysis of Multithreaded Programs through Schedule Specialization", Department of Computer Science, Columbia University, May 2014.
14. Dimitris Mitropoulos, "Secure Software Development Technologies", Department of Management Science and Technology, Athens University of Economics and Business, March 2014.
15. Iasonas Polakis, "Online Social Networks From A Malicious Perspective: Novel Attack Techniques and Defense Mechanisms", Computer Science Department, University of Crete, February 2014.
16. Kapil Anand, "Binary Analysis Based on a Compiler-level Intermediate Representation", Electrical and Computer Engineering Department, University of Maryland, July 2013.
17. Theodoor Scholte, "Securing Web Applications by Design", Computer Science Group, Communications and Electronics Department, Ecole Nationale Superieure des Telecommunications, May 2012.
18. Maritza Johnson, "Toward Usable Access Control for End-Users: A Case Study of Facebook Privacy Settings", Department of Computer Science, Columbia University, April 2012.
19. Collin R. Mulliner, "On the Impact of the Cellular Modem on the Security of Mobile Phones", Technische Universitat Berlin, December 2011.
20. Malek Ben Salem, "Towards Effective Masquerade Attack Detection", Department of Computer Science, Columbia University, October 2011.
21. Michalis Polychronakis, "Generic Code Injection Attack Detection using Code Emulation", Computer Science Department, University of Crete, October 2009.
22. Spyros Antonatos, "Defending against Known and Unknown Attacks using a Network of Affined Honeypots", Computer Science Department, University of Crete, October 2009.
23. Van-Hau Pham, "Honeypot Traces Forensics by Means of Attack Event Identification", Computer Science Group, Communications and Electronics Department, Ecole Nationale Superieure des Telecommunications,

September 2009.
24. Gabriela F. Ciocarlie, "Towards Self-Adaptive Anomaly Detection Sensors", Department of Computer Science, Columbia University, September 2009.
25. Wei-Jen Li, "SPARSE: A Hybrid System for Malcode-Bearing Document Detection", Department of Computer Science, Columbia University, June 2008.
26. Raj Kumar Rajendran, "The Method for Strong Detection for Distributed Routing", Electrical Engineering Department, Columbia University, March 2008.
27. Constantin Serban, "Advances in Decentralized and Stateful Access Control", Computer Science Department, Rutgers University, December 2007.
28. Ricardo A. Baratto, "THINC: A Virtual and Remote Display Architecture for Desktop Computing", Computer Science Department, Columbia University, October 2007.ERICSSON EXHIBIT 1004, Page 3
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29. Zhenkai Liang, "Techniques in Automated Cyber-Attack Response and Recovery", Computer Science Department, Stony Brook University, November 2006.
30. Ke Wang, "Network Payload-based Anomaly Detection and Content-based Alert Correlation", Computer Science Department, Columbia University, August 2006.
31. Seoung-Bum Lee, "Adaptive Quality of Service for Wireless Ad hoc Networks", Electrical Engineering Department, Columbia University, June 2006.
32. Shlomo Hershkop, "Behavior-based Email Analysis with Application to Spam Detection", Computer Science Department, Columbia University, August 2005.
33. Gaurav S. Kc, "Defending Software Against Process-subversion Attacks", Computer Science Department, Columbia University, April 2005.
34. Gong Su, "MOVE: A New Virtualization Approach to Mobile Communication", Computer Science Department, Columbia University, May 2004.
35. Jonathan M. Lennox, "Services for Internet Telephony", Computer Science Department, Columbia University, December 2003.
36. Michael E. Kounavis, "Programming Network Architectures", Electrical Engineering Department, Columbia University, June 2003.
37. Wenyu Jiang, "QoS Measurement and Management for Internet Real-time Multimedia Services", Computer Science Department, Columbia University, April 2003.

Post-doctoral Students / Research Scientists
1. Hyung Chan Kim (October 2007 - October 2008)
2. Stelios Sidiroglou (October 2008 - December 2008)
3. Dimitris Geneiatakis (June 2010 - September 2011)
4. Georgios Portokalidis (March 2010 - December 2012)
5. Elias Athanasopoulos (January 2012 - November 2013)
6. Michalis Polychronakis (May 2010 - December 2014)
7. Yossef Oren (December 2013 - August 2015)
8. Iasonas Polakis (April 2014 - July 2016)
9. Dimitris Mitropoulos (September 2014 - July 2016)

Current Ph.D. Students (including co-advisees)
1. George Kokolakis (Georgia Tech; August 2022 - Present)
2. Matthew Pruett (Georgia Tech; August 2021 - Present)
3. Kevin Sam Tharayil (Georgia Tech; January 2021 - present)
4. Kostantinos Karakatsanis (Georgia Tech; August 2018 - present)
5. Athanasios Moschos (Georgia Tech; January 2020 - present)
6. Athanasios Avgetidis (Georgia Tech; January 2020 - present)

Graduated Ph.D. Students
18. Athanasios Kountouras (Georgia Institute of Technology; September 2018 - February 2023; co-advised with Manos Antonakakis)

Thesis title: "Improving Access to DNS Datasets Through the Large-scale Collection of Active-DNS Data"
Post-graduation: Big Data Lead Engineer, SOC, Georgia Institute of Technology
Currently: Big Data Lead Engineer, Security Operations Center, Georgia Institute of Technology

17. Marios Pomonis (Columbia University; September 2012 - August 2019)
Thesis title: "Preventing Code Reuse Attacks On Modern Operating Systems"
Post-graduation: Security Software Engineer, Google
Currently: Security Software Engineer, Google

16. Georgios Argyros (Columbia University; September 2012 - October 2018)
Thesis title: "Symbolic Model Learning: New Algorithms and Applications"
Post-graduation: Member of the Technical Staff, Amazon Web Services
Currently: Member of the Technical Staff, Amazon Web Services

15. Suphannee Sivakorn (Columbia University; September 2013 - April 2018)
Thesis title: "Understanding Flaws in the Deployment and Implementation of Web Encryption"
Post-graduation: Member of the Technical Staff, Bloomberg
Currently: Assistant Professor, Rajamangala University of Technology, Thailand

14. Theofilos Petsios (Columbia University; September 2012 - March 2018)
Thesis title: "Compiler-assisted Adaptive Software Testing"
Post-graduation: Research Scientist, Capsule8 Inc.
Currently: Member of the Technical Staff, Amazon Web Services

13. Georgios Kontaxis (Columbia University; September 2011 - May 2017)
Thesis title: "Reducing Third Parties in the Network through Client-side Intelligence"
Post-graduation: Privacy Engineer, Apple Inc.
Currently: Privacy Engineer, Apple Inc.

12. Vasileios Kemerlis (Columbia University; September 2008 - July 2015)
Thesis title: "Protecting Commodity Operating Systems through Strong Kernel Isolation"
Post-graduation: Assistant Professor, Department of Computer Science, Brown University
Currently: Assistant Professor, Department of Computer Science, Brown University

11. Kangkook Jee (Columbia University; January 2008 - June 2015)
Thesis title: "On Efficiency and Accuracy of Data Flow Tracking Systems"
Post-graduation: Research Scientist, NEC Research Labs
Currently: Assistant Professor, Department of Computer Science, University of Texas at Dallas

10. Vasilis Pappas (Columbia University; September 2009 - May 2014)
Thesis title: "Defending against Return-Oriented Programming"
Post-graduation: Senior Research Scientist, Appthority Inc.
Currently: Symantec Corp.

9. Angelika Zavou (Columbia University; September 2006 - May 2014)
Thesis title: "Information Flow Auditing in the Cloud"
Post-graduation: Assistant Professor, Department of Computer Science, Hofstra University
Currently: Security Automation Lead, Northwestern Mutual

8. Sambuddho Chakravarty (Columbia University; January 2007 - December 2013)
Thesis title: Traffic Analysis Attacks and Defense in Low Latency Anonymous Communication
Post-graduation: Assistant Professor, Department of Computer Science, IIIT Delhi, India
Currently: Associate Professor, Department of Computer Science, IIIT Delhi, India

7. Brian Bowen (Columbia University; September 2007 - December 2010; co-advised with Salvatore J. Stolfo)
Thesis title: "Design and Analysis of Decoy Systems for Computer Security"
Post-graduation: Member of the Technical Staff, Sandia National Laboratories
Currently: Dragos Inc.

6. Mansoor Alicherry (Columbia University; September 2006 - October 2010)
Thesis title: "A Distributed Policy Enforcement Architecture for Mobile Ad Hoc Networks"
Post-graduation: Member of the Technical Staff, Alcatel-Lucent Bell Labs
Currently: VP of Engineering, Vizuri Interactive

5. Vanessa Frias-Martinez (Columbia University; September 2003 - October 2008; co-advised with Salvatore J. Stolfo)
Thesis title: "Behavior-Based Admission and Access Control for Network Security"
Post-graduation: Researcher, Telefonica Research
Currently: Assistant Professor, University of Maryland

4. Stelios Sidiroglou (Columbia University; June 2003 - May 2008)
Thesis title: "Software Self-healing Using Error Virtualization"
Post-graduation: Research Scientist, Columbia University
Currently: Research Scientist, MIT CSAIL

3. Michael E. Locasto (Columbia University; September 2002 - December 2007)
Thesis title: "Integrity Postures for Software Self-Defense" (awarded with distinction)
Post-graduation: ISTS Research Fellow, Dartmouth College
Currently: SRI International

2. Angelos Stavrou (Columbia University; January 2003 - August 2007)
Thesis title: "An Overlay Architecture for End-to-End Service Availability" (awarded with distinction)
Post-graduation: Assistant Professor, Computer Science Department, George Mason University (GMU)
Currently: Professor, Electrical and Computer Engineering Department, Virginia Institute of Technology (VT)

1. Debra Cook (Columbia University; January 2002 - June 2006)
Thesis title: "Elastic Block Ciphers"
Post-graduation: Member of the Technical Staff, Bell Labs
Currently: Research Staff Member, Peraton Labs
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Service at Georgia Tech
School of Electrical and Computer Engineering Review, Promotion, and Tenure (RPT) Committee, 2023 - 2024.
School of Electrical and Computer Engineering Recruiting Committee, 2018 - 2023.

Service at Columbia
Computer Science Department Ph.D. Committee, 2010 - 2011
Computer Science Department Computing Research Facilities Committee, 2001 - 2008, 2010 - 2013

Chair, 2003 - 2005, 2011 - 2013
M.Sc. Admissions Committee, 2007 - 2013
M.Sc. Committee, 2008 - 2013
Computer Science Department Faculty Recruiting Committee, 2002, 2008, 2012
Columbia Committee on Research Conflict of Interest Policy, 2007 - 2008
Co-organizer, Computer Science Faculty Retreat, Fall 2007
Advisor for the School of Engineering Computer Science Majors, Freshmen & Sophomores, 2004 - 2005
Computer Science Department Undergraduate Admissions Representative, 2003 - 2008
Advisor for the School of Engineering Computer Science Majors, Seniors, 2003 - 2004, 2006 - 2007
Computer Science Department Space Allocation Policy Committee, 2002 - 2010
Computer Science Department Events Representative, 2002 - 2008
Advisor for the School of Engineering Computer Science Majors, Juniors, 2002 - 2003, 2005 - 2006
Computer Science Department CRF Director Hiring Committee, 2003
Advisor for the School of Engineering Computer Science Majors, Sophomores, 2001 - 2002
Computer Science Department Faculty Recruiting Committee, 2001 - 2002
Executive Vice Provost committee on Columbia University response to the 9/11 events, Fall 2001

Teaching
(Scores indicate mean overall course quality rating from student survey; survey not conducted for summer sessions)

Instructor, ECE 4115 - Introduction to Computer Security, Georgia Tech
Spring 2023: 39 on-campus students
Fall 2022: 40 on-campus students
Spring 2022: 45 on-campus students
Fall 2021: 58 on-campus students
Spring 2021: 47 on-campus students
Spring 2020: 56 on-campus students

Instructor, COMS E6183-1 - Advanced Topics in Network Security, Columbia University
Fall 2006: 17 on-campus students (4.58/5)

Instructor, COMS W6998.1 - Advanced Topics in Network Security, Columbia University
Fall 2004: 17 on-campus students (4.62/5)
Spring 2003: 18 on-campus students (N/A)

Instructor, COMS W4180 - Network Security, Columbia University
Fall 2012: 19 on-campus and 3 CVN students (4.64/5)
Spring 2012: 21 on-campus and 2 CVN students (4.33/5)
Spring 2011: 4 CVN students (N/A)
Fall 2010: 2 CVN students (N/A)
Spring 2010: 25 on-campus and 5 CVN students (4.48/5)
Summer 2006: 7 CVN students (N/A)
Spring 2006: 63 on-campus and 9 CVN students (4.14/5)
Summer 2005: 4 CVN students (N/A)
Spring 2005: 41 on-campus and 5 CVN students (4.25/5)
Summer 2004: 6 CVN students (N/A)
Fall 2003: 45 on-campus and 12 CVN students (3.74/5)
Summer 2003: 5 CVN students (N/A)
Fall 2002: 43 on-campus and 9 CVN students (3.21/5)
Fall 2001: 23 on-campus students (3.6/5)

Instructor, COMS W4118 - Operating Systems, Columbia University
Summer 2007: 8 CVN students (N/A)
Fall 2006: 59 on-campus and 7 CVN students (3.73/5)
Summer 2006: 15 CVN students (N/A)
Fall 2005: 52 on-campus and 9 CVN students (3.86/5)
Spring 2004: 32 on-campus and 4 CVN students (3.39/5)
Spring 2002: 37 on-campus students (3.13/5)

Instructor, COMS W3157 - Advanced Programming, Columbia University
Fall 2010: 37 on-campus students (3.25/5)
Fall 2007: 30 on-campus students (4.16/5)

Instructor, CIS700/002 - Building Secure Systems, University of Pennsylvania, Spring 1998

Support for Research and Teaching (Gifts and Grants)
1. co-PI (joint effort with Virginia Tech and University of Kentucky), "Collaborative Research: SaTC: CORE: Medium: An Anti-tracking and Robocall-free Architecture for Next-G Mobile Networks", NSF Secure and

Trustworth Computing (SaTC), $1,200,000 (Georgia Tech portion: $299,731, 10/2023 - 09/2027)
2. co-PI (with Manos Antonakakis), "Antikythera: A Novel Framework to Assess, Statistically Model, and Evade Cyber Attack Infrastructure", DARPA SMOKE, $22,704,951 (09/2022 - 08/2025)
3. PI, "U.S. Open-Source Software Security Initiative Workshop", NSF, CNS-22-32616, $73,444 (07/2022 - 12/2022)
4. co-PI (with Charles Lever, Manos Antonakakis, and Robert Perdisci), "A Behavioral Engine for Detecting Network Abuse", DARPA CHASE, $1,767,684 (06/2021 - 05/2023)
5. co-PI (with Brendan Saltaformaggio), "KILLER ORCA", DARPA, $1,357,707 (10/2020 - 09/2023; part of a larger project)
6. co-PI (with Manos Antonakakis), "PRogrammable INfrastructure for CounterIng Pugnacious Adversaries on a Large Scale (PRINCIPALS)", DARPA OPS-5G, $7,292,076 (10/2020 - 09/2024)
7. co-PI (with Alenka Zajic and Milos Prvulovic), "Dormant Hardware Trojan Detection Using Back-Scattering Side Channels", ONR, $4,401,742 (03/2019 - 02/2022)
8. PI (with Sal Stolfo), "Trust Estimation System for Wireless Networks via Multi-Pronged Detection (TREND)", DARPA Wireless Network Defense (WND), $253,700 (10/2013 - 09/2014; part of a larger project)
9. co-PI (with Michalis Polychronakis), "TWC: Small: Virtual Private Social Networks", NSF Secure and Trustworthy Computing (SaTC), CNS-13-18415, $498,332 (09/2013 - 08/2016)

10. PI, "Runtime Program Behavior Monitoring Combining Control and Data Flow Tracking", Intel (research gift), $92,000 (06/2013)
11. PI, "REU: TWC: Small: Auditing PII in the Cloud with CloudFence", NSF Secure and Trustworthy Computing (SaTC), $15,600 (05/2013 - 08/2013)
12. PI, "Runtime Program Behavior Monitoring Combining Control and Data Flow Tracking", Intel (research gift), $92,000 (09/2012)
13. PI, "TWC: Small: Auditing PII in the Cloud with CloudFence", NSF Secure and Trustworthy Computing (SaTC), CNS-12-22748, $499,998 (09/2012 - 08/2015)
14. PI, "MINESTRONE Task: Automatic Discovery of Rescue Points Using Static and Dynamic Analysis", IARPA, $270,400 (09/2012 - 11/2014)
15. PI, "Vulnerability Protections for End Nodes (VPEN)", Air Force Research Labs (AFRL), $263,385 (08/2012 - 07/2013)
16. PI, "NSF Support for the 2012 New Security Paradigms Workshop Financial Aid", NSF Trustworthy Computing, $10,000 (07/2012 - 08/2013)
17. co-PI (with Junfeng Yang), "Transparently Extending Programs at Compilation to Prevent Bugs", ONR, $749,975 (07/2012 - 06/2015)
18. PI (co-PIs: Junfeng Yang, Sal Stolfo), "MINESTRONE, Phase 2 Extension", IARPA, $637,624 (08/2010 - 11/2014; leading team that includes Stanford University, George Mason University, and Symantec Corp.)
19. PI (co-PIs: Roxana Geambasu, Junfeng Yang, Simha Sethumadhavan, Sal Stolfo), "MEERKATS: Maintaining EnterprisE Resiliency via Kaleidoscopic Adaptation & Transformation of Software Services", DARPA MRC,

$6,619,270 (09/2011 - 09/2015; leading team that includes George Mason University and Symantec Corp.)
20. co-PI (with Tal Malkin, Steve Bellovin, and Vladimir Kolesnikov), "Practical and Secure Database Access Using Encrypted Bloom Filters", IARPA, $2,236,144 (09/2011 - 03/2015)
21. PI, "NSF Support for the 2011 New Security Paradigms Workshop Financial Aid (Supplement)", NSF Trustworthy Computing, $10,000 (06/2011 - 07/2012)
22. PI, "Leveraging the Cloud to Audit Use of Sensitive Infomation", Google (research gift), $60,200 (05/2011)
23. co-PI (with Sal Stolfo), "ADAMS Advanced Behavioral Sensors (ABS)", DARPA ADAMS, $780,996 (05/2011 - 04/2013)
24. PI, "Tracking Sensitive Information Flows in Modern Enterprises", Intel, $84,951 (12/2010 - 12/2011)
25. co-PI (with Simha Sethumadhavan, Sal Stolfo, Junfeng Yang, and David August @ Princeton), "SPARCHS: Symbiotic, Polymorphic, Autotomic, Resilient, Clean-slate, Host Security", DARPA CRASH, $6,424,180

(10/2010 - 09/2014)
26. PI, "NSF Support for the 2010 New Security Paradigms Workshop Financial Aid", NSF Trustworthy Computing, $10,000 (09/2010 - 08/2011)
27. PI (co-PIs: Junfeng Yang, Sal Stolfo), "MINESTRONE", IARPA, $7,530,113 (08/2010 - 07/2014; leading team that includes Stanford University, George Mason University, and Symantec Corp.)
28. co-PI (with Junfeng Yang and Dawson Engler @ Stanford), "Seed: CSR: Large: Collaborative Research: SemGrep: Improving Software Reliability Through Semantic Similarity Bug Search", NSF CSR, CNS-10-12107,

$325,000 (07/2010 - 06/2011)
29. PI, "Tracking Sensitive Information Flows in Modern Enterprises", Intel, $82,286 (08/2009 - 07/2010)
30. PI, "Supplement for International Research Collaborations", NSF Trustworthy Computing, $41,769 (09/2009 - 08/2011)
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31. PI, "NSF Support for the 2009 New Security Paradigms Workshop Financial Aid", NSF Trustworthy Computing, $10,000 (09/2009 - 08/2010)
32. PI, "Measuring the Health of Internet Routing: A Longitudinal Study", Google (research gift), $60,000 (07/2009)
33. PI, "CSR: Small: An Information Accountability Architecture for Distributed Enterprise Systems", NSF Trustworthy Computing, CNS-09-14312, $450,000 (07/2009 - 06/2012)
34. co-PI (with Jason Nieh), "TC: Small: Exploiting Software Elasticity for Automatic Software Self-Healing", NSF Trustworthy Computing, CNS-09-14845, $450,000 (07/2009 - 06/2012)
35. co-PI (with Steve Bellovin and Sal Stolfo), "Pro-actively Removing the Botnet Threat", Office of Naval Research (ONR), $294,625 (04/2009 - 09/2010)
36. co-PI (with Simha Sethumadhavan and Sal Stolfo), "SCOPS: Secure Cyber Operations and Parallelization Studies Cluster", Air Force Office for Scientific Research (AFOSR), $650,000 (04/15/2009 - 04/14/2010)
37. PI (co-PIs: Sal Stolfo), "Program Whitelisting, Vulnerability Analytics and Risk Assessment", Symantec (research gift), $65,000 (12/2008)
38. co-PI (with Sal Stolfo), "Automated Creation of Network and Content Traffic For the National Cyber Range", DARPA/STO, $85,000 (01/01/2009 - 06/30/2011; part of a larger project)
39. co-PI (with Steve Bellovin, Tal Malkin, and Sal Stolfo), "Secure Encrypted Search", IARPA, $648,787 (09/2008 - 02/2010)
40. PI, "Tracking Sensitive Information Flows in Modern Enterprises", Intel (research gift), $64,000 (05/2008)
41. PI, "Privacy and Search: Having it Both Ways in Web Services", Google (research gift), $50,000 (03/2008)
42. PI (co-PI: Sal Stolfo), "Continuation: Safe Browsing Through Web-based Application Communities", Google (research gift), $50,000 (03/2008)
43. co-PI (with Steve Bellovin, Vishal Misra, Henning Schulzrinne, Dan Rubenstein, Nick Maxemchuck), "Zero Outage Dynamic Intrinsically Assurable Communities (ZODIAC)", DARPA/STO, $835,357 (11/2007 - 05/2009;

part of a larger project with Telcordia, Sparta, GMU, and the University of Pennsylvania)
44. PI, "Travel Supplement under the US/Japan Critical Infrastructure Protection Cooperation Program", NSF CyberTrust, $38,640 (09/2007 - 08/2009)
45. PI, "PacketSpread: Practical Network Capabilities", NSF CyberTrust, CNS-07-14277, $280,000 (09/2007 - 08/2010)
46. PI, "Integrated Enterprise Security Management", NSF CyberTrust, CNS-07-14647, $286,486 (08/2007 - 07/2009)
47. PI, "Safe Browsing Through Web-based Application Communities", NY State/Polytechnic CAT, $25,000 (06/2007 - 06/2009)
48. PI, "MURI: Foundational and Systems Support for Quantitative Trust Management", Office of Naval Research (ONR), $750,000 (05/2007 - 04/2012; part of a larger project with the University of Pennsylvania and Georgia

Institute of Technology)
49. PI (co-PIs: Jason Nieh, Sal Stolfo), "MURI: Autonomic Recovery of Enterprise-Wide Systems After Attack or Failure with Forward Correction", Air Force Office of Scientific Research (AFOSR), $1,368,000 (05/2007 -

04/2012; part of a larger project with GMU and Penn State University)
50. co-PI (with Sal Stolfo), "Human Behavior, Insider Threat, and Awareness", DHS/I3P, $616,442 (04/2007 - 03/2009)
51. PI (co-PI: Sal Stolfo), "Safe Browsing Through Web-based Application Communities", Google (research gift), $50,000 (01/2007)
52. PI (co-PI: Sal Stolfo), "Supplement to Behavior-based Access Control and Communication in MANETs grant", DARPA/IPTO and NRO, $96,627 (09/2006 - 07/2007)
53. PI, "Secure Overlay Services", NY State/Polytechnic CAT, $10,000 (09/2006 - 06/2007)
54. PI (co-PIs: Gail Kaiser, Sal Stolfo), "Enabling Collaborative Self-healing Software Systems", NSF CyberTrust, CNS-06-27473, $800,000 (09/2006 - 08/2010)
55. PI (co-PI: Sal Stolfo), "Behavior-based Access Control and Communication in MANETs", DARPA/IPTO, $100,000 (07/2006 - 06/2007)
56. co-PI (with Steve Bellovin and Sal Stolfo), "Large-Scale System Defense", DTO, $535,555 (07/2006 - 12/2007)
57. PI, "Active Decoys for Spyware", NY State/Polytechnic CAT, $25,000 (06/2006 - 12/2007)
58. PI, "Retrofitting A Flow-oriented Paradigm in Commodity Operating Systems for High-Performance Computing", NSF CPA, CCF-05-41093, $378,091 (01/2006 - 12/2008)
59. co-PI (with Jason Nieh, Gail Kaiser), "Broadening Participation in Research", NSF BPC, $133,565 (09/2005 - 08/2006)
60. PI, "Secure Overlay Services", NY State/Polytechnic CAT, $12,500 (09/2005 - 06/2006)
61. co-PI (with Dan Rubenstein, Vishal Misra), "Secure Overlay Services", Intel Corp. (research gift), $75,000 (08/2005)
62. PI, "Snakeyes", New York State Center for Advanced Technology, $14,999 (07/2005 - 06/2006)
63. PI, "Self-protecting Software", Columbia Science and Technology Ventures (research gift), $65,000 (06/2005 - 09/2005)
64. co-PI (with Gail Kaiser), "Trustworthy Computing Curriculum Development", Microsoft Research (research gift), $50,000 (12/2004 - 12/2005)
65. co-PI (with Jason Nieh, Gail Kaiser), "Secure Remote Computing Services", NSF ITR, CNS-04-26623, $1,200,000 (09/2004 - 08/2009)
66. PI, "Secure Overlay Services", NY State/Polytechnic CAT, $12,500 (09/2004 - 06/2005)
67. co-PI (with Dan Rubenstein, Vishal Misra), "Secure Overlay Services", Intel Corp. (research gift), $90,000 (06/2004)
68. co-PI (with Dan Rubenstein, Vishal Misra), "Secure Overlay Services", Intel Corp. (research gift), $120,000 (08/2003)
69. PI (co-PIs: Dan Rubenstein, Vishal Misra), "Secure Overlay Services", Cisco Corp. (research gift), $76,000 (07/2003)
70. co-PI (with Sal Stolfo, Tal Malkin, Vishal Misra), "Distributed Intrusion Detection Feasibility Study", Department of Defense, $300,000 (03/2003 - 03/2004)
71. PI, "STRONGMAN", DARPA/ATO, $23,782 (09/2002 - 08/2003; part of a larger project with the University of Pennsylvania)
72. PI, "POSSE", DARPA/ATO, $16,341 (09/2002 - 08/2003; part of a larger project with the University of Pennsylvania)
73. PI, "GRIDLOCK", NSF Trusted Computing, CCR-TC-02-08972, $207,000 (07/2002 - 06/2005; part of a larger project with the University of Pennsylvania and Yale University)
74. PI (co-PIs: Dan Rubenstein, Vishal Misra), "Secure Overlay Services", Cisco Corp. (research gift), $70,000 (07/2002)
75. PI (co-PIs: Dan Rubenstein, Vishal Misra), "Secure Overlay Services", DARPA/ATO, $695,000 (06/2002 - 05/2004)
76. PI, "Code Security Analysis Kit (CoSAK)", DARPA/ATO, $37,000 (07/2001 - 06/2003; part of a larger project with Drexel University)

Total: $78,656,824
Total as Principal Investigator (PI): $22,506,562

Publications
(Student co-authors/co-inventors are underlined.)

Patents
1. "Detecting return-oriented programming payloads by evaluating data for a gadget address space address and determining whether operations associated with instructions beginning at the address indicate a return-

oriented programming payload"
Michalis Polychronakis and Angelos D. Keromytis. U.S. Patent 11,599,628. Issued on March 7, 2023.

2. "Methods, media, and systems for detecting an anomalous sequence of function calls"
Angelos D. Keromytis and Salvatore J. Stolfo. U.S. Patent 11,106,799. Issued on August 31, 2021.

3. "Methods, media, and systems for detecting attack on a digital processing device"
Salvatore J. Stolfo, Wei-Jen Li, Angelos D. Keromytis, and Elli Androulaki. U.S. Patent 10,902,111. Issued on January 26, 2021.

4. "Detecting network anomalies by probabilistic modeling of argument strings with markov chains"
Yingbo Song, Angelos D. Keromytis, and Salvatore J. Stolfo. U.S. Patent 10,819,726. Issued on October 27, 2020.

5. "Methods, media, and systems for detecting an anomalous sequence of function calls"
Angelos D. Keromytis, and Salvatore J. Stolfo. U.S. Patent 10,423,788. Issued on September 24, 2019.

6. "Methods, systems, and media for authenticating users using multiple services"
Angelos D. Keromytis, Elias Athanasopoulos, Georgios Kontaxis, and Georgios Portokalidis. U.S. Patent 10,367,797. Issued on July 30, 2019.

7. "Systems and methods for inhibiting attacks on applications"
Michael E. Locasto, Salvatore J. Stolfo, Angelos D. Keromytis, and Ke Wang. U.S. Patent 10,305,919. Issued on May 28, 2019.

8. "Diversified instruction set processing to enhance security"
Lakshminarasimhan Sethumadhavan, Kanad Sinha, Angelos D. Keromytis, Vasileios Pappas, and Vasileios Kemerlis. U.S. Patent 10,237,059. Issued on March 19, 2019.

9. "Detecting return-oriented programming payloads by evaluating data for a gadget address space address and determining whether operations associated with instructions beginning at the address indicate a return-
oriented programming payload"

Michalis Polychronakis and Angelos D. Keromytis. U.S. Patent 10,192,049. Issued on January 29, 2019.

10. "Methods, media, and systems for detecting attack on a digital processing device"
Salvatore J. Stolfo, Wei-Jen Li, Angelos D. Keromytis, and Elli Androulaki. U.S. Patent 10,181,026. Issued on January 15, 2019.

11. "Systems, methods, and media for generating sanitized data, sanitizing anomaly detection models, and/or generating sanitized anomaly detection models"
Gabriela F. Ciocarlie, Angelos Stavrou, Salvatore J. Stolfo and Angelos D. Keromytis. U.S. Patent 10,178,113. Issued on January 8, 2019.

12. "Methods, media, and systems for securing communications between a first node and a second node"
Salvatore J. Stolfo, Gabriela F. Ciocarlie, Vanessa Frias-Martinez, Janak Parekh, Angelos D. Keromytis, and Joseph Sherrick. U.S. Patent 10178,104. Issued on January 8, 2019.

13. "Detecting network anomalies by probabilistic modeling of argument strings with markov chains"
Yingbo Song, Angelos D. Keromytis, and Salvatore J. Stolfo. U.S. Patent 10,063,576. Issued on August 28, 2018.

14. "Systems and methods for correlating and distributing intrusion alert information among collaborating computer systems"
Salvatore J. Stolfo, Tal Malkin, Angelos D. Keromytis, , Michael Locasto, and Janak Parekh. U.S. Patent 10,038,704. Issued on July 31, 2018.

15. "Systems and methods for inhibiting attacks with a network"
Angelos Stavrou and Angelos D. Keromytis. U.S. Patent 9,992,222. Issued on June 5, 2018.

16. "Methods, systems, and media for detecting covert malware"
Brian M. Bowen, Pratap V. Prabhu, Vasileios P. Kemerlis, Stylianos Sidiroglou, Salvatore J. Stolfo, and Angelos D. Keromytis. U.S. Patent 9,971,891. Issued on May 15, 2018.
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17. "Methods, media, and systems for securing communications between a first node and a second node"
Salvatore J. Stolfo, Gabriela F. Ciocarlie, Vanessa Frias-Martinez, Janak Parekh, Angelos D. Keromytis, and Joseph Sherrick. U.S. Patent 9,654,478. Issued on May 16, 2017.

18. "Systems, methods, and media for testing software patches"
Angelos D. Keromytis and Stylianos Sidiroglou. U.S. Patent 9,606,906. Issued on March 28, 2017.

19. "Methods, media, and systems for detecting attack on a digital processing device"
Salvatore J. Stolfo, Wei-Jen Li, Angelos D. Keromytis, and Elli Androulaki. U.S. Patent 9,576,127. Issued on February 21, 2017.

20. "Systems, methods, and media protecting a digital data processing device from attack"
Stylianos Sidiroglou, Angelos D. Keromytis, and Salvatore J. Stolfo. U.S. Patent 9,544,322. Issued on January 10, 2017.

21. "Methods, systems, and media for baiting inside attackers"
Salvatore J. Stolfo, Angelos D. Keromytis, Brian M. Bowen, Shlomo Hershkop, Vasileios P. Kemerlis, Pratap V. Prabhu, and Malek Ben Salem. U.S. Patent 9,501,639. Issued on November 22, 2016.

22. "Detecting return-oriented programming payloads by evaluating data for a gadget address space address and determining whether operations associated with instructions beginning at the address indicate a return-
oriented programming payload"

Michalis Polychronakis and Angelos D. Keromytis. U.S. Patent 9,495,541. Issued on November 15, 2016.

23. "Methods, media, and systems for detecting an anomalous sequence of function calls"
Angelos D. Keromytis and Salvatore J. Stolfo. U.S. Patent 9,450,979. Issued on September 20, 2016.
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