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ABSTRACT 

A particular method includes storing, at a mobile device, at 
least one security credential that is specific to the mobile 
device. The method also includes transmitting the at least one 
security credential to a secure user plane location (SUPL) 
location platform (SLP) to authenticate the mobile device as 
associated with a SUPL user based on a comparison of the 
device identifier to a stored device identifier. 
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y 200 

Receive, at a secure user plane location (SUPL) server, an 2O2 
indication from a mobile device of one or more transport layer 
security (TLS) cipher suites supported by the mobile device 

At least One TLS-PSK 
cipher Suite Supported 

by SUPL server? 

Perform a Certificate-based 
authentication process that 
includes sending a server 

Perform a generic Certificate to the mobile 
bootstrapping architecture device and receiving a 

(GBA)-based device Certificate from the 208 
authentication process to mobile device, where the 
authenticate the mobile Certificate-based 

device authentication process is 
independent of an access 

network used by the 
mobile device 

FIG. 2 
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y 300 

Store, at a mobile device, at least one security 
Credential that is specific to the mobile device, 3O2 
where the at least one security Credential 
includes a device identifier of the mobile 

Cevice 

Transmit the at least one security credential to 
a secure user plane location (SUPL) location 
platform (SLP) to authenticate the mobile 304 

device as assOCiated with a SUPL user based 
on a comparison of the device identifier to a 

stored device identifier 

FIG. 3 
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y 400 

Receive, at a Secure user plane location (SUPL) server 
from a mobile device, and indication of One or more 402 

transport layer Security (TLS) cipher Suites Supported by 
the mobile device 

Send a message from the SUPL server to the mobile 
device, the message including a server certificate that 

includes an identifier of the SUPL server and a public key of/4.04 
the SUPL server, a request for a device certificate of the 
mobile device, and a Selection of at least one of the TLS 

cipher Suites 

Receive a reply from the mobile device that includes a 406 
device Certificate Of the mobile device 

Authenticate the mobile device as aSSOCiated With a SUPL 408 
user based on the device Certificate 

FIG. 4 
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Receive, at a mobile device, a Session initiation 
message from a secure user plane location (SUPL) 6O2 
Server to initiate a SUPL Session between the SUPL 

Server and the mobile device 

Mobile device received valid 
session initiation message key prior to 
receiving session initiation message? 

Authenticate the Session initiation 
message using the session initiation Send a message to the SUPL server 

message key 

Initiate a SUPL Session with the SUPL 
server in response to successful 

authentication of the Session initiation 
message 

Receive a session initiation message 
key from the SUPL server in response 

to the message 

FIG. 6 
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y 7OO 

Receive, at a mobile device, a Session re-initiation 
message from a secure user plane location (SUPL) 702 

Server to Continue a SUPL Session between the SUPL 
Server and the mobile device 

Mobile device received Valid 
Session initiation message key prior to 

receiving session re-initiation 
message? 

Authenticate the Session re-initiation 
message using the session initiation Send a message to the SUPL server 

message key 

Continue a SUPL Session with the 
SUPL server in response to successful 

authentication of the Session re 
initiation message 

Receive a session initiation message 
key from the SUPL server in response 

to the message 

FIG. 7 
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y 900 

Send a server Certificate from a web server to a secure user plane 902 
location (SUPL)-enabled mobile device, the server certificate including 

a public key of the web server 

Receive, at the web server, a message from the mobile device that 904 
includes a security credential of the mobile device 

906 
Decrypt the message using a private key of the web server 

Receive, at the web server, user identification information from the 908 
mobile device 

Authenticate the user identification information as identifying an 910 
authorized user of a SUPL Service 

Send the security credential of the mobile device to a SUPL server to 912 
enable the SUPL server to authenticate the mobile device as 

aSSOCiated with the authorized user of the SUPL Service 

FIG. 9 
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y 1000 

Receive, at a secure user plane location (SUPL) server, a first 1002 
identifier and a first password from a mobile device 

Authenticate the first identifier and the first password as associated 1004 
With an authorized USer of a SUPL Service 

Send a second identifier and a second password to the mobile device 
to replace the first identifier and the first password, where the SUPL 1006 
server is configured to establish a SUPL session with the mobile 

device upon receiving the second identifier and the second password 
from the mobile device 

Receive, at the SUPL server, the first identifier and the first password 1008 
from a SeCond mobile device 

Authenticate the first identifier and the first password as associated 1010 
With the authorized user of the SUPL Service 

Determine whether allowing the second mobile device to access the 
SUPL Service would exceed a threshold number of mobile devices 1012 
associated with the authorized user that are permitted to access the 

SUPL Service 

FIG. 10 
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AUTHENTCATION IN SECURE USER 
PLANE LOCATION (SUPL) SYSTEMS 

CROSS-REFERENCES TO RELATED 
APPLICATIONS 

0001. The present application claims priority from U.S. 
Provisional Patent Application No. 61/410,882 filed Nov. 6, 
2010, U.S. Provisional Patent Application No. 61/437,184 
filed Jan. 28, 2011, U.S. Provisional Patent Application No. 
61/471,048 filed Apr. 1, 2011, and U.S. Provisional Patent 
Application No. 61/527.341 filed Aug. 25, 2011, each of 
which is incorporated by reference in its entirety. 

BACKGROUND 

0002 1. Field of the Invention 
0003. The present disclosure is generally related to 
authentication in secure user plane location (SUPL) systems. 
0004 2. Description of the Related Art 
0005 Advances in technology have resulted in smaller 
and more powerful computing devices. For example, there 
currently exist a variety of portable personal computing 
devices, including wireless computing devices, such as por 
table wireless telephones, personal digital assistants (PDAs), 
and paging devices that are Small, lightweight, and easily 
carried by users. More specifically, portable wireless tele 
phones, such as cellular telephones and Internet Protocol (IP) 
telephones, can communicate Voice and data packets over 
wireless networks. Further, many such wireless telephones 
include other types of devices that are incorporated therein. 
For example, a wireless telephone can also include a digital 
still camera, a digital video camera, a digital recorder, and an 
audio file player. 
0006 A wireless telephone may also be equipped with 
location determination hardware/software to enable location 
based services. For example, the wireless telephone may 
include a global positioning system (GPS) transceiver. The 
wireless telephone may also receive network-assisted posi 
tioning information (e.g., positioning information based tri 
angulating the wireless telephone's location between mul 
tiple network towers). 
0007 Secure user plane location (SUPL) is a technology 
standard that may be used to enable location-based services in 
wireless communication systems. SUPL architecture may 
include two components: a SUPL enabled terminal (SET) and 
a SUPL location platform (SLP) that may be implemented as 
a network-accessible server. Prior to leveraging SUPL ser 
vices, the SET and/or the SLP may be required to authenticate 
each other. However, security and authentication in SUPL 
may depend on what access network is used by the SET. For 
example, authentication on a 3" Generation Partnership 
Project (3GPP) or 3GPP2 network may utilize a different 
security scheme than authentication on a Worldwide Interop 
erability for Microwave Access (WiMAX) network. Further, 
the use of other available networks, such as Institute of Elec 
trical and Electronics Engineers (IEEE) 802.11 (Wi-Fi) net 
works, may not be fully Supported by security mechanisms 
available in SUPL 2.0, which may make SUPL-based func 
tionality unavailable to wireless telephones that are indoors or 
experiencing poor cellular network conditions. 

SUMMARY 

0008 Systems and methods of authentication in a SUPL 
system are disclosed. The disclosed systems and methods 
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may support mutual authentication between a SET and a SLP 
for a variety of access networks, including 3GPP, 3GPP2, 
WiMAX, and Wi-Fi networks. The disclosed techniques may 
enable a SUPL server and a SET to negotiate which of a 
plurality of authentication methods is to be used. Authentica 
tion methods disclosed herein include, but are not limited to, 
certificate-based authentication independent of access net 
work type. In particular implementations, certificate-based 
authentication may use transport layer security (TLS) to 
enable secure communications between a SET and a SLP 
during authentication. The disclosed techniques also apply 
security to SUPL session initiation and re-initiation. In addi 
tional embodiments, authentication may be performed via 
multiple identifier/password pairs instead of via certificate 
based authentication. 

0009. In a particular embodiment, a method includes stor 
ing, at a mobile device, at least one security credential that is 
specific to the mobile device, where the security credential 
includes a device identifier of the mobile device. The method 
also includes transmitting the at least one security credential 
to a secure user plane location (SUPL) location platform 
(SLP) to authenticate the mobile device as associated with a 
SUPL user based on a comparison of the device identifier to 
a stored device identifier. 

0010. In another particular embodiment, a non-transitory 
processor-readable medium includes instructions that, when 
executed by a processor, cause the processor to generate, at a 
SUPL server, a message to be sent to a mobile device. The 
message includes a server certificate including an identifier of 
the SUPL server and a public key of the SUPL server, and a 
request for a device certificate of the mobile device. The 
instructions, when executed by the processor, also cause the 
processor to receive a reply from the mobile device that 
includes a device certificate of the mobile device. The instruc 
tions, when executed by the processor, further cause the pro 
cessor to authenticate the mobile device as associated with a 
SUPL user based on the device certificate. 

0011. In another particular embodiment, an apparatus 
includes a processor and a memory coupled to the processor. 
The memory stores instructions executable by the processor 
to receive, at a SUPL server, an indication from a mobile 
device of one or more TLS cipher suites supported by the 
mobile device. The instructions are also executable by the 
processor to determine whether the one or more TLS cipher 
suites include a TLS pre-shared key (TLS-PSK) cipher suite 
that is supported by the SUPL server. The instructions are 
further executable by the processor to, in response to deter 
mining that the one or more TLS cipher suites include the 
TLS-PSK cipher suite that is supported by the SUPL server, 
perform a generic bootstrapping architecture (GBA)-based 
authentication process to authenticate the mobile device. The 
instructions are executable by the processor to, in response to 
determining that the one or more TLS cipher suites do not 
include a TLS-PSK cipher suite that is supported by the SUPL 
server, determine whether the SUPL server supports a certifi 
cate-based authentication method. The instructions are also 
executable by the processor to, in response to determining 
that the SUPL server supports the certificate-based authenti 
cation method, perform the certificate-based authentication 
process that includes sending a server certificate to the mobile 
device and receiving a device certificate from the mobile 
device. The instructions may further be executable by the 
processor to, in response to determining that the SUPL server 
does not support the certificate-based authentication method, 
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perform an alternative client authentication (ACA)-based 
authentication method when the mobile device is connected 
to a 3GPP network or a 3GPP2 network. 
0012. In another particular embodiment, a method 
includes receiving, at a mobile device, a session initiation 
message (e.g., including a SUPLINIT message) from a SUPL 
server to initiate a SUPL session between the SUPL server 
and the mobile device. The method also includes, in response 
to the mobile device receiving a valid session initiation mes 
sage key (e.g., including a SUPL INIT ROOT KEY) from 
the SUPL server prior to the mobile device receiving the 
session initiation message, authenticating the session initia 
tion message using the session initiation message key and 
initiating a SUPL session with the SUPL server in response to 
Successful authentication of the session initiation message. 
0013. In another particular embodiment, an apparatus 
includes a processor and a memory coupled to the processor. 
The memory stores instructions executable by the processor 
to receive, at a mobile device, a session re-initiation message 
(e.g., including a SUPL REINIT message) from a SUPL 
server to continue a SUPL session (e.g., a generic SUPL 
session (GSS)) between the SUPL server and the mobile 
device. The instructions are also executable by the processor 
to, in response to the mobile device receiving a valid session 
initiation message key from the SUPL server prior to the 
mobile device receiving the session re-initiation message, 
authenticate the session re-initiation message using the ses 
sion initiation message key and continue the SUPL session 
with the SUPL server in response to successful authentication 
of the session re-initiation message. 
0014. In another particular embodiment, a method 
includes transmitting a message from a mobile device to a 
SUPL server, where the message includes a SUPL INITRoot 
Key Status parameter (e.g., indicating a status of a SUPL 
INIT ROOT KEY). For example, the SUPL INIT Root Key 
Status parameter may be included in a SET Capabilities 
parameter of the message. In yet another embodiment, a 
method includes transmitting a SUPL END message from a 
SUPL server to a mobile device, where the SUPL END mes 
sage includes a SUPL INIT Key Response parameter (e.g., 
providing a new SUPL INIT ROOT KEY). In another par 
ticular embodiment, a method includes transmitting a SUPL 
INIT message including a Protection Level parameter from a 
SUPL server to a mobile device. In yet another embodiment, 
a method includes transmitting a SUPL REINIT message 
including a Protection Level parameter from a SUPL serverto 
a mobile device. 

0015. In another particular embodiment, a method 
includes receiving, at a web server, a message from a SUPL 
enabled mobile device, where the message includes a security 
credential of the mobile device. The method also includes 
receiving, at the web server, user identification information 
from the mobile device and authenticating the user identifi 
cation information as identifying an authorized user of a 
SUPL service. The method further includes sending the secu 
rity credential of the mobile device to a SUPL server to enable 
the SUPL server to authenticate the mobile device as associ 
ated with the authorized user of the SUPL service. 

0016. In another particular embodiment, a method 
includes receiving, at a SUPL server, a first identifier and a 
first password from a mobile device. For example, the first 
identifier and the first password may be received during a 
user-mode TLS authentication procedure. The method also 
includes authenticating the first identifier and the first pass 
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word as associated with an authorized user of a SUPL service. 
The method further includes sending a second identifier and a 
second password to the mobile device to replace the first 
identifier and the first password, where the SUPL server is 
configured to establish a SUPL session with the mobile 
device upon receiving the second identifier and the second 
password from the mobile device. 
0017 Particular advantages provided by at least one of the 
disclosed embodiments include an ability to perform mutual 
authentication in SUPL systems independent of access net 
work. For example, one or more of the disclosed embodi 
ments may support various access networks, including 3GPP 
3GPP2, WiMAX, and Wi-Fi networks. As another example, 
one or more of the disclosed embodiments may apply security 
to SUPL session initiation and re-initiation. 
0018. Other aspects, advantages, and features of the 
present disclosure will become apparent after review of the 
entire application, including the following sections: Brief 
Description of the Drawings, Detailed Description, and the 
Claims. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0019 FIG. 1 is a diagram to illustrate a particular embodi 
ment of a system that is operable to perform authentication in 
a SUPL environment; 
0020 FIG. 2 is a flowchart to illustrate a particular 
embodiment of a method of negotiating authentication meth 
ods in a SUPL environment; 
0021 FIG. 3 is a flowchart to illustrate a particular 
embodiment of a method of performing authentication in a 
SUPL environment using certificates; 
0022 FIG. 4 is a flowchart to illustrate another particular 
embodiment of a method of performing authentication in a 
SUPL environment using certificates; 
0023 FIG. 5 is a diagram to illustrate particular embodi 
ments of messaging between a SUPL server and a mobile 
device; 
0024 FIG. 6 is a flowchart to illustrate a particular 
embodiment of a method of authentication during session 
initiation in a SUPL environment; 
(0025 FIG. 7 is a flowchart to illustrate a particular 
embodiment of a method of authentication during session 
re-initiation in a SUPL environment; 
0026 FIG. 8 is a diagram to illustrate a particular embodi 
ment of authentication in a SUPL environment using a web 
server and multiple identifiers/passwords; 
(0027 FIG. 9 is a flowchart to illustrate a particular 
embodiment of a method of authentication in a SUPL envi 
ronment using a web server, 
0028 FIG. 10 is a flowchart to illustrate a particular 
embodiment of a method of authentication in a SUPL envi 
ronment using multiple identifiers/passwords; and 
0029 FIG. 11 is a block diagram of a particular embodi 
ment of a wireless device that implements a SET. 

DETAILED DESCRIPTION 

0030 Referring to FIG. 1, a particular embodiment of a 
system that is operable to perform authentication in a secure 
user plane location (SUPL) environment is shown and gen 
erally designated 100. The system 100 includes a SUPL 
server 110 communicably coupled to a mobile device 120 via 
one or more access networks (e.g., an illustrative access net 
work 130). In a particular embodiment, the SUPL server 110 
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may be a SUPL location platform (SLP) and the mobile 
device 120 may be a SUPL-enabled terminal (SET). The 
access network 130 may be a 3GPP network, a 3GPP2 net 
work, a WiMAX network, a Wi-Fi network (e.g., a network 
that operates in accordance with an IEEE 802.11 standard), or 
Some other wireless access network. In a particular embodi 
ment, the mobile device 120 may be a wireless telephone. 
0031. The SUPL server 110 may include a processor 111 
and a memory 112 coupled to the processor 111. In a particu 
lar embodiment, the memory 122 may store instructions 
executable by the processor 111, where the instructions rep 
resent various logical modules, components, and applica 
tions. The memory 112 may also store one or more security 
credentials of the SUPL server 110. For example, the memory 
112 may store a server certificate 113 for the SUPL server 
110, where the server certificate 113 includes a public key 114 
and a server identifier (ID) 115 (e.g., a globally unique iden 
tifier corresponding to the SUPL server 110). The SUPL 
server 110 may also have a private key corresponding to the 
public key 114. The memory 112 may also store executable 
instructions corresponding to authentication logic 116 and 
transport layer security (TLS) encryption/decryption logic 
117. The authentication logic 116 may be executable to 
authenticate the mobile device 120. The TLS encryption/ 
decryption logic 117 may be executable to encrypt messages 
transmitted from the SUPL server 110 to the mobile device 
120 and to decrypt messages transmitted from the mobile 
device 120 to the SUPL server 110. For example, outgoing 
messages from the mobile device 120 may be encrypted using 
the server public key 114 and incoming messages from the 
mobile device 120 may be decrypted using a private key 
corresponding to the server public key 114. 
0032. The mobile device 120 may include a processor 121 
and a memory 122 coupled to the processor 121. In a particu 
lar embodiment, the memory 122 stores instructions execut 
able by the processor 121, where the instructions may repre 
sent various logical modules, components, and applications. 
The memory 122 may also store one or more security creden 
tials of the mobile device 120. For example, the memory 122 
may store a device certificate 123 for the mobile device 120, 
where the device certificate 123 includes a public key 124 and 
a device identifier (ID) 125. The mobile device 120 may also 
have a private key that corresponds to the public key 124. The 
device ID 125 may be an international mobile equipment 
identity (IMEI), a mobile station identification (MSID), a 
serial number, or other identifier that may be globally unique. 
In a particular embodiment, the device certificate 123 may be 
stored at a universal integrated circuit card (UICC) of the 
mobile device 120 instead of, or in addition to, in the memory 
122. The memory 122 may store executable instructions cor 
responding to authentication logic 126 and transport layer 
security (TLS) encryption/decryption logic 127. The authen 
tication logic 126 may be executable to authenticate the 
SUPL server 110 at the mobile device 120. The TLS encryp 
tion/decryption logic 127 may be executable to encrypt mes 
sages transmitted to the SUPL server 110 from the mobile 
device 120 and to decrypt messages transmitted to the mobile 
device 120 from the SUPL server 110. For example, outgoing 
messages from the mobile device 120 may be encrypted using 
the device public key 124 and incoming messages to the 
mobile device 120 may be decrypted using a private key 
corresponding to the device public key 124. 
0033. In a particular embodiment, the SUPL server 110 
and the mobile device 120 may engage in a mutual authenti 
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cation procedure. For example, during operation, the authen 
tication logic 126 at the mobile device 120 may determine 
whether the mobile device 120 supports generic bootstrap 
ping architecture (GBA)-based authentication. If the mobile 
device 120 supports GBA-based authentication, the mobile 
device 120 and the SUPL server 110 may perform a GBA 
based authentication process 134. GBA-based authentication 
may be selected when the access network 130 is a 3GPP or 
3GPP2 network. The mobile device 120 may initiate a TLS 
handshake procedure by transmitting a message 131 to the 
SUPL server 110. The message 131 may indicate one or more 
TLS cipher suites that are supported by the TLS encryption/ 
decryption logic 127 at the mobile device 120. For example, 
the message 131 may be a ClientHello message and the Sup 
ported TLS cipher suites may be indicated by a ClientHello. 
cipher Suites field. 
0034. The SUPL server 110 may process the message 131 
and determine whether any of the indicated TLS cipher suites 
are also supported by the SUPL server 110 (i.e., whether there 
are any commonly supported TLS cipher Suites). If the 
mobile device 120 and the SUPL server 110 both support a 
TLS pre-shared key (TLS-PSK) cipher suite, GBA may be 
supported, and the SUPL server 110 may perform the GBA 
based authentication process 134. Otherwise, the SUPL 
server 110 may initiate certificate-based authentication via a 
message 132 or may initiate alternative client authentication 
(ACA). ACA may provide mutual authentication and may be 
dependent on the type of access network used. (e.g., GSM/ 
UMTS and CDMA) During ACA authentication, the SUPL 
server 110 may verify the internet protocol (IP) address bind 
ing of the mobile device 120 by comparing an IP address 
provided by the mobile device 120 to an IP address corre 
sponding to the mobile device 120 that is provided by the 
access network 130. Certificate-based authentication may be 
independent of the type of the access network 130 and may be 
used when the access network 130 is a Wi-Fi network. The 
message 132 may include an indication of a non-PSK TLS 
cipher suite supported by the SUPL server 110 and the mobile 
device 120, the server certificate 113 (which includes the 
server public key 114), and a request for a device certificate. 
To illustrate, the message 132 may include a ServerHello 
message including a ServerHello.cipher Suite field indicat 
ing the commonly Supported TLS cipher Suite. 
0035. In response to the message 132, the mobile device 
120 may transmit a message 133 including the device certifi 
cate 123. The SUPL server 110 may attempt to identify a 
SUPL user associated with the mobile device 120 by com 
paring the device ID 125 in the device certificate 123 to a 
stored device ID (e.g., a stored device ID that was previously 
securely verified by the SUPL server 110 as associated with a 
SUPL user, as further described with reference to FIGS. 8-9). 
If no SUPL user is identified, the communication session 
between the SUPL server 110 and the mobile device 120 may 
be terminated. If a SUPL user is identified, the TLS hand 
shake may complete and the SUPL server 110 may grant the 
mobile device 120 access to SUPL-based services (e.g., loca 
tion-based services) that are provisioned for the SUPL user. 
0036. In particular embodiments, different authentication 
methods may also be available. For example, when the mobile 
device 120 is a WiMAX-compatible device and/or the access 
network 130 is a WiMAX network, if the mobile device 120 
and the SUPL server 110 both supporta SUPL encryption key 
(SEK)-based authentication method, then the SEK-based 
authentication method may be preferred for mutual authenti 
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cation of the SUPL server 110 and the mobile device 120. As 
another example, if the SUPL server 110 does not support 
certificate-based authentication, the SUPL server 110 may 
transmit the message 132 without the request for the device 
certificate to initiate a different authentication method, such 
as ACA (which may provide access network-dependent 
mutual authentication when the mobile device 120 is on a 
3GPP or 3GPP2 access network) or SLP-only authentication 
(which may provide non-mutual authentication and may gen 
erally be used only during emergency scenarios). 
0037. The system 100 of FIG. 1 may thus enable mutual 
authentication between a mobile device and a SUPL server 
independent of access network. For example, the access net 
work 130 may be a 3GPP network, a 3GPP2 network, a 
WiMAX network, a Wi-Fi network, or some other network. 
The system 100 of FIG. 1 may also provide support for 
multiple mutual authentication methods, including GBA 
based authentication, SEK-based authentication, certificate 
based authentication, ACA-based authentication, and SLP 
only authentication. 
0038 Referring to FIG. 2, a particular embodiment of a 
method of negotiating authentication methods in a SUPL 
environment is shown and generally designated 200. In an 
illustrative embodiment, the method 200 may be performed 
by the SUPL server 110 of FIG. 1. 
0039. The method 200 may include receiving, at a SUPL 
server, an indication from a mobile device of one or more TLS 
cipher suites supported by the mobile device, at 202. For 
example, in FIG. 1, the SUPL server 110 may receive the 
message 131 from the mobile device 120, where the message 
131 indicates one or more TLS cipher suites supported by the 
mobile device 120. 
0040. The method 200 may also include determining 
whether at least one TLS-PSK cipher suite indicated by the 
mobile device is also supported by the SUPL server, at 204. 
For example, in FIG. 1, the SUPL server 110 may determine 
whether any TLS-PSK cipher suite supported by the mobile 
device 120 is also supported by the SUPL server 110. 
0041. In response to determining that a TLS-PSK cipher 
suite is commonly supported by the SUPL server and the 
mobile device, at 204, a GBA-based authentication process 
may be performed to authenticate the mobile device, at 206. 
For example, in FIG. 1, the SUPL server 110 may perform the 
GBA-based authentication procedure 134. In response to 
determining that a TLS-PSK cipher suite is not commonly 
supported by the SUPL server and the mobile device, at 204, 
a certificate-based authentication process may be performed, 
at 208. The certificate-based process may include sending a 
server certificate to the mobile device and receiving a device 
certificate from the mobile device and may be independent of 
an access network used by the mobile device. For example, in 
FIG. 1, the SUPL server 110 may perform a certificate-based 
authentication procedure including transmitting the server 
certificate 113 to the mobile device 120 via the message 132 
and receiving the device certificate 123 from the mobile 
device 120 via the message 133. 
0042. In particular embodiments, the method 200 of FIG. 
2 may be implemented via a field-programmable gate array 
(FPGA) device, an application-specific integrated circuit 
(ASIC), a processing unit such as a central processing unit 
(CPU), a digital signal processor (DSP), a controller, another 
hardware device, firmware device, or any combination 
thereof. As an example, the method 200 of FIG. 2 can be 
performed by a processor that executes instructions. 

Mar. 14, 2013 

0043 Referring to FIG. 3, a particular embodiment of a 
method of performing authentication in a SUPL environment 
using certificates is shown and generally designated 300. In 
an illustrative embodiment, the method 300 may be per 
formed by the mobile device 120 of FIG. 1. 
0044) The method 300 may include storing, at a mobile 
device, at least one security credential that is specific to the 
mobile device, at 302. Theat least one security credential may 
include a device identifier of the mobile device. For example, 
in FIG. 1, the mobile device 120 may store the device certifi 
cate 123 including the device ID 125 (e.g., an IMEI, a MSID, 
a serial number, or another globally unique identifier). 
0045. The method 300 may also include transmitting theat 
least one security credential to a SUPL location platform 
(SLP) to authenticate the mobile device as associated with a 
SUPL user based on a comparison of the device identifier to 
a stored device identifier, at 304. For example, in FIG. 1, the 
mobile device 120 may transmit the device certificate 123 to 
the SUPL server 110 (e.g., an SLP) via the message 133 so 
that the SUPL server 110 can authenticate the mobile device 
120 as associated with a SUPL user based on a comparison of 
the device ID 125 to a stored device ID that was previously 
provided by another entity. 
0046. In particular embodiments, the method 300 of FIG. 
3 may be implemented via a field-programmable gate array 
(FPGA) device, an application-specific integrated circuit 
(ASIC), a processing unit such as a central processing unit 
(CPU), a digital signal processor (DSP), a controller, another 
hardware device, firmware device, or any combination 
thereof. As an example, the method 300 of FIG. 3 can be 
performed by a processor that executes instructions. 
0047 Referring to FIG. 4, another particular embodiment 
of a method of performing authentication in a SUPL environ 
ment using certificates is shown and generally designated 
400. In an illustrative embodiment, the method 400 may be 
performed by the SUPL server 110 of FIG. 1. 
0048. The method 400 may include receiving, at a SUPL 
server from a mobile device, an indication of one or more TLS 
cipher suites supported by the mobile device, at 402. For 
example, in FIG. 1, the SUPL server 110 may receive the 
message 131 from the mobile device 120, where the message 
131 indicates one or more TLS cipher suites supported by the 
mobile device 120. 

0049. The method 400 may also include sending a mes 
sage from the SUPL server to the mobile device, at 404. The 
message may include a server certificate that includes an 
identifier of the SUPL server and a public key of the SUPL 
server, a request for a device certificate of the mobile device, 
and a selection of at least one of the TLS cipher suites. For 
example, in FIG. 1, the SUPL server 110 may send the mes 
sage 132 to the mobile device 120, where the message 132 
includes the server ID 115, the server public key 114, a 
request for the device certificate 123 of the mobile device 120, 
and a selection of a commonly Supported TLS cipher Suite. 
0050. The method 400 may further include receiving a 
reply from the mobile device that includes a device certificate 
of the mobile device, at 406. For example, in FIG.1, the SUPL 
server 110 may receive the message 133 that includes the 
device certificate 123. 

0051. The method 400 may include authenticating the 
mobile device as associated with a SUPL user based on the 
device certificate, at 408. For example, in FIG. 1, the authen 
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tication logic 116 at the SUPL server 110 may authenticate 
the mobile device 120 as associated with a SUPL user based 
on the device certificate 123. 
0052. In particular embodiments, the method 400 of FIG. 
4 may be implemented via a field-programmable gate array 
(FPGA) device, an application-specific integrated circuit 
(ASIC), a processing unit such as a central processing unit 
(CPU), a digital signal processor (DSP), a controller, another 
hardware device, firmware device, or any combination 
thereof. As an example, the method 400 of FIG. 4 can be 
performed by a processor that executes instructions. 
0053 Regardless of which authentication method 
described with reference to FIGS. 1-4 is used, once authen 
tication is complete, a SUPL server (e.g., SLP) and a mobile 
device (e.g., SET) may communicate regarding SUPL-based 
services during a SUPL session. Referring to FIG. 5, a par 
ticular embodiment of messages that may be exchanged 
between a SUPL server 510 and a mobile device 520 is shown 
and generally designated 500. 
0054) In a particular embodiment, the SUPL server 510 
and the mobile device 520 may communicate via user loca 
tion protocol (ULP) messages in the context of a SUPL ses 
sion. For example, the SUPL server 510 may be configured to 
transmit a SUPL INIT message 530 to the mobile device 520. 
The SUPL INIT message 530 may represent a session initia 
tion message that is transmitted by the SUPL server 110 to 
initiate a SUPL session. To protect against masquerading and 
re-play attacks, protection may be applied to the SUPL INIT 
message 530. In a particular embodiment, the SUPL INIT 
message 530 may include a Protection Level parameter. The 
Protection Level parameter may include at least one of a 
Level parameter (indicating whether Null, Mode A, or Mode 
B SUPL INIT protection is implemented) and a Protection 
parameter (e.g., including at least one of a Key Identifier Type 
and a Key Identifier). In a particular embodiment, Null SUPL 
INIT protection may not provide end-to-end integrity or 
replay protection, Mode A SUPL INIT protection may pro 
vide end-to-end integrity and replay protection by use of a 
shared key transmitted to the mobile device 520 by the SUPL 
server 510 during a secured ULP session, and Mode B SUPL 
INIT protection may provide end-to-end integrity and replay 
protection using a shared key derived from PSK-based meth 
ods (e.g., GBA or SEK methods). 
0055. In a particular embodiment, SUPL INIT protection 
may be implemented based on a session initiation key (e.g., a 
SUPL INIT ROOT KEY). Upon receiving the SUPL INIT 
message 530, the mobile device 520 may determine whether 
the mobile device 520 has previously received a valid SUPL 
INIT ROOT KEY from the SUPL server 510, and if so, 
whether the previously received SUPL INIT ROOT KEY 
is still valid. If the mobile device520 has a valid SUPL INIT 
ROOT KEY, the mobile device 520 may authenticate the 
SUPL INIT message 530 using the SUPL INIT ROOT 
KEY and may initiate a SUPL session with the SUPL server 
510 in response to successful authentication of the SUPL 
INIT message 530. 
0056 Inaparticularembodiment, if the mobile device520 
does not have a valid SUPL INIT ROOT KEY, the mobile 
device 520 may transmit a message to the SUPL server 510 
and may receive a valid SUPL INIT ROOT KEY in 
response to the message. For example, the mobile device 520 
may transmit a message including a SUPL INIT KeyRe 
quest parameter that represents a request for a valid SUPL 
INIT ROOT KEY. Alternately, the mobile device 520 may 
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indicate the presence of an invalid or out-of-sync SUPL 
INIT ROOT KEY insteadofrequesting a new SUPL INIT 
ROOT KEY. For example, the mobile device 520 may trans 
mit a ULP message 540 including a SUPL INIT Root Key 
Status parameter 541 that indicates whether a “current SUP 
L INIT ROOT KEY possessed by the mobile device 520 is 
invalid or out-of-sync. In a particular embodiment, the SUPL 
INIT Root Key Status parameter 541 may be included within 
a SET Capabilities parameter of the ULP message 540. It will 
be appreciated that including the SUPL INIT Root Key Status 
parameter 541 in the SET Capabilities parameter may enable 
transmission of SUPL INIT ROOT KEY status informa 
tion in messages defined in SUPL 2.0 that optionally or man 
datorily include a SET Capabilities parameter without having 
to introduce a dedicated message for the purpose of transmit 
ting SUPL INIT ROOT KEY status information. In a par 
ticular embodiment, the SUPL INIT Root Key Status param 
eter 541 may be included within the SET Capabilities 
parameter for Mode A SUPL INIT protection, but not for 
NULL protection or Mode B SUPL INIT Protection. 
0057. It should be noted that the mobile device 520 may 
not indicate an invalid SUPL INIT ROOT KEY for every 
network-initiated SUPL session. The mobile device 520 may 
have been provided the SUPL INIT ROOT KEY once, and 
the provided key may then be valid for multiple network 
initiated SUPL sessions before the key expires. 
0058. The SUPL server 510 may transmit a ULP message 
including a SUPL INIT Key Response parameter. For 
example, the SUPL Server 510 may transmit a SUPL END 
message 550 including a SUPL INIT Key Response param 
eter 551. It should be noted that the SUPL INIT Key Response 
may not be sent in direct response to the SUPL INIT Root Key 
Status indication; the SUPL INIT Key Response may be in a 
“regular SUPL END message that may not be in the same 
SUPL session (e.g., if the SUPL session is not ended by a 
SUPL END message from the SLP to the SET). The SUPL 
INIT Key Response parameter 551 may include at least one of 
a Mode A Key Identifier, a Temporary Mode A Key Identifier, 
a SUPL INIT ROOT KEY (e.g., a “new” SUPL INIT 
ROOT KEY), and a Mode A Key Lifetime. 
0059 While a generic SUPL session (GSS) is active, the 
SLP (i.e., the SUPL server 510) may initiate communication 
with the SET (i.e., the mobile device 520). The SUPL server 
510 may transmit a session re-initiation message (e.g., a 
SUPL REINIT message 560). SUPL REINIT protection may 
be implemented as described herein with reference to SUPL 
INIT protection. For example, if the mobile device 520 does 
not possess a valid SUPL INIT ROOT KEY (the SUPL 
INIT ROOT KEY may serve as both a session initiation key 
as well as a session re-initiation key), the mobile device 520 
may indicate a lack of valid SUPL INIT ROOT KEY via 
the SUPL INIT Root Key Status parameter 541 and may 
receive the SUPL END message 550 (including the SUPL 
INIT Key Response parameter 551) in response. When the 
mobile device 520 has a valid SUPL INIT ROOT KEY, the 
mobile device 520 may authenticate the SUPL REINIT mes 
sage 560 and may re-initiate the SUPL session with the SUPL 
server 510 in response to successful authentication of the 
SUPL REINIT message 560. In a particular embodiment, the 
SUPL REINIT message 560 may also include a Protection 
Level parameter, such as described herein with reference to 
the SUPL INIT message 530. 
0060. In a particular embodiment, the mobile device 520 
may apply Null SUPL INIT protection and Null SUPL 

ERICSSON EXHIBIT 1006, Page 17



US 2013/OO67552 A1 

REINIT protection when the mobile device520 does not have 
a valid SUPL INIT ROOT KEY (e.g., at power up or when 
a lifetime of the possessed SUPL INIT ROOT KEY has 
elapsed). When Null protection is in place, the mobile device 
520 may handle all SUPL INIT and SUPL REINIT messages. 
If the mobile device 520 has a valid SUPL INIT ROOT 
KEY. Mode A or Mode B protection may be applied. 
0061 Thus, as illustrated in FIG. 5, various messages and 
message parameters may be used to implement security in a 
SUPL system. For example, a Protection Level parameter 
may be used to indicate a level of SUPL INIT and SUPL 
REINIT protection. As another example, a SUPL INIT Root 
Key Status parameter may be used to indicate whether a 
current SUPL INIT ROOT KEY is invalid or out-of-sync. 
As yet another example, a SUPL INIT Key Response param 
eter may be used to provide a “new” SUPL INIT ROOT 
KEY. 

0062 Referring to FIG. 6, a particular embodiment of a 
method of authentication during session initiation in a SUPL 
environment is shown and generally designated 600. In an 
illustrative embodiment, the method 600 may be performed 
by the mobile device 520 of FIG. 5. 
0063. The method 600 may include receiving, at a mobile 
device, a session initiation message from a secure user plane 
location (SUPL) server to initiate a SUPL session between the 
SUPL server and the mobile device, at 602. For example, in 
FIG. 5, the mobile device 520 may receive the SUPL INIT 
message 530 from the SUPL server 510. 
0064. The method 600 may also include determining 
whether the mobile device received a valid session initiation 
message key prior to receiving the session initiation message, 
at 604. For example, in FIG. 5, the mobile device 520 may 
determine whether it possesses a valid SUPL INIT ROOT 
KEY. 

0065. When the mobile device has a valid session initia 
tion message key, the method 600 may further include authen 
ticating the session initiation message using the session ini 
tiation message key (e.g., SUPL INIT ROOT KEY), at 606, 
and initiating a SUPL session with the SUPL server in 
response to Successful authentication of the session initiation 
message, at 608. For example, in FIG. 5, the mobile device 
520 may authenticate the SUPL INIT message 530 using the 
valid SUPL INIT ROOT KEY and may initiate a SUPL 
Session with the SUPL server 510. 

0.066. When the mobile device does not have a valid ses 
sion initiation message key, the method 600 may include 
sending a message to the SUPL server, at 610, and receiving 
a session initiation message key from the SUPL server in 
response to the message, at 612. To illustrate, the SLP and the 
SET may conduct a session with NULL SUPL INIT protec 
tion, and the SET may transmit an indication during the 
session that its SUPL INIT ROOT KEY is invalid. For 
example, in FIG. 5, the mobile device 520 may transmit a 
message including the SUPL INIT Root Key Status param 
eter 541 to the SUPL server 510 and may receive a message in 
response that includes the SUPL INIT Key Response param 
eter 551. 

0067. In particular embodiments, the method 600 of FIG. 
6 may be implemented via a field-programmable gate array 
(FPGA) device, an application-specific integrated circuit 
(ASIC), a processing unit such as a central processing unit 
(CPU), a digital signal processor (DSP), a controller, another 
hardware device, firmware device, or any combination 
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thereof. As an example, the method 600 of FIG. 6 can be 
performed by a processor that executes instructions. 
0068 Referring to FIG. 7, a particular embodiment of a 
method of authentication during session re-initiation in a 
SUPL environment is shown and generally designated 700. In 
an illustrative embodiment, the method 700 may be per 
formed by the mobile device 520 of FIG. 5. 
0069. The method 700 may include receiving, at a mobile 
device, a session re-initiation message from a secure user 
plane location (SUPL) server to continue a SUPL session 
between the SUPL server and the mobile device, at 702. For 
example, in FIG. 5, the mobile device 520 may receive the 
SUPL REINIT message 560 from the SUPL server 510. The 
SUPL REINIT message 560 may represent a network initi 
ated attempt to continue an existing generic SUPL session 
(GSS) between the SUPL server 510 and the mobile device 
S2O. 

(0070. The method 700 may also include determining 
whether the mobile device received a valid session initiation 
message key prior to receiving the session re-initiation mes 
sage, at 704. For example, in FIG. 5, the mobile device 520 
may determine whether it possesses a valid SUPL INIT 
ROOT KEY. 
(0071. When the mobile device has a valid session initia 
tion message key, the method 700 may further include authen 
ticating the session re-initiation message using the session 
initiation message key, at 706, and continuing the SUPL 
session with the SUPL server in response to successful 
authentication of the session re-initiation message, at 708. 
For example, in FIG. 5, the mobile device 520 may authenti 
cate the SUPL REINIT message 560 using the valid SUPL 
INIT ROOT KEY and may re-initiate a SUPL session with 
the SUPL Server 510. 

0072. When the mobile device does not have a valid ses 
sion initiation message key, the method 700 may include 
sending a message to the SUPL server, at 710, and receiving 
a session initiation message key from the SUPL server in 
response to the message, at 712. To illustrate, the SLP and the 
SET may conduct a session with NULL SUPL INIT protec 
tion, and the SET may transmit an indication during the 
session that its SUPL INIT ROOT KEY is invalid. For 
example, in FIG. 5, the mobile device 520 may transmit a 
message including the SUPL INIT Root Key Status param 
eter 541 to the SUPL server 510 and may receive a message in 
response that includes the SUPL INIT Key Response param 
eter 551. 

(0073. In particular embodiments, the method 700 of FIG. 
7 may be implemented via a field-programmable gate array 
(FPGA) device, an application-specific integrated circuit 
(ASIC), a processing unit such as a central processing unit 
(CPU), a digital signal processor (DSP), a controller, another 
hardware device, firmware device, or any combination 
thereof. As an example, the method 700 of FIG. 7 can be 
performed by a processor that executes instructions. 
0074. In a particular embodiment, mutual authentication 
between a mobile device and a SUPL server may be per 
formed via methods other than certificate-based, GBA-based, 
SEK-based, ACA-based, and SLP-only methods. For 
example, FIG. 8 illustrates a particular embodiment of a 
system 800 operable to perform authentication in a SUPL 
environment using multiple identifiers/passwords. The sys 
tem 800 includes a mobile device 810 (e.g., a SET) that is 
capable of communicating with a SUPL Server (e.g., a SLP) 
820. 
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0075. In addition to authentication based on multiple iden 
tifiers/passwords, the system 800 of FIG. 8 also illustrates a 
particular example of binding a device certificate to a SUPL 
user. For example, the system 800 may include a web server 
830 to provide a mechanism to create a binding between a 
device certificate and a SUPL user. It should be noted that the 
web server 830 may not provide authentication for SUPL 
sessions, but rather provide binding information that may 
subsequently be used by an SLP during SUPL authentication. 
This binding may typically be performed only once, and may 
be performed before a SET can engage in SUPL sessions. 
Once binding is performed, a combination of device certifi 
cate and user information may be sent to an SLP, and the SLP 
may store this information and use it for client authentication. 
Thus, after binding is performed, an SLP may “know’ that a 
certain mobile device belongs to a particular SUPL user. The 
web server 830 may include a processor 831 and a memory 
832 storing instructions executable by the processor 831. For 
example, the instructions may represent authentication logic 
833. The web server 830 may also include a network interface 
834 operable to communicate with the mobile device 810 and 
with the SUPL server 820. It should be noted that the web 
server 830 is only one example of how to provide binding of 
a device certificate to a user. In other embodiments, other 
binding mechanisms may be used. Alternatively, the web 
server 830 may store the combination of device certificate and 
user information, and the SLP (upon performing mutual 
authentication of the device using the device certificate) may 
ask the web server 830 to provide the user information asso 
ciated with that device certificate. 

0076. The mobile device 810 may include authentication 
logic 811 (e.g., instructions stored in a memory of the mobile 
device 810 and executable by a processor of the mobile device 
810). The authentication logic 811 may be configured to 
communicate with corresponding authentication logic 833 at 
the web server 830 to associate (e.g., “bind’ or “register') the 
mobile device 810 to a particular SUPL user. For example, the 
binding process may begin with the mobile device 810 receiv 
ing a message 835 from the web server 830, where the mes 
sage 835 includes a server certificate of the web server 830 
and a public key of the web server 830. The mobile device 810 
may respond by transmitting a message 813 to the web server 
830, where the message 813 includes a security credential of 
the mobile device 810. For example, the security credential of 
the mobile device 810 may include a device certificate includ 
ing a public key, an international mobile equipment identity 
(IMEI), a mobile station identification (MSID), and/or a 
serial number of the mobile device 810. The mobile device 
810 may also transmit a message 814 including user identi 
fication information (e.g., a user identifier and a password 
associated with a SUPL user) to the web server 830. One or 
both of the messages 813, 814 may be encrypted using the 
public key of the web server 830, and the web server 830 may 
decrypt the encrypted message(s) using a private key of the 
web server 830. 

0077. The web server 830 may authenticate the user iden 
tification information provided by the mobile device 810 to 
determine whether or not the user identification information 
is associated with an authorized user of a SUPL service. For 
example, the web server 830 may compare the provided user 
identification information with a SUPL user database that is 
located at or accessible to the web server 830. Upon verifying 
the user identification information, the web server 830 may 
complete the binding process by sending a message 836 to the 
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SUPL server 820 to authenticate the mobile device 810 as 
associated with an authorized user of a SUPL service. The 
message 836 may include the security credential (e.g., a 
device certificate including device public key and IMEI, 
MSID, and/or serial number) of the mobile device 810. 
(0078. The authentication logic 811 of the mobile device 
810 may also be configured to communicate with correspond 
ing authentication logic 821 at the SUPL server 820 to per 
form user-mode TLS-based mutual authentication prior to the 
start or re-start of a SUPL session. For example, the mobile 
device 810 may transmit a message 815 to the SUPL server 
820, where the message 815 includes a first identifier and a 
first password. In a particular embodiment, the first password 
may be user-selected and may have relatively low crypto 
graphic strength. In an illustrative embodiment, the first iden 
tifier and first password may correspond to the identifier and 
password transmitted by the mobile device 810 to the web 
server 830 via the message 814. 
0079. Upon receiving the first identifier and first pass 
word, the authentication logic 821 may authenticate the first 
identifier and first password as associated with an authorized 
user of a SUPL server. For example, the authentication logic 
821 may verify that the first identifier and first password 
correspond to the authorized user that was previously bound 
to the mobile device 810. When authentication is successful, 
identifier/password generation logic 822 at the SUPL server 
820 may generate a second identifier and a second password 
to replace the first identifier and the first password. In a 
particular embodiment, the second password may have 
greater cryptographic strength than the first password. The 
SUPL server 820 may transmit the second identifier and the 
second password to the mobile device 810 via a message 824. 
Upon subsequent receipt of the second identifier and the 
second password from the mobile device 810, the SUPL 
server 820 may establish a SUPL session with the mobile 
device 810. In a particular embodiment, the second identifier 
and second password may be kept hidden from a user of the 
mobile device 810 for security purposes. 
0080. Although the foregoing descriptions relate to a 
SUPL user being associated with a single mobile device (e.g., 
SET), a SUPL user may be associated with multiple devices. 
For example, the SUPL user associated with the mobile 
device 810 may also have access to a second mobile device 
840. To authorize the second mobile device 840, the SUPL 
user may bind the second mobile device 840 to his or her 
account (e.g., SUPL account) in a manner similar to binding 
the first mobile device 810. To perform mutual authentication 
after the second mobile device 840 is bound to the account of 
the SUPL user, the second mobile device 840 may transmit a 
message 841 including the first identifier and the first pass 
word to the SUPL server 820. Upon authenticating the first 
identifier and the first password as associated with the autho 
rized SUPL user, the SUPL server 820 may determine 
whether or not the second mobile device 840 should also be 
granted access to the SUPL service. For example, the SUPL 
server 820 may implement a devices-per-user limit and may 
determine whether allowing the second mobile device 840 to 
access the SUPL service would exceed a threshold number of 
mobile devices associated with the authorized user that are 
permitted to access the SUPL service. If allowing the second 
mobile device 840 to access the SUPL service would not 
exceed the threshold, the SUPL server 820 may send a mes 
sage 825 including a third identifier and a cryptographically 
strong third password to the second mobile device 840. The 
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third identifier and third password may replace the first iden 
tifier and the first password, and may subsequently be used by 
the second mobile device 840 to start a SUPL session. 
0081. In a particular embodiment, the third identifier and 
third password may be distinct from the second identifier and 
second password sent to the first mobile device 810. By 
providing distinct identifier/password combinations to each 
mobile device of a SUPL user, the SUPL server 820 may 
implement monitoring on a per device basis. For example, 
monitoring logic 823 at the SUPL server 820 may be config 
ured to monitor usage of the SUPL service by the first mobile 
device 810 using the second identifier and to monitor usage of 
the SUPL service by the second mobile device 840 using the 
third identifier. 
I0082. The system 800 of FIG.8 may thus provide a bind 
ing process by which one or more mobile devices may be 
bound, registered, and/or associated with a particular SUPL 
user. It will be appreciated that the described binding process 
may selectively Supplement authentication processes 
described with reference to FIGS. 1-4. For example, as 
described with reference to FIG. 1, the SUPL server 110 may 
attempt to identify a SUPL user as associated with the mobile 
device 120 by comparing the device ID 125 of the mobile 
device to a stored device ID that was previously securely 
verified by the SUPL user. In an illustrative embodiment, the 
SUPL server 110 of FIG.1 may be the SUPL server 820, the 
mobile device 120 of FIG. 1 may be the mobile device 810, 
and the stored device ID may be included in the device secu 
rity credential provided to the SUPL server 820 via the mes 
sage 836 during the binding process. 
I0083. In addition, the system 800 of FIG.8 may provide an 
authentication process that may selectively replace authenti 
cation processes described with reference to FIGS. 1-4. For 
example, particular embodiments may involve using the mul 
tiple identifiers/passwords authentication process of FIG. 8 in 
lieu of GBA-based mutual authentication, SEK-based mutual 
authentication, and/or certificate-based mutual authentica 
tion. 
0084. Referring to FIG. 9, a particular embodiment of a 
method of authentication in a SUPL environment using a web 
server is shown and generally designated 900. In an illustra 
tive embodiment, the method 900 may be performed by the 
web server 830 of FIG. 8. 
0085. The method 900 may include sending a server cer 

tificate from a web server to a SUPL-enabled mobile device, 
at 902. The server certificate may include a public key of the 
web server. For example, in FIG. 8, the web server 830 may 
send the message 835 to the mobile device 810, where the 
message 835 includes the certificate and the public key of the 
web server 830. 
I0086. The method 900 may also include receiving, at the 
web server, a message from the mobile device that includes a 
security credential of the mobile device, at 904. For example, 
in FIG. 8, the web server 830 may receive the message 813 
from the mobile device 810, where the message 813 includes 
the security credential (e.g., device certificate and device 
public key) of the mobile device 810. 
I0087. The method 900 may further include decrypting the 
message using a private key of the web server, at 906, and 
receiving user identification information from the mobile 
device, at 908. For example, in FIG. 8, the web server 830 
may decrypt the message 813 using a private key and may 
receive user identification information (e.g., an identifier and 
password) form the mobile device 810 via the message 814. 
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Alternately, or in addition, the user identification information 
may also be decrypted using the private key of the web server. 
I0088. The method 900 may include authenticating the user 
identification information as identifying an authorized user of 
a SUPL service, at 910, and sending the security credential of 
the mobile device to a SUPL server to enable the SUPL server 
to authenticate the mobile device as associated with the 
authorized user of the SUPL service, at 912. For example, in 
FIG. 8, the web server 830 may authenticate the user identi 
fication information as identifying an authorized SUPL user 
and may transmit the device security credential to the SUPL 
server 820 via the message 836. 
I0089. In particular embodiments, the method 900 of FIG. 
9 may be implemented via a field-programmable gate array 
(FPGA) device, an application-specific integrated circuit 
(ASIC), a processing unit such as a central processing unit 
(CPU), a digital signal processor (DSP), a controller, another 
hardware device, firmware device, or any combination 
thereof. As an example, the method 900 of FIG. 9 can be 
performed by a processor that executes instructions. 
(0090 Referring to FIG. 10, a particular embodiment of a 
method of authentication in a SUPL environment using mul 
tiple identifiers/passwords is shown and generally designated 
1000. In an illustrative embodiment, the method 1000 may be 
performed by the SUPL server 820 of FIG.8. 
(0091. The method 1000 may include receiving, at a SUPL 
server, a first identifier and a first password from a mobile 
device, at 1002, and authenticating the first identifier and the 
first password as associated with an authorized user of a 
SUPL service, at 1004. For example, in FIG. 8, the SUPL 
server 820 may receive the first identifier and the first pass 
word from the mobile device 810 via the message 815, and 
may authenticate the first identifier and the first password as 
associated with an authorized user (e.g., an authorized user 
previously bound to the mobile device 810). 
0092. The method 1000 may also include sending a sec 
ond identifier and a second password to the mobile device to 
replace the first identifier and the first password, at 1006. The 
SUPL server may be configured to establish a SUPL session 
with the mobile device upon receiving the second identifier 
and the second password from the mobile device. For 
example, in FIG. 8, the SUPL server 820 may generate and 
send the second identifier and second password to the mobile 
device 810 via the message 824, and may establish a SUPL 
session with the mobile device 810 upon subsequent receipt 
of the second identifier and the second password. 
(0093. The method 1000 may further include receiving, at 
the SUPL server, the first identifier and the first password 
from a second mobile device, at 1008, and authenticating the 
first identifier and the first password as associated with the 
authorized user of the SUPL service, at 1010. For example, in 
FIG. 8, the SUPL server 820 may receive the first identifier 
and the first password from the second mobile device 840 via 
the message 841 and may authenticate the first identifier and 
the first password as associated with the authorized user. To 
illustrate, the second mobile device 840 may also have pre 
viously been bound to the authorized user via the method 900 
of FIG. 9. 
(0094. The method 1000 may include determining whether 
allowing the second mobile device to access the SUPL ser 
vice would exceed a threshold number of mobile devices 
associated with the authorized user that are permitted to 
access the SUPL service, at 1012. For example, in FIG. 8, the 
web server 820 may determine whether allowing the second 
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mobile device 840 to access the SUPL service would exceed 
the threshold. In a particular embodiment, when allowing the 
second mobile device 840 to access the SUPL service would 
not exceed the threshold, the web server 820 may transmit the 
third identifier and third password to the second mobile 
device via the message 825. The web server 820 may also 
monitor usage of the SUPL service by the first mobile device 
810 and the second mobile device 840. 
0095. In particular embodiments, the method 1000 of FIG. 
10 may be implemented via a field-programmable gate array 
(FPGA) device, an application-specific integrated circuit 
(ASIC), a processing unit such as a central processing unit 
(CPU), a digital signal processor (DSP), a controller, another 
hardware device, firmware device, or any combination 
thereof. As an example, the method 1000 of FIG. 10 can be 
performed by a processor that executes instructions. 
0096 Referring to FIG. 11, a block diagram of a particular 
illustrative embodiment of a wireless communication device 
is depicted and generally designated 1100. For example, the 
device 1100 may be a SUPL-enabled terminal (SET), such as 
the mobile device 120 of FIG. 1, the mobile device 520 of 
FIG. 5, the first mobile device 810 of FIG. 8, or the second 
mobile device 840 of FIG. 8. 
0097. The device 1100 includes a processor 1110 coupled 
to a memory 1132. The memory 1132 may include instruc 
tions 1160 executable by the processor 1110 to perform meth 
ods and processes disclosed herein, such as the method 300 of 
FIG. 3, the method 600 of FIG. 6, the method 700 of FIG. 7, 
or any combination thereof. 
0098 FIG. 11 also shows a display controller 1126 that is 
coupled to the processor 1110 and to a display 1128. A 
CODEC 1134 may be coupled to the processor 1110 and to a 
speaker 1136 and a microphone 1138. FIG. 11 also indicates 
that one or more wireless controllers 1140 can be coupled to 
the processor 1110 and to wireless antennas 1142, 1143. In a 
particular embodiment, the antenna 1142 may be a 3GPP. 
3GPP2, and/or WiMAX antenna and the antenna 1143 may 
be a Wi-Fi antenna. A card interface 1170 may also be 
coupled to the processor 1110 and to the wireless controller 
(s) 1140. The card interface 1170 may be configured to 
accommodate a card 1172 (e.g., a Subscriber identity module 
(SIM) card, a universal integrated circuit card (UICC), or 
other card) storing security credential(s) of the device 1100. 
For example, the security credential may include a device 
certificate, a public/private key pair, an IMEI, a MSID, a serial 
number, a globally unique identifier, or any combination 
thereof. Alternately, or in addition, the security credential(s) 
of the device 1100 may be stored in a “secure” (e.g., not 
modifiable and/or not accessible by a user) location of the 
memory 1132, such as security credential(s) 1161. 
0099. In a particular embodiment, the processor 1110, the 
display controller 1126, the memory 1132, the CODEC 1134, 
the wireless controller(s) 1140, and the card interface 1170 
are included in a system-in-package or system-on-chip 
device (e.g., a mobile station modem (MSM)) 1122. In a 
particular embodiment, an input device 1130, such as a touch 
screen and/or keypad, and a power Supply 1144 are coupled to 
the system-on-chip device 1122. Moreover, in a particular 
embodiment, as illustrated in FIG. 11, the display 1128, the 
input device 1130, the speaker 1136, the microphone 1138, 
the wireless antennas 1142 and 1143, and the power supply 
1144 are external to the system-on-chip device 1122. How 
ever, each of the display 1128, the input device 1130, the 
speaker 1136, the microphone 1138, the wireless antennas 
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1142 and 1143, and the power supply 1144 can be coupled to 
a component of the system-on-chip device 1122. Such as an 
interface or a controller. 

0100. In conjunction with the described embodiments, an 
apparatus is disclosed that includes means for storing at least 
one security credential that is specific to a mobile device. For 
example, the means for storing may be the memory 122 of 
FIG. 2, the memory 1132 of FIG. 11, the card 1172 of FIG. 11, 
one or more devices configured to store data, or any combi 
nation thereof. The apparatus may also include means for 
causing the mobile device to transmit the at least one security 
credential to a SLP to authenticate the mobile device as asso 
ciated with a SUPL user. For example, the means for causing 
may be the processor 121 of FIG. 1, the processor 1110 of 
FIG. 11, the wireless controller(s) 1140 of FIG.1, one or more 
devices configured to cause transmission of data, or any com 
bination thereof. 

0101. In addition, an apparatus is disclosed that includes 
means for receiving, at a web server, a message from a SUPL 
enabled mobile device, where the message includes a security 
credential of the mobile device. For example, the means for 
receiving the message may be the network interface 834 of 
FIG. 8, one or more devices configured to receive data, or any 
combination thereof. The apparatus also includes means for 
receiving, at the web server, user identification information 
from the mobile device. For example, the means for receiving 
the user identification information may be the network inter 
face 834 of FIG. 8, one or more devices configured to receive 
data, or any combination thereof. The apparatus also includes 
means for authenticating the user identification information 
as identifying an authorized user of a SUPL service. For 
example, the means for authenticating may be the processor 
831 of FIG. 8, one or more devices configured to authenticate 
user identification information, or any combination thereof. 
The apparatus includes means for sending the security cre 
dential of the mobile device to a SUPL server to enable the 
SUPL server to authenticate the mobile device as associated 
with the authorized user of the SUPL service. For example, 
the means for sending may be the network interface 834 of 
FIG. 8, one or more devices configured to receive data, or any 
combination thereof. 

0102. Further, an apparatus is disclosed that includes 
means for receiving, at a SUPL server, a first identifier and a 
first password from a mobile device. For example, the means 
for receiving may be a network interface of the SUPL server 
820 of FIG. 8, one or more devices configured to receive data, 
or any combination thereof. The apparatus also includes 
means for authenticating the first identifier and the first pass 
word as associated with an authorized user of a SUPL service. 
For example, the means for authenticating may include a 
processor, such as the processor 111 of FIG. 1, programmed 
to execute the authentication logic 821 of FIG. 8, one or more 
devices configured to authenticate an identifier and a pass 
word, or any combination thereof. The apparatus further 
includes means for sending a second identifier and a second 
password to the mobile device to replace the first identifier 
and the first password, where the SUPL server is configured to 
establish a SUPL session with the mobile device upon receiv 
ing the second identifier and the second password from the 
mobile device. For example, the means for sending may be a 
network interface of the SUPL server 820, one or more 
devices configured to send data, or any combination thereof. 
The apparatus may include means for generating the second 
identifier and the second password. For example, the means 
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for generating may include a processor, Such as the processor 
111 of FIG.1, programmed to execute the identifier/password 
generation logic 822 of FIG. 8, one or more devices config 
ured to generate an identifier and a password, or any combi 
nation thereof. 
0103) In particular embodiments, all or a portion of afore 
mentioned systems and methods may be further described 
with reference to, and/or may be selectively replaced, indi 
vidually or in combination, by Systems and methods 
described with reference to the Additional Embodiments 
below: 

Additional Embodiment 1 

Introduction 

0104 Security in SUPL 2.0 is access network specific: 
0105. Alternative client authentication (ACA) 
requires access to core network to identify SET based 
on Source IPAddress 

010.6 GBA only applicable to 3GPP/3GPP2 net 
works 

0107 SEK only applicable to WiMAX networks 
0108) A new requirement in SUPL 3.0 calls for an 
authentication mechanism applicable to all access net 
works. This embodiment describes a new security 
mechanism applicable to all access networks: 

0109 Simple framework supporting both GBA and 
“username?password authentication 

0110. A single TLS variant may be used 
0111 Minimal changes to specification and implemen 
tation 

Concept Overview 
(O112 ULP Security 

0113 TLS with Server certificates 
0114. Two Client Authentication modes 

0115 (User mode): (User ID, User secret)= 
(Username, Password) 

0116 (GBA Mode): (User ID, User secret)=(B- 
TID, Ks NAF) 

0117 (User ID, Counter, Digest) added to all mes 
Sages, with Digest computed as 
0118 A1=SLP Domain||ULP Message, 
0119) Digest=HMAC(User secret, A1) 

I0120 Sender adds (User ID, Counter, Digest) to all 
messages, Receiver verifies 

I0121 ULP used to update SUPL INIT credentials 
0.122 SUPL INIT Protection e.g., non-emergency 
only 

(0123 Mimics ULP v2.0 Basic SUPL INIT Protection 
(0.124. Uses SUPL INIT credentials provided by SLP via 
ULP 

Setup Details 

0.125 Offline 
0.126 (User Mode) User and SLP agree on (Username, 
Password) 

I0127. SLP may provide (Username, Password) to User 
I0128. User may provide (Username, Password) to SLP 
0129. This is available to both H-SLP or A-SLP. 
I0130. At SET start up 
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0131 (User Mode) 
(0132) User enters (Username, Password) to SUPL Cli 

ent 

0.133 (GBA Mode) 
0134) SET bootstraps with BSF to obtain (B-TID, Ks) 
0135). Note, SET can refresh (B-TID, Ks) as often as 
required 

0.136 SUPLClient performs a ULP session with SLP to 
obtain fresh SUPL INIT credentials 

ULP Session Security Proposal 
0.137 May use TLS with Server certificates 
0.138 Takes care of Server Authentication 

0.139. Add new parameters to ULP messages 
0140 (User ID, Req Count, Req Digest) to messages 
from SET, 

0.141 (User ID, Resp Count, Resp. Digest) to mes 
sages from SLP 
0142) SET originated messages 

0.143 SET adds (User ID, Req Count, Req Digest) 
0.144 SLP verifies Req Count and Req Digest before 
processing message contents 
0145 SLP originated messages 

0146 SLP adds (User ID, RespCounter, Resp. Digest) 
0147 SET verifies Resp Count and Resp. Digest 
before processing message contents 

Req Count/Resp Count 
0.148 Req Count/Resp Count have similar behavior 
0.149 Purpose of the counters are to enable replay 
detection 

0.150 Req Count/Resp. Count is reset in receiver and 
sender every ULP Session 

0151. That is, the counter is reset when Session Identi 
fier is changed. 
0152. At Sender 

0153. Req Count/Resp. Count is incremented every 
message and added to ULP message 
0154. At Receiver: 

0.155 Receiver compares Req Count/Resp Count 
against the value they expected. If they detect replay, 
then they exit with an error. Otherwise, message passes 
replay protection 

Req Digest/Resp. Digest Generation 
0156 Req Digest/Resp. Digest generation may be 
identical 
O157 

fields. 
0158. Form ULP Message Zas ULP Message with 
Req Digest/Resp. Digest field set to all Zeroes 

Insert all known values into ULP Message 

0159 Form DigestPayload=SLP Domain “:” ULP 
Message Z. 

(0160 Compute 
(0161 Req Digest/Resp. Digest—HMAC-SHA256 
32(User secret, DigestPayload) 

0162. Add Req Digest/Resp. Digest to appropriate 
field in ULP Message 

(0163) (User mode) 
0164. Use (User ID, User secret):=(Username, 
Password) 

(0165 (GBA Mode) 
(0166 Use (User ID, 
Ks NAF), where 

User secret):=(B-TID, 
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(0167 
URL 

(0168 SLP Once it extracts User ID field, SLP pro 
vides B-TID to BSF and BSF returns with KS NAF. 
Ks NAF will not change unless B-TID changes. 

SETI Generate Ks NAF from Ks and SLP 

SUPL INIT Security Proposal 
(0169 Mimics Basic SUPL INIT Protection already 

defined in ULP TS V2.0 Section 6.1.6.6: 
0170 Adapted description from GBA-provisioned keys 
to SLP-Provisioned keys 

(0171 SLP updates (Key Identifier, SUPL INIT 
ROOT KEY) during a ULP Session at initiative of Cli 
ent or SLP 

0172 BasicReplayCounter is reset when Key Identifier 
is reset 

0173 Minimal standardization effort required. 

SUPL INIT Credential Management 
0.174 Occurs in first ULP exchange of any connection 
session. 

(0175 SETOriginated Messages 
0176 First message of session should include either 
(0177 “SUPL INIT Credential Req' indicator if no 

credentials available, or 
(0178 Current Key Identifier to allow SLP to detect if 
SET and SLP are out of sync. 
0179 SLP-originated messages 

0180. If Current Key Identifier is correct, then add a 
“SUPL INIT Credential OK' indicator to confirm. 

0181. If Current Key Identifier is incorrect, or SET 
sent “SUPL INIT Credential Req' indicator or Server 
wishes to update SUPL INIT Credentials, then the SLP 
adds a field to ULP message for provisioning SUPL 
INIT credentials 

0182 Contains (Key Identifier, SUPL INIT ROOT 
KEY) 

Example Call Flows—SI Immediate Fix 
0183 Step A: The Target SET sets the req count to 
1234 (or any other running number as determined by the 
SET) and calculates the message digest (req digest). 
The Target SET sends a SUPL START(user-id, req 
count 1234, req digest. . . . ) message to the H-SLP. 

(0.184 Step B: The H-SLP checks the authenticity of 
SUPL START using the received message digest (req 
digest) and also checks the replay counter (req count). 
The H-SLP sets the res count to 4321 (or any other 
running number as determined by the SET) and calcu 
lates the message digest (res digest). The H-SLP sends 
a SUPL RESPONSE (user-id, res count=4321, res di 
gest, ...) message to the Target SET. The period between 
SUPL START and SUPL RESPONSE at the Target 
SET=UT1. 

0185. Step C: The Target SET checks the authenticity of 
SUPL RESPONSE using the received message digest 
(res digest) and also checks the replay counter (res 
count). The Target SET increments the req count by one 
(1234+1) and calculates the message digest (req di 
gest). The Target SET sends a SUPL POSINIT (user-id, 
req count=1234+1, req digest . . . ) message to the 
H-SLP. The period between SUPL RESPONSE and 
SUPL POSINIT at the H-SLP=ST1. 
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0186 Step D: The Target SET and the H-SLP engage in 
a SUPL POS exchange. The period between SUPL POS 
INIT and SUPL POS at the Target SET=UT2. Each side 
checks the message authenticity based on the received 
message digest and replay integrity based on the mes 
Sage counter (req count/res count). 

0187 Step E: The H-SLP checks the authenticity of the 
last SUPL POS message received using the received 
message digest (req digest) and also checks the replay 
counter (req count). The H-SLP increments req count 
(4321+1) and calculates the message digest (res digest). 
The H-SLP sends a SUPL END (user-id, res. 
count 4321+1, res digest, . . . ) message to the Target 
SET. The Target SET checks the authenticity of SUPL 
END using the received message digest (res digest) and 
also checks the replay counter (res count). The period 
between SUPL POS and SUPL END at the Target 
SET=UT3. 

Example Call Flows NI Immediate Fix 

0188 Step A: The H-SLP sets the res count to 1234 (or 
any other running number as determined by the H-SLP) 
and calculates the message digest (BasicMAC). The 
H-SLP sends a SUPL INIT (user-id, res count=4321, 
BasicMAC, ... ) message to the Target SET. 

(0189 Step B: The Target SET checks the authenticity of 
SUPL INIT using the received message digest (Basic 
MAC) and also checks the replay counter (res count). 
The Target SET sets the req count to 1234 (or any other 
running number as determined by the SET) and calcu 
lates the message digest (req digest). The Target SET 
sends a SUPL POSINIT (user-id, req count=1234, req 
digest, . . . ) message to the H-SLP. The period between 
SUPL INIT and SUPL POSINIT at the H-SLP=ST1. 

(0190. Step C: The Target SET and the H-SLP engage in 
a SUPL POS exchange. The period between SUPL POS 
INIT and SUPL POS at the Target SET=UT2. Each side 
checks the message authenticity based on the received 
message digest and replay integrity based on the mes 
Sage counter (req count/res count). 

(0191 Step D: The H-SLP checks the authenticity of the 
last SUPL POS message received using the received 
message digest (req digest) and also checks the replay 
counter (req count). The H-SLP increments req count 
(4321+1) and calculates the message digest (res digest). 
The H-SLP sends a SUPL END (user-id, res. 
count 4321+1, res digest, . . . ) message to the Target 
SET. The Target SET checks the authenticity of SUPL 
END using the received message digest (res digest) and 
also checks the replay counter (res count). The period 
between SUPL POS and SUPL END at the Target 
SET=UT3. 

Additional Embodiment 2 

Introduction 

0.192 Security in SUPL 2.0 is access network specific: 
0193 ACA requires access to the core network to 
identify SET based on Source IP Address 

(0194 GBA only applicable to 3GPP/3GPP2 net 
works 

(0195 SEK only applicable to WiMAX networks 
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(0196. A new requirement in SUPL 3.0 calls for an 
authentication mechanism applicable to all access net 
works. This embodiment describes a new security 
mechanism applicable to all access networks: 

0.197 Simple framework supporting both GBA and 
“username?password authentication 

0198 A single TLS variant may be used 
0199 Minimal changes to specification and implemen 
tation 

Concept Overview 
(0200 ULP Security 

0201 TLS with Server certificates 
0202. Two Client Authentication modes 
0203 (User Mode): (User ID, User secret)= 
(Username, Password) 

0204 (GBA Mode): (User ID, User secret)=(B- 
TID, Ks NAF) 

0205 (User ID, Counter, Digest) added to all mes 
Sages, with Digest computed as 
(0206 A1=SLP Domain||ULP Message, 
0207 Digest=HMAC(User secret, A1) 

0208 Sender adds (User ID, Counter, Digest) to all 
messages, Receiver verifies 

(0209 ULP used to update SUPL INIT credentials (Key 
Identity, SUPL INIT ROOT KEY) 

0210 SUPL INIT Protection e.g., non-emergency 
only 
0211 Uses ULP v2.0 Basic SUPL INIT Protection 
with SUPL INIT credentials generated by SLP (User 
Mode) or GBA (GBA Mode) 

0212. Uses SUPL INIT credentials provided by SLP 
via ULP in User Mode 

Setup Details 
0213 Offline 
0214 (User Mode) User and SLP agree on (Username, 
Password) 
0215 SLP may provide (Username, Password) to 
User 

0216 
SLP 

0217 
0218 
0219) 
0220 
Client 

0221 (GBA Mode) 
0222 SET bootstraps with BSF to obtain (B-TID, 
Ks) 

0223 Note, SET can refresh (B-TID, Ks) as often as 
required 

0224 SUPLClient performs a ULP session with SLP to 
obtain fresh SUPL INIT credentials 

User may provide (Username, Password) to 

This is available to both H-SLP or A-SLP. 

At SET start up 
(User Mode) 
User enters (Username, Password) to SUPL 

ULP Session Security Proposal 

0225 
0226 

May use TLS with Server certificates 
Takes care of Server Authentication 

0227. Add new parameters to ULP messages 
0228 (User ID, Req Count, Req Digest) to messages 
from SET, 
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0229 (User ID, Resp Count, Resp. Digest) to mes 
sages from SLP 
0230 SET originated messages 

0231 SET adds (User ID, Req Count, Req Digest) 
0232 SLP verifies Req Count and Req Digest before 
processing message contents 
0233. SLP originated messages 

0234 SLP adds (User ID, RespCounter, Resp. Digest) 
0235 SET verifies Resp Count and Resp. Digest 
before processing message contents 

Req Count/Resp Count 

0236 Req Count/Resp. Count have similar behavior 
0237 Purpose of the counters are to enable replay 
detection 

0238 Req Count/Resp. Count is reset in receiver and 
sender every ULP Session 

0239. That is, the counter is reset when Session Identi 
fier is changed. 
0240. At Sender 

0241 Req Count/Resp. Count is incremented every 
message and added to ULP message 
0242. At Receiver: 

0243 Receiver compares Req Count/Resp Count 
against the value they expected. If they detect replay, 
then they exit with an error. Otherwise, message passes 
replay protection 

Req Digest/Resp. Digest Generation 
0244 Req Digest/Resp. Digest generation may be 
identical 
0245 
fields. 

0246 Form ULP Message Zas ULP Message with 
Req Digest/Resp. Digest field set to all Zeroes 

0247 Form DigestPayload=SLP Domain “:” ULP 
Message Z. 

0248 Compute Req Digest/Resp. Digest=HMAC 
SHA256-32(User secret, DigestPayload) 

0249 Add Req Digest/Resp. Digest to appropriate 
field in ULP Message 

(0250) (User Mode) 
0251 Use (User ID, User secret):=(Username, 
Password) 

0252) (GBA Mode) 
0253) Use (User ID, 
Ks NAF), where 

0254 SETI Generate Ks NAF from Ks and SLP 
URL 

(0255 SLP Once it extracts User ID field, SLP pro 
vides B-TID to BSF and BSF returns with Ks NAF. 
Ks NAF will not change unless B-TID changes. 

Insert all known values into ULP Message 

User secret):=(B-TID, 

SUPL INIT Security Proposal 

0256 Uses Basic SUPL. NIT Protection already 
defined in ULP TS V2.0 Section 6.1.6.6: 

0257 Adapted description from GBA-provisioned keys 
to SLP-Provisioned keys in User Mode 

0258 SLP updates (Key Identifier, SUPL INIT 
ROOT KEY) during an ULP Session at initiative of 
Client or SLP in User Mode 
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0259 BasicReplayCounter is reset when Key Identi 
fier is reset 

0260 Minimal standardization effort required. 

SUPL INIT Protection Parameter 

0261 A SUPL INIT Protector for Basic SUPL INIT 
Protection consists of: 

0262 Key Identifier 
0263 BasicReplayCounter (length=2 octets) 
0264 BasicMAC (length=4 octets) 

0265. The BasicMAC parameter is generated as fol 
lows: 

0266 BasicMAC=HMAC-SHA256-32(SUPL INIT 
Basic IK, SUPL INIT) 

0267 SUPL INIT Basic IK=HMAC-SHA256-128 
(SUPL INIT ROOT KEY, “Basic IK) 
0268 BasicReplayCounter is reset when Key Identi 
fier is reset 

0269. Key Identifier and SUPL INIT ROOT KEY 
are NOT the same as User ID and User secret i.e., 
SUPL INIT protection works independently from 
ULP message authentication. 

SUPL INIT Credential Management 

0270. Occurs in first ULP exchange of any connection 
session. 

0271 SET-Originated Messages 
0272 First message of session should include either 
(0273 “SUPL INIT Credential Req' indicator if no 

credentials available, or 
(0274 Current Key Identifier to allow SLP to detect 

if SET and SLP are out of sync. 
0275 

0276. If Current Key Identifier is correct, then add a 
“SUPL INIT Credential OK' indicator to confirm. 

(0277. If Current Key Identifier is incorrect, or SET 
sent “SUPL INIT Credential Req' indicator or Server 
wishes to update SUPL INIT Credentials, then the SLP 
adds a field to ULP message for provisioning SUPL 
INIT credentials 

(0278 Contains (Key Identifier, SUPL INIT ROOT 
KEY) 

SLP-originated messages 

Example Call Flows—SI Immediate Fix 

(0279 Step A: The Target SET sets the req count to 
1234 (or any other running number as determined by the 
SET) and calculates the message digest (req digest). 
The Target SET sends a SUPL START(user-id, req 
count 1234, req digest. . . . ) message to the H-SLP. 

(0280 Step B: The H-SLP checks the authenticity of 
SUPL START using the received message digest (req 
digest) and also checks the replay counter (req count). 
The H-SLP sets the res count to 4321 (or any other 
running number as determined by the SET) and calcu 
lates the message digest (res digest). The H-SLP sends 
a SUPL RESPONSE (user-id, res count=4321, res di 
gest, ...) message to the Target SET. The period between 
SUPL START and SUPL RESPONSE at the Target 
SET=UT1. 
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(0281 Step C: The Target SET checks the authenticity of 
SUPL RESPONSE using the received message digest 
(res digest) and also checks the replay counter (res 
count). The Target SET increments the req count by one 
(1234+1) and calculates the message digest (req di 
gest). The Target SET sends a SUPL POSINIT (user-id, 
req count 1234+1, req digest . . . ) message to the 
H-SLP. The period between SUPL RESPONSE and 
SUPL POSINIT at the H-SLP=ST1. 

0282 Step D: The Target SET and the H-SLP engage in 
a SUPL POS exchange. The period between SUPL POS 
INIT and SUPL POS at the Target SET=UT2. Each side 
checks the message authenticity based on the received 
message digest and replay integrity based on the mes 
Sage counter (req count/res count). 

(0283 Step E: The H-SLP checks the authenticity of the 
last SUPL POS message received using the received 
message digest (req digest) and also checks the replay 
counter (req count). The H-SLP increments req count 
(4321+1) and calculates the message digest (res digest). 
The H-SLP sends a SUPL END (user-id, res. 
count 4321+1, res digest, . . . ) message to the Target 
SET. The Target SET checks the authenticity of SUPL 
END using the received message digest (res digest) and 
also checks the replay counter (res count). The period 
between SUPL POS and SUPL END at the Target 
SET=UT3. 

Example Call Flows NI Immediate Fix 

0284 Step A: The H-SLP sets the res count to 1234 (or 
any other running number as determined by the H-SLP) 
and calculates the message digest (BasicMAC). The 
H-SLP sends a SUPL INIT (user-id, res count=4321, 
BasicMAC, ... ) message to the Target SET. 

0285) Step B: The Target SET checks the authenticity of 
SUPL INIT using the received message digest (Basic 
MAC) and also checks the replay counter (res count). 
The Target SET sets the req count to 1234 (or any other 
running number as determined by the SET) and calcu 
lates the message digest (req digest). The Target SET 
sends a SUPL POSINIT (user-id, req count=1234, req 
digest, . . . ) message to the H-SLP. The period between 
SUPL INIT and SUPL POSINIT at the H-SLP=ST1. 

0286 Step C: The Target SET and the H-SLP engage in 
a SUPL POS exchange. The period between SUPL POS 
INIT and SUPL POS at the Target SET=UT2. Each side 
checks the message authenticity based on the received 
message digest and replay integrity based on the mes 
Sage counter (req count/res count). 

(0287 Step D: The H-SLP checks the authenticity of the 
last SUPL POS message received using the received 
message digest (req digest) and also checks the replay 
counter (req count). The H-SLP increments req count 
(4321+1) and calculates the message digest (res digest). 
The H-SLP sends a SUPL END (user-id, res. 
count 4321+1, res digest, . . . ) message to the Target 
SET. The Target SET checks the authenticity of SUPL 
END using the received message digest (res digest) and 
also checks the replay counter (res count). The period 
between SUPL POS and SUPL END at the Target 
SET=UT3. 
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Additional Embodiment 3 

Introduction 

0288 Security in SUPL 2.0 is access network specific: 
0289 ACA requires access to the core network to 
identify SET based on Source IP Address 

0290 GBA only applicable to 3GPP/3GPP2 net 
works 

0291 SEK only applicable to WiMAX networks 
0292. A new requirement in SUPL 3.0 calls for an 
authentication mechanism applicable to all access net 
works. This embodiment describes a new security 
mechanism applicable to all access networks: 
0293 Simple framework supporting both GBA and 
“username?password authentication 

SUPL 3.0 Security Concept Overview I 
0294 

Security 
Method Description Comments 

A: ACA Alternative Client Authentication as 
Supported in SUPL 1.0 and 2.0. 
Server authentication and encryption 
using server authenticated TLS. 
Client authentication using IP 
Address/MSISDN consistency 
checking involving core network. 

For SUPL deployments 
with medium security 
requirements and with 
access to IPAddress 
client verification. This is 
a legacy security method. 

B: GBA GBA based security as supported in For SUPL deployments 
SUPL 2.0. Only applicable to with high security 
3GPP 3GPP2 networks. Server and requirements and with 

access to GBA 
infrastructure. This is a 
legacy security method. 

client authentication and encryption 
using PSK-TLS. 

C: User Server authentication and encryption For SUPL deployments 
Mode using server authenticated TLS. with high security 
ULP Client authentication using requirements and no 

(Username, Password) and MAC access to GBA 
attached to each ULP message from infrastructure. This 
client to server. is a new security method. 

D: User Server authentication and encryption For SUPL deployments 
Mode using server authenticated TLS. with high security 
TLS Client authentication using requirements and no 

access to GBA 
infrastructure. This is a 
new security method. 

(Username, Password) SRPTLS. 

SUPL 3.0 Security Concept Overview II 
0295) The following two options are considered for SUPL 
3.0 security: 

Option I Option II 

ACA (A) ACA (A) 
GBA (B) GBA (B) 
User Mode ULP (C) User Mode TLS (D) 

Option I: Concept Overview 
0296 ULP Security 
0297 GBA Mode: Use TLS-PSK as before 
0298 User Mode ULP: Based on (Username, Pass 
word) 

14 
Mar. 14, 2013 

0299 First perform TLS handshake with server cer 
tificates to establish a secure connection 

0300 (Username, Counter, Digest) added to all ULP 
messages sent by the SET, with Digest computed as 
(0301 A1=SLP Domain||ULP Message, 
(0302 Digest=HMAC(Password, A1) 

0303 SET adds (Username, Counter, Digest) to all 
messages, SLP verifies 

0304 ULP used to update SUPL INIT credentials (Key 
Identity, SUPL INIT ROOT KEY) required for SUPL 
INIT protection 

Option I: Offline Procedures 
0305] User Mode ULP (Offline) 
0306 User and SLP operator agree on (Username, Pass 
word) 
(0307. Other assumptions 

0308 SET has URL of SLP 
0309 SET has appropriate root certificates for authen 
ticating SLP 

Option I: Online Procedures 
0310 TLS with server certificates used for server 
authentication and encryption 

0311 New parameters are added to ULP messages from 
the SET. (Username, Counter, Digest) 

0312 SLP verifies Counter and Digest before process 
ing ULP message content 

0313 Purpose of the Counter is to enable replay detec 
tion 

0314 Counter is reset in receiver and sender for every 
ULP Session 

0315. At sender, the Counter is incremented every mes 
Sage and added to the ULP message 

0316. At receiver, Counter is compared against the 
value expected. If replay detected, exit with error. Oth 
erwise, message passes replay protection. 

Option II: Concept Overview 
0317 ULP Security 
0318 GBA Mode: Use TLS-PSK as before 
0319 User Mode TLS: Based on (Username, Pass 
word) 
0320 First perform TLS handshake with server cer 
tificates to establish a secure connection 

0321) SLP sends “Hello Request” to initiate TLS 
renegotiation. Then SET & SLP perform TLS-SRP 
handshake (SRP-Secure Remote Password) to 
authenticate user using (Username, Password). 

0322 The first secure connection is required to hide 
the username in TLS-SRP handshake. 

0323 ULP used to update Basic Protection SUPL INIT 
credentials (Key Identity, SUPL INIT ROOT KEY) 
required for SUPL INIT protection 

Option II: Offline Procedures 
0324 User Mode TLS (Offline) 
0325 User and SLP operator agree on (Username, Pass 
word) 

0326. Other assumptions 
0327 SET has URL of SLP 
0328 SET has appropriate root certificates for authen 
ticating SLP 

ERICSSON EXHIBIT 1006, Page 26



US 2013/OO67552 A1 

Option II: Online Procedures 
0329 SET initiates TLS Handshake, indicating in the 
TLS support for GBA and/or User Mode by selecting the 
appropriate cipher Suites. 

0330 SLP decides whether to proceed with GBA mode 
or User Mode 

0331. If GBA mode, then 
0332 Continue TLS handshake as for TLS-PSK using 
GBA to establish secure tunnel 
0333 Mutual authentication 

0334 Exchange data in secure channel 
0335. If User mode, then 
0336 First continue TLS handshake with server cer 
tificates to establish secure channel 
0337 SET Authenticates the SLP 

0338 Performs TLS-SRP handshake (messages 
exchanged inside the secure channel) 
0339 SLP Authenticates the user 
0340 Results in new session keys 

0341 Exchange data in secure tunnel protected by 
new session keys 

Option II: Online Procedure First TLS Handshake 
0342 SET-e SLP: Client Hello: 
0343 Indicates all supported cipher suites 
0344 If SET supports GBA, then indicate support for 
TLS-PSK cipher suite(s) 

(0345. If SET supports User Mode, then indicate sup 
port for TLS with server certificates and TLS SRP 

0346 SET does not provide username at this time, if 
required will be provided in the next TLS handshake 
0347 SLP->SET: Server Hello: 

0348 Indicates chosen cipher suite 
0349. If SLP selects GBA mode, then SLP indicates 
a TLS-PSK cipher suite 

0350. If SLP selects User Mode, the SLP indicates 
cipher suite for TLS with server certificates 

0351 Call flow proceeds as for selected cipher suite 

Option II: Online Procedure—After First TLS Handshake 
0352 GBA Mode 
0353 SET and SLP start communicating over secured 
channel 
0354) 

0355 
0356 

0357 
0358 
0359 
tions 

0360 SET-e SLP: ServerHello 
0361 Indicates selection of TLS-SRP 

0362 Exchange continues as per TLS-SRP 
0363 Following successful handshake, SET & SLP 
begin exchanging data over secured channel. 

User Mode 
SLP->SET: Hello Request 

Initiates renegotiation 
SET-e SLP: Client Hello 

Indicates support for TLS-SRP 
Includes Username as per TLS-SRP specifica 

SUPL INIT Protection 

0364 SUPL INIT protection in SUPL 3.0 is based on 
SUPL INIT protection mechanism in SUPL 2.0 and uses 
a Message Authentication Code (MAC) attached to 
SUPL INIT 

Mar. 14, 2013 

0365 MAC is calculated using (Key Identity, SUPL 
INIT ROOT KEY) provisioned over ULP in User 
Mode (GBA mode does not require provisioning) 

0366 Two methods for calculating (Key Identity, SUP 
L INIT ROOT KEY): 

0367 GBA mode: (Key Identity, SUPL INIT ROOT 
KEY)=(B-TID, Ks) 
0368 (B-TID, Ks) are bootstrapped off of BSF 

0369. User Mode: (Key Identity, SUPL INIT ROOT 
KEY) is generated from (Username, Password) 
0370 SUPL INIT Protection is the same for Option I 
and Option II 

SUPL INIT Protection Mechanism 

0371. Two Levels of Protection in SUPL v3.0: 
0372 NULL 

0373) No security 
0374 Basic Protection 
0375 Based on shared Key Identity, SUPL INIT 
ROOT KEY provisioned over ULP 

0376 Mimics Basic Protection from SUPL v2.0 
0377 Key Identifier and SUPL INIT ROOT KEY 
are NOT the same as Username, Password 

0378 Re-sync Protection Mechanism: 
0379 Based on digital signature that SET can verify 
from the SLP's certificate in SET 

0380 May be only used when SLP is convinced that the 
Key Identity, SUPL INIT ROOT KEY in the SLP and 
SET have become out of sync. 

0381 May be expensive to compute: may be used spar 
ingly. 

Basic SUPL INIT Protection Parameter 

0382 A SUPL INIT Protector for Basic SUPL INIT 
Protection consists of: 

0383 Key Identifier 
0384 BasicReplayCounter (length=2 octets) 
0385 BasicMAC (length=4 octets) 

0386 The BasicMAC parameter is generated as fol 
lows: 

(0387 BasicMAC=HMAC-SHA256-32(SUPL INIT 
Basic IK, SUPL INIT) 

0388 SUPL INIT Basic IK=HMAC-SHA256-128 
(SUPL INIT ROOT KEY, “Basic IK) 

0389 BasicReplayCounter is reset when Key Identifier 
is reset 

SUPL INIT ROOT KEY Management 

0390 
sion 

0391 

Occurs in first ULP exchange of any SUPL ses 

First SET originated message 
0392 First message of session should include either 
0393 “SUPL INIT Credential Req' indicator if no 
credentials available, or 

0394 Current Key Identifier to allow SLP to detect 
if SET and SLP are out of sync. 
0395. SLP response 

0396. If Current Key Identifier is correct, then add a 
“SUPL INIT Credential OK' indicator to confirm. 

0397) If Current Key Identifier is incorrect, or SET 
sent “SUPL INIT Credential Req' indicator or SLP 
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wishes to update SUPL INIT Credentials, then the SLP 
adds a field to ULP message for provisioning SUPL 
INIT credentials 
0398 Contains (Key Identifier, SUPL INIT 
ROOT KEY) 

Comparison of User Modes 
0399 

Plus Delta 

Option I: User Requires no change to Security distributed 
Mode ULP existing TLS over two layers: TLS 

implementation and ULP 
Security not transparent 
to ULP layer 
Higher implementation 
risk since ULP 
implementation is 
performed by non 
Security experts. 

Option II: Security provided by More complex TLS 
User Mode transport layer (single implementation 
TLS layer security) and 

thus transparent to 
ULP layer 

Summary 

(0400. Two new security models are considered in SUPL 
3.0 

04.01. Option I: User Mode ULP 
(0402 Option II: User Mode TLS 

0403. The two new security models use (Username, 
Password) client authentication while server authen 
tication and encryption are based on legacy server 
authenticated TLS. 

0404 Both options are bearer agnostic security mod 
els and are thus Suitable for SUPL 3.0. 

04.05 Legacy security models (ACA and GBA) may 
still be used where applicable and desirable. 

SRP Basics 

0406 TLS-SRPIETF RFC 5054 uses Secure Remote 
Password (SRP RFC2945) as the basis of authentica 
tion and key exchange 

Security 
Method 

A: ACA 

B: GBA 

Mar. 14, 2013 

04.07 Main steps 
0408. The server doing the authentication does not need 
the password, instead it stores a triplet containing {User 
name, PasswordVerifier, Salt} 
04.09 Typically the user's client generates triplet 
when registering offline with Server 
0410 Salt may be randomly chosen by user 
0411 Password Verifier is computed from User 
name, Salt and the user's Password using tricky 
mathematics similar to Diffie-Hellman key 
exchange. 

0412. The server uses the triplet in an interaction with 
the user to 
0413 Verify that the user knows the password and 
0414 Establish a shared secret known only by the 
user and the server. This shared secret can then be 
used for generating keys for encryption and integrity 
protection (which is how it is used in TLS-SRP) 

Some Properties of SRP 
0415. The triplet cannot be used to impersonate the user 
0416) Server does not need to keep triplet confidential 
0417. A server can provide the triplet to a third party to 
allow that party to verify the user, without the server 
being concerned that the third party will then try to 
impersonate the user 

0418 For example, a H-SLP can provide the triplet to an 
A-SLP to allow the A-SLP to authenticate the user. 

Additional Embodiment 4 

Introduction 

0419 Security in SUPL 2.0 is access network specific: 
0420 ACA requires access to the core network to iden 
tify SET based on Source IP Address 

0421 GBA only applicable to 3GPP/3GPP2 networks 
0422 SEK only applicable to WiMAX networks 
0423. A new requirement in SUPL 3.0 calls for an 
authentication mechanism applicable to all access net 
works. This embodiment describes a new security 
mechanism applicable to all access networks: 

0424 Simple framework supporting both GBA and 
“username?password authentication 

SUPL 3.0 Security Concept Overview I 
0425 

Description Comments 

For SUPL deployments with 
medium security requirements 
and with access to IPAddress 

client verification. This is a 

Alternative Client Authentication as 

Supported in SUPL 1.0 and 2.0. 
Server authentication and encryption 
using server authenticated TLS. 
Client authentication using IP 
Address/MSISDN consistency 
checking involving core network. 

legacy security method. 

For SUPL deployments with high 
security requirements and with 
access to GBA infrastructure. 

This is a legacy security method. 

GBA based security as supported in 
SUPL 2.0. Only applicable to 
3GPP3GPP2 networks. Server and 

client authentication and encryption 
using PSK-TLS. 
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-continued 

Security 
Method Description Comments 

C: User Server authentication and encryption For SUPL deployments with high 
Mode ULP using server authenticated TLS. security requirements and no 

Client authentication using access to GBA infrastructure. 
(Username, Password) and MAC This is a new security method. 
attached to each ULP message from 
client to server. 

D: User Server authentication and encryption For SUPL deployments with high 
Mode TLS using server authenticated TLS. security requirements and no 

Client authentication using 
(Username, Password) SRPTLS. 

SUPL 3.0 Security Concept Overview II 
0426. The following two options are considered for SUPL 
3.0 security 

Option I Option II 

ACA (A) ACA (A) 
GBA (B) GBA (B) 
User Mode ULP (C) User Mode TLS (D) 

0427. The following discussion presents both options and 
discuss advantages and potential disadvantages of each 
approach 

User Mode Offline Procedures 

0428 User Mode (Offline) 
0429 User and SLP operator agree on (Username, Pass 
word) 
0430. Other assumptions 

0431 SET has URL of SLP 
0432) SET has appropriate root certificates for authen 
ticating SLP 

User Mode ULP: Concept Overview I 
0433 User Mode ULP: Based on (Username, Pass 
word) 

0434 First perform TLS handshake with server certifi 
cates to establish a secure connection 

0435 (Username, Counter, Digest) added to all ULP 
messages sent by the SET, with Digest computed as 
0436 ULP Message Z is the ULP Message with 
Digest field set to Zeroes 

0437 User ULP IK=SHA-256(Usernamel": 
|Password:"ISLP Domainl":SUPL30ULP) 

0438. Digest=HMAC-SHA-256-32(User ULP IK, 
ULP Message Z) 

0439 SET adds (Username, Counter, Digest) to all 
messages, SLP verifies 

User Mode ULP: Concept Overview II 
0440 TLS with server certificates used for server 
authentication and encryption 

0441 New parameters are added to ULP messages from 
the SET. (Username, Counter, Digest) 

0442 SLP verifies Counter and Digest before process 
ing ULP message content 

access to GBA infrastructure. 
This is a new security method. 

0443) Purpose of the Counter is to enable replay detec 
tion 

0444 Counter is reset in receiver and sender for every 
ULP Session 

0445. At sender, the Counter is incremented every mes 
Sage and added to the ULP message 

0446. At receiver, Counter is compared against the 
value expected. If replay detected, exit with error. Oth 
erwise, message passes replay protection. 

User Mode TLS: Concept Overview 
0447 User Mode TLS: Based on (Username, Pass 
word) 

0448 First performTLS handshake with server certifi 
cates to establish a secure connection 

0449 SLP sends “Hello Request” to initiate TLS rene 
gotiation. Then SET & SLP perform TLS-SRP hand 
shake (SRP-Secure Remote Password) to authenticate 
user using (Username, Password). 

0450. The first secure connection is required to hide the 
username in TLS-SRP handshake. 

Option I: Online Procedures Overview 
0451 SET initiates TLS Handshake, indicating in the 
TLS support for GBA and/or User Mode by selecting the 
appropriate cipher Suites. 

0452 SLP decides whether to proceed with GBA mode 
or User Mode 

0453. If GBA mode, then 
0454 Continue TLS handshake as for TLS-PSK 
using GBA to establish secure tunnel 
0455 Provides mutual authentication 

0456 Exchange data in secure channel 
0457. If User mode, then 
0458 Continue TLS handshake with server certifi 
cates to establish secure channel 
0459 SET Authenticates the SLP 

0460) Exchange data in secure channel 
0461 New parameters are added to ULP messages 
from the SET (Username, Counter, Digest) which 
allow the SLP to authenticate the User 

Option I: Online Procedure Details TLS Handshake 
0462 SET->SLP: Client Hello: 

0463 Indicates all supported cipher suites 
0464) If SET supports GBA, then indicate support 
for TLS-PSK cipher suite(s) 
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0465. If SET supports User Mode, then indicate 
support for TLS with server certificates 
SLP-sSET: Server Hello: 

0467 Indicates chosen cipher suite 
0468. If SLP selects GBA mode, then SLP indi 
cates a TLS-PSK cipher suite 

0469 If SLP selects User Mode, the SLP indicates 
cipher suite for TLS with server certificates 

0470 Call flow proceeds as for selected cipher suite 

0466 

Option I: Online Procedure Details—After TLS Handshake 
0471 GBA Mode 

0472. SET and SLP start communicating over secure 
channel 

0473 User Mode 
0474 SET and SLP start communicating over secure 
channel 

0475 New parameters are added to ULP messages 
from the SET. (Username, Counter, Digest) 
0476 SLP verifies Counter and Digest before pro 
cessing ULP message content 

0477 Purpose of the Counter is to enable replay 
detection 
0478 Counter is reset in receiver and sender for 
every ULP Session 

0479. At sender, the Counter is incremented 
every message and added to the ULP message 

0480. At receiver, Counter is compared against 
the value expected. If replay detected, exit with 
error. Otherwise, message passes replay protec 
tion. 

Option II: Online Procedures Overview 
0481 SET initiates TLS Handshake, indicating in the 
TLS support for GBA and/or User Mode by selecting the 
appropriate cipher Suites. 

0482 SLP decides whether to proceed with GBA mode 
or User Mode 
0483 If GBA mode, then 

0484 1. Continue TLS handshake as for TLS-PSK 
using GBA to establish secure tunnel 
0485 Mutual authentication 

0486 2. Exchange data in secure channel 
0487. If User mode, then 
0488 1. First continue TLS handshake with server 
certificates to establish secure channel 
0489. SET Authenticates the SLP 

0490 2. Performs TLS-SRP handshake (messages 
exchanged inside the secure channel) 
0491 SLP Authenticates the user 
0492 Results in new session keys 

0493 3. Exchange data in secure tunnel protected 
by new session keys 

Option II: Online Procedure Details—First TLS Handshake 
0494 SET-e SLP: Client Hello: 
0495 Indicates all supported cipher suites 

0496 If SET supports GBA, then indicate support 
for TLS-PSK cipher suite(s) 

0497. If SET supports User Mode, then indicate 
support for TLS with server certificates and TLS 
SRP 

Mar. 14, 2013 

0498 SET does not provide username at this time, if 
required will be provided in the next TLS handshake 

0499 SLP->SET: Server Hello: 
0500 Indicates chosen cipher suite 

0501. If SLP selects GBA mode, then SLP indi 
cates a TLS-PSK cipher suite 

0502. If SLP selects User Mode, the SLP indicates 
cipher suite for TLS with server certificates 

0503 Call flow proceeds as for selected cipher 
Suite 

Option II: Online Procedure Details. After First TLS 
Handshake 

0504 GBA Mode 
(0505 SET and SLP start communicating over 

secured channel 
0506 User Mode 
0507 SLP->SET: Hello Request 

0508. Initiates renegotiation 
0509 SET-e SLP: Client Hello 
0510 Indicates support for TLS-SRP 
0511 Includes Username as per TLS-SRP speci 
fications 

0512 SET-e SLP: ServerHello 
0513 Indicates selection of TLS-SRP 

0514) Exchange continues as per TLS-SRP 
0515. Following successful handshake, SET & SLP 
begin exchanging data over secured channel. 

SUPL NIT Protection 

0516 SUPL INIT protection in SUPL 3.0 is based on 
SUPL INIT protection mechanism in SUPL 2.0 and uses 
a Message Authentication Code (MAC) attached to 
SUPL INIT 

0517. Two methods for authentication 
0518 GBA mode: (Key Identity, SUPL INIT 
ROOT KEY)=(B-TID, Ks) 
0519 (B-TID, Ks) are bootstrapped off of BSF 

0520. User Mode: authentication uses (Username, 
Password) 

0521. SUPL INIT Protection is the same for Option I 
and Option II 

SUPL INIT Protection Mechanism 

0522 Three types of Protection offered in SUPL v3.0: 
0523 NULL 

0524. No security 
0525 GBA Mode Protection 
0526 Identical to SUPL v2.0 Basic Protection 

0527 User Mode Protection 
0528 Authentication based on (Username. Pass 
word) 

0529. Adds random value to prevent dictionary 
attacks 

0530 Adds time to prevent replay 

SUPL INIT GBA Mode Protection 

0531. Ifusing GBA authentication, then the SUPL INIT 
Protector parameter consists of: 

0532. Key Identifier—GBA B-TID (length variable). 
0533 GBA ReplayCounter (length=2 octets). Prevents 
replay 
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0534 SUPL INIT GBA MAC (length=4 octets). 
Authenticates the message. 
0535. The SUPL INIT GBA MAC parameter is 
generated as follows: 

0536 SUPL INIT GBA MAC=HMAC-SHA256-32 
(SUPL INIT GBA IK, SUPL INIT Z) 

0537 SUPL INIT GBA IK=HMAC-SHA256-128 
(SUPL INIT ROOT KEY, “GBA IK) 

0538 SUPL INIT ROOT KEY is the GBA key Ks 
(int/ext )NAF corresponding to B-TID 

0539 SUPL INIT Z is the SUPL INIT message with 
the SUPL INIT GBA MAC field set to all Zeroes. 
0540 GBA ReplayCounter is reset when Key Iden 
tifier is reset 

SUPL INIT User Mode Protection 

(0541. Ifusing User Mode security, then the SUPL INIT 
Protector parameter consists of: 

(0542 SUPL INIT RAND (length=8 octets) This may 
be a random value unique for this message to prevent 
dictionary attacks on the password. 

(0543 SUPL INIT TIME (length=4 octets). Time of 
sending message. Stops replay. 

(0544 SUPL INIT USER MAC (length=4 octets). 
Authenticates the message. 
(0545. The SUPL INIT USER MAC parameter is 

generated as follows: 
(0546 SUPL INIT USER MAC=HMAC-SHA256 
32(SUPL INIT USER IK, SUPL INIT Z) 

0547 SUPL INIT USERIK=SHA-256 (User 
name:'Password “:”ISLP Domainl": 
SUPL30INIT) 

(0548 SUPL INIT Z is the SUPL INIT message with 
the SUPL INIT USER MAC field set to all Zeroes. 

Comparison of User Modes 
0549 

Plus Delta 

Option I: User Requires no Security distributed over 
Mode ULP change to two layers: TLS and ULP 

existing TLS Security not transparent 
implementation to ULP layer 

Potentially higher 
implementation risk since 
ULP implementation may 

Security 
Method 

ACA 

GBA 
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-continued 

Plus Delta 

be performed by non 
Security experts. 

Option II: User Security More complex TLS 
Mode TLS provided by implementation 

transport layer 
(single layer 
Security) and 
thus 
transparent to 
ULP layer 

Summary 
0550 Two new security models are considered in SUPL 
3.0 

0551 Option I: User Mode ULP 
0552 Option II: User Mode TLS 

0553. The two new security models use (Username, 
Password) client authentication while server authen 
tication and encryption are based on legacy server 
authenticated TLS. 

0554. Both options are bearer agnostic security mod 
els and are thus Suitable for SUPL 3.0. 

0555 Legacy security models (ACA and GBA) may 
still be used where applicable and desirable. 

Additional Embodiment 5 

Introduction 

0556) Security in OMA SUPL 2.0 is access network 
specific: 
0557. ACA (Alternative Client Authentication) 
requires access to the core network to identify SET 
based on Source IPAddress 

0558 GBA (Generic Bootstrapping Architecture) 
only applicable to 3GPP/3GPP2 networks 

0559 SEK (SUPL Encryption Key) only applicable 
to WiMAX networks 

0560. A new requirement in OMA SUPL 3.0 calls for an 
authentication mechanism applicable to all access net 
works. This embodiment describes a new security 
mechanism applicable to all access networks: 
0561 Simple framework based on “username?pass 
word' authentication 

0562 Legacy ACA and GBA based security are also 
Supported 

SUPL 3.0 Security Concept Overview I 
Security for SUPL 3.0 is Based on Three Security Methods: 
0563 

Description Comments 

Alternative Client Authentication as For SUPL deployments with 
Supported in SUPL 1.0 and 2.0. Server medium security requirements 
authentication and encryption using and with access to IP address 
server authenticated TLS. Client client verification. This is a 
authentication using IP legacy security method. 
address/MSISDN consistency checking 
involving core network. 
GBA based security as supported in For SUPL deployments with 
SUPL 2.0. Only applicable to high Security requirements and 
3GPP3GPP2 networks. Server and with access to GBA 
client authentication and encryption infrastructure. This is a legacy 
using PSK-TLS. Security method. 
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Security 
Method Description Comments 

User Mode Server authentication and encryption For SUPL deployments with 
TLS using server authenticated TLS. Client 

authentication using (Username, 
Password) SRP TLS. 

no access to GBA 

security method. 

high security requirements and 

infrastructure. This is a new 

SUPL 3.0 Security Concept Overview II 
0564) ACA and GBA are access network specific but 
may be used where applicable and depending on the 
SUPL operator's choice. 

0565 User Mode TLS is access network independent 
and can be viewed as an enhancement of ACA. 

User Mode TLS Overview I 

0566) Public Key TLS Server Authentication H-SLP 
and SLP are connected secure; H-SLP is authenticated 
but SET is not. 

0567 Username/Password TLS-SRP Client Authenti 
cation H-SLP and SLP are connected secure; both 
H-SLP and SET are authenticated. 

0568. User Mode TLS 
0569. Server is first authenticated using public key 
TLS as in ACA producing a secure encrypted IP con 
nection 

0570 Client is next authenticated based on TLS-SRP 
(Secure Remote Password) using pre-provisioned 
Username/Password in both the SET and SLP 

User Mode TLS Overview II 

0571 Simple Username/Password mechanism may 
pose problems and/or threats: 
0572. Username/Password may be stolen and used 
on different devices 

0573 Username/Password may be voluntarily given 
away and used simultaneously on different devices 

(0574. This can be solved by: 
(0575) Use of Username/Password only for the first 
SUPL session immediately after SUPL service acti 
Vation. 

0576. During the first SUPL session, SLP creates 
new Username/Password and sends to the SET (using 
the secure IP connection created by the initial User 
name/Password). 

0577 SET then replaces initial Username/Password 
with new Username/Password and deletes old User 
name/Password. 

(0578. Device is then bound to SUPL subscription by 
user-invisible Username/Password created by the SLP 

0579 All future TLS sessions then use the new User 
name/Password created by the SLP. 
0580. Other devices can then not use the Username/ 
Password 

User Mode TLS in 4 Steps 
0581 Step 1: User and SLP operator agree on tempo 
rary username & password: (Username temp, Pass 
word temp). 

0582 Step 2: The first SUPL session is established. 
Server authentication and ciphering are performed 
based on server authenticated TLS. Client authentica 
tion is performed based on TLS-SRP (SRP-Secure 
Remote Password) using the agreed (Username temp. 
Password temp). 

0583 Step 3: Within the first SUPL session, the SLP 
generates new and cryptographically strong (Username, 
Password) which it sends to the SET. SET replaces 
(Username temp. Password temp) with (Username, 
Password). SET stores (Username, Password) in secure 
location. 

0584) Step 4: all subsequent TLS sessions use server 
authentication and ciphering based on server authenti 
cated TLS. Client authentication is performed based on 
TLS-SRP using (Username, Password). 

User Mode TLS Step 1 Details 
0585 User and SLP operator agree on temporary user 
name and password: (Username temp, Password 
temp) 

0586) (Username temp, Password temp) may be pro 
visioned in the SET in various ways: 

0587. Over The Air provisioning by the operator 
0588) Provisioning at an operator's store (flashing of 
the SET) 

0589 Username and password sent by mail or obtained 
online and entered by SET user 

0590 other 
0591 SET has been provisioned with the URL of the 
SLP 

0592) SET has been provisioned with the appropriate 
root certificates required for authenticating the SLP 

User Mode TLS Step 2 Details 
0593. First TLS handshake of the first SUPL session to 
initiate server authentication and encryption: 

0594 SET->SLP: Client Hello indicating support for 
TLS with server certificates and TLS-SRP 

0595 SLP->SET: Server Hello indicating cipher suite 
for TLS with server certificates 
0596) Second TLS handshake to initiate client 
authentication 

0597. SLP->SET: Hello Request to initiate renegotia 
t1On 

0598 SET->SLP: Client Hello indicating support for 
TLS-SRP and including Username temp as per TLS 
SRP specifications 

0599 SLP->SET: Server Hello indicating selection of 
TLS-SRP 

0600 Client authentication is performed based on 
(Username temp. Password temp) 
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0601 New session keys are produced (for this session 
only) 
0602 SET and SLP can now conduct SUPL session 
over secured channel 

User Mode TLS Step 3 Details 
0603 SLP creates cryptographically strong (Username, 
Password) based on temporary username and password 
(Username temp, Password temp). 

0604 First SUPL message from SLP to SET carries 
cryptographically strong (Username, Password). 

0605 SET replaces temporary (Username temp, Pass 
word temp) with (Username, Password). 

0606 SET discards temporary (Username temp, Pass 
word temp). 

0607 SET stores (Username, Password) in secure loca 
tion. 

0608 NOTE 1: this step may not be performed if the 
SLP operator was able to provision the Username/Pass 
word securely in the SET without involving the user 
0609 NOTE 2: for 3GPP/3GPP2 initial access, the 
SLP can verify in the core network that the SET IP 
address is associated with the SET MSISDN or IMSI 
to further verify the SET belongs to the user 

User Mode TLS Step 4 Details 
0610 For subsequent TLS session establishment: 
0611 TLS handshake to initiate server authentica 
tion and encryption: 
0.612) SET->SLP: Client Hello indicating support 
for TLS with server certificates and TLS-SRP 

0613. SLP->SET: Server Hello indicating cipher 
Suite for TLS with server certificates 

0.614 Second TLS handshake to initiate client 
authentication: 
0615 SLP->SET: Hello Request to initiate rene 
gotiation 

0616) SET->SLP: Client Hello indicating support 
for TLS-SRP and including Username as per TLS 
SRP specifications 

0.617 SLP->SET: Server Hello indicating selec 
tion of TLS-SRP 

0618 Client authentication is performed based on 
(Username, Password) 

0619 New session keys are produced 
0620 SET and SLP can now conduct SUPL session 
over secured channel 
0621 NOTE: although PSK-TLS could be used 
for Subsequent access once a cryptographically 
secure Username/Password is provided, reuse of 
TLS-SRP may be implemented with reduced com 
plexity 

SUPL INIT Protection Overview 

0622 SUPL INIT protection in SUPL 3.0 is based on 
SUPL INIT protection mechanism in SUPL 2.0 and uses 
a Message Authentication Code (MAC) attached to 
SUPL INIT 

0623. Two types of Protection offered in SUPL v3.0: 
0624 GBA Mode Protection 

0625. Identical to SUPL v2.0 Basic Protection 
0626. User Mode Protection 
0627 Authentication based on (Username, Pass 
word) created by the SLP (i.e., not using initial User 
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name/Password (Username temp, Password temp) 
used for service activation). 

0628 NULL Protection is also supported and may be 
used based on operator's choice. 

SUPL INIT User Mode Protection I 

0629. If using User Mode TLS security, then the SUPL 
INIT Protector parameter consists of: 

0630 SUPL INIT TIME (length=4 octets). Time of 
sending message. Stops replay. 

0631 SUPL INIT USER MAC (length=4 octets). 
Authenticates the message. 
0632. The SUPL INIT Protector is added to each 
SUPL INIT message and allows the SET to check the 
authenticity of the received SUPL INIT message. 

0633 For exception cases (e.g. SET and SLP out of 
synch) where an operator uses SUPL INIT protection, 
null SUPL INIT protection may be used temporarily 
to reprovision the SET as long as this is explicitly 
indicated to the SET (e.g. via a reset command) so that 
a Denial of Service attack cannot take advantage of 
this by sending unprotected SUPL INITs to a large 
number of SETs 

SUPL INIT User Mode Protection II 

0634. The SUPL INIT USER MAC parameteris gen 
erated as follows: 

0635 SUPL INIT USER MAC=HMAC-SHA256 
32(SUPL INIT USER IK, SUPL INIT Z) 

0636 SUPL INIT USERIK=SHA-256 (User 
name:'Password “:”ISLP Domainl": 
SUPL30INIT) 

0637 SUPL INIT Z is the SUPL INIT message with 
the SUPL INIT USER MAC field set to all Zeroes. 

Summary 

0638 A new security model is described for SUPL 3.0: 
User Mode TLS. 

0639. User Mode TLS uses (Username, Password) cli 
ent authentication while server authentication and 
encryption are based on legacy server authenticated 
TLS. 

(0640 SUPL INIT protection supported also in User 
Mode TLS. 

0641 User Mode TLS is a bearer agnostic security 
model and is thus Suitable for SUPL 3.0. 

0642 Legacy security models (ACA and GBA) may 
still be used depending on SUPL operator's choice. 

Recommendation 

0643 User Mode TLS may be adopted as security 
model for SUPL 3.0. 

0644 Support may be maintained for legacy ACA and 
GBA security models. 

SUPL 3.0 Access SLP (A-SLP) 
0.645. For a roaming subscriber, support of precise posi 
tioning can be difficult for an H-SLP provider but much 
easier for a location provider in the local roaming area 
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0646) Operators may in some cases have business rela 
tionships with other operators and providers that could 
make temporary use of an H-SLP belonging to operator 
A beneficial to a subscriber of operator B 

(0647 SUPL 3.0 RD includes requirements oriented to 
more widespread availability of and easier access to 
SLPS: 

0648 SUPL-EMER-03: SUPL SHALL support SET 
Initiated and Network Initiated positioning for emer 
gency location requests 

0649 SUPL-HLF-18: SUPL SHALL support SLP 
service discovery 

0650) Some subscribers may not have an H-SLP—e.g. 
home operator does not support SUPL or may have 
opted out of H-SLPSUPL support 

0651 Some operators may wish to extend SUPL Sup 
port to roaming Subscribers—e.g. those without an 
H-SLP or whose H-SLP cannot adequately support loca 
tion in a particular roaming area 

Access SLP (A-SLP) 

0652) An A-SLP can belong to an access network pro 
vider, be associated with an access network or Support 
the geographic area of an access network 

0653. An A-SLP can support SUPL 3.0 in a manner 
almost identical to an H-SLP e.g. including all net 
work and SET initiated services 

0654) A SET will need to discover or be provided with 
information about an A-SLP (e.g. A-SLP address and 
security parameters) 

0655 Possible information sources are the access net 
work, H-SLP as well as independent (non-standardized) 
discovery 
0656 A-SLP security should reuse methods defined 
for an H-SLP—e.g. avoid a different authentication 
method 

0657. A SET and A-SLP can interact for a limited 
pre-agreed time period to support SUPL 3.0 services 
for both external SUPL Agents and the SET 

Possible A-SLP Usage 

0658) SET communicates with SLP using ULP 3.0 
messages via Access Network and communicates with 
H-SLP using ULP 3.0 messages via Home Network 
(optionally used to discover and verify A-SLP). 

0659 A-SLP communicates with a SUPL Agent via 
MLP. 

Example User Cases 

0660 Example 1- User visiting a new city, town, tour 
ist site etc. 

0661 H-SLP may only be able to supportabsolute loca 
tion and not always accurately (e.g. if inside a building) 
and may not be able to provide ancillary information 
Such as points of interest, maps, weather/traffic informa 
tion etc. 

0662 An A-SLP could provide more continuous pre 
cise location Support together with application level ser 
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vices (not part of SUPL) such as direction finding, points 
of interest, maps, weather/traffic etc. 
0663 Example 2 Emergency Call Support 

0664) If an A-SLP also supports E-SLP capability, the 
discovery of an A-SLP by a SET may assist a later IP 
based emergency call 

0.665. The SET then has the option of obtaining its 
approximate location from the A-SLP and including it in 
the emergency SIP INVITE thereby assisting call rout 
1ng 
0666. The prior association between the SET and the 
A-SLP/E-SLP may also assist with later more accu 
rate location for PSAP dispatch 

A-SLP Security-1 
0667 Allow same security procedures as for an H-SLP 
0668. A suitable security method is User Mode TLS as 
described in OMA-LOC-2010-0xyz-INP SUPL 3.0 
Security—e.g. this does not require Support of GBA, 
3GPP/3GPP2 only access, ability to directly configure 
the SET 

0669. The A-SLP operator or H-SLP operator (where 
there is a business relationship between both operators) 
can assign the initial Username/Password 

0670. The A-SLP can then replace the initial Username/ 
Password with new values on the first SUPL session to 
avoid use of the Username/Password by other devices 

0671 Although the A-SLP operator may not always be 
able to verify that the SET provisioned with the User 
name/Password belongs to the intended user, this may 
not matter for A-SLP services primarily focused on SET 
initiated service and charged at the same rate for all 
roaming users 
0672 NOTE: in most cases, the user may report loss 
of access to the A-SLP to the A-SLP provider (e.g. if 
the initial Username/Password is obtained and used 
by another user), allowing the current Username/ 
Password to be deactivated and replaced by a new 
Username/Password 

A-SLP Security-2 
0673. As an option, the H-SLP may be used to discover, 
verify and help support security for an A-SLP 

0674) A SET could send a ULP request to the H-SLP 
with one of these parameters 
0675 (A) Current SET location or serving access 
network identity 

0676 (B) An already discovered A-SLP address (e.g. 
found online or provided by the access network) 

0677 For (A), the H-SLP can return the address of a 
trusted A-SLP serving the local area 

0678 For (B), the H-SLP can indicate if the A-SLP is 
trusted, not trusted or is unknown to the H-SLP 
0679. For (A) and for (B) in the trusted case, the 
H-SLP can optionally provide an initial Username/ 
Password to the SET assigned either by the A-SLP or 
H-SLP (for which some additional interaction 
between either the A-SLP and H-SLP or the associ 
ated providers will then be required to transfer the 
Username/Password and user identification) 

SUPL 3.0 AD and TS Impacts 
0680 Define an A-SLP (along with the existing H-SLP, 
V-SLP, E-SLP) 

0681 Define or reference suitable discovery mecha 
nisms 
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0682 Indicate use of User mode TLS security 
0683. Add any suitable H-SLP support for A-SLP dis 
covery, Verification and security 

0684 Allow a SET and A-SLP to restrict supported 
services to a subset of those used for H-SLP interaction 
(as already Supported in existing SUPL 3.0 message 
flows where each end informs the other of the services it 
will Support for a new session) 

0685 Identify and support any new privacy require 
ments (if any) 

Relationship to H-SLP Services 
0686. An H-SLP provider may choose to support cer 
tain A-SLP providers with whom there is some business 
relationship 

0687. An H-SLP provider may also offer support as an 
A-SLP provider to roaming subscribers from other 
operators 

0688 SETs could be configured to control A-SLP 
access as follows: 
0689 a) Always use H-SLP and prohibit A-SLP use 
(0690 b) Prefer H-SLP but allow A-SLP use subject 

to H-SLP approval (e.g. allow A-SLP access only 
when there is a roaming agreement with the H-SLP 
provider) 

(0691 c) Allow the SET to freely decide H-SLP vs 
A-SLP use based on its own criteria, or 

0692 d) Always use A-SLP (e.g. applicable when 
there is no H-SLP) 

(0693. The net result may be to increase SUPL 3.0 usage 
and associated deployment which would benefit provid 
ers and users 

(0694. A-SLP support may be included as part of SUPL 
3.0 

(0695) Reuse H-SLP security support and allow H-SLP 
to assist or control A-SLP access 

0696 Allow for some level of non-SUPL support (e.g. 
regarding A-SLP discovery and interaction between 
A-SLP and H-SLP providers) 

Additional Embodiment 6 

Introduction 

0697. This embodiment uses device certificates for cli 
ent authentication. 
(0698 SUPL 3.0 Security Concept Overview I 

ACA Alternative Client For SUPL deployments 
Authentication as Supported with medium security 
in SUPL 1.0 and 2.0. Data requirements and with 
secured using TLS with access to IPAddress client 
Server authentication based verification. This is a 
on server certificates. legacy security method. 
Client authentication using 
IPAddress. MSISDN 
consistency checking 
involving core network. 

GBA GBA based security as 
Supported in SUPL 2.0. 
Only applicable to 
3GPP3GPP2 networks. 
Data secured using TLS 
PSK with mutual 

For SUPL deployments 
with high security 
requirements and with 
access to GBA 
infrastructure. This is a 
legacy security method. 
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-continued 

authentication based on a 
shared key established 
using GBA. 
Data secured using TLS For SUPL deployments 
with mutual authentication with high Security 
using server certificates for requirements and no access 
server authentication and to GBA infrastructure. This 
manufacturer-provisioned is a new security method 
device certificates for client for SUPL v3.0. 
authentication. 

Device 
Certificates 

SUPL 3.0 Security Concept Overview II 

0699 ACA and GBA are access network specific but 
may be used where applicable and depending on the 
SUPL operator's choice. 

0700. The new security model of this embodiment is 
client authentication using device certificates. Device 
certificate based client authentication is access network 
independent and can thus be used for all types of access 
networks and devices (i.e. non 3GPP/3GPP2 access net 
works and devices are Supported). 

Device Pre-Provisioning 

0701. During manufacture, the Manufacturer provi 
sions into the SET 
0702. A private key which is unique to that SET 
device 

0703. A certificate that binds the corresponding pub 
lic key to one or more globally-unique SET device 
identities (e.g. serial number, IMEI or MSID). 

0704. One or more chain of certificates back to well 
known Certificate Authorities that would be trusted by 
the potential SLPs 

(0705. Note: If there is no chain back to a CA trusted by 
the SLP, then the SLP will not trust the SET authentica 
tion 

(0706 The SLP is responsible for ensuring that the SET 
is provisioned with one or more root certificates that can 
be used to verify the SLP's certificate 
0707. These root certificate(s) may be provisioned 
during manufacture or distribution of SET, 

(0708. These root certificate(s) may be bundled with 
the SUPL client Software. 

0709) Note: If there is no chain of certificates from 
the SLP certificate back to one of these root certifi 
cates, then the SET will be unable to authenticate the 
SLP 

0710 OMA-LOC may specify a common template or 
profile for certificates to simplify and unify implemen 
tation and testing 

Device Certificate Summary 

07.11 
0712. The subscriber securely verifies to the SLP that 
this device should be associated with their subscrip 
tion 

0713) Step 2: Runtime TLS Handshakes 
0714 First: perform server authenticated TLS hand 
shake using server certificate 

Step 1: Subscriber Authorization (out of scope) 
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0715) Next: inside encrypted TLS tunnel, perform 
mutually-authenticated TLS handshake using server 
certificate and client certificate. 

0716 Now data can be exchanged securely 

(Out of Scope) Subscriber Authorization I 
0717. The SLP knows which subscriber should be asso 
ciated with an (authenticated) SET, since only the SET 
identity is authenticated, not the subscriber identity. 

0718. This happens as often as the subscriber switches 
between SETs 

0719. It may not be sufficient for the user to provide the 
SET identity to the SLP 
0720 Reason: User 1 can provide SET ID of User 2 
to the SLP and say “this is my SET. Then the SLP 
may provide details of User 2 location to User 1 
without User 2 being aware what is happening. 

0721. A secure method is used to securely associate the 
Subscriber with the SET ID 
0722 Method is left out-of-scope. 
0723. Some systems already have mechanisms to 
securely associate device identity with subscriber 
(e.g. Apple, Blackberry) 

0724 Example method provided below. 

(Out of Scope) Subscriber Authorization II 
0725. An example method for securely associating a 
subscriber with device identity 
(0726 SLP Operator prompts the subscriber to con 

nect to an SLP-owned website while using the SET. 
0727 Subscriber connects to website (possibly 
WAP) while using the SET. 

0728 Web server requests TLS handshake with 
device certificate and web-server certificate 
0729. This certificate may be distinct from the SLP 
servicer 

0730. The subscriber performs some (out of scope) 
authentication with the website. For example, the 
website could request an SLP-specific username/ 
password, or federated username?password or other 
subscriber details such as address, date of birth, etc. 

0731. The SLP operator has now securely associated 
the subscriber with the device identity and should 
store this association in the SLP 

Runtime TLS Handshakes Overview 

0732 Device Certificate based client authentication 
0733 Server is first authenticated using public key 
TLS as in ACA producing a secure encrypted IP con 
nection 

0734. This preserves anonymity by hiding device iden 
tity in device certificate 
(0735. Next, the Client and Server perform mutually 

authenticated TLS based on server certificates and 
device certificates 

Run-Time TLS Handshakes Details 

0736. First TLS handshake of the first SUPL session to 
initiate server authenticated secured tunnel: 
(0737 SET->SLP: Client Hello indicating support 

for TLS with server certificates and device certificates 
(0738 SLP->SET: Server Hello indicating cipher 

suite for TLS with server certificates 
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(0739 SLP-->SET: complete TLS handshake to 
establish secured tunnel 

0740 Second TLS handshake to perform mutual 
authentication 
0741. SLP->SET: Hello Request to initiate renego 
tiation 

0742) SET->SLP: Client Hello indicating support 
for TLS with server certificates and device certificates 

0743. SLP->SET: Server Hello indicating selection 
of TLS with server certificates and device certificates 

0744 SLP-->SET: complete TLS handshake to 
establish secured tunnel 

0745) SET and SLP can now conduct SUPL session 
over Secured channel 

Certificate Revocation 

0746 Both device and server certificates can be revoked 
0747. Both device and server can use methods such as a 
Certificate Revocation List (e.g. RFC3280) or Online 
Certificate Status Protocol (OCSP) RFC2560 to check 
if the device certificate has been revoked 

0748. The specific method is a stage 3 consideration. 

SUPL INIT Protection Overview 

0749 SUPL INIT protection in SUPL 3.0 is based on 
SUPL INIT protection mechanism in SUPL 2.0 and uses 
a Message Authentication Code (MAC) attached to 
SUPL INIT 
(0750. This security is to prevent denial of service 

attacks on the SLP. 
(0751 SUPL v3.0 offers the same protection as SUPL 

v2.0: 
0752 Mode A Protection 

0753. Applies if using GBA-based client authenti 
cation 

0754 Identical to Basic Protection from SUPL 
v2.0 

0755. Uses GBA-based SUPL INIT ROOT 
KEY 

0756 Mode B Protection 
(0757. SUPL v3.0 adds support using SLP-provi 

sioned SUPL INIT ROOT KEY 
(0758 Supports ACA and Device-Certificate client 

authentication 
(0759 NULL Protection is also supported and may be 
used based on operator's choice. 

0760 SUPL v3.0 adds mechanism for SLP to provision 
SUPL INIT ROOT KEY 

Mode B Protection SUPL INIT ROOT KEY 

0761) Mode B SUPL INIT protection requires the SLP 
to provision a SUPL INIT ROOT KEY to the device 

0762. The SUPL INIT ROOT KEY is unique to this 
combination of device and subscriber 

0763) Note that the SUPL INIT ROOT KEY can be 
used only for providing protection to the SLP against 
denial-of-service attack 

0764 Disclosing the key will not reveal any user data 
0765 Disclosing the key will only add one extra device 
that could be involved in a Denial of Service Attack 

0766. Since each SUPL INIT ROOT KEY has little 
value, the key can be effectively “permanent' and stored 
with other details associated with the subscription. 
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0767 That is, a special server is not necessary to secure 
these keys. 

O768. Note: the SET deletes SUPL INIT ROOT KEY 
if the UICC is removed, since this indicates a change of 
ownership. 

Mode B Procedures 

0769 
(0770 
0771) 
0772 
SET 

(0773) 
KEY 

0774. If no SUPL INIT ROOT KEY has been provi 
sioned, then the SET accepts the first SUPL INIT mes 
sage it receives from the SLP without verifying the 
MAC. 

0775 Mode B Usage with a SUPL INIT ROOT KEY 
0776. Once SUPL INIT ROOT KEY has been provi 
sioned, then the SET accepts SUPL INIT message it 
receives from the SLP if the MAC and the time are 
verified correctly and does not accept SUPL INIT mes 
Sage otherwise 

(0777 Mode B Exception Hard Reset 

Mode B Initiating Provisioning 
Procedures for initiating Mode B Provisioning 
Mode B Provisioning 
SLP provisions SUPL INIT ROOT KEY to the 

Mode B Usage without a SUPL INIT ROOT 

Mode B Initiating Provisioning 

(0778 Initiating SUPL INIT ROOT KEY provision 
ing, and SUPL INIT ROOT KEY provision occur dur 
ing a (secured) ULP session between the SET and SLP 

0779. Initiating SUPL INIT ROOT KEY Provision 
ing 
0780. If, at the beginning of a secured ULP session, 
the SET notices that it does not have a SUPL INIT 
ROOT KEY, then the SET initiates SUPL INIT 
ROOT KEY provisioning by including a SUPL INI 
T ROOT KEY Request indicator in the first ULP 
message. 

0781. Note that the SET may be configured to originate 
a SUPL session (to request a SUPL INIT ROOT 
KEY) after some number of SUPL INIT failures over a 
period of time if a session does not otherwise occur. 

0782. If the SLP suspects that the SUPL INIT ROOT 
KEY in the SET has been corrupted (e.g., if the SET has 
not been responding to SUPL INIT messages for some 
time), then the SLP may initiate SUPL INIT ROOT 
KEY Provisioning following receipt of the first ULP 
message from the SET 

Mode B Provisioning 

0783. Note: This procedure follows “Mode B Initiating 
Provisioning 

0784. If the SLP has chosen not to support Mode B 
Protection, then the SLP sends an appropriate indication 
to the SET 

0785. Otherwise 
0786 The SLP obtains SUPL INIT ROOT KEY 

0787. If the SLP has an existing SUPL INIT ROOT 
KEY associated with this combination of SET and sub 
scriber, then the SLP retrieves this value from its records 
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0788. If the SLP does not have an existing SUPL INIT 
ROOT KEY associated with this combination of SET 
and subscriber, then the SLP generates a fresh SUPL 
INIT ROOT KEY 
0789. The SLP sends the SUPL INIT ROOT KEY 
to the SET as a parameter in a secured ULP message 

0790. The SET stores the value of SUPL INIT 
ROOT KEY. 

0791. The SET may apply some protection to the stored 
value that would allow the SET to later detect if the 
stored value of SUPL INIT ROOT KEY had been cor 
rupted. Examples of Such protection include error cor 
rection and/or an integrity check. 

Mode B Usage without a SUPL INIT ROOT KEY 
0792. The SET may be in a state where Mode B protec 
tion may be applied, but it has no SUPL INIT ROOT 
KEY. Examples include: 
0793. At power-up, before a SUPL INIT ROOT 
KEY has been provisioned. 

0794. The SUPL INIT ROOT KEY has been cor 
rupted or deleted. 

0795. If the SET is in such a state, then the SET accepts 
the first SUPL INIT message it receives from the SLP 
without verifying the MAC 
0796. The SET establishes a TLS session with the 
SLP 

0797. The SET performs Mode B Initiating Provi 
sioning procedures above to request a SUPL INIT 
ROOT KEY 

0798. If the SLP knows that the SET is in such a state, 
then the SLP sends SUPL INIT messages using NULL 
Protection, with the knowledge that the SET will accept 
Such messages anyway. 
0799. In the subsequent ULP session, the SET or SLP 
can use Mode B Initiating Provisioning procedures 
above to initiate provisioning of a SUPL INIT 
ROOT KEY 

Mode B Usage with a SUPL INIT ROOT KEY 
0800 If the SLP believes that the SET has a SUPL 
INIT ROOT KEY, then the SLP adds a SUPL INIT 
Protector to each SUPL INIT message—this allows the 
SET to check the authenticity of the received SUPL 
INIT message. 

(0801) Ifusing Mode B Protection, then the SUPL INIT 
Protector parameter consists of: 

(0802 SUPL INIT TIME (length=4 octets). Time of 
sending message. Stops replay. 

0803 SUPL INIT MODE B MAC 
octets). Authenticates the message. 

0804. If the SET has a SUPL INIT ROOT KEY, then 
the SET accepts the message only if the SUPL INIT 
TIME is valid and the SUPL INIT MODE B MAC 
provided in the SUPL INIT agrees with the value com 
puted by the SET 

(length=4 

SUPL INIT MODE B MAC Computation 
0805. The SUPL INIT MODE B MAC parameter is 
generated as follows: 

0806 SUPL INIT MODE B MAC=HMAC 
SHA256-32(SUPL INIT ROOT KEY, SUPL INIT 
Z) 

0807 SUPL INIT Z is the SUPL INIT message with 
the SUPL INIT MODE B MAC field set to all Zeroes. 
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Mode B Exception Hard Reset 

0808 For exception cases (e.g. SET and SLP out of 
synch) where an operator uses SUPL INIT protection, 
null SUPL INIT protection may be used temporarily to 
reprovision the SET as long as this is explicitly indicated 
to the SET (e.g. via a reset command) so that a Denial of 
Service attack cannot take advantage of this by sending 
unprotected SUPL INITs to a large number of SETs 

0809. This reset command is input directly to the SET to 
prevent introducing new threats. 

Summary 

0810) A new security model for SUPL 3.0: Client 
Authentication using device certificates. 

0811 Device certificates are provisioned at manufac 
ture 

0812 SUPL INIT protection supported also in client 
authentication using device certificates. 

0813 Device certificate based client authentication is a 
bearer agnostic security model and is thus Suitable for 
SUPL 3.O. 

0814 Legacy security models (ACA and GBA) may 
still be used depending on SUPL operator's choice. 

Recommendation 

0815 Client Authentication using device certificates as 
security model for SUPL 3.0. 

0816 Maintain support for legacy ACA and GBA secu 
rity models. 

Additional Embodiment 7 

0817 Security solutions for SUPL 2.0 may not be avail 
able other than over 3GPP, 3GPP2 and WIMax access net 
works (e.g. may not Support WiFi access) and include imple 
mentation of GBA in order to Support strong security. In 
addition, the security solutions may not allow Access related 
SLPs (A-SLPs) to be supported instead of or in addition to 
home operator SLPs (H-SLPs). 
0818. This embodiment makes use of a Username and 
Password assigned to a user or a user's SUPL Enabled Ter 
minal (SET) by an SLP provider to support client (SET) 
authentication using TLS-SRP. A SUPL SET and SLP may 
use public key TLS to allow the SET to authenticate the SLP. 
This may produce a secure TLS/IP connection over which a 
second authentication occurs of the SET by the SLP using 
TLS-SRP (and the pre-agreed Username and Password). This 
may modify the initial secure IP/TLS connection which is 
then used to support a secure SUPL session. The SLP may 
then use this SUPL session to provide a new Username and 
password to the SET to replace the initially assigned User 
name and password. The new Username and Password may 
not be visible to the user; this may prevent a user from using 
the Username and Password in more than one device and may 
protect the user from accidental transfer of the initial User 
name password to other users. The solution may be used for 
both an H-SLP and an A-SLP and does not necessarily require 
use of 3GPP, 3GPP2 or WiMax access networks only. 
0819. Thus, the described embodiments may extend 
SUPL security support to all IP access networks, provide 
stronger security than currently deployed solutions without 
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having to support GBA, and may support an H-SLP and 
A-SLP (section numbers may refer to SUPL 3.0 section num 
bers). 

6. Security Considerations 
0820. This section describes a SUPL Security function 
that enables the SUPL network to authenticate and authorize 
the SET and enables the SET to authenticate and authorize the 
SUPL network. 
0821 NOTE: Unless otherwise specified, the use of the 
acronym TLS refers to any session that can be negotiated 
using a TLS handshake: this includes both TLS 1.1 cipher 
suites and TLS-PSK ciphersuites. 
0822 NOTE: In this section, the following definitions 
apply. A 3GPP bearer network is one for which the standards 
are maintained by 3GPP; these include GSM, GPRS, EDGE, 
WCDMA/TD-SCDMA, LTE and LTE-A bearer networks. A 
3GPP2 bearer network is one for which the standards are 
maintained by 3GPP2; these include cdmaOne, cdma2000 1X 
andcdma200 EV-DO bearer networks. A 3GPP SET (3GPP2 
SET respectively) is a SET whose home network operator 
principally supports data access via a 3GPP bearer network 
(3GPP2 bearer network respectively). A WiMAX SET is a 
SET whose home network operator principally supports data 
access via a WiMAX bearer network. In cases of ambiguity 
(e.g. an operator who supports multiple access types), the 
operator may decide the type of SET. 
0823) NOTE: H-SLP operators should note that the 
authentication methods described herein remain valid for 
SET handover between access networks belonging to the 
same operator or where the SET IP address is not changed. 
The procedures do not take into account Scenarios where the 
SET moves from one access network to another belonging to 
different operators or where the IP address changes. It is 
assumed in these scenarios, that after the hand over to another 
access system, the security context may not be available in the 
terminal and the network and the level of trust between the 
network and terminal may change. 
0824. On powering up and shutting down, detection of a 
new UICC or removal of a UICC, the SET handset MUST 
delete any keys (aside form long-term keys) on the SET 
handset associated with SUPL 3.0, including 

0825 GBA Keys: such as Ks, Ks. NAF, Ks ext NAF 
0826 WIMAX Keys: such as SEK 
0827. TLS Keys: such as pre master secret, master 
secret, and PSK values (aside from long-term keys). 

0828 SUPL Specific Keys: such as keys associated 
with protection of SUPL INIT messages. 

0829 6.1 SUPL Authentication Methods 
Authentication support requirements for SUPL 3.0 are as 
follows: 

0830. Mutual authentication MAY be supported 
between a SET and an H-SLP, 

0831. Mutual authentication MAY be supported 
between a SET and a D-SLP. 

0832 Server authentication MAY be supported 
between a SET and an E-SLP, and mutual authentication 
MAY be supported between a SET and E-SLP. 

SUPL 3.0 supports two classes of SET authentication meth 
ods 

0833 AN-Dependent method, where the credentials are 
bound to the Access Network subscription of the SET 
User. 
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0834 AN-Independent methods, where the credentials 
are bound to the SET, but not directly bound to the 
Access Network subscription of the SET User. Binding 
such credentials to the Access Network subscription of 
the SET User may be achieved using out-of-scope pro 
cedures. See Section 6.6 for more discussion of out-of 
Scope procedures. 

0835. When mutual authentication is performed, the SET 
MAY act on behalf of the SET User via a SUPL Agent 
contained in the SET. 

0836. For AN-Dependent methods, the SET uses the 
security credentials associated with the SET User. 

0837. For AN-Independent methods, the SET uses the 
security credentials associated with the SET. 

0838. Note that a successful authentication of the SET 
User MUST result in a successful identification of the SET 
User's ID (e.g., MSISDN, WIMAX user ID or AN-indepen 
dent user identity). 
0839. Note that when MSISDN is used for identification, 
the SLPMUST performan IMSI to MSISDN binding before 
the MSISDN of the authenticated SET User is securely iden 
tified. 
0840. The details of Key Management can be found in 
section 6.1.2. 
0841 6.1.1 Authentication Methods 
0842 Section 6.1.1.1 lists the authentication methods sup 
ported in this specification. An informative overview of these 
methods is provided in section 6.1.1.2. Section 6.1.1.3 
describes which methods are mandatory or optional in the 
various SUPL 3.0 entities, and lists the protocols required in 
each entity if it is to support a given mutual-authentication 
method. 

0843 6.1.1.1 List of Supported Mutual-Authentication 
Methods 

0844. The SUPL Authentication model requires establish 
ing shared secret keys between the SLP and the SET bound to 
either a removable token Such as a R-UIM/UICC/SIM/USIM 
or the SET handset. 

0845 There are two classes of authentication methods 
specified in this document: 

0846. PSK-based methods, consisting of the following 
methods: 
0847. AN-dependent Generic Bootstrapping Archi 
tecture (GBA)-based method, providing mutual 
authentication; 

0848 AN-dependent SEK based method (only appli 
cable to a WIMAX SLP), providing mutual authenti 
cation; 

0849 Certificate based methods, consisting of the fol 
lowing methods: 
0850 AN-Independent Device-Certificate based 
(DCert) Method, providing mutual authentication; 

0851 AN-dependent Alternative Client authentica 
tion (ACA)-based method, providing mutual authen 
tication; 

0852 AN-Independent SLP-only method (only 
applicable in emergency cases), providing SLP 
authentication only. 

0853 6.1.1.2. Overview of Supported Authentication 
Methods (Informative) 
0854. 1. Generic Bootstrapping Architecture (GBA)- 
Based. TLS-PSK with Generic Bootstrapping Architecture 
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(GBA) GBA provides mutual authentication capability based 
on shared secret that is derived using existing 3GPP/3GPP2 
authentication mechanisms. 

0855 SET and SLP are mutually authenticated using 
TLS-PSK with Generic Bootstrapping Architecture 
(GBA). 

0856. 2. SEK based (only applicable to WIMAX SLP). 
0857 SET and SLP are mutually authenticated using 
TLS-PSK with SEK. The details of SEK method can be 
found in section 6.1.2.1.2. 

0858. 3. Device Certificate (DCert)-based. This AN-Inde 
pendent method uses TLS with 

0859 RSA server certificate to authenticate the SLP to 
the SET, 

0860 RSA client certificate to authenticate the SET to 
the SLP 

0861. 4. Alternative Client authentication (ACA)-based. 
This uses TLS with 

0862 RSA certificate to authenticate the SLP to the 
SET, 

0863. Alternative Client authentication of the SET to 
the SLP (see section 6.1.4). In this case, the SLP authen 
ticates the SET by getting the bearer network to confirm 
the IP address associated with the SET Identifier 
(MSISDN etc.). 

0864 5. SLP-only. This is used in scenarios where it is not 
possible for the SLP to authenticate the SET. This method 
MAY NOT be used for non-emergency cases. The SET can 
not distinguish between this method and ACA-based. This 
uses TLS with 

0865. An RSA certificate to authenticate the SLP to the 
SET, 

0866. The SET is not authenticated. 
0867 6.1.1.3 Support for Mutual-Authentication Meth 
ods and Protocols by Entity 
0868. The four tables below describe what is optional and 
mandatory to support for SUPL 3.0 in various classes of SETs 
and SLP's supporting those SETs: 

0869. The first table indicates those methods that are 
mandatory and those methods that are optional to imple 
ment for SUPL 3.0 in 

0870) 3GPP/3GPP2 SETs, 
0871 SET (R-)UIM/SIM/USIM and 
0872 SLPs supporting 3GPP/3GPP2 SETs; 

0873. The second table indicates those methods that are 
mandatory and those methods that are optional to imple 
ment for SUPL 3.0 in 

0874 WiMAX SETs and 
0875 SLPs supporting those WiMAX SETs; 

0876. The third table indicate those methods that are 
mandatory and those methods that are optional to imple 
ment for SUPL 3.0 in 

0877 SETs that do not support 3GPP/3GPP2 or 
WiMAX, and 

0878 SLPs supporting those SETS. 
0879 The fourth table lists the required protocols for 
the SLP, SET Handset and (where applicable) SET (R-) 
UIM/SIM/USIM for supporting each of the various 
authentication methods. 
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Requirement Status for SUPLAuthentication Method for 3GPP/3GPP2 SETs, 
SET (R-) UIMSIMUSIM and SLPs Supporting 3GPP3GPP2 SETS 
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PSK-based 
methods Certificate Based Methods 

Entity GBA-based ACA-based DCert SLP-only (E-SLP only) 

SET Optional Mandatory. See Optional Mandatory. See Note 1 
Handset Note 2 below. below. 
SET SIM/USIM/(R)- This entity is not This entity is This entity is not involved 
SIMUSIM UIM is involved in involved in this not involved in in this method 
(R)- this method, but it method this method 
UIM already Supports 

the necessary 
algorithm 

HD-SLP Mandatory to support one of these two Optional Not Supported 
methods 

E-SLP Optional Optional Optional Mandatory 

Requirement Status (Mandatory or Optional) of the Requirement Status (Mandatory or Optional) of the 
Various Authentication Methods for 3GPP/3GPP2 Various Authentication Methods for WiMAX SETs, 

SETs and SLPs Supporting these SETs and SLPs Supporting these WiMAX SETs 

0880 NOTE 1: SET Handset support for the SLP-only 0882 
method may be required for emergency cases. 
0881. NOTE 2: The SET procedures for the ACA-based 
method (only for 3GPP and 3GPP2) are identical to the SET 
procedures for SLP-only method. Consequently, 3GPP/ 
3GPP2 SET Handset support the ACA-based method as a 
results of the SLP-only method being required for emergency 
CaSCS. PSK-based 

methods 

SEKGBA 

Requirement Status for SUPL Authentication Method for Entity based 
WiMAX SETs, and SLPs supporting these SETs 

Requirement Status for SUPL. Authentication Method for 
SETs not supporting 3GPP, 3GPP2 and WiMAX, and 

SLPs Supporting these SETs 

Certificate Based Methods 

SLP-only 
ACA-based DCert (E-SLP only) 

SET Not Supported Not Supported Mandatory Mandatory 

PSK-based Certificate Based Methods Handset 
HD-SLP Not Supported Not Supported Mandatory Not Supported 

methods SLP-only E-SLP Not Supported Not Supported Optional Mandatory 

Entity SEK based ACA-based DCert (E-SLP only) 

SET Mandatory Not Supported Optional Mandatory Requirement Status (Mandatory or Optional) of the 
Handset Various Authentication Methods for SETs not 
HD-SLP Mandatory Not Supported Optional Not Supported Supporting 3GPP, 3GPP2 or WiMAX, and SLPs 
E-SLP Optional Not Supported Optional Mandatory Supporting these SETs 

0883 

Algorithms required to Support the Authentication Method between SET and SLP 

PSK-based methods Certificate Based Methods 

GBA-based SEK-based ACA-based 
(3GPP/3GPP (WiMAX (3GPP & 3GPP2 SLP-only 

Entity 2 only) only) only) DCert (E-SLP only) 

SLP GBA & SEK & TLS using server TLS using TLS using 
TLS-PSK TLS-PSK certificates & IP Sewer Sewer 

Address. SETID certificates and certificates 
binding client 

certificates 

ERICSSON EXHIBIT 1006, Page 40



US 2013/OO67552 A1 

-continued 

29 
Mar. 14, 2013 

Algorithms required to support the Authentication Method between SET and SLP 

PSK-based methods Certificate Based Methods 

GBA-based SEK-based ACA-based 
(3GPP/3GPP (WiMAX (3GPP & 3GPP2 SLP-only 

Entity 2 only) only) only) DCert (E-SLP only) 

SET GBA & SEK & TLS using server TLS using TLS using 
Handset TLS-PSK TLS-PSK certificates Sewer Sewer 

certificates and certificates 
client 
certificates 

SET R- No additional Not No additional Not applicable Not applicable 
UIM/UICC algorithms applicable algorithms required 
SIM/USIM required 

Required Protocols for the SLP SET Handset and 
SET R-UIM/UICC/SIM/USIM for Supporting the 

Various Mutual Authentication Methods 

0884. Where the GBA-based method is supported, the 
BSF stores user security settings (USS) associated with the 
H-SLP applications. When the H-SLP requests the USS, the 
BSF must include a SET user identity (e.g. IMPI, IMSI or 
MSISDN) in the USS. 
0885. NOTE: The GBA-based method is not dependent on 
using a 3GPP or 3GPP2 bearer network to transport the SUPL 
sessions. However, the SET must have a 3GPP or 3GPP home 
network operator in order to have the necessary credentials 
for performing GBA. 
0886 6.1.1.4 Techniques for Minimizing the TLS Hand 
shake Workload 
0887. The procedures in this section minimize the work 
load associated with establishing TLS sessions between the 
SLP and SET. Where there is a conflict with TLS, TLS takes 
precedence. 
0888. If a SET and SLP are communicating SUPL mes 
sages associated with more than one SUPL sessions simulta 
neously, then the SET and SLP SHOULD use a single TLS 
sessions to secure these messages; that is, the SET and SLP 
SHOULD NOT establish distinct TLS sessions if SUPL ses 
sions are simultaneous. 
0889. If the SET and SLP establish a TLS session, then the 
SLP MAY allow the session to be resumed using the abbre 
viated handshake. The advantage of resuming a TLS session 
is that resuming a TLS session based on server certificates 
does not require the public-key operations: only symmetric 
cryptographic algorithms are required (which require signifi 
cantly less processing). 
(0890 NOTE: This approach is not recommended for 
E-SLP's since emergency SUPL sessions occur too occasion 
ally to warrant storing the necessary data. 
(0891) NOTE: The SLP allows the session to be resumed by 
allocating a TLS SessionID. 
0892 NOTE: There is no advantage to resuming a TLS 
PSK session (as used for GBA and SEK-based authentica 
tion), since the same computations are performed. However, 
an SLP may still allow resuming a TLS-PSK session. 
0893 NOTE: A SET indicates the choice to resume a TLS 
session by including the TLS SessionID (of the TLS session 
to be resumed) in the TLS SessionID parameter in the Clien 
thello message of the TLS Handshake. If the SET does not 
wish to resume a TLS session, then the SET sends the TLS 

ClientHello message without including the TLS SessionID, 
in which case the full handshake will be performed. If the TLS 
SessionID parameter is present in the TLS ClientHello mes 
sage, the SLP then chooses whether or not to resume the TLS 
session. If no SessionID parameter is present in the TLS 
ClientHello message, then the SLP cannot associate the TLS 
handshake with a previous TLS Session, so the TLS hand 
shake establishes a completely fresh TLS session using a full 
handshake. 

0894. The SET chooses whether or not to resume a TLS 
session, using the following guidelines. 

0895. The SET MUST NOT resume a TLS session if the 
underlying credentials (KSC ext). NAF or SLP certifi 
cate or SEK or Device Certificate) are expired. 

0896. The SET MAY choose to not resume a TLS ses 
sion earlier than the expiry of the underlying credentials, 
if desired. 

0897. The SET MUST NOT resume a session that was 
established prior to power-up or detection of a new 
R-UIMFUICC/SIMAUSIM. 

0898. The SLP chooses whether or not to resume a TLS 
session, using the following guidelines. 

0899. The SLPMUST NOT resume a TLS session if the 
underlying credentials (KSC ext). NAF or SLP certifi 
cate or SEK or Device Certificate) are expired. 

0900. The SLP MAY choose to not resume a TLS ses 
sion earlier than the expiry of the underlying credentials 
if desired. 

0901 NOTE: Each SLP must decide for itself whether or 
not to allow abbreviated handshakes, and this decision can 
even be made on a SET-by-SET basis. The SLP is taking a 
Small risk when it accepts to resume an existing TLS session. 
This risk is the possibility of a “naughty' SET distributing the 
master secret (established during a full TLS handshake), so 
that others may resume that TLS session, thus allowing mul 
tiple SETs to obtain service that will be charged to a single 
SET. The “naughty SET could be doing this without the 
knowledge of the SET owner (for example, a malicious code 
could be at fault). Note that the loss can be easily limited: if a 
SLP detects (or Suspects) that Such abuse is occurring, then 
the SLP can easily (a) end the TLS sessions using that master 
secret, (b) identify the “naughty SET and (c) re-authenticate 
the “naughty' SET using full handshake to allow the user to 
continue to have service if required. In Summary, the benefit 
of resuming sessions (in terms of reduced computation) for 
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the DCert method, ACA-based method and SLP-only method 
is thought to exceed the risk of attack. 
(0902 6.1.2 Key Management for SUPL Authentication 
(0903. The SUPLAuthentication model requires establish 
ing shared secret keys between the SLP and the SET bound to 
either a removable token Such as a R-UIM/UICC/SIM/USIM 
or the SET handset. 
0904 6.1.2.1 PSK-Based Methods 
(0905 6.1.2.1.1 Deployments Supporting the GBA 
Method 
0906. In the case of deployments supporting GBA, the 
shared keys are established as follows: 

(0907. When the SLP requests key material form the 
BSF (for securing IP communication and for protecting 
SUPL INIT), the SLPMUST also request the USS (User 
security settings). The USS MUST include a permanent 
user identity (e.g. IMPI, IMSI or MSISDN). 

(0908 For securing IP communication between the SET 
and SLP, the SET and the SLP MUST derive a shared 
Secret key and operate according to TLS-PSK using 
GBA. The SLP MUST have well defined domain name 
SLPAddress FQDN designating the SLP, e.g., slp.op 
erator.com. The GBAUa security protocol identifier that 
may be used for TLS-PSK is defined in OMNA Registry. 
The SLP MUST confirm that the permanent user iden 
tity provided by the BSF corresponds to the SET identity 
in SUPL messages received by the SLP over the corre 
sponding secured connection. 

(0909 For MAC protection of SUPL INIT, keys are 
derived according to GBA. The GBA Ua security pro 
tocol identifier that may be used for SUPL INIT protec 
tion is defined in OMNA Registry. The keyIdentifier of 
the basicMAC included in the SUPL INIT message 
MUST be the B-TID of the Ks from which the Ks. NAF 
is generated. NOTE: The H/D-SLP request for SUPL 
INIT protection keys from the BSF would typically 
occur simultaneously with the H/D-SLP request for the 
keys securing IP communication. 

(0910. The SET MUST ensure that it is always provi 
sioned with a valid Ks. If no valid Ks is present then the 
SET MUST initiate the GBA Bootstrapping procedure 
to provision Ks. A new Ks MUST be established each 
time a new UICC (USIM/SIM/R-UIM) is detected by 
the SET. Additionally, the SET MUST establish new 
shared keys when the Ks NAFs lifetime (set by the 
Home Network operator) expires. 

(0911) 6.1.2.1.2. Deployments Supporting the SEK Method 
0912. In the case of deployments supporting SEK, the 
shared keys are established as follows: 

0913 For securing IP communication between the SET 
and SLP, the SET and SLPMUST derive a shared secret 
key and confirm that the permanent user identity pro 
vided by the WiMAX AAA server corresponds to the 
SET identity in the SUPL messages received by the SLP 
over the corresponding secured connection. The shared 
keys are derived in the following way: 
0914 SEK-the 16 most significant (leftmost) octets 
of HMAC-SHA256(LSK, “slp.operator.com') where 
“operator.com is the FQDN of the WIMAX operator 
and LSK is derived as specified in WiMAX Network 
Protocols and Architecture for Location Based Ser 
vices. 

(0915 SEK will inherit the Location Key Identifier 
(LSK-ID) (as defined in WiMAX Network Protocols 
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and Architecture for Location Based Services) asso 
ciated with the LSK and the key identity will be used 
as the B-TID for WiMAX deployments. 

(0916. For MAC integrity protection of SUPL INIT, 
keys are derived the following way: 
(0917 SEK MAC=the 16 most significant (leftmost) 

octets of HMAC-SHA256(LSK. “mac.slp.operator. 
com') where “operator.com is the FQDN of the SLP 
operator and LSK is derived as specified in WiMAX 
Network Protocols and Architecture for Location 
Based Services. 

(0918. The keyIdentifier of the Mode AMAC included 
in the SUPLINIT message MUST be the B-TID of the 
LSK from which the SEK MAC is generated. NOTE: 
The SLP request for SUPL INIT protection keys from 
the WiMAX AAA would typically occur simulta 
neously with SLP request for the keys securing IP 
communication. 

(0919. The SET MUST ensure that it is always provided 
with a valid SEK. If no valid SEK is present then the SET 
MUST derive the SEK as specified above. Additionally, the 
SET MUST establish new shared keys when the lifetime of 
the LSK expires. The interface between the SLP and the 
WiMAX AAA server is out of scope of SUPL 3.0. 
0920 6.1.2.2 Server-Certificate Based Methods 
0921) 6.1.2.2.1 Deployments Supporting the DCert 
Method 
0922. In the case of deployments supporting the DCert 
method, the shared keys are established as follows: 

0923. For securing IP communication between the SET 
and SLP, the SET and SLP MUST use TLS-RSA with a 
server-certificate authenticating the SLP and a client 
certificate authenticating the SET. The client certificate 
may provide a globally unique SET device identity: 
0924) 3GPP SETs MAY use the IMEI as the globally 
unique SET device identity. 

0925) 3GPP2 SETs MAY use the MSID as the glo 
bally unique SET device identity. 

0926 WiMAX SETs MAY use the SET serial num 
ber as the globally unique SET device identity. 

0927. All other SETS MAY use a suitable global 
identifier (e.g. a serial number that includes the ven 
dor identity) as the globally unique SET device iden 
tity. 

0928 The SUPL User must securely verify to the SLP 
that this device should be associated with their subscrip 
tion. This secure verification is out of scope of this 
specification. See Section 6.5 for further discussion of 
this topic. 

0929. For MAC integrity protection of SUPL INIT, 
keys are provided to the SET by the SLP in a ULP 
message. This is described in Section 6.3.5. 

0930 6.1.2.2.2 Deployments Supporting the ACA 
Method 
0931. In the case of deployments supporting the ACA 
method, the shared keys are established as follows: 

0932 For securing IP communication between the SET 
and SLP, the SET and SLP MUST use TLS-RSA with a 
server-certificate authenticating the SLP SET authenti 
cation (which binds the resulting shared secret keys to 
either the removable or integrated token discussed 
above) is described in section 6.1.4 for non-emergency 
cases and sections 6.2.5 for emergency cases. 
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0933 For MAC integrity protection of SUPL INIT, 
keys are provided to the SET by the SLP in a ULP 
message. This is described in Section 6.3.5. 

0934 6.1.2.2.3 Deployments Supporting the SLP-Only 
Method 
0935. In the case of deployments supporting the SLP-Only 
Method, the shared keys are established as follows: 

0936. For securing IP communication between the SET 
and SLP, the SET and SLP MUST use TLS-RSA with a 
server-certificate authenticating the SLP. There is no 
SET authentication (which binds the resulting shared 
secret keys to either the R-UIM/UICC/SIM/USIM or the 
SET handset) as described in section 6.1.4 for non 
emergency cases and section 6.2.5 for emergency cases. 

0937 MAC protection of SUPL INIT is not supported 
in these cases. 

0938 6.1.3 TLS Handshake and Negotiation of Mutual 
Authentication Method 
0939. The SET and SLP need to agree on a mutually 
Supported authentication method to be applied. 
0940. 6.1.3.1 Regarding Negotiating a Mutual-Authenti 
cation Method (Informative) 
(0941 When establishing a TLS connection to the H-SLP, 
the SET first attempts to establish a connection using the 
mutually-supported authentication mechanism with highest 
preference, according to the following order of preference: 

0942 PSK-based methods: GBA or SEK-based method 
first preference (if supported); 

0943, DCert method: second preference (if supported); 
(0944 ACA or SLP-only methods: third preference 

(from the SET's perspective there is no difference 
between the ACA-based method and the SLP-only 
method). 

0945. If there is no mutually-supported authentication 
method, then the SET may be unable to perform SUPL ses 
Sion. 
(0946 A SET that supports PSK based methods may be 
unable to use the GBA or SEK-based method at a given point 
in time due to a BSF or WiMAX AAA experiencing prob 
lems. Therefore, an attempt by the SET to establish authen 
tication using GBA or SEK does not guarantee that the SET 
may be able to establish GBA or SEK-based keys. 
0947 Consequently, the SET may not always be able to 
use the mutually-supported authentication mechanism with 
highest preference. The SET may have to revert to a less 
preferable mutually-supported authentication mechanism if 
available. 

(0948 If only PSK based methods are indicated (in the 
H-SLP Certificate) as supported by the H-SLP, and the boot 
strapping fails, then the SET may wait a little while before 
re-attempting the TLS handshake, in order to give the appro 
priate entities a chance to get back on-line. 
(0949. If the SLP supports only GBA or SEK, then the SLP 
is restricted to providing SUPL 3.0 services to subscribers of 
carriers that have deployed GBA or SEK. If the SLP supports 
only ACA, then SUPL 3.0 can only be used in circumstances 
discussed in detail in section 6.1.4. Note that in Such a case, if 
the SET communicates via an alternative bearer (such as 
wireless LAN) for which the SLP cannot obtain IP binding, 
then the SLP will be unable to authenticate the SET. 
0950 If the E-SLP supports only ACA, then there are 
caveats on SET authentication, as discussed in detail in sec 
tion 6.2.5. 
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0951 6.1.3.2. Negotiating a Mutual-Authentication 
Method for Non-WiMAX SETS 
0952 For non-WiMAX SETs, the negotiation of a mutual 
authentication method for SUPL sessions proceeds as fol 
lows: 

0953 1. The SET initiates negotiation 
0954 a. If the SET supports GBA, then the SET 
initiates negotiation according to the relevant GBA 
specifications. 

0955 b. Otherwise (that is, if the SET does not sup 
port GBA) then the SET initiates a TLS handshake 
with a ClientHello message, with ClientHello.cipher 
suites field indicating the supported TLS ciphersuites 
using RSA encryption for the TLS key exchange algo 
rithm. 

0956 2. The SLP processes the received ClientHello 
message. The SLP examines the ClientHello.cipher 
Suites list and selects a mutually-supported cipherSuite. 
0957 a. If the SET and SLP both support a TLS-PSK 
ciphersuite, then this indicates support for GBA. The 
SLP responds with a ServerHello, ServerKeyEx 
change and ServerHello Done message, with Server 
Hello.cipher Suite indicating a mutually-supported 
TLS-PSK ciphersuite. 

0958) b. Otherwise, the SET and SLP must support a 
Certificate based method 
0959 i. If the SLP supports the DCert method, 
then the SLP responds with 
0960) 1. ServerHello with ServerHello.cipher 
Suite indicating a mutually-supported TLS 
ciphersuite using RSA encryption for the TLS 
key exchange algorithm, 

0961 2. Certificate, 
0962. 3. CertificateRequest and 
0963 4. ServerHellodone message. 

0964) ii. Otherwise, if the SET is a 3GPP/3GPP2 
SET and the SLP supports the ACA method, then 
the SLP responds with 
0965 1. ServerHello Certificate, with Server 
Hello.cipher Suite indicating a mutually-Sup 
ported TLS ciphersuite using RSA encryption 
for the TLS key exchange algorithm. 

0966 2. Certificate, 
0967 3. (No CertificateRequest message is 
sent) 

0968 4. ServerHellodone message 
0969. 3. The SET processes ServerHello message and 
other messages appropriate to the selected indicates a 
ciphersuite to the SET 
0970 a. If ServerHello.cipher suite indicates that 
GBA has been selected by the SLP, then the SET and 
SLP continue the GBA process. The details are out 
side the scope of this document. 

0971 b. Otherwise, the ServerHello.cipher suite 
indicates a mutually-supported TLS cipherSuite using 
RSA encryption for the TLS key exchange algorithm. 
0972) i. If the SET received a Certificate. Request 
then 
0973 1. If the SET supports DCert method, then 
the SET provides a Device Certificate and the 
SET and Server complete the TLS handshake. 
The Server attempts to identify the SUPL User 
associated with the globally unique SET device 
identity in the Device Certificate. It is presumed 
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that the SUPL User has already securely verified 
to the SLP that the SET device identity should be 
associated with their subscription. 
a. If no SUPL User is identified, then the session 
must be terminated. Since we assume that the 
TLS handshake has already completed, the 
Server is capable of communicating at the ULP 
layer. The Server must send an appropriate ULP 
error message to terminate the ULP session and 
then close the TLS session. 
b. If a SUPL User is identified, then the Server 
provides the SET with the same authorizations 
as the SUPL User. 

0974) 2. Otherwise, the SET replies to the SLP, 
including an empty ClientCertificate message to 
implicitly indicate that it does not support the 
DCert method. 
a. If the SLP supports the ACA, then the SLP and 
SET continues as per the ACA method. The SLP 
may continue using the ACA method 
b. If the SLP does not support the ACA or SLP 
only method (the SLP might have supported 
only the DCert method) then the SLP terminates 
the TLS handshake with the appropriate TLS 
alert message. 

0975 ii. If the Server does not send a Certificate. 
Request then the SET continues as per the ACA 
method. The SLP may continue using either the 
ACA method or SLP-only method. 

0976) 3GPP2 SETs MAY use a similar method for nego 
tiation of the authentication method with selected differences. 
0977 6.1.3.3 Principles for Authentication and Key Re 
Negotiation for WiMAX SET and SLP (Informative) 
0978. The key re-negotiation can happen in two ways: 

0979) 1... when the Location Rootkey (as defined in 
WiMAX Network Protocols and Architecture for Loca 
tion Based Services) expires the SET automatically re 
authenticates itself with the wimax network and the 
SUPL associated root keys will be re-generated by the 
SET, or 

0980 2. SLP notices that SEK or Location Rootkey (as 
defined in WiMAX Network Protocols and Architecture 
for Location Based Services) has expired and it will 
request a new key from the WiMAX AAA-server, or 

0981. 3. The SLP sends a “psk identity unknown” 
TLS alert message during the TLS handshake. This indi 
cates to the SET that the SET needs to re-authenticates 
itself with the wimax network and the SUPL associated 
root keys will be re-generated by the SET. 

0982) 6.1.3.3.1 Authentication procedure 
0983. In WiMAX deployments, the PSK TLS handshake 
may be used with SEK as follows: 

0984 the ClientHello message may contain one or more 
PSK-based ciphersuites; 

0985 the ClientHello message may contain the server 
name TLS extension as specified in and it may contain 
the hostname of the SLP: 

0986 the ServerHello message may contain a PSK 
based ciphersuite selected by the SLP: 

0987 the ServerKeyExchange may be sent by the 
server and it may contain the psk identity hint field and 
it may contain the static string “SUPL WIMAX boot 
strapping 

32 
Mar. 14, 2013 

0988 the ClientKeyExchange may contain the psk i 
dentity field and it may contain a prefix "SUPL WIMAX 
bootstrapping, a separator character"; and the current 
B-TID as specified in section 6.1.2.1.2: 

0989 the SET may derive the TLS premaster secret 
from the SLP specific key material i.e. SEK. 

0990 6.1.3.3.2 Authentication Failures 
0991 Authentication failures may be handled as described 
in document(s) outside the scope of this document. 
0992 6.1.3.3.3 Bootstrapping required indication 
0993. During TLS handshake, the SLP may indicate to the 
SET that the SEK key may be required by sending a Server 
Hello message containing a PSK-based cipherSuite, and a 
ServerKeyExchange message containing the psk identity 
hint field, which contains a static string “SUPL WIMAX 
bootstrapping. If the SET does not have a valid SEK this may 
trigger the SET to derive a new SEK as defined in section 
6.1.2.1.2. 
0994 6.1.3.3.4. Bootstrapping Renegotiation Indication 
0995. During usage of TLS session, the SLP may indicate 
to the SET that SEK has expired by sending close notify alert 
message to the SET. If the SET attempts to resume the old 
TLS session by sending a ClientHello message containing the 
old session ID. The SLP may refuse to use the old session ID 
by sending a ServerHello message with a new session ID. 
This will indicate to the SET that the SEK it used has expired. 
0996. During TLS handshake, the SLP may indicate to the 
SET that the SEK has expired by sending handshake failure 
message as a response to the finished message sent by the 
SET. This will indicate to the SET that the SEK it used has 
expired. 
0997 6.1.4. Alternative Client Authentication (ACA) 
Mechanisms 
0998. This section applies only to deployments supporting 
GSMFUMTS and CDMA SETs. 
0999 NOTE: Throughout this section, SET JD refers to 
either the MSISDN (if the SET is on a 3GPP bearer network) 
or one of the MDN, MIN or IMSI (if the SET is on a 3GPP2 
bearer network). 
1000 Section 6.1.3 outlines the circumstances under 
which the ACA-based method may be selected by the SLP. If 
the SLP selects the ACA-method during the TLS handshake, 
then an SET ID/IP Address Mapping based client authenti 
cation MAY be used by the SLPs to authenticate the SET. The 
rest of this section describes the details of this mechanism, 
known as the Alternative Client Authentication mechanism. 
If an SLP implements the Alternative Client Authentication 
mechanism, then the SLP is recommended to implement the 
method using PSK-TLS with GBA as well. 
1001 Section 6.1.1.3 describes which entities must Sup 
port the ACA-based method, and the algorithms that must be 
supported by an entity that supports ACA-based method. For 
informative purposes, this information is repeated here: 

1002. A bearer network may support the ACA-based 
method. A bearer network must support the ACA-based 
method if a H-SLP wishes to support the ACA-based 
method for the bearer network's subscribers. 

1003. An SLP MAY support the ACA-based method. 
1004 GSM/UMTS and CDMA SET handsets MUST 
support the ACA-based method. 

1005 The ACA-based method does not involve the SET 
UICCFUIMFSIMAUSIM. 

1006. The ACA-based method does not involve SPC 
entities. 
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1007 SETs that support Alternative Client Authentication 
MUST also support TLS 1.1 with certificate-based server 
(SLP) authentication. In addition, the SET MUST be provi 
sioned with a root certificate enabling it to verify SLP server 
certificates. As various different methods exist for provision 
ing of root certificates to SETs no particular mechanism is 
defined by this specification. SUPL operators need to ensure 
that when TLS 1.1 is used for Alternative Client Authentica 
tion the relevant root certificates exist in the SET. 

1008 SLPs that support Alternative Client Authentication 
MUST support TLS 1.1 and MUST have a valid TLS Server 
Certificate, which can be verified by the SETs that implement 
Alternative Client Authentication. 

1009. The Alternative Client Authentication (ACA) 
mechanism is a mechanism where the SLP can check the 
binding of the SET's IP address to the SET ID assigned to the 
SET. If the ACA mechanism is implemented, then the SLP 
MUST be able to map the source IP address of a SUPL 
message received from the SET to the SET ID used by the 
SLP to address the SET. In order for an SLP to use the ACA 
mechanism, the bearer network MUST prevent IP Address 
Spoofing at the bearer level. A successful mapping between 
the source IP address and the SET's SET ID would imply 
that the SET is securely identified (i.e., authenticated) on the 
bearer network. This solution does not require any specific 
client (SET) authentication implementation on the SET but 
requires the SLP to support acquiring the correct source IP 
address for a particular SET ID from the bearer. 
1010) 3GPP-Bearer-Specific issues: The acquisition of the 
source IP address will not be possible in all cases—e.g. for 
GPRS roaming access using a GGSN in the visited rather than 
home network. Therefore, the alternative client authentica 
tion mechanism should only be relied on when the home 
network assigns the source IP address or has access to it—e.g. 
as applies for GPRS access when the SET may be required to 
use a GGSN in the home network. 

1011 
the source IP address will not be possible in all cases—e.g. for 
roaming HRPD access using simple IP or MIP access within 
the visited network. Therefore, the alternative client authen 
tication mechanism should only be relied on when the home 
network assigns the source IP address or has access to it—e.g. 
as applies for HRPD access when the SET may be required to 
use MIP to an HA in the home network. 

1012 Section 6.1.4.1 describes how this mechanism is 
used for client authentication in SUPL 3.0. 

1013. In the case that UDP/IP is used to transfer a SUPL 
INIT, SLP MAY first verify the IP address by querying the 
bearer network for the SET IP address using the SET ID or 
by querying the bearer network for the SET ID using the IP 
address. 

1014 6.1.4.1 ACA Procedures 
1015 Network-Initiated Scenarios: If, after receiving a 
SUPL INIT message from the SLP (and after applying the 
appropriate security mechanisms and notification/verifica 
tion as described elsewhere in this document), the SET is 
authorized to continue with the corresponding SUPL ses 
sions, then an existing, open mutually-authenticated TLS ses 
sion SHOULD be used, or a previous resumable TLS session 
MAY be resumed as discussed in section 6.1.1.4. If there is no 
open TLS session, or the SET or SLP choose not to resume a 
session, then the SET and SLP require a fresh TLS session, 

3GPP2-Bearer-Specific issues: The acquisition of 
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and the SET and SLP perform the appropriate steps as 
described in section 6.1.3 for negotiating an authentication 
method. 

1016. The following steps are used by the SLP when the 
Alternative Client Authentication Mechanism is to be applied 
for authenticating the SET in a Network-initiated scenario: 

1017) 1. Note that the SUPL INIT message was sent in 
response to an MLP request that supplied a SET ID. The 
SLP assigns a SLP Session ID for the MLP request and 
sends a SUPL INIT. The SLP associates the response 
from the SET with the request from the MLP using the 
SLP Session ID. However, the SLP must first verify that 
the responding SET corresponds to the correct SET ID. 
The remaining steps describe this authentication pro 
CCSS, 

1018 2. The SET establishes a TLS 1.1 session with the 
SLP. The SET MUST check that the TLS server certifi 
cate presented by the SLP is bound to the FQDN of the 
SLP configured in the SET. 

1019. 3. The SLP determines if the SLP Session ID in 
the first SUPL message from the SET (in response to 
SUPL INIT) corresponds to a currently valid SLP Ses 
sion ID assigned by the SLP. If the SLP Session ID in the 
first SUPL message does not correspond to a valid SLP 
Session ID, then the SLP ends the SUPL Session with 
the appropriate message. Otherwise, the SLP notes the 
corresponding SET ID. 

1020 4. Prior to responding to the first SUPL Message 
from the SET (SUPL POS INIT, SUPL START, SUPL 
AUTHREQUEST, SUPL TRIGGERED START, SUPL 
REPORT or SUPL END), the SLP MUST verify the 
SET ID of the SET. There are two methods for achiev 
ing this. 
1021 a. Requesting the SET ID. 

1022 i. The SLP queries the underlying bearer 
network to find out the current SET ID using the 
source IP address used by the SET. 
1023 1. If a valid SET ID is returned from the 
bearer for the source IP address of the first SUPL 
message sent by the SET then the SLP checks 
that the returned SET ID is internally associated 
with the correct SET ID (see Step 3). If this 
check fails, then the SLP ends the SUPL session 
with the appropriate message. Otherwise, the 
SET is considered authentic, and the SLP con 
tinues with the SUPL session. 

1024 2. If a valid SET ID cannot be found, then 
the SLPMUST terminate the SUPL session with 
the relevant SUPL error messages. 

1025 b. Requesting the IP address. 
1026 i. The SLP queries the underlying bearer 
network to find out the source IP address being used 
by the SET associated with this SET ID (see Step 
3). 
1027 1. If the bearer network returns an IP 
address, then the SLP checks that this IP address 
corresponds to the Source IP address of the first 
SUPL message. If this check fails, then the SLP 
ends the SUPL session with the appropriate 
SUPL message. Otherwise, the SET is consid 
ered authentic and the SLP continues with the 
SUPL Session. 

ERICSSON EXHIBIT 1006, Page 45



US 2013/OO67552 A1 

1028 2. If an IP address cannot be found, then 
the SLPMUST terminate the SUPL session with 
the relevant SUPL error messages. 

1029 NOTE: a bearer network might support only one of 
the two types of query (requesting IP address or requesting 
SET ID) in Step 4 for obtaining an SET ID/IP address bind 
ing. The SLP is responsible for conforming with the method 
supported by the bearer network. 
1030 SETInitiated Scenarios: When the SET wishes to 

initiate a SUPL session, an existing, open mutually-authen 
ticated TLS session SHOULD be used, or a previous resum 
able TLS session MAY be resumed as discussed in section 
6.1.1.4. If there is no open TLS session, or the SET or SLP 
chooses not to resume a session, then the SET and SLP 
require a fresh TLS session, and the SET and SLP perform the 
appropriate steps as described in section 6.1.3 for negotiating 
an authentication method. 
1031. The following steps are used by the SLP when the 
Alternative Client Authentication Mechanism is to be applied 
for authenticating the SET in a SET-initiated scenario. 

1032 1. The SET establishes a TLS 1.1 session with the 
SLP. The SET MUST check that the TLS server certifi 
cate presented by the SLP is bound to the FQDN of the 
SLP configured in the SET. 

1033 2. Prior to responding to the first SUPL Message 
(e.g. SUPL START, SUPL TRIGGERED START), the 
SLPMUST verify the SET ID of the SET. There are two 
methods for achieving this. 
1034 a. Requesting the SET ID. 

1035 i. The SLP queries the underlying bearer 
network to find out the current SET ID using the 
source IP address used by the SET. 
1036 1. If a valid SET ID is returned from the 
bearer for the Source IP address of the first SUPL 
message sent by the SET then the SLP checks 
that the returned SET ID is same as provided by 
the SET. If this check fails, then the SLP ends the 
SUPL session with the appropriate message. 
Otherwise, the SET is considered authentic, and 
the SLP continues with the SUPL session. 

1037 2. If a valid SET ID cannot be found the 
SLPMUST terminate the SUPL session with the 
relevant SUPL error messages. 

1038 b. Requesting the IP address. 
1039) i. The SLP queries the underlying bearer 
network to find out the source IP address being used 
by the SET associated with this SET ID. 
1040 1. If the bearer network returns an IP 
address, then the SLP checks that this IP address 
corresponds to the Source IP address of the first 
SUPL message. If this check fails, then the SLP 
ends the SUPL session with the appropriate mes 
sage. Otherwise, the SET is considered authentic 
and the SLP continues with the SUPL session. 

1041 2. If an IP address cannot be found the 
SLPMUST terminate the SUPL session with the 
relevant SUPL error messages. 

1042 NOTE: In both the SLP-Initiated and SETInitiated 
scenarios, the SLP can re-authenticate the SET by sending an 
appropriate query to the bearer network to bind the SET ID to 
the source IP address currently in use. There are various 
circumstances where this could be useful, for example: (A) if 
the IP address of the SET changes during a TLS session, then 
the SLP can send the appropriate query to the bearer network 
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to ensure that the SET ID is associated with the new IP 
address; (B) when resuming a TLS session, the SLP can 
re-use a previous TLS session as discussed in section 6.1.1.4, 
thereby saving computation, and simply send the appropriate 
query to the bearer network to authenticate the SET. Note that 
re-authenticating the SET in this manner does not involve 
interaction with the SET itself 
1043 6.2 Authentication Mechanisms Applicable to an 
E-SLP 
1044) 6.2.1 Regarding Emergency-Services Regulatory 
Bodies 
1045 SUPL 3.0 emergency SUPL session may be either 
Network-Initiated (using SUPL) or SETInitiated. The appro 
priate emergency services regulatory bodies will dictate Sup 
port for these emergency sessions: 

1046. The appropriate emergency services regulatory 
bodies may not dictate support for either Network-Ini 
tiated or SET-Initiated sessions; 

1047 The appropriate emergency services regulatory 
bodies may dictate only 

1048 Network-Initiated sessions: 
1049. The appropriate emergency services regulatory 
bodies may dictate only SET-Initiated sessions: 

1050. The appropriate emergency services regulatory 
bodies may dictate support for both Network-Initiated 
and SET-Initiated sessions. 

1051 6.2.2 Prioritization of SUPL Resources During 
Emergency Sessions 
1052 For the duration of an emergency SUPL session on 
a SET, all SUPL resources on the SET MUST be made avail 
able for that emergency session. Consequently: 

1053 When a SET begins an emergency SUPL session, 
any SUPL communication related to non-emergency 
sessions MUST be terminated immediately by the SET. 
If non-emergency SUPL INIT messages are being pro 
cessed by the SET at this time (e.g. having MAC verified 
or obtaining user permission), then those processes 
MAY be aborted and the SUPL INIT messages MAY be 
discarded. 

1054) If a SET receives non-emergency SUPL INIT mes 
sage(s) while in emergency SUPL session, these SUPL INIT 
message(s) MAY be discarded. 
1055 6.2.3 E-SLP FQDN 
1056. In Network-Initiated emergency SUPL sessions, the 
FQDN of the E-SLP may be: 

1057) 1. The FQDN provided to the SET as E-SLP 
address in the SUPL INIT. The E-SLP FQDN may have 
format “e-slp.XXX.XXX.XXX.XXX.XXX' where “XXX' can 
be any valid string. 

1058 2. If FQDN is not provided in SUPL INIT, the 
provisioned H-SLP address may be used. 

1059. 3. If FQDN is not available as per 1 or 2 above, the 
FQDN may be defaulted to one of the three alternatives 
below: 
1060 (if connected to a 3GPP bearer network)“e-slp. 
mnc-MNC >.mccsMCC pub.3gppnetwork.org if 
no FQDN is explicitly provided. In this case, the MCC 
and MNC correspond to the serving 3GPP network. 

1061 (if connected to a 3GPP2 bearer network) 
“e-slp.mnc<MNC>.mcc-MCCD pub. 
3gpp2network.org if no FQDN is explicitly pro 
vided. In this case, the MCC and MNC correspond to 
the serving 3GPP2 network. 
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1062 (if connected to a WiMAX bearer network) 
“e-slp.operator.com' where operator.com is the 
FQDN of the H-SLP operator. 

1063. In SET-Initiated emergency SUPL sessions, the 
FQDN of the E-SLP may be in order of preference: 

1064 1. (If applicable) the FQDN dictated by the appro 
priate emergency services regulatory bodies. 

1065 2. An FODN provided by the local access net 
work or by other means that is verified by the H-SLP 

1066 3. An FQDN provided by the H-SLP 
1067 6.2.4 Processing Emergency SUPL INIT Messages 
1068 SET based integrity verification and message origin 
authentication of SUPL INIT messages is not used by an 
E-SLP. Thus, the MAC field in an emergency SUPL INIT 
MUST NOT be populated. 
1069 During an emergency call, a SET MAY NOT apply 
end-to-end protection of emergency SUPL INIT messages. 
1070. Some protection is offered by the use of E-SLP 

whitelists. The E-SLP whitelist is based on the current posi 
tion estimate of the SET (such as CellID and/or NetworkID). 
The E-SLP whitelist is used by a SET to determine the order 
in which the SET should process received emergency SUPL 
INIT messages: the E-SLP whitelist MAY NOT be used for 
discarding emergency SUPL INIT messages. 
1071 6.2.4.1 E-SLP Whitelist 
1072) If an emergency SUPL INIT message is received 
over a channel that is not secured end-to-end (such as SMS or 
OMA Push or UDP/IP) then the emergency SUPL INIT mes 
sage may be fake or altered. The remainder of this section 
describes the security countermeasures used to ensure that the 
SET is able to contact the genuine E-SLP server as soon as 
possible. 
1073 NOTE: regulatory requirements will dictate the con 
ditions under which the SET should accept and process emer 
gency SUPL INIT messages. For example, in many cases, the 
regulatory requirements only require the SET to accept and 
process emergency SUPL INIT messages if the SET is cur 
rently engaged in an emergency call. Consequently, the con 
ditions (under which the SET should accept and process 
emergency SUPL INIT messages) are outside the scope of 
this document. 

1074. When a SET receives an emergency SUPL INIT 
message, the SET MUST first verify that the conditions (un 
der which the SET should accept emergency SUPL INIT 
messages) are currently satisfied. If the conditions are not 
satisfied, then the SET MAY ignore the SUPL INIT message. 
The description from hereon assumes that the conditions 
were satisfied when the SET received the emergency SUPL 
INIT message. 
1075) NOTE: Attackers could send multiple (fake) emer 
gency messages to the SET at the same time that the SET is 
expecting a genuine emergency SUPL INIT message. There 
may be cases where the SET could not be told (in advance) 
from which Emergency SLP to expect the emergency SUPL 
INIT message. This attack is motivation for the following 
procedures. 
1076 For the period of time that the “accept and process' 
conditions are satisfied, the SET MUST NOT delete received 
emergency SUPL INIT messages even if the emergency 
SUPL INIT message lists an un-expected address for the 
E-SLP. Once the SET determines that the conditions are no 
longer satisfied (for example, once the correct E-SLP has 
been contacted, or Sufficient time has passed after the emer 
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gency call) then the SET MUST silently discard any received 
emergency SUPL INIT messages. 
1077. If the SET receives, accepts and processes a fake 
emergency SUPL INIT message (while the “accept and pro 
cess' conditions are still satisfied), then the SET might not 
receive an indication that emergency SUPL INIT message is 
fake until after attempting to contact the E-SLP indicated in 
the emergency SUPL INIT message. The indication occurs 
when the E-SLP rejects the SUPL session. This process is not 
immediate, so it may be necessary for the SET to queue 
emergency SUPL INIT messages if it receives more than one 
emergency SUPL INIT message. 
1078. An E-SLP whitelist contains a list of E-SLP FQDNs 
that the SET could expect to receive emergency SUPL INIT 
messages from. The SET uses the E-SLP whitelist to ensure 
that emergency SUPL INIT messages including an E-SLP 
FQDN that is on the whitelist SHOULD be processed before 
emergency SUPL INIT messages including an E-SLPFODN 
that is not on the whitelist. 
1079. Example: Emergency SUPL INIT messages con 
taining an E-SLPFODN on the whitelist are pushed forward 
on the emergency SUPL INIT queue to ensure that the mes 
sage is processed before emergency SUPL INIT messages 
containing an E-SLP FQDN that is not on the whitelist. 
E-SLPWhitelisting should be the first criteria for ordering the 
Emergency SUPL INIT queue. The second criteria is the 
arrival time, using the first-in first-out principle: 

1080. If the SET has a current E-SLP whitelist for the 
SET's current locality, then the SET uses both criteria to 
order the queue. 

1081. If the SET does not have a current E-SLP 
whitelist for the SET's current locality, then the SET 
uses the first-in-first-out principle to order the queue. 

1082) 6.2.4.3 Procedures Regarding Emergency SUPL 
INIT Messages 
1083) Ifan emergency SUPL INIT is received over a chan 
nel that is secured end-to-end (such as a secure SIPPush) then 
the emergency SUPL INIT message MAY be processed 
immediately. The remaining considerations of this Subsection 
are ignored in this case. 
1084. If an emergency SUPL INIT message is received 
over a channel that is not secured end-to-end (such as SMS or 
OMA Push or UDP/IP), then the message is queued as in 
section 6.2.4.1. The SET works its way through the messages 
in the queue, applying the appropriate verification and noti 
fication before attempting to connect to the E-SLP to respond. 
1085. In responding to the SUPL INIT message, the SET 
may establish a secure TLS session (see sections 6.2.5) with 
the associated E-SLP (see section 6.2.3), and one of the 
following takes place: 

1086. If, after authenticating the SET (See section 6.2. 
5), the E-SLP cannot associate the SET with any out 
standing SUPL sessions, then the E-SLP MAY end the 
session. If the TLS Handshake is not yet complete, then 
the E-SLP SHOULD end the session using a TLS error 
message, in order to save un-necessary computation. If 
the TLS handshake is complete, then the E-SLP MAY 
end the session using a SUPL error message indicating 
that the SET is not authorized. The SET MAY interpret 
either form of error message as indication that the SUPL 
INIT message was fraudulent. The SET then processed 
to the next SUPL INIT message in order of priority in the 
queue. 
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1087) If, after authenticating the SET (See section 6.2. 
5), the E-SLP can associate the SET with an outstanding 
SUPL session, then the SET and E-SLP continue as 
normal. 

1088. The SET continues responding to emergency SUPL 
INIT messages until the genuine message is found. The SET 
MAY discard any new or queued SUPL INIT messages once 
the correct E-SLP has been identified. New or queued SUPL 
INIT messages from the correct E-SLP may still be pro 
cessed. 
1089. The following two notes are suggestions that regu 
latory bodies may wish to consider. 
1090 NOTE: Once the correct E-SLP has been identified, 
then the SET should ensure that it remembers the FQDN of 
this correct E-SLP until the SUPL session successfully com 
pletes. If the TLS session with the E-SLP ends prematurely 
(for example, if there is a loss of data connectivity), the SET 
should continue attempting to re-establish a TLS session with 
the E-SLP until the TLS session is re-established so that the 
SUPL session can continue to Successful completion. In some 
circumstances, it is conceivable that the SET re-establishes 
the TLS session several times. If the SET is not having suc 
cess at restablishing the TLS session, the SET should con 
tinue attempting regardless: since this is an emergency situ 
ation, the benefit of success outweighs the cost of a flat 
battery. 
1091 NOTE: If the E-SLP loses contact with SET after 
authentication, but prior to successful completion of the 
SUPL session, then the E-SLP SHOULD leave the SUPL 
session open with the hope that the SET is able to re-establish 
contact and complete the SUPL session. 
1092 6.2.5 Authentication for Emergency Sessions 
1093 NOTE: the mutual-authentication methods that may 
be supported by an E-SLP are specified in section 6.1.1.3. The 
SET and E-SLP negotiate the mutual-authentication method 
during the TLS handshake, as specified in section 6.1.3. 
1094. The order of preference for emergency sessions is 

1095 GBA or SEK method: first preference 
1096 DCert method: second preference 
1097 ACA method: third preference 
1098 SLP-only method: last preference. The SLP-only 
method should be seen as a last resort. 

1099] The FQDN of the E-SLP for all these cases is dis 
cussed in section 6.2.3. 

1100 GBA-Based Method (3GPP/3GPP2 SETs only): 
SETs and E-SLPs MAY perform PSK-TLS with GBA as 
described in section 6.1.3 with the E-SLP acting as the NAF. 
The Ks. NAF obtained by an E-SLP for a particular SET may 
be retained in association with the SET identity (e.g. IMSI, 
MSISDN) for the lifetime set by the home network operator. 
1101 SEK Based Method (WiMAX SETs only): SET and 
E-SLPs MAY perform mutual authentication using PSK-TLS 
with SEK as described in section 6.1.3 with the E-SLP acting 
in the similar fashion as H-SLP. The FQDN of the E-SLP is 
discussed in section 6.2.3. The SEK obtained by an E-SLP for 
a particular SET may be retained in association with the SET 
identity (e.g. WiMAX user ID) for the lifetime set by the 
home network operator. 
1102 DCert Method (All SETs): SET and E-SLPs MAY 
perform mutual authentication using the DCert method as 
described insection 6.1.2.2.1. The SET MAY authenticate the 
E-SLP using a root certificate of the E-SLP contained in the 
SET and the FQDN of the E-SLP as defined in section 6.2.3. 
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1103 ACA-Based Method (3GPP/3GPP2 SETs only 
while on corresponding bearer networks): For SUPL 3.0 
implementations where both GBA with PSK-TLS and the 
DCert method ARE NOT supported in the E-SLP, the alter 
native client authentication mechanism defined in section 
6.1.4 MAY be supported with the following differences. The 
E-SLP MAY authenticate the SET by binding the IP address 
used by the SET with the IP address for the SET provided to 
the E-SLP by the serving network—e.g. by the LRF or 
E-CSCF in a 3GPP network, or in a 3GPP2 network. 

1104) Network-Initiated Sessions: Since the SET IP 
address is used to initiate any emergency VoIP call and 
can be verified by the serving network before SUPL is 
invoked, it may be considered to be reliable by the 
E-SLP. In the case of an emergency call initiated in 
circuit mode, the SET IP address may not be known to 
the serving network (e.g. may be assigned by the home 
network) in which case the E-SLP cannot be provided 
with the IP address by the serving network and cannot 
verify the IP address when received later from the SET. 

1105 SET-Initiated Sessions: In order to use the ACA 
method, the serving bearer network MUST prevent IP 
Address Spoofing at the bearer level. It should be noted 
that the ACA method can be applied even whether or not 
the SET is registered an authenticated on the bearer 
network. This Supports cases where there is no activated 
SIM/USIM/UICC/(R)UIM present in the SET. 

1106 SLP-Only Method (All SETS): If no other authen 
tication method can be used, then the SET MAY establish a 
secure IP connection to an E-SLP using the SLP-only 
method. The SET MAY authenticate the E-SLP using a root 
certificate of the E-SLP contained in the SET and the FQDN 
of the E-SLP as defined in section 6.2.3. The ability to per 
form mutual authentication depends on where the session was 
SET initiated or Network-Initiated 

1107 Network Initiated Sessions: If the SUPL Session 
is Network Initiated, then the E-SLP can weakly authen 
ticate the SET based on (e.g.) the session ID and the 
received hash of the SUPL INIT as discussed in section 
6.2.6. 

1108 SET Initiated Sessions: If the SUPL Session is 
SET Initiated 

1109. It should be noted that the SLP-only method can be 
applied even whether or not the SET is registered an authen 
ticated on the bearer network. This supports cases where there 
is no activated SIM/USIM/UICC/(R) UIM present in the SET. 
1110) 6.2.6 Integrity Protection of SUPL INIT for Emer 
gency SUPL Sessions 
1111. If the E-SLP is able to authenticate the SET as 
discussed in section 6.2.5, and the E-SLP can associate the 
SET with an outstanding SUPL sessions, then the E-SLP 
checks if the SUPL INIT message was altered. If the E-SLP 
detects that the SUPL INIT message was altered (for 
example, if a SUPLAUTH REQ message was received when 
Proxy mode was indicated, or if SLP Session ID is wrong or 
if VER fails verification as described in section 6.3.1) then the 
E-SLP MUST Send SUPL INIT to the SET over the TLS 
session to ensure that the SET is provided with the correct 
parameters. In response, the SET will discard the SUPL ses 
sion initiated using the SUPL INIT it originally received, and 
the SET may begin a new SUPL session using the SUPL INIT 
received over the TLS session. The SET may then process that 
SUPL INIT message immediately (that is, the SET does not 
evaluate the priority using an E-SLP whitelist), performing 
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the appropriate actions for notification and verification, and 
provided the User does not reject the session, the SET then 
sends the appropriate message (SUPL POS INIT or SUPL 
AUTH REQ) to the E-SLP to continue the session. 
1112. The ability to resend SUPL INIT is only intended 
for emergency sessions. In non-emergency sessions, if alter 
ation of SUPL INIT is detected, then the SLP may end the 
SUPL session using SUPL END, as specified in the non 
emergency call flows. 
1113 6.3 Processing of the SUPL INIT Messages 
1114. As network initiated SUPL sessions are triggered by 
a SUPL INIT message, it is essential to protect SUPL INIT 
messages against masquerading and (in Some cases) against 
re-play attacks. 
1115 SUPL 3.0 specifies the following protection for 
SUPL INIT messages: 

1116 Network-based security, in which the SLP may 
perform checks to ensure authentication (section 6.3.1) 
and replay protection (section 6.3.2) of SUPLINIT mes 
sages. This verification occurs after the SET has pro 
cessed the content of the SUPL INIT message and estab 
lished a secure TLS session with the SLP for the 
purposes of performing the SUPL session. 

1117 End-to-End security, in which: the SLP may 
apply a combination of encryption, integrity protection 
and replay protection to the SUPL INIT message; and 
the SET applies the corresponding combination of 
decryption, integrity verification and replay detection. 
The SET applies these security measures before pro 
cessing the content of the SUPL INIT message. This 
security is applied only to non-emergency SUPL INIT 
messages. 

1118 Network-based security is mandatory, while End 
to-End security is optional. 
1119 6.3.1 Network-Based Authentication of the SUPL 
INIT Message 
1120. The SLP always performs network verification of 
the integrity of the SUPL INIT message. The first message 
sent in response to the SUPL INIT message (that is, a SUPL 
POS INIT, SUPL AUTH REQ or SUPL TRIGGERED 
START message) MUST contain a verification field (VER). 
When the SLP receives the first message sent in response to 
the SUPL INIT message the SLP MUST check the received 
VER field against the corresponding value calculated over the 
transmitted SUPL INIT message. If this verification fails the 
SLPMUST terminate the Session with the SUPL END mes 
sage that contains status code authSuplinitFailure. 
1121. The value for the verification field MUST be calcu 
lated as follows: 

1122) VER=H(SLP XOR opad, H(SLP XOR ipad, 
SUPL INIT)) 

where SLP is the FQDN of the SLP address. SHA-256MUST 
be used as the hash (H) function, with opad and ipad. The 
output of the SHA-256 HASH function MUST be truncated 
to 64 bits, i.e., the function MUST be implemented as 
HMAC-SHA256-64. Note that the SLP address is not con 
sidered secret. The HMAC construct used here does not pro 
vide any data authentication but is only used as an alternative 
to a HASH function. 
1123 6.3.2 Network-Based Re-Play Protection of SUPL 
INIT Message 
1124 For Network Initiated cases, protection against re 
play attacks MUST be provided by the SLPs. SLPS MUST 
ensure that no SUPL messages are accepted from an authen 
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ticated SET unless a previous, non-expired SUPL INIT mes 
sage has been sent with an "SLP Session Id” that corresponds 
to the one received inside the SUPL message. SLPS MUST 
also ensure that the type of SUPL message (e.g. SUPL POS 
INIT, SUPL AUTH REQ, SUPL TRIGGERED START) 
agrees with the parameters sent in the SUPL INIT message. 
Implementations MUST ensure that an "SLP Session Id' is 
correctly associated with the SET User ID (e.g., MSISDN, 
WiMAX user ID or MDN) that has been authenticated. 
1125. If the SET User authentication is performed using 
the Alternative Client Authentication method described in 
this document then a mapping between the source IP address 
of the response from the SET (SUPL POSINIT, SUPLAUTH 
REQ or SUPL TRIGGERED START) and the MSISDN or 
MDN of the SET User is already established and this 
MSISDN or MDN MUST be used as the authenticated 
MSISDN or MDN. 
1126 Discarding of an erroneous SUPL POSINIT, SUPL 
AUTH REQ or SUPL TRIGGERED START MUST NOT 
generate a chargeable event for the SET. 
1127. For Non-Proxy Network Initiated cases, SLPs 
MUST only create a chargeable event after receiving the 
confirmation from the SPC for the successful completion of 
the SUPL positioning. 
1128 6.3.3 End-to-End Protection of SUPL INIT Mes 
Sages 
1129 NOTE: End-to-End Protection of SUPL INIT Mes 
sages applies only to non-emergency SUPL INIT messages. 
1130. Three options of end-to-end SUPL INIT protection 
are provided for in this specification: Null, Mode A and Mode 
B - 

1131 Null SUPL INIT protection provides no end-to 
end integrity protection, no end-to-end replay protection 
and no confidentiality protection. The procedures for 
Null SUPL INIT protection are described in section 
6.3.4. 

1132 Mode A SUPL INIT protection provides end-to 
end integrity protection and end-to-end replay protec 
tion using default algorithms. Mode A SUPL INIT pro 
tection uses a shared key sent to the SET by the SLP 
during a secured ULP Session. The procedures for Mode 
A SUPL INIT protection are described in section 6.3.5. 

1133 Mode B SUPL INIT protection provides end-to 
end integrity protection and end-to-end replay protec 
tion using default algorithms. Mode B SUPL INIT pro 
tection uses a shared key derived using the appropriate 
PSK-based Method (GBA or SEK methods). The pro 
cedures for Mode BSUPLINIT protection are described 
in section 6.3.6. 

1134. The order of preference for the level of protection is 
as follows: 

1135 Null SUPL INIT protection has least preference. 
1136 Mode A SUPL INIT protection has higher pref 
erence than Null SUPL INIT protection. 

1137 Mode B SUPL INIT protection has higher pref 
erence than Mode A SUPL INIT protection. 

1138. In a SUPL INIT message the Protection Level 
parameter (in the following table) is assigned according to the 
current level of protection. 
1139 NOTE: this specification has been written to allow 
for more advanced levels of protection to be added in the 
future revisions. This advanced protection could allow the 
negotiation of other ways for securing SUPL INIT (for 
example, allowing encryption and allowing the negotiation of 
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algorithms). The Protection Level parameter is included to 
aid the SET in determining whether it might be able to parse 
the SUPL INIT message or not: the Protection Level param 
eter may be required for extensibility. 
1140 ASUPLINIT message may have a Protector param 
eterpresent for including security parameters: the presence of 
a Protector parameter is specified in the following table. 

Protector 
Level of End-to- parameter 
End SUPLINIT present in SUPL 
Protection Description INIT 

Null No end-to-end protection Optional 
Mode A Integrity protection and replay Mandatory 

protection using default algorithms 
Mode B Integrity protection and replay Mandatory 

protection using default algorithms 

SUPL INIT Protection Level Parameter Values and 
Presence of the Protector Parameter in SUPL INIT 

1141. A SET or D-SLP or H-SLP that supports the ACA 
based method MUST support Null SUPL INIT protection. 
1142 All SETs must support Mode A SUPL INIT protec 
tion procedures. 
1143 A D-SLP or H-SLP MAY support Mode A SUPL 
INIT protection procedures. 
1144. A SET or D-SLP or H-SLP that supports the PSK 
based method MUST support Mode BSUPL INIT protection 
procedures. 
1145 The E-SLP entity is not involved in currently 
defined SUPL INIT protection. 
1146 6.3.3.1 Negotiating the Level of SUPL INIT Protec 
tion 
1147 The following processes apply only to SLP that are 
D-SLP and H-SLP: the processes do not apply to E-SLP. 
1148. An informal description of how the SUPL INIT 
protection level is negotiated is as follows: 

1149) 1. The SET must apply Null SUPL INIT protec 
tion when there is no valid SUPL INIT ROOT KEY 
(e.g. at power-up or when the lifetime of the SUPL 
INIT ROOT KEY has expired). The initial protection 
level is always Null SUPL INIT protection. In this state 
the SET handles all SUPL INIT messages, i.e. no mes 
sages are silently dropped. If a SUPL INIT message is 
parsed with a failure condition, the SET sends an error 
message to the SLP. 

1150 2. If the SET has a valid SUPL INIT ROOT 
KEY and valid ReplayCounter already negotiated using 
Mode A or Mode BSUPL INIT protection for a particu 
lar SLP, then the SET processes all SUPL INIT mes 
sages from that SLP using the negotiated mode (Mode A 
or Mode B). 

1151 3. When the SET establishes a mutually-authen 
ticated secure connection to the SLP 
1152 a. If a PSK-based method (GBA or SEK) was 
used for mutual authentication, then Mode B SUPL 
INIT protection applies and the B-TID exchanged in 
the PSK-TLS handshake corresponds to the Ks (that 
will be used as a Ks. NAF in 3GPP and 3GPP2 
deployments) or SEK that can be used to derive SUP 
L INIT ROOT KEY that will be used as a Ks. NAF 
in 3GPP and 3GPP2 deployments. This Ks NAF or 
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SEK and the associated B-TID are used in the Mode B 
SUPL INIT protection until either: 
1153 i. the key expires, in which case the SET and 
SLP revert to Null SUPL INIT protection 

1154 ii. the SET and SLP use the ACA-method in 
a non-emergency session, in which case the SET 
and SLP revert to either Mode A or Null SUPL 
INIT protection as discussed in step 3b below, or 

1155 iii. the Set and H-SLP use GBA's or SEK’s 
bootstrapping re-negotiation methods to establish 
TLS using a fresh B-TID, in which case the B-TID 
and corresponding Ks. NAF or SEK are now used 
for Mode B SUPL INIT protection. 

1156 b. Otherwise, the SET and SLP established a 
secure connection using the DCert or ACA method. 
1157 i. If the SET does not have a valid SUPL 
INIT ROOT KEY, then the SET sends a SUPL 
INIT Key Request parameter to the SLP in the first 
ULP message. 

1158 1. If the SLP support Mode A SUPL INIT 
protection, then the SLP responds by sending 
Mode.AKeyIdentifier, TemporaryMode.AKeyIden 
tifier, SUPL INIT ROOT KEY and BasicRep 
layCounter parameters in the first ULP response to 
the SET. When the SET receives these parameters, 
then this indicates to the SET that Mode A SUPL 
INIT Protection applies. 

1159 NOTE: The policy for updating SUPL INIT 
ROOT KEY is a decision of the SLP Operator. 

1160 2. If the SLP does not support Mode A SUPL 
INIT protection (or does not support Mode A SUPL 
INIT protection at this particular time), then the SLP 
sends an indication to the SET (in a ULP message) that 
Null SUPL INIT Protection applies. 

1161 ii. If the SET has a valid SUPL INIT ROOT 
KEY, but does not have a valid TemporaryMode.AKeyI 
dentifier or has lost synchronization regarding replay 
protection, then the SET sends a SUPL INIT Resyn 
chRequest parameter to the SLP in the first ULP mes 
Sage. 
1162) 1. If the SLP support Mode A SUPL INIT 
protection, then the SLP responds (in the first 
response to the SET) with a new Temporary 
Mode.AKeyIdentifier using the procedure specified in 
Section 6.3.6.1.1. When the SET receives this 
response, then this indicates to the SET that Mode A 
SUPL INIT Protection applies. 

1163. 2. If the SLP does not support Mode A SUPL 
INIT protection (or does not with to support Mode A 
SUPLINIT protection at this particular time), then the 
SLP sends an indication to the SET (in a ULP mes 
sage) that Null SUPL INIT Protection applies. 

1164. Note that this means that the protection level is 
renegotiated every time the SET sets up a fresh TLS connec 
tion to the H-SLP. 
1165 6.3.3.2 Negotiation from the H-SLP Perspective 
1166. If the most recent IP session with the SET was 
authenticated using the GBA or SEK method, and the H-SLP 
has a current B-TID and the associated key for the SET, then 

1167) If the B-TID is for a key obtained using GBA, 
then the H-SLPassigns SUPL INIT ROOT KEY to be 
the Ks (int/ext )NAF corresponding to the most recent 
B-TID and generated as follows 
1168. The FQDN MAY be the H-SLP FQDN 
1169. The GBA Ua security protocol identifier that 
may be used for SUPL INIT protection is defined in 
OMNA Registry. 
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1170. If the B-TID is for a key derived using the SEK 
method, then the SUPL INIT ROOT KEY is the SEK 
as defined in 6.1.2.1.2. 

1171 Assuming no other SUPL INIT protection has 
been negotiated, then the H-SLP assigns the Mode B 
SUPL INIT protection level for that SET. 

1172. Otherwise, if the H-SLP has a valid Mode.AKeyI 
dentifier and associated key for the SET, then the H-SLP 
assigns Mode A SUPL INIT protection level for that SET. If 
no other level of protection is assigned, then the H-SLP 
assigns Null SUPL INIT protection level for that SET. 
1173. The H-SLP applies the procedures (for processing 
SUPL INIT messages prior to delivery) corresponding to the 
currently assigned level of SUPL INIT protection. This 
includes assigning the appropriate value for the Protection 
Level parameter in SUPL INIT messages. 
1174) 6.3.3.3 Negotiation from the SET Perspective 
1175. If the most recent IP session with the H-SLP was 
authenticated using the GBA or SEK method, and the SET 
has the current B-TID and associated key used for that IP 
session, then 

1176). If the B-TID is for a key obtained using GBA, 
then the SET assigns SUPL INIT ROOT KEY to be 
the Ks (int/ext )NAF corresponding to the most recent 
B-TID and generated as follows 
1177. The FQDN MAY be the H-SLP FQDN 
1178. The GBA Ua security protocol identifier that 
may be used for SUPL INIT protection is defined in 
OMNA Registry. 

1179 If the B-TID is for a key derived using the SEK 
method, then the SUPL INIT ROOT KEY is the SEK 
as defined in 6.1.2.1.2. 

1180 Assuming no other SUPL INIT protection has 
been negotiated, then the SET assigns the Mode BSUPL 
INIT protection level. 

1181. Otherwise, if the SET has a valid Mode.AKeyIden 
tifier, associated key and ModeAReplayCounter for the 
H-SLP, then the H-SLP assigns Mode A SUPL INIT protec 
tion level for that SET. 
1182. If no other level of protection is assigned, then the 
SET assigns Null SUPL INIT protection level. 
1183. The SET applies the procedures (for processing 
received SUPL INIT messages) corresponding to the cur 
rently assigned level of SUPL INIT protection. 
1184 6.3.3.4. Exception Procedures 
1185. If the SET determines that the SET-internal SUPL 
INIT protection parameters have become corrupted, then the 
SET must establish a TLS session with the H-SLP: 

1186 If GBA authentication is used, then the SET must 
initiate GBA bootstrapping to establish fresh keys: 

1187. For SETs using the SEK method, the SET must 
initiate SEK bootstrapping to enable fresh keys. 

1188 Otherwise, the SET sends a SUPL INIT KeyRe 
quest in the first secured ULP message and follows the 
procedures in Step 3.b of section 6.3.3.1. 

1189. If the SLP loses security context (for example, mas 
sive loss of data) then the SLP will have no means of initiating 
positioning activities. The context would be re-established 
when the Ks NAF or SEK expires, or the SET connects to the 
SLP. To prevent this “block out window” the SLP should 
ensure that all SUPL INIT security context information is 
stored with sufficient redundancy to recover from such a 
scenario. 
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1190) 6.3.4. Specifications when Null Level of Protection 
is Assigned 
1191 NOTE: There is no SUPL INIT Protector for Null 
SUPL INIT protection. 
1192 6.3.4.1 H-SLP Procedures 
1193. There are no security procedures for the SLP that are 
specific to Null SUPL INIT protection. 
1194 6.3.4.2 SET Procedures 
1195. When Null SUPL INIT protection is assigned and 
the SET receives a SUPL INIT message, then the SET applies 
the following procedure: 

1196. If the Protection Level parameter is correct, then 
the SET considers the message to be authentic, and no 
security related processing may be required. 
1197 Suppose the SLP and SET can support a higher 
level of protection, but the SET has not yet been in 
contact with the SLP since being powered up: in this 
case the SET will have Null SUPL INIT protection 
assigned. In the period of time until the SET contacts 
the SLP, the SET will consider any received SUPL 
INIT message (with the correct Protection Level 
parameter) to be authentic. When the SET first con 
tacts the SLP (which may or may not be in response to 
a received SUPL INIT message), the SET and SLP 
will transition to a higher level of protection. Once the 
two entities transition to the higher level of protection, 
the SET can detect non-authenticatic SUPL INIT 
messages. In between when the SET is powered up 
and when the SET first contacts the SLP, there is a 
period of time when the SET could receive an non 
authentic SUPL INIT message that is processed by 
the SET as if the SUPL INIT message where authen 
tic. If the SET decides to proceed with the SUPL 
session associated with the non-authentication SUPL 
INIT message, then the SET will contact the SLP and 
establish a secure TLS session. The SLP will not 
allow the SUPL session since it was established using 
a non-authentic SUPL INIT message. If the SET and 
SLP support a higher level of protection, then this will 
be established at the same time and the SET will be 
able to detect non-authentic SUPL messages after this 
time. This means that, if the SET and SLP can support 
a higher level of protection, then there is a very small 
window of opportunity for the attacker to get the SET 
to accept a non-authentic SUPL INIT message, and 
the SET will only attempt to proceed with a SUPL 
session for at most one non-authentic SUPL INIT 
message. 

1198 If the Protection Level parameteris incorrect (that 
is, if the Protection Level parameter was anything other 
than Null), then the SET sends the appropriate error 
message to the SLP. 
1199. In the event that the Protection Levels at the 
SLP and SET lose synchronization, this procedure 
allows the SET and SLP to resynchronize on a com 
mon Protection Level. 

1200) 6.3.5 Specifications for Mode A SUPL INIT Protec 
tion Level 

1201) 6.3.5.1 Key Identifiers for Mode A SUPL INIT Pro 
tection 

1202 Mode A SUPL INIT Protection uses two Key Iden 
tifiers that may be sent with SUPL INIT messages: 
Mode.AKeyIdentifier and Temporary Mode.AKeyIdentifier. 
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1203 The Mode.AKeyIdentifier is a globally-unique, 
long-term Key Identifier associated with the SUPL INI 
T ROOT KEY. The SLP provides a new Mode.AKeyI 
dentifer to the SET only when the SLP provisions a new 
value for SUPL INIT ROOT KEY. 

1204. The TemporaryMode.AKeyIdentifier is a short 
term identity (pseudonym) associated with the 
Mode.AKeyIdentifier. The Temporary Mode.AKeyIden 
tifier may be globally unique in the period that the Tem 
poraryMode.AKeyIdentifier is valid. The SET and SLP 
synchronize the value of TemporaryMode.AKeyIdenti 
fier as described in Sections 6.3.5.3 and 6.3.5.4. 

1205 The SLP will typically use TemporaryMode.AKeyI 
dentifier as the KeyIdentifier in the Basic SUPL INIT Protec 
tor. The SET then uses TemporaryMode.AKeyIdentifier to 
determine which SUPL INIT ROOT KEY should be used 
to verify the Basic SUPL INIT Protector. 
1206. The Mode.AKeyIdentifier is not typically sent in a 
SUPL INIT message because this would allow an observer to 
associate multiple SUPL INIT messages are associated with 
a common SET User. The purpose of Temporary 
Mode.AKeyIdentifier to prevent a Threat Agent from using 
the Mode.AKeyIdentifier to associate multiple SUPL INIT 
messages with a SET User. Only the SLP and SET should be 
able to associate the TemporaryMode.AKeyIdentifier with the 
Mode.AKeyIdentifier. The frequency of changingTemporary 
Mode.AKeyIdentifier is primarily a decision of the SET User. 
An SLP may choose to establish a new value for Temporary 
Mode.AKeyIdentifier based on SLP policy. 
1207. However, there are circumstances in which the SLP 
may wish to use the longer-term Mode.AKeyIdentifier as the 
KeyIdentifier in the Basic SUPL INIT Protector. For 
example, Suppose a SET has not be responding to multiple 
SUPL INIT messages using Temporary Mode.AKeyIdentifier 
in the Basic SUPL INIT Protector. The SLP may be con 
cerned that the SET has lost synchronization regarding Tem 
poraryMode.AKeyIdentifier. The SET and SLP are more 
likely to remain synchronized on the long-term Mode.AKeyI 
dentifier. Hence, the SLP can send a SUPL INIT message 
using Mode.AKeyIdentifier in the Basic SUPL INIT Protector 
to ensure that lack of synchronization does not prevent the 
SET from verifying the SUPL INIT message. 
1208 6.3.5.2 Mode A SUPL INIT Protection and the 
Basic SUPL INIT Protector 
1209 Mode A SUPL INIT Protection uses the Basic 
SUPL INIT Protector and associated procedures as defined in 
section 6.3.7 with the following additional clarifications: 

1210 KeyIdentifierType: indicates either Mode.AKeyI 
dentifier or a TemporaryMode.AKeyIdentifier is used. 

1211 KeyIdentifier: corresponds to either a 
Mode.AKeyIdentifier or a TemporaryMode.AKeyIdenti 
fier as appropriate to Mode.AKeyIdentifierType. 

1212 BasicMAC is computed using SUPL INIT 
IK=HMAC-SHA256-128(SUPL INIT ROOT KEY, 
“ModeA IK), using SUPL INIT ROOT KEY associ 
ated with the KeyIdentifier above. 

1213 6.3.5.3 H-SLP Procedures 
1214. The only Mode-A-specific H-SLP procedures relate 

to maintaining synchronization between the SET and SLP. 
1215. A new value for the TemporaryMode.AKeyIdenti 

fier is established by the SLP sending (in the first response 
message to the SET in a secured ULP session) a NewTempo 
raryMode.AKeyIdentifier parameter followed by a new Tem 
porary Mode.AKeyIdentifier. Establishing a new Temporary 
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Mode.AKeyIdentifier results in resetting 
BasicLastReplayCounter to 0x0000, and the SET removes all 
information about "played SUPL INIT messages. 
1216. An SLP may establish a new Temporary 
Mode.AKeyIdentifier either in response to a SUPL INIT 
ResynchRequest oran (out of scope) internal decision of the 
SLP. That is, the SLP can send a Temporary Mode.AKeyIden 
tifier even when there is no corresponding SUPL INIT. R 
esynchRequest from the SET. 
1217 6.3.5.4 SET Procedures 
1218. The only Mode-A-specific SET procedures relate to 
maintaining synchronization between the SET and SLP. 
1219. A SET may trigger establishing a new value for 
Temporary Mode.AKeyIdentifier by sending a SUPL INIT 
Resynch Request in the first message of a ULP session. 
1220. If Mode A SUPL INIT protection is assigned by the 
SET, then prior to the first time that the SET processes a SUPL 
INIT message with a given Temporary Mode.AKeyIdentifier, 
the SET clears its cache of used values for BasicReplay 
Counter. 
1221) 6.3.6 Specifications for Mode B SUPL INIT Protec 
tion Level 
1222 Mode B SUPL INIT Protection uses the Basic 
SUPL INIT Protector and associated procedures as defined in 
section 0, with the following additional clarifications: 

1223 KeyIdentifierType: Only B-TID identifiers are 
support for Mode B SUPL INIT Protection. 

1224) KeyIdentifier: corresponds to the current B-TID. 
1225. The BasicMAC parameter is computed using 
SUPL INIT IK=HMAC-SHA256-128(SUPL INIT 
ROOT KEY, “Mode A IK), where 
1226. For GBA-based deployments the SUPL INI 
T ROOT KEY is the Ks (int/ext )NAF correspond 
ing to the most recent B-TID and generated using the 
GBA Ua security protocol identifier for SUPL INIT 
protection as defined in OMNA Registry. 

1227. For SEK-based deployments the SUPL INIT 
ROOT KEY is the SEK MAC as defined in section 
6.1.2.1.2. 

1228 6.3.6.1 H-SLP Procedures 
1229. The only Mode-B-specific H-SLP procedures relate 
to maintaining synchronization between the SET and SLP. 
1230 For Mode B SUPL INIT protection, the BasicRep 
layCounter in the SLP is reset to zero the first time a key is 
used and the SET removes all information about "played 
SUPL INIT messages. 
1231. In the unlikely event that the SLP determines that 
resynchronization may be required: 

1232. In the case of deployments supporting the GBA 
method, the SLP triggers resychronization by invalidat 
ing the GBA B-TID. When that SET next attempts to 
authenticate to the SLP, then SLP will respond with 
TLS-PSK alert “psk identity unknown. This prompts 
establishing a new GBA key. 

1233. In the case of deployments supporting the SEK 
method, the SLP triggers resychronization by invalidat 
ing the SEK B-TID. When that SET next attempts to 
authenticate to the SLP, then SLP will respond with 
TLS-PSK alert “psk identity unknown. This prompts 
establishing a new SEK as described in section 6.1.3.3 

1234 6.3.6.2 SET Procedures 
1235. The only Mode-B-specific SET procedures relate to 
maintaining synchronization between the SET and SLP. 
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1236. If Mode B SUPL INIT protection is assigned by the 
SET, then 

1237 Prior to the first time that the SET processes a 
SUPL INIT message with a given SUPL INIT ROOT 
KEY, the SET clears its cache of used values for Basi 
cReplayCounter. 

1238. The SET can trigger resynchronization by estab 
lishing new GBA KS or new SEK as appropriate. The 
SLP will continue to use the old GBAKs (or SEK) until 
the next successful authentication between the SET and 
SLP so the SET should maintain the old GBA Ks (or 
SEK) until that time. 

1239 6.3.7 Specifications for Using the Basic SUPL INIT 
Protector 
1240 A Basic SUPL INIT Protector is used for both Mode 
A and Mode B SUPL INIT Protection includes the following 
parameters: 

1241 KeyIdentifierType: length=1 octet. 
1242 KeyIdentifier: variable length. Corresponds to the 
key used to compute the BasicMAC. 

1243 BasicReplayCounter: length=2 octets. 
1244. BasicMAC: length=4 octets. 

1245. The BasicMAC parameter is generated as follows: 
1246 BasicMAC=HMAC-SHA256-32(SUPL INIT 
Basic IK, SUPL INIT), where 

1247 SUPL INIT Basic IK is derived according to 
Sections 6.3.5 and 6.3.6 for Mode A and Mode B SUPL 
INIT protection respectively. 

1248 SUPL INIT corresponding to the SUPL INIT 
message with all parameters except BasicMAC 
assigned, and with the MAC parameter set to all Zeroes, 
and 

1249 HMAC-SHA256-32 and HMAC-SHA256-128 
are specified in document(s) outside the scope of this 
document. 

1250) 6.3.7.1 H-SLP Procedures 
1251) SLP procedures for synchronization of ModeALas 
tReplayCounter are specified for Mode A and Mode B SUPL 
INIT protection elsewhere. 
1252) If Mode A or Mode B SUPL INIT protection is 
assigned to a SET, then the H-SLP composes the SUPL INIT 
messages as follows: 

1253 1. Parameters outside the SUPL INIT Protector 
are assigned as described elsewhere. 

1254 2. KeyIdentityType is set according to the type of 
KeyIdentity that the SLP will use for this message. 

1255 3. KeyIdentity is set to a KeyIdentity associated 
with the SUPL INIT ROOT KEY. 

1256 4. H-SLP increases the current value of BasicLas 
tReplayCounterValue (associated with this SET and the 
negotiated SUPL INIT protection Level) by 1, and 
inserts the new value into the BasicReplayCounter 
parameter. 

1257 5. Finally, after all other parameters are assigned 
the BasicMAC is calculated from SUPL INIT and SUP 
L INIT ROOT KEY as specified above. 

1258. The H-SLP may be required to store a BasicLastRe 
playCounterValue of length equal to the length of BasicRep 
layCounter parameter for each SET for which Mode A or 
Mode B SUPL INIT protection level is assigned. 
1259. IfBasicLastReplayCounterValue in the SLP is close 
to 65535-2-1 (which is highly unlikely), then the SLP must 
trigger resynchronization procedures (see sections 6.3.6.1 
and 6.3.7.1). 
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1260 6.3.7.2 SET Procedures 
1261 SET procedures for synchronization of ModeALas 
tReplayCounter are specified for Mode A and Mode B SUPL 
INIT protection elsewhere. 
1262. If Mode A or Mode B SUPL INIT protection is 
assigned, then the SET processes a received SUPL INIT 
message as follows: 

1263 1. The SET discards the SUPL INIT message if 
the following parameters fail the appropriate verifica 
tion: 
1264) Protection Level: must be the assigned value 
for the negotiated SUPL INIT protection level. 

1265 KeyIdentityType: Must be valid for the 
assigned SUPL INIT protection level 

1266 Key Identity: Must correspond to the current 
SUPL INIT ROOT KEY for the negotiated SUPL 
INIT protection level. 

1267 BasicReplayCounter: the SET uses this value to 
detect replay of messages. The technique may be imple 
mentation specific but must be robust enough to deal 
with situations where SUPL INIT messages are lost or 
delivered out of order. 

1268 BasicMAC: The SET computes an expected 
BasicMAC from SUPL INIT and SUPL INIT ROOT 
KEY (as described above) and compares this to the 
received BasicMAC: the values must be equal. 

1269 2. If the SUPL INIT was not discarded in the previ 
ous step, then it is considered authentic, and the SET consid 
ers the BasicReplayCounterValue to be used. If BasicReplay 
CounterValue is close to 65535-2-1 (which is highly 
unlikely), then the SET must establish a new SUPL INIT 
ROOT KEY with the SLP to reset the counter. 
1270) 6.4 Providing the H-SLPAddress to the Set 
1271. Note: Provisioning H-SLPAddress for Access-Net 
work Independent H-SLP is FFS. 
1272 The H-SLP address is made available to the SET by 
the provisioning of the H-SLP address in the UICC, SET or a 
default H-SLP address is derived as described below. This 
address MUST be in the form of a FQDN and SHOULD be 
securely provisioned by the Home Network of the SET. 
1273 6.4.1 3GPP2 SETs 
1274 For 3GPP2 SETs the H-SLP address MUST be 
securely provisioned in the UIM or R-UIM. 
1275 6.4.23GPP SETs 
1276 A 3GPP SET MUST read the H-SLP address (in 
FQDN form) as a parameter“ADDR'under the “APPADDR/ 
ADDR characteristic as specified in WAP PROVCONT. In 
addition, the H-SLP address MUST be securely stored in the 
bootstrap file as defined in OMA Smartcard Provisioning 
specification on a 3GPP compliant UICC (USIM/SIM) or in 
an equivalently secure area of the SET. The SET MUST 
support OMA Smartcard Provisioning mechanisms to read 
the H-SLP address. The bootstrap file in the USIM/SIM 
application or SET that stores the H-SLP address MUST not 
be user changeable. If the H-SLP address is configured in the 
UICC (USIM/SIM), the SET MUST first read the H-SLP 
address provisioned in the UICC. If there is no H-SLP address 
provisioned in the UICC then the SET MAY read the H-SLP 
address from the secure area on the SET. 
1277 Provisioning of the H-SLP address in the SET: If the 
H-SLP address is to be stored in a secure location on the SET, 
it MUST be provisioned using OMA Device Management 
V1.2 or later. If the H-SLP address is provisioned using OMA 
DM the SET MUST authenticate the OMA DM Server based 
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on the server side certificate presented by the DM Server 
during the TLS Handshake. If the SET supports storage of the 
H-SLP address it MUST NOT rely on the authentication 
scheme set forth in section 6.1.4, i.e., the Alternative Client 
authentication based on MSISDN/IP-Address mapping 
authentication. i.e. the SET MUST rely on the PSK-TLS 
mutual authentication method as described in section 6.1.1. 
1278 Auto configuration of the H-SLP address: If the 
H-SLP address can not be found in the secure storage area of 
the UICC (USIM/SIM), or in a secure area on the SET, the 
SET MUST configure the default H-SLP address in the SET 
based on the IMSI stored in the USIM/SIM. 
1279. In the case an H-SLP address has been found in the 
secure storage area of the UICC (USIM/SIM), or in a secure 
area on the SET, but its use has resulted in an authentication 
failure while initiating the SUPL session, the SET MUST 
configure the default H-SLP address in the SET based on the 
IMSI Stored in the USIMFSIM. 
1280. The mechanism to configure a default H-SLP 
address is defined below. 
1281 Please note that the following example has been 
taken from 3GPP GBA specifications and adopted for the 
SUPL use case where a H-SLP address (based on a FQDN) is 
configured. Implementation of this default configuration 
mechanism does not require the implementation of the 3GPP 
GBA specification. The example below is given to illustrate 
the methodology only, and can be implemented independent 
of GBA. 
1282 Configuration of H-SLP based on IMSI: 
1283 Step 1) Take the first 5 or 6 digits of the IMSI, 
depending on whether a 2 or 3 digit MNC is used and 
separate them into MCC and MNC; if the MNC is 2 digits 
then a zero MAY be added at the beginning: 

1284 Step 2) Use the MCC and MNC derived in step 1 to 
create the “mnc-MNC >.mccsMCC pub.3gppnetwork. 
org domain name: Add the label “h-slp.” to the beginning 
of the domain name. 

1285. Example 1: If IMSI in use is “234150999999999, 
where MCC=234, MNC=15, and MSIN=0.999999999, the 
H-SLP address would be “h-slp.mnc015.mcc234.pub.3gpp 
network.org. 
1286. If a new IMSI is detected by the SET during, or after 
power on, all previous H-SLP settings MUST be removed 
from the SET. More specifically, any H-SLP address stored in 
the SET MUST be removed. 
1287. In cases where the IMSI is changed the SET MUST 

first read the H-SLP address from the UICC (USIM/SIM). If 
no H-SLP address is stored on the UICC (USIM/SIM) the 
SET MAY check if the H-SLP address is Stored in the SET. If 
no H-SLP address is found in the UICC or SET, then a default 
H-SLP address MUST be configured by the SET based on the 
new IMSI as described above. 
1288. Implementations MUST ensure that the address of 
the H-SLP cannot be changed via applications that are down 
loaded to the SET after the manufacturer software installation 
of the SET. 
1289. The following flow illustrates H-SLP address stor 
age. 

1290) 1. Start. Go to 2. 
1291 2. IMSI changed? If Yes go to 3. If No skip 3 and 
go directly to 4. 

1292. 3. Clear H-SLP from SET. Go to 4. 
1293 4. UICC contains H-SLPAddress? If No go to 5. 
If Yes go to 9. 
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1294 5. H-SLPAddress on SET supported? If No go to 
7. If Yes go to 6. 

1295 6. H-SLPAddress provisioned in SET If No go 
to 7. If Yes go to 8. 

1296 7. Create H-SLPAddress from IMSI. Go to 10. 
1297 8. Read Settings from the SET. Go to 10. 
1298 9. Read H-SLPAddress from UICC. Go to 10. 
1299) 10. Create TLS connection to H-SLP using 
H-SLP address. Go to 11. 

1300 11. Authentication Successful? If No go to 12. If 
Yes go to 14. 

1301 12. H-SLPAddress created from IMSI? If No go 
to 7. If Yes go to 13. 

1302 13. Abort SUPL Session and End. 
1303. 14. Run SUPL Session and End. 

1304) 6.4.3 WIMAX Based Deployments 
1305. When the SET attaches to the WiMAX network it 
MAY receive an updated H-SLP address via OMA DM. 
When the H-SLP address is provisioned in a secure manner to 
a WiMAX terminal and it must be stored in a protected 
environment. 
1306 6.5 Confidentiality and Data Integrity Protocols 
1307 TLS 1.1 or PSK-TLS MAY be used to provide Con 
fidentiality and Data Integrity between a SET and an SLP. All 
SUPL Messages except “SUPL INIT MUST be delivered 
within a TLS or PSK-TLS session between a SET and an SLP. 
1308) Section 6.1.1.3 provides details for determining 
which entities in a SUPL 3.0 deployment have TLS with 
server-certificate authentication and/or TLS-PSK as manda 
tory or optional. 
1309 6.5.1 TLS with Server-Certificates 
1310 Implementations of TLS 1.1 with server-certificates 
may conform to and WAP Profile of TLS 1.1 with the follow 
ing clarifications: 
1311 SETs MAY implement: 
1312 TLS RSA WITH AES 128 CBC SHA. 

1313 For SET implementations that prefer additional 
cipher suites SETs SHOULD implement: 

1314) TLS RSA WITH 3DES EDE CBC SHA. 
1315 SLPs supporting TLS 1.1 with server-certificates 
may implement the following cipherSuites: 

1316 TLS RSA WITH 3DES EDE CBC SHA. 
1317 TLS RSA WITH AES 128 CBC SHA. 

1318 For SLP implementations supporting TLS 1.1 with 
server-certificates that prefer to support NULL encryption 
SLPs MAY implement TLS RSA WITH NULL SHA. 
Note that the use of TLS RSA WITH NULL SHA is not 
recommended, as it does not provide any confidentiality pro 
tection. However, it still provides authentication and integrity 
protection. 
1319. The WAP Certificate profile of TLS 1.1 MAY be 
supported by SLPs supporting TLS 1.1 with server-certifi 
cates and SETs. 
1320) 6.5.2 TLS-PSK 
1321) TLS-PSK implementations MAY conform to PSK 
TLS for the TLS Handshake, with Bulk Ciphering as defined 
for TLS 1.1 
1322) SETs supporting TLS-PSK MAY implement: 
1323 TLS PSK WITH AES 128 CBC SHA. 

1324 For SET implementations supportingTLS-PSK that 
prefer additional cipher suites, the SETs SHOULD imple 
ment: 

1325 TLS PSK WITH 3DES EDE CBC SHA. 
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1326 
by SLPs: 

1327 TLS PSK WITH AES 128 CBC SHA. 
1328. For SLP implementations supportingTLS-PSK that 
prefer additional cipher suites, the SLPs SHOULD imple 
ment: 

1329 TLS PSK WITH 3DES EDE CBC SHA. 
1330. The following cipher suites MAY be implemented 
by SPCs that support non-proxy mode: 

1331 TLS PSK WITH AES 128 CBC SHA. 
1332 For SPC implementations that support non-proxy 
mode that prefer additional cipher suites, the SPCs SHOULD 
implement: 

The following cipher suites MAY be implemented 

1333) TLS PSK WITH 3DES EDE CBC SHA. 
1334 6.6 DCert Method and User Binding 
1335. The DCert method authenticates the SET handset, 
but (unlike the GBA, SEK and ACA methods) does not per 
form any authentication tied to Access Network credentials. 
If the SLP uses the DCert method for mutual authentication, 
the SLP Operator needs some other mechanism to verify 
which SUPL User should be associated with the SET. The 
term “User Binding is used to describe associating a SUPL 
User with a SET Identity. 
1336 If the SET ownership changes, then is the responsi 

bility of the existing SUPL User to contact the SLP Operator 
to release the User Binding. 
1337 SUPL 3.0 does not specify a User Binding proce 
dure, although one possible procedure is shown in section 
6.6.1. Some SLPs may incorporate a User Binding procedure 
as part of other services provided by the SLP Operator. In 
other cases, the User Binding may be part of the distribution 
chain. 

1338. The SLP Operator may use any “User Binding” 
procedure they choose, but the following points should be 
kept in mind: 

1339. The SUPL User must be authenticated as part of 
the User Binding procedure. 
1340 Failure to authenticate the SUPLUSER would 
allow theft of service, and allow the Threat Agent to 
mislead the SLP regarding the location of the identi 
fied SUPL User. 

1341. We recommend that the SLP Operator apply 
their existing mechanisms and policies for User 
Authentication. 

1342. The SET must be authenticated as part of the User 
Binding procedure. 
1343. The reasons for this are subtle. Suppose that a 
Threat Agent wishes to follow the movements of 
Alice and Alice owns a SET with SETIdentity “SET 
ID A'. The Threat Agent registers as a legitimate 
SUPL User and, after authenticating herself, claims to 
own the SET with SET Identity “SET ID A". If the 
SLP Operator associates this SET with the Threat 
Agent's account, then the Threat Agent can authorize 
themselves to obtain periodic location updates from 
the SLP (via Network Initiated sessions). However, 
since Alice is using the SET, the Threat Agent is 
actually getting updates of Alice's location. Since the 
SLP Operator is expected to keep Alice's location 
confidential, it is in the SLP Operators interest to 
prevent such an attack. 
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1344 6.6.1 An Example User Binding Procedure 
1345. The DCert method is designed primarily for SETs 
that have web-browsing capabilities: examples include 
Smart-phones, tablets or touch-screen multi-media players. 
1346 Such SETs can use the following mechanism: 
1347 1. SLP Operator prompts the SUPL User to con 
nect to the URL of an SLP-owned Web Server while 
using the SET. 

1348 2. Subscriberconnects to website (possibly WAP) 
while using the SET. 

1349. 3. Web Server and SET perform TLS 
1350 a. The Web Server provides a server certificate 
and requests a client certificate. The Web Server's 
certificate may be distinct from the certificate for the 
SLP server certificate used for SUPL Service. 

1351 b. The SET authenticates the Web Server 
1352 c. The SET authenticates to the Web Server 
using the SET's Device Certificate. 

1353 d. The Web-Server has now authenticated that 
the secure channel is associated with the SETIdentity 
(e.g. IMEI, MEID or serial number) in the Device 
Certificate. 

1354 4. The SUPL User performs some (out of scope) 
authentication with the website. For example, the Web 
Server could request an SLP-specific username?pass 
word, or federated username/password or other sub 
scriber details such as address, date of birth, etc. 

1355 5. The SLP operator has now securely associated 
the subscriber with the device identity and should store 
this association in the SLP. 

Additional Embodiment 8 

1356 SUPL 3.0 has defined Mode A and Mode B SUPL 
INIT protection. Mode A protection requires that the SLP has 
the ability to send a shared key to the SET during a secured 
ULP session. This embodiment describes the shared key 
parameter and indicates which ULP message(s) are to be used 
to request and send the shared key. Thus, this embodiment 
may be incorporated into SUPL 3.0, and section numbers 
may refer to SUPL 3.0 sections. 

6.3.3 End-to-End Protection of SUPL INIT/REINIT 
Messages 

1357 NOTE: End-to-End Protection of SUPL INIT Mes 
sages applies only to non-emergency SUPL INIT/REINIT 
messages. 
1358. The processes in Section 6.3.3 apply only to SLP 
that are D-SLP and H-SLP; the processes do not apply to 
E-SLP. 
1359. The procedures for End-to-End protection protec 
tion of SUPL INIT and SUPL REINIT messages make no 
distinction between SUPL INIT and SUPL REINIT mes 
sages both SUPL INIT and SUPL REINIT messages are 
processed as though they were the same type of message. For 
simplicity, we refer to the procedures as SUPL INIT protec 
tion procedures both SUPL INIT and SUPL REINIT mes 
sages are processed using the as SUPL INIT protection pro 
cedures. 
1360. Three options of end-to-end SUPL INIT protection 
are provided for in this specification: Null, Mode A and Mode 
B - 

1361 Null SUPL INIT protection provides no end-to 
end integrity protection, no end-to-end replay protection 
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and no confidentiality protection. The procedures for 
Null SUPL INIT protection are described in section 
6.3.4. 

1362 Mode A SUPL INIT protection provides end-to 
end integrity protection and end-to-end replay protec 
tion using default algorithms. Mode A SUPL INIT pro 
tection uses a shared key sent to the SET by the SLP 
during a secured ULP Session. The procedures for Mode 
A SUPL INIT protection are described in section 6.3.5. 

1363 Mode B SUPL INIT protection provides end-to 
end integrity protection and end-to-end replay protec 
tion using default algorithms. Mode B SUPL INIT pro 
tection uses a shared key derived using the appropriate 
PSK-based Method (GBA or SEK methods). The pro 
cedures for Mode BSUPLINIT protection are described 
in section 6.3.6. 

1364. The order of preference for the level of protection is 
as follows: 

1365 Null SUPL INIT protection has least preference. 
1366 Mode A SUPL INIT protection has higher pref 
erence than Null SUPL INIT protection. 

1367 Mode B SUPL INIT protection has higher pref 
erence than Mode A SUPL INIT protection. 

1368. In a SUPL INIT message the Protection Level 
parameter (in the following table) is assigned according to the 
current level of protection. 
1369 NOTE: this specification has been written to allow 
for more advanced levels of protection to be added in the 
future revisions. This advanced protection could allow the 
negotiation of other ways for securing SUPL INIT/REINIT 
(for example, allowing encryption and allowing the negotia 
tion of algorithms). The Protection Level parameter is 
included to aid the SET in determining whether it might be 
able to parse the SUPL INIT/REINIT message or not: the 
Protection Level parameter is required for extensibility. 
1370 ASUPL INIT/REINIT message may have a Protec 
tor parameter present for including security parameters: the 
presence of a Protector parameter is specified in the following 
table. 

Protector 
Level of End-to- parameter 
End SUPLNIT present in SUPL 
Protection Description INITREINIT 

Null No end-to-end protection Optional 
Mode A Integrity protection and replay Mandatory 

protection using default algorithms 
Mode B Integrity protection and replay Mandatory 

protection using default algorithms 

SUPL INIT Protection Level Parameter Values and 
Presence of the Protector Parameter in SUPL INIT 

and SUPL REINIT Messages 
1371. A SET or D-SLP or H-SLP that supports the ACA 
based method MUST support Null SUPL INIT protection. 
1372 All SETs SHOULD support Mode A SUPL INIT 
protection procedures. 
1373 A D-SLP or H-SLP MAY support Mode A SUPL 
INIT protection procedures. 
1374. A SET or D-SLP or H-SLP that supports the PSK 
based method MUST support Mode BSUPL INIT protection 
procedures. 
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1375. The E-SLP entity is not involved in currently 
defined SUPL INIT protection. 

6.3.3.1 Negotiating the Level of SUPL INIT Protection 
1376. The following processes apply only to SLP that are 
D-SLP and H-SLP: the processes do not apply to E-SLP. 
1377. An informal description of how the SUPL INIT 
protection level is negotiated is as follows: 

1378 4. The SET must apply Null SUPL INIT protec 
tion when there is no valid SUPL INIT ROOT KEY 
(e.g. at power-up or when the lifetime of the SUPL 
INIT ROOT KEY has expired). The initial protection 
level is always Null SUPL INIT protection. In this state 
the SET handles all SUPL INIT/REINIT messages, i.e. 
no messages are silently dropped. If a SUPL INIT/ 
REINIT message is parsed with a failure condition, the 
SET sends an error message to the SLP. 

1379 5. If the SET has a valid SUPL INIT ROOT 
KEY and valid ReplayCounter already negotiated using 
Mode A or Mode BSUPL INIT protection for a particu 
lar SLP, then the SET processes all SUPL INIT/REINIT 
messages from that SLP using the negotiated mode 
(Mode A or Mode B). 

1380 6. When the SET establishes a mutually-authen 
ticated secure connection to the SLP 
1381 a. If a PSK-based method (GBA or SEK) was 
used for mutual authentication, then Mode B SUPL 
INIT protection applies and the B-TID exchanged in 
the PSK-TLS handshake corresponds to the Ks (that 
will be used as a Ks. NAF in 3GPP and 3GPP2 
deployments) or SEK that can be used to derive SUP 
L INIT ROOT KEY that will be used as a Ks. NAF 
in 3GPP and 3GPP2 deployments. This Ks NAF or 
SEK and the associated B-TID are used in the Mode B 
SUPL INIT protection until either: 
1382 i. the key expires, in which case the SET and 
SLP revert to Null SUPL INIT protection 

1383 ii. the SET and SLP use the ACA-method in 
a non-emergency session, in which case the SET 
and SLP revert to either Mode A or Null SUPL 
INIT protection as discussed in step 3b below, or 

1384 iii. the SET and H-SLP use GBA's or SEK’s 
bootstrapping re-negotiation methods to establish 
TLS using a fresh B-TID, in which case the B-TID 
and corresponding Ks. NAF or SEK are now used 
for Mode B SUPL INIT protection. 

1385 b. Otherwise, the SET and SLP established a 
secure connection using the DCert or ACA method. 
1386 i. If the SET does not have a valid SUPL 
INIT ROOT KEY, it indicates this to the SLP in 
its SET Capabilities (suPLINITRootKeyStatus= 
“invalidSUPLINITRootKey) in the next ULP 
message carrying the SET Capabilities parameter 
following the secure session establishment. 
1387. 1. S Mode A SUPL INIT protection, then 
the SLP performs the Mode A SUPL INIT 
ROOT KEY Establishment procedure (Section 
6.3.5.2) in the next SUPL END message. A suc 
cessful Mode A SUPL INIT ROOT KEY 
Establishment procedure indicates to the SET 
that Mode A SUPL INIT Protection applies. 
Untila Successful Mode ASUPL INIT ROOT 
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KEY Establishment procedure occurs, the SET 
SHALL use Null SUPL INIT Protection. 

1388 NOTE: The policy for updating SUPL INIT 
ROOT KEY is a decision of the SLP Operator. 

1389 2. If the SLP does not support Mode A SUPL 
INIT protection (or does not support Mode A SUPL 
INIT protection at this particular time), then the SLP 
does not send Mode.AKeyIdentifier, Temporary 
Mode.AKeyIdentifier, SUPL INIT ROOT KEY and 
Mode.AKeyLifetime parameters which indicates that the 
SET SHALL use Null SUPL INIT Protection. 

1390) ii. If the SET has a valid SUPL INIT ROOT 
KEY, but does not have a valid TemporaryMode.AKeyI 
dentifier or has lost synchronization regarding replay 
protection, it indicates this to the SLP in its SET Capa 
bilities 
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6.3.3.3 Negotiation from the SET Perspective 
1403. If the most recent IP session with the SLP was 
authenticated using the GBA or SEK method, and the SET 
has the current B-TID and associated key used for that IP 
session, then 

1404. If the B-TID is for a key obtained using GBA, 
then the SET assigns SUPL INIT ROOT KEY to be 
the Ks (int/ext )NAF corresponding to the most recent 
B-TID and generated as follows 
1405. The FQDN SHALL be the SLP FQDN 
1406. The GBA Ua security protocol identifier 
3GPP 24.109 that shall be used for SUPL INIT 
protection is defined in OMNA Registry OMNA). 

1407) If the B-TID is for a key derived using the SEK 
method, then the SUPL INIT ROOT KEY is the SEK 
as defined in 6.1.2.1.2. 

(sUPLINITRootKeyStatus=“outofsyncSUPLINITRootKey) (1408 Assuming no other SUPI INIT protection has 
in the next ULP message carrying the SET Capabilities 
parameter following the secure session establishment. 
1391 1. performs the Mode A Resynchronization 
procedure (Section 6.3.5.3) in the next SUPL END 
message. A Successful Mode A Resynchronization 
procedure indicates to the SET that Mode A SUPL 
INIT Protection applies. Until a successful Mode A 
Resynchronization procedure occurs, the SET 
SHALL use Null SUPL INIT Protection. 

1392) 2. If the SLP does not support Mode A SUPL 
INIT protection (or does not wish to support Mode A 
SUPLINIT protection at this particular time), then the 
SLP does not perform Mode A Resynchronization 
(Section 6.3.5.3) which indicates that the SET 
SHALL use Null SUPL INIT Protection. 

1393. Note that this means that the protection level is 
renegotiated every time the SET sets up a fresh TLS connec 
tion to the SLP. 
6.3.3.2. Negotiation from the SLP Perspective 
1394. If the most recent IP session with the SET was 
authenticated using the GBA or SEK method, and the SLP has 
a current B-TID and the associated key for the SET, then 

1395. If the B-TID is for a key obtained using GBA, 
then the SLP assigns SUPL INIT ROOT KEY to be 
the Ks (int/ext )NAF corresponding to the most recent 
B-TID and generated as follows 
1396 The FQDN SHALL be the SLP FQDN 
1397. The GBA Ua security protocol identifier that 
shall be used for SUPL INIT protection is defined in 
OMNA Registry OMNA). 

1398. If the B-TID is for a key derived using the SEK 
method, then the SUPL INIT ROOT KEY is the SEK 
as defined in 6.1.2.1.2. 

1399 Assuming no other SUPL INIT protection has 
been negotiated, then the SLP assigns the Mode BSUPL 
INIT protection level for that SET. 

1400 Otherwise, if the SLP has a valid Mode.AKeyIden 
tifier and associated key for the SET, then the SLP assigns 
Mode A SUPL INIT protection level for that SET. 
1401 If no other level of protection is assigned, then the 
SLP assigns Null SUPL INIT protection level for that SET. 
1402. The SLP applies the procedures (for processing 
SUPL INIT/REINIT messages prior to delivery) correspond 
ing to the currently assigned level of SUPL INIT/REINIT 
protection. This includes assigning the appropriate value for 
the Protection Level parameter in SUPL INIT messages. 

been negotiated, then the SET assigns the Mode BSUPL 
INIT protection level. 

1409. Otherwise, if the SET has a valid Mode.AKeyIden 
tifier, TemporaryMode.AKeyIdentifier and associated SUPL 
INIT ROOT KEY for the SLP, then the SET assigns Mode A 
SUPL INIT protection level for that SLP 
1410) If no other level of protection is assigned, then the 
SET assigns Null SUPL INIT protection level. 
1411. The SET applies the procedures (for processing 
received SUPL INIT/REINIT messages) corresponding to 
the currently assigned level of SUPL INIT protection. 

6.3.3.4. Exception Procedures 
1412. If the SET determines that the SET-internal SUPL 
INIT protection parameters have become corrupted, then the 
SET must establish a TLS session with the SLP: 

1413. If GBA authentication is used, then the SET must 
initiate GBA bootstrapping to establish fresh keys: 

1414 For SETs using the SEK method, the SET must 
initiate SEK bootstrapping to enable fresh keys, as 
defined in 6.1.2.1.2. 

1415. Otherwise, the SET follows the procedures in 
Step 3.b of section 6.3.3.1. 

1416. If the SLP loses security context (for example, mas 
sive loss of data) then the SLP will have no means of initiating 
positioning activities. The context would be re-established 
when the Ks. NAF or SEK expires, or the SET connects to the 
SLP. To prevent this “block out window” the SLP should 
ensure that all SUPL INIT protection security context infor 
mation is stored with sufficient redundancy to recover from 
Such a scenario. 

6.3.3.5 General Procedure for Processing a SUPL INIT 
Message at SET 
1417. The following procedure is applied by the SET to 
determine how to process a received SUPL INIT message. 

1418 1. The SET identifies the Sending SLP (the SLP 
that sent the SUPL INIT message). 
1419 a. If a D-SLPFQDN parameter is present in the 
SUPL INIT message, then the SET SHALL identify 
the Sending SLP using this parameter. 
1420) i. If the SET has no existing relationship 
with identified D-SLP, then the SET silently 
SHALL discard the SUPL INIT message and exits 
the current procedure. 

1421 ii. Otherwise, the SET proceeds to step 2. 
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1422) b. If no D-SLP FQDN parameter is present in 
the SUPL INIT message, then the SET identifies the 
Sending SLP to be the SET's H-SLP. 

1423 2. The SET performs initial filtering based on the 
SUPL INIT Protection level assigned for the Sending 
SLP: 
1424) a. If Null SUPL INIT Protection is assigned for 
the Sending SLP, then the SET performs the Null 
SUPL INIT Protection procedures, and exits the cur 
rent procedure. 

1425 b. If Mode A or Mode BSUPLINIT Protection 
is assigned for the Sending SLP, then 
1426 i. If the SUPL INIT message contains no 
Protector Parameter, then the SET silently discards 
the SUPL INIT message and exits the current pro 
cedure. 

1427 ii. If the SUPL INIT message contains a 
Protector Parameter, the SET performs the appro 
priate Mode A or Mode B SUPL INIT Protection 
procedures in Section 6.3.5 or Section 6.3.6 respec 
tively. The SET uses the KeyIdentifier parameter in 
the Protector Parameter to identify which of the 
SUPL INIT ROOT Keys associated with the Send 
ing SLP is to be used for processing the SUPL INIT 
message. 

6.3.5 Specifications for Mode ASUPL INIT Protection Level 

6.3.5.1 Key Identifiers for Mode A SUPL INIT Protection 
1428 Mode A SUPL INIT Protection uses two Key Iden 

tifiers that may be sent with SUPL INIT/REINIT messages: 
Mode.AKeyIdentifier and Temporary Mode.AKeyIdentifier. 

1429. The Mode.AKeyIdentifier is a globally-unique, 
long-term Key Identifier associated with the SUPL INI 
T ROOT KEY. The SLP provides a new Mode.AKeyI 
dentifer to the SET only when the SLP provisions a new 
value for SUPL INIT ROOT KEY. 

1430. The TemporaryMode.AKeyIdentifier is a short 
term identity (pseudonym) associated with the 
Mode.AKeyIdentifier. The Temporary Mode.AKeyIden 
tifier shall be globally unique in the period that the 
Temporary Mode.AKeyIdentifier is valid. The SET and 
SLP synchronize the value of TemporaryMode.AKeyI 
dentifier as described in Sections 6.3.5.5 and 6.3.5.6. 

1431. The SLP will typically use TemporaryMode.AKeyI 
dentifier as the KeyIdentifier in the Basic SUPL INIT Protec 
tor. The SET then uses TemporaryMode.AKeyIdentifier to 
determine which SUPL INIT ROOT KEY should be used 
to verify the Basic SUPL INIT Protector. 
1432. The Mode.AKeyIdentifier is not typically sent in a 
SUPL INIT/REINIT message because this would allow an 
observer to associate multiple SUPL INIT/REINIT messages 
are associated with a common SET User. The purpose of 
Temporary Mode.AKeyIdentifier to prevent a Threat Agent 
from using the Mode.AKeyIdentifier to associate multiple 
SUPL INIT/REINIT messages with a SET User. Only the 
SLP and SET should be able to associate the Temporary 
Mode.AKeyIdentifier with the Mode.AKeyIdentifier. The fre 
quency of changing TemporaryMode.AKeyIdentifier is pri 
marily a decision of the SET User. An SLP may choose to 
establish a new value for Temporary Mode.AKeyIdentifier 
based on SLP policy. 
1433. However, there are circumstances in which the SLP 
may wish to use the longer-term Mode.AKeyIdentifier as the 
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KeyIdentifier in the Basic SUPL INIT Protector. For 
example, Suppose a SET has not been responding to multiple 
SUPL INIT/REINIT messages using Temporary 
Mode.AKeyIdentifier in the Basic SUPL INIT Protector. The 
SLP may be concerned that the SET has lost synchronization 
regarding TemporaryMode.AKeyIdentifier. The SET and SLP 
are more likely to remain synchronized on the long-term 
Mode.AKeyIdentifier. Hence, the SLP can senda SUPL INIT/ 
REINIT message using Mode.AKeyIdentifier in the Basic 
SUPL INIT Protector to ensure that lack of synchronization 
does not prevent the SET from verifying the SUPL INIT/ 
REINIT message. 

6.3.5.2 Mode A SUPL INIT ROOT KEY Establishment 
Procedure 

1434. A value for the SUPL INIT ROOT KEY is estab 
lished by the SLP sending (in a SUPL END message to the 
SET in a secure SUPL session) a new Mode.AKeyIdentifier, 
TemporaryMode.AKeyIdentifier, SUPL INIT ROOT KEY 
and Mode.AKeyLifetime parameters. If delivery is success 
ful, then the SLP and SET considers this Mode A SUPL 
INIT ROOT KEY Establishment Procedure to be a success. 
1435 The Mode.AKeyLifetime parameter contains the 
UTC time when the key ceases being valid. 

6.3.5.3 Mode A Resynchronization Procedure 
1436 A SLP establishes a new value for the Temporary 
Mode.AKeyIdentifier with the SET using the following steps: 

1437) 1. The SLP sends to the SET (in a SUPL END 
message to the SET in a secure SUPL session) the cur 
rent Mode.AKeyIdentifier and a new Temporary 
Mode.AKeyIdentifier parameter. If delivery is success 
ful, then the SLP considers this Mode A 
Resynchronization Procedure to be a success. 

1438 2. The SET compares the received Mode.AKeyI 
dentifier against the Mode.AKeyIdentifiers of the valid 
SUPL INIT ROOT KEY values that the SET cur 
rently has assigned for that SLP. 
1439 a. If the ModeAkeyIdentifier values differ, then 
this indicates corruption of the value of Mode.AKeyI 
dentifier assigned on the SET, and the following steps 
are performed: 
1440) i. The SET discards the Temporary 
Mode.AKeyIdentifier and considers this Mode A 
Resynchronization to be a failure. 

1441 ii. The SET initiates the Exception Proce 
dures in Section 6.3.3.4. 

1442) b. If the received ModeAkeyIdentifier is equal 
to a valid Mode.AKeyIdentifier, then: 
1443 i. The SET associates the new Temporary 
Mode.AKeyIdentifier with the corresponding 
Mode.AKeyIdentifier, 

1444 ii. The SET considers this Mode A Resyn 
chronization Procedure to be a success. 

6.3.5.4 Mode A SUPL INIT Protection and the Basic SUPL 
INIT Protector 

1445 Mode A SUPL INIT Protection uses the Basic 
SUPL INIT Protector and associated procedures as defined in 
section 0 with the following additional clarifications: 

1446 KeyIdentifierType: indicates either Mode.AKeyI 
dentifier or a TemporaryMode.AKeyIdentifier is used. 
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1447 KeyIdentifier: corresponds to either a 1460 Five minutes after the time of a later successful 
Mode.AKeyIdentifier or a TemporaryMode.AKeyIdenti- Mode A SUPL INIT ROOT KEY Establishment 
fier as appropriate to the Mode.AKeyIdentifierType. (Section 6.3.5.2). This time delay allows for delivery of 

1448 BasicMAC is computed using SUPL INIT Ba- any SUPLINIT messages sent prior to the latest Mode A 
sic IK=HMAC-SHA256-128(SUPL INIT ROOT SUPL INIT ROOT KEY Establishment procedure as 
KEY. “Mode A IK), using SUPL INIT ROOT KEY such SUPL INIT message would have be protected 
associated with the KeyIdentifier above. using the former SUPL INIT ROOT KEY. 

1461. Any time that the SET detects corruption of the 
6.35.5 SLP Procedures values of SUPL INIT ROOT KEY. Mode.AKeyIdenti 

fier and Mode.AKeyLifetime. If corruption occurs, then 
the SET shall initiate Exception procedures in Section 
6.3.3.4. 

1462 Mode A Resynchronization Procedure is specified 
in Section 6.3.5.3. A SET may attempt to trigger a Mode A 
Resynchronization Procedure by indicating loss of synchro 
nization in the SET (in SET Capabilities 
(sUPLINITRootKeyStatus="outofsyncSUPLINITRootKey)) 
in a ULP message carrying the SET Capabilities parameter 

1449. The only Mode-A-specific SLP procedures relate to 
SUPL INIT ROOT KEY Establishment, expiry of a SUP 
L INIT ROOT KEY, and maintaining synchronization 
between the SET and SLP. 
1450. The Mode A SUPL INIT ROOT KEY Establish 
ment Procedure is specified in Section 6.3.5.2. An SLP may 
perform the Mode A SUPL INIT ROOT KEY Establish 
ment Procedure in response to an out of sync indication by the 
SET (in SET Capabilities 
(sUPLINITRootKeyStatus="invalidSUPLINITRootKey)) E" ENE still ROOT KEY 
oran (out of scope) internal decision of the SLP. That is, the | Successful OC 
SLP can send a SUPL INIT ROOT KEY (with associated Establishment Procedure or successful Mode A Resynchro 
parameters) even when there is no corresponding indication nization Procedure, the SET clears its cache of used values for 
by the SET. BasicReplayCounter (since the SLP will have also reset Basi 
is A suPL INIT ROOT KEY and associated castreplayCounter to 0x0000). 

parameters SHALL cease being valid in the SLP after the 6.3.7 Specifications for Using the Basic SUPL INIT Protector 
earlier of 

1452. The lifetime of the associated Mode.AKeyIdenti- 1464 A Basic SUPL INIT Protector is used for both Mode 
fier, and A and Mode B SUPL INIT Protection includes the following 

1453. The time of a later successful Mode A SUPL parameters: 
INIT ROOT KEY Establishment (Section 6.3.5.2). 1465 KeyIdentifierType 

1454 The Mode A Resynchronization Procedure is speci- 1466 KeyIdentifier: length=8 octets. 
fied in Section 6.3.5.3. An SLP may perform the Mode A 1467 BasicReplayCounter: length=2 octets. 
Resynchronization Procedure in response to an out of sync 1468 BasicMAC: length=4 octets. 
indication by the SET (in SET Capabilities 
(sUPLINITRootKeyStatus="outofsyncSUPLINITRootKey)) 
oran (out of scope) internal decision of the SLP. That is, the 
SLP can send a TemporaryMode.AKeyIdentifier even when 

1469. The BasicMAC parameter is generated as follows: 
1470 BasicMAC=HMAC-SHA256-32(SUPL INIT 
Basic IK, SUPL INIT/REINIT), where 

there is no corresponding indication by the SET. (1471. SUPLINIT. Basic IK is derived according to 
1455 Following a successful Mode A SUPL INIT Sect1OnS 63.5 and 63.6 for Mode A and Mode B SUPL 
ROOT KEY Establishment Procedure or successful Mode A INIT protection respectively. 
Resynchronization Procedure, the SLP resets BasicLastRe- 1472 SUPL INIT/REINIT corresponding to the 
playCounter to 0x0000. SUPL INIT/REINIT message with all parameters 

except BasicMAC assigned, and with the MAC param 
6.3.5.6 SET Procedures eter set to all Zeroes, and 

1473 HMAC-SHA256-32 and HMAC-SHA256-128 
1456. The only Mode-A-specific SET procedures relate to are specified in HMAC). 
SUPL INIT ROOT KEY Establishment, expiry of a SUPL 
INIT ROOT KEY, and maintaining synchronization 
between the SET and SLP. 

1457. The Mode A SUPL INIT ROOT KEY Establish 
ment Procedure is specified in Section 6.3.5.2. A SET may 1474 (1) Generic Bootstrapping Architecture (GBA)- 

6.1.1.2. Overview of Supported Authentication Methods 
(Informative) 

attempt to trigger a Mode A SUPL INIT ROOT KEY Based. TLS-PSK with Generic Bootstrapping Architecture 
Establishment Procedure by indicating that it does not have a (GBA) 3GPP 33.220), 3GPP 33.222), 3GPP2 S.S0114), 
valid SUPL INIT ROOT KEY in the SET (in SET Capa- 3GPP 24.109. GBA provides mutual authentication 
bilities capability based on shared secret that is derived using 
(sUPLINITRootKeyStatus="invalidSUPLINITRootKey)) existing 3GPP/3GPP2 authentication mechanisms. 
in a ULP message carrying the SET Capabilities parameter 1475 SET and SLP are mutually authenticated using 
following a secure session establishment. TLS-PSK with Generic Bootstrapping Architecture 
1458. An established SUPL INIT ROOT KEY and (GBA). 
associated parameters SHALL be considered invalid in the 1476 (2) SEK based (only applicable to WIMAX SLP). 
SET after the earlier of the following times. 1477 SET and SLP are mutually authenticated using 

1459. The lifetime of the associated Mode.AKeyIdenti- TLS-PSK with SEK. The details of SEK method can be 
fier. found in section 6.1.2.1.2. 
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1478 (3) Device Certificate (DCert)-based. This AN-In 
dependent method uses TLS with 
1479. RSA server certificate to authenticate the SLP to 
the SET, 

1480 RSA client certificate to authenticate the SET to 
the SLP 

1481 (4) Alternative Client authentication (ACA)-based. 
This uses TLS with 
1482 RSA certificate to authenticate the SLP to the 
SET, 

1483. Alternative Client authentication of the SET to 
the SLP (see section 6.1.4). In this case, the SLP authen 
ticates the SET by getting the bearer network to confirm 
the IP address associated with the SET Identifier 
(MSISDN etc.). 

1484 (5) SLP-only. This is used in scenarios where it is 
not possible for the SLP to authenticate the SET. This 
method SHALL NOT be used for non-emergency cases. 
The SET cannot distinguish between this method and 
ACA-based. This uses TLS with 
1485. An RSA certificate to authenticate the SLP to the 
SET, 

1486. The SET is not authenticated. 

6.1.2.1.1 Deployments Supporting the GBA Method 
1487. In the case of deployments supporting (GBA3GPP 
33.220), 3GPP 24.109.3GPP2 S.S0109), the shared keys 
are established as follows: 

1488. When the SLP requests key material from the 
BSF (for securing IP communication and for protecting 
SUPL INIT and/or SUPL REINIT), the SLPMUST also 
request the USS (User security settings). The USS 
MUST include a permanent user identity (e.g. IMPI, 
IMSI or MSISDN). 

1489 For securing IP communication between the SET 
and SLP, the SET and the SLP MUST derive a shared 
Secret key and operate according to TLS-PSK using 
GBA (3GPP 33.220), 3GPP 24.109), 3GPP 33.222), 
3GPP2 S.S.0109). The SLP MUST have well defined 
domain name SLP Address FQDN designating the 
SLP, e.g., slp.operator.com. The GBA Ua security pro 
tocol identifier that shall be used for TLS-PSK is defined 
in OMNA Registry OMNA). The SLP MUST confirm 
that the permanent user identity provided by the BSF 
corresponds to the SET identity in SUPL messages 
received by the SLP over the corresponding secured 
connection. 

1490 For MAC protection of SUPL INIT and/or SUPL 
REINIT, keys are derived according to GBA (3GPP 
33.220), 3GPP2 S.S0109). The GBA Ua security pro 
tocol identifier that shall be used for SUPL INIT protec 
tion is defined in OMNA Registry OMNA. The keyI 
dentifier of the basicMAC included in the SUPL INIT 
message (or SUPL REINIT message) MUST be the 
B-TID of the Ks from which the Ks NAF is generated. 
NOTE: The D/H-SLP request for SUPL INIT protection 
keys from the BSF would typically occur simulta 
neously with the D/H-SLP request for the keys securing 
IP communication. 

1491. The SET MUST ensure that it is always provi 
sioned with a valid Ks. If no valid Ks is present then the 
SET MUST initiate the GBA Bootstrapping procedure 
to provision Ks. A new Ks MUST be established each 
time a new UICC (USIM/SIM/R-UIM) is detected by 
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the SET. Additionally, the SET MUST establish new 
shared keys when the Ks NAFs lifetime (set by the 
Home Network operator) expires. 

10.8 SET Capabilities 

1492 

Parameter Presence Value/Description 

SET capabilities SET capabilities (not 
mutually exclusive) in 
terms of supported 
positioning technologies 
and positioning protocols. 
During a particular SUPL 
session, a SET may send 
its capabilities more than 
once - specifically, in SET 
initiated cases, the SET 
capabilities are sent in 
SUPL START, SUPL 
TRIGGERED START and 
in SUPL POSINIT. For 
immediate requests, the 
SET capabilities MUST 
NOT change during this 
particular session. For 
triggered requests, the SET 
capabilities MAY change 
during a session. 
The SET Capabilities 
parameter MAY also be 
used by the SET to inform 
the H-SLP or D-SLP about 
its service capabilities. 
This parameter does not apply 
to SUPL 3.0 
This parameter is not 
applicable in SUPL 3.0 
and SHALL not be used. 
This parameter is not 
applicable in SUPL 3.0 
Zero or more of the 
ollowing positioning 
protocols (bitmap): 
Appendix A. TIA-801 
Appendix B. LPP 
Appendix C. LPPe 
Flags for legacy positioning 
protocols (RRLP and RRC) 
SHALL be set to FALSE. 

>>POS Protocol CV Describes the protocol 
Version TIA-801 version of 3GPP2 C.S.0022 

(TIA-801) Positioning 
Protocol. 

is required if TIA-801 is 
identified in the Pos 
Protocol parameter. 

>>Supported Pos M Specifies a list of up to 8 
Protocol Version different supported 3GPP2 
TLA-8O1 C.S.0022 versions. This 

parameter is required (with 
at least one entry in the 
ist) if TIA-801 is 
identified in the Pos 
Protocol parameter. 
Revision part of document 
number for the specifications 
of C.S.0022 Positioning 
Protocol. 
Value: 0, A-Z 

>Pos Technology M 

>>GANSS Position O 
Methods 

>Pref Method M 

>POS Protocol M 

>>>>Revision M 
Number 
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Parameter 

>>>>Point Release 
Number 
>>>Internal Edit 
Level 
>>POS Protocol 
Version LPP 

>>Major Version 
Field 

>>Technical 
Version Field 

>>Editorial Version 
Field 

>>POS Protocol 
Version LPPe 

>>Major Version 
Field 

>>>Minor Version 
Field 

>Service Capabilities 

>>services supported 

>>reporting 
capabilities 

>>minimum 
interval between fixes 

>>maximum 
interval between fixes 

-continued 

Presence 

M 

M 

CV 

CV 

CV 

Value/Description 

Point Release number for 
C.S.0022, range: (0... 255) 
internal Edit Level for 
C.S.0022, range: (0... 255) 
Describes the protocol 
version of LPP Positioning 
Protocol. 
t is required if LPP is 
identified in the Pos Protocol 
barameter. 

First (most significant) 
element of the version number 
or LPP Positioning Protocol, 
range: (0... 255) 
Second element of the version 
number for LPP Positioning 
Protocol, range: (0... 255) 
Third (least significant) 
element of the version number 
or LPP Positioning Protocol, 
range: (0... 255) 
Describes the protocol 
version of LPPe 
Positioning Protocol. 
t is required if LPPe is 
identified in the Pos Protocol 
barameter. 

First (most significant) 
element of the version number 
or LPPe Positioning Protocol, 
range: (0... 255) 
Second element of the version 
number for LPPe Positioning 
Protocol, range: (0... 255) 
The service capabilities of the 
SET are described in this 
barameter. The SET MAY 
send this parameter in SUPL 
START, SUPL POSINIT, 
SUPL TRIGGERED START 
and SUPL END. The purpose 
of this parameter is to inform 
the H-SLP or D-SLP about the 
service capabilities of the SET 
Defines the Supported 
services by the SET. Only 
Network Initiated services 
are relevant in this context. 
Zero or more of the 
ollowing services are 
Supported: 
Periodic Trigger 
Area. Event Trigger 
Velocity Event Trigger 
Defines the reporting 
capabilities of the SET. This 
parameter is only required if 
periodic triggers are supported 
by the SET in which case the 
parameter is mandatory. 
Defines the minimum interval 
between fixes allowed by the 
SET 
This parameter is used by the 
H-SLP or D-SLP to avoid 
conflict between the desired 
interval between fixes and the 
SET's capabilities. Range: 1 
o 3600, Units in seconds. 
Defines the maximum interval 
between fixes allowed by the 
SET 
This parameter is used by the 
H-SLP or D-SLP to avoid 
conflict between the desired 
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Parameter 

>>rep mode 

>>batch rep cap 

>event trigger 
capabilities 

>> geo area shapes 
Supported 

>> max number of 
geographical target 
areas Supported 

>> max number of 
Area. Id Lists 
Supported 

>> max number of 
Area. Ids Supported 
per Area Id List 
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-continued 

Presence 

CV 

CV 

CV 

Value/Description 

interval between fixes and the 
SET's capabilities. This 
parameter is optional. If not 
present, no maximum interval 
between fixes is specified. 
Range: 1 to 1440, Units in 
minutes. 
Supported reporting 
mode(s): 
Real time 
Quasi real time 
Batch reporting 
(At least one of the three 
reporting modes must be 
Supported) 
Defines the type of batch 
reporting capabilities 
Supported by the SET 
(only applicable to quasi 
real time and batch 
reporting): 
Report position (true if 
reporting of position is 
allowed, false otherwise) 
Report measurements 
(true if reporting of 
measurements is 
Supported, false 
otherwise) 
Maximum number of 
positions (range: 1 to 
1024) 
Maximum number of 
measurements (range: 1 to 
1024) 
Defines the event trigger 
capabilities of the SET. This 
parameter is only required if 
area event triggers are 
Supported by the SET in 
which case the parameter is 
mandatory. 
This parameter defines the 
geographic target area shapes 
Supported by the SET in 
addition to mandatory circular 
88: 

This parameter defines the 
maximum number o 
geographic target areas the 
SET Supports. (range: 1 to 
32) 
This parameter is optional. If 
not present, the SET does not 
Support geographical target 
88S. 

This parameter defines the 
maximum number of Area 
Id Lists the SET supports. 
(range: 1 to 32) 
This parameter is optional. If 
not present, the SET does not 
Support Area. Ids. 
This parameter defines the 
maximum number of Area 
Ids per Area Id List the 
SET Supports. (range: 1 to 
256) 
This parameter is 
conditional: if max 
number of Area. Id Lists is 
present, then this 
parameter MUST be 
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Parameter 

>>Session capabilities 

> Supported bearers 

>QoPCapabilities 

>Civic Position 
Capabilities 

>Relative Position 
Capabilities 

> D-SLP Provision 
from H-SLP 

> E-SLPProvision 
from-H-SLP 

> D-SLP Provision 
from Proxy D-SLP 

> E-SLPProvision 
from-Proxy-E-SLP 

> D-SLP Notification 
to H-SLP 

> Sensor Support 

-continued 

Presence 

M 

CV 

Value/Description 

present. Otherwise this 
parameter MUST NOT be 
present. 
Defines the session 
capabilities of the SET: 
Total number of 
simultaneous sessions 
(range: 1 to 128). 
Maximum number of 
simultaneous periodic 
triggered sessions (only 
used for periodic triggers) 
(range: 1 to 32). 
Maximum number of 
simultaneous area event 
triggered sessions (only 
used for area event 
triggers) (range: 1 to 32). 
Maximum number of 
simultaneous velocity 
event triggered sessions 
(only used for velocity 
event triggers) (range: 1 
to 32). 
This parameter is not 
applicable in SUPL 3.0. 
This parameter SHALL 
NOT be used. 
This parameter defines the 
ability of the SET for 
reporting and/or receiving 
high accuracy position 
and/or velocity results. 
This parameter defines the 
ability of the SET to 
Support absolute civic 
positioning. 
This parameter defines the 
ability of the SET to 
Support relative 
positioning. 
This field indicates 

hether the SET supports 
ovision of authorized D 

rom the H 
p s E. 8. e S S e S 

his field indicates 
hether the SET supports 
ovision of authorized E 
LP addresses from the H 
P. 

his field indicates 
hether the SET supports 
ovision of authorized D 
LP addresses from a 

Proxy D-SLP. 
This field indicates 
whether the SET supports 
provision of authorized E 
SLP addresses from a 
Proxy E-SLP. 
This field indicates 
whether the SET is able to 
notify the H-SLP when the 
SET changes access to a 
D-SLP 
Defines whether the SET 
is able to use sensors to 
calculate location 
estimates and/or velocity 
estimates. If the SET 
Supports 
positioning?velocity 
sensors, this parameter 
MUST be included. 

50 

Parameter 

SUPL INIT Root Key 
Status 
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-continued 

Presence Value/Description 

This parameter is 
conditional and MAY only 
be used if Mode A SUPL 
NIT protection is used. 
For NULL SUPLINIT 
Protection and Mode B 
SUPL INIT Protection, 
his parameter SHALL 
NOT be used. 
This parameter is used by 
he SET to indicate to the 
SLP one of the following 
conditions: 
nvalid SUPLINIT 
Root Key 
Out of Sync SUPL 
NIT Root Key 
This parameter SHALL be 
sent and set to Invalid 
SUPL INIT Root Key if 
he SET does not have a 

valid SUPL, INITROot 
Key. It SHALL be sent 
and set to “Out of Sync 
SUPL INIT Root Key if 
he SET's SUPL INIT 
Root Key is out of sync. If 
he SET has a valid SUPL 
NIT Root Key which is in 
Sync, this parameter 
SHALL NOT be sent. 

SET Capabilities Parameter 

92.8 SUPL END 

1493 SUPL END is the message that ends the SUPL 
procedure, normally or abnormally. 

Parameter 

Position 

Status Code 

Ver 

SET Capabilities 

Presence 

O 

O 

CV 

Description 

Defines the position result 
of the SET. 
Defines the Status of the 
message as either an error 
indication or an 
information indication. 
Error indications have 
values between 0 and 99, 
information indications 
have values between 100 
and 199. 
This parameter contains the 
hash of the SUPL 
NITSUPL REINIT 
message and is calculated 
by the SET. This parameter 
MUST be present in 
situations where the SUPL 
END message is sent as a 
direct response to a SUPL 
NITSUPL REINIT 
message. 
Defines the SET 
Capabilities of the SET. 
This parameter MAY be 
used if the SUPL END 
message is sent from the 
SET to the SLP 
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Parameter 

Location URI Set 

SLP Authorization 

Mar. 14, 2013 
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-continued -continued 

Presence Description Parameter Presence Description 

O This parameter contains a SLP or the same Proxy D 
set of one or more location SLP, respectively. Other 
URIs. This parameter provided D-SLP and E 
MAY only be included if SLP addresses are not 
he SUPL END message is affected except that 

sent from the SLP to the removal of a Proxy D/E- 
SET and if the SET had SLP address also removes 
previously requested a a D-SLP or E-SLP 
Location URI from the addresses that may have 
SLP. been provided by the Proxy 

CV This parameter is included D.E-SLP. 
in a response to a D-SLP or Relative Position O This parameter defines the 
E-SLP Query from the SET position result relative to a 
o the H-SLP, Proxy D- reference point or another 
SLP or Proxy E-SLP. The SET (relative position). 
parameter may also be 
included when terminating 
a Session Info Query from 
he H-SLP or a Proxy D 
SLP. The parameter 
provides one or more 
authorized D-SLP and or 
E-SLP addresses and may 
include limitations on the 
use of each address. The 
parameter may also be used 
o Support unsolicited 
provision of D-SLP and or 
E-SLP addresses by the H 
SLP or by a Proxy D-SLP 
at the end of any SUPL 
session based on the SET 
ocation, serving access 
network and/or neighboring 
access networks. This is 
allowed whenever the SET 
capabilities indicate 
Support for the particular 
type of D-SLP or E-SLP 
provision. Any D-SLP 
addresses or E-SLP 
addresses provided by an 
H-SLP or Proxy D-SLP 
then replace any previous 
D-SLP or E-SLP addresses, 
respectively, that were 

This parameter is only 
applicable when sent from 
the SLP to the SET. 

Civic Position O This parameter defines the 
position result as civic 
address. This parameter is 
only applicable when sent 
from the SLP to the SET. 
The presence of this 
parameter is 
implementation dependent. 

SUPL INIT Key CV This parameter is 
Response 

only be used for Mode A 
SUPL INIT ROOT KEY 
Establishment (see section 
6.3.5.2). 
This parameter SHALL 
only be used if SUPL END 
is sent from the SLP to the 
SET 

SUPL END Message 

10.x SUPL INIT Key Response 
1494. The SUPL INIT Key Response parameter is used in 
the SUPL INIT ROOT KEY Establishment procedure (see 

provided earlier by the H- section 6.3.5.2) to send Keys for Mode A SUPL INIT Protec 
tion from the SLP to the SET. 

Parameter Presence Value/Description 

SUPL INIT Key Response Used in the Mode A 

> Mode A Key Establishment CV 

SUPL INIT ROOT KEY 
Establishment Procedure 
(section 6.3.5.2) and the Mode 
A Resynchronization Procedure 
(section 6.3.5.3) 
This parameter is conditional 
and SHALL be sent in case of Mode A 
SUPL INIT ROOT KEY 
Establishment Procedure 

>>Mode A Key Identifier M This parameter represents the 
Mode.AKeyIdentifier (see section 6.3.5.1) 

>>Temporary Mode A M This parameter represents the 
Key Identifier TemporaryMode.AKeyIdentifier 

(see section 6.3.5.1) 
>> SUPL INIT ROOT KEY M This parameter represents the 

SUPL INIT ROOT KEY used 
for SUPL Init Protection. 

>> Mode A Key Lifetime M This parameter represents the 
Mode.AKeyLifetime parameter 
which defines the time when 
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-continued 

Parameter Presence Value/Description 

the SUPL INIT ROOT KEY 
ceases being valid. The lifetime 
value is expressed in UTC time. 

> Mode A Resync CV This parameter is conditional 
and SHALL be sent in case of 
Mode A Resynchromization 
Procedure. 

>> Mode A Key Identifier M This parameter represents the 
Mode.AKeyIdentifier (see section 6.3.5.1) 

>> Temporary Mode A M This parameter represents the 
Key Identifier TemporaryMode.AKeyIdentifier 

(see section 6.3.5.1) 

SUPL INIT Key Response 
11.4 Message Extensions (SUPL. Version 3) 
1495 

ULP-Version-3-message-extensions DEFINITIONS AUTOMATIC TAGS ::= 
BEGIN 
EXPORTS 

Ver3 -SUPL-INIT-extension, Ver3-SUPL-START-extension, Ver3-SUPL-POS-INIT-extension, 
Ver3 -SUPL-END-extension, Ver3-SUPL-RESPONSE-extension, Ver3-SUPL-TRIGGERED 
RESPONSE-extension, Ver3-SUPL-TRIGGERED-START-extension, Ver3-SUPL-TRIGGERED 
STOP-extension, Ver3-SUPL-SETINIT-extension, Ver3 -SUPL-NOTIFY-extension, Ver3 -SUPL 
NOTIFY-RESPONSE-extension, Ver3 -SUPL-REPORT-extension, QoPCapabilities, 
RelativePositioningCapabilities, CivicPositioningCapabilities; 
MPORTS 

Ver, QoP, FQDN 
ROM ULP-Components 
Circular Area, EllipticalArea, Polygon Area 
ROM Ver2-ULP-Components 
PosProtocol Version3GPP, PosProtocol Version3GPP2 
ROM ULP-Version-2-parameter-extensions 
PosProtocol VersionOMA 
ROM ULP-Version-3-parameter-extensions 
PosPayLoad 
ROMSUPL-POS 
Notification 
ROMSUPL-INIT 
SessionID 
ROM ULP-Components 
NotificationResponse 
ROMSUPL-NOTIFY-RESPONSE 

maxinum Sessions, SessionList 
ROMSUPL-REPORT 
OMA-LPPe-RelativeLocation, OMA-LPPe-ReferencePointUniqueID, OMA-LPPe-CivicLoca 

Oil 

FROM OMA-LPPE; 
Some unchanged portions removed for brevity 
Ver3-SUPL-END-extension ::= SEQUENCE { 

locationURISe LocationURISet OPTIONAL, 
SlpAuthorization SLPAuthorization OPTIONAL, 
relativePosition OMA-LPPe-RelativeLocation OPTIONAL, 
civicPosition OMA-LPP-CivicLocation OPTIONAL, 
sULPINITKey Response SULPINITKey Response OPTIONAL, 

Some unchanged portions removed for brevity 
SULPINITKeyResponse ::= CHOICE { 
mode.AKeyEstablishment Mode.AKeyEstablishment, 
modeAResynch ModeAResynch, 

Mode.AKeyEstablishment ::= SEQUENCE { 
mode.AKeyIdentifier OCTET STRING(SIZE (8)), 
temporary Mode.AKeyIdentifier OCTET STRING(SIZE (8)), 
SUPLINITROOTKEY BIT STRING(SIZE (128)), 
Mode.AKeyLifetime UTCTime, 
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-continued 

ModeAResynch ::= SEQUENCE { 
mode.AKeyIdentifier OCTET STRING(SIZE (8)), 
temporary Mode.AKeyIdentifier OCTET STRING(SIZE (8)), 

ND 

11.6 Parameter Extensions (SUPL. Version 3) 
1496 

ULP-Version-3-parameter-extensions DEFINITIONS AUTOMATIC TAGS ::= 
BEGIN 
EXPORTS 
Vers-PosProtocol-extension, Ver3-SETCapabilities-extension, Ver3-SLPCapabilities-extension, 
Vers-TriggerParams-extension, Ver3-ServiceSupported-extensions; 
IMPORTS 

QoPCapabilities, RelativePositioningCapabilities, CivicPositioningCapabilities 
FROM ULP-Version-3-message-extensions; 
Ver3-PosProtocol-extension ::= SEQUENCE { 

posProtocol VersionLPPe PosProtocol VersionOMA. OPTIONAL, 

er3-SETCapabilities-extension ::= SEQUENCE { 
qoPCapabilities 
civicPositioningCapabilities CivicPositioningCapabilities OPTIONAL, 
relativePositioningCapabilities 

OPTIONAL, 
-SLP-Provision-from-H-SLP BOOLEAN, 

e-SLP-Provision-from-H-SLP BOOLEAN, 
-SLP-Provision-from-Proxy-D-SLP BOOLEAN, 

e-SLP-Provision-from-Proxy-E-SLP BOOLEAN, 
-SLP-Notification-to-H-SLP BOOLEAN, 

sensorSupport BOOLEAN, 
sUPLINITRootKeyStatus 

SUPLINITRootKeyStatus ::= ENUMERATED invalidSUPLINITRootKey(0), 
outofsyncSUPLINITRootKey(1),...} 
Some unchanged portions removed for brevity 

QoPCapabilities OPTIONAL, 
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RelativePositioningCapabilities 

SUPLINITRootKeyStatus OPTIONAL, 

END 

Additional Embodiment 9 -continued 

1497. A prior definition of the Protection Level Parameter Parameter Presence Value/Description 
may not reflect the fact that Basic Protection has been 
changed to Mode A Protection and Mode B Protection (Mode Mode A Protection 
B Protection being the same as the previous Basic Protec- Mode B Protection 
tion). A prior ASN.1 definition also may be updated. Thus, the Basic CV This parameter is only present if the protection 

Protection evel is Basic Protection. 
following proposals may be incorporated into SUPL 3.0 to Parameters Key-Identifier (= B-TID) 
modify section 10.25 to reflect Mode A and Mode B protec- Basic Replay Counter 
tion and to update ASN.1 section 11.4 as well (section num- Basic MAC 
bers may refer to SUPL 3.0 sections). This parameter SHALL NOT be used since 

Basic Protection is not supported in SUPL 3.0. 
> Protection CV This value is only present if protection level is 10.22 Protection Level 
Parameter 

1498. The Protection Level parameter defines the level of 
protection for the SUPL INIT/SUPL REINIT message. 

Parameter Presence Value/Description 

Protection This parameter defines the protection level of 
Level the SUPL INITISUPL REINIT protection. This 

parameter is optional. If not present, Null 
protection is assumed. 

> Level M Null Protection 
Basic Protection (not applicable in SUPL 3.0 
i.e., the SLP SHALL NOT select this 
protection level) 

Mode A Protection or Mode B Protection. 
Key Identifier Type 
Mode.AKeyIdentifier 
TemporaryMode.AKeyIdentifier 
ModeBKeyIdentifier 
Key Identifier 
Basic Replay Counter 
Basic MAC 
Note that the Key Identifier comes in three 
differentTypes (Key Identifier Type): (1) 
Mode.AKeyIdentifier, (2) 
TemporaryMode.AKeyIdentifier and (3) 
ModeBKeyIdentifier. (1) and (2) apply to 
Mode A Protection whereas (3) applies to 
Mode B Protection. 
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11.3 Message Extensions (SUPL. Version 2) 
1499 

ULP-Version-2-message-extensions DEFINITIONS AUTOMATIC TAGS ::= 
BEGIN 
EXPORTS 
Ver2-SUPL-INIT-extension, Ver2-SUPL-START-extension, Ver2-SUPL-RESPONSE-extension, 
Ver2-SUPL-POS-INIT-extension, Ver2-SUPL-POS-extension, Ver2-SUPL-END-extension; 
IMPORTS 

SLPAddress, Position, Ver 
FROM ULP-Components 

SETCapabilities 
FROMSUPL-START 

Supported NetworkInformation, GNSSPosTechnology, MultipleLocationIds, UTRAN 
GPSReferenceTimeResult, UTRAN-GANSSReferenceTimeResult, UTRAN 
GPSReferenceTimeAssistance, UTRAN-GANSSReferenceTimeAssistance, SPCSETKey, 
SPCTID, SPCSETKeylifetime, Third Party, ApplicationID 
FROM Ver2-ULP-Components 

TriggerType 
FROMSUPL-TRIGGERED-START 

Ver3-ProtectionLevel-extension 
FROM ULP-Version-3-parameter-extensions; 
Some unchanged portions removed for brevity 
Protection.Level::= SEQUENCE { 

protlevel ProtLevel, 
basicProtection Params BasicProtection Params OPTIONAL -- not applicable in SUPL 3.0 

ver3-Protection Level-extension Ver3-Protection Level-extension OPTIONAL} 
ProtLevel::= ENUMERATED { 

nullProtection(0), basicProtection(1),..., ver3-modeAProtection(2), verS-modeBProtection(3) 

basicProtection(1) is not applicable in SUPL 3.0 
Some unchanged portions removed for brevity 
END 

11.6 Parameter Extensions (SUPL. Version 3) 
1500 

ULP-Version-3-parameter-extensions DEFINITIONS AUTOMATIC TAGS ::= 
BEGIN 
EXPORTS 
Vers-PosProtocol-extension, Ver3-SETCapabilities-extension, Ver3-SLPCapabilities-extension, 
Vers-TriggerParams-extension, Ver3-ServiceSupported-extensions, Ver3-Protection Level 
extension; 
IMPORTS 

QoPCapabilities, RelativePositioningCapabilities, CivicPositioningCapabilities 
FROM ULP-Version-3-message-extensions; 
Some unchanged portions removed for brevity 
Ver3-Protection.Level-extension ::= SEQUENCE { 

keyIdentifierType 
keyIdentifier 
basicReplayCounter 
basicMAC 

eyIdentifierType ::= ENUMERATED { 
Mode.AKeyIdentifier(0), TemporaryMode.AKeyIdentifier(1), ModeBKeyIdentifier(2),...} 

END 

1501 Those of skill would further appreciate that the vari 

KeyIdentifierType, 
OCTET STRING(SIZE (8)), 
INTEGER(0.65535), 
BIT STRING(SIZE (32)), 
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straints imposed on the overall system. Skilled artisans may 
ous illustrative logical blocks, configurations, modules, cir 
cuits, and algorithm steps described in connection with the 
embodiments disclosed herein may be implemented as elec 
tronic hardware, computer software executed by a processing 
device such as a hardware processor, or combinations of both. 
Various illustrative components, blocks, configurations, 
modules, circuits, and steps have been described above gen 
erally in terms of their functionality. Whether such function 
ality is implemented as hardware or executable software 
depends upon the particular application and design con 

implement the described functionality in varying ways for 
each particular application, but such implementation deci 
sions should not be interpreted as causing a departure from 
the scope of the present disclosure. 
1502. The steps of a method or algorithm described in 
connection with the embodiments disclosed herein may be 
embodied directly in hardware, in a software module 
executed by a processor, firmware, or in a combination 
thereof. A Software or logic module may reside in a non 
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transitory storage medium Such as random access memory 
(RAM), magnetoresistive random access memory (MRAM), 
spin-torque transfer MRAM (STT-MRAM), flash memory, 
read-only memory (ROM), programmable read-only 
memory (PROM), erasable programmable read-only 
memory (EPROM), electrically erasable programmable 
read-only memory (EEPROM), registers, hard disk, a remov 
able disk, a compact disc read-only memory (CD-ROM), 
digital versatile disc (DVD), Blu-ray disc, or any other form 
of storage medium known in the art. Combinations of the 
above should also be included within the scope of computer 
readable media. Examples include computer-readable media 
encoded with a data structure and computer-readable media 
encoded with a computer program. Computer-readable 
media may take the form of an article of manufacture. An 
exemplary storage medium is coupled to the processor Such 
that the processor can read information from, and write infor 
mation to, the storage medium. In the alternative, the storage 
medium may be integral to the processor. The processor and 
the storage medium may reside in an application-specific 
integrated circuit (ASIC). The ASIC may reside in a comput 
ing device or a user terminal. In the alternative, the processor 
and the storage medium may reside as discrete components in 
a computing device or a user terminal. Thus, methodologies 
described herein can be implemented by various means 
depending upon the application. For example, these method 
ologies can be implemented in hardware, firmware, Software, 
or a combination thereof. 

1503. In addition, or as an alternative to ASICs and pro 
cessors, hardware implementations may include digital sig 
nal processing devices (DSPDs), programmable logic 
devices (PLDs), field programmable gate arrays (FPGAs), 
processors, controllers, micro-controllers, microprocessors, 
electronic devices, other electronic units designed to perform 
the functions described herein, or a combination thereof. 
Herein, the term "control logic' encompasses logic imple 
mented by Software, hardware, firmware, or a combination. 
1504 For an implementation involving firmware and/or 
Software, the methodologies can be implemented with mod 
ules (e.g., procedures, functions, and so on) that perform the 
functions described herein. Any machine readable medium 
tangibly embodying instructions can be used in implementing 
the methodologies described herein. For example, software 
codes can be stored in a memory and executed by a processing 
unit. Memory can be implemented within the processing unit 
or external to the processing unit. As used herein the term 
“memory” refers to any type of long term, short term, volatile, 
nonvolatile, or other storage devices and is not to be limited to 
any particular type of memory or number of memories, or 
type of media upon which memory is stored. In an implemen 
tation involving firmware and/or Software, the functions may 
be stored as one or more instructions or code on a computer 
readable medium. 

1505. The disclosure may be implemented in conjunction 
with Wi-Fi/WLAN or other wireless networks. In addition to 
Wi-Fi/WLAN signals, a wireless/mobile station may also 
receive signals from satellites, which may be from a Global 
Positioning System (GPS), Galileo, GLONASS, NAVSTAR, 
QZSS, a system that uses satellites from a combination of 
these systems, or any SPS developed in the future, each 
referred to generally herein as a Satellite Positioning System 
(SPS) or GNSS (Global Navigation Satellite System). The 
disclosure may also be implemented in conjunction with 
pseudolites or a combination of systems that includes pseudo 
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lites. The disclosure may be implemented in conjunction with 
femtocells or a combination of systems that includes femto 
cells. 

1506. The disclosure may be implemented in conjunction 
with various wireless communication networks such as a 
wireless wide area network (WWAN), a wireless local area 
network (WLAN), a wireless personal area network 
(WPAN), and so on. The terms “network” and “system” are 
often used interchangeably. The terms “position' and “loca 
tion” are often used interchangeably. A WWAN may be a 
Code Division Multiple Access (CDMA) network, a Time 
Division Multiple Access (TDMA) network, a Frequency 
Division Multiple Access (FDMA) network, an Orthogonal 
Frequency Division Multiple Access (OFDMA) network, a 
Single-Carrier Frequency Division Multiple Access (SC 
FDMA) network, a Long Term Evolution (LTE) network, a 
WiMAX (IEEE 802.16) network and so on. A CDMA net 
work may implement one or more radio access technologies 
(RATs) such as cdma2000, Wideband-CDMA (W-CDMA), 
and so on. Cdma2000 includes IS-95, IS-2000, and IS-856 
standards. ATDMA network may implement Global System 
for Mobile Communications (GSM), Digital Advanced 
Mobile Phone System (D-AMPS), or some other RAT. GSM 
and W-CDMA are described in documents from a consortium 
named “3rd Generation Partnership Project” (3GPP). 
Cdma2000 is described in documents from a consortium 
named "3rd Generation Partnership Project 2 (3GPP2). 
3GPP and 3GPP2 documents are publicly available. A 
WLAN may be an IEEE 802.11x network, and a WPAN may 
be a Bluetooth network, an IEEE 802.15x, or some other type 
of network. The techniques may also be implemented in 
conjunction with any combination of WWAN, WLAN and/or 
WPAN. 

1507 A satellite positioning system (SPS) typically 
includes a system of transmitters positioned to enable entities 
to determine their location on or above the Earth based, at 
least in part, on signals received from the transmitters. Such a 
transmitter typically transmits a signal marked with a repeat 
ing pseudo-random noise (PN) code of a set number of chips 
and may be located on ground based control stations, user 
equipment and/or space vehicles. In a particular example, 
such transmitters may be located on Earth orbiting satellite 
vehicles (SVs). For example, a SV in a constellation of Global 
Navigation Satellite System (GNSS) such as Global Position 
ing System (GPS), Galileo, Glomass or Compass may trans 
mit a signal marked with a PN code that is distinguishable 
from PN codes transmitted by other SVs in the constellation 
(e.g., using different PN codes for each satellite as in GPS or 
using the same code on different frequencies as in Glomass). 
In accordance with certain aspects, the techniques presented 
herein are not restricted to global systems (e.g., GNSS) for 
SPS. For example, the techniques provided herein may be 
applied to or otherwise enabled for use in various regional 
systems, such as, e.g., Quasi-Zenith Satellite System (QZSS) 
over Japan, Indian Regional Navigational Satellite System 
(IRNSS) over India, Beidou over China, etc., and/or various 
augmentation systems (e.g., an Satellite Based Augmentation 
System (SBAS)) that may be associated with or otherwise 
enabled for use with one or more global and/or regional 
navigation satellite systems. By way of example but not limi 
tation, an SBAS may include an augmentation system(s) that 
provides integrity information, differential corrections, etc., 
such as, e.g., Wide Area Augmentation System (WAAS), 
European Geostationary Navigation Overlay Service (EG 
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NOS), Multi-functional Satellite Augmentation System 
(MSAS), GPS Aided Geo Augmented Navigation or GPS and 
Geo Augmented Navigation system (GAGAN), and/or the 
like. Thus, as used herein an SPS may include any combina 
tion of one or more global and/or regional navigation satellite 
systems and/or augmentation systems, and SPS signals may 
include SPS, SPS-like, and/or other signals associated with 
such one or more SPS. 
1508. The methodologies may be used with positioning 
determination systems that utilize pseudolites or a combina 
tion of satellites and pseudolites. Pseudolites are ground 
based transmitters that broadcast a PN code or other ranging 
code (similar to a GPS or CDMA cellular signal) modulated 
on an L-band (or other frequency) carrier signal, which may 
be synchronized with GPS time. Each such transmitter may 
be assigned a unique PN code so as to permit identification by 
a remote receiver. Pseudolites are useful in situations where 
signals from an orbiting satellite might be unavailable. Such 
as in tunnels, mines, buildings, urban canyons or other 
enclosed areas. Another implementation of pseudolites is 
known as radio-beacons. The term "satellite', as used herein, 
is intended to include pseudolites, equivalents of pseudolites, 
and possibly others. The term “SPS signals.” as used herein, 
is intended to include SPS-like signals from pseudolites or 
equivalents of pseudolites. 
1509. A mobile station (e.g., MS or STA) refers to a device 
Such as a cellular or other wireless communication device, 
personal communication system (PCS) device, personal navi 
gation device (PND), Personal Information Manager (PIM), 
Personal Digital Assistant (PDA), laptop, tablet, netbook, 
smartbook or other suitable mobile device which is capable of 
receiving wireless communication and/or navigation signals. 
The term “mobile station' is also intended to include devices 
which communicate with a personal navigation device 
(PND), such as by short-range wireless, infrared, wireline 
connection, or other connection—regardless of whether sat 
ellite signal reception, assistance data reception, and/or posi 
tion-related processing occurs at the device or at the PND. 
Also, “mobile station' is intended to include all devices, 
including wireless communication devices, computers, lap 
tops, etc. which are capable of communication with a server, 
such as via the Internet, Wi-Fi, or other network, and regard 
less of whether satellite signal reception, assistance data 
reception, and/or position-related processing occurs at the 
device, at a server, or at another device associated with the 
network. Any operable combination of the above are also 
considered a “mobile station.” The terms “mobile station' 
and “mobile device' are often used interchangeably. 
1510. This disclosure includes example embodiments: 
however, other implementations can be used. Designation 
that something is “optimized,” “required or other designa 
tion does not indicate that the current disclosure applies only 
to systems that are optimized, or systems in which the 
“required elements are present (or other limitation due to 
other designations). These designations refer only to the par 
ticular described implementation. Of course, many imple 
mentations are possible. The techniques can be used with 
protocols other than those discussed herein, including proto 
cols that are in development or to be developed. 
1511. The previous description of the disclosed embodi 
ments is provided to enable a person skilled in the art to make 
or use the disclosed embodiments. Various modifications to 
these embodiments will be readily apparent to those skilled in 
the art, and the principles defined herein may be applied to 
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other embodiments without departing from the scope of the 
disclosure. Thus, the present disclosure is not intended to be 
limited to the embodiments shown herein but is to be 
accorded the widest scope possible consistent with the prin 
ciples and novel features as defined by the following claims. 
What is claimed is: 
1. A method of authentication, comprising: 
storing, at a mobile device, at least one security credential 

that is specific to the mobile device, wherein the at least 
one security credential includes a device identifier of the 
mobile device; and 

transmitting the at least one security credential to a secure 
user plane location (SUPL) location platform (SLP) to 
authenticate the mobile device as associated with a 
SUPL user based on a comparison of the device identi 
fier to a stored device identifier. 

2. The method of claim 1, wherein the at least one security 
credential includes a public key. 

3. The method of claim 1, wherein the at least one security 
credential includes at least one of an international mobile 
equipment identity (IMEI), a mobile station identification 
(MSID), and a serial number of the mobile device. 

4. The method of claim 1, wherein the at least one security 
credential includes a device certificate of the mobile device. 

5. The method of claim 1, wherein the at least one security 
credential is stored at a universal integrated Smart card 
(UICC) of the mobile device, a secure portion of a memory of 
the mobile device, or any combination thereof. 

6. The method of claim 1, wherein the mobile device 
includes a SUPL enabled terminal (SET). 

7. The method of claim 1, wherein the mobile device trans 
mits the at least one security credential to the SLP via a 
network that operates in accordance with an Institute of Elec 
trical and Electronics Engineers (IEEE) 802.11 standard. 

8. An apparatus comprising: 
a memory storing at least one security credential that is 

specific to a mobile device, wherein the at least one 
security credential includes a device identifier of the 
mobile device; and 

a processor configured to cause the mobile device to trans 
mit the at least one security credential to a secure user 
plane location (SUPL) location platform (SLP) to 
authenticate the mobile device as associated with a 
SUPL user based on a comparison of the device identi 
fier to a stored device identifier. 

9. The apparatus of claim 8, wherein the at least one secu 
rity credential includes at least one of a device certificate of 
the mobile device, a public key, an international mobile 
equipment identity (IMEI), a mobile station identification 
(MSID), and a serial number of the mobile device. 

10. An apparatus comprising: 
means for storing at least one security credential that is 

specific to a mobile device, wherein the at least one 
security credential includes a device identifier of the 
mobile device; and 

means for causing the mobile device to transmit the at least 
one security credential to a secure user plane location 
(SUPL) location platform (SLP) to authenticate the 
mobile device as associated with a SUPL user based on 
a comparison of the device identifier to a stored device 
identifier. 

11. The apparatus of claim 10, wherein the mobile device 
includes a SUPL enabled terminal (SET). 
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12. A non-transitory processor-readable medium compris 
ing instructions that, when executed by a processor, cause the 
processor to: 

generate, at a secure user plane location (SUPL) server, a 
message to be sent to a mobile device, the message 
including: 
a server certificate including an identifier of the SUPL 

server and a public key of the SUPL server; and 
a request for a device certificate of the mobile device: 
receive a reply from the mobile device that includes a 

device certificate of the mobile device; and 
authenticate the mobile device as associated with a 
SUPL user based on the device certificate. 

13. The non-transitory processor-readable medium of 
claim 12, wherein the mobile device comprises a SUPL 
enabled terminal (SET) and the SUPL server comprises a 
SUPL location platform (SLP). 

14. The non-transitory processor-readable medium of 
claim 12, wherein the message is sent in response to receiving 
from the mobile device an indication of one or more transport 
layer security (TLS) cipher suites supported by the mobile 
device, and wherein the message further includes a selection 
of at least one of the one or more TLS cipher suites. 

15. The non-transitory processor-readable medium of 
claim 12, wherein the device certificate includes a device 
identifier of the mobile device. 

16. An apparatus comprising: 
a processor; and 
a memory coupled to the processor, wherein the memory is 

configured to store instructions; and 
wherein the instructions are executable by the processor to: 

generate, at a secure user plane location (SUPL) server, 
a message to be sent to a mobile device, the message 
including: 
a server certificate including an identifier of the SUPL 

server and a public key of the SUPL server; and 
a request for a device certificate of the mobile device; 
receive a reply from the mobile device that includes a 

device identifier of the mobile device; and 
authenticate the mobile device as associated with a 
SUPL user based on the device certificate. 

17. The apparatus of claim 16, wherein the message is sent 
in response to receiving at the SUPL server from the mobile 
device an indication of one or more transport layer security 
(TLS) cipher suites supported by the mobile device, and 
wherein the message further includes a selection of at least 
one of the one or more TLS cipher suites. 

18. A method comprising: 
receiving, at a secure userplane location (SUPL) server, an 

indication from a mobile device of one or more transport 
layer security (TLS) cipher suites supported by the 
mobile device; 

determining whether the one or more TLS cipher suites 
include a TLS pre-shared key (TLS-PSK) cipher suite 
that is supported by the SUPL server; 

in response to determining that the one or more TLS cipher 
suites include the TLS-PSK cipher suite that is sup 
ported by the SUPL server, performing a generic boot 
strapping architecture (GBA)-based authentication pro 
cess to authenticate the mobile device; and 

in response to determining that the one or more TLS cipher 
suites do not include a TLS-PSK cipher suite that is 
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supported by the SUPL server, determining whether the 
SUPL server supports a certificate-based authentication 
method; 

in response to determining that the SUPL server supports 
the certificate-based authentication method, performing 
the certificate-based authentication method that 
includes sending a server certificate to the mobile device 
and receiving a device certificate from the mobile 
device. 

19. The method of claim 18, further comprising in response 
to determining that the SUPL server does not support the 
certificate-based authentication method, performing an alter 
native client authentication (ACA)-based authentication 
method when the mobile device is connected to a 3" Genera 
tion Partnership Project (3GPP) network or a 3GPP2 net 
work. 

20. The method of claim 18, wherein the certificate-based 
authentication method is independent of an access network 
used by the mobile device. 

21. An apparatus comprising: 
a processor; and 
a memory coupled to the processor, wherein the memory is 

configured to store instructions; and 
wherein the instructions are executable by the processor to: 

receive, at a secure userplane location (SUPL) server, an 
indication from a mobile device of one or more trans 
port layer security (TLS) cipher suites supported by 
the mobile device; 

determine whether the one or more TLS cipher suites 
include a TLS pre-shared key (TLS-PSK) cipher suite 
that is supported by the SUPL server; 

in response to determining that the one or more TLS 
cipher suites include the TLS-PSK cipher suite that is 
supported by the SUPL server, perform a generic 
bootstrapping architecture (GBA)-based authentica 
tion process to authenticate the mobile device; and 

in response to determining that the one or more TLS 
cipher suites do not include a TLS-PSK cipher suite 
that is supported by the SUPL server, determine 
whether the SUPL server supports a certificate-based 
authentication method; 

in response to determining that the SUPL server Sup 
ports the certificate-based authentication method, 
perform a certificate-based authentication process 
that includes sending a server certificate to the mobile 
device and receiving a device certificate from the 
mobile device. 

22. The apparatus of claim 21, wherein the instructions are 
further executable by the processor to, in response to deter 
mining that the SUPL server does not support the certificate 
based authentication method, perform an alternative client 
authentication (ACA)-based authentication method when the 
mobile device is connected to a 3" Generation Partnership 
Project (3GPP) network or a 3GPP2 network. 

23. The apparatus of claim 21, wherein the certificate 
based authentication process is independent of an access net 
work used by the mobile device. 

24. A method comprising: 
receiving, at a mobile device, a session initiation message 

from a secure user plane location (SUPL) server to ini 
tiate a SUPL session between the SUPL server and the 
mobile device; and 

ERICSSON EXHIBIT 1006, Page 69



US 2013/OO67552 A1 

in response to the mobile device receiving a valid session 
initiation message key from the SUPL server prior to the 
mobile device receiving the session initiation message: 
authenticating the session initiation message using the 

valid session initiation message key; and 
initiating the SUPL session with the SUPL server in 

response to successful authentication of the session 
initiation message. 

25. The method of claim 24, wherein the session initiation 
message includes a SUPL INIT message. 

26. The method of claim 24, wherein the valid session 
initiation message key includes a SUPL INIT ROOT KEY. 

27. The method of claim 24, further comprising, in 
response to the mobile device not receiving the valid session 
initiation message key: 

transmitting a message to the SUPL server, and 
receiving a session initiation message key from the SUPL 

server in response to the message. 
28. The method of claim 27, wherein the message includes 

a SUPL INIT Key Request parameter. 
29. The method of claim 27, wherein the message includes 

a SUPL INIT Root Key Status parameter included within a 
SET Capabilities parameter. 

30. An apparatus comprising: 
a processor; and 
a memory coupled to the processor, wherein the memory is 

configured to store instructions; and 
wherein the instructions are executable by the processor to: 

receive, at a mobile device, a session initiation message 
from a secure user plane location (SUPL) server to 
initiate a SUPL session between the SUPL server and 
the mobile device; and 

in response to the mobile device receiving a valid session 
initiation message key from the SUPL server prior to 
the mobile device receiving the session initiation mes 
Sage: 
authenticate the session initiation message using the 

valid session initiation message key; and 
initiate the SUPL session with the SUPL server in 

response to Successful authentication of the session 
initiation message. 

31. The apparatus of claim 30, wherein the session initia 
tion message includes a SUPL INIT message. 

32. The apparatus of claim 30, wherein the valid session 
initiation message key includes a SUPL INIT ROOT KEY. 

33. A method comprising: 
transmitting a message from a mobile device to a secure 

user plane location (SUPL) server, wherein the message 
includes a SUPL INIT Root Key Status parameter. 

34. The method of claim 33, wherein the SUPL INIT Root 
Key Status parameter indicates that the mobile device 
includes an invalid SUPL INIT ROOT KEY or an out of 
sync SUPL INIT ROOT KEY. 

35. The method of claim 33, wherein the SUPL INIT Root 
Key Status parameter is included in a SUPL enabled terminal 
(SET) Capabilities parameter of the message. 

36. The method of claim 33, wherein the message com 
prises a user location protocol (ULP) message. 

37. A method comprising: 
transmitting, from a secure user plane location (SUPL) 

server to a mobile device, a SUPL END message that 
includes a SUPL INIT Key Response parameter. 

38. The method of claim 37, wherein the SUPL INIT Key 
Response parameter includes at least one of a Mode A Key 
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Identifier, a Temporary Mode A Key Identifier, a SUPL 
INIT ROOT KEY, and a Mode A Key Lifetime. 

39. A method comprising: 
receiving, at a mobile device, a session re-initiation mes 

sage from a secure user plane location (SUPL) server to 
continue a SUPL session between the SUPL server and 
the mobile device; and 

in response to the mobile device receiving a valid session 
initiation message key from the SUPL server prior to the 
mobile device receiving the session re-initiation mes 
Sage: 
authenticating the session re-initiation message using 

the valid session initiation message key; and 
continuing the SUPL session with the SUPL server in 

response to successful authentication of the session 
re-initiation message. 

40. The method of claim 39, wherein the session re-initia 
tion message includes a SUPL REINIT message. 

41. The method of claim39, further comprising in response 
to the mobile device not receiving the valid session initiation 
message key: 

transmitting a message to the SUPL server; and 
receiving a session initiation message key from the SUPL 

server in response to the message. 
42. An apparatus comprising: 
a processor; and 
a memory coupled to the processor, wherein the memory is 

configured to store instructions; and 
wherein the instructions are executable by the processor to: 

receive, at a mobile device, a session re-initiation mes 
sage from a secure user plane location (SUPL) server 
to continue a SUPL session between the SUPL server 
and the mobile device; and 

in response to the mobile device receiving a valid session 
initiation message key from the SUPL server prior to 
the mobile device receiving the session re-initiation 
message: 
authenticate the session re-initiation message using 

the valid session initiation message key; and 
continue the SUPL session with the SUPL server in 

response to Successful authentication of the session 
re-initiation message. 

43. The apparatus of claim 42, wherein the session re 
initiation message includes a SUPL REINIT message. 

44. The apparatus of claim 42, wherein the valid session 
initiation message key includes a SUPL INIT ROOT KEY. 

45. A method comprising: 
receiving, at a web server, a message from a secure user 

plane location (SUPL)-enabled mobile device, wherein 
the message includes a security credential of the mobile 
device; 

receiving, at the web server, user identification information 
from the mobile device; 

authenticating the user identification information as iden 
tifying an authorized user of a SUPL service; and 

sending the security credential of the mobile device to a 
SUPL server to enable the SUPL server to authenticate 
the mobile device as associated with the authorized user 
of the SUPL Service. 

46. The method of claim 45, wherein the security credential 
includes a device certificate that includes a public key. 
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47. The method of claim 45, further comprising: 
sending a server certificate including a public key of the 
web server to the mobile device prior to receiving the 
message from the mobile device; and 

decrypting the message using a private key of the web 
SeVe. 

48. The method of claim 45, wherein the security credential 
includes at least one of an international mobile equipment 
identity (IMEI), a mobile station identification (MSID), and a 
serial number of the mobile device. 

49. The method of claim 45, wherein the user identification 
information includes an identifier and a password. 

50. An apparatus comprising: 
a processor; and 
a memory coupled to the processor, wherein the memory is 

configured to store instructions; and 
wherein the instructions are executable by the processor to: 

receive, at a web server, a message from a secure user 
plane location (SUPL)-enabled mobile device, 
wherein the message includes a security credential of 
the mobile device; 

receive, at the web server, user identification informa 
tion from the mobile device; 

authenticate the user identification information as iden 
tifying an authorized user of a SUPL service; and 

send the security credential of the mobile device to a 
SUPL server to enable the SUPL server to authenti 
cate the mobile device as associated with the autho 
rized user of the SUPL Service. 

51. The apparatus of claim 50, wherein the security cre 
dential includes a device certificate that includes a public key. 

52. An apparatus, comprising: 
means for receiving, at a web server, a message from a 

secure user plane location (SUPL)-enabled mobile 
device, wherein the message includes a security creden 
tial of the mobile device; 

means for receiving, at the web server, user identification 
information from the mobile device; 

means for authenticating the user identification informa 
tion as identifying an authorized user of a SUPL service; 
and 

means for sending the security credential of the mobile 
device to a SUPL server to enable the SUPL server to 
authenticate the mobile device as associated with the 
authorized user of the SUPL service. 

53. The apparatus of claim 52, wherein the security cre 
dential includes a device certificate that includes a public key. 

54. A non-transitory processor-readable medium compris 
ing instructions that, when executed by a processor, cause the 
processor to: 

receive, at a web server, a message from a secure userplane 
location (SUPL)-enabled mobile device, wherein the 
message includes a security credential of the mobile 
device; 

receive, at the web server, user identification information 
from the mobile device; 

authenticate the user identification information as identi 
fying an authorized user of a SUPL service; and 

send the security credential of the mobile device to a SUPL 
server to enable the SUPL server to authenticate the 
mobile device as associated with the authorized user of 
the SUPL Service. 
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55. The non-transitory processor-readable medium of 
claim 54, wherein the security credential includes a device 
certificate that includes a public key. 

56. A method comprising: 
receiving, at a secure user plane location (SUPL) server, a 

first identifier and a first password from a mobile device: 
authenticating the first identifier and the first password as 

associated with an authorized user of a SUPL service; 
and 

sending a second identifier and a second password to the 
mobile device to replace the first identifier and the first 
password, wherein the SUPL server is configured to 
establish a SUPL session with the mobile device upon 
receiving the second identifier and the second password 
from the mobile device. 

57. The method of claim 56, wherein the first password is 
user-selected and wherein the second identifier and the sec 
ond password are generated at the SUPL server. 

58. The method of claim 56, further comprising: 
receiving, at the SUPL server, the first identifier and the 

first password from a second mobile device: 
authenticating the first identifier and the first password as 

associated with the authorized user of the SUPL service; 
and 

determining whether allowing the second mobile device to 
access the SUPL service would exceed a threshold num 
ber of mobile devices associated with the authorized 
user that are permitted to access the SUPL service. 

59. The method of claim 58, further comprising, in 
response to determining that allowing the second mobile 
device to access the SUPL service would not exceed the 
threshold number of mobile devices, sending a third identifier 
and a third password to the second mobile device to replace 
the first identifier and the first password. 

60. The method of claim 59, wherein the third identifier is 
distinct from the second identifier and wherein the SUPL 
server is configured to monitor usage of the SUPL service by 
the mobile device using the second identifier and by the 
second mobile device using the third identifier. 

61. An apparatus comprising: 
a processor; and 
a memory coupled to the processor, wherein the memory is 

configured to store instructions; and 
wherein the instructions are executable by the processor to: 

receive, at a secure user plane location (SUPL) server, a 
first identifier and a first password from a mobile 
device; 

authenticate the first identifier and the first password as 
associated with an authorized user of a SUPL service; 
and 

send a second identifier and a second password to the 
mobile device to replace the first identifier and the first 
password, wherein the SUPL server is configured to 
establish a SUPL session with the mobile device upon 
receiving the second identifier and the second pass 
word from the mobile device. 

62. The apparatus of claim 61, wherein the first password is 
user-selected and wherein the second identifier and the sec 
ond password are generated at the SUPL server. 

63. An apparatus comprising: 
means for receiving, at a secure userplane location (SUPL) 

server, a first identifier and a first password from a 
mobile device; 
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means for authenticating the first identifier and the first 
password as associated with an authorized user of a 
SUPL service; and 

means for sending a second identifier and a second pass 
word to the mobile device to replace the first identifier 
and the first password, wherein the SUPL server is con 
figured to establish a SUPL session with the mobile 
device upon receiving the second identifier and the sec 
ond password from the mobile device. 

64. The apparatus of claim 63, wherein the first password is 
user-selected and further comprising means for generating 
the second identifier and the second password. 

65. A non-transitory processor-readable medium compris 
ing instructions that, when executed by a processor, cause the 
processor to: 

receive, at a secure user plane location (SUPL) server, a 
first identifier and a first password from a mobile device: 

authenticate the first identifier and the first password as 
associated with an authorized user of a SUPL service; 
and 

send a second identifier and a second password to the 
mobile device to replace the first identifier and the first 
password, wherein the SUPL server is configured to 
establish a SUPL session with the mobile device upon 
receiving the second identifier and the second password 
from the mobile device. 
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66. The non-transitory processor-readable medium of 
claim 65, wherein the first password is user-selected and 
wherein the second identifier and the second password are 
generated at the SUPL server. 

67. A method comprising: 
transmitting a SUPL INIT message including a Protection 

Level parameter from a secure user plane location 
(SUPL) server to a mobile device. 

68. The method of claim 67, wherein the Protection Level 
parameter includes at least one of: 

a Level parameter indicating one of Null protection, Mode 
A Protection, and Mode B Protection; and 

a Protection parameter including at least one of a Key 
Identifier Type and a Key Identifier. 

69. A method comprising: 
transmitting a SUPL REINIT message including a Protec 

tion Level parameter from a secure user plane location 
(SUPL) server to a mobile device. 

70. The method of claim 69, wherein the Protection Level 
parameter includes at least one of: 

a Level parameter indicating one of Null protection, Mode 
A Protection, and Mode B Protection; and 

a Protection parameter including at least one of a Key 
Identifier Type and a Key Identifier. 

k k k k k 
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