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SOUNDPASS

The following disclosure in seven pages with thirteen drawing sheets labeled Fig. 1 through
Fig. 13 describes, in enabling detail, examples of a system the authors term the SoundPass
system, useful for providing very secure identification for transactions over public and private
networks. It is to be understood that the descriptions and examples given are exemplary, and
do not limit any invention disclosed to just the specifics of any one or limited number of
examples.

References to OHVA in this disclosure are to OHVA Inc, in Milpitas, California, a company
established to exploit the technology enabled by the SoundPass system.

SoundPass in a preferred embodiment is a secure identifier in a sound format

SoundPass generates a modulated sound containing, in a preferred embodiment, an ID number
and session key.

The ID number may be fixed and different for every token. Its 16 digits, in an exemplary
embodiment, may include data related to the issuer and the token version.

In one embodiment of SoundPass an ID number is first encoded to include an error detection
bit, and then encrypted with a proprietary key to ensure exclusive usage of OHVA
(proprietary) client software.

The 16 digits in this embodiment are grouped in 2-digit decimal numbers, value range 00-99,
and converted into hexadecimal, value range $00-$63. This conversion makes the most
significant bit of each byte available for storing the error detection bit or parity bit. Then the
ID number is encrypted by adding (XOR) the 8-byte applet key chosen by OHVA.

Example

ID number 12 34 56 78 90 01 23 45

Decimal 12 34 56 78 90 01 23 45

Hexadecimal $0C $22 $38 S$4E $5A $01 8§17 82D

Parity bit + $00 $00 $80 $00 SO0 $80 %00 %00
= $0C $22 $B8 S$4E $5A $81 817 $2D

Applet key + $99 $AA $BB $CC $DD S$EE S$FF 855

EncryptedID = $95 $88 $03 $82 $87 $6F SE8 $78

In this example a session key is utilized to generate on the PC a hash code of the user
password valid only once. In one embodiment a new session key is generated every time the
token is activated according to an iterative algorithm: Ci+1 =G (N, S, Ci).

SoundPass Provisional Patent - Vincent Colnot OHVA proprietary 1/6
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One-way function based on a stream cipher for instance
ID number encrypted or not

Proprietary secret seed defined by the token issuer

i: Current session key

The session key may be an 8-byte number or larger, depending of the token capabilities.

Fig. 1 is a diagram illustrating the encoding and modulation for a Soundpass ID number and
session key in a particular embodiment of the invention.

The encrypted ID number and the session key in this example are enclosed into a
transmission protocol encoding data frames prior to generating a modulated sound signal.

Each frame in this embodiment starts with a flag byte signaling the data type, and ends with a
CRC byte which allows the detection of transmission errors.

The frames are encoded in this example using Miller code creating transitions every 1 etu, 1.5
etu, and 2 etu (elementary time unit or bit time) even if the data doesn’t change. Any other
code could be used, although other codes might create more transitions. The Manchester code
for instance creates transitions every 0.5 etu and 1 etu.

The encoding process in this embodiment transmits the data and bit clock together in the same
signal. The flag byte contains a encoding break, which is a longer time without data transition
(3 etu for instance), signaling the beginning of a frame.

The encoded bit flow in this example is finally modulated using a modulation, FSK for
instance, generating an audible sound compatible with PC sound card capabilities. The
modulation frequency may be in the range of 0 Hz to 20 kHz, and preferably in the range of
300 Hz to 3 kHz compatible with telephone networks (wired and mobile).

SoundPass in one embodiment is a two factor authentication solution

Fig. 2 is a diagram illustrating operation of the SoundPass system with an authentication
server in an embodiment of the invention.

Something you have: the SoundPass token generating the session key.
Something you know: the user password or PIN code.

The applet downloaded on the PC includes a FSK modem which demodulates and decodes the
SoundPass signal. It also comprised encryption means which handle the challenge-response
protocol with the server.

The server may be an authentication or payment portal securing online transactions to a group
of banks or web merchants.

SoundPass Provisional Patent - Vincent Colnot OHVA proprietary 2/6
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The SoundPass session key ensures a permanent password encryption; it means that the
password is never transmitted over the network in the clear.

Server authentication

In SoundPass the user doesn’t enter his username anymore. Instead the server returns the
username when it receives the ID number from the token. Only the valid server will return the
correct username, thus the user enters his password safely.

User authentication
Fig. 3 is a diagram illustrating User Authentication in an embodiment of a SoundPass system.

In this embodiment the PC generates a hash code based on the session key, challenge, and
password. The challenge is a random number generated by the server for each transaction.
Access is granted to the user if the hash code is authenticated by the server.

As the session key, the hash code is valid only once.
As the server challenge, the hash code is valid for a short period of time.

In this embodiment the authentication server deduces the session key (Ci) from the previous
one (Ci-1) stored in the server database. The server then generates another hash code of the
user password stored in the database and compares it to the one received. The authentication is
valid if both hash codes are identical, which means the PC and the server have used the same
session key and password. If this is the case, the server stores (Ci-1) by (Ci) in the database
and (Ci) cannot be reused.

SoundPass in a preferred embodiment is a token with 3 compatible forms

Essentiaily any device which can play a sound may become a SoundPass token: the modulated
sound may be generated, for example, by a specific device like a smartcard, or stored on an
existing device (PDA, smart phone) in a sound file format.

Keyjack

Fig. 4 is an electrical/electronic schematic of a SoundPass keyjack in one embodiment of a
SoundPass system

The SoundPass signal in one embodiment is generated by a secure chip plugged into a
microphone input of a PC. A SoundPass token may be plugged into the headset connector of a
mobile device (PDA, smart phone) offering user authentication over a telephone network.

The secure chip in this example comprises a rewritable memory (EEPROM), processing unit
or microprocessor, on-chip oscillator, serial interface, and one-wire modem interface. The test
interface is a bidirectional interface allowing the token personalization at the end of the
manufacturing process.

SoundPass Provisional Patent - Vincent Colnot OHVA proprietary 3/6
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A resistor (R) adapts the impedance between the chip and microphone input.
A switch (S) activates the modem interface which generates the modulated signal.

The sound card in this embodiment provides a +3V to +5V DC voltage on the microphone
input which is sufficient to power (Vcc) the secure chip.

Fig. 5 illustrates two different designs for a Keyjack in an embodiment of a SoundPass system.

Smartcard

Fig. 6 is a diagram illustrating a smartcard (carrying a secure chip) and a reader in an
embodiment of the SoundPass system.

In this implementation, a secure chip is embedded in a plastic card; the modem and serial
interfaces share the ISO contacts. A specific reader/connector, which may be without any
processing means, connects the card chip to the microphone input.

Sound file

In this example the modulated sound, comprising the ID number and session key, is sampled
and stored into a sound file using Microsoft wave format (.wav) for instance. The sound file in
a preferred embodiment lasts less than a second and in data size is less than 20 kb,
compression is not particularly useful as the file is transmitted only once.

The sound file may be generated at the server level and installed on the PC hard disk.
Preferably the sound file may be installed on a USB memory key for a better security and
portability.

The sound file in one embodiment is updated by the PC applet which includes a FSK
modulator generating the modulated signal based on a new session key received from the
server.

Alternatively, the sound file is updated by the server every given time (week, month...), this is
a static or quasi-static implementation of SoundPass since the same session key is used for
several authentications.

Sound generator

Fig. 7 is a diagram showing an embodiment of the SoundPass system with audio provided
from a mobile device.

The modulated signal in this embodiment is generated by a sound generator applet installed on

the mobile devices (PDA, smart phone). The device speaker transmits the SoundPass signal to
the PC acoustically via a microphone plugged into the sound card.

SoundPass Provisional Patent - Vincent Colnot OHVA proprietary 4/6
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The device may also be wire-connected to the PC microphone input through its speaker or
headset output.

Note that the sound file may also be stored and played on mobile devices. This is a static
implementation since the session key cannot be updated by the server or an applet.

SoundPass authentication protocol

SoundPass authentication protocol slightly differs depending on the token form.
Keyjack, smartcard

Fig. 8 illustrates how the token generates a new session key after each usage in an
embodiment of the SoundPass system.

The token in this example generates a new session key after each usage:

In this example only half of the hash code (Hc) is transmitted to the server as the client
response (Lc).

If L’c = L, it means the client and server are using the same session key and password,
therefore the server authenticates the user: he has the token, he knows the password.

If the authentication is valid, the application updates the user account with the current session
key (Ci), which is then not reusable.

Sound file

Fig. 9 illustrates how the PC applet updates the sound file with the session key transmitted by
the server in an embodiment of the SoundPass system.

The new session key (Ci+1) is encrypted with the current session key (Ci) prior to be
transmitted (Jc) to the PC applet.

Sound generator

Fig. 10 illustrates how the sound applet generates a new session key after each usage in an
embodiment of the SoundPass system.

. This implementation duplicates the PIN code prior to encryption. The server'decrypts the

encryption code (Ec) with the session key and compares the result with the PIN code stored in
the database.

SoundPass Provisional Patent - Vincent Colnot OHVA proprietary 516
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SoundPass is a secure online payment solution

In this implementation, the banks deploy smart cards (cash, debit or credit) with the OHVA
secure chip.

For security reasons, the ID number is different from the embossed card number. However, it
includes the card issuer identifier and allows the merchant to route the transaction, along with
the dynamic CVV, using the existing bank protocol.

Fig. 11 illustrates details re: the dynamic CVV hash code in an embodiment of the SoundPass
system.

The dynamic CVV (Lc¢) is a 3-digit hash code which authenticates the transaction. It is based
on the session key, the transaction data, and the user password or PIN code. The hash code is
valid only once, for a given transaction.

If L’c = Lc, it means the client and server are using the same session key and password,
therefore it authenticates the user: the user has the token, he or she knows the PIN code. In
addition, the server can guarantee that the transactions data has not been corrupted.

Activation

Fig. 12 illustrates how SoundPass may be automatically activated by an activation protocol on
a server in an embodiment of the SoundPass system.

The activation protocol automatically activates SoundPass on the server.

The user accesses his account with his username and password. The first time he is using
SoundPass the ID number and session key are transmitted to the server and stored in the
database after authentication. The session key is encrypted (Ic) with the password prior to
transmission to the server.

Without token
In case the user forgets or cannot use his token, the authentication protocol is performed using

the password has the session key. Fig. 13 illustrates how this is done in an embodiment of the
SoundPass system.

This implementation is less secure as the session key (password) is fixed, but still ensures the
permanent encryption of the password. Preferably, this authentication provides a limited
access to the user account.

SoundPass Provisional Patent - Vincent Colnot OHVA proprietary 6/6
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Fig. 2
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