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1. I, Jon Crowcroft, Ph.D., declare as follows:

I. Introduction

2. I am over the age of eighteen (18) and otherwise competent to make
this Declaration.

3. I have been retained by Meta Platforms, Inc, Instagram, Inc.,
WhatsApp LLC, Meta Platforms Technologies, LLC, and GIPHY, Inc.
(“Petitioners™) as an independent consultant in this proceeding before the United
States Patent and Trademark Office (“USPTO”). I am being compensated at my
rate of $500 per hour for my services. No part of my compensation is dependent on
my opinions or on the outcome of this proceeding. I have no financial interest in
any of the parties in this proceeding.

4. I am the Marconi Professor of Networked Systems in the Computer
Laboratory at the University of Cambridge. Prior to this, I was a professor in the
Department of Science University College London (“UCL”). I received my
undergraduate degree in Physics from Trinity College, Cambridge University in
1971. I then received a Master of Science in Computing in 1981, and a Ph.D. in
1993, both of which were from UCL. I am a fellow of the Royal Society, the
Association for Computing Machinery, the British Computer Society, the
Institution of Engineering and Technology, the Royal Academy of Engineering,

and the IEEE.
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5. I have authored or co-authored over 1,000 articles, books, and
publications in the field of computer networks, multimedia conferencing, and the
Internet.

II. Handley Reference

6. I am a co-author of Very large conferences on the Internet: the
Internet Multimedia Conferencing Architecture and the MBONE. 1 have been
informed by counsel for Petitioners that this article was used by Petitioners in
IPR2023-00923 as a prior art reference. This article was labeled EX1005 by
Petitioners. I have been asked to confirm the publication status and public
accessibility of EX1005 and to determine whether it was publicly accessible and/or
published by at least February 11, 1999. I can indeed confirm that it was.

7. I have been informed by counsel for Petitioners that my article used as
EX1005 was downloaded from my Cambridge personal academic website here:

https://www.cl.cam.ac.uk/~jac22/otalks/cnisdn-article.pdf. I confirm that the article

remains available on my personal academic website. Turning to that academic
website, as can be seen in the URL, EX1005 as I uploaded to my academic website
is titled “cnisdn-article.pdf.” 1 have closely inspected the metadata of cnisdn-

article.pdf. Upon closer inspection of the metadata of cnisdn-article.pdf, looking at
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File->Properties->Additional Metadata->Advanced->PDF Properties, it shows that

the PDF creation date was January 8, 1998.!

cnisdn-article. pdf 4

Description Advanced

PDF Properties (pdf, http://ns.adobe.com/pdf/1.3/)
pdfiCreationDate—Text: Thu Jan 8 22:16:48 1998
pdfiProducer; GNU Ghostscript 7.05

XMP Core Properties (xmp, http://ns.adobe.com/xap/1.0/)
xmp:CreatorTool dvips 5.62 Copyright 1986, 1996 Radical Eye Software

Dublin Core Properties (dc, http://purl.org/dc/elements/1.1/)

- de:title (alt container)

8. My Cambridge academic website, which hosts EX1005, also links to
my previous UCL academic website, which previously hosted EX1005.%2 1
transferred the work from my UCL academic website to my Cambridge academic
website to ensure its public accessibility was continued without interruption.

9. Further, while at UCL, I personally uploaded my papers to a File
Transfer Protocol server (“FTP server”) a link for which was included on my UCL

personal academic website.> An FTP server is used to communicate and transfer

I Annotated screenshot of Dr. Crowcroft’s cnisdn-article.pdf found at Dr.

Crowcrofts University of Cambridge academic website, University of
Cambridge, https://www.cl.cam.ac.uk/~jac22/otalks/cnisdn-article.pdf (last
visited Sept. 26, 2023).

See Dr. Crowcroft’s past work webpage found at Dr. Crowcroft’s University of
Cambridge academic website, https://www.cl.cam.ac.uk/~jac22/pastwork.html,
(last visited Sept. 26, 2023) (listing numerous talks and papers that directly link
to Dr. Crowcroft’s UCL academic website at http://www.cs.ucl.ac.uk/staff/jon).
Dr. Crowcroft’s University College London personal academic website as of
December 1998 at the Internet Archive, University College London,
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files between computers. The screenshot below is from my UCL personal

academic website as archived in December 1998 by the Internet Archive.*

Next year [EEE IWQoS is at UCL., which should be interesting. i keep a list of comms calls for
papers, while a lot of papers are on Our while some of mine are gettable via Henning
Schulzrinne's excellent online bibliography

10.  Clicking on the “ftp server” link in the Internet Archive (annotated
above with a red box) leads to the archived version of the FTP server as of
February 17, 2001.° As seen in that link and screenshot below, there is an article
with the name of “cnisdn-article.ps.gz” which was last modified on January 9,
1998, one day after the creation of cnisdn-article.pdf, which was used as EX1005.
Based on this confirmation and my memory, this was the day I personally
uploaded what is now EX1005 to the publicly available FTP server that was linked
to my UCL personal academic website. Despite the Internet Archive being dated in
February 2001, I confirm the FTP server was active prior to this and as early as
1981. This is further confirmed by the “Last modified” date which indicates the

time the file on the server was last changed.

https://web.archive.org/web/19981203112130/http://www.cs.ucl.ac.uk:80/staff/;
on/ (last visited Sept. 26, 2023).

4 Id. (annotated).

> Index of /darpa, University of College London,
https://web.archive.org/web/20010217183731/http://www.cs.ucl.ac.uk/darpa
(last visited Sept. 26, 2023) (annotated).
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I11. On or about October 6, 2023, and as confirmed in the screenshot

below,® T personally accessed the UCL server that contains files from UCL’s

Defense Advanced Research Project Agency (“DARPA”), of which I remain an

authorized user.

6

Screenshot of UCL DARPA FTP Server (annotated).
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12. 1 personally accessed the DARPA UCL server via my Linux

Command Prompt. There, 1 viewed and downloaded ‘“cnisdn-article.ps.gz”

(attached hereto as Attachment 1), which also confirms the date of January 9,

1998.

I confirm that “cnisdn-article.ps.gz” is identical to that of EX1005. As

shown in both the Internet Archive and Linux Command Prompt images above,

this file would have been publicly available from the date I uploaded it on January

9, 1998 until the FTP server was no longer active and available to the public. To

the best of my knowledge, this FTP server was active and available to the public

through at least 2018.
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13. Based on the above, I confirm that the document of EX1005, though
having no date on its face, was uploaded on January 9, 1998 to my UCL personal
academic website and the FTP server (both of which were publicly accessible free
of charge), which was prior to its publication in Computer Networks Volume 31,
Issue 3, as discussed below.’

14. 1 confirm that EX1005 was published and publicly accessible free of
charge on my personal academic website and FTP server at UCL by at least
January 9, 1998. I further confirm that EX1005 was published and publicly
accessible free of charge on my personal academic website and FTP server at UCL
by at least February 11, 1999. I also confirm that EX1005 has remained published
and publicly accessible free of charge on either my UCL and/or University of
Cambridge personal academic website consistently through today and unchanged
since at least January 9, 1998.

15. After I uploaded EX1005 to my UCL personal academic website,
EX1005 was published in COMPUTER NETWORKS, Vol 31, Issue 3 on February 11,
1999 as Very large conferences on the Internet: the Internet multimedia
conferencing architecture at pages 191-204 with myself, M. Handley, C.

Bormann, and J. Ott as authors. This is the date that COMPUTER NETWORKS, Vol

7 M. Handley, J. Crowcroft, C. Bormann, & J. Ott, Very Large conferences on the

Internet: the Internet multimedia conferencing architecture, 31 COMPUT.
NETWORKS 191 (1999).
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31, Issue 3 was publicly available. I have reviewed a scanned physical copy of
Handley as published in COMPUTER NETWORKS, Volume 31, Issue 3 (EX1028).
EX1028 was retrieved from the Karl F. Wendt Engineering Library at the
University of Wisconsin — Madison.

16.  An online version of EX1028 is available at Elsevier’s ScienceDirect
website (EX1027).8 1 have compared the articles in EX1027 and EX1028 and
found them fully identical. Elsevier’s ScienceDirect states that EX1027 was
available online as of June 9, 1999.° Further, I have performed a side-by-side
comparison of EX1005 to EX1027 and EX1028 and confirm the substance is
virtually identical. While slight differences are apparent, they do not detract from
the underlying technical teachings of the article. In my opinion, as a co-author, the
technical substance of EX1005, EX1027, and EX1028 are identical.

17. It was common practice for me, as an author and academic, to upload
papers, publications, and articles to my personal academic website as well as the
FTP server prior to formal publication. As background, the authors of EX1005
were all active participants in the Internet Engineering Task Force (IETF) working

on Internet Standards. Draft versions of these documents, like EX1005, were

8 M. Handley, J. Crowcroft, C. Bormann, & J. Ott, Very Large conferences on the

Internet: the Internet multimedia conferencing architecture, 31 COMPUT.
NETWORKS 191 (1999),
https://www.sciencedirect.com/science/article/abs/pii/S016975529800262 1#pre
view-section-abstract (last visited Sep 25, 2023).

I
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frequently exchanged and updated as part of that work, and typically made
available through public FTP (later WWW) servers. It was also part of the culture
to publish more research-oriented versions of the work as papers in the regular
academic press (conferences and journals). The Internet standards process has
always promoted open access to work, and much of communications research has
followed that convention.

18.  During the review and editing process for formal publication, it is
common practice for editors and publishers to edit citations, grammar, and non-
substantive text. This is what happened with EX1005 — I uploaded EX1005 to my
personal academic website where, after going through the formal publication
process, it was subsequently published in COMPUTER NETWORKS Vol. 31, Issue 3 at
pages 191-204 as EX1028 on February 11, 1999. As previously described, the
version published as EX1028 (which is identical to EX1027) is identical to
EX1005 for all intents and purposes.

19.  As to the inception of the article used as EX1005, each author had
contributed to a plethora of standards since the 1980’s, and the way these all fit
together was quite complex. EX1005, and the Internet Draft that proceeded it as
discussed below, was an attempt to capture the “big picture” so that engineers,
practitioners, educators, etc., would have a source document that explained the way

these components fit together. The ideas in EX1005 can be first seen in the Internet
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Draft “The Internet Multimedia Conferencing Architecture,” which was released in
July 1997 as “draft-ietf-mmusic-confarch-00.txt.”!% T listed the July 1997 Internet
Draft on my personal academic website while teaching at the UCL as can be seen
in the screenshot below taken from an August 28, 1999 Internet Archive of my

website.!!

|M Handley, I. Croweroft, C. Bormann, and J. Omt, "The internet multimedia conferencing architecture ” Internet Draft, Internet Engineering Task Force, July 1997 also in CNIS |

As shown above, | had also listed that the July 1997 Internet Draft was “also in
CNIS.” This linked to Mark Handley’s personal academic website (another co-
author of the July 1997 Internet Draft and EX1005) while he was at University of
Southern California Information Sciences Institute.!? There, as of February 1999
as viewed in the Internet Archive, Mark Handley listed and linked to both Very

large conferences on the Internet: the Internet Multimedia Conferencing

10" The Internet Multimedia Conferencing Architecture draft-ietf-mmusic-

confarch-00.txt, Internet Draft, https://www.ietf.org/archive/id/draft-ietf-
mmusic-confarch-00.txt (last visited Sept. 26, 2023).

Dr. Crowcroft’s University College London personal academic website as of
December 1998 at the Internet Archive, University College London,
https://web.archive.org/web/19990828053320/http://www.cs.ucl.ac.uk/staff/jon/
jons-papers.html (last visited Sept. 26, 2023).

Dr. Handley’s University of Southern California personal academic website as
of January 1998 at the Internet Archive, University of Southern California,
https://web.archive.org/web/19980130215743/http://north.east.isi.edu/~mjh/
(last visited Sept. 26, 2023).

11

12
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Architecture as well as The Internet Multimedia Conferencing Architecture

Internet Draft under his “Papers, Publications and Specifications.”!?

Very large conferences on the Intemnet: the Internet Multimedia Conferencing Architecture
M. Handley, J. Crowcroft, C. Bormann and J. Ott
To appear 1n Computer Networks and ISDN Systems, Special Issue on Internet Telephony

The Intemet Multimedia Conferencing Architecture
Mark Handley, Jon Crowcroft, Carsten Bormann, Joerg Ott (Internet-draft, Sept 1997)

This July 1997 Internet Draft had further iterations, including an October 1999
Internet Draft.!*

20. In conclusion, based on my memory and as a co-author, EX1005 was
publicly accessible and available as of at least February 11, 1999.

21. I declare that all statements made herein of my personal knowledge
are true, and that all statements made on information and belief are believed to be
true, and that these statements were made with the knowledge that willful false
statements and the like so made are punishable by fine or imprisonment, or both,

under Section 1001 of Title 18 of the United States Code.

13" Dr. Handley’s University of Southern California personal academic website as

of January 1998 at the Internet Archive, University of Southern California,
https://web.archive.org/web/19990210102149/http://north.east.isi.edu/~mjh/pap
ers.html (last visited Sept. 26, 2023).

The Internet Multimedia Conferencing Architecture draft-ietf-mmusic-
confarch-02.txt, Internet Draft, https://www.ietf.org/archive/id/draft-ietf-
mmusic-confarch-02.txt (last visited Sept. 26, 2023).

14
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Very large conferences on the Internet: the Internet Multimedia
Conferencing Architecture and the MBONE.

M. Handley, J. Crowcroft and C. Bormann

Abstract

In this paper we provide an overview of multimedia conferencing on the Internet. The protocol s mentioned
are al specified elsewhere as internet-drafts or RFCs. Each RFC gives details of the protocol itself, how
it works and what it does. This document attempts to provide the reader with an overview of how the
components fit together and of some of the assumptions made, as well as some statement of direction for
those components still in a nascent stage.

1 Introduction

The Internet is not currently very good at carrying audio and video. Thisis hardly surprising as it was not
designed or engineered with real-time traffic in mind, but there has recently been a great deal of interest in
using the Internet for telephony services. Part of this has come from pricing anomalies that make internet
telephony somewhat artificially cheaper than traditional telephone services, but thisis not the whole story.
The Internet itself is improving to better handle traffic such as audio and video, and in the medium term,
the internet should be able to provide good quality realtime multimedia services, although such quality
improvements are likely to incur additional charges.

However, the real interest in using the internet for audio and video should come from the prospect
for a single ubiquitous communications network that not only allows traditional telephony services, but
also video, shared collaboration tools, and through IP Multicast, multi-party conferences and multimedia
sessions that scale from small group meetings through to television sized audiences. In principle, this may
lead to a“democratization” of telecommunication services, where licenses to broadcast are not required to
control physical access to the limited broadcast medium (although they may still be required for political
reasons).

Itisfar from clear what serviceswill eventually emerge using such communications capabilities. We can
only say that the technical capability to have large numbers of sessions ranging in audience from hundreds
to millions of participants, largely unlimited by geographic boundaries, will lead to services and social
structures that do not exist today. However, we can describe the basic technologiesthat are likely to bring
about such changes, and in this paper we attempt to provide such an overview. We leave it to the reader to
imagine the uses to which this technology will be put.

2 TheTechnology

In conjunctionwith computers, theterm “ conferencing” isoften used intwo different ways: firstly, torefer to
bulletin boards and mail list style asynchronous exchanges of messages between multiple users; secondly, to
refer to synchronous or so-called “real-time” conferencing, including audio, video, shared whiteboards and
other applications. Thispaper isabout the architecture for thislatter application in an Internet environment.
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There are other infrastructuresfor conferencing in theworld: POTS (Plain Old Telephone System) networks
often provide voice conferencing and phone-bridges, while the ISDN provides H.320[11] for small, strictly
organised video-telephony conferencing.

The architecture that has evolved in the Internet is far more general as well as being scalable to very
large groups, and permits the open introduction of new media and new applications as they are devised.

The determining factors of a conferencing architecture are communication between (possibly large)
groups of humans and real-time delivery of information. In the Internet, thisis supported at a number of
levels. The remainder of this section provides an overview of this support, and the rest of the document
describes each aspect in more detail.

In a conference, information must be distributed to all the conference participants. Early conferencing
systems used a fan-out of data streams, e.g., one connection between each pair of participants, which means
that the same information must cross some networks more than once. The Internet architecture uses the
more efficient approach of multicasting the information to all participants (see section 3).

Multimedia conferences require real-time delivery of at least the audio and video information streams
used in the conference. In an ISDN context, fixed rate circuits are allocated for this purpose - whether their
bandwidth is required at any particular instance or not. On the other hand, the traditional Internet service
model (“best effort”) cannot make the necessary quality of service available in congested networks. New
service models are being defined in the Internet together with protocols to reserve capacity or prioritise
traffic in a more flexible way than that available with circuit switching (see section 4).

In adatagram network, multimedia information must be transmitted in packets, some of which may be
delayed more than others. In order that audio and video streams be played out at the recipient in the correct
timing, information must be transmitted that allows the recipient to reconstitute the timing. A transport
protocol with the specific functions needed for this has been defined (see section 5). The nature of the
Internet reflects that of the world in that it is very heterogeneous. Techniques exist to exploit this, and to
deliver appropriate quality to different participantsin the same conference according to their capabilities.

The humans participating in a conference generally need to have a specific idea of the context in which
the conference is happening, which can be formalized as a conference policy. Some conferences are essen-
tially crowds gathered around an attraction, while others have very formal guidelines on who may take part
(listenin) and who may speak at which point. In any case, initially the participants must find each other, i.e.
establish communication rel ationships (conference setup, section 7). During the conference, some confer-
ence control information is exchanged to implement a conference policy or at least to inform the crowd of
who is present (section 6).

In addition, security measures may be required to actually enforce the conference policy, e.g. to control
who islistening and to authenticate contributionsas actually originating from a specific person. Inthe Inter-
net, there islittle tendency to rely on the traditional “security” of distribution offered by the phone system.
Instead, cryptographic methods are used for encryption and authentication, which need to be supported by
additional conference setup and control mechanisms (section 8).

The protocol stacks for internet multimedia conferencing are shown in figure 1. Most of the protocols
are not deeply layered unlike many protocol stacks, but rather are used alongside each other to produce a
complete conference.

3 Multicast Traffic Distribution

I P multicast provides efficient many-to-many data distributionin an internet environment. It iseasy to view
IP multicast as simply an optimisation for data distribution, and indeed this is the case, but IP multicast
can also result in a different way of thinking about application design. To see why this might be the case,
examine the |P multicast service model, as described by Van Jacobson[7]:
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Session Directory

RSVP RTP and RTCP SAP | SIP | HTTP| SMTR
UDP TCP
IP
Integrated Services Forwarding

Figure 1: Internet multimedia conferencing protocol stacks

e Sendersjust send to the group
e Receivers express an interest in receiving data sent to the group
e Routers conspire to deliver datafrom sendersto receivers

With IP multicast, the group isindirectly identified by a single IP class-D multicast address.

Several things are important about this service model from an architectural point of view. Receivers do
not need to know who or where the senders are to receive traffic from them. Senders never need to know
who the receivers are. Neither senders or receivers need care about the network topology as the network
optimises delivery.

An IP multicast group is scalable because information about group membership and group changes at
the IP level are kept local to routers near the relevant members. How this is performed depends on the
particular multicast routing scheme in use local to the member, and although it is not a trivial task, several
solutions do exist and therefore multicast routing will not be discussed in detail here. For more detailed
information on multicast routing, see [6][5][3][1][17]. Typically, as a group with s sendersand r receivers
increases in size, state in routers scales O(s) or O(1) depending on the routing scheme in use. This state
may be in on-tree routersfor newer so called sparse-mode algorithms such as PIM, or in off-tree routersfor
older so-called dense-mode a gorithms such as DVMRP. Thus the most scalable current multicast routing
agorithmsrequire O(1) statein on-tree routers, and hence the total routing state scalesO(¢g) in arouter that
ison-treefor ¢ groups. We can also envisage multicast routing schemes which require lessthan O (g) state!,
but the requirement is not currently urgent, so none of these are currently implemented.

The level of indirection introduced by the IP class D address denominating the group solves the dis-
tributed systems binding problem, by pushing this task down into routing; given a multicast address (and
UDP port), a host can send a message to the members of a group without needing to discover who they are.
Similarly receivers can “tune in” to multicast data sources without needing to bother the data source itself
with any form of request.

IP multicast is a natural solution for multi-party conferencing because of the efficiency of the data
distributiontrees, with data being replicated in the network at appropriate pointsrather than in end-systems.
It also avoids the need to configure special-purpose servers to support the session, which require support,

'with IP encapsulation, not all on-tree routers need hold the state for a group whose traffic they are forwarding - traffic for the
group can be encapsulated (either unicast of multicast) between on-tree routers nearer the edge of the network, reducing some of
the state burden on backbonerouters
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and which cause traffic concentration and can be a bottleneck. For larger broadcast-style sessions, it is
essential that data-replication be carried out in a way that only requires per-receiver network-state to be
local to each receiver, and that data-replication occurs within the network. Attempting to configure a tree of
application-specific replication servers for such broadcasts rapidly becomes a “multicast routing” problem,
and thus native multicast support isa more appropriate solution.

3.1 Address Allocation

How does an application choose a multicast address to use?

In the absence of any other information, we can bootstrap a multicast application by using well-known
multicast addresses. Routing (unicast and multicast) and group membership protocols[4] can do just that.
However, thisis not the best way of managing applications of which there is more than one instance at any
onetime.

For these, we need a mechanism for alocating group addresses dynamically, and a directory service
which can hold these alocations together with some key (session information for example — see later),
so that users can look up the address associated with the application. The address alocation and directory
functions should be distributed to scale well.

Multicast address allocation is currently an active area of research. For many years multicast address
allocation has been performed using multicast session directories (see section 7.1), but as the users and uses
of IP multicast increase, it is becoming clear that a more hierarchical approach is required.

An architecture]9] is currently being devel oped based around a well-defined API that an application can
use to request an address. The host then regquests an address from a local address allocation server, which
in turn chooses and reserves an unallocated address from a range dynamically allocated to the domain. By
alocating addresses in a hierarchical and topologically sensitive fashion, the address itself can be used in
a hierarchical multicast routing protocol currently being developed (BGMP, [23]) that will help multicast
routing scale more gracefully that current schemes.

4 Internet ServiceModels

Traditionally the internet has provided so-called best-effort delivery of datagram traffic from senders to
receivers. No guarantees are made regarding when or if a datagram will be delivered to a receiver, however
datagrams are normally only dropped when a router exceeds a queue size limit due to congestion. The
best-effort internet service model does not assume FIFO queuing, athough many routers have implemented
this.

With best-effort service, if alink isnot congested, queues will not build at routers, datagrams will not
be discarded in routers, and delays will consist of serialisation delays at each hop plus propagation delays.
With sufficiently fast link speeds, seriaisation delays are insignificant compared to propagation delays.

If alink is congested, with best-effort service, queuing delayswill start to influence end-to-end delays,
and packets will start to be lost as queue size limits are exceeded. Real-time traffic does not cope terribly
well with packet loss levels of more than a few percent, athough it is possible to add redundancy[10] to
increase the levels at which loss becomes a problem. In the last few years a significant amount of work has
also gone into providing non-best-effort services that would provide a better assurance that an acceptable
quality conference will be possible.

4.1 Non-best effort service

Real-time internet traffic is defined as datagrams that are delay sensitive. It could be argued that al data-
grams are delay sensitiveto some extent, but for these purposeswe refer only to datagrams where exceeding

Meta 1016
4 Meta v. VL Collective
IPR2023-00923



an end-to-end delay bound of afew hundred millisecondsrenders the datagrams uselessfor the purposethey
were intended. For the purposes of this definition, TCP traffic is normally not considered to be rea-time
traffic, although there may be exceptionsto thisrule.

On congested links, best-effort service queuing delays will adversely affect real-time traffic. This does
not mean that best-effort service cannot support real-time traffic — merely that congested best-effort links
seriously degrade the service provided. For such congested links, a better-that-best-effort service is desir-
able.

To achieve this, the service model of the routers can be modified. FIFO queuing can be replaced by
packet forwarding strategies that discriminate different “flows” of traffic. Theideaof aflow isvery general.
A flow might consist of “all marketing siteweb traffic”, or “all fileserver traffic to and from teller machines”.
Onthe other hand, aflow might consist of a particular sequence of packetsfrom an applicationinaparticular
machine to a peer application in another particular machine set up on request, or it might consist of al
packets marked with a particular Type-of-Service bit.

Thereisreally a spectrum of possibilitiesfor non-best-effort service something like that shownin figure
2. This spectrum is intended to illustrate that between best-effort, and hard per-flow guarantees lie many

prioritised assured assured guaranteed
best effort by type of by type of by aggregate by per-flow
unsignalled service service reservation reservation

Figure 2: Spectrum of internet service types

possibilitiesfor non-best-effort service, including having hard guarantees based on an aggregate reservation,
assurances that traffic marked with a particular type-of-service bit will not be dropped so long asiit remains
in profile, and simpler prioritisation-based services.

Towards the right hand side of the spectrum, flows are typically identifiable in the Internet by the tuple:
{ source machine, destination machine, source port, destination port, protocol } any of which couldbe“ANY”
(wildcarded).

In the multicast case, the destinationis the group, and can be used to provide efficient aggregation.

Flow identification is called classification and a class (which can contain one or more flows) has an
associated service model applied. This can default to best effort.

Through network management, we can imagine establishing classes of long lived flows — enterprise
networks (“Intranets’) often enforce traffic policiesthat distinguish priorities which can be used to discrimi-
nate in favor of more important traffic in the event of overload (though in an underloaded network, the effect
of such policieswill be invisible, and may incur no load/work in routers).

Therouter service model to provide such classes with different treatment can be as simple as a priority
gueuing system, or it can be more elaborate.

Although best-effort services can support real-time traffic, classifying real-time traffic separately from
non-real-time traffic and giving real-time traffic priority treatment ensures that real-time traffic sees mini-
mum delays. Non-real-time TCP traffic tends to be elastic in its bandwidth requirements, and will then tend
to fill any remaining bandwidth.

We could imagine a future Internet with sufficient capacity to carry all of the world's telephony traffic.
Since thisis a relatively modest capacity requirement, it might be simpler to establish “POTS” as a static
class which is given some fraction of the capacity overall, and then within the backbone of the network no
individual call need be given an alocation (i.e. we would no longer need the call setup/tear down that was
needed in the legacy POTS which was only present due to under-provisioning of trunks, and to allow the
trunk exchanges the option of call blocking). The visionis of a network that is engineered with capacity for
all of the non-best-effort average |oad sources to send without needing individual reservations.
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4.2 Reservations

For flows that may take a significant fraction of the network (i.e. are “special” and can't just be lumped
under a static class), we need a more dynamic way of establishing these classifications. In the short term,
this appliesto many multimediacalls since the Internet is largely under-provisioned at the time of writing.

RSVP has been standardised for just this purpose. It provides flow identification and classification.
Hosts and applications are modified to speak RSV P client language, and routers speak RSVP.

Since most traffic requiring reservationsis delivered to groups (e.g. TV), it isnatural for the receiver to
make the request for areservation for aflow. Thishas the added advantage that different receivers can make
heterogeneous requests for capacity from the same source. Thus RSVP can accommodate monochrome,
color and HDTYV receivers from a single source (al so see section 5).

Again the routers conspire to deliver the right flows to the right locations.

RSV P accommaodates the wildcarding noted above.

If a network is provisioned such that it has excess capacity for all the real-time flows using it, a simple
priority classification ensures that real-time traffic is minimally delayed. However, if a network is insuffi-
ciently provisioned for the traffic in areal-time traffic class, then real-time traffic will be queued, and delays
and packet loss will result. Thusin an under-provisioned network, either all real-time flows will suffer, or
some of them must be given priority.

RSVP provides a mechanism by which an admission control request can be made, and if sufficient
capacity remains in the requested traffic class, then areservation for that capacity can be put in place.

If insufficient capacity remains, the admission request will be refused, but the traffic will still be for-
warded with the default service for that traffic's traffic class. In many cases even an admission request that
failed at one or more routers can still supply acceptable quality as it may have succeeded in installing a
reservation in all the routers that were suffering congestion. Thisis because other reservations may not be
fully utilising their reserved capacity in those routers where the reservation failed.

If areservation involves setting aside resources for a flow, thiswill tie up resources so that other reser-
vations may not succeed, and depending on whether the flow fills the reservation, other traffic is prevented
from using the network. Clearly some negative feedback isrequired in order to prevent pointlessreservations
from denying service to other users. Thisfeedback istypically in the form of billing.

Billing requires that the user making the reservation is properly authenticated so that the correct user
can be charged. Billingfor reservationsintroducesalevel of complexity to the internet that has not typically
been experienced with non-reserved traffic, and requires network providers to have reciproca usage-based
billing arrangements for traffic carried between them. It also requires mechanisms whereby some fraction
of the bill for alink reservation can be charged to each of the downstream multicast receivers.

4.3 Differentiated Services

Whereas RSV P asks routers to classify packets into classes to achieve a requested quality of services, itis
also possible to explicitly mark packets to indicate the type of service required. Of course, there has to be
an incentive and mechanisms to ensure that “high-priority” is not set by everyone in al packets, and this
incentiveis provided by edge-based policing and by buying profiles of higher priority service.

Thisis still an active research area, but the general ideais for a customer to buy from their provider
a profile for higher quality service, and the provider polices marked traffic from the site to ensure that the
profile is not exceeded. Within a provider's network, routers give preferential services to packets marked
with the relevant type-of-service bit. Where providers peer, they arrange for an aggregate higher-quality
profile to be provided, and police each other's aggregate if it exceeds the profile. In thisway, policing only
needs to be performed as the edges to a provider's network on the assumption that within the network there
is sufficient capacity to cope with the amount of higher-quality traffic that has been sold. The remainder of
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the capacity can befilled with regular best-effort traffic.

One big advantage of differentiated services over reservations is that routers do not need to keep per-
flow state, or look at source and destination addresses to classify the traffic, and this means that routers
can be considerably ssimpler. Another big advantage is that the billing arrangements for differentiated ser-
vices are pairwise between providers at boundaries - at no time does a customer need to negotiate a billing
arrangement with each provider in the path.

5 Transport Protocols

So-called real-time delivery of traffic requires little in the way of transport protocol. In particular, real-time
traffic that is sent over more than trivial distancesis not retransmittable.

With packet multimedia data there is no need for the different media comprising a conference to be
carried in the same packets. In fact it smplifiesreceiversif different media streams are carried in separate
flows (i.e., separate transport ports and/or separate multicast groups). This also alows the different media
to be given different quality of service. For example, under congestion, a router might preferentially drop
video packets over audio packets. In addition, some sites may not wish to receive all the media flows. For
example, a site with a slow access link may be able to participate in a conference using only audio and a
whiteboard whereas other sitesin the same conference with more capacity may also send and receive video.
This can be done because the video can be sent to a different multicast group than the audio and whiteboard.
Thisisfirst step towards coping with heterogeneity by allowing the receivers to decide how much traffic to
receive, and hence allowing a conference to scale more gracefully.

5.1 Receiver Adaptation and Synchronisation
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Figure 3: Network Jitter and Packet Audio

Best-effort traffic is delayed by queues in routers between the sender and the receivers. Even reserved
priority traffic may see small transient queues in routers, and so packets comprising a flow will be delayed
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for different times. Such delay varianceis known asjitter, and isillustrated in figure 3.

Real-time applications such as audio and video need to be able to buffer real-time data at the receiver
for sufficient time to remove the jitter added by the network and recover the original timing relationships
between the media data. In order to know how long to buffer for, each packet must carry atimestamp which
givesthe time at the sender when the data was captured. Note that for audio and video data timing recovery,
it is not necessary to know the absolute time that the data was captured at the sender, only the time relative
to the other data packets.
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Figure 4: Inter-media synchronisation

Asaudio and video flows will receive differing jitter and possibly differing quality of service, audio and
video that were grabbed at the same time at the sender may not arrive at the receiver at the same time. At
the receiver, each flow will need a playout buffer to remove network jitter. Inter-flow synchronisation can
be performed by adapting these playout buffers so that samples/frames that originated at the same time are
played out at the same time (see figure 4). Thisrequiresthat the time base of different flows from the same
sender can be related at the receivers, e.g. by making avail able the absol ute times at which each of them was
captured.

52 RTP

The transport protocol for rea-time flows is RTP[22]. This provides a standard format packet header
which gives media specific timestamp data, as well as payload format information and sequence numbering
amongst other things. RTP is normally carried using UDP. It does not provide or require any connection
setup, nor does it provide any enhanced reliability over UDP. For RTP to provide a useful mediaflow, there
must be sufficient capacity in the relevant traffic class to accommodate the traffic. How this capacity is
ensured isindependent of RTP.

Every origina RTP sourceisidentified by asourceidentifier, and thissourceidiscarried in every packet.
RTP allows flows from several sources to be mixed in gateways to provide a single resulting flow. When
this happens, each mixed packet contains the source ids of all the contributing sources.

RTP mediatimestamp units are flow specific — they are in unitsthat are appropriate to the media flow.
For example, 8kHz sampled PCM encoded audio has a timestamp clock rate of 8kHz. This means that
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inter-flow synchronisationis not possible from the RTP timestamps a one.

Each RTP flow is supplemented by Real-Time Control Protocol (RTCP) packets. There are a number of
different RTCP packet types. RTCP packets provide the relationship between the realtime clock at a sender
and the RTP mediatimestamps so that inter-flow synchronisation can be performed, and they provide textual
information to identify a sender in a conference from the sourceid.

5.3 Conference Membership and Reception Feedback

IP multicast allows sources to send to a multicast group without being a receiver of that group. However,
for many conferencing purposes it is useful to know who is listening to the conference, and whether the
media flows are reaching receivers properly. Accurately performing both these tasks restricts the scaling
of the conference. 1P multicast means that no-one knows the precise membership of a multicast group at
a specific time, and this information cannot be discovered, as to try to do so would cause an implosion of
messages, many of which would be lost?. Instead, RTCP provides approximate membership information
through periodic multicast of session messages which, in addition to information about the recipient, also
give information about the reception quality at that receiver. RTCP session messages are restricted in rate,
so that as a conference grows, the rate of session messages remains constant, and each receiver reports
less often. A member of the conference can never know exactly who is present at a particular time from
RTCP reports, but does have a good approximation to the conference membership. Theis analagousto what
happensin areal-world meeting hall; the meeting organisers may have an attendance list, but if people are
coming and going all the time, they probably do not know exactly who isin the room at any one moment.

Reception quality information is primarily intended for debugging purposes, as debugging of |P multi-
cast problemsisadifficult task. However, it ispossibleto use reception quality information for rate adaptive
senders, althoughit isnot clear whether thisinformation is sufficiently timely to be able to adapt fast enough
to transient congestion.

5.4 Scaling Issues and Heterogeneity

The Internet is very heterogeneous, with link speeds ranging from 14.4Kbps up to 1.2Gbps, and very var-
ied levels of congestion. How then can a single multicast source satisfy a large and heterogeneous set of
receivers?

In addition to each receiver performing its own adaptation to jitter, if the sender layerg[16] its video
(or audio) stream, different receivers can choose to receive different amounts of traffic and hence different
gualities. To do this the sender must code they video as a base layer (the lowest quality that might be
acceptable) and a number of enhancement layers, each of which adds more quality at the expense of more
bandwidth. With video, these additional layers might increase the framerate or increase the spatial resolution
of theimages or both. Each layer is sent to a different multicast group, and receivers can decide individually
how many layers to subscribe to. Thisisillustrated in figure 5. Of course, if they are going to respond to
congestion in this way, then we also need to arrange that the receivers in a conference behind a common
bottleneck tend to respond together to prevent de-synchronised experiments by different receivers from
having the net effect that too many layers are always being drawn through a common bottleneck. RLM[15]
is one way that this might be achieved, although there is continuing research in thisarea.

2Note that a conference policy that restricts conference membership can be implemented using encryption and restricted distri-
bution of encryption keys, of which more later.
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6 ConferenceControl

Conferences come in many shapes and sizes, but there are only really two models for conference con-
trol: light-weight sessions and tightly coupled conferencing. For both models, rendezvous mechanisms are
needed. Note that the conference control model is orthogonal to issues of quality of service and network
resource reservation, and it is also orthogonal to the mechanism for discovering the conference.

Light-weight sessions are multicast based multimedia conferences that lack explicit conference mem-
bership control and explicit conference control mechanisms. Typicaly a lightweight session consists of a
number of many-to-many media streams supported using RTP and RTCP using |P multicast*. Typically, the
only conference control information needed during the course of alight-weight session isthat distributedin
the RTCP session information, i.e. an approximate membership list with some attributes per member.

Tightly coupled conferences may also be multicast based and use RTP and RTCP, but in addition they
have an explicit conference membership mechanism and may have an explicit conference control mechanism
that providesfacilities such as floor control.

The most widely used tightly coupled conference control protocols suitable for Internet use are those
belonging to the ITU'sH.323 family. However it should be noted that thisisinappropriatefor large sessions
where scaling problemswill be introduced by the conference control mechanisms.

In order to try and address this, the ITU is currently standardising H.332, which is esssentially a small
tightly coupled H.323 conference with a larger lightwei ght-sessions-style conference listening is as passive
participants. It is not yet clear whether H.332 will see large scale acceptance, as it's benefits over a simple
lightweight session are not terribly obvious. It seems likely that lighweight sessions conbined with stream
authentication (see section 8.3) might be a more appropriate solution for many potential customers.

6.1 Controlling Multimedia Servers

The Rea-Time Stream-control Protocol (RTSP) provides a standard way to remote control a multimedia
server. Theprimary usefor RTSPisto provideVCR-like controlsfor audio and video streams, but to provide

®There is some confusion on the term session, which is sometimes used for a conference and sometimes for a single media
stream transported by RTP. In this paper, we prefer to use the less ambiguous term conference except where existing protocols use
the term session.
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playback and record functionality. A client can specify that an RTSP server plays a recorded multimedia
session into an existing multi cast-based conference, or can specify that the server should join the conference
and record it.

7 Conference Setup

There two basic forms of conference discovery mechanism. These are session advertisement and session
invitation. Session advertisementsare provided using a session directory, and inviting auser to join asession
is provided using a session invitation protocol such as SIP or H.323.

7.1 Session Directories

The rendezvous mechanism for many light-weight sessions is a multicast based session directory. This
“broadcasts’ session descriptiong 8] to all the potential session participants. These session descriptions pro-
vide an advertisement that the session will exist, and also provide sufficient information including multicast
addresses, ports, media formats and session times so that a receiver of the session description can join the
session. The session description protocol (SDP) describes the content and format of a multimedia session,
and the session announcement protocol (SAP) isused to distributeit to al potential session recipients.

This mechanism can also be applied to advertised tightly coupled sessions, and only requires that ad-
ditional information about the mechanism to use to join the session is given. However, as the number of
sessionsin the session directory grows, we expect that only larger-scale public sessionswill be announced in
this manner, and smaller, more private sessionswill tend to use direct i nvitation rather than advertisement.

7.2 Session Invitation

Not all sessions are advertised, and even those that are advertised may require a mechanism to explicitly
inviteauser tojoin asession. Such amechanism isrequired regardless of whether the sessionisalightweight
session or a more tightly coupled session, although the invitation system must specify the mechanism to be
used to join the session.

Asusersare mobile, it isimportant that such an invitation mechanism is capable of locating and inviting
a user in a location independent manner. Thus user addresses need to be used as a level of indirection
rather than routing acall to a specific terminal. Theinvitation mechanism should also providefor aternative
responses, such asleaving amessage or being referred to another user, should theinvited user be unavailable.

The Session Initiation Protocol provides a mechanism whereby a user can be invited to participate in a
conference. SIP does not care whether the sessionisalready ongoing, or isjust being created, and it doesn't
care whether the conference is a small tightly coupled session or a huge broadcast - it merely conveys the
information to a user inviting them to participate and provides enough information for them to be able to
know what sort of session to expect. Thus athough SIP can be used to make telephone-style calls, it is
by no means restricted to that style of conference. Possible places for SIP to be used in different styles of
conference are shownin figure 6.

8 Security

Thereisatemptation to believe that multicast isinherently less private than unicast communication since the
traffic visits so many more placesin the network. In fact, thisisnot the case except with broadcast and prune
type multicast routing protocol§[3]. However, |P multicast does make it ssimple for a host to anonymously
join amulticast group and receive traffic destined to that group without the other senders and receivers
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Figure 6: Internet multimedia conferencing lifecycles

knowledge. If the application requirement (conference policy) isto communicate between some defined set
of users, then strict privacy can only be enforced in any case through adequate end-to-end encryption.

RTP specifies a standard way to encrypt RTP and RTCP packets using private key encryption schemes
such as DES[18]. It also specifies a standard mechanism to manipulate plain text keys using MD5[19] so
that the resulting bit string can be used as a DES key. This allows simple out-of-band mechanisms such as
privacy-enhanced mail to be used for encryption key exchange.

8.1 Authentication and Key Distribution

Key distribution is closely tied to authentication. Conference or session directory keys can be securely
distributed using public-key cryptography on a one-to-one basis (by email, a directory service, or by an
explicit conference setup mechanism), but thisis only as good as the certification mechanism used to certify
that a key given by a user is the correct public key for that user. Such certification mechanismg[2] are
however not specific to conferencing, and it lookslikely that certificates such asthose provided by PGP will
be most widely used in the near term.

Session keys can be distributed using encrypted Session Descriptions carried in SIP session invitations,
or in encrypted session announcements as described below. Neither of these mechanisms provide for chang-
ing keys during a session as might be required in some tightly coupled sessions, but they are probably
sufficient for many used in the context of lightweight sessions.

Even without privacy requirements in the conference policy, strong authentication of a user is required
if making a network reservation results in usage based billing.

8.2 Encrypted Session Announcements

Session Directories can make encrypted session announcements using private key encryption, and carry the
encryption keys to be used for each of the conference media streams in the session. Whilst this does not
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solve the key distribution problem, it does allow a single conference to be announced more than once to
more than one key-group, where each group holds a different session directory key, so that the two groups
can be brought together into a single conference without having to know each other'skeys.

8.3 Secured “Broadcasts’

While private-key encryption is sufficient to exclude non-members from sending or receiving multicast
conference traffic, it does mean that all members of a session are equal. Thisis normally acceptable for
multi-way conferences, but will not be acceptable for many broadcasters who require the ability to ensure
that only they can send, perhapsin addition to ensuring that only their paid customers can receive. Thisis
nicely illustrated by the multicast of the Rolling Stones concert in 1994 which was billed as being the first
live concert on the Mbone. In fact, this honour goesto alittle known band called Severe Tire Damage who
had multicast an impromptu concert a year previously. To make their point, just before the Stones were
due to go on stage, Severe Tire Damage suddently started broadcasting one of their songs live to the same
multicast group. Clearly commercial broadcasters want to avoid occurrences like this one.

Such secured broadcasts can be performed by encrypting a hash (digitally signing) of each packet with
the senders private key of a public-private key pair. The public key is then given to the receivers, and
they discard (and prune if possible) any packets that are unsigned. The problem with this is that even
encrypting a 128 bit hash with a public key algorithm can be relatively expensive to perform at high packet
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rates sometimes seen with video. The use of public-key cryptography for this purpose has not yet been
standardised, but some such mechanism will clearly be needed before the MBone becomes an acceptable
environment for commercial broadcasters.

9 Summary

This document is an attempt to gather together in one place the set of assumptions behind the design of the
Internet Multimedia conferencing architecture, and the services that are provided to support it.

Figure 7 shows the time sequence involved in setting up a light-weight session between two sites. In
this case, site A creates a session advertisement, and some time later starts sending a media stream even
though there may be no receiver at that time. Some time later, site B joins the session, and starts to receive
the traffic. At the earliest opportunity site B also makes an RSV P reservation to ensure the flow quality is
satisfactory.
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