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I. INTRODUCTION 

Throughout the analysis in Patent Owner’s Response (Paper 26; “POR”), 

Patent Owner (“PO”) builds its arguments on the foundation of false equivalencies 

and fundamental misunderstandings. PO relies entirely on (1) an incorrect 

understanding of Basturk’s “on-the-fly” authentication technique, (2) a warped 

view that Basturk’s secure transport protocol is a reliable delivery protocol, (3) an 

overly strict and improper interpretation of the Open Systems Interconnection 

(“OSI”) reference model, and (4) cherry-picked, and often out of context, reference 

teachings. As a result, PO’s arguments are distractions that amount to no more than 

unsubstantiated conclusions. As demonstrated below and in the Petition (Paper 3), 

a POSITA would indeed have been motivated to combine the asserted references 

because of their highly complementary nature and these references either disclose 

and/or render obvious all Challenged Claims.  

II. PERSON OF ORDINARY SKILL IN THE ART 

PO does not dispute the level of ordinary skill Petitioners set forth in the 

Petition. Petition, 9; POR, 11. PO does not set forth its own level of ordinary skill.  

III. CLAIM CONSTRUCTION 

PO sets forth a claim construction for “application layer,” and “application 

protocol.” POR, 14. Even under PO’s proposed claim constructions, it does not 

render any asserted reference inapplicable, nor does it change that those references 

either disclose and/or render obvious all Challenged Claims. EX1033, ¶10. 
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IV. PRIOR ART REFERENCES 

A. Handley Qualifies as Prior Art 

PO contends the Petition does not show Handley (EX1005) qualifies as prior 

art. POR, 18-23. Since the filing of the POR, the Board granted Petitioners’ Motion 

to Submit Supplemental Information. See Paper 28. There, the Board confirmed 

that Handley was publicly accessible by February 11, 1999, thus, confirming 

Handley is at least pre-AIA 35 U.S.C. §§102(a) and 102(b) prior art. Paper 28, 3.  

B. Basturk Qualifies as Prior Art 

PO does not challenge Basturk’s prior art status in its POR. To the extent PO 

maintains its challenge set forth in its Patent Owner’s Preliminary Reply (“POPR”) 

(POPR, 36-40), the Board found a reasonable likelihood that Basturk qualifies as a 

printed publication based on the Declaration of Dr. Hall-Ellis (Paper 16, 18). Dr. 

Hall-Ellis makes clear Basturk was publicly available by at least September 1, 

1995. See e.g., EX1010, ¶¶64-65. Basturk is at least pre-AIA 35 U.S.C. §§102(a) 

and 102(b) prior art. 

C. PacketCable Qualifies as Prior Art 

PO’s contention that the Petition does not show PacketCable (EX1007) 

qualifies as prior art defies PacketCable’s indicia, Dr. Hall-Ellis’ Declaration, and 

the Board’s findings. POR, 40-42. PacketCable includes reliable indicia of 

publication on its face, including a 1999 copyright date, a December 1, 1999 

release date, and consecutive “12/01/99” footer date stamps. Regardless of whether 



 

3 

PacketCable is a technical report or standard, it states “[t]his PacketCable technical 

report is a cooperative effort undertaken at the direction of Cable Television 

Laboratories, Inc. (CableLabs®) for the benefit of the cable industry.” EX1007, 1. 

As described in Petitioners’ Reply to POPR, a standard’s purpose is to be adopted 

and infers public accessibility. See Paper 14, 3. The Board found PacketCable’s 

indicia “further corroborate Petitioner’s sufficient showing for institution that 

CableLabs intended to disseminate the document at least to the listed member 

companies of the project and artisans of ordinary skill in those companies seeking 

to design and/or sell applicable networks.” Paper 16, 27. Dr. Hall-Ellis, “a librarian 

with over 50 years of experience,” confirmed PacketCable was publicly available 

no later than December 1, 1999. See, e.g., EX1019; Paper 16, 18. PacketCable is at 

least pre-AIA 35 U.S.C. §§102(a) and 102(b) prior art. 

V. ANALYSIS 

A. Ground I  

1. Motivation to Combine 

a. Basturk’s “On-The-Fly” Means MAC Generation Occurs as Data 
Transmission Proceeds 

PO misinterprets Basturk’s “on-the-fly” teaching. In doing so, PO contends 

“Basturk is referring to starting the process of computing the style of MAC during 

(or in parallel with) the process of retrieving context data for performing 

cryptographic operations.” POR, 24. This interpretation directly conflicts with 



 

4 

Basturk’s plain teachings. For example, as Dr. Houh explains, Basturk is clear 

about what “on-the-fly” means. EX1033, ¶¶11-14. In full, Basturk states, 

“[i]deally, we want signatures to be computed and verified on-the-fly; i.e., MAC 

generation (verification) should be carried out as data transmissions (receptions) 

proceeds rather than before (after) these operations have completed.” EX1006, 12; 

EX1033, ¶12. Dr. Houh explains a POSITA would have understood Basturk’s 

statement as a shorthand for two separate statements: (1) “[i]deally, we want 

signatures to be computed on-the-fly; i.e., MAC generation should be carried out 

as data transmissions proceeds rather than before these operations have 

completed” and (2) “[i]deally, we want signatures to be verified on-the-fly; i.e., 

MAC verification should be carried out as data receptions proceeds rather than 

after these operations have completed.” EX1006, 12; EX1033, ¶12. A POSITA 

would have understood these statements to mean “on-the-fly” is the generation of 

the MAC which is carried out as data transmissions proceeds, i.e., in parallel, and 

MAC verification is carried out as data receptions proceed. EX1033, ¶12. 

It is not clear PO or Dr. Stubblebine appreciate or even understand Basturk’s 

teachings. When asked during his cross-examination what “these operations” refer 

to in Basturk’s sentence on page 12, Dr. Stubblebine responded “Yeah, it appears 

he’s referring to MAC generation and verification, in a sense, when he’s referring 

to ‘these operations.’” EX1031, 127:18-129:8. In fact, Dr. Stubblebine testified, “I 
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would just have to say, it’s a confusing sentence.” Id., 129:9-10. A POSITA at the 

time would not have understood “these operations” to refer to the MAC 

generation/verification, but rather to the data transmission/reception. EX1033, ¶14. 

When read correctly, a POSITA would have understood Basturk’s “on-the-fly” 

teachings means, in part, the process of computing the MAC in parallel to the 

transmission of the packet. EX1033, ¶¶11-14. Notably, Dr. Stubblebine failed to 

remember seeing the Petition, which clearly explained Basturk’s teachings. 

EX1031, 34:20-22.  

PO’s alternative interpretation of “on-the-fly,” i.e., its retrieval context 

interpretation, does not make sense for data transmission. Basturk teaches that 

context information is immediately available during data transmission. See 

EX1006, 6. This means there is no latency from retrieving context information 

during data transmission. EX1033, ¶14; see also EX1031, 148:9-149:13. But the 

goal of Basturk’s “on-the-fly” technique is to “minimize[] latency,” a benefit that 

is not realized during data transmission, as there is no latency for context retrieval. 

EX1033, ¶14; EX1006, 7.   

b. PO Misinterprets the OSI Layer Stack 

PO incorrectly asserts “[t]he POSITA would have understood that if a packet 

requires information to be computed (e.g., a signature), that information will 

always have to be computed before passing the PDU to the next layer.” POR, 25. 
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As Dr. Houh explains, these strict boundary requirements between layers do not 

exist. EX1033, ¶¶22-28. The ’682 Patent itself states, “[i]n practice, many 

applications do not always permit exact nomination of strict boundaries 

specifically between the upper protocol layers, particularly layers 5 to 7.” EX1001, 

1:37-45. This discussion of the merging of layers 5-7 belies PO’s strict boundary 

requirements. POR, 25; EX1033, ¶22.  

 PO itself acknowledges that OSI layers may operate “in conjunction” with 

one another. POR, 25. For example, PO states “Data transmission does not occur 

until the data is passed down to the physical layer where it is transmitted (in 

conjunction with the link layer) as bits.” Id. (emphasis in original); see also 

EX1031, 167:3-10. As Dr. Houh explains, if all functions at one layer had to be 

completed prior to passing data down to the next layer, the lower layer would not 

need to work in conjunction with the upper layer and instead could perform its own 

function independently. EX1033, ¶24. 

 Dr. Houh further explains that PO’s strict interpretation of boundary 

requirements is further contradicted by Basturk’s “dedicated hardware” teachings. 

EX1006, 7; EX1033, ¶¶25-26. As of the ’682 Patent’s priority date, a POSITA 

would have been familiar with hardware protocol accelerators. EX1033, ¶25. 

Hardware protocol accelerators allow incomplete packets, such as uncomputed 

header checksum values, to be passed from upper layers down to network interface 
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hardware that compute and fill in these values at a lower layer in the protocol 

stack. EX1033, ¶26. Basturk specifically teaches using this kind of accelerator 

hardware to off-load “on-the-fly” processing. EX1006, 7; EX1033, ¶26. Basturk 

applies this idea of using “dedicated hardware” to signature computations to “off-

load [] signature computations and verifications to dedicated hardware.” EX1006, 

12; EX1033, ¶26. 

 That said, PO is wrong that “Basturk’s secure transport protocol is a 

transport level protocol that specifically operates at the transport layer, not at the 

application layer.” POR, 26. As Dr. Houh explains, this is not how a POSITA 

would have understood the combination of Basturk and Handley. EX1033, ¶¶43-

44. The ’682 Patent describes RTP as “the real time transport protocol” (EX1001, 

6:39-40) and is simultaneously “directly above the layer 4” (id.), which is above 

the transport layer 4 (id., 1:32-33). EX1033, ¶44. Thus, even though RTP is a 

“transport protocol,” the ’682 Patent teaches that the layers above the layer 4 

transport layer are effectively application layer protocols. EX1001, 1:37-40; 

EX1033, ¶¶43-44. Dr. Houh also explains that a POSITA would have applied the 

authentication of Basturk to the RTP packet level in Handley’s internet 

conferencing architecture. EX1033, ¶44. As such, attaching a signature to the RTP 

packet in the combination of Handley and Basturk is “above the transport layer 4,” 
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i.e., at the application layer, and is an application protocol as disclosed by the ’682 

Patent. EX1033, ¶44. 

c. Basturk’s Secure Transport Protocol Is Not A Reliable Delivery 
Protocol 

PO’s incompatibility arguments towards reliable delivery improperly 

requires bodily incorporation. Comcast Cable Comm., LLC. v. Rovi Guides, Inc. 

IPR2019-00281, Paper 39 at 50 (PTAB June 26, 2020) (“Providing persuasive 

rationale does not require specifying how to incorporate bodily teachings of one 

reference into another reference or group of references.”). As stated in the Petition, 

a POSITA would have been motivated to use Basturk’s “on-the-fly” signature 

computation with Handley’s internet conferencing architecture. Petition, 10; 

EX1033, §IV. Although not required to support obviousness, the Petition and this 

Reply meet PO’s heightened standard and demonstrate how to bodily incorporate 

Basturk’s “on-the-fly” signature computation with Handley’s internet conferencing 

architecture. See Petition, 10-13.  

PO’s assumption that Basturk’s secure transport protocol is a reliable 

delivery protocol and not compatible with Handley is based on multiple unfounded 

conclusions. PO takes Basturk’s single use of the word “reliability” to analogize 

Basturk’s secure transport protocol to reliable transport protocols like 

Transmission Control Protocol (“TCP”). See POR, 26-27; EX1033, ¶30. Basturk 

states that “[s]ecure delivery, roughly speaking, is a guarantee to the sender A that 



 

9 

his message was received by B and not intercepted and destroyed by the adversary. 

It is essentially an extension of the standard transport level reliability feature to the 

more adversarial setting we are discussing.” EX1006, 4. As Dr. Houh explains, a 

POSITA would have understood Basturk, and its use of “reliability,” is not 

teaching reliable transport features of TCP, but something entirely different. 

EX1033, ¶30. For example, and as PO admits, “[r]eliability is the ability to 

‘recover from data that is damaged, lost, duplicated, or delivered out of order.’” 

POR, 27 (quoting EX2006, 10); EX1033, ¶30. In contrast, TCP does not guarantee 

to sender A that his message was (1) “received by B,” (2) “not intercepted” by the 

adversary, or (3) “destroyed by the adversary.” EX1006, 4; EX1033, ¶30. Dr. 

Stubblebine so confirmed: when asked “[d]oes TCP guarantee protocol messages 

are not destroyed by an adversary?” Dr. Stubblebine answered “[n]o . . . there is no 

guarantees.” EX1031, 197:6-9.  

Dr. Houh further explains Basturk, titled “Secure Transport Protocols for 

High-Speed Networks,” is focused on secure delivery, not reliable delivery. 

EX1033, ¶¶31-33. The reliability feature described in Basturk serves the purpose 

of authenticating the sender of the data, which is not a feature of protocols such as 

TCP. See EX1006, 4. EX1033, ¶31. This reliability feature of Basturk, i.e., to sign 

the packets (authenticating the source of data) is orthogonal to the reliability 

features in protocols such as TCP, which deliver the data reliably. Id. Dr. Houh 
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highlights Basturk’s teachings that an adversary can forge a reply. See EX1006 4; 

EX1033, ¶32. Namely, an adversary acknowledges the receipt of data by the 

recipient and can intercept and destroy packets while sending these forged 

acknowledgements. Id. Consequently, forged messages can be erroneously 

accepted. Id. As seen in Basturk, forged data can be reliably delivered, but the 

delivery of forged data can be prevented by adding a signature to the data. In other 

words, verifying the data came from the correct sender is orthogonal to the correct 

delivery of that data. Id. Thus, the “reliability” features in Basturk (guaranteeing to 

the sender that its message was received, not intercepted, and not destroyed by an 

adversary) do not overlap with the reliability features of TCP (“recover[ing] from 

data that is damaged, lost, duplicated, or delivered out of order”), which a POSITA 

would have known and understood. Id.; EX2006, 10; EX1033, ¶32.  

Dr. Houh explains that a POSITA would have understood and found obvious 

that Basturk’s authentication would have prevented unauthenticated interruption of 

video transmissions, like that in the Rolling Stones concert described in Handley. 

EX1033, ¶33; See EX1005, 13. As described above, the reliability feature in 

Basturk is to authenticate the sender of the data, which is not a feature of protocols 

such as TCP, whose role is to provide reliable delivery of data, i.e., deliver data 

accurately and in order over an unreliable network. Id. Incorporating reliability 

features like those of TCP would not have prevented Severe Tire Damage from 
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broadcasting to the same Rolling Stones multicast, though Basturk’s authentication 

methods would have, which a POSITA would have known and understood. Id.  

d. Basturk’s Secure Transport Protocol and Authentication Techniques 
are Compatible with Handley’s Internet Conferencing Architecture 

As Dr. Houh explains, Basturk’s secure transport protocol is compatible 

with Handley’s internet conferencing architecture in part because Basturk’s “on-

the-fly” teaching does not add any latency to the data transmission. EX1033, ¶¶34-

40. As described above, PO incorrectly equates Basturk’s “reliability” feature to 

reliable protocol features like those found in TCP. POR, 29; EX1033, ¶34. PO’s 

string of unsupported conclusions include that “because Basturk’s protocol is a 

reliable delivery protocol like TCP, it would be unsuitable for transporting 

Handley’s real-time RTP traffic for the same reasons that Handley teaches TCP is 

unsuitable.” POR, 28-29. As Dr. Houh explains, Basturk’s secure transport 

protocol is not a reliable delivery protocol like TCP, nor does it introduce hundreds 

of milliseconds of delay, as PO implies. POR, 28; EX1033, ¶34. Performing the 

MAC computation “on-the-fly” does not add latency to the transmission because 

the MAC computation occurs in parallel to the transmission. EX1033, ¶34. 

By way of illustration, Dr. Houh compares a serial computation when “on-

the-fly” is not used (Houh Figure 4) to a parallel computation when “on-the-fly” is 

used (Houh Figure 5). EX1033, ¶35. In Houh Figure 4, the MAC is first computed, 

placed in the appropriate place in the packet, and then the packet is transmitted. Id. 
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For this serial computation (not on-the fly), A is the time required to compute the 

MAC, B1 is the time required to transmit the packet header, and B2 is the time 

required to transmit the packet’s data contents. Id. 

 
Houh Figure 4 

Measured from the time the MAC computation is started, the packet is fully 

transmitted in (A+B1+B2) seconds. Id. Compare this serialized computation in 

Houh Figure 4 to the parallel computation of the MAC as shown below in Houh 

Figure 5 when “on-the-fly” is used. Id. 

 
Houh Figure 5 

Basturk teaches “on-the-fly” computation as illustrated in Houh Figure 5. 

Id.; EX1006, 7-8, 12. In this example of “on-the-fly” computation, while the 

packet is being transmitted, the computation of the MAC begins and continues in 

parallel until the computation is finished. EX1033, ¶35. The computed MAC value 

is inserted at the end of the packet as transmission completes. Id. Here, the time 
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from when the MAC computation is started to when the packet transmission is 

finished is (B1+B2) seconds. Id. As seen, Basturk’s “on-the-fly” MAC 

computation would not add latency to Handley’s internet conferencing architecture 

and would meet Handley’s delay bounds. EX1005, 4-5. Id.  

PO further reasons that “because Basturk’s protocol is a reliable delivery 

protocol like TCP, it would be unsuitable for use with Handley which relies on a 

multicast network for delivery of packets.” POR, 29. As described above, 

Basturk’s secure transport protocol is not a reliable protocol like TCP and PO’s 

arguments are without merit. EX1033, ¶¶29-33.  

Finally, PO misinterprets Basturk’s secure transport protocol, claiming it 

“similarly uses acknowledgements, and thus would be incompatible with Handley 

due to delays caused by acknowledgment and retransmission.” POR, 30 (citing 

EX2004, ¶116). But Ground I is based on Basturk’s secure transport protocol and 

its “on-the-fly” authentication techniques and Handley’s internet conferencing 

architecture. EX1033, ¶38. Basturk teaches:  

Integrity via signing. If the integrity option is selected then data is 

signed by MA under the session key α (a signature is also called a 

MAC, or message authentication code). The signature covers not only 

the data payload but also the transport header (as explained later). On 

receiving a signed packet, MB uses α to verify the signature.   
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EX1006, 9. A POSITA would not have understood this passage to mean that 

“[i]ntegrity via signing” only applies to acknowledgment packets. EX1033, ¶38. 

Instead, a POSITA would have understood that Basturk’s plain teaching of 

“[i]ntegrity via signing” means any data sent is signed under the integrity option, 

even data that does not require acknowledgment. Id. 

2. Independent Claim 1 

i. [Element 1.1] 

PO relies on Basturk’s footnote three to conclude Basturk discourages from 

modifying an existing application layer communication structure to include the 

features of Basturk’s protocol. POR, 31; EX1006, 4, n. 3. PO takes footnote three 

out of context. EX1033, ¶¶41-42. Footnote three states that “asking the application 

to duplicate these transport functions is usually poor design in that it belies the 

layered communication structure, and would also adversely affect performance.” 

EX1006, 4 n. 3. But the combination Petitioners put forth does not duplicate 

functions because Handley does not disclose the use of a MAC or signatures and 

any checksums in different protocol layers used in Handley are not for the purpose 

of authentication. EX1033, ¶39. 

To contend Handley or Basturk do not disclose Element [1.1], PO 

incorrectly argues that “the POSITA would not have understood Handley’s 

mentioning of RTP’s encryption schemes to disclose providing authentication at 
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the RTP packet level.” POR, 31. As Dr. Houh explains, Handley discloses the 

implementation of authentication at the RTP packet level because using encryption 

schemes like DES or MD5 to manipulate the RTP packet occurs directly at the 

RTP packet level. EX1033, ¶41; EX1005, 12. Handley teaches the encryption is 

specified by RTP to encrypt RTP packets and not at any other layer in the stack. Id. 

Thus, Handley discloses authentication at the application layer because Handley 

discloses encryption at the application layer, for example, using an encryption 

scheme such as DES. Id. DES is a symmetric key algorithm and if the data is 

successfully decrypted, then the receiver knows the data was sent by the sender 

and the receiver authenticated the sender. Id.  

PO incorrectly argues Basturk’s protocol is a transport level protocol below 

the application layer and does not provide authentication as an application protocol 

on an application layer. POR, 33-34. First, the combination set forth is not based 

on the wholesale combination of both Handley and Basturk. It is the combination 

of Basturk’s “on-the-fly” authentication technique with Handley’s internet 

conferencing architecture. EX1033, ¶38. Second, PO’s own expert testified that in 

Basturk, data is signed at the application level. EX1031, 172:15-16 (“Q What level 

is the data signed at? A At the application level.”). 
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ii. Element [1.2]  

PO’s arguments for Element [1.2] again rely on its fundamental 

misunderstanding of Basturk’s “on-the-fly” teaching. As described above in 

§V.A.1.a, Basturk does not refer to computing the style of MAC during the process 

of retrieving context data, but rather computing the MAC in parallel to data 

transmission. EX1033, ¶¶11-14, 45-49. As Dr. Houh explains, “on-the-fly” 

processing requires or motivates placing the signature at the end of the packet in 

the combination of Handley and Basturk. EX1033, ¶¶15-21. Basturk states “[t]he 

signature covers not only the data payload but also the transport header.” EX1006, 

9. A POSITA would have understood that the MAC can only be computed “on-

the-fly” over the data payload and transport header as data transmission proceeds 

when the MAC is placed at the end of a packet. EX1033, ¶15. If the MAC were 

placed somewhere other than at the end of the packet, the “on-the-fly” MAC 

computation during data transmission cannot be computed for the data in the 

packet that is transmitted after the fully computed MAC is inserted into the packet. 

Id. Were the MAC located at the beginning or middle of the packet, the “on-the-

fly” computed MAC would not be computed over the data transmitted after the 

MAC is inserted and, thus, cannot accurately reflect the correct MAC computed 

over the whole packet. Id.  
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Further, the “Implementation Overview” Section of Basturk describes 

placing the MAC at the end of the whole packet. EX1033, ¶16; EX1006, 16. (“A 

security segment has been added to include information needed for authentication 

and confidentiality. Following data, a trailer has been added that contains the 

packet signature.”). A POSITA would have understood and found obvious that the 

“trailer,” including a signature or MAC, is data added to the end of the packet. 

EX1033, ¶16.  

 PO continues its overly strict interpretation of boundaries between layers 

when it states “data is passed between the layers of a protocol stack in PDUs only 

their [sic] formation is completed.” POR, 36. As discussed, this interpretation is 

not supported by the ’682 Patent or Dr. Stubblebine’s testimony. See §V.A.1.b, 

supra.   

 Attempting to disprove motivation to add an RTP packet trailer, PO argues 

“RTP provides a method for extending the RTP header to support additional 

information.” POR, 38. As Dr. Houh explains, PO ignores that the RTP RFC 1889 

specifically states “[n]ote that this header extension is intended only for limited 

use. Most potential uses of this mechanism would be better done another way, 

using the methods described in the previous section.” EX1008, 15; EX1033, ¶50. 

Even if there were a place to add the MAC in the header, a POSITA would have 
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still been motivated to place the MAC at the end of the packet, not in the header. 

EX1033, ¶51.  

iii. Element [1.3] 

PO provides little analysis for Element [1.3] and merely states “Petitioners 

have not shown that Element [1.3] was disclosed or rendered obvious for the same 

reasons [as Elements [1.1] and [1.2]]. POR, 39. Petitioners already explained the 

reasons PO provides incorrect analysis for Elements [1.1] and [1.2] in Sections 

V.A.2.i-ii and incorporate that analysis here. See EX1003, ¶¶52-56.  

iv. Element [1.4]  

PO does not dispute that Handley and/or Basturk disclose and/or renders 

obvious Element [1.4] in its POR. As such, Petitioners’ stand by the Petition. See 

Petition, 24-26; EX1003, ¶54.  

3. Independent Claims 25-28 

 PO points to its “reasons explained above with respect to Elements [1.1]-

[1.3]” as analysis for independent claims 25-28. POR, 60. PO is wrong and for the 

reasons explained above and Handley and/or Basturk disclose and/or render 

obvious claims 25-28. See §§V.A.2.i-iv, supra.; Petition, 36-41; EX1003, ¶55. 

4. Dependent Claims 2-21, and 23 

PO merely states that “by their dependency on claim 1, claims 2-24 are 

patentable over Handley in combination with Basturk.” POR, 40. As described 

above, and for the reasons laid out in the Petition, Handley and/or Basturk disclose 



 

19 

and/or render obvious claim 1 and dependent claims 2-21, and 23. See §§V.A.2.i-

iv, supra; Petition, 26-36; EX1003, ¶56.  

B. Ground II  

1. Independent Claim 1 

i. Element [1.1] 

PO erroneously asserts that “Petitioners have not shown that PacketCable’s 

alleged ‘implementing RC4 or adding a MAC’ is provided ‘as an application 

protocol on an application layer.’” POR, 43. PO’s arguments are without merit. 

EX1033, ¶57-59. PacketCable explicitly discloses that “RTP packets are encrypted 

directly with RC4, without any additional security layers. An MMH-based 

MAC...provides message integrity.” EX1007, 45. Thus, as the Board has 

recognized, “implementing RC4 or adding a MAC as taught by PacketCable 

results in ‘providing . . . authentication at [an RTP] packet level as an application 

protocol on the application layer.’” Paper 16, 30.  

As discussed above in §V.A.1.b, the ’682 Patent itself teaches that RTP is 

above layer 4 and shows protocols above layer 4 as an “Application protocol” used 

by an “Application.” EX1001, 6:39-40, FIG. 1; EX1033, ¶57. PO states that 

“PacketCable indicates to the POSITA that MTA devices generally are responsible 

for providing secure transport services, including ‘Authentication, confidentiality 

and integrity of some messages between the MTA and other PacketCable network 

elements.’” POR, 43-44. Dr. Houh explains that to the extent Dr. Stubblebine 



 

20 

opines that a device performing authentication is different than an application 

performing authentication, that is incorrect. EX1033, ¶58. The authentication may 

be for different uses, and the device performing authentication does not preclude 

applications on the device from performing authentication. Id. 

ii. Element [1.2] 

PO admits that “PacketCable mentions that ‘[e]ach RTP packet may include 

an optional message authentication code (MAC)’ and that ‘MAC computation 

spans the packet’s unencrypted header and encrypted payload,’” but argues that 

“the POSITA would not have understood this to disclose (explicitly or inherently) 

inserting the optional MAC ‘at end of a whole RTP packet payload.’” POR, 46 

(quoting EX1007, 47). As Dr. Houh explains, a POSITA would have only had a 

finite number of places to place the MAC—the beginning, middle, or end. 

EX1033, ¶60-75; see also Petition, 46-47. PO’s substantial reliance on RTP’s 

“mechanism for placing additional information in the header” is misguided. POR, 

49. As stated above, PO ignores that the RTP RFC 1889 specifically states the 

header extension is of limited use and most potential uses would be better done 

another way. EX1008, 15; §V.A.2.ii, supra. PO cannot fathom better ways of 

storing the MAC than in the RTP header extension even when the RTP RFC 

explicitly urges the reader to do so. EX1033, ¶67; EX1008, 14 (“Additional 

information that is required for a particular payload format, such as a video 
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encoding, should be carried in the payload section of the packet.”). Dr. Houh 

explains there can be only one header extension in an RTP packet header; PO’s 

technique cannot be used where an RTP header extension already exists. EX1033, 

¶68. 

PO falsely asserts that “Petitioners identify no negative impacts to 

‘performance’” and “do not identify any ‘packet fragmentation issues’” that favor 

putting data at the end of an RTP packet payload. POR, 47-48. For performance 

impacts, Dr. Houh explains that by placing a MAC in the middle of the data, the 

data in the packet would be interrupted and extra data fields would be needed to 

identify the exact location of the authentication data within the packet. EX1033, 

¶61. PO misses or fails to acknowledge that extra data in a packet means more 

storage is required. Id. Extra data in a packet also means the transmission of a 

packet takes longer because for a fixed transmission rate, transmitting more data 

requires more time. Id. For fragmentation impacts, Dr. Houh explains that placing 

authentication data in the middle of the packet data causes the data to be separated 

into two data segments: the segment before the authentication data and the segment 

after the authentication data. EX1033, ¶62. A POSITA would have known and 

understood to avoid both this fragmentation and unnecessary data fields. Id. 

Instead, placing the MAC at the end of the payload would allow the transmitter to 

transmit data while simultaneously computing the checksum. Id. This prevents any 
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unnecessary transmission delay by having to first compute the checksum and then 

transmit the payload. Id.  

PO incorrectly states that “RTP can rely on the underlying UDP protocol for 

providing checksum services, thus the POSITA would not have been motivated to 

include a trailer at the end of an RTP packet based on the use of checksums in 

lower layer protocols.” POR, 49 (internal citations omitted). As Dr. Houh explains, 

the checksum field in a UDP header is a checksum of the data. EX1033, ¶71. 

While it can be used to verify there are no errors in the received data, it is not used 

for authentication. Id. This issue has no bearing on PacketCable’s explicit 

statement that a MAC can be used in conjunction with RTP packets (EX1007, 45) 

and that it would have been obvious to put at the end of a packet. Id.  

PO then puts forth unavailing arguments against putting the MAC at the end 

of the packet. As described, a POSITA would have understood that placing the 

MAC at the end of the packet enables transmitting data in parallel to computing the 

checksum, preventing unnecessary transmission delay from first computing the 

checksum before transmitting the payload. EX1033, ¶62.  

PO states “to the extent Petitioners are suggesting that ‘placing 

authentication at the end of the whole RTP packet payload’ somehow results in bit-

by-bit processing benefits occurring across all layers going down to the physical 

layer where transmission occurs bit-by-bit; they have not shown this.” POR, 51. 
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PO either misinterprets or misunderstands this issue. Petitioners describe the 

benefits of putting the MAC at the end of a packet, but do not describe it as “bit-

by-bit processing benefits occurring across all layers going down to the physical 

layer.” Id. Instead, Petitioners describe performance benefits that include reducing 

the latency to transmit packets. EX1033, ¶74. 

iii. Element [1.3] 

PO provides no substantive analysis for Element [1.3]. PO is wrong for the 

reasons explained. See §§V.B.1.i-ii, supra; EX1033, ¶76.  

iv. Element [1.4] 

PO does not dispute that Handley and/or Basturk disclose and/or render 

obvious Element [1.4] in its POR. As such, Petitioners’ stand by the Petition. See 

Petition, 50; EX1033, ¶77. 

2. Independent Claims 25-28 

PO cites back to claim 1 and provides no additional analysis for independent 

claims 25-28. PO is wrong for the reasons explained. See §§V.B.1.i-iv, supra; 

EX1033, ¶78. 

3. Dependent Claims 22 and 24 

PO argues “Petitioners do not explain whether or how the act of switching 

data ‘between a particular IP flow and a particular PSTN port’ involves 

‘inserting… authentication data at end of a whole RTP packet payload.’” POR, 54. 

Dr. Houh explains that “a gateway terminates the IP data side into the PSTN and 
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ultimately acts as a switch between a particular IP flow and a particular PSTN 

port.” EX1033, ¶79. Since the gateway terminates the IP flow, it terminates the 

RTP streams, and this both generates RTP packets containing data from the PSTN 

side of the call and receives RTP packets to convert to the PSTN format. Id. Thus, 

the gateway both (1) generating generates RTP packets with the MAC at the end of 

the packet when converting call data from the PSTN into IP packets, and (2) 

authenticates received RTP packets by computing the MAC and comparing it to 

the MAC received at the end of a packet when converting call data from IP packets 

to the PSTN. Id. 

4. Dependent Claims 2-21 and 23 

PO provides no substantive analysis for dependent claims, 2-21, and 23. PO 

is wrong for the reasons explained above. See §§V.B.1.i-iv, supra; EX1033, ¶80. 

C. Ground III  

1. Motivation to Combine 

PO’s arguments regarding the combination of PacketCable and Basturk are 

the same as its arguments against the combination of Handley and Basturk. As 

stated in the Petition, a POSITA would have understood the systems of 

PacketCable and Basturk are compatible or related because both implement MACs 

for authentication. Petition, 65; EX1033, ¶¶81-82. PO’s argument that a “POSITA 

would have understood that a MAC based on MMH is incompatible with Basturk” 

is unavailing. POR, 58. PO reasons that “a context retrieval would be required 
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before processing any portion of the message using the secure MAC based on 

MMH. Consequently, the delay associated with context retrieval would be 

unavoidable in PacketCable, meaning that ‘on-the-fly’ cannot be achieved.” 

EX2004, ¶177. But PO’s expert undermines its position. For example, during his 

cross-examination, Dr. Stubblebine testified for context retrieval “the key is 

immediately available” so “for the same reasons there isn’t any latency for 

transmission, there is also no latency for reception.” EX1033, ¶83; EX1031, 148:9-

149:13; see also id., 146:11-147:7. Thus, Dr. Stubblebine admits that context is 

immediately available on both transmission and reception, which directly 

contradicts PO’s statements that “the delay associated with context retrieval would 

be unavoidable in PacketCable, meaning that ‘on-the-fly’ cannot be achieved.”  

POR, 58.  

2. Independent Claim 1 

i. Elements [1.1]-[1.4] 

PO provides no substantive analysis for Element [1.1]-[1.4] and cites back to 

Grounds I-II. POR, 59. PO is wrong for the reasons explained above. See §§V.A-

B, supra; EX1033, ¶83.  

3. Independent Claims 25-28 

PO provides no substantive analysis for independent claims 25-28 and cites 

back to Grounds I-II. POR, 59. PO is wrong for the reasons explained above. See 

§§V.A-B, supra; EX1033, ¶84.  
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4. Dependent Claims 22 and 24 

PO provides no substantive analysis for dependent claims 22 and 24 and 

cites back to Ground II. POR, 60. PO is wrong for the reasons explained above. 

See §V.B.3, supra; EX1033, ¶85.  

5. Dependent 2-21 and 23  

PO provides no substantive analysis for dependent claims 2-21 and 23 and 

cites back to claim 1. See §§V.A-B, supra; EX1033, ¶86.  

D. Ground IV  

PO provides no analysis other than citing back to claim 22 of Grounds II and 

III. For the same reasons explained above, PO is incorrect and claims 22 and 24 are 

rendered obvious over Handley in combination with Basturk and PacketCable. See 

§V.B.3, supra; EX1033, ¶87.  
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