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Application/Control Number: 17/148,140 Page 2
Art Unit: 2457

Notice of Pre-AlA or AIA Status

The present application is being examined under the pre-AlA first to invent provisions.

EXAMINER'S AMENDMENT
An examiner's amendment to the record appears below. Should the changes and/or
additions be unacceptable to applicant, an amendment may be filed as provided by 37 CFR
1.312. To ensure consideration of such an amendment, it MUST be submitted no later than the

payment of the issue fee.

The application has been amended as follows:

In the Claims:

59. (Amended) The apparatus of claim 54, wherein the apparatus is configured such that the
first duration is not negotiated between the apparatus and the node during the connection set
up, and at least one aspect of the second duration is negotiated during the connection set

up between the apparatus and the node for the connection[,].

180. (Amended) The method of claim 179, wherein the first duration is not negotiated
between the apparatus and the node during the connection set up, and at least one aspect of
the second duration is negotiated during the connection set up between the apparatus and the

node for the connection[,].
Any inquiry concerning this communication or earlier communications from the examiner

should be directed to Moustafa M Meky whose telephone number is (571)272-4005. The

examiner can normally be reached on Monday-Friday 9AM-5PM.
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Application/Control Number: 17/148,140 Page 3
Art Unit: 2457

Examiner interviews are available via telephone, in-person, and video conferencing
using a USPTO supplied web-based collaboration tool. To schedule an interview, applicant is
encouraged to use the USPTO Automated Interview Request (AIR) at
http://www.uspto.gov/interviewpractice.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Ario Etienne can be reached on 571-272-4001. The fax phone number for the
organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the Patent
Application Information Retrieval (PAIR) system. Status information for published applications
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished
applications is available through Private PAIR only. For more information about the PAIR
system, see https://ppair-my.uspto.gov/pair/PrivatePair. Should you have questions on access
to the Private PAIR system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-
free). If you would like assistance from a USPTO Customer Service Representative or access to

the automated information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

MOUSTAFA M. MEKY
Primary Patent Examiner
Art Unit 2457

/MOUSTAFA M MEKY/
Primary Examiner, Art Unit 2457

05/19/2021
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Application of:
Robert Paul Morris
Application No.: 17/148,140
File Date: 2021-01-13
Title: METHODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTS FOR SHARING

INFORMATION FOR DETECTING A TIME
PERIOD

Confirmation No.: 7968
Examiner: Moustafa M MEKY
Art Unit: 2457

Docket No.: PMOR0120M

Date: Apr 16, 2021

AMENDMENT AFTER ALLOWANCE
UNDER 37 C.F.R. § 1.312

Commissioner for Patents
P.O. Box 1450
Alexandria VA 22313-1450

Examiner:

Prior to issuance of the patent, applicant respectfully requests entry of this amendment
under 37 C.F.R. 1.312 for the above-captioned patent application. On 3/30/2021, applicant filed
an amendment in response to the communication mailed 3/29/2021.
Notice of Allowance was mailed. Applicant respectfully notes that the claims mentioned in the
Notice of Allowance do not reflect the new claims added in the communication mailed
3/30/2021. This appears to be an inadvertent error on the part of the Examiner. Thus, a

supplemental Notice of Allowance and entry of the new claims of applicant’s 3/30/2021

amendment (replicated below) are respectfully requested.
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Inventor : Robert Paul Morris Attorney’s Docket No.: PMOR0120M
Application No. : 17/148,140 Page : 2 of 69

Amendments to the Claims:

This listing of claims replaces all prior versions and listings of claims in the application:

1. (Original) An apparatus comprising:

a non-transitory memory storing instructions; and

one or more processors in communication with the non-transitory memory,

wherein the one or more processors execute the instructions to:

identify first information;

generate, based on first information, a set up packet including a time
period parameter field identifying first metadata, the set up packet for use in a

protocol that is not transmission control protocol (TCP);

set up a connection, by sending, from the apparatus to a node, the set up
packet to provide the first metadata to the node, for use by the node in

determining a timeout attribute associated with the connection;

detect, by the apparatus, a time period during which no packet is

received in the connection and processed to keep the connection active; and
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Inventor : Robert Paul Morris Attorney’s Docket No.: PMOR0120M
Application No. : 17/148,140 Page : 3 of 69

in response to detecting the time period, at least partially deactivate, by

the apparatus, the connection.

2. (Original) The apparatus of claim 1 wherein the apparatus is configured such that the

protocol does not include a TCP-extension.

3. (Original) The apparatus of claim 1 wherein the apparatus is configured such that the
protocol varies from request for comments (RFC) 793 by including second information in a
header of a connection packet sent during the connection after the connection is set up, where
the second information is not included in a RFC 793 header of a RFC 793 connection packet sent

during a RFC 793 connection after the RFC 793 connection is set up.

4. (Original) The apparatus of claim 1 wherein the apparatus is configured such that the
protocol varies from TCP by including second information in a header of a connection packet
sent during the connection after the connection is set up, where the second information is not
included in a TCP header of a TCP connection packet sent during a TCP connection after the TCP

connection is set up.

5. (Original) The apparatus of claim 1 wherein the apparatus is configured such that the set

up packet is not a synchronize (SYN) packet.

6. (Original) The apparatus of claim 1 wherein the apparatus is configured such that the
connection is at least partially deactivated, by releasing, by the apparatus, a resource allocated
for the connection, without signaling the node in relation to the detection of the time period

after detecting the time period.
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Inventor : Robert Paul Morris Attorney’s Docket No.: PMOR0120M
Application No. : 17/148,140 Page : 4 of 69

7. (Original) The apparatus of claim 1 wherein the apparatus is configured such that the

connection is at least partially deactivated unilaterally by the apparatus.

8. (Cancelled)

9. (Original) The apparatus of claim 1 wherein the apparatus is configured such that the at
least partial deactivation is in response to the detection without sending any signal after the

detection to the node to cause the at least partial deactivation.

10.  (Currently Amended) The apparatus of claim 1 wherein the apparatus is configured such

that the time period is detected without utilizing an acknowledgement timer that is reset based

on a receipt of one or more acknowledgements.

11. (Original) The apparatus of claim 1 wherein the apparatus is configured such that an end

of the time period is detected without utilizing an acknowledgement timer.

12.  (Original) The apparatus of claim 1 wherein the apparatus is configured such that the

time period is that during which no packet is received that is unacknowledged.

13. (Original) The apparatus of claim 1 wherein the apparatus is configured such that the
time period is that during which no packet is sent by the apparatus to cause the node to

respond.
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Inventor : Robert Paul Morris Attorney’s Docket No.: PMOR0120M
Application No. : 17/148,140 Page : 5 of 69

14. (Currently Amended) An apparatus comprising:

a non-transitory memory storing instructions; and

one or more processors in communication with the non-transitory memory,

wherein the one or more processors execute the instructions to:

receive, by the apparatus from a node, a set up packet during a setup of a
connection, the set up packet for use in a protocol that is not transmission

control protocol (TCP);

identify first metadata in a time period parameter field in the set up
packet, for a time period, where, as a result of a detection of the time period,

the connection is at least partially deactivated; and

determine, based on the first metadata, a timeout attribute associated

with the connection.

15. (Original) The apparatus of claim 14 wherein the apparatus is configured such that the

protocol does not include a TCP-extension.

16. (Original) The apparatus of claim 14 wherein the apparatus is configured such that the
protocol varies from request for comments (RFC) 793 by including information in a header of a

connection packet sent during the connection after the connection is set up, where the
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Inventor : Robert Paul Morris Attorney’s Docket No.: PMOR0120M
Application No. : 17/148,140 Page : 6 of 69

information is not included in a RFC 793 header of a RFC 793 connection packet sent during a

RFC 793 connection after the RFC 793 connection is set up.

17. (Original) The apparatus of claim 14 wherein the apparatus is configured such that the
protocol varies from TCP by including information in a header of a connection packet sent
during the connection after the connection is set up, where the information is not included in a
TCP header of a TCP connection packet sent during a TCP connection after the TCP connection

is set up.

18. (Original) The apparatus of claim 14 wherein the apparatus is configured such that the

set up packet is not a synchronize (SYN) packet.

19.  (Original) The apparatus of claim 14 wherein the apparatus is configured such that the
connection is at least partially deactivated, by releasing, by the apparatus, a resource allocated
for the connection, without signaling the node in relation to the detection of the time period

after detecting the time period.

20. (Original) The apparatus of claim 14 wherein the apparatus is configured such that the

connection is at least partially deactivated unilaterally by the apparatus.

21. (Cancelled)

22. (Original) The apparatus of claim 14 wherein the apparatus is configured such that the
time period is detected by detecting an absence of any packet being received at the apparatus

and processed by the apparatus to keep the connection active.
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Inventor : Robert Paul Morris Attorney’s Docket No.: PMOR0120M
Application No. : 17/148,140 Page : 7 of 69

23. (Original) The apparatus of claim 22 wherein the apparatus is configured such that the at
least partial deactivation results from the detection of the absence without sending any signal

after the detection of the absence to the node to cause the at least partial deactivation.

24.  (Currently Amended) The apparatus of claim 22 wherein the apparatus is configured
such that the absence further includes an absence of any packet being received that [[is]]has

been unacknowledged.

25. (Original) The apparatus of claim 22 wherein the apparatus is configured such that the
absence further includes an absence of any packet being sent by the apparatus to cause the

node to respond.

26.  (Original) The apparatus of claim 14 wherein the apparatus is configured such that the

time period is detected without utilizing an acknowledgement timer.

27. (Original) The apparatus of claim 14 wherein the apparatus is configured such that an

end of the time period is detected without utilizing an acknowledgement timer.

28. (New) The apparatus of claim 14, wherein the time period includes a first time period
detected based on a first duration, and the apparatus is configured to: in response to detecting,

based on a second duration, a second time period, perform at least one action.
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Inventor : Robert Paul Morris Attorney’s Docket No.: PMOR0120M
Application No. : 17/148,140 Page : 8 of 69

29. (New) The apparatus of claim 28, wherein the apparatus is configured such that the at
least one action includes resetting a timer utilized in detecting a time period of a same type as

the second time period.

30. (New) The apparatus of claim 29, wherein the apparatus is configured such that the

time period of the same type as the second time period, includes the second time period.

31. (New) The apparatus of claim 29, wherein the apparatus is configured such that the

time period of the same type as the second time period, includes another second time period.

32. (New) The apparatus of claim 28, wherein the apparatus is configured such that the first

time period and the second time period are of different types.

33. (New) The apparatus of claim 28, wherein the apparatus is configured such that the
second time period is an acknowledgement time period, and the first time period is an idle time

period.

34. (New) The apparatus of claim 28, wherein the apparatus is configured such that the
second time period is detected based on the second duration, by being detected when no
acknowledgement packet is received by the apparatus in the connection and processed as an
acknowledgement, during the second duration, for a sent packet sent by the apparatus in the

connection.

35. (New) The apparatus of claim 34, wherein the apparatus is configured such that the

second time period is detected based on the second duration, even when an acknowledgement
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Inventor : Robert Paul Morris Attorney’s Docket No.: PMOR0120M
Application No. : 17/148,140 Page : 9 of 69

packet is received by the apparatus in the connection and processed as an acknowledgement,
during the second duration, for at least one other sent packet sent by the apparatus in the

connection.

36. (New) The apparatus of claim 28, wherein the apparatus is configured such that the
second time period is detected based on the second duration, by being detected when an
expected acknowledgement packet is not received by the apparatus in the connection, during

the second duration, for a sent packet sent by the apparatus in the connection.

37. (New) The apparatus of claim 28, wherein the apparatus is configured such that the
second time period is detected only in response to an acknowledgement packet not being

received, for the second duration, in the connection for a sent packet sent in the connection.

38. (New) The apparatus of claim 28, wherein the apparatus is configured such that the
second time period is detected in response to no acknowledgement packet being received in

the connection and processed as an acknowledgement for a sent packet sent in the connection.

39. (New) The apparatus of claim 28, wherein the apparatus is configured such that the set
up packet also includes data, separate from the first metadata, for use in determining the

second time period.

40. (New) The apparatus of claim 28, wherein the apparatus is configured such that the
second time period is detected utilizing a timer that is not utilized to detect the first time

period.
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Inventor : Robert Paul Morris Attorney’s Docket No.: PMOR0120M
Application No. : 17/148,140 Page : 10 of 69

41. (New) The apparatus of claim 28, wherein the apparatus is configured such that at least
one aspect of the first and second durations are negotiated during the connection set up

between the apparatus and the node for the connection.

42. (New) The apparatus of claim 28, wherein the apparatus is configured such that the
second time period is an acknowledgment timeout period during which an expected

acknowledgment for a sent packet is not received for at least one sent packet.

43. (New) The apparatus of claim 28, wherein the apparatus is configured such that the
second duration is determined using the time period parameter field identifying the first

metadata.

44, (New) The apparatus of claim 28, wherein the apparatus is configured such that the first

duration is determined based on the second duration.

45, (New) The apparatus of claim 28, wherein the apparatus is configured such that the

second duration is determined based on the first duration.

46. (New) The apparatus of claim 28, wherein the apparatus is configured such that the
second time period is detected based on the second duration, by being detected when no
acknowledgement packet is detected, by the apparatus during the second duration, as being
received and processed as an acknowledgement in the connection to acknowledge a sent
packet of a plurality of sent packets sent by the apparatus, where the second duration starts for
each of the plurality of sent packets when at least one of the plurality of sent packets is sent,
and where a single timer is utilized for detecting the second time period in connection with the

plurality of sent packets.

10
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Inventor : Robert Paul Morris Attorney’s Docket No.: PMOR0120M
Application No. : 17/148,140 Page : 11 of 69

47. (New) The apparatus of claim 46, wherein the apparatus is configured such that the
second time period is detected based on the second duration, even when an acknowledgement
packet is received by the apparatus in the connection and processed as an acknowledgement,
during the second duration, for at least one other sent packet of a plurality of other sent

packets sent by the apparatus in the connection.

48. (New) The apparatus of claim 28, wherein the apparatus is configured such that the
second time period is detected based on the second duration, by being detected when no
acknowledgement packet is detected, by the apparatus during the second duration, as being
received and processed as an acknowledgement in the connection to acknowledge a sent
packet of a plurality of sent packets sent by the apparatus, where the second duration starts for

each of the plurality of sent packets when at least one of the plurality of sent packets is sent.

49, (New) The apparatus of claim 28, wherein the apparatus is configured such that the
second time period is detected based on the second duration, by being detected when no
acknowledgement packet is detected, by the apparatus during the second duration, as being
received and processed as an acknowledgement in the connection to acknowledge a sent
packet of a plurality of sent packets sent by the apparatus, where the second duration starts for
each of the plurality of sent packets when at least one of the plurality of sent packets is sent,
and where a single timer and a single timeout variable are utilized for detecting the second

time period in connection with the plurality of sent packets.

50. (New) The apparatus of claim 28, wherein the apparatus is configured such that the
second duration is determined using an other time period parameter field identifying second

metadata, where the other time period parameter field is communicated in the connection.

11
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Inventor : Robert Paul Morris Attorney’s Docket No.: PMOR0120M
Application No. : 17/148,140 Page : 12 of 69

51. (New) The apparatus of claim 50, wherein the apparatus is configured such that the
second duration is determined using the time period parameter field identifying the first

metadata, and the other time period parameter field identifying the second metadata.

52. (New) The apparatus of claim 50, wherein the apparatus is configured such that the first
duration is determined using the time period parameter field identifying the first metadata, and

the other time period parameter field identifying the second metadata.

53. (New) The apparatus of claim 28, wherein the apparatus is configured such that the

second time period is an acknowledgment timeout period.

54. (New) The apparatus of claim 14, wherein the time period includes a second time period
detected based on a second duration, and the apparatus is configured to: in response to
detecting, based on a first duration, a first time period, at least partially deactivate, by the

apparatus, the connection.

55. (New) The apparatus of claim 54, wherein the apparatus is configured such that the
second duration is detected by the apparatus after the first duration is changed to the second

duration.

56. (New) The apparatus of claim 54, wherein the apparatus is configured such that the first
duration is detected by the apparatus during at least a portion of the connection including at

least a portion of the connection set up.
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57. (New) The apparatus of claim 54, wherein the apparatus is configured such that the first

time period and the second time period are a same type of time period.

58. (New) The apparatus of claim 54, wherein the apparatus is configured such that the first

time period and the second time period are idle time periods.

59. (New) The apparatus of claim 54, wherein the apparatus is configured such that the first
duration is not negotiated between the apparatus and the node during the connection set up,
and at least one aspect of the second duration is negotiated during the connection set up

between the apparatus and the node for the connection,

60. (New) The apparatus of claim 54, wherein the apparatus is configured such that the first

duration is based on previous metadata previously exchanged with the node.

61. (New) The apparatus of claim 54, wherein the apparatus is configured such that the first
duration is based on previous metadata previously exchanged with the node during a

connection set up between the apparatus and the node for a previous connection.

62. (New) The apparatus of claim 14, wherein the time period includes a second time period
that is of a first type of time period and that is detected based on a second duration, where the

apparatus is configured to:

in response to detecting, based on a first duration and by the apparatus during at least a

portion of the connection including at least a portion of the connection set up, a first time
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period of the first type of time period, at least partially deactivate, by the apparatus, the

connection;

in response to detecting, based on the second duration and by the apparatus after the
first duration is changed to the second duration, the second time period of the first type of time

period, at least partially deactivate, by the apparatus, the connection; and

in response to detecting, based on a third duration, a third time period of a second type

of time period, perform at least one action.

63. (New) The apparatus of claim 62, wherein the apparatus is configured such that the at

least one action includes restarting a timer utilized to detect the third time period.

64. (New) The apparatus of claim 62, wherein the apparatus is configured such that the at
least one action includes starting a timer utilized to detect another time period of the second

type of time period.

65. (New) The apparatus of claim 62, wherein the apparatus is configured such that the at

least one action does not include connection deactivation.

66. (New) The apparatus of claim 62, wherein the apparatus is configured such that the at

least one action includes sending a signal.

14

Page 23 of 337



Inventor : Robert Paul Morris Attorney’s Docket No.: PMOR0120M
Application No. : 17/148,140 Page : 15 of 69

67. (New) The apparatus of claim 62, wherein the third duration is determined based on a
first algorithm that is different from a second algorithm on which a determination of the second

duration is based.

68. (New) The apparatus of claim 62, wherein the apparatus is configured such that the
third time period is detected based on the third duration, by being detected when no
acknowledgement packet is received by the apparatus in the connection and processed as an
acknowledgement, during the third duration, for a sent packet sent by the apparatus in the

connection.

69. (New) The apparatus of claim 68, wherein the apparatus is configured such that the
third time period is detected based on the third duration, when an acknowledgement packet is
received by the apparatus in the connection and processed as an acknowledgement, during the

third duration, for at least one other sent packet sent by the apparatus in the connection.

70. (New) The apparatus of claim 62, wherein the apparatus is configured such that the
third time period is detected based on the third duration, by being detected when an expected
acknowledgement packet is not received by the apparatus in the connection, during the third

duration, for a sent packet sent by the apparatus in the connection.

71. (New) The apparatus of claim 62, wherein the apparatus is configured such that the

third time period is detected only in response to an acknowledgement packet not being

received, for the third duration, in the connection for a sent packet sent in the connection.
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72. (New) The apparatus of claim 62, wherein the apparatus is configured such that the
third time period is detected in response to no acknowledgement packet being received in the

connection and processed as an acknowledgement for a sent packet sent in the connection.

73. (New) The apparatus of claim 62, wherein the apparatus is configured such that the set
up packet also includes data, separate from the first metadata, for use in determining the third

time period.

74. (New) The apparatus of claim 62, wherein the apparatus is configured such that the
third time period is detected utilizing a timer that is not utilized to detect the first time period

nor the second time period.

75. (New) The apparatus of claim 62, wherein the apparatus is configured such that the first
duration is not negotiated between the apparatus and the node during the connection set up,
at least one aspect of the second duration is negotiated during the connection set up between
the apparatus and the node for the connection, and at least one aspect of the third duration of
the third time period is negotiated, via a metadata negotiation, during the connection set up

between the apparatus and the node for the connection.

76. (New) The apparatus of claim 62, wherein the apparatus is configured such that the
third time period is an acknowledgment timeout period during which an expected

acknowledgment for a sent packet is not received.

77. (New) The apparatus of claim 62, wherein the apparatus is configured such that the

third time period is an acknowledgement timeout.
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78. (New) The apparatus of claim 62, wherein the apparatus is configured such that the

second duration is determined using the time period parameter field.

79. (New) The apparatus of claim 62, wherein the apparatus is configured such that the

second duration is determined based on the third duration.

80. (New) The apparatus of claim 62, wherein the apparatus is configured such that the

third duration is determined based on the second duration.

81. (New) The apparatus of claim 62, wherein the apparatus is configured such that the
third time period is detected based on the third duration, by being detected when no
acknowledgement packet is detected, by the apparatus during the third duration, as being
received and processed as an acknowledgement in the connection to acknowledge a sent
packet of a plurality of sent packets sent by the apparatus, where the third duration starts for
each of the plurality of sent packets when at least one of the plurality of sent packets is sent,
and where a single timer and a single timeout variable are utilized for detecting the third time

period in connection with the plurality of sent packets.

82. (New) The apparatus of claim 62, wherein the apparatus is configured such that the
third duration is determined using an other time period parameter field identifying second
metadata, where the other time period parameter field is communicated during the connection

setup.
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83. (New) The apparatus of claim 62, wherein the apparatus is configured such that the
third duration is determined using an other time period parameter field identifying second
metadata, where the other time period parameter field is communicated in the connection

after the connection setup.

84. (New) The apparatus of claim 62, wherein the apparatus is configured such that the
second duration is determined using the time period parameter field identifying the first

metadata, and an other time period parameter field identifying second metadata.

85. (New) The apparatus of claim 62, wherein the apparatus is configured such that:

the third time period is detected in response to no acknowledgement packet being
received in the connection and processed, during the third duration, to acknowledge a sent
packet sent in the connection, where the third duration starts in response to the sent packet

being sent;

the first duration is not capable of being negotiated between the apparatus and the
node for the connection during the connection set up, at least one aspect of the second
duration is capable of being negotiated between the apparatus and the node for the
connection, and at least one aspect of the third duration of the third time period is capable of

being negotiated between the apparatus and the node for the connection; and

the third time period is an acknowledgment timeout period.
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86. (New) The apparatus of claim 62, wherein the apparatus is configured such that a name

of the protocol does not have phrase TCP therein.

87. (New) The apparatus of claim 14, wherein the time period includes a second time period
that is of a first type of time period and that is detected based on a second duration, where the

apparatus is configured to:

in response to detecting, based on a first duration and by the apparatus during at least a
portion of the connection including at least a portion of the connection set up, a first time
period of the first type of time period, at least partially deactivate, by the apparatus, the

connection;

in response to detecting, based on the second duration and by the apparatus after the
first duration is changed to the second duration, the second time period of the first type of time

period, at least partially deactivate, by the apparatus, the connection; and

in response to detecting, based on a third duration, a third time period of a second type
of time period, perform at least one action, where the third time period is detected based on
the third duration, by being detected when no acknowledgement packet is received by the
apparatus in the connection and processed as an acknowledgement, during the third duration,

for a sent packet sent by the apparatus in the connection;

wherein the apparatus is configured such that: during the second time period of the first
type of time period, an empty packet is sent without causing a timer utilized to detect the

second time period to be reset;
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wherein the apparatus is configured such that:

the protocol is not a TCP-extension;

the first duration is not capable of being negotiated between the apparatus and
the node for the connection during the connection set up, at least one aspect of the
second duration is capable of being negotiated between the apparatus and the node for
the connection, and at least one aspect of the third duration of the third time period is

capable of being negotiated between the apparatus and the node for the connection;

the set up packet is not a synchronize (SYN) packet; and

the first time period and the second time period are started in response to at

least one of a received packet or a transmitted packet,

wherein the apparatus is configured such that the connection set up further includes, in

addition to (a-1) receiving the set up packet:

(a-2) after receiving the set up packet and without any other communication
between the apparatus and the node after (a-1) and before (a-2), sending, from the

apparatus to the node, another set up packet, and
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(a-3) after sending the another set up packet and without any other
communication between the apparatus and the node after (a-2) and before (a-3),

receiving, at the apparatus from the node, yet another set up packet.

88. (New) The apparatus of claim 87, wherein the apparatus is configured such that the first

time period is only capable of being detected during the connection set up.

89. (New) The apparatus of claim 87, wherein the apparatus is configured such that the
second time period is capable of being detected at a time at least one of: during the connection

set up, or thereafter during the connection.

90. (New) The apparatus of claim 87, wherein the apparatus is configured such that only

one of the first time period or the second time period is detected for the connection.

91. (New) The apparatus of claim 87, wherein the apparatus is configured such that the first
duration is used and the second duration is not used, for detecting the first type of time period

until being changed to the second duration.

92. (New) The apparatus of claim 87, wherein the apparatus is configured such that the first

type of time period includes an idle time period.

93. (New) The apparatus of claim 87, wherein the apparatus is configured to, in response to
detecting the first time period of the first type of time period, unilaterally at least partially close

the connection.
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94. (New) The apparatus of claim 87, wherein the apparatus is configured to, in response to
detecting the first time period of the first type of time period, at least partially close the
connection, without signaling the node in relation to the detection of the first time period after

detecting the first time period.

95. (New) The apparatus of claim 87, wherein the apparatus is configured to, in response to
detecting the first time period of the first type of time period, at least partially close the

connection, by releasing, by the apparatus, a first resource allocated for the connection.

96. (New) The apparatus of claim 87, wherein the apparatus is configured such that the

second duration is capable of being different from the first duration.

97. (New) The apparatus of claim 87, wherein the apparatus is configured such that the

second duration is different from the first duration.

98. (New) The apparatus of claim 87, wherein the apparatus is configured such that the
second duration is the same as the first duration, despite being capable of being different from

the first duration.

99. (New) The apparatus of claim 87, wherein the apparatus is configured such that an idle
timeout attribute is utilized for the first type of time period, and another timeout attribute, that
is separate from the idle timeout attribute, is utilized for controlling communication of one or

more acknowledgment packets.
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100. (New) The apparatus of claim 87, wherein the apparatus is configured such that the first

type of time period is started in response to the received packet.

101. (New) The apparatus of claim 87, wherein the apparatus is configured such that the first

type of time period is started in response to the transmitted packet.

102. (New) The apparatus of claim 87, wherein the apparatus is configured such that, after
the first duration is changed to the second duration, the detection of the second time period of
the first type of time period is based on the second duration, by being only based on whether,
for the second duration after the second time period of the first type of time period is started,

no packet is received and processed to keep the connection active.

103. (New) The apparatus of claim 87, wherein the apparatus is configured such that the

connection does not involve the TCP-extension.

104. (New) The apparatus of claim 87, wherein the apparatus is configured such that a name

of the protocol does not have TCP therein.

105. (New) The apparatus of claim 87, wherein the apparatus is configured such that the at
least one action does not include connection deactivation, and the at least one action includes

starting a timer.

106. (New) The apparatus of claim 87, wherein the apparatus is configured such that the

third time period is detected based on the third duration, by being detected when an expected
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acknowledgement packet is not received by the apparatus in the connection, during the third

duration, for the sent packet sent by the apparatus in the connection.

107. (New) The apparatus of claim 87, wherein the apparatus is configured such that the
third time period is detected only in response to the acknowledgement packet not being

received, for the third duration, in the connection for the sent packet sent in the connection.

108. (New) The apparatus of claim 87, wherein the apparatus is configured such that the
third time period is detected in response to no acknowledgement packet being received in the

connection and processed as an acknowledgement for the sent packet sent in the connection.

109. (New) The apparatus of claim 87, wherein the apparatus is configured such that the set
up packet also includes data, separate from the first metadata, for use in determining the third

time period.

110. (New) The apparatus of claim 87, wherein the apparatus is configured such that the
third time period is detected utilizing a timer that is not utilized to detect the first time period

nor the second time period.

111. (New) The apparatus of claim 87, wherein the apparatus is configured such that the
third time period is an acknowledgment timeout period during which an expected

acknowledgment for the sent packet is not received.
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112. (New) The apparatus of claim 87, wherein the apparatus is configured such that the
third duration is determined using the time period parameter field identifying the first

metadata.

113. (New) The apparatus of claim 87, wherein the apparatus is configured such that the

third duration is determined based on the second duration.

114. (New) The apparatus of claim 87, wherein the apparatus is configured such that the

second duration is determined based on the third duration.

115. (New) The apparatus of claim 87, wherein the apparatus is configured such that the
third time period is detected based on the third duration, by being detected when no
acknowledgement packet is detected, by the apparatus during the third duration, as being
received and processed as an acknowledgement in the connection to acknowledge one or more
sent packets of a plurality of sent packets sent by the apparatus, where the third duration starts
for each of the plurality of sent packets when at least one of the plurality of sent packets is
sent, and where a single timer and a single timeout variable are utilized for detecting the third

time period in connection with the plurality of sent packets.

116. (New) The apparatus of claim 87, wherein the apparatus is configured such that the
third duration is determined using an other time period parameter field identifying second

metadata.

117. (New) The apparatus of claim 116, wherein the apparatus is configured such that the

second duration is determined using the time period parameter field identifying the first
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metadata, and the other time period parameter field identifying the second metadata

identifying the second metadata.

118. (New) The apparatus of claim 87, wherein the apparatus is configured such that:

the third time period is detected in response to no acknowledgement packet being
received in the connection and processed, during the third duration, to acknowledge a sent
packet sent in the connection, where the third duration starts in response to the sent packet

being sent; and

the third time period is an acknowledgment timeout period.

119. (New) The apparatus of claim 87, wherein the apparatus is configured such that: after
the first duration is changed to the second duration, the detection of the second time period of
the first type of time period is based on the second duration, by being based on whether,
during the second duration after the second time period is started, no packet is received in the

connection and processed to keep the connection active.

120. (New) The apparatus of claim 87, wherein the apparatus is configured such that: during
the at least portion of the connection including the at least portion of the connection set up,
the detection of the first time period of the first type of time period is based on the first
duration, by being based on whether, during the first duration after the first time period is

started, no packet is received in the connection and processed to keep the connection active.
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121. (New) The apparatus of claim 120, wherein the apparatus is configured such that: after
the first duration is changed to the second duration, the detection of the second time period of
the first type of time period is based on the second duration, by being based on whether,
during the second duration after the second time period is started, no packet is received in the

connection and processed to keep the connection active.

122. (New) The apparatus of claim 121, wherein the apparatus is configured such that the
third time period is detected based on the third duration, by being detected when no
acknowledgement packet is detected, by the apparatus during the third duration, as being
received and processed as an acknowledgement in the connection to acknowledge one or more

sent packets of a plurality of sent packets sent by the apparatus.

123. (New) The apparatus of claim 122, wherein the apparatus is configured such that the
third duration starts for each of the plurality of sent packets when at least one of the plurality
of sent packets is sent, and where a single timer and a single timeout variable are utilized for

detecting the third time period in connection with the plurality of sent packets.

124. (New) The apparatus of claim 122, wherein the apparatus is configured such that the
third time period is detected based on the third duration, even when an acknowledgement
packet is received by the apparatus in the connection and processed as an acknowledgement,
during the third duration, for at least one other sent packet of the plurality of sent packets sent

by the apparatus in the connection.

125. (New) The apparatus of claim 122, wherein the apparatus is configured such that at

least one packet is received in connection with at least one of the first time period or the
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second time period, but is not received and processed to keep the connection active, as a result

of at least one of:

the at least one packet being un-processable,

the at least one packet being discarded,

the at least one packet being a duplicate, or

the at least one packet not being received in a manner so as to be processed by a

software com ponent.

126. (New) The apparatus of claim 122, wherein the apparatus is configured such that at
least one packet is received in connection with the third time period, but is not received and
processed to acknowledge at least one of the plurality of sent packets with which the third

duration is associated, as a result of at least one of:

the at least one packet being un-processable,

the at least one packet being discarded,

the at least one packet being a duplicate, or
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the at least one packet not being received in a manner so as to be processed by a

software com ponent.

127. (New) The apparatus of claim 14, wherein the apparatus is configured such that the
connection set up is for the protocol that is not TCP, instead of TCP, based on code

communicated utilizing TCP.

128. (New) The apparatus of claim 127, wherein the apparatus is configured to send the

code utilizing TCP.

129. (New) The apparatus of claim 128, wherein the apparatus is configured to send the

code utilizing TCP, the code for communicating utilizing TCP and the protocol that is not TCP.

130. (New) The apparatus of claim 128, wherein the apparatus is configured to send the
code utilizing TCP, the code for communicating utilizing TCP and the protocol that is not TCP,

such that, based on the code, the node is capable of utilizing TCP or the protocol is utilized.

131. (New) The apparatus of claim 128, wherein the apparatus is configured to send the
code utilizing TCP, the code for communicating utilizing TCP and the protocol that is not TCP,
such that, based on the code, the node is capable of determining which of the TCP or the

protocol is utilized.

132. (New) The apparatus of claim 127, wherein the apparatus is configured to receive the

code utilizing TCP.
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133. (New) The apparatus of claim 132, wherein the apparatus is configured to receive the

code utilizing TCP, the code for communicating utilizing TCP and the protocol that is not TCP.

134. (New) The apparatus of claim 132, wherein the apparatus is configured to receive the
code utilizing TCP, the code for communicating utilizing TCP and the protocol that is not TCP,
for permitting the apparatus, based on the code, to utilize either TCP or the protocol that is not

TCP.

135. (New) The apparatus of claim 132, wherein the apparatus is configured to receive the
code utilizing TCP, the code for communicating utilizing TCP and the protocol that is not TCP,
for permitting the apparatus, based on the code, to determine which of the TCP or the protocol

is utilized.

136. (New) The apparatus of claim 132, wherein the apparatus is configured to receive,

from the node utilizing TCP, the code.

137. (New) The apparatus of claim 132, wherein the apparatus is configured to receive,

from another node utilizing TCP, the code.

138. (New) The apparatus of claim 132, wherein the apparatus is configured to receive,
from another node utilizing TCP, the code, the code for permitting communication utilizing TCP
and the protocol that is not TCP, for permitting the apparatus, based on the code, to utilize

either TCP or the protocol that is not TCP.

30

Page 39 of 337



Inventor : Robert Paul Morris Attorney’s Docket No.: PMOR0120M
Application No. : 17/148,140 Page : 31 of 69

139. (New) The apparatus of claim 132, wherein the apparatus is configured to receive,
from another node, the code utilizing TCP, the code for communicating utilizing TCP and the
protocol that is not TCP, for permitting the apparatus, based on the code, to determine which

of the TCP or the protocol is utilized.

140. (New) The apparatus of claim 132, wherein the apparatus is configured to receive,
from another node utilizing TCP, the code, the code for permitting communication utilizing TCP
and the protocol that is not TCP, for permitting the apparatus, based on the code, to

automatically utilize either TCP or the protocol that is not TCP.

141. (New) The apparatus of claim 132, wherein the apparatus is configured to receive,
from another node, the code utilizing TCP, the code for communicating utilizing TCP and the
protocol that is not TCP, for permitting the apparatus, based on the code, to automatically

determine at least one aspect of the TCP or the protocol.

142. (New) The apparatus of claim 127, wherein the apparatus is configured such that the

code is communicated, by only being sent, by the apparatus utilizing TCP.

143. (New) The apparatus of claim 127, wherein the apparatus is configured such that the

code is communicated, by only being received, by the apparatus utilizing TCP.

144. (New) The apparatus of claim 123, wherein at least one of:
the at least one action includes at least partial closure of the connection;
the at least one action includes a closure of the connection;

the at least one action does not include a closure of the connection;
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the at least one action does not include any part of a closure of the connection;
the apparatus includes a particular node;

the apparatus includes a device, including a network interface, that is a component of the

apparatus;

the apparatus includes a network interface that is a component of the apparatus;
the apparatus includes a web server;

the timer includes a hardware timer;

the timer includes a software timer;

the by the apparatus includes caused, at least in part, by the apparatus;

the by the apparatus includes caused by the apparatus;

the by the apparatus includes caused entirely by the apparatus;

the by the apparatus includes performed, at least in part, by the apparatus;

the by the apparatus includes performed entirely by the apparatus;

the at least partial deactivation in response to detecting the first time period is the same as the

at least partial deactivation in response to detecting the second time period;

the at least partial deactivation in response to detecting the first time period is different from

the at least partial deactivation in response to detecting the second time period;

the empty packet is sent without causing the timer utilized to detect the second time period to
be reset, by resetting a first software timer-related component not utilized to detect the second
time period, without resetting a second software timer-related component utilized to detect

the second time period;

the empty packet is sent without causing the timer utilized to detect the second time period to
be reset, by resetting a first software timer-related component not utilized to detect the second

time period, without resetting a second software timer-related component utilized to detect
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the second time period, where the first software timer-related component and the second

software timer-related component utilize a same hardware timer-related component;

the empty packet is sent without causing the timer utilized to detect the second time period to
be reset, by resetting a first software timer-related component not utilized to detect the second
time period, without resetting a second software timer-related component utilized to detect
the second time period, where the first software timer-related component and the second

software timer-related component do not utilize a same hardware timer-related component;
the set up packet is an initial non-TCP packet;

the set up packet is first-in-time;

the time period parameter field is part of a data portion in the set up packet;

the time period parameter field is part of a header of the set up packet;

the set up packet is informational;

the setup of the connection includes a period of time starting prior to the set up packet being

sent;

the setup of the connection includes a period of time starting prior to the set up packet being

sent, when information is identified;

the setup of the connection includes a period of time starting prior to the set up packet being

sent, when information is received;

the setup of the connection includes a period of time starting prior to the set up packet being

sent, when the set up packet is generated,;

the setup of the connection includes a period of time starting prior to the set up packet being

sent, when received information is used to generate the set up packet;
the setup of the connection includes a period of time starting with the set up packet being sent;

the set up packet includes a packet that is used for the setup of the connection;
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the set up packet includes a packet that is used in association with the setup of the connection;

the set up packet includes a packet that is used in advance of a completion of the setup of the

connection;

the set up packet is for use in the protocol, by being capable of being used by the node in

accordance with the protocol;

the at least partial deactivation includes only a partial deactivation;

the at least partial deactivation includes a full deactivation;

the at least partial deactivation includes a release of a resource;

the at least partial deactivation includes a partial closure;

the at least partial deactivation includes a closure;

the at least partial deactivation includes a deactivation only for the apparatus;

the at least partial deactivation results in the connection no longer being fully active;

the at least partial deactivation results in the connection no longer being active;

the connection includes one or more features of TCP, and one or more features not of TCP;

the set up packet includes one or more features of a TCP packet, and one or more features not

of a TCP packet;

the connection includes one or more features of a TCP connection, and one or more features

not of a TCP connection;

the first duration for detecting the first type of time period is based on first information, by the

first information specifying the first duration;

the first duration for detecting the first type of time period is based on first information, by

information identifying at least one generator for generating the first duration;

only the first duration for detecting the first type of time period is based on first information;
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the connection includes (a-1), (a-2), and (a-3);

the second duration of the second time period is different from the duration of the first time

period;

the second duration of the second time period is the same as the duration of the first time

period;
the third duration of the third time period is different from the duration of the first time period;
the third duration of the third time period is the same as the duration of the first time period,;

the third duration of the third time period is different from the duration of the second time

period;

the third duration of the third time period is the same as the duration of the second time

period;
the set up packet also includes data for use in determining the first time period;

first information includes a first value representative of the first duration of the first time

period, and a second value representative of the second duration of the second time period;

first information includes a first value representative of the first duration of the first time
period, and identification of a generator for generating a second value representative of the

second duration of the second time period;

first information includes identification of a generator for generating a first value
representative of the first duration of the first time period, and for generating a second value

representative of the second duration of the second time period,;

first information includes identification of a first generator for generating a first value
representative of the first duration of the first time period, and identification of a second
generator for generating a second value representative of the second duration of the second

time period;
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the first time period is detected in a first use scenario without the second nor third time periods
being detected, the second time period is detected in a second use scenario without the first
nor third time periods being detected, the third time period is detected in a third use scenario
without the first nor second time periods being detected, and neither the first, second, nor

third time periods are detected in a fourth use scenario;

the first duration of the first time period is determined based on first information, after

identifying the first information;

the first duration of the first time period is determined based on first information, before

setting up the connection;

the first duration of the first time period is determined based on first information, during

setting up the connection;

the first duration of the first time period is determined based on first information, after setting

up the connection;

the first time period is triggered by one or more non-duration-related criteria that triggers the

second time period;

the first time period is triggered by the same one or more non-duration-related criteria that

triggers the second time period;

the first time period is triggered by different one or more non-duration-related criteria than

that which triggers the second time period,;

the first time period is that during which no packet is received in the connection nor expected

to be received;
the first time period is that during which no packet is received in the connection;

the third time period is triggered by one or more non-duration-related criteria that triggers the

second time period;
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the third time period is triggered by the same one or more non-duration-related criteria that

triggers the second time period;

the third time period is triggered by different one or more non-duration-related criteria than

that which triggers the second time period;

the third time period is that during which no packet is received in the connection nor expected

to be received;

the third time period is that during which no packet is received in the connection;
the first metadata is based on first information;

the change occurs while detection of the first time period is attempted;

the change occurs via a negotiation;

the second time period is a changed version of the first time period;

the second time period is a changed instance of the first time period;

the change to the second duration includes a change in use of the first duration to a use of the

second duration;

the change to the second duration includes a change in use of the first duration to a use of the

second duration, in connection with different time periods;

the change to the second duration includes a change from an attempt to detect the first time

period to an attempt to detect the second time period,;

the change to the second duration includes a change from detecting the first time period to

detecting the second time period;

the first time period and the second time period have at least one additional difference, in

addition to duration, despite both being of the first type of time period;

the first time period and the second time period do not have at least one additional difference,

in addition to duration;
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the second time period is determined based on first information;

the first duration of the first time period is negotiated between the apparatus and the node for

the connection, during the connection set up;

the connection set up includes all communications that precede completion of the connection

set up;

the duration of the second time period is determined based on first information;

the duration of the third time period is determined based on first information;

the first and second time periods are of a same duration;

the first and second time periods are of a different duration;

the first and second time periods are different instances of the same type of time period;

the first and second time periods are of the same type of time period, but are applied at

different times during the connection;

the first duration of the first time period is determined by being negotiated;

the second duration of the second time period is determined by being negotiated;

the third duration of the third time period is determined by being negotiated;

the first metadata is also for use in determining the second duration of the second time period;
the first metadata is not for use in determining the second duration of the second time period;
the first metadata is also for use in determining the third duration of the third time period;

the first metadata is not for use in determining the third duration of the third time period;

the first metadata describes a definition of at least one duration;

the first metadata defines at least one duration;

the first metadata includes at least one duration;
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the first metadata describes a definition of at least one time period;

the first metadata describes other data that defines at least one duration;

the first metadata describes other data that defines at least one time period;

the first metadata describes other criteria-related data that defines at least one time period;
the first metadata describes duration data that defines at least one time period;

the first metadata describes duration criteria-related data that defines at least one time period,;
the at least portion of the connection includes only a subset of setting up the connection;

the at least portion of the connection includes an entirety of setting up the connection;

the at least portion of the connection set up includes one or more packet exchanges that occur

after the set up packet is sent;

the at least portion of the connection set up includes one or more packet exchanges that occur

after the set up packet is sent prior to completion of the connection set up;
the set up packets are non-TCP;
the set up packets are non-TCP by not being required by any TCP standard specification;

the first time period is detected based on the first duration, by being detected when packet

activity or a lack thereof meets one or more criteria for a span of the first duration;

the second time period is detected based on the second duration, by being detected when

packet activity or a lack thereof meets one or more criteria for a span of the second duration;
the empty packet includes a ping;

the empty packet includes an empty acknowledgement packet;

the first type of time period includes an idle time period type;

the first and second time periods of the first type of time period differ only in duration;
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the first and second time periods of the first type of time period are capable of differing in

duration, but may have a same duration;

the first and second time periods of the first type of time period are capable of differing only in

duration, but may have a same duration;

the first and second time periods of the first type of time period differ in duration and at least

one criteria involving packet activity or a lack thereof over a duration span;

the first and second time periods of the first type of time period are capable of differing in
duration and further differ in at least one criteria involving packet activity or a lack thereof over

a duration span;

the set up packet includes a portion of data sent at any layer;
the set up packet includes a frame;

the set up packet is a non-TCP frame;

the first time period is started in response to a received packet and the second time period are

started in response to a sent packet;

the first time period is started in response to a sent packet and the second time period are

started in response to a received packet;

the first time period is started in response to a received packet and the second time period are

started in response to a received packet;

the first time period is started in response to a sent packet and the second time period are

started in response to a sent packet;
the first time period and the second time period are started in response to different packets;

the first time period and the second time period are started in response to different types of

packets;

the third time period is detected based on the third duration, by being detected when no
acknowledgement packet is received by the apparatus in the connection and processed as an
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acknowledgement, during the third duration, for any sent packet sent by the apparatus in the

connection;

the third time period is detected based on the third duration, by being detected when no
acknowledgement packet is received by the apparatus in the connection and processed as an

acknowledgement, during the third duration;

the timeout attribute is an attribute associated with a particular timeout;

the timeout attribute is an attribute associated with at least one timeout;

the timeout attribute is an attribute of the time period;

the timeout attribute is an attribute of the second time period;

the timeout attribute includes a duration;

the timeout attribute includes duration information;

the timeout attribute includes a duration indication;

the timeout attribute includes a duration indicator of the second time period; or

the protocol that is not TCP is a non-TCP protocol.

145. (New) The apparatus of claim 14, wherein the apparatus is configured such that the

protocol does not require use of a TCP_OPT header.

146. (New) The apparatus of claim 1, wherein the apparatus is configured such that at least
one packet is received in connection with the time period, but is not received in the connection
and processed to keep the connection active, as a result of the at least one packet being un-

processable.
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147. (New) The apparatus of claim 1, wherein the apparatus is configured such that at least
one packet is received in connection with the time period, but is not received in the connection
and processed to keep the connection active, as a result of the at least one packet being
discarded, wherein the apparatus is configured such that the at least one packet is a duplicate

packet, or a packet not to be processed.

148. (New) The apparatus of claim 1, wherein the apparatus is configured such that at least
one packet is received during the time period, but is not received in the connection and
processed to keep the connection active, as a result of the at least one packet not being

received in a manner so as to be processed by a software component.

149. (New) The apparatus of claim 1, wherein the time period includes a second time
period that is of a first type of time period and that is detected based on a second duration,

where the apparatus is configured to:

in response to detecting, based on a first duration and by the apparatus during at least a
portion of the connection including at least a portion of the connection set up, a first time
period of the first type of time period, at least partially deactivate, by the apparatus, the

connection;

in response to detecting, based on the second duration and by the apparatus after the
connection set up, the second time period of the first type of time period, at least partially

deactivate, by the apparatus, the connection; and

in response to detecting, based on a third duration, a third time period of a second type

of time period, perform at least one action, where the third time period is detected based on
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the third duration, by being detected when no acknowledgement packet is received by the
apparatus in the connection and processed as an acknowledgement, during the third duration,

for a sent packet sent by the apparatus in the connection;

wherein the apparatus is configured such that: during the second time period of the first
type of time period, an empty packet is sent without causing a timer utilized to detect the

second time period to be reset;

wherein the apparatus is configured such that:

the protocol is not a TCP-extension;

the first duration is not capable of being negotiated between the apparatus and
the node for the connection during the connection set up, at least one aspect of the
second duration is capable of being negotiated between the apparatus and the node for
the connection, and at least one aspect of the third duration of the third time period is

capable of being negotiated between the apparatus and the node for the connection;

the set up packet is not a synchronize (SYN) packet; and

the first time period and the second time period are started in response to at

least one of a received packet or a transmitted packet,
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wherein the apparatus is configured such that the connection set up further includes, in

addition to (a-1) sending the set up packet:

(a-2) after sending the set up packet and without any other communication
between the apparatus and the node after (a-1) and before (a-2), receiving, at the

apparatus from the node, another set up packet, and

(a-3) after receiving the another set up packet and without any other
communication between the apparatus and the node after (a-2) and before (a-3),

sending, from the apparatus to the node, yet another set up packet.

150. (New) A method, comprising:

at an apparatus:

receiving, by the apparatus from a node, a set up packet during a setup of
a connection, the set up packet for use in a protocol that is not transmission

control protocol (TCP);

identifying first metadata in a time period parameter field in the set up
packet, for a time period, where, as a result of a detection of the time period,

the connection is at least partially deactivated; and
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determining, based on the first metadata, a timeout attribute associated

with the connection.

151. (New) The method of claim 150, wherein the time period includes a first time period
detected based on a first duration, and further comprising: in response to detecting, based on a

second duration, a second time period, performing at least one action.

152. (New) The method of claim 151, wherein the at least one action includes resetting a

timer utilized in detecting a time period of a same type as the second time period.

153. (New) The method of claim 152, wherein the time period of the same type as the

second time period, includes the second time period.

154. (New) The method of claim 152, wherein the time period of the same type as the

second time period, includes another second time period.

155. (New) The method of claim 151, wherein the first time period and the second time

period are of different types.

156. (New) The method of claim 155, wherein the protocol varies from request for
comments (RFC) 793 by including second information in a header of a connection packet sent
during the connection after the connection is set up, where the second information is not
included in a RFC 793 header of a RFC 793 connection packet sent during a RFC 793 connection

after the RFC 793 connection is set up.
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157. (New) The method of claim 155, wherein the protocol varies from TCP by including
second information in a header of a connection packet sent during the connection after the
connection is set up, where the second information is not included in a TCP header of a TCP

connection packet sent during a TCP connection after the TCP connection is set up.

158. (New) The method of claim 155, wherein the second time period is detected based on
the second duration, by being detected when no acknowledgement packet is received by the
apparatus in the connection and processed as an acknowledgement, during the second

duration, for a sent packet sent by the apparatus in the connection.

159. (New) The method of claim 158, wherein the second time period is detected based on
the second duration, even when an acknowledgement packet is received by the apparatus in
the connection and processed as an acknowledgement, during the second duration, for at least

one other sent packet sent by the apparatus in the connection.

160. (New) The method of claim 155, wherein the second time period is detected based on
the second duration, by being detected when an expected acknowledgement packet is not
received by the apparatus in the connection, during the second duration, for a sent packet sent

by the apparatus in the connection.

161. (New) The method of claim 155, wherein the second time period is detected only in
response to an acknowledgement packet not being received, for the second duration, in the

connection for a sent packet sent in the connection.
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162. (New) The method of claim 155, wherein the second time period is detected in response
to no acknowledgement packet being received in the connection and processed as an

acknowledgement for a sent packet sent in the connection.

163. (New) The method of claim 155, wherein the set up packet also includes data, separate

from the first metadata, for use in determining the second time period.

164. (New) The method of claim 155, wherein the second time period is detected utilizing a

timer that is not utilized to detect the first time period.

165. (New) The method of claim 155, wherein at least one aspect of the first and second
durations are negotiated during the connection set up between the apparatus and the node for

the connection.

166. (New) The method of claim 155, wherein the second time period is an acknowledgment
timeout period during which an expected acknowledgment for a sent packet is not received for

at least one sent packet.

167. (New) The method of claim 155, wherein the second duration is determined using the

time period parameter field identifying the first metadata.

168. (New) The method of claim 155, wherein the second time period is detected based on
the second duration, by being detected when no acknowledgement packet is detected, by the
apparatus during the second duration, as being received and processed as an

acknowledgement in the connection to acknowledge a sent packet of a plurality of sent packets
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which are associated with the second duration of the second time period and which are sent by
the apparatus, where the second duration starts for each of the plurality of sent packets when
at least one of the plurality of sent packets is sent, and where a single timer is utilized for

detecting the second time period in connection with the plurality of sent packets.

169. (New) The method of claim 168, wherein the second time period is detected based on
the second duration, even when an acknowledgement packet is received by the apparatus in
the connection and processed as an acknowledgement, during the second duration, for at least
one other sent packet of a plurality of other sent packets sent by the apparatus in the

connection.

170. (New) The method of claim 155, wherein the second time period is detected based on
the second duration, by being detected when no acknowledgement packet is detected, by the
apparatus during the second duration, as being received and processed as an
acknowledgement in the connection to acknowledge a sent packet of a plurality of sent packets
which are associated with the second duration of the second time period and which are sent by
the apparatus, where the second duration starts for each of the plurality of sent packets when

at least one of the plurality of sent packets is sent.

171. (New) The method of claim 155, wherein the second time period is detected based on
the second duration, by being detected when no acknowledgement packet is detected, by the
apparatus during the second duration, as being received and processed as an
acknowledgement in the connection to acknowledge a sent packet of a plurality of sent packets
which are associated with the second duration of the second time period and which are sent by
the apparatus, where the second duration starts for each of the plurality of sent packets when

at least one of the plurality of sent packets is sent, and where a single timer and a single

48

Page 57 of 337



Inventor : Robert Paul Morris Attorney’s Docket No.: PMOR0120M
Application No. : 17/148,140 Page : 49 of 69

timeout variable are utilized for detecting the second time period in connection with the

plurality of sent packets.

172. (New) The method of claim 155, wherein the second duration is determined using an
other time period parameter field identifying second metadata, where the other time period

parameter field is communicated in the connection.

173. (New) The method of claim 172, wherein the second duration is determined using the
time period parameter field identifying the first metadata, and the other time period parameter

field identifying the second metadata.

174. (New) The method of claim 172, wherein the first duration is determined using the time
period parameter field identifying the first metadata, and the other time period parameter field

identifying the second metadata.

175. (New) The method of claim 155, wherein the second time period is an acknowledgment

timeout period.

176. (New) The method of claim 150, wherein the time period includes a second time period
detected based on a second duration, and further comprising: in response to detecting, based
on a first duration, a first time period, at least partially deactivating, by the apparatus, the

connection.

177. (New) The method of claim 176, wherein the second duration is detected by the

apparatus after the first duration is used to at least attempt to detect the first time period.
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178. (New) The method of claim 177, wherein the first duration is detected by the apparatus

during at least a portion of the connection including at least a portion of the connection set up.

179. (New) The method of claim 178, wherein the first time period and the second time

period are a same type of time period.

180. (New) The method of claim 179, wherein the first duration is not negotiated between
the apparatus and the node during the connection set up, and at least one aspect of the second
duration is negotiated during the connection set up between the apparatus and the node for

the connection,

181. (New) The method of claim 180, wherein the first duration is based on previous

metadata previously exchanged with the node.

182. (New) The method of claim 180, wherein the first duration is based on previous
metadata previously exchanged with the node during a connection set up between the

apparatus and the node for a previous connection.

183. (New) The method of claim 180 wherein the protocol does not include a TCP-extension.

184. (New) The method of claim 180 wherein the protocol varies from request for
comments (RFC) 793 by including second information in a header of a connection packet sent

during the connection after the connection is set up, where the second information is not

50

Page 59 of 337



Inventor : Robert Paul Morris Attorney’s Docket No.: PMOR0120M
Application No. : 17/148,140 Page : 51 of 69

included in a RFC 793 header of a RFC 793 connection packet sent during a RFC 793 connection

after the RFC 793 connection is set up.

185. (New) The method of claim 180 wherein the protocol varies from TCP by including
second information in a header of a connection packet sent during the connection after the
connection is set up, where the second information is not included in a TCP header of a TCP

connection packet sent during a TCP connection after the TCP connection is set up.

186. (New) The method of claim 180 wherein the set up packet is not a synchronize (SYN)

packet.

187. (New) The method of claim 180 wherein the connection is at least partially deactivated,
by releasing, by the apparatus, a resource allocated for the connection, without signaling the

node in relation to the detection of the time period after detecting the time period.

188. (New) The method of claim 180 wherein the connection is at least partially deactivated

unilaterally by the apparatus.

189. (New) The method of claim 180 wherein the at least partial deactivation is in response
to the detection without sending any signal after the detection to the node to cause the at least

partial deactivation.

190. (New) The method of claim 180 wherein the time period is detected without utilizing

an acknowledgement timer that is reset based on a receipt of one or more acknowledgements.
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191. (New) The method of claim 180 wherein an end of the time period is detected without

utilizing an acknowledgement timer.

192. (New) The method of claim 180 wherein the time period is that during which no packet

is received that is unacknowledged.

193. (New) The method of claim 180 wherein the time period is that during which no packet

is sent by the apparatus to cause the node to respond.

194. (New) The method of claim 150, wherein the time period includes a second time period
that is of a first type of time period and that is detected based on a second duration, and

further comprising:

in response to detecting, based on a first duration and by the apparatus during at least a
portion of the connection including at least a portion of the connection set up, a first time
period of the first type of time period, at least partially deactivating, by the apparatus, the

connection;

in response to detecting, based on the second duration and by the apparatus after the
first duration is changed to the second duration, the second time period of the first type of time

period, at least partially deactivating, by the apparatus, the connection; and

in response to detecting, based on a third duration, a third time period of a second type

of time period, performing at least one action.
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195. (New) The method of claim 194, wherein the at least one action includes restarting a

timer utilized to detect the third time period.

196. (New) The method of claim 194, wherein the at least one action includes starting a timer

utilized to detect another time period of the second type of time period.

197. (New) The method of claim 194, wherein the at least one action does not include

connection deactivation.

198. (New) The method of claim 197, wherein the at least one action includes sending a

signal.

199. (New) The method of claim 198, wherein the third duration is determined based on a
first algorithm that is different from a second algorithm on which a determination of the second

duration is based.

200. (New) The method of claim 199, wherein the first duration is not negotiated between
the apparatus and the node during the connection set up, at least one aspect of the second
duration is negotiated during the connection set up between the apparatus and the node for
the connection, and at least one aspect of the third duration of the third time period is
negotiated during the connection set up between the apparatus and the node for the

connection.

201. (New) The method of claim 200, wherein the third time period is detected based on the

third duration, by being detected when no acknowledgement packet is received by the
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apparatus in the connection and processed as an acknowledgement, during the third duration,

for a sent packet sent by the apparatus in the connection.

202. (New) The method of claim 201, wherein the third time period is detected based on the
third duration, when an acknowledgement packet is received by the apparatus in the
connection and processed as an acknowledgement, during the third duration, for at least one

other sent packet sent by the apparatus in the connection.

203. (New) The method of claim 200, wherein the third time period is detected based on the
third duration, by being detected when an expected acknowledgement packet is not received
by the apparatus in the connection, during the third duration, for a sent packet sent by the

apparatus in the connection.

204. (New) The method of claim 200, wherein the third time period is detected only in
response to an acknowledgement packet not being received, for the third duration, in the

connection for a sent packet sent in the connection.

205. (New) The method of claim 200, wherein the third time period is detected in response
to no acknowledgement packet being received in the connection and processed as an

acknowledgement for a sent packet sent in the connection.

206. (New) The method of claim 200, wherein the third time period is detected utilizing a

timer that is not utilized to detect the first time period nor the second time period.
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207. (New) The method of claim 200, wherein the third time period is an acknowledgment

timeout period during which an expected acknowledgment for a sent packet is not received.

208. (New) The method of claim 200, wherein the third time period is an acknowledgement

timeout.

209. (New) The method of claim 200, wherein the second duration is determined using the

time period parameter field.

210. (New) The method of claim 200, wherein the second duration is determined based on

the third duration.

211. (New) The method of claim 200, wherein the third duration is determined based on the

second duration.

212. (New) The method of claim 200, wherein the third time period is detected based on the
third duration, by being detected when no acknowledgement packet is detected, by the
apparatus during the third duration, as being received and processed as an acknowledgement
in the connection to acknowledge a sent packet of a plurality of sent packets which are
associated with the third duration of the third time period and which are sent by the apparatus,
where the third duration starts for each of the plurality of sent packets when at least one of the
plurality of sent packets is sent, and where a single timer and a single timeout variable are

utilized for detecting the third time period in connection with the plurality of sent packets.

213. (New) The method of claim 194, wherein:
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the third time period is detected in response to no acknowledgement packet being
received in the connection and processed, during the third duration, to acknowledge a sent
packet sent in the connection, where the third duration starts in response to the sent packet

being sent;

the first duration is not capable of being negotiated between the apparatus and the
node for the connection during the connection set up, at least one aspect of the second
duration is capable of being negotiated between the apparatus and the node for the
connection, and at least one aspect of the third duration of the third time period is capable of

being negotiated between the apparatus and the node for the connection; and

the third time period is an acknowledgment timeout period.

214. (New) The method of claim 200, wherein the connection set up is for the protocol that

is not TCP, instead of TCP, based on code communicated utilizing TCP.

215. (New) The method of claim 214, and further comprising: sending the code utilizing

TCP.

216. (New) The method of claim 215, wherein the code is sent is sent utilizing TCP, the code

for communicating utilizing TCP and the protocol that is not TCP.
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217. (New) The method of claim 215, wherein the code is sent is sent utilizing TCP, the code
for communicating utilizing TCP and the protocol that is not TCP, such that, based on the code,

the node is capable of utilizing TCP or the protocol is utilized.

218. (New) The method of claim 215, wherein the code is sent utilizing TCP, the code for
communicating utilizing TCP and the protocol that is not TCP, such that, based on the code, the

node is capable of determining which of the TCP or the protocol is utilized.

219. (New) The method of claim 214, and further comprising: receiving the code utilizing

TCP.

220. (New) The method of claim 219, wherein the code is received utilizing TCP, the code

for communicating utilizing TCP and the protocol that is not TCP.

221. (New) The method of claim 219, wherein the code is received utilizing TCP, the code
for communicating utilizing TCP and the protocol that is not TCP, for permitting the apparatus,

based on the code, to utilize either TCP or the protocol that is not TCP.

222. (New) The method of claim 219, wherein the code is received utilizing TCP, the code
for communicating utilizing TCP and the protocol that is not TCP, for permitting the apparatus,

based on the code, to determine which of the TCP or the protocol is utilized.

223. (New) The method of claim 219, wherein the code is received from the node utilizing

TCP.
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224, (New) The method of claim 219, wherein the code is received from another node,

other than the node, utilizing TCP.

225. (New) The method of claim 219, wherein the code is received from another node
utilizing TCP, the code for permitting communication utilizing TCP and the protocol that is not
TCP, for permitting the apparatus, based on the code, to utilize either TCP or the protocol that
is not TCP.

226. (New) The method of claim 219, wherein the code is received from another node
utilizing TCP, the code for communicating utilizing TCP and the protocol that is not TCP, for
permitting the apparatus, based on the code, to determine which of the TCP or the protocol is

utilized.

227. (New) The method of claim 219, wherein the code is received from another node
utilizing TCP, the code for permitting communication utilizing TCP and the protocol that is not
TCP, for permitting the apparatus, based on the code, to automatically utilize either TCP or the

protocol that is not TCP.

228. (New) The method of claim 219, wherein the code is received from another node
utilizing TCP, the code for communicating utilizing TCP and the protocol that is not TCP, for
permitting the apparatus, based on the code, to automatically determine at least one aspect of

the TCP or the protocol.

229. (New) The method of claim 150, wherein the time period includes a second time period
that is of a first type of time period and that is detected based on a second duration, and

further comprising:
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in response to detecting, based on a first duration and by the apparatus during at least a
portion of the connection including at least a portion of the connection set up, a first time
period of the first type of time period, at least partially deactivating, by the apparatus, the

connection;

in response to detecting, based on the second duration and by the apparatus after the
connection set up, the second time period of the first type of time period, at least partially

deactivating, by the apparatus, the connection; and

in response to detecting, based on a third duration, a third time period of a second type
of time period, performing at least one action, where the third time period is detected based
on the third duration, by being detected when no acknowledgement packet is received by the
apparatus in the connection and processed as an acknowledgement, during the third duration,

for a sent packet sent by the apparatus in the connection;

wherein:

the protocol is not a TCP-extension;

the first duration is not capable of being negotiated between the apparatus and
the node for the connection during the connection set up, at least one aspect of the
second duration is capable of being negotiated between the apparatus and the node for
the connection, and at least one aspect of the third duration of the third time period is

capable of being negotiated between the apparatus and the node for the connection;
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the set up packet is not a synchronize (SYN) packet;

the first type of time period does not include a user timeout period; and

the first time period and the second time period are started in response to at

least one of a received packet or a transmitted packet.

230. (New) The method of claim 229, wherein the protocol varies from request for
comments (RFC) 793 by including second information in a header of a connection packet sent
during the connection after the connection is set up, where the second information is not
included in a RFC 793 header of a RFC 793 connection packet sent during a RFC 793 connection

after the RFC 793 connection is set up.

231. (New) The method of claim 229, wherein the protocol varies from TCP by including
second information in a header of a connection packet sent during the connection after the
connection is set up, where the second information is not included in a TCP header of a TCP

connection packet sent during a TCP connection after the TCP connection is set up.

232. (New) The method of claim 212, wherein at least one of:

the at least one action includes at least partial closure of the connection;
the receiving, the identification, and the determination are acts;

the at least one action includes a closure of the connection;

the at least one action does not include a closure of the connection;
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the at least one action does not include any part of a closure of the connection;
the apparatus includes a particular node;

the apparatus includes a device, including a network interface, that is a component of the

apparatus;

the apparatus includes a network interface that is a component of the apparatus;
the apparatus includes a web server;

the timer includes a hardware timer;

the timer includes a software timer;

the set up packet is an initial non-TCP packet;

the set up packet is first-in-time;

the time period parameter field is part of a data portion in the set up packet;

the time period parameter field is part of a header of the set up packet;

the set up packet is informational;

the connection includes one or more features of TCP, and one or more features not of TCP;

the set up packet includes one or more features of a TCP packet, and one or more features not

of a TCP packet;

the connection includes one or more features of a TCP connection, and one or more features

not of a TCP connection;

the first duration for detecting the first type of time period is based on the first information, by

the first information identifying the first duration;

the first duration for detecting the first type of time period is based on the first information, by

the first information specifying the first duration;
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the first duration for detecting the first type of time period is based on the first information, by

the first information identifying at least one generator for generating the first duration;

only the first duration for detecting the first type of time period is based on the first

information;

the second duration of the second time period is different from the duration of the first time

period;

the second duration of the second time period is the same as the duration of the first time

period;
the third duration of the third time period is different from the duration of the first time period;
the third duration of the third time period is the same as the duration of the first time period;

the third duration of the third time period is different from the duration of the second time

period;

the third duration of the third time period is the same as the duration of the second time

period;
the set up packet also includes data for use in determining the first time period;

the first information includes a first value representative of the first duration of the first time

period, and a second value representative of the second duration of the second time period;

the first information includes a first value representative of the first duration of the first time
period, and identification of a generator for generating a second value representative of the

second duration of the second time period,;

the first information includes identification of a generator for generating a first value
representative of the first duration of the first time period, and for generating a second value

representative of the second duration of the second time period;

the first information includes identification of a first generator for generating a first value

representative of the first duration of the first time period, and identification of a second
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generator for generating a second value representative of the second duration of the second

time period;

the first time period is detected in a first use scenario without the second nor third time periods
being detected, the second time period is detected in a second use scenario without the first
nor third time periods being detected, the third time period is detected in a third use scenario
without the first nor second time periods being detected, and neither the first, second, nor

third time periods are detected in a fourth use scenario;

the first duration of the first time period is determined based on the first information, after

identifying the first information;

the first duration of the first time period is determined based on the first information, before

setting up the connection;

the first duration of the first time period is determined based on the first information, during

setting up the connection;

the first duration of the first time period is determined based on the first information, after

setting up the connection;

the first time period is triggered by one or more non-duration-related criteria that triggers the

second time period;

the first time period is triggered by the same one or more non-duration-related criteria that

triggers the second time period;

the first time period is triggered by different one or more non-duration-related criteria than

that which triggers the second time period;

the first time period is that during which no packet is received in the connection nor expected

to be received;

the first time period is that during which no packet is received in the connection;
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the third time period is triggered by one or more non-duration-related criteria that triggers the

second time period;

the third time period is triggered by the same one or more non-duration-related criteria that

triggers the second time period;

the third time period is triggered by different one or more non-duration-related criteria than

that which triggers the second time period;

the third time period is that during which no packet is received in the connection nor expected

to be received;

the third time period is that during which no packet is received in the connection;
the first metadata is based on the first information;

the change occurs while detection of the first time period is attempted,;

the change occurs via a negotiation;

the second time period is a changed version of the first time period;

the second time period is a changed instance of the first time period;

the first time period and the second time period have at least one additional difference, in

addition to duration, despite both being of the first type of time period;

the first time period and the second time period do not have at least one additional difference,

in addition to duration;
the second time period is determined based on the first information;

the first duration of the first time period is negotiated between the apparatus and the node for

the connection, during the connection set up;

the connection set up includes all communications that precede completion of the connection

set up;

the duration of the second time period is determined based on the first information;
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the duration of the third time period is determined based on the first information;

the first and second time periods are of a same duration;

the first and second time periods are of a different duration;

the first and second time periods are different instances of the same type of time period;

the first and second time periods are of the same type of time period, but are applied at

different times during the connection;

the first duration of the first time period is determined by being negotiated;

the second duration of the second time period is determined by being negotiated;

the third duration of the third time period is determined by being negotiated;

the first metadata is also for use in determining the second duration of the second time period;
the first metadata is not for use in determining the second duration of the second time period,;
the first metadata is also for use in determining the third duration of the third time period;

the first metadata is not for use in determining the third duration of the third time period;

the first metadata describes a definition of at least one duration;

the first metadata defines at least one duration;

the first metadata includes at least one duration;

the first metadata describes a definition of at least one time period;

the first metadata describes other data that defines at least one duration;

the first metadata describes other data that defines at least one time period,;

the first metadata describes other criteria-related data that defines at least one time period;
the first metadata describes duration data that defines at least one time period;

the first metadata describes duration criteria-related data that defines at least one time period,;
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the at least portion of the connection includes only a subset of setting up the connection;
the at least portion of the connection includes an entirety of setting up the connection;

the at least portion of the connection set up includes one or more packet exchanges that occur

after the set up packet is sent;

the at least portion of the connection set up includes one or more packet exchanges that occur

after the set up packet is sent prior to completion of the connection set up;
the set up packets are non-TCP;
the set up packets are non-TCP by not being required by any TCP standard specification;

the first time period is detected based on the first duration, by being detected when packet

activity or a lack thereof meets one or more criteria for a span of the first duration;

the second time period is detected based on the second duration, by being detected when

packet activity or a lack thereof meets one or more criteria for a span of the second duration;
the first type of time period includes an idle time period type;
the first and second time periods of the first type of time period differ only in duration;

the first and second time periods of the first type of time period are capable of differing in

duration, but may have a same duration;

the first and second time periods of the first type of time period are capable of differing only in

duration, but may have a same duration;

the first and second time periods of the first type of time period differ in duration and at least

one criteria involving packet activity or a lack thereof over a duration span;

the first and second time periods of the first type of time period are capable of differing in
duration and further differ in at least one criteria involving packet activity or a lack thereof over

a duration span;

the set up packet includes a portion of data sent at any layer;
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the set up packet includes a frame;
the set up packet is a non-TCP frame;

the first time period is started in response to a received packet and the second time period are

started in response to a sent packet;

the first time period is started in response to a sent packet and the second time period are

started in response to a received packet;

the first time period is started in response to a received packet and the second time period are

started in response to a received packet;

the first time period is started in response to a sent packet and the second time period are

started in response to a sent packet;
the first time period and the second time period are started in response to different packets;

the first time period and the second time period are started in response to different types of

packets; or
the protocol that is not TCP is a non-TCP protocol;

the protocol that is not TCP is a TCP a variant.

233. (New) An apparatus comprising:

a non-transitory memory means storing instructions means; and

one or more processor means in communication with the non-transitory
memory means, wherein the one or more processor means execute the instructions

means to:
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receive, by the apparatus from a node, a set up packet during a setup of a
connection, the set up packet for use in a protocol that is not transmission

control protocol (TCP);

identify first metadata in a time period parameter field in the set up
packet, for a time period, where, as a result of a detection of the time period,

the connection is at least partial deactivated; and

determine, based on the first metadata, a timeout attribute associated

with the connection.
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Remarks:

On 3/30/2021, applicant filed an amendment in response to the communication mailed
3/29/2021. On 4/16/2021, the Notice of Allowance was mailed. Applicant respectfully notes
that the claims mentioned in the Notice of Allowance do not reflect the new claims added in
the communication mailed 3/30/2021. This appears to be an inadvertent error on the part of
the Examiner. Thus, a supplemental Notice of Allowance and entry of the new claims of

applicant’s 3/30/2021 amendment (replicated below) are respectfully requested.

No new matter has been added. If it is determined that a telephone conference would expedite
the prosecution of this application, the Examiner is invited to telephone the undersigned at the

number given below.
Applicant believes no fee is due with this response. However, if a fee is due, please charge our
Deposit Account No. 50-5939, under Order No. PMOR0120M from which the undersigned is

authorized to draw.

Respectfully submitted,

Dated: 16 Apr 2021
The Caldwell Firm, LLC Patrick E. Caldwell, Esq.

PO Box 59655 Reg. No. 44,580
Dallas, Texas 75229-0655

Telephone: (214) 734-2313

pcaldwell@thecaldwellfirm.com
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cormeciivm, the et wp packet iy tee 0 7 prodoco! that B v imnsmission conirgd
protocol (TOPY, identdy Birst metadala i a ime penod parameter fisld it the sel up
packet, fw a3 e perod, where, a8 a sl of a delection of the e periad, the
connecton & & feast parbaly degclivaled, and delenmine, basad on the fust

metadata, & fmeout alvitite associated with e conbection foaim 4L

In response, applicant respectfully points out that features of at least some of the independent
claims (e.g., 1, 14, 150, and 233) are not necessarily the same as those the Examiner has
highlighted above. For example, Claim 1 includes “set up a connection, by sending, from the
apparatus to a node, the set up packet to provide the first metadata to the node, for use by the
node in determining a timeout attribute associated with the connection,” in the context

claimed.
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Applicant notes as well that claims 28-233 that were filed 2021-03-30 in applicant’s last

response have not yet been entered. A 312 amendment is being filed herewith as well.

As additional, non-exhaustive examples, Claims 1, 14, 150, and 233 recite the following,

respectively:

1. An apparatus comprising:

a non-transitory memory storing instructions; and

one or more processors in communication with the non-transitory memory,

wherein the one or more processors execute the instructions to:
identify first information;
generate, based on first information, a set up packet including a time
period parameter field identifying first metadata, the set up packet for use in a
protocol that is not transmission control protocol (TCP);
set up a connection, by sending, from the apparatus to a node, the set up
packet to provide the first metadata to the node, for use by the node in

determining a timeout attribute associated with the connection;

detect, by the apparatus, a time period during which no packet is

received in the connection and processed to keep the connection active; and

in response to detecting the time period, at least partially deactivate, by

the apparatus, the connection.
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14.

150.
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An apparatus comprising:

a non-transitory memory storing instructions; and

one or more processors in communication with the non-transitory memory,

wherein the one or more processors execute the instructions to:

receive, by the apparatus from a node, a set up packet during a setup of a
connection, the set up packet for use in a protocol that is not transmission

control protocol (TCP);

identify first metadata in a time period parameter field in the set up
packet, for a time period, where, as a result of a detection of the time period,

the connection is at least partially deactivated; and

determine, based on the first metadata, a timeout attribute associated

with the connection.

A method, comprising:

at an apparatus:

receiving, by the apparatus from a node, a set up packet during a setup of
a connection, the set up packet for use in a protocol that is not transmission

control protocol (TCP);

identifying first metadata in a time period parameter field in the set up
packet, for a time period, where, as a result of a detection of the time period,
the connection is at least partially deactivated; and

4
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determining, based on the first metadata, a timeout attribute associated

with the connection.

233. An apparatus comprising:

a non-transitory memory means storing instructions means; and

one or more processor means in communication with the non-transitory
memory means, wherein the one or more processor means execute the instructions

means to:

receive, by the apparatus from a node, a set up packet during a setup of a
connection, the set up packet for use in a protocol that is not transmission

control protocol (TCP);

identify first metadata in a time period parameter field in the set up
packet, for a time period, where, as a result of a detection of the time period,

the connection is at least partial deactivated; and

determine, based on the first metadata, a timeout attribute associated

with the connection.

Clearly, at least some of the independent claims are not necessarily limited to the features that
the Examiner has noted in the Examiner’s Statement of Reasons for Allowance, as noted above
(by way of example only). Instead, each of the claims should only be limited by the language

existing therein.
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Further, although Applicant agrees with the Examiner's conclusion that these claims are
allowable, Applicant notes that the claims may be allowable for reasons other than those
identified by the Examiner and does not concede that the Examiner's characterizations of the
terms of the claims and the prior art are correct. Each of the claims stands on its own merits
and is patentable because of the combination it recites and not because of the presence or

absence of any one particular element.
The Examiner’s Statement was not prepared by Applicant and only contains the Examiner’s
possible positions in one or more reasons for allowability. Thus, any interpretation with respect

to the Examiner’s Statement of Reasons for Allowance should not be imputed to the Applicant.

Respectfully submitted,

Dated: 16 Apr 2021
The Caldwell Firm, LLC Patrick E. Caldwell, Esq.

PO Box 59655 Reg. No. 44,580
Dallas, Texas 75229-0655

Telephone: (214) 734-2313

pcaldwell@thecaldwellfirm.com
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submission of the attached form related to a patent application or patent. Accordingly, pursuant to the requirements
of the Act, please be advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)
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Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of
settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting
a request involving an individual, to whom the record pertains, when the individual has requested assistance
from the Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having
need for the information in order to perform a contract. Recipients of information shall be required to comply
with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

7. Arecord from this system of records may be disclosed, as a routine use, to the Administrator, General Services,
or his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility
to recommend improvements in records management practices and programs, under authority of 44 U.S.C.
2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection
of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall
not be used to make determinations about individuals.

8. Arecord from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed
in an application which became abandoned or in which the proceedings were terminated and which application
is referenced by either a published application, an application open to public inspection or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.

Page 94 of 337



Application No. Applicant(s)
. . 17/148,140 Morris, Robert Paul
Notice of Allowability Examiner ArtUnit | AIA (FITF) Status
Moustafa M Meky 2457 No

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included

herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1.} This communication is responsive to the terminal disclaimer filed 03/30/2021.

[3J A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on .

2. An election was made by the applicant in response to a restriction requirement set forth during the interview on ; the
restriction requirement and election have been incorporated into this action.

3. The allowed claim(s) is/are 1-27 . As aresult of the allowed claim(s), you may be eligible to benefit from the Patent Prosecution
Highway program at a participating intellectual property office for the corresponding application. For more information, please see
http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov.

4[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).

Certified copies:
a) LJAl by (JSome  *c) [J None of the:
1. [J Certified copies of the priority documents have been received.
2. [J Certified copies of the priority documents have been received in Application No.
3. [J Copies of the certified copies of the priority documents have been received in this national stage application from the
International Bureau (PCT Rule 17.2(a)).

* Certified copies not received:

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5.] CORRECTED DRAWINGS (as "replacement sheets") must be submitted.

(J including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper No./Mail Date .

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of each
sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6. DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)

1.0 Notice of References Cited (PTO-892) 5. (O Examiner's Amendment/Comment

2.[¥) Information Disclosure Statements (PTO/SB/08), 6. ¥} Examiner's Statement of Reasons for Allowance
Paper No./Mail Date 03/30/2021.

3.0 Examiner's Comment Regarding Requirement for Deposit 7. (J Other .

of Biological Material
4.0 Interview Summary (PTO-413),
Paper No./Mail Date.
/MOUSTAFA M MEKY/
Primary Examiner, Art Unit 2457

U.S. Patent and Trademark Office :
PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 20210409
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Application/Control Number: 17/148,140 Page 2
Art Unit: 2457

Notice of Pre-AlA or AIA Status
The present application is being examined under the pre-AlA first to invent provisions.
1. Claims 1-27 are allowable in view of the prior art of record.
Reasons for Allowance
2. The following is an examiner’s statement of reasons for allowance: None of the prior art
of record taken singularly or in combination teaches or suggests:

e generate, based on first information, a set up packet including a time period
parameter field identifying first metadata, the set up packet for use in a protocol that
is not transmission control protocol (TCP); set up a connection, by sending, from
apparatus to a node, the set up packet to provide the first metadata to the node, for
use by the node in determining a timeout attribute associated with the connection;
detect, by the apparatus, a time period during which no packet is received in the
connection and processed to keep the connection active; and
in response to detecting the time period, at least partially deactivate, by the
apparatus, the connection [claim 1]; and

e receive, by an apparatus from a node, a set up packet during a setup of a
connection, the set up packet for use in a protocol that is not transmission control
protocol (TCP); identify first metadata in a time period parameter field in the set up
packet, for a time period, where, as a result of a detection of the time period, the
connection is at least partially deactivated; and determine, based on the first
metadata, a timeout attribute associated with the connection [claim 14].

Any comments considered necessary by applicant must be submitted no later than the payment
of the issue fee and, to avoid processing delays, should preferably accompany the issue fee.
Such submissions should be clearly labeled “Comments on Statement of Reasons for

Allowance.”
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Application/Control Number: 17/148,140 Page 3
Art Unit: 2457

3. Any inquiry concerning this communication or earlier communications from the
examiner should be directed to Moustafa M Meky whose telephone number is (571)272-4005.
The examiner can normally be reached on Monday-Friday 9AM-5PM.

Examiner interviews are available via telephone, in-person, and video conferencing
using a USPTO supplied web-based collaboration tool. To schedule an interview, applicant is
encouraged to use the USPTO Automated Interview Request (AIR) at
http://www.uspto.gov/interviewpractice.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Ario Etienne can be reached on 571-272-4001. The fax phone number for the
organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the Patent
Application Information Retrieval (PAIR) system. Status information for published applications
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished
applications is available through Private PAIR only. For more information about the PAIR
system, see https://ppair-my.uspto.gov/pair/PrivatePair. Should you have questions on access
to the Private PAIR system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-
free). If you would like assistance from a USPTO Customer Service Representative or access to

the automated information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/MOUSTAFA M MEKY/
Primary Examiner, Art Unit 2457 04/09/2021
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The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.8.C. 552} and the Privacy Act (5 U.5.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 UU.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant {i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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File Listing:

Document
Number

Document Description

File Name

File Size(Bytes)/
Message Digest

Multi
Part /.zip

Pages
(if appl.)

Non Patent Literature

RFC1072.pdf

63380

4d2c4bd8f9e4 1097f3e9ff8246452a292a60)|
6a74

no

16

Warnings:

Information:

Non Patent Literature

RFC1131.pdf

1045032

f459b3dd048c296846ae1c85f4d96e03bafal

no

107

Warnings:

Information:

Non Patent Literature

RFC1323.pdf

112206

32878ae5364ba6fdb2ffd0632ae73dd9b9c

no

37

Warnings:

Information:

Non Patent Literature

RFC2018.pdf

54945

c815062fb089fbe6cc514cf973d6d51e0638|
7673

no

12

Warnings:

Information:

Non Patent Literature

RFC2026.pdf

111285

61146d7d7bf77457edc3b08632b2c62a6c 1|
730e

no

36

Warnings:

Information:

Non Patent Literature

RFC2418.pdf

90444

5e857e08ee818b4be4276a80ae6e8cd612
022e

no

26

Warnings:

Information:
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680960

7 Non Patent Literature TCPKindnumbers.pdf no 1
5453900de609fb07f6bbas505e35ced 1ff0d 8}

Warnings:

Information:

162860

8 Non Patent Literature TCPMIETF60.pdf no 13

ee319522c4d882d7eb2353¢3926a93a2694
f31c0

Warnings:

Information:

2393736

9 Non Patent Literature ZamfirThesis.pdf no 99
d76fbad318dc153d03ab32db44f9feccIsc

Warnings:

Information:

30270

10 Fee Worksheet {(SB06) fee-info.pdf no 2

08fb2d2574a730d32ff5a1f5387d2adasdef|
e612

Warnings:

Information:

Total Files Size (in bytes)% 4745118

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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PTO/SB/26

Doc Code: DIST.E.FILE U.S. Patent and Trademark Office

Document Description: Electronic Terminal Disclaimer - Filed Department of Commerce
Electronic Petition Request TERMINAL DISCLAIMER TO OBVIATE A DOUBLE PATENTING REJECTION OVER A

“PRIOR” PATENT

Application Number 17148140
Filing Date 13-Jan-2021
First Named Inventor Robert Morris
Attorney Docket Number PMORO120M

Title of Invention

METHODS, SYSTEMS, AND COMPUTER PROGRAM PRODUCTS FOR SHARING
INFORMATION FOR DETECTING A TIME PERIOD

X Filing of terminal disclaimer does not obviate requirement for response under 37 CFR 1.111 to outstanding
Office Action

This electronic Terminal Disclaimer is not being used for a Joint Research Agreement.

Owner Percent Interest

Jenam Tech, LLC 100%

The owner(s) with percent interest listed above in the instant application hereby disclaims, except as provided below, the
terminal part of the statutory term of any patent granted on the instant application which would extend beyond the expiration
date of the full statutory term of prior patent number(s)

8219606

as the term of said prior patent is presently shortened by any terminal disclaimer. The owner hereby agrees that any patent so
granted on the instant application shall be enforceable only for and during such period that it and the prior patent are commonly
owned. This agreement runs with any patent granted on the instant application and is binding upon the grantee, its successors
or assigns.

In making the above disclaimer, the owner does not disclaim the terminal part of the term of any patent granted on the instant
application that would extend to the expiration date of the full statutory term of the prior patent, "as the term of said prior patent
is presently shortened by any terminal disclaimer,” in the event that said prior patent later:

- expires for failure to pay a maintenance fee;

- is held unenforceable;

- is found invalid by a court of competent jurisdiction;

- is statutorily disclaimed in whole or terminally disclaimed under 37 CFR 1.321;

- has all claims canceled by a reexamination certificate;

- is reissued; or

- is in any manner terminated prior to the expiration of its full statutory term as presently shortened by any terminal disclaimer.

O Terminal disclaimer fee under 37 CFR 1.20(d) is included with Electronic Terminal Disclaimer request.
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@ | certify, in accordance with 37 CFR 1.4(d)(4), that the terminal disclaimer fee under 37 CFR 1.20(d)
required for this terminal disclaimer has already been paid in the above-identified application.

THIS PORTION MUST BE COMPLETED BY THE SIGNATORY OR SIGNATORIES

| certify, in accordance with 37 CFR 1.4(d)(4) that | am:

® An attorney or agent registered to practice before the Patent and Trademark Office who is of record in
this application

Registration Number 44580

(O Asoleinventor

O A joint inventor; | certify that | am authorized to sign this submission on behalf of all of the inventors as evidenced by the
power of attorney in the application

(O Ajointinventor; all of whom are signing this request

Signature /Patrick Caldwell/

Name Patrick Caldwell

*Statement under 37 CFR 3.73(b) is required if terminal disclaimer is signed by the assignee (owner).
Form PTO/SB/96 may be used for making this certification. See MPEP § 324.
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Doc Code: DISQ.E.FILE
Document Description: Electronic Terminal Disclaimer — Approved

Application No.: 17148140
Filing Date: 13-Jan-2021

Applicant/Patent under Reexamination: Morris

Electronic Terminal Disclaimer filed on  March 30, 2021

X APPROVED

This patent is subject to a terminal disclaimer

1 DISAPPROVED

Approved/Disapproved by: Electronic Terminal Disclaimer automatically approved by EFS-Web

U.S. Patent and Trademark Office
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Electronic Acknowledgement Receipt

EFS ID: 42327412

Application Number: 17148140

International Application Number:

Confirmation Number: 7968

METHODS, SYSTEMS, AND COMPUTER PROGRAM PRODUCTS FOR SHARING

Title of Invention: INFORMATION FOR DETECTING A TIME PERIOD

First Named Inventor/Applicant Name: Robert Paul Morris
Customer Number: 92045
Filer: Patrick Edgar Caldwell

Filer Authorized By:

Attorney Docket Number: PMOR0120M
Receipt Date: 30-MAR-2021
Filing Date: 13-JAN-2021
Time Stamp: 23:48:15
Application Type: Utility under 35 USC 111(a)

Payment information:

Submitted with Payment no
File Listing:
Document Document Description File Name File Slze(B){tes)/ Multl' ‘Pages
Number Message Digest | Part/.zip| (ifappl.)
31947
1 Terminal Disclaimer-Filed (Electronic) eTerminal-Disclaimer.pdf no 2
303411c7dac5d3fe047c6692c2b52e22052|

130cc

Warnings:
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Information:

Total Files Size (in bytes)# 31947

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR

1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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Under the Paperwork Reduction Act of 1995, no persons are req

PTO/SB/06 (09-11)

Approved for use through 1/31/2014. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

ired to respond to a collection of information unless it displays a valid OMB control number.

Application or Docket Number Filing Date
PATENT APPLIC%I;gmtEEFFgEEEg-?;yATION RECORD 177148 140 011132001 (3o be Mailed
ENTITY: LARGE [JsmALL [JMICRO

APPLICATION AS FILED - PART |

(Column 1) (Column 2)
FOR NUMBER FILED NUMBER EXTRA RATE ($) FEE ($)
(] BASIC FEE N/A N/A N/A
(37 GFR 1.16(a), (b), or (c))
(L] SEARCH FEE
(37 GFR 1.16(k), (i), or (m)) N/A N/A N/A
(LJ EXAMINATION FEE N/A N/A N/A
(37 GFR 1.16(0), (p), or (q))
TOTAL CLAIMS . " _
(37 GFR 1.16(i)) minus 20 = x $100 -
INDEPENDENT CLAIMS ) .
(37 CFR 1.16(h)) minus 3 = x $480 -
If the specification and drawings exceed 100 sheets
of paper, the application size fee due is $310 ($155
DST:';LIE?E(O;\)‘ SIZE FEE (37 for small entity) for each additional 50 sheets or
10ls fraction thereof. See 35 U.S.C. 41(a)(1)(G) and 37
CFR 1.16(s).
() MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16()))
* If the difference in column 1 is less than zero, enter "0" in column 2. TOTAL
APPLICATION AS AMENDED - PARTII
(Column 1) (Column 2) (Column 3}
CLAIMS HIGHEST
- 03/30/2021 §E¥EAF:N'NG ggg\ﬁg%sw PRESENT EXTRA RATE ($) ADDITIONAL FEE ($)
E AMENDMENT PAID FOR
| o e 227 minus | =+ 197 -30 x $100 = 3000
Z | Independent * : xx — —
g (370F%1.16(h)) 4 Minus 4 =0 x $480 = 0
< J Application Size Fee (37 CFR 1.16(s))
D FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR
1.16())
TOTAL ADD'L FEE 3000
(Column 1) (Column 2} (Column 3}
CLAIMS HIGHEST
REX"F’}'E';{NG PRNELill\I/lOBUESRLY PRESENT EXTRA RATE ($) ADDITIONAL FEE ($)
E AMENDMENT PAID FOR
L | Total * i *x 0
S | B7CFR1160) Minus = X $U =
O | Independent . - e - _
E (37 CFF;HJG(h)) Minus = x $0 =
> ] Application Size Fee (37 CFR 1.16(s))
< [_] FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR
1.16())
TOTAL ADD'L FEE
* If the entry in column 1 is less than the entry in column 2, write "0" in column 3. SLIE
** If the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20". /ADRIENE D. SELLMAN/
*** |If the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3".

The "Highest Number Previously Paid For" (Total or Independent) is the highest number found in the appropriate box in column 1.

This collection of information is required by 37 CFR 1.16. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering,
preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.

Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS

ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
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Doc cede: IDS PTO/SB/08a (02-18)}

Lo . . . Approved for use through 11/30/2020. OMB 0651-0031
Doc description: Information Disclosure Statement (IDS) Filed U.S. Patent and Trademark Cffice: U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Application Number 17148140
Filing Date P021-01-13

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submissicn under 37 CFR 1.98)

First Named Inventor ‘ Robert Paul Morris

Art Unit 2457

Examiner Name | MEKY, MOUSTAFA M
Attorney Docket Number | PMORO0120M

U.S.PATENTS Remove

. . ) . Pages,Columns,Lines where
E)_(gm*lner Cite Patent Number Kind Issue Date Na".”e of Patentee or Applicant Relevant Passages or Relevant
Initial No Code! of cited Document )

Figures Appear
1
If you wish to add additional U.S. Patent citation information please click the Add button. Add
U_S.PATENT APPLICATION PUBLICATIONS Remove
Examiner| .. Publication Kind | Publication Name of Patentee or Applicant Pages,Columns,Lines where
o1k Cite No . Relevant Passages or Relevant
Initial Number Code’| Date of cited Document

Figures Appear

If you wish to add additional U.S. Published Application citation information please click the Add button| Add

FOREIGN PATENT DOCUMENTS Remove
Name of Patentee or Pages,Columns,Lines
Examiner| Cite | Foreign Document Country Kind | Publication Apblicant of cited where Relevant Ts
Initial™ No | Number3 Code2i Code#| Date P Passages or Relevant
Document .
Figures Appear

If you wish to add additional Foreign Patent Document citation information please click the Add button | Add

NON-PATENT LITERATURE DOCUMENTS Remove
. . | Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
Examiner| Cite S . . :
it (book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s), TS
Initials No . - .
publisher, city and/or country where published.

EFS Web 2.1.18
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Application Number 17148140
Filing Date 2021-01-13
INFORMATION DISCLOSURE First Named Inventor ‘ Robert Paul Morris
STATEMENT BY APPLICANT I — S
( Not for submissicn under 37 CFR 1.99)
Examiner Name ‘ MEKY, MOUSTAFA M
Attorney Docket Number | PMORO0120M
1 Dffice Action Summary in U_S. Pat. App. No. 17148824
> Palm Treo 650 Manual, published in 2004, available at hitps://www wireless.att.com/download/phone_manual/
reo_650_pdf.
3 Postel, J. "The TCP Maximum Segment Size and Related Topics," Network Working Group, RFC 879, available at
https:/ftools ietf.org/htmi/rfc879
4 Postel, John{ed.), Editor; "Transmission Control Protocol - DARPA Internet Protocol Specification™, RFC 793, USC/
Information Sciences Institute, http:/ftools ietf org/rfc/irfc793 txt, September 1981
5 Protocol Enhancements for Intermittently Connected Hosts, Schitz et al.,, ACM SIGCOMM Computer Communication
Review, Vol. 35, Number 2, July 2005, published in July 2005.
Real-Time Transport Protocol (RTP) Payload Format and File Storage Format for the Adaptive Multi-Rate (AMR) and
6 P daptive Multi-Rate Wideband (AMR-WB) Audio Codecs (aka Framing Parameters for GAN) (“RFC 32677), published
In June 2002, available at https://tocls ietf org/htmlirfc3267.
7 Requirements for Intemet Hosts - Communication Layers RFC 1122 (“RFC 1122%), published in October 1989,
Bvailable at https:/ftools ietf org/html/rfc1122.
8 Roskind, Jim "Multiplexed Stream Transport Over UDP," QUIC, 12/2/2013, 51 pages
9 5. Bradner "IETF Working Group Guidelines and Procedures,” Network Working Group, RFC 2418, Sept 1998
10 5. Bradner, "The Internet Standards Process -- Revision 3" Network Working Group, RFC 2026
11 Stream Control Transmission Protocel (SCTP) — (*SCTP”) RFC 2960, R. Stewart et al., published in October 2000,
Bvailable at hitps:/ftools.ietf.org/html/rfc2960.

EFS Web 2.1.18
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Application Number 17148140
Filing Date 2021-01-13

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submissicn under 37 CFR 1.99)

First Named Inventor ‘ Robert Paul Morris

Art Unit | 2457
Examiner Name | MEKY, MOUSTAFA M
Attorney Docket Number | PMORO0120M

Sun Blade 1000 and Sun Blade 2000 Getting Started Guide, Part No. 816-3216-10, published in January 2002,

12 Bvailable at https://docs oracle.com/cd/E19127-01/blade 1000 ws/816-3216-10/816-3216-10_pdf.

13 ||l Bova et al. "Reliable UDP Protocol" (Internet-Draft for the Internet Engineering Task Force, dated Fab 25, 1999

ITCP Aboert Timeout Option (draft-eggert-tcpm-tcp-abort-timeout-option-00), published April 14, 2004, available at

14 https:/ftools ietf.org/htmil/draft-eggert-tcpm-tcp-abort-timeout-option-00

15 |[TCP User Timeout Option RFC 5482, published in March 2009, available at https:/ftools.ietf org/html/rfc5482

16 ITCP/IP lllustrated, Volume 1: The Protocols, W. Richard Stevens, published in 1994.

IThe Federal Networking Council, The Networking and Information Technology Research and Development Program,

7 Dct 10, 1997, available at https-//www.nitrd.gov/historical/fnc-material.aspx

18 |[Transmission Control Protocol RFC 793, published in September 1981, available at https:/ftools.ietf.org/html/rfc793.

If you wish to add additional non-patent literature document citation information please click the Add button| Add
EXAMINER SIGNATURE

Examiner Signature Date Considered ‘

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 809. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO

Standard ST.3). 3 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. 3 Applicant is to place a check mark here if
English language translation is attached.

EFS Web 2.1.18
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Application Number 17148140

Filing Date 2021-01-13

INFORMATION DISCLOSURE

First Named Inventor ‘ Robert Paul Morris

STATEMENT BY APPLICANT | o7

( Not for submissicn under 37 CFR 1.99)
Examiner Name | MEKY, MOUSTAFA M

Attorney Docket Number |PMOR0120M

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s):

That each item of information contained in the information disclosure statement was first cited in any communication
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[] any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

See attached certification statement.
X The fee set forth in 37 CFR 1.17 {p) has been submitted herewith.

X A certification statement is not submitted herewith.

SIGNATURE
A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature {Patrick Caldwell/ Date (YYYY-MM-DD) 2021-03-30

Name/Print Patrick Caldwell Registration Number )44580

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.§.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.

EFS Web 2.1.18
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Privacy Act Statement

1.

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: {1) the general authority for the collection of this information is 35 U.8.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U_S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.8.C. 552} and the Privacy Act (5 U.5.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 UU.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant {i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.

EFS Web 2.1.18
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Application of: Confirmation No.: 7968
Robert Paul Morris Examiner: MEKY, Moustafa M.

Application No.: 17/148,140 Art Unit: 2457

File Date: 1-21-2021 Docket No.: PMOR0120M

Title: METHODS, SYSTEMS, AND COMPUTER | Date: March 30, 2021
PROGRAM PRODUCTS FOR SHARING
INFORMATION FOR DETECTING A TIME
PERIOD

INFORMATION DISCLOSURE STATEMENT
UNDER 37 CFR §§ 1.56 AND 1.97(b)

Commissioner for Patents
P.O. Box 1450
Alexandria VA 22313-1450

Examiner:

The reference(s) listed in the attached PTO Form 1449, cop(ies) of which is attached (when
necessary), may be material to examination of the above-identified patent application.
Applicants submit the reference(s) in compliance with their duty of disclosure pursuant to 37
CFR §§ 1.56 and 1.97. The Examiner is requested to make the reference(s) of official record in

this application.
This Information Disclosure Statement is not to be construed as a representation that a search

has been made, that additional information material to the examination of this application does

not exist, or that the reference(s) indeed constitutes prior art.
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Information Disclosure Statement

Additionally, one or more patents (e.g. 9923995, 9923996, 10069945, 10075564, 10075565,
10375215, 10306026, 10742774, 10951742) are (or were) the subject of litigation (EDTX 4:19-
cv-00250; EDTX 4:19-cv-00249; EDTX 4:20-cv-00279; WDTX 6:20-cv-00453; WDTX 6:21-cv-
00271). Additionally, one or more patents (e.g. 9923995, 10375215, 10075564, 10075565) are
the subject of pending Inter Partes Review (IPR2020-00742; IPR2020-00845; IPR2021-00628;
IPR2021-00629; IPR2021-00627; IPR2021-00630), the first two of which have been instituted.
Further, Claims 25, 26, and 28 of 9923995 have been disclaimed.

This Information Disclosure Statement is being filed after the mailing date of a non-final Office
Action. Accordingly, applicants are including payment in the amount of $260.00 for the fee due
in connection with the filing of this Information Disclosure Statement. However, if it is
determined that any additional fees are due, the Commissioner is hereby authorized to charge

such fees or credit any overpayment to Deposit Account 50-4964.

Respectfully submitted,

Dated: 30 Mar 2021
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CLAIMS

Amended claims follow:

1. (Original) An apparatus comprising:

a non-transitory memory storing instructions; and

one or more processors in communication with the non-transitory memory,

wherein the one or more processors execute the instructions to:

identify first information;

generate, based on first information, a set up packet including a
time period parameter field identifying first metadata, the set up packet for
use in a protocol that is not transmission control protocol (TCP);

set up a connection, by sending, from the apparatus to a node, the
set up packet to provide the first metadata to the node, for use by the
node in determining a timeout attribute associated with the connection;

detect, by the apparatus, a time period during which no packet is
received in the connection and processed to keep the connection active;

and

in response to detecting the time period, at least partially
deactivate, by the apparatus, the connection.

2. (Original) The apparatus of claim 1 wherein the apparatus is configured such that
the protocol does not include a TCP-extension.
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3. (Original) The apparatus of claim 1 wherein the apparatus is configured such that
the protocol varies from request for comments (RFC) 793 by including second
information in a header of a connection packet sent during the connection after the
connection is set up, where the second information is not included in a RFC 793 header
of a RFC 7983 connection packet sent during a RFC 793 connection after the RFC 793

connection is set up.

4. (Original) The apparatus of claim 1 wherein the apparatus is configured such that
the protocol varies from TCP by including second information in a header of a
connection packet sent during the connection after the connection is set up, where the
second information is not included in a TCP header of a TCP connection packet sent

during a TCP connection after the TCP connection is set up.

5. (Original) The apparatus of claim 1 wherein the apparatus is configured such that

the set up packet is not a synchronize (SYN) packet.

6. (Original) The apparatus of claim 1 wherein the apparatus is configured such that
the connection is at least partially deactivated, by releasing, by the apparatus, a
resource allocated for the connection, without signaling the node in relation to the
detection of the time period after detecting the time period.

7. (Original) The apparatus of claim 1 wherein the apparatus is configured such that

the connection is at least partially deactivated unilaterally by the apparatus.
8. (Cancelled)
9.  (Original) The apparatus of claim 1 wherein the apparatus is configured such that

the at least partial deactivation is in response to the detection without sending any

signal after the detection to the node to cause the at least partial deactivation.
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10. (Currently Amended) The apparatus of claim 1 wherein the apparatus is
configured such that the time period is detected without utilizing an acknowledgement
timer_that is reset based on a receipt of one or more acknowledgements.

11.  (Original) The apparatus of claim 1 wherein the apparatus is configured such
that an end of the time period is detected without utilizing an acknowledgement timer.

12.  (Original) The apparatus of claim 1 wherein the apparatus is configured such

that the time period is that during which no packet is received that is unacknowledged.
13. (Original) The apparatus of claim 1 wherein the apparatus is configured such
that the time period is that during which no packet is sent by the apparatus to cause the
node to respond.

14.  (Currently Amended) An apparatus comprising:

a non-transitory memory storing instructions; and

one or more processors in communication with the non-transitory memory,

wherein the one or more processors execute the instructions to:

receive, by the apparatus from a node, a set up packet during a
setup of a connection, the set up packet for use in a protocol that is not
transmission control protocol (TCP);

identify first metadata in a time period parameter field in the set up
packet, for a time period, where, as a result of a detection of the time

period, the connection is at least partially deactivated; and

determine, based on the first metadata, a timeout attribute
associated with the connection.
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15.  (Original) The apparatus of claim 14 wherein the apparatus is configured such

that the protocol does not include a TCP-extension.

16.  (Original) The apparatus of claim 14 wherein the apparatus is configured such
that the protocol varies from request for comments (RFC) 793 by including information
in a header of a connection packet sent during the connection after the connection is set
up, where the information is not included in a RFC 793 header of a RFC 793 connection

packet sent during a RFC 793 connection after the RFC 793 connection is set up.

17.  (Original) The apparatus of claim 14 wherein the apparatus is configured such
that the protocol varies from TCP by including information in a header of a connection
packet sent during the connection after the connection is set up, where the information
is not included in a TCP header of a TCP connection packet sent during a TCP

connection after the TCP connection is set up.

18.  (Original) The apparatus of claim 14 wherein the apparatus is configured such

that the set up packet is not a synchronize (SYN) packet.

19. (Original) The apparatus of claim 14 wherein the apparatus is configured such
that the connection is at least partially deactivated, by releasing, by the apparatus, a
resource allocated for the connection, without signaling the node in relation to the

detection of the time period after detecting the time period.

20.  (Original) The apparatus of claim 14 wherein the apparatus is configured such

that the connection is at least partially deactivated unilaterally by the apparatus.

21. (Cancelled)
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22.  (Original) The apparatus of claim 14 wherein the apparatus is configured such
that the time period is detected by detecting an absence of any packet being received at

the apparatus and processed by the apparatus to keep the connection active.

23.  (Original) The apparatus of claim 22 wherein the apparatus is configured such
that the at least partial deactivation results from the detection of the absence without
sending any signal after the detection of the absence to the node to cause the at least

partial deactivation.

24. (Currently Amended) The apparatus of claim 22 wherein the apparatus is
configured such that the absence further includes an absence of any packet being
received that [[is]]has been unacknowledged.

25. (Original) The apparatus of claim 22 wherein the apparatus is configured such
that the absence further includes an absence of any packet being sent by the apparatus

to cause the node to respond.

26. (Original) The apparatus of claim 14 wherein the apparatus is configured such
that the time period is detected without utilizing an acknowledgement timer.

27. (Original) The apparatus of claim 14 wherein the apparatus is configured such
that an end of the time period is detected without utilizing an acknowledgement timer.

28.  (New) The apparatus of claim 14, wherein the time period includes a first time
period detected based on a first duration, and the apparatus is configured to: in
response to detecting, based on a second duration, a second time period, perform at

least one action.
29. (New) The apparatus of claim 28, wherein the apparatus is configured such that

the at least one action includes resetting a timer utilized in detecting a time period of a

same type as the second time period.
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30. (New) The apparatus of claim 29, wherein the apparatus is configured such that
the time period of the same type as the second time period, includes the second time

period.

31.  (New) The apparatus of claim 29, wherein the apparatus is configured such that
the time period of the same type as the second time period, includes another second
time period.

32.  (New) The apparatus of claim 28, wherein the apparatus is configured such that
the first time period and the second time period are of different types.

33. (New) The apparatus of claim 28, wherein the apparatus is configured such that
the second time period is an acknowledgement time period, and the first time period is
an idle time period.

34.  (New) The apparatus of claim 28, wherein the apparatus is configured such that
the second time period is detected based on the second duration, by being detected
when no acknowledgement packet is received by the apparatus in the connection and
processed as an acknowledgement, during the second duration, for a sent packet sent
by the apparatus in the connection.

35.  (New) The apparatus of claim 34, wherein the apparatus is configured such that
the second time period is detected based on the second duration, even when an
acknowledgement packet is received by the apparatus in the connection and processed
as an acknowledgement, during the second duration, for at least one other sent packet
sent by the apparatus in the connection.

36. (New) The apparatus of claim 28, wherein the apparatus is configured such that

the second time period is detected based on the second duration, by being detected
when an expected acknowledgement packet is not received by the apparatus in the
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connection, during the second duration, for a sent packet sent by the apparatus in the
connection.

37.  (New) The apparatus of claim 28, wherein the apparatus is configured such that
the second time period is detected only in response to an acknowledgement packet not
being received, for the second duration, in the connection for a sent packet sent in the

connection.

38.  (New) The apparatus of claim 28, wherein the apparatus is configured such that
the second time period is detected in response to no acknowledgement packet being
received in the connection and processed as an acknowledgement for a sent packet

sent in the connection.

39. (New) The apparatus of claim 28, wherein the apparatus is configured such that
the set up packet also includes data, separate from the first metadata, for use in
determining the second time period.

40. (New) The apparatus of claim 28, wherein the apparatus is configured such that
the second time period is detected utilizing a timer that is not utilized to detect the first
time period.

41.  (New) The apparatus of claim 28, wherein the apparatus is configured such that
at least one aspect of the first and second durations are negotiated during the
connection set up between the apparatus and the node for the connection.

42.  (New) The apparatus of claim 28, wherein the apparatus is configured such that

the second time period is an acknowledgment timeout period during which an expected
acknowledgment for a sent packet is not received for at least one sent packet.
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43. (New) The apparatus of claim 28, wherein the apparatus is configured such that
the second duration is determined using the time period parameter field identifying the
first metadata.

44.  (New) The apparatus of claim 28, wherein the apparatus is configured such that
the first duration is determined based on the second duration.

45.  (New) The apparatus of claim 28, wherein the apparatus is configured such that

the second duration is determined based on the first duration.

46. (New) The apparatus of claim 28, wherein the apparatus is configured such that
the second time period is detected based on the second duration, by being detected
when no acknowledgement packet is detected, by the apparatus during the second
duration, as being received and processed as an acknowledgement in the connection to
acknowledge a sent packet of a plurality of sent packets sent by the apparatus, where
the second duration starts for each of the plurality of sent packets when at least one of
the plurality of sent packets is sent, and where a single timer is utilized for detecting the
second time period in connection with the plurality of sent packets.

47.  (New) The apparatus of claim 46, wherein the apparatus is configured such that
the second time period is detected based on the second duration, even when an
acknowledgement packet is received by the apparatus in the connection and processed
as an acknowledgement, during the second duration, for at least one other sent packet
of a plurality of other sent packets sent by the apparatus in the connection.

48. (New) The apparatus of claim 28, wherein the apparatus is configured such that
the second time period is detected based on the second duration, by being detected
when no acknowledgement packet is detected, by the apparatus during the second
duration, as being received and processed as an acknowledgement in the connection to
acknowledge a sent packet of a plurality of sent packets sent by the apparatus, where
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the second duration starts for each of the plurality of sent packets when at least one of
the plurality of sent packets is sent.

49. (New) The apparatus of claim 28, wherein the apparatus is configured such that
the second time period is detected based on the second duration, by being detected
when no acknowledgement packet is detected, by the apparatus during the second
duration, as being received and processed as an acknowledgement in the connection to
acknowledge a sent packet of a plurality of sent packets sent by the apparatus, where
the second duration starts for each of the plurality of sent packets when at least one of
the plurality of sent packets is sent, and where a single timer and a single timeout
variable are utilized for detecting the second time period in connection with the plurality
of sent packets.

50. (New) The apparatus of claim 28, wherein the apparatus is configured such that
the second duration is determined using an other time period parameter field identifying
second metadata, where the other time period parameter field is communicated in the

connection.

51.  (New) The apparatus of claim 50, wherein the apparatus is configured such that
the second duration is determined using the time period parameter field identifying the
first metadata, and the other time period parameter field identifying the second
metadata.

52.  (New) The apparatus of claim 50, wherein the apparatus is configured such that
the first duration is determined using the time period parameter field identifying the first

metadata, and the other time period parameter field identifying the second metadata.

53.  (New) The apparatus of claim 28, wherein the apparatus is configured such that

the second time period is an acknowledgment timeout period.
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54.  (New) The apparatus of claim 14, wherein the time period includes a second time
period detected based on a second duration, and the apparatus is configured to: in
response to detecting, based on a first duration, a first time period, at least partially
deactivate, by the apparatus, the connection.

55.  (New) The apparatus of claim 54, wherein the apparatus is configured such that
the second duration is detected by the apparatus after the first duration is changed to

the second duration.

56.  (New) The apparatus of claim 54, wherein the apparatus is configured such that
the first duration is detected by the apparatus during at least a portion of the connection

including at least a portion of the connection set up.

57.  (New) The apparatus of claim 54, wherein the apparatus is configured such that
the first time period and the second time period are a same type of time period.

58.  (New) The apparatus of claim 54, wherein the apparatus is configured such that
the first time period and the second time period are idle time periods.

59.  (New) The apparatus of claim 54, wherein the apparatus is configured such that
the first duration is not negotiated between the apparatus and the node during the
connection set up, and at least one aspect of the second duration is negotiated during
the connection set up between the apparatus and the node for the connection,

60. (New) The apparatus of claim 54, wherein the apparatus is configured such that

the first duration is based on previous metadata previously exchanged with the node.

61.  (New) The apparatus of claim 54, wherein the apparatus is configured such that
the first duration is based on previous metadata previously exchanged with the node
during a connection set up between the apparatus and the node for a previous

connection.

Page 185 of 337



62. (New) The apparatus of claim 14, wherein the time period includes a second time
period that is of a first type of time period and that is detected based on a second
duration, where the apparatus is configured to:

in response to detecting, based on a first duration and by the apparatus during at
least a portion of the connection including at least a portion of the connection set up, a
first time period of the first type of time period, at least partially deactivate, by the

apparatus, the connection;

in response to detecting, based on the second duration and by the apparatus
after the first duration is changed to the second duration, the second time period of the
first type of time period, at least partially deactivate, by the apparatus, the connection;
and

in response to detecting, based on a third duration, a third time period of a
second type of time period, perform at least one action.

63.  (New) The apparatus of claim 62, wherein the apparatus is configured such that

the at least one action includes restarting a timer utilized to detect the third time period.
64. (New) The apparatus of claim 62, wherein the apparatus is configured such that
the at least one action includes starting a timer utilized to detect another time period of

the second type of time period.

65. (New) The apparatus of claim 62, wherein the apparatus is configured such that
the at least one action does not include connection deactivation.

66. (New) The apparatus of claim 62, wherein the apparatus is configured such that
the at least one action includes sending a signal.

Page 186 of 337



67. (New) The apparatus of claim 62, wherein the third duration is determined based
on a first algorithm that is different from a second algorithm on which a determination of
the second duration is based.

68. (New) The apparatus of claim 62, wherein the apparatus is configured such that
the third time period is detected based on the third duration, by being detected when no
acknowledgement packet is received by the apparatus in the connection and processed
as an acknowledgement, during the third duration, for a sent packet sent by the

apparatus in the connection.

69. (New) The apparatus of claim 68, wherein the apparatus is configured such that
the third time period is detected based on the third duration, when an acknowledgement
packet is received by the apparatus in the connection and processed as an
acknowledgement, during the third duration, for at least one other sent packet sent by
the apparatus in the connection.

70.  (New) The apparatus of claim 62, wherein the apparatus is configured such that

the third time period is detected based on the third duration, by being detected when an
expected acknowledgement packet is not received by the apparatus in the connection,

during the third duration, for a sent packet sent by the apparatus in the connection.

71.  (New) The apparatus of claim 62, wherein the apparatus is configured such that
the third time period is detected only in response to an acknowledgement packet not
being received, for the third duration, in the connection for a sent packet sent in the

connection.

72.  (New) The apparatus of claim 62, wherein the apparatus is configured such that
the third time period is detected in response to no acknowledgement packet being
received in the connection and processed as an acknowledgement for a sent packet

sent in the connection.
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73.  (New) The apparatus of claim 62, wherein the apparatus is configured such that
the set up packet also includes data, separate from the first metadata, for use in
determining the third time period.

74.  (New) The apparatus of claim 62, wherein the apparatus is configured such that
the third time period is detected utilizing a timer that is not utilized to detect the first time
period nor the second time period.

75.  (New) The apparatus of claim 62, wherein the apparatus is configured such that
the first duration is not negotiated between the apparatus and the node during the
connection set up, at least one aspect of the second duration is negotiated during the
connection set up between the apparatus and the node for the connection, and at least
one aspect of the third duration of the third time period is negotiated, via a metadata
negotiation, during the connection set up between the apparatus and the node for the

connection.
76.  (New) The apparatus of claim 62, wherein the apparatus is configured such that
the third time period is an acknowledgment timeout period during which an expected

acknowledgment for a sent packet is not received.

77.  (New) The apparatus of claim 62, wherein the apparatus is configured such that
the third time period is an acknowledgement timeout.

78.  (New) The apparatus of claim 62, wherein the apparatus is configured such that
the second duration is determined using the time period parameter field.

79.  (New) The apparatus of claim 62, wherein the apparatus is configured such that
the second duration is determined based on the third duration.

80. (New) The apparatus of claim 62, wherein the apparatus is configured such that
the third duration is determined based on the second duration.
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81.  (New) The apparatus of claim 62, wherein the apparatus is configured such that
the third time period is detected based on the third duration, by being detected when no
acknowledgement packet is detected, by the apparatus during the third duration, as
being received and processed as an acknowledgement in the connection to
acknowledge a sent packet of a plurality of sent packets sent by the apparatus, where
the third duration starts for each of the plurality of sent packets when at least one of the
plurality of sent packets is sent, and where a single timer and a single timeout variable
are utilized for detecting the third time period in connection with the plurality of sent
packets.

82.  (New) The apparatus of claim 62, wherein the apparatus is configured such that
the third duration is determined using an other time period parameter field identifying
second metadata, where the other time period parameter field is communicated during
the connection setup.

83.  (New) The apparatus of claim 62, wherein the apparatus is configured such that
the third duration is determined using an other time period parameter field identifying
second metadata, where the other time period parameter field is communicated in the

connection after the connection setup.

84. (New) The apparatus of claim 62, wherein the apparatus is configured such that
the second duration is determined using the time period parameter field identifying the
first metadata, and an other time period parameter field identifying second metadata.

85. (New) The apparatus of claim 62, wherein the apparatus is configured such that:
the third time period is detected in response to no acknowledgement packet
being received in the connection and processed, during the third duration, to

acknowledge a sent packet sent in the connection, where the third duration starts in
response to the sent packet being sent;
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the first duration is not capable of being negotiated between the apparatus and
the node for the connection during the connection set up, at least one aspect of the
second duration is capable of being negotiated between the apparatus and the node for
the connection, and at least one aspect of the third duration of the third time period is
capable of being negotiated between the apparatus and the node for the connection;
and

the third time period is an acknowledgment timeout period.

86. (New) The apparatus of claim 62, wherein the apparatus is configured such that
a name of the protocol does not have phrase TCP therein.

87. (New) The apparatus of claim 14, wherein the time period includes a second time
period that is of a first type of time period and that is detected based on a second
duration, where the apparatus is configured to:

in response to detecting, based on a first duration and by the apparatus during at
least a portion of the connection including at least a portion of the connection set up, a
first time period of the first type of time period, at least partially deactivate, by the
apparatus, the connection;

in response to detecting, based on the second duration and by the apparatus
after the first duration is changed to the second duration, the second time period of the
first type of time period, at least partially deactivate, by the apparatus, the connection;
and

in response to detecting, based on a third duration, a third time period of a
second type of time period, perform at least one action, where the third time period is
detected based on the third duration, by being detected when no acknowledgement

packet is received by the apparatus in the connection and processed as an
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acknowledgement, during the third duration, for a sent packet sent by the apparatus in
the connection;

wherein the apparatus is configured such that: during the second time period of
the first type of time period, an empty packet is sent without causing a timer utilized to
detect the second time period to be reset;

wherein the apparatus is configured such that:

the protocol is not a TCP-extension;

the first duration is not capable of being negotiated between the apparatus
and the node for the connection during the connection set up, at least one aspect
of the second duration is capable of being negotiated between the apparatus and
the node for the connection, and at least one aspect of the third duration of the
third time period is capable of being negotiated between the apparatus and the
node for the connection;

the set up packet is not a synchronize (SYN) packet; and

the first time period and the second time period are started in response to
at least one of a received packet or a transmitted packet,

wherein the apparatus is configured such that the connection set up further
includes, in addition to (a-1) receiving the set up packet:

(a-2) after receiving the set up packet and without any other

communication between the apparatus and the node after (a-1) and before (a-2),

sending, from the apparatus to the node, another set up packet, and
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(a-3) after sending the another set up packet and without any other
communication between the apparatus and the node after (a-2) and before (a-3),
receiving, at the apparatus from the node, yet another set up packet.

88.  (New) The apparatus of claim 87, wherein the apparatus is configured such that
the first time period is only capable of being detected during the connection set up.

89. (New) The apparatus of claim 87, wherein the apparatus is configured such that
the second time period is capable of being detected at a time at least one of: during the
connection set up, or thereafter during the connection.

90. (New) The apparatus of claim 87, wherein the apparatus is configured such that
only one of the first time period or the second time period is detected for the connection.

91.  (New) The apparatus of claim 87, wherein the apparatus is configured such that
the first duration is used and the second duration is not used, for detecting the first type
of time period until being changed to the second duration.

92.  (New) The apparatus of claim 87, wherein the apparatus is configured such that
the first type of time period includes an idle time period.

93. (New) The apparatus of claim 87, wherein the apparatus is configured to, in
response to detecting the first time period of the first type of time period, unilaterally at
least partially close the connection.

94. (New) The apparatus of claim 87, wherein the apparatus is configured to, in
response to detecting the first time period of the first type of time period, at least
partially close the connection, without signaling the node in relation to the detection of

the first time period after detecting the first time period.
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95. (New) The apparatus of claim 87, wherein the apparatus is configured to, in
response to detecting the first time period of the first type of time period, at least
partially close the connection, by releasing, by the apparatus, a first resource allocated

for the connection.

96. (New) The apparatus of claim 87, wherein the apparatus is configured such that
the second duration is capable of being different from the first duration.

97.  (New) The apparatus of claim 87, wherein the apparatus is configured such that
the second duration is different from the first duration.

98. (New) The apparatus of claim 87, wherein the apparatus is configured such that
the second duration is the same as the first duration, despite being capable of being
different from the first duration.

99. (New) The apparatus of claim 87, wherein the apparatus is configured such that
an idle timeout attribute is utilized for the first type of time period, and another timeout
attribute, that is separate from the idle timeout attribute, is utilized for controlling

communication of one or more acknowledgment packets.

100. (New) The apparatus of claim 87, wherein the apparatus is configured such that
the first type of time period is started in response to the received packet.

101. (New) The apparatus of claim 87, wherein the apparatus is configured such that
the first type of time period is started in response to the transmitted packet.

102. (New) The apparatus of claim 87, wherein the apparatus is configured such that,
after the first duration is changed to the second duration, the detection of the second
time period of the first type of time period is based on the second duration, by being
only based on whether, for the second duration after the second time period of the first
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type of time period is started, no packet is received and processed to keep the

connection active.

103. (New) The apparatus of claim 87, wherein the apparatus is configured such that

the connection does not involve the TCP-extension.

104. (New) The apparatus of claim 87, wherein the apparatus is configured such that

a name of the protocol does not have TCP therein.

105. (New) The apparatus of claim 87, wherein the apparatus is configured such that
the at least one action does not include connection deactivation, and the at least one

action includes starting a timer.

106. (New) The apparatus of claim 87, wherein the apparatus is configured such that

the third time period is detected based on the third duration, by being detected when an
expected acknowledgement packet is not received by the apparatus in the connection,

during the third duration, for the sent packet sent by the apparatus in the connection.

107. (New) The apparatus of claim 87, wherein the apparatus is configured such that
the third time period is detected only in response to the acknowledgement packet not
being received, for the third duration, in the connection for the sent packet sent in the

connection.

108. (New) The apparatus of claim 87, wherein the apparatus is configured such that
the third time period is detected in response to no acknowledgement packet being
received in the connection and processed as an acknowledgement for the sent packet

sent in the connection.
109. (New) The apparatus of claim 87, wherein the apparatus is configured such that

the set up packet also includes data, separate from the first metadata, for use in
determining the third time period.
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110. (New) The apparatus of claim 87, wherein the apparatus is configured such that
the third time period is detected utilizing a timer that is not utilized to detect the first time

period nor the second time period.

111.  (New) The apparatus of claim 87, wherein the apparatus is configured such that
the third time period is an acknowledgment timeout period during which an expected

acknowledgment for the sent packet is not received.

112. (New) The apparatus of claim 87, wherein the apparatus is configured such that
the third duration is determined using the time period parameter field identifying the first

metadata.

113. (New) The apparatus of claim 87, wherein the apparatus is configured such that

the third duration is determined based on the second duration.

114. (New) The apparatus of claim 87, wherein the apparatus is configured such that

the second duration is determined based on the third duration.

115. (New) The apparatus of claim 87, wherein the apparatus is configured such that
the third time period is detected based on the third duration, by being detected when no
acknowledgement packet is detected, by the apparatus during the third duration, as
being received and processed as an acknowledgement in the connection to
acknowledge one or more sent packets of a plurality of sent packets sent by the
apparatus, where the third duration starts for each of the plurality of sent packets when
at least one of the plurality of sent packets is sent, and where a single timer and a single
timeout variable are utilized for detecting the third time period in connection with the

plurality of sent packets.
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116. (New) The apparatus of claim 87, wherein the apparatus is configured such that
the third duration is determined using an other time period parameter field identifying
second metadata.

117.  (New) The apparatus of claim 116, wherein the apparatus is configured such that
the second duration is determined using the time period parameter field identifying the
first metadata, and the other time period parameter field identifying the second
metadata identifying the second metadata.

118. (New) The apparatus of claim 87, wherein the apparatus is configured such that:

the third time period is detected in response to no acknowledgement packet
being received in the connection and processed, during the third duration, to
acknowledge a sent packet sent in the connection, where the third duration starts in
response to the sent packet being sent; and

the third time period is an acknowledgment timeout period.

119. (New) The apparatus of claim 87, wherein the apparatus is configured such that:
after the first duration is changed to the second duration, the detection of the second
time period of the first type of time period is based on the second duration, by being
based on whether, during the second duration after the second time period is started,
no packet is received in the connection and processed to keep the connection active.

120. (New) The apparatus of claim 87, wherein the apparatus is configured such that:
during the at least portion of the connection including the at least portion of the
connection set up, the detection of the first time period of the first type of time period is
based on the first duration, by being based on whether, during the first duration after the
first time period is started, no packet is received in the connection and processed to
keep the connection active.
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121. (New) The apparatus of claim 120, wherein the apparatus is configured such
that: after the first duration is changed to the second duration, the detection of the
second time period of the first type of time period is based on the second duration, by
being based on whether, during the second duration after the second time period is
started, no packet is received in the connection and processed to keep the connection

active.

122. (New) The apparatus of claim 121, wherein the apparatus is configured such that
the third time period is detected based on the third duration, by being detected when no
acknowledgement packet is detected, by the apparatus during the third duration, as
being received and processed as an acknowledgement in the connection to
acknowledge one or more sent packets of a plurality of sent packets sent by the

apparatus.

123. (New) The apparatus of claim 122, wherein the apparatus is configured such that
the third duration starts for each of the plurality of sent packets when at least one of the
plurality of sent packets is sent, and where a single timer and a single timeout variable
are utilized for detecting the third time period in connection with the plurality of sent

packets.

124. (New) The apparatus of claim 122, wherein the apparatus is configured such that
the third time period is detected based on the third duration, even when an
acknowledgement packet is received by the apparatus in the connection and processed
as an acknowledgement, during the third duration, for at least one other sent packet of
the plurality of sent packets sent by the apparatus in the connection.

125. (New) The apparatus of claim 122, wherein the apparatus is configured such
that at least one packet is received in connection with at least one of the first time period
or the second time period, but is not received and processed to keep the connection
active, as a result of at least one of:
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the at least one packet being un-processable,

the at least one packet being discarded,

the at least one packet being a duplicate, or

the at least one packet not being received in a manner so as to be processed by

a software component.
126. (New) The apparatus of claim 122, wherein the apparatus is configured such
that at least one packet is received in connection with the third time period, but is not
received and processed to acknowledge at least one of the plurality of sent packets with
which the third duration is associated, as a result of at least one of:

the at least one packet being un-processable,

the at least one packet being discarded,

the at least one packet being a duplicate, or

the at least one packet not being received in a manner so as to be processed by

a software component.
127. (New) The apparatus of claim 14, wherein the apparatus is configured such
that the connection set up is for the protocol that is not TCP, instead of TCP, based on

code communicated utilizing TCP.

128. (New) The apparatus of claim 127, wherein the apparatus is configured to

send the code utilizing TCP.
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129. (New) The apparatus of claim 128, wherein the apparatus is configured to
send the code utilizing TCP, the code for communicating utilizing TCP and the protocol
that is not TCP.

130. (New) The apparatus of claim 128, wherein the apparatus is configured to
send the code utilizing TCP, the code for communicating utilizing TCP and the protocol
that is not TCP, such that, based on the code, the node is capable of utilizing TCP or

the protocol is utilized.

131. (New) The apparatus of claim 128, wherein the apparatus is configured to
send the code utilizing TCP, the code for communicating utilizing TCP and the protocol
that is not TCP, such that, based on the code, the node is capable of determining which

of the TCP or the protocol is utilized.

132. (New) The apparatus of claim 127, wherein the apparatus is configured to

receive the code utilizing TCP.

133. (New) The apparatus of claim 132, wherein the apparatus is configured to
receive the code utilizing TCP, the code for communicating utilizing TCP and the

protocol that is not TCP.

134. (New) The apparatus of claim 132, wherein the apparatus is configured to
receive the code utilizing TCP, the code for communicating utilizing TCP and the
protocol that is not TCP, for permitting the apparatus, based on the code, to utilize
either TCP or the protocol that is not TCP.

135. (New) The apparatus of claim 132, wherein the apparatus is configured to
receive the code utilizing TCP, the code for communicating utilizing TCP and the
protocol that is not TCP, for permitting the apparatus, based on the code, to determine

which of the TCP or the protocol is utilized.
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136. (New) The apparatus of claim 132, wherein the apparatus is configured to

receive, from the node utilizing TCP, the code.

137. (New) The apparatus of claim 132, wherein the apparatus is configured to

receive, from another node utilizing TCP, the code.

138. (New) The apparatus of claim 132, wherein the apparatus is configured to
receive, from another node utilizing TCP, the code, the code for permitting
communication utilizing TCP and the protocol that is not TCP, for permitting the
apparatus, based on the code, to utilize either TCP or the protocol that is not TCP.

139. (New) The apparatus of claim 132, wherein the apparatus is configured to
receive, from another node, the code utilizing TCP, the code for communicating utilizing
TCP and the protocol that is not TCP, for permitting the apparatus, based on the code,
to determine which of the TCP or the protocol is utilized.

140. (New) The apparatus of claim 132, wherein the apparatus is configured to
receive, from another node utilizing TCP, the code, the code for permitting
communication utilizing TCP and the protocol that is not TCP, for permitting the
apparatus, based on the code, to automatically utilize either TCP or the protocol that is
not TCP.

141. (New) The apparatus of claim 132, wherein the apparatus is configured to
receive, from another node, the code utilizing TCP, the code for communicating utilizing
TCP and the protocol that is not TCP, for permitting the apparatus, based on the code,
to automatically determine at least one aspect of the TCP or the protocol.

142. (New) The apparatus of claim 127, wherein the apparatus is configured such

that the code is communicated, by only being sent, by the apparatus utilizing TCP.
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143. (New) The apparatus of claim 127, wherein the apparatus is configured such
that the code is communicated, by only being received, by the apparatus utilizing TCP.

144. (New) The apparatus of claim 123, wherein at least one of:

the at least one action includes at least partial closure of the connection;

the at least one action includes a closure of the connection;

the at least one action does not include a closure of the connection;

the at least one action does not include any part of a closure of the connection;

the apparatus includes a particular node;

the apparatus includes a device, including a network interface, that is a component of
the apparatus;

the apparatus includes a network interface that is a component of the apparatus;

the apparatus includes a web server;

the timer includes a hardware timer;

the timer includes a software timer;

the by the apparatus includes caused, at least in part, by the apparatus;

the by the apparatus includes caused by the apparatus;

the by the apparatus includes caused entirely by the apparatus;

the by the apparatus includes performed, at least in part, by the apparatus;

the by the apparatus includes performed entirely by the apparatus;

the at least partial deactivation in response to detecting the first time period is the same
as the at least partial deactivation in response to detecting the second time period;
the at least partial deactivation in response to detecting the first time period is different
from the at least partial deactivation in response to detecting the second time period;
the empty packet is sent without causing the timer utilized to detect the second time
period to be reset, by resetting a first software timer-related component not utilized to
detect the second time period, without resetting a second software timer-related
component utilized to detect the second time period;

the empty packet is sent without causing the timer utilized to detect the second time
period to be reset, by resetting a first software timer-related component not utilized to
detect the second time period, without resetting a second software timer-related
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component utilized to detect the second time period, where the first software timer-
related component and the second software timer-related component utilize a same
hardware timer-related component;

the empty packet is sent without causing the timer utilized to detect the second time
period to be reset, by resetting a first software timer-related component not utilized to
detect the second time period, without resetting a second software timer-related
component utilized to detect the second time period, where the first software timer-
related component and the second software timer-related component do not utilize a
same hardware timer-related component;

the set up packet is an initial non-TCP packet;

the set up packet is first-in-time;

the time period parameter field is part of a data portion in the set up packet;

the time period parameter field is part of a header of the set up packet;

the set up packet is informational;

the setup of the connection includes a period of time starting prior to the set up packet
being sent;

the setup of the connection includes a period of time starting prior to the set up packet
being sent, when information is identified;

the setup of the connection includes a period of time starting prior to the set up packet
being sent, when information is received;

the setup of the connection includes a period of time starting prior to the set up packet
being sent, when the set up packet is generated;

the setup of the connection includes a period of time starting prior to the set up packet
being sent, when received information is used to generate the set up packet;

the setup of the connection includes a period of time starting with the set up packet
being sent;

the set up packet includes a packet that is used for the setup of the connection;

the set up packet includes a packet that is used in association with the setup of the
connection;

the set up packet includes a packet that is used in advance of a completion of the setup
of the connection;

Page 202 of 337



the set up packet is for use in the protocol, by being capable of being used by the node
in accordance with the protocol;

the at least partial deactivation includes only a partial deactivation;

the at least partial deactivation includes a full deactivation;

the at least partial deactivation includes a release of a resource;

the at least partial deactivation includes a partial closure;

the at least partial deactivation includes a closure;

the at least partial deactivation includes a deactivation only for the apparatus;

the at least partial deactivation results in the connection no longer being fully active;
the at least partial deactivation results in the connection no longer being active;

the connection includes one or more features of TCP, and one or more features not of
TCP;

the set up packet includes one or more features of a TCP packet, and one or more
features not of a TCP packet;

the connection includes one or more features of a TCP connection, and one or more
features not of a TCP connection;

the first duration for detecting the first type of time period is based on first information,
by the first information specifying the first duration;

the first duration for detecting the first type of time period is based on first information,
by information identifying at least one generator for generating the first duration;

only the first duration for detecting the first type of time period is based on first
information;

the connection includes (a-1), (a-2), and (a-3);

the second duration of the second time period is different from the duration of the first
time period;

the second duration of the second time period is the same as the duration of the first
time period;

the third duration of the third time period is different from the duration of the first time
period;

the third duration of the third time period is the same as the duration of the first time

period;
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the third duration of the third time period is different from the duration of the second time
period;

the third duration of the third time period is the same as the duration of the second time
period;

the set up packet also includes data for use in determining the first time period;

first information includes a first value representative of the first duration of the first time
period, and a second value representative of the second duration of the second time
period;

first information includes a first value representative of the first duration of the first time
period, and identification of a generator for generating a second value representative of
the second duration of the second time period;

first information includes identification of a generator for generating a first value
representative of the first duration of the first time period, and for generating a second
value representative of the second duration of the second time period;

first information includes identification of a first generator for generating a first value
representative of the first duration of the first time period, and identification of a second
generator for generating a second value representative of the second duration of the
second time period;

the first time period is detected in a first use scenario without the second nor third time
periods being detected, the second time period is detected in a second use scenario
without the first nor third time periods being detected, the third time period is detected in
a third use scenario without the first nor second time periods being detected, and
neither the first, second, nor third time periods are detected in a fourth use scenario;
the first duration of the first time period is determined based on first information, after
identifying the first information;

the first duration of the first time period is determined based on first information, before
setting up the connection;

the first duration of the first time period is determined based on first information, during
setting up the connection;

the first duration of the first time period is determined based on first information, after
setting up the connection;
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the first time period is triggered by one or more non-duration-related criteria that triggers
the second time period;

the first time period is triggered by the same one or more non-duration-related criteria
that triggers the second time period;

the first time period is triggered by different one or more non-duration-related criteria
than that which triggers the second time period;

the first time period is that during which no packet is received in the connection nor
expected to be received;

the first time period is that during which no packet is received in the connection;

the third time period is triggered by one or more non-duration-related criteria that
triggers the second time period;

the third time period is triggered by the same one or more non-duration-related criteria
that triggers the second time period;

the third time period is triggered by different one or more non-duration-related criteria
than that which triggers the second time period;

the third time period is that during which no packet is received in the connection nor
expected to be received;

the third time period is that during which no packet is received in the connection;

the first metadata is based on first information;

the change occurs while detection of the first time period is attempted;

the change occurs via a negotiation;

the second time period is a changed version of the first time period;

the second time period is a changed instance of the first time period;

the change to the second duration includes a change in use of the first duration to a use
of the second duration;

the change to the second duration includes a change in use of the first duration to a use
of the second duration, in connection with different time periods;

the change to the second duration includes a change from an attempt to detect the first
time period to an attempt to detect the second time period;

the change to the second duration includes a change from detecting the first time period
to detecting the second time period;
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the first time period and the second time period have at least one additional difference,
in addition to duration, despite both being of the first type of time period;

the first time period and the second time period do not have at least one additional
difference, in addition to duration;

the second time period is determined based on first information;

the first duration of the first time period is negotiated between the apparatus and the
node for the connection, during the connection set up;

the connection set up includes all communications that precede completion of the
connection set up;

the duration of the second time period is determined based on first information;

the duration of the third time period is determined based on first information;

the first and second time periods are of a same duration;

the first and second time periods are of a different duration;

the first and second time periods are different instances of the same type of time period;
the first and second time periods are of the same type of time period, but are applied at
different times during the connection;

the first duration of the first time period is determined by being negotiated;

the second duration of the second time period is determined by being negotiated;

the third duration of the third time period is determined by being negotiated;

the first metadata is also for use in determining the second duration of the second time
period;

the first metadata is not for use in determining the second duration of the second time
period;

the first metadata is also for use in determining the third duration of the third time
period;

the first metadata is not for use in determining the third duration of the third time period;
the first metadata describes a definition of at least one duration;

the first metadata defines at least one duration;

the first metadata includes at least one duration;

the first metadata describes a definition of at least one time period;

the first metadata describes other data that defines at least one duration;
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the first metadata describes other data that defines at least one time period;

the first metadata describes other criteria-related data that defines at least one time
period;

the first metadata describes duration data that defines at least one time period;

the first metadata describes duration criteria-related data that defines at least one time
period;

the at least portion of the connection includes only a subset of setting up the
connection;

the at least portion of the connection includes an entirety of setting up the connection;
the at least portion of the connection set up includes one or more packet exchanges
that occur after the set up packet is sent;

the at least portion of the connection set up includes one or more packet exchanges
that occur after the set up packet is sent prior to completion of the connection set up;
the set up packets are non-TCP;

the set up packets are non-TCP by not being required by any TCP standard
specification;

the first time period is detected based on the first duration, by being detected when
packet activity or a lack thereof meets one or more criteria for a span of the first
duration;

the second time period is detected based on the second duration, by being detected
when packet activity or a lack thereof meets one or more criteria for a span of the
second duration;

the empty packet includes a ping;

the empty packet includes an empty acknowledgement packet;

the first type of time period includes an idle time period type;

the first and second time periods of the first type of time period differ only in duration;
the first and second time periods of the first type of time period are capable of differing
in duration, but may have a same duration;

the first and second time periods of the first type of time period are capable of differing

only in duration, but may have a same duration;
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the first and second time periods of the first type of time period differ in duration and at
least one criteria involving packet activity or a lack thereof over a duration span;

the first and second time periods of the first type of time period are capable of differing
in duration and further differ in at least one criteria involving packet activity or a lack
thereof over a duration span;

the set up packet includes a portion of data sent at any layer;

the set up packet includes a frame;

the set up packet is a non-TCP frame;

the first time period is started in response to a received packet and the second time
period are started in response to a sent packet;

the first time period is started in response to a sent packet and the second time period
are started in response to a received packet;

the first time period is started in response to a received packet and the second time
period are started in response to a received packet;

the first time period is started in response to a sent packet and the second time period
are started in response to a sent packet;

the first time period and the second time period are started in response to different
packets;

the first time period and the second time period are started in response to different
types of packets;

the third time period is detected based on the third duration, by being detected when no
acknowledgement packet is received by the apparatus in the connection and processed
as an acknowledgement, during the third duration, for any sent packet sent by the
apparatus in the connection;

the third time period is detected based on the third duration, by being detected when no
acknowledgement packet is received by the apparatus in the connection and processed
as an acknowledgement, during the third duration;

the timeout attribute is an attribute associated with a particular timeout;

the timeout attribute is an attribute associated with at least one timeout;

the timeout attribute is an attribute of the time period;

the timeout attribute is an attribute of the second time period;
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the timeout attribute includes a duration;

the timeout attribute includes duration information;

the timeout attribute includes a duration indication;

the timeout attribute includes a duration indicator of the second time period; or

the protocol that is not TCP is a non-TCP protocol.

145. (New) The apparatus of claim 14, wherein the apparatus is configured such
that the protocol does not require use of a TCP_OPT header.

146. (New) The apparatus of claim 1, wherein the apparatus is configured such that
at least one packet is received in connection with the time period, but is not received in
the connection and processed to keep the connection active, as a result of the at least

one packet being un-processable.

147. (New) The apparatus of claim 1, wherein the apparatus is configured such that
at least one packet is received in connection with the time period, but is not received in
the connection and processed to keep the connection active, as a result of the at least
one packet being discarded, wherein the apparatus is configured such that the at least
one packet is a duplicate packet, or a packet not to be processed.

148. (New) The apparatus of claim 1, wherein the apparatus is configured such that
at least one packet is received during the time period, but is not received in the
connection and processed to keep the connection active, as a result of the at least one
packet not being received in a manner so as to be processed by a software component.

149. (New) The apparatus of claim 1, wherein the time period includes a second
time period that is of a first type of time period and that is detected based on a second

duration, where the apparatus is configured to:

in response to detecting, based on a first duration and by the apparatus during at
least a portion of the connection including at least a portion of the connection set up, a
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first time period of the first type of time period, at least partially deactivate, by the
apparatus, the connection;

in response to detecting, based on the second duration and by the apparatus
after the connection set up, the second time period of the first type of time period, at
least partially deactivate, by the apparatus, the connection; and

in response to detecting, based on a third duration, a third time period of a
second type of time period, perform at least one action, where the third time period is
detected based on the third duration, by being detected when no acknowledgement
packet is received by the apparatus in the connection and processed as an
acknowledgement, during the third duration, for a sent packet sent by the apparatus in

the connection;

wherein the apparatus is configured such that: during the second time period of
the first type of time period, an empty packet is sent without causing a timer utilized to

detect the second time period to be reset;

wherein the apparatus is configured such that:

the protocol is not a TCP-extension;

the first duration is not capable of being negotiated between the apparatus
and the node for the connection during the connection set up, at least one aspect
of the second duration is capable of being negotiated between the apparatus and
the node for the connection, and at least one aspect of the third duration of the
third time period is capable of being negotiated between the apparatus and the

node for the connection;

the set up packet is not a synchronize (SYN) packet; and
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the first time period and the second time period are started in response to
at least one of a received packet or a transmitted packet,

wherein the apparatus is configured such that the connection set up further

includes, in addition to (a-1) sending the set up packet:

(a-2) after sending the set up packet and without any other communication
between the apparatus and the node after (a-1) and before (a-2), receiving, at

the apparatus from the node, another set up packet, and
(a-3) after receiving the another set up packet and without any other
communication between the apparatus and the node after (a-2) and before (a-3),
sending, from the apparatus to the node, yet another set up packet.
150. (New) A method, comprising:
at an apparatus:
receiving, by the apparatus from a node, a set up packet during a
setup of a connection, the set up packet for use in a protocol that is not
transmission control protocol (TCP);
identifying first metadata in a time period parameter field in the set
up packet, for a time period, where, as a result of a detection of the time

period, the connection is at least partially deactivated; and

determining, based on the first metadata, a timeout attribute
associated with the connection.

151.  (New) The method of claim 150, wherein the time period includes a first time

period detected based on a first duration, and further comprising: in response to
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detecting, based on a second duration, a second time period, performing at least one
action.

152. (New) The method of claim 151, wherein the at least one action includes
resetting a timer utilized in detecting a time period of a same type as the second time
period.

153. (New) The method of claim 152, wherein the time period of the same type as the

second time period, includes the second time period.

154. (New) The method of claim 152, wherein the time period of the same type as the
second time period, includes another second time period.

155. (New) The method of claim 151, wherein the first time period and the second
time period are of different types.

156. (New) The method of claim 155, wherein the protocol varies from request for
comments (RFC) 793 by including second information in a header of a connection
packet sent during the connection after the connection is set up, where the second
information is not included in a RFC 793 header of a RFC 793 connection packet sent
during a RFC 793 connection after the RFC 793 connection is set up.

157.  (New) The method of claim 155, wherein the protocol varies from TCP by
including second information in a header of a connection packet sent during the
connection after the connection is set up, where the second information is not included
in a TCP header of a TCP connection packet sent during a TCP connection after the
TCP connection is set up.

158. (New) The method of claim 155, wherein the second time period is detected

based on the second duration, by being detected when no acknowledgement packet is
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received by the apparatus in the connection and processed as an acknowledgement,
during the second duration, for a sent packet sent by the apparatus in the connection.

159. (New) The method of claim 158, wherein the second time period is detected
based on the second duration, even when an acknowledgement packet is received by
the apparatus in the connection and processed as an acknowledgement, during the
second duration, for at least one other sent packet sent by the apparatus in the

connection.

160. (New) The method of claim 155, wherein the second time period is detected
based on the second duration, by being detected when an expected acknowledgement
packet is not received by the apparatus in the connection, during the second duration,

for a sent packet sent by the apparatus in the connection.

161. (New) The method of claim 155, wherein the second time period is detected only
in response to an acknowledgement packet not being received, for the second duration,

in the connection for a sent packet sent in the connection.

162. (New) The method of claim 155, wherein the second time period is detected in
response to no acknowledgement packet being received in the connection and
processed as an acknowledgement for a sent packet sent in the connection.

163. (New) The method of claim 155, wherein the set up packet also includes data,
separate from the first metadata, for use in determining the second time period.

164. (New) The method of claim 155, wherein the second time period is detected
utilizing a timer that is not utilized to detect the first time period.

165. (New) The method of claim 155, wherein at least one aspect of the first and

second durations are negotiated during the connection set up between the apparatus
and the node for the connection.
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166. (New) The method of claim 155, wherein the second time period is an
acknowledgment timeout period during which an expected acknowledgment for a sent

packet is not received for at least one sent packet.

167. (New) The method of claim 155, wherein the second duration is determined

using the time period parameter field identifying the first metadata.

168. (New) The method of claim 155, wherein the second time period is detected
based on the second duration, by being detected when no acknowledgement packet is
detected, by the apparatus during the second duration, as being received and
processed as an acknowledgement in the connection to acknowledge a sent packet of a
plurality of sent packets which are associated with the second duration of the second
time period and which are sent by the apparatus, where the second duration starts for
each of the plurality of sent packets when at least one of the plurality of sent packets is
sent, and where a single timer is utilized for detecting the second time period in

connection with the plurality of sent packets.

169. (New) The method of claim 168, wherein the second time period is detected
based on the second duration, even when an acknowledgement packet is received by
the apparatus in the connection and processed as an acknowledgement, during the
second duration, for at least one other sent packet of a plurality of other sent packets

sent by the apparatus in the connection.

170. (New) The method of claim 155, wherein the second time period is detected
based on the second duration, by being detected when no acknowledgement packet is
detected, by the apparatus during the second duration, as being received and
processed as an acknowledgement in the connection to acknowledge a sent packet of a
plurality of sent packets which are associated with the second duration of the second
time period and which are sent by the apparatus, where the second duration starts for

Page 214 of 337



each of the plurality of sent packets when at least one of the plurality of sent packets is
sent.

171.  (New) The method of claim 155, wherein the second time period is detected
based on the second duration, by being detected when no acknowledgement packet is
detected, by the apparatus during the second duration, as being received and
processed as an acknowledgement in the connection to acknowledge a sent packet of a
plurality of sent packets which are associated with the second duration of the second
time period and which are sent by the apparatus, where the second duration starts for
each of the plurality of sent packets when at least one of the plurality of sent packets is
sent, and where a single timer and a single timeout variable are utilized for detecting the
second time period in connection with the plurality of sent packets.

172. (New) The method of claim 155, wherein the second duration is determined
using an other time period parameter field identifying second metadata, where the other

time period parameter field is communicated in the connection.

173. (New) The method of claim 172, wherein the second duration is determined
using the time period parameter field identifying the first metadata, and the other time
period parameter field identifying the second metadata.

174. (New) The method of claim 172, wherein the first duration is determined using
the time period parameter field identifying the first metadata, and the other time period

parameter field identifying the second metadata.

175. (New) The method of claim 155, wherein the second time period is an
acknowledgment timeout period.

176. (New) The method of claim 150, wherein the time period includes a second time
period detected based on a second duration, and further comprising: in response to
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detecting, based on a first duration, a first time period, at least partially deactivating, by
the apparatus, the connection.

177. (New) The method of claim 176, wherein the second duration is detected by the
apparatus after the first duration is used to at least attempt to detect the first time
period.

178. (New) The method of claim 177, wherein the first duration is detected by the
apparatus during at least a portion of the connection including at least a portion of the
connection set up.

179. (New) The method of claim 178, wherein the first time period and the second
time period are a same type of time period.

180. (New) The method of claim 179, wherein the first duration is not negotiated
between the apparatus and the node during the connection set up, and at least one
aspect of the second duration is negotiated during the connection set up between the
apparatus and the node for the connection,

181. (New) The method of claim 180, wherein the first duration is based on previous
metadata previously exchanged with the node.

182. (New) The method of claim 180, wherein the first duration is based on previous
metadata previously exchanged with the node during a connection set up between the

apparatus and the node for a previous connection.

183.  (New) The method of claim 180 wherein the protocol does not include a TCP-
extension.

184. (New) The method of claim 180 wherein the protocol varies from request for
comments (RFC) 793 by including second information in a header of a connection
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packet sent during the connection after the connection is set up, where the second
information is not included in a RFC 793 header of a RFC 793 connection packet sent
during a RFC 793 connection after the RFC 793 connection is set up.

185. (New) The method of claim 180 wherein the protocol varies from TCP by
including second information in a header of a connection packet sent during the
connection after the connection is set up, where the second information is not included
in a TCP header of a TCP connection packet sent during a TCP connection after the

TCP connection is set up.

186. (New) The method of claim 180 wherein the set up packet is not a synchronize
(SYN) packet.

187. (New) The method of claim 180 wherein the connection is at least partially
deactivated, by releasing, by the apparatus, a resource allocated for the connection,
without signaling the node in relation to the detection of the time period after detecting

the time period.

188. (New) The method of claim 180 wherein the connection is at least partially

deactivated unilaterally by the apparatus.

189. (New) The method of claim 180 wherein the at least partial deactivation is in
response to the detection without sending any signal after the detection to the node to
cause the at least partial deactivation.

190. (New) The method of claim 180 wherein the time period is detected without
utilizing an acknowledgement timer that is reset based on a receipt of one or more

acknowledgements.

191.  (New) The method of claim 180 wherein an end of the time period is detected

without utilizing an acknowledgement timer.
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192.  (New) The method of claim 180 wherein the time period is that during which no

packet is received that is unacknowledged.

193. (New) The method of claim 180 wherein the time period is that during which no
packet is sent by the apparatus to cause the node to respond.

194. (New) The method of claim 150, wherein the time period includes a second time
period that is of a first type of time period and that is detected based on a second

duration, and further comprising:

in response to detecting, based on a first duration and by the apparatus during at
least a portion of the connection including at least a portion of the connection set up, a
first time period of the first type of time period, at least partially deactivating, by the

apparatus, the connection;

in response to detecting, based on the second duration and by the apparatus
after the first duration is changed to the second duration, the second time period of the
first type of time period, at least partially deactivating, by the apparatus, the connection;

and

in response to detecting, based on a third duration, a third time period of a

second type of time period, performing at least one action.

195. (New) The method of claim 194, wherein the at least one action includes
restarting a timer utilized to detect the third time period.

196. (New) The method of claim 194, wherein the at least one action includes starting

a timer utilized to detect another time period of the second type of time period.
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197. (New) The method of claim 194, wherein the at least one action does not include
connection deactivation.

198. (New) The method of claim 197, wherein the at least one action includes sending

a signal.

199. (New) The method of claim 198, wherein the third duration is determined based
on a first algorithm that is different from a second algorithm on which a determination of

the second duration is based.

200. (New) The method of claim 199, wherein the first duration is not negotiated
between the apparatus and the node during the connection set up, at least one aspect
of the second duration is negotiated during the connection set up between the
apparatus and the node for the connection, and at least one aspect of the third duration
of the third time period is negotiated during the connection set up between the
apparatus and the node for the connection.

201. (New) The method of claim 200, wherein the third time period is detected based
on the third duration, by being detected when no acknowledgement packet is received
by the apparatus in the connection and processed as an acknowledgement, during the
third duration, for a sent packet sent by the apparatus in the connection.

202. (New) The method of claim 201, wherein the third time period is detected based

on the third duration, when an acknowledgement packet is received by the apparatus in
the connection and processed as an acknowledgement, during the third duration, for at
least one other sent packet sent by the apparatus in the connection.

203. (New) The method of claim 200, wherein the third time period is detected based
on the third duration, by being detected when an expected acknowledgement packet is
not received by the apparatus in the connection, during the third duration, for a sent
packet sent by the apparatus in the connection.
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204. (New) The method of claim 200, wherein the third time period is detected only in
response to an acknowledgement packet not being received, for the third duration, in

the connection for a sent packet sent in the connection.

205. (New) The method of claim 200, wherein the third time period is detected in
response to no acknowledgement packet being received in the connection and
processed as an acknowledgement for a sent packet sent in the connection.

206. (New) The method of claim 200, wherein the third time period is detected utilizing
a timer that is not utilized to detect the first time period nor the second time period.

207. (New) The method of claim 200, wherein the third time period is an
acknowledgment timeout period during which an expected acknowledgment for a sent

packet is not received.

208. (New) The method of claim 200, wherein the third time period is an

acknowledgement timeout.

209. (New) The method of claim 200, wherein the second duration is determined

using the time period parameter field.

210. (New) The method of claim 200, wherein the second duration is determined
based on the third duration.

211. (New) The method of claim 200, wherein the third duration is determined based

on the second duration.
212. (New) The method of claim 200, wherein the third time period is detected based

on the third duration, by being detected when no acknowledgement packet is detected,
by the apparatus during the third duration, as being received and processed as an
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acknowledgement in the connection to acknowledge a sent packet of a plurality of sent
packets which are associated with the third duration of the third time period and which
are sent by the apparatus, where the third duration starts for each of the plurality of sent
packets when at least one of the plurality of sent packets is sent, and where a single
timer and a single timeout variable are utilized for detecting the third time period in
connection with the plurality of sent packets.

213. (New) The method of claim 194, wherein:

the third time period is detected in response to no acknowledgement packet
being received in the connection and processed, during the third duration, to
acknowledge a sent packet sent in the connection, where the third duration starts in
response to the sent packet being sent;

the first duration is not capable of being negotiated between the apparatus and
the node for the connection during the connection set up, at least one aspect of the
second duration is capable of being negotiated between the apparatus and the node for
the connection, and at least one aspect of the third duration of the third time period is
capable of being negotiated between the apparatus and the node for the connection;
and

the third time period is an acknowledgment timeout period.

214. (New) The method of claim 200, wherein the connection set up is for the
protocol that is not TCP, instead of TCP, based on code communicated utilizing TCP.

215. (New) The method of claim 214, and further comprising: sending the code
utilizing TCP.
216. (New) The method of claim 215, wherein the code is sent is sent utilizing TCP,

the code for communicating utilizing TCP and the protocol that is not TCP.
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217. (New) The method of claim 215, wherein the code is sent is sent utilizing TCP,
the code for communicating utilizing TCP and the protocol that is not TCP, such that,
based on the code, the node is capable of utilizing TCP or the protocol is utilized.

218. (New) The method of claim 215, wherein the code is sent utilizing TCP, the
code for communicating utilizing TCP and the protocol that is not TCP, such that, based
on the code, the node is capable of determining which of the TCP or the protocol is

utilized.

219. (New) The method of claim 214, and further comprising: receiving the code
utilizing TCP.

220. (New) The method of claim 219, wherein the code is received utilizing TCP,

the code for communicating utilizing TCP and the protocol that is not TCP.

221. (New) The method of claim 219, wherein the code is received utilizing TCP,
the code for communicating utilizing TCP and the protocol that is not TCP, for permitting
the apparatus, based on the code, to utilize either TCP or the protocol that is not TCP.

222. (New) The method of claim 219, wherein the code is received utilizing TCP,
the code for communicating utilizing TCP and the protocol that is not TCP, for permitting
the apparatus, based on the code, to determine which of the TCP or the protocol is

utilized.

223. (New) The method of claim 219, wherein the code is received from the node
utilizing TCP.

224. (New) The method of claim 219, wherein the code is received from another

node, other than the node, utilizing TCP.
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225. (New) The method of claim 219, wherein the code is received from another
node utilizing TCP, the code for permitting communication utilizing TCP and the protocol
that is not TCP, for permitting the apparatus, based on the code, to utilize either TCP or
the protocol that is not TCP.

226. (New) The method of claim 219, wherein the code is received from another
node utilizing TCP, the code for communicating utilizing TCP and the protocol that is not
TCP, for permitting the apparatus, based on the code, to determine which of the TCP or

the protocol is utilized.

227. (New) The method of claim 219, wherein the code is received from another
node utilizing TCP, the code for permitting communication utilizing TCP and the protocol
that is not TCP, for permitting the apparatus, based on the code, to automatically utilize
either TCP or the protocol that is not TCP.

228. (New) The method of claim 219, wherein the code is received from another
node utilizing TCP, the code for communicating utilizing TCP and the protocol that is not
TCP, for permitting the apparatus, based on the code, to automatically determine at
least one aspect of the TCP or the protocol.

229. (New) The method of claim 150, wherein the time period includes a second time
period that is of a first type of time period and that is detected based on a second

duration, and further comprising:

in response to detecting, based on a first duration and by the apparatus during at
least a portion of the connection including at least a portion of the connection set up, a
first time period of the first type of time period, at least partially deactivating, by the
apparatus, the connection;
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in response to detecting, based on the second duration and by the apparatus
after the connection set up, the second time period of the first type of time period, at
least partially deactivating, by the apparatus, the connection; and

in response to detecting, based on a third duration, a third time period of a
second type of time period, performing at least one action, where the third time period is
detected based on the third duration, by being detected when no acknowledgement
packet is received by the apparatus in the connection and processed as an
acknowledgement, during the third duration, for a sent packet sent by the apparatus in

the connection;

wherein:

the protocol is not a TCP-extension;

the first duration is not capable of being negotiated between the apparatus
and the node for the connection during the connection set up, at least one aspect
of the second duration is capable of being negotiated between the apparatus and
the node for the connection, and at least one aspect of the third duration of the
third time period is capable of being negotiated between the apparatus and the
node for the connection;

the set up packet is not a synchronize (SYN) packet;

the first type of time period does not include a user timeout period; and

the first time period and the second time period are started in response to
at least one of a received packet or a transmitted packet.

230. (New) The method of claim 229, wherein the protocol varies from request for
comments (RFC) 793 by including second information in a header of a connection
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packet sent during the connection after the connection is set up, where the second
information is not included in a RFC 793 header of a RFC 793 connection packet sent
during a RFC 793 connection after the RFC 793 connection is set up.

231. (New) The method of claim 229, wherein the protocol varies from TCP by
including second information in a header of a connection packet sent during the
connection after the connection is set up, where the second information is not included
in a TCP header of a TCP connection packet sent during a TCP connection after the

TCP connection is set up.

232. (New) The method of claim 212, wherein at least one of:

the at least one action includes at least partial closure of the connection;

the receiving, the identification, and the determination are acts;

the at least one action includes a closure of the connection;

the at least one action does not include a closure of the connection;

the at least one action does not include any part of a closure of the connection;

the apparatus includes a particular node;

the apparatus includes a device, including a network interface, that is a component of
the apparatus;

the apparatus includes a network interface that is a component of the apparatus;

the apparatus includes a web server;

the timer includes a hardware timer;

the timer includes a software timer;

the set up packet is an initial non-TCP packet;

the set up packet is first-in-time;

the time period parameter field is part of a data portion in the set up packet;

the time period parameter field is part of a header of the set up packet;

the set up packet is informational,;

the connection includes one or more features of TCP, and one or more features not of
TCP;

Page 225 of 337



the set up packet includes one or more features of a TCP packet, and one or more
features not of a TCP packet;

the connection includes one or more features of a TCP connection, and one or more
features not of a TCP connection;

the first duration for detecting the first type of time period is based on the first
information, by the first information identifying the first duration;

the first duration for detecting the first type of time period is based on the first
information, by the first information specifying the first duration;

the first duration for detecting the first type of time period is based on the first
information, by the first information identifying at least one generator for generating the
first duration;

only the first duration for detecting the first type of time period is based on the first
information;

the second duration of the second time period is different from the duration of the first
time period;

the second duration of the second time period is the same as the duration of the first
time period;

the third duration of the third time period is different from the duration of the first time
period;

the third duration of the third time period is the same as the duration of the first time
period;

the third duration of the third time period is different from the duration of the second time
period;

the third duration of the third time period is the same as the duration of the second time
period;

the set up packet also includes data for use in determining the first time period;

the first information includes a first value representative of the first duration of the first
time period, and a second value representative of the second duration of the second

time period;
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the first information includes a first value representative of the first duration of the first
time period, and identification of a generator for generating a second value
representative of the second duration of the second time period;

the first information includes identification of a generator for generating a first value
representative of the first duration of the first time period, and for generating a second
value representative of the second duration of the second time period;

the first information includes identification of a first generator for generating a first value
representative of the first duration of the first time period, and identification of a second
generator for generating a second value representative of the second duration of the
second time period;

the first time period is detected in a first use scenario without the second nor third time
periods being detected, the second time period is detected in a second use scenario
without the first nor third time periods being detected, the third time period is detected in
a third use scenario without the first nor second time periods being detected, and
neither the first, second, nor third time periods are detected in a fourth use scenario;
the first duration of the first time period is determined based on the first information,
after identifying the first information;

the first duration of the first time period is determined based on the first information,
before setting up the connection;

the first duration of the first time period is determined based on the first information,
during setting up the connection;

the first duration of the first time period is determined based on the first information,
after setting up the connection;

the first time period is triggered by one or more non-duration-related criteria that triggers
the second time period;

the first time period is triggered by the same one or more non-duration-related criteria
that triggers the second time period;

the first time period is triggered by different one or more non-duration-related criteria
than that which triggers the second time period;

the first time period is that during which no packet is received in the connection nor
expected to be received;
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the first time period is that during which no packet is received in the connection;

the third time period is triggered by one or more non-duration-related criteria that
triggers the second time period;

the third time period is triggered by the same one or more non-duration-related criteria
that triggers the second time period;

the third time period is triggered by different one or more non-duration-related criteria
than that which triggers the second time period;

the third time period is that during which no packet is received in the connection nor
expected to be received;

the third time period is that during which no packet is received in the connection;

the first metadata is based on the first information;

the change occurs while detection of the first time period is attempted;

the change occurs via a negotiation;

the second time period is a changed version of the first time period;

the second time period is a changed instance of the first time period;

the first time period and the second time period have at least one additional difference,
in addition to duration, despite both being of the first type of time period;

the first time period and the second time period do not have at least one additional
difference, in addition to duration;

the second time period is determined based on the first information;

the first duration of the first time period is negotiated between the apparatus and the
node for the connection, during the connection set up;

the connection set up includes all communications that precede completion of the
connection set up;

the duration of the second time period is determined based on the first information;
the duration of the third time period is determined based on the first information;

the first and second time periods are of a same duration;

the first and second time periods are of a different duration;

the first and second time periods are different instances of the same type of time period;
the first and second time periods are of the same type of time period, but are applied at
different times during the connection;
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the first duration of the first time period is determined by being negotiated;

the second duration of the second time period is determined by being negotiated;

the third duration of the third time period is determined by being negotiated;

the first metadata is also for use in determining the second duration of the second time
period;

the first metadata is not for use in determining the second duration of the second time
period;

the first metadata is also for use in determining the third duration of the third time
period;

the first metadata is not for use in determining the third duration of the third time period;
the first metadata describes a definition of at least one duration;

the first metadata defines at least one duration;

the first metadata includes at least one duration;

the first metadata describes a definition of at least one time period;

the first metadata describes other data that defines at least one duration;

the first metadata describes other data that defines at least one time period;

the first metadata describes other criteria-related data that defines at least one time
period;

the first metadata describes duration data that defines at least one time period;

the first metadata describes duration criteria-related data that defines at least one time
period;

the at least portion of the connection includes only a subset of setting up the
connection;

the at least portion of the connection includes an entirety of setting up the connection;
the at least portion of the connection set up includes one or more packet exchanges
that occur after the set up packet is sent;

the at least portion of the connection set up includes one or more packet exchanges
that occur after the set up packet is sent prior to completion of the connection set up;
the set up packets are non-TCP;

the set up packets are non-TCP by not being required by any TCP standard
specification;
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the first time period is detected based on the first duration, by being detected when
packet activity or a lack thereof meets one or more criteria for a span of the first
duration;

the second time period is detected based on the second duration, by being detected
when packet activity or a lack thereof meets one or more criteria for a span of the
second duration;

the first type of time period includes an idle time period type;

the first and second time periods of the first type of time period differ only in duration;
the first and second time periods of the first type of time period are capable of differing
in duration, but may have a same duration;

the first and second time periods of the first type of time period are capable of differing
only in duration, but may have a same duration;

the first and second time periods of the first type of time period differ in duration and at
least one criteria involving packet activity or a lack thereof over a duration span;

the first and second time periods of the first type of time period are capable of differing
in duration and further differ in at least one criteria involving packet activity or a lack
thereof over a duration span;

the set up packet includes a portion of data sent at any layer;

the set up packet includes a frame;

the set up packet is a non-TCP frame;

the first time period is started in response to a received packet and the second time
period are started in response to a sent packet;

the first time period is started in response to a sent packet and the second time period
are started in response to a received packet;

the first time period is started in response to a received packet and the second time
period are started in response to a received packet;

the first time period is started in response to a sent packet and the second time period
are started in response to a sent packet;

the first time period and the second time period are started in response to different

packets;
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the first time period and the second time period are started in response to different
types of packets; or

the protocol that is not TCP is a non-TCP protocaol;

the protocol that is not TCP is a TCP a variant.

233. (New) An apparatus comprising:
a non-transitory memory means storing instructions means; and
one or more processor means in communication with the non-transitory
memory means, wherein the one or more processor means execute the
instructions means to:
receive, by the apparatus from a node, a set up packet during a
setup of a connection, the set up packet for use in a protocol that is not
transmission control protocol (TCP);
identify first metadata in a time period parameter field in the set up
packet, for a time period, where, as a result of a detection of the time

period, the connection is at least partial deactivated; and

determine, based on the first metadata, a timeout attribute
associated with the connection.
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REMARKS

Claims 1-27 are rejected on the ground of non-statutory double patenting as being
unpatentable over claims 11-18 & 22 of U.S. Patent No. 8,219,606. Such rejection is
deemed avoided by virtue of the terminal disclaimer filed herewith.

It is believed that all of the pending issues have been addressed. However, the
absence of a reply to a specific rejection, issue, or comment does not signify agreement
with or concession of that rejection, issue, or comment. In addition, because the
arguments made above may not be exhaustive, there may be reasons for patentability
of any or all pending claims (or other claims) that have not been expressed. Still yet,
nothing in this reply should be construed as intention to concede any issue with regard
to any claim, except as specifically stated in this reply. Finally, it should be noted that no
claims, except the last claim, are intended to be construed under 35 U.S.C. 112,

paragraph 6.

In the event a telephone conversation would expedite the prosecution of this
application, applicant invites the Examiner to telephone the undersigned attorney at the
number listed below. The Commissioner is authorized to charge any additional fees or
credit any overpayment to Deposit Account No. 50-4964 (Order No. PMOR120M).

Respectfully submitted,

. !,fff"'/
Dated: 30 Mar 2021

The Caldwell Firm, LLC Patrick E. Caldwell, Esq.
PO Box 59655 Reg. No. 44,580

Dallas, Texas 75229-0655

Telephone: (214) 734-2313

pcaldwell@thecaldwellfirm.com
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Art Unit: 2457

Notice of Pre-AlA or AIA Status

The present application is being examined under the pre-AlA first to invent provisions.

Detailed action

1. Claims 1-27 are presenting for examination.

Obvious Double Patent Rejection

2. The nonstatutory double patenting rejection is based on a judicially created
doctrine grounded in public policy (a policy reflected in the statute) so as to prevent the
unjustified or improper timewise extension of the “right to exclude” granted by a patent and to
prevent possible harassment by multiple assignees. A nonstatutory double patenting rejection is
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claim is not patentably distinct from the reference claim(s) because the examined application
claim is either anticipated by, or would have been obvious over, the reference claim(s). See,
e.g., In re Berg, 140 F.3d 1428, 46 USPQ2d 1226 (Fed. Cir. 1998); In re Goodman, 11 F.3d
1046, 29 USPQ2d 2010 (Fed. Cir. 1993); In re Longi, 759 F.2d 887, 225 USPQ 645 (Fed. Cir.
1985); In re Van Ornum, 686 F.2d 937, 214 USPQ 761 (CCPA 1982); In re Vogel, 422 F.2d
438, 164 USPQ 619 (CCPA 1970); In re Thorington, 418 F.2d 528, 163 USPQ 644 (CCPA
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A timely filed terminal disclaimer in compliance with 37 CFR 1.321(c) or 1.321(d) may be
used to overcome an actual or provisional rejection based on nonstatutory double patenting
provided the reference application or patent either is shown to be commonly owned with the
examined application, or claims an invention made as a result of activities undertaken within the

scope of a joint research agreement. See MPEP § 717.02 for applications subject to
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examination under the first inventor to file provisions of the AlA as explained in MPEP § 2159.
See MPEP § 2146 et seq. for applications not subject to examination under the first inventor to
file provisions of the AlA. A terminal disclaimer must be signed in compliance with 37 CFR
1.321(b).

The USPTO Internet website contains terminal disclaimer forms which may be used.
Please visit www.uspto.gov/patent/patents-forms. The filing date of the application in which the
form is filed determines what form (e.g., PTO/SB/25, PTO/SB/26, PTO/AIA/25, or PTO/AIA/26)
should be used. A web-based eTerminal Disclaimer may be filled out completely online using
web-screens. An eTerminal Disclaimer that meets all requirements is auto-processed and

approved immediately upon submission. For more information about eTerminal Disclaimers,

refer to www . u

3. Claims 1-27 are rejected on the ground of nonstatutory double patenting as being
unpatentable over claims 11-18 & 22 of U.S. Patent No. 8,219,606. Although the claims at issue
are not identical, they are not patentably distinct from each other because the patent 606
teaches substantially the claimed limitations.

3.1.  Claims 1-27 would be allowed upon receiving the terminal disclaimer.

4, The prior art made of record and not relied upon is considered pertinent to

applicant's disclosure.

5. Any inquiry concerning this communication or earlier communications from the
examiner should be directed to Moustafa M Meky whose telephone number is (571)272-4005.
The examiner can normally be reached on Monday-Friday 9AM-5PM.

Examiner interviews are available via telephone, in-person, and video conferencing

using a USPTO supplied web-based collaboration tool. To schedule an interview, applicant is
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encouraged to use the USPTO Automated Interview Request (AIR) at
http://www.uspto.gov/interviewpractice.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Ario Etienne can be reached on 571-272-4001. The fax phone number for the
organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the Patent
Application Information Retrieval (PAIR) system. Status information for published applications
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished
applications is available through Private PAIR only. For more information about the PAIR
system, see https://ppair-my.uspto.gov/pair/PrivatePair. Should you have questions on access
to the Private PAIR system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-
free). If you would like assistance from a USPTO Customer Service Representative or access to

the automated information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

MOUSTAFA M. MEKY
Primary Patent Examiner
Art Unit 2457

/MOUSTAFA M MEKY/
Primary Examiner, Art Unit 2457

03/24/2021
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United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWww.uspto.gov

| APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. |  CONFIRMATION NO. |
17/148,140 01/13/2021 Robert Paul Morris PMOR0120M 7968
92045 7590 02/10/2021 | X AMINER |
The Caldwell Firm, LLC
PO Box 59655
Dept. SVIPGP
Dallas. TX 75229 | ART UNIT | PAPER NUMBER |
2457
| NOTIFICATION DATE | DELIVERY MODE |
02/10/2021 ELECTRONIC

Please find below and/or attached an Office communication concerning this application or proceeding.
The time period for reply, if any, is set in the attached communication.

Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the
following e-mail address(es):

eofficeaction@appcoll.com
pcaldwell@thecaldwellfirm.com

PTOL-90A (Rev. 04/07)
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Application No. Applicant(s)
17/148,140 Morris, Robert Paul
Decision Granting Request for
Prioritized Examination (Track /) Examiner Art Unit AlA (FITF) Status
CHERYL P GIBSON OPET No
BAYLOR

A.
B.

A
B.

I o mmDo o

1. THE REQUEST FILED 13 January 2021 IS GRANTED .

The above-identified application has met the requirements for prioritized examination

for an original nonprovisional application (Track I).
(J for an application undergoing continued examination (RCE).

2. The above-identified application will undergo prioritized examination. The application will be
accorded special status throughout its entire course of prosecution until one of the following occurs:

filing a petition for extension of time to extend the time period for filing a reply;

filing an amendment to amend the application to contain more than four
i laims, more than thir | claims , or 2 multiple dependent claim;

filing a request for continued examination ;
filing a notice of appeal;

filing a request for suspension of action;

mailing of a notice of allowance;

mailing of a final Office action;

completion of examination as defined in 37 CFR 41.102; or

abandonment of the application.

Telephone inquiries with regard to this decision should be directed to CHERYL GIBSON BAYLOR at
(671)272-3213. In his/her absence, calls may be directed to Petition Help Desk at (571) 272-3282.

/CHERYL GIBSON BAYLOR/
Paralegal Specialist, OPET

U.S. Patent and Trademark Office
PTO-2298 (Rev. 02-2012)
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO. Box 1450

Alexandria, Virginia 22313-1450

WWW.USDIO.gOV

APPLICATION FILING or GRP ART
NUMBER I 371(c) DATE UNIT I FIL FEE REC'D I ATTY.DOCKET.NO ITOT CLAIMSIIND CLAIMSl
17/148,140 01/13/2021 2414 2520 PMORO0120M 27
CONFIRMATION NO. 7968
92045 FILING RECEIPT
The Caldwell Firm, LLC
PO Box 59655 AR R LK A RN
Dept. SVIPGP

Dallas, TX 756229
Date Mailed: 01/27/2021

Receipt is acknowledged of this non-provisional utility patent application. The application will be taken up for
examination in due course. Applicant will be notified as to the results of the examination. Any correspondence
concerning the application must include the following identification information: the U.S. APPLICATION NUMBER,
FILING DATE, NAME OF FIRST INVENTOR, and TITLE OF INVENTION. Fees transmitted by check or draft are
subject to collection.

Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
submit a written request for a corrected Filing Receipt, including a properly marked-up ADS showing the changes
with strike-through for deletions and underlining for additions. If you received a "Notice to File Missing Parts" or
other Notice requiring a response for this application, please submit any request for correction to this Filing Receipt
with your reply to the Notice. When the USPTO processes the reply to the Notice, the USPTO will generate another
Filing Receipt incorporating the requested corrections provided that the request is grantable.

Inventor(s)

Robert Paul Morris, Madison, GA,;
Applicant(s)

JENAM TECH, LLC, Longview, TX;

Power of Attorney: The patent practitioners associated with Customer Number 92045

Domestic Priority data as claimed by applicant
This application is a CON of 16/914,267 06/26/2020
which is a CON of 16/368,811 03/28/2019 PAT 10742774
which is a CON of 16/040,522 07/19/2018 PAT 10375215
which is a CON of 15/915,047 03/07/2018 PAT 10075564
which is a CON of 15/694,802 09/03/2017 PAT 9923995
which is a CIP of 14/667,642 03/24/2015 ABN
which is a CIP of 13/477,402 05/22/2012 ABN
which is a CON of 12/714,454 02/27/2010 PAT 8219606

Foreign Applications for which priority is claimed (You may be eligible to benefit from the Patent Prosecution
Highway program at the USPTO. Please see htip://www.uspto.gov for more information.) - None.

Foreign application information must be provided in an Application Data Sheet in order to constitute a claim to
foreign priority. See 37 CFR 1.55 and 1.76.

Permission to Access Application via Priority Document Exchange: Yes

page 1 of 4
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Permission to Access Search Results: Yes

Applicant may provide or rescind an authorization for access using Form PTO/SB/39 or Form PTO/SB/69 as
appropriate.

If Required, Foreign Filing License Granted: 01/25/2021

The country code and number of your priority application, to be used for filing abroad under the Paris Convention,
is US 17/148,140

Projected Publication Date: Request for Non-Publication Acknowledged

Non-Publication Request: Yes

Early Publication Request: No

Title

METHODS, SYSTEMS, AND COMPUTER PROGRAM PRODUCTS FOR SHARING
INFORMATION FOR DETECTING A TIME PERIOD

Preliminary Class
370
Statement under 37 CFR 1.55 or 1.78 for AlA (First Inventor to File) Transition Applications: No

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent” and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish

to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,
page 2 of 4
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this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4258).

LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

SelectUSA

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to
promote and facilitate business investment. SelectUSA provides information assistance to the international investor
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states,
and regions competing for global investment; and counsels U.S. economic development organizations on investment
attraction best practices. To learn more about why the United States is the best country in the world to develop
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technology, manufacture products, deliver setrvices, and grow your business, visit http:/www.SelectUSA.gov or call
+1-202-482-6800.
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PATENT APPLICATION FEE DETERMINATION RECORD

Application or Docket Number

Substitute for Form PTO-875 17/148,140
APPLICATION AS FILED - PART | OTHER THAN
(Column 1) (Column 2) SMALL ENTITY OR SMALL ENTITY
FOR NUMBER FILED NUMBER EXTRA RATE($) FEE($) RATE($) FEE($)
BASIC FEE
(37 CFR 1.16(a), (b}, or (<)) N/A N/A N/A N/A 320
SEARCH FEE
(87 CFR 1.16(K), (i), or (m)) N/A N/A N/A N/A 700
EXAMINATION FEE
(87 CFR 1.16(0), {p), or (q)) N/A N/A N/A N/A 800
TOTAL CLAIMS . *
(37 CFR 1.16(7)) 27 minus 20= 7 OR |x 100 = 700
INDEPENDENT CLAIMS - *
(37 CFR 1.16(h) 2 minus 3 = x 480 = 0.00
If the specification and drawings exceed 100
APPLICATION SIZE | sheets of paper, the application size fee due is
FEE $310 ($155 for small entity) for each additional 0.00
(37 CFR 1.16(s)) 50 sheets or fraction thereof. See 35 U.S.C.
41(a)(1)(G) and 37 CFR 1.16(s).
MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j)) 0.00
* |f the difference in column 1 is less than zero, enter "0" in column 2. TOTAL TOTAL 2520
APPLICATION AS AMENDED - PART I
OTHER THAN
(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
< AFTER PREVIOUSLY EXTRA RATE(S) FEE($) RATE() FEE($)
E AMENDMENT PAID FOR
| Total . i I =
S (37 CFCF)E ?.15(1)) Minus = OR |«x =
a Independent * Minus | ** =
E (37 CFR 1.16(h)) = OR |«x =
<§( Application Size Fee (37 GFR 1.16(s))
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 GFR 1.16())) OR
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE
(Golumn 1) (Column 2) (Column 3)
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
m AFTER PREVIOUSLY EXTRA RATE(S) FEE($) RATE(S) FEE($)
E AMENDMENT PAID FOR
L Total * Minus ** = =
= (37 OFg ?.Ie(r)) OR |x =
% Independent * Minus | *** = = OR |«x =
w (37 CFR 1.16(h)) B B
<§( Application Size Fee (37 CFR 1.16(s))
OR
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 GFR 1.16()))
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE

* If the entry in column 1 is less than the entry in column 2, write "0" in column 3.
** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20".
*** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3".
The "Highest Number Previously Paid For" (Total or Independent) is the highest found in the appropriate box in column 1.
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Doc Code: TRACK1.REQ

Document Description: TrackOne Request
PTO/AIA/424 (04-14)

CERTIFICATION AND REQUEST FOR PRIORITIZED EXAMINATION
UNDER 37 CFR 1.102(e) (Page 1 of 1)

First Named x Nonprovisional Application Number (if
Inventor: RObert PaU| MOI’I’IS known):

Title of
Invention:

METHODS, SYSTEMS, AND COMPUTER PROGRAM PRODUCTS FOR SHARING INFORMATION FOR DETECTING A TIME PERIOD

APPLICANT HEREBY CERTIFIES THE FOLLOWING AND REQUESTS PRIORITIZED EXAMINATION FOR
THE ABOVE-IDENTIFIED APPLICATION.

1. The processing fee set forth in 37 CFR 1.17(i)(1) and the prioritized examination fee set forth in
37 CFR 1.17(c) have been filed with the request. The publication fee requirement is met
because that fee, set forth in 37 CFR 1.18(d), is currently $0. The basic filing fee, search fee,
and examination fee are filed with the request or have been already been paid. | understand
that any required excess claims fees or application size fee must be paid for the application.

2. lunderstand that the application may not contain, or be amended to contain, more than four
independent claims, more than thirty total claims, or any multiple dependent claims, and that
any request for an extension of time will cause an outstanding Track | request to be dismissed.

3. The applicable box is checked below:

I.  [v] Original Application (Track One) - Prioritized Examination under § 1.102(e)(1)

i. (a) The application is an original nonprovisional utility application filed under 35 U.S.C. 111(a).
This certification and request is being filed with the utility application via EFS-Web.
—--OR---
(b) The application is an original nonprovisional plant application filed under 35 U.S.C. 111(a).
This certification and request is being filed with the plant application in paper.

ii. An executed inventor’'s oath or declaration under 37 CFR 1.63 or 37 CFR 1.64 for each
inventor, or the application data sheet meeting the conditions specified in 37 CFR 1.53(f)(3)(i) is
filed with the application.

Il. [ ] Request for Continued Examination - Prioritized Examination under § 1.102(e)(2)

i. A request for continued examination has been filed with, or prior to, this form.

ii. Ifthe application is a utility application, this certification and request is being filed via EFS-Web.

iii. The application is an original nonprovisional utility application filed under 35 U.S.C. 111(a), or is
a national stage entry under 35 U.S.C. 371.

iv. This certification and request is being filed prior to the mailing of a first Office action responsive
to the request for continued examination.

v. No prior request for continued examination has been granted prioritized examination status
under 37 CFR 1.102(e)(2).

/Patrick Caldwell/ 1/13/2021

Signature Date

?Ifrmte/Typed) Patrl Ck C aldwe | I Practitioner 44580

Registration Number

Note: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4(d} for signature requirements and certifications.
Submit multiple forms if more than one signature is required.*

D *Total of

forms are submitted.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the requirements of
the Act, please be advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2)
furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information is used by the
U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent application or
patent. If you do not furnish the requested information, the U.S. Patent and Trademark Office may not be able to
process and/or examine your submission, which may result in termination of proceedings or abandonment of the
application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records may
be disclosed to the Department of Justice to determine whether disclosure of these records is required by the
Freedom of Information Act.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of
settlement negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from
the Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having
need for the information in order to perform a contract. Recipients of information shall be required to comply
with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes
of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C.
218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency’s
responsibility to recommend improvements in records management practices and programs, under authority of
44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing
inspection of records for this purpose, and any other relevant (j.e., GSA or Commerce) directive. Such
disclosure shall not be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a
record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record
was filed in an application which became abandoned or in which the proceedings were terminated and which
application is referenced by either a published application, an application open to public inspection or an issued
patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Electronic Patent Application Fee Transmittal

Application Number:

Filing Date:

Title of Invention:

METHODS, SYSTEMS, AND COMPUTER PROGRAM PRODUCTS FOR SHARING
INFORMATION FOR DETECTING A TIME PERIOD

First Named Inventor/Applicant Name:

Robert Paul Morris

Filer:

Patrick Edgar Caldwell

Attorney Docket Number:

PMOR0120M

Filed as Large Entity

Filing Fees for Track I Prioritized Examination - Nonprovisional Application under 35 USC 111(a)

Description Fee Code Quantity Amount Suﬁ;l’;(t:)l in
Basic Filing:
UTILITY APPLICATION FILING 1011 1 320 320
UTILITY SEARCH FEE 1111 1 700 700
UTILITY EXAMINATION FEE 1311 1 800 800
REQUEST FOR PRIORITIZED EXAMINATION 1817 1 4200 4200
Pages:
Claims:
CLAIMS IN EXCESS OF 20 1202 7 100 700

Miscellaneous-Filing:
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Description Fee Code Quantity Amount Suﬁ-;l'g(t;)l L
PUBL. FEE- EARLY, VOLUNTARY, OR NORMAL 1504 1 0 0
PROCESSING FEE, EXCEPT PROV. APPLS. 1830 1 140 140
Petition:
Patent-Appeals-and-Interference:
Post-Allowance-and-Post-Issuance:
Extension-of-Time:
Miscellaneous:
Total in USD ($) 6860
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Electronic Acknowledgement Receipt

EFS ID: 41636997

Application Number: 17148140

International Application Number:

Confirmation Number: 7968

METHODS, SYSTEMS, AND COMPUTER PROGRAM PRODUCTS FOR SHARING

Title of Invention: INFORMATION FOR DETECTING A TIME PERIOD

First Named Inventor/Applicant Name: Robert Paul Morris
Customer Number: 92045
Filer: Patrick Edgar Caldwell

Filer Authorized By:

Attorney Docket Number: PMOR0120M
Receipt Date: 13-JAN-2021
Filing Date:
Time Stamp: 16:36:55
Application Type: Utility under 35 USC 111(a)

Payment information:

Submitted with Payment yes

Payment Type CARD

Payment was successfully received in RAM $6860

RAM confirmation Number E20211CG37169149

Deposit Account

Authorized User

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:
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File Listing:

Document .. . File Size(Bytes)/ Multi Pages
Document Description File Name . . .
Number Message Digest | Part/.zip| (ifappl.)
163219
1 Power of Attorney PMORO120M_EO/3FJenamTech no 1
_V p cfcf7¢375¢3077909b60d840eb26820aa379)
c%e5

Warnings:

Information:
150646

. PMOR0120M_PMOR0120_Decl
2 Oath or Declaration filed aration. SIGNED. vF.PDF no 2

b4780bda089f473365224cf916.
21al

Warnings:
Information:

97990

3 Drawings-only black and white line PMOR0120M_PMOR0120_Dra no 3
drawings wings_vF.pdf
02433b95597655d0d6a61a5069f40fb812

be22f
Warnings:
Information:

1874139

4 Application Data Sheet PMOROT20M_ADS_vF_13- no 9

Jan-2021.pdf
1229aba9379b5c21195934d47d4d 19bea?|
720e88

Warnings:
Information:
193256
5 PMORO0120M_Application_vF_ yes 55
13-Jan-2021.pdf
c5b259c15aabfdadfbcae5f1dd0caa228050)
Multipart Description/PDF files in .zip description
Document Description Start End
Specification 1 47
Claims 48 54
Abstract 55 55
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Warnings:

Information:

149382

PMORO120M_TRK1_vF_13-
- - 2
6 TrackOne Request Jan-2021pdf no

55aa036937b7ef92f3daB737458ba333411]

Warnings:

Information:

41682
7 Fee Worksheet {(SB06) fee-info.pdf no 2
0c49c579ca43067cd5f65e14a1443733845
Warnings:
Information:
Total Files Size (in bytes){ 2670314

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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Doc Code: PA..

o PTO/AIA/82B (07-13)
Document Description: Power of Attorney Approved for use through 11/30/2014. OMB 0651-0051

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number

POWER OF ATTORNEY BY APPLICANT

| hereby revoke all previous powers of attorney given in the application identified in either the attached transmittal letter or
the boxes below.

Application Number Filing Date

16/040,522 2018-07-19

(Note: The boxes above may be left blank if information is provided on form PTO/AIA/82A.)

| hereby appoint the Patent Practitioner(s) associated with the following Customer Number as my/our attorney(s) or agent(s), and

to transact all business in the United States Patent and Trademark Office connected therewith for the application referenced in
the attached transmittal letter (form PTO/AIA/82A) or identified above:

OR 92045

|:| | hereby appoint Practitioner(s) named in the attached list (form PTO/AIA/82C) as my/our attorney(s) or agent(s), and to transact
all business in the United States Patent and Trademark Office connected therewith for the patent application referenced in the
attached transmittal letter (form PTO/AIA/82A) or identified above. (Note: Complete form PTO/AIA/82C.)

Please recognize or change the correspondence address for the application identified in the attached transmittal
letter or the boxes above to:

The address associated with the above-mentioned Customer Number
OR

|:| The address associated with Customer Number:

OR
Firm or
Individual Name

Address

City | state | Zip
Country

Telephone

| Email |

| am the Applicant (if the Applicant is a juristic entity, list the Applicant name in the box):

Jenam Tech, LLC

|:| Inventor or Joint Inventor (title not required below)

I:l Legal Representative of a Deceased or Legally Incapacitated Inventor (title not required below)
Assignee or Person to Whom the Inventor is Under an Obligation to Assign (provide signer’s title if applicant is a juristic entity)

I:l Person Who Otherwise Shows Sufficient Proprietary Interest (e.g., a petition under 37 CFR 1.46(0b)(2) was granted in the
application or is concurrently being filed with this document) (provide signer’s title if applicant is a juristic entity)
SIGNATURE of Applicant for Patent

The undersigned (whose title is supplied below) is authorized to act on behalf of the applicant (e.g., where the applicant is a juristic entity).

Signature /Andrew Gordory | Date (Optional) |
Name Andrew Gordon
Title Manager, Jenam Tech, LLC

NOTE: Signature - This form must be signed by the applicant in accordance with 37 CFR 1.33. See 37 CFR 1.4 for signature requirements
and certifications. If more than one applicant, use multiple forms.

I:ITotaI of forms are submitted.

This collection of information is required by 37 CFR 1.131, 1.32, and 1.33. The information is required to obtain or retain a benefit by the public which is to file (and by the
USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 3 minutes to complete,
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount
of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner
for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
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DECLARATION (37 CFR 1.63) FOR UTILITY OR DESIGN APPLICATION USING AN

APPLICATION DATA SHEET (37 CFR 1.76)

Title of | METHODS, SYSTEMS, AND COMPUTER PROGRAM PRODUCTS FOR SHARING
Invention | INFORMATION FOR DETECTING AN IDLE TCP CONNECTION

As the below named inventor, | hereby declare that:

This declaration B B
This declaration  [l]  The attached application, or

D United States application or PCT international application number

filed on

The above-identified application was made or authorized to be made by me.

| believe that | am the original inventor or an original joint inventor of a claimed invention in the application.

| hereby acknowledge that any willful false statement made in this declaration is punishable under 18 U.S.C. 1001
by fine or imprisonment of not more than five (5) years, or both.

WARNING:

Petitioner/applicant is cautioned to avoid submitting personal information in documents filed in a patent application that may
contribute to identity theft. Personal information such as social security numbers, bank account numbers, or credit card numbers
(other than a check or credit card authorization form PTO-2038 submitted for payment purposes) is never required by the USPTO
to support a petition or an application. If this type of personal information is included in documents submitted to the USPTO,
petitioners/applicants should consider redacting such personal information from the documents before submitting them to the
USPTO. Petitioner/applicant is advised that the record of a patent application is available to the public after publication of the
application (unless a non-publication request in compliance with 37 CFR 1.213(a) is made in the application) or issuance of a
patent. Furthermore, the record from an abandoned application may also be available to the public if the application is
referenced in a published application or an issued patent (see 37 CFR 1.14). Checks and credit card authorization forms
PTO-2038 submitted for payment purposes are not retained in the application file and therefore are not publicly available.

LEGAL NAME OF INVENTOR

Robert Paul Morris Date (Optional)
./Robert Paul Morrs/

Signature:

Inventor:

Note: An application data sheet (PTO/SB/14 or equivalent), including naming the entire inventive entity, must accompany this form or must have
been previously filed. Use an additional PTO/AIA/01 form for each additional inventor.

This collection of information is required by 35 U.S.C. 115 and 37 CFR 1.63. The information is required to obtain or retain a benefit by the public which is to file (and
by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 1 minute to
complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any
comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO
THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection
with your submission of the attached form related to a patent application or patent. Accordingly,
pursuant to the requirements of the Act, please be advised that: (1) the general authority for the
collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary;
and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark
Office is to process and/or examine your submission related to a patent application or patent. If you do
not furnish the requested information, the U.S. Patent and Trademark Office may not be able to
process and/or examine your submission, which may result in termination of proceedings or
abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.
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The information on this form will be treated confidentially to the extent allowed under the
Freedom of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from
this system of records may be disclosed to the Department of Justice to determine whether
disclosure of these records is required by the Freedom of Information Act.

A record from this system of records may be disclosed, as a routine use, in the course of
presenting evidence to a court, magistrate, or administrative tribunal, including disclosures to
opposing counsel in the course of settlement negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of
Congress submitting a request involving an individual, to whom the record pertains, when the
individual has requested assistance from the Member with respect to the subject matter of the
record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the
Agency having need for the information in order to perform a contract. Recipients of
information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in
this system of records may be disclosed, as a routine use, to the International Bureau of the

World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal
agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant to
the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator,
General Services, or his/her designee, during an inspection of records conducted by GSA as
part of that agency's responsibility to recommend improvements in records management
practices and programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall
be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not
be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after
either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent
pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37
CFR 1.14, as a routine use, to the public if the record was filed in an application which
became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspection or an
issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State,
or local law enforcement agency, if the USPTO becomes aware of a violation or potential
violation of law or regulation.
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PTO/AIA/14 (02-18)
Approved for use through 11/30/2020. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | PMOR0120M

Application Data Sheet 37 CFR 1.76 —
Application Number

Title of Invention METHODS, SYSTEMS, AND COMPUTER PROGRAM PRODUCTS FOR SHARING INFORMATION FOR
DETECTING A TIME PERIOD

The application data sheet is part of the provisional or nonprovisional application for which it is being submitted. The following form contains the
bibliographic data arranged in a format specified by the United States Patent and Trademark Office as outlined in 37 CFR 1.76.

This document may be completed electronically and submitted to the Office in electronic format using the Electronic Filing System (EFS) or the
document may be printed and included in a paper filed application.

Secrecy Order 37 CFR 5.2:

u Portions or all of the application associated with this Application Data Sheet may fall under a Secrecy Order pursuant to
37 CFR 5.2 (Paper filers only. Applications that fall under Secrecy Order may not be filed electronically.)

Inventor Information:

Remove
Inventor |1

Legal Name

Prefix| Given Name Middle Name Family Name Suffix
‘ El Robert Faul l\llorris | El
Residence Information (Select One) e US Residency Non US Residency Active US Military Service

City ‘ [Madison State/Province | [GA Country of Residencd | S

Mailing Address of Inventor:

Address 1 751 Markhams Dr

Address 2

City | I\lladison | State/Province | )GA
Postal Code | jposso | Countryi | lus

All Inventors Must Be Listed - Additional Inventor Information blocks may be

generated within this form by selecting the Add button. Add

Correspondence Information:

Enter either Customer Number or complete the Correspondence Information section below.
For further information see 37 CFR 1.33(a).

[ ] An Address is being provided for the correspondence Information of this application.

Customer Number 02045

Email Address pcaldwell@thecaldwellfirm_com | AddEmail | [Remove Email

Application Information:

Title of the Invention OR DETECTING A TIME PERIOD

Attorney Docket Number| PMORO0120M Small Entity Status Claimed [ ]

Application Type Nonprovisional -
Subject Matter Utility -

Total Number of Drawing Sheets (if any) Suggested Figure for Publication (if any)

EFS Web 2.2.13
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U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | PMOR0O120M

Application Data Sheet 37 CFR 1.76

Application Number

METHODS, SYSTEMS, AND COMPUTER PROGRAM PRODUCTS FOR SHARING INFORMATION FOR

Title of Invention | -rreTiNG A TIME PERIOD

Filing By Reference:

Only complete this section when filing an applicaticn by reference under 35 US.C. 111(c) and 37 CFR 1.57(a). Do not complete this section if
application papers including a specification and any drawings are being filed. Any domestic benefit or foreign priority information must be
provided in the appropriate section(s) below (i.e,, “Domestic Benefit/National Stage Information” and “Foreign Priority Information”).

For the purposes of a filing date under 37 CFR 1.53(b), the description and any drawings of the present application are replaced by this
reference to the previously filed applicaticn, subject to conditions and requirements of 37 CFR 1.57(a).

Application number of the previcusly Filing date (YYYY-MM-DD) Intellectual Property Authority or Country 7
filed application

Publication Information:
[] Request Early Publication (Fee required at time of Request 37 CFR 1.219)

Request Not to Publish. | hereby request that the attached application not be published under

35 U.S.C. 122(b) and certify that the invention disclosed in the attached application has not and will not be the
subject of an application filed in another country, or under a multilateral international agreement, that requires
publication at eighteen months after filing.

Representative Information:

Representative information should be provided for all practitioners having a power of attorney in the application. Providing
this information in the Application Data Sheet does not constitute a power of attorney in the application {see 37 CFR 1.32).

Either enter Customer Number or complete the Representative Name section below. If both sections are completed the customer
Number will be used for the Representative Information during processing.

Please Select One: e Customer Number US Patent Practitioner (O Limited Recognition (37 CFR 11.9)
Customer Number 02045

Domestic Benefit/National Stage Information:

This section allows for the applicant to either claim benefit under 35 U.5.C. 1198(e), 120, 121, 365(c), or 386(c) or indicate
National Stage entry from a PCT application. Providing benefit claim information in the Application Data Sheet constitutes
the specific reference required by 35 U.S.C. 119(e) or 120, and 37 CFR 1.78.

When referring to the current application, please leave the “Application Number” field blank.

Prior Application Status | Pending - Remove
Filing or 371(c) Date
Application Number Continuity Type Prior Application Number (YYYY-MM-DD)

Continuation of 16914267 2020-06-26

4

EFS Web 2.2.13
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U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

. . Attorney Docket Number | PMOR0O120M
Application Data Sheet 37 CFR 1.76 —
Application Number
Title of Invention METHODS, SYSTEMS, AND COMPUTER PROGRAM PRODUCTS FOR SHARING INFORMATION FOR
DETECTING A TIME PERIOD
Prior Application Status | Patented v Remove
Application L Prior Application Filing Date Issue Date
Number Continuity Type Number (YYYY-MM-DD) Patent Number (YYYY-MM-DD)
‘1 6914267 |Conlinuation of -] hs3ss811 |2019—03—28 |10742774 P020—08—11
Prior Application Status | Patented - Remove
Application - Prior Application Filing Date Issue Date
Number Continuity Type Number (YYYY-MM-DD) Patent Number (YYYY-MM-DD)
‘1 6368811 |Conlinuation of -] heoa0s522 |2018—07—19 |10375215 ng-os—oe
Prior Application Status | Patented - Remove
Application - Prior Application Filing Date Issue Date
Number Continuity Type Number (YYYY-MM-DD) Patent Number (YYYY-MM-DD)
‘1 6040522 |Conlinuation of -] hs915047 |2018—03—07 |10075564 P018—09—11
Prior Application Status | Patented - Remove
Application - Prior Application Filing Date Issue Date
Number Continuity Type Number (YYYY-MM-DD) Patent Number (YYYY-MM-DD)
‘1 5915047 |Conlinuation of -] 5694802 |2017-09-03 |9923995 p018-03-20
Prior Application Status It\bandoned -
Filing or 371(c) Date
Application Number Continuity Type Prior Application Number (YYYY-MM-DD)
15694802 [Continuation in part of ~| 14667642 2015-03-24
Prior Application Status r\bandoned - Remove
Filing or 371(c) Date
Application Number Continuity Type Prior Application Number (YYYY-MM-DD)
14667642 Continuation in part of | 13477402 2012-05-22
Prior Application Status | Patented - Remove
Application . Prior Application Filing Date Issue Date
Number Continuity Type Number (YYYY-MM-DD) Patent Number (YYYY-MM-DD)
13477402 |Conlinuation of <] 2714454 |201 0-02-27 |821 9606 P012-07-1 0
Additional Domestic Benefit/National Stage Data may be generated within this form
. Add
by selecting the Add button.

Foreign Priority Information:

This section allows for the applicant to claim priority to a foreign application. Providing this information in the application data sheet
constitutes the claim for priority as required by 35 U.S.C. 119(b) and 37 CFR 1.55. When priority is claimed to a foreign application
that is eligible for retrieval under the priority document exchange program (PDX)I the information will be used by the Office to
automatically attempt retrieval pursuant to 37 CFR 1.55(i)(1) and {2). Under the PDX program, applicant bears the ultimate
responsibility for ensuring that a copy of the foreign application is received by the Office from the participating foreign intellectual
property office, or a certified copy of the foreign priority application is filed, within the time period specified in 37 CFR 1.55(g)(1).
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Application Data Sheet 37 CFR 1.76

Attorney Docket Number

PMORO0120M

Application Number

Title of Invention

METHODS, SYSTEMS, AND COMPUTER PROGRAM PRODUCTS FOR SHARING INFORMATION FOR
DETECTING A TIME PERIOD

Application Number

Countryi

Filing Date (YYYY-MM-DD)

Remove

Access Codei if applicable
pp

Additional Foreign Priority Data may be generated within this form by selecting the
Add button.

Statement under 37 CFR 1.55 or 1.78 for AlA (First Inventor to File) Transition
Applications

This application (1) claims priority to or the benefit of an application filed before March 16, 2013 and (2) also

contains, or contained at any time, a claim to a claimed invention that has an effective filing date on or after March
[] 16, 2013.
NOTE: By providing this statement under 37 CFR 1.55 or 1.78, this application, with a filing date on or after March

18, 2013, will be examined under the first inventor to file provisions of the AlA.
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Attorney Docket Number | PMOR0O120M

Application Data Sheet 37 CFR 1.76

Application Number

METHODS, SYSTEMS, AND COMPUTER PROGRAM PRODUCTS FOR SHARING INFORMATION FOR

Title of Invention | -rreTiNG A TIME PERIOD

Authorization or Opt-Out of Authorization to Permit Access:

When this Application Data Sheet is properly signed and filed with the application, applicant has provided written
authority to permit a participating foreign intellectual property (IP) office access to the instant application-as-filed (see
paragraph A in subsection 1 below) and the European Patent Office (EPO) access to any search results from the instant
application (see paragraph B in subsection 1 below).

Should applicant choose not to provide an authorization identified in subsection 1 below, applicant must opt-out of the
authorization by checking the corresponding box A or B or both in subsection 2 below.

NOTE: This section of the Application Data Sheet is ONLY reviewed and processed with the INITIAL filing of an
application. After the initial filing of an application, an Application Data Sheet cannot be used to provide or rescind
authorization for access by a foreign IP office(s). Instead, Form PTO/SB/39 or PTO/SB/69 must be used as appropriate.

1. Authorization to Permit Access by a Foreign Intellectual Property Office(s)

A. Priority Document Exchange (PDX) - Unless box A in subsection 2 (opt-out of authorization) is checked, the
undersigned hereby grants the USPTO authority to provide the European Patent Office (EPO), the Japan Patent Office
(JPO), the Korean Intellectual Property Office (KIPO), the State Intellectual Property Office of the People’'s Republic of
China (SIPO), the World Intellectual Property Organization (WIPQO), and any other foreign intellectual property office
participating with the USPTO in a hilateral or multilateral priority document exchange agreement in which a foreign
application claiming priority to the instant patent application is filed, access to: (1) the instant patent application-as-filed
and its related bibliographic data, (2) any foreign or domestic application to which priority or benefit is claimed by the
instant application and its related bibliographic data, and (3) the date of filing of this Authorization. See 37 CFR 1.14(h})

().

B. Search Results from U.S. Application to EPO - Unless box B in subsection 2 (opt-out of authorization) is checked,
the undersigned hereby grants the USPTO authority to provide the EPO access to the bibliographic data and search
results from the instant patent application when a European patent application claiming priority to the instant patent
application is filed. See 37 CFR 1.14(h)(2).

The applicant is reminded that the EPO’s Rule 141(1) EPC (European Patent Convention) requires applicants to submit a
copy of search results from the instant application without delay in a European patent application that claims priority to
the instant application.

2. Opt-Out of Authorizations to Permit Access by a Foreign Intellectual Property Office(s}

A. Applicant DOES NOT authorize the USPTO to permit a participating foreign IP office access to the instant
[ ] application-as-filed. If this box is checked, the USPTO will not be providing a participating foreign IP office with
any documents and infermation identified in subsection 1A above.

B. Applicant DOES NOT authcrize the USPTO to transmit to the EPO any search results from the instant patent
[] application. If this box is checked, the USPTO will not be providing the EPO with search results from the instant
application.
NOTE: Once the application has published or is otherwise publicly available, the USPTO may provide access to the
application in accordance with 37 CFR 1.14.
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Attorney Docket Number | PMOR0O120M

Application Data Sheet 37 CFR 1.76

Application Number

METHODS, SYSTEMS, AND COMPUTER PROGRAM PRODUCTS FOR SHARING INFORMATION FOR

Title of Invention | -rreTiNG A TIME PERIOD

Applicant Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title 37 of CFR
to have an assignment recorded by the Office.

Applicant {1

If the applicant is the inventor {or the remaining joint inventor or inventors under 37 CFR 1.45), this section should not be completed.
The information to be provided in this section is the name and address of the legal representative who is the applicant under 37 CFR
1.43; or the name and address of the assignee, person to whom the inventor is under an obligation to assign the invention, or person
who otherwise shows sufficient proprietary interest in the matter who is the applicant under 37 CFR 1.46. If the applicant is an
applicant under 37 CFR 1.46 (assignee, person to whom the inventor is obligated to assign, or person who otherwise shows sulfficient
proprietary interest) together with one or more joint inventors, then the joint inventor or inventors who are also the applicant should be

identified in this section.

® Assignee Legal Representative under 35 U.S.C. 117 Jeint Inventor

Person to whom the inventor is obligated to assign. Person who shows sufficient proprietary interest

If applicant is the legal representative, indicate the authority to file the patent application, the inventor is:

N

Name of the Deceased or Legally Incapacitated Inventor:

If the Applicant is an Organization check here. X

Organization Name JENAM TECH, LLC

Mailing Address Information For Applicant:

Address 1 P11 W Tyler Street, Suite C

Address 2

City | ongview State/Province ITX
Country | s Postal Code 75601
Phone Number Fax Number
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BACKGROUND

[0004] Various implementations of the transmission control protocol (TCP) in network
nodes support a number of options that are not negotiated or even communicated
between or among any of the nodes. Some of these options are included in the
specification of the TCP while others are not. For example, the TCP keep-alive option is
supported by a number of implementations of the TCP. It is not, however, part of the
TCP specification as described in "Request for Comments" (RFC) document RFC 793
edited by John Postel, titled "Transmission Control Protocol, DARPA Internet Program
Internet Protocol Specification” (September 1981), which is incorporated here in its
entirety by reference. One, both, or neither node including an endpoint in a TCP
connection may support a keep-alive option for the connection. Each node supports or
does not support keep-alive for a TCP connection based on each node’s requirements

without consideration for the other node in the TCP connection.

[0005] With respect to the keep-alive option, some argue that it is unnecessary and
that it can waste network bandwidth. Some of these critics point out that a keep-alive
packet can bring down a TCP connection. Further, since nodes including endpoints in a
TCP connection do not cooperate in supporting the keep-alive option, the nodes may
operate in opposition to one another and/or may waste resources by duplicating

function, according to critics of the keep-alive option.

[0006] Proponents of the keep-alive option claim there is a benefit to detecting a dead

peer/partner endpoint sooner. A node providing TCP keep-alive can also indirectly

3
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detect when a network is so congested that two nodes with endpoints in a TCP
connection are effectively disconnected. Proponents argue that keep-alive can keep an
inactive TCP connection open. For example, some network nodes such as firewalls are
configured to close TCP connections determined to be idle or inactive in order to
recover resources. Keep-alive can prevent this. This is good from the perspective of the
node sending keep-alive packets, but the keep-alive packets might cause the firewall to

waste resources and possibly block or terminate TCP connections with other nodes.

[0007] TCP keep-alive and the debate of its benefits and faults have been around for
decades. To date no mechanism to allow two TCP connection endpoints to cooperate in
supporting the keep-alive option has been proposed or implemented. The broader issue
of enabling cooperation and negotiation between nodes in a TCP connection in
detecting and managing idle, underactive, and/or dead TCP connections remains

unaddressed.

[0008] Accordingly, there exists a need for methods, systems, and computer program

products for sharing information for detecting an idle TCP connection.

SUMMARY

[0009] The following presents a simplified summary of the disclosure in order to
provide a basic understanding to the reader. This summary is not an extensive overview
of the disclosure and it does not identify key/critical elements of the invention or

delineate the scope of the invention. Its sole purpose is to present some concepts

4
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disclosed herein in a simplified form as a prelude to the more detailed description that is

presented later.

[0010] In one embodiment, an apparatus and method are provided to: receive, by the
apparatus from a node, a set up packet during a setup of a connection, the set up
packet for use in a protocol that is not transmission control protocol (TCP); identify first
metadata in a time period parameter field in the set up packet, for a time period, where,
as a result of a detection of the time period, the connection is at least partial
deactivated; and determine, based on the first metadata, a timeout attribute associated

with the connection.

[0011] In one embodiment, another apparatus and method are provided to: identify first
information; generate, based on first information, a set up packet including a time period
parameter field identifying first metadata, the set up packet for use in a protocol that is
not transmission control protocol (TCP); set up a connection, by sending, from the
apparatus to a node, the set up packet to provide the first metadata to the node, for use
by the node in determining a timeout attribute associated with the connection; detect, by
the apparatus, a time period during which no packet is received in the connection and
processed to keep the connection active; and in response to detecting the time period,

at least partially deactivate, by the apparatus, the connection.

BRIEF DESCRIPTION OF THE DRAWINGS
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[0012] Objects and advantages of the present invention will become apparent to those
skilled in the art upon reading this description in conjunction with the accompanying
drawings, in which like reference numerals have been used to designate like or

analogous elements, and in which:

[0013] Fig. 1 is a block diagram illustrating an exemplary hardware device included in
and/or otherwise providing an execution environment in which the subject matter may

be implemented;

[0014] Fig. 2 is a flow diagram illustrating a method for sharing information for
detecting an idle TCP connection according to an aspect of the subject matter described

herein;

[0015] Fig. 3 is a flow diagram illustrating another method for sharing information for
detecting an idle TCP connection according to another aspect of the subject matter

described herein;

[0016] Fig. 4a and Fig. 4b show a block a diagram illustrating an arrangement of
components for sharing information for detecting an idle TCP connection according to a

further aspect of the subject matter described herein;

[0017] Fig. 5 is a block diagram illustrating an arrangement of components for sharing
information for detecting an idle TCP connection according to still another aspect of the

subject matter described herein;
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[0018] Fig. 6 is a network diagram illustrating an exemplary system for sharing
information for detecting an idle TCP connection according to an aspect of the subject

matter described herein;

[0019] Fig. 7 is a message flow diagram illustrating an exemplary data and execution
flow for sharing information for detecting an idle TCP connection according to an aspect

of the subject matter described herein; and

[0020] Fig. 8 is a diagram illustrating a structure for a packet transmitted via a network

according to an aspect of the subject matter described herein.

DETAILED DESCRIPTION

[0021] An exemplary device included in an execution environment that may be
configured according to the subject matter is illustrated in Fig. 1. An execution
environment includes an arrangement of hardware and, optionally, software that may be
further configured to include an arrangement of components for performing a method of

the subject matter described herein.

[0022] An execution environment includes and/or is otherwise provided by one or more
devices. An execution environment may include a virtual execution environment
including software components operating in a host execution environment. Exemplary
devices included in or otherwise providing suitable execution environments for

configuring according to the subject matter include personal computers, notebook
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computers, tablet computers, servers, hand-held and other mobile devices,
multiprocessor devices, distributed devices, consumer electronic devices, and/or
network-enabled devices. Those skilled in the art will understand that the components

illustrated in Fig. 1 are exemplary and may vary by particular execution environment.

[0023] Fig. 1 illustrates hardware device 100 included in execution environment 102
which includes instruction-processing unit (IPU) 104, such as one or more
microprocessors; physical IPU memory 106 including storage locations identified by
addresses in a physical memory address space of IPU 104; persistent secondary
storage 108, such as one or more hard drives and/or flash storage media; input device
adapter 110, such as key or keypad hardware, keyboard adapter, and/or mouse
adapter; output device adapter 112, such as a display or audio adapter for presenting
information to a user; a network interface, illustrated by network interface adapter 114,
for communicating via a network such as a LAN and/or WAN; and a communication
mechanism that couples elements 104-114, illustrated as bus 116. Elements 104-114
may be operatively coupled by various means. Bus 116 may comprise any type of bus
architecture, including a memory bus, a peripheral bus, a local bus, and/or a switching

fabric.

[0024] IPU 104 is an instruction execution machine, apparatus, or device. Exemplary
IPUs include one or more microprocessors, digital signal processors (DSP), graphics
processing units (GPU), application-specific integrated circuits (ASIC), and/or field

programmable gate arrays (FPGA).
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[0025] IPU 104 may access machine code instructions and data via one or more
memory address spaces in addition to the physical memory address space. A memory
address space includes addresses identifying locations in an IPU memory. IPU 104 may
have more than one IPU memory. Thus, IPU 104 may have more than one memory
address space. IPU 104 may access a location in an IPU memory by processing an
address identifying the location. The processed address may be in an operand of a
machine code instruction and/or may be identified in a register or other portion of IPU

104.

[0026] Fig. 1 illustrates virtual IPU memory 118 spanning at least part of physical IPU
memory 106 and at least part of persistent secondary storage 108. Virtual memory
addresses in a memory address space may be mapped to physical memory addresses
identifying locations in physical IPU memory 106. An address space for identifying
locations in a virtual IPU memory is referred to as a virtual memory address space; its
addresses are referred to as virtual memory addresses; and its IPU memory is known
as a virtual IPU memory or virtual memory. The term IPU memory may refer to physical
IPU memory 106 and/or virtual IPU memory 118 depending on the context in which the

term is used.

[0027] Various types of memory technologies may be included in physical IPU memory
106. Exemplary memory technologies include static random access memory (SRAM)
and/or dynamic RAM (DRAM) including variants such as dual data rate synchronous

DRAM (DDR SDRAM), error correcting code synchronous DRAM (ECC SDRAM),
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and/or RAMBUS DRAM (RDRAM). Physical IPU memory 106 may include volatile
memory as illustrated in the previous sentence and/or may include nonvolatile memory

such as nonvolatile flash RAM (NVRAM) and/or read-only memory (ROM).

[0028] Persistent secondary storage 108 may include one or more flash memory
storage devices, one or more hard disk drives, one or more magnetic disk drives, and/or
one or more optical disk drives. Persistent secondary storage may include removable
media. The drives and their associated computer-readable storage media provide
volatile and/or nonvolatile storage for computer readable instructions, data structures,

program components, and other data for execution environment 102.

[0029] Execution environment 102 may include software components stored in
persistent secondary storage 108, in remote storage accessible via a network, and/or in
an IPU memory. Fig. 1 illustrates execution environment 102 including operating system
120, one or more applications 122, other program code and/or data components

illustrated by other libraries and subsystems 124.

[0030] Execution environment 102 may receive user-provided information via one or
more input devices illustrated by input device 128. Input device 128 provides input
information to other components in execution environment 102 via input device adapter
110. Execution environment 102 may include an input device adapter for a keyboard, a
touch screen, a microphone, a joystick, a television receiver, a video camera, a still
camera, a document scanner, a fax, a phone, a modem, a network adapter, and/or a
pointing device, to name a few exemplary input devices.

10
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[0031] Input device 128 included in execution environment 102 may be included in
device 100 as Fig. 1 illustrates or may be external (not shown) to device 100. Execution
environment 102 may include one or more internal and/or external input devices.
External input devices may be connected to device 100 via corresponding
communication interfaces such as a serial port, a parallel port, and/or a universal serial
bus (USB) port. Input device adapter 110 receives input and provides a representation
to bus 116 to be received by IPU 104, physical IPU memory 106, and/or other

components included in execution environment 102.

[0032] Output device 130 in Fig. 1 exemplifies one or more output devices that may be
included in and/or may be external to and operatively coupled to device 100. For
example, output device 130 is illustrated connected to bus 116 via output device
adapter 112. Output device 130 may be a display device. Exemplary display devices
include liquid crystal displays (LCDs), light emitting diode (LED) displays, and
projectors. Output device 130 presents output of execution environment 102 to one or
more users. In some embodiments, an output device is a device such as a phone, a
joystick, and/or a touch screen. In addition to various types of display devices,
exemplary output devices include printers, speakers, tactile output devices such as
motion producing devices, and other output devices producing sensory information

detectable by a user.

[0033] A device included in or otherwise providing an execution environment may

operate in a networked environment communicating with one or more devices (not

11
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shown) via one or more network interfaces. The terms “communication interface” and
“network interface” are used interchangeably. Fig. 1 illustrates network interface adapter
114 as a network interface included in execution environment 102 to operatively couple
device 100 to a network. The terms “network node” and “node” in this document both

refer to a device having a network interface operatively coupled to a network.

[0034] Exemplary network interfaces include wireless network adapters and wired
network adapters. Exemplary wireless networks include a BLUETOOTH network, a
wireless 802.11 network, and/or a wireless telephony network (e.g., a cellular, PCS,
CDMA, and/or GSM network). Exemplary wired networks include various types of LANSs,
wide area networks (WANSs), and personal area networks (PANs). Exemplary network
adapters for wired networks include Ethernet adapters, Token-ring adapters, FDDI
adapters, asynchronous transfer mode (ATM) adapters, and modems of various types.

Exemplary networks also include intranets and internets such as the Internet.

[0035] Fig. 2 is a flow diagram illustrating a first method for sharing information for
detecting an idle TCP connection according to an exemplary aspect of the subject
matter described herein. Fig. 3 is a flow diagram illustrating a second method for
sharing information for detecting an idle TCP connection according to an exemplary
aspect of the subject matter described herein. Fig. 4a is a block diagram illustrating a
system for sharing information for detecting an idle TCP connection according to the
first method in Fig. 2. Fig. 4b is a block diagram illustrating a system for sharing

information for detecting an idle TCP connection according to the second method in Fig.

12
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3. It is expected that many, if not most, systems configured to perform one of the
methods illustrated in Fig. 2 and Fig. 3 will also be configured to perform the other

method.

[0036] A system for sharing information for detecting an idle TCP connection according
to the method illustrated in Fig. 2 includes an execution environment, such as execution
environment 102 in Fig. 1, including an instruction processing unit, such as IPU 104,
configured to process an instruction included in at least one of an idle time period policy
component 450, a packet generator component 452, and a net out-port component 454,
a idle time period monitor component 456, and a connection state component 458

illustrated in Fig. 4a.

[0037] A system for sharing information for detecting an idle TCP connection
performing the method illustrated in Fig. 3 includes an execution environment, such as
execution environment 102 in Fig. 1, including an instruction processing unit, such as
IPU 104, configured to process an instruction included in at least one of a net in-port
component 460, an idle time period option handler component 462, an option attribute

handler component 464 illustrated in Fig. 4b.

[0038] Components illustrated in Fig. 4a may be adapted for performing the method
illustrated in Fig. 2 in a number of execution environments. Components illustrated in
Fig. 4b may be adapted for performing the method illustrated in Fig. 3 in a number of
execution environments. Fig. 5 is a block diagram illustrating adaptations and/or
analogs of the components of Fig. 4a and Fig. 4b in exemplary execution environment

13
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502 including or otherwise provided by one or more nodes. The method depicted in Fig.
2 and the method depicted in Fig. 3 may be carried out by some or all of the exemplary

components and/or their analogs.

[0039] The components illustrated in Fig. 4 and Fig. 5 may be included in or otherwise
may be combined with some or all of the components of Fig. 1 to create a variety of

arrangements of components according to the subject matter described herein.

[0040] Fig. 6 illustrates first node 602 and second node 604 as exemplary devices
included in and/or otherwise adapted for providing a suitable execution environment,
such as execution environment 502 illustrated in Fig. 5, for an adaptation of the
arrangement of components in Fig. 4a and an adaptation of the arrangement of
components in Fig. 4b. As illustrated in Fig. 6, first node 602 and second node 604 are
operatively coupled to network 606 via respective network interfaces enabling first node
602 and second node 604 to communicate. Fig. 7 is a message flow diagram illustrating
an exemplary exchange of messages within and between first node 602 and second

node 604 according to the subject matter described herein.

[0041] As stated, the various adaptations of the arrangements of components in Fig.

4a and in Fig. 4b described herein are not exhaustive.

[0042] In Fig. 5, execution environment 502 illustrates a network application 504
operating in a node configured to communicate with one or more other nodes via the

TCP supported by TCP layer component 506. For example, first node 602 may be

14
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included in and/or provide execution environment 502. Network application 504 may be
a first application configured to communicate with an application operating in second
node 604 via network 606. Second node 604 may be included in and/or provide another
instance of execution environment 502. The operation of both first node 602 and second
node 604 are described with respect to execution environment 502. For ease of
illustration, both first node 602 and second node 604 are configured with adaptations of
the arrangement in Fig 4a and the arrangement in Fig. 4b. As such, the description of
components and corresponding operations with respect to execution environment 502

in Fig. 5 is applicable to both first node 602 and second node 604 in Fig. 6.

[0043] In Fig. 5, network interface card (NIC) 508 is an exemplification of a network
interface illustrated in Fig. 1 by network interface adapter 114. NIC 508 includes a
physical layer component 510 operatively coupling execution environment 502 to one or
more physical media for carrying communication signals. The media may be wired,
such as an Ethernet LAN operating over CAT 6 cabling, or may be wireless such as an
802.11n LAN. Other exemplary physical layer protocols and corresponding media are

identified above.

[0044] NIC 508 may also include a portion of link layer component 512. Link layer
component 512 may provide for communication between two nodes in a point-to-point
communication and/or two nodes in a local area network (LAN). Exemplary link layers

and, their protocols have been described above including FDDI, ATM, and Ethernet. A
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portion of link layer component 512 is external to NIC 508. The external portion may be

realized as a device driver for NIC 508.

[0045] Link layer component 512 may receive data formatted as one or more internet
protocol (IP) packets from internet protocol (IP) layer component 514. Link layer
component 512 packages data from IP layer component 514 according to the particular
link layer protocol supported. Analogously, link layer component 512 interprets data,
received as signals transmitted by the physical media operatively coupled to physical
layer component 510, according to a particular link layer protocol supported. Link layer
component 512 may strip off link layer specific data and transfer the payload of link

layer transmissions to IP layer component 514.

[0046] IP layer component 514 illustrated in Fig. 5 is configured to communicate with
one or more remote nodes over a LAN and/or a network of networks such as an intranet
or the Internet. IP layer component 514 may receive data formatted as TCP packets
from TCP layer component 506. IP layer component 514 packages data from TCP layer
component 506 into IP packets for transmission across a network. The network may be
and/or may include an internet. Analogously, IP layer component 514 interprets data,
received from link layer component 512 as IP protocol data and detects IP packets in
the received data. IP layer component 514 may strip off IP layer specific data and

transfer the payload of one or more IP packets to TCP layer component 506.

[0047] In Fig. 5, IP layer component 514 is operatively coupled to TCP layer
component 506. TCP layer component 506 is configured to provide a TCP connection
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over network 606 for sending and/or receiving packets included in the TCP connection

between two nodes exemplified by first node 602 and second node 604.

[0048] In a TCP connection including first node 602 and second node 604, first node
602 may include a first TCP connection endpoint and second node 604 may include a
second TCP connection endpoint. The first and second TCP connection endpoints
identify the TCP connection. The TCP connection may have other identifiers, in addition

to the included endpoints.

[0049] Components of execution environment 502, in an aspect, may interoperate with
TCP layer component 506 directly. In another aspect, one or more components, such
as network application 504, may interoperate with TCP layer component 506 indirectly.
Network application 504 may exchange data with TCP layer component 506 via sockets
component 518 and/or an analog of sockets component 518. Alternatively or
additionally, network application 504 may communicate with a remote node via an
application protocol layer illustrated by application protocol layer component 520. Many
application protocols currently exist and new application protocols will be developed.
Exemplary application layer protocols include hypertext transfer protocol (HTTP), file

transfer protocol (FTP), and extensible messaging and presence protocol (XMPP).

[0050] TCP layer component 506 in Fig. 5 may receive data from any of various

sources for transmitting in corresponding TCP connections to various corresponding
identified TCP connection endpoints in one or more network nodes. Fig. 5 illustrates
application in-port (app in-port) component 522 providing an interface component for
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receiving data to transmit in a TCP connection. Fig. 5 illustrates TCP layer component
506 includes packet generator component 552 configured to package data received by
application in-port component 522 for transmitting in one or more TCP packets. The one
or more TCP packets are provided to IP layer component 514 via net out-port

component 554 exemplifying an output interface component.

[0051] Analogously, TCP layer component 506 interprets data received from IP layer
component 514 via net in-port component 560. The data is interpreted as TCP data and
TCP packets are detected in the received data by net in-port component 560 and/or
packet handler component 516. Fig. 5 illustrates TCP layer component 506 includes
packet handler component 516 to strip off and/or otherwise process TCP layer specific
data. Packet handler component 516 interoperates with application out-port (app out-
port) component 524 to transfer data in the TCP packet included in a TCP data stream
to sockets component 518, application protocol layer 520, network application 504,
and/or other components associated with the local endpoint of the TCP connection.

Detailed information on the operation of TCP is included in RFC 793.

[0052] With reference to the method illustrated in Fig. 2, block 202 illustrates the
method includes receiving, by a first node, first idle information for detecting a first idle
time period during which no TCP packet including data in a first data stream sent in the
TCP connection by a second node is received by the first node. Accordingly, a system
for sharing information for detecting an idle TCP connection includes means for

receiving, by a first node, first idle information for detecting a first idle time period during
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which no TCP packet including data in a first data stream sent in the TCP connection by
a second node is received by the first node. For example, as illustrated in Fig. 4a, idle
time period policy component 450 is configured for receiving, by a first node, first idle
information for detecting a first idle time period during which no TCP packet including
data in a first data stream sent in the TCP connection by a second node is received by

the first node.

[0053] Fig. 5 illustrates idle time period (ITP) policy component 550 as an adaptation of
and/or analog of ITP policy component 450 in Fig. 4a. One or more idle time period

policy components 550 operate in execution environment 502.

[0054] Message 702 in Fig. 7 illustrates a communication including and/or otherwise
identifying idle information received by ITP policy component 550. Message 702 may
take various forms in various aspects. Exemplary forms for message 702 include a
function/method invocation, a message passed via a message queue, data transmitted
via a pipe, a message received via a network, and/or a communication via a shared

location in IPU memory and/or secondary storage.

[0055] Idle information may be received from a configuration storage location for TCP
layer component 506 in an IPU memory and/or in secondary storage 108. The
configured idle information may be maintained and/or otherwise managed by settings
service component 526 configured to maintain and/or manage various options or

settings for TCP layer component 506 and/or one or more TCP connections.
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[0056] In an aspect, network application 504 provides idle information to ITP policy
component 550 via settings service component 526 interoperating with sockets
component 518. Sockets component 518 and/or TCP layer component 506 may support
TCP options applicable globally for some or all TCP connections and/or may support
TCP options on a per connection basis. Per connection TCP options may override
global TCP options if global options are also supported. In another aspect, idle
information may be received from and/or otherwise received based on information via
application protocol layer 520, via sockets component 518, and/or directly from network

application 504.

[0057] Application protocol layer 520 may provide idle information to ITP policy
component 550 via settings service component 526 and, optionally, via sockets
component 518. Idle information provided by application protocol layer 520 may be
based on data received from network application 504, based on a particular
configuration of application protocol layer 520, and/or received from a user and/or
administrator of one or both of network application 504 and application protocol layer

520.

[0058] In an aspect, the idle information received may be based on a previous ITP
header identified in a packet in the TCP connection received by first node 602 from
second node 604. The previous packet may be received by net in-port component 560.
The previous ITP header may be detected by ITP option handler component 562

interoperating with packet handler component 516. Idle information may be identified
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and/or otherwise determined by ITP option handler component 562. ITP policy
component 550 may interoperate with ITP option handler component 562 to receive the

idle information.

[0059] Idle information received, determined, and/or otherwise identified may include
and/or identify a duration of time for detecting an idle time period. The duration may be
specified according to various measures of time including seconds, minutes, hours,

and/or days.

[0060] Alternatively or additionally, idle information may include and/or identify a
generator for determining a duration of time for detecting an idle time period. An
exemplary generator may include a formula, an expression, a function, a policy, and/or

other mechanism for generating and/or otherwise identifying a duration of time.

[0061] In an aspect, one or more algorithms for generating a duration of time for
detecting an idle time period may be associated with identifiers. The algorithm identifiers
may be standardized within a group of nodes including first node 602 and second node
604. The received idle information may include and/or reference an algorithm identifier.
First node 602 and second node 604 may each maintain an association between one or
more of the algorithm identifiers and a duration generator such as a function and/or a

class configured to perform the identified algorithm.

[0062] A duration generator may determine the duration of time for detecting an idle

time period based on one or more attributes accessible to one or both of first node 602
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and second node 604. Exemplary attributes include a measure of network latency, a

measure of network congestion, an indication of the availability of a particular resource,
a user specified attribute, a security attribute, an energy usage attribute, a user attribute
such as role of the user, and/or a measure of bandwidth supported by NIC 508 and/or a

physical network medium operatively coupled to NIC 508.

[0063] Alternatively or additionally, idle information may include a parameter such as
one or more of the attributes identified in the previous paragraph for use in a duration
generator for determining a duration of time for measuring and/or otherwise detecting

an idle time period.

[0064] A TCP connection may be identified by its endpoints. First node 602 and/or
second node 604 may include an endpoint of the TCP connection. Alternatively or
additionally, first node 602 and/or second node 604 may include a proxy endpoint
representing an endpoint in a TCP connection. Nodes, that provide a network address

translation (NAT) service, are exemplary nodes including proxy endpoints.

[0065] A node including a TCP connection endpoint is referred to as a host. Hosts are
typically user devices and/or servers that typically operate at the edge of a network.
While endpoints of most TCP connections are not typically included in network nodes
for relaying, routing, and/or otherwise forwarding TCP packet data within a network
such as routing nodes and switching nodes. Such network nodes may include one or
more connection endpoints for one or more respective TCP connections. It should be
understood that the term “host” refers to a role played by a device in a network. First

22

Page 304 of 337



node 602 and/or second node 604 may play the role of a host in a TCP connection

and/or may be proxy nodes.

[0066] A node is referred to as being in or included in a TCP connection when the
node includes an endpoint of the connection and/or includes a proxy for a connection
endpoint, referred to as a proxy endpoint. A proxy endpoint and an endpoint in a TCP

connection may be in the same node or in different nodes.

[0067] In Fig. 5, connection state component 558 may maintain state information for
one or more TCP connection endpoints and/or proxy endpoints of corresponding TCP
connections included in an instance of an execution environment, such as execution

environment 502, included in and/or provided by first node 602 or second node 604.

[0068] First node 602 and/or second node 604 may play a role of a proxy node for a
node including a TCP connection endpoint. First node 602 and/or second node 604 may
include a proxy endpoint representing an endpoint in a TCP connection. A proxy node
forwards TCP packet data, sent by a host including a TCP connection endpoint, to
another host including a corresponding connection endpoint represented by a proxy
endpoint included in the proxy node and vice versa. Exemplary proxy nodes in addition
to including routing and/or switching capabilities may include a bridge, a hub, a

repeater, a gateway, and a firewall.
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[0069] In an aspect, a TCP keep-alive option, a TCP user timeout, a retransmission
timeout, an acknowledgment timeout, and/or another timeout associated with a TCP

connection may be modified based on the first idle information.

[0070] For example, in Fig. 5, ITP policy component 550 operating in first node 602
may modify an attribute of a TCP keep-alive option provided by one or more keep-alive
components that may include settings service component 526. Modifying a keep-alive
attribute may include creating the attribute, deleting the attribute, and/or modifying the
attribute. ITP policy component 550 may interoperate with settings service component
526, connection state component 558, and/or a keep-alive option handler component
(not shown) to detect the existence and state of one or more keep-alive attributes in

determining whether a keep-alive option is active and/or in identifying its current state.

[0071] In response to identifying the idle information, ITP policy component 550 may
activate, disable, and/or modify the state of the keep-alive option via interoperation with
one or more of settings service component 526, connection state component 558,
and/or a keep-alive option handler. Thus, in response to identifying the idle information,
ITP policy component 550 may prevent and/or alter the time a keep-alive packet is sent

to second node 604 from first node 602.

[0072] Alternatively or additionally, ITP policy component 550 operating in first node
602 may modify an attribute associated with an acknowledgment timeout configured for
TCP layer component 506. Modifying an acknowledgment timeout attribute may include
creating the attribute, deleting the attribute, and/or modifying the attribute. ITP policy
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component 550 may interoperate with settings service component 526, connection state
component 558, and/or an acknowledgment option handler component (not shown) to
detect the existence and state of one or more packet acknowledgment attributes. In
response to identifying the idle information, ITP policy component 550 may modify the
state of the packet acknowledgment option. Thus, in response to identifying the idle
information, ITP policy component 550 may prevent and/or alter the time an

acknowledgment is sent in a packet in a TCP connection.

[0073] Returning to Fig. 2, block 204 illustrates the method further includes generating
a TCP packet including a first idle time period header identifying metadata for the first
idle time period based on the first idle information. Accordingly, a system for sharing
information for detecting an idle TCP connection includes means for generating a TCP
packet including a first idle time period header identifying metadata for the first idle time
period based on the first idle information. For example, as illustrated in Fig. 4a, packet
generator component 452 is configured for generating a TCP packet including a first idle
time period header identifying metadata for the first idle time period based on the first

idle information.

[0074] Fig. 5 illustrates packet generator component 552 as an adaptation of and/or
analog of packet generator component 452 in Fig. 4a. One or more packet generator

components 552 operate in execution environment 502.

[0075] Packet generator component 552 in Fig. 5 may receive idle information and/or
information based on the received idle information from ITP policy component 550.
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Whether and when packet generator component 552 receives information for including
an idle time period (ITP) header in a TCP packet may depend on a current state of the
associated TCP connection. In Fig. 5, ITP policy component 550 may interoperate with
connection state component 558 to determine whether and when to provide information

to packet generator component 552 for including an ITP header in a TCP packet.

[0076] In an aspect, an ITP header may be included in a packet exchanged during
setup of TCP connection. RFC 793 describes a “three-way handshake” for establishing
a TCP connection. The synchronization requires each side to send it's own initial
sequence number and to receive a confirmation of it in acknowledgment from the other
side. Each side must also receive the other side's initial sequence number and send a

confirming acknowledgment.

[0077] 1) A--> B SYN my sequence number is X
[0078] 2) A <-- B ACK your sequence number is X
[0079] 3) A<--B SYN my sequence numberisY
[0080] 4) A --> B ACK your sequence number is Y

[0081] Because steps 2 and 3 can be combined in a single message this is called the

three way (or three message) handshake.

[0082] Other message exchanges may be used in setting up a TCP connection as

those skilled in the art will understand. Such other exchanges are not currently
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supported by the TCP as described in RFC 793. The specified “three-way handshake”
and other patterns of message exchange for setting up a TCP connection include
packets that are considered to be in the TCP connection for purposes of this disclosure.
Including an ITP header may be restricted to packets exchanged in connection setup,
excluded from packets exchanged during connection establishment, or allowed in one
or more packets exchanged during connection establishments and in packets

exchanged after connection setup.

[0083] In an aspect, when connection state component 558 and/or ITP policy
component 550 determine an ITP header should be included in a TCP packet based on
received idle information, packet generator component 552 may include the ITP header
in a next TCP packet generated in response to data received via application in-port
component 522 for sending to first node 602. In another aspect, packet generator
component 552 may send the ITP header in a TCP packet in the TCP connection with
no data included in the TCP data stream sent by first node 602 to second node 604.
Such a packet is referred to as an empty Packet generator component 554 may send
the empty TCP packet when TCP layer component 506 has no for data from an

application in second node 604 to send in the TCP data stream to first node 602.

[0084] Packet generator component 552 may generate a packet according to the TCP
specifications and may include a header identified as an ITP header in accordance with
specifications for including TCP option headers in a TCP packet. See RFC 793 for more

details. Fig. 8 illustrates a format or structure for a TCP packet 802 as described in RFC

27

Page 309 of 337



793. Each “+” character in Fig. 8, indicates a bit-boundary. TCP packet 802 specifies a
location and format for including a source port 804 portion including an identifier for an
endpoint of the TCP connection for a sending node and a destination port 806 including
an identifier for a corresponding endpoint of the TCP connection in a receiving node. IP
packet 810 illustrates a format for an IP packet header for an IP packet including TCP
packet data. Source address 812 specifies a location and format in an IP header for
including a network address identifying a network interface of the sending node, and
destination address 814 identifying a network interface for the receiving node. A
network address and a port number identify a connection endpoint in a network. Two

endpoints identify a TCP connection.

[0085] Fig. 8 also illustrates a format for an exemplary ITP header 820. A KIND
location is specified for including an identifier indicating that the option is an idle time
period (ITP) option in an ITP header. Identifiers for option headers are currently under
the control of the Internet Assigned Numbers Authority (IANA). Length field 824
identifies a length of an ITP header. An ITP data field 826 is specified for including ITP

header information for detecting an idle time period as described herein

[0086] Those skilled in the art will recognize given this disclosure that an ITP header
may have other suitable formats and may be included in a TCP packet in structures and
locations other than those specified for TCP options in RFC 793. An equivalent or
analog of an ITP header may be included in a footer of a protocol packet in an

extension and/or variant of the current TCP.
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[0087] ITP data field 826 in Fig. 8 may include and/or otherwise identify metadata for
the first idle time period. For example, an ITP data field in a packet may include and/or
otherwise identify one or more of a duration of time for detecting an idle time period, a
duration generator for determining a duration of time for detecting an idle time period,
and a parameter for use in a duration generator for determining a duration of time for

measuring and detecting an idle time period.

[0088] Message 704 in Fig. 7 illustrates an invocation and/or other access to packet
generator component 552 for generating a TCP packet including an ITP header based

on received idle information.

[0089] Returning to Fig. 2, block 206 illustrates the method further includes sending
the TCP packet in the TCP connection to the second node to provide the metadata for
the first idle time period to the second node. Accordingly, a system for sharing
information for detecting an idle TCP connection further includes means for sending the
TCP packet in the TCP connection to the second node to provide the metadata for the
first idle time period to the second node. For example, as illustrated in Fig. 4a, the net
out-port component 454 is configured for sending the TCP packet in the TCP
connection to the second node to provide the metadata for the first idle time period to

the second node.

[0090] Fig. 5 illustrates net out-port component 554 as an adaptation of and/or analog
of net out-port component 454 in Fig. 4a. One or more net out-port components 554
operate in execution environment 502. Net out-port component 554 is illustrated
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operatively coupled to packet generator component 552. Net out-port component 554
may receive TCP packet data from packet generator component 552 and interoperate
with IP layer component 514 to send the TCP packet in one or more IP packets via
network 606 to second node 604. Message 706.1 in Fig. 7 illustrates a TCP packet

including an ITP header sent by first node 602 and received by second node 604.

[0091] In one aspect, an ITP header may be sent to make sending one or more TCP
keep-alive packets by a partner node in the connection unnecessary. A receiver of a
packet including an ITP header, such as second node 604, may keep a TCP connection

alive based on information in the ITP header.

[0092] In another aspect, first node 602 may set a keep-alive timeout attribute based
on a duration of the first idle time period identified in the first idle information and/or in
the metadata provided to second node 604. For example, first node 602 may monitor a
time period during which no non-empty packets are sent or received in the TCP
connection. A keep-alive option handler and/or keep-alive component (not shown)
operating in first node 602 may set a keep-alive timer according to the timeout attribute,
with a duration that will result in the keep-alive timer expiring before an idle time period
can occur. In response to detecting a keep-alive timeout, which may be indicated by the
expiration of the keep-alive timer, the keep-alive option handler and/or keep-alive policy
component may provide information to packet generator component 552 to generate a
TCP keep-alive packet. The packet generator component 552 may provide the

generated packet to net out-port component 554 for sending the TCP keep-alive packet
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to second node 604 to determine whether the TCP connection is active and/or to keep

the TCP connection active.

[0093] In another aspect, ITP policy component 550 operating in first node 602 may
set a timer, analogous to the keep-alive timer described in the previous paragraph that
expires before an time period can occur. In response the timer expiring, ITP policy
component 550 may provide idle information to packet generator component 552 to
generate a TCP packet including a second ITP header. Content of the second ITP
header may be based on the first idle information received, data received from second
node 604, information received from a network application that may be from a user,
and/or on any information accessible to TCP layer component 506 in execution
environment 502 in first node 602. The TCP packet generated by packet generator
component 552 is provided to IP layer component 514 via net out-port component 554
to send to second node 604 in the TCP connection. Along with sending the message,
first node 602 may reset and/or otherwise restart detection of the first idle time period.
Thus, a second ITP header may be sent in a second TCP packet by first node 602 to
second node 602 along with restarting detection of the first idle time period.
Alternatively, first node 602 may reset and initiate detection of an idle time period with a
different duration than the previous idle time period, based on the idle information for

generating the second ITP header.

[0094] Returning to Fig. 2, block 208 illustrates the method further includes detecting

the first idle time period based on the first idle information. Accordingly, a system for
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sharing information for detecting an idle TCP connection further includes means for
detecting the first idle time period based on the first idle information. For example, as
illustrated in Fig. 4a, the idle time period monitor component 456 is configured for idle

time period monitor.

[0095] Fig. 5 illustrates idle time period monitor component 556 as an adaptation of
and/or analog of idle time period monitor component 456 in Fig. 4a. One or more idle

time period monitor components 556 operate in execution environment 502.

[0096] In an aspect, in response to receiving the first idle information, ITP policy
component 550 may store a value representing a duration of time in a configuration
storage location. Alternatively, or additionally, ITP policy component 550 may invoke a
duration generator to determine a duration of time for detecting the idle time period. The
duration generator may be preconfigured for the TCP connection and/or may be
identified based on the idle information received. As described, the invoked generator
may be invoked with a parameter included in and/or otherwise identified based on the

received idle information.

[0097] ITP policy component 550 may interoperate with ITP monitor component 556 to
identify the duration for detecting the idle time period. ITP monitor component 556, in
various aspects, may receive information including and/or otherwise identifying a
duration of time, a duration generator, and/or a parameter for a duration generator. ITP

monitor component 556 may initiate and/or restart a process for detecting an idle time
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period. In an aspect, ITP monitor component 556 detects and/or otherwise identifies a

beginning of a potential idle time period based on one or more specified events.

[0098] In an aspect, detecting the first idle time period by ITP monitor component 556
may include detecting a time period in the idle time period during which first node 602
has received acknowledgment for all data sent via the TCP connection in the TCP data
stream by first node 602 to second node 604. Further, the first idle time period may
include a time period during which first node 602 has sent one or more TCP packets to
second node 604 to acknowledge all data received in a TCP data stream in the TCP
connection from second node 604 to first node 602. Detecting the first idle time period
by ITP monitor component 556 may include detecting that all received data has been

acknowledged and/or that all sent data has been acknowledged.

[0099] In an aspect, ITP policy component 550 may include a policy with a rule
indicating that an idle time period cannot begin while a TCP packet sent by first node
602 remains unacknowledged by second node 604. ITP policy component 550 may
prevent ITP monitor component 556 from initiating detection of an idle time period while
unacknowledged data exists. In a further aspect, a time duration may be associated
and/or included in the policy identifying a limit to a period of waiting to receive
acknowledgment of TCP packet data sent by first node 602. In one aspect, waiting for
lack of an acknowledgment for an empty packet does not delay detection of an idle time
period, while in another aspect ITP monitor component 556 will not initiate detection

while an empty packet remains unacknowledged.
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[00100] In an aspect, idle information, received by a node may be included in and/or
otherwise based on a previous idle time period header identified in a previous TCP
packet received in the TCP connection by the node from a remote node prior to sending
an ITP header based on the idle information by the node. For example, the first idle
information received by ITP policy component 550 in first node 602 may be based on an
idle time period header included a TCP packet in the TCP connection sent by second
node 604 and received by first node 602 prior to sending the first TCP packet by first
node 602. The exchange of ITP headers may include a negotiation between first node

602 and second node 604.

[00101] A duration of time may be identified based on the idle information received by
ITP policy component in first node 602. A timer may be set according to the identified
duration. Detecting the first idle time period may include and/or otherwise may be based
on detecting the timer expiration. ITP monitor component 556 may set a timer
configured to expire in a time duration identified based on the first idle information
received by ITP policy component 550. The identified duration may be longer, shorter,
or equal to a duration of the idle time period. ITP monitor component 556 may use
multiple timers. ITP monitor component 556 may recalculate and/or otherwise generate
a new idle duration based on the idle information at one or more times during detection
of the first idle time period. That is, a duration of an idle time period may be static and/or
may be dynamic, changing based on attribute information accessible during the

detection process and/or based on one or more duration generators.
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[00102] Message 710.1 illustrates a call and/or other communication between ITP
monitor component 556 and a timer component in first node 602 to set a timer included
in detecting an idle time period. Prior to the setting the timer, first node 602 and second
node 602 may be active in exchanging TCP packets as illustrated by messages
including message 706.2 through message 706.n. Those skilled in the art will recognize
that detection of an idle time period may not include explicitly and/or directly using a
timer. ITP monitor component 556 may monitor other events as a proxy or indirect

mechanism for initiating detection and detecting an idle time period.

[00103] ITP monitor component 556 may detect one or more events configured to
indicate that an idle time period has occurred. For example, expiration of a timer or
multiple associated timers may be interpreted by ITP monitor component 556 as
marking an occurrence of the first idle time period. Message 710.2 illustrates ITP
monitor component 556 receiving information identifying expiration of a timer for

detecting the first idle time period.

[00104] In a further aspect, in response to detecting the expiration of a timer set as
described above, a TCP keep-alive packet may be sent by first node 602 to determine
whether the TCP connection is action and/or to keep the TCP connection active. When
the keep-alive packet is sent, an acknowledgment timer may be set. If a timeout of the
acknowledgment timer is detected indicating no TCP packet has been received
acknowledging the keep-alive packet, the first idle time period may be detected in

response to and/or otherwise based on the timeout of the acknowledgment timer.
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[00105] In Fig. 5, ITP policy component 550 in first node 602 may provide a duration
identified based on the received idle information to a keep-alive monitor component (not
shown). The keep-alive monitor component may configure a keep-alive timer to expire
based on the identified duration. In response to detecting expiration of the keep-alive
timer, ITP monitor component 556 may invoke packet generator component 552 to
generate a TCP keep-alive packet. First node 602 may send the TCP packet to second
node 604. The TCP keep-alive packet may be sent to prevent detection of an idle time
period by second node 604 and/or may otherwise be sent to detect by first node 602

whether the TCP connection is active.

[00106] First node 602 may set an acknowledgment timer associated with sending the
packet. If the acknowledgment timer expires before a TCP packet is received from
second node 602 acknowledging the packet sent, ITP monitor component 556 may
detect the idle time period in response to and/or otherwise based on expiration of the

acknowledgment timer.

[0100] Receiving a packet from second node 604 included in the TCP connection is an
event that, in various aspects, may directly and/or indirectly indicate the beginning of a
potential idle time period. A potential idle time period may begin at some specified point
during and/or after processing a received TCP packet. In one aspect, an empty TCP
packet may be received while a potential idle time period is being monitored. That is, a
beginning of the potential idle time period has been detected. In response to receiving

the empty TCP packet, monitoring of the current potential time period may be aborted.
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Further, in response to receiving the empty TCP packet, a beginning of a next potential

idle time period may be detected.

[0101] In Fig. 5, ITP policy component 550 and ITP monitor component 556 may
operate to reset and/or initiate detection of an idle time period in response to receiving
an empty TCP packet. First node 602 may receive an empty packet. In response, ITP
monitor component 556 may receive an event and/or other indication to reset detection
of an idle time period. Resetting the detecting process may be based on whether or not
a received empty TCP packet matches a specified condition. ITP option handler
component 562 may be configured to determine whether a received empty TCP packet
matches the condition. If ITP option handler component 562 determines the empty
packet matches the condition, ITP monitor component 556 may be instructed to reset
and/or restart detection of the first idle time period including detecting the beginning of a

next potential time period.

[0102] The condition may match received TCP packets including ITP headers and/or
other TCP option headers. A condition may match a port number and/or other field in
TCP packet. A condition may further be based on a network address in an IP header

including the TCP packet.

[0103] In a further aspect, first node 602 may receive via network 606 from second
node 604 a TCP packet in the TCP connection including an second ITP header.
Message 706.2 in Fig. 7 illustrates the TCP packet sent by second node 604. ITP option
handler component 562 may identify the second ITP header received from second node
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604. The identified second ITP header may be for detecting by first node 602 an idle
time period, during which no TCP packet in the TCP connection is received, by the first
node 602 that includes data in the first TCP data stream from second node 604. The
first idle time period may be detected by ITP monitor component 556 in first node 602
based on the second ITP header and based on the received idle information. The
second ITP header received in the TCP packet from second node 604 may be based on
the first ITP header in the TCP packet sent in the TCP connection by first node 602 to

second node 604.

[0104] In some aspects, the first node and second node 604 may continue to
exchange ITP headers. Information in the exchanged ITP headers may be based on
ITP headers received in the TCP connection and/or on data accessible locally to one or
both of the nodes. In some aspects, the exchange may be a negotiation while in other

the exchange may simply be informational.

[0105] Returning to Fig. 2, block 210 illustrates the method further includes
deactivating the TCP connection in response to detecting the first idle time period.
Accordingly, a system for sharing information for detecting an idle TCP connection
further includes means for deactivating the TCP connection in response to detecting the
first idle time period. For example, as illustrated in Fig. 4a, the connection state
component 458 is configured for deactivating the TCP connection in response to

detecting the first idle time period.
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[0106] Fig. 5 illustrates connection state component 558 as an adaptation of and/or
analog of connection state component 458 in Fig. 4a. One or more connection state

components 558 operate in execution environment 502.

[0107] When ITP monitor component 556 in first node 602 detects an idle time period,
ITP monitor component 556 may provide an indication to connection state component
558. The indication may indicate that the idle time period for the TCP connection has
been detected and/or otherwise may instruct connection state component 558 and/or
other components in TCP layer component 506 to deactivate the TCP connection.
Message 712 in Fig. 7 illustrates a communication to deactivate the TCP connection

communicated in response to detecting the idle time period.

[0108] Deactivating the TCP connection may include closing the TCP connection. A
TCP connection may be closed using a three-way handshake packet exchange
described in RFC 793. Deactivating the TCP connection may include sending a TCP
packet by the detecting node to reset the TCP connection. According to RFC 793, first
node 602 may send a TCP packet including a reset (RST) bit set to “1” to indicate a
connection reset. Deactivating the TCP connection may include, alternatively or
additionally, releasing a resource allocated for maintaining and/or activating the TCP

connection.

[0109] With respect to the method illustrated in Fig. 3, block 302 illustrates the method
includes receiving, by a second node from a first node, a first transmission control
protocol (TCP) packet in a TCP connection. Accordingly, a system for sharing
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information for detecting an idle TCP connection includes means for receiving, by a
second node from a first node, a first transmission control protocol (TCP) packet in a
TCP connection. For example, as illustrated in Fig. 4b, the net in-port component 460 is
configured for receiving, by a second node from a first node, a first transmission control

protocol (TCP) packet in a TCP connection.

[0110] Fig. 5 illustrates net in-port component 560 as an adaptation of and/or analog of
net in-port component 460 in Fig. 4b. One or more net in-port components 560 operate

in execution environment 502.

[0111] As described above, net in-port component 560 in Fig. 5 may operate in an
instance of execution environment 502 and/or an analog included in and/or including
second node 604. The TCP packet, illustrated by message 706.1 in Fig. 7 and
described above, may be received by net in-port component 560 in second node 604.
The TCP packet may include data in a second TCP data stream sent by first node 602
to second node 604 to deliver to a user of TCP layer component 506 in second node
604 such as network application 504. Alternatively, the TCP packet may be an empty
TCP packet. The received TCP packet may be a packet included in setting up the TCP

connection as described above.

[0112] Returning to Fig. 3, block 304 illustrates the method further includes detecting a
first idle time period header, in the first packet, identifying metadata for a first idle time
period, detectable by the first node, during which no TCP packet including data in a first
TCP data stream sent in the TCP connection by the second node is received by the first
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node. Accordingly, a system for sharing information for detecting an idle TCP
connection includes means for detecting a first idle time period header, in the first
packet, identifying metadata for a first idle time period, detectable by the first node,
during which no TCP packet including data in a first TCP data stream sent in the TCP
connection by the second node is received by the first node. For example, as illustrated
in Fig. 4b, idle time period option handler component 462 is configured for detecting a
first idle time period header, in the first packet, identifying metadata for a first idle time
period, detectable by the first node, during which no TCP packet including data in a first
TCP data stream sent in the TCP connection by the second node is received by the first

node.

[0113] Fig. 5 illustrates idle time period option handler component 562 as an
adaptation of and/or analog of idle time period option handler component 462 in Fig. 4b.
One or more idle time period option handler components 562 operate in execution

environment 502.

[0114] In Fig. 5, ITP option handler component 562 is operatively coupled to packet
handler component 516 The TCP packet, including the ITP header sent by first node
602, may be received, and identified as a TCP packet by net in-port component 560
operating in second node 604. As illustrated in Fig. 5, net in-port component 560 and/or
an analog of net in-port component 560 may provide and/or otherwise identify the
received packet to packet handler component 516. Packet handler component 516 may

detect various portions of the TCP packet according to the TPC packet 802 structure as
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illustrated in Fig. 8. Alternatively, packet handler component 516 may provide some or
all of the packet to various components in TCP layer component 506 to identify portions
of the packet according to the TCP specification and/or according to a particular

implementation.

[0115] The ITP header sent by first node 602 may be received by and/or otherwise
identified by ITP option handler component 562. Message 708 in Fig. 7 exemplifies
activation of ITP option handler component 562 for detecting the ITP header in the TCP

packet received from first node 602 by second node 604.

[0116] In various aspects, ITP option handler component 562 operating in second
node 604 may detect and/or otherwise determine a duration of time for associated with
detection of the idle time period by first node 602, a duration generator, and/or a
parameter for a duration generator. The first idle time period header may identify
metadata including and/or identifying for detection of the first idle time period by first
node 602 a duration of time, a generator for determining a duration of time, and/or an

input for determining a duration of time.

[0117] Returning to Fig. 3, block 306 illustrates the method yet further includes
modifying, based on the metadata, by the second node a timeout attribute associated
with the TCP connection. Accordingly, a system for sharing information for detecting an
idle TCP connection includes means for modifying, based on the metadata, by the
second node a timeout attribute associated with the TCP connection. For example, as
illustrated in Fig. 4b, the option attribute handler component 464 is configured for
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modifying, based on the metadata, by the second node a timeout attribute associated

with the TCP connection.

[0118] Fig. 5 illustrates option attribute handler component 564 as an adaptation of
and/or analog of option attribute handler component 464 in Fig. 4b. One or more option

attribute handler components 564 operate in execution environment 502.

[0119] In an aspect, ITP option handler component 562 may one or more attribute
option handler components 564 to modify one or more corresponding attributes of a
keep-alive option, a TCP user timeout, a retransmission timeout, an acknowledgment
timeout, and another timeout associated with the TCP connection, in response to
identifying the ITP header. The modifying may be based on the content of the ITP

header.

[0120] For example, ITP option handler component 562 in second node 604 may
interoperate with a keep-alive attribute option handler component 564 directly and/or
indirectly via settings service component 526, connection state component 558, and/or
a keep-alive policy component (not shown) to detect the existence and state of one or
more keep-alive attributes in determining whether the keep-alive option is active and/or

the state of the keep-alive option.

[0121] In response to identifying the idle time period header, ITP option handler
component 562 may activate, disable, and/or modify the state of the keep-alive option

via interoperation with the keep-alive attribute option handler. Thus, in response to
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identifying the idle information, attribute option handler component 564 may prevent

and/or alter the time a keep-alive packet is sent by second node 604 to first node 602.

[0122] Alternatively or additionally, an attribute option handler component 564 may
modify an attribute associated with a packet acknowledgment option provided by TCP
layer component 506 in first node 602. Modifying a packet acknowledgment attribute
may include creating the attribute, deleting the attribute, and/or modifying the attribute.
Attribute option handler component 564 may interoperate with settings service
component 526, connection state component 558, and/or an acknowledgment policy
component (not shown) to detect the existence and state of one or more packet
acknowledgment attributes. In response to identifying the idle information, attribute
option handler component 564 may modify the state of the packet acknowledgment
option. Thus, in response to identifying the idle information, attribute option handler
component 564 may prevent and/or alter the time an acknowledgment is sent in a

packet data from second node 604 to first node 602 in the TCP connection.

[0123] As described herein an ITP header for detecting an idle time period for a TCP
connection may serve a number of purposes. A first node in a TCP connection may via
an ITP header inform and/or otherwise identify to a second node in the connection one
or more durations for detecting an idle time period by one or both nodes. Given multiple
purposes, one or more types of ITP headers may be supported and/or an ITP header
may be structured to support one or more of the described services. An exchange of

ITP headers may be informational and/or may be included in negotiation between two

44

Page 326 of 337



nodes included in a TCP connection. When used in a negotiation, an ITP header may
be included in a negotiation protocol that has an identifiable end during a portion of the
existence of a TCP connection or may be included in a negotiation that may remain
ongoing throughout the existence of a TCP connection. Those skilled in the art will

recognize the list of services in this paragraph is not exhaustive.

[0124] It should be understood that the various components illustrated in the various
block diagrams represent logical components that are configured to perform the
functionality described herein and may be implemented in software, hardware, or a
combination of the two. Moreover, some or all of these logical components may be
combined, some may be omitted altogether, and additional components may be added
while still achieving the functionality described herein. Thus, the subject matter
described herein may be embodied in many different variations, and all such variations

are contemplated to be within the scope of what is claimed.

[0125] To facilitate an understanding of the subject matter described above, many
aspects are described in terms of sequences of actions that may be performed by
elements of a computer system. For example, it will be recognized that the various
actions may be performed by specialized circuits or circuitry (e.g., discrete logic gates
interconnected to perform a specialized function), by program instructions being
executed by one or more instruction processing units, or by a combination of both. The
description herein of any sequence of actions is not intended to imply that the specific

order described for performing that sequence must be followed.
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[0126] Moreover, the methods described herein may be embodied in executable
instructions stored in a computer readable medium for use by or in connection with an
instruction execution machine, system, apparatus, or device, such as a computer-based
or processor-containing machine, system, apparatus, or device. As used herein, a
"computer readable medium" may include one or more of any suitable media for storing
the executable instructions of a computer program in one or more of an electronic,
magnetic, optical, electromagnetic, and infrared form, such that the instruction execution
machine, system, apparatus, or device may read (or fetch) the instructions from the
computer readable medium and execute the instructions for carrying out the described
methods. A non-exhaustive list of conventional exemplary computer readable media
includes a portable computer diskette; a random access memory (RAM); a read only
memory (ROM); an erasable programmable read only memory (EPROM or Flash
memory); optical storage devices, including a portable compact disc (CD), a portable
digital video disc (DVD), a high definition DVD (HD-DVD.TM.), a Blu-ray.TM. disc; and

the like.

[0127] Thus, the subject matter described herein may be embodied in many different
forms, and all such forms are contemplated to be within the scope of what is claimed. It
will be understood that various details may be changed without departing from the
scope of the claimed subject matter. Furthermore, the foregoing description is for the

purpose of illustration only, and not for the purpose of limitation, as the scope of
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protection sought is defined by the claims as set forth hereinafter together with any

equivalents thereof entitled to.

[0128] All methods described herein may be performed in any order unless otherwise
indicated herein explicitly or by context. The use of the terms "a" and "an" and "the" and
similar referents in the context of the foregoing description and in the context of the
following claims are to be construed to include the singular and the plural, unless
otherwise indicated herein explicitly or clearly contradicted by context. The foregoing
description is not to be interpreted as indicating any non-claimed element is essential to

the practice of the subject matter as claimed.
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| CLAIM:

1. An apparatus comprising:

a non-transitory memory storing instructions; and

one or more processors in communication with the non-transitory memory,

wherein the one or more processors execute the instructions to:

identify first information;

generate, based on first information, a set up packet including a
time period parameter field identifying first metadata, the set up packet for

use in a protocol that is not transmission control protocol (TCP);

set up a connection, by sending, from the apparatus to a node, the
set up packet to provide the first metadata to the node, for use by the

node in determining a timeout attribute associated with the connection;

detect, by the apparatus, a time period during which no packet is
received in the connection and processed to keep the connection active;

and
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in response to detecting the time period, at least partially

deactivate, by the apparatus, the connection.

2. The apparatus of claim 1 wherein the apparatus is configured such that the

protocol does not include a TCP-extension.

3. The apparatus of claim 1 wherein the apparatus is configured such that the
protocol varies from request for comments (RFC) 793 by including second information
in a header of a connection packet sent during the connection after the connection is set
up, where the second information is not included in a RFC 793 header of a RFC 793
connection packet sent during a RFC 793 connection after the RFC 793 connection is

set up.

4. The apparatus of claim 1 wherein the apparatus is configured such that the
protocol varies from TCP by including second information in a header of a connection
packet sent during the connection after the connection is set up, where the second
information is not included in a TCP header of a TCP connection packet sent during a

TCP connection after the TCP connection is set up.

5. The apparatus of claim 1 wherein the apparatus is configured such that the set

up packet is not a synchronize (SYN) packet.
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6. The apparatus of claim 1 wherein the apparatus is configured such that the
connection is at least partially deactivated, by releasing, by the apparatus, a resource
allocated for the connection, without signaling the node in relation to the detection of the

time period after detecting the time period.

7. The apparatus of claim 1 wherein the apparatus is configured such that the

connection is at least partially deactivated unilaterally by the apparatus.

8. The apparatus of claim 1 wherein the apparatus is configured such that the at
least partial deactivation results regardless as to whether an acknowledgement is not

received by the apparatus.

9. The apparatus of claim 1 wherein the apparatus is configured such that the at
least partial deactivation is in response to the detection without sending any signal after

the detection to the node to cause the at least partial deactivation.

10. The apparatus of claim 1 wherein the apparatus is configured such that the time

period is detected without utilizing an acknowledgement timer.

11. The apparatus of claim 1 wherein the apparatus is configured such that an end

of the time period is detected without utilizing an acknowledgement timer.
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12. The apparatus of claim 1 wherein the apparatus is configured such that the time

period is that during which no packet is received that is unacknowledged.

13. The apparatus of claim 1 wherein the apparatus is configured such that the time
period is that during which no packet is sent by the apparatus to cause the node to

respond.

14.  An apparatus comprising:

a non-transitory memory storing instructions; and

one or more processors in communication with the non-transitory memory,

wherein the one or more processors execute the instructions to:

receive, by the apparatus from a node, a set up packet during a
setup of a connection, the set up packet for use in a protocol that is not

transmission control protocol (TCP);

identify first metadata in a time period parameter field in the set up
packet, for a time period, where, as a result of a detection of the time

period, the connection is at least partial deactivated; and
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determine, based on the first metadata, a timeout attribute

associated with the connection.

15. The apparatus of claim 14 wherein the apparatus is configured such that the

protocol does not include a TCP-extension.

16. The apparatus of claim 14 wherein the apparatus is configured such that the
protocol varies from request for comments (RFC) 793 by including information in a
header of a connection packet sent during the connection after the connection is set up,
where the information is not included in a RFC 793 header of a RFC 793 connection

packet sent during a RFC 793 connection after the RFC 793 connection is set up.

17. The apparatus of claim 14 wherein the apparatus is configured such that the
protocol varies from TCP by including information in a header of a connection packet
sent during the connection after the connection is set up, where the information is not
included in a TCP header of a TCP connection packet sent during a TCP connection

after the TCP connection is set up.

18. The apparatus of claim 14 wherein the apparatus is configured such that the set

up packet is not a synchronize (SYN) packet.
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19. The apparatus of claim 14 wherein the apparatus is configured such that the
connection is at least partially deactivated, by releasing, by the apparatus, a resource
allocated for the connection, without signaling the node in relation to the detection of the

time period after detecting the time period.

20. The apparatus of claim 14 wherein the apparatus is configured such that the

connection is at least partially deactivated unilaterally by the apparatus.

21. The apparatus of claim 14 wherein the apparatus is configured such that the at
least partial deactivation results regardless as to whether an acknowledgement is not

received by the apparatus.

22. The apparatus of claim 14 wherein the apparatus is configured such that the
time period is detected by detecting an absence of any packet being received at the

apparatus and processed by the apparatus to keep the connection active.
23. The apparatus of claim 22 wherein the apparatus is configured such that the at
least partial deactivation results from the detection of the absence without sending any

signal after the detection of the absence to the node to cause the at least partial

deactivation.
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24. The apparatus of claim 22 wherein the apparatus is configured such that the
absence further includes an absence of any packet being received that is

unacknowledged.
25. The apparatus of claim 22 wherein the apparatus is configured such that the
absence further includes an absence of any packet being sent by the apparatus to

cause the node to respond.

26. The apparatus of claim 14 wherein the apparatus is configured such that the

time period is detected without utilizing an acknowledgement timer.

27. The apparatus of claim 14 wherein the apparatus is configured such that an end

of the time period is detected without utilizing an acknowledgement timer.
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ABSTRACT

In one embodiment, an apparatus and method are provided to: receive, by the
apparatus from a node, a set up packet during a setup of a connection, the set up
packet for use in a protocol that is not transmission control protocol (TCP); identify first
metadata in a time period parameter field in the set up packet, for a time period, where,
as a result of a detection of the time period, the connection is at least partial

deactivated; and determine, based on the first metadata, a timeout attribute associated

with the connection.
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