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Ron Redlich, Martin Nemzow Provisional Patent Application July 26,2002

“Multilevel Security through Sanitization with Reconstruction of Sanitized Content”

Multilevel Security through Sanitization with

Reconstruction of Sanitized Content

A multilevel security technology securing the. targeted filtered content with extraction and
dispersal to storage, bypassing the use of classification labels, in order to achieve
stronger security

Conception

During the process of developing security technologies for defending critical infrastructure, we discovered
the complexity of the business model and the obvious need to redefine and create new systems and methods
for doing business. These were neither obvious in the literature or in the business methods of existing
competition. We are unaware of prior blueprints for these methods or existing business models. As a result,
we built a system and codified the methods and the business process necessary for implementation in the
form of this preliminary patent and used this blueprint to structure, implement and test these methods.

Purposes and advantages of invention

The invention is a2 method and process to establish a stronger multilevel security architecture and product,
than is currently available. The invention introduces Multilevel security through sanitization of critical
content of a document with the unique ability to reconstruct all or part of the original document in
conformance to the classification level of the user. A user with top classification will view the entire
document, while a user with a lower level classification will view a sanitized document, railor made
awtomatically for each person's security clearance level. The invention secures the targeted and filtered
content of a document, file, or data stream, through extraction and dispersal to storage, bypassing the
common use of classification labels in order to achieve stronger security. The invention enables secure
documents storage and secure message transfers between users and networks with different classification
levels while protecting the information on a need to know basis.

Currently, multilevel security systems are using multiple desktop computers or displays for each user and
using physically-separate systems for processing data at each classification level. This invention eliminates
the need for the use of multiple computers. All the documents in the users' PC are automatically
declassified. The classified granular content is dispersed to secure distributed storage locations. The
classification level of a user will determine the right and ability to access and release the stored critical
extracted content from the various storage locations for reconstruction. A user with top classification will
view the entire document, while a user with a lower level classification will view a sanitized document,
tailor made automatically for his clearance level.

The invention creates a situation in which the user gets access rights to specific distributed storage
locations, each can be classified with a different classification level. The documents in the user PC may be
partially or wholly in terms of time in declassified formats. The declassified documents will be
reconstituted through a controlled-release of the critical data from storage, and re-classified only when the
user presents his identification and his classification level is being verified. The result is that the user’s PC
or workstation can operate in classified and un-classified modes. It is unclassified when the documents are
declassified and when the documents are reconstituted the user is working in a classified mode. The
invention introduces a new paradigm whereby computers that are classified as secret or top secret, in
actuality will contain declassified documents much or all of the time. This capability strengthens
substantially the security of such classified systems.

The inventions objective among others, is to overcome obstacles to intelligence sharing and data sharing
between parties by enabling the parties to control release the electronic data and the electronic granular
critical data into the documents they are sharing with other parties, while maintaining multilevel security.
The rational behind the invention is that there are many obstacles for sharing intelligence and information.
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There are even many more hurdles when it comes to sharing of raw intelligence. The invention creates a
multilevel security environment, in which the different parties can share and exchange information
according to their security level in order to achieve their objectives. The invention can resolve the major
challenges facing government in enabling sharing of information between its different organizations in
relationship to conducting military operations as well as fighting terrorism.

The invention for example can enable organizations connected to the Department of Defense (DoD) or the
Homeland Security Department to search into data bases of various other government, state and local
organizations, eliminating the fear of the organizations owning the documents that their proprietary data or
granular critical data would be released without their specific permission.

The invention’s mechanism of controlled release of the located document/data cnables other parties to
search their documents without the fear that sensitive information will be relcased to the searching party.
This invention is designed to foster sharing of documentation between different parties, taking into
consideration the need to limit the access of other parties to the total content of the owner’s document.

The invention enables overcoming the obstacles of existing multiple-level security systems by enabling
sharing of sensitive data, and granular data between partics in a much more flexible way which also enables
much greater access to information not enabled by the current MLS systems. The invention includes a
controlled release mechanism for release of data in conformance to benchmarks, which can include
submitting of access identification, the giving of consideration, submitting of other information, etc.

The invention creates better collaboration between users and organizations based on a better flow of
information. It enables better efficiency enabling easier communication between users and networks with
different levels of classification while maintaining the highest levels of security. The invention enables a
much better management of documents in storage and in transport including e-mail.

The invention introduces automation to the sanitization process and an automatic reconstruction process.
The automation will avoid human error both intentionally as well as unintentionally. The automation will
enable a substantial reduction in costs, furthermore the ability to create a multilevel security environment in
one PC or workstation will save costs of purchasing operating and maintaining multiple machines, as is the
current practice.

Overview of Multilevel Security:

The challenge of many organizations is in getting mission critical and time sensitive information speedily
to the users who need it. In many cases the needed non- classificd or low-level classified information is
stored in systems but is not provided to the user who necds it, because the information is in documents
which are highly classified. This creates situations in which users are unable to access information, which
they need to accomplish their tasks, because of a technological classification barrier. This over
classification of information results in hampering critical tasks and activities, as well as creating system
redundancies inefficiencies.

The DoD Multiple level security was based upon the Bell-Lapadula Model. Many believe their security
model is superior to other models because the authors prove a” Basic security theorem”. There is critisisim
on the model for various reasons.(see “A comment on the basic Security Theorem of Bell and LaPadula,”
by John Mclean). This invention's main concern with the Bell-Lapadula Mode), and the existing MLS is the
use of labels to classify users and subject matter. A professional attacker will use all his efforts to change or
damage the labels in- order to compromise the machines secured information. DigitalDoors introduces an
architecture whereby content is being recognized not by labels by automatically based on the semantic

contents of the plain text.
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The Need for Multiple level security:

According to DoD:

“ What is needed is a means by which the actual security level of the information can be maintained and
information can be appropriately protected, processed, and distributed. Users need also timely access to
the data and various processing and communications resources that they require to accomplish their
Jjobs. "(Multilevel security in DoD: the basics) ’

“The security constraints imposed by the system —high mode of operation results in less than effective
operations. DoD information systems often result in less than effective operations. For example, tape, disk,
and paper copy output are often manually reviewed, downgraded, and transferred through time-consuming
and labor-intensive procedures among systems operating at different security levels. This method of data
transfer is often inefficient and ineffective. It can also result in the inefficient use of personnel and
resources, a condition that challenges the current downsizing reguirements facing many government
organizations.

In addition, staff members need to access and fuse data and other resources currently available on several
systems to perform their duties. Each system generally has its own interface (e.g., via a specific set of
terminals or workstations), requiring multiple terminals that take valuable space in command centers,
offices, and computer rooms. Also, significant time and effort are needed to manually fuse data from
different sources.

The maintenance of redundant data bases is another unfavorable condition that results from using separate
systems for each security level. Often a separate data base must be created and maintained for each
security level processed. The use of these multiple data bases presents several operational problems. First,
it fragments information. A collection of information regarding a specific event may be split across
multiple systems of different security levels. Incomplete or misleading information may result unless
pertinent data can be obtained from all related systems. Second, information of a lower classification may
be unnecessarily upgraded in the higher level systems, resulting in its over-classification and consequent
limited access. As a result, duplication and multiple classifications of the same information occurs. Third,
the maintenance of multiple data bases is staff intensive and depletes other system resources. Because the
data may change continually, updating data bases often results in inconsistent views of the current
information across different levels. The constantly changing nature of the data, combined with human
updating, often results in outdated information at one or more of the security levels.

Another difficulty when multiple systems operate at different security levels is the inability to share the
computer and communication system infrastructures, such as cabling, network components, printers,
workstations, and hosts. If sharing these resources were possible, equipment, operations, and maintenance
Costs would decrease.”

DoD’s solution: Multllevel security

According to DoD Multilevel security, oxr MLSs, it is a capability that allows information with different
sensitivities (i.e., classification and compartments) to be simultaneously stored and processed in an
information system with users having different security clearances, authorizations, and needs to know,
while preventing users from accessing information for which they are not cleared, do not have
authorization, or do not have the need to know.” The MLS is an enabling technology for command, control,
communications, and intelligence systems because it enhances the availability of information while
maintaining security. '

In DoD’s MLS , data of multiple security levels are processed and transferred by the system, which
separates the varying security levels and controls access to the data, In the MLS system , some applications
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process only one level of data at a time, (for example, when a user edits a document with a word processing
tool. the data in the document are treated as if they were a single level, the classification of the document
itself). Other applications could be provided that treat individual data elements at their actual levels. For
example, a word processor could enforce paragraph and page labels, or an MLS data basc could bring
together data elements of different security levels to allow an analyst a multilevel view of the information.

DoD defines the following four modes of operation:
e Dedicated
e  System high
e  Partitioned (or compartmented)
e  Multilevel.

In the dedicated mode, all users possess clearance levels greater than or equal to the highest level of data to
be processed, all users have fonmal authorization, and all users have the need to know for the data) has the
fewest security requirements, followed by system high, then partitioned and multilevel, which require the
most security protection because there is an increasing risk that insufficiently cleared persons may gain
access to data for which they lack authorization. '

In the multilevel mode, allows data of two or more security levels to be processed simultaneously when not
all users have the clearance, formal authorization, or need to know for all data handled by the system. The
system is able to separate and protect the data according to these restrictions.

In the partitioned mode, also known as compartmented mode. Although similar concepts and solutions are
involved for compartmented mode operations as are for the multilevel mode, there is also a key difference.
In the compartmented mode, all users have clearances for all the data processed but may not have
authorizations for all the data; whereas for multilevel mode, some users may not even be cleared for the
highest level. Because the compartmented mode is often envisioned for the intelligence community, all
such users would have Top Secret security clearances and often authorizations for one or more, but
possibly not all, compartments in the system,

In general it should be pointed that most MLS products are built according to the DoD 5200.28-STD
criteria. The MLS system has the following characteristics:

Sensitivity Label:

According to DoD all data must be properly labeled as to their classification and other handling restrictions
if an MLS system is to properly control access to the data. In system-high operations, a user may create
data (e.g., create a message on a word processor) that have security levels equal to or fess than the system-
high level, but al} data must be protected at the system-high level until they are reliably reviewed for their
actual classification and removed from the system ’

In many MLS systems, users make decisions at login time as to the security level at which they want to
operate, knowing that files created during the session will be labeled according to their session security
Ievel. In MLS systems with multilevel windowing capabilities, the user must also make conscious decisions
as to the security level of data at the time of the data's creation, rather than afterwards. This type of decision
needs to be made often, for example, when composing an electronic mail message, creating a document,
entering data into a data base, and creating graphs and charts,

In the partitioned or compartmented mode, information labels are companions to sensitivity labels. Where
sensitivity labels indicate the overall classification of a data container, such as a file or a window on the
computer screen, information labels represent the actual security level of the data within the container.
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Access control decisions (e.g., whether a user is allowed to access a file) are made based on sensitivity
labels; information labels are referenced by users to determine the actual classification of the data viewed.

Multilevel Processing:

The MLS systems offer users the ability to process and transfer data of more than one security level while
maintaining control of the data according to their sensitivity. Users could, for example, edit a Secret
document, then edit an Unclassified document as part of a continuous session. In other cases, users may
access multilevel data bases and have access to the information contained in them according to their
security level. For example, an uncleared user may have access to only the Unclassified portions of a data
base, while a Secret-cleared user may have access to Secret portions in addition to the Unclassified
portions. Users would be able to share more synchronous and consistent information when multilevel data
bases allow currently segregated collections of data to be securely combined. In general, multilevel
processing capabilities will allow access to multiple levels of data from a single work position and use of a
common set of data processing tools (e.g., word processors, decision support tools, data base management
systems).

The vulnerabilities of MLS:

The components in the MLS system contain the data in their memories and disks, and the data could be
compromised if adequate physical security is not maintained. An attacker who gets access to the system
might be able to locate the data or its copies.

According to DoD the future criteria for MLS development is as follows:

MLS Hosts

“An MLS host is the primary multiuser component of an MLS system. MLS hosts are the basic building
blocks of MLS systems, and as such perform a variety of data processing and data transfer services, from
Junctioning as file servers, mail servers, and print servers to serving as the platforms for system
applications such as command and control systems, data base management systems, and decision support
systems. MLS hosts are compositions of trusted operating systems running on any variety of hardware
platforms, such as microcomputers, minicomputers, and mainframe computers. Several products have been
evaluated by the NSA that can serve as MLS hosts and are currently available.

The operational value of MLS hosts derives from some high-assurance products available to serve MLS
systems. High-assurance MLS hosts could be used to allow wide ranges of classified data and cleared users
10 access a system (e.g., up to Top Secret data with some users uncleared). Some products that could serve
as MLS hosts, however, are not necessarily high assurance (e.g., some are Bl and B2 class products).

MLS Guards

MLS guards control the flow of information across security boundaries. They are ofien the initial step
toward MLS because they can be relatively simple to achieve and can provide some of the interconnectivity
required 1o bridge across the security boundaries of existing systems operating at different security levels.
Several types of guards exist. They might or might not involve human review of the data flow and might
support data flow in one or both directions. Guards generally do not allow full-capability usage of a system
on one side of the guard by users from the other side, but rather support only limited types of data
transfers. As previously illustrated, MLS guards partially break through the wall of security constraints
that restrict the flow of data among systems operating at different security levels.

MLS guards can be implemented as one-way filters (e.g., allowing low-to-high or high-to-low data flow
only) or as bidirectional filters for data traffic between systems. Low-to-high guards are available today
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and can be deployed with relatively low development risk. Low-to-high guards allow data flow from a
lower classified system to a higher classified system without data flow in the other direction. This
capability is useful when users of high systems need data from lower systems in electronic form in a timely
manner. One-way, low-to-high guards may need to prevent the transfer of malicious code (e.g., viruses), of
forged identifiers, and of intentional network flooding attempts that could result in denial of service
conditions on the high side. Some of these guards have been successfully operational in various DoD
organizations for several years. However, the most effective use of a guard is bidirectional, because a two-
way flow of data allows more robust communication protocols and provides more reliable data transfer.
For example, a one-way guard provides no receipt or acknowledgment for data transfers because such a
receipt would violate the security policy rule governing the one-way flow of data.

The rules for high-to-low data flow are often more complex than those for low-to-high data flow, because
the guards are required to enforce complicated and sometimes dynamic security policy (e.g., classification
rules). Guards can be implemented to check whether the data bound for the low system is classified at the
low system's security level. This check could be executed in several ways, such as by ensuring that the data
are of a specific content or format, ensuring that the data do not contain any defined classified code words
or phrases (e.g., "dirty words"), or even ensuring that the data have a specific sensitivity label. If the
checks pass, the guard downgrades the data and passes them to the low system.

Guards can also be implemented to actually change the data (e.g., sanitization or downgrading). The guard
could accept data from the high system and apply specific processes to the data to reduce their security
levels to that of the low system before it downgrades the information and passes it to the low system. A
human may be called into the process at any point necessary to review specific data and make decisions
when the computer is unable. For example, free-form text found in electronic mail is beyond the ability of
computers to check for classification. Humans may be needed to review such data for classification before
they are released to the low system.

The ideal guard would be capable of correctly reviewing or sanitizing any form and content of data without
human intervention. We are, however, a long way from that ideal guard. The technology that shapes the
artificial intelligence necessary to review any given format, declare it safe, and assure the user that it was
executed properly, is not currently available.

The DoD MLS Program is developing and deploying guards to partially meet common requirements for
MLS in the near term. The Standard WWMCCS Guard provides a means for DoD organizations to extract
Secret and less classified data from the Top Secret Worldwide Military Command and Control System
(WWMCCS), which operates in the system-high mode, and to make that data available to users on Secret
command and control systems. The guard reviews all data transfers according to the established
classification rules to verify that the data passed are not classified Top Secret. It handles a wide range of
high-to-low and low-to-high data transfers, including Time Phased Force and Deployment Data, Status of
Readiness and Training System data, electronic mail, and teleconference messages. The guard has been
certified and accredited by the Joint Staff for use with WWMCCS.

The DoD MLS Program is also developing and deploying another standard guard to meet common
operational requirements in the near term~—the Standard Mail Guard. The guard allows users of existing
Secret and Unclassified communities to securely exchange Unclassified electronic mail. The guard relies
on users to review messages before they send them to verify that only Unclassified data are exchanged
between the Secret community and the Unclassified community.

MLS Workstations

A workstation is a user terminal with its own processing and storage capabilities. It can be linked to a local
area network that can provide a number of services (e.g. electronic mail, word processing, computation,
and remote file access). MLS workstations are workstations that can separate and protect data of different
security levels. Compartmented mode workstations (CMW) are the predominate type of MLS workstation
and specifically meet the requirements set forth by the Defense Intelligence Agency to support multilevel
and compartmented mode operations of intelligence analysts. CMWs provide a multilevel, multiwindowing
capability that permits users to have windows of different security levels open simultaneously on their
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computer screens. This trusted multiwindowing capability is a critical element in making MLS workstations
operationally effective.

The initial goal of an MLS workstation is to allow a user 1o access systems operating at different security
levels simultaneously from a single position. The concept involves the MLS workstation with two network
connections, one for the high side, another for the low side. An MLS workstation provides improved
capability over a guard because it supports full capability usage of both high and low existing systems from
one workstation. An MLS workstation should not affect the existing systems themselves but should provide
a user enhanced access to the systems. Several current development efforts with MLS workstation
technology meet these operational requirements.

In MLS workstations, the trusted multiwindowing capability can be used to support interaction with
multiple systems or application software. The trusted workstations allow users to access systems and
application software at different classification levels simultaneously and transfer data between security
levels (if the user has the appropriate authority). For example, information can be transferred from the
Secret system to the Top Secret system. Information from the Top Secret system can be sanitized or
downgraded, if necessary, and sent to the Secret system after review. The users can also alternate working
with both systems through the multiple windows.

The DoD MLS Program is developing and deploying MLS workstations not only to bridge different security
levels in a command and control infrastructure, but also to enhance the data communications between
intelligence organizations and the commands that they support. Using MLS workstations and other network
security technigues, the program developed the OPS/INTEL Interface to facilitate more interaction between
intelligence analysts and the command staff. The OPS/INTEL Interface provides capabilities to intelligence
analysts to pull data from various intelligence resources, review and, if needed, sanitize the data, and
electronically pass the data to collateral systems for further access and processing. The OPS/INTEL
Interface also provides a means for requests for intelligence to be sent by command staff and electronically
received by the intelligence analysts.

MLS Networks:

A multilevel network is the logical next step to follow the installation of multilevel workstations. An MLS
network can provide secure data communication services among components in information systems. MLS
networks can interconnect single-level and multilevel components on a shared network infrastructure by
providing sensitivity labels and network security services for the data transferred between systems. MLS
networks do not need to have any MLS hosts or workstations on them to make them effective solutions; the
MLS networks may simply allow single-level hosts and workstations of different security levels to share a
common infrastructure.

MLS network components are used for both local area networks and wide area networks, which are
composed of numerous elements, such as cabling, terminal servers, bridges, routers, and gateways. In an
MLS network, several of these elements are trusted 1o enforce the security policy for the network.

MLS Data Base Management Systems:

MLS DBMSs provide the management, storage, and retrieval of multiple levels of related data, allowing
users of different security levels to have access to a shared set of data according to their individual
authorizations. For example, a DBMS server is accessible to both the Secret and Top Secret users. Top
Secret cleared users have access to read the entire data base. Secret cleared users are restricted to reading
and writing within the confines of the Secret portion of the data base. Security mechanisms are in place to
enforce this policy, including sensitivity labels for various data base constructs like tables, views, and
records. MLS DBMSs manage and control user queries according to the security levels of the data and the
user clearances. They can eliminate duplication of information on separate systems, resulting in more
timely, consistent, and accurate data. MLS DBMSs will serve as the foundation for many applications in
MLS systems.

Page 7 of 18
Inventor IO Date 7.26.02
Date 7.26.02
‘ormation is witnessed and understood
Date 7.26.02
— .
% Date 7.26.02

Ex. 1013, Page 9




P T T Y

Ron Redlich, Martin Nemzow Provisional Patent Application July 26,2002

“Multllevel Security through Sanitization with Reconstruction of Sanitized Content”

MLS Systems:

The ultimate goal of MLS is not simply to interconnect existing single-level systems operating at different
security levels, or even to allow users to perform office automation functions at multiple security levels
(albeit maintaining separation of data of different levels). Rather, the goal is to foster a truly multilevel
environment, whereby a user can process data of multiple levels in a more integral manner.

Consider, for example, a multilevel document preparation system that allows a user to label individual
paragraphs and section headings with their classifications. This system would accurately label pages
according to the maximum classification of the paragraphs on the pages, and allow cutting and pasting
among documents while still maintaining sensitivity labels and enforcing security rules so that more
classified paragraphs are not included in less classified reports. '

Another example involves a multilevel data base to direct and monitor military transportation, including
points and times of embarkment and destination, transit route, crew information, and cargo information.
This data base could be used to direct and track missions that are both unclassified and classified.
However, because some information about the classified missions needs to be visible at the unclassified
level, the MLS DBMS supporting this application would allow classified users to enter and retrieve both
classified and unclassified data about the missions. By providing cover stories so that some information is
available at the unclassified level, uncleared persons could coordinate for the arrival of aircraft requiring
specific off-loading equipment. The unclassified users of this system could have, then, limited visibility into
the various missions. '

The goal MLS system combines the MLS hosts, workstations, DBMSs, networks, and other components with
multilevel applications to comprise an integrated multilevel environment rather than only a lashing
together of multiple single-level elements. These MLS systems could be applied to command and control,
office automation, data fusion, decision support, and other uses throughout the DoD. "
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The inventions innovation:

The DoD Multiple level security was based upon the Bell-Lapadula Model. Many believe their security
model is superior to other models because the authors prove a” Basic security theorem™. There is critisisim
on the model for various reasons.(see “A comment on the “basic Security Theorem™ of Bell and LaPadula”
by John Mclean).

The inventors main concern with the Bell-Lapadula Model, and the existing MLS is the use of labels to
classify users and subject matter. A professional attacker will use all his efforts to change or damage the
labels in- order to compromise the machines secured information. DigitalDoors introduces an architecture
whereby content is being recognized not by lables by automatically based on the semantic contents of the
plain text.

Sanitization and reconstitution

The invention sanitizes and enables reconstitution upon valid authentication. It is the only architecture and
system which enablcs both sanitazation and reconstitution according to user’s verified access identification.

Maximum access to information

The conventional way of classifying documents with high classification, limits the low level clearance
users from access substantial un-classified information which is in the classified document.
Furthermore the invention enables maximum sharing of unclassified information which lies dormant in
classified documents.

Security:

Top security- secret information dispersed to distributed storage in many locations. The invention is
designed to avoid any one point of failure. ’

The theory behind the architecture is the creation of substantial lines of defense in depth. The attacker will
need to break through many obstacles before accessing all the dispersed data of the document.
Additional levels of security with Multi type encryption:

The system and process introduces the capability to encrypt different parts of a document with different
types of encryption. Multi type encryption creates a major barrier to an attacker. Should he wish to break
the encryption he would need few super computers. Should the attacker look for implementation mistakes,
even if he finds few he will still not get access to the total plain text.

Flexibility

The system and process delivers flexibility to accommodate changing circumstances. By controlling the
level of the granularity, the user can boost the level of security according to changing circumstances. For
example, if a competitor becomes a partner the user enables him access to more storage locations, by
changing the matrix)

Leveraging the Internet , -
The system and process integrates the Internet for dispersal and hiding of contents. If a party needs more
information it could be released granularly. There is no need to release the whole secret document.

The technology difference:
Page 9 of 1
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The system and process does not use labeling but rather extracts the critical to storage. The system avoids
situations, in which, attackers may manipulate the labels or the labeling system.
Furthermore release of information is based on changing circumstances.(time, location-GPS, event)

The invention is a machine and process and its purposes and advantages may be as follows:

e To automatically control selection of data objects within a data stream and release them in a
controlled method only to authorized parties.

e To automatically separate data objects within a data stream into two or more digital data streams
according to the importance and categorization of contents, through extraction and removal of the
prioritized content and its replacement by appropriate placeholders.

e To automatically control selected contents in E-mail, and enable its release in a controlled method
only to authorized parties.

e To enable users to leverage the growth in computer and teleccommunications connectivity and
electronic commerce by reducing security risks.

e To enable users to release documents, digital files, and data streams into closed and opened digital
networks with the confidence that important, identifying, and critical contents in that documents,
digital files, and data streams is secure and will be seen only by authorized parties.

e To enable real time simultaneous customization and personalization of selected contents within a
data stream to different parties, allowing instant display of the sclected content or part of it based
on, and tailored made to the status of the user or receiving party.

e To secure the important and critical contents of a document or digital file by transporting said
contents into a separated data stream and removing said data stream to a removed storage memory,
while eradicating any copies, temporary caches, or traces of the removed extracts on the original
computer or machine.

e To enable instant return transfer to the display or to another display all or part of extracted content
instantly with verification of authorized user.

e To create a projection of the original document, digital file, data objects within a data stream, or
variations of it through combined projection of the splinted data streams, while maintaining
separation between the data streams.

e To create an alternative method for security, instead of encryption, which is secure, cost effective,
less time-consuming, and flexible.

e To enable automatic timed removal of specific content items, automatically or manually selected
from a document, digital file, or data objects within a data stream.

e To enable an automatic timed reconstruction {reconstitution) of the said document, digital file, or
data objects within a data stream.

The system and method creates a high level of security by automatic selection and removal of critical and
prioritized contents from a data objects stream, whether it be a digital document, digital file, database,
sound bite, video clip, other structured, or streaming data formats. The system and method enables a
controlled release of the extracted data objects, enabling instant display of the instantaneous returned
contents, contingent on verification of user identity, access rights, time of operation, location of source and
or user, destination of source and or user, and determine threat modes. The system and method delivers
high security by removal of the selected prioritized content from memories. The copies and traces of the
selected extracted contents are eradicated from the computer memory while the separated extract data
stream is transferred to a safe removed storage memory media. The extract, extracts, and any part thereof,
will be return transferred to user display as soon as identity and access rights are validated.
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A replacement of the extract can also be substituted on-the-fly to provide updated results, misinformation,
dis-information, messages, alerts, links (to reports, data mining, search engines, web sites, and hyperlinks
understood in the current art), advertisements, and personalization and customization. The said validation
can be done instantly by password, challenge questions and answers, remote verification (phone, video, or
personal contact with user), or by biometrics means.

The innovation is a system and method for automatically or manually controlled selection, extraction,
storage, and release of selected and prioritized information. The system extracts selected information from
data streams, in computers, computer networks communication devices, and networks, as well as electronic
mail systems. The system and method can reside on a single computer, be distributed across multiple
platforms, be distributed across multiple networks, or reside as a remote process (known as a hosted
application service process in the state of the art).

The extraction of data objects within data streams includes words, structured data objects, characters,
numbers, bullet points, footnotes, prices, images, sound segments, video segments, and selected digital data
packets. The extraction is conducted by separating a source (original) data stream into two or more extracts
data streams. The different data object extractions are separated into groups reflecting predefined
contextual categories and restitution applications (such as to enable customization and personalization for
the same or different users). The modified source (original) stream typically contains the majority of data
objects of the source stream, whereas the extract streams contains a minority of the data objects which
represent selected and categorized information and information deemed to be of prioritized importance.

The extracted categorized data objects are separated into one or more contiguous data streams. The
extracted data stream or streams are scattered to one or more storage memory memories. The extracted data
can be transported and shuttled between different storage or projection apparatus, as directed automatically
by various constraints including: security risk criteria of threats and attacks, sources, targets, users, policies,
time of day, and threat modes.

The extracted data is transported to an online removable storage and under extreme security threats to an off-
line/off-network, digital or physical vaulted storage. Transport and shuttle is based on the level of security alert.
The use and release of the vaulted extractions is controlled by a set of rules or organizational policy which
includes the following options among others:

1. A vaulting of some, all, or specific data object extracts for long or short periods of time.

Release of extractions into a display, in which the extracted data objects will reconstitute with the modified
original data stream, the original data objects stream or original document.

3. Release of extractions into a projection display in order to project with the modified data stream, the
original document while maintaining complete scparation of the modified source data stream (the source
modified by the extraction of data objects and insertion of placeholders) and the extracted data object
strearns.

4. Release of extractions into a projection display in order to project a reconstitution of the original document,
in other words to create altered versions of the original document, while maintaining complete separation
of the modified data stream and the extracted streams.

5. In situations of high security threats, release of extractions into another projection display, PDA, floppy
disk, paper document a wireless display, an overlay transparency while maintaining logical and physical
separation of delivery streams. This will enable working with a representation of the initial source, but not
the initial source itself, while understanding the prevalent, critical extracted information without
comprising security to the initial source material by exposing sensitive, identifying, or critical information.

6. The distribution of sources, modified sources, or extracts to remote and distributed viewing devices.
7. Enable the angoing operation of information delivery and display in defiance of known ongoing or
unknown security flaws, breaches, or cvents compromising the general state of security.
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8. The delivery of distinct and separate data streams, delivered on the same or different channels and media,
each with minimal, limited, or even substantial usefulness in and by itself, that can be overlaid logically or
physically to reconstitute the identifying data stream and display. Separate display devices can be used to
create a composite image or they can be overlaid to physically separate display devices to reconstitute a
useful composite display.

The objective is to creatc security for the single computer or extended network. When an intruder penetrates
preexisting firewalls and other security systems, the data object and streams, digital documents, and digital files
which will be valueless and prioritized data objects rendered unidentifiable, the penetration is valueless because
the critical strategic information has been exported to a vaulted storage. Competitors or hackers, who leamn that
a computer or network is protected by the system and method, might decide to attack another target instead.
This is comparable to a situation in which a bank robber, who finds out that the bank vault is empty, will most
probably look for another bank,

The system and method has a menu of different options including the ability to extract:

All existing databases on the computer or network.

All newly loaded, mounted, or integrated data to the computer or network.

All plug-in memory devices (temporary or permanent) containing data.

All new and imported data to the computer or network.

All new work and output created by the computer or network.

All data being transported in/out of the computer or network including electronic mail.
All data being transmitted in/out of the computer or network including electronic mail.

* & 6 o ¢ o O

The system and method releases the extracted data streams, subject to a controlled-release mechanism and
process. The release mechanism is contingent on parameters including; rights to access specific contents,
timing criteria, security restrictions, and preset policies. The release of the extracted data objects permits
restitution of the source data stream in variations of the source that are full, partial, or modified
representations of that source data stream. The release provides for various levels (through user
configuration) of separation between the modified source data stream and the extracted data streams. The
system enables the maximum grade of security by means of the option of a visual merged projection of said
different data streams, while maintaining a strict physical and logical separation between the data streams.

Another object of the system and method is to enhance the survivability of a system, network, or an
organization through distribution of critical information, The objective is to enable a network or
organization to carry on its critical missions even while under attacked or damaged. Survivability is the
ability of a system to execute its mission and provide critical operational services during and after a successful
intrusion or damage. Providing critical operational services includes maintaining availability of information and
data such as credit card numbers, names, phone numbers, transaction amounts, shipment details without
compromising the security of the information and data.

The invention is designed to enable a network to adapt to ongoing attack and react in a way that permits critical
missions to continue. With the current state of the art, when firewalls or other security measures are
compromised, no real obstacles curtail or hinder intruders. The system and method is very adaptable and
flexible to provide additional layers of security, privacy, anonymity, redundancy, and backup through the
selection, extraction, storage, transportation, and reconstruction processes. The dynamic architecture of the
invention enables it to conduct an automatic real time configuration of its extraction/transport/recovery
activities, in response to the challenge of attacks.

The invention’s survivability modes enable:
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e Presetting of rules for computer or network functioning under attack or alert.
e  An automatic assessment of damage and automatic reaction to enable functionality of critical missions.

Another object of this invention is as a system and method for automatically creating customized and
personalized versions of a document, data object, or data stream. In real time, simultaneous versions of the
original are created and altered, then disseminated based on the status of the different users and their access
privileges. The system and method enables content management and control by automatically locating
content items prioritized by importance, transporting them to a secure memory, and releasing them under
explicit controls or preset rules.

Another object of the invention is as a system and method for control, analysis and management of
important and prioritized information within documents, files, data object, and data streams. The system
and method, enables the processing of all data objects at the time in which they are created or imported
into the system. The said early stage processing, enables early stage inventorying of prioritized contents as
well as early stage pattern recognition. Extracting critical information, such as credit card numbers, last
names, first names, social security numbers, phones numbers, transaction dollar amounts and addresses,
enables the system and method to aggregate data in categories and analyze the data in different optional
methodologies including pattern recognition.

Another object of the invention is as a system and method for comprehensive monitoring of various activities
including business activitics in real time. With this level of detail, the system and method becomes a
management information tool and information/data command and control center. The said system and method
can include an alert system, which in effect creates a real time apparatus for command and control of the
systems activities. In real time, and at any point in time, the user can get a comprehensive view of different
activities including:

e How many transactions are being processed, their content, their context, identity of the involved parties
identity, their profiles, and the personnel involved.

How much money is being transacted.

When, in terms of dates, relevant to the transaction.

Where, in terms of geographical location, the transactions are taking place.

Where, in terms of geographical location, monies or goods are being transferred.

Which departments in the organization are involved.

Description:

The invention is a multilevel security system that among other things enables parties to control release
the electronic data and the electronic granular critical data into the documents they are sharing with other
parties.

In general the invention may cover the following elements:

1. A computer software product for securing data having one or more security sensitive words,
characters or icons in a computer system with memories designated as a remainder store and an extract
store, the computer product having instructions for a computer system for:

extracting said security sensitive words, characters or icons from said data to obtain extracted data
and remainder data therefrom; '

storing said extracted data and said remainder data in said extract store and said remainder store,

respectively; and,
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permitting reconstruction of said data via said extracted data and remainder data only in the
presence of a predetermined security clearance.

2. A computer software product for securing data as claimed in claim 1 operative on an email
program or a browser program and including instructions for facilitating said storage of extracted data
rather than storing said extracted data, forwarding said remainder data to an email addressee or a targeted
destination and permitting retrieval of said extracted data only in the presence of said predetermined
security clearance prior to reconstruction. ’

3. A computer software product for securing data as claimed in claim 2 wherein said product
operates in conjunction with the email program and includes instructions for encryption and decryption of
one or all of the email, extracted data and remainder data.
4. A computer software product for securing data as claimed in claim 3 including

encrypting said extracted data and either appending or including said encrypted extracted data
with said remainder data to form a composite email; and

emailing said composite email to an addressee.

5. A computer software product for securing data as claimed in claims 1 for transparently
establishing and managing the separation of user-based communities of interest based upon crypto-
graphically separated security levels, said user-based communities of interest representing a plurality of
users having a corresponding a plurality of security levels each with a respective security clearance, the
computer product having instructions for the computer system for:

obtaining subsets of extracted data and remainder data;

storing said subsets of extracted data and said remainder data; and,

permitting reconstruction of some or all of said data via one or more of said subsets of extracted
data and remainder data only in the presence of a predetermined secutity clearance of said plurality of
security levels.
6. A computer software product for securing data as claimed in claim 5 including

encrypting said subscts of extracted data with said plurality of encryption types to obtain multiple
level encryption in one document or data object; and,

decrypting all or portions of said one document or data object with multiple level encryption only
in the presence of a predetermined security clearance of said plurality of security levels.

7. A computer software product for securing data as claimed in claim 1, the data being secured
against a plurality of computer events and used in connection with an electronic attack monitor generating a
corresponding plurality of attack warnings, a plurality of users having a corresponding a plurality of
security levels each with a respective security clearance, the computer product having instructions for the
computer system for:

extracting data dependent upon respective ones of said plurality of attack warnings to obtain the
extracted data and remainder data, the degree of extraction dependent upon respective ones of said plurality
of attack warnings,

storing said extracted data and said remainder data based upon respective ones of said plurality of
attack warnings; and,

permitting reconstruction of some or all of said data via said extracted data and remainder data
only in the presence of a predetermined security clearance of said plurality of security levels.

8. A computer software product for securing data as claimed in claim 7 wherein said plurality of
computer events includes hacking attacks, power loss, environmental conditions adverse to said computer
network, said electronic attack monitor including sensory systems responsive to said plurality of computer
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events to generate said plurality of attack warnings, and the filtering and storing responsive to said plurality
of computer events which include said hacking attacks, power loss, environmental conditions adverse to
said computer network.

9. A computer software product for securing data as claimed in claim 1-8 wherein said computer
system is one of (i) a data input device interconnected and operable with another computer system having a
processor and a memory having distributed memory segments; (ii) a single personal computer, (iii) a
network of computer linked together; (iv) a plurality of computers operative over the global computer
network or Internet.

10. A computer software product for securing data as claimed in claim 1-9 wherein said data is an
electronic document, image, email, data from a browser program, audio or video file or a combination
thereof.11. A computer software product for securing data as claimed in claim 1-10 wherein said
memories are floppy discs, flash memories, hard drive memories, ROMs, RAMs, CD ROM memories,
integrated circuit memories, client computer memories, server memories, computer memories coupled to
client computers, computer memories coupled to server computers, or distributed memory systems in an
interconnected communications network.

12. A computer software product for securing data as claimed in claim 1-11 wherein said software
product is deployed over a client-server computer system and said server stores one or both of said
extracted and remainder data and permits reconstruction only in the presence of a predetermined security
clearance as a download to the client computer.

13. A computer software product for securing data as claimed in claims 1-12 wherein the extracting
operates on credit card data, financial data or account data.

14. A computer software product for securing data as claimed in claim 1-13 implemented on an
information processing system.

15. A computer software product for securing data as claimed in claim 1-14 wherein the extraction
utilizes a parsing algorithm without designation of said security sensitive words, characters or icons and
said parsing algorithm based upon one or more of a bit count, a word, a word count, a page count, a line
count, a paragraph count, an identifiable document characteristic, an identifiable word characteristic, an
identifiable letter or number characteristic, an identifiable icon characteristic, an identifiable data object
characteristic, capital letters, italics, and underline.

16. A computer software product for securing data as claimed in claim 1-15 including establishing a
plurality of security levels each with a respective security clearange for subsets of said security sensitive
words, characters or icons and including permitting either full or partial reconstruction in the presence of
respective ones of said plurality of security clearance levels.

17. A computer software product for securing data as claimed in claim 1-16 including encrypting one
or both of said extracted data and remainder data and decrypting during reconstruction as necessary and
permitted based upon said security clearance.

18. A computer software product for securing data as claimed in claim 1-17 including instructions for
deleting data, input into the software product, from a data input device after storing.

19. A computer software product for securing data as claimed in claim 1-18 including mapping said

extract store and remainder store or plurality of extract stores, storing said map
in a map store, and permitting access only in the presence of predetermined security clearance.
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20. A computer software product for securing data as claimed in claim 1-19 including identifying said
sensitive words, characters or icons prior to cxtraction. A computer software product for securing data as
claimed in claim 1-20 including utilizing placeholders in said remainder data representing non-
reconstructed, extracted data during full or partial reconstruction, said placeholders being one from the
group of characters, icons, substitute words, data objects, underline and blank space.

22. A computer software product for securing data as claimed in claim 1-21 including the use of one
of an inference engine, neural network and artificial intelligence process to extract, store or permit
reconstruction of said data.

23. A computer software product for securing data as claimed in claim 1-22 including one or multiple
types of encryption and decryption of one or all of the extracted data and remainder data relative to the
degree of security of said data.

24. A computer software product for securing data as claimed in claim 1-23 wherein the extraction
and storing represents granular deconstruction and dispersal of said data.

25. A computer software product for securing data as claimed in claim 1-24 including displaying a
vendor’s advertisement prior to one or the other or both of said steps of extracting and permitting
reconstruction and optionally displaying a link to a vendor’s web site with said advertisement.

26. A computer software product for securing data as claimed in claim 1-25 including associating a
monetary charge for one or more of said extracting, storing or permitting reconstruction.

27. A computer software product for securing data as claimed in claim 1-26 including displaying said
security sensitive words, characters or icons in a distinguishing manner prior to extracting.

28. A computer software product for securing data as claimed in claim 1-27 whercin said software
product is stored in a computer readablc medium, CD ROM, in a network or in a singular or a distributed
computer system.

29. A computer software product for securing data as claimed in claim 1-27 wherein said computer
system operable with the reconstruction portion of said software product includes a display fed from video
memory having a plurality of frame memory segments, the reconstruction including interleaving extracted
data and remainder data into respective ones of said plurality of frame memory scgments.

30. A computer software product for securing data as claimed in claim 1-27 wherein said computer
system operable with the reconstruction portion of said software product includes a data display
system with at least two separate but visually overlaid displays, the reconstruction including
displaying said extracted data on one of said at least two displays and displaying said remainder
data on another of said at least two displays.

31. A method of securing email data having one or more security sensitive words, characters
or icons, the method used in conjunction with an addressee email device having a decryption
routine, the method comprising:

extracting said security sensitive words, characters or icons from said email data to obtain extracted data

and remainder data therefrom; )
encrypting said extracted data and either appending or including said encrypted extracted data

with said remainder data to form a composite email; and :
emailing said composite email to an addressee.
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Sketches
See Building and Testing for samples.

Ramifications

The invention differs from the current implementations of multilevel security systems based on the Bell-
Lapadula Model, using labels to classify users and subject matter. A professional attacker will usc all his
efforts to change or damage the labels in- order to compromise the machines secured information.
DigitalDoors introduces an architecture whereby content is being recognized not by labels by automatically
based on the semantic contents of the plain text.

The invention enables overcoming the obstacles of existing multiple-level security systems by enabling
sharing of sensitive data, and granular data between parties in a much more flexible way which also enables
much greater access to information not enabled by the current MLS systems. The invention includes a
controlled release mechanism for release of data in conformance to benchmarks, which can include
submitting of access identification, the giving of consideration, submitting of other information, etc.

The invention creates better collaboration between users and organizations based on a better flow of
information. It enables better efficiency enabling easier communication between users and networks with
different Jevels of classification while maintaining the highest levels of security. The invention enables a
much better management of documents in storage and in transport including e-mail.

The invention introduces automation to the sanitization process and an automatic reconstruction process.
The automation will avoid human error both intentionally as well as unintentionally. The automation will
enable a substantial reduction in costs, furthermore the ability to create a multilevel security environment in
one PC or workstation will save costs of purchasing operating and maintaining multiple machines as is the
current practice.

Closest known art
None found in this specific context,

Building and testing

The screen images in the figure section demonsirate the machine and process in action, automatically,
searching different storage locations for critical extracts/ key words. The keywords have the identifier of
the document they belong to. A user with the appropriate access security level will be able to retrieve based
on his security clearance the following:

1. The entire document.
2. A declassified version of the document

Attachments
‘White papers
1. DigitalDoors Architecture
2. DigitalDoors Defenses in Depth
3. Samples Extraction and Reconstitution
4. Samples multi type encryption in one document
5. Technical Background: DigitalDoors
6. DigitalDoors : A New Approach To Security And Survivability
7. DigitalDoors Architecture Process & Data Flow
8. The Security of Location Map and Recovery File
9. DigitalDoors Elements Necessary to Secure DigitalDoors Frequently Asked Questions
10. DigitalDoors Engines, CPU, Hardware Processing -
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11. Drawings of the Architecture

Any previous disclosure of conception

None, except for following patent applications filed by inventors:

Provisional Patent Application: Secured Sharing of information with dispersed data Mining and searching
capabilities, July, 16,2002

Data security system and method with parsing an dispersion techniques, May 23 2002

Data security system and method adjunct to e-mail browser or telecom program, May 23 2002

Data security system and method for separation of user communities

Data security system and method responsive to electronic attacks

Data security system and method July 27 2001
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DigitalDoors Architecture
by the D/GITALDOOR S Design Management Group (2002)

Overview

DI1GITALDOORS automatically sanitizes sensitive documents and messages with the unique capability of
automatically reconstructing those messages upon validation of security clearance. The DiG/TaALDOORS
technology (600 patent claims in process) associates multiple receivers and their respective clearances with
multiple variations of a document. This supports information exchange between trusted parties, parties that
do not trust each other, and even parties unknown to each other. It is the basis for the currently functioning
DiGITALDOORS security system applying the architecture and processes that: -

e select granular critical and important data within a data stream (document, data file, transaction,

object, structured storage, record, field, document, etc.)

extract that same critical and important data

substitute placeholders for that same critical and important data

disperse that same critical and important data extracts to remote distributed storage locations

release that same critical and important data extracts from storage through a controlled release

process of granular access rights of each user through validation and authentication

e reconstitute that same critical and important data extracts in whole or in part to reconstruct the
original data stream (such as a e-mail message, report, or legal document)

In effect, the Dis/TaLDooRs technology hides information leveraging the distributed capability of the
private and public communication channels, such as the Internet. This avoids single points of failure to
establish an in-depth defenses through creation of numerous granularly-controlled obstacles to attackers.
This technology secures against insider as well as external attacks. D/6/TaLDooRS can measure the security
before and after the process for detailed metrics on the process, data integrity, and data security. This
technology enables secured sharing of information on a need-to-know basis. Shared information can be
distributed uniquely or en masse to internal or external organizations, with each user individually receiving
information automatically tailored to each user's security clearance. When circumstances change, and for
whatever reason, and after the fact of distribution, the sender can still control the release of critical and
important information from distributed storage locations. D/6/TALDOORS operation is transparent and
automatic. User access is through access controls already established by organizational security policy.

DiGITALDOORs 1S in the process of conforming to DoD and other relevant standards. This includes
encryption limited to AES and Rijndael. Furthermore, all communication links will be protected by SSL,
optional point-to-point hardware encryption, and other technology. The objective is to house the primary
subsystemns in an insulated environment protected from unauthorized access. We support and will integrate
with public key cryptosystems. Design was primarily implemented in UML, with automatic code
generation in MS Visual Basic. We expect the port to C, Java, and other languages to be fairly
straightforward. User interface issues are imbedded in flexible calling interface parameters supporting
regeneration to any widget-based GUI.

The Di5/TALDo0RS extraction and dispersion architecture was conceived within the explosion of Internet
and web-related services as a commercial off-the-shelf (COTS) utility toolkit and application suite.
DiGiTALDoORs supports and extends SAN and NAS storage service and leverages the benefits of those
storage technologies. It is equally useful working with or extending the functionality of storage
virtualization. As such, DiG/TALDODRS was conceived as an open, accessible, and robust omni-platform
solution to survivability, identity, privacy, confidentiality, and anonymity. In contrast to existing restrictive
security technologies that work by excluding access to data, surrounding it with concentric walls, and
searching it repetitively for embedded viruses, the D/6/TALDOORS system is envisioned to open data to
wider access, enable information sharing, and effectively create a granular owner, organization, and
supervisory multi-level access control over that data.
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Architecture

For these reasons, 0/6/TALDOoRs was structured as suite of utility tools, system functions, applications,
add-ins, and an open integration platform in itself for flexibility. The core architecture is structured around
reusable modules and functions which can be reused and rebuilt into various applications. Furthermore,
these can and have been integrated into existing applications. In addition, we focus additional development
on integration with existing technologies, systems, applications, work flows, and transaction processing.
Specifically, we have built and integrated these engines among others into one functioning system:

selection
extraction
dispersion
reconstitution
encryption
multiple-type encryption,
validation
access control
GPS

PKI1

IFF
Biometrics

Applications are built from reusable components in as much as it is possible. Functions and features are
segregated to enable module and code separation, rebundling, and reintegration as new and different
functions. Core technology is separated into modules that can be distributed as .exe applications, as
operating system dynamic link libraries, in process or out-of-process servers, distributed .OCX applets and
add-ins, or piped automated functions.

Although the primary prototyping language was UML, the prototyping implementation language was
Prolog and Unix regular expressions with Visual Basic, the prototyping database was MS Access, all
functions were designed with CORBA, RPC, pipes, unattended processing, and host-based environments as
a primary distribution channel. Other more powerful artificial intelligence, heuristics, neural networks, and
self-learning environments are available, most are mutually exclusive to each other, unavailable on widely-
available desktop and server environments, require specialized coprocessors or machines, or require
copious amounts of RAM, disk space, or CPU horsepower. Prolog was chosen because it is generic and
widely available in Windows, Unix, and mainframe versions. Unix regular expressions—as a library—was
chosen for its wide acceptance on platforms other than Unix and derivatives to solve a number of text,
sound, image, and pattern matching needs in extraction selection.

Although the current Visual Basic runtime is apparently limited to a MS Windows platform, the choice of
this development language and platform was chosen to accelerate graphic user interface design, workflow
experimentation and optimization, and simplify demonstration packaging, distribution, testing, and change-
order fulfillment. Core designs in UML are easily represented in the various modeling methodologies as
part of the Rational Rose product line. Core code is structured for automated or machine-assisted
translation into C, C++, assembly, Java, or other development languages. Support for the various MS
Windows-specific and data-bound Visual Basic controls is specifically and purposefully ignored for the
most part in order to facilitate the efforts to port code to other platforms, operating systems, and code
development languages.

Although ADO, DAO, FSO, Windows-specific API calls, and other data access libraries would have
simplified code development, code distribution sizes, lines of code, and made programmers happy who are
always looking for the neatest way to implement, emphasis was placed rather on repurposing designs,
codes, modules, and configuration and administration utilities. The traditional concern over performance
optimization (Carnegie-Mellon software development model stage 4 concems) is moot as performance
limitations are data-bound, database access bound, and constrained by remote network latencies. However,
performance was experimentally proven to match or exceed 128-bit encryption times, and reconstitution
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times exceed decryption times by 4 to 5 magnitudes. In addition, reconstitution is asymmetrical, thereby
yielding even greater network-wide efficiencies. And, we have still left the door open for code and
performance optimization.

The performance, security, and intellectual property issues of Visual Basic P-code and runtime libraries is
well known to this team. We understand the advantages and disadvantages. In fact, one of the team has
experience with various VB discompilers and memory variable remapping tools, and in the creation of
commercial VB object obfuscation utility. Although it is possible to alter the VB runtime libraries, this

. security concern is identical to system hacking. The VB runtime is an extension of the Windows operating
kernel in a .DLL format, and links to and calls most of the peripheral and core OS functions. The security
problem of VB is an abstraction of system kemel, and is the same issue. The VS.Net edition raises new
problems since it enables a uniform P-code infrastructure and linker maps that openly expose IP trade
secrets and allow simple virus construction and overlay diversions. This is frankly a Microsoft security
issue that must be resolved at Microsoft and by Microsoft, as the problem is a platform distribution flaw.
Note, we do not distribute VS.Net products, and do not intend this until such time as these new distribution
flaws are resolved or disproved.

The user interface conforms to MS Windows compatibility standards, and as such, is easily rebuilt for other
Unix, Linux, or other widget-oriented graphical user interfaces. Because most the of the core D/iGITALDOORS
technology embodies the processing of existing data objects, a text-based or even non-existent user
interface is possible. In fact, it has been demonstrated in Windows-based messaging and as an MS Outlook
add-in. Aspects of the user interface within Outlook that are indeed visible——pulldown menus, toolbar
buttons, and progress bars—were built to enable users and testers to see something visible, or to
conceptualize that a graphical user interface could be created for popular commercial off-the-shelf (COTS)
products.

For this same reason, MS Access as a database platform was selected. SQL, ODBC and JDBC, as well as
more modemn object-oriented relational databases or flat-file ISAM file structures are easily supported and
in fact represent a straightforward automated export from MS Access. Support for the various MS
Windows data access libraries is ignored for the most part in order to facilitate the efforts to port code to
other platforms, operating systems, and code development languages. As with code, we have left the door
open for performance optimization in data input and output. MS Access and SQL Server encryption is not
applied since it is easily defeated. Instead, we apply any encryption library add-in, if so configured, to
protect some or all of the mandatory or optional databases on a field, record, or table basis. The field-
specific encryption basis adds multi-level security and access granularity at the cost of administrative
complexity and the traditional processing overhead of encryption and decryption.

For the most part—some limited code has been developed ad hoc and lacks the structure and rigor of
traditional system design and analysis techniques—code is modular and structured into functional libraries.
What code is not modular will be. It is on the agenda and represents a version 3.0 effort. This
modularization is imperative for exploiting other security, data mining, and information processing
opportunities. This means that a UML structure can be created from existing definition templates, link to
the libraries, and generate the structure, user interface, and much of the detailed code for new utilities, add-
ins, or applications, or administration control functions. Library functions include targeting, extraction,
reconstitution, GPS services, IFF, biometric, access control, user management and administration, e-mail
support, authentication, encryption, multicryption (AES and Rijndael plus eight others at last count are
supported), SSL, and other functions and services. Many of these libraries represent an opportunity for
component-only sales to corporate or government developers.

Data and Process Location

DiGiTALDOooRs was designed such that any or all of the data and any or all of the processes can exist
anywhere. Local, remote, networked, distributed, dispersed, redundant, scattered, partitioned, piped, and
other data storage and processing are supported currently with enhancements envisioned. User data, access
databases, extractions, and partial or complete backups can exist on local computers or anywhere else, in
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whole or in parts. It is eminently suitable for software, hardware, chip, or other mechanical
implementations. Hierarchies of databases add to the available security and enhance configuration and
administration. The primary logical limitation is human ability and practicality.

OCX and DLL Components

Libraries are selected to create an add-in functionality. A stub for testing or as a sample for component-
only sales was created to regression-test the functions, utility, and reliability. The sample code, as a stub, is

. intended to be sold in source form for development and documentation purposes. Within the current VB
environment, compilation into .EXE, ActiveX EXE, Active OCX, in process DLL or out-of process DLL
for RPC server-based processing is a simple matter of reconfiguring settings and dealing with some non-
compliant code issues. Conversion into Java or C is straightforward because most components lack a user
interface in favor of a calling array parameter structure. The user interface integrates on top that structure,
providing code portability.

Client

This represents all previously mentioned tools, utilities, functions, add-ins, and applications. It is an
arbitrary designation more pertinent to specific language and platform issues than to D/5/TALDOORS.

Client Server Server Server Server

Since location of data or processing is irrelevant for the most part other than exposure of data to
transmission security risks, each user becomes a client and the server. Other server functions represent any
interconnected server facility.

Server (in and out of Process)

This represents all previously mentioned tools, utilities, functions, add-ins, and applications. It is an
arbitrary designation more pertinent to specific development language and platform issues than to
DiGITALDOORS software and process. However, it becomes important in terms of platform-specific resource
and performance issues within Unix and Windows. Memory management, caching, and subtle performance
issues are platform- and development language-specific. This is a development issue with some security
issues, but mostly irrelevant to architecture issues. The security issues involve access to plain text (or other
data formats) during the process, caching, temporary files, and artifacts, which could compromise security
if mishandled. We are aware of these issues and control these issues on a per platform basis. When
additional security is required, network transmissions can be encrypted with AES, PKI, PGP, SSL, other
proprietary encryption toolkits, or encrypted with DiG/TALDOORS versions of encryption or multicryption
add-ins. The primary limitation is human ability and practicality.

Administration Server

This represents all previously mentioned tools, utilities, functions, add-ins, and applications. It is an

. arbitrary designation more pertinent to specific language and platform issues than to D/5/TALDOORS.
However, some significant administrative functions are reserved for special users designated as
administrators. Access is controlled by all standard DiG/raLDoors functions (as the saying goes, we eat our
own), with optional shared key access and GPS location controls.

Encryption and Authentication

Parameters passed to encryption and authentication modules enable each of these functions. These
parameters are represented by checkboxes in various administrative and user forms and typically stored in a
tiered organization, workgroup, and user-level hierarchy of stored configuration settings. Authentication is
applied to validate the integrity of information in whole or in part, at whatever granularity is desired.
Authentication can be extended. Encryption can be applied to information in whole or in part, to specific
fields, words, storage locations, or to entire records or databases. Encryption can be extended.

Encryption can be enabled in a number of ways. Private key methods and the attendant problems of
administering keys and delivering the initial key can be overlaid to the DiGiTaLDooRS modules. In addition,

Page 4 02-07-18 11:59 AM « Confidential: DigitalDoors™ Architecture

Ex. 1013, Page 25




L E I T S L SRS T

A | I O s ¥

one-time pads can be stored locally or globally and delivered in the clear or encrypted. The primary logical
limitation is human ability and practicality.

Network Storage Issues (NAS and SAN)

We are aware of a number of storage encryption and network storage technologies. We endeavor to support
each as necessary and/or on an ad hoc basis. However, note that Di5/74LDoors supports an infinitely finer
granularity in terms of storage access and encryption. The issues for NFS, CFS, SFS, Kerberos, NASD,
Petal, SNAD, and other security remote storage implementation persist within our implementation of those
systems, but not necessary when D/6/TALDooRs applies its native validation and encryption methods. This
is a newer concept, and not necessarily fully comprehended.

Standards

DiGITALDOORS primarily applies security through extraction and dispersion. Encryption, biometrics, and
access control are secondary. As such, few standards or formal recommendations apply to this technology.
We prefer to integrate existing or commercial (COTS) technologies, relying solely on those technologies to
conform to formal standards and generally accepted principles in security. In the near future, as
implementations of Homeland Security, governmental agencies concepts for information sharing, and new
understandings into dispersion and extraction as a fundamental and effective methodology, we do expect to
work with standards bodies to develop rules and policies. We expect to codify the formal statistics behind
extractions, forced reconstitution, attacks driven by Bayesian inference and external knowledge databases,
HIPAA and other privacy regulations, and the random/quasi-random contextual relationships of extracted
and dispersed information.

It is also important to note that many existing security standards and the generally accepted way of
designing and implementing applications are irrelevant to Dis/racDoors. They represent existing
technology, assumptions that do not withstand rigorous intellectual analysis or mathematical theory, and
methods which are not implemented, implemented as third party integration, or superceded by new
paradigms. We specifically do not ignore existing standards, but research and conform to them where
appropriate and as needed.

Note that the Dis/TaLDODRs technology is grounded into branches of statistical mathematics, queueing
theory, random number theory, and NP-Complete or NP-Hard that are indeed well known if not widely
known due to the relative contemporary nature of this field. It has only be 25 years since most of these
fields were first published, and less than 20 years that a handful of commercial products have been
released.

Extraction and Dispersion Standards

We expect to work with standards bodies to develop rules and policies. We expect to continue research and
codify the statistics behind extractions, forced reconstitution, attacks driven by Bayesian inference and
external knowledge databases, HIPAA and other privacy regulations, and the random/quasi-random
contextual relationships of extracted and dispersed information. It is important to note that the technology
of extraction and dispersion is based upon a sound and provable mathematical basis, which in tumn infers a
sound and provable mathematical basis for security and survivability of data, and the functional
measurement of security and survivability in formal terms.

Establishing Trust and Information Sharing

The core philosophy in D/5iTaLDooRrs is not to assume reliability at any stage in administration and
processing or to trust any individual or organization. Multi-level granular release precludes utility from
highly-processed data streams. As previously stated, this supports information exchange between trusted
parties, parties that do not trust each other, and even parties unknown to each other. In other words, critical
and important information might be casually distributed without meaning or context to any party as e-mail
messages, HTML web pages, or documents.
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This “apparently” open access precludes utility from the declassified or downgraded information. This is
pertinent for information exchange applications and where transactions are bound by HIPAA, GLB, and
other privacy-restrictive regulations. As trust is defined and established through access controls already
established by organizational security policy and also through various supplemental D/5/74LD00r5 IFF,
biometric, GPS, or virtualized verification to minimize man-in-the-middle attacks, the level of granular
release might be increased to allow more details in the reconstituted document or e-mail message.

Some of the core problems with establishing trust, distributing decryption keys, providing network or data
storage access is thus resolved with DiG/TaLDOORs workflows. As previously explained, when
supplemental functions or commercial products, such as PKI, are integrated into D/6/74LDo0Rs these core
problems are specific to these supplemental functions or commercial products only and not to
DIGITALDOORS.

Hierarchy of Dispersed Backups

Wide availability of ISDN, xDSL, and SONET with an Internet sales model created the opportunities for
Xdrive and similar vendors of remote backup. However, this technology represents a pattern of support
similar to volume-mapped or sequential tape backups. Failure rates are high and recovery problems are
common, often precluding a volume or system recovery but requiring reinstallation and manual selection of
taped data sets. The core philosophy behind D/G/raL Doors storage and processing is too assume high rates
of point failures and look to other places for mapped drive or non-sequential point set data. In effect, if
Kansas has been wiped out or isolated, the transcontinental SONET matrix is not functioning, or if multiple
storage locations have failed, DisiTaLDoORS storage will seek reconstitution through additional sources.
The primary logical limitation is human ability and practicality, as each additional whole or partial storage
location entails overhead and management costs. 0/5/7aLDoORs supports an infinite number of granular
storage locations.
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DiGiTALDOoRS. Defenses in Depth
‘White Paper -

Abstract

DIGITALDOORS is an automated security risk management system that creates in-depth security defenses at
the semantic-level as well as creation of controlled-release mechanisms at the storage-level with
- significantly reduced performance overhead requirements.

The DiGiTALDOORS system delivers the highest-grade security through new methodologies for risk mitigation
and hindrance of attacks. It introduces new technologies for defenses. The system automatically responds
to attacks by matching the defense level to the level of threat. The DiGiTALDOORS system can adjust its
defenses to accommodate the performance needs of a network and is transparent to the user.

Overview -

The DiG/TALDOORS system automatically extracts critical and important content from documents. The
extraction process downgrades and declassifies the documents so that they are uscless to unauthorized
parties. Presentation by a user of a valid password, in addition to optional biometrics, enables instant
seamless reconstitution of that critical and important content. The system is automatic and transparent to
the user. The system secures structured and transactional documents (for example, database records or
XML) as well as unstructured and freeform (for example, e-mail, instant messaging, or Word documents).

The technology conforms and answers specifically each of the four demands set by the Committee on
Information Systems Trustworthiness. The National Research Council reported in Trust in Cyberspace
(1999) security paradigms needed for a safe future. The report states, “The substantial commercial off-the-
shelf (COTS) makeup of a network information systems, the use of extensible components, the expectation
of growth by accretion, and the likely absence of centralized control, trust, or authority demand a new
approach to security:

Risk mitigation rather than risk avoidance

Technologies to hinder attacks rather than prevent them outright
Add-on technologies and defense in depth

Relocation of vulnerabilities rather than their elimination”

(Trust in Cyberspace, Chapter 7, Conclusions page 241)

None of the existing or proposed security technologies addresses these needs in whole: The DiG/7ALDOORS

technologies breakthrough this barrier by providing a single system which implements each one of those

four elements in a unified way. The technologies control information flow in centralized and decentralized
environments, through controlled-release of information within distributed systems. The security

technology is designed to create “digital doors” which are entry points for automatic real-time content-

dispersal management and controlled-release of data and specifically granular data. The objective is to .
empower the user with the highest security, while enabling him maximum sharing and delivery flexibility.

The technology incorporates unique methods of information dispersal to distributed storage locations,
controlled-release from storage, reconstruction, and granular release to different users according to their

access levels.

Automatic Responsiveness to Threats

The technology introduces breakthrough flexibility into security management, risk management of data,
data storage, and data flows by the capabilities of automatic response to actual attacks. D/GITALDOORS
technology enables automatic response to security challenges and threats. A key innovation to this
_ technology is that it can create, maintain, upgrade and downgrade the levels of security through
implementation of a leveled granular extraction process and a controlled-release mechanism. Attacks
trigger a response in the form of higher extraction levels, expanding the type of content extracted, and
decreasing the release of critical and important data control from storage. How much and what to extract
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depends on the level of threat or perceived risk. In same manner, the amount and type of content released
from storage and reconstituted depends on the level of threat or risk perceived by the system. The system
delivers a level of security protection specifically matched to meet security needs as dictated by the
changing security threats, environment, policy and organizational needs.

1

Highest Security Level through Extraction

It is common knowledge that the highest security is delivered through total separation. Whereas this
concept has only been implemented physically or by isolating computer environments, we are now able to
achieve this concept within open and networked computer environments. D/G/ITALDOORS implements this
level of highest security by automatically locating the critical and important data within documents or
transactions, and extracting it. It locates the critical and important information, categorizes each into one of
forty plus content categories, extracts it, encrypts it, and transports it to a controlled storage on-line or off-
line, from where it is released under specific rules and controls. Extraction is by word, words, numbers,
currency, phrases, lines, paragraphs, or entire documents. This same technology is also effective for sounds
and images. Categories include surnames, locations, currency, defined terminology, and unknown words or
phrases. DiGITALDOORS enforces a total physical and logical separation of critical and important data from
its context and precludes access to that information without that needed granular authorization.
Furthermore, the technology enables nearly instantaneous reconstruction subject to the rules set for a
controlled storage release process.

Variety of Defenses
This breakthrough technology delivers the following options for higher security:

1. Plain-text extraction and dispersion of critical and important content
2. Targeted extraction and encryption of only critical and important contents
3. Encrypting document or its extractions with multiple encryption types

These processes are described in the next three sections.

1. Plain-Text Extraction and Dispersion of Critical and important Content

Maximum security with traditional methods encumbers free flow of information and business efficiency.
Encryption burdens computer systems with high performance overhead, and its use is limited to the parties
who have decryption capabilities (through decryption built into their workflow and access to keys).
DiGITALDOORS technology offers a new solution. It enables leveled security in plain-text format, in addition
to none, some, or all of pre-existing encryption, decryption, firewalls, and other security infrastructure. The
level of security is determined by:

The extent of the critical and important content selection and extraction process
The extent of dispersal to various distributed storage locations

The rules for controlled-release from storage

The access rules governing the reconstitution of extracts into the secured document

The extractions are dispersed to distributed storage on a granular level. The rest of the document can be
stored at its original location and/or other storage locations. Dispersal of extractions introduces new barriers
not existing in current security. The attacker has first to find the (encrypted) map to the locations, then
locate and access the distributed storage, get the data released from the controlled-release storage, and
finally somehow reintegrate the extracts into the appropriate documents.

If additional incorporation of encryption is not possible for overhead performance reasons or other reasons,
the system creates high level security in plain-text as follows:

e Secure more information with more extractions
e Release fewer extracts from storage locations and reconstitute less
e  Limit access to various parties
e Display the reconstituted extractions for shorter period
Page 2 Propriétary and Confidential D/G/TAL DOORS: Defenses in Depth
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When a higher level of security is needed, the system automatically encrypts the critical and important data
or dispersed it more widely.

2. Targeted Extraction and Encryption of Only Critical and important Contents

The extraction capabilities of the system enable different workflow modes. The system enables extraction

' and encryption of critical and important content. In essence, only the critical content is extracted and/or
encrypted, whereas the rest of the do¢ument remains as plain-text. This capability enables the important
advantages and flexibility; the ability to share the document within the organization or transmit it to
outsiders while still maintaining security over the most critical and important content of the document. This
is an automatic process for controlling the content of outgoing e-mail. The document owner releases the
critical and important content by enabling access to it to defined parties at defined.

When a higher level of security is needed, the system automatically encrypts extractions with multiple
encryption methods and can also encrypt the rest of the document in an additional encryption method.

3. Encrypting Document or Extractions with Multiple Encryption Types

DiGITALDOORS attains the highest level of security by using multiple types of encryption (and/or multiple
keys) tor one document. Maximum security is delivered through automatic selection of critical and
important data, encrypting these extractions with one or more types of encryption. The non-prioritized data
is optionally encrypted with another type of encryption. The critical content is encrypted separately from
the encryption of the remainder non-critical content of the document.

Multiple encryption types within one document statistically frustrates deciphering that document regardless
of the available computer power. In our view, common encryption methods are vulnerable through existing
technologies, social engineering methods, carelessness, and workflow habits. Furthermore, simple
encryption becomes more vulnerable (including triple DES) assuming future mathematical breakthroughs
or quantum computing. Existing methods to crack block ciphers are being improved to compromise the
future AES Rinjdael standard. The Di5/7ALDooRs method, incorporating different encryption methods
within one document, precludes unauthorized exposure. .

Low Performance Overhead

Existing security technologies overburden the computing environment in terms of computational overhead,
labor, and training requirements. A skilled or motivated adversary can turn even the best security systems
against the very networks that they are protecting. A skilled or motivated adversary can initiate an attack
against traditional security systems triggering a response that drains performance from the mission-critical
activities of the very networks they are protecting. The D/6/TALDOORS system is both versatile and flexible,
to accommodate network performance bottlenecks and needs. The system changes modes of operation to
accommodate the need for lower performance overhead in the system and tune the level of activity. The
following defines specific CPU performance statistics for system performance with Di5/TALDOORS.

The core process of DiG/TALDOORS is extraction and dispersion. We define extraction as an automatic
process of linguistically reading a data stream and selecting and parsing the critical elements from the non-
critical parts. The initial parsing (word, number, record, line, image, and structure etc.) is linear and
efficient. This part of the process requires 0.03% of the CPU overhead (Intel VTune benchmarks). The
following parts of the process: 1. data matching; 2. categorization; and 3. decision-making can be done
through parallel processing or using same CPU. The said three parts of the process have higher overhead
and are processed as separate threads (Win 32 architecture) delivered to subordinated processors or run
remote procedure calls. A delivered system will incorporate parallel processing. If the client’s requirement
is to tun all processes on one CPU then its overhead will be high. We are continuing to focus on reduction
of overhead in situations when client wants all four functions to take place in one CPU rather than parallel
processing.

We define dispersion as the transportation of the extractions to distributed storage. This process is merely a

network delivery and disk VO activity that performs at the existing network performance levels. Additional
overhead is consistent with the levels of document extraction, empirically determined at 6%, and even this
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additional overhead can be diverted to separate channels to eliminate loading on mission-critical activities.
Network performance depends on the different storage options, SAN, NAS, or backplane architecture.
Performance with LAN and WAN is currently being addressed by various testing.

Reconstitution of extracted critical data is immediate upon validation of authorized user. It requires
minimal CPU overhead. :

Content Dispersion

The DiITALDOORS system enables control over specific critical and important content items within the
general contents of documents or digital files in a computer or within a network. The immediate controlled-
release of those important content items according to specific identification and access criteria proactively
safeguards the security and the value of documents or digital files. The content control enables broad
dissemination of the digital files in closed networks, as well as open networks including the Internet,
without compromising the security of the critical and important information in the digital file. The dispersal
channels can include any of all the of the following:

Networks

Intermet |

Virtual Private Channels
Telephone lines

QOptical lines

Wireless

Fax

Document

Verbal communication

The Internet and communication advances have opened up many new markets but the opportunities are
constrained by known and as yet unknown security threats. The Di5/74aLDo0RS System maximizes this new
revolutionary connectivity by enabling the general content of a document or digital file to be distributed
throughout an organization, its employees, partners, suppliers and customers while securing and controlling
the most important content. The system enables the release of the important contents only to the validated
authorized parties through an automatic and manual controlled-release mechanism. The D/GiTALDOORS
systemn disperses data groups to different storage locations. This avoids storage in one vulnerable location,
thereby eliminating single points of failure. Dispersal is automatically and manually controlled. Dispersal is
effected according to categories, by users, or by document types. For example, one distributed storage can
store credit cards numbers, another names, while a third $tores addresses or social security numbers.
Distributed storage can include any or all of near-line storage devices, removable storage, Internet storage,
ASP services, RAID arrays, and other remote storage options. Note that once extractions are stored
remotely, the placement of these extracts can be moved from one storage location to another, like musical
chairs or mobile targets, to thwart unauthorized access.

Dispersal Mapping

The map is the most sensitive part of the system. The dispersal map to storage locations is duplicated and
stored in other different storage locations to avoid one point of failure. The map is encrypted with very
strong encryption. Each map is independent from other maps, thereby providing no access to other
documents. The key to the encryption of the map can be split according to a secret sharing scheme.
Accessing the map is conditional on combining two or more pieces of the split key, in the presence of two
or more people on the system at the same time. Furthermore, in-order to avoid performance overload, the
map could be split and stored in plain-text in various distributed storage locations without the need for
encryption. Location and access to the map can also be by personal knowledge only.

Multiplatform Integration

DiGITALDOORS is designed to integrate with different mainstream software and hardware systems. It is an
add-on ‘application and will function within the structures created by mainstream programs and
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applications. D/6/TALDOORS technology functions at a deep micro level. It can enable protection of the
critical contents of a specific document after it has been classified and routed by other programs, including
document management systems. The system complements other applications. It continues on with specific
document content management on a granular level, in order to give protection at the core. Usually the
documents are grouped in file cabinets, folders and binders. That is macro-management while the
DiGITALDOORS technology conforms to a micro-level of document organization and management.
Innovations of the pisiracboors Technology

The innovation of the D/51TaLDookrs technology is in its being an efficient and multipurpose security risk
management technology. The D/6/TaLDoors technology enables different levels of security according to
the users and network’s changing security and work needs. The security levels are adjusted through a
controlled-release process, which reconstitutes extracted content to the users based on users access criteria
and other criteria. During normal course of work, the extracted data will be reconstituted instantly upon
valid verification of user. In situations of threat of an attack or an attack, the system manages the risk by
limiting the release of extracted content, as well as securing more content by executing more extensive
extractions. The innovations include these nine items:

Enabling security solution against insiders damage

Enabling survivability

Enabling security for closed network connecting to the Internet and open networks
Controlling Information flow in decentralized environments

Implementing of multiple encryption types within one document
Compartmentalization of documents with leveled access to users

Enabling distributed and granular storage

Enabling lower storage costs

Regaining control

CENOOAWLN =

These nine innovations are described in detail in the following sections.

1. Security Solution against Insiders Damage

Studies shows that insiders cause 70 to 80% of all security damage. D/6/TaLD0oRs technology enables
insiders and employees to work with documents while managers and owners control the release of the
critical prioritized information. The control is granular, thereby enabling continued work with the rest of
the content in the document. The objective is to empower the user with the highest security while enabling
him maximum sharing and delivery flexibility. This enables free flow of information between closed
networks and public networks, such as the Internet, without compromising the security through extraction
of critical and important content. The user can transport documents through various networks and e-mail
services knowing that the critical information, which is still under control, and is not compromised.

2. Survivability

If networks get damaged, the decryption capability, for example with PKI, are likely to be compromised, or

at a minimum, suspended until the network is reestablished and validated. In such instances, Di5/TALDOORS .
technology enables continuation of work on channels, which need not be secure. In addition, the dispersion

of information guarantees maximum partial reconstitution to documents and transactions, or total

reconstitution to documents and transactions benefiting from backup at distributed storage facilities.

3. Security for Closed Network Connecting to the Internet and Open Networks

The Internet infrastructure and open networks are not secure. Even secured closed networks, such as VPNs,
are not secured enough. The critical content of documents is the critical asset of the organization and must
be highly secured, with maximum reliability, full transparency, and instant accessibility. To remain
competitive, organizations must maximize utility of the critical data within their documents, files, databases
and servers. The securing of such documents must not be at the expense of compromising the access or
processing speed of such documents. The D/6/74aLDoors technology enables work in plain-text, as well as
with optional encryption. Working in plain text reduces the computing performance overload.
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4. Information Flow Control in Decentralized Environments’

Protection of privacy and confidentiality of information represents a long-standing challenge, which
DisitarDoors solves. The challenge has become much bigger with the expansion of the Internet, which
has created decentralized networks. Parties, who do not know or trust each other, have to exchange
information. This technology enables free flow and sharing of information between parties by removing
burdening security restrictions and creating top security with a controlled-release of the critical content in
the documents. The technology, enables top security through introduction of user and organization’s
ownersiip and control of the critical granular data in documents.

The system introduces an additional layer of access controls at the granular level of the user document. In
order to view the reconstructed critical information the user would need to be verified by additional access
controls at the data storage level. The user access code or a physical key enables release of data from the
storage. Today’s access controls do not stop the user from distributing documents to other parties.
DiGiTaLDooRS technology includes a fined grained controlled-release mechanism to distribute the critical
information only under a required set of circumstances and access validation. The system enables the user
ownership of critical data and conditions for its release and dissemination. The user has the option to hide
the critical data through declassification process and release through a reclassification process in which the
critical data would be reconstituted in the document.

5. Implementation of Multiple Encryption Types within one Document

DIGITALDODRS creates the highest security using only traditional techmology by applying multiple
encrypnon types per document, as previously explained.

6. Compartmentalization of Documents with Leveled Access by Users

DiGITALDOORS creates leveled sharing of information, for example such that persons with level 3 access
will have keys for encryption type RSA persons with level access 2 will have access to Blowfish encryption
within une document.

7. Enabling Distributed and Dispersed Storage

There is a major human tendency to refrain from sending important documents to web storage locations
because of potential security breaches. This cultural issue is both driven by psychological issues and well-
founded security concemns. The retention of those documents as is in physical proximity or locked security,
provides actual security but precludes gaining any utility from those documents in a functional business
setting. Instead, D/6/TaLDOORS enables functional distribution of those documents without the critical and
important data, and a controlled-release of some or all of the extractions in a granular way in order to
support business activities while retaining security.

8. Enabling Lower Storage Costs

DiGITALDOORS extraction process declassifies and downgrades mission critical documents. The
downgrading and transformation of a critical document into a non-critical document enables storage in less
secured and lower cost storage. Taking advantage of this security-initiated, extraction process can yield
substantial storage cost savings. The storage cost savings can cover costs related with implementation and
maintenance. In another white paptr, we discuss the high return on investment ROI of the O/5/TaLDOORS
system for system storage cost arbitrage. Splitting the data into critical and non-critical enables 20 to 70%
savings on storage costs. Current storage for 200 GB at $40/GB equals $8000. D/6/74aLDO0ORS storage costs
with 5% critical content equals 10 GB at $40/GB costs $400. The 95% non-critical storage at 195 GB at
$10/GB costs $1950 Total DiGITALDOORS storage costs are only $2350 in du'cct comparison to the original
$8000 storage costs, saving $5650 with tiered storage costs.

9. Regaining Control

DIGITALDOORS enables organizations to regain control of their assets in terms of content, risk, distribution,
and security. A separate white paper discusses the issue of maintaining and regaining corporate control
through the usage of the D/6/TALDOORS system.
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Conclusion '

The DigiTaLDoors system delivers the highest-grade security through new methodologies for risk
mitigation and hindrance of attacks. It introduces new technologies for defenses in depth at the semantic
level as well as contents and controlled-release methods, at the storage level. The system automatically
response to attacks by matching the defense level to the level of threat. The system adjusts its defenses to
accommodate the performance needs of a network and is transparent to the user.
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SURVIVABILITY AND SECURITY TECHNOLOGIES FOR THE NEw CENTURY

DigitalDoors Automatic Defenses Matrix

Active real-time defenses with inclusion of a module for intrusion detection triggering
input:

& Operation on regular basis
Operation on emergency basis only

Standard Automatic Defenses Matrix.

Mode S Normal ' Threat

¢ Targeted Encryption  Full Encryption Multi Type Encryption

Plain-text Extraction = Extraction of encrypted  Extraction of Multi Type

Encryption
Single Storage Several Storage Many Storage
i Location Locations Locations
Single display Color/Dither Protection  Multiple Displays
Optional Automatic Defenses Matrix.
Mode ' » Normal Threat Attack
B None Partial Many
None Partial Many
Full Partial Conditional
2 4 10 or more

Anytime  Working Hours  Conditional

Many Partial Conditional
All Partial Conditional
None Two Users As Configured

4201 Collins Avenue, Suite 2103, Miami Beach, FL 33140 USA
2915 Flamingo, Miami, FL 33140 USA
(305) 532-0748 sales « (305) 864-2744 support * (305) 674-4417 fax
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SURVIVABILITY AND SECURITY TECHNOLOGIES FOR THE NEwW GENTURY

Sample Transmission

: “Top Secret”
Display of a Document with Validated Password Authorization and/or Biometric Identification

l

Attention: Ross Anderson, CILA Afghanistan Desk
Don Adams, Homeland Security
Roy Manush, FBI
Marvin Alen, FAA

"RE: New leads

Pakistani intelligence located bin Laden 20 miles from Kabul. He is using the name Abu
Turk, and dressed as a Taliban preacher. With him are his lieutenants, Omar Moad and
Basher Tallman. He is communicating with the international media through Mr. Tom
Parisa, who resides at 320 Lincoln Drive,

Alexandria, Virginia. Telephone is 878-9900 and Facsimile is 778-8554. Two individuals
closely connected with Parise had planned to board a flight from Logan International
Airport to Ronald Reagan International Airport on the morning of November 7. Amar
Ladiyn is 42 years of age, a naturalized American citizen with social security number 265-
78-7885. He resides (last known address) at 178-18 Riverside Drive, Manhattan, New York,
phone 212 554-7896. He is a council member in the New York City Municipality. Bali
Avood, a British citizen, 37 years old, is a former pilot with the resistance movement in
Nicaragua, and is well-known to CIA handlers for his part in various funded operations.
His residence is unknown. He might be related to the Avaod Family controlling the British

Bank of Commerce.
Updates Will follow.

O. North
Wational Security Council

Notes: the source can be any data stream with any m‘bitrary freeform or structured format. This can include
transactions, transactional records, database records, database structures, text, ASCIl, EBCDIC, unitype, audio,

image, video, ov m ultimedia [ormats.

All Rights Reserved. DigitalDoors, Inc. 2000-2001 Proprietary and Confidential page 2

4201 COLLINS AVENUE, SUITE 2 103, MiaMs BEACH, FL. 33140 USA
2915 FLAMINGO, MIAMI, FiL. 33140 USA

{3051 B52-0C748 SALES » (305) B64-~2744 SUPPORT - (305)674-4417 FAX
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IDIGITALDOORS.

Extraction of Critical and Important Data
Dispersal of Critical and Important Data Encrypted to Distributed Storage Locations
with Substitution by Placeholders

Attention: SEEF B8 BEE B Deok
B B8 Homeland Security
i g o

BN BHy B

BB Wew leads

BHEN intelligence located HEREH S58M BENE miles from MMM, He is using the name Sl Bill¥, ang
dressed as a Ml preacher. With him are his lieutenants, BE¥ 88l anc B8 B8 He 15
?“g;gmunica,ting with the international media through Mr. Bl #lEll, who resides at Sl BiH
B, B relephone is B and Pacsimile is ¥, B3 individuals closely connected with
B8Y had planned to board a flight from Bl International Airport to Bl 88l International
Airport on the morning of Bl 7. HlE B is 38 years of age, a naturalized American
citizen with social security number Ml He resides (last known address) at #l#l Riverside
BN BB New BB, phone Bl BB, He 1s a council member in the New Sl BitH
Municipality. Sl BHE, o WEH citizen, Bl years old, is a former pilot with the resistance
movement in HHlll, and is well-known to ##i#ll handlers for his part in various funded
operations. His residence is unknown. He might be related to the #Hl Family controlling
the HRE ¥l of Commerce.

Updates Bl follow.

0. i
BN Security I

RERRLBERRI 2001 22:44 Zulu

Explanation: the resulting sanlple freeform document {e-mail, MIME, S/MIME, text, teletype, facsimile, or
immediate messaging) showing the extracted material replaced })y numerical 3 of 9 barcodes (cither random or
sequential), a two pass process. The barcodes could as easily be any other barcode system, including all 2-D and 3-D
methods.

Note that reconstitution works just fine. The recovery file(s) for reconstitution could be remotely stored, disperee(l,
and/or encrypted governed by numerous options on location, dispersion, encryption, and MultiCryption. The
extended extraction system uti];itizing inclusion, exc]usion, categorization, and synlactic rules has been used for thie

sample.

All Rights Reserved, DigitalDoors, Inc. 2000-2001 Proprietary and Confidential page 4

4201 COLLINS AVENUE, SUITE 2103, MiaMi BEACH, FL. 33140 USA
. 2915 FLAMINGO, MIAMI, FL. 33140 USA
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SURVIVABILITY AND SECURITY TECHNDOLOGIES FOR THE NEW GENTURY

RRERERNBE

Extraction of Critical and Important Data

Dispersal of Critical and Important Data Encrypted to Distributed Storage Locations
with Substitution by Leveled-Access Placeholders

ntarne
3 torornemanas A\rponunummormngn!ﬂmf}v! e st
L § SORITAETR) ATUPEIAT CIUEER WD 00OV BOCINIY HUDRGE

Explanation: each in-situ extraction is stored to different locations, each with a different encryption, different
encryption method, and different key. By sequeutiauy for each extraction combining method, leey, and encryplion,
and reconstituting that result into the document, the source is restored in whole orin part. Partis controlled by various

granular oplions.
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SURVIVABILITY AND SECURITY TECHNOLDOGIES FOR THE NEW CENTURY

Extraction of Critical and Important Data

Dispersal of Critical and Important Data Encrypted to Distributed Storage Locations
with Substitution by Leveled-Access Placeholders

Attention: [security level 4] [security level 4], [security level 4] [security level 4] Desk
[security level 4] [security level 4], Homeland Security
{security level 4], [security level 4]
[security level 4] {security level 4}, [security level 4]

RE: New leads

[security level 2] intelligence located [security level 4] 280 miles from [security level 4].

He is using the name [security level 4], and dressed as a [security level 4] preacher. With
him are his lieutenants, {security level 4] and [security level 4]. He is communicating with
the international media through Mr. {security level 4], who resides at [security level 3],
[security level 4], [security level 4]. Telephone is {security level 1] and Facsimile is
[security level 1]. Two individuals clogely connected with [security level 4] had planned to
board a flight from [security level 4] to [security level 4] on the morning of [security level
4] 7. [security level 4] is 4R years of age, a naturalized American citizen with social
security number [security level 1]. He resides (last known address) at [security level 3],
[security level 4], [security level 41, phone {security level 1]. He 18 a council member in the
[security level 4] City Municipality. [security level 4], a British citizen, 37 years old, is &
former pilot with the resistance movement in Nicaragua, and is well-known to [security
level 4] handlers for his part in various funded operations. His residence is unknown. He
might be related to the [8ecurity level 4] Family controlling the [security level 4] Bank of
Commerce.

Updates [security level 4] follow.

O. [security level 4]
[security level 4] Security [security level 4]

Explanation: Granular hierarchical encryption (or MultiCryption) with remote and/or dispersed storage of recovery
file(s).
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'Extraction of Critical and important Data
Dispersal of Critical and important Data in Plain-Text to Distributed Storage Locations

Attention: [ ][ 1L, LIL ] Desk
[ [___3. Homeland Security

(1101
303 0]

[]: New leads

[ ] intelligence located [ J [ ][] milesfrom [ _ ]. Heis usingthename [ ] [__],
and dressed as a | ] preacher. With him are his lieutenants, [ ][ Jand[ ]

| j. He is communicating with the international media through Mr. [_] | ]}, who
resides at [ ] ] { ],

{ 1. { ]. Telephone is [ ] and Pacsimile is | ]. [] individuals closely
connected with | ] had planned to board a flight from [ ] International Atrport to

[ ][ ] International Airport on the morning of | 17.0 11 1 is [] years of
age, a naturalized American citizen with social security number [ }. He resides
(last known address) at { ] Riverside {1, { ]}, New [ _J,phone[ ][ ].He
is a council memberinthe New [_ ][ ] Municipality. [ J[__J,a[l ] citizen, {] years
old, is a former pilot with the resistance movement in { ], and is well-known to [_]
handlers for his part in various funded operations. His residence is unknown. He might be

related to the [ ] Family controlling the | } [__] of Commerce.

Updates [ ] follow.

O[]
[ JSecurity [ ]

[VIVI_] 22:44 Zulu

Explanation: the resulting sample freelorm document (e-mail, MIME, S/MIME, text, teletype, facsimile, or
immediate smessaging) S}IDWlIld the exteacted material wplacq.d l)y Je‘;nnters The rt.pla(,ementm shown at size rather
than randomized in terms of length. Note that the recovery file(s) for reconstitution could be remotely stored,
dlspersm‘l nntl/or e\crvpbed glov ernocl ln' NUUNEerous opt:lons on locahon cllspersu)n, encryphon, and I\rlulthryphon
The extended extraction systemn uhlxhzmg‘ inclusion, exclusion, categorization, and syntactic rules has been used for

this sample
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SURVIVABILITY AND SECURITY TECHNOLDOGIES FOR THE NEwW CENTURY

‘Selection of Critical and Important Data
With Targeted Encryption In-Situ

Attention: iq « ™+ }¥°" 0, «B% <'8,; Desk
- ;B yIa¢
, Homeland Security
8. u:™, Y@z
£aa¥1° "§Jé, u-L

#: New leads

«i[] VHg intelligence located THL )%4abr c¢ miles from gifJa[]. He is using the name &8 nU,4,
and dressed as a $2( preacher. With him are his lieutenants, §U% +*0 and 9[}...6F o—

—pl. He is communicating with the international media through Mr. &4~ $0, who resides at
o+ # Y6< IAUOH, - :

_A"'ON%-, HOoUéCe. Telephone is ge” ipbvM and Facsimile is &4§*g1{][1. “E individuals
closely connected with (P$F| had planned to board a flight from 8&n International Airport
to 8.-9u «"4! International Airport on the morning of 8@E=[}7 7. 8° -g+2° is xXM years of
age, a naturalized American citizen with social security number 50[+3%™eN

. He resides (last known address) at $Of§@ Riverside f(3+, SuPDFAllp, New 8>6, phone
[j4¢ = feeHUEmMC. He is a council member in the New T4 Muni®U | <T. 92 {ly- "V, a fé\Au~"
citizen, , years old, is a former pilot with the resistance movement in z68°VNS @, and is
well-known to & handlers for his part in various funded operations. His residence is
unknown. He might be related to the Y «(B} Family controlling the ilPArh %oBA of

Commerce.

Updates Y6cé follow.

0. ‘O[6R
{|a,WHy Security {go*©la

Explanation: Granular hierarchical encryption (or MultiCryption) with remote and/or dispersed storage of recovery
file(s) showing in situ display of encrption and/or MultiCryption,
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. Single File Delivery

From: THHH1 T T 1T Bank New York To: New Tt THTTTT 1t
We will execute three-day repurchase agreements o infuse cash at 11111 to the following New York 111111 t1111 1111111 111 11111

HHIHT T contact T HHHT T
- 1t 1T announced this morning that the 111 would supply today 11T liquidity. contact 111 111 111 HHHHT

Lending to New York Stock Exchange specialists and California brokers must resume at 11117 to enable stock markets liquidity. E-mail 117

T at it ‘
Chicago banks should not take puts as collateral for next H1 days. Be selective in loans to Chicago arbitrageurs. 111 rule Hiit permits 111
margin lending to customers of members. 111 will not support such action today.

111t Option lost +111111111t in option trading today; do not support 11111 Option. E-mail legal department at tHHTTIHTTHITTT

11111 tHH11 is requested by Clearing Company to defiver THHTT1TT11T in margin calls. Need additional 1111111111 loans by TT111T

Contact 11 11T at 11 T 11T
From: 111111 tHHHH111t THTT 11111t Bank New York To: New 11111 1111 t117t
We will execute three-day repurchase agreements to infuse cash at 11111 to the following New York 11111 T THHHTHTT T 11T

AT contact £ THH HHTHTHITTT
tHt HHHHHT announced this moming that the 11 would supply today THTTTHTTTT liquidity. contact t11 HHHH 1T T

Lending to New York Stock Exchange specialists and Califomia brokers must resumme at 11111 to enable stock markets liquidity. E-mail 111
at l I w ‘
N Chicago banks should not take puts as collateral for next 111 days. Be selective in loans to Chicago arbitrageurs. 111 rule 111111 permits 111
margin lending to customers of members. 111 will not support such action today.
1111 Option lost 113111111 in option trading today; do not support 11111 Option. E-mail legal department at THTTTITITIHTTIITT

HHHHT HH is requested by Clearing Company to deliver 1111111111 in margin calls. Need additional T1i11111 loans by 1T
Contact 111 t1111 at t11 11111t
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Encryption
Source Target
user > % ‘ user
data : data
Encryption
container
Ciphering
Source Target
[ > >® ...
data Mapping conversion data
container
Steganography
carrier carrier

Source . > . Target
user G ° user
data .

data

Combined
container .

Winnowing
checksum New checksum
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Source b AN 5
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‘ data. 43t -
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Containers m
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data
Combined
container
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insider-initiated security bypass
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Arranged Key Encry pf?t“)h Possible interception

negot'\ate a symmetric

Source Target
> @
user user
data\ data
Ao ofeu
A oinsuAs e S1eh Possible interception
Public Key Encryption Possible interception
deliver asymmetric‘kek<A
Source | : Target
user % > e user
data data
Trusted 3rd Party Key Encryption
Key ':at|¥eratior¥ ryp Accidental or
\ deliberate
s key re_a'l_ease ¢
ource arge
> @
user user
data data
Encryption
container
Key Escrow Encryption  Accidental or
Key storage ——————Jp deliberate
g key release
Source ‘ Target
user @ > » 0 user

data
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dat critical data
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Technical Background: D/G/ITALDOORS™
by the DIGITALDOORS Technical Team

t

\ Abstract ‘

DIGITALDOORS represents a protective broad spectrum cloak of technologies, services, processes,
workflows, and solutions for implementing security, confidentiality, anonymity, pseudo-anonymity,
survivability, and privacy. It addresses needs for risk mitigation after security failures. It also enables
metadata extraction through a redaction process. This application suite runs on desktops, servers,
distributed networks, host mainframes, and supercomputers. D/5/TALDoors is a composite security solution
based on data hiding, binary data storage and delivery than can be used instead or, or in conjunction with,
" system security, encryption, firewalls, and intrusion detection systems; Dis/TALDoors is also a content
management and distribution filtering system for Web pages, sales literature, and other outbound
information, such as e-mail messages. '

Technical Overview

DIGITALDOORS desktop applications are built with a mix of Visual Basic, Visual Basic f(/)r Applications,
VBScript, Unix regular ‘expressions, C, C++, a rules engine, Prolog, regular expressions, and the MS
JET/ODBC engine. Distributed server and network applications are built with a mix of Visual Basic, Visual
Basic for Applications, C, C++, Prolog, Regular Expressions, and the MS JET/ODBC engine and MS SQL.
Host and mainframe applications apply PL/1 and reference DB2 databases with JCL control decks. We
have some Java conversions that prove cross-platform functionality. Platforms include 32-bit Windows,
0S/390, and some Linux and Unix. D/6/7aLDaors is the umbrella suite of primary components that
inchude:

e Command & Control: network, system, and data management with a control panel to access all
functions, log events, review and report on modes

e  DiGiTALDOORS: data extraction (also called “scrubbing”)

e  DiGiTaLDooRs. UnScrubber, data reconstitution

¢  Administration: user access control through identification, authorization, and biometrics and
configuration

e  User Login: user access and authentication control

Application Utility

The core concept is based on the automated extraction of critical and important information from a data
stream and the subsequent layered reconstitution of that original data stream. Please see the Glossary for
explanation of that and other terms. Reconstitution is driven by user authorization levels, threat modes,
subject to both internal and external conditions. By analogy, D/6/TALDoors performs digital surgery on
data streams, by slicing it, dicing it, mixing it with other data, and then finally zestoring to original form,
subsets of that original form, or formats altered for disinformation. Reconstitution is driven by a desire to
produce altered results with embedded notes, footnotes, commentary, search results, links, and
amalgamations of other data sources. It can also produce misinformation or disinformation. This provides a
wide range of privacy, security, anonymity, data mining, confidentiality, and security services. Specifically,
the paradigm is useful for data protection, anonymous data delivery, delivery of pay for view services with
trailers, and content with imbedded advertisements. In addition, it opens new methods for thwarting
competitive intelligence. On the other hand, when D/G/TALDOORS is applied to internal data, the extraction
lists can be then used to enable effective, focused, and devastating business intelligence gathering, since
these keyword and phrase lists are often targeted precisely to competitive intelligence needs.

Other applications of D/6/TaLDooORs includes business intelligence (BI), strikeback through false
information, misinformation and disinformation. Also, D/6/7AL Do0ORS is adept at data mining by methods
which are converse to the usual technologies. Specifically, while most data mining techniques are driven by

Page 1 Confidential Technical Background: DigitalDoors™
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lists of relevant topics, terms, and phrases or keys, these technologies search for things which do not
explicitly match, linguistically match, or apply loosely to semantic trees.

Security Technology

DIGITALDOORS security technology is represented by several techniques. This includes everything from:

Making the process complicafed in some way
Encryption

Ciphering (non-character substitution)

Data compression and other encoding

Data hiding (or data masking)

Steganography (the process of hiding a messaging within the content of a more obvious one)
Winnowing (validating integrity and non-repudiation)
Access control

Biometric access control

Situational access control

Data Hiding

Data Sharing - . -
Remote monitoring

User identification

Remote visual identification

Identification of friend or foe

User authorization

Cascade of authentication

Chaffing (injection of rubbish)

Winnowing (checksum compression)

Secure maintenance

Firewalls (or moats)

Data dispersion (storage and delivery)

Binary (ternary and et cetera) information delivery

® & & & & 0 & &6 6 0 5 06 0 O 0 O 0 6 0 ° P e 0o

DiGiTaLDoors applies all of these techniques in one form or another, but primarily focuses on the two
core techniques of data hiding, and binary storage with delivery. Note that process times are at least
comparable to encryption—in fact, several magnitudes faster—plus provide some other functional and
workflow benefits. Specifically, while security might be the primary focus for these technologies,
DIGITALDOORS are enables survivability (risk mitigation), privacy, confidentiality, and anonymity under
the same umbrella.

Other security techniques which are not explicitly used (or used yet) by DIGITALDDDRS include:
e  Virtual private networks (VPNs)
Intrusion Detection
Firewalls
Proxy servers
Encapsulation
Convolution encoding (taken to an extreme by Rinjdael)
Obfuscation
Forensic control R
Strikeback

Encryption and Security History

. The earliest recorded history of message encryption and message hiding (steganography) goes back at least
to the failure of Persians to conquer Greece. The Persians had expected to surprise the Greeks, but the

Page 2 Confidential Technical Background: DigitalDoors™

Ex. 1013, Page 72




LT PR A p ey ey spent, g ey,
P U T U

Greeks turned the tide and trapped the Persian fleet in a confined bay. Advanced warning delivered as a
message on a wooden board obscured by a layer of wax from a Greek expatriate spurred the Greeks to
build up their munitions and surprise the Persians instead.

So-called “unbreakable” encryption unraveled by code breakers lead to the loss of her head by Mary Queen
of Scots, the German U-Boat fleet, the Japanese Navy Admiral Yamamoto, and many others. No
encryption has proven secure in actual use. No method has been mathematically proven beyond doubt to be
undecipherable. In fact, even the best of the modern algorithms rely on the difficulty of locating prime
numbers, which are now under pressure from faster CPUs and new technology based on quantum
mechanics. Some encryption methods require a trusted third party, which in the past has shown itself to be
untrustworthy, susceptible to bribery, and even been the puppet (CryptoAG) for an unfriendly spy agency.
The unmitigated audacity to presume encryption is unbreakable has been the downfall of many individuals,
organizations, and governments. The presumption that encryption is sufficient for to enabled security for
transactions of a short-term value ignores the risk of new stealth technology and patience, perseverance,
and social engineering skills of would-be decrypters. The germinating philosophy is to address the damage
and risk through mitigation rather than presumption of insurmountable barrier-based security.

Cipher Science

Lengthening the encryption key is a false effort to improve security because the distribution of prime
numbers is asymptotically logarithmically decreasing rather than exponentially increasing. A 56-bit key
creates a number that is 22 digits in length with 612489549322870 prime numbers. A 112 bit key is 46
digits in length with 4309606392583910000000000 prime numbers. In other words, while the key space is
72057594037927900 times larger, the prime number space is only 70362121237035500 times larger, by
direct prime number generation and counted enumeration. Approximation methods other than enumeration
(impractical as the key gets larger) to count primes include the Gauss's empirical postulate, von Mangoldt
value, Chebyshev's ¢ function, Perron's formula, Dirichlet series, and Reimann's Zeta function.

There are 2.4% fewer prime numbers between the 56-bit and 112-bit space, representing an 11%
asymptotically logarithmic distribution of prime numbers. This slight reduction might seem
inconsequential, but as the key size is doubled and doubled again, the loss is non-linear (-2.7 and -3.4%).
This undermines the potential for prime numbers as encryption keys and increases the effectiveness of
brute force prime number factoring in decryption. Although the key sizes and the sizes of prime number
sets are enormous (103 digits at 256 bits and 206 digits at 512 bits), Moore's Law wins on computational
deciphering. A Swedish team cracked 512-bit DES (4x3DES) in 14 hours in 1999. Besides, unauthorized
prime-number decryption has a non-linear 2 to 7% helper in the form of that asymptotically decreasing
distribution. This is a particular warning for PKI. Also note that factoring of public keys creates private
keys very easily; the mathematics have developed since the time when the concept of PKI was first
introduced. Note that the AES replacement for DES and Triple-DES is Rinjdael. Because it is a block
dislocation cipher, Rinjdael is at first glance immune to brute force factoring. However, Rinjdael (and any
other encryption method) will succumb to modified cracking efforts and sophisticated manual or automated
pattern matching. The government analysts for the AES group in charge of selecting from the five
encryption process finalists in fact ¢ite the following:

“The standard techniques of differential and linear cryptanalysis can be adapted to be used against Rijndael.
Because of the way matrix multiplication works, and because in GF(2*8), all the coefficients of the Mix Column
matrix (as indeed all numbers from 1 to 255) have reciprocals, a specific attack, originally developed for use
against its predecessor Square, called the "Square attack”, can be used as well... This interesting property,
although not trivial to exploit, can be used to impose certain conditions on the key when one additional round,
before or after the two rounds involved, is present. The possibility of this attack was first noted by the
developers of Square and Rijndael themselves, and was noted in the paper that initially described Square.”

- Encryption only provides protection point-to-point, so long as all information is contained within the
encrypted container. If security needs require only point-to-point, virtual private networks are faster, more
efficient, and less prone to complications. This conflicts with normal workflow by impeding the benefits of
data sharing, networking, and Internet distribution. Encryption is also order-sensitive, such that any
encryption applied to a previously encrypted container must be decrypted in the reverse order.
DIGITALDDORS is not order-dependent, unlike encryption and other security algorithms. The many features
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and concepts of DI/GITALDOORS bypasses the conflicts between mfonnanon delivery and the business
workflow needs of openness and information dispersion. Furthermore, it can always be applied, not only to
protect against external attacks but also against internal subversion. Encryption can be applied as delivery
encapsulat.ion, if so desired, but for practical reasons must be the last security step.

Evolutionary... Not Revolutionary

DIGITALDOORS applies methods and technologies borrowed from other endeavors and solutions in
information technology. The implementation is revolutionary, but the core is derived from the prior
knowledge of other disciplines. As one example, the disassembly of information into small pieces and
restoration of that information is based on theories of data packet communication. Ethernet chops data into
1512 byte segments, wraps this data into a packet, and sends these packets in arbitrary order, via paths that
are arbitrarily defined by routers, into a temporary buffer where packets are received in arbitrary order,
sometimes a few missing packets are requested to be redelivered, in order to recreate the original data at a
new location. This is implemented with a wizard that assigns file mobility to such dispersed storage
locations as XDrive, Idrive, hosts, ISPs, web sites, and other networked resources. Remote access is also
enabled easily to such devices through drive mapping and network volume mounting. We have successfully
tested this with Xdrive, and its like. In a corresponding way, D/G/TALDOORS creates controlled chaos
within rigorously defined parameters, data redundancy, and a carefully orchestrated process to restore the
original data in part or completely. D/GITALDOORS chops the data in more meaningful and contextual
segments—by meaning and for many different application purposes—but nonetheless the technology is
evolutionary.

Network virtualization is supported through the D/5/TaLDooRrs code base to support any-to-any methods
of computing, network processing, distributed storage, and arbitrary co-location or relocation of process
and data. NAS, SANS, and extended Internet models for storage are transparently supported.

The strength of D/6/7ALDOORS extraction and dispersion is based on the law of large numbers. The process
breaks the context between the original information and the extractions, and the apparent random storage of
the extractions precludes any single document restoration. As the density of the extractions in storage
increase, so does the level of security. Also, because extractions are independent, as are dispersions, any
successful attack against one transaction or data file provides no access to any other. Because extraction is
contextual in nature, it is also proof against brute-force or mathematical attacks. The only known way to
defeat Di6iTALDoORS is through analysis of time and date stamps, buffers and cache values, access to the
extraction map or recovery file, or a transaction log. Of course, there are ways to overcome even these
concemns, and they are built into the system as processing options.

Invention Requirements

D16/TALDOORS has no rival or known prior art for the core technology and workflow implementations.
There are several military-and spy-agency-built systems, which for obvious reasons, haven't been disclosed
but suggest certain solutions resembling D/G/TALDOORS. 1t was designed from nothing as a solution to
address security, encryption, anonymity, and privacy failings with a completely different paradigm. As an
aside, it fulfills the four critical needs as defined by the NRC to win the infowar, as explained elsewhere in
this paper and in the white paper. The DoD mentality has shifted from absolute perimeter defense against
external violation, which they acknowledge is impossible to prevent, to mitigation and continuity.

We wanted to create a means to freely distribute information without releasing identifying content. Indeed,
once material is released, it is for all practical purposes made public, thus published, particularly with the
speed and efficiency of the Internet. And since encryption contains the very machinery for its own solution
within each and every message, it is clear that a different paradigm was required. In addition, the security
technology of today is based on two metaphors, that of perimeter defense and encryption, and has been
unquestionable proven untrustworthy.

Perimeter defenses fail against internal attacks, fail when penetration occurs in one area with connectivity
to anotlier, and fail against over, under, around, and other bypasses or simple failures of the fences.
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Encryption fails for a number of reasons, not the least of which is that any encryption method can be
broken by random accident or by application of sufficient calculations, keys can be stolen or socially
engineered, and many systems contain trap doors by design. Also, encrypnon fails because it is an end-to-
end process, so that before information is encrypted and after it is unencrypted, it is vulnerable.
Furthermore, once information has been made accessible, security is not longer in force, and its
reapplication becomes moot.
Since perimeter defense and encryption are ultimately fallible—there is no security— DGITALDOORS
represents a new paradigm that keeps the information out of the wrong hands through data hiding and
binary distribution. The prior art includes encryption, data hiding, chaffing, and winnowing. The literature
includes widespread reference to encryption, and a plethora of personal, system-based, a third-party, and
trusted-key products Benefits, problems, and complexities are well known. Data hiding is technique where
parts of keys are given to different individuals to prevent any one person from access the encrypted sources
with unanimity with other partial key holders; access to a bank vault is controlled by such a dual key holder
method. Chaffing is a method to intersperse important data with an inconsequential data stream. It often is
implemented as noise within data files or random data, which looks like valid data. Steganography is
another method similar to chaffing where the carrier data stream is also of value. For example, a copyright,
watermark, or other ownership certificate is interspersed within a picture and remains intact despite
copying and other processing, and is invisible without the correct tools to extract it, display it, and thus
prove ownership. Winnowing is venerable technique in computer technology; data files on disk and packets
" sent via a network are currently winnowed through validation with a cyclic redundancy check (CRC).
Binary distribution is a form of data hiding for two or more parts of the information are separated such that
each part by itself is useless without the other. D/5/TaLD00ORS combines that bank vault dual key holder
technology with distributed network communications to make a logical dual key accessible by remote
control virtually anywhere. Note that the D/6/TALDOORS bank vault key is not only dual; it could be
unlimited in scope.

Extraction

Extraction, also called “scrubbing,” is complex, but works reliably given the advances in computer science,
telecommunications, and experience with mission-critical technologies. It overcomes a number of
misconceptions in the scientific literature that have plagued winnowing and chaffing concepts, and other
non-cipher data protection schemes, such as obfuscation, convolution, or umit substitution. Extraction
works quickly, accurately and efficiently. D/6/TALDOORS easily removes 99% of target critical (positive)
and important information on the first pass with 2% excessive rate (false positive) of removal on non-
critical data. In others words, D/G/TALDOORS extracts all of the right words and few of the wrong ones.
Please test your document libraries and experience this remarkable success.

With extraction different rules and alternative dictionaries, it is as effective in other languages (in addition
to several variants of English). There are some minor bugs that come to light when D/6/TALDOORS is run
against libraries of documents in different organizations. However, these are minor “and have been resolved

" quickly. When first and surnames are the same as common words, as in Jon and John, the semantic typing
sometimes forces the user to amend the core or supplemental dictionaries to include or exclude extraction.
This is often a situational decision for each user. Development is working on improving semantic
differentiation and our artificial intelligence rule base to make D/6/TALDOORS even better, but also to
maintain a competitive product advantage. Note that a reduction in dictionaries and extraction logic often
applied with structured data reveals wire speed processing times.

For most extraction errors, words are extracted (false positive) or ignored (false negative) when they should
not be, are easily resolved by the user adding the words in the extracted or ignored lists to the user
dictionaries. A second pass with extraction with correctly process these “override” selections. In other .
cases, errors or categorization within the dictionaries will create process problems. The dictionaries can be

_ altered, amended, or customized for most any need. However, user customization by the user with the
override lists is generally effective.
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Extraction is driven by parsing technology, dictionary lookups, and a rigorous understanding of semantics.

We are adding Bayesian inferences to improve extraction and increase the sophistication level. Several

processes run concurrently, and if there are problems with extraction, it will occur because of precedence.

In other words; does the phrase “Chief Engineer, Junior Grade” which is specifically supposed to be

) scrubbed get scrubbed when “Chief” and “junior” are explicitly added to the non-scrub list. There are a

number of other order-related conflicts driven by the complexities of language syntax and style, such as

‘ extraction of parenthetical, footnoted, and quoted materials. Development is working on improving
semantic differentiation and our artificial intelligence rule base. These will be released in future upgrades.

Extraction and reconstitution is based on relative paths to information. In order to implement greater
dispersion in the form of multiple storage for each scrubbed stream, the concept of the URL as a universal
linkage will need extension. The current state of the art is based on a uniform rather than universal pointer.

- However, XML has defined the Xpointer and the corresponding language definitions as a powerful and
sweeping method to target any types of resources anywhere. We are expanding the processing to include
the Xpointer and extended links.

Reconstitution

One interesting question that keeps coming up is what happens when the reconstitution doesn't work. That
hasn't actually been a design, development, implementation, testing, or runtime concern. See the Frequently '
Asked Questions document for details. Once the reconstitution was coded and tried, it worked the first time,
and has worked since. Failure has not been an issue. It comes up in conversation, however. And, for good
reason; we are taking a critical document and extracting the material inside that is critical and important
and throwing it up in the air, as it were, like confetti. That potentially makes users and managers nervous.
However, the structures are simple and redundant with a minimum of overhead; in contrast to encryption.
To address this primal concern, D/6/TALDoOORS includes backup options with default emphasis on
executing a remote backup. Furthermore, the scrubbed document and the “positive” documents can be
overlaid (that is, “OR”ed) to reconstruct the original. Failure is simply not an issue—anymore than users
are now concerned about the reliability of their number and character being converted into sectors and
clocks of bits and bytes and stored on magnetic media or deliver in packets through space.

The extraction process creates source data files and stream checksums (winnowing) and also generates
checksums after the process for all parts of the process. If checksums fail, users are notified. The only
possible reasons for such failures are disk failures, other application software failure, or purposeful damage
to the files and data streams. You might note that one extraction option actually assumes and allows for

. editing changes within a document and puts the document back together correctly even after the positions
for the extracted data are moved around. This presupposes that the user or editor does not alter the
numerically coded anchors. Anchors are numbered (sequentially at current time although random
numbering is under implementation), but order is not important for reconstitution.

Performance Issues :

DI1GITALDOORS extraction performance exceeds that of encryption and decryption by three magnitudes (1 x
10°0). Di6ITALDODORS processes structured documents and database records at high speed with minimal;
perormance overheads and processes unstructured documents faster than encryption methods with
reasonable performance overheads. Performance is enhanced with parallel processing.

D1GITALDOORS performs as fast as wire speed for financial transactions and structured data sets. Its slowest
configuration—for unstructured documents (such as legal brief, messages, and e-mail)}—performance is
_comparable to encryption; speed is traded for precision to minimize false positive and false negative
extractions with complex linguistic elements and formats. Reconstitution always approaches wire speed, so
performance issues are traditional disk I/O bottlenecks and network transmission latencies. All performance
statistics were gathered using VTune, while latencies were calculated from IP monitor statistics and frame
protocol analyzers.
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Overhead breaks down into about 12% for a GUI interface, 5% for ongoing login (access and
authentication) services overhead, 0.02% for data stream parsing,) Overhead is 0.03% for extraction of
unstructured data. This is 55% for data matching and I/O, and 18% for decision making for handling each
parsed unit in unstructured data. Stream outputs account for the remaining 9%. When the business rules for
data matching and decision making are relaxed with structured data, the processing overhead is recovered.
When output is offloaded to storage and/or immediately transmitted to destination, that overhead is also

b recovered. When the GUI interface is terminated, that overhead is recovered although 4 to 7% is
reallocated to pipes, process management, and remote process control.

Latency on processing is either negligible (initial delay of 2000ms and 950 ms thereafter when processing
is configured as a piped stream), or the entire duration required to process a data file as a block, just as with
encryption. Note that most processing can be configured for piped streams; only two-pass extraction and
substitution (advertising and numbering) require sequential file completion.

Performance is critical in the security field because any additional overhead can halt critical operations or
slow it down so much that the added security breaks the infrastructure. Also, security has been perceived as
sunk cost, a nuisance, and a performance hog, and rightly so in many cases. Overhead for firewalls are
ordinarily high, as high as 42% on CPU and storage resources, which is why most firewalls are
implemented as separate hardware. Firewall process latencies approach 1700 ms, another problem not
resolved to date, and in fact exacerbated by the very firewalls themselves. In spite of that architecture, false
positive filtering, time outs, packet losses, and retransmissions plague firewall performance, still adds an
overhead feedback effect of 17% to the primary hosts and server farms despite the separate firewall
hardware. Encryption and public key infrastructures create an administration nightmare too. Encryption can
represent as much as 34% of the overhead for each transaction, sometimes at both ends of the transaction.
Security is perceived as an unwanted necessity given the protection levels of current technologies.

In addition, identification, authentication, and access control is perceived as a workflow hurdle and
administrative nightmare, even in the best of circumstances. Lost passwords consume some 20% of
network administration. Lost encryption keys will rival that, should encryption ever catch on. Firewall
maintenance is a tug-of-war between effectiveness and available time, with the time-consuming patch
management a catch up game at best. The imposition of overhead is certainly true for encryption, firewalls,
and multi-network logins. We see bandaid solutions to these problems with new technology as it evolves
from the traditional forms, but for the most part, security is a necessary counteragent to the evils of the
world. Because that traditional security is so monolithic and yet porous despite the money and efforts
applied to improve it, DIGITALDOORS represents a fundamental security initiative at the data and workflow
- level that overcomes cost, administration, performance, and value-added concerns.

Security with D/6/TALDoors does diminish performance drain simply because there is processing and data
I/O. The performance drain is different from traffic filtering and encryption, and provides several degrees
of freedom for optimizing extraction performance. Extraction imposes different performance penalties,
often with substantially less performance and labor overheads than traditional technologies. Its overhead
can be offloaded to remote processors. It is eminently suitable for parallel processing, unlike encryption,
which is characteristically a single continuous process. Block ciphers, such as Rinjdael, were intended to
have multi-computational aspects, but the prospects for cracking such methods through transforms remain
high. Extraction performs in the background, offline, in parallel, during idle times, and otherwise
withdrawn from the resources of bound and critical transaction processing paths, on scparate parallel on
shared CPUs or coprocessors, or on other linked resources.

DiGITALDOORS also exists as an access control and authentication infrastructure for a symmetric or
asymmetric extraction and reconstitution process. It is basically a stream input/output process. Extraction is
a data stream with output branched via different delivery channels (or storage units). Subsets of this
technology as currently implemented provide near-line-speed, as discussed later in this section. The
extreme implementation of extraction will only become more resource-bound and computational-intensive
as we enhance the technology, add more artificial intelligence, and increase the support for data types to
include more unstructured streams, more structured formats, sound, image, and multimedia filtering.
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However, in contrast, Reconstitution is a trivial process where the pérformance concerns are only storage
and network latencies and reliabilities.

CPU

It is impottant to differentiate D/G/TALDOORS as desktop process for unstructured documents from an in-
process server of structured documents with a subset of rules. The server processes items at the rate of 1403

' item per MIPS, whereas the extractions rules and artificial intelligence engine must sort through and
resolve conflicting assessments, processing items at the rate of 1 item per 12 MIPS.

! Ttem, word, phrase, line, and paragraph extraction requires overhead comparable to encryption. This
includes CPU processing and data retrieval, although note that the actual CPU resources are about 5% of
the mathematically-complex requirements for encryption. About 95% of the effort is applied to
categorization and the decision to retain or extract. In addition, reconstitution (to extraction what
decryption is to encryption) requires 0.05% of the overhead of decryption. Extraction and reconstitution
performance is therefore profoundly asymmetric in the worst case, and qualified to the write-once, read
many asymmetry in data transaction processing. Furthermore, extraction overhead is highly scalable,
responsive to nearly 100% linear parallel processing since the categorization process is fully independent.

Performance in certain environments increases from 600 to 9700 percent with fewer decision branches,
reduced or eliminated dictionary matching, reduction in dictionary size, and optimization for the particular
data environment. Currently, D/G/TALDOORS extraction is “optimized” for freeform, generic, and
multilingual documents rather than specific data or transactional formats and types. Keyword, numeric
field, or typical database syntactic strictness simplify the extraction process, lending credibility to these
assertions for dramatic performance improvements. Since CPU overhead for reconstitution is negligible,
performance issues for reconstitution are irrelevant at this time, aithough there are known optimization
tracks for optimizing storage requirements and network latencies described in later sections.

Storage

The extraction and reconstitution process is remarkable efficient. Extraction percentages can range from 0
to 100 percent. On average with our sample documents, we see extractions hovering around 6%, a number
sufficient to create independence, statistical randomness, loss of context, and a highly functional security
that is immune to external and internal attacks. At no time are storage requirements increased by more than
100% (that is, doubled), where on average overhead is retained at about 6% for both recovery streams and
auxiliary (that is, optional) mapping data sets. Additional optimization of extraction output and recovery
streams could achieve an ultimate efficiency of 100% with no increase in storage requirements, although
we are unlikely to implement this technology until later releases. Disinformation and misinformation
options implemented through extraction with substitution incur no storage overhead penalties.

However, note that backup, redundancy, and auxiliary options increase storage requirements. Each backup
version, each duplication (one or more) will require linear increases in storage. This true for both local,
networked, online, or near-line backup storage. Note that there can be extraordinary decreases in storage
requirements and costs through the D/6/TALDOORS process through the arbitration of non-critical data to
less costly storage facilities and a reduction of about 94% in mission-critical data storage costs. Extraction
creates this efficiency by partitioning data streams into non-critical and critical components that usually are
stored separately.

The current extraction process implementation is coded to handle the generic unstructured text file with
least amount of human interaction and the fewest number of problems. It is designed with massive
language dictionaries, support for many languages and cultures, enhanced for many types of test data, and
full coverage of linguistic complexities. Such all-purpose success does not optimize D/G/TALDOORS for
structured databases, small dictionaries, or simpler requirements. When D/G/TALDOORS is optimized for
financial transactions, for example, near-line speeds in software have been achieved. Storage or network
data delivery latency reverts to the critical path. Solid state disks, Enhanced SCSI, FireWire, and network
switching can bypass latencies inherent in deterministic FDDI, Token Ring, IP, and SONET infrastructures.
When storage and network latencies are reduced to the point where optimized in-memory software
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becomes too slow, specialized Di6/TaLDoors chips or USB Version 2.0 devices will provfde gigabit wire
speeds.

Network

Network performance issues depend on storage and delivery options. At no time are network overheads
increased by more than 100%. More often, network traffic is increased by 6% in parallel with storage
overheads. However, it is important to understand when and where extraction takes place, whether inline to
transaction processing or after-the-fact. This prescribes data delivery paths and overheads, hence network
loading. Note that parallel processing enabled through RPCs (described in a later section) will increase
network overhead by up to 300%. However, segmented, switched, segregated, SAN, NAS, or backplane
architectures will isolate the differential load from local network or WAN traffic.

Parallel Processing

Extraction is the process of linguistically reading a data stream and dividing it into critical and non-critical
parts. The initial parsing (record, line, paragraph, word, sound, image, structure, etc.) is linear and efficient.
This part of the process requires 0.03% of the CPU overhead (Intel CPU benchmarks), is and is not
amenable to parallel processing. However; the data matching, categorization, and decision-making is
independent for each parsed unit; these three steps (taken together for each unit) are structurally
independent, and require nearly 100% of the D/6/7aLDoors CPU overhead. These three steps are easily
processed as separate threads (enabled already in the Win32 architecture), delivered to subordinated
processors, or run as remote procedure calls. Note that non-isolated RPCs are likely to increase common
network loads unless segregated with special network architectures. Predictions for performance range
upward from 72% for each added thread, RPC, or processor, and remain linear except for data streams that
exceed 1 GB in size.

Administrative Labor

DIGITALDOORS requires administrative labor. Sorry, there is no way around this one, except to make the
pain as little as possible with as many options as desirable. It is equivalent to password administration
within the typical host or network environment with change, add, move orders and lost, forgotten, or
retiring passwords. We have created defaults where secure, established default values where feasible, and
minimal levels of access control and authentication as normal, but the security reality requires some
administrative setup and ongoing maintenance. We have included a ring-like group infrastructure to
aggregate administration chores.

The administrative labor is comparable to ID and password control, as that is what it is. It is also
comparable but not as complex and arcane as firewall filter configuration. Whereas ID and password
control curtail access to most unwanted users and firewalls protect against known attack methods, in
contrast D/6/TALDOORS provides granular, mitigated, and stop-loss protection against known and unknown
attacks because it is protecting the critical data.

Future releases of D/G6/TALDOORS will integrate directly with native ID and password controls, that single
sign-on product vendors will seek to create hooks to D/G/TALDOORS, and that biometric products will
improve to a point where false positives, false negatives, and fraud methods make these viable alternatives
to IDs and passwords for typical users.

User Workflow Disruption

User workflow control is the point of DiG/TaLDOORS. We try to make the process as unobtrusive as
possible, but intrusiveness is the point to minimize unauthorized security intrusion. While biometric
authentication is better in some ways to password entry, it does not solve all the necessary problems tv ID
and authorization control. Until biometrics become passive and continuous, we hope you will want our
initial and ongoing ID and authentication control to protect your data from intruders, insiders, and acts of
God.

Overall Performance Wrap up

Worst-case performance is better than a magnitude (10x) faster than encryption, and better than 4
magnitudes (10,000) faster than asymmetric or symmetric decryption. We estimate that delivery of a data
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stream, web image, or document file will not require processing about 60% of the time, partial
reconstitution about 30% of the time, and the remaining 10% will require complete reconstitution.
Nonetheless, performance is rapid, on par with the simple delivery and display of a data stream, web image,
or document file. Delays in accessing and reconstituting are 5 usec on 3 usec delivery and display of a 3460
byte data 'stream, creating an overall performance overhead of just under 4% for the end-to-end average
workflow. In other words, the overall task requires a cumulative time of 81 usec to complete, with
Di6ITALDOORS adding just 5 usec overall.

While D/GITALDOORS is intensively logic-driven with character and string manipulations, the core

technology is efficient and scales well and benefits proportionately from faster CPUs. In addition, although

Visual Basic is interpreted, and thus is slower than machine or compiled programming languages, 85% of
DIGITALDOORS processing is disk-bound. Shaving 0.3 usec on faster string processing is irrelevant in the

face of multi-user shared disk conflicts which cycle times in the range of 500 usec. As a result,

performance is not based on choice of the programming language, but rather on core system functions, API

calls, and disk access. Faster databases, faster disk 1/O, and caching result in proportionately better

performance than reduction of code to C, C++, or otherwise. While we are interested in porting

DIGITALDOORS to Java, Java is 14 times slower in basic tests than the Visual Basic D/6/TALDOORS code.

The reason for porting to Java is not performance-related, and in fact Java is likely to require new solutions

to provide adequate performance in extreme service. The reason for porting to Java is to create a multi-

platform distribution based on a single write-once/run-anywhere unified code source. Java runs across a

wider range of platforms than Visual Basic at this time, thereby representing a better platform for’
supercomputers, mainframes, and networked ASP services in use by spy agencies, large corporations,

specialized military and governmental operations, and ISPs.

While MS Access is suitable for single user distribution (as with the shrink-wrapped version), it is a
performance problem in multi-user environments. However, SQL and other previously mentioned
databases provide simple upscaling and also distributed network access for paid online content distribution,
data mining, and other applications of the D/6/TALDOORS technology. In fact, in-memory databases or
solid state storage provide performance enhancements in the range of 1200% to 38000%, in line with other
TPC benchmarks for data-bound processing upgraded to cached, in-memory, or solid state storage. In fact,
this technology provides additional benefits where simultaneous requests are made against the same data
sources, as is typical in web-based HTTP delivery.

Platform

The DI51TALDOORS platform is 32-bit Windows. Windows has wide exposure, relatively open support,
widespread usage, low cost, and support for a range of development tools. We have tested Linux and have
ported some source code into Java for platform testing in both Windows and Linux. Java supports a
significantly more robust distribution platform than Windows; it is important for our Department of
Defense activities and obligations. Unix and Linux represent almost 100% of ISP and ASP platforms, and
thus is an important market. At the present time, Windows represents nearly a 96% share of the desktop
computing and corporate market, so Windows also is an important if not convenient platform. We have run
end-user applications in Windows 95, Rev A and Rev B, Windows 98 Release 1, Release 2, Window NT
3.51 Workstation and Server, Windows NT 4.0 workstation and server, Windows Me, Windows 2000
Professional, and Windows 2000 workstation, Advanced Server, and Transaction Server.

The core DIGITALDOOR engine exists as an in-process application, as an out-of-process function, as a
remote procedure call performed on another host, server, coprocessor, networked desktop machine, or
appliance, and even as a separate networked processor unit. It can work as an application, device driver,
service, or other add-in. Input is basically a data stream where output is branched via different delivery
channels. Latency on processing is either negligible (initial delay of 2000ms and 950 ms thereafter when
processing is configured as a piped stream), or the entire duration required to process and complete a data
file. Note that most processing can be configured for piped streams; only two-pass extraction and
substitution (advertising and numbering) require sequential file completion.

Page 10 Confidential Technical Background: DigitalDoors™

Ex. 1013, Page 80




The black box Di6/TALDOOR engine can be configured for queue'initiation, semaphores, HTTP, FTP,

SMTP, or other non-state operation. It is not a difficult processor to create specialized CMOS chips with

the engine and logic. USB coprocessors (USB release 2.0 not the current 1.1 version) promise another plug-
- and-play option, as does a FireWire NAS or SAN connection.

Development Environment

Because we are breaking new -grouﬁd, developing new algorithms, and creating new workflows, we
selected the highest level of development tool we could find. Visual Basic (VB) was selected as the
primary tool. VBScript and also Unix regular expression code libraries are used extensively. We selected
MS Access as the basic database because it supports ODBC, JDBC (with third-party add-ins), and connects
with most desktop applications including Microsoft Office. Access also represents a transition to more
powerful multi-user relational and object relational database management systems through the SQL
upscaling kit. It scales to Oracle, DB2, Progress, and other production databases including in-memory ones.

We chose Visual Basic for its speed of development, simplicity to test and try new workflows, its speed to
market for both production and end-user shrink-wrapped applications, and its core support within the MS
Office environment. Visual Basic also bypasses some of the many problems inherent in system stability
with C and C++ applications. We selected Visual Basic for its ability to absorb code errors, to support
complex rules, to reference external neural network tools including Prolog artificial intelligence libraries, to
link to external rule databases and processing engines, and call other third-party controls. Visual Basic
minimizes coding errors, simplifies debugging, supports modules for extensibility of our own code and
distributable third-party controls, and includes a wide range of our .DLL or .OCX components to reduce
code duplication and application size. In addition, since VB is the superset of VBA (Visual Basic for
Applications), where VBA is the core development and customization language for the MS Office suite
(96% market share), including Word, Excel, Access, PowerPoint, Explorer, Visio, CorelDraw, and
Outlook. VB thus provides economies for development for MS Office integration.

This homogeneity also simplifies subclassing our core components and integrating the functionality within
these and other standard applications. We have tried to conform to the component model of the Mozilla
XUL in order to create a library of functions for extended usage and multiplatform redeployment. VBA is
important to the development effort (as opposed to Java and most other languages except for C++ and C#)
for embedding the Extraction functionality within the MS Office suite applications. Since Word 97, VBA—
rather than the Word Macro programming language— has been the choice of macro development within MS
Office. With the release of the Office 2000 suite, the unification of development (such as resolving the
slightly different CommandBars and the availability of different native functions in each application)
means that anything developed for one application works with minor modification for the others within the
MS Office suite.

Our technical team might have preferred TCL, PER], Snobol, or Java. However, management decisions

enforced uniformity of prototyping in Visual Basic, with emphasis toward CDO, VB.NET, and the

unification in the runtime environment of Win 2000. Some Prolog was used for artificial intelligence and .
semantic parsing. The push towaid rapid prototyping obviated some of the problems with C++, the

conflicting MFC and ATL libraries, and the inherent memory release and garbage protection problems

endemic with the IDE and programming environment. We have experienced similar problems with VB, in

spite of its better memory management, but have worked around them, in order to create tools that will

work in a production server environment using EXE, OCX, and DLL packages.

Visual Basic provides open access to COM, COM+, MTS, SOAP, XML, ActiveX, Java, and core Windows .
APIs. We used this liberally to solve a wide range of technical, performance and workflow problems. We

have validated conversion to C, C++, J++, C#, and other development languages under the new .NET
initiative (an as-yet-unproven resolution to bundling and DLL-Hell compatibility issues), but foresee only
conversion to Java for complete network and host markets. There is a security concern with Java because a
“number of effective tools provide decompilation of the object code into source; this undermines our trade
secrets. We are exploring obfuscation of Java source code, but haven't reached a decision. Discompilation
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of Visual Basic was formerly a problem with VB version 3, but étridgs in P-code complexity and the
complexity of our structures have made this a moot point.

Visual Basic, like true object-oriented programming languages, is driven both by program flow, logic,
interrupts, and events. As such, external and internal events can create unanticipated cascades that create
flow of control or process problems. We are aware of this, and have endeavored to avoid these bugs and
test for them in depth. . ,

We have tested in-memory databases, solid state storage devices, and other performance-enhancing
technologies with success and a clear view to high-performance requirements. The core D/G/ITALDOORS
technology also enhances the somewhat monolithic security services of Java, and as such, represents a
significant marketing opportunity in RollCall, friend or foe indentification, and multi-tier authentication.
We expect to port the login, challenge, biometric, and identification friend or foe code into Java as a
component toolkit as beans, enterprise beans, ActiveX, and DLL libraries.

D16/TALDOORS was designed as a networked process, so performance and scaling is not likely a limiting
factor. Its applications are designed for distributed processing, upsizing, and multithreading. And remote
procedure calls. Command & Control is a single administrative application, but it calls, threads, and
invokes other applications and modules until it reaches the limit of RAM and swap space. Performance in a
high-demand environment would not be compromised since extra hardware, hardware acceleration, I/O
tuning, and even extraction in specialized hardware is feasible. One design issue potentially might present a
performance limitation; the choice of how data (files or streams) are buffered for extraction is limited by
available RAM and cannot reliably page to a swap file. We anticipate that we will address this known
shortcoming within the .NET development environment and the Java and Unix structures have been
designed to avoid any such repetition.

DIGITALDOORS is built as an executable with linked components, as an NT service, as OLE and COM
services, and as a distributed server. Additionally, we are developing add-in components for various
partners under our house label and partnership label to provide inline workflow processing as a seamless
part of the parent application. Examples include MS Word, MS Access, and various security firewalls and
E-mail clients and servers.

The data model is constrained by document formats. In fact, the data model is based on stream I/O such
that applications would not be limited to letters, articles, files, but be extendable to recordsets, objects, Unix
stream I/O, piped results, and even digitized data flows consistent with Internet, VPN, or wireless
applications. Because implementation coincided with R&D and development of the security paradigm, at
the current time, D/G/ITALDOORS operates against plain-text documents; this includes text files, E-mail,
MIME mail, HTML, XML, and other message or data streams. We have worked with RTF files and tested
operations on MS Word .DOC files. We anticipate that the next release of D/6/7aLDooRs will seamlessly
process and perhaps even convert text to RTF, text to DOC, DOC to text, DOC to DOC, and handle other
proprietary formats such as Excel spreadsheets, database records, BLOBs and other objects, and an array of
inputs—without a need to convert sources through a translation or conversion utility. We have a basic
structure for filtering MAPI-compliant E-mail (mcludmg attachments) that will integrate with Lotus Notes,

Outlook, Groove, and similar workgroup tools.

DIGITALDOORS was designed to support global languages and comply with the Microsoft MLANG
resource methodology. However, since Windows 2000, Visual Basic, and the core API is not fully
Unicode- or ISO-compliant, and since MS Access, MS SQL, and other leading databases do not completely
support linguistic independence, some languages will not be fully supported. Note that Java and JDBC are
not fully Unicode compliant. Specifically, lefi-to-right languages (such as Arabic) and Asian languages will
be addressed on an ad hoc basic should we determine that market share requires software development for
sales into those markets. D/G/TALDOORS, itself, is language-independent. The strings and messages are
easily converted into other languages and referenced through the mlang.dll library and language-specific
reference libraries. The spelling, language, phrase, and specialty dictionaries require specific translation for
each target language and locale. Last count showed some 500+ languages. The American English (United
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States) dictionary contains 350,000 words, names and addresses, the English (Britain) dialect supplement
adds about 4000 words, and the English (Australia) dialect supplement adds about 6700 words.

Di161TALDoORS is multithreading, initiates separate and concurrent processes, and is a good citizen within
the Windows environment and Windows networking. It releases all memory upon termination, and frees
resources to other prioritized applications during tight string processing loops and while awaiting database
queries. DIGITALDOORS is also designed with controls to alter performance level using the Windows APL
Priority can be reset from high to low, from foreground to background, and to coexist as an NT service.

Code Base

As previously described, the primary code base has been developed in Visual Basic with anticipation and
advanced testing of the Microsoft .NET unified code base initiative and runtime library system. Some code
is in C++, Java, and PL/1. Many components are packaged as COM or COM+ Active X or DLL libraries in
order to create a granularity in module packaging for sales activities and secondary technical consulting
engagements. We do anticipate migration to various self-contained environments to support Unix RPC,
Linux, OS/370, Java Enterprise and Bean systems.

From an organizational standpoint, the code base itself, consisting of modules, forms, classes, and
properties which are overloaded to eliminate multiple code to perform essentially the same task. This
minimized design error, coding implementation error, and simplifies the identification and propagation of
bug fixes and enhancements throughout the D/6/TALDooRs product line, optional modules, and technical
licensing.

The single code does create a large memory footprint for the application. However, the distribution is
efficient as libraries, dictionaries, samples, and components are not delivered unless necessary. Since many
of the optional modules are COM or COM+ objects, the memory footprint is conserved, while integrity and
delivery security of the product code and functionality is protected. As more of the code base is
restructured as components, the memory footprint will be reduced and marketability of additional
components will be enhanced. While this single-source code base does create a complicated make,
production, and packaging system, however, the benefits of single source libraries more than outweigh the
occasional CD and DVD mastering problems.

Suite Configuration
This material is extensive and contained within a separate paper, called Suite Configuration.

User Configuration

This material is extensive and contained within four separate papers, called Scrubber Configuration,
UnScrubber Configuration, Administration, Access and Authentication, and Workflow Issues.

Markers, Fields, Labels, Anchors, Placeholders and Reconstitution

The result of D/G/TALDOORS extraction of critical and important information is not a marked, labeled,
anchored, or defaced file or data stream. D/G/TALDOORS does not as a rule use fields, anchors, or labels.
DisITALDOORS uses generic and statistically-independent placeholders, not anchors; placeholders formally
convey no contextual or functional information. The relationship between the source data stream shell
(remaining) and its critical and important information is mathematically random. There are no contextual,
fractal, wavelet, or other known relationships or operational dependencies between sources, extractions, or
generally within or among the subsets of extractions themselves. A script, recovery file, logs, or other data
resources provide redundancy and the methods for enabling reconstitution. This includes:

e  Reconstitution script (also called a “recovery file”)
¢ Extraction database
e  Extraction log file
* 'Image backup
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e Positive images (an extraction map)

The extraction results can be empty holes, no holes at all, holes filled with uniform placeholders, holes
filled with generic placeholders, holes filled with random placeholders, holes substituted with
misinformation, or enlarged with new information. The concept is that the primary file is modified only so
as to be a subset of the data stream. A secondary recovery file is created so that the extracted source data
stream can be edited, processed, and changed. Placeholders are not anchors. Placeholders or space fillers,
but anchors imply some information, information in this case that has no context beyond extraction and
data reconstitution. Please see the Glossary for term explanations.

These anchors can be moved, duplicated, or removed and the file will be properly reconstituted in the new
order or format. If the anchors are modified, reconstitution will nominally fail. The anchors can also
reconstitute that data stream, referenced by specialized file name or the encrypted process log database.

A special two-pass extraction process is used for enhanced applications; only for this enhanced usage are
anchors of any sort added into the data stream. Specifically, sequential numeric encoding be used to
reference URLSs, links, or other external triggers. The anchors contain no contextual or real information;
they are referenced by the external recovery script. The anchors “float” within the document allowing the
document to be changed, The anchors can be deleted, copied, or moved. They cannot be copied or moved
to another file over which a user has higher access and reconstitution rights in order to discern what
information was extracted at each anchor. The anchors are in that sense file-specific because the recovery
script is file-specific. The anchors can contain or reference misinformation, disinformation, advertising, or
banners. ’

Placeholders and anchors, if used at all under user preference, are random and contain no information.
Placeholders are random, lacking external information content whatsoever, whereas anchors have some
external reference but no internal meaning or context. Anchors are at most sequential numbers, which
repeat in many other files. The anchors thus fulfill mathematically provable theorems that no information
content is represented.

Placeholders and anchors are of these types:

Null set (nothing even there)

Extraction indicator

Extraction indicator of extraction size

Extraction indicator of random size

Extraction indicator with serialization

Substitution of random information of like category

Substitution of indicated information (misinformation and disinformation)

Under the concepts of Claude E. Shannon, information theory regards information as only those symbols .
that are uncertain to the receiver.'! You can request the seminal paper, 4 Mathematical Theory of

'A unifying theory known as information theory was developed and became the subject of intensive research. Claude E.
Shannon, whose initial ideas appeared in the article "The Mathematical Theory of Communication” in the Bell System
Technical Journal (1948) defined information to include the messages occurring in any of the standard communications
media, such as telegraphy, radio, or television, and the signals involved in electronic computers, servomechanism
systems, and other data-processing devices. The theory is even applied to the signals appearing in the nerve networks of
humans and other animals. The signals or messages do not have to be meaningful in any ordinary sense.

The chief concern of information theory is to discover mathematical laws governing systems designed to communicate or
manipulate information. it sets up quantitative measures of information and of the capacity of various systems to transmit,
store, and otherwise process information. Some .of the problems treated are related to finding the best methods of using
various available communication systems and the best methods for separating the wanted information, or signal, from the
extraneous information, or noise. Another problem is the setting of upper bounds on what it is possible to achieve with a
given information-carrying medium (often called an information channel). While the central results are chiefly of interest to
communication engineers, some of the concepts have been adopted and found useful in such fields as psychology and
linguistics. The boundaries of information theory are quite vague. The theory overlaps heavily with communication theory
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Communication, from us or locate it online at Bell Laboratories (Lucent Tech) at http://cm.bell-
labs.com/cm/ms/what/shannondat/paper.html. For years, people have sent telegraph messages, leaving out
non-essential words such as “a” and “the.” In the same vein, predictable symbols can be left out, like in the
sentence, “only infrmatn esentil to understandn mst b tranmitd.” Shannon defined that uncertainty is the
very commodity of communication, where entropy (3"° Law of Thermodynamics) defines uncertainty.
DIGITALDOORS exploits this signal to noise ratio theory by adding to the uncertainty through the increase
of information entropy. This enables security, privacy, confidentiality, and anonymity; in contrast, it also
enables survivability and makes risk mitigation possible by exploiting certainty with extractions. A. N.

. Kolmogorov, generalized Shannon's ideas, and put them on a slightly more rigorous mathematical basis.
These ideas had a great influence in a wide range of mathematical fields, among which is the new field of
the entropy theory of abstract dynamical systems. In concise view, both placeholders and anchors contain
no informational conteht, even when substitutions are made with false or misleading content:

Placeholders and anchors are not useful as a route to compromise security
Placeholders and anchors contain no information content

Substitutions contain no information content

Substitutions are only misinformative to people by providing a false certainty

Logic defines the assertion that the anchors contain little or no information. The null setis not ascertainable
in the scrubbed data and it is not obvious except by context (of the missing words and phrases) that the data
is defective. The extraction indicator only indicates that something has been extracted; this does not
increase the informational content of the scrubbed data and only confirms that the data is defective. It does
not add to the certainty of the data content, only to the certainty that it is incomplete (defective). When the
extraction indicator represents the size of the extraction, it cannot provide information within context. The
scrubbed data itself contains no more information without the application of external data. Therefore, even
though the data, scrubbed and replaced with extraction indicators showing extraction length, contains no
additional information.

In contrast, even when the anchors are random in length, the informational content is not decreased because
no additional information has been taken away, no certainty of information content is added, because by the
last assertion, none was provided by extraction anchors with size. We have included this option. only
because the market fallaciously thinks it adds security. However, in a practical environment, people do
bring a sense of context and external information in memory to the scrubbed data, so in that sense, and that
sense only, is the value of the information reduced. Information content is not affected within the large
scope of digital information processing and networking. By the same logic, when serialized anchors, such
as [000000089], are used instead by two-pass extraction to create advertising, linkages, and other ancillary
applications of D/6/TALDOORS, no additional content is added or removed from the data. Likewise, the
difference between random substitution of words and phrases is immaterial. While something has been
added to the scrubbed data, it has no truthful content and does not generally add to uncertainty; however, it
does adds uncertainty to the mix—if it externally known that the substitutions could be misinformation or
- disinformation.

The initial concept for the recovery script of file was as a single file with all the extraction and placement
information. Indeed, this represents the major implementation efforts to date. Access, authentication, and
various databases defining levels drives the reconstitution process. However, security can be increased and
the degrees of freedom for distribution can be increased by creating levels of recovery files. This would
preclude reconstitution with “basic” files beyond certain limits no matter what without access to the
additional levels of recovery files. This is being implemented during the first quarter of 2001.

Reconstitution removes all reference to the anchors and reference to recovery files, if any as is the case.
The reconstitution represents the complete or partial subset of the original source stream. Reconstitution is
a one-pass process for both the simple and two-pass extraction, and usually proceeds at 10,000 times faster
than decryption, at the rates of 230 words/s on Pentium 90 MHz, 890 words/s on a Pentium II 200 MHz,

but is more oriented toward the fundamental limitations on the processing and communication of information and less
oriented toward the detailed operation of the devices employed. -
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and 3589 words/s on a Pentium III 500 MHz. Quad-CPU platforms provide linear performance
improvements when balanced with SCSI-III or Firewire storage area networks.

The recovery file optionally contains reference information to the source data stream. Generally, the
_recovery file contains only extracts. The recovery file becomes a useful data mining result in its own right
for other applications. However, the recovery file lacks links, context, or reference to the source data

' stream. An encrypted database, accessible only with multi-tier authentication, contains the contextual
reference between source, scrubbed distributions, and extractions. Note that process output files or data
streams can be randomly designated so as to preclude any reasoned or even accidental linkages between
source data streams, scrubbed results, recovery files, and other data records or log entries.

Chain of Custody

The chain of custody defines a process where data and evidence is controlled by one or more people and
processes beyond reproach. In the case of D/G/TaLDooRs, this chain describes control of the data streams,
extracts, scrubbed skeletons, the recovery scripts, and log files. In general, the D/6/TALDOORS controls and
manages this entire chain without disclosure. However, this chain of custody fails without property
consulting and integration for Internet- and web-enabled distribution. Web-enabled displays, such as the
HTTP and XML protocols are open and accessible, provide a ready means to copy the source, copy the
screen, or cut and paste. Certain ASP, HTTPS, and scripting in conjunction with D/6/TALDOORS provide
web and Internet security when implemented correctly. Process, workflow, and display must be analyzed to
preclude gaps in the custody chain of an open and distributed environment. )

Unique Architecture

The current security paradigms include access control and encryption. Access control implemented through
passwords, authentication, biometric authentication, and physical certification is recognizable as username
and password pairs and firewalls. Usernames and passwords are breached through a number of workflow
complications, active demon dialing (brute force), adventitious mistakes, failure to enforce basic
procedures, and social engineering. Firewalls are breached by brute force, implementation errors, software
bugs, design flaws, new combinations of multi-pronged attacks, as well as adventitious mistakes, failure to
enforce basic procedures, and social engineering. It is also important to recognize that firewalls do not
protect against internal attacks or external attacks aided by internal help.

Access control, while widely implemented, is seen as a necessary evil that complicates workflow. Few
applications enforce or include random or spot security checks. The number of physical or logical bypasses
limits the effectiveness of access control. In addition, the massive workflow shifts attributable to E-mail,
shared application access, application sharing, data sharing, networks of business functionality shared with
partners and even competitors, exchanges, data distribution, web hosting, and wireless enablement severely
compromises the effectiveness of current access control methodologies. Specifically, access is no longer
physically controlled or actual location(s) even known. It is often mobile too. Distributed information
extends the time frame for its accessibility to an unlimited interval, through screen shots, ongoing access, or
downloads.

Encryption, variously implemented through obfuscation, ciphering, table lookup substitutions, or
mathematical processing, suffer from a number of flaws. The most obvious is its lack of mathematical
integrity. No encryption method has been proven. Ever. The core problem with security is that the current
paradigms cannot be proven, only disproven. Dispersion is provable subject to some constraints of
independence, workflow, and storage, as defined by the various proof papers. Realize that all historical
obfuscation, ciphering, and substitutions have been broken. The strength and protection from mathematical
encryption, based on symmetric, public key, asymmetric, shared key, and others are subject to faster
computers, parallel processing, new algorithms, and even new technology such as quantum mechanics.
Despite the well-publicized flaws, failures, and breaches of encryption, the workflow and implementation
problems with encryption are actually superincumbent. Hence, this is reason for the new-found emphasis
on network resiliency and data mitigation instead of barrier-and encryption-based security
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The most undermining actuality of encryption is that the seeds of its ‘own decryption are embedded within
the data and encryption encapsulation. Statistical analysis is often applied to rapidly decipher the data
contents and brute force is also a solution with sufficient time or improve algorithms. Brute force is not
necessary exponential either. Content analysis of the decryption of partial results streamlines rejection of
unlikely keys. In addition, since most modern encryption is based on paired prime numbers, prime number
factoring also streamlines deciphering. Prime number Jookup tables and prime number factor tables reduces
' the set space for decryption keys. Note that the distribution of prime numbers decreases by Reimann's Zeta
function as the size of the key increases. When the key size is doubled (100%), the number of prime
numbers only increases by about 2%. In other words, as keys get longer as they inevitably must, given
Moore's Law and development of new technology and better algorithms, the keys become easier to guess...
let alone factor.
The new US encryption standard will eventually use Rinjdael. As a block cipher dislocation, it is as
previously explained subject to the Square attack methods. RSA applies prime number generation and is
subject to prime number solution. Consider also prime number searching using harmonic analysis described
in the September 1988 German issue of the Scientific American, Spektrum der Wissenschaft. The article on
number theory briefly mentions Stanislaw Ulam's Spiral, which is a way of mapping the set N of natural
numbers onto the grid N x N. Marking all prime numbers black, Ulam saw patiemns emerge providing
useful technology for mapping and locating prime numbers based on Hough's Transform.

Specifically, encryption is slow, even with supplemental, external, or coprocessor technologies. The
increases in key bit size from 56 bits to 256 bits imposed a 64-fold increase in processing overhead. As it
has become clear that even 512-bit and 1024-bit keys can be defeated within hours by corporate hackers
and minutes by government agencies, the orders of magnitude required to apply more complex and longer
encryption will slow encryption to a crawl. Although computing capacity has doubled every 18 months (in
harmony with' the principles of Moore's Law), the pressure on key length has outstripped that pace.
Furthermore, computing capacity has doubled on the desktop and server end; supercomputer capacity has
not kept pace, even with the parallel and scalar designs.

Encryption sluggishness is a two-way street. Encryption time is symmetric with decryption time. This is
fundamentally true with both asymmetric and symmetric methods, private and public key methods, and
most escrow and third party methods. As data access shifts from screen display to shared processing
metaphors, the process latency times and cumulative queuing delays will represent times in excess of
routing and network delays, undermining effective real-time operations.

Of even more concern are the complications encryption imposed on workflow. Although encryption can be
implemented at both ends of a process (or multiple steps in a process) technically as an inline piped
procedure, there are fundamental security and distribution control problems with keys. Specifically, the two
parties or multiple parties must agree on the symmetric or asymmetric encryption keys. The key, whether
symmetric or two part must somehow be delivered to the recipient. Keys can be intercepted, copied, and
redistributed. Distributions of a single source to multiple recipients increases the workflow complexity in
that either multiple unique keys must be distributed or partially compromised by the single key. SSL and
similar technology ships the key in the same time window as the delivery of the data thereby creating a
very viable interception possibility. Interception has been demonstrated in the press.

Although the interception of encrypted information is supposedly protected by the encryption wrapper,
encryption can fail with some social engineering. Specifically, a hacker or unintended recipient can
participate in the distribution of keys by posing on the intended recipient, and thereby defeat all security
whatsoever. Although encryption is in place, the hacker or unintended recipient has the key anyway.

Encryption keys have other social engineering problems. Alternatively, keys can be issued by key escrow
agents or third party trusted vendors. As has been evidenced by many such similar episodes as the
CryptoAG debacle, there is no guarantee that the encryption technology, the key issue, key escrow, or even
implementation is free from trap doors, Trojan horses, and secret back entries. In addition, in spite of any
trust assured or guaranteed through third party agents, there are no guarantees that keys will not be released
by insiders, moles, paid informants, or under duress of court orders.
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Encryption and convolution encoding also presupposes buffer space sufficient to contain the entire stream
during the process of encryption and description. Large data streams and documents can overrun the
available space, thus limiting these technologies. This is particularly the case as prime-number Triple-DES
encryption gives way to convolution schemes such as the new AES encryption code based on Rinjdael.
Blocks are literally reorganized in relation to other blocks and all are in-memory units until encryption
completion. ' '

Encryption is also order-sensitive. If a data object is encrypted by one method and set of keys, then
encrypted again by other methods or keys, recovery can only be effected by the reverse application of
method and keys. As encryption proliferates inside of workflows, maintaining this order is not always
feasible or possible, ahd decryption failures are becoming more frequent. When processing is combined
with encrypting as part of workflow, the stepwise failure to decrypt and then process renders not only the
encrypted message irrecoverable, but is also likely to abend the data processing operations with flawed
“data.” Note that knowing whether to use DES, Triple-DES, or how to handle multipart keys as part of an
automated workflow is also important because the use of the wrong method will merely pipe gibberish into
the step in the process. ~ ’

Failure to recover encrypted data often entails complete data set loss or a complex process beyond the
capabilities of most organizations to recover or reconstruct the sources. Lost encryption keys, damaged
encryption containers, and process order failures render encrypted data irrecoverable. This could require a
process restart at best or require data regeneration from the start.

DIGITALDOORS is designed to address and overcome the flaws in existing data security technologies. It
resolves a number of problems in security, survivability, privacy, anonymity, and confidentiality. The
DIGITALDOORS paradigm is based on compartmentalization, dispersion, and chaos theory. It describes a
condition of security based on the absence of critical and important information, the diffusion of critical
information and components, and entropy to distort context and reference with information scattering and
increase complexity or entropy within the data information system (as defined by Jeremy Campbell in the
Grammatical Man, Simon & Schuster, 1982). This technology has been replicated from agency, military,
historical, and theoretical work by such as Sun Tzu, Ron Rivest, George Patton, etc....

Data Types

DIGITALDOORS can comprehend most data types, such as documents, databases, audio, and video.
Currently, the primary support is all plain-text data types. This includes ASCII text, UTF text, Unicode
text, HTML, and XML. D/G6/TALDOGARS can process rich text format (RTF) as input and output, a useful
functionality as it retains the color coding of the extraction process. We convert among plain-text, HTML,
XML, and RTF. We currently read DOC and output to these other formats. We have tested with streams
and file sizes exceeding 8MB. We have experimented with Corel WordPerfect, Microsoft Word, MS Excel,
MS PowerPoint, and various data record formats, all with encouraging results. We have worked with
record sets, memo and long binary fields, and BLOBs. Graphics processing and object recognition awaits
completion of partnership negotiations. We have processed MIME-encoded data and other E-mail formats,
noting the attachments and processing these attachments (singular or multiple) in some cases when they
conformed to the plain text support. Full . DOC and .WPS support is under development, as is inbound and
outbound E-mail filtering and dispersion. Of course, complete E-mail support and processing of
attachments of any type represents and integration of those two separate development tracks.

The problem of .DOC, .WPS, and E-mail data is that the information is embedded within a structure that
provides not only the contextual meaning, but also various presentation and processing content. In other
words, for example, the MS Word document contains the text and the formatting within the same file. This
complicates extraction. The content must be scrubbed apart from the structure and the formatting, returned
to within that structure and formatting for seamless workflow. In addition, all editing changes, redlining,
summary information, and ownership is part of a collection within the document header. This material is
not part of the document as it is usually seen. However, it can and does compromise security unless
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scrubbed. We are working on developing methods to process and extract this information. Plain ASCII text
(which does not embedded format codes as high-order bytes) suffers none of these complications.

Of course, HTML does not suffer these same problems either since the formatting is for the most part
simple. XML separates the template and the formatting in the document type definition (a “DTD” file) and
the style sheets. However, this raises second order problems as the style sheets and definitions are likely to

b contain identifying information. Tags could include names or other information. Furthermore, paths, links,
and URLs also may indicate ownership, storage locations, passwords, and other compromising information.
This is similar to the MS Word document summary and editing collection problem. It is serious, but we are
serious about solving it, too.

DiGITALDOORS supports HTML and XML in context; it is not merely a flow-through of plain-text. The
HTML 3.2 specification is supported with a complete dictionary of HTML keywords. In addition, the user
can always add missing or new keywords to the exclusion dictionary. Since XML uses only a handful of
predefined keywords and the rest are defined with document type definition files, the process parses
keywords against the standard XML markup pattern. We anticipate adding support for filtering against the
DTD file, and after processing, checking the results for well-formedness and validity with a XML syntax
checker. Although the extraction process creates a restitution file that will restore the source verbatim, it is
also important for functional workflows that the scrubbed XML files also function correctly.

The extraction process uses sophisticated pattern matching and context searching to match not only
individual, specialized, and dictionary words, but also linguistic parts of speech. Emphasis is on English
syntax, but support for other languages is also improving. The tools support recognition of arbitrary
addresses, phone numbers, dates, e-mail addresses, and URLs. For example, not only is the standard URL
address http://www.companyname.com recognized but most other master domains, fip addresses, arbitrary
paths such as w3.org/master, specified addresses with ASP and search parameters, and also the abbreviated
ones are recognized as well.

DIGITALDOORS uses databases in a number of capacities. A database stores linguistic structures. A database
contains a sizable dictionary of categorized words and phrases. There are also supplemental dictionaries for
professions, government activities, English dialects, and foreign languages. There is a dictionary for user-
specified code words, relevant in many military, governmental, and operative functions. There is a special
list of terms and forms for complex searching and parsing. D/G/TALDOORS maintains a number of
databases detailing its own state and process in the form of action logs, process reports, and scrubbed file
histories. Although most of these dictionaries are stored in first-normal ODBC form, some are stored as
NI files. We have experimented with XML structures and XML hierarchies for storage. However, the
standard relational ODBC format provides higher performance by several orders of magnitude.

Development Process Enhancement

Product design has been and remains iterative. Developers and beta users often stumble on new metaphors
and new applications for the extraction technology, and these get incorporated or are added to our wish list
of new features (about 400 strong as of December 2000). We have added 3 wizards to streamline the user
interface for Scrubber. The most pressing dilemma are threefold; simplifying the user interface (that is, the
“GUI”), enhancing and making the workflow very plain and obvious, and matching the operations of the
diasporagraphy process with how people and organizations do business.

Multiple Tier Authentication and Access

DIGITALDOORS applies a multistage authentication process. It applies traditional 1-stage authentication,
and augments that with a newer Internet-required 2-stage authentication implemented with at least 256-bit
CryptoAPIL. The encryption engine is interchangeable with many others, including, Blowfish, DSS, and
Rinjdael. In addition to this established process, D/6/TALDooRS adds 7 additional layers of validation. The
first is random two-stage relogin. The second is the random presentment of challenge questions. The third
is random biometric authentication by a wide choice of technologies. The fourth method is the challenge of
a friend or foe question, posted internally and changed daily to ascertain access currency to overcome the
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traditional system administration failure to invalidate 1-stage authentication of terminate, retired, and
resigned employees. The fifth and sixth stage validations actively and instantly disable access based on
group settings, time parameters, and threat modes. The seventh mode relies on local certification or remote
viewing by another validated party to corroborate identity and access. This validated party might be the
system administrator, a manager, or a random peer to constrain collusion. Note that the chain of custody is
always preserved. The AntiCopy function and the time-limited release mechanisms additionally provide a

' means to retract and limit the risk exposure. Details are available in Frequently Asked Questions and
Multitier Access and Authentication white papers.

Workflow

Workflow represents GUI, simplicity, and integration with how people accomplish work. Most encryption
technologies are neither simple nor address the complexities of the workflow process. While
DIGITALDOORS makes great strides in integrating security, privacy, confidentiality, survivability, and
anonymity into the normal workflow, we are still discovering how different users and organizations
operation. As such, the workflow is still developing. Implemented, but most technical description is
' forthcoming.

Internet Model

The software can exploit internet interfaces. Implemented, but most technical description is forthcoming.
The tools for extraction and web search (several hundred engines) has been partially implemented. This
process mikes it possible to submit extracts for data mining and Internet-enabled exploration.

Network Model
The software can exploit network interfaces. Implemented, but most technical description is forthcoming.

Server Model

Designed and partially implemented, but DLL, RPC, and ActiveX server not completed. Most technical
description is dependent on deliverables.

Desktop Model
Implemented ( D/6/TALDoORS and Basic Scrubber), but most technical description is forthcoming.

Add-in Model
Partially implemented and technical description is forthcoming.

Filter Model
Partially implemented and technical description is forthcoming.

Source file to target file
Implemented ( D/5/TALDOORS and Basic Scrubber), but most technical description is forthcoming.

Source data stream to target data streams
"Implemented ( D/6/TALDOORS and Basic Scrubber), but most technical description is forthcoming.

MS Word (Office) add-in
Partially implemented and technical description is forthcoming.

E-mail filter for SMTP
Partially implemented and technical description is forthcoming.

E-mail filter at firewall (for outbound)
Partially implemented and technical description is forthcoming.
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MS Windows GUID tagging
Not implemented; under, Windows. The GUID random number generator is quasi-random. This presents

numerous problems in terms of cracking any tags generated by a known and flawed system. Secondly,
duplicate tags are possible and this would create a number of potential reconstitution problems.

‘ Components ‘

The D/6/TALDOORS process comprises 30 separate components mapping to five primary umbrella
modules. The modules include:

e Command & Control: network, system, and data management with a control panel to access all
functions, log'events, review and report on modes

e  DiGITALDOORS: data extraction
Di16i1TALDooRrs. UnScrubber, data reconstitution

e Administration: user access control through identification, authorization, and biometrics and
configuration

e User Login: user access control

These modules (described in functional, design, and implementation detail) map into the following
workflow procedure components in multiple ways:

Administration

User Logon

RollCall®

User Access

User Challenge

User Biometric Authentication

Identification Friend of Foe

Atomic clock time setting (for security and authenticity)
Command and Control

Extraction

Extraction (Basic Version)

Reconstitution

Substitution

Remote Storage Dispersion

Dictionary Maintenance

Reporting

Logging

File Erasure and Removal

Backup .
Time-limited Exposure

AntiCopy

Distributed Path Delivery

Distributed Path Display

Checksum

Encryption

Process Priority Control

MS Office Add-in ***

OS hook and I/O intercept

MAPI E-Mail Add-in ***

Macro and Hot key functions to process files ***
Operation System intercept of file operations through filter ***

Administration
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This module establishes administrator rights, sets an encryption key for the enterprise, adds, changes, and
otherwise modifies user access to the functional suites. Other functions include configuration of login
frequencies, login attempts before users are locked out from additional tries, friend or foe authentication,
challenge, and biometric setup, -and similar RollCall functions. Specifically, user rights are established per
function, by time of day, by threat mode, by document type, by word categorization, what and when they
can see reconstituted documents, whether reconstituted results can be restored to a file, copied, or widely
disseminated, and by personalized challenge and biometric patterns.

User Logon

User logon is different from user access in that login is controlled not only by the usual identification and

password pair but also by other elements. Specially, login is limited by time, location, and threat mode. The

login is also time limited. A random but timed dialog will require a repeat of the user login. A failed user

login may not necessarily terminate user access; instead, a security officer or administrator might be
. notified of repeated login failure.

In addition, timed (RollCall) challenges personalized to each user are initiated at random intervals.
Similarly, biometric checks are initiated at random intervals. The friend or foe challenge question
(Identification of Friend of Foe{IFF}) requires the appropriate daily answer, thereby assuring authenticity
and authorization to prevent former employees from gaining current access to information and resources. A
failed challenge, biometric test, or friend or foe identification may not necessarily terminate user access;
instead, a security officer or administrator might be notified of secondary login failure. Idle is also
automatically logged off after a time as determined by administrator configuration. The timed login
challenge is random but the framework for the challenge is adjustable by the administrator in the
administration module.

Technically, messages of functional requests, user login status, user rights, and threat modes are relayed
between Digital Door modules by IP messaging through the WINSOCK library. These are directed with a
high degree or security since application handles, times, and checksum information is generated on fly to
prevent hacking, counterfeiting, or faking. Protocol analysis is not useful because the sockets and context
change with each call.

RollCall™

RollCall consists of two major features. First, logon, authentication, biometric identification, challenge

questions, and identification of friend or foe are randomly asserted. This provides certification that the user
-at a system or process is the same as that which initiated the process, that the system or process has not

gone idle and unattended, and that forged access will be detected. Forged access can be terminated at will,

or maintained with notification and onsite confirmation, trace, route trace, or retaliation.

The second feature of RollCall is as a virtual or physical authentication of the user by authenticated parties.
This means that while a forged access or fraudulent logon (one create by unintended access to
administrative network, system or D/G/TALDOORS maintenance) is challenged and certified by other
authenticated parties. In order to limit collusion, challenge and certification is not always by the same,
known, or controllable parties.

User Access
This module is the entry into the D/G/TALDOORS system. A login is necessary prior to access t0 most
functionality within D/G/TALDOORS. The exception is that a “default” user is allowed to create and view
scrubbed data flows with limited access to reconstitution functions. This allows creation of secure
documents (that can be restored by anyone with suitable authority) and the ability to view documents
- without selected and identifiable information. The concept is that documents, files, data sets, and other data
streams can be delivered to a public audience without fear of interception, decryption, or understanding. In
fact, with sufficient context and appropriate extraction levels, the broadcast documents might represent
sufficient information for general purposes without any reconstitution. Access can be controlled by
distribution location, time of day, user, threat mode, type of document, word context, and functional
parameters. This is also initiated by RollCall.
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User Challenge
This is an optional module for user identification and authorization. A user challenge is a question with
answers previously established by the user and the administrator. Many such questions are established. One
of these questions are randomly asked at random intervals. Answers can be entered precisely or selected
from a multiple choice list. The administrator sets the options of fixed answers, multiple choice selection,
or a random selection of fixed answers and multiple choice ones. A failed challenge may not necessarily
‘ terminate user access; instead, a security officer or administrator might be notified of secondary login
failure. Idle is also automatically logged off after a time as determined by administrator configuration. For
example, the administrator might query a user as to a favorite food and expect a correct answer within 50
seconds, allowing for typing errors and such. Failure is adjustable so that one failure might be forgiven, but
several will initiate a need for security measures or forced logout. This is also initiated by RollCall.

. Questions are maintained within a database. Answers are encrypted. Both questions and answers are
changeable. Different users can get the same or different questions with obviously different answers. The
user challenge timing of each question is random but the framework for the challenge is adjustable by the
administrator in the administration module.

Technically, messages of functional requests, user login status, user rights, and threat modes are relayed
between Digital Door modules by IP messaging through the WINSOCK library. These are directed with a
high degree or security since application handles, times, and checksum information is generated on fly to
prevent hacking, forgery, or fakery. This is also initiated by RollCall.

User Biometric Authentication

This is an optional module for user identification and authorization. A biometric challenge is posed to the
user. The challenge could consist of a single biometric test or one randomly selected from a list or possible
and configured tests. A failed challenge may not necessarily terminate user access; instead, a security
officer or administrator might be notified of secondary login failure. Idle is also automatically logged off
after a time as determined by administrator configuration. For example, a test might require a voice print, a
handwriting signature, a thumb print, or an eye scam. Failure is adjustable so that one failure might be
forgiven, but several will initiate a need for security measures or forced logout.

Biometric metric tests are maintained within a database. Patterns are encrypted. Both questions and patterns
are changeable. Different users can get the same or different tests. The test timing is random but the
framework for the challenge is adjustable by the administrator in the administration module.

Technically, messages of functional requests, user login status, user rights, and threat modes are relayed
between Digital Door modules by IP messaging through the WINSOCK library. These are directed with a
high degree or security since application handles, times, and checksum information is generated on fly to
prevent hacking, counterfeiting, or faking new IP addresses and access rights. This is also initiated by
RollCall. Protocol analysis is not useful because the sockets and context change with each call.

Identification of Friend or Foe (IFF)

This is an optional module for user identification and authorization based on the concept that each user
needs to know the daily password. This is implemented by’challenging each user with the daily question
and matching the wording, spelling, and punctuation of the appropriate response. A failed IFF may not
necessarily terminate user access; instead, a security officer or administrator might be notified of this
failure, although any such failure should be taken very seriously because the failure indicates intrusion,
failure to check the daily challenge, or a terminated employee or business partner

IFF questions and answers are maintained within a database. Answers are encrypted. Both questions and
patterns are changeable, and forced to change on a daily basis. Different users get the same tests each day.
The IFF challenge timing of each question is random but the framework for the challenge is adjustable by
the administrator in the administration module.

Technically, messages of functional requests, user login status, user rights, and threat modes are relayed
between Digital Door modules by IP messaging through the WINSOCK library. These are directed with a
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high degree or security since application handles, times, and checksum information is generated on fly to
prevent hacking, forgery, or faking. This is also initiated by RollCall. Protocol analysis is not useful
because the sockets and context change with each call.

Atomic Time Setting

It is necessary for most aspects of D/6/TALDOORS that file access timings, reports, output files, log entries,
and other process records have and retain proper dates and times. To this end, the system date and time is
checked against various external automatically-set time servers. The choice of the time server is
randomized so that time settings cannot be altered, allowing something to be processed, and then the time
settings reset without anyone being the wiser. The time service call is performed invisibly, logged, and
randomly. The technical background is a TCP/IP request to an Internet time server using the Network Time
Protocol (NTP). While it is possible to track and perhaps intercept the protocol request with a protocol
analyzer, this represents an effort to undermine D/G/TALDOORS at 2 secondary level that is unlikely to be
effective. Failed NTP calls not only are logged, but synchronization failures and clock resetting also
initiates a message to the system administrator (via messaging, e-mail, pager, phone, or other configured
and supported mode). This is also initiated by RoliCall.

% DigitalD oors: Atomic Tim

ntp2c.mcc.ac.uk
rtp2d.mcc.ac.uk
ntp3.cs.wisc.edu 2
ntp5 tamu.edu S
ntpa2 kph.uni-mainz.de i
ntps.netdu it pois
ntps1-0.cs tu-berlin.de B
ntps1-0.uni-erlangen de

Figure 1. The form for selecting a specific time server after primary time server has failed.

The atomic clock function applies the NTP protocol; as such, like other Internet access functions, it must
pass through any routed security or firewalls. You can configure most firewalls to allow either the port,
specific IP or NTP address, or the application name to have priority and allowance to function through the
firewall. The IP and NTP addresses vary by installation. The application handle is variously ATOMIC
TIME.EXE, ATOMIC~.EXE, or ATOMTIME.EXE. Below is an example of the security firewall
ZoneAlarm (available for individuals or sites) establishing allowance for the time set function.

icitly established.

ZoneAlarm
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White Paper: DiGITALDDORS™

A New Approach to Security and Survivability
by the DigitalDoors, Inc. Team

Abstract

DiGITALDOoORS technology helps organizations safeguard their critical data against security vulnerabilities and
insider threats. The technology addresses the four critical security demands, as adopted in 1999 by the National
Research Council, Trust in Cyberspace, Committee on information Systems Trustworthiness. The DiGITALDOORS
technology conforms to the committee’s following criteria:

Risk mitigation rather than risk avoidance

Technologies to hinder attacks rather than prevent them outright
Add-on technologies and defense in depth

Relocation of vulnerabilities rather than their elimination

hwn=

DisiTaLDoors technology is designed to automatically select, protect, and release under (access and multi-tier
authentication control) critical information to ensure its survivability and security. Critical information is defined
as specific granular data within a document, data stream, piped process output, file, database, server, or data
center, which might possess economic, strategic, or any other value essential to continuing vital missions.

DiGITALDOORS technology addresses the Achilles’ Heel of security, the threats initiated by insiders, and attaches
a deterrent to activity against data storage and operations. The technology offers the highest security levels by
creating an independent separation between the critical and non-critical data, while retaining a unified display for
authorized, authenticated, and validated parties. The technology offers the major advantage of the ability to
transfer and share data between closed and open networks while maintaining top security through controllied
release of the critical data.

DIGITALDOORS security differs substantially from encryption and existing commercialized technologies. It can be
used instead of, or as an add-on to, existing security technologies. The technology was developed initially for
defending against national security Information Warfare (infowar) vulnerabilities and providing organizational
survivability capablilities that surpass existing rollback and recovery practices. Applications include E-
commerce, E-mail, web-based transaction processing, and workflow privacy.

The Security Environment

The recently released report of the U.S. Department of Defense Science Board Task Force on Information
Warfare Defense (1996) includes these excerpts, and the previously listed four critical needs, define a new
security solution:

“There is a need for extraordinary action to deal with the present and emerging challenges of
defending against possible information warfare attacks on facilities, information systems, and
networks of the United States which would seriously affect the ability of the Department of Defense
to carry out its assigned missions and functions.”

“Security is certainly important (with some data indicating that the number of attacks is growing
exponentially and anecdotal evidence suggesting that attackers are becoming more sophisticated
every day) but it is not all that is important. The substantial commercial off-the-shelf (COTS)
makeup of an NIS, the use of extensible components, the expectation of growth by accretion, and the

likely absence of centralized control, trust, or authority demand a new approach to security.”
Chapter 7, Conclusions and Research Recommendations, page 241.

The DiGITALDOGRS vision is the widespread implementation of our new broad-spectrum technologies for
survivability, security, control and management of critical data. Specifically, it transforms any computer
data stream or document into an instant digital information and e-commerce platform and it enables a free
flow of digital information between closed networks and open networks using the highest standard of
security. It addresses not only security but also as co-resident functions, survivability, privacy,
confidentiality, and anonymity, precisely defined and described later in this paper. It provides coverage of
the four NRC criteria presumed necessary to effectively combat the new infowar.
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Various government agencies and the military are skirting US laws with the approval of the US Department
of Justice in order to test system security, hold people accountable for losses, and train people to identify
problems and trace perpetrators. Various aspects of the D/5/TALDOORS vision and actual implementation
enable legal testing, mitigation of loss, and automation of disinformation for tracing and identifying
hackers, crackers, spies, and other perpetrators.

The Technology

The Di6/TALDOORS system and method creates a high-level of security by automatic selection and removal
of critical and important contents from a digital data, document, or file. The system enables a controlled
release of the extracted data contents back into the source skeleton at any time. This enables instant display
of the instantaneous returned contents, contingent on verification of user identity and access rights. The
system and method delivers security by removal of the selected prioritized content from computer memory
and storage. The copies and traces of the selected extracted contents are eradicated from memory while the
separated data stream extracts are transferred for safety to a removed storage (might be multiple locations).
The extracted content, or any part thereof, will be transferred back to user display as soon as his identity is
validated and his access rights are authorized. Validation is instantaneous by password, challenge
questions, or biometrics methods. For addition technical details, please see the Technology Background
white paper or specific explanations in Frequently Asked Questions document.

A New Paradigm

DI6/TALDOORS security differs substantially from encryption and existing commercialized technologies. It
can be used instead of, or as an add-on to, existing security technologies. The technology was developed
initially for defending against national security vulnerabilities and providing organizational survivability
capabilities that surpass existing rollback and recovery practices. Just as public key encryption represented
a leap in distributed multipart keys, this technology extends this metaphor by distributing data rather than
the keys or parts of keys. In addition, this technology does not require a broad deployment in order for it to
be useful and successful, as is the case for public key encryption and digital certificates. The secured
documents can be processed, distributed, posted, hosted, and read just as with any original document and
‘without the need for any new client software.

The recent convergence of Internet, wireless, and broadband enabled the development of the
DIGITALDOORS security and survivability technologies. The new paradigm is that security technology
should be the basis for all computer applications instead of an add-on and see as a necessary evil.
Di61TALDOORS security and survivability technologies enable the leveraging of interconnectivity for doing
more business and providing security and privacy for E-commerce, legal, and medical. Health Insurance
Portability and Accountability Act of 1996 (HIPAA) and the Gramm-Leach-Bliley Act of 1999 mandate
guidelines for personal privacy starting July 1, 2001, and February 1, 2003. These regulations will have an
enormous impact on providers, hospitals, but mostly insurers, which are the primary generators and
consumers of privileged paperwork. This will require enormous efforts to automate and filter, technologies
which are already available with D/6/7aLDoORS. The same convergence also enables the implementation .
of DIGITALDOORS technologies and strategies for mobility and dispersion of data, thereby providing
maximum data security based on age-old military strategies.

Di6ITALDOORS goal is to make that paradigm shift. This shift will include the following elements:

1. A security technology making computer applications and usage substantially safer
Enable free flow of information within networks, and between closed and open networks, while
maintaining the highest level of security

3. Automatic creation of critical data backup, risk mitigation, and survivability capabilities

4. Other non-security functions, including data mining, data inventorying, and data management

Invention Requirements

DIGITALDOORS has no rival or known prior art for the core technology and workflow implementations. \
There are several military-and spy-agency-built systems, which for obvious reasons, haven't been -disclosed
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but suggest certain solutions resembling 0/6/TALDOORS. It was designed from nothing as a solution to
address security, encryption, anonymity, and privacy failings with a completely different paradigm. As an
aside, it fulfills the four critical needs as defined by the NRC to win the infowar, as explained elsewhere in
this paper and in the white paper. The DoD mentality has shifted from absolute perimeter defense against
external violation, which they acknowledge is impossible to prevent, to mitigation and continuity in order
to create the concept of indestructible networks.

We wanted to create a means to freely distribute information without releasing identifying content. Indeed,
once material is released, it is for all practical purposes made public, thus published, particularly with the
speed and efficiency of the Internet. And since encryption contains the very machinery for its own solution
within each and every message, it is clear that a different paradigm was required. In addition, the security
technology of today is based on two metaphors, that of perimeter defense and encryption, and has been
-unquestionable proven untrustworthy. : ’

Perimeter defenses fail against internal attacks, fail when penetration occurs in one area with connectivity
to another, and fail against over, under, around, and other bypasses or simple failures of the fences.
Encryption fails for a number of reasons, not the least of which is that any encryption method can be
broken by random accident or by application of sufficient calculations, keys can be stolen or socially
engineered, and many systems contain trap doors by design. Also, encryption fails because it is an end-to-
end process, so that before information is encrypted and after it is unencrypted, it is vulnerable.
Furthermore, once information has been made accessible, security is not longer in force, and its
reapplication becomes moot. Another problem with encryption, by definition, is that the contents represent
an alternative key to its own failure; it is like DNA with a faulty gene that will eventually cause cancer. .

Since perimeter defense and encryption are ultimately fallible and defeating currently accepted security
procedures— DIGITALDOORS represents a new paradigm that keeps the information out of the wrong hands
through data hiding and binary distribution. The prior art includes encryption, data hiding, chaffing, and
winnowing. The literature includes widespread reference to encryption, and a plethora of personal, system-
based, a third-party, and trusted-key products. Benefits, problems, and complexities are well known. Data
hiding is technique where parts of keys are given to different individuals to prevent any one person from
access the encrypted sources with unanimity with other partial key holders; access to a bank vault is
controlled by such a dual key holder method. Chaffing is a method to intersperse important data with an
inconsequential data stream. It often is implemented as noise within data files or random data, which looks
like valid data. Steganography is another method similar to chaffing where the carrier data stream is also of
value. For example, a copyright, watermark, or other ownership certificate is interspersed within a picture
and remains intact despite copying and other processing, and is invisible without the correct tools to extract
it, display it, and thus prove ownership. Winnowing is venerable technique in computer technology; data
files on disk and packets sent via a network are currently winnowed through validation with a cyclic
redundancy check (CRC). Binary distribution is a form of data hiding for two or more parts of the
information are separated such that each part by itself is useless without the other.

DIGITALDOORS combines that bank vault dual key holder technology with distributed network
communications to make a logical dual key accessible by remote control virtually anywhere. Note that the
Di6/TALDOORS bank vault key is not only dual; it could be unlimited in scope. By the way, this dual key
concept as implemented in D/G/TALDOORS is both inclusive and exclusive. In other words, if there are a
set of keys, you can require from one to all the keys to unlock the data, or sets of keys that unlock only
subsets of the data. In addition, remote and centralized functions provide a time limit to access and along

" with the AntiCopy™ technology, released and reconstituted documents are recallable. This is not an all of
nothing process as with encryption, but rather a flexible protection and access program with infinite points
of distribution and control.

Concepts versus Real-World Applications

It is necessary for the reader to differentiate between the D/G/TALDOORS paradigm, technology,
implementation, and product. Ideas can exist without the technology, without an implementation, and
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without a product. D/G/TALDOORS exists as all of these. The paradigm describes a new principle for
applying data security providing risk mitigation, survivability, and viable methods to resolve the oft written
needs but to date unfulfilled need for privacy, confidentiality, and anonymity in transaction processing. The
technology exists in many novel inventions, including the display, extraction, mobility, processing, and
dispersion components. The implementation consists of modules, data structures, components, and
applications that have been designed, coded, built, tested and combined into functional processes and
workflows. The product exists as well, well beyond concept stage. In fact, a bundled suite and several
existing standalone products currently are packaged for shrink-wrap distribution. This includes Basic
Scrubber, DiGiTaLDOooRs Advanced Scrubber, AntiCopy, Command & Control, and the multi-tier
authentication cascade represented by access control, user authentication, biometric control, and the friend
or foe identification.

The Key to Success

The key to DiGiTaLDooRs is that it requires no change in culture. Existing metaphors, policies, and
workflow apply.

“The human culture prefers functionality to security.”
- Trust In Cyberspace, Committee on Information Systems Trustworthiness, National
Research Council 1999, Chapter 7, Conclusions and Research Recommendations,
page 250.
“Social and economic factors that inhibit the deployment of trustworthy technology. ”
- Trust In Cyberspace, Committee on Information Systems Trustworthiness, National
Research Council 1999, Chapter 7, Conclusions and Research Recommendations,
page 251.

The Simplified Application

D161TALDOORS does two fundamental things; extract critical and important information, and reassemble it
all back together later. See the Glossary for explanation of terms. Everything is implementation. For
example, it moves the skeleton and the extractions to different locations, keeps moving them around, limits
access by multi-tier authentication, and controls what the reassembled document contains. The reassembled
document could look more like the skeleton or more like the fleshed out original document.

A Paradigm Based on Lessons of Warfare

DIGITALDOORS applies a paradigm learned from the history of warfare. Specifically, rigid defenses fail.
Examples include pickets walls, trenches, nets, moats, redoubts, tank traps, camouflage, fortifications, all of
which through history have been-destroyed, bypassed, tunneled under, or undermined by spies and traitors.
These include the Maginot Line bypassed by German army which crossed through the Ardennes. Hitler's
Atlantic Defenses along the French Normandy coast bypassed by Allied landings in different and less-
fortified locations. Also, consider the Berlin Wall, which was bypassed by new technology not anticipated
by the Russian siege designers, an airlift; a classic 3-dimensional solution to a mistaken 2-dimensional
enigma. The Bar-Lev Line of distributed bunkers was bypassed by the Egyptian forces. They crossed
literally unopposed right between the defenses using tanks and foot infantry, even though it was a highly
fortified wall with "modern" weaponry, isolated the defenders at their defenses, and nullified these defenses
and defenders when it was deemed convenient after their military objectives at the front line. Analogously,
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firewalls fail under the onslaught of unforeseen technology, gaps in the technology, or by roundabout and
shrewd attacks.

Warning systems have also failed at crucial points, as exemplified by Pearl Harbor, Soviet invasion of
Czechoslovakia, Argentina’s brief conquest of Falkland Islands, and the Iraqi Invasion of Kuwait. Success
in these and like instances have been achieved through terrorist, guerilla, or mobile warfare techniques.
‘Specifically, mobility and stealth worked in Hirohito's favor against the U.S. Pacific Fleet, the Soviet
overrun of Prague, the swift capture of the Sinai, and the Argentinian surprise invasion against their
Malvinas. Mobility was the key focus in modern western armies such as U.S. and Allied forces in the
recapture of Kuwait and phase 2 of the Gulf War, in modemn guerilla warfare, and terrorist activity.
Solution is found in the depth of and flexibility in defenses through the disbursement of forces to different
locations, ability to hide forces, strength, and assets, sacrifice front line assets, withdraw critical assets to
the rear, and retreat. The historical references are intriguing, but this literary reference is most telling. This
philosophy has been read and quoted by many since the Venetians, but to date not implemented as a policy
and strategy in modern information technology.

“The art of war teaches us to rely not on the likelihood of the enemy’s not coming, but on our own
readiness to receive him” The Art of War, Sun Tzu

Mobility in the digital age means asset dispersion, transportability, and rapid relocation and redeployment
of digital assets while still maintaining the capability for ongoing operations.

Survivability, Mitigation, and Continuity

Whereas many security tools are designed to function within an environment defined by 100% control and
remediation, DIGITALDOORS is designed to protect with loss. It is not always possible to assume 100%
protection with 0% penetration. Information warfare should be perceived as a statistical game environment
where losses and casualties are expected. Although information warfare has been mistakenly perceived as
clean and precise activity, the reality is much different as recreational and military hackers have created
- downtime, loss of functionality, partial or total losses in services and data. Total control and remediation
even through backup is no longer an acceptable metaphor. Failure of encryption, access control, and
firewalls leads to situations of service and data erosion not protected by full backups and emergency hot
sites. Instead, D/GITALDOORS assumes partial or total failure and supports guerilla-style continuity through
mobile services, access control to remote resources, and an infinite hierarchy of dispersion of service and
data resources.

Unique Architecture

DIGITALDOORS security architecture enables data free flow. The D/G/TALDOORS process provides a
method for the automatic protection of critical and important digital property within a document, data
stream or digital environment. It protects against unauthorized parties or compromising situations within a
closed and secured, or open and exposed environments. As previously stated, encryption and cipher
technologies are based on the camouflage and suppression of all information, thereby restricting and
limiting its use and focusing the thrust of attacks against singular and well-defined targets. D/G/TALDOORS
scatters those targets and makes them mobile so that attacks must be mounted against numerous dispersed
objects and objects in motion and unknown location. D/G/ITALDOORS is based on securing the critical and
important information, within a document, data stream or digital environment while enabling the sharing
and the free flow of the rest of the content between different parties and networks. The free flow of content
enables continuity of operations and achieving critical missions while the "crown jewels" are secured and
released only to authorized and verified parties.

The objective is to create a last line of defense, a mobile guerilla defense, that is as strong as a complete
monolithic defense, but dispersed and still coordinated in spite of that dispersion. If the primary defenses
~ fail for any reason and the infrastructure is partially or even fully compromised, the extent of the security
breach, the destruction, and any thefts are limited. This is risk mitigation. The objective is to create a major
deterrent. If an intruder penetrates firewalls and other security systems, access is useless to scrubbed
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materials since the critical and important information has been exported to secured storage. Competitors or
hackers who learn that a computer and network resources are protected by D/6/TALDOORS, might decide to
chase an easier target instead. This is comparable to a situation in which a bank robber, who finds out that
the bank v.ault is too difficult to break into, will look for another more attractive target.

The system is simple. It is configured for the typical user. It enables the network operator or end user to
understand the process and workflow. The user interface (GUI) is easy, consistent with Windows,
consistent with Solaris, K, K+, GNOME, and Sawfish. In this aspect, DigitalDoors is compatible in theory
and practice with any desktop or server interface, from the command line invocation, for integration with
remote procedure calls, and other graphical interfaces. The DiGITALDOORS engine is not tied to any
platform, programming language, API, or methodology. Sec more information on the technical
implementation detail$ in the Technical Background paper. Compatibility is such that the system can be
used on all computing systems, across all networks, in any language, dialect, culture, and EBCDIC, ASCII,
Unicode, or other. It can be installed as an independent system or add-on to firewalls and intrusion
detection systems.

DiGITALDOORS is not order-sensitive, as encryption is. Data processed with D/6/TALDOORS is also likely
to advance ongoing processing without application or system abend, as an encrypted data set might.
Although the loss of the encryption key or damage of the encryption package has both positive security and
negative workflow aspects, one of the primary design considerations for D/G/TALDOORS is to enable
survivabiljty and support business continuity in the event of man-made or natural disasters. While scrubbed
documents are not generally self-healing (although it can be under administration configuration) and the
multi-tier authentication process encapsulation curtails unauthorized access, the binary dispersion of
components provides redundancy and recovery opportunities in the event of serious emergencies.

DIGITALDOORS creates a system of decentralized security over any existing infrastructure. The
decentralized security provides layers of protection, means to enable mobility in the event of security threat
or active breach, and a distribution of critical and important resources at any point in time to minimize the
damage from any attack. The system is based on networking and Internet infrastructure. Whereas,
encryption, public key systems, and escrow require substantial investment in workflow and vendor
infrastructure to deliver, protect, and maintain keys, D/G/TALDOORS requires no such critical mass to
achieve applicability. Furthermore, it is not necessary to pick from similar competing vendors and hope that
your selection is the winner. D/5/TALDOORS coexists with any infrastructure, from small to large, and the
Internet open doors to the world. It supports secure multicasting, one of the serious limitations of any key-
based cryptosystem implementation. While customers do invest in workflow integration efforts with
DIGITALDOORS to get the most from it, the level of commitment is not as skewed up front as with other
security techniques, such as firewalls and ciphers.

How Does it Work?

DiGITALDOORS, the application suite and the Scrubber applications, locate, categorize, and extract critical
and important information. It creates digital doors at those locations. These digital doors are gateways
automatically constructed at critical and important junctions in user digital document, digital data streams

_ piped from other processes, and digital environments. These are not URLs, links, anchors, but externally
referenced resources, as described in Placeholder and Anchor section of the T ‘echnical Background paper.
These digital doors are conceptually doorways that allow information to flow into and out from a controlled
environment. These doors are the gateways for removing or adding digital streams (of various formats), as
defined. These digital doors are positioned in locations within the digital document, digital data streams,
and digital environment defined as critical or important by the system. Critical and important is defined by
the system as data, which, when removed:

e render the digital document, digital data stream, or digital environment useless to users, processes,
or workflow

e create a substantial loss of economic, functional, or strategic value ,or any value essential for
.continuing the vital missions.
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Data reconstitution will occur as follows: -

e Users with password and authorization will be permitted access to the critical information in
digital documents, data streams, and the digital environment

e Users without valid password and authorization will have access to digital documents, data
streams, and the digital environment; however, they will not be permitted to view the critical and
important information, within those documents and files, or anywhere else

The Steps in the Process
The DigitalDoors process is defined by ten primary steps:

Automatic semantic selection

Copy and backup

Selection and extraction of critical and important content
Erasure and eradication

Mapping and substitution with placeholders

Transport to remote storage

Automatic authentication for release from storage
Controlled release from storage

Reconstitution and replacement of extracted content
Display through separation

Foreground, background, automatic threat mode, and screensaver operation

LSRR NAUNE LN~
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These 11 steps ‘are each defined and elaborated in the next sections after a brief explanation of -process
workflow. The workflow sequence is as follows:

Workflow sequence:

Copy and backup

Erasure

Storage

Substitution with placeholders
Release from storage
Reconstitution

Display :

Display through physical separation

1. Automatic semantic selection

Selection of critical and important information is through filtering, reverse filtering, dictionary lookup,
semantic matching, word and phrase selection, and complex pattern matching. Unlike traditional data
mining where data is searched by predetermined or ad hoc keys, D/G/TALDOORS primarily searches for
information that specifically does not match predefined patterns. This is the converse of most technologies.
It searches for unidentified content and makes Bayesian inferences. It can also apply traditional data mining
techniques, by optional user configuration. Once data has been defined, it is then categorized, thereby
increasing the accuracy and utility of the selection process. The selection technology in its own right is very
different from all other existing search and data mining technologies because it focuses on what does match
rather than what is specifically found. The creation of collections enables rapid access to like information
and provides a new generation of data mining utility.

Other applications of D/G/TALOOORS includes business intelligence (BI), strikeback through false
information, misinformation and disinformation. Also, D/6/TALDOGRS is adept at data mining by methods
which are converse to the usual technologies. Specifically, while most data mining techniques are driven by
list of relevant topics, terms, and phrases or keys, these technologies search for things which do not
explicitly match, linguistically match, or apply loosely to semantic trees.
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DiGITALDOORS includes optional dictionaries. It enables the user to input lists or build personal
dictionaries. The dictionaries extract (include in the process) or ignore (exclude from the process) all with a
click of a mouse. Dictionaries can be arbitrarily added for specific functions, industries, or security and
privacy needs. The following represents built-in dictionaries:

e always exclude s code word

e always scrub e legal

e location ¢ Dbattlefield

e male name e business

¢ medical s code

e  military s common word

e number e covert intelligence
e obscene e female name

e science e finance

e slang e HTML tag

e targeted adjective e intelligence

e technical e Internet

e titles e Jast name

e  veterinary e law enforcement

In addition, language-specific supplemental dictionaries are available for English idioms, English dialects,
and other languages. There are also dictionaries and supplemental entries for search patterns, lexicons, and
language and/or cultural semantics.

2. Copy and backup

In order to maintain integrity of the whole process, D/G/TALDGORS optionally copies and backups the
whole initial data stream, document, or file and transfers it to remote storage. The critical system
requirement is that the copy/backup be completely separated from ongoing operations. It is not a matter of
letting the source stick around inviting problems, but rather a concept of closing doors to penetration.
DiG6/TALDOORS provides for workflow copy and backup to alternative locations. In order to provide
confidence, backups and copies are removed to alternate locations and the source is optionally purged
through a staged erasure process (described elsewhere).

Encryption
wrapper

Figure 1. Encryption creates a copy for subsequent processing leaving the source as a potential security
breach.
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DigitalDoors supports manual, timed, or automatic drop of critical and important files. This minimizes
exposure through a distributed, dispersed, and survivable infrastructure by applying the core concepts on
which DigitalDoors is based.

3. Extraction of critical and important content

The underlying concept guiding D/6/TaLDDORS is that the highest level of security is logical and physical
separation and dispersion. The D/61raL DooRs system extracts selected information from data streams, in
computers, computer networks communication devises and networks, as well as electronic mail systems.
The extraction of data objects includes words, characters, numbers, images, audio segments, video
segments, and selected digital data packets. The extraction is conducted by a process of separating a source
(original) data stream into two or more extracted data streams. The different data objects extractions are
separated into groups reflecting predefined contextual categories.

The modified source (original) stream typically contains the majority of data objects in the source stream,
whereas the extract streams contain a subset of data objects, which represent selected information, and
information deemed to be of special importance. The modified source is a "skeleton." The system is
primarily designed to extract the selected critical data. However, the following options are presented to the
user:

1. Automatic selection and copy of the critical data, transport to remote storage for backup, and
data mining not included directly through extraction

2. Same as option 1., but in an emergency situation the system will automatically extract the
critical data from the source (the ejection seat option)

3. Preferred mode of operation, as an automatic selection and extraction of critical data on a
regular basis with transportation to a secured remote storage

The basic extraction occurs subject to semantic patterns, extraction rules, categorization, and exclusion and
inclusion dictionaries:

e Extraction occurs as brute extraction, optionally: every 2nd, 3rd, 4th, Sth, etc, word or character.
e  Every credit card number, every social security number, etc.

Advanced extraction is selective extraction, using additional filtering methods, including comparison
against dictionaries containing 600,000 words and phrases, numbers, reverse filtering against such
dictionaries, grammatical analysis, and inclusion or exclusion by regular expression (that is, pattern
matching). A partial list is shown below. Note that the granularity of identification is subject to
development and enhancements.

Names

Addresses

Telephone numbers

Financial numbers -

Word categories

Phrases

Filenames

Internet and e-mail address
Corporate or organizational names

4. Eradication

Eradication means the copies of the extract and source traces which were not transported to a remote
storage are erased, deleted from the recovery bin, and purged from RAM, disk sectors, buffers, and caches.
File fragments are also overwritten. DoD, and other standards for file erasure, are employed to remove all
traces of the data within the erased file, disk sectors, cache, buffers, and other storage and RAM that could
compromise security and ongoing operations. Erasure goes well beyond deleting the source file. In other
situations, deleted files continue to exist as marked files and are intact but for directory enqies under
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Windows, Unix, Linux etc. The system’s erasure and eradication process is designed to avoid such
incomplete “deletions.”

5. Mapping and substitution with placeholders or anchors

The mapping process enables documentation of the location of the extracts. It is the road map for the future
reconstitution or it provides a location for the Digital Door. The mapping consists of various placeholders,
adding serial numbers or other identifying anchors, but the mapping in no way discloses the substance of
the extracts.

Substitution with placeholders maintains the operational integrity and structure of the original data stream,
document, or file. Placeholders are not traditional anchors or field markers which might contain
description, URL links, file references, or other inferences into the substance and context of the extractions.
Rather, placeholders are independent fillers exactly and only indicating the extraction. Not that operational
placeholders can be selected as null sets or nothing, which means the extraction is removed and the space
were it was is also removed. Placeholders can be symbols, random words, words similar in category to the
extracted words, or underscores. Placeholders can be designated substitutions for misinformation and
disinformation efforts. Chaffing is the padding or insertion of additional material (more than the size.of the
extracted material) to confound and confuse, and also represents a placeholder option. Please see the
Technical Background paper for additional details. Substitution occurs as any and all of:

generic placeholders
XXX

1t

2139874947

customized placeholders
replacement content
customized messages
customized advertisement
disinformation
misinformation

chaffing

6. Transport to remote storage

The extracted categorized data objects are combined into one or more contiguous data streams. The
extracted data stream or streams are scattered to one or more storage devices. The extracted data can be
transported and shuttled among different storage devices and locations or projection apparati, as directed
automatically by various constraints including security risk criteria of threats and attacks and the actually of
such ongoing attacks. Data mobility can be compared to existing operations of the Trident submarine,
truck-mounted antiaircraft batteries, and the Delta Force, all examples where success is based on rapid
delivery, dispersion, and stealth. The extracted data is ordinarily transported to an online removed storage and
under extreme security threats it will be transported to an off-line, off-network vaulted storage. The automatic
selection of storage devices and locations are triggered by security alert. Storage occurs as any and all of the
following options: omnline, local and remote; off-line; local and remote, The system is configured to
automatically select the appropriate storage according to threat level. Automatic selection of storage takes
into account the level of security of the each optional storage , and its ability to stop and hinder penetration
by maximizing barrier strategies.

The dispersion of forces to remote safe locations is a historical military strategy. D/G/ITALDOORS
implements the same analogous strategy by utilizing the latest developments in technology through the
convergence of Internet, wircless, and broadband. Each of those technologies create a new choice and
selection of different storage devices and location. Local, removable, remote, Internet, and hot-site storage
is perceived to be the same thing to D/GITALDOORS. Obviously, it knows the difference between them, but
it can extract, transport, and reconstitute to and from any storage device. This is a logical view of workflow
in contrast to older and more limiting physical ones.
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7. Automatic authentication for release from storage

A chain of custody is maintained for all extract and process files. In order to access the extract file or view
the process files and database records, a user (or process) must obtain authorization for this. Authorization
is effected by multiple tier authentication process, detailed in the Frequently Asked Questions and also the
Technical Background. The multi-tier authentication process not only controls access to reconstitution, it
also controls access to file storage archives (local and remote). This maintains the integrity of the process
files and security of the data. Access to remote, backup, unmounted, hot site, and other storage resources is
uniform. Only access and response times differ, and of course, performance and accessibility is contingent
on availability. For information about reconstitution and multistage authentication, please see the Technical
Background or the Frequently Asked Questions papers.

8. Controlled release from storage

The Di6/TALDOGORS system releases extracted data stream subject to a controlled release mechanism. This
process is contingent on various parameters, including user logon, rights to access specific contents, timing
criteria, security restrictions, and preset policies. The release of the extracted data objects permits recreation
of the source data stream or various full, partial, or modified, representations of the source data stream,
while maintaining a desired level of separation between the modified source data stream and the extracts
data stream. Timed released enabled limited exposure after a predetermined period.

The DiGiTALDOAORS system implements an across-the-board concept of security second to none through
physical separation and dispersion defined in concept by Claude E. Shannon in his seminal paper, A
Mathematical Theory of Communication. You can read details of how this theory applies to
D16/TaLDoors or find links for resources in the Technical Background paper. In line with his general
concept, the release of data from dispersed storage depends on a multi-tier release mechanism. The user or
process provides passwords, biometric IDs, and responds to challenges. Such controlled release occurs as
any and all of the following scenarios:

to authorized parties only upon verified identification
to authorized parties only upon time validation

to authorized parties only upon location validation

to authorized parties only based on device by type

to authorized parties only subject to threat mode

For additional information about reconstitution and multistage Authentication, please see the Technical
Background or the Frequently Asked Questions papers.

9. Reconstitution and replacement of extracted content

Reconstitution is the process of merging the scrubbed original streams, documents, and files with the
extracts released from storage. Reconstitution provides the identical or a partial subset of the original data
stream, document, or file. Reconstitution is based on a sliding scale from no restoration to complete
restoration, driven by administrator or user settings, and actual authentication of user at the time of
reconstitution and display. The following illustrations show extreme levels of reconstitution, none to all.
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in the I BN 0N, Please follow up on ABA transfer I, account number
M. dated 17121, record number ININI. Please reverse trace all other wire
transfers into this account. A wiit of this [iill is being delivered by courier in
confirmation to you and to the bank with appropriate Ilil State Department extradition
approval and by formal approval of the goverment of the HITNE 1R WL

11 1N 8L, Prosecutor for 1IN WL
District Prosecutor, [1fill

The State of Iit N

11 1 of 1N

110 .

1 11 AN telecopier

in the i 11 B0 Please follow up on ABA transtfer I, account number
1m. dated B/N/NN. record number INMININY. Please reverse trace afl other wire
transfers into this account. A writ of this Ilill is being delivered by courier in
confirmation to you and to the bank with appropriate Il State Department extradition
approval and by formal approval of the government of the I HitH HHAL

10 10 1. Prosecutor for HYTHNE IR
District Prosecutor. 1l

The State of HI il

SHIN HIGE of

1t i s

1 1 IR telecopier

Figure 2. UnScrubber results with a defauit authentication (nothing reconstituted).
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1in the [ I #4001 Please follow up on ABA transfer BN account number
1Y, dated D170, record number IIIIIIIIII!I. Ph:ease reverse tiace all other wire

. apploval and by formal approval of the govermnment of the JIHIR HitH UL

1111 5538 M3, Prosecutor for JTHEE SHTHL.
District Prosecutor, Hilll

The State of 1§ I

T 19 of HHi

11 11 BN

1 11t I telecopies

offshore account in judge's own name in the Her Majesty's First National Commonwealth Bank
1in the British Virgin Islands. Please follow up on ABA transfer 67889036, account number
1368734455, dated 10/08/2000, record number HFGK17343300. Please reverse trace all other wire
Atiansfers into this account. A writ of this court is being delivered by courier in

confirmation to you and to the bank with appropriate U.S. State Department extradition

approval and by formal approval of the government of the British Virgin I slands.

Brian Trust Byine, Prosecutar for Clinton County.
District Prosecutor, Newark

The State of New Jersey

United States of America

+1 978 567-3879

+1 978 678-6730 telecopier

Figure 3. UnScrubber results with full authentication (all reconstituted).

10. Secured display through delivery separation

The use and release of the extractions is controlled by a set of rules or organizational policy which includes the
following options among others:

e A vaulting of all or specific data object extractions
Release of extractions (none, some, or all) with scrubbed source data skeleton into a display

e Release of extractions (none, some, or all) with scrubbed source data skeleton into a projection
display, while maintaining complete separation of the modified data stream and the extracts data
object stream
Release of extractions (none, some, or all) with scrubbed source data skeleton into a projection display

e In situations of high security threats, release of extractions (none, some, or all) with scrubbed source
data skeleton into another projection display, PDA, floppy disk, a paper document, a wireless display,
a overlay transparency

The system enables the implementation of topmost security by allowing projection of a visual merger of
said different data streams, while in reality maintaining a strict physical and logical separation between the
data streams. D/GITALDOORS supports three distinct technologies that enhance security and maintain the
chain of custody.

The first is delivery of scrubbed streams and extract streams via separate hardware channels for maximum
security through total logical and physical separation. This is effective for wireless, mobile, and
presentation requirements, where delivery of critical extractions is by a channel or method separate from
the delivery of the scrubbed source data stream, document, or file. One implementation includes video
delivery enabled in hardware for cyan and magenta streams to prevent copying. The sync signal provides
alignment. This method precludes interception or copying with standard NTCS, PAL, or SECAM video
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equipment. Display occurs as any and all of merger of data streams into display, or the physical separation
between data streams. This is pertinent as a CYMK monitor cable separation or as a mobile and wireless
separation.

The second method prevents screen copying through font and contrast control. This feature, called
AntiCopy™, is a series of controls and configurations that alters image resolution, image contrast, text font
display, and other properties to obscure or mask display. It is described in greater detail within the
Frequently Asked Questions and Technical Background papers.

ntiCopy Administration

Figure a. lllustration of AntiCopy setup and sample displa.

The third method is effected through control over access to and release of reconstituted materials.
Generally, restored data streams are not released to users; they are reconstituted only for display purposes.
Note that configurable time limits for display also prevent extended visual exposure at unattended web
sites, network stations, and user desktops. Data streams are piped to applications, but only predefined
chains of custody. Documents are not normally reconstituted and placed on disk without appropriate
administrative control.
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Hoffshore account in judge’s own name in the Her Majesty’s First National Commonwealth Bank
Hin the British Virgin Islands. Please follow up on ABA transter 67883036, account number

onfirmation to you and to the bank with appropriate U.S. State Department extradition
pproval and by formal approval of the govermment of the British Virgin Islands.

Brian Tiust Byme, Prosecutor for Clinton County.
District Prosecutor, Newark

The State of New Jersey

United States of America

+1 878 567-3879

+1 5?8 678-6730 (B E=nE
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Figure 5. Attempts to copy from the screen result in the loss of the data and purge of the clipboard.

11. Foreground, background, automatic threat mode, and screensaver operation

Scrubbing times are asymmetric; it requires about 100,000 times as long to validate and extract images,
words, and phrases as to reconstitute the file. DigitalDoors includes CPU prioritization that is both
automatic and manual. Threats, real and active, perceived but imagined, or external triggers (from firewalls
or other security services alter CPU usage prioritization to counter these threats. Idle CPU time is allocated
to scrubbing, validation, and maintenance operations through the MS Windows screensaver mechanisms.
The following screenshot shows the CPU utilization configuration utility.

1
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Access to and use of idle network, host, ISP/ASP, or Internet CPU resources is also foreseen. It is also
possible (but not currently implemented) to locate available idle CPU resources in the SETI@Home
(http:/setiathome ssl.berkeley.edu/) metaphor to redistribute background scrubbing operations to idle
machines. The Microsoft application and clustering server enables load-sharing directly. However, because
the source documents, data streams, or transactions are sensitive in DigitalDoors, unlike with the SETI
data, point-to-point security potentially over a public network is critical and we have delayed
implementation of RPC and remote service until we resolve the security risks involved. The next image
shows the DigitalDoors Screensaver in operation supporting background scrubbing.
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Figure 7. The DigilDoo screensaver.

Lines of Products

The DiGITALDOORS lines of products includes the D/GITALDOORS Advanced Scrubber Suite, Basic
Scrubber, AntiCopy, and Multistage Authentication. The D/6/TALDOORS semantic library includes: patterm
lexicon libraries, language databases, idiom databases, cultural databases, and specialty databases (such as
agency, defense, medical, etc.).Other modules and components that can be contracted under house, private
label, or specific project basis, include:

Data mining

Data mobility

AntiCopy

RollCall

Identification Friend or Foe
Access Control

Biometric Access
Cascading Authentication,

Applications

The primary use for D/GITALDOORS is the protection of information by partitioning data streams into two
or more subordinate streams and delivering these streams to different displays, storage devices, processes,
or users. Of course, the focus is on security, privacy, confidentiality, anonymity, and survivability. The
secondary use for D/GITALDOORS is as an information-mining tool, either to redact data into a reduced and
concentrated form or as a method to link related data together. Specific applications include these listed
below, but not limited only to this, as the applications continue to grow as we leamn more from our
customer base:

1. Hardened data centers

2. Automatic outbound E-mail filters
3. ' Add-in for MS Word and other MS Office Suite applications
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Support for Government agencies that must comply with the Freedom of Information Act (1996) _
Infusion of linked digital data for enhancement of information and content

Infusion of linked data for communication purposes, including messaging and E-mail

Infusion of digital data for transactional purposes, including payment for services or merchandise
Infusion of linked digital data for commercial purposes, including externally-linked advertise-
ments and banners

9. Infusion of linked digital data for in document audio, video, and videoconferencing

10. Web content management

NN

Taxonomy of Threats .
Recent government security reports describe the environment as follows: '

"HACKERS DRIVEN BY TECHNICAL CHALLENGE"

"Disgruntied employee SOUGHT revenge”

"Crooks Find Personal Financial Gain Stealing Services"

"Organized Crime Operations Interested in IT Financial Gain"

"ORGANIZED TERRORIST GROUP INFLUENCE U.S. POLICY BY ISOLATED ATTACKS"
"Foreign Espionage Agents Exploit Information for Economic, Political, and Military Purposes"
“Tactical hacker attack disrupts u.s. Military command”

"INFORMATION WARFARE UNDERMINE U.S. MILITARY MISSION"

“Nation-States Intent On Overthrowing Information Infrastructure”

Information Technology has become a digital battleground for many reasons. Interconnectivity exposes
data and operations to threats, attacks are from near and far, including countries without extradition treaties.
Technology, used for mundane purposes, is equally effective for the forgery of digital information or its
destruction. Consider the implications of a hacker attack, security breach, or inside job that disrupts an
entire infrastructure. Consider the ramifications of a failure in the FAA Air Control System, failure the
sanitation system, loss of the electricity grid, the downing of the telephone switching network, or disruption
of emergency medical systems. The digital battleground is one where the goal is the disruption of
processing and communication systems and the loss of confidence in data and operations. In spite of the
daily published reports of another major security failure, note that most attacks (98%) are not exposed in
the media to maintain damage control.

Features of DIGITALDOORS

The advantages for D/6/TALDOORS are:

Cannot be cracked, hacked, or exploited
Automatic
Multi-platform
Web-enabled .
Configurable to different needs
Enables tracing ,
Access is controlled, authenticated, and validat
Analogous and based on traditional and time-proven physical defense strategies
Overcomes back doors in software or hardware '
Unsusceptible to interception
Immune to eavesdropping
Immune to deciphering
Immune to decryption
Immune to modification
Protection for content integrity
Immune to signal compression algorithms
"Lower costs

Page- 18 Proprietary and Confidential White Paper; DigitalDoors.doc
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No need to trust a key issuer .
No need to trust a third party key escrow

No need to trust a third party

No trap doors possible

Language-independent

Culturally-independent

Lower CPU requirements

Faster processing

Protects against internal attacks

Efficient (limited overhead) N
Multi-tier layered disclosure'(no either/or as in encryption)

Delivery through public channels

Delivery through covert channels

Supports point-to-point delivery

Supports multipoint delivery

Controlled distribution

Support for deception, disinformation, and misinformation

Supports controlled release of critical and important information

Enables copyright protection

Enabled tamper-proofing

Defends against the unknown

Does not require widespread distribution for effectiveness (as with PKI and digital certificates)

Di61TALDoors is also applicable in providing outbound protection in peer-to-peer networking,
collaboration, whiteboarding, and filtering of data delivery during conference calls by filtering critical and
important information in real-time.

Conclusion

Di16ITALDOORS security differs substantially from encryption and existing commercialized technologies. It
can be used instead of, or as an add-on to, existing security technologies. The technology was developed
initially for defending against national security Information Warfare (infowar) vulnerabilities and providing
organizational survivability and mitigation capabilities that surpass existing rollback and recovery from
backup practices. The DiG/TaLDoors technology addresses the Achilles’ Heel of security, the threats
initiated by insiders. It provides risk mitigation and also boosts ongoing efforts for survivability and
operational continuity. In conjunction with this core applicability, D/6/TALDO0ORS also addresses the needs
for privacy, confidentiality, and anonymity using the same workflows and paradigms employed for security
and survivability, as outline in this white paper, to find, extract, and distribute or not distribute critical and
important information.
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o DIEITALDUUR’S Process & Data Flow

Legend

@ data flow and format

@ data source

process
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DIGITALDUDRS Process & Data Flow

Any data source, stream, i/o, or file, including documents, text
S‘Zg:f:a?na)‘ta formats, structured document formats, databases, signals, audio,
image, or other structured or object-oriented data. Source includes
hardware, magentic storage, and any platform, including telephone,
modem, PDA, laptop, desktop, host computer, server, or appliance.

Legend

@ data flow and format

@ data source

process
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DIGITALDUURS Process & Data Flow

fixed file, /O, or process stream

freeform ASCII, Unicode, or other text, structured data, such as MS
Word, database records, and object-oriented structures, sound
streams, image frames, or other complex but defined structures

Legend

@ data flow and format

@ data source

process
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c DIE‘ITALDUDRS Process & Data Flow

@ Source as input, source or modified source as output. Structure
retained, modified with random substitutions, or altered into other

formats as desired (such as ROM, paper, reports, or PDF) for
workflow processing

Legend

@ data flow and format

@ data source

process
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DI1GITALDOORS Process & Data

®

Biometric and
Challenge
User Interface

validate Login
AUthOriZe s> gt wmm authenticate =fpm-

The process of validating the user is multi-level security. This includes username and
password entry, but also vetting with arbitrary selection of biometric devices, external

monitoring, and friend or foe identification.

Legend

data flow and format

@ data source

process
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{
This primary-level process is a DCOM-based user login comprising
validate various functions, including user name and password, time of day
user vetting, location analysis, GPS and GLS designation, and integration
with biometric devices. In addition, various friend-or-foe challenges

are applied to create process integrity. This can include integration of
biometric test devices, and other tools, and software.

Legend

@ data flow and format

@ data source

process
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DIGITALDDDRS Process & Data FIow"

Login

The steps for validating a user is multifold. The user needs to define
a valid username during a traditional login. Other features of digital
doors ensure multilevel access instead against location time day
threat modes and biometric test as long as well as a friend or foe

identification.
Legend
@ data flow and format
@ data source
process
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DIGITALDOoRS Process & Data Flow

®

Process; validate user

Any number of means are used to validate the user. The user can
provide a username and password, scan a smart card, wear a
proximity card, or other biometric devices. The process of actually
validating a user is fourfold. That the user must be identified. The
user must be into authenticated. The user in the user information
must be confirmed. The user is then assigned a level for
DigitalDoors access.

Legend

@ data flow and format

@ data source

process
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DIGITALDOORS Process & Data Flow

Login process .

The standard digital doors login process requires the user name and
a password. This process is limited the time in number ever
supported their other parameters as well.

Legend

@ data flow and format

@ data source

process
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DIGITALDDURS Process & Data Flow

Biometric and
Challenge
User Interface

Login data flow

The DigitalDoors application opens up a DCOM apple occasion that registers itself with the digital doors
user database. The user enters an username. This name is validated data against the user name database.
No access for the process is allowed unless a valid username is supplied. The user must provide a valid

password matching that username. This completes the process.

Legend

@ data flow and format

@ data source

process

DIGITALDOORS, INC. " Proprietary and Confidential page 12 of 20 2002-05-26
: Ex. 1013, Page 125 .




IR R W

5.

i ER AR TR 0 T gy, o b

." ' DIEITALDDDRS Process & Data Flow

|

Login data flow

The DigitalDoors application opens up a DCOM apple occasion that registers itself with the digital doors
user database. The user enters an username. This name is validated data against the user name database.
No access for the process is allowed unless a valid username is supplied. The user must provide a valid
password matching that username. This completes the process.

Legend

@ data flow and format

@ data source

process
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..~ Biometric unchallenged user interface
... There are two parts to the biometric challenged user interface the first is the biometric integration engine.
- _~This engine links to suitable available biometric devices such as, iris scanners, voice prints, proximal card
_ _scanneérs, GPA, and TLS. Disintegration is not only to the device itself that is the physical hardware but
~ “als0 to the order opportunity and sequence of these devices. The second part of the engine is a friend
- identification challenge. Questions with answers are that was for each user the users ask that question and
““‘required fo respond with the answer exactly or vinyl "choice with a preset time. Failure is not an either or
" *.. proposition but rather a phase response ties into the multilevel security system. This could trigger limits
" access to function it is reclassification or initiate a managerial or administrative security response.

Legend

@ data flow and format

@ data source

process
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White Paper: The Security of Location Map and Recovery File

Abstract

DigitalDoors security is enabled through the overriding technology of data sharing and data dispersion.
DigitalDoors enables infinitely strong security through a hierarchy of critical and important information
extraction and the dispersion of that extracted information. Authenticated or unanticipated (by attackers and
hackers) reconstitution is enabled through the location map, a recovery file, and many dispersion files. The
main security is afforded by the hierarchy of reconstitution and diffusion of dispersion files, randomness, and
open camouflage in data-based steganography, but also supplemented by encrypted links within the
hierarchy. Knowledge of any single link is statistically insufficient to defeat identification and authorization,
initiate automated reconstitution, or provide a chain to manually reconstitute the protected data.

Security

Breaching security requires:
Stepwise:
Accidental:

Overview

The “location map” is an indicator to the location for the recovery file. The “recovery file” is the collection
of instructions and actual extractions used to reassemble whatever critical and important information has
been extracted and optionally diffused to one or many dispersion files. The “dispersion file” contains the
actual extracted information necessary for reconstitution. The location map, recovery file, or dispersion file
can be plain-text or encrypted in entirety. The contents of the location map, recovery file, and dispersion
file can be stored within plain-text or partially encrypted, stored as a plain-text record or field within a
database or encrypted within the database. .

Clearly, the security and integrity is important not only for recovery but also to protect against unwanted
attacks against the location map and hacks with misuse of the location map, recovery file, or dispersion
file(s). However, although DigitalDoors employs a multi-level security system, the reconstitution workflow
and the data dispersion create the fiction of an inherent safety concern for the DigitalDoors system. In fact,
DigitalDoors can and does create security that is so strong that without recovery information, the source
cannot be recovered.

Location maps are independent of each other, distributed widely precluding association of extraction results
with the associated recovery map, can be partitioned in an unlinked independent hierarchy of maps, and
hidden within a virtual steganography of themselves. The lack of referenced storage for recovery maps is
perhaps one of the strongest forms of misinformation, decoys, and confusion, one that in fact increases non-
linearly as the number of recover maps increases within a single storage volume. Realize that dispersion is
inherently stronger than encryption-because lacking a starting point to a map, there is no method to locate a
map or unravel the randomness of storage volume with large numbers of recovery maps. The Law of Large
Numbers (a mathematical theorem) states that a pattern-of regularly emerges in any process which is useful
for masking the uniqueness any single recovery map.

Specifically, we address these concerns directly and clearly:

1. The map represents both a description and a process

2. The description and process or independent

3. The map need not indicate a starting point or reference

4. The process need not indicate a starting point or reference

5. The extracted file need not be associated with a specific recovery map

6. Duplicates and prior (and since outdated) maps create chaff, if so desired
7. .The recovery map can exist as a series of step-wise maps without reference
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A recovery map can exist in various logical formats that include:

A series or instructions for re-assembly (such as a macro, add-in, or application)

A recovery script for re-assembly

A reference indicator to the recovery information

A list of recovery information including positional details and extractions

A list of recovery information including positional details and pointers to the extractions
A reference within the extracted file to the recovery information

A database of recovery information including positional details and extractions

A database of recovery information including positional details and extractions

A negative image of the extracted information

WRNAUN P WN =

For reasons outlined here, DigitalDoors does not apply methods 1, 2, 3, 6, or 9, but does apply methods 4,
5, 7, and 8. Methods 4, 5, 7 and 8 are optionally used together or individually. Methods 1, 2, 3, 6, and 9, as
well as other undefined methods, could be used in the future, if so needed.

The reasons we avoid methods 1, 2, 3, 6, and 9 are described here. Method 1 requires the use of macros or
applications, which Tepresent an unwarranted opportunity for viral attacks. Method 2 represents a similar
breach of security, although it relies on a preexisting scripting engine on the host. Method 3, including
recovery information within the working data with in-situ extractions, represents a breach of security and
prevents normal usage of the data within applications and transactions because of the inclusion of foreign
data types. Method 6 represents an open doorway which an enterprising hacker can explore data resources.
Method 9 works well, except that the source, extracted file, and the positive file would share file sizes,
access dates and times, thereby creating an apparent solution. In addition, the positive and negative files are
easily overlaid by simple programming techniques, a method too simple and primitive for reasonable
security. Also, such a recovery method precludes dispersion or granularity.

The reasons we apply methods 4, 5, 7, and 8 are described here. Method 4 is simple to apply. It minimizes
CPU and disk resources, and enables a wide range of secondary security features such as encryption,
MultiCryption, dispersion, and granularity. Optional headers, links, reports, and supplemental files provide
management information, backup, and analysis for the DigitalDoors process. However, without these
optional attributes, recovery

Location of Map

Even when the location of the recovery map can be discerned, dispersion of the map or its recovery entities
or encryption of that map prevents its utility. Whereas the source is clear-text and useful in processing,
information sharing, or distribution, the map need not be.
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White Paper: MultiCryption
by the DigitalDoors technical team

'
Abstract: Traditional encryption techniques require excessive infrastructure and administration while allowing
security gaps to remain throughout the process. There is also some question as to the reliability of any single
' encryption technique against social engineering or cracking. Key generation, key delivery, and key recovery
represent nightmarish administration. Furthermore, traditional encryption does not provide one to many
distributions or abstract delivery without additional manual intervention. Partial encryption, mixed encryption,
and mixed key encryption with partial encryption and dispersion provides advanced workflow solutions to these
problems with simple and redundant methods that enhance security, mitigation, and both internal and external
terrorist activity. It also enables the free flow of information without secondary process steps.

[

Overview

MultiCryption is our terminology for partial encryption, mixed methods of encryption, and mixed key
encryption. MultiCryption differs from multiple encryption in a number of significant ways. We do not use
multiple encryption. Not all words, phrases, lines, or paragraphs are encrypted, thereby leaving a contextual
template, and keys and encryption tags can be dispersed for additional protection. Furthermore, recovery
information, analogous to encryption keys, can be generated for one-time usage and widely dispersed to
prevent catastrophic unanticipated access to a data repository.

Multiple encryption (which we do not provide) describes various methods of encrypting plain text with one
method and one key, and then serial encrypting that result with the same encryption method and a different
key. It could also apply to encrypting plain text with one key, and then encrypting that result with a
different method and same key. There are several flaws in multiple encryption. First, serial encryption is
statistically less secure by up to 99% than a single encryption method as the combination actually reduces
the encryption strength by introducing key weaknesses and result-based patterns. Second, multiple
encryption must be decrypted in a precise symmetric sequence that represents a workflow nightmare.
Third, multiple encryption increases the complexity of an already complex key management problem yet
more with 100% overhead increase. Fourth, more keys mean more avenues of exposure. Fifth, public key
methods introduce mathematical weaknesses into encryption inversely proportional to key size.

Although MultiCryption appears to represent a nightmarish application of multiple encryption with mixed
methods and new keys, it actually is statistically sound, a simplification in workflow overheads, statistically
secure in contrast to any single encryption method, enables mass distribution, abstract delivery, and a
hierarchy of secured access to documents and transactional workflows. Encryption keys can be static for
each user, or dynamically generated as a one-time pad for each and every identified extraction. Selection of
the encryption method can be static, fixed within a hierarchy by job level or by extraction categorization, or
dynamically and randomly selected. Job-level and/or extraction category encryption allows, for example,
access by manager level 1 to credit card numbers and expiration dates but denies access to data entry clerks
to that information without specific one-time authorization by a level 1 manager for each instance.

Since encryption keys are randomized, access to one document, class of information, or even singular
elements is controlled at a granular level. Random encryption keys, in spite of the apparent complexity of
the system, actually simplifies key generation and administration. Backups of recovery maps, whether
centralized or decentralized (and both simultaneously), provide for document recovery. The issue is no
longer one of key recovery and possible backdoors but one only of document recovery.

MultiCryption improves security and workflow in a number of obvious methods. Partial or selective
encryption means that a document or transaction skeleton provides useful context for recipients. Infinite
control over encryption selection provides abstract generation control. Partial encryption reduces the
statistical ability to decipher the encryption method or the key by pattern analysis as a factor of the
encryption selection density and the lack of patterns inherent within the partial encryption selection. Mixed
methods of encryption reduces the statistical ability to decipher the encryption method or the key by pattern
- analysis because it introduces another plane of pattern erasure. Mixed key selection reduces the statistical
ability te decipher the encryption method or the key by pattern analysis because it introduces another plane
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of pattern erasure; this is in direct comparison to multiple encryption because both encryption and
encryption keys are statistically independent. The combination of mixed encryption methods and mixed
encryption keys is basically immaterial to improvements in statistical security. It is not an issue of
increasing, security since the judicious application of encryption already provides integrity, but rather one of
increasing workflow flexibility. By increasing the granularity, MultiCrypted documents or transactions
provide element-wise access to each encrypted element by job-levels, categories, locations, times, threat
modes, and/or by future designations. '

Dispersion of recovery information, that is analogous to the security of encryption keys, provides another
layer of granular protection. No single exposure of encryption methods or user encryption keys and
passwords can undermine security. Each encrypted element is thus unique and independent from all others.
This creates a rip-stop protection from intrusion, inside espionage, and site-wide or network-wide
terrorism. Limitation in access to dispersed data repositories and recovery information provides an
additional layer of security. Network links, NAS, SAN, hosted storage, and removable storage can be
controlled at a granular level. Backups provide mitigation and recovery in the event of site failures or other
foreseen or unanticipated disasters.

The inherent overhead in public key infrastructures, symmetric key distributions, key access control, key
renunciation, lost keys, and key data entry is resolved by this system in a number of ways. All keys are
randomized for one-time use. Loss of key is limited to each individual encryption, not system-wide, or by
individual. This does not protect against total failure and backup failure; this risk is identical to any system
and backup failure and introduces no new risks as the system runs within standard database or file
management technologies. Key generation is automatic, and key recovery is also automatic. Note that
recovery information is associated to each document or transaction, by job level, by category of encryption,
and not by individual or process. The risk is wholly in the file system. However, since recovery potentially
could be compromised by insider data diddling, backups and checksum technology is employed to prevent
and indicate tampering.

There are new and different overheads, but these can be integrated into existing identification and password
control systems. Access and password control can be enabled at all levels by single or combined biometric
methods. This resolves lost IDs, passwords, and encryption keys, problems typical with traditional security
systems but avoided through MultiCryption.

Ex. 1013, Page 131




E TR R e o DR

DDOS and DOS Attacks

Additional Benefits

Tradition security methods protect against single known methods. This technology was designed to create
an umbrella of protection against unknown and known problems. ...
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DiIGITALDooRrs Elements Necessary to Secure

The DiGiTALDOORS Team,

Proces'sing Data Streams

' The DiGiTaLDoors process is designed for generalized data streams, such as messages, obje:ts, pointers to
data, database records, transaction sets, and other arbitrary data formats. This enables Dis/TaLDooRrs to
process any type of data within any type of environment on most any computing platform. This allows the
technology to be called as a remote process call, an Active-X control (DLL, EXE, or OCX), or a CORBA
process as part of generalized data stream processing. This is useful when interfacing with database
transactional processing, E-Mail, HTML and XML processing, security for point-to-point transmissions,
and most dedicated workflows. Data files are merely a special case of the generalized data stream stored as
an entity on a storage medium. Note that data files often are defined by a specialized layout or mixed ‘
structure (such as a MS Word, a data record, or and EDI dataset), which D/6/7aLDoors filters for proper
extraction, dispersion, and subsequent réconstitution.

The DisiTaLDoors toolkit is the preferred method for inline processing of streams, whereas the
Di1GITALDOORS desktop applications are generally easier to implement for end-user file processing. The
remainder of this support document focuses primarily on file activity, although data stream processing is
really the simpler abstraction.

File Source Locations

DIGITALDODORS accesses source data through standard URL, file path, X-pointer, and standard mapping.
Files can be selected for individual, queued, or triggered processing through all the standard windows (X-
Windows, MS Windows, and other Unix and Linux textual and graphical user interface shells). Access
control security provided with volume mapping functions exclude or limit access to read, write, or view
files through standard system methods.

File Storage Locations

Storage of DeClassified files, databases, data maps, recovery files, and supporting reports are controlled to
preclude threats, attacks, invasion, and defeat of the dispersive security system.

Administrator and User Functions

The functions of the administrator and user are separated. The administrator cannot perform user functions,
nor can any user, even one established by the administrator, have administrator privileges. Administrator
access can be enabled so that it requires countersign of from another one to unlimited people to preclude
collusion (430). In addition, newly created users are not activated without countersign from another party
(431). Image recognition technology precludes one person from assuming all these roles (432).

The administrator (one access only) establish users, access rights, storage repository locations and access
rights, feature settings, as well as user access, identification, and authorization rights.

The user (unlimited entries) can DeClassify and ReClassify documents, and with explicit permission of the
administrator set Declassification options, view dictionaries, and establish or choose storage locations.

Mapping of Storage Locations

The administrator defines the set of available local and remote (networked) drive storage locations. The
administrator can also determine whether users can define which of those storage locations they can choose

h or define them for each user set or specific user. There are valid security concerns over whether the
administrator, the administrator along with the user, or the user alone can determine locations for dispersed
information. Note that enabling a cascade of storage locations allows for survivability but also potential for
external attacks.
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Administrative and User File Storage Location Configuration

By default, the set of all possible storage locations are defined by the administrator. The set of all possible
storage locations can be defined uniquely for each user from within that subset; overlap of storage locations
by user is allowable, but defined by the administrator. Users, may, only by specific allowance of the
administrator, be permitted to choose storage locations, but then only within the set of all predefined
. possible storage locations.

'

Creatioh of DeClassified (Downgraded) Data Streams

This is a user function only. The user selects a file; it is automatically is activated by workflow, as with an
e-mail process. DeCassification, creation of map and recovery file, and specific usage of dictionaries and
options will have been'previously defined.

Options for Data Streams

The DeClassified document can be downgraded or decoyed with various options. The map and recovery
file can be encrypted, encrypted with mixed encryption methods and keys, and dispersed to an arbitrary
level of redefined storage locations.

The Databése

The database (of which there are actually many) record logs, event histories, and contain paths to recovery
files. The database with recovery file locations can be disabled; this precludes reconstitution without known
recovery file paths.

The Recovery Map

The recovery map is a text file that contains offsets and lengths of extractions, plus recovery information.
The recovery file can be encrypted through an administrator-only accessible option. The recovery
information itself can be in situ, encrypted in situ, or dispersed in plain text to one or many instance
recovery files, or reference a single file, two files, three files or one to three for each extraction instance
recovery files with encryption method, encrypted extraction, and/or on-time encryption key.

Creation of Extracted Data Streams

The recovery map represents the critical and important data which has been extracted from the original
classified document. (Various optional reports could also include the extracted data.) The recovery map is
encrypted in full, dispersed, and/or encrypted in part.

Extraction of Data Streams

Extraction of critical and important information occurs as an automated stream input/output process or as a
file operation. Extraction of critical and important data occurs through an exclusive process of matching
data within the stream to dictionaries of words, phrases, sounds, images, and other multimedia patterns. Not
all matches are extracted; most are* categorized and retained. Extraction of critical and important data also
occurs on a non-exclusive basis; those data which are unknown, unmatched, and uncategorized can also be
extracted. Also, random, sequential, and additional user specifications or manual efforts augments the
aforementioned automatic targeting of critical and important data. Dictionaries and data patterns therefore
do not represent a necessary and sufficient basis for human intelligence reconstruction of documents
downgraded with D/5iTALDOORS. ‘

Encryption of Data Streams

All output data streams (and/or files) can be encrypted with any supported encryption methods, keys, or
compound methods. Generally, the DeClassified file is not encrypted as part of the core workflow benefits.
However, the DeClassified file can include in situ encryptions each one encrypted with any supported
encryption methods, keys, or compound methods. The in situ encryptions can also represent decoy
information. One time encryption/decryption keys are stored in a database (optional) or the hierarchy of
recovery maps.
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Encryption methods include symmetric and asymmetric (public key) methods. At present, distributions
include up to 10 different NIST encryption methods. Note that we are adding new methods as they become
available and can integrate other methods as requested by customers. Wherever possible we seek to use
one-time léeys to bypass the inherent operational complexity and administration overhead of PKI methods.

Note that D/6/7aLDooRrs encryption (and multicryption) is performed only on a single word or phrase,
thereby yielding linear performance unlike with the round-oriented 3DES or Rinjdael algorithms that
require non-linear increases in memory, disk space, and processing time as the data file increases in size.

Dispersion of Data Streams

Any data stream can be delivery literally anyway on a local, remote, removable, Internet-accessible, or
VPN storage repository. It is only a matter of mapping the volumes and paths into each users’
neighborhood (MS Windows terminology) or establish a fully-qualified path. These paths map with the
administrator-configured paths, and are configurable on an ad-hoc or aggregated basis for each user.
Generally, we suggest single repositories for each data stream type for simplicity. Also, all data streams can
be disabled, although there are some safeguards to preclude total loss of important and critical information.
It is possible for the administrator to override these safeguards with a secondary control.

Data streams can be dispersed to an unlimited number of locations. This is merely a matter of establishing
an unlimited number of full-qualified paths. On a practical basis, we suggest single repositories for each
data stream type. All network access control, authentication, and barriers are also enforced for dispersion.
Hence, a user not granted privilege to a repository will be nominally unable to access that storage even
though they may have a correct path to a recovery map. This is one of the beaurocratic securities supported
by DigiTALDOORS.

MultiLevel Security

DIGITALDOORS provides an unmatched level security through granular control of individual documents, file
streams, extractions, categorization of extractions, location, time, threat modes, users, encryption matrixes,
encryption keys, and access to storage locations.

Hierarchy of Storage Access

Hierarchy of ReClassification

Cascade of User Access, Authentication, and Authorization
Controlled Release Parameters

Trigger or Authorization bontrol for ReClassification
Decryption of Data Streams

Reconstitution of Data Streams

The data stream can exist anyplace. The reconstitution process is uniform no matter whether the
DeClassified data is a data stream, a transaction, database set, e-mail, or other specialized format.

Dictionaries

" Extraction of critical and important information is primarily but not entirely affected against dictionaries.
Because, extraction solely by dictionary match provides a means to reverse-engineer the dictionary, thereby
exposing an exploitable weakness, Dis/TaLDoors employs a complete pattern matching algorithm, from
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within which matches are categorized and extracted or retained based on other built-in and administrator-
or used-defined parameters. A number of pattern-matching and syntax-matching methods outlines within
the DiGiTaLDoors patents enhance recognition of complex data types unlikely to be found within a
dictionary. Non-matches are typically extracted, thus extended the complexity of human intelligence
exploitable a dictionary restoration of a DeClassified document. Replacement of extractions with decoys,
random words, nonsense, and random characters obfuscates the apparent exploitable dictionary attack
weaknesses.

The dictionary is also not one but several dictionaries (unlimited in number). A core dictionary provides
language-specific common words for categorization. Supplemental dictionaries provide industry-specific
words and terms to preclude excessive extractions that would render the DeClassified document useless.
Two specific dictionaries provide additional filtration for user-selected terms and phrases to be specifically
extracted when matched and to be specifically retained when matched. Supplemented words and phrases
are easily added or deleted with a click of the mouse; typing not required.

User additions are supported at a global, workgroup, or user level. In other words, additions can be created
a user-level to override workgroup or system dictionaries. This is both a useful functionality but also a
security risk (which the administrator can monitor) should a user seek to undermine the system.

User additions are optionally masked to preclude dictionary attacks. Any or all dictionaries can be
encrypted or masked to preclude dictionary attacks. These are administrator-only configuration issues.

Inclusionary

This is a supplemental dictionary used to override what has NOT been extracted for known or unknown
reasons. When added to the inclusionary list, it is always targeted and extracted and/or encrypted.

Exclusionary

This is a supplemental dictionary used to override what has been extracted for known or unknown reasons.
When added to the exclusionary list, it is always categorized but retained.

Phrases

This is a supplemental dictionary used to override what has NOT been extracted for known or unknown
reasons. Often, critical and important information may consist of common words, which by themselves,
would not be targeted, but as a phrase becomes a known concept. When added to the phrase list, it is
always targeted and extracted and/or encrypted.

Sound Bytes

This is a supplemental dictionary used to override what has NOT been extracted for known or unknown
reasons. Often, critical and important information may consist of common sounds, which by themselves,
would not be targeted, but as a sound phrase becomes a known concept. When added to the sound list, it is
always targeted and extracted and/or encrypted.

Image Subsets

This is a supplemental dictionary used to override what has NOT been extracted for known or unknown
reasons. Often, critical and important information may consist of common images, which by themselves,
would not be targeted, but as a image phrase becomes a known concept. When added to the image list, it is
always targeted and extracted and/or encrypted.

Video Clips

This is a supplemental dictionary used to override what has NOT been extracted for known or unknown
reasons. Often, critical and important information may consist of common videos, which by themselves,
would not be targeted, but as a video phrase becomes a known concept. When added to the video list, it is
always targeted and extracted and/or encrypted. :
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DiGI1TALDOORS: Frequently Asked Questions

The following document lists and answers frequently asked questions (FAQs). Please check for the latest
document as this file is regularly updated. It is available in Adobe Acrobat .pdf format readable with the
' free Adobe Acrobat reader available at www.adobe.com.

M3 1. What are common security definitions?
~ [HEHM Please see our Glossary.

il 2. Why do t;aditional security methods disappoint?

T3 Traditional methods of security based on barriers and encryption prove sufficient for a single
skirmish. In contrast, adversaries defeat any barrier- and encryption-based defense during prolonged
warfare. Traditional barrier-based and encryption do not withstand direct assault, insider subversion, or
brute force. Successive predatory adaptations over a sustained period detect and capitalize on exploitable
weakness. Ciphers are camouflage. They fail when attacked by means that see through the concealment.
The methods to defeat these methods are never readily apparent until that inevitable failure. Furthermore,
camouflage is protection only for a large group where it provides visual confusion, as adversaries evolve
methods to distinguish and isolate individuals in a focused encounter. By analogy, encryption fails under
adaptive attack.

Although data might appear as a fixed asset because it resides in one place most of the time and thus needs
a fixed defense system, an analysis of successful attacks shows that the successful attacks have not
occurred as anticipated or within the predetermined battle lines. The unsuccessful attacks are easily
repelled. It is the surprise, unforeseen, unexpected, and unanticipated attacks that succeed. Furthermore,
stealth increases the chances to succeed. Attacks could occur against anywhere, from anywhere, at any
time, using any known or unknown assault methods. Fixed security failure is thus inevitable.

While it conceivable to continuously enhance a firewall and encryption to stay ahead of hacker and
information warfare (infowar) assaults, inevitably, there will be patch and upgrade failures, newly detected
flaws, and maintenance deficiencies undermining traditional barrier-based and encryption security.
Furthermore, distributed technologies, mobility, and wireless anywhere/anytime implementations create a
widely separated, amorphous, and perforated infrastructure defying the deployment of useful barriers. The
scattering also precludes the workflow necessary for the useful implementation of distributed encryption.
Whereas foregoing security attacks have been initiated within predefined battle lines, mobility enhances the
opportunity for random attacks from unknown quarters. Future attacks will be fierce, ending suddenly with
limited opportunity to counterattack an invisible assailant and strike back, as is one of the newer-employed
security philosophies. It is not a question that barrier security will work. It eventually fails under sustained
siege and subtle exploration of systemic and exploitable weakness.

W 3. How and why does dispersion work?

Dispersion is a sustainable offensive and defensive security, survivability, privacy, confidentiality,
and anonymity measure. Dispersion works as a security method because no attack, accident, or failure can
totally destroy a diffuse and heterogeneous population. There are always survivors; dispersion provides
natural survivability and a functional method to reduce infrastructure risk. This contrasts to barrier-based
security where a breach not only allows penetration and an entrance route but concentrates the defenders
and assets now ironically trapped within the same barriers meant to protect them. This permits total
annihilation and asset plunder. Dispersion and magnitude (protection by large numbers and corresponding
increase in chaos or entropy) mirror nature's own security. Dispersion is both a capable defense and also an
offensive method. Dispersed attacks thin the depth of the defenses in any one place or even in muitiple
locations. While military attacks against concentrated defenders have inevitably succeeded in history, no
method, formula, technique, or policy has been successfully deployed against a dispersed guerilla offensive

~
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on a sustained basis. The only successes against guerilla warfare have been achieved either by total
systemic infrastructure destruction or by appeasement through compromise.

Systemic infrastructure destruction usually undermines benefits in victory to the "winning" side, so it is a
Pyrrhic victory at best, and rejected in sanity. Appeasement and compromise usually create stability and
productivity to provide a sustainable and effective defense and offense. A security concept based on

‘ guerilla warfare tactics pushes the envelope from historically inevitable failure to a realm defined by
compromise, appeasement, and survivability. The DoD calls this consequence "survivable networks" and
"data mitigation." Skirmishes are won or lost with traditional barrier-based efforts but wars are always won
or pacified through sustainable offensive and defensive measures. In general, though, that attitude creates a
workable security.

Di16/TALDOORS applies guerilla tactics to disperse data resources and sustain a workable security. This is
not redundancy or redistribution of data sources but the dispersion of critical and important data elements
that can be as small as numbers, credit card information, or names. Even a failure in dispersive security
avoids catastrophe with rip-stop of self-limiting protections. The 0/5/TaLDOORS security effort need not
rely only on such guerilla tactics; it coexists with the additional barrier and encryption defenses proven
effective in the single skirmishes. D/6/TaLDOORS provides a security that in aggregate raises the bar for
protection. : : .

The mathematical proof for the Security Theory is available as a .pdf file. The Dispersive Protection
Theorem Proof is available as a .pdf file. The Anchor Independence and Entropy Theorem Proof is
available as a .pdf file, although in part it is based on prior theories. You can request the seminal paper, 4
Mathematical Theory of Communication, available from us or locate it online at Bell Laboratories (Lucent

Tech) at http://cm.bell-labs.com/cm/ms/what/shannondat/paper.html as a .pdf file.

W 4. What is Di6/TALDOORS performance, overhead, and storage loads?

LI 1 ess than firewalls and encryption, sometimes very much less, prov1dmg security processing (both
scrubbing and unscrubbing) at wire speed. Note that unscrubbing, that is, source reconstitution, is always
performed at wire speed. Any latencies or performance lags are subject to core infrastructure inefficiencies
unrelated to D/6/TaALDooRrs. Scrubbing can be optimized for speed of performance, accuracy in syntactical
parsing and categorization, or somewhere in between. Some data requirements yield both accuracy in
processing and speed of performance.

Realize that D/G6/TaLDoors is optimized for unstructured and freeform documents, such as text files, and
the performance is enhanced for accuracy without human intervention. However, D/GITALDOGORS is easily
optimized for speed of performance with structured data, such as databases, transactions, or XML files. By
eliminating access to dictionaries, extraction rule bases, and artificial intelligence decision-making (such as
understanding if John refers to a specific person, a class of person, or an object), extraction of fixed record
layout data or other defined transactions can be processed at wire speed without remote or coprocessor
reinforcement. When performance- is thus optimized, CPU, I/O, disk access speed, or network delivery
speeds and latencies revert to standard bottlenecks.

Overhead is consistent with a simple text processing thread. Storage loads typically increase 6%, but the
dispersion of data to tiered cost data storage often yields storage costs decreases of 30 to 72%. Network
loads tend to increase by 6% with extra overhead for access and authentication of about 5%. Some of the
scrubbing overhead can be switched to side channels so as not to effect critical paths. On the other hand,
increased reliance on D/6/TaLDoors can diminish the need for encryption and firewalls, adding back as
much as 28% performance lost to those traditional technologies.

&M 5. What is a useful me{aphor to describe D/GITALDOORS?

TH Nature is the metaphor for the success of dispersive defense technologies. In fact, there are relevant
proverbs and adages. Eggs placed in a single basket is foolish, as Don Quixote declares in his aphorism.
Eggs placed in multiple baskets, then concentrated within a single location by firewalls and other barriers is
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still insufficient, although it is the current technological security solution. In contrast, no attack, accident, or
failure can totally destroy a dispersed and heterogeneous population, as there are always survivors. By
analogy, when you put all your eggs in one basket, even if you watch that basket relentlessly, any
protection failure is catastrophic. In fact, once the protection is breached, panic usually occurs augmenting
the damage For example, chickens flee from the fox, trampling their own eggs; network and system
administrators disable access and features, halting services, inconveniencing users, run validation programs
to search for damage stealing CPU time, and delete files with indicated damage whether actual or not.

Any lack of safety or breach in security is mitigated through complexity, separation, sheer numbers, and
inaccessibility when dispersing the eggs and keep them moving ahead of predators. Nature implements
such security measures as evidenced by seeds floating on the wind and diffusion in vast numbers. Nature
also enables survivability procedures, enabling seed access (viability) only after a fire; that access is not
otherwise openly available. Natural security is effected by changing gene codes (like passwords and multi-
stage authentication), protection within large schools to preclude complete access by overwhelming
predators, scattering the schools when a predator attacks, and multiple schools that travel to different places
and by different paths.

6. Do | get my extractions back?

i A fundamental value in the design and implementation of D/G/TALDOORS was that scrubbing would
work, and so would unscrubbing reconstitution, without question or qualification. The process as
implemented for scrubbing/unscrubbing is simple so that little can disrupt it. Only overt effort or system
operation failures potentially can cause problems. However, even under those scenarios, standard system
maintenance and recovery tactics are sufficient for continuity. In fact, during the des1gn cycle, the
possibility to create scrubbed data that could be altered and then restored in a logical way' was considered,
seen as marketable and thus implemented. The extractions are always available BUT reconstitution is
always qualified based on authentication, time frames, and threat modes. This is similar to encryption—if
you lose the encryption key—decryption is complicated, perhaps forever, but DiG/TALDOORS supports
transitional results with phased-level reconstitution and delivery.

You will get the extracts back...

The extractions are always preserved somewhere. However, protections in the release authorization system
preclude wholesale and insecure reconstitution. The data is always safe, and fully recoverable with
authentication. Redundancies protect your critical and important data and enable its reconstitution. These
redundancies are configurable under user and administration control; all or some may be engaged or
disabled, as demanded. These redundancies include:

Reconstitution script (also called a "recovery file")
Extraction database

Extraction log file

Image backup

Positive images (an extraction map)

Note that no links, anchors, markers, fields are dependent references are preserved in the scrubbed data
stream for security, safety, operation, or production reasons. The scrubbed data represents a similarity with
the original. The external recovery file and other resources provide the methods to restore the original data
stream identically or in part. This is defined in greater detail in the Technical Background white paper.

It will not break...

The system is redundant although secured. In other words, the data is there, the scripts for reconstitution are
there, but the security authentication must be there. Almost anything can go wrong in computer operations.
Under such conditions, most exigencies can be mended assuming that standard system administration has
been performed with sufficient skills and tools available to repair network, hardware, and system failures.

' There are two ways to a restore scrubbed data. The first is to return the data to its existing state in terms of form, format,
and content, as with a data backup and restoration. This is already handied by operational technology. The second is to
logically restore data to reflect alterations, time, and authorize phased-stages. D/6/7ALDoORS sustains this latter craft.
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Redundancy (on a administration-selected sliding scale)...

Circumstances are rare, and rarer still under proper system administration, to lose your data. However,
these circumstances are the same as any other existing catastrophic failure, with or without security
measures jn place. Under normal operations, the process is redundant and resistant to failure. It is possible
for the administrator to disable log, database, backup, and extraction mapping to disable redundancy. The
reconstitution script (or recovery file) cannot be disabled. However, if this file is corrupted, deleted, lost in
a network, lost in the Internet, or stored on a device which is no longer available or accessible,
reconstitution (without the redundancy) will be incomplete.

Reconstitution really works...

The only deficiencies were observed during development when new features were added. Core
functionality was and remains robust. Even those early observations were not catastrophic, rather limited in
the form to that displacement errors. In other words, reconstitution worked, but the placement was off by
one or a few blank spaces or characterized by extraction overlaps. Known failures have been repaired to
date. Failure is unlikely in any form, and generally limited to appearance.

"Failure" of any type is more likely observed during scrubbing when complex mathematics, odd or unusual
punctuation and semantics are employed in the source data streams, or the wrong language or dictionaries
are selected by the administrator or users. Even when data is extracted which the users deem should not be
or is not extracted when it should, this data can be automatically added to the exception dictionaries so that
it is always scrubbed, or always not scrubbed. Complexities in data streams can be simplified for successful
scrubbing or alternatively, you can contact DigitalDoors Inc. and Network Performance, Inc. for
customized solutions to properly process your unusual data streams.

"Failure" driven by security and authentication prerogatives is a different matter, as it is not failure but
rather a complete success in D/G6/TALDOORS. Lost passwords, failures in validation or user authentication,
" and active threats will properly preclude reconstitution until those conditions are resolved.

7. What happens if DiG/TALDOORS scrubs too much or misses words?

i3 That is very easy. You can change the category options, and select less of them. If that does not
work to your satisfaction, then after the document has been scrubbed once, open the extraction list and the
ignored list windows. Words that were scrubbed and should not be scrubbed will appear in the extraction
list. Select each word and click on it. Each word will be moved into your personal, system, or networked
“list of words that should not be scrubbed in the future. Words that should be scrubbed but were not
scrubbed will appear in the ignored list. Select each word and click on it. Each word will be moved into
your personal, system, or networked list of words that should always be scrubbed in the future. If you
cannot find your word, click the checkbox for sort and the words will appear in alphabetical order. If you
want to find words in process order, uncheck those boxes. A second scrubbing pass of the document with
the words and phrase override additions usually solves any problems of scrubbing too much or too little.

In some cases, words will be extracted (scrubbed) or ignored because they are in the dictionary and
categorized in standard ways different from your specialized needs. It is difficult to alter the dictionary, so
such words are best added to the always scrub or always ignore user dictionaries. However, if you find that
your organization applies names and words in ways different from standard idiom, we can build specialized
core dictionaries for you.

8. Is there security available in extracted dispersed data? »

M Yes. DiGiTaLDoORS targets data streams and separates that data into a context skeleton and the
extractions. Firstly, dispersal of scrubbed data streams is statistically sound. See the Technical Background
for the explanation of Shannon's informational approach to entropy. Secondly, access to skeleton and
extraction detail are protected by multi-stage authentication. Thirdly, the binary separation of skeleton and
extracts precludes useful invention, comprehension, or even the legal definition of information to legal act.
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The context skeleton is devoid of details and only provides context.' The extractions exist as the recovery
file, database records, or within a positive stream skeleton. The skeleton only establishes the purpose,
structure, application, or intent of the data stream. If extraction was completed correctly, there is no
sufficient reference or statistical dependency to reconstruct or comprehend the orlgmal data stream. The
extractions, however, provide reference and dependency. In some cases, the extractions in the recovery file
provide sufficient and necessary data to undermine security. In direct contrast with common sense, small

' recovery files provide more insight into the context. It is the large extract and recovery information that are
cloaked in chaos; technically, this process has been termed the increase in entropy in the communication
system by experts in information and signal theories. Because the scrubbed data stream is the intended
distribution to users, Internet storage, and applications, security is provided by loss of detail.

The recovery file, maps, or database records—if optionally configured for publication—contribute to a
security risk; although in almost all cases, a substantially reduced security risk. As the size of the recovery
file becomes large, the context is blurred under the Theory of Large Numbers. This represents chaos
lacking a context or skeleton. Consider all the private data in the world, all the facts in the world, and
government spy data blended like confetti... enticing, but totally useless. In some environments, access and
distribution to large number of scrubbed data streams with the recovery files will not compromise security.
It is viable if only because the statistical chaos is great. Note well, that it is inappropriate to distribute
scrubbed and positive data streams together because file sizes and date stamps provide sufficient cue to
efficiently decipher chaos. Dispersion, cache, buffer, recycle bins, date stamps, file sizes, registry entries,
deleted but not erased data, and other tracks can be cleared with optional functions.

W 9. Is there independence and security in dlstnbutlon?

Yes. The chain of custody is preserved, and is also recoverable after the fact. The best way to
comprehend data independence and the effective of the simplest form of D/6/TALDOORS security is to
review our sample library of scrubbed data streams. The samples are all files rather than intermediate piped
results, as might be desired in host, server, or network processes. There are several variants, as defined

below:
. Sam;')le source documents
e  Sample scrubbed documents
e  Sample extraction files (recovery scripts)
¢ Sample positive files

These files are available on distribution CD of D/6/TALDOORS, available on media by request, and
delivered by formal written request over the Internet. The distribution on the installation CDs can be found
in the \samples subdirectory on the Windows, Solaris, AP/L. (volume: samples), and Linux versions.

WEM 10. Is the skeleton template independent from the data?

(VN Yes. Independence of data from one stream with data from other stream (data may be similar in form
and format), but the extraction sets should be nominally independent. Any dependence is accidental, as
when a division of one corporation is related to a different division within the same corporation. Such
dependence is only incidental and cannot be reliably exploited, which is adds to the basic security and trust.

The skeleton defines what should be expected in the extraction or recovery files, but does not presuppose it.
The skeleton does not define the actual contents any more than a blank form might. The extracted data does
define and presuppose the form but does not define the context, thereby achieving data independence
necessary to enable security on a mathematically-provable basis.

[N 11. Are the extracts independent from other extracts?

THFHM Yes, and no. The data itself is independent by definition. The data is usually independent from other
data, except that most organizations have particular goals and processes; in that regard, data sets will share
content. However, as the number of data sets becomes large, the data will achieve statistic independence
under the Law of Large Numbers. Since such chaos or randomness is insufficient for encryption and is
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insufficient for D/GITALDOORS, we have separated the extracts and suggest that they not be made publicly
available. Specifically, a catalog of extracts can be used to define a context; this exposure is best avoided to
maintain security. So the extracts are statistically independent, but not sufficiently random to guarantee
general pl}blic release.

EEEE 12. Is there strength in coordinated but distributed resources?

i # Yes. It is important to realize that the extractions are not randomized (although they can be with
certain administrator or user configuration) and the extractions are not divorced from ‘the skeletons.
DIGITALDOORS can reconstitute any, some, or all of a data stream from any location assuming
authenticated access to the binary components. D/G/TALDOORS provides strength in unity even though the
pieces are infinitely dispersed. In this way, the parts of your information army can be mobilized and
realigned against any necessary. enemy or to support any business partner.

M 13. Is single (1-stage) authentication sufficient?

i No. DisiTaLDoORS does not support this as the necessary and sufficient access method. Single
stage, one-stage, or 1-stage authentication is based on username and password. This is a reasonable method
for local access control (of a single physical accessible computer) but is insufficient for network access. All
pairs of usernames and passwords must be delivered by plain text thereby creating a significant window of
opportunity for any hacker with protocol analysis tools. Once the username and password pair is exposed,
other security barriers can compromised, including \etc\hosts lists, RPC calls, services and data
repositories, and firewalls.

m 14. Is double (2-stage) authentication sufficient?

{131 No. D/G/TaLDoorRs does not support this as the necessary and sufficient access method. Double

stage, dual-stage, two-stage, or 2-stage authentication is based on username and password. It differs from
single authentication by delivering username and password pairs as encrypted objects. This is a reasonable
method for local access control (of a single physical accessible computer) but is insufficient for network
access. Remote protocol capture and analysis (packet "sniffing") defeats 2-stage authentication. Although
usernames and passwords are encrypted, the encryption method and encryption keys must be sent during
the login session or negotiated in advance. If they are sent during the login session, sufficient information is
available to decipher the password pair or counterfeit of it. If the encryption keys are negotiated in advance,
the workflow is simple enough that a few captured sessions provide enough statistical information to

- decipher the keys. This is in addition to any weaknesses that exist in the encryption methods. Furthermore,
it is also possible to counterfeit the username and password pair for access without deciphering them. In
effect, a hacker can make a copy of a username and password pair, even if encrypted, and have a copy of
the access key.

Once the username and password pair is exposed, system and network access is available, and then other
security barriers can sequentially compromised, including \etc\hosts lists, RPC calls, services and data
repositories, and firewalls.

15. What type of authentication can be found in D/6/TALDOORS?

W8 Di5iTaLDOORS applies a multistage authentication process. It applies traditional 1-stage
authentication, and augments that with a newer Intemet-required 2-stage authentication implemented with
at least 256-bit CryptoAPI. The encryption engine is interchangeable with many others, including,
Blowfish, DSS, and Rinjdael. In addition to this established process, D/6/T7aLDooRs adds 7 additional
layers of validation. The first is random 2-stage relogin (through RollCall). The second is the random
presentment of challenge questions (through RollCall). The third is random biometric authentication by a
wide choice of technologies. The fourth method is the challenge of a friend or foe question, posted
internally and changed daily. Identification of friend of foe to ascertains access currency and thus
overcomes the traditional system administration failure to invalidate 1-stage authentication of terminate,
retired, and resigned employees. The fifth and sixth stage validations actively and instantly disable access
based on group settings, time parameters, and threat modes. The seventh mode relies on local certification
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or remote viewing by another validated party to corroborate identity and access (through RollCall). This
validated party might be the system administrator, a manager, or a random peer to constrain collusion. Note
that the chain of custody is always preserved. The AntiCopy function and the time-limited release
mechanisms additionally provide a means to vet, retract, and limit the risk exposure. These authentication
methods are listed here:

Traditional 1-stage authentication

2-stage authentication implemented with at least 256-bit CryptoAPI
Random 2-stage relogin (through RollCall)

Random presentment of challenge questions (through RollCall)
Random biometric authentication

Challenge of a friend or foe

Disable access based on group settings

Disable access based on time parameters

Disable access based on threat modes

Local certification

Remote viewing by another validated party to corroborate identity
AntiCopy function

Time-limited release mechanisms to vet, retract, and limit the risk exposure

fM 16. What protects extracts and reconstitution in D/G/TALDOORS?

WM The D/G/TALDOORS access and authentication system is the customary means to prevent access to
extraction materials or view a document in reconstituted form. In addition, normally, extracts are not
published. That is another level of protection. Furthermore, the process to match up scrubbed files and
extracts or recovery scripts precludes most efforts to compromise the system. Remote storage,
supplemental extraction file encryption, and mobility of extractions adds the added dimension of location
dispersion to this critical and important information. Also, traditional access control and firewalls provide
ad hoc defense against the usual skirmishes. If you had faith, and best you didn't, you would not need
DIGITALDOORS if traditional methods worked. However, they have been repeatedly and universally
defeated.

TRV 17. |s MultiEncryption the same as Multiple Encryption?

_ [ No. Multiple encryption means that a document is encrypted with one method and a define key and
the encrypted document is then used as the source for a second stage of encryption using the same method
and a different key. This results in weaker encryption, and we do not use it. Rather, D/6/TALDOORS uses
MultiCryption, which is the random application of one encryption method (e.g. AES, DES, 3DES, etc) with
a one-time random encryption key for each element within a document to be encrypted. The resulting
encrypted document incorporates ten different encryption methods, which cannot be determined from the
result, an infinite number of random keys, and mathematical independence between methods and keys. This
is infinitely more secure than single or multiple encryption methods. o
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STATEMENT CLAIMING SMALL ENTITY STATUS Dockst Nusber {Opionel
(37 CFR 1.9(f & 1.27(c))--SMALL BUSINESS CONCERN

Appicant, Patandse,oridenttor_f) _ POLUCA MBI {UEM200

Application or PatentNo.:
Flled orlssued:

e — AP tefe oy
1 h tate that | am

the owner of the small business concem identifisd below:
[  an official of the small business concam empowered to act on behalf of tha conoam identifiad below:

NAME OF SMALL BUSINESS CONCERN PLeRpoops TN

ADDRESS OF SMALL BUSINESS CONCERN 2815 FLAMINGO DRIVE
—— MIAMIBEACH, FL 33140-3015

| hersby state that the above identified amall business concem qualifiss as a amalt business concem as defined in
13 CFR Part 121 for purpoaes of paying reduced faes to the United Statas Patant snd Trademark Office. Questions related
10 aize standards for & small businesa concem may be directed to: Smafl Business Administration, Skze Standards Stsff,
409 Third Street, SW, Washingion, DC 20418.

| horeby stats that rights under contract or law have been conveyed to and remain with the small business concemn
identified above with regard to the invention deacribed In:

3 tha spacification filed herewith with fitle as listed above.
[ the appilcation identified above.
[7] the patent identified above.

if the rights hald by the above identified amall businsss concem are not exclusive, each indMdual, concem, or
organization having rights in the invention must file separate statemants as to thelr status as amall entities, and no rights
to the invention are held by sny person, cther than the invantor, who would not qualfy as an iIndepandant inventor under
37 CFR 1.9(c) i that person mades the invention, or by any concem which would not qualify as a small business concem
undar 87 CFR 1.8(d), or a nonprofit organization under 37 CFR 1.8(e).

Each person, concem, or organization havin, rights in the invention ls fisted below:
2] no such mm.:ruuwlzdionm&uy
[ each pouon concem, or onganization is fisted below.

Separats statsments sro required from each named parson, toncem or organization having righis to the invention
stating their status as smaell entitlas. (37 CFR 1.27)

1 acknowisdge the duty to file, in this application or pelent, notification of any change in status resulting in loss of

sntitlement to small entity status prior o paying, or at the time of paying, ths sarfiest of tha issue fee or any maintenance
fee due sfter the date on which status as a smail entity Is no longer appropriats. (37 CFR 1.28(b))

A
NAME OF PERSON SIGNING _&MAX\QJ [\L'M’Loa-)

YITLE OF PERSON IF OTHER THAN OWNER TS FOAMINGO DRIVE
ADDRESS OF PERSON SIGNING MIAMI BEACH, Fl. 33140-3918
SIGNATURE ’MQY\L——“——__ DATE 7’ 21:’ 2037_,,

Burdan astimaled 1 take 0.2 hous to Time wil upon the needs of the indvidusl cass. Any
W-Nnmgg T&n m"?i'z:on ia e form T%mu%mqm"ﬁmwrmm
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