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CONFIDENTIAL DCID No. 1/16 (New Series) 

DIRECTOR OF CENTRAL INTELLIGENCE DIRECTIVE NO. 1 /16 

SECURITY OF COMPARTMENTED COMPUTER OPERATIONS 

(Effective 7 January 1971) 
Pursuant to the provisions of NSCID No. 1 (New Series, revised 4 March il964), paragraph 2, subparagraph a. (5) and in order to ensure uniform protection of sensitive compartmented information 1 when such informa­tion is stored and/or processed in remotely accessed resource-sharing . computer systems, minimum security requirements are established for the utilization of such computer systems in a compartmented mode of operation. These requirements are equally applicable within the USIB Community, and to contractor and non-USIB government systems han­dling sensitive compartmented information. 
The diversity and complexity of such computer systems now in place in the Community and those already designed for future placement may not provide for compliance with the requirements of this directive in their entirety. Recognizing both the validity of the requirements and the difficulty involved in their application to currently installed and already designed systems, the extent to which the requirements of this directive are applied to such systems is left to the determination of each USIB member in view of his ultimate responsibility for the security of sensitive compartmented information. 
Nothing in this directive shall supersede or augment the requirements on the control, use and dissemination of Restricted Data or Formerly Restricted Data made by or under existing statutes, directives and Presidential policy. Whenever Restricted Data or Formerly Restricted Data is involved in any compartmented operation of remotely accessed resource-sharing computer systems, appropriate personnel and physical security procedures and controls shall be implemented. (See Section 11, 141, 142.e., 144.a., b., c. and d., 143, and 145, of the Atomic Energy Act of 1954, as amended.) 

1 The term "sensitive compartmented information" as used in this directive is 
identical with its use in DCID No. 1/14 (New Series, effective 1 July 1968). 
It is intended to include all information and material bearing special Com­
munity controls indicating restricted handling within Community intelligence 
collection programs and their end products for which Community systems of 
compartmentation are formally established. The term does not include Re­
stricted Data as defined in Section 11, Atomic Energy Act of 1954, as amended. 
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